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IKE /N—>3 2>
VPN R ZLTHAEND IKEN—232, 1 DUEDFT7 A NMEZEETEERT,

7 #* ) ikevl, ikev2
N> ZJLAEB IPv4 CIDR

VPN R ZILORAEZE (RER) IPv4 7 RL ADOEETT, 169.254.0.0/16 EEH, S D14 X /30
OCIDR7OYVEEETEET, CDR7OY V., AURETSAR—KNTF—RNIIT A %(E
B9 %9 N TO Site-to-Site VPN & CH > T—ETHIHRENHYET,

@ Note
CDR7OY V., RSUZYRNTF—RNRIIA LOIRNTOERICDIE>T—ETHI
BERHVWELBA, L, —BETREVHEERE, NAZI—T—KNIJIATHENFRETS
AREMENrHYET, NF2DY N — KT I A L0 Site-to-Site VPN ## TR LU CIDR 7
Ay o zBERAT3EE8K.,. EEICEHTILEEL,

LT CDR7OYVEFHNEXATHERATEELEEA,

* 169.254.0.0/30
* 169.254.1.0/30
* 169.254.2.0/30
* 169.254.3.0/30
* 169.254.4.0/30
* 169.254.5.0/30

* 169.254.169.252/30

F7#4)8:169.254.0.0/16 BEHA SDOH A X /30 ® IPv4 CIDR 70O ¥,

N> ZIJLHER IPv6 CIDR
(IPv6 VPN #E# D &) VPN MR OAEB (FNEB) IPv6 7 KL ADEE, O—HJ)L fdoo: :/8 &
BAANrSOH AL X /126 D CIDR 7OV UV &IETEEXT, CDR7OY V., AEUNZZY N
F—KNDIT A %BFERTDTXTO Site-to-Site VPN BEICH > T—ETHBDENMRETT,

F7 AN O—H) £doo: : /8 HEANSOH A X /126 ® IPv6 CIDR 7O Y 7,

VPN R ZILAT 3> 9
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A—AJ IPv4 XY KJ—7% CIDR

(IPv4 VPN ##iD &) VPN R RV ZN L EBENFATEND, DARN—T— DI A (A7
L =)l IPv4 CIDR £,

77 #J)LK~:0.0.0.0/0
)E—K IPv4 XY kJ—7% CIDR

(IPv4 VPN 8D &) VPN k> 2L EN L TEETE S AWS 0 IPv4 CIDR .,

77 #J)L 5:0.0.0.0/0
A—AJ) IPve XY NDJ—7% CIDR

(IPv6 VPN 88D &) VPN R R ZN L IEBEIFIEND, DARI—T—KDIA (A7
L = X) filo IPv6 CIDR [,

F7A) K20
JE—KN IPv6 XY NJ—% CIDR

(IPv6 VPN D &) VPN R XL E N L TBETE 2 AWS 0 IPv6 CIDR #H,

T7xI) K0
7 T —X 1 Diffie-Hellman (DH) TJIN—T&FS

7I—X1IKEZXJ>IT—>3>2TVPN M FRILICKL TEHATE h b Diffie-Hellman JIL—7 &
S, 1 2ULEOTFT7 A MEZIEETEET,

F7#)N:2, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
7 T—X 2 Diffie-Hellman (DH) Y )L —7"&%&

7I—X2IKEXJ>IT—>3>TVPN MFRILICKL TEHATE h 5 Diffie-Hellman JIL—7&
S 1 2UEOTFT7 A MEZBETEET,

T7xI) b2, 5, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
7I—X1BSETIIVALA

7I—AX1IKEXIJI—>32TVPN RORILTHAEhZBESHTILIOV AL, 1 DUED
F7AINMERIEETEET,

T 7 %)L h: AES128, AES256, AES128-GCM-16, AES256-GCM-16

VPN N ZRILAT> a3 10
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7I—-R2BSETIIVXLA

7I—AX2IKEXIJI—>3>TVPN RZRILTHAEChZBESHLTII)V AL, 1 DUED
F7FIINEZIBETEET,
F7 # )L ~N: AES128, AES256, AES128-GCM-16. AES256-GCM-16
JI—X1EEHET7IIVXA
7I—X1IKEXOD>I—232TVPN RORILTHAENBDEEHETIOV XL, 1 2UED
F7FI) NMEZIEETEET,
77 # )L N: SHA-1, SHA2-256, SHA2-384, SHA2-512
TJTI—X2BEMTILIVXA
7I—A2IKEXIJI—>32TVPN MR THAEThZEEETIIOV AL, 1 D2UE®D
F7AINERIEETEET,
F7 # )L ~N: SHA-1, SHA2-256. SHA2-384, SHA2-512
TI—A1T547834 1A

(® Note

AWS &, 7T =XM1 AT EZALTA=)IRETI=X2F4TRA L7 41 —)LRTH
BEENLERAZVTEEZEALTE—OEHNEZRBLET, CORIBITATRALNXR
Jd2TI—RENENYRIIAVEERBZHE, NORILERITHEhDTREDN S
WEY.

7I—X1IKERISI—>320547 844 ®). fEIE 900 A5 28,800 FTHEETER
EE
77 # )L ~: 28,800 (8 B¥E)

7I—X2T5478%4 A

(® Note

AWS . 7I—X1SATRALTA—IRETI—R254TRALT 1 —)LKTH
EENERASVIEEERALTEF—OEHERBLET. COLSBIA TR LFX

VPN R ZILAT 3> 11
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OdSI—RENENVRIIAVEERBDHE,. NUIIERFPEE D TSNS
WET,

7I—AX2IKERXRI>I—2320F74 734 L (¥, fElF 900 A S 3,600 ETHEETEERT,
EETRERE. 7I—-X 1054724 LOBELNENELKTIXRENHYET,

77 # )L N: 3,600 (1 BRE)
=B+ — (PSK)

B=TYRTF—RIVIAENDAZRN—T— DI ABIZEAD Internet Key Exchange (IKE)
Security Association % ¥ % = D ERIEEF— (PSK).

PSKiE, 8 ~ 64 XFDRTICTZIHLENHY, EO0) L SHOD LR TEXREA, EAT
EBRXNFF, BHF, EUFR (), BRTTHE () T,

FT7AIN: 32 XFEOEBFEDLF,
F—BERTT7X

F—BHERBEANZ A LICEBREND, F—BERIVAVRI (F—BERN—D VKRR
KO2TREE NS ) DEIE,

0~ 100 DN—t>Y NMEZEETEEXT,

77 )L 5100
F—BERON—223FA A

J7I—A1BLRVTI—R20F4 724 LFBARVNIZBZETON—D VKB (BEMN), C
OE. VPN #&50 AWS filA" IKE F—BERZERITLET,

B0NSTI—X2DTATRALVDEOEFETOREZIEETEEXT,
F—BEROEREZEBEE, F—BER 77 AQEICETVTTVAALICEREIET,

37 7 )L N: 270 (4.5 %)
BEDVDAVRIOYAANTY N

IKEB&E 14> RORADNT Y N
64 A5 2048 ETHEZIBETEET,

77 7 ) ~:1024

VPN R ZILAT 3> 12



AWS Site-to-Site VPN I1—H—HA R

w7 o>ay

VPN EZEHDO N XN EBIUTDEEICETIRT I3, UATEEBETDCENTEET,
« Start: AWS A IKE RO I -3 2RBLTIN I RILZRBETSD HDAEZN—S—KDI
AN IPFRLATHREENTVREGIZOATR—RENET,

« Add: HABRN—T—RNIIAFNA AN KERDII—-2 a2 ZBAL TN RILEFHBT
%

HMICOVWTIE, TSite-to-Site VPN M RILBEIBA T3>, #SRBLTLSEETL,

7 #) b~ Add
ROZRILIVRIKRANDTA THA4TILEH

ROZRLIZVRERADNDTATHAONLNHEHBICRY), T RKRKANOEERAATZ1—)L
ZHETEXRT,

FHCOVWTR, "ThURILIZVRRARDTAT7HA7)GEH) 2ZBL T EEL,

77 &)~ Off
Site-to-Site VPN ##DERBIC R RILA T2 a > 2EETSH. BBED VPN #HO N> XILA
T2aVEEETEERT, FMICOVTEE, RORMEYIZSRBLTLSEETL,

e« AT Y7 5 VPN ZZERT S
+ Site-to-Site VPN R RIWF 723> &2ZETS

Site-to-Site VPN N> RILERREA 7> 3 >

EHAEF—E-GIEEEFEAL T, Site-to-Site VPN RV RILIY KRS NEBITEET,
ERHREX—

ENREF—E. FTALNORIATS I TT,

EAHEF—IF. Site-to-Site VPN M RILDEREIZIEETE %, Site-to-Site VPN R XL F 7
>3a>7T9Y,

BRHEF B, DAEI—T—RITATFNAAEZRETDEEILANTEIXNFITY, XFH%Z
BEELBEWEER, XFIFEBNICERETIhET, FHICOVWTR, "THARAEYX—T—hVIAF
NAAS ZZBULTSEE,

VPN N RILREEAT> 3> 13
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AWS Private Certificate Authority &5 D75 4 X— NiEFAE

EadAEF—Z2FEALBEVIB A, AWS Private Certificate Authority & 5 D75 4 R— NSEFRE %
FALT VPN 2B TEE T,

AWS Private Certificate Authority (AWS Private CA) 2L T, FTL CAA ST T4 R—NiIAE
ZERTRDHBENF HVYVET, ACM T CAICERTSDEHIC, ACMIL— b CA EIFHEB CA ZE
BATEET, 74 RXR—NIAEDERDEEMIZ DOV TIE, AWS Private Certificate Authority 1 —
H—HARD "TSAXR—K CADEREEE ) ZZRLTLSEEL,

Site-to-Site VPN R ZILIT Y RAERA 2 MO AWS IOFEAERERK L THERATZICIE, H—ER
OO—)EERTIHENF HYET, SFHMICOVWTIEK. Tthe section called “—E A > o 0O—
L1 ZBBRLUTLSEZV,

TZAR—NAZEEZER LIS, DARN—T—RNII A OERRFICEIAEEZEEL. DARN—
T—RIOTATFNAACERALET,

NARI—H—RIIAFNAAD PP RLAZEELAWMBE, IP7 RLAGEREhELA.
COARL—2 3k, VPN EREBERETB LB, DARI—F—RITAFNA A%
BOIP7RLRACEBBTEET,

Site-to-Site VPN N> X)L BEBA 73>

T7AINRTR, DAZI—T—KNIITAFNA A, 8FT7 1Y 2% L T Internet Key
Exchange (IKE) ®d>IT—>3> 7Ot AZMKRT S & T, Site-to-Site VPN D N> X)L 2B
MIBDMBENFHYVET, VPN RURILDOFRET, KDYICAWS A IKE XD I—23a>7OtA
ZHABRELEBRIBDLSICEEITSDCEETEERT,

VPN N> X)L IKE @A 7> 3>

UTOIKERBATS a2 2FERATEET, Site-to-Site VPN EHDO N RO —F £ FEA ICK
LT 1 2FEREADATIVERETERT, CNSOREPTO/DONRILAT S IVE
EOFMIIOWVWTE., "VPN h2ZILAT> 32 25RLTLKEEL,

s BT O3 FHRELFEFEE N VPN LD VPN RO R ZBIUTRDEEICETIRT Y
232, F7FINRTRE, DAZI—S—RNIIATFNAAN IKEXDI—2a>7O0twR%
FABLTR ORI ZBEALET. KRDYICAWS A IKE XD I3 7OvAZRATELS
ICEETDLETEET,

AWS Private Certificate Authority #* 5 075 4 X— ~NFEEHE 14


https://docs.aws.amazon.com/privateca/latest/userguide/PcaCreatingManagingCA.html
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* DPD ZALTORTO>32: 7Y RET7HE (DPD) R4 AT IRFRELERICEITIZD TV
>332, F7AIRTR, KEEYZa2UHELEL, RORIANFFEELT, L—MHIBRENE
T, DPD ZRA LT IRHFRELEEZICAWS A IKE Y a2 ZBREBITDRLDICEETER
¥, Tk, DPD RA LT IJRARELTE AWSHAET V23V ERITLBVRSICEET
BEETERY,

IL—IL & HIBR

LToIL—IIEFRIBAENET,

« IKEXD>I—23a>aBRTDICE, AWS THARARIY—T—KNIDIAFNAAONTIY I IP
T RLANBETY, VPN ZRICEAER—AORIAZHREL TWVWT, AWS THARY—T—h
DIV —AZERLIEEZICIPT7RLAZEELBA D EHEERE. ILLVAAZRIY—5—hK
JIAZERLUTIPT7RLAZEETDIHLENf HVYET, TOE. VPNERZEEL, #HILLA
ABZI—T—RIDIA ZEBELET, FHICOVWTIE, TSite-to-Site VPN EHD DAY —4 —
NIOIAZEETD) 2RLTLKEEV,

- VPN ##0 AWS IS0 IKE Bt (BEBT7V232) E IKEV2 TOATR—KRENTVET,

- VPN ##H:®D AWS fllA' S IKE Bt 2R T35S, RM1ATIRNBREREFEFhELA. EHRNIHE
MENDET, BELTEENIRASshET, 512, VPNEHO AWS ik, HARY—9—
ROIAHAS SADHIBRAY E—2%%2ETHE, KEXDYI—2a>a2ERALET,

« DNABRN—T—RNRIDIATFNAANFZRY NT—OFT RLAZH (NAT) 2ERAITB T 7AT 04—
NELEFZOMOT/NAADERICHDIEEE., ID(IDr) ZRRETIHEN HV) FT, IDr O
IC2WTIE, RFC 7296 #2 L T &,

VPN R RO AWS fIAS D IKERKREREL THEST. VPNERTT A4 RILEBIrRKETS
BR (REICKI>TRBEE10M), PUORINERTIZZENHYERT, COBBEIRELBEVLD
. RYRND—=OFZRVVIY—\LNEZBERALTF—TT 547 ping ZERTEET,

VPN R ZIIBEBA TS a2 0ER

VPN R ZILBBATSa>oFEAOEMIC O VTR, LTOREY OEZSBLTLSEETL,
« FILW VPN #&HZ/ERL., VPN RORIIBEBA TS a>a2BETRICE: AT Y 7 5 VPN £
ZIERT D

« BEED VPN ##£0 VPN N ZXIIBBRATSa>a2ZTETSICIE: Site-to-Site VPN M Z AT
A EEBETD

=)L EFIR 15


https://tools.ietf.org/html/rfc7296
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Site-to-Site VPN R R I RRA 2 MO EHR

Site-to-Site VPN #Z#ilk. TEMOEHIZ2 DO VPN RO TERENET, AWSH RN IRILOD
EHEERTITHEE, TG VPN EGZZEETHEZEIC, VPN N ZRILIVRRANOD—FF =
EHAENBEBRZISNDCENHYET, NRILIVRRAMNOEBEPIC, FILLWIM O ZRILIY
RRARNA7OED3aZ2T0ENhTVBE, ORIV ENLEEGHATHEhD e HY)ET,
[N =R

s BERICLKDIVRRAVNDEERZ

s AWSYEZ—IRODIVRAAVNDEZHRZ

s RORINIVRIRARNDZA 7940 )FIH

BERICLDIVRRAINDEERR

VPN EEOUT OOV R—2Y NEEETHE, RN RLIY KRSV NO—FEEEAAHEE
MISNET,

£E API 7O 3> NRILLAVIND B

VPN 0 Z—4%'Y hJ'—bK  ModifyVpnConnection FLLRRILIY RKRA >

VIAZEETD KA 7O a=Z>Jd&EhT
WBER, E5508FIL
EFERATEREAS

VPN #H D HARXI—49'—K  ModifyVpnConnection FLLRNRILIY RKRAY

DIA%EETD KNA"Z7’OEZa->Jd&EnT
WBER, £E5508FIL
EFEATEREAS

VPN ##:A4 73> %ZEYF  ModifyVpnConnectionOptions  FILWK > RILI> RRA >

3 NAZOEY A=Y PEhT
WBER, £E5508FIL
ELEFERTEEREAS

VPN RZINAFTS3%Z  ModifyVpnTunnelOptions BEFPE, BEEENEM X

B93> IZ2ERATEEFRE A,

IVRRAVNOER 16


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html

AWS Site-to-Site VPN I1—H—HA R

AWS YXZR—IJ ROIVRAKRANODEERZ

AWS Site-to-Site VPN @ Y X — REIY—EATHY) . EMMIC VPN R RILTY RRAVKNCE
MEZBEALET. ChoNEME, UTORSIBESERIFTGEATRELET,

- Ny F, BEMOALE, TotoEERtsE, —BNETYTIL-REZERTZLH

« BREBDBN—RIVITEIZATIDILS

* VPN R ZRLIVRRAVMAFFERTHDENBHEZRV >V TICL > THIE W EES

AWS I, ROZRILIVRAANOEFZ—EICVPNEHED 1 DO ZXIIICERALET, M
ZILIVRRANOEFH, VPN EHEOTRENMERBEADODNS JREMEN HYET, LN
T. SAMEZRBETZLEHIC, VPNERTHADRN RN EZRETEIENEETT,

RRILWIZVRRANDZATH A7)

ROZRILIZVRRADNDTATHAONLNHFHBIZRY), T RKRANOBEEBRA AT 1—)LZ ]
ML, AWSNZR—IRORVRILIVRRANOEEBRAFICHS T2 EEOPHZFT/NRICHME
BLENTEERY, COMREEFEATRE, EDSRALREBZRZAIVITRRILIVRRAU B
ANDAWS YR—I REFZZTANDLSICBERTERT, COMBER., BHNEESRXAZ-X
AHBBEX, VPN BEHECEIC1 QORI RILDAYR—RNTEDZBEICFEALET,

® Note

EN. RRILIVRRANDZAT7H A VI HIHEEABICE>TVWTE, AWS
BREEZEMERN RILIVRRAVNIESICEATZEEHYET,

N =R

« RYRILIVRRAVNOZATH A7) HIHOLHEK

c RYRILIVRRAVNOZATHA VN GHEZENICTS

« RRILIVRERAVRDFATHATLBHABHCBE2TWVWRIAESHZHETS
- MATREEEMEHT TS

c XOTFABHEZFAND

c RRILIVRRAVNOZATHA VN GEHEATICTS

AWSYZ—J ROIVRKRAVNDEBEEHRZ 17
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RZRIWIDYRIKAZNDZATH AT FIEHD L4 H

VPN #Z#HERADOET DR ZILICRUTRN I RILI RRANOTA 794 7)== T30
LET, VPN DERBFICEMICTSA. BEOVPNEGZEORN XN AT 3 2EETHETEH
MCTBDENTEET,

\/ \’

FLVIVRRARDZATHAVNFHHEBMNICTDE, RD2O2DFETSEODRN R
7—_

~
X VAARY N LY FRICEETERT,

p
m

j_
DRIV RRANDOEBEERZICEET S AWS Health BRI BE E T,
rh

. 1] DAVTFUVADAT—BRA, AT AZEHBNICERTZALAZR Y THERTER
BAVTFOAZBEBRTD R4 LAAR 7 EHIC AWS Management Console THERTEE T, £
f=l&. get-vpn-tunnel-replacement-status AWS CLI AN > RZFEHL THRRBTEET,

% HY

&

RZRILIVRKRAZRDADTFHFANRAARBEEES, BELEX T AZBBNICERT
BEALAZVTDHEIC, BEDRWRA IV TEHEZTANDIBLNHYET,

AXVTFAZEBNICERIZENORIICEHRZEALZVES., AWS ., BEODXVTFUA
BEFHA7ILO-RELT, FURILIVRRAPNOEEMAZHABNICEITLET,

RRILIZRRANDZATHATILNEHEBENCTS

COBEEZEBMICTSICIE, AWS Management Console E7 1k AWS CLI 2R L £,

(@ Note
TF7F)IRTRE, COMBEEZBEED VPN EHRTEMICTDE, RORILIVRRAND
BEEMANRECHABEIAET, COBEEZEMILTE, FRILIVRRANDEE
BAEI<SICHBLABEVESE. [NRILDODBEBRAZAFY AT a3 aERTESR
9,

Existing VPN connection

UTOFIERE, BBFOVPNEE TR RILIZVRRANOTATHA7IILEHHERTNICTS
FEZRLTVWET,

RYFRILIVRRANDSATHAU) 18


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-vpn-tunnel-replacement-status.html

AWS Site-to-Site VPN I1—H—HA K

AWS Management Console ZFRA L TR RILIV RRA 2 NOTA 754 DI EHEHZEBMIC
IBICF

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
ERlOFES— 3R, T, [Site-to-Site VPN $##t] ZiBIRL £,

[VPN ##t] TEYSERZERLET,

[72>32], VPN RO ZRIILAT> 32 2ZE] OMEICERLET,

BYAIP 7 RLAADG VPN R X)) ZBIRL, EEITBH RN XL ZBRLET,

[NRILIVRRANDZATHATILEE T, (B FIYIRY TRZFICL
x9,

(A723V)[NRIINODEEBRAZAFTY T ZERLET,
8. [EEOREFZ2VIYILET,

o g K~ w N

~

AWSCLI ZERAL TRV RIIVRRANDTAT7H A VILFHEEBDCTRICE

modify-vpn-tunnel-options AN > RZFEAL T, FYRILIZVRRANOT A TH A4 T )LGHEIH
ZEAMIILET,

New VPN connection

LTOFIER, #F:LW VPN EEGEOERKICKR D RILI RRANOZTAT7H A VI HHZEE
MCITBHEEZRLTVET,

AWS Management Console Z B L THL W\ VPN #HEOERBFICNXILI RRA MDD
A7 5140\ EEEZBEMCTRICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. FE&—23>ARA T, [Site-to-Site VPN Connections] (Site-to-Site VPN $##t) Z3&IRL &
CB

3. [Create VPN connection] (VPN ZE£DER) Z8RLE T,

4. [FRIL1OATZarwoZa> e [RNFRIL20FTa | wo2a>o xR
IVRRANOZTA 7540 )EME] T, [(BL] ZBRLET,

5. [VPN #Z#HE0EK] ZBIRLET,

AWSCLI ZFEAL THL LV VPN EHEOERBICKR VZRILIRRLAINDS A TH A )L
EEAMCTBICIE

Ko ZILIY RRA S NDSA 7T 19


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/
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create-vpn-connection AN RZFEAL T, RRILIVRRANOTA 7 A4 UL EHZER
MZLET,

RRILIZRIRAZNDZATHATIIHEHEABRMICE>TVWD A ES D &R
%

AWS Management Console £7zl& CLI ZFEAL T, RURILIVRRANDOT A T7H A4 7 )LHIE
FEEFED VPN R R TEMICBE > TWVWIHLAESHERRETEET,

AWS Management Console ZFERL TR RILI RRANOZA 7 A4 VIILEHEHI EMICE2
TLWRAESH ZHETBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. EfloFES—> 32 RA 2T, [Site-to-Site VPN ##E] ZiBIRLE T,

3. [VPN ] TEOSESEEZZRLET,

4. [FRILOFME 27 2BRLET,
5

RORILDFMT, [FRILIVRRANDZAT7HADILFH] 28R, COHEED [BH]
B2 TVRA, B ICE2TVEIH ZHEFELET,

AWSCLI ZFERAL TR RILIVRRANDZATHAOIIFENFr EMNCBE>TVWEIHLESH %
BETBICE

describe-vpn-connections AN > RZFEAL T, FURILIVRERANOSA 74 OIILFBENE
MICBE2TVBRILESHL ERHERLET,

MAAREEMZHITTD

RFRILIVRRANDZATHA VI HIHEEZEMIC TS E, AWS Management Console &
2R CLIZEALT VPN BROX > TFH O AEFHNFFATAGEA ESH ZHEBTEET,

AWS Management Console ZfE L THRIARELEH 2HZEIT D ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE X T,
2. EAloFES—> 3> RA 2T, [Site-to-Site VPN ##:] ZiBIRL E£ 9,

3. [VPN ##t] CEUSEGEZERLET,

4. [FNORILOFM 2T EERLET,

Ko ZILIY RRA S NDSA 7T 20


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/
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5. MREFOXTFUAISNZRELET. AT—2AR [FMATE] FLE [EL]OVWTIDLT
ER

AWS CLI ZER L TRIAARESEFH 2R T B IC1F

get-vpn-tunnel-replacement-status AX > RZFEAL T, FAARELERI HIHES L ZRFELE
CB

AVTFTVABFHZRZTAND

XTI AEHNFAARETH D5 E. AWS Management Console £/l CLI Z AL TEH =
ZBHANDENTEFXT,

AWS Management Console ZfERA L TRIRAREBX >V TFTF U AEFHZZ T ANDICE

1. Amazon VPC 12 —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. EfloFES—> 3> RA 2T, [Site-to-Site VPN $#:] ZiBIRL £,
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=4 RFC Xk

(BWICI—FT1>J&h RFC3706 Dead Peer Detection 2925 &, VPN /N1 A
7= VPN $##%) IPsec Dead F. IYRD—VDREICEK A RZ—FY RTO/N
Peer Detection Z B9 TYRBEENHHFSNTWVWE L EZTIERLKKBETE
% £9, cOBE. F'—hIVITARGEF2IVFATVD

I—>3a> %KL, ILLWPYSI—> 3> zER
L&HELET, CO7OAR, AgETHNhE, K
HY) D IPsec ORI ERAENET,

(BHNICIIL—TFTa T ZL FINA A, IPsec RN ZREBAZ—TI(A
N7z VPN ##) > XIL CNA RTEDVENHYVET, WEBAX—TI
EWEBAR—TIAA A ALK, RETZARX—=KNTF—KDJIT A4 \DBGP
NA2RTD (JL—h ET7EGEZERIITDIEHICERAENS IP 7 RLAY
R—2Z D VPN) EENTVET, CORBAEZ—TIT (AR, B

DAH7 I (EEXE, GRE, IPinIP) #E1TL %
WTLEE W, A2 R—7 TARE, 1399 /X1 kO

BRIEGEENM (MTU) ICERETIHEN HYERT,

(BWICIL—F 1> &nh RFC4271 BGP k. HAZI—4—KRIIAF/N\A{ AL BGP %

J= VPN ##4t) BGP E7 FEATRITNAADBRBTZAR—RNT— NI T A

Biiet®iITa TIL—PERBITBDEHICERAETIhET, IXNTO
BGP KT 7 14 ¥ U&, IPsec Security Association &

 Bor | BUTHES{LE h, REEhET. BGP &, AHO

F—BRJITAH IPsec SA #BLU CTEERRER IP 7L
TAVIRERBTDEHICHETT,
AWS VPN 5 1E/V A MTU # 5 (RFC 1191) ZHR— KL TV EE A

NABI—=T—KRIDIATFNAREAVE—FY NBILTFAT IO AN H25EEF. 15—
FYBRERAAREI—T—RIDIATFNARABD I TATIF—I)LDOFRE, ZZBLTLEZL,

NABI—=T—=RVDIATFNAADRANT ZI0T4 X

NTYRD[T7ZTXMELBEVW 75020 LY T B

AABRI—TF—RIIAFNARADRANT 5T57 4 A =
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—BONTY NI, 750X MELEEW DF) EREND T7ZTHHBY . NTYRNFTSTXY
MELENBVWRSICHERIBDCENTEERT, NTYRNITZINREEATVAE, ¥—hDIA
(& ICMP Path MTU Exceeded XY =2 ZHR L ET. BEICL>2>TRF. ChSOICMP XY &—
DEPEBL, BNTYRTEBETIZT—RNOEZHETD -OOBUNEAEKA T TV ITr—>3>
ICED>TVEREA, =3O VPN FNAATR, BEICISUTDF 7572 —-N\—F14RL, &
FUETNTYRNETZIX D METEER T, DARN—T—RNIITATFNA AL OBEN HBEE
k. BECHUTCOREZHERIZ L2880 LET, FMICOVWTE TRFC 791, 25RL T
<EEL,

BRI IPNXTY RETZTXMET S

Site-to-Site VPN $##:Z ML T ICREEET N2 /NT Y R MTU A XEBZXZBEE, 759X K

CLTBIRENHYVET, NT7F—XAORTZBITZD -, BELLTIEICNTYRNETSITXY
MMETBDRIIZHAZY—T—RNIIATFNAARZRETD L Z2HEHLET, Site-to-Site VPN

&, 729X MENENTY NZEROBERICEETIHICETETIL, AWS XY KD—2
Z BB T % packet-per-second 7O—ZE X L E T, FHMICOVTIE "RFC 4459, ZZRBL TLK K

=L\,

NTY RGAZXHAEBEERY RT—T0O MTU ZBABZVLSICTS

Site-to-Site VPN l&, HAZN =S —RIDIATFNAADPSZELETSIX MEEnENTY N
EROBERICEETIHICBTETINTRED, BE, REEXRYND—OTRENTY N1 X/
MTU 2ZBL T, chsO/NT Y R RICEEEENDFEN H ) FET AWS Direct Connect,

FEARFOTINIVALICH>TMIUBLVP MSS HA A ZH/ETS

Z<MF\E, TCPNNTY ME IPsec N RILBTRE—MBWERATO/NTY T, Site-to-Site
VPN I 1446 /N ROBAEETIZY ~ (MTU) & 1406 /N1 ROHBTBBAET XY R4 X
(MSS) Z#HR—KNLET, L, BELTILIVXAICGKEETEBAYA—H L AN HY),
ChSNBRAREZERTELZVAEMN HYET, 779 X07—>3azEEBLTERER/INT £ —
ROAEBBIC, FHTZTIIAVAXALAICETVWTMIUE MSS #2RETHDEE2HHHLE
E

ROKREEALT, 739X T—23a0ZEB L, HREBNT A —XVAZERRTDLSIC MTU/
MSS ZBEL XY,

BE7ILd NY21%HR NAT KNS MTU MSS (IPv4) MSS (IPv6-
)X L FILdUXL N—H) in-IPv4)
AES-GCM-16 3% L i3 1446 1406 1386

AABRI—TF—RIIAFNARADRANT 5T57 4 A =
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EsL7ILd NYZ1%R NAT KT MTU MSS (IPv4) MSS (IPv6-

X LA FPLIVXL  N—=H) in-IPv4)

AES-GCM-16 &=L B3 1438 1398 1378

AES-CBC SHA1/SHA2 i3 1438 1398 1378
-256

AES-CBC SHA1/SHA2 B3 1422 1382 1362
-256

AES-CBC SHA2-384 i3] 1422 1382 1362

AES-CBC SHA2-384 B 1422 1382 1362

AES-CBC SHA2-512 i3 1422 1382 1362

AES-CBC SHA2-512 B 1406 1366 1346

(® Note

AES-GCM ZILJdV X ARGEELERIEOmMAEZED/N—T DS, MTU ICRKETHHEELZR
HET7ILTVAXLDBRIEH Y EB A

A=Y NEAARBRI—T—RNIITAFINAABOT7AT
J*—)LDEE

NARI—F—RITALFNARE T2 REA Y NCBHETS IPsec R ZLOTY KRS R E
LTHEATIENIP T RLANUETT, AWS Site-to-Site VPN 774 7O —)LA" AWS EHA
BI—F—RIIALFNA ABIHBBE. IPsec RO RILERUTBICH, RORDIL—LERE
THLEFBYET. AWSEID IP 7 RLARRETZ 7/ LB ET.

ANV RAZ=FY NDS)
ABIL=IL I

[Source IP] ((EfE 7T IP) Tunnel1 #\E8 IP

77ATI7F=ILIL—) 59
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EEEIP

ZOK3al
V—ZAR—hk

EEE

ABIL—=IL 12

[Source IP] (Z{E 7T IP)
EEEIP

ZOK3al
V—ZAR—hk
RELXR—bB
ABIL=IL 13

[Source IP] (Z{E 7T IP)
EEEIP

ZOK3al
ABIL=IL 14

[Source IP] (Z{E 7T IP)
EEEIP

Zak3dl

TORNNDRAZRZR—=FY MAN)

HHJ)L—)L O1

[Source IP] (£{E 7T IP)

NAZRI—T—hKDxTA
UDP
500

500

Tunnel2 A58 1P
NARI—=F—KrDTA
UDP

500

500

Tunnel1 5538 IP
NDARI—F—KDIA

IP 50 (ESP)

Tunnel2 %\ &f IP

NAZRI—T—hKDxTA

IP 50 (ESP)

NAZRI—T—hDxTA

77ATI7F=ILIL—)
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Q—H—H1 K

EEEIP

ZOK3al
V—ZAR—hk
RELXR—bB
HHIL—JL 02
[Source IP] (Z{E 7T IP)
EEEIP

ZOK3al
V—ZAR—hk
RELXR—bB
HHI—JL O3
[Source IP] (Z{E 7T IP)
EEEIP

ZOK3al
HHIL—)L 04
[Source IP] (Z{E 7T IP)
EEEIP

Zak3dl

Tunnell %\ &f IP
UDP
500

500

NARI—=J—KDTA
Tunnel2 A58 1P

UDP

500

500

NDARI—F—KDIA
Tunnel1 5538 IP

IP 50 (ESP)

NDARI—F—KDIA
Tunnel2 5538 IP

IP 50 (ESP)

IL=IL11, 12, O1. BRUOO2Ek., IKENTYRNODEEZBEMCLET, IL—JL I3, 14, 03, B&
C04lE, BEIENEZYRND—I9RS T4V 9OBEL IPsec/NTY NOREEZEMICLET,

77ATI7F=ILIL—)

61



AWS Site-to-Site VPN I1—H—HA K

® Note

FIN4 AT NAT NS /N—H)L (NAT-T) ZERHL TWVWSHEFE. R— b 4500 ® UDP S
TAYOEZRY NJ—2 & AWS Site-to-Site VPN T Rk > NETEBIBTE 3 Z & 21D
LTLEEV, FNAANFNAT-TZT7 RNZALAALTLVRHLESH ERIBELET,

BEIO VPN #46:>F U7

R A DU EDARERYI =T —RIDIATFNA RAEERAL TERD VPN En2ERXTHF ) F
Zz2RLET,

BUNAZN—T—KRIDITAFNARAZERL ZEHD VPN £

BUHNAZI—T—RNIIAFNARZFERLT, 77T LIADFHRA SO VPC IZIEIMOD VPN
BEREZEKRTETT, ThSO VPNERCEILAUNARAEZY—T—KhIJIA IP 7 RLAZEBFA
TZEET,

2BEBDHARIN—T—RNDIAFINAAZFERAL =-TE VPN ##

NABIY =T =RV IATFNA AN ERATEBRLKBOLFELERIr RDN20EH<EHIC, 2F
BONAZI =T —RIDTATFNAAZERALT, 2FB D VPN ERZRETEXR T #FMICDOL
Tk, "JLE% Site-to-Site VPN i Z AL TV IAINF—N—%2RMHIT2, 2B L LS
Ve 1 DDOBFRICARBAAEI =T — KNI IATFNAAZRIL I2HRE. MADOT/NAANREL
IPE#RZT7 RNRAXTRIBENBYVET,

BE—ORETZFAR—KT—RNIIANOBEBONDAZI—T—KRD T A4 F/N1 A (AWS VPN
CloudHub )

BEOHWARI—T—RNIIATFNA AN S BE—ORBTZFAR—KNTF—RDITAIZHLT,
BEO VPN R ZRIUTEET, ChlCkY), EHOO7—2 3% AWS VPN ICIEHTEET
CloudHub, FF#IC DWW T, TVPN CloudHub ZEA L TLZeAH 4/ NEBEZRMHETZ, 25K
LTLKEEV, BEROBEBEHOT—> I VICHAII—T—RNITAINA AN HDEE. EFNA
Ak, OT5—2aVICEBEO—ELZ IPEEOEY NET7 RNXRAXTEIRENHYET,

NAZI=T—RIDIATFNAADIN—FT 12T

AWS T, RETSAR—=RKNT—RITIADIN—TFTA2TDREICEEEZEZZ=HIC, BED
BGPIL—KRET7 RNZRAXTBHEBZHRBLTVET, BEVOTFNAABEOIT RIZDVWT
. RA—OXZa2TF7INESBLTLSEZTL,
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BHO VPN B Z2HERTRE, RETFAR—KNS—RIIAEBHCEY)H TSI —NEE
A3%H. BGPIL—RT7 RNZAXZHEAL T, BYZR VPN ERICRY RD—O KRS T7 1Y D %E
BLET. EE5DIIN—ME2FEATIHNE. VPNEEANEDRS ITRETNTVAINICK 2 TARE
WET, RETZARX—KT—RIIAMZEA-DIL—MFFELTVBEERE. BGP TV RNNZA
AENBI—h&WUE, BHICE)HETSAEL—MOBAELTVWET, BGP 7 RNZ A XZE
R327723a22B8RLTVWREEE, BIL—NZEETEREA,

LW=—TFT AT OBEEOFHMIOVTE, "L—hrT—TILEVPNIL—TAVIDEELEE 2SR
LTLEEWL,

BUN—TFTATDOAARI—T =D T AF/INAAREDHI

NEY DA

« REZ7AIL OB

s BON—T 42701 Y —AVE—TIAAFIE
« Cisco 7/N14 ADEMER

* ZAbL

REZ77AIL0BH

Site-to-Site VPN E#REICEEOEZSC Y TIRE7 74N E2A D O0—RTBIC
l&. Amazon VPC J>V =)L, AWS X > RS A4 > Fizld Amazon EC2 API ZfERA L £9., F#l
C2WT, "TATY T 6:RBET77A4INEAD 2 O0—RT21 Z25BLTLSEEV,

F /=, Site-to-Site VPN EHLREICEBTNEZEEZVARTAYIIN—TA 2V TRORARRET 7
AINDBEXIO—RTBEETEET, static-routing-examples.zip

s 77A4 ). —HOOAVR—FNZTL—ARINA—EZ2FEFRALET, LEXE, UT%E
FERALET,
« VPN#EHID., DAZY—Y—RNIIA IDBLIFEETSARK—KNYF—KRDIAID DEDH

c DE—KNANEB)IP 7 RLAAWS I RARA > N (AWS_ENDPOINT_1 & KT AWS_ENDPOINT_2)
D7 L—AKRILA—

s HARY—T—RNDIAFNAADA 2V Z—FY NIL—FT A T UERBATA > EZ—TIAAD
IP7 RLADTL—AFRILA— (your-cgw-ip-address)
- BRI HRHEF—EOTL—AKRILE (BHHEF)

BHIIL—T 12T OREH 63


samples/static-routing-examples.zip
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« FORILOREIP T RLADIED B,
* MTU BREDED B,

® Note
HO7ZNAVT74F1IL =23 TTAILTREEATVS MTURER., BICTEEE
Ao WRICIHU EHERZ MTUEDOREICODWTE, "THAAREZN—T—KIJIATFNA1AD
RANT ST 1A, BBRLTLEET L,

CO77A4NIE, 7L—ARINFT—EZRHITDZIEICMAT, BEAEDAWS -3
T AES128, SHA1, & & U Diffie-Hellman Z')L—7" 2, 8 &K AWS GovCloud ) —>3> T
AES128, SHA2. # & T Diffie-Hellman J)L—7" 14 #iEELE T, £, BEAOEHEF—

EELET, BMotEFa1)F«4FIOd) XA, Difie-Hellman FIL—7", 7°5 4 X— NEEHA
E IPV6 NTZT714v0RFRATDICE, YOTILNERET7AINEEETDHLENFHYET,

RORE, DAZI—T—KRIIATFNAACREENTVWREREEBZIAR—F NOFEZ TR
LTVWET, chillE, FRILAMVE—TILADIPT RLADEOHASENET,

BEZ7AILDH 64
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

BOIN—TFT12 01— —A22—T T4 AFIE

LT, I—Y—A22—T AR (ERAELEER) ZEALTHARN—T—KIIAFNARA
ZRETDFIEOHTT,

Check Point

LT, F/NA AN R77.10 LABR % £179 % Check Point Security Gateway 7/\1 AT, /N4
AN Gaia ARL —F 1 T2 AT & Check Point SmartDashboard ZfEA L TVWSFEIC, 7
ABI—T—RNIDIAFTNARAZRETBDATY 7T, Check Point Support Center @ Check
Point Security Gateway IPsec VPN to Amazon Web Services VPC DEEEESRTE X T,

RRIWADE—TIARAERETDICKE

BADATY 7&, VPN R ZXILZERL, ENRILBAOHARI =T —NII A ERETS
AR=NF—=KRIDIADTSAR—N(RF)IPT7RLAZRHBTDIZETT, RO XL
BERTDICE, BEZ77A4)LO IPSec Tunnel #1 023> TEMThZEHREFALE

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 65
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I—¥—%( K

T, 2BBDORN RN EERTDIZIE, RET77A4I)LD IPSec Tunnel #2 93 3> TRt
h3EEFEALET,

1.
2.
3.

4.

5.

Check Point Security Gateway 7°/\1 AM Gaia R—ZX I ZBHEE T,
[Network Interfaces], [Add]. [VPN tunnel] ®JEIZEIRL £,
AATATRY DATROEISICEREL, FTLES [OK] ZEIRLET,

[VPN Tunnel ID] (CiE, 1 B E—BNEEADLET,

[Peer] IZl&. AWS_VPC_Tunnel_1 E7 (& AWS_VPC_Tunnel_2 & &, RXIADOD—E
NDBEBMZANLET,

[Numbered] A" BIRENTWB & #RRZL T, [Local Address (A—ALT RL R)] (5%
E77A4ILDOCGW Tunnel IP TIEEIATWVWS IP 7 RL A (fl: 169.254.44.234) &
ABLET,

[Remote Address] IZ &, REZ7 7 AL DO VGW Tunnel IPICEEEEhi IP 7 RL XA (Hi:
169.254.44.233) ZEANL =T,

Type: 5® VPM-Tunnel
Enabie Fi
Comment
VPH Tunnel
VP Tunnel D 1 =
Peer AWS_VPC_Tunnel_1
VPN Tunnel Type
@ Numberad Unnumbered

Local Address 169, 254 , dd 234

Remole Address: 169 254 44 213

SSHTEF21UTATF—RNIIAICEHGELET, T7FIILNAAOI T ) ZFEHALTVWSE
Bk, ROOX REEZTLT, clish ICEELET, clish

RZRIL1DOBERE. ROOYV REXTLET,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE
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6.

set interface vpntl mtu 1436

RZIL2DFBERE, ROOINY RERITLET,

set interface vpnt2 mtu 1436

2EEHORN RN ZERTDICIE., [RET77A4I)L O IPSec Tunnel #2 223> AOER
BERALT, ATV &2 EVVRLET,

BRNIL—NZERETDICE

CODATYT T, BNZRITVPCOHTZRY NMAOENII—NEEEL, NZT71v 0%
ROZINAE—TIAARBRHATEETEDLDICLET, 2FBHORN O FRILICKY), RO
VERIICEBNFHDBEDTIAINA—N—DHEICEYET, BEIraEES D&, KU —

N —

ADBHIL—NFIN—T 12 IT—TILHSHIKREN, 2BBEOIL—"FEMLENET,

R, RRILDES —HFDOIRIC ping 25, RRILABBLTVWRIAESH ZHIEBITZ O

.

1.

2
3.
4

o

Check Point ' — RV I A 2 BMIC TR HBEN BV ET,

Gaia R—%& )L T, [IPv4 Static Routes]. [Add] DJEIZEIRL £,
H7%Y ND CIDR (#l: 10.28.13.0/24) Z#IEEL £3,
[Add Gateway]. [IP Address] M JEIZZEIRL £,

BEZT7AILDVGW Tunnel IPICIEEENEIP 7 RL A (Hl: 169.254.44.233) ZA N
L. BEIEMNZ 1ICLET,

[Ping] Zi&IRL E 9,

2D0HDORRINICHLT, BREZ77A4ILDO VGW Tunnel IP Y23 IC®H s IPSec
Tunnel #2 DEZFALTATY T 3HLV 4 %#BVVIRLET, BEIEMNZ2ICLET,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 67
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7.

Edit Destination Route: 10.28.13.0/24 —

Dastinabion. 10.28.13.0/24

Nieod Hop Type: Normal ¥

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.
Black Hole: Drop packets, but don't send unreachable messages

Ranic

5,
w

Local Scope:
Comment:
Add Gateway
Fing:
Add Gateway = | Eqnt ezt

189,254 44 233 1
169.254 44.5 2

[Save] Zi#IRL £ T,

DZAR—ZFEALTVRHEE. V7AZ—DHOXN—TLEROATY TZKEVIELE

ERD

HLLRYRD—OATDITONEERTRICE

COARATYT TR, BRETZAR=KNT—RNITAONTVY D ANEH)IPTRLAEZEETS
CETEVPN NORILAOZRY RND—O0AFTS IO RNEERLET, T, VPNIZ 15«
DHTIART—RIIAELTINSOATDIIORNEBMUET, £/, VPN RXA2 DT

L—ARILA—E L THETIEIIN—TZERTILENFHYET,

1.
2.

Check Point SmartDashboard ZB& £ 9,

[Groups] Tlk. AVTFARXZ21—%ZBZE., [Groups]. [Simple Group] DJEIZEIRL £

T BRYRNID—OATDTONIRUTEALTIIIN-TZEATEET,

[Network Objects] Tl&k, AVTFARNXZ1— (VU YY) ZFE. [New]. [Interoperable

Device] MIEIZEIRL £,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE
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4. [Name (BHI)] ICE. RRILAICEEL ZRE (B AWS_VPC_Tunnel_1 Fi(&
AWS_VPC_Tunnel_2) ZAHLFET,

5. [IPv4 Address] ICld, BBET7 7 AL CRHENBERTSARK—RF—RITAOABIP T

KL A (#: 54.84.169.196) ZAHNLET, REEREFEL T, COXATOTRY U R%
BLUET,

Interoperable Device -AWS_VPC_Tunnel 1 [ .

m Intereperable Devics - General Propesiies
Topakogy
- IFSac VPN Machine

Hame AWS_VPL_Tunnel_1 Color: | Beack
Fud Address 54 B4 163136 Flanzhva b Hara Dymarmic Address

P feikeas

Comment

Pesducis

[ Corfigre Sarvan

6. SmartDashboard TH*'— KNV I A O7ONT 1« ZF&, HFT 1) —~RA 2 T [Topology] ZiE
RLUET,

7. AVE—T7IAAREZIWMETSICIF. [Get Topology] ZiEIRL £,

8. [VPN Domain (VPN RXA )] 9> 32T, [Manually defined (FBITERE) ZZEIRL., A
TYT2THERULEZEDD VTN B TIN—T%28B U TRRLET, OK|ZIUYILE
9,

(® Note

BREFHDEEED VPN RXA DV FRETEET, L., BICVPN RXA DB
BHICHEBEATVDESE. FTILVW VPN EZHETEATEFREBEE D RXAM2 &
RARDFEFD VPN RXSATESETNTOVEVCEZHERELTSESL,

9. 2BBHDRYND—OATZITORNEERTRIZIE. FREZ7A4IIL D IPSec Tunnel #2
92a>HOEREFEALT, ATV T EEYYRLET,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 69
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® Note

VZA—ZEALTVRHER. MRODP—ZH/ELTA UV ER—TIA AREITAR—
AVE—TIAAELTERLET, REV7AIINTHEEETEIPT7RLAZEALR
EE

VPNIOI21Z7 4, IKE. 8LV IPsec FRENIERK ERE

CDATY T T, Check Point *— N IAIZVPNIZ2ZFT 1 &2ERL, TZILEMN XL
NEXY ND—=0FTTON HEERAT/INAA) ZEMLET, £/, Internet Key Exchange
(IKE) 8KV IPsec ZREL £,

1.
2.
3.

F—NJzq4070NF14h5, AhTFDd)—RA> D [IPSec VPN] ZBIRL £ 7,
[Communities]. [New], [Star Community] D JEIZZEIRL £7,

X257 14 OAFH (Bl: AWS_VPN_Star) ZEEEL., ATIJ—RA 2D [Center
Gateways] ZZIRL £ T,

[Add] Z2BIRL T, T'— NI IAKLERBRIZFAE—ZSMT—RITADOV)ANIEML X
EE

H7d1)—~RA T, [Satellite Gateways]. [Add GEHN)] DIEIZEIRL, FTICERL EHEE
A7 /N4 A (AWS_VPC_Tunnel_1 & &V AWS_VPC_Tunnel_2) &M —RhJIT A DA
NCEMULET,

A7) —~RA 2T, [Encryption] Zi#IRL £, [Encryption Method] 0> 3>
T. [IKEv1 only] Z3#iRL £ 9, [Encryption Suite] 22 3> T, [Custom], [Custom
Encryption] ®JEIZZEIRL £T,

SATATRY DATROESICESH7ONT 1 ZREL, TTLES [OK] ZERL F
Jo
- IKE Security Association (7 T—X 1) ® 7O/NT 1
» Perform key exchange encryption with: AES-128
» Perform data integrity with: SHA-1
« |IPsec Security Association (7 T—X 2) ®7'0/NF 1
» Perform IPsec data encryption with: AES-128
» Perform data integrity with: SHA-1

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 70



AWS Site-to-Site VPN I1—H—HA R

8. AT —ARA > T [Tunnel Management] ZiER L £, [Set Permanent Tunnels], [On
all tunnels in the community] ® JEIZEIR L £ F, [VPN Tunnel Sharing] 22> 3> T, [One
VPN tunnel per Gateway pair] Z3&RL £ 7,

9. AFd—~R4 > T [Advanced Settings] ZEBIL . [Shared Secret] Z&IRL £,

10. RO RIOETEZIBEIRL, [Edit (W) ZiBIRL T, BREZ7 7 1JILD IPSec
Tunnel #1 923> THRETNTVWAERNHEF—ZAHNLET,

11. 2BEO RV ZLOETEERRL. [Edit (FE)] ZBRL T, BET 7 1L O IPSec
Tunnel #2 923 TERETNTVWAERHEF—ZAHNLET,

Star Community Properties - AWS_VPN_Star >
é a Shunred Sedrel
Certer Cateways
L e G w
dotelibe Gatrsays o Line oy Fhared Sect for ol el meeebany
Encryplian
Tl weun gt Each Extemal memter wil harve e olowrg
- dwt—:‘.-rﬁr« secret with &l riemal members N e ComEUnE

Riguting
H- Mulipis Erir
Echuded Services
| Shared Secret
[
L]

Amd

23]

i3
|

Corcal

12. & 51Z [Advanced Settings (FF 43X E)] 777" T [Advanced VPN Properties (F#7 VPN

Z7ONT )] ZBRL, 7ONTAZROKRSICEREL T, ETLES [OK] ZEIRLET,
« IKE(7T—X1):

+ Use Diffie-Hellman group: Group 2

* Renegotiate IKE security associations every 480 minutes
* IPsec (7 T—X 2):

« [Use Perfect Forward Secrecy] ZiZIRL £,

+ Use Diffie-Hellman group: Group 2

* Renegotiate IPsec security associations every 3600 seconds
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T77AT2A=NIL—IIZERTDICE

COARTYT TR, 77A4T0F—=IIL—ILEeF14LOZaFIIIVFI—IZFERAL, VPC L

O—ALZRY ND—VBTOBEEFTITEIRI—ERELET., TOR, “—RIIASICR

)o— A2 ARN=ILET,

1. SmartDashboard T, %'— K™ I 1 ® [Global Properties] ZiBIRLET, HTFTJ—RA>
T [VPN] ZEBIL . [Advanced] Zi&IRL £,

2. [Enable VPN Directional Match in VPN Column] Zi2RL ., EEZRELE T,

3. SmartDashboard T [Firewall] ZZ#RL ., XOIL—ILTHRIZ—ZEKLET,

* VPCH7 XY MIHUTHATORNILBHTOO—NILRY RD—JEDBEZFAY

%o
c O—ALZRY NTD—JICHULTHEZORNILZERTO VPC H TRy NEDBEZFHT
EECE

4. VPNIOELODODTHFAMXZ21—ZBRWT, [EditCel] ZEBRLFXT,

[VPN Match Conditions] &4 7OJ R Y 2 AT, [Match traffic in this direction only] ZiZE1R
LET, TAENT A ZERLTFALIIFIAIYFIL-INZHERL, ETLES
[OK] ZiBRL £ T,

« internal_clear>VPN X217« (RICEKL I VPN RE—OZ1Z257 1, fl:
AWS_VPN_Star)
« VPNIZX1Z5F4>VPNII1Z5F 4
« VPNIX1Z5 4 >internal_clear
6. SmartDashboard T, [Policy]. [Install] ®JEIZiEIRL £,
7. BAT7ATRY VAT —RIITA4ZBIRL, [OK] ZBIRLTARIS—ZA AN =)ILEF
9,

tunnel_keepalive_method Z’O/NT 1 ZZE 33 C I

Check Point 7*— R T A4 Tlk., IKE OBE FAELEL fz & Z (Z Dead Peer Detection (DPD)
EEALTHEBITEET, KENRILICHL TDPD 2R ET D ICIE, K~ R AWS
VPN IZ1ZT A TRESNTVRUEN HYET (RATY T 8 2S5 H),

TF7F) KT, VPN —KRDIA® tunnel_keepalive_method Z’O0/NFT 1 &
tunnel_test ICEREETNE T, CcDEZ dpd ICEEITHHENHVYET, DPD EZRV Y
AMHERZRVPN IZ2A-FA1AOZ VPN —RNIDIAlE, Y—RN—F 1 —H VPN —KDI

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 72



AWS Site-to-Site VPN I1—H—HA K

1 %E%, tunnel_keepalive_method 7ONT 1 TRETIHENHYWET, ALY —H
DIMICHUTEBDZEZRIIAN_ALZRETD LR TEEE A,

GuiDBedit Y —JL%&#H L T tunnel_keepalive_method Z7ONT A ZEH TE X T,

1. Check Point SmartDashboard ZR &, [Security Management Server], [Domain
Management Server] M JEIZEIRL £,

2. [File]. [Database Revision Control..] ®JEIZERL, UEZ IV DRAF Y73y NEER
LET,

3. SmartDashboard, SmartView Tracker., SmartView Monitor 7% &, 9N T ® SmartConsole
4 RIDERBAUET,

4. GuiBDeditY—J)LZREBLET, 5FMIC DL T, Check Point H7R— Kt 2 —® TCheck
Point Database Tooly EWSiEEZSHBL TLSEEL,

[Security Management Server], [Domain Management Server] QJEIZEIRL £9,
ELEDOARA> T, [Table]. [Network Objects]. [network_objects] D JEIZEIRL £,
BLORA> T, BET S [Security Gateway], [Cluster] 772 TV NE&IRLET,

Ctri+F ¥ —%&#F ., [Search) X Z_1—%2FHLU TUTZRELF
9, tunnel_keepalive_method

9. TOARAT, [tunnel_keepalive_method] DAV TFHFARNXZ1—%B&E, [Edit... ("
£.)] ZBIRLE T, [dpd] ZiBIRL, [OK] ZBIRL E T,

10. AWSVPN X171 D—HWTHIBRT—FIIAIHLT, ATYT7~9 Z#VIRL
x9,

11. [File]. [Save Alll ®JEIZZIRL £7,
12. GuiDBeditY —J)LZFLU &9,

13. Check Point SmartDashboard Z R &, [Security Management Server], [Domain
Management Server] M JEIZEIRL £,

14. BSET B [Security Gateway], [Cluster] Z7 P TV NIZRIVZ—Z AV AR—=ILET,

© N o O

SE4BIC DWW TIE, Check Point Support Center ® "New VPN features in R77.10, EWSRE%2S
BLTLSEEL,

TCPMSS 25> 7% B8%IZT3ICIE

TCPMSS V227 TCP NTY ROJBRREI XY N4 XZ/NEKULTNTY N RLERRE
£9,
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1. ROTFA4LIRNIIZBEULET, C:\Program Files (x86)\CheckPoint
\SmartConsole\R77.10\PROGRAM\

2. GuiDBEdit.exe 7 7 4 JL%Z31TL T Check Point Database Tool ZFZ £ 7,
3. [Table], [Global Properties]. [properties] D JEIZERL £7,
4. fw_clamp_tcp_mss T, [Edit] ZiBIRLET, % true CEEL, [OK] ZBIRLE T,

RORILDAT—RAZHTETBICE

IFAN—BRE—ROIONV RZAY=IIASKOONY RZRITLT, P RIDREZTE
MCEERT,

vpn tunnelutil

RRFENLEATS32 T, IKEBREMNTZKRIALTSICE [1] 2. IPsec BIE 1T 2 KRFL T 2 IC I
2] ZBIRL FT,

F /=, Check Point Smart Tracker Log Z#AL T, #BHEAONT Y RBES{tEhTWSR L E
RITCEFT, LeAFROOTE, VPCAONTY MM XRIL 1 BHATEEEh, B
hTWadceZzrRrLET,

Product B Security Action 2 Encrypt
Gatleway/Management Rusle 4
Date AN 2015 Current Rule Number 4-Standard
Tirre 24201 Rube Hame —
Mumber 21254 User —
Type [ Log '
Origin cPgW-997695 woe
' Rule UID {DAA1B015-FF7E-4650-BOCE-
e Soesoscraa
Source B Mmanagement_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme  [52]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 « PFS
Sanvice - Methods (group 2)
Protocoel B icmp VPN Peer Gateway  AWS_VPC_Tunnel 1
54.84 160,106
Interface [= atho Eﬂw L
Subproduct M
Source Port -
VPN Feature VPN
Product Family 2] Metwork
Policy Name Standard Information sanvice_id icmp-prolo
Date Tue Now 03 11:33:45 2015 L e
Policy ICNP Type: 8
Policy Management  cpgw-907605 ICMP Code: 0
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SonicWALL

RDFIETIE, SonicOS BEEA > RX—T7 I A4 A%EAL T SonicWALL F/Y41 AIZ VPN K> X%
N ZRETDHEZHRALET,

RRILZHRETDICE

1. SonicWALL SonicOS EXBA/ X —T7 I A A%ZHEET,

2. EflORAZT, [VPN], [Settings] DIEIZZERL £, [VPN Policies] D T T, [Add...] Zi&
RUET,

3. [General 27D VPNRUZ—J4 2 RIT, ROBEHREADLET,

« [Policy Type: [Tunnel Interface] ZiZIRL £,
« [Authentication Method]: [IKE using Preshared Secret] Zi#IRL £9,

[Name]: VPN RUS —OEFEADLET, RET 7 AILICRBEEhTWBEY, VPNID
ZEFERTHEEBEOLET,

« IPsec Primary Gateway Name or Address: B2E7 7 1 )LICEBEBE N TVBEY, RET S
AR=KNT—=RNIIADIPTRLA($:72.21.209.193) ZAHLET,

« |Psec Secondary Gateway Name or Address: 7 # )L NMEDFEXKICLE T,

« Shared Secret: 52RE7 7 A I)LICEEB T TVRBEY ICEFIHEF—%& ADE. [Confirm
Shared Secret] TBAHNLET,

* Local IKE ID: HARIY =" — KT I A (SonicWALL T*/NALA) D IPv4 T RLAZADLE
ERD

* PeerIKEID: (RRETZAR—KNSF—RNIIADIPv4 T RLAZAHDLET,
4. [Network] 27T, XDEHRZEAALET,

« [Local Networks] T. [Any address] ZBIRLET, cOAT>avzFEALT, O—AHl
XY RND—VEGORBEZH<S CEZHEOLET,

- [Remote Networks] T. [Choose a destination network from list] Z#RL &3, WIC VPC
® CIDR ZH D27 RLAFTZ T U ML ETAWS

5. [Proposals (1RE)] X7 T. XOBHREADLET,

« [IKE (Phase 1) Proposal] T, AT OEEZITVET,
« Exchange: [Main Mode] Z3&IRL £ 9,
« DH Group: Diffie-Hellman Group ®1{& (fl: 2) Z AL E T,
« Encryption: [AES-128] £ =ik [AES-256] Zi&RL £ 7,
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- Authentication: [SHA1] £ 7z l& [SHA256] Z#IRL £ 7,
« Life Time: 28800 EA B L FT,
* [IKE (Phase 2) Proposal] T, AT OEEZEITVET,
« Protocol: [ESP] #3&IRL £ 7,
« Encryption: [AES-128] & = I& [AES-256] ZiE#IRL £9,
« Authentication: [SHA1] £ 7= & [SHA256] Zi#IRL £

* [Enable Perfect Forward Secrecy] F T Y 7Ry U A% 7>/ IZ L, Diffie-Hellman group
ZERLET,

« Life Time: 3600 E A DL E T,

/A Important

RETTZAR—KNF—RNIIAZERLIZDOH 2015 F 10 BLWEIOHEE. @
5 M7 T —XT Diffie-Hellman group 2, AES-128, SHA1 2l ET 2 HEN H V)
9,

6. [Advanced] 27 T, ROEHREADLET,

 [Enable Keep Alive] ZiZRL £7,
« [Enable Phase2 Dead Peer Detection] ZiZRL., XDESICAHLET,

« [Dead Peer Detection Interval] =, 60 (SonicWALL /N1 A TA DA RERZH/IME) &EA
ALET,

« [Failure Trigger Level] T, 3 EABLFT,
« [VPN Policy bound to] T, [Interface X1] ZiBIRLEF, NTUY U IPT7 RLAT—HE
ICEEENAVEZ—TIAATY,
7. [OKZ2JUYOULET, [Settings] R— T, RO [Enable] FIY IRY VAR&ET
7HILRTAVIZLET, BORE., NORILFHFEBLTVDEZRLET,

Cisco /N1 ADIENEH

—ED CiscoASA TR T IT A TIAZVYNAE—ROINAHYR—RENRTWVWET, 5D Cisco
ASA ZEATRIHER., TITAT7BI RN Z—EIL1EHOKAMEBETEET, RIODO NI
FARAICE > EBEE. MDA ZRNA KRR TIOTATICBYET, CORRILTR, &
CVWFNADRZILEZRALTVPCADELEEREBETHISENHYET,
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N—232 971D CiscoASA &, POT AT I17OT14TE—REYR—KNLET, Chs50
CiscoASA ZFT2B/A. MADKN RN ZERICTITATILTBRENTEET, O
RILTR., BCLVINHLADORN U ZILNZRZALTVPCANDEGZRIEFTIHREN HVYET,

Cisco T/INM1 ADBER. ROEXZTSHENFHYNET,

s ABAR—TIAAZHRELET,
« Crypto ISAKMP Policy Sequence DEEN —ETHD L 2B L E T,
« Crypto List Policy Sequence D¥fEN —EBETHD & 2MWFAELE T,

« Crypto IPsec Transform Set & & T* Crypto ISAKMP Policy Sequence &, 79/\1 RAIZERESE iz fit
DINTD IPsec FURILDBEUIBRENTVDIEEZEAELET,

s SLAEZRV UV BESHN —BETHB 2B LEY,

« NAZI—T—KRIDIATFNAAREOA—ANRY NDT—DEDETRZ 7 1Y V%2BHTHREIL—
TAVITEINTRELET,

TARK

Site-to-Site VPN ##: DT AN DOFFMIC DW Tk, TSite-to-Site VPN ##iZz T AN T2, Z2SHRL
TLEEL,

BRI —FT 12T (BGP) DAARZN—T—KRIVIATNAARE
L]

REY IR

« BEZ 7 AL OB

s BN —TAI001 YAV E—TIAAFE
« Cisco /N1 ADEMNIEHR

e Juniper /N1 ADBMER

* ZAbL
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RETT7AINDH

Site-to-Site VPN & ECEBDEZSCH T IINRET7 74N EZ D O0—RTBIC
&. Amazon VPC OV —)J)L. AWS X > RS A > FIlE Amazon EC2 APl ZEA L £9., i
C2V\WT, TATYT 6 RET7AINEA D O0—RTSD, BSBLTLIEEL,

F /=, Site-to-Site VPN EZHREICEBEOEEZE TR VWA A FTIVIIN—TFT 1 TRHORNARE Y
AILNOFZEADIO—RTDEETEEXRT, dynamic-routing-examples.zip

D774 ). —HOOAVR—ZFNZTL—ARINA—EZ2EFRALET, FEXE. UT %
FERLET,
« VPN#EHID., DAZAY——RNIIA IDBLIFEETSARK—KNYF—KDIIAID DEDH

c DE—=NANEB)IP 7 RLAAWS I RARA > N (AWS_ENDPOINT_1 & KT AWS_ENDPOINT_2)
N7 L—AKRILA—

« DAY =S —RDIAFNARADA Y E—%Y N—F 1 ST THANBA > 2—T T4 AD
P7RLADOTL—AKRILEZ— (your-cgw-ip-address)

- ERHRHEF—EOTL—AKRILA (BAHEF—)

« NORIORZIP 7 RLADEDHI,

« MTU SREDEOH,

@ Note
BOTNADT74F1L =232 T 7ALTRETATVS MTU RERK. BICTERE
Ao MRIZISU EHEZ MTUEDREICDOWVWTIR, "THAZIY—T—KIIATFNAAD
RARNTZO9T 1A Z5RBLTLSEEL,

COT77ANRE,. TL—ARIA—EZRHETHIEICMAT, BEAEDAWS V=232

T AES128, SHA1, # & U Diffie-Hellman 7' )L—7"2, & & TF AWS GovCloud V—>3> T
AES128, SHA2, & & U Diffie-Hellman J)L—7" 14 2 ELEJ., &=, RALAOSEmHEF—
ELEELERT, BMotEFa1U7«FI)IIU XL, Difie-Hellman I —7", 754 X— NEE#
E.IPV6 RNT 714V ORTFRATRICR. HWOTIABETT7TANEEETIBENHYET,

ROREFE, HDAZI—T—RNIIATFNAARAICEKRETENTVREESITELEOAVARA—ZXNOBEEZ R
LTVWET, chilllk, FRILAVEZ—TIALAADIP 7 RLADEDFINEENETT,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

BNIL—FT12 01— —A22—T T4 AFIE

LT, I—Y—A22—T I A X (ERAELER) ZEALTHARN—T—KIIAFNARA
EZRETDFIEOHTT,

Check Point

BTk, Gaia 7 I 7R—2%&)JLE Check Point SmartDashboard Z A L T, R77.10 LAfEE R
179 % Check Point Security Gateway 7/N1 AZRET D AT Y 7 TT, £/, Check Point
Support Center @ Amazon Web Services (AWS) VPN BGP DFEEEESRL TS EE L\,

RRWAE=TIAAZRETDICE

BUOATY 7k, VPN R R ZERL, ERNVRILAOHARI—T—RNIIAERETS
AR=KNTF—=KRIIADTSAR—=—KN(RF)IPT7RLAZEMRIZETT, HFIDONXRI
BERTBICE., REZ77A4)ILD IPSec Tunnel #1 0> 3> TRMHEZ WD IEHREFHALE
T, 2BBORN RILEZERTDICE. REZ7A4I)LO IPSec Tunnel #2 0> 3> TRMHE
nBEZFEALET,
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1.

SSHTEFA1UTAT—RNIIAICEHGELET, T7FILNAOI T ) ZFEHALTVWSE
B, ROOX REEZTLT, clish ICEELET, clish

RDIANY REFEETLT, DAEN—T—KT T4 ASN (AWS THARY—T—KhDIA
AERE N E LRSIz ASN) ZBREL KT,

set as 65000

BRET77AID IPSec Tunnel #1 V> a2 TRET ATV I BEHREFEAHAL T, HRID
ROZRILWADORN D ZINA D R—=T I A ARAZERLET, AWS_VPC_Tunnel_1 KB &, M X
WC—EDORZBZDITET,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

2BEBDORN RN EERTDICE, BREZ77A4ILO IPSec Tunnel #2 0> 3> TR
NTVWBEHREFEAL T, OV RZEVIRLUET, AWS_VPC_Tunnel_2 &, R XI
L:_«:E:o)gﬁﬁij‘:jgsjo

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

RETZAR—KNT—RTIT A ASN ZRELET,

set bgp external remote-as 7224 on

BHIORNZIDOBGP &, BRE7 74D IPSec Tunnel #1 9> 3> TR#HE I3 E
HEFEHALTERELET,

set bgp external remote-as 7224 peer 169.254.44.233 on
set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

2EEHODRNZRIDBGP %, 5REJ77AI)L® IPSec Tunnel #2 0> 3> TRET NS
EHREFEHALTEELET,

set bgp external remote-as 7224 peer 169.254.44.37 on
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set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. REZREFELZEY,

save config

BGP AR —&ERT DI

RIZ, CRPTTRNEZAXENEN—RNDAVR—RNZHFATBBGP R —EERLET
AWS KIZ, O—HANINL—RZ LT RNEZAAXTBDEIDIICHAZI—T—RNIIA ZRELET
AWS

1. Gaia WebUI T, [Advanced Routing]. [Inbound Route Filters] Zi#iRL £, [Add] ZiER
L. [Add BGP Policy (Based on AS)] ZiZRL £ ¥,

2. [Add BGP Policy (BGP RS —DEM)] DBHD T 1 —JL KT 512 A5 1024 £THEED
EZBRL, 2BBO7 1 =)L RIZIERETSAR—=KTF—KRDIT A ASN (Hl: 7224) AL
=7,

3. [Save] ZERLET,

O—A)IL—KZET RNRAL XTI

RDATY 7Tk, O—HANAVBE—TIAAN—NE25HEITBDLEHNDENDTT, £, BHIL—
TATR, BN —FT4J7ORINICE>THESNEIINL—FT A2 TRE, SEETERY —
ADSDI—RNE2BIETEET, FMIC DOV T, TGaia Advanced Routing R77 Versions
Administration Guides ZZ8B L T E&E L\,

1.  Gaia WebUI T, [Advanced Routing], [Routing Redistribution] ® JIEIZZ#IRL £9, [Add
Redistribution From]. [Interface (1 &2 —7 T4 X)] ®IEIZEIRL £,

2. [ToProtocol] ©, RETZAX—KNTF—KTJIT A ASN; (fil: 7224) Z:BIRL £,
3. [Interface] TREAFA > Z—T7 T4 AZEIRL E T, [Save] ZEIRLFT,

FLOWRY RD—UFTSIORNEERTBICIE

R, RBTSAR=RNTF—RITAONT VYT (AE)IPTRLAZEEL T, VPN k>
FIVAOZRY ND—OFT T ORNEERLET, T, VPNII21ZTF1OHTZA4 RS —h
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VI(ELTChSOFATZIIVRNEEBMULET, £loo VPN RXLVOTL—AKRILA—EL
THEITZIZIIN—TZERTIZLENHYNET,

1.
2.

10.

Check Point SmartDashboard ZB& £ 9,

[Groups] Tld, AV TFFAMXZ1—%ZBEE, [Groups]. [Simple Group] D JEIZZERL F
o EXYRND—=OFATPIONIHULTCEALUIL—T2ERTEET,

[Network Objects] Tl&, A TFARNXZ1— (T UV D) ZHE. [New]. [Interoperable
Device] MIEIZEIRL E£T,

[Name (BaED] IClE. ATY 71 TR RIAICEEL B8 (H: AWS_VPC_Tunnel_1 &
7=l AWS_VPC_Tunnel_2) ZAHULET,

[IPv4 Address] ICl&, BRE7 7 AL TREENBDRETSAR—KNF—RNITIALDAEIP T
RLA (#l:54.84.169.196) Z AN L ET, REZRTFLT. COFATATJRY VA%
BLUET,

Interoperable Device -AWS_VPC_Tunnel 1 [ .
m Inbereperalde Devics - Gerwsral Propesiies
Topakogy
&l IFSac VPN Machine
Hame AWS_VPL_Tunnel_1 Color: | Beack
Pyl Addewas: | 54 B4 165156 Rassha o Flarma L‘_‘{rm Address
Py Aideeds
Comment

Pesducis

[ Corfigre Sarvan

EOHTI)—RA2T, [Topology] ZBIRLFT,

[VPN Domain (VPN RX A 2] 29232 T, [Manually defined (FBITER)] ZFIRL., A
TYT2THERULEZDS VTN B TIN—T%28B U TRRLET, OK|ZIUYILE
9,
2EBEBDXRYND—VUATSIORNZERTDICIE. RET 7 A4)LO IPSec Tunnel #2 t
V23> AOEREEALT, ATYTEZYVIELET,
F—=KNIIAZRYRND—=OFTDIORMNIBBLTY —MNIIAELERISAZR—FTD
2 N%BIZE., [Topology] ZiBIRL E T,

[VPN Domain (VPN RX A9 32T, [Manually defined (FEI TER)] ZiBIRL, A
TYT2THERLULEZEOS TN IIN—T%25B U GERIRLET, [OK| 2V UYILE
¥,
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® Note

BREFHDEEEFED VPN RXA VR RETEET, L. BIZVPN RXLAHE
BHICREBENATVSESIE. FILWLW VPN EZHETEATEFEBE D RXAM &
RARDNZTDO VPN RXALATESSNTVWEVWC EZBFLTLSEETL,

® Note
VA —ZFEALTVRIFER. NROP—ZHEL AV R—TIARAZITAR—
AB—TIAARELTERLET, RE7TALTEEENIZIP7RLAZEALE
9,

VPNIOIZ1Z757 4, IKE., 8LV IPsec FRENIERK ERE

RIZ, Check Point =R IAIC VPN IZ1 5T 1 ZERL, TIILEHENRILOZRY KD —
OATION MBEEBRTFT/INAR) ZBMLUET, £, Internet Key Exchange (IKE) & kT
IPsec Z8%EL & T,

1. #—hoz«q407aNT14h5, HTFT)—RA2 0 [IPSec VPN] ZiBRL £,
2. [Communities]. [New]. [Star Community] ®JE(Z#IRL £,

3. X171 DAH (Hl: AWS_VPN_Star) Z#FEEL., HFT I —~XA >0 [Center
Gateways] ZZIRL £ T,

4. [Add] ZBRRL T, "—RIIAKRLERBITAZ—ZZMT— R IITADVARIEML X
EE

5. A7) —~RA 2T, [Satelite Gateways]. [Add (EHN)] DIEIZEIRL ., KICERL ZHEEE
A7 /N4 A (AWS_VPC_Tunnel_1 & &V AWS_VPC_Tunnel_2) &M —hJIT A DA
NZEMULET,

6. A7 —~RA>T, [Encryption] Zi#IRL £, [Encryption Method] 0> 3> T,
[IKEv1 for IPv4 and IKEv2 for IPv6] Zi#iR L &9, [Encryption Suite] 29> 3> T,
[Custom], [Custom Encryption] @ JEIZEIRL £9,
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10.

11.

® Note
IKEv1 #EE®D [IKEv1 for IPv4 and IKEV2 for IPv6] 7S 3 2 38R L £ F.

SATATRY DATROESICESHZ7ONT 1 ZREL, TTLES [OK] ZERL £
EE
« IKE Security Association (7 T—X 1) ®7O/NT 1
» Perform key exchange encryption with: AES-128
» Perform data integrity with: SHA-1
« IPsec Security Association (7 T—X 2) ®7°0O/NT 4
» Perform IPsec data encryption with: AES-128
» Perform data integrity with: SHA-1

$H17 1) —~RA > T [Tunnel Management] Zi&R L £, [Set Permanent Tunnels], [On
all tunnels in the community] ® JEIZEIR L £ 9, [VPN Tunnel Sharing] 223> T, [One
VPN tunnel per Gateway pair] Z3&RL £ 7,

517 1) —~ A > T [Advanced Settings] Z&BI L . [Shared Secret] ZiEIRL £,

BIAORNRILOETZZREIRL, [Edit (#@RE)] ZBIRL T, BEZ77A4)LO IPSec
Tunnel #1 923> TERETENTVWAERNHEF—ZAHNLET,

2FEBORRIILOETEZIBIRL, [Edit (W) Zi&IRL T, REZ7 714D IPSec
Tunnel #2 9> a2 THERESTNTVWSAEHEEF—ZAHNLET,
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Star Community Properties - AWS_VPN_Star (>

Camneral Shared] Sl
Center Cateways
Satalite Gatewems
S——
Tunnel Warapement

Each Extemal merier wil have e dodowrg

= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting

W e iy Shermd Sacred S pll Criea meetoery

MEF (Muigis Ertr
Exchuded Services

Ak ancoed WFH Pr Faar hiyme Sraped Seoret

Wiirn Mot BS_VPC_Tunned_2 —
BS_VPC_Tunned 2

Carcal

12. & 5IC [Advanced Settings (F¥#liE%E)] 17 "J T [Advanced VPN Properties (F£#li%x VPN

Z7ONT N Z2FBRL, Z7ONT A ZROLSICEREL T, ETLES [OK] ZEIRLET,
« IKE(7T—X1):

» Use Diffie-Hellman group: Group 2 (1024 bit)

* Renegotiate IKE security associations every 480 minutes
« IPsec (7 T—X2):

« [Use Perfect Forward Secrecy] ZiZIRL £,

» Use Diffie-Hellman group: Group 2 (1024 bit)

* Renegotiate IPsec security associations every 3600 seconds

T77ATI7#F=II—ILEERTDICEF

R, T7ATIF=NWIL—ILEFALI>IFIIIYFI—IZERL, VPC EO—AILERY
RO—OBTOBREZFATRIRI—ZRELET. TOER, Y'—RNIIACRUD—=A>
AR=ILLZFET,

1. SmartDashboard T, %'— K™ I 4 ® [Global Properties] Zi#IRL & T, ATTJ)—RA>
T [VPN] ZEBIL . [Advanced] Zi&IRL £,

2. [Enable VPN Directional Match in VPN Column] Zi2iR L. [OK] ZiZIRL £ 7,
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3. SmartDashboard T [Firewall] ZZ#RL ., XOIL—ILTRIZ—ZERXLET,

* VPCH7 XY MIHUTHATORNILEHTOO—NILRY RD—J L DBEZFAY

D,
« O—ALZRY ND—JICHULTHEZTORNILERTO VPC H TRy NEDBEZFHT
EECE

4. VPNIIOEILDOOAVTHFARNXZ1—2ZRAWVT, [EditCel] ZZIRL £,

5. [VPN Match Conditions] &' 4 7OJ 7R Y 2 AT, [Match traffic in this direction only] ZiZIR L
£F9, TNENT [AdD (BMN)] ZBIRLUTUTOFAL I3 FINYFI—IL&ZERL.
FETLES [OK] ZBIRLET,

« internal_clear>VPNIX1Z5 4 (kICERLEZ VPN AZ—0X1"5F 1, fi:
AWS_VPN_Star)

« VPNIX1Z-54>VPNIIX1_-_74
« VPN IX1Z5 4 >internal_clear
6. SmartDashboard T, [Policy]. [Install] ®JEIZEIRL £,

7. S4ATATRY DATT—RIITA%ZERL, [OK] ZERLTRUS—ZAVARN—ILE
EE

tunnel_keepalive_method Z’O/NT 1 ZZE T3 C &

Check Point #*— N I 4 Tl&k, IKE OBIES (A LEL /= & & (C Dead Peer Detection (DPD)
ZHEALTHEBITEE T, KEMRILICHLTDPD ZRET B ICIE. Kt RILA AWS
VPNIOAZIZT A TRESNTVWAIHXENFHYET,

F7AILKTE, VPNT—RTI A D tunnel_keepalive_method 7’O/NT 1 &
tunnel_test ICRREESNE T, CNDEZ dpd ICEETHDHEN HVYET, DPD EZ_ZU T
AHBEZVPN IZ1 71 HOZF VPN —KNDIAF, Y —RN—F1—HVPNTF—KDI
4 %Z&E%, tunnel_keepalive_method Z7ONT 4 TRETIDHENHYET, LT —K
TJIAICKHUTERBDIEZRIVIXNZALZRETD L TEEE A,

GuiDBedit Y —J)LZ A L T tunnel_keepalive_method Z7ONT 1 ZEFHTE XY,

1. Check Point SmartDashboard ZR & . [Security Management Server], [Domain
Management Server] ®JEICEIRL T,

2. [File], [Database Revision Control...] DJEIZEIRL, VEDI>OARFTY 73y NEEK
LET,
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3.

® N o o

10.

11.
12.
13.

14.

SmartDashboard, SmartView Tracker. SmartView Monitor 7 &, 3N T ® SmartConsole
T4 RIJEBAUET,

GuiBDedit V=)L ZEEB L T T, FMIC DOV TIE. Check Point H7R— Rt X —® "Check
Point Database Tooly EWSEEZSHBL TS TV,

[Security Management Server], [Domain Management Server] QJEIZEIRL £9,
ELEDONRA T, [Table]. [Network Objects]. [network_objects] M JEIZZEIRL £ 7,
BLEORA T, BET S [Security Gateway], [Cluster] 772 T U NZ&IRLET,
Ctrl+F ¥ —%& T, [Search) XZ1—%FHAL TUTZRERL &

9, tunnel_keepalive_method

TORA T, [tunnel_keepalive_method] DA TFTFARNX_1—ZFE, [Edit..] Z
EBIRLUET, [dpd]. [OK] DIEIZEIRL E T,

AWSVPN JZ1ZF 1 O—BTHIETF— R IIAICHWLT, AFY T 7~9 £&VIEL
£¥9,

[File]. [Save Alll ®JEIZZIRL =7,

GuiDBedit Y =)L ZBLU &9,

Check Point SmartDashboard ZB & . [Security Management Server], [Domain
Management Server] M JEIZEIRL £,

B93E 9 % [Security Gateway], [Cluster] #7 T U NZRD S —&2 AV ARN=)LLET,

SEMIC DWW TIE, Check Point Support Center @ "New VPN features in R77.105 EWS5EE%S
BLTLSEZL,

TCPMSS 75> 7 &#B%ICTBICE

TCPMSS V227 TCP NTY ROBRRKEIT XY MY A XZ#/NEKULTNTY ML ERE
£

1.

ROTALIRNJIZBEBILE T, C:\Program Files (x86)\CheckPoint
\SmartConsole\R77.10\PROGRAM\

GuiDBEdit.exe 7 7 4 JL 23T L T Check Point Database Tool ZB& £7,
[Table], [Global Properties], [properties] ®JEIZEIRL F9,
fw_clamp_tcp_mss T, [Edit] ZBIRLE T, fZ true ICEEL., [OK] ZEBIRLET,

RRILDAT—ZAZERTBICIE
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IFAN—RE—ROONV RZAY=IIASKROOAI RZERTLT, b RIDREZTE

M CEXRT,

vpn tunnelutil

RRENEATa2 T, IKEBEMRTERIETSICIE [1] Z. IPsec BENFERBRIET S IZIE

[2] ZBIRLET,

F /=, Check Point Smart Tracker Log ZEAL T, #HEAONT Y RABES{tEhTWSR L E

RIETEET, Lex@FXoOJE., VPCAONT Y "M MR 1 BEATEEFE 1,

ht\WwsZEezRrLET,

Product =4 Security Action

GatewayManagement Rule

Date 4NoV2015

Time 94201 Rule Name
Humber 21254 Ueer

Type & Log

Origin cpow-097605
e |mw

Source B Management_PC Community

{192.168.1.116) Encryption Scheme

Destination B 10.28.13.28 Data Encryption
Sarvice — Methods

Protocol P icmp VPN Peer Gateway
Interface [= ath0

Source Port —

VPN Feature
Product Family

Policy Name Standard Information
Policy Date Tue Mov 03 11:33:45 2015

Policy Management  cpow-907695

SonicWALL

FELE

2 Encrypt
4
Current Rule Number 4-Standard

{044 1801 5-FFTB-4650-BOCE-
3080EGSBCFO4)

AWS_VPN_Star

EIKE

ESP: AES-128 - SHA1 « PFS
(group 2)

AWS_VPC_Tunnel_1
(54 84 169.196)

O ven

VPN

2] Metwork

sendoe_id: icmp-proto
ICMP: Echo Reques!
ICMP Type. B

ICMP Code: 0

SonicOS BB A VR —T7 I A4 A%ZMEMAL T SonicWALL N1 AERETEET, NORILDFE

EREOFMICDOWVWTIE,

reg)—7 4> 001—Y—A2 32— T A AF|E, 25HBL TL

ZEW,

Z DOSonicOS BEA Y R—TIAAEFEALT, FINAADBGP 2BRETH_ERTEER
ho RDYIC, BET7ALBIO BGPl EVWSEISIVOTEHBIAXY KSA > FIEEER

LEXY,
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Cisco /N1 ADEMNE#R

—EB®D Cisco ASA TRT VT A TIAZNAE—ROANHR—RENTWVWET, 5D Cisco
ASA ZEATRHER., FIOTA7BIN RN Z—EBIZL1EHOKAMETEET, RIODO NI
FMAFRTICE2 B, MADARARNA N RN TIOTATICRBY)EST, CORRALTRE, &
CWTFhADRRILZEHL T VPC ANDERZRIETIHEN HVYET,

N—232 971D CiscoASA &, POT AT I17OT14TE—REYR—KNLET, Chs50
Cisco ASA 2 T2BEEF. MADKN RN EZBRBICTITATILTRDENTEET, O
RILTR, BCLVINHLADORN U ZINZRZALTVPCANDEGZRIEFTIHREN HYET,

Cisco T/NA ADBER., ROEXETSBENBYET,

s ABAR—TIAAZHRELET,
« Crypto ISAKMP Policy Sequence DEEN —ETHD L ZHABL ET,
« Crypto List Policy Sequence D¥EN —EBETHD & 2HFAELE T,

« Crypto IPsec Transform Set & & T* Crypto ISAKMP Policy Sequence &, T9/\4 RAIZERESE iz fit
DINTOD IPsec FURILDBEUIBRENTVBIEEZEAELET,

s SLAEZRVVIBSN —BTHAI L Z2HFALET,

« NAZI—T—KRIDIATFNAAREOA—ANRY ND—DEDETRZ 7 1Y V%2BHTREIL—
TAVITEINTRELET,

Juniper 7/N 4 ADENEHR

ROERIE, Juniperd ) —AB RV SRX HARIY—T—KNIVIATFNAADERET 714 IILOHIC

BAENET,

« NEA > BR—TITA A ge-0/0/0.0 EFENFTT,

« RRIMAVE—TILAAIDRst0.1 BKT st0.2 ERENET,

s FPYTVUIOAVE—TIAADEFIVTAV—2E2REICEELET RBREBBTET 74
NY—>® 'untrust' ZEAL £ ),

s ALV ER—TIAAOEFIVTAV—2ZRIEIBELET BREBBTET 7MY —2
O 'trust' ZFEAL FTT),
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TARK

Site-to-Site VPN #Z&H0D T A N DOFEMIZ DWW TIE, TSite-to-Site VPN i T AN T2, 25BL
TLEEL,

Windows Server DA ARXIY—T —R DI A FNAAELTOERE

Windows Server 217323 —/\—% VPC DHAZY—T—KRIJIATFNA AELTERETEE

F. Windows Server # VPC AM EC2 /1 V ARZRVATEAILTVWA A MBOH—/N—TETL TV
DAICEADST, XxO7OAZFERALET, KXOFJEEE. Windows Server 2012 R2 LARRICEBAE
nExd,

EP/N

« Windows 41 > A& ADRE

« ATY 7 1: VPN B ZERL ., VPC ZRETS

« ATY7 22VPN BEEOREZ7TAIINEHX D O0—RTSB
« AT Y 7 3: Windows Server Z5%E 9 %

« ATY 7 4 VPN R RILZFRETD

s ATV 5. FLELTVBRY—hIVI A/ OKREEERICTS
« ATY7 6: VPN EHiZT AT D

Windows 4 > A X > ADEXTE
Windows AMI A* S8 L = EC2 4 > AX > AT Windows Server 258 EJ25H 8. XOFIEEX
TLET,
s AVABVADREERIEBETFIVIZEMILET,
1. Amazon EC2 102V — )L (https://console.aws.amazon.com/ec2/) ZHE X J,

2. Windows Server 4 2> A X > A%Z1#IRL T, [Actions]. [Networking], [Change source/
destination check] £1#IiRL £ 7, [Stop] Z1BIRL TH S, [Save] ZERLET,

s MDA ARANSINT T AV IBIN—F AT TERDERDIZ, FTRTROBREEEFHFLET,
1. Windows 1 VAR AICEHELET, SFHMAICOVTIE. "Windows 4 AR ANDES, %
SHBLTLSEEV,

2. [A MAO-LANXRIL] ZHE, [TNA AR v -] ZEBLKT,

F AR %


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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. [RYND—=OTRTR—]/—RZRBEALE T,
4. XY ND—=OTFR TR (A VAR ARATIZIEU T, Amazon Elastic XY RO —O9F7 X 72 FE
=& Intel 82599 {R48EI%K) %#iBIR L., [ Action]. [ Properties] ®JEIZEIRL £

5. [FF#EXE] X 7 T. [IPv4 Checksum Offload], [TCP Checksum Offload (IPv4)]. & &0 [UDP
Checksum Offload (IPv4)] D& 7' O/NT 1 ZEMIZL., [OK] ZBIRL E T,

« ElasticIP 7 RLAZT7HINCEIV)YETT, AVARAICEENTET, FEHICOVTE.,
FElasticIP 7 RL AN, #SBLTLKEEV, COTFRLAGEEZEDTHEEXT, VPC T
NAZRI—T—RIVIAZERTRDEEICHEICRYET,

c AVABRVAOEFIVTATN—TDOIL—=ILTTINNTV RO IPsec NZT7 1Y UAFAE
NTVWBCELZ#BRLET, T7FILRNTRE, EF21UTATL-TR. IXTOTIRNTUR
RZT74YOZFALET, LEL, EF21VTATIL—TOTIRNTY RIL—ILIFTORED
SEEENTWVWBIFE, IPsec RZ74YIRIETIORNNDY ROARZLZONILIL=IL (IP
Z’OK3JL 50, IPZOKJL 51, UDP500) ZEK TR UEN HET,

Windows 1 > AR AN BEZNTWVWSRY NTJ—2U 0 CIDR #H (172.31.0.0/16 B &) Z2&E
BOEXT,

ATY 7 1: VPN #Z#5i &2 E L. VPC Z5XET S
VPC A5 VPN i 2 ERKTBICIE, XOFIEEETLET,

1. RETZAXR=—KNTF =D T4 ZERL, VPCIZTRYFLET, FHIICODVWTR., TRETZ
AR—BRT—RTVIADER ZZRLTEE L,

2. VPN B EHLVWARAEN =S —R I I/ BERLET. DAZRIY—S—NT I A D5
4. Windows Server D/N7 U Y U IP 7 RLAZEBELET. VPN EROBSE. 5
=714 2T %&IRL . Windows Server f'liEE N TWVWB XY ND—2 0 CIDR #H (4l
172.31.0.0/16) Z AN LET, FHICODVWTR., "ATY 7 5 VPN EHZERTS. 28R
LTLKEEL,

VPN E#iZ#ERL =S, VPN EHGEZN L EBEEZEMICTEELSICVPC 2R ELET,
VPC Z5&ET S IC&

« Windows Server EBET2A VARZVAZRETDEODTTAR— T XY N% VPC THE
MLUET (T, BWEE), HMICOVWTE, "VPCTHTZY NZ2HERTD, 25BLTLKE
= U\,

AT Y7 1: VPN 5 EERL, VPC ZRET D 91


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/elastic-ip-addresses-eip.html#working-with-eips
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
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@® Note
TTAR—KNGTRY NG, A2 —FXYKNTF—RNITIA\NDI—KFBEVHTZYRNT
To cOHTZYRDIL—FT14TIZ2\VTR. ROEBTHBELET,

« VPN EHDIL—RT—TILZ2EHFLET,

s RETSAR—RKNTF—RNTI(Z2Z—5Y NIIEEL. Windows Server D&Y kJ—% (CIDR

BH) £5EICRELT, TIAR—RFTZY ROL—RF—7 LI — R EBMLET,
MICOWTIEE, Amazon VPC A—H—HA RO T)L—hF—T7 I TI— R ZEBMS RV HIRT
B, EBBLTLEEL,

c RETZAR—KNTF—RIIADIIL—MEEZBEMCLET, FHICOVTR, TUREZTZA

RN=KT—=KhIIA)I—brT—TILTI—rEEEENICTE ZSRLTEEL,

« VPC XY RD—VBOBREZHTTSR, I VARVAOEFIVTATI—T2ERLET,

« XKYRND—=IOHSODANTRRDP &1z SSHT7 IV AZFATRIIL—IILZEMLET,

CchUZRY, RYRND—=IDSVPC DA VARV AILERTEERT, L&A, RYND—D
OAVEI—ZNVPCAHAD Linux 1 VARV AICT OEATESRDESICTSICIE, SSH XA
TOANIRIL=ILEERKL, V—RAEZXY KD—2 0 CIDR £ (fl: 172.31.0.0/16)
CERELET., FMICOWVWTIE, Amazon VPC 1—H—HA RO TVPC OtF1)F 14T )—
71 EBBLTILKEEV,

« XKYRND=IASDAVNTVRICMP 77 EAZFATRIIL—ILZEMLET, Chilk

V). Windows Server /'S5 VPC AN A 2 AR AAND ping ZR1TL T, VPN E#iZTARNTE
F7,

ATY T 22VPN#EEORET7 742D O0—RTS

Amazon VPC >V —)L&ZEAL T, VPN ##H D Windows Server sB8E7 7 M) ZA D> O—R
TEEXT,

RE77ANEXIO0—-RITBICE

1.
2.

Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ 7,

FTES—2 32 RA2T, [Site-to-Site VPN Connections (Site-to-Site VPN 1Z#t)] Zi#IRL £
CP

VPN ##i2BRL TH S, [RENFTVO—R] ZERLET,

A7 V7 2. VPN BRORE/ 7 A LEH 70— K95 %


https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://console.aws.amazon.com/vpc/
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4, RURA—& LT [Microsoft], 772 Y N7 #—LAL& L T [Windows Server], Y7 RhJIF7&ELT
[2012 R2] Z#IR L £, [Download] ZERLET, 77 ML ZHA<HAREFETEET,

RETZ7ANICE, ROBOLSBEHROEIZAVNIEENRETT, COBHKEF, 2B (XIS
EWC1TETD)ERENTVET,

vgw-1la2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoROyX6GsEXAMPLE

Local Tunnel Endpoint

VPN B DERBEICHAZIN—T— NI I/ AICEELLELIPT7 RLATTY,

Remote Tunnel Endpoint

RETSAR—KNT—RNIIAD2DODDIPFTRLADSED 1 DT, AWS I VPN D4R
®TY,
Endpoint 1

VPN ##i 2 ERL L EICHENIIL—RNELTEELEIPIL 74 Y OATY, VPN #EaEH
LTVPCIZCT7OVEARATRHEZHFAShE, RYND—ODIPF7RLATY,
Endpoint 2

BRETZAR=—KNF—RIVIAIITEYFENLZVPCOIP T RLAEH (CIDR Z7OY V) (fi:
10.0.0.0/16) TT

Preshared key

Local Tunnel Endpoint & Remote Tunnel Endpoint & MR T IPsec VPN #E#t 2L T
BPLEHICFEAENDEFNH-EF—TT,

WMAEDKN R & VPN EHO—BELTRETICEEZHHMOLET, FENRILIE, VPN #ZE:
@ Amazon BIICH B HIE® VPN It ML —RICEHELFET, —EICRBBTEDN O XRILE 1D
EUTIN, 1BBON RN ELETRDE, 2FHEORN I EBBNICERZRBILET. R
BRRIVERETDCET, FNAABEORERBICETRAMEMHENICHISTTEZTT, —EILF

A7 V7 2. VPN BRORE/ 7 A LEH 70— K95 %
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ATERR 2RIV D2ETTHD 120, TOA1 DO RN FELEZZENF VPC O Y=L
RRENET, ChRFRFHEATLVIEEDLS, BERIMBEZITOILEZFH) XL A,

hNZRIILZ2DORELTEITF. AWS TTHFNA ABEENF REL £BSE. VPN BRI RET 714 R—
RF—KRIDIAD2FEORN D RILCHBSURICBBNIC I TAINF—N—LET. HAZI—
T=RIIATFNARAZRETDEER., MEDRN RN ZRETDIENEETT,

(@ Note
AWS e g EE, RETFAR—RNF—RIVIAICRHUTEBWICXTF O RAERETL
FTo COXVTFUAILEKY, VPNEHE D2 DO XILDS 5 1 DN EEBEMICE
BENDBYET, COXVTFHFADORETH, VPN EREFEEBNIC2FBO N XILIC
7IANFA—-N—LFT,

Internet Key Exchange (IKE) & & ¥ IPsec Security Associations (SA) IC 2 W T OEMERY . XD
YO—RULEREZ7AILICRERENTVET,

MainModeSecMethods: DHGroup2-AES128-SHAl

MainModeKeyLifetime: 480min,0sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA ADORES{tBELORIAENDTIIVAXALTT, chsik, VPN EGAOHRERE
& . Windows Server IPsec VPN ##tFHODTF 7 # )L NERET T,

MainModeKeyLifetime
IKE SA F—OBEMHETT., <hnid VPN EZEFAOHER
VPN E#HRAOT7 A )L REEETY,
QuickModeSecMethods

SECTdH '), Windows Server IPsec

IPsec SA AOBEEALB KREBIADOTILIVAALTT, Chslk, VPN EHHAOHRERE
& . Windows Server IPsec VPN #H5:AOF 7 4 NEBETT,

QuickModePFS

IPsec ¥ > 3> IZId N AR —F— PFS (Perfect Forward Secrecy) 2 T2 & ZHRL &
EE

A7 V7 2. VPN BRORE/ 7 A LEH 70— K95 o
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AT Y 7 3: Windows Server 3% E 9

VPN R X)L %25XETSHEIC. Windows Server TIL—FT 1 T EVUE—RNT7I9EAGY—ERZA >
ARN=)ILTHRETEIHRENFHVET, ChiZkY), VE—RI—HY-—HFBEHEOZXYND—TLD
Y —RICTOEBATEDLSICBYET,

NWN—FATBLOVE—RTIOEAY—ERZS/ AN =ILTBICIF
1. Windows Server IO A L%,

2. [Start] XZ21—IZBE L. [Server Manager] ZiZIRL £,
3. IN—TFTAVIBLRVVE—RNTFIEAY—ERZAARN=ILET,

a. [Manage]X_—1—#/»5. [Add Roles and Features] Z#iRL £7,

b. [Before You Begin] R— T, Y—N—71RIRZHEZBLLTVWD EZHERL, [Next] Z
ERULET,

c. [Role-based or feature-based installation] Z®#iR L. XIC [Next] ZiBIRL £,

d. [Select a server from the server pool] ZER L . Windows Server Zi#IR L T [Next] Zi#iR
LEXrT,

e. 'JA KT [Network Policy and Access Services] ZiBIRL EF., XRE 2 A4 TF7OTRY
2 AT, [Add Features] ZiZ2IRL T OO—)LICHERBREZRIBL XTI,

f. ABUVARNT., [UE—KNTIEAR] IAN]DIEIZERLET,
g. [Selectfeatures] R—= T, [Next] ZZERL £,
h. [Network Policy and Access Services] R—> T, [Next] ZZEIRL £T,

i. [Remote Access] R—> T, [Next] ZZERL ET, XOR—I T, [DirectAccess and VPN
(RAS)] ZBIRLE T, RREnBHA A FAOJKRY VAT, [Add Features] Zi&EIRL T
ODO—IY—EARACHKEZ#EEZHELET, AUJANT, [Routing] ZFIRL ., KIZ
[Next] ZZ#IRL £ T,

j.  [Web Server Role (IIS)] R—> T, [Next] ZBIRLE T, F7AIPNOBBROEFEREL T,
[Next] ZZIRL £,

k. [Instal]l ZZBIRLUET, 1 ARN—IATT LS, [Close] ZEIRLET,

A7 Y 7" 3: Windows Server Z:XE T 2 95



AWS Site-to-Site VPN I1—H—HA K

W=—TFTAVITBLROVE—RT I EAY—N—ZRELTHEMCITRICE

1. AY 2 17R— KT, [Notifications] (77T DT A2) 2B RLET, 7O/ BROEREZRT
TREHODRAINVEICEDHZEEN B FT, [Open the Getting Started Wizard] ') > U % &
RUET,

2. [Deploy VPN only] Zi#RL £,

3. [Routing and Remote Access] X4 7OJRY VAT, Y —N—FBZBRLET, 5IZ[FD
23] Zi&IR L T [Configure and Enable Routing and Remote Access (Routing and Remote
Access DEREELFIL) Z2BIRLET,

[Routing and Remote Access Server Setup Wizard] DE&#NDR— T, [Next] ZEIRL £,
B R—D T, [NAZLBK]. (RN DJEICEIRLET,
[LAN JL—F 1 2T, [RAN] [ET]IOJREICERLET,

[Routing and Remote Access] XA 7OATRY JAICXY E—I A RRE NS, [Start service]
ZERLET,

S -

ATY T 4 VPN RURIILEERET S

AOVO—RULEZBE77Z7ANICEENTVS netsh AU NE2ETF5AH. Windows Server M
A—H—A2B2—T T4 A%FEAL T, VPN ORI ZRETEET,

/A Important

IPsec v <3 ICIF N AR —F— PFS (Perfect Forward Secrecy) ZEFAT5 & Z#RL
£9, netsh AVVTRNEXRTITBEZBRLULIBE. ROV NIE PFSEEMICT
BEHNDINTA—2Z (qmpfs=dhgroup2) FEENTLVE T, Windows D 1—H—1>X—
TJ7IAAZFEALTPFS ZEMIITRDR LR TEREA, DN RTA 2 ZERAL THRIC
TRIMBENFHYET,

Options
e 73 1inetsh AV NEERTTD
« A7 3> 2: Windows Server 1—%'—A 22— I (A A%ZERTS
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F7232 1:netsh APV N&2E2TT3

AIOVO—RUEREZT7ZAIDLS netsh ROV "2 E—L, EREBEBRAET, AVUTH
OHlERIZRLUET,

netsh advfirewall consec add rule Name="vgw-1la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server Private_IP_address *
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix "
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearQut A
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb »
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

[Name]: #32 & h/=FH (vgw-1a2b3c4d Tunnel 1)) ZBIRU BRI CTEEMAD ENTESR
ER

[LocalTunnelEndpoint]: &Y K —% @ Windows Server D 7S A RX—KIP7RLAZAALET,

[Endpoint1]: Windows Server A" 32 %Y NJ—2® CIDR 70OvY U (& x
(&, 172.31.0.0/16) T3, COEZ_E5| A (") THKET,

[Endpoint2]: VPC £ E VPC OH 7 XY RO CIDR7OY Y (F&AE, 10.0.0.0/16) TT,
DOEZ_E5 A% (") TAKAET,

BE#HULIEAVVUT N%Z Windows Server D AN R7OV7F N I4 2 RIUTETLET,. A ZFEAT
&, OV RITFTHYRLTFANOYYEY) EBEYNTATEET), 0 VPN #4512 2 FH
D VPN RURIIEBRETDICK. REZT7ANICHB2BFB D netsh A9V T ~NEFEALTZOS
AtAZ&EVIELET,

EENFRTLES, "Windows 77 AT 74— )LZ2RETD 1 2ZRLTSEE L,

netsh /N X—2Z OFH(IC DWW TIX. Microsoft TechNet 4 75 ) ® Netsh AdvFirewall Consec
Commands 2B L T EE L\,

#7232 2: Windows Server 1—%'—A V2 —T7 I A A%ZFEHTS

Windows Server 1—H'—A 22— I/ AZFEHALTVPN RO RN ZRETDEETEFET,
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/A Important

Windows Server 1—H'—4 > X—7 I 4 AZFEAL TYAX—F— PFS (Perfect Forward
Secrecy) ZEMICT B LI TEEHA, PFSZEMICTSICIE, "YAX—F—PFS
(Perfect Forward Secrecy) ZBXICT D1 THHAE N TWAKRSIC, ON RIS ZFES
PDENFHVYET,

2R
« VPN R RIIAQEFIVT AN ZHRETS

hRINDEREZHRTS

« Y AR —F— PFS (Perfect Forward Secrecy) ZHMIC T3
e Windows 77 ATV #— ) ZRET D

VPN R RILADOEFIVTAIIN—ILZRET S

COtEU<3a> Tk, Windows Server DtEF 1) T4 )l—)LZRELTVPN M RIILEERLE

EE

VPN RZRILADOEFIVTAI—IZRETSICE

1.

Server Manager ZB &, [Tools] Zi#IRL . [Windows Defender Firewall with Advanced
Security] ZERL £,

[Connection Security Rules] Z3i&R L, [Action] Zi&IRL T [New Rule] ZiZIRL £9,

[New Connection Security Rule] 7 1 #'— R ® [Rule Type] XK—< T, [Tunnel] ZiER L. [Next]
ZERLET,

[Tunnel Type] XR—< @ [What type of tunnel would you like to create] T, [Custom
Configuration] Z31#R L £9, [Would you like to exempt IPsec-protected connections from
this tunnel] T, 77 #JL MEZIEIRL 1=K F ([No. Send all network traffic that matches this
connection security rule through the tunnel]) [C U T, [Next] Z:#RL £9,

[Requirements] XK—=> T, [Require authentication for inbound connections.Do not establish
tunnels for outbound connections] Z#iR L. [Next] ZZEIRL £,

[Tunnel Endpoints (K> ZILI > RRA > N)] R—Z O [Which computers are in Endpoint 1
(Endpoint1 @ E1—%)] T, [Add (EM)] ZFBIRLET, XY NT—7 (Windows Server 77
ARI—S—KRIITAFTINAADEHICHS) O CIDR #H (172.31.0.0/16 &) EAHDL,
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9.

[OK] ZBRLET. COHBRICENDAEI—T—KRITIATFNAADIP T RLAZEBHD &
FTEXRY,

[What is the local tunnel endpoint (closest to computer in Endpoint 1)] T, [Edit] Zi#RL £,
[IPv4 address] 7 4 —J)L RIZ Windows Server D 75 A RX—KNIP 7 RLAZAHZL. [OK] &iE
RUET,

[What is the remote tunnel endpoint (closest to computers in Endpoint 2)] T, [Edit] Z#RL &
T, [IPv4 address] 71 =)L RIC, BRE77AINICHD RV 1 ORETSAR—KF—b
JIADIP T RLA("Remote Tunnel Endpointy #Z8) ZAHL. [OK] Z&RL F
ER

/A Important

RZIL2ICHLTCOFIRZRBETHEGE, PRI 2OIY RRA2 KNEERL
TLEEV,

[Which computers are in Endpoint 2] T, [Add] Zi&iR L £ 9, [This IP address or subnet field]
ICVPCOCIDR7OYVZAALT, [OK ZERLET,

/A Important
[Which computers are in Endpoint 2] "RRENBD X TR A TOJTRY Y AZ2Ao0O—)
LET. CORTYTHETITBDET, [Next] ZBIRLBVWTLEE VN, H—/N—(T#
MTEBLIBYET,
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i New Connection Security Rule Wizard [
Tunnel Endpoints

Specify the endpoirds for the IPsec tunnel defined by this rue

Sieps: Which computers are in Endpoint 17 A
& Fue Type 172310018 Add...

p Turnel Type

& Reguirements

@ Turnel Endpoints

& Authenticaton Metho

wihertication Methed ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile
IFv4 address: |1?:.r.3' 1336 Edit._
@ Name

|PvE address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewall with Advanced Security Properies.

What is the remote tunnel endpoint (closest to computers

in Endpaint 2)?
IPvd address: 54240204 89 ' Edt...

|PvE address |

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

10. BELEIXNTORENELVWC E &L, [RN] ZEIRLE T,
1. [RREEAE] R—2 T, [FHMERE]. [DAZNAX] OJEISERLET,
12. [First authentication methods] T, [Add] Z3&IRL £ 7,

13. [Preshared key (BaIHEF—) ZBRL., BET77AMINICHZDEGHEF—DEZADL T,
[OK] ZZEIRL F T,

/A Important
RRIL2IEHULTCOFIEZRYRETHEEGRE. MR 2OEHABFF—2ERLT
<EEL,

14. [First authentication is optional] AMEBIREh TV W & 2B L. [OK] ZEIRLFT,
15. PRN] ZBIRLE T,
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16. [F7OA77ANIR=DT, [RXAU) [TTFAR=K] INTVYIID3D2OFITYIRY IR
EINTHAICLET, (RN ZERLE T,

17. [Name] R—> T, #EHIIL—ILOEZH (VPN to Tunnel 1A E)ZEADL, [ET] ZBRLE
ER

FROFIEZZEIEL, RETT7ANCHD I RIL2O0F—2ZEELET,

TTTHE. VPNERIZ2 DO RILFBEENET,

N> IV DR E & HERR

R ZRIDREZERTDICE

1. Server Manager ZB& . [Tools] ZER L T, [Windows Firewall with Advanced Security] & 1R

L £ 9, XIZ [Connection Security Rules] Zi#RL £,
2. MADKRRIICODVTRODEBEEERLET,

* [Enabled] & Yes.,
« [Endpoint1] &%y NTJ—2 0O CIDR70OY Y TY,
« [Endpoint 2] I& VPC ® CIDR 7OY U T¥,
e BEEE— R (& Require inbound and clear outbound TF
+ [Authentication method] (& Custom,
 [Endpoint 1 port] I& Any.,
* [Endpoint 2 port] & Any.
* [Protocol] & Any.
3. BRI —I)L%&IRL., [Properties] ZiZIRL £,

4. [Authentication (F3EE)] X 7 @ [Method (J573%)] T. [Customize (BARAERIARX)] Z&RLET,
[First authentication methods (&1 M &2 nEJ'J"/:E)] 2. BRE77ANICHBD N RILOEL VER
HEXF—HFEETIATVER I ZREL, [OK] &2 ?Rbﬁ@“o

5. [Advanced] # 7 T, [Domain]. [Private], & & [Public] ¥ IXTEIRENhTVWBZ EEZBEEL
-

6. [IPsec tunneling] ® [Customize] ZEIRL £F, IPsec RRUITHFRODELSICREE N TV
BLEHRELUTOK ZRBIRLET, BE[OK] ZEBRLTEA7ORY VRZFALUET,

« [Use IPsec tunneling] A iBIR&E TV 3,
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« [Local tunnel endpoint (closest to Endpoint 1)] I, Windows Server ® IP 7 RL AN ZEE 1
TV, DARI—P—RIVIATFNAANEC2CA VARV ATHDEE, chiEFA1V AR
VADTZANR—=KNIPTRLATT,

« [Remote tunnel endpoint (closest to Endpoint 2)] I, O R FRILDERE TS A R—KTF—K
JIAMDIPT7RLANFBZREEN TV,

7. 2BBORRILOTONTAZHEET, CORVRIIIRULTATY T A4DS5 7 £TEH
WIRLE T,

N AR —F— PFS (Perfect Forward Secrecy) ZBICT 3

N AR —F— PFS (Perfect Forward Secrecy) ZBXMICTDICEIN RSA 2V ZFERATEXT,
I Y-V R—TIA AEBEALTCOMEEENTHo LB TE R A,

Y AR —F— PFS (Perfect Forward Secrecy) ZB%IC T3 (&

1. Windows Server T, fTLWINX > ROV RNIJA4 2 ROZBHEET,
2. XOOAXRVRZANDLET, rule_name EHZRADEFEHEIL—ILICEEL BBICEETRAET,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. 2BEHDKIURINCATY T 2% BVELET, SEE rule_name Z 2 HFE OEHKIL—ILIC
BELULEBAIICEEBRAET,

Windows 77 A7 04— )L Z&ET D

H—N—0OEF1VFA4I)—IIZRELLEE, RETSAR—RKNTF—RNIIAEEFHTRHLDICER
7% IPsec BREZITVWE T,

Windows 77 A7 04— )L ZRETDICIE

1. Server Manager ZB &, [Tools] Zi&R L T [Windows Defender Firewall with Advanced
Security] Zi2IRL £, XIZ [Properties] ZZRL £ 9,

2. [IPsec Settings] X7 ® [IPsec exemptions] T. [Exempt ICMP from IPsec] & [No (default)] (2
BO2TWVWBE&ZBELE T, [IPsec tunnel authorization] A" [None] TH 2 & #BEL £ T,

3. [IPsec defaults] ® [Customize] ZiEIRL £ T,
4. [Key exchange (Main Mode)] ® [Advanced] Zi#iR L, [Customize] ZiEIRL £,
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5. [Customize Advanced Key Exchange Settings (F —X O FHFRE D HAZ N 1 X)] O [Security
Method (EF 21 UT A XYY R T, BHIOIRNJVICXROTF7 ) MENERAEhTWVWE L
ZWFELET,
- E5M: SHA
- BE51t: AES-CBC 128
—X 7 )L 1) X A: Diffie-Hellman Group 2
* [Key lifetimes] T, [Minutes] /" 480 T [Sessions] /" 0 THh3 & ZHRLET,

REF, BEZ7AILOROIMIICHBLET,

chso

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. [Key exchange options] ® [Use Diffie-Hellman for enhanced security] Zi2R L, [OK] Zi&RL
79,
7. [Data protection (Quick Mode)] @ [Advanced] Zi®iR L, [Customize] ZiZIRL £,

8. [Require encryption for all connection security rules that use these settings] ZiERL £ 7,
9. [Data integrity and encryption ] XD XS IZFT7 A ) MEDERICLET,

- ZOK3JL:ESP

- BS54 SHA-1

- BES1L: AES-CBC 128

- B2HAR: 60 &

CNSDERREZ7TAILOUTOI MNIICRISLET,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. [OK] Z3iZIRL T [IPsec DRENHARXIA X ZATOATRY 2 AIZRY ., BE[OK] %8R
THREZRELET,
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ATV 5 FLELTVWAY—RNUVI /M OBREZBRICTS

R, T—=RIVIANFERATEBRL B 2LES5KRETADELIICTCP ZRELET, TN, LA
N 1) — HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters ZZEL £ 7,
COARATY TR, Ch&VYFAIOEIZIVEZETLTIASEFTLTILKEZY, LPANIF—DOEE
B, U—-N—ZBEBIDILENHBVET,

FLELTVWRY— NI I/ 2BETSICE

1. Windows Server TN > ROV 7 NE & PowerShell v a2 B L, regedit EA S
LTLPANIVIF1 R Z2REBLET,

2. [HKEY_LOCAL_MACHINE], [SYSTEM]. [CurrentControlSet], [Services]. [Tcpip].
[Parameters] DJEICREL X7,

3. [Edit] XZ 21— [New] Zi&IR L. [DWORD (32-bit) Value] ZBRL £ 7,

4. FBi& L T [EnableDeadGWDetect] Z AN L &£ T,

5. [EnableDeadGWDetect] ZiBIRL TH S, [WE]| X _1—0 [EF] ZBRLFT,
6. [Valuedata] IZ "1, &ABL. [OK] ZZEIRLET,

7. LZANUIF42ZKTL, Y—N—ZHEBLET,

SEMIZ DV TIE. Microsoft TechNet Library ® TEnableDeadGWDetect; S B L T &V,
ATY 7 6: VPN EHRZTARNTS

VPN BN EEICEEL TVWAETARNTRICEK, 1 ARXAZ VPCATEHL, 12—
IYBNMIERENTVEVZLEZRRBELET, 1V AXAZREL 2%, Windows Server 57
FAR—RKNIP7RLAICFML T ping ZERITLET, VPN RO XRILEF, DAEY—T—KDIATF
NAADSRNTZ T AV INERENDEEICHABENET, LA DT, ping IN > RE VPN it
ZRABLET,

VPN ##HE2TARNTBATYFIZDOVWTIE., TSite-to-Site VPN 42T ANT 2, 28RBLTLE
=L

ping I RFAKL -BE, ROBERERBLET.

« VPCHDA VARV ALK U TICMP AEFREND K5I, EFa1UFTA4TIN—=T0I)L—ILH
BREETNTWVWA LR LET, Windows Server ¥ EC2 A VARV ATHDEARK. £F2
DFATIN—=TDFIRNNTIRIL=ILTIPsec RZ T4V INFTENTVWBDEEBRELE
Fo FHMICOVWTEE., "Windows 1 VAR ADHEL ZSRL TS EEV,
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http://technet.microsoft.com/en-us/library/cc960464.aspx
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s ping RDA VARV ADARL—FT A VT ATLN ICMP ICRETBELSICREENTVS
CEEBFELET, Amazon Linux AMI OWI hhZFERTH 28O LET,

s ping RO A AR AN Windows 1 VARV ATHIHEE. TOA AR AILEL
L. Windows 77 A4 70 A—=)LTA>/)\J> RICMPv4 ZB%ICLET,

e VPCEERYTZYRNDIL—RNTF—TIIHNELLKBEETNTVBREEZERELET, FHICOV
Tk, "TATY 7 1: VPN #&2ERL, VPC ZRETH ) ZSRBL TS EEL,

s AARN—YT—RNIDIATFNAANEC2A VARV ATHDEBEEEF. 1 VAR AICKH U TEE
AR FIY IONEBIICHE >TVWBREZHALET, FHMAICOVTIE, "Windows 41 A&
VANERE, BSRBRLTLSEETL,

Amazon VPC 11>V —)JL® [VPN Connections] R—> T, AL TV VPN EHGEEZBIRLET, 1
EZEBEORN U RINEEBRETT, 2BFEBORNXRILE, RIORN RN ELETIETHEATIELE
AN, BEFHVETY, BEILENERNRILEBITDDICHEIANDEN HYET,

NAZI—=T—RNIDIAFNAAORNZ TN 1—FT127T

ROREY O, DARI—=T—KRIIATFNAADELROBEONS TN 1—FT12TJICRIUS
x9,

—mNBETARNOHAIZ DV TR, (Site-to-Site VPN iz T AR T2, Z2FRL T EZ L,

cOtEOa>oREY JEAICE, AWS Site-to-Site VPN OJ ZFEAT D &, VPN EHRORBED
RTINS 1—FT AV IRERIIRADBEN B ET,

NEY D

s R—H—45—KNDIAZ7O0RDLEFERIZDEEOERONT TN 2 —FT142Y

c R=F—4—KJTAZ7ORINEFEALEVERONS L1 —F12T

+ CiscO ASA HARABX—S—KNDVIAFNAROERONZ TN 1 —FT142Y

+ Ciscol0S HARIY—S—KNDIATFNARQOEEO T IIINa—FT142Y

s A= —— D470 JILEREZFERALAEWV Cisco I0OS HARY—T—KDIATNARA
NDRZTINZa—F120

* Juniper JunOS ARZXY—S—KDVIAFNAROEHRONZ TN 1 —F142T

+ Juniper Screen0S WAZN =S —KRIVIATFNAARAQERONS TN 21 —FT127

« Yamaha O AZI—T—RVIAFNAAOERORZ TN 2 —F12Y
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0DV —A

« Amazon VPC 7 #—35 A

« Amazon VPC A®M VPN R RI)LIEHGORBREZ RS TN 1 —TFT 40 F2ICEESThERVNT
FThH?

A== —KNIOI4A47OR N ZFEATIHEEOERONZ I 21—
TAT

RORERIF, R—F——KNJI470ORTJ) (BGP) ZFEATRIHAZN——RNIDITA4F/N\A
A2 RNTZTIN221—FT42009F%, — OB FIEZRLTVET, £, N1 RAOF/NNY Tilses
BMCTREZ2BBHOLET, FHMICODVWTE, =R IITATFNA AR A —=ICEVEDET
<EEV,
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IKE IKE Security Association X FET AL ESH ZHRLET,

IKE Security Association (&, IPsec Security Association ZHX 32 = HICFEHAE N
P2F—ORMWUIMSETT,

IKE Security Association A% WBA &k, IKEREZBRELE T, RE7 7 ALK
ThTW3, BE51L, REE. Perfect Forward Secrecy, 8 KRFE—RD/NTX—&
ERETIHLENHYVET,

IKE Security Association A" FE T 25 Ak, "IPsec [CHEKAET,
IPsec IPsec Security Association (SA) ' FET AL ESH ZHRELET,

IPsec SA R RILBETT, DAEN—S—KRIITAFNAARICOT) &BET
L. IPsecSANTITATHESHERRBLET, RET7AILICRENTVS,
BE51{t. FBEL. Perfect Forward Secrecy, S RTE—ROD/NTX—XABEE N T
WBLzBRELET,

IPsec SA A EHE LB VFEE., IPsec SREEEIRLET,
IPsec SA N EHETRHEEEK. "hoXRILL ICERAET,

RN BEOTTATIA=INIIL—LIFEYRNTYTERhTVWREZRRALET (JL—
LOVARNCO2WTR, T4 22—V BNEAAERI—T—KDIATNAABD
J7AT7F#—)\DHREL &ZR). EY RTYTEhTVRHEEEF, RICEXAFT

[o]

RRIERD IPEEIHDHESH ZHBLET,

RORILODZNEFNORIC, BRETFALTEEEQLIP 7 RLANFEERET,
RETZAR—RNT—RNIITAFTRLAR, BGP XA /N—F RLAELTHEAE
hET, NARI—T—RNIIAFNAALS, COT RLAILLKTS ping ZX
TL. PR T4V INELKBESIBLTCESHKENATVRIAESH ZHIBLE
EE

ping "KM L IBERE, FORILAVE—TIAAREZHIEL. ELVWIPTRL
ANBEENTVWR L ZHRBLET,

ping AR L 2B &k, "BGP. ICHEXET,
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BGP BGPET U Ty avHTFTITATHESHEERELET,
ERNRINICOVT, ULTFEEITLET,

* HARI =T —RTDITAFTNA AT, BGP AT —RAN Active izl
Established TH®HAESH WAL ET. BGPETHTITATILBDFE
THIOBDLABDBENFHBYET,

¢« NAZI—T—RNIVITATNAAFBRBTZAR—RNT—RITIA\NDTT*)L
NJL—K (0.0.0.0/0) 27 RNZAAXL TV ZREBLET,

RRILAZOREICEWVWESE, BGP REZHIEL T,

BGP ET7 AU E n=FERF., TL74YIRERTIY, TLT7 1Y IARETR
NEALALT, RYRILHNELLKBEENET,. GHADRNRILAZORETHS
CEEMRBLET,

R—FX—=T—KI7T47OJNZEALBEVERONZ T2 —FT 4

>

ROREFREF, K—F—4—KRII47ORIIL (BGP) EEALBEVHRARZI—F— I I AFN
ARENSTNYI=F 42T FB, —BUBFIEERLTVET, £, F/NAAOF/NY T #8E

ZEMITRELEZBBOLET, FHIC OV, "RV TATFNA ARV E—ICEHVEDE
TLEE L,
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC
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IKE IKE Security Association X FET AL ESH ZHRLET,

IKE Security Association (&, IPsec Security Association ZHX 32 = HICFEHAE N
P2F—ORMWUIMSETT,

IKE Security Association A% WBA &k, IKEREZBRELE T, RE7 7 ALK
ThTW3, BE51L, REE. Perfect Forward Secrecy, 8 KRFE—RD/NTX—&
ERETIHLENHYVET,

IKE Security Association A" FE T 25 Ak, "IPsec [CHEKAET,
IPsec IPsec Security Association (SA) ' FET AL ESH ZHRELET,

IPsec SA R RILBETT, DAEN—S—KRIITAFNAARICOT) &BET
L. IPsecSANTITATHESHERRBLET, RET7AILICRENTVS,
BE51{t. FBEL. Perfect Forward Secrecy, S RTE—ROD/NTX—XABEE N T
WBLzBRELET,

IPsec SA A EHE LB VFEE., IPsec SREEEIRLET,
IPsec SA N EHETRHEEEK. "hoXRILL ICERAET,

RN BEOTTATIA=INIIL—LIFEYRNTYTERhTVWREZRRALET (JL—
LOVARNCO2WTR, T4 22—V BNEAAERI—T—KDIATNAABD
J7AT7F#—)\DHREL &ZR). EY RTYTEhTVRHEEEF, RICEXAFT

[o]

RRIERD IPEEIHDHESH ZHBLET,

RORILODZNEFNORIC, BRETFALTEEEQLIP 7 RLANFEERET,
RETZAR—RNT—RNIITAFTRLAR, BGP XA /N—F RLAELTHEAE
hET, NARI—T—RNIIAFNAALS, COT RLAILLKTS ping ZX
TL. PR T4V INELKBESIBLTCESHKENATVRIAESH ZHIBLE
EE

ping "KM L IBERE, FORILAVE—TIAAREZHIEL. ELVWIPTRL
ANBEENTVWR L ZHRBLET,

ping AARKIN L 2B E k., T#MIL—h. ICEXFT,
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BHL— BFRILECOVWT, UTZETLET,

k
« RYRILTROKRY 7ELTVPCCIDRADENIL—RNFEMEhTWVWEEE

HEELET,

e Amazon VPC OV —/)LTEBHNI—KFEMEATVWD ZZ2HEFEL. KNS
74V IFABRY NT—D LN —TFT 12T FTBELSIRBTZAR—KF—b
JIAICERLET,

RRILAZOREBICBEWVWEERE., TN AREZHBALET,
RRILAWTNEZDRETHD L Z2HBLIES, BTTY,

Cisco ASA HARY——KNIDIAFNAADEHORNTTIN>1—F 4
g
Cisco DHAZI—T—KRIDIAFNAADEZEEZRNSTIN1—F 1200384

ik, IKE. IPsec, L—FT 1T 2ZBLET, chSOEFBEFEQIEFTINZ TN 21 —F1>
JTEEIN. IKEAS (RYRIT—TAEZYIDOTHAS)BALTLICELZEZHEOHLET,

/A Important

—3ED CiscoASA TR T IT A TIAZYINAE—ROZAHR—RERhTVWET, h
50 Cisco ASA 2 T2BEE. TIOTA 7B ZLEZ—EIC1HAOKRIETESE
o RO RIAFARAICE2IZBEICOR, MEDARINA N RILHFT D
TATIBYET, RZVNA BRI, O T77AIILTROIS—2ERKTRDEED
HYERTHN, COIT—RFEHRTEEFT, Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

IKE

LTOOXRY RZEALET. COLARVAR, KEFEULKBEENLEAAEIN—T—KTIA
TNAARZERLTWET,

ciscoasa# show crypto isakmp sa
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Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type . L2L Role : initiator
Rekey . no State : MM_ACTIVE

ROZRIHNTEEENEUE—RNT—RNIJIAD srcfEZEL 1 DULEDITHARRENE

¥, state l& MM_ACTIVE, status l& ACTIVE &RV ET, TORNUAFBWNEES, EEEINY
HFRIOREEICEZ S TVWRIEESE., IKEAELLKBEENATVWAVWCEERLTVET,
ESIENTTNDa—F 120 F3EE. ROOY REERTLTEHEBEREREMHITAZOT XY
Tt—EBRMICLET,

router# term mon
router# debug crypto isakmp

TN TEMCTBICE, ROV REZEALEY,

router# no debug crypto isakmp

IPsec

UTOOXY RZFEALET. COLARVAR, IPsec FELKBEENLEHAARN—T—KTI
1 TNAAZRLTVERT,

ciscoasa# show crypto ipsec sa

interface: outside
Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/0)
current_peer: integ-ppel

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0

Cisco ASA 113



AWS Site-to-Site VPN I1—H—HA K

#pkts not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#tsend errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.: AWS_ENDPOINT_1

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: 6D9F8D3B
current inbound spi : 48B456A6

inbound esp sas:
spi: Ox48B456A6 (1219778214)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: Ox6D9F8D3B (1839172923)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

BRFRILABE—=T ITALAIZKL T, inbound esp sas & outbound esp sas AFLVFhERXR
TENEFT, cnld, SANFTEN (Bl: spi: 0x48B456A6), IPsec NELLKEREENTVWD L%
BIIRELTVWET,

Cisco ASA TlE, IPsec ik, RREBDRT T4V Y (BEILTIHENHDRNT T 1Y 9) FEE
ENEBEICOKRRENET, IPsec ZEICTITA7ICTBICE., SLAEZX—%Z2RETSC
LEBEBOHLET, SLATZX—F, RREBLBRNST TV U ES|EHREEEFEL., IPsec ZEICT Y
TA7ICLET,

T, RO ping ARV REFALT, RO I—>3a a2BALTLICBEH TS &% IPsec (Ci#
HITBDEETEFET,
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ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = O@ms, Maximum = @ms, Average = 0ms

ESILRNTTND1—FT42TF256R. ROOXV REFERALTIFNY T ZBMICLET,
router# debug crypto ipsec
TINY T2 BEHCTRHICE. AOON RZFEALET,

router# no debug crypto ipsec

N—F1>27

hYRADES—HOWT ping ERITLET, MEELTLBBAR, IPsec ERYT BBEN )
T, MELTULEVEAR, 7ORAUANERRAL. 50 IPsec Y3 E8RLET,

AVAZDALEETERVEEE, ROBHREBIEL XTI,

1. POERAVARNY, BESEXYTICHERTSAERNS 74 Y D ZHTITRLSICREENTL
P ERALET,

ChZzT3lE, XOONY RZRITLET,

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name 1 set pfs

crypto map VPN_crypto_map_name 1 set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2
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crypto map VPN_crypto_map_name 1 set transform-set transform-amzn
crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

2. ROONVRZHERALT, 7TOVRAVANZ2H#RELET,

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. TUVEAVARNNFELWZEZHBRALET, ROTIVEAVANITR, VPCHT XY K
10.0.0.0/16 NDIXTORAFLRNZ 714V JZFALTVWET,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. Cisco ASA 7*/N14 AN S traceroute ZE1TL, Amazon JL—&— (L& X
&, AWS_ENDPOINT_1/AWS_ENDPOINT_2) \I_EET I A ESH ZHEBLEFT,

ZhAH Amazon )L—Z—I(CEBEL =5, Amazon VPC OV — )L TEMU E#ENIL—NE, 45
ENDAVAZRADEF1)TA4T)N—T7%28RE LET,
5, E8ICNTTIN2a—TF14200F2EE . REEHERELET,

Cisco I0S HARN =T — R IIATFNAAQOEEONT T 1—T 4

>

Cisco DHAZI =4S —RIIAFNA ADEEERS TN 1—FT 12 IT25E

Ik, IKE, IPsec, h>XJ)., BGPD 4 DNEXRZEBLFET, ChSOEHEFZEDIEFTRT T
Lo1—FAVITEETH. IKEAS (RYRIT—UARXYIOTAS)BBLTLEICEE %
BEHLET,

IKE

LTOORY RZFEALERT. cOLARV AR, KEAEULKEREENEAAZIN—T—KDIA
TNARAZRLTVERT,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA
dst e state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ® ACTIVE
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192.168.37.160 72.21.209.225 QM_IDLE 2002 @ ACTIVE

ROZRIANTEEENREUE—RNS—RIJIADsicBEZEL 1 DULEDITHARRENE
¥, state [ QM_IDLE., status & ACTIVE &EBWET, T RNUNFBVWEE, FEEINUD
BlORREIZCE > TVWBRHBEE., IKENAELLKEREETENTVWAEWZCEZRLTVET,

ESIERNTTND1—FT 142009356 R. ROOANY REZXTLIZHERZRMITZOT XY
t_yﬁﬁ;{\j”v:bﬁjo

router# term mon
router# debug crypto isakmp

FNY T #ENCTBICE, ROOAI REFALET,

router# no debug crypto isakmp

IPsec

LTOORY RZFEALET. CcOLARV AR, IPsec NELKREENIEAAIN—T—KhDI
1 TINARZERLTVWET,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0@

#pkts not compressed: @, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors @, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)
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inbound esp sas:

spi: @x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0xB8357C22(3090512930)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface:
Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

Tunnel?2

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0
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local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi: 0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

BRRINLAE—TIAAIZKL T, inbound esp sas & outbound esp sas AFVWFhER
TENET, SANREN (f: spi: O0xFI5D2F3C), Status A" ACTIVE &% 2 TWhIF, IPsec i
EULLKBREENATVET,

ESICNT TN 2—TFT120T325EE. ROOIREFALTFENY T ZEMICLET,
router# debug crypto ipsec

ROIANY RZEEALT, FNYIT2EMICLET,
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router# no debug crypto ipsec

NxIL

BUIC, BEBTFATIA=INIL—INHDEZ2®IBLET, FMHMCO VTR, "T18—%Y
NEAARBRY =T —RIDIATFNAABOTI7FATIF—I)IDOEEL ZZRLUTEZL,

TPATIA—NL—AFELL Y 7Y TEhEBER, KOOIV RTRITLYI—F 12
JEMELET,

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0@ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

line protocol A"RITEhTVWB L ZERLET. FURILDY—AIPFTRLA, V—RARAL>
B—TIAA, BLRUOBENFTNEFN, IPTRLAABOHDAZII—T—RITATFNAA, 1~
B—TIAA, BLTPIPPRLAABOBREBTZAR—KT—RIIA DR RILFREICHDLTS
CEEBRELUET, Tunnel protection via IPSec Nf"BEHETDCEZMIBELET, MAD KN
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FNAVE—TIAATION D RZRITLET, BEZHRTDICE, REZHEL, DARI—
T—RIOITATFNAANOYENBZERZHEELET,

T, ROON RZFEAL T, 169.254.255.1 Z{RBTSAR—KNF—RITITLA(ORZFIP 7 R
LATEZEM®RAET,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

5EDBEFFRRENET,
ESICRNTTND1—FT10TT2HER. REEEIALET,
BGP

LT REEHALET,

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

MADRAN—DRRENET, TLETNIIXHL T, 1 O State/PfxRed EANRRENET,
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BGPET7 U IHAEEBLTWABERE., DAERI—T—RIIAFTNA AN VPCADT T #)L K
JL—K (0.0.0.0/0) 27 RNZAAXLTWVWB & ZREBLET,

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1

TSI, VPCICRISTRTL 7 AV I REBRBTZAR—KT—RIIAHSZFRo>TWAZ L
ZHELET,

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

ESIERNSTILYI—F 425280, BEERRBLET,
R=A—=—KDITA7ORIELEZFEAL &L Cisco I0S HAZRAN—
F—=RIDITAFNAADRNZ TN —F12T

Cisco DHAZI—T—KRITAFNAAOERERNZ TN 1—FT12 T 5256

iE. IKE, IPsec, RYRIDIDNEXEZEBLET., ChSDOEFZEEDIEFTRS T
SA-—TFTAVITERIN, IKEDLS (RYRT—TJARYIDTHS)RBRLTLECEDLIEEZS
EOLET,

IKE

LTOORY RZFEALET. CcOLARV AR, KEAEULKEREENEAARAZII—T—HhDIA
TNARZRLTVERT,
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router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
174.78.144.73 205.251.233.121 QM_IDLE 2001 © ACTIVE
174.78.144.73 205.251.233.122 QM_IDLE 2002 ® ACTIVE

ROZRILATEEENEVE—RNS—RNIIA D stcBEZED 1 DULEDITARRENE
9, state [ QM_IDLE, status & ACTIVE AW ET, T RNUABWEES, FEEINUA
BIOREICE>TVWEBEEIERF. IKENELLKEREENATVWAEVWCEZRLTVWET,

ESICNTTIIND1—F 4203356, ROOXYY REZRTLTIOMEREZRMHIZOT XY
D2 BMILET,

router# term mon
router# debug crypto isakmp

TINY TEMCTRICE, ROV REERLET,

router# no debug crypto isakmp

IPsec

UTFOOYY REFEALET., COLAKRY AR, IPsec FELKREENEHARRII—F—RII
£FNAAERLTVET,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0@

#pkts not compressed: @, #pkts compr. failed: 0
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#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors @, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi: @x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:
outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
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#pkts
#pkts
#pkts
#pkts
#send

local

decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

ERRILAVE—TIAARIZHLT, 41 2/NJ2RD esp sas EFIR/NT2 RD esp sas
FOWTNERTRENET, chid. SAHNFREN (Bl: spi: 0x48B456A6), AT—R AN ACTIVE
T, IPsec FELKBREENTVWR L ZRRELTVET,

ESIERNTZTIND1—TFT12T7F%5HEEF. ROOAXV RZ2FEALTTFNY T Z2BHICLET,
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router# debug crypto ipsec

TNV T ZEBCITBICE, AOOARY REFEALET,
router# no debug crypto ipsec

NZxIL

B, BEBTFATIA=INIL—INHD 2B LET, FMCO VTR, "T18—%Y
NEAARBRRX =T =RV IATFNAARABOTI7FATOA-I)DOFEEL 2ZRLTLEEL,

T7AT A= LL—LFELL Y NP Y TEnEBEE. ROIIYKRTRS TS 1—F 4>
JEMELET,

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 205.251.233.121
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles
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line protocol AFRTENTVWR L ZBFRELET, RRILDY—AIPFTRLA, V—ARSEZ—

TJ7IAAR, BRUVBBENF TNEN, IPTRLAABODARI—T—RIIATFNAAR, 412 3—

TIMAA, BREIPT7RLAABOREBTSAR—KNTF—RIIA DR RIILBRELCRBTD L
WL E T, Tunnel protection through IPSec AFEETZD L EBWRELET. AN
ZNAVE—TIAATAR RZRITLET, BEZHRITBICE. BREEZERL, hAXIY—

F—RIIAFNAANOY BN ERZEALET,

T, ROONX RZFEAL T, 169.254.249.18 Z{REBTTANR—KNTF—RNIITLA(ORZFIP 7
RLATEBE®RIET,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

S5EDBREFFRRENET,
N—F1>27
BOIL—RNT—T7 L ZRRTDICE, XOON REFEALET,

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

mMEORNZILEZBHL = VPCCIDR OEMIL—IMNFFEELTVWSR L ZERLET, FELEWV
BEEE. RICRTESICEBNIL—NEZEMLET,

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

SLA EZZ— DR

router# show ip sla statistics 100
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IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes DfElE, SLAETZZ—ANEEICEY RTYTEnEAESHZRLET,
ESICRNTTND21—F 1409288, REZWIELET,

Juniper JunOS HARI = —KRIIATFNAAOEHZEONT T I 1—
TAT

Juniper DHARI =S —KNIDIATFNAAQOEHKZNZTIN1—T 1200256

l&. IKE. IPsec. R, BGP D4 DNEXZEZEBLET, ChSNEFHEFEEDIEFTRS Y
NoA—FT AT TEETN, IKEAS (RYRNT—DRAZYIDTHAS)HBRLTLEIZEDZ L%
HEHLFERT,

IKE

LTOOXRY RZFEALET. COLARVAR, KEFEULKBEENLEAAEZIN—T—KTIA
TNARAZRLTVERT,

user@router> show security ike security-associations
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Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

ROZRILATEEENEVE—NS —RFIIAOVE—RT7RLAZELC 1 DU LOINARREQ
F9, State FUP IZB2TVBRENFHYVET,. TOMIUFBVEE, EFLEI NI BIOWR
BICE2>TVWSEHEE DOWNAE) IFE, IKENANELKEREENTVEWCEZRLTVET,
ESICNTTND2A—TFT12TF25EEF. RE77AILOHITHREEATVWSDERSIC, IKE ML —
AFT2arvaBAMIVLET, RIZ, UTOIAN RER[TITDE, SFTFRETFNYIXYE—D
FEEICKRTRENET,

user@router> monitor start kmd

ABRARNA S, KOOI RTAOT 7 7ML EHZRMEBTEERT,

scp username@router.hostname:/var/log/kmd

IPsec

BLTFOOXR REFRALET. COL AR AWK, IPsec NELLKEREESNEAAEZY—S—KDI
1 TFNAAERLTVET,

user@router> show security ipsec security-associations

Total active tunnels: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0
<131074 72.21.209.193 500 ESP:aes-128/shal ddl6c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0

BHNCE, (VE—RM—RFIIACHRHEITR)T—RNIIATRLAZEIC 2TRENRRE
hET, BITORBRICHDIF LY N (<>) . BEDINIDOKRZ T4V IDFHZERL TL
Y, ALK, I ONIVRRNZ T4V (RETFAR—RNF—RIIAHASIDHARN—
T—=RIIAFNAANDRT T4V D, T<) TRENKT)BRETINNTIRRIZ T4V D
(> TRENF)ABLDITELTEENTT,
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ESIERTZTINDA—TFT12T7F%HERF. KEORL—RFATZ3a22FHIILET FHEICOV
Tk, IKEICBT 2R NOEIZ3IVZEZRLTSEEZV),

NI

BRI, BEBTTFATIA—NII—IIFHBDEEZ2E5 —ERRBLET, L—IILOVAKCID L\'C
FE. MUYV RNEAAREI—T—RIVIATFNARBDIFATIF—INDRE 2SR
<EZEL,

TPATIA—LL—AFELL Y 7Y TEhEBER, ROIIYRTRITLII—F 1>
JEMELET,

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Security: Zone AMIELVWC & ZFRL., Local D7 RLANDAERIY =T —KRDIAF/NA1AD
ROZRILRFBOT RLAE—HITDEERRELET,

RIZ, LTFOOXR RZEFEHAL T, 169.254.255.1 IR T SAR—KNTF—RKNIDITALAORZBIP T
RLATEZEVRAET, KILRTEIDIBLARV AN ERELTRENET,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

ESICNTTIIND1—FT120TF%5E6E. REEHEIELET,
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BGP

LTOOXY>Y RZRITLET,

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0

ESIENTTNaA—FT 4209286, ROON REFEHAL T, 169.254.255.1 Z#{R4E7

FAR—RNT—RIIAORAEFIP 7FRLATEE|ZAET,

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>

Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0

Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0

BFD: disabled, down

Local Interface: st0.1

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast

Juniper JunOS

131



AWS Site-to-Site VPN I1—H—HA K

NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[Q]: ©

B O R B R

— _Tlk, Received prefixes $ & Advertised prefixes " EFhEFN1ICBE2>TVERT,
chld, Table inet.0 o> a>AICHYET,

State A" Established TH&WH Ak, Last State 8KV Last Error ##EEL. BEDOELE
CHEBREZHFLLERLET,

BGPET7 U IAEEBLTWABER., DAERIY—T—RIIAFTNA AN VPCADT T #)L K
JL—h (0.0.0.0/0) 27 RNZAAXLTWVWB & ZREBLET,

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

TSI, VPCICRIETBDTL 74 Y ORZRETSAR—RNTF—RIIAMASZTH>TWA L
EHERLET,

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1
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Juniper Screen0S NARN =T —KR I I A TFNA ADEHEDONTT I
>a1—FT42Y7

Juniper ScreenOS R—ANHARZXI—T— KNI IATFNARAQOEHRENZ TN 1—FT1420TFD
BZBEalk. IKE, IPsec. FXIL, BGP N4 DNERZZEBLE T, chSOEEZEENIEFTH
ZTNDA—FT AT TEETHN, IKEAS (RYKNID—VAREZYIDTHAS)HALTLICEDC
EZBEHLET,

IKE & IPsec

LTOORY RZFEALET. cOLARV AR, KEAEULKBREENEAARAZIN—T—KDIA
TNARAZERLTWET,

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002< 72.21.209.225 500 esp:al28/shal 8004l1cas4 3385 unlim A/- -1 0
00000002>  72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -10
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001>  72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -10

RYFRILATEEENIEZVE-—RNT—RNIIAMDOUVE—RNTRLAZEC 1 2ULOITHFRTREN
£¥9, StafElk A/-. SPI & 00000000 SAAD 16 ERIZBE>TVBIMREN HYET, TOMDIK
ROTIRNJE, IKEAELKREENTWEWIEZRLTVERY,

ESICRNTITND1—TFT1VTT2HER. RET77ALOBTHERENATVEIKRSIC, IKE ML —
AFT2 a2V #BHILET,
NI

BRI, BEBTTATIA—NIIL—IIFHD 2t 5—ERABLET, L—ILOVAKMIDO2WVWT
., M2 —XFRYDENAEI—T—RIVIATNARABDIFATIF—INDHREL 25RL T
<EZW,

77ATIA—LL—AFEL< &Y NPYTENLBER. ROAIYRTRSTLY1—F 14>
JEMBELET,

ssg5-serial-> get interface tunnel.l
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Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

link:ready #*&kR"EN, IPPRLAFDARN—T—KRIVIAFNAADKRIRILOAZTHOT R
LAE—HITDEzBRLET,
HIZ, MTOOX Y REFAL T, 169.254.255.1 ZRETSAR—K S —RNIJI A OAZMIP 7
RLATEEMATT, RICRTEOBL ARV AN HERELTRENET,

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

YERE

éﬁéééss Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms
ESILRNTTND1—FT420TF256E. REEBRELET,
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BGP

BLTOIXYY RZERITLET,

ssg5-serial-> get vrouter trust-vr protocol bgp neighborx

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

WAED BGP ET7 MOIREEN ESTABLISH THAMREBEANH VW ET, Chidk, RETSAR—KTF—K
JIAANDBGP EHZNTIVT 1T THBDEERERLET,

ESICRNTTN1a—F 12093 EEF. XOOX REZFEAL T, 169.254.255.1 %#{R4E7’
FAR—=—KNF—=RIILAORFLIP PRLATEZELRZAET,

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:

Route refresh: advertised and received

Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
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update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

BGPET U IJHARBEL TWRHEERF. NARI—T—RNITIAFNAAN VPCANDT T #)L K
JL— K (0.0.0.0/0) 27 RNZAAXLTWBH L ZRFELE T, COIN RIF, Screen0S /N—2 3
> 620 MBRICEAENET,

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

ESIC, VPCIZHRBTDTL 74V IO RZBRETSAR—KNF—RNIIADSZBITH>TVWD L
EEFLET., COIOT RIE. ScreenOS /N—2 32 620 IBRICEATNE T,

ssg5-serial-> get vr trust-vr protocol bgp rib neighbox 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 IGP 7224
Total IPv4 routes received: 1

Yamaha HARXN—T—RNDIAFNAAQEGEORNSTIN>a1—F«
s

Yamaha DHAZI—T—RNITIAFNAAOELEEZ NS TIN1—F1 20358

(k. IKE, IPsec, R>XZJ),. BGP M4 DNEZRZEBLET, ChoNEHEEENDIEFTRT T
W2 A—FATTEETHN,. IKELS (RYRNT—TOARZRYIDTHS)BHBLTLEICED R
SHMHLET,
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® Note

IKED7 I—X2 THERAENS proxy IDEREW. Yamaha L—ZF—TEF 7 )L N TELD
ICBE2TVWET, chlokV), Site-to-Site VPN NDIZLETCRBARE T D AU V)
¥, JL—R—T proxy ID AFRRESNTVWAEVEEE, Yamaha ZBICERETHLHIC
AWS A" RELTVWABRET77A4IIN0OHlZSRBL TS EEL,

IKE

AFOIYY REEFLET. COLAKRY AR, KEFELKBEENEDRAZI—F—RIIA
FNA RAERLTVET,

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 i:2 s:1 r:1

ROZIATEEENEUE—RNT—RKNDJI A0 remote-id BEEECITHFRRENET, NI
ESHEEKTDE, TN TN Security Association (SA) ZRRTEE T,

ESICRNTTIIND1—FT420F2HEF. ROOX RERTL T, LHEHRZRHE TS DEBUG
LARLATXY =2 FHICLET,

# syslog debug on
# ipsec ike log message-info payload-info key-info

OJICRFENLEBEREZF YL IBHICE. ROONV RZEITLET,

# no ipsec ike log
# no syslog debug on

IPsec

UTFOORY RERFLES., COLAKRY AR, IPsec FELKREENEHRRII—F—RII
£FNAAERLTVET,

# show ipsec sa gateway 1 detail
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SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: k% %% %% %%k %% (confidential) k% %% %% %%k %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %%k %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %%k %% (confidential) k% %% %% %%k %%

BERRINABRA—TITA AL T, receive sas & send sas YOWIFNERRENET,
ESICRSTND1—F 14092 EEF. XROOX REZFALTFENY T 2BMICLET,

# syslog debug on
# ipsec ike log message-info payload-info key-info
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ROOAR RZRFTLT, FNYITZEMILET,

# no ipsec ike log
# no syslog debug on

NxRIL

B, BEBTTFATIA=NLN—IIFGHDEZHELET., L—ILOVANIDOVWTE, T4
VE—RYBNENAZII—T—NIIAFNARABRI7FAT VA —INDRE, €ZRLTLEE
W,

TPAT A= LL—LFELL Y RPYTENEBEE. ROIIYKRTRSTAS1—F 4>
JEMELET,

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

current status BN A5 4 > T Interface type & IPsec ICBE 2 TWVWBH & ZHRELET,
WMADKRYRILAVE—TIAATOAN RZRTIBDCEZHWRALET, CCTINTOBEZH
RIDBICE. BREZHBLET,

BGP
BLTOIXY RZERITLET,

# show status bgp neighbor

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
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BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

MAEDZRAN—ARRENET, ThENICXHL T, Active O BGP state EARRENET,

BGPET VUV IHAEEHLTWEHERE., HAERY—T—RNIIAFTNA AN VPCADT T #)L K
JL— K (0.0.0.0/0) 27 RNEZAAXLTWAH L ZRELE T,

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

TSI, VPCICRISTBRTL I AV VRZRBTZAR—RT—RITAHDSZFW2TWAZ L

ZHELET,

# show ip route

Destination Gateway Interface Kind Additional Info.
default IRk BIRIES Rt RIRIES LAN3 (DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124

Yamaha

140



AWS Site-to-Site VPN I1—H—HA R

Site-to-Site VPN ZfFEH 9 3

Amazon VPC YV —)LE£/-l& AWS CLI ZfER L T, Site-to-Site VPN VY —AZRETEEXT,

AES

« AWS 257 R WAN O Site-to-Site VPN 7 ZY F X NZEERT S
RSUDYRT—RIIAVPNTEYFXNEERT S

- Site-to-Site VPN i ZT AN TS

+ Site-to-Site VPN E#: Z BB T 2

+ Site-to-Site VPN EHED X —5'Y NS —KNDVI A ZZETD

+ Site-to-Site VPN #4723 2 ZLEID

« Site-to-Site VPN >R AT 322 EETD

+ Site-to-Site VPN EH DRI — N ZHETS

+ Site-to-Site VPN #EHDHAZI—T—KNIVIA(ZLETD

+ Site-to-Site VPN #E#HiDRB L LRAIEHRZEES TR D

« Site-to-Site VPN kR IV RARA 2V NEEAEZO—T—>329%
« £ENTZ4~R—KIP VPN AWS Direct Connect

AWS 257 R WAN O Site-to-Site VPN 7 XY F X NZEKT
%

TOFIEIZHE> T, AWS 757 R WAN D Site-to-Site VPN 7R Y F X N EERLET,
OV =)L ERALTAWS 95T RWAN®D VPN 7E2Y FX N EERTZICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,

2. FTES—23>2~RA 2T, [Site-to-Site VPN $E#:] ZiBIRLE T,

3. [Create VPN connection] (VPN ZE&DER) Z#IRL £,

4. (A723aV)[BERT)ICE. BEOBHZAILET, ChiZkt, Name EWSF—LIBE
LEEZEOCRINERENET,

5. [R—TYRNS—KNDIARA4T] T, [Notassociated] (BIEMR TSN TWVWELA) ZBIRLF
£

6. [NARAEI—T—KRIVIA] T, LTOVWTIhAZETLET,
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10.

11.

12.

BEOHAZI—T—RIIA(2ERATRICE. BEF 2BRLTHAS, HAEIY—T—b
VIAZERLET,

NDARI—F—RDIA%ZERT DI, [New (F#8)] Zi8IRL £9, [IP address] (IP 7 R
LRI, BEANT VYO IPTRLAZADLET, [Certificate ARN (REBBE ARN)] T,
TTANR—KNIEAZE M ARN ZiBIRLE T GIAER—ANRAZFEAL TVS54E), [BGP
ASNIIC, WABN—T—KRIJIADOR—F—T—rJT470O83J) (BGP) BEZ AT A
ES (ASN) ZABDLET, FHICOVWTR., "THAZY—T—KJIAOFT 32, %
SHBLTLSEETL,

W—=TFT420F723a |7, BN BN OEESEZFERATINZBRLET,

[NZRIAREBD IP/N—23 2] T, [IPv4] Tl [IPve] Zi8IRL £,

(F7°> 3 2) [Enable acceleration] (7 V25 L—>3a>0OBML) T, FIVIRY DAZEF
CLTTFOEZL—>3a>vE2BMILET, FHMICOVTR, "EE VPN E#H, 22RL T
ZEV,

ToEIL—23a>eaEMidsE, VPNERTEAThDT7IOEIL—2—H 2 2EHEh
9, i BEMDHLYVET,

(77°2 3 >) [Local IPv4 network CIDR] (A—AJL IPv4 ¥ KD —% CIDR) T, VPN R XJL
ENUEBEEFUITIDNAZIN—S—rII4 (F7TLIR) IO IPv4 CIDR EFZIEEL
£9, 774K 0.0.0.0/0 TT,

[UE—KIPv4 XY RJ—% CIDR] T, VPN k> XILENL EBEEFT TS AWS A0 IPv4
CDR&#HZIEBELFT, 772 NF0.0.0.0/0 TT,

[NZRIANEIPN—232] TIPvE] ZEEEL LBERE. DAEIY—T—KhT T/l AWS
BT, VPN R RILEZNLIZBEZHFAT TS IPV6 CIDREHZEELET, MADOEHRDT
JFIBNE /0 TY,

(A7) [NRLATZIAV| TR, FRLZELLROBREEETERT,
« NZRIHEIPvA 7 RLAD 169.254.0.0/16 EEA 5454 X /30 O IPv4 CIDR 7O Y

T

c [NRILATIP/N—23 2] TPVE]) ZEELLBEE. RRILAIBIPVG 7 RLA®D
fdoo: :/8 & A S /126 @ IPv6 CIDR 70Y ¥,

« IKE EHiH#£EF— (PSK)o IKEV1 £ IKEV2 N—2 3 U HFHR—REhTVET,

s NORIOFHBAT a2 Z2mETHICE., [FNRILOATS a2 zmETSH]) 2 BRLE
To FFMICOVWTR, "VPN o ZRILAT 3, Z5RBLTLKEEY,

[Create VPN connection] (VPN $Z#tDERK) Zi#IRL £,
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OX > RS A FIE API ZEH L T Site-to-Site VPN &t Z2ER TS IC &

« CreateVpnConnection (Amazon EC2 Query API)

+ create-vpn-connection (AWS CLI)

NZZYRNT—RIDIAVPNTRYFXNEERT S

RSUDYRNTF—RIILTVPNTRYFXNEERTBICEK, NSOV RNTF—RNDIAERD
ABRI—T—RNVIAZEETIHENf HVET, COFIEZETIDEIC, NFZDY RTF—b
DIABERTIYVENHVY) ET, Transit Gateway DIER D EFHIZ D LTIk, Amazon VPC Transit
Gateway® "Transit Gateway, 2B L TS E&E L\,

A2V =L Z2ERALTRZIZYRNT—RIIATVPNTRYFXY N EZERTDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FEH—I 32 RAT, [Site-to-Site VPN 5] ZZIRL £ T,

3. [Create VPN connection] (VPN #E##NDER) ZiBIRLE T,
4

(F723V)[BEIRTICE, BEOBHZADLET, ChlCKkV, Name EVWSF—EBE
LEfEZBCRINMERENhET,

5. [R—7YRF—RITALRAT] T, [NFUIY R —RITA] EBRLTHS, hSVTY
NP —RUIAEERLET,

6. [NAEI—T—KRTIA]T. LTOVWThAZRITLET,

« BBEOHAZRI—T—RIIAZFEATHICIE, BIFE ZRBRLTHS, DARXI—T—K
DIAZBIRLET,

NDARI =T —KNITITAHF NAT 8Z/N—H)L (NAT-T) AFBMCHE>TVWBRXRY ND—2
7 RLAZH# (NAT) ORAICH B BEE. NATFNAAONT VYO IP 7 RLAZER
L. UDPR—K 450027 OY O LBVERSICTZFATIOA—=)II—ILZRBELET,

NABI—=F—RIIAZERTBICIE. [New (H)] ZBRLF T, [IP Address (IP 7 K
LA, BANT VYO IPF7RLAZEADLET, [Certificate ARN (FEEFE ARN)] T,
TZ7AR—RNIEAED ARN ZBIRLUE T FIAEBR—ADEZFEAL TLSEE). [BGP
ASN] IZ, HABN—T—KRIDIADOR—F—T—~NDJIT470OK3) (BGP) BREZ AT A
ES (ASN) ZAHLET, FHICOVTR, "THARAERY—S—hDVIAOATI, %
SBLTLEE,

7. W=TFT420F7>32|7T, BN & [BHNIOEESSZHEATIHNZERLET,
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8.

10.

11.

12.

[INRIAZBIPN—23 2] T, VPN RN IPvA RT T 1Y DY R—KTBH, IPV6
RST74v0BYR—NTINEBELET, IPv6 N> 7 1Y &, Transit Gateway @ VPN
BETORYR—RNENET,

(7F7°2 3 2) [Enable acceleration] (F 725 L —>3a>0BMIL) T, FIVIRY IRAEFY

CLTT7O7ESL—>a2Z28MILET, FMEICOVWTE, "TEE VPN #i, 228RL T
2TV,

ToEZL—23a2z2BMIITRE, VPNERTERAEZhDZTIOEIL -8 2 2FEEh
£, R BENDPHLVVET,

(7 7°> 3 2) [Local IPv4 network CIDR] (H—AJL IPv4 &Y NJ—% CIDR) T, VPN k> X)L
ENUVEBEEHUTRIHAZIN—T—RIIA4 (FAVTLIZRA) A0 IPv4 CIDR S ZIEEL
£F9., 74N KEF0.0.0.0/0 T,

[VE—HKIPv4 %Y kD=7 CIDR] T, VPN R RILZN L I-BEZFFAT S AWS D IPv4
CIDR€EFHZEELET. 777 HME0.0.0.0/0 TT,

[NZRIANEIP N—232] TIPv6] ZEEEL LBERE. DAEIY—T—KhT T/l AWS
BT, VPN R RN ZNLIZBEZHFAT TS IPV6 CIDREHZEEL LT, MADOEHRDT
JFIBNE /0 TY,

(A723V) [NV FT2A2V]I TR, RORILZELCROBHBEEETEXRT,
« NORIAZIPvA 7 RLAD 169.254.0.0/16 &#EN S5H 4 X /30 ® IPv4 CIDR 7O Y
T

s [NRILRZBIP/N—23 2] TPVE] ZEELEBZEE. MRILHZBIPVG 7 RLAD
fdoo::/8 EFEA S /126 ® IPv6 CIDR 7O 7,

. IKE BRI HAEF— (PSK)o IKEV1 -l IKEV2 N—T 3 A R—KREhTLVET,

« NORILNOFHERBAT S A2 Z2HmETHICR. [NRILOFT A2 Z2HmEETS]) Z2BRLE
T FHMICOVTIE., "VPN 2 ZRILAT>3>, #25RLTLSEEL,

[Create VPN connection] (VPN $Z#tDERK) Zi&IRL £,

AWSCLI ZFEALTVPN 7R Y FAY NEERTDICIE

create-vpn-connection X > RZHHL T, --transit-gateway-id #7>3a>o k3202 v KN

7“_

RJIAIDZEELEXY,
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Site-to-Site VPN ##E#iZ T AN T3

AWS Site-to-Site VPN ## 2R L THAZIN =T —N VI ERELER, 1V AR AERE
L. 12AZ2AAND ping ZRITLTERZTANTEET,

I B, AT ZHIEL TV,

ping JITANIZIHETS AMI Z#2FEAL £9, Amazon Linux AMI ODWThAZFERTEI &%
EBMHLET,

c AVNTVVRBRTTIRNNTROICMP RZ74Y VEZFATRILEOHIC, A VAR AND

NZT74Y0%T74NEIVTIBEFIVTATIN—T&EEZRY KNT—7 ACL Z VPC RIC
BELET, chllLl), 1AV AF ping JIVTARNEZETEDRDICBYET,

« ZHEADA AR AT Windows Server ZR1TLTWVW2SBE, 41 VAR AAND ping BR{TT

BICE. AARVAILELL, Windows 77 AT A—IITA2 NV RICMPv4 ZBRICT
PUEBENBYNET,

c BON—TFTA2T)NHAEI—=T—RITITATNAAICVPC \NOBEHNIL—RIFHY), VPN EHIC

BRNIL—RBY, RZTAVIFNARII—T—RNIIATFNAAIRND 2R LET,

c (BN—TFTA2I)NAEI—T—RIIAFNAADBGP AT —RANBIETNhTWD L%

BELET, BGPET Y IVHFBAIThBIETICHNIOWLAVET, RTFT1YIHFHA
BAI—T—KRIIARBDZENTEDKSIC, - BGP ZEALTELLKT RNZAXE
N, B7XYRNL—FTF—TILNCRTENDEZHRELET, MADRNRILA BGP IL—FT 1
VORBERALTRECNATVD L ZRABLET,

* VPN EHDOYTRY NL—KRT—TLTIL—TFTAVINFRETNTVSR L 2BALET,

ERZeTARNTDICE

—

> WD

o

Amazon EC2 112 —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

Ay 1R—RT, [Launch Instance (1 AR AN E)] ZiBIRL £,
(A72a)[BHNIC. AIVAZVAODHI YR TVERFZALLET,
(77VT5—23>8KT0OS A1 X—2 (Amazon X VA X—D) T, [VA4YVAZ—RN] Zi&
RU, 1VABVADARL—TFTA VI ATLEEBRLET,

[F—RTRE]| T, BEOF—RTZEATZH., ILLFRTEZERTEIHNZERLET,
[RYRD—URE]|TEIFOELFIVTATIL—T0ER] ZERLTHS, REZADOLEF1
T4 TN —T2BRULET,

[Summary] (¥ < 1J—) /N\ZJL T, [Launchinstance] (£ > AZ > ADEEE) #&RLET,

VPN E#HZ2TARNTD
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8.

ADVARD AN RITHRIZB S22, TOTZAR—KNIPTRLA (I&AF 10.0.04) ZEEL
£J. Amazon EC2 A2V Y —)IICA VARV ADFMO—FELTT RLANKRRENETT,

FYRND=TOTHABI—T—KRIVIATFNAADBERICHZDIAVEI—EHS5, 1 2AZVA
DTZAR—RNIPF7RLAZEEL Tping AN RZERTLET,

ping 10.0.0.4
EEBREBFERERRDOLSIZENET,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = Oms

RZRLWTIANF-—N—2TARNTBLEH, DAZI—T—RIITATFNAADRRILD 1
DE—RHICEMILL, CORATYTERIETENTERT., VPN EHEDO AWS IO K>
FINEBEDLTRD L TEXREA,

10. AWSASFVTLIARY ND—IOANQOELZTANTSICIE, SSHELIEFERDP ZFHAL T

XYRND—IONSAVARVAILERTEXRT, X, XY NI—PJROBOAVELI—RDT
FAR—=NIPT7RLAZFEAL T ping AN RZRTL, EHEOMBITUVIIANEZREAS
KVZETEDCLERIELET,

Linux 1 AR AICEEE T D HEICDOWVWTIE, Linux 1A% AH Amazon EC2 1 —%'—7
ARD TLinux 1 VAR AICERTD ) 22RUTLKEEV, Windows 1 VAR AIZERT
DHEDFHM-DOWVWTIEE. TAmazon Elastic Compute Cloud Windows 4 > AR > AR 1 —4%—
HA Ry @ "Windows 4 AR AIEHT D BSRLTLSEEL,

Site-to-Site VPN E#EZ HIR T3

AWS Site-to-Site VPN E#HENF T EIZAZ > HIBSICIE. ThEHIBRTIDENTEET, Site-to-Site
VPN #Z# % BB L =384 . Site-to-Site VPN & ICEHEMNITOSNTVWEDARI—Y— NI I A4 XR
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BTTAR=RNT—RNIIARHIBREhELEA, DAIIN—T—RNITIAERBTZ4RK—KT—h
VIANFREBLCEIILBER. ThSZHIRTERT,

/A Warning

Site-to-Site VPN #Z# & HIBRL TASHFHL LV VPN &5 %2 ERTHEEE. FILVWERET 7 A
NWEZD2O—RLT, HDARN—T—RNIIATFNA ACBRETIHEN HVYVET,

RARD

« VPN i ZHIFiRT 2

c DAY= -V I/ %ZHIKRTS

c RETFAR—KTF—RVIAETRYTELTHIRTS

VPN ##Z HIBRT 2

Site-to-Site VPN ##: &2 HIBR T2 &, LIFS< DB, deleted DIRENRRENLETRICHEY, *
N&, TNV BHNICHIBRENET,

OV —)L%&FERAL T VPN ZHEE2HIBRTSICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTES—232ARA 2T, [Site-to-Site VPN #E#:] ZiBIRLE T,

3. VPN#EHZERL., [FU2 3], [VPN EEHEZHIR] OIRICEBRLET,

4. HFEERHSNIZS, "deletes EAHL, [HIER] ZFIRLET,

AR RZA KRG API ZEAL T VPN i ZHIBR T 2 IC&

+ DeleteVpnConnection ( Amazon EC2 2 1) API)

+ delete-vpn-connection (AWS CLI)
+ Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

NARI—T—RDVIT A ZHIBRT S

FEIZB2IZAABZI—T =NV I A FHIBRTE £J, Site-to-Site VPN #EHETHEAETNTVWEIHA
AI—T—KRIIAZBRIDERTEREA

VPN ##Z HIBR 5 2 147


https://console.aws.amazon.com/vpc/
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AV =)L EFERALTHAERN—T—RNII A ZHIRTDICE

1. FET—=23URA2DT, [NARAEZI—T—hIVIA(]2BRLEXY,

2. HIBRTBNDAZI—T—RNIITAZERL, [TUOZIV[NAEZI—T—RIIT A ZHR &
RULFET,

3. WmREEROSNES, Tdeletes EAHL, [HIRR] ZBIRLET,

ONRSAVEEGAPI ZFEALTHAZRI =T — NI I A ZHIRTDIZIE

 DeleteCustomerGateway (Amazon EC2 7 I 1) API)

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

BEBTZAR—KT—RNIVIAZTRY FELTHIKRTS

VPC ADRBTZAR—KF— RV IAHFFEILB2LFEEICRF. VPCHLSThETFRYFTESR
ED

AV =LZBRALTRBTSAR—KNT—RNIJIA/ETEYTFITBICR

1. FES—2aRAVTURETSAR—MNS—RNIIA/] ZBRLET,
2. RETSAR—=NS—KNDIA%BIRL, [Actions],[Detach from VPC] Zi#IRL £,
3. RETZFAR—=KNTF—RIIADOFTRYF]|ZEBRLET,

TEYFULIERBTZAR—RT—RNITAHFFEICE212B5EE. BHIRTDEHNTESR

T, VPCILT7RYFENTVWRREBTZAR—KTS—RIV IS ZHIBRTZDERFTEFEA, RE
TZAR—KNT—RIIA(ZHIBRTRDE, LES<KDORE. deleted DIREIRTENEETERY)
£¥I, 7Uv0TBE, IVNJBRBEBBNICHIBRENET,

AV =L Z2ERALTRETZAR—NTF— NI I A ZHIRT D ICE

1. FEF=23URAVTHRBTZAR—RNT—RhIIA] ZBRLET,

2. BIBTBRETSAR—RNF—RITAERBRL, (P23 VLUREBTSAR—RF—RIT
£ OUIKR] BBRLET,

3. WREeRHSNiz5, Tdeletes EAHL., [HIRR] ZFIRLET,
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ARV RZAVEEFAPI ZEALTREBTSAR—KNF—RNIJI(ZTFEYFITRICE

+ DetachVpnGateway (Amazon EC2 7 1) API)
+ detach-vpn-gateway (AWS CLI)
* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

ONRSAVEEGAPI ZEALTRETSSAR—KNT—RNII A ZHIBRTBICIEF

 DeleteVPNGateway (Amazon EC2 7 T 1) API)
» delete-vpn-gateway (AWS CLI)
+ Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

Site-to-Site VPN #HD X —T' Y R —KND I A ZLET D

AWS Site-to-Site VPN #EHED X —T'Y RT— KNV I A ZEETEXT, UTOBITAT a2z
HATE&ZET,

s RSUDYRTF—RNIVIANOBRBEORBTSAR—KNS—KDVIA

s BIOEBEETSZAR—KNTF—RITANOBRFEORETSTAR—KNF—~ D1 A

c BIORNZ DY NTF—RNIIANOBREORNT DY RNT—RhDIA

s RETFAR—KT—RITANOBRFEORNZ VDY NTF—KDVIA

2—TYRNF—RIIADOEER, HLLIVRRANOTOED I JHRICERRE. Site-to-
Site VPN #H:A —BNICRIATEZ<S<ZY ET,

UTORAIE, ILWS =KD I/ \NOBITZETIBDICRIEET,

2AD

s ATYV7 1L HFHLWEA—TFYRNT—NVIAZERTS

c ATV T 2. BNIIL—NEHIRT D (FZHHLE)

c ATV 3 HLWIF—KDIAICIBITTD

« AFVZ 4 VPCIL—RT—TIINZEHITS

c ATV 5. B—TYRS—RNIDIAQIN—TFTAIZEHITD (ZFHERE)
c ATV T 6: HAZI—4Y—KNDIA ASN 2E#H T2 (RMHHEE)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DetachVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/detach-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Dismount-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DeleteVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnGateway.html

AWS Site-to-Site VPN I—H—H1 R
ATYV7T 1. #HLWVWAER—T Y RNTF—RNDI A ZERT S

HLLVEA—TY RTF—RIVIA\NOBTERTITDHIC. FTHLVWIS—RNRIVIAZRETIHEN
HYVET, RETFAR—NS—RIVIAZEMTBAHEICDOVTIE, Tthe section called “{R4E 7
FGAR—=KNT—RNDIADER ) ZSRLTLKEEV, RTFUDYRNTF—RI I/ DEMDFEMIC
2WTE., Amazon VPC RS2 DY RT—KRDIAD ""I DY RNT—NDIAZERNTD, =
SRLTLSEETY,

FLOWARA—TY NTF—RNIDIADN N ODYRNT—RIDITADFER. VPCERNTZDY NS —B
DIAICTRYFLET, VPCTRYFANOFMIZOWVWTIE, Amazon VPC T2 Y Ny —
RIJIAD "VPCADKRT DY RT—RDIATERYFA RN, BSBRBLTLSEETL,

RETSARK—=RNF—RIIADASRNS VDY NS —RNDIAILE—TY NEEETDHEE, 47
AVTRIUDYRNT—RTIIAASN ZRETZAR—KF—KT T4 ASN £ERIUEIZEEE
TEET, BlO ASN ZFERATBIHEEE. DAXY—T—RNIIAFNAADASNZRNF DY N
T—KRJIAASN ICERETAIHXEN BV ET, FHIZOVTEE, Mthe section called “AT Y 7 6:
NABZI—T—KNJITA ASN ZEFH T2 (FHFE)L Z2ZSRLTLSEEL,

ATV T 2. NI — BN ZHIRT S (RHENE)

CDATY T, BHIINL—RZ2ERETSAR—KNTF—RNIIAAERNT DY RNTF—RIITAIC
BII3BRICHEICKYET,

HLWS—RNIIACBITIDRICBNIL— N ZHRIDBEN B ET,

® Tip
BHIIL—NZHIBRTDEIIC, XTOAE—ZE>TL<EEV, VPN EHZOBITHNTTL &,
cNSOIN—KRERNTZ DY RNT—NIJIAICBEEMTAIHEN HTEEXT,

L=RZIL—RT—TILHSHIKRTZICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
2. FEF—=23rRA2T[I—KRFT—7 )] (Route tables) ZiBIRL T, I—hF—TIL%&RL
£9,
. [Routes] &7 T. [Editroutes] Zi#IRL £7,
4. FETSAR—=—KNTF—RNITIANOBNWIL—NT[HIK] 2 BIRLET,
[Save changes] (BREDORTF) 20 JUY I LET,

ATV T 1HLWR=FY NF—RTU T A ZERTS 150


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN I1—H—HA K

ATV 3 HLWIS—RDIAICBITTS

B=TYRNT—RIVIAZEETDICE

1.

2
3.
4

Amazon VPC 12V — )L (https://console.aws.amazon.com/vpc/) ZBEE £,
FTES—> 32 R4 T, [Site-to-Site VPN $#t] ZiBIRL £,

VPN ##i2BIRL T, [7U>32], [VPN EZLEZZEE]) OJEICERLET,
[B—TYRBRAT|TT—RIIA 24T ZBRLET,

a. wILLWEAR—TYRNF—RDIANRBTZAR—NF—RNTITADHEER. [VPNT—h
VIA]ZERLET,

b. HLWE—TYRTF—KRIIAHFRNFTOIZYRNT—RNIIADBERE. [NFDY RNT—
ROTA]ZBRLKT,

[Save changes] (BREDRTF) 20 JUY I LET,

AN RZA2&EE APl ZEA L T Site-to-Site VPN 2 ZET D IC I

ModifyVpnConnection (Amazon EC2 Query API)

» modify-vpn-connection (AWS CLI)

ATY T 4 VPCI—KNT—TINEEHT

HFLWS—RDIAICBITLE®, VPCOIL—RNTF—T I A2EETIHEN HBDEENHYET,
SEMICDOWVWTIE, Amazon VPC 1—H—HARD ")L—hT—7 )1 28BLTLSEEV,

RORIC, VPN P =RV IARZ—TY N eBBLERICEITID VPCL—RT—7IILOEHICET

EHMERLET,

BEOS—RNTIA LW —hoxTA VPC DII—KFT—TIDOEE

EEENEI)—bNZEFEDORE NSOV RNTF—RNDIA NSODYRNTF—RNIDIAD

TS5AR—=KNF—RhDITA ID A" nTVWBIIL—N%E
HIBRL £ 9,

GREEIhEIIL—NZEDORE ERIhLEIL-PZ2EORE SERZTI23a2EHUFE
TZAR—NF—hDIA TZAR—NF—hDIA Ao

A

TYTIFHLOWS—RNITIAIIBITTS 151


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html

AWS Site-to-Site VPN

Q—H—H1 K

BEOT—hDITA
EEEhEIL—bZHFIRE
TSAR—=KNTF—KDIA

BHWIIL—NEHEORETZA
R—=RKNT—KkoITA

BHWIIL—NZEEORETSA
R—KNJF—RkDIA

BHIIL—RNEEHEORETSA
R—RKNJS—KkDIA

wLOWTF—hDIA
BHIL—NEFEORETZA
R—KJ—hDJTA

NZDYRTF—hDIA

BHWIIL—NEEORETSSA
R—KNJF—RkDIA

EREE Iz — N Z2EFDRAE
TZ2AR=—RNT—hDTA

B — N ERDRET S A
R—RF—hITA

EEEhIZ)L— b ZEFED2RE
TZAR=—KNT—hDIA

NSODYRNTF—RNDIA

VPC DI —KRT—TILOEE

HLUWMRETZANR—KT—
ROIADIDAFEMEHNATL
dI—bhZEMLERT,

NSOV RNF—RDIAD
ID ADRET A R—KT'—
ROIADID ZiKTSI—
NeEHLET,

FLUWRETSAR—KT—
RIIADIDADORETSA
R—=KNJF—=RKRIJIALADID &
MIBDIL—NZEFHLET,

RETZAR—KNT—hrDI
A0 IDZ8TII—NZHIRL
x9,

RETZAR—KNTF—K~DI
ADIDANDRZDY NTF—
RJIADID ZKNTDI—
NZEHLET,

NZZYRT—RIIAD
ID 28— NZHIBRL &
9o

FLLKNZ DY RNT—hK
DJIADIDANDKRZIY R
TF—RIDIADID ZHINTS
L—hZEHLET,

ATY T 4 VPCII—RNTF—TILEEHTS

152



AWS Site-to-Site VPN I—H—H 1 K
ATYVT 5. B—=TY RNTF—KRDIADIN—FT 12T 2EHITD (RHEHE)

HLOWIS—RDIANRNSODY NS —RIVIATHBIEE. NZUDYRS—RIIADIL—K
T—7 I ZZEL T VPC & Site-to-Site VPNED RS 74 Y J&RFALET, FHHMICOVWTIE,
FAmazon VPC Transit Gateway s ® Transit Gateway L—hT—7 )Ly #SBL TS EEV,

VPN 8 J)L— N ZHIBRL IZ5E, RSOV NS —RNIIAI)N—RT—TILNICBNIIL—NZENT
PUBNBNET,

RETSAR—=NF—RIVIAERERY, NZUDYRT—NIIAE VPN RFOIXNTOR
ZILWTIILFITIDY MBEIF (MED) ICRILEZRELET, RETSAXRX—KNS—KDITAH

SKRSUDYRNF—RNIIAIZBITL, PURILBRO MED BIZKRFL TVREEE., EHROBE
ZEBIDLEHICIN—FT A VI ZEETR_EZHEOHLET, HlAFE, ROV RS —NDIA
TREDIN—RNETRNZALAAXTEET, FMHIIO>VWTRE., "IL—KrFT—TIEVPNIL—FT12T
NELEE) ZZRLTEEL,

ATYT 6: HABY—T—KTIA ASN 2EH# T2 (RHNE)

FLLWTF—RIIACHVWT RV IAERBFREBD ASNAHBHERE. FTLWASN ZIET LS I(C
NAZI—=T—=RIDITATFINAADASN 2EFH IR LENHYVET, FMEICOVWTIE, TSite-to-
Site VPN B DD AZN =T — DI AFT7> 32, 22RBLTEE,

Site-to-Site VPN #E& A 7> a2 ZLTE TS
Site-to-Site VPN #EZ#i DR A 723 2 ZETCEEXT, U TOAS2 3> aZTETEET,

« VPN RZRIILEZNLUTEBETES VPN E#HOO—NIL (HAREI—T—KDTA/)HlEVE—K
(AWS) |0 IPv4 CIDR €E., WA OEEDT 74 MNF 0.0.0.0/0 TT,

« VPN R ZRIILZNLTEETES VPN EHZOO—DIL (AAREN——KDIA)AIEJE—K
(AWS) Il IPv6 CIDR &, MAQEENF 7 I NE ::/0 TT,

VPN #4723 ZZBELTE. AWSEIO VPN IV RRAVNIPT7RLAREEENT, b
FNATIVELEBEENEEA. VPN BEEFEHENATVSE, VPN E#ERE—RBNICRATER
<EYN&EY,

A2V =) ZEALT VPN ERF T2 a2 2ZEETBICRE

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

ATYVT 5 B—TY RNTF—RIITADIL—FT AT ZEH TS (RHHE) 153


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN I—H—H4a4K
2. FTES—232~RA T, [Site-to-Site VPN $#:] ZiBIRLE T,

3. VPN#E#HEZERL, [FU>3V] VPN ERA T2 2EF] OIEISERLET,

4. HEECKUT, LV CIDRE#HBEZANLET,

5. [Save changes] (EEORE)ZIVYILET,

O RSAVEREFAPI ZEALT VPN EBA 7> a3 2ZETBICE

» modify-vpn-connection-options (AWS CLI)

» ModifyVpnConnectionOptions (Amazon EC2 Query API)

Site-to-Site VPN N>R A7 a2 aLTETS

Site-to-Site VPN ###t®D VPN R XL DRV RINATS 322 EETEET, —EIC 120 VPN b
RN ERETEEXT,

/A Important

VPN RV ZILZEETDE, NRIIBHOBERIRABSBHIMHENERT., FHEIZH
VR ALDEHICHATHEZILTTLSEE L,

OAY—=)LZEALTVPN RORILATIVEZEETBICE
1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,
2. FTES—2 32 A~RA T, [Site-to-Site VPN #:] ZiBIRL £,

3. Site-to-Site VPN &t 2 BIRL T, [7U>32], [VPN RO RILATZ 32 ZEE] OJEICER
LEXT,

4. [VPN R ZIIAZIP 7 RLA] T, VPN R RILDORYRILIY RRAV N IP 2 BIRU K
9o

5. REIZIHUT, MRLAT2a>oHFLWVEZBIRELEGIADLET, FHICOVTIE,
"'VPN R XN A7 a2, #8BLTLEEV,

6. [Savechanges] (BREDORTF) 20 JYILET,

VPN NORILAT2a >V 2EETS 154


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN I1—H—HA R

AR RSAVEREFEAPI ZEALTVPN RO RILNAT 3 2ZTETHICIE

« (AWSCL)BENDKNZRILATS 3> %KRRTSIZIF describe-vpn-connections ZFEAL., KM X
INAT> a2 #ZETSIZIE modify-vpn-tunnel-options Z R L £9,

« (Amazon EC2 Query APl) RED N> R A7 3 2 Z KRR T B IZIF DescribeVpnConnections %
FRAL, FRILAT2a>w2ZETSICIE ModifyVpnTunnelOptions Z R L £9,

Site-to-Site VPN E#H OBV — N Z2i{FET S

BAL—T 1V TRACREENIZREBT S A R—KJ'— KT I 4 L0 Site-to-Site VPN DB E
l&. VPN REDENIIL—HNZEM, EE, FLEBEHEBRTERT,

A2V =) zERL TENI— N ZENTLBEHRTZICE

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
FES—> 32 R4 T, [Site-to-Site VPN $#:] ZiBIRL £,

VPN R ZBRLET,

[FHIL— b OfRE] 28RLET,

MBEICHUT, I—hZEMEIZGHIBRLET,

[Save changes] (BEEDOR7F) 20 )Y U LET,

I—KRF—TILTI—REEEEZ2EMCLTVEWVES., I— N TF—7ILTFHTI—NEEH
L. EFEhEBNIP L7414V OA% VPN EHRICKBRTBZIUEN HVET, FHHMICOVT
&, "TURBET7SAR=KS—RNIIAN)II—KT—TITI—REBEEM_TZ, 25BLT
<EEL,

8. RSUZYRNY—KRIIALDOVPNEEDEESRF. RSOSYRNY—NITAIN—rT—T

ILTEBHIIL—NZEMN, BE, LFEHBRULET, FMAICOV T, TAmazon VPC Transit
Gatewayy @ "Transit Gateway L—hT—7 )Ly ZZBLTLEEV,

N o g M b

AR RZAVKRIZG API ZEAL TEBNIIL— N ZENTDICE

+ CreateVpnConnectionRoute (Amazon EC2 Query API)

+ create-vpn-connection-route (AWS CLI)

* New-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)
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D "TTAR—NEBAVR—TIAARERNT DY NRBA U R—T I AADIN—T 12K
>—1 BSBLTLSEETL,
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AWS Direct Connect BHND7SAXK—KNIPVPN QY RT7YTERTTBICE, KOUY—AH
BETY,

s AVTLIZIAXRY NDJ—2 & B®O AWS Direct Connect ###t AWS
- BYIZENZ Y N AWS Direct Connect '— R I A EBEERMITSATVWS —KDJ T A
- FATAERTSAR—KNIPCIDR7OY 9 %2F DRSS Y NS —RDIA

c AVFTLIARYRND—VAOHAZI—T—RNIIATFINARERETSD AWS HAZXI—F —
NoxITA

NAZI—T =NV A ZEKTS

NABI—T—hOTA4 ., TERTDIVY—ATTAWS, FVTLIAZXRY RT—THDHAXR
R=T—RIDIATFNAARERLET, DAEII—T—RNIIA2HERTDEER. TNAALCRHT
FHE CRHLET AWS, FHICOVWTRE, "THAEN—T—hVI4, Z8RLTSEZL,

A2V =L Z2EALTHAEIN—T—hI I A ZEKTBICE

1. Amazon VPC 2%V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,

2. FTETF—=23URLUT, [AAERI—T—RNIVIAZERLZET,

3. [HBAERIX—T—RN7IADEK]] Z2ERLET,

4. (A723aV)[BE]ICE. DAEI—T—KRIIADEFMEADLET, Chilk), Name &
WS —CEELLEZECRINfMERENET,

5. [BGPASN]IZ. HAZI—S—RIIADR—L—4—RII 47O (BGP) BEI AT
LES (ASN) ZEANLET,

6. P7RLAT, HAZRN—T—RNIIATFNAADTZAR—NIPP7RLAZAALET,

7. (A723[TFNAAIL, COHARERI—T—KNIILZRANTDTFNAAOERZASL
£

8. [MARI—T—RTITADEK] ZERLET,
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 CreateCustomerGateway (Amazon EC2 7 ') API)

+ create-customer-gateway (AWS CLI)
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NIV RNT—RTIADER

RSDYRTF—RDIAE, VPCEFAVTLIRARY ND—VZBEERTHILEHICERATES
ZXYRND—=O0OHRBNTTT, 7TA4R—=KNIPVPNEHICE, FILLWRS DY RNRTF—RNDI(%
ERTHN, BEORS VDY NS —RNIIAZFERATEXRT, NTFUDYRNTF—RNDVIA ZERT
BPLE, FERBREFEONTIVDYRNTS—RNVIA ZEETRIEEE. BEROLEHODTFTARK—KNIP
CDR7OvYV%=EELET,

(@ Note
TSAR—KNIPVPN ICBHENTA RSO Y RS —RNDIA CIDR7OY V%EIEET 5
Ak, CDR7OYIHFRTZ DY RS —RNIIALOHORY RT—IOFRZYFAVRND
IP7RLAEEELBVWESICLTLKES VY, IPCIDR7OYIVHFEELTVRBEK, 7
ABZI—T—KRIDIAFNAATRELOBENN RETHAREMENI BV ET,

T7ZAXR—RKNIPVPNICEATRRNI VDY N —RNIVIAZERTLRIEET S EEMNK AWS T
Y—=)FIBEIZOWVWTIE., "Amazon VPC Transit Gateways A Ry ® "hS Y NS —KJI
11 Z2RLTLEEL,
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« CreateTransitGateway (Amazon EC2 7 ') API)

 create-transit-gateway (AWS CLI)

AWS Direct Connect *— NI A4 Z/EKT S

AWS Direct Connect " AWS Direct Connect 1—%'—7 4 K, ® "Direct Connect 7— K~ T A4 D
ER L FIBICHE>T, T—hOIAZERKLET,

OAX > RSAF K API ZEHA L T AWS Direct Connect #'— NI T A ZEKT B ICIE

« CreateDirectConnectGateway (AWS Direct Connect 2 I !J API)

« create-direct-connect-gateway (AWS CLI)
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NZ2DYRNT—RDIADBEERTDOEK

AWS Direct Connect *— R I A BEHRKL =S5, F—RIJIADKNZF>2> Y M AWS Direct Connect
F—RIIAOBEERTFZEERLET, FASETL 714 IR ARNTHUEIICEBEhENT Y
SYRNF—=RIIALADTSARX—KNIPCIDR ZIEELE T,

FFMIC DOV TIE, AWS Direct Connect 1—H'—74 4 R® "Transit Gateway O BHESf 7, 258U T
<EzEL,

AX RSAFIFE API Z4H L T AWS Direct Connect *— NI I A OBLER T EERT B ICIF

« CreateDirectConnectGatewayAssociation (AWS Direct Connect 7 1) API)

* create-direct-connect-gateway-association (AWS CLI )

VPN #Z#: D 1ERK
TSAR—KNIPT7RLAZEAL T VPN #HEE2ERTDICIE

1. Amazon VPC 12 —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. FTES—2 32 ARA 2T, [Site-to-Site VPN ##:] ZiBIRLE T,

3. [Create VPN connection] (VPN D #ER) ZiBIRL £ T,

4. (A72a2)[BEIZT] ICIE, Site-to-Site VPN EHDBEHZANLET, ChiZKV), Name &
WS —CEBELLEZECRINfMERENET,

5. [Target gateway type] (X—%'Y N — KD I A R A7) T, [Transit gateway] (EES'— R~V T
1) ZBRUET, RIZ, UEIICBELERNZ DY R T —RNIJITAZ2EBRLUET,

6. [Customer gateway] (D ARXNY—4'"—KRT I A) T, [Existing] (BtF) ZBIRLET, RIZ, BID
FIETHERLUIEAAZI—T—RIJI A4 ZERLET,

7. NAZII—T—KNIVIATFNAANR—EF—=7—~DJT477083J)L (BGP) ZHR—KL TV
BPAESHIZETVT, L—TF120T0F72a>oVTnhrzBRLET,

« DAZI—T—KRIIATNA AN BGP ZHR—KLTVWBHER. [BIH (BGP A'UE) &

BRULET,
« NAZI—T—=KRDIAFTNAAN BGP ZHR—BMLTVWERWEERF. [FHY] ZBRL X
EE

8. [FRYRIAEFIPN—=232] T, VPN RRILHIPVA RT T4V I YKR—KTBH, IPv6
RZT74Y0YR—KTBILZEELEXT,
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9. (AZT2aNIPN—=232 RThUXRILIZIPVA 2 EL EBER. VPN R RIILENLE
BEZHFAITZIHAZII—T—RNJDIAE AWS il IPv4 CIDR Eifl%Z A7 3> TIEETE
£F9, F7FIBNE0.0.0.0/0 T,

IPN—>3> AORNXRILICIPYG Z2ELEBE,. #7732 T, VPN N RILZENLEBE
EZHFATDIHAEN—T—KRDI(4E AWS IO IPv6 CIDR il %2 EETEE T, MANE
HOF7#x)NE /0 T,

10. AZIP 7 RLAZRA T Tlk, Privatelpv4 Z3&RL £ 7,

M. RSZVAR—=RKRT7ERYFXNIDT, BYUBS—RNIIADRNTY
TF—RIVIATRYFXARNEZBRLUET,

12. [Create VPN connection] (VPN $EZ#tDEK) Zi8IRL £,

1)

=¥ N AWS Direct Connect

® Note

[Enable acceleration] (7 7 2Z L —>3 > ZBMICTS) A7 a2k, AWS Direct
Connect ZH® VPN ##EICEERAEhELEA,
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AWS Site-to-Site VPN Oz 1157 4

AWS VT REFIVTARHREREBETT., AWSHEKE., REEF1VT 4 CHBRSEBOD
ERERETEOIBEETILET—F LV E— XY ND—OT—FTIOFvOREZZTAZ N
TZEET,

AWS X1 VT A RIBEREESEREDETHEENZERTT., EAHEETI TR, Chzs
ZORDEFIVFTABREIZTIRAOEFIVTAELTHALTLERT,

c UZIROEFIVFA —AWSAWSAWS V5T RIVSIRATH—ERERTIZD(T T
ARNSOF v+ 2 REIDIEENBYET, AWSFh, Z2ICHEATESIH—ERERHLET,
BE=FBEEAR, AWS, HHOEFI1UT1OEMMZERNICTANSROTRIEL TLVET,
AWS Site-to-Site VPN ICERE DA T SA T A7OTZAICDOV\WTE, TAWS OV 754
TOAT7OVZALBROREH—ER, T #8BLTLIEEL,

« VST RADEFIVT 4 —BEROEFEF. AWSHERITBZH—EARAICEK > TREVET, &
. BERE., T—20MEHE, 2HOEH, BRAThZEEPREZE, TOMOERICOVT
EETEEVET,

ZORFIXT NG, Site-to-Site VPN ZHERATH2BROEAREEFINOBRF L Z2BBR T DI

‘IAIBEET. ATOREYITR, EF1VTABLOCOAVTSAT O AOBNEERTDELSIC
Site-to-Site VPN ZEXET D HEIC DV THBAL E T, £/, Site-to-Site VPN AWS UV — AN ER
ERBICRIA MO —ERAOFERALEICODVWTEETET,

A7y

* AWS Site-to-Site VPN TN 7*— R {R &

* AWS Site-to-Site VPN @ ID £ 7 I £ AEHE

- L1 IR AWS Site-to-Site VPN

« AWS Site-to-Site VPN DA 7 ZARNZOF v F1 )54

AWS Site-to-Site VPN THOF— X RE

AWS https://aws.amazon.com/compliance/shared-responsibility-model/, AWS Site-to-Site VPN @
TF—RREICEHATNET, COEFITHALEISIZAWS, BIXTEERITITHI7O0-/NI
AT ZARTIOF Y+ 2REITDEENI BV ET, AWSUTURBERE, COAMVTTARNTY
FYTHRARENTVWR AT OVICKRTIERZHEBFIDIEEN BYVET, £, FATS AWS
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DH—EADEFIUTABRELEBIAIEI—F—OEEERYET, F—2TSANY—
DEMIZOVTH, TF—ETS5ANY—D&<HBHEM, 2BRLTIEEL, BRNTOF—Z
REOHM-OVTR., TAWS EF1UF 4707, CRBEnE TAWS BERBEFLB LT
GDPR; N7 OYREESEL T EE L,

T—RREOLOH., AWSTHU >~ REEHREZHRZEEL. AWS IAM Identity Center E 7z ld AWS
Identity and Access Management (IAM) ZFEAL TRAX D 1—H—ZREITD L ZHEHLET,
COTRE, TNENODIATEZEZTIDEDICMBERT IV EAF TN ZZI1—Y—ICRHETESE
T T, UTORETTF—REREIDEZHEOLET,

s BTNV NTHZEXRRG (MFA) ZFEALE T,
« SSL/TLS ZFEALTVY—RAEBELET, AWSTLS 1.2, TENIE TLS1.3HNFMHBETT,
s ZBERALTAPIEI—Y—TFToOF1ETFOOF TR/ ELET, AWS CloudTrail

- AWSEES{tYV1—>32E, AWSOH—ERZOFRICEFNDTF 72 MOEFIVT 4
YRO=ILZINXNTEALTLSEEL,

« Amazon Macie BENFERBNZ— REF1UF 4 H—ERZFEALEFT, chsik., Amazon
SBICRBETNTVEIERT—2ORHEREBEEIELET,

« ARVRSAVAVE—TIAATEIEAPIAWS ZNLTT VAT S EEIC FIPS 140-2 TH
MENEEESED I -IIIFDEZFEE. FIPSI/I\T4/I\E{EFHLT<7L?E\,\ F A TEE
BFIPS IV RARANOFEMIIOVTIE, TEPFHRUESRE (FIPS) 140-2, ZZRLTLKEE
W,

BEBEDEX=ILTRLABEODEBRERX T 1 7BHRIE. FIXBE 71— RBEEDH
AERAO7 1 —ILRICEBLAVCEZBEM<BHOLET, ChiZik, OV —JL. APIAWS CLI,
F =& AWS SDK AWS OH—E A Z 4 L TSite-to-Site VPN X Z DD ENDERIETZHEEES
FNET, BEICEAITZIHARROTFARN T A= RPETICAHLEF—2E., FE£X2H0
TJICERENDBEENBYET, Y —/N—ADO URL ZEEITZEERK. TOHY—NN—ADUD
TANZRIATEE-HOFAEREZ URLICEDHBEVELSICHLSBEBOLET,

AVBR—FXY NN TAVYIODT A4\ —

Site-to-Site VPN ##tld, VPC 2 AV T LIARY ND—=DICTFAR—NIELHELET. BEK
DVPC EXY RD—VETEHEETNDTF—REF. BEFTF—FOBBEHEBESHEZHZE T LY
2, BStEehk VPN ERZNL TN —FT12JLET, Amazon &, 1 >&Z—xv 70Ol
¥ 11741 (IPsec) VPN EftZ2 HR—KNLTWVWET, IPsecld. T—RARNJ—LDOZIP/NTY
NEFREIL THESILTR L& 2T, Z2IC IPBEFEZITSLHOZ7ORINLTT,
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% Site-to-Site VPN ##tld. AWS XY ND—0 & U0 T % 2 DOBES{LE iz IPSec VPN k>
ZLTEBEENTVET, ERVRILORNST T 1Y U TR, BSLIC AES128 35 L\ & AES256
Z. ¥ —RHMI(C Diffie-Hellman )L —7"ZEH TS & T, Perfect Forward Secrecy Z1#=#L TV
FI, AWS I& SHAT1 £zl SHA2 Ny > 1 BB TRIAL £ T,

VPC O A > AR ATIlE, Site-to-Site VPN EZEHEDRHBIOV Y —AICERITDEOONT VYD

TFRLAGRMBEHV)EFLBA, 1 AR A, Site-to-Site VPN ##HZ N L TA 2V E2—XYNKNT
TAVIBEAVTLIARY ND—=DIN—TFT A4V I TEET, TOHE, BEOTINNTIURRNS
TAVIRAVNERY RD—D0EF1VTABLROETEZRZIIFNARZNLTAEZ—FY R
cTIOEATEERT,

FHECOVTER, ATOREY V2R TSEE LW

- Site-to-Site VPN EFD N RN AT 232 ERNVFITHERHTE S IPsec & KT Internet Key
Exchange (IKE) #7723 ICBE T3 BEHRERHELET,

« Site-to-Site VPN RV RILFBIAEA T 32 VPN R RILIY RRAV NORBIAEA T2 a2V ICET
PIEMERELET,

« DA =T —bDIATFNAADEN: VPN EHED I —F—RIODAZI—T -~V ITA4FT/NA
ANEHICEIZBHmERHALET,

« VPN CloudHub 2R L TZ£%HY A4 NEEE 2Rt 9 5 Site-to-Site VPN EH A ERH D 5E
. VPN Z2FALTAV 7T LIAY M NEO LB BEZREMETEEXT., AWS CloudHub

AWS Site-to-Site VPN @ ID &7 V2 AEHE

AWS Identity and Access Management (IAM) Ik, AWS OH—ERX EBENF VY —ANDT I
AERSCHBTEDLSICTHEDTT, AWS IAM BBEF . HEZIF (HA2 1) L., #i
Site-to-Site VPN UY —ADEAEH T TS (P EAFTEELE5) A &HBLET, IAMAWS
OHY—ER FEMEEEL TERTEZT7SUTTY,

NEY D

- HRE

s PATUTATAEMERAL RS

c RUS—ZFRALET IV ELANDER

AWS Site-to-Site VPN & IAM 0)EHE D T &
Site-to-Site VPN @ ID AWS X—AD 7R < — D fi
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« AWS Site-to-Site VPN D ID ET7 9 EAOKNZIIIN>a—F1429
* Site-to-Site VPN O —E R ICU & n/z0O0—)LDOEA

NRE

AWS Identity and Access Management (IAM) O A 753k, Site-to-Site VPN TITSEEICL > TE
BTYERT,

H—ERA1—H— - Site-to-Site VPN H—ERZFERAL T a2 RTT2HERE. BERTIEA
T ERAIMEREEEENAELET, EEZRTTRLHICE SIZZ < D Site-to-Site VPN D #aE
ZERATREE, EMOFANVEICLEDBENHUET, TOVELAOEBLFZZEHAL TH L,
EEECEBYSHFAE)IVIARNTEZSATRISEET, Site-to-Site VPN OBEEICT VA TE R
WiEE k., TAWS Site-to-Site VPN D ID E7 IV ELADRZ T\ a—F74200 1 Z8RBLTILKESE
Lo

H—ERAEEE - £A D Site-to-Site VPN VY —RAZEHEHL TVWSHEEE. BE. Site-to-Site VPN

NDIZNTOEANF BV ET, Y—ERAOI—H—H"E D Site-to-Site VPN BEEX U Y —RIZT 5

TRAITBNERODDDEEBRENHETT, TOE, IAMEEBEZICUIIAMNZEFLT, ¥—E
AA—Y—NEREZETIHENBYVET, COR—TZOBERESBRL T, IAM OEARB % E
BLTLKEETV, BEEOLHT Site-to-Site VPN T IAM ZFIA T2 HEOFHEMIC OV T, AWS
Site-to-Site VPN & IAM QEEDHE & ZISBEE L,

IAM BEE - IAM EEE (L. Site-to-Site VPN ANDO T VA EEEBTDRU—OERFEZDFMAIC
DVWTHERTZHEENHVYET, IAM THEHTZE % Site-to-Site VPN PA T T A T AR—ADRY)
—0PlERRTBICIE. Site-to-Site VPN @ ID AWS R—ANDR) > —0fl Z5BL T EEL,

TFAToT14T714%2EHL R

SREEE . IDAWS SREHEHREFEAL THA AT HETT. IAMIA—H—ELTAWS 7HY
hOIN—RI1—Y—, EFLEEIAMO—)LZ5|EZF TR (1142 AWS) IDUHENf HV) E
9,

IDY—AZBUTREE N EFABEREFEAL T, 7IFL—>32V IDAWS ELTHA2 AT
éijo AWS IAM Identity Center 7 TFL —F ¥ R ID ®fl& L TR, (IAM Identity Center) 1—

LB TIINY A A EREE. Google X° Facebook MERFIERS EN B ET, 7T T
b SAVTATFUOTATAELTHA MU FBBE. IAIMO—)ILZ2FALT, BIE>TEES
ICKY) D7IFL—2aVHFBEENATVET, AWST7IFL—23V2EALTTIEATS
E, BENCO-)Z5| R EICHRYET,
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I1—H%—0ORA7ICKk2 Tk, AWS Management Console AWS K=k T7 VEAR—FI)LICH A
JAVTEET, NOYA A ICDODVTEHLLEFAWS, TAWS HA (2 I—H—H4 Ry ©
"TAWS TAHIOURIIHA A2 TD5E%E1 Z5RLUTLKEZL,

AWS 7OV T ALATT VAT EEE. RIAMEHREFALTUIVIIANIBESERTSLHOY
JRODIT7BHARFYN(SDK) EOAX VY RTIA A2V B —T I A A (CL)AWS ZREHELET. AWS
V=)ZzFEALBEVWEEE. UIVIANIBEDP TERIDHENHYERT, RS EZZFEALTESY
TUOTANIBEIDHZEOFEMIOVTEE, IMMI—Y—HA RO "AWSAPI VI TARAD
B, EBBLTLKEEV,

FERATHIRALFZEZEDT, EF 1V T BHRORBEHZEMTI IV IARNENZBEEEHNET, L
EAFE, THOOMOEFIVT 1 28LTDEHICZERRI (MFA)AWS AT & #R
LTWVWET, FMIZOVTIE, TAWS IAM Identity Center T—H'—H 4 R, O "ZEHEFR, &
T TIAM I—H—H4A K, ® TAWSTOZEERIT (MFA) OFER . £8RLTLEE L,

AWS A2 N root 1—%—

EERTDIEERFEAWS THIUR, AWSOH—ER THIVRADIXRTOVY—RIZELIZT
DERATEZ 1204 AV IDASHEOET, O IDIEAWS FHT YV S root I—H—E ML
n, THONOERICERALEX=ILT RLAENAT—RTHA A2 FTBDETTIEASE
NET, BHENBRZAIIZE, -1 —ZFALBEVWCEZRB<BEOLET, I—F1—
H—ORIAFEREREL., ThoZ2FAL TR I —0OHHFRITTEDIZRAIZERITLTL
EEW, I=RNI1—H—ELTHA VA VITRIUEN BBIRATVORELBFEIVANMIDOVTE, TIAM
I—HY—HAR, O ")—bhI—Y-RIABEBNIYVELBERAT 22RLTEEV,

7I17L—>32ID

RANTSOF14RELT, EBET VLA RMELETRI—HY—%8CABAOI—Y—IC, ID
AWS OH—ERX 7ONAF—E07IFL—>a 2 FAL T—RNERIEREFRALTT7 7€
ATBHDLDICERLET,

7IFL—FTYRID&ERF, IVE—TFA4XDA—H¥—F«LUKJ, DT7ID7ONA

A —., Identity Center 4 LU MDD I1—H—, ELEF IDAWS OH—ER V—AZBU TRMHX
NIERRAIEREFER LTIV RARATBIEENDI—HY—TT, AWS Directory Service7 TFL —FT VY
RIDATOELATBDEAWS THOU N, TO1—HY—HNFO—-)Z5EZF. TOO-ILN—EH

BRRIMERERMLFT,

TOtEAZE—TERBTDHESE. AWS IAM Identity Center2 T2 &2 HBHBHLFT, IAM
Identity Center T1—H'—& TN —T=ZEKL V), MEBOTATFoTAT4YV—AAOLI—H—%
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TIIN—=TCEGELUTRBLEY LT, IXTOTTVT—23 0 THERATHCENTEET, AWS
T A7~ N IAM Identity Center ®FFMHIC DWW T, TAWS IAM Identity Center 21— —744 K1 @
TIAM Identity Center &£ (& ? 5 ZSBL T EE L,

IAM 1—H¥—&5)—7

AMI—H—@, A AQI—H—FLBT7TVT—3 2V CRHLTHENHREF DHAD AWS 7
ATV KNIDTY, AIREETH NI, /\Z'? RRT7OELAF—BEORBNBFRIABTHRERETS
IAM I—H—ZEXTDRDYIC, —HHSRABTREEAITZILZHBOLET, £LEL. IAM
A—Y—TORENSFABTHBIVEZRBENI—AT—ANH2HEE. 7I7EAF—20—F7T—
2AVYRELEBEOLIT FMAICOVTE, IAMI—H—H 41 RO " REJAY 5 FUELE i x &
BEYBRI—AT—ADEHICT I LAF—2EHNICO—T—>329%, 25RLTEEL,

IAMZI)L—7 &, IAM 1—HY—QEREEETRITAFUTATATT, FIL—TELTHA A
YFBIERTEFEA, TN—TEZFEALT, BROI-Y-CHULT-—ECHERZEETER
Fo ZROI—HF—TIN-—THH25EE. JIL—TZ2ERIDETHEROVEBIBHICEVET,
BlZE. IAMAdmins EWSBRIOTL—7ZREL T, TOTL=TICIAM )Y —RZER T BFF
AZ5EZX2 N TEERT,

I—4%—F, O—)ILERREREARYET, I—H—R@F 1 ADAFLEF 1207 V5—2a 2 Ic—EIC
EERTSNETH. O-LETNEBBEETIAEOANEESFRLS OB >TVET, 1—
H—(CRAENERPOFRIERERN S ETH. O—ITRE—RNERIEBERIBEEIET, 5
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{

BEHEICHERDY —AOER E B AWS Site-to-Site VPN

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
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"Resource": [
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]
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}
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{
"Version": "2012-10-17",

"Statement": [
{

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

i n

1,
"Effect": "Allow",

"Sid": "S2SVPNLogging"
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1,
{
"Sid": "S2SVPNLoggingCWwL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”
1,
"Resource": [

i n

1,
"Effect": "Allow"
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 describe-vpn-connections (AWS CLI)
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« CreateVpnConnection (Amazon EC2 2 1) API)

+ create-vpn-connection (AWS CLI)
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« ModifyVpnTunnelOptions (Amazon EC2 2 I ) API)

» modify-vpn-tunnel-options (AWS CLI)
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 ModifyVpnTunnelOptions (Amazon EC2 2 ) API)

» modify-vpn-tunnel-options (AWS CLI)
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