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+ create-vpc-peering-connection(AWS CLI)

* New-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcPeeringConnection.html
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 accept-vpc-peering-connection(AWS CLI)

» Approve-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
« AcceptVpcPeeringConnection(Amazon EC2 # 2| API)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-AcceptVpcPeeringConnection.html
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* reject-vpc-peering-connection(AWS CLI)

» Deny-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
+ RejectVpcPeeringConnection(Amazon EC2 # 2| API)
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» describe-vpc-peering-connections(AWS CLI)
» Get-EC2VpcPeeringConnections(AWS Tools for Windows PowerShell)
« DescribeVpcPeeringConnections(Amazon EC2 # 2| API)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-RejectVpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeVpcPeeringConnections.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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+ create-route(AWS CLI)
* New-EC2Route(AWS Tools for Windows PowerShell)

- CreateRoute(Amazon EC2 F# 2| API)

+ replace-route(AWS CLI)
» Set-EC2Route(AWS Tools for Windows PowerShell)

« ReplaceRoute(Amazon EC2 Z| API)
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CreateRoute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-ReplaceRoute.html
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 authorize-security-group-ingress(AWS CLI)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html

Amazon Virtual Private Cloud VPC |03

» Grant-EC2SecurityGrouplngress(AWS Tools for Windows PowerShell)

* Revoke-EC2SecurityGrouplngress(AWS Tools for Windows PowerShell)

* revoke-security-group-ingress(AWS CLI)
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 authorize-security-group-egress(AWS CLI)
» Grant-EC2SecurityGroupEgress(AWS Tools for Windows PowerShell)
Revoke-EC2SecurityGroupEgress(AWS Tools for Windows PowerShell)

revoke-security-group-egress(AWS CLI)

o€ £04, I|o{ VPCO| QUE sg-aaaallllQ HTTPE S&ll QIHIRE HMHAE 58S Eot I8
sg-bbbb22222 AH|O|E5tE{™ CHS AWS CLI HHE2 AF8E =+ U&LICt

aws ec2 authorize-security-group-ingress --group-id sg-aaaallll --protocol tcp --
poxrt 80 --source-group sg-bbbb2222
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+ describe-security-group-references(AWS CLI)

» Get-EC2SecurityGroupReference(AWS Tools for Windows PowerShell)
+ DescribeSecurityGroupReferences(Amazon EC2 # 2| API)
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https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-egress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeSecurityGroupReferences.html
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"SecurityGroupsReferenceSet": [

{
"ReferencingVpcId": "vpc-aaaaaaaa",
"GroupId": "sg-bbbb2222",
"VpcPeeringConnectionId": "pcx-b@4deed9"
}
]
}
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+ describe-stale-security-groups(AWS CLI)
» Get-EC2StaleSecurityGroup(AWS Tools for Windows PowerShell)

« DescribeStaleSecurityGroups(Amazon EC2 # 2| API)



https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeStaleSecurityGroups.html
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CtZ ool M= VPCA (vpc aaaaaaaa)2 VPC B7t L|0{—R /{1, VPC IZ[0{E ¢1Z 0] AT M| E[RA

&LICH VPC AQ| & & sg-aaaallll VPC BQ| sg-bbbb2222& &= &tLICt VPCOI CHEH
describe-stale- securlty groups B AAstH, SH2 Bt 18 sg-aaaallllol sg-
bbbb2222& & Z35H= & SSH 72/0| U/SS LIEHHLICEH

aws ec2 describe-stale-security-groups --vpc-id vpc-aaaaaaaa

{
"StaleSecurityGroupSet": [
{
"VpcId": "vpc-aaaaaaaa",
"StaleIpPermissionsEgress": [],
"GroupName": "Accessl",
"StaleIpPermissions": [
{
"ToPort": 22,
"FromPort": 22,
"UserIdGroupPairs": [
{
"VpcId": "vpc-bbbbbbbb",
"PeeringStatus": "deleted",
"UserId": "123456789101",
"GroupName": "Prodl",
"VpcPeeringConnectionId": "pcx-b@4deed9",
"GroupId": "sg-bbbb2222"
}
1,
"IpProtocol": "tcp"
}
1,
"GroupId": "sg-aaaallll",
"Description": "Reference remote SG"
}
]
}
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https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
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» modify-vpc-peering-connection-options(AWS CLI)
« Edit-EC2VpcPeeringConnectionOption(AWS Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-peering-connection-options.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcPeeringConnectionOption.html
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
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}

3,

{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*"

}

]
}
CtZat

Ze mMg Sof XINE 2l0| VPCE AH83H04 VPC Loid ¢S Masts
AWS AHB 2| AL RhollH| Ho4EIx|et moid MU s
oF HTHBrLICE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc/*"
},
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource'": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id-2:vpc/vpc-id"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id-2:vpc/*"
}
}
}

4, £ &3ll VPCOl| Purpose=Peering Ei17} U2 VPC Z|01& @EE +&sl= H
80| ALE Rt H| S o{ELCt.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": "ec2:DeleteVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*",
"Condition": {
"ArnNotEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id",
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"
}
}
}
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{
"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": "ec2:DescribeVpcPeeringConnections",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": ["ec2:CreateVpcPeeringConnection", "ec2:AcceptVpcPeeringConnection"],
"Resource": "arn:aws:ec2:*:account-id:vpc/*"
},
{
"Effect": "Allow",
"Action": "ec2:*VpcPeeringConnection",
"Resource": "arn:aws:ec2:*:account-id:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:*:account-id:vpc/*",
"ec2:RequesterVpc": "arn:aws:ec2:*:account-id:vpc/*"
}
}
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
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"Action": [
"ec2:DescribeVpcPeeringConnections", "ec2:DescribeVpcs"

1,
"Resource": "*"
1,
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": [
"arn:aws:ec2:*:*:vpc/vpc-id",
"arn:aws:ec2:*:*:vpc-peering-connection/*"
]
}
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