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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/peering/
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Amazon VPC &td

CtE QIE{Ho|A & stLHE ALE5t0 VPCE ddstn #ElE &+~ A&LICH

- AWS Management Console — VPCO{| HA[AE [ AFEE = U= E QIEH O|AE MBS ELCt

« AWS Command Line Interface (AWS CLI) — Amazon VPC 8t CHFEH AWS AH|Ao0f CHSE
HHE XME35HH, Windows, Mac & LinuxOlAd R LICH REAIEH AdHES AWS Command Line
Interface MM EZSHM2.

« AWS SDK — 210{# APIE M35t ME A&k Q™ RHAIZ XE], 2F X2t 22 E
HEE XElgLIch RMEH HE = AWS SDKE & E5HMIL.

« #F|E| API —HTTPS R E A835t0{ Z &= ot =& 2| API HUS MSELICH 2| API ALE
Ol Amazon VPCO{| HAl|AstE 7HE 2l & 0| X|2H, o Z2[FH 0] MM & ol M Al
dE L 2F MEe A2 ot &2 M7 HEE x2lsok gfLict RtAM|EH L& 2 Amazon EC2

API Reference(Amazon EC2 API & Z)2| Amazon VPC actions(Amazon VPC )& & Z5tM 2.
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Amazon VPC 2=

VPC ALE0f| 2= F7I 222 I&LICE NAT HOIEHOl, IP =4 #E|AH Ei= 0|HE
Reachability Analyzer, Network Access Analyzer2t 22 L& VPC 74 240] CHall 20| £1tE L
Ct. REMIEH LI 2 Amazon VPC =2 XML,
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IPv4& Salf 2|20l 2 AZsts ol ZRELICH

7|1& £ AT AWS Z 2| Elo{ TZHOI B 750A|7H2] u1='E' IPv4 T4 ALE0| 22 MBELICH
AWS IZZ| E|0{E AI25IK| ot R HEZ IPv4 TA0 2Z0| BoELICH XX 22 ME

= Amazon VPC 2=2| IH{EE! IPv4 T4 B ’E.*ZF_EH'IIR.
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https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-vpc.html
https://aws.amazon.com/vpc/pricing/
https://aws.amazon.com/free/
https://aws.amazon.com/vpc/pricing/
https://datatracker.ietf.org/doc/html/rfc1918
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-permissions
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AWS Client VPN

AWS Database Migration Service
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Amazon Elastic Container Service
Amazon EKS

Amazon EMR
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AWS Global Accelerator

AWS Mainframe Modernization
Amazon Managed Streaming for Apache Kafka
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Amazon Redshift
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-byoip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-byoip.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html#what-is-pricing
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Amazon VPC &5 df Al

Amazon Virtual Private Cloud(Amazon VPC)E A& 36t Holet =2[Mo 2 AE|E 7t HE =0
M AWS Z2|AAE AIZHE = QUELICH O] 7t HIERT = AWSS| &3 7ts8F QIZBtE A EtChe
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= U&LICH o] M= VPC X 7IEH HIERIZ 2l4aA Mg MEE [ VPC M4 Ho|X|oM S M
Bir|= 2[AAE E0o{ ELICE Ol VPCE IPv4 CIDR & AmazonOi M XS5t IPv6 CIDR, 27H2| 7+&
G0l U= MEH, 3712| 2t E Ello|Z, 2E{ HO|ES) 0| X HO|ESO| HEZQER FHE L
Ct CIE{ H[O|ESO|E MEHRIY| =20 aiE 2t Elo|S0| E2iEE EY HOIEH 0|2 TE
st22 HE2 Meulol EfZo| QIEHC R IR L= 0| AlZtEtol EAIELICH

VPC  Hide details Subnets (4) Route tables (3) Network connections (2)
Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks
example-vpc |—\ us-east-2a /—| example-rtb-public e
10.0.0.0/16 0.0.0.0/0 routes to example-igw Internet routes to 2 public subnets
Amazon-provided IPvE \'—| example-subnet-public1-us-east-2a |—/ ::/0 routes to example-igw 0 private subnets route to the Internet
10.0.0.0/20
Amazon-provided IPvE example-rtb-private1-us-east-2a example-vpce-s3
Prefix list through example-vpce-s3 Gateway endpoint to 53

example-subnet-private1-us-east-2a
10.0.128.0/20

Amazon-provided IPvE example-rtb-private2-us-east-2b
Prefix list through example-vpce-s3
us-east-2b
\—| example-subnet-public2-us-east-2b |—/
10.0.16.0/20

Amazon-provided IPv6

example-subnet-private2-us-east-2b

10.0.144.0/20
Amazon-provided IPv6
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« the section called “7|& VPC”

« the section called “VPC 243~
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:GetManagedPrefixListAssociations",
"ec2:GetManagedPrefixListEntries",
"ec2:ModifyManagedPrefixList",
"ec2:RestoreManagedPrefixListVersion"
1,
"Resource": "arn:aws:ec2:region:account:prefix-list/pl-123456abcdel23456"

"Effect": "Allow",

"Action": "ec2:DescribeManagedPrefixLists",
"Resource": "*"
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: ZiE]
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835to T HERIQ SAIE &= U&LICH
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/rule-groups-ip-set-references.html#rule-groups-referencing-prefix-lists
https://docs.aws.amazon.com/network-firewall/latest/developerguide/rule-group-stateful-creating.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-configure-nac.html
https://en.wikipedia.org/wiki/Egress_filtering
https://en.wikipedia.org/wiki/Egress_filtering
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AR 7H0|E

A7

ip-ranges.json &2 Ct&1t #&LCt

"syncToken": "0123456789",
"createDate": "yyyy-mm-dd-hh-mm-ss",
"prefixes": [
{
"ip_prefix": "cidr",
"region": "region",
"network_border_group": "network_border_group",
"service": "subset"
}
1,
"ipve_prefixes": [
{
"ipve_prefix": "cidr",
"region": "region",
"network_border_group": "network_border_group",
"service": "subset"
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}

}
]

syncToken

HIAl AlZHUnix epoch A|ZFH &4l

N

0%
Ho

o
T

0d: "syncToken": "1416435608"

createDate

=]
=

T
od

=tk 3! A[ZHUTC YY-MM-DD-hh-mm-ss

0%
>

Kt

10
0%
HO
12

of: "createDate": "2014-11-19-23-29-02"

prefixes

IPv4 =24 2Hof CHEt IP S AL

0%

Al HHO=|

- =

ipv6_prefixes

IPv6 =24 Hof CHst IP T AL

ol

4 Al- HHO=|

- =

0

ip_prefix

g2 IPv4 4 HECIDR E7[¥)ULICH AWSOIAE PAIx0l Moz HEAE 22 4 Us
LICt. | & S04, Tt 2| 96.127.0.0/17 HFAHE 96.127.0.0/21, 96.127.8.0/21, 96.127.32.0/19 &
96.127.64.0/182 & & == JU&LICt.

N

0%
HO

o
T

of: "ip_prefix": "198.51.100.2/24"

ipv6_prefix

o
o>

HEZ! IPv6 4 HR|(CIDR E7|H)LICH AWSOH|ME FA|AQ HRZ HFALE & = U
LICH.

B
[l
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N

0%
HO

o
T

of: "ipv6_prefix": "2001:db8:1234::/64"

network_border_group

AWST}HIP 4 EE GLOBALE YEIE 718 SU EE 24 I¥o| nqet M HEXZ A

JE2| O|FLICt. GLOBAL AMH|A S| EBHEIO|AWSIHIP FAE Y2l B E= EE 718 G
Aot EH HYo 2 fFUL|HLE O|F BHoM AIZHE = JU&LTH
82Xt
0i: "network_border_group": "us-west-2-lax-1"

2
AWS 2| EE= GLOBALILICH GLOBAL MH|AC| EE{ZEIO| 048] EE= 2 E AWS BT E K&
7L} O|F 2|0l M AlZHE = U&LICH
782X
[ 58 2k af-south-1|ap-east-1]|ap-northeast-1]|ap-northeast-2|ap-
northeast-3|ap-south-1|ap-south-2|ap-southeast-1|ap-southeast-2|ap-
southeast-3 | ap-southeast-4|ca-central-1|cn-north-1]|cn-northwest-1|eu-
central-1|eu-central-2|eu-north-1|eu-south-1|eu-south-2|eu-west-1|eu-
west-2 | eu-west-3 | me-central-1|me-south-1|sa-east-1|us-east-1|us-east-2
| us-gov-east-1|us-gov-west-1|us-west-1]|us-west-2|GLOBAL
0f: "region": "us-east-1"

service
IP =4 Helel dF LT API_GATEWAYO] Clisl] LIEE F4= S4 MEYLICHL ZEIPF4

HAI0| AMAZON MEAIE &L

HRE 71X = AMAZONZ X|EELICH O[ZH 5tH 2E M
P &4 9= AMAZON MEXEF l&Lct &, T E MENUM AL8E = gi&

1

T =3t 2f: AMAZON | AMAZON_APPFLOW | AMAZON_CONNECT | API_GATEWAY | CHIME_MEETINGS
| CHIME_VOICECONNECTOR | CLOUDS | CLOUDFRONT | CLOUDFRONT_ORIGIN_FACING |
CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTANCE_CONNECT | GLOBALACCELERATOR |

B
[l
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KINESIS_VIDEO_STREAMS | MEDIA_PACKAGE_V2 | ROUTE53 | ROUTE53_HEALTHCHECKS |
ROUTE53_HEALTHCHECKS_PUBLISHING | ROUTE53_RESOLVER | S3 | WORKSPACES_GATEWAYS

of: "service": "AMAZON"

HY 55
2 E MH|A ZEO|AM HHELE = IP TA HQE AMAZON MH|A ZEO|ME BHEHEILICEH 6E &
0{S3 MH|A T EO|M EIEE|E ZE IP T4 HIE AMAZON ME|A I EO|ME BHEHEIL|CEH

MH|A A7} MH|A BL| 2IAAE AI5HE B MH|A A9 MH|A B 250 CHal MH|A I EO|AM gt
BEle IP T4 W7 laLch agLt olgd8t IP T4 e MH|A AMAEH AR E|H MHH|A BO|
MeE AHEE &= gi&LICH o & £0{ Amazon S3= Amazon EC29| B|AAE AIE3E =2 S3 2 EC2 A
HA IE DF0|M EFEE|= 1P A HQ7F Ql&L|ch 2Lt o|248t IP T A 2= Amazon S30]
MBH AR EILICE [2EA S3 MHIA ZEE Amazon S3HAMTH AFSSHE ZE IP T4 QIS uhErsL
Ct. Amazon EC20MBt AFSE|= IP T4 HRIE AlYEStE{™ EC2 MH[A ZEO0|M BHEHE[X|BE S3 M

e |
Hl& ZEoME HetElX| gl IP 4 HRIE 12

o I

JSON 1t EEE

Windows

AWS Tools for Windows PowerShellod= 0| JSON It E 7 & 2A15t= cmdlet?! Get-
AWSPublicIpAddressRange7t Z & |0 QU&LICE CHE 0l= O cmdlet2| ALEHE EoiELICH %t

Mg L€ 2 Querying the Public IP Address Ranges for AWS & Get-AWSPubliclpAddressRange &
HE HESMAIR.

Example 1. 44 it 7t X{2 7|

PS C:\> Get-AWSPublicIpAddressRange -OutputPublicationDate

Wednesday, August 22, 2018 9:22:35 PM
Example 2. £ 2|Toi| CHEF HE 71X 27|

PS C:\> Get-AWSPublicIpAddressRange -Region us-east-1

0E
o
ot
i
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/blogs/developer/querying-the-public-ip-address-ranges-for-aws/
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-AWSPublicIpAddressRange.html
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IpPrefix Region NetworkBorderGroup Service
23.20.0.0/14 us-east-1 us-east-1 AMAZON
50.16.0.0/15 us-east-1 us-east-1 AMAZON
50.19.0.0/16 us-east-1 us-east-1 AMAZON

Example 3. ZE IP T4 7IX 27|

PS C:\> (Get-AWSPublicIpAddressRange).IpPrefix
23.20.0.0/14

27.0.0.0/22

43.250.192.0/24

2406:da00:ff00: : /64
2600:1fff:6000: :/40
2a01:578:3::/64
2600:9000: :/28

Example 4. 2 IPv4 A 7K 27|

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv4"} | select
IpPrefix

IpPrefix
23.20.0.0/14
27.0.0.0/22
43.250.192.0/24

Example 5. ZE IPv6 T4 7K 27|

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv6"} | select
IpPrefix

IpPrefix

2a05:d07c:2000: : /40
2a05:d000:8000: : /40
2406:dafe:2000: : /40

B

e
e

JSON I}
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Example 6. £ MH[|AO| CHEt 25 IP FAE 7HX{ZLICEH

PS C:\> Get-AWSPublicIpAddressRange -SexviceKey CODEBUILD | select IpPrefix

IpPrefix

52.47.73.72/29
13.55.255.216/29
52.15.247.208/29

Linux

CHE Of& HHOIME jq T 78 ALS504 JSON THQ| 2 AR S T& BAIBILICH

Example 1. &M It 71 X427

$ jq .createDate < ip-ranges.json

"2016-02-18-17-22-15"
Example 2. £ 2|™0f CHEt HE 71X 7|

$ jq '.prefixes[] | select(.region=="us-east-1")' < ip-ranges.json

{
"ip_prefix": "23.20.0.0/14",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

},

{
"ip_prefix": "50.16.0.0/15",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

},

{
"ip_prefix": "50.19.0.0/16",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

},

JSON mtel ZIE{ 48


https://stedolan.github.io/jq/
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Example 3. 2 IPv4 A 7IX 27|

$ jq -r '.prefixes | .[].ip_prefix' < ip-ranges.json

23.20.0.0/14
27.0.0.0/22
43.250.192.0/24

Example 4. ZE IPv6 T4 7K 27|

$ jq -r '.ipv6_prefixes | .[].ipv6_prefix' < ip-ranges.json

2a05:d07c:2000: : /40

2a05:d000:8000: : /40
2406:dafe:2000: : /40

Example 5. £ MH|A0]| Cist ZE IPv4 FLE 7S LICEH

$ jq -r '.prefixes[] | select(.service=="CODEBUILD") | .ip_prefix' < ip-ranges.json
52.47.73.72/29

13.55.255.216/29
52.15.247.208/29

Example 6. £ 2|79 EX MH|AO CHEE ZE IPv4 T4 71K 27|

$ jq -r '.prefixes[] | select(.region=="us-east-1") | select(.service=="CODEBUILD")
| .ip_prefix' < ip-ranges.json

34.228.4.208/28
Example 7. 4 HIERZ FAH D50 Cift HE 71X 27|
$ jq -r '.prefixes[] | select(.region=="us-west-2") |

select(.network_border_group=="us-west-2-lax-1") | .ip_prefix' < ip-ranges.json
70.224.192.0/18

JSON 1+ ZE{Z
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52.95.230.0/24
15.253.0.0/16

Sl Ao 7=

StLES| AWS AMH|AE 0[85t04 Bt E[AATFCHE AWS MH|AHBH BMASHE RJE §{E5H7| <
M= ip-ranges.json THUO| Q= IP T4 HR HEE AF23510 4 ZEZ &Y e
LIch 2ot 2§ 720 AMAZON S£ 9| CIDR EE2 29| o} RHIRE ECf= 0| HEL=X| &2l
StMle. 2ot JEoi Ciet 0| A&LICH & 2[Ho IP F4 Hel =of et 21 oz 2ot O &

ol Z& &= USLICH

(® Note
UE AWS MH|AE EC2E 7|Ho 2 TFEUSHEC2 IP T4 SZHE AFRELICH EC2 IP
FA Zo2o| ERfEIZ A EHE B 0|28t EC2 0|2|2] MH|A| CHE EEHEIE RHEHEIL
Ct.

0

T

AWS IP F24 Q| &

AWS IP &4 2|7} 4= mioict AmazonIpSpaceChanged FA| RS AHolA L&l EL|Ct o
O|2E0f= CtE Ao HE 7t X & /o] QU&LICH.

{
"create-time":"yyyy-mm-ddThh:mm:ss+00:00",
"synctoken":"0123456789",
"md5" :"6a45316e8bc9463c9e926d5d37836d33",
"url":"https://ip-ranges.amazonaws.com/ip-ranges.json"
}
create-time

220l MBEle =M Halixd UKl &Lt WElM ElHARMIT E S5 SHIE =ME HQsi=
Aol E&LcH
synctoken

HIAl AlZH(Unix epoch A|ZH &4l
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AWS IP T4 H9| ¢ RIS 75 5H2IH
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23 Z2 B DR0M BITS DIF SE(HEILIOH =52 HEE LI
| o] 2IFI0f M| W20l 0] BIFIS MEhsHOF BHLIC

3. B oM PSS Mz

(@)

4. Create subscription2 ME{EL|C}

5. TS MY he AROIM CHE RS SHELICH

a. [Topic ARN]2| B2, L2 Amazon ElAA O|E(ARN)E SAFELICH.
arn:aws:sns:us-east-1:806199016981:AmazonIpSpaceChanged
b. [Protocol]2| B, AAEE T2 EE S MEIFLICHO: Email).
c. [Endpoijnt]e| B¢, &S &S A=ZQIEE UAATILICHO|: O|HIY FL4).
d 5 Mg MEigct
6. XM A=xZQIENM 20| 21 =& &olsiet= HAIX[7F EAIELICH o & 01 O|HIY
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2 HAIX[E A ELICH X[Alof| et 52 & lEhLct.
g2 A=z EQ 78S MELIC 2t JSON S F7|Mo 2 221504 %4 (& T7HA]
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AWS IP 4 He| L2 75 alix|stedH

1. https://console.aws.amazon.com/sns/v3/home| A Amazon SNS 2&2 JL|Ct.

[Actions], [Delete subscriptions]& Atz 2 MEHFHLICE

o bk~ w0 N

20l M| A|X|7} LIEFLIH Delete(AA) S MESSHLIC.
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https://docs.aws.amazon.com/connect/latest/adminguide/ccp-networking.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#concepts-public-addresses
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-connect-prerequisites.html#ec2-instance-connect-setup-security-group
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpcs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2Vpc.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2Subnet.html
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aws ec2 create-default-vpc

CHES2 oAl 2= Lch.

{
"Vpc": {
"VpcId": "vpc-3f139646",
"InstanceTenancy": "default",
"Tags": [1,
"IpveCidrBlockAssociationSet": [],
"State": "pending",
"DhcpOptionsId": "dopt-61079b07",
"CidrBlock": "172.31.0.0/16",
"IsDefault": true
}
}

It = Windows PowerShell& New-EC2DefaultVpc =Lt CreateDefaultVpc Amazon EC2 AP| 24 &
A& 3T Lo,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-default-vpc.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2DefaultVpc.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateDefaultVpc.html
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aws ec2 create-default-subnet --availability-zone us-east-2a

CHE2 oAl E23dLCh

"Subnet": {
"AvailabilityZone": "us-east-2a",
"Tags": [],
"AvailableIpAddressCount": 4091,
"DefaultForAz": true,
"IpveCidrBlockAssociationSet": [],
"VpcId": "vpc-la2b3cad",
"State": "available",
"MapPublicIpOnLaunch": true,
"SubnetId": "subnet-1122aabb",
"CidrBlock": "172.31.32.0/20",
"AssignIpv6AddressOnCreation": false

AWS CLI A%doi cHet XFMIEH LI 2 AWS Command Line Interface AF2 AZEME & Z5HA2.
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https://docs.aws.amazon.com/cli/latest/userguide/
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateDefaultSubnet.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
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Amazon Virtual Private Cloud INT=IY A To] =]

2&£8 ME35t0{ £7I VPC 2lAA 9i0| VPCE MMdsie{™

1.

2
3.
4

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt,

VPC CHA|EE 0| A VPC AA]

AHA

k=]
=

2
=

[N o)
ek B|AANM VPC A

(MEH ALE) OlF Efl20fl VPC2| Ol 2 =g LICt Ol H| 5tT Name 7|2 XIH8t o2 Ef7t

G E LT
IPv4 CIDR 282| 42 Ct& & stLtE s>
- IPv4 CIDR =& 24 & ME45t T vPCOf CHE IPv4 T4 HQIE =24g Lt

A
IIIIII
oll

IPAMO{| A EEHEl IPv4 CID £2 MEN5tT, Amazon VPC IP 4 #2[XHIPAM) IPv4
A En HotAZ E MEdEFLICE CIDR 282| 37|= IPAM 29| &Y T#=l0f 0|3Hx|%+r=l|,|
Ct. IPAME= AWS QI3 2E9| IP T4 E 2ot gH A&, & 2 ZLEHZE = UH F
VPC 7|5 LICh RFAIEH LI 2 Amazon VPC IPAM AFE A-HA Q| IPAMO|E —‘='r9do_l7+?%
xl-x°|.k||o

r|0 T

IPAMEZ At835t04 IP FAE Ehelste B2 ol §ME MEfste ol E&LICH 21X o™
= o

VPCO| X|X%t CIDR E£0| IPAM CIDR &2tnt Z4E! £ Ql&L|Ct,

S AEHVYPCE MAStE{HE VPCOH| IPv6 T4 HQ|E X|&etL|Ct. IPve CIDR €

« Amazon VPC IP &4 HZ|XIE Al £0|1 IPAM Z0{| M IPv6 CIDRE Z2H|XMU5ttdE B

IPAM & IPv6 CIDR EE2 2 MEHSILICI. CIDR EE0|AM VPCO| IP =4 HQIE T2 H|XLES

= Ol 5 7kX| &M0| A &LCH

- dinlA3 Zol: CIDRL| HlOlA T Z40|E MEHSE{M o] SMHME ME{EILICH CS & SILIE
£3SIM 2.

r

IPAM E0] Chall MEfEl 7|2 HintA 3T Z20|7t Qe B IPAM HiotA 3 Zo| 71882
EHStO{ IPAM Z2|XH7FH IPAM E0f 48 7|2 HotA 3 ZO[E A8E == U&LICH M
M 7| dotaz Zo| g & CHEt REMIEH LHE 2 Amazon VPC IPAM AFS AEXM
2™ IPv6 E M8 BESHMR.

2z

lo |

- IPAM Z0i CHal ME4El 7|2 HotA3 40|17t gie < IPAM E CIDRe| Hota3 &
Ol2Ct o XMl HntA 3 ZIo|§ MEdEFLICE 0 & 01 IPAM E CIDRO| /502! A<
VPCO| LiotA 3 ZO|E /520 M /60 AtO|2 MEHE = Q& LICH 7ts§ HntA3 20|
£/44~/60(/4% S 7HJL|Ct.

- CIDR M&4: IPv6 =48 S22 52T 0| EM2 M= LIt IPAM Z CIDR 0t
A3 ZO|2CH o FAAQ HokA3 Zolgh M=E = U&LICH o & £011PAM £ CIDR

VPCEH A4 82


https://console.aws.amazon.com/vpc/
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AHED SREE st=Ho{oM dHE[=X] otL|H ALE X} & st=H0{0iA A E=XIE H
O|gfL|Ct. VPCL| E|'EIA|E Defaultz MEHSHE O| VPCE A|ZHE EC2 RIARIAE QIARA
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8 A8 dEB M| HolE metdlEHE M E oP0=| QIAEIA AEE FZSIMR. VPCL| EHIHAIE
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9. VPC MME MEAFFLICE
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10. VPCE &t & MHEUHE FIIE = USLICH KpAEH LIE2 HEU dE MMHE H s L.

AWS CLIE AlE35l04 VPC MM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html

Amazon Virtual Private Cloud NE=IN ] o] )=
AIZF5L7| Tofl AWS CLIZ(E) Mx|stn T8 LIct AWS CLIE 74345t AwS 29t 015 HEE ¢
245tet= HIAIRIZE ZAELICE Ol EAte| oMo ME 7|2 EIME +MHRCtD 7P-g gL ot O
of2 42 Z HHO| --region M2 MEeLICH AtMEF LIE2 AWS CLI x| E£= Cl|o|E &
AWS CLI 7 & & ZstM2
Ef1 x|
create-tags BHE ALE510] 2| 0L E HHE £ 2|AA0 BT E FIHE = U&LICH E=EOS0H 2
O| BlAA M W0 --tag-specification SME FIHE £ U&LICH
--tag-specifications ResourceType=vpc, Tags=[{Key=Name,Value=my-project}]
AWS CLIE AF873t0{ VPC & VPC ElaA MY
1. ChZ create-vpc BHE At& 5104 X|HEl IPv4 CIDR EE2 2 VPCE M ELICH.
aws ec2 create-vpc --cidr-block 10.0.0.0/24 --query Vpc.VpcIld --output text
EE 7Y AR VPCE Hd5t2{™ ChE of X2t 20l AmazonOiA MS35t= IPv6 CIDR 258 F

7}etE - -amazon-provided-ipv6-cidr-block S FIFELICEH

aws ec2 create-vpc --cidr-block 10.0.0.0/24 --amazon-provided-ipv6-cidr-block --

query Vpc.VpcId --output text

e BE2 M VPCe| IDE gHetefLch ChE2 of &iLct

ol

vpc-la2b3c4d5e6flazb3

2. [7¥ 2B VPC] CtE describe-vpcs BEE ALE3H0{ VPCOI| 242 E IPv6 CIDR =252 7S

Ct.

aws ec2 describe-vpcs --vpc-id vpc-la2b3c4d5e6fla2b3 --query
Vpcs[].IpveCidrBlockAssociationSet[].Ipv6CidrBlock --output text

E£30| o= CtSot Z&Lh

2600:1f13:cfe:3600::/56
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpcs.html
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3. ALE AtEiol et stLt ol ¢ o MEUE dEFLICH Z2HM grEo e 271 ol¢ el 718 &
5}

o

oM El&aaE AlEfst= 0| E&LICH CHE B & stLIE AF8stod Z4 MBS gL
=
=

C
e IPV4ME MEY .EX P4 CIDREECE MEYIE MASE{HM C}2 create-subnet HE

= A8 gL

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --cidr-block 10.0.1.0/20
--availability-zone us-east-2a --query Subnet.SubnetId --output text

« FUAEMEU . FU AR VPCE MAME 2 O @M 20| --ipv6-cidr-block
SME AE25I01 7Y AE MEUIE MAME £+ Ql&LCH

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --cidr-block 10.0.1.0/20
--ipv6b-cidr-block 2600:1f13:cfe:3600::/64 --availability-zone us-east-2a --
query Subnet.SubnetId --output text

« IPv6 M8 MEY - T ABVPCE MdEst A< CfE WP 20| --ipve-native SME
Al873504 IPv6e M& MEUIE MAME £~ Ql&LCt.

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --ipv6-native --ipv6-
cidr-block 2600:1f13:cfe:3600::/64 --availability-zone us-east-2a --query
Subnet.SubnetId --output text

e B

A

=

MEUo| IDS gtetstL|ct. Ct2 2 o Lct.

ol
ro

subnet-1a2b3c4d5e6f1a2b3

Ze otee LI
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4. 2 HHS EE NAT Ho|EQI0|8 HE2 Muuo| e

a. Cl3 create-internet-gateway @2 AI&35t0{ QIE{L! HO|EQO|E M-EFLICE o] BH2
M CIE{S! Ho|E|o|Q IDE gtetEhLCt.

aws ec2 create-internet-gateway --query InternetGateway.InternetGatewayId --
output text

b. CtZ attach-internet-gateway BZE AtE35t04 VPCO| QIE{L! HO|EL|0|E dZAELICt O
EHAo| M Bheter QIE{ H|O|ESO] IDE AFSELICEH

aws ec2 attach-internet-gateway --vpc-id vpc-la2b3c4d5e6fla2b3 --internet-
gateway-id igw-id
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-subnet.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-internet-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-internet-gateway.html
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c. [k create-route-table WHE AL 5t0 HE 2! MELol| CHE ALE AL X|H 2t E E|O|E
MABHLICH O] HHE2 A BtRE E|0|E9| IDS gtetErLct

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

d. C}S create-route HHE AFE510{ 2 E IPv4 ECHEIZ CIE{Y! HO|EQI0|Z2 EUE EISE
Elo|2 2| Z2E MMELICH HE= MEUIO| 228 H|O|E IDE AFS & LILCH.

aws ec2 create-route --route-table-id rtb-id-public --destination-cidr-block
0.0.0.0/0 --gateway-id igw-id

=2

e. C}S associate-route-table HHE AFE 510 ZIRE EHO|ES I
HEZ MEUo| I RE E 0|2 IDe} HEE! MEUIO| IDE A

= MESin AZagLCH
FLICH

[[oll ]

aws ec2 associate-route-table --route-table-id rtb-id-public --subnet-
id subnet-id-public-subnet

5. [IPv6] ZZ0[8! MEUIO| QIAEAT} IPv6E S5 QIEA0f| BMAE = UL E S41 HME QlEHL
HO|ESOIE F7HE &= UKX|BHO: AZES|0{ HHIO|E &7|) QIE{HS| SAEE QIAEIAO] H

MAg =+ gigLich

a. [C}S create-egress-only-internet-gateway @EE2 AFE5t0{ S41 & QIE{H HO|EQOIE
MEBLICH ol BES M Qe Ho|EQo|e] IDE BtetEfLct

aws ec2 create-egress-only-internet-gateway --vpc-id vpc-la2b3c4d5e6f1la2b3 --
query EgressOnlyInternetGateway.EgressOnlyInternetGatewayId --output text

b. CFS create-route-table WHES AFE35lod ZE2t0|8! MEUlof CHEt AL X} X|H 2t & Ello|2
S MMELICH o]l HYEE M 2t S El0|22]| IDE BHEHELICEH

—

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text
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H

2 create-route HHES AF2510{ ZE IPve EBIEIS S$41 M2 ClE{Y HO|EQOIZ E LY
zZztolyl MEUof Cit 2t E Elo|2o] BREE MAMsfLICH o™ SHAlofA] BHEHS 2t
EfO0|E22| IDE At ELICH

=
=
El E
o

aws ec2 create-route --route-table-id rtb-id-private --destination-cidr-
block ::/0 --egress-only-internet-gateway eigw-id
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route-table.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-route-table.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-egress-onlyinternet-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route-table.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
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d. ChZ associate-route-table BHE AL St04 212 E|0|=E Zetol8! MBI AT LICE.

aws ec2 associate-route-table --route-table-id rtb-id-private --subnet-
id subnet-id-private-subnet

6. ZZtO|%! MEUO| E[AA0] CHEF NAT HO|ESOI7t HE2E AR OS2 s™FLICH

a. LC}2 allocate-address WS AF25104 NAT H|O|EQ|0|Q| Bl P TAE AMAIBHLILCE.

aws ec2 allocate-address --domain vpc --query AllocationId --output text

b. LC}S create-nat-gateway BHEE AL 35101 NAT HIO|EQO|E A& LICt O EtA0d| A gt
gtEl= Y IDE AFSELICH.

aws ec2 create-nat-gateway --subnet-id subnet-id-private-subnet --allocation-
id eipalloc-id

c. (MEf ALE) 5EFAH0M Z2to|t! MELof CHEt 2t & EO|E 2 ol0| 448 B O| HAHE
AHELICH 23 X| ¢fo ™ CFS create-route-table WES AFE 36104 = 2to|E! MEUof CHst
ot E ElO|ZE 2 ddgLct o]l HE2 M 22 HIo|=2| IDE BretgfLct

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

d. C}2 create-route S AF2510{ ZE IPv4 EBfZIE NAT HIO|EQ0|2 ELiE Zzto|t!
MEUlof it 2t Ello|22| B2 E MMELIC o] BtAH| == 5EHA0f| A A8t Zetoldl
Meuol atee Hlolg IDE AL BT

aws ec2 create-route --route-table-id rtb-id-private --destination-cidr-
block 0.0.0.0/0 --gateway-id nat-id

e. (ME]AtEH 5EAHIM Zato|s! MEUT 2t E HO|EE o|0| ¢AE F< ol BHAHIE U4

=== g :L_%'ﬂ of o™ C}2 associate-route-table WS Al 5t0od 2t E E|0|€E ZEl0|
|0t 443t LICt O] BHA| EE= S5EFAHl0IM MAE Zeto|s! MEYIo| 2t E E|oE
I.

—

aws ec2 associate-route-table --route-table-id rtb-id-private --subnet-
id subnet-id-private-subnet
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https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-route-table.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/allocate-address.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-nat-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route-table.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-route-table.html
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 dL|C}.

N

=M Fol M VPCsE MEIFLICEH

3. VPCE MEisI 5 M=T EE E7|§& MEistod vPCel 78 M7 EE & =L

AWS CLIE At&38tod VPCE MBSt H

describe-vpcs HHEE AFSELICH

E 2iMo| VPCE E2iH

https://console.aws.amazon.com/ec2globalview/home| A Amazon EC2 Global View 2&2 LIC}.

KtMEH LHE 2 Amazon EC2 Linux RIAFHAZ A DEHA L] Amazon EC2 Global ViewE At&35}04
2lAas Lt o ZEZI2 HAsMR.
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpcs.html
https://console.aws.amazon.com/ec2globalview/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view

Amazon Virtual Private Cloud INT=IY A To] =]

VPCO| B|AA A|ZtE}

CtS EHAof et 2laa B BE AFE5H0d VPC W ElAA 0| AZM EFE FLICH 2[4 Hoi= Ct
c

& 2lA&A7F EAELCH

VPC

MEy

- 2t*E HOIE
. QIE{Ll Ho|E9 0|
. 9|2 XML& QIE{Yl H|o|E¥ 0|

« NAT HO|EZO|

HO|E<) 0| A= QIE(Amazon S3 & Amazon DynamoDB)

2lAA e VPC LY 2lAA ZHo| A2 MEYIo A NAT HO|E 0|, QIE{L! HO|EI0] L HOo|IES
O|AEZQIEZ EfjElo| E2&= dAlZ2 Ho{&LC}.

2| AA S AL 35104 VPCL| o0 Z7|ElR{E O|dlst VPCO| /U= MEU = o{iH MEUHIO| o{iH B} &E
EHo|E21 d4L|0{ U=X|, 0{FH 21 & E|O|E 01 NAT HO|EH 0|, CIE{L! HO|ES 0| &! HOo|EH O]
ANEXQIE CHE B2V U=EXl & &= U&LICH

CES BlAA WS AFE6104 NAT HO|EIO|o M 244 A=l Z=2fo|8! MEY! EE= QIE{U 0| EL
O|2 &Y dZEk|= B2V Q= Zeto|8! MEUn} ZHo| HEEH&ISHK| Sh7{LE R E #4E Fotd =+
QU&LICH B|AA W LHo|M 2R E Eo|E1 22 BIAAE MEISHT SliE B|lAAS FHE HEE =
U&LICE.

VPCO| B|AAE AlZtS}5lE{H™

1. https://console.aws.amazon.com/vpc/H| A Amazon VPC 2&2 dL|Ct.

2. EM Fo|M VPCsE MEAELICE
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associate-vpc-cidr-block B2 AFErL|CH.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-vpc-cidr-block.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/ipam/create-ipv6-reg-pool.html
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- 0|O] AWSO] 7}X{2 IPv6 CIDRE ZZH|X{<st2{H L7 AKFt IPv6 CIDR € MEHSEILICE. T
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 associate-dhcp-options(AWS CLI)

» Register-EC2DhcpOption(AWS Tools for Windows PowerShell)
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 delete-dhcp-options(AWS CLI)
* Remove-EC2DhcpOption(AWS Tools for Windows PowerShell)
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https://tools.ietf.org/html/rfc1918
https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/vpc/latest/peering/modify-peering-connections.html#vpc-peering-dns
https://docs.aws.amazon.com/vpc/latest/peering/modify-peering-connections.html#vpc-peering-dns
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2Instance.html
https://console.aws.amazon.com/ec2/
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https://console.aws.amazon.com/vpc/
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-attribute.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcAttribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-attribute.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcAttribute.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/cli/latest/reference/ram/associate-resource-share.html
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https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpcs.html
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https://aws.amazon.com/vpc/pricing/
https://aws.amazon.com/vpc/pricing/
https://aws.amazon.com/vpc/pricing/
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_VPC.WorkingWithRDSInstanceinaVPC.html#USER_VPC.Shared_subnets
https://docs.aws.amazon.com/codebuild/latest/userguide/vpc-support.html#vpc-limitations
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_ReplicationInstance.VPC.html#CHAP_ReplicationInstance.VPC.Configurations.ScenarioVPCShared
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-vpc.html#ec2-shared-VPC-subnets
https://docs.aws.amazon.com/eks/latest/userguide/network_reqs.html#network-requirements-shared
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-targets-shared-subnets
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started.html#prerequisites
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-register-targets.html#register-targets-shared-subnets
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-clusters-in-a-vpc.html#emr-vpc-shared-subnet
https://docs.aws.amazon.com/glue/latest/dg/shared-vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/foundation-networking.html#foundation-nw-shared-subnets
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-vpc-attachment.html#cloudwan-vpc-attachments-shared-subnets
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/how-network-access-analyzer-works.html#analyzer-limitations
https://docs.aws.amazon.com/vpc/latest/reachability/how-reachability-analyzer-works.html#considerations
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#interface-endpoint-shared-subnets
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_VPC.WorkingWithRDSInstanceinaVPC.html#USER_VPC.Shared_subnets
https://docs.aws.amazon.com/redshift/latest/mgmt/rs-shared-subnet-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-associate-vpcs-different-accounts.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-share.html#transit-gateway-shared-subnets
https://docs.aws.amazon.com/verified-access/latest/ug/verfied-access-endpoints.html#shared-vpc
https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-basics.html#vpc-peering-limitations
https://docs.aws.amazon.com/vpc/latest/mirroring/traffic-mirroring-limits.html#traffic-mirroring-limitations
https://docs.aws.amazon.com/vpc-lattice/latest/ug/create-target-group.html#target-group-shared-subnets
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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https://aws.amazon.com/wavelength/faqs/
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https://docs.aws.amazon.com/local-zones/latest/ug/available-local-zones.html
https://docs.aws.amazon.com/local-zones/latest/ug/how-local-zones-work.html#considerations
https://docs.aws.amazon.com/local-zones/latest/ug/
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html#vpn-create-target-gateway
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html#vpn-create-target-gateway
https://aws.amazon.com/about-aws/global-infrastructure/localzones/locations
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Colocation.html#cross-connect-us-west-1
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html#create-direct-connect-gateway
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html#create-vpc-attachment
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
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https://docs.aws.amazon.com/wavelength/latest/developerguide/how-wavelengths-work.html#wavelength-routing-overview
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-availability-zones.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
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https://docs.aws.amazon.com/outposts/latest/userguide/outposts-local-gateways.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/local-network-interface.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/requester-managed-eni.html
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://console.aws.amazon.com/vpc/
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1. delete-security-group BB E AF&3t0o{ 2ot JES AMXIFLICY.

aws ec2 delete-security-group --group-id sg-id

2. delete-network-acl @& AFE3504 Zt HEQ/3 ACLE ATNIELICE

aws ec?2 delete-network-acl --network-acl-id acl-id

-

3. delete-subnet BHEE AI&3510{ 2+ MEUEZ AFK[EFLICE

4. delete-route-table BHE AFEst01 Zf ALS X X 22 E EI|O|S S A A|ELICH

aws ec?2 delete-route-table --route-table-id rtb-id

5. detach-internet-gateway @E2 AFE5t0{ VPCOIA QIE{H HO|EQOIE 22T LCt.

aws ec2 detach-internet-gateway --internet-gateway-id igw-id --vpc-id vpc-id

6. delete-internet-gateway BHEE A& 3104 QIE{A! H|O|EQ0|E AMA[EFLICH

aws ec2 delete-internet-gateway --internet-gateway-id igw-id

7. [FY 2= VPC] delete-egress-only-internet-gateway & AL&35t0{ &4 & CIE{Y AHO|E
Alo|& AfA|Ig Lt

aws ec2 delete-egress-only-internet-gateway --egress-only-internet-gateway-id eigw-

8. delete-vpc HHEE AFE5t0{ VPCE AMA[EFLICt
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-security-group.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-network-acl.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-subnet.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-route-table.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/detach-internet-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-internet-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-egress-only-internet-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc.html
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https://en.wikipedia.org/wiki/Link-local_address
https://en.wikipedia.org/wiki/Link-local_address
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/
https://docs.aws.amazon.com/local-zones/latest/ug/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-naming.html
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VPCO| MEHE F7}te{H

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

=M 2ol M MEY (Subnets)2 ME4EHLICEH

2

3. MEL! M4 (Create subnet)2 MEEFLICE
4. VPCIDOIM MEUlol vPCE MEHSHLICY.
5

(ME4 AFEH) MEL 0|&(Subnet name)oll AHEU1o] o0& 2248t o|Z A 5t Name 719}
K&t Zte 2 e b MAEL|CH

6. 7t ¥(Availability Zone)ollAl MELIQ| 2doig MEHSI LI AWSOIM RIS 2 MEHSIE = 7|
B2 718 M S (No Preference)2 CHZ & & U&LICH

7. IPv4CIDR £82| 32 5 =2ig M50 MELIO| |Pv4 CIDR EE2 st HLH(oA:
10.0.1.0/24) IPv4 CIDR S22 MEHEHLICH Amazon VPC IP F4 #E|XHIPAM)E AtE3}04
AWS QIT2E0|IP FAE HE, &3 2 ILIERISHE B MEUS MAE 1 IPAM(IPAM &
)M CIDR EEE 8EFE = U= SMO| NS ELCH MEH IPEEE {8t VPCIP F4A 3
Zt AZlof cist REMIEH LI 2 Amazon VPC IPAM AF2 MEMO| RE&AM: MEUY! |p &E S 2|8
VPC IP £4 Z7HAlElg &AL,

8. IPv6 CIDR E52| 4% =5 &z MEislod MEUE HHE VPC2| IPv6 CIDRES MEAELIC.
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S E Qe VPC IP FA ST+ Al=lof ChEt REMIEH LI 2 Amazon VPC IPAM AHE MEAM Q| &kt

aM: MEU 1P EEE Q8 VPCIP FA 37 HES 2X5IML.

9. IPv6 VPC CIDR E5& MEHErLICH

10. IPv6 MEUI CIDR E£29| F<2 VPC CIDRI} Z 7Lt . F+A|Z4Ql MEUlo| CIDRE MEHSHL|C.
0 & £04 VPC & CIDRO| /502! B2 MEUYlo|yntA 3 ZIO|E /5001 A /64 AHO|Z MEHE £~ Q)
&LICH 7Hs 8t IPve YiotA 3 Z0|=/44~/64(/4% S 7HLIC.
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describe-subnets BZE AL EHLCE

DE 2o MEYE HE{H

https://console.aws.amazon.com/ec2globalview/home0ll A Amazon EC2 Global View 2&& @iL|C}.
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REM|EE LHE 2 Amazon EC2 Linux QIAEIAE AL MHAM 2| Amazon EC2 Global ViewE A& 504
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MEYM IPv6e A X|H 7|52 M85t 42, HER A QIEH0|A EE= QIARAE
Amazon EC2 API 2016-11-15 O|&f HHTH0|M MM E B0 2t IPve FAE gH&LICTH
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4. TEZ|IPv4 T4 XS g &3t (Enable auto-assign IPv6 address) 2 21EHg (HEHSHE HELE

3 QlE{m|o|A0] CHEH IPvEe FAE QA EHLICH EQoi et ol
|28 & SaveE MEHEILIC.
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2&E2 A28 MEY CIDR 0§|2F £Fed
Che Db 2Ho| MEL CIDR 0422 OHE 1 2HE|gt £ QlaLct

1. https://console.aws.amazon.com/vpc/H|A Amazon VPC 2& & LI}

0. EHA &0 A A= S(Subnets)S AMEHELIC.

3. Me4g MEdgrL|ct

4. 7|& MEY CIDR of efof CHet HEE @2 e CIDR of|2F &S ME{ghL|CE.

5. MEU CIDR oi|efS FIt6t 7Lt M7Hste{™ 2, CIDR o &f WEIE MEiEt = Ot 2 = &L

Ct.

« IPv4 CIDR 0|22 F7}5t24T IPv4, IPv4 CIDR O|2F F7IE MEHSHLICH of|2F S MEHSH
T CIDR HRIE =dst CIE FIIE MENEFLICE.
« |Pv6 CIDR 0i2F2 F7}35l24HIPv6, IPv6 CIDR 04|2F F71E MEHSHLICE of|2F RS MEHSH
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« MEUYI CIDR 0i2f 27|
« MEUY CIDR 0 2F AFK||

MEUY CIDR 0{ < BHE 7|

create-subnet-cidr-reservation2 AF&3t04 MELY CIDR o2 S MAAELICTH

aws ec2 create-subnet-cidr-reservation --subnet-id subnet-03c51e2eEXAMPLE --
reservation-type prefix --cidr 2600:1f13:925:d240:3alb::/80

M

29| o= ChEot Z&Lch

{
"SubnetCidrReservation": {
"SubnetCidrReservationId": "scr-044f977c4eEXAMPLE",
"SubnetId": "subnet-03c5le2ef5EXAMPLE",
"Cidr": "2600:1f13:925:d240:3alb::/80",
"ReservationType": "prefix",
"OwnerId": "123456789012"
}
}

MEY! CIDR 0 2F £ 7|

get-subnet-cidr-reservations2 A& 301 MEL! CIDR of ol M2 HEE = = U&LICH

aws ec2 get-subnet-cidr-reservations --subnet-id subnet-05eef9fb78EXAMPLE

MEY! CIDR 0i2F AFX|

delete-subnet-cidr-reservationg® AF& 35104 MEY CIDR 02 E AMA||EHLICEH

aws ec?2 delete-subnet-cidr-reservation --subnet-cidr-reservation-
id scr-044f977c4eEXAMPLE
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<2 E|o|S LICt 2t E HIOIEE QIE{Y HOIEQO| EE= 7t Z2to[S! Ho|Ef| o[t 2125t
1 o{Eto|HA O HERT QIEHO|AE VPC EEfZO| CHA S 2 X|IHELICH.

« Transit 70| EQ|0| 2t E E1|0|E(Transit gateway route table) - Transit |0|E9J0|2} AL E Bl
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/introduction.html
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« create-route-table (AWS CLI)

« M EC2 () RouteTable AWS Tools for Windows PowerShell
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2RouteTable.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route-table.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2RouteTable.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html#vpn-edit-static-routes
https://console.aws.amazon.com/vpc/
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+ create-route(AWS CLI)

* replace-route(AWS CLI)

* delete-route(AWS CLI)

* New-EC2Route(AWS Tools for Windows PowerShell)

» Set-EC2Route(AWS Tools for Windows PowerShell)

* Remove-EC2Route(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Route.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNRoutingTypes.html
https://console.aws.amazon.com/vpc/
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» enable-vgw-route-propagation (AWS CLI)

2Fd3H-EC2 () VgwRoutePropagation AWS Tools for Windows PowerShell
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« disable-vgw-route-propagation (AWS CLI)

« H|23}-EC2 () VgwRoutePropagation AWS Tools for Windows PowerShell
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https://docs.aws.amazon.com/cli/latest/reference/ec2/enable-vgw-route-propagation.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Enable-EC2VgwRoutePropagation.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/disable-vgw-route-propagation.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Disable-EC2VgwRoutePropagation.html
https://console.aws.amazon.com/vpc/
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 associate-route-table (AWS CLI)
« B|X|AE - EC2 () RouteTable AWS Tools for Windows PowerShell

MELof CHet BH S Bjo|E HZS WHEE £ QaLnh

L2 HlolES WS M 22 ElolE ol SUB CHAro| SUEH EaiTiof th3t 2t Eo| Z 3=l
o

=) H
of x| ot B Mol 7|Z izl ARIELICH

ZE£E AI85tod MY 2t B H|O|E HEE HEstedH

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 dL|C}.
2. EM E0o|M [Subnets]E MEIEH & MEUIS MERILICE
3. 2t & H|O0|Z(Route table) B0 M 2t & El|0|F 244 T E(Edit route table association)S 41=H

O|=Z ID(Route table ID)HIAM M 2t & E|O|= S MEHEFLICE

(@)

Rl

02l

mo o
x

m o
o

r

ful

* replace-route-table-association (AWS CLI)
« M E-EC2 RouteTableAssociation (AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-route-table.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Register-EC2RouteTable.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route-table-association.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2RouteTableAssociation.html
https://console.aws.amazon.com/vpc/
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disassociate-route-table (AWS CLI)

« 55 F|A-EC2 () RouteTable AWS Tools for Windows PowerShell
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* replace-route-table-association (AWS CLI)

« M|E-EC2 RouteTableAssociation () AWS Tools for Windows PowerShell
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https://docs.aws.amazon.com/cli/latest/reference/ec2/disassociate-route-table.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Unregister-EC2RouteTable.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route-table-association.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2RouteTableAssociation.html
https://console.aws.amazon.com/vpc/
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aws ec2 associate-route-table --route-table-id rtb-01234567890123456 --gateway-id
igw-1laa22bb33cc44ddl
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-route-table.html
https://console.aws.amazon.com/vpc/
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« disassociate-route-table (AWS CLI)
« S5 RouteTable F 4-EC2 () AWS Tools for Windows PowerShell

2 &LCH 22 2t B0l Ch4 S A LHS 7|2 local T
Ik VPCOfl 0424 CIDR 25 0] 1= 72 212 slolZ0il CIDR 282 5Lt
l2elo] gLtk Beol mat 2t 2 2l eEol A DA AL 2HE £ 9

ZE£2 A8stod 24 Bt E Uo|o|Ested™

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2& 2 LiCt
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3. tt?E(Routes) B A 2t & TE(Edit routes)S MEAEILICEH

4. Z2ZetREolM 4 (Target)2 X2 CtS ME2 CHa S MEdELICH

5. HA M MES MEFLC

Z£S MEsod ZH et Oy

o

5 l5tedH

-_—

https://console.aws.amazon.com/vpc/0| A Amazon VP
=M Zrol M 2H* & E|0|=(Route Tables)E MEiEH &

21(Actions), Edit routes(2t & HE)E MEARFLICY.
LElof M CH&f(Target)2 X2 CtS EZ(local)S ME{ELICE.
7

HE A MES MEELICH

0
w O

L

o & 0N
8]
u

i
Pl
()]
of

tod 24 FZ29| CHA 2 HiF 2424 AWS CLI

mo
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aws ec2 replace-route --route-table-id rtb-01234567890123456 --destination-cidr-block
10.0.0.0/16 --network-interface-id eni-11223344556677889
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https://docs.aws.amazon.com/cli/latest/reference/ec2/disassociate-route-table.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Unregister-EC2RouteTable.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
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E M85l EZ ZE | CHaE S35t24H AWS CLI
CS o KMol M= I E EIO|E rtb-012345678901234562| 2Z CHAIS = &L|Ct.

aws ec2 replace-route --route-table-id rtb-01234567890123456 --destination-cidr-block
10.0.0.0/16 --local-target
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+ delete-route-table (AWS CLI)
« N|74-EC2 () RouteTable AWS Tools for Windows PowerShell
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-route-table.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2RouteTable.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
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» associate-nat-gateway-address (AWS CLI)
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» create-nat-gateway (AWS CLI)

« M EC2 () NatGateway AWS Tools for Windows PowerShell

+ CreateNatGateway(OtOFE EC2 # 2| API)
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+ delete-nat-gateway (AWS CLI)

« XN|74 - EC2 NatGateway () AWS Tools for Windows PowerShell

+ DeleteNatGateway(Ot0OFE EC2 # 2| API)
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» describe-nat-gateways (AWS CLI)

* Get-EC2 () NatGateway AWS Tools for Windows PowerShell

+ DescribeNatGateways(OtOFHE EC2 # 2| API)
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+ disassociate-nat-gateway-address (AWS CLI)

+ S5 NatGatewayAddress F|2-EC2 () AWS Tools for Windows PowerShell

» DisassociateNatGatewayAddress(OtOFE EC2 FZ| API)
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+ create-tags(AWS CLI)
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4. HotaFo|olFn ¥ YHELnt
5. VPCQl A< NAT QlaEiAof Ciét VPC IDE MEHEILICH
6. Ct23t Z'0| QIHHRE 7 2|(Inbound Rules) 5tofl QIHI2E EEi=of ChEt #2l8 F7hehuct.
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ol IP F4 eI e
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c. TEFIIE MHFLICH RE22 SSHE MEHst 1 A A (Source)oll CHEF IERZ [ IP
HelE =7
7. CtSIH Z0| ofRHHRE 7 =|(Outbound Rules) 5toil O RHH2 E EgfZlol CHEt F2l8 FIHErL
Ct.

HTTPE ME4St T CHAFOI 0.0.0.0/02 l2dEtL|Ct.
HTTPSE MEiSI 1 CHAMOY 0.0.0.0/02 l=238tL|Ct.
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NAT AMI0{| Amazon Linux 0]2[2] 2 MK & AtEdtede E< sliE 23 M2l dEME FE st
NAT 74 212 2olstAAI2. QIABIAS RIRE/s 20z o] MHO| RXITI=S MEE XFsHot
grLCt.
Amazon Linux& NAT AMI 24
1. AL2023 &= Amazon Linux 28 A#st= EC2 QIAEAE AIRHEILICEH NAT QIAEIAZO R M
MEt 2ot O & XI'dsHoF & Lct.
2. QIABEAO QZstD QARANM LIS HHEE A0 iptablesE & 43t LICH.
sudo yum install iptables-services -y
sudo systemctl enable iptables
sudo systemctl start iptables
3. QUAEAONMCHE HUS =A5tod IP ME S Y5t IP HE Ol MEE FHE AL &KL

a. nano &= vim 2| HETIE AHE3Ho 7+ mt(/etc/sysctl.d/custom-ip-
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. TALUS M HAE HEYIE SRELIC
d. CHe TS Mt 74 BYUS ML

4. QIAEAOM CHE P E sy, 7|2 HERZ elEwo|A0] 0|2 7IF6 SLICH CHE B
AolA o] HE7t HegfL|Ch

netstat -i

CHE o|Al £330 M dockero2 =7{0i 2|3l MAMEE HELRXT CIE{H0|A0|T, etho2 7|2 HE
{3 QlE{mo|A0|T, loE F x4 OlE{m|0|ALLC}.

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
docker® 1500 0 0 00 0 0 0 @ BMU
etho 9001 7276052 0 00 5364991 0 0 @ BMRU
lo 65536 538857 0 00 538857 0 0 @ LRU

CI2 oA &40l M 7|2 WEQ A QE{H 0|AE enXxQQlLICEH.

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
enXo 9001 1076 0 00 1247 0 0 @ BMRU
lo 65536 24 0 00 24 0 0 @ LRU

CHE oAl £330iM 7|2 HERZ 2/E{H0|A = ens5LICH

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
ens5 9001 14036 0 00 2116 0 0 © BMRU
lo 65536 12 0 0 0 12 0 0 @ LRU

5. QUAEIAOM CHE BHE A0 NATE FHELICH 7|2 HERF IE{H0|AT} ethoO]| Of
el 32 ethog O B[ 7|58t 7|2 HESIZ QIEH 0[AZ HHELICH

sudo /sbin/iptables -t nat -A POSTROUTING -o eth@® -j MASQUERADE
sudo /sbin/iptables -F FORWARD
sudo service iptables save

ol A NAT AMIE MAEtLICt REAIEH LI 2 Amazon EC2 - Linux UAEAE ALE
EAAO| M Linux AMI MM E B X5HA2.
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Windows
PuTTYE AF235104 NAT QIAE AO] 44 ELIE% =yl {O|ME ME {82 MEIS

[ec2-user@ip-10-0-4-184]1% ping ietf.org

NAT @IAEIA0] QIE|L A A HEHO| QEX| BOISHHM CHS T 22 S22 SAYEX
gt C}2 Ctrl+CE& = ping BEE FAELICH OfL|TH NAT QIARATL T |
2roIBtLICHELR E Bl 0120l QIE{L Aol =S oo CHE ZZ T 218).

PING ietf.org (104.16.45.99) 56(84) bytes of data.

64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=1 ttl=33 time=7.88 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=2 ttl=33 time=8.09 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=3 ttl=33 time=7.97 ms

[ec2-user@ip-10-0-4-184]1$% ssh ec2-user@private-server-private-ip-address

Zzto|8! QIARIAN| M ping BHE Aldlstod B0l A4E & JUeX| EHAEELICH
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—
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r
Cr
[ul

% 39

PING ietf.org (104.16.45.99) 56(84) bytes of data.

64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=1 ttl=33 time=8.76 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=2 ttl=33 time=8.26 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=3 ttl=33 time=8.27 ms
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Amazon Web Services

F Region

[ .
Private subnet

LLLLIL
LILILILIL
M
W

EC2 instance Flow log Amazon
! 53 bucket

[] .
Private subnet

LI
EC2 instance
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CIS oA 8 EO= MEUHIS B E ECHEE X sID 58 21 B|ZEE Amazon
CloudWatch Logs™| AlA|EfLICH & EOa= MEHS| 2 E HER3 QlE{m|o|A0 CHEt ERiEIE
Aehlct

i - — . .
i Private subnet :

LLLLL

LLLL]
LA

LB
EC2 instance

B

i . Private subnet )
! Flowlog | CloudWatch

i : E Logs
LLLLL .

LLLL
LU L

, ITTTT |
EC2 instance

28 28 4N S0, HIOEIE £ X5kl ME CHaofl AAISHE O & 2ol AlZto] £42F 4
A&LICH 58 2a& HESLS CE{Ho|A0 Ciet 20 AERE AAZte 2 Y5 K| t&LICH &t
Mt dE2 58 210 48 Mg HESHM 2.

MEU EE= VPCO| CHEF 5 & CloudWatch 218 d/d8t &+ MEHOM QUAEAS A|ZfstH L

213 CIE{H o|A0 HEXT ECiEo| 2hMet= SA| M UELT QlE{H0|AN CHEt 20 AER]
(Logs) == 21 It Z4X| (Amazon S38) 7 M E L|C}.

CHEIH 22 CHE AWS MHIA0IM A4IEH LIESIT QIEIHOl 0 ChEt 28 218 HHE & ASL
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 Elastic Load Balancing
« Amazon RDS

- OfO}E ElastiCache

+ Amazon Redshift

- OFOFE WorkSpaces

« NAT HO|ES|0|

- M& HoOo|EH O]

HES3 QIE{H 0|A S30f #7810] Amazon EC2 2 EE= Amazon EC2 APIE AF23510{ HEL

3 QIE{m|o|A0l CHet 28§ =& 2 dslioF &LICH.

S& 2O0 B8 HEY + J&LIct Z4 Efas MQ-XUP dolstE 7|9 MEiM Zloz T EE L
ChEflO2= 58 208 XU ARKERE #Yst= ol =&0| E = UA&LICH

SE 27 Ol ER5HX| i B AXE = &Lt 528 208 AXsHH 2|4 A0 CiEt &
& 23 MH|AJF HIBHS |0 dHEHL AAElE M &2& EO B|ZE7 gLt 58 238 &
Msiz 7|& 58§ 23 Ol0o|EH= &HMEX| t&LICH 5§ 208 X5t 242 0t F2IRMS m Cha
oM 2 58§ 2O CIO|EE A XE = UELICH AtME MER2 55 20 4K MME HESHML.

SE 2O 8ZE= VPCH HERZ &2 LIEHLICH Z|[2Mo2 Zt HZEE X 7|ZHol2t e
st EAH 2+ Uiof e MstE HET QIE|H T2 EZ(IP) ECHE S E(LET QE|HOo|AEZ 5
RE2 EFo= )2 AXMELICH

ZtPREES ZEY 2o 2 LEE|0] Qe EXAMUQILICH HZEN = AA A ZEEZ S IPS
Eo| st 1A © Aof CHEF ZHo| ZEHEIL|CE

SEEZOEMME M EE ZOBIES 7|2 HAS AISHHLE AFRAE XH HAlE X|IHE =
&LCt

=it

« A 7t
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A 2+

A ztHe 5 580 BAiElo] 58 21 BlZE2 MASE szt 7B o= 2io) DA 2
Ze 102YLIch 28 218 B I MMo 2 Ho) BH 21242 1202 XIHY £ aLict &
CH 21| Zt240] 1201 58 2= 2|0k T2l 2H20] 10291 58 2I2Ch o B2 ol 8 21 7
FCE ML

HE L QE{H0|ATENITRO 7|8 QIAEIA O AZAE F2 &Al ZHE2 X|EE =/ EA ztHod| 2
7Aglo| &4 12 olshLct,

A 2+ Lol Hio|EE ZAEt Foll= Clo|EHE *{E[8t CloudWatch Logs EE= Amazon S301 7|
AlstE ol F7F Alzto| ZEILICH 58 23 MH|AE Mo 2 oF 52 Lo 23 & CloudWatch
Logs (21) ofl &35t Amazon S30i| &F 108 0| 238 ™MEELICH J22{ut 23 el (M9
L2322 7|80|1 27t LEtMQRl MY AlZhE Z1H5to] X|HAE = gt

7| A
7|2 Aol 58 2O BlRSols ALS JhS 3 T Blolgo] EAIEE £MOIZ BH 2 Wevt 28
ELICh I NS NS Holshri BYE S glaulc 571 B £E CE U 49 MEE 2

o
B Es 07 A0 2E 58 218 BHED B0l 9 BB MEE 4 2Lt AR XY B
7

CIE E= S8 2030 M8 7Istt ZE HEE HAIBELICH HT(Version) &2 i HEE
EEHVPC 58§ 20| HEE LEHHLICH 7|2 Alols 2E HT 2 HEJHEH| OIS0 EAEE &
Mot SYUstH Z & Lot

Amazon S3 5§ Z1 CIO|EHE HAE mf H=o| Ho|E fE2 58§ 21 F4lof et ChELICH
Alo| Lt HIAEQI F B E EHE = STRING R LICH 40| Parquet @1 29 EE HIOIH &
of CHet £& & XA AI2.

EEEROBZE 286


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#ec2-nitro-instances

Amazon Virtual Private Cloud AR} 710|1E
ZEE M8 £+ QAL EH MR =0 Cle HAME = e G dZEs Y EFof il - 7|5
£ EAIELICH i Sl M 21 MEElX| ot HIEHHIOIE ZE = %[Mo| 2 £~F ZALZLO|H Y
S Z210| FEE|HLE MEEK| b2 = U&LICH
o= = A
version VPC 28 21 HA. 7|8 EAIE M85l 82, T2 29Ut 2
AR XH A2 A85lE 82, T2 X|™HE 2E S0 7t&
=2 HHQULICH o & 04 T 20| =R X|HSHCHH HA2 27t
ElLICH ™ 2, 3 2l 40| ZHEE E&5I04 X|HECHH HH2 471 &
L|CF.
Parquet CI|O|E{ R3&: INT_32
account-id Epi=Eo| 7IBRElE AA HELF QIEHO|A ARKL| AWS H™H 2
IDILICH AWS MH|AM HE ST QIE{H oA % Aol 42
(0d: VPC IE X QIE = Network Load Balancer) £ A& i 0]
Zic o HZE7} unknown EAIE £ Q&LICEH
Parquet C|O|E| f&: At
interface-id Effzlo| 7|8 L= WES3 QlE{mHOo|A ID. 2
Parquet CI|O|E{ £&: 2At4
srcaddr S0 EffEo AA FA FE HERT QEmO|A LS| LI7IE 2
EfjZlo| HET QE{mo|A 2| IPv4 EE IPv6 4. HELT 2l
E{Ho|A 2| IPv4 A= &4 aliE Z2to|8! IPv4 FAQILICH Edt
pkt-srcaddr EHHE R XA AIL.
Parquet CI|O|E{ f&: 2At4
dstaddr L7l EEO| CHa 4 E= HEXT CIEH0|A9] E0{E 2
EoiZo| HERT CE{H0|AL| IPv4 EEE IPv6 TA. HELR3 QI
EHHO|AQ| IPv4 A= &4 siE Z2to|8! IPv4 FAQILICH EFF
pkt-dstaddr EHH T EHES AL,
Parquet CI|O|E{ R&: 2Xt4
srcport EBEo AA XE 2
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= =k H &
Parquet Cl|O|E{ R3: INT_32

dstport EfjEo| M ZE 2
Parquet C|O|E{ £&: INT_32

protocol EBHZIOl IANA Z2EZE H3E XIMEH HE 2
2 HE CHHE FXSAAR.
Parquet CllO|E{ #&: INT_32

packets S8 3 HMESE A £, 2
Parquet CllO|E{ R3: INT_64

bytes 5§ &5 ST HOIE £, 2
Parquet G| O|E{ R&: INT_64

start SEO| & Hmf miZlo| FA 7t LHHIM =41E AIZHER: Unix ) 2
ILIct. o] Alzt2 miZlo| HER T QEH| oA MEE[HL £
AMEF 2[CH60E7F E = US
Parquet Gl O|E{ R&: INT_64

end A 2t3E LM 2 &2l Obx|2f ZlE A8 A[ZHER: Unix &) 2
L|ct. o] Alzt2 mHZ!o| HEX A QIE{H O|ANM MEE|HLE &=

AlE

Parquet C|O|E{ R&: INT_64

ME = z[CH 607t E &= A&
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e = B
action Ep=at d4E =Y 2

« ACCEPT — EHEIO| £t L|%&L|CH
+ REJECT — ECHE|O| HEE[AE&LICE o & E0{ EOF O FOJL}
HIEZ ACLOMIM ECHES 585K LY HLE Z0| EEl = Ij
Zlo| =& LCt.
Parquet C|O|E| f&: At
log-status S8 219| 2Z AEl: 2
« OK — MEHEI CH&tol| Aoz 2ZHEL|CH
+ NODATA — &A 2t & HEL3 2E{H 0|A|MH TS SHHLE
AE HELRT ECi=0| QA& LICE.
« SKIPDATA — &A| 2td &5 U2 58 2 I ZEE ALFIUES
LICH LHE & A& = LI 277 ¥l = &LCt
Parquet C|O|E| f&: At
vpc-id Eoj=lo| 7|8kl UEXHZ 2IEHH0|AE Z& 3= VPCOl ID. 3
Parquet CI|O|E{ R&: 2At&
subnet-id EZiZio] 7|25 = HELT QIE{HO|ASE ZES= HEYIo|D. 3
Parquet CI|O|E{ R&: 2Xt4
instance-id CIARAE ARft A2 EfjEo| 7|85 k/= UEXT 2lEHH0|A2F 3
1A=l OIAEIA O] IDQLICE NAT HO|EL0|o] HEXT QIE{m| 0]
A2 QA el HER 3 ClEmo|Ad|E - 7|5 E BHeHELICEH
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]

(=

tcp-flags

type

Ad404
=o

ClS TCP Z2ia 9| HIE OFA 3 Zt:

« FIN—1
- SYN—2
- RST—4

*+ SYN-ACK — 18

>

HElE E2ia7t 752X e B2 TCP &1 2t olulch
£0 tcp-flags= ACK EE= PSH Z2i1 22 X[ H5HK| %*9
OlZ{3t X|MEIX| tE ZEia7} e ECio] EH%J tZ2=

(=]

&
=
b= tep-flags 2k 00| ELICE X2 X[HEIX| f= &
= 237t SttEl F2 X|@kle Eefael S
£ S01ACK7} SYN-ACKS| =91 A< 188 EngfL|Ct. :LEl_T'_
SYN+ECES2 Z2 BlZE7l Q= B2 SYN2 X|§HE|/= E2fa0|n
ECEE XIHHEIX| E’IQEE TCP Z2i1 gf2 2&LIct. ofH O|REE
ZcHa =& 0| f=5tX| 2ot 2t HME = gl 2 a2 -uU
o

Ch Zei27t MESE | 9.;*% B TCP Eaia

ooy |0

rIor
o 0

TCP EZ2ia= TAH 7tH 8¢t ORY = U&LICH B2 °d7E='_°_I a2
SYN-ACK 2 FINO| CH3H 19, SYN ! FINoi| CH3H 34 0| 2§ 23
HZEol e ol Eeia7t MYE = UaLct 28 4 of

TCP ZEf1 A|RAS(E) BEFAAL.

TCP Z2H20il cHEF B HE(odl: FIN, SYN X ACKeH &2 &
o| o|Ol)= Wikipediadll M TCP MIHE X & FXFIMA|IL.

Parquet G| O|E{ R33: INT_32

EeiT SYILICL 7t58t 2L IPv4 | IPv6 | EFA. RtAIEH LIS 2
Elastic Fabric Adapter(EFA) MlMg 2t Xt A A2,

Parquet C|O|E{ R3&: EAtA
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(=

]

pkt-srcaddr

pkt-dstaddr

region

az-id

sublocation-type

L= 7

EciEo| mZ! +F(BHE) AAIP FAYULICH O] EEE srcaddrZ 3
mE| =

=

T
=9 8 A2 5tH EgfElo| 2= S7H HS9 IP $4:9+ E 2f =
O Hof £AA IPFAE FTHE = UsUO HEXMO A= Ed
0| NAT AO|E®J0lof CHEF HIERT RIE{H O|AE S1t5t7Lt
Amazon EKS2| ZE |IP FA7I ZE7| A8 SOI(VPC L S418) ¢!
ABA L EO| HERT QEHO|A IP FAL CHE AL

AlL|ct. of ‘*":E dstaddr*‘I 3

Amazon EKSQ| ZE |IP FA7I ZE7} A8 SOI(VPC L S418) ¢!
ABA L EO| HERT QIEHTO|A IP =4 CHE AR LICH

Parquet C|O|E| £&: At

Eoj=Elo| 7|8kl UEXHZ QIEHo|A Tt Z&HEl 2| LCt. 4
Parquet CI|O|E{ R&: 2At4

EefEo| 7|8kl HERZ QIEHmo|A7t Z&E 718 FHo| IDY 4
LICH 5t x| EEfEo| &t B B|Z=E= ol Z=of CHal
V7|58 EAIRLICH

Parquet CI|O|E{ §&: EXtY

sublocation-id 2 =0 EtetE|= 62 {Ix| RJLLICt 7ts3t 2 4
wavelength | outpost | localzone E2HZ|0| 5t {Ix[0]AM &3 X|

ole A tlZEE o] o CHsl - 7|58 EA|EfLICH

Parquet C|O|E #&: XL
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]

(=

sublocation-id

pkt-src-aws-
service

pkt-dst-aws-
service

flow-direction

Ad404
=o

Ezi=o| 7|S ks HERXHZ QEHo|ATF 27 2
LICH E2i=lo| ot | fIXIoM Ldstx| b= B¢ elZ == ol 2=
of CHslf ' 7|£2 & EAIRLICH

Parquet C|O|E| f&: At

AA P FATF MHIAE Q! B2 pkt-srcaddr ZEO| |P F4 &
2| 5t91 ZE Ol&. AWS 7S 2 2l: AMAZON | AMAZON_AP
PFLOW | AMAZON_CONNECT | API_GATEWAY | CHIME_MEE
TINGS | CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON
T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTE53_HEALTHCHECKS
| ROUTES3_HEALTHCHECKS_PUBLISHING | ROUTE53_R
ESOLVER | S3 | WORKSPACES_GATEWAYS.

Parquet C|O|E| f&: At

CHA IP A7 MH|A 8921 B2 pkt-dstaddr ZEO| IP A Q| &
O|&. AWS 7l 58t 2t S5 2 pkt-src-aws-service ZEE &

Parquet CI|O|E{ R&: 2At&

Epi=lo] ZHXE|= ClE{m| 0|A 0] CHEH
ingress | egress

S & gFYULICH 7hsE gk

rot

Parquet C|O|H #&: AL
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2= ME HH
traffic-path &4 ECHEIO| CHE O 2 O|S5te B2 LICH Ecf=Eo| sS4l Ef 5
Z|IOIX| o2 E & 2l5t2{™ flow-direction EEE QIS AAIR. 7IS
Bt 2t O ZaLch MEE|= 20| Qi 89 HEE -E MY

1-VPCOHM HIERZ IEH|O|AE HMst= E|l&aAE EESH0d
S et VPCo| CHE E|AAE S

2 — QlIE{! Ho|EQo] EE= HIO|E0O| VPC RIEZQIEE S5i
- 3— 74 ZZto|8! HO|EHO|E S5l

« 4— 2|™ L} VPC I|0{R o142 S5l

- 5— 2™ ZHVPC I|0{& A2 &

- 6—2Z Ho|EH0o|E S

- 7— HO|E®|O| VPC dEZ
k=)

« 8 — QIR H|o|EQ||0|E S3H(Nitro 7|8t QIAFIABL ST

Parquet Cl|O|E] R3: INT_32

58 27 8|3 HAlol ChE KIAIE IBS 58 21 22 CE HESUAIR. 58 208 MMsE
4] ChEH REMIEH IR 55 23 3ol B2 AT st Al
=E

- TCP EZ2id AlHA

NAT HO|EHO|E &8t Eci=
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° K'iA 7‘”O|EO|O|§ [

. MHIA 018, EBT HE WEE wy

|
_Qh
m
&=
H

Clee 7|18 38 21 8220 oYLt

Ol oo MHE IP T4 172.31.16.1390{| A ZEIO[E! IP FAE ALE5te W ES T QEHOoAR
O| SSH ECi® (SMX| ZE 22, TCP Z2E2) 0] 172.31.16.210| 11 H|™ 1234567890102] ID
eni-1235b8ca1234567897} &S A& LICt.

2 123456789010 eni-1235b8cal23456789 172.31.16.139 172.31.16.21 20641 22 6 20 4249
1418530010 1418530070 ACCEPT OK

O| M MHE A 1234567890100 M HIE KT CIE{H| 0| A eni-1235b8ca12345678904 CHEF RDP
EZHE/(CHA ZE 3389, TCP Z2EZ)0| HE & LICH

2 123456789010 eni-1235b8cal23456789 172.31.9.69 172.31.9.12 49761 3389 6 20 4249
1418530010 1418530070 REJECT OK

HIO|E{7} gim ALHE B2

CIEee 7|12 & 21 dl3E9| oflL|Ct.

0jo

ol ool M= &A 7+ St ClolE 7k 7| EIX| ef k& LCt.
2 123456789010 eni-1235b8cal23456789 - - - - - - - 1431280876 1431280934 - NODATA

Ol oM EAH ZtE Sot gz =
SC° SE 2 HO|IHE AHXE —’.‘—
S HEXF lE{m o|A0 CHaH ZY 1

2 123456789010 eni-111111113aaaaaaaa - - - - - - - 1431280876 1431280934 - SKIPDATA

Hot 18 o WESIZ ACL 7

i RO S ROl et 28 T4 £ LIS ACL TS TEH| 98 58 228 4
¥ 52 olp{3t 2l4A0| AE| X{E O{RE Yotof BLICH ot T8 et MEELICH 2ot 3

0l

ok
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Eo| 7=l 31835HX| etret: {8 E EciTol SHE = Urt= L

2 dEE MR o2 &Sl EcfEof Ciet SE2 HER3 ACL 722 [WELICH
ol & E0{ & HAFE(IP F2£:203.0.113.12)0] M QlA ST
172.31.16.139)§ ping BHS A ELICH 2ot OF 9| QHIRE #32 ICMP ECfE 2 &35t X|tt
OFZHI2E #32 ICMP ECiEE 5185t x| f&LICH 2 I&E2 &El M{EF 0|22 QIARAQ 3H
ping0| S ELICH HIERIT ACLR QIHIR2E ICMP EEHEE 5{83X|B O} RHIR2E ICMP EEHE
S E5tX| AELICH AHLFSHH HIE XTI ACLE2 HEHE XESHX| etotMd 8H pmgol = AFE Y
SHX| ot7| 2 QLICH ol 7B 58 ZaoMCS 242 271X 58 HIZE=Z2 EAIELICH

- HERI ACLI 2O O50| 25 &M et QIAEAN HEstESF 51&E 27 pingol
CHet ACCEPT BIZE
« HIESIZ ACLO| HF & & ping0ll CHEl REJECT BIZE

2 123456789010 eni-1235b8cal23456789 203.0.113.12 172.31.16.139 0 0 1 4 336 1432917027
1432917142 ACCEPT OK

2 123456789010 eni-1235b8cal23456789 172.31.16.139 203.0.113.12 0 @ 1 4 336 1432917094
1432917142 REJECT OK

HE 2|3 ACLO| o} RHI2E ICMP EZ{EE 5{8¢8 B2, 58 20| & 7IX| ACCEPT Bi|ZE (5Lt
= Q8 pingd| CHE BIZE, CHE StLtE 8 ping0ll CHEF B[ Z E)7F EAELICH 2o 3 &0 2lHt2

= ICMP EB4TIE 7R Ze, 58 230/ shLkol REJECT BZEgH EAIFLICH S =240l
QIAEIAO M3 E 51X ot tv| WS eLict

IPv6 E2{Z|

g2 718 58 2a 29 o Ut o] dAoMe ™ 1234567890100 M, IPv6 4
2001 :db8:1234:a100:8d6e:3477:df66:f1 0522 E{ HEQ3 IE{H|0|A eni-1235b8ca123456789E 2
SSH EEfZE(ZE 22)0| 3{& &I & LICt

2 123456789010 eni-1235b8cal23456789 2001:db8:1234:23100:8d6e:3477:df66:1f105
2001:db8:1234:2102:3304:8879:34cf:4071 34892 22 6 54 8855 1477913708 1477913820 ACCEPT

OK
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TCP &l Al#A

g2 =Mz 03 E

o Al4dof= otzliet &

29| o7} ZEE|oq{ U&L

1 — =
=

0
Pal
Ral
0)1

ok

Ct.
version vpc-id subnet-id instance-id interface-id account-id type srcaddr dstaddr

srcport dstport pkt-srcaddr pkt-dstaddr protocol bytes packets start end action tcp-

flags log-status
tcp-flagsO| MM ofd|of| U= HE= &8 29| g2 2 E A|ELIC second-to-last TCP E21&=
A E AlEE MH)E AlEst= ol =2 0| Eulct

E EH-U-IOl HI‘%(Oﬂ: ==

® Note
tcp-flags = 4901 CHE REAIEH LIS & 2f TCP Z2i0i et B2 ALS 7tsE ZEOl HE
S HZstdAl2

2IO|1E 7} X E 500104 M

CHS BlZE(R%F 7:47:55 250 A8l 2% 7:48:5301 ZH)olME 2
A 52l Mol et F 7He| HAAE AR &LICH 22t0|AES| CHE A4 ZE (43416 L 43418)
oM M7 = 72| SYN EEH2(2)E FAIR&LICH ZF SYNOI| CHSH SYN-ACKZt MEoll M sHE ZE
O| 22l0|ME(18)2 SR &LICH.

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43416 5001
52.213.180.42 10.0.0.62 6 568 8 1566848875 1566848933 ACCEPT 2 0K
3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43416 10.0.0.62

52.213.180.42 6 376 7 1566848875 1566848933 ACCEPT 18 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43418 5001
52.213.180.42 10.0.0.62 6 100701 70 1566848875 1566848933 ACCEPT 2 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43418 10.0.0.62

52.213.180.42 6 632 12 1566848875 1566848933 ACCEPT 18 OK
IE 43418 ¥

F i 2 ZHHolM ol 5 & Sof dEE AHd & stLivh E LT 22t0|UEE
dS ?I8H FIN Z2213(1)& MHZE EXELICH A7t 43418 ZEO|AM EEt0[HEZ FINE EX&U
Ct.
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3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43418 10.0.0.62
52.213.180.42 6 63388 1219 1566848933 1566849113 ACCEPT 1 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456

eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43418 5001
52.213.180.42 10.0.0.62 6 23294588 15774 1566848933 1566849113 ACCEPT 1 OK

.|.
o
T
0

2 A -4 LHolM LE| Ele B2 HZ((0l: E Xx)o| B2 SUS L2z
—

ol 5§ 2 BZE=0M 22 Eof Ecia7t dHE & A&LICH O dFME

LHol A 20| M™EE|1 22 ELICH X B Z20 M TCP &2 2f2 3JLICt ol= Z2to|
U1

MHZ TS E SYN ! FIN HAIXI7F S S LIEFHLICEH & Hm Z20A TCP 21 2

Ol AMHOA Z2I0|¢ER MEEI SYN-ACK 2 FIN HIA|X|7} 228 LIEFALICE.

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l12345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43638 5001
52.213.180.42 10.0.0.62 6 1260 17 1566933133 1566933193 ACCEPT 3 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43638 10.0.0.62
52.213.180.42 6 967 14 1566933133 1566933193 ACCEPT 19 OK

NAT H|O|E9|0|E S&F EcH=E
O ool A ZEto|8! MEUIO| QIAEA L T{EE] MEUof 2= NAT HIO|EH0|S S5l QlE{Lof
OH M| A BHL|C}.
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Fegion
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Liiag
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TTTTT
Internet

EC2 instance MAT gateway Internet
1 gateway

Private subnet

LLLL]

LLLLI
LA

TTTT1
ECZ instance

NAT AHO|ESO| HIEST QE{Ho|A0f CHEF S MER He| 5& 2= Ohs HEE OIS =AM
x g Lict

instance-id interface-id srcaddr dstaddr pkt-srcaddr pkt-dstaddr

= NAT HO|ERO| HES|Z QIE{H|O|AE S5l QATA IP F£4(10.0.1.5)04| A QIE{H 9
203.0.113.5) 22| EEiE 558 E04ELICE NAT HOIEQ0| HER A QEHO|AE QHA}
3 QIE{Ho|AOIER 58 21 t|lZEE instance-id ZEO0]| ' 7|55 EA|ELICH CHS
QUAEAON|M NAT HO|EQ0| HESLA QIEH|0|AZ S| EEfZE E0o{FLICt. dstaddr &
kt-dstaddr 2= 2| 7t2 CHELICH dstaddr 2E0{= NAT HO|ES 0| HIEX 3 QE{H0|A S| ZE|O]
HIP 471 ZAIE|3, pkt-dstaddr ZEM|= QRS0 = SAEQ| %|F e IP A7 EAIEL

_|

e fob |ob
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- eni-1235b8cal23456789 10.0.1.5 10.0.0.220 10.0.1.5 203.0.113.5

CE 5 £2 NAT HIO|EHNO| HERX T CE{HO|AM M CLE{HO| CHA SAEZO| ECfET SAE
of| A NAT HO|IEQ Ol HERA QE{HOo|AZO| SE EBHEIS Ho{FL|C}.

- eni-1235b8cal23456789 10.0.0.220 203.0.113.5 10.0.0.220 203.0.113.5
- eni-1235b8cal23456789 203.0.113.5 10.0.0.220 203.0.113.5 10.0.0.220

CI2 2 NAT HO|EQIO| HIERA QIE{H O|ANAM AA CIA I_-|¢§9_| ot epfzle
srcaddr & pkt-srcaddr 2= 2| {2 CtELIC}. srcaddr 2E0{= NAT 7 =
Ol ZEIO|&l IP FATF EAIZ|1, pkt-srcaddr 2E0|= QIEHN U= EAEQI IP =47+ EAIELICH

- eni-1235b8cal23456789 10.0.0.220 10.0.1.5 203.0.113.5 10.0.1.5

flot SYUE WE MEE AHE35t04 CHE AFS AL H O §% 28 =MEgrct Zetols! MEHoM 2l
AFAO| HESR|T QlE{HO|AN CiEt & 208 e LICH 0] B2 instance-id EE= HER3
QIE{H 0| A2} A El QIARIAO| IDE BHEt5HD, dstaddr 2! pkt-dstaddr & =2} srcaddr 2! pkt-srcaddr
Zi= Alolof= 0|7t & LCt NAT HIO|ES 0[] HEXHZ CIE{H 0|ALt EE| O HIERHZ QIE{H|
OolaE EBli=Elol 57t LIERZ QIEH O|AT} ot HLICE

1-01234567890123456 eni-111laaaa2222bbbb3 10.0.1.5 203.0.113.5 10.0.1.5 203.0.113.5
#Traffic from the source instance to host on the internet

1-01234567890123456 eni-111laaaa2222bbbb3 203.0.113.5 10.0.1.5 203.0.113.5 10.0.1.5
#Response traffic from host on the internet to the source instance

& HOo|EHO|E Set EL

Iz

O] ofoflA VPC A2l EE0|1EE ™E HOIESO|IE S35l VPC BO| &l MuH{ol| o1Z2%tLICt E&t

O|HEQt MH7t ME CHE 718 gPof U&LICH EBf=E2 B2 1| EQ|3 QIE{H|O|A ID 5tLt
(Ol ol M ID7F eni-11111111111111111 ) & A& 3504 VPC B2l ME{of| =&tk CHE ID(04:
eni-22222222222222222)& At&304 VPC BE [HELICH
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Region

Ew] VPC A s] VFC B
@ Availability Zone 1 @ Availability Zone 1
s | B |
: eI : : Lilil :

LLLLL
TrenT
Lilll
LA
gl

TITTT

@ Availability Zone 2 5 / \ @ Availability Zone 2 !
! ! Transit | '

ii ; Ef/ gateway \\\ i ii

LLLLL

LI LLL
TITTT
)
LiLlg
TITIT
g

LR H : TITTT

ct

o

HASE VPC BOl| CHEH ALEAL XIH 58 208 d-FLICH

version interface-id account-id vpc-id subnet-id instance-id srcaddr dstaddr srcport
dstport protocol tcp-flags type pkt-srcaddr pkt-dstaddr action log-status

sE 2O Iz CE E2 # MHO HERZ EEO|AMAM e EClE 558 EoiELICE X
W E2 2eto|ES| 27 EiE 0|1 O x[g -’é‘-% o Mol 85 Ecf=HLICH

3 eni-33333333333333333 123456789010 vpc-abcdefab012345678 subnet-22222222bbbbbbbbb
1-01234567890123456 10.20.33.164 10.40.2.236 39812 80 6 3 IPv4 10.20.33.164
10.40.2.236 ACCEPT OK

3 eni-33333333333333333 123456789010 vpc-abcdefab012345678 subnet-22222222bbbbbbbbb
1-01234567890123456 10.40.2.236 10.20.33.164 80 39812 6 19 IPv4 10.40.2.236
10.20.33.164 ACCEPT OK

CtS £2 subnet-11111111aaaaaaaaa Al
|

Hlo| M& Ho IE-‘HIOIOH CHEF A 2| HESZ QIE
HOo[A Rl eni-111111111111111110{ M2 2 H E

H
™ Egf=lelLIct 58 21 B|Z E & instance-id Z =0
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AR 7H0|E

V7|5 E EAE

fLIC}. srcaddr ZEO|= M
EAED

= & 7 o|ES 0 HIE-?-JEL QIE{HO|A 9| ZEtOo|S! IP FATE
, pkt-srcaddr ZE0{= VPC AS| 2EI0|1EQ| }E |

FATF EAELCH

3 eni-11111111111111111 123456789010 vpc-abcdefab®12345678 subnet-11111111aaaaaaaaa -
10.40.1.175 10.40.2.236 39812 80 6 3 IPv4 10.20.33.164 10.40.2.236 ACCEPT OK

CHS £ subnet-22222222bbbbbbbbb MEYIO| & 70| EQ0|of CHSH S HA} 22| HE X T 2
| O| A QI eni-222222222222222220{| M| &

SE EZf=IQILICE dstaddr 2E0|E TS HOIEH 0| HE
3 QE{H O|A S| ZEIO|H! IP AT E AR, pkt-dstaddr ZE0|= VPC AS| EEI0[HEQ| IP F
27 EAELCEH

3 eni-22222222222222222 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb -
10.40.2.236 10.40.2.31 80 39812 6 19 IPv4 10.40.2.236 10.20.33.164 ACCEPT OK

MH|A O|E, EBlEl A2 2 5

=

Ojn
o
of

CI22 ME8AXIE 28 Ea dllZE9 2= o AMQLCt

version srcaddr dstaddr srcport dstport protocol start end type packets bytes account-

id vpc-id subnet-id instance-id interface-id region az-id sublocation-type sublocation-

id action tcp-flags pkt-srcaddr pkt-dstaddr pkt-src-aws-service pkt-dst-aws-service
traffic-path flow-direction log-status

CHE WA= B2
Amazon S3 AMH|AE
Hi YlZ2EQ SE H

Eo H™ 5 2=t 23 olL|ch EC2 QIAEIA 7}

= = QUAE A9 L'|IE°-I °._E-|n1IO|A01|)H ZHR{El LI}, &
2 egressILIC}. egress B|ZE
2 LIEFHLIC traffic-path EEH

kt-dstaddrO| I{EZ! IP A2 &

=
=
FSFo
[= R~y

0
0
u r|o

Zlof CH3HME ingress ZET} K| HE|X| b &
2 MH|A O|Z20| EA|ELC}.

©

5 52.95.128.179 10.0.0.71 80 34210 6 1616729292 1616729349 IPv4 14 15044
123456789012 vpc-abcdefab012345678 subnet-aaaaaaaa0l2345678 i-0c50d5961bcb2d47b
eni-1235b8cal23456789 ap-southeast-2 apse2-az3 - - ACCEPT 19 52.95.128.179 10.0.0.71
S3 - - ingress 0K
5 10.0.0.71 52.95.128.179 34210 80 6 1616729292 1616729349 IPv4 7 471 123456789012 vpc-
abcdefab@12345678 subnet-aaaaaaaa®l12345678 i-0c50d5961bcb2d47b eni-1235b8cal23456789
ap-southeast-2 apse2-az3 - - ACCEPT 3 10.0.0.71 52.95.128.179 - S3 8 egress 0K

SEE2ad=z=olof
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sSE 273 N|§t

SE EZOE MEst{H CISa 22 ME Arg 2 ot Fo{of gLct

- I|o{ VPC7} £2l9] A& o] otil §F E9Qlo| vPCel Z|0{2IE VPCO| CHEH 58 218 & Al o=
A& LCt

- SEROENE RO AEE=58 2O 82 E A2 HEE = &LICH olE E0{CHE
IAM Q&2 58 239 9145t 7HL & 2O BlZE0M EEE FII E= MAHE £ ei&LICt ol
Alof EE 208 AMXSH £ ZQst FAHCZ MER2 5E 28 MM £ QiU

o HEST QlE{H oA IPv4 TA7F 0] 74 Q)1 EBEIO| EX Z2t0|H! IPv4 TAE MEE= 2
L BE 2E dstaddr ZEo| F Z2l0|8l IPv4 TAE EAIBLICEH e CHAN IP FAE X5t

2{M pkt-dstaddr HEZ 58 208

Eoi=Eo| HERA ClEHO|AZ MEE 42 0| HERX A lE{Ho|AQ| IP AT} =3
& 2730i dstaddr 2E29| 7| Z2t0|H! IPv4 FATF EAIEILICEH §Hel cHa 1P —.—_/.:% ZH %45t

™ pkt-dstaddr 2EEZ2 & 238

Xt
-1 o =
. EEH*"OI HE LT QE{Ho|A0M HEE 2 HE0| HESXZ QEH 0|AS| IP FAT} OFL|H,
& 230 srcaddr E=29| 7|2 ZZI0[8! IPv4 FAT7F EAIELICH Helf HE IP FAE ARG

=|D=| pkt-srcaddr ZEE 5§ 218 &y
EffZio| HIELT QIE{HO|AE @7t AR 58 219| srcaddr, dstaddr ZEE mjZ 22
EE= CHANO ZHA|G 0| &4 7|12 = 2told!l 1P C =
™ pkt-srcaddr & pkt-dstaddr 2=
O| A

A
HES 3 QIE{H O|A T} NITRO 7|EF QIAEAA
Ao 4 18 olstLCt.

SEZIOc=ZEIPECHEE XK= A&LICH CHS ECHE RYEE 7ISZ|X| &f&LICH
OIAEIA T} Amazon DNS AE{Ol| Q4738 I AAI3H E 34T, XH&| DNS ME{E AFS & ZS DNS A
Hoil cHgt 2E ERjZle 7|2 EL|Ct.

Amazon Windows E2I0|MA 215 & 25 Windows QIAE A0 A M8t EBf=.

o QIAEIA MHEIH|O|EIE 25l 169.254.169.254%9F =

‘|>| r|r
E',:_
rir
m
[n ¥
I

Dat
« Amazon Time Sync ServiceE 2/ 169.254.169.123%
DHCP EcH=l.

Ol Ecf,

7|2 VPC BHREo| i E IP FAE Bl Egf=.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#ec2-nitro-instances
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« AEZOIE HERT QIE{H 0|A 2t Network Load Balancer U E 2|3 9IE{H|O|A Zto| EEf=!,
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« Amazon CloudWatch Logs A& AZE A S| Amazon Logs®| CloudWatch 21 I &0l i E XI5t
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« Amazon Simple Storage Service At& AHEAMC| H|E &Y S3 HZ! EfT ALS
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https://aws.amazon.com/cloudwatch/pricing
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#log-group-tagging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#log-group-tagging
https://docs.aws.amazon.com/AmazonS3/latest/userguide/CostAllocTagging.html
https://docs.aws.amazon.com/firehose/latest/dev/firehose-tagging.html
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CIS2 ASXIOAH 28 E0E 4, 88 L AXNe = e A HEtE Fodste QAo of Lt
{
"Version": "2012-10-17",
"Statement": [
{
"E'F'Fect" : "Allow" 0
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowlLogs"
1,
"Resource": "*"
}
]
}
KM ML the section called “Amazon VPC7} IAMI} & S5t= dhAl MME 2 X SHMIL
S 21 d¥Y
VPC, MEY = HEXZ CIEHO|AN CHE 28 RO E MEEe = JU&LICH 28 208 dde
M & 239| &2 XI'daok & LCt AtM[EH LIS 2 OIS RAI2 & & ZFHA 2!
« the section called “Logs0ll HlAISt= £& 23 44 CloudWatch ”
« the section called “Amazon S30i| HIA|3tE S8 2 M4
« the section called “Firehose0ll AlAlSlE & 21 BHE 7|
SE 27 H7|
2laAol 58 2(0: HESZ QlE{HO[A)0 CHEt HEE =2 = /&Lt 538 2E19|/ID, 58 2
O 78, 58 23 dElfof cier B2 S0| ZA|IELICEH
S§ EJol et HEE E= WY
1. OF & stLtE s=deLich
+  https://console.aws.amazon.com/ec2/0{| A Amazon EC2 &2 LICH EM FoMq HES
3 QIE{H|0|A(Network Interfaces)& MEHEILICH HIE ST QIE{H|O|A Q| B QIEHS MEHFIL
Ct.
27 5 304
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https://console.aws.amazon.com/ec2/

-

-_—

Amazon Virtual Private Cloud ALEXl 710|=
https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&2 dLICt EFA F ol M Your
VPCs(AH& X} VPC)E MEHEFLICE VPCO| CHEH & Q182 MEEHLIC,
«  https://console.aws.amazon.com/vpc/OlA Amazon VPC 2& & LICH EHA Eol M HeUd
(Subnets)= MEAILICH MELIO| &QlEts MEdEFL|CtH
2. FlowLogs(E8& 21)E MEHFLICH
3. (MEHAME)EE EZEIHIO|EHE E2dM 2O Cia 2 Lot
k=2 == =1l AP P S
HNMEX| &8 239 Bl E FIt5tHL MHE = U&LICt
55 EJ9 EfOE Tteletes By
Ct& & StLE =™ Lot
«  https://console.aws.amazon.com/ec2/0| A Amazon EC2 2£& YLIC}. &M Fo|M HES
3 2IE{H| 0|A(Network Interfaces)E MEAEILICH HEQ| T QIE{m| 0|A Q| & QlEtE MEHFHL
Ct.
https://console.aws.amazon.com/vpc/0l Al Amazon VPC 2& & LICt. B F 0ol M Your
VPCs(AH& X} VPC)E MEHEFLICE VPCO| CHEH & QIEHE MEEHLIC.
«  https://console.aws.amazon.com/vpc/OllA Amazon VPC 2£& LICH EFA EolMHq MLl
(Subnets)2 MEAEFLICH MEWIo| &olghg MEdgrL|Ct.
2. Flow Logs(E8& £1)8 MEHEILICY.
3. Z=rd(Actions), Ei1 #E2l(Manage tags)E MEAELICEH
4. EfE F7}6t249 Add new tag(M EH T F7HE MEAStT 7|9t 242 L= LICH Ef T E X735t
2™ X|7{(Remove)E ME4EFL|C}.
5 B3 FI7 E= MHE O S™ Save(ME)E MEHFLICH
s= AF
SE 21 AHA|
AMEXI =& EOE &MME = A&t 2§ EO8 AXstHOOIEH =& SEHMXIEHE2 HE 4
2 = JUsLct
55 EOE AN cHa ol 21 CO|E{7F AR Z7ALE CHe 2lAATF ™EHE|X] E&LICt CHeb AH|
AO| ZE£2 M8304 7|E &8 21 G[0|EHE CHY 0| &Y &lA|stD CHe 2lAAE HeElsHof &L
Ct.
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud INT=IY A To] =]

5& 208 MHste EHY

1. ChZ & stUtE s&LICH

+  https://console.aws.amazon.com/ec2/0{| A Amazon EC2 2&2 LICt. EM oM HES
3 QIE{m| 0| A(Network Interfaces)E& MEELICH HEQIT o]
Ct.

«  https://console.aws.amazon.com/vpc/0ll A Amazon VPC &
VPCs(AF Rt VPC)E MESHLICH VPCOl| CHEH &0IRtg MEds!

+  https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£& dL|C} EFA HoM MEU
(Subnets)2 MEASILICE MEYO| 2fQIEHS MERSFL|CY.

2. Flow Logs(E& 21)8 MefgtLct
3. Actions(E%d), Delete flow logs(£& 21 AHA|)E MEEFLICY.
FL|C.

ok

=
4. QI HAIX[7} LIEtLIEH deleteE I8 LIS AlK|(Delete) & =4

APl 2 CLI 7HR

Ol MOl x|oflA AHB 5QIS HUFOILL APIE AS3H04 £HE 4+ ABLICH BHE QlEfmo2 U
V

1 H o= o
A& 7HSEr API 2 = 50| CHE RbAM|EH LIE 2 Amazon VPC 2 EFHE HZstAAL.

T

28 23 M4

+ create-flow-logs (AWS CLI)
« M EC2 FlowLog () AWS Tools for Windows PowerShell

+ CreateFlowLogs(OFOFHE EC2 # 2| API)

EE 2 MY

+ describe-flow-logs (AWS CLI)
» Get-EC2 () FlowLog AWS Tools for Windows PowerShell
+ DescribeFlowLogs(0tOFE EC2 F 2| API)

52 27 B X|™H

« create-tags & delete-tags(AWS CLI)

« New-EC2Tag ZRemove-EC2Tag(AWS Tools for Windows PowerShell)

27 %9 306
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeFlowLogs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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+ CreateTags2! DeleteTags(0+OFE EC2 #E| API)

SE 23 AbK|

+ delete-flow-logs (AWS CLI)
 M|7H-EC2 FlowLog () AWS Tools for Windows PowerShell
+ DeleteFlowLogs(otOFE EC2 # 2| API)

22 212 27101 CloudWatch HA|

|k

E 23 52 27 0|0|E{Z2 Amazon0| EF HA|E £ CloudWatch & LICtH.
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CloudWatch LogsOll | A|S+24
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@ HitE 20 AEZIS B E EffElE A gtLIC

CloudWatch 20| M El AR T ZEE= & 2 3 =0 X E A|ZF A|ZHo]| SHEEFL|CH.
IngestionTime EEE ZI0M 58 2O HIEE SAE I U A|ZHE LIEFHLICEH CloudWatch
Ol EtARMIE = 5§ 21 t|Z =0 WX E SE A[ZHECH o[ F LICH

CloudWatch 2104 CHEF kA8 LI& 2 Amazon Logs AFH& MM Q| CloudWatch 212 M&E
CloudWatch 21 & X 5HAAIL.
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EE RO EI0 AAE = H= 2301 et lo|H =& & 28 2Z0| M8 FL|ct
CloudWatch XFA|EF LI 2 Amazon CloudWatch PricingE @1 238 ME{st S HIC|= 235 &
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteTags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteFlowLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://aws.amazon.com/cloudwatch/pricing
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. 5227 3C AM
« 270{|M CloudWatch & 21 7|2 & 2I&L|c}.

E22 238 230 AlAlst7| #I8H IAM 24 CloudWatch

3

rok

SE 29 ZHE IAM UEOE Logse XIMEI 20 I80| 52 208 AAE £ e 5
0| !o40F gfL|C}. CloudWatch IAM Q&2 AFE X AWS 7H|Zd0i| & 3HoF & LICEH

|Ast S 22 ®H§to| & x|o{of &Lct.
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IAM ol AZE IAM HAoi

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"

1,

"Resource": "*"

—
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
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ESE CIEIX ENME2EE RHAS E5 57| 25104 aws : SourceAccount & aws:SourceArn =7
FIE MY WS HEELICH o€ S04 0| AlE| HA| CIE ZH 282 F7IE = YUSLICH A&

o)
AE2 58 209 £A|/K0|1 &AA ARNR2 5§ 2 ARNYILICEH EJIDE EE= B2 ARN

==
= =y
olalid FES ALUEIIEH) EHIE CHE 58 EOE BtE 5 HAE U O|EE =+ AU&LICH.

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

=

S8 Z 0] Cist IAM 23& MM

?lof MBECHZ 7|&E HAE S UH0|EE + U&LICH EE Chet 22 Hitol el 58 230/ A
ANSY M AT E &g + J&LICH 0| Fg2 58 =208 e mf X[EELICH

1. https://console.aws.amazon.com/iam/0ll A IAM 2& & LIC}

2. EMEFO|M HAMS MEdELCH
3. [H* M’d(Create policy)|2 MEAEFLICY.
4. [Create policy(Z2H 4] HO|X|0|M CtSE ST LICH
a. JSON=2 MEHgrL|Ct.
b. Ol 2| LIS ol MMo| Alzl R2E0i = HEt HAMo = CHAELICE
c. Next: Tags(CHS: EH:L)QF Next: Review(CtS: HE)E MEdgFL|Ct
d. HZo| o|F MB(ME ALEH)E =B CHZ 01l Create policy(H 2 )& MEAEILICH
5. EMEFO|M A" S MEdELICH
6. JE HMS MEAELIC

7. Trusted entity type(&Z[& + U= AEE| RE)0l| A Custom trust policy(AHE X} X8 HA)E M
EHSFLICEH Custom trust policy(AFE AL X7 HE)O|M "Principal": {},2(8) S22 CHA
St Next(Cts)E MEAEFLICY.

"Principal": {
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https://console.aws.amazon.com/iam/

Amazon Virtual Private Cloud INT=IY A To] =]

"Service": "vpc-flow-logs.amazonaws.com"

iy

8. Add permissions(T &t F7}) HO|X[0o{ A O] HRIo| AR E oM MAIsH A o] & QIBHS MENSH
Next(CtZ)E MEHEFLICtH
|

10. Q& M4 (Create role)S MEHEILICY.

(o]
19
ok
(@]

§2 225t Mmooz HES NIBHLIC
A

Z2Q 23E 230 HA|IStE IAM 29 =R |of| CHE M et CloudWatch

o

MEXIoH 2 29 HZAE! IAM 2d&Hof CHEF iam:PassRole 22do| A2 F#8to| 9/o4of &LCt.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["iam:PassRole"],

"Resource": "arn:aws:iam::account-id:role/flow-log-role-name"
}

Logsoll AIAISHE 58 £ 44 CloudWatch

VPC, MEH = HERT CIEHHO|AM Ot 28 208 H8E = JU&LICH EY IAM AE 2 A

235l ME2XI2 0|38t CHAHIE £8listE Z iam:PassRole X2 A28 £ Qle HEto| JIEX]
EOISIAAI. RIME MH2 ZE22 208 210 AAISHE IAM EQF F&||ofl CH$t # 8t CloudWatch
MME XML,

MA =

« the section called “E 22 E1& 210 HA|5H7| 28 IAM 2& CloudWatch 70| AHE CHE IAM
g MAMEhLICH

n
Ojo

M
o
[
1]
1
0%
o
r
n
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«  https://console.aws.amazon.com/ec2/0{| A Amazon EC2 2&2 YJLI|Ct. ErAH4 Foi A I:I|E
3 QIE{H| 0| A(Network Interfaces)& MEAELICH HERIZ ol
Ct.

https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2
VPCs(At& Xt VPC)E MEYEFLICH VPCO| CHE & RlEhE M

ok [0
I8
A
o
om
1z
o
il
x
_<
o
C
-

=
https://console.aws.amazon.com/vpc/Ol A Amazon VPC 2& 2 LICt B FolM e
(Subnets)2 MEAEILICH MHELIO| 2 QlgtE B LT

ZQd(Actions), E& 21 4 M(Create flow log)= MEHEFL|C}.
:

5]
m
Il
—
(0]
=

7I5E EciE R XIEELICH ZF(AINE MEisto] £2HE EcfE L HEE
7|§3P7-|LL 7€ (Reject) = MEHS0{ R El ERHEIDE 7|25t 7L, $=2H(Accept)S MEHSH
Ezj=or 7| & ot

—

Maximum aggregation interval(ZICH &7 ZtZA)olMH 50| ZixX o 28 Za BlZEZ EA K
= Z|C) 7|zhE MEELICE.

[CHA oM [ CloudWatch2 2 ELH7[] & MEfsL|CE

iy 23 a50lM 7|E 23 352| 0|§E MHst 7L 0| 58 ZO8 dEdE M &2 M =
O 359 ol§S Y™ELCH

IAM Hg o]l 32 28 2I0i| AAE Heto| e de 9| 0|F2 XI™EE LICH CloudWatch

23 2|2 E E4Al(Log record format)HlM £ 21 B|ZE9| HAIZ MEHFLICE
- 7|2 gAIE AE5tE{H AWS 7|2 & A|(default format)S MEISHAIR

(M= ALEH) M EHT Z7HAd new tag)E M=5tod 28 20l EjOE HEELICH
5 & 21 ‘¥4 (Create flow log)S MEHEFLIC}

 create-flow-logs (AWS CLI)

* new-EC2 () FlowLogs AWS Tools for Windows PowerShell
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html
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Ct& AWS CLI 0ilX= X[EE MEYof CHsH 518 E 2 & EBHEE x5t & EOE ¢ELCL =
E 237} XIHE 23 3§00 M&ELICH --deliver-logs-permission-arnIt2tO/E{= LogsOil
AAlstE ol 228 IAM 22 X|HEfLIC} CloudWatch

aws ec2 create-flow-logs --resource-type Subnet --resource-ids subnet-1a2b3c4d --
traffic-type ACCEPT --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:ro0le/publishFlowlLogs

i
k>
2
ke

20 2L£E M85l EE 2O 7|18 € & UE&LICH CloudWatch 8 ZE1E MMSIH
]

2£8 M835tof 210 AAIE & CloudWatch 21 7| € Ee{H

1. https://console.aws.amazon.com/cloudwatch/ 04| A CloudWatch 2&& jLIC}.

2. {1 M FHol|AM 23 (Logs), 21 & (Log groups)S MEHEILICE.

3. E3EZ207IQYeE 2 aE0°|0|ES MEHGI] ME ME H0|X|E LC}.

4. 535 2O oAET Y= 23 AERQ| 0| MEELICH RiAEt dB2 58 =3 B2 MM
2 AxsMR

BHES ALS5tod 220 HAIE 2 CloudWatch 21 H|ZEE 2™

+ get-log-events (AWS CLI)

» Get-CWL () Logevent AWS Tools for Windows PowerShell

SE 2O QZE A

Logs 2£& AF23510q CloudWatch Logso A
CloudWatch X| & ZEE AIE35l0{ & 21 ¢
o2 LEELICH

21 224 & CloudWatch AF23510{ 58 21 7|88 HM5te{H

1. https://console.aws.amazon.com/cloudwatch/ 0l A CloudWatch & & iL|C}.

2. AT EIM M 2, 20 212 S MESELICH
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.aws.amazon.com/cloudwatch/
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3. BERI7 9= 20 388 MusOigo| A4 0 HES T QEHOoAS ol B 2T A
EZ2|2 MENSIL|CH & Search log group(21 18 AM)2 MEdgtLICH 20 250 HER=3
CIEAH[O|AZF BEHLE MEAEE AlZH B 2|0l k2t Alzto|l 2E == U&LICE

4. O|HIE ZEo Ctg 2XAtEE YT LICE {7 28 EO 82 E7 7|2 FAE AAE8ttn
7HE gLt

[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport, protocol,
packets, bytes, start, end, action, logstatus]

5. HE=9|

£ X|"stod Eeol mel LHE s LICH TS dXoMHE EE #HE IPFAE JIE
=2

[version, accountid, interfaceid, srcaddr = 10.0.0.1, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, logstatus]
[version, accountid, interfaceid, srcaddr = 10.0.2.*, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, logstatus]

CHS olxoM= CHe ZE, HIOIE & W EEfE 0| HREJE=EXI 04F E 7IE2 =z HEHZELICH

[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport = 80 ||
dstport = 8080, protocol, packets, bytes, start, end, action, logstatus]
[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport = 80 ||
dstport = 8080, protocol, packets, bytes >= 400, start, end, action = REJECT,
logstatus]

2710 AM CloudWatch & 21 7|8 & 2I&L|Ct.

CloudWatch LogsOil M =&3t CtE2 23 O|HEQ OIEIHX|2E 5§ 2O BiZEE U = JUEL
Ct. 23 Mol & X[& EE ZL[EZof cHet XtA[EF LHE 2 Amazon CloudWatch User Guide2| =
=1 O|O|E] Z4AH Ol ZIE|2IS AR SHAIAID.

of: & 230 cigt CloudWatch X|E EE{ & Z&E 4

Ol il M= eni-1a2b3cadoll CHEt 38 28 AFRELICH TCP ZE 22(SSH)E HA QAR A

HAdstzdiE A7t 8 AlZt LHof 108 Old 7S &l A< 0|8 i F= L& S BtE &= JUaLch M
ZHE MtE{E EcfE o HEHD UX|StE X|E ZEE DtEoqof #Lct O™ ChS X|E ZEof cHdt
BEE s
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/MonitoringLogData.html
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745 &l sSSH Eci=of ChEh x| & EE et TE ol cHet 2 & prscdH

I

3. 23 agoi cHst #Eelgtg MEfSE CHS Zd(Actions), K| E EE 4 A(Create metric filter)2 &4
gLlct
= .

4. EE D{E(Filter Pattern)0i M= CtS1t 22 EAtA S =g LICtH

[version, account, eni, source, destination, srcport, destport="22", protocol="6",
packets, bytes, windowstart, windowend, action="REJECT", flowlogstatus]

5. HAEE 21 O|0|E MEHo| M HESRZ QIEmo|A0] CHE 20 AEZIS MEHELICE (MEH A
&) ZE| T Ux|ste 21 CIo|E 2 Hed{td IHE HAES MEfstL|C}

6. FH[7t k| ChE2 MEHELICH

7. EE O|§, X[E HlYAHO|A U X|E O|FS ™S LICH XIE g2 12 dHELCH tE2E/H O
22 MElSt D X[ E e MMHS MEdgL|C

8. EfM zlolM AR, ZE ZAEE MEdStL|C}

9. Create alarm(Z@E 4d)2 MESIMI2

10. oM M8t X|E EE{of it HIUATHO|AE MEHEHL|CH

11. MM8t X|E 0|
BEECLC

12. 4

Statistic(S 7)ol A Sum(&f )& M=4EfLICE O|H2 = X|YE 7(zZh S H|o[E ZRIEQ| & £
£ UxE + AsLch

e 7|27+l M 1AIZHS MEABHLICH,

o aoM =1/ S (Greater/Equal)2 MEHSI T A IZIS 2 102 I=IRFLICEH

=
7t FHMH ZEo CHEt Clo|e ZQIE

i
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=
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13. L2lA 7IZ SNS FHE MHst7LE A R MM M2 MAFLICH Next(CHS)E A3

B[=3
14, ZEO| OB UHS UstT T2 S M LIC
5. 2 70| #2EH ZE 442 Mz
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Amazon S30| 38 Z 1 HA|

EE 2= 58 27 O|0|E{E Amazon S30{| HA|E £ & LICt.

Amazon S30{| A Al B EE& 21 ElIOIE-|7|- II" 8l =2 7|Z& Amazon S3 H{Zlo| AIAIE/LICH 2

LIERE 2 E HIE 3 E{H|o|A0f CHEF & J8IZEs HAN MEE didol 21 nhd 2R
offl AIAElLICt =& 237t vPCod| CH$t I:+|0|E+E ZixetH, 58 207} 2 E UEL T QE{mo|Ao0
CHet & 23 HZEE MEHE VPCOf| AHAIFLICH.

S5 239 & AS8E Amazon S3 HZ!E BtE = #82 Amazon Simple Storage Service A& A
O

A
Aol HZ Mg BESAMR.

CHE AE =Zoi cHet REAEH LHE2 AWS £F M Elo|EEE|el S =222 HZ st L.

CloudWatch 2101 CHEt AFM|8F LI 2 Amazon Logs AHE M A Q| Amazon S3ZE H& E
CloudWatch 21 & X5IAAIL.

=

Amazon S30{| 38 212 H A& = Vended 2201 CHEH T|O|E{ £ 7 & of7lo|2 2 20| £1tE
L|Ct REAM[EH LI& 2 Amazon CloudWatch Pricing2 @1 238 MEist OS2 HIC|E 232 o AlA|
o

0l

LA
- 58 23 149

+ Amazon S30 3§ 21
« Amazon S3 HZIo| 5 &
« SSE-KMSE AIEE 32 % 7| HA
+ Amazon S3 21 e HEt

« Amazon S30i| AAlsteE & 23 Y
- SEZ2I03E E7

« Amazon S30{|M & 21 I E K|

E AAISt= IAM 2ot F=R|of HEt
270 CHEF HeF

S

lor

SE =21 n¢
VPC 58 2O 38 2O 0ZEE £25l0d 2O 1}UZ EESH OIS siE 20 S 58 7482
2 Amazon S3 HZ!ol| AIAIELICH Zt 23 mtdof= 0| 58 St 7ISE IP EEjE| CHEt 58 2
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://aws.amazon.com/cloudwatch/pricing
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23 mtelo| 2o 37|= 75MBRILICH 21 mto| 52 Lol Zt Y 37| MEtoll EE st 58 27t
SE 2 83E FIJE SX|gLCH OHCIE 52 232 Amazon S3 2ol AlAISt D M 21 T

2= BrELCH

Amazon S30iM 58 21 ut 9| obX|2 £=(Last modified) 2 =& T2 0| Amazon S3 HHZlo| L=
CE U9t AlZHS LIEFALIC ThQ) 0|2 o] EFQIABHZ H O} 0|2 0|0 TS Amazon S3 B{ZI0]
Ecste ol Zele Alztoll ek cHELIC.

. HAE(Text)- LB HAE 0|2 7|2 HAlLIC

« Parquet — Apache Parquet2 @ 7|8t C|O|E{ & AI]L|C}. Parquet & 4{2| H|O|E{oi| CHE #E|= &
it &lAE o o|E{oi CHEt F2lodl HISH 108H0l A 1008H tiHELICH Gzip &5 A8 35HE Parquet &
A OO|E{= Gzip &2 M85t= Yt HIAEHDH AEZ|X| S7HS 20% MH AHS g LICH

® Note

Gzip ¥ 52 A& 5t Parquet &4 O|O|E{7t A 7|ZHHZE 100KB O|Eto|2tH H0|E &
Parquet A0 2 K& & A2 Parquet ItY M2 2| LF AFE 22 Ql&l Gzip &2 M85t

=
Ust MAEECH O] B B2 AXIE £ B

Lt 39 Osn Z2 M2 XI8E = A&Lich

2 S3 HFAI - EE 2 Hive 38 T2 7t = CHAl Hive 38 HFALE EMsHEHLICH
& ™ol MSCK REPAIR TABLE B2 A& ErLC}.

2E -CHFo| 27t T LMo 2 8§ AZHHK| #EIE Et - ete 49 2EO8 AlZh
&5toi  ZotE =2 @1 A2 HIES HAE = USLIch

L
<
)

E:LQ.I ID, 2|, M E gt L Cie SMof et EH FZE AHE35tod X|IEE
o
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/
Hive £t S3 MFALE AIESt= & MAHSIH ol oS fx|E HEEuct
bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/aws-service=vpcflowlogs/
aws-region=region/year=year/month=month/day=day/
AME 22 SRS HdYstH 1ol CHE |IXIZE T ELICH
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
Hive 38 =& 2 AIE5I= 8 MYslD AlZtE 5 & 208 =85t ntdo| chg fIxI=2 MEELIch
bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/aws-service=vpcflowlogs/
aws-region=region/year=year/month=month/day=day/hour=hour/
EI1 oY o|E
23010 U Ol§2 B8 211D, 2T U M4 U U AIZtS v[etoR B T olge
g galg ASELICH
aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz
0 € £01, CIS June 20, 2018, 16:20 UTCO]| us-east-1 2IT12| 2|AA0] CHEH AWS AH
1234567890120 A et =& 2701 Ciet 21 el o & Eoi ELICH & AlZh0] 16:20:0001
M 16:24:59 A0[RI 2§ 21 B2 =7} mhdof| e FLICH
123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.gz
Amazon S30| & 238 HAlst= IAM 2ot x| 0| HEt
S5 208 MM IAM ES TH = Y Amazon S3 HAO| 28 208 AAlSte ol 228 O3S
ol U= 1AM L& 2 AF838Ho I= FLICE.
{
"Version "2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Action": [
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"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

Amazon S3 H{Zlo| 5 & 20 CHEt Mt

Ojm

7|25 2 Amazon 3 HZT} tHZlol E3HE A HIZIHYLICH BIZ! A RAFEHO| ST BIZ/TH 1
Otofl K{EHEl ZURofl AMAT £ AUSLICH TBIL HZ ARKHE ML HHUS Tastof CHE BlAA
=
o

X A RHO| Al HAM[A HEHS

il
o
-
>

=y ofl CH#t PutBucketPolicy &
GetBucketPolicy HEtE ARE 42, OIS HME T HI/M| XIS E HAZFLICH O] HAM2 1
Zof| HAZAE ZE 7|E HAg FHojgsLch.

OFEX| o™ HE! ARAIE Ol HAME HAM| Fotetn 58 20 & MRS AWS A™ ID X|H E=
55 21 MMo| AmigtLich RFMIEH LI 2 Amazon Simple Storage Service AHS MM ol H{Z! &
MAMEE FZStM

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "my-s3-arn/*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": account_id,

"s3:x-amz-acl": "bucket-owner-full-control"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:logs:region:account_id:*"
}

Amazon S30i| HlA| 318


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/bucket-policies.html
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},
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": [
"s3:GetBucketAcl",
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws:SourceAccount": account_id
I
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:account_id:*"
}
}
}

my-s3-arnoll X|H&t ARN2 Hive 28 S3 HFALE ALE35H=X| o2 ol k2t CHELICEH
7|12 A
arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*
« Hive £& S3 HSFA}
arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*
7Hed AWS "3 ARN CHAI 23 ME MH|A FA|ofA o|248t HEtE Fodst= Kol 7t E&LICH &
3t ESE O2|xt EMEEE 235 58{M aws: SourceAccount & aws:SourceArn &4 7

Edts A EFELICH A2 AEH2 528 20| A/XI0|I HE ARN2 211 MH|A 2| 2 UEFHE(Y)
ARNQILC.

a
=
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7| 2o CHEr AFMIBH LHE 2 Amazon Logs AFE AHE A S| Amazon S3 HA! MH & 253 E
A AlL. CloudWatch

il
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Amazon S3 21 U}l Hat
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o] CHEF HMAE B2lEfLIcH Z[2Ho 2 A ARAe 2 23 mhoi| CHEt FULL_CONTROL
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1. LIS & stLE sAELCH

«  https://console.aws.amazon.com/ec2/0{| X Amazon EC2 £ & L|Ct &M H oM HES
3 QIE{H| 0| A(Network Interfaces)E MEHEILICH HERZ Q O|AQo| &QIEHE MEHSIL
Ct.

|C}. Ef A4 2ol M Your

«  https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2
VPCs(AHE Xl VPC)E MEHFILICE VPCOi CHEH & QlEtS 4
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«  https://console.aws.amazon.com/vpc/OlA Amazon VPC 2& & LICt M ZofM MHeELu!
(Subnets)2 AMEHBHL|CH MEYIO| 2HoIRte MEHEHL|C).

2. ZEQ(Actions), & 21 MM(Create flow log)S MEHEFLICH.
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3. ZE{(Fiter)ollM 2Ze IP EBHZ! O|O|E{e| REE K|XELICt
- EHE - 3{EF Ecj=EPt 237 LC
- HEE - HEE Ecj=Ept 238 LC
- BF 58 Y HEE EiHE 2agfLICH
4. Z|Ci &7 Zt2E(Maximum aggregation interval)HlA £&0| ZHx{El0{ 28 2O HZEE &A=
= Z|CH 7[7He MEfgrLct
5. CH4(Destination)olA S3 HHZ!2 2 & (Send to an S3 bucket)S MEHEFL|C}
6. S3 H{Z! ARN(S3 bucket ARN)2| A< 7|& Amazon S3 HHZ!Q| Amazon 2lA 4 O|F(ARN)2 X|
MErict Zest 42 5tel ECE T8 E = A&Uch olE S0{ my-bucketO|Zt O|F 2| HA
o my-logsOl|2t O|F 2| 6t¢ EHE X|H5tEd™ CHZ ARNZ AFSSHA AL,
arn:aws:s3:::my-bucket/my-logs/
HZJol AWSLogsE 5t9| EE O|E 2 AL E = I&LICH 0|2 od|2fEl o{ Lt
HAE A7t 32, AIS2E 2|AA HAME 45101 HAlol| (AZAELICH AtMIEH B2
Amazon S3 HHZ!0| & Z 0] CHgt Mt MME EHE M L2.
7. R2adIE AWM EE 2O IS A2 XIEgUt
- 72 EE RO HIE BAE ASSE{H AWS 7|2 "4l MEISHMIR.
« AKX XY FAIZ BHED{T ALK X FHAIg MEISHAMAIR. 21 ¥ 4l(Log format)od| CHaH
SEERI I ZEE HEE MESMR.
8. 21 m Aol ZA 21 mYo| FHAIZ X|HELICH.
« Text— LURHEIAE 0|2 7|2 AL
- Parquet — Apache Parquet2 @ 7|8t O|O|E{ & AI]L|C}. Parquet & 4!2| H|O|E{oi| CHEH 2|
= bt BlAE Cf|o|E{odl CHEF 2/ 2lofl HISH 10HH0i A 100K thHE LICH Gzip &S AF& 3t
Parquet @4 CIO|E= Gzip 52 AI&5t= Uit HIAEHTCE AEZ|X| S7HE 20% XA AL
gl
9. (MEi AME) Hive & S3 HFAIE AL8312{H Hive 2 & S3 MFALE MSIE MEHELICE
10. (MEH AR 58 208 AlHE 2gstzdM1AlZtOtTt (602)2 MEHFLICE.
1. (MBI AL 58 230l Ef3E Fotetc{BHM Bl FI7HE ME4stod BT 7(9F 22 XIHSHAA]
2.
12. 58 21 M4(Create flow log)2 ME4ELICE
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+ create-flow-logs (AWS CLI)
« NEW-EC2 () FlowLogs AWS Tools for Windows PowerShell

CH2 AWS CLI 6ld= X|HE vPCo| 2 E Ecl=EE ZHX5t1 X|™HE Amazon S3 HIICZE S 21
H&ete §% EOE YYELICH --1log-format IEIDIEHE 58§ EJ HZEL| ALER XIHE E

aws ec2 create-flow-logs --resource-type VPC --resource-ids vpc-00112233344556677 --
traffic-type ALL --log-destination-type s3 --log-destination arn:aws:s3:::flow-log-
bucket/custom-flow-logs/ --log-format '${version} ${vpc-id} ${subnet-id} ${instance-
id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} ${protocol} ${tcp-flags} ${type} ${pkt-
srcaddr} ${pkt-dstaddr}’
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O

1.  https://console.aws.amazon.com/s3/0l A Amazon S3 &€& L|C}.
2. HZ! O|§2 MEsto MR HE HO|X|E L|Ct.

3. 23 ndo| Y= ECR oS- LUICH ## ## ###//account_id AWSLogs /vpcflowlogs/
#HH/H/ 44 JHi#.

4. Y 0| ol U= #elets MENEH CHZ0d Download(CH2 2 E)E MEELICH.

21 1L AEE HEfQlLch Amazon S3 242 AF8S| 20 THUe ¥ AS0| XL 58
EOHIZEJ EAELCH otUS CIREESE 39, 52 diMsior 28 2O HIAEE 2 = U
&L|cH
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L8t Amazon AthenaZE A28 20 1Yol S E 2O HZEE FH2lg == U&LICE Amazon
Athenat= EZ SQLE A28l Amazon S30| KE = C|0|EE O £AH EAE 4= Q= CHEHA! 22| A
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FirehoseOll A& [} & 21 O|O|E{ & Firehose M& AEZ|0f & HIAE Ao Z 7| A|ELICE.

R
EZE 2oV U TE 30| MEELICH RtAIEH LI& 2 Amazon CloudWatch PricingE @1 218
MEISHCHS HIC|IE 238 $oAAQ

o WA} AN &0 Cist IAM 23t
 Firehose0ll HAl5t= & 21 BHE 7|

« Firehosel| Z2EMA SE 21 82 E

A A ™MEof ci st IAM edgt

Firehoseofl AIAIE M ZLIEHEE 2laset SYE AY (A4 AY) E= CHE AY (CHA AIH) off A
= TS AERIS MEHE 5= QJ&LICH FirehoseOll & 29| A™ ¢+ TS S gststoit 2 Al

AN
Hol M IAM HE 2 BHE T CHY AHEHo| M IAM &S BHE0{0F & LICEH

O3St
==
o A A g
o CHAN A odgt
LA HEAE

A HHEHOM OIS0 242 HEHE 2045t Qe e MMEILICE o] o AloME 23E 0|E0|
mySourceRoleO|X|2F, O| @&roi CHEH CHE 0|2 MEIE &= &LICt ObX[2 HHEE M= CHa
HHEo| edgtof o] ¥E =2 SEELICH ZUBMME RIHE 2[AAE BLIERE ME o] &0l
23 ™S MH[AE ME L= 5 FLCH Mg MMHE M ZLIEZ SQ VPC, HEXF QEHOo|A

= MEUE =7 F|(iam:AssociatedResourceARN)Z X|& g L|C.
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AR 7H0|E

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::source-account:role/mySourceRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "delivery.logs.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": [
"arn:aws:ec2:region:source-account:vpc/vpc-00112233344556677"
]
}
}
},
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::destination-account:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}
]
}
20 ME MU|AM dE 2 sUE = A= T3 22 AZ HAo| o] ol U=X| 2elstML.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
324
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10.

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

"Action": "sts:AssumeRole"

[Z2 MA(Create policy)]& AMEHEHLICY.

0jo
mIo
o°I"
o
r
[ul

[Create policy(E& 44+4d)] H O|X|oi| A Ct

a. JSONS 4dEfgL|Ct

b. Ol 2 LIS o]l MMo| Al R0l = HEF HHo = ChAEfLICH

xH
c. Next: Tags(CHS: EH2)2} Next: Review(CHS: AE)E MEHELICEH
d. HXo|o|Fot MBE(ME ALE) 2 =S CHZ 0l Create policy(E2 M&)E MEAFLICH

1I=2 OO0 - 14
Trusted entity type(&12& = U= AEE| )0l M Custom trust policy(AFE Xt X|'H HE)E M
EHSHL|C} Custom trust policy(AF2 R X|& AIZ| K=o M 20 ME MHIAE X|™Het= 2O R
"Principal": {3}, CHAIELICH CHSE MENELICH

"Principal": {

"Service": "delivery.logs.amazonaws.com"

},

Add permissions(T et F7t) HO|X|o| A O] Hito| o FE0M Wdeh HEo| &QlEtE MEs &

Next(Ct=)& MEHELICH

g 0|§ 2 sty MEXo = MYE M3 F L
o4&t MAd(Create role)2 ME4SHL|C}
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CHE A" A%
CHah A™OM £ AlZtStE O|§ 22 g2 MHELICH AWSLogDeliveryFirehoseCrossAccountRole
Ol A& M= CrEot 242 Het2 Fodatiof &Lct

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

B4 QTS AA ABOIM MAE B 0| SIBEIE CHRI 22 AIZ HMO| o] A

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"
.
"Action": "sts:AssumeRole"
}
]
}

1. https://console.aws.amazon.com/iam/HIA IAM & & L|ct.
0. EFAH AHOIA| RIAHS MEHEFL|CE.

3. [H& MM(Create policy)]S ME4ELICE
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4. [Create policy(’32H M) HO|X|Hf|M CtZ S - & LICEH

a. JSONgZ MEHEhLCt
b. 0| E2|LIES o] MMo| A%} &

ozt

o

rir
]

3t Ao 2 Ci&|EHL|C).

ﬂll
J
HII

c. LCFZ: Ei(Next: Tags)? CHS: AE (Next: Review)E MENEHLICH

d. 2 AWSLogDeliveryFirehoseCrossAccountRole A|% &= X% 0| 0| S 248t LIS Create
policy (& ) & MEAELICEH
o

7. Trusted entity type(2Z& = U= AEE| R&)0| A Custom trust policy(AtE Xt X HEHE M
o

o
1E Az Ao M An AE A2 XIHshE TS

EHEFL|Ct Custom trust policy(AF& At X =
"Principal": {3}, 2 CHAIgfLICt CHSS MEARFLICE
"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"
},
Z7h) HO|X|ol A O &Ato| QR0 A AAIEH KR O| BHOIRtS MEHEL &

8. Add permissions(:"._
NeXt(E—l' )E MER S}

9. U O|§2 Yistn MEiMo 2 MHEZ NI ELIC

10. Q& M4 (Create role)S AMEHEILICY.

FirehoseOl| HAlSt= & 21 BtE7|

VPC, MEH E= HERT CIE{Ho|A0]| CHet 28§ ZE1E MMHE = U&LICH

e =7

- CH4 Firehose T& AERIS MAELICH Direct Putg HIESZ AFSELICH AIMIEH LIS
Firehose & AEE| S FXSAAIR.

« 38§ 23E CHE A" AlAlSHE B2 the section called “W AF 7| & F1&of CHEF IAM SJ&t"oll A
E 2 e IAM A S YL

Firehose0l| A5l 28 21 € DHtE2{H

1. LIS & stLHE s LICH
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https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2
VPCs(At& Xt VPC)E MEYEFLICH VPCO| CHE & RlEhE M
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2 YLICt &2 Eo|M Your

=
https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&2 LIt EFAH ol e

(Subnets)2 MEIEILICE MEUIO| &olghES MENEFLICEH

2. ZEY(Actions), & 21 M*(Create flow log)= MEHFLICY.
3. ZE{(Filter)oll 7|28 EfZ @3S x|HEL|ct
- 2 23 ERfEIOt 2 3 8LCH
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- 25 - Y HFE ESiEE 230
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5. CH&(Destination)0M= CHEat 22 SM & stLEE ME{EFLICY.

Al ZtZ4(Maximum aggregation interval)0il M £&0| XLl & ZO BZEZE A K

. =3} H|XIO 2 FirchoseZ M2 _ Mz AE2IT B L|E{E F|AA T S AHXo| Q&L
Ct.
. C}2 HXO 2 FirehoseZ M2& — DL|E|2lst Ma AEZT F|AATF M2 CHE A& 9a
LICE.
6. Firehose T& AERIO| B e ME AEEIS MEELCE
7. [WR AE HET Z] 1AM roles(IAM AE) oAM= E A S KB E LICH(the section called
“mAt A& TS0 ChEt 1AM 3E & X)),
8. (M= AMEH) M EfZ F7HAdd new tag)% MEdSto & 20l EfE MESELICH

HBE T E AI25}04 Firehose0ll AAlstE S8 22 Dt=p{™
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 create-flow-logs (AWS CLI)

* FlowLogsNEW-EC2 () AWS Tools for Windows PowerShell

Firehose0l| A A|5t7|

328


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html

Amazon Virtual Private Cloud

CHZ AWS CLI Gl Al M = XIFHE VPCO| R E ECEIE XSt 5L HH| XIHEl Firehose ™
& AERM 58 208 Maste 58 218 BELD

aws ec2 create-flow-logs --traffic-type ALL \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream: flowlogs_stream

CHX AWS CLI dlAM[ol M= RIHE vPCel 2 & Ef=E X5t CIE HH 2| X|IHE! Firehose &
AERIN| 58 2EO0E MEst=e 58 218 otEL

aws ec2 create-flow-logs --traffic-type ALL \

--resource-type VPC \
--resource-ids vpc-00112233344556677 \

--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-

east-1:123456789012:deliverystream:flowlogs_stream \
--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/

AWSLogDeliveryFirehoseCrossAccountRole

Firechosel| ZZMA 2 21 fZE

& AERol cisll 7 g8 g0l 58 2O 0| E 7HME &+ A&LICH

Amazon AthenaS Al&35t04 S & 21 |

Amazon Athenat EZ SQL2 AI235t0] 22 29 ZF2 Amazon S32| H|O|E{E EAde £ Q)&= i
sl& # el MH|AQILICEH AthenaZ VPC 58 219 &7 AL&35l0d VPCE S3ll 2= EciZof Cf
& R85 CIAIOIEE 2| ¥g £ &LICt ol & S0 Virtual Private Cloud(VPC)2| 04t Z|A A
7t &2 CHEtRQIX| A5 7LE TCP @4Z20| 7t & BLOo| HEE IP TAE AYHE = U&LCh
=M
- VPCE &afl 2= EciTof CHEF SEZHS U7| floH A = U= AWS B 2loA DAY
o=l ZE|E MMstE HIEZSIZ MAMSlo{ VPC & 212 CloudFormation Athenal| S &2 7HA
stot AtSEHeE = U&LCt.
 AthenaE AI&35t0{ 1 Re HEIE MY = A&LICH XHAIEH LI 2 Amazon Athena AHE &H
A 2| Amazon AthenaE AtE35101 2| Al HZESIAAIL,
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22| Aol ciall £E& Amazon Athena 2 20| EHMerL|CH . Bt &™of 2t A TtE|ME EESHE=
Lambda & =01 CH3H =& AWS Lambda L 20| e giL|CHIE|M ZE BT E X|Hstn AIZF E™t
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2 Amazon AWS Lambda AthenaZ X|&sH0ofF &fL|Ct.
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Z&2 A83sto RIESIE ddsteiH
1. Ctg B stLHE s™stMR
«  Amazon VPC 2&& dLICt &2 2ol M [VPC(Your VPCs)|E MENSH £ 5T VPCE AMEH
grLct.
« Amazon VPC 2&& ALt B Fo|M [MEL (Subnets)|S MEHEH F ST HERS M=
ot
=] .

« Amazon EC2 &€ YLt &M ZoM [UE T QE{m 0|A(Network Interfaces)]S AEH
gt T UESIT QE{HO|AE MEHEFLICY.
2. [&8& EI(Flow logs)] B0l Amazon S30i| HlAlét= &8 2O & MEHEH & [2F(Actions)],
[Athena S & 44d(Generate Athena integration)]2 *t2i{| 2 MEHEHLICH.
3. ME|MEE BT E XIHELICH gi1Z(None)2 MEHSIE B2 It EME AHE5H0{ THE|M Al
ol 2 JImE K| sof gLich oiY(Daily), 013 (Weekly) S Oi&(Monthly)S &85}
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4. HEEIRHERE MY s3 HAS MEst 1, #{el ZoE MEEY S3 HIAS MEYstH
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ok

L|Ct.

5. [Athena S& 244d(Generate Athena integration)]S MEHEFLICH

6. (M= AHE) M3 HIAIR|OIM >3 E M=istod HESlof X|HE HZI22 0|S35tn
CloudFormation ®IZ3!2 AFS AL X|HELCY.

7. ‘23 HIAIX|MAM [ CloudFormationCreate stack] 2 41&435t0{ AWS CloudFormation 2&0AM &
Ef M obHAE JLich M E CloudFormation BlZE !0l URL2 RIEX! MMM XEELICH
OFHALE 2t25tod R E ol X|I™HE 2|AAE HMELICH

CloudFormation Hl£2/0 2 MME Z|AA

« Athena O|O|E{H|O|A. CI|O|E{H|O|A O|& 2 CI|O|E{H|O| A LH flow-logs-subscription-idvpcflowlogs<
> L|C}.

« Athena 2 8. HIOE OIE2 <><>< AU >< FRYU >R 3T FILIC} flow-log-
subscription-idpartition-load-frequency

. 58 20 32S0f ST sHs EEE Athena EIO|E. EIO|E OI& 2 <>< >< ARt >< Z2 YU >
L|Ct. flow-log-subscription-idpartition-load-frequency

 Athena BEE Z{Z| ME. RtAlet dE2 M HolE #HE| MMHE FXstM .

- XEE ™o, ofF == oi&)of et E|o|= ol M ZHE|ME2 EE5t= Lambda &= LICH

* Lambda &+& de HetE Foiste IAM S ALCH.

M 8 2371 S3 3o 2 S El £ CloudFormation ElZ2!2 MM St T AF2 5104 Athenalt
SEE = U&Lct
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mIE

AMMEHLICH CloudFormation

ol
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CHZ get-flow-logs-integration-template 2 AL

aws ec2 get-flow-logs-integration-template --cli-input-json file://config.json

CHZ 2 config.json Tt 9| of IL|C},

"FlowLogId": "f1-12345678901234567",
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"ConfigDeliveryS3DestinationArn": "arn:aws:s3:::my-flow-logs-athena-integration/
templates/",
"IntegrateServices": {
"Athenalntegrations": [
{
"IntegrationResultS3DestinationArn": "arn:aws:s3:::my-flow-logs-
analysis/athena-query-results/",
"PartitionLoadFrequency": "monthly",
"PartitionStartDate": "2021-01-01T00:00:00",
"PartitionEndDate": "2021-12-31T00:00:00"

CH create-stack HHE AIE5t0{ M HE HIEZSIS AFE5H0{ ABRE MAEHELICEH CloudFormation

aws cloudformation create-stack --stack-name my-vpc-flow-logs --template-body file://
my-cloudformation-template.json

A HeolE 2e| A

M44%l CloudFormation HEZ2 HESIZ 0 EchTof thEt ol0| Y= SHS W2 27| s 4
e 4+ ols AH HolEl el MEE MZELICH AWS A5 M4 T BE 2l4AT SH2 ) A
MEIQEX| 5OIE £ AT BolE #2| B LS MBY £ sl

=M oM R el HEZ|(Query editor)& MESEFLICH Workgroupdl M RIZXIS 2 Bt
2 ME4BILIC} CloudFormation

]
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N
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3. XMEE F2[(Saved queries)E MEASID Eoi (et T2tO/EHE +=H8t & #H2IE A™-ELICH
A& 7St A HolEl el 582 At HolEl FE|E HASML
4. F|2| A1k (Query results)oll M 22| Z0HE &QlgtLct.

AT HolEl 2|

CS2 Athena HHE %EIOI A S5ULCH HESS 4498 W XSkl 02 elE #ele &
& 2aoloigt 2O 2l2e Aol R o et EetEILCH et BESlf ol Ol
Ol HE[7t 2F X *E|01 x| otg + A&LITH
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* VpcFlowLogsAcceptedTraffic— 20t 1 & L HIE|3 ACLO| 2l S E TCP HAZ.

« VpcFlowLogsAdminPortTraffic— & 2| ZEOM 23 g & 2|st= ofZ2|7i|o|M0] 7|28 EEf=Z!0]
7HE B2 49 1070 IP F ALY

* VpcFlowLogsIPv4 E2{E — 7|EE IPv4 EEfEQ| &
* VpcFlowLogsIPv6 EE{E — 7|5 El IPve EEfEHS| &

« VpcFlowLogsRejectedTCP EEHE — 2ot OF == HEQI ACLE 7|2 HEE TCP o1Z3¢
L|Ct.

* VpcFlowLogsRejectedTraffic— 20t 1 & &= HE®3 ACLE 7[EIe2 HEE EEf=E.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/cloudwatch_limits.html
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Ut Aol A AlstE ode 7Hel 58§ 2O & HdstH HA SM XighE Zote + A&Lich

arn:aws:s3:::bucket_name/*
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Ct. XEAIEE L& 2 Amazon Simple Storage Service AFHE MEAMO| 7|2 253t ALS MHEE AT HA|
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El AlAILG ol 2Etez vPCo CHEt SHIE AME £ Q&LICH X|EE ZLIE{2IE #H4 o0l
= AlZtol HE s gd4o| o2 MZISHAR. AFAMIEH LH2 2 Amazon CloudWatch A2 ATEME &
TStMlL.

CloudWatch X|& 336


https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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« O|&: Service, Zt: EC2
« O|&: Type, &f: Resource
« O|&: Resource, Zt: VPC ID.
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NAU 2 LIE{2IS A5t 517{L H|E A5 51= dhed

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt,
&M 2ol M AF2 XF VPC(Your VPCs)E MEHEHLICY,
VPCQ| & QlEtE MER LT

Actions(%F®d), Edit VPC settings(VPC A& HZE)E MEfstL|C}
CH2 3 tLHE s=-8tAI2.

o M 0N =

- DLIE{3E #M35}5H24T Network mapping units metrics settings(WE2/3 O & B2 X|&E M
&), Enable network address usage metrics(LIE T FA AFSE X|E M5HE ME{SHL|CTH
ZLIE{ZE H|E4st35l24™ Network mapping units metrics settings(LIE /3 OfZ B¢ X|E

A7), Enable network address usage metrics(LIER I T4 AIST X|E E43HE MEH Fa
grLict
= .

BEEES MEslod ELE—”E et Lt Hg dststs ¢H

+ modify-vpc-attribute(AWS CLI)
» Edit-EC2VpcAttribute(AWS Tools for Windows PowerShell)

NAU CloudWatch ZE 0 A

CtZot 22 AWS CLI B33 oA . jsonE Ar&3t04 &172k0] 50,000 NAUQ! VPCL| NAU AL ES
Z™3l= Amazon CloudWatch ZE 2! SNS ¢ 2l2 W8 = &LCt o] ME0|ME HX{ Amazon

SNS FAIE MAddHoF g LIt KFAMIEH LI 2 Amazon Simple Notification Service 7Het Xt LA 2]

Amazon SNS A|Z517|8 B XSHMIR.

aws cloudwatch put-metric-alarm --cli-input-json file://nau-alarm.json

CH2 2 nau-alarm. json2| 0| A IL|C}.

{
"Namespace": "AWS/EC2",
"MetricName": "NetworkAddressUsage",
"Dimensions": [{
"Name": "Per-VPC Metrics",

"Value": "vpc-0123456798"
1,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-attribute
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcAttribute.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
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"AlarmActions": ["arn:aws:sns:us-west-1:123456789012:my_sns_topic"],

"ComparisonOperator": "GreaterThanThreshold",

"Period": 86400,

"EvaluationPeriods": 1,

"Threshold": 50000,

"AlarmDescription": "Tracks NAU utilization of the VPC with 50k NAUs as the
threshold",

"AlarmName": "VPC NAU Utilization",

"Statistic": "Maximum"
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/control-access-with-tags.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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0 otX5t D 7|5l HAME MMSIEE S&LICH AtAEF HE = IAM AHE DB A{LS| IAM Access
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of MFA 2742 F7t&rLct REMIEH A A8 B M| Configuring MFA-protected API
access(MFA 2% APl HMA TA)E

IAM2| 2259 Ated|ol| CHEF REMIEE LHE 2 IAM ALE B A L] IAMLS| EoF Y A& & ZshM|2.

Amazon VPC 2& Al

A Sotx| ef&LICH
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{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",

"ec2:DescribeAvailabilityZones",
ec2:DescribeClassiclLinkInstances",
"ec2:DescribeClientVpnEndpoints",
ec2:DescribeCustomerGateways",
"ec2:DescribeDhcpOptions",
ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeFlowlLogs",
ec2:DescribelnternetGateways"”,
"ec2:DescribeManagedPrefixLists",
ec2:DescribeMovingAddresses",
"ec2:DescribeNatGateways",
ec2:DescribeNetworkAcls",
"ec2:DescribeNetworkInterfaceAttribute",
ec2:DescribeNetworkInterfacePermissions",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupReferences",
ec2:DescribeSecurityGroups",
"ec2:DescribeSecurityGroupRules",
ec2:DescribeStaleSecurityGroups",
"ec2:DescribeSubnets",

ec2:DescribeTags",
"ec2:DescribeTrafficMirrorFilters",
ec2:DescribeTrafficMirrorSessions",
"ec2:DescribeTrafficMirrorTargets",
ec2:DescribeTransitGateways",
"ec2:DescribeTransitGatewayVpcAttachments",
ec2:DescribeTransitGatewayRouteTables",
"ec2:DescribeVpcAttribute",
ec2:DescribeVpcClassicLink",
"ec2:DescribeVpcClassiclLinkDnsSupport",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcEndpointConnectionNotifications",
ec2:DescribeVpcEndpointConnections",
"ec2:DescribeVpcEndpointServiceConfigurations",
ec2:DescribeVpcEndpointServicePermissions",
"ec2:DescribeVpcEndpointServices",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:GetManagedPrefixListAssociations",
"ec2:GetManagedPrefixListEntries"

]I

"Resource": "*"
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"Version"

"Statement":
"Effect":
"Action":

ec2:

ec2:
ec2:
ec2:
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ec2:

]I

"Resource":

Purpose=

of=
HA —

EH27} o=

"Version"
"Statement":

{

2:ModifyVpcAttribute 22

Sk AN
N

o| =d35t7HL} ANIE

O| Purpose=Test E}17}

o

q

Soll 9
=

o
VPCO|| CHEF DNS S AE Of

: "2012-10-17",

[{

"Allow",

[

CreateVpc",
CreateSubnet",
DescribeAvailabilityZones",
CreateRouteTable",
CreateRoute",
CreateInternetGateway",
AttachInternetGateway",
AssociateRouteTable",
ModifyVpcAttribute"

nin

0| Amazon VPC 2£0{M VPCE M

A
Al

ma
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o|'J\0|'— (=1

AN -
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: "2012-10-17",
L

"Effect":
"Action":

"Allow",
"ec2:DeletelnternetGateway",
"Resource": "arn:aws:ec2:*:*:internet-gateway/*",
{
"StringEquals": {

"ec2:ResourceTag/Purpose": "Test"

"Condition":

0
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}

"Effect": "Allow",
"Action": [
"ec2:DeleteRouteTable",
"ec2:CreateRoute",
"ec2:ReplaceRoute",
"ec2:DeleteRoute"
1,
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Test"

—

CtE QS ALE5to] g2 2ot OF 2 #algd = JA&Uch X HM B2 86 gg=2
Stack=test 7 = 2 E EQt JEE AME = UL Stack=test E{7} A= ZE Bt OE
of CHEt QlHFRE L ofRHI2E &g HEl" = UA&LICH F HM 22 A& 0| Stack=Test Ef
ENHEH OEH BIOE XHGHEE T ELICEH Al il 22 S5 g2 2ot 252 oHE [ Ef
O8 MdE = U&LICH U M B2 Sal|l (2 ZE Bt I8 Y EoHOF &2 E &= UEL
Ch CHY Bl 22 &l H&e2 VPCOHIM 2ot 28 S MAME £ QlaLct

® Note
0| A AWS CloudFormation AMH|AO|M E 4 Efja7F £ E Hot 122 MASH= O| AF
& + &L B3V}t 28t ec2:CreateSecurityGroup o =4S A|745HH
MAMo| 2t sgLct.

{
"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"ec2:RevokeSecurityGroupIngress",

"ec2:AuthorizeSecurityGroupEgress",

ec2:AuthorizeSecurityGroupIngress",

"ec2:UpdateSecurityGroupRuleDescriptionsEgress",

ec2:RevokeSecurityGroupEgress",
"ec2:DeleteSecurityGroup",
ec2:ModifySecurityGroupRules",

"ec2:UpdateSecurityGroupRuleDescriptionsIngress"”

1,
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Stack": "test"

"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Stack": "test"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "Stack"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateSecurityGroup"

"Effect": "Allow",
"Action": [
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"ec2:DescribeSecurityGroupRules",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": "arn:aws:ec2:*:*:vpc/*"
}
]
}
40| QIAEIAC HZAE HOt B S HAE 4 UTE 24T HHof
ec2:ModifyInstanceAttribute g F7}ELICH

CHe HM2 Y0l 2E Hot 18 U 20 18 FAS £5/5kn S5 VPCO| Hot T8 0f ChEt 1
2= WolRuHeE FAIS £t U KHsH XIHE VPCO CHEt T4 MBS £ HEtg RofE
Ch. & #A 22 ec2:Vpc 271 718 A8 tod S VPC CHEH HE H9IE XHY £ Lt

"Version": "2012-10-17",
"Statement":[{

"Effect":"Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",

"ec2:UpdateSecurityGroupRuleDescriptionsIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:RevokeSecurityGroupEgress",
"ec2:UpdateSecurityGroupRuleDescriptionsEgress",
"ec2:ModifySecurityGroupRules"
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"Resource": "arn:aws:ec2:region:account-id:security-group/*",
"Condition": {
"ArnEquals": {
"ec2:Vpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"
}
}
1,
{
"Effect": "Allow",
"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSecurityGroupRules",
"ec2:DescribeTags"
1,
"Resource": "*"
}
]
}
S3 MEUOR QIABA AR
CtS HAM2 dgol QIAEHAE S MHELIOE AZs D QN S Bt D82 M85t= HEtS
So4grLICh o Mol A M=ol Cfst ARNTH 2ot TEof Cf3t ARNS XIRstod o] Hetg &
OFgfLICt FEHO|CHE MEHISZ QIABIAE A[EStHLE CHE EOF D& ALE5to{ AlZfstEdD o
o4 (F CHE MM F= MWRolM ofgtol I HEte Rodstx| ot ) 230 AlnstH oot
S o] WHMo|ME HERHI QEHO|A E|AAE AHEE HEtE RO{FLICH MESZ AIZE
7|2MO 2 RunInstances L2 7|2 HERXHZ QEHO|AE HMHFER, AE 2 QIAHAE AR
g f o| E|AAE e Heto| HeefLich

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:region::image/ami-*",
"arn:aws:ec2:region:account:instance/*",
"arn:aws:ec2:region:account:subnet/subnet-id",
"arn:aws:ec2:region:account:network-interface/*",
"arn:aws:ec2:region:account:volume/*",
"arn:aws:ec2:region:account:key-pair/*",
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"arn:aws:ec2:region:account:security-group/sg-id"

]
}
]
}
EH VPCE QAEA A|Z
Cha H™ol M Aol S5 VPC Lioll Qe Yolol HEHOR QIAHAE Alxtss HEtg Hoig
LICt. o] Mol He= = Fl(ec2:Vpc)E MEY E|AAN MEFHSZM O|H HEHS Fo{&LICH
ek, o] MM ME 2 of "department=dev" E§27} Q= AMITE AL 5104 QIABIAE A& 5HE
HetE FofgfLict
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:region:account-id:subnet/*",
"Condition": {
"ArnEquals": {
"ec2:Vpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"
}
}
I
{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:region::image/ami-*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/department": "dev"
}
}
I
{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:region:account:instance/*",
"arn:aws:ec2:region:account:volume/*",
"arn:aws:ec2:region:account:network-interface/*",
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"arn:aws:ec2:region:account:key-pair/*",
"arn:aws:ec2:region:account:security-group/*"

]

Z 7} Amazon VPC Z#H of
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https://docs.aws.amazon.com/vpc/latest/mirroring/traffic-mirroring-security.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-authentication-access-control.html#tgw-example-iam-policies
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/peering/security-iam.html
https://docs.aws.amazon.com/wavelength/latest/developerguide/wavelength-policy-examples.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:DescribeSubnets on resource: subnet-id

72 Mateok E|XHIH H2S AU|olE5t0d RHAlOIH MEUlof CHEt HMAES SI8IE=
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ok

O| B2 Mary7t iam:PassRole &g +lE = UL E Maryl| MM E YO|O|ESHoF LICt

T 20| Zostm Ko H 2o|5tHL. AWS BEIRFS 201 Hot QIE 2 MZ 8 AFRAFQlLC
L AWS A& Q|52 0| AF2XH7F LH Amazon VPC Zl|AA| HHAE £ UEE &5t
Al&L|ch

AA = Ll El- %EI-

KtMS| ot E{™ OS2 B ESHAAIL.

« Amazon PCO{IA—I ol 7|58 X|S=K| 042 E 2 otE B4 Amazon VPC7F IAMI} 2= 5=

=Hl siZ 365



Amazon Virtual Private Cloud

AR} 710|1E
« AREE|AA0 CHE HMA HEHES AWS AHH 2045t WS YotE M IAM ALE M- Ao Cf
E AWS HA™E IAM AFERH{| 7| HMIA HEH MBS BIESHAMAIL

o NI3XRIOYH 2|AA0 CHEF HMA HEFE K|

2 ME5ts dHE dolEe{™ IAM AFE MM O| EFAF AWS
HZEAWS HZE A0 Cist HMA K| X

- ID HHB0|ME Sl AMA HEtE MBS

g dE M| 2[F0fM 2l
SE ALS XA HMA HEF &S (1D HH

E;||:|=| IAM A|- A 04

=30
M2

EHQILICH AWS AWS ZHE2|E XAe of

o
A& APE1I01I EH°F 1"‘“*% Xﬂ%%}EE HAEReEZ AEAL OF & Adeof HEHS

= UA&Lct,

AWS ‘EI' E|é=| X4 XH

045t x| of
Z0|= 40|

| HRof| ZolEl Hete A 4~ 9i&LICH AWS AWS 22|13 MaHof Mol=l HetE2 HO|o|E
e 22 AWS slilE OIo|EE MAo| (IZAE B E FA| ID (AHEXE, I8, ) of ¥&e o|&ict
AWS M API Z240| A|ZHE[HLE 7|1&E AMH|A0| M AWS MH|A AP] 242 A28 4= QA | AWS
ZHo|ld YAE Aoo|lEE TtsM s

KEAIEH LI 2 1AM AR A2

[=) —1

HAMO| AWS B 2|3 MAES BHXRSHAA

AWS 22|13 A8 AmazonVPC FullAccess

AmazonVPCFullAccess 2 |AM X+

A HHAE o1&st= HErS Fo{=LICH

Amazon VPC CH#t
O o CHEt HEHS EedH 2|8 HH H X o AmazonVPCE FullAccess & ZE &AL

=

AmazonVPCReadOnlyAccess M2 IAM X4 &1 A2 Amazon VPC
CHEt @17| M8 HMAE 585t HEt

AWS _TII:|- Eléd R4AH

o o

366


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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https://docs.aws.amazon.com/vpc/latest/peering/peering-configurations.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/site-site-architechtures.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/site-site-architechtures.html
https://docs.aws.amazon.com/vpc/latest/tgw/TGW_Scenarios.html
https://docs.aws.amazon.com/vpc/latest/tgw/TGW_Scenarios.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/documentation/latest/databases-on-aws-how-to-choose/
https://docs.aws.amazon.com/vpc/latest/reachability/

Amazon Virtual Private Cloud MNEX 70|=

- 72
-« VPC

« OHEC|70| M Hi=Z

. IMEIAE

- HEl

e

CtS clolo{2 ol ME o] of|Alof| Z&HEl E|AAQ| JHR E ME LI VPCHlE 2712] 712 Pdof
HE2 Myl Zetol8! MEYO| &LIcH ZF HER MEU o= NAT HO|EH 0|t ZE WM
L7t &L MHE Zatol8! MEHM M™E|T, QE AFUZS AL85t0{ AR U FRE|T
2C WHAOIAM EBIEE $AIELICH MBE NAT HO|EQ|0|E AFH8510{ QIE{Llof edZdE

LICt M= HO|EH 0] VPC AEEQIEE AL 5104 Amazon S301| 438 = Ql& Lt

Reqgion

1

Availability Zone

Public subnet Public subnet

B i ﬁpplicaiinn Load Béalan[:er L

NAT gateway ! ! ! NAT gateway
e N e i
i |—| Private subnet : - ﬁ Private subnet [
: Aute Scaling gfou i
! Server Skcurity group Server |

He 432



Amazon Virtual Private Cloud MNEX 70|=

o2

Amazon VPC 2£ & At&35t04 0| VPCE ¥ dstH 24 Z=2t IEY Ho|ESf ool CHEF B= 7t U
£ HE8 ME4lol Cifgh 2t S Blo|= 0| HHEELICH 3 2 Z= 2 NAT H0|[EH|0], 4 ™M
RIES! HolEH o] X HOIEH 0| vPC A=ZIE CHE Z27} QlE Zeto|8! MEUIS| Bt E E
O|£0| &-gELIct

CHe =4 CH&
10.0.0.0/16 24
2001:db8:1234:1a00: : /56 24
0.0.0.0/0 igw-id
/0 igw-id

CHS2 IPv4gt IPve E50f CiEF Z27F = Zeto|9! MBS & stLte| 2t El|olE of| A|ILCH.
IPv4 T1& MEUIE Y5t Z<2 2t H|O|Z0l= IPv4 Z28F X EILICH OHX|2 ZE2= Amazon
S3Z &ot= ECiEE HO|EH 0| VPC A=ZQIEZ MEEfLICH

CH&F =4 CH&
10.0.0.0/16 24
2001:db8:1234:1a00: : /56 24

0.0.0.0/0 nat-gateway-id
::/0 eigw-id
s3-prefix-list-id s3-gateway-id

e 433



Amazon Virtual Private Cloud INT=IY A To] =]

H ot
CIHE2 M2t d4dst= 2o I &0oi CHall MAHE = e FEIO HA|LICH EQt &2 ElAL] X
ELUZZEZZE S8t 2 WHMO| ECHEE 5{E5HoF &Lt =5 AEf =2l ECi=lE 5{&3Hok
ghuict
ClHIRE
AA ZZ2ES IZE B9 A
a4 pan w4 wad ID sy sy sy 4 AL ZEAM 2E YA 9|
QlHIRE EglfT 58
@t #e w4 wat ID #Ht #t pusy #Ht #t ## Z2C WHAO| CIHIRE AEY =
ClECHE HHE
VPC AN
CHS ™RHo 2k 2702 718 Pdof HE = MEUT Z2to|8! MEYo| i1 ZF 718 P20 NAT Al

O|ES{0[7t /= VPCE 4 oMﬂ.u.

VPCE dd5tziH

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ L|C}H.

CHAIEE0i M VPC M2 MHEHFHLCY,
Resources to create(244& 2|AA)0{ A VPC and more(VPC S)& MEHEHLICY.

VPC T4

w0 b

a. Name tag auto-generation(O|& Ef1 X5 ‘dd)oil VPCo| 0|2 =g LCt.

b. IPv4 CIDR 250 ofEZc|AH 0| EE= HEXT 0| 228 CIDR 25 &5tHLE 7|2 A e
g X = U&LICH

= T AAE=

c. OHZZIZ0|MO| IPv6 TAE AFE5H01 SAI5HE A< IPv6 CIDR €5, & Amazon0ilM X3
&t IPv6 CIDR E§ & MEHELICE.
5. MR T
sFAMS I3l odcd 718 VUM QUAEIAE AIRTE = UL E 718 G $0iM{ 22 M

VPC &M 434


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud INT=IY A To] =]

b. H=2 MEH & 28 MEF

c. ZZlo|Y! MEH &= 28 ME{ELICH

d. HEEZ MEUo| it 7|2 CIDR 252 |®X|stHLE HEY CIDR E5 AISA X|HE &
5t CIDR E52 U™E == U&LICH RHAM[EH LHE 2 the section called “MHEY! CIDR E5”

MEHSHL|C}

-

S| £ M=
7. OHEZZ|#H 0|40 IPv6 £ A83dto] Shlste 32 &4 & B HOo|EHoloM o E M

SHEFLICH

8. VPCAE=EZOIENM QUAEIAT} S3 H{Zl0f| M| ASHOF St AR S3 HO|EHNO|IE 7|24 =2
SX|gtLct O=x| oto™ Zato|! MEUIO| QIAEIA T Amazon S30 °HA1I/\§ T A&LCH
Ol SMol= HIEO| EX| AEZE LIS S3HIIE AIRE 42 7|24 E SR = U&L|Ch

o =
RS MEISIH LIS XM EX| HOIERO| VPC JEXQIEE FIIE £+ QAQI—IEL
9. NS SM0iA DNS SAE 0|8 EMSIE ME] FAELICH

10. VPC d&& MEigtL|Ct

OHZ2|7{|0| M HHE

e E= E1I E #E0M HHEIAEE 225t Z2EHM 2 Z0o|M o ZE|70|dE HiZ 5= O
ANEE A3 EIE & O|0|X|E ddst= XWol 7t E&LCH

Amazon EC2 Auto Scaling® A+ 504 0421 7+8 Qodoll MuHE HIE 51 ofZ 270l ol Lot
& Me{ 822 RX1E + e

b

QE AAUZE AE5t0{ UARA AZ}

1. AlE RIESE 4445104 Amazon EC2 Auto Scaling@ 2 EC2 RIAHAE AlEste= O 28 T
M HMEE X|™ELICH EAYE X|E2 Amazon EC2 Auto Scaling AFH& MEMO| 2 E A7|UZIE
Qe AZ HIES MY FERSML

2. EC2QAEHAZZQE A UZ S 2|4, 2|0 & #ot= 37|2 ddEot. BHE X|Ee2
Amazon EC2 Auto Scaling AF& MBEAS| A HIZSIS ALE5t0{ LE A UT MES &=t

3. RE ¢91I°E'%'>'9-I RQARA ZHol ECEE DE2H HiZsie 2E WHME ddstn 2RLE A7
U0l 2= WHME AZELICH RHAIEH LHE 2 Elastic Load Balancing AHE A AMhttps:/
docs.aws.amazon.com/elasticloadbalancing/latest/userguide/2t Amazon EC2 Auto Scaling A&
MHMO| Elastic Load Balancing AF2 2 & ZX3HM2.

OHZ2|7|0[M HHZ 735


https://docs.aws.amazon.com/autoscaling/ec2/userguide/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-launch-template.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-launch-template.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html

Amazon Virtual Private Cloud INT=IY A To] =]

THHAE

OHZE|7o|M HHEZE 223 £ E|AEE 4= QI&LICtH ofZ2|7Ho|M0] of a8t EBfEIZ2
Lt = &1E 4= 9= 4 Reachability AnalyzerE AF&35t0{ EXME sHAE = U&L
Reachability Analyzer= 2t & ElO|€ &= Eot OF9| 74 el '

4 - X‘"% | EgE _/|\_ AA
8 Reachability Analyzer Al AEME FHEFAAIL.

1u

el

Ol 2 & Otx|d O|F AMK|E £~ U&LICH VPCE AMK|SHE{Hd HA QL E AFH|LURIS AFX|GH
EHAE ZFE3l10, NAT HO|EHNO|E AA|stD, 2EE WEHME APX|SHoF & L|CH REA|SH LH-Q% he
section called “VPC &HA|” MM B XZ5HAL.

elA

I-_I

TMHEHAE 436


https://docs.aws.amazon.com/vpc/latest/reachability/

Amazon Virtual Private Cloud INT=IY A To] =]

Amazon VPC &H&HEF

Ct= EolE AWS A &2l Amazon VPC Z|A&

A SO WA HME)O| LigElof Y& Lch Ha
EAIZ|X| ot= 8 o|p{5t SEtEFe 2| ME et

oAz MBEE ST BIIE 2YsE 3 2ldo s ZE 2laA o EgE 0| St LICH

VPC I MEY

=k Jlgg  =HIs d¥
2l™E VPC 5 of ol g&aEE =2|H 2I™Y 2IEH! H0|E
ffolof CHEt St E T 2 +=F0E =04
=
2| =8 JHo| VPCE AIE2E £+ AT
£ ol AMgt2 =2 = J&Lct
VPCE Meul 200 of
VPCY IPv4 CIDR &8 5 of O| 7I& CIDRE8 2 2E EX CIDR 8
E2 o] geEof ZeELIC
(ZICH 50
7H)
VPCY IPv6 CIDR 25 5 of Etel vPeol g8 + = CIDRO| +=¢
L|C}.
(ZICH 50

DNS

Z EC2 QIAEIAE Route 53 ResolverZ(TtAMIX2 2 10.0.0.2 2! 169.254.169.2531 Z42 2 FA)
HES 3 QIE{mo|AY & 1024712 THZlE Ell = &
Route 53 Resolver7} X|¢st= = DNS #2| == #HEl 78,

(2 CHELICH =& 7158 DNS ot 7Bl x{of CHEt REAI8F LH &3t HE ALE 2 Active Directory Z &
AWS 5}0|E2|= DNS 7|& 7I0|EE & QIS4 A|L.

VPC & AHEL 437


https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-F678F1CE
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-407747CB
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-83CA0A9D
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-085A6257
https://d1.awsstatic.com/whitepapers/aws-hybrid-dns-with-active-directory.pdf
https://d1.awsstatic.com/whitepapers/aws-hybrid-dns-with-active-directory.pdf

Amazon Virtual Private Cloud

AP FA

04 x|
[= N =)
2t iplol B Ip Fa

HEz2! NAT Ao EQ0|E
BN P FA

HOo|E 0|
=k

E|IMY eIF TE
O|ES 0

UES A

2|xg QIE|Y! Ho|E S 0]

78 89

= NAT HOIES

o
>

(o0}

A
oA
N
oIr

o
=

o
=

P
02
N
olr

o
=3

o
=

o
=

oL

otLl2

A 04
= o

ol e

VPColl M ELICH.

I K| LS 57t
Ct.

jn

o

Ct

ol gZF s =clcd™ el
F2 selMe.

R

7 AWS HH VPC & SR

%45t
=

ol
o| VPCOH HAEE =+ M'ﬁ IEP.

NAT 7 0|Eff0l=
deleting &

pending, active,
FEfo| BHhakol| ZBHE|L|C}.

438


https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-0263D0A3
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-5F53652F
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-45FE3B85
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-A4707A72
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-FE5A380F

Amazon Virtual Private Cloud ALERE7H0|=
n =
I 2E[E HFAI =SS
TZH AP MEAL 229| 7|2 e =X JtS5HK|Dt Service Quotas 2£ 8 AI25t0 ZIHE
SHE £ 9i&LICEH AWS Support Center Console2 AFE 35104 MH|A 8t 57| AFH|E Qo{of &
L[CF
B 7122k TH s AE
EITE HFAL S5 100 o
HEA SEE HE 1,000 of HFA =50 1,000712] HE & HEO|
A0 M HTME F7t5te 32 M HTO|
FIEEE 7HE 2efE HEHo| MAHE L
Ct
MEAMSEG 20 ES £ 1,000 o] DN EHIE HFA S5 27(|E Z[CH
10007077t X| ZHE 4= A& LICH RHA[E
MHE2 HEASS I T M2 &
ZIMR. ElaAo| HEA SEE HEE
M HFA S 82| 2[cH &5 =& 2laa
olEg= *Oﬂ CHet &g &odl et A&
LICt of & S04, =ICH &=0] 20702 ™MF
At %32 ':'._F:_T'_ HotOF H=E0M S
2 HFAM SRS HZESE B2, 20712
Hot JF =0l e W2 AHAtE L
Ct.
ElAaA REH HFAM S5 5,000 o Ol HEEH S HFAMN SES AZTE =
&= t 2l4aA fEEE MEEHUOD. HE &
o, ZE Eor OFHM HFAI =SS0 Y
& &= 5,0007H2+ E': MeU Bt2E! |
O|Z oM MF AL SFof CHer &= 5,000

ki
N
]
o
0%
ikl
Hn
>
o
Jhu

439


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase

Amazon Virtual Private Cloud AR} 710|1E
HE 23 ACL
3 712 28Ils  AdH
VPCY HIES3 ACL 200 o stLtel vPCol 4= B 7 o] of HEL
of 8t 7ol HEQI3 ACLE 28T £ ¢
&LiC}.
HES3 ACLE & 20 o Ol &2 2|CH QHIRE 5| =2} Z|
CH Ol RHIRE &l 8 Z™ELICt of
S22 x(CH 40702 QU2 E 20t
40712] ol RHI2E 25 80712] 7%)
R 58 £+ UX|oH HEYT Mo &
g2 0|3 £ A&LIct
HIE—?—-IEL O._lE-IJ‘dIOIA
HE 712 ZHIs MY
CIARFALG HERF QIEE QIAEA  ofLR AME LI 2 QUARA Y HERZ
o|A S&of CIE{H|O|AE B XFHM2.
2t CHEL
C}.
2|ME HER3 QIEmolA 5,000 ol ol gEZe 7 AWS HHE VPC LU 28
VPCO{ M&FL|C}.
=
28 E|O|E
3 7127t ZH 7l AW
VPCY I E H|O|E 200 off 7|2 EIE Ho|lE22 o] §E &0l Zz&E
LICt 2t<El Ef|o|E 0o CHEF &= S}
E M5l 42 AMEUlof CHiEt g8 &
SIIE QHEE £ YU&LICH EILE H|

HES3 ACL

440


https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-B4A6D682
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-2AEEBF1A
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-DF5E4CA3
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-589F43AA

Amazon Virtual Private Cloud

04 x|
oo

et EO|20 [HE B2

(MO E|X| ot A=)
B2 El Elo|2of e M}
Il 4=

HotO &
=SF

Hol o024

2l
OfRHI2E T3

o
o
[N
FR
rr

o
>

50

100

o
>

2,500

60

P
02

o
i

oL

P
02

o
=

olr

or

Mz

om A mr of

4 32 ©

> 1
_
—
o
o
o
d
__
S
B
mr
o
1
30

SES A
3 9450 G £ = A&
Z 6

ox
Hu
=2
d
=

B=271 1257 ol& RUCHH &85 &2 2
ol &0 Wo|x| HEE 0 2t H

Ol2& dEst= Aol E&LICH

FIHHFMNIERE BR VIE BRE

AEM L.

A4
= o

O| &Hehak

2F2 JHEd AWS A VPC L 2L
VPCO| A& ELICt,

O| &= &2 CIHIRE 721 of2HI2
E #Eo JlEHe 2 HBELICH &
60712 7|2 EE &2 71Tl HHe| 82
Hot &2 QlHR2E 73 60712t oFR
H2E 72 60712 7HE & U&LICH =
st ol 22 IPv4 L IPve THEI0] 74
Hro = MEFLICE #& 60712 7|2

H
re
H
il

441


https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-93826ACB
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-E79EC296
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-0EA8095F

AR 7H0|E

Amazon Virtual Private Cloud

A4 04
=

110
P

K

-,
NG

I

K0

ol
/3

IPv4 EEi=of CHEt QlHt2E 2] 6071

60

=l
=

HIRE

ol

—

o} IPve EBf=lol CHE

2
ol o
B0
v
B
< m
K nin
o M
41 3l
A
0% d
I+ 2
]l S
~ 5
s
= O
~ n

-t

[}
Toll

ol
il

HES= QIE{Ho|AE 2ot 1

_

o

5

HE3 QE{mo|AE EHot
=
=

a

ICH 16

7H)

End

(

OF
M0

F2 ZQE VPCO| M ELICH

Ct2
o o

Toll

Kk
H

U

1|
n
3
fall)
a S
o
~
<0
K &
NS
il o
~ 2
&0
=
K
N
Ka
110
iy -
O >

HH o

i
il

U

1

zRE

20|, VPCOIA]

of &

LICH.

I
00

oj
i

a

o
el

I

ol
e

HE 23 E{mo|A

LICH.

442

OF
Ho
[$)



https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-2AFB9258
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-2C462E13
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-44499CD2
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