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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazontrust.com/repository/
https://www.amazontrust.com/repository/
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https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
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"Effect": "Allow",
"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"

}

]

}
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"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}
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"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

Che MM A8 S8 ACM UBEME AHSGES 5188

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:DeleteCertificate",
A= B8 7(eH EH of & BT 1.037
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"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

ACM AP| H™8t: &ted ol

CHM|A N|O{E MXSIT IAM AFZAF E=
ZEANEE £ U&LICH Eo| A Hmlf Hof
Ql&L|CH XMAHO| Action 24 =
LIC}.

R4 AH QAN

IAM XZH0{| A ACM T3 =M
MAE 7ts8t 7|18 & X5HA|

@ Note

steig x|

HetedH acm: HF AL CH30l| API 2{] O|B 2 AIE
acm:RequestCertificate).
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AddTagsToCertificate acm:AddTagsToCerti
ficate
DeleteCertificate acm:DeleteCertific

ate

DescribeCertificate acm:DescribeCertif

icate

ExportCertificate acm: ExportCertific

ate

S

glas

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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AR 7H0|E

ACM API 22

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

LB HEHAPI A )

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*
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arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*
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https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
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ResendValidationEmail acm:ResendValidati
onEmail

UpdateCertificateOptions acm:UpdateCertific
ateOptions

AWS Certificate Manager2| AWS Zt 2|3 2%

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"Action": [
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

]I

"Resource":"*"

Z&0M ol AwS Zt2lE M2 2 2{™ https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly =2 0| S &f LICt.

AWSCertificateManagerFullAccess
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{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [

"acm:*"

1,
"Resource":"*"

},

{

"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",
"Action": [
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:GetRole"

1,

"Resource

arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServ1ceRoleForCertlflcateManager*"

}
]

Z &0 o] AWS EIY HME 224 https://console.aws.amazon.com/iam/homet#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess 2 0| S & LIC},
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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{

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod":"EMAIL"
.
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]

}
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"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",

"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.

ZHFIAME {7 1.0 44



AWS Certificate Manager
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}
HAS 5 519l THQISR £ MEHE + gLt of
2 el o|Ext ex[sts 2-EH SHSELICH
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
}
}
}
}
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}
}
}
}
=g
EME FstX| 25t =5 D& eLct
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
}
}
}
}
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"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {

"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_

}
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"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget
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User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

AWS Certificate Manager AL 7Hol=

AWS CloudFormation

AWS CloudFormation £ AF275t0{ AI235I2iE AWS B|AAE MYESIE HIZSIZ Ot £ Q&L
Ct. AWS CloudFormation 1% C}S SHY SIAAE RSS2 T2 H|XEstD A& LICH AWS

CloudFormation Elastic Load Balancing, Amazon CloudFront, Amazon API Gateway2} Z 0| ACM
oM X|etE BIAAE ZZH|IXMIE 4+ Q&LICH KtMSt MEE ChS1 S8HE AMHIA AWS

Certificate Manager2 & Z35HM2.

£ AWS CloudFormation AF&3t04 0424 HIAE

ol HEO| ACM QI ME dH3tX| &f= [0l E&LCt :LE"HI ;H:'_" ISM SE A WEH =

ot A ELICH RtMEt HEE 82 S HTSHQ. CHA HAEE Q&) AF8SQ 25 THQl 0|8
ZEste ALEFE QB ME MEELICH o|& 04 <version>.service.example.comdt
P2 ™ H3of ek B 22t X[= ZH Q! o]0l CH3H ACM QIB ME =Moo 2 MME A<
<*> service.example.comOi CiEh Bt QtUEFIE QIS ME CHAl M ESHMIR. HIAE BFE ot
E &= ol AWS CloudFormation At&3t= RIE3!0d| QUEFIE QISMHE ZESHAAIL.

ol
_l_

N IIIIO

=
Pl 1™

CH. EEPEM-I OHEEI?HOIE'% SSL/TLS 2I&AM A2 %3’8 AEE 1lst7| fls
HOlsSL RE4 HAE =2 E CA

k- e NA= RE QIE 7|BH(CA) 215 Aol A 5t2
AUBM M Mo MHS &QIgtL|ct, E5t X174I’<§—‘?'—E4 HH SAEE 25l QB ME EQlgLict. o
Al ofEZEEAOIME RE QB M E= Al CHE QB A7 ot siE QB MEH FUHAH LZE =
Cte A 3AE0 CHE QAIBME THE = J&LCH oY "oil 174 SAEQ|QEM E2 HE
2| 7| A8 Xt of ZCIAO|Mo| FItHE = UELICH JEHX| AoH ZAEN XS AZE W A =
AEQ|QIBM £2 IEE] 7|8 ALEX ofEE(FH|0|Mo]l FIHE £ l&Lct.

/A Warning

of Z2|7|0|M0lA ACM RIZME 175t X| Bf= 20| E&LICEH ACM2 ACM 215 M| #E|
& BLIE =d5t0] AmazonO| =3t SSL/TLS QIS ME BtE2E|7| Mol AtS2 =2 AAIF L

Ch. Q1B A E dLlst7| s ACM2 Mz2 HE2|-Z2t0[8! 7| H0{E Y/ IELICH ofEE(7
0|40l ACM QIBME ™= 1 2B M7E M HEE] 7|2 AAE|HE of Z (7 00| =
Heloi| AZ St X[ Z5tH & = U&LICH

AWS CloudFormation 7™ 1.0 56



AWS Certificate Manager AL 7Hol=

RAIBZME THYIZ FYE B o A& 321 OB 21 0l A0] EHQlof e Zste ol Al
g Zxl ghaich

Ojo

=M

mo

AH#| Q1B ME ACMO 2 7K Cha HBEIA0IME Thri2 QIF Mol THELICH ACME THri
OIEME Ao E HAlehx| baLich

Im
0

. T{E2| JEME A8 st B2 OfBEIH0IMS Amazon £E 915 Mol ZEFLICH Zatol! 91

=
o T
ME AtEste B9 OHEC|F0|ME CAL| RE QB Aol nHEELICH

Amazon CA (215 7|#) oM AtO|Eof CHEt QIB ME B2 8tei™ A AWS Certificate Manager
(ACM) 0l REAM X|-8Et ZE THRIE AEXI7E &R t7LE XMo{5t= K] & elaoF & L|Ct. OfH|
U £2 DNSE AHE35t0d &elgh = U&LICH RtM[EH LHE2 DNS A5 2 0|HIY HAE MME & =6t
MNE.

b1 [m

THQ OIF F7F E= 4X

71Z ACM @B Mol M ZHQ! OB S £7hat 7Lt MAY £ Q& LICH THAl £HE THQl 0|8

g AHgstod M Q1B ME ggéﬂo [LICF. ol Eoi @1 Mol 570l S0l 0|8 0] 21T 4748 f

Jhstedw 970l SHIQI OI8S 2E ZEE A QBME 250k BLICH ME 2 21 Aol cha ol
;| O &

11°I' mjo

of &8 T2l 0|82 HIRstol 24 £CI BE THQl o|E0] ARHS EHQlsok gLt

OlHLYU ASS ALRSHH 2 SHIQ! O|Zofl CHaH ZICH 87H2| 45 oYU WaLlch 1 & Lt ofAtol

OlH|ofl CHalH 72A1Z+ O[LHoll Z=x|5HoF BFLICH ol & S04, 5702 =Ml 0|E S ZEsE QIBME 2

Y B2 20f 40742 F HIAIRIS £415tT 2 5 57H 0|42l o|miUol CHaH 72412+ olLiol ZxI3h
o BLICh QIZEM Qo EHIQI 0|8 47} B7H6tH o|HYUS AFR5t0od THQl O|S0ol CHE AR HE

stolsl= o] Qs =i = 7kat|ch

CH&l DNS HSE M38E B2, 2152 FQDNo EH%H 17§2] A DNS 2|2 = £ T O|E{t| O] A0 =t 5H
OF FLICt ACME2 ¥ B|ZEE ASXIoH ™M& sk, LESoil Ci|o|E{t|olA0f #{2|5t0{ B2 =T}
FILEIREX] B QIELICH 7|15 FIHE Sl ASAHTE EIHIOIC’ AR5t Mo{gre ST LCH oM
o€ 2 =il X| Yot BtEA| 57H2| DNS 7|52 4-dsifok FLICt. 2t 7HS stk
™ DNS A5 2 AS3dt

é
ojn
rr o
(@) ]
=

i
=2
e
N
o

7% 1.0 57


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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ro ofn

= CH3 7|20l 2 ALOIEE AL 504 913tA| FAE THQI 0|B0l HZHLICH S5 oY 7|2
Q12H OlHIY FAE WHOIS T OIE{HI 0|20 £7k8tm, St OI42] HIY AMEHE DNS MEHel
MEtE ZS ACME 42HR| A9 MX Bl
2 | QIZAME MadstrLE, 2
7] 23 olnl HAXIE 2ur. 25 o

A5 0l 0
QIS #Qlst7| e X|&o] Z&xElo]

1 =

X(Mail Exchanger) tilZ=0i F£7}gHLICH oMY A

Ao HMHE 5710 & el FLE 4B O|HY

SME ALlstHLE M A3 HIYE 2EE [[HEIHZP %|C

HYole =Ml 2R E= XIHE CHE|QIS| ACM 1B M &

&LICH RtAIEH HE2 0|H Y HE MMS ’E_{%PHIR. A& 0
%

= — [= K= A ML
=X sHZ BRE FTSHAAIR.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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WHOIS Ci[O|E{tH| 0| A

WHOIS Cl|o|[E{H|o|A 0= MH|lof| CHer A=A HE I ZefE[of U&
i ACM2 WHOISS| CtE Ml FAZ O|HYE M&ELICH Si)

L|c}.
2tx] MEIF 270 AEHQIX|, |

= ZAZ MAE|E o|HYUo| AN O|HY FAZ MEtE|=X| &QIsH0F BfLIC}

. ZHOI SER/

. JlE Q]

==

MX HZE

THolg SE35H S5 & 7|& 0l MX(Mail Exchanger) 2|2 =2 Domain Name System(DNS)
MHZE EHLICH MX B[ZE0= = Qlof CHet HYdE =8 MH7t EAIELICH ol dZEd&=
FQDN(Fully Qualified Domain Name)O| Z &t E[0{ U &LICH Apex = H Q! EE= &2 T H|@lod| CHEr 2l

SME 2FE + U&LICH

ol E0{ E2&2 A8 3104 abc.xyz.example.comOi| CHE Q1E A
o &t THQlol Cigt MX BIZEE BH&LICH S BlZEE &

KIorr

b 2 in

A
example.com2 ZE|¥LICE. Y HIZEE 2 5 A7{LE MX
QLS B Q0] 0|2 AR abc.xyz.example.com)= 41EH
Qlof CHall CtEat 22 CH 7HX| 38 AlA” #E| F4AE OlH

%

e r
mo

* administrator@##_###_##
* hostmaster@##_###_##.
* postmaster@##_###_##
* webmaster@##_###_##
o admin@##_###_##

® Tip
AS HAIX|7I HEElE CHY EH Q2 Mo g = U &LICH ResendValidationEmailAPI &f
2 EEE resend-validation-emailAWS CLIZBEE AL8st= B9 MX Z3|& +dst x| AWS &

(@)
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/cli/latest/reference/acm/resend-validation-email.html
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gLICH O oA, ALSAI SEE EHQl o|F1 AAZXA XId 45 tHele| ol§2 = Tt XS
St AWSOi|A 92| O|HIY HAIX| 57HE SFE =H /0| ot AF =iz MEELICH

2 Z2Z, AP, AWS CLI 5
£ WEHELICH T2 AWSE 2£2 AM85t0] IS ME 28 E Mk MX

= =< —_ - =
A AI
(MEH A CAA BIZE T
MEH AL O 2 Certificate Authority Authentication(CAA, 215 &2 7|2 Q15) DNS HIZEE #+45t
01 AWS Certificate Manager(ACM)0{ A =Rl EE= 5t 9| =H|Qlol CHEt QIS ME U2 = UEE
XY = A&LCH ACM2 EHRIS fREMHE B F QUSAME tél-ﬁgal- = AESE CAABIZES]
EXHE =QIgLICH CAA =0l 7|58 &-35tst AX| fChE o elof HEZEE 75K 2
g MEig = &Lt
CAA t|Z=o= Ch3 olole 2=7F Z&ELct
flags
tag ZE=9| 20| ACMOIM X[HE|=F &X| iR E X|I'FELICt 0| 2t 022 MY LCt
EN
tag 2ZEO0|= OHE & 8t 7tX| 2t0] 8 = U&LICH iodef EE= R FA|EICHE ™Mol F2|5t& Al
Q.
issue

value Z=0f X[Eet ACM CAZ} =M|Ql EE= 5t =MH|lol| CHEr QIS ME Y26t S 525
USS LIEFELICE

issuewild
value ZE0f X|HEt ACM CAZ} =M@l EE= 51| = H[lodl CHEH

ot
T &0IEISS LherdLIC saro': e QB AME Tl EE 59l Zulol U BE 59l 5
D‘HO._lO‘” JC-IQ_EIL_||:|.

USD &%
O| HE=0of [ 2 tag HEO| gfoll ek F2t LT o] gf2 218 #& (™) = Fo10k &Lct.
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tag7t issue®@! A<

value ZE0{= CA =M@l o|F0| Z&EL|Ct o] E=0= Amazon CA7} ot! CHE CAL| O

20| Zet=E 2 QaL|ct L} ct2 | 7HR| Amazon CA = StLIE X[™H3dl= CAA BIZET}
o ACM2 siiE THIQ! EE 512 THIQlo QIZME wZE & daLich

amazon.com

amazontrust.com

awstrust.com

amazonaws.com= {8t CNAME &l 2 A8l oF &Lt

I8t value ZEO| MOIEE()2 =& 350 o{H CAE Y THIQ! == &< ZHQlol CHaH 2!
EME YUZSEE 195%5 oF =l2 LIEf 2 Ql&L|CH o= AI ol e §d zHeloj 2l
SM7t LZEIX| o stzIctD ZHE LHE(AH £/H ol EEE MI8StAAIR

value ZEE= 1 20| AUEFIE QIS M| ML= B E MelstE tagZt issue?! E<R 9

ACM CA Zto| ZetE|X| ot 2 issuewild CAA B|ZE7} Q= A ACMO| 9 7IEE g2 &
£ A& LICt issuewild7t 91 X|BF ACMO]| CHEl issue CAA HIZE7} = A ACMO| 2t E 7}
CE YZE &= U&LCh

Example CAA Zi|Z E oA

CtS oA HE =Ml o|F0| HX Lt Fo]of 2|ZE R&(CAA)O| LISLICH flags EEL| Zf2
Fof 0ILICH tags EE= issue £ issuewildd = U&LICH EE7t issueO|I value EE=04 CA M

Ho| EHIQl 0§ S YUstes AR CAATIZEE XHE MHII LEE QIBME U2 HEto| US
2 LIEHELICE value EE0| MOIZE(;)S =StH CAAHZEE o{EH CAHME QUBSMHE YW=
TEHo| gi& 2 LIEFELICH CAA B2 E2| 7142 DNS SZAtof et Z2t & ot

o°l-

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value
example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value
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example.com.

Domain

example.com.

Domain

example.com.

CAA 0

Record type Flags Tag
CAA 0

Record type Flags Tag
CAA 0

Domain Record type Flags Tag
example.com CAA 0
DNS BZEE& F/ Ee= =+
532 CAA T2 =& X|gtct.
CAA A2 FZFHM2.

issue

Value
issue

Value
issue

Value
issue

Bshe Yol e e
Route 530| DNS &

ME = DNS
o

"amazontrust.com
"awstrust.com"

""amazonaws.com"

S XA 225t MA2. Route
=

o
=X 32 BZE ddof et REAIEF LIS

(

M= AHE) CAA 7Y
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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= n
elsM g & 2
ACM 2IEME QB E= LIF HESI oM E2oF S&lg dYste ol A8E = U&LICH S
Moz MEE 4 2l ABSM(ACM Q1B A)E ACMOIA EH R’E,%U-II_} ME THE|o| M 223t =
NHe2 ¢Z[E = JE AUBME 71K E = J&UCH AhAl MBE ASME X|Euch =22 LY
2 PKIE Z2H|X'dst2d= B2, Private Certificate Authorlty(CA)7} A—I W5t AWS Private CAO|(7t)
& A #ElstE ACM QB ME E2E & USLICH CAE AEXIL| Ao &F5t7{L CHE Aol
ol & = A&LIC
@ Note
HE 2| ACM 2/3 M= Nitro Enclave0! @1ZEl Amazon EC2 QIAEI A0 MX[& = UKD Ct
£ Amazon EC2 QIAEIA M= Mx[& = QI&LICH Nitro Enclaved A2 E|X| 2f2 Amazon
EC2 QIARA0M SEIH .=! MHE dEsts Y™ol Cier XbAMIEH LIS 2 A& AM: Amazon
Linux 20 LAMP &l Mt M| === At&M: Amazon Linux AMIE A8 310 LAMP 2 M o
AE BEHMIR
® Note
Z2tO|8! CAZL MEet QB ME 7IEH2 R MEE + gleE =z PE|R7F 220|HE EBA
E AE 00l Q1B XM E dX[sHoF FLICH
ol

SMUZE AlESE{EH AWS 22| 2£0i 222151 https://console.aws.amazon.com/acm/home
4 ACM 2£ & 0{aA|2. A7 HO|X[7} LIEFLIH [Get Started]E MEHEFLICH O X[ ofo™ 2%
Ef M % 0f| M Certificate Manager EE = At CAS MEHEILICEH

- ZHQI ARH =0

« ACMOM ZrE|E|= QIB M LEYE
« ACM 2IEM M
« ACMO{A ZtE|E[= RIS M AlK|
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
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ACM 21 M MR

& HOIME AOM 28 A83171Lt HER ACM AWS OLI I N8 233 E SuE SE

HE2| ACM 215 ME X500 EES 204 Chg M8t ALgo| MBI

O|S: DNSE &35t F*l|l 0|2 AF6lHoF ELICH RIMEF HE= =HQ! 0|2 & ESHMIL.
AN 2|E: FSSE MM IS A ZEto|8! 7| 1 2[E0| 2048H|E RSA, 256H|E ECDSA EE=
384H|E ECDSA & stLbol| S St oF & LICt.

OFE: Z QIS A 13712 (395Y) SOt & 3fLICt.
=
[y )

Al ACME 11711E &0of Zzfol8! 9l

AEME HEY M EXM7I 4YstH B 2 =X sl 2 S HESAL.

Z2to|8! PKIE AF235H04 AWS Private CAQISME &siEdH € XA A, ZEH0|E! PKI 215
ML
® Note
EHEIRt= ACM 27158 7| HAE AF85H04 2T AFERH7F M QIS MHE WZste &S Ao
g = U&LICE ol EHO 54 AAF Y Al 0I5 @30 a2t

El 7|t S-of ME

njo

@ Note
SEOIRE MEEX| i & SIHHo R AMEE £ = ACM 2B ME %
Bd Clo|E{H|o|A0l AiS2 2 J|SELICH =
AWS CLI EE= ACM APIE At&3atofF gLt RtMIE HE

L—
—
HESMQ. ST 2 T0) CHE YUHHQI HEE 215 EHA

-
0|
AL
>
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|

E

nix
n
o
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x
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https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
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1. AWS 2| 220l 2 QI8 1 https://console.aws.amazon.com/acm/home 0|A ACM E£2 A

QIZM 238 Mfsric

o
|21 O|& (Domain names) MMM EHQ! OIS l=dgfL|Ct

www.example.com Z 2 FQDN(FuIIy Qualified Domain Name)O|Lt example.com Z2 H|0
= apex THIQI O|F 2 A E = UELICH T RIZB0|M HE(*)E ALUEIIER AFESI0] &
Ut EH[R1 LHOA| A 04E-| AOIE O|§2 EEE =& JU&LICE o & §01 *.example.com
corp.example.com 2! images.example.com2 2S5 LIC} FLUEFIE O|F2 [FA
(Subject)] 2ZE2 ACM 2IE M o| [F4| CHA| O|F (Subject Alternative Name)] = & 0i| E A[ELICtH

OIAL_

QAUEFIE CIBME QYEE W WE(*)= MRl o|F2| M 21%0] 2tof st stLte| 6t =
A
T A&L

Ct. o & £04 *.example.com login.example.com &
test.example.com2 E 38 4 UX|D test.login.example.comS 25 & = Q&L
Ct. £t * . example.com example.com®| 5t =M1t 2535t H|04 EE= apex = M2

CC
(example.com)2 EE5tX| ZELICH & ZFE ES52{H OIS BHE HESHAML.

(@ Note
RFC 528001 [z, o| CHAlo M el2dst= T HIQl ol (Y 0|)2| ZolE OIEEE =3
5t04 64 SEI(RHE =0t + AELICH S BAM 20| ALERIIH MSBste 2 FA

CH&| OlZ(SAN)2 ?E'OIE #|CH 253 &1L Ct,

E ¥7Xiof O|§S UHE L

CtE O|§& F7tste{H o] IE Mol CHE 0| F7HE MEstD EHA
ot 52 =HIQI(0dl: *.example.com)

Ct. OI= A 3t HIo] EE= apex =HIQI(04: example.com)
2 235l ol 3 &Lch.
3. 4d& YH(validation method) M0 A 0] [t2} DNS AS - THZE(DNS validation -
recommended) = O|H ¥ Z & (Email validation)= MEHEL|C.

2&8 N8stol HER B M 2F BT 1.069


https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://datatracker.ietf.org/doc/html/rfc5280
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— A
Ol UA&LIC DNS HE MM

® Note
ArZ X DNS 2138 A HEE £ ok, o|lHY 25 ECH= DNS 452 At8s5te A
£ HEELICL DNS #352 o|HY A&oi Hlsl ctefet o
g AZstAIR

2 A

ol HAZH =H[Q! O]

87| ol oz
o1 YR HEFLICH oY A5 S22 DNS HES A8 4+

A& LICH

2 AR5 BE| Mg 2
o

ALEXE7E olHIY AEE MEistH ACM2 WHOIS H|O|E{H| 0| A0 X El 37H2| I FALt

=]
Zt Q! o|Foil cHet =/ 57He] S AIAR #HE| FAZ HE O|HYUS MEEHLICH ASXHE
S chelel2 of o|HIY HIAIX| & stLtoll Z|&lsHor gfLICH XiMet HE= O|HY HES &

4. 7| &1 2|&(Key algorithm) MMM CHS1F Z0| AFR 7ts8H M 7HX| L0 2l& &
grLICH.
« RSA 2048(7|£%})
- ECDSA P 256
- ECDSA P 384

d72E Mo =20| £l= HEE ECDSA L g12|E QISME TWrtstn A8sts o
I.

CHet AWS 2213 HAIE 2 HZESHAAIL. AWS Certificate Manager

5. EN1 H O|X|o|A] AEH AFSE

o2 CIEMof| EfOE X|HE 4 U&LICH EfOE BlAAE AlEEID
T85t7| f/et HEC|o|E Hg & st 7I-4f ¥ YULICH AWS ACM B mi2tO|E S50t &8 =
E Mol Ei1E F7tats Yol cheh |22 AWS Certificate Manager 215 M Ef 1 x| MM

2l
2 FZ5HMIR.

AMEHS}
—- 1

Ei2 F7HE 0t x|™ 2% (Request)

CH

= L
6. YOI XMelEH E&L0M UBMH SF2= Sotvtx, o7[of M B Me| HEIH E AIELICH

IEM 2F A 2 2 FHoi Lt U= olF F2f stLtoll ofsH Mu{stX| b=
QLEE Wom AE 2/ (Pending validation) 2 E{0oi| E0{ZfLICt. ACMO| 72A|Z+ St
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https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
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RN AEE erEHOR ARE C4S AlZho| AL, UM dil(Faled) S 25 AlZ
Z 1}(Validation tim d ut) AEN7F EAIElE AR @3S AMKIStD DNS S = o|H Y AES
E EXME 8 OE Al AZSHHR. ABol 938 B2ol= 287 £= &= SEol S0
ot
@ Note
S22 YYst Yol nEt ¥ 1 U S MIH FA EAIEIR| 8 & ALLICH 283
ol oM MZEE B2stod £ME HWAHE £ YsLITH 2E% Mol Ho|X| HEE
[o|x|e] QIBXME B ME s AU&LIC

CLIZ AI835t0i HEE QIS A 2F

request-certificate WHZ ALE510{ BBEM M HE=2 ACM QIS MHE QEFLICH AS 2o Cf
ol A1E8 7158t 212 DNSeF O|H Y LICH 7| 2 2|&of CHaH A58 7hs 8t 22 RSA_2048(Tt2H0|E
ol o

7t BAMo R NS EIX| o2 B2 722, EC_prime256v1 L EC_secp384r1&IL|LC}.

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

=gt

M

O] HH2 M B8 215 A2 Amazon 2|44 O|E(ARN)Z

—

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ZZt0l8! PKICIB M 2
72 ACM2 A PKIO| AFE 57 ]of|

o
AFstAL CHE Al of3 SR 4

01| S

A AIEH AWS Private CAZ|E AHA CAO| HMAE £ Ql=
Bt QIBEME QEE = USLICH CAZ ALS XL H™Hof 4

— o
LICE Abd CA &-gofl CHEF REAEF LI 2 AL 915 7|2 B8 A xstMe.

>O J>|
|I|> o
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https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
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Zztole! CA7P H‘:“%F AEME 7|IEHMe = *'EI%E* T 12 ACMOA = IF Mol CHEr o FE 9|
Ch. et M #elRlE &0 28t0|HE EHAE AE0{0] Q1B ME MXI5t

ZZIO|El ACM I MHE X509 EEE =2 CHS AMEH AL o] HEELICH.

« O|5:DNSE Z£#3tc F4 OIS ALSsHoF & LICH XtMet HE= T2l 0|5 HZshM L.

@® Note
X HE ME 21 2|& I{LUZ|(RSA EE= ECDSA)E CAQ| Eot ¢35 F|o| & nE|& iUz

z|& AE[E| QB Aol MBst= Ol AAE = AHd CAoll= CHE1 22 AHAl| AMetol HEELICH

A= g8 &Ef0{0F ELICH.

A Zz2to|8l 7| & 2|E2 RSA 2048 EE= RSA 4096001 0F &fL|Ct.

ol

1z}
0]
g'l_l

ToHHoR ASIE £ UL QIS Aot TEl, Zetol%! CAMM MEE ABME 2

0l

=A

- Z2t0o|8! CAN| CHEH HMA 7

- ACM 2Z&8 M853to{ Z 20| PKI &l
« CLIE At83t0o{ ZEI0|H! PKIRIBM 2F

MeF

||=I
Ol
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ZZro|8! CAOf CHEE M| A T

Ct

o

= T 7t x| B2 & stLiol A ACM 215 Moi| AWS Private CA MEste= Ol AAFSE = U&LICH

e HE: HE CARL = E ACM B AMIH Z2 A ™ol [U&LICEH AWS

SME MM, AM A LIG" = U= ‘E'?. = F 048t of °*L—IEP Ol= AWS Private CA AP| EH¢d
CreatePermission =t £ create-permission AWS CLI & AL&35t0{ - EILICH HH A|KE 2
SMYZ2 HYst= IAM ALERL, I8 E= Qgof olzfdt HEts Y&t

IR A ME CALE 2 EIACM Q1B ME MZ CHE AWS HHo] e 215 M7 Qe HIHof
CAO]| CHEF HAM|A TEHO| R 0o4E|R& LTt

WA AHH wha U A2 25151240 AWS Private CA ZH2|XH7F API 2Hd EE = put-policy WS
AM83t0o] 2lAA 7|k A Z CAoll 2dZ25HoF & LICH. AWS Private CAPutPolicyAWS CLI O] %4
2 CAOf| CHalf MEHE HMAT HBEl= CHE A ™ol 2ot FAME RIHEELICH AHAIEH LI 2 ACM
Private CAOA 2[AA TZ[HE HA AL S FEFHAMIL.

HE 2k ALt 2|20 M= ACMO| PCA &t H ot ZRZ M &f
= dYslor FLICH ACME2 X HY| QIS ME L Fote S SLRE Ais2 = HEE LI

ol
2
oo
gl_-
rr
x
o
|>
5%
!
19
ek
(7
—
z

O] B2 ACM2 A0l SLRO| UEX| 0 E E0IE ‘BZ'EPE AES EANE = UsLCH EHRE
iam:GetRole ™$t0| 0|0] A 2| ACM SLRO| £ 04E 2, SLRO| M El F 20| CtA| EA|E]
K| et&Lch L2I0| CHA| ZAIE B2 AF8XRHE= AH ﬂFEIIUP ACMO{| iam:GetRole 43._% 5
045l L} A2 ACM 223 X2 AwSCertificateManagerFullAccessOil 3735l of A
&Lt

molI
o

REMIEE LSS ACMOIA] AfBIA 9171 o4t A28 BESAIL.

/A Important
ACM QIBME K522 A AlstedH HX] X|#El= AWS ME|A0| ACM QIBME M3xo =z
dZst ok gfLICt. ACMO| II°H'— 2laAof CiEr REMIEE LIS 2 CHE 0t S E MH[A AWS
Certificate Manager MME & X 35IAM 2.
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https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
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ACM Z£E Ar8st0{ Z2t0[8l PKIQIBM 273
1. AWS 2| 2&0i 232151 hitps://console.aws.amazon.com/acm/home 0A ACM E&2 &
L|C}.
RIEM @M S MENELIC.
2. Q&M 27 Hlo|X|oM Z2tolHl 2B M 23 (Request a private certificate)2 MENSt T CHF
(Next)2 MEHSHO] A& ELICEH
3. 215 7| MT HE (Certificate authority details) M| A 215 7|B(Certificate authority) M+
Z2/5t1 AI8E £ U= ZEto|8! CA & StLHE MEIELICH CHE HHo|M CAE SRet 8%
ARN &0l A7 HE7H ZAELCH
CAOl| CHEH M HEJ EAIZ2 2 SHIE CAE MEFI=X] &lE = J&Lct
o AKK
* Type
- it O|B(CN)
. ZZ|(0)
+ ZZ| EHl(0v)
- =7} O|&(C)
« FEEXY
- Al O|&
4. T 02l O|F(Domain names) MMoiM =H QI O|F S =T LICH www.example.com Z2
FQDN(Fully Qualified Domain Name)O|L} example.com Z2 H|0{ == apex =HIQ! O|&
ANEE £ UELICEH H 21Z 0| HE(*)E ALEFER AL S0 S LB T HQ1 LHOA| A 043-|
AOIE O|EE EEE =& /U&LICH o & 01 *.example.com2 corp.example.com %!
images.example.comS E S ELICt FUEFIE O|E2 [FA(Subject)] ZHE2F ACM Q1B A9

[Z&| CHA O & (Subject Alternative Name)] & &oi| I A|ElL|C}.
® Note
AUEIFIE QUBME Y M WE(*)= Q! 0|F 2| tH 2I%0d 2of 5t
stLtol ot =M@l =& ES 8 = &LICH 0& £01 *.example.com
login.example.com 2! test.example.com& £ 358 4 QIX|ot
test.login.example.com2 25 = Qi&LICt EFF *.example.com

25
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example.com?| 52| THIQIPt 255t 1 H|0{ EE= apex =HIQl(example.com)2 £
otX| XELICH E 25 E MO HAHE FESHML.

= 0| Q15 Mo CHE 0|& F7HAdd another name to this certificate) & ME{St 1 BIAE A X}
of o2 YUELICH O|F A 5t HIo] == apex TMHRI(0: example. com)zt 5t T HQI(od:
= ol &g LIct

OII

* example.com)Z 21&

5. 7| ¢ 2|&(Key algorithm) AMof| A CtZ 3t Z 0| AAE 7tS8H Ml 7tX| 4D E|E & SHLIE MEY
g LCt.
« RSA 2048(7|24})
- ECDSA P 256
- ECDSA P 384
2dNZ|ES MEstes 20| ke MEE £ SIEE MME FXstMR
6. EH:L H O|X[| M ME4 AL 2 QIS Mo i3 E X|He = JU&LICH ElO= BlAAE AlHStT
Ast7| {8t EHIEHZ| |E{ &2 st= 7I-2t ‘A LIch AWS ACM EH llPEHIIIE-I SEN MY =F
—Hoﬂ Ef21E F7t5ts Yol chgh XI&2 AWS Certificate Manager 215 M Ef 11 K| & MM
2 Hx3FML.
7. Q1B XM ALl HEH(Certificate renewal permissions) MM QIE A A&l HEtol CHEF SXIE &
QIEFLICE o|2{8t HEtE ALS ot MEfE CAZR MEE Z2I0|8! PKI QIBME RIS E AAIE
T UELICH ARMIEH LH8 2 ACMOAAM MH[A 44 g A8 2 HATHA L.
8. L HEE ZF N3T & LE(Request)E MEHELICE 2LEHM M UIBME 2 = U= S
M S5 = sotZhLct
® Note
S5S Yt WHof ek 2D Us ASMIE FA EALIX]| b2 = A&LICH RLER
ol A2M arztH g ZEI5I0d &AM E HABE = UELICH QLEZR HEO| HO|X| HEE
At &3to{ 042] H|O|X|o| QIBME B ME =& U&Lct
CLIE Ar83t04 ZE2IO|S! PKI 2IEM 28
request-certificate B2 A& 3504 ACMOIA ZEI0[8! QIS ME Q™ ELICEH
CLIE AM835lo ZEto|8!l PKI QIBM 2F B 1.0 75
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ALEXl 710|=
@® Note
CAO| A AWS Private CAMESH AL PKI Q1B ME 2&s6tE A XHE HE S 12|F ML
2l (RSA EE= ECDSA) 7t CA H|2Z Z|o| ¢ T 2|& 2|2t LX[SHOF & LICH

aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

O] B2 M Ald 215 M2 Amazon EIAA O|S(ARN)S &34 L|CH
{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
}
iR Eol 2

L

=

2 ACME 2R CAB HS A8 [} AHIA 9478 HB(SLR)S HHo RSS2 AL
k=

=
R2 L=t 2|5 AEE| ABME RS2z die = AULSF FLICH SLRO| JE=X| & elsted
o oS g "% A&3to{ IAME 2|5t ElLICt

aws iam get-role --role-name AWSServiceRoleForCertificateManager

SLRO| Rlef FH £3{0| CtSt 20| LIEFE LT

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/

AwWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

CLIE ArE5to ZE2lO|8! PKI QIBM 23 & 1.0 76
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"Principal":{

"Service":"acm.amazonaws.com"

}I

"Action":"sts:AssumeRole"

}I

"Description":"SLR for ACM Service for accessing cross-account Private CA",

"MaxSessionDuration":3600,

"RolelLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",

"Region":"ap-southeast-1"

}
}
}
SLRO| g1 ACMOAM MH|A 44 28 AL S HZSHMR.
TH Ol ARH el

Amazon Q& 7|2 (CA)UIM ALE XL ALO|EOf CHE QIBMHE &5

= 5t24™ AWS Certificate Manager

(ACM)HIM EH| X|H5tE ZE T2l O|F o CHEt AR ™ E= XNMo{THO| AFSKHO|AH ISE2 H
SfioF EFLICt M2l O|& AAEI(DNS) S = 25 Q™ Al O|HY AS S Sl AR THS 3G
T MEiE = Q&LCH
(® Note
AE2 ACMUM 28 BN 2 MEIR = e IS Moi2k MEEILICH ACM2 7HK
2 CIEM E&= Z2to|8! CAMM MESE IS Mo CHall EHIQI AR THE ASSHK| t&LICH
ACME Amazon VPC ZEl0|E! S AEldod L= J|EF HIZ7H EHIQIS| E|AAE ZHBE £
RELICH RIMEt HE= Q1M 45 24 sid2 M.
UHIMo Z Ot Z2 O|RZE O|HYU HAE5S S8 DNS HEE2 AM835t= [do| E&LICH
« Amazon Route 53 A}&3510{ I{E 2/ DNS B|Z EE & 2|t A2 ACME Sall tl|ZEE &Y g
O|lEE += U&LICE.
« ACM2 QIZME o}E! A2 Z0|12 DNS BlZE7F ZXH5H= 8t DNSO|A 2018t QIZSME KIS0 =2

Aalgrlct

SFO|

[o]] ol

—

e

#

ok

=
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OlHYZE ABEl QUBME Ailsted™ TH R AfRtel ZX|7F HREfLICH ACM2 BF= 45

0
A EX|8 H&st7] AIRELICH Ol2{8t 2B THIRI| WHOIS AbME F40t 2/TH 57H0] 25
FAZ HUZILICH ol Lolls SO AR BSH0I 22 B BHUS £ HE + U
227} Zei5l0] aLICk LUE 2E 01910l AB SR ACME SUE ARN A8 0] JHIE

o e ©
m
>

Ol
x
mlm
mII

=Lk

T H2/e| DNS HIO|EH|O|AE HEY Heto| ¢ie B9 OlHY HES thil ALSsHok &fLCt.

(@ Note
OlHY HAE S Sl QLIBSME MHSH Foll= Y QISAME DNSE S8+ QS22 MEe £
QA& LICH.
FA
- DNS 43
- O|HIY HS
DNS 74 =
THQ! O|§ AlAEIDNS)2 UWEKHFH ¢dZEl= 2lAAE Ft CIRE S| MH|AQILICH DNS S At
= EHQIE Holst= dIZE7F & E CIO|EHIO|AE R K| BEIELICH. DNS HE5E *dE#% ™ ACM
2 O| cllo|E{H|o|A0f 76l oF 3= StLt 0|4 o] CNAME BIZEE NMZELICE ol B2 EoE AFE
A7FEMHRIE SAME S 5YHSe UEE st 18t 71-2 Ho{7t & z|o] U&LICE
(® Note
OlHY AE2 S3ll CLIBME e Foll= Y CIEAME DNSE St QIS 2 HMEe £
gLt

o2 E™ &7} 0|50| www.example.com®@! example.com THIQlol| CH&H CIBAE 2HE Z#BL
ACME CNAME B|ZE & HE NS 2 SEYLICH AL8Xe| EHQ X HEE o2 SHS| 4y
Z Zt glZEo= ol 2ko| Z&E|o{ U&ELICEH 2k2 ACMO| RIBME AtS Aelste ol AA83%t=
AWS T Hol2 7+EI9IE H&IL|Ct. CNAME Z|Z == DNS HIO|E{H| 0| A0 8 40 F 73l ofF &L
Ct. °I"H7M+ &0|1 CNAME B2 =7t 0{5| EXst= B0 &t ACM2 QIBME RS2 E

Aalgrict

DNS &3 7% 1.078



AWS Certificate Manager AL 7Hol=

/A Important

Amazon Route 532 Al235l0{ I{E2| DNS B|ZEE Z2|6tK| &tE B2 DNS S ZXtoiH &
O|5t0d YR EE FUIsts WHE EQISHMIR. =HIQI2| DNS H|O|E{H|O|AE T
REe B2 oMY HE S Al ALE35lof ghLCt.

Y
L
ol
mo
o
i
g'l_-
E
I:o
2
®)

NAME BlZ =7} Xzl S HstE =HIQ! o|E(FQDN)oH| CHe F7}
—’r— UA&LICH &, MRl 0|0 % It CHA QIS M = CHE 5t ZHIel2 E
£ Ql&LICt CNAME ZAZE EZ22 0= AWS K|G0 MLt ErS5t2 2 o] x|

I.

CHAl e = A&LICH 8t 4 A&l QIS ME uAE = U&LICH

0

FI.IJ_

e

by
r
>

WS MH|A0M 2IBME M 7H3HHLE CNAME BIZEE AA|5tod AHS AAE SXIE =
. Route 530| DNS 3 &At7} otl B0ll= SZXHoi|A 248t 5to HlZE

M 2. Route 530|] 22 X2l 42 Route 53 7Her X} 7H0|E0 M E[AA B F E

CEEIE B M AAo CHEt AEMIEH LI 2 ACM QIS MOl ZHElE A MM A ZTSHAR.

® Note

DNS Tg0lM 571 ol& 2| CNAME 5tLt2 4ZE|0{ {2 CNAME #fQlof Aujgri|ct. o 2!

Aelol Hedt 32 olHY HES Ar8stE W0l E&LICH

ACMO] CHEt CNAME B|ZE Q| &5 HhA]

(® Note
O| MM Route 532 DNS S ZAtE AI&3HX| oi= D20 H MEFLICH

Route 532 DNS 22 A2 AF235HK| otE A2, ACMOIA N335t CNAME BlZEE Htxo 2 ¢
MOIEE S5 3ZA2| CllO|E{H|O|A 0| =522 2l245H0oF & LICH. CNAME BHZ =& 2lC|=M M7
L&, 22Yxe HEtHO|E{e| ZiE|O|L] S CI¥st 8 2 AFSEILICH ACMe| B olz{Et BlZESE

Sofl Z7| THQ AR &2l A X|&EHQ XS QS ALl s = AU&LICH

CS Ho|2 0= 670 =HIQ! O|20i CHEF CNAME B|ZE 9| o A7} Lot Ri&LIcH 24 dlZEQ| Bz
E O|E-BlZE Zt Hole ZHQl 0|8 AR THE QS5 Heg gt
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o

O oM #F 272l Bl Z= o|&-B=2E & Ho{= SYELICt O|= *.example.comdt Z2 2+
C FtE T M Qo] ZL? ACMO| MMt EXtE0| 7|2 =Ml example . com0| CH3H M4 E 2R nt

—

SYUBe HoiELICh ITK| oW HAC OlF L AAE 7t Hofs 2 THQl 0|FUR CHELICH

LS — L—

CNAME B|ZE= of

THQl ol dZE ol = == 8
*.example.com _x1.example.com. _x2.acm-validations.a ldentical
WS.
example.com _x1.example.com. _x2.acm-validations.a
WS.
www.example.com _X3.www.exam _x4.acm-validations.a 1%
ple.com. ws.
host.example.com _x5.host.exa _x6.acm-validations.a 1%
mple.com. wSs.
subdomain.example. _x7.subdomai _x8.acm-validations.a 1%
com n.example.com. ws.
host.subdomain.exa _x9.host.sub _x10.acm-vali ks
mple.com domain.example.com. dations.aws.
TE() TS0l 2= xN 2f2 ACMO| e ZI EXtFILICH o| & ™ Ch3at Z &Lt

_3639ac514e785e898d2646601fa951d5.example. com.
Olodl= AN 2 HHE BZE O|F§2 Eo{ELCH (IFE Bz E g2 o 22 4 = UA&Lich

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

ol

elol o= SYet

DNS 2l Z =of| cHer ZxtlL|c.
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@® Note
DNS 3247t 2ol ZE0| E2 CNAME 2t 2 X|2etX| &2 B DNS A5 =X siiZEe &
ZtMIR.

RQIEME 2%t DNS A& 2 X|'dstH, ACMO| CNAME HEE S A2 XS ELch

o
> R
[N
o
kU
[N
A

example. _a79865eb4cd1a6ab990a45779b CNAME
_424c7224e9b0146f9a8808af95

om 4e0b96.example.com.
5727d0.acm-validations.aws.

Tl O|E2 2B A2 HAZE FQDNYILICE B2 E O|§2 7I-2t Ho{e| 7|2, BIZEE 1 R5HA
Alsh|ct MR E 72 7|-2f Hlo{e| Zte 2 AFRELC
DNS BlZEE F7}8t =|D_ O| Ml 7kX| ZH(=HIQ! 0|8, BIZE O|&, 82 E 22 25 DNS 324+ ¢
ClEfmlo|A 0| 3T HEof @2fsol #LiCh 2= OIF(EE 0I&) BEE MElste #Alol B3t
Zhol| Lete|x| et &L P 3 —?— of k2t 2ol EAIE ZWAME A ExtEE MSstof gLt UF 5=
xto| ZRol= AFERIZE =iEt EAtol =M@l ol 0| Ris22 FIHELICH &, o] ofo| M= O|F
Zicof

_a79865eb4cd1a6ab990a45779b4e@b96

ok f245HoF BfLICH o] #&I2 X &1 =il o|FOo| Z& E B2 = O|&(0: .example. com)S
2i5t™H CtS ot 2ol E = /JU&LIct

il
30
o
mjo
=
0]
o
o
2.':'
[=)
o
r
[ul

ol 2% A&l AmigfLct et S=Xtol &&= &

O| MMM = DNS HAEE A8t S HE2 QUIEME Fdsts Lol CHallAM LB R LICH
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Z£0|A DNS HES dHstedH™

®

1.  https://console.aws.amazon.com/acm/0|A ACM 2&

Note

O M&tol M= olO| stLt O|& o QIBME BHERRT QIS ME BHE AWS K|G0l M 2Fdstm
ACtT 7HEELICH 242 LodD stedl X Hml| AFS 30| ZAIE|HL 2422 o S
Sof QIF M7} 2o|X| e ZP SHHE X|AE XIYHER HelsMAL.

o

2
T
inl

=
2. 9BM FE0|M BB EF S(Pending validation) & E{Q! £ M3t2{= 21E A ID(Certificate ID)E
MEdSLICE TJ2{™ QB Mod| cHet AlF HE o o|X|7+ L& Lct.

3. T M(Domains) MMM CtF F Mt & otLtE 2= & LICH

a. (M= AtE) Route 532 AS & LIC

CIS =740l SHEE E< &4 HEl2| Route 5301 Bi|Z = A4 (Create record in Route 53) H

E0| EAIELICH.

* Route 532 DNS S22 ASELICH

 Route 530 M EAEBH Fof CHet & 7| #Heto| AU &LICEH

- FQDNO| ot% HAEE|X| A A &LICEH

® Note

Route 532 At& 3t QUX|BF Route 5301 Z|ZE 44 HHEO| EAIZIXK| 7Lt HIE
MetEl 32, ACM E&0M ‘Route 530 BIZE M4 HEO| LIEILIX| f S MME
S VSRR

Route 5301 2| ZE ‘44J(Create record in Route 53) HE 2 MEHE C}Z BZE 44 (Create

records)2 MEHEFLICE Q15 M & Elf(Certificate status) | O|X|7} DNS BHIZE7} MM E

(Successfully created DNS records)O|2tT E A||= AEf HiLA2t B7A QRILICH.

M eI5Me| JEi7t ZICH 308 Sk A& HAE 27 &(Pending validation)2 2 EAIE +

& LC},

DNS &d&
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® Tip
ACMO| Route 530 |M HIZEE KIS 2 MMSIEE z2 7)Y %*MOE e £
& LICt &t X|2 Route 5301 AWS CLI EE= APl 3 &2 A%5104 Route 53 DNS |
O|E{H|O|A 0l BZEE HHE 4= UESLICH Route 53 BIZE ME 1| CHEH REAIEH LY
22 Z|lAA HIE NE B 28 FHAFAM L.

== = [=

b. (B8 ALE) Route 532 DNS SZALE A835HK| b= 4 CNAME HEE M504 DNS O
O|E{H|o|A0f F=7t5HoF g LICH M 21 M| M HE M| o|X[ol M o] Y2 CtE 5 7tX| &

3 StLE = E = UAsLct
- T 2l(Domains) M40l EA|El CNAME #+4 QA E SAHELICE 0| HE & DNS Ci|O|H
Ho|A M =522 F7tsHofF FLCt

« E= CSVE LHELHZ|(Export to CSV)E MENEFLICE ZAnt ol HE E DNS H|O|E{H|O|
A0 =522 FI}86HoF g LICE.

/A Important

HE BEXNE Yx|5t2{™ DNS SZAte| Clo|E{H|o|A0| HEE F7t+5t7| Toll ACM
of CHEF CNAME B|ZEQ| 5 HHAIE HAEFHA|R. 2X|71 2t M5tH DNS 25 24
S Mg EESHHIR.

ACMO| ALEXIE 2|3l CNAME Zf2 88t A|IZT S22 E 72A|Z LHO| =M@l O|&§2 BEE =+
A2, ACM2 215X MEHE [HSB AlZH Z1H(Validation timed out)]|2 #ZELICH O|248 ZAn7} &l
t= 71" 2 O|f= ACMO| M8t 2t 2 DNS 7182 M3 Mo = UO|0|ESHK| i 7| EILICE
O| ZM|E sliZst2i™ CNAME X|&E2 ZES = M 2B ME 235l oF #Lct.

olHY AZ

Amazon CA (218 7|#) ol APOIEOI CHEt QIS ME Y Z35t24™ TX{ AWS Certificate Manager
(ACM) oM oM X|Eet 2E ZHIQIE MAERIIE ARStHLE Mo{st=X| & lsHok & L|Ct o|H|
2 £2 DNSE AF235t0q 2*0._%* &LICt o] FX|of M= o|lH Y ZEoi CHsH dHELICH DNS &
&0oi CHer AtAMIEH LHE 2 DNS &4 HE FxsA L.

OlHIYd AB0ol g Chet 242 18 AIE S IEAML.
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AWS Certificate Manager ALZ%t 7H0|=
- O|HIY HEE ALSstE{H
A= o] @B Moz CHEX| et &LICt
- 252 ACMO1| A %E.‘?J SHHESE AMEE = /U= IS MHEF MBEL|CH ACM2 71K IS A
=] &35tX| et &LICH ACM Amazon
_|

A5E &+ Q&LICH RtAMlEt HE=

m
=]
)
2
oin
J
i
=0
kol
ro
(@]
=
e
=k
k>
N
mH
]IoI-

FLICH ol =4 dE &

l'

(==
oI5 M £5 EXl S EE HEHHR
. OlHY HES S8 ABME A3 Sols S ASME DNSE S8 QB0 = MEH £+ gL

Ct.

ACM 2B M= 13712(3952) S0t R EELICE O|HIYUZ ASE QISME ZAASE{H ZHIQ AR
Ol Zx|7} HeELICH ACM2 THE 45 Mol =HIQIe] WHOIS HIUEIA FAE AF830o{ 5702 &

gt ZHE|AF FAR WA SKIE EUZ| A|RFELICH o] g&lols EHR ARA7F 2250 &2 H A
A EtdE e + e 37 ZEE0] UELICH LIYE 2E TH Q0| ZEEHACME S
ARN AtE35to] ZAIE QIS MHE Y FLICH

OlHIY AB ALE Al EX|7F st oMY HE =X sl 2 HHede BESAL.

ACMZ ALEXF7F K| 2t 2t o| i Rlofl CHEH WHOIS Ci| O|E{H| 0| A 0f Z|RHE! 37HS| @42HR{ F A2}
z|cH 5702 3 & AL ZEl FAE O|H Y HAIXIE TSELICE & 2F )\I XEet 28 T
S+ F| cHA| olFofl i =ICH 8712 O|H| Y HIAIX|7F HSELICH o|E S0 =HIQ/ OIS 1
XI’dst z|CH 87H2| O|HIY HIAIXKIE = AlFFLICH HEstE{™ 72412 LH01| i 8712l HIAIX| & 174
off CHsll ZXIE FlaHok gfLICE =M@l ol&S 370 X4t =[CH 2471 2] O|HIY MHIAIXKIE == &lFFLICEH
AEstedH 72A1ZF Lol sHE O|E o|lH|Y & XMo{x 3712l o|HIY (X[ et 2 olFotch 17444y ofl CHaH
ZXIE FlstioF FLICt

O|HY HIAIX]E WHOISO| SSE CIE Ml =X FaAz MESELICH

- Tl SEX
7lE A5

=]
- PEl"HEX

(® Note
IS MOl S8 AlA” F4 BIHE *6+ EL—IE%'gF RE 25| WY ELICH WHOISOf A
AR x| EE AMst=s A2 H3Hg Ets A

2 WHOIS = 3| 4&&(5% 0/2h0
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/A Important
2024'A 6EFE{ ACM2 WHOIS & x =4 E St M o|H| Y HEE x|t x| k&Lt 7
E QB Ao B 2024 10HEE|{ ACM2 THRIS| WHOIS 92t FAZ Al o2l HI|
Xl ef&LICH ACME2 RHEE T ol & AlAE FA 5700 AHlS8iM 2l olHYdS EH
ofEQILIct REMIEH LIS OlHIY 7B QIS Mol CHEH WHOIS Z 2| S WIS A 5HAIA
2 AWS Certificate Manager .

E—-"\-% A %3P04 RQIBME LHsteE @2 ACM2 MX Z 3|8 &350 0= ME{olM sHE = ¢l

01| = i | CHEH of2iet 22 571X S8 AlA
S . RequestCertificateAPl = 27H-215 M AWS CLI BE2 AHE5t

'C 7"—?— ACMZ MX Z3|E sdetx| f&LICH O EH*._|01I DomainName mZ2t0|E{ EE = MEH AFEHO
i =)

E{ol M XIBsts ZHQl oIS ol OlHYS MSFLICH RHAM 3 BEE MX

_,_
E
_I_

ValidationDomain
flZ=g =St L.
« administrator@##_###_##
* hostmaster@##_###_##.

* postmaster@##_###_##

* webmaster@##_###_##

o admin@##_###_##

ACMO| ZH|Qlof| CHEH Ot Y FAE =I5t ¥ Hoil CHet RHMIBH LIS (4424 Ael) Zm|olof CHet
O||:H|OI ?.)H M|A=|° 7‘}'_753|'A'”_.?_.

Ol ZZMA2] 0L
www = QFUEFIE HE(*)E AESHE THIQ OlF0 et ACM QIS MHE 2FstE E<, ACM
2 Aol www = BEE MelstD #HE| FAZ O|HYS MSELICH O2{3t FAE EH 2

O|& 9| LIHZ| £ £0{ admin@, adminator@, EAENIAEH@, ZAENIAE@ L |0t

otoll F715to{ A ELICE 0 2 S04 www.example.comOi| CHEH ACM QIBME 2 HEE B2,
admin@www.example.comO| O}=l admin@example.com2 Z O|HY S ERLIC} Oi&H7HR[2
* test.example.com0]| CHEF ACM 1B ME L st= B2 admin@test.example.com@ 2 O|HYUE &
HLICH LIHX| 38 #El FAT HIRSHH FHELICH
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(@ Note
OlHIYol| 5t =mHRlof| CHEt #El FA(0: test.example.com)Zt Ot=l apex E=H|QIod| CHE
ZE| F4(0d: example.com)Z ST 5 SHok B LICH O|FE A Ste{H API EE= 2E-215
M HH|M SM2 X|&st A AI2. ValidationDomainRequestCertificate AWS CLI @15 A
LY AN ZES MEE B2 3K 0| 7|52 X[HEIX| et&LCt.
2 E HAIXI7IEY OHY FAZ MEE|HEIE ZF THQ = 512 THQIYEE SLtol HIA|

Xlol SE3stod MRS HE st UBEME Hdstok FLict

RIEAM Btz & Al

ACM 915 M 13742(305%) S0 REBLICH OIHYUZ HEE ABME LIS TH QI ARA}
of Z&|7H LRELICH ACME BHZ 452 Fo| THIQIO WHOIS MY A FAE AFSshod 57Ho|
ub BHEIRE FAZ A BXIS HUY| AISEILICH O] 2 RIolE THQI ARKIIL 22Ustod 4l B
A Eelg £¥E 4 s YAvH ZHE0] UALICH YT 2E THQI0| HEEM ACME S
ARN A& 3t0] ZHAIEI Q15 ME L ELICH
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(@ Note
ClS 2= ACMUIM M3 El= 218 M2t ol AE 2 AtEste 218
2lo|8! PKI 215 EE= ACMLE 7HX2 QS Mo ChsiHde A5
Ct DNS =2l ABof CHet XtA[Et LI&2 DNS A3 EHHE XML,

x
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At&3stol H4E o|HYE RiTISshedH
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fjo

1. AWS 2| 2£0f 239l 1 https://console.aws.amazon.com/acm/home 0ilA ACM E2£&
L|CF.
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2. QIBEM BSE0iA ABslEdE 2B Mol 215 M ID(Certificate ID)E M

| o|X[7+ F&ILICH.

® Note

3. T H2l(Domains) MMM HE O|HIY RS (Resend validation email)S ME
st Zt el MENSt O AT & (Resend)S MEHEHLICH S O|HIK Ol R

resent validation emails) H{L{7} A ZAL|CtH

AWS CLIZ(E) AH83t0o{ ZE Oo|H& AMZT&36H7|

resend-validation-emaild &S AF& 35104 O|H|YS CHA| B == Ql&LICT

$ aws acm resend-validation-email --certificate-arn

!

3
4

SHEfLICH O MR HE

7—|§o| .\T.IO

S &l (Successfully

arn:aws:acm:Region:444455556666:certificate/certificate_ID --domain www.example.com --

validation-domain example.com

@ Note

0| resend-validation-emaild& 2 O|HIY AS 2 A& 35t= ACM 215 Moigk & F[LICH ACM

OSE JIX2 eIBE M E= ACME ALE35t04 #E[stE ZELO|
Ct.

ACMOIA] 2 2|E|l= @I A LY

ACM 2£ 2 AI835H7{LE ACMO|M BElstE Q1B ME AWS CLI LI &
H|o|X|ofl Z|CH 500702 1B ME L35t CLIoAM= Z[CH 1,0007H2]
2£8 M835lo{ QIS ME LI 5tEdH

1. https://console.aws.amazon.com/acm/0lA ACM & & iL|C}.

5 21 Molls

= x0T el

= =o
aUc 22
E e 4
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2. QIBZM SBo|YHE AEHLIC 2BF LT HOIX| HEE AR 5tod 02 HOIX

S S || el
E BME =+ ELICH Z4 2BME ASAMER 7[EHez EAEE O €0l /e 2 3H-P#'

S M| HretEl =M Q! O|F(FQDN) LTt

- 8 -025AMe REULICE 7tS8t 2k Amazon ¥ Z(Amazon Issued) | Z2+0|8!(Private) | 7t

o AEH- QB M AERILICH 758 7 DB B/ S(Pending valldatlon) | &k = El(Issued) | HIE A
(Inactive) | Bt 2 & (Expired) | F|2 & (Revoked) | 2l I{(Failed) | A& AlZt Z1}(Validation timed out)

« A8 ZUI? — ACM 215 A7} Elastic Load BalancingZt ZF2 AWS AH|AQF &et&t 7| A E|o]
A=X| 08 = CloudFront 2t OFL|R2(No) == 0dl(Yes)d == U&LICH

o AA XA - B M BETL 7R ACMOIM QIS ME RSS2 ALE = J=X| 048, 7tsEt
Zt: Z4(Eligible) | £ Z(Ineligible) A&7 TR ACM QIE M O] FE|3 ZAl MMS 2 ESHMIR.

24 02 4Ero| M of0|22 Mstod HOIX|o| EAIElE ABM 8 ALK KIHsHT, 4 LIS
o & HHE SHS XIMsD, 7t W WEE EAY 4 YL 03T 2 MY TEg A8
4 el

. %7} SHQI 08 - 2BE Mol ZEHE stLt 0142 THQI OIE(F A ChA ol&)Lict.

. 2% AlZt- ACMO| QIZ A8 &3t AlzrelLict

. W3 AlZH- QB M7 W E AIZFULIC 0] B Amazonol M SZ 3 QIS AMolEt ALSE % o

- CFS o|Tol HEE|X| &t = — of AlZF o|™ollE QS A7 7 & 5| E&LICH
- CFS o|=0l HEE|X| &t S — of AlZF o|=0ll& QB AIt 7 &5t K| E&LICH

* Name EiZ — aliE B} 7} = <2 0| S Aol ChEr Ei12| 2t S NameO|2t 1 EFLICH

 Renewal status(Zi&! ArEH) - @ HEI QIZ M Z Al AEHQILICE o] ZEE A2 2HF HA0f
ot EAIZ|H gtol & LICH 7hs 8t 2L Pending automatic renewal(XHS 241 27) | Pending

validation(d%& 2%&) | Success ) | Failure( A ZH)

o
o |
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® Note
QIZ A AE HZ0| ALS THSBH MBI} Bl o 2ICH B Alzto| 22 £ laLich 2x7}
4B R, 72A17H 30 QB M 28 AZH0| FDEIDE HSRE US EE WA Z2H
A ChAl B sfiof BLiCt

I O|X| 2 7|(Page size) 7|2 &2 Z & HO|X|olA EretE|= QIBM =& KIEELICH

A& 7tSEr AB M HIF HEof CHEr REMIEF LI 2 ACM 215 HT Mg R xR,

E At835t04 QIS ME LHQ5t2{™H AWS CLI

list-certificates WHS AL 3504 CFS 0|2t 20| ACM #E2|E IS ME LI d& L.

$ aws acm list-certificates --max-items 10

{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,
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"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T719:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"

3, .
]
}
7|22 Z keyTypes7t RSA_1024 == RSA_20480| 11 3Lt O|& 9| X|HE ZHIQI0| U= IS A{Bt
dtetElLICH T H|Qlo| gie QIBAMLE CHE €1 El& = HIE 37|18 M85t 2l& e 20| Ao{5t
ELCIE QB ME E24H Ch2 ol 20| --includes OW7H#H4E XM S ELICH Tt2t0|E{E AF& 5104
ZE X HHE X|HE = JU&LICH

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

ACM 215 M dF

ACM 2& = E AH838t0d QIE Aol CHE MF MIEtCIO|E{E AWS CLI Lt e & /U&LICE

ZaolM UBM M HEE 2oi

1. https://console.aws.amazon.com/acm/0 ACM 2£2 €1 QIS ME EAIFLICH B2 AH
O| HO|X| HZ= & ArE35t0q 042] HO|X[2| QIS ME EF Mg == &LCt

2. LtAE QB Mol CiEF REM[EH HIEIHIO|EHE EAlste{™ QIS A IDE MEHSfLICEH O S SEE &
Alst= ®H O[X|7 AELICt

- QIE M &EH
- AJHXL- QIBE MOl 16ZI+2 E 326I0|E 117 Al-RtIL|Ct.
« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID &4
9| Amazon ZlA A O|&(ARN)RILICEH

- S8 -ACMQIBAMO| ErE| HFEE AlMEELICH 7hS 8 282 [Amazon &2 (Amazon Issued)] |
[Z 20| (Private)] | [7tXZ (Imported)] 2ILICH XtM|EH LI 2 HEE| QIS 27, Z2t0[E!
PKIRQIEM @& &= 2 Q&5 M 7kX{ 27| AWS Certificate Manager AlME 2t X &HM|2.

- E| - 2B A MdEHRJLICE 7tsEt 2k BB EF S(Pending validation) | & &l (Issued)
| HIZ A(Inactive) | BFZ El(Expired) | |4 El(Revoked) | 2 TH(Failed) | 25 AlzZt =2
(Validation timed out)

- M5 HEf-QIBEME ESHU 7tX2 ™ & AlZELCt

0

o
(0]
x
X
0z

%1 1.0 90


https://docs.aws.amazon.com/acm/latest/APIReference/API_Filters.html
https://console.aws.amazon.com/acm/

AWS Certificate Manager

- Zo¢l

- TRl - elEMo| HratEl =H Q! O|F(FQDN)ILIC.

H
I}(Validation timed out) | 433 (Success)

- NE EHE

2t A5 27/ &(Pending validation) | ¥4 F

. AL BULIT? - ABMIIAWS S MblA0f HZE|0f QK| 4R E LhEHHLICH TH5 8

Zr2 [odl(Yes) | [0 (No) LICt.

- T2l 0|& - 2B M2l 3 Hmi FQDN(Fully Qualified Domain Name) &/ L|C}.
« F7I O|§ = -QBMI}t &8 =HIQ! O|F 2| =ILICEH
- UTEHE - 16HI0|E 16TI+2 El Q1B MOl LRdHS QlL|Ct

« Can be used with(CFS 0 A
OIE ME K|§ErL|Ct.

c QEAZI-EUF 2 I U AlZFLCH
- U2 AZ|-HBE= B UE IR L AlZELCH
« JtH2 AlZ| - Y ElE B2 7HA S IR 2 Azt
« O O MEEIX| i3 - 1B M R & 7IZho| AlFF ULt
- CtZ O|F 0| MEE[X| i F - QB Bt2 Mt L AlZHL|Ct
« Renewal eligibility(Z &l Xt29) - 758+ Zt: Eligible(3Zd) | Ineligible(F212) Xk 722 AC
RIS Ao Eald Al MME FHEFAML
« Renewal status(Zd & & Elf) - QHE QIS M ALl EfLICE ol EE= delg et 3
o8k EA|E[H Zko| UA&LICH 7HsE 2L Pending automatic renewal(Xt s A4l E7)
Pending validation(2& £57) | Success(43) | Failure(& IH)
® Note
QIEM Bl 40| AA8 7tS8 4Ei7t &= Ol ZICH & AlzZto| A2E = A&t
EM7L ddlet B, 72A|2F ol I M 23 Al7ho| AutEEE MERE UE Ee
Aol T2 MAE CHA| BEF 3t of EL|CH
« CA- M3 CAQ ARN
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o

Key(Z1)

7}

HA

3 oEf - st= AR 7tsd 42 chaa Z&Lct

A ER 3 -450| 2¥ENeH 222X ek k&Lct

AS Azt =1 - QHEE HAB0| AlZE ZOEIRX|B @M =8 £ QlaLct

2 - Q1B M7t Z 20| PKIS O| 7L} AHA| M |0 Qlo] AB 0| ER3EHK| f&LICh

E AM835tod Q1B M MF HEE Eed™H AWS CLI

Ct

L|C.

2 H@Wof| EA|E CHE 2] AWS CLI describe-certificate HEI2 AF2510{ QIS M AME HEE EAIE

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

"Certificate": {

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
1,
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [
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{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [
{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,

{
"0ID": "1.3.6.1.5.5.7.3.2",

"Name": "TLS_WEB_CLIENT_AUTHENTICATION"

1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

1,

:5p",
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"Subject": "CN=example.com"

ACMO{|M ZrE|El= 2IB M AFA|

ACM 2& E= E A835t0{ 2IEME AfAE & A&LICH AWS CLI
/A Important
- CHE AWS MH|ATEALE 521 ACM IS M= AME = Qi&LICH ALE 32l QIS MHE oMK
stedmd x| QIS A 142 A|7{5HoF BtL|CH o] Xtei2 @474l AMH|A0| CHEH 224 E= CL
E AME5to ==~ELCt
« Private Certificate Authority(CA)0IlM & Z &t QIS ME ATXISHE CAN F&ES FX| &L
Ct. CAZt AFM|IE W77 K| CAol| CHEF @ F 0| A& FEFELCt RtAlEt HE = AWS Private
Certificate Authority A& B A 2| Private CA A1 A& HZESHA L.
ZE2 A83sto{ QB ME ArA[te{H
1. https://console.aws.amazon.com/acm/0| A ACM £

£2 guct
AF

OIZEM E20lM ACM QB Ao Eolgte MEHst T AlN|(Delete) S ME#EHLICEH

N

AE35lod QIS ME AFX|SHE{24 AWS CLI

jn

Cl2 B2t 20|, delete-certificate & AR50 QIZ A E AbA|EL|Ct.

ajo
|

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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ACM Cl1& M MX|

ACMZ Al23t0{ AWS 7|tt ¢l AlO|E EE= O Z 2|7 0|0 2 Z7H 215 M &
LICE ACMO|| S El MH|A & StLEE AFSsHoF BLICH RHAE HE = Ct2a S&El ME[A AWS
Certificate Manager2 & Z5HM 2.

CAO{ A AWS Private CA M35l Z2I0|E! PKIESZE BHE ACM IS ME 2| M A HEHO| U
DE AMA”HONM =522 WEWD PX|E = U&LICH Olg{8 IS e HE 2 QIE{HI0|M AlZ|E

= &L
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ACM /& X9l 2e|d Al

ACME Amazon & SSL/TLS 215 Moll CHEt 2218 ZA12 MBELICH 5, ACMO| 2BME RS2
2 ZAIDNS ZES A8sHs Z9)ai 7Ll Bz AlEol Chole® ol Y2l LIt ol A
Hla = HE2] 2 Zato|4! ACM 15 A 2ol Chsh MBELIc

JEW

rr

CtS 1ed Abol et Xks ddlol 7tsELict

N
0

Elastic Load Balancing®t Z2 CtE AWS MH|A QL RAZAEl Z2 X730 CloudFront £ 0{ELICH.

U2 7L OFR[Bf e 2 AAlE o

LHELHEl B2 Xt 0] &Lt

m

ACM RequestCertificateAPIE 2 &75t0{ 2238t & CHE AWS AH|A04| LHE LH7{LE 248 FH A €l
S Met™ xtz4o| Eulct,

. HE| 242 S8l Y28 CHS CHE AWS AHIAZ LHELHALE CHE MH|AQ @48t metoly! QIF
Mol Zd< x40l &Lt

AWS Private CA IssueCertificateAPIE &350 &=
M2 82 AHH0| &Lt

o|0| Btz & F2 X0l gi&LCh

rot

AFA 0l

= =

Ol

Mel 3« xtHo| gi& L.

CC
4

rot
I

=0{ =M Q! o|ET} #3E C}S Punycode 2 F AFEHE S F &l ofF ELCH

H

1. ‘<character><character>--’ NEIS 2 A|%t5t= E Q! O|& 2 ‘xn--'1F ¥/ X|3HoF & LICT.
= 0]

|& olo{ok &Lict.

Punycode 04| X|

THel o|& #13 #2 5 e Fo
= =
| |
example.com &l e v ‘<character><character>--"2 A|%} 5} x|
A At =
[} K=2 [} K=1
HA HA
a--exampl s Mg v ‘<character><character>--'2 A|& 3} X|
e.com Ate Ate =
(o} K=2 (o} K=2
HA HA
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Tl ol& Hes (2 | §s | &
= 5
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ACMOIAM CIZBME ALl 215 M2l Amazon 2|44 O|F(ARN)2 St & XIELICH EFF ACM
RIEME EZITE E[aALCt ot AWS X[Fol| S Ut =Rl o|Foi CHEF QABAME EREt B2
Zt QB ME SEIMo = A alstof gLt

|

- Sz MEE £ U= AIEM A

= 3}0[4! PKIOIA QIF A 24l

QI Aol Z4! Al ZHol
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DNSZ ASE = HQle] ZAl

Zeld dal2 2el DNS HEE AF8stod &ZEl ACM 215 Aol Cist| 2t AhS3HE LI
ACM2 Btz 60 ol CtSnt 22 A&l 7[&S el

« QB M= BN AWS MH|A0|M AL SILICH

« ACMO|M XMB5te= Z& Z+ DNS CNAME ti|ZE=(ZF 1] FA| CiA| o|Foll CHSH Lt 7F EXY
StH 3& DNSE Sl UMAE + JU&LICH

[T

Ol2{8t Z710| SFELIHACM2 =HQ! 0|2 ABE + UBSME dAlFLICH

>
=
%
T
D
Qo
5

ACM2 Al S0 EHelE2 RS2 HAEY = ol 82 (M CAABIZE &
EventBridge O|tHIE 2} Amazon O|HIEE C =
3 1 Tol| & LI RHAE HE

OlHY=z A&E Helel &l

ACM QB M= 1371 (395¢) St R =& LICt O|H|d= ASE S ME dalsttid TH el 27X
o Zx|7t RFLICH ACM2 Bt 45Y Tol THIQIS] WHOIS HIYEtA FAS AFESH01 5712 Y
B 2ER FAZ AL SKIE 27| AIRFELCE o] ZElolE Ml AR 22I5t0] & & Y
MU +AE + s A7 ZEE|o] U LIEE 2E THQlo]| AEEH ACME SUE
ARN A} 85t04 HAIE QISME Y3 LT

A5 oY HIAIX|ofl CHEr REAMIEH LIS 2 O|HY HE MME HZsHAIL.

AS olHdol Zz2aefd WAooz SESHE YHS dotEe{H O|HY HE AS3t MMES HZst

M.

n

EHel A5 olHY HAIX 2F

T Ml CHE 243 R] O|HIY FAE FAIEH F((ME ALE) TRl CHEF O|H Y 74 & =), AWS
Certificate Manager 2& == ACM APIE At&3t0{ 0| 1B M A 4lol CHEF =H|Ql HE olH

St S ™Y + U&LICH o] 22 Ch3xt 22 Eol ~sHok gfLCt.

. ACM 2IBAME XS 28 0 OlHY HES ALSHALIC

. QIBAMO| WA HENTt HB BF 52 HL. AB AL B4l HES 2ol wiof Tt REAIEH L
82 QIEMo| B4 Aeh 2ol BHg HZFMR

+ ACMO| 215 M ZAlof CHaH H& 3 #2 THQI A3 oMY HAIKIE Wa| R &S 4 gt
740
oT
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ACMO| 02! AF OlHIY HAIKIS MHE S TS &R E)

1. https://console.aws.amazon.com/acm/home 0lA AWS Certificate Manager &= 23LI|LC}.

OII

2. HdB0|EHes 2I5Me| 5 IDE MEFLICH

3. #3 o|HIY MZT&(Resend validation email)2 MEIEFL|CH

(SRS

o

ACMO| ZH|Q! 45 O|HY(ACM API)S RHES ST

J

t24H

ACM API0{| M ResendValidationEmail & @

A2 ALSsHAAIL. ol 215 ARN, =& HE0| E2F
THel, =Ml A5 olHdE s4ldtedis M Qe TMEELICH CHS odlol M= AWS CLIOIA] o] &<
£ st YHS EoiELICE o] ofoll= olsst7| €= 5 & HE 0| ZE Elo{ U&LICH

$ aws acm resend-validation-email \

--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

Z2H0[S! PKIOIM 215 AM A4

A CAOIM AMEEH ACM Q1B M= 221 AWS Private CA 4 410] 7k ELICH IS 2 AMEE
= A= ACM 25 X2t & 2| Z2tol8! PKIoi| CHEr 215 Moil= AB 0| EstX| f&LICH EBHAEE

- RO —

Ze|XH7H 2EI0|ME EB{AE AE0{0f M FE CA IEME HRg i dHELICH

i — -

@ Note
ACM & L= ACM API2| RequestCertificate2f 212 AP%3P04 S QB AR 2elE
2 gh2 £ Ql&LICH AWS Private CA API IssueCertificate 2242 AWS Private CA AF2 5104
B3 gk 28t Q13 ME ACMO| A & 2|5HK| et &LCt.

ZelE eIE Mo B2 20| 60 YO 2 L7 ACME Q1B M A8 ALlS AT ELICH of7[dlE ==
5oz HEUD MRt QI M(of: 2= 80| olo|E ME{e| )7t ZEHEILICH E8t 1ZH2 ACM
API2| RenewCertificate = X|& Ar&3t04 AN EX| ZHE Aol = U&L|ct | A4l Java 34
ME2 CIEM AL MMg FESHAM L.

M = OhE & & 7IX| e 2 Q15 Mol MH|ATE HiZELICH

T 1.0 99


https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API-RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html

AWS Certificate Manager AL 7Hol=

o =

ZH X o
= T H H

« QBAM7I ACM SE AMH|A L AAE 2 M ABM7E F7t

d
o
L

>L

o

i)

2

o

Ol

X
1l

[

-

2

Tl

G2 AAE CIBME LHEUW D EX|5
EventBridgeAmazon2| X|&& gto}
HealthCtS 1 PAWS LambdaE o] —’F%'%E* = A&LIch XpME LI8 2 AAlE IS M LHELHZ| &S

104
o
e
kO
119!
ﬁ
o
el
ok
]
2
ro
4>
ofn
|0
i go
o 1» 10
o°="
9'|_|
X
_l:

AUE IS M LI LT | XSS}

APKI IS M| LHELHZ|E KtS=tst= oA &
tole! 78t ACMOIM LHEHLICH LHEH Foil=

Algh mf =2t
SMet S
Ct.

S HxtolME ACMO| QIBME A
Mg mMZrct o] dixoME ¢l
B ME 4t Clato|Aof Ax|sHoF Bl

||=| 2
o

ol

ZE£E MEst0{ ABM LIELNZ| RS 3t

-_—

AWS Lambda 7Het Xt OFLHA o] R xtof| 2t ACM LHELHZ| APIE & 5H= Lambda &2 AN
St FAAgrLICE

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
":"acm:ExportCertificate",
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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{
"source": [
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
1,
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}
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aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID
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https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html

AWS Certificate Manager AL 7Hol=

=
RN

ACMO| Q1B MM =HQ! OB 2 RIS 2 ASBsttdl Al SLICEH RHMEF HE = DNSE A
7|. ic|

S THQlo| HAIZ AESMEL. £ ExI7H LREK| eLIch

= A
He8 ERF
ACMO| 2IE MOl 3tLE Ol ol =M@l O|E 2 RIS Z2 HAEE = A&LICH AFEXI7F O|HE =
HQl O|§2 ASalofF gfL|Ct O X| to™ CL"‘H?P AAME|X| k& LICH ST QIS A0 A el
EE OHY HAEE AI88F 320|E ACMO| O|HIYE &olM sHE oMol 213 E et A58
£SHSIL|CI. DNS HAES 2 A28t Z20= DNS HIZE7I EX5tD QIS M7 AFE MEIZ | K|

X[ FelgfLct

Success
CIEMO| 2 E T2l O|F0| HEEL[0{ ACMO| LIBEME AARMELICH F7F ZX|7F E35HK| &
&L|Ct.

Failed
CIE M7t B2 E|7| o 5tLt o4 o] =Rl O|§ 0| BB EIX| Lot ACMO| QIBME AAISHK| £
HN&ELICH M 2IBMHE EE = J&Lch

Q& M7t Elastic Load BalancingZt ZH2 CHE AWS MH|AQF 944 E(0] 7L} & Z E[7{Lt CloudFront
OFX|T4 o2 AAIE O|F LHEH B2 QB ME dAlE = U&LICH

® Note
Wl Wl HHO| A8 Ths WEl7} Sl B 2IH ¥ A7l 2278 % aLich BRI} U
B Z2, 72417 ol B4 RF AlZHo| BBE2E MSRE BA ZRMHAE CHA| B so}
SLIct. B ol et SRYE oI5 M 23 BXl 62 HHE HEHMR

o
@
=
[72]
o
>
L
I
@
o
5
O
Q
(2]
=)
o
o]
Q
-
S
Y
I
S
I
o
o
Tl
s
m
-
Aot
o

ol % 1.0 103



AWS Certificate Manager AL 7Hol=

SEf 22l (2E)
CtE MRIo|MH= ACM 2£2 AHE5104 ACM IB Mol Al MEHE Eelste WS MBEELICH
1. https://console.aws.amazon.com/acm/home 0| A AWS Certificate Manager 2 &2 LICt.

2. QUBME HXMM MR YEE =flgLct

3. Details(M5F HE) MM0{M Renewal Status
ACMO| O QIZ Moi| CHEH el dAl 22 A

> o8
>
oz
i
1]

?|'1
Ib
C

AEf = Q1 (API)

fjo

DescribeCertificate =2 AL 35104 HEHE EQlstE WHE Eo{F = Java A= S B ESHAA|

QRIEM MH.

AEf = QI (CLI)

i
1
ro
Q'I_l

nr L

g ool M= AWS Command Line Interface (AWS CLI)E AF23801 ACM QIS A Z Al AEH
aeg 2o FLCH
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/health/latest/ug/
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4. [Certificate Manager]S MENEFLICH
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6. [Event category]| A [Scheduled Change]& =& L|C}.
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Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any

concerns
about this email or if this email has reached you in error, forward it along with a
brief
explanation of your concern to validation-questions@amazon.com.
Az ol HES HT 1.0 106
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Sincerely,
Amazon Web Services

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
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410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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AWS Certificate Manager AL 7Hol=

RQISME 7IM7| flgh AAd =7

KEA| MBE SSL/TLS QB ME ACMR 2 7HX2e{H sliE QS Ao Z2tol8! 7|§& 25 XMSstok &
LICE HIAWS 215 7|2HCA)0lM MBS QIZME 7tx{2ed® QIE Mo Zatol8! 7|9 HER 7| £
gfoflof ELICH Q1B M= o]l FAo dBE ZE 7|EE SFatoF FLich

(o][]

DE 72 elE Aol Cist| &k =3t 21 E|
K| g LICHE = 22 API O] 5).

O

7| 27| XIHstok gLICH ACM2 CHE E 1 ElE

mo

« RSA 1024H|E(RSA_1024)

« RSA 2048H|E(RSA_2048)

« RSA 3072H|E(RSA_3072)

 RSA 4096H|E(RSA_4096)

- ECDSA 256H|E(EC_prime256v1)
ECDSA 384H|E(EC_secp384r1)
ECDSA 521H|E(EC_secp521r1)

i
e

CHS F71 27 AHEol RolstAH 2.

ELICH of| & E04,
HH 1024H|E
|CF REMIEE LH 2

- ACM S & MH|A0ME BlAAQLo| 4H0| X|HElE ZElE 7] 378 5
Application Load Balancer= ACMOIM ALEE = A= 2E T F|ES
RSA, 3072H|E RSA & A &E] Z 2t 7HE 256H]
AE B MH[AS| dHME XM L.

[m
0
(@)

C

o
T
@]

=4
N
a
A
o
o
=

& 3 215 Mo{oF g LICt QB Molle HER! 7|, ¥ AtO|E S| FQDN(H
TeHE =R O|F) Ex IP =4 2 W2 J|gtol chet HE It =& Elo{of &Lt
- CIBEME AR AR Zeto|Y! 7|2 Al MBI 2Z5t= CALl ZEo|H! 7|12 MBE =
U&LICtH 5KB(5,120HI0|E)E Zut5tx| b f S 5tE|X| of 2 Z2tol8! 7|8 AS3atoF g Lt
Z M7t CAMIAM MHEE|Z QIZM A QS MBst7 |2 MEfS ZR #Ql2 PEM2ZE Q1A E|o{ok
FLict,

o

o

9)

PIEME 7K 2= AlHol fE8loF &FLICH RE 7IZH0| AIFE7| M EE B2 E F0= 215
ME 7tME + Sl&LICH NotBefore 215 M EEOE RE 7|72 Al M7 28 E|0] Q2
NotAfter HEOl= & EM7I L E|o{ U&LICH

E E AUBM Rz (LEAM, Zetol8! 7] K 15 M #2l)yE PEM 213 2 =|o{oF ¥ LICt DER 2!
= U2CsIH 277 YA LICH RHMEH HEL XIE2 7HXE QIEA 3 7] A MM

e | 7% 1.0 111


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html

AWS Certificate Manager AL 7Hol=

o QBME HA(CHAl 7FX427|)& th o]0l 72 215 M0l KeyUsage == ExtendedKeyUsage
sHxb0| Q= 4 o|p{Bt BHAFS =78 & oiaLCh.

o= T HA =H

« AWS CloudFormation 215 ME ACMRE 7t A2 XK K| & LCt.

ACMOIME QB A, 215 M &l & Zeto|8! 7|(RE ER)E B = 7IMetor ot 24t 78 248

PEM 8Alo 2 QIIE5HoF & LICH PEM2 Privacy Enhanced MailQ| 2 AFRILICH PEM EAI2 &3] ¢l
M, UEM 23, 25 Al & 7|18 EAlStE Ol AFSELICH PEM @4 ot o| ARt Ol =& XtH=

Ch oiFlo A 7Hxig Thol HAIZ HoiELIcH 74 Q47 BYU YR MBElE B2, HAE

HETIE AH8stod 37| o2 FEELICE. PEM ItYQ| EXHE HX HEIS
2 £ Boll £ 32 2BM, BEM A == Zeto|8! 7|7t f &5t K| eh&LICh

Example 1. PEM2Z QIFEE QI5 M

Example 2. PEM2 Z QI EIE QIS A | Q!

0IZ M & Qlofl= B 7 0|4t o] Q1B M7 EEHElo] Q&LICH HAE HEIT|, Windows®l copy B &=
S Linux cat B AFR5104 042 Q15 M THYUS stLbo| Melo R izdg 4 laLich QIEAT} 2
7to| O|M QIEME QB EE QISAME £AHR iZsliol ELICH AFM QIS ME ThxioE He =
E QIZME Obx|ato] 2ARILICH O} o4|A|°| A2ol= Al el @15 M7t T8 Elof UKIEH AFR O]
w2t QIS M Molof TEE QIEAM7F aHCH BAL Mg 4 st

& 1.0 112

o
(0]
x
ol
ik


https://www.openssl.org/docs/

AWS Certificate Manager

A Important
EME LBEM MRS Z SASHK| OFA AR,

Example 3. PEM2Z QI = 719! 7|
X.509 HH 3 QB Moz HEE 7| LT EEO0| ASELICH X509 QIBM EE QISM 2F
M= Zeto|d-HER] 7| Ho{E ddsle O AMEE LI EIE X 7| HIE 37|E X[HELICH HEE
Zgtols! 7|8 HIYE |X|sHof &LICE QIBME 7t S
2to

Jls QIEM EE Q& USLICH HHE =
XIZBHLICH 0] 7= 25 3HEIX| o2 Z40/ofof BLIC}. CH ofl= RSA

0

[ Z2lo|El 7|2
£ Ho{ ELIC}.

S o= PEM2Z QIZFE B3 =4 ZEto[8! 7|& 2o FLICH 0] 7|9 4 & Ao e} mhetol
Bl S50| £ Ex| °*% = Q&L met0jE £50| X8 E Z? ACM2 o mtetolEe 252 7t

M7 Z2MA S t2st7| Ao XM7{E L.
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oL
N
M
>
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AWS Certificate Manager AL 7Hol=

CIEM 7t X2 7|

= ACM APIE At83t0d IFollM &S QIS M (F, EtAL A Z| MH|A SZXAH7HAS

Iﬂl 1
o
i ro
0l
Z

= ACM2E 7tX& = A&LICH. AWS Management Console AWS CLICHS &S 0M= L & M85t
tedg Ho4ELICH AWS Management Console AWS CLIAWS H|Z 2RI ZEE| QIS ME gE &

20r
rr O'I

Ol 7tol= 2| HL|E SdofL|ct.

/A Important

MEfSE ME D 2|E2 QBME 71M27| 28 AP =748 SFalof gL

S|
- JtMHRII(EE)
« 7tX{27|(AWS CLI)

M7 (EE)

CHS ol Mo A= AWS Management Console2 AIE35104 QIS ME 7= Wi g Hod ELICH

1. https://console.aws.amazon.com/acm/home0|A ACM E2&& QLICt. ACME2 XMZ At85te &
2 AWS Certificate Manager HE|Z 2 &0} 11 of2ol] /= AlE6t7| HES MEISHAIR

2. [Import a certificate]2 MEHEILICH.

3. CiS2 &L

a. [Certificate body]0llA PEM QIZEE Q1B ME E0{€0{ 7} XS LICt ----- BEGIN
CERTIFICATE----- OS2 AEStDE ----- END CERTIFICATE----- oz ZLtof gct

b. [CIE X Z2t0|8! F|(Certificate private key)]oll Q1B 2| & S 5HE|X| et2 PEM QIR T & A
zZzto|e! 7|1&§ 2o d&Lch. ----- BEGIN PRIVATE KEY----- oF ARSI ----- END
PRIVATE KEY----- O©F TLtof gLct.

c. (M= AME) [Certificate chain]ol PEM QIS E Q1B M #[Q12 Eoigd&LICh.
4. [Review and import]& MEHEILICY,
[HE L 7tX27|(Review and import)] HO| X[l M 215 Mol CHsH E A|El HIELC|O|E{ & = 1504

SH2 x| golgtLct sie Zes o3 Zauch

« T MH[Rl(Domains) - 21& Aof e|al| Q15 El HrtatEl =M@l O|F(FQDN) S5 &Lt

RISM 7tM27| 7T 1.0 114


https://console.aws.amazon.com/acm/home

AWS Certificate Manager AL 7Hol=

- OFR}X| 2 Y(Expires in) - 21F M7t Bt2E W7t X|e] 7[ZH ) ILICt.
- HEZ| 7| ME (Public key info) - 7| H0{1& Mdst= Ol AHSE 23 d12|F L

C
- M3 & 11 2|F(Signature algorithm) - 215 M MHES MAMete ol AASE &35 d12F L

Ct.

« CtZ0l| AL& 7H5(Can be used with) - 7K = B M R E X[#st= ACM S& AH|A 9 =
Seluct,

PE ZEJt SHEM [7FKA27](Import)|E MEIEFLICE

71X 2 71(AWS CLI)

rr

I:IOI- HH

=
H= L

mjo

CHE oMol A= AWS Command Line Interface (AWS CLI)Z AF& 3104 QIS ME 7HX 2
04 FLICt. O] iAol M= CtS 3t 20| 78§t

« PEM QIZYE QIS M7I Certificate.pemOl2tE TR0l X{ZE =01 QUL
« PEM QI Y E QIS M X 2l0| CertificateChain.pemOl2tE T ol X{E =01 QUL
- PEM QI E H|Z S35} Zl0[8! 7|7} PrivateKey.pemO|2t= Ttoi| X{E £|of lCt.

CHS Ol AIE A& stedE ool o|F

o
=
48 F0iF = EHEN F7F SOl 2

T HHES F EZ 0|0 UHFLICE TS dlAldlE 7HS
Zlo] Q

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

import-certificate BHEO| HBHo 2 ML= B 72 &M 2| Amazon 2|44 O|F
(ARN)O| BHEHEILICE,

RIS M CHA| 7K 27
RIEME 7tX{2t M CHE AWS AMH|A0] 1A% B B2 2B A AWS MH|A 4AE RXISHHM
Ot2 E|7| Mof| sl QIB ME CHA| 7HX2 == /&Lt ACMIt S&E AWS MH|A0f CHEF REA[EF LH
g2 & AZTSHA . TS0t SEEl MH[A AWS Certificate Manager

AUBME CHA| 7tX2edd =H2 ChEo 2 &Lt

7FX L 7|(AWS CLI) HZ 1.0 115


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Certificate Manager AL 7Hol=

CHelol&§E F7t A MAHE = UA&LICH

B MM 2E =M Q! 0|&§E MHE =+ ei&LICH

7| AR O] §IEH 7K QB Mol 2l B, M B 2t2 F7HE £ URIZ 7|E 22 M

|

« CHAI IR 7I(ZE)

« CtAl 7t 2 7[(AWS CLI)

CHAl 72 7[(2E)

Ct= Aol A= AWS Management Console2 AF& 510 QIS ME CHA| 7K HHE 2o &EL
C}.

1. https://console.aws.amazon.com/acm/homeH| Al ACM 2& 2 LCt,

2. LCIA| 7t 2 QB MHE MENSEHLE &S},

3. 2BMO ME HE F2 Y1 [Reimport certificate] HE S MEHEILICE O|F o & QIEtS MEH
5t04 QIBME MEHTH B2, [AFU(Actions)] HFF0ll M [21E M CHA| 7FX{ 2 7|(Reimport certificate)]
=
=

]
MEdEFLICEH
_I

N
Tg

= A
S

& & (Certificate body)]0ll PEM2 2 I EEl %[F AEE| QIS ME E0oigd&LICt.
O

5. [Certificate private key]0l| 1E5 A 2| HEE! 7[et HAZAE A& E|X| 242 PEM 13 Z 20|t
7|18 20 &Lct.

6. (M= ALE) [Certificate chain]ofl PEM QIR El 1B M #|Q1E E0{Ed&LICH QB M A elol= =2
2f = QI 7|7tof CHEt StLt o|& ol QIB M U R E QIS MIt ZRHELICH 712 I8 M

off XtA| MEO| £lof U= A2, 2B A M elE MB3HX| etote &
7. [Review and import]& ME{SFL|C}

8. CQlEMoi ciet HEE HEFLICH 277t g™ [Reimport]E 2 =18 LICH

CHAl 7ZHM 272 &) 7 1.0 116


https://console.aws.amazon.com/acm/home

AWS Certificate Manager

CHAl 7kX 2 7[(AWS CLI)

AR 7H0|E

ChS oMol A= AWS Command Line Interface (AWS CLI)E AF235104 QIS ME CHA| 7K W
2 Eo0q ELICt o] o Alof M= Ch& 2k 20 7HEELIC.

SEl Q1B M7t Certificate.pemOl2te ool XZHE|oq QL.

= S M ®|R10| CertificateChain.pemO|2tE mhloi| K& E|oq QlCt.
335} Zzlo|8! 7|7} PrivateKey.pemO|2tE moi X{& |of L}
& M2 ARNO| Qdct.

CHE A& AtE5tE{H T ol O|F It ARNES H I BHEE & E= 0|0 UELICH TS of| Ao
£ 71548 £0iF = EHED F7H S0l LE Elof U&LICH

(® Note
CIEME CtA| 7K 224™ 215 M ARNS X|'E3H{oF & LCt.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

import-certificate BH0| S3HoE MAE|= B2
gHElLct

ro

& M2| Amazon E|AA O|E(ARN)O| Bt

CAl 742 7|(AWS CLI) HZ& 1.0 117


https://aws.amazon.com/cli/
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Certificate Manager AL 7Hol=

Zlo|8! QIS M LHE LY 7|

o A W28 AWS Private CA @15 ME LI LY Z2t0[5! PKI #72 ofC|olME A8 E 4 &Lt U
S QIEM, QIEM MOl L s E Zatoly! 717t BEELICH 0 THUS QRS A| KE

afiof &L|Ct. ofl CHEF AWS Private CAXHAEF LHE 2 AWS Private Certificate Authority AHE B ME
I.

(® Note
ZihMoz MEEt 4 Q)

= =
[— o —_
QIX| ofF o 2Agi0] LHEH +~ gi&LIct

>
FII
Ir
ol
o
on

P12l 7= ACMOIM e ZRI=X] EEE 7HK2 A

=H

« Z2tO|H! QIS M HELHZI(ZE)

- zgtold! QIZE M LHELHZI(CLI)
0|8 I LHELHZ|(EE)

1. AWS #2| 2£0f 239l 1 https://console.aws.amazon.com/acm/home 0iA ACM £
L|C}.

Certificate ManagerE ME{EFLICTH

LHELiE{= QB A 23 & MEstMe.

(@) ] SN w N

I

HL

—

—_

N

i

r>-

o O
o

r

ini

ASE NS M # $ E=%E HMelet 2= ASCII EAtE AL E =+ U&LICH

6. PEM 93T M4g Mgt

7. UBM, UBEM ML U A S5t 718 HZE0l SASHALE 2420l CHSH THUZ LHZ L7 IS M
g 4 st

5. #RE MFLIC

3]
o]
o
).UZ
o
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https://docs.aws.amazon.com/privateca/latest/userguide/
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS Certificate Manager AL 7Hol=

zztols! eIE M LHE LW Z|(CLI)

export-certificate W2 AL2610{ Ak QI At ZEtol! 7|18 LHEHLICH P Asish ) 4SS
gFsior gfLICH Eots Zatsted I HETIE AS5to mHdof| 2 & XMES O T UE WS
§to A E MBI o|FA ot =7 B ol ZEol XMEEX| o S E U W CHE

AEO|l A5 E = &+ &L

® Note
g7t 2EE e ¥ SEXE ELHX| pfotof ELICH ChE1 22 &5 TS Holg £
A&LICt

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

CHS ol B3

rIH)iI

HE jg= To|Esto{ PEM B4 X[HE MEFLICH

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]
$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

0|7d2 baseb4 2 CIAEE PEM A QIS ME £345lH, CI S
=Zploldl 7| = ErghLCt.

A

of El oflofl A2t Z ol B A Al

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQvNool1lVtICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi

[H

2tol8! @IZE M LHE LHZ|(CLI) & 1.0 119


https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html

AWS Certificate Manager

AR 7H0|E

DEAE U=z E3st7] flol > EICIMEE O oMz A4st I CHS A

74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt

2tol8! @IZE M LHE LHZ|(CLI)
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AWS Certificate Manager AL 7Hol=

AWS Certificate Manager /&5 A E{j1 X|&

Ei 1= ACM RIS Mo &€Ze = = Blo|2 LI & efa= 7|9t e =2 FELICEH AWS
Certificate Manager 2%, AWS Command Line Interface(AWS CLI) 2= ACM APIE A& 35+04{ ACM
QUE Mo Cigt Ef 2 E FIt6tHLE, EHLE, MAHE = UELICH ACM 2&0i| EAE ElOE MEIE £
AAI:I L’|EI-

ST ANEE SEFS=E AR XIHEIIE MMHE £+ QU&LICH o & £0{ 042 ACM 215 Mo
Environment = Prod == Environment = Beta EfIE X|&35t04 ZF ACM RIS M7} AFRE|E
g AMYEE = U&LICH OIS S80= CHE A8 A X[ Ef20il CHEF B 7LX] 0 A7} LEQF Q&L
Ct.

F
C =
[

o
AL

e Admin = Alice
* Purpose = Website
* Protocol = TLS

 Registrar = Route53

CHE AWS El&A0ME Bl XIEE X|MELICH et SUe Bf2E CHE ElAA0| EF 601 5
7

= 2|AAo| B 4R E LIEHH = U&LICH 0§ §01, Website = example.comzt Z

Ct. 0 4,
ACM @B M, 2= MM L example.com & ALO|E 0] ArE El= V(B E|AA0 SEE = U&LICH
=X
- Ej1 A|Et
e EfjT 2|

El1 X| &t
ACM QIE M B0 MEE|= 7|2 Mete o2 ZaLc

- ACM 215 MY =[cH Ei == 5070 Lt
. E1 7|9 2| Zlo|= 127AFQIL|C}.

- BN Ztel x|cH Zol= 255K dLCt.

- Ei 7|9 gt2 CH/AERE FEFLICH

« aws: HFAE AWS 22 o2 Lo YU&LICE ek |71 aws: 2 Al st Bl F7FH HE
= AXE = gLt aws: 2 AlZSHE Ef 1= tags-per-resource &2 & of| L& E|X| et &LICH

Ei At 7 1.0 121



AWS Certificate Manager AL 7Hol=

- B3 X|E &7[0HE 0421 MH[ASE BlAA0M A StEis B2, MHIADMD S{& &= X0l CHE
Metol CHE =+ /UAS0l RelSHAAL. siE MH|A0] CHE EME B ZsHAARL.

« ACM @I85 M Ei1= AWS Management Console2| Resource Groups 2! Tag Editor0flAd AF & £
e=1|u}

AWS EffZ &0 CHEh RHM[EH LI 2 AWS 2|44 EfZE M ESAIR.

Eff 1 e

AWS Management Console, AWS Command Line Interface &= = AWS Certificate Manager APIE A}
Eoto EfIE F7H HE & AXE = AU&LICH

B 2E[(2E)

AWS Management Console2 At&36t0{ Ei2E F7I, &fxl| = WEE £ AU&LICH o {38 EA|
g =L it

EN =7}
CH2 ™xtof 2t ACM 24 S AFE 504 EHE FIHELICH.
Ei2E Q15 Mol FII5tEAH(ES)

1. AWS Management Consolet| 21215 11 https://console.aws.amazon.com/acm/home0f| A AWS
Certificate Manager 2£ & jLIC}.

EiE XIME QIEM Yol Qs YRS Mg
ME B2 &0l M [Tags]7h LiEFL WH7HX| o2 A3 B8t
[Edif] 2! [Add Tag]E ME8HL|C}.

B0 7|9t 2t S U=ELICH

2

SaveE MEHEFL|CE

ENT AFA|

CHS ARtol 2t ACM 2&E AF8stod & AfA|ELICH

Ei 2l 7 1.0 122


https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home

AWS Certificate Manager AL 7Hol=

EIOE AXsieAH (2 &)

1.  AWS Management Console0ll 21 Q13511 https://console.aws.amazon.com/acm/home0i A AWS
Certificate Manager 2£ & jLIC}.

2. AMNISe = Ej 7t 8= CIE A o] 5tAEE MENSHL|C.
3. M2 e &olM [Tags])7t LIEF W74 K| of2i2 A3 28fLc}
4. ME(Edit)2 MHEIELICEH

5. AtMistEi= Bl 2ol (X8 MeEiLIch

6. SaveE MEAIL|CE.

el HE

CH2 ™xtof 2k ACM E£ 8 AF8 50 Ef2E HRIErLICY.

Ef21 & HESEAH(EE)

AWS Management Console0| 21213+ https://console.aws.amazon.com/acm/homeH| A AWS
Certificate Manager 2£ & jLIC}.

Histtde Q&M Aol st EE MEHEILICEH
L}
=

M HE ZolA [Tags]7P EHE 77k X| ot2i2 A3 E8fLCt

-_—

» (@) IsN w N
H
el
Fﬂ\
o
jo
x
m
=
ok
rC
[ul

Qdoi Ef2 E Al
CtS Mxtoll 2t ACM 24 2| Yol E{aS EA|ELct.

ol Ei2E EAlstE{H(E

k>

)

1.  AWS Management Consolet| 212135} 11 https://console.aws.amazon.com/acm/home0{| A AWS
Certificate Manager 2£ & jLILC}.

2. ZEdHQEFZ J|o{ Z¥ 0l0|2

jo

A
—

-
gy
g'l_l
i
ne
HU
EHl
>
Q'I_l
At
rr
jlu}
I
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o
r
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AR 7H0|E

AWS Certificate Manager
3. ol EAlsted= B Fo| & QlEtS =g L|Ch
EH E2|(API)
AWS CLIE AtE35t0{ i1 & F7I, LY A AfXsts EHE LotEE{H OIS =X E HXsHaA
» add-tags-to-certificate
* list-tags-for-certificate
* remove-tags-from-certificate
Mst= e dotEed{H O E FHE FESHAAIR

Ei E2[(ACM API)
Qf gl At

APIE At83stod Bi1E F7, LE

+ AddTagsToCertificate

+ ListTagsForCertificate

* RemoveTagsFromCertificate

& 1.0 124

Ef ZEl(API)


https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html

AWS Certificate Manager AL 7Hol=

DLIE& & 224 AWS Certificate Manager

DLIEE2 AWS £F Mol AE[Y, 718 H X 8§58 !X
Manager Ct& x| Zolf7t &g Z<2 0l ECt&A C
oM 2LIE{™ HIO|EHE = &lstioF Z Lt

AN =
AW E-?-E‘PJ ERE

CIS 20| M= ACMIF &4 A2 E £~ = AWS Z22RE ZLIE{2 =3 of CHs A e},

S|

- OfOtE AFE EventBridge

« CtS 3t &7 AHE CloudTrail AWS Certificate Manager
- X|¥E|= X|E CloudWatch

otO+E AHE EventBridge

Amazon EventBridge (0|7 2| CloudWatch Events) 2 At& 30§ AWS MH[A
Ol 7t M EXN| EE= BlAA 84740 ZHe A|AE O|HIE A So 2 tigdt

S o ™

E xXts&tst ofE 2|7
= AU&Lct ACME H|
8t AWS MH|A 9| O|HIE = 7{9| EventBridge A A|ZFS 2 Amazon0ll & EILICH O|HEE AIE 35l
04 AWS Lambda & %, AWS Batch %21, Amazon SNS FA|| 2! 7|E} o{t CHA S EB|HE £ U&L
Ct. XFM[EF LI 2 AmazonO|EF F1ILI7F EventBridge? & & X35t &AI2.

=S|
« of0+E 9] ACM EventBridge X| &
+ EventBridge ACMO{| A Amazong AL&30{ XS EE|7H3517|

oto}& 2| ACM EventBridge X|¢
O] &X|o| M= EventBridge AmazonOi M X[&5t= ACM 22 O|HEE Lt @5t MEELICH
ACM 215 M Btz 8} OfHl

ACM2 Bt2 45U MEE ZE g4 IS M(THEE, Z2to[8! & 7tX{2 215 M)oi|l Cis oHe BtE 0|
HIE S M&EHLICH 0] EFO|Y2 ACM APICQ| PutAccountConfigurationX @12 AFE35t0d HAE = &
L|Ct.

Ailg 522 AREX|EH SHO| LAsHR| f T 5 stedH HEE|T]

ACM2 & =3 M el5 A9 o T
| =5t ChAl 7hR{QFoF BFLICH AHMIEH LI 2 QIS M CHAI 7127 (& &

ol 7tX2 QB ME ChA

ototE EventBridge H7 1.0 125


https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api

AR 7H0|E

R = XSE UHEE =+ UE L—IEP
= A8t
E

AWS Certificate Manager
ZotM . BHE O|HIEE ALE35l04 QIEME ACME CHA| 7H KRS
E M83t= AtS&te| o= 2 # X5 AIL. AWS Lambda EventBridge ACMO{| A Amazon
o =S EE|HsH|
ACM QI A Bt2 et OJfIEE ChSTH 2 7ZE ZeaLr
{
"version": "Q",

Ilidll: Ilidll’
"detail-type": "ACM Certificate Approaching Expiration

"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:082",

"region": "region",

"resources": [
arn:aws:acm:region:account:certificate/certificate_ID"

P
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
}
}

ACM QIE A Btz O|HE

(® Note

215 M Bt= ofH

7HME2 eIE Mol
D742 o] o|HEof CHEH 44l CHZ|8H0o4 AX oM ACMOIM 2 E HE2! e Zztol8! QIS M7} ot
EXH B E we = AsLO
ACM RIEM EtE O|HE= CtE1t Z2 X E A &LIC
{
"version": "Q",
Ilidll: Ilidll’
"detail-type": "ACM Certificate Expired"
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
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"region": "region",
"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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U&LICH O|HIE= 2Z, A4l 2 KR 7IE ddte= Aol AIAIELICEH =2told! ¢l
ACH AL 7Hs B AEN7} £l 0] QB ME SAE] HIE 5| QSiME 0iFs| 1ol =
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{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
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"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACM QIS A B4l 2

M

R OHE
® Note

JHR2 QB Mol QIB M B Fx|
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e of ol ChaH £41 CH7|5tod QB ME BAIE £ QU= A7t £l7] To 220| Zx|E )
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CAAB|ZEE F7}5tH ACM2 BtE 452 Mo AtS AAlo| AfE Z< o| O|HIEE HAIFLICH 1
ZHo| ZX|IE F5HX| 2T ACM 304, 15, 3 2! 12of EE= O] ZXIE FIsHHLE, IS M7I
B2 E| 7L, Q1B MOl A RHH0| AFZHE! HHK| FIHE AAS A|ZELICH o248t ZF A& Al o

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",
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"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:487",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE
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e AWS_ACM_RENEWAL_STATE_CHANGE (/B M7}t AAlE|
« CAA_CHECK_FAILURE(CAA ZAl Alml)
« AWS_ACM_RENEWAL_FAILURE(ZZ}0|8! CAOIA MESt QIZ Aol AR)

Q
d
4
r
-

ArEj O|HIE Q| X & Ch2 T ZH&LICH 0] ool AE AWS_ACM_RENEWAL_STATE_CHANGE O|HIE 7}

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
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"AWS_ACM_RENEWAL_STATE_CHANGE"

O|g{3t O|HIEE 7|Hto 2 Amazon EventBndge 22 4517 Amazon EventBridge 2&2 A& 3t
| M M0i M= Amazon EventBridge %!

ESy ]
« Amazon SNS

=
=
« Lambda & 45 A

At83tod o[HiEo] S
=2 2
o [=)

5o O[HIEOf

Amazon SNSE Al235t04 O|HIEO| &

Ol Aol M= ACMO| 4B OIHIEE MAd8H Mot MAE L2US MSSHE S Amazon SNSE 74
she wwlg 2of ELich

Amazon EventBridge #&l2 445t &2 EE|752{H

1. OIOFE EventBridge 212 MM AAI. REAMIEH LI 2 O|HIE0f EHE 8= Amazon
EventBridge 2! 442 HZESAAIR

a. Amazon EventBridge &£ https://console.aws.amazon.com/events/ 0| A O|HIE > 7= 1 0|
X|2 o|sstod & s MENEFLICE

b. [T A4d(Create rule)] H O|X|0| A [O|HIE T{E(Event Pattern)|2 A1E48fL|C}.

c. [MHIA O|&(Service Name)|2| M40l M [4FEH(Health)] S ME4EHL|CH,

d. [OIHIE & (Event Type)dllM [EX ArEH O|HIE (Specific Health events)| S AE48tL|C}.

e. [ MH|A(Specific service(s))|E ME5t D M0l A [ACM]S ME4FILILCE,

f. [EH olHE 23 HF(Specific event type category(s))|E =451 [accountNotification] 2

& A= (Any event type code)] S MEHEFLICEH

_IQI_
[2E 2lAA(Any resource)]E MEEHLICE,
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i. [O|HIE m&E O|2|27|(Event pattern preview)] FHE&I 7|0 O|HIE0|M 44 E JSON ZHEHS
E04 d&LICt o] ool E AWS 74 O|HIE MMo| oS AFS & LY.

"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}

[CH&f (Targets)] A 440 A Amazon Simple Notification Service(SNS)2F Z 0| O|HIEE FA| AL E
£ e Ohet MH[A S0i| A MEY5HHLE, Lambda & =& AFE5t0{ O|HEE APQXP INESESRS|
d I=EE MEE = A&LICH AWS Lambda 2| 73 0= Lambda & +& AF&35t0{ O|HIE | S
B MMZ FHESMER

Lambda & +& Ar&sto{ O|HE| SE

O HxH= Amazon0ll M =41 AWS Lambda CHZ |3t EventBridge, Amazon Simple Notification
Service (SNS) 2 &S ddstn, ZE H Al5H0] AWS Security HubE 2Rt 2ot Bloi| 7HA| &2

MEstes S 2oiFELICH

Lambda &= ! |IAM &8 MA5e{H

1. X AWS Identity and Access Management (IAM) 23& & 443511 Lambda &0l 28 Mt
2 HOolgfLICt o] 2ot 2 A& Sall RSt & EEF HEo| U= MASKE XHst

£
e
2
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N ALS KA Ro{E HEHE MEte = USLICH CHREES AWS Y2 AEX A™eE Bl
Adste A2 HEEX| Ao, S5 #HEIX AHSE = M™ASHK| o= [0l E&LICH
https://console.aws.amazon.com/iam/HlA IAM 2£ & L|C}.

JSON H& HE|7|E Ar&35toq ot RE X0l MolEl HAg et x| L AwWS HHE MF
HEE UM Q. REMIE LH8 2 JSON BHoiA Ha Mg XML,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
3,
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

expiring-certificates:*"

]

.

{
"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

1,

"Resource":"*"

},

{

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
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"Resource":"*"

1,
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

1,
{

"Sid":"LambdaCertificateExpiryPolicy6",

"Effect":"Allow",

"Action":"cloudwatch:ListMetrics",

"Resource":"*"

}

—

o182 435104 047|0fl Af RS QIZIBLICE IAM I8 443 T A 4ol CHEF KEMIEE LY

=
Lambda &8 MAELICH RIMEH LI 2 242 Lambda &4 MAS 2ZXSAME. S HAHE
2t2 g LCt.
a. [&= Md(Create function)] H O|X|0| A [MZ & 4d(Author from scratch)] M2 MEfSt0] &
=8 M-gLict
b. &= 0|8 E =0 handle-expiring-certificates "2+ Z2 O|&& X|'HgrLICt.
c. [HEF(Runtime)] S 0{|A{ Python 3.8 MEHELICE

=
d. [7I8 A 24& #4Z3(Change default execution role)]2 MBS T [7|E 48 A& (Use an

e. [7|& P& (Existing role)] S0 A M5t JAgS MEHEFLICE

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0
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#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
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'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
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if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
1)
# push any new findings to security hub
if new_findings:

try:
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response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. [ B==(Environment variables)| oA [H&l(Edit)|& ME{stT MEAMO = CIZ HLE FIt

ot

. (AME4 AMEH EXPIRY_DAYS
ClIEM R &BZ 27| M| 2|= Et(Y)2 XI-EELICH o] &2l 7|22 45¢0|
X2 AFS R X1 gt2 RI"EeE = &Lt

. (MEH AMEH) SNS_TOPIC_ARN

Amazon SNS2| ARNZ2 X|™gfLICt. arn:aws:sns:<region>:<account-
number>:<topic-name> @A|S 2 ™| ARN2 M3 FLICt

« (ME4 ALE) SECURITY_HUB_REGION
CHE AWS Security Hub X[242| a& X|E&LICt. Of 242 XIM5HX| o A= SQl

Lambda & ==2| 2|T0| AFSELICH &7t 042 2o A&kl B ZE QS M HA|
X|7} Bt 2|™ 9| Security HubZ M& =5 slE Zd0| E4LICH

i. [7]& M (Basic settings)]0ll A [MEt AlZH(Timeout)]2 302 MM FLICEH

j.  HO|X| &Etol| A [HHZ (Deploy)| S MEHEILICH
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Dtz Ol S BEIS AHS3tstedH

0| of| A|o{ A= EventBridge Amazon= S3&ll O|HIE 7} & dist= A|R{o Bt of QI 2t Q1F Afof CHaH
Bl oMY e M3 ELICH 7[EXMo 2 ACM2 BH2 20| 452 0|52 E2 Q1B Aof CHEH OHY O|HIE
£ drMAJZILICE. (0] 7|ZH2 ACM API PutAccountConfiguration®t 32 AF&38t0od AL A} XX E 4+
gLich) olzet Zt O|HE = Ct31t 242 Uro| Xt SstE &g EB[HELICH

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security

1. Lambda & +& ddet HerES FEELICH (0|0| 22 F - Lambda &+ & IAM &

ol
o

85t

40 & x),
2. Y22 EUlE dl AFHEE Lambda & 2| E& SNS FA|LICH REM|EF LI 2 Amazon SNS F
pS| SRS o N | Ko

3. AUE FAKII MER2 SNS FHE 2SSt E MAELICH RFMIEH LI 2 Amazon SNS F
Mol 75 HdEE HXsMR.

4. Amazon EventBridge TF2/2 M435l04 Lambda & +& E2|7HELICt XHAIEH LIS o|H Eof Bt
8 35t= Amazon EventBridge & M2 & XRSHAAIL.

[

-

Amazon EventBridge & https://console.aws.amazon.com/events/ 0l A O|HIE > =] I 0| X|
= o|Eg|.o;| A MMEE MEREFLICE [MH|A O|&(Service Name)], [OIHIE 2% (Event Type)] %
[Lambda & =(Lambda function)]& X|& g L|C}. [O|HIE Z{E O|2| 2 7|(Event Pattern preview)]
HEZ|MM CHg 2 EE 201 E&LICH

"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"

ST ol =1 1.0 138


https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://console.aws.amazon.com/events/

AWS Certificate Manager ALZ%t 7H0|=

Lambda =411t Z+2 O|HIET} [MZ O|HIE E A|(Show sample event(s))] OF2H0l| ZE A& L|C}.

{
"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}
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"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",

"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"Alice"

.
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",

"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

21& M & A|(DeleteCertificate)

Ct2 CloudTrail 04 N|= DeleteCertificateAPI & ZADE o4& L|C}.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"

iy

"responsekElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

= (DescribeCertificate)

oL = AAEH

"Records": [

{

"eventVersion":"1.04",

}I

userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

"eventTime":"2016-03-18T0Q0:00:427",
"eventSource":"acm.amazonaws.com",
"eventName"'"DescribeCertificate",

"a
IIS
Ilu

wsRegion":"us-east-1",
ourceIPAddress":"192.0.2.0",
serAgent":"aws-cli/1.9.15",

DescribeCertificate® ] CloudTrail 2E20{&= X|&8t ACM 2IE Aol CHEF HE 7} E AL

LIC}. &£ AWS Command Line Interface, EE = DescribeCertificateAPIS
= ;Mof CHEH ME = =2 £ QaL|C}.
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

Q1B M LHE LHZ|(ExportCertificate)

CH2 CloudTrail (M= ExportCertificateAPl & A& 2 0{&LICtH

"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
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"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",
"requestParameters":{
"passphrase": {
"hb": [
42,
42,
42,
42,
42,
42,
42,
42,
42,
42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0
},
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements": {
"certificateChain":

"privateKey":"**********"’

"certificate":

X|HElE= APl A 7 1.0 145



AWS Certificate Manager

AR 7H0|E

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall"

CIBE M 7FX L 7|(ImportCertificate)

CtZ oAM= ACM ImportCertificateAPI 240l CHEF £ & 7|5 5t= CloudTrail 21

Cth.

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,

st
=]

=2 oL
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"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-
southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"
1,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

1B M Lt¥(ListCertificates)

CHS CloudTrail of|Xl|= ListCertificatesAPl £& ZA1tE Eo{&L|C}.

@ Note

ListCertificates® ¥ CloudTrail 20| ACM QIS M7} EA|IL|X| et&LICH £ AWS
Command Line Interface, == ListCertificatesAPIE AI235l0{ QIS 2EE £ £ Ql&LCH

IlI)

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

iy

"responsekElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Q1B Mol Ei 1 L}(ListTagsForCertificate)

CHS CloudTrail o M= ListTagsForCertificateAPI £& ZA1tE E0{&FLIC}

(@ Note

ListTagsForCertificate® ] CloudTrail 210 Ef27} EAIZIX| gt &LICH 2&

Ls 4
Command Line Interface, &£ = ListTagsForCertificateAPIE A& 3t0{ El1 S §2 =
L|Ct.

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice"

I
"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
.

"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

1E Mol M Ef 2 AM|7H(RemoveTagsFromCertificate)

CHS CloudTrail 6 Al= RemoveTagsFromCertificateAPl £& Z1tE Eo{FLICH

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T14:10:0172",

"eventSource":"

:""acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",
"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
ntagsn:[

{
"value":"Bob",
"key":"Admin"

iy
"responsekElements":null,

"requestID":"40ded461-fc0@1-11e5-a747-85804766d6c9",

"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"
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"Records": [

"eventVersion":"1.04",
"userIdentity":{

CH2 CloudTrail (IM|E RequestCertificateAPl & A1t S Eo0{&LIC}H
{

"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
iy

arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",

"userName" :"Alice"

"eventSource

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"eventTime":"2016-03-18T00:00:497",
"awsRegion":"us-east-1",

acm.amazonaws.com",
"eventName":"RequestCertificate",

"sourceIPAddress":"192.0.2.0",

1,

"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"example.net"

"subjectAlternativeNames": [

"domainName

{

example.com",
"domainValidationOptions":[

"domainName":"example.com",
"validationDomain

example.com"
"domainName" :"example.net",

"validationDomain
iF

:"example.net"
o

"idempotencyToken":"8186023d89681c3ad5"
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iy

"responseElements": {

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

AR 7H0|E

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,

A5 o|HY xH

N

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",

—t

o

(ResendValidationEmail)

CH= CloudTrail of|X|= ResendValidationEmailAPI & Z1E Eo{&L|C}.
"Records": [
{

4
"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
iy

arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"userName" :"Alice"

"eventSource

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"eventTime":"2016-03-17T23:58:257",
:""acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn

iy

"domain":"example.com",
":"arn:aws:acm:us-

"validationDomain":

"responsekElements":null,

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
":"example.com"

"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

C1E M AAH(GetCertificate)

Ct2 CloudTrail oA=& GetCertificateAPI £ & ZA0E Eo{&L|C}.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":{
"certificateChain":
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iy
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[

{

"sSLCertificateId":"arn:aws:acm:us-

east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

}I

"responseElements":{

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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EC YWHME AME3510 Amazon EC2 QIAHA S5

Amazon Elastic Compute Cloud(Amazon EC2) QIAEIAO|M & AIO|E &= OfEZE[AH0|ME Z2H|
Mdste 49 2= YWH MM Y QIATAE QIAISHOF B LICt O|= Elastic Load Balancing 2&
EE = AWS Command Line Interface® Sdl & & = U&LICH CHS o= AWS H™H 123456789012

9| O|& 2 LinuxTest 7t &l 2 W4 0] RegisterInstancesWithLoadBalancer CHEt 3 E£2 &£
o3& L|Ct.

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

}
},
"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:452",
"eventSource":"elasticloadbalancing.amazonaws.com",

"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances": [

{
"instanceId":"i-c67f4e78"

},
"responseElements":{
"instances":[
{
"instanceId":"i-c67f4e78"
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}

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Zztolsl 7| =3t
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"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"acm

.

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

S8 Mulaoi CHet API & 7 1.0 157



AWS Certificate Manager

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",

"userIdentity":{

"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",

"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:28Z2"

iy

"sessionIssuer":{

"type":"ROle"’
"principallId":"APKAEIBAERJR2EXAMPLE",
arn":"arn:aws:iam::111122223333:r0le/DecryptACMCertificate",

"accountId":"111122223333",
"userName":"DecryptACMCertificate"

+
"eventTime":"2016-01-01721:13:287",

"eventSource":"kms.amazonaws.com",
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext"'{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}

iy

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.
PrivateKey - The private key that matches the public key in the certificate.

*

*

*

*

*

*/

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

[}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

JEJEREL:

Ct2 of| Ao M= DescribeCertificate

packag

import
import
import
import

import
import
import
import
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€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager
certificatemanager
.certificatemanager

certificatemanager

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

DescribeCertificate
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

Ol BEO| M2 AT 2| ofxlolE ChE1t HIixet HE7F 2340l ZAIELICH

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status: ISSUED,

NotBefore: ThuOct@510@: 14: 32PDT2017,
NotAfter: SunOct0310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type: IMPORTED,

2IE M LIE LT
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ExportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ExportCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "zx");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
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FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

ExportCertificate H{7%1 1.0 170



AWS Certificate Manager

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate =

result.getCertificate();

System.out.println(certificate);

String certificate_chain =

result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

regions.Regions;

services.certificatemanager
.certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services
services.
services.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

GetCertificate
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*

CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
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result = client.getCertificate(req);

}

catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleeplnterval;

// Display the certificate information.
System.out.println(result);

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

CIEM 7K 7]
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

ImportCertificate 7% 1.0 173


https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html

AWS Certificate Manager

AR 7H0|E

import
import
import

import
import
import
import
import
import
import

import
import

import

/**

com.
com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.
services.

.certificatemanager.
services.certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model .ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

* service.

*

* Input parameters:
& Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
ks CertificateChain - The certificate chain, not including the end-entity
certificate.

ks PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials = null;

try

}

{

credentials

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ImportCertificate
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throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem", "x");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "t");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "xr");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
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buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();
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// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
& CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.
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*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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CertificateSummaryList: [{
CertificateArn:

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.examplel.com

}I
{

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.example2.com

iy
{

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.example3.com

]
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

services.certificatemanager.AWSCertificateManagerClientBuilder;

services.certificatemanager.AWSCertificateManager;
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import
import

import
import
import

import
import
import
import
import

public

pub

Windo

com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
wSs
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"

+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.

RenewCertificateResult result =

null;

client.renewCertificate(req);

catch(InvalidArnException ex)

catch (ResourceNotFoundException ex)

catch (ValidationException ex)

try {

result =
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the result.
System.out.println(result);
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

Hro AI8HE

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.AmazonClientException;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.certificatemanager.
services.

services

services.

services.
services.

certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

HoiE LIt

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;
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/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
result = client.listTagsForCertificate(req);
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catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);
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{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
import com.
import com.

import
import
import
import

import
import
import
import

import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

AmazonCl

ientException;

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AwWS
regions.

java.util.Arraylist;

Credentials;
Regions;

RemoveTagsFromCertificate
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
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ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);
tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

QIZ M 2
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
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import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

*

*

*

*

*

*

*

Manager service.

Input parameters:

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

*

*

*

*/

OQutput parameter:

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
Arraylist<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Aq25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

g+E MEste

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)
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{

throw ex;

// Display the result.
System.out.println(result.toString());
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
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https://linux.die.net/man/1/whois
https://docs.microsoft.com/en-us/sysinternals/downloads/whois
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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2IEM HHE ALE504 CNAME Bl Z =& AMEY = J&LICH AHME HE = DNS A58 & Xt

Ne.

« < Viewing1to3of 3certificates > »
Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example biz Issued Amazon |ssued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status
amzn3.example.biz Success
. Export DNS configuration to a file You can export all of the GNAME records to a file

Details

Type Amazon Issued Requested at 2018-03-22T22:38:52UTC

Inuse? No Issued at 2018-03-22T22:42:12UTC

Domain name amzn3.example.biz Not before 2018-03-22T00:00:00UTC

Number of additional names 0 Not after 2018-04-22T12:00:00UTC

Identifier 1faedec1-6db6-4d3d-967a-eec5e53ecd45 Public key info RSA 2048-bit
Serial number 0e:10:30:f3:1¢:b4:1e:b7:54:bb:f3:99:62:5b:7:fb Signature algorithm SHA256WITHRSA
ARN arn:aws:acm:us- |
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds
Validation state None
Tags
Edit
Name

& < Viewing1to3of 3certificates »
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https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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Amazon -
- amzn3.example.biz Issued No Ineligible
Issued
Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file
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https://console.aws.amazon.com/support
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Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity
Not Before

Not After :

: Jan 30 18:46:53 2018 GMT

Jan 31 19:46:53 2018 GMT

Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
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69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
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Cca
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4e:
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20:
26:
96:
b6:
77:
Ch:
32:
09:
f3:
15:
25:
6d:
bf:

ab6:
e9:
of:
:0a:
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

8a:
:26:
85:
dd:
Q7:
ab:
3f:
7c:
co:
44

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:
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6a

4b:
83:
42:
8e:
36:
fe:

:91

5a

Q4
41:
7f:

d7:
ff:
36:
96:
72:
:e9:
ac:
8d:
3e:
af:
8e:
22:

:0b:
d5:
6b:
co:
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22:
18:
65:
e2:
6f:
42:
c6:
16:
fo:

6a

60:
Se:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:
8a
f5:
33:
f6:
od:
:6d:
5b:
2a

e8:
54:
a3:
53:
dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
d6:
:f6:

08

Qa

f5:
cl:
Ob:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

od:
f3:

:de:
ec:
c8:
9f:
24
86:
c5:
73:
fo:
f3:
:7a
od:
be:
:8f:

9a

8c:
21:
ed:
:8d:
b4 :
42:

Ca

cb:
cO:
b4:

43

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

e’
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1a

78

a3:
94

CN=example.com
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172
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ac:
3e:
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27:
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76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM 215 A

H7%1 1.0 212



AWS Certificate Manager

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

X509v3 Authority Key Identifier:
keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:

URI:http://example.com/crl

Signature Algorithm: sha256WithRSAEncryption

69:
69:
8d:
76:
cb:
dl:
e9:

03:
60:
0.
3c:
6d:
b0:
3c:
17:d4:
94:27:
8a:6e:
03:e5:
44:8a:
a3:04:
8e:f3:
12:b9:

15:
a7’:
8f:
9d:
cd:
Te:
41:

fb:
4a
df:
d4:35:
do:e2:
ba:80:
2f:15:
80:41:15:
62:84:d8:
6a:9d:ad:
3a:90:8c:
cl:fb:9c:
al:dl:1c:
a7:a8:77:
35:d5

Qc:
33:
b5:

ACM FE CA

20|
[y .

ﬂ
Ok

ACMOAM & ZE

s ol

il

ag:
b
78:
az2:
2f:
99:
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75:
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26:
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26:
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c3:
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7b:
c9:
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41:
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29:
19:
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4d:
d4:
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08:
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11:
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33:
b5:
9c:
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f0:
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CN=Amazon Root CA 1,0=Amazon,C=US
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fc:36:
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Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

OIEM ETHAM 22 7 1.0 215


https://crt.sh/

AWS Certificate Manager AL 7Hol=

Domain Name System(DNS)

Domain Name System(DNS)2 QIE{0[Lt Z2tO|H! HIEI o HAAE HFE L 7(E 2o

of CHet HSA 24 HH A|ARIQILICH DNSE aws.amazon.comlt Z2 HAE THQl 0|EE
111.122.133.144 HEfO| =X IP(QIEY Z2EZ) FTAZ WHESHE Ol T2 AFSELICH sHx|2H 7
5t =HIQle| DNS CIO|E{HIO|A = CHE S0 0|8 E = U= B2 7|52 ER5tD UELICH ol E
E0{ AF8 K= CNAME 7|§2 AHS5tH ACMO| Q1B AME e M =HIQ! O|Fof Cidt A HO|Lt
Mof HetE UBE = U&LICH AHMIEF MH2 DNS HF MM

T HIQ! O|& & Domain Name System(DNS)0i| 2|3l IP A2 BHEHE = A= www. example com &
2 E EXELICh Qe g 2 E5te AFEH UERTo= HAE O|EECHE IP FATHAE
ELICH ZHQl o|§2 Ot ER FEE|l= 78 tlo|EE +HELICH

TLD

QEZ ZTof U= 20|22 TLD(X| 4% =)t guct Let™Rl o2& . com, .net & .edu?t

AELICH £ UE I7to| SEE TLD= 37t 0|§ 2] o= ‘3“7F FEtnE UL EEH A

20| AR .uk, BHAlote] B .ru, J2|n ZEAO| AR0E . frLCh 27 AEE A8 E B

<? £35| SEE A 82 A5 7| 218 TLDO| CHEF 2R} —1‘——’.-_‘— A& &7t FIHELCE o E 2™
co.uk TLDE ¥=2| 48 7|YS LtEtL|C

IE2 242 THQIS Z&5tD SEFLICH 37t 2 EE Z&ste ZHQl 0|§el 39
UE B2, SEE /Aol 2 AlYHsts =S 0|22 Z&ELICH apex ZH| Q!
12 Z&etR| A& LICHCHS Ea 2 X). www. example. comOi| X apex =MHQ19| 0|&
2 example .comL|CE www.example.co.uk0llX apex THIQIO| O|& 2 example.co.ukILIC}
apex CHAIO|| Xt AF2 E|l= 1 89| O|& 2 2 &= base, root, root apex EE£ zone apex7t U&LICH.

5t =€l

59 ZHQl O|F 2 apex ZHIQ! 0|8 ol 2O DIAUEZR M2 7ol TEELICH 7HE Yutsioz

MEElE 5t EHR! O|&2 wwwX|TH OFF O|SO|Lt AFE 4= U&LICEH 32 =H Q! O|§ 0 x 0
B &8 XHE £ Y&LICH ol E™, jake.dog.animals.example.comOlM 52| THIQI2

jake, dog & animals =ACHE X|HE0] U &LICH.

FHEH

Domain Name System(DNS) HZ 1.0 216



AWS Certificate Manager AL 7Hol=

otel THelo] Het =il
FQDN

FQDN(EstEl ZHIQ! 0|§)2 WERZ &= Qo ¢1ZE HFE, & AIO|E E£&= J[Ef 2lAA
0f| CHEr 2t 8t DNS O|& ILICE o & £01 aws.amazon.com Amazon Web Services2| FQDN
ILICH. FQDNO|&= =& @ =H @It R|e] 2E T HRlo| Z&ELICH 0& &M [subdomaing].
[subdomain,]...[subdomain,].[apex domain].[top-level domain]2 FQDN2| &t &
AlZ LIEFHLCE

PQDN

HstElx| of2 =HQl O|§2 PQDN(R &2 MretEl =M@l o|§)olzt: stH 23 & LCt
[subdomain;.subdomain,.] &2 O|&E2 FE THQIE Q& = gieoa 2 PQDNRILICEH

==
o T

CHQ ol§2 M8 + U= HEF2 THQl 0|& SSAZREH fides &

2 INCIEHAF A 227
=

CIO|E{HIO|AE ErE|ELICH EHIQl ol e 4 Ao HEE Y TLD &
E 7oz MEELICH S8 7|2 THQ o|E2 Y5t TLD H|O|E{H|O|AE HHIOIE §tH &
HE WHOISO| HAIELICH dEtX o= M@l 0|§ 2 FoisHoF & LiCt

23t Olo|Eo] 7|2HE MSsts Z2MAQULICH &3 sHS2 Z2MAE Yoz +sH0q
& HIO|EE ST ELICH 2538 2|X| ot 2 CIo|IEHE HMAEQIX| oF et & tgio] Mo = it
BIAERID ELICH ¢ E g

EQIx|
[Eje Yptsoz ofs slaEatD
(o]

HEH (S8 SlT FE RS el Yt HIAE R CHA| B8 (23 SiS) 5t step-by-step MiHE HO|
gLICH 7= €55 £ &5 S Z2MA Sof o2& AFSELICE 7= Zeto|9 0] 7Lt I
£2/ = &Lt

M+tstEl =H2! O] & (FQDN)

AEe A A A= HE 10217



AWS Certificate Manager AL 7Hol=

Hg2| 7| elzza

Mgz 7| elzg SME dd, ¥, Hel, HiZ, A8, MY & F4A5tE O ZHRE 5t
E9lo], AZELQ|0], AR HH, EM L HRIE FHELICH PKIE S8l AFEH UHEXIHM HEE
&1 oS HMEE = A&t

CA(QIE 71 UihsioR HerstH Kol 4-91-5t9] B0 Rl of2f CHE CAZH ZEHE HE 7
& Lol ERHELICH 5t9l = E4 CAE 49| CAOIM QIEElo] 9IEM Alole Mgttt As 7
%9| 2|4 9l0] Y= CAE FE o QIS ME RE QIS Metn FLICH o] ABEME Yt

Moz AHF MBELCH

Secure Sockets Layer(SSL)

Secure Sockets Layer(SSL)2} TLS(""-"‘- HAE Eohe AFE UERF0M S4l Eot2 MBste &
S Z2EZQILICE TLSE SSLe &5 Z2EZQLICH F ZEEZE 2 F X509 QIEME AFESt0
MHE QIS LICH Ol F 7IX| Z2EEZE2 25 ZEI0|MELQ MHeEt= 5 74A| Zhol ME E|= (o]
E ds3stete ol ArS k= CHE 7|18 2cto|AELF M Zhof Z 4 & LICH.

]
E

H Ok HTTPS

HTTPSE Z2E F2 EetXet HHM X|HEl=E &
HUICH 2E HTTP 2810 SEH2 HEXZE S 7.‘_-5'5-5_|7| o %§_§P5'L—|Ef HTTPS._ HTTP I
EEZE ofE, HIcHE R X.509 Q1B M 7|8t 253 7

A% 474(0SIl) 22 oM HTTP o Z 2710|411 H|S ozl & TCP & AS 2ol g Eif ‘='°._r 71%%
Atelstod Xt gL EOF HE 2 Secure Sockets Layer(SSL) Z2E 2 == TLS(T1S HS Eoh =
EEZS MSELICL

SSL MH 215 M

HTTPS EZHMMO| M= MHE 2IE5t7| e M QIS M7F HREfL|CH M QIS ME 15 M| I
E2| 7|8 Q& Mol ot T2t HHRIZSt= X.509 v3 H|O|E] AR QILICE SSL/TLS & ME 215 7|
Z(CA)UM MBEZIH M OIF, RE 7I7h HER 7], AT 212|E S ZEFLICH

|:o|

HE2! 7| oIz gt 7% 1.0 218



AWS Certificate Manager

CHE 7| & 53t

CHE 7| 23t SYUE 7I1€ AEstod CIX|E HIOIHE ¢
st 7| MME HESA L.

Sz

H HEt X7 ¥ ALOIEQ
OF ghLct. shx|ar =
oz erp{%l A|_|§|

O|E YAt

=i
|%EI- # AA:I L—ll-—-l'

m'I mol-

AZstedH Het X7 ¥ AIO|E S
OJEA-IE A EZl A0 QIS MTF AMEZ[FFLICE.
MO|EQ| Xt BHE E*O.Jﬁh_ A-I”='E| CIXIE 2l %A-I% % At

.|

o S2eRE IR HYE B

ol IBME

=
EAE |P~'§-¢|0F0|—="— “A|°*L—|EP

H7%1 1.0 219



AWS Certificate Manager

AR 7H0|E

BM 75

20182 A& 2 2 Chg E 0 M= AWS Certificate Manager2| EA1 &

HE AFE
WHOIS O|H| ©15 x| SE
0|~

ECDSA X|&0| £7IE

M O|HIE CloudWatch

A4
=o

2024 6EEHE AlEt L=
WHOIS O|HIY 215 x| S
of CHer M2 & F It &LICEH

ACM RIEME 2F& [
A7 7|ofl Chet XI20| F 75
QiU XIMEE 57 B8

2 https://docs.aws.amazon.co

m/acm/latest/userguide/acm-

conditions.html#acm-con

2(8) & =xst

ditions-supported
MNe.

HEEZACMQRUBMHE 2F

g [ ECDSA(Elliptic Curve
Digital Signature Algorithm)

off CHEt X[ E F7HH&LICH
XHEl= 7| dnEE S82
https://docs.aws.amazon.com/

acm/latest/userguide/acm-certi

ficate.html#algorithms MM &
xl- = o|'k|| Q.

ACM CIE M BFE, ACM @l
5 AZ 7Hs L ACM @
SM AL EY Ze o|HE
E FIIR&LIC X|HElE
CloudWatch O|HIE SE2 &

£ =5l & A|2https://docs.aws.

amazon.com/acm/latest/us

2|A 7|20 cHs dHEEL|Ct.

=

20244 28 54

20231 8 24

20224 11 8

2022'4 10 27

% 1.0 220


https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html

AWS Certificate Manager

AR 7H0|E

JtMHR7|1E fIg 7l g e

1y

S8 eolols

CloudWatch X| & 2 O|HE

X2 F7t

erguide/cloudwatch-events.
html.

O|XMl ACM2 2 7IX{2 215
Mol= RSA & Bt 4 &
12|&0| F7E L& E 7|
7t g &= A&Lct. A x|
HElE 7 YIEE S5

https://docs.aws.amazon.com/

acm/latest/userguide/import-ce

rtificate-prerequisites.htm| A1l A4

= HEStAL.

ZHdBEME
&Lk
0|tH #4ZF0i= CloudWatch
X|E, CloudWatch O|HIE/

2! EventBridge 7} Z&ElL|
C}. CloudTrail REA|SH M
https://docs.aws.amazon.com/

acm/latest/userguide/monitorin
g-and-logging.html MM & &
Z5HMIR.

DaysToExpiry X|& %! O|H
EQ} K| API7} FILEIQE
LICt XEAIEH LAZ 2 hitps:/
docs.aws.amazon.com/acm/

latest/userguide/cloudwatc
h-metrics.html 2! https:/
docs.aws.amazon.com/acm/

latest/userguide/cloudwatch-
events.html MM Z FZ5tA|
(@]

L.

20214 7€ 14

20214 3& 23

20214 38 3

& 1.0 221


https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html

AWS Certificate Manager AL 7Hol=

AE 2k X

e

=7t AWS Private CA2| Z 204! 2020'H 8 17
CAE AtE35t7| et mRl A
H X0l F7t|R&LICH &t
M8t M2 https://docs.aws.
amazon.com/acm/latest/us

erguide/ca-access.html Al/MS

SEXS RN

2™ x| F7t AWS S (HIO|E & 'FAf) 20204 3¢ 4
2|od| CHEt 2|™ |30l =
7tEIRIELICE X|HE= 2
™ S5 https://docs.aws.

amazon.com/general/latest/gr/

rande.html#acm-pca_region Et

He FXAMR.

AU RAIEZ HLAE FIt O|M mZ42 ACM 2|8 A4l 2019 33 14

Y
I

[0 [m M
ok

>
@)
<

z
m
> T
Im
i
]

ORI QIBMEBH 2L 7|2 ACM HEZ| ABME QIS 20181 248 42

=) EHE 200 7Moo 2 Al
AlsteE 7150l FIHEI}& L
C}.
AWS Private CA A&5t7| AR AR CIRE 21E 2018'H 4& 4L

Mug X SHX|E |et 2ot
HE| QEEZIE S/ = U

£ 5 ACM Private Certificate
Manager(CM)Zt AWS Certifica
te Manager?| &% 7|50 &
SBEIR&LICH KFAEH LHE

£ AWS Private Certificate
AuthorityE & Z5tA|L.

& 1.0 222


https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/acm/latest/userguide/manual-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/manual-renewal.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaWelcome.html

AWS Certificate Manager AL 7Hol=

ol

—

MEBEZ2Z 2 AtElol RIBMH FHE =2 20184 3E 27

2 FHi&LL

0l

Ct E0|ME= 201814 0|0l AWS Certificate Manager2| MM & 2|A 7|50 CHsH A EL|C.

HE AL MY 2Z|A

ME2 & DNS A& 76tz DNS 20174 11 21
=k

MZ2 & API AFE(Java OfIM)oll Ml22 2017 A 10 12¢
Java ZE NE F7I=&L
Ct.

MZ2 LHE (MEH A8 CAA TIIZE 7 20174 9&d 21

of CAA Bl Eof CHEt HE
£ FII&LIct

MZ2 U8 10 =H|Qloj CHEt HEE BEA 20170 78 7
oH?=jO‘|| lejl'AAEL—IEI'.

ME2 LI QIZ A CHA| 7}Kd2 70| CH 20174 7€ 74
B MEE QIS M CHA| 7HK 2
7|0 F7tF&LIC

MEZ2 L& EM oYof chet HEE 2 2017HA 7 7Y
t.':.* Ated 2 2 siZdoll FIHE
&LIC}

MZ2 L Cl2nt S&HE AMH|A AWS 20174 5 27

Certificate Manager®| AWS
CloudFormation7t E7HEZ|&

LICH.
AClolE RHMEE HEE S0l F7F 2017 58 27
A& LI

7% 1.0 223



AWS Certificate Manager

HZ A

0%

ME2 LIS

HoolE

M0 E

AUHIo|E

AUHo|E

ME2 L8

Aolo|E

ME LHE

Ad404
=o

AWS Certificate Manager
9| Identity and Access
Managementd| CHEt A E
7tA&LICt

2l

H5 oY B3 IR

|
&LICH oMY HE MM

ZotM2.

lox | =
x

%

jo

o
=

m
=s

19 2 ox
08 HL
FO > mu W

I iz

0z M 1ok
oI N 1o my
Qo 3% o

o Oy rr >

™
9.'—'
=

r
d
F

Elastic Load Balancing AFH& 0|
CHa MEM7t YOOI EEIRIE
LICt.

AWS Elastic Beanstalk %!
Amazon API| Gateway®{| CH
gt X|#o| FILE[RA&LICE
Ct2ot S& = MH[A AWS
Certificate Manager A& &

Z5HMIL.

ZelE dlol chet EME
|IEi& LIt

2e|lA I

2017 42 28

20174 218 44

2017448 6

2017 3 28

20174 38 21

20174 3¢ 21

20174 202 2

2016'A 102 13¢

7% 1.0 224



AWS Certificate Manager

AR 7H0|E

G Al

oot

ME2 LIS

M eFLH A

A4
=o

ACM =fdof CHer AWS
CloudTrail X| 40| F7IE|
R&Lct 23 3H AL
CloudTrail AWS Certificate

Manager EHHE & X5HM L.

0| &l2|A & AWS Certificate
Manager2 T Z&LICt

EE BN

2016 3& 25

2016\ 18 21

% 1.0 225



AWS Certificate Manager AL 7Hol=

(o)

7|Al #HAL 2 XS Els HAULICH MBS E HAL HE Ho{o| Lig0| 4&ste BRols Fol HH

H{Z 1.0 coxxvi



	AWS Certificate Manager
	Table of Contents
	무엇입니까 AWS Certificate Manager?
	ACM은 나에게 적합한 서비스입니까?
	ACM 인증서 특성
	지원되는 리전
	다음과 통합된 서비스 AWS Certificate Manager
	사이트 씰 또는 보안 인증 로고
	할당량
	일반 할당량
	API 비율 할당량

	AWS Certificate Manager요금

	보안 내부 AWS Certificate Manager
	데이터 보호: AWS Certificate Manager
	인증서 프라이빗 키 보안

	AWS Certificate Manager의 Identity and Access Management
	대상
	ID를 통한 인증
	AWS 계정 루트 사용자
	연동 자격 증명
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	보안 인증 기반 정책
	리소스 기반 정책
	액세스 제어 목록(ACL)
	기타 정책 유형
	여러 정책 유형

	AWS Certificate Manager에서 IAM을 사용하는 방식
	ACM에 대한 자격 증명 기반 정책
	ACM에 대한 자격 증명 기반 정책 예제

	ACM 내 리소스 기반 정책
	ACM 정책 작업
	ACM 정책 리소스
	ACM 정책 조건 키
	ACM의 ACL
	ABAC을 통한 ACM
	ACM에서 임시 자격 증명 사용
	ACM의 서비스 간 보안 주체 권한
	ACM에 대한 서비스 역할
	ACM에 대한 서비스 연결 역할

	AWS Certificate Manager에 대한 자격 증명 기반 정책 예제
	정책 모범 사례
	ACM 콘솔 사용
	사용자가 자신이 권한을 볼 수 있도록 허용
	인증서 나열
	인증서 검색
	인증서 가져오기
	인증서 삭제

	ACM API 권한: 작업 및 리소스 참조
	AWS Certificate Manager의 AWS 관리형 정책
	AWSCertificateManagerReadOnly
	AWSCertificateManagerFullAccess
	AWS 관리형 정책으로 ACM 업데이트

	ACM을 통한 조건 키 사용
	ACM에 지원되는 조건
	예 1: 검증 방법 제한
	예 2: 와일드카드 도메인 방지
	예 3: 인증서 도메인 제한
	예 4: 키 알고리즘 제한
	예 5: 인증 기관 제한

	ACM에 서비스 연결 역할(SLR) 사용
	ACM에 대한 SLR 권한
	ACM에 대한 SLR 생성
	ACM에 대한 SLR 편집
	ACM에 대한 SLR 삭제
	ACM SLR이 지원되는 리전

	AWS Certificate Manager 자격 증명 및 액세스 문제 해결
	ACM에서 작업을 수행할 권한이 없음
	ACM에서 인증서를 요청할 권한이 없음
	iam:PassRole을 수행하도록 인증되지 않음
	내 AWS 계정 외부의 사람이 내 ACM 리소스에 액세스할 수 있게 허용하기를 원합니다


	탄력성: AWS Certificate Manager
	AWS Certificate Manager에서 인프라 보안
	ACM에 프로그래밍 가능 액세스 권한 부여

	모범 사례
	AWS CloudFormation
	인증서 고정
	도메인 검증
	도메인 이름 추가 또는 삭제
	인증서 투명성 로깅 옵트아웃
	전원을 켜세요. AWS CloudTrail


	설정
	AWS 계정에 등록
	관리 사용자 생성
	도메인 이름 등록
	(선택 사항) 도메인에 대한 이메일 구성
	WHOIS 데이터베이스
	MX 레코드

	(선택 사항) CAA 레코드 구성

	인증서 발급 및 관리
	퍼블릭 인증서 요청
	콘솔을 사용하여 퍼블릭 인증서 요청
	CLI를 사용하여 퍼블릭 인증서 요청

	프라이빗 PKI 인증서 요청
	프라이빗 CA에 대한 액세스 구성
	ACM 콘솔을 사용하여 프라이빗 PKI 인증서 요청
	CLI를 사용하여 프라이빗 PKI 인증서 요청

	도메인 소유권 확인
	DNS 검증
	ACM에 대한 CNAME 레코드의 작동 방식
	DNS 검증 설정

	이메일 검증
	인증서 만료 및 갱신
	(선택 사항) 검증 메일 재전송


	ACM에서 관리되는 인증서 나열
	ACM 인증서 설명
	ACM에서 관리되는 인증서 삭제
	ACM 인증서 설치

	ACM 인증서의 관리형 갱신
	공개적으로 신뢰할 수 있는 인증서 갱신
	DNS로 검증된 도메인의 갱신
	이메일로 검증된 도메인의 갱신
	도메인 검증 이메일 메시지 요청


	프라이빗 PKI에서 인증서 갱신
	갱신된 인증서 내보내기 자동화
	프라이빗 PKI 인증서의 관리형 갱신 테스트

	인증서의 갱신 상태 확인
	상태 확인 (콘솔)
	상태 확인 (API)
	상태 확인 (CLI)
	Personal Health Dashboard(PHD)를 사용하여 상태 확인


	이메일 검증 자동화
	검증 이메일 템플릿
	새 인증서 생성
	갱신을 위한 인증서 검증

	검증 워크플로

	로 인증서 가져오기 AWS Certificate Manager
	인증서를 가져오기 위한 사전 조건
	가져올 인증서 및 키 형식
	인증서 가져오기
	가져오기(콘솔)
	가져오기(AWS CLI)

	인증서 다시 가져오기
	다시 가져오기(콘솔)
	다시 가져오기(AWS CLI)


	프라이빗 인증서 내보내기
	프라이빗 인증서 내보내기(콘솔)
	프라이빗 인증서 내보내기(CLI)

	AWS Certificate Manager 인증서 태그 지정
	태그 제한
	태그 관리
	태그 관리(콘솔)
	태그 추가
	태그 삭제
	태그 편집
	열에 태그 표시

	태그 관리(API)
	태그 관리(ACM API)


	모니터링 및 로깅 AWS Certificate Manager
	아마존 사용 EventBridge
	아마존의 ACM EventBridge 지원
	ACM 인증서 만료 임박 이벤트
	ACM 인증서 만료 이벤트
	ACM 인증서 사용 가능 이벤트
	ACM 인증서 갱신 작업 필요 이벤트
	AWS 건강 이벤트

	EventBridge ACM에서 Amazon을 사용하여 작업을 트리거하기
	Amazon SNS를 사용하여 이벤트에 응답
	Lambda 함수를 사용하여 이벤트에 응답


	다음과 함께 사용 CloudTrail AWS Certificate Manager
	로깅에서 CloudTrail 지원되는 ACM API 작업
	인증서에 태그 추가(AddTagsToCertificate)
	인증서 삭제(DeleteCertificate)
	인증서 설명(DescribeCertificate)
	인증서 내보내기(ExportCertificate)
	인증서 가져오기(ImportCertificate)
	인증서 나열(ListCertificates)
	인증서의 태그 나열(ListTagsForCertificate)
	인증서에서 태그 제거(RemoveTagsFromCertificate)
	인증서 요청(RequestCertificate)
	검증 이메일 재전송(ResendValidationEmail)
	인증서 검색(GetCertificate)

	통합 서비스에 대한 API 호출 로깅
	로드 밸런서 생성
	로드 밸런서 만들기
	로드 밸런서를 사용하여 Amazon EC2 인스턴스 등록
	프라이빗 키 암호화
	프라이빗 키 해독



	지원되는 지표 CloudWatch

	API 사용(Java 예제)
	인증서에 태그 추가
	인증서 삭제
	인증서 설명
	인증서 내보내기
	인증서 및 인증서 체인 검색
	인증서 가져오기
	인증서 나열
	인증서 갱신
	인증서 태그 나열
	인증서에서 태그 제거
	인증서 요청
	검증 이메일 재전송

	문제 해결
	인증서 요청 문제 해결
	인증서 요청 시간 초과
	인증서 요청 실패
	오류 메시지: 가용 연락처 없음
	오류 메시지: 추가 검증 필요
	오류 메시지: 잘못된 퍼블릭 도메인
	오류 메시지: 기타


	인증서 검증 문제 해결
	DNS 검증 문제 해결
	DNS 공급자가 금지하는 밑줄
	DNS 공급자가 추가한 기본 후행 기간
	DNS 검증이 GoDaddy 실패했습니다.
	ACM 콘솔에서 ‘Route 53에 레코드 생성’ 버튼이 나타나지 않음
	프라이빗(신뢰할 수 없는) 도메인에서 Route 53 검증 실패
	검증은 성공했지만 발급 또는 갱신은 실패했습니다.
	VPN에서 DNS 서버 검증 실패

	이메일 검증 문제 해결
	검증 이메일이 수신되지 않음
	하위 도메인에 전송된 이메일
	숨겨져 있는 연락처 정보
	인증서 갱신
	WHOIS 제한
	이메일 검증을 위한 영구적인 초기 타임스탬프
	.IO 최상위 도메인 문제 해결
	DNS 검증으로 전환할 수 없음


	관리형 인증서 갱신 문제 해결
	자동 도메인 검증 준비
	관리형 인증서 갱신 실패 처리
	이메일 검증 인증서에 대한 관리형 인증서 갱신
	DNS 검증 인증서에 대한 관리형 인증서 갱신
	갱신 타이밍 이해


	기타 문제 해결
	인증 기관 권한 부여(CAA) 문제
	인증서 가져오기 문제
	인증서 고정 문제
	API Gateway 문제
	작동 중인 인증서가 예기치 않게 실패할 경우 해결 방법
	ACM 서비스 연결 역할(SLR) 문제

	예외 처리
	프라이빗 인증서 예외 처리


	개념
	ACM 인증서
	ACM 루트 CA
	Apex 도메인
	비대칭 키 암호화 기법
	인증 기관
	인증서 투명성 로깅
	Domain Name System(DNS)
	도메인 이름
	암호화 및 암호 해독
	정규화된 도메인 이름(FQDN)
	퍼블릭 키 인프라
	루트 인증서
	Secure Sockets Layer(SSL)
	보안 HTTPS
	SSL 서버 인증서
	대칭 키 암호화
	전송 계층 보안(TLS)
	신뢰

	문서 기록
	

