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2. RE3E AWS.Tools 7 |X|E MERI|stedH Ot BB S ALt

PS > Install-Module -Name AWS.Tools.Installer

Untrusted repository

You are installing the modules from an untrusted repository

. If you trust this
repository,

change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IINII): y

MEAE"MEE = gig"oletes 2B ¢2 R0z “il—E
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T
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PS > Install-Module -Name AWS.Tools.Installer -Force

3. O|A| Install-AwSToolsModule cmdlet2 AF23510{ AL 5tEd= ZF AWS MH|AO| CHE 2R E

£ Mx|g 4 Ql&LICH oE S04 Ct2 W23 Amazon EC2 2! Amazon S3 2 E2 M x|gHL|Ct.
Ol HH2 X|HE REO| ZSst= O LSt RE B4 DET MRIFLICE 6§ S04 3 Hm

AWS.Tools MH|A 2ES MX|5MH AWS.Tools.CommonT AX|ELICE Ol ZES ZE AWS
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PS > Install-AWSToolsModule AWS.Tools.EC2,AWS.Tools.S3 -CleanUp
Confirm

Are you sure you want to perform this action?

Performing the operation "Install-AWSToolsModule" on target "AWS Tools version
4.0.0.0".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

AWS.Tools Mx%
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Installing module AWS.Tools.Common version 4.0.0.0
Installing module AWS.Tools.EC2 version 4.0.0.0
Installing module AWS.Tools.Glacier version 4.0.0.0
Installing module AWS.Tools.S3 version 4.0.0.0

Uninstalling AWS.Tools version 3.3.618.0

Uninstalling module AWS.Tools.Glacier

Uninstalling module AWS.Tools.S3

Uninstalling module AWS.Tools.SimpleNotificationService
Uninstalling module AWS.Tools.SQS

Uninstalling module AWS.Tools.Common

(@ Note

O Install-AwSToolsModule cmdlet2 O|& 0| PSRepository@! PSGallery(https:/
www.powershellgallery.com/)HlM LEE BE Z&E CIREEStD AMEE = e
AAR ZEFELICH Get-PSRepository -Name PSGallery B E AFE3l09 O
PSRepositoryOil CHal AtA|S| 2ot= = U&LICH.

Ol HHS ASstMH 72X o 2 SUSERPROFILE%S\Documents\WindowsPowerShell
\Modules EH0| 2 & 0| Ax|[ELICt HAFEL| ZE AWS Tools for PowerShell A& &}
o2 E Mx|5ted{H B EIXRI2 AIE S PowerShell M40 A CHS W3S AHaHofF L
Ct O E E0{CIS BH2 IAM ZES ZE ASAI7F HMAE = = %ProgramFiles%
\WindowsPowerShell\Modules EC{0f Ax|&L|C}

PS > Install-AWSToolsModule AWS.Tools.IdentityManagement -Scope AllUsers

CHE D5 AxI5HEH PowerShell Z2210] Qi ZHE HEE 28 OIS S0 KA
HS NS

M x| AWSPowerShell. NetCore €T 2 0{| A

& LICH AWSPowerShell. NetCor Windows PowerShell & 3~5.1 EE= PowerShell
_ Ol HAg A= HFEE 0| Mx|5tM L. PowerShell CoreE A x|st= ghedod CHEt Rt
H%% Microsoft PowerShell & AlO|E Q| C} 8 T M x|E &I E S AA|2. PowerShell

AMx|gt 4 & L|CH AWSPowerShell. NetCore 5 7HX| e & §tLIE

A x| AWSPowerShell. NetCore 8
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https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
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Ct.

M x| 5t248 AWSPowerShell NetCore A %| 2 & PowerShell cmdlet2 Al235+04 ZHE{2[0l A

A x|5te4™H. AWSPowerShell NetCore PowerShell Z24 2|0l ZAFE{= PowerShell 5.0 O|Ar2 Al
5t 7L} PowerShell 3 O|AH2 PowerShellGetAlgsHoF FL|Ct. Cl2 24232 AlSHsHL|C}.

PS > Install-Module -name AWSPowerShell.NetCore

#2|XF PowerShell Heto 2 AdlslE 22 0|8 HY2 AFE L ZE ALEXHE AWS Tools for
PowerShell ¥al] Ax|=lL|C}. 22|k HE Q10| EZE PowerShell AFR AR Aldlst= 722 34X AWS

N
Tools for PowerShell A& XHoi| A B S st Hdo| M x| E/L|Ct

SHE ALEXtol|H 2t E|xt HEto| A= B T ALE R0 CHaf AR D X[Sted™H CHE 2 20| -Scope
CurrentUser OH7i #H MIEE AtEsto] BHFE AT LICH

PS > Install-Module -name AWSPowerShell.NetCore -Scope CurrentUser

2 =& PowerShell
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E HA|Mo=z 2= siof &Lt AWSPowerShell NetCore CH2 2232 Al3H5104 PowerShell AllA0f|
F0| 22 =FLICH

PS > Import-Module AWSPowerShell.NetCore

£ ZE = 35l248 AWSPowerShell. NetCore 2 E & PowerShell M|Mo|| RS2 2 FI7}5HAM|2.
PowerShell ZZ2 Zloj| T P F7I5HM L. PowerShell Z2 T TE|of| CHE AFM|EH LIS
PowerShell dEAMO| Z2 L HEE FXIMAIL.

AWSPowerShell Windows01 44%| PowerShell

CHS 5 7HX| g4 AWS Tools for Windows PowerShell & stLEE M &g &= Q)& LTt

- AWSPowerShell.zipHlM 2 &8 CIREEStT 2 CIEER &
PSModulePath &4 0| 22 EA|SI0{ Z& CHEZIE &
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https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWSPowerShell.NetCore.zip
https://www.powershellgallery.com/packages/PowerShellGet
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_profiles
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A2 Algl Z0|HLt 3 O]AF {Zof x|t B PowerShell ZZHZ|0IAM € Mx|E

PowerShell 5.0 0|4 Al &
PowerShellGets /& LICH. AWSPowerShell PowerShell CH2 BH22 AldH5104 Microsoft PowerShell

Aeielol M dxlst o A&LICH.

| 0| E& AWSPowerShell = A&

PS > Install-Module -Name AWSPowerShell

AWSPowerShell PowerShell M|Moj| XIS 2 2E35+24H 0| import-module cmdletg =
ZZloj| F7I5t A AIL. PowerShell Z 2 Z! TElof| CHEF XEAM[EF LI 2 B AQ| PowerShell Z2 Z! &
2 E HZE5HAAIL. PowerShell
(® Note
e 7= ZEH 7|gk ofobE Al o|O|X| (AMI) off 7|22 2 PowerShell A x|
=/ |c}

AWS Tools for PowerShell 2E€ 2ECE5tc{H AT ZE Al g A4518H0F € L|C}t. PowerShell A3
ZE Mg #43}52M Set-ExecutionPolicy cmdletS A& 3o Remote51gned Hig 8y
2 Microsoft Technet &l AFO|E O] ARl A ATHE HZTFHAAIL.

2fLICH REAMIEE LIS

® Note
O|= WindowsE A&#SE AFET MEBL|= @F AFEQLICH CHE 29 ®Aofl=
ExecutionPolicy 2ot A|eto| gi&LiCt

AT RIE AHE g3 5™
A+ Hero| Rl AF8 A2 2 Qls6HK]

1. A HH g A™Ste{™ el HEto| HErLIcH 22|
of2 B2 BEIXIE PowerShell MM E 048 A|2. AlZHE MEASH CHZ All Programs(Z& &
EO)E MENFLICH [EZ =203 2 MBS CFE [Windows] & MEHENLICH PowerShell.
10



https://www.powershellgallery.com/packages/PowerShellGet
https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_profiles?view=powershell-6
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_profiles?view=powershell-6
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies
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PowerShellWindowsE OA 2@

i
I
]
0
u
M
9'T_-

T HHAE BiRolM BEIX oz Mg

o

MEShL|CH
2. BP ZEZENAMCOSS L3ELct

PS > Set-ExecutionPolicy RemoteSigned

(@ Note
4H|E AlAEI0|ME 32H|E HT 2] PowerShell Windows PowerShell (x86) oil CH3H O] =4
=2 s3sfob Brich.

A% S U MYl e B ZREN 22 ASREE AYse{D B Mot O+ 2
7} PowerShell E A|ELICH

File C:\Users\username\Documents\WindowsPowerShell\Microsoft.PowerShell_profile.psl
cannot be loaded because the execution

of scripts is disabled on this system. Please see "get-help about_signing" for more
details.

At line:1 char:2

+ . <<<< 'C:\Users\username\Documents\WindowsPowerShell
\Microsoft.PowerShell_profile.psl'

+ CategoryInfo : NotSpecified: (:) [], PSSecurityException
+ FullyQualifiedErrorId : RuntimeException

Windows& LT PowerShell x| T2 12 AWSPowerShell 2 E0| Z &= C|AEZ| Q| Q%|E
ModulePath Z& st & PSE XIs52o =2 YO|0|EEFL|CY.

ofl= AWS 2 E0| C|HE 2| ¥ %|7} PSModulePath Z&E|22 Get-Module -ListAvailable
cmdletol = 2 E 0| EA|EILICE

PS > Get-Module -ListAvailable

ModuleType Name ExportedCommands
Manifest AppLocker {3}
Manifest BitsTransfer {3}
Manifest PSDiagnostics {3}
Manifest TroubleshootingPack {3}

AJRE MY

Lok

EE


http://msdn.microsoft.com/en-us/library/windows/desktop/dd878326.aspx
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Manifest AWSPowerShell {Update-EBApplicationVersion, Set-DPStatus,
Remove-IAMGroupPol...

HA 22|

AWS Al AWS MHI|A B! 7|58 R|2d5t7] 2151 AWS Tools for PowerShell H7 Mo 2 M HAE ZlE|
AstLCH Mx|8t 70| HAE & QI5tEd™ Get- AWSPowerShellVersion cmdlet2 ASSHA AL,

PS > Get-AWSPowerShellVersion

Tools for PowerShell
Version 4.1.11.0
Copyright 2012-2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Amazon Web Services SDK for .NET
Core Runtime Version 3.7.0.12
Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Release notes: https://github.com/aws/aws-tools-for-powershell/blob/master/CHANGELOG.md
This software includes third party software subject to the following copyrights:

- Logging from log4net, Apache License
[http://logging.apache.org/log4net/license.html]

E 8t Get- AWSPowerShellVersion @230 -ListServiceVersionInfo O§7l B4£E F=7}5104 $4X|
HAO| EF0M X|HEl= AWS MHIA SEE £ £ UE&LICH 2ESHE AWS.Tools. * SME ALE
St 42 X 72 ZE B EAIELICH

PS > Get-AWSPowerShellVersion -ListServiceVersionInfo

Service Noun Prefix Module Name SDK
Assembly

Version

Alexa For Business ALXB AWS.Tools.AlexaForBusiness
3.7.0.11

Amplify Backend AMPB AWS .Tools.AmplifyBackend
3.7.0.11

H 2a| 12


https://docs.aws.amazon.com/powershell/latest/reference/items/Get-AWSPowerShellVersion.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-AWSPowerShellVersion.html
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Amazon API Gateway AG AWS .Tools.APIGateway
3.7.0.11
Amazon API Gateway Management API AGM AWS .Tools.ApiGatewayManagementApi
3.7.0.11
Amazon API Gateway V2 AG2 AWS .Tools.ApiGatewayV2
3.7.0.11
Amazon Appflow AF AWS .Tools.Appflow
3.7.1.4
Amazon Route 53 R53 AWS.Tools.Route53
3.7.0.12
Amazon Route 53 Domains R53D AWS.Tools.Route53Domains
3.7.0.11
Amazon Route 53 Resolver R53R AWS.Tools.Route53Resolver
3.7.1.5
Amazon Simple Storage Service (S3) S3 AWS .Tools.S3
3.7.0.13
Al PowerShell 5! HHHE & 215t2{T $PS VersionTable AtS F4+2| L& S $PSVersionTable

=3 P
HedH & 224stod FHQlst&Al

[0

PS > $PSVersionTable

Name Value

PSVersion 6.2.2

PSEdition Core

GitCommitId 6.2.2

0S Darwin 18.7.0 Darwin Kernel Version 18.7.0: Tue Aug 20
16:57:14 PDT 2019; root:xnu-4903.271.2~2/RELEASE_X86_64
Platform Unix

PSCompatibleVersions {1.0, 2.0, 3.0, 4.0.}
PSRemotingProtocolVersion 2.3

SerializationVersion 1.1.0.1

WSManStackVersion 3.0

AWS Tools for PowerShell &= 20| A &C|0|E

24| O|EEl T 0| AWS Tools for PowerShell EA||H 2Z0| A A8 SQI ™
O|E3loF & LCt.

fjo

H71Mez Ao

4d|0|E AWS Tools for PowerShell 13


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_automatic_variables?view=powershell-6
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AWS.ToolsZESIE RES UH|O|ESHAAIL.

AWS.ToolsZEE z[& Yo = AO|0|EstE{™ CFS P2 ALt

PS > Update-AWSToolsModule -CleanUp

0II

o] BHZ2 x|

£ COHE HEE

(® Note

O| Update-AWSToolsModule cmdlet2 O|& O] PSRepository?! PSGallery(https://
www.powershellgallery.com/)2| ZE ZE2 CIRECESD AMEE = U= AAR ZHFFLICH
Get-PSRepository -Name PSGallery HZE Al&38t0{ O] PSRepositoryof CHa RiA|

5| gotE &+ UA&LICH

PowerShell Core€ =7 YO|0|E

Get-AWSPowerShellVersioncmdletS Aldislo{ A&l SQl H{TE & QI8 CHE PowerShell ZE{ 2|
2l A}OIEOHA-I PowerShell M3 E|= Windows& =7 ™I} H|w st A A2, 2~3F0ICt & Qlst= Z0|
&LICH M H-E 2 AWS MH|A0] CHE X[ H2 sHE X|H0| Z&E HEMSZ UO|0|ESH F0iBF A

R—3

8¢ + &Lt

O| AWSPowerShell =&l 2I2|AE Mx|5t7| H. NetCore7 |E ZE S M7{ELICH 7|& TF7|X|E XA
3t7| Mol ¥ed = PowerShell MM S 5 Cto AMA|Q. CFE HES Alsistod 7| X|E A HEHLC}.

AT
PS > Uninstall-Module -Name AWSPowerShell.NetCore -AllVersions
I{7|X|& M7HE & CHE BEE Astod YO|o|E & ZE2 ERIFLICH

PS > Install-Module -Name AWSPowerShell.NetCore

IS Import-Module AWSPowerShell.NetCore Al23t0{ O|O|EEl cmdletES M40

o o

LIC}. PowerShell

ol

MRl
==

]

Windows& =& YUC|0|ESIM 2. PowerShell

Get-AWSPowerShellVersioncmdletS Aldislo{ A& &2l H{TE & QI8 CHE PowerShell ZiE{ 2|
2l AFO|E0f M PowerShell M& Zl= Windows& =7 M H| 5t A A|2. 2~3F 0tCH & Ql5t= Zd0|

O[Ol E AWS Tools for PowerShell


https://www.powershellgallery.com/
https://www.powershellgallery.com/
https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell

AWS Tools for PowerShell INT=IY A To] =]
&Lt M B L AWS MH[A0] CHE X[ 2 sHE X0 Z&E HEHo =2 YO|0[EdE F0i|Bh A
g = JUsLch

* Install-Module cmdletE Al&sto] MRIet B2 ChE BHS AJHFLICH

PS > Uninstall-Module -Name AWSPowerShell -AllVersions
PS > Install-Module -Name AWSPowerShell

- OIR2E$ ZIP IS AF&Sto{ Mx(8t B2
1. Tools for PowerShell ¥ AtO|E A £[& HTE CHR2 2 ESHA A
71X H™ HE E Get-AWSPowerShellVersion cmdlet2 AISHEr If
H| o 8Ll ch.
2. CR2EE HHOo| Mx|Et

3. M HZ2| Windows& =7 & MX[5HAAI2. PowerShell

HAMECH Bt o™ Windows2 T PowerShell E£2 25 B AA|L.

M x| £ Import-Module AWSPowerShell & Al345}0{ O|0|EE cmdlet2 Ao
WS To Al

=
PowerShell £ Al HF0|M AP X X[ A ols for PowerShell 2£& A&sr + A &LCt.

2| A EE= AWS Tools for PowerShell macOSOi| A4 x|

—

& =0l M= Linux EE= AWS Tools for PowerShell macOSoll & M x|st= ol CHEt XIEHE M3

Linux EE= macOS AWS Tools for PowerShell Z4FE{0ll AX|5t2d™H CHE 5 7HX| THZ|X| SN S0i| A

MEHSE 2~ Ql&LCH
¢ AWS.Tools— o| ZE3}=l H{Z. AWS Tools for PowerShellZt AWS MH|AE 28 X ZES A

3t H2 7 2 EE K| ELICH AWS. Tools.Common
« AWSPowerShell. NetCore— 2| Bt CHE 2& H{. AWS Tools for PowerShellO| CHE B 2 &
oM 2 E AWS MH|AE X|4EHLICEH

® Note
Bt ZE0| LIF 7AM AWS Lambda &2 &7 AE6HK| £E £ UCt= Holl RolstAl
. Al flof L2 ZE5HE HTE ALSELCH

Linux £ macOSol| x|


https://aws.amazon.com/powershell/
https://aws.amazon.com/lambda/
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.

Linux S macOSE s HREIIM Ol2fet 3218 MBS o Helol BRIl
of SIS Eol X MI5| )

1. X El= A|AEI0] PowerShell Core 6.0 0|42 Mx|&fLIC}.

2. PowerShell CoreE Mx|8t £ AAH pwsh Aol M PowerShell 4125104 A|ZFsHAAI2.
3. AWS.ToolsE = & & tLIE MR|stA A2 AWSPowerShell. NetCore.

4, ¥t Import-Module cmdletE Al&5t01 ZE S MM E PowerShell 7tXA{ZLICt
5. Initialize- AWSDefaultConfiguration cmdletE A%35t0 X173 SHE MI5HAAIL. AWS
"4 x7d

£ AWS Tools for PowerShell Core &&5t2424 Z4FE{0l| A PowerShell Core 6.0 O|&t0| A&z |T
040F EfLIC}.

« X|®E|E Linux & % 22| A S E 3 Linux 7|8 ZAFE{of I*I HAE Adx|5ts ggdoll CHst Rt
Mgt L& 2 Microsoft ¥ PowerShell AFO|E0{| A Linux0i| Ax|E & X 3I&IAI2. PowerShell Arch,
Kali, Raspbian S} Z2 Linux 7|8te| 28 2 M= SAMo 2 X|pE|X| L X[t et =&

o HFLIE| X|20| O|F04X| 2 &Lt

e X|E|= macOS HE 2 macOsol| %Al HAMS A gheo]| CHEF AFAMIEH L& 2 Microsoft 2
MO|E 0| macOSof PowerShell A%|5t7|8 & ZX5tAAI2. PowerShell

Linux EE= macOSO{ AWS.Tools A x|

Core 6.0 O|&F £ AlS3I= AWS Tools for PowerShell PowerShell AFE{0l R E3IE HME M %|E
%= Q& LICH PowerShell CoreS A x|5t= ol CHEH XFAIEH LI 2 Microsoft PowerShell ¥ AFO|E
O Ct st K MX|E FHZ5HAAIL. PowerShell

Cl=2 Ml 71X| 2] & stLEZ AWS. ToolsE A x|g £+ &LCt.

« AWS.Tools.Installer ZE0|A cmdletE AFEELICH O| ZE2 CHE AWS.Tools ZEQ| Mx|
L AC||0|EE Ere=stELICH AWS. Tools.InstallerQO|O|EEl HHME PowerShellGet 2F
Sl XIS Z CIR2EE35tn MXIELICH AWS.Tools.Installer2 & HAEE AIS2 2 571318
Lct 8t 2E 0| M HEE ™R[53t 7L YO|0|E 5 H cmdletO| CHE 2 AWS.Tools ZES S5t
XS Z AWS.Tools.Installer AFS2 2 UOO|EELICE.

O] &2 ChE MRt HBx(o] &L



https://docs.aws.amazon.com/powershell/latest/reference/items/Initialize-AWSDefaultConfiguration.html
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell-core-on-linux
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell-core-on-macos
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell

AWS Tools for PowerShell

« AWS.Tools.zipOIM 2ES CIREESID 2 & C|REE| & stLtoll & sHAELICH
$Env:PSModulePath B450| Zf S QIMGtod ZE CIHEZ|IE &S &+ A&LICH
« Install-Modulecmdlet2 AL 35104 PowerShell ZZ{2|0AM ZF MH|A 2E2 Mx|EL|Ct

D ES AL835t0{ AWS. Tools Linux & macOSH| A %|5t2{T4 AWS.Tools.Installer

1. C}S HHS 4™35t04 PowerShell Core MIMHE A|ZFEFLICH.
$ pwsh
(® Note
e Aol HRdt BRE Melstis 4&E HEtE 7HE 22X PowerShell HEH2

= =
2 M| o 20| EALICH Ol B Hot 9% M2 0|H 2|4 Mol #AIn &

2. AWS.Tools.Installer ZES AI235t0{ ZESHE AWS.Tools I7|X|E MX|sl2{H CI=2 &

FS AeLch

PS > Install-Module -Name AWS.Tools.Installer

Untrusted repository
You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository

cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IINII): y

MEL7EAEE = giZ'0l2le YEI0| EAILZ|H o E MX[IE #st=X| 2= HAIX|IZE EAIE
LICH 22 MR 5= UM y PowerShell 31248 EnterE F2AA|2. HAIX|7} ZAIZX| EES
mE| (mE]

St MEAE AMZ[6HX| i 2 HEjoM ZE2 HR[SteH Ohg WEE e +~ U&Lich

>__

PS > Install-Module -Name AWS.Tools.Installer -Force

3. O|XM AF23t2de & MH|AO| CHal| RES MAXIE &= USLICE o€ SEo0{ClS HH
Amazon EC2 2! Amazon S3 2 E& MX|&LICt. o] HE2 X|HE 2E0| 2 s5t= O &
QEtDE S RET ME|ELICE o€ S0 & HW| AWS.Tools MH|A BES Mx|5tH

AWS.Tools A=%|


https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWS.Tools.zip
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AWS.Tools.CommonT MX|E/LICH O| EES ZE AWS MH|A BEO| 2t 2 ZEQL
Ch 58t O|M HEO 2ES MHSI D CIE RES SUS %Al HEM o Z AdO|o|EFLICEH

PS > Install-AWSToolsModule AWS.Tools.EC2,AWS.Tools.S3 -CleanUp
Confirm
Are you sure you want to perform this action?
Performing the operation "Install-AWSToolsModule" on target "AWS Tools version
4.0.0.0".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

Installing module AWS.Tools.Common version 4.0.0.0
Installing module AWS.Tools.EC2 version 4.0.0.0
Installing module AWS.Tools.Glacier version 4.0.0.0
Installing module AWS.Tools.S3 version 4.0.0.0

Uninstalling AWS.Tools version 3.3.618.0

Uninstalling module AWS.Tools.Glacier

Uninstalling module AWS.Tools.S3

Uninstalling module AWS.Tools.SimpleNotificationService
Uninstalling module AWS.Tools.SQS

Uninstalling module AWS.Tools.Common

(® Note

Ol Install-AwWSToolsModule cmdlet2 O|&O| PSRepository®l PSGallery(https://
www.powershellgallery.com/)0IM RHEE PE ZES CIRELESHD S SIEXECIE
Mg 5 QE AAZ ZHFEBLICH Get-PSRepository -Name PSGallery HHE Al
&35t04 0| PSRepositoryd CHaH RtA|S| &ot=E == U&LICEH

O|F HE2 nES A|AHIO| 7|E ClAEZ|of x|gLiCct AKX CIHEZ|= 8 A X HiZ
It 0F ™, PowerShell Ax|8F H{Fo] it 2t &2t EIL|Ct 0f|& S0 RHELZF §AFSH A|AE o]
PowerShell 72 Ax|8t B2 7|28 ZE2 /opt/microsoft/powershell/7/Modules (&
=$PSHOME/Modules) ofl 0 AFEAF 2E2 of Y2 7I5d0| FLICH ~/.1local/share/
powershell/Modules 7§H‘I|°F LHE 2 Microsoft PowerShell & PowerShell AtO|E 9| Linux|
AXIE FXSHAAIR. ZE0| dXIE {IX|E &elsteiH Ch2 BHS Al~dech

PS > Get-Module -ListAvailable

AWS.Tools Mx% 18


https://www.powershellgallery.com/
https://www.powershellgallery.com/
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-linux
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-linux
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M x| AWSPowerShell. NetCore 2|5 A EE= macOSO| A

5t2{™ NetCorel| 2|5 A == AWS Tools for
. ©] AWSPowerShell 0| HHXE AM|7{&fL|Ct.

S| AWSPowerShell |4l 2I2|AZ 4a8[0|=
PowerShell macOSOI|AM AC|0|E X|EE [FEAMAIR
NetCore THX.

Q& LICH AWSPowerShell. NetCore CH2 5 7HK| & SHLEZ:
CIEE{2| & stLtol 252 sHiA|

g ds + A&Lch

« AWSPowerShell.NetCore.zipOM ZES CIRZE
HL|Ct. $Env:PSModulePath B440| Zt2 QMG R &
o CI2 Mxtol AHE=EICHE Install-Module cmdletE Al

PowerShell Zit{ 2|0 M M x| &L

74

E= macOSHIA Mx| ZE cmdletg A5t B2

AIEFEFLICEH

(@ Note

& 2|Xt &2 E PowerShell PowerShell M8t2 2 sudo pwsh 4l
AlZSHR| et = Zd0] Z&LICH Ol &AM Eet @™ EOo|H &

LS —
&Lch
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=
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2l D& m7|X[0l|M CtHE F

1

5t24™. AWSPowerShell NetCore PowerShell Zi242|2| Et2
C}.

oo %
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|
FL
PS > Install-Module -Name AWSPowerShell.NetCore

Untrusted repository
You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository

cmdlet. Are you sure

x| AWSPowerShell. NetCore


https://www.powershellgallery.com/packages?q=aws
https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWSPowerShell.NetCore.zip
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you want to install the modules from 'PSGallery'?
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IINII): y

= Qi2'0l2tE L 2I0| ZAIZ|H o E MX|IE H5t=X| 2= HAIXK|7F EAIELICH
Igt & AT y PowerShell 3t24H £ ¢ 2|5t x| ot AFENOI A D Al
X7t ZAIZIX| et =5 St2d™ Chg HE2 A" = A&t
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o
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Hﬂ
r
Il
Rl
0
>
mjn
FZ

PS > Install-Module -Name AWSPowerShell.NetCore -Force

ZEE{Q| ZE AWS Tools for PowerShell AL X222 Mx|stEd= ARt otL|glH 0| HAS RE
2 A™E ZeTt &LICt O] g S-StEdH AlZF B PowerShell MA0fAM CHS HY S Al#sHA
Al2sudo pwsh.

PS > Install-Module -Scope AllUsers -Name AWSPowerShell.NetCore -Foxce

A3EE Al
O| Set-ExecutionPolicy B2 Windows 0|2|9| A|[ARI|MHE ALSE = i&LICH A-AE Get-
ExecutionPolicy &= A&LICH 224 Windows7} of =l A|[ARIO M A
o| 7| MY HM M0l S0 Unrestricted 232 & = U&L
Technet 2 AtO|E Q| A3l M ATHE FXSHAAIL.

S| = PowerShell Core
Ct. XFAM|SH LHE 2 Microsoft

o= AWS 2 E9| C|AE{2| 2| x|7F PSModulePath Z & E|2 2 Get-Module -ListAvailable
cmdletoll= AX|8F ZE0| EAIELICEH

AWS .Tools

PS > Get-Module -ListAvailable
Directory: /Users/username/.local/share/powershell/Modules

ModuleType Version Name PSEdition ExportedCommands

Binary 3.3.563.1 AWS.Tools.Common Desk {Clear-
AWSHistory, Set-AWSHistoryConfiguration, Initialize-AWSDefaultConfiguration, Clear-
AwSDefaultConfigurat..

AWSPowerShell.NetCore

PNEEIT=NE 20


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-5.1
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PS > Get-Module -ListAvailable
Directory: /Users/username/.local/share/powershell/Modules

ModuleType Version Name ExportedCommands

Binary 3.3.563.1 AWSPowerShell.NetCore

() E M35 PowerShell 2&2 /&g LICI. AWS Tools for PowerShell
Core AWSPowerShell NetCore &)

PowerShell Core= Mo 2 RE0|M cmdletE A™AE MHOlCt ZES AIS2E EEELICE &

x|t o] Boll= S 3HK| & LICH AWSPowerShell NetCore 2717} 37| INEO|ZE. EE[7] Al
25t 7|1 AWSPowerShell. NetCore cmdletl| Z< HA| BHES Al-MSHOF & LICH Import-Module

AWSPowerShell.NetCore Ol AWS.Tools 2E2| cmdletoi M= ZHR3HK| Sf&LICt.

MM =718 PowerShell

£ MR|8t & Linux 7|8 EE& macOS 7|8t A|AEI0|M AlZESHE PowerShell 32 Initialize-£
AlSi5l04 AWS AFE & HA|A 7|2 AWSDefaultConfiguration X|&5HoF B LICE. AWS Tools for
PowerShellInitialize-AWSDefaultConfigurationd CHEt AtAMEt HE =S EESIMRAWS
AN B AS

® Note

9| 0| (3.3.96.0 O|™) ZIZ|A0ME O] cmdlete] O|& 0| X|HE|RA&LICEH AWS Tools for
PowerShellInitialize-AWSDefaults

B el

AWS M MH|A &l 7|52 X|5H7] 151 AWS Tools for PowerShell 27|Xo 2 A HAE 2i2|A
gLICH. AWS AWS Tools for PowerShell A x|8F HAE 2215248 Get- AWSPowerShellVersion
cmdletg A& eHL|C.

PS > Get-AWSPowerShellVersion

Tools for PowerShell

PowerShell 2& 74 21


https://docs.aws.amazon.com/powershell/latest/reference/items/Initialize-AWSDefaultConfiguration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-AWSPowerShellVersion.html

AWS Tools for PowerShell MNEX 70|=

Version 4.0.123.0
Copyright 2012-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Amazon Web Services SDK for .NET
Core Runtime Version 3.3.103.22
Copyright 2009-2015 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Release notes: https://github.com/aws/aws-tools-for-powershell/blob/master/CHANGELOG.md
This software includes third party software subject to the following copyrights:

- Logging from log4net, Apache License
[http://logging.apache.org/log4net/license.html]

R HEH S| EF 0| R|HE|= AWS MH|A EE & E2{H Get- AWSPowerShellVersion cmdletod| -

P
ListServiceVersionInfo OW7H B2 F 76 AAIL.

A W40l Lig

fjo

o
wn
<
)
H
0
.
]
=)
—
Q
o
|_|

A PowerShell 2! HTIS 2 Ql52{™ $
$PSVersionTable E2{d E Q235104 = QIS AAI2.

PS > $PSVersionTable

Name Value
PSVersion 6.2.2
PSEdition Core
GitCommitId 6.2.2
0S Darwin 18.7.0 Darwin Kernel Version 18.7.0: Tue Aug 20
16:57:14 PDT 2019; root:xnu-4903.271.2~2/RELEASE_X86_64
Platform Unix
PSCompatibleVersions {1.0, 2.0, 3.0, 4.0.}
PSRemotingProtocolVersion 2.3
SerializationVersion 1.1.0.1
WSManStackVersion 3.0
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-AWSPowerShellVersion.html
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_automatic_variables?view=powershell-6
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PS > Update-AWSToolsModule -CleanUp

Mx|El ZE AWS.Tools PES UH0|EST MEXO 2 UH|0|EE S0 CHHAM
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(® Note

O| Update-AwWSToolsModule cmdlet2 O|& 0| PSRepository@l PSGallery(https:/
www.powershellgallery.com/)o| EE 2 & CIREEStD AE[E = UeE LA 2 ZHFFLCH
Get-PSRepository -Name PSGallery BZE Al&35t0{ O] PSRepositoryof CHaH XtA|
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PS > Uninstall-Module -Name AWSPowerShell.NetCore -AllVersions
7|X|E M7HEt & C& BE S Adstod UMo|E & RES MEX|RFLICEH
PS > Install-Module -Name AWSPowerShell.NetCore
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https://www.powershellgallery.com/
https://www.powershellgallery.com/
https://www.powershellgallery.com/packages/AWSPowerShell
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AWS Tools for PowerShell {71 4= AWS Tools for PowerShell 3.32] 0| X1} S &8tE|= O 0|E
LIC 7|& cmdlet 8 R X|SIHM 7|50| 4E 5| FH A& LICE.
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LSt Import-module2 M S &KX 1
LICt. St X2k cmdlet2 £ &35t7| o 4tELN
PowerShell & 2|7| Import-Module 5 =
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PS > $filter = [Amazon.EC2.Model.Filter]@{Name="vpc-id";Values="vpc-1234abcd"}
InvalidOperation: Unable to find type [Amazon.EC2.Model.Filter].

PS > Import-Module AWS.Tools.EC2
PS > $filter = [Amazon.EC2.Model.Filtexr]@{Name="vpc-id";Values="vpc-1234abcd"}
PS > Get-EC2Instance -Filter $filter -Select Reservations.Instances.Instanceld
i-0123456789abcdefg
1-0123456789hijklmn

AWS Tools for PowerShell H{%1 3.30{|A{ B{7 42 ool gio|M 24



AWS Tools for PowerShell MNEX 70|=

MZ2 Get-AWSService cmdlet

P E9| AWS.Tools ZHMoA ZH AWS AMH|AO| CHEt ZE O|EE ECt 26t H 3o i Get -
AWSService cmdlet2 AFEHL|C}H

PS > Get-AWSService
Service : ACMPCA
CmdletNounPrefix : PCA
ModuleName : AWS.Tools.ACMPCA
SDKAssemblyVersion : 3.3.101.56
ServiceName : Certificate Manager Private Certificate Authority

Service : AlexaForBusiness
CmdletNounPrefix : ALXB

ModuleName : AWS.Tools.AlexaForBusiness
SDKAssemblyVersion : 3.3.106.26
ServiceName : Alexa For Business

Cmdletof| A BtEHEl A E FN|o{5t= MER -Select IfZtO|E

7 40| M CHE 29| cmdlet2 MEZ2 -Select It2t0|E{E X|&ELIC ZF cmdlet2 AWS SDK
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2 EEELICH ListObjects
OF 7|E™MO 2 Get-S30bject cmdlet
P
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PS > Get-S30bject -BucketName mybucket

ETag : "01234567890123456789012345678901111"
BucketName : mybucket

Key : filel.txt

LastModified : 9/30/2019 1:31:40 PM

Owner : Amazon.S3.Model.Owner

Size : 568
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-S3Object.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/index.html?page=S3/MS3ListObjectsListObjectsRequest.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/index.html?page=S3/MS3ListObjectsListObjectsRequest.h
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StorageClass : STANDARD

ETag : "01234567890123456789012345678902222"
BucketName : mybucket

Key : file2.txt

LastModified : 7/15/2019 9:36:54 AM

Owner : Amazon.S3.Model.Owner

Size : 392

StorageClass : STANDARD
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PS > Get-S30bject -BucketName mybucket -Select *

IsTruncated : False

NextMarker

S30bjects : {filel.txt, file2.txt}

Name : mybucket

Prefix :

MaxKeys : 1000

CommonPrefixes : {}

Delimiter
et Hote EY Y Sdof cigt B2 & X|He =& A&LICH TS oAM= S30bjects B
of U= 2 HA9| Key S48t HhtghL|Ct.

PS > Get-S30bject -BucketName mybucket -Select S30bjects.Key
filel.txt
file2.txt

£ 4 &0|ME= emdlet THetO|EE EHEtsteE W0l K8 & =+ U&LICH -Select
AParameterName2 AtE35H O QS +E = U&LICH 0| 7|S2 -PassThru Lt2t0|E{(071 5]
A& 7tS3HK|BH H 0|4 AFSEIX| &

PS > Get-S30bject -BucketName mybucket -Select S30bjects.Key |
>> Write-S30bjectTagSet -Select ~Key -BucketName mybucket -Tagging_TagSet @{ Key='key';
Value='value'}

filel.txt

file2.txt

Zf emdletol] CHEF &= & =0 -Select LWEOEE X|Hst=X| 04F & AlEELICH

Cmdletol| Al BHEHE ZHA| & ANo{5t= M2 -Select Tt2tO|E 26


https://docs.aws.amazon.com/powershell/latest/reference/
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PS > Get-S30bjectV2 -BucketName BUCKET_NAME -Select S30bjects.Key | select -first 2
filel.txt
file2.txt

2E AWS MH|A7I SUsH AR _MaxItemsE X|HSIXK|E ton 2 71aM MG E 2|2t
of7|x| ot A7t MHEL|CE EFF -MaxItems7t M2 -Select It2tO|E{QF ZetE|H HIHE &
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Stream EEE byte[] &2l mt2t0|E{E O|A string, string[] EEE FileInfo Zt2 +EH&L
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PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream '{
>> "some": "json"

>> }!
PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream (1ls .\some.json)

PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream @('{', '"some":

Iljsonlll, l}l)
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AWS Tools for PowerShelli= UTF-8 Q12 EE A& 3l0{ ZE EAYEE byte[]12 HEHEILICE
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PS > [pscustomobject] @{ BucketName='myBucket'; Key='filel.txt'; PartNumber=1 } | Get-
S30bjectMetadata
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PS > Get-EC2Region -Region us-west-2
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https://docs.microsoft.com/dotnet/api/system.management.automation.idynamicparameters
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PS > Get-EC2InstanceAttribute -Instanceld $null -Attribute $null

WARNING: You are passing $null as a value for parameter Attribute which is marked as
required.

In case you believe this parameter was incorrectly marked as required, report this by
opening

an issue at https://github.com/aws/aws-tools-for-powershell/issues

WARNING: You are passing $null as a value for parameter Instanceld which is marked as
required.

In case you believe this parameter was incorrectly marked as required, report this by
opening
an issue at https://github.com/aws/aws-tools-for-powershell/issues

Get-EC2InstanceAttribute : The request must contain the parameter instanceld

Ol olef AFEEIX| 8fE 7| A7

Cl=2 7|52 AWS Tools for PowerShell2| 0| 22| A0 T O|A AR E|X| &t BT 40 A &
E|RA&LICE.

Stop-EC2Instance cmdletoiM -Terminate Zt2tO|E{7} M7AERA& LICEH CHAl Remove -
EC2Instance2 AI3IMIL.

Clear- AWSCredential cmdletoll A -ProfileName O§7H ¥452 A& LICE CHAl Remove-
AWSCredentialProfile2 AI23HAMIR.

cmdlet Import-EC2Instance & Import-EC2VolumeO| M7HE|A& LICH.
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https://github.com/aws/aws-tools-for-powershell/issues
https://github.com/aws/aws-tools-for-powershell/issues
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https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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1. IAM Identity Center A2 2! A

2. 1AM ID HIE{E PowerShell A83t7] I8t =T & FHGMAIR.
3. AWS HMIA ZE MM AIE

IAM Identity Center A 2! M

A& 3tE{™H AWS IAM Identity Centertix{ &3t 5t 1 T 4J5HoF BfLICH O] 2t E +st= Eol o
Bt REMIEH LI 2 AWS SDK & = F & X oL 9 |A|v| Identity Center 915 %*%gl CHHE x5t
X

A A|2. PowerShell £35| IAM Identity Center& &8t M A7} AHE[0f Q!
3 XA MEAML.

IAM ID MIE{E PowerShell AFE 37| Y8t =7 & F SN A|2.

(@ Note

T BT 41,5385 E{ SSO At4 S-S 75T AWS HA|A ZE MMEE AlEH 5= O H
FEls YH2 ol 5ol MHE CHE Initialize-AWSSSOConfiguration®! Invoke-
AWSSSOLogincmdlet2 At&st= ZWRILICH PowerShell sHE HHT 2| =5 PowerShell (EE=

O|%F HHZ) off AMAE = QI7{LI SHY cmdletE AEE &= gls B0 & AHE3Stoq O|2{E

T HAL-
HAHE e = USLICH AWS CLIZ S gotEe{H 2 XT3 MAI2. ZE AWSCLI 2
Q10 Al

CHE MRl TF0lM Al AHE ZHE U&= Ol PowerShell AFE35HE SSO HEZ 8 AWS config
I U2 Yool EFLICE o] HRIE &5t AWS HMA & HMHE AIRELICH 3F] config Tt
of 0|0/ SSO EME7I ol =7 & Ar85t0] HMA ZE MME Al&5HE Y2 ¢ AlCtH o &5
o|Clg MME EX5HAA|I2. PowerShell AWS HM|A FEEL MM A|E
1. OFE| Mx|5HK| LAt Ut cmdlet® AWS Tools for PowerShell Z &350 2 XAl et #Zof
A I UE BT PowerShell Ax|5HAA|2. O|& &t AFHAIBH {2 AWS Tools for PowerShell
Mx| MMEE BXSHM2
042 £0{ Windows& PowerShell =7 2| ZESIE HXS Mx|5t= A< CIS1 HI<8 HHEE
Alde 7ts Mol Fuct.

Install-Module -Name AWS.Tools.Installer
Install-AWSToolsModule AWS.Tools.Common

IAM Identity Center AFZ & A 31


https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/powershell/latest/reference/index.html?page=Initialize-AWSSSOConfiguration.html&tocid=Initialize-AWSSSOConfiguration
https://docs.aws.amazon.com/powershell/latest/reference/index.html?page=Invoke-AWSSSOLogin.html&tocid=Invoke-AWSSSOLogin
https://docs.aws.amazon.com/powershell/latest/reference/index.html?page=Invoke-AWSSSOLogin.html&tocid=Invoke-AWSSSOLogin
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2 waig AIELICH oKl &4 2E2 IAM Identity Center 430 ZEO 2 HITAIAI2. Ol2{8H
AH

gheqof CHEt ARMIE LHE 2 AWS SDK & =7 & & LM 2| IAM Identity Center A}

Ay
5% Zax MM HIHANL.

$params = @{
ProfileName = 'my-sso-profile'
AccountId = '111122223333"
RoleName = 'SamplePermissionSet'
SessionName = 'my-sso-session'

StartUrl = 'https://provided-domain.awsapps.com/start’
SSORegion = 'us-west-2'
RegistrationScopes = 'sso:account:access'

};

Initialize-AWSSSOConfiguration @params

= cmdlet2 HEC 2 ARSI ELICH O3 =70 Initialize-
AWSSSOConfiguration &4 Zf2 PowerShell 1235t2t= HIAIX|7F E AIELICH

£ £dtol cier ed AL

X|&lof k2t IAM Identity CenterE EA&tstT F43F B2 o gf2 TS0 Z 2 -RoleName
PowerUserAccess A &LICH 5t X|BF PowerShell dF &2 2 £85| IAM Identity Center T8t
MEE ddet B0z O Het MEE THAl AFS AR,
« IAM ID MIE{E T4t AWS 2|T 2ol AtE 38t oF &LCt.
3. Ol 3] AWS config oz =F EFHM FEE = U= 7
O] £0{ U&LICH my-sso-profile PowerShell O] Ik 0| Q|%|E
X 70|20 S 7 TtUo| fXE HESML.

Tools for PowerShell 0= REE EU7| Mol Z2E Q| SSO EZ SZAHE ME5to{ R34 &
HE £|SELICH AWSsso_role_nameZf2 IAM Identity Center ™8 ZlEtofl AZAE IAM &
2, ofZ 2|7 0| Mol M ALEKtol| CHE HMAE S{E5HoF B LICH AWS MH|A

CtE ME2 ?ol ZAE BHPS AE5I0{ BHE Z2ELE EoiELCH L2 £ 2t =M= AlA|
ZZENCHE & USLICH T2 sso-session 82 AWS HMA ZE MME AIEHEH7] £
gt Mol =& & o|&0| XI'HE my-sso-session MMZ LIEFRLICEH

[profile my-sso-profile]
sso_account_id=111122223333
sso_role_name=SamplePermissionSet
Sso_session=my-sso-session

IAM ID MIE{E PowerShell At 3t7| @18t T & Tt MAIL. 32


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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[sso-session my-sso-session]

sso_region=us-west-2
sso_registration_scopes=sso:account:access
sso_start_url=https://provided-domain.awsapps.com/start/

4. O|0 4 AWS HMA ZEH HMOo| e B2 =70l ol0] 22l 2 PowerShell Z2{&L|
Ct.

JOFX| et2 A2 Tools for ToolsE AFE35H04 7|2 & EEIRX{0{M SSO €15 HO|XIE Ats2
PowerShell F241 A& = A&LICH HEtRXo| ZEZEE MEAA|R. 0{7]0l= SSO 215
I, AH8X 0| & &5, AWS IAM Identity Center 1% & #et Zlghol] M AE £+ Qe HE
O| Z&E = UBLICH

O| E3= SSO PowerShell 21210 MZ3M=2 de{FL|Ct.

AWS HM|A FEES MM A|E

| Mol =F0{ A IAM Identity Center Q152 AL235t0d Rt SHS
WS HA|A ZE MM0| EHRELICH AWS AAMA ZEof| 230l

I=>BLICE 097|M -ProfileName my-sso-profile & Of

[ 35 config ol MEE T=Lo| o|FALICEH

N

MM A AWS MH|IAHHS A&st
PowerShell & Q1&g 4= Q £

5t24™ ol M PowerShel
E=09| 0| Mol M HHEH MR}

ol
=

2o
AL
mo mo <

-I- - >~_
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>

Invoke-AWSSSOLogin -ProfileName my-sso-profile

o|0| &4 AWS HM|A ZE MAMO| Qe R =T0jA o|0| 291322 PowerShell 2 24= L|C}

JHX| A2 A2 Tools for ToolsE AFE35104 7|2 ¢ HEFRX{0IA SSO 215 H|0|X|E RIS 2=
PowerShell @241 A= = UELICH EEIRXO| ZEZEE [MEHA|R. 047(|0=SS0 @15 2

=, AF2X 0| 2 &5, AWS IAM Identity Center A% L #8t Zlgtol| HMAE = Qe HFto| X &
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O| E7 =SSO PowerShell 210l0f| M2 dedFL|Ct

olOl &M MMo| U=X| EHIAESEA™ ol a2l AWS.Tools.SecurityToken ZEE Mx|57
Lt 72 F Ohg 2

Get-STSCallerIdentity -ProfileName my-sso-profile
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Get- STSCallerIdent1tycmdlet01| CHEt SE2 3¢ THof 74E IAM Identity Center A 2!
gt S 2Lt config

of

CHE 2 TTOIA 1AM ID MEIE AL83He w0l o RILICH PowerShell O] MRl Cha g 7ht

- Ol FANo AEEAM HHEE CHE IAM Identity CenterE A SIS MHstD A& LICH SSO
E£M82 0| 50| AEEM 78 my-sso-profile TZEof Ql&LICH

« Initialize-AWSSSOConfigurationtE £ Invoke-AWSSSOLogin cmdlet2 &35 22 Q18
AFEXHE Amazon S301| CHaH =|ASH 17| M #Ete 74 &L

e A8 At Y7 S3HAE € = U&LICH

il

of 2k AWS.Tools.S3 2E2 MX[GHHLE 7k F CIS PowerShell @&@& A& 3504 S3 HZ!

=2
s52 AL

Get-S3Bucket -ProfileName my-sso-profile
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- U HHO|= AWS X[H2 X|'H8HoF & LICE -Regioncmdlet &M, [default] T2 E,
AWS_REGION 2t Hd4= 5§ 043 7IX| WHo 2 0| &S £&s &~ &LICt RIAEH LHE 2 o] o
LA S| AWS K|2d X|Z517| LH2 D} AWS SDK 2 =7 X OFHLHAM LS| AWS R|¥2 & Z5HAAIL.

o 2 AbEd|of| CHaH REAM|S| 2otEE{™ IAM AFE AEMO|M IAMO] EoF B ALE|E FHZFMIL
« BF7IAWS At SHE HAHSE{™ IAM AFR MHAMO| /A EoF X174 SHE FHESHAAIL.
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IEIAWS CLI 22l0]| A2

T 7 HT™ 4.1.5385E{ SSO At EHS 795t AWS HMA ZE MME AlZHstE O HEEE

e off MHEICHE Initialize- AWSSSOConfiguration':l' Invoke-AWSSSOLogincmdlet
&stE ZQLIC PowerShell IS 2 AI85t0 =7 Q15 S FAHL|CH AWS 8T HTo| =3
PowerShell (SE= O|F HH{Z) off AM[AE == QI7HLE SHE cmdletE AHEE £ gl B0 & ALS5t
0 O|2Het &S e + U&LICH AWS CLI

o
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EH
=
A

£ S35 IAM Identity PowerShell CenterE AI2STE T2 TS A A|2. AWS CLI
OF | g5 K| BERATHE A% EI%3t7| ol |AM ID HIEIE BA3sisin T Adslof hLich

I:

£ &3l IAM Identity PowerShell Center& A58 = +& 74
AWS SDK & =7 & Z& oL 2| IAM Identity Center 215 &= 9]
ol 7&g etE st AlARo| Chg @47t T E|ofof °.=."L_|l:}_

st 2o CHet RFAMIEH LHE2
2EHA|of| L 2F /& LICEH. AWS CLI

101 AWS HM|& Z&= MMEE AlEfsh= O AASELICH

r>|

« = AWS CLIOHZZ|FH|o|ME AldEH7|
e TFOMEHZE £ UETH L 2=l [default] Z2ZO| Eg.:. | 28 AWS config I}
QlQlL|Ct. PowerShell O] I} 0| 2| %|E 3toP{® AWS SDK 2! =1 £ X 710|E0iM 25 1}l 9|
2 x|E HZESHMIL. Tools for PowerShell (IME XS ELH7| Mo T2 L0o|SSO EE B22XE

Ar83tod At4 Z3HES & SELICH AWSsso_role_nameZt2 IAM Identity Center T8t Z£&Hod| ¢4

TToo= 11 -

AE 1AM A 2, of ZE2[AH 0| Mol M AFERFo| CHEF HMAE S{E8HoF = LICH AWS AH[A

ChS ME config U2 SSO EZ S2AZ et [default] Z2EHE EoiFLICH Z2EO|

| A=
sso_session X2 0|E0| X|HE sso-session MM & X ELICH sso-sessionXMolE

AWS HM|A = MME AlEFet7| 28 Aol e k|of U&LICH

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access
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/A Important
SSO s & =7t & 3t24H PowerShell Al4d0of CHS 2&& AR5t 7HA{QboF &FLICH

* AWS.Tools.SSO
e AWS.Tools.SS0O0IDC

O|™ HZEIC| ToolsE AFEst1 UL 0|28 ZE0| Qo™ S HIxer 2771 & dgfL
Ct. “ AWSSDKAssembly .SSOOIDCE % & =+ g!&LICt...”. PowerShell
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504 Xt EHE PowerShell & Q1&g = QIE S &M AWS HAMA Z& MM0| 2|t EE Al
M Zolof eF HMAE 2= PowerShell BHR E|H Windows& =70 Q15 @77 e EhL|Ct.
AWS HAA Z=Hof| 2I16te4H oM CtS BHES AAELICH AWS CLI

aws sso login
[default]Z2EHS AIE35tD UYSBE --profile M2 M% tol HHE &8¢ ‘é‘?..ﬂ REL
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Ct. SSO E&E 324t =l
named-profile CH& |M%5.=.'L—|EF. HHEE
LMol =2 Z! MM 3
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o|0| &M MMo| UK EIAESE{H HHE T2 EHE SU5HH 1245104 CHS AWS CLI HHE0{E
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232! 2tH-of M HiolE{ofl AWS CLI CHEt M2 & §1&35t2t= HIAIXI7L ZEAIE = JU&Lct
AWS CLI £ Python& SDKE 7|tte 2 T EE|Qicnz At HA|X|ol& CHF8t botocore
O|§0| Z&&E =+ U&LICH
o
CtE2 =T 0lM IAM Identity CenterE At&st= 29| of| ILICt PowerShell O] (Mol M= Cte S
7L,
« O] FA|o| AEE0|A HHSt CHZ IAM Identity CenterE AFS ST E M5t T FAMALICH SSO
M2 [default] ZTZEof !&LICH
« E M83l0d aws sso login 202I5tH Y AFE XH= Amazon AWS CLI S30d| CHaH = A8 17|
Mg HMeEtE JHELIC
- Y ASBAE YR SIHAE 2 = Y&

CHS PowerShell HEE AI235101 S HZ! S8 EAE &= YU&LICH

Install-Module AWS.Tools.Installer

Install-AWSToolsModule S3

# And if using an older version of the AWS Tools for PowerShell:
Install-AWSToolsModule SSO, SSO0IDC

# In older versions of the AWS Tools for PowerShell, we're not invoking a cmdlet from
these modules directly,

# so we must import them explicitly:

Import-Module AWS.Tools.SSO

Import-Module AWS.Tools.SS00IDC

# Older versions of the AWS Tools for PowerShell don't support the SSO login flow, so
login with the CLI
aws sso login

# Now we can invoke cmdlets using the SSO profile
Get-S3Bucket

{01l M %

t Z4xXH [default] Z2EE A5t U222 SMHE AFE3510{ Get-S3Bucket
cmdlet =

A4 04
= O [ |
2 358 Ul GP&LICH -ProfileName SSO EZ Z2A MM HHE T2 LIS A

AE: AWS CLI v
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= B2 Get-S3Bucket -ProfileName named-profile WHE AFEELICH HHE = Z Zloj
CHEF REMIBH LHE 2 AWS SDK & =7 & X SHLHMO| Z2Z MME FHASAAIL.

FtHE

e T2 O EA s AIED 22 T 21B0i CHEH PowerShell XEA|EH S M2 AWS SDK 2! =7 &
Z OHLHMO| M 2 FHESHAAIR

- UL WA= AWS X9 X|H3EHoF & LICH -Regioncmdlet &M, [default] T2 L,
AWS_REGION 4 #H= & 0] 7t X| HO 2 0| S s&E = U&LICH XM LHE= o] ¢t

LHAM S| AWS X|3 X|Z5t7| LH2 T AWS SDK & =7 &= oHLHAM S| AWS X|EE FHZSIAAIR
« 2 AtE|ofl CHal KEMIE| LotEE{H IAM AFR MAEMOIAM IAML] 2o B Ed AL S 2 XM,

=
12 MAISHEIT IAM AFS MBAMO| YAl 20t A7 BHS HASHAAIR.

« EF7|AWS X}td &
. PE Hot oI5 ZZXtof CHaH Lol EE4{8d AWS SDK 2! =3 & X 710|E0|M E&SHE EoF 01E
=AE A XSHMI2

AWS K| X|&517]

AWS Tools for PowerShell B2 Algst i} AL S AWS x| X|Hete L2 F 7HK|7}F QlaL
Ct.

« 71 BHHO0|AM -Region & OH7H HHE ALEELIC.

* Set-DefaultAWSRegion BEE AtEstod ZE B0l CiEh VI 2ITE d™fLC

Windows& =T 0| A At & X[HE mpetg PowerSheII T gl 49 R 22| AWS cmdletO| A1TH
gLt o 2l 2= Amazon S3, Amazon SES & & & cmdletO| Z & E|H AWS Identity and Access
Management, O] cmdlet2 XIS 2 S 2EH A EZQIER 7|2 HHEHELICH
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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PS > Set-DefaultAWSRegion -Region us-west-2

(® Note
ol M2 #ix§ MM Sotet IS ELICH 2E PowerShell Al4dol Mg &
S Zdx|H o] HZES PowerShell ZZEZl0f| Import-Module F7HEL

E

2 E AWS CLI H&o| 34X 7|8 2™ g EedH

PowerShell 33 ZTE T Eof|AM CI2 HIIS 24stL|Ct.

PS > Get-DefaultAWSRegion

Region Name IsShellDefault

us-west-2 US West (Oregon) True

ZE AWS CLI BHo

Al 712 BTg K

PowerShell 33 ZTET Eo|AM CI2 HIIS l2dstL|Ct.

PS > Clear-DefaultAWSRegion

AE 758 2E AWS X[¥ S5 EiiH

PowerShell 88 ZEZE0|M ChS BHES LT LICH ME S0 M| tHm| L2 &

2fel Bl E LIEFLICEH

PS > Get-AWSRegion

M MMl 712

Region Name IsShellDefault
ap-east-1 Asia Pacific (Hong Kong) False
ap-northeast-1 Asia Pacific (Tokyo) False
us-east-2 US East (Ohio) False
us-west-1 US West (N. California) False
us-west-2 US West (Oregon) True
AWS x| X|H35H7| 39
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(@ Note
UE 2|2 K| YEIX|TF Get-AWSRegion cmdlete] £330l ZEE|X| of2 £ U&LICE HE
£04, ot 2 224 X[F0] ot 2|0l A o248t EAM7L e e = U&LICH -Region mtEH0O]
ZOo| MEX X|H AR

EI§ F7lst0d E2|ME x| HE + el 82, thdlol CFS EofAet
K|& (@)

o
REM 2|HE x|Hal &2

CHS ME @422 Windows& =7 PowerShell &0 -EndpointUrl 38 OH7H B8 F7}5104
CZQIEE URLE X|HErLIC}.

PS > Some-AWS-PowerShellCmdlet -EndpointUrl "custom endpoint URL" -Othexr -Parameters

CtZ & Get-EC2Instance cmdlet AHEE 20{F = o LICE. O] ool M= AHEXL X|H IEZQIET}
us-west-2 EE 0I5 MP(222)0ll /X, Get-AWSRegions S BHER| g |@% 8t
0 X|HE[= CHE AWS E2|TE 25 ME8E =+ &Lt

PS > Get-EC2Instance -EndpointUrl "https://service-custom-url.us-west-2.amazonaws.com"

-InstanceID "i-0555a3032000000el1"
FtEE
AWS X|jof CHet 71 ME = AWS SDK & =7 & X SHLHMo|AWS X[ 2 T SHAAIR
AWS Tools for PowerShellE Al236l0{ 045 A4 5 H 1M

ZEO| AAERTL AWS ElAA0| HMASHES Ste{H EoH AL #E &, 22D Hg Y A™H 2
2| X|HE /8l Bt= J7ise 2&E 9.'% o*u*% TSt ok B LICH AFE X0 H AWS APIO| M| A SH=
7152 M3st= Z[o| YRt o|x|gt Pl HMA HEHO| Qi B AWS Identity and Access

Management(IAM) At XIE A3l 0 |= ﬁE Ool, 0|2 QIsH 18 M2l Fxo| FEEHELICE o] X
HME S E AMA £FMHE 20|37 3= AWS Tools for PowerShell2] SAML(Security Assertion
Markup Language) x| 20 CHal A ErL(Ct.

MEX XIH EE HIEE A=EXQIE K| 40
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AD FS 2! SAML 2.0 ArS35H AWSO]| CHet 0ds E45tE FXstMR. EE AAIZ0M= ADFS
2.02 JHSIX|EH AD FS 3.02 A& 3¢ etz HH= e ot
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AWS Tools for PowerShell0fl A SAML X|& 0| 2t S5t= Al

AWS Tools for PowerShell cmdletofl A AF& XFoi| CHEF SAML Z7|gt X3 5@ s 2| +
I.

dHS dFELICH

rr

ek o
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Your organization
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1 AWS Security
Token Service
LesumeRoleWithS5AMLEequest

Active Directory AD F5 5
2 * f..-' -------------------

i
e S ey “" 1- *

'ﬁl I
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Windows-based client

S ALZ3tod, = (SR AWS

1. AWS Tools for PowerShell2 Windows Al X}2| $4XH X} 24 ZHS
& ) CHat Ao 2 AD FSof CHal 215

20| EE QS AHd BHE ERZE 3= ecmdlet

fjo
>
o
ok

3. ADFS= 0{dME Z&stE SAML 2.0 215 SEHE dIELICH o{dMo| X2 ALSXtol Cer
El

HE Alwsln MEZste ZYLICH AWS Tools for PowerShells SAML 0{AdaMo 2 2E{ AL |2
OIZE izt 22 FEELIC

4. AWS Tools for PowerShell2 AssumeRoleWithSAMLRequest API S&E& Sall 2 - El &t 9|
Amazon E|lAA O|F(ARN)S Z &350 SAML 28 E STSE ME§HLCt.

5. SAML 30| &3 STSE AWS, AccessKeyId, SecretAccessKey & SessionTokens X
H

Brohs SE2 BHErELITE OJ2f3t X2 BT 3,600E(1AIZ Sot KRB

ol

X2 Agof HA|A HEFO| FOIE ZE AWS MH|A APIVM AL E = JUE &
7FEILICH. AWS Tools for PowerShell2 2E &4 AWS APl 2 &0f Cisll 0|2
OS2 M5, A 5HO| =R E|H AHSS = AAIFLIC
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@® Note
A3 3Ho| Bt2 |0 A A}Z3 SHO0| 2235 AWS Tools for PowerShell2 AD FSOi| A &t
502 MQIES £a5l0 0|F 1A|Zt S0 58 M A1Zd ZH2 &lS8tL|Ct ZHQlo =

QIEl A ™ol AFEAtO| B2, Of “EMI/WP Asoz HELICH ZHQlol ZQIE|X| f2
H’E9o| B, AWS Tools for PowerShelltl M= RIS Mol At SHS =245t2t= HIAIK]
7t A XHol| A E AIE LICH

PowerShell SAML 744 Cmdlet AFS &

AWS Tools for PowerShello|= SAML X[ & X|S35t= MER cmdlet & 7H7F X & E|0] U&LICH

o
ol
ol
2
e

« Set-AWSSamlEndpointE ADFS AIEZQIEE At EA| O|E2 A=z QIE0

& ZA A= ZQIEQ| QB RS MHESLIC

« Set-AWSSamlRoleProfile Set-AWSSamlEndpoint cmdletdl XMZFE EA| 0| K
04 ADFS HN=ZQIEQ HAZAE ASA HHE Z2 0} U IFEHLF HESILICH 2t & =21
AMSXHoAH =& = U= HEto| Fo{E B A& 2 of & ELICH.

AWS X4 3 Z 20}y OIEHJLR|Z, EA| O|ES & 20t of| & = U&LICH S
Bt T Al O|E2 Set-AwWSCredential cmdletzt 74 AF25F7{LE, AWS AMH|A APIE
cmdletol| CH3H -ProfileName I}2IOIE{2| ZfS =2 AL E £ &LICH

M AWS Tools for PowerShell MM 23L|C}. PowerShell 3.0 0|42 Aldl 501 B, cmdlet & stLt
£ Alglist [l AWS Tools for PowerShell ZEEE KI5 2 7PX=|%L—|EP PowerShell 2.0 A&ste 4
2 C}S o2t Z 0| " Import-Module™™ cmdletE A&5tod RES S22 7+HX{QtoF &hLCt.

PS > Import-Module "C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowexrShell
\AWSPowerShell.psd1"

Set-AWSSamlEndpoint %! Set-AwWSSamlRoleProfile cmdletE A&H5H=

1. E‘._'|X-| AD FS A|¢E-Ilo.|| EH%}- 01||:;\TI;O|E A—|7(-I° __I.LA-|%I-|__||:|._ 7|.7<I- 7|-|:|-o|- I:éHgIS o| |:|-74|7(.|E-| ||:|_=|_/|\_Q.||
A=XZQIEE M ote JYULICH A ID X AD FS ZAE 0| RIE| EAIRLE Atelo| g A
IDS} AD FS 3AE 0|22 CHA|&HoF &LICt Endpoint It2tO|E{0] AD FS ZAE O|EE XY
ghct.

PowerShell SAML T4 Cmdlet AHS & 44
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PS > $endpoint = "https://adfs.example.com/adfs/ls/IdpInitiatedSignOn.aspx?
loginToRp=urn:amazon:websexrvices"

2. AEZQIE MM S BHEP{™H Set-AWSSamlEndpoint cmdletE &l 5}04
AuthenticationType Zt2tO|E{0] CHEH S2HIE gt XIHELICH &8 242 2= Basic,
Digest, Kerberos, Negotiate & NTLMO| &LICH Of mEtO|EE X|HetX| ete B 7|28
2 Kerberos@lLIC}.

PS > $epName = Set-AWSSamlEndpoint -Endpoint $endpoint -StoreAs ADFS-Demo -
AuthenticationType NTLM

0| cmdlet2 -StoreAs It2tO|E{E A 5}04

X|IHet EA| O|ES
AWSSamlRoleProfile2 A&t [l O] O|E S AIR2E £ &Lt
3. O|X| Set-AwSSamlRoleProfile cmdlete A&S0{ AD FS At4 5H SSAE CHA S ZE 25
S5t AR A +-8E 5+ e HEHo| F04E & ME(SAML {EMHME 7K E = UE

L|C.

Set-AWSSamlRoleProfile cmdlet2 EHetE|= g MEE AFE5t0{ AFS KM A XY E Z 21}

Ut oiAe A2 MEdS 2t HIAIXKIE EAISHAHLE, mh2tO|E{of| MSE & Cl|o|E7t EXst=

X| &OIgLICHRRIE B2 AL Rl AH MEdStEtE HIAIX|Z7F EAIE). AFSXHO| Al & A& of| BF H&t

0| 204El B2 cmdlet2 A2 X0l H HIAIX|E EAISHK| &t SHE 2o xiso =2 o
"

o4 v

= _
ZetLich SHolol ZOIE ASE I8l ZRIYUS MY s X1 WS MIY Test daL
=3

st
=

PS > Set-AWSSamlRoleProfile -StoreAs SAMLDemoProfile -EndpointName $epName

= 5 o
LEA AP RFOi| Al HAM|A HEHO| F04El AWS &S MEHEN &= QELICEH Ol =& LM &gt
T25t7| 215 0424 Active Directory AFE AL H'H0| = B2 (€ ™ &2l 7|s)o REFLICEH

e THQlol ZRAEX| &f2 A-Eel B2, ohE &1t 20|, Active Directory At3 SEE MS st
o

PS > $credential = Get-Credential -Message "Enter the domain credentials for the
endpoint"

PS > Set-AWSSamlRoleProfile -EndpointName $epName -NetworkCredential $credential -
StoreAs SAMLDemoProfile

PowerShell SAML T4 Cmdlet AHS & 45



AWS Tools for PowerShell INT=IY A To] =]

4, 0l AR E Set-AwSSamlRoleProfile cmdlet T2 mblof| X{ZE|o{of & det2 MEHS A}
HIAIX|E EAIELICH CHE 0d|0d M= ADFS-Dev@t ADFS-ProductionOl2te 5 7HX| AHE 7S &
ofst2 Hod FLICH IAM &2 AD FS Z2|Xtoll o3 AD 21921 Xt74 30t AZEL|C)

Select Role
Select the role to be assumed when this profile is active
[1] 1 - ADFS-Dev [2] 2 - ADFS-Production [?] Help (default is "1"):

EE = RoleARN, PrincipalARN 2! NetworkCredential ItZFO|E{(MEH AFEHE ¢
E HIAIX| gi0| A& 2 XIEE £ UE&LICH XI™HE A0l Q15 Al ghetEl o{dMof LF /o] /UK
oto ™ AMEXOA AHS 7tSEH UE SolM MEStEtE HIAIXIZF EAIE LICH

PS > $params = @{ "NetworkCredential"=$credential,
"PrincipalARN"="{arn:aws:iam::012345678912:saml-providex/ADFS}",
"RoleARN"="{arn:aws:iam: :012345678912:role/ADFS-Dev}"

}
PS > $epName | Set-AWSSamlRoleProfile @params -StoreAs SAMLDemoProfilel -Verbose

5. Ct& Z =0 MAH StoreAllRoles IIEIO|EE F7t5t0d B BHE Sl ZE Aol Cigh =

Z0US BHE 4 QALICH G 080l Z20Y 0|22 AL ELIC

—_

PS > Set-AwWSSamlRoleProfile -EndpointName $epName -StoreAllRoles
ADFS-Dev
ADFS-Production

9|
for PowerShell 0| ProflleName ut2tO|E gk EHE l2dstod) T2 utofl MHEE 3o CHaH Al
Ct

AWS X3 BHE XIS E 7K=L

$F EHoj| &t =2 SHLERE AL E £ QIX|TH A MM LHoll M Z 21 ZHofl MEHE 4= Q&L Ct
Set-AWSCredential cmdlet2 QIE5HX| b1 A™ A| RIXMZAHS E X} SHE 7HX{SLIC} O]
A5toRE stot o J|1SELICH AWS A4 S™Ho| ZHe

cmdlet2 ARV X|HE dg =2 0ide st
cmdlete A& 7K |= Q1Z0|L A}Z2 S H X 0| ehAist x| k& L|ct

O|X| SAMLDemoProfile T2 I US Sl E ST UA| AWS At SHE ALE3510{ AWS AMH|A API
c =

oM &HHE sdg = JU&LICH OHS BHME g 20t MAEH o & 2o ELICH
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Oo{ X 1: Set-AWSCredentialS AI235l04 7|2 g x|H

0| oAM= Set-AWSCredential2 AFE3l0{ AWS Tools for PowerShell M|Ao| 7|2 odgtg M
LICH 32820 L AHH 50| 25t XY E ol ol HEHo| £04E cmdletE A&E 4+ UE
LICt o] tldlE= O/=F ME(2aIE) 2IM0M Set-AWSCredential cmdletE AF&35t0{ X|H8t =2 1}
Ut 244 E|0{ Q= 2 E Amazon Elastic Compute Cloud QIAEAE LEAgL|CEH

PS > Set-AWSCredential -ProfileName SAMLDemoProfile
PS > Get-EC2Instance -Region us-west-2 | Format-Table -Property Instances,GroupNames

Instances GroupNames
{TestInstancel} {default}
{TestInstance2} {3

{TestInstance3} {launch-wizard-6}
{TestInstance4} {default}
{TestInstance5} {3}

{TestInstance6} {AWS-0OpsWorks-Default-
Server}

0| Xl 2: PowerShell M| & o4& =2 njQ 843

O| of|Ml= SAMLDemoProfile Z2ut 1t HAZAE A& 0| AWS HHH M AHE 7tsE 2 & Amazon
S3 HZ!I LdstL|ct. o] of|Al= AWS Tools for PowerShell MM 7|0l CHE T2 02 AI23ME
£ QIX|Bt 0|2 X|¥6l= cmdletE AF25104 -ProfileName Lt2tO|E{0f| CHE Zt2 K|HE O 2 M

fjo
ofm
glzl
>
3
Q
N
O
>
w
oo
o
e

Z2otE HEE £ ks HE 20dF LT 0l HYUE PowerShell B¥E
2|5t= 22| KFo Al Ekxdol =Fodol |},

PS > Get-S3Bucket -ProfileName SAMLDemoProfile

CreationDate BucketName
7/25/2013 3:16:56 AM mybucketl
4/15/2015 12:46:50 AM mybucket2
4/15/2015 6:15:53 AM mybucket3
1/12/2015 11:20:16 PM mybucket4

Get S3Bucket cmdlet2 Set-AwWSSamlRoleProfile cmdletS Aldslo] MME L2 mQlo| 0|2
X|HgrLct. o] B-E2 (0|E ET Set-AWSCredential cmdletES A& 5}09) 7 )
ZZ20lels MHEMO M Get-S3Bucket cmdletd]| CHSH CHE 48 T2 0lUS AIE5tE{E R0 |8
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g+ UAGLIch Z20Y #rE[Ahs HAl A4 5B E Get-S3Bucket cmdletol AFSE = =S A
Mot

A2E 5H2 1AZHSTSHMH M E|l= Asho| AutEl & Bt2 £|X|2H AWS Tools for PowerShell= &
T+ 3R AFE SHO| HEREJUZE AXIE I A SAML o{EdME QEFI04 Xt HE ZHE KIS 2 M

OlEl AFE XL O] B, 1T Al A AFEXH2| Windows A3 SHO| AIE|E2 O] ZEMA
. EHQlol| ZRIE|X| et AL X} AHH ol B, AWS Tools for PowerShellof|

| =2 OoOH- I-
MAIE2A &5 2 2X5t= PowerShell A4 3 ZE T E7} EA|ELICH AF2XHE AFZXHE MRS
st M ofdME 7tX{ = Ol A8kl Xt 3H S NS gLich

oAl 3: 2|F9| CIAEIA 7HX{2 7|

CtS oM|= ADFS-Production Z 2 I UM A El 7H|7H 1t @42 E! of Ao} EHE(AIEL]) E|X L
2 E Amazon EC2 QIAEAE LIQEELICH O] BHE2 2|He| 2 & Amazon EC2 QIARAE HHetsH=
S8 FEULICE.

PS > (Get-Ec2Instance -ProfileName ADFS-Production -Region ap-southeast-2).Instances |
Select InstanceType, @{Name="Servername";Expression={$_.tags | where key -eq "Name" |
Select Value -Expand Value}}

InstanceType Servername
t2.small DC2
tl.micro NAT1
tl.micro RDGW1
tl.micro RDGW2
tl.micro NAT2
t2.small DC1
t2.micro BUILD

ZFIF 17| RI=

1S API HMAE T35t Lol CHEF LA Q1 HE = How to Implement a General Solution for

Federated API/CLI Access Using SAML 2.02 & &5t A2,

M 0ILt 2/740] 2= BP0 PowerShell AZ2IE S NET 4L S 913 AWS WYX £2S &
ZoHL.

F7H 7 RE 48


https://aws.amazon.com/blogs/security/how-to-implement-a-general-solution-for-federated-apicli-access-using-saml-2-0/
https://aws.amazon.com/blogs/security/how-to-implement-a-general-solution-for-federated-apicli-access-using-saml-2-0/
https://forums.aws.amazon.com/forum.jspa?forumID=149
https://forums.aws.amazon.com/forum.jspa?forumID=61
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Cmdlet 24 4l B9%]

0| Etol M= AWS Tools for PowerShell0l| A K| &
E x|§5t7| &8 AWS Tools for PowerShellofl A A
A0f HAMASHZ| 251 CHA| cmdlet OI&(EE)E 3 WS MHELICH

> e
Q'I_l
rr
X
o
|>
i
Ju

o

=
gred olg{st AMH|
Cmdlet 24

M IAM AP| 2 Z & & Z5HM2. CHE 22| B2 AWS AMH[A API2F AWS PowerShell cmdlet ZHoll= &
CH E4l0| 9l&LICH AWS A—IHIA API O|&0i 3 3t= cmdlet O|§ 2 7tX{224™ -ApiOperation

t2tOlE 2 AWS AMH|A API O|§ 2 X|%35+04 AWS Get-AWSCmdletName cmdlet2 ARELICH of

E S0{ M& 7t58 De scrlbeInstances AWS MH|A APIE 7|HtO 2 5= T E cmdlet 0|2 S 7}
MepiH Chg BES A~>ELc

S E AWS AMH|A BA(EE= API) 2 ZF Md|Ao0] CHEF API & E LA o] B E[o] U&LICH &

=
=
o

PS > Get-AWSCmdletName -ApiOperation Describelnstances

CmdletName ServiceOperation ServiceName

CmdletNounPrefix

Get-EC2Instance Describelnstances Amazon Elastic Compute Cloud EC2
Get-GMLInstance DescribelInstances Amazon GamelLift Service GML

-ApiOperation OW7H 247} 7|2 O§7H BH40|2 2 OH7H B4 O|F S MEFE £ Q&LICE CHS oflA|
= O|H™ of x|t S LELIC.

PS > Get-AWSCmdletName DescribeInstances

API2} MH|AC|O|IES E C} &

=
MH|A O|E 2| R E X
A

(&
0 3z

= 8% -Service It2tO[E 2t &7 cmdlet BAF =S AL AWS

BHAIZ £ d&LICH ol & & Amazon EC22| cmdlet A HFALE EC2¢
LICt. Amazon EC2 AMH|A0{ A DescrlbeInstances API10{| 3{E 3= cmdlet OIS 7HX{224H™ C}
= Bd F 5tLIE A™ELICH O|E2 25 S8 £330 At Lct

PS > Get-AWSCmdletName -ApiOperation DescribelInstances -Service EC2
PS > Get-AWSCmdletName -ApiOperation Describelnstances -Service Compute
PS > Get-AWSCmdletName -ApiOperation Describelnstances -Service "Compute Cloud"

CmdletName ServiceOperation ServiceName CmdletNounPrefix
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Get-EC2Instance DescribeInstances

Amazon Elastic Compute Cloud EC2

O2{Eh BYo| WEtOIF g2 ThAEXNE TFEE L

2I5tE AWS MH|A APILF AWS MH|AC| O|EEZ

2= Z20lEe -ApiOperation TtzZi0]
E{et &7 LxI5tE I E 2! -MatchWithRegex IIZIOIE{E AFEE 4= Q&LICH 0 € S0
SecurityGroupe Z&3St= A2 7158t cmdlet O|BEE ZF 71X OIS HHS A

PS > Get-AWSCmdletName -ApiOperation SecurityGroup -MatchWithRegex

CmdletName
ServiceName

Approve-ECCacheSecurityGroupIngress

Amazon ElastiCache
Get-ECCacheSecurityGroup
Amazon ElastiCache
New-ECCacheSecurityGroup
Amazon ElastiCache
Remove-ECCacheSecurityGroup
Amazon ElastiCache

Revoke-ECCacheSecurityGroupIngress

Amazon ElastiCache

Add-EC2SecurityGroupToClientVpnTargetNetwrk

ServiceOperation

CmdletNounPrefix

EC

EC

EC

EC

EC

AuthorizeCacheSecurityGroupIngress

DescribeCacheSecurityGroups

CreateCacheSecurityGroup

DeleteCacheSecurityGroup

RevokeCacheSecurityGroupIngress

ApplySecurityGroupsToClientVpnTargetNetwork Amazon Elastic Compute Cloud

Get-EC2SecurityGroup

Amazon Elastic Compute Cloud
Get-EC2SecurityGroupReference

Amazon Elastic Compute Cloud
Get-EC2StaleSecurityGroup

Amazon Elastic Compute Cloud
Grant-EC2SecurityGroupEgress

Amazon Elastic Compute Cloud
Grant-EC2SecurityGroupIngress

Amazon Elastic Compute Cloud
New-EC2SecurityGroup

Amazon Elastic Compute Cloud
Remove-EC2SecurityGroup

Amazon Elastic Compute Cloud
Revoke-EC2SecurityGroupEgress

Amazon Elastic Compute Cloud

EC2

EC2

EC2

EC2

EC2

EC2

EC2

EC2

DescribeSecurityGroups

DescribeSecurityGroupReferences

DescribeStaleSecurityGroups

AuthorizeSecurityGroupEgress

AuthorizeSecurityGroupIngress

CreateSecurityGroup

DeleteSecurityGroup

RevokeSecurityGroupEgress

EC2

Cmdlet 7244
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Revoke-EC2SecurityGroupIngress RevokeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

Update-EC2SecurityGroupRuleEgressDescription UpdateSecurityGroupRuleDescriptionsEgress
Amazon Elastic Compute Cloud EC2

Update-EC2SecurityGroupRuleIngressDescription

UpdateSecurityGroupRuleDescriptionsIngress Amazon Elastic Compute Cloud EC2

Edit-EFSMountTargetSecurityGroup ModifyMountTargetSecurityGroups
Amazon Elastic File System EFS

Get-EFSMountTargetSecurityGroup DescribeMountTargetSecurityGroups
Amazon Elastic File System EFS

Join-ELBSecurityGroupToLoadBalancer ApplySecurityGroupsToLoadBalancer
Elastic Load Balancing ELB

Set-ELB2SecurityGroup SetSecurityGroups
Elastic Load Balancing V2 ELB2

Enable-RDSDBSecurityGroupIngress AuthorizeDBSecurityGroupIngress
Amazon Relational Database Service RDS

Get-RDSDBSecurityGroup DescribeDBSecurityGroups
Amazon Relational Database Service RDS

New-RDSDBSecurityGroup CreateDBSecurityGroup
Amazon Relational Database Service RDS

Remove-RDSDBSecurityGroup DeleteDBSecurityGroup
Amazon Relational Database Service RDS

Revoke-RDSDBSecurityGroupIngress RevokeDBSecurityGroupIngress
Amazon Relational Database Service RDS

Approve-RSClusterSecurityGroupIngress AuthorizeClusterSecurityGroupIngress
Amazon Redshift RS

Get-RSClusterSecurityGroup DescribeClusterSecurityGroups
Amazon Redshift RS

New-RSClusterSecurityGroup CreateClusterSecurityGroup
Amazon Redshift RS

Remove-RSClusterSecurityGroup DeleteClusterSecurityGroup
Amazon Redshift RS

Revoke-RSClusterSecurityGroupIngress RevokeClusterSecurityGroupIngress
Amazon Redshift RS

AWS AMH|A 9| O|F2 Y X|EH AWS MH|A APIS| O|F EE R0l AM HRIE HY MHAZE

XHE = UAESE -MatchwithRegex TtEtO|E{ 2t —Serv1c IZt0/EE 25 ZEAIZLICH E &

0{ Amazon EC2 MH|AM|AMBt SecurityGroup2 Z&3stE 2E cmdlet 0|2 25 7tX2e{™ C}
= BES A™ELIC

PS > Get-AWSCmdletName -ApiOperation SecurityGroup -MatchWithRegex -Service EC2
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CmdletName ServiceOperation
ServiceName CmdletNounPrefix

Add-EC2SecurityGroupToClientVpnTargetNetwrk
ApplySecurityGroupsToClientVpnTargetNetwork Amazon Elastic Compute Cloud EC2
Get-EC2SecurityGroup DescribeSecurityGroups

Amazon Elastic Compute Cloud EC2

Get-EC2SecurityGroupReference DescribeSecurityGroupReferences
Amazon Elastic Compute Cloud EC2

Get-EC2StaleSecurityGroup DescribeStaleSecurityGroups
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupEgress AuthorizeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

New-EC2SecurityGroup CreateSecurityGroup
Amazon Elastic Compute Cloud EC2

Remove-EC2SecurityGroup DeleteSecurityGroup
Amazon Elastic Compute Cloud EC2

Revoke-EC2SecurityGroupEgress RevokeSecurityGroupEgress

Amazon Elastic Compute Cloud EC2
Revoke-EC2SecurityGroupIngress RevokeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleEgressDescription UpdateSecurityGroupRuleDescriptionsEgress
Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleIngressDescription
UpdateSecurityGroupRuleDescriptionsIngress Amazon Elastic Compute Cloud EC2

AWS Command Line Interface(AWS CLI) B&io| 0|2 &1 ?/!E AL 0= -AwsCliCommand OH7H
B0 #5t= AWS CLI & O|§2 A& 35tH0d %oal?_l' APIE 7[8tS 2 5= cmdlet O|§ 2 71X 2 ==

AQ&LICt o & E0{ Amazon EC2 MH|AO0|AM authorize-security-group-ingress AWS CLI
H 2 &0 Y 5t= cmdlet O|E 2 7 2E{H EP% LS AL

02 %

PS > Get-AWSCmdletName -AwsCliCommand "aws ec2 authorize-security-group-ingress"

CmdletName ServiceOperation ServiceName
CmdletNounPrefix

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress Amazon Elastic Compute
Cloud EC2

Cmdlet 7244 52
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Get-AWSCmdletName cmdlet2 AWS CLI B3 O|S Bt QI ™ AMH|A QL AWS APIE AlE = @
LIC}.

|
A

>0

Tools for PowerShell Core2| 2= cmdletl] S 2 71X 22{™ C}S of|Alof LEet = Zdx{
PowerShell Get-Command cmdlet2 Al&stL|Ct.

PS > Get-Command -Module AWSPowerShell.NetCore

-Module AWSPowerShellll S8t B3-S AlE5104 AWS Tools for Windows PowerShell 2]
cmdletg =Qlg = U&LICH

Get-Command cmdlet cmdlet S5 & =02 MMELICH 7|2Mo 2 S5 PowerShell &

AL7} ot PowerShell SAFE X33 E]

o

et 22| MH[AYEE Z0HE ¥Esiti™ Cfg EE 2 Ad gt
PS > Get-Command -Module AWSPowexrShell.NetCore | Sort-Object Noun,Verb

Get-Command cmdletol| 2|3H BFetE|[= cmdlet2 ZE{ 2 5t2{H £232 PowerShell Select-String
cmdletofl TO|Z EFL|CE 0 & E0{ AWS EI™|M AE3t= cmdlet MEE EE4H CHS HAES AT
L|Ct

PS > Get-Command -Module AWSPowexrShell.NetCore | Select-String region

Clear-DefaultAwWSRegion
Copy-HSM2BackupToRegion
Get-AWSRegion
Get-DefaultAWSRegion
Get-EC2Region
Get-LSRegionlList
Get-RDSSourceRegion
Set-DefaultAWSRegion

EE 8 cmdlet BAFS| MH[A X
AUELICEH AL 7S MB(A
ListServiceVersionInfo
5l= cmdletS ghetgiL|Ct.

S AE TE25tod EX MH|AO| CHEF cmdletE &2 =&
15 A S22 EP8{M Get-AWSPowerShellVersion -
AlSistL|Ct Ct2 of|Ml= Amazon CloudWatch Events AH|AS X[

.‘

PS > Get-Command -Module AWSPowerShell -Noun CWE*

CommandType Name Version Source
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Cmdlet Add-CWEResourceTag 3.3.563
AWSPowerShell.NetCore
Cmdlet Disable-CWEEventSource 3.3.563
AWSPowerShell.NetCore
Cmdlet Disable-CWERule 3.3.563.
AWSPowerShell.NetCore
Cmdlet Enable-CWEEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Enable-CWERule 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventBus 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventBusList 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventSourcelist 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEPartnerEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEPartnerEventSourceAccountlList 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEPartnerEventSourcelist 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEResourceTag 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWERule 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWERuleDetail 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWERuleNamesByTarget 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWETargetsByRule 3.3.563.
AWSPowerShell.NetCore
Cmdlet New-CWEEventBus 3.3.563.
AWSPowerShell.NetCore
Cmdlet New-CWEPartnerEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Remove-CWEEventBus 3.3.563.
AWSPowerShell.NetCore
Cmdlet Remove-CWEPartnerEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet 7244 54
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Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet O|& X|™H

AWS Tools for PowerShell0| A Z+ AH|A
EE 7|dHto 2 ghL|ct. 5+ X|BF PowerShell2| 0|2 X|&
Lt Z|dto| Bl HME

Remove-CWEPermission 3.3.563.1
NetCore

Remove-CWEResourceTag 3.3.563.1
NetCore

Remove-CWERule 3.3.563.1
NetCore

Remove-CWETarget 3.3.563.1
NetCore

Test-CWEEventPattern 3.3.563.1
NetCore

Write-CWEEvent 3.3.563.1
NetCore

Write-CWEPartnerEvent 3.3.563.1
NetCore

Write-CWEPermission 3.3.563.1
NetCore

Write-CWERule 3.3.563.1
NetCore

Write-CWETarget 3.3.563.1
NetCore

Ol g4 x|

< =2 O

8 cmdlet2 Y MH|A 8 AWS SDKO|M XME35He HIA
7= M 20i cmdlete] O|£0| SHE API &0

o| O0|E1 CIE £ YU&LICE 0 E S0 Get-EC2Instance cmdlet® Amazon

EC2 DescribeInstances HAMEE 7|Eto 2 &L|CT.

Z=o0f et cmdlet O] 0| HIMHE 0|
£0{ Amazon S3GetObject HHMEE
cmdlet2 ZHx|| Rt A2 CH Amazon S3 Zi&||of| CHet HE E HHet§l

o E

O H|ZsHR|EH AXMZ2E O E 7|52 sd8E =& A&LIch
£ Amazon S3 &M E HAAMELICE JeqLt, Get-S30bject
FL|CF.

PS > Get-S30bject -BucketName text-content -Key aws-tech-docs

ETag
BucketName
Key
LastModified
Owner

Size
StorageClass :

"df000002a0fe0000f3c000004EXAMPLE"

: aws-tech-docs

: javascript/frameset.js
: 6/13/2011 1:24:18 PM

: Amazon.S3.Model.Owner
. 512

STANDARD

Cmdlet O|F x|H & HE
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AWS Tools for PowerShell& Al&3t04 S3 X & ZHAM5t2{ Read-S30bject cmdletE A& LIC.

PS > Read-S30bject -BucketName text-content -Key text-object.txt -file c:\tmp\text-
object-download.text

Mode LastWriteTime Length Name

-a--- 11/5/2012 7:29 PM 20622 text-object-download.text

@ Note
cmdletof 3 5= AWS SDK API2| O|§2 AWS cmdleto| sHE cmdlet =& 2ol Ltet U&L
Ct

& PowerShell SAL2 of| & o|O|of| CHEF AFM|SH L& 2 PowerShell EZE0]| CHall £Q1E S
E #XFAAL.

Remove SALE A& 35t= 2 E AWS cmdletlt -Terminate It2HO|E{E F7HE M Stop-
EC2Instance cmdlet® H&5t7| Tof Q1 HIAIXIE EAIRLICE &2l HIAIX|IE 7dL52{H o
-Force It2tO|E{E F7IELICEH

/A Important
AWS cmdlet2 -WhatIf 2Q|x|E X|stR| Sb&L|C.

Hi x|
=o

AWS Tools for PowerShell€ A%t Ch2] AWS cmdletol| CHEF 42l Z &5l g3 nllo| x|
ElLICH o8t HEI2 cmdlet OIE EC O 2 X QlL|C} o & £0{ AH|A 0|1 AWS SDK HIME
O|E2 UL YEIo| PowerShell S AR} HALE CHA||EFLICE 0 & ET4 EC2-Describelnstances 'd

PowerShell 7| & [ E2X|E AX|PF AN EHdES O 2 MHE £~ UE S
A7EALSELICH o|E 20 HE TU2 Get- SBContent ’ZS'% Read-S30bject cmdlet2 Z OHE

PS > Set-Alias -Name Get-S3Content -Value Read-S30bject
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AR 7H0|E

43 It Y2 AWS Tools for PowerShell A x| C|HE{Z[0] A&
T E 4 4(dot-sourcing) & LICt. CFHZ2 Windows& 0| {L|C}.

Linux EEE macOS Alo| AL Ct=21t

T

Z
=

ol

=
-

LICt &

=l

2
=2 o=

ggo| 2c35tE{H

a}o

"C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowershell\AWSAliases.psl"

. ~/.local/share/powershell /Modules/AWSPowerShell.NetCore/3.3.563.1/AWSAliases.psl

52 E AWS Tools for PowerShell &2
Where-Object cmdlete| ? ¥2&1t Sou

L2 E&er 2L

=

AlSHSE
=oH

L|C}. O]

O O -

Odgie

PowerShell

=2
==

WSPowerShell.NetCore 2 E0i A

PS > Get-Alias | ? Source -like "AWSPowerShell.NetCoxe"

CommandType
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell

Name
;é;:ASInstances
Add-CTTag
Add-DPTags
Add-DSIpRoutes
Add-ELBTags
Add-EMRTag
Add-ESTag
Add-MLTag
Clear-AwWSCredentials
Clear-AwSDefaults

Dismount-ASInstances

Edit-EC2Hosts

Version

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

Source

ol b4 x|
= =2 O

Cmdlet 0|8 X|H
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Alias Edit-RSClusterIamRoles L343,
AWSPowerShell
Alias Enable-ORGAllFeatures L343,
AWSPowerShell
Alias Find-CTEvents L343,
AWSPowerShell
Alias Get-ASACases L343,
AWSPowerShell
Alias Get-ASAccountlLimits L343,
AWSPowerShell
Alias Get-ASACommunications L343,
AWSPowerShell
Alias Get-ASAServices L343,
AWSPowerShell
Alias Get-ASASeveritylevels L343,
AWSPowerShell
Alias Get-ASATrustedAdvisorCheckRefreshStatuses L343,
AWSPowerShell
Alias Get-ASATrustedAdvisorChecks L343,
AWSPowerShell
Alias Get-ASATrustedAdvisorCheckSummaries L343,
AWSPowerShell
Alias Get-ASLifecycleHooks L343,
AWSPowerShell
Alias Get-ASLifecycleHookTypes L343,
AWSPowerShell
Alias Get-AWSCredentials L343,
AWSPowerShell
Alias Get-CDApplications L343,
AWSPowerShell
Alias Get-CDDeployments L343,
AWSPowerShell
Alias Get-CFCloudFrontOriginAccessIdentities L343,
AWSPowerShell
Alias Get-CFDistributions L343,
AWSPowerShell
Alias Get-CFGConfigRules L343,
AWSPowerShell
Alias Get-CFGConfigurationRecorders L343,
AWSPowerShell
Alias Get-CFGDeliveryChannels L343,
AWSPowerShell
Alias Get-CFInvalidations L343,
AWSPowerShell
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Alias Get-CFNAccountLimits 3.3.343.0
AWSPowerShell
Alias Get-CFNStackEvents 3.3.343.0
AWSPowerShell

o| mtoi At A} XM HAl2 £715t2d™ PowerShell2] $MaximumAliasCount 7|2 A% B4
55002 Ct 2 ¢t 2 =240 & &= UESLICH 7|84t 40960|M, O| g€ =|CH 327687HK| =& =
LIC} O|= 7| stedH Ct2S A~EL|Ct.

PS > $MaximumAliasCount = 32768

HE A0l 83Xz MBLU=K] Hlotc{H Hy 0|FS YU={stod M 2t EAIELIC

32768

MG Ut AWS MHIA 250| 4, M LHo| JHA|7t Tholz 2tlol FHE LI 25 o]

olof Ho|& Mo EETt ot F7F HEE ZEste At A o= olz{8t HE7F =& 0i CHEF Note

£M0 2 FIHEILICE 0|28t Note S492 M| $AWSHistory Al Big0f 7|S |0, O] HIO|E{od Al
A5t oF B LICH $AWSHistory #Hs&= CHS BRI A>EELICH

(® Note

v1.1 O|™ B Q| Tools for Windows PowerShelltl M 28 2|7t AIMMHe 2 LHELHR (22
nlo|Z Zo|'d & A% 524 foreach {$_.getenumerator()}2 AFEHoF FH&LICH.

of

LS MM E ZF 2ol AWS 2|1 & Amazon EC2 4! O|O|X|[(AMI) =5 & HHEHEFLICH
PS > Get-AWSRegion | % { Echo $_.Name; Get-EC2Image -Owner self -Region $_ }

CHS oMo M= $X) 7|2 2|™e| 25 Amazon EC2 QIAEIAE = X|&FL|Ct.
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PS > Get-EC2Instance | Stop-EC2Instance

Mg mo|zg P°|01I BHEI=ZE ST cmdlete] £232 ©Y 2| £= ZMRl $null7t & = U
Ch 222 B2 .Count £4E AtE3t0d 230| 27|18 AYE + J&LICh stx|2H EH 24| et
H = . Count *“OI RELICH AT RIEM WEE A =& dralo 2 &olstof 5t
, $AWSHistoryol M OFX|2 B2 ZtO| EmittedObjectsCount £42 & .J%P £ &Lt

rir
0x
0 1
-

$AWSHistory

molZZlol'dE O & X|#Hst7] fIs1 AWS cmdletl| £332 LS A A2 Note SE2EZ M M
FotL S O o|¢ HBE[X| pf&LICH CHilol, U 252 E3e=z

, 2& 0] O|X| PowerShell MFOIEEFO.JOH LHELICH CHA| EoifA HAZE

= A B AUME Z&SHR| 7] E 0o AWS SDK &1t A1t Cl|o|E{7} mol ol EXHE + giCt

CHE 2ol ALE Rt AIE Ol ClOIE{7t TR 3SHX| §fZUKIEH cmdleto] 7|2 AWS MH|A SEZ/0fA ELY
T H2 | |82 Mats| 2 £~ Qlooz RIEH 2EXoz 235 & QlaL|C}

HA 1.12E= o] to|E2t 11 82| HIO|E{& $AWSHistoryEle M A #H0A AL e = /U&LICH

0| 4= AWS cmdlet 221 ZF 30 CHal $£AIE MH|A SEhof #3712 2 SKX|&L|CH MEHE
OS2 0| 7|82 Z cmdlete| MH|A REE 7|83IEE FHEY = UELICH ecmdlete| T A=™ Azt
2 R88 FIOOHZ &4 EFoM 2 = ‘B,IQL—IEF otato| O|R 2 Tl B ClO|E 7t 2 &=
3 9 22 J|BEXMo =z J|EE|K| &LICH L Zedt AR 0| SE S MAHolSIEE 7|IEES T
Met 4 Q&LIC REMIE LI 2 of2iel Set-AWSHistoryConfiguration cmdlet M2 & X 5HA|
2.

$AWSHistory.Commands S59| Zt &5 AWSCmdletHistory REILICH O] REM= CtSot
e @5 "7t laLuct.

CmdletName

cmdlet?| O|& JL|C}.

CmdletStart

cmdletO] A E SR/ AlZHILICE.

CmdletEnd

cmdletO] ZE XZIE 2t2 & S/ A|ZHLICE

$AWSHistory 60



AWS Tools for PowerShell INT=IY A To] =]
23

2% 71S0| FA5HE B2 0HXIT MulA %0 2L

C|
=

0lo

>
0lo

n
lo
Jn
Ju

o
T
[ul

= &E obx|ef MH|

LastServiceResponse

7tE z2 o] MH|A& S8HE Hretsts dHULICHAS 7HsE B2).

MH|AE Z&3St= AWS cmdletO| AF& E 77X |= $AWSHistory BT} MM E|X| ot&LICH S
AIE7HR|E $null2 B7HE LIC.

(@ Note
Tools for Windows PowerShell2| 0|7 HHF M= AMH|A & 2t24= H|o|E{ S dhEtsl ZH
A2l Note &Moo 2 LHEELICE O|X= ol2{8 CIOIE7t S 82| ZF &0 Ci5H 7B El=

SH 50 JA&LICH

Set-AWSHistoryConfiguration

cmdlet 2E2 07§ Ol 0| MH|A 2% 3l 8E = RXIF + AU&LICHL HZE ST HEs
K

7| 98l $AWSHistory S8 7[2Mo 2 0bX|8f CtA 7 emdlet A& 0 - Al®ntct ofx|8f ct

MIH MElA 8E(aElD gHstE 32 0Hx[e MH[A 3ol Cigt 7| S8t E2EFLICH Set-

AWSHistoryConfiguration cmdletE &245t04 Ol248t 7|2 AN[EHE HEBE = JUELICH & 55
F A L

%
o A7(2t MH|A 2FHO| 7|5 047 & & CF Mo{E + A&LICH

PS > Set-AWSHistoryConfiguration -MaxCmdletHistory <value> -MaxServiceCallHistory
<value> -RecordServiceRequests -IncludeSensitiveData

E miet0lEs M= AP LCH

MaxCmdletHistory Lt2t0|E|= AMEX| FHE = U= Z[CH cmdlet =8 HAHELICH 22 022
AHE5HMH AWS cmdlet & 715 0| sHAE LICEH M axServ1ceCallHlstory otetO|E{= 2t em
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CHal &M El= 2|0 MH|A 8 (H/EE 28 )8 M™MELICH RecordServiceRequests Itz
O|E(X[H8t )= Z emdletod CHall MH|A 2 FAMHE M™ELICH IncludeSensitiveData It
2tO|E=E XIHE B2 &4 cmdlete| 328 ClO|EH7F Z&E MH|A SH LU E of Cigt FXME &4
StELICHEXME= B2).

i
J

A7|& HEst x| et

[

ut2t0|E] Q0| AEE 4 Set-AWSHistoryConfiguration %X
Ol F 7|58 2F sHA|ELICE

e
2
N
JHII
\3

=2

rn
o%

52 X|?24{™M Clear-AWSHistory cmdlet2 A& ErLIC.
$AWSHistory 0
S50M fXI=T JUE AWS emdlete] MF HEE mtolZ2tQlol F7HELICH
PS > $AWSHistory.Commands
AE OFX|2F AWS cmdletl] ME HEof| HAM|AELICEH
PS > $AWSHistory.LastCommand
AISHE| O} x| AWS cmdletoll A 4= A1E! OFR|2E AH| O MIF YEOo| UM

A 8¢ 3
cmdleto] 212 HOIEs T UE B MHIAS off # 3& 50 RE HIOIEE &
Ol5 % _J'\_ o

9| ti|O|E{(cmdlete] 2t O|E{0l 2l ZEE)E 7t A& LI

LICt. AWS
El5t7HLE Z|CHE

PS > $AWSHistory.LastServiceResponse

HMOo| ME MEo| HMASLICH oM E HHEIMZO0|, cmdlet AL AFE CH Ho|&

T e = Alstod
2 FMolde 2FE Bt o J&LICH MH|& 2 FHo| 293t E[X| &2 F<2 $nullS

PS > $AWSHistory.LastServiceRequest

oz mW|O|X|E eretst= o CHet Xt& Page-to-Completion

F =E0i CHs 7|2 =[CH 24X Btet =& X857t H|o|F 7ts 23t MEE X[Hst= MHIA API
o| A2 7|EX2Z 2 E cmdlet "page-to-completion"&ILICH ZF cmdlet2 XA C|O|E{ MEE mlo|=
otRIo 2 HHEHSHD| @sH AFERHE CHalsto Eedt BhE S &7 L c
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Get-S30bjectE AFEste= EP% M ME $c BTt test HINE M2 O 2 ClOIE ME)
o| ZE 7|of CHEt S30bject QIAEHAES Z3HLct

PS > $c = Get-S30bject -BucketName test

Htet|= ClO|E{e] &2 A& Moistzds B, 7HH cmdleto| M OH7H Bd=E H|l& AF& SF7HLE(OA:

Get-S30bjectOAM MaxKeyE AFE) cmdlete] HO| & Of7H H4~ =1t MH|A Q| CHE EZ dIO|E

E 71X 27| 2I5f $AWSHistory <=0l HiX|El CI|O|EHE At835t04 AIXMMo 2 H 0| &S HAIMo 2

7'<-|E|°EF = & LCt ChE Mo = MaxKeys It2tO|E{E AF& 504 BHEHE|= S30bject QIAEIA Q]
£ HZloM MHS e 7dEl= 5007 O|sH2 MEHEFLICH

PS > $c = Get-S30bject -BucketName test -MaxKey 500

Z 7t ClO|E{7}F UXR[BH BHEHE|X| it = K| 0{F & 2 otEE{™ cmdletol 2|5t MHIA S &2 7|5
$AWSHistory MM H E 52 AFSELICH

o

85t0{ Ch& A1t M Eo] EH°._F next EIP?-IZ e %'Q LICH.

$AWSHistory.LastServiceResponse -ne $null &&
$AWSHistory.LastServiceResponse.IsTruncated

Get-S30bjectE AFE5t0{ HO|EE =522 A|016t21% cmdletod| CHEt MaxKey 2! Marker Ttzt
OlE e =gt EIWE”OE 7|8 8¢ol CH8t IsTruncated/NextMarker —EE AFSEFLIC}H C}

g o MoiME $c KIEE 7| HFAF OFAH AlZF & HZM 2 ZHE= oS 50070 ZHAof CHaH
S30bject O_léEdé% _’EIEH 5007H7+ K| &g LCt.

PS > $c = Get-S30bject -BucketName test -MaxKey 500 -Marker
$AWSHistory.LastServiceResponse.NextMarker

Hot o|= xHd gl == 14Ql & 0|

—

ot

HS AMSH AWS Tools for PowerShellE CHS =MZE X2 WS HQMSHLICH AFS 7ts8 A1 4
sHg oM SX|ELICH
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1. BB 0l mtetolHz WEE 2lE™E X4 3E UL/

JhEs0lH BB EO 2B X2 BUS F7tsty| Hots Z2nYg AF8shE Xol EaLIL
2. XIME Z2TY 0|8 EE Z2THY 9Ix|
. Z21fol O|B B XY 7S o] BHS AWS SDK K& 40| XIHE T21ielg %1 0f7lo] X
ME Z20o| giow 7|2 /RIS AWS 2R A BT TUol M XIME 20U HaL
=

LICt.
- O|ET /IXIE 25 XIHste B2, 0l BH2 T A4 5T UM x|HE 220U S ¥ &
LICt.
XEE zzutdolut /IR|7H e BHoM ol 2l7h dhdgtLict Z2udo|Lt /IR XIEstX]
%2 g0l AMo| ks B A= o|SELICH

3. -Credential Tt2tO|EIM X|HE AtE S,
4. MM Z20U(ERfst= ER).
5 7|2 T2 (Cts =M R).
a. default SDK M&E L0 AWS T 21t
b. default & At 3 Tt AWS Z 21
c. AWS PS Default SDK M&EH A9 AWS Z 21,
6. IAM &2 A5 E 74 E Amazon EC2 QIAEIAO|M HHo| Al 501 B, QIABHA Z 2

I U2 RE HAMAEEC2 QIATAO] YHA| RtE SHLICEH

Amazon EC2 QIAEIA0] IAM 238 AFE 0| CHE AbA|EH LIE 2 AWS SDK for .NET EF2E & Z st
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/A Warning
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https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_iam-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/sdkref/latest/guide/access-users.html
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« Amazon EC2 Container Service(Amazon ECS) 2 40{ & IAM &S AL SHMIL.
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https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/Welcome.html#aws-security-credentials
https://docs.aws.amazon.com/general/latest/gr/Welcome.html#aws-security-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPracticesAndUseCases.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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A4 Z3HE 40{M AWS Tools for PowerShellE A& 3248 AWS A& 0| ZBrLICH AWS
HE g BHE24™ AWS Account Management A1 22| & X 7t0|E0|M AIEfSL7[: AWSE #
2 AMESHAILIR?E B XML,
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« AWS Tools for PowerShell Core2| X}734 S % 2|

0

A ZHE 5345104 & E2Hol XHE 5= AWS SDK K& 4. Windows0ll M O] MEAE C:
\Users\username\AppData\Local\AWSToolkit\RegisteredAccounts. json
LICH

AWS SDK for .NET &! Toolkit for Visual Studio®| AT AWS SDK XA E A28 £ Q& LC.
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https://docs.aws.amazon.com/sdkref/latest/guide/access-users.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/visualstudio/
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* Windows: C:\Users\username\.aws\credentials

* Mac/Linux: ~/.aws/credentials

LICF. AWS A}

AWS SDK 2! AWS Command Line Interface| A= X} Z =
DE ANERAH

74
2
S HHAE QR0 AATEE MY 5O B2, A7
(27 AL U ASTHOIM T A2 ST HHAE £ 2= IRIZ

Z21 2

Z=UtY2 AWS Tools for PowerShell2 At&36t01 ME CHE At E SB MEE HZE = JUTE SHE
LICt. AWS Tools for PowerShell cmdlet2 A& 30§ AWS SDK A& A 9| X 21}l
LIC}. EE8F Toolkit for Visual StudioS AFE8t7LE, AWS SDK for NETZ(E) AF& 810
Alo2 AWS SDK MELE ZEE o JU&Uch AHE P o =2 ntdg o
Bt RFMIBH LIS AWS HAMA 7| 22| 2 AL 2 XML,

M Z2 e %7}

M Z20telS AWS SDK A& A0 F715t2{M Set-AWSCredential HES ASsiL|Ct HMA 7
o Hot 71§ X|Het ZZ2 1t 0| ofehel 7|8 A 5 uhof| AHZEHELICE.

PS > Set-AWSCredential °
-AccessKey AKIAQ123456787EXAMPLE ~
-SecretKey wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY °
-StoreAs MyNewProfile

« -AccessKey - 2A[A 7| IDRILICE.
« -SecretKey - 29 7|lL|C}.

* -StoreAs - ZZ=ItY O|F2 2, I fsl{of fLICH 7|2 Z=2oteE x|
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AWS SDK ME A= =822 ErE[sloF & LICH L& MH|A 2| i BHE HEst= E<(0l: IAM
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https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/tkv_setup.html
https://aws.amazon.com/sdk-for-net/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://console.aws.amazon.com/iam/home
https://console.aws.amazon.com/iam/home
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The Access Key Id you provided does not exist in our records.

Z 2o CHSH Set-AwWSCredential HHE2 B30 M HAA 2 2ot 7|8 HME S| T2 0
2 YOlo|EE™ == A&LCt

Ctg BYE ALE5toqd 34Xl Ol S F2 & &= U&LICt 0| ool M Shirley2t= AFEAt= Al 7H2
T2 Otof| HMAE = JU2MH, O|IE2 25F 3F AH4 58 1 (~/.aws/credentials)ol K&K
0 A& LICt

PS > Get-AWSCredential -ListProfileDetail

ProfileName StoreTypeName ProfilelLocation

default SharedCredentialsFile /Users/shirley/.aws/credentials
production SharedCredentialsFile /Users/shirley/.aws/credentials
test SharedCredentialsFile /Users/shirley/.aws/credentials

Zz2a- AMAH

o old ER3tx| gf2 Z2ntds MHsted™ ChS BWHE ALSE L CH
PS > Remove-AWSCredentialProfile -ProfileName an-old-profile-I-do-not-need

-ProfileName LIZ}0|E{E AAE T2 0SS X|™EHLICH

] O|4F AI2 E|X| 8t = W Clear-AWSCredential2 O|X & 1to| S8t 26l H& MZB | X|TH
Remove-AWSCredentialProfile7} MZ ElL|CI

XA 5B xHsts LHols E 7EX|7F [U&LICh 7|2 g2 2lEHEH A E 5HE BHE S8
St CHAl Z2 oAU E AlgEst= JLICH AWS Tools for PowerShell2 AH23 38 M &= Ao MHE
HM 2= AR Z2 e sraLict

Windows01|H= AWS SDK A& £40i K& E AWS X724 5B 0| 23218 Windows AL Xt A4 5
o2 4SFELICE Olz8 FE=OHE HAYES ME5t0d sHEE = gior, He M-EE A-ot cr%
CIHFO|AO|M AFSE &= QA& LICH of| 2 E Zrdo| AME ALS A A™o 22 CHE AFSXHe| = e

O 2oft 2Idg +dste{™ s ASKAEM HAFEHO 2O HAMSE =A== AHE 5H T
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https://docs.aws.amazon.com/powershell/latest/reference/items/Clear-AWSCredential.html
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® Note
Z 20t X|H5te{H -ProfileName YA mtZtO/E{E AF& &rL|Ct. O mt2tO|E{&= o™
AWS Tools for PowerShell & 2|A 2| -StoredCredentials It2t0|E{QF S UEFLICH O™
HAIo| 384 E 8l -StoredCredentialsT 04%15| X[ HELICEH

K

7|2 Z2at(HE)

A7 ZH0| AWSEHE Ol& 2l Z2 U0 MFE|0f Qs HL, BE default SDK W BE| E7E 2
4 AFEM At BHE RS2 2 HotELICE 0§ E0{ 24 HFE{0l| defaultete 0l&2l =
200 2™ Initialize-AWSDefaultConfiguration cmdletO|L} Set-AWSCredential
cmdletg AdE LRIt eigLCt 0|8 T+ = i Z2 0t dof| MEE M A U 2ot 7| H|O|EE
s 2 AL88LICH 7|8 2|™(Get-DefaultAWSRegionQ| ZA1}) 0[Q|9| AWS Z|TIE AFE5HEdH
Set-DefaultAWSRegion2 A&stn 2|2 XIHELICH

z 210l 0|§0| default7} ObL|X|2H
AWSCredentialS Al&stod 7|2 T2}
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In1t1allze AwSDefaultConfiguration2 A-5tH 2 & PowerShell AMo| 7|2 T2t
XY = A&t a2{™H emdlet2 AHE XL X|H O|§ ZE2otoi M At4 5HS E=5HK|0t
default T2nee HHE 202 Ho{s4Loh

QAEIA =21l 90| £ A|E Amazon EC2 QIAEIA O] PowerShell MMHE A™EE &

O|HL AHH 8H Z20 S =522 MYStTIXL 6t BR7t ofL|® Initialize-
AWSDefaultConflguratlo ns A™ASIX| 2= ol E&LCE 0| B2 A4 5F Z2ntof

= A4 3HO| Z & E[o] UX| At ™ol folstAAlR. EC2 QIAFAMM Initialize-
AwWSDefaultConfiguration2 A&Et 202 MME|l= A SH Z 202 X4 5HE 2H M
A 5HK| ot QIAEIA HEIHOIE{(AF S22 TAElE YAl X424 8HE HM3)E 72/ ct 3 x|8 2l
AFAO| B2 MEFLICH QIAEATL A™ Sl 2|1 o|e|of 2|Tol CHeto] &S (=]
™ Initialize-AwWSDefaultConfigurationE A&5HOF 5t= &£ CHE & 0| YME = &L
Ct. ol HHEE AAstH QA A HEHH| 0|0l MHEHE 2[70| SF XM= RiHo|ELCt

PS > Initialize-AWSDefaultConfiguration -ProfileName MyProfileName -Region us-west-2
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(@ Note
7|8 X4 Z3HS AWS SDK ME A0f default Z2ut o|§o 2 ZdtE|of QI&LICH o
"2 J7|1E 202 Y OI§ 22 Ho{&Lch

|I=I
Hu

EC2 QIAEIAT} QIAEA T 20 QUS AFSSH AIZHEl B2, PowerShell2 QIAEA
oo AWS A4 Z3E 2l 2| MEE A5 2 7FKSLct atM Initialize-
AwSDefaultConfigurationE A&E Zo 7| QI&LICH CIARA T2 OS2 AL AIZHE

EC2 QIAEAO|M Initialize-AWSDefaultConfiguration cmdletE® Ade EQ 7l ei&Lct.

PowerShell0| 7|2 X0 2 AB3HT Qi Tt SUs QIAHA T2 0ol Glo|EIE AR 87| H2 UL

- 11— AN -
Ct.

MM z2ahel

Set-AWSCredential2 AFE35t0o{ E MMof CHEH 7|2 T2t lg X|HELICH ol Z2nto| Al
M7zt sot 7|2 208 R A olgtLICt 34K default T2 IS CHAISHO] MMollA AFERE7H
OlEE XIHE 20U E ArE35lEds 40 HEELICH

PS > Set-AWSCredential -ProfileName MyProfileName

(® Note
1.1 O|& B Q| Tools for Windows PowerShelloll A= Set-AWSCredential cmdletO| 2
Ht2H| 2 S35t X| &0t M "MyProfileName"ol| o|af] X|1HE Z 20t S Ho{&&L[CH #[4Al HH
Tools for Windows PowerShell2 Al235tE Zd0| E&LICE

7 BHO|M -ProfileName LtEtO|E{E F7tst0d s &= B BH0lPF HE L= Z2HUE X|
g =+ &Lt ol z2 o2 ChE oMt 2ol 7|8 Ee MM 22 at S R L

PS > Get-EC2Instance -ProfileName MyProfileName
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® Note
712 e A Z20tUg X|HE e -Region TIEOIE{E F7I510{ 7|2 EE= MM 2|1
2 X|8g s J&LIC XFME LHE2 AWS X[ X[H5H 7| MME HESHML. TS oo
Me 7|18 Z20t 9! 2[™E R|-gL .

PS > Initialize-AWSDefaultConfiguration -ProfileName MyProfileName -Region us-
west-2

7|2Mo 2 AWS 37 A4 5F nt ol AFE XS] & EH(Windows 2] C'\Users\username
\.aws &= LinuxQ| ~/.aws)0f| Tt 7HHELICEH CHE {x[ol AtE 5E ©td S X|HstEd™ -
ProfileLocation WZtOIEE Z&AI7|1 A4 3E oY Z=2 & X|HgfLch EPS oMo M=
M BHo| it 7|2 o[Qle| Xt BT utedE XIMELICt

PS > Get-EC2Instance -ProfileName MyProfileName -ProfilelLocation C:
\aws_service_credentials\credentials

@ Note

it o E AWSO| 20215+ K| i 2 A EH0|M PowerShell AT ZEE A 52 FR(HE &
M U AF A|ZF 0]|2lo] 0 El XS 2 M PowerShell AT ZIEE A 51 FR), AI2E
EEEPOE'% X|™8e M -ProfileLocation It2tO|EHHE FIt5t1 22 A4 FHS M 0t
ol ZZ 2 MXEFLICE. AWS Tools for PowerShell A3 ZE 7} SHIE H™ME X1H SHE A
25t0 AT = 524 -ProfilelLocation AMEE AIE5HK| ot HEHAEL ZTEMA
oM AIREE AT moict AWS Tt2tO|E{E F7tatofF B L|C EdF 24 A|AR0f| HA|
A28 = UAE R EE AT EET AYE s = O MSSH=CHE AEHE A ZH T
US SAE = JUgLch

HHZS A= AWS Tools for PowerShell= CtE =MEZ A4 3B S AMELICH AFS 7tsE AHE
EH2 3o SX|ELICH
1. BPE0] oietO|EHZE WEE 2IEeE AtE ZEALICH

tE2™0|H BEE0| 2B AF 8BS Fohot7| Bt Z2 LU S A&dts W0l E&LICHL
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2. KMEIZ20 0|12 = 2ot Q%
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3. -Credential Tt2tO/EHOM X[HE XtHE 5.
4. N Z2MU(EMSE ER).
5. 7|8 Z20U(Chs =MOHE).
a. default SDK M&E L0 AWS T 21t
b. default 3% At4 & ool AWS =21t
c. AWS PS Default SDK X{ZA0| AWS Z 21}
6. IAM &2 MBS TS T E Amazon EC2 QIAEANAM BHo| A& 01 B, QAHA ZZ

=
o U= FE HMABEC2 QIAEHA S| Al XHF ZHLICE.

Amazon EC2 QIAEIAO| IAM & AFE 0l CHEF REMIEF LH& 2 AWS SDK for NET EHHE & X5
M.

0| Z4A4

AME Soll XIHE Xt 5EE A K| Ze 32 B ol Q7F LAgfLct

fjo

AWS Tools for PowerShell Core2| A}73 24 % 2|

AWS Tools for PowerShell Core2| cmdlet® AWSI} | ALSHA AWS Tools for Windows PowerShell
HM|A 7| L EHot F|L} A A X} B3H T 2010l O|§2 =& LICH Windows0l| A AZE! j

& 2 & 25 AWS SDK for NET Xt3 58 ME A mpL(AFSRHE AppData\Local\AwWSToolkit
\RegisteredAccounts. json I+ 0i| X{E)0i| HMAE 5= U&LIC

ol U2 7|E& A5 el HAloz MYSHEZE OHE HFEHWME AF8E + gi&LICt o] T2
AWS Tools for PowerShelloilA-I AN 5HZZ2odg HMSHE & Hml mb 20| Xk, AWS Tools for
PowerShellt| M A4 3H Z 20U S K& st= ThY0|7| = & LICH AWS SDK for .NET At &
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https://aws.amazon.com/sdk-for-net/
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K& A mtlod CHEF REM[EE LHE =2 AWS A8 S 748 X 5HA[L. $XH Tools for Windows
PowerShell 220 = CHE T O|Lt x|l R4 5H M7|E K|HSHK| et &LCt

T 2E 25 CHE AWS SDK 2 AWSO|M AL El= AWS CLI 37 At & mhlof M =2 ot

U 2lo1E = UELICEH WindowsHA O] Zt o] 7|2 ?|x|= C:\Users\<userid>\.aws
\credentials®LIC}t. Windows O|2[o| ES1E0|MH= O] ZtUO0| ~/.aws/credentialsol HEE
LICt. -ProfilelLocation It2tO|EHE AFE5t04 7|2ZL0] ot I O|FO|Lt T R|XIE 72l =
A& LIt

SDK A3 3™ K& A= Windows &35 APIE AFR5104 AH74 ZSHE 45 3HE SHef2 B gErL|ct.
O|2{E API= CIE ZSHZE oM AIRE 4 Qi 2 AWS Tools for PowerShell Core 2 E 0| A= AWS
SR AE SH OUNE MM Z ARt SR AE SH U MAIE SH Z201US £ &=
& X|ELct

Set-AwWSCredential cmdletE AF&35t= CHS 0| A0l A= AWSPowerShell EE&
AWSPowerShell.NetCore 2 E & AF2 3504 WindowsOAM X7 3 Z 2 nlele
ZLIC}H

# Writes a new (or updates existing) profile with name "myProfileName"
# in the encrypted SDK store file

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName

# Checks the encrypted SDK credential store for the profile and then
# falls back to the shared credentials file in the default location

Set-AWSCredential -ProfileName myProfileName

# Bypasses the encrypted SDK credential store and attempts to load the
# profile from the ini-format credentials file "mycredentials" in the
# folder C:\MyCustomPath

Set-AWSCredential -ProfileName myProfileName -ProfilelLocation C:\MyCustomPath
\mycredentials

CHE oMol M= Linux EE= macOS 2 X|A|ol|l A AWSPowerShell.NetCore ZE2| 558 H 04

LICH.

[0
I

# Writes a new (or updates existing) profile with name "myProfileName"
# in the default shared credentials file ~/.aws/credentials
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-config-creds.html
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Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName

# Writes a new (or updates existing) profile with name "myProfileName"
# into an ini-format credentials file "~/mycustompath/mycredentials"”

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName -
ProfileLocation ~/mycustompath/mycredentials

# Reads the default shared credential file looking for the profile "myProfileName"
Set-AWSCredential -ProfileName myProfileName
# Reads the specified credential file looking for the profile "myProfileName"

Set-AWSCredential -ProfileName myProfileName -ProfilelLocation ~/mycustompath/
mycredentials

AWS Tools for PowerShell2] 2& X}73d &

Tools for Windows PowerShell2 AWS CLI & C}& AWS SDK®} OF&H7FXIZ AWS &7 At 5 1}
Qo| AtEE X|ELICE Tools for Windows PowerShell2 O|A| NET A} 3 et AWS 2 At
24 Z3H It 250 8l basic, session & assume role At 3 T 21U 0| ¢l7| L MT|E
X|4gtLich o] 7152 M Amazon.Runtime.CredentialManagement HIYAHO|AE S5 &M
3ElL|CH
/A Warning
Hot S YX|5tE{H SMHE AT EQ|0{E JHE5HHLE AX| C|O|E 2 &dE [ IAM AHS

X| OkM[2. CHAI AWS IAM Identity Centerlt ZH2 EHOF Q15 Z 2 X2 S8t

(® Note
Ol FANe| HEE= 7| E= 7| Bt 215 HEE =502 &5351 &telshof ot= &S
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-users.html
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MIZZ2o U SEIY AWS & At 3T Ot HMA= A 5F & emdlet@! Initialize-
AWSDefaultConfiguration, New-AWSCredential ! Set-AWSCredentialoll F7}+# Ct& t2tO|E
X|HELICEH MH|A emdletlME S8 TH2t0|E{Q! -ProfileName2 F 7504 A Z2utel2 & X &

= UA&LIcH

AWS Tools for PowerShelloll A IAM 238t A2

AWS 7 A4 S Tt U2 M85HH F7F RO HHAE ASE = U&LICE HE E0{ IAM ALS
Xtol & 7| Rt 5 CHAI IAM &2 AF2510d AWS EIAA0] HAAE £ Ql&LICH Ol A sted™
dehE Y HEto| U= BE T2 L UE 7HA{ofF & LICE. AWS Tools for PowerShellofl &2 X|H
st Z2I g AF8SIEE X|AISHH AWS Tools for PowerShelloll A SourceProfile ItZtOIE{Z 4
HEl T 20U Z3|ELICH 0248t X4 SH2 RoleArn TiEtO|E{of X E A &rol CHEH LAl XHH
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https://docs.aws.amazon.com/powershell/latest/reference/items/Initialize-AWSDefaultConfiguration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Initialize-AWSDefaultConfiguration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-AWSCredential.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-AWSCredential.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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RoleArn It2tO|E{7F X|ZI8t et £2l5}
ol AtSELct

rir rio

HNem) HE2 HY 20t Uol|M HXsHE HE T2E0US YHELICH. F Hn FH2 ofH J¢
£ T g Aelxlol Cigh v = otels HHEELICH M | BE2 HJg Z2 ot ol CiEr X1 H3 5
TE EAIFLICE

PS > Set-AWSCredential -StoxeAs my_source_profile -AccessKey access_key_id -
SecretKey secret_key

PS > Set-AWSCredential -StoreAs my_role_profile -SourceProfile my_source_profile -
RoleAxrn arn:aws:iam::123456789012:role/role-i-want-to-assume

PS > Get-AWSCredential -ProfileName my_role_profile

SourceCredentials RoleArn
RoleSessionName Options

Amazon.Runtime.BasicAWSCredentials arn:aws:iam::123456789012:role/
role-i-want-to-assume aws-dotnet-sdk-session-636238288466144357
Amazon.Runtime.AssumeRoleAWSCredentialsOptions

_'_

1S A 5lE{M -ProfileName

Tools for Windows PowerShell AMH|A cmdletdt & 74 0] &t = 2 1} 2
= F ofM|ol M= o7& ofAof &
Ct.

35S IEt0|EE BEo| F7tsto] HE =2 utd g FEFLICH Cf
O|FEl & m 2l 2 AHE5H04 Get-S3Bucket cmdletod] M| AT AWS Tools for PowerShell
E my_source profileoﬂkl INES ’é':c'i'o Z 3|5t o[2{t Rt Z3HE Ar&35to{ AHEXE CH Al
AssumeRoleE EE£8 CtF, SHT El= Al G A1H ZHE AFE510] Get-S3BucketE EEF L
Ct.

=3
=
L
=
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PS > Get-S3Bucket -ProfileName my_role_profile

CreationDate BucketName

2/27/2017 8:57:53 AM 4ba3578c-f88f-4d8b-b95f-92a8858dac58-bucketl
2/27/2017 10:44:37 AM  2091a504-66a9-4d69-8981-aaef812a@2c3-bucket2
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-S3Bucket.html
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AAEE5E 1Y At &3Hok st= mtetO|E
7|2 -AccessKey
o] IAM AtE Aol CHEH & 7| At23 BHRIL|  -SecretKey
Ct.
M[M: -AccessKey
O|&2 Use-STSRole cmdlete| 21 £& §&  -SecretKey
S =SS 2 HM5t= IAM &hof CHEt B 7|
Atzd Z9EQlL|Ch.. -SessionToken
g -SourceProfile
O|E2 AF&XHE 2I3H AWS Tools for -RoleArn

PowerShellO| AM3SHE= IAM 23&of CHer B |

xh7d =molL |}, MEH AME: -Externalld

MEH ALEH: -MfaSerial

ProfilesLocation 2& 1jZtO|E]

-ProfileLocation2 AIE3t0{ 28 A4 &
4= Ql&LICH -ProfilelLocation It2tOIE{E
A OUS AIEEX| E= NET A 3 U2 AISEX| 042 E Mo{g = U&LICH O £
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ME Tools for Windows PowerShell0|lA O| Z}2}0|E{7} &S5t dralg MAEstL|Ct,
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https://docs.aws.amazon.com/powershell/latest/reference/items/Use-STSRole.html
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directory) \.aws\credentials &% At
2 59 oids Aot

AWS 2R A1 5 1t Ao 2 B ntlo] 573 01&0| 2= Z2 ol chsf XIAE T
H= oF 74 A4}
=

x'. 74 = (m g

A BEE AE 3 ool ME

jo

ANE SHE MM F AHE 3 0l & 5FLEol K& 5248 Set-AWSCredential cmdletS A EL
Ct. CHS ool = O] &g st WHE HodELICH & Bl HH2 Set-AwSCredentialoflAM
=2

-ProfileLocation2(&) AF&35l04 -ProfileName It2t0O|E{0f Q|5 X|HE = Zmt ol HAMA 7|
o ot 7|18 FIIgtLICt F #Hmll Yol ME Get-Content cmdletE AE5t04 AH74 5 mHo| LIS
EAE

PS > Set-AWSCredential -ProfilelLocation C:\Users\auser\.aws\credentials -ProfileName
basic_profile -AccessKey access_key2 -SecretKey secret_key2
PS > Get-Content C:\Users\auser\.aws\credentials

aws_access_key_id=access_key2
aws_secret_access_key=secret_key2

Get-AWSCredential cmdlet2 A&i5t T -ListProfileDetail Tl2tO|E{E F7I6t0 A1Zd Y uted
H

= &
78 & fIxlet z20t O|F S5 ErErELCH

PS > Get-AWSCredential -ListProfileDetail

ProfileName StoreTypeName ProfilelLocation

source_profile NetSDKCredentialsFile

assume_role_profile NetSDKCredentialsFile

basic_profile SharedCredentialsFile C:\Users\auser\.aws\credentials

A EE 2o A

A E5H 2ot g M4 E{H M Remove-AWSCredentialProfile cmdletE A& g LICt Clear-
AWSCredential2 C 0|4 A& E|X| 2 X[BF O|F {1t o| &S 2|l 04715 MBS =l U&LICH
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https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.management/get-content
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-AWSCredential.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-AWSCredentialProfile.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Clear-AWSCredential.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Clear-AWSCredential.html
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Initialize-AWSDefaultConfiguration, New-AWSCredential 2! Set-AWSCredentialZt 4% T 2 1}
off CH&r mi2tO|E{E K[ ELICH Get-S3Bucket -SourceProfile source_profile_name -
RoleArn arn:aws:iam::999999999999:role/role_name2t Z2 B0 2§& ml2tOlE]
g EH x|HE + giaLIch MH|A cmdlet® SourceProfile B RoleArn LHEHO|E{E = K|
Hotx| e B2 0| 7|52 & S5tX| b&Lct CHAl o248t metO|Ee & =2 utdol| K& 8t CHS
ProfileName LtZ}O|E{E AFE5to{ S S E5H{of g LCt

OH

Jo
A
ik
o
02

81


https://docs.aws.amazon.com/powershell/latest/reference/items/Initialize-AWSDefaultConfiguration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-AWSCredential.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-AWSCredential.html
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AWS Tools for PowerShell0fl A AWS AH|A EQd

O] Bt = AWS MH|A O HMASHZ| I3 AWS Tools for PowerShell AL 8 0 & M3 EHLICt
O +°F ol XM[= cmdlet2 At&3504 AX| AWS 2 S s&stE WS 204 7| {8 ZLct. ol

8t 0| X0l M= Tools for PowerShellol M XS 5t= cmdlet2 AMS & LICH AFEE &= Q= cmdlet2 =
Q15tE{™ AWS Tools for PowerShell Cmdlet ReferenceE & ZE3HMI2.

PowerShell It Y 944 213 &

AWS Tools for PowerShell2| 5 cmdlet2 AWSH| /= 7|&E THUO|Lt HZEE HE
grLICH. Amazon Route 538 |8t ChangeResourceRecordSets APIE £ &35H= Edit-

R53ResourceRecordSetO| HHE 1 of| L|C}.

PowerShell 5.1 Iﬁ ZIZ| A TS HESHHLE 42 E I PowerShellO| UTF-80| OFLI2F UTF-16
q

=
oz EHE °|3i Rl ot= EXF FOtE| D AR E Aot dd = A&LICH 16T

PS > *some file concatenation command* | Out-File filename.txt -Encoding utf8

PowerShell & LH0lAMH AWS CLI BEE ddsts 32 SYet 50| HEELICH PowerShell 2&
oM AWS CLI BR30| £242 Out-FileZ TO|Z & £ QI&LICH Export-CsvLt Export-Clixml
Z2 CHE cmdleto| = Encoding Tt2tO|E{7} Q& LICH Encoding OH7H B4==7F /1 HAZAE 1o
£ SHIZH QALY EE sHFE cmdlete| M| S £ Hed™ O W¥ 2 Asighch

PS > Get-Command -ParameterName "Encoding"

® Note

PowerShell CoreE E &8t PowerShell 6.0 O|& 0= HAAE ot £33 |5 UTF-8 212
2 X522 FK[ELCt
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https://docs.aws.amazon.com/powershell/latest/reference/
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeResourceRecordSets.html
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PowerShell =504 CHaH HH&H=El ZHE||

7|2 PowerShell 7Z30{ A AWS Tools for PowerShell2] &4 +=0|7| 23| AWS Tools for
PowerShell cmdletod A gHete|= THAI= AWS SDK2| s APIO|AM it o 2 HHEtE|= JSON =l
AE JHA|7F obL|2t NET ZHA|ILICH 0 & £04, Get-S3Bucket= Amazon S3 JSON & ZH&{|7}
Ot=l Buckets Z3|ME WEFILICIH Buckets ZE M2 PowerShell ZHO|Z2tQl0]| Hi%|E|0{ A
sttAlo2 A5 B 8% 4 QELICE OHHIFK|2 Get-EC2Instance DescribeEC2Instances
JSON ZAxt Z4%{|7} ofL|2} Reservation .NET 4| ZMZ LEFLICH ol SE2 MHAlof (HE X
O|lH, &%l PowerShell2to| Azt S = 0[7| 2/3H AWS Tools for PowerShell Z&S X| ¢ &fLICt.

LIQSH 42 AN MH|A SEHE AIEE = UESLICH o|2{8t SE 2 BHEHE! XM note SE2 2
MEELICH NextToken EEE AIE35t04{ HO|&E X|H5t= APl 20| B2, note SHESEX A
74 =]
= =

L
Ct.

Amazon EC2

O| oM Chs WS H|R 50 Amazon EC2 QIARIAE AR StE O 28 BHAIE oFLAE L
Ct.

Amazon S3
Ol EH#42 Amazon S301l EARIEI MM 2 ALO|EE MAste of W3t BHAHE otE LI ohe o
(=)

>
3
Q)
N
@)
>
w
w
[
-
mo
>.
= =

PowerShell =701 CH3H EHetEl 4% 83
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AWS Lambda & AWS Tools for PowerShell

0| Et0ol M= AWS Lambda Tools for PowerShell 204 CH8t ZHEHSH 7HR E X
Sst7| {8t HxtE MHEEhL|ct.

OH
ol

P

|
Hd
]
fjo
1
0z

Amazon SNS Z! Amazon SQS

0| EH20| M= Amazon SNS FA|0oi CHEF Amazon SQS CH7|¥E 755t Ol ZR 8t EHAHIZE otLE
LICt CHS & E MHEELICEH

« Amazon SNS FX| & M ELCt.
« Amazon SQS CH7 | M+

« FXof chEt Ch7|¥E FSELICH
« HAIX|E FAZ ™S ELICH

o CHZ|Q0i| A HIAIRIE A4 ELICE

CloudWatch

O| EF0lAE CloudWatcholl ALK} X|& CIOIEIE HlAlstE 2ol o€ NS EtLCh.

» CloudWatch CHA|E =0 AFE X} X[ X|EE A AR LICE.

eI

0%

=2
=

« AWS Tools for Windows PowerShell A|Zt

A

« Amazon S3 2! Tools for Windows PowerShell

« Amazon EC2 %! Tools for Windows PowerShell

« AWS Lambda & AWS Tools for PowerShell

« Amazon SQS, Amazon SNS 2! Tools for Windows PowerShell
+ AWS Tools for Windows PowerShell0i|A{2| CloudWatch

- cmdlet0l| M ClientConfig Z}2tO|E{ AL

AWS Lambda 2 AWS Tools for PowerShell 84
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Amazon S3 2! Tools for Windows PowerShell

0| Et#oi M= Amazon S3 2! CloudFrontE A& 3t04 AWS Tools for Windows PowerShell2 (&) A&

St= M 2 AO|EE BHELICE ol ZEMANME O[2{8t MH|AE 0|88 YRl 2hedg MEE

LICE O] A|9d2 AWSEIE| 242 A3t A ZEMAE MHSHE A 2 ALO|E S ARl CHE
AlE OHLHAME REIRIST & LCt.

017|0f] EAIE HH2 PowerShell MM 7|2 R4 & 2 7|2 21 M™EFCD 7H-EELICH 22
o2 X4 5 2|X0| cmdlet 50| & E|X| ok&L|CH.

(@ Note
= HAO|LL ZiA| O|F 2 #HE5t7| 218 Amazon S3 API7t gicE 2 0| B g & st7|
€|t Tools for Windows PowerShell cmdletT™ 8& LICt S32| Z4| O|& & ¥4&stEd™ Copy-
S30bject cmdletE A&5t04 M O|F 2 7t7 AN ZE A E S A ¥, Remove-S30bject
cmdlet2 Al&i5to4 el X E 4 X5 20| E&LC

CHE M HZshM L.

« AWS Tools for PowerShellof A< AWS AMH|A EFed
» Amazon S30{A XX 2 AlO|E S AE

« Amazon S3 2&

=H

« Amazon S3 HZ! M4, 2|7 =l S K| 7H(MEH AHED
Amazon S3 HZAIZ €l AIO|EE R4t EZ #4438t
Amazon S3 HZ!of| ZHA| 2=

Amazon S3 ZHA| B HZ! AFE||

Amazon S30| QIEICI HIAE FEHX YHZ =

IS
2
Hu

Amazon S3 HHZ! &, 2[F =l & &MH(ME AHY)

New-S3Bucket cmdlet2 Al&3104 M Amazon S3 HHZ!S MMEHLICH CIS ol X0 AHE website-
exampleO|2te HAS MMELICEH HZ!o| O|§ 2 2 & E|I™oM n7sHoF &LICt o] oAM=
us-west-1 2|0l HZlE MAsHLICH
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https://console.aws.amazon.com/s3/home
https://aws.amazon.com/getting-started/projects/host-static-website/
https://docs.aws.amazon.com/powershell/latest/reference/items/Copy-S3Object.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Copy-S3Object.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-S3Object.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://console.aws.amazon.com/s3/home
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PS > New-S3Bucket -BucketName website-example -Region us-west-2

CreationDate BucketName

8/16/19 8:45:38 PM  website-example
Get-S3BucketLocation cmdletE At&sto] HZ!0| {IX[EF E[HE &elg = A&LICh.
PS > Get-S3BucketLocation -BucketName website-example

us-west-2

O| At& X E OtR|H CHS 2t AL83t0] O] HZ!E MHE =+ U&LICH F& ol X0l M ALSsHok st
Bz ol HZE A 2Ixlol iz E W& MerHEfLC

PS > Remove-S3Bucket -BucketName website-example

7! A Z2MAE BR25HE O ChA AlZHo| ZRILICH SUS 0I5 2] B2 FAI CHAl M4dstein

| 25
5t O H{Zlo| 2t&5| At2HE H7H K| New-S3Bucket cmdletO| AlTi & £~ Q& L|C}.

Sl

0%

=
=

« AWS Tools for PowerShellol| A AWS AMH|A Ered
o Put HZ!(Amazon S3 MH|A & X)
« Amazon S3& AWS PowerShell 2|7

ol

3

Amazon S3 HHZ!2 & AIO|ER st 24

Write-S3BucketWebsite cmdletE AF&3+04 Amazon S3 HHZ!E X ¢ AlO|EZ FMEELIC C}
2 ofdoHE 7|2 28 = ¢ HOo|X|of index.html O|ET 7|2 2F ¥ 1 0|X[0f exrror.html O|
&2 X[HEELICH O] cmdlet2 o248t HIO|X[& BHEX| i &L|Ct. 0|24t H|O|XI& Amazon S3 Z4A| 2
M U2 EsHoF gFL|Ct.

PS > Write-S3BucketWebsite -BucketName website-example -

WebsiteConfiguration_IndexDocumentSuffix index.html -WebsiteConfiguration_ErrorDocument
error.html

RequestId : A1813E27995FFDDD

Amazon S3 H{Z!E ® MO|ER FMst1 2Z &85t 86


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUT.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region
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AmazonId2 : T7h1D0elLqA5Q2XfTe8j2q3SLoP3/5XwhUU3RyIBGHU/LnC+CIWLeGgPOMY24xA1T
ResponseStream :

Headers : {x-amz-id-2, x-amz-request-id, Content-Length, Date...}

Metadata .

ResponseXml :

Sl

0%

=
=

« AWS Tools for PowerShell0{| A AWS AH|A EQd
« Put HZ! @ AFO|E(Amazon S3 API & X)
 Put H%! ACL(Amazon S3 API & X)

Amazon S3 HZ!0of| A Y2 =

ol FFE &olgrLct. -Fileol CHE Write-S30bject Tt2tO|EE 24 Tt A|AE O
2 X|™gtLICt -Key T}2HO|E{= Amazon S301A e Zix|ofl AFEE O|E & KI-HELICH.

il J:‘.':

Amazon2 I+ =EHH M Aol 2EHE F- (0| B2 "htmI"2 FFELICE.

PS > # Create the two files using here-strings and the Set-Content cmdlet
PS > $index_html = @"

>> <html>

>> <body>

>> <p>

>> Hello, World!
>> </p>

>> </body>

>> </html>

>> "@

>>

PS > $index_html | Set-Content index.html
PS > $error_html = @"

>> <html>

>> <body>

>> <p>

>> This is an errxor page.
>> </p>

>> </body>

>> </html>

I—IEP 0+EH 0|7<1|01|H“ ZHEFSF HTML u+°' HE ’%“gom Amazon S3 tH%’JOH HECSn Y=

u}

Amazon S3 H{Z!of| Z4x| Y2 =
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
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S>> n@
>>

>>$erroxr_html | Set-Content errox.html

>># Upload the files to Amazon S3 using a foreach loop

>>foreach ($f in "index.html", "error.html") {

>> Write-S30bject -BucketName website-example -File $f -Key $f -CannedACLName public-
read

>> }

>>

PS > # Verify that the files were uploaded
PS > Get-S3BucketWebsite -BucketName website-example

IndexDocumentSuffix ErrorDocument

index.html error.html

0l2| #HIE ACL M

Tools for Windows PowerShell AF235}04 O|2| £H|E! ACLE X|™H3t= 22 AWS SDK for .NETO]|
M A8 E|l= At SUFLICEH 3 X2 0248t 2F2 Amazon S3 Put Object 4ol AF &= 2kt
CFELICE Tools for Windows PowerShell2 CtS1t 22 O|2| £H|E ACLE K| ELiCt.

« NoACL

* private

* public-read

* public-read-write

* aws-exec-read

+ authenticated-read

* bucket-owner-read

* bucket-owner-full-control

* log-delivery-write

0l2] ZHIE ACL Al CHE RFMIEH LIS HAMIA K0 S5 JH2 8 AZsHAAlR.

HE|ME Y= =of gtet HE

Amazon S3 APIE At&35t0{ 5GBECLCH 2 IS URESH= 49 HE|IME HEEE AHS5HoF &L
Ct. 3tX|2t Tools for Windows PowerShellol| A XS 5t= Write-S30bject cmdlet® 5GBECH & ut

U Hz= & FHsHH MElg += A&LICH

Amazon S3 H{Z!0l| 2| ¥=2= 88


https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#canned-acl
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2l AIO|E HIAE

ol 22t X{olA] B 5to4 B AFOIEE EIAEY 4 U&LICH Amazon S301 EAEE HA ¢l AtO|

=
EQ|URL2 E& ¥AIE ELICHL
http://<bucket-name>.s3-website-<region>.amazonaws.com
odl:

http://website-example.s3-website-us-west-1.amazonaws.com

I.

il
oo

s

« AWS Tools for PowerShelloflA{ AWS AH|A ZHed

« Put Z#X(Amazon S3 AP| & X)
- O|2| £HIE! ACL(Amazon S3 API & %)

Amazon S3 ZiA]| & HZ! AbK]|

O| UM = O EH3dol| S E 2 ALOIEE AlX|stE WS MTELICH HTML Thoil CHEH 2|
E ArAISHD LEA O] AtO|E0d| CHE Amazon S3 A2 ArA|sHH ELict.

[ TH

X, Remove-S30bject cmdletS Al&i5l04 Amazon S3 S0l HTML Tt ol CHE ZH&| S AtA|Et
LIct

PS > foreach ( $obj in "index.html", "error.html" ) {
>> Remove-S30bject -BucketName website-example -Key $obj

>> }

>>

IsDeleteMarker

False &2 Amazon S30{M 2 E ®MElete Yol o & & otE|HEQILICH 0| 32 ol EXME
o|alst x| ef&LICH.

O|X| Remove-S3Bucket cmdlet2 A&35H AFO|E 0| M $4A H|0{ = Amazon S3 HZ!E A XE &=
olaLCh.
AA =

PS > Remove-S3Bucket -BucketName website-example

Amazon S3 Zixl| 2! 2! AbA| 89


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUT.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ACLOverview.html#CannedACL
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RequestId : E480ED92A2EC703D

AmazonId2 : k6tgaqClnMkoeYwbuJXUx1/UDa49B1d6dfLNOLsImWYNPHjbc8/Nyvm6AGbWcc2P
ResponseStream :

Headers : {x-amz-id-2, x-amz-request-id, Date, Server}

Metadata : {3

ResponseXml

AWS Tools for PowerShell2| 1.1 0|4 M0 A= -DeleteBucketContent Oi7 B4E Remove-
S3BucketOl F7t& = U&LICH 2™ XHE HAMH ZE A & x| H™O| AN | Lt

M BHZ! RE&I7F M7 LICEH 20| ZHA| = ZHA| ™ ~0f 2l O] 2 dofl= A st AlzZto] ZE
= A&LICt 1.1 0| BT 2| Tools for Windows PowerShellt| A= H{Z S H|2{okEF Remove-
S3BucketOlM HZI 2 AAE = AUP&LICH

® Note

-Force D47 Hd+8 FII5HK| &b = &, cmdletS A&5H7| T10d AWS Tools for PowerShellof
M &l HAIX|7}F EAIEILICEH

[t

&

o

=
=

« AWS Tools for PowerShell0l| A AWS MH|A EHed
« ZHX| AFA|(Amazon S3 API & X)

« DeleteBucket(Amazon S3 API & %)

Amazon S30] QIZICI HIAE EEIx ¢ZC

Write-S30bject cmdlettl A= Amazon S30 QIZIRI HIAE ERIRXE Y2 EStE= 7|52 KIHEL
Ch. -Content (% -Text)E AF25HH mhUof HX{ £04 EX| &t T = Amazon S301| Y2 =& EHA
I8t LHE 2 XIHE = A&LICt o] metolEol= ZHHE &t & BAIE2 22 047]0 L= 0

E7
EE ZEsls EANLET A8E = U&LICH

PS > # Specifying content in-line, single line text:
PS > write-s3object mybucket -key myobject.txt -content "file content"

PS > # Specifying content in-line, multi-line text: (note final newline needed to end
in-line here-string)

Amazon S30f QIZ}QI HIAE FE
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectDELETE.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketDELETE.html
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PS > write-s3object mybucket -key myobject.txt -content @"

>> line 1

>> line 2

>> line 3

>> "@

>>

PS > # Specifying content from a variable: (note final newline needed to end in-line
hexre-string)

PS > $x = @"

>> line

N =

>> line

W

>> line
>> ll@
>>

PS > write-s3object mybucket -key myobject.txt -content $x

Amazon EC2 2! Tools for Windows PowerShell

.,_
(¢}

AWS Tools for PowerShell2 AF23504 Amazon EC22} Zt21El QHtX{0| Zhoig £3Hsh 4= Q& LTt

017|0l| EA|El 0i{Aof M= PowerShell 42| 7|2 At &F & 7|2 IS J™Fctn 7gg Lt
JHE 2 cmdletS Y WM XtH ZHOILE 21 S Lot x| A &LICH REMEH LIE 2 MME H X st

MI2AWS Tools for Windows PowerShell A|&}

|
» 7| mo{ BFE7]

« Windows PowerShell€ Al&35t0{ Eot 15 M

« Windows PowerShell2 At&35}t04 Amazon Machine Images & 7|

« Windows PowerShell2 AF235}04 Amazon EC2 QIAEIA A%}

7| Ho{ BFE 7|

Ct= New-EC2KeyPair O|XMo M= 7| H0{E BHE 1 PowerShell B4 $myPSKeyPair0ll O|& A&
grct.
=

PS > $myPSKeyPair = New-EC2KeyPair -KeyName myPSKeyPair

7| Ho{ Z4X|E Get-Member cmdletod I}O|Z5t0{ Ao X E =FQIEILICE

Amazon EC2 ! Tools for Windows PowerShell 91
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PS > $myPSKeyPair | Get-Member

TypeName: Amazon.EC2.Model.KeyPair

Name

Equals
GetHashCode
GetType
ToString
KeyFingerprint
KeyMaterial
KeyName

MemberType Definition

Method bool Equals(System.Object obj)

Method int GetHashCode()

Method type GetType()

Method string ToString()

Property System.String KeyFingerprint {get;set;}
Property System.String KeyMaterial {get;set;}
Property System.String KeyName {get;set;}

7| Ho{ Z4X|& Format-List cmdleto] I}O|Z 5104 KeyName, KeyFingerprint %! KeyMaterial
HEHo| g2 SLCH (87| (=5 £3E &L

PS > $myPSKeyPair | Format-List KeyName, KeyFingerprint, KeyMaterial

KeyName

KeyFingerprint :

KeyMaterial

: myPSKeyPair
09:06:70:8e:26:b6:e7:ef:8f:fe:4a:1d:bc:9c:6a:63:11:ac:ad:3c

----BEGIN RSA PRIVATE KEY----

MIIEogIBAAKCAQEAKK+ANYUS9c7niNjYfaCn6KYj/DOI6djnFoQE. . .
Mz6btoxPcE7EMeH1wySUp8nouAS9xb1917+VkD74bN9KmNcPa/Mu. . .
Zyn4vVe@Q5il/MpkrRogHqOBOrigeTeV5Yc31vO@RFFPu@Kz4kem. . .
w3Jg8dKsWn@plOpX7V3sRCO2KgIIbejQUVBFGi50QK9bm4tXBIeC. . .
daxKIAQMtDUdmBDrhR1/YMv8itFe5DilLbq7Ga+FDcS85NstBa3h. ..
iuskGkcvgWkcFQkLmRHRoDpPb+0dFsZtjHZDpMVFmA9tT8EdbkKEF. . .
3SrNeqZPsxJJIx00db3CxLIpg75JUS5kyWnb@+sDNVHoJiZCULCzO. ..
GG1LfEgB95KjGIk7zEv2Q7K6s+DHclrDeMZWa7KFNRZuCuX7jsscC. ..
x098abxMr303TNU6p1ZYRIEQQ0IrOW+kc+/8SWb8NIwfLtwhmIEy. ..
1BX9X8WFX/A8VLHrTlelrKmLkNECgYEAwltkV1p0OJAFhz9p7ZFEv. ..
vvVsPaFQEv9bk9pghx269PB50x2KokwCagDMMaYvasWobuLmNu/1. . .
ImwRx7KTeQ7W1330LgxHA1QNMkip9c4Th3q9vVc3t/fPf8vwfI8C. ..
63g6N61k2FKkHZX1E62Bgbewld3eZ0S05Ip4VUdvtGeuc8/qa+esC. . .
KXgyt9nl64pMv+VaXfXkZhdLAdYOKhcOTGBI9++VMSG5TrD15YJIId. ..
gYALEI7m1jIKpHWAEs@hiemw5VmKyIZpzGstSIsFStERIAJiETDH. ..
YAtnI4J8dRyP9I7BOVON3wNfIjk859il/00c+j8S65giLAfndWGR. ..
9ROwIkm5BMUcSRRcDy@yuwkKBgEbkONnGGSD@ah4HkvrUkepIbUDTD. . .
AnEBM1cXI5UT7BfKInpUihZzi59QhgdK/hkOSmWhl1ZGWikJ5VizBf. ..
drkBr/vTKVRMTi31VFB7KkIV1xJIxC5E/BZ+YdZEpWoCZAoGAC/Cd. ..
TT1d5N60pg0XAcQIwzqoGa9ZMwc5Q9f4bfRc67emkw@ZAAWSSVIWR. . .
x302duuy7/smTwWwskEWRK5IrUxoMv/VVYaqdzcOajwieNrblr7c. ..

7| mjo] 48
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KeyMaterial HH= 7| Ho{e| Zgto|8! 7|& MEELICH HEE] 7= AWSOoi| M ELICH AWSof
MEHEZ 7|8 HAME == IX|TH Z2t0[8! 7|9| KeyFingerprintE& HEZ! 7|82 2 AWSO0| A
gretEl 243 Hlmstod HEE 7|8 HOIE & Lot
7| mjof X|2 27
Get-EC2KeyPair cmdletE At&3dto{ 7| W09 X|IEE & + U&LICt

PS > Get-EC2KeyPair -KeyName myPSKeyPair | format-list KeyName, KeyFingerprint

KeyName : myPSKeyPair
KeyFingerprint : 09:06:70:8e:26:b6:e7:ef:8f:fe:4a:1d:bc:9c:6a:63:11:ac:ad:3c

zztol|d! 7|8 moi K& ElEd™ KeyFingerMaterial HEE Out-File cmdletof Zho|= &HL|C}.

PS > $myPSKeyPair.KeyMaterial | Out-File -Encoding ascii myPSKeyPair.pem

Zzto[s! 7| & ufdof £ - Encodlng asciig& X|Gsliof ELICt JEX| 2™, opensslit Z2
EFM LS SHIEH X RE = USLICH CHS0t 22 HHES AHE5t04 At mh o] &40
SHHEX| gelg %JﬁL—IEF

PS > openssl rsa -check < myPSKeyPair.pem

(openssl =7 AWS Tools for PowerShell B2 = AWS SDK for NETOI| Z & E|X| Sf&LICH)
7| Ho{ N7

CIAEAIAE A|Z5tD Q1452 7| Ho{7F 2 ELiCt 7| Ho{E AFE8 & MHE £ &Lt
AWSOIM HE2] 7|2 M 7524 Remove-EC2KeyPair cmdlet® AFSEFLICH HIAIX|7F EAIZ|H
EnterE =M 7| H0o{E M 7HELICH.

PS > Remove-EC2KeyPair -KeyName myPSKeyPair

Confirm

7| mjo{ 4o 93
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Performing the operation "Remove-EC2KeyPair (DeleteKeyPair)" on target "myPSKeyPair".
[Y] Yes [A] Yes to ALl [N] No [L] No to All [S] Suspend [?] Help (default is "Y"):

$myPSKeyPair #1XH PowerShell |01 01715 EXHSIH 04715| 7| o HEE Z & &FLICtH
myPSKeyPair.pem ItAT EXHEFLICE 5t X[EH 7| H|o{e| {EE] 7|7} AWSO|| [ 0|4 KT |04 UK]
foo 2 Zzlolsl |E 1 0|4 & 5tX| et&LICEH

12 HF

Windows PowerShell& Al&35t0od 2o 18 MY

AWS Tools for PowerShellE Al35t0{ EQF IS MMl
[ 8 15 0| EC2-Classic®!X| EC2-VPCQIX| o{& t

A =

AFE{S| H{EZ IP 4L E CIDR E7|Ho 2 X|H5HoF B LICH MHIAE AHE5t0d 2Z HFES I
EZ2IP FAE EHOIE £ Q&LICE o & E™, Amazon0|ME= http://checkip.amazonaws.com/ EE &

https://checkip.amazonaws.com/ MH|AE MIELICH IP FLAE MS35te= EFE MH|AE 3o P{™
"what is my IP address"2 ZAMGH A 1HIP F4 ‘Bi'OI ISPE S, E= st FloMq eAZst=
R0z 220|UE HAFREIIAMEE = Ue IP FL2| HE Fotof Lct.

/A Warning

0.0.0.0/02 X|’H5tH ™ MAH L 2E IP FAMAM ECHEIE AFSSHES MY ELICIH SSH
U RDP Z2EZ0| A2, EHIAE EHE0o|M EA| AE5tE Z2 BEX|D Z2M B0l M
OLMGEIXR| ot &LICH Z2HM 40 MHE MAS HE IP T4 EE T4 H ol AMEH A

- 12 L=

L

|> FIF b
40 1

Tet2 Fo{5oF &LICt

Hr
e}
M
i
0=
0%
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EC2-ClassicOi| CHEF 2ot O & MY

/A Warning
EC2-Classic2 2022\ 82 150{ AF2 SX|=E o HL|C}t. EC2-ClassicOAM VPCZ 00|21
dlo|M8l= Zd0| E&LICt REMIEH LH2 2 Linux QIAEAE Amazon EC2 A2 MYEM =
Windows QIAEIA & Amazon EC2 AFE ME A 2| EC2-Classict| A VPCZ OlO|1Bl0|ME

XM £ €210 HAEEC2-Classic HEZS ALE S| SILICH- FH| &2 ot
S ZELICHE FZ5HMIR.

CtZ ol Mol A= New-EC2SecurityGroup cmdlet2 At&3t04 EC2-Classicoll CHEt 2ot OES2
AMAAgrLICE

PS > New-EC2SecurityGroup -GroupName myPSSecurityGroup -GroupDescription "EC2-Classic
from PowerShell"

5g-0a346530123456789

HotOEo| x7| #MHE EdMH Get-EC2SecurityGroup cmdletS AFS&FLICH

I

PS > Get-EC2SecurityGroup -GroupNames myPSSecurityGroup

Description : EC2-Classic from PowerShell

GroupId : sg-0a346530123456789

GroupName : myPSSecurityGroup

IpPermissions : {3

IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}

OwnerId : 123456789012

Tags : {3

VpcId : vpc-9668ddef
TCP EZE 22(SSH) & TCP ZE 33890] CHal| QIHIRE EEfEHE &5t E 2ot 158 F45tc{H
Grant-EC2SecurityGroupIngress cmdlet2 AISELICH & S0{CtE A3 EE=HLIPF
291203.0.113.25/320{ A E0{2& SSH ECHE S & Hstste WHE 2o ELCH

$cidrBlocks = New-Object 'collections.generic.list[string]’

$cidrBlocks.add("203.0.113.25/32")

$ipPermissions = New-Object Amazon.EC2.Model.IpPermission
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$ipPermissions.IpProtocol = "tcp"

$ipPermissions.FromPort = 22

$ipPermissions.ToPort = 22

ipPermissions.IpRanges = $cidrBlocks

Grant-EC2SecurityGroupIngress -GroupName myPSSecurityGroup -IpPermissions
$ipPermissions

Hot DE0| YHIO|EEIREX| #l5tE{T Get-EC2SecurityGroup cmdletS CHA| A& EHLICH.
EC2-ClassicOl CHEt OFRHIRE #EI2 X|HE =+ gigLich

PS > Get-EC2SecurityGroup -GroupNames myPSSecurityGroup

OwnerId : 123456789012

GroupName : myPSSecurityGroup

GroupId : sg-0a346530123456789
Description : EC2-Classic from PowerShell
IpPermissions : {Amazon.EC2.Model.IpPermission}
IpPermissionsEgress : {}

Vpcld :

Tags : {3

HotOF #2l2 E2{™ IpPermissions 42 AFSELICH

PS > (Get-EC2SecurityGroup -GroupNames myPSSecurityGroup).IpPermissions

IpProtocol : tep

FromPort : 22

ToPort : 22
UserIdGroupPairs : {3}

IpRanges : {203.0.113.25/32}

EC2-VPCOf CHE 2ot O & MY

CHZ New-EC2SecurityGroup MM E -VpcId Oh7H ¢~E F 715104 X|HE VPCO]| CHEH 2ot
JES ddgct

PS > $groupid = New-EC2SecurityGroup °
-VpcId "vpc-da@@13b3" °
-GroupName "myPSSecurityGroup" °
-GroupDescription "EC2-VPC from PowerShell"
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HotOEo| x7| +MHE EdH Get-EC2SecurityGroup cmdlet2 AFSELICEH 712X Z VPCO)
Hot 052 ZE ol RHI2E ESfEE 585t ot RHIRE 7AIg ZEFLICH 0§22 EC2-VPC
=

of CHEF EoF O & & X8 £ gigLich

PS > Get-EC2SecurityGroup -GroupId sg-5d293231

OwnerId : 123456789012

GroupName : myPSSecurityGroup

GroupId : sg-5d293231

Description : EC2-VPC from PowerShell
IpPermissions : {J

IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}
VpcId : vpc-da0013b3

Tags : {1

TCP ZE 22(SSH) 2! TCP ZE 33890{ A QIHt2 = EgfZlof CHEt HEHE X o520 New-0Object
cmdletS AFSBLICH CHE oM AT RIEE THY IP 4 203.0.113.25/320{A TCP ZE 22 &
338901 CH3H AFR H3HE X o|8tHL|C}.

$ipl = new-object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPoxrt = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPoxt = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")
Grant-EC2SecurityGroupIngress -GroupId $groupid -IpPermissions @( $ipl, $ip2 )

Hot 3E0| YHIO|EEIRA=X] #0I5tE{T Get-EC2SecurityGroup cmdletE CHA| AF& &L}

PS > Get-EC2SecurityGroup -GroupIds sg-5d293231

OwnerId : 123456789012

GroupName : myPSSecurityGroup

GroupId : sg-5d293231

Description : EC2-VPC from PowerShell
IpPermissions : {Amazon.EC2.Model.IpPermission}
IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}
Vpcld : vpc-da0013b3

Heota

Iju
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Tags : {1
ClHI2E &2 27| 2/ Ol BHo| A ghgtet ZlM JHAM oA IpPermissions &2 AME
T A& LCt.

PS > (Get-EC2SecurityGroup -Grouplds sg-5d293231).IpPermissions

IpProtocol ¢ tep

FromPort : 22

ToPort : 22
UserIdGroupPairs : {3}

IpRanges : {203.0.113.25/32}
IpProtocol ¢ tep

FromPort : 3389

ToPort ¢ 3389
UserIdGroupPairs : {3}

IpRanges : {203.0.113.25/32}

Windows PowerShell2 At& 301 Amazon Machine Images % 7|

Amazon EC2 RQIARAE A|ZtE [ QIARAO| HIEZIO 2 AEE Amazon Machine Images(AMI)
E XIGgLIct. st x| AWSol M= M AMIof x4 4CI|0|E & 2ot THM A E MB5HEE AWS
Windows AMIQ| ID7} A& #HZAEILIC} Get-EC2Image & Get-EC2IlmageByName cmdlet2 A& 3104
24Xl Windows AMIE % 0tM sliE IDE 7tx{E + U&LICH

|

» Get-EC2Image

» Get-EC2ImageByName

Get-EC2Image

<

Get-EC2Image cmdlet2 A E == U= AMI S5 AAMELCH

E

-Owner0o| A AmazonO|L} AL XA &6t AMITH ZME|T 2 amazon, self Tt2tO|E{2t o{&| O]
7k Get-EC2ImageE ALSELICE O] ZHEIAE M AL XIS cmdlet2 t= O AHEEt At 3 338
£ 7T AFZXHE R|ZEELCH

ol
M
ol

PS > Get-EC2Image -Ownex amazon, self
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-Filter m2t0|EHE AFE 35104 Z2uto| HQIE X|HE = J&LICH EHEE X|H5e{H
Amazon.EC2.Model.Filter & o| & MMELICE o€ E01, C}S EEIE A3 Windows

AMIZH E A|ElL[C.

$platform_values = New-Object 'collections.generic.list[string]’
$platform_values.add("windows")

$filter_platform = New-Object Amazon.EC2.Model.Filter -Property @{Name = "platform";
Values = $platform_values}

Get-EC2Image -Owner amazon, self -Filter $filter_platform

mdletoi| A gBH&tEl= AMI & StLHE 204 FH, O™ BH 9| A £342 o] AMIO]|

Architecture : X86_64

BlockDeviceMappings : {/dev/sdal, xvdca, xvdcb, xvdcc..}

CreationDate : 2019-06-12T10:41:31.000Z

Description : Microsoft Windows Server 2019 Full Locale English with SQL Web
2017 AMI provided by Amazon

EnaSupport : True

Hypervisor : xen

Imageld : ami-000226b77608d973b

ImagelLocation : amazon/Windows_Server-2019-English-Full-SQL_2017_Web-2019.06.12
ImageOwnerAlias : amazon

ImageType : machine

Kernelld :

Name : Windows_Server-2019-English-Full-SQL_2017_Web-2019.06.12

OwnerId : 801119661308

Platform : Windows

ProductCodes {3}

Public : True

RamdiskId :

RootDeviceName : /dev/sdal

RootDeviceType : ebs

SriovNetSupport : simple

State : available

StateReason

Tags {3

VirtualizationType : hvm

AMI &t7|
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Get-EC2ImageByName

Get-EC2ImageByName cmdletti M= &4 U= M 4 &0 2 AWS Windows AMI S 52

e 4 s

Of7H g4~ Q0| Ae FA< CtS1t Z 0] emdletol| A 247 EE Ol 2| MA| ME7H W& ELICt

PS > Get-EC2ImageByName

WINDOWS_2016_BASE

WINDOWS_2016_NANO

WINDOWS_2016_CORE
WINDOWS_2016_CONTAINER
WINDOWS_2016_SQL_SERVER_ENTERPRISE_2016
WINDOWS_2016_SQL_SERVER_STANDARD_2016
WINDOWS_2016_SQL_SERVER_WEB_2016
WINDOWS_2016_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_BASE

WINDOWS_2012R2_CORE
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_SQL_SERVER_STANDARD_2016
WINDOWS_2012R2_SQL_SERVER_WEB_2016
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2014
WINDOWS_2012R2_SQL_SERVER_STANDARD_2014
WINDOWS_2012R2_SQL_SERVER_WEB_2014
WINDOWS_2012_BASE
WINDOWS_2012_SQL_SERVER_EXPRESS_2014
WINDOWS_2012_SQL_SERVER_STANDARD_2014
WINDOWS_2012_SQL_SERVER_WEB_2014
WINDOWS_2012_SQL_SERVER_EXPRESS_2012
WINDOWS_2012_SQL_SERVER_STANDARD_2012
WINDOWS_2012_SQL_SERVER_WEB_2012
WINDOWS_2012_SQL_SERVER_EXPRESS_2008
WINDOWS_2012_SQL_SERVER_STANDARD_2008
WINDOWS_2012_SQL_SERVER_WEB_2008
WINDOWS_2008R2_BASE
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2012
WINDOWS_2008R2_SQL_SERVER_STANDARD_2012
WINDOWS_2008R2_SQL_SERVER_WEB_2012
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2008
WINDOWS_2008R2_SQL_SERVER_STANDARD_2008
WINDOWS_2008R2_SQL_SERVER_WEB_2008
WINDOWS_2008RTM_BASE

AMI 37| 100
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WINDOWS_2008RTM_SQL_SERVER_EXPRESS_2008
WINDOWS_2008RTM_SQL_SERVER_STANDARD_2008
WINDOWS_2008_BEANSTALK_IIS75
WINDOWS_2012_BEANSTALK_IIS8

VPC_NAT

HrEtz|= O|0|X| ME S| HIE &35I24% Names It2tO|E{E A& 35104 stLt O|4f o EE{ O|F S

gLt

PS > Get-EC2ImageByName -Names WINDOWS_2016_CORE

Architecture : x86_64

BlockDeviceMappings : {/dev/sdal, xvdca, xvdcb, xvdcc..}

CreationDate : 2019-08-16T09:36:09.000Z

Description : Microsoft Windows Server 2016 Core Locale English AMI provided by
Amazon

EnaSupport : True

Hypervisor 1 xen

Imageld : ami-06f2a2afcad6fl5fc

ImagelLocation : amazon/Windows_Server-2016-English-Core-Base-2019.08.16
ImageOwnerAlias : amazon

ImageType : machine

Kernelld :

Name : Windows_Server-2016-English-Core-Base-2019.08.16
OwnerId : 801119661308

Platform : Windows

ProductCodes {3}

Public : True

RamdiskId :

RootDeviceName : /dev/sdal

RootDeviceType : ebs

SriovNetSupport : simple

State : available

StateReason

Tags {3}

VirtualizationType : hvm

.

Windows PowerShell& AF& 35104 Amazon EC2 QIAEIA AlE!

Amazon EC2 QIAEIAE A|ZtstE{E O EHpofA st 7| mlo{ & Hot I 50| HeEfLch

=
Amazon Machine Images(AMI)2| IDE E R & LICH XtM|EH LIS 2 Tt dBAME FESHAMR.
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Fo|=

« 7| mjof B E 7]

+ Windows PowerShell2 At&35t0{ 2ot O & MM

« Windows PowerShell£ A& 304 Amazon Machine Images % 7|

/A Important
AlEtetE QIARIATE 2| Elofof HRHEIX| ot B QUAHAE AAEH 20 230 &
I RF NEHE ZEs QATATE AME AlZtoll CHaH S EILICH
S|

« EC2-ClassicO| A QIAEIA A|ZE}
+ VPCO|M QA

BA AlEf
« VPCOIA AT QIAEIA A|Z}

EC2-ClassicO|AM QIAEIA A|Z

/A Warning
EC2-Classic2 2022 82 1501l Al & X|E of| HL|C}t EC2-ClassicOllAM VPCZ 010|1
H|0|MStE Zd0| E&LICH XEMIEH L2 2 Linux 2IAEIAE Amazon EC2 AF2 MEM EEE
Windows @IAEIA & Amazon EC2 AFE A A S| EC2-Classicol M VPCE Oto|1d|o|MHE

HEsMR. £ B2 HMAIEEC2-Classic HIEIZIS AL S| SULICH- Zd| we of
SI Z&LICHE AEFHMR

PS > New-EC2Instance -Imageld ami-c49cOdac °
-MinCount 1 °
-MaxCount 1 °
-KeyName myPSKeyPair °
-SecurityGroups myPSSecurityGroup °
-InstanceType tl.micro

ReservationId : r-b70a0ef1
OwnerId : 123456789012
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RequesterId
Groups
GroupName
Instances

o

1

Jo O Hr X
0% T mu oo

HpP{™M Get-EC2Instance cmdlet@ A2 %!
=

{myPSSecurityGroup}
{myPSSecurityGroup}
{3

LICI. 221 CI& EE{E AF83t1 Instances

EC2Instance2 E&¢&tL|Ct.

PS > $reservation

PS > $reservation.

&AM T
T o= it

= New-Object 'collections.generic.list[string]’

add("xr-5caa4371")

AlSHE Get-

PS > $filter_reservation = New-Object Amazon.EC2.Model.Filter -Property @{Name =

"reservation-id";

Values = $reservation}

PS > (Get-EC2Instance -Filter $filter_reservation).Instances

AmilLaunchIndex : 0

Architecture : x86_64
BlockDeviceMappings : {/dev/sdal}
ClientToken :

EbsOptimized False

Hypervisor xen
IamInstanceProfile

Imageld : ami-c49c0@dac
Instanceld : 1-5203422c
InstancelLifecycle

InstanceType : tl.micro

Kernelld

KeyName : myPSKeyPair
LaunchTime 12/2/2018 3:38:52 PM
Monitoring : Amazon.EC2.Model.Monitoring
NetworkInterfaces : {3

Placement : Amazon.EC2.Model.Placement
Platform : Windows
PrivateDnsName

PrivateIpAddress 10.25.1.11
ProductCodes {3

PublicDnsName

PublicIpAddress 198.51.100.245
RamdiskId :

RootDeviceName : /dev/sdal
RootDeviceType : ebs

£ QIAE AT} pending HEHO|X|BF H 2 £0i running &Ef7} ElLICH QIAEAO| CHEF
LICH QUARATL = 7 O|4Ql B Filter et
Ar&3tod of &F IDO| CHal A& EE>E = U&LICH HX| Amazon.EC2.Model.Filter

=
of 4| S M

OIAEIA AR
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SecurityGroups : {myPSSecurityGroup}
SourceDestCheck : True
SpotInstanceRequestId :

SriovNetSupport

State : Amazon.EC2.Model.InstanceState
StateReason

StateTransitionReason :

SubnetId :

Tags : {3
VirtualizationType : hvm

Vpcld

VPCO| A QIAEIA A|ZE

ChE BHE2 xIEE Z2tol8! MEYI|AM B ml.small QIARAE MMerLICH 2ot O&2 K™
El MEUo] Cial & & ofloF &rLict

PS > New-EC2Instance °
-ImageIld ami-c49c@dac °
-MinCount 1 -MaxCount 1 °
-KeyName myPSKeyPair °
-SecurityGroupId sg-5d293231 °
-InstanceType ml.small °
-SubnetId subnet-d60013bf

ReservationId : r-b70a0ef1

OwnerId : 123456789012

RequesterId

Groups : {3

GroupName : {3

Instances {3
MZole QUAEAT pending 4 EHO|X|EF H & F0i| running & Ef7F ElL|CH QIARAO| CHEF
HE 22{M™ Get-EC2Instance cmdlet2 AFS R LICH QIARATL 5 7l O|4Ql B Filter It}
O|E{E AF&3H04 o f IDOY| CHal 2t E EEAE &= JU&LICH X Amazon.EC2.Model.Filter
SO MM E eIt O O E EEE AI85t1 Instances £482 E AISHE Get-

EC2Instance2 E&¢&tLICI.

PS > $reservation = New-Object 'collections.generic.list[string]’'

PS > $reservation.add("r-b70a0efl")

PS > $filter_reservation = New-Object Amazon.EC2.Model.Filter -Property @{Name =
"reservation-id"; Values = $reservation}
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PS > (Get-EC2Instance -Filter $filter_reservation).Instances
AmilLaunchIndex : 0
Architecture x86_64
BlockDeviceMappings {/dev/sdal}

ClientToken
EbsOptimized False
Hypervisor xen
IamInstanceProfile
Imageld : ami-c49c@dac
Instanceld : 1-5203422c
InstancelLifecycle
InstanceType : ml.small
Kernelld
KeyName : myPSKeyPair
LaunchTime 12/2/2018 3:38:52 PM
Monitoring : Amazon.EC2.Model.Monitoring
NetworkInterfaces {3
Placement : Amazon.EC2.Model.Placement
Platform : Windows
PrivateDnsName
PrivateIpAddress 10.25.1.11
ProductCodes {}
PublicDnsName
PublicIpAddress 198.51.100.245
RamdiskId :
RootDeviceName : /dev/sdal
RootDeviceType : ebs
SecurityGroups {myPSSecurityGroup}
SourceDestCheck : True
SpotInstanceRequestId :
SriovNetSupport
State : Amazon.EC2.Model.InstanceState
StateReason
StateTransitionReason :
SubnetId subnet-d60013bf
Tags {}
VirtualizationType hvm
Vpcld : vpc-a01106¢c2
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VPCO|A AT QIABIA AlE}

CHS oMl A3 BIEE XHE MESIM AT QIARAS FFILICH 2o 352 XIHE MEHE
EZ&5t= VPCOH| CHal M E 2ot 1 &0|o{oF & L|CH

$interfacel = New-Object Amazon.EC2.Model.InstanceNetworkInterfaceSpecification
$intexrfacel.DeviceIndex = 0
$interfacel.SubnetId = "subnet-b61f49f0"
$interfacel.PrivateIpAddress = "10.0.1.5"
$interfacel.Groups.Add("sg-5d293231")
Request-EC2SpotInstance °

-SpotPrice 0.007 °

-InstanceCount 1 °

-Type one-time °

-LaunchSpecification_ImageId ami-7527031c

-LaunchSpecification_InstanceType ml.small °

-Region us-west-2 °

-LaunchSpecification_NetworkInterfaces $interfacel

~

AWS Lambda 2! AWS Tools for PowerShell

AWSLambdaPSCore 2E2 A2 3T .NET Core 2.1 HEII2 A2 3H PowerShell Core 6.001| A
AWS Lambda & $+& 7Hete = & LICt PowerShell 7 XF= LambdaE A2 5104 PowerShell &

FoM AWS B[ oA E H

=
ol
Ak
>

t s A3 EEE HE = A&LICH Lambdall PowerShell X[# &
AF2 3 Amazon S3 O|HIE EE = Amazon CloudWatch 0of|ef O|HIE S} ZF2 Lambda O|HIE0i CH
87510 PowerShell A ZE E= &f+E AdE = U&LICEH AWSLambdaPSCore 2&2 HE 9|
PowerShell& AWS 2 & 0|04, AWS Tools for PowerShellofl Z& E|X| o2 2 AWSLambdaPSCore
P ES MXISHE AWS Tools for PowerShell2 x| | x| et &LICH

rIr r|r
o)

1]

AWSLambdaPSCore 2 E2 Mx|8t & A2 7} S8 PowerShell cmdlet2 At 5H74LE &I 712604
MHE|A B4 E B8 £ Q& LICH AWS Lambda Tools for PowerShell 2 £ 0{l&= PowerShell 7|t
MHEIA O E 2|70l T 2ME BEZSIg T2 MEE AWSOH| HAISHE E77F 28 &0 &L
C}.

AWSLambdaPSCore 2 & K| Lambdag X|&Hsl= R E 2™ M AFEE £ J&LICEH X|HE=
2|0 CHeF XEMIBE LH22 AWS 2| EE 2 X SHMI2.
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| A
=4 57

AWSLambdaPSCore ZE& MX|5t1 AFR 52 HA CHS HXHE & 5HoF gFLICt ole{EF EHA|of|
CHEE XEAMIEH LHE 2 AWS Lambda 7Hek R} OHLHA 2] PowerShell 7Her 873 M7 2 X 5HA|

= L—

o Z2HIE ™ 2| PowerShell A %| — Lambdal| PowerShell X| &2 3 2 A ZEHE PowerShell Core
6.0 2IZ|AE 7|8t2 Z $fLICt Windows, Linux £ MacoﬂH PowerShell Lambda & +& 7{gtst
T U&LICE O] HZ O|& 2] PowerShellO| A x| [0 RUX| &£ 2 Microsoft PowerShell A3 A ¢l

AOIE o] XIXE HZ M.

» .NET Core 2.1 SDK & X| — PowerShell2 .NET CoreE 7|82 2 37| [E 0| Lambdall
PowerShell X|2/2 .NET Core2 PowerShell Lambda &+ 2 50i S8 .NET Core 2.1 Lambda
HEFI S AFS & LICIH Lambda PowerShell A Al cmdlet2 .NET Core 2.1 SDKE AM&3t0{ Lambda
HiEZ ZH7|X|E A ELICE NET Core 2.1 SDK= Microsoft CH2 2= ME{0|M 71& 5 Q&LICE.
RuntimeO| ot=l SDKE A x|3HoF & L|C}.

AWSLambdaPSCore 2 & M x|

M QT AIEE 25 ZHE o™ o|X| AWSLambdaPSCore 2E8 Mg 4= Q& LICH PowerShell
Core MMM ClS HHES AELICH

PS> Install-Module AWSLambdaPSCore -Scope CurrentUser

O|A| PowerShellofl M Lambda &4 7HE & A|&E £~ QU&LICH AlESH= &
AWS Lambda 7HEf R} QLA 2| PowerShellol| Al Lambda & £ 244517 9

o] CHet APMIEH LIS 2
st g3

=y 2 E f

[

dngs

AWS 7Her X} 2 2 201 PowerShell CoreE 9|8t Lambda X|& & &

PowerShell Z124{2|2| AWSLambdaPSCore 2 &

PowerShell 7H& &4 M

GitHub2| AWS Lambda Tools for PowerShell

AWS Lambda &

151
>
B
n
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-powershell-setup-dev-environment.html
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://www.microsoft.com/net/download
https://docs.aws.amazon.com/lambda/latest/dg/powershell-programming-model.html
https://aws.amazon.com/blogs/developer/announcing-lambda-support-for-powershell-core/
https://www.powershellgallery.com/packages/AWSLambdaPSCore/1.0.0.2
https://docs.aws.amazon.com/lambda/latest/dg/lambda-powershell-setup-dev-environment.html
https://github.com/aws/aws-lambda-dotnet/tree/master/PowerShell
https://console.aws.amazon.com/lambda/home
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Amazon SQS, Amazon SNS 2! Tools for Windows PowerShell

Ol BHROIME CHE B8 +8ste Wig 2o FE olx8 MB eI

« Amazon SQS CH7|¥E M35t 7| Amazon ElAA O|E(ARN)S 7HAHSLICH.
« Amazon SNS FA| A4
- CH7|Eo HIAIXIE 2 &= U5 SNS FA[of HEH2 Fo{§Lct.
« SNS Fx|of CHEt cHZ (¥ g F5ELICH
7

« SNS FA|of| AAl5t SQS CHZ|FM HIAIXIE e1& = U E IAM AFE AL EE= AWS AH[™Hof| H
st f2o{ghL|ct.

« Aol cHEt HIAIX|IE AAlIstD CH7|ZEol M HIAIX|E ¢{o1 ZxtE = QlghLCt.

Amazon SQS CH7 | M4 2 CH7|d ARN 7HK27|

CHE BY2 7|2 2ITol sQs th7 |8 e d-eLIch Ml cHZ[2€el URLO| &34of EA|ELICH

PS > New-SQSQueue -QueueName myQueue
https://sqs.us-west-2.amazonaws.com/123456789012/myQueue

0424
[=X=)

Ct

0jo

CH7 | ol ARNS HAgrLCt

rlo

PS > Get-SQSQueueAttribute -QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/
myQueue -AttributeName QueueArn

QueueARN ¢ arn:aws:sqs:us-west-2:123456789012 :myQueue

Amazon SNS FX{| A4

ChE EE2 7|2 EIolA SNS =HE ddstn M =X ARNS ghetefLct

PS > New-SNSTopic -Name myTopic
arn:aws:sns:us-west-2:123456789012 :myTopic

SNS FXi|oi| ‘HEh £ 04

CHS oMl A3 BEE SQS CH7|Y¥1 SNS FHE ZF d4st, SQS CH7|EE2 HAIXIE 2 = U
== SNS FA|of Ciet HetE Foqg Lt
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# create the queue and topic to be associated
$qurl = New-SQSQueue -QueueName "myQueue"
$topicarn = New-SNSTopic -Name "myTopic"

# get the queue ARN to inject into the policy; it will be returned

# in the output's QueueARN membexr but we need to put it into a variable

# so text expansion in the policy string takes effect

$qarn = (Get-SQSQueueAttribute -QueueUrl $qurl -AttributeNames "QueueArn'").QueueARN

# construct the policy and inject arns
$policy = @"
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": "*",
"Action": "SQS:SendMessage",
"Resource": "$qarn",
"Condition": { "ArnEquals": { "aws:SourceArn": "$topicarn" } }
}
}
"e

# set the policy
Set-SQSQueueAttribute -QueueUrl $qurl -Attribute @{ Policy=$policy }

SNS FX[of CHer CH7|¥B =2 F=ELICt

ct

i)
hJ
4
Jn
O
M
e
o
o
r
o

BH2 SNS FA| myQueueod| CHE CH7|¥E myTopicE #5735t

PS > Connect-SNSNotification °

-TopicARN arn:aws:sns:us-west-2:123456789012:myTopic °

-Protocol SQS °

-Endpoint arn:aws:sqs:us-west-2:123456789012:myQueue
arn:aws:sns:us-west-2:123456789012:myTopic:f8ff77c6-e719-4d70-8e5c-a54d41feb754

et 2of
CH2 B2 sns:Publish FA|0d CHEt myTopic g +&E £ Qe Hete FoghLch

PS > Add-SNSPermission °
-TopicArn arn:aws:sns:us-west-2:123456789012:myTopic °

SNS FA|of CHEt Ch7 (¥ g F+SgfLict
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-Label ps-cmdlet-topic °
-AWSAccountIds 123456789012 °
-ActionNames publish

Ct= BHE2 CH7|Y¥ sqs:ReceiveMessaged| CiEt sqs:DeleteMessage & myQueue 22 =&
g Ue HErE Ro{FLICt

PS > Add-SQSPermission °
-QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/myQueue °
-AWSAccountId "123456789012" °
-Label queue-permission °
-ActionName SendMessage, ReceiveMessage

A1} 20l
Ct

S HH2 SNS FA| myTopicoll HAIX|E HAISIo A CH7 | 2! FXIE E|AE ST MessageIdE
s

PS > Publish-SNSMessage °
-TopicArn arn:aws:sns:us-west-2:123456789012:myTopic °
-Message "Have A Nice Day!"
728180b6-f62b-49d5-b4d3-3824bb2e77f4

CHS B2 SQS CH7|Y¥ myQueue A HIA|X|E A4S0 E AIELICEH

PS > Receive-SQSMessage -QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/
myQueue

Attributes : {3

Body : {
"Type" : "Notification",
"MessageId" : "491c687d-b78d-5c48-b7a0-3d8d769ee91b",
"TopicArn" : "arn:aws:sns:us-west-2:123456789012:myTopic",
"Message" : "Have A Nice Day!",
"Timestamp" : "2019-09-09T21:06:27.201Z",
"SignatureVersion" : "1",
"Signature"

"11E17A2+X0uJZnw3T1lgcXz4C4KPLXZxbxoEMIirelhl3u/oxkWmz5+9tJKFMns1Z0gQvKxk
+ExTEZcD5yWt6biVuBb8pyRmZ1b03hUEN13ayv2WQiQT1lvpLpM7VEQNSm+hLIiPFcs
vyuGkJReV710JWPHNCN
+qTE21Id2RPkFOeGtLGawTsSPTWEVIdDbL1f7EQzZ0qlniXTUtpsZ8Swx01X3Q06u9i9qBFt0@ekIFZNIp6AVUO5ShIklb4yc
y0a8Y191Wp7a7EoWaBn@zhCESe70
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kZC6ncBJIWphX7KCGVYDOghVf/5VDgBuvOw8T+higJyvr3wWbaSvg==",

"SigningCertURL" : "https://sns.us-west-2.amazonaws.com/
SimpleNotificationService-6aad65c2f9911b0@5cd53efdallf913f9.pem",
"UnsubscribeURL"

"https://sns.us-west-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-west-2:123456789012:myTopic:22b77de7-
a216-4000-9a23-bf465744ca84"

}
MD50fBody : 5b5ee4f073e9c618eda3718b594fa257
MD50fMessageAttributes :
MessageAttributes : {3
Messageld : 728180b6-f62b-49d5-b4d3-3824bb2e77f4
ReceiptHandle :

AQEBZvvkleSCOKFJeIWJt1cabkc664yuDEJhucnIquVUm1e7bX7GlJbl7F®enABUgaIZXJEcNPx1thc/
wfsAJZLNHn18S1bQa@R/kD+Saqa40Ivfj8x3M40hl1yM1cVKpYmhAzsYrAwAD5g5FvxNBD6zs
+HmXdkax2Wd+9AxrH1QZV5ur1MoByKWWbDbsqoYITIquCclOgWIak/sBx/
daBRMTiVQ4GHsrQWMVHtNC14q7]y/0L2dkmb4dzIfIq@VbFSX1G+u/1rSLpgae+Dfux646y8yFiPFzY4ua4mCF/
SVUn63Spy
sHN12776axknhg3j9K/Xwj54DixdsegnrKolLx+ctI
+0jzAetBR66Q1VhIoJAq7s0a2Msey0eM/JjucgbSroOVUNTWVhV8ErXmotoiEg==

AWS Tools for Windows PowerShell0{ 42| CloudWatch

0| EFof| M E Tools for Windows PowerShell2 AF235104 A2 X} X|& X|E O|0|E{Z CloudWatcho|
HAlSHE &EHo| o & Eod FL|C}.

ol odiKIoi A= PowerShell MlA1o] 7|2 &t74 ZH 2l 7|2 2|M2 MASICID 7pA LI
CloudWatch CHA| 2 E 0] AF2 A K| X|E H A

CH= PowerShell 2= = CloudWatch MetricDatum ZHAME Z 7|38104 AMH|A 0| A A|EHLICE.
CloudWatch 22 0|873}04 0] Zfo| AT E 2 £ UYUSLICH

$dat = New-Object Amazon.CloudWatch.Model.MetxicDatum
$dat.Timestamp = (Get-Date).ToUniversalTime()

$dat.MetricName = "New Posts"
$dat.Unit = "Count"
$dat.vValue = ".50"

Write-CWMetricData -Namespace "Usage Metrics" -MetricData $dat

ct FZSHMIR.

0jo
[0
o2k
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https://console.aws.amazon.com/cloudwatch/home
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« $dat.TimestampE Z7|85t= Ol AHS 5t = MAAIUTC)Z Md&dsHok & Lct.
« $dat.Value2 Z7I85t= Ol AFE 3t &L USSR XEt AL R 2L(THS

— — — E:|
E Q222 X|de # U&LICt ol oMz EXE 242 2o FLICH

Sgnibg=

AWS Tools for PowerShell0o A4 AWS AMH|A &Fd
AmazonCloudWatchClient.PutMetricData (NET SDK & ZX)
MetricDatum (MH|A APl & Z)

Amazon CloudWatch &

cmdlet0ll A ClientConfig Zt2+0|E{ A

ClientConfig mtetO|E{E MH|AM HAZE I §H 718 MHE X|Hst= Ol ALSE =
A& Lt o| metolEe| 7tsdt EH-'?’--'?’-Ql & M2 Amazon.Runtime.ClientConfig
ZofA0l Holk|o] /2l, Ol= AWS MH|AE APIZ #&ELICH Bt 59| o=
Amazon.Keyspaces.AmazonKeyspacesConfig 2ciAE H XM L. E§H U
MH[A = SHE MH|A0M| B &ghet F7F £ HolgL[Ch MolEl FIt £49o| o=
Amazon.S3.AmazonS3Config 224, £3| ForcePathStyle 48 XA 2.

ClientConfig ItZIO|E] AHS

ClientConfig Zt2tOIEHE AEsttdT BHE0|A ot | E{€ ClientConfig &= X[Est7HLt
PowerShell AZ 222 At&stod T2t 0(E 2f AHME BP0 EFelz HEE + &L/t ol2{eh M|
MEz ofel o2t Z&LICt oo MHE AWS.Tools.S3 EEE AR|setod 7hAZ T MAsH HEto| /U=
[default] 20 Q1&5 HE =2 Eo| QIct 7HEgL .

ClientConfig Z4A| &9

$s3Config = New-Object -TypeName Amazon.S3.AmazonS3Config
$s3Config.ForcePathStyle = $true

$s3Config.Timeout = [TimeSpan]::FromMilliseconds(150000)
Get-S30bject -BucketName <BUCKET_NAME> -ClientConfig $s3Config

PowerShell AZ &S AF83504 ClientConfig 4 &7}

$params=@{

o

0%
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https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/CloudWatch/MCloudWatchPutMetricDataPutMetricDataRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_MetricDatum.html
https://console.aws.amazon.com/cloudwatch/home
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Keyspaces/TKeyspacesConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/S3/TS3Config.html
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ClientConfig=e{
ForcePathStyle=$true

Timeout=[TimeSpan]::FromMilliseconds(150000)
}
BucketName="<BUCKET_NAME>"

Get-S30bject @params

PowerShell AZE RS A E M EXHSHX| &t = ClientConfig £42 X[H35HH AWS Tools for
PowerShell2 E'|EF.°=. M7t x| L7 E HXISHK| 25t HELY Al of| 2[F BHetefLICH 2o of =7F:
$params=@{

ClientConfig=e{
ForcePathStyle=$true
UndefinedProperty="Value"
Timeout=[TimeSpan]::FromMilliseconds(150000)

}
BucketName="<BUCKET_NAME>"

Get-S30bject @params
CtS o HIx 8k ol 2|7t H-ELcH

Cannot bind parameter 'ClientConfig'. Cannot create object of type
"Amazon.S3.AmazonS3Config". The UndefinedProperty property was not found for the
Amazon.S3.AmazonS3Config object.

AWS Z|™ X|H

ClientConfig It2tO|E{E A& 350 HRHol AWS B|XS MHE = &LICH 22
RegionEndpoint £ &35l A ELICE AWS Tools for PowerShell2 CHg 24 &=<|of [}2} A
g B[S AHlLtglct

1. -Region I}Z}0O|E

2. ClientConfig Tt2t0O|E ol MEE 2|

3. PowerShell MM AFEH

HolEx| g2 SH ALE 113
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37 E AWSconfig It

A
Z s

o

4.
5,
6.

= O - O

Amazon EC2 QIAE A MEIH|O|E] MH|A(EMHSHE F2R)
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Amazon Web Services(AWS)OilA-I M M7t =2 XWo| EEtRE EotL(Ch AWS T2 H
= et

= 222 ojo|e ME| U HEYS of7|=x{o =g
—'T—EE'—’F— ‘BA'SL—IEL _‘?'_0._*% P-?IoPOI-S- Helellct S8 MU ZE2 Ol AZE E2RE U E
of o

Z2REQ| Hot _AWSE AWS ZEIRE0M 2
e MHIAE NMBELICH A Eot 2ol AWSOM M =27t 7HE o0, ME 1}
E| ZAIRlE AWS 7+ &4 T2 737 0| ogto o

of Mole AL HE AWS AHIA, 12|17 CloEle| pIZtE, ZElo| 27 Af
28 7|6t @40] ofs) ZHELICH

O| AWS M& &= MH|AE X|3H= 5 Amazon Web Services(AWS) MH|AE S8l 35 M 2
B mELct AWS MH|A 2ot HE = AWS AMH[A o MEM Ho[X| U 7 &4 T2 29|
AWS 7 B4 T #elol S5t AWS MHIAE & ZF3HAIL.

=

« Ol AWS M|Z EEE MH|AO| TIO|Ef ES

o
(@)
=
o
(92]
>
o]
0|©
E
P
>.
_|
-
0)]
T
ri 0%

O| AWS A& EE= AMH[ACS|HIO|H £

22 0 AWS A EE Helxo Hole} 2 2ol 4 ELICL 0 2ol B 2
E S M¥se 22U QInatE 25 Melo| AaLITH ALBRE

ot 2|51 oF BHL|CH AF2 3= AWS AH|

Tptol M SAREE 2EHI= Ao| Hot ATt ztz| &.F?;.oﬂ |:H
Bt QT AFZXFO A U&LICt CllolE| =2ko| Alof| CHEt RFMIEH L& 2 Data Privacy FAQ(H|O|E

Z2tO|HA| FAQ)E HE5HMIL. fE2l olo|EH E5of CHe XEMIEH LIE 2 AWS EQF EE2 9| AWS
Shared Responsibility Model and GDPR 221 HAIES HZE5HAMIR.

HIO|E{E 551240 AWS A HE O Q15 ME S B 551 AWS IAM Identity Center ™= AWS
Identity and Access Management(IAM)E S35l 7HE A& AL A ™ E HH5t= W0l E&LICH O[FE A 5t
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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o M AFSRHOIH RHAIS] KRB B A5 olate O WRE MEE LoiEch £ Chgn Ze

YHo= Oo|EHE E&st= W0l E&LICHL

Zt H™ofl HE| WE Q1E HE(MFA)S ME3StHL.

SSL/TLSE At&35t0{ AWS BlAASL SAIGHMIL. TLS 1.2 0|04 TLS 1.38 HE&LICH
« AWS CloudTrail2 APl & AISAt 8 222 dHAM L.

- AWS 253t £FME AWS AH|A Lol ZE 7|2 2ot HEE D BT A& ELCH

« Amazon S30{| A& = PIZE CO|EHE HMstn & T

E_ El'El%' E'_Ol_l' A‘“:”ﬁ% Al-%%l‘ﬁl.?..

- HHE QEHO|A EE= APIE S35 AWSOH| AMAE I FIPS 140-2 AEE 2538 250| E
Qe B FIPS AEZQEE MEFLICH ME 7tSEH FIPS AEZQIEOf THE REAMIEH LIS S
FIPS(Federal Information Processing Standard) 140-2& & Z35HM 2.

£ 0| E|= Amazon Macie2t Z2 1

Dol O|HY A ZR2 7|UHEL ZERF HE= ElOL 0| HEQ Z2 Af YA HAE
Zicof =335t x| b= Aol E&LICE o7|ollE 24, API, AWS CLI EE= AWS SDKE A& 35104 O]
AWS M| ZO|Lt MH|A EE= 7|BF AWS MH|A MH|AZ 2 ste AT ZEELICH O|§o A
EEIEE R A HAE Zoof Q25E ZE HOIEE 7 £ T 230 A8 E £ &
LICt 25 Mu{ol URLS NS E i sHE Mol CHEl @2 AE 57| I A+23 EoF 215 & URLO|

ZFAFAME ek ELCH

ClO|E & &3t

HOot MH|Ao| 2 ET2 HEI Y5 AISE[X| &2 M & E3tEchE WL
75 Clo|E ==t

AWS Tools for PowerShell= AFEXIE CHAISH0{ AWS MH|AQ A5 &5l O| ZHest X3 53
o|e|e] T HO|E{E MESHKR| & &LICEH

L

AWS Tools for PowerShell& AI&35t0{ HE S 2ol 2EZ HAFEE I O|0|EE TS 5t= AWS AH|
AE SESE B HY HIOIE7I ME, ES L 45 5Hr|E gedol CHst REMIEH LIE 2 aliE MH|A
A HdBEMo| Hot 3l A &4+ HE FESHAAIL.

& S OlolE & =3t

7|2xo 2 AWS Tools for PowerShell & AWS MH|A B A= Z810|91E HAEE M M
Il 2 E HO|E{= HTTPS/TLS 9148 &3 ZE H|o|E{E ~&5to ¢S sHELICE.
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https://aws.amazon.com/compliance/fips/
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HTTPS/TLS At& S &d&tst7| flsl o X[ EotX| h&L|ct &&f gdstr|o] U&LICh

ID 2 HAH|A 2|

AWS Identity and Access Management(IAM)= Zt2|XF7F AWS Z|A A0 CHE BMAE OHHFHA| Mod
& £ QL E X|5E AWS MH[AQILICEH IAM ZE[XtE O AFZ X7 AWS E|AAE AFSE = Q
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AWS Identity and Access Management (IAM)E AL 5tE &2 AWSH A =&5t= Edod| et &
2F&ELICH

MEIA AFSRE - AWS MEIAE AFSSHod S +8sts B LR 2ot 1F Mo Hets Bl
ROE HISHLICE O B2 AWS 7158 N80 X121 ¢%Hs+7+| £lE 27} B0l W2 + e
CF. M2 e 22l Y NS olshse z CE

HHAE 4 G B AWS 2o 0I5 & |4 2A] ng £e 48 B0

ME FAl2.

P
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ol

MH|& ZFE|RE - 3|ALOA AWS 2|AAE MR T Qe HERIEHH AWSO]| CHEH M| AMA HEtS
7tX|n Q& AYLCE MH|A #2[Xhs MH[A AER7E HM|A8HoF st AWS 7S E|laAE 2

LI O™ OHE, IAM Z 2[RI 2 8 & MESHod MH[A AEA2| HEtE #Est oF & LT Of I
o|X|o] HEE ZHESIo] IAMO| 7|2 7HE2 olalia] F M. EIAL0M AWSSt E7H IAME AFS5He &

i

ol CH8t REMIEH LHE 2 AFE 521 AWS MH|A 2| AHE MBME EXFHM2.
IAM Z 2[R} - IAM 22| KF2FH AWSO]| CHEF HAM|A HEH 22| 23 2H A e s XEA|S] €1 Alg WY
LICH IAMOIM AF2E 4= Q1= AWS EOF 015 7|dl XA oM E E2{™ AF2 Q1 AWS MH|A 2| A}

8 MHME FEHAHL.
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Google EE= Facebook £ ¢t 15 HE 7} HHei0|AM4% IDo| of| ILICH HHElo| M IDE 2 Qlg
ZE[Xt7t o7 ol IAM &2 ALE6to{ ID HCHB|o|ME HYRi&LICH H2| o] M2 AL& 6o AWS
ofl HMASH 7HE{xloZ ofste £0l8t |},

AE X 8ol 2k AWS Management Console EEEAWS HAM|A ZEof 23018 £ QAQ L|C}.
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AWS HHEE d8e e e AEel ZE AWS AH|A & 2[4 20 CHE 26T8E AM|A HEHO| U=
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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