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Elastic Load Balancing ArfEm
- NARFAFGER. MEATHER MM AR FEHIR — API ZE A 2015-12-01
- REMFIIEER— APl SERZ 2012-06-01

BHXE Elastic Load Balancing BEFMENNRNESEE , 12 HElastic Load Balancing API X
o

Elastic Load Balancing 9 3 B& % IR

3 FF R R =

EER W LAER AWS JSON REEREEHRRIL T ARAT. MW , BNEE AN LARIR
WATERME | UREMALEMH THIT.

Resource JSON K TEIEEEMEN AREN—ITHZ IR, BAXNEE Resource
NotResource t%E, EAREXE , EFEHHE Amazon BEE# (ARN ) ERR. N TIXEFHE
WRERE (MABRRENR ) PIRE |, BRI ITILIEE,

X T AXFRRRNROERE (WIHERE ) | EEAEES () ENEANATHERR.

"Resource": "*"

,
|

F L Elastic Load Balancing APl X HEZ N ER. EEEMEATEES/NAR , BEAES D
ARN,

"Resource": [
"resourcel",
"resource2"

E&F Elastic Load Balancing I &REXE R HE ARN 5% , E5H (RSENSE) S Elastic
Load Balancing EXHER. BT HRETUEBRBLEREPIBEESNREN ARN , S Elastic Load
Balancing & X By 1E,

Elastic Load Balancing HJ SR E& S -4

XBFRBETRSHRIERM R

fim
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EE R WLAER AWS JSON REERIEEHERRIBEFALARNST. WHEY , WA EAET X LARIFRR
1THRE  UREMALAFHTNIT.

f£ Condition 7tk ( 2 Condition 3R ) # , BMALEEBETEMMEZM. Condition THEETE
W, BAILCIRFEAZEZER (S, ETHNT ) BRGRER , UERBPHNRGSERPHE
MITE,

MRE—MEAFPEESZ D Condition THE , HEEA Condition TEFEESNHH , N AWS
EFAEHE AND BHEITMHEN]. IREBNENFHBIEES/ME , W AWS ERZ % OR ZERITfH%R
fro ERTIEDNNRZ B LIUR BT BRISA.

BT EREERMGNERSUNEE, flo, AEEEA IAM AP EMHRIE IAM AP, 8 E
BT HERFEHNR. BXESELR , H2H (AM AFERE) 91 IAM XBTE  TENFE,

AWS X EFE£RFHBNBETRSHRGR. EEFME AWS 2/%4R , B5H (AM AFiE
) P AWS £REM4FETXE,

E&EF Elastic Load Balancing &M 5I% , HZ5H (RFTINSZE) M Elastic Load Balancing
HEERE. BETHRER N PLIRENTREAZMGRE , B3H Elastic Load Balancing & X H g 1E,

elasticloadbalancing:ResourceTag &4

elasticloadbalancing:ResourceTag/key %4845 %E T Elastic Load Balancing, LA FgEXF
Be SR

API hix 7 2015-12-01

« AddTags

* Createlistener

* CreatelLoadBalancer

* DeleteloadBalancer

* DeleteTargetGroup

* DeregisterTargets

* ModifylLoadBalancerAttributes
* ModifyTargetGroup

* ModifyTargetGroupAttributes

* RegisterTargets
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_elasticloadbalancingv2.html#elasticloadbalancingv2-policy-keys
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* RemoveTags
* SetIpAddressType
* SetSecurityGroups

* SetSubnets

API iz 7 2012-06-01

* AddTags

* ApplySecurityGroupsTolLoadBalancer

» AttachLoadBalancersToSubnets

* ConfigureHealthCheck

* CreateAppCookieStickinessPolicy

* CreatelLBCookieStickinessPolicy

* CreateloadBalancer

* CreateloadBalancerlListeners

* CreatelLoadBalancerPolicy

* DeleteloadBalancer

* DeleteloadBalancerListeners

* DeleteloadBalancerPolicy

* DeregisterInstancesFromLoadBalancer

« DetachLoadBalancersFromSubnets

* DisableAvailabilityZonesForLoadBalancer
* EnableAvailabilityZonesForLoadBalancer
* ModifyLoadBalancerAttributes

* RegisterInstancesWithLoadBalancer

* RemoveTags

* SetLoadBalancerlListenerSSLCertificate
* SetLoadBalancerPoliciesForBackendServer

e SetLoadBalancerPoliciesOfListener
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elasticloadbalancing:ListenerProtocol &

elasticloadbalancing:ListenerProtocol &4 7 A T & X AT A6 F4E Ay (I 253 B MY
S, UTHREIFIFRM4E

API hix 7 2015-12-01

* CreatelListener

* ModifylListener

API hixZ< 2012-06-01

» CreateLoadBalancer

» CreateLoadBalancerListeners

ZREEATHNRARFAHSEER, WEAROESRAESAHEER. A TR ARBRA , 2R

WNAFRAPHEHSEFSRER - NMEEN L
& =2 0N 7) SV

- HTTPS

- HTTP

- TCP

- SSL

. TLS

- UDP

- TCP_UDP

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",

"Condition": {

"StringEquals":{
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"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
IITLSII

]

elasticloadbalancing:SecurityPolicy 58

elasticloadbalancing:SecurityPolicy&HZHTATEATIHRF LEXFBFRITEER
ERBOEHE. ATREIFBIHEGRE -

API hixZ 2015-12-01

* CreatelListenerx

* ModifylListener

API hix 7 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

ZREERATHNRAERFAEHSER, MWEAROERAEENEEER ATR—IRBRA , 2R
RAFRPAERBIIERERE - NMEEN LT LR,

"Resource": [
"Version": "2015-12-01",
"Statement": {"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals":{
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

}I
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}

elasticloadbalancing:Scheme ¥4

elasticloadbalancing:SchemeZ& 4 A AT E LE QB A E T E R A AT LU RN RBF
. UTREISLEHE

API i 7 2015-12-01

* CreatelLoadBalancer

API hix7x 2012-06-01

» CreateLoadBalancer

ZERMEATRRAEFNHGER, NEMBHOERNEEARTER, ATR2-PRERH , 2R
RAFRAPAERSEEERERE - MEENAR

"Version": "2015-12-01",

"Statement": {"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",

"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

iy

elasticloadbalancing:Subnet &

/A Important

Elastic Load Balancing #= ¥M ID WAIEABRER. B , BHF4EABEIENFAX D K NE
WM ZE R, StringEqualsIgnoreCase

elasticloadbalancing:SubnetZ&#4Z4A AT E X AT LA GI 2R IR LE + W i HiE 2 B s 19 28
W&, ATREZFHFEE
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RAriEmE

API hix7x 2015-12-01

» CreateLoadBalancer

e SetSubnets

API hixZ 2012-06-01

» CreateLoadBalancer

« AttachLoadBalancerToSubnets

ZREER TNRAEFAESER. MERROEsE. MXaSgagmNeansggs. UT2-1

REERG , ZERBERATFAF AEABSEREE - NMEEN TN,

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase":{

"elasticloadbalancing:Subnet": [
"subnet-01234567890@abcdef",
"subnet-01234567890abcdeg "

iy

elasticloadbalancing:SecurityGroup 5@

/A Important

Elastic Load Balancing #¥ ID BWFTE ABEH X SecurityGroup . B2 , BSLEAEHNT

Xa K NERNZMHZER, StringEqualsIgnoreCase

elasticloadbalancing:SecurityGroup%&4ZA A TE WL RLH A LN AT ASKTES

BISRfr. UTREISIEAR
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API hix7x 2015-12-01

» CreateLoadBalancer

* SetSecurityGroups

API iR 7 2012-06-01

e CreateLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

ZREEATHNRARFAHEER, MWEAROESRNAESATEER. ATR—IRBRA , 2R
RAFRAPAERBEEERERE - MEENRZEE,

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1)

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase":{

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"

},

Elastic Load Balancing 9 ACL

X ¥ ACL o

mEEFIFIR (ACL ) EHIBLEHE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAEK
B, REEMAER JSON REE M EER,
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B A Elastic Load Balancing 89 ABAC

X% ABAC ( REEHEIIRZ ) =3

ETEMEOHRMNPRES (ABAC) 2 —HERMNKE , ZRBETEMEREUNR, £ AWS F |, XL
BUMRARE, ERSUFIREMINE IAM K& (AFHAE ) Uk AWS B, FRICKENTRR
ABAC WE—% ., ARRIRIT ABAC Kl , IE EHRMIRE S5 15 R 9 B IR S ITEL At 72 VR 4R
=

ABAC EREEKWIAEFEERR , HERBERTSEIUNITR T AR HEF B,

EETHREEHEER , EEMA aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys RHRBERBNZUH TEFREFZER,

MRENMRSN TENRARREBIIGAEX = &MGR  WNTZRS , ZEAR. IRENMRSX
NTFHIRBFREXIGHRAEX=/&%GR , WZERTD.

BX ABAC WEZEE , 5K (IAM A 18R) RV LE ABAC ? EEFIRIE ABAC TR
2, EZH (AM fAFiERE) PRERETEMNHERRREZS (ABAC) .

FF I B 4% UE S Elastic Load Balancing Bt & f# F

% FF e B AEAE =

HEAWS RS EFEARREEIRZRNLTEEE I, BXEZELR , 21 AWS RS SinrtEiEf
&R, BZR (IAM AFERE) RER IAM B AWS BRSS.

MREFER A B MZEB ARG EEFRE AWS Management Console , N A @At EiE, 5l
m, HEFEARATNESEF (SSO) EihE AWS i, ZEBN a1 IR EIE. HEUAF
BHREZEHE , ARURACKH , BN CRBRIGNEILE., BXURABGHNESER , HZH (IAM
APiEm) PHRzAe (#HE).

BA LA AWS CLI 23& AWS API 8l IGEHEIF, 2f5 , &7 LU X L iE et EiE 5 8]
AWS, AWS B ZHSERIGEEIE  MARERAKPIHRZRH. EXEZELRE , BSH IAM FH
(R = AN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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Elastic Load Balancing Y ¥ BR <5 3 44X BR

XFERIBE21E (FAS) =3

HEER IAM AFHABE AWS FfTRER , LREA TR, FARLRSH , BT
—NMRE  RBLBREEEMRSHE5E —MRIE, FAS ERAEEAMA AWS RS WRIR , £6%F
R AWS RS , B FERSRHER, AFERSWIFTESHM AWS RS ERRXE T RETARY
FRE , F2KH FAS FR, EZXMBERT , ELAEFRITEAMRENNR, BXAKH FAS HK
BRI FAER  FEAERTE21E,

Elastic Load Balancing B RS A&

XERFAG B

BREAERE-—TURSKAA, KRRENTREN IAM A€, IAM EERATTE IAM RO, S
BRERSAE, BXESER , 2 (IAM AFEmR) PHEIEE AWS RSFZRNRHAE.

Elastic Load Balancing B RS X< A&

XEFRSHEXAG =

BSHEXRABR—TE AWS BRSFE HXNERS AR, BSTUEERKENTRENAR. RSFEX
AEERELN AWS K/ d , ARZBRSHE. IAM EERTAEEETREERSHXABHN
PR o

BR BB EE Elastic Load Balancing fRSHEXABMNIFMFEL , iHSH Elastic Load Balancing AR
SHXAE,

Elastic Load Balancing API X R

&6 P #2598 A FTE Elastic Load Balancing APl 2 ERR. AL , 33 FHEL Elastic Load
Balancing &4E , %% F F M Amazon EC2 AP i B 45 E IR ER AR,

2015-12-01 API FrEERIAR R
M 2015-12-01 API R AT ##4ERt |, BT TAF EREERENTR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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CreatelLoadBalancer
* elasticloadbalancing:CreatelLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeAddresses
* ec2:DescribelnternetGateways
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:DescribeVpcs
 iam:CreateServicelinkedRole
CreateTargetGroup
* elasticloadbalancing:CreateTargetGroup
* ec2:DescribelnternetGateways
* ec2:DescribeVpcs
RegisterTargets
* elasticloadbalancing:RegisterTargets
* ec2:Describelnstances
* ec2:DescribelnternetGateways
* ec2:DescribeSubnets
» ec2:DescribeVpcs
SetIpAddressType
* elasticloadbalancing:SetIpAddressType
* ec2:DescribeSubnets
SetSubnets
* elasticloadbalancing:SetSubnets

» ec2:DescribeSubnets

2012-06-01 API FrEERIAXBR
M 2012-06-01 APl AU T#Ert | B4R TFAFRRAEERENNR.

ApplySecurityGroupsToLoadBalancer

« elasticloadbalancing:ApplySecurityGroupsTolLoadBalancer

AP X BR 34



Elastic Load Balancing

RAriEmE

* ec2:DescribeAccountAttributes
* ec2:DescribeSecurityGroups
AttachLoadBalancerToSubnets
* elasticloadbalancing:AttachLoadBalancerToSubnets
* ec2:DescribeSubnets
CreatelLoadBalancer
 elasticloadbalancing:CreatelLoadBalancer
+ ec2:CreateSecurityGroup
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:DescribeVpcs
« iam:CreateServicelinkedRole
DeregisterInstancesFromLoadBalancer
 elasticloadbalancing:DeregisterInstancesFromLoadBalancer
* ec2:DescribeClassicLinkInstances
* ec2:DescribeInstances
DescribelInstanceHealth
 elasticloadbalancing:DescribeInstanceHealth
* ec2:DescribeClassicLinkInstances
* ec2:DescribeInstances
DescribeloadBalancers
 elasticloadbalancing:DescribeloadBalancers
* ec2:DescribeSecurityGroups
DisableAvailabilityZonesForLoadBalancer
* elasticloadbalancing:DisableAvailabilityZonesForLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways

* ec2:DescribeVpcs

AP X BR
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EnableAvailabilityZonesForLoadBalancer
* elasticloadbalancing:EnableAvailabilityZonesForLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeSubnets
» ec2:DescribeVpcs
RegisterInstancesWithLoadBalancer
* elasticloadbalancing:RegisterInstancesWithLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeClassicLinkInstances
* ec2:Describelnstances

* ec2:DescribeVpcClassiclLink

EIEZIESF N RFERIIRLEM Elastic Load Balancing API X R

NEAFENRIBD I ERAMGE , XA NEEEHAMNRIZRE

JRAYIRME (W elasticloadbalancing:CreateloadBalancer B
elasticloadbalancing:CreateTargetGroup ) WifR., MRERFUEBBEEFEERE , NFE
E 7% elasticloadbalancing:AddTags #ELRITTANER , URIEAFEEERZNMEIRRE
SRR AREHNR. FAlt , BREMSMEEFEH elasticloadbalancing:AddTags BYERE NN
PR o

ff elasticloadbalancing:AddTags & 4EH IAM policy EX & , AIEA# A Condition S48
#) elasticloadbalancing:CreateAction T , A EIB R RNIRER FRMIFEHNIR,

MTHRESERT — R, HATAFCZEGEAHEESEIRENAEARE, B TRIRE
FERIMERE AT EEEHAA elasticloadbalancing:AddTags #4E).

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"

]I
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"Resource": "*"

iy
{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

B, TEHNRBATAFUERARSESAEURIBRPNANRE., ARELUREEARERR (it
NFZEEEAA elasticloadbalancing:AddTags &%),

"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

BIRFRIE AP R 37



Elastic Load Balancing ArfEm

]

}

REAFERFROIERREPRA THEN , RET 21F(h elasticloadbalancing:AddTags
BE. Bt , WRRELBERPEEEAHRE , WRAELERENR (REZEHRCEYL) WAF
TEEZMFH elasticloadbalancing:AddTags BREWNR. ER , MRAFRTEZFEH
elasticloadbalancing:AddTags BREMNNRT XX E I EHFRSHEIR , WER™FERK.

Elastic Load Balancing RS XA R

Elastic Load Balancing fEA RS X BEKIMeRREBAAEM AWS RESFAIENNRER, BXEZ
BE , BZH IAM AFER PNFERARSHEXAE,

RSEXBERTHNR

Elastic Load Balancing i /i & AWSServiceRoleForElasticLoadBalancing } B9 IR 55 # 5 & R R &
RELTRE -

* ec2:AssignIpv6bAddresses

* ec2:AssignPrivatelpAddresses

* ec2:AssociateAddress

* ec2:AttachNetworkInterface

* ec2:AuthorizeSecurityGroupIngress
* ec2:CreateNetworkInterface

* ec2:CreateSecurityGroup

* ec2:DeleteNetworkInterface

* ec2:DescribeAccountAttributes

* ec2:DescribeAddresses

* ec2:DescribeClassiclLinkInstances
* ec2:DescribeCoipPools

* ec2:Describelnstances

* ec2:DescribelnternetGateways

 ec2:DescribeNetworkInterfaces
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* ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

* ec2:DescribeVpcClassiclLink

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DetachNetworkInterface

* ec2:DisassociateAddress

* ec2:GetCoipPoolUsage

* ec2:ModifyNetworkInterfaceAttribute
* ec2:ReleaseAddress

* ec2:UnassignIpv6bAddresses

* logs:CreatelLogDelivery

* logs:DeletelLogDelivery

* logs:GetLogDelivery

* logs:ListLogDeliveries

* logs:UpdatelLogDelivery

* outposts:GetOutpostInstanceTypes

AWSServiceRoleForElasticLoadBalancingf§ffiZelasticloadbalancing.amazonaws . comfRss

RREZBE,
IRRSHERAE

BT EF 36122 AWSServiceRoleForElasticLoadBalancing £, Elastic Load Balancing £ & 612
HEYESERERARN I EELAR,

ZE 1L Elastic Load Balancing AP RKRECERSHEXAE K BLNEEMENR. BXEZEER , &
21 (IAM AiFiEE) FHRSHEXABNR,

MRFEE 2018 F 1 A 11 BZHIRIE T ARKGESE , MELHAWSK
FFAWSServiceRoleForElasticLoadBalancing™ #| 2 Elastic Load Balancing. BEXEZEE. , 5
IAM AFIEEHPIERE AWS kP A HIF AR,
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RERSHEXAR

&1 LR EBAWSServiceRoleForElasticLoadBalancingfE A IAM iR, BXEZEL , HSH IAM
RAPEETPNEERSHEXAE,

MERARSS AKX AR

MBEBFIBEEMA Elastic Load Balancing , BATE W& EMi
ERAWSServiceRoleForElasticLoadBalancing.

REEMBR AWS kPR EREISESRE , TEMBREERESHEXAR, XTRRETLTEDRBR
HEENABIEERNNE. BXEZEE , HZSHEMIER Application Load Balancer, filBk Network
Load Balancer il BrR& B A £ 39 #i88

O LAGER IAM #24]&. IAM CLI 5 IAM API BIBRIRS X B, BXEZER |, 5SH IAM AFE
EHHBIERRSHEXAR,

MBRSE |, INREIE T & ST AWSServiceRoleForElasticLoadBalancing , Elastic Load
Balancing 2B XS8I2Z AR,

Elastic Load Balancing B9 AWS 1t & K #&

E@AF, ANgeR~NR , EACKRERKMAL , £A AWS HERKER 2, BN NEANMREH
FIRARH IAM HEF EEARBFENRAMETWAR, BREAN] , EAUERAEIIN AWS £EX
B, XLERBBMEFENEARG , AIEEN AWS K HERA. AX AWS RERBNESER |, F5
53 IAM B $ER) HPRIAWS FEEREE,

AWS BRS A R4ES MERH AWS HEXEKE, BT EER AWS HERBEHHNR. BFSam@ AWS
REARBIMBMUBRAZZEH NG, LXEHFEMMRBEOMESHD (AF, ANAG ),
BEf B ERHBRETAN , REEETRLEHR AWS REXRK. RST2M AWS FEE KM IR
PR, E R EH T 2BAER AN,

A, AWS R FE S MRS TEIRENIEERNRE, HlE , ReadOnlyAccess AWS & KB
RMUXNFTE AWS RS FE R RIBHRNER. HRSBIHNFBERN , AWS SAFIREFERRIMI
EINR. BXTHEIREERBMNIIREREER , F250H 1AM AFEmPIER T ITIEREN AWS £E
Ko
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