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What Is the AWS Serverless Application Repository?

The AWS Serverless Application Repository makes it easy for developers and enterprises to quickly
find, deploy, and publish serverless applications in the AWS Cloud. For more information about
serverless applications, see Serverless Computing and Applications on the AWS website.

You can easily publish applications, sharing them publicly with the community at large, or privately
within your team or across your organization. To publish a serverless application (or app), you can
use the AWS Management Console, the AWS SAM command line interface (AWS SAM CLI), or AWS
SDKs to upload your code. Along with your code, you upload a simple manifest file, also known as
an AWS Serverless Application Model (AWS SAM) template. For more information about AWS SAM,
see the AWS Serverless Application Model Developer Guide.

The AWS Serverless Application Repository is deeply integrated with the AWS Lambda console.
This integration means that developers of all levels can get started with serverless computing
without needing to learn anything new. You can use category keywords to browse for applications
such as web and mobile backends, data processing applications, or chatbots. You can also search
for applications by name, publisher, or event source. To use an application, you simply choose it,
configure any required fields, and deploy it with a few clicks.

In this guide, you can learn about the two ways to work with the AWS Serverless Application
Repository:

» Publishing Applications — Configure and upload applications to make them available to other

developers, and publish new versions of applications.

» Deploying Applications — Browse for applications and view information about them, including

source code and readme files. Also install, configure, and deploy applications of your choosing.

Next Steps

« For a tutorial about publishing a sample application to the AWS Serverless Application
Repository, see Quick Start: Publishing Applications.

 For instructions about deploying applications from the AWS Serverless Application Repository,
see How to Deploy Applications.

Next Steps 1
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Quick Start: Publishing Applications

This guide walks you through the steps to download, build, test and publish an example serverless
application to the AWS Serverless Application Repository using AWS SAM CLI. You can use

this example application as a starting point for developing and publishing your own serverless
application.

Overview

The following steps outline how to download, build and publish a sample serverless application:

1. Initialize. Download a sample application from template using sam init.

2. Test Locally. Test the application locally using sam local invoke and/or sam local
start-api. Note that with these commands, even though your Lambda function is invoked
locally, it reads from and writes to AWS resources in the AWS Cloud.

3. Package. When you're satisfied with your Lambda function, bundle the Lambda function, AWS
SAM template, and any dependencies into an AWS CloudFormation deployment package using
sam package. In this step you will also include information about the application that will be
uploaded to AWS Serverless Application Repository.

4. Publish. Publish the application to the AWS Serverless Application Repository using sam
publish. At the conclusion of this step, you're able to view your application in AWS Serverless
Application Repository and deploy it to the AWS Cloud using AWS Serverless Application
Repository.

The example Hello World Application in the next section walks you through these steps in building

and publishing a serverless application.

Hello World Application

In this exercise, you download and test a Hello World serverless application that represents a
simple API backend. It has an Amazon API Gateway endpoint that supports a GET operation

and a Lambda function. When a GET request is sent to the endpoint, APl Gateway invokes the
Lambda function. Then, AWS Lambda executes the function, which simply returns a hello world
message.

Overview 2
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The application has the following components:

« An AWS SAM template that defines two AWS resources for the Hello World application: an API
Gateway service with a GET operation, and a Lambda function. The template also defines the
mapping between the APl Gateway GET operation and the Lambda function.

» Application code that's written in Python.

Before You Begin

Make sure that you have the required setup for this exercise:

» You must have an AWS account with an IAM user that has administrator permissions. See Set Up
an AWS Account.

» You must have the AWS SAM CLI (command line interface) installed. See Installing the AWS SAM
CLI.

« You must have version 1.16.77 or later of the AWS CLI installed. See Installing the AWS
Command Line Interface.

Step 1: Initialize the Application

In this section, you download the sample application, which consists of an AWS SAM template and
application code.

To initialize the application

1.  Run the following command at an AWS SAM CLI command prompt.

sam init --runtime python3.6
2. Review the contents of the directory that the command created (sam-app/):

« template.yaml - Defines two AWS resources that the Hello World application needs: a
Lambda function and an APl Gateway endpoint that supports a GET operation. The template
also defines mapping between the two resources.

» Content related to the Hello World application code:

» hello_world/ directory — Contains the application code, which returns hello world
when you run it.

Before You Begin 3


https://docs.aws.amazon.com/lambda/latest/dg/setup.html
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® Note

For this exercise, the application code is written in Python, and you specify the runtime
in the init command. AWS Lambda supports additional languages for creating
application code. If you specify another supported runtime, the init command
provides the Hello World code in the specified language, and a README . md file that
you can follow along for that language. For information about supported runtimes, see
Lambda Execution Environment and Available Libraries.

Step 2: Test the Application Locally

Now that you have the AWS SAM application on your local machine, follow the steps below to test
it locally.

To test the application locally

1. Start the APl Gateway endpoint locally. You must run the following command from the
directory that contains the template.yaml file.

sam-app> sam local start-api --region us-east-1

The command returns an APl Gateway endpoint, which you can send requests to for local
testing.

2. Test the application. Copy the API Gateway endpoint URL, paste it in the browser, and choose
Enter. An example APl Gateway endpoint URL is http://127.0.0.1:3000/hello.

API Gateway locally invokes the Lambda function that the endpoint is mapped to. The Lambda
function executes in the local Docker container and returns hello world. APl Gateway
returns a response to the browser that contains the text.

Exercise: Change the message string

Step 2: Test the Application Locally 4
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After successfully testing the sample application, you can experiment with making a simple
modification: change the message string that's returned.

1. Edit the /hello_world/app.py file to change the message string from 'hello world' to
'Hello World!'.

2. Reload the test URL in your browser and observe the new string.

You will notice that your new code is loaded dynamically, without your having restart the sam
local process.

Step 3: Package the Application

After testing your application locally, you use the AWS SAM CLI to create a deployment package
and a packaged AWS SAM template.

® Note

In the following steps, you create a .zip file for the contents of the hello_world/
directory, which contains the application code. This .zip file is the deployment package
for your serverless application. For more information, see Creating a Deployment Package

(Python) in the AWS Lambda Developer Guide.

To create a Lambda deployment package

1. Add a Metadata section to your AWS SAM template file providing the required application
information. For more information about the Metadata section of AWS SAM templates, see
AWS SAM Template Metdata Section Properties in AWS Serverless Application Model Developer
Guide.

Here is an example Metadata section:

Metadata:
AWS: :ServerlessRepo: :Application:
Name: my-app
Description: hello world
Author: userl
SpdxLicenseld: Apache-2.0
LicenseUrl: LICENSE.txt

Step 3: Package the Application 5
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ReadmeUrl: README.md

Labels: ['tests']

HomePageUrl: https://github.com/userl/my-app-project
SemanticVersion: 0.0.1

SourceCodeUrl: https://github.com/userl/my-app-project

The LicenseUrl and ReadmeUrl properties can either be references to local files (as in the
example above), or they can be links to Amazon S3 buckets that already host these artifacts.

2. Create an S3 bucket in the location where you want to save the packaged code. If you want to
use an existing S3 bucket, skip this step.

sam-app> aws s3 mb s3://bucketname

3. Create the Lambda function deployment package by running the following package AWS
SAM CLI command.

sam-app> sam package \
--template-file template.yaml \
--output-template-file packaged.yaml \
--s3-bucket bucketname

The command does the following:

« Zips the contents of the aws-sam/hello_world/ directory and uploads it to Amazon S3.

» Uploads the deployment package, README file, and LICENSE file to the Amazon S3 bucket
specified by the --s3-bucket option.

« Outputs a new template file, called packaged.yaml, which you use in the next step to
publish the application to AWS Serverless Application Repository. The packaged.yaml
template file is similar to the original template file (template.yaml), but has a key
difference—the CodeUr1i, LicenseUrl, and ReadmeUr1 properties point to the Amazon
S3 bucket and objects that contains the respective artifacts. The following snippet from an
example packaged.yaml template file shows the CodeUri property:

HelloWorldFunction:
Type: AWS::Serverless::Function # For more information about function
resources, see https://github.com/awslabs/serverless-application-model/blob/
master/versions/2016-10-31.md#awsserverlessfunction
Properties:
CodeUri: s3://bucketname/fbd77a3647a4f47a352fc0bjectGUID
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Step 4: Publish the Application

Now that you've created the deployment package, you use it to publish the application to AWS
Serverless Application Repository.

To publish the serverless application to the AWS Serverless Application Repository

o  Execute the following command to publish the new application in AWS Serverless Application
Repository with the first version created as 0.0.1.

sam-app> sam publish \
--template packaged.yaml \
--region us-east-1

(® Note

The application will be created as private by default. You must share the application before
other AWS accounts will be allowed to view and deploy your application. See Next Steps
below for more details about sharing your application.

Next Steps

Now that you have published your sample application, following are a few things you might want
to do with it.

« View Your Application in AWS Serverless Application Repository — The output of the sam
publish command will include a link to the AWS Serverless Application Repository directly to
the detail page of your application. You can also go to the AWS Serverless Application Repository
landing page and search for your application.

» Share Your Application — Because your application is set to private by default, it is not visible
to other AWS Accounts. In order to share your application with others, you must either make
it public or grant permission to a specific list of AWS Accounts. For information on sharing
your application using the AWS CLI see AWS Serverless Application Repository Application

Step 4: Publish the Application 7
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Policy Examples. For information on sharing your application using the console see Sharing an
Application.

More Information

For more information about the Metadata section of AWS SAM templates, sam package and sam
publish commands of AWS SAM CLI, see Publishing Applications Using AWS SAM CLI in the AWS
Serverless Application Model Developer Guide.
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Publishing Applications

When you publish a serverless application to the AWS Serverless Application Repository, you make
it available for others to find and deploy.

You first define your application with an AWS Serverless Application Model (AWS SAM) template.
When you define your application, you must consider whether consumers of your application will
be required to acknowledge the application's capabilities. For more information about using AWS
SAM and acknowledging capabilities, see Using AWS SAM with the AWS Serverless Application

Repository.

You can publish serverless applications by using the AWS Management Console, the AWS SAM
command line interface (AWS SAM CLI), or an AWS SDK. To learn more about the procedures
for publishing applications to the AWS Serverless Application Repository, see How to Publish

Applications.

When you publish your application, it's initially set to private, which means that it's only available
to the AWS account that created it. To share your application with others, you must either set it to
privately shared (shared only with a specific set of AWS accounts), or publicly shared (shared with
everyone).

When you publish an application to the AWS Serverless Application Repository and set it to public,
the service makes the application available to consumers in all Regions. When a consumer deploys
a public application to a Region other than the Region in which the application was first published,
the AWS Serverless Application Repository copies the application’s deployment artifacts to an
Amazon S3 bucket in the destination Region. It updates any resources in the AWS SAM template
that use those artifacts to instead reference the files in the Amazon S3 bucket for the destination
Region. Deployment artifacts can include Lambda function code, API definition files, and so on.

(@ Note

Private and privately shared applications are only available in the AWS Region that they're
created in. Publicly shared applications are available in all AWS Regions. To learn more
about sharing applications, see AWS Serverless Application Repository Application Policy

Examples.

Topics
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« Using AWS SAM with the AWS Serverless Application Repository

« How to Publish Applications

» Verified Author Badge

« Sharing Lambda Layers

Using AWS SAM with the AWS Serverless Application
Repository

The AWS Serverless Application Model (AWS SAM) is an open-source framework that you can use
to build serverless applications on AWS. For more information about using AWS SAM to build your

serverless application, see the AWS Serverless Application Model Developer Guide.

When building applications that will be published to the AWS Serverless Application Repository,
you must consider the set of supported AWS Resources and Policy Templates available to use. The
sections below describe these topics in more detail.

Supported AWS Resources in the AWS Serverless Application
Repository

The AWS Serverless Application Repository supports serverless applications that are composed of
many AWS SAM and AWS CloudFormation resources. To see the complete list of AWS resources
that are supported by AWS Serverless Application Repository, see List of Supported AWS
Resources.

If you want to request support for an additional AWS resource, contact AWS Support.

/A Important

If your application template contains one of the following custom IAM roles or resource
policies, your application doesn't show up in search results by default. Also, customers need
to acknowledge the application's custom IAM roles or resource policies before they can
deploy the application. For more information, see Acknowledging Application Capabilities.
The list of resources that this applies to are:

o IAM roles: AWS::IAM::Group, AWS::IAM::InstanceProfile, AWS::IAM::Policy, and
AWS::IAM::Role.
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» Resource policies: AWS::Lambda::LayerVersionPermission,
AWS::Lambda::Permission, AWS::Events::EventBusPolicy, AWS::IAM:Policy,
AWS::ApplicationAutoScaling::ScalingPolicy, AWS::S3::BucketPolicy,
AWS::SQS::QueuePolicy, and AWS::SNS:TopicPolicy.

If your application contains the AWS::Serverless::Application resource, customers need to
acknowledge that the application contains a nested application before they can deploy
the application. For more information about nested applications, see Nested Applications
in the AWS Serverless Application Model Developer Guide. For more information about

acknowledging capabilities, see Acknowledging Application Capabilities.

Policy Templates

AWS SAM provides you with a list of policy templates to scope the permissions of your Lambda
functions to the resources that are used by your application. Using policy templates don't require

additional customer acknowledgments to search, browse, or deploy the application.

For the list of standard AWS SAM policy templates, see AWS SAM Policy Templates in the AWS
Serverless Application Model Developer Guide.

List of Supported AWS Resources

This is the complete list of AWS resources that are supported by the AWS Serverless Application
Repository.

o AWS:
o AWS:
o AWS:
o AWS:
o AWS:
o AWS:
o AWS:
o AWS:
o AWS:

:AccessAnalyzer::Analyzer

:AmazonMQ: :Broker

:AmazonMQ: :Configuration

:AmazonMQ: :ConfigurationAssociation
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:

:Account

:ApiKey
:Authorizer
:BasePathMapping

:ClientCertificate

Policy Templates
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AWS:
AWS:
AWS:
AWS:
AWS :
AWS:
AWS:
AWS :
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS :
AWS:
AWS:
AWS :
AWS:
AWS:
AWS:
AWS:
AWS:
AwWS:
AWS :
AWS:

:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:

:ApiGateway::
:ApiGateway::

:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:ApiGatewayV2:
:AppSync: :Api
:AppSync: :Dat
:AppSync: :Gra
:AppSync: :Gra

Deployment

DocumentationPart

:DocumentationVersion
:DomainName
:GatewayResponse
:Method

:Model
:RequestValidator
:Resource
:RestApi

:Stage

:UsagePlan
:UsagePlanKey
:VpclLink

:Api
:ApiMapping
:Authorizer
:DomainName
:Deployment
:Integration
:IntegrationResponse
:Model

:Route
:RouteResponse
:Stage

Key

aSource

phQLApi
phQLSchema

List of Supported AWS Resources
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AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

:ApplicationAutoScaling:

:CloudFront::
:CloudFront::
:CloudFront:
:CloudFront:
:CloudFront:
:CloudFront:
:CloudFront:
:CloudTrail:
:CloudWatch:
:CloudWatch:
:CloudWatch:
:CloudWatch:
:CodeBuild: :Project

:CodeCommit::

:AppSync: :Resolver
:ApplicationAutoScaling: :AutoScalingGroup

:ApplicationAutoScaling: :ScalableTarget
:ApplicationAutoScaling::ScalingPolicy
:Athena: :NamedQuery

:Athena: :WorkGroup
:CertificateManager::Certificate
:Chatbot: :SlackChannelConfiguration
:CloudFormation: :CustomResource
:CloudFormation: :Intexrface
:CloudFormation: :Macro

:CloudFormation: :WaitConditionHandle

CachePolicy
CloudFrontOriginAccessIdentity

:Distribution
:Function
:0riginRequestPolicy
:ResponseHeadersPolicy
:StreamingDistribution
:Trail

:Alarm
:AnomalyDetector
:Dashboard
:InsightRule

Repository

:CodePipeline: :CustomActionType
:CodePipeline: :Pipeline

:CodePipeline: :Webhook

:LaunchConfiguration

List of Supported AWS Resources
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AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

:CodeStar: :GitHubRepository
:CodeStarNotifications::NotificationRule
:Cognito::IdentityPool
:Cognito::IdentityPoolRoleAttachment
:Cognito: :UserPool
:Cognito::UserPoolClient

:Cognito: :UserPoolDomain

:Cognito: :UserPoolGroup

:Cognito: :UserPoolResourceServer
:Cognito: :UserPoolUser

:Cognito: :UserPoolUserToGroupAttachment
:Config::AggregationAuthorization
:Config::ConfigRule
:Config::ConfigurationAggregator
:Config::ConfigurationRecorder
:Config::DeliveryChannel

:Config: :RemediationConfiguration
:DataPipeline: :Pipeline
:DynamoDB: : Table

:EC2
:EC2
tEC2:
tEC2:
tEC2:
tEC2:
tEC2:
tEC2:
tEC2:
tEC2:
tEC2:

::EIP

::InternetGateway

:NatGateway

:Route

:RouteTable

:SecurityGroup
:SecurityGroupEgress
:SecurityGroupIngress
:Subnet
:SubnetRouteTableAssociation

:VPC

List of Supported AWS Resources
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AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

:EC2::
EC2::
:ECR::

VPCGatewayAttachment
VPCPeeringConnection

Repository

:Elasticsearch: :Domain
:Events::EventBus
:Events: :EventBusPolicy
:Events::Rule
:EventSchemas: :Discoverer
:EventSchemas: :Registry
:EventSchemas: :Schema
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:Glue:
:IAM:
:IAM:
:IAM:
:IAM:
:IAM:
:IAM:
:IAM:
:IoT:
:IoT:

:Classifier
:Connection
:Crawler
:Database
:DevEndpoint
:Job
:Partition
:SecurityConfiguration
:Table
:Trigger
:Workflow

:Group
:InstanceProfile
:ManagedPolicy
:0IDCProvider
:Policy

:Role
:ServicelinkedRole
:Certificate

:Policy

List of Supported AWS Resources
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AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

:IoT::Pol
:IoT::Thi
:IoT::Thi
:IoT::Top
:KMS::Ali
:KMS: :Key
:Kinesis:
:Kinesis:
:Kinesis:

:KinesisF
:Lambda:
:Lambda:
:Lambda:
:Lambda:
:Lambda:
:Lambda:
:Lambda:
:Lambda:
:Location
:Location:
:Location:
:Location:
:Location:
:Location:
:Logs: :De
:Logs::Lo
:Logs::Lo
:Logs: :Me

icyPrincipalAttachment
ng
ngPrincipalAttachment
icRule

as

:Stream
:StreamConsumer

:Streams

:KinesisAnalytics::Application

:KinesisAnalytics::ApplicationOutput

irehose: :DeliveryStream

:Alias
:EventInvokeConfig
:EventSourceMapping
:Function

:LayerVersion
:LayerVersionPermission
:Permission

:Version

: :GeofenceCollection
:Map

:PlaceIndex
:RouteCalculator
:Tracker
:TrackerConsumer
stination

gGroup

gStream

tricFilter

List of Supported AWS Resources

16



AWS Serverless Application Repository

Developer Guide

AWS

AWS:
AWS:
AWS:
AWS :
AWS:
AWS:
AWS :
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS:
AWS :
AWS:
AWS:
AWS :
AWS:
AWS:
AWS:
AWS:
AWS:
AwWS:
AWS :
AWS:

::Logs::SubscriptionFilter
:Route53: :HealthCheck

:Route53: :HostedZone

:Route53: :RecordSet

:Route53: :RecordSetGroup
:S3::Bucket

:S3::BucketPolicy

:SNS: :Subscription

:SNS: :Topic

:SNS: :TopicPolicy

:SQS: :Queue

:SQS: :QueuePolicy

:SSM: :Association

:SSM: :Document

:SSM: :MaintenanceWindowTask
:SSM: :Parameter

:SSM: :PatchBaseline

:SSM: :ResourceDataSync
:SecretsManager: :ResourcePolicy
:SecretsManager: :RotationSchedule

:SecretsManager: :Secret

:Serverless: :Api
:Serverless: :Application
:Serverless: :Function
:Serverless: :HttpApi
:Serverless::LayerVersion
:Serverless::SimpleTable

:Serverless: :StateMachine

:SecretsManager: :SecretTargetAttachment

List of Supported AWS Resources
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o« AWS: :ServiceDiscovery: :HttpNamespace

e« AWS::ServiceCatalog::CloudFormationProvisionedProduct
e AWS::ServiceDiscovery::Instance

o« AWS::ServiceDiscovery::PrivateDnsNamespace
o« AWS::ServiceDiscovery: :PublicDnsNamespace
« AWS::ServiceDiscovery::Service

o« AWS::SES::ReceiptRule

o AWS::SES::ReceiptRuleSet

e AWS::StepFunctions::Activity

« AWS::StepFunctions: :StateMachine

e AWS::Wisdom: :Assistant

o AWS::Wisdom: :AssistantAssociation

o AWS::Wisdom: :KnowledgeBase

How to Publish Applications

This section provides you with procedures for publishing your serverless application to the AWS
Serverless Application Repository by using the AWS SAM CLI or the AWS Management Console.
It also shows you how to share your application to allow others to deploy it, and deleting your
application from the AWS Serverless Application Repository.

/A Important

The information that you enter when you publish an application isn't encrypted. This
information includes data such as the author name. If you have personally identifiable
information that you don't want to be stored or made public, we recommend that you
don't enter this information when publishing your application.

Publishing an Application (AWS CLI)

The easiest way to publish an application to the AWS Serverless Application Repository is to use
a set of AWS SAM CLI commands. For more information, see Publishing an Application Using the
AWS SAM CLI in the AWS Serverless Application Model (AWS SAM) Developer Guide.
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Publishing a New Application (Console)

This section shows you how to use the AWS Management Console to publish a new application
to the AWS Serverless Application Repository. For instructions on publishing a new version of an
existing application, see Publishing a New Version of an Existing Application.

Prerequisites

Before you publish an application to the AWS Serverless Application Repository, you need the
following:
« Avalid AWS account.

« Avalid AWS Serverless Application Model (AWS SAM) template that defines the AWS resources
that are used. For more information about AWS SAM templates, see AWS SAM Template Basics.

» A package for your application that you created by using the AWS CloudFormation package
command for the AWS CLI. This command packages the local artifacts (local paths) that your
AWS SAM template references. For more details, see package in the AWS CloudFormation
documentation.

« A URL that points to your application's source code, in case you want to publish your application
publicly.
« A readme.txt file. This file should describe how customers can use your application, and how to

configure it before deploying it in their own AWS accounts.

« A license.txt file or a valid license identifier from the SPDX website. Note that a license is only
required if you want to share your application publicly. If you're going to keep your application
private or only share it privately, you don't need to specify a license.

» Avalid Amazon S3 bucket policy that grants the service read permissions for artifacts that were
uploaded to Amazon S3 when you packaged your application. To set this policy, follow these
steps:

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

Choose the Amazon S3 bucket that you used to package your application.
Choose the Permissions tab.

Choose the Bucket Policy button.

i W

Paste the following policy statement into the Bucket policy editor. Make sure to substitute
your bucket name in the Resource element, and your AWS account ID in the Condition
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element. The expression in the Condition element ensure AWS Serverless Application
Repository only has permission to access applications from the specified AWS account. For
more information about policy statements, see IAM JSON policy elements reference in the
IAM User Guide.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": '"serverlessrepo.amazonaws.com"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::bucketname/*",
"Condition" : {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

6. Choose the Save button.

Procedure

Create a new application in the AWS Serverless Application Repository by using the following
procedure.

To create a new application in the AWS Serverless Application Repository

1. Open the AWS Serverless Application Repository console and choose Publish applications.

2. On the Publish an application page, enter the following application information, and then
choose Publish application:

Property Required Description

Application name TRUE The name of the application.
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Property

Author

Home page

Description

Labels

Required

TRUE

FALSE

TRUE

FALSE

Description

Minimum length=1.
Maximum length=140.

Pattern: "[a-zA-Z0-9\\-]+";

The name of the author
publishing the application.

Minimum length=1.
Maximum length=127.

Pattern: "~ [a-z0-9](([a-zO0-
9]|-(2!-))*[a-z0-91)?%";

A URL with more informati
on about the application—
for example, the location of
your GitHub repository for
the application.

The description of the
application.

Minimum length=1.
Maximum length=256.

The labels that improve the
discovery of applications in
search results.

Minimum length=1.
Maximum length=127.
Maximum number of labels:
10.

Pattern: "A[a-zA-Z0-9+\\-_:\
\V@]+$";

Publishing a New Application (Console)
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Property

Spdx license (drop-down
list)

Required

FALSE

Description

Choose a valid license
identifier from the drop-
down that contains licenses
that are available on the
SPDX website. Choosing

an item in the drop-down

populates the License text
box below it. Note: Choosing
a license in the drop-down
replaces the contents of

the License text box, and
discards any manual edits
that you have made.

Publishing a New Application (Console)

22


https://spdx.org/licenses/

AWS Serverless Application Repository

Developer Guide

Property

License

Readme

Required

FALSE

FALSE

Description

Upload a .txt license file, or
choose a license from the
Spdx license drop-down
described in the previous
row. Choosing a license
from the Spdx license
drop-down automatically
populates the License text
box. You can manually edit
the contents of this text box
after uploading a license file
or choosing one from the
Spdx license drop-down.
However, if another Spdx
license is chosen from the
drop-down, any manual
edits that you have made
are discarded.

This is an optional field,
but you must provide a
license in order to share the
application publicly.

Upload the contents of
the Readme file, which can
be in text or markdown
format. These contents are
displayed on the applicati
on's detail page in the
AWS Serverless Applicati
on Repository. You can
manually edit the contents
of this text box after
uploading a file.

Publishing a New Application (Console)
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Property Required
Semantic version FALSE
Source code Url FALSE
SAM template TRUE

Sharing an Application

Description

The semantic version

of the application. For
more information, see
the Semantic Versioning

website.

You must provide a value
for this property in order
to make your application
public.

A link to a public repository
for the source code of your
application.

A valid AWS Serverless
Application Model (AWS
SAM) template that defines
the AWS resources that are
used.

Published applications can have permissions set in one of the three following categories:

 Private (default) — Applications that were created with the same account, and haven't been
shared with any other AWS account. Only consumers that share your AWS account have

permission to deploy private applications.

 Privately shared - Applications that the publisher has explicitly shared with a specific set of
AWS accounts, or with AWS accounts in an AWS Organization. Consumers have permission to
deploy applications that have been shared with their AWS account or AWS Organization. For
more information about AWS Organizations, see the AWS Organizations User Guide.

« Publicly shared - Applications that the publisher has shared with everyone. All consumers have

permission to deploy any publicly shared application.

Sharing an Application
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After you have published an application to the AWS Serverless Application Repository, by default
it is set to private. This section shows you how to share an application privately with specific AWS
accounts or an AWS Organization, or share it publicly with everyone.

Sharing an Application Through the Console

You have two options for sharing your application with others: 1) Share it with specific AWS
accounts or the AWS accounts within your AWS organization, or 2) Share it publicly with everyone.
For more information about AWS Organizations, see the AWS Organizations User Guide.

Option 1: To share your application with specific AWS account(s) or accounts within your AWS
organization

1. Open the AWS Serverless Application Repository console.

2. On the navigation pane, choose Published Applications to bring up the list of applications
that you've created.

Choose the application that you want to share.
Choose the Sharing tab.

In the Application policy statements section, choose the Create Statement button.

o v M W

In the Statement Configuration window fill out the fields based on how you want to share
your application.

(® Note

If you are sharing with an organization, you can only specify the organization that your
AWS account is a member of. If you try to specify an AWS Organization that you are
not a member of, an error will result.

To share your application with your AWS Organization, you must acknowledge that
the UnshareApplication action will be added to your policy statement, in case the
sharing needs to be revoked in the future.

7. Choose the Save button.

Option 2: To share your application publicly with everyone

1. Open the AWS Serverless Application Repository console.
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2. On the navigation pane, choose Published Applications to bring up the list of applications
that you've created.

Choose the application that you want to share.
Choose the Sharing tab.
In the Public Sharing 