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Phase 2 of Implementation

This guide provides detailed information about the second implementation phase of AWS Elemental Cloud.
Topics in this guide focus on deployments and services and include:

= Creating deployments to provision services within.
= Enabling, creating, starting, and configuring services to support video processing and delivery in the cloud.

= Performing common management functions such as upgrading deployments, changing deployment settings,
and viewing deployment usage information.

Prerequisite Knowledge
It is assumed you are familiar with:
= Connecting to the AWS Elemental Cloud web interface using your web browser.

= Your processing and delivery requirements.

Rev 2 Page 4
© 2018 AWS Elemental. All rights reserved.



Elemental Cloud Configuration Guide Elemental Cloud 2.4.8

1.1. AWS Elemental Cloud Charges

Charges are incurred in AWS Elemental Cloud when:
= Features packages (such as Advanced Audio, Audio Decoding, and HEVC) are added to a service
= A service is started

Services are charged from the time they are started, until they are stopped, regardless of if content is being
processed or not.

1.2. Deployments versus Services

A deployment represents a virtual data center, holding services that are being used in a video processing and
delivery workflow. Multiple deployments can be configured to support a variety of workflows, and can be
configured to support various node limits and storage terabytes for each service.

A service represents a virtual cluster of AWS Elemental video processing or delivery solutions that is enabled
within a deployment. Available services are:

= AWS Elemental Live

= AWS Elemental Server

= AWS Elemental Delta

= Network Address Translation (NAT)

AWS Elemental Live and AWS Elemental Server are each managed by a Conductor, while AWS Elemental Delta
runs as a collection of independent nodes.

1.3. Where to Work

When you are initially creating the deployments and services, you are working in either the AWS Elemental
Cloud web interface, or through REST API calls to AWS Elemental Cloud.

After services are created in their deployments, you work through a variety of management systems to configure
events, jobs, profiles, and so on. This guide provides introductory information about accessing those management
systems in the Configuring Services section starting on page 15. The main focus of the document, however, is
how to work in the AWS Elemental Cloud web interface.

Rev 2 Page 5
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1.4. Lifecycle of a Service

The stages of a service in AWS Elemental Cloud are:

The services are enabled in a deployment (Enable Services on page 8).

1. The services are created, or “spun up” (Creating Services on page 12). They show as running in the
deployment and are ready to be configured. Content cannot start to be processed until this step is complete.

This is when charges start to be incurred.
2. The services are configured in their management systems (Configuring Services on page 15).

3. The services are active and running (and are able to manage processing resources and associated job queue or
events) once they have been started.

4. Services remain running in the deployment until they are stopped and show as inactive.

Charges are no longer incurred when the services are inactive.

1.5. Note about Regional Data Transfer

Your data crosses regions in the following circumstances:
*  You intentionally created your deployments across different regions

= When you log-in to the web interface or any services, your username and hashed password cross regions to be
communicated back to AWS Elemental Cloud

Rev 2 Page 6
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Step A: Create the Deployment

1. From the Deployments home page, click the Add Deployment button at the bottom right of the page.

Demo Customer ~ leporting ~ Notifications ~ Help ~ i U =

Deployments

ELEMENTAL@L.,L’ ub

Welcome to Elemental Cloud!

To get started, please create your first deployment and assign services to it. Once completed, services can be started to
begin processing, packaging and delivering video. Mere information about deployment configuration and settings is

available in the the help pages: Help: Deployments

To create a new deployment select the ‘Add Deployment” butten in the bottom right comer.

Add Deployment +

The Add Deployment page opens.

2. Complete the Deployment Info and Deployment Options sections:

Create a unique, descriptive Deployment Name. We recommend that you don’t use sensitive identifying
information when naming your deployment since this information may be later included in diagnostic

logs.

Indicate the Time zone
that services will
display.

Select the Region
where services will be
provisioned.

In Mode, indicate if
the deployment will be
high availability or
reduced redundancy.
See the Mode section

on page 10 for more
information.

Add Deployment

Deployment Info
Deployment Name Time zone

Cats West (GMT+00.00) UTC v

Deployment Options

Region Mode
Qregon v High Availability v

Save Deployment and Configure Services

3. Click the Save Deployment and Configure Services button.

You are taken to the Services tab of the deployment.

Rev 2
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Step B: Enable Services

Enable services to make them available in the deployment. Note that the services are not created until they are
started as described on page 12.

To enable services:

1. For your required services, click to toggle services from OFF to ON.

Demo Customer - Reporting = Notifications~  Help ~

Deployment Name: Cats West Region: Oregon Time Zone: UTC

Services

OFF Version: 290 * Type: LISICE  +  Node Limit: (5 remaining)
r

Services

m Version: 290 v Type:

2. Complete the additional information as needed for each enabled service (such as versions, limits, and service
options).

Note that:
= You cannot select End of Life versions.

= Within the same deployment, you cannot select AWS Elemental Server and AWS Elemental Live
services with different database versions. Once a software version is selected on a service, only
compatible versions are available for selection on other services.

= The Node Limit fields on AWS Elemental Live and AWS Elemental Server indicate how many nodes are
available for the service. The maximum amount you can select is either 25 or dependent on the available
nodes enabled in the subscription.

= Clustered mode Deltas have 2, and only 2, nodes. You can indicate 1-6 nodes in Independent mode. Note
that the 6-node maximum is for the entire subscription so you might be allowed to deploy fewer than 6
nodes in this deployment.

= Additional options on AWS Elemental Live, Server, and Delta are selectable based on your subscription.

= Increased Node Storage on AWS Elemental Server and AWS Elemental Live adds S00GB to the nodes’
hard drive. This storage is accessible by the nodes only. Content is deleted when services are stopped.

= If you do not enter an IP range when enabling Network Address Translation, all non-VPC traffic will be
routed through the NAT.

3. Click the Update button to save your changes and move on to address deployment users, settings, or VPN
connection. Go to:

= For users, see Step C: on page 9,
= For settings, see 0 on page 10, or
= For VPN access, see Step E: on page 11

Otherwise, click the Save and Exit button to be returned to the Deployments page. Skip to Creating Services
on page 12.

Rev 2 Page 8
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Step C: Set Users

The Users tab displays all users who have access to this deployment. By default, users with an Administrator or
Owner main role and/or Admin service role are populated on this tab.

Deployment Name: Cats West Region: Oregon & Time Zone: Pacific Time (US & Canada)

Users

Ida Wells iwells ida.wells2 @elementaltechnologies.com Owner Admin 4

Add User +

You can edit, delete, assign, and add users from this page.

Warning Edit, delete, and add user actions take place at the subscription-level. If you change a user’s role, delete
a user, or add a new user, the updates take place throughout your subscription (example: if you delete a
user, it removes their access to AWS Elemental Cloud.

If a user does not have an Administrator/Owner or Admin role, they are not automatically added to new
deployments. To assign an existing user to this deployment:

1. Click the deployment’s Users tab (as pictured above).
2. Click the Assign Existing Users button at the bottom right of the page.
A list of existing users is displayed alphabetically by last name.
3. Locate the user(s) to add and place a check in the box to the left of their name(s).

Choose users to belong to this deployment:
#| Kris Farthingten ¢/ Tony Schatz Ida Wells

Save Selected Users

4. Click the Save Selected Users button.

Note: A user’s Service Role persists throughout all deployments in the subscription.

Example: You cannot have a user be Manager for one deployment and Viewer for the rest. When you
add a user to a deployment, you cannot indicate the Service Role because that is managed at the
subscription-level and does not vary between deployments.

Rev 2 Page 9
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Step D: Specify Settings

Required settings are populated when the deployment was created. The deployment’s Settings tab allows you to
further specify non-required settings: high availability, VPC peering, and IP whitelisting.

Settings
Deployment Info

Deployment Name Time zone
Cats West (GMT+00:00) UTC

Deployment Options

Region
Oregon v High Availability Deployment

External Service Access @

AWS VPC v m

Access Restrictions:

Limit service access to specific addresses by assigning IP ranges below:

Save Deployment & [ Delete Deployment &

See the following sections for more information.

Mode

In the Mode field, High Availability enables resiliency for the service managers in your deployment by
transparently replicating resources across multiple data centers (availability zones) in the same region. This way,
if a hardware or data center failure occurs, your services remain running in a geographically diverse location.

Alternatively, you can select Reduced Redundancy to deploy a single service manager for the deployment.

High availability is selected by default when a deployment is created (whether through the web interface or REST
API). The Settings tab allows you to switch modes up until services have been added to the deployment. High
availability cannot be disabled after services have added to the deployment. If you need to enable high availability
after services are added, see Upgrade to High Availability on page 29.

VPC Peering

VPC peering establishes a private and secure connection between and AWS Elemental Cloud deployment and a
virtual private cloud (VPC) within another AWS account. The External Service Access section of the Settings tab
allows you to enable VPC peering with your AWS VPC. VPC peering is not enabled by default. Contact your
AWS Elemental Sales Manager for information about enabling VPC peering.

To enable VPC peering from the web interface, see below. To use REST API to enable VPC Peering, see the
REST (API) tab of the AWS Elemental Cloud Help pages.

1. Click the Add button on the deployment Settings tab.
2. Complete the fields:
= Target VPC: your AWS VPC ID
= AWS Account Number: ID for your AWS account
= CIDR: IP address for your AWS VPC (address must not overlap with 10.0.0/16; e.g. 172.16.0.0/16)

Rev 2 Page 10
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Once the fields are complete, save the peering request by clicking the Save button at the bottom of the page.

4. The connection request is initiated when services in the AWS Elemental Cloud deployment are started (page
12). No further VPC peering actions take place until then.

5. From your AWS console, accept the peering request from AWS Elemental Cloud and enter the 10.0.0/16
route to map your VPC network to the AWS Elemental Cloud deployment.

IP Whitelisting

The Access Restrictions section of the Settings tab allows you to restrict what IP addresses have access to the
services in your deployment (whitelisting).

To indicate what IP addresses have access, enter the range of IPs and click the Add button.

Step E: Configure VPN

Configure VPN access to establish a connection between the deployment and a private network with an
OpenVPN endpoint (such as a key server in a private datacenter).

To configure a VPN connection:
1. Generate server and client keys for the VPN server.

2. On the deployment’s VPN tab, enter the IP address of the VPN server and the certificates and key information
you generated in step 1.

VPN

VPN Configuration

OpenVPN Server IP address

CA Certificate

Client Certificate

Client Key

Save VPN Configuration

3. Click the Save VPN Configuration button.

When the services are started, they will automatically connect to the VPN tunnel.

Rev 2 Page 11
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3. CREATING SERVICES

Once the deployment is started and services are added, create the services. Note that until services are configured,
processing will not take place. See Configuring Services on page 15 for more information.

To:
= Start all services in the deployment at the same time, see page 12.
= Start services individually or at different times, see page 13.

Also see page 13 for information about stopping services.

3.1. Create All Services

To start all inactive services in the deployment, click the start deployment button in the header of the
deployment.

Note A service incurs charges as soon as it is started, up until it is stopped.

Cats West oregon U & % |E| |%| n

_ — _ _ start deployment
Live v2 #55 @ inactive > -
P PO SR, Fe s - F_N

oregon 0 4 % [ .E

Live v.2 #24@ & Q Live v.235 @ starting <73 Q
S e T i o

Deita v #2642 @ Q Delta v 42580 @  starting ) Q

NAT v 2@ ¥ Q NAT V22 starting % Q

After 10 to 15 minutes (45 for high availability deployments), the services are created and can be configured. See
Configuring Services for further information.

Reminder: Content is not being processed until after the services are configured. At
this stage, the running status indicates that the services have been created and can be accessed for

configuration.

Live v2755@ running & Q
Delta v. #5545 @  running & Q
NAT vi345@ running O Q

o Page 12
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3.2. Create Individual Services

To start services separately, click the create service button for the service being started.

| Note A service incurs charges as soon as it is started, up until it is stopped.

Cats West oregon U & % | L '.| |T| n

Live v2i3E @ inactive
Detta v. et @ inactive
PRI S PR

omen 0% CRd > = B3 oeon 02% G » m B

Live v.2 5@ creating & Q Live v 235 @ starting 2% Q

o

After 10 to 15 minutes (45 for high availability deployments), the service is running and can be configured. See
Configuring Services for further information.

Reminder: The service is not active until after it is configured. At this stage, the
running status indicates that the service has been created and can be accessed for configuration.

Omnonul:g_‘,% m > n

Live v.2555@ running O Q

Rev2 Page 13
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3.3. Stop Services

Stopping — or shutting down - a service temporarily suspends the processing on that service. Additionally, the
settings on the services are removed, including:

= Cloud settings (such as failover, Autoscaler, and number of nodes)
= Timezone (defaults back to the timezone indicated on the AWS Elemental Cloud web interface)
= Auto archive and poll rates

Events, jobs, and filters are paused but not removed when the service is stopped.

Stop All Services
To stop all services in the deployment, click the stop deployment button in the deployment header.

running

running

Stop Individual Services

To stop a specific service, click its corresponding shutdown service button.

oregon U dh % m > nE

running

runnin - —
g shutdown'servige

Rev 2 Page 14
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4. CONFIGURING SERVICES

4.1. AWS Elemental-branded Services

The AWS Elemental-branded services in the deployment are similar to “core” AWS Elemental products on the
ground, but with the added benefits of being more resilient and dynamic, as afforded by the AWS Elemental
Cloud platform. When you created services in the deployment, most of the configuration was done through the
Settings and other screens. The remaining configuration is done from the node or the service’s management
system.

See product-specific documentation for getting started with jobs, events, and filters:
= AWS Elemental Conductor File API and User Guide

= AWS Elemental Conductor Live API and User Guide

= AWS Elemental Delta User Guide

AWS Elemental Server

Autoscaler

Autoscaler monitors how many jobs are in the queue and determines how many Server nodes are required to
handle the workload. To configure Autoscaler:

1. Click the Server link in the deployment. The service must be running for the link to be available.

running O Q “

Conductor File is opened in a new tab.
2. Log-in with your AWS Elemental Cloud credentials.

3. Go to Configuration > Autoscaler.

ELEMENTAL@CONDUCTOR

File

Nodes  Job Queue l #* @

Advanced

Autoscaler

The Autoscaler Settings page opens.

Job Queue

Rev 2 Page 15
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4,

7.

8.

In the Maximum nodes field,
enter the highest amount of Server
nodes that can be running at once.
Note that this number cannot
exceed the amount of Server nodes

authorized when the service was
enabled.

Optionally, use the Minimum
nodes to set the fewest nodes to be
running at any time. If any number
greater than 0 is entered, at least 1
node will always be running and
incurring charges, regardless of the
jobs in queue.

If you need to adjust the maximum
number of jobs allowed per node,

Elemental Cloud 2.4.8

General Advanced

Maximum jobs
4

This parameter is set on thd advanced pagefand is used by Autoscaler to determine

the number of nodes required to process the job queue. See help for more details.

Maximum nodes (1 nodes authorized)

1

A value of 0 disables node creation.

Minimum nodes
o]

Values greater than O prevent nodes from being terminated.

click the advanced page link in the Maximum jobs section.

The Cluster Sequencer Settings page opens to the Server Nodes tab.

In the Maximum jobs that can be running field, enter the preferred value.

Conductor Configuration

General Autoscaler

Conductor File Nodes | Server Nodes

Percent Real-time Threshold
100

Canceled Job Poll Rate

1 seconds

Maximum jobs that can be running
4

Directory to copy files to when copy_local flag is set in the job

/datallocal_sources/

Disable Profile and Level Audit Messages
td

Suppress Deprecation Warnings

Ingest Parser Enabled

Click the Save to All button.

Quality improvement for video width*height less than (requires additional CPU cycles)
M"\J\W

Save to Synced Nodes + Save to All +

Rev 2
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AWS Elemental Live
Number of Nodes

Conductor Live manages the AWS Elemental Live events and profiles. Prior to configuring events in the
Conductor, you must indicate the number of nodes it will be managing. To set the nodes:

1. Click the Live link in the deployment. The service must be running for the link to be available.

running O Q
Delta v SEaaE E8 i h ()
Conductor Live is opened in a new tab.
2. Log-in with your AWS Elemental Cloud credentials.
Go to Configuration > Cloud.

ELEMENTAL@CONDUCTOR

Live

@ Nodes Events B W & ©

Failover

.rI'i. Nodes Filter Events

View All

4. In the number of nodes ficld, set the nodes to be added to the cluster being controlled by the Conductor. If
the number of active nodes falls below this number, Autoscaler will start a new node.

. : : Restore Defaults ® | Save
Conductor Configuration Estare et =YE

General Failover

1

‘[Number of nodes (1 nodes authorized)

The parenthetical text shows how many Live nodes you authorized when the deployment was created.
5. Click the Save button.

6. Configure events as needed.

Inputs

While AWS Elemental Live in the cloud supports the same input formats as AWS Elemental Live on the ground,
we recommend you use either:

= RTP with FEC,

= RTMP, or
= HLS
Rev 2 Page 17
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IP Addresses

Generally, AWS Elemental Live nodes in the cloud are assigned a new IP address whenever the node is stopped
and restarted. To support certain workflow requirements, Live node IP addresses can be reserved so that
assignments persist even when a node is restarted. Note:

= Assigned IP addresses can be found on the AWS Elemental Live service details Node List tab.

= Reserved IPs are set on new services. If an existing service is running when reserved IPs are enabled on the
subscription, the service must be restarted to receive an IP assignment.

= IPs are automatically released when:

= Services failover to a different region. New IPs are assigned when the services are running in the new
region.

= Node limits are reduced.
= Ifnode limits are increased, IPs are allocated to the new services when they are restarted.

To enable reserved AWS Elemental Live IP addresses, contact your AWS Elemental Sales Manager.

4.2. Network Address Translation (NAT)

NAT provides a single, persistent public IP address for all of the services in a deployment.

When NAT is running with other services, non-VPC traffic is routed through a single port, thereby producing one
IP address. This is beneficial because services in the deployment are transitory: a new IP address is assigned when
a service is restarted. This IP reassignment presents a problem when you rely on the addressing for such purposes

as IP whitelisting on servers holding content. Traffic that is routed through the NAT can then be referenced by the
NAT route’s IP address and not by the IP address assigned directly to the worker node.

Note: As all indicated traffic must flow through the NAT, performance may be inhibited. Analyze your
performance and security needs to determine if NAT will work in your deployment.

NAT does not require further configuration. When the services are started, traffic is automatically routed through
the NAT. If you did not specify IP ranges on the Services tab when you enabled NAT on the deployment, all non-
VPC traffic will go through the NAT.

To update IP information, see Change Services Settings on page 26.

To gain the public IP address, click the question mark graphic next to the NAT service in your deployment.
Make note of the public IP. If high availability is enabled, two IPs are shown because subnets are split between
two NAT routes. Make note of both IP addresses.

wr Q. » o a
W)
r Q
Network Access through NAT
r Q
52.8.64.210
52.8.232.28
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5. MANAGING THE DEPLOYMENT

This section details common management functions that are performed after services are created and started.

5.1. View Service Details

To view the details of a service, click the magnifying glass button that corresponds to that service to display the
service detail page. On it, you will find basic information entered when the service was created, as well as tabs for
additional details. See the following sections for information about the tabs provided.

Cats West oeen 05% BN » OB

Serverv2 Haf@  running o (@
NAT V%%G running 0] Q
vev2 BH@  ruming o |a
.Q!%.'.E@...&'.—.%:%ne running O 1Q

Alternatively, click the question mark next to a service to view its access information.

Delta v Z5885E @ inaciive S Q
S

To Access Your Delta:
URL:
https:/fyrgbrvlz 1e5w5. cloud elementaltec hnelogies.com/

Ingest and Egress addresses:
see: Access Info Tab

Internal Deployment Addressing:
Delta IP: 10.0.50.146

Rev 2 Page 19
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Usage Tab

Available on: all services

Purpose: provides a graph or detailed list about when the service was used and the statuses it encountered.

Deployment: Cats West U & Region: Oregon Version: 2.9.0 (GA)

Service Packs: no service packs
Service: Elemental Live @ Time Zone: Pacific

U
Nede Type: L150CE Status: inactive -

Click options in the legend to adjust

Usage | Log  Launcher  Node List what information is displayed.
Date range:  03/15/2016 lo  03/23/2016 @ Report generated at: 03/22/2016 08:12PM A REETS Gl
{.Nndehnurs(\eﬂax\a) @ running (right axis) .pending(ngmax\s)\
" @complete {right axis) @ error {right axis) @ cancelled (right axis) . SWltCh between graphica|
and detailed views.
27
18
9
0
03115 0316

—
03120 03121 0322

click legend to toggle dafa visibility

Add Alert +

Rev 2
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Log Tab

Available on: all services

Purpose: displays XML logs for all activity on the selected service.

Elemental Cloud 2.4.8

Deployment: Cats West U & Region: Oregon Version: 2.9.0 (GA) Service Packs: no service packs
Service: Elemental Live @ Time Zone: Pacific Node Type: L150CE Status: inactive
Usage Log Launcher Mode List
Log:

. [3/21/2016, 4:02:45 PM] ...
. [3/22/2016, 8:04:47 AM] ...
[312212016, 9-37-37 AM]
. [3/22/2016, 10.03.34 AM] ...
. [3/22/2016, 10:46:20 AM] ..

« 10:46:20 AM LiveService (5283)

« 10:46:34 AM Primary Network (34363)

« 10:46:34 AM Primary Conductor (34970)
« 10:46:34 AM Secondary Conducter (34371)
« 10:46:34 AM Primary Storage (34972)
10:46:34 AM Secondary Storage (34973)

« 10:48:20 AM Primary Conductor (34970)
« 10:48:34 AM Primary Network (34%63)

» 10:48:38 AM Primary Network (34969)
» 10:48:38 AM Primary Network (34969)
« 10:48:41 AM LiveService (5283)

« 10:46:20 AM Carran Cain (carran.cain) sent command: Shutdown.

Elemental Live service is stopping.
Changed state
Changed state

Changed state
Changed state

Changed stztc (EARIRGIER)
Stopping network
Network stopped

Changed state -

Elemental Live service is inactive.

More Logs ¥

\
More Logs displays additional detailed information.

Launcher Tab

Available on: AWS Elemental Live, AWS Elemental Server

Purpose: creates a sample video to test the service’s configuration. Note that you can only launch jobs/events for

services that are currently running.

Usage Log Launcher

Test Video:

Region: Oregon Version: 2.9.0 (GA)
Time Zone: Pacific Node Type: $150CE

Select the number of jobs to launch.

1 v

Click "Launch Jobs" to create a sample video on demand transcode

Launch Jobs « [?]
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Node List Tab
Available on: AWS Elemental Live

Purpose: displays the IPs reserved for the Live nodes.

Deployment: Cats Wes

& Region: Oregon

Service: Elemental Live @ Time Zone: Pacific

Node List: @

MNode List

Node 1: 52 %8 i3 &8

Access Info Tab
Available on: AWS Elemental Delta

Purpose: displays the Delta properties, such as external and internal content ingest addresses.

Elemental Cloud 2.4.8

Note that different information is displayed, based on if you are using Deltas in Independent mode or Clustered

mode. See Working with Multiple Deltas in AWS Elemental Cloud for more information.

Access Info

Service Properties:

User Interface & API:
https://delta-1-6243lye7hlo85.elementalact.biz

hitps://delta-2-6243lye7hlo95.elementalact.biz

External HTTP (Ingest WebDAV, Basic PUT, MSS; Egress HTTP):
delta-1-6243lyeThloS5.elementalact.biz
delta-2-6243lye7hlo95 elementalact.biz

External Other (Ingest RTP, RTMP, HTTPS):
delta-in-1-6243lye7hlo95.elementalact biz
delta-in-2-6243lyeThlo95.elementalact.biz

Internal Centent Ingest (all):
http:/idelta-1.6243lyeThlo9.phz
hitp:/idelta-2.6243lyeThlod.phz

Open UDP Ports:

5000 - 5100
Delta-1: Delta-2:
running running

Clustered Mode access info

Note that the ingress and egress load balancer
addresses are listed where applicable, rather than

addresses for each node.

Additionally, the state of each Delta node is
captured at the bottom of the page (“running” in

the image).

-~

-

Independent Mode access info

Note that each Delta node has its own set of
IP addresses (delta-1 and delta-2 in this

image).

Additionally, the state of each Delta node is
captured at the bottom of the page (“running”

in the image).

Access Info

Service Properties:

User Interface & API:

hitps://delta-6243lye7hlo95.elementalact.biz

External Other (Ingest RTP, RTMP, HTTPS):

delta-1-6243lye7hlod5.elementalact.biz
delta-2-6243lye7hle85.elementalact.biz

Content Egress

http://6243lyeThlo95.elementalact biz

Unified External Ingest Endpoint (HTTP)
http:/idelta-6243lyeThlo95.elementalact.biz

Internal Content Ingest (all):
http://delta-1.6243lyeThlo9.phz.
http:/idelta-2.6243lyeThlo9.phz

Open UDP Ports:

5000 - 5100
Delta (Primary): Delta:
running running

Rev 2
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5.2. Failover the Services

Test the deployment’s failover capabilities by manually initiating failover on running services:

In the deployment’s header, click the toggle failover button.

All active services are stopped and the banner at the top of the page indicates that services are being relocated.

Failing over to Califomia.

One or more deployments have been relocated to a designated failover region. Go to view your deployments.

Deployments Users Subscription
Cats West oregon U Fh % m | 3 u -

Server VZ%O stopping <7
NAT vgﬁﬂ stopping 7
Live V2i—%{0 stopping £
Delta vf_ﬁgﬁ [7] stopping 47

L pPLOLP

Similar to when services are initially started, they go through a creating and starting process during failover.

Cats West = california U £y % m > B =

Delta VE%E (2] starting 43
NAT vﬁé (7] running Q]
Server v?_%éﬁﬁ (7] starting 43
Live v?_%’:é’iﬁa starting 43

OO0 00

When failover is complete, all previously active services are running and the region is updated in the deployment
header. If services are running in a failover region, an asterisk (*) is shown beside the region.

Note that you cannot failover inactive services.
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5.3. Disable a Service

Disabling a service removes it from the deployment. This means that all settings, configurations, and database
backups are deleted. Perform this action with care. Note that if you need to temporarily stop a service, it is better
to stop it, as described in Stop Services on page 14.

To disable a service:
1. Stop the applicable service as described on page 14.
2. Select Settings from the configuration drop-down in the deployment header.

Live v.2585% @
Server v.2 455 Q) ,
Delta v 355 @ Add Alert

NAT v 35 @ | S |

You are taken to the Settings tab of the deployment.
3. Locate the service to be disabled and click to toggle services from ON to OFF.

Services

@ Version: 2§ v Type: L150CE v Node Lim

4. The service has been started before, a warning is displayed. Click OK on it to proceed.

cloud.elementaltechnologies.com says:

WARNING: This service has been launched previously. If you disable it now,
any saved data from the service will be purged.

5. Click the Save and Exit button.

You are returned to the Deployments page and the disabled service is no longer displayed.

i ¥

Server v.2. g%%ﬂ

e
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5.4. Delete Deployment

A deployment can be removed from your subscription to free up resources. Note that when a deployment is
deleted, all database information, profiles, presets, and so on are also deleted. Perform this action with care.
To delete a deployment:

1. Stop all active services in the deployment as described on page 14.

2. Select Settings from the configuration drop-down in the deployment header.

Cats East virginia U &% E- 24 |T| 1 E

Services

Settings

Live v2 4350

You are taken to the Settings tab of the deployment.
3. In the bottom right corner of the page, click the Delete Deployment button.

Settings
Deployment Info
Deployment Name Time zone
Cats East (GMT-D5:00) Eastern Time (US & Canada) A

Save Deployment Delete Deployment &

4. Confirm the deletion.

| cloud.elementaltechnologies.com says:

Are you sure you want to delete this deployment (Cats East)? This action

Tl il also delete the deployment's services.

The deployment is removed.

Rev 2 Page 25

© 2018 AWS Elemental. All rights reserved.



Elemental Cloud Configuration Guide Elemental Cloud 2.4.8

5.5. Change Services Settings

To enable/disable services, or change settings on services (such as node limits and additional options):

1. Select Services from the configuration drop-down in the deployment header.

»

Services

Settings
aiel)

Live v.2 2550

The deployment’s Services tab is displayed.
2. Make changes as needed.

3. Click the Save and Exit button when all required adjustments have been made.

5.6. Upgrade Service Versions

When new service versions are available, you receive notification in the System Messages in the AWS Elemental
Cloud menu bar, or under Notifications > System Messages.

Demo Customer ~  Reporting ~  Nofifications=  Help ~

System Messages

Elemental Live/Server 2.9 have beenreleased

This release provides many new enhancements,
especially in the areas of codec support and

picture quality (Complete 2.9 release notes are I
available on the Elemental Customer Portal). This |
service version is based on a new database

This release provides many new enhancements. especially in the areas of codec support and picture quality (Complete 2.9 /™ engine that is incompatible with the previous

are available on the Elemental Customer Portal). This service version is based on a new database engine that is mmmpatml’ version. In order to upgrade from prior versions,
previous version. In order to upgrade from prior versions. current services will need to be disabled (2.9 deleted) from deploy™
removing the database) and a new service with 2.9 will need to be added. Please contact your sales manager for assistance
migration.

Elemental Live/Server 2.9 have

been released current services will need to be disabled (e g

deleted) from deployments (thus removing the
database) and a new service with 2.9 will need to
be added. Please contact your sales manager

Note that:

= You can upgrade up to two “dot” versions. This means that if you’re on 2.6.x, you can upgrade to 2.8.x but
not to 2.9.x. Conversely, if you’re on 2.6.1, you can upgrade to 2.6.8 since “2.6” is the dot version
information.

= You cannot upgrade a service when there is an active access request associated with the deployment.

=  You cannot downgrade an enabled service. To return to an earlier version, see To Use an Earlier Service
Version on page 28.

= Upgrading service versions does not affect your databases unless specifically stated in the release notes.
However, backing up pertinent information (such as profiles and presets) provides additional security.

= The URLs for your services will remain the same, but internal deployment addressing will change. If you
have reserved Live IPs, these will remain the same.

= Since all services have to be stopped and restarted, it may take up to 30 minutes for the upgrade to high
availability to complete.

=  You can test the new version by creating a test deployment prior to upgrading. See the next section for more
information.
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Test New Version
1. Download the XML for the profiles, presets, events, and jobs you will be using for testing.
2. Create a new deployment using the instructions from Creating a Deployment on page 7.

Enable the services with the new versions and configure services to duplicate your existing deployment
(upload the XML files you downloaded in step 1).

4. To test the upgrade, use the Launcher as described on page 21.

When you have verified that the new versions work in your workflow, upgrade your existing deployment as
described in Upgrade Service Versions.

Upgrade Service Versions
1. Stop the services to be upgraded, as described on page 14.

2. Select Services from the configuration drop-down in the deployment header.

Cats East oregon U ih |43~ | |E| [ ] E

Ser\r-i[:es '{b

Live v.2.59.0 @

3. Inthe Version drop-down for applicable services on the Services tab, select the version you are upgrading to.

Note that you cannot downgrade to an earlier version, nor can you select an End of Life version.

m Version: | 2.9.0 v | Type: L150CE v No
General Availability
2100
283
292
291

-

OFF Version: Beta o
293005

4. When you have selected the new version on all applicable services, click the Save and Exit button.

m Version: | 2.10.0 v | Type: L{50CE v Node Limit: 1 (2 remaining) Advanced Audio Audio Decoding HEVC Audio Normalization [J Motion Overlay Increased Node Storage

l Cancel and Retum Save and Exit B

When the services are started again, they will be recreated on the upgraded version.
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To Use an Earlier Service Version

You cannot downgrade an existing service. However, if you need to return to an earlier service version, you can
create a new service with the selected version.

Note that disabling the service purges all data for the service, including database backups. Download the XML for
the service to make setup on the new service version more efficient.

1. On the existing service, download the XML for the profiles, presets, events, and jobs you will be using for
testing.

2. Inthe AWS Elemental Cloud web interface, stop the service if it is running (see page 14).

3. Access the Services tab in the deployment as described on page 14 and click to toggle the service from ON to
OFF and click the Update button.

4. When the page refreshes, toggle the service back on. Be sure to include the correct node limits and additional
options as needed. Click the Save and Exit button.

m Version: | 27.2.2 v | [Type: L150CE v Node Limit: 1 (2 remaining) Advanced Audio Audio Decoding Audio MNor

5. Create the service as described in Create Individual Services on page 13.

6. When the service is running, configure it using the XML you downloaded in step 1.
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5.7. Upgrade to High Availability

You can upgrade to high availability if you determine after creating the deployment that you need service
resiliency and/or regional failover.

Note that:

= Upgrading to high availability removes your existing databases. This means that all filters, profiles, settings,
logs, and presets will be lost. Back-up all pertinent information prior to upgrading to high availability.

= The URLSs for your services will remain the same, but internal deployment addressing will change. If you
have reserved Live IPs, these will remain the same.

= If you have any services running when you initiate the upgrade to high availability, it may take up to 45
minutes for the process to complete. This is because running services have to be stopped and restarted.

To upgrade to high availability, click the upgrade to HA button in the deployment header.

M3 = JE
e B0 >

The upgrade process begins: the services are duplicated and restarted (if they were running prior to the upgrade).

To test failover, see page 22.

5.8. Delete Service Backups

You can delete your service backups in the following ways:
= On active accounts:

»  Contact AWS Elemental Support through your company’s Private Space in AWS Elemental User
Community (https://community.elemental.com) to request the deletion of service backups.

»  To delete users, see the help page titled Subscription on the AWS Elemental Cloud web interface.
= Manage and delete content from your asset repository outside of AWS Elemental Cloud.

Content delivered to Amazon S3 buckets might contain customer content.

For more information about removing personally identifiable information, see

S3 documentation here: https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-or-empty-
bucket.html

= For archived accounts: all account data is automatically removed within 90 days of archive. If you need data
deleted sooner, contact AWS Elemental Support through your company’s Private Space in AWS Elemental
User Community (https://community.elemental.com).

5.9. Delete Inactive Service

You can use the REST API to delete an inactive service from a deployment.
When the service is in an inactive state, send a POST request using the delete command to delete it.

POST https://<subscription name>/service_managers/<service ID>/command/delete

For more information about using the REST API, see the REST API guide in the Help pages of your AWS
Elemental Cloud subscription.
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