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AWS Launch Wizard for Active Directory

AWS Launch Wizard for Active Directory is a service that applies AWS cloud application best
practices to guide you through setting up a new Active Directory infrastructure, or adding domain

controllers to an existing infrastructure either in the AWS Cloud or on premises. The deployment
environment includes various resources such as a new or existing VPC, security groups, and AWS
Identity and Access Management (IAM) roles. You can set up a new Active Directory infrastructure
with domain controllers on Amazon EC2 instances, add domain controllers on Amazon EC2
instances to extend your existing Active Directory infrastructure, or use AWS Directory Service for
Microsoft Active Directory for a managed service experience.

Launch Wizard reduces the time that it takes to set up an Active Directory infrastructure and
deploy self-managed domain controllers to the cloud or on premises. You input your domain
controller requirements, including number of nodes and connectivity, on the service console,
and AWS Launch Wizard identifies the right AWS resources to deploy your self-managed domain
controllers. AWS Launch Wizard provides an estimated cost of deployment, and gives you the
ability to modify your resources and instantly view the updated cost assessment. When you
approve, AWS Launch Wizard provisions and configures the selected resources in a few hours to
create fully-functioning, production-ready domain controllers.

After you deploy your self-managed domain controllers, they are ready to use and can be accessed
on the Amazon Elastic Compute Cloud (Amazon EC2) console.

Supported operating systems

AWS Launch Wizard for Active Directory supports the Windows Server 2022 operating system.

Features of AWS Launch Wizard

AWS Launch Wizard provides the following features:

« Simple application deployment

« AWS resource selection

Cost estimation

SNS notification

Early input validation

Supported versions 1
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» Application resource groups for easy discoverability

Simple application deployment

AWS Launch Wizard makes it efficient for you to deploy self-managed domain controllers and AWS
Directory Service for Microsoft Active Directory on AWS. When you enter the domain controller
requirements, AWS Launch Wizard deploys the necessary AWS resources for a production-ready
environment. This means that you do not have to manage separate infrastructure pieces or spend
time provisioning and configuring your domain controllers.

AWS resource selection

Launch Wizard considers the number of Active Directory users to determine the best instance type,
EBS volumes, and other resources for your domain controllers. You can modify the recommended
defaults.

Cost estimation

Launch Wizard provides a cost estimate for the complete deployment that is itemized for each
individual resource being deployed. The estimated cost automatically updates each time you
change a resource type configuration in the wizard. However, the provided estimates are only for
general comparisons. They are based on on-Demand costs and actual costs may be lower.

SNS notification

You can provide an SNS topic that allows Launch Wizard to send you notifications and alerts about
the status of a deployment.

Early input validation

You can take advantage of your existing infrastructure, such as VPC or security groups, with Launch
Wizard. This may lead to deployment failures if your existing infrastructure does not meet certain
deployment prerequisites. If these requirements are not met, the deployment will fail. If you are

in a later stage of a deployment, this failure can take more than an hour to detect. To detect these
types of issues early in the application deployment process, Launch Wizard's validation framework
verifies key infrastructure specifications before provisioning. Verification takes approximately 15
minutes. If necessary, you can take appropriate actions to adjust your VPC configuration.

Simple application deployment 2
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® Note

Some validations, such as for Active Directory credentials, require Application Wizard to
launch a t2.large EC2 instance in your account for a few minutes. After it runs the necessary
validations, Launch Wizard terminates the instance.

Application resource groups for easy discoverability

Launch Wizard creates a resource group for all of the AWS resources created for your domain
controllers. You can manage the resources through the Amazon EC2 console or with Systems
Manager. When you access Systems Manager through Launch Wizard, the resources are
automatically filtered for you based on your resource group.

Components

Self-managed domain controllers deployed with Launch Wizard include the following components:

« Avirtual private cloud (VPC) configured with public and private subnets across two Availability

Zones. A public subnet is a subnet whose traffic is routed to an internet gateway. If a subnet
does not have a route to the internet gateway, then it is a private subnet. The VPC provides the
network infrastructure for your domain controller environment.

« Amazon EC2 instances on which to provision your domain controllers.
« An internet gateway to provide access to the internet.

« In the public subnets, network address translation (NAT) gateways for outbound internet
access. If you are deploying in your preexisting VPC, Launch Wizard uses the existing NAT
gateway in your VPC. For more information about NAT gateways, see NAT Gateways.

« Elastic IP addresses associated with the NAT gateway and RDGW instances. For more
information about Elastic IP addresses, see Elastic IP Addresses.

« AWS CloudFormation templates and PowerShell configuration scripts to perform the domain
controller configuration steps.

» Security groups to ensure the secure flow of traffic between the instances deployed in the VPC.
For more information, see Security Groups for Your VPC.

« AWS Secrets Manager to protect secrets required to generate and store your Active Directory
Administrator credentials.

Application resource groups for easy discoverability 3
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« Amazon CloudWatch Logs to monitor, store, and access your log files produced by AWS
CloudFormation.

« Amazon Kinesis Agent for Microsoft Windows to gather, parse, transform, and stream logs,
events, and metrics to Amazon CloudWatch Logs. For more information, see What Is Amazon
Kinesis Agent for Microsoft Windows?

Requirements

Your account must be configured as specified in the following table to deploy self-managed
domain controllers using Launch Wizard.

To add domain controllers to an existing infrastructure, you must create a VPC peering connection
between the two VPCs for an existing Active Directory in AWS. If you are using an existing Active
Directory on premises, you must use AWS Direct Connect. To ensure that instances in the VPCs can
communicate with each other, you can use either Direct Connect or VPC Private Link. For more
information about VPC connectivity, see VPN connections.

Resource Minimum number of resources required for
deployment

Virtual private clouds (VPCs) 1

VPC security groups 3

AWS Identity and Access Management (IAM) 2

roles
General purpose EC2 instances Existing VPC: 1

New Active Directory infrastructure: 2
AWS Secrets Manager secrets 2

If you have an existing environment that uses these resources and you think that deploying domain
controllers in this environment using Launch Wizard may exceed your default quotas, you can
request service quota increases for these resources. For default quotas, see AWS service quotas.

Requirements 4
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Related services

The following services are used when you deploy self-managed domain controllers with AWS
Launch Wizard:

+ AWS CloudFormation

« Amazon Simple Notification Service (SNS)

o Amazon CloudWatch Logs

o AWS Secrets Manager

AWS CloudFormation

AWS CloudFormation is a service for modeling and setting up your AWS resources, enabling you

to spend more time focusing on your applications that run in AWS . You create a template that
describes all of the AWS resources that you want to use (for example, EC2 instances), and AWS
CloudFormation provisions and configures those resources for you. With Launch Wizard, you don't
have to sift through CloudFormation templates to deploy your application. Instead, Launch Wizard
combines infrastructure provisioning and configuration (with an AWS CloudFormation template
and PowerShell scripts) to provision a new Active Directory infrastructure or additional domain
controllers in your account. For more information, see the AWS CloudFormation User Guide.

Amazon Simple Notification Service (SNS)

Amazon Simple Notification Service (Amazon SNS) is a highly available, durable, secure, fully

managed publish/subscribe messaging service that provides topics for high-throughput, push-
based, many-to-many messaging. Using Amazon SNS topics, your publisher systems can fan
out messages to a large number of subscriber endpoints and send notifications to end users
using mobile push, SMS, and email. You can use Amazon SNS topics for your Launch Wizard
deployments to stay up to date on deployment progress. For more information, see the Amazon
Simple Notification Service Developer Guide.

Amazon CloudWatch Logs

Amazon CloudWatch Logs enables you to centralize the logs from all of your systems, applications,

and AWS services that you use, in a single, highly scalable service. You can then easily view them,
search them for specific error codes or patterns, filter them based on specific fields, or archive
them securely for future analysis. Amazon CloudWatch Logs enables you to see all of your logs,
regardless of their source, as a single and consistent flow of events ordered by time, and you
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can query them and sort them based on other dimensions, group them by specific fields, create
custom computations with a powerful query language, and visualize log data in dashboards.
Launch Wizard streams provisioning logs from all of the AWS log sources that you can view on the
CloudWatch console.

AWS Secrets Manager

With AWS Secrets Manager you can replace hard-coded credentials in your code, including

passwords, with an API call to Secrets Manager to programmatically retrieve the secret. This helps
ensure the secret can't be compromised by someone examining your code. Also, you can configure
Secrets Manager to automatically rotate the secret for you according to a specified schedule.
Launch Wizard uses Secrets Manager to join your domain controllers to Active Directory and
promote them.

How AWS Launch Wizard Active Directory works

AWS Launch Wizard provides a complete solution to provision self-managed domain controllers on
Amazon EC2 instances, or AWS Directory Service for Microsoft Active Directory, in the AWS Cloud.
You select Microsoft Active Directory in the wizard and provide the specifications, such as the
required number of vCPUs or memory. Based on the infrastructure requirements that you enter,
Launch Wizard automatically provisions the appropriate AWS resources in the cloud. For example,
Launch Wizard recommends an appropriate instance type from the amount of vCPUs that you
specify, then deploys and configures the instances.

Launch Wizard provides an estimated cost of deployment. You can modify your resources and
instantly view an updated cost assessment. Once you approve, Launch Wizard validates the inputs
and flags inconsistencies. After you resolve the inconsistencies, Launch Wizard provisions the
resources and configures them. The result is a ready-to-use Active Directory infrastructure and
domain controllers.

AWS Launch Wizard performs the following tasks to provision Active Directory domain controllers.

« Sets up the VPC, including private and public subnets in two Availability Zones.*
» Configures two NAT gateways in the public subnets.*
» Configures private and public routes.*

» Enables ingress traffic into the VPC for administrative access to Remote Desktop Gateway, if
specified.

» Uses Secrets Manager to store Domain Administrator credentials.
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» Configures security groups and rules for traffic between instances.
» Sets up and configures Active Directory sites and subnets.

» Sets up and deploys Active Directory Certificate Services with a new Active Directory
infrastructure.

* If you deploy Launch Wizard into an existing VPC, the tasks in this list marked by asterisks are
skipped.

Topics

» Deployment path

« Implementation details

« Domain controller launch limits

« AWS Regions

Deployment path

Launch Wizard supports the following deployment path for provisioning self-managed domain
controllers or AWS Managed Microsoft AD.

Deploy and manage your own domain controllers on Amazon EC2 instances

Launch Wizard builds the AWS Cloud infrastructure, and sets up and configures Active Directory
Domain Services (AD DS) and Active Directory-integrated DNS on the AWS Cloud. For self-managed
domain controllers, you handle all AD DS maintenance and monitoring tasks. You can deploy the
domain controllers or AWS Managed Microsoft AD into a new or existing VPC infrastructure.

Implementation details

This section describes how Launch Wizard implements an Active Directory Domain Services (AD DS)
deployment in the AWS Cloud. It includes details about how to use Amazon Virtual Private Cloud
(Amazon VPC) to define your networks in the cloud, and information about domain controller
placement, Active Directory Sites and Services configuration, and how DNS and DHCP work in a
VPC.

Topics

« VPC
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» Security groups

» Remote Desktop Gateway

» Active Directory

» Self-managed domain controller architecture

VPC

You can define a virtual network topology that closely resembles a traditional on-premises
network using Amazon VPC. A VPC can span multiple Availability Zones place independent
infrastructure in physically separate locations. A multi-Availability Zone deployment results in high
availability and fault tolerance. Launch Wizard provisions domain controllers in two Availability
Zones to provide highly available, low latency access to AD DS services in the AWS Cloud.

Launch Wizard can build a new VPC for the deployment, or deploy into an existing VPC. To
accommodate highly available AD DS in the AWS Cloud, Launch Wizard builds (or requires, in the
case of existing VPCs) a base Amazon VPC configuration that complies with the following AWS best
practices:

« Domain controllers must be placed in a minimum of two Availability Zones to provide high
availability.

« Domain controllers and other non-internet facing servers must be placed in private subnets.

« Launched instances require internet access to connect to the AWS CloudFormation endpoint
during the bootstrapping process. To support this configuration, public subnets are used to host
NAT gateways for outbound internet access. Remote Desktop Gateways are also deployed into
the public subnets for remote administration. Other components such as reverse proxy servers
can be placed into these public subnets, if needed.

This VPC architecture uses two Availability Zones, each with its own distinct public and private
subnets. We recommend that you leave plenty of unallocated address space to support the

growth of your environment over time and to reduce the complexity of your VPC subnet design.
Launch Wizard uses a default VPC configuration that provides plenty of address space by using the
minimum number of private and public subnets. By default, Launch Wizard uses the following CIDR
ranges.

Implementation details 8



AWS Launch Wizard User Guide

VPC 10.0.0.0/16
Private subnets A 10.0.0.0/20
10.0.0.0/20
Availability Zone 1
10.0.16.0/20
Availability Zone 2
10.0.32.0/20

Availability Zone 3

10.0.128.0/20
Public subnets Availability Zone 1

In addition, Launch Wizard provisions spare capacity for additional subnets to support your

environment as it grows or changes over time. If you have sensitive workloads that must be

completely isolated from the internet, you can create new VPC subnets using these optional
address spaces.

Security groups

Amazon EC2 instances must be associated with a security group, which acts as a stateful firewall.
You control the network traffic entering or leaving the security group, and you can create rules that
are defined by protocol, port number, and source/destination IP address, or other security groups.
By default, all egress traffic from a security group is permitted. However, ingress traffic must be
configured to allow the desired traffic to reach your instances.

The Securing the Microsoft Platform on Amazon Web Services whitepaper explains the different
methods for securing your AWS infrastructure. Recommendations include providing isolation
between application tiers by using security groups. We recommend that you tightly control ingress
traffic in order to reduce the attack surface of your Amazon EC2 instances.

If you are deploying and managing your own AD DS installation, domain controllers and member
servers will require several security group rules to allow traffic for services. These rules include AD
DS replication, user authentication, Windows Time services, and Distributed File System (DFS). You
should also consider restricting these rules to specific IP subnets that are used within your VPC.
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For a detailed list of port mappings used by AWS CloudFormation, see the Security best practices
in this guide.

For a complete list of ports, see Active Directory and Active Directory Domain Services Port

Requirements in the Microsoft TechNet Library and How to configure a firewall for Active Directory
domains and trusts for forest trusts. For guidance on implementing rules, see Adding Rules to a
Security Group in the Amazon EC2 User Guide.

Remote Desktop Gateway

When you design your architecture for highly available AD DS, you should also design for highly
available and secure remote access. Launch Wizard optionally allows for deployment of a Remote
Desktop (RD) Gateway server to manage your AD DS instances.

RD Gateway uses the Remote Desktop Protocol (RDP) over HTTPS to establish a secure, encrypted
connection between remote administrators on the internet and Windows-based Amazon EC2
instances, without the need for a virtual private network (VPN) connection. This configuration
reduces the attack surface of your Windows-based Amazon EC2 instances, while providing a
remote administration solution for administrators.

/A Important

Never open up RDP to the entire internet even temporarily or for testing purposes. Always
restrict ports and source traffic to the minimum necessary to support the functionality of
the application.

Active Directory

This section provides information about key design considerations specific to a Launch Wizard
deployment of Active Directory Domain Services (AD DS) domain controllers on AWS.

Active Directory deployment topics

« Highly available directory domain services

 Active Directory DNS and DHCP inside the VPC

o DNS settings on Windows Servers instances

» Active Directory Certificate Services
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Highly available directory domain services

Launch Wizard deploys two domain controllers in your AWS environment in two Availability Zones.
This design provides fault tolerance and prevents a single domain controller failure from affecting
the availability of the AD DS.

To strengthen the high availability of your architecture and help mitigate the impact of a possible
disaster, each domain controller deployed by Launch Wizard is a global catalog server and an
Active Directory DNS server.

When you choose to deploy self-managed domain controllers to the AWS Cloud, Launch Wizard
automatically builds out an Active Directory Sites and Services configuration that supports a highly
available AD DS architecture.

For information about creating sites, adding global catalog servers, and creating and managing site
links, see the Microsoft Active Directory Sites and Services documentation.

Active Directory DNS and DHCP inside the VPC

Dynamic Host Configuration Protocol (DHCP) services are provided by default for your instances
within a VPC. DHCP scopes do not need to be managed; they are created for the VPC subnets you
define when you deploy your solution. These DHCP services cannot be disabled, so you must use
them rather than deploying your own DHCP server.

The VPC also provides an internal DNS server. This DNS provides instances with basic name
resolution services for internet access and is crucial for access to AWS service endpoints, such as
AWS CloudFormation and Amazon S3 during bootstrapping.

Amazon-provided DNS server settings will be assigned to instances launched into the VPC based
on a DHCP options set. DHCP options sets are used within an Amazon VPC to define scope options,
such as the domain name or the name servers that should be handed to your instances via DHCP.
Amazon-provided DNS is used only for public DNS resolution.

Because Amazon-provided DNS cannot be used to provide name resolution services for Active
Directory, you must ensure that domain-joined Windows instances are configured to use Active
Directory DNS.

Launch Wizard statically assigns Active Directory DNS server addresses on Windows instances.
You can alternatively specify them using a custom DHCP options set. This allows you to assign

Implementation details 11


http://technet.microsoft.com/library/cc730868.aspx

AWS Launch Wizard User Guide

your Active Directory DNS suffix and DNS server IP addresses as the name servers within the VPC
through DHCP.

® Note

The IP addresses in the domain-name-servers field are always returned in the same
order. If the first DNS server in the list fails, instances should fall back to the second IP and
continue to resolve host names successfully. However, during normal operations, the first
DNS server listed will always handle DNS requests. If you want to ensure that DNS queries
are distributed evenly across multiple servers, you should consider statically configuring
DNS server settings on your instances.

For more information about creating a custom DHCP options set and associating it with your VPC,
see Working with DHCP Options Sets in the Amazon VPC User Guide.

(@ Note

If you choose to deploy self-managed domain controllers in the AWS Cloud, Launch Wizard
adds the DNS suffix for your domain to the DNS suffixes list. The DNS settings on the local
server point to the IP address of the first domain controller for all of the domain controllers
in the infrastructure.

DNS settings on Windows Servers instances

To ensure that domain-joined Windows instances automatically register host (A) and reverse
lookup (PTR) records with Active Directory-integrated DNS, set the properties of the network
connection as shown in the following image.
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Advanced TCP/IP Settings [ ]
DNS | WINS

DM3 server addresses, in order of use:

Edit. .. Remove

The Following three setkings are applied to all connections with TCRJTP
enabled. For resolution of ungualified names:

() Append primary and connection specific DNS suffixes
Append parent suffixes of the primary DNS suffix
(# Append these DMS suffixes (g order):

us-gast-1,ecz2-utilities, amazgl&ws . com ~
ecz.internal
compute-1.internal
conkoso,com W i
| | Edit. .. | | Remove |
[RS syfFie Frr Fhis connectinn: | |
L 1
Reqgister this connection's addresses in DS
Ise this connection's DS suffix in DNS registration
| Ik | | Cancel

The default configuration for a network connection is set to automatically register the connections
address in DNS. In other words, the Register this connection's addresses in DNS option is selected
for you automatically. This takes care of host (A) record dynamic registration. However, if you do
not also select the second option, Use this connection's DNS suffix in DNS registration, dynamic
registration of PTR records will not occur.

If you have a small number of instances in the VPC, you may choose to manually configure

the network connection. For larger fleets, you can push this setting out to all of your Windows
instances by using Active Directory Group Policy. For instructions about how to do this, see |IPv4
and IPv6 Advanced DNS Tab in the Microsoft TechNet Library.

Active Directory Certificate Services

Launch Wizard sets up and deploys Active Directory Certificate Services (AD CS) with a new Active
Directory infrastructure to issue and manage digital certificates in systems that use public key
technologies. For more information about AD CS, see the Microsoft documentation.
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Self-managed domain controller architecture

The Launch Wizard self-managed domain controller deployment sets up the following architecture.

« Domain controllers are deployed into two private VPC subnets in separate Availability Zones,
which makes AD DS highly available.

» NAT gateways are deployed to public subnets, providing outbound internet access for instances
in private subnets.

« Remote Desktop gateways are deployed in an Auto Scaling group in one Availability Zone to
allow access to the domain controllers.

Launch Wizard deploys AWS resources, including a Systems Manager Automation document. When
the second node is deployed, it initiates running the Automation document through Amazon EC2
user data. The automation workflow deploys the required components, finalizes the configuration
to create a new AD forest, and promotes instances in two Availability Zones to Active Directory
domain controllers.

To view architectural diagrams showing best practices for setting up an AD DS environment, see
Active Directory Domain Services on AWS.

Domain controller launch limits

A single Launch Wizard deployment for Active Directory launches two domain controllers per each
AWS Region. If you want to add more domain controllers, you can create additional Launch Wizard
for Active Directory deployments to add them to the same Active Directory infrastructure. For more
information, see Extend on-premises Active Directory to an existing VPC.

AWS Regions

Launch Wizard uses various AWS services during the provisioning of the application's environment.
Not every workload is supported in all AWS Regions. For a current list of Regions where the
workload can be provisioned, see AWS Launch Wizard workload availability.

Get started with AWS Launch Wizard for Active Directory

This section contains information to set up your environment for Launch Wizard to deploy domain
controllers.
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Topics

o Accessing AWS Launch Wizard Active Directory

» Specialized knowledge

« Amazon Web Services account

o Technical requirements

e Service Quotas

» |AM permissions

« Active Directory deployment options

Accessing AWS Launch Wizard Active Directory

You can launch AWS Launch Wizard from the AWS Launch Wizard console located at https://
console.aws.amazon.com/launchwizard.

Specialized knowledge

This deployment requires a moderate level of familiarity with AWS services. If you're new to AWS,
see Getting Started Resource Center and AWS Training and Certification. These sites provide

materials for learning how to design, deploy, and operate your infrastructure and applications on
the AWS Cloud.

This Launch Wizard deployment assumes familiarity with Active Directory concepts and usage.
Amazon Web Services account

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.
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When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2.  Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.
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Sign in as the user with administrative access

e Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. InlAM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Technical requirements

Before you start the Launch Wizard deployment, review the following information and make sure
that your account is properly configured. Otherwise, deployment might fail.

Service Quotas

If necessary, request service quota increases for the resources deployed by Launch Wizard. You

might need to request increases if your existing deployment currently uses these resources and if
this Launch Wizard deployment could result in exceeding the default quotas. The Service Quotas

console displays your usage and quotas for some aspects of some services. For more information,
see What is Service Quotas? and AWS service quotas.

IAM permissions

Before deploying the Launch Wizard application, you must sign in to the AWS Management

Console with IAM permissions for the resources that the templates deploy. The AdministratorAccess
managed policy within IAM provides sufficient permissions, although your organization may choose
to use a custom policy with more restrictions. For more information, see AWS managed policies for

job functions.
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Active Directory deployment options

This section contains information on what configuration is performed for deployment of domain
controllers into a new or existing VPC. You can deploy a new Active Directory infrastructure on
Amazon EC2, deploy a new AWS Managed Microsoft AD, or extend an existing on-premises Active
Directory into the AWS Cloud.

Active Directory configurations

When you use Launch Wizard to deploy Active Directory, the following key operations are
performed. These operations result in the creation of new records or entries in Active Directory.

« When you create a new Active Directory domain, Launch Wizard creates two new Amazon EC2
instances and promotes the servers to domain controllers in your domain.

« When you extend an existing Active Directory domain, Launch Wizard creates two new Amazon
EC2 instances and optionally joins them to the domain.

» When you create an AWS Managed Microsoft AD, Launch Wizard deploys the managed directory.

« All deployment types create ingress and egress rules to communicate with your domain
controllers.

On-premises Active Directory through AWS Direct Connect

If you are deploying domain controllers to extend an on-premises Active Directory into an existing
VPC, ensure that the following prerequisites are in place.

« Make sure that you have connectivity between your AWS account and your on-premises network.
You can establish a dedicated network connection from your on-premises network to your
AWS account with AWS Direct Connect. For more information, see the AWS Direct Connect

documentation.

« The domain functional level of your Active Directory domain controller must be Windows Server
2012 or later.

» The IP addresses of your DNS server must be either in the same VPC CIDR range as the one in
which your Launch Wizard domain controllers will be created, or in the private IP address range.

« The firewall on the Active Directory domain controllers should allow the connections from
the VPC from which you will create the Launch Wizard deployment. At a minimum, your
configuration should include the ports mentioned in How to configure a firewall for Active

Directory domains and trusts.
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You can optionally perform the following step.

 Establish DNS resolution across your environments. For options on how to set this up, see How
to Set Up DNS Resolution Between On-Premises Networks and AWS using AWS Directory Service

and Amazon Route 53 or How to Set Up DNS Resolution Between On-Premises Networks and

AWS Using AWS Directory Service and Microsoft Active Directory.

Deploy Active Directory to a new VPC (Console)

You can use AWS Launch Wizard to deploy Active Directory to a new virtual private cloud (VPC)

as a self-managed directory on Amazon Elastic Compute Cloud instances, extend your existing
active directory into a new VPC with Amazon EC2 instances, or create an AWS Directory Service for
Microsoft Active Directory directory in a new VPC.

Contents

» Deploy self-managed Active Directory to a new VPC

« Extend an existing Active Directory to a new VPC

» Deploy AWS Directory Service for Microsoft Active Directory to a new VPC

Deploy self-managed Active Directory to a new VPC

The following steps guide you through an Active Directory deployment with AWS Launch Wizard
after you have launched it from the console for a new VPC.

1.  On the Launch Wizard Console's landing page, use the Choose application button. This opens
the Choose application wizard where you are prompted to select the type of application that
you want to deploy.

2. Select Active Directory, select Deploy self-managed AD into a new VPC, then select Create
deployment.

3. Review and acknowledge the required IAM permissions are met before proceeding. For more
information, see Identity and Access Management for AWS Launch Wizard.

4. On the Configure application settings page, you are prompted to enter the specifications for
the new deployment. The following tabs provide information about the specification fields of
the deployment model.
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General settings

Deployment name. Enter a unique application name for your deployment.

Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify
an Amazon SNS topic where Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to

prevent this behavior.

Tags - optional. Enter a key and value to assign metadata to your deployment. For help

with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Parameter label (name)

Availability zones (Availabi
lityZones)

Number of availability
zones (NumberOfAZs)

VPC CIDR (VPCCIDR)

Create a DHCP options set
(DHCPOptionSet)

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

Default value

Requires input

10.0.0.0/16

Yes

10.0.0.0/19

Description

List of Availability Zones
(AZs) to use for the subnets
in the VPC.

Number of Availabil

ity Zones to use in the
VPC. This must match
your selections in the
list of Availability Zones
parameter.

CIDR Block for the VPC.

Creates and associates a
new DHCP Options Set to
your VPC.

CIDR block for private
subnet 1 located in
Availability Zone 1.
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Parameter label (name)

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

(Optional) Private subnet 3
CIDR (PrivateSubnet3CIDR)

Public subnet 1 CIDR
(PublicSubnet1CIDR)

Public subnet 2 CIDR
(PublicSubnet2CIDR)

(Optional) Public subnet 3
CIDR (PublicSubnet3CIDR)

Amazon EC2 configuration

Parameter label (name)

Domain controller 1
NetBIOS name (ADServer
1NetBIOSName)

Domain controller 1 private
IP address (ADServer
1PrivatelP)

Default value

10.0.32.0/19

Blank string

10.0.128.0/20

10.0.144.0/20

Blank string

Default value

DC1

10.0.0.10

Description

CIDR block for private
subnet 2 located in
Availability Zone 2.

CIDR block for private
subnet 3 located in
Availability Zone 3.

CIDR Block for the public
subnet 1 located in
Availability Zone 1.

CIDR Block for the public
subnet 2 located in
Availability Zone 2.

CIDR Block for the public
subnet 3 located in
Availability Zone 3.

Description

NetBIOS name of the first
Active Directory domain
controller (between 1-15
characters).

Fixed private IP for the
first Active Directory
domain controller located
in Availability Zone 1.
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Parameter label (name)

Domain controller 2
NetBIOS name (ADServer
2NetBIOSName)

Domain controller 2 private
IP address (ADServer
2PrivatelP)

SYSVOL and NTDS and
data drive size (DataDriv
eSizeGiB)

Key pair name (KeyPairN
ame)

Parameter label (name)

Domain admin user name
(DomainAdminUser)

Domain admin password
(DomainAdminPassword)

Default value

DC2

10.0.32.10

10

Requires input

Microsoft Active Directory Domain Services configuration

Default value

Admin

Requires input

Description

NetBIOS name of the
second Active Directory
domain controller
(between 1-15 characters).

Fixed private IP for the
second Active Directory
domain controller located
in Availability Zone 2.

Size of SYSVOL and NTDS
data drive in GiB.

Public/private key pairs
allow you to securely
connect to your instance
after it launches.

Description

User name for the account
that will be added as a
Domain Administrator.
This is separate from the
default "Administrator"
account.

Password for the previously
named account. Must be at
least 8 characters containin
g letters, numbers and
symbols.
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Parameter label (name)

Domain DNS name
(DomainDNSName)

Domain NetBIOS name
(DomainNetBIOSName)

Create Default OUs
(CreateDefaultOUs)

Set new tombstone
lifetime (Tombston
eLifetime)

Set new deleted objects

lifetime (DeletedObijectLife

time)

Default value

example.com

example

No

180

180

Description

Fully qualified domain
name (FQDN) of the forest
root domain. For example,
example.com.

NetBIOS name of the
domain (between 1 to
15 characters) for users
of earlier versions of
Windows. For example,
EXAMPLE.

Domain Elevated Accounts,
Domain Users, Domain
Computers, Domain
Servers, Domain Service
Accounts, and Domain
Groups OUs and set

the default users and
computers containers to
Domain Users and Domain
Computers.

The number of days before
a deleted object, not
recoverable by Active
Directory natively, is
permanently removed.

The number of days a
deleted Active Directory
object is restorable from
the Active Directory
Recycle Bin, with no loss of
information.
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Microsoft Active Directory Certificate Services configuration

Parameter label (name) Default value

Certificate authority (CA) No
deployment type (PKI)

CA data drive size 2
(CaDataDriveSizeGiB)

CA AMI ID (CaAmi) /aws/service/ami-w
indows-latest/Wind
ows_Server-2022-English-

Full-Base
Offline root CA NetBIOS ORCA1
name (Only Used For
two-tier PKI) (OrCaServ
erNetBIOSName)
Enterprise root or ENTCA1

subordinate CA NetBIOS
name (EntCaServerNetBIO
SName)

CA key length (CaKeyLen 2048
gth)

CA hash algorithm SHA256
(CaHashAlgorithm)

Description

Deploy two-tier (Offline
Root with Subordinate
Enterprise CA) or one-tier
(Enterprise Root CA) PKI
Infrastructure.

Size of the data drive in GiB
for the CA instance(s).

The Systems Manager
Parameter Store value used
to provision the enterprise
root CA.

NetBIOS name of the
offline root CA server,
used only for two-tier PKI
(between 1-15 characters).

NetBIOS name of the
enterprise root (one-tier)
or subordinate CA server
(two-tier). The value must
be 1-15 characters.

CA(s) cryptographic
provider key length.

CA(s) hash algorithm for
signing certificates.
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Parameter label (name)

Default value

Description

Offline root CA certificate 10 Validity period in years for
validity period (only used the offline root CA certifica
for two-tier PKI) (OrCaVali te (used only for two-tier
dityPeriodUnits) PKI).

Enterprise root or 5 Validity period in years

subordinate CA certifica
te validity period (CaValidi
tyPeriodUnits)

for the enterprise root or
subordinate CA certificate.

Use Amazon S3 for CA CRL No
location (UseS3ForCRL)

Store CA CRL(s) in an S3
bucket.

CA CRL Amazon S3 bucket
name (S3CRLBucketName)

S3 bucket name for
CA CRL(s) storage.
Bucket name can include

examplebucket

numbers, lowercase letters,
uppercase letters, and
hyphens (-). It cannot start
or end with a hyphen (-).

Microsoft Remote Desktop Gateway configuration

Parameter label (name) Default value Description
Number of RDGW hosts 1 Enter the number of
(NumberOfRDGWHosts) Remote Desktop Gateway

hosts to create.

Allowed CIDR block for
external access to the

Allowed Remote Desktop Requires input
Gateway external access

CIDR (RDGWCIDR) Remote Desktop Gateways.

5.  When you are satisfied with your application settings, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections
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on the specification page are lost and you are returned to the landing page. To return to the
previous screen, choose Previous.

6. On the Configure infrastructure settings page, you are prompted to define the infrastructure
settings for the new deployment. The following tab provides information about the input

fields.

Storage and compute

You can choose to select your instances, or to use AWS recommended resources. If

you choose to use AWS recommended resources, you have the option of defining your

performance needs. If you don't select either option, default values are assigned. Launch
Wizard will display the estimated charges incurred to deploy the application based on
suggested infrastructure and also based on static values.

« Based on infrastructure suggestion. Launch Wizard displays the suggested resources

for the deployment. You can specify your performance requirements of the resources to

update the recommendation.

Number of instance cores. Choose the number of CPU cores for your infrastructure.
The default value assigned is 4.

Network performance. Choose your preferred network performance in Gbps.

Memory (GB). Choose the amount of RAM that you want to attach to your EC2
instances. The default value assigned is 4 GB.

Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure settings.

Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

» Based on static values. You can specify specific instance types for the resources used in

your deployment. If you don't select either option, default values are assigned.

Instance type. You can choose your instance type from the dropdown list, or you can
use AWS recommended resources.

Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.
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7.

10.

11.

When you are satisfied with your infrastructure settings, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

When validation is complete, Launch Wizard deploys your AWS resources and configures
your application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

When your deployment is ready, a notification informs you that your application is successfully
deployed. If you have set up an Amazon SNS notification, you are also alerted through Amazon
SNS. You can manage and access all of the resources related to your application by selecting
the deployment, and then selecting Manage from the Actions dropdown list.

When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Extend an existing Active Directory to a new VPC

The following steps guide you through an Active Directory deployment with AWS Launch Wizard

after you have launched it from the console for a new VPC.

1.

On the Launch Wizard Console's landing page, use the Choose application button. This opens
the Choose application wizard where you are prompted to select the type of application that
you want to deploy.

Select Active Directory, select Extend on-premises AD into a new VPC, then select Create
deployment.

Review and acknowledge the required IAM permissions are met before proceeding. For more
information, see Identity and Access Management for AWS Launch Wizard.

On the Configure application settings page, you are prompted to enter the specifications for
the new deployment. The following tabs provide information about the specification fields of
the deployment model.
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General settings

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify
an Amazon SNS topic where Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Parameter label (name) Default value Description

Availability zones (Availabi  Requires input List of Availability Zones

lityZones) (AZs) to use for the subnets
in the VPC.

Number of Availability 2 Number of Availabil

Zones (NumberOfAZs) ity Zones to use in the

VPC. This must match
your selections in the
list of Availability Zones

parameter.
VPC CIDR (VPCCIDR) 10.0.0.0/16 CIDR Block for the VPC.
Private subnet 1 CIDR 10.0.0.0/19 CIDR block for private
(PrivateSubnet1CIDR) subnet 1 located in

Availability Zone 1.

Private subnet 2 CIDR 10.0.32.0/19 CIDR block for private
(PrivateSubnet2CIDR) subnet 2 located in
Availability Zone 2.
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Parameter label (name) Default value Description
(Optional) Private subnet 3  Blank string CIDR block for private
CIDR (PrivateSubnet3CIDR) subnet 3 located in

Availability Zone 3.

Public subnet 1 CIDR 10.0.128.0/20 CIDR Block for the public
(PublicSubnet1CIDR) subnet 1 located in
Availability Zone 1.

Public subnet 2 CIDR 10.0.144.0/20 CIDR Block for the public
(PublicSubnet2CIDR) subnet 2 located in
Availability Zone 2.

(Optional) Public subnet 3 Blank string CIDR Block for the public
CIDR (PublicSubnet3CIDR) subnet 3 located in
Availability Zone 3.

Amazon EC2 configuration

Parameter label (name) Default value Description

Domain controller 1 DC3 NetBIOS name of the

NetBIOS name (ADServer first additional Active

TNetBIOSName) Directory domain controlle
r (between 1-15 character
s).

Domain controller 1 private  10.0.0.11 Fixed private IP for the first

IP address (ADServer additional Active Directory

1PrivatelP) domain controller located
in subnet 1.
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Parameter label (name)

Domain controller 2
NetBIOS name (ADServer
2NetBIOSName)

Domain controller 2 private
IP address (ADServer
2PrivatelP)

SYSVOL and NTDS and
data drive size (DataDriv
eSizeGiB)

Key pair name (KeyPairN
ame)

Parameter label (name)

DNS Server 1 IP address
(ExistingDomainCon
troller1IP)

Default value

DC4

10.0.32.11

10

Requires input

Microsoft Active Directory Domain Services configuration

Default value

10.0.0.10

Description

NetBIOS name of the
second additional Active
Directory domain controlle
r (between 1-15 character

s).

Fixed private IP for the
second additional Active
Directory domain controlle
r located in subnet 2.

Size of SYSVOL and NTDS
data drive in GiB.

Public/private key pairs
allow you to securely
connect to your instance
after it launches.

Description

The IP address of the first
DNS server that can resolve
the domain. You must have
connectivity from the VPC
to the DNS server.
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Parameter label (name)

DNS Server 2 IP address
(ExistingDomainCon
troller2IP)

Domain DNS name
(DomainDNSName)

Domain NetBIOS name
(DomainNetBIOSName)

Microsoft Remote Desktop Gateway configuration

Parameter label (name)

Local administrator user
name (AdminUser)

Default value

10.0.32.10

example.com

example

Default value

StackAdmin

Description

The IP address of the
second DNS server that

can resolve the domain.
You must have connectivity
from the VPC to the DNS
server.

Fully qualified domain
name (FQDN) of the
domain you would like to
join and promote to. For
example, example.com.

NetBIOS name of the
domain (between 1 to 15
characters) you would like
to join and promote to for
users of earlier versions
of Windows. For example,
EXAMPLE.

Description

User name for the new
local administrator account
This is separate from the
default "Administrator"
account.
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Parameter label (name) Default value Description
Local administrator Requires input Password for the new local
password (AdminPassword) administrator account

containing letters, numbers
and symbols.

Number of RDGW hosts 1 Enter the number of
(NumberOfRDGWHosts) Remote Desktop Gateway
hosts to create.

Allowed Remote Desktop Requires input Allowed CIDR block for
Gateway external access external access to the
CIDR (RDGWCIDR) Remote Desktop Gateways.

5.  When you are satisfied with your application settings, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. To return to the
previous screen, choose Previous.

6. On the Configure infrastructure settings page, you are prompted to define the infrastructure
settings for the new deployment. The following tab provides information about the input
fields.

Storage and compute

You can choose to select your instances, or to use AWS recommended resources. If

you choose to use AWS recommended resources, you have the option of defining your
performance needs. If you don't select either option, default values are assigned. Launch
Wizard will display the estimated charges incurred to deploy the application based on
suggested infrastructure and also based on static values.

« Based on infrastructure suggestion. Launch Wizard displays the suggested resources
for the deployment. You can specify your performance requirements of the resources to
update the recommendation.

« Number of instance cores. Choose the number of CPU cores for your infrastructure.
The default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.
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10.

11.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2
instances. The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure settings.

« Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

» Based on static values. You can specify specific instance types for the resources used in
your deployment. If you don't select either option, default values are assigned.

 Instance type. You can choose your instance type from the dropdown list, or you can
use AWS recommended resources.

« Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

When you are satisfied with your infrastructure settings, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

When validation is complete, Launch Wizard deploys your AWS resources and configures
your application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

When your deployment is ready, a notification informs you that your application is successfully
deployed. If you have set up an Amazon SNS notification, you are also alerted through Amazon
SNS. You can manage and access all of the resources related to your application by selecting
the deployment, and then selecting Manage from the Actions dropdown list.

When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.
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Deploy AWS Directory Service for Microsoft Active Directory to a new
VPC

The following steps guide you through an Active Directory deployment with AWS Launch Wizard
after you have launched it from the console for a new VPC.

1.

On the Launch Wizard Console's landing page, use the Choose application button. This opens
the Choose application wizard where you are prompted to select the type of application that
you want to deploy.

Select Active Directory, select Deploy AWS Managed Microsoft AD into a new VPC, then
select Create deployment.

Review and acknowledge the required IAM permissions are met before proceeding. For more
information, see Identity and Access Management for AWS Launch Wizard.

On the Configure application settings page, you are prompted to enter the specifications for
the new deployment. The following tabs provide information about the specification fields of
the deployment model.

General settings

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify
an Amazon SNS topic where Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

« Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Parameter label (name) Default value Description
Availability zones (Availabi  Requires input List of Availability Zones
lityZones) to use for the subnets in

the VPC. Note: The logical
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Parameter label (name)

Number of Availability
Zones (NumberOfAZs)

VPC CIDR (VPCCIDR)

Create a DHCP options set
(DHCPOptionSet)

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

(Optional) Private subnet 3
CIDR (PrivateSubnet3CIDR)

Public subnet 1 CIDR
(PublicSubnet1CIDR)

Public subnet 2 CIDR
(PublicSubnet2CIDR)

Default value

10.0.0.0/16

Yes

10.0.0.0/19

10.0.32.0/19

Blank string

10.0.128.0/20

10.0.144.0/20

Description

order is preserved and only
two Availability Zones are
used for this deployment.

Number of Availabil

ity Zones to use in the
VPC. This must match
your selections in the
list of Availability Zones
parameter.

CIDR Block for the VPC.

Creates and associates a
new DHCP Options Set to
your VPC.

CIDR block for private
subnet 1 located in
Availability Zone 1.

CIDR block for private
subnet 2 located in
Availability Zone 2.

CIDR block for private
subnet 3 located in
Availability Zone 3.

CIDR Block for the public
subnet 1 located in
Availability Zone 1.

CIDR Block for the public
subnet 2 located in
Availability Zone 2.
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Parameter label (name)

(Optional) Public subnet 3
CIDR (PublicSubnet3CIDR)

Amazon EC2 configuration

Parameter label (name)

Key pair name (KeyPairN
ame)

Default value

Blank string

Default value

Requires input

Microsoft Active Directory configuration

Parameter label (name)

Domain DNS name
(DomainDNSName)

Domain NetBIOS name
(DomainNetBIOSName)

Default value

example.com

example

Description

CIDR Block for the public
subnet 3 located in
Availability Zone 3.

Description

Public/private key pairs
allow you to securely
connect to your instance
after it launches.

Description

Fully qualified domain
name (FQDN) of the forest
root domain. For example,
example.com.

NetBIOS name of the
domain (between 1 to
15 characters) for users
of earlier versions of
Windows. For example,
EXAMPLE.
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Parameter label (name) Default value

Admin account password Requires input
(DomainAdminPassword)

AWS Managed Microsoft Enterprise
AD edition (ADEdition)

Microsoft Windows Server management instance

Parameter label (name) Default value

Deploy management server TRUE
(MgmtServer)

Data drive size (MgmtData 2
DriveSizeGiB)

Management server MGMT1
NetBIOS name (MgmtServ
erNetBIOSName)

Description

Password for the Admin
account. Must be at least
8 characters containin

g letters, numbers and
symbols.

The AWS Managed
Microsoft AD Edition you
wish to deploy.

Description

Deploys an EC2 instance
to act as a management
server.

Size of the management
server data drive in GiB.

NetBIOS name of the
management server
(between 1-15 characters).
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Parameter label (name)

Certificate authority (CA)
deployment type (PKI)

CA data drive size
(CaDataDriveSizeGiB)

Offline root CA NetBIOS
name (Only Used For
two-tier PKI) (OrCaServ
erNetBIOSName)

Enterprise root or
subordinate CA NetBIOS
name (EntCaServerNetBIO
SName)

CA key length (CaKeyLen
gth)

CA hash algorithm
(CaHashAlgorithm)

Offline root CA certificate
validity period (only used

for two-tier PKI) (OrCaVali
dityPeriodUnits)

Microsoft Active Directory Certificate Services configuration

Default value

No

ORCA1

ENTCA1

2048

SHA256

10

Description

Deploy two-tier (Offline
Root with Subordinate
Enterprise CA) or one-tier
(Enterprise Root CA) PKI
Infrastructure.

Size of the data drive in GiB
for the CA instance(s).

NetBIOS name of the
offline root CA server,
used only for two-tier PKI
(between 1-15 characters).

NetBIOS name of the
enterprise root (one-tier)
or subordinate CA server
(two-tier). The value must
be 1-15 characters.

CA(s) cryptographic
provider key length.

CA(s) hash algorithm for
signing certificates.

Validity period in years
for the root CA certificate
(used only for two-tier PKI).
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Parameter label (name) Default value Description

Enterprise root or 5 Validity period in years
subordinate CA certifica for the subordinate CA

te validity period (CaValidi certificate.

tyPeriodUnits)

Use S3 for CA CRL location No Store CA CRL(s) in an S3
(UseS3ForCRL) bucket.

CA CRL S3 bucket name examplebucket S3 bucket name for CA
(S3CRLBucketName) CRL(s) storage. Quick Start

bucket name can include
numbers, lowercase letters,
uppercase letters, and
hyphens (-). It cannot start
or end with a hyphen (-).

Microsoft Remote Desktop Gateway configuration

Parameter label (name) Default value Description
Number of RDGW hosts 1 Enter the number of
(NumberOfRDGWHosts) Remote Desktop Gateway

instances to create.

Allowed Remote Desktop Requires input Allowed CIDR block for
Gateway external access external access to the
CIDR (RDGWCIDR) Remote Desktop Gateways.

5.  When you are satisfied with your application settings, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. To return to the
previous screen, choose Previous.

6. On the Configure infrastructure settings page, you are prompted to define the infrastructure
settings for the new deployment. The following tab provides information about the input
fields.
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Storage and compute

You can choose to select your instances, or to use AWS recommended resources. If

you choose to use AWS recommended resources, you have the option of defining your
performance needs. If you don't select either option, default values are assigned. Launch
Wizard will display the estimated charges incurred to deploy the application based on
suggested infrastructure and also based on static values.

« Based on infrastructure suggestion. Launch Wizard displays the suggested resources
for the deployment. You can specify your performance requirements of the resources to
update the recommendation.

Number of instance cores. Choose the number of CPU cores for your infrastructure.
The default value assigned is 4.

Network performance. Choose your preferred network performance in Gbps.

Memory (GB). Choose the amount of RAM that you want to attach to your EC2
instances. The default value assigned is 4 GB.

Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure settings.

Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

» Based on static values. You can specify specific instance types for the resources used in
your deployment. If you don't select either option, default values are assigned.

Instance type. You can choose your instance type from the dropdown list, or you can
use AWS recommended resources.

Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

7. When you are satisfied with your infrastructure settings, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

8. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
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on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

9. When validation is complete, Launch Wizard deploys your AWS resources and configures
your application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

10. When your deployment is ready, a notification informs you that your application is successfully
deployed. If you have set up an Amazon SNS notification, you are also alerted through Amazon
SNS. You can manage and access all of the resources related to your application by selecting
the deployment, and then selecting Manage from the Actions dropdown list.

11. When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Deploy Active Directory to an existing VPC (Console)

You can use AWS Launch Wizard to deploy Active Directory to an existing virtual private cloud
(VPC) as a self-managed directory on Amazon Elastic Compute Cloud instances, extend your
existing active directory into an existing VPC with Amazon EC2 instances, or create an AWS
Directory Service for Microsoft Active Directory directory in an existing VPC.

Contents

» Deploy self-managed Active Directory to an existing VPC

« Extend on-premises Active Directory to an existing VPC

» Deploy AWS Directory Service for Microsoft Active Directory to an existing VPC

Deploy self-managed Active Directory to an existing VPC

The following steps guide you through an Active Directory deployment with AWS Launch Wizard
after you have launched it from the console for an existing VPC.

1.  On the Launch Wizard Console's landing page, use the Choose application button. This opens
the Choose application wizard where you are prompted to select the type of application that
you want to deploy.
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2. Select Active Directory, select Deploy self-managed AD into an existing VPC, then select
Create deployment.

3. Review and acknowledge the required IAM permissions are met before proceeding. For more
information, see Identity and Access Management for AWS Launch Wizard.

4. You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General settings

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify
an Amazon SNS topic where Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Parameter label (name) Default value Description
VPC CIDR (VPCCIDR) 10.0.0.0/16 CIDR Block for the VPC.
VPC ID (VPCID) Requires input ID of the VPC (for example,

vpc-abcd0123).

Create a DHCP options set Yes Creates and associates a

(DHCPOptionSet) new DHCP Options Set to
your VPC.

Subnet 1 ID (PrivateS Requires input ID of subnet 1 in Availabil

ubnet1ID) ity Zone 1 (for example,

subnet-abcd0123).
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Parameter label (name) Default value Description
Subnet 2 ID (PrivateS Requires input ID of subnet 2 in Availabil
ubnet2ID) ity Zone 2 (for example,

subnet-01234abcd).

Amazon EC2 configuration

Parameter label (name) Default value Description

Domain controller 1 DC1 NetBIOS name of the first

NetBIOS name (ADServer Active Directory domain

TNetBIOSName) controller (between 1-15
characters).

Domain controller 1 private  10.0.0.10 Fixed private IP for the

IP address (ADServer first Active Directory

1PrivatelP) domain controller located

in Availability Zone 1.

Domain controller 2 DC2 NetBIOS name of the
NetBIOS name (ADServer second Active Directory
2NetBIOSName) domain controller

(between 1-15 characters).

Domain controller 2 private  10.0.32.10 Fixed private IP for the
IP address (ADServer second Active Directory
2PrivatelP) domain controller located

in Availability Zone 2.

SYSVOL and NTDS Data 10 Size of SYSVOL and NTDS
Drive Size (DataDriv data drive in GiB.
eSizeGiB)
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Parameter label (name) Default value

KMS key for Amazon EBS alias/aws/ebs
encryption (EbsEncry

ptionKmsKeyld)

Key pair name (KeyPairN Requires input
ame)

AMI ID (LatestAmild) /aws/service/ami-w

indows-latest/Wind
ows_Server-2022-English-
Full-Base

Microsoft Active Directory Domain Services configuration

Parameter label (name) Default value

Domain admin user name Admin
(DomainAdminUser)

Domain admin password Requires input
(DomainAdminPassword)

Description

The identifier of the KMS
key to use for Amazon EBS
encryption. You can specify
the KMS key using any of
the following; key ID, key
alias, key ARN, alias ARN.

Public/private key pairs
allow you to securely
connect to your instance
after it launches.

Systems Manager
parameter value for latest
Windows Server AMI.

Description

User name for the account
that will be added as a
Domain Administrator.
This is separate from the
default "Administrator"
account.

Password for the account
named above. Must be at
least 8 characters containin
g letters, numbers and
symbols.
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Parameter label (name)

Domain DNS name
(DomainDNSName)

Domain NetBIOS name
(DomainNetBIOSName)

Create Default OUs
(CreateDefaultOUs)

Set new tombstone
lifetime (Tombston
eLifetime)

Set new deleted objects

lifetime (DeletedObijectLife

time)

Default value

example.com

example

No

180

180

Description

Fully qualified domain
name (FQDN) of the forest
root domain. For example,
example.com.

NetBIOS name of the
domain (between 1 to
15 characters) for users
of earlier versions of
Windows. For example,
EXAMPLE.

Domain Elevated Accounts,
Domain Users, Domain
Computers, Domain
Servers, Domain Service
Accounts, and Domain
Groups OUs and set

the default users and
computers containers to
Domain Users and Domain
Computers.

The number of days before
a deleted object, not
recoverable by Active
Directory natively, is
permanently removed.

The number of days a
deleted Active Directory
object is restorable from
the Active Directory
Recycle Bin, with no loss of
information.
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Parameter label (name)

Certificate authority (CA)
deployment type (PKI)

CA data drive size
(CaDataDriveSizeGiB)

Offline root CA NetBIOS
name (Only Used For
two-tier PKI) (OrCaServ
erNetBIOSName)

Enterprise root or
subordinate CA NetBIOS
name (EntCaServerNetBIO
SName)

CA key length (CaKeyLen
gth)

CA hash algorithm
(CaHashAlgorithm)

Offline root CA certificate
validity period (only used

for two-tier PKI) (OrCaVali
dityPeriodUnits)

Microsoft Active Directory Certificate Services configuration

Default value

No

ORCA1

ENTCA1

2048

SHA256

10

Description

Deploy two-tier (Offline
Root with Subordinate
Enterprise CA) or one-tier
(Enterprise Root CA) PKI
Infrastructure.

Size of the data drive in GiB

for the CA instance(s).

NetBIOS name of the
offline root CA server
(used only for two-tier PKI)
(between 1-15 characters).

NetBIOS name of the
enterprise root (one-tier)
or subordinate CA server
(two-tier). The value must
be 1-15 characters.

CA(s) cryptographic
provider key length.

CA(s) hash algorithm for
signing certificates.

Validity period in years for
the offline root CA certifica
te (used only for two-tier
PKI).
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Parameter label (name) Default value Description

Enterprise root or 5 Validity period in years
subordinate CA certifica for the enterprise root or
te validity period (CaValidi subordinate CA certificate.

tyPeriodUnits)

Use Amazon S3 for CACRL  No Store CA CRL(s) in an S3
location (UseS3ForCRL) bucket.

CA CRL Amazon S3 bucket examplebucket S3 bucket name for
name (S3CRLBucketName) CA CRL(s) storage.

Bucket name can include
numbers, lowercase letters,
uppercase letters, and
hyphens (-). It cannot start
or end with a hyphen (-).

Microsoft Remote Desktop Gateway configuration

Parameter label (name) Default value Description
Number of RDGW hosts 1 Enter the number of
(NumberOfRDGWHosts) Remote Desktop Gateway

instances to create.

Allowed Remote Desktop Requires input Allowed CIDR block for
Gateway external access external access to the
CIDR (RDGWCIDR) Remote Desktop Gateways.

5.  When you are satisfied with your application settings, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. To return to the
previous screen, choose Previous.

6. On the Configure infrastructure settings page, you are prompted to define the infrastructure
settings for the new deployment. The following tab provides information about the input
fields.
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Storage and compute

You can choose to select your instances, or to use AWS recommended resources. If

you choose to use AWS recommended resources, you have the option of defining your
performance needs. If you don't select either option, default values are assigned. Launch
Wizard will display the estimated charges incurred to deploy the application based on
suggested infrastructure and also based on static values.

« Based on infrastructure suggestion. Launch Wizard displays the suggested resources
for the deployment. You can specify your performance requirements of the resources to
update the recommendation.

Number of instance cores. Choose the number of CPU cores for your infrastructure.
The default value assigned is 4.

Network performance. Choose your preferred network performance in Gbps.

Memory (GB). Choose the amount of RAM that you want to attach to your EC2
instances. The default value assigned is 4 GB.

Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure settings.

Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

» Based on static values. You can specify specific instance types for the resources used in
your deployment. If you don't select either option, default values are assigned.

Instance type. You can choose your instance type from the dropdown list, or you can
use AWS recommended resources.

Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

7. When you are satisfied with your infrastructure settings, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

8. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
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10.

11.

on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

When validation is complete, Launch Wizard deploys your AWS resources and configures
your application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

When your deployment is ready, a notification informs you that your application is successfully
deployed. If you have set up an Amazon SNS notification, you are also alerted through Amazon
SNS. You can manage and access all of the resources related to your application by selecting
the deployment, and then selecting Manage from the Actions dropdown list.

When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Extend on-premises Active Directory to an existing VPC

The following steps guide you through an Active Directory deployment with AWS Launch Wizard
after you have launched it from the console for an existing VPC.

1.

On the Launch Wizard console's landing page, use the Choose application button. This opens
the Choose application wizard where you are prompted to select the type of application that
you want to deploy.

Select Active Directory, select Extend on-premises AD into an existing VPC, then select
Create deployment.

Review and acknowledge that the required IAM permissions are met before proceeding. For
more information, see Identity and Access Management for AWS Launch Wizard.

When prompted, enter the specifications for the new deployment. The following tabs provide
information about the specification fields of the deployment model.

General settings

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify
an Amazon SNS topic where Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.
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» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Parameter label (name) Default value Description

Parameter label (name) Default value Description

VPC CIDR (VPCCIDR) 10.0.0.0/16 CIDR Block for the VPC.
VPC ID (VPCID) Requires input ID of the VPC (for example,

vpc-abcd0123).

Subnet 1 ID (Subnet1ID) Requires input ID of subnet 1 in Availabil
ity Zone 1 (for example,
subnet-abcd0123).

Subnet 2 ID (Subnet2ID) Requires input ID of subnet 2 in Availabil
ity Zone 2 (for example,
subnet-01234abcd).

Exiting domain controllers sg-1234567890abcdef0 Security Group ID for
Security Group ID (Existing existing domain controllers
DomainControllersSG) Security Group. (Used only

when JoinAndPromote
equals Yes).
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Amazon EC2 configuration

Parameter label (name)

Domain controller 1
NetBIOS name (ADServer
TNetBIOSName)

Domain controller 1 private
IP address (ADServer
1PrivatelP)

Domain controller 2
NetBIOS name (ADServer
2NetBIOSName)

Domain controller 2 private
IP address (ADServer
2PrivatelP)

SYSVOL and NTDS Data
Drive Size (DataDriv
eSizeGiB)

KMS key for EBS Encryptio
n (EbsEncryptionKmsKeyld)

Default value

DC3

10.0.0.11

DC4

10.0.32.11

10

alias/aws/ebs

Description

NetBIOS name of the

first additional Active
Directory domain controlle
r (between 1-15 character

s).

Fixed private IP for the first
additional Active Directory
domain controller located
in subnet 1.

NetBIOS name of the
second additional Active
Directory domain controlle
r (between 1-15 character
s).

Fixed private IP for the
second additional Active
Directory domain controlle
r located in subnet 2.

Size of SYSVOL and NTDS
data drive in GiB.

The identifier of the KMS
key to use for Amazon EBS
encryption. You can specify
the KMS key using any of
the following; key ID, key
alias, key ARN, alias ARN.
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Parameter label (name)

Key pair name (KeyPairN
ame)

AMI ID (LatestAmild)

Default value

Requires input

/aws/service/ami-w
indows-latest/Wind
ows_Server-2022-English-
Full-Base

Microsoft Active Directory Domain Services configuration

Parameter label (name)

Join and Promote to
domain controllers
(JoinAndPromote)

DNS Server 1 IP address
(ExistingDomainCon
troller1IP)

DNS Server 2 IP address
(ExistingDomainCon
troller2IP)

Default value

No

10.0.0.10

10.0.32.10

Description

Public/private key pairs
allow you to securely
connect to your instance
after it launches.

AWS Systems Manager
parameter value for latest
Windows Server AMI.

Description

Do you want to join and
promote these instances to
be Active Directory domain
controllers.

The IP address of the first
DNS server that can resolve
the domain. You must have
connectivity from the VPC
to the DNS server.

The IP address of the
second DNS server that

can resolve the domain.
You must have connectivity
from the VPC to the DNS
server.
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Parameter label (name) Default value Description
Domain DNS name example.com Fully qualified domain
(DomainDNSName) name (FQDN) of the

domain you would like to
join and promote to. For
example, example.com.

Domain NetBIOS name example NetBIOS name of the

(DomainNetBIOSName) domain (between 1 to 15
characters) you would like
to join and promote to for
users of earlier versions
of Windows. For example,
EXAMPLE.

5.  When you are satisfied with your application settings, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. To return to the
previous screen, choose Previous.

6. On the Configure infrastructure settings page, you are prompted to define the infrastructure

settings for the new deployment. The following tab provides information about the input
fields.

Storage and compute

You can choose to select your instances, or to use AWS recommended resources. If

you choose to use AWS recommended resources, you have the option of defining your
performance needs. If you don't select either option, default values are assigned. Launch
Wizard will display the estimated charges incurred to deploy the application based on
suggested infrastructure and also based on static values.

« Based on infrastructure suggestion. Launch Wizard displays the suggested resources
for the deployment. You can specify your performance requirements of the resources to
update the recommendation.

« Number of instance cores. Choose the number of CPU cores for your infrastructure.
The default value assigned is 4.

« Network performance. Choose your preferred network performance in Gbps.
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« Memory (GB). Choose the amount of RAM that you want to attach to your EC2
instances. The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure settings.

« Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

» Based on static values. You can specify specific instance types for the resources used in
your deployment. If you don't select either option, default values are assigned.

 Instance type. You can choose your instance type from the dropdown list, or you can
use AWS recommended resources.

« Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

When you are satisfied with your infrastructure settings, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

When validation is complete, Launch Wizard deploys your AWS resources and configures
your application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

When your deployment is ready, a notification informs you that your application is successfully
deployed. If you have set up an Amazon SNS notification, you are also alerted through Amazon
SNS. You can manage and access all of the resources related to your application by selecting
the deployment, and then selecting Manage from the Actions dropdown list.

When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.
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Deploy AWS Directory Service for Microsoft Active Directory to an
existing VPC

The following steps guide you through an Active Directory deployment with AWS Launch Wizard
after you have launched it from the console for an existing virtual private cloud (VPC).

1.  On the Launch Wizard Console's landing page, use the Choose application button. This opens
the Choose application wizard where you are prompted to select the type of application that
you want to deploy.

2. Select Active Directory, select Deploy AWS Managed Microsoft AD into an existing VPC, then
select Create deployment.

3. Review and acknowledge the required IAM permissions are met before proceeding. For more
information, see Identity and Access Management for AWS Launch Wizard.

4. You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General settings

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify
an Amazon SNS topic where Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

« Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

« Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network Configuration

Parameter label (name) Default value Description
VPC CIDR (VPCCIDR) 10.0.0.0/16 CIDR Block for the VPC.
VPC ID (VPCID) Requires input ID of the VPC (for example,

vpc-abcd0123).
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Parameter label (name)

Create a DHCP options set
(DHCPOptionSet)

Subnet 1 ID (PrivateS
ubnet1ID)

Subnet 2 ID (PrivateS
ubnet2ID)

Default value

Yes

Requires input

Requires input

AWS Managed Microsoft AD configuration

Parameter label (name)

Domain DNS name
(DomainDNSName)

Domain NetBIOS name
(DomainNetBIOSName)

Admin account password
(DomainAdminPassword)

Default value

example.com

example

Requires input

Description

Creates and associates a
new DHCP Options Set to
your VPC.

ID of subnet 1 in Availabil
ity Zone 1 (for example,
subnet-abcd0123).

ID of subnet 2 in Availabil
ity Zone 2 (for example,
subnet-01234abcd).

Description

Fully qualified domain
name (FQDN) of the forest
root domain. For example,
example.com.

NetBIOS name of the
domain (Between 1 to
15 characters) for users
of earlier versions of
Windows. For example,
EXAMPLE.

Password for the Admin
account. Must be at least
8 characters containin

g letters, numbers and
symbols.
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Parameter label (name)

AWS Managed Microsoft
AD edition (ADEdition)

Management instance

Parameter label (name)

Deploy management server
(MgmtServer)

Management Server SSM
Parameter Value for latest
AMI ID (MgmtAmi)

Data drive size (MgmtData
DriveSizeGiB)

Management server
NetBIOS name (MgmtServ
erNetBIOSName)

Key pair name (KeyPairN
ame)

Default value

Enterprise

Default value

TRUE

/aws/service/ami-w
indows-latest/Wind
ows_Server-2022-English-
Full-Base

2

MGMT1

Requires input

Description

The AWS Managed
Microsoft AD Edition you
wish to deploy.

Description

Deploys an EC2 instance
to act as a management
server.

Management Server SSM
Parameter Value to grab
the latest AMI ID.

Size of the management
server data drive in GiB.

NetBIOS name of the
Management Server server
(between 1-15 characters).

Public/private key pairs
allow you to securely
connect to your instance
after it launches.
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Microsoft Active Directory Certificate Services configuration

Parameter label (name) Default value

Certificate authority (CA) No
deployment type (PKI)

CA AMI ID (CaAmi) /aws/service/ami-w
indows-latest/Wind
ows_Server-2022-English-

Full-Base
CA data drive size 2
(CaDataDriveSizeGiB)
Offline root CA NetBIOS ORCA1
name (Only Used For
two-tier PKI) (OrCaServ
erNetBIOSName)
Enterprise root or ENTCA1

subordinate CA NetBIOS
name (EntCaServerNetBIO
SName)

CA key length (CaKeyLen 2048
gth)

CA hash algorithm SHA256
(CaHashAlgorithm)

Description

Deploy two-tier (Offline
Root with Subordinate
Enterprise CA) or one-tier
(Enterprise Root CA) PKI
Infrastructure.

The Systems Manager
Parameter Store value used
to provision the enterprise
root CA.

Size of the data drive in GiB
for the CA instance(s).

NetBIOS name of the
offline root CA server,
used only for two-tier PKI
(between 1-15 characters).

NetBIOS name of the
enterprise root (one-tier)
or subordinate CA server
(two-tier). The value must
be 1-15 characters.

CA(s) cryptographic
provider key length.

CA(s) hash algorithm for
signing certificates.
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Parameter label (name)

Offline root CA certificate
validity period (only used

for two-tier PKI) (OrCaVali
dityPeriodUnits)

Enterprise root or

Default value

10

Description

Validity period in years for
the offline root CA certifica
te (used only for two-tier
PKI).

Validity period in years

subordinate CA certifica
te validity period (CaValidi
tyPeriodUnits)

for the enterprise root or
subordinate CA certificate.

Use S3 for CA CRL location No
(UseS3ForCRL)

Store CA CRL(s) in an S3
bucket.

CA CRL S3 bucket name
(S3CRLBucketName)

S3 bucket name for
CA CRL(s) storage.
Bucket name can include

examplebucket

numbers, lowercase letters,
uppercase letters, and
hyphens (-). It cannot start
or end with a hyphen (-).

5.  When you are satisfied with your application settings, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. To return to the
previous screen, choose Previous.

6. On the Configure infrastructure settings page, you are prompted to define the infrastructure
settings for the new deployment. The following tab provides information about the input
fields.

Storage and compute

You can choose to select your instances, or to use AWS recommended resources. If

you choose to use AWS recommended resources, you have the option of defining your
performance needs. If you don't select either option, default values are assigned. Launch
Wizard will display the estimated charges incurred to deploy the application based on
suggested infrastructure and also based on static values.
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« Based on infrastructure suggestion. Launch Wizard displays the suggested resources
for the deployment. You can specify your performance requirements of the resources to
update the recommendation.

o Number of instance cores. Choose the number of CPU cores for your infrastructure.
The default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2
instances. The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure settings.

« Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

» Based on static values. You can specify specific instance types for the resources used in
your deployment. If you don't select either option, default values are assigned.

 Instance type. You can choose your instance type from the dropdown list, or you can
use AWS recommended resources.

« Estimated on-demand cost to deploy additional resources. Launch Wizard displays
the estimated charges incurred to deploy the resources.

7. When you are satisfied with your infrastructure settings, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

8. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

9. When validation is complete, Launch Wizard deploys your AWS resources and configures
your application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.
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10. When your deployment is ready, a notification informs you that your application is successfully
deployed. If you have set up an Amazon SNS notification, you are also alerted through Amazon
SNS. You can manage and access all of the resources related to your application by selecting
the deployment, and then selecting Manage from the Actions dropdown list.

11. When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Deploy Active Directory to a new or existing VPC (AWS CLI)

You can use the AWS Launch Wizard CreateDeployment API operation to deploy Active Directory.

To create a deployment, you must provide values for various specifications. Specifications are
a collection of settings that define how your deployment should be created and configured.
A workload will have one or more deployment patterns with differing required and optional
specifications.

If you want to use the Clone deployment action on your deployment, you must create your
deployment using the Launch Wizard console.

Prerequisites for deploying Active Directory with the AWS CLI

Before deploying Active Directory with the AWS CLI, ensure you have met the following
prerequisites:

« Install and configure the AWS CLI. For more information, see Install or update to the latest
version of the AWS CLI.

« Complete the steps in the previous section titled Set up. Some deployment patterns have
requirements that must be met for a deployment to be successful.

Create an Active Directory deployment with the AWS CLI

You can create a deployment for your Active Directory application using the CreateDeployment
Launch Wizard API operation.

To create a deployment for Active Directory using the AWS CLI

1. List the available workload names using the ListWorkloads Launch Wizard API operation.

The following example shows listing the available workloads:
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aws launchwizard list-workloads --region us-east-1

{
"workloads": [

{
"displayName": "Remote Desktop Gateway",
"workloadName": "RDGW"

3,

{
"displayName": "MS SQL Server",
"workloadName": "SQL"

3,

{
"displayName": "SAP",
"workloadName": "SAP"

3,

{
"displayName": "Microsoft Active Directory",
"workloadName": "MicrosoftActiveDirectory"

}

]
}

2. Specify the desired workload name with the ListWorkloadDeploymentPatterns operation to
describe the supported values for the deployment pattern names.

The following example lists the available workload patterns for a given workload:

aws launch-wizard list-workload-deployment-patterns --workload-
name MicrosoftActiveDirectory --region us-east-1
{
"workloadDeploymentPatterns": [
{
"deploymentPatternName": "adAwsManagedExistingVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",
"status": "ACTIVE",
"workloadName": "MicrosoftActiveDirectory",
"workloadVersionName": "2024-05-03-00-00-00"
1,
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}

3. Use the workload and deployment pattern names you discovered with the
GetWorkloadDeploymentPattern operation to list the specification details.

The following example lists the workload specifications of a given workload and deployment
pattern:

aws launchwizard get-workload-deployment-pattern --workload-
name MicrosoftActiveDirectory --deployment-pattern-name adAwsManagedExistingVpc --
region us-east-1
{
"workloadDeploymentPattern": {

"deploymentPatternName": "adAwsManagedExistingVpc",

"description": "Example description.",

"displayName": "ExampleDisplayName",

"specifications": [

{
"description": "Enter an SNS topic for AWS Launch Wizard to send
notifications and alerts.",
"name": "AWS:LaunchWizard:TopicArn",
"required": "No"
b
{
"description": "When a deployment fails, your provisioned resources

will be deleted/rolled back by default. If deactivated, the provisioned resources
will be deleted when you delete your deployment from the Launch Wizard console.",
"name": "AWS:LaunchWizard:DisableRollbackFlag",

"required": "No"
},
{
"allowedValues": [
"true",
"false"
1,
"description": "Cloud Watch Application Insights monitoring",
"name": "SetupAppInsightsMonitoring",
"required": "Yes"
.
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4.

With the workload specifications retrieved, you must provide values for any specification name
with a required value of Yes. You can also provide any optional specifications you require for
your deployment. We recommend that you pass inputs to the specifications parameter for
your deployment as a file for easier usage.

Your JSON file's format should resemble the following:

{
"ExampleNamel": "ExampleValuel",
"ExampleName2": "ExampleValue2",
"ExampleName3": "ExampleValue3"
}

With the specifications file created, you can create a deployment for your chosen workload and
deployment pattern.

The following example creates a deployment with specifications defined in a file:

aws launch-wizard create-deployment --workload-name MicrosoftActiveDirectory --
deployment-pattern-name adAwsManagedExistingVpc --name ExampleDeploymentName --
region us-east-1 --specifications file://specifications.json

Manage application resources with AWS Launch Wizard for
Active Directory

After you deploy your self-managed domain controllers, you can manage them by following these

steps.

1.
2.

From the navigation pane, choose Deployments.
From the Deployments page, select Actions. You can select to do the following:
1. Manage resources on the EC2 console. You are taken to the Amazon EC2 console, where

you can view and manage your domain controller resources. For example, you can view and
manage EC2, Amazon EBS, Active Directory, VPC, subnets, NAT Gateways, and Elastic IPs.

2. View resource group with SSM. You are taken to the Systems Manager console to view your

resource groups.

Manage application resources
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3.

3. View CloudWatch application logs. You are taken to CloudWatch Logs, where you can
monitor, store, and access your SQL Server Always On application log files.

4. View your CloudFormation template. This is the CloudFormation template created
by your most recent deployment, and it can be accessed through the CloudFormation
console. For help with finding and using your CloudFormation template, see Viewing AWS
CloudFormation Stack Data and Resources on the AWS Management Console.

To delete a deployment, select the application that you want to delete and select Delete. You
are prompted to confirm your action.

/A Important

You lose all specification settings for the domain controllers when you delete a
deployment. AWS Launch Wizard attempts to delete only the AWS resources that it
created in your account as part of the deployment. If you created resources outside of
Launch Wizard, for example resources that reside in a VPC created by Launch Wizard,
the deletion may fail. Launch Wizard does not delete any Active Directory objects in
your Active Directory, nor any of the records in your DNS server. Launch Wizard has no
control over your Active Directory domain user password over time, which is required
to clean up Active Directory objects or DNS records. We recommend that you remove
these entries from your Active Directory after Launch Wizard deletes the deployment.
For key operations performed against your Active Directory resulting in new records or
entries, see Active Directory configurations.

4. To further investigate details regarding your domain controller resources, select the

Application name. You can then view the Deployment events and Summary details for your
application by using the tabs at the top of the page.

Post-deployment steps for AWS Launch Wizard Active Directory

Post-deployment steps for AWS Launch Wizard for Active Directory.

Run Windows Updates

To ensure that the operating systems on deployed servers and installed applications have the

latest Microsoft updates, run Windows Update on each server.

1.

For each deployed server, create an RDP session.

Post-deployment steps
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2. Open the Settings application.
3. Open Update & Security.

4. Click Check for updates.
5

Install any updates, and restart your server, if necessary.

High availability and security best practices for AWS Launch
Wizard for Active Directory

The domain controller architecture created by AWS Launch Wizard supports AWS best practices for
high availability and security as promoted by the AWS Well-Architected Framework.

Topics

« High availability

 Security in Launch Wizard for Active Directory

High availability

With Amazon EC2, you can set the location of instances in multiple locations composed of AWS
Regions and Availability Zones. Regions are dispersed and located in separate geographic areas.
Availability Zones are distinct locations within a Region that are engineered to be isolated from
failures in other Availability Zones. Availability Zones provide inexpensive, low-latency network
connectivity to other Availability Zones in the same Region.

When you launch your instances in different Regions, you can set your domain controllers to

be closer to specific customers, or to meet legal or other requirements. When you launch your
instances in different Availability Zones, you can protect your domain controllers from the failure of
a single location.

Security in Launch Wizard for Active Directory

Launch Wizard creates a number of security groups and rules for you. When your directory
resources are launched, they must be associated with a security group, which acts as a stateful
firewall. You have complete control over the network traffic entering or leaving the security

group. You can also build granular rules that are scoped by protocol, port number, and source or
destination IP address or subnet. By default, all outbound traffic from a security group is permitted.
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Inbound traffic, on the other hand, permits traffic from the VPC used for the deployment and
resources that Launch Wizard deploys. You might require additional configuration to allow
appropriate traffic to reach your resources.

The Securing the Microsoft Platform on Amazon Web Services whitepaper discusses the different

methods for securing your AWS infrastructure. Recommendations include providing isolation
between application tiers using security groups. We recommend that you tightly control inbound
traffic to reduce the attack surface of your EC2 instances.

Troubleshoot AWS Launch Wizard for Active Directory

Each deployment in your account in the same AWS Region can be uniquely identified by the name
specified at the time of a deployment. The deployment name can be used to view the details
related to the deployment on the Deployments page of the Launch Wizard console.

This section describes steps to help you troubleshoot deploying domain controllers with Launch
Wizard for Active Directory.

Contents

» Launch Wizard provisioning events

o CloudWatch Logs

« AWS CloudFormation stack

Launch Wizard provisioning events

Launch Wizard captures events from AWS CloudFormation to track the status of an ongoing
application deployment. If an application deployment fails, you can view the deployment events
for this application by selecting Deployments from the navigation pane. A failed event shows a
status of Failed along with a failure message.

CloudWatch Logs

Launch Wizard streams provisioning logs from all of the AWS log sources, such as AWS
CloudFormation and PowerShell DSC scripts to CloudWatch Logs. You can view the CloudWatch
Logs for a given application name on the CloudWatch console for the log group name
LaunchWizard-APPLICATION_NAME and log stream ApplicationLaunchLog.
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AWS CloudFormation stack

Launch Wizard uses AWS CloudFormation to provision the infrastructure resources of an
application. CloudFormation stacks can be found in your account using the CloudFormation
describe-stacks API Launch Wizard launches various stacks in your account for validation and
application resource creation. The following are the relevant filters for the describe-stacks API.

» Application Resources

e« LaunchWizard-APPLICATION_NAME. This stack includes all of the resource creation events
for resources created by the deployment.

e LaunchWizard-STACK_NAME-TEMPLATE_NAME. This log includes all of the logs from each
PowerShell script run from within the instance.

You can view the status of these CloudFormation stacks. If any of them fail, you can view the cause
of failure.
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AWS Launch Wizard for Amazon Elastic Kubernetes
Service

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

AWS Launch Wizard for Amazon Elastic Kubernetes Service (Amazon EKS) guides you through

the sizing, configuration, and deployment of an Amazon EKS control plane, connecting worker
nodes to the cluster, and configuring a bastion host for cluster admin operations. Additionally, the
deployment provides custom resources that enable you to deploy and manage your Kubernetes
applications using AWS CloudFormation by declaring Kubernetes manifests or Helm charts directly
in CloudFormation templates.

Deployment options

Launch Wizard for Amazon EKS supports the following deployment types:

» Deploy an Amazon EKS cluster into a new virtual private cloud (VPC) in your AWS account.

« Deploy an Amazon EKS cluster into an existing VPC in your AWS account.

Components

An Amazon EKS environment deployed with Launch Wizard will include the following components:

« A highly available architecture that spans three Availability Zones.

« In one public subnet, a Linux bastion host in an Auto Scaling group to allow inbound Secure Shell
(SSH) access to Amazon Elastic Compute Cloud (Amazon EC2) instances in private subnets. The
bastion host is also configured with the Kubernetes kubectl command line interface (CLI) for
managing the Kubernetes cluster.
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« An Amazon EKS cluster, which creates the Kubernetes control plane.

« In the private subnets, a group of Kubernetes nodes.

» Resource Groups that contain all the resources created with Launch Wizard.

Additionally, a new VPC deployment includes the following components:

« A VPC configured with public and private subnets according to AWS best practices, to provide
you with your own virtual network in AWS.

« In the public subnets, managed NAT gateways to allow outbound internet access for resources in

the private subnets.
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Amazon EKS

AWS Regions

Launch Wizard uses various AWS services during the provisioning of the application's environment.

Not every workload is supported in all AWS Regions. For a current list of Regions where the
workload can be provisioned, see AWS Launch Wizard workload availability.

AWS Regions
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Get Started with AWS Launch Wizard for Amazon Elastic
Kubernetes Service

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

This section contains information to help you set up your environment to deploy Amazon EKS with
Launch Wizard. When your environment is set up, you can deploy Amazon EKS application with
Launch Wizard by following the steps and parameter specification details provided in this section.

Topics to help you get started:
e Access AWS Launch Wizard

» Specialized knowledge

« Amazon Web Services account

o Technical requirements

e Service Quotas

« |AM permissions

Access AWS Launch Wizard

You can launch AWS Launch Wizard from the AWS Launch Wizard console located at https://
console.aws.amazon.com/launchwizard.

Specialized knowledge

This deployment requires a moderate level of familiarity with AWS services. If you're new to AWS,
see Getting Started Resource Center and AWS Training and Certification. These sites provide

materials for learning how to design, deploy, and operate your infrastructure and applications on
the AWS Cloud.

This Launch Wizard assumes familiarity with Kubernetes concepts and usage.
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Amazon Web Services account

Sign up for an AWS account
If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.
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Create a user with administrative access

Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

In IAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1.

In IAM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Technical requirements

Before you start the Launch Wizard deployment, review the following information and ensure that

your account is properly configured. Otherwise, deployment might fail.
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Service Quotas

If necessary, request service quota increases for the following resources. You might need to request

increases if your existing deployment currently uses these resources, and if this Launch Wizard

deployment could result in exceeding the default quotas. The Service Quotas console displays your

usage and quotas for some aspects of some services. For more information, see What is Service

Quotas? and AWS service quotas.

Existing VPC Service Quotas:

Resource
Elastic IP Addresses
VPC security groups
IAM roles
Auto Scaling groups

Amazon EC2 On-Demand
Instances (Standard)

New VPC Service Quotas:

Resource

VPCs

Elastic IP Addresses
Internet Gateway
VPC security groups
IAM roles

Auto Scaling groups

Default quota

5 per Region

300 per account
1,000 per account
200 per Region

5 per Region

Default quota

5 per Region

5 per Region

5 per Region

300 per account
1,000 per account

200 per Region

This deployment uses
]

3

This deployment uses
1

4

Service Quotas
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Resource Default quota This deployment uses

Amazon EC2 On-Demand 5 per Region 4
Instances (Standard)

IAM permissions

Before deploying the Launch Wizard application, you must sign in to the AWS Management

Console with IAM permissions for the resources that the templates deploy. The AdministratorAccess
managed policy within IAM provides sufficient permissions, although your organization may choose
to use a custom policy with more restrictions. For more information, see AWS managed policies for

job functions.

Deploy Amazon Elastic Kubernetes Service into a new VPC
(Console)

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following steps guide you through an Amazon EKS deployment with AWS Launch Wizard after
you have launched it from the console.

1.  When you select Choose application from the AWS Launch Wizard landing page, you are
directed to the Choose application wizard where you are prompted to select the type of
application that you want to deploy.

2. Select Amazon EKS, select Deploy Amazon EKS into a new VPC, then select Create
deployment.

3. You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.
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General

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (SNS) topic ARN — optional. Specify an Amazon
SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

« Key pair name. Select an existing key pair from the dropdown list or create a new one. If
you select Create new key pair name, you are directed to the Amazon EC2 console. From
there, under Network and Security, choose Key Pairs. Choose Create a new key pair,
enter a name for the key pair, and then choose Download Key Pair.

/A Important

This is the only opportunity for you to save the private key file. Download it and
save it in a safe place. You must provide the name of your key pair when you
launch an instance and provide the corresponding private key each time that you
connect to the instance. Return to the Launch Wizard console and choose the
refresh button next to the Key Pairs dropdown list. The newly created key pair
appears in the dropdown list. For more information about key pairs and Linux
instances, see Amazon EC2 Key Pairs and Linux Instances. For more information

about key pairs and Windows instances, see Amazon EC2 key pairs and EC2

instances

» Allowed external access CIDR: Allowed CIDR block for external access to the deployed
instances.

« VPC settings: Launch Wizard creates your VPC in this case. Input fields that define the
VPC configuration are shown in the following list.
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Parameter label (name) Default value Description

Number of Availability 3
Zones (NumberOfAZs)

Number of Availability
Zones to use in the VPC.

VPC CIDR (VPCCIDR)

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

Private subnet 3 CIDR
(PrivateSubnet3CIDR)

Public subnet 1 CIDR
(PublicSubnet1CIDR)

Public subnet 2 CIDR
(PublicSubnet2CIDR)

Public subnet 3 CIDR
(PublicSubnet3CIDR)

10.0.0.0/16

10.0.0.0/19

10.0.32.0/19

10.0.64.0/19

10.0.128.0/20

10.0.144.0/20

10.0.160.0/20

A minimum number of 2
and maximum number of
3 Zones is allowed. This
must match the value
entered for the Availabil
ityZones parameter.

CIDR block for the VPC.

CIDR block for private
subnet 1, located in
Availability Zone 1.

CIDR block for private
subnet 2, located in
Availability Zone 2.

(Optional) CIDR block for
private subnet 3, located
in Availability Zone 3.

CIDR block for the public
(DMZ) subnet 1, located in
Availability Zone 1.

CIDR block for the public
(DMZ) subnet 2, located in
Availability Zone 2.

(Optional) CIDR block for
the public (DMZ) subnet
3, located in Availability
Zone 3.

Deploy to a new VPC (Console)
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EKS configuration

Parameter label (name)

Config set name (ConfigSe
tName)

HTTP proxy (HttpProxy)

Default value

Blank string

Blank string

Description

(Optional) This parameter
is used to map advanced
parameters to an EKS
cluster. You can keep it
blank unless you are using
an advanced configuration
stack. If you launched an
advanced configuration
stack and want to apply
its values to this cluster,
this name must match the
ConfigSetName parameter
for the stack. If kept blank,
a new Config set is created
using default values.

(Optional) HTTP(S) proxy
configuration. If provided,
all worker nodes and pod

egress traffic use this proxy.

Example: http://10
.101.0.100:3128/

Deploy to a new VPC (Console)
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Parameter label (name)

Per-account shared
resources (PerAccou
ntSharedResources)

Per-Region shared
resources (PerRegio
nSharedResources)

Default value

AutoDetect

AutoDetect

Description

This EKS deployment
creates several IAM roles
and instance profiles

that are intended to be
deployed only once in

an AWS account. If you
already have an existing
Launch Wizard EKS
application deployed in
this AWS account, in this
AWS Region or another,
you must choose No to skip
creation of the per-account
shared resources.

This EKS deployment

sets up several resources
such as helper Lambda
functions, an S3 bucket for
staging assets, and AWS
CloudFormation macros
that are intended to be
deployed once for each
AWS Region and shared

in future deployments

of Launch Wizard EKS in
that Region. If you already
have an existing Launch
Wizard EKS application
deployed in this account
in this Region, you must
choose No to skip creation
of the per-Region shared
resources.

Deploy to a new VPC (Console)
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Parameter label (name)

Provision bastion host
(ProvisionBastionHost)

EKS cluster name (EKSClust
erName)

EKS public access endpoint
(EKSPublicAccessEndpoint)

Additional EKS admin
ARN (IAM user) (Addition
alEKSAdminUserArn)

Additional EKS admin
ARN (IAM role) (Addition
alEKSAdminRoleArn)

Fargate namespaces
(FargateNamespaces)

Default value

Activated

Blank string

Deactivated

Blank string

Blank string

Blank string

Description

Skip creating a bastion
host by deactivating this
option.

(Optional) Name for the
EKS cluster. If kept blank,
one is automatically
generated. This must be
unique within the Region.

Configure access to the
Kubernetes API server
endpoint from outside of
your VPC.

(Optional) IAM user ARN to
be granted administrative
access to the EKS cluster.

(Optional) IAM role ARN to
be granted administrative
access to the EKS cluster.

(Optional) Comma-sep
arated list of namespaces
for which Fargate should
be enabled.
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EKS node group configuration

Parameter label (name)

Number of nodes
(NumberOfNodes)

Maximum number of nodes
(MaxNumberOfNodes)

Node group OS (NodeGrou
pOS)

Node group type
(NodeGroupType)

Node instance family
(NodelnstanceFamily)

Default value

3

Amazon Linux 2

Managed

Standard

Description

Number of Amazon EKS
node instances. The default
is one for each of the three
Availability Zones.

Maximum number

of Amazon EKS node
instances. The default is
three.

Operating system to

use for node instances.
Choose Bottlerocket for
the Amazon purpose-built
container OS (unmanage
d node groups only).

Note that if you choose
Windows, an additional
Amazon Linux node group
is created.

Choose Unmanaged to
create an Auto Scaling
group without using the
EKS-managed node groups
feature.

Choose the instance family
to match the value of Node
instance type.
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Kubernetes add-ins

Parameter label (name)

AWS load balancer
controller (ALBIngre
ssController)

Default value

Activated

Cluster autoscaler (ClusterA  Deactivated

utoScaler)

EFS storage class (EfsStora
geClass)

Prometheus integration
(Prometheusintegration)

Deactivated

Deactivated

Description

You can deactivate
deploying the AWS load
balancer controller. If you
activate deployment of
the AWS load balancer
controller, a Helm chart
for this component is
deployed.

You can deactivate
Kubernetes Cluster
Autoscaler. If you activate
Kubernetes Cluster
Autoscaler, a helm chart
for this component is
deployed.

You can activate deploying
EFS storage to provide
persistent storage that is
redundant and untethere
d to individual Availability
Zones.

You can activate deploying
Prometheus Helm charts
into the Kubernetes cluster.
For more information, see
https://prometheus.io/.

Deploy to a new VPC (Console)

82


https://prometheus.io/

AWS Launch Wizard User Guide

Parameter label (name) Default value Description
Grafana integration Deactivated You can activate deploying
(Grafanalntegration) Grafana Helm charts

into the Kubernetes
cluster. Grafana requires
"Prometheus integration”
to be enabled. For more
information, see https://
www.grafana.com/.

4. When you are satisfied with your infrastructure selections, choose Next. If you don't want to
complete the configuration, choose Cancel. When you choose Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, choose Previous.

5. After configuring your application, you are prompted to define the infrastructure requirements
for the new deployment on the Define infrastructure requirements page. The following tabs
provide information about the input fields.

Compute

« Infrastructure requirements based on infrastructure. You can choose to select
your instances, or to use AWS recommended resources. If you choose to use AWS
recommended resources, you have the option of defining your performance needs. If you
don't select either option, default values are assigned.

« Number of instance cores. Choose the number of CPU cores for your infrastructure. The
default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2 instances.
The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure requirements.

« Infrastructure requirements based on instance type. Choose to select your instance or
to use AWS recommended resources. If you don't select either option, default values are
assigned.
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 Instance type. Select your preferred instance type from the dropdown list.

6. When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

7. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

8. When validation is complete, Launch Wizard deploys your AWS resources and configures your
Amazon EKS application. Launch Wizard provides you with status updates about the progress
of the deployment on the Deployments page. From the Deployments page, you can view the
list of current and previous deployments

9. When your deployment is ready, a notification informs you that your Amazon EKS application
is successfully deployed. If you have set up an Amazon SNS notification, you are also alerted
through Amazon SNS. You can manage and access all of the resources related to your
application by selecting the deployment, and then selecting Manage from the Actions
dropdown list.

10. When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Deploy Amazon Elastic Kubernetes Service into an existing VPC
(Console)

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following steps guide you through a Amazon EKS deployment with AWS Launch Wizard after
you have launched it from the console.
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1.

When you select Choose application from the AWS Launch Wizard landing page, you are
directed to the Choose application wizard where you are prompted to select the type of
application that you want to deploy.

Select Amazon EKS, select Deploy Amazon EKS into an existing VPC, then select Create
deployment.

You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General

Deployment name. Enter a unique application name for your deployment.

Amazon Simple Notification Service (SNS) topic ARN — optional. Specify an Amazon
SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

» Key pair name. Select an existing key pair from the dropdown list or create a new one. If

you select Create new key pair name, you are directed to the Amazon EC2 console. From
there, under Network and Security, choose Key Pairs. Choose Create a new key pair,
enter a name for the key pair, and then choose Download Key Pair.

/A Important

This is the only opportunity for you to save the private key file. Download it and
save it in a safe place. You must provide the name of your key pair when you
launch an instance and provide the corresponding private key each time that you
connect to the instance. Return to the Launch Wizard console and choose the
refresh button next to the Key Pairs dropdown list. The newly created key pair
appears in the dropdown list. For more information about key pairs and Linux
instances, see Amazon EC2 Key Pairs and Linux Instances. For more information
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about key pairs and Windows instances, see Amazon EC2 key pairs and EC2

instances

» Allowed external access CIDR: Allowed CIDR block for external access to the deployed

instances.

The following table shows all the input fields corresponding to the VPC, public subnets, and

private subnets.

Parameter label (name)

VPC ID (VPCID)

Private subnet 1 ID
(PrivateSubnet1ID)

Private subnet 2 ID
(PrivateSubnet2ID)

Private subnet 3 ID
(PrivateSubnet3ID)

Public subnet 1 ID
(PublicSubnet11D)

Default value

Requires input

Requires input

Requires input

Blank string

Requires input

Description

ID of your existing VPC (for
example, vpc-0343606¢).

ID of the private subnet in
Availability Zone 1 of your
existing VPC (for example,
subnet-fe9a8b32).

ID of the private subnet in
Availability Zone 2 of your
existing VPC (for example,
subnet-be8b01ea).

(Optional) ID of the private
subnet in Availability Zone
3 of your existing VPC

(for example, subnet-ab
d39039).

ID of the public subnet in
Availability Zone 1 of your
existing VPC (for example,
subnet-a0246dcd).
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Parameter label (name) Default value Description
Public subnet 2 ID Requires input ID of the public subnet in
(PublicSubnet2ID) Availability Zone 2 of your

existing VPC (for example,
subnet-b1236eea).

Public subnet 3 ID Blank string (Optional) ID of the public
(PublicSubnet3ID) subnet in Availability Zone
3 of your existing VPC
(for example, subnet-c3
456aba).

VPC architecture requirements:

o VPCID: Amazon EC2 is hosted in multiple locations world-wide. These locations are
composed of AWS Regions and Availability Zones. Amazon VPC enables you to launch

AWS resources into a virtual network that you've defined. Choose the VPC that you want
to use from the dropdown list. Your VPC must be associated at least two public subnets
and two private subnets.

« Availability Zone (AZ) configuration: You must choose two or three Availability Zones in
the Region. Each of the Availability Zones will have a private subnet and a public subnet
in the selected VPC. A subnet is a range of IP addresses within a VPC that is allocated in
an Availability Zone for the Region.

« Public Subnets: You must choose at least two public subnets for your VPC.

If a subnet's traffic is routed to an internet gateway, it is a public subnet. If a subnet
doesn't have a route to the internet gateway, it is a private subnet. To use an existing VPC
that does not have a public subnet, add a new public subnet using the following steps.

 Follow the steps in Creating a Subnet in the Amazon VPC User Guide using the existing
VPC that you intend to use in AWS Launch Wizard.

« Add an internet gateway to your VPC, by following the steps in Attaching an Internet

Gateway in the Amazon VPC User Guide.

« Configure your subnets to route internet traffic through the internet gateway, by
following the steps in Creating a Custom Route Table in the Amazon VPC User Guide.
Use IPv4 format (0.0.0.0/0) for the destination.
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« Enable the required public subnet setting of auto-assign public IPv4 address. To
enable this setting, follow the steps in Modifying the Public IPv4 Addressing Attribute
for Your Subnet in the Amazon VPC User Guide.

/A Important

You must tag each public subnet being used with the key kubernetes.io/
role/elb and the value true.

 Private subnets: You must choose at least two private subnets for your VPC.

If a subnet doesn't have a route to an internet gateway, the subnet is known as a private
subnet. To create a private subnet, you can use the following steps. We recommend that
you enable the outbound connectivity for each of your selected private subnets using a
NAT Gateway. To enable outbound connectivity from private subnets with public subnet,
see the steps in Creating a NAT Gateway to create a NAT Gateway in your chosen public
subnet. Then, follow the steps in Updating Your Route Table for each of your chosen

private subnets.

 Follow the steps in Creating a Subnet in the Amazon VPC User Guide using the existing
VPC you will use in AWS Launch Wizard.

« When you create a VPC, it includes a main route table by default. On the Route Tables
page in the Amazon VPC console, you can view the main route table for a VPC by
looking for Yes in the Main column. The main route table controls the routing for all
subnets that are not explicitly associated with any other route table. If the main route
table for your VPC has an outbound route to an internet gateway, then any subnet
created using the previous step, by default, becomes a public subnet. To ensure that
the subnets are private, you may need to create separate route tables for your private
subnets. These route tables must not contain any routes to an internet gateway.
Alternatively, you can create a custom route table for your public subnet and remove
the internet gateway entry from the main route table.

/A Important

You must tag each private subnet being used with the key kubernetes.io/
role/internal-elb and the value true.
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EKS configuration

Parameter label (name)

Config set name (ConfigSe
tName)

HTTP proxy (HttpProxy)

Default value

Blank string

Blank string

Description

(Optional) This parameter
is used to map advanced
parameters to an EKS
cluster. You can keep it
blank unless you are using
an advanced configuration
stack. If you launched an
advanced configuration
stack and want to apply
its values to this cluster,
this name must match the
ConfigSetName parameter
for the stack. If kept blank,
a new config set is created
using default values.

(Optional) HTTP(S) proxy
configuration. If provided,
all worker nodes and pod
egress traffic uses this

proxy.

Example: http://10
.101.0.100:3128/
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Parameter label (name) Default value Description

Per-account shared AutoDetect This EKS deployment
resources (PerAccou creates several IAM roles
ntSharedResources) and instance profiles

that are intended to be
deployed only once in

an AWS account. If you
already have an existing
Launch Wizard EKS
application deployed in
this AWS account, in this
AWS Region or another,
you must choose No to skip
creation of the per-account
shared resources.

Per-Region shared AutoDetect This EKS deployment sets
resources (PerRegio up several resources such
nSharedResources) as helper Lambda functions

, an Amazon S3 bucket for
staging assets, and AWS
CloudFormation macros
that are intended to be
deployed once for each
AWS Region and shared

in future deployments

of Launch Wizard EKS in
that Region. If you already
have an existing Launch
Wizard EKS application
deployed in this account
in this Region, you must
choose No to skip creation
of the per-Region shared
resources.

Deploy to an existing VPC (Console) 90



AWS Launch Wizard

User Guide

Parameter label (name)

Provision bastion host
(ProvisionBastionHost)

EKS cluster name (EKSClust
erName)

EKS public access endpoint
(EKSPublicAccessEndpoint)

Additional EKS admin
ARN (IAM user) (Addition
alEKSAdminUserArn)

Additional EKS admin
ARN (IAM role) (Addition
alEKSAdminRoleArn)

Fargate namespaces
(FargateNamespaces)

Default value

Activated

Blank string

Deactivated

Blank string

Blank string

Blank string

Description

Skip creating a bastion
host by deactivating this
option.

(Optional) Name for the
EKS cluster. If kept blank,
one is automatically
generated. This must be
unique within the Region.

Configure access to the
Kubernetes API server
endpoint from outside of
your VPC.

(Optional) IAM user ARN to
be granted administrative
access to the EKS cluster.

(Optional) IAM role ARN to
be granted administrative
access to the EKS cluster.

(Optional) Comma-sep
arated list of namespaces
for which Fargate should
be enabled.
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EKS node group configuration

Parameter label (name)

Number of nodes
(NumberOfNodes)

Maximum number of nodes
(MaxNumberOfNodes)

Node group OS (NodeGrou
pOS)

Node group type
(NodeGroupType)

Node instance family
(NodelnstanceFamily)

Default value

3

Amazon Linux 2

Managed

Standard

Description

Number of Amazon EKS
node instances. The default
is one for each of the three
Availability Zones.

Maximum number

of Amazon EKS node
instances. The default is
three.

Operating system to

use for node instances.
Choose Bottlerocket for
the Amazon purpose-built
container OS (unmanage
d node groups only).

Note that if you choose
Windows, an additional
Amazon Linux node group
is created.

Choose Unmanaged to
create an Auto Scaling
group without using the
EKS-managed node groups
feature.

Choose the instance family
to match the value of Node
instance type.
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Kubernetes add-ins

Parameter label (name) Default value

AWS load balancer Activated
controller (ALBIngre
ssController)

Cluster autoscaler (ClusterA  Deactivated

utoScaler)

Amazon EFS storage class Deactivated
(EfsStorageClass)

Prometheus integration Deactivated

(Prometheusintegration)

Description

You can deactivate
deploying the AWS load
balancer controller. If you
activate deployment of
the AWS load balancer
controller, a Helm chart
for this component is
deployed.

You can deactivate
Kubernetes Cluster
Autoscaler. If you activate
Kubernetes Cluster
Autoscaler, a Helm chart
for this component is
deployed.

You can activate deploying
EFS storage to provide
persistent storage that is
redundant and untethere
d to individual Availability
Zones.

You can activate deploying
Prometheus Helm charts
into the Kubernetes cluster.
For more information, see
https://prometheus.io/.
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Parameter label (name) Default value Description
Grafana integration Deactivated You can activate deploying
(Grafanalntegration) Grafana Helm charts

into the Kubernetes
cluster. Grafana requires
"Prometheus integration”
to be enabled. For more
information, see https://
www.grafana.com/.

4. When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

5. After configuring your application, you are prompted to define the infrastructure requirements
for the new deployment on the Define infrastructure requirements page. The following tabs
provide information about the input fields.

Compute

« Infrastructure requirements based on infrastructure. You can choose to select
your instances, or to use AWS recommended resources. If you choose to use AWS
recommended resources, you have the option of defining your performance needs. If you
don't select either option, default values are assigned.

« Number of instance cores. Choose the number of CPU cores for your infrastructure. The
default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2 instances.
The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure requirements.

« Infrastructure requirements based on instance type. Choose to select your instance or
to use AWS recommended resources. If you don't select either option, default values are
assigned.
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10.

 Instance type. Select your preferred instance type from the dropdown list.

When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

When validation is complete, Launch Wizard deploys your AWS resources and configures your
Amazon EKS application. Launch Wizard provides you with status updates about the progress
of the deployment on the Deployments page. From the Deployments page, you can view the
list of current and previous deployments

When your deployment is ready, a notification informs you that your Amazon EKS application
is successfully deployed. If you have set up an Amazon SNS notification, you are also alerted
through Amazon SNS. You can manage and access all of the resources related to your
application by selecting the deployment, and then selecting Manage from the Actions
dropdown list.

When the application is deployed, you can access your Amazon EC2 instances through the
Amazon EC2 console.

Deploy Amazon EKS to a new or existing VPC (AWS CLI)

(@ Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

You can use the AWS Launch Wizard CreateDeployment API operation to deploy Amazon EKS.

To create a deployment, you must provide values for various specifications. Specifications are

a collection of settings that define how your deployment should be created and configured.
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A workload will have one or more deployment patterns with differing required and optional
specifications.

If you want to use the Clone deployment action on your deployment, you must create your
deployment using the Launch Wizard console.

Prerequisites for deploying Amazon EKS with the AWS CLI
Before deploying Amazon EKS with the AWS CLI, ensure you have met the following prerequisites:

« Install and configure the AWS CLI. For more information, see Install or update to the latest
version of the AWS CLI.

« Complete the steps in the previous section titled Set up. Some deployment patterns have
requirements that must be met for a deployment to be successful.

Create an Amazon EKS deployment with the AWS CLI

You can create a deployment for your Amazon EKS application using the CreateDeployment
Launch Wizard API operation.

To create a deployment for Amazon EKS using the AWS CLI

1. List the available workload names using the ListWorkloads Launch Wizard API operation.

The following example shows listing the available workloads:

aws launchwizard list-workloads --region us-east-1

{
"workloads": [

{
"displayName": "Remote Desktop Gateway",
"workloadName": "RDGW"

},

{
"displayName": "MS SQL Server",
"workloadName": "SQL"

},

{
"displayName": "SAP",
"workloadName": "SAP"

},
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"displayName": "Microsoft Active Directory",
"workloadName": "MicrosoftActiveDirectory"

2. Specify the desired workload name with the ListWorkloadDeploymentPatterns operation to
describe the supported values for the deployment pattern names.

The following example lists the available workload patterns for a given workload:

aws launch-wizard list-workload-deployment-patterns --workload-name EKS --
region us-east-1

{
"workloadDeploymentPatterns": [
{
"deploymentPatternName": "EKSExistingVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",
"status": "ACTIVE",
"workloadName": "EKS",
"workloadVersionName": "2024-05-03-00-00-00"
},
]
}

3. Use the workload and deployment pattern names you discovered with the
GetWorkloadDeploymentPattern operation to list the specification details.

The following example lists the workload specifications of a given workload and deployment

pattern:

aws launchwizard get-workload-deployment-pattern --workload-name EKS --deployment-
pattern-name EKSExistingVpc --region us-east-1
{
"workloadDeploymentPattern": {

"deploymentPatternName": "EKSExistingVpc",

"description": "Example description.",

"displayName": "ExampleDisplayName",

"specifications": [
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{
"description": "Enter an SNS topic for AWS Launch Wizard to send
notifications and alerts.",
"name": "AWS:LaunchWizard:TopicArn",
"required": "No"
I
{
"description": "When a deployment fails, your provisioned resources

will be deleted/rolled back by default. If deactivated, the provisioned resources
will be deleted when you delete your deployment from the Launch Wizard console.",
"name": "AWS:LaunchWizard:DisableRollbackFlag",

"required": "No"
},
{
"allowedValues": [
"true",
"false"
1,
"description": "Cloud Watch Application Insights monitoring",
"name": "SetupAppInsightsMonitoring",
"required": "Yes"
I

4. With the workload specifications retrieved, you must provide values for any specification name
with a required value of Yes. You can also provide any optional specifications you require for
your deployment. We recommend that you pass inputs to the specifications parameter for
your deployment as a file for easier usage.

Your JSON file's format should resemble the following:

{
"ExampleNamel": "ExampleValuel",
"ExampleName2": "ExampleValue2",
"ExampleName3": "ExampleValue3"
}

5. With the specifications file created, you can create a deployment for your chosen workload and
deployment pattern.
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The following example creates a deployment with specifications defined in a file:

aws launch-wizard create-deployment --workload-name EKS --deployment-pattern-
name EKSExistingVpc --name ExampleDeploymentName --region us-east-1 --
specifications file://specifications. json

Test Amazon Elastic Kubernetes Service deployment

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

After completing an Amazon Elastic Kubernetes Service deployment, you can run a test. The
test output helps verify the connection to Kubernetes. Use the following procedure to test the
deployment.

/A Important

You must run these steps from a network that has access to the Kubernetes API, as
configured by the Amazon EKS public access endpoint and Kubernetes API public access
CIDR parameters. For more information, see Installing kubectl in the Amazon EKS User
Guide. If you enabled the optional bastion host, you can connect to it by using SSH. Use
the key pair that you specified during deployment and the IP address from the Outputs
tab of the AWS CloudFormation stack. The bastion host already has kubect1 installed and
configured so that it connects to the cluster. To test the CLI, connect to the cluster, and run
the command, shown in step 1.

1. Run the following command:

$ kubectl version
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2. Confirm that the output includes the server version, which indicates a successful connection to
the Kubernetes control plane.

Client Version: version.Info\{Major:"1", Minor:"11", GitVersion:'<version number>",
GitCommit:"<commit ID>",

GitTreeState:"clean", BuildDate:"2018-12-06T@1:33:57Z2", GoVersion:"gol.10.3",
Compiler:"gc", Platform:"linux/amd64"}

Server Version: version.Info\{Major:"1", Minor:"11+", GitVersion:" <version
number>", GitCommit:" <commit ID>",

GitTreeState:"clean", BuildDate:"2018-12-06T23:13:14Z", GoVersion:"gol.10.3",
Compiler:"gc", Platform:"linux/amd64"}

3. Check for a successful connection between the nodes and cluster by running the kubectl
get nodes command.

$ kubectl get nodes

NAME STATUS ROLES AGE VERSION

ip-10-0-25-239.us-west-2.compute.internal Ready <none> 10m <version number>
ip-10-0-27-244 . us-west-2.compute.internal Ready <none> 1@0m <version number>
ip-10-0-35-29.us-west-2.compute.internal Ready <none> 10m <version number>

Best practices for AWS Launch Wizard for Amazon EKS

(@ Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following are best practices for using Amazon EKS on AWS.

Topics

« Amazon EKS application best practices

» Use AWS CloudFormation for ongoing management

« Monitor additional resource usage
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« Security

Amazon EKS application best practices

For more information about best practices for your Amazon EKS application, see the EKS Best
Practices Guides.

Use AWS CloudFormation for ongoing management

We recommend using CloudFormation for managing updates and resources that are created by this
Launch Wizard deployment. Using the Amazon EC2 console, AWS CLI, or API to change or delete
resources can cause future CloudFormation operations on the stack to behave unexpectedly.

Monitor additional resource usage

This deployment enables users of the Amazon EKS cluster to use Elastic Load Balancing and
Amazon EBS volumes as part of their Kubernetes applications. Because these carry additional costs,
we recommend that you grant users of the Amazon EKS cluster the minimum permissions required
according to Kubernetes Role Based Access Control (RBAC). We also recommend that you monitor
resource usage by using the Kubernetes CLI or API to describe persistent volume claims (PVC) and
Elastic Load Balancing resources across all namespaces. To disable this functionality, update the
ControlPlaneRole IAM role in the child stack to restrict access to the Kubernetes control plane
for specific AWS APIs, such as ec2:CreateVolume and elb:CreatelLoadBalancer.

Security

Amazon EKS uses IAM to authenticate your Kubernetes cluster, but it still relies on native
Kubernetes RBAC. This means that IAM is used only for valid entities. All permissions for interacting
with your Amazon EKS cluster’s Kubernetes API are managed by the native Kubernetes RBAC
system. We recommend that you grant least privilege access through Kubernetes RBAC.

Troubleshoot AWS Launch Wizard for Amazon EKS

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
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Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

Each application in your account in the same AWS Region can be uniquely identified by the
application name specified at the time of a deployment. The application name can be used to view
the details related to the application launch.

Contents

» Launch Wizard provisioning events

AWS CloudFormation stack

Application launch quotas

Enable termination protection

Errors

Launch Wizard provisioning events

Launch Wizard captures events from AWS CloudFormation to track the status of an ongoing
application deployment. If an application deployment fails, you can access the AWS
CloudFormation console to view the deployment events for this application by selecting
Deployments from the navigation pane. A failed event shows a status of Failed along with a failure
message.

AWS CloudFormation stack

Launch Wizard uses AWS CloudFormation to provision the infrastructure resources of an
application. You can view the status of these AWS CloudFormation stacks, and if any of the stacks
fail, you can view the cause of the failure. AWS CloudFormation stacks can be found in your
account using the AWS CloudFormation describe-stacks API or by accessing the stack in the AWS
CloudFormation console. The following can be used with the describe-stacks API for the --

stack-name argument:

« Application resources

LaunchWizard-APPLICATION_NAME. This stack also has nested stacks for VPC, EKS control
plane, node group, load balancer, and bastion hosts, among other components.
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Application launch quotas

Launch Wizard allows three active applications with the status of in progress at one time. The
combined maximum amount of in progress and completed active applications is 25 for any
given application type. If you want to increase this limit, contact Support.

Enable termination protection

If you encounter errors when you deploy Amazon EKS with Launch Wizard, and the log information
provided by Launch Wizard or AWS CloudFormation is not sufficient to determine your issue, you
must connect to the instance within the Amazon EC2 Auto Scaling group to determine the cause

of the failure. When you connect to an instance to troubleshoot deployment failures, a common
cause is the deployment scripts failing on the operating system. The following error messages in
AWS CloudFormation can indicate the deployment scripts failed:

Received 1 FAILURE signal(s) out of 1. Unable to satisfy 100%
MinSuccessfullnstancesPercent requirement

WaitCondition received failed message: ‘Error: Failed in function <script function
name>. Return code 1 , warnings: <any warnings>’ for uniqueld: <Resource/wait
condition name>

<Resource name> timed out. Failed to receive 1 resource signal(s) within the
specified duration

Unparsable WaitCondition data

You can only connect to an EC2 instance if it is not terminated. Launch Wizard terminates instances
on stack creation failure by default. You can enable the Deactivate rollback on failed deployment
setting during deployment to prevent this behavior. If the setting was not enabled, you can still
prevent the instance from getting terminated by updating the termination settings of that instance
from the EC2 console before the AWS CloudFormation stack gets rolled back.

(® Note

When you enable Deactivate rollback on failed deployment, you continue to incur AWS
charges for the stack. Ensure that you delete the stack when you finish troubleshooting.
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To find the EC2 instances from the Launch Wizard deployment

1. Access the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation.

2. Choose the AWS CloudFormation stack of the Launch Wizard deployment, and choose the
Resources tab.

Choose the resource with type AWS::AutoScaling::AutoScalingGroup.

4. Select the instance management tab. This page will have a link to the EC2 console, which lists
the instances in the Launch Wizard deployment.

You can update the termination settings to disable termination of the instances from the EC2
console. From the Instances page, select an instance and choose Action > Instance Settings >
Change Termination Protection. Then choose Yes, Enable.

After you have determined the root cause, disable the termination protection before you delete the
deployment in Launch Wizard.

Errors

Your requested instance type is not supported in your requested Availability Zone

« Cause: This failure might occur during the launch of either your EKS cluster instances or bastion
hosts.

« Solution: You must choose a different Availability Zone and retry the deployment from the initial
page of the Launch Wizard console.

EC2 instance stabilization error

« Cause: Failure can occur if an EC2 instance fails to stabilize. When this happens, the EC2 instance
is unable to communicate to the AWS CloudFormation service to signal completions, resulting in
WaitCondition errors.

« Solution: WaitCondition errors are often transient EC2 failures and retrying the deployment
may succeed. For additional assistance, contact Support.
Permission errors

« Cause: Insufficient IAM permissions could be the cause of various failures in the EKS deployment.
Errors caused by insufficient permissions may occur within the EC2 instances as scripts are run
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during the application deployment. Other errors may return a verbose message indicating there
are insufficient permissions similar to the following:

User: arn:aws:iam::123456789098:user/test-user is not authorized to perform:
elasticloadbalancing:CreateTargetGroup on resource: arn:aws:elasticloadbalancing:us-
east-1:123456789098:targetgroup/myTargetGroup/*)

« Solution: Before deploying the Launch Wizard application, you must sign in to the AWS
Management Console with IAM permissions for the resources that Launch Wizard will deploy.
The AdministratorAccess managed policy within IAM provides sufficient permissions, although
your organization may choose to use a custom policy with more restrictions.
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AWS Launch Wizard for Exchange Server

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

AWS Launch Wizard for Exchange Server guides you through the sizing, configuration, and
deployment of Exchange Server 2016 and Exchange Server 2019 environments on the AWS Cloud.
Exchange Server is a messaging and collaboration solution that Microsoft developed, with support
for mailboxes, calendars, and e-archival. The deployment includes best practices for configuring a
highly available, fault-tolerant, and secure Exchange environment.

This Launch Wizard deployment provides a guided console experience that uses CloudFormation
templates for deployment. The templates are based on the Microsoft Exchange on the AWS Cloud
Quick Start deployment guide. Launch Wizard reduces the time it takes to deploy Exchange Server

to the cloud. Launch Wizard provides an estimated cost of deployment, and you can modify your
resources and instantly view the updated cost assessment. When you approve, Launch Wizard
provisions and configures the selected resources to create a fully-functioning production-ready
Exchange Server deployment. It also creates custom AWS CloudFormation templates, which can be
reused and customized for subsequent deployments.

Deployment options

Launch Wizard for exchange supports the following deployment type:

» Deploy an Exchange environment into a new virtual private cloud (VPC) in your AWS account.

Software Licensing

Launch Wizard uses an evaluation copy of Exchange Server. Exchange Server can be deployed
and licensed through the Microsoft License Mobility through Software Assurance program. For

development and test environments, you can use your existing MSDN licenses for Exchange Server
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using Amazon Elastic Compute Cloud (Amazon EC2) Dedicated Instances. For details, see the MSDN

on AWS page and Exchange licensing FAQs in the Microsoft documentation.

Launch Wizard deploys the latest Amazon Machine Image (AMI) for Microsoft Windows Server
2016 and Windows Server 2019, and includes the license for the Windows Server operating
system. The AMI is updated on a regular basis with the latest service pack for the operating system.
The Windows Server AMI doesn’t require Client Access Licenses (CALs) and includes two Microsoft
Remote Desktop Services licenses. For details, see Microsoft Licensing on AWS.

AWS Regions

Launch Wizard uses various AWS services during the provisioning of the application's environment.
Not every workload is supported in all AWS Regions. For a current list of Regions where the
workload can be provisioned, see AWS Launch Wizard workload availability.

Components

An Exchange environment deployed with Launch Wizard will include the following components:

« A highly available architecture that spans two or three Availability Zones.

« An VPC configured with public and private subnets, according to AWS best practices, to provide
you with your own virtual network on AWS.

« In the public subnets:

» Managed network address translation (NAT) gateways to allow outbound internet access for
resources in the private subnets.

 (Optional) A Remote Desktop Gateway in an Auto Scaling group to allow inbound Remote
Desktop Protocol (RDP) access to Amazon EC2 instances in public and private subnets.

» (Optional) Exchange Edge Transport servers for routing internet email in and out of your
environment.

« In the private subnets:
» Active Directory domain controllers.

» Windows Server EC2 instances functioning as Exchange nodes.

By default, Launch Wizard deploys Exchange using two Availability Zones. You can also choose to
use three Availability Zones which enable automatic failover of database availability groups (DAGS).
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When using a third Availability Zone, you can specify whether to deploy a full Exchange node or a
file share witness. For more information about automatic failover for the DAGs, see Configure and
manage quorum in the Microsoft documentation.

You can choose to use an internal Application Load Balancer as part of the deployment to provide
high availability and distribute traffic to the Exchange nodes. In this configuration, you need to
import a Secure Sockets Layer (SSL) certificate into AWS Certificate Manager before deploying
Exchange with Launch Wizard.

AWS Secrets Manager is used to securely store the Exchange administrative account credentials.
SSM Parameter Store is used to retrieve the credentials when necessary.

You can build your Exchange environment with two Availability Zones as shown in the following
diagram.
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You can also build your Exchange environment with three Availability Zones to provide automatic
failover of the DAGs as shown in the following diagram.
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Implementation details

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

These implementation details describe how AWS Launch Wizard deploys an Exchange Server
environment in the AWS Cloud. It provides details about the Exchange nodes including storage,
IP addresses, failover clustering for the database availability group (DAG), Edge Transport servers,
Elastic Load Balancing, and Amazon EBS encryption.

Topics

» Storage on the Exchange nodes

« |IP addresses on the Exchange nodes

« Database Availability Group
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» Edge Transport Nodes

o Elastic Load Balancing for Exchange

« Amazon EBS encryption for Exchange

Storage on the Exchange nodes

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

Launch Wizard deploys the Exchange nodes using the Amazon EC2 memory-optimized r5.xlarge
instance type by default. Amazon EBS-optimized instance types, such as the R5 instance type,
deliver dedicated throughput between Amazon EC2 and Amazon EBS. The dedicated throughput
minimizes contention between EBS 1/0 and other traffic from your EC2 instance and provides the
best performance for your EBS volumes.

The Exchange nodes run on EC2 and use Amazon EBS volumes for network-attached disk storage.
EBS volumes are placed in a specific Availability Zone where they are automatically replicated to
prevent data loss due to failure of any single hardware component. With EBS volumes attached,
you can use them as a block device for various use cases, such as running a mailbox database.

By default, on each Exchange node, Launch Wizard deploys three 500-GiB General Purpose
SSD (GP2) EBS volumes to store mailbox databases and transaction logs. The database and

log partitions are formatted using GUID Partition Table (GPT). The partitions are created using
Resilient File System (ReFS), which is the Preferred Architecture (PA) choice for Exchange Server
2016 and Exchange Server 2019. If you set the Enable or disable ReFS parameter to false, the
partitions are formatted using NTFS.

General Purpose SSD volumes deliver a consistent baseline of 3 IOPS per 1 GiB provisioned, up

to 16,000 IOPS. The default storage configuration provides a total of 1,500 IOPS per volume for
Exchange database and transaction log volumes. Provisioned IOPS SSD volumes offer storage with
consistent and low-latency performance. They are designed for applications with I/O-intensive
workloads, such as databases, that are sensitive to storage performance and consistency.
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If you need more IOPS per volume, consider using Provisioned IOPS SSD by changing the Exchange
Server Volume Type and Exchange Server Volume IOPS parameters, or use disk striping with a
RAID configuration on Windows. You can customize the volume size, and also switch to using
dedicated IOPS volumes by modifying the EBS volume.

The default disk layout in this Launch Wizard deployment uses the following EBS volumes:

« One General Purpose SSD volume (100 GiB) for the operating system (C:)
» One General Purpose SSD volume (500 GiB) to host the Exchange Server database files (D:)
» One General Purpose SSD volume (500 GiB) to host the Exchange Server transaction log files (E:)

The following image shows the disk layout on each Exchange Server node:

~ Devices and drives (3)

- Local Disk () Local Disk (Dx)
. I
My &0.6 GB free of 995 GB My A%% GB free of 455 GB
Local Disk (E:)
"y A%% GB free of 495 GB
(® Note

You can find the installation software on each node in the C:\Exchangeinstall folder.
Depending on the instance type you selected for deployment, you might see additional
drives for Amazon EC2 instance store (ephemeral) volumes such as (Z:). Data on instance
store volumes is intended only for temporary block-level storage on the instance.

IP addresses on the Exchange nodes

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.
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Launch Wizard for Exchange Server deploys two Exchange nodes with two IP addresses each by
default. The IP addresses perform different functions:

» The first IP address is used as the primary IP address for the instance.

« The second IP address is used as the failover cluster IP resource for the instance.

By default, the 70.0.0.0/79 and 70.0.32.0/19 CIDR blocks are used for the two private subnets that
are created. If you choose to specify witness or full for the Third AZ parameter, an additional CIDR
block of 70.0.64.0/19 is used to create a third private subnet.

Database Availability Group

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

A failover cluster is automatically created for the database availability group (DAG). Launch Wizard
will carry out this task when deploying the second node. The following Windows PowerShell
commands to complete this task:

Install-WindowsFeature failover-clustering -IncludeManagementTools
New-DatabaseAvailabilityGroup -Name DAG -WitnessServer FileServer -WitnessDirectory C:
\DAG

Add-DatabaseAvailabilityGroupServer -Identity DAG -MailboxServer ExchangeNodel
Add-DatabaseAvailabilityGroupServer -Identity DAG -MailboxServer ExchangeNode2

The first command runs on each instance during the bootstrapping process. It installs the required
components and management tools for the failover clustering services. The rest of the commands
run near the end of the bootstrapping process on the second node and are responsible for creating
the cluster and for defining the server nodes and IP addresses.

By default, Launch Wizard configures an even number of servers in the cluster. You need a third
resource to maintain a majority vote to keep the cluster online if an individual server fails. For this,
Launch Wizard uses a dedicated file share witness instance, which can be either a domain-joined
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server, or a third Exchange node, which cannot be part of the DAG itself. Launch Wizard creates a
Dedicated Instance in the first Availability Zone to act as the file share witness.

For production environments, you can also set the Third AZ parameter to witness to create

a Dedicated Instance with a file share in a third Availability Zone. Alternatively, you can use

any domain-joined server for this task, but this configuration option is not included for the
deployment. If you set the Third AZ parameter to full, Launch Wizard keeps the quorum settings
to the default node majority and creates a third Exchange Server node in the third Availability
Zone.

Some AWS Regions support only two Availability Zones. For a current list, see AWS Global
Infrastructure. The Launch Wizard deployment ends after creating the DAG and adding the two
Exchange nodes to it. When the deployment is complete, you can create additional databases, and
make them highly available, by creating copies on the second nodes. This process is covered in the
Post-deployment steps portion of this guide.

Edge Transport Nodes

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

Edge Transport nodes relay inbound and outbound emails and provide smart host services within
the Exchange organization. The Edge nodes are installed in the public subnets and aren’'t domain-
joined. However, they do require information from Active Directory, and configuring an Edge sync
subscription is needed. Because Edge Transport role nodes aren’t required for end-to-end mail
flow, Edge nodes aren’t deployed unless you specify to do so. To deploy Edge Transport resources,
you must select yes for the Deploy Edge servers configuration during launch.

If you choose to deploy Edge Transport resources, a pair of Edge servers are deployed in the public
subnets, which must already be defined. Also, the Exchange Server Edge Transport role is installed
using default settings. The EC2 instances aren’t domain-joined, but the DNS suffix that corresponds
to the domain name is configured on the network interface cards (NICs). Also, DNS records are
created in Active Directory corresponding to their hostname. The Local Administrator password is
reset to the Domain Admin password, and an Edge subscription file is created, which can be found
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in C:\EdgeServerSubscription.xml. You can copy the subscription file to a mailbox server, and import
the subscription, by running the following command:

New-EdgeSubscription -FileData ([byte[]]$(Get-Content -Path "C:
\EdgeServerSubscription.xml" -Encoding Byte -ReadCount @)) -Site "AZ1"

Elastic Load Balancing for Exchange

(@ Note
End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

Exchange servers running with the Client Access/Transport roles are usually situated behind an
Network Load Balancer (NLB) with a unified Exchange namespace such as mail.example.com. The
namespace resolves to the load balancer, which in turn distributes traffic to the Exchange servers.

Launch Wizard for Exchange Server contains an option to deploy an Application Load Balancer
that distributes the traffic to the Exchange nodes. By default, the load balancer isn't deployed
because it requires an existing SSL certificate to be imported in AWS Certificate Manager. For a
load balancer to be deployed, you must:

1. Import or generate a certificate in AWS Certificate Manager.
2. Specify the full Amazon Resource Name (ARN) in the CertificateARN option.

3. Select true in Deploy Load Balancer, when configuring the deployment.

Amazon EBS encryption for Exchange

(® Note
End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.
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As part of the default setup, Launch Wizard for Exchange Server creates and attaches two EBS
volumes to each Exchange node. One EBS volume corresponds to the D:\ drive and holds the
Exchange mailbox databases. The other EBS volume corresponds to the E:\ drive and holds the
Exchange transaction logs. Optionally, Launch Wizard provides an option to encrypt the EBS

volumes with either the default AWS Key Management Service (AWS KMS) encryption key or a
custom KMS key.

(® Note

The root volume of the Exchange nodes (C:\) isn't encrypted even if Encrypt data volumes
is selected.

Get Started with AWS Launch Wizard for Microsoft Exchange

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

This section contains information to help you set up your environment to deploy Microsoft
Exchange Server with AWS Launch Wizard. When your environment is set up, you can deploy
an Exchange Server application with Launch Wizard by following the steps and parameter
specification details provided in this section.

Topics to help you get started:
o Access AWS Launch Wizard

» Specialized knowledge

« Amazon Web Services account

» Technical requirements

e Service Quotas

« |AM permissions
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Access AWS Launch Wizard

You can launch AWS Launch Wizard from the AWS Launch Wizard console located at https://
console.aws.amazon.com/launchwizard.

Specialized knowledge

This deployment requires a moderate level of familiarity with AWS services. If you're new to AWS,
see Getting Started Resource Center and AWS Training and Certification. These sites provide

materials for learning how to design, deploy, and operate your infrastructure and applications on
the AWS Cloud.

This Launch Wizard deployment assumes familiarity with Exchange Server concepts and usage.
Amazon Web Services account

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.
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Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2.  Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.
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Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Technical requirements

Before you start the Launch Wizard deployment, review the following information and make sure
that your account is properly configured. Otherwise, deployment might fail.

Service Quotas

If necessary, request service quota increases for the resources deployed by Launch Wizard. You

might need to request increases if your existing deployment currently uses these resources and if
this Launch Wizard deployment could result in exceeding the default quotas. The Service Quotas
console displays your usage and quotas for some aspects of some services. For more information,
see What is Service Quotas? and AWS service quotas.

IAM permissions

Before deploying the Launch Wizard application, you must sign in to the AWS Management

Console with IAM permissions for the resources that the templates deploy. The AdministratorAccess
managed policy within IAM provides sufficient permissions, although your organization may choose
to use a custom policy with more restrictions. For more information, see AWS managed policies for

job functions.

Deploy Exchange Server into a new VPC (Console)

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
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Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following steps guide you through an Exchange Server deployment with AWS Launch Wizard
after you have launched it from the console.

1.  On the AWS Launch Wizard Console's landing page, use the Choose application button. This
opens the Choose application wizard where you are prompted to select the type of application
that you want to deploy.

2. Select Exchange, select Deploy Exchange into a new VPC, then select Create deployment.
3.  You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify an
Amazon SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

- Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

« Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Basic configuration

Parameter label (name) Default value Description
Key Pair Name (KeyPairN Requires input The public/private key
ame) pair, which allows you to

connect securely to your
instance after it launches.
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Parameter label (name) Default value Description
Number of Availability 2 Number of Availability
Zones (NumberOfAZs) Zones to use in the VPC.

A minimum number of 2
and maximum number
of 3 Availability Zones is
allowed. This must match
the value entered for

the Availability Zones

parameter.
Availability Zones (Availabi  Requires input List of Availability Zones to
lityZones) use for the subnets in the

VPC. A minimum number
of 2 and maximum number
of 3 Availability Zones is
allowed. If you specify 3 for
the number of Availability
Zones, you must choose
full or witness for the
Third Availability Zone
parameter.

Network configuration

» Key pair name. Select an existing key pair from the dropdown list or create a new one. If
you select Create new key pair name, you are directed to the Amazon EC2 console. From
there, under Network and Security, choose Key Pairs. Choose Create a new key pair,
enter a name for the key pair, and then choose Download Key Pair.

/A Important

This is the only opportunity for you to save the private key file. Download it and
save it in a safe place. You must provide the name of your key pair when you
launch an instance and provide the corresponding private key each time that you
connect to the instance. Return to the Launch Wizard console and choose the
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refresh button next to the Key Pairs dropdown list. The newly created key pair
appears in the dropdown list. For more information about key pairs and Linux
instances, see Amazon EC2 Key Pairs and Linux Instances. For more information

about key pairs and Windows instances, see Amazon EC2 key pairs and EC2

instances

» Allowed external access CIDR: Allowed CIDR block for external access to the deployed
instances.

« VPC settings: Launch Wizard creates your VPC in this case. Input fields that define the
VPC configuration are shown in the following list.

Parameter label (name) Default value Description
Third Availability Zone no Enable a 3 AZ deploymen
(ThirdAZ) t by choosing either

witness (creates a file-
share witness), or full
(creates a full Exchange
Server node). If witness is
chosen, you must specify
an IP address for the File
Server private IP address
parameter which is within
the CIDR range specified
for the Private Subnet 3
CIDR parameter.

VPC CIDR (VPCCIDR) 10.0.0.0/16 CIDR block for the VPC.
Private subnet 1 CIDR 10.0.0.0/19 CIDR block for private
(PrivateSubnet1CIDR) subnet 1, located in

Availability Zone 1.

Private subnet 2 CIDR 10.0.32.0/19 CIDR block for private
(PrivateSubnet2CIDR) subnet 2, located in
Availability Zone 2.
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Parameter label (name) Default value Description
Private subnet 3 CIDR 10.0.64.0/19 (Optional) CIDR block for
(PrivateSubnet3CIDR) private subnet 3, located

in Availability Zone 3. This
parameter is only available
when choosing witness or
full for the Third Availabil
ity Zone parameter.

Public subnet 1 CIDR 10.0.128.0/20 CIDR block for the public
(PublicSubnet1CIDR) subnet 1, located in
Availability Zone 1.

Public subnet 2 CIDR 10.0.144.0/20 CIDR block for the public
(PublicSubnet2CIDR) subnet 2, located in
Availability Zone 2.

Public subnet 3 CIDR 10.0.160.0/20 (Optional) CIDR block

(PublicSubnet3CIDR) for the public subnet 3,
located in Availability Zone
3. This parameter is only
available when choosing
witness or full for the
Third Availability Zone

parameter.
Allowed Remote Desktop Requires input The allowed CIDR Block
Gateway external access for external access to the
CIDR (RDGWCIDR) Remote Desktop Gateways.
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Microsoft Active Directory Configuration

Parameter label (name) Default value Description
Domain Admin user name StackAdmin The user name for the
(DomainAdminUser) account that will be added

as Domain Administrator.
This is separate from the

default Administrator
account.
Domain Admin password Requires input The password for the
(DomainAdminPassword) domain admin user. Must

be at least 8 characters
containing letters, numbers
and symbols.

Domain NetBIOS name example The NetBIOS name of the

(DomainNetBIOSName) domain for users of earlier
versions of Windows, such
as EXAMPLE. This value can
be up to 15 characters in

length.
Domain DNS name Example.com The fully qualified domain
(DomainDNSName) name (FQDN) of the forest

root domain, such as
example.com.

Domain Controller 1 DC1 The NetBIOS name of the
NetBIOS name (ADServer first Active Directory server
TNetBIOSName) (up to 15 characters).
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Parameter label (name)

Domain Controller
1 private IP address
(ADServer1PrivatelP)

Domain Controller 2

NetBIOS name (ADServer

2NetBIOSName)

Domain Controller
2 private IP address
(ADServer2PrivatelP)

Default value

10.0.0.10

DC2

10.0.32.10

Remote Desktop Gateway Configuration

Parameter label (name)

Number of RDGW Hosts
(NumberOfRDGWHosts)

Exchange Server Configuration

Parameter label (name)

Enable AWS Backup
(EnableBackups)

Default value

Default value

yes

Description

The private IP for the first
Active Directory server
located in Availability Zone
1.

The NetBIOS name of the
second Active Directory
server (up to 15 character

s).

The private IP for the
second Active Directory
server located in Availabil
ity Zone 2.

Description

The number of Remote
Desktop Gateway hosts to
Create.

Description

Creates a default daily/wee
kly backup schedule using
AWS Backup.

Deploy to a new VPC (Console)
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Parameter label (name) Default value Description

Exchange Server version 2019 Version of Exchange Server

(ExchangeServerVersion) to install. Options include
either 2076 or 2019.

Deploy Edge servers no Choose yes to deploy

(IncludeEdgeTransp Exchange Edge Transport

ortRole) servers in the public
subnets.

Edge Role instance type mb5.large The Amazon EC2 instance

(EdgelnstanceType) type for the Exchange Edge
Transport servers.

Edge Node 1 NetBIOS EdgeNode1 The NetBIOS name of the

name (EdgeNode first Edge server (up to 15

TNetBIOSName) characters).

Edge Node 1 private 10.0.128.12 The primary private IP

IP address (EdgeNode for the first Edge server

1PrivatelP1) located in Availability Zone
1.

Edge Node 2 NetBIOS EdgeNode2 The NetBIOS name of the

name (EdgeNode second Edge server (up to

2NetBIOSName) 15 characters).

Edge Node 2 private 10.0.144.12 The primary private IP for

IP address (EdgeNode the second Edge server

2PrivatelP1) located in Availability Zone
1.

Enable or disable ReFS true Choose false to format

(EnableReFSVolumes)

the data and log volumes
on Exchange nodes using
NTFS instead of ReFsS.
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Parameter label (name)

Encrypt data volumes
(EncryptDataVolumes)

KMS key to encrypt
volumes (Encrypti
onKmsKey)

Exchange Server volume
IOPS (Volumelops)

Exchange Server volume
size (GiB) (VolumeSize)

Exchange Server volume
type (VolumeType)

Default value

false

Blank string

1000

500

gp2

Description

Choose true to encrypt the
data and log volumes on
Exchange nodes.

(Optional) Specify the AWS
KMS encryption key in
ARN format: arn:aws:k
ms: region:accountnu
mber :key/GUID. Keep
this field blank to use

the default Amazon EBS
encryption key.

The provisioned IOPS

for the Exchange Data

and Logs volumes. This
parameter is only applicabl
e when Exchange Server
Volume Type is set to io2.

The volume size for the
Exchange Data and Logs
volumes.

The volume type for the
Exchange Data and Logs
volumes.
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Load Balancer Configuration

Parameter label (name) Default value
Deploy Network Load false
Balancer (DeployLo

adBalancer)

Network Load Balancer Blank string

Certificate (CertificateArn)

Failover Cluster Configuration

Parameter label (name) Default value

Exchange Node 1 ExchangeNode1
NetBIOS name (Exchange
Node1NetBIOSName)

Exchange Node 1 private 10.0.0.100
IP address 1 (Exchange
Node1PrivatelP1)

Exchange Node 1 private 10.0.0.101
IP address 2 (Exchange
Node1PrivatelP2)

Description

Choose true to deploy a
Network Load Balancer
(NLB).

(Optional) If true was
chosen in Deploy Network
Load Balancer option,
specify the certifica

te resource ID for the

load balancer in ARN
format: arn:aws:a

cm: region:accountnu
mber :certific

ate/ GUID

Description

The NetBIOS name of the
first Exchange node (up to
15 characters).

The primary private IP for
Exchange node 1.

The secondary private IP
for Exchange node 1.
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Parameter label (name) Default value

Exchange Node 2 ExchangeNode2
NetBIOS name (Exchange
Node2NetBIOSName)

Exchange Node 2 private 10.0.32.100
IP address 1 (Exchange
Node2PrivatelP1)

Exchange Node 2 private 10.0.32.101
IP address 2 (Exchange
Node2PrivatelP2)

Exchange Node 3 ExchangeNode3
NetBIOS name (Exchange
Node3NetBIOSName)

Exchange Node 3 private 10.0.64.100
IP address 1 (Exchange
Node3PrivatelP1)

Exchange Node 3 private 10.0.64.101
IP address 2 (Exchange
Node3PrivatelP2)

Description

The NetBIOS name of the
second Exchange node (up
to 15 characters).

The primary private IP for
Exchange node 2.

The secondary private IP
for Exchange node 2.

(Optional) The NetBIOS
name of the third Exchange
node (up to 15 character

s). This parameter is only
available when choosing
full for the Third Availabil
ity Zone parameter.

(Optional) The primary
private IP for the Exchange
node 3. This parameter

is only available when
choosing full for the

Third Availability Zone
parameter.

(Optional) The secondary
private IP for the Exchange
node 3. This parameter

is only available when
choosing full for the

Third Availability Zone
parameter.
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Parameter label (name)

File Server instance type
(FileServerinstanceType)

File Server NetBIOS name
(FileServerNetBIOSName)

File Server private IP
address (FileServerPrivate
IP)

Default value

t3.small

FileServer

10.0.0.200

Description

(Optional) The Amazon EC2
instance type for the file-
share witness server. This
parameter is only available
when choosing witness for
the Third Availability Zone
parameter.

(Optional) The NetBIOS
name of the file-share
witness server (up to 15
characters). This parameter
is only available when
choosing witness for the
Third Availability Zone
parameter.

(Optional) The primary
private IP for the file-
share witness server. This
parameter is only available
when choosing witness for
the Third Availability Zone
parameter.

4. When you are satisfied with your infrastructure selections, choose Next. If you don't want to

complete the configuration, choose Cancel. When you choose Cancel, all of the selections

on the specification page are lost and you are returned to the landing page. To return to the

previous screen, choose Previous.

5. After configuring your application, you are prompted to define the infrastructure requirements

for the new deployment on the Define infrastructure requirements page. The following tabs

provide information about the input fields.
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Compute

« Infrastructure requirements based on infrastructure. You can choose to select
your instances, or to use AWS recommended resources. If you choose to use AWS
recommended resources, you have the option of defining your performance needs. If you
don't select either option, default values are assigned.

o Number of instance cores. Choose the number of CPU cores for your infrastructure. The
default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2 instances.
The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure requirements.

« Infrastructure requirements based on instance type. Choose to select your instance or
to use AWS recommended resources. If you don't select either option, default values are
assigned.

 Instance type. Select your preferred instance type from the dropdown list.

6. When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

7. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you if you need to address any issues.

8. When validation is complete, Launch Wizard deploys your AWS resources and configures your
Exchange application. Launch Wizard provides you with status updates about the progress of
the deployment on the Deployments page. From the Deployments page, you can view the list
of current and previous deployments.

9. When your deployment is ready, a notification informs you that your Exchange application
is successfully deployed. If you have set up an Amazon SNS notification, you are also alerted
through Amazon SNS. You can manage and access all of the resources related to your
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application by selecting the deployment, and then selecting Manage from the Actions
dropdown list.

10. When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Deploy Exchange Server to a new VPC (AWS CLI)

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

You can use the AWS Launch Wizard CreateDeployment API operation to deploy Exchange Server.

To create a deployment, you must provide values for various specifications. Specifications are
a collection of settings that define how your deployment should be created and configured.
A workload will have one or more deployment patterns with differing required and optional
specifications.

If you want to use the Clone deployment action on your deployment, you must create your
deployment using the Launch Wizard console.

Prerequisites for deploying Exchange Server with the AWS CLI

Before deploying Exchange Server with the AWS CLI, ensure you have met the following
prerequisites:

« Install and configure the AWS CLI. For more information, see Install or update to the latest
version of the AWS CLI.

« Complete the steps in the previous section titled Set up. Some deployment patterns have
requirements that must be met for a deployment to be successful.
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Create an Exchange Server deployment with the AWS CLI

You can create a deployment for your Exchange Server application using the CreateDeployment
Launch Wizard API operation.

To create a deployment for Exchange Server using the AWS CLI

1. List the available workload names using the ListWorkloads Launch Wizard API operation.

The following example shows listing the available workloads:

aws launchwizard list-workloads --region us-east-1

{
"workloads": [

{
"displayName": "Remote Desktop Gateway",
"workloadName": "RDGW"

3,

{
"displayName": "MS SQL Server",
"workloadName": "SQL"

3,

{
"displayName": "SAP",
"workloadName": "SAP"

3,

{
"displayName": "Microsoft Active Directory",
"workloadName": "MicrosoftActiveDirectory"

}

]
}

2. Specify the desired workload name with the ListWorkloadDeploymentPatterns operation to
describe the supported values for the deployment pattern names.

The following example lists the available workload patterns for a given workload:

aws launch-wizard list-workload-deployment-patterns --workload-name ExchangeServer
--region us-east-1
{
"workloadDeploymentPatterns": [
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"deploymentPatternName": "ExchangeServerNewVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",

"status": "ACTIVE",

"workloadName": "ExchangeServer",
"workloadVersionName": "2024-05-03-00-00-00"

iy

3. Use the workload and deployment pattern names you discovered with the
GetWorkloadDeploymentPattern operation to list the specification details.

The following example lists the workload specifications of a given workload and deployment
pattern:

aws launchwizard get-workload-deployment-pattern --workload-name ExchangeServer --
deployment-pattern-name ExchangeServerNewVpc --region us-east-1

{
"workloadDeploymentPattern": {
"deploymentPatternName": "ExchangeServerNewVpc",
"description": "Example description.",

"displayName": "ExampleDisplayName",
"specifications": [

{
"description": "Enter an SNS topic for AWS Launch Wizard to send
notifications and alerts.",
"name": "AWS:LaunchWizard:TopicArn",
"required": "No"
},
{
"description": "When a deployment fails, your provisioned resources

will be deleted/rolled back by default. If deactivated, the provisioned resources
will be deleted when you delete your deployment from the Launch Wizard console.",
"name": "AWS:LaunchWizard:DisableRollbackFlag",

"required": "No"
b
{
"allowedValues": [
"true",
"false"
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1,

"description": "Cloud Watch Application Insights monitoring",
"name": "SetupAppInsightsMonitoring",

"required": "Yes"

}I

4. With the workload specifications retrieved, you must provide values for any specification name
with a required value of Yes. You can also provide any optional specifications you require for
your deployment. We recommend that you pass inputs to the specifications parameter for
your deployment as a file for easier usage.

Your JSON file's format should resemble the following:

{
"ExampleNamel": "ExampleValuel",
"ExampleName2": "ExampleValue2",
"ExampleName3": "ExampleValue3"
}

5. With the specifications file created, you can create a deployment for your chosen workload and
deployment pattern.

The following example creates a deployment with specifications defined in a file:

aws launch-wizard create-deployment --workload-name ExchangeServer --deployment-
pattern-name ExchangeServerNewVpc --name ExampleDeploymentName --region us-east-1
--specifications file://specifications. json

Post-deployment steps

(@ Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
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Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following are the recommended post-deployment steps for Exchange Server on AWS.

Topics

» (Optional) Run Windows Updates

» Create database copies

» (Optional) Creating a DNS entry for the load balancer

(Optional) Run Windows Updates

To help ensure that the deployed servers' operating systems and installed applications have the
latest Microsoft updates, run Windows Update on each server.

Install Windows Updates on your RD Gateways using public IP addresses

To install Windows updates on the RD Gateways with their public IP addresses:

. Identify the public IP addresses for the RD Gateways, from the Amazon EC2 console.

. Use the public IP of the RD Gateway to connect to the instance.

. On the taskbar, open the Start menu, and choose Settings.
. In the Settings application, choose Update & Security
. Choose Check for updates.

O U1 A N N =

. Install any updates, and restart if necessary.

Install Windows Updates on your Exchange Servers by connecting through an RD
Gateway or bastion host

To install Windows updates on the Exchange servers by connecting from within a public resource
such as an RD Gateway or bastion host:

1. Identify the public IP addresses for the public resource, and also the private IP addresses of the
Exchange servers, from the Amazon EC2 console.

2. Use the public IP of the public resource to connect to the instance.

(Optional) Run Windows Updates 135


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

AWS Launch Wizard User Guide

3. From within the RDP connection to the public resource, use the Exchange server's private IP
addresses when creating subsequent RDP connections.

(® Note

You will use the nested RDP session within the public resource to the Exchange servers
for the remaining steps.

. On the taskbar, open the Start menu, and choose Settings.
. In the Settings application, choose Update & Security
. Choose Check for updates.

N o o b~

. Install any updates, and restart if necessary.

Create database copies

Launch Wizard for Exchange Server creates a database availability groups (DAG) and adds the

Exchange nodes to the DAG. As part of the Exchange Server installation, each Exchange node
contains a mailbox database. The first node contains a database called DB7, and the second node
contains a database called DB2.

As part of configuring high availability for the mailbox roles, you can add mailbox database copies
on the other Exchange nodes. Alternatively, you can create entirely new databases and only then
create additional copies.

Add-MailboxDatabaseCopy -Identity DBl -MailboxServer ExchangeNode2 -
ActivationPreference 2
Add-MailboxDatabaseCopy -Identity DB2 -MailboxServer ExchangeNodel -
ActivationPreference 2

(Optional) Creating a DNS entry for the load balancer

If you chose to deploy a load balancer, these steps guide you through creating a DNS entry so that
traffic can be distributed to your Exchange nodes.

To create a DNS entry for a load balancer

1. If you chose to deploy a load balancer, it will have an endpoint address such as
elb.amazonaws.com.
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2. To use the load balancer with your Exchange namespace, create a CNAME record in Active

Directory that points to the load balancer.

3. Before proceeding, go to the Amazon EC2 console and, under Load balancer, select the load

balancer that Launch Wizard created.

Availability Zones Type

application

September 26, 2018 at 9:25:15 PM UTC+2
Z35SXDOTRATXTK

vpc-0bb7005ec6ab0ff1d

4. Copy the value listed under the DNS name as shown in the following image:
Create Load Balancer [J.teileiE3Rd
), Filter by tags and attributes or search by keyword
[ ] Name =~ DNS name State VPC ID
B  iCaT-loadB-94A4CZEFTYKH internal-iCaT-loadB-94A4CZ... active vpc-0bb7005ecab0iiid us-east-1b, us-east-1a
Load balancer: | tCaT-loadB-94A4CZEFTYKH
Description Listeners Monitoring Tags
Basic Configuration
Name: tCaT-loadB-94A4CZEFTYKH €® Creation time:
ARN: arn-aws:elasticloadbalancing us-east-1:597098328575 loadbalancer/app/tCaT-loadB- Hosted zone:
q Fi I {e]
94A4CZEFTYKH/51385dab69365dd3 (2] State: active
DNS name: internal-tCaT-loadB-94A4CZEFTYKH-1223840166. us-east-1.elb.amazonaws.com ) VPC:
(A Record) ’
Scheme: internal IP address type: ipvd
_— AWS WAF Web ACL:
Type: application

To create the DNS record, connect using Remote Desktop to one of the domain controllers

using domain credentials, and open the DNS console by going to the Start menu and typing

DNS.

In the DNS console, navigate to the Active Directory zone, open the context (right-click) menu

on the zone, and select New Alias (CNAME), as shown in the following image:

(Optional) Creating a DNS entry for the load balancer
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%, DNs Manager

File Action View Help
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2 [ENS Mame
v B D!:-I '_-—_I_msdcs
W Forward Lookup Zones j ites

- | _msdcs.example.comr j :
=F .
- | example.com —_" P

| Reverse Lc Update Server Data File
_| Trust Poin Reload
 Condition ey Host (A or AAAA)...

Mew Alias (CNAME]...

Mew Mail Exchanger (MX]...
Mew Domain...

Mew Delegation...

Other Mew Records...
DMSSEC

All Tasks
View
Delete

Refresh
Export List...

Properties

Help
I

7. For Alias Name, specify an entry such as mail, and for fully qualified domain name (FQDN)
for target host, paste the value of the load balancer endpoint. The following image shows

example entries:

(Optional) Creating a DNS entry for the load balancer
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Mew Resource Record -

Alias [CNAME)

Alias name (uses parent domain if left blank):

|mail| |

Fulty qualified domain name (FQDM):

|mail example.com. |

Fulty qualified domain name (FQA0MN) for target host:
|.4CZEF?YKH-'I 223840166 us-east-1 elb.amazonaws.com Browse...

[ ] Mllgw any autherticated user to update all DNS records with the same
name. This setting applies only to DMS records for @ new name.

Cancel

8. Verify that the DNS entry is resolved successfully by using a computer that should be able to
resolve the entry with your Active Directory domain name. On the taskbar of such a resource,
open the Start menu, and type cmd. In the command line window, use the name of the
CNAME record you created in place of mail, and your Active Directory domain name in place of
example.com:

nslookup mail.example.com

9. Check that the record resolves to the load balancer DNS record, such as in the following image:
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B Command Prompt

(c) 2816 Microsoft Corporation. All rights reserved.

ckidminrnslookup mail.example.com

Best practices

(@ Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following are the recommended best practices for using Microsoft Exchange Server in AWS.

Topics

« High availability and disaster recovery

« Automatic failover

» Security groups and firewalls

High availability and disaster recovery

Amazon EC2 provides the ability to place instances in multiple locations composed of Regions
and Zones. Regions are dispersed and located in separate geographic areas. Availability Zones
are distinct locations within a Region that are engineered to be isolated from failures in other
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Availability Zones and that provide inexpensive, low-latency network connectivity to other
Availability Zones in the same Region.

By launching your instances in separate Regions, you can design your application to be closer to
specific customers or to meet legal or other requirements. By launching your instances in separate
Availability Zones, you can protect your applications from the failure of a single location. Exchange
provides infrastructure features that complement the high availability and disaster recovery
scenarios supported in the AWS Cloud.

Automatic failover

When you deploy Exchange Server with Launch Wizard, the default parameters configure a two-
node database availability groups (DAG) with a file share witness. The DAG uses Windows Server
Failover Clustering for automatic failover.

Launch Wizard implementation supports the following scenarios:

o Protection from the failure of a single instance
« Automatic failover between the cluster nodes

» Automatic failover between Availability Zones

However, the default Launch Wizard implementation doesn’t provide automatic failover in

every case. For example, if you lost Availability Zone 1, which contains the primary node named
ExchangeNode1, and the file share witness, this would prevent automatic failover to Availability
Zone 2. This is because the cluster would fail as it loses quorum. In this scenario, you could follow
manual disaster recovery steps that include restarting the cluster service and forcing quorum on
the second cluster node ExchangeNode2 to restore application availability.

Launch Wizard also provides an option to deploy into three Availability Zones. This deployment
option can mitigate the loss of quorum in the case of a failure of a single node. However, you can
select this option only in AWS Regions that include three or more Availability Zones; for a current
list, see AWS Global Infrastructure.

We recommend that you consult the Microsoft Exchange Server documentation and customize

some of the steps described in this guide, or implement steps to deploy a solution that best meets
your business, IT, and security requirements. For example, you might want a solution that deploys
additional cluster nodes and configures mailbox database copies.
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Security groups and firewalls

AWS provides a set of building blocks, such as Amazon EC2 and Amazon VPC, that you can use

to provision infrastructure for your applications. In this model, some security capabilities, such as
physical security, are the responsibility of AWS and are highlighted in the Security Pillar of the AWS
Well-Architected Framework. Other areas, such as controlling access to applications, fall on the
application developer and the tools provided by Microsoft.

When the EC2 instances are launched, they must be associated with a security group, which acts

as a stateful firewall. You have complete control over the network traffic entering or leaving the
security group, and you can build granular rules that are scoped by protocol, port number, and
source or destination IP address or subnet. By default, all traffic egressing a security group is
permitted. Ingress traffic, on the other hand, must be configured to allow the appropriate traffic to
reach your instances.

The Infrastructure Protection section of the Security Pillar documentation details different
methods for securing your AWS infrastructure. Recommendations include providing isolation

between application tiers using security groups. We recommend that you tightly control ingress
traffic, so that you reduce the attack surface of your EC2 instances.

Domain controllers and member servers require several security group rules to allow traffic for
services such as AD DS replication, user authentication, Windows Time service, and Distributed

File System (DFS), among others. The nodes running Exchange Server permit full communication
between each other, as recommended by Microsoft best practices.

Launch Wizard creates certain security groups and rules for you. If edge node servers are
configured to be deployed, they allow port 25 TCP (SMTP) from the entire internet. For a detailed
list of the ports allowed for Active Directory, see the Security section of the Launch Wizard for
Active Directory documentation.

Launch Wizard for Exchange Server configures the following security groups during
deployment:

Security group Associated with Inbound source Ports
DomainMemberSGID  Exchange nodes, VPC CIDR Standard Active
FileServer, RD Directory ports

Gateway, Domain
controllers
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Security group Associated with Inbound source Ports
EXCHClientSecurity Exchange nodes, VPC CIDR 25, 80, 443, 143, 993,
Group FileServer 110, 995, 587
ExchangeSecurityGr Exchange nodes ExchangeSecurityGr All ports

oup oup

EXCHEdgeSecurityGr ~ EXCHEdgeSecurityGr  Private subnets CIDR, 50636, 25

oup oup 0.0.0.0/0
LoadBalancerSecuri Load balancer 0.0.0.0/0 0.0.0.0/0
tyGroup

Troubleshoot AWS Launch Wizard for Exchange Server

(@ Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

Each application in your account in the same AWS Region can be uniquely identified by the
application name specified at the time of a deployment. You can use the application name to view
the details related to the application launch.

For information about issues encountered after a successful deployment, see the Troubleshooting
section of the Exchange Server on the AWS Cloud Quick Start deployment guide.

Contents
« Launch Wizard provisioning events

AWS CloudFormation stack

Application launch quotas

Enable termination protection

Errors
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Launch Wizard provisioning events

Launch Wizard captures events from AWS CloudFormation to track the status of an ongoing
application deployment. If an application deployment fails, you can access the AWS Launch Wizard
console to view the deployment events for this application by selecting Deployments from the
navigation pane. A failed event shows a status of Failed along with a failure message.

AWS CloudFormation stack

Launch Wizard uses AWS CloudFormation to provision the infrastructure resources of an
application. You can view the status of these AWS CloudFormation stacks, and if any of the stacks
fail, you can view the cause of the failure. AWS CloudFormation stacks can be found in your
account using the AWS CloudFormation describe-stacks API or by accessing the stack in the AWS
CloudFormation console. The following can be used with the describe-stacks API for the - -
stack-name argument:

« Application resources

LaunchWizard-APPLICATION_NAME. This stack also has nested stacks for VPC, load balancer,
and bastion hosts, among other components.

Application launch quotas

Launch Wizard allows three active applications with the status of in progress at one time. The
combined maximum amount of in progress and completed active applications is 25 for any
given application type. If you want to increase this limit, contact Support.

Enable termination protection

If you encounter errors when you deploy Exchange with Launch Wizard, and the log information
provided by Launch Wizard or AWS CloudFormation is not sufficient to determine your issue, you
must connect to the instance within the Amazon EC2 Auto Scaling group to determine the cause

of the failure. When you connect to an instance to troubleshoot deployment failures, a common
cause is the deployment scripts failing on the operating system. The following error messages in
AWS CloudFormation can indicate the deployment scripts failed:

Received 1 FAILURE signal(s) out of 1. Unable to satisfy 100%
MinSuccessfullnstancesPercent requirement
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WaitCondition received failed message: ‘Error: Failed in function <script function
name>. Return code 1 , warnings: <any warnings>’ for uniqueld: <Resource/wait
condition name>

<Resource name> timed out. Failed to receive 1 resource signal(s) within the
specified duration

Unparsable WaitCondition data

You can connect to an EC2 instance only if it is not terminated. Launch Wizard terminates instances
on stack creation failure by default. You can enable the Deactivate rollback on failed deployment
setting during deployment to prevent this behavior. If the setting was not enabled, you can still
prevent the instance from getting terminated by updating the termination settings of that instance
from the EC2 console before the AWS CloudFormation stack gets rolled back.

(® Note

When you enable Deactivate rollback on failed deployment, you continue to incur AWS
charges for the stack. Ensure that you delete the stack when you finish troubleshooting.

To find the EC2 instances from the Launch Wizard deployment

1. Access the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation.

2. Choose the AWS CloudFormation stack of the Launch Wizard deployment, and choose the
Resources tab.

3. Choose the resource with type AWS::AutoScaling::AutoScalingGroup.

4. Select the instance management tab. This page will have a link to the EC2 console, which lists
the instances in the Launch Wizard deployment.

You can update the termination settings to disable termination of the instances from the EC2
console. From the Instances page, select an instance and choose Action > Instance Settings >
Change Termination Protection. Then choose Yes, Enable.

After you have determined the root cause, disable the termination protection before you delete the
deployment in Launch Wizard.
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Errors

Your requested instance type is not supported in your requested Availability Zone

« Cause: This failure might occur while launching instances for the Launch Wizard deployment.

« Solution: You must choose a different Availability Zone and retry the deployment from the initial
page of the Launch Wizard console.

EC2 instance stabilization error

« Cause: Failure can occur if an EC2 instance fails to stabilize. When this happens, the EC2 instance
is unable to communicate to the AWS CloudFormation service to signal completions, resulting in
WaitCondition errors.

« Solution: WaitCondition errors are often transient EC2 failures and retrying the deployment
may succeed. For additional assistance, contact Support.

Permission errors

« Cause: Insufficient AWS Identity and Access Management (IAM) permissions could be the cause
of various failures in the Launch Wizard deployment. Errors caused by insufficient permissions
may occur within the EC2 instances as scripts are run during the application deployment. Other
errors may return a verbose message indicating there are insufficient permissions similar to the
following:

User: arn:aws:iam::123456789098:user/test-user is not authorized to perform:
elasticloadbalancing:CreateTargetGroup on resource: arn:aws:elasticloadbalancing:us-
east-1:123456789098:targetgroup/myTargetGroup/*)

» Solution: Before deploying the Launch Wizard application, you must sign in to the AWS
Management Console with IAM permissions for the resources that Launch Wizard will deploy.
The AdministratorAccess managed policy within IAM provides sufficient permissions, although
your organization may choose to use a custom policy with more restrictions.
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AWS Launch Wizard for Internet Information Services

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

AWS Launch Wizard is a service that guides you through the sizing, configuration, and deployment
of a Windows Server workload running Internet Information Services (IIS) resources on AWS,
following the AWS Well-Architected Framework. 1S for Windows Server is a Web server

which enables various use cases such as hosting web content and web applications. The
deployment includes best practices for configuring a highly available, fault-tolerant, and secure IIS
environment.

This Launch Wizard deployment provides a guided console experience that uses CloudFormation
templates for deployment. The templates are based on the Internet Information Services on AWS
Quick Start. Launch Wizard reduces the time it takes to deploy IIS based solutions to the cloud.
Launch Wizard provides an estimated cost of deployment, and you can modify your resources and
instantly view the updated cost assessment. When you approve, Launch Wizard provisions and
configures the selected resources to create a fully-functioning production-ready IIS application.

It also creates custom AWS CloudFormation templates, which can be reused and customized for
subsequent deployments.

The deployment consists of Amazon EC2 instances in an Auto Scaling group. The instances
are deployed in separate subnets across multiple Availability Zones for high availability. The
infrastructure provides a foundation for running many Microsoft solutions, such as Microsoft
SharePoint and Microsoft .NET Framework.

The automation in the solution is provided by Amazon EC2 Systems Manager, AWS
CloudFormation, and Windows PowerShell Desired State Configuration (DSC). Amazon EC2
instances are configured using lifecycle hooks, Amazon EventBridge, and Amazon EC2 Systems
Manager Automation.
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Deployment options

This Launch Wizard application provides the following deployment options:

Deploy IIS into a new VPC. This option builds a new AWS environment consisting of a VPC,
subnets, NAT gateways, security groups, bastion hosts, and other infrastructure components, and
then deploys IIS into this new VPC.

Deploy IIS into an existing VPC. This option provisions IIS in your existing AWS infrastructure.

Components

An IIS environment deployed with Launch Wizard will include the following components:

A highly available architecture that spans two Availability Zones. *

A VPC configured with public and private subnets according to AWS best practices, to provide
you with your own virtual network on AWS. *

In the public subnets:

» Managed network address translation (NAT) gateways to allow internet access for resources in
the private subnets. *

« Elastic Load Balancing is provided by an Application Load Balancer to distribute traffic across
Amazon EC2 instances (when using internet-facing as the Elastic Load Balancing scheme).

o (Optional) Remote Desktop Gateways (RD Gateways) in an Amazon EC2 Auto Scaling group.
In the private subnets:
« Amazon EC2 Auto Scaling group of EC2 instances into which IIS is deployed.

« Elastic Load Balancing is provided by an Application Load Balancer to distribute traffic across
Amazon EC2 instances (when using internal as the Elastic Load Balancing scheme).

« AWS Managed Microsoft AD.

Amazon EventBridge, providing the rules that initiate automation routines in response to
Amazon EC2 Auto Scaling events.

Amazon EC2 Systems Manager to store automation documents.
AWS Identity and Access Management (IAM) roles.
Security groups to control traffic to your EC2 instances.

S3 bucket for storing Managed Object Format (MOF) files.
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* When you deploy IIS into an existing VPC, the components marked by asterisks are not created.
You will be prompted to enter resource IDs from your existing VPC.

Amazon Web Services Cloud

' Availability Zone 1 ' | Availability Zone 2

1 Public subnet : | Public subnet 3 A, A,

: SN B e 3 e B 3
H | ; _’f._ ! 1 ' N Nt

: I : ! [ ‘ ! 1

i EH | {:} | ‘ ‘ Scale up Scale down
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I%Iastic Load Balancing
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‘ Setup Remove
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AWS Regions

Launch Wizard uses various AWS services during the provisioning of the application's environment.
Not every workload is supported in all AWS Regions. For a current list of Regions where the
workload can be provisioned, see AWS Launch Wizard workload availability.

Get started with AWS Launch Wizard for Internet Information
Services

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.
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This section contains information to help you set up your environment to deploy Internet
Information Services (1IS) with Launch Wizard. When your environment is set up, you can deploy
[IS with Launch Wizard by following the steps and parameter specification details provided in this
section.

Topics

e Access AWS Launch Wizard

» Specialized knowledge

« Amazon Web Services account

e Service Quotas

« Amazon Elastic Compute Cloud key pairs

o AWS Identity and Access Management permissions

Access AWS Launch Wizard

You can launch AWS Launch Wizard from the AWS Launch Wizard console located at https://
console.aws.amazon.com/launchwizard.

Specialized knowledge

This deployment requires a moderate level of familiarity with AWS services. If you're new to AWS,
see Getting Started Resource Center and AWS Training and Certification. These sites provide

materials for learning how to design, deploy, and operate your infrastructure and applications on
the AWS Cloud. For more information, see Windows on AWS.

Amazon Web Services account

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.
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When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2.  Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.
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Sign in as the user with administrative access

e Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Service Quotas

If necessary, request service quota increases for the resources deployed by Launch Wizard. You

might need to request increases if your existing deployment currently uses these resources and if
this Launch Wizard deployment could result in exceeding the default quotas. The Service Quotas

console displays your usage and quotas for some aspects of some services. For more information,
see What is Service Quotas? and AWS service quotas.

Amazon Elastic Compute Cloud key pairs

Ensure that at least one Amazon EC2 key pair exists in your AWS account in the Region where
you plan to deploy the Launch Wizard application. Note the key pair name because you will use it
during deployment. To create a key pair, see Amazon EC2 key pairs and EC2 instances.

For testing or proof-of-concept purposes, we recommend creating a new key pair instead of using
one that's already being used by a production instance.

AWS Identity and Access Management permissions

Before deploying the Launch Wizard application, you must sign in to the AWS Management
Console with AWS Identity and Access Management (IAM) permissions for the resources that
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the templates deploy. The AdministratorAccess managed policy within IAM provides sufficient
permissions, although your organization may choose to use a custom policy with more restrictions.
For more information, see AWS managed policies for job functions.

Deploy IIS into a new VPC (Console)

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following steps guide you through an IS deployment with AWS Launch Wizard after you have
launched it from the console for a new VPC.

1.  Onthe AWS Launch Wizard Console's landing page, use the Choose application button. This
opens the Choose application wizard where you are prompted to select the type of application
that you want to deploy.

2. Select Internet Information Services, select Deploy into a new VPC, then select Create
deployment.

3. You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General settings

» Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify an
Amazon SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.
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Network configuration

Key pair name. Select an existing key pair from the dropdown list or create a new one. If
you select Create new key pair name, you are directed to the Amazon EC2 console. From

there, under Network and Security, choose Key Pairs. Choose Create a new key pair, enter

a name for the key pair, and then choose Download Key Pair.

/A Important

This is the only opportunity for you to save the private key file. Download it and
save it in a safe place. You must provide the name of your key pair when you launch
an instance and provide the corresponding private key each time that you connect
to the instance. Return to the Launch Wizard console and choose the refresh button
next to the Key Pairs dropdown list. The newly created key pair appears in the
dropdown list. For more information about key pairs, see Amazon EC2 Key Pairs and

Windows Instances.

Parameter label (name) Default value Description
Availability Zones (Availabi  Requires input List of Availability Zones
lityZones) to use for the subnets in

the VPC. The logical order
is preserved. At least two
Availability Zones must be

provided.
VPC CIDR (VPCCIDR) 10.0.0.0/16 CIDR block for the VPC.
Number of Availability Requires input Number of Availability
Zones (NumberOfAZs) Zones to use in the VPC.

This must correspond to
the number of Availabil
ity Zones entered in

the Availability Zones
parameter.
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Parameter label (name)

Public subnet 1 CIDR
(PublicSubnet1CIDR)

Public subnet 2 CIDR
(PublicSubnet2CIDR)

Public subnet 3 CIDR
(PublicSubnet3CIDR)

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

Private subnet 3 CIDR
(PrivateSubnet3CIDR)

Allowed RD Gateway
external access CIDR
(RDGWCIDR)

Default value

10.0.128.0/20

10.0.144.0/20

10.0.160.0/20

10.0.0.0/19

10.0.32.0/19

10.0.64.0/19

Requires input

Description

CIDR block for the public
subnet 2, located in
Availability Zone 2.

CIDR block for the optional
public subnet 3, located in
Availability Zone 3.

(Optional) CIDR block for
the optional public subnet
3, located in Availability
Zone 3. This parameter

is only available when
Number of Availability
Zones has a value of 3.

CIDR block for private
subnet 1, located in
Availability Zone 1.

CIDR block for private
subnet 2, located in
Availability Zone 2.

(Optional) CIDR block for
optional private subnet 3,
located in Availability Zone
3. This parameter is only
available when Number of
Availability Zones has a
value of 3.

The CIDR IP range that is
permitted to access the RD
Gateway instances.
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Active Directory configuration

Active Directory scenario type. Select the type of deployment to use, either AWS
Directory Service for Microsoft Active Directory or Microsoft AD on Amazon EC2 to
manage your own Amazon EC2 Active Directory instances.

These parameters are presented when you choose AWS Directory Service for Microsoft
Active Directory for the Active Directory scenario type.

Parameter label (name) Default value Description
Admin password Requires input Password for the administr
(DomainAdminPassword) ative account. Must be at

least 8 characters containin
g letters, numbers, and

symbols.
Domain NetBIOS name Requires input NetBIOS name of the
(DomainNetBIOSName) domain for users of earlier
Windows versions (up to 15
characters).
Domain DNS name Requires input Fully qualified domain
(DomainDNSName) name (FQDN) of the forest

root domain.

These parameters are presented when you choose Microsoft AD on EC2 for the Active
Directory scenario type.

(® Note

The domain administrator user name is separate from the default administrator
account.
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Parameter label (name)

Domain Admin user name
(DomainAdminUser)

Admin password
(DomainAdminPassword)

Domain NetBIOS name
(DomainNetBIOSName)

Domain DNS name
(DomainDNSName)

Domain controller 1
NetBIOS name (ADServer
1NetBIOSName)

Domain controller 1 private
IP address (ADServer
1PrivatelP)

Domain controller 2
NetBIOS name (ADServer
2NetBIOSName)

Default value

Requires input

Requires input

Requires input

Requires input

Requires input

10.0.0.10

Requires input

Description

Used to specify the user
name for the domain
administrator account of a
self managed directory.

Password for the domain
administrator account.
Must be at least 8
characters containing
letters, numbers, and
symbols.

NetBIOS name of the
domain for users of earlier
Windows versions (up to 15
characters).

Fully qualified domain
name (FQDN) of the forest
root domain.

NetBIOS name of the first
Active Directory server (up
to 15 characters).

Fixed private IP address for
the first Active Directory
server, located in Availabil
ity Zone 1.

NetBIOS name of the
second Active Directory
server (up to 15 character
s).
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Parameter label (name)

Domain controller 2 private

IP address (ADServer
2PrivatelP)

RD Gateway configuration

Parameter label (name)

Number of RD Gateway
hosts (NumberOf
RDGWHosts)

IIS webpage

Parameter label (name)

Amazon S3 Bucket
webpage Location
(WebBucketName)

Amazon S3 Key webpage
Location (WebBucketKey)

Default value

10.0.32.10

Default value

Default value

Blank string

webfiles/index.html

Description

Fixed private IP address for
the second Active Directory
server, located in Availabil
ity Zone 2.

Description

Enter the number of RD
Gateway hosts to create.

Description

(Optional) Bucket name
where the HTML file is
located for IIS. If left blank,
a sample page will be used.

(Optional) Bucket Key
where the HTML file is
located for IIS. Only change
this value if an Amazon S3
Bucket webpage Location
is specified, otherwise
leave as default.
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Parameter label (name)

Auto Scaling group/ELB configuration

Default value

Description

Desired capacity of the 2 Desired capacity of the
Auto Scaling group Auto Scaling group.
(ASGDesiredCapacity)

Auto Scaling group 4 Maximum instance size for
maximum instance size the Auto Scaling group.
(ASGMaxSize)

Auto Scaling group 2 Minimum instance size for

minimum instance size
(ASGMinSize)

the Auto Scaling group.

Elastic Load Balancers CIDR  10.0.0.0/16
range (WebAccessCIDR)

The CIDR IP range that is
permitted to access the
Elastic Load Balancers.

Elastic Load Balancing Choose whether the Elastic
scheme (ELBSchem

eParameter)

internet-facing
Load Balancing scheme is
public or private.

4. When you are satisfied with your infrastructure selections, select Next. If you don't want
to complete the configuration, select Cancel. If you cancel, all of the selections on the
specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

5. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you of any issues you must address.

6. When validation is complete, Launch Wizard deploys your AWS resources and configures your
I1S application. Launch Wizard provides you with status updates about the progress of the
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deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

7. When your deployment is ready, a notification informs you that the IIS application is
successfully deployed. If you have set up an Amazon SNS notification, you are also alerted
through Amazon SNS. To manage and access all of the resources related to your application,
select the deployment, and from the Actions dropdown list, select Manage.

8. When the application is deployed, you can access your instances through the Amazon EC2
console.

Deploy IIS into an existing VPC (Console)

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following steps guide you through an IS deployment with AWS Launch Wizard after you have
launched it from the console for an existing virtual private cloud (VPC).

/A Important

When you deploy IIS to an existing VPC, you must have an existing Active Directory domain.
Also, the Domain Name System (DNS) must allow for the discovery of the Active Directory
domain, such as with VPC DHCP options sets.

1.  When you select Choose application from the AWS Launch Wizard landing page, you are
directed to the Choose application wizard where you are prompted to select the type of
application that you want to deploy.

2. Select Internet Information Services, select the deployment type, then select Create
deployment.

3. You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

Deploy to an existing VPC (Console) 160


https://docs.aws.amazon.com/vpc/latest/userguide/WhatAreDHCPOptionSets.html

AWS Launch Wizard User Guide

General settings

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (Amazon SNS) topic ARN — optional. Specify an
Amazon SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Parameter label (name) Default value Description

VPC ID for workload Requires input ID of the VPC (for example,
(VPCID) vpc-Oabcdef0).

Security group with access Requires input Choose the EC2 security

to domain (DomainMe group that allows
mberSecurityGroup) for Active Directory

communication.

Private subnet 1 (PrivateS Requires input ID of private subnet 1 in

ubnet1ID) Availability Zone 1 for
the EC2 target group
(for example, subnet-ab

cdef01).
Private subnet 2 (PrivateS Requires input ID of private subnet 1 in
ubnet2ID) Availability Zone 2 for

the EC2 target group
(for example, subnet-ab
cdef02).
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Parameter label (name) Default value

Elastic Load Balancer Requires input
subnet 1 (ELBSubnet1ID)

Elastic Load Balancer Requires input
subnet 2 (ELBSubnet12D)

Active Directory configuration

Parameter label (name) Default value

Domain administrator Admin
name (DomainAdminUser)

Description

ID of subnet 1 in Availabil
ity Zone 1 for the ELB

(for example, subnet-a0
246dcd). Specify a public
subnet ID if the ELBScheme
Parameter parameter is
defined as internet-facing.
Otherwise, you can specify
a private subnet ID.

ID of subnet 2 in Availabil
ity Zone 2 for the ELB

(for example, subnet-a0
246dcd). Specify a public
subnet ID if the ELBScheme
Parameter parameter is
defined as internet-facing.
Otherwise, you can specify
a private subnet ID.

Description

Used to specify the user
name for the domain
administrator account of a
self managed directory.
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Parameter label (name)

Domain administrator
password (DomainAd

minPassword)

Domain NetBIOS name
(DomainNetBIOSName)

Domain DNS name
(DomainDNSName)

(® Note

Default value

Requires input

Requires input

Requires input

Description

Password for the domain
administrator account.
Must be at least 8
characters containing
letters, numbers, and
symbols.

NetBIOS name of the
domain for users of earlier
Windows versions (up to 15
characters).

Fully qualified domain
name (FQDN) of the forest
root domain.

The domain administrator user name is separate from the default administrator

account.

IIS webpage

Parameter label (name)

Amazon S3 Bucket
webpage Location
(WebBucketName)

Default value

Blank string

Description

Bucket name where the
HTML file is located for IIS.
If left blank, a sample page
will be used.
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Parameter label (name)

Amazon S3 Key webpage
Location (WebBucketKey)

Parameter label (name)

Desired capacity of the
Auto Scaling group
(ASGDesiredCapacity)

Auto Scaling group
maximum instance size
(ASGMaxSize)

Auto Scaling group
minimum instance size
(ASGMinSize)

Elastic Load Balancers CIDR
range (WebAccessCIDR)

Elastic Load Balancing
scheme (ELBSchem
eParameter)

Default value

webfiles/index.html

Auto Scaling group/ELB configuration

Default value

2

10.0.0.0/16

internet-facing

Description

Bucket Key where the
HTML file is located for
[IS. Only change this value
if an Amazon S3 Bucket
webpage Location is
specified, otherwise leave
as default.

Description

Desired capacity of the
Auto Scaling group.

Maximum instance size for
the Auto Scaling group.

Minimum instance size for
the Auto Scaling group.

The CIDR IP range that is
permitted to access the
Elastic Load Balancers.

Choose whether the Elastic
Load Balancing is public or
private.

4. When you are satisfied with your infrastructure selections, select Next. If you don't want
to complete the configuration, select Cancel. If you cancel, all of the selections on the
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specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

5. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you of any issues you must address.

6. When validation is complete, Launch Wizard deploys your AWS resources and configures your
IS application. Launch Wizard provides you with status updates about the progress of the
deployment on the Deployments page. From the Deployments page, you can view the list of
current and previous deployments.

7. When your deployment is ready, a notification informs you that the IIS application is
successfully deployed. If you have set up an Amazon SNS notification, you are also alerted
through Amazon SNS. To manage and access all of the resources related to your application,
select the deployment, and from the Actions dropdown list, select Manage.

8. When the application is deployed, you can access your instances through the Amazon EC2
console.

Deploy IIS to a new or existing VPC (AWS CLI)

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

You can use the AWS Launch Wizard CreateDeployment APl operation to deploy IIS. To create a

deployment, you must provide values for various specifications. Specifications are a collection of
settings that define how your deployment should be created and configured. A workload will have
one or more deployment patterns with differing required and optional specifications.

If you want to use the Clone deployment action on your deployment, you must create your
deployment using the Launch Wizard console.
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Prerequisites for deploying IIS with the AWS CLI

Before deploying IIS with the AWS CLI, ensure you have met the following prerequisites:

« Install and configure the AWS CLI. For more information, see Install or update to the latest
version of the AWS CLI.

« Complete the steps in the previous section titled Set up. Some deployment patterns have
requirements that must be met for a deployment to be successful.

Create an IIS deployment with the AWS CLI

You can create a deployment for your IIS application using the CreateDeployment Launch Wizard
API operation.

To create a deployment for IIS using the AWS CLI

1. List the available workload names using the ListWorkloads Launch Wizard API operation.

The following example shows listing the available workloads:

aws launchwizard list-workloads --region us-east-1

{
"workloads": [

{
"displayName": "Remote Desktop Gateway",
"workloadName": "RDGW"

1,

{
"displayName": "MS SQL Server",
"workloadName": "SQL"

1,

{
"displayName": "SAP",
"workloadName": "SAP"

1,

{
"displayName": "Microsoft Active Directory",
"workloadName": "MicrosoftActiveDirectory"

}
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}

2. Specify the desired workload name with the ListWorkloadDeploymentPatterns operation to
describe the supported values for the deployment pattern names.

The following example lists the available workload patterns for a given workload:

aws launch-wizard list-workload-deployment-patterns --workload-name IIS --
region us-east-1

{
"workloadDeploymentPatterns": [
{
"deploymentPatternName": "IISExistingVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",
"status": "ACTIVE",
"workloadName": "IIS",
"workloadVersionName": "2024-05-03-00-00-00"
},
]
}

3. Use the workload and deployment pattern names you discovered with the
GetWorkloadDeploymentPattern operation to list the specification details.

The following example lists the workload specifications of a given workload and deployment

pattern:

aws launchwizard get-workload-deployment-pattern --workload-name IIS --deployment-
pattern-name IISExistingVpc --region us-east-1

{

"workloadDeploymentPattern": {
"deploymentPatternName": "IISExistingVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",
"specifications": [

{
"description": "Enter an SNS topic for AWS Launch Wizard to send
notifications and alerts.",
"name": "AWS:LaunchWizard:TopicAzrn",
"required": "No"
},
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"description": "When a deployment fails, your provisioned resources
will be deleted/rolled back by default. If deactivated, the provisioned resources
will be deleted when you delete your deployment from the Launch Wizard console.",

"name": "AWS:LaunchWizard:DisableRollbackFlag",

"required": "No"
},
{
"allowedValues": [
"true",
"false"
1,
"description": "Cloud Watch Application Insights monitoring",
"name": "SetupAppInsightsMonitoring",
"required": "Yes"
I

4. With the workload specifications retrieved, you must provide values for any specification name
with a required value of Yes. You can also provide any optional specifications you require for
your deployment. We recommend that you pass inputs to the specifications parameter for
your deployment as a file for easier usage.

Your JSON file's format should resemble the following:

{
"ExampleNamel": "ExampleValuel",
"ExampleName2": "ExampleValue2",
"ExampleName3": "ExampleValue3"
}

5. With the specifications file created, you can create a deployment for your chosen workload and
deployment pattern.

The following example creates a deployment with specifications defined in a file:

aws launch-wizard create-deployment --workload-name IIS --deployment-pattern-
name IISExistingVpc --name ExampleDeploymentName --region us-east-1 --
specifications file://specifications. json
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Post-deployment steps

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

The following are post-deployment steps for Internet Information Services (I1IS) with AWS Launch
Wizard.

Topics

« (Optional) Run Windows Updates

» Testing the deployment

« Connect to your Windows instances using SSM port forwarding sessions and RDP

(Optional) Run Windows Updates

To help ensure that the deployed servers' operating systems and installed applications have the
latest Microsoft updates, run Windows Update on each server.

Run Windows Updates on your RD Gateways using public IP addresses

To run Windows updates on the RD Gateways with their public IP addresses:

1. Identify the public IP addresses for the RD Gateways, from the Amazon EC2 console.

Use the public IP of the RD Gateway to connect to the instance.

On the taskbar, open the Start menu, and choose Settings.
In the Settings application, choose Update & Security

Choose Check for updates.

o v A WN

Install any updates, and restart if necessary.
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Run Windows Updates on your IIS servers by connecting through an RD Gateway
or public bastion

To run Windows updates on the IIS servers by connecting from within a public resource such as an
RD Gateway or bastion host:

1. Identify the public IP addresses for the public resource, and also the private IP addresses of the
IIS servers, from the Amazon EC2 console.

2. Use the public IP of the public resource to connect to the instance.

3. From within the RDP connection to the public resource, use the IIS server's private IP addresses
when creating subsequent RDP connections.

® Note

You will use the nested RDP session within the public resource to the IIS server for the
remaining steps.

. On the taskbar, open the Start menu, and choose Settings.
. In the Settings application, choose Update & Security

. Choose Check for updates.

N o o b

. Install any updates, and restart if necessary.

Testing the deployment

To test the deployment, ensure that your IP address being used is entered in the WebAccessCIDR
parameter. You can review previously entered Parameters for the Launch Wizard deployment

in the AWS CloudFormation console. Next, you can use a web browser to navigate to the URL of
the Application Load Balancer to confirm the test page is accessible. The URL can be found in the
Outputs of the AWS CloudFormation stack.
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=5 QWS

AWS QuickStart IIS Sample Webpage

Congratulations!

Your application 1s running on Amazon EC2

Connect to your Windows instances using SSM port forwarding sessions
and RDP

You can connect to your deployed resources by completing some prerequisites for Amazon EC2
Systems Manager and using a port forwarding session for the RDP connection. The port forwarding
method doesn't require bastion hosts, or for you to open inbound TCP 3389 connections to your

resources.
SSM port forwarding prerequisites

To run Windows updates on the servers with Amazon EC2 Systems Manager and port forwarding
for RDP sessions, the following prerequisites are required:

« The AWS Command Line Interface is installed on your computer opening the port forwarding

session.

« The AWS Command Line Interface (AWS CLI) is configured with security credentials for your AWS
account.

» The Session Manager plugin for AWS CLI is installed.

« The SSM Agent is installed on your EC2 instances.*

« An instance profile is attached which allows access to the Amazon EC2 Systems Manager API.*

* These prerequisites are completed automatically as part of the Launch Wizard deployment.
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Connect to your resources using SSM port forwarding sessions

The following steps use the AWS CLI to start an SSM Session Manager connection on a specified
Amazon EC2 instance and invoke the SSM document AWS-StartPortForwardingSession. This allows

an RDP connection from your computer to the target Amazon EC2 instance using the redirected
port.

1. You can locate instance IDs to connect to from the Amazon EC2 console, for example
i-1234567890abcdef0.

2. Run the following command in the AWS CLI by providing your target instance ID after the - -
target parameter, and a free local port on your computer for the localPortNumber

aws ssm start-session --target "your-instance-id" --
document-name AWS-StartPortForwardingSession --parameters
"portNumber"=["3389"], "localPortNumber"=["56788"]

" --document-name AWS-StartPortForwardingSession

3. When the session is established, open the Remote Desktop application, enter
localhost:56788, and choose Connect.

& Remote Desktop Connection — >

| Remote Desktop
») Connection

Computer: | ocalhost: 56738 -

|ser name:

You will be asked for credentials when you connect.

* | Show Qptions Help

4. Enter the credentials to the Amazon EC2 instance to log in. You can find more information on
retrieving the user name and password for your instance here.
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&> localhost:56738 - Rernote Desktop Connection

Micros...

5. When finished, you can exit the RDP session and end the AWS CLI session.

186590ce1809:~ nitikag$ aws ssm start-session --target i-083c6512298d12d0c --document-name AWS-StartPortForwardingSession --parameters "localPortNumber=55678,portNumber=3389"

Starting session with SessionId: Nitika-0c43f40e5f22f0336
Port 55678 opened for sessionId Nitika-0c43f40e5f22f0336.
Connection accepted for session Nitika-0c43f40e5f22f0336.

ACTerminate signal received, exiting.

Exiting session with sessionId: Nitika-0c43f40e5f22f0336.

Best practices for using Internet Information Services on AWS

(® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft

Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

For best practices and information to help you get the intended results from running Windows on
Amazon EC2, see the following sites:

o Best practices for Amazon EC2.

o |IS Best Practices
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¢ New Features Introduced in IS 10.0 Version 1709.

Troubleshoot AWS Launch Wizard for Internet Information
Services

® Note

End of support notice: On May 1, 2025, AWS Launch Wizard will discontinue support for
Amazon Elastic Kubernetes Service, Microsoft Internet Information Services, and Microsoft
Exchange Server. After May 1, 2025, you can no longer use AWS Launch Wizard to access
these workloads.

Each application in your account in the same AWS Region can be uniquely identified by the
application name specified at the time of a deployment. The application name can be used to view
the details related to the application launch.

For issues encountered after a successful deployment, see the Troubleshooting section of the
Internet Information Services on the AWS Cloud Quick Start deployment guide.

Contents

» Launch Wizard provisioning events

AWS CloudFormation stack

Application launch quotas

Enable termination protection

Errors

Launch Wizard provisioning events

Launch Wizard captures events from AWS CloudFormation to track the status of an ongoing
application deployment. If an application deployment fails, you can access the Launch Wizard
console to view the deployment events for this application by selecting Deployments from the
navigation pane. A failed event shows a status of Failed along with a failure message.
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AWS CloudFormation stack

Launch Wizard uses AWS CloudFormation to provision the infrastructure resources of an
application. You can view the status of these AWS CloudFormation stacks, and if any of the stacks
fail, you can view the cause of the failure. AWS CloudFormation stacks can be found in your
account using the AWS CloudFormation describe-stacks APl or by accessing the stack in the AWS

CloudFormation console. The following can be used with the describe-stacks API for the --
stack-name argument:

« Application resources

LaunchWizard-APPLICATION_NAME. This stack also has nested stacks for VPC, load balancer,
and bastion hosts, among other components.

Application launch quotas

Launch Wizard allows three active applications with the status of in progress at one time. The
combined maximum amount of in progress and completed active applications is 25 for any
given application type. If you want to increase this limit, contact Support.

Enable termination protection

If you encounter errors when you deploy Internet Information Services (11S) with Launch Wizard,
and the log information provided by Launch Wizard or AWS CloudFormation is not sufficient to
determine your issue, you must connect to the instance within the Amazon EC2 Auto Scaling

group to determine the cause of the failure. When you connect to an instance to troubleshoot
deployment failures, a common cause is the deployment scripts failing on the operating system.
The following error messages in AWS CloudFormation can indicate the deployment scripts failed:

Received 1 FAILURE signal(s) out of 1. Unable to satisfy 100%
MinSuccessfulInstancesPercent requirement

WaitCondition received failed message: ‘Error: Failed in function <script function
name>. Return code 1 , warnings: <any warnings>’ for uniqueld: <Resource/wait
condition name>

<Resource name> timed out. Failed to receive 1 resource signal(s) within the
specified duration
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Unparsable WaitCondition data

You can only connect to an EC2 instance if it is not terminated. Launch Wizard terminates instances
on stack creation failure by default. You can enable the Deactivate rollback on failed deployment
setting during deployment to prevent this behavior. If the setting was not enabled, you can still
prevent the instance from getting terminated by updating the termination settings of that instance
from the Amazon EC2 console before the AWS CloudFormation stack gets rolled back.

(® Note

When you enable Deactivate rollback on failed deployment, you continue to incur AWS
charges for the stack. Ensure that you delete the stack when you finish troubleshooting.

To find the EC2 instances from the Launch Wizard deployment

1. Access the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation.

2. Choose the AWS CloudFormation stack of the Launch Wizard deployment, and choose the
Resources tab.

Choose the resource with type AWS::AutoScaling::AutoScalingGroup.

4. Select the instance management tab. This page will have a link to the Amazon EC2 console,
which lists the instances in the Launch Wizard deployment.

You can update the termination settings to disable termination of the instances from the Amazon
EC2 console. From the Instances page, select an instance and choose Action > Instance Settings >
Change Termination Protection. Then choose Yes, Enable.

After you have determined the root cause, disable the termination protection before you delete the
deployment in Launch Wizard.

Errors
Your requested instance type is not supported in your requested Availability Zone

« Cause: This failure might occur while launching instances for the Launch Wizard deployment.

« Solution: You must choose a different Availability Zone and retry the deployment from the initial
page of the Launch Wizard console.
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EC2 instance stabilization error

« Cause: Failure can occur if an EC2 instance fails to stabilize. When this happens, the EC2 instance
is unable to communicate to the AWS CloudFormation service to signal completions, resulting in
WaitCondition errors.

« Solution: WaitCondition errors are often transient Amazon EC2 failures and retrying the
deployment may succeed. For additional assistance, contact Support.

Permission errors

« Cause: Insufficient AWS Identity and Access Management (IAM) permissions could be the cause
of various failures in the Launch Wizard deployment. Errors caused by insufficient permissions
may occur within the EC2 instances as scripts are run during the application deployment. Other
errors may return a verbose message indicating there are insufficient permissions similar to the
following:

User: arn:aws:iam::123456789098:user/test-user is not authorized to perform:
elasticloadbalancing:CreateTargetGroup on resource: arn:aws:elasticloadbalancing:us-
east-1:123456789098:targetgroup/myTargetGroup/*)

» Solution: Before deploying the Launch Wizard application, you must sign in to the AWS
Management Console with IAM permissions for the resources that Launch Wizard will deploy.
The AdministratorAccess managed policy within IAM provides sufficient permissions, although
your organization may choose to use a custom policy with more restrictions.
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AWS Launch Wizard for Remote Desktop Gateway

AWS Launch Wizard for Remote Desktop Gateway (RD Gateway) guides you through the sizing,
configuration, and deployment of RD Gateway on the AWS Cloud. RD Gateway uses the Remote
Desktop Protocol (RDP) over HTTPS to establish a secure, encrypted connection between remote
users and Amazon Elastic Compute Cloud instances running Windows, without needing to
configure a virtual private network (VPN). This helps reduce the attack surface on your Windows
instances while providing a remote administration solution for administrators.

Deployment options

This Launch Wizard application provides two deployment options:

» Deploy RD Gateway into a new VPC (end-to-end deployment). Builds a new AWS environment
consisting of a VPC, subnets, NAT gateways, security groups, and other infrastructure
components, and then deploys RD Gateway into this new VPC.

« Deploy RD Gateway into an existing VPC. Provisions standalone RD Gateway instances in your
existing AWS infrastructure.

AWS Launch Wizard provides separate templates for these two deployment types. You can also
configure CIDR blocks, instance types, and RD Gateway settings.

AWS Regions

Launch Wizard uses various AWS services during the provisioning of the application's environment.
Not every workload is supported in all AWS Regions. For a current list of Regions where the
workload can be provisioned, see AWS Launch Wizard workload availability.

Features

AWS Launch Wizard provides the following features:
» Simple application deployment

» Application Resource Groups for discoverability

« AWS resource selection
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e Cost estimation

« SNS notification

« Early input validation

Simple application deployment

AWS Launch Wizard makes it more efficient for you to deploy third-party applications on AWS,
such as Remote Desktop Gateway. When you input the application requirements, AWS Launch
Wizard deploys the necessary AWS resources for a production-ready application. This means that
you do not have to manage separate infrastructure pieces or spend as much time provisioning and
configuring your Remote Desktop Gateway application.

Application Resource Groups for discoverability

Launch Wizard creates a Resource Group for all of the AWS resources created for your Remote
Desktop Gateway application. You can manage the resources through the Amazon EC2 console

or with AWS Systems Manager. When you access Systems Manager through Launch Wizard, the
resources are automatically filtered for you based on your Resource Group. You can manage, patch,
and maintain your Remote Desktop Gateway applications in Systems Manager.

AWS resource selection

Launch Wizard considers performance, memory, bandwidth, and other application features to
determine the most appropriate instance type for your Remote Desktop Gateway application. You
can modify the recommended defaults.

Cost estimation

Launch Wizard provides a cost estimate for a complete deployment. The cost estimate is itemized
for each individual resource to deploy. The estimated cost automatically updates each time

you change a resource type configuration in the wizard. The provided estimates are for general
comparisons only. The estimates are based on On-Demand costs and actual costs may be lower.

SNS notification

You can provide an Amazon SNS topic so that Launch Wizard will send you notifications and alerts

about the status of a deployment.
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Early input validation

Launch Wizard performs the following resource limit validations at the AWS account level:

« VPC
« Internet gateway

o Number of AWS CloudFormation stacks

Components

An RD Gateway application deployed with Launch Wizard includes the following components:

A highly available architecture that spans two Availability Zones.

 In each public subnet, up to four RD Gateway instances in an Auto Scaling group to provide
secure remote access to instances in the private subnets. Each instance is assigned an Elastic IP
address so it's reachable directly from the internet.

« A Network Load Balancer to provide RDP access to the RD Gateway instances.

» A security group for Windows instances that will host the RD Gateway role, with an ingress rule
permitting TCP port 3389 from your administrator IP address. After deployment, you'll modify
the security group ingress rules to configure administrative access through TCP port 443 instead.

« An empty application tier for instances in private subnets. If more tiers are required, you can
create additional private subnets with unique CIDR ranges.

« AWS Systems Manager Parameter Store to securely store credentials used for accessing the RD
Gateway instances.

« AWS Systems Manager to automate the deployment of the RD Gateway Auto Scaling group.

« Self-signed SSL certificate and configuration of Remote Desktop Connection Authorization
Policies (RD CAPs) and RD Gateway.

» Resource Groups that contain all the resources created with Launch Wizard.

Additionally, a new VPC deployment includes the following components:

« A VPC configured with public and private subnets according to AWS best practices, to provide
you with your own virtual network on AWS.

« An internet gateway to allow access to the internet. This gateway is used by the RD Gateway
instances to send and receive traffic.
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« Managed network address translation (NAT) gateways to allow outbound internet access for
resources in the private subnets.
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Get Started with AWS Launch Wizard for Remote Desktop
Gateway
This section contains information to help you set up your environment to deploy RD Gateway with

Launch Wizard. When your environment is set up, you can deploy RD Gateway application with
Launch Wizard by following the steps and parameter specification details provided in this section.

Topics to help you get started:
Access AWS Launch Wizard

Specialized knowledge

Amazon Web Services account

Service Quotas

Amazon Elastic Compute Cloud key pairs
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o AWS Identity and Access Management permissions

Access AWS Launch Wizard

You can launch AWS Launch Wizard from the AWS Launch Wizard console located at https://
console.aws.amazon.com/launchwizard.

Specialized knowledge

This deployment requires a moderate level of familiarity with AWS services. If you're new to AWS,
see Getting Started Resource Center and AWS Training and Certification. These sites provide

materials for learning how to design, deploy, and operate your infrastructure and applications on
the AWS Cloud.

This Launch Wizard assumes familiarity with Remote Desktop Gateway.
Amazon Web Services account

Sign up for an AWS account
If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.
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Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2.  Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.
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Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Service Quotas

If necessary, request service quota increases for the following resources. You might need to request

increases if your existing deployment currently uses these resources and if this Launch Wizard
deployment could result in exceeding the default quotas. The Service Quotas console displays your
usage and quotas for some aspects of some services. For more information, see What is Service
Quotas? and AWS service quotas.

Existing VPC Service Quotas:

Resource Default quota This deployment uses
Elastic IP Addresses 5 per Region 2

AWS Identity and Access 300 per account 1

Management (IAM) security

groups

IAM roles 1,000 per account 1

Auto Scaling groups 200 per Region 1

Amazon EC2 On-Demand 5 per Region 1-4

Instances (Standard)

New VPC Service Quotas:
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Resource Default quota This deployment uses
VPCs 5 per Region 1

Elastic IP Addresses 5 per Region 2

Internet Gateway 5 per Region 1

AWS Identity and Access 300 per account 1

Management (IAM) security

groups

IAM roles 1,000 per account 1

Auto Scaling groups 200 per Region 1

Amazon EC2 On-Demand 5 per Region 1-4

Instances (Standard)

Amazon Elastic Compute Cloud key pairs

Ensure that at least one Amazon EC2 key pair exists in your AWS account in the Region where
you plan to deploy the Launch Wizard application. Note the key pair name because you will use it
during deployment. To create a key pair, see Amazon EC2 key pairs and EC2 instances.

For testing or proof-of-concept purposes, we recommend creating a new key pair instead of using
one that's already being used by a production instance.

AWS Identity and Access Management permissions

Before deploying the Launch Wizard application, you must sign in to the AWS Management

Console with IAM permissions for the resources that the templates deploy. The AdministratorAccess
managed policy within IAM provides sufficient permissions, although your organization may choose
to use a custom policy with more restrictions. For more information, see AWS managed policies for

job functions.
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Deploy standalone Remote Desktop Gateway into a new VPC

(Console)

The following steps guide you through a Remote Desktop Gateway deployment with AWS Launch
Wizard after you have launched it from the console.

1.

When you select Choose application from the AWS Launch Wizard landing page, you are
directed to the Choose application wizard where you are prompted to select the type of
application that you want to deploy.

Select Microsoft Remote Desktop Gateway, select Deploy into a new VPC, then select Create
deployment.

You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General

Deployment name. Enter a unique application name for your deployment.

Amazon Simple Notification Service (SNS) topic ARN — optional. Specify an Amazon
SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your EC2 Resources.

Network configuration

» Key pair name. Select an existing key pair from the dropdown list or create a new one. If

you select Create new key pair name, you are directed to the Amazon EC2 console. From
there, under Network and Security, choose Key Pairs. Choose Create a new key pair,
enter a name for the key pair, and then choose Download Key Pair.
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/A Important

This is the only opportunity for you to save the private key file. Download it and
save it in a safe place. You must provide the name of your key pair when you
launch an instance and provide the corresponding private key each time that you
connect to the instance. Return to the Launch Wizard console and choose the
refresh button next to the Key Pairs dropdown list. The newly created key pair
appears in the dropdown list. For more information about key pairs, see Amazon
EC2 Key Pairs and Windows Instances.

 Availability Zone (AZ) configuration: You must choose at least two Availability Zones.
Deployment will create a highly available architecture that spans these Availability Zones.

« VPC Settings: Launch Wizard creates your VPC in this case. The following shows Input
fields that define VPC configuration.

Parameter label (name) Default value Description

VPC tenancy default The allowed tenancy of
instances launched into
the VPC.

VPC CIDR 10.0.0.0/16 CIDR block for the VPC.

Private subnet 1 CIDR 10.0.0.0/19 CIDR block for private

subnet 1 located in
Availability Zone 1.

Private subnet 2 CIDR 10.0.32.0/19 CIDR block for private
subnet 2 located in
Availability Zone 2.

Public subnet 1 CIDR 10.0.128.0/20 CIDR Block for the public
DMZ subnet 1 located in
Availability Zone 1.
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Parameter label (name) Default value Description

Public subnet 2 CIDR 10.0.144.0/20 CIDR Block for the public
DMZ subnet 2 located in
Availability Zone 2.

Allowed Remote Desktop Requires input Allowed CIDR block

Gateway external access for external access to

CIDR the Remote Desktop
Gateways.

Microsoft Remote Desktop Gateway configuration

Parameter label (name) Default value Description

Number of RDGW hosts 1 Enter the number of
Remote Desktop Gateway
hosts to create.

Admin user name StackAdmin User name for the new
local administrator
account.

Admin password Requires input Password for the administr

ative account. Must be at
least 8 characters containin
g letters, numbers, and
symbols.

4. When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

5. After configuring your application, you are prompted to define the infrastructure requirements
for the new deployment on the Define infrastructure requirements page. The following tabs
provide information about the input fields.
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Compute

« Infrastructure requirements based on instance type. You can choose to select your
instances or use AWS recommended resources. If you choose to use AWS recommended
resources, you have the option of defining your performance needs. If no selections are
made, default values are assigned.

o Number of instance cores. Choose the number of CPU cores for your infrastructure. The
default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2 instances.
The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure requirements.

« Infrastructure requirements based on instance type. You can choose to select your
instance or use AWS recommended resources. If no selections are made, default values
are assigned.

 Instance type. Select your preferred instance type from the dropdown list.

6. When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

7. On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you of any issues you must address.

8. When validation is complete, Launch Wizard deploys your AWS resources and configures
your Microsoft Remote Desktop Gateway application. Launch Wizard provides you with
status updates about the progress of the deployment on the Deployments page. From the
Deployments page, you can view the list of current and previous deployments

9. When your deployment is ready, a notification informs you that your Remote Desktop
Gateway application is successfully deployed. If you have set up an Amazon SNS notification,
you are also alerted through Amazon SNS. To manage and access all of the resources related
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to your application, select the deployment, and from the Actions dropdown list, select
Manage.

10. When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.

Deploy standalone Remote Desktop Gateway into an existing
VPC (Console)

The following steps guide you through a Remote Desktop Gateway deployment with AWS Launch
Wizard after you have launched it from the console.

1. When you select Choose application from the AWS Launch Wizard landing page, you are
directed to the Choose application wizard where you are prompted to select the type of
application that you want to deploy.

2. Select Microsoft Remote Desktop Gateway, select Deploy into an existing VPC, then select
Create deployment.

3. You are prompted to enter the specifications for the new deployment. The following tabs
provide information about the specification fields of the deployment model.

General

« Deployment name. Enter a unique application name for your deployment.

« Amazon Simple Notification Service (SNS) topic ARN — optional. Specify an Amazon
SNS topic where AWS Launch Wizard can send notifications and alerts. For more
information, see the Amazon Simple Notification Service Developer Guide.

» Deactivate rollback on failed deployment. By default, if a deployment fails, your
provisioned resources will be deleted. You can enable this setting during deployment to
prevent this behavior.

» Tags - optional. Enter a key and value to assign metadata to your deployment. For help
with tagging, see Tagging Your Amazon EC2 Resources.

Network configuration

Key pair name. Select an existing key pair from the dropdown list or create a new one. If
you select Create new key pair name, you are directed to the Amazon EC2 console. From
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there, under Network and Security, choose Key Pairs. Choose Create a new key pair, enter
a name for the key pair, and then choose Download Key Pair.

/A Important

This is the only opportunity for you to save the private key file. Download it and
save it in a safe place. You must provide the name of your key pair when you launch
an instance and provide the corresponding private key each time that you connect
to the instance. Return to the Launch Wizard console and choose the refresh button
next to the Key Pairs dropdown list. The newly created key pair appears in the
dropdown list. For more information about key pairs, see Amazon EC2 Key Pairs and

Windows Instances.

VPC Settings:

» Select Virtual Private Cloud (VPC) option. Choose the VPC that you want to use from
the dropdown list. Your VPC must be associated at least two public subnets for HA
deployments.

To add a new public subnet

If a subnet's traffic is routed to an internet gateway, the subnet is known as a public
subnet. If, however, a subnet doesn't have a route to the internet gateway, the subnet is
known as a private subnet. To use an existing VPC that does not have a public subnet,
you can add a new public subnet using the following steps.

Follow the steps in Creating a Subnet in the Amazon VPC User Guide using the existing
VPC you intend to use AWS Launch Wizard.

To add an internet gateway to your VPC, follow the steps in Attaching an Internet

Gateway in the Amazon VPC User Guide.

To configure your subnets to route internet traffic through the internet gateway, follow
the steps in Creating a Custom Route Table in the Amazon VPC User Guide. Use IPv4
format (0.0.0.0/0) for Destination.

The public subnet should have the “auto-assign public IPv4 address” setting enabled.
To enable this setting, follow the steps in Modifying the Public IPv4 Addressing
Attribute for Your Subnet in the Amazon VPC User Guide.
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 Availability Zone (AZ) configuration: You must choose at least two Availability Zones.
The deployment will create a highly available architecture that spans these Availability
Zones.

« Allowed Remote Desktop Gateway external access CIDR: You must specify a CIDR block
for allowing external RDP access to the Remote Desktop Gateways on TCP port 3389.

Microsoft Remote Desktop Gateway configuration

Parameter label (name) Default value Description

Number of RDGW hosts 1 Enter the number of
Remote Desktop Gateway
hosts to create.

Admin user name StackAdmin User name for the new
local administrator
account.

Admin password Requires input Password for the administr
ative account. Must be at
least 8 characters containin
g letters, numbers, and
symbols.

4. When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

5. After configuring your application, you are prompted to define the infrastructure requirements
for the new deployment on the Define infrastructure requirements page. The following tabs
provide information about the input fields.

Compute

« Infrastructure requirements based on instance type. You can choose to select
your instances, or to use AWS recommended resources. If you choose to use AWS
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10.

recommended resources, you have the option of defining your performance needs. If no
selections are made, default values are assigned.

o Number of instance cores. Choose the number of CPU cores for your infrastructure. The
default value assigned is 4.

» Network performance. Choose your preferred network performance in Gbps.

« Memory (GB). Choose the amount of RAM that you want to attach to your EC2 instances.
The default value assigned is 4 GB.

« Recommended resources. Launch Wizard displays the system-recommended resources
based on your infrastructure selections. If you want to change the recommended
resources, select different infrastructure requirements.

« Infrastructure requirements based on instance type. You can choose to select your
instance or use AWS recommended resources. If no selections are made, default values
are assigned.

« Instance type. Select your preferred instance type from the dropdown list.

When you are satisfied with your infrastructure selections, select Next. If you don't want to
complete the configuration, select Cancel. When you select Cancel, all of the selections on
the specification page are lost and you are returned to the landing page. To go to the previous
screen, select Previous.

On the Review and deploy page, review your configuration details. If you want to make
changes, select Previous. To stop, select Cancel. When you select Cancel, all of the selections
on the specification page are lost and you are returned to the landing page. When you choose
Deploy, you agree to the terms of the Acknowledgment. Launch Wizard validates the inputs
and notifies you of any issues you must address.

When validation is complete, Launch Wizard deploys your AWS resources and configures
your Microsoft Remote Desktop Gateway application. Launch Wizard provides you with
status updates about the progress of the deployment on the Deployments page. From the
Deployments page, you can view the list of current and previous deployments

When your deployment is ready, a notification informs you that your Remote Desktop
Gateway application is successfully deployed. If you have set up an Amazon SNS notification,
you are also alerted through Amazon SNS. You can manage and access all of the resources
related to your application by selecting the deployment, and then selecting Manage from the
Actions dropdown list.

When the application is deployed, you can access your EC2 instances through the Amazon EC2
console.
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Deploy Remote Desktop Gateway to a new or existing VPC
(AWS CLI)

You can use the AWS Launch Wizard CreateDeployment APl operation to deploy Remote Desktop
Gateway. To create a deployment, you must provide values for various specifications. Specifications

are a collection of settings that define how your deployment should be created and configured.
A workload will have one or more deployment patterns with differing required and optional
specifications.

If you want to use the Clone deployment action on your deployment, you must create your
deployment using the Launch Wizard console.

Prerequisites for deploying Remote Desktop Gateway with the AWS CLI

Before deploying Remote Desktop Gateway with the AWS CLI, ensure you have met the following
prerequisites:

« Install and configure the AWS CLI. For more information, see Install or update to the latest
version of the AWS CLI.

« Complete the steps in the previous section titled Set up. Some deployment patterns have
requirements that must be met for a deployment to be successful.

Create a Remote Desktop Gateway deployment with the AWS CLI

You can create a deployment for your Remote Desktop Gateway application using the
CreateDeployment Launch Wizard APl operation.

To create a deployment for Remote Desktop Gateway using the AWS CLI

1. List the available workload names using the ListWorkloads Launch Wizard API operation.

The following example shows listing the available workloads:

aws launchwizard list-workloads --region us-east-1

{
"workloads": [
{
"displayName": "Remote Desktop Gateway",
"workloadName": "RDGW"
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},
{
"displayName": "MS SQL Server",
"workloadName": "SQL"
},
{
"displayName": "SAP",
"workloadName": "SAP"
},
{
"displayName": "Microsoft Active Directory",
"workloadName": "MicrosoftActiveDirectory"
}

2. Specify the desired workload name with the ListWorkloadDeploymentPatterns operation to
describe the supported values for the deployment pattern names.

The following example lists the available workload patterns for a given workload:

aws launch-wizard list-workload-deployment-patterns --workload-name RDGW --
region us-east-1

{
"workloadDeploymentPatterns": [
{
"deploymentPatternName": "RDGWExistingVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",
"status": "ACTIVE",
"workloadName": "RDGW",
"workloadVersionName": "2024-05-03-00-00-00"
.
]
}

3. Use the workload and deployment pattern names you discovered with the
GetWorkloadDeploymentPattern operation to list the specification details.

The following example lists the workload specifications of a given workload and deployment
pattern:
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aws launchwizard get-workload-deployment-pattern --workload-name RDGW --deployment-
pattern-name RDGWExistingVpc --region us-east-1

{
"workloadDeploymentPattern": {
"deploymentPatternName": "RDGWExistingVpc",
"description": "Example description.",
"displayName": "ExampleDisplayName",
"specifications": [
{
"description": "Enter an SNS topic for AWS Launch Wizard to send
notifications and alerts.",
"name": "AWS:LaunchWizard:TopicAzrn",
"required": "No"
1,
{
"description": "When a deployment fails, your provisioned resources

will be deleted/rolled back by default. If deactivated, the provisioned resources
will be deleted when you delete your deployment from the Launch Wizard console.",
"name": "AWS:LaunchWizard:DisableRollbackFlag",

"required": "No"
I
{
"allowedValues": [
"true",
"false"
1,
"description": "Cloud Watch Application Insights monitoring",
"name": "SetupAppInsightsMonitoring",
"required": "Yes"
1,

4. With the workload specifications retrieved, you must provide values for any specification name
with a required value of Yes. You can also provide any optional specifications you require for
your deployment. We recommend that you pass inputs to the specifications parameter for
your deployment as a file for easier usage.

Your JSON file's format should resemble the following:
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{
"ExampleNamel": "ExampleValuel",
"ExampleName2": "ExampleValue2",
"ExampleName3": "ExampleValue3"
}
5. With the specifications file created, you can create a deployment for your chosen workload and
deployment pattern.
The following example creates a deployment with specifications defined in a file:
aws launch-wizard create-deployment --workload-name RDGW --deployment-pattern-
name RDGWExistingVpc --name ExampleDeploymentName --region us-east-1 --
specifications file://specifications. json
Post-deployment steps

The following are the recommended post-deployment steps for Remote Desktop Gateway on AWS.

Topics

Complete the configuration of your AWS environment

Install the root certificate

Configure the Remote Desktop Connection Client

Run Windows Updates

Complete the configuration of your AWS environment

After AWS Launch Wizard finishes the application deployment, follow these steps:

1.

Create security groups for your Windows instances that will be located in private VPC subnets.
Create an ingress rule permitting TCP port 3389 from the RD Gateway security group, CIDR
range, or IP address. Associate these groups with instances as they are launched into the
private subnets.

Make sure that your administrative clients can resolve the name for the RD Gateway endpoint
(for example, win-1a2b3c4d5e6.example. com). You can create an A (Host) record in DNS
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that maps the FQDN to the RD gateway’s Elastic IP or public IP address. For testing purposes,
you can configure this mapping in the local host's file on the machine.

Configure administrative clients with the proper configuration settings. This includes installing
the root certificate from each RD Gateway server on the client machines (see the next section
for instructions). When you use the CloudFormation templates, the default location for the
root certificate will be c:\servername.cer on each RD Gateway server.

Modify the RD Gateway security group. Remove the ingress rule permitting TCP port 3389.
Create a new ingress rule permitting TCP port 443 from your administrator’s IP address.

Make sure that instances in private subnets are associated with a security group containing
ingress rules permitting the RD Gateway server IP address to connect through TCP port 3389.

Configure the Remote Desktop connection for administrative clients, as described later in this
section.

Install the root certificate

This Launch Wizard deployment implements a self-signed certificate on the RD gateway instances.

After deployment, you must install the root certificate on your administrative clients before

you configure the RDP client to connect to your RD gateway instances. The root certificate will

automatically be stored as c:\servername.cer.

To distribute this file to administrator workstations and install it, follow these steps:

@ N O U A W DN =

o

10.
11.
12.

Open a Command Prompt window using administrative credentials.

Type mmc and press Enter.

In the Console Root window, on the File menu, choose Add/Remove Snap In.

In the Add Standalone Snap-in dialog box, choose Certificates, and then choose Add.
In the Certificates snap-in dialog box, choose Computer account, and then choose Next.
In the Select Computer dialog box, choose Finish.

In the Add Standalone Snap-in dialog box, choose Close.

On the Add/Remove Snap-in dialog box, choose OK.

In the Console Root window, expand Certificates (Local Computer).

Under Certificates (Local Computer), expand Trusted Root Certification Authorities.
Open the context (right-click) window for Certificates, and choose All Tasks > Import.

Navigate to the root certificate (e.g., RDGW1. cer) to complete the installation.
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® Note

The root certificate will be stored as c:\servername.cer on each RD gateway when
deploying servers using the CloudFormation templates.

Configure the Remote Desktop Connection Client

1. Start the Remote Desktop Connection client.

2. In the computer name field, type the name or IP address of the Windows instance you want to
connect to. Keep in mind that this instance needs to be reachable only from the RD gateway,
not from the client machine.

) Remote Desktop Connection =

| Remote Desktop
"¢ Connection

Computer: 1] v
Username: Mone specified

ou will be asked for credentials when you connect.

¥ Show Options Help

3. Choose Show Options. On the Advanced tab, choose Settings.

4. Choose Use these RD Gateway server settings. For server name, specify the FQDN of the RD
gateway. If the RD gateway and the server you want to connect to are in the same domain,
choose Use my RD Gateway credentials for the remote computer, and then choose OK.
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e RD Gateway Server Settings

| Remote Desktop
~>¢) Connection

Connection settings

() Automatically detect RD Gateway server settings
(@) Use these RD Gateway server settings:

Server name: rdgw1 example.com
Logon method: Allow me to select later v

Bypass RO Gateway server for local addresses

() Do nat use an RD Gateway server

Logon settings
|ser name: Mone specified

You will be asked for credentials when you connect to this RD
Gateway server.

lUse my RD Gateway credentials for the remote computer

(® Note

The FQDN server name of the RD Gateway host must match the certificate and the
DNS record (or local HOSTS file entry). Otherwise, the secure connection will generate
warnings and might fail.

5. Enter your credentials, and then choose OK to connect to the server. You can supply the
same set of credentials for the RD gateway and the destination server, as shown. If your
servers are not joined to the domain, you will need to authenticate twice: once for the RD
gateway and once for the destination server. If your servers aren’t joined to the domain, when
prompted for the RD Gateway server credentials, provide the Admin User Name and Admin
Password credentials you set in when you deployed with Launch Wizard. Check the Remember
my credentials box. (Otherwise, if you're connecting from a Windows computer, you'll get
prompted for your credentials repeatedly, and will be blocked from entering your remote
computer credentials.)
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Windows Security

Enter your credentials

These credentials will be used to connect to the following computers:

1. rdgwl.example.com (RD Gateway server)
2, 10,0.2.10 {remote computer)

| stackadmin@example.com |

& B —

Domain: example.com

[ ] Remember my credentials

Cancel

Run Windows Updates

In order to ensure the deployed servers' operating systems and installed applications have the

latest Microsoft updates, run Windows Update on each server.

1. Create an RDP session to the Remote Desktop Gateway server(s).

Open the Settings application.

2

3. Open Update & Security.
4. Click Check for updates.
5

Install any updates and reboot if necessary.

Best practices

The following are the recommended best practices for using Remote Desktop Gateway on AWS.

Topics

» The Principle of Least Privilege

« VPC Configuration

Run Windows Updates
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« Network Access Control Lists

» Security groups

« Initial Remote Administration Architecture

e SSL Certificates

« Connection and Resource Authorization Policies

The Principle of Least Privilege

When considering remote administrative access to your environment, it is important to follow the
principle of least privilege. This principle refers to users having the fewest possible permissions
necessary to perform their job functions. This helps reduce the attack surface of your environment,
making it much harder for an adversary to exploit. An attack surface can be defined as the set of
exploitable vulnerabilities in your environment, including the network, software, and users who are
involved in the ongoing operation of the system.

Following the principle of least privilege, we recommend reducing the attack surface of your
environment by exposing the absolute minimal set of ports to the network while also restricting
the source network or IP address that will have access to your Amazon Elastic Compute Cloud
instances.

In addition to the functionality that exists in the Windows platform, there are several AWS
capabilities to help you implement the principle of least privilege, such as subnets, security groups,
and trusted ingress CIDR blocks.

VPC Configuration

Amazon Virtual Private Cloud (Amazon VPC) lets you provision a private, isolated section of the
AWS Cloud where you can launch AWS resources in a virtual network that you define. With Amazon
VPC, you can define a virtual network topology closely resembling a traditional network that

you might operate on your own premises. You control your virtual networking environment. This
includes the selection of your own IP address range, creation of subnets, and configuration of route
tables and network gateways.

When deploying Windows architecture on the AWS Cloud, we recommend a VPC configuration
that supports the following requirements:

 Place critical workloads in a minimum of two Availability Zones to provide high availability.
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» Place instances into individual tiers. For example, in a Microsoft SharePoint deployment, you
should have separate tiers for web servers, application servers, database servers, and domain
controllers. Traffic between these groups can be controlled to adhere to the principle of least
privilege.

» Deploy RD Gateways into public subnets in each Availability Zone for remote administration.
Other components, such as reverse proxy servers, can also be placed into these public subnets if
needed.

Network Access Control Lists

A network access control list (ACL) is a set of permissions that you can attach to any network
subnet in a VPC to provide stateless filtering of traffic. You can use network ACLs for inbound or
outbound traffic, as they provide an effective way to place a CIDR block or individual IP addresses
on a deny list. These ACLs can contain ordered rules to allow or deny traffic based on IP protocol,
service port, or source or destination IP address. The following image shows the default ACL
configuration for a VPC subnet, which is also used by this Launch Wizard deployment:

Metwork ACL: Default {replace)
Inbound:
e e T
0.0.0.0/0 ALLOW
* AlLL AlLL 0.0.0.0/0 DEMY
Outbound:
L e e T
0.0.0.0/0 ALLOW
* AlLL ALl 0.0.0.0/0 DEMY

You can keep the default network ACL configuration, or you can configure more specific rules

to restrict traffic between subnets at the network level. For example, you could set a rule that
would allow inbound administrative traffic on TCP port 3389 from a specific set of IP addresses. In
either case, you must implement security group rules to permit access from users connecting to RD
Gateways and between tiered groups of Amazon EC2 instances.
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Security groups

All instances are required to belong to one or more security groups. Security groups allow you to
set policies to control open ports and provide isolation between application tiers. In a VPC, every
instance runs behind a stateful firewall with all ports closed by default. The security group contains
rules responsible for opening inbound and outbound ports on that firewall. While security groups
act as an instance-level firewall, they can also be associated with multiple instances, providing
isolation between application tiers in your environment. For example, you can create a security
group for all your web servers that will allow traffic on TCP port 3389, but only from members

of the security group containing your RD Gateway servers. The following diagram illustrates this
configuration:
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Notice that inbound connections from the internet are only permitted over TCP port 443 to the
RD Gateways. The RD Gateways have an Elastic IP address assigned and have direct access to the
internet. The remaining Windows instances are deployed into private subnets and are assigned
private IP addresses only. Security group rules allow only the RD Gateways to initiate inbound
connections for remote administration to TCP port 3389 for instances in the private subnets.

In this architecture, RDP connections are established over HTTPS to the RD Gateway and proxied
to backend instances on the standard RDP TCP port 3389. This configuration helps you reduce the
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attack surface on your Windows instances while allowing administrators to establish connections
to all your instances through a single gateway.

It's possible to provide remote administrative access to all your Windows instances through one
RD Gateway, but we recommend placing gateways in each Availability Zone for redundancy. This
Launch Wizard deployment implements this best practice for you.

Initial Remote Administration Architecture

In an initial RD Gateway configuration, the servers in the public subnet will need an inbound
security group rule permitting TCP port 3389 from the administrator’s source IP address or subnet.
Windows instances sitting behind the RD Gateway in a private subnet will be in their own isolated
tier. For example, a group of web server instances in a private subnet may be associated with their
own web tier security group. This security group will need an inbound rule allowing connections
from the RD Gateway on TCP port 3389.

Using this architecture, an administrator can use a traditional RDP connection to an RD Gateway
to configure the local server. The RD Gateway can also be used as a bastion host (jump box).

This means that when an RDP connection is established to the desktop of the RD Gateway, an
administrator can start a new RDP client session to initiate a connection to an instance in a private
subnet, as illustrated in the following diagram:
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Although this architecture works well for initial administration, it is not recommended for the long

term. To further secure connections and reduce the number of RDP sessions required to administer
the servers in the private subnets, the inbound rule should be changed to permit TCP port 443. The
RD Gateway service should be installed and configured with an SSL certificate and Remote Desktop
Connection Authorization Policies (RD CAP).

This Launch Wizard deployment sets up a standard TCP port 3389 connection from the
administrator's IP address. You must follow the post-deployment steps to modify the security
group for RD Gateway to use a single inbound rule permitting TCP port 443. This modification

will allow a Transport Layer Security (TLS) encrypted RDP connection to be proxied through the
gateway over TCP port 443 directly to one or more Windows instances in private subnets on TCP
port 3389. This configuration increases the security of the connection and also prevents the need
to initiate an RDP session to the desktop of the RD Gateway. The following diagram illustrates this
configuration:
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SSL Certificates

The RD Gateway role uses Transport Layer Security (TLS) to encrypt communications over
the internet between administrators and gateway servers. To support TLS, a valid X.509 SSL
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certificate must be installed on each RD Gateway. Certificates can be acquired in a number of
ways, including:

» Your own PKI infrastructure, such as a Microsoft Enterprise Certificate Authority (CA)
 Certificates issued by a public CA, such as Verisign or Digicert

» Self-signed certificates

For smaller test environments, implementing a self-signed certificate is a straightforward
process that helps you get up and running quickly. This Launch Wizard deployment automatically
generates a self-signed certificate for RD Gateway.

However