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What is AWS loT?

AWS loT provides the cloud services that connect your IoT devices to other devices and AWS cloud
services. AWS loT provides device software that can help you integrate your loT devices into AWS
loT-based solutions. If your devices can connect to AWS loT, AWS loT can connect them to the
cloud services that AWS provides.

For a hands-on introduction to AWS loT, visit Get started tutorials.
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With AWS IoT, you can select the most appropriate and up-to-date technologies for your solution.
To help you manage and support your loT devices in the field, AWS IoT Core supports these
protocols:

MQTT (Message Queuing and Telemetry Transport)

MQTT over WSS (Websockets Secure)

HTTPS (Hypertext Transfer Protocol - Secure)

LoRaWAN (Long Range Wide Area Network)

The AWS IoT Core message broker supports devices and clients that use MQTT and MQTT over WSS
protocols to publish and subscribe to messages. It also supports devices and clients that use the
HTTPS protocol to publish messages.
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AWS loT Core for LoRaWAN helps you connect and manage wireless LoRaWAN (low-power long-
range Wide Area Network) devices. AWS loT Core for LoRaWAN replaces the need for you to
develop and operate a LoRaWAN Network Server (LNS).

If you don't require AWS loT features such as device communications, rules, or jobs, see AWS
Messaging for information about other AWS loT messaging services that might better fit your
requirements.

How your devices and apps access AWS loT

AWS loT provides the following interfaces for AWS loT tutorials:

o AWS loT Device SDKs—Build applications on your devices that send messages to and receive
messages from AWS loT. For more information, see AWS loT Device SDKs, Mobile SDKs, and AWS
loT Device Client.

« AWS loT Core for LoORaWAN—Connect and manage your long range WAN (LoRaWAN) devices
and gateways by using AWS IoT Core for LoRaWAN.

« AWS Command Line Interface (AWS CLI)—Run commands for AWS loT on Windows, macOS,
and Linux. These commands allow you to create and manage thing objects, certificates, rules,
jobs, and policies. To get started, see the AWS Command Line Interface User Guide. For more
information about the commands for AWS IoT, see iot in the AWS CLI Command Reference.

o AWS loT API—Build your loT applications using HTTP or HTTPS requests. These API actions
allow you to programmatically create and manage thing objects, certificates, rules, and policies.
For more information about the API actions for AWS loT, see Actions in the AWS loT API
Reference.

o AWS SDKs—-Build your loT applications using language-specific APIs. These SDKs wrap the
HTTP/HTTPS API and allow you to program in any of the supported languages. For more
information, see AWS SDKs and Tools.

You can also access AWS loT through the AWS loT console, which provides a graphical user
interface (GUI) through which you can configure and manage the thing objects, certificates, rules,
jobs, policies, and other elements of your loT solutions.

What AWS loT can do

This topic describes some of the solutions that you might need that AWS loT supports.
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loT in Industry

These are some examples of AWS loT solutions for industrial use cases that apply loT technologies

to improve the performance and productivity of industrial processes.

Solutions for industrial use cases

« Use AWS loT to build predictive quality models in industrial operations

See how AWS loT can collect and analyze data from industrial operations to build predictive

quality models. Learn more

« Use AWS loT to support predictive maintenance in industrial operations

See how AWS loT can help plan preventive maintenance to reduce unplanned downtime. Learn

more

loT in Home automation

ﬁggf B

These are some examples of AWS loT solutions for home automation use cases that apply loT
technologies to build scalable IoT applications that automate household activities using connected

home devices.

Solutions for home automation

« Use AWS loT in your connected home

loT in Industry
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See how AWS loT can provide integrated home automation solutions.

» Use AWS loT to provide home security and monitoring

See how AWS loT can apply machine learning and edge computing to your home automation
solution.

For a list of solutions for industrial, consumer, and commercial use cases, see the AWS loT Solution
Repository.

How AWS loT works

AWS IoT provides cloud services and device support that you can use to implement IoT solutions.
AWS provides many cloud services to support loT-based applications. So to help you understand
where to start, this section provides a diagram and definition of essential concepts to introduce you
to the loT universe.

The loT universe

In general, the Internet of Things (loT) consists of the key components shown in this diagram.

How AWS loT works 4
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loT devices at home
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loT devices at work Cloud services
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Apps

Apps

Apps give end users access to loT devices and the features provided by the cloud services to which
those devices are connected.

Cloud services

Cloud services are distributed, large-scale data storage and processing services that are connected
to the internet. Examples include:

 loT connection and management services

AWS IoT is an example of an loT connection and management service.
« Compute services, such as Amazon Elastic Compute Cloud and AWS Lambda

« Database services, such as Amazon DynamoDB

The loT universe 5
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Communications

Devices communicate with cloud services by using various technologies and protocols. Examples
include:

Wi-Fi/Broadband internet

Broadband cellular data

Narrow-band cellular data

Long-range Wide Area Network (LoRaWAN)

Proprietary RF communications

Devices

A device is a type of hardware that manages interfaces and communications. Devices are usually
located in close proximity to the real-world interfaces they monitor and control. Devices can
include computing and storage resources, such as microcontrollers, CPU, memory. Examples
include:

« Raspberry Pi

e Arduino

» Voice-interface assistants

« LoRaWAN and devices

« Amazon Sidewalk devices

o Custom loT devices

Interfaces
An interface is a component that connects a device to the physical world.
» User interfaces

Components that allow devices and users to communicate with each other.

 Input interfaces

Enable a user to communicate with a device

The loT universe 6
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Examples: keypad, button

o Output interfaces
Enable a device to communicate with a user

Examples: Alpha-numeric display, graphical display, indicator light, alarm bell

e Sensors

Input components that measure or sense something in the outside world in a way that a device
understands. Examples include:

« Temperature sensor (converts temperature to an analog or digital signal)

« Humidity sensor (converts relative humidity to an analog or digital signal)
« Analog to digital convertor (converts an analog voltage to a numeric value)
« Ultrasonic distance measuring unit (converts a distance to a numeric value)
» Optical sensor (converts a light level to a numeric value)

« Camera (converts image data to digital data)

e Actuators

Output components that the device can use to control something in the outside world. Examples
include:

» Stepper motors (convert electric signals to movement)

» Relays (control high electric voltages and currents)

AWS loT services overview

In the loT universe, AWS loT provides the services that support the devices that interact with the
world and the data that passes between them and AWS loT. AWS loT is made up of the services
that are shown in this illustration to support your loT solution.

AWS |oT services overview 7



AWS loT Core Developer Guide

AWS loT Architecture

Amazon Kinesis Video Streams %;;E AWS loT Analytics

Data services AWS loT Events

AWS IoT FleetWise
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AWS loT Device Advisor

AWS loT Device Mgmt

AWS loT Device Tester

Device software AWS loT ExpressLink {3 AWS loT Greengrass

FreeRTOS

AWS laT SiteWise

AWS loT Core
Control services

AWS loT Device Defender

AWS loT Device SDKs
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AWS loT device software
AWS loT provides this software to support your loT devices.
AWS loT Device SDKs

The AWS IoT Device and Mobile SDKs help you efficiently connect your devices to AWS IoT. The
AWS IloT Device and Mobile SDKs include open-source libraries, developer guides with samples,

and porting guides so that you can build innovative loT products or solutions on your choice of
hardware platforms.

AWS loT Device Tester

AWS loT Device Tester for FreeRTOS and AWS loT Greengrass is a test automation tool for
microcontrollers. AWS loT Device Tester tests your device to determine if it will run FreeRTOS or
AWS IoT Greengrass and interoperate with AWS loT services.

AWS loT ExpressLink

AWS loT ExpressLink powers a range of hardware modules developed and offered by AWS
Partners. The connectivity modules include AWS-validated software, making it faster and easier
for you to securely connect devices to the cloud and seamlessly integrate with a range of AWS

AWS loT services overview 8
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services. For more information, visit the AWS loT ExpressLink overview page or see the AWS loT

ExpressLink Programmer's Guide.

AWS loT Greengrass

AWS loT Greengrass extends AWS loT to edge devices so they can act locally on the data they
generate, run predictions based on machine learning models, and filter and aggregate device

data. AWS loT Greengrass enables your devices to collect and analyze data closer to where that
data is generated, react autonomously to local events, and communicate securely with other
devices on the local network. You can use AWS loT Greengrass to build edge applications using
pre-built software modules, called components, that can connect your edge devices to AWS
services or third-party services.

FreeRTOS

FreeRTOS is an open source, real-time operating system for microcontrollers that lets you
include small, low-power edge devices in your loT solution. FreeRTOS includes a kernel and

a growing set of software libraries that support many applications. FreeRTOS systems can
securely connect your small, low-power devices to AWS loT and support more powerful edge
devices running AWS loT Greengrass.

AWS loT control services

Connect to the following AWS IoT services to manage the devices in your loT solution.

AWS loT Core

AWS loT Core is a managed cloud service that enables connected devices to securely interact

with cloud applications and other devices. AWS IoT Core can support many devices and
messages, and it can process and route those messages to AWS loT endpoints and other
devices. With AWS loT Core, your applications can interact with all of your devices even when
they aren't connected.

AWS loT Core Device Advisor

AWS loT Core Device Advisor is a cloud-based, fully managed test capability for validating loT
devices during device software development. Device Advisor provides pre-built tests that you
can use to validate loT devices for reliable and secure connectivity with AWS loT Core, before
deploying devices to production.

AWS loT services overview
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AWS loT Device Defender

AWS loT Device Defender helps you secure your fleet of loT devices. AWS loT Device Defender
continuously audits your loT configurations to make sure that they aren’t deviating from
security best practices. AWS loT Device Defender sends an alert when it detects any gaps in your
loT configuration that might create a security risk, such as identity certificates being shared
across multiple devices or a device with a revoked identity certificate trying to connect to AWS
loT Core.

AWS loT Device Management

AWS loT Device Management services help you track, monitor, and manage the plethora of
connected devices that make up your device fleets. AWS loT Device Management services help
you ensure that your loT devices work properly and securely after they have been deployed.
They also provide secure tunneling to access your devices, monitor their health, detect and
remotely troubleshoot problems, as well as services to manage device software and firmware
updates.

AWS loT data services

Analyze the data from the devices in your loT solution and take appropriate action by using the
following AWS loT services.

Amazon Kinesis Video Streams

Amazon Kinesis Video Streams allows you to stream live video from devices to the AWS Cloud,
where it is durably stored, encrypted, and indexed, allowing you to access your data through
easy-to-use APlIs. You can use Amazon Kinesis Video Streams to capture massive amounts of
live video data from millions of sources, including smartphones, security cameras, webcams,
cameras embedded in cars, drones, and other sources. Amazon Kinesis Video Streams enables
you to play back video for live and on-demand viewing, and quickly build applications that
take advantage of computer vision and video analytics through integration with Amazon
Rekognition Video, and libraries for ML frameworks. You can also send non-video time-
serialized data such as audio data, thermal imagery, depth data, RADAR data, and more.

Amazon Kinesis Video Streams with WebRTC

Amazon Kinesis Video Streams with WebRTC provides a standards-compliant WebRTC
implementation as a fully managed capability. You can use Amazon Kinesis Video Streams with
WebRTC to securely live stream media or perform two-way audio or video interaction between

AWS loT services overview 10


https://docs.aws.amazon.com/iot-device-defender/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/iot-core/
https://docs.aws.amazon.com/iot-device-management/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/what-is-kvswebrtc.html

AWS loT Core Developer Guide

any camera loT device and WebRTC-compliant mobile or web players. As a fully managed
capability, you don't have to build, operate, or scale any WebRTC-related cloud infrastructure,
such as signaling or media relay servers to securely stream media across applications and
devices. Using Amazon Kinesis Video Streams with WebRTC, you can easily build applications for
live peer-to-peer media streaming, or real-time audio or video interactivity between camera loT
devices, web browsers, and mobile devices for a variety of use cases.

AWS loT Analytics

AWS loT Analytics lets you efficiently run and operationalize sophisticated analytics on massive
volumes of unstructured loT data. AWS loT Analytics automates each difficult step that is
required to analyze data from loT devices. AWS loT Analytics filters, transforms, and enriches
loT data before storing it in a time-series data store for analysis. You can analyze your data by
running one-time or scheduled queries using the built-in SQL query engine or machine learning.

AWS loT Events

AWS loT Events detects and responds to events from loT sensors and applications. Events are
patterns of data that identify more complicated circumstances than expected, such as motion
detectors using movement signals to activate lights and security cameras. AWS loT Events
continuously monitors data from multiple loT sensors and applications, and integrates with
other services, such as AWS loT Core, loT SiteWise, DynamoDB, and others to enable early
detection and unique insights.

AWS loT FleetWise

AWS loT FleetWise is a managed service that you can use to collect and transfer vehicle data

to the cloud in near-real time. With AWS loT FleetWise, you can easily collect and organize

data from vehicles that use different protocols and data formats. AWS loT FleetWise helps to
transform low-level messages into human-readable values and standardize the data format in
the cloud for data analyses. You can also define data collection schemes to control what data to
collect in vehicles and when to transfer it to the cloud.

AWS loT SiteWise

AWS loT SiteWise collects, stores, organizes, and monitors data passed from industrial
equipment by MQTT messages or APIs at scale by providing software that runs on a gateway in
your facilities. The gateway securely connects to your on-premises data servers and automates
the process of collecting and organizing the data and sending it to the AWS Cloud.

AWS loT services overview 11
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AWS loT TwinMaker

AWS loT TwinMaker builds operational digital twins of physical and digital systems. AWS loT
TwinMaker creates digital visualizations using measurements and analysis from a variety of

real-world sensors, cameras, and enterprise applications to help you keep track of your physical
factory, building, or industrial plant. You can use real-world data to monitor operations,
diagnose and correct errors, and optimize operations.

AWS loT Core services

AWS loT Core provides the services that connect your loT devices to the AWS Cloud so that other
cloud services and applications can interact with your internet-connected devices.

” - Amazon DynamoDB
Rules
i Message engine
Devices o broker g 4 > Amazon Kinesis
>
P Device
Thing SDK "l shadows A AWS Lambda
- :
A Amazon 53
v v v
T | Security and identity R
applications |« g
| Amazon 505
AWSE SDK

The next section describes each of the AWS loT Core services shown in the illustration.
AWS loT Core messaging services

The AWS IoT Core connectivity services provide secure communication with the loT devices and
manage the messages that pass between them and AWS IoT.

Device gateway

Enables devices to securely and efficiently communicate with AWS loT. Device communication is
secured by secure protocols that use X.509 certificates.

AWS loT Core services 12
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Message broker

Provides a secure mechanism for devices and AWS loT applications to publish and receive
messages from each other. You can use either the MQTT protocol directly or MQTT over
WebSocket to publish and subscribe. For more information about the protocols that AWS loT
supports, see the section called “Device communication protocols”. Devices and clients can also
use the HTTP REST interface to publish data to the message broker.

The message broker distributes device data to devices that have subscribed to it and to other
AWS IloT Core services, such as the Device Shadow service and the rules engine.

AWS loT Core for LoRaWAN

AWS loT Core for LoORaWAN makes it possible to set up a private LoRaWAN network by
connecting your LoRaWAN devices and gateways to AWS without the need to develop and
operate a LORAWAN Network Server (LNS). Messages received from LoRaWAN devices are sent
to the rules engine where they can be formatted and sent to other AWS loT services.

Rules engine

The Rules engine connects data from the message broker to other AWS loT services for storage
and additional processing. For example, you can insert, update, or query a DynamoDB table

or invoke a Lambda function based on an expression that you defined in the Rules engine.

You can use an SQL-based language to select data from message payloads, and then process
and send the data to other services, such as Amazon Simple Storage Service (Amazon S3),
Amazon DynamoDB, and AWS Lambda. You can also create rules that republish messages to the
message broker and on to other subscribers. For more information, see Rules for AWS loT.

AWS loT Core control services
The AWS loT Core control services provide device security, management, and registration features.
Custom Authentication service

You can define custom authorizers that allow you to manage your own authentication and
authorization strategy using a custom authentication service and a Lambda function. Custom
authorizers allow AWS loT to authenticate your devices and authorize operations using bearer
token authentication and authorization strategies.

Custom authorizers can implement various authentication strategies; for example, JSON Web
Token verification or OAuth provider callout. They must return policy documents that are
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used by the device gateway to authorize MQTT operations. For more information, see Custom
authentication and authorization.

Device Provisioning service

Allows you to provision devices using a template that describes the resources required for your
device: a thing object, a certificate, and one or more policies. A thing object is an entry in the
registry that contains attributes that describe a device. Devices use certificates to authenticate
with AWS IoT. Policies determine which operations a device can perform in AWS loT.

The templates contain variables that are replaced by values in a dictionary (map). You can
use the same template to provision multiple devices just by passing in different values for the
template variables in the dictionary. For more information, see Device provisioning.

Group registry

Groups allow you to manage several devices at once by categorizing them into groups. Groups
can also contain groups—you can build a hierarchy of groups. Any action that you perform on a
parent group will apply to its child groups. The same action also applies to all the devices in the
parent group and all devices in the child groups. Permissions granted to a group will apply to all
devices in the group and in all of its child groups. For more information, see Managing devices
with AWS loT.

Jobs service

Allows you to define a set of remote operations that are sent to and run on one or more devices
connected to AWS IoT. For example, you can define a job that instructs a set of devices to
download and install application or firmware updates, reboot, rotate certificates, or perform
remote troubleshooting operations.

To create a job, you specify a description of the remote operations to be performed and a list
of targets that should perform them. The targets can be individual devices, groups or both. For
more information, see AWS loT Jobs.

Registry

Organizes the resources associated with each device in the AWS Cloud. You register your devices
and associate up to three custom attributes with each one. You can also associate certificates
and MQTT client IDs with each device to improve your ability to manage and troubleshoot
them. For more information, see Managing devices with AWS loT.
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Security and Identity service

Provides shared responsibility for security in the AWS Cloud. Your devices must keep their
credentials safe to securely send data to the message broker. The message broker and rules
engine use AWS security features to send data securely to devices or other AWS services. For
more information, see Authentication.

AWS loT Core data services

The AWS loT Core data services help your IoT solutions provide a reliable application experience
even with devices that are not always connected.

Device shadow

A JSON document used to store and retrieve current state information for a device.

Device Shadow service

The Device Shadow service maintains a device's state so that applications can communicate
with a device whether the device is online or not. When a device is offline, the Device

Shadow service manages its data for connected applications. When the device reconnects, it
synchronizes its state with that of its shadow in the Device Shadow service. Your devices can
also publish their current state to a shadow for use by applications or other devices that might
not be connected all the time. For more information, see AWS loT Device Shadow service.

AWS loT Core support service

Amazon Sidewalk Integration for AWS loT Core

Amazon Sidewalk is a shared network that improves connectivity options to help devices work
together better. Amazon Sidewalk supports a wide range of customer devices such as those that
locate pets or valuables, those that provide smart home security and lighting control, and those
that provide remote diagnostics for appliances and tools. Amazon Sidewalk Integration for AWS
loT Core makes it possible for device manufacturers to add their Sidewalk device fleet to the
AWS loT Cloud.

For more information, see AWS loT Core for Amazon Sidewalk.
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Learn more about AWS loT

This topic helps you get familiar with the world of AWS loT. You can get general information about
how IoT solutions are applied in various use cases, training resources, links to social media for AWS
loT and all other AWS services, and a list of services and communication protocols that AWS loT
uses.

Training resources for AWS loT

We provide these training courses to help you learn about AWS loT and how to apply them to your
solution design.

« Introduction to AWS loT

A video overview of AWS loT and its core services.

» Deep Dive into AWS loT Authentication and Authorization

An advanced course that explores the concepts of AWS loT authentication and authorization. You
will learn how to authenticate and authorize clients to access the AWS IoT control plane and data
plane APIs.

« Internet of Things Foundation Series

A learning path of 1oT eLearning modules on different 1oT technologies and features.

AWS loT resources and guides
These are in-depth technical resources on specific aspects of AWS loT.

+ |loT Lens — AWS loT Well-Architected Framework

A document that describes the best practices for architecting your loT applications on AWS.
» Designing MQTT Topics for AWS loT Core

A whitepaper that describes the best practices for designing MQTT topics in AWS loT Core and
leveraging AWS loT Core features with MQTT.

« Abstract and introduction

A PDF document that describes the different ways that AWS IoT provides to provision large fleets
of devices.
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« AWS loT Core Device Advisor

AWS loT Core Device Advisor provides pre-built tests that you can use to validate IoT devices for
reliable and secure connectivity best practices with AWS loT Core, before deploying devices to
production.

« AWS loT Resources

loT-specific resources, such as Technical Guides, Reference Architectures, eBooks, and curated
blog posts, presented in a searchable index.

« loT Atlas

Overviews on how to solve common loT design problems. The loT Atlas provides in-depth looks
into the design challenges that you are likely to encounter while developing your IoT solution.

« AWS Whitepapers & Guides

Our current collection of whitepapers and guides on AWS loT and other AWS technologies.

AWS loT in social media

These social media channels provide information about AWS loT and AWS-related topics.

» The Internet of Things on AWS loT — Official Blog

« AWS loT videos in the Amazon Web Services channel on YouTube

These social media accounts cover all AWS services, including AWS loT

The Amazon Web Services channel on YouTube

Amazon Web Services on Twitter

Amazon Web Services on Facebook

Amazon Web Services on Instagram

Amazon Web Services on LinkedIn

AWS services used by the AWS loT Core rules engine

The AWS loT Core rules engine can connect to these AWS services.
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Amazon DynamoDB

Amazon DynamoDB is a scalable, NoSQL database service that provides fast and predictable
database performance.

Amazon Kinesis

Amazon Kinesis makes it easy to collect, process, and analyze real-time, streaming data so you
can get timely insights and react quickly to new information. Amazon Kinesis can ingest real-
time data such as video, audio, application logs, website clickstreams, and loT telemetry data for
machine learning, analytics, and other applications.

AWS Lambda

AWS Lambda lets you run code without provisioning or managing servers. You can set up your
code to automatically trigger from AWS loT data and events or call it directly from a web or
mobile app.

Amazon Simple Storage Service

Amazon Simple Storage Service (Amazon S3) can store and retrieve any amount of data at any
time, from anywhere on the web. AWS loT rules can send data to Amazon S3 for storage.

Amazon Simple Notification Service

Amazon Simple Notification Service (Amazon SNS) is a web service that enables applications, end
users, and devices to send and receive notifications from the cloud.

Amazon Simple Queue Service

Amazon Simple Queue Service (Amazon SQS) is a message queuing service that decouples and
scales microservices, distributed systems, and serverless applications.

Amazon OpenSearch Service

Amazon OpenSearch Service (OpenSearch Service) is a managed service that makes it easy to
deploy, operate, and scale OpenSearch, a popular open-source search and analytics engine.

Amazon SageMaker Al

Amazon SageMaker Al can create machine learning (ML) models by finding patterns in your
loT data. The service uses these models to process new data and generate predictions for your
application.

Amazon CloudWatch
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Amazon CloudWatch provides a reliable, scalable, and flexible monitoring solution to help set up,
manage, and scale your own monitoring systems and infrastructure.

Communication protocols supported by AWS loT Core

These topics provide more information about the communication protocols used by AWS loT. For
more information about the protocols used by AWS loT and connecting devices and services to
AWS loT, see Connect to AWS loT Core.

« MQTT (Message Queuing Telemetry Transport)

The home page of the MQTT.org site where you can find the MQTT protocol specifications. For
more information about how AWS loT supports MQTT, see MQTT.

« HTTPS (Hypertext Transfer Protocol - Secure)

Devices and apps can access AWS loT services by using HTTPS.

» LoRaWAN (Long Range Wide Area Network)

LoRaWAN devices and gateways can connect to AWS loT Core by using AWS IoT Core for
LoRaWAN.

o TLS (Transport Layer Security) v1.3

The specification of the TLS v1.3 (RFC 5246). AWS loT uses TLS v1.3 to establish secure
connections between devices and AWS loT.

What's new in the AWS loT console

We're in the process of updating the user interface of the AWS loT console to a new experience.
We're updating the user interface in stages, so some pages in the console will have a new
experience, some might have both the original and the new experience, and some might have only
the original experience.

This table displays the state of individual areas of the AWS loT console user interface as of January
27,2022.
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AWS loT console user interface status

Console page
Monitor
Activity

Onboard - Get
started

Onboard - Fleet
provisioning
templates

Manage - Things
Manage - Types

Manage - Thing
groups

Manage - Billing
groups

Manage - Jobs

Manage - Job
templates

Manage - Tunnels

Fleet Hub - Get
started

Fleet Hub - Applicati
ons

Greengrass - Getting
started

Original experience
Not available
Not available

Not available

Available

Available

Available

Available

Available

Available

Not available

Not available

Not available

Not available

Not available

New experience

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Comments

Not available in CN
Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

What's new in the AWS loT console
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Console page

Greengrass - Core
devices

Greengrass -
Components

Greengrass -
Deployments

Greengrass - Classic
(V1)

Wireless connectiv
ity - Intro

Wireless connectiv
ity - Gateways

Wireless connectiv
ity - Devices

Wireless connectiv
ity - Profiles

Wireless connectiv
ity - Destinations

Secure - Certificates
Secure - Policies
Secure - CAs

Secure - Role Aliases
Secure - Authorizers

Defend - Intro

Original experience

Not available

Not available

Not available

Available

Not available

Not available

Not available

Not available

Not available

Available
Available
Available
Available
Available

Not available

New experience

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available

Comments

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

Not available in all
AWS Regions

What's new in the AWS loT console
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Console page
Defend - Audit
Defend - Detect

Defend - Mitigation
actions

Defend - Settings
Act - Rules

Act - Destinations

Test - Device Advisor

Test - MQTT test
client

Software
Settings

Learn

Legend

Status values

« Available

Original experience
Not available
Not available

Not available

Not available
Available
Available

Available

Available

Available
Not available

Available

This user interface experience can be used.

+ Not available

This user interface experience can't be used.

» Not available yet

New experience Comments
Available
Available

Available

Available
Available
Available

Not available in all
AWS Regions

Available

Available

Available
Available

Not available yet

The new user interface experience is being worked on, but it's not ready, yet.

Legend
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« In progress

The new user interface experience is in the process of being updated. Some pages might still

have the original user experience, however.

Using AWS loT with an AWS SDK

AWS software development kits (SDKs) are available for many popular programming languages.

Each SDK provides an API, code examples, and documentation that make it easier for developers to

build applications in their preferred language.

SDK documentation

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

Code examples

AWS SDK for C++ code examples

AWS CLI code examples

AWS SDK for Go code examples

AWS SDK for Java code examples

AWS SDK for JavaScript code examples

AWS SDK for Kotlin code examples

AWS SDK for .NET code examples

AWS SDK for PHP code examples

AWS Tools for PowerShell code examples

AWS SDK for Python (Boto3) code examples

AWS SDK for Ruby code examples

AWS SDK for Rust code examples

AWS SDK for SAP ABAP code examples

AWS SDK for Swift code examples

Working with AWS SDKs
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@ Example availability

Can't find what you need? Request a code example by using the Provide feedback link at
the bottom of this page.
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Getting started with AWS loT Core tutorials

Whether you're new to loT or you have years of experience, these resources present the AWS loT
concepts and terms that will help you start using AWS loT.

» Look inside AWS IoT and its components in How AWS loT works.

» Learn more about AWS IoT from our collection of training materials and videos. This topic

also includes a list of services that AWS loT can connect to, social media links, and links to
communication protocol specifications.

» the section called “Connect your first device to AWS loT Core".

« Develop your loT solutions by Connect to AWS loT Core and exploring the AWS loT tutorials.

 Test and validate your loT devices for secure and reliable communication by using the Device
Advisor.

« Manage your solution by using AWS loT Core management services such as Fleet indexing, AWS

loT Jobs, and AWS loT Device Defender.

« Analyze the data from your devices by using the AWS loT data services.

Connect your first device to AWS loT Core

AWS |oT Core services connect loT devices to AWS loT services and other AWS services. AWS loT
Core includes the device gateway and the message broker, which connect and process messages
between your loT devices and the cloud.

Here's how you can get started with AWS loT Core and AWS loT.

Set up your AWS Account Try the interactive tour Try the quick connect
(about 5 minutes) (about 5-10 minutes) tutorial
(about 15-20 minutes)

Sign in to your AWS account, E:ﬁ?é':EAWS ToT Core
if you already have one @ (about 20-320 minutes)

AWS loT
Management @
Console

Connect your first device to AWS loT Core
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This section presents a tour of the AWS loT Core to introduce its key services and provides several
examples of how to connect a device to AWS loT Core and pass messages between them. Passing
messages between devices and the cloud is fundamental to every loT solution and is how your
devices can interact with other AWS services.

o Set up AWS account

Before you can use AWS loT services, you must set up an AWS account. If you already have an
AWS account and an IAM user for yourself, you can use them and skip this step.

» Try the quick connect tutorial

This tutorial is best if you want to quickly get started with AWS loT and see how it works in a
limited scenario. In this tutorial, you'll need a device and you'll install some AWS loT software

on it. If you don't have an loT device, you can use your Windows, Linux, or macOS personal
computer as a device for this tutorial. If you want to try AWS loT, but you don't have a device, try
the next option.

« Try the interactive tutorial

This demo is best if you want to see what a basic AWS loT solution can do without connecting a
device or downloading any software. The interactive tutorial presents a simulated solution built
on AWS loT Core services that illustrates how they interact.

» Explore AWS loT Core services with a hands-on tutorial

This tutorial is best for developers who want to get started with AWS IoT so they can continue to
explore other AWS loT Core features such as the rules engine and shadows. This tutorial follows
a process similar to the quick connect tutorial, but provides more details on each step to enable a
smoother transition to the more advanced tutorials.

» View MQTT messages with the AWS loT MQTT client

Learn how to use the MQTT test client to watch your first device publish MQTT messages to AWS
loT. The MQTT test client is a useful tool to monitor and troubleshoot device connections.

® Note

If you want to try more than one of these getting started tutorials or repeat the same
tutorial, you should delete the thing object that you created from an earlier tutorial before
you start another one. If you don't delete the thing object from an earlier tutorial, you will
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need to use a different thing name for subsequent tutorials. This is because the thing name
must be unique in your account and AWS Region.

For more information about AWS IoT Core, see What Is AWS loT Core?

Set up AWS account

Before you use AWS IoT Core for the first time, complete the following tasks:

Topics

« Sign up for an AWS account

+ Create a user with administrative access

« Open the AWS loT console

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/

and choosing My Account.
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Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.
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Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

« Open the AWS loT console

If you already have an AWS account and a user for yourself, you can use them and skip ahead to the
section called "Open the AWS IloT console”.

Open the AWS loT console

Most of the console-oriented topics in this section start from the AWS loT console. If you aren't
already signed in to your AWS account, sign in, then open the AWS 10T console and continue to the

next section to continue getting started with AWS IoT.

Interactive tutorial

The interactive tutorial shows the components of a simple loT solution built on AWS IoT. The
tutorial shows how loT devices interact with AWS loT Core services. This topic provides a preview of
the AWS loT Core interactive tutorial.

(® Note

The images in the console include animations that don't appear in the images in this
tutorial.

To run the demo, you must first the section called “Set up AWS account”. The tutorial, however,

doesn't require any AWS loT resources, additional software, or any coding.

Expect to spend approximately 5-10 minutes on this demo. Giving yourself 10 minutes will allow
more time to comprehend each of the steps.
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To run the AWS loT Core interactive tutorial

1. Openthe AWS loT home page in the AWS IoT console.

On the AWS loT home page, in the Learning resources window pane, choose Start tutorial.

Securely connect, test, and manage

AWS loT X
AWS loT
e your loT devices

How it works

Connect

inicate and interact with AWS loT

Device Software

Billing groups
Settings
Feature spotlight

Documentation 4 Watch it work

@ New console experience
Interactive tutorial

Tell us what you think

Secu nd creats
templ iany devices to AWS loT.
Conn: to AWS loT allows your devices

The AWS IoT console supports these common activities. Bold text refers to an entry in the left navigation pane. To learn mor

Learn how AWS IoT connects your devices to other services in this anima

tutorial,

ConnectingloT devices (5tep 1 of 4)

Get started with AWS loT

Quick connect guides you through connecting a
ut 15 minutes. You'll register your
first device and watch it send MQTT messages to

AWS loT.

Connect device

Pricing

Cost calculator [

AWS 1T Core pricing details [4

Learning resources

AWS loT interactive tutorial

Learn more about AWS loT Core and how you can
use it. Start tutorial

IoT video resources

Learn how to get started with basic AWS loT
concepts and pro
AWS IoT. View resources

AWS loT Developer Guide

In our Developer Guide, see several examples of
how to connect a device to AWS loT. View
guide [

More resources [2

Documentation
API reference
FAQs

Support forums.

2. Inthe AWS loT Console Tutorial page, review the tutorial sections and choose Start section

when you're ready to continue.

The following sections describe how the AWS loT Console Tutorial presents these AWS loT Core

features:

« Connecting loT devices

» Saving offline device state

« Routing device data to services

Connecting loT devices

Learn how loT devices communicate with AWS loT Core.

Connecting loT devices
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The animation in this step shows how two devices, the control device on the left and a smart lamp
in the house on the right, connect and communicate with AWS loT Core in the cloud. The animation
shows the devices communicating with AWS loT Core and reacting to the messages they receive.

For more information about connecting devices to AWS loT Core, see Connect to AWS loT Core.

Saving offline device state

Learn how AWS loT Core saves device state for while a device or app is offline.
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The animation in this step shows how the Device Shadow service in AWS IoT Core saves device
state information for the control device and the smart lamp. While the smart lamp is offline, the
Device Shadow saves commands from the control device.

When the smart lamp reconnects to AWS loT Core, it retrieves those commands. When the control
device is offline, the Device Shadow saves state information from the smart lamp. When the
control device reconnects, it retrieves the current state of the smart lamp to update its display.

For more information about Device Shadows, see AWS loT Device Shadow service.

Routing device data to services

Learn how AWS loT Core sends device state to other AWS services.
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The animation in this step shows how AWS loT Core sends data from the devices to other AWS
services by using AWS IloT rules. AWS loT rules subscribe to specific messages from the devices,
interpret the data in those messages, and route the interpreted data to other services. In this
example, an AWS loT rule interprets data from a motion sensor and sends commands to a Device
Shadow, which then sends them to the smart bulb. As in the previous example, the Device Shadow
stores the device-state info for the control device.

For more information about AWS IloT rules, see Rules for AWS loT.

Try the AWS loT Core quick connect tutorial

In this tutorial, you'll create your first thing object, connect a device to it, and watch it send MQTT
messages.

You can expect to spend 15-20 minutes on this tutorial.

This tutorial is best for people who want to quickly get started with AWS loT to see how it works in
a limited scenario. If you're looking for an example that will get you started so that you can explore
more features and services, try Explore AWS loT Core in hands-on tutorials.

In this tutorial, you'll download and run software on a device that connects to a thing resource
in AWS IoT Core as part of a very small loT solution. The device can be an IoT device, such as
a Raspberry Pi, or it can also be a computer that is running Linux, OS and OSX, or Windows. If
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you're looking to connect a Long Range WAN (LoRaWAN) device to AWS IoT, refer to the tutorial
>Connecting devices and gateways to AWS loT Core for LoORaWAN.

If your device supports a browser that can run the AWS loT console, we recommend you complete
this tutorial on that device.

® Note

If your device doesn't have a compatible browser, follow this tutorial on a computer. When
the procedure asks you to download the file, download it to your computer, and then
transfer the downloaded file to your device by using Secure Copy (SCP) or a similar process.

The tutorial requires your loT device to communicate with port 8443 on your AWS account's device
data endpoint. To test whether it can access that port, try the procedures in Test connectivity with

your device data endpoint.

Step 1. Start the tutorial

If possible, complete this procedure on your device; otherwise, be ready to transfer a file to your
device later in this procedure.

To start the tutorial, sign in to the AWS |oT console. In the AWS loT console home page, on the left,
choose Connect and then choose Connect one device.

Monitor

How it works

Connect Connect devices to AWS |oT so they can send and receive data. Bold text refers to an entry in the Connect menu

Connect one device of the navigation pane.

Connect many devices

\ 7
Test ~ - — = =
Device Advisor - ~ ( ’
. N ND Ly
MQTT test client — = = =
=
Device Location New
Connect one device Connect many devices
The Quick connect wizard walks you through the steps  Fleet provisioning templates define security policies
Manage to create the resources and download the software and registry settings when a device connects to AWS
required to connect your loT device to AWS loT. loT for the first time.

All devices

Greengrass devices
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Step 2. Create a thing object

1. In the Prepare your device section, follow the on-screen instructions to prepare your device
for connecting to AWS loT.

AWS loT X AWS loT Connect Connect one device
Step 1 .

Monitor Prepare your device Prepare your de\”ce o
Step2 How it works

Connect

Connect one device

Q@ — N> & e
Test Step4 In this wizard, we'll be creating a Athing resource uses certificates to When a device connects to AWS
b Advi thing resource in AWS loT. A thing secure communication between |aT, policies enable it to subscribe
>
evice Advisor resource is a digital representation your device and AWS loT. AWS laT and publish MQTT messages with
MQTT test client ) of a physical device or logical policies control access to the AWS AWS loT message broker.
b entity. loT resources. This wizard creates
the certificate and policy for your
Manage device.
b All devices
P Greengrass devices
» LPWAN devices Prepare your device
P Remote actions
P Message Routing 1. Turn on your device and make sure it's connected to the internet.
Retained messages 2. Choose how you want to load files onto your device.
P Security 1. If your device supports a browser, open the AWS loT console on your device and run this wizard. You can
» Fleet Hub download the files directly to your device from the browser.
2. If your device doesn't support a browser, choose the best way to transfer files from the computer with the
browser to your device. Some options to transfer files include using the file transfer protocol (FTP) and using a
Device Software USB memory stick.
Billing groups 3. Make sure that you can access a command-line interface on your device.
Settings 1. If you're running this wizard on your loT device, open a terminal window on your device to access a command-line
Feature spotlight interface.
b tation [2 2. If you're not running this on your loT device, open an SSH terminal window on this device and connect it to your
ocumentation
loT device.
@ New console experience 4. From the terminal window, enter this command:
Tell us what you think ping a13hikvzkye6lx-ats.iot.us-east-1.amazonaws.com

After you complete these steps and get a successful ping response, you're ready to continue and connect your device to
AWS loT.

Cancel

2. In the Register and secure your device section, choose Create a new thing or Choose an
existing thing. In the Thing name field, enter the name for your thing object. The thing name
used in this example is TutorialTestThing

/A Important

Double-check your thing name before you continue.
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A thing name can't be changed after the thing object is created. If you want to change
a thing name, you must create a new thing object with the correct thing name and
then delete the one with the incorrect name.

In the Additional configurations section, customize your thing resource further using the
optional configurations listed.

After you provide your thing object a name and select any additional configurations, choose
Next.

AWS loT X AWS laT Connect Connect one device
Step 1 . n
o - . Register and secure your device ur.
onitor Prepare your device
HED Represent your device in the cloud
Connect

Register and secure your
Connect one device device
A thing resource is a digital representation of a physical device or logical entity in
b Connect many devices 9 9 P Py 9 ¥
Step 3 AWS loT. A thing resource lets your device use AWS loT features such as Device

Shadows, events, jobs, and other device management features. Certificates

authenticate your device, and policies authorize access to other AWS resources and
Test > ~ actions.
» Device Adv ALPC Q
evice Advisor J This wizard helps you create the thing resource, policy, and certificate resources
MQTT test client necessary to connect your device to AWS loT so that it can publish simple messages.
After you complete this wizard, you can edit the resources to explore AWS loT
SEe features further.
Manage
P All devices
» Greengrass devices Thing properties
P LPWAN devices
P Remote actions
O Create a new thing Choose an existing thing
P Message Routing
Retained messages Thing name
P Security
P Fleet Hub Enter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.
Device Software Additional configurations
You can use these configurations to add detail that can help you to erganize, manage, and search your things.
Billing groups
Settings » Thing type - optional

Feature spotlight . .
P Searchable thing attributes - optional
Documentation [F

» Thing groups - optional
() New console experience

b Billing group - optional
Tell us what you think

Certificate and policy for your device

Your device requires a unigue device certificate to securely authenticate its identity to AWS loT, and an AWS loT
policy that authorizes it to send and receive messages. We'll create these resources for your device automatically.
You can review and edit their properties later, if ne(essar)!

Cancel Previous

3. In the Choose platform and SDK section, choose the platform and the language of the AWS
loT Device SDK that you want to use. This example uses the Linux/OSX platform and the
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Python SDK. Make sure that you have python3 and pip3 installed on your target device before
you continue to the next step.

® Note

Be sure to check the list of prerequisite software required by your chosen SDK at the
bottom of the console page.

You must have the required software installed on your target computer before you
continue to the next step.

After you choose the platform and device SDK language, choose Next.

AWS loT Connect Connect one device

al Choose platform and SDK i

Prepare your device

e Choose the software for your device

Register and secure your device

Step 3 This wizard helps you download a software development kit (SDK) to your

Choose platform and SDK device. AWS loT supports Device SDKs that run on your device and include a
sample program that publishes and subscribes to MQTT messages. AWS loT

supports Device SDKs in the languages shown below.
Step 4

Step 5 Platform and SDK

Choose the platform OS and AWS loT Device SDK that you want to use for your device.

Device platform operating system
This is the operating system installed on the device that will connect to AWS
O Linux / mac0s

Linux version: any

macOS version: 10.13+

Windows

Version 10

AWS loT Device SDK
Choose a Device SDK that's in a language your device supports.
Node.js
Version 10+
Requires Node.js and npm to be installed
© Python
Version 3.6+
Requires Python and Git to be installed
Java
Version 8
Requires Java JDK, Maven, and Git to be installed

Cancel Previous
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Step 3. Download files to your device

This page appears after AWS loT has created the connection kit, which includes the following files
and resources that your device requires:

The thing's certificate files used to authenticate the device

A policy resource to authorize your thing object to interact with AWS loT

The script to download the AWS Device SDK and run the sample program on your device

1.  When you're ready to continue, choose the Download connection kit for button to download
the connection kit for the platform that you chose earlier.
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AWS loT Connect Connect one device

Step 1

Download connection kit i

Prepare your device

S Install the software on your device
Register and secure your device

Sten3 . We created the AWS loT resources that your device needs to connect to AWS loT. We also
Choose platform and SDK e > @ created a connection kit that includes the resources in a zipped file that you need to install
on your device. The resources in the connection kit are listed below. In this step, you'll
install them on your device.
Step 4
Download connection kit
Step 5 Connection kit
Certificate Private key AWS loT Device SDK
TutorialTestThing.cert.pem TutorialTestThing.private key Python
Script to send and receive Policy
messages TutorialTestThing-Policy
start.sh View policy
Download

If you are running this from a browser on the device, after you download the connection kit, it will be in the browser's
download folder.

If you are not running this from a browser on your device, you'll need to transfer the connection kit from your browser's
download folder to your device using the method you tested when you prepared your device in step 1.

[ Download connection kit

Unzip connection kit on your device

P After the connection kit is on your device, unzip it using this command:

zIp @ unzip connect_device_package.zip Copy

2. If you're running this procedure on your device, save the connection kit file to a directory from
which you can run command line commands.

If you're not running this procedure on your device, save the connection kit file to a local
directory and then transfer the file to your device.

3. In the Unzip connection kit on your device section, enter unzip connect_device_package.zip
in the directory where the connection kit files are located.
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If you're using a Windows PowerShell command window and the unzip command doesn't
work, replace unzip with expand-archive, and try the command line again.

4. After you have the connection kit file on the device, continue the tutorial by choosing Next.

AWS 1aT Connect Connect one device

Step 1

Download connection kit i

Prepare your device

A Install the software on your device
Register and secure your device

We created the AWS loT resources that your device needs to connect to AWS loT. We also

Step 3 -
Choose platform and SDK > @ created a connection kit that includes the resources in a zipped file that you need to install
ar on your device. The resources in the connection kit are listed below. In this step, you'll
install them on your device.
Step 4
Download connection kit
Step 5 Connection kit
Certificate Private key AWS loT Device SDK
TutorialTestThing.cert.pem TutorialTestThing.private.key Python
Script to send and receive Policy
messages TutorialTestThing-Policy
start.sh View policy
Download

If you are running this from a browser on the device, after you download the connection kit, it will be in the browser's

download folder.

If you are not running this from a browser on your device, you'll need to transfer the connection kit from your browser's

download folder to your device using the method you tested when you prepared your device in step 1.

[ Download connection kit

Unzip connection kit on your device

After the connection kit is on your device, unzip it using this command:

-
E_I @ unzip connect_device_package.zip Copy

Step 4. Run the sample

You do this procedure in a terminal or command window on your device while you follow the
directions displayed in the console. The commands you see in the console are for the operating
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system you chose in the section called “Step 2. Create a thing object”. Those shown here are for the
Linux/OSX operating systems.

1. In aterminal or command window on your device, in the directory with the connection kit file,
perform the steps shown in the AWS loT console.

AWS loT Connect Connect one device

Step 1

Run connection kit i

Prepare your device

JEpe How to display messages from your device
Register and secure your device

Step 3 Step 1: Add execution permissions
Choose platform and SDK On the device, launch a terminal window to copy and paste the command to add
execution permissions.

Step 4

chmod +x start.sh Copy
Download connection kit

Step 2: Run the start script
On the device, copy and paste the command to the terminal window and run the @

start script.
Jstart.sh Copy

Step 3: Return to this screen to view your device's messages

Step 5
Run connection kit

After running the start script, return to this screen to see the messages between your device and AWS loT. The

messages from your device appear in the following list.

Subscriptions sdk/test/Python ‘ Pause H Clear ‘

sdk/test/Python Waiting for messages

2. After you enter the command from Step 2 in the console, you should see an output in the
device's terminal or command window that is similar to the following. This output is from the
messages the program is sending to and then receiving back from AWS loT Core.
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: Hello World! [1]
"Hello World! [1]""
lo World! [2]
Hello World! [2]™"
211 World! [3]
: b""Hello World!

While the sample program is running, the test message Hello World! will appear as well.
The test message appears in the terminal or command window on your device.

® Note

For more information about topic subscription and publish, see the example code of
your chosen SDK.

3. To run the sample program again, you can repeat the commands from Step 2 in the console of
this procedure.

4. (Optional) If you want to see the messages from your IoT client in the AWS IoT console, open
the MQTT test client on the Test page of the AWS IoT console. If you chose Python SDK,
then in the MQTT test client, in Topic filter, enter the topic, such as sdk/test/python to
subscribe to the messages from your device. The topic filters are case sensitive and depend on

the programming language of the SDK you chose in Step 1. For more information about topic
subscription and publish, see the code example of your chosen SDK.

5. After you subscribe to the test topic, run ./start.sh on your device. For more information, see
the section called “"View MQTT messages with the AWS loT MQTT client”.

After you run ./start.sh, messages appear in the MQTT client, similar to the following:

"message": "Hello World!" [1]

The sequence number encased in [] increments by one each time a new Hello World!
message is received and stops when you end the program.

6. To finish the tutorial and see a summary, in the AWS loT console, choose Continue.
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AWS loT Connect Connect one device

Step 1

Run connection kit .«

Prepare your device

A How to display messages from your device
Register and secure your device

Step 3 Step 1: Add execution permissions
Choose platform and SDK On the device, launch a terminal window to copy and paste the command to add

execution permissions.

AL chmod +x start.sh

Download connection kit

Step'5 Step 2: Run the start script
Run connection kit On the device, copy and paste the command to the terminal window and run the @
start script.

Step 3: Return to this screen to view your device's messages
After running the start script, return to this screen to see the messages between your device and AWS loT. The

messages from your device appear in the following list.

Subscriptions sdk/test/Python Resume H Clear ‘

sdk/test/Python

¥ sdk/test/Python September 14, 2022, 10:47:44 (UTC-0700)

“Hello World! [3]"

v sdk/test/Python September 14, 2022, 10:47:43 (UTC-0700)

“Hello World! [2]"

¥ sdk/test/Python September 14, 2022, 10:47:42 (UTC-0700)

“Hello World! [1]"

canCEl

7. A summary of your AWS loT quick connect tutorial will now appear.
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AWSIoT > Comnect t > Connect one device > Nextsteps

Device is connected

Your device is now connected. There are many services you can explore.

@ ) @ .++ @

Device connected to AWS loT

More to explore

Device registry Device Shadow service Rules
Learn how to organize your devices for management, maintenance, and reporting. Learn how your devices' states can be accessed by apps while devices are offline. Learn how to route the data from your devices to other services in the dloud.
Learn more £ Learn more [2 Learn more [2

Continue to see your device in the console

See how your device is represented in AWS IoT's device registry. Continue to open the thing resource’s details page and see information about your new device and the features it supports.

Step 5. Explore further

Here are some ideas to explore AWS loT further after you complete the quick start.

« View MQTT messages in the MQTT test client

From the AWS |oT console, you can open the MQTT client on the Test page of the AWS loT
console. In the MQTT test client, subscribe to #, and then, on your device, run the program ./
start.sh as described in the previous step. For more information, see the section called “View
MQTT messages with the AWS loT MQTT client”.

« Run tests on your devices with Device Advisor

Use Device Advisor to test if your devices can securely and reliably connect to, and interact with,
AWS loT.

« the section called “Interactive tutorial”

To start the interactive tutorial, from the Learn page of the AWS IoT console, in the See how
AWS loT works tile, choose Start the tutorial.

» Get ready to explore more tutorials

This quick start gives you just a sample of AWS IloT. If you want to explore AWS loT further and
learn about the features that make it a powerful loT solution platform, start preparing your
development platform by Explore AWS loT Core in hands-on tutorials.
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Test connectivity with your device data endpoint

This topic describes how to test a device's connection with your account's device data endpoint, the
endpoint that your loT devices use to connect to AWS IloT.

Perform these procedures on the device that you want to test or by using an SSH terminal session
connected to the device you want to test.

To test a device's connectivity with your device data endpoint.

Find your device data endpoint

Test the connection quickly

Get the app to test the connection to your device data endpoint and port

Test the connection to your device data endpoint and port

Find your device data endpoint

This procedure explains how to find your device data endpoint in the AWS IoT console for testing

the connection to your loT device.
To find your device data endpoint

1. Inthe AWS IoT console, in the Connect section, go to Domain Configurations.

2. In the Domain Configurations page, go to the Domain configurations container, and copy
the Domain name. Your endpoint value is unique to your AWS account and is similar to this
example: a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com.

Save your device data endpoint to use in the following procedures.

Test the connection quickly

This procedure tests general connectivity with your device data endpoint, but it doesn't test the
specific port that your devices will use. This test uses a common program and is usually sufficient
to find out if your devices can connect to AWS loT.

If you want to test connectivity with the specific port that your devices will use, skip this procedure
and continue to Get the app to test the connection to your device data endpoint and port.
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To test the device data endpoint quickly

1. Inaterminal or command line window on your device, replace the sample device data
endpoint (a3gEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com) with the device data
endpoint for your account, and then enter this command.

Linux
ping -c 5 a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com
Windows

ping -n 5 a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com

2. If ping displays an output similar to the following, it connected to your device data endpoint
successfully. While it didn't communicate with AWS loT directly, it did find the server and it's
likely that AWS IoT is available through this endpoint.

PING a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com (xX.XX.xxx.xxx) 56(84) bytes of
data.

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=1 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=2 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=3 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=4 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=5 ttl=231 time=127 ms

If you are satisfied with this result, you can stop testing here.

If you want to test the connectivity with the specific port used by AWS loT, continue to Get the
app to test the connection to your device data endpoint and port.

3. If ping didn't return a successful output, check the endpoint value to make sure you have the
correct endpoint and check the device's connection with the internet.
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Get the app to test the connection to your device data endpoint and port

A more thorough connectivity test can be performed by using nmap. This procedure tests to see if
nmap is installed on your device.

To check for nmap on the device

1. Inaterminal or command line window on the device you want to test, enter this command to
see if nmap is installed.

nmap --version

2. If you see an output similar to the following, nmap is installed and you can continue to the
section called “Test the connection to your device data endpoint and port”.

Nmap version 6.40 ( http://nmap.org )

Platform: x86_64-koji-1linux-gnu

Compiled with: nmap-liblua-5.2.2 openssl-1.0.2k libpcre-8.32 libpcap-1.5.3 nmap-
libdnet-1.12 ipvé6

Compiled without:

Available nsock engines: epoll poll select

3. If you don't see a response similar to the one shown in the preceding step, you must install

nmap on the device. Choose the procedure for your device's operating system.

Linux
This procedure requires that you have permission to install software on the computer.
To install nmap on your Linux computer

1. Inaterminal or command line window on your device, enter the command that
corresponds to the version of Linux it's running.

a. Debian or Ubuntu:

sudo apt install nmap

b. CentOS or RHEL:

sudo yum install nmap
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2.

macOS

Test the installation with this command:

nmap --version

If you see an output similar to the following, nmap is installed and you can continue to the
section called “Test the connection to your device data endpoint and port”.

Nmap version 6.40 ( http://nmap.org )

Platform: x86_64-koji-1linux-gnu

Compiled with: nmap-liblua-5.2.2 openssl-1.0.2k libpcre-8.32 libpcap-1.5.3 nmap-
libdnet-1.12 ipv6

Compiled without:

Available nsock engines: epoll poll select

This procedure requires that you have permission to install software on the computer.

To install nmap on your macOS computer

1.

In a browser, open https://nmap.org/download#macosx and download the latest stable
installer.

When prompted, select Open with Diskimagelnstaller.
In the installation window, move the package to the Applications folder.

In the Finder, locate the nmap-xxxx-mpkg package in the Applications folder. Ctrl-click
the on package and select Open to open the package.

Review the security dialog box. If you are ready to install nmap, choose Open to install
nmap.

In Terminal, test the installation with this command.
nmap --version

If you see an output similar to the following, nmap is installed and you can continue to the
section called “Test the connection to your device data endpoint and port”.

Nmap version 7.92 ( https://nmap.org )
Platform: x86_64-apple-darwinl7.7.0
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Compiled with: nmap-liblua-5.3.5 openssl-1.1.1k nmap-1libssh2-1.9.0 libz-1.2.11
nmap-libpcre-7.6 nmap-libpcap-1.9.1 nmap-libdnet-1.12 ipv6 Compiled without:
Available nsock engines: kqueue poll select

Windows

This procedure requires that you have permission to install software on the computer.
To install nmap on your Windows computer

1. Ina browser, open https://nmap.org/download#windows and download the latest stable

release of the setup program.

If prompted, choose Save file. After the file is downloaded, open it from the downloads
folder.

2. After the setup file finishes downloading, open downloaded nmap-xxxx-setup.exe to
install the app.

3. Accept the default settings as the program installs.

You don't need the Npcap app for this test. You can deselect that option if you don't want
to install it.

4. In Command, test the installation with this command.
nmap --version

5. If you see an output similar to the following, nmap is installed and you can continue to the
section called “Test the connection to your device data endpoint and port”.

Nmap version 7.92 ( https://nmap.org )

Platform: i686-pc-windows-windows

Compiled with: nmap-liblua-5.3.5 openssl-1.1.1k nmap-libssh2-1.9.0 nmap-
libz-1.2.11 nmap-libpcre-7.6 Npcap-1.50 nmap-libdnet-1.12 ipv6

Compiled without:

Available nsock engines: iocp poll select
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Test the connection to your device data endpoint and port

This procedure tests your 10T device's connection to your device data endpoint using your selected
port.

To test your device data endpoint and port

1. Inaterminal or command line window on your device, replace the sample device data
endpoint (a3gEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com) with the device data
endpoint for your account, and then enter this command.

nmap -p 8443 a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com

2. If nmap displays an output similar to the following, nmap was able to connect successfully to
your device data endpoint at the selected port.

Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-18 16:23 Pacific Standard Time

Nmap scan report for a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com
(xx.xxx.147.160)

Host is up (0.036s latency).

Other addresses for a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com (not scanned):
XX.XXX.134.144 xx.xxXx.55.139 xx.xxx.110.235 xx.xxx.174.233 XXx.XXX.74.65
XX.XXX.122.179 xx.xxx.127.126

IDNS record for xx.xxx.l1l47.160: ec2-EXAMPLE-160.eu-west-1.compute.amazonaws.com

PORT STATE SERVICE
8443/tcp open https-alt
MAC Address: ©00:11:22:33:44:55 (Cimsys)

Nmap done: 1 IP address (1 host up) scanned in 0.91 seconds

3. If nmap didn't return a successful output, check the endpoint value to make sure you have the
correct endpoint and check your device's connection with the internet.

You can test other ports on your device data endpoint, such as port 443, the primary HTTPS port,
by replacing the port used in step 1, 8443, with the port that you want to test.
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Explore AWS loT Core in hands-on tutorials

In this tutorial, you'll install the software and create the AWS loT resources necessary to connect a
device to AWS IoT Core so that it can send and receive MQTT messages with AWS IoT Core. You'll
see the messages in the MQTT client in the AWS IoT console.

You can expect to spend 20-30 minutes on this tutorial. If you are using an loT device or a
Raspberry Pi, this tutorial might take longer if, for example, you need to install the operating
system and configure the device.

Create AWS IoT resources Configure your device View MQTT messages
with the AWS ToT MQTT

LLLLL Create a virtual client
E:j @ device with
e =~ Amazon EC2 L',@

Lilid

T

Create Create
a policy a thing
ccéﬁi%fa?e Use your Windows or
Linux PC or Mac
as an AWS
IoT Device
Connect a

Raspberry Pi or
$ another device 3 @

This tutorial is best for developers who want to get started with AWS loT Core so they can continue
to explore more advanced features, such as the rules engine and shadows. This tutorial prepares
you to continue learning about AWS loT Core and how it interacts with other AWS services by
explaining the steps in greater detail than the quick start tutorial. If you are looking for just a quick,
Hello World, experience, try the Try the AWS IoT Core quick connect tutorial.

After setting up your AWS account and AWS loT console, you'll follow these steps to see how to
connect a device and have it send messages to AWS loT Core.

Next steps

« Choose which device option is the best for you

» the section called “Create AWS loT resources” if you are not going to create a virtual device with
Amazon EC2

« the section called “"Configure your device"”

Advanced connect tutorial 51


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html

AWS loT Core

Developer Guide

» the section called “View MQTT messages with the AWS loT MQTT client”

For more information about AWS IoT Core, see What Is AWS loT Core?

Which device option is best for you?

If you're not sure which option to pick, use the following list of each option's advantages and

disadvantages to help you decide which one is best for you.

Option

the section called “Create a

virtual device with Amazon
EC2"

the section called "Use your

Windows or Linux PC or Mac
as an AWS loT device”

the section called “Connect a

Raspberry Pi or other device”

This might be a good option
if:

« You don't have your own
device to test.

+ You don't want to install
any software on your own
system.

« You want to test on a Linux
OsS.

« You don't want to incur any
additional AWS charges.

« You don't want to configure
any additional devices.

« You want to test AWS loT
with an actual device.

« You already have a device
to test with.

» You have experience
integrating hardware into
systems.

This might not be a good
option if:

« You're not comfortab
le using command-line
commands.

« You don't want to incur any
additional AWS charges.

+ You don't want to test on a
Linux OS.

» You don't want to install
any software on your
personal computer.

« You want a more represent
ative test platform.

« You don't want to buy or
configure a device just to
try it out.

* You want to test AWS loT
as simply as possible, for
now.

Which device option is best for you?
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Create AWS loT resources

In this tutorial, you'll create the AWS loT resources that a device requires to connect to AWS loT
Core and exchange messages.

Create an AWS Create a thing
IoT Core policy and its certificate

AWS IoT thing object

)
L@ Device @

certificate

1. Create an AWS loT policy document, which will authorize your device to interact with AWS loT
services.

2. Create a thing object in AWS loT and its X.509 device certificate, and then attach the policy
document. The thing object is the virtual representation of your device in the AWS loT registry.
The certificate authenticates your device to AWS loT Core, and the policy document authorizes
your device to interact with AWS loT.

(® Note

If you are planning to the section called “Create a virtual device with Amazon EC2", you

can skip this page and continue to the section called “Configure your device". You will

create these resources when you create your virtual thing.

This tutorial uses the AWS IoT console to create the AWS IoT resources. If your device supports a
web browser, it might be easier to run this procedure on the device's web browser because you

will be able to download the certificate files directly to your device. If you run this procedure on
another computer, you will need to copy the certificate files to your device before they can be used
by the sample app.
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Create an AWS loT policy

Devices use an X.509 certificate to authenticate with AWS loT Core. The certificate has AWS loT
policies attached to it. These policies determine which AWS loT operations, such as subscribing or
publishing to MQTT topics, the device is permitted to perform. Your device presents its certificate
when it connects and sends messages to AWS loT Core.

Follow the steps to create a policy that allows your device to perform the AWS loT operations
necessary to run the example program. You must create the AWS loT policy before you can attach
it to the device certificate, which you'll create later.

To create an AWS loT policy

1. Inthe AWS IoT console, in the left menu, choose Security and then choose Policies.

2. Onthe You don't have a policy yet page, choose Create policy.

If your account has existing policies, choose Create policy.

3. On the Create policy page:

1. In the Policy properties section, in the Policy name field, enter a name for the policy (for
example, My_Iot_Policy). Don't use personally identifiable information in your policy
names.

2. In the Policy document section, create the policy statements that grant or deny resources
access to AWS loT Core operations. To create a policy statement that grants all clients to
perform iot:Connect, follow these steps:

« In the Policy effect field, choose Allow. This allows all clients that have this policy
attached to their certificate to perform the action listed in the Policy action field.

« In the Policy action field, choose a policy action such as iot:Connect. Policy actions
are the actions that your device needs permission to perform when it runs the example
program from the Device SDK.

« In the Policy resource field, enter a resource Amazon Resource Name (ARN) or *. A * to
select any client (device).

To create the policy statements for iot:Receive, iot:Publish, and iot:Subscribe,
choose Add new statement and repeat the steps.
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Policy effect Policy action Policy resource
Allow v iot:Connect v * Remove
Allow v iot:Receive v * Remove
Allow v iot:Publish v * Remove
Allow v iot:Subscribe v * Remove
(® Note

In this quick start, the wildcard (*) character is used for simplicity. For higher
security, you should restrict which clients (devices) can connect and publish
messages by specifying a client ARN instead of the wildcard character as the
resource. Client ARNs follow this format: arn:aws:iot:your-region:your-
aws-account:client/my-client-id.

However, you must first create the resource (such as a client device or thing shadow)
before you can assign its ARN to a policy. For more information, see AWS IoT Core

action resources.

4. After you've entered the information for your policy, choose Create.

For more information, see How AWS loT works with [AM.

Create a thing object

Devices connected to AWS loT Core are represented by thing objects in the AWS loT registry. A
thing object represents a specific device or logical entity. It can be a physical device or sensor (for
example, a light bulb or a light switch on the wall). It can also be a logical entity, like an instance
of an application or physical entity that doesn't connect to AWS loT, but is related to other devices
that do (for example, a car that has engine sensors or a control panel).

To create a thing in the AWS loT console

1. Inthe AWS IoT console, in the left menu, choose All devices and then choose Things.

2. Onthe Things page, choose Create things.
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3. On the Create things page, choose Create a single thing, then choose Next.
4. On the Specify thing properties page, for Thing name, enter a name for your thing, such as
MyIotThing.

Choose thing names carefully, because you can't change a thing name later.

To change a thing's name, you must create a new thing, give it the new name, and then delete
the old thing.

(® Note

Do not use personally identifiable information in your thing name. The thing name can
appear in unencrypted communications and reports.

5. Keep the rest of the fields on this page empty. Choose Next.

6. On the Configure device certificate - optional page, choose Auto-generate a new certificate
(recommended). Choose Next.

7. On the Attach policies to certificate - optional page, select the policy you created in the
previous section. In that section, the policy was named, My_Iot_Policy. Choose Create
thing.

8. On the Download certificates and keys page:

1. Download each of the certificate and key files and save them for later. You'll need to install
these files on your device.

When you save your certificate files, give them the names in the following table. These are
the file names used in later examples.

Certificate file names

File File path

Private key private.pem.key

Public key (not used in these examples)
Device certificate device.pem.crt

Root CA certificate Amazon-root-CA-1.pem

Create AWS loT resources 56



AWS loT Core Developer Guide

2. To download the root CA file for these files, choose the Download link of the root CA
certificate file that corresponds to the type of data endpoint and cipher suite you're using.
In this tutorial, choose Download to the right of RSA 2048 bit key: Amazon Root CA 1 and
download the RSA 2048 bit key: Amazon Root CA 1 certificate file.

/A Important

You must save the certificate files before you leave this page. After you leave this
page in the console, you will no longer have access to the certificate files.

If you forgot to download the certificate files that you created in this step, you
must exit this console screen, go to the list of things in the console, delete the thing
object you created, and then restart this procedure from the beginning.

3. Choose Done.

After you complete this procedure, you should see the new thing object in your list of things.
Configure your device

This section describes how to configure your device to connect to AWS loT Core. If you'd like to
get started with AWS loT Core but don't have a device yet, you can create a virtual device by using
Amazon EC2 or you can use your Windows PC or Mac as an loT device.

Select the best device option for you to try AWS loT Core. Of course, you can try all of them, but
try only one at a time. If you're not sure which device option is best for you, read about how to
choose which device option is the best, and then return to this page.

Device options

¢ Create a virtual device with Amazon EC2

« Use your Windows or Linux PC or Mac as an AWS loT device

« Connect a Raspberry Pi or other device

Create a virtual device with Amazon EC2

In this tutorial, you'll create an Amazon EC2 instance to serve as your virtual device in the cloud.
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To complete this tutorial, you need an AWS account. If you don't have one, complete the steps
described in Set up AWS account before you continue.

In this tutorial, you'll:

o Set up an Amazon EC2 instance

« Install Git, Node.js and configure the AWS CLI

» Create AWS loT resources for your virtual device

« Install the AWS loT Device SDK for JavaScript

« Run the sample application

« View messages from the sample app in the AWS loT console

Set up an Amazon EC2 instance

The following steps show you how to create an Amazon EC2 instance that will act as your virtual
device in place of a physical device.

If this is the first time you've created an Amazon EC2 instance, you might find the instructions in
Get started with Amazon EC2Linux instances to be more helpful.

To launch an instance

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the console menu on the left, expand Instances section and choose Instances. From
the Instances dashboard, choose Launch instances on the right to display a list of basic
configurations.

3. Inthe Name and tags section, enter a name for the instance and optionally add tags.

4. Inthe Application and OS Images (Amazon Machine Image) section, choose an AMI template
for your instance, such as Amazon Linux 2 AMI (HVM). Notice that this AMI is marked "Free tier

eligible."

5. In the Instance type section, you can select the hardware configuration of your instance.
Select the t2.micro type, which is selected by default. Notice that this instance type is
eligible for the free tier.

6. Inthe Key pair (login) section, choose a key pair name from the drop-down list or choose
Create a new key pair to create a new one. When creating a new key pair, make sure you
download the private key file and save it in a safe place, because this is your only chance to
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10.

download and save it. You'll need to provide the name of your key pair when you launch an
instance and the corresponding private key each time you connect to the instance.

/A Warning

Don't choose the Proceed without a key pair option. If you launch your instance
without a key pair, then you can't connect to it.

In the Network settings section and the Configure storage section, you can keep the default
settings. When you are ready, choose Launch instances.

A confirmation page lets you know that your instance is launching. Choose View Instances to
close the confirmation page and return to the console.

On the Instances screen, you can view the status of the launch. It takes a short time for an
instance to launch. When you launch an instance, its initial state is pending. After the instance
starts, its state changes to running and it receives a public DNS name. (If the Public DNS
(IPv4) column is hidden, choose Show/Hide Columns (the gear-shaped icon) in the top right
corner of the page and then select Public DNS (IPv4).)

It can take a few minutes for the instance to be ready so that you can connect to it. Check that
your instance has passed its status checks; you can view this information in the Status Checks
column.

After your new instance has passed its status checks, continue to the next procedure and
connect to it.

To connect to your instance

You can connect to an instance using the browser-based client by selecting the instance from

the Amazon EC2 console and choosing to connect using Amazon EC2 Instance Connect. Instance

Connect handles the permissions and provides a successful connection.

1.

2
3.
4

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

On the left menu, choose Instances.
Select the instance and choose Connect.

Choose Amazon EC2 Instance Connect, Connect.
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You should now have an Amazon EC2 Instance Connect window that is logged into your new
Amazon EC2 instance.

Install Git, Node.js and configure the AWS CLI
In this section, you'll install Git and Node.js on your Linux instance.
To install Git

1. In your Amazon EC2 Instance Connect window, update your instance by using the following
command.

sudo yum update -y

2. Inyour Amazon EC2 Instance Connect window, install Git by using the following command.

sudo yum install git -y

3. To check if Git has been installed and the current version of Git, run the following command:

git --version

To install Node.js

1. In your Amazon EC2 Instance Connect window, install node version manager (nvm) by using
the following command.

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v@.34.0/install.sh | bash

We will use nvm to install Node.js because nvm can install multiple versions of Node.js and
allow you to switch between them.

2. In your Amazon EC2 Instance Connect window, activate nvm by using this command.

. ~/.nvm/nvm.sh

3. Inyour Amazon EC2 Instance Connect window, use nvm to install the latest version of Node.js
by using this command.

nvm install 16
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® Note
This installs the latest LTS release of Node.js.

Installing Node.js also installs the Node Package Manager (npm) so you can install additional
modules as needed.

4. Inyour Amazon EC2 Instance Connect window, test that Node.js is installed and running
correctly by using this command.

node -e "console.log('Running Node.js ' + process.version)"

This tutorial requires Node v10.0 or later. For more information, see Tutorial: Setting Up

Node.js on an Amazon EC2 Instance.

To configure AWS CLI

Your Amazon EC2 instance comes preloaded with the AWS CLI. However, you must complete your
AWS CLI profile. For more information on how to configure your CLI, see Configuring the AWS CLI.

1. The following example shows sample values. Replace them with your own values. You can find
these values in your AWS console in your account info under Security credentials.

In your Amazon EC2 Instance Connect window, enter this command:

aws configure

Then enter the values from your account at the prompts displayed.

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

2. You can test your AWS CLI configuration with this command:

aws iot describe-endpoint --endpoint-type iot:Data-ATS
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If your AWS CLI is configured correctly, the command should return an endpoint address from
your AWS account.

Create AWS loT resources for your virtual device

This section describes how to use the AWS CLI to create the thing object and its certificate files
directly on the virtual device. This is done directly on the device to avoid the potential complication
that might arise from copying them to the device from another computer. In this section, you will
create the following resources for your virtual device:

« A thing object to represent your virtual device in AWS loT.

« A certificate to authenticate your virtual device.

» A policy document to authorize your virtual device to connect to AWS loT, and to publish,
receive, and subscribe to messages.

To create an AWS loT thing object in your Linux instance

Devices connected to AWS loT are represented by thing objects in the AWS loT registry. A thing
object represents a specific device or logical entity. In this case, your thing object will represent your
virtual device, this Amazon EC2 instance.

1. In your Amazon EC2 Instance Connect window, run the following command to create your
thing object.

aws iot create-thing --thing-name "MyIotThing"

2. The JSON response should look like this:

{
"thingArn": "arn:aws:iot:your-region:your-aws-account:thing/MyIotThing",
"thingName": "MyIotThing",
"thingId": "6c¢f922a8-d8ea-4136-13401EXAMPLE"

}
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To create and attach AWS loT keys and certificates in your Linux instance

The create-keys-and-certificate command creates client certificates signed by the Amazon Root
certificate authority. This certificate is used to authenticate the identity of your virtual device.

1. In your Amazon EC2 Instance Connect window, create a directory to store your certificate and
key files.

mkdir ~/certs

2. In your Amazon EC2 Instance Connect window, download a copy of the Amazon certificate
authority (CA) certificate by using this command.

curl -o ~/certs/Amazon-root-CA-1.pem \
https://www.amazontrust.com/repository/AmazonRootCAl.pem

3. Inyour Amazon EC2 Instance Connect window, run the following command to create your
private key, public key, and X.509 certificate files. This command also registers and activates
the certificate with AWS loT.

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile "~/certs/device.pem.crt" \
--public-key-outfile "~/certs/public.pem.key" \
--private-key-outfile "~/certs/private.pem.key"

The response looks like the following. Save the certificateArn so that you can use it in
subsequent commands. You'll need it to attach your certificate to your thing and to attach the
policy to the certificate in a later steps.

"certificateArn": "arn:aws:iot:us-
west-2:123456789012:cert/9894bal7925e66311d29c23af4582b8e3b7619c31f3fbd93adcb51lae54b83dc2",
"certificateId":
""9894bal7925e663f1d29c23at4582b8e3b7619c31f3fbd93adcb5lae54b83dc2",

"certificatePem":

MIICiTCCEXAMPLE6m70RwOuX0jANBgkqhkiGOwOBAQUFADCBiDELMAKGAIUEBhMC
VVMxCzAJIBgNVBAgEXAMPLEAwDgYDVQOHEWdTZWFOdGx LMQ8wDQYDVQROKEWZBbWF6
b24xFDASBgNVBASTCOLBTSEXAMPLE2xTMRIWEAYDVQ@DEwWLUZXNOQ21sYWMxHzAd
BgkghkiGOwOBCQEWEG5vb251QGFtYEXAMPLEb20wHhcNMTEWNDIIMjAONTIxWhcN
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MTIwNDIOMjAONTIXWjCBiDELMAKkGAIUEBhMCEXAMPLEJBgNVBAgTALdBMRAwWDgGYD
VQOHEwdTZWFOdGx IMR8wDQYDVQQKEWZBbWF6b24xFDAEXAMPLESTCO1BTSBDb25z
b2xIMRIWEAYDVQQDEwLUZXNOQ21sYWMxHzAdBgkqhkiGOw@BCQEXAMPLE251QGFt
YXpvbi5jb20wgZ8wDQYIKoZIhvcNAQEBBQADgYOAMIGIA0GBAMaKOdn+aEXAMPLE
EXAMPLEfEvYySWtC2XADZ4nB+BLYgVIk60CpiwsZ3G93vUEIO3IyNoH/fowYK8mOT
rDHUdUZEXAMPLELG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAEXAMPLEWIMmM2nrAgMBAAEWDQYJIKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9qEXAMPLEYExzylLwaxlAoo7TIHidbtS4J5iNmZgXLOFkb
FFBjvSfpJI1J00zbhNYS5f6GUOEDEXAMPLEBHj Inyp3780D8uTs7fLvjx79LjSTh
NYiytVbZPQUR5Yaxu2jXnimvw3rrszlaEXAMPLE=

————— END CERTIFICATE-----\n",
"keyPair": {
"PublicKey": "----- BEGIN PUBLIC
KEY----- \NMIIBIjANBgkqhkEXAMPLEQEFAAOCAQS8AMIIBCgKCAQEAEXAMPLE1nnyJJwKSMHw4h

\NMMEXAMPLEuuN/dMAS3fyce8DW/4+EXAMPLEy jmoF/YVF/
gHr99VEEXAMPLE5VF13\n59VK7cEXAMPLE67GK+y+jikqX0gHh/xJITwo
+SGPWEXAMPLEDZz18x0d2ka4tCzuWEXAMPLEahJbYkCPUBSU8opVKkR7qkEXAMPLEIDR6sx2Hoc1i00L tu6Fkw91swQWE
\GB3ZPrNhoPzQYvjUStZeccyNCx2EXAMPLEvpOmQOUXP6plfgxwKRX2FEXAMPLEDa
\nhJLXkX3rHU2xbxJSq7D+XEXAMPLEcw+LyFhI5mgFR188eGdSAEXAMPLEINI9EesG\nFQIDAQAB\n-----

END PUBLIC KEY----- \n",
"PrivateKey": "----- BEGIN RSA PRIVATE KEY----- \nkey omitted for security
reasons\n----- END RSA PRIVATE KEY----- \n"
}
}

4. In your Amazon EC2 Instance Connect window, attach your thing object to the certificate you
just created by using the following command and the certificateArn in the response from
the previous command.

aws iot attach-thing-principal \
--thing-name "MyIotThing" \
--principal "certificateArn"

If successful, this command does not display any output.

To create and attach a policy

1. In your Amazon EC2 Instance Connect window, create the policy file by copying and pasting
this policy document to a file named ~/policy. json.

If you don't have a favorite Linux editor, you can open nano, by using this command.
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nano ~/policy.json

Paste the policy document for policy. json into it. Enter ctrl-x to exit the nano editor and
save the file.

Contents of the policy document for policy. json.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish",
"jiot:Subscribe",
"jot:Receive",
"iot:Connect"
]I
"Resource": [
wxn
]
}
]
}

2. Inyour Amazon EC2 Instance Connect window, create your policy by using the following
command.

aws iot create-policy \
--policy-name "MyIotThingPolicy" \
--policy-document "file://~/policy.json"

Output:

JSON
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"policyName": "MylIotThingPolicy",
"policyArn": "arn:aws:iot:your-region:your-aws-account:policy/
MyIotThingPolicy",
"policyDocument": "{
\"Version\": \"2012-10-17\",
\"Statement\": [

{
\"Effect\": \"Allow\",
\"Action\": [
\"iot:Publish\",
\"iot:Receive\",
\"iot:Subscribe\",
\"iot:Connect\"
] ’
\"Resource\": [
\"F\"
]
}

n
’

"policyVersionId": "1"

3. In your Amazon EC2 Instance Connect window, attach the policy to your virtual device's
certificate by using the following command.

aws iot attach-policy \
--policy-name "MyIotThingPolicy" \
--target "certificateArn"

If successful, this command does not display any output.

Install the AWS loT Device SDK for JavaScript

In this section, you'll install the AWS IoT Device SDK for JavaScript, which contains the code
that applications can use to communicate with AWS loT and the sample programs. For more
information, see the AWS loT Device SDK for JavaScript GitHub repository.
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To install the AWS loT Device SDK for JavaScript on your Linux instance

1. In your Amazon EC2 Instance Connect window, clone the AWS loT Device SDK for JavaScript
repository into the aws-iot-device-sdk-js-v2 directory of your home directory by using
this command.

cd ~
git clone https://github.com/aws/aws-iot-device-sdk-js-v2.git

2. Navigate to the aws-iot-device-sdk-js-v2 directory that you created in the preceding
step.

cd aws-iot-device-sdk-js-v2

3. Use npm to install the SDK.

npm install

Run the sample application

The commands in the next sections assume that your key and certificate files are stored on your
virtual device as shown in this table.

Certificate file names

File File path

Private key ~/certs/private.pem.key
Device certificate ~/certs/device.pem.crt

Root CA certificate ~/certs/Amazon-root-CA-1.pem

In this section, you'll install and run the pub-sub. js sample app found in the aws-iot-device-
sdk-js-v2/samples/node directory of the AWS loT Device SDK for JavaScript. This app shows
how a device, your Amazon EC2 instance, uses the MQTT library to publish and subscribe to MQTT
messages. The pub-sub. js sample app subscribes to a topic, topic_1, publishes 10 messages to
