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On-Demand Capacity Reservations

EEOHE., REDTRAFEUTA—V—2DEC2CA VAR ARICF YN T 1 —Z2FHL
£9,

1 EBENOFER

AEADTH IOV EMLOIANEBRL SHRLET,

Amazon EC2 NREH L VELDOFHMBEVARNEBATTILOEMIC OV TIE, TAmazon EC2 @
Bek, 2SRBLTLSESL,

RE|EEY, R, JAMOKIEL

AWS 1—RT—ADREE ) #EKT B ICIE. AWS Pricing Calculator ZEAL £,

ERERRTSICIE. AWS Billing and Cost Management 1Y — )L TERBE K IANEEA VY
JAR—RIZBBLET, BFRELCE., BE0BMENRHENEEARRILR—MAOY 2 INEEH
TENRTVET, AWS 7HT NOBEROEMIC DOVWTIE, AWS Billing and Cost Management 1—
H—HA RZSBLTLSEE,
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AWS DFER, PHIU B, ARVKNIDWTIZEBN 258, AWS HR—KNCHEFLVWEDE
<EZEW,

J7OEDaZVIEhEY O TIIVREQCEAEZHETRICRK. "IFZURIOA/ZJAEVE—, %
ZRUTKEZY, Z7OEY 3V JENERBOIANEHETS &R, EBSRUI—-—LDRA
FTYVT23Y RARL—DBEONEHNIARNZXTEOTEE L,

AWS Trusted Advisor ZFHAL T, AWSIREODIAN, EF1VTFT1, BRUONT*—XA%EHK
BILTEET,
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Amazon EC2 RT3 LS ICtEY NTY T T3

Amazon EC2 A VARV AZNO TR TR -HDERBEREZDICE. COEIZIVORARV%E
SETLET,
1.AWS THIVRANDHGATYT
EEI—Y—0EK
3. F—RT%ZERTS
4, EFXF21)T ATV DR

SET7LHES, Amazon EC2 OEBAZEDFI—RNUTIINICELZENTEEXT,

AWS PFHOYMANDY A TYT

AWS Z7HI "D BEWEBEE., LTOARATY T Z2E2TLTERLET,
AWS PHIVKNICHATYTTBICIE

1. https://portal.aws.amazon.com/billing/signup ZF& £ 9,
2. FAUTAVOFIEICHWVWET,

ATV 7FIEO-RELT, BEFOCHLZZTEY) ., EFOF—/VY REFEAL THRIL
O—RZADTRDLSICROSNFET,

AWS THIVRNICHADTYTEDE, AWSTHIRNDIIL—KNI—HF—HDEREhET,
I—=—KRI—H—=CEFE, FHIRODITXTOAWS DY —EREVY—ANDT IV ERAENH
WET, EF1IVFTFIORARNTSI9T4RELT, EBI—Y—ICEBTIVEAZE) Y
T N=—hRIA—Y—TIOEANBEBEZAVERTIZHEEICOHK, I—NI1—HF—Z2FALT
<EEL,

AT YTREARTIHE, AWS A5 1—F—CERX—LARES mwo https:/
aws.amazon.com/ N FHIKN 2OV YOLT, WOTETHIRNROREDTIVTAETA%K
R, PHORNEBEBITRDCENTEETT,
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BEI-—Y—DERX

AWS PHOUKNICHATY T LES, AWSTAHD RO —NI1—H—%tF1) 71 TRE
L. AWS IAM Identity Center Eﬁxbt_l/'c"éiﬂl H—ZERLET. BENBRRAVICE. BX
d1—#—%FEAL, L—F1—H¥—ZFEALEVLSICLET,

AWS THIOYRDOIL—KRI—Y—ZEF1UT 1 TREITS

1.

LN—KRI1—H—ZBRL. AWSTHIKN OX=)IFTRLAZANILT, PHOVNMEE
& LT AWS Management Console IcH A >4 LET, ROR—JDTNAT—RZADLE
9.

I—RI1—Y—2FHALTHA AT DHEICOVTIE, "TAWS H 4 > 1 > User Guides @
Signing in as the root usery 2B L T &V,

L—RI1—HY—DOZER (MFA) ZBMICLET,

FIEECOWTR., "TIAMA—H%—HA4 R O TAWS 7HDOV N O)L— b I—H—01R*E MFA
TINARZBMCTD (A2 V =)L) 22RLTSEZ L,

EEI-Y—ZFERTD

1.

IAMTATFTATA Y ER—ZBHMIILET,

FIEIZDOWVWTRE., TAWS IAM Identity Center T—H'—7# 4 K3 ® TAWS IAM Identity Center @
Bk, 22RLTSEZ WL,

IAMTATTAT422—T, EBI—Y—-CEBT IV A EZNELET,

IAMTAFoTATARE—FTALIN) ZBTFATFTATAV—ARELTHERATDF1—
NUTZIICOVWTIEE, TAWS IAM Identity Center 1—H—HA Ry @ "IAM 7 AT T4 T4
LR —FALOKN) FT7AILSTOIA—HF—TIOLADEE, 2SR LTILEEL,

EBI—Y—-ELTHI12TFD

IAM 7 AT TATAEZ—DI—YF—ELTHS 42T BICRK, IAMTATT4T4
RO —DOERKEICEX—ITRLACEEENEY 1242 URL ZEALET,

IAM TP AT TA4T422—01——Z2FRALTHAM A 2FTBDHFEICODVTIEE, "TAWS
BAA42 A= —FHARL O "TAWS POEAR—ZIICHA A4 BSBLTLSEZL,

BEI1—Y—0ER 12


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R
F—RT7ZERTS

AWS TRARF—BSILZEAL T, BFROAAXAOOJTA UV EROLZLHEZRBEL K
T, Linux 1 VARV AIZRENAD—RABYREBAN, F—RT7ZHEAITZIETAIVARVAL
Z2IOVAVTEET, AIVARVAZRBIDEEZILF—RTOFFZEEL, SSHZFEST
OJA4232BOT7TAR—RF—ZEELET, o

F—RT7EEFEERKLTVEVWESIE. AmazonEC2 OV —I)LEZFERAL TERTEET., EHOD
AWS )—=23>) TA VARV AZRHITHDFEN HDHEE. F)—230THF—RTZ2ERTS
PBEFHYET, V=23 0FMICODVWTR, TU—2a3r eV —2 ) BSBLTLKEEL,

F—RTEZERTSDICIE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

2. TETF=23URADT, [F—RT]ZBRLEXT,

3. [F—RT7OEK] ZERLET,

4. [Name (BEN]IC. F—RTODLAYRTVERGEZANLET, AmazonEC2 I, F—B&L T

BELERBRIICNT VY OF—2BEMATET, F—RICIE, BK 255 XFND ASCII XF%2E
HBENTEET, EEFLIRBICAR—AZEHBEEFTEEEA,

5. [F—RTEAT12FERATZHEICIE, [RSAJEEIE[25519]%38IR L £F, Windows 1~ AR>
ATk, ED25519 F—lFHR—KhEhTLWEEBA,

6. [Privatekey 77 AR I, T7TAR—IF—ZRFITBEXZERLET., OpenSSH T
FRATEBDIHEATTSARKR—KNF—ERETDICE, [pem ZBRLET, 7T/ RK— F—%
PUuTTY TERATED X TREFTDICIE. [ppk] ZEIRLET,

7. [F—RTOEK] Z2ERLET,

8. FZUVHILL >THEBEF—TJ77AIFBBHNCEIVO-RENET, R—RAT77SILAR.
F—ART7OEBMELTEELLEEMT, 77ALNBIERFIERLET7AIIERC L2 TRE
WET. 77AR—RF—T 7MLV EREBEMIRIFLET,

/A Important
TZ2AR—RNF—DTIT7AIINEZRETEDOR. CORAIVITEFTT,

9. macOS £/ Linux AEI—2DSSH IS4 7> hNaERL T Linux 1 > AR A
ITRDFENHZDHEEE. BOUAOI—HF—DHRHADEN TERVKDIZ, KOOI RE
FRALTTZAR—NF—T7AI)NOHFAZEZELET,
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chmod 400 key-pair-name.pem

chsOT7VEAERZRELBVE, COF—RTZFALTAVAZRVAICERTERE
ho FHMIZDOWVWTIE, IT5—: Unprotected Private Key File ((REE N TWVWEVWTSAK—KF—
774)) 28RBLTLEEV,

HMICOVWTIE, Amazon EC2 OF —ART7 E Linux A1 VAR A ZZRBLTLSEEL,

X1V TATIN—TDERK

tFIVTATIN—T BENTSHEAARVADTFATIOA—)LELTEEL, 1N
DORRNZTAVOETINNDIRRINZTAVYIOOMBZAAZALAXNTO MO-ILL
XY, SSHZERAL T, P7RLADNSAVAZVAILERTESDLSICTRILEODIIN -zt
FAVFTATIL=TICEBMLET, 512, EREOBAASOA NIV RELTFTINNT RO
HTTP 7 7 EAB L HTTPS 7O LA ZAREICT DI —ILZEMTEXRT,

BHEOAWS V-3 TA VARV AZBEIATFEN H2HEEF. &§JV—>23>TEeFa1l
TATN—T2ERTRIBENFHNVET, V-3 20FMICO VTR, "TD—2arey—2, %
ZRLTLSEE,

Bl RS

O—ALOAEI—Z2—0ONTVY U IPv4 T RLANMBETT, Amazon EC2 IV —=I)IlotF2
DFATN—=TIF12F, NTUY O IPvAa FTRLAZEBNICKRETEET, BlOFEELT,

A=Y NTTIHTRENZIELTRDO TIP7RLARATTNA?, 2FEATZH, XD
H—ER:Check IP ZFEATRDCEETEERT, /1 F—FY MY —EX7O/NM A — (ISP) &£H

T, TEET77A4T702=)LORBIASENIP FRLAGZLTERTZHEARK. 9547 NIV
E1—3THEATSHTVSIP7RLANVEEZREDITABDXLENHYET,

NDARLOEFIVFTATIL—=T, ROVTIHADFETHERTEEXT,
Console
B PROERTEFIVTATIN—T2ERKTDICIE

1. Amazon EC2 2/ —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

EFXF1VFATIN—TDER 14
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2.

EBOFET—23a2N=T, EF2VFTATIL—TOAWS V=232 2BRLET. &
FAUTATN—TRBIV—23a2VIIEETHRI S, F—RT7ZEHKLIZV—232ERU
V=232 ZBRIBDBENHYVET,
EQOFET—>3sRATEFIVTATIL—TZBRLET,
[EF1UT1TIN—TOEK] ZBRLET,

[(EANZFME T, ROBEZITVET,

a. FLWEF1UFATII—T0ZREHBEADLET, EXAXTVEE (1—H—
BRE)ZFEAL, TORIC _SG_ZHT, e85 IC)—2avRBzemkTET, &R
(&, me_SG_uswest2 & TT,

b. [VPC]UAKRT, V=23>0OF7#)L8 VPC ZBRLET,

[(MAINTDYRIL=IIT, 1 VAZVAICEETDIHENDRNS 714V I ZFATBIL—I
EHERLET, HlxE, HTTP BRVPHTTPSICKBD RS T4 v U RZITAND DI T H—
N—ICE, ROIL—ILEZFERALET, TOMOHIZOVTIE, TEFEETELEITI—ARAT—AND
tFIVFTATIN=—TDI—=)1 Z2SRBLTLIEE,

a. [Addrule] ZBIRLET, A7) THTTP] Z&RL £ T, [EEXT] T. FENDIPV4 T
RLAASOZFEHTTP NZ 7 4 v V& TSIZE [Anywhere-IPv4] Zi&RL, &
DIPV6 T RLANSOZEHTTP KT 7 4 v U &FHFWT SIZIE [Anywhere-IPv6] & i
RULET,

b. [Addrule] ZZIRL £, [Type] T. [HTTPS] ZBIRL £, [EET] T. EED IPv4
TRLADSORFEHTTIPS NZ 7 14V U ZFFAIT S IC(F [Anywhere-IPv4] ZZIRL |
EEDIPV6 TRLADNSDZFE HTTPS hZ 7 1Y U ZFFH T % IZIF [Anywhere-IPv6]
ZERLET,

c. [Addrule] ZBIRLET, [RA4 7] T[SSH] ZBIRLET, (EEXT]T. XOLWThHD
BEZITVLET,

s O—ALIVEI—2ONTUY I IPv4a TRLAZEBWICEMTSIZE. [My IP]
ZERLET,

« [Custom] Z3&IRL T, AE1—ZFLR@ERYRNI—OONTUY T IPv4 TRLA
%Z CIDR RFETHEELET, CDRRETHELDIP7RLAZEETSICEK, IL—
TAVIH T4V IR /32 ZBMUET (203.0.113.25/32 5 &), 2@ELLE
L—B—IC&Y), BEQCEHEHISTRLAZENHTSNTVRIES, TOEHESKE
(203.0.113.0/247 ) #IELET,

TFIVTATIN—T DER 15



Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

/A Warning

X1 UT1 LOBEAS. [SSHIDIIL—IIZFEATRIESE, EET] T
[Anywhere-IPv4] &1z & [Anywhere-IPv6] ZBIRL ZWTLEE W\, ChZRE
3‘6& A=KV NEDOITXTOIPTRLADLS, SHEADA AR A
TORBANFAEICERYET, CORER., TANRETOEREOERATH
1’1(2!:#@'(%?3‘75‘\ EHEEHRBCHEVTRZLETREHY)EE A,

7. [PORNNDVRIL=ILITRE, F7FILMDIL—ILZZOXREEAL., IXTOTFTTIRND
YRRNZTAYOEFALEY,

8. [EF21UTATIN—T DK ZERLET,

AWS CLI

AWSCLI Z2FERALTEF 2V T A TIL—TZERTDE, IXTOTIRNNDRRNT T4 D
ZBHFUTHDITIORNNDRIIL— )L?b‘-lz=\=1'J74'7)L —7ICEBNICEBNEhEST, 12/N\NT>
RIL=ILEEEBHNICEMEAZVED, BNTH2HENHVYET,

CDF|ETIE, create-security-group & & U authorize-security-group-ingress AWS CLI Y > R
ZHAEDETEFIVTATIN—TZERL, BEENEANIRRNZ T4V IEHFAT
BAVNIRIL—ILNEZEMLET, XOFIEORKHYIZ, AV REZ@EBICETL TERAICE
F1UTATIN—TZERL, TOEFIVTATILN—TICANIVRIL—IINZEMTDHE
FHYVET,

tFAVTATIN—T&ERL., TOEFIVTATIN—TICAVNI RIL—IILZEMTSIC
=S

XD &S IZ create-security-group & & U authorize-security-group-ingress AWS CLI N> R&f#
ALZ%ET,

aws ec2 authorize-security-group-ingress \

--region us-west-2 \

--group-id $(aws ec2 create-security-group \
--group-name myname_SG_uswest2 \
--description "Security group description" \
--vpc-id vpc-12345678 \

--output text \
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--region us-west-2) \
--ip-permissions \

IpProtocol=tcp, FromPort=80, ToPort=80, IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTP
from anywhere"}]' \

IpProtocol=tcp, FromPort=443,ToPort=443,IpRanges="[{CidrIp=0.0.0.0/0,Description="HTTPS
from anywhere"}]1' \

IpProtocol=tcp, FromPort=22, ToPort=22, IpRanges="'[{CidrIp=172.31.0.0/16,Description="SSH
from private network"}]' \

IpProtocol=tcp, FromPort=22, ToPort=22,IpRanges="'[{CidrIp=203.0.113.25/32,Description="SSH
from public IP"}]"

AR

« --region— ANV RIL—ILNZERTD )23 2EBELET,
e --group-id — create-security-group AN RERDNTA—REZEEL T, £F2 V)
TATN—T=ZERKLET,
« --group-name —FHLWEFIVFT A TII—TOEREZEELET. BEAXTVEHE
(A—Y—RBAHE)ZFEAL., TORIC _SG_ /KT, e8ICU—23arBzHK0TET, Hlx
(&, myname_SG_uswest2 EHELET,

« --description—tEF1UTATIN—THFHFALTVWB R T714Y JICO2VWTOBHAZA
HLET,

e --vpc-id—U—=23>0OF7F) M VPC ZIEELET,
e —-output — AN ROHEAIFERXEL T text ZEELET,

e --region—tEF1VFTATIN—T2EXTD -3 aBELET, 1 VNIV RIL—
ILTEELEV—23a>ERUTHABEN HYET,

e --ip-permissions —EF1VF A TIN—TICEMTBDA NV RIL—ILZEELET,
COBDIL—IiF, ECHSTEHTTPB LT HTTPS RS 74V 0EZFTAND DI TH—
N—, FERTFAR=KNZYRND—9 QEFLRIIL—FZ—DBEBEQEBELST RLAZEZ
WETBER) BROPBEENENTUY U IPZRLA(AVELI—2—FERERY ND—
JDODINT VIV IPvA T RLAD CIDRERRZRBEE)NSSSH RS T4 v 0 EZFANDIITT
HF—N—ZRRELTVWET,
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/A Warning

tFX1UF(4 LOBHEAS, SSHADIL—ILT CidrIp 2 0.0.0.0/0 ZIEELEL
TLIEEY, ChERETDE, /I VF—ZXYPNEOIXTOIPTRLANS, ZfE
AOA VAR ANDOT VAN AEICKEYFTT, COREEK, TAMNRETOERE
DEATHNETFATERITN,. EBREARREICSVTRZETEH)EE A,

PowerShell

AWS Tools for Windows PowerShell 2 FRIL TEF1UTF 4 IIN—T%2ERKTDE. IXTOT
DRNNDURRNS T4V IRBFATDTIONNIRIL=IDEFIUTF4TIL—=TICBBWIC
EBMEhEzET, ANV RIL=INEFEFBHICEMENBZVES, BINTHIHRENHVET,

CDFJETIE., New-EC2SecurityGroup & & T Grant-EC2SecurityGrouplngress AWS Tools for

Windows PowerShell Y > RZB&EHLETEF IV T4 TIL—TZERK L., EEENIEAY
NITVRRZ T4V ORFAITDANTIRIL—IILNZEMLET. XOFIEORDLYIC, AN
YREEBIICETLIRGANCEF I VTATL—TZERL, TOEFIVFATIIL-TICA4>
NIV RIL=INEZEMTEIHEENFHYNET,

TFIVFA4TIN—T"ERTDICE

New-EC2SecurityGroup & & T Grant-EC2SecurityGrouplngress AWS Tools for Windows
PowerShell X > RZERXRODKXSICHERALET,

Import-Module AWS.Tools.EC2
New-EC2SecurityGroup -GroupName myname_SG_uswest?2 -Description 'Security group
description' -Vpcld vpc-12345678 -Region us-west-2 | °

Grant-EC2SecurityGroupIngress °

-GroupName $_ °

-Region us-west-2 °

-IpPermission @(

(New-0Object -TypeName Amazon.EC2.Model.IpPermission -Property @{
IpProtocol = 'tcp';

FromPort = 80;
ToPort = 80;
Ipv4Ranges = @(@{CidrIp = '0.0.0.0/0'; Description = 'HTTP from

anywhere'})

b,
(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{
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k

IpProtocol = 'tcp';

FromPort = 443,

ToPort = 443;

Ipv4Ranges = @(e@{CidrIp = '0.0.0.0/0'; Description = 'HTTPS from

anywhere'})

b,
(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{

IpProtocol = 'tcp';
FromPort 3389;
ToPort 3389;
Ipv4Ranges = @(
@{CidrIp = '172.31.0.0/16'; Description = 'RDP from private

network'},
@{CidrIp = '203.0.113.25/32'; Description = 'RDP from public
IP'}
)
b
)

tXIVTATIN—-T DFE:

-GroupName —HLWEF IV F 4TI —T DR ZEELET, EAXTVEE (I—
H—ERE)ZFEAL, TORIC _SG_ZHKtlT, =8IV —2arBaKETERT, Hlz
(&, myname_SG_uswest2 EFELET,

-Description —EFIVFTATIN—THFHFALTVBRZ 71V IIZDODVTOFHAZASD
LET,

-Vpcld—V—=>23>0F7#) M VPC ZEELET,
-Region —EF1UFT A TIN—T%ZERTD )23 2BELET,

AT RIL—IILDIFE:

« -GroupName —ERTH2EF1UT 1 TIN—T2SBITBELSIC$_EEBELET,
« -Region— ANV RIL—INZERTZD)—2a ziEELET, EF21UFT1I)L—IT

BELEV—232ERUTHILENHYEXT,

« -IpPermission —EF21UF A JI—TICEBMTEDA NI RIL=IZEELET, <

DBFDOIL—IE, ECASTEHTTPEEIPHTTPS RS T AV O ESFTAND DI TH—
N—, FERTTAR=—RKZYRND—U (BHFLERIL—ZFZ—NBEOEHRAHILST RL A%E
WYTEBE) BRTEEENENTUYIIPFRLA(QOAVE1I—R—FERRY ND—

TFIVTATIN—T DER
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SONTVY U IPvAT7RLADCIDRERLERE)NASRDP NS 71V 0 %RZFAND IS
H—N—ZR/KRELTVWET,

/A Warning

tF1UF1 ELOEANS, RDPADI—IL T CidrIp( 0.0.0.0/0 ZEEL &L
TLEEV, ChZEBREITDE, A VEZ—FXYNLEDIXRTOIPTRLALS, ZfE
RBOAZVAZRVANDOT VAN ARICEY) T, CORERF, TANRRTOERKB
DEATHNEFARTERIN, ERARRICSVTEZETREHY) I A,

HMIICOVWTIEE, TLinux 41 AR ABA® Amazon EC2 Amazon ¥ 1) F 14 J)L—7" ) #58R
LTLEETW,
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F1—RKNYTF)L: Amazon EC2 Linux 1 AR ADOBEEBA
oy

COF1—KNUTI)I%ZEHL T, Amazon Elastic Compute Cloud (Amazon EC2) O£ & BA
TEET, Linux 1 ARV A%ZEE, #K. FAITZIHECODVTEBLET., 1 VAR
Ak, AWS V57 RHOREY—/N\—TF, AmazonEC2 2R L T, 1 VARV ATERTEND
ARL—=FTAVIATLET 7V —23a20%wY NTY 7L, BETRDCENTEET,

AWS IZH A>Ty 795dE, AWS ERIFIFA# ZFEAL T, Amazon EC2 NDERAZBHKBTE X

To AWSTHUU KN ZERLTHAS 12 P ARBNZBL TH ST, Amazon EC2 DERIFIAREZF
W2 TWEWEES, ERFAROBHETINATES A 73 2REBELET, T5TDE, 0D
Fi1—NUTLZREORELBLTIHFAILENRET, ThUADBE, 1 VAZAZREEHLEL
ENS, AVAZVAZHBRIDET (OFI—RNIUTILORKRRAY ), T4 RIREDEET
ELEEED Amazon EC2 FEARINfRELE T,

BEF1I—KNUTI
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EC2 Free Tier info

Offers for all AWS Regions.

3 EC2 free tier offers in use

End of month forecast
/A 2 offers forecasted to exceed free tier limit.

Exceeds free tier
/A 1 offers exceeded and is now pay-as-you-go pricing.

View Global ECZ resources

Offer usage (monthly)

Windows EC2 Instances

— 129%%

662 hours remaining

Linux ECZ Instances

100%
A\ Offer limit reached

Storage space on EBS

B85%
4.59 GE remaining

View all AWS Free Tier offers [
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B, "TROATY T 25RLTSEEL,

/A Important

AVARVAZKRTIREVNS LR, RENICRK, TOAARAZEIRTIEWVWS
ETT, WorEARTUEAZAZVAILBERIZDCERETEREA,

AWS ERA AR AT AR AZEBHLEBEE., 1V AZADAT—R AN shutting
down £l& terminated CEDLDEA VAR ADBRENFLELET, BOLEHIZAARXVA

AFVT b A VAR ARG I—2T VTS 27


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-free-tier.html
https://aws.amazon.com/free/

Amazon Elastic Compute Cloud Linux 1 AR AAI—Y—HA4 R
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TRYRND—=DA UV B—T I ARETRYFTREeE, REA VARV AL ElasticlP P RL A
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AWS SDK for Go
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k. BEMLI—REFEVHEDDDOICRI D Amazon EC2 IV —I)LNO#EET T, Console-to-Code
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B)YT7o>3r, $3VEEOEEORATOT V>3 >TT,

4. Console-to-Code Z/EK T2 &, TypeScript &, FE I 1— R& L T Infrastructure as
Code (IaC) EFX TOA— RN ERENET,

5. —RzIE—ULTO—REARY-ITERATEIH, XV O0—RLTHAELZET,

6. X, BEMLAV U7 NOBABRELTO—REFRALET, I—RFERZFLZLTVDC
E. BRUENTGA—ZHNFFRESYIZVY —AZBRITDCEZRITIHVENf HYET, J—
REAAZEIAALT, I—AT—RILEDETEABRETCHEATEDLSICTIHEN HY E
T, BERI—RHFEBShES, ThEEHCLAVUTSNTHEATEET,
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Amazon EC2 12V —)L T Console-to-Code ZfEA T2 HEIC DV TIE, MConsole-to-Code % &
9%, 2B LTLKEEV,

HIPRE 18

Console-to-Code Z AT 258, ROHBRAIBRAENET,
HR—KEchd)—>3>

RE, RKERBN—>2ZF74F) V-3 TOXHFIAAETT,
BR—KhEh3D—ROER

Console-to-Code EBE, XD 1— REXTI— REL TD Infrastructure as Code (l1aC) Z4ER TE
F9,

+ CDK Java

+ CDK Python

» CDK TypeScript

+ CloudFormation JSON

 CloudFormation YAML

Rigchi=7o>3>

s HEDEY AV [BBEENLETIVIIAV]IORICE. BEOEY I IVHRIZETENLET V>3
VORNRIENET, LBIOEY 3V HICRFTENLET I VEREBEEhEE A,

s JOUHOEF: BBEENLET VIV, TSIV RTEEHIDELADIET,

s RTODE: [BBEENLET VAV ORE, TIOZIAUNRTENET SO ERTICEEOED
TT, HBIRTTRITENET IV, FORTO [RBBEENLET IV ORICERTRE
hEtA,

mkEhi7o23a>7—7)

RDFEIE, Console-to-Code AV Y=L D [BFEENET VIV LHDT—TIL0OHO—EEFHH
T9,
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NEAKIL B

[a>v—=i To2arvhARFTENLOD Y —ILR=,
R—I]

B APl AXRL—>32,

24T ToarnER.

« BE-UY—AZER. BE, FLHEIBRTS API 7O 3,
c ABMYWER —VY—-AICBITRDT—RZRBIDAPI 7O 3 (BE
& FNXTO Describe* 702 3al),

CLION> R NZX—BREBEZBUCRITENLET Va2 ICET DM,

YER X TOIaVHRTE IR,

Console-to-Code ZEH T3

Amazon EC2 11> —)L T Console-to-Code ZFEAL TI—RZERTDICIE. XOFIEICHWVE
9,

CNSDFIEBOTZAXA—23>%B38BE8F. "T7AXA—>232NOFKRR: Amazon EC2 IV —)L T
Console-to-Code ZfFEAL TIO—REZER TS, 2SR LTLEEL,

Console-to-Code ZFHL TIO—RZERTDICIF

1. https://console.aws.amazon.com/ec2/home?region=us-east-1 T, KERZP (/N— Z T tE)
1)—23>® Amazon EC2 AV — )L ZBHE LT,

(® Note
Console-to-Code 7L E2I—U ) —RATH'), BE, KERHF (N—ZFEH) VU —
TAVTORFATAETT, cOU—230TRITENET O AVDOENEBRENE
£

2. AVVY—-)LZzERALTUY—ARZERL., 7ORNRATZTANLEY, LA, O2VY—)
EEALTAARVAZRESLCRBEBL, FEZEZRZV T Z2BMILET,
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Console-to-Code &, EITLEITXTOT I a>aEzRBRLET,
3. ENFES—>32RA2T, [Console-to-Code] ZiEIRL £,

4, [RBENLETV2AVIT—TLT, BRENLT VAV EERL, - RERICEDHDT Y
SAVERELERT,

c BET74—)RZFEALT, HEOIADVY—IIR=—IKERTI>AVICEL2TT—TIL%E
JANBRVITLET, ANWZRKRTDE, T—TUFT71ILE2—EnFET,

c [BAT7TROYTHEOVZFERALT, IXNTOTI>3IY, BEEITRTI>3Y, EEH:
WYERT7I>32T74IL2—-LET,

® Note

BEOEY A VHICRTENLET I3 OHN —BERRENET, FHICIOWVWT
. "REEhETI3>2, 2Z2RLTLSEETWL,

5, d—RZERIIVENHDIETIAVOHEIIHBITIVIRY VAEFVICLET,

® Note
—EBIL5DFETOT O EBEIRTEEXT,

6. [{code} A—RZEM]|RREBIRLET,

REDOSRINOF7AI)IME, FRICEBERLEID-RERICAYET, Blo0— RER #18R
FTHICE, REOOEICHBDERMNZBIRLET,

7. [d—RoLE1—]7T, [AE—]ZBRLTI—REZIE—-LTHRY—ITERTZH, [T
VAO—R]ZBRLTT7 74 EZDOO0—-—RLULTHAELET,

8. Z®MI— R% infrastructure-as-code NEHBRE L THEALET, I—RZHAZXIALAL T,
BENDI—AT—AICEDBTARBRETHEATEDLDICTIHSEN HYET,

® Note
O— RARBRRECHBL TWEVWZ EAHBALEBEER., ENORSICHETEDHIC
DVWTT7A—RNY I EBHFELKEEVW (ROATY 7 9 ZS58)., AWS Support Tld4
RENLEID—RPHAZIAAENEDI—ROBARICEIZIHR—NEITERLEA,
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k

9. (7> 3ar) SFHMlEiE - (F KM ZEIRL T, Console-to-Code AEICII 2 A ESHEHHS
<<V, BRFHAEZRBIRL EBEE. [71— RNV VZZEETD] ZBIRL T, BEKICKI
DESICO—RZEDRSICHETED M ZHHASELL<EEV

T X—>3>20OFKRR: Amazon EC2 2V —)L T Console-to-Code Zf#EHAL TI—

RZEEKT S

EC2 Dashboard X
EC2 Global View
Events

Console-to-Code New

¥ Instances x
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations New

Resources

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Instances (running)

Dedicated Hosts

Instances

Load balancers

Security groups

Volumes

4

14

EC2 Global view [2 || O] || C ‘

Auto Scaling Groups

Elastic IPs

Key pairs

Placement groups

Snapshots

Account attributes

Default VPC [2
vpc-92304aeb

Settings

Data protection and security
Zones

EC2 Serial Console

Default credit specification

Console experiments

¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

Launch instance

To get started, launch an Amazon EC2 instance, which is
a virtual server in the cloud.

Launch instance ¥

Note: Your instances will launch in the US East
(N. Virginia) Region

Security Groups

Service health

AWS Health Dashboard [ || (@] ‘

Region
US East (N. Virginia)

Zones

Zone name

us-east-l1a

Zone ID

usel-az2

Explore AWS

Save up to 90% on EC2 with Spot Instances

Optimize price-performance by combining EC2
purchase options in a single EC2 ASG. Learn
more [

Amazon GuardDuty Malware Protection

GuardDuty now provides agentless malware
detection in Amazon EC2 & EC2 container
workloads. Learn more [

Enable Best Price-Performance with AWS
Graviton2

AWS Graviton2 powered ECZ instances enable

Console-to-Code Z A3 %
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Linux 2321792 AmMazonEC2 41 AR ADOF1—RK1)
FITT,

ROFI—KRUTITEE, Linux BRITTDEC2A VARV AZFEALT— BN BRAIERITT
EONDFEEHEIRLUET, AWS TlE. Amazon Linux 2023, Amazon Linux 2, # & U Amazon
Linux AMI "R TZE &9, FHEMIC DOV Tk, TAmazon Linux 20235 . TAmazon Linux 21 , $&
U* TAmazon Linux AMI; ZZRUTLKEEV, BEFI—-—MUTIILIEOVTR, TAWS OFEEHE
ETR) ZBRLTLKEZV,

® Note

AL2023 DF 1 —KUTIIICD2VWTIE, TAmazon Linux2023 I—H'—HA R, O "TF1—
NUTII, 25RBLTLKEE,

Fai—-KNUTIL

s LAMP DA 2 AKN—=)l

« SSL/TLS MERE

« WordPress 7OJ %ZKRARNTS

LAMP @14 2 AK—)L

CDtEU> 3> Tk, Amazon EC2 4 > AR > AIZ Apache 7 I 7H—/\—% PHP & & O MariaDB
EEBICAVAN=IILTBEEZBALET,

(® Note

AL2023 LAMP Fa1—KNUZJ)IZD2WVWTIE., TAmazon Linux 2023 1—%—HA4 R, @
FrFa—KNUF): AL2023 T LAMP 34— /N\—%& A2 AR—=)IL 9%, 2B L T EZTL,

UTFADLAMP A4 > AKR—)
« Amazon Linux2 TO LAMP O A4 > AK—=)L
* Amazon Linux AN® LAMP O A4 > A KM=l

LAMP @ A > A K—JL 39
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Amazon Linux2 TO LAMP O A4 2 AKN—)L

RDFIETIE, Apache DI 7H—/N\—% PHP & MariaDB (A1 -F A Ik 2 THREhL
MySQL OREMR) D HR— M & EEIZ Amazon Linux2 41 VARV AICA A RN=)ILLET (LAMP
DITH—N—FLELAMP A2 Y VEERENET), COHT—N—ZFALTENTI T HA N
ZRANLEY, F—ER—AEDEROFEHRY) EEZIAKZETOBNEPHP 77U 5r—23 >
ZTF7O0/40LEYTEEXT,

/A Important

Ubuntu X Red Hat Enterprise Linux ZEDRIO T 1 ARNUE1—>3 2 IC LAMP U I 74—
N—ZRBRELEISETDRE, COFI—RNUTIDEYICIEEY EFE A, Amazon Linux AMI
ICDWTR., TAmazon Linux A® LAMP QA4 AK—=)L, Z82BL TV, Ubuntu (2
DWTIE, Ubuntu X274 RF 21X D ApacheMySQLPHP #Z 8B L T & L\,
TOMOTAARNIELI—23I2ICDO20VTR, TNTFhORFIXNZSRBLTLKES
Wo

7230 F—RX=232 ZFALTIOFI—NITILEZRTITS

LTORRAYZT5KH V) IC AWS Systems Manager #— R X—>3a> &AL TIOFI—KD
TFILNZETETITDICE, F—MX—=232 RFI1 XD NTHS AWSDocs-InstallALAMPServer-AL2 %
EITLET,

BAY

« ATY 7 1:LAMP —\—% %159 %

« ATV 7 2.LAMP H—\—%&TAKNTSD

c ATV 3 TF—ER—AY—N—%tEF1UT1TRETS
« ATV T 4:(A7232) phpMyAdmin 24 VAR—=)L T3

« NZTNaA-—TF12T

- BENEY D
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AT YT 1 LAMP H—/N—ZEHT B

Bl R SR

« COFI—KNUTILTE, 12—V MNSTOEATER/NT )Y DNS E2#
2. Amazon Linux 2 ZERATAHL VWA AXVAZITICEHLTVA L ZAIRICL TV
9, FHIEODVTR, "TATYT 1L AVAZAZRH TS, 25RBLTKEEV, £, &
F1UFAT)—TERELT, SSH (K— K 22). HTTP (£— k 80). HTTPS (R— k 443) 1245
AEMCLTVAREEHYET, MEKAORMIOVTE, Linux 1 VARV AADA Y/
KRS 74O DER ESBLTLEE L,

« ROFIEIC KV, Amazon Linux 2 TRIAAIERZRHO PHP N—2 a2 AV AR—IEh&
T, REDQ/N—232F php8.2 TYo COFI—KNUTIITHETNTVWBLNAD PHP 77U
T—>arvEFERTR5EE. php8.2 t EMM AR IDILEN B ET,

LAMP H—/N\N—%Z%{E 35 IZ &

1. AVAZRVACERLEY,

2. INTOYTRNIITNY TN BHORETHZICZHWREITD O, 1VARATYY
RIITDEHZRITLET. CORBICEHDHAYRIA, ZEFOEHRENTEEZRRIC
BRAIRCENEETT,

-y AT AVEEBEITRE, BBEXAV LD ERTFEILEHEAAN—ILET, 12A
N—IBICEHMZRETRDHEER. COFTIVEERTERT,

[ec2-user ~]$ sudo yum update -y

3. mariadbl@.5 Amazon Linux Extras VIR K% A AKR—)LL T, MariaDB /N\Y T — D&
FN—>a EBmEBLET,

[ec2-user ~]$ sudo amazon-linux-extras install mariadb10.5

sudo: amazon-linux-extras: command not found EWSIT—NRRENEBE, 1
> AR Al Amazon Linux 2 AMI TREBEhTVELA (BF5<. KV IZ Amazon Linux
AMI ZFERALTVET), ROIN RZFEHAL T, Amazon Linux D/N—2 3 ZRRTEE
9,

cat /etc/system-release
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4. php8.2 Amazon Linux Extras URZ MU Z A2 A KM—)L L T,Amazon Linux 2 [@F PHP /\¥
T—ORFN—Ta EREBLET,

[ec2-user ~]$ sudo amazon-linux-extras install php8.2

5. CNTA VARV ANBRIREICE 2 DT, Apache 7 I 7H—/N—, MariaDB, & & PHP
VYINTITNYT—DBAVAR=IILTEET, yymA VAN =) ONV REFEATRE,
BEOYVIRNIITNYT—DEBEETRZIIRNTORKEFEERERBICA AN —ITEET,

[ec2-user ~]$ sudo yum install -y httpd

ROIIV RZEALT, ChsoNYT—J0REON—J 3V ERRTERT,

yum info package_name

6. Apache VI7/H—N—%EELFET,

[ec2-user ~]$ sudo systemctl start httpd

7. systemctl ANV REFERAL T, PARATALAN T —KNTBEVIC Apache VI 7 H—N—HNEET
BESICHRELET,

[ec2-user ~]$ sudo systemctl enable httpd

httpd "B THD &lF, ROAN RZRTLUTHERTEXT,

[ec2-user ~]$ sudo systemctl is-enabled httpd

8. AVINTVYRHTITP (FR—bK 80) BEMZA VAR AILHTTHEF2UFT1)—)LZEML
TWEWESIZE., COIL—IILZEMLET, 74 BNTRE., EEEFIC [launch-wizard-N] &
FIAVTFAIIN—THFAVARAEEENET, COTIL—TICIF SSHEREZTT TS E
—DIIL—ILHFEENET,

a. Amazon EC2 12V —JL (https://console.aws.amazon.com/ec2/) ZB&E £ T,
b. [12AZVA] ZBRL, BRETDA VARV AZERLET,
c. [EFAVFA1RTT, ANV RIL=ILERXRRLET. ROIL—INFERRENET,

Port range Protocol Source
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22 tcp 0.0.0.0/0

/A Warning

0.0.0.0/0 2ERATBDE, INTDIPVAT RLADLSA VAR AAND, SSH
ICRBDTIVEANFAETNET, ChETANRRETERBESHBRTERTN,
EBEBRRETITONRIZETRHTEBA, ZBRETR., BEDIP 7 RLARE
FREDT RLABEICODEKE, A VARV ANDT IV EAZRELERT,

d. EF1VFTATIN—TOV2I0ZBRLET., "EF1VTATIL—T0O)—)LDEM,
DFEZEAL T, ROETHLVWAND REF1UFT L)L ZEMLET,

* [Type]: HTTP
» [Protocol]: TCP
» [Port Range]: 80
* [Source]: Custom
9. VIJH—N—ZTAMNLET, JITTZOHT, 1 VAZAO/NTJY I DNSTRL
A(FEENTVYOIPTRLA)ZAALET, /var/www/html [CO2 T2V N BVE
A, Apache TARNR—=IANRRENET, 1 VARAXAD/NT 1) Y 2 DNS &, Amazon EC2

V=) ERALTHREBTEEXT ((PublicDNS] FIZHEELE T, COINFRTENBEVES
l&. [Show/Hide Columns] (REH M7 1 1>) &)Y 2L T, [Public DNS] Z:&IRL E£9),

AVAEVADEFIVTATIN=TIZ, R—K B8O TOHTTP Z 714 Y J&FATHIIL—ILA
BEATVRZEZH|ELET, FHMIEOVTR, "TEF21UT 1T A0)—)LDEM,
ZZRBLTLSEZL,

/A Important
Amazon Linux ZFAL TV B WEEEF, ThoDEFGEFTIDIRSICA 2V AZVA
D7 TATIOF=)NERETIVLENHBIDNLELNERA, 77A4T7IOF—I)LOKRES
EOFMICOVTE, FAAMNIELI—2a2 A0 RFIXIRNESBLTLSEELY,
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Test Page

This page is used to test the proper operation of the Apache HTTF server after it has been installed. If you
can read this page, it means that the Apache HTTF server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that You may now add content to the directory svar /www

the website you just visited is either experiencing /heml/. Note that until you do so, people visiting

problems, or is undergoing routine maintenance. your website will see this page, and not your
content. To prevent this page from ever being used,

If you would like to let the administrators of this follow the instructions in the file setc/httpdscont.d

website know that you've seen this page instead of feweleome . cont.

the page you expected, you should send them

e-mail. In general, mail sent to the name You are free to use the image below on web sites

"webmaster" and directed to the website's domain powered by the Apache HTTP Server:

should reach the appropriate person.

. . . wered by 2.4
For example, if you experienced problems while LAPACH

visiting www.example.com, you should send e-mail
to "webmaster@example.com".

Apache httpd (k. Apache RFIXV NIL—KNEFEFENDTALIRNIICHRBEEhD 77 )2k
U E 9. Amazon Linux Apache RF 1 X N)L—K & /var/www/html THY ., F7FIKNTR
root ICKR 2 THIBEENET,

ec2-user PHIV KA ZOTFALIRNITERBROV7TANERETDIEZFATRICE, 74
LOKNDDOMBEET VAT T ZEETIMEN HBYVET, CORAIVZTSICE., BROBFEN
HYNVET, COF1I—MNUTI T, ec2-user & apache I —T(ZEML., apache F1L ¥
NUDOFEWEZ /var/www TIL—TIZREL, TIL—TAOEEAKEREZZVHTET,

774D ZRET D ICE

1. 1—Y¥— (ZDHEEWE ec2-user) % apache FIL—7ICEBMLET,

[ec2-user ~]$ sudo usermod -a -G apache ec2-user
2. OJ7ohKL, BEOAOJALTHLOVWIL—TZBRL, XON—2vTZHRELET,

a. OJ7IJRLET (exit AR RZ2FEATIH, R—IFINIV12 RITZEFHALUEXT),

[ec2-user ~]$ exit
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b. apache JI—TOXUN—=2 Y TERBRIETDICE,. 1 VARXVAICBELEL TORXOINY
REEZETLET,

[ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal

3. /var/www EFQAVTUYDOITIIN—TFMEHE%Z apache I —TICEELE T,

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. TIN—TOEEZIAAFAEEBMLT, ChASOYTFALINITIIL—TIDZBEBETSIC
. /var/www EHTFALIRNOTFALORNUHFTE2ZEELET,

[ec2-user ~]$ sudo chmod 2775 /var/www && find /var/www -type d -exec sudo chmod
2775 {} \;

5. JIN—T7EBEAXFAZEMTBICE. /var/www EFTFALINIOT 7 AIILFAZBR
HICEELRT,

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {3} \;

C T, ec2-user (BXRT apache TIL—7OFRO A /N—) &, Apache RF I XV KN)L—KT
774N EEM, HIRR, WETEDRSICHBYET, LEN2T, BNIITHA KNP PHP 77V
F—2a iEEQOAVTUYREMTEET,

VITH—N—Z2REIDICRE (F7>3Y)

HTTP Z’ORJLERTITZD VI T H—N—lF, EZELEF—RXORNSVAR—KNEFIUT 1
EREBELECA. VI 7SOV EFERALTHTTP Y—N—IlEHKETHE, BELE URL, ZEL
EOI7R=20AVFTY, BELEHTML 74 —AOAR (NAT—REE)FITXNT, XY K
D—IORBEDENTEEZETEDLDILBYET, VJITH—N—EREITDIEHOORANTS
974 ARELT, SSUTLS BS{LTTF—XZ{RET S HTTPS (HTTP Secure) DHR—KZA 2 A
R=ILLTLKEEL,

H—/N—THTTPS ZBEMICTBHHFEIC DWW T, MAmazon Linux 2 T SSL/TLS DEEE.L 2SR
LTLEEW,
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ATY 7T 2. LAMP H—N\N—%TANT S

B—N=—HDFA AR =B ROETENTEY ., 774INOTIOELAFINELLEREENTVS
a8, ec2-user PHIOUKNE, AV —FY NHSERTES /var/www/html Fa4L I RN
PHP 77 M) ZERTEE T,

LAMP #—N—ZT7ARNTBICEF

1. Apache RFIXY NIL—KRTPHP 77 M) ZERL KT,

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

COONVRZRITLRDSELEEEL THANMEREAELLEL EVWSIT—HFRRENIEE
&k, AJT7INL, BEOJA2LT, 774 DOHAZERETRICE TRELEELWVWY
N—T7HAZEEBLET,

2. DIJTSUYT, ERLET7FAILDURLEZAHNLET, COURLIEF, 1AZXAD/N
TJUYYODNS 7 RLAICAZYZAET7AINBEEBMLEEDTY, RIZHlERLET,

http://my.public.dns.amazonaws.com/phpinfo.php

PHP B8R-S AR RENDETTT,

php

System Linux ip-172-31-22-15.us-west-2.compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:49 UTC
2017 xB6_64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fete

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed fete/php.d/i20-bz2.ini, Jetc/php.di20-calendar.ini, fetc/php.df20-ctype.ini, /fetciphp.d/20-curl.ini, /fetc/php.d/20-exif.ini,

fete/php.d/20-fileinfo.ini, /ete/php.d/20-ftp.ini, /ete/php.d/20-gettext.ini, /etciphp.d/20-iconv.ini, /etciphp.d/20-json.ini,
fete/php.di20-mysglnd.ini, /etciphp.d/20-pdo.ini, fete/php.d/20-phar.ini, fetc/php.di20-sackets.ini, /fetc/php.d/20-
sqlited.ini, /ete/php.di20-tokenizer.ini, /ete/php.d/30-mysali.ini, /ete/php.di3o-pde_mysalini, /ete/php.d/30-

pdo_salite.ini
PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API320170718,NTS
PHP Extension Build API20170718,NTS
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COR—=IHNRRENBEVEEEF, BIOATY 7T /var/www/html/phpinfo.php 77 1)L
NEULKEREhECEZHRELET, XROINRT, REBBENYT—INFNITXNTA U AR—
LENECEZHRBIBDEETEERT,

[ec2-user ~]$ sudo yum list installed httpd mariadb-server php-mysqlnd

BBEBENY T—20VTAA N EAICRRENTVAVESE, sudo yum install package X
VREFEIOTAVAM—=ILET, £i., php7.2 & lamp-mariadbl1@.2-php7.2 DI F A
N Z A amazon-linux-extras D AN REHATEMICE > TVBD L ZBRLTLSEZ L,

3. phpinfo.php 77 AL EKIBLET, ChRERALSERTHBELHYETH, X1V
FALOBENS., AV2—%Y NETARLAVTIEZEL,

[ec2-user ~]$ rm /var/www/html/phpinfo.php

T, TLICHEETD LAMP DI 7/ H—N—%&BRELEL L, /var/www/html ® Apache R
FAXVNIL=NZOAVTOYVEZEMTZEHE, TOATOVRAAZADO/INT Y)Y 2 DNS
7 RLATRRTEET,

ATV 3 F—EIR—AY—N—%tF1)T1TRETS

MariaDB H—"N—DOF 7 FIILKRDA 2 ARN=ILICE, TARBSRTHERICKRIZDOV D2H OBEEED
HYETH, EEAY—/N—TREMCITIHLHIRTDIYLENSH ') £, mysql_secure_installation
O REFERATRE, L—RNNNATD—REZEREL, RE2THRVHMEZA AN —IIHISHIBRTSEF
JEARAENET, MariaDB H—/\N—&FRITEH2FENBWVBEETE, COFIEERTTHEN
HREIhET,

MariaDB ¥ —/N\—ZtF+21 U571 TREITDICKE

1. MariaDB 4—/\—%ZE£8L £,

[ec2-user ~]$ sudo systemctl start mariadb

2. mysql_secure_installation ZE{TL &,

[ec2-user ~]$ sudo mysql_secure_installation

a. ZOY7TRARRENES, W—KRTAHAIRONADT—RZADLET,
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i. REDOIL—BMNAD—RZAHLET, F7FIRNTRE., L—RNTHIURNIENA
D—RABEETNTVWERA, Enter F—ZHLE T,

i. Y EABULTNARAT—RZBREL, Z2B/NAT—RZ2EBALLET., T2
BINAD— RERDFFMIC OV TR, Thitps://identitysafe.norton.com/password-
generator/; 2ZBLTLKEEVY, CONAD— REMBFTREBFEFHICRELET,

MariaDB ®DIL—KR/NAT—ROFER. FT—EIR—AZRBEIDLHOREEERN &
FRIZTEFEBA, T—EIR—ABRBHRT TSIV T—2 3V 2BEETLEAVARN—ILT
BPUENHDEBEE. BEETOT 7V T5r—>23>0F—3ZR—AY—EARAI1—Y—%=
BLUET. L—RTHIU R, F—EXR—ABBUACEFEALBZVTILEE L,

b. TYi EANLTERI—HY—THIVKNEHIBRLET,

c. Yo EAHBLTUE—RNIL—RNOTAEBEMIZLET,

d 'Y, EABULTTARNTF—ER—AZHIBRLET,

e. Y, EAALTHERT—7ILZ2BEO—RL, BEEZREFLET,

3. (A7 3ar)MariaDB H—N—2I<ICHERAITZIFEN BVHEEE. ChEFLELET, BY
RECR>EEEICIFBEBTEET,

[ec2-user ~]$ sudo systemctl stop mariadb

4. (A7 3Y) 7 —NEIZEE MariaDB 4 —/S\— 2 BB ¢ 5BAF. AOITY REAHILE
¥,

[ec2-user ~]$ sudo systemctl enable mariadb

ATY T 4 (F7>3>) phpMyAdmin 244 2 AR—=IL T3

phpMyAdmin &, EC2 41 VAR AT MySQL F—EAXR—AZRRLTHET I HICHERATE
3, VITR—ADT—ER—AEEY —)LTF, Amazon Linux 1 >~ AR > AT phpMyAdmin %
AVARM=IULTERETDICE., UTOFIEICHE > TS EE L,

/A Important

Apache T SSL/TLS £HMIZLTWAWES, LAMP 4 —/S\—ADOF 2+t AIZ phpMyAdmin
EERAITBRI_ERFEREINELA, TOLSICTDE, FT—EIR—ABEBEOD/NAT—RY
OTF—RE, 1 F—FXYMNEEZETRHRBEVRETEEENET, BHREICELDEF2
)7 4 BEOHEEFIC OV TIE., Securing your phpMyAdmin installation; ZZ 8L T
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KEEV, EC2AVARVATODIITH—N—DREICETZ—KHUEBRICOVTIE,
FAmazon Linux 2 T® SSL/TLS MiREL Z2SHBLTIEEL,

pMyAdmin Z24 2 AR—IL T2 (ClF

1. BEBEKET7AINEAARN—ILET,

[ec2-user ~]$ sudo yum install php-mbstring php-xml -y

2. Apache ZBEBHLEY,

[ec2-user ~]$ sudo systemctl restart httpd

3. php-fpm Z2BEBHLET,

[ec2-user ~]$ sudo systemctl restart php-fpm

4. /var/www/html T Apache RFIXV NIL—KNIZBEILET,

[ec2-user ~]$ cd /var/www/html

5. https://www.phpmyadmin.net/downloads T&#® phpMyAdmin U —AROY—ANY 57—
ZERLET, 77ANTALIONIZBAVAZVALATO—RTBICE, ROBOLSIC
)29 IE—LTwget AN RICBEY FHET,

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

6. phpMyAdmin 7 # LA ZERL, ROODIXY RTNYT—22REALET,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
Languages.tar.gz -C phpMyAdmin --strip-components 1

7. phpMyAdmin-latest-all-languages.tar.gz Tarball ZHIBRL £,

[ec2-user html]$ xm phpMyAdmin-latest-all-languages.tar.gz

8. (A7 3ar)MySQL H—N—HFRITHFTREVEZER, SI<SEBLET,

Amazon Linux 2 49


https://www.phpmyadmin.net/downloads

Amazon Elastic Compute Cloud Linux 1 AR AAI—Y—HA4 R

[ec2-user ~]$ sudo systemctl start mariadb

9. UI7TZIUHT, phpMyAdmin DA AN—)LURLZADLET, O URLIF., 41V AR
YAONTIVYODNS FRLA (FhE, NTVYIIPTRLA)ICATZYZIESAVAR—
LFALORNUEBMLTENDTY, KICHERLET,

http://my.public.dns.amazonaws.com/phpMyAdmin

phpMyAdmin QY 4 U R—IHFRRENET,

php
Welcome to phpMyAdmin

Language

English :J

Login &

Username:
raot

Password:

Go

10. BIICHER L = root 1—H'—HK & MySQL DIL—K/NAT—RZE> T, phpMyAdmin 1 > A
N=)LicOJ4>LET,

A2AR—ILIE, Y—EARBRIICRETIHBEN SV ERT. ROFIRICH>T, REZ77AI)
EFBHTHERIZDCENSHHDIDEHBOLRT,
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a. BIOBRETF7AIILDSEHBETDICE., BRKICAVOTFANIFREFEALTHLLV
774N %EHERL, config.sample.inc.php DRBEZZFD 7 7AI)IZIE—LF T,

b. index.php Z&¥ phpMyAdmin 4 L2 NJIC, 77 A4 )% config.inc.php &L T
RELET,

c. BMotYy N7y FIZOV\WTIE, phpMyAdmin D4 > ARN—ILFIED "y KT YT AY
D7NOFER, 023 ii®Hd "T7AIERBOFIE, #SBLTLSEEV,

phpMyAdmin OEAICEI T2 ERIE. "phpMyAdmin I—H—HA R, #SBLTLEEV,

NZTNZa1—Fa427

OtV 3>TRE, HILWL LAMP Y —N—ORERKICHLET D WML & 25 — RN ZEE DR
RERHLET,

VITJTSUOHEERALTY—N—ICERTEEZE A,

ULTOFIYU%T>7T, Apache VI TH—N—HNRTENTVT, PIOEATAETHIHESH
ZHELET,

s DITH—N—HNFRITEhTVETA?

httpd ABMTHB &, ROONY REERTULTHRIETEEXT,
[ec2-user ~]$ sudo systemctl is-enabled httpd

httod 7O AFRTEATVEVEEE. LAMP Y —/NN—ZEFEITDICE ICRBETVE A
TYTEZE)ELET,
« 77ATIOA—)LBFELKREETNTLVRTA?

AVAEVADEFIVTATIN=TIZ, R—KF B8O TOHTTP Z714Y U EFATRI—IAE
FNTVRZEZMELERT. FMBICOVWTR, "TEFI1VFTATN—T DI DEM, 25
BLTSEZL,

HTTPS ZEAL TH—N—ICEKRTEZWV

ULTOFIY V%1727, Apache VI 7H—/N—H HTTPS ZHR—KNFTB LS ICREEhTWS
RESHZEBIELET,
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s DITH—NBELKEREENTVETH?

Apache 24V ARN—=I)LTB &, Y—N—E@FE HTTP NS 71 Y ORICEREENET, HTTPS =4
R—=—KTBIZF, —/N—TTLS ZHMICL., SSLEAERZS AN =ILET, FHICOVT
l&. Amazon Linux 2 T® SSL/TLS MERE Z#SBL T EE L,

« T77AT7I7A—)IRRELKREETNATVRTH?

AVAEVADEFIVTATIN—TIZ, R—K 443 THTTPS hZ 714V D ZFATRI—I)
FEENTVR L ZWABLET, FHHICOVWTR., "EF1UTATIL—TADIL—)LDE,
ZZRLTLKEZL,

BENY D
AVABVAND T 7AINDERE, T T 7H—/N—A® WordPress 7O DA AKR—=)L®D
HMEICOVWTE., XORFIAXANESHBLTLSEZL,

» WinSCP ZEAL /= Linux 1 VARV AND T 7 4 )L DERiE
«e SCPUSAT U NEGFERALELNUX A VAR AAND T 7 A4 ILDEEix
» Amazon Linux 2 T® WordPress 7OJ MRA N

COFI—RNUTILTHERAENATVBZ AN RELTY T RNIITOFMBICIOVTR, koo
R=DEZRLTLSEE,

« Apache 7 T 7% —/\—: http://httpd.apache.org/
MariaDB 7*— X X — XY —/\—: https://mariadb.org/

PHP 7OJ 2 X755 hitp://php.net/

chmod Y 2 R: https://en.wikipedia.org/wiki/Chmod

chown 1Y 2/ R: https://en.wikipedia.org/wiki/Chown

DITH—N—DORXAVBOER, FLEF. BFEORXSMVBEZORANMNIBIHFZEICOVTO
F¥4HlE. TAmazon Route 53 FAROY/N—HA Ry ® "TAmazon Route 53 M RX A &5 T RXA
CDERERIT) BSBLTLSEEV,
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Amazon Linux N®O LAMP O 14 > A KM—)L

RDOFEIETIE, Apache 7T 7H—/V—% PHP & MySQL ®H7R— k& &% (2 Amazon Linux 1 >
ARVAWLAVAR=ILLET (LAMP VI 7H—N—FLEE LAMP AR Y VL EBENET),
NDH—N—%FEALTEBNIITHARNERANLEY, F—ER—-—ALDBHROFEAIY) EEZIA
HRETSENBEPHP 77U —23a> &7 7040V TEXRT,

/A Important

Ubuntu X* Red Hat Enterprise Linux ZEDBINDT 4 ANJUE1—3 2 IC LAMP DT 7 H—
N—ZBELEIDETDE, COFI1—KNUTIOBYICIEEY)EEA Amazon Linux 2 (2
2WTI, "TAmazon Linux2 THO LAMP QA4 A K—)L,s 2B L T EE W, Ubuntu (Z
DWTIE, Ubuntu DX 21 ="57 4 RF 21X ~N®D ApacheMySQLPHP ZZ B L TS & L\,
TOMOFAANIEI—23 2220 TR, ThEFhORFIXDNZESRLTLKES
Lo

A7232:FA—MX=232 ZEALTIOFI-—KNITILZERTITS

LTORAY Z{TS5MKH V) IC AWS Systems Manager A— M X—>a> &AL TZOFI1—K1
TILETETITBICE, A—hX—232 RF1 X2 NTHS AWSDocs-InstallALAMPServer-AL % £
ITLET,

2R

« ATY 7 1 LAMP ¥ —N—%%#ET 5

« ATVT7 2. LAMP H—=N—=%FTAK T2

*c ATV B TF—ER—AY—N—%tF1VT 1 TREIS
« ATY 7 4 (FA7> 3 2) phpMyAdmin 24 VA KR—=)L 953

« NSTNDa—Fa42Y

- EERNEY D

ATY T 1:LAMP Y —"\—% %#{E 3>
FIR&H

COFI—KNUTILTR, 12—V NDSTOEATEER/NT) Y- DNS %D, Amazon
Linux AMI ZFERT2HLWVA 2 AX O AZTTICEBLTVWSA ZEZBRICLTVET, EMICD
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WTl, "ATYT 1 AVAR O AZEHTE ) 2ZRLTILKEEV, £, 2Fa1UF1T)—
TEBELT. SSH (F— K 22). HTTP (K— ~ 80). HTTPS (K— N 443) &2 HHIC LTV D 4%
BEHYWET, FIRFHBOFMIZOVTIEE, Linux A VAR AADA VNI RS T 49 O D&
RESBLTLEEL,

Amazon Linux AMI ZEFA L TLAMP DT 7 H—N—% A4 ARN=)LLTERETDICIE

1. AVARALCERLET,

2. IXNTOYTRNIDITNYT—INGBHORETHD L ZWRBIBD IO, AVARVATYT
RIITDEHZRITLET. CORBICEHDIHAYERIH, BFOEHRENTEEZRRIC
BRATAZENEETT,

sy ATV AVEEETRE, BBAV LD ERTETLEHEAAN—ILET, 1VA
N—ILBICEHZRETIHEER. COFTIVEERTELRT,

[ec2-user ~]$ sudo yum update -y

3. ZNTAUVARVANBRIREIZA > DT, Apache VI 7H—/Y—, MySQL., PHP V7 k
DITNYT—2"AAN=ITEEXRT,

/A Important

T7VTr—232IC& 2T, ROEREOYV T NIVITRECEBUENF BVEEF HY)
F9, chsONYT—2AVAN=ILTBHEIC, LAMP 77U T—2 3> EHif
oD EZHRELTLKEESY, BENHIFEICE. RERBEOAVAN—IIBE
ICBDCENBYVET, FMIICOVWTEK, "H—N—TETI2F77Vs5—>3a>Vv7
ROITTFIC, AAR=ILENRTVB PHP N—2 3 EEEMHOY I RIITENDE
BN BYVEBA, 1 BSRLTLSEZL,

yuminstall AN RZFEATRIE, BEOVITIRNIVITNY T EBET D INTOKFERK
ZRBICAVAN—ILTEET,

[ec2-user ~]$ sudo yum install -y httpd24 php72 mysql57-server php72-mysqlnd

No package package-name available IZ—A'RRENEEE, 1 VARV AR
Amazon Linux AMI TEEENTVERLA (BF5<. KDY I AmazonLinux2 ZEAL TVLE
F)o KNI REFEAL T, Amazon Linux D/N—2 3V ERRTEEXT,
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cat /etc/system-release

4. Apache JI7/H—N—%ZEELET,

[ec2-user ~]$ sudo service httpd start
Starting httpd: [ oK 1]

5. chkconfig ANV REFEAL T, SRATALNT—KTBLTIC Apache VT T H—N—NFEEHT
BDEOICHRELET,

[ec2-user ~]$ sudo chkconfig httpd on

chkconfig AN RTlk, ThEFALTH—EAZEZEICEMCLELEILERXYE—DF
—fIRTENhELA,

httod B THA & F, ROONY RZRITLTHIBTEER T,

[ec2-user ~]$ chkconfig --list httpd
httpd Q:off l:off 2:on 3:on 4:on 5:on 6:0ff

C C,httpd, onZ LRI 2, 3, 4, 5(REVEDTT),

6. ANV RHTTP(AR—K 80) EBZEA ARV AICHATR X1 UT1)L—)LZEML
TUOWBVWESICE., COIL—IILZEMLET. 7 FI)NTEE., BEEFIC [launch-wizard-N] &
FAVTATIN—"THNA VARV AILREENET T, COTI—TCIE SSH ERZFFAITSHE
—DI—IHFEENET,

a. Amazon EC2 12V —JL (https://console.aws.amazon.com/ec2/) ZHE&E £ T,
b. [AVAZVA] ZBIRL, BZEITDA VARV AZERLET,
c. [EF21VFA412TT, AVNIRIL=ILERRLET. ROIL—INFRRENET,

Port range Protocol Source
22 tcp 0.0.0.0/0
/A Warning

0.0.0.0/0 2FEATHE, IXNTDIPVATRLALSA VAR AND, SSH
ICRBDTIVEANFAETNET, ChETARNRRETERBESHBRTERTN,
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EEREREBETITOORRLTROYFERA, FBERRETR., BEDIPTRLAFRLE
FBREDT RLABHEICODE, A1 ARVANDT IVEAZRELET,

d. EF21VFATIN—TOV20ZBRLET. "EFI1VTATIL—TA0O)—)LDEM,
DFEZEAL T, ROETHLVWAND REFIVUFT L)L ZEMLET,

* [Type]: HTTP

* [Protocol]: TCP

» [Port Range]: 80

* [Source]: Custom

7. DI7HY—N—%TFANLET, VITTSOYT, 1 VARXRADO/NTJY U DNS 7 RLA

(RKEENTIVYOIPTRLRA)ZAALET, 1 VARXADO/NT )Y DNS 7 RL AZH
B893ICIEk, AmazonEC2 OV —IIEZFERLET, /var/www/html (LT YUN WG
&, Apache TARR—IHFRRENET, RFIXMNIL—NCZEMLEOTOVE. TA
AR=ASTRELSKAVAZVADNT VY IDNS PRLANSTIEATEET,

AVARDAQEFIVTATIN—TIC, K=K 80 TOHTTP Z 74 Y U &HATHIL—ILA
BEATVREZH|IELET, FMIEOVTR., "TEF1UT1TIL—TA0)—)LDEM,
ZZRBLTSEZL,

Amazon Linux ZFEAL TV EWVWEEEE. ThoDEGZHATEIEIDIICAVAZADT7A
TOA—I)EBRETDIULENHINLELNEFRA. 77A4T7 I F—)IDOREFFEOFMCIOVT
., FTAANIJEZI—=23 2 HAORFIXINZSHBLTLSESL,

Apache httpd (&, Apache RFIXV NIL—NEBENDTALIRNJICHBTEND 7 7ML ZR
LU &9, Amazon Linux Apache RF 21 X N)L—KIE /var/www/html THY ., F7FIL KT
root ICK 2 THRIBEENET,

[ec2-user ~]$ 1s -1 /var/www
total 16
drwxr-xr-x 2 root root 4096 Jul 12 01:00 cgi-bin
root root 4096 Aug 7 00:02 error
root root 4096 Jan 6 2012 html
root root 4096 Aug 7 00:02 icons

root root 4096 Aug 7 21:17 noindex

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

N NN NN

drwxr-xr-x

ec2-user FHI VRN COFALIORNITERO TV 7AINZRETHEEZHTITHICIE, T4
LORNVDOFBEET VAT EZZEETHILEN HYET, CORARAIVERTIICIE., BROFEDN
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HYVEFT, cOF1—KNUTFIIL T, ec2-user & apache JI—7IZIBIL . apache 1LY
NUDFEEE /var/www TIL—TCH/EL. TIL—TANOEEAXEREZE ) HTET,

771N OFAZRETDICIE

1. 1—H%— (ZDFEE ec2-user) & apache JIIL—7ICEMLE T,

[ec2-user ~]$ sudo usermod -a -G apache ec2-user
2. OJ7OKL, BEOJALTHLWIL—T%ZBRL, XON—29T72HBRLUET,

a. OJ7IORLET (ext ANV REZEATEH, Z—ZFILTA 2V RIZFHAUET).

[ec2-user ~]$ exit

b. apache JI—TOXUN—=2Yv T ZRBRIAETBICE. 1 VARXAICBEREL TOROIONY
REEITLET,

[ec2-user ~]$ groups
ec2-user wheel apache

3. /var/www EFTDATUYDOTIN—T7FiEH#% apache JIL—TICEELE T,

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. TIN—TOEZIAHFAZEMLT, ChASOYTFALINCTIL—TIDAERETSIC
&. /var/www EHTFALINODFALIORNVETEZEELET,

[ec2-user ~]1$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {} \;

5. JIN—7EEAKIFAZEMTBICE, /var/www EHTFALIRNVDT7 7 AIILFATZER
ICEELERT,

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {} \;

C T, ec2-user (BXU apache FJIL—7OFRD X /N—) &, Apache RF I XV KN)L—KT
774N EEN, BIR, WETEDRSICHYET, LEN2T, BN ITHA KNP PHP 77V
T=2avRBREQAVT UV EEBMTERT,
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(FA7>a)oxTH—N—0RE

HTTP Z’ORJLERTITZDIVITH—N—, EZELEF—RXORNSVAR—RNEFIUT 1

EREBELECA. VI 7SO EFERALTHTTP Y—N—IlEHKETHE, BELE URL, ZEL
EI9I7R=OOAVTOY, BELEHIML 74 —AORB (NAT—REE)EITXT, XY K
D—IORBEDENTEEZETEDELDILBYET, VJITH—-N—EREITDILEHOORANTS

9T74ARELT, SSUTLS BES{LTTF—XZ{RET S HTTPS (HTTP Secure) DHR—KZA 2 A
R=ILLTLKEEL,

H—/N—THTTPS ZBMICT B FEICD2VWTIE, "TAmazon Linux T?D SSL/TLS DFEEL 258U
TL<EEW,

ATY T 2.LAMP ¥—N—%ZTAKTS

HB—N=—HDFA AR =B ROCETENTEY ., 774INOT7 IO ELAFINELLEREENTVS
BE., ec2-user PHIVKE, A2 —FY MDY SERATES /var/www/html Fa4 LI KNUIZ
PHP 77 A/ )L Z#ERTEE T,

LAMP DX 7/ H—N—%FARNTBICIE

1. Apache RFIXVKN)IL—KNRTPHP 77 1)L ZERKLET,

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

COONVRZEFTLRDELEEZIC THANMEBRENELEY EVSTIT—HNRRENEE
&k, OF79KL., BEOYALT, ATYT 1. LAMP HY—/\—%%#{gd % THRELLE
LWIIIN—THFrZ2MBLET,

2. IJTSOYT, ERLET77AILDURLEZANLET, COURLIEF, 1VAZXAD/N
TJUYYODNSF7RLAICAZYZAET7AINBEEBMLEEDTT, RIZHlIERLET,

http://my.public.dns.amazonaws.com/phpinfo.php

PHP BHA -V RRENBETTT.
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php

System Linux ip-172-31-22-15.us-west-2 .compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:48 UTC
2017 xB6_64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed

fete/php.d/20-bz2.ini, Jetc/php.di20-calendar.ini, fete/php.df20-ctype.ini, /etc/php.d/20-curl.ini, fetc/php.d/20-exif.ini,

Iete/phip.d/20-fileinfo.ini, fete/php.d/20-ftp.ini, fete/php.di20-gettext.ini, /ete/php.di20-iconv.ini, fetc/php.d/20-son.ini,

fetc/php.d/20-mysgind.ini, fetc/php.d/20-pdo.ini, fetc/iphp.d/20-phar.ini, /etc/php.di20-sockets.ini, /etc/php.di20-
sqlite3.ini, /ete/php.di20-tokenizer.ini, fetefphp.d/30-mysqgli.ini, fetc/php.df30-pdo_mysqlini, fete/php.d/30-
pdo_sqglite.ini

PHP API 20170718
PHP Extension 20170718
Zend Extension 320170718

Zend Extension Build

API320170718,NTS

PHP Extension Build

API20170718,NTS

COR=IHFRRENBVEHEEE, BIOATY 7T /var/www/html/phpinfo.php 77 1)L
NFEULKERENECEZHRELET, XROONRT, REHENY TN IXNTA A=
NENLECEZRFEITDEETEETRT, 2EBOIONY T—20N—=232H, COEHHH

IC—HITI2HEBEREHY) KB A,

[ec2-user ~]$ sudo yum list installed httpd24 php72 mysql57-server php72-mysqlnd

Loaded plugins: priorities,
Installed Packages
httpd24.x86_64

updates
mysql56-server.x86_64
updates

php70.x86_64

updates
php70-mysqglnd.x86_64
updates

update-motd, upgrade-helper

2.4.25-1.68.amznl @amzn-
5.6.35-1.23.amznl @amzn-
7.0.14-1.20.amznl @amzn-
7.0.14-1.20.amznl @amzn-

REBENY T—20VTNAFHDICRTENTVEWEERE, sudo yum install package X
VREFEITAVAM—ILET,

3. phpinfo.php 77 AL EEBRLET, ChEERBBETHBCLEHYETA. £F1Y

TALEDEHAS, 12—V NETRARLBVTLSEEV,

[ec2-user ~]$ rm /var/www/html/phpinfo.php
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ATYT 3 TF—ER=—AY—N—ZtF21)T 1 THREITS

MySQL H—N—0DOF 72 )LD A 2V ARN=IIZR., TARSLOCHARBIZKILIDVS DA DOHEENH
WETH, EEEAY—N—TREMDCITIHLHEIRTDILENH ) £, mysql_secure_installation
RV ReFEATDE, L—MNAD—RZREL, TE2TREVHEEZSA AN —IILLSHIRTZFIE
FRAEHET, MySQL H—N—ZFEATHFEN B VBETE, COFIEZRTITDENHER
ThET,

F—AR—AY—N—%EF1UTF 1 TREITDICIE

1. MySQL H—N—%RBLET,

[ec2-user ~]$ sudo service mysqld start
Initializing MySQL database:

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !

Starting mysqld: [ OK 1]

2. mysql_secure_installation ZE{TL &,
[ec2-user ~]$ sudo mysql_secure_installation

a. ZOY7TRIRTRENES, L—KRTHIZRONAT—REZADLET,

i. BEDODIN—KNAT—RZAILET, F7AIRNTRE, L—=KRTHIKMZENA
D—RAREETENTLVERA, Enter F—&Z#HLET,

i. YY) EAADULTNADT—RZREL, 2B /NAD—RZ2BEAHLET, &2
BINAT— REBOFEMICOVWTIE, Thttps://identitysafe.norton.com/password-
generator/; ZZRLTKEE VW, CONAT—REXTLLBIFAICRELET,

MySQL DIL—Kh/NAT—ROFRERF ., TT—ER—AZRBEIDLHOOHKEEFNZF
RICTEEREA, T—ER—ABBERTTVT -3V 2BERLEBAARN-ILTS
RENHDBE, BERTOT 7TV T—23200F7F—ER—AY—EARI—¥—ZEK
LET. L—RTHIU R, TF—ER—AEBEUANCRFEALBEVTEZ L,

b. TYis EAANLTERBI-Y—-TAHIYNZHIRLET,
c. "Yi&EAALTUE—NIL—NOTA2ZEMBLET,
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d. Y4 EABULTTARNTF—ER—AZHIRLET,
e. Y1 EAANULTHERT—7IILZBO—RL, EEZREFELET,

3. (FA7a)MySQAL H—N—Z2F<ICEATH2FENBWVEEE., ChEFILELET, BUOR
HichxokEEICEBREBTEED,

[ec2-user ~]$ sudo service mysqld stop
Stopping mysqld: [ oK 1]

4, (A7 3ar)7—HREICEER MySQL H—N—%Z2RBEE2HEK, ROINREAHNLE
9,

[ec2-user ~]$ sudo chkconfig mysqld on

CNT, TRICHEETD LAMP DI 7 H—/N—%RELEL . /var/www/html @ Apache R
FAXYRNL=NIOAVTOVRBNTRHEE, TOADT VRS VAZAD/NT )Y U DNS
TRLATKRRTEET,

ATY T 4:(F7>3>) phpMyAdmin 24 2 A= T3
pMyAdmin Z4 2> ARN—IL T IZ &

phpMyAdmin &, EC2 41 AR AT MySQL F—EAXR—AZRRLTHET I -HICHERATE
3, VITR=ADTF—EZR—AEEY —)LTF, Amazon Linux 1 > AR > AT phpMyAdmin % 4
VAR=IULTEEICRE., ATFTOFEICH > TEEL,

/A Important

Apache T SSL/TLS ZB#MICL TV EVIEE, LAMP 3 —/N\—AO7 7t AIZ phpMyAdmin
EERATACERHEREhTELA, TOLSICTRE, F—ER—ABEBEEDOD/NAT—RY
HOF—RFE, 12—V NLEZZETRHRBEVREBTEEEIIAET, BREICLSEF2
)7 4 BEOHRBEIFIC OV TR, Securing your phpMyAdmin installationy ZZ 8L T<
EEW,
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® Note

Amazon Linux N\Y T —2DEBI AT AR, BEODEZCAPHP7REICS (TS
phpMyAdmin D B4 > AR—=IL&ZHYR—KLTVWELBA, COFI—KNUTIT
l&. phpMyAdmin ZF B TA AN =T HFEZHALET,

1. SSHZEALTEC2AARVAILOTALET,
2. BEBKEITAINEAAN—ILET,

[ec2-user ~]$ sudo yum install php72-mbstring.x86_64 -y

3. Apache ZHEBHLET,

[ec2-user ~]$ sudo service httpd restart
Stopping httpd:
Starting httpd:

m

0K 1]
oK 1]

[ |

4. /var/www/html T Apache RFIXV NIL—KNIZCBEBLET,

[ec2-user ~]$ cd /var/www/html
[ec2-user html]l$

5. https://www.phpmyadmin.net/downloads TE&¥ ® phpMyAdmin U —ZABAOY —ANY T—2
ZBRLET, 77M4LTFALIRNIVERBAAZVAICRIO—RTBICEK, ROBIOKSIC
)% IE—L Twget IX > RICBEYFHET,

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages. tar.gz

6. phpMyAdmin 7 # LA ZEKL., XROIN REFALTNY T—2ZREBLED,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

7. phpMyAdmin-latest-all-languages.tar.gz Tarball ZHIBRL £,

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

8. (A7 ar)MySQL H—N—FRITHFTRBEVEZEER, SI<SEBLET,
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[ec2-user ~]$ sudo service mysqld start
Starting mysqld:

9. UI7T7ZIUYT, phpMyAdmin DA AN—)LURLZADLET, O URL K., 1V AR
YAONTIUYIDNS T RLA (FkE,. NTUYDVIPFRLA)ICAZYSIEALAVARM—

LTFALIRNIZEMLTENDTYT, RICHZRLET,

http://my.public.dns.amazonaws.com/phpMyAdmin

phpMyAdmin QY 4 U R—S HFRRENET,

php
Welcome to phpMyAdmin

Language

English :J

Login &

Username:
root

Password:

Go

10. BICHER L = root 1—H—FB & MySQL ®IL—K/NAD—RZE > T, phpMyAdmin 1> A

=IO A4>LET,
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AVAN=I)E, T—EABRREICRETIHLEN HVET, phpMyAdmin ZERET S (C
FE. FETKREZ7AIINEERTS, REAVY I ZEHATS, REETOMBDOHEZEBH
BhERZENTEERT,

phpMyAdmin OERICEET2E®RIE. "phpMyAdmin I—H—HA R, #SBLTLEEL,

NZTNDa1—F120

COEVS3VTRE, HILWLLAMP Y —N—ORERICHKLET D WML & 5 — RN 7Z BEE QR
RERHELET,

VIT7T7 SO EERALTH—N—ICERTET LA

LTOFIYU%{T>T, Apache DI T H—N—HNRTENTVT, PIEATETHIHESH
ZHIELET,

c DITH—N—HNFRITEhTVETA?

httpd ABMTHDCElF, ROON REEITLUTHERTEEXT,

[ec2-user ~]$ chkconfig --list httpd
httpd Q:off l:off 2:on 3:on 4:on 5:on 6:0ff

Z ohttpd, onT LRI 2, 3, 4, 5(BEVEDTY),
httpd 7O AN ETE N TVWEWEEIEFE., ATY 7 1. LAMP H—/N\N—%Z%{E 92 ICiEHEhT
WBRATYT%EVIRLET,

« J7ATIF—=)IEELLKEESNATVWETH?

AVAZVADOEFIVFTFATINL=TIZ, R—R80 TOHTTP S 74V U %HFAIT3IL—INE
FNTVBREZBRBLET, FHICOVTRE., X2V T14T)N—TA0)—)LDEMN, &5
BLTLSEEL,

B—N—TERTIBITTIVT—232VYTRNIITIE, AVAR=IENTVWSE PHP N—23 > &
EFRMEDOVIRNIITEOEBRMENHYEE A,

COF1—BNUTILTE., &#H/N—> 3> O Apache HTTP Server, PHP, MySQL Z4 > AK—)L
TREEZREBOLET, BNOLAMP 77T =232 Z AV ARN=ITBHIC, TOZATA
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ZUZERANT, A VAN BADORBEEEB|MNI D EZBRABLTLKEEZ VY, &FN—>2320
PHP B R— R EhTOVBVWEEE, LI R—RENTVEREICHA IV IL—RTEXT (24
MICRELTT), PHP k. BBON—232Z2UTLTAVARN—ILNTRIEETEET, chick
v, RPROFHITHRENDERMHOBBEZBRTEERT, BH/IN—23 0 PHP OB EIEMNZRE
IBHEICDOVTE, TAmazon Linux AMI 2016.09 Release Notes; ZZHBL TS &,

AoV TL—R7EE

CHDFI—RNITILO+TDICTFARNENEGI/N—23 TR, XROOT7 LAMP NV T —2 ##REL
TVWET,

* httpd24
* php56
* mysql55-server

* php56-mysqlnd

COFI—RITILOBREY)OHBIIH > TEFONY T4V AN LIEHER. ETI0
NYT—2EFDMOEET TANERORDIIZT VAV AN—ILTEIHLEN B ET,

[ec2-user ~]$ sudo yum remove -y httpd24 php72 mysql57-server php72-mysqlnd perl-DBD-
MySQL57

RIC, REREZA AN =ILET,
[ec2-user ~]$ sudo yum install -y httpd24 php56 mysql55-server php56-mysqlnd

BTHRERRICTYTIL—RIBDEZRELIEGZER., ETHAEINARENEENY T—J &4
HFRREHIBRTIXEN HVET,

[ec2-user ~]$ sudo yum remove -y httpd24 php56 mysql55-server php56-mysqlnd perl-DBD-
MySQL56

ChT. BICHALERFONYT—S8 AV ARN=ITEET,
BiERNEY D

AVABVAND T 7AINDERE, T T 7H—/N—A® WordPress 7O DA AKR—=)L®D
HMEICOVWTE, XORFIANESBLTLSEZTL,
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« WinSCP ZBEAL /= Linux 1 VARV AND 7 7 L) DEiE

« SCPOZAT U hZFEALE Lnux 1V AB 2V AND 7 7 4 ) DEgiE

+ Amazon Linux 2 T® WordPress 707 DR A

COF1—KRUFTILTHEAENTVROAI RBEIOY T RNITITOFEHMCIHOVWTEF, xooxT
R—=DESBLTLSEEV,

+ Apache 7 I 7% —/\—: http://httpd.apache.org/

+ MySQL F—ZXAX—AH—/\—: http://www.mysql.com/
« PHP 7’045 X > E5: http://php.net/

» chmod Y 2/ R: https://en.wikipedia.org/wiki/Chmod

« chown 1Y 2 R: https://en.wikipedia.org/wiki/Chown

JITH—N—DORXAEOEF, FlF,. BEORXAVBEEZEZORANMNIBISZEICOVTO
FE4#HlE. TAmazon Route 53 FAROY/N—HA Ry ® "TAmazon Route 53 M R XA &H T RX A
COERERITI BSBLTLSEEL,

SSL/TLS MF&EE

COEU>3I>TE, AmazonEC2 1 VARV ATEITENTVWAB U I JH—/\—T SSL/TLS %#35%
ETDHEZHHALET,

(® Note

AL2023 SSL/TLS Fa2—RUFZINIZ DOV T, TAmazon Linux 2023 1—%—7H4 R, @
FF1—RK1UJF)L: AL2023 T SSL/TLS 258 E 51 2B LT EE L,

AR T SSL/TLS ME%
« Amazon Linux 2 T® SSL/TLS O&E

» Amazon Linux T® SSL/TLS OE&E
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Amazon Linux 2 T® SSL/TLS NEE

Secure Sockets Layer/Transport Layer Security (SSL/TLS) &, DI 7/ H—N—& 0179054 TF>
NOBIC, BEFOTF—EANEZETNBVELSICRETS, BELEhEFYIILEEBILET,
COF1—KNUTI T, Amazon Linux2 & Apache DI 7H—N—%ZFEHALTEC2A AR
A, SSUTLS OHR— N EFBHTEMIDHFEZHALET, cOF1—NUTILTRE, O—K
NZoH—2FERLTVEWC EEFIRELTVWET, Elastic Load Balancing 2R L TW3 54
&, KH V) IZ AWS Certificate Manager OFEEAEZFEAL T, O—RNZH—TSSLA70O—R
ERETEEXT,

BENZEN S, JITOBESLIE, BHIZSSLEREND ZENfPBLIHYEBA, VITTS
JHTRSTE SSLAYR—RENTVETHN, BB7O0RINLTHA TLS 7O OHFHIKE
ZRTICLKLK<BEVYET, Amazon Linux 2 Tlk, IXTON—23>2 O SSL TF7 A MNTH—/N—
BOHR—RNZEMBCLTVET, EFX1UT 1 BENMEEE, TLS1.0R@FRETHEVWEAKELT
WET, TLS10B KT TLS 1.1 1E, 2021 F3 AICERICHEHRIZHZYELE, COF1I—KNUT
L&, TLS12 ZBMICTBCEEZRBELEAAMRTATY, TLS1.3 1k 2018 FICEHRL ., EHE
EBBTLSZA4TZ) (ZOF1—KNUTILTIE OpenSSL) A" R—Kh&Eh, D, BENTHBRE
V). Amazon Linux2 TRIFATEE T, V747 NF 2023 F 6 B 28 HETIC TLS 1.2 BAEE Y
R—KRLTVBDRENHVET, RFOESLEEDFEMICOVWTIE, "RFC7568) KT r@
84461 ZZRL T EEEL,

COFI—KMUTILTR, BRROVITESLEEICTLS EHUET,

/A Important

S OFEIE Amazon Linux2 THEATZEHOENTT, £/, L L Amazon EC2 1
VARV AEFEALTHBIDENERELET, B2 TF1ANIEI—2a 2 &2ETL
TWBEC2AVARVA, TFEEHWN—232® Amazon Linux2 ZETLTVWA A A
ROABEYRNTYTLERSETRE, COFI—KNUTILO—FHOFIEHN LFE VAL
cENFBVYET, Amazon Linux AMI IZDWVW Tk, TAmazon Linux T® SSL/TLS DEXFE 4
#SBLTLSEEV, Ubuntu ICDWTIE, Ubuntu E® OpenSSL ICE2 121574 R
FIXNESRBLTLKEE, RedHat Enterprise Linux ICDW Tk, A TFESBLTLE
&\, Apache HTTP Web #—/\—DFEE. TOMHDTA ANUE1I—>32ICD2VTH,
TNTNORFIXRNZSRLTLSEZL,
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.

=\

il

® Note

&% L&, AWS Nitro Enclaves [@] 7 ® AWS Certificate Manager (ACM) 235 &£ T
EET, Chix. NTUYIBELV TS A R— KD SSL/TLS 5ERAE % (AWS Nitro Enclaves
ZEALTVS AMazonEC2 1 VARV ATRITENTVWSR) I T 77 UI5—>3a> s &
OCH—N—TEATEDZLSICTD, TIL—TTF7U5—23>TF, Nitro Enclaves
&, SSLITLSSEAER V' SAR—RMF—RBENDKBEHENEVTF—22REL, T2 ICLET
PEHIC, HBEAEOELI—T 142 JRREEENTE S Amazon EC2 DH#ERET T,

Nitro Enclaves [a] {7 ACM Tl&, Amazon EC2 Linux € > AR ATREITT S nginx ZFEH T
BET, TAR—NF—DER. SHABETTAR—NE—0DEMH, BLTPHAHRENE
MERITLET,

Nitro Enclaves [+ ACM ZEAT2ICE, T L—7 XS0 Linux 1 VAR A&EERAT
BPRENBYVET,

M DV TIE, AWS Nitro Enclaves 1—%'—7# 4 R® "What is AWS Nitro Enclaves? &
& U TAWS Certificate Manager for Nitro Enclaves; 28R L T<E& L\,

Y
ol

ATY 7 1. H—N—TTLS ZEB#MICTD

ATYT7 2:.CAELAAEZRETS

ATV7 3 EFIVTABREETAMLTEILTS

NSNS a—F142T

Bl R SR A

COFI—NUTILZRBIDHEIC, ROARATYTEZRTLTLSEZL,

« EBS-backed Amazon Linux2 f VARV AZRBELE T, FHMICOVTE., "TATYT 1.4V A

SAZRE TR 2SRLTLSEEL,

c AVAZVANUTO TCP R—hTERZZTRTFRILSCEFIVTATIIL—TERELE

£

- SSH (R—h 22)

- HTTP (R— k 80)

- HTTPS (R— ~ 443)
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FHEOVTE, TLinux 1 2AZVARDAVIND RIS T7 4V ODER) 25RBLTLKEE
W

« Apache VI 7H—N—%Z A2 ARN=)ILET, FIEICOVTE. "Fa1—K~UTJL: Amazon
Linux2 l LAMP DI JH—N—%A A=) 9%, #SBLTLKEETV, BDEZOIE hitpd
NYT—BREHISTRREIVAR—FXNOHKRTT, PHP B KU MariaDB (CBIET 5 FIE
FEEALTHFEVELR A,

s DITJHARNOBRERIAZTS D, TLS OLHEBESE (PKI) TlERXAM VI Z—LS AT A
(DNS) AL E T, EC2A VARV AZFERALTNT VYOI ITH AN ERARNTBICE,
DITH—N—ORXAEEZEETDH, BEORXA>E% Amazon EC2 RANICBITHE
AHYVET, cnICDOVTIEE, RXSMEBEBEBRLRVDNS KRATAVTICBTDH—RN—FT1D
H—EANSHEFEELET, Amazon Route 53 ZFRHTHEETEEXT,

ATYT 1. H—=N—TTLS Z2BMCTS
A7V A—RMX=2aY ZEALTZOFI-NITLERT TS

LTORRAYVZTS5KH V) IC AWS Systems Manager #— R X—>a> &AL TIOFI1—KD
TILZERETITDICE, A—MX—23 2 RFIXRZERITLETD,

CHOFIETIE, BCEBROTFORIPEEZFEHAL T, AmazonLinux2 TTLS Zt&Y N7y L ZE
9,

(® Note

BCERIAAZTETANATHY . AEBRETEEATEREA, 12—V NICEHE
EZAABELAITDE, MM OTBBELCEFIVTABENRFTENET,

H—N—TTLS ZBMICTBICE

1. AVAZVAILELHL, Apache FERITENhTVWBZEE2BERELET,

[ec2-user ~]$ sudo systemctl is-enabled httpd

BENBEHN Tenableds THEWEHE., Apache ZREL, S ATA7— M ILERRBHENID
LDICRRELET,
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[ec2-user ~]$ sudo systemctl start httpd && sudo systemctl enable httpd

2. IXNTOVYITRNIITNY TN BHORETHZICZHWREITD O, 1VARATYY
RIITDEHZRITLET. CORBICEHDHAYERIA, EFOEHRENTEEZRRIC
BRATAZENEETT,

@ Note
Sy ATTAVEEBETRE, BEXVE—JERTEIICEHEA AR —ILILET,
AVAR—ILBICEHZRETZIBEERF. COATZIVEERTEERT,

[ec2-user ~]$ sudo yum update -y

3. CNTAVAZANGIREICEZ 12128, Apache EZ1—)L mod_ssl Z4 2 AK—J)LL
TTLS HR—hZEMLET,

[ec2-user ~]$ sudo yum install -y mod_ssl

RDITFANDNAVARACERENE LI, COTF7AIE, EF21T7H—N—0DOREET
ANBAORAEDERICERALET,

+ /etc/httpd/conf.d/ssl.conf

mod_ssl DERET7 7 A )Ne COTT7AINICIE, BEILF—EAASOHBAT, FATS TLS 7
OR3JNL, SHFANBESLTILI) X L% Apache ICIERIBDTFALITATHAEEATV
x99,

+ /etc/pki/tls/certs/make-dummy-cert

H—N—FRANFADBECER X509 fAIABL S SAR—NF—ZERTDEODOARAIITS

Ne COFEBAERE, TLS ZHEHTDELSIZ Apache N ELLKEY RTFTYTEIRTVWBRAES
NETARTBDBEICKRIUBEERT, PTATFUTATARIHAEShEVLED, ABREIRETEFE
ALEVTLSEEZY, XEBRETEATDE, VIJTTSOYTEENRRENET,

4. TANAICBECERNDAI—GIABLF—ZERTBILEODRATIVTNERITLET,

[ec2-user ~]1$ cd /etc/pki/tls/certs
sudo ./make-dummy-cert localhost.crt
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/etc/pki/tls/certs/ T4 LORMNVICHLWT 7 4)L localhost.crt "ERENET,
EEENET77A4)A&E, SSLCertificateFile ® /etc/httpd/conf.d/ssl.conf F4L &
TATTEYYETETT7AILNOBRE—HLET,

CcO7T7ANICIE., BCEBERIAABLIAAZEOTTAR—RNF—DLVTREEENE

9. Apache Tk, FIBAZBELF—%Z PEMERICTIHEN B ET., Chik, XoEMLEh
HDOXSIC, "BEGIN" 1T& "END" 1T CHEN Base64 T 01— R®D ASClI XFETHERE 1
£,

MIIEvgIBADANBgkghkiGO9w@BAQEFAASCBKgwggSkAgEAA0OIBAQD2KKx/8Zk94mlq
3gQMZF9ZN66Ls19+3tHAgQ5Fpo9KIDhzLjOOCI8ulPTcGmAah5kEitCEc@wzmNeo
BC1OwYR6GOrGaKtK9Dn7CuljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vr
GvwnKoMh3D1K44D9dX7IDua2PlYx5+eroA+1Lqf32Z2SaA00bBIMIYTHigwbHMZoT

56tE7THVH7VvOEf4/iU0sIrEzaMal@mgkmY1A70qQGQKBgBF3H1gNRNHUyMcPODFs
27hDzPDinrquSEvoZIggkDM1h2irTiipJ/GhkvTpoQlv@fK/VXw8vSgeaBuhwlvS
LXU9HVYqOU604FgD3nAyBOhI@BE13r1HjUvbjT7moH+RhnNz6eqqdscCS@9VtRAO
4QQvAgOa8UheYeoXLdWcHaLP

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLOt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aWOuMR8wHQYDVQQLDBZTb211T3InYW5pemF@awOuYWxV
bm1@MRkwFwYDVQQDDBBpcCOXxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z5TRUE/XzxRLBZOoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMzOvDedRE jNKAvk4ws6F0
CuIjvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vrGvwnKoMh3D1K44D9d1U3
WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zCOsclknYhHrCVD2vnB1ZIKSZvak
3ZazhBxtQSukFMONWPP2a@DMMFGYUHOd®BQE8sBIxg==

T77ANEBSRCIRFEIFEEDOLOTHY) . HEICKFZELEEA., HIAE. cert.crt
Flld cert.pemBED T 7PA I B THHAETZHOETENTEET, L, ssl.conf
TJ7A4IOBEETFALITA7HNAREALBEZEAL TVREHEEICRYET,
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® Note

T7ZILRDTLS 77 AN EHMBICHARAEIIAALIET TAILNICEERZDHE
&, PEMEXTHDEZBRBLTLEEZL,

5. I—=RI1—H¥—ELTBHFHFOTHFARNIF A4 X (vim, nanox &) AL T /etc/httpd/
conf.d/ssl.conf 774N ZHE, XOTEIXRNTIRNLET, XIZ—DOBEZEBRIH
EBLERALF—HNEENTVILEDHTT, ROATYTICEDEICCOTEIXNTIRNLE
W&, Apache H—E RAFEEICEKBLET,

SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

6. Apache ZBHEBHL &Y,

[ec2-user ~]$ sudo systemctl restart httpd

(® Note

RO EBY), TCP443 BR—KMNEC2A VARV ATT I EARBETHD L%
LT EEW,

7. Apache JI7H—/N—TlEAR—N 443 BHT HTTPS (¥ 17 HTTP) FHR—KhEhd &
SICB2TVWET, ChETARNTBICE, 7570 URL/N—IZ, https:// £EVWSTL
TAVIRERELT, EC2AVABVADIP P RLAFLEREEBHRX AV BEADLE
E

FHEENTVEVECSEERANIBEZEALTHA MIERLEISELTWR YD, 750
HICE—EOEF1VTABENRTENDZENHYET, ChOBEHFZERL., TAHMCHE
HET,

H—N—TTLSZELKRHRETETLWAIX, Apache DT 7 A BNDTARMR—IHFHEE
T, T, 75IHEH—N—DOETRVERYENDZIXNTOTF—EIBEELENDILSICK
WET,
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® Note

A MNFEECH UL TESEENIf RRETABVRSICTRICE, BELEFTREEL,
BARNRBEONT VY VR ZTOHDEFEE Nz CABRBIAPELZNEITHILE
FHYNET,

ATY 7 2:.CAERIAEZNMEITS
CAEBEITHELAWMETDICIE. KOFIEICEVET,

« T72AR—KRF—HSAHAEFR)IIT AN (CSR) ZHERLET,
« YERL 7= CSR & FRREHMES (CA) ICEELE T,

- BEEFNERANIEHAEZAFTS

- AEBAEEFEHA TS KSIC Apache ZERELE T

HOE® TLS X.509 RAMIAER, BSLEMLE CABBIAAZTLEALTT. chsSOHEER
BENBEDNTRELS, HENBENDTT, CATR, RIETERXSMBEZKRILL TH S HFE
EIAABERITIDCELZRIALTVET, TOLSH, BVITTZUHIIR., 75UPRVA—
HFEEITDCADUARNEENTVET, X509 FIAEBREIL., 774/ R— b —/N—F—(ZHIS
FRINTVYOF—&, CONTVYIOF—ICHEESTHEFITSNTVS CAICLDBEETHERE
NTWET, HTTPSBHTT SO VI 7 H—N—ICERID . ¥—/N—&. EEEhCA
DIVARNETSOYHNBRIETERD LRSI, AIPAEBZRTLET, SignerAM JAKNCEEFNTVRIHE
¥, HOEHENEBREOERTFI—EBLUTITIVEAAETHSHE. 750 —/N—
&, BRESATF—2FvyRIIOXOI—23 20TV, R—JZ0O—RKRLET,

ABAEICE. VOITANOERBEENI BDETHY)., —BHUICEBRAIM DD D H, BHEZEBRTD L
ZHEHLET, V<O2HDOCATR, ERXLARIIEHENEBRTRHEEhETT, 5D CATER
EXEINER LetsEncrypt 7AP IV RNTT, OO IV NTR, SABOERS LTER
ZT7OAOBELEHR—NLTWVWET, Let's Encrypt SIEBEDFEHOFMIC DLV TIE, Certbot
NEE, Z2RBRLTLEEL,

BEIL—ROY—ERAZRMITDZFEN HBFSE. AWS Certificate Manager (& B VERE T
9,

RANTREOEBICRF—AHYET, 2019 FHAT, BESITERYIL—71F, 2030 F£%
T, RFIXIRNERETDLHDNORSAF—IZ2048EY ROBNF— (EZ210) YA XEHEHT
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CLEHBLTVET, AmazonLinux2 T OpenSSLICK 2> TERENZDTF7AILRNDED IS

AL XFE 2048 EY R TT, DEV, CAERBIAHASBICHELTVET, XOFIETE., EZ1FA

HAXE2RKELTS, BIOBESHKTIIVALEFERTEZHRE, F—ODHAIIA AN BELZZED
F72AVODATYTEZREHLTVET,

/A Important

CAEZRBRANLEAZZEEIDCODFIERK, BERBLTRANEARD DNS RX A 2 ZF
BLTVWREHEEZKRE, EALKXEA,

CAEZERMHABZHEITDICE

1. AVARVAIZELFL T, letc/pkiftis/private/ IcBBILE T, H—/N—0D TLS A7 S5/ RX—K
F—F, COFALIVRMNIICEMENET, BEORANF—ZFEALTCSRZEKT B EE
&, ATV T 3ICEAKAEXT,

2. (FA72aNFHFLOWTSAR—KF—ZBERLET, F—HREOVLD2ADOH T I ZERIZRL
FT, ERENEF—DENE VI TH—/N—THELETH, EEEThdEF21VT10EE
ERATRENTFIhEBYET,

c Bl 1 FT7AILRD RSAKRARNF—ZERLET, BRELTEREND T 7ML
custom.key #", 2048 EY R®D RSA 7S A R—KF—T7,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

e Pl 2: CNKYREBEDITH A XZFEAL T, KYMBBE RSAF—ZERLET, ERE
LTERENDT7 7 1)L custom.key &', 4096 EY R®D RSA 7S A R—KrF—TT,

[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

« I3 NAT—RTREENL 4096 EY NESIL RSA F—ZERLET, RO 74
L. custom.key [&. AES-128 BES THES{LE Nz 4096 EY RO RSA 7’5 A R—KF—T
CB

/A Important

F—Z2BESLTREEFIVTAZRIUTERIAN, BEALF—ICE/NAD— R
ETH2 -0, BEHUICKFEIZ Y —EAZBINICHKBIZDCLERFETEREA,
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DF—%FEATBH LTI, SSHELETNAT— R (FIROFITE. "abcde12345") %
BEITIHENBYET,

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

c Bl4: ERSABEFTEFHAL THF—ZHERLET, RSARESHEF, 2 DOKRELEZHROERICE
IINTVYIOF—DH A ADEHIC, EBNELS DMl HYET, L, IERSA
EEVEREFERATS TLS ADF—2ERTHLETAETT,. BELRILOEFIUT A
ZREITZBEAR., FHMBROHECE SV AEF—OESIH N ELKHERBEEERTT,

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

fERIE. prime256v1 (OpenSSL THHR— K& h "B fhig") ZEALE 256 EY RO
EMMRTSAR—RNF—TF, BEBRER (NISTIC&LDE)2048EY RO RSA F—& V)
PREATVET,

® Note

ITNXTOHCAT, FBHAHBR—ADF—ICHULTRSAF—ERFAULARILOYFR—K
FREZATVEIDITTEH ) EEA.

HLOWTTAR=—KRF—IZE, HIROBELVBEET VLA EZREL T (FTEE = root,
TJIN—7 =root, FIEEDHDFTEHEV/EERAHK), AN RRROBFIOISIZHY)ET,

[ec2-user ~]$ sudo chown root:root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

LFREROOND RIZKY, ROLSBHERIBSNET,
“IW-====== root root custom.key

B X —2ERKL., RETELS, CSREERTEET,
3. HHOF—ZFEALTCSR ZERLET., XDHITE custom.key ZFEALTVET,
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[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL IC& WA AT7OATHNRALIN, XRORICRENTVBZBEROADNI RS hET, EX
B RXA RBREIEEHARARNEBHEICOVTE, [HREBZIUADT7 1 =L REIXNTHTZa>
T9,

ZHl 1t BA il
BE 2 XF0 IS0 BH (B€— K), US (= ¥E)
M HBIENEITDEBOFREBOMNE G o>k
B, AU TY,
T X HT A MR E, BBOSEAR, TR
A ABOERXER. HBRRE, EBTATT, Example Corp
BP9 A& ABICETIEMER (FETES). Example Dept
HiERZ COfER, I—Y—HFTZIHICALTS www.example.com
PEOHBDVITFTRLAEERIC—HL
Fx9. BE., ChE7L71vIORFED
RARNBELEEIAVTAICRD RXA Y
Z (www.example.com NDFN) ZZKL =
T, BCERMHELZFEAL. DNS fER%E
LTTARNETSHEE. HBEZOBRERRG
RANBOKZBZDEEN HYET, CAT
&, *.example.com BTEDTAILRH—
REZFBRTS, KYIANOEVIIAES
AEEhTVET,
EX—=IL7T H—N—EBBEDE X—IT7RLZA, someone@example.com

KL A

B#IZ, OpenSSL &Y, A72a>nFv+LUOSNAT—RAROShET, CONAT—
RiFCSRE&E, I—H—E CAOEDORNZ YO a>0HICEHAEND O, COT71—ILR
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E.ES1D20FT230T4—=ILRTHD, 723 0L&ERICOVWTIK, CA OHIEER
CR2TLKEETVW, CSROFYLUYDONAT—RIEF, —N—8BEICEEELFBA,

RRELTEREND 77 M) csx.pemlE, NTVYOF— NTUYIOF—OFTTRILE
B, AMLUEXZRTF—ENFEENTVET,

4. CAICCSRZEZZEELEFT, COEXRFEE, TFANIFI1RETCSRI77A4 I\ ZH<EMEL,
NBEZVI/7A—ALAILIE—IR2BETEBRENATVET, cOEE, SHECEATS 1
DUEDOHTOITVRMESR (SAN) ZEETIRDICKROS B e HYET, HBEZN
www.example.com DiFE., H%7% SAN & example.com &V FE T (FEEETT), B A
RADOHBEEN ChSsBHOVWT A ZEANTDIE, T5—RLOEENFRTRENET, CAD
DI7T7A—LTHAENDEEE. SANOURANIHBEZEHET —D CA TEEEW
cE2H5sNFET,

VOTARERENBZE, CAILK2TERENEHLVWKRANIAENEBEEXT, CADE
BFI—ZEZRTRLEHICHER, BNOAAEN BTN TVIHBARETI 7ML EZX DY
O—RIBELSERENDZEEHY KT,

® Note

SREAZETICEROERO 7 7TAILNZEFBLTIKBD CAEHYET, COF1—h
7Tk, PEMEROIERAET77A/IILOKFERALTLKEE VY, PEMERXO 7714
(CEBE,. .pemELWE .crt 77 AMINIGRFAFERAESNET (L, BlZZhS Ok
RFNEAETNZIDITEH)ELA), EQOT7AINEFRINEL DA SKVEES
&, TFARNIFARTI7AIINE2RE, UTOTTHEZ 12U L07AOv0EED
T7A4NERDFTLSEE,

T77ALDREBEBRDESBITICBE 2> TVWBIHENHYEXT,
- - - -END CERTIFICATE - - - - -
BTIERTLSIE, AN RZATITAINETARNTDEETERXRT,

[ec2-user certs]$ openssl x509 -in certificate.crt -text
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CNSODINTT7TAILNICRRENTWVWDR ZEEZBRBLTLSEEY, .p7b, .p7c. £k
BELUDT77AINIRFTRTID I 7AIILNRERALBEVTIEE L,

5. LV CAERAAEBELEEZNOHTBEFAER /etc/pki/tls/certs FALIVRMNVICERBL &
¥,

(@ Note

EC2AVARVAILHLUVWIIEEZT7 Y 7O0—RIZDFEEERH Y ETH, HREFE
THHAYRTVEZERK, TFARNIF A X (vi. nano, FEEXFERAE) Z0O0—HJ)L]
VE1I—BREAVARAZVAOBEAETHVT, MEOBATI7PAIILORNAREIE—L TR
WIFHF2ZETT, EC2AVAZRARATINS DIREEEITT BRI, root [sudo]
TOLAHANBETT, cDFTBHET, FARPNAILEBEN 21 ESLETIC
BETEET, £LEL, RBREIE—TIBICTZEMLEY, ABREZEELLEYLE
WTLEEL,

/etc/pki/tls/certs AL IO RNUDHEAS, 77AIOMEE. JIL—7. TOEAED
RENEIROEL W Amazon Linux2 D77 # )L~ (FFE#E =root, JI)L—7 =root, FTEED
HDFTH;RAMEEIAKRT) E—HTBEZBBLET, UTOHITE, FATZIN RER
LTVET,

[ec2-user certs]$ sudo chown root:root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

CNSOIANVRICEK2T, XROERNFrBSNET,
-ITW------- root root custom.crt

FREGIAE7 7AINOT VAR, LBHELBYEXEA (FTEE =root, JI—7 =
root, FIEEICLKDEERAKT, JIN—TICLDFHAMY) A, TOMICKBDFARY ) UT
OFITRE., EAITZIANY REZRLTVET,

[ec2-user certs]$ sudo chown root:root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt
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ChSDIORVRICE2T, ROBRABSNET,

-rw-r--r-- root root intermediate.crt

6. CSROERICERLETSARK—KF—% /etc/pki/tls/private/ T4 LIV KNUICEEL
£7,

(® Note

EC2AVABRVAILHARLF—ZTY7O—RIDEEGERBETHN, REMH
BTHAIYXTVEZEE, TFANIF A Z (vi, nano, XTERAE) ZO—AHIL>
E1—-—XREAAZRAOMATHWVWT, WEOBT7 74 OREZZIE—L TRV
HFBZETT, EC2AVARVARNTINS DIREERITTHERIZIE, root [sudo] 7
DEAFANVETT, c5TDCET, HFARPNAILEEN BBHESHZ2TSICHE
RCEEY, L, ARZIOE—TBRICTZEMLEY, ARZZEELLEY LAY
TLEZL,

/etc/pki/tls/private FA4A LI KNUOHAS, ROOAN RZFEFALTI7AILDORE
B, L=, TORAFTORENFIBROE L L Amazon Linux2 DF7 AL N (FTE&E =
root, I —7" =root, FIEEDHDFHRMIIAK/EEIAKT) E—HITRDEZHAELET,

[ec2-user private]$ sudo chown root:root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1ls -al custom.key

CNSOOXRY RICEI2T, ROBRABSIET,

“IW------- root root custom.key

7. WUVEREELEF—T77MIIICEDLESICEK. /etc/httpd/conf.d/ssl.conf Z#wEL &
9,

a. CAEBREDKRARNIBEED/NAET 7 AL B % Apache ® SSLCertificateFile 4L ¥
TATTHEELET,

SSLCertificateFile /etc/pki/tls/certs/custom.crt
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b. HFEEBAET 7ML (ZOHITIE intermediate.crt) 22 (FH > =5, Apache M
SSLCACertificateFile ¥4 L O T4 7 & FERAL T, XDT7 4)L0)/\7\c‘:7 1A
ZEELET,

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

(® Note

—ED CA T, RANIBAECHEIHAEEELAEDET1 20T 7ML EER
B, TO SSLCACertificateFile F4LI9FT 1 JREHKREHEFHA., CA
PREHELTVWSDFEZSBLTLSEEL,

c. TTZAR—KNF— (ZDOHITIE custom.key) D/NAE T 7 A )L& % Apache D
SSLCertificateKeyFile /1L U717 THEELET,

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. /etc/httpd/conf.d/ssl.conf Z{&%EL T, Apache ZBEEBL £7,

[ec2-user ~]$ sudo systemctl restart httpd

9. H—N—%FARTBICWE. 7STOHFDOURLN—IZRXSBEANL, TLT7AYIR
https:// ZHEBELET, 77VHICL 2T, IT7—NEREhD B, HTTPSKRHETT
AMR=IHFO—REIhET,

ATV 3 EFIVFTAREZTANLTHRILTS

TLS AMERAREICAYNT Y VLTS, EBOZEMETANTBIHEN HYVET, &
FLUTAEYRNTYTOFRBIMEEBRTITSZENDTE S Qualys SSL Labs BEDF > T A
OH—ERAEFERITZIEEETT, TOFERICEDE, THANZ ORI, BEITZESLS
‘ﬁ BRATEIESILARNEZHBPIBDEICE 2T, F7FIILNOEFIVTAREZBELTEIHNES
BRETEXRT, FMICOVTR, TQualys DAIT NitEHEL 25RBLTLKEE L,

/A Important

H—/\N— 0)'tz=\=1')7'*f7'éﬁﬁﬁ3“%>ui KBEOTARFEEICEETT, NEBRREL
Z—ICk2T, RABEFIVFTAEECT —ZOBERNELD UM B ET. AE
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RHEBBRHICISUT, #RBEhZEF1VT A EBLEREICENLTR =S, Btz Y—
N—EBZTSCEF. EANEEFIVTAEENf TARTY,

Qualys SSL Labs %4 KT, H—N—DFZTL2EM R XA 2 &% www.example.com & VS FERT
ABLET, H220%IC, YANIBETZIL—RANSF) e, BRROFHEEARFIBEET,
LT o&EE., Amazon Linux 2 TOF 7 # )L M ® Apache BRES LV FT 7 #JL MO Certbot FEFAE &
BAUREZEALTVWD RXSMOLAR—REXREHLEEDTT,

] B
ALEAE 100%
ZOR3JLYR—K 95%
F i 70%
BESRE 90%

BEFIRENBEALEEETHDCEZRLTLVERIY, FMLARA—BTR., WSO2HOBRENEZRE
BAEREIATVERT, EXEOSVIEICHUTIERLET,

RC4BEFK, BENVHVWISUHTOFEANHR—REhTVWET, BEE. BESLTIIVXA
DIEOHFEKTT, TLS TFT—RANU—LDESHICEATNZ2EEROBSILERXNTHS RC4 &,
WK OHWDEARLGITEEERF ODCETHSNTVWET, #RODT TSIV EHR—RNITRDE> EEHE
HABWRY, COBSILAREZEEBMICTIXEN HYET,

XBN—23> 0 TLS AHR—REhTVET, RETR TLS1.0(FTTLELEEATVET) &
TLS 1.1 (BLEFE) AHR—RENTLVET, 2018 FLUER, TLS12 DAEREhTVET,

AAMEMERLICHR—RFENTVERA, BIFMEME., T7TAR—KEF—IPSRELE—F

(T7ITXZN)Eyv2arx—a2ERALTESLETS, PILOVAXLAOEETY, Chid, XESH

FOITTH—N—ORBNBETSAR— N F—EFFELTVTE, HTTPS F—REESTELRLC
EEHRLET,

TLS RREZMBEL., FRAOSHZBRRTBICE

1. BRETZ77A4) /etc/httpd/conf.d/ssl.conf ZB&E, THIC#ZFFTUTOTEIXY
R7ORLTLKEEZL,
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#SSLProtocol all -SSLv3

ROFALOT1472EMLET,

#SSLProtocol all -SSLv3
SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl1l.2

COFALYIFATICRY, SSLIN—=T3>2 2, 3, BXETLS N—T 3> 1.0, 1.1 FHRM
CEMbEhEST, ChT, Y—/N—Tlk. TLS12 UAEFEALE, 951472 NEDEEEL
ENEEROZSTANNERTENET, FALITATILEHIEENS<BBIEE, H—/N—
DHEICKHITEIREANRNBAEICEDYET,

(® Note

CDRSICLT, TLSN=23210BLT 11 ZEMICTDE, < —FOHSZE
EOIT7T20HICLDHAMNOTIEANTOAY IERBLSICBET,

AAETNEESOVANZEETSICE

1.

BREZ7 74 /etc/httpd/conf.d/ssl.conf T, SSLCipherSuite ¥4 L UVFT 17 %28
O avERL, TRC#Z2FTTEREFEOTEIXNTIRNLETD,

#SSLCipherSuite HIGH:MEDIUM:!aNULL:!MD5

ARNBEEAM—NE, IIAHENEEELL, RETHRVESE2RELITIRSIEFEEE
LET, CZTHEAEHNSD SSLCipherSuite 4 L Y7 4 7 &, Mozilla SSL Configuration

GeneratorOHAICEIVWTVET, Chik, BEEROF—N—TRTEhTVWBIEENY

JRhIJITFICEDEBTCTISEREZRAEBLE T, FHICOVTE. Mozila DE=RBEIY—R
MSecurity/Server Side TLS, 2B L TKEEV, ) F£9F, UTFTOIX ROBHEFEAL
T. Apache & OpenSSL ON—2 3> =R LET,

[ec2-user ~]$ yum list installed | grep httpd

[ec2-user ~]$ yum list installed | grep openssl

Bz &, BRE hi-fE8|A Apache 2.4.34 KT OpenSSL 1.02 THZDBEER, ChED I XL —
B—IZAHALET, "BF" EMMEEFI)IZRIRT S &, SSLCipherSuite 4 LU T 1 T HHE
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REhET, COFILITF17F, BEBHICEFIVF2HALETH., FEAEDTS
DY THERATEET, VI NIJITTRIEB|ETETIINIYR—RETLVEVEEGE. Y7
DITREFHIDH, "FE" OB ZRBRLET,

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: ECDHE-
ECDSA-CHACHA20-POLY1305:
ECDHE-RSA-CHACHA20-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-
SHA256:

ECDHE-ECDSA-AES256-SHA384: ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE -
RSA-AES128-SHA256

BRENWEESLAERNOBRICE. ECDHE A"2FhTUVWET (Elliptic Curve Diffie-Hellman
Ephemeral DBEFET ). ephemeral FBISMEMEZRLET., T, ChSOBES{EHFRT
&, RC4 EHR—REhTLWEREA,

F7AILR®, ABHNEZABVEEZRFALITATILRKETZIOTREEL, BESLAERXDBER
WEUAREFEATRIEEBEBOHLET,

tREni=TF1LIT 147 % /etc/httpd/conf.d/ssl.conf ICOE—LET,

(@ Note
CCTRHARTLKIZDEDIZBITICOTTRLUTVWETHN, COFA4LITa47
&, /etc/httpd/conf.d/ssl.conf ICE—92KIC, BE{tAFXNBOEZE IO
D (AR—ABZL) TREV), 1TICIEETIHENHYET,

3. R, ROTIEOVT, THEO# ZHKRL TOAX MERLET,
#SSLHonorCipherOrder on

COFALIT AT, (ZOHE) HARELEYR—RTIEDLEHT, TV IOBVES
CEREBETHLISH—N—IIBFILET, COFALITATHEMCREDE, H—/)N—
., EF1VFT1OFVESILARNICEDHIC, EF1UT BB ERERBILEIS>ELE
9,

CNSOFENFrVThEETLES, EERNARZ /etc/httpd/conf.d/ssl.conf ICR7F
L. Apache ZBEBL X7,
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Qualys SSL Labs TRXAVEES—ETARNTDE, RCAMBBHER TOMOELIEFRL. XD
ESBHYIYULR—RHFEIENET,

W A
AEBAE 100%
ZORJILHBR—b 100%
F - 90%
RS A 90%

OpenSSL MEFH &I, FILLVESILARIABATNHEVESILARXOYR—NHIBRE N E

¥, EC2 ® Amazon Linux2 1 AR A2 &M OREICHFEL, X217 1 (CBF S OpenSSL
ASOHFHITEELT, M2 HOHRETEFIVUTHOHL VIEHEEICBETILAR—MNEERBL
TLEEL,

NSNS a—F142Y
« NAD—REHBELHZVE Apache VI T H—N—H"REBLEBA

chld, NAD—RTRBEENEESIKTZAR—N F—N—F -2/ AN—I)LLUIFERE
ERBETT,

EFILENAD—ROBEXZXF—HSHIBRTEET, T7FIKF4L I KNJIC custom. key
EVWSBEBITTAR—RNRSAF—HHY., TO/NAT—RAH abcdel2345 THHETD
EVECCAVARVATROOAN Y RZEFTL, COF—OFBSIUN—2302ERLTLKE
=L\,

[ec2-user ~]$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user private]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom. key.nocxypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root:root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo systemctl restart httpd
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Amazon Elastic Compute Cloud Linux 1 VAR ARI1—H%—H4 K
NATD—RARDHSNTIZ Apache FBETHLSICHKYET,
« sudo yum install -y mod_ssl 2792 E LT —NFRELE T,

SSLICBEBNYT—2%AVAR—ILTRE, RDEIIBIT—ARRENDENHYE
ERD

Error: httpd24-tools conflicts with httpd-tools-2.2.34-1.16.amznl.x86_64
Error: httpd24 conflicts with httpd-2.2.34-1.16.amznl.x86_64

hik, BEEC2A AR AN Amazon Linux2 ZEZFTLTVWEVWCEEZEKRLET, D
Fa1—-—RNUTILTIE. A0 Amazon Linux 2 AMI A S FILKERENIEA 2 ARZR 2 ADOHEY
ﬂ%’—l\b'(\:\f?o

Amazon Linux T® SSL/TLS NE&E

Secure Sockets Layer/Transport Layer Security (SSL/TLS) &, DI 7 H—N—&TIT 954 T>
NOBIC, BEEFOTF—ZNEZENBVELISICRETS., BSbtenEFrRILEZBIAILET,
NDF1—KNYUTFILTIE, Amazon Linux AMI & Apache DI 7/ H—N—%FEHLTEC2A AR
AlZ, SSUTLS DY R— M EZFETEMI D FEZFHALET.,. COF1—MUTILTRE, O—R
NZoH—Z2FERLTVWEWCEZFRELTVWET, Elastic Load Balancing ZFA L TW3 54
&, KH V) IZ AWS Certificate Manager DFEEAEZFEAL T, O—RNZH—TSSLA70O—R
ERETEET,

BEWEEN S, DITOESHFE. BIEICSSLEFENZ N PBLLBYERA, VITTS
JHTRESTESSLAYR—RNEATVERTH, RFETORINTHS TLS 7O TILOEHF K
BEZITICKLKKEVWET, AmazonLinux AMI &, F7 AL KRTIXRTON—3 20 SSL 2H—
N—RITHR—R TR EZEMLET, EF21 VT ZENCFKERE, TLS1.0 FLZETHEVE &
BLTWET, TLS1.0B KR TLS 1.1 &, 2021 F£3 AICERICIHEHERICEYELE, COF1—
RO, TLS12 Z2BMCTB L ZFRELEHAFA D ATT, TLS 1.3 Ik 2018 FIZTERK
L., EBLEBDTLSSAT75 U (COF1—RMUTILTI OpenSSL) A'HR—K&Eh, AD, B
THBDMRY) ., Amazon Linux2 TRIATEE T, V74T MF 2023 F 6 H28 HETIC TLS 1.2
DgaHYR—KRLTVRDHBENHVYET, BFOBSLEEDOFFMICOVTIE., TRFC 7568, H&
' TRFC 8446, ZZBRL TS EE L,

COF1—RUTILTR, RROVITESLEZEIC TLS EHUET,
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/A Important

Zh S OFEkAmazon Linux AMI TERTRLHDENDTT, OF1ANJEI—3
VDAVARVATLAMP DI 74— N—%tEYRNTYTITREE, COFI—KNUTILD
—HBOFIEFEFEATEETE A, Amazon Linux 2 IZD2WTIk, TAmazon Linux 2 T® SSL/
TLS MFREL #SHBLTLKEE WV, Ubuntu (Z2WTIE, Ubuntu £E® OpenSSL ICEET 2
S1ZFARFIXINESRBLTLKEE L, RedHat Enterprise Linux ICDW Tk, L%
SBLTLSEE VN, Apache HTTP Web ' —/\—0Df&E. TOMOTF A1 ANJEI—2 3>
CO2VWTR, TRENORFIXIRNESBLTLSEEL,

® Note

&% L&, AWS Nitro Enclaves [@] 7 ® AWS Certificate Manager (ACM) 235 &£ T
EET, Chix. NTUYIBLV TS A R— KD SSL/TLS 5EREE % (AWS Nitro Enclaves
ZEALTVS AMazonEC2 1 VARV ATRITENTVWSR) I T 77 UI5—>3ar s &
OCH—N—TEATEDZLSICTD, TIL—TTF77Us—23>TF, Nitro Enclaves
&, SSLITLSSEAER V' SAR—RMF—RBENDEBEHENEVTF—22REL, Z2ICLET
PEHIC, PBEAEOAELI—T 12 JRREEENTE S Amazon EC2 DHERET T,
Nitro Enclaves [a] {7 ACM Tl&, Amazon EC2 Linux € > AR ATREITT S nginx ZFEH T
B2ET, TAR—NF—0OER., SHABETTAR—MNE—0DEH, BLFHAHRENE

MZERITLET,
Nitro Enclaves [a1 (7 ACM ZFERT3(CIE,. IV L—7RE0 Linux 1 AR A%FERT
DUHENHYET,

M DV TIE, AWS Nitro Enclaves 1—%—7#4 4 R® "What is AWS Nitro Enclaves? &
& U TAWS Certificate Manager for Nitro Enclaves; 2B L T<E& )\,

Y

LS

ATY7 1. 9—=N—TTLS ZEMICTD

ATY7 2CAELAHEZNETS

ATV7 3 EFIVTABREETAMLTEILTS

« RSN —F142T

L
\I
bl

Z(
Fil
»n o\
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BIR SR

COFI—RIUTILERBITBEIC. ROARATYTEZETLTLKEEL,
» Amazon Linux AMI. Z £ L T EBS-backed 1 > ARZ > AZRBELE T, FMICOVWTE., TR
TYTVNAVAR D AZBEH TR, 2ZRLTSEEL,

s AVAZVANUTO TCP R—hTERZZTRTFRILSCEFIVTATIIL—TERELE
9o

+ SSH (R—k 22)
« HTTP (R—h 80)
+ HTTPS (R— h 443)

FHICOVWTE, TLnux A YAZVARDAVIND RN 74V JDER) 2FRBLTLKEE
W

« Apache VI7H—N—%A2ARN=ILLET, FBICOVTE. "Fa1—rUTJ)L: Amazon
Linux ND LAMP DT 7 H—N—0OA2VAK=)L, 28BLTLKEEV, HEEZOWE http24 /Y
T—UBRUORIETRIREAVR—FRMDOHKRTT, PHP BRT MySQL IZBEET % FE K &R
LTAFEWVWEHA,

s JITHAMNOBBERIAZTS D, TLS OLBHBESE PKl) TRERXAVR—ALASAT A
(DNS) AL E T, EC2A VARV AREFERALTINT VYO IITH A NERANTBICE,
DITH—N—DORXAVBEBERTDH, BEORXAFZ%E Amazon EC2 RANICBIHE
FHYNET, chllOVWTIE., RXSMERBRVOPDNS KRAT A JICBETIH—RN—FT10
H—EANEHIFELET, Amazon Route 53 ZFATH L ETEXT,

ATY7T 1. H—N—TTLS ZBMICTS
7230 F—RX=232 ZFALTIOFI—NITILEZRTITS

LTORRAVZ1T5KHV)IC AWS Systems Manager AL TCOFI—RKNUTFILZRETTBIC
. F—hX=23 2 RFIXNERITLET,

CHOFIETIE., BCEBROTFORIABHEZFEAL T, AmazonLinux TTLS ZEY N7 Y7L &
9,
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® Note

BEERAABRETANATSHY), XRARETREEATEELA, 12—V KCAS
ERABTELHTDE, YA M OTBEAECEFIVTABEENRTEINET,

H—N—TTLS ZEMICTBICIE

1. AVAZVAICELL., Apache "EITENTVA I EZHFELET,

[ec2-user ~]$ sudo service httpd status

MBETHNIE, Apache ZREILFT,

[ec2-user ~]$ sudo service httpd start

2. IXNTOYTRNIITNY TN BHORETHZI_EZHWEITD O, 1 2ARATY T
RIJITOEHERTLET. CORBIZEHIHAHPVRTY, BFOERENTEEZRRIC
BRAIRZCENEETT,

(® Note

Sy AT AVEEETRE, BBAYVE—DERTETCEHESAARN—ILET,
AVARN—IIBICEHZRETZHERE. COATI IV ZERTERT,

[ec2-user ~]$ sudo yum update -y

3. ZNTAVARVANRIREICHE 12128, Apache TP 21— )L mod_ssl Z4AK—=J)LL
TTLS HR—KhZEMLET,

[ec2-user ~]$ sudo yum install -y mod_ssl

RDTFANHA VAR ALERENE L, COT7AIIE, EF1T7H-—N—DOREET
ANAOIAZEDERICERLET,
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/etc/httpd/conf.d/ssl.conf

mod_ssl DERET 7 A I)e COT7AINICIE., BELF—ELIBEDEH, FATSTLS S
OR3OL, SHANBESLLTILI) X L% Apache ICIERTS "FALIT147 1 HEF
hTOWET,

/etc/pki/tls/private/localhost.key

Amazon EC2 RANRBICEBERE - 2048 EY RO RSA TS A R—KF—, 1A
N—IEIZE., BCERBFRANIBEEZERTDHIC OpenSSLICK 2> TZDOF—AF
AEhET, £, COF—2ZFRAL T, RVEER/ (CA) ICEETHAHAEBER|VIIAN
(CSR) ZERTD_EETEERT,

/etc/pki/tls/cexrts/localhost.crt

H—N—FRANBICBHERE N, BEEERAD X509 ffAE, COHAESE. TLS £#FH
TBELDIC Apache NELLKEY RTYTENTWVWBIAESHETARNTZDBRICRISEE
g,

key 77A40LE .crt BEESEPEMERTH Y, COEMBILENIEZELAZTOHDOLSIC,
"BEGIN, 17& TEND, T THEIE N Base64 TL>1— R&E iz ASCII XFTEBEENET,

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLOt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aW9uMR8wHQYDVQQLDBZTb211T3InYW5pemF@aWOuYWxV
bm1@MRkwFwYDVQQDDBBpcCOXxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMz0OvDedRE jNKAvk4ws6FQ
WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zC0sclknYhHrCVD2vnB1ZJKSZvak
3ZazhBxtQSukFMONWPP22a@DMMFGYUHOdOBQE8sBIxg==

T7ANBBRVILRTFRIFEEOLEHTHY) ., BEEICEFELEE A, HHASE, cert.crt
774N OBEFALIT17NFEAUBRZEAL TWBPRY, cert.pem. ssl.conf, £k
FEDMDO T 7AIBETHPETENTEET,
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® Note

T7ZILRDTLS 77 AN EHMBICHARAEIIAALIET TAILNICEERZDHE
. PEMERXTHD & ZMHRELTEZ L,

4. Apache ZHEBLET,

[ec2-user ~]$ sudo service httpd restart

5. Apache VI 7H—/N\—TkR—N 443 BHT HTTPS (¥ 17 HTTP) B R—KhEhd &
SIBI2TVET, ChETARNTDICZK, 7270 URL /N—IZ, https:// £EVWSTL
TAVIORZRBELT, EC2CAVARADIP T RLAFLEFELMEHRX A BZADLE
T, FEENATVAVECSBERANIBEEZFALTHANIERLEIS ELTVWS D, 7
ZOHIE—EOEFIVTABENRRENDZENFHBYET,

ChOBEEERL, YA NIEARAETT, Y—/N\—TTLS ZELLKERETZTLNIE, Apache
DFTFILRNDTFANR=HBHEELET, CNT, 75IHEH—N—DOBTRVERYENh>T
XNTOTF—EINLZLICBEIETNDELSICEYET,

A4 NBBEECHLU TEBFEEANINr RRENBEVELIICTRICRK, BEALLETTREELS, YA KA
BEONT VY VRAZTOI O DOAABEZIETIHEN BV ET,

ATY7 2:.CAEBBIAREZNETS
CAERIHRELZMEBIBICE. ROFIECRVET,

s T7TAR—RF—HSFAAEBREVIVITAN (CSR) ZEERLFT,
. ¥R L 1= CSR % 525I#E8 (CA) DX EL T,

- BENERANIHAEZAFTS

- SIBAEZFEHATDKSIC Apache ZREL T

H2E® TLS X.509 /RA MEAE R, BE{LEMLE CAZRIMAZTLALTY, chSOHEER
BENBENOTRELS, H2HNBZENDTT, CATR, RIETERXAUMBEEZRIIL THSHFE
EILAIAEZRITIDCELEEZRIALTVET, TOLY, BFIVITTZIUHICR. TRV E—
NEEITB CADUARFEENTVERT, X509 FEABREIC, 774 R—FMY—/N—F—ICHS
IBINTVYOF—&, CONTVYIF—ICHESTHENTSNTVS CAICIDEETHERS
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NTWET, HTTPSBHTT SO VI 7 H—N—ICERID . ¥—/N—&, EEEhCA

DIVARNETSOYNBRREBTERD LRSI, AEPABZRTLET, SignerA JARNCEEFNTVRIHE
¥, HOEHENEBEREOERTFI—EBLUTIT IV EAAETHSHE. 70T —/N—

&, BRESATF—2FvyRIIOXOI—23 20TV, R—JZ0O—RKRLET,

ABAECE. VIOITANOERBEENI BDETHY ., —BRHNICERAMDHID -, BHEZEBRTDI L
ZHEOLET, W< D2HDOCATER., ERLARIIGHAEN BRI TRHEENET, ChS5DO CATER
EXBINEWR Lets Encrypt ZAZP I IR TT, CcOZTOP TV RNTR, SEAEOERS RV EH
ZT7OEAOBELEYR—NLTWET, Let's Encrypt SIEAEDFERAOFFMIC DLW TIE, "Certbot
NDEE, Z2RLTLEE L,

BEIL—ROY—ERAZRHBITDZFEN HBHESE. AWS Certificate Manager (& B VEIRE T
CB

RANEAZEOEBIIZFF—HNHVET, 2017 FRAT, BESRIVCERTIL—TF. 2030 £F
T, RFIXVRNEZEREITDLEHORSAF—IC 2048 EY NORNF— (B> 210) 1 X%FEH
THLEEHELTVWET, Amazon Linux T OpenSSLICE > TERENZDTFI7AILNDED 1S
AL XE 2048 EY N TT, 2FVY, BRERENEBRFEOF—E,. CABRIAHASBICHELTVE
T EZATAH A XEREL TS, HIOBBSHUTIIVAXLZFERTRZHE, F—ODHAZXIAX
FREZBEE, RCRIKREBFIEICK > TILEEL,

CABEBRANLAZTZIREIZCOOFIRR. BREKIFKRANEZERD DNS RXAVZEMBELT
WBBEEZkRE, EALEEA,

CAEZRHABZHBITDICE

1. AVAZAIZELL T, letc/pkiltis/private/ ICBEILE T, Chik, Y —N—DO TLS A5 4
R=KRF—DIBHENhTVWBITFAILINITT, BFEORANF—ZFERALUTCSR ZERT S
BEE., ATY T IICHATSEEZL,

2. (A72aNFHFLOWITSAR—KNEF—ZERLET, F—REOVLK2AOH T ILEIRIZKRL
FT, ERENEF—OENE DI TH—/N—THELETH, EF21 VT 1 OREFZE (B&
UE) FThEThERVYET,

c Bl 1 FT7HILNDORSARAMNF—ZERLET, BRELTEREND T 7ML
custom.key #", 2048 EY R®D RSA 7Z A R—KNF—T7,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

c Bl2: CNKWKREBEDITHAAEFAHL T, LUBMHB RSAF—ZERLE T, BRE
LTERENBDT77A)L custom.key &', 4096 EY D RSA 'S A R—KF—T7,
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[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

« B3 NATD—RTHREE N 4098 EY NESILRSAF—ZERLET. BROTI7 A
JL. custom.key [&., AES-128 BES THES{bE /= 4096 EY RO RSA 7S A RXR—KF—T
9,

/A Important
F—Z2BESLTREEFIVTAZRILTEXRTHN. BSALF—ICE/NAT— R ®
ETHhR1-, BSUIIKFIZT—ERAZBEBNICHAKBIZD LG TEEREA, C
NDF—ZFERATHZVNC, SSHEHRT/NAT— R (FIRDOHITE, "abcde12345") %
EETILENHYET,

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

c Bl4: ERSABETEFERAL THF—ZHERLET, RSARESIE, 2 DOKRELZHROBICE
IKNTVYIOF—OHAAXDEHIZ, EBHNES BB HEMENHYET, £EL. IERSA
BECAREFEATD TLS AOF—Z2ERTDIEETETT, BELRILOEFIVT A
ZRMETZBEAE., FAHBOHELCEIVWEF—DESH NELKHELEBELEETT,

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

FERIE, prime256v1 (OpenSSL THR—KMEh 3 "BE{STE MR Z2FEALIZ256 EY b
BHAMETSAR—KNF—TF, BELHEER (NISTIC&DE)2048 EY D RSA ¥—& 1)
RREBENRTVET,

(® Note

FTNTHCAT, BEAHBAR—ADF—ICHULTRSAF—LRBULARILOYFR—K
FREIATVWEIDEFTEHYFH A,

HLOWTZAR=—RF—IZEF, HROHELVBEET VLA ZREL T (FTEE = root,
TIN—7 =root, FIEEDHDFHHEV/EEAHR), INY RERDESICBEY KT,
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[ec2-user ~]$ sudo chown root.root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

LOOND RZRTITDE, RDOLSIBHBRICBVET,

“ITW------- root root custom.key

BYEF—%ZEKL., RETELS, CSREZEERTEFT,
3. HAHDF—ZFEALTCSRZEKLET. ROHFITE., custom.key ZFEAL TVET,

[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL (L& V) A A POYHBA N, RORLFENTVBHEBOANF ROShET, BX
75 KX A VRIERHAANERBCOVTE, BUER] BAOT 1 —L RKEIRTAT S 3>
7,

=L A Bl
BE 2 XF OISO B (E& 10— R). US (= KE)
K HBINFR T EBOFAELOM K DN
B, EBFATY,
™ X A mEE, BBOS, >T R
A ABOERXENR. HBERE., EBTATTT, Example Corp
BB & HBICETIEMER (FETSES). Example Dept
HE\ER COfER, 1—Y—»TSIHICALTS www.example.com

DEOHDIVIT TP RLALERIC—BL
x9, BE,. ChR7TL71YIARFED
RARBELERIAUTAICED RX ALY
% (www.example.com ODFR) ZERL F
¥, BECERABHELZFEAL., DNS Rk
LTTARNZITSHE. HBEOBRERR
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=L E2L Bl

RARNBOHKZBDZEN HYET, CAT
&, *.example.com BTEDTAI)I RH—
REZFERTS., KWIANDOFVIERAES
AEEhTLVET,

EX—=ILT H—N—EBBEDE X—IT7RLZA, someone@example.com
KL A

B&#IC, OpenSSL Ic&kV), A7 2a>nFr¥ LU NATD—RFROsShET, CO/NADT—
RiFCSRE, I—H—E CAOEDRNZ YO a>OKICEHAEND O, COT71—ILR
E.ES1D20FT23>T74—=ILRTHD, 7232 0L&ERICOVWTIK, CA DHIEEIR
L2 TLKEEVW, CSROFYLUIZNAT—RIFE, b—N—8BECEEELEEA,

RRELTEREND 77 A ) csr.pemCid. NTVYOF— NTVYIF—OFIRILE
B, ARLUEXRF—EHFEENTVET,

4. CAICCSRZREFELEY, COFEXRZEEE., TFANIFIRXTCSR 77 M I ZR<BEL.
NEZDI774#—AICOE—FR2EETEBRENTVET, COLE, SHBICERTS 1
DUEOH T TV MMESE (SAN) ZIEETDLSICKROSNBDEeNHYET, HEBEZH
www.example.com DHE., M SAN Ik example.com 2%V T (FERKTT), U4
RADHRBEN ChSBHOVWThAZEANTDIE, T5—RLOEENFRBRTRENET, CAD
VI7T7A—LATHAETNZHERF, SANOURANIHBEZEHET —E0 CA TEEHH
CEHSNET,

DOIARNERENDE, CAICE>TEEBECNEHULWRANIAEN BEEXT, CADE
BFI—ZZRTRLEHICHER, BNOAAEN BTN TVIHRBARETI 7ML EZX T
O—RIBDISETRENDEEHVET,

® Note

SREAERTICEROERO 7 7ML EEFBLTIKBD CAEHYET, COF1—h
U7 T, PEMEROEAET7 7AIILOXMEAL T EE VW, PEMERXO 771l
(CEFBE. .pem T .crt TLRFAFERAENET (L, BIEChS OIRFAE
AEhabFTRHYELA), EOTT7AIEFRAIRNELDASHEVFEGRK., TFA
RIFARTTI7AINERE, LTOITTHREZD 1O ELO7OYIZEC T 7ML %
BEOFTKEZV,
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T77AILORRBEROEISICHED>TVEBREN HYET,
- - - -END CERTIFICATE - - - - -

ROERSIC, ANV RFAVTT7AINEHRBITDEETEERT,
[ec2-user certs]$ openssl x509 -in certificate.crt -text

ChSDINT7AINICRRENTVDR CEEZBERELTLSEEVY, .p7b, .p7c, £k
FELUD T 7AINIRFTRTID77AIINREEALEVTLSEEL,

5. LV CAZSBMPAELEFEOFBEIBER /etc/pki/tls/certs FTALIVRNVICEREL &
¥,

® Note

EC2AVARVAILLAARLF—ZTY7TO-—RIDFERERSH TN, REM
BTHOAWURTVWEER, TFARNIF A X (vi. nano, XEREE) ZO0—H)L>
EI1-REAVAZAOWBTHEVT, MENETT7AIILOAFTZIE—L THY
FHBETI, EC2AVARARNTI NS DREZRITIBBICIE, root [sudo] 7
VEAFANBETT, 255 T, SFAPNACABENH2AES N ZTSICHR
MCEEXRT, £EL, ARZIOE—IBRICITZEML LY, ARZZEEL LY LAV
TLIEZEL,

/etc/pki/tls/certs FAL OV RNUDHFAS, KOOAXV REFALTI7AIDOFRESE,
IIN—=7". TOELAHFTDOREN RO E L W Amazon Linux ®F 7 # )L N (FFE#& =root, &
JIL—7 =root, FTEEDHDFHIKIIAK/BEIAKT) E—HTHEZHALET,

[ec2-user certs]$ sudo chown root.root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

LOOARU REZRITIBE, RDLSBHERICE KT,
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-IW------- root root custom.crt

FRERIAE 7 7AINOT VA, LBHBELBYEREA (FTEE =root. JI—7 =
root, FIEEICLKDEBERAKT, JIN—TICLDHAMY) A, TOMICKBDFARY) /), OV
YRERODISIZBYXRT,

[ec2-user certs]$ sudo chown root.root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.cxt

LOONV REZRTIDE, ADLSIBHBRICBVET,

-rw-r--r-- root root intermediate.crt

6. NDAZLF—ZFERALTCSR ZHERL., RANEHAEZRBL LHESE. /etc/pki/tls/
private/ FAL OV RNUASHVF—ZHIBRTZDH., BAIZZELT. @F1LIRNVICHL
WF—ZA2AM=ILLET,

(@ Note

EC2AVARVAICHAZLF—%2TY7O—RIBDHEFERHNETH, HREM
BTOHOAYXRTVEZERE, TFANIF A X (vi. nano, XEWREE)ZO—H)ILO>
E1—-—XREAARAOMATHVWT, WEOBT7 7/ OREZZIE—L TELY)
FHFBZETT, EC2AVARARNT NS DREEREITITBERICIE. root [sudo] 1
RAMBETT, cDFTDET, FURNALLEBEN BN ESHNZISICHERTESE
9, £EEL, ARZIOE—9BRICTZEML Y, ARZEELLEYLAEVTLSEE
(A

/etc/pki/tls/private A LUV RNUDHRAS, 77A4INOMEE, JIL—7. 7O tR#E
DRENFIRDE L W Amazon Linux O 77 Z )L N (FTE#& =root, JI)L—7 =root, FTEE®D
HDFTHRIAKBEIAAKT) E—BITBDCEZHRBLET, AV REIRODELSIZBYET,

[ec2-user private]$ sudo chown root.root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1ls -al custom.key

Amazon Linux 96



Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

LOOARV REZRITIBE, RDLSBHERICE KT,

-IW------- root root custom.key

7. HULWABABLF—T7A4)ICEDEBICIE, /etc/httpd/conf.d/ssl.conf Z#wEL £
9,

a. CAEBREDKRARNIBEED/NAET 7 A)B% Apache ® SSLCertificateFile 4L ¥
TATTEELEY,

SSLCertificateFile /etc/pki/tls/certs/custom.crt

b. HFEBAET 7ML (ZOHITIE intermediate.crt) 22 (FE > =5, Apache O
SSLCACertificateFile AL VT 1 7 &FERAL T, KOTF7AILNONARETT7AILA
ZEELEY,

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

® Note

—EBD CA Tk, RANAELHEAEZBAAEDET1 DOT7 7M1 I EER
T2, COTFALITATRIBEHYETA, CANVREEBLTVSFIEZSH
LTLEESW,

c. TTAR—NF—ONAET7AILE% Apache ® SSLCertificateKeyFile 4L ¥
TATTHELET,

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. /etc/httpd/conf.d/ssl.conf Z{&%&EL T, Apache ZBEEL £,

[ec2-user ~]$ sudo service httpd restart

9. H—N—%FARTBICE., T7STOHFOURLN—IZRXAL>BBEANL, TLT7A4YIR
https:// ZEBELET, 770HICL 2T, IZ—HNEREND B, HTTPSKRHETT
ARMR=THFO—RENET,
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ATV 3 EFIVFTAREZTANLTHRILTS

TLS MEATEICAZYNT VY OICARBEhES, EROZEMETANITIHENf BYET, &

FLUTAEYRNTYTOFMBIMEEBRTITSZENDTE S Qualys SSL Labs BEDF > T A

VH—FERAEFERATIEEETT, TORRICETIE, SHANZ ORI, BETHEES

K. RATIESILARNZHE TR EICL 2T, F72ILMOEFIVFAREZRBILTEIHNEDS
DNERETERT, FMICOVWTE, TQualys DAITNEEHFE) Z25RBLTLKEEL,

/A Important
H—N—DtF1VFT 1 ZHRIDICE. EBEOTANIEEICEETYT, NELBEREL
F—IC&2T, RABEFIVTAREXPT—ZOBEANELUDAEMNHYET, BE
RHEBERBICKHUT, #HREES KD X1 VTAEBFZEFEICELLTS S, BIEY—
N—BEBZITS5ICE,. EPNEEXFI )T 1 EENTUGXRTT,

Qualys SSL Labs %4 R T, H—N—DOZTL2EM R X412 &% www.example.com E VSR T
AALET, H270%IC, YAMNIBEITZIL—RANSF) e, BRROFMEEARFIBEET,
BEFRENF FBEALEETHDEEZRLTVETH, FHlLARA—FTR., W< OHPDOEENERH
BrERENATVET, RICHAZRLET,

RCABEBIE, BENHTWISUVHTOFEANHR—REATVWET, BSEF. BSLTILIVXA

DFTEOHKTT, TLS FT—R AN —LOBESLIZEAENZEROES{LERTHS RC4 &,

WK OHWDEARGIBHEEEFE OETHSNTVET, #KROT TSI EHR—KNITRDEEELHE
HABVRERY., COBRSILARNZEMICTIHLENf HGVET,

XBN—=23a> 0 TS AFHR—RENTVET, RETEE TLS10(TTICELEETNTVETD) &
TLS 1.1 (BLFE) AHR—REhTVET, 2018 FLUKIE, TLS12 DX BT TVET,

TLS RREZBIET D ICIE

1. THFANIFAZTHRETZ 7 A4 /etc/httpd/conf.d/ssl.conf ZFZ, THIC # 2T
TUTOITZOXRNTIORLTLEZY,

#SSLProtocol all -SSLv3
#SSLProxyProtocol all -SSLv3

2. ROFALIOT«47&2EBMLET,

SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl1l.2
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SSLProxyProtocol -SSLv2 -SSLv3 -TLSvl -TLSv1l.1 +TLSv1.2

CheDFALIFTF47ICkY), SSLNN—23> 2, 3, BRVPTLS/N—232 1.0, 1.1 '8
THICEMLENET, T, Y—/N—TR, TLS12UAZFERALE, 94T NEDRS
BT NEEENSTANSERTENET, FILITATICEDDEENE<KBEFE, —
N—OBMEICKTIERERNRNBARBICDODAYRPILEYET,

(@ Note
COELSIELT, TLSN=23210BrV 11 Z2BMICTDE, S<—BOHL%E
O TZOHIIRBYA MOTIRANFTOY IENBLSICBYET,

AAAEChEBESOUVANZEETSICE

1. BEZ774) /etc/httpd/conf.d/ssl.conf ZB§&, SSLCipherSuite &
SSLProxyCipherSuite ZFXEITHLODOIAX I NTIREn oI a2V ZRO0F

ERD

#SSLCipherSuite HIGH:MEDIUM: !aNULL: !MD5
#SSLProxyCipherSuite HIGH:MEDIUM: !aNULL: !MD5

CNSDRERFTNDERXRICLT, ZTZOTICUTOFALITA 7 2EBMLET,

(® Note
CCTRBARTISIDLEHICHITICATTRLTVERIYN, Chsn2220F/4L 7D
TATRATCEETIREN B ET, BSILHFXBREAR—ATRIY £ A

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: ECDHE-

ECDSA-CHACHA20-POLY1305:
ECDHE-RSA-CHACHA20-POLY1305: ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-

SHA256: ECDHE-ECDSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-SHA256: AES: !

aNULL:!eNULL: !EXPORT: !DES:
'RC4:!MD5: I PSK: !aECDH: 'EDH-DSS-DES-CBC3-SHA: ! EDH-RSA-DES-CBC3-SHA: | KRB5-DES-CBC3-

SHA
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SSLProxyCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-

SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305:

ECDHE-RSA-CHACHA20-POLY1305: ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-
SHA256: ECDHE-ECDSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-SHA256: AES: !
aNULL:!eNULL: !EXPORT: IDES:

'RC4:!MD5: ! PSK: !aECDH: ' EDH-DSS-DES-CBC3-SHA: ! EDH-RSA-DES-CBC3-SHA: | KRB5-DES-CBC3-
SHA

NS OESILARE, OpenSSL THR—KREATVIESILARORVWIARDS S, —%
T3, chslk, UTORKFICRHUTERE I, EFFHFSHTVET,

- BIAMEMOYR—bK

+ Strength

« AE—R

- BEDOESHLARN, TORICESILEXOT77IU—

c FATNTLVIESHAR, TORICEREATVIESHER

Zo008VESILARXOBRIZIE, ECDHE A"EE N TWE T (Elliptic Curve Diffie-Hellman
Ephemeral 7% &), ephemeral FEIFWEMZRLET, /o, RC4 FRE. VANDORREICIE
WEBICHY, BEThEBESEARICETFNTVET,

F7F2ILRP. ABHFRABVEBERTFALIVTATILEKEFETZOTREELS, BSLAXOHATR
MNEVARNEFEATRIELEZHEBAOLET., CIERENTVIESILEARIANE, ZHEX
ShB2VARD 1 DICBEXRRA, fIZE, AIFTHEMRYAE-—RZERLEVARNBE
ICBZBDEEHYNET,

TWISATUREYR—KNIRILERNTFRENZHEE,. DES-CBC3-SHA BESLAA— K
ZHAITRDENTEFT,

OpenSSL OEF&IZ, HFLLVESILAXNABEATAEVESILERXNFBILEENET, EC20D
Amazon Linux 1 VAR AZ R OREIZHEEL., EF 21U T/ (ICBE TS OpenSSL A5 0 &E
HIFELT, BN HOHRMETEFIUT A HOFML VIRSFHICEITSILR—FZ2ERL T
EEV,

2. ROMTICOVWT, "# ZHIBRL TOXY MNERRLE T,

#SSLHonorCipherOrder on
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COONYREF, (COBE)MAMELZYR—RITDEDERH T, FVI70FVESHLAR
EBETDEISH—N—ICRILET, COTILITATHFENCRDE, ¥—N—E. &
FAVTAOBFVESHKARNCRDHIC, EFIVTAABOBEREBRUILISELET,

3. Apache ZBE£EHL E£J., Qualys SSL Labs TRAXA >V ZES5—ETARNTS &, RC4 DAEEEHE
BB 2EEeENDHYET,

NSTNDa—F427
e NAD—REZAHDLEVE Apache VI T H—N—NREBLEEA

chiF, NAD—RTREEINEBESHKTTAR—NB—N—F—ZAAM—I)LEBERE
EBEETT,

BELENAT—ROBRHZF—HNSHIBRTEELET, F7FILNFAL I KNI custom. key
EVWSHESILTZAR—N RSAF—HAHY), TO/NAT—RA abcdel2345 THIETD
EVEC2AVARVATROOAN Y RZEFTL, COF—OFBSIN—2a 0 2ERLTLKE
=L,

[ec2-user ~]1$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user private]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom.key.nocxypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root.root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo service httpd restart

NAT—RARDHSNTFIZ Apache F'BEITBHLDICHEVYET,

WordPress 7OJ &#RARNT S

DY 3> Tk, Amazon EC2 41 > AR > AlZ WordPress 7O %4 2 ARN—ILERVERE
L. TOLEMZHITHHEEHALET,
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® Note

AL2023 WordPress F1—KNUFJ)LICDWVWTIE, TAmazon Linux 2023 1—%—HA4 R, @
FFa2—K~1F)L: AL2023 T WordPress 7OJ %27RAR T2, #SBL TS EEL,

LAR T WordPress 7O %#RARNT S
« Amazon Linux 2 T® WordPress 707 O A

Amazon Linux 2 T® WordPress 7O45 Ok A~

RDOFIETIE., BFED Amazon Linux2 1 AR AT, WordPress 7O 04V ARN—=)L. 8
BRERITL, REMEBILET, COFI1—KNUTILIE. WordPress 7OV &2 KARNTZUIT/
H—N—ZZ2ICHETD (CNEREKROKRAT A VI —EATE—BWNEETREHYEREA)
EVWS KT, AmazonEC2 2RI 2O DENLFEIEICHEYET,

B—N—=ICRWFTBDVTIRNDITNYT—20FHEEFIVTANY FOHERF, BEROEFELE
WET, JI7H—N—BREOEENEFREZLEZE LAV, &) BELE iz WordPress
#AVARN=)FBEHE, AWS CloudFormation H—E Rlx, HREIZHSH S 1D WordPress T 7
L—hEREHELET, FMIZDOVWTIEE., AWS CloudFormation 1—H¥—HA4 R THiBHE, 25
BLTLEEV, Windows 4 > AR > AT WordPress 707 #RA N T 2EEIE, Windows 1 >/
AR AD Amazon EC2 1—H'—H 4 K ® "TAmazon EC2 Windows 4 > A X > AN M WordPress
JO707F704 1 #5RBLTILKEEV, F—ER—ANBEES e nEgUTAEOY )1 -3
N RAERIZEIE. AWS Elastic Beanstalk RO Y /N—H A4 RD TEaAM O WordPress 7 T 744
NeTF7043%, 28RBLTLKEEV,

/A Important

S DF)EIFE Amazon Linux 2 TEATREHDENDTT, TOMOFAANIELI—
SAVOFMIIOVTR, ERFIXRESZRBLTILKEZVL, 2OF1—-MNIUTILDOZEL
DOFJEE, Ubuntu 1 VAR AICRKERATEEE A, Ubuntu 1 2 AR ATOH WordPress
DAVAR=)LICOWVWTI, Ubuntu ® RF I X KD "WordPressy Z5BL T &

W, CodeDeploy Z# ML T, Amazon Linux, macOS, Eizl& Unix ZATALTZIDRAY
BEERITTDEETEET,

NEY D
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RIS
« WordPress DA A K—)L

c ROATYT
« ANNTVNT VYO DNS BAZEEE NS, 7OTNEAELE

Bl RS

cOF1—KDUTIIEE, Amazon Linux 2 ® Amazon Linux 2 T®D LAMP O 4 > A k—)L ® Amazon
Linux A®D LAMP O Y AR =)L L% B FXTOFIEICH > T PHP £ F—RAR—R (MySQL £
(& MariaDB) ZHR—KNLTW2, #EENED T TH—/N\—%&FE> T, Amazon Linux 1 V> AX > A
ZEBLTVDCENTRERYNET, CcOFI—KNUTILTR, EF1VFTATIL—TTHTTP &
K HTTPS RS 74V VRHATRDRSICRETHDFIER, VI 7H—N—RAICT7T7A4ILTIEA
AN ELKBREENTVWACLZHRABIPDFIBERLET, X1 UT 1 TIL—TA0OI—)LEN
DFEICOVTEE, EF2VFT 1 TIL—T\O)I—IDEN ZSBLTIEE,

Elastic IP 7 KL X (EIP) l&. WordPress 7OJ DFRANIFEALTWVWA AV AR AICHEERN TS
CEEBMSBEOHLET, ChiZkW, 1 2ARXVAONTUY I DNS 7 RLANEEENT, A
VAR =D HETEIEEBILETEET, RXAMVBEMBELTVWTZEORXA 27 OJICER
T2HE, EPPRLAZRAVRNTDIRDIICRXSLEDODNS LI—REZEHFTEET (Chz
T3, RXMVBLZARTICEAVEDEBTLKEET W), RITHOA VAR AICEEN TS h
FEPF7RLAZERT1 DIBTEERT, FMICOVWTWE, TElasticlP 7RL A, 288BLTL
EEW,

TOVORXAVENFEEBZVIESIE. Route 53 ICRXSBEZEREL., TORXSVEBICAVA
RUADEIP 7 RLAZEEN TR ENTEET, FMICOWTIE., Amazon Route 53 RO Y
IN—HA R ® "TAmazon Route 53 ZfEFL 7= RXA 2 BDEF,, 2SR LTLSEETL,

WordPress 4 2> A K—)L
F7av:FdA—hX=2320 BEALTZOFI—KNITILEETITS

LTORAYZT5KH ) IC AWS Systems Manager A—h X—2 3> ZFHLTIOF1—KY
TINERTTDICE, A—hX—23 2 RFIXKNERITLET,

AVARAICEH L T, WordPress 1 VARN—=INY I 5—>72ADO0—RUET,
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WordPress 1 VA R—=INY 5= O0—RLULTHERTDICIE

1. wget AN REfE>T, &#FHD WordPress 1 VAR=INYT—272FZ D2 O0—RULET, X
NDIANV RZEFTITRE, BRIV —ANBIFHAIO0-—RENET,

[ec2-user ~]$ wget https://wordpress.org/latest.tar.gz

2. AVAN=INYT—DBMBRELUET, A VAR=ILT7#)LZ &, wordpress EWVWSZFID
7N ICHERENET,

[ec2-user ~]$ tar -xzf latest.tar.gz

WordPress 1 > AN—J)LRAICT—ER—AI1—H—EF—EFR—-—RAZERTDICIE

WordPress 1 A R—JLik, 700K, 1—H—OX RN EDBERETF—IR—AIEBKT
ZHENHYET, COFIEEETITRE, 7O000F—EFR—AZERTHDIZKRILE, COF—
AR—=AICH LU TEROFZHEY PREEZFINEI—Y—ICEBRHATY,

1. F—ER—AY—-N—ZEEBLET,
[ec2-user ~]$ sudo systemctl start mariadb

2. F=ER—AY—N—(lroot I—H—&LTOJA2LET, XV E-IHFRRENES,
T—ER—A 100t NAT—RZAHDLET, ChEBEED root VATLANAT—RERBD
cEEHhE, F—ER—AHF—N—OtF1VTFBREZRTLTIVEVEEE, ZOEEL
HV)ERY,

TF—ER—AHF—N—OtF1VTF1ZBRALTVEVEES, EF1VT BRZTSERE
ETY, FHMICOVTIE, MariaDB H—/N\—%ZtF 17T 14 THRET S IZ1F (Amazon Linux 2)
ZSRLTLEZY,

[ec2-user ~]$ mysql -u root -p

3. MySQL F—EZXR—ANI1—H—ENAT—RZERLET, WordPress 1 > AR—J)LIE, Ch
SOEEFE>T. MySQL F—EZR—AEBEETLET,

I—Y—AICEABNAD—REERL TLKEEVW, NAD—RIC—E5AFF () ZFEALEL
TLEEV, COXFRAROIONY REZFHEED O TT, Z2B/NAT—ROERDEFH
M DOWVWTIE, Thttp://www.pctools.com/guides/password/y 2SR L T EE LV, BEFED/NA
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D—RZBAALBEVTSEEZY, £, CONAD—REIBTFRZEBFMIREL TS
W,

—BOI1—Y—FBENADT—RZAHNLT, ROOANZ RZAHDLET,

CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_ strong_password';

4., F—ER—AEZMEHLET, wordpress-db B&, F—EXR—RAIZRHLAYPTVEFZER
LET,

(® Note
ROAXY ROF—ER—AZZHCRXYURSE. "N IFT14v 7, EFRERTV
XT NV IT14v D () F—RBERE, BEF—R-—ROTabF—DLILEEZIATV
T N\VITAVIRBBILELETRBYREBAY, T—EXR—ABTREEATE
BWIZE (NAT72BE)DRDYICEATERT,

CREATE DATABASE ‘wordpress-db’;

5. TF—RZR—ZAIZRL T, LABIERL = WordPress 1—H— T2 T2 B#ERENFELET,
GRANT ALL PRIVILEGES ON ‘wordpress-db.* TO "wordpress-user"@"localhost";

6. INTOEEZBMCTRIED, T—ER—AERZTIZYZILET,
FLUSH PRIVILEGES;

7. mysql VSATRNERTULET,

exit

wp-config.php 7 7 1 LDER EREZTSICIE

WordPress 1 2 AR—IL7 #)LAZI&, wp-config-sample.php EWSBHIDERK T 7 1 )L
BMENTVET, COFIETE. cOT77MIILZ2IE—LT, BEOBRICES RS ICMELF
9,
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1.

wp-config-sample.php 7 7 4 J)L%& wp-config.php EVWSHEBTIAE—LE T, CORE
ZRITIDE, ILLVBRT7 7AW EREh, TOTT7ANFNY OTYTELTEOERER
BFEehEzd,

[ec2-user ~]$ cp wordpress/wp-config-sample.php wordpress/wp-config.php

BFHOTFARNIT 14X (wp-config.php, nano &) ZFE>Tvim 77 1)L EwEL. 1
VAR—ILAOEZANLET, BHFHOTEFARNITF A4 ZABZWVEE, nano FHLEICEL
TVWERT,

a.

d.

[ec2-user ~]$ nano wordpress/wp-config.php

DB_NAME ZE%&% 9 21T%#RL T, database_name_here % Step 4 ® WordPress 4 > A
R—ILALT—EXR—ARAA—HF—EF—EIR—AZERTRICE TEHRLETF—EZXR—R

BICEELETY,

define('DB_NAME', 'wordpress-db');

DB_USER ZE& T 51T #RL T, username_here % Step 3 ® WordPress 1 > A K —
WRAETF =R —AA—H—ETF—ER—AZERTDICE TEBL ETF—ER—AD—
-Ijg_(r:gﬁlji?o

define('DB_USER', 'wordpress-user');

DB_PASSWORD %#E& 9 5 1T7%1&L T, password_here % Step 3 ® WordPress 1 2 A
R=)LAILTF—ER—AD—H—EF—EIR—A%ERTDICIE TERLEEDE/INA
|7_ HL:QEL*?O

define( 'DB_PASSWORD', 'your_strong_password');

Authentication Unique Keys and Salts WS90 3a>ZBO20&ET., chsm
KEY & SALT Of#lE. WordPress 1—H'—HFO—AIUIXZVICRTFLETZOH O Y £—

CXTRIESILAV—ZRELET., BEXHIC, CCTRKTTVALBEZEETS

E. AN EFIVT A EELET, hitps://api.wordpress.org/secret-key/1.1/salt/ \ZF
JEALT, SURALICERENDF—tY MEZEEE L., wp-config.php 77 1 JLIC

OdE—LU T RFFRENTEERT, PUTTY ImKRICTFARNZEY FH2ICE. TFA
NEBEYRTBBRRICHA—VILZEBE, PUTTY WRRATNIREZRIVUYILET,
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X1V TF4F—OFMICOVTIE, Ihttps://wordpress.org/support/article/editing-wp-
config-php/#tsecurity-keysy IC 7 7 2ALTLEZ WV,

® Note
ROERYTINERATT, ChSDEZEBOA AN —ILICEEDBEVWTL
=L,

define('AUTH_KEY', ' #U$S+[RXNS8:b r-L O(WU_+ c+WFkI~c]Jo]-bHw+)/

Aj[wTwSiZ<Qb[mghEXcRh-");

define('SECURE_AUTH_KEY', 'Zsz._P=1/|y.Lq)XjlkwS1y5NI76E6EJ.AVOpCKZZB, *~*r ?

60P$eJT@; +(ndLg');

define('LOGGED_IN_KEY', 'julqgwre3V*+8f_zOWf?{L1GsQ]Ye@2Ih”,8x>)Y [, (*[Iw]Pi

+LG#A4R?7N YB3');

define( 'NONCE_KEY', 'P(g62HeZxEes [LnI*i=H, [XwK9I&[2s[:?ON}VIM%?;v2v]v+;

+79eXUahg@: :Cj"');

define('AUTH_SALT', "C$DpB4H [IK:?{ql ‘sRVa:{:7yShy(9A@5wg+ JIVb1fks_-

Bx*M4(qc[Qg%IT!h'");
define('SECURE_AUTH_SALT', 'd!uRu#}+q#{f$Z?Z9uFPG.${+S{n~1M&%@~glL>U>NV<zpD-@2-
Es7Q10-bp28EKv');

define('LOGGED_IN_SALT', ', j{00P*owZf)kVD+FVLn-~ >.[Y%Ug4#I"*LVd9QeZ"&XmK |
e(76miC+&W&+"0P/");
define( 'NONCE_SALT', '-97r*V/cgxLmp?Zy4zUU4r99QQ_rGs2LTd%P; |

_eltS)8_B/,.6[=UK<J_y9?IWG"');

e. 77A4INEREFL, TEFARIFARZKRTLET,

WordPress 7 7 4 )JL%& Apache RFIXZ KNIL—KDTIEAAR=ILTBICE

e AVAR=ILTFINZOHBEER, MySQL F—ER—RAEI1—H—0DIEMK. WordPress 7 7 A
LWDOARBRIA AN TLUERES, 41 VAN=LT7ANEDITH—N—ORFIAD N)L—
MZOE—UL, 1 2ARN=)LAVVTRERITLT, 1AM ZRTIRERNI TEEL
o ChSODT77AINDOEFE. DITH—N—OFRBEDOI)L—KNT WordPress 7OV ZFEAT
EDELDICTINEDSH (my.public.dns.amazonaws.com B E), EEFIL—ROTOHT
TALORNUR T A HEMT B D (my.public.dns.amazonaws.com/blog & &) IZ&K 2
TERYEY,
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WordPress Z RF¥ 1 X N)L—NTRITTBEHESEE. WordPress DAV ARN—=)LF1L Y
NUOIYFUYEROKSEIE—LET (ELL, FALINJAKEIE—LEY
Ao

[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/

WordPress Z RFAIXKNIL—KROTOBIDFALIKN)TEITTRHES. £F. TD
FALIRNUZERLTHLS, TEZILT77A4)N2dE—LET, < DHITEE. WordPress
EF4L2 K blog hS5RITENET,

[ec2-user ~]$ mkdir /var/www/html/blog
[ec2-user ~]$ cp -r woxdpress/* /var/www/html/blog/

/A Important

EF1VFALOERANS, KAOFIEICTSICEEREVESWE, Apache DI 7H—/N—
(httpd) ZESICFELELTLKEEV, /1 AM—=)L%Z Apache RFIXVKNIL—KDTF
ICBEITBHE, WordPress 1 Y AR—IL AV U NEREES N4 <%V), Apache VI 7
H—N—HFETLTVWRHEE, REZFTOIANOT IV ELAEEZERNETDUEMENHY) F
9, Apache VI 7H—/N\—%EIETSI(CIE, sudo systemctl stop httpd AN RZEA DL F
T, ROFIBICBETSHS. Apache VITH—N—%FLITIXEBEEHY)EHA,

WordPress X/ N\—X V)2 O ZEATEDLSICTDICIE

WordPress ®/N—YX >IN IEL < #BET S Z(k Apache @ .htaccess 77 (I 2ERATHIHE
NFHVETAH. Amazon Linux TRF7FIL N TERICE>TVWER A, Apache RFI X2 N)L—
RTINTOLEETEDRRSICTDICK., ROFIEZFEALET,

1. BHFHOTFARNIFT 14X (httpd.conf ® nano &) T, vim 77 M) Z2HEE T, HFH
DTFANIF A4 ZHFBZWVEE, nano FHLEICELTVET,

[ec2-user ~]$ sudo vim /etc/httpd/conf/httpd.conf

2. <Directory "/var/www/html"> THRFEZ o a>&2RBO0HFT,

<Directory "/var/www/html">
#
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3.

4.

Possible values for the Options directive are "None", "All",
or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

#

#

#

#

# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.
#
#
#
#
#

The Options directive is both complicated and important. Please see
http://httpd.apache.org/docs/2.4/mod/core.html#options
for more information.

Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverride None

#

# Controls who can get stuff from this server.
#

Require all granted

</Directory>

FO+o< 3> ® AllowOverride None 7% AllowOverride ALl ICEELF T,

(® Note
cO77ANICREERD AllowOverride T H VY E T, 47 <Directory "/var/

www/html"> 292 3> DITZ2ZBEL T EEL,

AllowOverride All

774N EREFL, TEFARIFAREZKRTLET,

PHP 957 4 v O#BS4751)% Amazon Linux2 ICA VAR —=)LTBIZIE
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PHPRAD GD ZA 77V EEATRE, A X—DZEEIBEANTERY., 7OTDAYE—A
X—DERNVIVIIRIRENGRZHEER. COFATFVEA VAR —ILET, 1 VAR-ILT
B/N\—=2 30 phpMyAdmin i, CDZ AT ZVOREDHKNMN—T3> (N—=23272%8E) %
BEEIDHEENHNET.

PHP 957 4« v UBIZ 475 1)% Amazon Linux 2 ICA 2 AR—=ILEBICIE, KOOI R&EME
ALET, BIZEFE. LAMP A& Y V%A AN—=)LF%—IRE L T amazon-linux-extras &' S php7.2
BAVAR=IULEZE, COORXVREPHP IS 74y OBBESATSVON—23 > 72 %4
VAN =ILLET,

[ec2-user ~]$ sudo yum install php-gd

AVAN=IULEN=—232ZRAETRICE,. ROOIXV RZEALET,

[ec2-user ~]$ sudo yum list installed php-gd

HAOBlZIRICRLUET,

php-gd.x86_64 7.2.30-1.amzn2 @amzn2extra-php7.2

Apache VI 7H—N—DOT7 7 A I)LFAZEETSICIE

WordPress THEHATEDHEEDHRIZ(E, Apache RFIX NIL—MADEZAKIERNIVELZED
HFHYET (BBEEEZFE . XTATOTYTO—REE), FERELTVEVEBEE. X0
IIN=TOXN=2TBRET IV EAFTEZBEALET (O AOFEMIE "LAMP DT JH—
N=F1—KUTIi Z2ZR),

1. /var/www EFDOATYDT 7 AI)FE¥EZ apache I—H—IZFELFT,

[ec2-user ~]$ sudo chown -R apache /var/www

2. /var/www ETDOATUYDOTIN—TFiEH#% apache JIL—7ICF5L %,

[ec2-user ~]$ sudo chgrp -R apache /var/www

3. /var/www BROPZDOHTFALIRNIDFALIRNIEFAZZEELTIIN—TDEZIAKEF
AZREL, MROYTFALINIIZIIL—TIDZRELET,

[ec2-user ~]$ sudo chmod 2775 /var/www
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[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {3} \;

4. Jvar/ww BRTFEFOHTFALIRNIOT7AINHFTZ®V)ELEELET,

[ec2-user ~]$ find /var/www -type T -exec sudo chmod 0644 {3} \;

(® Note
WordPress & FTP H—/N—& L THERATEHEEE. ChEYEFHRODEVWITIL—T
RENBEICEYET, ChERITITDICKE., "WordPress THEZNTWVWAFIEE
FL1VTAFE, 2ZRLTLEED,

5. Apache VI7H—N—%BEBHL T, HILLWIIL—TEHFAZEMCLET,

[ec2-user ~]$ sudo systemctl restart httpd

Amazon Linux 2 T WordPress 1 VAR—=)ILAO U N E2ETTS

WordPress #4 > ARN—)I T2 EFHFTEELE, FHTHDIOAY RIFE, ARL—F 1T AT
LIZCK>TERYET, COFIEOIN> RIE, Amazon Linux2 THERTZEHDENDTT,

1. systemctl IN > RZ£E>T, httpd Y—EREF—ER—AH—ERAN T RATLT—MEFIZE
BB ZEZHRELET,

[ec2-user ~]$ sudo systemctl enable httpd && sudo systemctl enable mariadb

2. F=ER—AY-—N—NFRTHPTHD L ZHIAELET,
[ec2-user ~]$ sudo systemctl status mariadb
T—ER—AY—EANFEZTEhTVEVEESRE, BBLET,

[ec2-user ~]$ sudo systemctl start mariadb

3. Apache VI 7H—/\— (httpd) "EITHFTHD L =2BRELET,
[ec2-user ~]$ sudo systemctl status httpd

httpd ¥ —EAANRITERTVWEWEERE., BBLET,
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[ec2-user ~]$ sudo systemctl start httpd

4. IITTTSIHT WordPress 7OV D URL ZEANLET (A AEZVAD/NT )Y 9 DNS 7
RLA, £kl blog 7 IILAICHELS T RLA)s WordPress €1 > AR—=I)LAT ) TN RRE
NET, WordPress DA VAR —)ICHEBZBEHRZADILE T, [WordPress DA > A ~—)L]
ZERLT, 1A=L ERTLET, F#MICOV Tk, WordPress DU I 7% A h® Step
5: Run the Install Script 228 L T &L\,

RDATY T
WordPress 7O %#FARNL S, BRENDEHERITLET,
NARLRXA B ZERTS

EC2AVAZRVADEIP FRLAICEERNITONERXAENHBDHE. EC2/87 )Y DNS
FRLAORDYIZZOEH ZFERATAIRSICTOTARETEETT, FHIZ DLV TIEX. WordPress
DITHARND THA RO URL DEE, 23RBLTLEET,

JO7ERETS

BNV FTAAXENLERERBITDLD, TRTFEETIXTZIAV2FERTBHELSIC
JOVERETEET, EEL, (VAN TOCATHEN RELT/OT AN KDDL
FHVET, A VAN—IFICEABENIrRELLBERE/OTZERTEDRLSIC, T—IXTTI94
VEBARN—TBHIICAVAZRAONY OTF Y7 Amazon X4 X—2 (AMI) ZER L TH <L
CEEBLBEHLET, FMICODVTE., "HMBEO AMI OEKL ZZRLTSEZ L,

BRERYT

WordPress 7O M ASRICBE W AEBEHRPARNL - 2B THREN HDBEEE. KOATY T &
BELTEE W,

« AVAZVAANL—UEEEIGRT S, SFMICDOWVWTIWE. "TAmazon EBS Elastic Volumes, %
SBLTLSEEV,

« MySQL F*—&ZAXR—RA% Amazon RDS IZBEIL T, Y—ERNBOBRBICAT—IILTHHEEEE
HA3%,

AVE—FXYRNRNTZTAVYIDRYND—IONT AR A%Z@BLEED
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7O7C&WVHERPOI—HF—DLSORNT T4V UNBMTBEFRENBFEEF. AWS Global
Accelerator & ZHEF< &V, Global Accelerator 235 &, 1—HY—0UZ5A4 T NTFINA
A& AWS TEITHF D WordPress 777U T —>2a > EDQET, AVEZ—FXYRNKNT T4 I0ON
T7H#—X2AZM@MLETE, BLATV—ZRBETEET, Global Accelerator Tld, AWS JO—
NILZY D=0 FEALT, RZTAVIZEITFATRDSHREEVAWS V=23V ICHBIE
BRTITVT—2a> IV RERANIEELET,

WordPress M g¥4H

WordPress M E¥#HIC DLW TIk, Thttp://codex.wordpress.org/y =& % WordPress Codex ANJL 7
YEBESBLTIKEEV, AYAR—LORSTILS1—F 42T OBMZDV TR, https//
wordpress.org/support/article/how-to-install-wordpress/#common-installation-problems IC 7 2 A
LTLEEW, WordPress 7O OtF 1) F 4 @ LEOFEMIC DOWTIE, https://wordpress.org/
support/article/hardening-wordpress/ IC 7 7 AL TL & L\, WordPress 7 [0 & &IFTIRRE(C#E
9B FHEDOFMICOVTIE, https://wordpress.org/support/article/updating-wordpress/ i 7 27 AL
TLEEL,

NILTVINT )Y 9 DNS BNEBEE -, JOINENRELE

WordPress @4 >~ A =)Lk, EC2 A VARV AM/NT7 )Y U DNS 7 RLAZFERAL TEEH
REENET, VAR VAZEFELESIOCBRALEBE. NTUY I DNS T RLANEEE L
(Elastic IP 7 RL RAICEE[ TSN TVWRHEEERL), 7AINFFELEL &2z (FLIEBID EC2
AVABRVAIZEI)ETSNE) PTRLALHD VY —AESRIDEICBD 2, 7OV #EE
LB<BYNET, BESITEASIhD VS DL OFEREOFMIZ OV T, hitps://wordpress.org/
support/article/changing-the-site-url/ TEREAE N TWVWE T,

WordPress D1 2 AN—)LEIZC ORAAREL 35S, WordPress ® wp-cli AN RS 4>
R—TIA AEFEAITIUTOFIET/ O 2ERXTED WM BV ET,

wp-cli ZfEH L T WordPress DY 4 N URL ZZE TS ICIF

1. SSHZE>TEC2A VARV AILELEL XTI,

2. AVARVADHVWHARNURLEFHLVWHANURLZEZEHET, VYA~ URL
l&. WordPress 24V AR—=)ILLEBRTOEC2A VAR ADNT UV DNSBLEEZXS
hET, HFLWHALRNURLIE, EC2AVAZRVAOBREND/NTUY U DNS BETT, dLVHA
N URL A"FEABZEE. AOIN RTceurl ZEAL TRXBZENTEET,

[ec2-user ~]$ curl localhost | grep wp-content
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FWNANT VYO DNS BANDSBAHDICRRENET, RICHAZRLET (FVH A N URL &
FEIZEI2TVET),

<script type='text/javascript' src='http://ec2-52-8-139-223.us-
west-1.compute.amazonaws.com/wp-content/themes/twentyfifteen/js/functions.js?
ver=20150330'></script>

3. ROOANVREFE>Twpcli ZXTO—RLET,

[ec2-user ~]$ curl -0 https://raw.githubusercontent.com/wp-cli/builds/gh-pages/
phar/wp-cli.pharx

4. ROIAX REFE>T, WordPress 1 VAR=)ILOHVWH A N URL ZBREL, BEBRAE
T EC2AVARADHEVH A NURL EFL VYA N URL, &KX WordPress D41 > A
N—=ILINA (BEF /var/www/html Ezl& /var/www/html/blog) ZBEE# A LT,

[ec2-user ~]$ php wp-cli.phar search-replace 'old_site_url' 'new_site_url' --path=/
path/to/wordpress/installation --skip-columns=guid

5. DI77ZIHYT, WordPress 707 DFHLWVWH A N URLZAHL, YA M BUTELL
BELTVRCEZRAELET, ThUADFZE, FMEICDVWTE, https://wordpress.org/
support/article/changing-the-site-url/ & & T* https://wordpress.org/support/article/how-to-install-
wordpress/#common-installation-problems ZZB L T< &,
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Amazon X~ 24 X—= (AMI)

Amazon XA X—2 (AMI) I&, AWS ' R— KRB RVEBTDA X—IT, 1 VAR ADiE
BICXERBEREZEMLET, 1A AZEBHTHEZERE. AMI ZEETHIHLEN HYET,
BIURETERDOA AR AN VERZEE. 1 2O AMI A SEBOA AR AZRHTESR
Fo EERTERBREODAVAZ VAN DBEBEZR, BI1VARVAZTNETNELRD AMI A SE
BTEEXI,

AMI IZFIRAEENTVET,

« 1 DFE(FEHD Amazon Elastic Block Store (Amazon EBS) A+ v 7> 3av h, &1
l&. instance-store-backed AMI, 41 > ARXAD)—KR)1—LDOT>TL—K (AXRL—FT41
VODATAL, TTVTG=>3avy—N—, P7UTr—23a2kk)

s AWSTHDRN AMI ZFEALTA AR AZEFUREIC TR -ODEEFTT

s AVABVADREBRICA VARV AILT Y FIRR)1—LZEBETS7OY IFNAAIY
e>J

Amazon XA X—2 (AMI) O KEY &
- AMI DfEH

- JME® AMI DERK

- AMIDBBA, £B, RS

« AMI OB TR D FBR

* AL2023 & Amazon Linux 2

« AMI 147

* Linux AMI RZE{L R4 7

s 7—hE—R

 Linux AMI O3

« #£F AMI

- & AMI

c AMIZA7H40)

- EBS-backed AMI TOEES{LOFIA

» Amazon EventBridge Z AL T AMI AR REEZZVT T3
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« AMI OFERIBRICOWVT

« Amazon Linux

« A—H—RHEH—FI

« Amazon Linux 2 MATE FRYV NY TERERET D

« AMI 7 #—2&

AMI @ & F

ROREAMIOZATHA TN EREDLENDTT., AMI ZHEKL, BRLES, ThEFEALT
MLVWAABVAZEETEERT AMI FIEEL SEBHFITZEAShIZEE. AMIDS A2 AR
VARBETEIEETEXRY), AMIGEILU AWS U—2 3> RATIOE—FB2EE, 3% AWS
J=23a2VIlOdE—JFBEETERT, TEICBZ 2 AMI BEREZHERTEERT,

launch——»
i Instance
create —l-' register—»
EBS snapshot AMI #1
(or ternplate copy—»
if instance store
baded)
AMI #2
deregister

CHODAVAR ADQDEEIC—HTSE AMI ZBRETEEXT, AWSHEHETS AMI, £AEFIZ2
TTFANEMRTEAM ERETEET, FMICOVTIE., AMI 247 BKU Linux AMI DB ZE %5
BLTLSEEL,

AMIDSA VAR AZREBELES, 1 VARV AILEHKTEET, VAR AILEHKELES,
TOAVAR A BMOY—N—EF2EKEUKRSICERATEEXRT, 1V AR ADRE), #ik.
FRICETZHM-COVTIE, F2—KUTF)L: Amazon EC2 Linux 41 VAR ADRBH* 258K
LTLEEL,

MEO AMI OER

BEDAMIASA VARV RAEERLT, AVAZYARHAIIAX Bl 1 VAZVALY
JhIITEAVAR=) LEEIL, BEHLEREENDRAZLAAM ELTRETHIEN TESE
To COFHLWHRRLAMI A SEEBEND A VAR AILE, AMI OFERBICEML ZHART
1 ANEENET,
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AMI OERZ ARG, 1 VAZVADIN—RARL=2FNA ALK REVET, 1 VAR

ADJ)—BRR) 21—Alk, Amazon Elastic Block Store (Amazon EBS) R I —AKEIEA AR
AARTRII—=LDOEESHTT, L—RFNAARD) 2 —LOFHEICDOVTIE. Amazon EC2

AVAZVADIN—bR)1—L ZZRLTLEEL,

« Amazon EBS-backed AMI Z4ERK T B2k, TAmazon EBS-backed Linux AMI Z4ER T2, 5
BLTLSEEEL,

« Instance Store-Backed AMI Z#/ERK 9 B (2%, Tinstance store-backed Linux AMI Z/ERR T2 | %&
SHBLTLSEETL,

AMI ICE D EXEEOLEOICEED R T Z2FHSNET, FMICDOVWTIE. Amazon EC2 UY —XA
DRI T #SBLTLSEEW,

AMI DEEA., HA., BRFE

AMI Z#ERL =S5, BOETF TN EFEHATEDESICTSAR—RNELTRELEY, AWSTH
DORNDEEVANEHRBLEYTEERT, JZ1-_FTATHHTEDLSIZ, DAL AMI 24
MIBDELEETEET, TE2THEEMNIEL<. BAE AMI ZERL T, —BRFATEZFIEFED D
TEHET, WO2ADIUTINBHARSAVICLENSEGFTY., HE AM OEXRBSLCFERA
EOFHMICOVTIE, H£E AMI ZSBLTSEEL,

Red Hat D & S BEBO Y —EAZWICHE TS AMI B E, Y—RN—FT1—H5 AMI ZIBEATE
£¥Y, £, AMI Z4ER L., 8D Amazon EC2 I—H—ICRFETADEETEET, AMIDEBA L
BRFTICBTRFHMICOVTRE, BB AMI ZZRL TS IEE L,

INVINOE=%>40): 153

AMI ORIFN D25, TOEREZMBBRTEET, AMIDEREZHERITDE, TO AMI ZFEHAL
THLWA AR AZRBETELBLLBRYET, TOAM ASEEHECNEBREOAAZARGE
EEZ(TELA, FHMICOVTEE., TAMI OEFRO#K, 2B LTSEETL,

AL2023 & Amazon Linux 2

Amazon Linux Q&) —ATH S AL2023 &, Amazon EC2 [ ICHEILENTH 'Y, Amazon
EC21—H—ICEBMOARNELTREESNET, AL2023 O4FEICIEE, FRAEELRD U —ARR, 28
BREH. REYR—RNEENFHYET,

AL2023 DHEESH LT AL2023 AMI DEBIOFMIC OV TR, UTZSBL TLEE L,
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« AL2023 D) H#gE
« AL2023 DIERZBART D

Amazon Linux 2 (&, Amazon EC2 TE{TEehBd 77 Ur—>3a i, ZELE. Z2TEMEERE
TIREZRMLUET., Amazon Linux 2 EOL OFFMIC DV TIE., TAmazon Linux2 ICE8T2 K< H
ERM) 2SRBLTLSEETV,

® Note

Amazon Linux AMI I& 2023 £ 12 A 31 RICHR—RNET &Y, 2024 1 A 1 BERE,
EF1VFATYTF—RNPNTEBEFE—H11TDbhEE A, Amazon Linux AMI D H7R— K
BRTIBLROXTFUAHR—NOFEMIC OV T, 7OV 5E "Update on Amazon Linux
AMI end-of-life; ZZBLTLKEE VW, P75 —2a>% AL2023 7Y 7L —RTBC
EEBBOLET, ChiZlF 2028 FETORBYR—MNEBENET,

AMI A 7

ROBUICESE, FATS AMI ZBRTEET,

s V=rar(TV=areJ—>, 23R
« ARL—=TFTAVITATA

« T—FFOF v (R2EYRELEREB4EYN)
- EEFFA

* L=bFNARADAML =D

EEETA

AMI OFEEE, BEFTZEEIRCETHARZRELET. BBFARRROKIS ICoEE L
x5

BETOEAF  HH
T

NTVv o FMIEEEIXNTOAWS PHOU NCREBHFITEEZET,
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BETIOEAFF  FHHA

|

B R FIEERBED AWS 7HDUV N, 8. F-REBEN OU) ICEBHFTZE
5x2%9,

(=R FIEHEICIE AMI OB RHEBZFI»H Y ET,

Amazon X Amazon EC2 X1 =ZF 4 TCRREFXIETLNT VYU AMI 2#EHLTVET, FMEICD
WTl, 8 AMI ZSBLTLEETV, FROY/N—FBESO AMI ICBE€%ZERTEET, FHIC
D2VWTE., B AMI 2B LT EETL,

IW—=—"KTFNAADAMNL—>
I N T D AMI A" Amazon EBS-Backed & Instance Store-Backed D W F A ICoEENET,

- Amazon EBS-backed AMI - AMI A S BEIE N DA AR ADIL—KNF/NA4 AN, Amazon EBS
AFTYv 73y N SHERE NS Amazon Elastic Block Store (Amazon EBS) /R 1 —ATH 3
EEBERLET,

« Amazon instance store-backed AMI - AMI A S E2E LAV AZADII—RTFINA A
&, Amazon S3 ICRBEENET VT L—MDSHERENIEA 2 AZAARNTRI)I—-ATT,

HMICOVWTIE, AmazonEC2 A VARV ADI)—hAR )1 —A BSBLTLSEETL,

RDRTE, 2BEO AMI ZHEALESEENEESHERZREDOTLERT,

LR Amazon EBS-backed AMI Amazon instance store-backed
AMI
AAZADQREE BE15UK BE 5 2UR
&
IN—FNAADHTA 64 TiB** 10 GiB
A PR
EBS /R 1—A AARVAARNTR) 1—A
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ez
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Amazon EBS-backed AMI

FT7AIBTE, 1 2AZ A&
BT32EN—KRRUI—-LEH
BrEenEd, *EBSAKRUI1—AIC
HB3MOF—REFINT, 1A
BUOADKRTRET7AINTR
BEhzxrd,

AAZAQELERIZ, 1A
ROARAT, h—XFI). RAM
FARY, BLOEI—H—F—4&
N EE A RE

1VARADERE, EBS R
'Ji—A, &I, EBSAFYT
>3y hEULTHREL £ AMIEICH
LTHRENFRELET,

B—QIONY RELIHUHLZ
1%
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*F7F)KNTIE, EBS)L—KARD) 1—AIZIFE DeleteOnTermination 759 A true ICEREET 1
TVWET, COT7TTEZTEL, BRTERERVI—-LZREFITIFECODVTR., "XkEMNIL—RAR
)1—ANDEE | #ZSBLTSEEL,

*i02EBS 7OV VI VATLADKTHR—REATVET, FMHICOVTR., 7OEDI VR
|IOPS SSD (i02) Block Express R 1 —/A ZZB L TS EE W,

AMI DIIL—KRFINA AR AT DOH B
Y=L EEALTAMI OIL—KRFENA AR T2HBTBICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZH&E X J,
2. FTETF—23aURAVTAMI ZOUY O LEE, AMI ZiBIRLET,

3. RD&SIZ, [Details] (3¥#l) % 7 T [Root device type] JL— R F/NA A2 A7) DEZERL £
£

+ ebs — ChiF EBS-Backed AMI T,

e instance store — C & instance store-backed AMI T3,

ANV RZA2VZFEALTAMI OIL—KTFNAAZA T ZHBIT B

ROWTNAOIAR REFRATEEXET, CNSOIOANRSAAVE—TIAAQOFEMCIOVWT
l&. Amazon EC2 ANDT7 UVt AZSBL TS EE W,

» describe-images (AWS CLI)
» Get-EC2Image (AWS Tools for Windows PowerShell)

FIEIREE

LW=bTFNAADEBS R 1—LZFEIAI VARV AZFLETEIERFTEXRIYN, IL—rFNA
ARDA VARV AARNTR)I—LEZEIDAVAZVAZFLETEI LR TEREA,

BLETRDE, A VAZVAOERTNIELELET (AT —RX AN running »* S stopping Z#%F

T stopped ICH#ED)o BLELEA AR Ak Amazon EBS TRIGEh2 %, BREBTEE

9, stopping (fFLt) & terminating (] 7) E &V X T, terminated 1 VAR ARG HEBTEEE
Ao W—RTFNAABDA VAR AARNTR) I—LZFIOA VAR AREFELETEZVWED, E
THEIETOVTNDICBYET, A1 VARV ANFELELTVRBEICANrThh, AZRTTES
POFHICOVTE., T AZVADEFEILLERE, Z22RBLTLEEL,

L=bFNAADANL— 121


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2Image.html

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

T7FILNDTF—FABNL =2 & Xt

W= FNAARCAVABZYAARNTR) 1 —LEFHEIDAVAZRVATR, BBNICA VARV AR
R7HAFATEERT JL—bARUI—LLECIL—MN—=FT123aVHFEEN, EMOTF—RZRFTE

F9) 1 DFELREHROEBS RV I—LETRYFITBDET, KGWARNL—DZA ARV A
CEMTEERT, 1 VAZVAARNTRI)I—LEDTF—RE, A VAZVANKBELEKRTITS
&, HIBRENET, FHIEODVTR, AVAZVAARNTRII—LET—RFATEAL 2SR

LTLSEEL,

IL—KNF/INA AIZ Amazon EBS 224/ VARV ALK, BEWICEBSARU1I—LANTERY F&E
NEIT, RUI—LAR, HOR)I—-—LEFBRIC, RUI-—LADVANIRTRENET, FEAED
AVABRVARAT TR, L—RNFNALADEBS R I—LBZE DA VARVAR, F7F4IKT
AVABRVAANTR)I—LERELERA, 7OV ITFNAAIVEV T EZFERALT, 1 VAR
VAARNTR)I—LAFEFEMDEBS RY I —AZBMTEET, FMICOVWTR, 7OV 9 F
NAAIYET #BRLUTLSEEL,

ER B Zl

Amazon EBS-backed AMI A* S8 T % 1 > AKX > Al&. instance store-backed AMI ' ST %
AVAR ALY EERLSBEIL FT, instance store-backed AMI BS54 VAR A%RBETDEE
&, Amazon S3ASITXTON—KRERBLEVEA VAR AEFATEEE A, Amazon EBS-
backed AMI D3FE, 1 VAR ADRBEBICHEBTDLEFTERAFTY TSIV RASEBETIESNY
AZVABRFATEE T, L, L= FNAARICEBS R 1—LZFERATEIA AR AD/N
TH—X2VAE, BYOBHNFAFTY7avyhpsEBEn, RUI—AICO—REhZDDL OB
B, B<BYWET, IVARVAZELL, BREBTRIFESE. REN EBS AV 1I—AICREEZ O
TVWBLEHE<SEBLET,

AMI D ERK,

Instance Store-Backed Linux AMI Z/ER T 2 - Ik, Amazon EC2 AMI Y —)LZFEHAL T, HZDOA
VABRALETA VAR ANS AMI ZHER T D HEN HVET,

AMI OERXIE. Amazon EBS Backed ® AMI D AN (F2 D ICIETT, CreateImage API 70 =
> l&. Amazon EBS-backed AMI Z4ER L TEEHEL £9, AWS Management Console IC€, E{TH
DAVAZVADS AMI ZHERTEDREAHYET, FHFMICDOVWTE. Amazon EBS-backed
Linux AMI Z4ER T2 #SBL TS EEL,
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RETHE

Instance Store-Backed ® AMI MBS, 1 AR ADFEHE E Amazon S3 AD AMI DRFICHL
TREENET, AmazonEBS TNY OTF7 v & hi- AMI DFBE. 1 AZXADOFERR, EBS R
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IV (HVM) DESSAEBEALET, PVAMI & HUMAMI OEBEN G, BEOAEE, /S
73— 2AMMEQ S DRFRIE/N— RD T TIGR#EE (CPU, XY "ND—0, ANL—2) ZFIA
TEBINESHEVSRTT,
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LTO&RTE. HYM & PVAMI ZHEBL TVWET,
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AMI 7—KRE—R/N  FARL—TF12T> AVARBYABAT  AVARVADT—

TX—& ATLDT—KNE— O7—RNE—RYR RE—ROER
RERTE -k

7—KNE—RAEBE L i — BIOS UEFI &L AH>— L i — BIOS

ENTVWEEBA -x86 BIOS

« FT7AILNODT—RE—R:
« Graviton 1 > AR > AR A 7" UEFI
* Intel BRAMD 1 VARV ARA 7 LFZ— BIOS
« LA —BIOS ICIMA T UEFI ZHR—KT% Intel B AMD 1 VARV ARA T

« AWS Nitro System ICHEBEENTWVWD RT7XRIAAZY
A. DL1, G4ad, P4, u-3tb1, u-6tb1, u-9tb1, u-12tb1, u-18tb1, u-24tb1 &KXV VT1 L%
D) IXNTDODA VAR A

BEND)—23 2 TUEFI ZHR—KT%, Linux ODBREFAARERS VARV ARATERTTD
(=3

FIATEERA VARV ARZRATE, AWS D=3 ZEICRRBRYET, V=23 TRIATRET
H'), UEFIZHR—RNLTVB AV ARVARATZHEBITSICE. --region NTX—XEEE
L& A5 describe-instance-types AN REFEAL T, --region NFX—RZ2EHIDE, T
72RO U—23 ) OTANCEAENET, --filters NIX—RZEHDETRRD
Eif % UEFI Z2HR—KNTDA VARV AZALTIZHAEL, --query NTAXA—REEHDETH
HDEH% InstanceType DEICHEELFT,

AWS CLI

$ aws ec2 describe-instance-types --filters Name=supported-boot-mode,Values=uefi --
quexry "InstanceTypes[*].[InstanceType]" --output text | sort

al.2xlarge
al.4xlarge
al.large
al.medium
al.metal
al.xlarge
c5.12xlarge
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PowerShell

PS C:\> Get-EC2InstanceType | °

Where-Object {$_.SupportedBootModes -Contains "uefi"} | °
Sort-Object InstanceType | °

Format-Table InstanceType -GroupBy CurrentGeneration

CurrentGeneration: False

InstanceType
al.2xlarge
al.4xlarge
al.large
al.medium
al.metal
al.xlarge

CurrentGeneration: True

InstanceType

c5.12xlarge
c5.18xlarge
c5.24x1large
c5.2xlarge
c5.4xlarge
c5.9xlarge

BEDU—23 22 DWVWT, UEFI Secure Boot ZH7R—NLU A ERMETHZHRIET S, Linux DFIA
A[RERA VARV ARA T BRI TDICIE

BE, RTAXAZI A2 AR> AlE UEFI Secure Boot B K FERMLEHEYR—NLTVE

¥ A, describe-instance-types AN > R, LEDHITOHRMBERUKRSICEITLET, L

L. Name=bare-metal,Values=false 71 I Z—ZFEAL TIRTXZILA VAR AZRIL
¥ 9. UEFI Secure Boot OFFMIC DWW TIE, TUEFI 17 7—hi 25BLTLKEET,
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AWS CLI

$ aws ec2 describe-instance-types --filters Name=supported-boot-mode,Values=uefi
Name=bare-metal,Values=false --query "InstanceTypes[*].[InstanceType]" --output
text | sort

al.2xlarge
al.4xlarge
al.large
al.medium

PowerShell

PS C:\> Get-EC2InstanceType |
Where-Object { °
$_.SupportedBootModes -Contains "uefi" -and
$_.BareMetal -eq $False
Yo
Sort-Object InstanceType |
Format-Table InstanceType, SupportedBootModes, BareMetal,
@{Name="SupportedArchitectures";
Expression={$_.ProcessorInfo.SupportedArchitectures}}

~

InstanceType SupportedBootModes BareMetal SupportedArchitectures
al.2xlarge {uefi} False arm64
al.4xlarge {uefi} False armé64
al.large {uefi} False armé64
al.medium {uefi} False armé64
al.xlarge {uefi} False armé64
c5.12xlarge {legacy-bios, uefi} False x86_64
c5.18xlarge {legacy-bios, uefi} False x86_64

UEFI TA AR A%ZREBITDLEOOEHL

UEFI BB E—RTA AR AZEEITZICEF. LTOFIEICHE>T, UEFI ZHR—KTD 1>
ABVABRATZBIRL, AMI EFRL—T 12 T2 AT L% UEFI AICRETIHBEN HVET,

AVAR ADEE) 132



Amazon Elastic Compute Cloud Linux 1 AR AAI—Y—HA4 R

AVARVARAT

AVARAZRBITDHRE, UEFI ZHR—RNIDA VARV ARA T BRI DLENHY)
T, FMICOVWTR, "TAVARVABRATHAYR-bLTVDT K E—REMHEITS, %
ZRLTLIEE L,

AMI

AVARAZRETHEIE., UEFI AICERES N AMI 2 BIRTBDUENHYET. AMI DR

ERFRIZEVET,

« ARL—TFTAVIATL-AMIICEENDARL—T AT ATALATY, UEFI OFEA%ZE
BRETIHENHY, COBRENBWVBERAAZAORBEBICABMLET, FHICOVT
. "ARL—FTAVIIATLADT— R E—REZBETD, E2SRBLTLKEEV,

« AMI 7—RE—RNFX—=F -AMI D7 — R E—RNFX—&F uefi & uefi-
preferred ICERELE T, FHMICOVTE., TAMIOT —hE—RNSX—BREEHET D
ZESRLTLSEEZL,

AWS Tk, Graviton R—ADA VARV ARA T EFIC UEFI ZBHR—KNITDEDICREES N
Linux AMI D& ZIRHLET, D UEFI 1 AR ARA 7T Linux ZFERAT3ICIE,. AMI %
BELEZLET, 0O AMI &, VM Import/Export #2H & 7z (& CloudEndure BHTA V7 R— KT B
PDENFHVYET,

HR—KNEhTWS Windows AMI ICDWTIE, "Windows 4 > AZ > AH Amazon EC2 1—%—
HAR, O "TUEFI TA VARV AZEETDEODEN #SBLTLSEEL,

AMI DT —RE—RINSX—REEETS

AMI 7—RE—RNSX—ZORBRERA T3 >TT, AMIOT—RE—R/NSX—REIC
l&. uefi, legacy-bios £ ld uefi-preferred DESESA EEETEET,

—ZO AMIIZIE, T—RE—RNTFX=ZHFHVERBA AMIIZT—RE—RNF A=K V5
B, AMI P SBEENDAVARVATR, 1 VARVAZATZEOT7 AL NMENFEREIE
T, Graviton TECDERE vefi &%V, Intel SR AMD 1 VARV AR A7 Tl legacy-
bios £V &ET,

Console
AMI D7 —RE—RNSA—RZBERITDICEFE AV V—I)

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec?/) ZHE X J,
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2. FTET—3aURATAMNIZIUY OLIE, AMI ZEIRLET,
3. [7—FE—R]Z74—=ILREFAXNET,

- uvefi EVWSfER, AMI A" UEFI 2 R—KhLTVWBZEZRLET,

« uefi-preferred £ VS 1{EIE, AMI ¥ UEFI &L A2 —BIOS OEAFEHYR—RNLTWDZ &
Z2RULET,

« EABWVEE, AMIDSEBEND A VARV AR, A 2ARVARATDOT 7 #)L NME
ZFERALET,

AVARAOREEICAMI Q7 —RNE—RNTX—22#8RBIT2ICKE (A V-I)

AVABVADREB VA F—REEALTA ARV AZEEHTRIHEE. AMI ZERTDATY
7T [7—hE—R] 74— RZRRLET, FMICOVWTR., "77UTr—>3>&£ 0S4
X—2 (Amazon N A X—=2), ZZRL T EE L,

AWS CLI

AMI D7 — R E—RNTX—R %IRRT SI_1F (AWS CLI)

describe-images AR L —>3a & FAL T, AMIOT7—KRE—REZBELE T,

$ aws ec2 describe-images --region us-east-1 --image-id ami-0@abcdef1234567890

{
"Images": [
{
1,
"EnaSupport": true,
"Hypervisor": '"xen",
"ImageOwnerAlias": "amazon",

"Name": "UEFI_Boot_Mode_Enabled-Windows_Server-2016-English-Full-
Base-2020.09.30",

"RootDeviceName": "/dev/sdal",
"RootDeviceType": "ebs",
"SriovNetSupport": "simple",
"VirtualizationType": "hvm",
"BootMode":
"uefi"
}
]
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}

H I T, BootMode 71 —)LRIEAMI DT —KRE—RHFRRLET, uefi EVSEICKY), F
®D AMI A" UEFI ZHR—KLTWBZEZTRLET, vuefi-preferred DEICKY), FD AMI
A UEFI EL A2 —BIOS DEAZHR—RNLTWVWRZEERENET, EFEVES. AMI A
SEEBEThDAIVAZRVAR, AVARVARATOTF7 ) NMaZRFERALET,

PowerShell
AMI 7 — RN E— RN X—R &R T B IZIF (Tools for PowerShell)

Get-EC2lmage AN RL Y hEFEAL T, AMIOT7—RNE—REZBBELET,

PS C:\> Get-EC2Image -Region us-east-1 -Imageld ami-@abcdef1234567890 | Format-List
Name, BootMode, TpmSupport

Name : TPM-Windows_Server-2016-English-Full-Base-2023.05.10

BootMode : uefi
TpmSupport : v2.0

HAHT, BootMode 74 —J)LRIF AMI DT —KRE—RAKRTRLET, uefi EVSEIZKY, F
M AMI A" UEFI Z2HR—RMLTVWB & RLET, uefi-preferred OEICKY), ZTDO AMI
HFUEFI ELAHZ—BIOS DEAZHR—RNLTVWBR L ERENET, ENFEVEE. AMI D
SEHENDAVAZRVAR, AIVAZRVARATOFT 72 NMEZFERALE T,

AVABVABRATHFHR—RLTWE T —NE—RZHFTS

AVABZVABRATHHR—RNLTWVWD T —RNE—REZEFETSIZE AWS CLI £ =& Tools for
PowerShell Z2fEFH TE £ 9,

ADVABRVABRATHHR—RNLTWVWBD T - E—RZBETSICE
AVABEVABRATHGR—RMLTVWB T — N E—REBREITDICRRADEEEEATEET,
AWS CLI

AVARBVARATHFYR—NLTWVWBD T —MNE— REHEERT B IZ I describe-instance-types T
NYREFEATEET, --query NIX—RZEHBDET, HHZETAINRVITEERT,
COBITE, HANT71LRIVTEN, HR—RENTVET—RE—ROKNRENET,
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ROBITIE, m5.2x1large # UEFI 7—RE—REL AT —BIOS 7— R E— ROEH & HK—
RLTWBZEZRLTVET,

aws ec2 describe-instance-types --region us-east-1 --instance-types m5.2xlarge --
query "InstanceTypes[*].SupportedBootModes"

EEZHA:

"legacy-bios",
"uefi"

ROBIE, t2.xlarge L HZ—BIOS DHZEHR—RNLTVWBZEZRLTVET,

aws ec2 describe-instance-types --region us-east-1 --instance-types t2.xlarge --
query "InstanceTypes[*].SupportedBootModes"

EEZHA:

"legacy-bios"

PowerShell

AVARABRVABRATHBR=RNLTWB T —NE—RZERBR T B IC1F Get-EC2InstanceType
(Tools for PowerShell) AN RL Y NEFERATEET,

ROBITIE, m5.2xlarge # UEFI 7—RE—RELHZ—BIOS 7—hE—ROEHEHR—
RLTWBZEERLTVET,

Get-EC2InstanceType -Region us-east-1 -InstanceType m5.2xlarge | Format-List
InstanceType, SupportedBootModes

EEZHA:
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InstanceType : m5.2xlarge
SupportedBootModes : {legacy-bios, uefi}

ROBIE, t2.xlarge LA —BIOS DHZEHR—RNLTVWBRZEZRLTVET,

Get-EC2InstanceType -Region us-east-1 -InstanceType t2.xlarge | Format-List
InstanceType, SupportedBootModes

EEZHA:

InstanceType : t2.xlarge
SupportedBootModes : {legacy-bios}

A2VABVADT—RE—REZRETS

AVABRVADT —RNE—RIEE, AmazonEC2 IV =)D [J—KRE—R] 714 =)L RICEKRE
. AWS CLI ® currentInstanceBootMode N X—RIZK 2 TERRENET,

AABZADRBEE, TOT—RE—RNSFA—RDOEERE., 1 VAZAOREICERAE QL
AMI DT —RE—RNTSX—ZDEICE > TREVET,

e uefi D7 —KRE—RNTA—2%$FD AMI [, uefi ® currentInstanceBootMode /N3
X—RBEE DA VAR ABERLET,

« legacy-bios D7/ —KRE—R/NTX—Z%#FD AMI l&. legacy-bios ®
currentInstanceBootMode NTX—ZRZHE DAV AZARERLET,

« uefi-preferred D7 —KRE—RNSA—=RZEDAMI &, 1V AZVAZATH UEFI 24
R—KRLTWBRHEEFEEWS uefi ® currentInstanceBootMode N X—RZEFHE DM/ VA
ROABERLET, ThUNADBEEE, legacy-bios M currentInstanceBootMode /N5
X—=BHFDA VAR AZERLET,

« 7—RE—RONTA—ZEEZFLEBZVWAMIE, AMI 7—FTIF ¥ 5" ARM b x86 A, HR—
RENTWBRA VARV AZATDT—RNE—RIZK 2 TRES currentInstanceBootMode
NFX—REEFE DA VARV AEERLET. T74ILMOT—MNE— R, Graviton 1 &
R ARAT Tl uefi, Intel & AMD 4 AR AR A 7 Tld legacy-bios TT,
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Console
AVARVADT —NE—RZERITDIZE (A VY-—I)

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
2. FTETF—23AURAVTAVARVA| ZBIRL, 1 VA AZERLET,
3. [ 27 =z@ME, [7T—ME—R] 71— REBRELET,

AWS CLI
AVABRVADT —NE—REHERTSIZIE (AWS CLI)

AVABRVADT — R E—REZRETSIC(F describe-instances ZFEALET, 1V AZAD
ERICERAENEAMIOT —RNE—REBRIDEETEET,

$ aws ec2 describe-instances --region us-east-1 --instance-ids i-1234567890abcdef0

{
"Reservations": [
{
"Groups": [1],
"Instances": [
{
"AmiLaunchIndex": 0,
"Imageld": "ami-0e2063e7f6dc3bee8",
"Instanceld": "i-1234567890Qabcdef0",
"InstanceType": "m5.2xlarge",
1,
"BootMode": "uefi",
"CurrentInstanceBootMode": "uefi"
}

1,

"OwnerId": "1234567890",

"ReservationId": "r-1234567890abcdef@"

}
]
}
PowerShell

AVABRVADT —RNE—RINTX—R &R T S (ZI& (Tools for PowerShell)
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AVARVADT —RNE—RZRETSDICIE Get-EC2lmage AN RLY NEFERALET, 1
ARV ADERICERENIEAMIOT —RNE—REBRIDEETEERT,

Get-EC2Image (AWS Tools for Windows PowerShell)

(Get-EC2Instance -Instanceld i-1234567890abcdef®).Instances | Format-List BootMode,
CurrentInstanceBootMode, InstanceType, Imageld

BootMode : uefi
CurrentInstanceBootMode : uefi

InstanceType : cha.large

Imageld : ami-0265446f88eb4021b

HAOTRE., RONFX—2KFT—RE—RZFHALTLET,

* BootMode - F1 VAR ADERICERAE N AMIOT —RNE—KR,

« CurrentInstanceBootMode - BBIRELFRIBFICAAZ A ZREBITZHEHICFERS
héﬂE]:E_ I<o

ARL—F AT AFLAODT—NE—REEETS

Amazon EC2 D7 —KRE—REF AMIOT7 — R E—RIZEVET, COT—KRE—RIFI1VAEZVA
NDRBICHFRAENET, 1VAZADARL—TFT 1TV AT LN UEFI BICEREEhTWR A E
SHEWETSICE, SSHELLKIF ZFEALTA VAR AICERTDHEN HYET,

AVABRVADARL—F AT ATLDT— RN E—REZHETDICIE

1. SSH ZEAL TO Linux 1> AR ANDIER
2. FARL—FAVIIATLADT—RNE—RERRTDICE, LTOVWThAZRITLET,

« UTOONY RZRITLET,
[ec2-user ~]$ sudo /usr/sbin/efibootmgr
UEFI 7— R E—RTRBEhIZA VARV ATEEE D HD

BootCurrent: 0001
Timeout: @ seconds
BootOrder: 0000,0001
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Boot0000* UiApp
Boot@001* UEFI Amazon Elastic Block Store vol-xyz

« RODIAX Y RAEEFTLT, /sys/firmware/efi T4 LI NUNFEEITIHNERLET,
DTFALIRNIE, A VARV AN UEFI ZHEALTEBIZHZEOAFELET. cOTA
LOKNUNFEELBEVEES., ZOON RiE Legacy BIOS Boot Detected ZIRBL E T,

[ec2-user ~]$ [ -d /sys/firmware/efi ] && echo "UEFI Boot Detected" || echo
"Legacy BIOS Boot Detected"

UEFI 7—RE—RTREBENEAARXATEEENDHS
UEFI Boot Detected
L#>—BIOS 7—RNE—RTRBENEA VAR ATEEENDH S

Legacy BIOS Boot Detected

« XDOX REEITLT, dnesg HAOICEFIAN EFNhTVBR L Z2BFELET,
[ec2-user ~]$ dmesg | grep -i "EFI"
UEFI 7— R E— RTREBE NI/ ARXRVATEEENDHES

[ 0.000000] efi: Getting EFI parameters from FDT:
[ 0.000000] efi: EFI v2.70 by EDK II

AMI D7 —RE—RZEZRETS

register-image AN > RZEHAL T AMI ZERTBEEIC. AMI O 7 —KNE—R% uefi, legacy-
bios £k uefi-preferred ILERET D ENTEFET,

AMI 7—KRE—R%Z uvefi-preferred ICRETD E, 1 VARV ARRORSIZEBLET,

« UEFI &EL 7> —BIOS OB ZHYR—KRTBDA VARV ARA T (BIAIE m5.large K &) D5
B, AIVARV AR UEFI Z2FERLTRBILET,

« LA —BIOS DhEHR—KNTDA ARV ARAT BlIAE m4.large B E) DFE, 1A
XARKLA—BIOS Z2FEAL TEBLET,
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® Note
AMI 7—NE—R%& vefi-preferred ICEREL LBEE, ARL—TFT A VI AT AR
UEFI & Legacy BIOS Oli 5 Z 2B T D HEZHR—RNL TVRIXENf HYET,
BTE, register-image ¥ > R%Z{EM L T NitrotPM & UEFI| Preferred @A ZHR—K T2
AMI ZHERT D LR TEEFELE A,

/A Warning

UEFI 2177 — B ED—SDMEEE., UEFI TREBTZD A AZVATHOHFEATEE
¥, UEFI ZHR—KNLBEWVWA AR AR AT T uefi-preferred AMI 7 —KE—R/\
TXA—REFERTRIE, A VARXVARLHAT—BIOS £ L THEEIL, UEFI KTZHEEIXEX
IC&VWET, UEFI ILIET I HENTHAMEZERTEHEE. AMI 7—RFE—RNTX—
2% uefi ICSRELF T,

BEODLH—BIOSR—ADA AR A% UEFI IZ, ELREBEFED UEFIR—ADA VAR A
ZLA—BIOS ICEBTDICIEK., WK ONDFIEERTIIHENHYET, £, BRLET—
RE—RZHR—KRTEIRSIC, 1 VARV AORI)I—LEARL—FTA VI ATLZEEL
F9. RS, RUI—LOARFY T3y haERLET, JEIC, register-image ZFEAL T, A
FTY7IvhAS AMI ZERLET,

create-image AN REFEALTAMI OT7—RE—RZEBRETDEWRFTEEE A, create-image
ZEATHE. AMIICEK, TOERICEAEND EC2A VAR ADT —NE—RAPBEENE
¥, flRE. LA —BIOS TETENTVB EC2A VARV ANS AMI ZHER TR BE. TO
AMI O 7 —RME—RIF legacy-bios E LTREREENET, 7— M E— RN uefi-preferred IZ
BREENIZAMI ZFEALTREBENLEC2AVAZANS AMI ZHERT D &, ERE iz AMI
N7 —KRE—RE vefi-preferred IZFREENET,

/A Warning
AMI 7—RE—RNZX—RZRELTE, ARL—TFTAVIIATLREEEhIZT —
RE—RICBBNICEEENELBA, ChSORATYTIZETHIC, ETAAZVAOR
JI1—LEARL—TFTAVIDATLICHL, BRUET—FE—REFALTOEEZY
R—RNITBDELSEYBEEZITOMLEN HYVET. ChzeiThok\Ve, ERE I AMIEE
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ATECBNET, COTOBERARE. ARL—FAVIVRATACLYREYET,
WIOVTR, ARL—FA VIV RFAOIZ1TLESBL T T,

AMI 7 —RNE—RERET S IZIE (AWS CLI)

1. AVAEZVAQOR) A—LEFRL—FTAVIIATAICTL, BRULET—KNE—RTOES
EYR—NIBZDLHOEYBEEZMATT, CcCcTOERERNRRK, IRL—FT 12T AT A
ICRWEBYET, FHICOVTE, ARL—FTAVIIATAOIYZ_ATINESBLTLKEE
Vo

® Note
COFEERTLEVE, AMI BERATAREICEYERT,

2. AVAZRAMARY) 1—AID %, describe-instances AN REFEHAL THEZELET, XOA
FYITTR, CORVI—LDAFYTay  NeaERLET,

aws ec2 describe-instances --region us-east-1 --instance-ids i-1234567890abcdef0

EERZHAN

"BlockDeviceMappings": [
{

"DeviceName": "/dev/sdal",

"Ebs": {
"AttachTime": "",
"DeleteOnTermination": true,
"Status": "attached",
"VolumeId": "vol-1234567890abcdefo"

3. RUI—LADARFTY 73y  NEEKTSDIZIE, create-snapshot AN REFEHALET, #ID
ATYTTHELERYI—-LAIDZFEALET,

aws ec2 create-snapshot --region us-east-1 --volume-id vol-1234567890abcdef® --
description "add text"
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ERZHN

"Descriptio
"Encrypted"
"OwnerId":

"Progress":
"SnapshotId

"StartTime":

"State": "p
"VolumeId":
"VolumeSize
"Tags": []

4. BIDATYTTHATSERFY S>3y NIDZEEZDET,

n": "add text",
. false,
Il123ll ,

nn
4

": "snap-01234567890abcdef",

ending",
"vol-1234567890abcdef0",
" 30,

5. AFv 723y NOERRRID completed ICBBDETHFE2>THAS, ROATYTILEXRET,
ATV 73y NOWREER., describe-snapshots AN REFEFAL TRATEET,

aws ec2 describe-snapshots --region us-east-1 --snapshot-ids snap-01234567890abcdef

t 5 451

"Snapsho

{

ts": [

"Description": "This is my snapshot",
"Encrypted": false,

"VolumeId": "vol-049df61146c4d7901",
"State": "completed",

"VolumeSize": 8,

"StartTime": "2019-02-28T21:28:32.000Z",
"Progress": "100%",

"OwnerId": "012345678910",

"SnapshotId": "snap-01234567890Qabcdef",

6. FLWAMI ZHEKTBICIE, register-image AN REFEALET, BIOATY S TRELEAR
+yv7avhNIDEFEALET,

AMI 7—KNE—RZRETD
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- BEIT—R%Z UEFI ICERETSICIE. N RIZ --boot-mode /NTX—Z%ZEBIML T uefi
ZEELTEELET,

aws ec2 register-image \
--region us-east-1 \
--description "add description" \
--name "add name" \
--block-device-mappings "DeviceName=/dev/
sdal,Ebs={SnapshotId=snap-01234567890abcdef ,DeleteOnTermination=truel}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \
--boot-mode uefi

« BE)T— R%Z vefi-preferred ICERETSIZE., ON > RIC --boot-mode NTX—Z %
EBiL T uefi-preferred Z2fE L TEELE T,

aws ec2 register-image \
--region us-east-1 \
--description "add description" \
--name "add name" \
--block-device-mappings "DeviceName=/dev/
sdal, Ebs={SnapshotId=snap-01234567890abcdef,DeleteOnTermination=true}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \
--boot-mode uefi-preferred

EEZHND

{

"ImageId": "ami-new_ami_123"

}

7. HULKERLEAMIA, BIOATY TTHEELET—RME—RICERETNTVWD C & 2 1R
%I(Zlk. describe-images AN RZEFEALET,
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aws ec2 describe-images --region us-east-1 --image-id ami-new_ami_123

EREZHN

{
"Images": [
{
"Architecture": "x86_64",
"CreationDate": "2021-01-06T14:31:04.000Z2",

"ImageId": "ami-new_ami_123",
"ImageLocation": "",
"BootMode": "uefi"

}

]

}

8. WULLMEHLEAMI ZEALT, ILLA AR AZEBLET,

AMI 7 —KNE— RH uefi £k legacy-bios DBE., ZDO AMI A SHERENEA AR
A AMI EBUT7 —RE—RIZBEYET, AMI 7—KRE— RAH uefi-preferred 4. A
VARV ARATHF UEFI ZHR—RNLTUVNE, 1 AR AR UEFI Z2FRAL TREEL F
T, ThUADEE, 1 VAR AL A —BIOS #2FERAL TEBLET, FMICODVWTIE,
FrEREEE, Z2Z2RLTEET,

9. HILWAAR AN EEBY DT —RNE—RICE2>TWVWBAIF, describe-instances Y > R
ICKRYERTEET,

UEFI Z#

7—RE—RHN UEFI CRREETNTVRA AR AZRETD L. ZHD key-value A T HEK
ENET. COARTE, UEFIBLTA ARV AARL =T 1 2T AT AT UEFI ZEZ &K
FREHICERATERT,

UEFI Z#E., 7—MNOA—F—EARL—FTA VIV ATALAILKRYERAETNDEDT, YATLDRE
BUHICEF2REBEZEELET, chilkY, ARL—FT 1T AT AR, (7—KNIEFX UEFI
Secure Boot ¥F—NEEA L) J— N 7OLAICEIZIHBENRELETAETS,
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/A Warning

AVABRVA(BREA VARV ALTRITEATVRAEMEOSHZ2EENOYTIRIIT)IC
BHETEDI—HY—, £hiFAM4 2 AZ 2 AT GetlnstanceUefiData APl ZEH T2 7 7t A
HUZE DAY —EHTEERZEFZIAND CENTEET, /NAT— RPEAZBBRS
ENHERT—3%Z UEFI BBARNTIZRFELBEVTLSEE L,

UEFI ZZ8 D ket

« 2022 £ 5 A 10 BURIICEBIE AV AR AD UEFI Z8F, BREBRECEFFLFICELRSE
nEXY,

« 2022F 5 A 11 BURICEBEBEhEA VAR ADEE, FEXEME L THREE N UEFI 23
ThhiE, BREBSLVEL/BAARBCEREENET,

c RFXBNAVABVADFZER, A VAXVADOELRBARL -3 02EkZ2EBLT, £
BERMO UEFI R REE NI A,

UEFI 217 7—h

UEFI Secure Boot l&, REIODFERAEREN S Amazon EC2 NZ X7 — 7O RAZEIZEBES
NEENDTT, CNICEFEMABHEANrBMENTVWAOT, 1—H—, EBREFERIIERD
SYT7RNIVITZRETEET, 1 VAXVANBHTEDDR, BSLF—TERE YT
DITDOHKRIIBEYNET, F—F. UEFI OFERMEBARNTOF—F—IXR—AICRFEATVE
¥, UEFI Secure Boot ld., 1 VARV ANT — N 7O—NFEBEEEZIHEEZBIELET,

reEY D

« UEFI Secure Boot M LU < &

 UEFI Secure Boot ¥ /R— RN ZFEAL T Linux { VARV AZREHTD

e Linux 4 > A& > AT UEFI Secure Boot " BMILE N TVRAESH ZRIIT S
» UEFI Secure Boot Z%7R— K 3% Linux AMI DR

« AWS /N1 F 1) BLOB A"fEfEhd L <k

UEFI Secure Boot M L < &

UEFI Secure Boot [&., UEFI DR THEE N EBETHY) ., ChiCkY), T—RFI—0IREE
BRIETDENTEET, 77—LDJIT7BEEICLDIHLERE,. BEZFERAL ERIEN1TH
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NEEUEFINAFUI—ROA%ZE, RITTBDRIILHFFEATVERT, chsoNAFUI—RIZ
&, UEFI RZAN=XA> 7= NO—F—ICMAx, 7—KhFI—2IC&LYO—RENDIR—
XVRNEEBENET,

UEFI Secure Boot Tk, EEFI—THEAETNZ 4 DOF—F—EIR—ANBEETIATVWET,
CDTF—RAR—A, UEFI OZBBARNTICIEMEhTVET,

BEFI—2ICEK, LATHAEENET,
TZY NTA—LF— (PK) F—ER—2A

PKF—BZR—AREEFI—DOIL—KNIBAINET, ChillE. F—R#+— (KEK) F—X
R—AZEFITDRICEEFI—THERAEhD, BE—ONTUY I PKF—HFEENTVE
CB

PKTF—ER—AZZEBTRLEHICE, T77AXR—NPKF—ZFEAL T, TOEHRIIITANE
BEIDHENHYNET, COEFELREICE, ZOPKF—DEERAKICELD PK F—ER—A
DHIREBENET,

F—RHaF— (KEK) T—EZX—R

KEK F*—ZX—ATEE, RRAKEKF—HFVAREINTLVET, Ch5OF—R, BET—X
R—=RA (db) EEBVARTF—EXR—X (dox) ZE#MIBBIC, EEFI—HFERALET,

NT VY9 KEK F—ER—AZZETDICE, 7TARXR—NPKF—%2FHAL T, EFOUIT
ANCEBZBEZTHDHREN HYET,
28 (DB) F—A2XK—XA

db F—ARAXR—AIZIE, IXTOUEFI 7—MNAFVERIETHDE-HDICEBFI—NERT
B NTIVvOF—ENYSIAHNVARENTVET,

db F—AR—AZZETDICE, T7TAR—=—RNPKF—FERFTSAR—NKEK F—%&FERHL
T, EMVIVIANIEBREITBDRENHYET,

BLZEBV AN (dbx) F—ER—A

dbx F—RZXR—RAlF, BEEhATVWBEWNTIY IF—ENAFTUNYZ 212 )VANLET, &
DIANF, EBEFI—HAKRMT7T7AILELTEALET,

dox F—ZR—AF, BlZ, HOIXRTOF—F—ER—AKXNEBEEINET,

dox F—EAXR—AZZETDICE, T7TAR—=—RNPKF—FERFETSAR—NKEK ¥F—%&FERHL
T, TOEFVIOIANIBEITADALEN HYVET,
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UEFI 7 # —3 A (https://uefi.org/revocationlistfile) Z &, BEHIDOBEBEDH /N1 F 1) 1— R E&FEHA
EZ2zZB)ARNLEE dox 2T hTHEY, WOTEFERATEET,

/A Important

UEFI Secure Boot &, FEZ® UEFINA F U T I -_F v it ERHAL £9, UEFI Secure
Boot A T® UEFI /N4 FTUNETEHFAITSICIE., LERTHBALEVITNADODTTAR—N
db F—ZFEAL T, TONAFTUIZBELET,

T 7 # )L NTl&. UEFI Secure Boot FEMICKE>THY, AT Al SetupMode ICBE2TVE
F, SetupMode DRETH B AT AT, BEILLDBEELTINTOF—ZEHOEHRN T8
T, PKABREE NS &, UEFI Secure Boot A BMILE D & &EIC, SetupMode AEXV) JHE N
9,

UEFI Secure Boot Y7 R— N ZFHAL T Linux 1 VAR AZRET S

LTORREZHEDTTA AR AT THER, 14> AR Al UEFI Secure Boot ¥—ZX—RA
CEJE UEFI 7—ONA4F)I—REEBMICRIILET., UEFI Secure Boot l&, 41 > AZ>
AZEBULERICERETDEETEXT,

(® Note

UEFI Secure Boot i, 1 VARV AREEFDARL—FA VI RATALIZOVWT, 7—K7
O—NZEEhBVKLSICRELET, BE. UEFI Secure Boot DEREIE. AMI O —IFICE
FNTVET, R—AD AMI EFEEBBZNTA—2T BHIZE., AMI AD UefiData 2ZE
L)LV AMI Z4ER T %355 (C Ik, UEFI Secure Boot ZEMICTEE T,

Linux 4 > AR ADRIRSZH
AMI
UEFI Secure Boot A¥BMICE>TWVWS AMI A HETT,

Amazon Linux l&, AL2023 J1J—2Z 20231 A5 UEFI EF 177/ —rEHR—KNLTVET,
EEUUEFI 2177 —KE, F72)L80 AMI TREVICHE>TVERA, FHEICOVT
&. TAL2023 1—H—HA R, ® TUEFI Secure Booty 2B L L&V, W= 3y
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@ Amazon Linux AMI Tl&, UEFI ¥ 2177 —NEBITREH Y EEA. HR—REhTWS
AMI ZFERTSCE. B Linux AMI TOLK DA DEREFIEZETIAIMNENHYET, 54
IZDWTIlk., TUEFI Secure Boot Z#H7R— K3 % Linux AMI ODERR L ZZBLTLSEEL,

A2VAEVARALT

« HR—FMXR: UEFI ZHR—RNTDITXTOREA AR AR A7, UEFI Secure Boot £
HR—BNLET, UEFI Secure Boot 2HR—RKRTBDAM AR AZATICOVWTIE, ZEESE

ESBLTLSESTV,
e BR—KNBU RTPXZINAV AR AR AT &, UEFI Secure Boot ZH7R—KLTVWEE
Ao

Linux € VAR ATORRREICOVTIE., TAmazon EC2 Linux £ Y AR ARI1—%—HA
K1 @ TUEFI Secure Boot H7/R— K Z{FEHL T Windows 1 V AZ > A%ZRETS, 2SBLTLE
=L,

Linux € > A& > AT UEFI Secure Boot "Bt N TWVWA A ESH ERILTS

Linux 4 > AR > AN UEFI Secure Boot ICH L TEMICE2>TWVWAAESH ZHERTHICIE
mokutil A7 A4 VT A ZFEATEXRT, mokutil FM ARV AICAARM=ILENTVWEWIE
Bk, ChEAVARN=ILTEIHENHVYET, Amazon Linux D4 ARN—=)LFBEICDOWTIE,
FAmazon Linux 1 VARV ATDI TNIITINYT—2DA 2 AR=)L) ZZRLTLEEL,
TOMDFAANIELI—23 2020 TR, ThEFAORFIXNESRBLTLSESL,

Linux 4 > AR > AH" UEFI Secure Boot IR L TERIZE2>TVBIAESHERERETSICIE

AVAZAD root A5, KOOI REEITLET,
mokutil --sb-state

EEZHA:

« UEFI Secure Boot ¥ E%7% B E. HAHIZIE SecureBoot enabled "EFEXENET,

« UEFI Secure Boot "Bt nTUVWEWESEE. BHIC SecureBoot disabled £ &
Failed to read SecureBoot A"EFEhET.

Windows 4 AR AN BRILEAhTVWBI A ESH ZHIRTSIZIE. "TAmazon EC2 Windows A
VARV ARI—Y—74 K1 @ "Verify whether a Windows instance is supported for UEFI Secure
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Boots (Windows 4 > A& > AN UEFI Secure Boot ZHR— KL TWBAESH ZHRTD) ESR
LTLEEL,

UEFI Secure Boot ZtH7R— N9 % Linux AMI D4ERL

LTOFIET, DAZLXA ROTSAR—K~F—%FEAL T, Secure Boot AIZIhE N UEFI Z%k
ARNTEERTDHFEICOVWTEHBALET, Amazon Linux (&, AL2023 ) —2X 2023.1 A5 UEFI
FIT7T—REHR—RNLTVET, FHICOV TR, TAL2023 1—H—7 41 K, ® TUEFI
Secure Booty ZZRL T EE W,

/A Important

BARIC/RU =, UEFI Secure Boot ZH7R— K325 AMI Z/ER T2 O DFIETIE., Lk
1Y 0aERKELTVET, ChSOFIEEERTSICE, SSL H&T Linux 7 1 &
RUE1—>3> 07— 70—-CBET3+0BABHIHYETT,

Bl R SR

« UTOY—)LZFERALET,
* OpenSSL - https://www.openssl.org/

« efivar — https://github.com/rhboot/efivar

« efitools — https://git.kernel.org/pub/scm/linux/kernel/git/jejb/efitools.qgit/

« get-instance-uefi-data AWS CLI Y > R

« Linux 1 AR Ak, UEFI 7—KRE—RZHR—KNT 3 Linux AMI TEEBEh, FTEXRMET—
REGFHALTVDXENFHVYET,

UEFI Secure Boot ¥ — %A B T ICHBRTERES A AR AICIE, SetupMode NMEAE h
F9, CORET, MEOF—2Z2BHRIDENTRETT, —Z D AMI Tl& UEFI Secure Boot /5
BIRREENTHEY, BEDF—Z2ZLEITDH LR TEEEA. AMIOF—2ZETIHAE., TO
AMI ZR—RAIZ, IS AMI ZERTDIHBENHVY) EXT,

EBARNTAOF—ZEETBICE 2 OD0OFEN Y., ThERE, UTO A3 AEF
723 B ORTHALET, 7723 ATER, EBO/N—RIVIT7O70—-%28 IS L
T AVAZRVARD S CNETSFEICODVWTEHBELET, #7232 B Tlk, AMI OEREIC
base64 TLV1—R&ENET7A4INELTEE NS, /N41F 1) BLOB Z#ERT D HEICDOVWTEHHA
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LEXT. £€550A723>TE, RO, BEFI—VICHERATZILHOF—RT%Z 3 2ERT
PRENBHNET,

UEFI Secure Boot 2% 7R— KN 9% Linux AMI Z4ER T2 ICIE, T3 20F—XRT7ZERL. 77
AVAFEFATIaOBOVWTAAZETLET,

e 3DDF—RTZEERTD
s ATAVAAVAZVARD SERARTICF—ZEMTS
« A7 3V B ENEHICRERRDERANTZET/N1F ) BLOB Z#KT 2

(® Note

CCTOFIEEE, Linux AMI ZER T 2B SICOAKERANTBET T, Windows AMI A HE
BBEEF., YR—RMENTLVS Windows AMI OV\WThAZERALET, FMAICOVTE,
"Windows /4 > A& > AH Amazon EC2 1—H—7#4 KR, ® "TUEFI Secure Boot H7/R— k
ZFEAL T Windows 1 VAR AZEEHTD ) Z5RLTSEEV,

3DODF—RTEHEHKTS

UEFI Secure Boot l&. 75 vY N7 #—A%— (PK), F—X#t¥+— (KEK), BET—2ZX—2A (db)
EVWS 3 DNF—F—ER—AICETVBY, ChsDTF—EIR—ARGEBEFI—TEHASILE
9,

AVARATR, ChoDEF—EERTIHVENH V) £, UEFI Secure Boot BEN BT
RTNTVYIOF—DEBETSICEK, TAThOF—FBICEAEZER L ETT, DER Tlk SSL ¥
RNAFVII—RAOER) ZERXLTVET, TDHE, |IIPEE%E UEFI BR]VARNCEHR
LET, COUARNENAF UK T, UEFI Secure Boot ICKRBBFTHAAIRET T, JEIZ, BEET
5F—CTRIUABEICBIZLET,

KEY D

o F—RTODERZEBETSICIE

« F—RT71:TS5YRTH—LF— (PK) ZERLET,

o F—ART 2. F—XXMPF— (KEK) ZERK L ET

s F—ART7 I BET—IXR—XA (db) ZERLFT

o JT—=RAX=D (A=W ILTFAR—KNF—TELTS

UEFI£*2177—h 151


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launch-instance-with-uefi-sb
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launch-instance-with-uefi-sb

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

F—RTOERZEBITDICE

F—ART7EERTDHEIIC, F—ERREBTEATZEHN, JO-/NILT—EDOREETF (GUID) &4E
RLET,

1. AVAZALCERELET,
2. IN7AOVTRT, ROOAXV REZXFTLET,

uuidgen --random > GUID.txt

F—RT71.7TTYRNTH—LF— (PK) ZERLET,

PK |& UEFI Secure Boot 1 VAR ADEEDOIN—RTT, 7T7A4AR—NPKIE KEK ZE#H T3 1=
HICEAENET, COF—RZTOE. RAEhEF—EBEF—AR—2 (db) [DEMT B LI
EFERAENET,

F—RTOERICIE, X500 ZEANBRENET, EEQOFMICOVTE, TI1ERFATT
X509, #8BLTLKEEV,

PK ZEK TS I

1. F—ZERLET, BERPKICBRTZFTIBENBYET

openssl req -newkey rsa:4096 -nodes -keyout PK.key -new -x509 -sha256 -days 3650 -
subj "/CN=Platform key/" -out PK.crt

LTOENFA-—BZHNBEEETNhET,

« -keyout PK.key -7 TAXR—KF—=T71),
- -days 3650 - FIEAEN BME B
« -out PK.crt-UEFI ZEBOERICERAE WBIHAE,

« CN=Platform key - ¥—NH*ESH (CN)o ZZTlk, Platform key O V) ICEBOIRE
NDEBMEANTEET,

2. FAEEERLET,

openssl x509 -outform DER -in PK.crt -out PK.cer

3. FIAE%Z UEFIBREUANIE#BLET,

UEFI tF177—h 152


https://en.wikipedia.org/wiki/X.509

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

cert-to-efi-sig-list -g "$(< GUID.txt)" PK.crt PK.esl

4. UEFIZRVANIC (BBBRBN) 774/ RX—KNPKTBRELZET,

sign-efi-sig-list -g "$(< GUID.txt)" -k PK.key -c PK.crt PK PK.esl PK.auth

F—RT 2: F ¥ — (KEK) ZEAL FT

T7Z2AR—NKEKIE db IZF—ZEMTREHICFEAETINET, COTF—EXR—AR., YATALL
TEBNMFIENLEZEENDIANTT,

KEK Z/ER T B ICIE

1. =\=_E1IEEEL/$?O

openssl req -newkey rsa:4096 -nodes -keyout KEK.key -new -x509 -sha256 -days 3650 -
subj "/CN=Key Exchange Key/" -out KEK.crt

2. FEAEEERLET,
openssl x509 -outform DER -in KEK.crt -out KEK.cer

3. FIBAEZ UEFIZBBEVANICEBRLET,

cert-to-efi-sig-list -g "$(< GUID.txt)" KEK.crt KEK.esl

4., TIZAR—KNPKTERJVANIBELET,

sign-efi-sig-list -g "$(< GUID.txt)" -k PK.key -c PK.crt KEK KEK.esl KEK.auth

F—ART 3 BETF—IR—RA (db) ZERLET

db DARNICIE., SATFALALTRETACEN RN TVBDF—HAEBHELTVET, COUAR
BEEETDIHEEF. T7TAR—NKEKAIBETT, 77— X—=2Fk, CORATYTTHERLES
FAR—RNF—TBERETNET,

db ZER T B ICIE

1. =\=_E1lﬁﬁjzl/§?o
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openssl req -newkey rsa:4096 -nodes -keyout db.key -new -x509 -sha256 -days 3650 -
subj "/CN=Signature Database key/" -out db.crt

2. FIAEZEMLET,
openssl x509 -outform DER -in db.crt -out db.cer

3. FIBAE % UEFIBREVANCEBRLET,

cert-to-efi-sig-list -g "$(< GUID.txt)" db.crt db.esl

4. TZAR—NKEKZFEALTEEVANIERLET,

sign-efi-sig-list -g "$(< GUID.txt)" -k KEK.key -c KEK.crt db db.esl db.auth

T—R A= (HA—FN)ZTFAR—NF—TBETS
Ubuntu 22.04 DIFE. UTOAX—JICBENFBETT,

/boot/efi/EFI/ubuntu/shimx64.efi
/boot/efi/EFI/ubuntu/mmx64.efi
/boot/efi/EFI/ubuntu/grubx64.efi
/boot/vmlinuz

AX=DICBETDICIE

AX=JICERITBICE, UTOBXEZEALEXT,

sbsign --key db.key --cert db.crt --output /boot/vmlinuz /boot/vmlinuz

(® Note

BREFE., IXTOHFLLWI—KIICHUL TITSOMENHYYET, BE. /boot/vmlinuz
., BEAAN=ILLEA—FRIADVRIY D) OERYET,

T—RFI—VHELPBEBAXA—DEF, FAANIELI—23VORFIXNTHEIELTSES
W,
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TArchWiki X127 1 DEEALSREFEEhz, IXTORECBRHLET., PKDER. KEK D
ERX., DB DERK. BRTAX—JANDBREDLEHNDIN RiE, Creating keys A SIEEENTH
V. ArchWiki X TF 2 AF—AB LT (FLE) ArchWiki DI RUE1—R—IC& > TERE 1
7':"60)_5‘3'0

AT72AVAAVARARADNSERARNTICF—ZEMT S

3DODF—RTODEBRNFRTITDE, UTOFEICKY), 1A AICEHEL, 1A ARANL
SEMARNTICF—ZEBNNTEDRLDICEYET,

F7>a> ADFIE:

« AT Y 7 1: UEFI Secure Boot ZHR—KFBDA AR AZEETD

« AT Y7 2: UEFI Secure Boot ZH R—KFBDRSICA VAR AERET D
c ATYVT B AVARVANS AMI 2T %

AT Y 7 1. UEFI Secure Boot ZH/R— RN T2 A VAR AR TS

ROBREZEDTTA AR A Zi2#H TS & T, UEFI Secure Boot ZHR—KNTBEDICA Y
AR A BRI DERBIBVNET., 41 AKX ATOH UEFI Secure Boot dH7R— KNk, EEIRFIC
HEMEHNTEET, TORICEMICITRELERFTEXEEA,

EIE=2es

« AMI - Linux AMI Tlt, UEFI 7—RE—RZHR—KNTIHBENFHET, AMI H UEFI 77—k
F—REZEHR—RNLTWVWBRCEEZBRTDIZE. AMI T—RE—RNTX—2 T uefi 2 8ET S
PBEFHVYVET, FHICOVTEK, TAMIOT—KRE—RNSA—2%2EHETS, 25RBLTL
EEW,

AWS T, Graviton R—ADA VARV AZA 7T EFIC UEFI ZHR—KNTBDLSICEBRE I
Linux AMI D& Z8BMELET, AWS Tlk, UEFI 7—RKE— R%ZHR— KN T3 x86_64 Linux AMI
ERHELTVELA, IXTOT7—FFIF¥YTUEFI 7—RE—REHR—KNTBELSICHED
AMI ZBETEET, UEFI 7— R E—REZEHR—FTDELSIC AMI ERET S, BEO AMI
ICHL T, BROBREFIEEERTIBIHENHYET, HBICOVTRE., "TAMIOT—KE—R
ZERETDHL BSRLTILKEZV,

s AVARVARAT —UEFI BHR—KRFTBDITXTOREA AR ARA T &, UEFI Secure
Boot EHR—KNLET RT7XZINAAR AR A7 1& UEFI Secure Boot ZH7R— KL TWE

% A, UEFI Secure Boot ZH R—RNTBDA ARV AZATICOVWTIE, ZEEE 25RBL TL
e\,
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« UEFI Secure Boot M5 LIF&IC, 1 AR ADEEZTWVWET, UEFI Secure Boot O HR—
NAATBEZA DIk, 2022 £ 5 A 10 B (UEFI Secure Boot U —ARB) &V BIZEEHEhEA AR
SADMKTT,

AVAZ AR LIS, UEFI F—E2HNEFEETEHESH ZFANX. UEFI Secure Boot D H7R— K~
ARETEDRETHDICELEEZBRELET (AT YT 2ICEARET), UEFI F—RA B2 hEF, F
BREMETF—ENIREFEATVDREICEYET,

AVABRVANATY T 2 ICEHDRENESHZERTHICE

get-instance-uefi-data AN > RZFEAL T, 12 AZXAID ZEELET,

aws ec2 get-instance-uefi-data --instance-id i-0123456789example

HAW UEFI F—ZAEENTVNE, TOA ARV AGRATY T 2ICHHDRETT, ZOHS
NFRRENDHEE, TOA AR AT UEFI Secure Boot ZHR—KNTBRERFITAELA, D
IRBE(X. UEFI Secure Boot Y R— KA RIAAREICBEDHIICREBENEAVARXATERELET,
COBE, FLLWAV AR AZRELTEBEAILET,

AT Y 7 2: UEFI Secure Boot ZH R—KRFTBDKDICA VAR AZRET S

AVAZYAD UEFI BERARNTICF—RTZ2BEHELXT,

/A Warning
T—RAA=—IADBER. F—OERRICTSBENf BWET, TS5LEVE, 1VAR
VAEREETERLSBZY KT,

EBHFHD UEFI BEJ AN (PK, KEK, SRV db) (&, EREIC UEFI 77 —ADITICERTS
BEFHYVET,

PKEBICHTRDEEIAHKIF, ATDBEICOHKITS CEN TEERT,

« PK A" REZE (SetupMode ZEA" 1) MREE, chiE, XDV REFEAL THERELET, 1 F
FRonEsSshrFHIEThTVS,

efivar -d -n 8be4df61-93ca-11d2-aa@d-00e098032b8c-SetupMode

« ILWPKY, BBFEOPKDTZAR—KRF—IZL2>TEEEN TV,
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UEFI ZBARNTICF—2BRIBICE

AVAZRVATUTOONY RERTIIBENHYET,

SetupMode A"E% (BN 1) LB 2TV, 1 VARV ATUTOON Y RZRTTHETHF—
EBBTEET,

[ec2-user ~]$ efi-updatevar -f db.auth db

[ec2-user ~]$ efi-updatevar -f KEK.auth KEK

[ec2-user ~]$ efi-updatevar -f PK.auth PK

UEFI Secure Boot A¥BMICE > TVWA L ZERTAICIE

UEFI Secure Boot "B TH B & #HEITBIZIE. "Linux 41 > A% > AT UEFI Secure Boot A"
BEMEEnhTVWBAESH ZRIAETD, ICRULEFIEICHVET,

CDERMET, get-instance-uefi-data CLI N> RIZ& V) UEFI ZERARNTFTEI IO AR—KNTB N
AEET T, BBV, RORTY S IC#ERT — RN X—=TICBB L T, Th%E UEFI Secure Boot-Xt
DAV AR ATHEHTEEXRT,

ATYVT B AVARVALS AMI 2K T S

AVARANS AMI ZHERTBICEE, DAY =& CreateImage API, CLI, £zl SDK
ZFEALET, AV—ILTOFIEICOVTE. TAmazon EBS-backed Linux AMI Z{ER T 51 %&
SRUTLKEEV, APITOFEICOW T, "Createlmages ZZBL T EE W,

® Note

CreateImage APl &, 1 AR ADM UEFI ZEHARNTZ AMI ICEBMNICOIE—LET,
a2V =) & CreateImage APl ZFERALET, O AMI ZFERALTA AR AZEEL
EHEE. AVARVAILE AMI EEU UEFI BEBRARTHFEERET,

A7232 B ENEHICREZADERANTZEE/N1T) BLOB 24K T S

3DDF—RTOERE. BHIICENEEE N UEFI Secure Boot F—HNIEEENEZEHRARNTA2E
. N147) BLOB 2K TZ £,
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/A Warning
TR X=2ILRF., F—2ERIDIFCEREZTOIVENBYET. TS5LEBLVE, 1
ARV AR TERLBZYET,

A7>3> BOFIE:
c ATV T 1 EBRARNTZHRTHERTEIHIEEOERARNTEEFHTS
« ATV 2: AMI DERBEIC/NA/F ) BLOB%# 7Y 7O— RT3

ATYVT 1 EBBARNTEZHRTERTZIHIVERFOERANTZ2EFH IS

python-uefivars ¥V — L2 AT &, 1 VARV AERETESICERANT Z2FT7 542 THERK
TEET, cOY—=I)LTE. F—PSHFLLVEBRANTEZERTEEFT, BE. CORAIVTRNT
. EDK2 B, AWS R, BLTEHLARLOY—)LTREL P T JSON REAHR— k& h
TVWET,

ARV ARRITETICEBRARNTZA T4 THERTDICR

1. ROV oArsY—)LeX o O0—-RLET,
https://github.com/awslabs/python-uefivars

2. XOOXVRZZETLT, F—PDSHFLLVEBANT7ZERLET, NIk, base64 TIT
v 1—R&hf/N(4F 1) BLOB #, your_binary_blobbin ELTHERENET, COVYV—IL
TlE, - INFA—Z2BHTNAFT)BLOBZEHITD_EETEET,

./uefivars.py -i none -o aws -0 your_binary_blob.bin -P PK.esl -K KEK.esl --db
db.esl --dbx dbx.esl

ATY T 2. AMI DERRIC/NAF) BLOBZ7Y7O—RT3

register-image IC&k V), UEFI BERARNT7 F—RZELET, --uefi-data NTX—XTR/NA1T+
|) BLOB Z#EL. £/ --boot-mode /NTZX—ZTld uefi ZIEELET,

aws ec2 register-image \
--name uefi_sb_tpm_register_image_test \
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--uefi-data $(cat your binary blob.bin) \

--block-device-mappings "DeviceName=/dev/sdal, Ebs=
{SnapshotId=snap-0123456789example,DeleteOnTermination=truel}" \

--architecture x86_64 \

--root-device-name /dev/sdal \

--virtualization-type hvm \

--ena-support \

--boot-mode uefi

AWS /N4 F 1) BLOB H"EEE B L < &

RDOFIEIZ KV, AMI O¥ERFZ UEF] Secure Boot B E NARZNARXTBDENTEXT, CD
FIETHERAE NS KEK (X, 2021 £ 9 AREDENDTT, Microsoft IC&k ') KEK AEFE hi-HE
. TORFOKEK ZFEHAITHIHEN HYET,

AWS T/N1 7 1) BLOB 2R T3 ICIF

1. ZOPKEBVANZERLET,

touch empty_key.crt
cert-to-efi-sig-list empty_key.crt PK.esl

2. KEKEIAEZSADUO—RLZET,

https://go.microsoft.com/fwlink/?LinkId=321185

3. UEFIEFVUAN (siglist) TKEKFHAEZZ YT LET,

sbsiglist --owner 77fa9abd-0359-4d32-bd60-28f4e78f784b --type x509 --output
MS_Win_KEK.esl MicCorKEKCA2011_2011-06-24.crt

4. Microsoft 5 db fEFAEZ X U O—RLET,

https://www.microsoft.com/pkiops/certs/MicWinProPCA2011_2011-10-19.crt
https://www.microsoft.com/pkiops/certs/MicCorUEFCA2011_2011-06-27.crt

5. dbBRBVARNZERLET,

sbsiglist --owner 77fa9abd-0359-4d32-bd60-28f4e78f784b --type x509 --output
MS_Win_db.esl MicWinProPCA2011_2011-10-19.crt
sbsiglist --owner 77fa9abd-0359-4d32-bd60-28f4e78f784b --type x509 --output
MS_UEFI_db.esl MicCorUEFCA2011_2011-06-27.crt
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10.

cat MS_Win_db.esl MS_UEFI_db.esl > MS_db.esl

KDV ONS, BFficnlzdox ZEEVIVIARNER D O—RLET,
https://uefi.org/revocationlistfile

BNATYZTTRAIOO—RULEDXZEUOITANIE, BEIC Microsoft KEK ZEH L =8
BFTHNTVEOT, ChERHEFELEEBRIDIMLEN HYVET, UTOV O RFERTESE
9,

https://gist.github.com/out@xb2/f8e0bae94214889a89ac67fceb37f8c0

https://support.microsoft.com/en-us/topic/microsoft-guidance-for-applying-secure-
boot-dbx-update-e3b9e4cb-a330-b3ba-a602-15083965d9ca

uefivars.py AU N&EHAL T UEFI ERARNT7ZERLE T,

./uefivars.py -i none -o aws -0 uefiblob-microsoft-keys-empty-pk.bin -P ~/PK.esl -K
~/MS_Win_KEK.esl --db ~/MS_db.esl --dbx ~/dbx-2021-April.bin

/N4 7 1) BLOB & UEFI ZANT ZHZELET,

./uefivars.py -i aws -I uefiblob-microsoft-keys-empty-pk.bin -0 json | less

HE. BUY—)IICETE, BLOBZEHMTEERT,

./uefivars.py -i aws -I uefiblob-microsoft-keys-empty-pk.bin -0 aws -0 uefiblob-
microsoft-keys-empty-pk.bin -P ~/PK.esl -K ~/MS_Win_KEK.esl --db ~/MS_db.esl --dbx
~/dbx-2021-April.bin

ERZHN

Replacing PK
Replacing KEK
Replacing db
Replacing dbx
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Linux AMI D&%

AVABVAZRBBTRIICE, A VAXRADRBTERS AMI ZEBRITDIBEN BV ET., AMI
ZBRTDEEIL, BEBITDAVARVAICEALT, ROEHEZRFLET,

e =23 -AMIIDE&AWS U—23 > TEBETTY,

s ARL—TFTAVIATA

« P—RFOF¥:32E Y K (1386). 64 E'Y k (x86_64). EI-it 64 E'Y N ARM (arm64)

s W=RFINAAZAT7: Amazon EBS £l A VAR AARNT

« 7°0/N4 & — (Amazon Web Services % &)

« BINDOY 7 T ITT (SQL Server & &)

Windows AMI D#ERFEICDOVWTIE. "Windows 1 >~ AR > AM Amazon EC2 1—H—H 41 K
@ "Windows AMI O#&3FE, Z25B L T &, hitps://docs.aws.amazon.com/AWSEC?2/latest/
WindowsGuide/finding-an-ami.htmi

AL2023 AMI ZHRFET DIk, TAL2023 1—H—74 KR, ® TAL2023 OEAZFRKTH ) 258
LTL<EZL,

Ubuntu AMI ORRZEFZEICOWVWTE, "TEC2CAMIOT—%,1 Z2Z2RLTKEEV,

RedHat AMI O#&ZFEFZEICDOVWTIE, RHEL F LY IXR—AREZZRLTLKEZL,

[Linux] AMI RE'Y 7 DR

« Amazon EC2 A2V —)LZ AL = Linux AMI D&%

- AWSCLI ZEM L = AMI DRE

- Systems Manager Z A L T&HF D Amazon Linux AMI Z#RET B I
+ Systems Manager NZX—Z&ZFEHL Iz AMI DBRER

Amazon EC2 >V —)L&ZEA L 7= Linux AMI QD& %X

Amazon EC2 OV —I)L &AL T, Linux AMIZBRETEET, 1V AXARBE T 1 F—R
EEALTAVAZAEZRETHEEICL, AMIOUARASEHNOA VAR ARBIRTEE
¥, £z, [Images] (A X—)R—DZFEALTHERAAREBINTO AMI ZRETDEELETESR
¥ AMIID & AWS U—2 3> TEB T,
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A2AZRABE DAY —RZERAL T Linux AMI 28R T 3 (C I

1.
2.

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,

TETF=23aN=h"5, A VARV AZRE IR -2 2BRLET. SFREEMICE
B, FRATER )23 EENTEERTEET,

AV =IUE Y2 AR=RT[A AR ADERK] ZBIRLET,

(FLWI>Y—JL) [Application and OS Images (Amazon Machine Image)] (7 7’ or—<3a> &
OS 4 X—< (Amazon X2 A4 X—2)”&H B [Quick Start] (74 Y VAZ—N) ZZ#RL T, 1
VARV ADARL—T A4 T AT L (0OS) ZiBIRL ., T DOE[Amazon Machine Image (AMI)]
(Amazon XA X—=2 (AMI)) T, &<FERHEATLS AMIOVWTnAZ)ARNDSEIRL F
T, BEZAMI AFRRIENTWEVWIEBAE, [Browser more AMIs] (Z DD AMI % B E) %38
RLUT, AMIOZAH RO 2SRBLET, FMICOVTRE, 77UT—>232E0S A X—2
(Amazon X2 A X—2) ZZRLUTLSEE L,

(IB3>Y—J) [Quick Start] (94 Y VAZ—RN) BT T, K<FEAENTLD AMIOVT
NhZVARDSBIRLET, FATS AMIAFRRTENTOVEVEEIE, [My AMIs] (XA
AMI), [AWS Marketplace], [Community AMIs] (JZ 2174 AM) DW\WFThADRTZFHE,
BEDO AMI ZIRL E T, SFAIC OV T, AT Y 7 1: Amazon Machine Image (AMI) %3&iR 3
2 ZZRLTLKEZL,

AMIR—Z ZEAL T Linux AMI 28FE T3 IC 1

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,

TETF=23a2N=h"5, AVARVAZRE TR -2 2BRLET. SFREEMICE
B, FRATER )23 EENTEERTEET,

FTET—232RAL2T [AMIs] ZBIRLUE T,

(A723)TAINR—EREAXTIAVEFEATIE, RREND AMI ZREL T, &HIC
—HBITD5AMI DAZERTTEET, HlAK., AWS ABEHTHITNXTO Linux AMI ZERRT S (C
(&. [Publicimages] (/N7 VY A X=)&ZOUYOLET, RIC, REATa>zFERAL
T. AMIDUARNICKRRENDEERZEELE T,

BEN—%2UYOL, XZ1—H5 [Owneralias] (FTEEILA VT R), [=] BEFDIEIZIER
L. B&EL T [Amazon] 2 RLET. BREN—%Z2ES5—EI VU Y UL, [Platform] (F7Z Y ~
7A—0L0), F]EEFOIEISERL, RREhEUARNSARL—FT 12T AT LZERL
S
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5. (A7 23V [RE|TAAVZBRLT, L= TFNAARATRBE, RRTDAAX-DENHE
BRULET. 2V, —EH S AMI Z1BIR LU, [Details] (F#ll) 27 IC2070ONT 1 2R~
TEEXT,

6. AMI ZEBIRTBHIIC. FD AMI A" Instance Store-Backed & Amazon EBS-Backed D55 T
HINZEHEEL., TOEVEZREBLUTBLKENEETT, FHICODVWTR., TIL—FFNAA
NDARL—2, ZSBLTLKEEL,

7. ZOAMIDASA VAR AZEBBTRICEK, 1 VAZVAZERL, [IX—DHS5DA AR
DADRE] EBRLUET, AV ZEALTA VARV AZRBEBTDHEICODVWTE, #
LWA VARV ARE VDAY —RZFERALTA VAR AZREH T 2SRLTLKEETY, £
EAVARAZRBBH TR ERITETCVEVESRE., BTEATSHLEHIC AMIID Z2RE&LE
E

AL2023 AMI D RDFAHIC2W TR, TAL2023 1—H—H4 R, @ TAL2023 DEAZEIRT S 4
ZZRLTSEZL,

AWS CLI ZfER L 1z AMI D&%

Amazon EC2 ® AWS Systems Manager AN RZFERATB &, EXIC—FHT S Linux AMI Dk Z
RRTEET, EHIC—BITDAMINEIN 215, 1 VAZVAORBICEATEDZELSICETD
DEXELTHBEET, FMI-DOVTIE, [AWS Command Line Interface User Guide] (1—%—7#
4 R) ®[Launch your instance] (f VAR A% EEH) 2SR L TSV,

describe-images AN RiE, 71NN RV INTA—2ZHR—NLTVET, HlZEF, Amazon
FRETZNTVY Y AMI ZRERTBNDIC --owners NTA—X—&FALET,

aws ec2 describe-images --owners self amazon

Amazon EBS-backed AMI N & XTI BIZWE, EEBOOXRICUATO7 1)L E2—%2EMLET,

--filters "Name=root-device-type,Values=ebs"

/A Important

describe-images N> RA'S --owners 757 28K T2 &, FIAHEICEREL, BT
AZBEODITNTOAN A= BRENET,
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Systems Manager Z A L T&#® Amazon Linux AMI Z#&E 3 % (C I

Amazon EC2 Tlx., AWS THREFEh3/NT7 U Y U AMI D AWS Systems Manager /N7 U ¥ Z/\
FX—BZHFRBEINTHEY, I VAR AORBKRICEATZDCENTEERT, fIRIE, EC2T
RBEEhTVS /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
NTA=ZRBIXTOV—J3aVTHEATE, FEOV -3 VICHBDHEH/N—2 3> 0O Amazon
Linux 2 AMI ZFIC;RA > NLE T,

AWS Systems Manager Z £ L THRHTD AL2023 AMI Z2BRERTDICIE. TAL2023 OFEHA =BT
B, BBBLTLEE W,

Amazon EC2AMI O/NT VY ONTA—RE, RONADSERTEET,
/aws/service/ami-amazon-linux-latest

REODAWS V=232 (CHDINTO Linux SR [T AMI ZRARTDICE. XO AWS CLI T
NV REERITLET,

aws ssm get-parameters-by-path --path /aws/service/ami-amazon-linux-latest --query
"Parameters[].Name"

NTIVYIONTA—REFERALTA VARV AZERTRICE

ROBITE, EC2 TREEENTVWANT VY INTX—2%ZFHAL T, &FH DO Amazon Linux 2 AMI
Tm5.xlarge 1 VAR AZERKLET,

CONTA—RE ANV RTEETSICIE, resolve:ssm:public-parameter X EFEHAL £
¥, resolve:ssmFEEDTSL 7 14U A, public-parameter N7V Y INTX—ZDNAL
BRI T,

ZOFITIE, --count NTX—RE --security-group NZX—REFEEFIhTVELA, --
count BF7FILKRTIICHBYET, F7FILRNOVPC EFTAIILRNOEFIVTATIN—THH
258, CheHfERAEhET,

aws ec2 run-instances

--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-
gp2

--instance-type m5.xlarge

--key-name MyKeyPair
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MOV T, AWS Systems Manager 1—H—HA RO "NT DY ONSA—R&2FERTD, H
& T TAWS Systems Manager Parameter Store Z /A L THFT® Amazon Linux AMIID Z9 T U T
%1 "1 Z28BLTKEEV,

Systems Manager /N X—&ZFEAL Iz AMI QDR

OAVV—ILTECCA VARV ARB VA —REFEALTA VAR AZREBTRESE. VAN
HS AMI ZiBIRT B A, AMIID 2359 AWS Systems Manager NTX—Z&BIRLET, A—h
X=2aV]—REFALTA VAR AZERTBEEE. AMIID ORH V) IZ Systems Manager
NFX—BZEETEET,

Systems Manager /YT X—2& &, Systems Manager N\ X—RXARNFT TERTERZ 1 —H—EFE&HD
F—EEORT T, NTA—BRAKNTR., P7VT5—23 0 0OREBEABILTE OO —TH
ARNT7ZREELET, FMIZ OV T, AWS Systems Manager 1—H%—74 4 R® TAWS Systems
Manager Parameter Stores ZZ8B L T EE L\,

AMIID ZRA 2 RTBNTX—RZERTRHEERF. T—FEI(C aws:ec2:image ZEEEL T
TV COTF—RBEEETRE. NTA—ZOERBERLEFEERIC/NZX—XEAN AMIID &L
THRIIENET, FMIC OV TIE, AWS Systems Manager 1—H'—H 4 R® TAmazon ¥4
A= DONFA=—BOFRATATHR—b, ZZRLTEEL,

Systems Manager N7 X—&2 D KNEY &
« I—AT—A

« PUEAFHH

- HIREIAE

 Systems Manager NoX—RZFALLA 2 AEZ 2 ADEE

A—AT—A

Systems Manager /NS X—2ZFEALTAMIID ZIETLSICTDE, I—HF—DNAM AR ADE
BEFICEY) S AMI ZFHEICBIRTED L SICKV) E T, Systems Manager /NTX—RIZKY), F—
RX—=232OA—ROXVTFHFVARAZERILTDEETEET,

dA—Y—oFEED@E L

BEDAM ZHERALTA VAR AZERTHIHBENHY ., 20O AMI ZEHNICEHTH5E
&, AMI ZR D (7% -8 I(C Systems Manager NZX—RZBRTBDELSICI—HF—ICKRHBD L%
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HEHLET, 11— —IC Systems Manager NTXA—RZBIRTDRSICKRODE, 1 VARV A
DEBICHEHO AMIAERENDILSICBNET,

Bz, BBATBARHOAR L —FTAVIIRTLET TV T—2a >y Ny FAERES QI
AMI OFLWN—23 0 ZERTDELET, oy I—HF—ICHEHFN—2320 AMI ZFERAL
TAVAZ D AZERTDELSICKRHDELET, I—F—ICHEFHF/N—2 3 zBEICFERAETELD
2k, B AMIID 2R 4 > M9 3 Systems Manager /NZ X—% (fl: golden-ami & &) Z4ERK
TRENTEXT, HILLN—2320 AMI ZHERTBLTIC, NTX—20O AMIID OEZE
FUTEICRHO AMIZRARNTBDRSICLET, I—HY—RFEBERFL Systems Manager /N5
X—REBRLETDEH, AMIOEHNAEFRICOVWTHZISERIHY) EHA. AMI IZ Systems
Manager N X—2&ZFRATE,. 1—F—RBAAXAOREICHEY T AMI ZEEICBIRTE
BDES5ICBYET,

ZF—KhX=23> - RORTFOERL

=M X=2320—RZFEALTA VAR AZERTDIEEE. AMIID ORDH V) IZ Systems
Manager N X—ZRZEETEET, HILLN—2320 AMI ZERL 5. &F O AMI 23159 &
SIENTX—ZOAMIID DEZZEETEET, NTX—RESRITBDF—KX—23>0—RE,
FLWN—=2320 AMI ZERT B ETICBETRIZERHERBA, ChIZkY), F—HKX—
2AVOAYTF VAN ERILEND O, FTOCMDOIARNDOBIRICKRIEET,

(® Note
Systems Manager /NS X—2HNET AMIID Z2ZEL TE, RITHOA VAR AREE%E
ZHEEA
T Ot AFFH

AVAZARE T 1B —RT AMI ID #3589 Systems Manager N X—2ZFERAT2EEE. 1AM
R1) > —IC ssm:DescribeParameters & ssm:GetParameters ZIEBMT B HEN HV)E

9, ssm:DescribeParameters (&, I —H—IZ Systems Manager /\T X —X &R RE K TREIR
ITHHAZNFELET, ssm:GetParameters &, 1—H—IC Systems Manager /N\Z X—X DO 1{E
EMBIRHAERELET, £, $$END Systems Manager NTA—ZANDT I A Z4IBRTS
CEETEERT, FMHICOVWTE, EC2EFBAVAZVAVAY—ROFER Z283RBLTKEEL,

HFREH

AMI & Systems Manager /N2 X—&RE)—23 2 ICEABETY, U—2 3B TRHEU Systems
Manager N X—2BZ2FEATRICE., ThEhOD—23 2 TERIUBEIO Systems Manager /N5
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X—2ZHEKLET (Hl: golden-ami & &), TNEND!)—> 3> O Systems Manager /NZ X —
XATEOU—23OAMIZRARNLET,

Systems Manager N X—2&ZFERALIEA VAR ADRE

A2V —LELEFEAWSCLI ZHEALTA VAR AZERTEE T, AMIID ZIEEETH R0
I, AMIID Z7R4 > N9 2 AWS Systems Manager /N X— X ZIEETEET,

New console
Systems Manager /N\Z X —2Z#EHAL T Linux AMI ZBREF 2 I1ZE (> V—I)

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec?/) ZHE X J,

2. FTETF—232N-NHL5. A VAR AZRBEIDIV-JIAVEERLET., BEREET
CBERAEL, FATED -2 z2ENTEHEERTEET,
OAVV=IAY 2 AR—RT[AVAZADER] ZEBRLET,
[Application and OS Images (Amazon Machine Image)] (7 7’4o —23a> B KT 0S 4 X —

< (Amazon Y>> 4 X—<)) T, [Browse more AMIs] (Z DD AMI 2BIE 3 %) #iBIRL
9,

5. BREN—OERICHBDKRENARZ ZEIRL ., [Search by Systems Manager parameter]
(Systems Manager /NZ X —X THRE) ZBIRLET,

6. [Systems Manager parameter (Systems Manager /N\T X—2)] TN X—XZBIRL £,
X9 % AMIID A" [Currently resolves to] (RTE. U FICHERENATVET) O TICRREH
£9,

7. BT EBRLET, AMIID IC—%T 5 AMI FURANCERENET,
JANNDS AMI ZiBIRL ., [Select (IBIR)] ZBIRL E£9,

©

LA VARYARB YA Y— REFALTAVAIVAEREBTHHEDHBICOVTIR, THL
VA YRRV ARBI AP — REBALTA VAR AERE TS, 88BLTIEEL,

Old console

Systems Manager /N\Z X —2Z#EHAL T Linux AMI ZBRET 2 IZE (> V—I)

1. Amazon EC2 1>V —)L (https://console.aws.amazon.com/ec2/) ZHE £ J,

2. FTETF—23N-NHD5. A VAR AZRBEIZIV-JIAEERLET, BEREET
CBERAEL, FATED -2 2ENTEHEERTEET,

3. AVVY—INE Y AR—RT[MI VAR ADEK] ZEIRLET,

Systems Manager /NZ X—&RZ AL = AMI D& ER 167


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

4. [Search by Systems Manager parameter (Systems Manager /N X—&2 TR %) (A L) =&
RUET,

5. [Systems Manager parameter (Systems Manager /N\T X—2)] TN X—XZEBIRL F T,
Xt>9 % AMI ID A" [Currently resolves to REXN T E D) DHEICKTRENE T,

6. [BRER]ZBRLET, AMIDIC—HTD AMINFUVARNCRRENET,
7. DARMNDS AMI ZZIRL ., [Select (iBR)] ZBIRL £ T,

AVAR ARV A Y —REFERALTAMIAS AV AZAZRETHHEDFMICOVWT
. TAFT Y7 1: Amazon Machine Image (AMI) ZiZIR g%, #SBLTLEEL,

AMI ID D V) I AWS Systems Manager NS X—R & FERALTA VAR AZERTBICIE
(AWS CLI)

ROBITIE, Systems Manager /N5 X—2 M golden-ami ZFAL T m5.xlarge 1 VAR A%
ERLET, CONTAXA—RIEAMIID Z R4 NLET,

CONTA—ZEZ IR RTEETSICIE, resolve:ssm:/parameter-name X ZFRAL &
T, CDFE. resolve:ssmFEEDTL 74U RA, parameter-name E—END/NTAX—XET
To NIX—RBTl, AXFENMNENFXFENDEIFELTLKEEV, NSTX=FZD/\Y
DASY2 R, NGA—FPNBEEN—HTHIBEICOIKXMNETT (H: /amis/production/
golden-ami)e NS X—ZANBEO—HTHEVHEEF. NV IASYI1%2EKTEET,

cOBITRE, --count NTX—BR & --security-group NFX—REFEENTLVELEA, --
count BF7 AR T1IEBYET, F7HILMDOVPCEFT7 AN RNOEFIVFTATIN—THd
2&Bal. ChsFERAETIET,

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami
--instance-type m5.xlarge

BED/N— 3> M AWS Systems Manager NTX—R & FERLTA VAR AZERTSICIE
(AWS CLI)

Systems Manager /N X—&X Tk, N—23 A HR—KRENTVET, NFX—2D
EN=23a2CR, " BEON—2a2 ESHFENIETSIhET, NTX—2ON—->23>
l&. resolve:ssm:parameter-name:version N&EDICSBTEET, version F—ZEN/\—
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TaAVESTY, F7AILRTR, NZX—BON—2 32 ZBELBWVEEREHIN—23a AR
RAEhZFxT,

ROBITE, N—232 2 ONFAX—R2FEALET,

COFITIE, --count NTX—RE --security-group NZX—REFEFEFNhTVEL A, --
count FBE, F7FIME1TT, F7FILRDOVPC EFT7 AN ROEFIVFTATIL=T1H
HD5EE. TOFT7FIILMNEREIAET,

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami:2
--instance-type m5.xlarge

AWS A"RREFTBNT VY INTXA—2EFEALTA VARV AZRBTRICE

Amazon EC2 Tlk, AWS /23 2/N7 U v o AMI D Systems Manager /N7 U Y ONTX—&
EEATEET, FIZE, NT VY U/)NT X—2& Jaws/service/ami-amazon-linux-latest/amzn2-ami-
hvm-x86_64-gp2 & INXTH V-3 THRIATE, BIZU—23 2 A Amazon Linux 2 AMI O &
MN—23a>ZELTVET,

aws ec2 run-instances
--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-

gp2
--instance-type m5.xlarge

H£5 AMI

HE AMI E, FROYN—DERL, tHOFROYN—HDFRATEDRSICLEAMI T

o Amazon EC2 ZHRb P REMELFZER, DELRIOVAR—IXRMNIEFNATVSIHE AMI Z1F
ALT, AAZRALAODAD TV ZEMTRHETT, MED AMI ZEKL, ftO1—HF—HETS
CcEETEFRT,

HEAMIE, CEHZOHMTERAL TS EE L, Amazon &, M Amazon EC2 1—H—& NDET
HEEND AMI OFEEHPREMERIETETELA, TOLD, HEAM ZRYERSEE. ZBS
NDF—ZEBZ—ICABOI—REFTOATRELERNTZIEHERERBLUKRSIC, ToBEEEL
SHREHNFHYVET, REEZFHOT7OANA A —RE, EETEDYV—ANS AMI ZRIBETHLED
HHLET,
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MIDEH 7 O/NA X —

Amazon EC2 1>V —JL Tk, Amazon £ IEBRIEEH Amazon N— N F—HFFETZNTVY D
AMI (Z & [Verified provider] (JREEZE A 7 ONA A —) OX— IO FfFEhFE T,

F =, describe-images AWS CLI X > RZFEAL T, BRIEFHZ7ONAA—HLSONT VYD
AMI 2B BT B EETEEFET, Amazon FEFRIEEXR/N—NF—HFFBEITDINT VY DA A=
(IZl&. amazon F7zld aws-marketplace DVWIFNA DI A VT AFBEN FELE T, CLIHES
Tk, chSOfEHN ImageOwnerAlias ICDWTKRRENET, OI1I—F—EF. AMIIZTAUT
AZRETEFTFBA. chZFAITIIE. Amazon FLEFKRIEFHR/N—RF—H 5 AMI ZEFEICR
2F5hET,

REEEX 7ONA X —ICHBIZE. AWS Marketplace THRFEEE L TERITDHEN HV) E

T BENTTTHE, AMI Z AWS Marketplace T—ERIRTEE T, FMIC OV TIE, AWS
Marketplace lRZEEHA RO TRFTEE L TORKEZE) KR TAMIXR—ZA0H R, 2ZRL T
EEW,

EEAMIOKREY Y

- HE AMI OBRE

- AMI M/ B8

« AMI ZRBENHEBELFEABENEHAETS

c BEOAWS FHIUURED AMI OHE

s BEBEDODAWS THO N EAM OEFZEF Y EILTD
- 7V IOV DR

« 8 Linux AMI DHA RS A4

O REY JICETREREHREL DIFEE

o« AMI DERDFEMIZ DWW TIE. Tinstance Store-Backed Linux AMI ®YER 1 E =ik "Amazon
EBS-Backed Linux AMI MR £k T, 25BLTLKEEV,

« AWS Marketplace TOF7 7V r—2a> OBE, BE. RTFOFEMICOV TR, AWS
Marketplace RFIX R EZSRIEETV,

HE AMI D&

Amazon EC2 OV —I)FELFIX > RZAZFEAL T, REAMI ZBRETEET,
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https://docs.aws.amazon.com/marketplace/latest/userguide/user-guide-for-sellers.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-instance-store.html
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AMI V=23 >0V —ATT, EEAM N7V Y IFEERETTAR—N 2RETDEEIC
&, ThOHEBERQO) -3 DSRTIBIHMEN BYVET, AMIZHBOU—23 > TRRHATES
EKSICFTBICEF, AMIZEOD)—3a2IiIcdE—L, HBELET, FHICOVTR, "TAMI 0
E—i 28RLTLEEL,

Nev o

- HEAMI OE QA V-))

- HH AMI(AWS CLI) ZR2 £,
- #E AMI DA

A AMI oK (I V—)L)
OYY—LEEALT, #ELTWB T4 R—hAMI 2RO 21

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
2. FEH—23a2RA2T[AMIs] ZERLET,
3. JRUIDT 4J)LRT, [Private images] ZIBIRLET, BEENHBLTVEZTXTO AMIHN—E

RRENET, FHABERRZTSICE, [Search] (BR) /N—ZBIRL, XZ1—ICAZEhE
TANR—FTa>aERLET,

OV —)L&ERALT, FELTVWANTUY O AMI ZRDT3(ICIE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
2. FEH—23a2RA2T[AMIs] ZERLET,

3. BRUINO7T 4)LRZT, [Publicimages] Zi&IRL £, FMlEBREEITSICIE, [Search] (BFR)
74—=)REBRL, XZ1—ICABEhE71IINE2—F7>a>a2EALET,

dY—=I)Lz2EAL T, Amazon EENTUY O AMI ZRB2F3(ICIE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
FTES =23 RA2T[AMIs] ZEIRL F T,
BAID 7 1 )LRAT, [Publicimages] Zi#IRL £7,

[Search] (]8&K) 71 =)L REBIRL, RREhBAXAZ_1—F723a>Hh S, [Owner alias] (FTE
EZEIAVJTRA). [=]. [amazon] DIEIZIRIRL T, Amazon DNT VY DA X—DDIhERRLE
E

N

RE AMI OB % T


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

OV =) z2FERALTRIDEX 7ONAEA—HISHENT VYO AMI ZRD T3 (ICIE

1. Amazon EC2 112V —)L (https://console.aws.amazon.com/ec2/) ZF& £ 9,
2. FTE&—23>2ARA2T[AMI Catalog] (AMI hZOY) &#BIRLET,

3. [dZa2=51 AMI] ZBIRLET,
4

[Verified provider] (BEEE& 7’O/NA Z—) DTAXJLIE. Amazon ELERERBRIEFA/N—RF—H5
O AMI ZRLET,

HH AMI (AWS CLI) ZRDFE T,

AMI Z—EXRRTSIZIE, -describe-images AN R (AWSCLI) ZALET. X0BHIOKLSI(C,
FEROHDEED AMI ICBRPT—ERRTEET,

Bl: gRXTONTVY I AMI 2—BERRLET,
ROIAXV REFE, IELTVWANTUY O AMI ZEBEIXTONTUY I AMI Z2—BRRLET.
aws ec2 describe-images --executable-users all

Bl RN B EBFAAZEHED AMI Z2—BERTRTS

RO RZEFEATRIE, BEESATNEEEFAZED AMI A —BRREAET, COVA
NIE, BEERSFIETS AMIBREENRTLWEEA,

aws ec2 describe-images --executable-users self

Pl: RADEHXTOANAF—AFIETS AMI 2 —ERTT S

ROAX Y RiE, BRIDEH7ONA A —DFAETS AMI Z—EBRTLE T, RIDEH7O/NAF —
(Amazon EEFRIEEA/N—KNF—=) FFETBINTVY O AMIIZIE, FHORNT4—=)LRT
amazon £k aws-marketplace ELTRRENDIA U T AFEENEELET. chik, B
EEEA 7ONAA—HDS50 AMI ZBEREICEODTFRDICKRISEET, O1—H—F, AMIICIT AU
TARBRETEEEA,

aws ec2 describe-images \
--owners amazon aws-marketplace \
--query 'Images[*].[ImageId]' \
--output text

RE AMI OB % o
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
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Bl: FTHOYNAPRETS AMI 2—EBRTTD

ROAX Y RZ2RTIDE, EELEAWS THOUVN FAETS AMI I —EBRTENET,
aws ec2 describe-images --owners 123456789012

Bl: 742 ZEALTAOD—7 AMI

RREND AMI OB ZBSTICIKE, 712 Z2FRALT, BEROHZIEHED AMI ICBREL TRRL
£9, flzE. ROT7 1) 2%EFERATHE, EBS-backed AMI DHARRENE T,

--filters "Name=root-device-type,Values=ebs"

*B AMI OEHA

HEAMI ZEATIHEIC, AOFIEZRTLT, A VAR ANOHFRLLBVWT I EAZFAY
PRABEBIF=ZFICRNBRIICA AR —IILERTVAEVCEE, BET—RZ2F=FIIEEFETD
ARREAN BB VE—FOF D INBHRECNTVWEBEVWI L ZHEELE T, JATLAEFIUT 1K
EZICOVTOFME. AMI TEAZEAS Linux 1 ARNUE1—->232OXEZEEL TSEEL,

AVABVANDT VEAEZBR D TERDBEWVWELDIC, SSHEYZ 3> %22 OREHKLT, READE
VWIBAEEHRZRIRRL . ZDH®E SSH ZHEALTA VARV AICOTV A TERENERENDE
T, 22B0EY> a2 eRVTHKIELZHEFOLET,

1. RHFATONTV YO SSHF—ZHEL, BEMILET, 774ILAOHE—OF—IE,. AMI D
BEBICEALEF—THI2VENHYET, AOIX REFHAT DL, authorized_keys
J7A4IFRONYET,

[ec2-user ~]$ sudo find / -name "authorized_keys" -print -exec cat {3} \;

2. L—=—FI1—HY—ICENAD—RR—ADRAEZENICLET, sshd_config 771 ILZFE.
KD ESIZ PermitRootLogin TZ#wEL £

PermitRootLogin without-password

Tk, L—RI1—HY—ELTAVARVAILOT A TR HEZEMNCTERT,

PermitRootLogin No

RE AMI OB % 7
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sshd H—EXAZBEBHLET,

3. AVARVAICOTA>TERI—HY—IMBICEVWVHAERLET, A-/N—1——#ERZEF>
I—H—HFHIIRRTYT, THOTHVMFHNE, TONAD—RZHKRTSA, AY UL
-

4. BAVTVTEFEALTVWERVR—KE, BEERZVAZDILTVBRERITHORY KT—0
H—ERAEFIVILET,

5. BRIRESCATWAVE—NOFXUIEZHBLSICEK, BEORETZ7 7 A4 ZHIBRL., rsyslog
H—ERAZBREBLTSEETL, i

[ec2-user ~]$ sudo rm /etc/xrsyslog.conf
[ec2-user ~]$ sudo service rsyslog restart

6. IXNTDcronTITHNEYTHBEERALET,

EFIVFALEOVRVELTERSNBNT VYT AMI ZRELEBICE, AWS EF 21U T«
F—LICTEBLEEV, FRICOVWTE, TAWS EF1UT1E22 82—, ZZRLTLKEZWL,

AMI D 23 B

AMI ZFXNTDAWS PTHIU N EHBIRZZETRRATERY,

AMIANT VY DICHRBENBVKSICLEVEERE, AMIONTUYOFOAZ7OY U TE
F9, ChiZ&Y, AMIZRNRALEDETEI2HSWBIHEANTOYIEh, FETIEAX® AMI
F—RNERAEBH<SOICKRIEET, NTVYIOTFIOLAO7OYIZBMCLTE, BRICARHEh
TVDAMIICREEELBEVWCEICEEZEL TS EZVL, AMIF5IZEHRELHAENATVERT,

BEDTHAIVRNOHEA AMI Z2FEALTA VAR AZBBARERICTDIHECOVTE., "HED
AWS THOVRED AMI OHBE, ZZRLTSEZL,

REY D

- EEEE

« IXNTOAWS TAHIBRTAMIZERE (N7 VY UICHA)
s AMINONT VY OFTORAZTOY VTS

EREE
AMI Z2BIT BB, MTFOREREL T EE L,
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- TEHE —AMI ZRRTRICE. BFEEROAWS THIU N HFEOAMI ZFAEL TVWRLENSH
WERT,

e =3 -_AMIEFV—=23>0)Y—ATY, HELEAMIE, EBELEV—232TOH
FRATEET, AMI 20— 3> TRATERRSICTRICE. AMIZZD)—2 3> c]
E—L. #B8LET, FHICOVWTE, TAMIOOE—, #BLTSEET L,

s NTVYOFTORARZTOY Y -AMIZNT VY JICHETSICE. AMIZNTUY JICHET
28)—2a>TAMIONT DY OTORAOTOY VEBBMICTIMLENHYET, AMI &)\
TV OICHBLEAT, AMIONTUYOT7ORAOTOY IV ZBEEMICLT. AMIANEHQ
LENT VY DICHBENBEVKRSICTEET,

s NATEBVAMI- XROOVR—FX M EEND AMI FLHATEFRLEA (L, AMI ZHED
AWS PHIUN EHBETRERTEERT),

EeitEniAR)1—A
« BS{tEnER)I—-LDOAFTYT>av
- BmIJ—R
c BETF—ZNFNHENBEVLSICTE -AMIZHETHEEICRET RN DBEABEVELSICT

BICEF. "EELnuxAMIOHA RZA>, OEF1I )T EZEEHEZR&, HET7 > a2 ICR)
WE9,

« FH—AMI ZHETZEES. I—F—FAMIDPSOAAZANIKAERETEET, AMI T
nNEHIER, B, TLEELEETHERTEEEA, EEL, AMIZFERALTAVAZ A%
BLLERE. BEBLEAAZANLS AMI ZERKTEE T,

- BEEHER -IXTONTUY O AMI Z3E#HBICTDHIEET 72 NTAMIERB O 2 F#IC
BOTVWET, IHEBICITDPAR 2FEXRYFIOBAMFNICERETEER T, IFHERBICTHIRZMYET
BEX, FHRBICTEHHZE2EEDBEFICEAZBHEIE. AMIZEEDAWS THO K ED
AHEETDHRSICLT, AMI ZILBICTIHEN B ET,

c R —MOAWS THIOU N IFBEHEDO AMI ZFERALTA AR AZREBLTE, BERKICE
BEREhFEBA. AMIZFERALTAAZ 2 AZRBEBTEDZTHIONIEG., BBITH2A AR
AU TERENET,

FTNXNTOAWS PHIVRTAMI 2HE (NT VY JICHE)

AMI Z2Hd2E, A2V —ILO[OXZ1="74 AMI| TEATEDRSICARVET, Chil

k. EC2OVVY—=IOEAOFES—R—ICHD [AMI AZOJ A5, £EEFAY—-IZ2FERHL
TAVARAZRBBIDEEIITIVRATEET, AMIIE., 2FL TH S [Community AMIs] 125
TENDETIC, LESKEHBIDDLBDCEEHYET,
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Console

[To make an AMI public]

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
2. FTET—23URAT[AMIs] (AMI) ZEBIRL £ T,
3. UAKRNLS AMI ZER L. [Actions] (722 32) A S [Edit AMI permissions] (AMI # R O iR
) 2EBRLET,
4. [AMI OTRM] T, [NTVY U] &BIRLET,
5. [Save changes] (EEORE)ZIVYILET,
AWS CLI

ZEAMIIZIE, FIEBEUNATEZDO AMI ZFRLTA VAR AEZREITED AWST7HIO N &
Flf9 % launchPermission Z7ONT 1 AH V) £, AMI ® launchPermission Z’O0/NF 1
ZEEZETDHCET, AMIZRBLEY (COBE, IXTOAWS 7HOV N ICEBFANIER
ShEYT), BELEAWSTHIUN EOHAMI ZHELEY TRENTEXT,

AMI ORBF T ZF>TVWBITHAIRNO—BIZFHLTT AT N ID OEMEEGHIBRYN TE
9. AMI ZRET3ICE. all JIN—T=2EELET, NV Y VRBFITEHTRWERFFT
DML ZEETEET,

[To make an AMI public]

1.

KD KD, modify-image-attribute AN > RZEFEHL T, BELE AMI ®
launchPermission JARNIC all JI—7&EMLET,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{Group=all}]"

AMI O EBFF I 2R T B IC Ik, describe-image-attribute AN RZEFEALE T,

aws ec2 describe-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

AMI OB
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-image-attribute.html
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3. (AT7VIAV)AMIZTTAR—RNIRTICIK, TORBHFANLS all FJIL—TZHIBRL F

T, AMIOFIEZEICEREICEFBTFINIr 520N, COOX ROFEEZ TRV &
CTEELSEEL,

aws ec2 modify-image-attribute \
--image-id ami-Qabcdef1234567890 \
--launch-permission "Remove=[{Group=all}]"

AMINONT VY OFTORA%#70v 9093

AMI A NT VY DICHBEhBVERSICTREHIC, AMIONTUYOTORAR®TOY O TEE
To CORTEFTHIRNLARILTEHMICBE2>TVETA, AMIANTUY OICHEBEEABZVLS
CTDAWS =23y CEICBEMICTAIREN HYET,

NTVYOTFTORAOTOYOEZEMCTRE, AMIZANBRLELS ET2HRAFEBNICTOY Y
TEhET, L, BICNTUY O AMINFHZEEIF., BlEHELNEENET,

AMIZNT VY DICHBLEVEER. NTUYOTORAOTOY IV ZENIZTRIHREN HYE
o HENTETLES, AMIAEREBINTUY VICHBEABVELSIZ, NTUYITIEAD
Z0Ov Qféﬁlﬁﬁxbth?é DHIRARNTZI9T14ATT,

BBEEI—HY—0O&NAMIONT VY IOFTIOLAOTOY VEBNELEEMITED LS
. IAMT7 O AT Z2EERBE 1Y —(CHIRERTEET,

Nev o

- F7AIBEE

- BEX IAM FFA

c AMIONT DY OTORAOTOY U ZEBMICTS

« AMIONZ VY OTORAOTOY VEEMNCTS

c AMIONT DY OF0AO7OY VIREERTTD

77 # ) NERTE

[AMIONT VY OTFORRAZ7TOY I RERE. FHITY NI FRELBEEDL., BXOENTUY U AMI
DEEICKHUT, F7ANNTEDELFEDCEYET, XOT—TIINE, F7AIILNEEN—E
T9,
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AWS 7HO K~ AMIOF 7 ) REETRERNTUYOTOEA
#7OY9L%ET,

FLWFZHI R =g
B%

NTVY O AMIOBWEBREOTFTHI N

i3

AN

12 EONTIVY O AMI S BBREQOT H
A

12023 7 B 15 BUBOTAHIRNCA1D2UEQONTUY SO AMI A H 2 1-BE. TOEINTD
AMI ZIEARRICLEELTE, [AMIONT VY OF7 oA Z270OY 71 F7FILNTEMCELT
WET,

BB 1AM FF T
AMIONT VY OFToOAO7TOY V%2 FERTBICE. LTO IAM TV EAHFANBETT,

* EnableImageBlockPublicAccess
* DisableImageBlockPublicAccess

* GetImageBlockPublicAccessState

AMIONT VY OTFORAOTOY O %EMCTS

AMIANT DY DICHBEEhBVELSICTRICE, AMIONTUYOFTORAOTOY I %2E/MIC
LEFT, AMIANTUY DICHBENABVKRSICTDRAWS V=23 > Jell, AMIONTUY Y
TORAOT7OY IV RBMICTIHENHYVET., BRICNTVY I AMINHZ5461F. BIEHEER
ENET,

Console
BEELEU—23a>TAMIONT VY OTORAOGTOY I ZBMCTRICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £ T,
2. BELIOFES—>3IaN—T, AMIONT VY OTIORRZTAOYITR -3 %
BRLULET,
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3. AYIAR—RFRRENTVEVEESE, TES—23a RATIEC2R YT 217R—R]
ZERLET,
4. [PHIRNOEH]T[F—2REBEELEF1)T 1] ZBRLET,
5. [AMIONT VY OFoAZ270OY )T [BE]ZBRLET,
6. [HLWNTUYOHREZTOVYIIOFIVIRYIVAZBIRLTHAS, [EFH] ZBIRLE
9,
(® Note
API ' CDEREZTOICKE, BRK10D0HMDBBENHYET, OB, & [FL
WANT DY ORENFTEE]ICAYET, APINREERTTIHE, EFXEBNIC [FL
W7 Uy oREEZTOY VR ICEEEIET,
AWS CLI

BELEY—23>TAMIONT VY OTFTORAOTOY V2BMCTRICE

enable-image-block-public-access AN > RZFEAL T, AMIONT VY OF7OA070OY V%

BMCTR)—2arw2EELET, --image-block-public-access-state /NS X—&ZT
(&, block-new-sharing Z8ELE 7,

aws ec2 enable-image-block-public-access \
--region us-east-1 \
--image-block-public-access-state block-new-sharing

EEZHND

"ImageBlockPublicAccessState": "block-new-sharing"

(® Note
API A" DREEZITOICE, BRR 109D DBBENHYVET. ORI get-image-
block-public-access-state N> RZETTS &, L AR AWk unblocked (27 V) &
T, APINREZETTIDE., LAR AW block-new-sharing %&£,
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AMIONT VY OFTOERAOTOY I EMCTS

THAOYNAOI—H—H AMIZNTUY JICRBETERLSICTBICR, FATYMLARILTN
VY OFTORAOTOYIEEMILET, AMIANTUY DICHETEDELSICTS AWS ) —
o3y el AMIONT VY OTORAOTOY VB BICTEIHBEN HYET,

Console
BELEU—=23a>TAMIONT VY OTORAOGTOY VEEMZTHICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £ T,

2. BEESHOFES—3aUN—T, AMIONTUYOTFOEAOTOY VEEMNZTED)—
oavaEERLET,

3. AYIIAR—RIFRRIEIATVEVESRE. TES—23 RSV TEC2HE YD 1R—K]
ZBIRLET,

4. [PHOVKROEM] T[F—2REBELEFIVT 11 ZBIRLET,

5. [AMIONTUYOTFO+R&27TOY V) TIEE] ZBIRLET,

6. FLWLWNTUYORBO7OYIIOFIVIRY VADRREZHERL TH S, [EHF] &8
RUFET,

7. WREROSHNES, Tconfirmy EADLTAS, NTVY OHEOHA] #iBIRL X
E

(® Note

API K CDEREZTOICE, BRK10D0HMDBBENHYET, OB, &k [FL
W7 Uy oREEZTOY IR ICBYVET, APINREEZRTT IR E, EFEEHN
CEFLWNTUY OR-ENTRE] ICEEEhET,

AWS CLI
BELEU—23a>TAMIONT VY OTORAOTOY V2 EMCTHICIE

disable-image-block-public-access AN~ RZFERAL T, AMIONT VY OFoA07OY Y
ZEEMCITHI)—2a EBEELET,

aws ec2 disable-image-block-public-access --region us-east-1
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ERZHN

{

"ImageBlockPublicAccessState": "unblocked"
}
(® Note

API A CDREEZTIICR. R 109D HBEENHYVET. ZOMBIC get-image-
block-public-access-state AN > RZZE1TTS &, L AR AWl block-new-sharing
BV ET, APINREZTRTIDE, LARY AW unblocked 274 £,

AMIONT VY OTFTORAOTOY VREZRRTS
AMIONT VY OTFTORAOTOY JREZRRTDE, AMIONT VY OR-ENTHIORNTT
AOYO2&EhTVWAHAESIHEEIETEET, AMIONT DY OB TAYIENTVRHLESH
EHEFITDICE., TIhENAO ANS ) =23 TIREZESREITDILEN HVYVET,
Console

BELED—23a>TAMIONT VY OTORAO7TOY VREERRTZICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZH&E £ J,

2. BELIFOFES—23IVN—T, AMIONTUYOTORAOTOY VREEZRTTS
)—23>zBRLET,

3. AYIIAR—RARTEIATVWEWEER., TET—23URAUTIEC2H Y S 1R— K]
ZERLET,

4. [FHAOVHAOBEME|T[TF—2REBEEEF1IVT 1) Z2ERLZET,

5. [AMIONT VY OTFORAZ7TOAY VI TINT VY ITIEA] 71— REBIAELET,
Bl FLULWNTUYyORHERZTOY IR EEE FHLWNT VY RGN TEE] T,

AWS CLI
BELEV—=23a2TCAMIONTUYOTORAOTOY VREZRE TSI

get-image-block-public-access-state AN > RZFEAL T, AMIONTUY OF oA AO7AOY D
REZMBIBV—2avZEELET,
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aws ec2 get-image-block-public-access-state --region us-east-1

HFEhadH D - B block-new-sharing £ & unblocked TY,

"ImageBlockPublicAccessState": "block-new-sharing"

AMI ZHENHBE - FEEGEMNEXLETS

AWS Organizations (&, #ER L —TEEBTHHEBIC. BROAWS THIU N B#FRETHLEHDOT
NOVREBY—EATY, AMIE, BEDTHIRNEHEIBLETTELS, BBFLFERE
I (OU) EHBTBHLETEET,

HBEE, AWSTHUUN ZHELT— BRI EOIERT DIV TATADIETT, Th
DORNEREY )DL BBECHFEIL T, L hE2HEBICEVTHEBELZZOABIL—NT
ICRARNTBENTEXRT, ETHV RN, L—NIEEEMTS A, BERO OUOWTh
MCBRETDENTEET, FHICODVWTE. TAWS Organizations 1—H—H 4 Ry ® TAWS
HBORAZSIO I BT~y BSBBLTLKEEZV,

AMI ZHEBE - OU LRBETBE, TRTOFFAIVRN AMI LTI EATEES, HIRE.
RORTRE, AMI BB ERLALOOU EXBENTVET (1 ORFOXRONTRENET), TOR
FHLARLDOOUDTFIEZARENTVBIRTOOURTHIV N 2 OBEDEBTRLIEED)
LAMI P EATEE S, AEOAAICHDE/P OU WED 3 TRENTUB)DFHIV K
. AMI ARBEEN TV OU DFETRAVESD, AMIADT 7L REESH ) £ A,
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Organization
root

LI sShare AMI A | A
"EH : U5 - [Bo

AMI E au E au
| E l
1
0 I = I =
E Account ou ou E Account

|

A A Al |
O51 |Ho Do |

Account  Account Account |

ZEEE
BEOHEBE-IEBEMNT AMI 2HET2EGEK., UATICO2VTRFLTLSEZL,

- B —AMIZHETZICRE. BFEOAWS TAHIU N "Z0 AMI ZFIELTVRHLEN S
WERY,

« HEHIR —AMI OFFEEIE. XON—TREBVEZEP OU 28, FE0HEBELIEFE OU & AMI
BHETZEET,

)—3a>ATAMI ZRHETEDR I TATAOBRARBIZOVWTIE, "TAmazon EC2 Service
Quotasy ZBELSEE L,

« RY -A—H—FREZT AMIICTRYFITRR2I)EHETEEEA, AMI ZHETZHE.
A—H—EFZJTIE AMIAHEEENATVSEBELFIOUDED AWS THI N ICEFERTE
Tt A,

« ARNFER — AN RTHBELIFEOU ZIEEITHESEF. ELVARN EXES4FFEAL TS E
TV DNDAZEETDELIZ—ICRYVET, HIZEF. 0-123example X° ou-1234-5example
BIEEITHDETIT—ICRYET,

AM| ZHEBELE OU £ HEBETS 183


https://docs.aws.amazon.com/general/latest/gr/ec2-service.html#limits_ec2
https://docs.aws.amazon.com/general/latest/gr/ec2-service.html#limits_ec2

Amazon Elastic Compute Cloud Linux €1 AR AAI1I—Y—HA4 R

IEL W ARN FER:
- #A#® ARN: arn:aws:organizations::account-id:organization/organization-
id

* OU ARN: arn:aws:organizations::account-id:ou/organization-id/ou-id

O—ROFEAFRUATOESY T,

« account-id lF 12 HOBEBTHO NEET, HIZE. 123456789012 & & V)ET, EET
NIV KRBEFHDASHBEVESR, EBTHIKRESEECARN 2B T2 -0 0MEBEL
FEBENETLRTEET, FHFHICODVTIE,. ARNZAFTS 25BLTLSEETV,

« organization-id X4 ID THY), HIRIE. o-123example &AW KT,
« ou-id FHEBEMN ID THY. HIZEF, ou-1234-5example £V ET,

ARN OFEXOFMICOWVWTE., TIAM 1—H¥—H4 Ry ® "Amazon Y —AF—LA (ARN), &

SBLTLSEETV,

s BELEF——BEIENATVEREVRAFTY T ay NEBBILENERAFTY T3y NI&kD2T

NYOTvTEnZAMl 2#HETEET,

c BEILEhiERAFTY72av N, HAZY—VZ—PREF—%2FHAL THES{LTIHEN
HYVET, T7FILMDO AWS EBF—THRBILENLERAFTYT2avy NTNYITYTEni
AMI ZHETEERFTEFTEA. HFMHICOVWTIE, AmazonEBS AF v 7'~ a vy hoHE %
SBLTLSEETV,

s BB LT NERFTYT2OIaYRNIK2TNYIOTYTENE A Z2HETEZIHEES. ATV
I3V NOBEBHICERAENEDAZII—NZ— REF—OFERZEBELE OU ICFFAT
DURENFHVYET, HHEICOVT., EHBE OUICKMS F—0ER%ZFTT2 #283RBL TL
EEW,

e =3 -_AMIREV—2320)Y—ATT, HELEAMIE, HELEV—232TOA

FATZEET, AMI 2O —>a > TRATEDRSICTDICEK. AMIZZND)—2 32T

E—L. #BLET, FHFMlICOVTE, AMIOOE— 2#25BLTLSEE,

c FH —AMI ZHEITZEE. I—F—IFAMIASOA VAR ANIKAERETEET, AMI ET
nhZHIK, £8, SEEEEITRZ LR TEEZTEA, L. AMIZERALTAVAZ AR
BLERE BBLEAAZADLS AMI ZERTEET,

« BR—MDAWS THIY N FHEEERD AMI ZEALTA VARV AZRBEBLTE, $FKRICE
ERENFRBA. AMI ZERALTA VARV AZBB TR THINIR, BEBTDA AR
AU THERENET,
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HBE OUICKMS ¥F—ER%ZFFAT2

BELENERAFTY T2V NIK2TNYITYTENE AMI Z2HETZHEES. ABFLEFE OU
FARAFYT72ay NOBSHIZERAEhEZ AWSKMS keys DEREZF T THIHEEH Y FT,

aws:PrincipalOrgID & & ¥ aws:PrincipalOrgPaths ¥—ZFHL T, UVIAKNET2T
W3 7)< /)N)LD AWS Organizations /NAZRV S —AHAONAERBLET, TO7UT NI
&, 1—Y—, IAMAO—J), 7 FL—>3>1—Y%— FLEEAWSTHONI—KRI1—H—
TY, RUI—TR, COFRHBFF—IC&L>2T, UIITAXH AWS Organizations TIEEE h -8
IL=RFEEFEOUHDTAHIRAXN—THBDENRIEENET, TOMOFKHAT—IXY
NOBIZDOVWTIEE, TIAM 1—%—74 R, ® Taws:PrincipalOrglDy & Taws:PrincipalOrgPaths 4
ZESRLTLSEEL,

F—RU—OREDFEMZDOVTIE, TAWS Key Management Service RO Y /N—HA R, &
LKTCKMSF—OHBE O "MOTHOMOI——IC KMS F—DERAZFAT5, 2R LTL
EEV,

HEBELFEOUICKMS F—%2ERITRZT7 IV LAEREZENETBICIE., ROAT—MXY NEF—K
) —ICEBMULET,

"Sid": "Allow access for organization root",
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms:Describe*",
"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-123example"

}

}

KMS ¥ —Z2HEHO OU tHBTRICE. XOFIOISBZRIS—ZFERALET,
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{

"Sid": "Allow access for specific OUs and their descendants"”,

"Effect":

"Allow",

"Principal": "*",

"Action":
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:

1,

L

Describe*",
List*",

Get*",

Encrypt",
Decrypt",
ReEncrypt*",
GenerateDataKey*"

"Resource": "*",
"Condition": {
"StringEquals": {

+

"ForAnyValue:StringlLike":
"aws:PrincipalOrgPaths":

"0-123example/r-abl2/ou-abl2-33333333/*",

"o-123example/r-abl2/ou-abl2-22222222/*"

AMI OHF

"aws:PrincipalOrgID":

"o0-123example"

Amazon EC2 OV —I)LE7=F AWSCLI ZFAL TAMI ZHEHBELIFE OU EXBTEEXRT,

AMI Q8 (I Y —)L)

A2V —)Lz2ERAL T AMI ZHEBELEE OU EHBEITBICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £,

2. TETF—232RAVTAMI] ZEBRLFT,

3. UABNTAMI ZEIRL, [Actions] (77 3>) H S [Edit AMI permissions] (AMI #ER DHRE) =

BRLEXT,

4. [AMI availability] (AMI @ FFBRR) T, [Private] (7754 R—h) ZBRLE T,
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5.

[Shared organizations/OUs] (3B #H#8/0OU) OBET. [Add organization/OU ARN] (#E#%/OU ARN
ZiEm ZERLET,

[Organization/OU ARN] (42#/0U ARN) T. AMI %59 2 #E# ARN £7-1& OU ARN Z A B
L. [Share AMI] (AMI M 3tH) ZBIRLET, ID ZEFTHL, ELXZ ARN 2EETIHEN &
BIEIEELTLSEEL,

COAM ZEHOEBELFOU ERHETAICIE. COFIEZBVIRLT, DELZTNTODMHE
BE-FOUEEBMLET,

® Note

AMI Z2HET2LHIC, AMI DS B%ED AmazonEBS AF v 723y NaHET B %
EExHYERA, HETIHEN B0 AMI BELEFTT, BBOBIC, SBED
Amazon EBS R+ Y723 Y NADA VARV AT VAN BENICRHEEAET,
ELU, AMIFSRBITRDATY 723y NaBSLTREHICFEALEZKMS F—HE
THRIMBENFHYET, FHICOVWTR, HBE OUICKMS F—DEA%ZFR T2 &35
BLTLSEEV,

57 L5, [Save changes] (BEE =R ZiBIRLF T,

(A723a)AMI Z2HELEEBELE OUZRTTRICE. UARNDS AMI iR

L. [Permissions] (7 V£ AH®) 27 %21 v U L. [Shared organizations/OUs] (& &8/
OU)FETARIVO-IILET, HEENTLVD AMIZRDT3ICIE, "5 AMI0BE, 258
LTLEZL,

AMI O HH (AWS CLI)

AMI ZHE T 3 IZE. modify-image-attribute 1< > R (AWS CLI) Z#FRAL £ 9,

AWSCLI ZEAL T AMI ZHBEHREITBICE

modify-image-attribute N> RZFEATD &, BEEL LABICHL, EEL - AMI ORBFANE

ASNET, DETTEL, T2XARN ZEEIIHBENHDZEIFEL TS EZ L,

aws ec2 modify-image-attribute \

--image-id ami-0abcdef1234567890 \
--launch-permission

"Add=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/

0-123example}]"
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AWSCLI ZEALTAMI Z OU EHETSICE

[modify-image-attribute] AN > RZFEATD E, EEL L OU IZXL., EEL £ AMI OEREFFAAH
BEAsNET, DETTEHEL, E2B ARN ZEEIBZILENf D EICEBLTLSEZY,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission

"Add=[{0rganizationalUnitArn=arn:aws:organizations::123456789012:0u/o-123example/
ou-1234-5example}]"

@ Note

AMI ZHETZHIC. AMIDSB%ED AmazonEBS A+ v 7S ayv N2 T HRER
HYEBA, HETILENHDDE AMI BALEITTT, EBEBOKIC, SB%ED Amazon
EBS AT Y723y NADAVARVAT VAN BBWICREBEEhET, 20, AMI A
SBIBDAFTY a3V NERBBILITBDEHICHEALEKMS F—REEHBEITIHENf HV)E
T, FMICOVTE, #HBE OUICKMS F—DEAZFI TS ZS5RL TS EZ L,

AMI ODHBEZEILETS

Amazon EC2 OV —I)LEEIF AWSCLI ZFAL TAM ZHEBELF OU EHETH L& ELE
TEEXT,

AMI OXEEZEFIETS (O VY—))
OV =)L &ERALTAM 2HEBELIFIOU EHETZELEAEFELETRICE

1. Amazon EC2 12 —)L (https://console.aws.amazon.com/ec2/) ZBEE £,
2. FEF—23aURAVTAM] ZERLET,

3. DANTAMI ZZIRL, [Actions] (7 Z> 3 >) H S [Edit AMI permissions] (AMI #EBR D iREE) &
EBRLET,

4. [Shared organizations/OUs] (X E##&/0U) T, AMI DHEEZEIL T2 HEMELIE OU £ER
L. [Remove selected] (IBIR % HIBR) ZiBIRL £,

5. T LS, [Savechanges] (BEE%ZR%E) ZiBIRLE T,
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6. (F723AV)AMI DEBELEFE OU LOHREDOEFLZERTSICE. UARD S AMI ZEIR
L. [Permissions] (7 7 2AH) 27 %0 1) v U L. [Shared organizations/OUs] (35 48 #/
OU) ¥TAVAO—-ILLZET,

AMI O $tH%E1EF S (AWS CLI)

AMI OHBZEIET B, [modify-image-attribute] & =& [reset-image-attribute] 1Y > K (AWS
CL) ZEALEY,

AWSCLI ZEAL T AMI ZHBELZFE OU ERHBEIBHZELZFLETBICE

[modify-image-attribute] AN > RZFEATS &, EEL AR SIEEL - AMI O EFF I A HIR
ENET, ARNZEEITIHXEN BB EIICEBLTLSEZL,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission

"Remove=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/
0-123example}]"

AWSCLI ZFEAL TINTOHEB. OU, BRVTAWS THIU N &E AMI ORBEZEFLTRICE

reset-image-attribute AN > RZEFEATD &, BELEAMIAS/NT DY VREFFT & BARWEET
AN IXTHIBREIhET, AMI OFIBEICERELCEBFIANr EXSND ). COOXY ROFE
BZFEVWIEICTEELSEETL,

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

(® Note

AMI A"HEE N TVREBELF OURNICHIEES. BEOTHINE AMI ORHEZE
IEFBEWRTEFRERRA. THIONOREERZHRLTAMI OREEFELELESETS

&, Amazon EC2 I XY —2 & BRLET, L, AMIEEIEHRETHONEHE
ThET,
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AMI A"HBZE A TVWAHEBE OU 2R RIS

Amazon EC2 OV —I)LEEIE AWSCLI ZFEAL T, AMI ZHEL EEBB LV OU 2HF TS C
ENTEET,

AMI A"HBETNTVSHEBE OU 2R RIS (A V=)
Y=L &2ERALTAMI ZHEBLEEBS LT OU 2R TS ICIE

1. Amazon EC2 2Y —)L (https://console.aws.amazon.com/ec2/) ZBEE £,
2. FTEF—23aURAVTAMI] ZERLET,

3. UAKNTAMI %3&IRL ., [Permissions] (7 U EAHA) 2T &201) Y oL, [Shared
organizations/OUs] (£ E#HE/OU) ETAVO—-ILLET,

HETNTVWE AMIZRDF2ICE, THEAMI OBRE, 25RBLTLEEL,

AMI A HEEh TV BE/ME OU 2EFRTS (AWS CLI)

EDEBX OU & AMI ZHBL TWB A&, describe-image-attribute 1< > R (AWS CLI) &
launchPermission B THRETEET,

AWSCLI #FEAL T AMI 2B L HEBH LU OU 2RI BICIE

describe-image-attribute 1N > Rik, #8EL 7= AMI ® launchPermission B4 Z&#BEL, TD
AMI ZHBL TVWHHEMBX OU ZIRLE T,

aws ec2 describe-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

L AR ADH

"Imageld": "ami-@abcdefl1234567890",
"LaunchPermissions": [

{
"OrganizationalUnitArn": "arn:aws:organizations::111122223333:0u/
0-123example/ou-1234-5example"
}

]
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}

ARN Z AF 9%

EEEHEBEMNARN IZIE, 12HOEBRT7HVY REBSNEEATVEY, EBTHIRNES
AoArsBEWEER. HBEEBENZREARL T, TAhTHhO ARN ZEETEXRT, UTOHIT
(k. 123456789012 X EEBTHV RESTT,

ARN ZEXB T 2H1IC, MHBEEBENZLRTIIERIBETT, XAORIVZ—T, ChSsD#ER
FREENET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:Describe*"
1,
"Resource": "*"
}
]
}

BB ARN ZEUET B (ICIE

B D ARN 72 (7 &R 9 (I, describe-organization N> REMAL, --query NTX—%%

B

'Organization.Arn' ICEREULE T,

aws organizations describe-organization --query 'Organization.Arn'
L AR ADHE
"arn:aws:organizations::123456789012:0rganization/o-123example"

S E O ARN ZENET S ICE

BB EAID ARN K17 2R T IZIE. describe-organizational-unit N> REEHAL, OUID £ E
L. --query /NS X—#Z% 'OrganizationalUnit.Arn' [CEREL F T,
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aws organizations describe-organizational-unit --organizational-unit-
id ou-1234-5example --query 'OrganizationalUnit.Arn'

L AR ADH

"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-5example"

BEODAMNWS 7HORNED AMI OHB

AMI ZRHEB T, BEDAWS THIUVN EETHEITRZREETEERT, ChIIXEBZEDR
AWS 7HOKNIDDAKTT,

AWS 7HIRNIDIK, AWSTHIU N Z—EICEBN TS 12 MTOBIETT (012345678901 7%
E)o FHMICDOWTIE, AWS Account Management V7 7 L2 A4 RO TAWS 7HT 2 b BB+
NDxRR1 ZZRLTLSEZL,

EREE
BEDOAWS THIY N TAM ERETZHBER. UATIEOVWTRELTEEL,

- FRIEHE—AMI ZHETZICE. BEEOAWS THIUKNNEDO AM ZFIELTVBXENDH

WVET,

« HEHIR-V—>a>ATAM ZHETERDIOFATF1OBEABICOVWTIE. TAmazon EC2

Service Quotas ZCEBLEE L,

« B -A—H—FEBRXT (AMIICTRYFITRRT)EFHETERLEA. AMI ZHETZEHE,
dI—H—F&X2JE AMIARBEENTVNS AWS 7 7]")/ N TCRERATEEEA.
s BEtEF— —BSEENTVEBEVWRAFTY T3y NeBESIHENERFTY T3 Y NCIK2T

NYOTvTEnkEAMI Z2HETEET,

c BE{tENERFY T3y hE, KMS*F—%2FEALTESILTIZIHLEN HYVET, T72)
RO AWS EEBF—CHRB{LENERFTYT2avyRNTNYITYTENEAMI Z2HETSC
ERFTEEFBA, FHICOVWTIWE., TAmazonEBS AFv 7o av hoiE, 28BLTLE
=L,

s B ENERAFTYT2OIaYRNIK2TNYIOTYTENE AMI ZRETREE. AFY T
a3y NOBESICEAEAEKMS F—0OFERZ AWS PHUU N ICEFAITDHENf HYE
T I DOVWTIE., THEBE OUICKMS F—0EAZFAT%, #3BLTLKEEV, BS
BICHARI—NFR—I RF—ZFEHTHERIC, Auto Scaling 1 VAR ADERHICHKEE X
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2F—RU—%FETSHICIE. "Amazon EC2 Auto Scaling I—H—H 41 K, O TES{R
)1 —ATHERATZDIEHICHEE AWSKMS key R — Z5BLTLSEEL,
)—23a>-AMIBGE)—2320VY—ATT, HELEZAMIE, T0U—23 > TOAKEA
TEET, AMI 2D —2 3 TRIATEDLRDICTRICEE. AMIZZO)—2 32—
HBELET, FHICOVTR., AMIOOE— ZSBRBL TS EE L,

- FA—AMIZHETRHE, 1B AMIASOA VAR ADHEZRETEERT, AMIFZ

hZzHIR, B, FLEIZEEITDZIELEGFTEEBEA, EEL. AMIZERALTA AR A%
BLERE., 1AZADLS AMI ZERKTEET,

HEEAMIOOE— —ROF7HINOI—Y—HNHEAMI 2IE—F 2548, AMIZ/NY D
TYTITBDANL—2ICRT R IERZZOI—H—ICRHETHIHENf BV ET, FMICD
L\‘Ctzt "7HOREOOE—) Z22BLTLSESL,

c BR—MDAWS THIY N FHEEERDO AMI ZFEALTA VARV AZRBBLTE, $FKICE

wERENKEBA, AMIZERALTA AR AZBEBIDTHI NI, BETZIA AR
AU THERENET,

AMI ORHE (O>V—))

A2V —-LZzERAL THRNSEEFTZEX3ICE

1.
2.
3.

Amazon EC2 02V —)L (https://console.aws.amazon.com/ec?2/) ZF& £ 9,
TET—=>3URA2T[AMI) ZEIRLET,

1) ANT AMI ZZIRL . [Actions] (7 V< 3 2) A S [Edit AMI permissions] (AMI #ER D iREE) %
EBRULET,

[Private] (7’24 X—N) ZBIRLE T,

[Shared accounts] (EEF7 > K) T, [Add account ID] (7> N ID ®EM) ZiBIRL F
CP

AWS THDOUKNIDICIK, AMIZHBELEVWAWS 7AHTJ N ID ZAHAL, [Share AMI] (AMI
NHEB) ZBIRLET,

COAM ZEBDOTAHIOVNTHEITZICE, BEBZTAHIONIDFIXTEMENDETA
TYT 5L 6ZRIBELET,

(® Note

AMI ZHETZHIC, AMI DSB%ED AmazonEBS A+ v 7> ayv NaHET 34
BEEIHYFEBA, HETHDHREN HHDIE AMI BAELETTT, BEOKIC, SBED
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/key-policy-requirements-EBS-encryption.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/key-policy-requirements-EBS-encryption.html
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Amazon EBS AFvY 723y RADA VAR AT VAN BBNICREHEEAE T,
L, AMINSHBTEZAFTY S>3y NE2BE{LT2EHICERALEKMS ¥— FHE
THAIMVENHYET, FHMICOVWTIE, AmazonEBS A+ v 7’>a vy hoHEs #88BL
TLEEL,

7. ETULK5, [Savechanges] (EEZ#&17F) ZiBIRL £,

8. (A723aU)AMIZHBLIEAWS THIYKNID ZRTRTBICE. UARNDS AMI Z#ER
L. [Permissions] (7 V2 AFRFH) 27 2HEET, HEEhTLVS AMIZED2F3 (12, T#
B AM DOtFE, 22RLTLSEZL,

AMI OB (AWS CLI)

AMI ZHETFT2ICIE, XRDOBIDO K S IZ modify-image-attribute I > R (AWS CLI) ZEBAL £ 9,

ARNBEEBFTZEZDICE

ROOAXR > REZEFTIDE, BELEAWS 7AHOM KLU, BEL = AMI OREFANAER
S5hET, XOBITE., Hloo AMIID ZEME AMIID ICEZ#ZX., 12O AWS 7HOKNID
& account-id CBEHZET,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{UserId=account-id}]"

(® Note

AMI ZHET2EHIC, AMI DSBED AmazonEBS A7+ v 7’23y NeHETIHER
HYEBA, HETHIHENHH0E AMI BEETTT, EBORRIC, SRED Amazon
EBSAFT Y723V MDAV ARVAT VAN BEWICEEBEEhET, L, AMI D
SHBIBDAFTY T3y NEBBILITDEHICERALEKMS F— FHEITIHENHVY) E
To FHMAICOWVWTIE., AmazonEBS AF v 723y hOHEF Z25RBL TS EEL,

TAOYNCERZREFFAIZEVETICE

RDIAR > RZRTITDE, BELEAWS 7HIU N ASEEL = AMI QOREBEIFFAIAEIBRE
nNEJ, XOfITE, o AMIID 28817 AMIID ICEBE#X. 12O AWS 7HDU>KNID
& account-id ICBEZEHBZET,
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aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{UserId=account-id}]"

INTORBEFAIZEVETICE

ROOAXV REGATRE, BELEAMIASNT VY VBEBFATEHARNEBFAIL T X THIBR
TNET. AMIOFBEECRECEBFAINIEASIZ O, COONV ROFEEZZTRRWI L
ICTEBLSEEV, ROBITE, > 7)LO AMIID 2B AMIID ICEEHRZET,

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

BEEDAWS THIN EAMIOXBEZXF Y EILTS

AMI OEBFTICTHI Y REEBMTDZET, Amazon X4 X—2 (AMI) ZHED AWS 7 7
DN EHETEET, AMINAWS 7HOU N EHBEhTVT, TOTHITMNEOHRENT
BlZBOI5EE. AMI OEBHFAASTHIY NEHIBRTEERT., COBRERE. cancel-image-
launch-permission AWS CLI N> REERITLTITSCENTEXRT, COONV REEITITS
&, BELE AMI OREBFAIAS AWS 7HU 2 N NMEIBRENET,

PIZIE, RESNEREAFTFLEEELEFED AMIZEC A VAR AZEETHAEMERS T2
HIZ,. AMIZTHI RN THETZD L ZF Y oI TRDHEENBYET, AMIZETHO MEeH
32z F vt TBE, describe-images DH A EC2 OV —=I)L®O AMI J AN IERR
ENBEL<BEVYET,

Ny

- HIREIR

« PHOVRNEAMIOHEBZF Y EILTD

c THIOREHBEATVWS AMIZREDWFS

HIFREE

s BEROAWS THIU N EEFHBEATVS AMI ORBHFAASTHUY NZHIBRTE E
To MABMELFEBEN OU) EHEBEIATVS AMI ORBFAINSTHI MZHIBRL 2V,
NTVY O AMIANOT I E2AZHIBRL =) % Z &I cancel-image-launch-permission %
FRIDCERETEEREA,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
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« AMIl DREBFANSTHIV RN EZTLICHIBRTZERFTEEEA. AMIOFIEEIE. BEHED
THIOOREBUCAMI ZHETEET,

« AMI U —23>01)Y—ATT, cancel-image-launch-permission ®EITEIZIE, AMI
FPEHEENTVWAD 23 zEETRILENfGVET, AN ROFPT) -3 Z2EETS
A, AWS DEFAULT REGION IREZHZFERALE T,

* AWSCLI & & T SDK D& A, AMI DEBEFAASDT AV MDBEIBRZYR—BLTVE
T, EC2OAVY—IRBRECOTIZIVIZRISLTVEER A,

THAOREAMI OXBZF Y EILTS

(® Note

BEROTHIREAVMIORBZF Y EIILTRDE, RICRTCERFRTEREA. AMIA

OTOEAEEETHICR. AMIFFEENBEEOTATIYNE AMI ZHETBRENH )
£7.

AWS CLI
BEEOAWS THOURN EAMIOREEZF Y EILTBICIE

cancel-image-launch-permission AY¥ > RZEAL T, AMI® ID ZEELF T,

aws ec2 cancel-image-launch-permission \
--image-id ami-0123456789example \
--region us-east-1

ERZHD

"Return": true

PowerShell

AWS Tools for PowerShell ZfEFAL T AMI ABEZEHED AWS THO KN EHBEEThB 0DZEF v
EILTBICE

Stop-EC2ImagelaunchPermission N> RZFEHAL T, AMI® ID 2 8ELF T,

THAIVREAMI ORBFZEF Y EILTS 196


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-envvars.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-image-launch-permission.html
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Stop-EC2ImageLaunchPermission °
-Imageld ami-0123456789example °
-Region us-east-1

EREZHN

True

TAOREHRBENTVE AMI ZRDOT%

BEZEDODAWS THIVN EHBFEATVE AMIZREDF3ICE,. "HE AMI 0O%E Z23RBLT
<EZEL,

7Y OI—UDEHR

NT VYo AMI Z#ERL EHBE, 2Lk AMI Z5IO AWS 7 73")/I\ EHRHBELESEE, Ty
R—VBERTEET, 7Y IN—V%ERTDE, I—HF—RBEFTOTHIRNTTER L AMI
ICFOEAL, 1 VAV AZBETEERT, chic&kl) AMI U77’L/>7\7&'F§$t:/itﬁ‘(“€%>t
b, BEEEL T, FHATDIAM ZROFZENTEEXT,

AMIENT VY OTHRDH, TYIR—VDRBEEI-H—EHBLTVRREN B ET,
AMI D7 Y OI—0&ERTBICE

1. ROBEBHIEEND URLZADLET, region ICIE AMIDOU—2 32 ZEELET,

https://console.aws.amazon.com/ec2/v2/home?
region=region#lLaunchInstanceWizard:ami=ami_id

BIZE, ZOURL &, RKERE (N—2ZF 1) us-east-1 V—>3>0
ami-0abcdef1234567890 AMI A5 A4 2V AR AZRELE£ T,

https://console.aws.amazon.com/ec2/v2/home?region=us-
east-1#LaunchInstanceWizard:ami=ami-@abcdef1234567890

2. AMI 2RS4 —ICUVZBELET.

3. TYvIOR—0UFERTZICE. VDU%BIRTZH, TOU02AE—LTTSOHYICBY
(TEF, launch wizard"BEE E T, AMI FBEIEBIRENhTVERT,
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HE Linux AMI O HA4 RS54 >

WEXNREFHZEHE N, ERTE AMIOGEEMZE LTI EOICEK,. ROHASMRTA U ZEAL
x9,

/A Important

EFIVTADHARZAVDVARNE, WFNEZRLTRHEEBA, B AMI ZFER
<HERL, BRTF—EFREETNDAREICOVTTIERL TEE L,

A7y

- FATRHEICAMIY—ILEFEHzTD

e LI=RI—HY—0ONAD—RXR—ZRQOUE—FOJAEEMICTD
s O—ANN—KTOERAEZEMCTS

* SSH ARA M F—RT O HIk

s NTVY OF—FRABHRDAVAK—I

+ sshd DNS FIT VY UDEML (A7 3)

- BSORE

AWS Marketplace ® AMI 2 £ 9 31545k, AWS Marketplace BRFEEH A RO TAMI BEDOAR A~
T729T4AR1 T, HARSA2, RUD— RARNTZI9T1RAZISBLEZL,

AMI DZE£BHBICOVTOFME, ROZTEZSRLTSEZT W,

e NTVY O AMI XL ICHELERTS 5%
s NTUY O AMIORBE: EFIVTA8ED)—2T Y TOEH

FERATAEICAMIY—)LEZEHTS

Instance Store-Backed ® AMI MHE. FEHTSHIIC. AMI T Amazon EC2 AMI¥ERY —I)L&HX
YO—RULT, PY7TIL—RIBELE2HEBMODLET, Cchicky), EEAMI ICEIS<HFLWL
AMI ICBEFO AMIY =LA BEZS5hET,
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https://docs.aws.amazon.com/marketplace/latest/userguide/best-practices-for-building-your-amis.html
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https://aws.amazon.com/articles/0155828273219400
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Amazon Linux 2 Tlk. aws-amitools-ec2 NV —2% A2 ARM—)LL, XOIX> RT PATH
IZ AMIY —=)LZBIMLET, Amazon Linux AMI DFBE. F7# )L NT aws-amitools-ec2 /\Y
T—IONFBICA AN =IEThTVWET,

[ec2-user ~]$ sudo yum install -y aws-amitools-ec2 && export PATH=$PATH:/opt/aws/bin
> [etc/profile.d/aws-amitools-ec2.sh && . /etc/profile.d/aws-amitools-ec2.sh

ROIXY RZEALTAMIY =)L 2Ty 7T JL—RLET,
[ec2-user ~]$ sudo yum upgrade -y aws-amitools-ec2

OTFAARNIELI—23 20 0OBERK., AMIY —ILFSHIRTHD EZBEL TIEE L,

L=—RI1—HY—ONADT—RXR—=ZADOVE-NOAT A ZE TS

N7V AMICEEDIL—MNNAD—REZERTD R, EFIVTAOETERTHY. ¥

IZHshBBTNNBYET, AIBOTAVECNAT—REZETDISICI—H—ICHKEFELT

VWETH, BEEENDETO—BROBICNAD—RIBRAEhDBRES BV ET,

COBBEBRIBDICE. L—RI—HF—ONAT—RR—AOVE-ROTAVZEHICLET,

L—=RI—H—ONAT—RR—ZAOVE—RNOTA 2 ZEMICTDICE

1. THFAMNIFA1ZT /etc/ssh/sshd_config 77 /I Z2BE, XDTZRODFHLET:
#PermitRootLogin yes

2. TZROIIIZEELET:

PermitRootLogin without-password

COREZTANDFZAE, FAANIELI—232ICIBUT, £k OpenSSH Z2R1TL T
WEWEEE, BRI ENfBYET. COLSIBHEER. BEERZSZRLTSEZL,

O—ALIL—KRTIOEAZEMCTS

HEAMI ZEATEIEORARNTZ9T14 AR, BEBIL—NOTJAZEMCTEDETT,
BISICE, 2FFOA AR AICOTA4 L, AOON RERITLET,
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https://aws.amazon.com/amazon-linux-2
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[ec2-user ~]$ sudo passwd -1 root

(@ Note
COONY RA sudo DERAICHEZREIZERHYREA

SSH 7R A M F =T OHIR

INTVY O AMIASIREL - AMI ZHEFTBBEIE, /etc/sshICHBBEFD SSHARA R F—AR

TZHERLULET, chicky), HOI—H—IBEHEDO AMI ZFRALTA VAR AZEEHLEL

ZIZ, SSHF., HLWEEBD SSHF—RTEERITDELSICBFNETIhD L, EF 17T 15541
Th, "HEE RBEOTREEERSLET,

SATLLHBZROINTOF—T7AI)LZHIRLE T,

» ssh_host_dsa_key

» ssh_host_dsa_key.pub

» ssh_host_key

» ssh_host_key.pub

» ssh_host_rsa_key

» ssh_host_rsa_key.pub

» ssh_host_ecdsa_key

» ssh_host_ecdsa_key.pub

» ssh_host_ed25519_key

» ssh_host_ed25519_key.pub

RDANY RZFEALT, ChSOT77AI)NEINTHEICHIRTEXT,

[ec2-user ~]$ sudo shred -u /etc/ssh/*_key /etc/ssh/*_key.pub

/A Warning
shred BENZLBHIBRI—FT 1 VT 1 TlE, ANL—XFATHST7A4ILOITN
TOOE—EHBTERVTEEASYET, 77 ALOFRFOIE—E, Tv—F)
77 AN AT A (Amazon Linux DF 7 2 )L extd ZE28), ATy 7>av k., N\vo
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TFv7. RAD, BLVP—BFxF YY1 >TERTDCENTEET, FHICOVWT
(. shred (CBIT2 RFIARNESHBLTLSEZL,

/A Important

NTVY 9 AMI HSBEED SSH RARF—RTEEIBRIZDEZ2ENEEE, L—FUE
BE7OECLANS, AMIOA VARV AZRITIRINTOERFICATT, EF2UF1 L
DIVAINFHBDAREMEICODVTEAMENE T, BELVETFHEORIC, AMIICTZAX—KD
N—ONFfFHsh&xEd,

INT VY OF—FREHROAARN—)

NAD—RZFERALEOJA2ZB<SISIC AMI ZBRLES, I—Y—HFBRIOXHZXLZER
LTOJAVTERLSICLTBLKBENHYET,

JI—%—&, AmazonEC2 2R T2 &, 1 VARV AORBEBFICNT VY ITSAR—KF—R
TAZIBETEET, RunInstances API BFTVH L (FEREIN RT A2 APIY =)L) TEX
F—RTBEEETDE, NT UV UF— (CreateKeyPair £ I& ImportKeyPair OV H L
#IZ Amazon EC2 A" —N—LICRETE2F—RTO—F) £, A VAZVAXEZTF—RIIRTS
HTTP Query ZNLTA VARV ATHEATEDRSICBYET,

SSHZFERALTOJA2T5ICIE. AMINEBRICF—EZEEL. TNh%E /root/.ssh/
authorized_keys (FlE AMI LOZF0#O1I—H—THO NORBEER) ICAMTIHEND
WET, I—H—RF—RT7EFEALTAMI O AR AZEEBL, I—NNATD—RZALE
FICOTA U TEET,

Amazon Linux X Ubuntu Z#1$ & T2Z<DF1 AMNIEI—>3 2 TR, cloud-init NV T —
TEFALT, REEAEI—HF—ONT VY OF—RAEREFALET, cloud-init &Y
R—KRLTWABEWFAARNIELI—232 0B8R, PATARZ—KNTYTAIVT KN (Bl:/
etc/rc.local) ICXNI—REZEML T, BBFIC)IL—NI—HY—ICHLTEELENTUY S
F—ZBV)IAKET,

(® Note

ROBITIE, IP T KL A http://169.254.169.254/ & 1) > 2 O—HILTF RLATHY ., 1V R
ROADSDOHBITT,
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IMDSv2

if [ ' -d /root/.ssh ] ; then
mkdir -p /root/.ssh
chmod 700 /root/.ssh
fi
# Fetch public key using HTTP
TOKEN="curl -X PUT "http://169.254.169.254/1latest/api/token" -H "X-aws-ec2-metadata-
token-ttl-seconds: 21600"" \
&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/public-keys/@/openssh-key > /tmp/my-key
if [ $? -eq @ ] ; then
cat /tmp/my-key >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh/authorized_keys
m /tmp/my-key
fi

IMDSv1

if [ ! -d /root/.ssh ] ; then
mkdir -p /root/.ssh
chmod 700 /root/.ssh
fi
# Fetch public key using HTTP
curl http://169.254.169.254/1latest/meta-data/public-keys/@/openssh-key > /tmp/my-key
if [ $? -eq @ ] ; then
cat /tmp/my-key >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh/authorized_keys
m /tmp/my-key
fi

COBEE. 5502 1—F—ICEHATEET, root I—F—CRETILELESH Y EE A,

(® Note
COAMM CESTVWEAVAZVRAZBNVRIILTSE, BBFICEAEhZF—FEKA
FhET, T—\NDHIAIAKZHEILETSICF. authorized_keys 774D ZZEIZTD
(774 ZEIBRT D) D, COTT7AILEBNRILHSERALET,
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sshd DNS F T v UV 0EML (F 7> 32)

sShdDNS F IV U REMICTDE, sshd EF1UFTAHABEFIETLET, L. DNS DR
RO KBMUEBEIE., SSHOTA NG EHRERELET, sshd FIVIOZEMICLEN D5
5. DNS OREN KK D E, IXNTOOTA A PHIEENET,

sshdDNS F I v V& EMICTSIZIE

1. 7TF¥FARNIT 4 RT /etc/ssh/sshd_config 77 /I ZBHE, XOTZRDOHFHLET:

#UseDNS yes
2. fTZRDESICEBELET:

UseDNS no

(® Note

CORET7ANDEFMREF. TAANIELI—232ICRWUT, £& OpenSSH & E1T
LTVWEWEEE., BBBZENHBYET. COLIBHEERE. BEERZSRL TKES
W,

HSDRE

HETD AMIIC, BEEOHZT—RXPYTRNIITRRELZVCLEZHEFHLET. £H AMI
ZRBIZDII Y-k, ThZBNVRILEY, BIOEQELTRRLLEYTEDHREMENHY)
T UTOHAARFAVICRST, REELPTVWEFIVFTALOUARYVZERL TS EE L

« --exclude directory T ec2-bundle-vol A7 >a>zZFERAL T, N RILBEELCED L
BOBBRBERNA>TWBITFALINIBLOYTFALIRNIERFY TS IDEE2BHHL
T, B, IX—DENVRILTBEEIL, IXNTOI—H—FMBEDSSHNT VY OF—/7
FAR—RNF—RTB &LV SSH authorized_keys 77 AL ZBRALFET, Amazon /NT VY D
AMIT, 2hSO7 74, L—RI1—HY—0FEE /root/.ssh, BEOI—HF—0BEE
/home/user_name/.ssh/ ICBEENTWVWET, FHFMICODWVWTIEE. Tec2-bundle-voly Z5BRL
TLEEW,
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« NRIOFICZT ITILEEZHIBRLTSEZV, BU AMI TEEO/N> RILOTY 7O—R
ZHTIRE, DINBEITIVEAF—HAEENET, ROBIE. 1 VARXVARLSONY R
LOBICRTENDIREDINY REBDIYBENHYET,

[ec2-user ~]$ shred -u ~/.*history

/A Warning

LRRDEETHRL L shred OFIRIE, CCCEBERAEINET,

bash lF. RTRIZCEEO LY IVERET A AVICEERACEITEELTLKEE
Wo ~/.bash_history ZHIBRRICAAZXR>RAZOJT7IORNL, BEOJA2 T2

&, ~/.bash_history A"BERE N, sIOEY I VHRICETENREINTOIN R
FEENTVET,

bash MADMO T AT T LET 1 RV ICEBREZEZIATEYD, FELTFRELR dot 77 4
JEdot FA LU RMN) ZHIBREZIKBRALET,

« ROHPDA VAR AZNV RILTBICE, T7TAR—FF—& X509 FIAENYBETT, Ch
SOIARABEB LV TOMOAREZ, N RILEATOVWBWER (A VAR AARNTRE) ICE
EAHZFTT,

BE AMI
BE AMI E, ROY/N—HSBATES AMITT,

Amazon EC2 [& AWS Marketplace EEENTHY, FROVYN—REBEESNBERL 2 AMI Z410
Amazon EC2 1—H—IZHETRMHL LY, 1 VARV AIZYR—NERHLEWYTEET,

AWS Marketplace l&, EC2 1 VAR ADEBEICFERATES AMI K E, AWS TETEhDV 7
NOITZBATEDFFAANTTY, AWS Marketplace AMI & 7RO Y /N—=Y =)Lz &
ATFJVBIICEREATHY, IV —RFEHCEEIT RRBERODIBENTEET, AWS
Marketplace M FEMIZ DV Tk, AWS Marketplace DI I 7H A M ESBL TSEE L,

EEAMIASOA AR ADREIE, (D AMIASDA AR ADEEBERLUTY, B/
FX—RRBIBEHVEEA, 1 VAR ARK, AMI OFFEENREL ERE£& L. Amazon EC2 T
mismall {1 AZVARAT#E2TITRHEEA0 1 BREASL-YOEERE, BEVDIJH—EANE
EGFERARICETVTREETIhET, BENMMEEchZLEHYVET. BERAMI OFTEER., BE
DAVARVANZTOER AMI A SEEBENLDAESH ERAETEERT,
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/A Important

Amazon DevPay E# L VERFGEEELFEROZTHFZEFELELEL £, RERK AWS
Marketplace A", Y7 R IFEH—EA%Z AWS THRFELTHY), E—DFE—=hie
N—ATTZYRNTF—ALEB>TVWET, AWS Marketplace TY 7 R I 727704 LER
ST AHEICDOVTIEE, AWS Marketplace TORRFEZSRB L TS & L\, AWS Marketplace
l& Amazon EBS-Backed ® AMI ZHR— KL TWE T,

A7y

- AMI D BRZS

B AMI OB ZE

BX AMI QBB

s AVAZVAQOHERBI— ROEE

BRYR— DA

BRB RO R—KEhD AMI OFERE

AWS Marketplace Y 7 A0V V72 a2 EBTS

AMI @ BR5E

AWS Marketplace ZfEA L T AMI ZERSETE £F . AWS Marketplace TR AERHVICEVWYZ TS
ENTEET, £/ AWS Marketplace k. Amazon EBS-Backed AMI, DH'—T R4 ARV A,
ARY RA VARV ARED AWS EEEHR—KNLTVWET,

AWS Marketplace T AMI Z R559 2 H3EDFHMIC DWW Tk, AWS Marketplace TOERFEZSBL T
<EEELV,

BE AMI O#FE

BATED AMI Z2ZRETHDHFERFVWLS 22 HVET, FIZXIEFE. AWS Marketplace, Amazon EC2 1
V=), ANV RSAERFERATEETRT, H5LVE, FROYN—INEEAMI IZBETIEHRZS
ERIIBHSEITRENBYET,

AMI O BRZS 205


https://aws.amazon.com/marketplace/partners/management-tour
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OV —I)LzERALEER AMI OBE

OAVY—)z2ERALTERAMI 2RO T2 ICE

Amazon EC2 2V —)L (https://console.aws.amazon.com/ec?2/) ZF& £ 9,
FTETF—23RAT[AMIs] ZFERLET,

BRIDTAIINET, INTVYIOAX—=D] 2 BIRLET,

¥ZE/N—T. [Owner alias] (FTEE LA T RX). [=]. [aws-marketplace] DIEIZERL £T,

HmI— RADH > TVBIFEER., [Product code] (BRI —R), =] OJEICERL, BEFEI—R
ZANLET,

o & 0N~

AWS Marketplace ZEA L TER AMI 21 E T3
AWS Marketplace Z AL TEE AMI ZRE 213 1C(&

1. %ZB<, - AWS Marketplace

2. BR7A—LREARL—FAVIIRATAOEHEASNL, RERR (RIEHE) £BRL =
¥,

3. REFBREETSIIKAICEF. ATIAVEERT71IILEZFALET,

4. ZFHRBAIE. BRZA7 (AMI £zl& Software as a Service) DIRIAFIHFShTVE
ER

AWSCLI ZFEAL =88 AMI D& ZE

XD describe-images AN R (AWSCLI) Z#AL T, BRI AMI ZR D23 ENTEET,

aws ec2 describe-images
--owners aws-marketplace

COOAXVRE, BRAMIORFI—REBE, EAM 2HATHE X ETEFHMAZRLE
¥, describe-images A SOHAICKEK, ROXSBHEHBI—ROINUFHYET:

"ProductCodes": [
{
"ProductCodeld": "product_code",
"ProductCodeType": "marketplace"

}
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]I

HEO—RADHAODTVREER., BRERBI-RTIAINEZIVITITRENTEET, XOHI
&, BECNERRI-—REZFOREHO AMI ZRL KT,

aws ec2 describe-images
--owners aws-marketplace \
--filters "Name=product-code,Values=product_code" \
--query "soxrt_by(Images, &CreationDate)[-1].[ImageId]"

BE AMI OB A

AVMI ZFERALTA VAR AZBBTRICE. BRAMIICHA2T YT T2 (BATS)BENHY)
x79,

BE. 88 AMI ORFEE, MEPEAYA MAOUOBE, AMI ICBET21ERERELET,
DoV YOTRE, BUIICAWNS AOOTA U FROSNhET, OTF1 %, AMI ZBATE
9,

A2V =) z2ERALEZBR AMI OBA

Amazon EC2 Launch Wizard ZERAL TER AMI ZBBATEE T, FHMICODVWTIE, AWS
Marketplace 1 AR ADiEE) B#SBL T EEV,

AWS Marketplace Z{EA L I-H m D & &

AWS Marketplace ZEHA T2 C1dE AWS PHO 2 MRARBETT, AWS Marketplace BEH S 1A
ROABEEHTDICIE,. Amazon EC2 H—ERAZRATH OOV A TvTE, 1 VARV A%
BEIZRRBOYTAIITSIa N BETT, AWS Marketplace DERESEBRFITBICIE, 2

DOFENBVY)ET,

« AWS Marketplace 7T 7H# 4 ~:1-Click 7’04 X NEEET, BRICERELEVIRNIIT %
FTEPSBEITEEXT,

« Amazon EC2 Launch Wizard : AMI Z28EL., DA —RASA VAR AZEEEHTEET,
I DWTIE, AWS Marketplace 41 > AR ADiRE #5BL T EEV,
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A2VAZVAORBI— ROEE

A2 AR AD AWS Marketplace B I— Rk, 1 VARV AXRTF—2Z2FAL TREBTEE
To AXTF—ROBBIIOVTR., 1 VAV AXETF—RE1—HY—F—2 28RBLTKEE
Wo

HEI-RZEEITZICE. KOOV REERALET,
IMDSv2

[ec2-user ~]$ TOKEN="curl -X PUT "http://169.254.169.254/latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600" " \

&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/product-codes

IMDSvA

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/product-codes

AVAZVAICEBRI—RIEENDES. AmazonEC2 FThZIRL £ T,

BRYR—~NDOER

Amazon EC2 . FAROY/N—AY 7 RIIT (£-RTNIZHEKRT D AMI) O R— N &RHtTE
BESEFELET, FROYN—W. BEBAHA T YT LTEATED S R— MR ERY

FTBCENTEET, YR—MNERIEH AT YTIBE, FROVN—RSEZCRII—REE
LET. BEBERTOI—RECASO AMI CEERTRLEFHYET, Chitky), FAOY

N—ld, I—HF—DA VARV AFHR— MR THD L ERBTEES, £, BEEFRGEH
S5AVARYAREATHE, FROYN—FESEHROFMARNICLEF V., BEFCREEH
=7,

/A Important

VH—T RAVAZVA EEE YR NERERATRI LB TEEREA. BERLEE
2, YR—PMRROBRFTENEEL LB EZHLVERT,

HEI—REBADO AMI ZBEM TSI, XOON RO 1 2EFRALET, ami_id & AMI ®
ID T, product_code EEBEI—RTT,
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» modify-image-attribute (AWS CLI)

aws ec2 modify-image-attribute --image-id ami_id --product-codes "product_code"

» Edit-EC2ImageAttribute (AWS Tools for Windows PowerShell)

PS C:\> Edit-EC2ImageAttribute -Imageld ami_id -ProductCode product_code

—ERELERRO—REMEEZEZELLEYHEIBRLEY T2 ERETEEEA,
ERBRVOHYR—KENd AMI DFERE

BHELEYA—REhE AMI OBABNEASEROILYY hH— REBRE W, TOLEER
BLEEX—INEBARICEZEETRT.,. ChIFEED Amazon EC2 FRBS L FRIICERENE T,
FHBIZ DWW TIE, AWS Marketplace BAEHA RO "#HROEZH VW, 22 SBIEE,

AWS Marketplace Y 7 A0 U7 a> = EETS

AWS Marketplace VI 7H 4 NTlk, Y7ROUT2a>0FBORR., £RICEITIRA—I8
RORR, TRV Ta NEBBERTOIENTEET,

H7RAO)72a> 0FMERIETHICE

1. AWS Marketplace icOJ /4> LE T,
[Your Marketplace Account] ZiZRL £ 9,

2
3. [Manage your software subscriptions] Zi#RL £ 7,
4

BEDIXNTOHTRAI VTV AVHFRRENET, ETHOAVAZVALERET D00
dA—H—%xE, RROERAICETIHENERKBEEZRTTSICIE. [ Usage Instructions] %
BIRLET,

AWS Marketplace DY 7 R0 U7 araF+o2ILTSICE

1. TRV T 23V 2TEITENTVEINTDAN VARV AZRT LI ZHABLE
ERD

a. Amazon EC2 12V —JL (https://console.aws.amazon.com/ec2/) ZH & £ T,
b. FETF—23RADT, MVARVA]ZERLET,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2ImageAttribute.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-paying-for-products.html
https://aws.amazon.com/marketplace
https://console.aws.amazon.com/ec2/
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Linux 1 VAR ARI1—Y—HA R

c. A2VARAZEIRL, [Instance state] (1 > AR ADIREE), [Terminate instance] (1 >/

ARV ADKT) DIRICERLEXT,

d MWERERDZIAYE—IHNRRENES, [Terminate (] T)] ZBIRLF T,

AWS Marketplace (%4 > L. [Your Marketplace Account] (B % ® Marketplace 7 717>
N). [Manage your software subscriptions] (V7 NI T7HT A0V T2 a>nER) OJEICE

RULFET,

[Cancel subscription] Z#IRLET. BVWEL OEREERHZ 7OV T M RRENET,

® Note

ZEERZEZFYEILTDE, TEOAMDASA VAR AZEBHTELLLBEYET, T
O AM ZBEMFERTSICIE. AWS Marketplace 7 T 744 N E 7= ld Amazon EC2 O
V=I)OBEITF—REFEALT, TOAM Z2BEYTRISATIT2HENHYE

EE

AMI ZA4 7854 7)L

MEO AMI ZEK., IE—, 8RONYITYTUEY, FHERFLGERBBROERNITESD X
THRELEZY TR ENTEERT,

A>T

AMI ZHERT S

AMI Z2ZE TS

AMI @ O —

S3EMALTAM ZRESLVETTS
AMI ZIEHRIZTD

AMI @ XL

AMIRF Y723y NET—H473%
AMI DB RO FKR

chFEHNS AMI ZEIHT S

EBS-backed AMI 54 744 V)L B &1L,

AMI ZA4 T84T
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AMI Z4ERL T B

Amazon EBS-back Linux AMI &€ 1 VAR AARNT THR—RENTVWS AMI ZERTE X T,

(N =Xy
« Amazon EBS-backed Linux AMI Z{ERX T %
« instance store-backed Linux AMI Z{/EK 9 %

Windows AMI Z4ERK T B HFEICDOWVWTIEE, THAR LA Windows AMI ZER 3251 #5BLTLKE
=L

Amazon EBS-backed Linux AMI Z4ERK 9 3

Amazon EBS-Backed Linux AMI Z{ERK 9 % IC1&. BEE D Amazon EBS-Backed Linux AMI A* 5 i
BLEA AR AN SHOET, FlZIE. AWS Marketplace A SEUE L 1= AMI, AWS Server
Migration Service A* VM Import/Export ZfERA L TERL = AMI, @G I1—H—FT7 IO EAT8E%E
TOMOEED AMITT, ——RILEDPEBTA VARV AZHARIIAALES, #iLWLWAMI %
ERRL. BRLET. HILLWLAMIZFEAL T, DAZNAALEFHFLVWASA VAR AZRBETEE
¥,

LTRICEHBENhEFIEK, BS{tE i Amazon Elastic Block Store (Amazon EBS) /R 1 — A
JL—RRVI—LZEL) TNYITYTENE AmazonEC2 1 VARV AILE, BB{LEhTV
BOWARDY I —LFKRICHELET,

AMI DERZ O A, Instance Store-Backed AMIs DIZE & E R4 V) £, Amazon EBS-backed
142 AR AL instance store-backed 1 VAR ADEVDFHE, 1V AZVADIL—KF
NAARZATZHBTBHFEICODVWTE, "IL—HrFNAADARNL—, ZZRLTLKEE

W\, instance store-backed Linux AMI OERICEI T 2 FFMIC DWW T, Tinstance store-backed
Linux AMI Z4EFR T 21 ZZRLTLEZ L,

Amazon EBS-backed Windows AMI D4ERDEFHIC DV Tk, "Windows 4 > A X > A M Amazon
EC2 1—Y—HA4 R, ® TAmazon EBS-backed Windows AMI O{ER . Z#SBL T EFE L,

Amazon EBS-Backed AMIs D{ERR D HEE

RORIE., ETH0O EC2 1 AR AN S Amazon EBS-backed AMI ZER T2 7OCAZE LD
FEDTT, BBEDO AMIASBHBLT, 1V AZVAZREBLTHAZIA AL, ThHhSFHLWL
AMI ZHER L., BRICHFLVWAMI DAV AR AZEBEBLET. IRAOEKFE. XOHREOHIE
t_ﬁbijo
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Creating_EBSbacked_WinAMI.html
https://aws.amazon.com/server-migration-service/
https://aws.amazon.com/server-migration-service/
https://docs.aws.amazon.com/vm-import/latest/userguide/what-is-vmimport.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Creating_EBSbacked_WinAMI.html

Amazon Elastic Compute Cloud Linux 1 AR AAI—Y—HA4 R

AMI #1 EC2 instance #1 AMI #2 EC2 instance #2

| |
= EBs — | e EBS a— \ EBS A
: root - :_ Launch root Create ! root - :_ Launch root
| volume ' | instance volume image | volume ' I instance volume
: snapshot #1 : #1 : snapshot #2 | #2
N ¥ N ’
1 2 3 4 5 6 7

1—AMI#1: BEZ D AMI 2 5158 2

ERR T2 AMI ICBLEBRED AMI ZBERLE T, HlZE. AWS Marketplace A SEBL =
AMI, AWS Server Migration Service 2* VM Import/Export ZEH L TERL = AMI, £iEE1—
H—HATOLATEBZZTOMHOEED AMI TT, O AMI ZREIZJSUTHAEZINAALE
¥,

REXRANDEBS IL—RARUI—LARAFTY 73y N#1 &, AMI A" Amazon EBS-backed AMI T&
W, =R I—=AILEITZIBEBRNICORFTY T3y NIEMRENATWEAEERLET,

2—BFEOAMIDSA VAR AZRETS

AMI ZFRET D FHEE, LWL AMI OR—REBD AMIASA VARV AZRBEL, 1 VAR
VAENABIAARTDETT (RERAD 3)o RIC, DAXIAXZELHL L AMI ZER L
T (RERAD 4),

B—EC2CAVABVA# A VARV RAEBNAZIAXTD

AVARVACEEL, BDELHUTHARIAALET, HLLAMI ., ChSOHARRT
A RXHFEBENET,

AVABRVATROT VIV ERITLT, A VARV AZNARIAATEET,
s VIRDITRTFTVT—>232A4A2ARN—ILTSD
T i [
- BRBMEEETSLHIC—KT 7 LOBE. N\—KFARIOFTSY, SHEDOHMK
WMBZITS,
- BMOEBSARUI—LETRYTFITS
4-AAX=—D&ERTD
AVABRVANS AMI BERTBEIZ, AmazonEC2 A A VARV AZY Y Y RAILTHS

AMI ZHERTEDEE, A VAZVALOIXRTOBEZFLL, ERTOCARIC—EL LRE
ARIENDESICTRLEOTT, A VARV AN—BELIEREICH Y, BEYIC AMI ZEKTES
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BE. AVAZANEREZZELTEBEHLAVKLSIC, Amazon EC2 ICIEETEET., XFS
BEO—ZOTT7TAINATALATIE, FOTAETAOT7)—XBKLTT7 ) —ABERA A[BER 1=
H, IVAZRAZBRELEBLSTEAA—DELLITERTEET,

AMIER 7’ O ADE. AmazonEC2 A VARV ADI—KRRVI—LEAV AR AT
BYFENTVWBREOMODEBS R I—LDAFY T2 ay NEERLET, AMI OERZ#F
BRUTRFYT23aY NZHIRTDET, ATV 723V NEREOHREBWET, 1 VAR
JALTRYFENDZVTNADOR) I—LFBESLENTVWSEES, LWL AMI &, Amazon
EBS lES5{LZEHR—RNITDA VARV ATHOXHEEICEBLET,

R)I—LOHAXICK>TR, AMIERZ7OEAOETICEIN D BDHEENHYVET (RET
A FEANDEEHYVET) AMI ZERTBHEIIC, RUI—LDAFTY T3y NEERL
THBLE, RN B LETEDAEEN BV ET, COFETE. AMI ZERTDBRICERT S 2
ENHD2DEFENEVEPRAFTYTIOIYVYRNDOIKICKED D, 7OLAN K FTERSETLET
(RFTv 723y MEROEFEFEIRERELUTY), FHMICOWTIE. AmazonEBS AF v 723y
NDIER ZZRL TS EE L,

5 —AMI #2: #TL LY AMI

T7AEANFETITRE, HFLLAMIE, 1 VARV ADIIL—FRI1—LDSERENTEZATY
TaYNRFTYTTIVRNRR)HFESIhET, L= TFNA ARV I—AIZNMAT, 1A
BUAANTRII—ALAFEEFEBS RV I—LZA VARV AICEML EHE, FTLL AMI O
TOYIFNAAIYETICChSOR) I—LADBERIEENET,

Amazon EC2 Tl AMI FBEMICERENE T,
6-FLWAMIASA AR A%ZRETS

MLLAMI ZERALTA AR AZBETEER T,
T—ECCAZVARVA#2FLVWA AR A

A—H—AHLOAMI ZEALTA VAR AZRBTHE, Amazon EC2 B AFY 723 v b~
EEALT. TOAYARYADL—hEY1—AQLEHIHL W EBS KU 1—AZERLE

To AVARYADNARI AR, A VARV AARNT AU 1—A%EE EBS KU 1—L

ZEMLESE. HLLAMIOT7OY IFNAAIVEZTILCNSOR) 1 - LADOBEHRIEE
R FLWAMI A SRETEAVRAEYAOTOY 97 NA A Y EV T CEBIWIC NS 0K
J1—LOBEBIEENET. HILLWAVARVAOTOY VFNAAIVEV TILEEENT
WBAVAZRVAARNTRD) I—LGHFHFLL, AMIDERICERALIESA AR ADA ARy
ZAARFHRUI—LASDF—REEERTVEL A, EBS KU 1—ADF—REKEHTT,

FHRICOWTR., JOVYIFNAARIYEV T #5RBLTSEEL,
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EBS-backed AMI A SHIL WA VARV ARERTH5E. ABREREICEIFICTOIL—HIAR
)1—AEBMEBS ANL—20MAZHHELTH2HAEN BV ET, FMICOVWTE, Amazon
EBS R 1—LDHE 2SR L T EE L,

A2ABZR AN S D Linux AMI DER

AWS Management Console £z EIN> RTA/ 2 ZFEAL T, AMI ZERTEET,

Console
AMI ZER T B ICIF

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £ T,
2. FET—23URAVT, [M12VARVA] ZE#RLET,

3. AIMZEREND A AR A%ZEIRL, [Actions] (722 3>), [Image and templates] (A
X=JEFU7L—BN) OJEICEIRL, [Create image] (A X—PDER) 20V Y ILET,

® Tip
COATIAVNEMICE>TVDHES., TDOA 2 AZR > Al Amazon EBS-Backed
A2ABZATREHYYFEA,

4. [Create image] (4 X—2 DERR) R—2 T, ROBEHREEBELET,

a. [Imagename] (A X—TR) I, BRK 12T XFEXTAX—JD—EDREZEANLE
CB

b. [Image description] (4 X— OFHE) IZ, /RA 255 XFETAX—TDOBRAZADLE
T(FT3aV),

c. [Noreboot] (BB L&) NBEEIE, [Enable] (BXL) FI Y IRY ORAEAXT (7
7FZILBN)DEFRICTDHA, FICLET,

« [BREBLEVO[EMELFIYIRY VAN AT DHBESE,. Amazon EC2 HF#HiL
WAMI ZERT B EEIL, T—RORBEFRICTRYFENLERVI—LDOAFTY T
AV RNEHBTEDRELIDICA VAR AZHERHLT, " EH0HMEEZMHIFL
x£9,

- [BEBLEVO[EMEFIVIRY VAN A DHEE, Amazon EC2 AL L
AMI ZHEBRLTE, A VAR AR Y Y REDUOBLRUBRBEThEEA,
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/A Warning

[No reboot] (B#2EI L 5 \\) ZiBIRL £BE, EREhEAX—20, 774
SATLDEEHBIRIAIEThER A,

[Instance volumes] (A VARV AR 1—L)-ROEBY), I—hR)1I-LZEE
L. AmazonEBS 8 RV A VARV AARNT R 1 —LZEMTEET,

IW—hrR)I1-AR, BHOITTERENET,

c =R RVI—LDOFAAZEETRICE, [TAR] CHEBEZADLET,

« MRTRICHKR] 2BIRLEBE., COAM D SERENEA AR AEKRT
IHE, EBSARUI—LNHIBRENE T, RTHICHIBR] ZF7ICLESEEE.
AVARVAZKRTLTE, EBSARU I—LARHIBRENEEA, FMICOVWT
F, A VARV ADERTEHICT—22RkETD 22RBLTKEEL,

EBSRUI1I—A%ZEBMTSICIE, [Add Volume] ZBIRLET (ZhiZky, FHLL
TrEMENET), [ANL—ZA4T] TIEBS] Z&RL, TOT7 4 —I)LRICAS
LET. ERLEAMIASA VAR AZREBEHTHE, BMLERYI—-—ARKBEE
WICEDA AR AILTRYFENET, ZORII—LE7A—XY R NLTX
DURNTRBYBENFHYET, AFV T3y MR—ADRII—ALARGFNTINTS
DENFHYVET,

AVAZVAARNTR)I—-LZEMTBICE., "TAMINODA VARV AARNTR
J1—LDEMZZRBLTKEEV, TORFHLVLAMI A SA AR AZEERT

L, BMENLZAR) I-ARBEBNICHBILENTITRENERT, Ch5D
R)I1—LIKEKE, AMI OERICERENERITHROAN ARV ADA VARV AR
R7RVI-—LDT—RBEFEENEEA,

2T -AMIERFYT2ay NIRAUEVZRTR s, BB E2TE{0HBEE
TEEXT,

c AMI EAF Y723y MIEAURTZRTBRICEK, [MAX—DERFTY T2 avRIC
—EICRTEFTR]) ZBIRLET, AMI EERE D IXNTORFTY 723y NC
k. RUEZITNERENET,

c AMI ERF YT 23V NIERBDRITERFRIICR, M X—DERFYTTav R
BRI R T ZFHB] ZBIRLUET,. AMI EEREND AT YT ay Nk, BR
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BPRUVNFBERENET, LEL, INTORFY T3y NIRUERITHNRFTFShE
T BATVYTDAYVRNIEBR BT ERNTRERTEEREEA,

(A7>32)RTZEMTBHICIF. [Addtag] ZERL, TORXTOF—ELEZANLE
T BRIICOVWT, ThZegVELET,

f. AMI ZHERTDEBHN TE -5, [Create image] (f X—P DER) ZiBIRLET,
5. ERAICAMI DAT—RAZRRTDICIE

a. TET—>23a RAT[AMI] ZERLET,
b. 7 4J)L&X% [Owned by me] (BN FTAE) ICEREL. UARDS AMI ZIRLE T,
&{llE. AT—R A pending TTH, ¥p# available [CED VT,
6. (A72a)FLWAM ICHERENERAFTY T3y NERRTDICIE:
a. BIDATY 7T THELEAMIOIDZXELET,

b. FEY—23>2ARA2 T, [Snapshots] ZiEIRL £,

c. 74J)LZ—%& [Owned by me] (BZAFA) ICEREL. ILWAMID DRFY T3V
N %& [Description] (EiBR) ZITHREL £,

IA—H—HDNZDODAMDASA AR A%ZBHTDE, AmazonEC2 ECDAF Y S
aviharFEALT, - FNAAR) 1 —LEBERLET,

AWS CLI

ROVWTNADOIAN REFATEET, CNSOOARXRTIAVAVE—T I A ADFEMICD
WTIE, AmazonEC2 ANDT7 IVt AZSRL TS EE L,

« create-image (AWS CLI)
* New-EC2Image (AWS Tools for Windows PowerShell)

ATy 73y KRASO Linux AMI ODER

AVABVADIN—RTFNARARI)I—LDAFTY T3y NNFHBHEE. AWS Management
Console ¥R AN RTAVEFEALT, TOAFTYTIIYRHLS AMI ZHERTEXT,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-image.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Image.html
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Console

AFTvTavhhs AMI ZERTSICIE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
2. FTET—232URA2T, [Snapshots] ZERL XTI,

3. AMIDOERTICBEDAFTY 723y hEERLTAHS, [Actions] (F V< 32), [Create
image from snapshot] (A7 Y 7> 3y "RASA X—D&ER) ODIBICERLE T,

4. [RAFTYT2aY P SAAX—DZERIR—IT, ROFHREEEL T,

a.
b.

C.

[Image name] (A X—2R) IC, A X=20OhbHAYXRTVEFHZAANLET,
[Description] (RE8A) I, A X—2 OEEEHBPEEADLE T,

[Architecture] (7 —FTO0F %) T, AX—DT7—FT0Fv2BRLET, 32EY D
B5EE [i386], 64 EY NDIBA K [x86_64]. 64 E'Y N ARM D5 A & [arm64], 64 £
N macOS NiF& 1 [x86_64] ZTNTFNBIRLE T,

[Root device name] (JL— K FNA AB) IZ, L—RFNA AR 1—-LLCERTEI TN
AABEANLET, FMICOVTE, Linux 1 VARV ATOTINA AL #5BLT
<EZEL,

[Virtualization type] ({R#8{L X4 7°) T, ZO AMI A SEBEhIEA VAR ATERT
RV TEZBIRLUET, FMHICOVTIEE, Linux AMI{REBILZ AT 2SR L TL
ZEL,

(BERBILDIZEDA) [Kernel ID] (H—FIL ID) T, A XA=DOARL—FT1ATTA
TLADH—FRINZBRLET, 1 VAZVADIL—RFNAARII—LDOAFTYTS
2avy hEFEALTVRBE, TOA VARV AERUA—XIID Z&RLET, F
AEBEEE. T7AILNOA—FILZFERALTIEEL,

(BRI DIBA D &) [RAM disk ID] (RAM T 1 22 ID) T, 4 X—2 D RAM 7 4
AVEBRLET, D—FILZBRULLEBEE, YR-—MIDRTAN-EEEILHE
D RAM T4 AV ZBRL BT NEBSBEVWAREN &) XTI,

[7—RE—R] TR, 1 X=207—FE—REZBRTZH [F7 ) NEFEH] 28R
L. SOAMITA VARV RAEBRBELEELEEZEIZLA VAR ARATTHR—RNEhTY
27—NE—RTEBIDEISICLET, FHICOVWTE, TAMIOT —RE—RZE%
ETD1 EBBLTEEL,

(FA723aN[7AvyIFNAARIYEY T 0232 T, L—hRUI—-LEHRAR
NAAXL, F—RAR)1—-LZEMLET,

AMI Z4ERK T B
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RDI1—=—ALZEWL, 4K, BA4T. N7 37— AE5MH, RTROHIBROEE, &
PRSIt AT—RAZEETEEXT. L—MRVI—AIZOVTR, Y1 XZARAFT YT
2AYRNOYA XK NEL TR LG TEFELA, RUI—ALZRATICIE, AR SSD
gp3 AT 7 # I NTEREATVET,

j. AMI ZER T D ERBHN TE =S, [Create image] (4 X—Z DERK) ZiBIRL E T,

AWS CLI

OV RSAVZFERALTARAFTY >3y "Nh s AMI ZERT S ICIE

RTOWTNAOIAY > REFRATEET, ChSOIOANRSA AV E—T I 4 ADOFEMICD
WTlE., Amazon EC2 AN 7Vt AZSBLTLKEEV,

 register-image (AWS CLI)

* Reqister-EC2Image (AWS Tools for Windows PowerShell)

EELEAMIDSDA 2 ARV ADRE

AVABVARIEGAFTY TSIV RASERLIEAMIAS A2 ARV AZBETERT,

FLOWAMIASA AR AZ2BETSICE

1.

2
3
4,
5

Amazon EC2 2% —)L (https://console.aws.amazon.com/ec2/) ZBEE £,
TES—2 32 RA42 D [Images (£ X—=0)] T. [AMIs (AMI)] ZiBIRL £ 7,
7 1)L X% [Owned by me (B OFE)] ICFREL. AMI ZEIRL E T,

AMI DS A2 AR A ZRBET D] ZBRLET,

T7ZINNEZZDRKERTZD, I VARVARE VA —RTHAZLEZEELET.
FHIOVTR, ILLWAV ARV ARBVA Y —RZHEALTAV AR AZEHITD 25
BLTSEZV,

instance store-backed Linux AMI Z{EK T %

AVARADREFICEETD AMIICK 2D TIL—KFNA AR I—LDRATHRENET,

Instance Store-Backed Linux AMI Z4ERK T % (C (k. BEFE D Instance Store-Backed Linux AMI A 5 &2
BLEA AR ADSHBOET, Z—AICEDPETA VARV AZHAZIAALES, R 1—
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https://console.aws.amazon.com/ec2/
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LZINRILL, FILWAMI ZBRLET. ILWAMI ZFERAL T, DAENALALEHRLVA >
ARV AZBETEXT,

/A Important

AVABZVAARNTRY 1—LZL—RTFNAARAELTHR-—RNITBDAVAZVARAT &
C1, C3, D2, G2, 12, M1, M2, M3, R3, X1 D& TT,

AMI OERR 'O+ Ak, Amazon EBS-backed AMI D& &R V) £F, Amazon EBS-Backed 1
> AR A& Instance store-Backed 1 AR ADEVDFHE, 1 VARXADIL—RNFNAA
RATZHBNTEDFECODVTR, TI—KrFNAADARL—2 1 Z5B LT EE LV, Amazon
EBS-backed Linux AMI Z{E T 2 X EN HBFEEIE. "Amazon EBS-backed Linux AMI Z4ER T

%1 2BRLTEE,

Instance Store-Backed AMI ODER 7O ADBE

ROEIE, Instance Store-Backed 1 VAR AN S AMI ZER T2 7OCAZETELEHEENTT,

launch
_unﬁtance-.‘
A l' %
AMI #1 Instance #1
= .
upload ; [ register _launch
[ bunde _:..7bundle ' image > instance ”|
volume
root volume )
+ bundle bundle AML #2 Instance #2
in 53 bucket
Host computer
A
root wolume
Host computer

B, FERTD AMI ERERDO AMIDS AV AR AZRBEBLET, 1V AZAILERL, Th
BHABINAARTEET AVARVADNAZIAXFED2125, TEhZE/NRILTEET, N
YRILZOCLAHFRZETIRICEBADBEALVET, 7OEANETITRE, A X—IXZTIAM
(image.manifest.xml) E)—KRARUI—LAOTT7L—REEEL7 714 )l (image.part.xx)
TERENDNY RILFEREhET, RIC. N RILZE Amazon S3/NT Y MZTFY 7O—R

L. AMI Z&&LET,
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® Note

instance store-backed Linux AMI @ S3/NNT Y NCAT T O RNET Y 7O—RTBDICE,
NTYNTACLZEMICTRIRSENHYET, BMICLAEWVWES, AmazonEC2 7Y 7
O—RIBDATZIVNCACLZRETET A, BEONTY RN S3I AT IV ND
BHEONTY NFIEEBREREZEAL TVRHEE, ACLFAEMICED D, COREE
ZAFERA, HHIICOWTE., 'S3ATIVNOFEEZEFERALET7Y JO—REhiAT
SIVNOEENDER, 22BLTLKEEL,

EEEFFLVAM Z2FEALTA VAR AZBET S E, Amazon & 1—H—A Amazon S3 (I
7Y7O0—RULENVRILZFERALTA VAR ADIN—RR) 2 —LZEKLETF, Amazon S3
DN RILTHERAENBZANL—DEFFICOVTR., BEENTOEBZRIBRTZDZETTHI NS
BENFrRELET, FHAICOVTE, AMI DEZO#EKR Z25BLTLIEEV,

LW=RFNARAR)I—=LICMAT, A1 VAZVAARNTRYI—LBA VAR AILEBNL 15

& FHLLWAMI O7OY 9FNAAIYETICCNSDORY 2 —LAOBBRFEEN, FHL LWL AMI
HOREIDAVAZVADTOAY IFNAAIVE T ICHBNICChSOR) 1 —LADBEHNE
FhET, FHEHACO VTR, 7OV IFNAAIVEVT #SBLTLIEEL,

BIRSAF
AMI ZHERR T D IZIE, BHIICRDEATVEZZET IRBENBYIET,

« AMIY—=ILEAARN=ILET, FHICOVWTRE, AMIY—=)LOtY hT7Yv 7 #8BLTLE
=L,

« AWSCLIZA4A AR —=ILET, FHMIZCODOVWTIE., TAWS Command Line Interface ® v k
TY71 &2#SRBLTLSEETL,

e NRINIZSINTY RHHY)., NTY NZACLYFERICHE>TVWBRELEZHERELET, ACLD
REDFMICOVWTIE, "TACLMEEL Z25RLTLSEEL,
« AWS Management Console ZfEA L T S3 /N7 Y NEEK T B IZ K, hitps:/

console.aws.amazon.com/s3/ T Amazon S3 1Y — )L ZF& . [Create Bucket] ZiERL &
9.

« AWSCLITS3INTY hNEEKTBICIE, "mby ANV REEATEERT, 12AM—ILT
Wad AMIY—=I)LDO/)N—23 25 1518 B DB/ E K. ec2-upload-bundle X RZEH
LTSINTY RZERTDEETERT, FMICODVWTI., Tec2-upload-bundles S8
LTLEEV,

AMI Z4ERK T B 220
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c AWST7HIUUNIDANHBDCEZHRELET, FHMICOVWTIEE, TAWSTHOUNEBUT7L
VAHA R @ "View AWS 7 HT K identifiersy ZSBRL T EEV,

s AWSCLI ZFEAT2DICHERBFRIABEBRNIHDEZHBLET, FMICOVWTE., AWS
Account Management U 7 7L AHA RO TAWS FHO U RDORARNTZ 0T 1 A1 #58RL
TLEEL,

« X509 SEHEBLVHIET DT TAR—NF—HNHD2BERELET,

« X509 fIHHERERTAMEN HRHEEEK. "SRIAAENEE ) 2SRBL TSEET L, X509
SAZEESAR—NF—lF. AMI OES{L/ESICERAENE T,

« [FRFE (dt3X)] $EC2_AMITOOL_HOME/etc/ec2/amitools/cert-ec2-cn-north-1.pem SEEA
ExFEALET,

« [AWS GovCloud (KE - #&#8)] $EC2_AMITOOL_HOME/etc/ec2/amitools/cert-ec2-
gov.pemifBAEZFERALE T,

s AVABVALERL, DAEIAALET, BIARE, YVIRDITETTIT—23>&(42 A
R=LLZVW, F—RZzOE—-LIY), —BT77AIILZRIKRLEVY, Linux REZZEEL LY TE
x5

RARY

«c AMIYV—=IILOEY N7V

 Instance Store-Backed Amazon Linux € > AR AHD S50 AMI D ERK

« Instance Store-Backed Ubuntu 4 > A X > AN 5O AMI ODERK

« instance store-backed AMI Z Amazon EBS-backed AMI \ () Z 2

AMIY =)Lty NTY T

AMI Y —)L &R L T, Instance Store-Backed Linux AMIs Z#ER B LV BB TEET, YV—IL&fE
AT, Lnux AV ARVAILA VAN =ILTIRENF HYET, AMIY—)LIEF RPM &L THE
ATZEDEEEIC, RPMZHR—KNLTVWAEV Linux 1 ARNJELI—>3 20Tl zp 77/ L
LTHEATEET,

RPM ZEALTAMI Y —IIZ2HRET S I

1. yumBZED Linux F1ANJELI—23 2 HONY T—IOXRZ2—D v ZFEALTRUby 242 A
R—=ILLET, RIZHZERLET,
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[ec2-user ~]$ sudo yum install -y ruby

2. wget®curl BEDY—)LZFEALTRPM 77/ EXIO—RLET, RICHZRLE
ED

[ec2-user ~]$ wget https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.noaxrch.xpm

3. ROOAXVRZFEALTRPM77AMIDELRZEETS:

[ec2-user ~]$ rpm -K ec2-ami-tools.noarch.xpm

FOOAXRE, 7740 SHAI BEVPMDS/\Y 2 AHF 0K, THBEEZRLTVWET,
NYZ AN NOT OK THBDZEZIAN RARLTVWRHE, AOONY REFERALT7 74
IOAYSA—SHA1 BELOMD5 /\Y2 1EZRRLET,

[ec2-user ~]$ rpm -Kv ec2-ami-tools.noarch.rpm
R, 77A4NLOAY A —SHAI BRTMD5 /\Y 2 1%, UTORIEEH AMI Y —)L/\Y
SaAEHBL, 77AMIIOERMZ#EELERT,

- AV S — SHA1: a1f662d6f25f69871104€6a62187fa4df508f880
+ MD5: 9faff05258064e2f7909b66142de6782

T7AINDAYE—SHA1 BV MD5 /\Y 2 AN RIEFH AMIY —=)L\YS1E&E—BT 35
. RDATYTICHEERZRET,
4. XOOAX REFEALTRPM Z2A4 AN —ILLET,

[ec2-user ~]$ sudo yum install ec2-ami-tools.noarch.rpm

5. ec2-ami-tools-version AN > RZFERALTA AN —=ILLE AMIY —)LERIELET,

[ec2-user ~]$ ec2-ami-tools-version
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® Note

[cannot load such file -- ec2/amitools/version (LoadError)] B ENO— RIS —ZZFEL
EHmER. ROATY 7ZETL, AMIY —)LZA 2 AN—)LU /=35 %& RUBYLIB /\
AICEMLUET,

6. (A7VANBDATY T TCIS—HNRELEEES., AMIYV—I)LZEA > ARN—ILEEF%E
RUBYLIB /NARICEIMLET,

a. EMTRINAZANBICE, ROONV RZETLEY,

[ec2-user ~]$ rpm -qil ec2-ami-tools | grep ec2/amitools/version
/usr/lib/ruby/site_ruby/ec2/amitools/version.rb
/usr/lib64/ruby/site_ruby/ec2/amitools/version.xrb

LtROHITE, UBIOO—RIZ—HIS5Kkbhi77A4)E /ust/1ib/ruby/
site_ruby 8 &V /usr/1ib64/ruby/site_ruby [CH V) F T,

b. BIOATY 7 DOFFT% RUBYLIB /NAIWZEBMULET,

[ec2-user ~]$ expoxrt RUBYLIB=$RUBYLIB:/usr/lib/ruby/site_xuby:/usxr/1ib64/ruby/
site_ruby

c. ec2-ami-tools-version AN RZFERALTA A= LEAMI Y =)L ZRKRIEL £ T,

[ec2-user ~]$ ec2-ami-tools-version

Zp 77 AN ZEALT AMIY —LZRETSICIF

1. Ruby Z4 2 AR—J)LL, apt-get B &, Linux F1 ARNJEI—>3 2 AONY T—IXFR—
Dy FERALTHRELET., RICHZRLET,

[ec2-user ~]$ sudo apt-get update -y && sudo apt-get install -y ruby unzip

2. wget®ourl BEDY—=IZFEALT Zzip 774N EFA D O0—RLET, RICHZERLET,

[ec2-user ~]$ wget https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.zip

3. /usr/local/ec2 &, BYIBAVAN=LATFALINIICT7TAINZERLET,
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[ec2-user ~]$ sudo mkdir -p /usr/local/ec2
$ sudo unzip ec2-ami-tools.zip -d /usr/local/ec2

zZip 77 A)NICE, 7 # )R (ec2-ami-tools-x.x.x) FEEFNET, T, xxx EY—=ILD
N—>3> %S (Bl ec2-ami-tools-1.5.7) TT,

4. EC2_AMITOOL_HOME IREZH#%Z., V—IDA AN —=ITF1LIBNJICKRELET, XKICHl%z
RLET,

[ec2-user ~]$ expoxrt EC2_AMITOOL_HOME=/usr/local/ec2/ec2-ami-tools-x.x.x

5. Y—)l%Z PATHIRIBEZHICEMLE T, RICHAZRLET,

[ec2-user ~]$ expoxrt PATH=$EC2_AMITOOL_HOME/bin:$PATH

6. ec2-ami-tools-version AN RZFEHALTA AN =L AMIY —)LZRIATEEXT,

[ec2-user ~]$ ec2-ami-tools-version

ERAHENEE

AMIY —)LOBEOINY RTR, FORIEBRMABAE (X500 SEAZSLEHEND) FRE
T9, FIAERERL. AWSICTYTO—RIBIBENHYET, HlAE. SEHEOERIC
OpenSSL B EDH—RN—FT 1ROV - ) Z2FERATEET,

TORINBERAAEZERTBICE

—

OpenSSL ZA VAR —ILERTERELET,

2. 7TA4XR—NF—% openssl genrsa AN RZFEALTHERL., HH%Z .pem 77 1)L TR
FLET, 2048 EY REZEF 406 EY N RSAF—DEREZHREL TVWET,

openssl genrsa 2048 > private-key.pem

3. openssl req AN RZEFAL T, FLAEZHERLET,

openssl req -new -x509 -nodes -sha256 -days 365 -key private-key.pem -outform PEM -
out certificate.pem
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BEZ AWS IC7 Y 70— KR9SI, upload-signing-certificate N> RZFEAL F£ T,

EII_I;

aws iam upload-signing-certificate --user-name user-name --certificate-body
file://path/to/certificate.pem

I—H¥—OFRAEE —ERRTDICIE, list-signing-certificates I¥ > REFHAL X,

aws iam list-signing-certificates --user-name user-name

1—5—OFORI)INEBEZRAIMPEZENCELFEBAEMILT S IZE. update-signing-certificate I~
VREGSRALET, ROV RIFHASEEIICLET,

aws iam update-signing-certificate --certificate-id OFHPLP4ZULTHYPMSYEX704BEXAMPLE --
status Inactive --user-name user-name

GAFEAE X HIBRT B IZ &, delete-signing-certificate AN REFEAL T,

aws iam delete-signing-certificate --user-name user-name --certificate-
id OFHPLP4ZULTHYPMSYEX704BEXAMPLE

Instance Store-Backed 4 > AR AN 5D AMI DIER

IROFIETIE., instance store-backed 1 > A X > AH S instance store-backed AMI Z4ERX L £ 7,
BT 2EIC, 47 TEESE) 2B LTLSEEL,

(N =Xy

« Instance Store-Backed Amazon Linux € > AZ > AN S5 DO AMI DIERK

* Instance Store-Backed Ubuntu € > A X > AN SO AMI D ERK

Instance Store-Backed Amazon Linux € > AZ > AN SO AMI DER

cOto>3>Tlk., AmazonLinux 1 AR AN SO AMI DERICOVWTHBALE T, UTOF
JEE, 2D Linux T4 ANVE1I—>23 0 ZRTITDA AR ATREELEVATREMEN HY
¥, Ubuntu BIEDFIEIC DWTIE. TInstance Store-Backed Ubuntu 4 > A X > AA S5 D AMI D4k
B ESELTL XL,
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AMIY =)L DEREREEZSDICE HIM A2 AR ADHK)

1. AMIY—=)LTIE, GRUBDOL A —HAERICEBITILENFf HVET. KOOV REFEAL
TGRUBZAZARM=ILET,

[ec2-user ~]$ sudo yum install -y grub

2. ROAXVRzZFEALT, N—FT1> 3 BNV T4 AN —ILLET,

[ec2-user ~]$ sudo yum install -y gdisk kpartx parted

Instance Store-Backed Amazon Linux €1 > AZ 2 AN S AMI ZER T 2 IC &
CHOFIETIE, TaIREZH) CRESNECIRZENI BLEhTVWAEZRRELTVET,
ROIAX Y RTE, #renppppnnniire - —B B OBRTEZLAET,

1. AVARVAICRIEHRZ7Y 70— RLUET, Amazon TR IS OREEEHRZFEAL T, &
ZE Amazon EC2 B EED AMI ICTOEATERELSICLET,

a. ROLSIC, BABHRDIZOD—HFTFAILINIZBA AR AILLERLET,

[ec2-user ~]$ mkdir /tmp/cert

TNICERY, ERLIEAX=D D SRABRERATER T,

b. scpBENRLBIAE—Y—/)ZEALT, AEI—-ENSA2VARVAD /tmp/
cert FALIURNUIC X509 FIFABERBTE T TAR—NF—2IE—LET, KD -
i my-private-key.pem AX > RM scp A7 a2k, X509 7’FAR—MF—TlE%
<, SSHTAVARVAILERITDHICEATEITZA4R—KF—TF, RIZHIZERL
7,

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem /
path/to/cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cexrt/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 717 0.7KB/s 00:00
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 685 0.7KB/s 00:00
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FEE, ChsHTL—2TFANT7AIILDOEBE, SIASEF—ETFANITAXTHE,
AVFoY% /tmp/cert DFLWI 7AIICIE—TEET,

2. A2VARVARANS ec2-bundle-vol IX¥ > RZEITL T, Amazon S3 IZ7 ¥
T7O—REBDNVRILZERBLET, -e 7230 2BEL T, FEAER
EREITDTFTALINIEBRALET, F72I)NTE. N RIL7O1
ATHBRBERESEATVITMEMNI HEI2 T 7ML ERALET, 771I)LIC
. *.sw, *.swo, *.swp. *.pem, *.priv. *id_rsa*. *id_dsa*. *.gpg. *.jks. */.ssh/
authorized_keys, */.bash_history BENHVET, cnSDT7AIINEITNXNTED
BICE, --no-filter A7 >3 ZFEALET. CchsOT77AILDO—BEEHDICIE, --
include #7>a>zEFEALET,

/A Important

AMINY RALZ7OAGE, 72K T, L—bRUI—LZXRT /tmp FAL I KV
IC. EBENBEStEhE—EOT77AILZERLET, N RILEEMRTEIOIC+S
BEEET 4 ADEEN /tmp CBEWVWEBE, -d /path/to/bundle/storage 7% 3
VEGERALT, N RILEZBNITZEIOEFMEREETIHLENHBYVET, 1 VAZVA
CRk2TEF, T7IXTINARNL—2H /mnt £zlE /media/ephemerald (CN T
RENTHERATEICE D> TVWRBEENf HBYVET, HB2VE, N RILZRETHIHLL
Amazon Elastic Block Store (Amazon EBS) R 1 —AZEH, 72 Y F. BRI
r¥BEETEERT,

a. ec2-bundle-vol N> Ri&, root ELTEITITBIBENHYET, FEAENDIT R
T, sudo 2R TR ETT IV LAFUZERSERZENTEETN., COBEE. R
BEREHIETDEHIC sudo-Esu BRTTHIHRENHVYET,

[ec2-user ~]$ sudo -E su

CNT, bash 7O NZ&kV) root I—H—ELTHEANET B ELSICHE2>7=2 & &, root
DINICVWBRCEERT/N\Y I ARTICRIIEENBEEBRASNIECEIDEELTLSESE
(AN

[root ec2-user]#

b. AMIONY RILZERTDICIE., XDKSIC ec2-bundle-vol AYX Y REZERITLET,
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[root ec2-user]# ec2-bundle-vol -k /tmp/cert/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -c /tmp/cert/cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -u 123456789012 -r x86_64 -e /tmp/cert --
partition gpt

(® Note

FE (JbR) & LU AWS GovCloud CKE - BZ) V—>3 222V TE, --
ec2cert NTX—RZFEAL, AIRZHICK > TAHEERIEELE T,

AX=DDERICEBED I HIPYVET, COOAXNRFETLES, /tmp (FEFT7 %)L
RAAD) FA4 LI RNVIZNY RILAEENET (image.manifest.xml, HERTEHD
image.part.xx 77 1))

c. root>I)ZEKTLET,

[root ec2-user]# exit

3. (ATVANAVARVAARNT ZESICEMTSICIE. AMI A® image.manifest.xml
TP7A4LT, 7OV IFNAAIVEV TR RELE T, FMICO VTR, 7OYI9FNALA
XvE T #BRBRLTLSEEV,

a. image.manifest.xml 77 AINONY OT Y T&ERXLET,

[ec2-user ~]$ sudo cp /tmp/image.manifest.xml /tmp/image.manifest.xml.bak

b. image.manifest.xml 77/ OFEXZZEL, HZihBY EMENFECEDELSICL
7,

[ec2-user ~]$ sudo xmllint --format /tmp/image.manifest.xml.bak > /tmp/
image.manifest.xml

c. THFANIF/4ARTimage.manifest.xml D7OAYIFNAAIVETERELF
T ROHIE, ephemerall 1 VARV AARNTR) I—LOFLWI KU ZRLTW
S
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® Note
BWBEHEOT7AIINO—EICDOVWTIE, Tec2-bundle-voly Z2ZHBL TS
(AN

<block_device_mapping>
<mapping>
<virtual>ami</virtual>
<device>sda</device>
</mapping>
<mapping>
<virtual>ephemeral®</virtual>
<device>sdb</device>
</mapping>
<mapping>
<virtual>ephemerall</virtual>
<device>sdc</device>
</mapping>
<mapping>
<virtual>root</virtual>
<device>/dev/sdal</device>
</mapping>
</block_device_mapping>

d. image.manifest.xml 77 /I ZRKEL, TFARNITFI1RZKTLET,

4. NV R)%Z Amazon S3 ICT7 Y 7O—RTBICIE. KD KSIC ec2-upload-bundle X > R%ER
TLET,

[ec2-user ~]$ ec2-upload-bundle -b my-s3-bucket/bundle_folder/bundle_name -m /tmp/
image.manifest.xml -a your_access_key_id -s your_secret_access_key

/A Important

US East (N. Virginia) AA D) —2 3> T AMI Z2F B TS IZ1E, --region 7> 3>
£, FTEE—TY NU—DIVEBETHNT Y MR, FERE—FY RU—D 3
VTHERTED—EONTY RNAOEATR—7YRNI—2IZ2EETIHEND
WET,
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5. (723> )NNRIL%ZE AmazonS3 ICF7 Y7 O—RLES, RO /tmp AN REFEAL T,
AVARVAD M TFTALIRNIDASINY R ZHIBRTEET,

[ec2-user ~]$ sudo rm /tmp/image.manifest.xml /tmp/image.part.* /tmp/image

/A Important

-d /path/to/bundle/storage T Step2 A7 a & FERALTNAZIBEL L5HE
&, /tmp TRELZFTONAZFEHALET,

6. AMI ZEETBICIE. RDKSIC register-image IX > RERITLET,

[ec2-user ~]$ aws ec2 register-image --image-location my-s3-
bucket/bundle_folder/bundle_name/image.manifest.xml --name AMI_name --
virtualization-type hvm

/A Important
ec2-upload-bundle AN RTU—2 a3V &2BHEIICEEL EHERE. COONVRTE
S—EE¥N)—>arEEELET,

Instance Store-Backed Ubuntu 4 > A X > AN S O AMI O ERK

cOtEo>3a>TlR,. A VARV AANTR)I—=—LZIIL—KKR)1I—-—LELUTEATS Ubuntu
Linux 41 ARV AA SO AMI DERICOVWTHBLET, UTOFIER. 8D Linux 74 AR
E1—23 ZRTIBDAAXATIRBEEL BZVWAIBEMA H V) F T Amazon Linux BB O F|E
I DWWk, Tinstance Store-Backed Amazon Linux € > AR AN SO AMI DERK 1 £SBL T
<EEL,

AMI Y — L DEREBEEZ B2 (HVM 1 2 AR AD &)

AMIY =)L TlE, GRUB DL A —AERICEBIDILEN HYET, LEL. Ubuntu l& GRUB 2
ZHEATRZELSCHRECNTVET, I VAXVATGRUBDOLAS—Z2FEALTVWER L ES LR
b, FALTVWBEWBEREA VAR —ILLTRETIHBENHYVET,

AMIY — LA ERICHET RO, HYM A ARV AICN=FT 14232V =AMV A=)
TNTVBIBEEHEXT,
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1. GRUB Legacy (/N\—232 0.9x K@) ZA VARV AILA VAN =TI RENHYE
9. GRUB Legacy FFEL TWVWAH & ZHERL ., BEBBERFA VAN ILLTLEZN,

a. GRUBAZVAKR—ION—23a2ZHAEBLET,

ubuntu:~$ grub-install --version
grub-install (GRUB) 1.99-21ubuntu3.10

cOHITE, GRUB/N—23a A" 09x A ED =%, GRUB Legacy Z1 VA KR—ILT B &
ENHYET, Step1.b ICHEMKRE T, GRUB Legacy N'EEICHBHEE, "Step2) £TA
*y T TERT,

b. ROOAXV RZFEAL T grub N\ T—2Z A2 AN —=ILLET,

ubuntu:~$ sudo apt-get install -y grub

2. BEVOTFIANIELI—23 20NV TF—IFZ—2y2FERALT, XON—FT142 a3 ER
NYT—2%A4A2ARM=ILLET,

+ gdisk (FAARNUE 21— 3V IC&>TRRDYIC/NY 7 — gptfdisk ARG HE h5i5
EFBYED).

* kpartx
* parted

ROIX RZEFERALET,

ubuntu:~$ sudo apt-get install -y gdisk kpartx parted

3. AVABVADA—FRINTXA—ZZHERLET,

ubuntu:~$ cat /proc/cmdline
BOOT_IMAGE=/boot/vmlinuz-3.2.0-54-virtual root=UUID=4f392932-ed93-4f8f-
aee7-72bc5bb6cadSd ro console=ttyS@® xen_emul_unplug=unnecessary

H—ZRILBRTFIL—BFNAAD/NT X=X ro, console=ttySo, H X
xen_emul_unplug=unnecessary 2EZEHET, 77T AaVREBIHBENHYVET,

4. /boot/grub/menu.lst TH—FII IV M) ZEREL TLEEL,

ubuntu:~$ grep ~kernel /boot/grub/menu.lst
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kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro console=hvc@
kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro single
kernel /boot/memtest86+.bin

console N X—& A hvcd Z R4 ML TV (ttySO TlREAWV) &, BRT
xen_emul_unplug=unnecessary N7 X—ZAREETHBDEICFELTLKEEVW, & C
TE, ATV RBEBBREENFHYVET,

5. /boot/grub/menu.lst 77 A ZEEOTFARNIT 14X T (vim X nano %5 &) THREL
T. AVV-ILEETEL, SEGEBBELENTA—22T —RINJICEBMLET,

title Ubuntu 12.04.3 LTS, kernel 3.2.0-54-virtual

root (hdo)

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs
ro console=ttyS0O xen_emul_unplug=unnecessary

initrd /boot/initrd.img-3.2.0-54-virtual

title Ubuntu 12.04.3 LTS, kernel 3.2.0-54-virtual (recovery mode)
root (hdo)

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro
single console=ttyS0 xen_emul_unplug=unnecessary

initrd /boot/initrd.img-3.2.0-54-virtual

title Ubuntu 12.04.3 LTS, memtest86+

root (hdo)

kernel /boot/memtest86+.bin

6. H—KILIVKNVECEPNBENZXA—ZHFEENATVD L ZRABLET,

ubuntu:~$ grep Akernel /boot/grub/menu.lst

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro console=ttyS0
xen_emul_unplug=unnecessary

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro single
console=ttyS0® xen_emul_unplug=unnecessary

kernel /boot/memtest86+.bin

7. (Ubuntu 14.04 BARE®M d) Ubuntu 14.04 THEE) T % Instance Store-Backed Ubuntu AMI i& GPT
ODN—=FT1423a2F—T LB LT /boot/efi LY TV RENEBID EFI ON—FT 123> %
FALE T, ec2-bundle-vol AN REZDRE/N—TFT1>32 NV RILLEEA, TDIZ
b, ROBUZRTESICEFION—FT 142320 fetc/fstabIT VNV ZEIXKNTIRTS
PDENFHVYET,
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LABEL=cloudimg-rootfs / ext4  defaults 00
#LABEL=UEFI /boot/efi vfat defaults (/]
/dev/xvdb /mnt auto defaults, nobootwait, comment=cloudconfig @ 2

Instance Store-Backed Ubuntu € > A X AN S AMI Z4ERKT B ICIE
COFIETE., TaREH) KRBT ETRKEN BLEEhTVRCEZFRELTVET,
IRDAR > RTIE, #eupppppppppsse 1—F—BEBOBEHRTEEHRRIET,

1. AVARVAICRIEHRZ7Y 70— RLULET, Amazon TR NS OREEEHRZFEAL T, &
E¥E Amazon EC2 EHABERD AMI ICTVEATERELSICLET,

a. ROELSIC, FEIABEBROLOO—KTFALINIZA AR AIZERLET,

ubuntu:~$ mkdir /tmp/cert

TNICRY, ERLIEAX=D D SBABERERATEER T,

b. scp BENREZIAE—Y - ZFERL T, AVEI—ZINSA ARV AD /tmp/cert
TALIORNVIC X509 FIAEE T SANR—RNF—2IE—LE T, KD -i my-private-
key.pem X RM scp A7 3 Ek, X509 T7TAR—KhF—TldH<, SSHTA VA
BUOACERITREOICERATEZTTAR—FF—TF, RIHlERLET,

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem /
path/to/cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cert/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 717 0.7KB/s 00:00
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 685 0.7KB/s 00:00

FEE, ChsPTL—2FTFARNTI7AINDEBEE, (IREELF—ETFANITFT A XA THE,
ATV % /tmp/cert DFLWI7 7AIIICIE—TEET,

2. A2VARVANS ec2-bundle-vol AN RZEZEITL T, AmazonS3 ICT7 Y
T7O—RIBNVRILEERBLET, -e A7 a>EEEL T, RIER
ERETDTALINIEBRALET, 72 NTRE, N RO
ATHARBEREEATVDAREMNI HD2 T 7AINERILET, 77 AILIC

(&, *.sw, *.swo, *.swp., *.pem, *.priv., *id_rsa*. *id_dsa*. *.gpg. *.jks. */.ssh/
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authorized_keys, */.bash_history BENHNET, cnSDTF7AIINZEINXNTED
BIClE, --no-filter A7 a> a2 FERALET, CchsOT77A4IIO—ESHDITIE, --
include #7'>a> = FERALET,

/A Important

AMIN> RALZ7OEAE, F7A)IBRT, —bRUI—LZKT /tmp FAL I KD
2. EBENBESItEhE—EOT7 7ML EZERLET, N RILEEMRTEIOIC+S
BREET A RAVEEHD /tmp ICBEVWEFE, -d /path/to/bundle/storage F7< 3
VEFALT, NRILZBMNTDEOEMEEETIXENHYET, 1 VAXVA
ICL2TR, T7IXZINANL—2H /mnt £izlE /media/ephemerald (2N
RENTHERATEICE D> TVWRBEENf BYVET, H2VE, N RILZRETHIHLL
Amazon Elastic Block Store (Amazon EBS) R 1 —AZ{ER, 72 Y F. BRI
r¥BEETEET,

a. ec2-bundle-vol N> Ri&, root ELTEITIBIHBENHYET, FEAENDIT R
T, sudo 2R TR ETT IO LAFUTZERESEDZENTEETN., COBEE. R
BEREHIETDEOHIC sudo-Esu BRTTHIHREN HYET,

ubuntu:~$ sudo -E su

CNT, bash Z7O7 MKV root I—H—& L THEBBENDELSICHE2=2 & &, root
JINICVWBRCEERT/NYDARTICRIEESNIBERAShIECEIDEELTLKESE
(AN

root@ubuntu:#

b. AMI O\ RILZERTDICIE., KDKSIZ ec2-bundle-vol AY > REZERITLET,

root@ubuntu:# ec2-bundle-vol -k /tmp/cext/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -c /tmp/cert/cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -u your_aws_account_id -r x86_64 -e /tmp/
cext --partition gpt
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/A Important

Ubuntu 14.04 BAFE D HVM 4 >~ AR ADIFBE, --partition mbr 755 &EM
LTEBFIEZELSNRILLET. TNUAOEBESE. FILERE Oz AMI
FEBLEE A,

AAX=DDERICEEDAHPVET, COOANVRFETLES, tmpFALIRNUIC
NV RILNFEENET (image.manifest.xml, B RTEED image.part.xx 77 4
Yo

c. root>I)ZEKTLET,

root@ubuntu:# exit

3. (ATVANAVARVAARNTZESICEMTSICE. AMI A® image.manifest. xml
J74)LT, 7OV I0FNAAIVEV T ERELE T, FHMlICOVWTR, 7O0YI9FNAL1A
RvEVY #8RBLTLIEEL,

a. image.manifest.xml 77 AINONY OT Y THERLET,

ubuntu:~$ sudo cp /tmp/image.manifest.xml /tmp/image.manifest.xml.bak

b. image.manifest.xml 77 A/ OFEXZZEL, HZihBY EMENFECEDELSICL
79,

ubuntu:~$ sudo xmllint --format /tmp/image.manifest.xml.bak > /tmp/
image.manifest.xml

c. THFANIF/4ARTimage.manifest.xml D7OAYIFNAAIVETEiRELF
T ROBIE, ephemerall A VARV AARNTR) I—LOFLWI KU ZERLTW
E S

<block_device_mapping>
<mapping>
<virtual>ami</virtual>
<device>sda</device>
</mapping>
<mapping>
<virtual>ephemeral®</virtual>
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<device>sdb</device>
</mapping>
<mapping>
<virtual>ephemerall</virtual>
<device>sdc</device>
</mapping>
<mapping>
<virtual>root</virtual>
<device>/dev/sdal</device>
</mapping>
</block_device_mapping>

d. image.manifest.xml 77 /I ZRKEFEL., TFARNITFI1REZKTLET,

4. NN RIL%Z AmazonS3 7Y 7O—RTBICIE,. KDKDIZ ec2-upload-bundle N> R&EZE
TLET,

ubuntu:~$ ec2-upload-bundle -b my-s3-bucket/bundle_folder/bundle_name -m /tmp/
image.manifest.xml -a your_access_key_id -s your_secret_access_key

/A Important
US East (N. Virginia) AAD ) —2 3> T AMI 2B B I B FENHB S, --region 77
arve, ITILER—TYRN)=23VICBETBDNTY MNA, EEEEX—TY
)—2 3> THERTED—ZEONTY NNAOBEETER—SYN)—23 0 ZBETS
DENFHYVET,

5. (7232 )NV RIL%&ZE AmazonS3IZT7 Y 7O—RLES, RO /tmp AN REFEAL T,
AVABZVADMTFALIRNIASNY RILZHIBRTERT,

ubuntu:~$ sudo rm /tmp/image.manifest.xml /tmp/image.part.* /tmp/image

/A Important

-d /path/to/bundle/storage T Step2 A7 >3 #FERALTNAZEEL 1215
A, /tmp TREBESUTERUNAZFERALET,

6. AMI ZEFETBICIF. ROKXSIC AWS CLI 0 register-image AN > RZERTLET,
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ubuntu:~$ aws ec2 register-image --image-location my-s3-
bucket/bundle_folder/bundle_name/image.manifest.xml --name AMI_name --
virtualization-type hvm

/A Important
ec2-upload-bundle AN RTU—2 3V &2BHIICEEL EHEE. COONVRTE
S—ET0)—2ar aEELEXET,

7. (Ubuntu 14.04 LARR) /etc/fstab M EFI T NUZ X MNEBRLE T, ThUNDEE, £
THOA VAR AGBEHTEE A,

instance store-backed AMI % Amazon EBS-backed AMI A\ ) Z

Instance Store-Backed Linux AMI (. Amazon EBS-Backed Linux AMI IZZTE £,

/A Important

Instance Store-Backed Windows AMI A* & Amazon EBS-Backed Windows AMI NDZ#:, S
KUTFELTLVAEWAM OZEHFETERTE A

Instance Store-Backed AMI %Z Amazon EBS-backed AMI (ZZ#: 9 5 (C1E

1. Amazon EBS-backed AMI A*S Amazon Linux f VAR A%ZRELET, FHMICDOWVWT
. FILWA AR ARBEBVAY—REFRALTA VAR AZREE TS 25RBL T EE
We Amazon Linux 4 AR AICE, AWSCLI BXKT AMIY =T VAL AR=I)LENT
WET,

2. Instance Store-Backed AMI Z/\> RILTBDICHERL = X509 7TAR—KNF—FA( AR
ACT7Yy7O—RLET, Amazon G OF—ZFEAL T, BFEKE Amazon EC2 B R
BOAMIIZTOEATERLSICLET,

a. ROKSIC, X509 T7ZAR—RNF—DA2AZVALL—BTF1LINJZERLET,

[ec2-user ~]$ mkdir /tmp/cexrt

AMI Z4ERK T B 237



Amazon Elastic Compute Cloud Linux 1 AR AAI—Y—HA4 R

b. scp ZBENZREHIE—Y—J)ZEALT, OAVE1—2A5 /tmp/cert T4 LI KU
X509 7TAR—KNF—Z2OE—LET, ROANY RO my-private-key NTFX—&
&, SSHTA VARV AILERTBEHICHERATETZARXR—F—TF, fi:

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cext/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 717 0.7KB/s 00:00

3. REZHZRELT, AWSCLI ZFEHLET, FHMICODVWTIE, TF—RT70OEHRI 258BL
TLEEW,

a. (EE)AWSTItEAF—, >—JLYRF—BLTEYZ AV R—IVOREZERERTE
LET,

[ec2-user ~]$ expoxrt AWS_ACCESS_KEY_ID=your_access_key_id
[ec2-user ~]$ expoxrt AWS_SECRET_ACCESS_KEY=your_secret_access_key
[ec2-user ~]$ export AWS_SESSION_TOKEN=your_ session_token

b. AWS 7V EAF—HBLVZ—IL Y MF—DRBEEHREREL XTI,

[ec2-user ~]$ expoxrt AWS_ACCESS_KEY_ID=your_ access_key_id
[ec2-user ~]$ expoxrt AWS_SECRET_ACCESS_KEY=your_secret_access_key

4. ¥ L\ AMI ® Amazon Elastic Block Store (Amazon EBS) R 1 —AZ#{HL £,

a. create-volume ON RZFEAL T, AV AR AELRBLULTZRASE) T4 =V =20
EBSARU1—LZERLET, INRHIODAR) I —LIDZEZZEHTIEEL,

/A Important

COEBSAKRUI—LRE, TOAAZVAARNTDI—RRII-LERBUHA
ARETHRIBENFHYET,

[ec2-user ~]$ aws ec2 create-volume --size 10 --region us-west-2 --
availability-zone us-west-2b

b. attach-volume Y > RZEAL T, Amazon EBS-Backed 1 VAR AIICAR) 1 —L%T
XYFLET,
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[ec2-user ~]$ aws ec2 attach-volume --volume-id volume_id --instance-
id instance_id --device /dev/sdb --region us-west-2

5. NRLOT7A)NEZERLET,

[ec2-user ~]1$ mkdir /tmp/bundle

6. /tmp/bundle N> RZERAL T, Instance Store-Backe AMI M /X2 K )L % ec2-download-
bundle ICX U >O—RL&ET,

[ec2-user ~]$ ec2-download-bundle -b my-s3-bucket/bundle_folder/bundle_name -m
image.manifest.xml -a $AWS_ACCESS_KEY_ID -s $AWS_SECRET_ACCESS_KEY --privatekey /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -d /tmp/bundle

7. ec2-unbundle AR REFEAL T, N RIAASAX—2T 74N EBERLET,

a. NRILTZANHACTFALINIEEELET,

[ec2-user ~]1$ cd /tmp/bundle/

b. ec2-unbundle AY > REETLET,

[ec2-user bundle]$ ec2-unbundle -m image.manifest.xml --privatekey /path/to/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE . pem

8. NVRILEZBRLIEAX=DASHUWEBS RY1I—AILT77(4)Z2IE—LEY,

[ec2-user bundlel]$ sudo dd if=/tmp/bundle/image of=/dev/sdb bs=1M

9. NRILZBRLIEHLOUN—T12320R)1-LEZRELET,

[ec2-user bundlel]$ sudo partprobe /dev/sdbl

10. 7OY 9 FNAAD—BEEZRRLINIVNTDTFNAIABZERLET,

[ec2-user bundlel]$ 1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
/dev/sda 202:0 0 8G 0 disk

##/dev/sdal 202:1 0 8G 0 part /

/dev/sdb 202:80 @ 10G 0 disk
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11.

12.

13.

##/dev/sdbl 202:81 @ 10G 0 part

COBITRE, YO TBN—FT14>32IF /dev/sdbl TIH, FNARABREZTS<ERY)
9, RUI-—LFEIShTVWEWEERE. XUV KRTBT/NA AR /dev/sdb IZETVE
T (FNAAN—FT A4 OREBICBIER L),

MLWEBS AU I—LDIY I RRANEERL, RUI—-LZITBRLET,

[ec2-user bundle]$ sudo mkdir /mnt/ebs
[ec2-user bundle]$ sudo mount /dev/sdbl /mnt/ebs

EBSRUI1—L®D /etc/fstab 77 AN ZEEDTFANITFT 4 Z (vim X nano & &) TH
B AVARVAART (Z7 I XZII)R)I—LOI NINFHNIFHIBRL ET, EBS R

1)1 —A7A /mnt/ebs ICEF TS NB =8, fstab 77 A4 I)LIE /mnt/ebs/etc/fstab IC&H V)
x99,

[ec2-user bundle]$ sudo nano /mnt/ebs/etc/fstab

#

LABEL=/ / exts defaults,noatime 1 1

tmpfs /dev/shm tmpfs defaults 0 0

devpts /dev/pts devpts gid=5,mode=620 @ O

sysfs /sys sysfs  defaults o 0

proc /proc proc defaults o 0

/dev/sdb /media/ephemeral® auto defaults, comment=cloudconfig 0

2

COBITR., REDTZEHIRIDVENBYET,
R)I—LZTIRIRNL, AZARVARSTEYFLET,

[ec2-user bundlel$ sudo umount /mnt/ebs
[ec2-user bundle]$ aws ec2 detach-volume --volume-id volume_id --region us-west-2

14. ROEKSIZ, FILWEBS R 1—LDS AMI ZHERL F3,

a. MILWEBSAKAUI—LDARFTY T3y hNEhBLET,

[ec2-user bundlel]$ aws ec2 create-snapshot --region us-west-2 --description
"your_snapshot_description" --volume-id volume_id

b. AFTYTIIaVYRIETLTVWAREZERLET,
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[ec2-user bundle]$ aws ec2 describe-snapshots --region us-west-2 --snapshot-
id snapshot_id

c. tOAMITERENEZ7OYyHYT7—FF7TI0F v, RENLZAT, H—RILAX=2
(aki) &, describe-images N> RZFEALTHELET. COARTY T TR, TD
Instance Store-Backed AMI @ AMI ID X ETT,

[ec2-user bundle]$ aws ec2 describe-images --region us-west-2 --image-id ami-id
--output text

IMAGES x86_64 am