adws

BRESH A R
Amazon CloudFront

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon CloudFront BREHAR

Amazon CloudFront: BBR&EH A R

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEES LV NL—RRL AWK, Amazon DEDTRRBEVRBRELRF T —ERICEBEEL

T, BERIEILZHVIZY) Amazon DERZEDT LN XDEBLEYITHIVABEIFRICEVTESE
AT LE@FTEREA, Amazon FFAIBLEWMEDEERFRINTENTNOREEICRELE T,
FIEZEEHSTLE Amazon EDREXEEN HZIDIFTREHYELA, £, Amazon DXEZZ
TTVWBERFAIEYEBA,




Amazon CloudFront BREHAR

Table of Contents

JAN 0 F=V.Zo g W il = S O1 [oTUTo | =l o] | SRR 1
A2 7> %ZBE CloudFront T3R5I ZBRRE T B ITIE oot 2
By s A OO PR PR 4

BRNIITHARNDIOYTUYBEDIIE ..o, 4
AUFIVRETFABRVESATANI=ZTETFADEE oo, 5
SATLRBEETHED 7 A —ILRZEBILT D (e 5
T D D I A E N A R e ettt 5
Lambda@Edge HAZNA RZFEALETZAR—=—RNIAT VYOG oo 6
ATV % CloudFront B T D T3 oot 7
HNFI1—F—(CO2 T2V % CloudFront Bl E T B & e 7
HF)=23a B ITvoF vy Y 2E CloudFront BIET D IE oo 8
(07 [0 Lo |l e oL A I ey el A NS 10
CloudFront XX— RTLT7AY D AVARNZEERATD oo, 11
A <A S 111U T | 1 () Y AR 12
(01 [oTUT [Tt T = 3 - 12
SAVINGS BUNGIE ...ttt ettt e e e e e e e e e e aaaaaaeeeaees 14
CloudFront 4 ARJE1I—>3 2 OB I T ADEBER oo 19
AW S S D AE .ottt ettt 21
B 8 oot e et e et e ee—ee e e eeeee—ee e e ——eeee—e e e e e e eae e e aai—aeas 22
B T ottt e et e e —e e e e ee e e e —eeeee e e e eee—eeeee it e e ae e e e e e eae e 22
AWS T I T s N AN D T A S T T et 22
B B T o DB B oot 23
AWS Command Line Interface & /= l& AWS Tools for Windows PowerShell DF&E ............... 24
AWS SDK D) B T s Ldm R oot e et e et e et e e e e e et eeeeeeeeeeens 24
BEETAARNIE I =23 O ERIB T D e 24
B R R ettt 25
S A L Ay A O (=1 5 - 1~ T 25
ATY T 2. AT VBT Y T R I D e e 26
ATYT B TAARNIEI =T BEBRT B oo 27
AT YT A T Y T T AT B e, 30
AT Y T B 0 T ) T T et 31
0 R 31
poge A ST ok e iy Ay e O NI L 1 =z 1 RO RSO TP 32
A R ()Y = RO 33




Amazon CloudFront BREHAR

A B R () b i A e (R 33

P O LY N i = Iy i = 39
TAARNUE I =2 3 DBEE e 39
FAARNIE LI =23 T TE DT T T e, 40
TFAANIELI =230 OERBRTCEFRTHUEATHD API 714—=)LR (e, 41
TFAANIEI—23 2 OER, BHE. BRTBIBR oo 45
TFAARNIELI =230 BERT RO D AT Y T e 45
Sk 07 S LU N i = I () L (=) - R 47
ol I~ = O 48
R N U .o 84
P 7S NN i = I () Ll Sl SR 86
S 7 S UV N i = I () )<L - RN 87
T A AR E D=2 3 D BT e, 88
TAANIE I =23V BBIBRT B oo, 91
BT 7 O4 ZERA L T E R R R I T AR T B e e 92
CloudFront #5577 O A ZERA T BT — 0 T e 94
AT—V0FAANIELI =230 EMENT7TO/4RI—OFER o, 95
AT=DVTFAARNIE I =23 DF R YT e 105
Ei S o W R R 1= b ) RO 105
MG T 7T OMICETR VA —RETDMDERIIE ..o 108

I X 2 0 S DL - R 109
AmMazon S3 INT Y RDBERD .o 109
MediaStore 1> 7 F & /=& MediaPackage F ¥ RILDERA ...coooviviiieeeeee, 118
Application Load Balancer MfEF .........cooiiiieie e 118
Lambda BIET URL D ..o 119
Amazon EC2 (RO AAZRLT D) OFER oo 120
CloudFront T D 2 T IL—T"DFER oo 121
AR URL Dl oo e ettt e e 121
FRE R XA T BDIBIN oo et 122
RERXAVBEBNOTFAARNIE I =23 T T D oo 126
RE RXABDHIBR ..ottt ete e enen, 132
RERXAVBTO * DAILRA= RO oo, 133
RERXA VBEBRAT DD DEH e 134
RERXA BOBERICT T BHIBR .ot 135
D FEF WEDSOCKELS ......veee ettt ettt et e et e e saeeeee e e eeeeeaeenes 137
WebSocket 770N TILD AR B oot 138




Amazon CloudFront BREHAR

VDS OCKEE O B ..ottt ettt et e et et e e ettt et e, 138
B 2 L R E oottt ettt ettt 139
TR S D B ettt ettt e, 140
T Y S T A B oo, 141
A YD TITRU D DB oo ettt 141
F A YD DTRI D U DUV T e e 146
BIBE VY S TTR S D oot e, 153
T Y D T A T D U T e e 157
VDT ARNDEIED oottt e, 161
TV TARIRU D = DVERR oot 162
TV TARIR D U2 DUV T e et 167
BIAVT U TARIRI D —DIER oo e 169
CloudFront ' T ARAY Z =D BN ..o seee e 175
FVDVVOTARRI D —EF A YD ARV —0EEFEEZEBBTS e 179
LARY AAY H—DBINE T IEBUIBR .ot 182
LARYAANY B =R —DERR ..o 183
NER =TI RLARVAAY S =R =D oo 190
LARVAANY R =R —DIBEE oo 196
ATV DEBM, BIBR, Rl B E E R e 211
AT Y DB INE T T B A e ettt 211
B TE D) 0 T Y D) R oottt ettt 212
N=2aR/REQOTTANBEFERLUEBRTE7 7ALNDERT e, 212
BAU 7 7ANBEER U E T T Y D F R e 213
ATV ZHBIBR CloudFront L T S L 2R U ettt 214
T T AILD URL DFTARZ T A K oottt ettt en e 214
HMEDORXABEEA TS (XAMPIE.COM) ..o 215
URL ICHRBD AT YD (/) BAE T B oo, 215
BIRENIEOT Y DBRMANE URL DER oo 216
FTAIRDIL =TT D T R OIETE oo e 216
A BNl N A2 R R 2 = =i =T b~ 216
FTAILRNDIL=RAT DT RDEEER oo, 218
L=RATZITOREERZLBEWVEED CloudFront DB ..o 219
T T AILDEETI oottt 220
T7ANEEDLTEIHL, N—23a[FETT7AINEBEERTEINDBIR oo, 221
FENIZ T D T 7 A I DITRTE oo e ettt ettt 222
NI T D 7 7 A I D FBIE oo ettt 222




Amazon CloudFront BREHAR

OV =NEERALET T AILDEI e, 226
CloudFront APl Z{ER L7 Z A ILDETIE oo 229
BIRFEINIL T T AR DERIEIPR ..ot 229
TT7 AL D RIS IT T B IFAUY et 230
BRI 7 7 A Il D A ettt 230
ZA72 T U N%ZEHE CloudFront T3 720D DEETE ..o 231
CloudFront FEHB D AR B ....ooceeeeeee ettt 231
CloudFront Bl BB T B I R T T oo, 233
CloudFront A FEHE T D 7 7 A I B A T e 235
o T RN s e ) RN 236
HAAZLT T =L ATRY ZD B oo et e e 237
LT — L R TR Y A B E T R T B oot et e et 238
BEDHTTP AT—RATA—RICHRBITDINARLALIT—R—=IOERK oo 239
FTPITONENABRLIZ—R=DZBIDFATICHEINT D oo 241
ICRDTIRENDL AR ATD—RDZEE CIOUAFTONt ..o, 242
A ITZ—% CloudFront ¥+ V> 1 FDBFRDBEIE ....oooovieee e 243
AV S W AR R D B ] .o ettt e e et e e e et e e e et e e e et e e e eeeee e, 245
FLOFAARIELI—=23 2 T AWS WAF ZERIC T B e 246
BETED T I T ACL DFER oo, 247
BEOTAARNIEI =232 TAWS WAF ZBERIIC T B oo 247
BETED T I T ACL DFER oo, 248
B ) T A R EE R I T B oottt 248
L N B B ) B T ettt et ettt e et e e e e e e e e e e aaaa e 249
CloudFront EF 2 T A FZ Y A7R—= RO oo 249
AWS W AF D R oottt ettt et e et e e e et e e e et e e eeeee e 250
RL Y RTF=BDIBIR oottt 251
BOt CONIOl D TIY .ottt 252
L0 D BB B e et e e e 254
CloudFront IR HIHIBR D B IR ..ottt ettt e et e et ee et e e e 255
EXRIVTAFAYTAR=ROBIE e 255
AT oINOEFITBT IVERAET I EARABIRDELTE oo 256
T HTTPS ZAEF T D CIOUAFTONT ...t 256
Ei1—"—& OBTHTTPS BB TS CIOUAFIONt ...t 258
HAZLFV DT U T HTTPS ZRAZEIZT D et 260
Amazon S3 AT I U T HTTPS ZRZEIZT B oot 263
Ei1—"—& OBTHR—KRENTWSAZ7ORIILEBEF CloudFront ........ccceeveveveeennee. 265

Vi



Amazon CloudFront BREHAR

EFVDUVBTHR—RENTWA ORI CloudFront EBES ..o 271
HT TP S Bt Bl B oottt ettt et ettt e e e e 273
B R XA B E HTTPS D oot 273
A HTTPS U2 T AN CloudFront ZEB T D HEDIEIR oo, 274
T SSUUTLS REFEZFEA T DO DEH CIOUAFTONt ... 277
TO SSL/TLS GERAEDFEAICEE TS U #—X CloudFront (E1—"7—& B ® HTTPS
ClIOUAFTONt DGR ) oot e e e e et e e et e e e e e e e e nr e e e e easeeeeennes 282
B R X A B E HTTPS DR I oot 284
SSL/TLS RSAREHAERD/NT VY U (LB) F—DH A XDFERR oo 288
SSLITLS REFAZ DU F — B DB E LT e 289
SO TS BB 0 B BT oo e e, 290
HDAZ L SSLTLS FEAEA ST 7 # )L~ CloudFront SEBAZBICER T oo, 292
B SSL/TLS FIBAZEZEA IP P RLANS SNIICHIWEZD (oo, 293
FBEMNE URL EBRTZE Cookie ZFERALEDT Y DEIR oo, 294
TOAR=ROAVT U URBOBEE s 294
TZ2AR=RAVTUIRBDIEO DR AT VAN e 297
B B B D B T oo 298
FBAMNE URL EBRATE Cookie DIBIR .. ..o 308
B BT T E URL Dl oo e, 309
B ZATE COOKIE DIFEH .ot 332
Linux AN RB KT OpenSSL ZFEA L = Base64 T 1— RBRFEEFTAL ... 354
BRMTE URL D = R et 355
AWS FUDUANDT THEADEIBR ..ot 384
FVIDUADT A MediaStore MEIPR ......oooioe e 384
Amazon S3 AU UANDT THEADEIBR ..o 392
Application Load Balancers NDF T2 AZHIBRT B ..o 407
)T AN CloudFront ICHARL HTTPAY A —ZEBMTBDLEOHD OFLE .cocvveve 408
BEDAYA—ZBCV I ITANETZEIXT S K5I Application Load Balancer Z#
B D e e e eeeeeeeeeeeeaaaaaaarrea——————— 410
(FA7232)Z0V)I—2320FF1VFTAELE e 415
T o B B PR T B oo 416
CloudFront BB EIBIBR D BEF ..ot 416
H—RN—=FT A —ONUEBBRT —ERDBER e 418
TA—=)IRLARIESHNEEA LU R T — R ORE e 420
T A= )L RLARIBEBIEDBEE .ot 422
W el A N Ay 1= = (2L =R 422

Vii



Amazon CloudFront BREHAR

FVIDUTODT =BT A—=ILRDEFT e, 428
VYD A BRI A B o oot 432
TYDAT =T TOF T Y I ettt 432
FVYDIAEY REBEOE L et 433
AATZITURN%E CloudFront F ¥ Y2 1 FBHBEEETD oo 433
Oy T T RS o= o A2 3 3 R 433
DITVUXZHIINTG A= RICE TS TV Y DT e e, 434
Cookie TBICE DK F ¥ W S/ I e e 434
OTARMY T —IZETKF VYD T e, 435
EBHFTERIBEIC Accept-Encoding AV RE —ZHIBRT D oo 436
HTTP ZFALIEXT AT AT Y DR e 437
(O TgTo 1o (1T To B2 == OO 437
Origin ShIield D L —AT & et e e et e e etee e eaaeeeaeeeenaeea 438
Origin Shield @ AWS = T2 MIBIR oo 444
Oy To 1o IEST 1= (o 2 = K | < 446
Origin Shield DTN D EREE W) oo e e 449
Origin Shield DB AT ..ottt ae e e 449
Origin Shield A" CloudFront #EEE X VERY) TBFTE (oo, 450
AV T ITANA=IN—=IC KRB RATED B L oo 451
TV DU T I T DVERR oo et 453
FVSUDRALT IRNERITOEID oo 453
Lambda@Edge B8 TOA VD 7 I AT —/N—DFER oo, 455
FVSUTIANA—N—"TOHAZRLLIT—R=FOER e, 456
Fr Y ADEMIIRDBIE oo 457
ANYS—FERALEBZ2OATSIONOF YYD 1RFHHBOEE o 458
TV HIBRTIND) O T Y DR e 459
NATZ IO K% CloudFront ¥ ¥ Y2 1T BERZEIBETD oo 461
Amazon S3 AV =)L ZFERLEFAT IO RADAYZ—OBM ..o 468
FV YD ABRGT I ISETIINT KB e ettt 468
DIVXFINEEEF Y2 210LOODAY—I)LERT API DFETE oo 470
FA YD DADBRIEIL oottt 471
JTIXNFHINTZA—2E CloudFront BEOY (TO7EAOT ) i 472
Cookie ICE DK U T UV DF T YT e 473
DOTARAYRE—CETKOAUTUYDF XY D oo, 476
ANYR—EFAARNIE I =3 OBEE e 476
FYYIARHBIBERATIAY T —EIBIRT D .o, 478

viii



Amazon CloudFront BREHAR

CORS FREZE S CloudFront TR SIZ ZERTET D coiieieceeeeee e 479
A AT B 8 5 Gl - Ao N Wi g o A e B =i 1~ S 480
E1—0—0FRBICE SOV TEY YD IREETD oo, 480
E1—D—0OBMICE TV TE VYYD IZEETD i, 480
DOTAROZORINICETVTEF YYD IAZEEETD oo 480
FERE T T AN DT A YD T DERTE oo ene 481
ANYR—ICBEIKF YYD aANNT AR ACRIETEE e, 481
ANYR—ENYR—EORNFNLFENFF YYD IICRIETEE e 481
HEI—="J—IZ CloudFront BRI A Y B e 481
N T T LS I T A 2 e 483
RSTINSA—F AT FAARNIE I =32 e 483
CloudFront R RX AV BZEBML LS5 ETSBE, HlnvalidViewerCertificate T — %R L
= S S 483
TAANIELI—=232ADTFAILNERTTEEEA 485
I 5 —Xv+t—2: Certificate: <certificate-id> is used by CloudFront ..............ccccceeeeeennennnn. 486
FVSUNESDIT—LARVADRST TN A =T AT e, 487
HTTP 400 A7 —XA— R (Bad REQUEST) .....ceeiieieeieeeeeeeeee e 487
HTTP 502 AF =R AT — K (BAA GAEWAY) ...veoeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeeeseeeeeseeeseeeeeeneees 488
HTTP 502 A7T—2X AJ— R (Lambda validation error) ..........c.ccccceeeeiieecieeeiieecee e 491
HTTP 502 AT — R A= R (DNS EITOI) ..c.ueeeteeeeee ettt 492
HTTP 503 AT — R AT — K (BIBEEIT IS = ) oot 493
HTTP 503 A7—2X AJ— R (Lambda limit exceeded) .........c..ccovreiieeeiiiecieecee e 493
HTTP 503 A7—2X AJ— R (Service Unavailable) .............cccoooviiiiiiiiiicceccee e 494
HTTP 504 A7 —X A— R (Gateway TimeOUL) ..........cocurieieiieieeee e, 495
BITT AR CIOUAFTON ..ottt 499
DO TARELRATRZADEIE ..o 501
Amazon S3 AV UVICHTBD VI LTARNEL AR ADENME oo 501
A HTTP BKT HTTPS U T AR CloudFront ZEE T D I3E oo 501
A1 ILTAN CloudFront Z4E LT Amazon S3 AU U ICEETDHE o 502
A Amazon S3 AV A S DL AR A CloudFront ZEB T D HE oo 509
"THABLFVD VDUV DD TARNELARADEE S e, 511
VO ILTAN CloudFront ZREB U THARALT D VICEETDHEE o, 511
BHARZRLFIZ D SDOL AR A CloudFront ZRIBT D IE oo 529
FVSUITN—TICRTBVIOTARNEL AR ADEE e 534
FAVSVVITARADAHARZLANY Z—DIBIN oo 535
FVDDVDAABLNY =D L —RT 7 A oottt 535




Amazon CloudFront BREHAR

AV OTAN CloudFront ICHARLAY R —ZBINTRLEHD DFRE ..o 536
HFAVD)OTANCIEDN CloudFront TEBVWHRARALAAY B — e 537
Authorization AY X —%ZEE TS CloudFront 728 M DERTE ...ccvoveveveeeeececceee e 538
LS GET DA T3 oo ettt ettt ettt 538
BRIV IANEFERALTRELRAT DI IVORNEXRYYSIFD (e, 539
AV UHSDO HTTP 3xx AT—X A0— R CloudFront ZRIB T D HE oo 540
HFAVDUHASOHTTP 4xx KV 5xx AT—F AO— R CloudFront ZE L THF v v 1
B D T ettt 540
NDAZRLIS—R—=UEBRELEHEIC TS — CloudFront ZB T35 .o 542
DAZLIT—R—DZBELTVEWEEIC A"TS— CloudFront ZEB 33 5% ... 544
F+vv219% CloudFront HTTP 4xx 8 KV 5xX AT —FATD—R i, 545
EFFAFZAYTFIVR (VOD) BLRETA T AR —=ZVTETT i 547
ARN)=Z2TEFAFIIODVT AUFIVRBRETSATAN)I =S TEFH 547
EFATY TR (VOD) BT D oo 548
Microsoft Smooth Streaming DETFF A2 TN RMFXTE cooooveveeveeeeeeeeeee e 549
TGAT AR =Z DT ETADBES oo 551
AWS Elemental MediaStore 2V E L THEATIHEOEE ... 552
AWS Elemental MediaPackage T7 #—XY RENETA TBHEOEE ... 553
L D D B oo e, 560
Yk G R G L - o R < 1 TR 560
ClOUARTONE BEZH ...ttt et e et e et e et e e e e e st e e et e e steeeeaeesseanesareneas 563
FA—=RUTIL: BHEIEBIE ..o 564
FA—=R)TI: F—fEDBDEIB oo, 567
BB T — ROIEDIR oottt s 569
BB D B ER .o oottt ettt ettt n ettt 650
DEFA CloudFront KEYVaIUESIOTE .........ccovevieeeeeeeeeeeee et enens 667
Lambda@Edge Z A U T AR T A K oottt 680
2= SRR PPRRR 681
IAM DT T ATF T E LI L D EETE ..o et 692
BB RTIR E AR oo ettt 700
DI Rl (25 = 1 OO 705
T A N E T N Y T e 713
BIERE L 7 ) BIDBIBR oo, 720
AR INDBEIE oottt 721
O T ARE L ARTR Y AR B B T B oo, 738
BB B ...ttt ettt e ettt 744




Amazon CloudFront BREHAR

T D BB R T D B oo 782
TN T LY DB T T B I BR .o 782
CloudFront BEED BIBR ...t 789
Lambda@Edge ICX T D HUBR ..ot 790

(D% el NSO N Ko B SR i Ko USRS 794

AWS O FBERB R FERIRTL R =B CIOUAFIONt ... 794
AWS @ FERL IR CIOUAFTONT ...t 795
AWS D FERIRTLL R =B CIOUAFTONE ..ot 796
DAWSEREEAWSHERRTL R— N DBEIR CIOUdFIONt ...c.vveeeeeeeeee e, 797

CloUdFront IV — L L 7RI oo e 802
CloudFront FF ¥ ¥ 2 IR L 2R I e 805
CloudFront ARZ T D I U RLIR=I oot 810
CloudFront R Y 7T T 7 T LRI e 816
CloudFront EFMRIL L 7R I oot 819
CloUdFront B I —J =L 7R D oo 826

Amazon IZ& % CloudFront X KU ADEZZ!) Y CloudWatch .........cocooevveveeenrciecienne 838
CloudFront 8 R T Y DEBXA RN T ADIRIN cooooviceeeeeeeeeeeee e, 839
T T N DB R oot ee e 847
XRUDAT=BDR T IR e e 848
APl ZAEF U T X N U T A D EUES oot e e e 851

CloudFront B KT T Y DEBBD O RCER ..o, 857
1) T AN D T BB oottt 857
T D BB L0 R R T D oo 858
e A T T T A E T A D iR oo et 858
b Tn Ll 2 Rl Un LN Y 3 E 859
T I B A LAY ettt 879
L D BB D T ..o e 898
EFEALEZAPIVIIARDF Y7 F ¥ CloudTrail o.cceeeeeeeeeeeeeeeeeecceceee e, 900

AWS Config ICRDERTEZ T DIBIF ..ot 908
AWS Config T ZTY KT Y 7T % CIOUAFTONt ....c.ooeeeeeeeeeeeeee e 908
CloudFront FETEFBFEM TR ..ottt te e eee et e e een e aae s 910

B2 L L T e ———————— e ——— 911

T R R B oo e et 912
B T D BT Bl oo et 913
R B I D B Bl oo et 914
AT IAND T T ABUBR ..ot 914

Xi



Amazon CloudFront BREHAR

Identity and Access Management ..........ooooiiiiii i e eaaaa 915
R B e e e e e e e e 916

T AT T AT A R B EBEL oo 916
RS —ZERALLET VEREDBEIE et 920
Amazon & IAM @ CloudFront BEHETTTE ..o, 922
TFAT T ATAR=ATRI D =D oo e 930
AW S T R RIR ) S m et 940
N |V e e s OO TR 945
03 T T L R T e et 947
D i G 0 N - -1 TSP 948
CloudFront AV 7 ZA TV ADRART T UT AR oo 949
BB BT B .o e e e e e e e e e e e e e eaee e 951
CloudFront 1) 0 2 7 T A L — N e 951
A ZN Ak ale i A i R GRS 951
2 s SO RSSO 953
o R B 78 T T = R e 953
FAARIE I =23 D BREVIE T Z =2 e, 954
N e ) R 3 1 R A ek SO 956
CIOUAFTONt BEERD 2 Z =B oottt ae et e eree e et e anee s 958
e et 1 S N /) R L S 959
Lambda@EdQE DT 7 B ..o 959
SO BB D T = B e, 961
22y ) R s R 962
k) | () R B SRR 962
WEDSOCKE FEBED 7 7 = .o 963
A ey | N DA I A = h = ) R e PR 963
Cookie M A —B (TERDF T Y DERTE) oiveieeeeee ettt 964
DITVXFIDTF =R (ERDF ¥ Y IEETE) cooeeeeeeeeeeeieeee e 964
AN R () R Tk R 965
I Rl s 2 A | 967
T S e e e e e e e e 967
TAARNE I =2 3 BIERBR T B e, 968

BE D VB ..o e 978
i | (=) A -~ TSP 981
TAANIE I =23 BBIBRT B oo, 982
BBV —=RABHIBRT D oottt 985

Xii



Amazon CloudFront BREHAR

B S B I A8 0 B oo 987

B 1S 0D B R R oottt 992

T A AN E A= 3 B R T B oo 1001
INT VY DF=BET Y TT=RED ettt 1014
S T e —————————— 1017
URL B KR T COOKIES I BB T D oo, 1017

B T B B ..o ettt ettt et et e e e e e e e e e e e e e e e e e —eeeee e e aa—a e e e e e 1021
Amazon CloudFront D FDMID RF T XN o 1021

B 1 el NN 1= OSSR PPRR PR 1021
CloudFront F*AREAY IN=" =)L & SDKS ....oeieiictiecteeeeeeeeeeee et ee et eee e eneea 1022
Amazon Web Services 7T D S ME N oo 1022

N i R O N <= OO RURRT R 1023
2022 R B ) B BT oo e 1029
AV S AR oo 1038
..................................................................................................................................................... MXXXiX

Xiii



Amazon CloudFront BREHAR

Amazon & (& CloudFront

Amazon CloudFront l&, .html, .css. .js. B 7 7ML B EOBNSICBNEDI /I TV
ZE1—H—ICEBEITZVI/H—ERTY, F. Iv>O75—>3a>EeEFRERDZTF—RE2—0
HRPOZRY ND—0%ZBLU T T>Y % CloudFront BiELE 9, 1—H—7" TRETATVS
A7V )OI ARNTSE CloudFront, DIVTARNIHRIDOL AT — (BEEFR) 22T
PIvoay—>avil—Far0&h, ATV RABEERYRESD/NT7 #—X > ATHREE
nEX9,

s AVFTOYNTTICIVEOT5—>3avicdl) ., LATVV—AREBRVEES, BOAVTUVE
3 <'|Z CloudFront BB L £ 9,

s AVFUYNEOIYOT5—23avIcBWEE,. &, OVTOVYOBRKEN—3 0OV —AL
L T#EBIL = Amazon S3 /N Y b, MediaPackage F ¥ &JL, HTTP 4—/\— (U T 7H—/\—
BEYBE, ERELEAVD NS T Y CloudFront ZEUBL £ 9,

FEARE, 41 X—=H CloudFront A 5 TR B ROV I TH—N—hsiischTWD
ELET, LLEAEE, sunsetphoto.png EVS A X—2 7%, URL https://example.com/
sunsetphoto.png ZFEAL TRHITHELET,

A—Y—RBEEICCOURLIZTIEALTEDAX—TDZRRTEET, ILEL, TOAX=JH
RORBKT, VIVIAMNRYRND=UASHORY NTD—DIC (A2 —%Y NEBKTHHE
BEXY ND—VDOEMEBESEAT))I—TFT127&hleVWS 2%, $TS5<I—H— 7S
LELE A

CloudFront (&, F1—%—VU O ITARNZAWSNY VR—2FY NDO—OHBT, AT UVICEKRHE
BRIVOAQT7—>3a2ICIN—F7142093CET, AVTVNOEEEZERLLET, BE., chiF
Ei1—"7—IlRENEEZIRMTS CloudFront TY oH—/N\—TF, AWS XY ND—U&FERT
BETI—HY—QUVIITANMNBBLBETNEESBVRY ND—JOBN KIBICHEDTHDOT,
NTA—XANFBMELET, I—F—HIFBRIBDLAT—(77A4ILNORAO/NA A O—R
ENBETORR) ME<EY, F—REERENS<BZYVET,

BEEOI7AIN(ATZIORELTEHASND) 0OE—NFfERPOEHOIYy O 75— 3>
CREBFEND DFEYF vy 1Eh3)0T, EEMHETRAKOBELEEBSKET,

NeEY S
e AT Y %BEE CloudFront ¥2 KD BRET D HE
e CloudFront 1—AJo —RA




Amazon CloudFront B E S o K
« A" FT > % CloudFront BMET B F &

CloudFront TY OH—N—0QFRE IP 7 RL AEH

7 2 2 A CloudFront

CloudFront #l&

AWS SDK CloudFront T ZffH 9%

A5 > %= EE CloudFront ¥2 &SI 2B ET D HE

74 A CloudFront NUE1—>3a>&#EKRL T, AT OBE CloudFront t&, AT VE
FEOEHEEBOFEICEAT EFMZ CEAFET, RIZ, E1—D—10EVWIE1—5%—, TV

4 —/\— CloudFront ZER L T, #ANF ATV ERRELFFERALLEVEEZIL, T2 T
OV EFTERL<SmMELET,

&

Objects Distribution

Edge Locations

5

N

http://
dllllllabcocdefs.
cloudfront.net/

Web

Your
Distribution's
Configuration

\/ S
O v

Amazon 53 Bucket or HTTP Server CloudFront

OV F7 Y %BE CloudFront $2 K5I ZRET D & 2



Amazon CloudFront BREHAR

A2 7> ZHi{E CloudFront 2 &S IC ZRET B HE

1. Amazon S3 /N7 Y R B®O HTTP H—N—BEDOAFV D H—NN— ZIELET, COH—
IN—I&. 77 4)L CloudFront ZEl8L. Tl A SHEF® CloudFront Ty 2O —>3a>h 5
BEENET,

FVSOH—=N—=IZEF, BEEROATZSIIONOAVDFILORKEN—2a o FREENE
¥, ATV HTTP BETRMHETZHZS, FUD 2 H—/N—& Amazon S3 /N7 Y &
EEHTTP H—N— (DT 7H—N—%&E) LBV ET, HTTP % —/V—I&. Amazon Elastic
Compute Cloud (Amazon EC2) 1 VARV A, TR BERNEETDIH—/N— (DAZLF
DUEEFEND) TRITTEET,

2. TF7ANEFIDUH—N—ICT7Y7TO—RLET, 774N (FTZITIVNEEHENRET)
. BE, VITR=D AX=D XFATITIT7AINHFEETNETTHN, HTTP BHTRMHT
EREDTHINEMTELATVEEA,

Amazon S3ANNT Y R EA VDU H—N—ELTHEALTVWRBEE. NTY NROFTZ T Y

NENT VY DICHRAERY) TREICTESD SO, 72T N CloudFront URLs ZHI2 TWVW3 T

NTCOA—H—=PATSIIONITIORATEES, A7V NEILRAICLT, #7219
NCT7OEATHI1—H—%#IRITDEETEERT, "FENFE URL EFBRTE Cookie &

FRALETZAR=RNITOYORM, 2SRBLTSEETL,

3. CloudFront 1 ANUE1—23> ZERLET, chlk, I—HF—DDITHANELEET
TV5—23a &2BUTCTF7ANEIDOTIARNLEEEIL, 774)LZ2EE TS CloudFront 7
DI —N—%Z ICERLET, RARIC, IXTOUIITADN CloudFront ZE2&RTHH ES
N, FAANIELI=—2a3 0EREBEI<SICTAANIELI—=23 0 2BMCTEILESHBE
DFMZEEELE T,

4. CloudFront ik, ILWFAARNIELI—23a2VICRXAMVBZE)HTRT . RXAMBE,
CloudFront A2 Y — )L THRTEE T, £z, APIUIJIANREQO7OTTALICKDVIT
ANCHTBLARVATRENET, LEICKHUT, KDY ICEATEIRBRXA T BZEM
TEEXT,

5. CloudFront &, F41ANJUEI1I—>320RE ATV TREL)Z, TOIXNTOLIY
2O —< 3> F & Point of Presence (POPSICIAfELE T, POP I, A7 74—
Z CloudFront ¥+ v 2 1 95 #EBENICHPHL LF—2E>2—HOY—N—0IL V>3 >T
¥,

DITHARNELERTTVT—23 20 THEEE. A URLs CloudFront (Z
RBREHITDIRXAMBEZFEHALET, HlAE. FTFT1ANIJELI—23200RXAMY

OA2F Y %#BAS CloudFront $2 &SI 2RET D 5% 3



Amazon CloudFront BREHA R

#£dl11111abcdef8.cloudfront.net& L T % CloudFront IR 9354 . Amazon S3 /N v
N(EEEHTTP Y—N—0OI—rF1L I 8V)AD logo.jpg ® URL & TThttps://
dl1111labcdef8.cloudfront.net/logo. jpg.

FhE, FAAMNIELI—>3 2 THBORXS 2 BZZFEATS CloudFront K5 IC ZFRET D&
£ETEERT, CNDBFBS. URL & https://www.example.com/logo.jpg DKRSICHEYET,

F72a30T, J77ANAYE—ZEMTDRSICAVDS O H—N—%2RELT, ITv>
CloudFront O —>3a>0Fx vV 2 1ll7 7M ) 2RETHIHHEZEETEETT. T7FILKT
&, E77A4ILB@Iy>O75—>3a Il 24 BEARFE N ERICEMHRIINICAYET, RDDOE
MERRTINEEREIE 0 W TT. BMHRYINEBEOLRESYEEBA, FMAICOVTEK, TI>F7
YA+ YD AICRESNZHE (BVHR) 0BE,, 22RBL T LEE L,

CloudFront 1—AT—A

ZEATBE CloudFront, TXRETEXBZABFEZENTEERT, cOEI> IV TRE. FHFBER DOV
oEEBID, THRELCODVTOTAFTEVK DA RLET,

Ny

« BNV ITHA MO TUYEEDME

« AVFIVREFABLVSIATANI IV IJEFFOEE

« JATLUAELAETREREND 7 A —I)ILRZESIILTS

c TVZSDHARIAKX

- Lambda@Edge HAZXX AR EZFRALLETZAXR—RA TV O#ia

BNODI7HA OO TV EEOMNE

CloudFront l&, HREHPOEI—"J—AOBNIA TV (A X—=D, ARSI —RBE
JavaScript) DEEZ5HILTEE T, £HAT S & CloudFront, AWS/NY JR—2FY KD—2
H#—/\—¢& CloudFront TY oH—N—%FAL T, E1—D—HFITITHA NTIERTHEIC
SR, 22, GEMEOEVIVARVIVAZRMTEEXT,

Amazon S3 /NN Y hNE2FEHATHE, BN TV ERBRICEML, BEITHENTEEXET, S3
 E—RBICERTD E, AU OT7ORAOMNO—I)LZFERALTSI AT UOIYANDT IO A%E
BEICHRITZ AT arkE, Z2L<OF A CloudFront Ao V) £,

1-AT—A 4



Amazon CloudFront BREHAR

S3 & ZHATHHEDEMIZ ODOWVWTI CloudFront, 3<ICERZRABT S =HDAWS
CloudFormationT>7'L— K% &, TAmazon S3 + Amazon CloudFront: 72 R TOXIX Y F T
DER, BSRBLTLSEETL,

FUTFIV REFABLESATANI -V TETFAOEE

CloudFront I, REFAD T FAINETATARNOTAIZOVWT, HRFOEI—TJ—IC X
FATEANI=Z20F2E00FTa> HVK 2AAZETATVET,

- EFAFFIY R (VOD) ANU—X2T DFE. CloudFront Z A L T MPEG DASH, Apple
HLS. Microsoft Smooth Streaming, CMAF X & D —fHN B X TEEDTF/NA AICARN) =2
JTEEXT,

« SATANI—LZTO—RFYARNTIBEARK, 729X N EZ2ELVIEFTERETZIN -7 I
ANT7ANICHRITZIEHOVIVIARNERALT, AV —N—0OERFEBRFHTES LD
. XFATITSTXRNEZIVIICFR YYD ISR ENTEEXRT,

TARN)—=Z200FT OV ZBETZHEDFHE M- DOVWTIE CloudFront, ") Z5BL TS
WCRDETFAFTFIVRBRETA T AN —Z2FEFFH CloudFront,

SATLRBERTHEN7 1 — )L RZESILT S

T HTTPS ZE&E T % & CloudFront, U2 H—/N—ADE£L7 end-to-end FEHRNBLICHERRE L
TVWET, 71— RLRILOESLZEMTSHES. HTTPSEXI1UTAICMA T, ZATLD
MEBRICBEDT—RICAVDVORBEOT 7 IT—232 0N TIEATED LRSI, TOTF—
RERETEERT,

7A4—=I)LRLARIEEILERETSICE., ICNTUYOF—%EBML CloudFront, TNOF¥—THES
37 14—ILROEY NEIEELET, FMICODVTR., "T714—I)LRLARIIES{LEFEHAL -#
RTF—ENRE, BSBLTLIEETV,

IVSDHAENARXR

TyyTH—/N—LRAO—KkERATHTELR, E1—T—0IAYFIYETIARUIYRES
ZAXAXLT, BEBEEERET DN TEDBLRTEENBY T, L. XAVFF
ADEDEAUSTH—N—HFE T LTNBEECARRLIT—X Y E—IERRTHIENT
EBLdh. E1—T—CH—BWAHTTP IS—X v t—JRERE hEth, T, FUST
ANZEAF1) T CloudFront IZEziZ 9 2 R1IC, BFZEFERAL TI1—Y—%&REL, I>TFYANDT
VEARFHID_EETEEXRT,

FVTFIVREFABREZATANI IV TEFFOESE 5


https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/

Amazon CloudFront BREHA R

T Lambda@Edge CloudFront 2 9% &, A CloudFront BME9 2 1TV EERETEE A
ETHARIAAXATEEXT, Lambda@Edge DFFMl. & KT CloudFront TBEZER L TF7 'O
A1 $DHEDOFHM-DOVWTIEE, "Lambda@Edge #FRALET Y TOHAINA X, 2S8BL
TLEEV, MBOYD1—2320EOICHAZRIAATEDSZLOA— RS TIIZOVT
l&. Lambda@Edge BAZID ] 2SR L T &V,

Lambda@Edge N ARXN A RZFERALET7ZA4RXR— ATV O#ia

Lambda@Edge ZFEA T3 &. BBURLs FLWRFEEBE B FE Cookie ZFATSHETTHL, MEDS
ARBLFAVDS RS TTAR—RNAV TV ZRMT B KRS CloudFront ¥4 ANUE1—23 >
ZERETEZET,

BERALTTTAR—RNIOV TV EHE T SIZE CloudFront, XDBEZITVET,

- BEH4E URLELBFBEEHME Cookie EEALTAVTFUYILT I ERATB&LS C1—H—
(E1—T7—)ICUSTIARLET,

s FVIZUANDT O EAZFRL T, CloudFrontdF V@i —N—DHLSOAERATED LS
ICLET, ChiF, ROVFTIhATRITTEERT,

*« Amazon S3 A>Tk, U F7OtAO> hO—)L (OAC) ZEATE XD,
c NAZRLFVDUTRE, ROXSICHRTTEXRT,

s NAZLFAVZ A Amazon VPC X1 VT A TIN—TFLE IZX > TREEhTLS
HB-E8AWS Firewall Manager, CloudFront Y Zx— R7L 74 Y OA)ARNEFERAL T,
CloudFront® AV EF IP 7 RLADDSHIDUOADA NV RRNTZ T 1Y %G
ATEET,

s DAZLHTTPAYA—%ZFERALT, "SOUIVIARNOKICT IV EREHRLET
CloudFront, #C DWW Tk, Tthesectioncalled“ DARLAN D LD TT7AINNDT D
T AFIBR" s & KRU Tthe sectioncalled “FUVI VI TARNDARRLAYE —QEN, Z
SRLTLKEETV, DAZALAAY X —%ZFEHL T Application Load Balancer U2 > AD 7T
VDt AZHRTBH]ICDOVTIE, the section called “Application Load Balancers NM 7 7 A

ZHRETE Z#SBBLTLSEEV,

s AAZRLAVDUNARZRLAT VA NO—-LOP Y V2 24BLTRHEEE,. 7OJ8
= "Amazon CloudFront & Lambda@Edge ZFAL LT ZAXR=—RNIA TV ORMH, T
BN TWBDESIC, Lambda@Edge ZFERALTEOOS Y U RERRTEXT,

Lambda@Edge AARI A RXZFEAL 7 TAR— ATV OftiE 6


https://aws.amazon.com/blogs/networking-and-content-delivery/serving-private-content-using-amazon-cloudfront-aws-lambdaedge/
https://aws.amazon.com/blogs/networking-and-content-delivery/serving-private-content-using-amazon-cloudfront-aws-lambdaedge/

Amazon CloudFront BREHAR

A>T > %& CloudFront BME 9 2 5%

—HDAEIFZEE, CloudFront DI/ HA REEET7Vr—>a>  eE#LT, A0FYD
REEBELLET, COEIYIVTE, E1—D—FOAVFOYEBERLLEEL AT
Y CloudFront ZIRE T2 HEICODVWTHBALET,

KeEY D

e NI1—HY—ICJ>2FT >V % CloudFront BIE 92 5%

e =23 FITY2F v v 1 & CloudFront BT 3 5%

AA1—HY—IZd>2F7 Y% CloudFront BIIE 92 5%

57> #BE CloudFront $2 &SI ZR/ELAEE, 1——HDNATSITORNZVIOIANTS
ERDEDSICKEYET,

1. A=Y —=HFIITTHARNKERTTIVT—232 T I0RALT, A X=2774)L% HTML
T7ANBEDFTOTIONIRNTBVITANEEBLET,

2.DNS &, VOTANZRHERFEZTOLETES CloudFront POP (v 2O —>3a)IiCUo T
ARZELN—T142TLET, BERLAT—ORTHREIEV CloudFront POP TY,

3. CloudFront i, WDOTARENEATZIVORNODFYYI1R2FIVILET, ATSTIRY
FyYyvIaliHhdBEe. FTEhZEI1—Y—IZ CloudFrontiIRLUET, A7 T O RNNFFvyvSa
(C# V84, CloudFront U T ZETULET,

a. CloudFront I, UV IARNEFA1ANIEI— 3> 0K EEE&EL., Amazon S3 /N7 Y K
¥ HTTP H—N—B &, MEIT2ATIIIOROAIIUH—N—CUIOITANEEELE
EE

b. ERAVDUH—N=K, TYZOT5—>3 VAT TIIONERLET,

c. FUDIUDSHEBIIONA MEETZETIIC, BATDIORN 21 —Y—ICEETHED
(Z CloudFront BEZ8L %9, CloudFront £#=., FXICUIIARNLEEEICLATDIONE
FyvIallBMLET,

A2 F Y % CloudFront BLE 92 3% 7



Amazon CloudFront BREHA R

2 3a

e RN - |~

st e:a:npb_mm
—_— ™ ] y Amazon 53 Server ar
e’ — HTTF Server

_User Website \l
Edge ‘ -
Location

Object Object

3/3c 3b

A)—3a plTyo+Fv v 1k CloudFront BT % 5%

CloudFront POP &G I v O —>3> EEFENPOPs) IC&kVY), ARODHZD ATV %E
E1—"—ICFEX<EMTEELET, CloudFront £z, POP ICEEFBREFEARNBWVEETE,
KWZLOOAVT OV EELI—D—IZED TR =23 Iy oFy vy aldy), T0A0T>
YONT7 =X A%ZMEEBRENTEET,

=23 RIvoF+y+v2 a1, IXNTORA7OOATY (BIC, BEOEZBELEICARH
ES5ZMERICHZD AT UOV)ICRIEET, COBICE, EFAH, BE, T—RI)—TJND&LSK

I—H—NERLEIDD TV, EROBEEXETFAOLSB e AN—ATEY N, RAFLEICA
SNED UM HBD 1 —AR AR NEEOIDTOYNBYET,

)—3arElIFYy v 10EME

=23 RITyvoFryyald, E2a—D— 2 EVWSO-NILICF 704 & 15 CloudFront O
F—23arvTd, AV —N—¢&, E1—D—IlEEIVT OV ERHETS POP (HRAEZHO
Iv>O7—23ary)0BICsYET, ATSIIVRNOARN THDE, @BIO POP Tk, hs
NAT IO RNZHIBRL, UAROBVIAVTUOVHAICREZRRIDEEN HYVET, V-3
VATV EY Y AOFYYIARGMEBOPOP LW EREVLED, ATDIVNIHEREEWN —

A)—=2aBITYy2F v v 1L CloudFront BT 2 5% 8



Amazon CloudFront MEEHAR
JAVEIVIFr VI IOT—23ADTRYRSF YV IACREYET, ChiZ&kY, &1YBL
NDAVToYVEEI—D—IZEDF, VT H—/\— CloudFront ICRZ2H$EMZRS L, E1—
D—OEEPBNT 3 —X 2 AZQLEEEDENTEEXRT,

E1—70—HKFIJITHANT, ELEET77V5—>a3a 0 BHATUVIIANERITTSE, DNS &
A—H—QUIOTANIRISTEDIHRBEZPOPICUVIITARNZIL—FT 12T ULET, COFRIEE
E.LAT—ORATHREE CloudFront TY O —>3>T9, POP T, CloudFront (&)
DIARENLEATDSIONOF YYD 12FIVILES, AT VRN FYVv21IH55
4. CloudFront FEThEI1I—H—ICRLET, TSI IR Fr v aIlBVES, POP EKRE
HEWD) =23 R IvoFvyv> 127 IVFLET, POPAU—23aVEIIvoF+y+y 1R
FYTLTEEFID VICBBTHIEEOFMICOVTR, XOFREZSRLTEEL,

=23 R IyoFvyv2105—23> 7T, CloudFront FERE AT DI O RDF Y Y
SABRFIVILET, ATDIIORMNFYYS 1I2H B CloudFront HE Ik, ThEVIIANL
FEPOPICERIELET, U—23alRIIvoFvyv21OQ75—2 3 0ASKEHAONAMEBETS L
IT<IZ, BATS ORI —ICEET B 1-9I(C CloudFront BB L £3, CloudFront &£ 7=,
k., REIWITARNLEEEIL, POPOF Y Y2 1ICATDIUONEEBMULET,

POP £V —2arvplIyvoFvyy>1075—2a>0oVThilEXxyy21EdhTVWEVWAT
SIVNDEBE, BF1ANIEI—>3a>odEE ) VT AN CloudFront ZHEEL., VI AN
BAVD O —N—CEELET, AV —N—HFFTIOME)—2aVETIVIOFvY
2a107—2avIcEYIRLEE, POP ICEEEh, TOEI—Y— CloudFront ICERiAE hE T,
CONBE, @, REEI—"—HFUIVITARNLEEZIC, POPICMATY—23 2 RIIvoF vy
210—23a>0x vy 2lCATT TN CloudFront ZBIILET, chlcky), U—23 >
HAOINTOPOPs FO—AlFrvaiztGehn, AV —N—NOEBOVIITARNY
BL<EVY)ET, CloudFront £, FAVD O H—N—EDKGENERELRE#HIGEND D, 77
DIVNIHUELSRYRRICAVD O ASEBENET,

® Note

e V=23 RITIYoF YV alliE, POP LRAFEDHEN BV ET, LEAE, Fr v
DIAEMEV O TARNTEE, BMER YN DEIIC, POPEU—23 R Ty D% vy
SAOMANSHAT DI I RNEIBRENET, IO RI—Y—DRICATZSIIORNEER
Li&ZIZ, CloudFront AV VICR2TAHAT IO NOEH/N—>3a > 27T Y FL
-

« ZOF HTTP XY ¥ R (PUT, POST, PATCH, OPTIONS. DELETE) ik POP A5 F U
VICEEEFEN, V-TalRIvIdXxy vy 12RBELTTOFDZRTLERA,

AU—=232BITy2F v v 1k CloudFront BT 5 5% 9



Amazon CloudFront BREHA R

s DOTARBICREENDEHNIVIIANK, V=23 FIvoFvy v 12BBE
., BEAFAVUDVICEEENET,

e AU N Amazon SN Y NT, VDOIAMNOEEAZU—a v alIvoFyva
HFSINTYRERUAWS V=23 THBHEE, POPRU—S3VEITIvS£vy
DABAFYITLTSINTY NCEEBELET,

ROBEF, VITANELARZAAN CloudFront TY 2O —23a>&)—=23 2 EI Ty oFv Yy
S1%ZBBIBHIEERLTVERT,

Amazon CloudFront E
; N L
: > ¢ >4 NS ;
l [ s - i \
é%§§>< : > HN < Sg™p : S
- : i Origin
Viewers : !
2 | - HN. S | server
T — N )
Nk > N
: Regional !
E Edge locations edge caches |

CloudFront TY >H—/N—0OBrrE& IP 7 RL A& H

CloudFront TY 2 H—/N—OFBAOJANCDOWTIE, "Amazon CloudFront Global Edge
Networky R—2ZZHBL T EE L\,

Amazon Web Services (AWS) &, TORED IP 7 RL AgEH%Z JSON X TLHELET, RE
NEFZSRBITHICIF. ip-rangesjson 77 M) 22X O—RLET, FHMICDOVWTIEE., Amazon
Web Services €8OV 7 7L VA D AWSIP 7 RLADEFHZEZSBLIEE L,

CloudFront TY 2o H#—/\— 10


https://aws.amazon.com/cloudfront/features/#Global_Edge_Network
https://aws.amazon.com/cloudfront/features/#Global_Edge_Network
https://ip-ranges.amazonaws.com/ip-ranges.json
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

Amazon CloudFront BREHAR

CloudFront TY o H—N—ICBEMITShTWS IP 7 RLAEEZEDIT5I(CIE, ip-ranges.json
TROXFHZRELET,

"region": "GLOBAL",
"service": "CLOUDFRONT"

F /=&, T CloudFront IP €[ M & % 7R T & £ T https://d7uri8nf7uskg.cloudfront.net/tools/list-
cloudfront-ips,

CloudFront VZ—> R7L 714V ORIV ANEZFEHTS

CloudFront VX— RZ7L 714 Y AU ARNICIE, CloudFront@dFO—NILIC@BEhADD Y
EEFY—N—0IP 7 RLAEBEAN TXTEENTVET, FUD A THRANAWSE 1, Amazon
VPCtEF 1T A4TI)—7 k2 TREENTVWSEHEES, CloudFront YX— RTL 74 Y9
DARNZFEAL T, CloudFront® A U2 @it —N—DS5OEFVSIADA NIV RIS
74V OZFATEET, CloudFront NZ 7 1Y IUUAD KAV ICEELBEVKRSICLET,
NEZ—=DRTILTAYIAVARNE., OITXTO CloudFrontZ O—/NILA VD @S —/N—0 IP
7 RLATEICEFICHED KSIZ CloudFront #iFEnEJ, CloudFront YX— R7L 74 Y IR
DARNZFERTRE, IPPRLAGBEOVANZBD CHRAB 2L #IFELEYTIXEGFHY F
A,

BIZE, AVDUHFRM (O RY) (eu-west-2) V=320 Amazon EC2 1 VARV ATH
BDERELET, 1VARXRVAN VPC AIZHBHEE. CloudFront YRXR—J RTL 74V IR
JARDSOAVNDY RHTTPS 77t AZHA T2 X1 VT 1IN —TIL—IZERTESE
o ctlckV), CloudFront® XTI O—=NILAVD @GS —N—HF12 AR AICEE
TEBDERSICBYET, EXF1VTATINL—THS5OINTOA NIV RIL—ILEZEIKRTS
&, CloudFront NS 74 Y OLUAD KAV AR AICEETELRLS YT,

CloudFront VEX—2 R7L 7 14 v AU A MDA BIE com.amazonaws.global.cloudfront.origin-
facing 9o cOD7LT7AODRAVARNK, PZTFINTT4v 9 (P +¥HIAR)(ap-southeast-3)
ZBR<, IXTOAWS V=23 THEATEEXRT, FMIC OV TR, Amazon VPC 1—H—7 4
RO TAWS Y ZR—DI RTLTZAYVIOAVANDERAL ZSRLTLKEZ L,

/A Important
CloudFront VX— RTL 74 v A AR, Amazon VPC 7 #—ZRIZBRAE N3 2 T—
ETY, HFMICOWTIEE., Amazon VPC 1—H'—HA RO TAWS YZ— RTL 71499
AVANDEH#R ) BSBLTLSEETL,

CloudFront YX— RZFL 74 YO AVANEFEATS 11


https://d7uri8nf7uskq.cloudfront.net/tools/list-cloudfront-ips
https://d7uri8nf7uskq.cloudfront.net/tools/list-cloudfront-ips
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#use-aws-managed-prefix-list
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#aws-managed-prefix-list-weights
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#aws-managed-prefix-list-weights

Amazon CloudFront BREHA R

7 2t A CloudFront

Amazon (Z & CloudFront, XOAETTIOEATEEXT,

« AWS Management Console - — D # 4 RTl&. AWS Management Console ZFAL TR AV ZER
T93HFECODVTHBALTVET,

-« AWS SDK-AWS A" SDK 2832707V JERBEZFERALTVSEEE. SDKZFRAL T
CloudFront IC7 VEATEER T, SDKsFRILZRLL ., BARIRBELHE(CHESL T, CloudFront
ORRADOT OV EAZRHELET, HMICOVWTIE, "Amazon VI 7 H—EADOY—)L, %
SRLTLSEETY,

« CloudFront API-SDK AR TERWI OV S JEB2EALTVWSDEHEIE. "Amazon
CloudFront API ) 7 7L A, TAPI T3> OME APILUOTANDEREZZSRBLT
<kEEL,

« AWS Command Line Interface — 54 DWW TIlk. AWS Command Line Interface 1—%'—4 A
R@® TAWS Command Line Interface TOtY K7 v 7, 28RBLTLEEL,

« AWS Tools for Windows PowerShell - 3 DWW Tlk, AWS Tools for Windows PowerShell 71—
H—HA R®O AWS Tools for Windows PowerShell Dty N7 Y 7 #SBL T EE L,

CloudFront &

Amazon CloudFront l&. BI#AVWEEZZISHEE, OVTVVYNOEICTIIY NTBIHEEHVYE
Bh, B0 AWS H—ERERBKIC, FATOEEE TEXZISHEFHBLICE>TVET, ¥
SHMICOWTIE., "Amazon &3k CloudFront 1 2B L TSEE L,

® Tip
CloudFront ( £EEBFEENDAWSH—ER) A SOFERADBERZRBTDHIZ, AWS
Budgets ZfEFHT&Z £9, AWS Budgets Tlk, JARDLEWVEZREREL T, ZBEOREX
FRLUEHENFLEWMEZBALESICE X—)LELEFE Amazon SNS hEY VTEHMZF
TED CENTEERT, FHMICDOVWTIE, AWS Billing and Cost Management 1—H—2H A
R® "TAWS Budgets ZFEALEZIOANDERE, & "FEOEHL 282RBLT<EEV, #A
ZB®KITBICE. IV —)L0O AWS Budgets ICBEL £ T,

T 2t A CloudFront 12


https://aws.amazon.com/tools
https://docs.aws.amazon.com/cloudfront/latest/APIReference/
https://docs.aws.amazon.com/cloudfront/latest/APIReference/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/cloudfront/pricing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html
https://console.aws.amazon.com/billing/home?#/budgets

Amazon CloudFront BREHA R

AWS (Z (& CloudFront, B RLR—RNEFEARREZHNLELAR—MD 2 DOFERARRLKR—KAH
AZEENTVET, CNSOLAR—BMNOFFEMEICOVWTIE., TAWS O BRBKLOFEARIL A— K
CloudFront; ZZBLTSEEL,

LTOREVUARNZMERAL T, CloudFront DERARIOBMEEZFHBALET,

o
= :Zéi..@@

Location

Edge
Location

Origin ffivng

Server Edge
~-—— Location “""#@

e @ e Y: O
i ol O

Location

AWS S NHEADERETIE, AWSODH—EREBECLICERAEESENRY DTSshTY
9, UTT, IORTHALERESERALET, BEOFMCOVTIE., "Amazon &%
CloudFront ; 2B L T EE L,

1. Amazon S3ANT Y RODARNL—SICXRTEIRE, NTYRNCATSIVONEZRETZIEHOE
EO Amazon S3 ANL—TREEHEXHVWWEEEET, COREEFE. AWSAT—KXRNOD
Amazon S3 DEBICRKRRENEK T,

2. Iv>oO5—>2arvhsnAT7I IV NOBRBIINTIHRE, FATZSITIOMOVIIARNIC
CloudFront j56& 3% &, CloudFront BE&AFRELET, BHEICE, Y—N—HS5U9F4T > A

CloudFront ¥&


https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/cloudfront/pricing/

Amazon CloudFront BREHA R

M WebSocket *—REIEANEENE T, CloudFront B&lk. AWSAT— K X> ~N® CloudFront
84 \= region -DataTransfer-Out-Bytes & L TR RENE T,

. F—RDEBIINTEHEEL. 1—H—5H. . . . DELETEOPTIONSPATCH, POST, & & T PUTV
VDIANEZECAVDVEERIYDHEHBICT—2ZEmEL I-& Z(Z CloudFront RIE& A REL
£9, BRI, 9514 T 2 M S5H—/N\—AD WebSocket F—REENEENET, &
&, AWSAT— K X ~® CloudFront CloudFront #843'|C region -DataTransfer-Out-OBytes &
LTRRENET,

DTFORISEELTLSEZ L,

« HTTPS UV T ANICIREMBEERELET, T, 71— RLRIOESILABRICE 2T
WBUITITARNXR, Origin Shield 24> O UXEZ)LF vy 1LV —ELTHERTZEEICE
EMEENrRELET, BEOFMCOVWTIEE., "Amazon & & CloudFront 1 5B L T
=L,

s AV UIIN—T=ERATBEE. CloudFront EMMBEEFEHRELEFLA, BOAFVUD U AWSE
& AWSBAD A1 > CloudFront T 2R T2 BEEREALUV IV IARNBEEF—REEL — K
EL|EHEEZIVET, FHICOVWTW., T CloudFront AV )—70ER, #2838BLTL
zEEW,

CloudFront Security Savings Bundle

CloudFront Security Savings Bundle i&, BI#AVWIIY R X2 RZITS £ EIC AWSERED
CloudFront Rl& Z & K 30% BN TEBEEBLFETT, Savings Bundle ZBAT D &, —H
BAWSWAFOI7IOAZ7OA4 KD S CloudFront ¥4 ANUE1I—23a 2 REIDIVITTT
Dy—2a>7 74T 03— )LTHd OUVLDY NERBTEET,

HMICOVTEE, Xoto> a3 aSRBLTLKEE W, Savings Bundle ZEBAT 2 C I,
CloudFront 1>V —JL M Savings Bundle D BEXR—JICBELE T,

A7 D%

« Savings Bundle D&

« Savings Bundle 0%l

« Savings Bundle D& A

« Savings Bundle N &R~ & EH

- Savings Bundle ZEE 3237 U AFHA

Savings Bundle 14


https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/waf/
https://console.aws.amazon.com/cloudfront/v4/home?#/savings-bundle/overview
https://console.aws.amazon.com/cloudfront/v4/home?#/savings-bundle/overview

Amazon CloudFront BREHAR

« Savings Bundle O 5¥#H15 %k

Savings Bundle O =

CloudFront Security Savings Bundle @14 & XD EH Y TT,

1. Savings Bundle ZA 9321k, CloudFront1 EEICH > T—ELARE (AH) 2XI> L
ZJ1XY MUET, Savings Bundle ZBBAL BERMEN S, 12/ AB. BAYRL LEENH
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Purchase commitment

Term Start month Monthly commitment payment
O 1-year February 2021 (this month) '
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Payment option Auto renew
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Purchase summary

Monthly payment Total cost over term
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Benefits summary

Monthly CloudFront charges covered Monthly WAF charges covered Total estimated savings over term

$600.00 $42.00 up to $2,664.00
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