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HMICDOWVWTIE., TAmazon CloudWatch 11— —74 4 R; @ CloudWatch " T—> T2 RDA Y
AR=I1 ZRBLTLEET,

Linux ZER{TLTVWAH—N—A50O07ORED &K ZEHR— KT S H CloudWatch Logs T—
SIVRNEELEEh, HR—RhEh&E<EVYELE, HV CloudWatchLogs T—2 T2 KA SHRE
Iz MOBITICOVTER, "4 —RZFEAL T CloudWatch T—2 I RERETZ 74
ZERTR 1 ZSRBLTLEEL,

A7y

- BIREMH

» #4& CloudWatch T—> T2 M Z A L T CloudWatch Logs DR ZBEKR T %

« LBI® CloudWatch T—2 I M Z#E AL T CloudWatch Logs DA ZHKET S

« 74 YO AZ—b: AWS CloudFormation %Z £/ L T CloudWatch OJ OERAZHK TS

AR SR AT

Amazon CloudWatch Logs ZEA T2 ICIk, AWS FHO Y M BETT, AWSTAHI KA Hh
&, H—E R (Amazon EC2 & &) AL T, CloudWatch AV —I)L TR R TEDOTEERT
EFET, ChEIVITR—-ADAVBE—TIAATT, 5. AWS Command Line Interface () %
A2VAM=)IUTERETEETAWS CLI,

YA TYTTDAWS THI K

ABWERE AWS TATU N, ROARATYTZRITLUTERLET,

BIRSRAF 6


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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AT YTIBICEAWS TAHIU R

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVET,

BAOTY7FIEO-RELT, BEFOCHLZZTEY), EFOF—/VY REFEAL THRIL
O—REZADTRDELIICROSNFET,

CHAVTYTIREAWS THI N, AWSTHIY ROIL—RI—H—HEREhET,
L—=RI—H—=C&E, TATVFAOIXTOAWS OB —ERX EUY—ARILTIEATER
T EFIAVFAORANTZO9FT4RELT, EBI-H—ICEET I EAZEY ST, I—
RNI—Y—D&ZEEALTIL -1 —TIELANBEZZAVERITLET,

AWS HAVTYTTORANRETTRE, HSBREX—INFREEENET, hitps:/
aws.amazon.com/ D [FHI N 20UV OLT, WOTETHIRNODBEODTIVTAET 1%
RRL, PTHIOVNEEBIBENTEET,

BEI—Y—0DEK

CHATYTUIES AWS PHOU N, BENBRAVICIL— NI —2FALAEVLS ICEE
A—H—ZEKLET,

DEFIVFTAREBEAWS THI MO —RI—H—

1. L—KRI1I—F—ZFBRL, A WSTHIRNREX—ITRLAZAALT, PHOV R NE
#AWS Management Console&E LT IZHA A2 LET, KOR—JTNATD—RZAHDLE
T,

IL—=—RNI1—HY—ERALTHA A FTBDHFEICOVWTE, "AWS B> 4> I—H—HA
R4 ® TSigning in as the root user; 2B L T EE L,

2. L—hI1—Y—0OZEZXRFE (MFA) Z2BMICLET,

FIEECOWTR, "TTAMIA—H—HA R OAWS THDU N "TI—hI1—H—0{R*E MFA 7
NAARZBMCTD (A2V—)) 1 2Z2RLTLEZWL,

EEI-Y—ZFERTD

- HENBEBRXRAIOREHICIE., AWS IAM Identity CenterO BB 1 —H'—ICEBT7 IV A% Z|
WETET,

EEI-—Y—DER 7


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
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FIEIZDOWTIE, TAWS IAM Identity Center 1—H'—74 R, ® TGetting started; 288 L T
<fEEEV,

ERI—Y—-ELTHI212TF2B

IAM7ATFoTATAEZ—ODI— - LTHA 242 FBICR,. IAMTA T T4T4
ORI —OEEBEICEX—)ITRLALCEEEN YA 42 URL ZHEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE., TAWSHA 1>
I—HY—HAR, DAWS " TOECAR=—BZINICHA A4 FB ZSRLUTLKEE L,

Command Line Interface 2ty K7 Y 79 %

ZEHAL T AWS CLI Logs CloudWatch AR L —> 3> &2 RTTEET,

BAVAN—=)ULTEEITDAEICOVTIFAWSCLL, "TI—H—HAR, OAWS T OT RS
AAR—=TIAADEY N7V, #SBLTLKEEL, AWS Command Line Interface

#& CloudWatch T—> 1> M Z A L T CloudWatch Logs O fE
AzRKBT

##£4& CloudWatch T—> > M &AL T CloudWatch OV OERZBER T2 HEDFEFMAMICOVT
&, "TAmazon 1—H'—HA R, O " T—T 2 NZHERALUTAMazonEC2 A VAR VAEA VT
LEAY—N—=—N"DS5AXARNJOAEOTZRET S CloudWatch 1 2B L T EE LV, CloudWatch
CcOEIAVICERBECATVERFIEEETLTCI—I MDA AN—ILERERTV, BHBL
F9, I—212hZFEAL T CloudWatch X KUV AZIREL TV BVWESRE., XKV IAZSR
20V EERTEET,

WEH L CloudWatch Logs T— T M EFALTVWT, HILVWKREI - MOFERICRITT
P58, FLOWI—SIO NNV T—JIC8FhTVRTAH—REFRATI L EZHHOLE
To cOITAHF—RTIE, BE®D CloudWatchLogs T— T RREZ7 7 AN ZFHm&EY . BU
04 % CloudWatchfREFT B LS ICTI— I NERETEERT, VA HF—ROFEMAICOVTIE,
"Amazon 1—H—HA R, ® "4 —RZFEHAL T CloudWatch T—J I NEREZ7AIN%E
R T%1 2SBLTLKEEV, CloudWatch

Command Line Interface 2&Y N7 Y 7' 3% 8


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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LAET @ CloudWatch T—> T2 M &£ L T CloudWatch Logs ®
FERZHRBTS

/A Important

CloudWatch ICl&, EC2A VARV AEFA VT LEZAY—N—ASATEX RNV AOES
ZINETEBDHE CloudWatch T— T MRAEENTVET, OV 0HOFHFWI— 1T
NEIEERERY, HR—bMEhBE<BYEL
HVOJERI—CIVRSHREI—I MMOBITICOVTR, "4 —REFEH
L T CloudWatch T— T RBREJZAINZEERTD 1 ZSRBLTLSEEL,
cOtEVIAVOKY) DO TE., FLEEAL TVWABEEKB T OH LV CloudWatch Logs
IT—2zMNOFERICOVTEHBALET,

CloudWatch Logs T—> T M &EFEA TS &, Linux £z l& Windows Server ZE1TLTW%
Amazon EC2 A VARV AMOTF—RE, A50OOTAR NEFKITTEET AWS CloudTrail,
KHVIZ, CloudWatch ETI—C I h2FALTAOVTF— X2 HITRDEZHEOLET,
FLOWI—>I O MNOFEMAICOVWTRE, "Amazon I—H—HA R, O "I—2x 0 R EFEHALT
Amazon EC2 A VAR VAEFA VT LEAY—N—AS XNV OREOTZRET S CloudWatch
1 ZSRBLTLEEV, CloudWatch

a7

+ CloudWatch Logs T—> T2 M D EIR &M

s DAYV OAREZ—BN:ETH® EC2 Linux 1 AR AIC CloudWatch Logs T—2 I hZEA VA
R—=ILTERETS

s DAY PDAR—K: EBFHEFIC EC2 Linux 1 > AR AlC CloudWatch Logs T—2 I RNZEA VA
R=ILTERETS

o A4 YO AR—K: Windows Server 2016 ZE17L TW% Amazon EC2 1 > AR AT Logs T—
I NEfHAL T CloudWatch 0% % CloudWatch Logs IZAETEDLSICT D

o 4w AR—KN:Windows Server 2012 & & U Windows Server 2008 #%£17L T\L\% Amazon
EC2 4 AR ATMOY %& CloudWatch Logs ICIAETE D LDICTD

o DAY P AZ—b: AWS OpsWorks & Chef Zf#H L T CloudWatch Logs T— I R ZEA A
=33

+ CloudWatchLogs T— IV RDAT—RAZH/ET S

s CloudWatch Logs T—2 T N ZEHT D

LAl ® CloudWatch T— T2 KOfERA


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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« CloudWatch Logs T—2 I KZ2EIET D

CloudWatch Logs T—> T N D IR FRHF

CloudWatch Logs T—< T NIZI&E, Python /N\—23 > 2.7, 3.0, £k 3.3, BKRTXOVTH
AD/N—>3>2 D Linux "URETT,

« Amazon Linux /N\—2 3> 2014.03.02 LAF%, Amazon Linux 2 EHR—KREhTULWEEA
« Ubuntu Server /N\—> 3> 12.04. 14.04, £/ 16.04

CentOS /N\—>32 6, 6.3, 6.4, 6.5, ¥FLEF 7.0

Red Hat Enterprise Linux (RHEL) /N\—>3 2 6.5 ¥zl 7.0

Debian 8.0

DAY DAR—N:R{THO EC2 Linux 1 > AX > AlZ CloudWatch Logs
I—2I2hNEA2AM—I)ILLTERETS

/A Important
HVWOJI—2I 0 NEEBIEENELE, EC2AVARVAEAVTLZAY—N—A50
TJEXNDVOAOHAEEZRETEDHRESI—> T N CloudWatch AEFEFNTVWE T, il
IC2WTIk, T CloudWatch Logs MBEtAAZE #SBL TS EE L,
& W CloudWatch Logs T—2 IV RMASHEI—2 I MAOBITICOVTR, "D 15—
RZEfEAL T CloudWatch T— IV RRET 7 AN EEKT D 2ZRLTSEE L,
HVWOJI—2 I KNE, Python W26 A5 35 FTHO/N—2a> LAY R—MLTUVEE
Ao 512, BV CloudWatch Logs T— I Mt A VARV AXZF—2H—E R /N—
3 2 (IMDSV2) EHR—KRLTWEL A, ¥—/\—# IMDSV2 ZEAL TVWBEAE,
& W CloudWatch Logs T—2 I M TR EBEL, HILVWHKE I—2 I N ZFERATIHEN
HVET,
cOtEVIAVORY) O TR, FEEAL TVLWAEEEKBE T OH LV CloudWatch Logs
IT—2zMNOFERICODVTHBALET,

CloudWatch Logs T— T > MO ETIRSZ A4 10


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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® Tip
CloudWatch ICl&, EC2A VARV AEA Y TLEZAY—N—PHPSOTEX NIV T AOEE
ZRETEDHFLVWVREEI—2IVMEFATVET, & CloudWatch Logs T—> 1>
REeREFEALTVEVESE. HILWHKRSE CloudWatchT— I M E2FRATRCEZED
BOHLET, FM-COWTIEE, T CloudWatch Logs MBtAAE Z#SBL TS EEL,
TSI, FVWI—2 12 Tl Instance Metadata Service Version 2 (IMDSv2) A" H7R— b
ThTVWEEBA, B—/N—» IMDSV2 ZFERAL TV HEEE. &\ CloudWatch Logs T—
DSIVRTREL, HFLWREI—2IV N EFEATHIHLENf HBYVET,
cOtEUa>oEY) 0 TlE, HW CloudWatch Logs T—2 T2 NOEMAIC DV TR
LET,

EI1TH D EC2 Linux 1 > AZ > ATHLV CloudWatch Logs T—2 I RZRET S

BEED EC2 1 2 AR AT CloudWatch Logs T— I M VAN —F5—%ZFEAL T,
CloudWatch Logs T— IV R EA VAN —=)LLTRETEET, 1 VAR =N ETLES,
I—-2IVRDAVAR=LHRIE, A VARVANS, ERLEOTJARNY—AICOJHFBEBHICH
NET, I-CI0NIHRZEEREUEMCEhDETERITLETET,

IT—>2I2hOFERAICMAT, . CloudWatch Logs SDK AWS CLI, F =& CloudWatch Logs API
ZEALTAOITF—RZRTITDELETEXRT, AWSCLIF, ONVRSAVELEGARVUT B
TOTF—RXDRITICKRETT, CloudWatch Logs SDK l&, 77U —>arphsEEOITTF—2%
NELEY, MEBOATRBET7 7V Tr—>3 0 Z2BELEY)TROICHKETT,

AT Y 7 1: CloudWatch Logs AIC IAM O—J)LEE1—HY—%2RETS

CloudWatch Logs T— T MK IAM O—=)LE 11— —&HR—KNLET, 1V AZD AIZEER
Fosniz IAMO=IATTICEETIEES. TOTICIAMARI D —HFEEATVD L EER
TLEEV, I VAZVAICEENR TSN IAMO—IFEEEELEVESREK, XOATY T
IAM RREEEHRZFERATSHHD., IAIMO—IA ARV AILEIHETHENTEEXRT, FHMAICOVT
&, TA1AZRAANDOIAMO—=IILOTZYF, #SRLTLSEETL,

Logs AIC IAM CloudWatch O— L&k 1—H—ZRETDICE

1. 1AM OV —)L (https://console.aws.amazon.com/iam/) ZB& £,
2. FEH—232RA2TRoles(d—Jl) ZBRLET,

3. O—LBZERLTO-IINZRBRLET (BAIOEICHZDFITYIRY VRAZERLBEWVWTLE
W)
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://console.aws.amazon.com/iam/

Amazon CloudWatch Logs d1—H¥—HA R

4. [Attach Policies (R —OTF X2 Y F) Z&RL T, [RU>—0OEK] Z2&RLET,

MLWI SO RTEEEVA RUFRAEET,
5. [JSON] 27 &#RL T, KO JIJSONRUZ—RFIXVREAHDLET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,

"Resource": [

6. RTLES. [KUS—0RE £BRLET, BXIS—755584E. Policy Validator (Y
SR &> TLA—REhET,

7. [RU—OERIR—DT, EERTBDRID—0 [BHE] & [BRA](FA7232)ZAHLET,
R —0 [Summary] (BE) 22RL T, RUS—CX>TREENEHFTERIELET. R
(2. [Create policy] (R —DER) Z#IRL THEXZZRELET,

8. 7ZIHWRITELEFEVARIERL, OO [FUVEAEROEN ZBIRLET, [EF %
EBRLU, ILLWARD—ZBRLTO-I)LICEMLET,

9. [Attach Policy] Zi®#RL £,

AT Y7 2: BEFD Amazon EC2 41 > A&Z > AIZ CloudWatch O %4 > AR—I)LLTHRET

CloudWatch Logs T—2 I R &4 AR =TS 7OEAF. Amazon EC2 1 2 ARV AN
Amazon Linux, Ubuntu, CentOS, RedHat DW I nZETLTWVWBNICK2>TERBRYET, 1
AR AD Linux O)N—2 a2 ICBYIEFIEZFEAL TS EETL,
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BE1E® Amazon Linux 4 > AR > AIZ CloudWatch Logs 24 > AR—)LLTERET S ICIE

Amazon Linux AMI 2014.09 LA TIl&. CloudWatch awslogs /N\Y o —2 &R L = RPM 1 >
AN=ILELTLogs I—2 I NZFRATEERET, ThEUBIO/N—2 3> 0O Amazon Linux

[&. sudo yum update -y AN RZFEALTA VAR AZE#HITS & T awslogs /NY T—
JICTUVEATEET, CloudWatchLogs 1 VAR —FZFEATH KDY I awslogs NV T—> %
RPMELTAVARN=ILTDE, 1 AZ Al CloudWatch Logs T— T N E2FEBHTHA VA
R=ILAWS 2 CtiB<, IPSEHNBNYT—SBHENYFEZITMYET,

/A Warning

BAETIC Python AV V7 N Z2FERALTI—SI MM AN =L LEBEE. RPM 1A
N—ILB%%MEAL T CloudWatch Logs T— IV R EEFHFLBVWTLSES VY, ChETS
&, CloudWatchLogs T— T M ICOVZEBETERLKBBDRELOBENI KET S
ATBEMEA B V) £ Y CloudWatch,

1. Amazon Linux €1 VAR AICELHLF T, FHMICDOVTE, Linux 1> AX > AH Amazon
EC2A—H—HARD "4 AR ANDEL ) #2SBL TS EETL,

EHRAEOFFMIC OVWTIE, Linux 1 AZ>AH Amazon EC2 1—%—HA RD T4 A&
VIAIANDEGICETARNT I a1 —FT1420 ) BBRBLTLSEEL,

2. AmazonLinux 1 VAR AZBHFHLTINYT—2URSNUORFOEEEZRMELET,

sudo yum update -y

3. awslogs NV T—2ZA2ARN=)ILET, hlE Amazon Linux 4 > AR AT awslogs %&
AVAN—ILTRIHRFETT,

sudo yum install -y awslogs

4. /etc/awslogs/awslogs.conf 77\ ZmEL TEHRITHIOTZRELET, CDT7A
IOREFEICOWVWTIE, TCloudWatchlogs T— T D)7 7L A, Z5BLTLKE
L,

5. F7#)NTIF, /etc/awslogs/awscli.conf & us-east-1 V=32 &ELET,. OT %
BIOMEFICT Y1922, awscli.conf 77 M) Z2#wEL., TOEBEEELET,

6. awslogs H—ERAZRBKLET,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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sudo service awslogs start

Amazon Linux 2 ZETLTVWSEEEF. XROONY REFEHAL T awslogs Y—ER &KL
X7,

sudo systemctl start awslogsd

(F7°>3a>) /var/log/awslogs.log 7 7 A I TH—EABBKICRBRENLEIS—HFH3
DPESHERBLET,

(A723a> ) ATLAREEICER awslogs Y —ERZRBHITIHEEK., XAOIN RER
TLET,

sudo chkconfig awslogs on

Amazon Linux 2 2T LTV EEEF. XROONY REZFALTATFLT —MNOETIZY—
EAZRBBLET,

sudo systemctl enable awslogsd.service

IT—-2IVRMHFRITENATLESK LIS, CloudWatch A2V —)LIZFHLL<EREn-O0T 7
W—=7eOTANI—LZBRELTSLEEV,

M OVTIE, TLogs IEEE N/ CloudWatch O F—2 %2R RT5, 2SRBLTLKEE
Wo

BE7F M Ubuntu Server, CentOS, %7zl Red Hat 1 22 A& > AIZ CloudWatch Logs 24 > AK—JL
LTRETDICK

Ubuntu Server, CentOS, F/ &k RedHat #21TLTWVW2 AMI ZFEAL TW3 B8, XOFIEZ
EAL T CloudWatchLogs T— IV R EA VARV AICFEHTI AN I LET,

1.

EC2 A AR AICEHZELET, FHMICOVWTIWE. Linux 1 > AX > AH Amazon EC2 1—
H—HARD T4 AR ANDOER: #SRBLTLEEL,

BEHEBBEOFMICOVWTIE, Linux 1 > AZ2AH Amazon EC2 1—H—HA RO T4 A&
DANDEGICETANT I —TFT14 0, BSRBRLTLSEEL,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html

Amazon CloudWatch Logs d1—H¥—HA R

2. 2200F7aoVWTFnsrEFERAL T, CloudWatchlLogs I—2 I RV ARN—F (T
LEFT, 1VF—XY MDY SEERTIDN., 774XV O0—RLTAZ ROV TE
ITEET,

® Note

CentOS 6.x, Red Hat 6.x, £ (& Ubuntu 12.04 ZETLTW3BERE. 1AM =7
ZADVO—RLULTAZRT7OVTEATIHDFIEZFEALTLKEEL, chsDT A
TALATE, 102 —%Y "D SEE CloudWatchLogs T—2 I R ZEA 2 ARN—ILT D
cEFTEEXREA,

® Note
Ubuntu Tlk, XOIX > REERITITDEIIC apt-get update ZEITLTLEEL,

A22—%Y NP SEEERITIZICE, ROOXV REFALTTOVTNIRVET,

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python ./awslogs-agent-setup.py --region us-east-1
BIOORY RABELBVWEER., UTZHLTSEZ WL,
sudo python3 ./awslogs-agent-setup.py --region us-east-1

AR RT7OZATVO—RULTERTITRICE. ROOXY RZEALTZ7O 7T MMIRVE
EE

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/
AgentDependencies.tar.gz -0

DAY DAR—RK. ETHOEC2LINUX A VARVAILTI—CI 2 RNEA VAR =TS 15



Amazon CloudWatch Logs

Q—H—H1 K

tar xvf AgentDependencies.tar.gz -C /tmp/

sudo python ./awslogs-agent-setup.py --region us-east-1 --dependency-path /tmp/

AgentDependencies

CloudWatch Logs T—> T2 h&2A4 2 AM—)L TSIk, us-east-1, us-west-1, us-
west-2, ap-south-1, ap-northeast-2, ap-southeast-1. ap-southeast-2, ap-northeast-1, eu-
central-1, eu-west-1, 7k sa-east-1 V=3 &IBELET,

® Note

awslogs-agent-setup OBIT/N—23a 2 EN—TJa VEEOFEMAICOVT
k. CHANGELOG.ixt 228 L T EE L\,

CloudWatchLogs T— I RA VAR —FR, Y MTPYTHICHEOBERELEELELF
T, BBITHEIC, EZRVITRO077ANEFORALRR TR EH > THEHE
FHVET, £, ROBERZER/IDLENHBYVET,

HH

AWS 77 EAF— 1D

AWS >—JL Y KT

TEAF¥—
TF7FNLRN)=232
A

77 ) NHAER

Ty7O—R3207
T77A4ILDONA

Bt

IAMO—=)%Z2EATZHEE Enter ¥F—Z2HL EFT, ThUHND
BElk. AWST7OtEAF—IDZEAALET,

IAM O— )2 EAT 354 Enter F—2HLET., ThUHAD
BEE. AWSS2—OLYRNT7IORAF—%2AHLET,

Enter ¥—Z2# L &9, F7 4B us-east-2 TF, <nlE. us
-east-1, us-west-1, us-west-2, ap-south-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, ap-northeast-1, eu-central-1, eu-
west-1, F & sa-east-1 ICRRETEEXRT,

THICLEEE Enter ¥F—Z2H L E T,

KETAOTTF—RZBCT77AINDOEHAMTT,. 1A=
NADIRBERRLET,
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https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/CHANGELOG.txt
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HH Bt

EEEOQJIIL—TE QOJJL—TOEMTI, 1AN—ZROJTIL—TE DR
ZERRILET,

EEEOJANI—L TF7#ILRTE, RARMOER T, 1AM —FRHRARNED
&3] REERRLET,

BALARTER BEEOJ77AINRORALAZ Y TEAZIBELE T, MED
EXZEETSICEF. [custom] ZBIRL ET,

VBN E F—REEDRSICTYTO—RTEXTIDN F—ET7A4ILDT
XNTZT7Y 70— RFTBHEWE [start_of file] ICERELET. FL
<FHMrzshkTF—20&ET Y 7O— RTBHEWR [end_of_f
ile] ICRRELET,

ChSDFIBAETITDE, A VAMN—FZRBOOT 7 7AIINZRETIHNESHERTER
T, FOT 774N ODVTHETESOLAZRITTEERT, ICEZRU>TI 3250977
AN BEVEE, BoOJEEY RTYTITREIICAVARN—=FIZRO S NI-EIC [N] ZiER
LEFT, I—-CIRIETT7AINOREOFHFMIIOWTE. MCloudWatch Logs T— T
RDUT7T7LAL Z2ZZRLTLKEEL,

@ Note

BHOOTY—ADPSE—OOJ AN —LLLT—RE2REETEIREFYR—bENT
WEEA.

3. I—CI M EITFEhTLIESLKLES,. CloudWatch AV —=)IICHLLERENEOTY
IN—=7EOTFARN)—LZERLTLSEETV,

M OVTIE, TLogs ICEEE N/ CloudWatch O F—2 %2R KT 2, B2SBLTLKEE
(A1
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D4V OAZ—N: BEFIZ EC2 Linux 4 > A& > Al CloudWatch Logs
I—212bhZEA2AM—I)LLTERET S

® Tip
COto>3a>THBALLEFLV CloudWatch Logs T— T MNE, EHRBICEDFETT,
Kb, OJEX RNV IAOBEZRETEDH L LVFES CloudWatch T— T MN&fE
AT LZz@<HEdLET, 52, BV CloudWatch Logs T— T2 MZI& Python
BIUBABETHY), chsON—23a> @ F7AILMTRERHFLVWEC2A ARV AILA
YARN=IEnERA, #£E CloudWatch T— T2 MOFMAICOVWTE, TI—>1>
NDAVAR=), ZBBL T &L CloudWatch
Ot a>OBEYOESTIE, H CloudWatch Logs T— T2 MOERIZ DL TEHEA
LET,

FCEBFIC EC2 Linux 1 > AR AICHW CloudWatch Logs T— I REA VA
N—ILT%

EERICA ARV AICNT A—21EHRZET Amazon EC2 DEBETH S Amazon EC2 1—H'—
F—REFEALT, TOA AR AIZ CloudWatch Logs T— I R &2 A ARN—)LLUTERET
ZFETJ, CloudWatchlLogs T— I RDA VAN =B RTRERHZ Amazon EC2 IETIC
(&, Amazon S3/NT Y R EDERY ND—UVDBFRICHDRET 7ML ZEELE T,

EROOTY—ANSE—OOYARN—LLF—RERETHRERTR—RENTVEL AL
MRS

O N—TEOQTARNU—LEFTRTRALEI—S IV NOBRET 7 AL EERLET, Ch
. ESRUVIIBOTT7ANEZTOT Y TO— REOOT TN —THLFOYTARNY—LHE
BENTWBFFART7ANTT, I-VIVNGCOBRET 7 AL EFEAL TRRENETAT

OOT77ANDEZR)IBSLCTY 7O RERBLET, T RNRET7AMILORE
DFMICOVWTIE, "CloudWatchLogs T—=2 I ROUT 7LV AL #BBLTLSEEL,

AR, Amazon Linux2 DY FINI— I REET7AILTT,

[general]
state_file = /var/lib/awslogs/state/agent-state

[/var/log/messages]
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file = /var/log/messages
log_group_name = /var/log/messages
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

LT, Ubuntu O TINI—J I RBRET7AILTTY,

[general]
state_file = /var/awslogs/state/agent-state

[/var/log/syslog]

file = /var/log/syslog
log_group_name = /var/log/syslog
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

IAMO—ILZ2RET I

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZFEE £ F,
2. FTES—>32~RA 2T, [Policies]. [Create Policy] ®IEIZEIRL £,

3. [Create Policy] K—= M [Create Your Own Policy] T. [Select] ZiZIRL ET., HAZXLKR
—ERDOFEMIC OVWTIE, Linux 12 AR > AH® Amazon EC2 1—H¥'—7 4 R® Amazon
EC2DIAM AR —#SBLTLSEETL,

4. [Review Policy] R—< T, [Policy Name] IC/RU S —DEZRIZADLET,
5. [Policy Document] I, XDARV—&2IE—L TR TET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
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https://console.aws.amazon.com/iam/
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© © N o

10.

11.
12.

},
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::myawsbucket/*"
]
}

}

[RU>—DOEK] 2BRLET,

FTE4S—2 3> R4 2T [Roles], [Create New Role] DJEIZIZIRL £,

[Set Role Name] R—2 T, O— )L OERZA DL, [Next Step] ZBIRLE T,
[Select Role Type] X—= T, [Amazon EC2] MBI & 3 [Select] Z&IRL £,

[Attach Policy] R—2 DT —7 I OA Y Z—T, [Policy Type]. [Customer Managed] ® JIE(Z&1R
LET,

ER L 7= IAM R > —%iBIR L, [Next Step (RO AT Y 7] ZiBIRL £,
[O—)LOER] 28RL £T,

I—H—ERUS—OBHMCOVTE, IAM I—H—HA RO TIAM I—H—EJL—71 &
KU TAM AU —%EEBTS, 2BRLTEE W,

FLWA AR A%ZEE L T CloudWatch Logs ZEBRIC T2 IC &

Amazon EC2 2V —)L (https://console.aws.amazon.com/ec?2/) ZF& £ 9,
[Launch Instance] (1 ~ AR ADiEE) Z#IRLE T,

HMICOVWTE, Linux 1 AR AR AmazonEC2 1—H—HA RD T4 AR ARE
DAY —REFEHALEAVAZCADORE ) 25BLTLSEEL,

[AF ¥ 7" 1: Amazon Machine Image (AMI) 2RI 2] R—2 T, BT S Linux 1V AX
VABRATERIEBRL, [ATYVT 2 AV AR ARA T %IRRT %] R— T [Next: Configure
Instance Details] ZiZIRL £,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_WorkingWithGroupsAndUsers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
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cloud-init #* Amazon Machine Image (AMI) ICEFENTV\B & 2B L £ 9. Amazon Linux
AMIs, B & Ubuntu &K' RHEL AA® AMIs (Z1E 9 TIZ cloud-init "EENTVWETAH., D
CentOS B KU T DD AMIs (ZIFEEN TV AWS Marketplace BENH W T,

4, [ATVT 3 AR ADHMERET D] R—2 D [IAM role 1AM O—JL)] T, KL
IAM O—J)LZEIRLE T,

5. [Advanced Details] ® [User data] T. A FORAVUT ~hEZRY VARICEHYFHET, TD
B, ARVVTRNEEFHITRICE, [c]AT>a>nEE, I-IRRET7AILONEBICE
BLET,

#!/bin/bash

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

chmod +x ./awslogs-agent-setup.py

./awslogs-agent-setup.py -n -r us-east-1 -c s3://DOC-EXAMPLE-BUCKET1/my-config-file

6. TOBENAVAZAYAANDL/ELREEET, BEBEERZEL T [Launch] ZBRL T,
7. I—-JIVRHFLESLKRTENDE, CloudWatch I Y —LICH UL ERE =0T )L —
TEOYARN—LHFRRENET,

FEMICOVTIE, TLogs IDEEE N/ CloudWatch Y F—2 %2R TRT 5, 2SRLTLKEE
Wo

94 Y29 AR —K: Windows Server 2016 Z%£1T7L TL'% Amazon EC2
A2 AR AT Llogs I—> T haEERAL T CloudWatch 07 %
CloudWatch Logs ICIEfETEBD KRSICT D

® Tip
CloudWatch ICl&, EC2A VARV AEA VT LEZAY—N—HISOTEX NIV AOEE
ZNETEDFHLVWHEI IO M EENTVET, HHLLVHKSE CloudWatch T—2 1
VhEFERATRZEEBEOHLET, FHMICOVWTIE., T CloudWatch Logs MBEMH A% &
SRLTLSEEY,
cOtEUa>nEY) 0B TE, HW CloudWatch Logs T—2 T2 NOEMRIC D VTR
LET,

D499 AZ—N: Windows Server 2016 4 > AR > AT CloudWatch A7 Z A3 % 21


http://cloudinit.readthedocs.org/en/latest/index.html
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Windows Server 2016 #%£1TL TW% Amazon EC2 1 VARV AT, &L
CloudWatch Logs T—> 1> hZ2 AL TAY & CloudWatch Logs ICIEETE D &
o) 'y )

Windows Server 2016 ZETLTW3D 1 2 AR AN CloudWatch OV ICOJ ZEETED LS I
T3, BEROFEZEFERTEES, COEI>ANODATY T Tk, Systems Manager Run
Command ZALE T, TOMOARERZRAEICOVWTIE, "Amazon AOOYT ., ARV K, /N
T #—~N2AND R —MNIAE CloudWatchy 2B LTS EE L,

ATYT

s YOTILBEZ7TANETVO0—RTD

@ JSON 7 7 A4 ) Z5&E F % CloudWatch

Systems Manager A IAM O— )L ZER T 5

Systems Manager DBIIRZHZHERT D

c AVE—XY KT O EAZHR

Systems Manager Run Command Z £/ L T CloudWatch OJ ZEB%ICF %

BOTILRE77AINEF T O0—-RTS

H7TINT7A4) (AWS.EC2.Windows.CloudWatch.json) Z E1—RICATIO—RLE
Cl

® JSON 7 7 A4 )L Z5&E 9 % CloudWatch

ICIEET2O07Z2ROBICE,. BRET 7 A4 TEIR CloudWatch LTEELET, COT7 7 M) %&HE
L. IEEE&TRLFC?EEE@“%JD'EZL&" FETETICIOZUELDBFEN BVET, CORA
VZ1ERTLES, IXTOAVARVATEREI 7AINEBRATEEY,

ATYT

« AT Y 7 1: CloudWatch OV ZEB#ICT S

AT Y7 2: DREZHBK TS CloudWatch

ATV 3 EETRT—RERETS

ATY7 4 70—FIHERETS

ATY 7 5. JSON VT UV ERETD
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AT Y 7 1: CloudWatch OY &= B%h-F 5

JSON 77 A4 )LMD%FET, IsEnabled ® Tfalses & trues IWZEELET,

"IsEnabled": true,

ATY T 2. DREZEM T S CloudWatch

WALEER, V—>3>, OJJI—T7HR. BLTCOATAN)—LBRZBZEELET, chilk
W, 41AZARKOY F—42% CloudWatch Logs ICRETEE T, BULOTTF—XEEBE DB
ICEFETBICE. —E 0 IDsCloudWatchLogs "2 & CloudWatchLogs "3, & &) & ID ZEICEK
B)—>2areEHEoEU> a3 EEMTEERT,

CloudWatch Logs ICOJ 7F— R ZEFETADLSICKRETBICE

1. JSON 77 A4 JL T, CloudWatchLogs 0> 3>zl 2H%7,

"Id": "CloudWatchLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {

"AccessKey": "",

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

I
2. [AccessKey] 8 &V [SecretKey] 71—/ REZADEFRICLTHBEERT, IAMO—/LEFEH
L RRGEEHRERELET,
3. RegionllF, OJF—RZEEFETB V-3 EADLET (LEAW, us-east-2),
4. LogGroup Ik, AJINL—T DR ZANLET, COREIK, IV —IL® [Log Groups
CloudWatch] BEICKRRENET,

5. LogStream (ZlF., EFXOOTJARNI—LZAHNLET, <OFFIF. CloudWatch IV —
LoOJIMN—7>AN)—LBHEICKRTENET,

F7#I) D {instance_id} 2R TZHE. O AN —LABR DA AR ADA
ARXAID T,
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FEFELAVOTANI—LAZZIEET S L, CloudWatch Logs (C
EO2THBNICERENE T, VUTFIILXFH, BERIERE NLEER

{instance_id}. {hostname}. {ip_address}. ¥k FhsniEiEdhbtEtEFEHALTOY
ARNV—LBZERTEEXT,

ATYT I EEITRIT—RERETS

A X2 NATF—%, Event Tracing for Windows (ETW) —&, $LTZ0MOOTF7F—2%
CloudWatch Logs [CEfETEE T,

Windows 7 7' —< 3> 4 R NAOYF—A& % CloudWatch Logs IZIAfE 9 % IC I

1. JSON 77 A4 )L T, ApplicationEventLog V> 3a>&ZR 2%,

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

iy

2. LevelsZlEk, Z7Y7O—RTBAYVE—DERATZEBELET,. ROVWTNADEZEET
XTI,

c 1-I5— XV tE—JEF2T7Yy70O—RLET,
c 2-BEXYVE-DEWETYZ7O-RLET,
s 4-BEBAVE-DEGFETYZTO—-RLET,

BEEEAEDETERORATOXYE—DREHDDENTEET, LA, BE3EFI
S—XVtE—T 1) EBEXYE— ) ETY7O-RLET, BH7R. IZ—XvE—2
(1), BEXYvE—2 (2), BEBAYE—2 W) ZT7Y7O—RLET,

¥ 157405 F—2X% CloudWatch Logs ICIEET 2 IC I

1. JSON 77 A JL T, SecurityEventLog 0> 3a>&R 2%,
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{
"Id": "SecurityEventLog",

"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Security",
"Levels": "7"

iy

2. Levelsllk, 7EAHDLTIXRNTOXYE—2%2FT Y O—RLULET,

AT LARY NOYF—2% CloudWatch Logs ICIEE T2 I

1. JSON 77 A JL T, SystemEventLog V> 3a>&R 2%,

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "System",
"Levels": "7"

+

2. Levels K, 7Y7O—KT2XY E—YDRATERELET, ROLThH OEEKET
7,
c1-I5— XY E—JEFZTY7O-RLET,
c 2-BEXYVE—DEFETYTO-RLET,
c 4-fEEX Y E—VEFET Y 7O KLET,

BEEZEAEDETERBORATOXY E—2DZEHDENTEET, LEAF, E3RT
T=XVtE—T 1) EBEXYE—T ) ZTYTO—RLET, H7R. IZ—Xvt—2
1), BEXAYE—2 2). BAYE—2 W) 2T Y7O—RLET,
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HORALTDA R NOY T —2R % CloudWatch Logs (ZEET 2 ICIE

1. JSON 77A4I)IZ, ILLWEIZ AV ZEBNMLET, EEIVIVICEEED IdHFHETT,

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"

iy

2. IdClk, 7vy7O0—R920O00F8ZAHDLET (L&A E. WindowsBackup),
3. LogName 2k, Y7’ O0—R¥BZO7DBEZANLET. OJDBTZRDKRS ICHERRTE
£7,
a. ARVRE1I—D—%HEET,
b. FE4—23>~RA2 7T, [Applications and Services Logs] ZiZIRL £,
c. OJICBEIL. [Actions]. [Properties] Zi#IRL £,
4. LevelsZlFk, PY7O—RIBAVE—DORATEZBELET. XKOVWIThHADEZEET
EET,
c 1-I5—XvtE—2EFz2T7Yy7O—RLET,
c 2-BEXAYVE—DEFETYZTO—-RLET,
s 4-BBAVE—DEFETYZTO—-RLET,

7
7

BZEHAEDETERORATOXYE—22EHBRENTEET, HEAEFE, E3ERFT
=XV tE—T 1) LBEXYVE—D ) ETYTO—RLET, BHE7R@,. I5—Xvt&—2
(1), BEXYE—2 (2), BEAYE—2 W) E2TY7O—RLET,

Windows F—Z DA X N KNL—A% CloudWatch OJ IZXET 2 I &

ETW (Event Tracing for Windows) (Zl&, 77V —> 3> O ZEEIACEN TEDIVNERNT
ZHAHAVATVRERAN_ALFAZENTVET, FETW R, OJRFEEY a3V 2REARB LT
FLETED Y IARFZ—DvICLVEHBPEIAET, FEv>aVICEk, Z7ON1F—& 120
tOod221—~X—HIEFEELET,
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1. JSSON77A4J)T, EWWEY>3a2Z2RO20FXT,

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

+

2. LogName IZl&, 7Y 7O—R3¥2O00BFFEANLET,
3. LevelsZlF, ZFYZ7AO—RIBAVE—DDRATEEBELET. XOVWThHADEZEET
EFXT,

c 1-I5—XvtE—2EFz2T7Yy70O—RLET,
c 2-BEXVE—DEFETYTO-RLET,
s 4-FBEBAVE-—DEGFETYZ7O—-RLET,

BEEEAEDLETERODRATOXAYE—228DBENTEERT, HExE, E3ET
=XV tE—T 1) LBEXYVE—D ) EZTYTO—RLET, BH7E,. I5—Xvt&—2
(1), BEXYE—2 (2), BEAYE—2 W) E2TY7O—RLET,

HARLOT (THFAM—=AOOYT 77 1)) & CloudWatch Logs IZIEET B I

1. JSON 77 A JL T, CustomLogs 0> 3a>&R 2%,

"Id": "CustomLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"
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N

}
.
LogDirectoryPath Ik, AN AV AR AICKRIMEND NAZADLET,

TimestampFormat IClF, ERATB RN LARAZ VY TERZADLET, YR—RNEhBDEDFH
MIZDOWTIEE, MSDN D "THARLDHFNEHZOEXIEEXFH ) ZZRLTLEZL,

/A Important

V—AOJ77740ICRK, BOTTORBIZRALARZRYTHHBY) ., BALAZYTD
BICAR—AN HIBENFHYNET,

Encoding lClk., EAT2 7 7A4ILI0—R (UTF-8 L) ZANLET., Y R—KEhDE
D—EIZDWVWTIE, MSDN ® TEncoding 72 A1 #SBLTSEEL,

® Note
RREBTREBEL, IVO-RBZFEALET,

(A7 av)Filter Ik, O 77A4LNBOTL T4V IORZBANLET, IXNTOT7A)
BEEZRIVITBICE, CONTA—RZZEANDERICLET, HR—RNENTVWSEDFHH
DWW Tk, MSDN MFileSystemWatcherFilter "7'O0/N7T 4,5 REY &SRB LTSEETL,

(7> 32) CultureName IClE, BALRRTHFREFENTVSO7—I)LZANLE

¥, CultureName AZDNFE, Windows 1 VARV ALK REFAE ATV 0LRELO
T=IUHFFT7AILNIBYNET, FHICOVTE. MSDN @ "Product Behavior; REY M5k
T. Language tag SlZZRL T<EEE L\,

(@ Note
div, div-MV, hu, & & hu-HUEF. Y R—KhEhTLWEEA,

(A7’ 3>) TimeZoneKind IZI&, Local £ UTCEADLET, chZERETHE, O

TDRALARYTIZBZA LY —VBEBIEENTVWEVEEICAM LAYV -V ERERMRTESE
To CcONTA—ZREZHOEXRICL, RALAZRVTILZA LY —=VBHBAIEENTVIENE
&, CloudWatch Logs 77 #)LNTO—ANBRALY—=VIZBYNET, R4 LRV TIZEE
EBALV—VBEBIFEENATVWREE, CONTXA—REEREIET,

(A7 3a2)LineCount ICIk, AT 7 7ML ZBRTREHDAYE—DOITHREAILET,
FEAK, ISOOT77A4INOAYA—RFRERBUTY, 50 EANTRE, OF774)
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DAY X —DORAO 3 THAZHAIMSN, O 77 A ZEEBITEET, ISOJTF7A4IT, 3
BEEDITRBEROARAZYT TN, RALARRVZRECOJ7I7AIBTERSD EVSRILE
bUEEBA, TOREO, OJT77ALNO—BEOT7 4V H -7V N eERTDICE. REOOT
T—ANIBLKEE1{TEROREEZHBEBHLET,

IS 0% F—24& % CloudWatch Logs ICEE T2 IZ(E

1. JSON77A )T, IISLog o> a>&ZROHFET,

"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

iy

2. LogDirectoryPath (Cl&, Bl%Z O 4 b (C:\inetpub\logs\LogFiles\W3SVCn % &) ®
HS O A BMENTVWB T I)IAZAHILET,

(@ Note

W3C OVEADAHR—RENET, IS, NCSA, DARALAFRRBEHR—bEhEHE
Ao

3. TimestampFormat IZl&k, AT B XA LARYTERZALLET, HR—NEhBEDFH
MIZOVWTIE, MSDN D "THRZ LD B EBZNOERNIEEXLFH . 28RBLTIEE,

4. Encoding IZl&, BRAT277A)NI>I—R (UTF-8 5 E) ZANLET, YR—NEhBE
DEFMAIC DOV TIE, MSDN @ TEncoding 72 A1 Z#SBL TS EEL,
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5.

® Note
KRB TRELS, I>O—RFZFEALET,

(F723a2)Filter IZEk, O 77ALBOTL T4V IREAALET, IXTOT 7ML
ZEZRVTTBDICRE, CONTA—ZRZZHOERICLET, YR—BMEhTVLBEDFH
[C DWW T, MSDN OFileSystemWatcherFilter "7’'O0/N\7 14 4 REY VZSRBL TSEEV,

(A7 3>) CultureName IClF, RAALARZRTHARBB|EEATWVWAOT7—IILEADLE
9, CultureName A"ZMIHEE. Windows 1 VARV ALKV BEFHEATVSOERL
O —INTF7FIIBNCEYNET, YR—RNENDEOFFEMIC OV TIE., MSDN ® TProduct

Behavior; NEY 2 MXT, Language tag B1ZSBL T EE L,

(@ Note
div, div-MV, hu, 8 & hu-HU {Elx, HR—REhTLVEE A,

(7> 3>) TimeZoneKind 121, Local FEWRKEUTCZANLET, chZRETHE, O
TDRALABR Y TIZRA LY =V BHRFEENTVEVEEICZAM LAYV -V BERERHBTESE
T CONTA—BREZZEHOERFRICL, RALRZYTIZEZA LY —2BBIEENTVEVE
4. CloudWatch Logs 77 # )N TO—ANZALY—=VICBYET, RALAZVTIZEE
CRALV—VBBIFEFENATVRIEES, CONTX—REFEREIET,

(A7 3a2)LineCount ICIE, AT 7 7ML ZBRTRLEHDAYE—DOITHEAILET,
EZF. 1ISOOT77A4INOAYZ—RFEEFERUTY, "5, EADTHE, OJT774)
DAY A —DORID 5 THFHRERSh, O 774N E2BRTEXRT, ISOTT77A4I T, 3
EEOTRBFOAZTTIN, RALARTREICOT77AIILETERS &E VSRR
HYVEBA, TOLESD, O T77ANO—EOT7 1A=V NEERTDICEK., EBOOY
T—BDIBLKEE1TEEDREZHEHLET,

ATY7 4 70-HHZRET D

ET7F—RBF, Flows BV I3 VICRBIREEEEFT >TVRIMREN HYVET, A, HA
AL0O7, ETWOY., 8KV AT AOY % CloudWatch Logs (CEFE TS ICIE. Flowsto >3
> (CustomLogs, ETW, SystemEventLog),CloudWatchLogslc ZEML £,

D499 AZ—N: Windows Server 2016 4 > AR > AT CloudWatch A7 Z A3 % 30


https://msdn.microsoft.com/en-us/library/system.io.filesystemwatcher.filter.aspx
https://msdn.microsoft.com/en-us/library/cc233982.aspx
https://msdn.microsoft.com/en-us/library/cc233982.aspx
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/A Warning

YOV oEEBMTRE, 70-A7OY09EhET, FEZE. FAAIARNIITA
DATY THZEBMUEN, AVARVAICTFARAIFABEVESRF. 7JO0—OIXNTOATY
IHA7OvoEnEd,

BLOJ7 74N EEBOREICEFETCEET, Leald, 77Ur5r—>3>

0% % CloudWatchLogs £V 3V TERMN T 2 DORBEICEFTSIC

(&. ApplicationEventLog, (CloudWatchLogs,CloudWatchLogs2) Z Flows 20> 3> I(C
EmMLET,

70—%HHEERETSICIE
1. AWS.EC2.Windows.CloudWatch.json 77 A4 )L T. "Flowsy, 29> 32>ZRO20 &7,

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter, PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"
]
}

2. Flows ik, FY7O—REhBEF—2E (& xF. ApplicationEventlLog) & FNEE
% (& 2, CloudWatchLogs) ZEBML £,
ATYZ 5. JSON ATV ERETD

JSON 7 7AI)DmWEBFNTRETTY, 774N EREL, 774NV TVETHFANITA
BAOBDT A2 RIIZBEYRTET. 7740270V, COFIEORDATY T7THEICK
WERT,

Systems Manager A IAM O— )L & EKX T %

A AR Y ADRIERD IAM O—)LIk, Systems Manager Run Command D SE{TRICHEIZ/EY)
F9, cOO—JLICKV), Systems Manager &4 ARV ALTT U2 IV ZERTTEXRT, il
IZ2WT k. AWS Systems Manager 1—H'—7 4 R® "Systems Manager 174 O0—)L®

D499 AZ—N: Windows Server 2016 4 > AR > AT CloudWatch A7 Z A3 % 31


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
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EQ/HTEJ ZSBLTLEETV, BEOAMAZAADO IAMO—=ILOT7 R Y FIZDOVWTIE. Windows
A2VARAH Amazon EC2 A—H—HA RO "MIAMO—I)ILEA VARV AT REAYF T2, &5
BLTLEEZL,

Systems Manager D BIIR& U4 ZHERT S

Systems Manager Run Command %&£/ L T CloudWatch Logs &£ DIEEZRET D HIIC, 1 VAR
VANBRPEHEBELTVD L EZBRLTLSEE VY, FMIC DOV TIE, AWS Systems Manager
Jd—H%—HA R® "Systems Manager DEIIRFEH 1 Z#SBL TS EEV,

122 —%Y NT UL AZTER

COJEARYNTF—RERETSICIE. Amazon EC2 Windows Server 1 VAR AEXZR—T R
AVAZRVALLTINND Y ROAZ—ZFY NTOEANZETT CloudWatch, 1 > X—X% Y
R7OEADFELVRERZEICOWVWTIE, Amazon VPC 1—H—HA RO T4 2 —Z v R — K
YIf, EBBLTIEE,

Systems Manager Run Command Z £ L T CloudWatch OJ ZEMIZ T %

Run Command Tl&, 1 VAR ANEREZA T RTEBETE XY, Systems Manager R
FAIXKRNEEELTINTIXA—REZEBEL,. 1 D2UEDA VAR ATIAN Y REEITLET, 1
ARVADSSMI—J IV RNE, ONVRZMEBL, EESNEEBVICA VARV AZRELE
9.

Run Command % £/ L T CloudWatch Logs & DB ERET B IC I

Amazon EC2 12V — )L (https://console.aws.amazon.com/ec2/) ZFEE £ T,

SSM 12V — )L (https://console.aws.amazon.com/systems-manager/) ZB& £9,
FTES—2 32 RA4> T, [Run Command] Zi#IRL £9,

[Run a command] ZiZRL £ 7,

XY RRF 21X N T, AWS-ConfigureCloudWatch Z3&RL £9,

B—TYRNAARVA T, CloudWatch AT ERMETBIA VAR AZEBRLET, 20
DANCRRENTVEVAS AR AWK, Run Command AICEREE N TV EVSEN D
WET, FMICOWTIE., Windows 4> A& AM Amazon EC2 1—#H'—# 4 R® Systems
Manager DEIEZHZSRL T EE L,

7. [Status] T. [Enabled] Zi&RL £7,
8. [Properties] T, BINO XAV THERL = JSON ODREZIE—L TEY FHET,
9. BYOATIarT714—J)LREAHL., [Run] ZBIRLE T,

o g kA w Db =
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/systems-manager-setting-up.html
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ROFIEZFEHAL T, AmazonEC2 OV —I)LTON Y ROETHERZRRLET,
AV —=I)TIAX > REDZERTRTSICIE

1. ANV RZZBRLZET,
2. [Output] R 7 &EIRLET,
3. [ViewOutput] ZBIRLE T, AN REIR=DICIE, OAX ROFBITHERIRRENINET,

94 Y90 ARX—KN: Windows Server 2012 & & U* Windows Server 2008 %

E£1TLTWVWS Amazon EC2 4 2> A& > ATO% % CloudWatch Logs Zi%
ETEBDLDICTD

® Tip
CloudWatch ICl&, EC2A VARV AEA VT LEZAY—N—HISOTEX NIV AOEE
ZNETEDHLVWHEI I MFEENTVET, HHLLVHKSE CloudWatch T—2 1
VhEFERATRIEEBEOLET, FHMICOVWTIE, T CloudWatch Logs MBI A% &
SRLTLSEETLY,
COtEoa> 0Bk OES T, H W CloudWatch Logs T—> T2 NOERIZ DL TEHA
LET,

Windows Server 2012 & & UF Windows Server 2008 Z3£1TL TL'% Amazon EC2 A
VABRATOY % CloudWatch OJ ICEETEDELDIZT S

Windows Server 2012 & & U Windows Server 2008 Z2Z2{TLTW3 A/ AZATOV %
CloudWatch OJ ICIAETERA K DICTBICIE, ROFIEICHVET,

BOTLVRETFANEZDO—RTD

H>7 )L JSON 77 A4 )L (AWS.EC2.Windows.CloudWatch.json) Zd>E1—&ICXV>O—
RLET, COT7AINRUBOATY 7THRELET,

M JSON 77 4 )L%Z5XE T % CloudWatch

ICEEITHO7 2 RDBICIE, JSSONRET77Z7A4ILTEIRL T CloudWatch i EELET, COT7 A
ILEERL, BEEZBRLULTEETZ7O0CARF., TETETICI0DUEADDEENHYET,
NDRAAVE1BRTTLES, IXNTOA VARV ATREI 7AW EZBRRHATEEXT,

g%%gl’}l— ~: Windows Server 2012 & & TF Windows Server 2008 4 > A& > AT CloudWatch 0% 33
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https://s3.amazonaws.com/ec2-downloads-windows/CloudWatchConfig/AWS.EC2.Windows.CloudWatch.json
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ATYT

« AT Y 7 1: CloudWatch OJ' ZEB%ICT 3
« ATV T 2: DEREZER T S CloudWatch
« ATV 3 HKETBRT—RERETD

« ATV 7 4 70— %)ZBRETD

AT Y7 1: CloudWatch OJ #EBMICT 3
JSON 77 A )L M%FET. IsEnabled ® Tfalses & Ttrues IZZEELZET,

"IsEnabled": true,

ATV 7 2: DEREZEM T S CloudWatch

WALEER, V—>3ary, OJJIN—T748, BRCOTARN)—LABRZEEAZEELE T, chilk
W, 41AZARKOYF—2% CloudWatch Logs ICEETEE T, BULOTTF—XEEBX DB
ICEETBICE. —E 0 IDsCloudWatchLogs "2, & CloudWatchLogs "3, & &) & ID ZEICEK
=23 eFE ot a EEMTERY,

CloudWatch Logs ICAJ F— R ZXETADRDICEETHICKE

1. JSON 77 A4 )L T, CloudWatchLogs 20> a>ZzRH2WH &9,

"Id": "CloudWatchLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudWatch",
"Parameters": {

"AccessKey": "",

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

+

2. [AccessKey] 8 RTU [SecretKey] 71— )L REIZHOEXRFRIZLTHEET, IAMO—-I)LZFEA
LCRIABERZRELET,

3. Regionlllk, AJF—RZZEEFETSH V-3 02 ANLET (LEAW, us-east-2).
%%%%%9— I~ : Windows Server 2012 & & T Windows Server 2008 4 > AR > AT CloudWatch 0%/ 34
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4. LogGroup lolk, OJIJIL—T7DREZANLET, COFRHIE, I>Y—IL® [Log Groups
CloudWatch] BIEIICKRRENET,

5. LogStream (ZlF., EFEXOOTARNI—LZANLET, <OFFIF. CloudWatch Y —
LoAJdIMN—7">AN)—LBEEICRRENET,

F7#I) MDD {instance_id} ZFEATIHEE. OTJ ANV —ALABR DAV AR ADA
AZAIDT9,

FEFELAVOTARNI—LAZBZIEET S L, CloudWatch Logs (C

KO THBNICEREINET, VTFITILXFH, BFERENEER

{instance_id}. {hostname}. {ip_address}. ¥kFhsniEsahbezFEHALTOY
ARNV—LAZBEERTEET,

ATYVT 3 RETRIT—RERETD

AR hOYJF—2A&. Event Tracing for Windows (ETW) F—&, 8 RV ZF0MOOTF—X %
CloudWatch Logs ICIEfETE X T,

Windows 7 7’4 —>3a> AR NOJF—2 % CloudWatch Logs ICIEfE T 5 IC &

1. JSON 77 A4 )L T, ApplicationEventLog V> 3a>&R2H%ET,

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

iy

2. LevelsClk., ZY7O—RI2XYE—2DRATEEELET. XROVWTHHADEZIEET
EET,
e 1-IT5—XvEe—>HETET7Y70—-RLET,
«c 2-BENYE—EFETYIO—-RLET,
c 4-BBAYVE—DREFETY7O—-—RLET,
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BEEEAEDETERORATOXY E—2%EHBENTEERT, FExE, E3 T
S—AvtE—T 1) EBEXYE—T () ETYITO—RLET. BE7R. I5—XvE—
(1), BEXYE—2 (2), BEBAYE—2 W) ZT7Y7O—RLET,

¥ 1171405 F—2% CloudWatch Logs ICEE T2 IC1E

1. JSON 77 A4 )L T, SecurityEventLog 0> 3a>&ZRD2H%ET,

"Id": "SecurityEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Security",
"Levels": "7"

},

2. LevelsZlF, 7&EADLTINTOXYE—22F7Y7O—-RLET,

AT LARY NOYF—Z % CloudWatch Logs ICIEE T2 IC i

1. JSON 774 J)L T, SystemEventLog 20> 3>&ZRBD20FT,

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "System",
"Levels": "7"

1
2. LevelsiZiF, PY7O—RIBAXYVE—IDRATZEELET. ROVThADEZEET
XY,
c1-I5— XV E—2EFZETY7O-RLET,
c 2-BEXYVE-DEWETYZ7O-RLET,

g%%gl’}l— ~: Windows Server 2012 & & TF Windows Server 2008 4 > A& > AT CloudWatch 0% 36
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c 4-BEAVE-DEFETYTO-RLET,

BEEAZAEDETERORZATOX Y-8 TEXT, HEXE, E3RT
S—Xvt—T (1) EBEXYE—T () #T7Y7TO—RLET, BE7R&. IS—Xvt&—32
1), BEXYE—2 (2), BHBAYE— (4) 27 Y 7O0—RLET,

ORALTOA R NAYF—2% CloudWatch Logs ICEE T2 IC I

1. JSONZ7 74N, FILLWEISIVZEMLET, EEIIVICEERD Id S ETY,

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"

}

2. IdClk, 7y7O0—R920O00F8ZAHDLET (L& A2E, WindowsBackup),
3. LogName 2k, Y7 O0—R¥BO7DBEZANLET. OJDEFHZERDKRS ICHERTE
£¥Y,
a. ARVRNEI-—TJ—ZBHEET,
b. FE4—23>ARA>2 7T, [Applications and Services Logs] ZiZIRL £,
c. OJICBEIL. [Actions]. [Properties] Zi#IRL £,
4. Levels|ZlF, PYZ7O—RIBAVE—DORATZIBELET. RKOVThHADEEIEET
EET,
c 1-I5—XVvtEe—2FEFET7Y7O0—RLET,
c 2-BEXYVE—DEWETYZTO-—RLET,
s 4-BERAYVE—DEWETYZ7O-RLET,

EZEAEDETEBOZATOXY -2 BHRENTEFRT, LA, E3RT
TAXYVE—T 1) EBEXYE—D (2)ZTY7O—RLET, BE7R. ITZ7—XvtE—2
1), BEXYE—2 (2). BBAYE—2 4) ZT7Y7O0—RLET,

g%%gl’}l— ~: Windows Server 2012 & & TF Windows Server 2008 4 > A& > AT CloudWatch 0% 37
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Windows F—Z DA X N NL—R% CloudWatch O IZEE T2 I

ETW (Event Tracing for Windows) (Cl&, 77V —> 3> FOJZEEIACEN TEDIVNERNT
Z2HHAAVOTERAND_ALNFAZEEATVERT, FETWF, OJEFLY > a>a2RBRE IV
BLETED Y aRZR—TyICLVEHBPEIAET, SV a2k, Z7ON1F—& 120

tod221—~X—HNEFEELET,

1. JSON77A4J)T, EWWEY>3a2aRO20FXT,

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

}I

2. LogName 2k, 7vyZ7’O0—R¥2O070B8ZADLET,
3. LevelsZlFk, 7Y7O—RIBDXYVE—TZDRATEZIBELET. XOVThADEEEET
2FT,
c 1-I5— XV tE—2EHZ2T7Y7O—RLET,
c 2-BEXYVE—DEFETYITO—RLET,
s 4-BHRAYVE—DEFETYTO-RLET,

EZHEAEDETERORATOXYE—22EHBRENTEET, HEAEFE, E3EGT
S—XVtE—T 1) EBEXYE— ) ETY7O-RLET, H7R. IZ—XvE—2
(1), BEXYvE—2 (2), BEBAYE—2 W) ZT7Y7O—RLET,

HAARLOYT (THFAM—=—AOOYT 77 1)) & CloudWatch Logs IZIEET B I

1. JSON 77 A JL T, CustomLogs £0>3a>&R 2%,

"Id": "CustomLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
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"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"
}
iy

2. LogDirectoryPath (Clk, AN MV AR AIZBMENDNAZADLET,

3. TimestampFormat IZl&k, AT B XA LAZRVYTERZAILLET, HR—NEhBEDF
MICOVWTIEE, MSDN® "THAZLDBRFRERZODERIEEXFH, 25RL TS EE L,

/A Important
V=AOJ 774N, EAQTTOXRBICEZALARTHFHY), ZBALAZRTD
BICAR—AN' HIDENHVYET,

4. Encoding IZl&, FRT277A)NI>0—R (UTF-8 B E)ZANLET, YR—NEhBE
DEFMAIZ DOV TIE, MSDN @ TEncoding 72 A1 #SBLTLSEEL,

® Note
RRBTREL, I>O—RBFEFEALET,

5. (A7 av)Filter ik, OJ77A4ILNBDOTL T4V IOREZANLET, IXTOT7AI)
ZEZRIVITBICE. CONTFA—RZZHANDERICLET, YR—MEhBEOFMICD
WTIlE. MSDN MOFileSystemWatcherFilter "7’0/\7 4 3 REY J&SBLTIEEL,

6. (F7>3)CultureName (Zld. BAALARRTHARBBEENTVWAOT—ILZAALE
F, CultureName A"ZDHFE. Windows 1 VARV ALK BEFAEATVWAOERLU
OT—=IAFTF7FIRNIBYNET, YR—NENDEOFMIC OV TIEE., MSDN @ "Product
Behavior; REY 2 MXRT, Language tag B|ZSHBL TS EE L,

(® Note
div, div-MV, hu, &V hu-HU ik, HR—KREhTLWEREA,
94 Y 9 AZ—: Windows Server 2012 & & T Windows Server 2008 1 > A&X > AT CloudWatch 0% 39
EEATS


https://msdn.microsoft.com/en-us/library/8kb3ddd4(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.text.encoding.aspx
https://msdn.microsoft.com/en-us/library/system.io.filesystemwatcher.filter.aspx
https://msdn.microsoft.com/en-us/library/cc233982.aspx
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7. (7> 3a)TimeZoneKind (CI&F. Local ¥ UTCZAALET, CchERETS L. O
TDRLALABRYTIZRA LY =V BHRFEENTVEVEEICZAM LAYV -V BERERHBTESE
T CONTA—BREZZHOERFRICL, RALARZYTIZEZA LY —VBBIFIEENTVEVE
4. CloudWatch Logs 77 # )N TO—ANBZALY—=VICBYET, RALAZVTIZEE
CRALV—VBBIFEFENATVREES, CONTX—REFEREIET,

8. (F7>av)LineCount (Clk, OV 77 AN ZBETEDLEODAYA—DOTHZEADLET,
EZF. 1ISOOT77A4INOAYZ—RFEEFERUTY, "5, EALTHE, OJT774)
DAY A —DOHRAIO 3 THNHEISNh, OF 774N EBRTEERT, ISOTT77A4ILT, 3
EZBOTRAROARAZTTIN, RALARZTREICOV7I7TAIETRLES EVSRILEG
HYVEBA, TOREH, OTFT77A4AINO—EBEDT 42 H—T IV NEEXKTDICIK, EEOOY
T—BDIBLKEE1TEEDR_EZHEHLET,

IS 0% 7—2A % CloudWatch Logs ICEE T2 IC(&

1. JSON 77 AL T, IISLog £ a>vEBSHET,

"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1l",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

}I

2. LogDirectoryPath (Cl&, Bl%Z O 4 b (C:\inetpub\logs\LogFiles\W3SVCn % &) ®
NS O BMENTWVWB T FINAZAALET,

(® Note
W3C OJEARADAHR—KhENET, IS, NCSA, NAZLFEARAEYR—FrEhEHE
Ao
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3.

TimestampFormat ICl&, AT BA XA LAARAZ VY TERZANLET, YR—NEhBDEOFH
M- DOWTIE, MSDN D "THARAZLADBREBZOERIEEFH ) 2SRBLTLEEL,

Encoding I, RATS77A)NI>I—R (UTF-8 &) ZANLET, YR—NEhBfE
DEFMIZ DOV TIE, MSDN @ TEncoding 72 A1 Z#SBL TS EEL,

® Note
RREBTREBEL, IVO-RBZFEALET,

(FA7>a)Filter Ik, A7 7A4NBOT LT AV IORZADLET, IXTOT7AI)
ZEZRVTTBICE., CONTA—RZZHADERICLET, YR—FNEThBEOFMICD
WTIE. MSDN MFileSystemWatcherFilter "7’O0/N\7 4 1 REY VZSBL TS EE L,

(F7°>3a>) CultureName (ZIF. RAM AR THARBEATVWAO7—ILEADLE
9, CultureName FZENIHFE. Windows 1 VARV ALK BEFHAENhTVWDIOERFL
O —=IATF7AIRNCBEYET, HR—RMEhBEOFEMIZDOWVWTIE, MSDN @ MProduct

Behavior; REY 2 MERT, Language tag B|ZSHBL T EE L,

(® Note
div, div-MV, hu, &V hu-HU ik, HR—KREhTLWEREA,

(A7’ 3>) TimeZoneKind IZI&, Local £ UTCEADLET, chZERETHE, O
TDRALARYTIZBZA LY —VBEBIEENTVWEVEGICXM LAY -V ERERMRTESE
To cONTAXA—BEZEADETFRICL, BA1LARRTIZZALV—VBHRAIFEENTVEVE
&, CloudWatch Logs 77 #)LNTO—ANRA LY —=VIZBYNET, A LRV TIZEE
CBALV—VEBIEENATVREE, CONTXA—REEREIET,

(F723)LineCount IZk, O 77 AL ZBRN TR IEHDAY A —DOTHZADLET,
FEAE. NISOOT77A4ILOAYA—RFRIERLUTY, "5, EALTDE, OFT774)
DAY RZ—OFRHAD 5 THAHIESHh, O 774N EBRTEET, ISOATT77A4I)L T, 3
EBOTEBROARTTIN, FALRZVTEREICOJ77AIIETRESD £ VSRR
HYWELBA, TOESD, O T77AINO—BEOT7 1 H—TIV U N EERTDICE. ZEBROOY
T—ROPBLEELE1TEEDD L ZHEOHLET,

AR — K: Windows Server 2012 # & TF Windows Server 2008 4 > AR > AT CloudWatch 0% 41
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ATY 7 4 7O0—-HHZRET D

FTF—RHBF, Flows B2 AVICKRISTRIEBEEZFEF >TVBMBENf HYET, HIZIE, HA
AALAOY, ETWOY, 8KV AT ALAOYT % CloudWatch Logs ICIEE T2 IClE. Flowsto <3
> (CustomLogs, ETW, SystemEventLog), CloudWatchLogslc ZEMML F T,

/A Warning
|px7OvoZEMTRE, 7JO0-HNF7OYIENET, LEAE, FARIXARNIIA

DATYTZEBMUL N, AVAZVALTARAINFBEVEEE., 7JO0-DIXNTOARATY
770V oEnE T,

BUAV 774N EZEBBOBEICEETEERT, LeAE, 77UT5r—>3>

0% % CloudWatchLogs V23 TERMN TR 2 DOREFBEICEFTSIC

(&. ApplicationEventLog, (CloudWatchLogs,CloudWatchLogs2) %Z Flows 20> 3 >I(C
EMLET,

70—HEERETSICE
1. AWS.EC2.Windows.CloudWatch.json 77 AT, "Flowsy 923 ZRO20&ET,

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter,PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"

}
2. FlowsZlk, Z7Y7O0—REnBDETF—FE (& xF, ApplicationEventlLog) & EDIEE
% (& ZF. CloudwWatchLogs) ZEMLE£ T,

JSSON77AIIDBEFNTETTY, ChiF, BORATYTTEALET,
I-21I2h2z2i28I5

Windows Server 2012 F 7= [& Windows Server 2008 Z#%21T7L TUW% Amazon EC2 1 > A X~
ATO%Y % CloudWatch Logs ICEETE DL SICTBICIE, EC2Config H—E R () ZFEAL F

g%%gl’}l— ~: Windows Server 2012 & & TF Windows Server 2008 4 > A& > AT CloudWatch 0% 42
)
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JEC2Config.exe)s 41 AR AIZIE EC2Config 4.0 AN HETHY), COFIEZFERATEE
T UBIDO/N—2 32 0 EC2Config DERADEFMIC DL T, Windows 1 > A X > A Amazon
EC2 1—%—74 R® "EC2Config 3.x AriZFEAL T Z5%EJ % CloudWatch, Z2ZRL T<IE&
L\s Amazon EC2

EC2Config 4.x CloudWatch ZfEAL T ZBRET S ICIF

1. ZOFIETHICHEL /= AWS.EC2.Windows.CloudWatch.json 77 A JIODI>I—F 4
VO EERELET, BOMDBEWVWUTF-8 T —F 1 T ORI PR—RENTVET, X
(Z. Windows Server 2008 - 2012 R2 1 > AX > AT, C:\Program Files\Amazon\SSM
\Plugins\awsCloudWatch\ 7 # )R ICT7 7 AL ZRELET,

2. Windows H—EZNO > MO—)L/NZRILE = RD PowerShell X > RZEFEHAL T, SSM
TI—2 T2 K (AmazonSSMAgent.exe) ZREIFLIFBREBLET,

PS C:\> Restart-Service AmazonSSMAgent

SSMI—2IVRABREEITZ L, RE77A4I)ZHBHL,. CloudWatch fiE6 321 AR A%
BMELET, O—NIBET7AILONTA—RERELZZRETDIHEARE. EEEZRRT B EHIC
SSMI—CIVNZBEBIDIMLENHYVET, 12 AR AT CloudWatch FEZEICT B IC
[&. IsEnabled% ([CZEfalsel ., BEZHJRE/7AMILICRELET,

DAY 9 ARX—K: AWS OpsWorks & Chef ZfEA L T CloudWatch Logs
T—2IRZA4A2AN =TS

CloudWatch Logs T—> T hZA 2 AM—JLL. AWS OpsWorks & Chef ZFAHL TOJ AL
)—LBZERTEERT, Chef dH—RN—F 1 —DIATLTHY, V9ZTORA2TZANTD
FrOEHHILY—ITY, Chefld, AVEI—ZF—ICVYTRNIITEAVAMN—ILTERETS L
HICERTS TLIE, &, LYEQOOLY23a>THD "0y o7y o, Z2ERALT, REEKRY
S—DBEMRAVERTLET, FHHICOVTE., Chefs Z5RLTEZ,

LUT®OChef DL EDHIE, BEC2AVARVAT1EOOT 7 7ANEEZRITIBFE
ZRLTVWET, LYETR, OJJL—TELTARAEY IVEZ, OJARNRI—LBELTAVAR
VADKRANEEZERALET, BEROOT 774N 2EZR VU335, #EOOTITIL—-T
EOVARNI—LZERTEIEIICLIEZILRTIDVBENHYVET,
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/send_logs_to_cwl_instances.html#ec2config-3x
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/send_logs_to_cwl_instances.html#ec2config-3x
http://www.getchef.com/chef/
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ATYT 1 AARBZLLIEZERT S

recipes ZREIT D VRIS NUEERLET, & Git & Subversion AWS OpsWorks ZHHR—KL
TVWETS, £k, 7—HA4 7% Amazon S3 ICRETEET, VYU TV IURIS KNI DiEiE

l&. AWS OpsWorks 1—H'—HA R®O "oV 07 v DRI RN) ) THRATNATVWET, LT OH
T, UY 97 YO DEE%E logs ERELET. install.rb L El CloudWatch Logs T— T
REAVARN=ILET, V9V 07 v 00X I2O0—-—RFTBEETEET (CloudWatchLogs-
Cookbooks.zip )

LTFOO—RZEE metadatarb EVWS 774N EERLET,

#metadata.rb

name 'logs'
version '0.0.1"

CloudWatch OJ8&E7 7M1 &EERLET,

#config.rb

template "/tmp/cwlogs.cfg" do
cookbook "logs"
source "cwlogs.cfg.erb"
owner "root"
group "root"
mode 0644

end

CloudWatch Logs T—2 T2 hZ2X D O—RUTAVAR=I)LET,

# install.rb

directory "/opt/aws/cloudwatch" do
recursive true
end

remote_file "/opt/aws/cloudwatch/awslogs-agent-setup.py" do

source "https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py"”

mode "@755"
end
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https://docs.aws.amazon.com/opsworks/latest/userguide/workingcookbook-installingcustom-repo.html
https://s3.amazonaws.com/aws-cloudwatch/downloads/CloudWatchLogs-Cookbooks.zip
https://s3.amazonaws.com/aws-cloudwatch/downloads/CloudWatchLogs-Cookbooks.zip
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execute "Install CloudWatch Logs agent" do
command "/opt/aws/cloudwatch/awslogs-agent-setup.py -n -r region -c /tmp/cwlogs.cfg"
not_if { system "pgrep -f aws-logs-agent-setup" }

end

® Note

LEEDOHITIE, us-east-1, us-west-1, us-west-2, ap-south-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, ap-northeast-1, eu-central-1, eu-west-1, 7z (& sa-east-1
#HtAEDO VT ND ICEEMRAET,

I hDAAR—IHFRBLUESEE. python-dev XY T—I A A2 AR=)LEhTWV
BLEZEBALET, TOITHRWVESE., ROON RZEALT, I—-2I MDAV A=) %
BAITLEY,

sudo apt-get -y install python-dev

cOLZETIE cwlogs.cfgerb T 7L—KR 774 EZFEALTVET, COT7AMIEEELTE
DESBTTANERERIDDPBERLBEHZEETEETT.,. CNSOBMEOFMAICOVTIE,
MCloudWatch Logs T—= T hQOUT7 7L A ZBBLTLSEEV,

[general]

# Path to the AWSLogs agent's state file. Agent uses this file to maintain
# client side state across its executions.

state_file = /var/awslogs/state/agent-state

## Each log file is defined in its own section. The section name doesn't
## matter as long as its unique within this file.

#

#[kern.log]

#

## Path of log file for the agent to monitor and upload.
#

#file = /var/log/kern.log

#

## Name of the destination log group.

#
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#log_group_name = kern.log

#

## Name of the destination log stream.
#

#log_stream_name = {instance_id}

#

## Format specifier for timestamp parsing.
#

#tdatetime_format = %b %d %H:%M:%S

#

#

[<%= node[:opsworks][:stack][:name] %>]

datetime_format = [%Y-%m-%d %H:%M:%S]

log_group_name = <%= node[:opsworks][:stack][:name].gsub("' ','_') %>
file = <%= node[:cwlogs][:logfile] %>

log_stream_name = <%= node[:opsworks][:instance][:hostname] %>

To7L—KNE, AZYIBRESITF7O4M XN JISON ORLTEEMHESRL TARY
VEBLVRARNBERMBLET, TRIZD V7ML EEBETIEMLEE cwlogs 7Y I T Y I D
default.rb B 7 7 4 )L (logs/attributes/default.rb) TEZE N E T,

default[:cwlogs][:logfile] = '/var/log/aws/opsworks/opsworks-agent.statistics.log'

AT Y 7 2: AWS OpsWorks AR Y I &ERKT S

o g &~ w

https://console.aws.amazon.com/opsworks/ T AWS OpsWorks A2V — )l ZHAEE T,

OpsWorks XY > 17R— R T, AXY U ZIENM Z#IRL T AWS OpsWorks AR Y I Z4ER L
£,

[Add stack] EI[H T [Chef 11 stack] Zi#IRL £ 7
[Stack name] I, BEHIZANLET,
[Use custom Chef Cookbooks] T. [Yes] Zi#EIRL £,

[Repository type] T, ERTD VRS NIDODRA T2 BIRLET., LEOHEFERTZHEEE.
[Http Archive] ZZIRL &£ 7,

[Repository URL] IZ. BIDATY T THERLEIY OTY IO EREFELEVURSNUZALL
£9, LER0OHlEFERTZHEEE. "https://s3.amazonaws.com/aws-cloudwatch/
downloads/CloudWatchLogs-Cookbooks.zip, EAHNLET,

[Add Stack] ZZIRL, AR Y IEERLET,
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https://console.aws.amazon.com/opsworks/
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ATV 7 3 IAM O— )L ZHERT S

AWS OpsWorks € > AR > AT CloudWatch OJ ZERAT3ICE. 1 VAR ATHERAET NS IAM
O—)ZHLRTDLENHYET,

1. IAM 12Y =)L (https://console.aws.amazon.com/iam/) ZB&E £ J,

2. FE&S—23>ARA T, [Policies]. [Create Policy] ®JEIZEIRL £T,

3. [Create Policy] X—= ® [Create Your Own Policy] T, [Select] Zi#IRLET, HAXLR
S —EROFMIC OVTIE, Linux 1> AX > A ® Amazon EC2 1—H—7 4 R® Amazon
EC2 M IAM RS —ZZRL TS EE L,

4. [Review Policy] R—< T, [Policy Name] IC RS —D BRI ZADLET,
5. [Policy Document] I, XDRVZ—Z2AE—L TS TERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

6. [RUZ—DEK] ZBRLET,

7. FEF—=arRq4rTcO—) &BRL, AT YRASATO—I)LB T AWS OpsWorks A
XYV THERAENBDAVAZAO-LNOBBHZBRLET, AZYVIDRETARY VN ER
LTWVWaO0-IHFRE2hVET (F7 ) ME aws-opsworks-ec2-role TT ),

® Note
FIVIORYIATEHEZL, O—JIOBEZERLET,
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-for-amazon-ec2.html
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8. [Permissions] 27 #FZ . [Managed Policies] T [Attach Policy] Z3&RL £,

9. [Attach Policy] R—Z O F—7 LAY & — ([Filter] & [Search] M1&) T, [Policy Type].
[Customer Managed Policies] ZiZRL £7,

10. [Customer Managed Policies (HAZNY—YZ—2Y RAKRDVI—) T, LETHERLEIAM KR > —
Z1#IRL ., [Attach Policy ((RU>—&HFFT3)] ZBRLET,

A—H—ERUS—OFMICDVWTER., IWMI—Y—HA RO TIAMI—H—ET)L—71 &
KO TIAMAR) > —%2EETS ) ZSBLTLIEETL,

ATV 4: LAY —=EMT S

1. https://console.aws.amazon.com/opsworks/ T AWS OpsWorks >V —I)LZzBEEE T,
FTES =232 RA2 T [Layers] ZEIRL E£ T,

AT OYRALTLAVY—%ZFERL, [Add layer] ZiBIRL £ T,

OpsWorks R 7 DL A Y—2A7 T, HARAL ZBERLET,

[Name] & KU [Shortname] 741 —ILRICLAY—ORVEFEEVRFTZA AL, [Add layer]
ZERLET,

6. DAZLChef LYEDOLIE ZTICE., EYRNTYF | BBE. 704 . F7OA8EK
YV RADY QOREULAVK DD BY ., A VAZAD AWS OpsWorks 74 7H 1)L
ROhsDOF—RANTIhSDA R MY AWS OpsWorks NUH—&h, BETDL D
ENFRITENET,

o ~ 0D

@® Note
EROAY X —HIERRDEFE., [Custom Chef Recipes] D [edit] ZiBIRL £,

7. [Setup] ®BEIC Tlogs::config, logs:instally EABL., [+] ZERUL TUARNIEMLET, KIC
[Save] Zi#IRL £ T,

AWS OpsWorks &, 1 VAR ADERBHERIC, COLAVT—OHFLWA AR AZEILC
DLIEZRERITLET,
ATYVT 5 AVARAZEBMNT S

O Layer A VARV ADEREREDOHZEHEL TVET, RiE. Layer ICVWKDI2AAM VARV A
ZEML, BETIHXENHYET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_WorkingWithGroupsAndUsers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://console.aws.amazon.com/opsworks/
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ER

EED

https://console.aws.amazon.com/opsworks/ T AWS OpsWorks >V — )l ZHAEE T,
FTETF—232RA42 T [Instances] ZFIRL., LA V—DTICHSB [+ Instance] ZFIRL &

T7 AN INREZZITANT [Add Instance] ZBIRL, LAV—ICA VAR AZEML E
170 [Actions] I T [start] 20 VY VL TA VAR AZRBELET,

AWS OpsWorks E#HLWEC2 1 AR AZzi#EE L. CloudWatch O %
TERE, A VABRVADAT—BAN AV TAVICEBEENET,
ATY7 6:07KRTTD

OJARNJ—LNERRENET,
I OVWTIE,

F9,

I—CI2hHFLES<ETENBDE, CloudWatch A2V —JLICHILLEREhzOJ T IL—T&
1.

MLogs I[CEEE Nufz CloudWatch O F—& 2%k T9% 1 ZZRL T EEL,
CloudWatchLogs T—2 IV MDAT—RAZHRET S

EC2 4 AR A®D CloudWatch Logs T—2 I RDAT—RAZHRETSICEE. XOFIEICHEV
TSI RDAT—RAZLR—NTBICE
EC2AVAZRVAILERLET,

H—HARD T4 AZANDOE . ZZRLUTLSEE L,

S OWTIE, Linux 41 > AZ > AH Amazon EC2 11—
VIAANDEGICETARNT TN a1 —FT 140 BBRLTLKEETL,
OXR>R77OV7RT, ROIARREAHDLET,

BEHEBEOFMIC OVWTI, Linux 1 AR AH Amazon EC2 1—H—HA RO "4 A&
sudo service awslogs status

Amazon Linux 2 Z2ERTLTWRFZEE, AOOAX RZAHLET,
sudo service awslogsd status

FREENF TVWALEFELET,

/var/log/awslogs.log 7 7 4 )L T, CloudWatchlLogs T— I NICBITRH IS —
CloudWatch Logs T—J IV RDAT—RAERET S
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https://console.aws.amazon.com/opsworks/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html

Amazon CloudWatch Logs d1—H¥—HA R

CloudWatch Logs T—> I N&RREITS

EC2 4 AR AMD CloudWatch Logs T—2 I R EA AR —)LEZICEEBNICEEL A 2 15
B, FERI—2IohEEFLELESEE. ROFIEZFERALTI—2I N E2RETEED,

I-CI2hz2RIRTDICE

1. EC2AVARAZEHELET, SHMICODVWTIE., Linux 1> AZ > AH Amazon EC2 1—
H—HARD TA AR ANDES ., #2SBLTLEEL,

EHEBEOFEMIC O VT, Linux 41 > AX> AR Amazon EC2 1—H—HA RO T4 AR
DIAANDEGICETARNT TN a1 —FT14200 ) BSRBLTLSEETL,

2. OAXRVRZ7OV7THRT, ROOAXV RZAHBLET,

sudo service awslogs start

Amazon Linux 2 227U TWVWSHEE., XOOX RZAHLET,

sudo service awslogsd start

CloudWatch Logs T—> I > M &{E1ET S

EC2 41 AR AT CloudWatch Logs T—2 I R EELETBICE, XROFIEICHWVWET,
I—->2I2h2ELETBICE

1. EC2AVAZRALEHELET, HMICOVTIE., Linux 1> AZ > AH Amazon EC2 1—
H—HARD T ABZANDES 2SBLTLEEL,

EHGBEOFEMIC O VT, Linux 41 AR AR Amazon EC2 1—H—HA RO T4 AR
VIAANDEGICETARNT TN a1 —FT14200 ) BSRBLTLSEEL,

2. OXVRZ7O7RT, ROON RZAHDLET,

sudo service awslogs stop

Amazon Linux 2 Z2TLTVWEHEE., XROIN RZAHLET,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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sudo service awslogsd stop

94 Y9 AR—N: AWS CloudFormation %Z £ L T CloudWatch
OJ0EHRAZHEKRTS

AWS CloudFormation Tlk., AWS DY —2Z% JSON ERTRHRRB L 7O aZ I TEEXT,
CORZFEORRICE, AWSUY—Z20dLv>3a>x1 201"y NELTEELEY, U—>213
VETAWS UY—AEZBREICLTVT—RNLEVYTRENEETENET,

AWS 2R L T7’OEE 3= J 9 %3BE AWS CloudFormation, fERT2 1Y —A%& AWS &l
277 L—hZ2ERLET, XOFIE, OTFTI—T7&., 404 OREHRZEHATINL, CO¥%E
O N—7CEETEXANIVIORATAINEZZ2ERTZDT T L—RNAZIRY NTT,

"WebServerLogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"RetentionInDays": 7
}
3,

"4Q4MetricFilter": {
"Type": "AWS::Logs::MetricFilter",
"Properties": {
"LogGroupName": {
"Ref": "WebServerLogGroup"
1,

"FilterPattern": "[ip, identity, user_id, timestamp, request, status_code =
404, size, ...]",

"MetricTransformations": [
{
"MetricValue": "1",
"MetricNamespace": "test/404s",
"MetricName": "test40@4Count"
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CNFERNEHITT, Z2FEAL T, KVWEBEX CloudWatch Logs 7’ 041 ZFRETEET

AWS CloudFormation, > 7L — M OBIOFMIIDVTRE, " 1—H—FH4 K1 ® "Amazon
CloudWatch Logs T 7 L—hAZARY b Z28RBLTLEE L, AWS CloudFormation Ba%8 75 3%
OFMIC DOV T, AWS CloudFormation 1—%—H 4 R® "AWS CloudFormation DB %1 %
SHBLTLEEY,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/quickref-cloudwatchlogs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/quickref-cloudwatchlogs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html
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AWS SDK T® CloudWatch 0% @ &

AWS Software Development Kit (SDKsld, Z< O—BMNET7OJ S ISR THEATEET,
FSDKICRE, TROYN—AHHOSETTTIT—2 a2 2HRIIBETEDLSICTD APL
O—RHl, B RFIXD A REBEEATOVET,

SDK RF¥a1 X2 b d— R4l

AWS SDK for C++ AWS SDK for C++ 11— R4

AWS SDK for Go AWS SDK for Go 1— R4l

AWS SDK for Java AWS SDK for Java 11— R4l

AWS SDK for JavaScript AWS SDK for JavaScript _1— R4
AWS SDK for Kotlin AWS SDK for Kotlin 1— R4l
AWS SDK for .NET AWS SDK for .NET J1— R4l

AWS SDK for PHP AWS SDK for PHP J1— R4l

AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) _1— R4l
AWS SDK for Ruby AWS SDK for Ruby J1— R4l

AWS SDK for Rust AWS SDK for Rust _1— K45l

AWS SDK for SAP ABAP AWS SDK for SAP ABAP 1— R4l
AWS SDK for Swift AWS SDK for Swift _1— K4l

CloudWatch Logs BIEDQHIC DV T, "1 Z2ZBUL T<KEEVWAWS SDKs ZEA L =
CloudWatch O @ J1— R4,
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rust_dev_preview
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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® WHAMEOHE
PDERBEDHNRIASBI 2 EHEE, COR—JOTAICH S [Provide feedback (7 1 — R
NYO=ZZEE)NVIONS, I—ROBFIZDVDIVITARNLTLSEEL,
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CloudWatch Logs Insights ZEA L 207 F— X O 04T

CloudWatch Logs Insights Z{#/H 9 % &. Amazon CloudWatch Logs TOJF—2&Z A Z25 0T 1
TILRRBREPHTEET, JIVERITITZD LT, ERLOBBEICHEND DHRNICHIET
EET, MENRELEBAE. CloudWatch Logs Insights A L TEENSZRRZHEL., 7
Z7OMENBEERRIETEERT,

CloudWatch Logs Insights ICl&, > 7 I TRABLAI Y RFVK IAEENLEEAOI T SEN
BFENTVET, CloudWatch Logs Insights (Zl&, B> 7)o, OX ROFHA, JITUDE
BEE. BLOPOT71—I)LROBENFrAEZEETIATEY., EABRICKRIEET, Y 7ILOT
&. AWS OH—ERQOEHOOTRA7AFICAREENTVET,

CloudWatch Logs Insights I&. Amazon Route 53, AWS Lambda, Amazon VPC & & ® AWS @
H—EAASOOT 7 4 —)L R AWS CloudTraile, O AR &2 JSONELTHATED T
T=2aYAOJERERARZLOTZEBNICHKRELET,

CloudWatch Logs Insights Zf£A L T, 2018 £ 11 A 5 BEAR&I(Z CloudWatch Logs ([C#EEE 0
JTF—BERERTEFRT,

CloudWatch VOAT7 WO RATHF—NEVFATEZR—IITTHINELTHREEShET
DIOVRNCHAA42LTVWBREER., COTEZX—UITHINII9ENTVWSRY—AT
HhoobhoOd7)I—7ICx L T CloudWatch Logs Insights 7 TV #R{TTEE T, EBDTHY
YNCHZEHOOATIN—T2IVTVITZ VTV ERTTEERET, FMICOVWTE. CloudWatch
ODOAARATHIOU N ATH—NEUT 1 #SBLTLIEEL,

12OV OITANTEASOBOOTIIN—T7%0TVTEET, JIIUNFNTTLTOVWEWVIES, 60
DEICEALTINLET, JIVERE 7 HERIATEET,

ERULIEVIVRRETEER T, TOLYH, BELELEICEMBITVEZRITTE, RITIZ LTI
VIVZBERTIHEFHEEA,

CloudWatch Logs Insights 7T IZlE, VIV EhiETF—XEICESVTHRENRELET, FHMAIC
2WTIk., "Amazon @ CloudWatch &, 2B L TS EE L,

/A Important

FYRND—=OEF1VTFAF—LNFIITITY NOFERZHFTLTVWEVES, RE
CloudWatch 122V — )L @ CloudWatch Logs Insights S0 Cc 7O ATDEFETEEE
Ao APIs Z{EH L T CloudWatch Logs Insights 7 T MEE#FHTEE T, FMICOWVT
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(&. TAmazon CloudWatch Logs APl IJ 7 7 L > AStartQuerys @ T, 2B T X
Wo

A5

s MRAFEE VIVOFI—-—NUTI

s HR—KEhBOTEREEND T 1—)LR

+ CloudWatch Logs Insights 2 T 'J#X

s BT T

- JZ7TOJF—XEREITS

+ CloudWatch Logs Insights 7 1) Z#7FL THBETITS

e VIVERSYZIR—RICEMTSD, FLERBITVERETIVAR—KTD
s EITHOOVITVELEFIVIVBEERRTD

c XD VT VHRREDEES L AWS Key Management Service

FE@BLE JTUOF1—KNUTIL

LToto> a3k, CloudWatch Logs Insights DERZRRKR T2 OICKI>HTILOTY
F1-—RUTILNFEFEFIATVET,

NEY D

s FA—KNVTI: BTN ITVZERTELTEETS

s Fa-—bRUTI: KB EFEALTOIVZEITIS

s FA-—RUTL:OF7 A= RBCTIN—TIEh BB EERTDITVZEETITS
s FA-BMVTN: BRIOBENZERTDIT ) Z2ETIS

FA-—KUTIL BTN IOTVEZRTELOCEETS

ROF1—KNUTILIE, CloudWatch Logs Insights DR ZREB T2 DICKIEET, Y 7ILY
TVZRFTL, REZODIVIV%ZZEELTEHRITIDHEZERLET,

VTV EERTITHICIE,. OJ DT TIC CloudWatch Logs ICRTEENTVRMBENHYET, BEIC
CloudWatch Logs ZFAL TWT, OJJL—7 AT ARN)—LZFRELTVRIEEF. BH
THEBHIEENET, AWS CloudTrail, Amazon Route 53, Amazon VPC &N H—E A%

MEEE JTVOFI—KNIUTIL 56
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LTWT, ThesOH—ERNSOT N Logs ICBEITAHELSICOTEREL TWBHEE, BIIC
CIoudWatch OJNBEETRIHEEHYET, OJAD CloudWatch OF DEFEDOFMIC OWTIE,
1 ZSBRL T EE W CloudWatch Logs M BT o

CloudWatch Logs Insights ® 7 Tk, QAR RAS—EOT7 4 —J)LR, ELEOTAXRVKMIC
MU TERITENEBRENEETRETOMBOARL >3V OFERERLET, COF1—KNJTFILT
. OJARNOVANZRT VIV ZRLET,

7L OTIT)REITTS
CloudWatch Logs Insights 4> 7 )L O T #RTTBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE&E £,

2. FTESF—232RA2T, [Logs] (%), [Logs Insights] (AT DA >H 4K~ OIEICERL F
ED

[Logs Insights] (AT DA >H A N R=DTlE, JIVIFARIZTFTAILNITIUNRTE N
£F9, F7FILNTE., BFO20840O0T AR IMFBRENET,

3. [Selectlog group] (AF T I —7Mi&IR) ROY TEIUAS, JIVRETTHO9T7INL—T%
1 2 EERLET,

20A CloudWatch ZHO > RATH—NEVFAQOEZRZIUITHIORNDOEERE. V—A
TFHIRNEEFZZRDVOTAD>NOOTIIIN—T%BIRTEEXT, 1'3@’71')‘(@4&0)
AoobhoO7%=2—EICOTIT)TEET,

OJJ)LV—=7&. OJJN—T7H&, THIOUKNID, LB THIRIRILTTANRIVT
TZEET,

OJJ)\—7%&R9 B &, CloudWatch Logs Insights T I —TRHADTF—RT7 1 —)LR&EH
BWICHRELET. REENET7 A —ILREZXRTITDICEK., R—DPOHLH 1V IZH S [Fields]
(74—=IR)XZ1—%&BRLET,

4. (A72av)BEEREELI2ZEALT. JIVEXRITIHHEEERLET,

5~30 7M. 1K/, 3EE. 12 KEBR. FLEHARLRERZEIRTEXT,
5. [Run] (R17T) ZBIRLTHERZXRRLET,

COFI-—KUTILTR, BRIEEMENLZOTARY MY 20 BRRENRET,
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CloudWatch O 2k, OJJIN—7"HROOT7 AR NOBET S T7HNBEOZBE EEICKRRS
NET, COBITZTF, RICRENDAARINEHTEL, IV EREEBIC—HTZHOY
IN—TAHOARNDDHERLET,

6. BENEOTARIEADIXNTDTA—IRERRTDICEF. BEESNEAINRVNOEILHZ=H
FoOROYTZEIDTAIAVERBRULET,

BTN IOTIVZEETS
COFI—RUTILTR, YOTILIOTVZEEL T, BFOOT AR NZE 50 HRRLEKT,

BIDFI-—RNITILZRERTLTVWEVERR, STIRITLTIKEEZY, COF1—-KNIUTI
&, BIOFI—RNUTILAKRTLULEEMRASHIBRLET,

(® Note

CloudWatch Logs Insights TR 2SI IOT U TR, ORDVYIC headEzlF
tail AN REFALET1imite NSO RIFFEHRETHY), limit ICBEEH
ASNTVERT, I——HNERITBINTOIIUT, limit & head DDV IC
tail Z2FALEY,

CloudWatch Logs Insights 4> IO TV ZZET B IC &

1. JTUIF427T, 20%Z 50 ICEEL, [E1T] ZERLET.

HLWIOTUORRARRENET, T7 AL NOKEEETOTIIIINL-TIC+5B8T—2HH
LT, CNTHE0HOOTARY MY —BERRENKT,

2. (A72ANERLEIVIVERETEERT, COVIVZREFETRICE, [(RE] 2ERLE
T, BFMICDOVWTIE, T CloudWatch Logs Insights VTV ZR7EFELTERITTS 283RBLT
<EEL,

BOTNLNIOIVIE7 4RO RZEMTS

COFI—KIUTILTE, JIVIFA2ZEALTIIVICHLTRYBIBEEZITD HEER
LET, COF1—HRUTLTR, BEBELEOTARYRNOT7A—)LRIZETVT, BIOIIT) O
RETANEIVVILET,

Fi—RUTLHYTILITVERTHELTCEETS 58
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BOFI—RNUTILZEERTLTVWEVERR, STSRITLTIKEEZY, ZOF1—-KNUTIL

u\

BOFI—KNUTILHFETLUIEEMLSHEBLETS,

BOOTVIC74I)E—ONY REZEMTSICE

1.

ZANBIVTTBT71—)IRZERELET, BE 15 2BICBEBRLEOTITL-TICEEND
07 4 X2 NT CloudWatch Logs A H U HRE—MHWBET 1 —)LRE, FT7 14— )L RFKRT
TNBOTANRNDESGEBRTDICE, R—DPOFAICHZDT71—)L REBIRLULET,

BEDOATARYMNIBENTVRE T A —ILRERTIDICE. TOTOELCLHZDTA I 2&E
RLFET,

OJAOA R NIBUT, O AR NI [awsRegion] 7 1 —IL R RRENDHEN H V)
T, COFI—NIUTILOBERYOFEDTE, 714IL2—714—)L K& L T [awsRegion] Zf#
ALETH, COTA—ILRAERATEBZVESE, BlO71—ILREFEATEET,

DIVIFA4RRYVATBO DEICH—YVIZEEZ, Enter F—ZHL X,

FLWITT, B&UIC | (INMTXF) EAR—AZABDLET, CloudWatch Logs Insights 2 T 1)
DX Y RENATXFETRYBIHBENF HYET,

filter awsRegion="us-east-1" & AHLFT,
[Run (R17)] Z#IRL £,

DTVNFBEERTENET, SEE. ILLWIALEZ—IC—HTD 50 FORFOBERIKRTE
hEI,

BO74—=)LRIZTAIILEZ—ZBEBALTIZ—HARELEZESR., BEICRLUT71—I)LREZE
TIAT—7L&ET, 71— )LRBIEEBFUAOXENEENTVEIHEE. 71— RBOH
BINYOTavIONXNF () ZEBALET (Hl: "error-code ="102"),

RBFUAONFZRC 7 A=) RBLINY ITAY IONFEZHEATILEN HYVEITH. E
ICRHRBEHYEEA, BREICSIAR () THENEXT,

CloudWatch Logs Insights (Cl&, W< D2ADINY > RXRERKK, HE, HEirARKL—>3 >0
R—hE, BHOBRITUKBENIfr2EnTVET, FMICDOVTE, "CloudWatch Logs Insights &
TUEBXL ZZRLTLKEZ L,
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Fi—RUTI: EHEREFEALTIIUEEFTTS

SHBBIE, stats ANV RTHEATEE T, T, OBEKOSIKRELTEFEATEET, O

F1—-—RNUTILTE., BELE71—I)RZECOTARINOBZEADNTBHOIT)INY REZ
EALET, cOYVIVIRVRE, BELETZ71—I)LROBETYIN—TILe G5 EZERLE

T, EFTEBOFMICDOVWTIE,. TAmazon CloudWatch Logs 1—H'—HA R, @ "HR—K&h

TWBDARL =23 EBEHL Z2RBLTLSEE,

SEBEFEALLEZIOITVORTEE

1. hitps://console.aws.amazon.com/cloudwatch/ T CloudWatch 1>V —I)L&ZHE £ 7,

2. FES—23RA2T, [Logs] (A%). [Logs Insights] (AT DA >H 4 K) DJEICERL F
CP

3. [Selectloggroup] (AZ JII—7"0&R) kOAY F7EZIUAs, VIVARERFTITHOA7TIN—T%
1 D EBIRLET,

20A CloudWatch ZFHO > RATH—NEVFAQOEZLZIUITHIONDOEERE. V—A
FHOURNEERZRUITAHDNOOATIN—T2BIRTEEXT, 1 DOOT)TEROT
Ao OO Z—EICOT)TEEXT,

OJJ)WV—=7’. QTN —T7H&, THAIOUKNID, LB THIRIRILTTANRIVT
TEET,

OJJ)\—7%&R9 B &, CloudWatch Logs Insights T I —THADTF—R T 1 —)L R&EH
BWICHRELET. REETNET7 1 —ILREZXRTTDICEK., R—DOAHLH LV IZH S [Fields]
(74—=IR)XZ1—%&BRLET,

4., JIVIFA4RTTF7AIMOII)ZHIBRL, ROONY RZAHDLET,

stats count(*) by fieldName
5. fieldName % [Fields] (7 1 =)L Ry XZ1—hAskHEhiT7 1 =)L RIZCEBRLET,

74—=)LRXZ1—@FAR=OHLEICH'Y) ., CloudWatch Logs Insights A'OJ 7 )L —7" T H
LEIRXToOBHENET7 11— RFIRRENET,

6. [Run] (E1T) ZBRLTIVIVOHERZRRLET,
DITVUORKERICK, JITVIRVRIC—EITZO07VIIL—7TAOLI—REE, BEELET 1 —
ILROETTIL—TLENEEFTBNRRENET,
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Q—H—H1 K

FA-MUTL:OF7 1= RBICTIN—TIENI-RENEERTD D
TV%ZXRTIS

stats B ZEEA TR VI VZRITLT, BEehizEZO0JINJADG 1 D2BEDT 1 —)LRD
BRICTIN—TtsBE, BREHFEIZ7, AIZ7. fihiRI57, BALEWEIZ7&LTRR
TEET, ChilklY, OTDEEZ R MENICRELTERT,

RECADIVIV ZRITIBICE

1.
2.

https://console.aws.amazon.com/cloudwatch/ T CloudWatch 1>V —I)LZRAE £ 9,
FES—2 3 RA42T, [Logs] (O%). [Logs Insights] (AT DA 54 N) OJEIZIEIRL F
CP

[Select log group] (AF JIIL—7"MiER) ROY FEo A5, VIV EXR{TITHOT)IN—T%
1 D EBIRLET,

20A CloudWatch ZFHO > RATH—NEVFAQOEZLZIUITHIONDOEERE. V—A
FHOURNEERZRUITAHDNOOATIN—T2BIRTEEXT, 1 DOOT)TEROT
Ao OO Z—EICOT)TEEXT,

OJJ)WV—=7’. QTN —T7H&, THAIOUKNID, LB THIRIRILTTANRIVT
TEET,

JIVIF42T, BEORTABRZHIBRL. LT O stats BBZALL T, [VI DR
ZERLET,

stats count(*) by @logStream
| limit 100

BRICE, FOTARN—LOOTTIL—TAOOTARY REARRENET, HERIF 100
TICHRENKT,

[Visualization (1R&1L)] 2 7 ZBIRL £,
[#R] DHEICH B RENZBIRL, [N—] ZBRLET,

BIZ7FRREN, OJTJIL—T7HAOOTARNI—LZEICBIRRENET,

Fai—RUTL:OT7 A= RBICTIN—TbE BB EERTDIT ) 2RTTS
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Fi—HMUTIL BRIOEZNNZERTEIIVIVZRTITS

bin() BAZEEATAH VIV ZRITLT, BEhEZHBRACITIL-TILTdE, BRZHFIR
J27. BAETEIZ7. AUVZ7. BUTT7ELTRRTERT, chilkl), BEOEBICH
SO7AXRYNOERZ RV IRHICHELTEERT,

RECADIIVZRTIBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch 1>V — )L ZBH& £ 9,

2. FTESF—232RA2T, [Logs] (O%). [Logs Insights] (AT DA >H 4 K~) OIEICERL F
9,

3. [Selectlog group] (Y JI—7Mi&ER) ROV IFHIUAS, VIVEERTITZHOTTIN—T%
1 DUEBRLET,

20OA CloudWatch ZHO > RATH—NEUFAQOEZZUITHINDOBEEE. V—A
TFHORNEEZRIVITHODNOOTIN—T%BRTEET, 1 DOV T TERDOT
hHovhoOJ2—EILOTITUTEEXT,

OJII—7&. O TIIN—T8, FHOUNID, EEETHIRNIRILTTAINLRERIT
TE&EET,

4. JIVIT13T, REORTHNBZHKRL., UTO stats BHZEAHDL T, [T DET]
ZBERLET,

stats count(*) by bin(30s)

BRICE, 30T &I CloudWatch Logs ICk 2 TEFEEN AT JIL—7AOOT AR MO
BHFRTRENET,

5. [Visualization (18¥ 1)) 2 7 &BIRL £,

REFFIBRISTELTRREENES, BIS7, AYS7, BALFEIST7ICOUERS
ICik. Y5 70OELT[Line ()] ZBIRLET,

HR—hEhdOJEREHEND 7 1—)LR

CloudWatch Logs Insights l&., € £&EBOT XA 7T Z2HR—KLTWET, Amazon CloudWatch
Logs ICEEE N3O T &IC, CloudWatch Logs Insights (&5 DD AT L7 4 —)L RZEBBHHIC
£RLUET,
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- @message &, EOXRBHOOT AR N ZERLET., ChiE, D message7 1 —J/LREFET
9 InputLogevent.

« @timestamp (&, O AR KD timestamp 71 —)LRICEEND AR NEALARVT
HFEENET, Chik. O timestamp” 1 —J)L RERZE T JInputLogevent,

« @ingestionTime (Zl&. CloudWatch Logs A"OT AR NZZEL ERBENFfr€ENET,

- @logStream &, A AR NOEMAEOOT AN —LDOBZHZRLET,. O AN —A
k. ERFERALC7O0EATAOTE2TIL—THLLET,

« @log k. OEXOOTII—TEBIFTT, account-id:log-group-name g, EEH OO
JIN—=TICOTVRRTITREHEIC. BEDARINNBELTWAAJ T IIL—T2EBRTHNDIC
‘’IAIBET,

CloudWatch Logs Insights &, £ T35 71—/ ROEHEIC @ E5ZEALET,

< OOY 24 7Tk, CloudWatch Logs OV ICEFEFNZ2 O 71—l REEBBMWICHRELE
T, cNSOEBRE7 A —ILREUTORICRLET,

CloudWatch Logs Insights A"BEIMNICKRELBEWVWT7 1 —)LRZFE 20X/ 700712 2V\W TR,
parse ANV RZFEALT, TOOIUTHEATIHET A —I)ILREMEBIPERTEET T, &
#IZDOWTIE, TCloudWatch Logs Insights 7 TUEX, #3BL T EEV,

BRESAEZEOT 71— ROBEIN @XFTHESHS. CloudWatch Logs Insights & 55 ICE
o eZzEMLTRRLET, LEAE, AT 7 1—J)L RED eexample.com THBEE, <D
7 1—)L REF eeexample.com EXRRENE T,

OJ%247 BrHEha 07 71— R

Amazon VPC /  @timestamp , @logStream , @message, accountId , endTime,
A—A7Y interfaceld , logStatus , startTime , version, action, bytes,
dstAddr, dstPort, packets, protocol, srcAddr, srcPort

Route 53 O @timestamp , @logStream , @message, edgelLocation , ednsClien
tSubnet , hostZoneld , protocol, queryName , queryTimestamp ,
queryType , resolverIp , responseCode , version

Lambda O @timestamp , @logStream , @message, @requestId , @duration,
@billedDuration , @type, @maxMemoryUsed , @memorySize

HR—hehadO7eEeand 74 —)LK 63
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OJ%247 ‘rHEhZ 0771 —J)LR

Lambda OJ1TIC X-Ray RL—RA ID A"EFENTWVWBBEE. @xrayTrac
eld B&LY @xraySegmentld 71— RESENFET,

CloudWatch Logs Insights &, O A X2 NIEBHIAENZHH D JSON
T7Z0XRNIRLTOM®, Lambda O HRNOOT 7 1 =)L RZBEHICHE
HUET, Lambda OT AR NMZEED JSON 75T X RAEEATL
356, parse ANV REFALTCOV 71— RZHFENL THETESE
To FEMICOVWTR, TJSONOTD71—)L Ry Z5BLTLEE,

CloudTrail @4 EMICOWTIEE, TJSONOTD714—)LR, #28BLTLSEETL,

JSON X O
5

ToftoOT X @timestamp , @ingestionTime , @logStream , @message, @log.
147

JSONOJ D7 4 —J)L R

CloudWatch Logs Insights Tl&, RY hKEZFEALTISON 71 —)LRZRLET, OtV
23aAUTR., RYRMNKRREBZFEHALTISON 74 —=J)LRICTOVEARATDHZERE, JSONAXR NE
O—RAZRY MIKXBHITHALET,

fl: JSON 4 X2 ~

"eventVersion": "1.0",

"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn: aws: iam: : 123456789012: user/Alice",
"accessKeyId": "EXAMPLE_KEY_ID",
"accountId": "123456789012",
"userName": "Alice"

.

"eventTime": "2014-03-06T21: 22: 547",

"eventSource": "ec2.amazonaws.com",

"eventName": "StartInstances",
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"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.255",
"userAgent": "ec2-api-toolsl.6.12.2",
"requestParameters": {
"instancesSet": {
"items": [
{

"instancelId": "i-abcdel23"

}

}
iy

"responseElements": {
"instancesSet": {

"items": [
{
"instanceId": "i-abcdel23",
"currentState": {
"code": 0,
"name": "pending"
},
"previousState": {
"code": 80,
"name": "stopped"
}
}
]

H>7 )LD JSON A R NI, userIdentity EWSBFOAT DI I RN EEFNRTVE
T, userldentity ICIFk type EVWSHEBDT7 1 — )L RABENET, RY MREZFEAL T
type DEZXRTIZIE, userIdentity.type ZFEHALET,

H T ISON AR MNCIE, ZRARENETA—)LRBEEDUARNCTSY MeEhi-ESI
FEENTVWET, requestParameters.instancesSet OHRHFINIEE THS instanceld
NEZXRTIZIE, requestParameters.instancesSet.items.0.instanceld ZFEAL &

T, instancelD 71 —)ILROBICH B HFESF 0 &, items 71— )L ROEDBMZELET, XD
BIZIE, JSSONOTARYNTRARENLEISON 74 —=)LRICT ORISR HFEERT I—RA
“RY MEENTVET,
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Bl o1

fields @timestamp, @message
| filter requestParameters.instancesSet.items.@.instanceld="i-abcdel23"
| sort @timestamp desc

COOI—RAZRY MK, RARNENEISON 7 4 —J)L R instanceld DEICT IEATS
filter AN REHICRY NREZFHIZIVIVUARLET, COYUITIE. instanceIld ®
fBA" "i-abcdel23" ICEL WX Y E—272T74)RVTJL, BELEEZECATAXRNET
NTRULETY,

® Note

CloudWatch Logs Insights (&, JSON OJ A SHE A 200 BOOT AR N7 14 —)L RZH#
HTEXRT, MEETABVEMO T 1 —)L RICOVWTIE, parse AN REFEAL T,
XV E—2T7 14— )LRORVBORBHOT AR MDA S NSO —)LRZHETE
£, parse ANV ROFMIZOWTIE., "Amazon I—H—HA R, O "OTUEX
CloudWatch ; Z2Z28RL T<EE L,

CloudWatch Logs Insights 2 T ') #X

CloudWatch Logs Insights Tl&, VITUEEZEALTOJIIINL—T7T20ITJVLET, JTUEX
., —MNEER EMEECHEBEE, ERRABE, SETEREREARL -3 &Y R—
RLTWET,

BHEOONVRZECIVIVZERTDEER, ONVRENATXF () TRYWET,

OAXV R Z2BCIOTVZEKTREER, OXRNENYZIXF #) TREIWET,

(® Note

CloudWatch Logs Insights l&., € E&FEBOTRA707 1 —)LRZEBHNICKREL. @
XETHREDT7TA—IREERLET, cNS5OT7 1 —)L ROFEMICDOVTIE., "Amazon
CloudWatch 1—%—HA K, @ "HR—KrEhT\WsOJcmHEnhi7 1=K, 25
BLTLSEZL,
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;ﬂ@i-@‘ %j?> HL:OL\T%EL:ﬁﬂﬂbﬁ?O ;@ia}?ﬁ‘:‘ %j?\/ Hj\l\-ca)g¥:%ﬂ17;§ﬁ,ﬂﬂt

Ple 2 RLUET,

display

fields

filter

pattexrn

parse

sort

stats

limit

dedup

unmask

TDDES & B

LTrotwo>a>TiE,

DITVRRIBED71—I)ILRERTLET,

VIVERIBENDT7 A —I)LRZEXRRL, JTUTERIZD71—IR
EZ2ZELEVUFHFLVI A —)LRZERLIENIZDEEICHEATESES
BEBBREZYR—BMLET,

OTIVETANEZITIL, 1 2RLEOKBIC—HTHOJAXRRND
HZEBRLET,

BENICOJTF—22ZNE—2IC0TAZ—{tLET, NZ—2, O
TJ71—)LRETHRIBEEhBDHEBETFANBETT,

AJ7 14—l RASsTF—2E2HMEL, JTUTRETEZHET7 11—
RZEKLET, parseld. DML RA—RZFEATS glob E—R&
ERREOMEZEHR—RNLET,

RBenizOJA4 R N2 8)E (asc) T (ERIE (desc) TRRLET,
A7 14—)LROEEFE> TEFLEHKFTZEHLET,

JTUTRIOTARNOBERABZIEELE T, sort T M {1 20
B FEE TRFO 204 OFKRERTY—NE—REICERATIEE
MTT,

BEELE7A—I)ILROBENEICEIVT, ERELI-RERZHIBRLE
EE

F_RRERS— L&) —BOIAVTIYATRATEATVNBOY A
RYRD, IRTOAVFUVERRLET, DT TN—TDF— 2R
EoFMICOVWTR, "T#ZMog\WOJTF— 32N AF T TRET
B, ABBLTLIEEL,

CloudWatch Logs Insights (&, L&, E1if. B, #E. XF3. IP7
RLA, —MEBEKREARL -3 VEZHYR—NLTVET,

CloudWatch Logs Insights 7 T AX > RICDOVWTEHLKHBALFT,

JIVHEX
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N =R

- display

- fields

- 74\ Z—

» pattern

+ parse

. sort

- stats

- limit

. BEHB

s YAV ZNT

« 7). k&, BE. HE. TOMOBEK
s BHRNFEEL71—)R

« JIVTONIAVTAEIX NOER

display
display ZfFAL T, VIVRROBED 71— REZRRLEXT,

display ON >V RiE, EELE7 A=) ROKZERRTLET, JIVIZEEO display ANV R
FEENTVRHEE, VIVERICKEK, HZED display ANV RTEELET7 1 =)L ROKN KR
EhET,

Bl:12DT71—I)LRERRTS

O—RAZIRY MNE, BN RZ2EAL T @message A5 7F—XZzHMEL, BIiE7 1 —

JL K loggingType 8 &V loggingMessage Z#ERTH VTV DHlEZRLET, VTV

l&. loggingType MEA ERROR THHINTOHOT AR NERLULET, display &, 2TV
#ERIZ loggingMessage DEN K ERRLET,

fields @message

| parse @message "[*] *" as loggingType, loggingMessage
| filter loggingType = "ERROR"

| display loggingMessage

display 68
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® Tip
OTVUT1EEG display ZFALET, VT Tdisplay Z2 B EFERATRE, U
TUOHERICKE, FAETNTVS display AN ROBIEOERITTIEEEhLET7 1 —ILR
FRIENET,

fields

fields 2FAL T, VIVREROBED 7 1 —)ILREZRRLEXT,

DT VICERD fields X RAEE N, display ANV RAEENRTVEREVESRRF, &R
2, fields AN RTEEENLEIXNTODT A —I)LRFIRREINET,

Bl:BEDT A —IRERRTD

AT, 20 oA AR NZBRL, ThSZRIETRRIADIVIJDOHFITY, etimestamp &
@message DEN VT VRRICRRENET,

fields @timestamp, @message
| sort @timestamp desc
| 1limit 20

74— REZZLELEY, JTUTHERATEDHFLVW I —)LRZERLEY TSI
., fields A"HYR—KNLTVRELZIBEHXEEZFEATSH & EEF, display TR%
< fields #EHL £,

fields ON R&ZE asF—D—REHRICFERATDE, OTFTARINAOBKRET7 1 —I)LRZFERAL
THE7 11— REERTEET, HlIZIE. fields ispresent as isRes VTNV OEB
DTHEATESD isRes VS EFOMET7 1 — )L RZERLET,

J1I)Z—
filter ZEAL T, 1 D2ULEORHFIC—FHITHIO0T7ARNZRELET,
Bl:1 >ORBEFEALTCOTARINETAI)IR)TTS

d—RAZARY ME, range OfEA 3000 KV KEVWIXNTOOTAR NERT VI 0flER
LET, cOIIVE, BRZ20B0O0TA X NIHIBRL, OFAXR2 ~NE @timestamp FlIC
BRIETENEZETT,

fields 69
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fields @timestamp, @message
| filter (range>3000)

| sort @timestamp desc

| 1imit 20

Bl EBOZRGEEEALTOTARINET AR TS
F—J—Rand BT or Z2FAL T, EROXRHZHAEDLEDRENTEET,

J—RAZARY N&E, range OfEA" 3000 & V) KE <, accountId MIEA" 123456789012 ([CZF L L
AOJAXRNZRTIIVIVDOHFIERLET. cOIIVE. BERZ20B0O0T AR NIHIBRL,
A4 X N%Z @timestamp BIICHRIETENEZE T,

fields @timestamp, @message

| filter (range>3000 and accountId=123456789012)
| sort @timestamp desc

| 1limit 20

740N E2—OX>Y RO—HREERKRE

74—V RIE, ERRBOFEAEYR—NLET, UTOLBEET (=, !
=, <, <=, >, >=) &7 —)LEEF (and, or, B XU not) EFEATEET,

F—D—RinZFEALTEESEZEREZTANL., BIRNOEBERZEFIVITEET, BIOER
ZFIVUTRICE, in DRICHROESIZEELXT. 7—I)LEEF not BRT in ZFEHATE
£9, inZFEATRIIIVZERLT, 71— RICXFIHO—FHNFHZDZO0TARNERT &
NTEET, 71— )LRERZEL2BXEINTHEITIERYEEBA, FIAE, XROOD—RAZIRY ~NE,
7 4 —)L R logGroup N2 X F%| example_group THBZOAT ARV N ZRTLESHIC in &2
A920ITUZRLTVET,

fields @timestamp, @message
| filter logGroup in ["example_group"]

F—J)—R7L—X1like 8KV not like ZHEAL T, WBAXFIHZE—HE BB ENTER
T, ERKRBODEE T =~ ZFEAL TP XFIE—HBEEDENTEET, like KRV not
like THOXFIZ—HEEZICR, B—5|AFELEESIAFT—HETELVBIXFIZ
BAaET, ERRBE/NZ—2EF., like BKXE not like L HICFEATEE T, Ao XFEHZELE
RRAODEEFE—HETEDICE, —BEELEVBIXNFEINEAT Y ITHIET, XOAFIC
(&, filter ANV RZFEALTH P XFIZRETRIAEERTI—RAIRY RFEFEFIET,
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Bl: T XFH D —K

LTOFITEE, f1ICHEEE Exception FEFEFNTVROT AR KNERLET, s 3 20HIFAN
TT, ARNFENMNFHFXBENET,

BOHFITE, BoXFH%ZE like E—BEE XY,

fields f1, f2, 3
| filter f1 like "Exception"

2EBOHITI, MBOXFIE like BRVOPERKRBANEZ—E—HEEFET,

fields f1, f2, f3
| filter f1 like /Exception/

SHEBDHITR, BANFIZERRRE-—HT KT,

fields f1, f2, f3
| filter f1 =~ /Exception/

Bl: BOXFHEDAIRA—RE-—HEHESD

U RES () EEREROTAL KA—RELTHEALT, BoXTHIC—BReepeHTE
£9. XOFITRR., JTVE f1 OEHNXFI ServiceLog THED —HZRLET,

fields f1, f2, f3
| filter f1 like /Servicelog./

EUFRES (.*) DRICTAZRVAVRESZEVNT, TEILETZKO—HBZRIENLBERETF
ZERTDENTEET, flAE. ROVIVE f1 OENXFS ServiceLog THRED LT T
%<, XF% ServiceLog EE8C—HZRLF T,

fields f1, f2, f3
| filter f1 like /Servicelog.*/

EZZAS5NBD—HEF. KDELSIZT7A—XYRNEIhTVESAIEMENHYET:

» ServicelogSampleApilLogGroup

74N E— 71
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« SampleApilLogGroupServicelog

Bl: —BH SEDNFHZBRATD

ROBIE, 12 Exception EVS BEENEENEVOTAARNERTIVIVAERLTVET,
DHITRAXFENXENFXBENET,

fields f1, f2, 3
| filter f1 not like "Exception"

Bl KXFENMNNFEXBLBEVWNE—2THOIXNFIZE —HEES

AXFZENMNNZEZXBLBEVHDXFES%Z, like BLACERRBE—HESBIENTEET, X
DINTA—=Z (?) &, —BETEI2B2NFHNORICEEBELET, XOHIIE, f1 (CHEEE Exception F
7z l& exception f"EENBD ORI NZRI VIV ZRLTVET,

fields f1, f2, f3
| filter f1 like /(?i)Exception/

pattern

pattern ZEAL TOJF—RZBEBMNICNZR—ICOTARX—LLET,

NE—=2, Q74— RETRVEENDHETFANEETY, pattern ZEAL THLE
HEZREIDEXPRADIZ—2E_RVJIBEICMAT, BECRETZIOT512%
OAARNDBVWOITZA 2 ZRBEITBENTERT,

pattern N RE—NBNZ—ZBBNICENTZ 20T, OV ERELTOMITHLEHOH
RRELTHERATEELT, £/, pattern % filter, parse, £k sort IN REAHK
EhET, LYHRABENEIVTITNE—2%2BRTREETEET,

NEZ—2OXV RAH

pattern ONX > RTl, emessage 71 —JL R, parse ONV RZEFEAL TERES -HEH
74— R, EEE 1 DU ED String EHEEAL TREE NEXFIOVT A DADH FHE
hEd,

NEZ—2OX 2 REH

pattern AN REUATOHEIZERKLET,

pattern 72
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- @pattern: O AR N7 1 —)L RETEVIBERENDHETFANMNEE, VIIARNIDXRA LA
AZTBE, NB—2ATEBDZ 71— RE <*> ICK2TRRENET, AL, [INFO]
Request time: <*> ms (&Y XY +—= [INFO] Request time: 327 ms O HDIRET
9,

- @ratio: BIRULEBEOOTARYNE, BRIENENZ—2IC—BITRRFEOOTTIL—TD
OJ4XRNDOEIE, flAE,. BRLUEOJVIIL—ZEHEAOOT AR NOESHFINE—2 E—
HIBEE. eratiold 0.50 ZIRL £ 7,

« @sampleCount: i ERLU EHIEOOT AR NE, BRIEShENZ—2IC—BITBEEOOTY
=707 4 XK N,

« @severitylLabel: OJNEEEFLRKLARIL, OJICEENIBHROEEERLE
9, Error., Warning, Info., Debug B EAZHELET,

Bl

ROIXY RiE, BRULEBREBERNOEEE O -7TAOBENUTVAOT Z#HEIL .
NE—=2eBTITIL—TILET,

pattern @message

pattern N> R(E filter ANV REHAEDETHERATEET

filter @message like /ERROR/
| pattern e@message

pattern N> Ri&., parse B8R sort ANV REHICFEATEEXRT,

filter @message like /ERROR/

| parse @message 'Failed to do: *' as cause
| pattern cause

| sort @sampleCount asc

parse

parse ZFAL T, OJ 71 —J)ILRHASTF—RZHEL, JTUTRETEDHET 1 —I)LRZHE
MLUET, parseld. DM RI—REFEHTS glob T—REERRBEOMSAEZHR—NLET,

FARNENIZISON 71— )L REERRBETHETTEXT,

parse 73
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fl: FARNE Nz JSON 7 1 —)L R DfF#T

O—RAZRY bE, BYVIAKFIZTZY MEE N2 JSONOT AR N2 I B HEZRLE
EED

{'fieldsA': 'logs', 'fieldsB': [{'fA': 'al'}, {'fA': 'a2'}]}

O—RAZRY ME, fieldsA B8RV fieldsB DfEZMEL. HIEHT7 1 —J)L R f1d $ KV array
ZERTIERKRZELITIVERLET,

parse @message "'fieldsA': '*', 'fieldsB': ['*']" as fld, array

BEfEFYTFYII—T

[FHRKRBT parse 2EFATHE, BRIFEF YT FyIIN—T2EALTNER—2%T7 1 —)LRIC
BYIADZENTERT, BXIE parse @message (?<Name>pattern). T,

ROBITIE, VPC 7O0—-O70F v 7FryIJI)IN—7"%FERAL T, ENI Z NetworkInterface &\
SEBMOD 7 1 — )L RIZHMHLET,

parse @message /(?<NetworkInterface>eni-.*?) / display etimestamp, NetworkInterface

® Note

JSON OTAAXRY NEEUWIAKHRIZTZY M h&E T, BE, RARMENEIJSON 71—
ILR%Z glob RETHEMIBDERFRTR—RNEATVEEA, B TEDOR, 200 BUATO
OJARYRNT7A4—)LREZECISONOATARRNDHRTT, FARNENTZJSON 7 1 —
IWRZBTIDEERZ, JTUNDOERKEZ JSONOTARY NOERE—HTBLSIC
7#—XYRNTBLVENHYET,

BTN ROA

glob XZFEAL T, OFJ71—JLK emessage 'S, 7 1 —JL
K @user. emethod., @latency Z#HH L. emethod &KLV @user LN —FENHIEHLE I &I
FEHLAT I —ZBRULET,

parse @message "user=*, method:*, latency := *" as @user,

parse 74
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@method, e@latency | stats avg(elatency) by @method,
@user

ERRB\EFEALT, OF71—I)L R emessage 'S5, 71—)L
K @user2, @method2. e@latency2 Z#Hi L. emethod2 &V @user2 LN —ENiHIiEDLE
CECFEHLATUO—ZRLET,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by emethod2,
@user2

7 14—)L R loggingTime, loggingType. loggingMessage %Z#iH L. ERROR F 7=
& INFO XFFZECOT AR RNZET4I)INER)2T L, ERROR XFFZEL AR B
® loggingMessage & &V loggingType 7 1 —J/LRDIKEXRRLET,

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INF0"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

sort

sort ZFEAL T, QAR RNEEELLE7 1= RZEIZEIE (asc) £ IEEIE (desc) TRR
LET, g limit IV RE—FEICERAINE, "EUNGFL & "TENHF, 02T
BERTEEXT,

FlzIE, Amazon VPC 7O—0OJOXxDOT T, RANEONT Y NEED L7 15 H=2BREL
£,

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| limit 15

stats

stats ZAL T, OJF—2Z2BIT7, finRI>7. BALUTEHIZ 7B ETHREHALE
T, chllkY), OJF—RONZ—2 2K V) BRMICHBI TE X T, CloudWatch Logs Insights
ik, statsBAFE 1 DU LOEHEBEFEATZI VTV ORBILEERLET,

sort 75
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FlzIE, Route 53 O IN—7"0OxrOUV IV, Route53 LI—RD 1 BEEH Y DOTF 1 AN
E1—>23>z0T)RA7RIICEENLLTIRLET,

stats count(*) by queryType, bin(1lh)

CORSBIVIVRINT, BIZTZERTEXRT, VIUTbin() BHZEFEAL T, KEOEZ
BELEIIT—RZE1 20T A—I)LRTIIN-—TIIZDHE. FThRIZT7PRALTEIZ7E
RIRTEXRY,

N =R

- RRIT—2EHR/EN

« ZA4=)RBIEIIN=TEchirzOdF—2ERE
c 120V IT)TEHBO stats AN RZEFEHTS

- METEHATIER

BRIIT—22BE
BRFIOEEME, ROBMEZ DI T THELET,

s 1 DULOEFHBEBNFEENTWVWSAII), FHMICOVWTIEE., TAggregation Functions in the
Stats Command; ZZBL T EE V),

« bin() BHEFEALT1 2O 1 —)ILRTF—RZTI—THIT2II),

ChsnUITVRE, iviRIZ7, BALTEIZT7, B#IZ7, AUSTZERTEERT,
Bl

TEBFI—RNUFTIICDOWVWTIE, Tthesectioncalled “F1—KUT7): BRIOEZELERT S
DT %ETTD ) ZSRBRLTLSESTL,

RRIOKEICTHETZD VI OMOBEATICRLET,

ROV L) Tk, myfieldl 74 =)L ROFHYEOREILEZEERLET, T—RXRA U NE 5 0H
BTERENET, FEF—FRAUME, ThETOS5 7EROOTICE T myfieldl EDFY
NEHNTT,

stats avg(myfieldl) by bin(5m)

stats 76
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ROVTITEE, BB T7A—)LRIZEIKIDDEOREICEERLET. T—RRAIKNE5
DERTERENE T, REMFERETAZORG. JITVICEFBERFrSENATEY, JIL-T1
74—=I)LRELT bin() FMEAZTNTVRLHTT,

stats avg(myfieldl), min(myfield2), max(myfield3) by bin(5m)

ThiRIZ7 /A LETETZ 7 OHIR

AJI>MNJEHREZEFITSH, bin() EBZFEALBEVIIUTER., BIST7ZERTEERT,
EEL, ChsOIIVRITNBGISTXRRBALETFTHERISTEERTEETEA, CNSORALTD
VTVOFEMICOVWTIEE, Mthesectioncalled “7 1 =)L RBICT I —=bEeh O TF—2EH{E
) EBBLTLEE L,

74— RBICTIN=TLEe O F—RZ2HE

stats BHE 1 DU LOEFEBEERATZIIOTIVOBI S 7 RERTEERT, FMAICOVTE,
' Aggregation Functions in the Stats Commandy 2B L T E&E L\,

RENMERRTDICEK, VIVZERITLET, RIZ, [Visualization (1R 1L)] X 7 &Z&EIRL . [Line
B OEICHDRENZEIRL T, Bar(B) ZBRLET, BT T7 TR, HELEFEHRK 100 KD
ICHIRENRTVET,

Bl

TEBRFI—RNITIIZDOWVWTIWE., Tthesectioncalled “F21—KUF7I)L: AT 74 —)LRBIZTIL—
TIENEREBNEERTDIOTI ) A2ETTE ) 25RBLTLKEETV, XROBRETE., 71—J)R
ORI TIICETHMEDHZRLET,

ROVPC 7O0—-0O70TVUE, EET RLAKLDVT, v arlellmEesnizFHN1A b~
HEmHLET,

stats avg(bytes) by dstAddr

Tz, BRROEZEICEBBOBEZECTIZ7ZERTRIEETEEXRT, L&A, XD VPC 7
A—AJ 7TV, BWAET RLAICDOVWT, Ev2arlellBEAEThEEFEHELTRA/NA M
ZRELET,

stats avg(bytes), max(bytes) by dstAddr

RODOITVIE, FEU9T)ERA7® Amazon Route 53 2T UOT O aRHELET,

stats 77
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stats count(*) by queryType

12OV T) TEHD stats AN RZEFERTS

120V IVTHEAR2 DD stats AN REZEATERT, ChiCkY, HRHOEFOHANICHL
TENMDOEFZRTTERT,

fl:2 D0 stats AN RIZKBD TV

PIZE, ROIVITVE, BHNICS5TEAOEVOEFRNZ 74 v VBZKREL, RIC, TO50EOD
EORTHEAR, &K, SIOFFEHORNZTT 1Y VEBZFELET,

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length)/1024/1024 as logs_mb BY bin(5m)
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb

f5l: D stats A R%& filter. fields. bin B EDMOEHEHEAEDLEET,

1 2OPTV)T, 200 stats IV R%&E, filter ¥ fields BREDMOIT REEHKEDLE
BENTEET, HIZAE, XOOVITVE, EYva>HOERD IPT7RLAKZHAN, 9547
RTSYRNTA=—LZEICEY D IAVEHERANT, ThSOIPTRLAZEZ7AIILEUILT,
BEBICIOTDATORNTZYRNTIA—=—LEOEYZ IV IOTIANOFEEZRDET,

STATS count_distinct(client_ip) AS session_ips,
count(*) AS requests BY session_id, client_platform
| FILTER session_ips > 1
| STATS count(*) AS multiple_ip_sessions,
sum(requests) / count(*) AS avg_session_requests BY client_platform

T VTIE, bin & dateceil OBEAKZEEID stats AN REHKIZFEATEETT, HIXIE. XD
IV, BOICXYvE—2%2520070Y2ICEE0L, RCs5oBo7Ov o2 105070v 29
ICEHNLT, 109070V I7HROERKR, BIE. BLUOFHORNS T4V VBEFHELET,

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length) / 1024 / 1024 AS logs_mb BY BIN(5m) as @t
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb BY dateceil(et, 10m)
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AERBEEHRER

12NV IVICDE, BK2 DD stats ANV REEDCENTEEXT, COIF—RIFELEETE
ETFH A,

sort £ 1limit AN REFEHAITZHEEE. 2 BB D stats IV ROBICIEETIHEND
WET, 2FEBD stats ANV REYBIICES E, JTVREMIHYET,

PJIVIZ2 D20 stats AN RABHZBEE. 1 DBD stats EFAHNTTITDET, JTVOHKER
O—ZRERRENELEYET,

1200TVICHBD2FEHBD stats AN RTR, 1 FEBD stats AN RTEEZEN TV
74— ROIKESBTEET, HlxlE, B stats EFHLE @message 71 — )L RAIEATE
LB, ROOVITVIEEMTT,

FIELDS @message

| STATS SUM(Fault) by Operation

# You can only reference 'SUM(Fault)  or Operation at this point

| STATS MAX(strlen(@message)) AS MaxMessageSize # Invalid reference to @message

BHD stats AN ROBIZSHBID 71 —IILRIE, IXTHID stats AN RTEERT D44
ENHYET,

STATS sum(x) as sum_x by y, z
| STATS max(sum_x) as max_x by z
# You can only reference "max(sum_x)', max_x or z at this point

/A Important

O bin AHEFEIC etimestamp 7 1 — /L RZBENVICEALET, 2FY, 2&FBOD
stats AN RTEFE, 1EB® stats IV REFEAHL T timestamp 7 1 —J)L R&{EE
LBEVWE bin ZERATEBRVWEVWSCETT, HIAEF, UTOIITVEEMTEH Y FE
Ao

FIELDS strlen(@message) AS message_length
| STATS sum(message_length) AS ingested_bytes BY @logStream
| STATS avg(ingested_bytes) BY bin(5m) # Invalid reference to @timestamp field

KbV IZ, ZFFID stats ANV RT @timestamp 71 =)L REEZRL., XOFDODKSIC 2
ZEHD stats V> RT dateceil EHICEFIhEZFHATEET,
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FIELDS strlen(@message) AS message_length

| STATS sum(message_length) AS ingested_bytes, max(@timestamp) as @t BY
@logStream

| STATS avg(ingested_bytes) BY dateceil(@t, 5m)

METEBtA T B
CloudWatch Logs Insights &, T EFTERERETEEFTBEHOTMAEZHR—KNLET,

statsaggregation B§#(&. stats AN RTHEALET, £/, OBEBOEIHELTEFEALE

BEE BREAT B

avg(fieldName: Q] BELET7 41— ROEDFEE,

NumericLogField)

count() W& AJARNZENIRNLUET, count() (F
_ 2l count(*)) &, JITVICK>TREN]

SR SeRES: FRTOARY MEAIY AL, count(fie

LogRield) ldName) RISEEhE71—)LREESLT

NTHOLOA—RZHIDRNLET,
count_distinct(fie BB 714—ILRO—ZBHBEOHRZERLET,
1dName: LogField) D7 1= ROBENFFEEICEVES (—F

BENSZHEETNTVBES). count_dis
tinct ASRENZDEIFELDIBEETT,

max(fieldName: LogFieldV oIVEEFTLEOJICSTS, coOd
LogField) alue 74— ROBEORKE,

min(fieldName: LogFieldV oIVEEGFLEOJICSTS, coOd
LogField) alue 71—l ROEOHKNEK

pct(fieldName: LogFieldV N—tZ2AI)EE, F—2tY NIBT
LogFieldValue, alue BEOHEMNBENEZRLET. LEX
percent: number) &, pct(@duration, 95) A" @duration
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Q—H—H1 K

stddev(fieldName:
NumericlLogField)

sum(fieldName:
NumericlLogField)

WAt IESERTBI%K

BREAT

EAL]
E&ZIRL =5/ E. @duration DOED 95% A"
COEIVNIEL., 5% NCDEXL)ELLKEYE
9,

BEEShE7 14— ROECEERE,

EELE7 14— ROEDEF

FEEMBIMIE, stats ANV RTHEALET, Ko, OBEKROEIBELTEHEALET,

HRE

earliest(fieldName:
LogField)

latest(fieldName:
LogField)

sortsFirst(fieldNa
me: LogField)

sortsLast(fieldName:
LogField)

limit

BREAT

LogField

LogField

LogField

LogField

SHI:I

B

DIV EETULESBBERVEALARTS
HFHBDOTARKHAS fieldName DE%E
BLUET,

DIVEZRETULESBEREEVRALART
NFHBDOTARKHAS fieldName DE%E
BRUET,

OIVEEFTLEOTZY—RTBEEWICK
% fieldName NDEZIERLET,

DIV EEFTLEOTZY—RNTBEREICK
% fieldName NDEZIERL ET,

limit ZEAL T, JIUTERIOTAR MOBZEEELE T,

BIZE, UTOHE, FHFO 25 0OTARIMNDAZEBELTVWET,

limit
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fields @timestamp, @message | sort @timestamp desc | limit 25

ERHFER

KELEZA—LROBENBLESVT, EELLRREENRTDEEE, dedup ZFEALE
¥, dedup & 1 DHUED T4 —)LRTHEATEET, dedup ZETTA—)LRK%E 1 DIEETS
L. ZOT74—)LRO—BOESEIZ 1 DOOYARY NOANBENET, EHOT A —ILRK%E
KETBE, TOTA—LRO—BOEOEAEHLEILIC 1 DOOT AR RFBENET,

BERFY—NECEIVTHEEEL, YV—NEORWOERLEFN/rMREBENET, dedup IX R
ZBETIDHIC, BREY—RNTBDENHBEIhETT, dedup ZETITDHICHERN Y —REh
TVWHEVWEEE, etimestamp ZFEALTVWBF7 AL NORIEDY —NENFERAENET,

NULL fEiE., FHMAICHSVWTEEERFRRBEhEFBA,. BELEZ71—=ILROVTNAIC
NULL BEAEENZOT AR NEREFENET, NULLEEDO 7 1 —)L RZHIBRT S (C
l&. isPresent(field) Bz FEHAL T filter Z2E1TL X7,

dedup AX Y ROFBDIVITUTHEATES I ITUITY R, limit EH T,
f5l: sexver EWSBF D7 1 —)LRD, —BENEZEIC, BRFOOTARINDODHAERT LET,

ROFITIE, server D—EDEZEIZ, BRFOAXR B
) timestamp. server, severity, message 71 —J)LRDAZRTLET,

fields @timestamp, server, severity, message
| sort @timestamp asc
| dedup server

CloudWatch Logs Insights 7 TUQOZFOMOG > FIIICD2WTR., T ZSZBLTKEST VBB A
9T,

NAVZENT

F—RRERV =LY —FOATUOIYNNAIEATVWROATARNOIXRXTOA TV
ZRRTDICE unmask ZFERALET, cOOANY REFEHTSICE. logs:Unmask 7 U2 AFF
ANBETY,

OJ7L—7 07— REOFMIOVTR, "BEMOSVOJIT—2ENAF VI TRETS
ZZRLTSEEL,

EEHE 82
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7). LB, MHiE, BE. TOROBENK

CloudWatch Logs Insights I&., X092 3> T
aAVERBETR—RNLTVET,

[N =R
BEfmEE T

— B
P 7 KL AXFHIER
X FFIE

BIDREF

BWEE . BETF—XBZ5HELTEITAN
ON> RE fields AR RTEALERT, Rz,

BRI

a+b
a-»b
a*b
a/b
a”™b
a%sh

T—IEEF
7—J)LEEF and. or., &P not ZFEALE T,

FHATEDELSIC

IOTVADRDOZL DFRL —

. BERREERLE T, EMMEE T, filter

L DBEKDEIME L TEFEALET,

B8
e
e
£5
B
E#H 2 »"3EFE8ZKRLEY)

BRELFER (10 % 31 2ERLETD)

7=l BB BE AR, TOmOBEK
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® Note

J—I)LEEFIlE. TRUE £/-(k FALSE NEZBRTEBTOXAREALET,

LEEE T

HBEE T, INTOTF—2BE5HeLTETAN, T EORKRREZRLET., EBRARL —
>aviE, filter AN RTHEALET, Tk, HOBRBDOEIBELTEEALET,

BERE T

5L
Equal

Not equal
Less than
Greater than
R

Bk

BEARL—>32 G, BETF—2BZ5HELTREHFAN, BERRZELET., BEARL—
>arviE, filter ON R& fields ON RTHEALET, R, HOBKOEIHBEL TERE

ALET,

BI1E
abs(a: number)

ceil(a: number)

floor(a: number)

BRRAT
e
18

e

LA
HEXtHE

LR (a DIEKR VY REVHRNE
) ICO EFSshET,

TR (a DEL)PEVERE
) IS TS hERT,

7=l BB BE AR, TOmOBEK
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BE BREAT B
greatest(a: BB BAEZERLET
number, ...numbers:

number([])

least(a: el B/MEZIRLET
number, ...numbers:

number[])

log(a: number) BiE B AR
sqrt(a: number) W& EHR

H BF B K

H BB

BRFEEIE. fields ONY R& filter AN RTHEALET, K, HOBHOBIHELTE
FRALET, ChonBHTR, £FERZEALTIIVORENT Y F2ERLEXT, HFEM
(7)) £zl h (KE) TEREhAHPEEERALET, £L&AE. 10miE 105, 1hiF 1 BEETT,
ROREE, VIVIANY RTEATED T ETTETLANBLUEROVANERLIEEDTT, DV
ANCR, BEBOBREZATERANIBRELATVET,

® Tip
OTVIAR RZERTDEZIC, BREBREL V2 Z2ERALTIOITVORNRE TS HE%Z
BIRTEET, HIAEE, 5~30 7EMR. 1 BB, 3KEE, 12 5EER. FLEDAXLEE
BOHEZRETEET, L. FENDHAFNOBETHEEZEETS__EETEET,

HEE BRRA7 A
bin(period: Period) RALAR @timestamp DEZHFHEOHBICLIY L
7 ¥, RICVYEHET, HlAIE. bin(5m) &
@timestamp DEZREIELV 5 2 ICHEEA
LET,

7=, L&, BHE. BE., TO0Ek 85
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HaE BREAT B0

cheFERALT, #oO0JINUEITV
ICEEHBRENTEET, XOFITE, 18
By oflAOEERLET,

filter @message like /Exception/

| stats count(*) as exceptionCount
by bin(1h)

| sort exceptionCount desc

bin BT, ROBBEMEBENHR—bK
ThTVET, BHRONXFZECINTOEN
EHFETE. s DEBFEAOEMAYR—FE
NTVWET, LEN2T, hr 8K hrs OF
FEEREEZEEL THELET,

* millisecond ms msec
* second s sec

* minute mmin

* hour h hr

» dayd

* weekw

* month mo mon

* quarter qqtr

« yearyyr
datefloor(timestamp: BRALARARY BALARTZHBEOHBICYIVEOET,
Timestamp, period: 7 EZIE, datefloor(e@timestamp, 1h)
Period) & @timestamp DITXTOEZ 1 FEOT
BRICTIVEDET,

dateceil (timestamp BALARY BALARRVTZHEOHBICHY) LT,

: Timestamp, period: 7 RICENYEESDET, HEAEE, dateceil(
Period) @timestamp, 1h) (& @timestamp DT

NTOEZ 1 BEEOLRICEY)FZFDET,

7=, L&, BHE. BE., TO0Ek 86
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K BRRAT
fromMillis(fieldNa RALARY
me: number) 7
toMillis(fieldName: BB
Timestamp)

(® Note

S

ABDT A=) RZ Unix TRY OASOIVH
BELTEBRL, F4ALARARTICERLE
ER

BEENETA—I)ILRTRON 2 EZALA
27 %, Unix ITRY OLSOIUDER
THEICEBRLUET, HlREF, toMillis(
@timestamp) BFBERALRR>T%&
2022-01-14T13:18:031.000-08:00 n
5 1642195111000 (CEHULET,

ITE. CloudWatch Logs Insights [E ABN RO D RZA LAZRFICKBZA70T7 1 IILER) >

TJEeYR—RLTLWEEA,

— X BIZX

— R BE &K

— MBI, fields ANV R& filter AN RTHEALET, £k, HOBHKOBIKELTE

EALET,

HaE

ispresent(fieldName: LogField)

coalesce(fieldName:
LogField, ...fieldNames: LogField[

1)

BREAT B

7—IL{& 71— RFIGFETDESRE
true ZIRLE T

LogField DARNDSHEAOD null T&L

EZ2RLET

7=l BB BE AR, TOmOBEK
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IP 7 RLAMF5IE%L

IP 7 RLAXF5IB%K

IP 7 RLANFFE#HE. filter ANV R& fields AN RTHEALET. £, HOBEEHO
SIMELTEHEALET,

Mg BRRAT AL

isValidIp(fieldName: T8 T14—)LRABERIE IPv4 £/-1F IPv6 7 RL A

string) THDBE. true ZIRLET,

isValidIpV4(fieldN 7—ILE 74— RIFBEMEIPv4 T RLATHZHE

ame: string) . true ZIRLE Y,

isValidIpVe(fieldN T—I)L& 71— RFEMEIPV6 TRLATHZDHE

ame: string) . true ZIRLE 9,

isIpInSubnet(field 7= A BEEhEVAEEF Ve Y TRY NKRTT 4

Name: string, subnet: — )L RAERE IPv4 £ IPv6 7 RL A

string) THD 56, true B RLET, 7RV I~
ZIEEITHEEE., 192.0.2.0/24 FihE
2001:db8::/32 &M CIDR RicZfFERAL
F9, 192.0.2.0 FIF 2001:db8:: &
CIDR70OY V0BT RLATT,

isIpv4InSubnet(fie 7—IL{E BEEhEZVAHYTRYNATT714—ILR

1dName: string, FEDEIPVA T RLATHDIHEE. true

subnet: string) ZERELET, 7RV NEEETDIEE
&, 192.0.2.0/24 ¥ D CIDR RicZz#EH
LEd, 192.0.2.0 E CIDR7OY U DE
W7 RLATY,

isIpv6InSubnet(fie 7—IL{& BEEhEVeHTXRY NATT 1 —ILR

ldName: string,
subnet: string)

NEMEIPVG6 7T RLATHBDIBE., true
ZRLET, HTXYRNEZEETHLEE
&. 2001:db8::/32 ¥ ® CIDR Ric& (&

7=l BB BE AR, TOmOBEK
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HaE BREAT

MXF5IBEE

N F5IBE%k

S

AL%ET, 2001:db8:: Wk CIDR7OYI®
BT RLATY,

NFHIBEHIE, fields ANV RE filter INY RTEALET, o tHOBEROSIHELT

EEALET,

Hae

isempty(fieldName: string)

isblank(fieldName: string)

concat(str: string, ...strings:

string[])
ltrim(str: string)

ltrim(str: string, trimChars:
string)

BREAT

#®

Sk

71— RARELTVS

N, EOXFHTHDHE. 1

ZRLET,

74—=)LRAXELTVS

N ZEZONFITHDH, =
ANEENTVRHBE, 1%
BLET,

BHROXFHEERLET,

BIEIC 2 HB OXF5I5|#
FEWEE. XFIOLMA
NSEKRITA NAR—AZHI|
BRLET. BRIC2HFBD
XFH 5|8 HBBEE. K
D14 RMAR—ARHIERE
FBA, TOHFE, strd
EA S trimChars N
FHHBREhET, LE&x
&, 1trim("xyZxyfooxyZ

7=l BB BE AR, TOmOBEK
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3=t BRRAT
rtrim(str: string) X 75l
rtrim(str: string, trimChars:

string)

trim(str: string) X =5
trim(str: string, trimChars:

string)

strlen(str: string) W&
toupper(str: string) X 75l

SL
u' uxyzu) Lj: n.':ooxyzn E
BLULET,

BEEIC 2 BB DX FIIEIE
AEWVEE, XFIOLEH
NSEKRITA NAR—AZHI
FRLUE T, BBRIC2FB O
XEFHE BN HBIHEE. K
D14 RMAR—ARHIBRE
FEA, TDHEE, strd
AN S trimChars ENOX
FHHBRENET, LEX
&, rtrim("xyZfooxyxyZ
","xyZ") & "xyZfoo" &
BRUET,

BIZKIC 2 HFB OXFHIEIE
AVGEE, XFIOmA
DIHHA SHKIA NAR—RA%Z
HIRRL £ 9. BABIC 2 FHE
DXFHE| BN HBHBE. K
D4 NAR—ARHIBRE h
FBA. TOHFE. strOil
B A S trimChars DX
FHHBRENET, &R
&, trim("xyZxyfooxyxy
Z","xyzZ") & "foo" ZiR
LET,

XZH N EE % Unicode 11—
RRARNTRLET,

NFHINERXFAICERLE
ER

7=l BB BE AR, TOmOBEK
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HaE

tolower(str: string)

substr(str: string, startIndex:

number)

substr(str: string, startIndex:

number, length: number)

replace(fieldName: string,
searchValue: string, replaceVa
lue: string)

strcontains(str: string, searchVal

ue: string)

BREAT

e

51

51

5

S

NFHE P LFICERLE
EE

BESI B TIEEE N A

TYIOANSXFIDORE

FTOMOXFHZRL &

T, BHIC 2 FHB OHKYES|

BhHBEE. ZO5IHIC

FEEENDHDXFHOD

REHNFEENET, L&A

&, substr("xyZfooxyZ"
,3, 3) & "foo" ZIRLFE
EP

searchValue ®
fieldName: string O™
IRXTDA AR A%
replaceValue ([CEZ#X
7,

iz (. B¥ replace(l
ogGroup, "smoke_tes
t","Smoke") F71—
JL R logGroup =X ZF5I{E
smoke_test Z&ELOJA
R NzZREREL, TOEZX
ZF%) Smoke ICBE#IE T,

str |IC searchValue #"&
FNTVWREEEF 1 ZIRL,
ThUADOEZEE 0 ZRLE
9,

7=l BB BE AR, TOmOBEK
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BHRXFEEUC7 14— R

JIVTHEESAEOT74—)LRT, @id®. EVUFR(.), REFUAOXFZILEDR,
NYOTx—hF— () THUCXENHYNET, flAEF, OT7 1 —JLR foo-bar TREREHFLIN
DXFTHBD/N\NAT > (foo-bar ) FEENTVBR O, NV U U *—hK (-) TEHUCHRENFHYE
ERD

JIVTOIAVTAEOXY NOER

TAVTAZECIVITVERERLET, AV 71 —/LROBHZEETRLEHIC, FLET7 11— R
ICEZMEIRERICTAVTAZEALEXRT, F—DJ—Ras ZHALT, O 71 —)LRILE
BRIIIAVTAZEELET, VIVATEROIA T AZHEATEXRT, ROIONVRATI
AIVTAZFERATELRT,

e« fields
* parse
* sort

* stats

ROBITRE, TAVTAZEC VTV ZEKIBFEEZRLET,
B

JITU®D fields AN REIA VT RAZEHET,

fields @timestamp, @message, accountId as ID
| sort @timestamp desc
| 1limit 20

DTV, 714—)L KR @timestamp, @message. H &LV accountId DEZRLET., BRIEE
JETY—h&Eh, 20 ICHIRENET, ID OfElk. T4 )T A accountld D FIZ—ERREIE
£

B

JTIV®D sort BV stats ANV REFIIAVTFTREEHRET,

stats count(*) by duration as time

BRNFEEC71—I)LR 92
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| sort time desc

IV, OFIN—7T7 4 =)L R duration A"RELEREHZEHTNL, BREZRIETIEN
BAET, duration DEE, TAUTFT R time D TFIC—EXRRENET,

X NOER

CloudWatch Logs Insights I&., VTV TOX M EHR—NLET, \V21XF @) ZFEALTI
XRZHEBLET, AXRNZEZFEALT, JIVEREFRFIXINITIVUDITZEBHRTEERT,

Bl o1

RDOT)ERTIDE, 2TEREREIET,

fields @timestamp, @message, accountId

# | filter accountId not like "7983124201998"
| sort @timestamp desc

| 1limit 20

BT OTY

cOtv>avicik, CloudWatch 2V —)L TRITTED—MRWBIIVIN REEFRIBZITY
OXRVROUARFEBEATVET, JTVIANY ROEFTHELEDOV T, "TAmazon Logs 1—
H—HAR, O "FAI-KNUTPII BTN IOTVEZRTRERIVEETS, 2ZRLTKEE,
CloudWatch

REY D

s —HRHNEITIV

« Lambda OJ 0O TV

« Amazon VPC 7O0—AOJ 0o TV

« Route 53 A 0o TV

* CloudTrail A O o T V)

« O I') Amazon API Gateway

s NATT—KDVIACNTBHITY

« Apache H—N\—QOJICxg2 0T
« Amazon ® 2 I.!) EventBridge

HOTILOTY 93
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« BHAION> RO

— RO T
BREMEhE 25 EOOT AR NERRLET,

fields @timestamp, @message | sort @timestamp desc | limit 25

1 BB LY OBIABDIARNERRLET,

filter @message like /Exception/
| stats count(*) as exceptionCount by bin(1h)
| sort exceptionCount desc

PIATREZEVAOTAR MOV ARNZEEBLET,

fields @message | filter e@message not like /Exception/

server 71— J)LRO—BOECEICEHFOOTARI RN EZRRLET,

fields @timestamp, server, severity, message
| sort @timestamp asc
| dedup server

% severity X1 7M. sexrver 71— )LRO—ZBEQEZEICEHFOOTARNERTLET,

fields @timestamp, server, severity, message
| sort @timestamp desc
| dedup server, severity

Lambda O ® oI )
BEICTOESaI - Y hEXTEYOBERIALET,

filter @type = "REPORT"
| stats max(@memorySize / 1000 / 1000) as provisonedMemoryMB,
min(@maxMemoryUsed / 1000 / 1000) as smallestMemoryRequestMB,
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avg(e@maxMemoryUsed / 1000 / 1000) as avgMemoryUsedMB,
max(@maxMemoryUsed / 1000 / 1000) as maxMemoryUsedMB,
provisonedMemoryMB - maxMemoryUsedMB as overProvisionedMB

LAT>>—LR—bh2ERLET,

filter @type = "REPORT" |

stats avg(eduration), max(@duration), min(@duration) by bin(5m)

EVBEHFUTHL ZREL, BRATPIZAT7NMMIO-RIFEETRETDUREEOHZIEERE) D

TANZHIBRLET, CcOIITUTIE., @duration FIUMNENTT,

fields @timestamp, @requestId, @message, @logStream
| filter e@type = "REPORT" and @duration > 1000

| sort @timestamp desc

| dedup @requestlId

| 1limit 20

Amazon VPC 70—0O0 0o 1)

RANBETO LML 15 HONTY NEEZBRELET:

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| 1limit 15

BEOHTRYMIBITBDRAMDEML 15 /N1 NOEEERELET,

filter isIpv4InSubnet(srcAddr, "192.0.2.0/24")

| stats sum(bytes) as bytesTransferred by dstAddr
| sort bytesTransferred desc
| 1limit 15

TF—REXA7ORINELTUDP 2FATS IP 7P RLAZ®RERELET,

filter protocol=17 | stats count(*) by srcAddr

Amazon VPC 7O—0OJ 0o TV
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FVTFrIAURITIO—LI—RFRFYTENLEIP T RLAERELET,

filter logStatus="SKIPDATA"

| stats count(*) by bin(1lh) as t
| sort t

BEOLCIC1D2OLO—RZ®REL, XY NIV 0OEGRBEOBRERL XY,

fields @timestamp, srcAddr, dstAddr, srcPort, dstPort, protocol, bytes

| filter logStream = 'vpc-flow-logs' and interfaceld = 'eni-0123456789abcdef0’
| sort @timestamp desc

| dedup srcAddr, dstAddr, srcPort, dstPort, protocol
| 1limit 20

Route 53 O Mo 1)
JIVRA7RIC1BEHLEYVOLO—ROF1ANIELI—>3 0 52RELET,

stats count(*) by queryType, bin(1lh)

VDOTIANBHFBRTHS 10D DNS VY IN—ZRELET,

stats count(*) as numRequests by resolverIp
| sort numRequests desc
| limit 10

B—N—ADNSUIVITARNZRETTERN>LELIOA—RBZERXA VBB RTY T RXL 2 BIICHK
#ZLET,

filter responseCode="SERVFAIL" | stats count(*) by queryName
CloudTrail @7 oo 1Y)

B—ERB. AXRVKNEATRE, AWS U—23 2 BoO0J I NUBERELET,

stats count(*) by eventSource, eventName, awsRegion

BEODAWS =23 > THEBELARFEFELEENE Amazon EC2  RANEZREL X T,

Route 53 A Mo TV
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filter (eventName="StartInstances" or eventName="StopInstances") and awsRegion="us-
east-2"

FUKERLEIAMI—H—0AWS V=232 I—H—%F, ARN ZBRELET., ARNs

filter eventName="CreateUser"
| fields awsRegion, requestParameters.userName, responseElements.user.arn

APl UpdateTrail OV HLUFICHAANFrREL L OA—ROBZEHRELET,

filter eventName="UpdateTrail" and ispresent(errorCode)
| stats count(*) by errorCode, errorMessage

TLS1.0 £ 11 AEAEAIEOJIV NI ZRERLET,

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]

| stats count(*) as numOutdatedTlsCalls by userIdentity.accountId, recipientAccountId,
eventSource, eventName, awsRegion, tlsDetails.tlsVersion, tlsDetails.cipherSuite,
userAgent

| sort eventSource, eventName, awsRegion, tlsDetails.tlsVersion

TLSN—=23210FEBE 11 ZFRALEY—EAZEONHVHLBZRELET,

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]
| stats count(*) as numOutdatedTlsCalls by eventSource
| sort numOutdatedTlsCalls desc

M2 IL'J) Amazon AP| Gateway

BFHOAXXIZ7—%Z 10 HRERLEXT.

fields @timestamp, status, ip, path, httpMethod
| filter status>=400 and status<=499
| sort @timestamp desc
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| limit 10

Amazon APl Gateway 7 7 AOJ J I —7THEERTRRB O KL Amazon APl Gateway 'J 7 T A
Nz 10 4B ETS

fields @timestamp, status, ip, path, httpMethod, responselLatency
| sort responselLatency desc
| 1limit 10

Amazon APl Gateway 7 7 L AOQJ T I —TTHREAKDH S API/NADUARNERLET,

stats count(*) as requestCount by path
| sort requestCount desc
| 1limit 10

Amazon APl Gateway 7 7t AQTJ I —T7TOmeaL AT —LR—KNZERTS

filter status=200

| stats avg(integrationLatency), max(integrationLatency),
min(integrationLatency) by bin(1m)

NAT 77— KhDIAICRTHIOTY

AWS BERENBE R EFVHE AW, CloudWatch Logs Insights 2R L T LU OEREZRD
FRCENTEET, ROVITUIAN ROFMICOVWTEK, AWS TLITFTAYR—KIR=D

D "VPCONATT—KhIVIAZBBIBZNF 74V IDLUDNEFEREZRODHDICEESThIFR
WTTH 21 ZSRLTLKEZ L,

(@ Note

RDOTVI)IAR RO "xxxxs OFAEBEVD NAT S —RIIADTZTAR—=KIP I
BEEHZ, "yy, ZVPCCIDR7ZRLAEHHEDE1 BT EF2FAITY NOEICEEZEHRR
£7,

NAT =RV IAMBATHREZE<KORTTAVIREBLTVR A VARV AZRELET,

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.')
| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr

NAT #— KIS IZ/TBII 98


https://aws.amazon.com/premiumsupport/knowledge-center/vpc-find-traffic-sources-nat-gateway/
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-find-traffic-sources-nat-gateway/
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| sort bytesTransferred desc
| limit 10

NAT #— R I/ ROA VARV AEDHTESEENTVB RS 74 v VERELET,

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.') or (srcAddr like 'xxx.xx.xx.xx'
and dstAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| limit 10

VPCHDA VARV AN T Y 7O—REATVO-ROBETHREHAEICEALTVS, 1>2—
ZYNLEDEEREZRBELET,

Ty 70—ROEFE

filter (srcAddr like 'x.x.x.x' and dstAddr not like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| 1limit 10

Ao 0O—ROEBE

filter (dstAddr like 'x.x.x.x' and srcAddr not like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| limit 10

Apache —/N—OJICXTH O T

CloudWatch Logs Insights 2/ L T Apache Y —/N—OJ 27T JTEET, LTOIIVDEF

MIZDOWTIE, AWS V5T RARL—32EBIT7OTI D CloudWatch "OT A H A MNZELD
Apache H—/\N—OJ OfEFE{L) Z2ZSRBLTEEV,

TOEAOVZ2RBBELTCTIUT—2320 /admin NATRS 74V O%FIVITED LD, &
LEEEOFEVT A —IILREBRELET,

fields @timestamp, remoteIP, request, status, filename| sort @timestamp desc
| filter filename="/var/www/html/admin"
| 1limit 20

Apache H—N—0OOJICHTBHOTY 99


https://aws.amazon.com/blogs/mt/simplifying-apache-server-logs-with-amazon-cloudwatch-logs-insights/
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XAR=DIZT O EALEBOAT—RAO—RA 2004 () ICB&>TVBSEMZHRL. — B
DGETVIVIANDOEHZERDFERT,

fields @timestamp, remoteIP, method, status

| filter status="200" and referrer= http://34.250.27.141/ and method= "GET"
| stats count_distinct(remoteIP) as UniqueVisits
| limit 10

Apache Y —EANBEBL EHEHEEL X,

fields @timestamp, function, process, message

| filter message like "resuming normal operations"
| sort @timestamp desc
| limit 20

Amazon M % I1) EventBridge

EventBridge 4 R MR A TRIC TN —T e nlcA X NOBRZERIETS

fields @timestamp, @message

| stats count(*) as numberOfEvents by “detail-type’
| sort numberOfEvents desc

IR ROBHI

glob XZFEAL T, OFJ71—JLK emessage /'S, #iE7 1 —JL

K @user. emethod., @latency Z#HH L. emethod &KLV @user LN —ZNHIEHLE I &I
FEHLAT I —ZBRULET,

parse @message "user=*, method:*, latency := *" as @user,
@method, @latency | stats avg(elatency) by @method,
@user

ERFFAZFEAL T, O 7 1—JLK @message 'S5, 71—l

K @user2. emethod2., @latency2 ZiHiL . emethod2 &KL @user2 EtND—ENHIEDLHE
CECFEHLATO—ZRLET,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),

latency := (?<latency2>.*?)/ | stats avg(latency2) by e@method2,
@user2

Amazon ® 2 I!) EventBridge
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7 4 —)L R loggingTime., loggingType. loggingMessage Z#H L. ERROR & /=
& INFO XFIZ8cOT AR &7 4)LR)YJL. ERROR XFHEZEL ARV N
® loggingMessage & & U loggingType 7 1 —)ILROD&AZRRLEXT,

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO0"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

957 TAYF—RE BT D

BIZ7, FingI>7, B LT EIZ7BEDED 1T (E—a &2EHALT, OFF—4
DINZR—>2 'KV SHRNIZEBEITEE T, CloudWatch Logs Insights (&, statsBIZh& 1 2BLED
SEEBZEEATAHIOIVOED ATZ4E—23 20 ZERLET, FHICOWTE., Mstatsy %

SRLTLSEEL,

CloudWatch Logs Insights 7 T ZREL THETTS

FERERLEOTIVG, BTBERITTERLDICRETERT, RELLEIIVE, 77 LA BENR
BEhadcd, BEEAELREBZROZENTEXRT, PHAIUVRIEL, U—23VHEVUERKR
1000 HREFTE X T,

DIVERETBICE. 7O AT logs:PutQueryDefinition Z#&F>0O—)LicO
TAVTRDHBENFHYVET, RESHEITIVODIARNERRTDICE, T EAHA
logs:DescribeQueryDefinitions Z&F 2O0—/)LICOJ A TH2RHEBENHVYET,

VIV EZRFEITDICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE&E £ 9,
2. FTESF—232URA2T, [Logs] (O%). [Logs Insights] (AT DA H 4K~ OIEICERL F
E
. DTIVIF4RT, VIV ZERLET,
4. [Save] ZiBIRLET,

RERZHFERRENBEWVWEESE, CloudWatch OJ AV —I)LOFH L VR ICEETHIHEN
HYET, TOLEHIZE., ROBEZTVLRT,

a. FTES—232ARA2T, [Loggroups] (AT TIN—7") #BIRLET,
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b. LWFYA 2 Z2HT] Z2BRLET,
c. FTE#—23arARA42Tnsights] Z2&RL., COFEOATY T IICRYET,

5. JIJOEHZADLET,

6. (A72aAV)VIVZERFITRZRT7HIINFZBIRLUE T, [FRER] ZBIRL T, 7HIILEZER
LET. HILLI7FIIAZERLEBE. 7FINABRICATYS L () XFEFERALTT7FIILE
BEEZEERTEET, L&ald, ILLT7 #FI)LAIIC folder-level-1/folder-level-2 &
WSEEIZfF T2 &, folder-level-1 EVWSHREMNT AIIANFEREN, TOT 3 I)ILAAIC
folder-level-2 E WS BIOT7 A )LANERENET, VT F folder-level-2 ICR7FE
nEI,

7. (A72aN o000 —TFEEEIVIVTFANEZEELET,
8. [Save] ZBIRLET,

® Tip
PutQueryDefinition TRELEIVIV—RAOT7 2 I)IAZERTEENTEEXRT, RiF
LEOTVRAO7 AI)NFZERTBICE. AZv2 1 ()ZFEALT,. BMOIITUEZOHIC
BHO7 2 I)FEZ=Z2FIMUET: <folder-name>/<query-name>, DT T 3> DA
IC2V\WTR, Ty 28R LU TL & WPutQueryDefinitions

RESNEIVIVZRTIBICE

1.  https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE & T,

2. FTES—23URA2T, [Logs] (A%Y). [Logs Insights] (AT DA B4 M) OIEICEIRL F
CP

3. HAlO [TV ZBIRLET,
4., MREFEESHEIVIVIVAMSIIVRZBRLET, JIVUIFARIIRTENETT,
5. [Run (27)] £BRL £,

RELEIJIVOHLWN—23a 2 2RETDICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE & T,

2. FEH—23a2RA2T, [Logs] (O%). [Logs Insights] (AT DA >H 4 KN) DIEICERL &
CB
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3. Ao [VITV] ZERLET,
4, MRBEESNEVIVIVARMSITIVUZEBERLET, JTUIFARICRRENET,

5. VJIVZBELET., EXZHEIDLHOICERTIDLENHBEHEEE. [VIT)DET] 2ER
LEXY,

6. MLWN—232ZRETIEBITELS., [TU>23YV], [BRENTTRE] OIEICERL
£

7. VDIVORBIZEADLET,

8. (A72a)VIVaEREFETZD7AINFEZBIRLET, [FRER] ZiBIRL T, 72T EEK
LET, HLLI7ALRZZERLESZE, 7HIINFRICATYS1 () XNFEFEALTT72IILE
BEEZEERTEET, L&xlF, ILL T #FI)LAIC folder-level-1/folder-level-2 &
WSEEIZfF T2 &, folder-level-1 EVSHRENMT FIINANFEREN, TOT7 3 I)ILZRIC
folder-level-2 E VWS BIO T A ILANERENET, VT F folder-level-2 ICR7FE
nEI,

9. (A7 2aNNvIVOATIN—TFEEIIVFTFANZEELET,
10. [Save] ZiBIRL 7,

OT)ZHIBRT B ICIE, logs:DeleteQueryDefinition 7V AFAZHF >O—-)LICOTA1 T
PRBENFHYVET,

REFLEVIVZRETRIZBFHIBRT S ICE

1. hitps://console.aws.amazon.com/cloudwatch/ T CloudWatch AV —J)LZHE T,

2. FTE&—23rRA2T, [Logs] (O%). [Logs Insights] (AT DA >H 4 KN) DIEICERL &
£

3. HAlo[OVITVU]ZBIRLET,
4, MREFEESHEOVIVIVAMDSIIVRBRLET, JIVIFARIIRTENETT,
5. [70>3av], [wRE]l. L& [F7o>a2], [HIR] 2&RLET,

JIVZZYZAR—RICEMTD, FEEITIVEREZIVA
R—KT2

IV &EEFTLES, IV % CloudWatch &Y > 28— RICEMULEY), &REOV Y JR—RIC
dE—L V) TEFXT,
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AY2AR—RICEMLEIIVE, Y2 1R—REO—RBIVCEFMIZLETICBRTENE
T chsDUIT Ik, Logs Insights 7T ORIKERITHO LR TH S 30 CloudWatch #FIZH D>
REhET,

JIVHEREZFA Y IR—RICEMTSICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE&E £ J,

2. FEH—232RA2T, [Logs] (O%). [Logs Insights] (AT DA >H 4 KN) DIEICIERL &
£

120U —T=BIRL, VIV EERTLETD,

4. [AvZaR—RIZEM ZBRLET,

5. AV 1R—RZBIRTDH, FHRER] ZERLT, JTUERAOR Y2 1R—RZEHL
9,

6. VIVHRICFEATZRIVA42ITY NOEEZRERLET,

7. D42V RNOBRBEADLET,

8. [AYZ1R—RIZEM ZEIRLET,

VIVHERZOVYZTR—RIZOAE—TB D, VIVHERZZDVO—RTBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch AV —)L ZBH& £ 9,

2. FEZ—232RA2T, [Logs] (A%). [Logs Insights] (AT DA >H 4 K) DJEICEIRL F
9,

12 koOJ ) —7%&RL, JTVZRTLET,
4, BEROIVAR—BN ZBRL, BEBFTIVZEERLET,

RTHFOIVIVREFIVIVBRERTTS
RAERAROITUPREN I T UBBEERTEET,

BEETHOIIVICEK, IV 1R—RIZEBMLEVIVEEENE T, XV 1R—RIZEMNE
h30ITU%EES, THOU R&H=V) 30 4D CloudWatch Logs Insights Y T 1) ZEEFICRTTESE
9,

RENDVIVVERZERTTZICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE X T,
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2. FTES—232RA2T, [Logs] (O%). [Logs Insights] (AT DA 44 K) DIEIZEIRL £
9,

3. CloudWatch Logs AV —JILO#FHL LWEEFEZFEAL TV HEER., BR 2BRLET, 70T
A REALTVWBRESEK., [702232], [CcOT7HIMOO T EREZRR] OIEICER
LET,

BEDIVIVAN—BRRENET, JIVZBRLT[ERT] ZERTZE, ThsoLThhy
ZBEXRTTEXT,

AT—RA TR, BERTHOIIVICDOWT, CloudWatch O A EITHERRENKT,

L&DV T VFEROEES{L AWS Key Management Service

77 # )L N T, CloudWatch Logs I&. 77 #JL k@ CloudWatch Logs ¥ —/N—RIDES{LH %
Z{EA L T CloudWatch Logs Insights 7T ORFEENE/ERZESHLLET. KDYIC. AWS
KMS ¥—Z AL TS OREREBSILTEZEETEERT, AWSKMS F—ZBES{LERICE
EfFFB&. CloudWatch Logs G ZDF—ZFEAL T, THIMAOIXRTOIITUORIFEH
ERREESILLET,

BTOTVRRDPSF—OBEERTZMBRTS &, CloudWatch Logs FED I T Y DZHICTT =
ILENDOBESILEECRYET, LEL, F—HFEENFTSATVIBICRTEALZIIVE, 5l
HREZTOF—CHESIENET, CloudWatch OV G5 EHEXF—%SBTEDLH. KMS F—0
BEM A BBRENLEE, CloudWatch AT BN S DRERERT CENTEET, LEL, BT
F—HNEMICAKD E, CloudWatch Logs lFEFNDF—THESILE NIV ITVRRZZAMBD CENT
ERBSBYET,

/A Important
CloudWatch O7 &, M# KMS F—D&ZHR—KMLET, JIVEROBESLICIENH
F—ZHALBZVTSEZV, FHICOVTR., "SIHF—CERBRF—0OFEA 22RL
TL<EEL,

il R

c LTOFIEZERITITBICIE, kms:CreateKey, kms:GetKeyPolicy, B &K
kms:PutKeyPolicy 7V AHFAANYVETT,
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s F—EUVTVRRZBEMT LR, FLEEENFTZBRLLER, ARL—2I3INFEMIIBDE
TRASOONDENHBYET,

- EEMITSNIZF—A® CloudWatch Logs 7 7 AZEV)EL Y, BENITShz KMS F—
ZHIBRL =¥) 9§ &, CloudWatch Logs DEEFILE NiETF— R ZMBTELALAKZYET,

« CloudWatch A2V =)l ZERAL TF¥—ZHBERITDEEFTEFERLEA., AWSCLI Rizl&
CloudWatch Logs APl ZER T2 XENfHVET,

ATY 7 1. ZER T B AWS KMS key
KMS ¥—ZERT DIk, XD create-key AX REFALET,

aws kms create-key

HAIZE, F—OF—ID & Amazon VY —AXR—AL (ARN) FEENET, HHOBIZRICRLE
CB

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@chb0d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
]

ATY T 22KMS F—TT VL AFAZHRET S

TF7A2ILRTE, IXTOKMS F—RBTTAR—KTT, JY—ADFHEEDHHN TN CMK ZfF
ALTTF—2ZBBILELTESTERY, LEL, VY—AMBER. ko 1—¥—-VY—-AL

ATY 71 ZEK T B AWS KMS key 106
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F—ADOT IV EAHAAZNFETRIENTEELET, CORTY T TR, F—2FAITZITIEAF
AJ & CloudWatch Logs Y —E AT U NILICHELET, CcOF—ERTUI N, F—5H
RFEATVDOERUAWS V=23V ICBERETIHENHYET,

RANTZO9T4ARELT, BELIEAWS PTHIROKICF—DOERAZFIRID L 2HE8OL
F9,

£, KRDget-key-policy I¥ > Rpolicy.jsonZFEAL T, KMSF—0DF 7 #)KhKU>—% &
LTHRELET,

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

THFARIF AR Tpolicy.json 77 M) ZFHE, UTFTOVWTNADAT—K X KA SKFED
023 zEBMLET,. BEOAT—KMXVRNEFHFLLVAT—KMXVRNZAVNTREYET,
NSOAT—BMXRNTR, ConditiontP23a>aFEALTAWSKMS ¥F—DtF1) 71 %R
{ELET, FMICOVWTIE, TAWSKMS F—ElEE{ITF AR Z5RBL TS EEL,

ZOflD Conditiont V> 3> Tlk, AWSKMS ¥F—0fFERA%Z, EShETHIMD
CloudWatch Logs Insights 7 TURIZHIBRL TVWE T,

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:root"
I
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal": {

"Service": "logs.region.amazonaws.com

I

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
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"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "arn:aws:logs:region:account_ID:query-result:*"
},
"StringEquals": {

"aws:SourceAccount": "Your_account_ID"
}

BR#&IZ, ROput-key-policy AN ReFEAL TEHfME LR —ZEMLET,

aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json

ATYT 3KMS F—Z2 VT UERICEERTS
KMS $¥—%FH7Y RO U TURKRICHEN TS LR

XD K S I disassociate-kms-key AN REFEHAL E T,

aws logs associate-kms-key --resource-identifier "arn:aws:logs:region:account-id:query-
result:*" --kms-key-id "key-arn"

ATVT A TAIVRNODOTIRRDY SF—DOEEN T 2HERT S

VTVRRICEEMS TSz KMS F—OBER T Z#EBRT B (21, R Ddisassociate-kms-key I~
YRZEERALET,

aws logs disassociate-kms-key --resource-identifier "arn:aws:logs:region:account-
id:query-result:*"
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OJJ7N—7EQT7ARN)—LDOERE

AJARN) =LAk, BUY—RZHEITH—EOOT AR NTTF, CloudWatch Logs DAY D&
V=R, BRIOOTAN)—LZBELET,

OJT70M—71. R, TEZRV2T, TORAHBICOVWTRAUREZHRBEIZOTARN)—LD
TN—=T7TY, AN —T2ERLT. BIIL—TILEANDARNI—LZEETEET. 1200
TIN—TUIBTDCENTEROVAN)I IV TORICHREH KL A

COEITIVOFEEFEALT, OJITL—THLCOT AN —LZRELET,

CloudWatch Logs TOJ I —7% KT S

T Amazon CloudWatch Logs 1—H%'—H 4 Ry ORIOEIZ 3> OARATY 7% #EHAL T Amazon
EC2 4 > AR AIZ CloudWatch Logs T— I R EA 2V AR—=ILT2E, TOTOEAD—EE
LTAdIIN—7THFERENET, Amazon EC2 CloudWatch AV —I)LTOT I I —T = E#ZEE
KITBD_EETEERT,

AJJIWN—7%ZERTBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE& £

2. TEF—>3rRA42T, AL -T ZERLET,

3. [Actions (793 >)] Zi8IR L. [Create log group (AT T IL—7 DER)] ZiBIRL £,
4, OJIN—7T0HBwZANL, [Create log group (AT T I —T DER) Z&RLET,

® Tip
OJJNL—7", v aR-R—R, PS—A, TEF—23aoRA420 [BRICAY EKE
2TV A1 —DSERICAVICBRETERT, [RETVIVEALEY—EXAX] %
T, BRICAVIZERITZOTF7TIN—TIA—=VI)legdhbt, TOEILHDEDTEZIEIR
LET,

OJ7I—7~007 0ixEE

CloudWatch O7'l&. 8O AWS Y —EAASOJAR N ZBEBNICZELET. AOLWTHhA
NHEEFEAL T, EOOY 4 X N% CloudWatch Logs ICEET R ETEET,
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e CloudWatch IT—> I N — & CloudWatch T— T RNk, XRNUSAREOTOWA%E

CloudWatch Logs \ZEETEE T, CloudWatch T— I RDA A RN=)LEFERAOEMIZD
WTl., "Amazon 1—H'—HA R, O " T—T 2 NZERALE AmazonEC2 A VARV A
EFAVTLEAY—N—=ASOXARN) O ZAEOT OUYE CloudWatch 1 2B L TS EE L,
CloudWatch

« AWSCLI—kOJ A4 R h®/\NY F% CloudWatch 0% put-log-eventsiZ 7Y Z7O—R L& T,
-« 70795/ —PutLogEvents APl 2R3 &, QAR NONYFETOTS AT

CloudWatch Logs (c 7Y 70— RTE XY,

Logs IS & 7= CloudWatch O F—X &2 XRRT 3

CloudWatch Logs T—> T > M A S CloudWatch Logs ICIAfEE N0 7 —2X & stream-by-stream
R=ATRARIBLCARAIVO—ILTEE T, XKRTHIOT7TF—2OKHEERZEETEET,

OJ7F—2%Z2RRIBDICE

1.

o o b~ w0 DN

https://console.aws.amazon.com/cloudwatch/ T CloudWatch >V —)LZHAE £ 9,
FTESF—23a2RA2T, [ATTIN—T] ZERLE T,

[Log Groups] T, ANU—AZKRRTZOTTIN—TZERLET,
OJJIL—70OVARNT, RRTDO7JIL—-T0EZBRLET,
AJARN)—LDOUARNT, RRTBDOTANI—LOBHZERLET,
OJF—2OXRTALZEEETDICE., ROVThAZETLET,

e 1 DOOFARNZERATSICIE., TOOTARINOEICHDRENZBIRLET,

* INTOATARY M EZRBALTTL—2TFARELTRRIDICR, ATARIBOUR
RDET, [Text] £ BIRLE T,

c OJARVYRZETANE—TFTBICE. RET A —)LRICBNO®RERTAIILEZ—ZAHLET,
FHCOVTR., "7 E2—%2FALEOTARYEDASOXRNIDADER 25RLT
<EZEW,

- BEELEBRREEOOITTF—REZRTIDICE. RET I EZ—OBOBRNEBROEICH
PROZBRLUET., BNERBOSBEZIEET SICIE. [Absolute (EaxT)] ZBIRL £ T,
ERERES NS, B, B FLEERZERTSICE. [Relative (FBX)] ZBIRL &
T UTCEO—HNIUNRALY—22YEBRADEETERT,
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Live Tall Z2FAT2 &, OJ2FEVTFINEZALTERRTCEEXT,

CloudWatch Logs Live Tail 2R g5 &, HILLWOTARKNDARN) =T )ARNERRL
TCAVIFURNORNT TN A—F 42T 2FTERLTSIENTEFET, BWREhEZOT2EF
EUTILRALTERR, 74NRIDT, BRAKTTED SO, BEZITFEP<HKRELTHERTSEC
ENTEFET, BELLEARBICESVWTOVZ7 4RV I LEY, BEORABEEZECOY 2EHA
RKRALEYTBZET, BLTVBDEDZISICROITBENTEET,

Live Tail £Y 23> Tl, £y 23V OEARBICIC 1 PEBTIARNRELET, HEORH
MIZOVWTIE. "Amazon CloudWatch &%k, @ "O7 4 7 &#SRBL T EE L,

Live Tail Y>3 zHIKBEIT5

CloudWatch >V —I)L&# AL T LiveTall v > a>z2RHBLET. UTOFIETEK., FEY —
33U RAO [Live tail] 2 BIRL T Live Tail £Y > 3 BB T DA ECOVTHALET, Live
Tal v a>rik, O TIN—7R—T £ Logs Insights CloudWatch R— A SHBT D &
£ETEFRY,

@ Note

Live Tail TRRENBOTTI—TORET—2%Z, T—XRERIV—ZHALTINRY
LTWBEFE, LiveTall EY 232 TR, BERTFT—FEELCNRAIEATRRIENET, O
TJIN—TOHREF—ZONAFJICEITRFHMEGE. "#HEHOSVOJTF—2ENYAF
VI TRETR ) 2SRLTLKEE,

Live Tail Y2 a>a2RBEITSICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE& £,

2. FTESF—23a2RA42T[OY]. [Livetail] DIEICEIRL E T,

3. [AYY)N—7%581R]| T, LiveTail EY IV TARYNERRTZOFTIIL—TEBRLE
T, A TIIN—T1F 10 BETERTEEXT,

4. (A723a OV —T%721 20XBRTBHEE. OTARVNERTTDOT AN —
L% 1DOUEBIRTNE. LveTal EY S argEsICRBRYVIADCENTEET., THIC
. [AJARNI—LZER T, ROAVIFXIVVARNSOTJAN)—LDOERGZRIRL &
T, BV, [ATAMNI—LAZBRIO2FEBORY VAICOTARNI—LBOTLT1Y Y
AZAATHE, COTLT7AYVIAC—BIDBREF ODINTOAOTARN)—LNFBIRE
9,
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5, (A7 2V3AV)BEOEEXTOMONFIZECOATANRINOKERTRTDEER, TOEE
FEFEXEFEH % Add filter patterns ICABLET,

BlZE, Warning EVWSEZECAT AR NDOAZERTTSDEE L, Warning EA DL F
T 74N R—T 4 —=)LRTR., AXZEPNENFXBlENET, COT 1 —)LRICE, RIZR
TEBORABENZ—VEEFEEDDENTEET,

e error 404 (&, error & 404 DEFZECOTARINDOHERRLET,

« ?Exrror ?error |&. Error £/l error ZELOT AR KNERRLET,

« -INFO l&. INFO ZEXHVWOT AR NEZINTERRLET,

- { $.eventType = "UpdateTrail" } k. /IRVKEALT 714 —)L RDIE
A UpdateTrail TH3 JSONOT AR N EITNTERTLET,

ERKRREFEALTTANRITIRZEETERT,

« %ERROR% |& regex ZFEAL T, ERRORF—TJ—RZELINTOOTARNZERRLE
E

« { $.names = %Steve% } & Steve & "name" ZO/NT 1 HICWVBHE, regex ZFEAL T
JSON O AR RNZERRLET,

« [ wl = %abc%, w2 ]k regex ZFEAL T, RYOEFEN abc DFEICAR—ATXYS
NEOJARNEZRRLUET,

NEZ=2BXOFRACOVWTR, "7AIINE-—NE2-—2EX, ZZRBLTLKEZL,

6. (A72IV)RRENEOTARYNO—BZRBARTIBZICEK., RRIZDAFZEZAD
L. [Live Taill TERAXRTLET. BRRRIDATBRI 1ELC1 2T O2ALLET. EROAFE
ZEML TRAXRTTDE, ABJELELRBNEVETShET, BEELELAZZEEOY
AR NOERICEBRRDA DT —R—HARRENET, Klc, XA T42RoTAOTA
RYNEZRALTAOJARY hehZRTTDE, AEEBBOTICERTENET,

TANR) T ERARTREZHATZ LT, BEZTERLK N TN 2 —FT420TE
£9, flAEE. AIXRVRNETAINEZUTILT, Exror ZELARIKNDODHERRL, &5
2, 404 ZECANRNEZEBARTIDEETEET,

7. EYZAVERKRIBICE., [TAIIL2—ZBR] ZBRLET

—HIBIOTARYRINTVAV RICKRTENETT . ATOBHBERTENET,
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« timer ICIE., Live Taill Y2 3> DETRENFIRRENET,
« events/sec IZlF, RELETAINEZ—IC—HTHO0AREMF1BBEICOSDEVYIAEN
e RRENETT,

¢« BLDARYMDTANEZ—IC—HTDEH, EYv2a2 0RO RIEDEZBIT
%7=®%. CloudWatch Logs ICIE—HT B AR RND—ZBLARTENBVEEAFHYET,
ZTOHEER., BHHICKRTENATVBRAR NN —BITDARNOMAEITHEIOHLHN % TX
RENhET,

8. ARVND7O—Z—REFLELT, BERTENATLVIRABREZANDICEK, IRV RNTART
DEEDZHRZEI )Y ILET,

9. Y2 alHR, UTZE>TROTARY MNOFMBZEHBTERT,

s XAVTAVRIIIOATARYNOTHFARNLFEZRTTDICE, TOOTAXRNOEICH
BDRENZEVVYILET,

s YA RTAVRDIIOATARMOTHFARNLBFEZRTTDICE, TOOTAXRNOEICH
DRBREO [+ ZIIYILET, AIXRVNTO—HN—BEFLL, YA RT 42 RTUNFRRE
nEd,

BARIDAVRVIZOTARINDTFARNERTTDE, TOTFARNEXAT1U R
DHEDAR NELBETEIDICERTT,

10. Live Tail Y > 3> aELET3ICE, [BLE] 2T UYILET,

M. Ev2a> zBRETRICE, [T E2—INZXRILEFRLTT71IILR—%HFEZZEEL, [71)
X—ZBER|Z0JVYOLET, RIC, [Start (BIER)] ZBIRL £,

T7ANEZ—NE—"ZERALTOVTF—R2RETS

AOJF—2&, XKNVORTA)NEZ—, YTA0)VT72a 74 )\3Z—, 74 )NEFZ—OTARN,

BROETATT=IDOTAINEZ—NE2— B #FALTRERTEET, OTJITIL—THANOITXNT

NDOTJARNI—LEZBRETSH, ZFEALTEEOOTARNI—LAZBREAWSCLI T5_EETE
F9, BERREERTIDE, RAT, RON2EF—ROBRIDOR—J &, F—RODROR—T &EH
BIINIRKRREZFTIBD OO =V N BRENET, BENREINBVEEE. REEHKITTER
£

VIVZEXTIZHHEHEZREL, REREFMZFHRID N TEXRT, LLVEENSHIKLTHE
DOHBDOTTARE>TVIEM2HEL R, KEERZEMHEL ., BO0H2KEABHEOOT X
TEI-ZRVVIAHET,
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OJASHHELEXNUOAZERE, EIZ2O07CBEBID_EETERT,

CloudWatch ZOARFT AT RATH—NEVFATCEZZ—D I THIVRELTHEEENET
AIVRNICHAALTWVWRBEARK, COTZE—VIITHIVNIIUDENTVWDY—AT
AORNOOTARNEBRBELTTIAINZU T TERT, FMIZDOVWTIE., CloudWatch 70 A
THIUKN ATH=NEDT12SBLTLIEEL,

O V—)zEALTOJI M) 2&EKRTS

O2Y—)ILz2EALT, BELEEEZBLIOTIV N ZRETDZENTERT,
OAYY—lzEALTOTZRERTBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE & T,
2. FET—232RA2T, [ATIIN—-T)1 ZERLET,

3. [AJIIN—T1T. RETBOTAN)—LZECOTIIL—TOERZERLET,
4. [ATJARNU—AL]T, BRETDOTJANI—LOBRZERLET,

5. [LogEvents (AY ARV N T, FATRZ 71 EX—EBXZAILET,

OAYVYV=I)ZEALTINTOOJIV N TRESEZRR TS ICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE £ T,

2. TEF—>3oRA42T, AL -TZERLET,

3. [AJIIL—T1T. RETBDOTAN)—LZECOATIIL—TOERZERLET,

4. [OTTN—T0EK] 2BRLET,

5. [LogEvents (A AR N)] T, BRERADOEEZERL, 71N EZ—BXZEAILET,

#EALEOJI>N) OBE AWS CLI
EEALT, BEEhEEEZBEIOJIONUZBRETE LT AWS CLI,
EEALTOJION) ZBRETSICIE AWS CLI

OXR > ROV RNT, RO filter-log-events AN REETLET, BREEBELETZ71IILEZ—N
B—VICRETBICIE --filter-pattern ZFEAL, BRZEELEOJARNI—AICRETS
IZl& --log-stream-names ZFEHAL £,
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aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--filter-pattern VALID METRIC_FILTER_PATTERN]

EEALTRENKREEROOJI N ZRET S ICIE AWS CLI

OX> R7OV7 NT, KRdfilter-log-events 1N > REERITLE T,

aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--start-time 1482197400000] [--end-
time 1482217558365] [--filter-pattern VALID METRIC_FILTER_PATTERN]

XNDOZAASOTANDOERY b

A= ooBrArS, BEOOTINIICBB TR ENTEEXT,

Y2 AR—RI4ZIY NP SOTICBETRICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE&E £ F,
2. TETS—23URALUT, AV AR—REZERLET,

3. HAYTAR—REEBERLET,
4

742 LY NT [Viewlogs] 74 2 Z#IRL ., [View logs in this time range] Zi#IRL £F., X
RUODRATANR—DNEEHZEEE. VARDS1D2BRLET, XKNUDRT1IILE—%

JARNICRRLENBZVEARE,. [More metric filters] Z3ZRL ., XKNUIURAT 4N E2—%BIRT
PHRELET,

XRNDOZALSOT7ICBBHTRICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZB&E £ J,

2. FET—23URAVTAXANIIRAEZERLET,

3. [Allmetrics] R7DBRET 1 —I)LRIC, XKNUVADOZFHZANL T Enter ¥F—%2#HLET,
4. BREHERHIPS1ODULEOXRND I RAZBRLET,
5

[Actions], [View logs] ®IEICIEBRLET. XNV IRT AN ER—HFEBEHZDHEERF. VARS
1 DBIRLET, XRNUIRTAILEZ—ZJANMNIRRLENBZVEHEWE, [More metric filters]
ZEBERL, XNVDRT AN E—ZBRIBHIPRELET,
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NZTN>a—FT1427T

[Search takes too long to complete]

OJF—8AZVEEe. REOTTICKEAIDAZDEENHVET. REOEEZ LTS ICE. KE
ERITLXRT:

- ZEALTVWRHEIF AWSCLI, BRENRZELDHIOT AN —LDOHKIZHIRTEERT, f
ZE, OJTML—=71C 1000 BOOT AN —LAHDH, BEENFrDA>TVWAOJ AN —
LZ3DETRRITZHER. Z2FEALT, BRZOJIJIIL-—TAOIDOOTARNI—LD*K
AWS CLI IZHIRTE X T,

- BFEEEZE<, <L TREIAROT—IXEZBSL. VIVOREZLTXRT,

CloudWatch Logs TOOJ F— X RIFHBEOEE

F7 AT, OJF—2IF Logs CloudWatch [CEHRICREFENET, L, QT TIL—T
ICOJF— 2 ZREITHHEZRETCEET, BEORBFRERHVTF—REITXTHIBRE I E
. EOJJIN—T7"007 0REFHAEIEE. WOTEEETEERT,

(® Note

CloudWatch Logs [&. OJ AR MAREFFREICELELEELCISICRHEIBRLEEA, B
B, OJARMBIBRENDETICER2BEELDUETH, FhICThUELH D5
BEHYET,

2FY, BMHRZBETCVAANAEBRICEHIBREATVWAVOTAARY NFEEATVSE
B, OJJL—TZ2RVREREICEETS L, HILLRFHBISELTAS NSO
AJARY MDBEIRENDETICRAT2KEAAVNET, O F—RXZ2Z2ICHIBRT S
. BIORFHEF K TLTHAS T2EFFFrBRBITD L., ZdVATAXRY MYEHIRENS C
EEBRIDET, OJTIIL—T2BVREREICLTHEXT,

OJARY MREREICETDE, HIBRFRELTY—IEhET, HIBRHRELTY—
VENLEE, BTERBICHIBRENABEVWEETE, PT—HA7ANL—=200A M EBME
hWBZelEdYERBA, T, HIRRREL TN = nEchsoOJd4 R MNE, API
ZEAL T storedBytes DEZWBL., OJJIL—T7HFRELTVS /NS N zHETETS
BEICEEENTEA,
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OVOREFREZZEETSICEF

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE&E £ F,
2. FTEF—23aRADT, [ATITL-T1ZBRLET,

3. EHMIAATIIN-—TEZROTET,
4

FOAOYJJI)I—7 0 [Expire Events After] 1T, BREDRIFERE (fl: [Never Expire]) ZZIRL &
CB

5. [Edit Retention (fREFDHwEE)] O [Retention (R#F)] T. ATV RFHBOEZREIRL ., [OK] Z1&EIR
LET,

Amazon CloudWatch Logs @O T TN —T 2T =24 F3

Amazon CloudWatch Logs TER L O TIL—TICHBOXZF—2% 2T OFRTEIHT
PoENTEET, ZTR. OVIL—TICRULTERT DX —EEORT T, XTOERAE.
AWS VY —AZEBEBL, B RTFT—FEZECT X 2BEITRZ OOV TITEINBHETT,

(® Note

2TEFERALT, QO TIL—TXREEXBEED CloudWatch Logs Y —AANDT IVt A%
FlfdcEEd, OJJIIL—T7EOTAN)—LOBICEEENSEENf &2 LH, OTF AN
)—=LANQOT O AROTTIL—TLRILTHBENE T, VY—RANOT IR ZHHT
DRUTDERAOFHMCOVWTIEE, 2T &L &= Amazon Web Services D)V —AANDT
T ADHEHESRL TSEEV,

A7

- BTOEXK

23 ZEEAL EZIADNDIER

2T O HIR

EEALEOJIN—T DRI+ AWS CLI
CloudWatch Logs APl 2R L Q7 JINL—702 740
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2T OEXK

AWS CloudFormation AWS CLI, ., F7= (& CloudWatch Logs APl ZEFAL T, XN XAV ZEER{TL
7,

s OJJL—70EBKBICRTZEMT S
- BFoOJV LT ICRTZEMTS
- OJIN—T 02T E-ERTTS

s OJTIN—THh 52T ZHIKRTS

RI=FERT L, QUJIN—T%298TEET, LexlE, BN, EE. BEREICEOSVWTY
BTEET, 3TCEIF—LELEERTDED, BEOD-_—XE/ETLEOOATIAVOHAZ L
Y NE2ERTEET, EAE, IEBEE, BETHTF7Ur—2avicEnwcOdiN—T7%
BHITEIDOICKIDEATNDEY NE2EBETEET., XICWSI2HADERTDFIZERLET,

- O IV 7OIVNEA

- FIEE: B

- BW: BRTABN

s PTG —=23: T —>3 g

. RIEABEE

OGS H=EERALEZOANDED

2T EFEALT, AWS JARNEZSEHICEWHTEET, OJJTI—T288 AWS VY —AIC
RO EBEHATDE, AWS OAREBRALAR—NZRERIZEIZESFENEFRAEEOANNEXTN
£9, BOAHTIY LEAEIA N EZ—, P7UT—>3 R, iEEEZRIZVTEEAT

e, BROY—ERCOE>TIAANEDETHENTEET, FHMIC DL TR, AWS Billing
A—H—HA ROIDARNEDZTZ2FERALIEHDAZLBRLIR—RESRBLTSEETL,

27T O HIR

2TICBRROEBRANBYET,

EARHIR

« BTOBRBEBEOTIIN—TEIC50TY,
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« BTDF—CLETR., ANFENFHAXBENET,
c HIBREN7=OT TN —T DRV ZEEL-FIRETDIERETEEEA,

27 F—DHIR

c BEVF—RB—BETHIHZENHYVET, BEEATATVEF—280 2T 2EMIDE, FL
WRIT, BEOF—LEORTHFEEEELET,

c COTLT74YVIRE THEATDEHICFNaws: e TWVWD S, TERIXF—%=2HKIDEF
TEEBAAWS, I, I—H—ICRH>TZOTLTAYIARATHEZRT AWS ZERLET
N, REFEQHEHIBRTIZ I EEFETEEZTEA,

« BTF—ORETIF 1~128 XF (Unicode) ICTBDRENHYET,
« BTF—lF, ROXFETEHRTADLENH'V)E T, Unicode XF, ¥F, Z=H. BHXF (L . /
= 4+ - @)o

2 J B0 R

- BTEOREIE 0~255 XF (Unicode) ICTD2HBENHVYET,
s RTERZERAICTDENTEFRT, ZHICLBEVEEREK, AOXFETERTHIHENf HYE
T, Unicode XF, BF. Z=H, BHRNXF (L . / = + - @)

#EALEOTTIN—7"0ORTFH AWS CLI

AWSCLIZERALTERYDEIN., —EXRT. BLUOHIBRETSCENTEETT HIICOVTE., XD
REIXRNESBLTLSEETL,

create-log-group

OJIN—7%ZERLET. AT TILN—TOERKIC, #7232 TRITZBMTEXT,
2V)YV—=A
JEEE N/ CloudWatch Logs VY —RIC1 DREDRYT (F—EEORT) 2B H¥TET,

list-tags-for-resource

CloudWatch Logs UV —AICEENF TSN TVWRRTZRRLET,
20BLUY—A

EEE iz CloudWatch Logs UV —AA S5 1 DU LD R T ZHIBRLET,
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CloudWatch Logs APl ZAL =077 IL—70 X T

CloudWatch Logs APl ZfEA L TR J ZzEM, —BRR. HIRTEET, HlICOVTRE, XOK
FAXRNZZRLTLSEZ,

CreateLogGroup

OJTN—7%Z2EEELET. QT TIL—TOERBIC, 77232 TRIZEBMTEXRT,

TagResource

EEE N CloudWatch Logs YUY —RAIC 1 DUEDRY (F—EEORT) 28V HTET,

ListTagsForResource

CloudWatch Logs )V —AICEENFSNhTWVWE R T 2R RLET,

UntagResource

EEE L lz CloudWatch Logs UV —AA S5 1 DU LD R T ZHIBRLE T,

ZE AL T CloudWatch Logs ®OJ F—X ZE51t 3% AWS Key
Management Service

AOJ T )IL—7"0OF—RIEEIC CloudWatch Logs THEE{LENET, T 7 #JLNTIE, CloudWatch

Logs BREFROOVF—RICH—N—BIOESILEERALET, BlOoFZEELT, COBES{ICE
AWS Key Management Service ZffITE £ 9, TNHE. BS{LIE AWSKMS F—&EMHL TTT
bhET, 2FEALEES{L AWSKMS &, KMS F—%20O7 7)) —7ICEEFNTA T, OTFT
L= OERKELRERBRICBMCEYET,

/A Important

CloudWatch O7 &, %ZF —kms:EncryptionContext:aws:logs:arn& UTHEAL, O
JON—T7DOARN ZZDF—DEELTHEALT, BSILITFANEYR—FTD &L
SICBVWELE, KMS F—THBES{LEOATITIL—TFHY . TOX—HF1DO0FHhI>
NeOJIN—TTHERENDRSICHERETRZESE. HLLKMS F—2ZFVWHT, TOD
EHOFRBEZIAMRDS —ICEHBIHBENfHYET, FHMIEDODVTEF., TAWSKMS F—&
eI TFAR ZBRUTSEZL,

CloudWatch Logs APl ZER L =07 JIL—7"0O X T4+ 120


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UntagLogGroup.html

Amazon CloudWatch Logs d1—H¥—HA R

KMS #—z2OJJ )\ —7LBEENHDE, O TL—TOFHEICER)IATFNLEIXNTOT—XIF,
COF—ZFEALTHESKEIAET, COF—REF, REHEZEL THES{LENEERXTREE 1
£ 9, CloudWatchLogs l&, VIIARENBLEPICCHOF—2E2EBELET., CloudWatch Logs
&, BEENETF—ENVIITARENDECICKMS F—ICHTH2T IV ELAFTZHE >TLVS 4
ENFHYET,

#BTOJIIN—T7H5S KMS F—OBEENITZMERT S &, CloudWatch Logs & CloudWatch Logs
ODF7 A I NOESELZZFERAL T, HIL<BMYRAEFIhETF—RZES{LLET. KMS F¥—
THRS{EENLEUFICHRYAEFRLETF—ZREIXNTKMS F—TCHES{LENLEETRICAVET,
CloudWatch Logs (25| Z#iE F—%2SBTEDH, KMS F—0OEEN T BRENERETD
7 —2AR%iR CloudWatch §&ENTEET, L, F—HNETEMESDE, CloudWatch Logs
FETNF—CHESILENEOJTZRAMBD ENTELLLAZYET,

/A Important
CloudWatch O7 &, {#HEKMS F—DAZEHR—KNLET, EXHRF—2FEALTOTT
W=7 OF—2ZBEHXLBEVTSEZV, FHICOVWTR., "SHF—EERFHRF—0FE
A1 22RBLTEE,

il BR
c LTOFIEZERITITDICIE, kms:CreateKey, kms:GetKeyPolicy, B &
kms:PutKeyPolicy 7V EAF AN BETT,

c F—eOJVIN—TZ2BEERFITR-GEEFNITRRIDE, ARL—2IVAEBEMICEZIERTEKR
SHRDBDENBYNET,

- BEEMIFSNEEF—A®D CloudWatch Logs 77 RAZEV)HEL Y, BEMNITS iz KMS F¥—
ZHIBRL V) 9§ &, CloudWatch Logs DEESILE NETF— R ZEZMBTELLLALZYET,

 CloudWatch IV —J)LZEALTKMS F—2OJ 7N -7 ICHEERTAEETEEE A,

ATY 7T 1: AWSKMS ¥—%&4ERH TS
KMS ¥ —ZERTBICI1F. XD create-key AN REFEHLET,

aws kms create-key

HIR oY
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HACE, F—OF—ID & Amazon VY —AZR—L (ARN) F'EENET, HABZRICRLE
ER

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@cb@d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
]

ATY T 22KMS F—TT7 UV EAFAZHRET S

T7AILRTE, INTDOAWSKMS F—RFTZARX—KTTF, VY—ADFABEED KA TD CMK
ZEALTTF—RZBSLEITESTEET, LEL, VY—-AFREER., o1 —&UY—
AL KMS F—ADT IV EAHAZNFETRENTEERT, CORTYT TR, F—Z2FEATS
T 2t AFF A %& CloudWatch Logs ¥ —ERAT VI NILICHELET. cOY—ERTUINIL
k. KMS F—HREFTNATVDIOERLU AWS V=23V ILH2BENFHYET,

RARNTZO9FT4ARELT, KMS F—0OFEAR, BEELEAWS PHIY RNEKEEOTIIL—-T0
HICHIRTADEEZHEOLET,

£7. XDget-key-policy AX > Kpolicy.jsonZFEAL T, KMS F—OF7#)hRU>—% &
LTREFLET,

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json
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https://docs.aws.amazon.com/cli/latest/reference/kms/get-key-policy.html
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THFANIF A4 R Tpolicy.json 774 EZBRE, UTOVWTIhADRAT—KX KA SKFED
02 avEEMLET, BEORT—MXRNEFHFLLVAT—NXYNZAVI TR ET,
NSOATF—RMXAYNTIE. Conditiont2>a>aEALTAWSKMS ¥F—OtF1UFT 1%
{ELUET, FMICOVTIEE, TAWSKMS F—ElEES{ITF AN ZSRBLTLKEETL,

COHID Condition EU>a>Tlk, ¥F—Z2 12007 J)—7ARNICHIEELTWET,

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"

},
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
}I
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :Describe*"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"kms :EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:log-gxroup:log-group-name"
}
}
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COBFID Condition I3 IF AWSKMS F—DEAZEEL T AT MIFIRLETAH
ChZEFERATEZOJ7 LT ICHREHEEA,

"Version": "2012-10-17",

"Id": "key-default-1",

"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"

.
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
}I
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms :EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-

id:*"

R&IZ. ROput-key-policy AN REFEAL TEFHE iR —ZEBMLET,
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aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json

ATYZ7 3KMS F—20O7 JI—TICEHERTS
KMS ¥—&OJYN—71, OFIL—TDEBBELBERRICHERTDEFTEET,

OJJ7IN—7CBEZ KMS F—ABERTShTWVWBRAESH ZHBET S I(CE. K Ddescribe-log-
groupsdN > REFEALET,

aws logs describe-log-groups --log-group-name-prefix "log-group-name-prefix"

HAIC kmsKeyId 7 4 =)L RAEENTVWBEHE, OJTIL—TRBZTO7 1 —J)L ROEICHL TE
RENDF—ICRENITSIET,

OJJN—70EEKICKMS #F—20J 7 -7 ICHES TR ICE

RD &S IZ create-log-group AN RZEFALE T,

aws logs create-log-group --log-group-name my-log-group --kms-key-id "key-arn"

KMS ¥—ZzBFE0OJJIIL—7ICEER TS ICE

XD &S IZ associate-kms-key X REFEHLE T,

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id "key-arn"

ATV 7 4 F—220J TN -7 ORENITHL SHIRT S

A7) —7CBEMR TS iz KMS £ —OBEM T Z#BRT 5 (CIE. X Ddisassociate-kms-key T
N RZEFEALET,

aws logs disassociate-kms-key --log-group-name my-log-group

AWS KMS £— & BES{ITF AN

AWS Key Management Service ¥ — & lES{tE O TN —T0F1 V71 258t T2
lZ. CloudWatch Logs &A% 7 )L—7" ARNs 207 F— 2 OES{LICERAE NI ES{LITFA
RO—HELTHEITRDERSICHYELE, BESILOTFANE., EMORIEEZAT—RELTHE
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AEhdF—ELEORTOLEY NTT, BV TFFANEEATRE, IAMARDS —Z4&E
ALT. A9 RNBROOTTIINL—7EIZ AWSKMSAWS F—ANDT7 I A%4IPRTEEXT,
EMCHOVWTR., BES{OVTFARNBIVD IAMISON RS —E&E: £FHEZSRBLTLEEL,

BEEhOJ -7 ZEICRBDKMS F—Z2FATHIELZHBHOHLET,

BICESLL 2O JIL—TrHY) . 20O JIN—T2ZELT, TOJIL—TTOHMETIH
LWKMS ¥—%ZERI25EE. ROFIEILCHVET,

BeEtenhiOJIIN—T2ZELT. KMSF—NEAZZTOITIN—TOHKHIRTSIZIE

1. ROOXVREZAHLT, O TIL—TOREOF—DO ARN ZRD2F£ET,

aws logs describe-log-groups

HAOLCRATOITHAEENET, ARNZEEZEHTHEELET, ATV 7T TRATIHLEND
WERY,

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef"

2. UWTFOORRZAHDLT, HILWKMS F—ZERLET,
aws kms create-key
3. UTOIOXRZAHALT, HILLF—OKRDZ—% policy.json 77 A IIICRELE T,

aws kms get-key-policy --key-id new-key-id --policy-name default --output text > ./
policy.json

4. THFANIF4X%ZMHHAL T policy.json &, Condition RZERVUZ—IZEBMLET,

{

"Version": "2012-10-17",

"Id": "key-default-1",

"Statement": [

{

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::ACCOUNT-ID:root"

iy
"Action": "kms:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
I
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

iF
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:logs:REGION:ACCOUNT-ID:1log-
group:LOG-GROUP-NAME"
}

5. XOOXV RZAHLT, EFFcnlRI)D—ZFHLVKMS F—ICEEBMLET,

aws kms put-key-policy --key-id new-key-ARN --policy-name default --policy file://
policy.json

6. UTOIONYRZAALT, TORIUD—20O0J LT ICEERTET,

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id new-key-ARN

CloudWatch AZ &, HiLLWF—ZFHALTINTOHF LV F—XEZESHLTDELSICHKYYEL
o

7. RIZ. Decrypt ZR<IXNTOT IV EAHAZHVF—LSEYWELET, £, UTOOX
VREAHDLTHWRUS —ZBBLET,
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aws kms get-key-policy --key-id old-key-ARN --policy-name default --output text
> ./policy.json

8. TF¥FARNIF14R%EMEAHL T policy.json ZF&E., Action VARNS kms:Decrypt* ZBR
<ITXRTOEZHIBRLET,

"Version": "2012-10-17",

"Id": "key-default-1",

"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"

b
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"

.

"Action": [
"kms:Decrypt*"

1,

"Resource": "*"

9. ROOAXVRZAHNLT, EMENLARV—Z2HVF—ICEMLET,

aws kms put-key-policy --key-id old-key-ARN --policy-name default --policy file://
policy.json
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OJ9N—7F—2RERV>— Z#FHL T, CloudWatch O IC& > THYAEFN BT —X
BREIDENTEET, CNSORV—RFESZET, ZHONOOTTI—7HEV)IAA
FOJARNIRRENDEZET—3 %, EBEBLITNAITEET,

T—RRBERV—2ERTDE, T7FIILRTR, BRUETF—FBRIFIC—HTIHER
F7—A&I&, CloudWatch Logs Insights, XNU O AT 1) E—, YT A0V TF7>a>T714)I2—
BE, IXNTOHARA VM TYAVENET, NAVENTWARALWTF—XZHETEDOD
l&. logs:Unmask IAMT7 V2 AHFAZHE LO>I—HF—D&HTT,

FAOROINTOOATIN—TICRLTTF—2RER) S —Z2EKTELT, &, @007
TN—=TOF—2RBERI—EEETEERT, THUV M 2HEIRNITZIRID —Z2EHTDE, B
FOOJIIN—TESBRERTZOVTIL-T0omAIC, RUS—HFBERELET,

TAHAOY R2EICNITEZTF—RRBEARID—ZEXL, 1 2OOTTIL—-TICHTEIR) S —EER
¥RE, TOOJJL-T7ICRMADRIS—FEAEIhET, WThLORUS—THEEETNEX
F—I RF—ZHBFE., IXNTEOOTIIN—TTEEHLIFNARAIENET,

BFEOVITIN—TTRETEZDOTINL—TLRILOTF—EZRBE RIS —E 1 2OHKTT, ELE
DRV —TR, BEEBLIONAFVITORNREBDINZ—I RF—EBANFEEBIEETEET,
T—2REBERID—OXFHOLEREF, 30,720 XFTT,

/A Important

BETF—2E, OJJL—7CRYVIAENDZ EECREEh, YRATVEhET, F—2RE
RID—ZRELTE, TRUFICOTIIIL—TCRYRAEAEEOTARY NEX AT EN
Tt A

CloudWatch OV F—2RBEEHEA TR, NEZ—UIVFUITEHBETETINEERL THE
T—RERETEXRT., FAThZIEELFER, YRXR—IRTF-FBRIFEFHENRETT, Chs5D
FET, BBT—2, HAZBETEZHEH. REXRRBEHRS L, Z<OEPHEBOERT—X
BATDORBEBE)ANERETELRT, T—2OBEICLI>TR, BETF—XICEEICBET DS
ENDF—J)—REBRHETEDNESHICELRTFLET,

BIRUETF—2BRIFE—BTH2HBT—2NMMREE h CloudWatch &, XRNUOAN ICHDE
NET, Zhid LogEventsWithFindings X K 1J 2 AT, AWS/Logs BEIZRBICHIENET, DX
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NUOAZEAL T CloudWatch 75— AZERL., 57X Y2 1R—RTARILTEET,
TF—RRBICR D>TRITENEXANIVAGERTREMENDIXANIITIALBEOT, BEELMHIPYEE
Ao CloudWatch Logs A" ICEE T2 X NV ADOFMIC DOV T CloudWatch, M) #88B L TL
Z&EWCloudWatch XKU D RAICKBDE_ZZRI T,

BEXNZ—IY RF—ZFEAFE. BEOCERLLEFMHOILIY NA—RES, AWSS—UL Y KT
TEAF— NAR—RBEEBE, REODRATOBRET—REZRETILSICHRFAETNTLET,
T—EARBERV—ZERITZIBRIC. ChooBRIFEERALTOTIIL-—THFRVRAALOT 25
ML, REETNLEBELT IV ERITIBDLDICHRETER T,

CloudWatch O F—2RETR. NZ—I RF—2BRIFEZEAL T, ROATIVORET—X
ZREHTZEERT,

« T7ZAR=RF—PAWS >—IL Y NT IO EAF—HBEDFIAER

LY NA—RESBZEDOHBER
BERHICPHARERES R ENEAEZBETE 2HER (PI)
BRERRE-EERZBINES 2 EORENRRBER (PHI)

IP 7 RLAX MAC 7 RL A EDFINA ABEAIF

RETEDT—RXOBEOFMICOVTR, "RETEDT-—Z0EBE, ZFRLTLEZ L,

EPAN
s TERBRV—ZEETD
s ToERBEARIV—LE
s TERBARV—DERDEIE K
s T—E2RBERV—0 ISON 7O/NT 1
« RVZ—AT—KXZ RO JSON ZONT 1
e RUI—AT—R XU RARL—23 20O JSON Z7ONT 4
s TERBRV—OERTEFBRELCHKES IAMER
s FADUBRLRILDTF—BRBERIS —ICHBBBT I AER
c 120077V OF—ZRBERI)—ICHBELZT 7 AER
s TEREBRIV—OHTI)
s AV b2BEOT—FRBERI —ZERT S
s d2V—=)
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« AWS CLI
« AWSCLI FEEFEAPIARL =23 0TF—RERV I —EBX

c 1200700V —"T7ROT—32RBEARV—ZERTD
V=l
AWS CLI

« AWSCLI EEEAPIARL =23 0F—ZRBERV—EX
s T—REXIAVBTICRTTS
- EEERLA—b

s TREENENTYNIEERRZEXGEIDLHICHELRF—RI S — AWS KMS

- RETEDZT—XOEE
+ CloudWatch Z7F— R 24/ 7OXZX—J RF—EBRAFEOVICRERTS
- LB
s REABEHRT— 224707 —2HEIF ARN
o TINA ABBIF
s FNART—REATOT—2EEIF ARN
- BBIER
« MBT—33470OF—2#EEIF ARN
- REXNREEEFR (PHI)
- RENROERER (PH) F—22A4 707 —XE 5+ ARN
- BAZBETEDRER (PN
- EERFIABRIBESOF—J—R
- ERARESOF—TJ—R
« NAR—=—KESOF—TJ—R
c MBEBFNESRESOF—TJ—R
s AAZBETEDER (PI) OTF—F#BF ARN

F—RRERS—EERTD

N
- FoAREBAUI—ER
- FoAREAUT—OBROLES

AN
9

v

TF—2RER)—EEBETD
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T—RERERID LG

CloudWatch A7 @ F— X RERVS—ZFRAL T, AF VT UIIHET—RE, TOT—XZRE
FTREHICERITITDTIO23a2BRLET, SROBETF—XZBIRTDICE. T—XHBAT =
FRALET, CloudWatch JRIC, BFEBENX—XYFUIZFEAL THEBETF—XZRELE
T REETNETF—XBRFICEOVWTT V23 &2RTITBICE,. Audit (BEE) & KU De-identify
(BERL) BREZERTEE T, ChSORER., REEThiz (FLRBREEhEL > L) BEBETF—X
Z2O7ICRFEL, QAR M RTRENDEEIIBBRT—RZNAIVTD e ZARICLET,

T—ZRER) D —OBROLEK
ROBICRT LS, F—HRBRVS—RFIXDMNIRROERFEENTVET,

RFEFIXNOHELBICERENZ RIS —2KOER (EE)
c EEBLVERBNMT V3V ZERTZ 1 DODAT—M XN

CloudWatch Logs A7 I —7Z EICERETERDT—XRBRII—RE 1 2EFTY, F—2RE
RUD—IZ@F, 1 DELEREROEERETLEHBABRAT —IXRNE1 DOEEAT—RXMD
HEEDHDENTEERT,

T—2RE RS —0 JSON 70O0/NT 1
T—2RE RV —TR, BIIOLOICUATOERRY S —FEHRIVETT,

« Name - R — D&,

« Description (723 >2)-RUZ—DOFHHA,

- Version-RUZ—FEON—23>2, BREO/N—2 321 2021-06-01. TT,

- Statement- F—XRBRI—TFT IO IVEEETDIAT—IXRMDURAN,

"Name": "CloudWatchlLogs-PersonalInformation-Protection",
"Description": "Protect basic types of sensitive data",
"Version": "2021-06-01",

"Statement": [
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RV —ATF—KRXZ MO JSON 70ONT 4
RUS—RAT—RM XV NE, F—EREARL -3 0EAVTFAMNERELET,

« Sid(FA723a2)- AT— KX MEBIFo
- Dataldentifier - CloudWatch Logs " AF¥ ¥ > 35 HET—X, BEl. F. EEESKETT,

s ARL—2 a3 -EBEFEEFBBBEROT7AO0—F>F U232, CloudWatch Logs &, #%
TF—RAFRID2EEEILCNSDT IV ERTLET,

"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/Address"

1,
"Operation": {
"Audit": {
"FindingsDestination": {}
}
}
1,

RID—AT—RMXYNARL =232 @ JSON 7ONT 1
RIZ—AT—R AV R, ROTF—RZREARL—>2320VThAZRELET,

« Audit-OF T2 T2eB<, XRNVITRERBRLAR-—NERITLET, —BITIXFS
[&. CloudWatch Logs A" ® AWS/Logs % &l Z2 @ (C 1T % LogEventsWithFindings X k1) 7 A %&
A2 X2RNUET CloudWatche ChSDX RNV AG, PTO—LAZERTIEHICEATE
£7,

BRLA—BMOBIZOVTR, TEEERLA—bh, 28BLTEEL,

CloudWatch Logs A ([CIEfET B X MU T ADOFHMIZ DWW T CloudWatch, ", ZZ2BRL T
& W CloudWatch X U JRIZKDEZR U Y,

 De-identify—- OF T ZFMIT BB BRT—RENAILET,
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T—RRBE RV —OERET LR BRECLELR IAM #R

OJTLN—70O7F—2RERI—ICT I EATERLSICTRICR. ROKXRTRRENTVD 4
EDTIVEAREF >TVWIHBENHWERT, PTIOVERAERE., THUY h2EOTF—2FREE R
—&, B—oOJ IV —TCEREhZT—2RBERIV—ETERYET,

>
TAIDVRLRILOTF—EZRBER)—CHERZT IV A#ER

(® Note

Lambda AT NS DBREOVWT A ZERTTHHES., Lambda RTO—-IILETIEA
HADOEBERICIFEIDIEREEODIHREN HVY)ET,

2 IAM HERAF BETY UY—2
EERZEELBZVTF—X4R  logs:PutAccountPol *
ERV—ZEHTS icy
logs:PutDataProtec *
tionPolicy
EE&E £ & L T CloudWatch logs:PutAccountPol *
Logs ZFAL TF—2RER icy
) —% kKT
logs:PutDataProtec *
tionPolicy
logs:CreatelLogDeli *
very
logs:PutResourcePo *
licy
logs:DescribeResou *
rcePolicies
logs:DescribelogGr *
oups
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R’

EEE £ & L T Kinesis Data
Firehose Zf#RA L TF—X &
EBERV—ZEHRTS

BEEEEEL T Amazon S3 &
FALTTF—2RER) S —
ZIEKT D

BEELEOJIIL—-TDOIA
JENOJARYNDONA
%]

BFEOT—2RERI—%
RRID

IAM #ERABETT

logs:PutAccountPol
icy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

firehose:TagDelive
ryStream

logs:PutAccountPol
icy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very
s3:GetBucketPolicy

s3:PutBucketPolicy

logs:Unmask

logs:GetDataProtec
tionPolicy

VY—2A

arn:aws:logs:::del
iverystre

am/ YOUR_DELI
VERY_STREAM

*

arn:aws:s
3::: YOUR_BUCKET

arn:aws:s
3::: YOUR_BUCKET

arn:aws:logs:::log-
group:*
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BRI

T—2RBERI—ZHIRY
2

IAM #ERABETT

logs:DeleteAccount
Policy

logs:DeleteDataPro
tectionPolicy

VY—2A

WIFhAOF—RREEEOINITICREICEEEATVEEES, BLRELICO
JREEETIMOR) D —I(CHEBEDOE logs: PutDataProtectionPolicy &
¢* logs:CreateLogDelivery #R D& T,

12000 7IN—707F—FRER)—ICHBELBET UV AER

(@ Note

Lambda AT NS DBREOVWTNA ZRITTHHE., Lambda RTO—-IILETIEA
HADERICIFEIDIEREEDODIHEN HVY)ET,

BRI

EEREZEELEVWT—2R
BRIV —ZERT D

CloudWatch OJ #EE&E K &
IEIT—XRER)—%&KE
K93

IAM #ERABETT

logs:PutDataProtec
tionPolicy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

logs:PutResourcePo
licy

logs:DescribeResou
rcePolicies

JY—A

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

*
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Q—H—H1 K

R’

EEE % & L T Kinesis Data
Firehose Z#FA L TF—2 &
EBERVS—ZERTD

EEE%XELT AmazonS3 &
FALTTF—2RER)S—
ZIERT S

RAVENO74K>V %
NAVHRY S

BREOTF—2RER)S —%
RRID

T—2REBERI—ZHIRY
2

IAM #ERABETT

logs:DescribelogGr
oups

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

firehose:TagDelive
ryStream

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

s3:GetBucketPolicy

s3:PutBucketPolicy

logs:Unmask

logs:GetDataProtec
tionPolicy

logs:DeleteDataPro
tectionPolicy

VY—2A

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:logs:::del
iverystre

am/ YOUR_DELI
VERY_STREAM

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:s
3::: YOUR_BUCKET

arn:aws:s
3::: YOUR_BUCKET

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*
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WIFhAOF—XFRBEEOIHNITLERECEFEATVREFS, @ALREEICO
JZFEFITBMOR) D —ICHEZNDIE logs:PutDataProtectionPolicy &

¢* logs:CreatelLogDelivery #R D& T,

F—2RERIS—DY T

RDGUTINRID—ICRY), SBEOEBEAINTILEERREZEFETEDIT—XRERV —
Z, I—Y—HEK. ®RR. HIRTEXRT, I—F—RBYRAIThTVWBRVWTF—RZRIEITDI LR

"Version": "2012-10-17",
"Statement": [

{

"Sid": "YOUR_SID_1",

"Effect": "Allow",

"Action": [

"logs:CreateLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribelogGroups",
"logs:DescribeResourcePolicies"
1,
"Resource": "*"
3,
{

"Sid": "YOUR_SID_2",

"Effect": "Allow",

"Action": [
"logs:GetDataProtectionPolicy",
"logs:DeleteDataProtectionPolicy",
"logs:PutDataProtectionPolicy",
"s3:PutBucketPolicy",
"firehose:TagDeliveryStream",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:firehose:::deliverystream/YOUR_DELIVERY_STREAM",
"arn:aws:s3:::YOUR_BUCKET",
"arn:aws:logs:::log-group:YOUR_LOG_GROUP:*"

]

}
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}

FAIY NEEOT—2RERIS —ZFEKT S

CloudWatch Logs >V —ILFklFE AWSCLI OX Y RZFEALT. 7HADNROITXTOOT YT
WN—TOBEBETFT—REXAVITBDT—2REBER)—Z2EKTEET, ERTHE. REOOTY
W=7 ESERERTRIOTTN—T0mRFICHFELET,

/A Important

BETF—2E, OJTIL—T7CHVRAEFIhD EECHREEh, YAVEhET, T—2RE
RIDY—ZRELTE, ThUFICOJ LT CRYIAENEOTARNENRATEN
Ft A

N =Ry
e V=)L
« AWS CLI

aA2U=L
AVY—LZEALTTAI Y h2hOT—2RERVS —EERTRICE

https://console.aws.amazon.com/cloudwatch/ T CloudWatch >V —)LZHAE £ 9,
FTETF—23aURAVT[RE])ZERLET, JANO—FBTFEILCHYET,

AT 27 &ERLET,

[BXE] ZEIRLET,

[F—2BRIF] T, COOTIIN—TOIXNTTEEBLIPNAVITZDTF—ROBEHEEZERLE
T, BIRRY VAICANLT, BEBRBINFEZRODTDENTEEXRT,

o K~ w0 Dd =

OFF—2PETRXALBET 2 F— 2B TOLEEBRTDCEE2BBOLET. T<OES
DF—REBRT DL, BRHICOBEFDTHEMNIHYET.,

RETEZT—XOBEOFMICOVTR, "RETEZZT—X0EE, 2ZRL T LEE L,

6. (A723V)EERROEGBRERBRDIY—ERZ 1 DERLEERERLET, EEFERECh
S5O —EAOVTIICEEFLBEVCEZBRLIEBETE, BRULBET—2214 75|
EMENATENEKT,
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[Activate data protection] (F— X REZT VT 1 7ICF5) ZBIRLE T,

AWS CLI
ZHEALTTF—XRERI>— AWS CLI ZHERT DI

THFANIFT 14 2%&FERAL T DataProtectionPolicy.json EVWSEFORIS—T7A)L
ZERLET, RUZ—OEXUIOVTR, ROEVZI>VESBLTLIEEL,

RDIANZ REAALET,

aws logs put-account-policy \

--policy-name TEST_POLICY --policy-type "DATA_PROTECTION_POLICY" \
--policy-document file://policy.json \

--scope "ALL" \

--region us-west-2

AWS CLI &1zl& API ARL =232 O F—XKRE RV —BX

AWS CLI AN RE & API ARL =232 THERT D JSON F—2RE RV —ZHERT 25
B, RUZ—ICE2DONDJISONTOY VEZEHIBENH KT,

- R¥IOTOY VIZIE, Dataldentifer B %l& Audit 793> %ET Operation 7O/NF 1
DEANEENTVEBHRENH ) ETF, Dataldentifer BHICIE, YRV THDHEBETF—XNDE
FARRENET, FAATERIXNTOAT A VIIOVWTOFMGE. "RETESZT—F0E
H, EBBLTIEE W,

Audit 792> 3> %&E8 Operation 7ONT 11k, BRTF— XA ERRITDEHICHKHET
o O Audit 72> 32 FindingsDestination A7 I O RN EENTVRIHLEN S
WETF, #7232 T FindingsDestination A7 IO NEFEAL T, BEERERLAR—ND
EExXE1 D, FEREBRJVANTEET, OJ Y ) —7". Amazon Kinesis Data Firehose A b
=LA, SSNTY RBEEDEEEZIEBETIES. TNSREBRICFELTVWAUEN BV ET,
EEERELA—MOBHIICOVWTR, TEEFEERELA—Ky Z22RBLTEETL,

- 2FBO7OY VICIE, Dataldentifer Bi%l& Deidentify 792 3> %&E Operation 7
ONTAOEAENEENTVIHENH ) ET, Dataldentifer BHlIE, RV —OFHNDT
AY 7% % Dataldentifer B EZELIC—HITIHEN B ET,
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Deidentify 79> 3> %&% Operation Z7ONT A NFRBICTF—FEIAITRENDTH
V., TOFT V23 IClE "MaskConfig": {3} A7 I VRN EFEFNTVRRENHYET,
"MaskConfig": {} A7 IV NIETHIVLENHVET,

EX—LT7RLAEKREDEGRFAZEXNATVTET—XRBERIS—OBZRICRLET,

"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,
"Operation": {
"Audit": {
"FindingsDestination": {
"CloudWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
},
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
.
'Szt {
"Bucket": "EXISTING_BUCKET"
}
}
}
}
},
{

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Deidentify": {
"MaskConfig": {3}
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}

120077 N—T7ROTF—2RERI—ZEXT S

CloudWatch Logs >V —I)LFklE AWSCLI AN RZFEAL T, BETF—RXENRVTET—X
RERVD—EERTEET,

FOITN—=T121 2OF—Z2RE RV —ZEV)HTBENTEEFT, ETF—FRER) > —
T, BHOBEOVEREEETEEFT, BT — 2 RE RV —ICE, BEERAT—MXURNE1DFE
HBENTEEXT,

N =Ry

e V=)L

« AWS CLI

A=l
AVY—-LZERALTT -2 RERVS—ZERTZICE

1. https://console.aws.amazon.com/cloudwatch/ © CloudWatch >V —J)LZH&E £ 7,

2. TEF—>3arRq42T, [O7] [ATTL—T]OIEICERLET,

3. OJJIL—ToEmZRRLET,

4. [Actions] (723 3>), [Create data protection policy] (F—XRER) —&ER) ZiBIRLF
Jo

5. [Data identifiers] (Z*—X &5l F) T, COOTITIN—TTEEBRIINAVITBHT—ROEREZ
BIRLET, BRRYIVRAICAALT, BEBRBINFZEROHDENTEEXRT,

OJF—SPESZACRET D F—ABAFOXEBRTBLE2BBHLET. 2<OES
DF—REBRTDE, BRI OBEA DTN S ET,

RETESDT—XOBEOFMICOVWTR, "RETZESDTF—XNEH,), 2SRBLTSESL,

6. (A7 2AV)EEFROEBRELRDIY—EAZ 1 DFELRFEBEIRLET, BEEFREN
SOH—EAODVTNICERELBEVCEZBIRLEBETE, BIRULEMETF—224 715
ERENAVENET,
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7. [Activate data protection] (T*—XREZT VT 1 7IC9%) 2 BRLET,

AWS CLI
ZHEALTTF—XRERI>— AWS CLI ZHERT DI

1. THFANIF 14 X2%EFEAL T DataProtectionPolicy.json EVWSBRDRIZ—T74)L
ZERLET, RU—OBXICOVWTR, XOoEI232ZEZSRLUTSEZL,

2. XOIXRVRZAALET,

aws logs put-data-protection-policy --log-group-identifier "my-log-group" --policy-
document file:///Path/DataProtectionPolicy.json --region us-west-2

AWS CLI £zl API AXRL —> 32 OF—XRE RV —EX

AWSCLI ON Y RELEFE API ARL -3 THERATS JSON F—RRERUS —%ERKT 25
E.RUS—ICIE 22D JISONJOV I EEDIHREN HWET,

s RFOT7OY VIZIE, Dataldentifer B¥l& Audit 723> &EE Operation 7ONT 4
NDEBNFEENTVEIHLENHV) ET, Dataldentifer BEFIZIE, YRV TIHRRT—Z2DE
FARRENET, FAATERZIXNTOATAVIIOVWTOFME., "RETEZS2T—20E
H, 2RLTSEE,

Audit 792 3> & &8 Operation Z7ONT 1 F, BBRF—XARBZRRITDLHICHET
o O Audit 79> 321 FindingsDestination Z7 P I O RN EENTVRIHLEN S
WET, #7232 T FindingsDestination #7210 N E2FERAL T, BEERZERLAR—ND
EEEXEZ1 D, FEFEHRVANTEERT, OJJ)L—7. Amazon Kinesis Data Firehose A
=L, SSNTY NBEEDEEBEEZIEETIES., ThSRBRIZFEELTVWAXEN BYET,
EEFERLAR—RNOFAICOVWTE, "TEEERELA—b, 2Z3RLTLIEEL,

- 2E¥BO7OY YIC1F. Dataldentifer Bi%l& Deidentify 79> 3% &E Operation 7
ONTAOEANEENTVWEIHENHV) ETF, Dataldentifer EHiE, KU —OHEHDT
AY %% Dataldentifer B EREIC—HRTIHBENHYET,

Deidentify 702 3> &E% Operation Z7ONTAAERBICTF—REXAITHENDTH
W, TOT V23 IClE "MaskConfig": {3} A7 IVRNFEFNTVRHRENHYET,
"MaskConfig": {} A7 IV NI ETHIHLEN HVET,
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EX—LT7RLAEKREDEGRFAEZINATVTET—XRBERI—OBZRICRLET,

{
"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{

"Sid": "audit-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Audit": {
"FindingsDestination": {
"CloudWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
1,
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
.
"s3": {
"Bucket": "EXISTING_BUCKET"
}
}
}
}
1,
{

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Deidentify": {
"MaskConfig": {3}
}
}
}
]
}
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T—REXAVEFICERTTS

TF—REIAVEFICRRTSICEF. I—H—IZ logs:Unmask 7O LABFANBETT, cO7F
VEAFAEZHFE D I—H -, ROAETT—RENAVBTICRRTEET,

s QAN —ATARY NERRTDEZE, [Display] (RR). [Unmask] (¥ AT fRER) ZiBIRL
S

« unmask(@message) 1N > R%Z & CloudWatch Logs Insights 7TV ZEALET, KOOI I
BITlE., ANV—LRAORHFO 208007 AR MY ATENTICRRENET,

fields @timestamp, @message, unmask(@message)
| sort @timestamp desc
| 1limit 20

CloudWatch Logs Insights AN > ROFEMICOVTIEE., "1 288U T & WCloudWatch Logs
Insights 7 T 1) #3,

« unmask /N X—R&EIBEL T GetLogEventsF & FilterLogEventsAR L —>a> &AL E
Cl

CloudWatchLogsFullAccess R 2 —IZld 7 U Alogs:UnmaskFF A A EENTVET, ZHFLE
Wlogs:Unmask1—H—IC &5 9 % (& CloudWatchLogsFullAccess, TN I1—H—IZHAR A
IAMARD S —ZTE2YFLET, FHICODVTR, "I —AOT7 7 EAFANEMN OV —
L)1 Z2BRLTLSEZ,

EEERLKR—-bH

E5&E L 7R— b Z CloudWatch Logs, Amazon S3, FzI& Kinesis Data Firehose ICEZIAT K S (C
CloudWatch Logs 7*— X REEEBERV —ZRELLHBEE., ChSsOREZBRBROBIOKISICH
\)EF, CloudWatch Logs &, MERTF—RZ2ECOTARIRNIEIC1 DOBREZERLAR—MEE
TIARET,

"auditTimestamp": "2023-01-23T21:11:202",
"resourceArn": "arn:aws:logs:us-west-2:111122223333:1log-group:/aws/lambda/
MyLogGroup:*",
"dataldentifiers": [
{
"name": "EmailAddress",
"count": 2,
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"detections": [

{
"start": 13,
"end": 26
},
{
"start": 30,
"end": 43
}
]
}
]
}

LR—RADT7 4 —)LRIF, ATOELBYTY,

« resourceArn 74 —J)LRICEK, WETF—ZNRON > LOTTIN—THFERRENET,

« dataldentifiers 772 IV RMICEK, EELTVDIEET—ZDZAT7D 1 D2ICETIERN
RRENET,

c name 714 —=J)LRIZE, COEIVZIADVTHREENTVIHRET RO/ THFEFEEINTVE
CB

c count 74 —=J)LRIZE, OFARIRTIDRATOBEZETF—INHBEITIEHNf RRENE
£

« start B& TP end 71— RICE, ETF—ZAOTARAOECTHRLTWVWAAA, HE
CELNFHRTRRIENET,

FEROBIE, 1 DOATARYRNT2HDEX—=)ILT RLANRIA2IELAR—KNTT, BRYIDE
X—=)T7RLARK, OFARRND13XFENSHEY., 26 LFETHEDYET, 2FEBDOX—)L
TRLAKIOXFENS 43 XFHETELB >»TVET, COOATARINIF2HDE X—=ITF
RLAN®HYETH, LogEventsWithFindings XKRU T ADERF 1 DLAAM VX RENT
WEHBA, chld, XRUIDAANBATLVDONF BT —XOEREKTRELS, BETF—IXNEE
NBAOTARYNOBENSTT,

THREESNENTYNICEERREEEITALOHICHELZF—R T — AWS KMS

Amazon S3/NTY NANDTF—XZRETDICIE. Amazon S3YR—T R¥F—=FEHAL =5 —/N\—fl
DOREE1Y, (SSE-S3). F7 Ik KMS F— % L 1= —/S\— Bl QRS E{L (SSE-KMS) D W T hA %A
CLET, FMICOVTIE, Amazon S3 1—H—HA RO "H—N—floEsStzERALLET—2Z
NDRE I ZSRBLTLEZV,
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SSE-S3 THRETNTLVANT Y NCEERZREZXAELEEE. EMOREFIMSEH V) FH
Ao Amazon S3 NEEE{LF—ZRELE T,

SSE-KMS TREEhTWANT Y NCEEFERZEFEITD L, OUVBRETHIV KNI SINTY b
EEADBRSIC, KMSF—DF—RUS—ZEHITBIHLENHYET, SSE-KMS THEATS
EHICHBEREF—RUS—OFMIC DOWTIE, Amazon S3 "TAmazon CloudWatch Logs 1—%'—7#
AR DT ZBBLTLEEL,

RETEDT—XDESH

cDtEY> 3Tk, CloudWatch O F—RRE RV —TCRETEDTF—XNDERALTE, BEA
TOF—RICEETHIEEMEFHICOVTHBALET,

—ZORA T OEZET—RXTIE, CloudWatch Logs T— X RERFT—RXNDAL ICHDF—T—R%E
AFvUL, TOF—I—KHFEON 2 EBECOK—BERRLET., F—J— RLAR—ZNE
FhTWBHEE, CloudWatch Logs T*— X RElE, AR—ANBEVWF—D—RONVI—->32,
FERAR—ADRDY T UA—RTT () ERENSA T (o) EBEF—T—RONUT— 3
VEBBNIC—BEEET, BEICEK 2T, CloudWatch Logs ¥ —"— RO —f&H & /N T—
AV TREHICF—D— RELREZFERELET,
EPN
+ CloudWatch Z T — X XA 7OXX— RF—ZFANFEZOTICEEETS
- WALIEER

s RIBEHRT—XZXA 70T —2#EIF ARN
o« TINAARBEIF

s FINARAT—RRATOTF—2#HKAF ARN
- BBER

 BET—F 24T OT—2EEF ARN
- REXNRREER (PHI)

- RENROERER (PH) F—224 707 —XE 5+ ARN
- BAZBETEDRER (PN

- EERFIASIBESOF—TJ—R

- ER\BHESOF—J—R

s NAKR—KBESOF—TJ—R

c MBEBFNESRESOF—TJ—R
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- EAZBETEDEE (PIl) DF—XHBIF ARN

CloudWatch #ZET— 224 7 ONR—2 RF—ZFBFZOJICRRT D

RDFEIFE. CloudWatch Logs N Z—2 RF—ZBRIFZEAL THRIETE FFHER. 7/\N1
A, B, EE REEEBER PH)OZA7TEZRLTVET, chsld,. BAZBETESHBER
(PI) ELTEREENDTEMODHIBFENDRATODTF—RICMAEENDTT,

SRPHIFEICKELEVWY RN EROFERF

% Bl F H7F3V
Address 1A
AwsSecretKey SORLTE ¥R
CreditCardExpiration St
CreditCardNumber Trl
CreditCardSecurityCode Rl
EmailAddress A
IpAddress & A
LatLong fEA
Name A
OpenSshPrivateKey FRREE
PgpPrivateKey ERIAE
PkcsPrivateKey SRR 3R
PuttyPrivateKey SORETE
VehicleIdentificationNumber fELA
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WIHICHKET DT —RXEBFICE, BRFRICHETTNA 7 2 XFOT—R (ISO 3166-1
alpha-2) "% ETY, flZE DriversLicense-US TF,

2XFOEI-RFLBEHEFHI-RZECHLEN H DY R—BMIROEBFF

= Bl 7 ATV EEEHE
BankAccountNumber ol DE. ES. FR. GB. IT
CepCode & A BR
Cnpj & A BR
CpfCode & A BR
DriversLicense B A AT. AU. BE.
BG. CA. CYV,
CZ. DE. DK, EE. ES. FlI.
FR. GB. GR.
HR., HU, IE, IT, LT. LU,
LV. MT., NL,
PL. PT. RO, SE. SI. SK.
us
DrugEnforcementAge 2B KE
ncyNumber
ElectoralRolINumber B A GB
HealthInsuranceCardNumber #E EU
HealthinsuranceClaimNumber  #2EE KE
HealthInsuranceNumber RE FR
HealthcareProcedureCode e KE
IndividualTaxldentification @A KE
Number
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a7l AHF30 E&SE

InseeCode A FR

MedicareBeneficiaryNumber R KE

NationalDrugCode 2B KE

NationalldentificationNumber & A DE. ES. IT

NationallnsuranceNumber & A GB

NationalProviderld iz 4 KE

NhsNumber 243 GB

NieNumber fEILA ES

NifNumber fEIA ES

PassportNumber & A CA. DE. ES.
FR., GB. IT. US

PermanentResidenceNumber  fEA CA

PersonalHealthNumber 243 CA

PhoneNumber fBIA BR. DE. ES.
FR. GB. IT, US

PostalCode A CA

RgNumber & A BR

SociallnsuranceNumber & A CA

SSN fELA es-US

Taxld & A DE. ES. FR. GB

ZipCode & A KE
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Q—H—H1 K

FoalL 15 ¥

CloudWatch OY 7F*—2RE TR, XOEA T OFABHRERRTEEXT,

T—2NOEH

AWS >—J LY RT7OtA

;F_

OpenSSH 7’2 A R—KF—

PGP 754 R—h#F—

Pkcs 774 RX—KhF—

PUTTY 7’54 R—hF—

T—X&@EBIF ID

AwsSecretKey

OpenSSHPr
ivateKey

PgpPrivateKey

PkcsPriva
teKey

PuttyPriv
ateKey

AL IF T — R 24 7 DT —Z2#BF ARN

F-O—RHIFBA

aws_secret_access_
key , credentials ,
secret access key,
secret key, set-awscr
edential

L

L

L

L

E&
1) —
>ar

IANT

IANT

IANT

IANT

IANT

LT, *—2RE RV —IZEMTESZTF—XEBAIF D Amazon VY —AF—L (ARN) DU A K

ZRLTVERT,

FoRL R ¥ T — X @5l F ARN

arn:aws:dataprotection:
arn:aws:dataprotection:
arn:aws:dataprotection:

arn:aws:dataprotection:

:aws:data-identifier/AwsSecretKey
:aws:data-identifier/OpenSshPrivateKey
:aws:data-identifier/PgpPrivateKey

:aws:data-identifier/PkcsPrivateKey
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FORL IR ¥ T — X @Bl F ARN

arn:aws:dataprotection::aws:data-identifier/PuttyPrivateKey

TINA AB R F

CloudWatch O F—XRE T, XORXATOTNA ABANFERETEET,

TF—20OER T —XFAlF ID F—— RN HE E&
1) —
>ar

IP7RLA IpAddress L ITANXT

FINA AF—Z B4 T OF—ZHEF ARN
BT, F—2RBRUS—CBNTE 3 F—2HBIFO Amazon UY —AZ—L4 (ARN) O U Z k
ERLTLET,

TINA AT — 2B+ ARN

arn:aws:dataprotection::aws:data-identifier/IpAddress

B 71
CloudWatch O F—XRE T, XOEBEEOUBEHRERETEET,

F—SRERIS—ERETHE, CloudWatch DY F L—7HEDTAOT—2 3V EHBH A
Ab5TE. Logs RIEEL LF—SBAFERAF TV LET, COROEEHATIOBERE. F—&
HMEIFIC 2 XFOEI—REBMLT, ThSOEPHEMICEL ¥ —J— RERETILEN B
BAESNERLTVET,
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F—RDOESR F—RBBFID F—O—RHNANUE EH& XE
IJ_
>ar
BITOEES BankAccou EWV, Blick>TERE 72> HI-—
ntNumber N3F—"J—REEZYE A, R Rz &

T FHMAICOVWTR, o A4V, NEXR
oA DEEIIHBIE (ZF) T
TOEFEEOF—J—RDO 7. A U, &
RESBLTLSEEL, RAV K34
BB XFEOD

KT
Ehd
E PR R
TARE
&5
(IBAN)
e
ENE
T
LY NA—ROBEME  CreditCar exp d,exp m, exp vy, ITNT
PR dExpirati expiration , expiry
on
LY NH—RES CreditCar account number, INT RBHET
dNumber american express, &,
amex, bank card, card, T
card number, card (&
num, cc #, ccn, check Luhn
card, credit, credit FIv
card#, dankort, debit, IR
debit card, diners ZEHL
club, discover, =13
electron, japanese ~19
card bureau, jcb, g0
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Q—H—H1 K

F—ROEE

T —2#BF ID

F—7— R BA

mastercard , mc, pan
payment account
number, payment card
number, pcn, union pay,
visa

E&
1) —
>ar

XE

>—=T
VAT

»H B W
ENe

V). Am
erican
Express, D
ankort, Di
nner'sTAK
. Discover
. truen,
B
En—
NS
(JCB). TAK
UnionPay,
LY
Visa
oWy
nhro
2A7
DL
DZ N
—R
(CR%E
DH—
RES
7L
Ty
VA%
AL
7.
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Q—H—H1 K

T—2DEH T— X @B F ID

LY NA—RFEFEIO— CreditCar
N dSecurity
Code

RITAEFESOF—T—R

F—)— RN NE E &
IJ_
>3z

card id, card IANT

identification

code, card identific
ation number , card
security code, card
validation code
card validatio

n number , card
verification data
card verification
value, cvc, cvc2, cvy,
cvv2, elo verificat
ion code

XE

ROF—D—RZFEALT, BEO—RBENEXRZEE, EAX MU XFOEBFTERE B ERR

TOEES (IBAN) 2R HEL £ 3,

F—J—K

E3
VAP account code, account number, accountno# , accountnumber# |,

bban, code bancaire, compte bancaire, customer account id,

customer account number, customer bank account id, iban

numéro de compte

RAY account code, account number, accountno# , accountnumber# ,

bankleitzahl , bban, customer account id, customer account

number, customer bank account id, geheimzahl , iban, kartennum

mer , kontonummer , kreditkartennummer , sepa

A 2)7F account code, account number, accountno# , accountnumber#

bban, codice bancario, conto bancario, customer account id,
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s F—J—K

customer account number, customer bank account id, iban
numero di conto

ARA > account code, account number, accountno# , accountnumber#
bban, cddigo cuenta, cddigo cuenta bancaria, cuenta cliente
id, customer account ID, customer account number, customer
bank account id, iban, nimero cuenta bancaria cliente, numero
cuenta cliente

®"E account code, account number, accountno# , accountnumber# |,
bban, customer account ID, customer account number, customer
bank account id, iban, sepa

CloudWatch OJ Tk, VL2 Y RA—REITRUENFNT VY IOTFARNRAICFHLTVS, XD —
TOAODHREELKR—RNEhEE A

122000000000003, 2222405343248877, 2222990905257051, 2223007648726984,
2223577120017656,

30569309025904, 34343434343434, 3528000700000000, 3530111333300000, 3566002020360505,
36148900647913,

36700102000000, 371449635398431, 378282246310005, 378734493671000, 38520000023237,
4012888888881881,

411111111111131111, 4222222222222, 4444333322221111, 4462030000000000, 4484070000000000),
4911830000000,

4917300800000000, 4917610000000000, 4917610000000000003, 5019717010103742,
5105105105105100,

5111010030175156, 5185540810000019, 5200828282828210, 5204230080000017,
5204740009900014, 5420923878724339,

5454545454545454, 5455330760000018, 5506900490000436, 5506900490000444,
5506900510000234, 5506920809243667,

5506922400634930, 5506927427317625, 5553042241984105, 5555553753048194,
5555555555554444, 5610591081018250,

6011000990139424, 6011000400000000, 6011111111111117, 630490017740292441,
630495060000000000,

6331101999990016, 6759649826438453, 6799990100000000019, and 76009244561.
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BBT—R2R2AT 0T —XEBF ARN

LT, F—2RERIV—IZEMTE S F—2HBIFO Amazon Y —AF—LAL (ARN) DU A~

ZRLTVERT,
BT — 2B F ARN
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-DE
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-ES
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-FR
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-GB
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-IT
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-US
arn:aws:dataprotection::aws:data-identifier/CreditCardExpiration
arn:aws:dataprotection::aws:data-identifier/CreditCardNumber

arn:aws:dataprotection::aws:data-identifier/CreditCardSecurityC
ode

REXNRRBEBIER (PHI)
CloudWatch O 7 —ZRE TR, RO T ORELFRRBIER (PHI) EBRETEET,

F—RRERIS—ERETDHE. CloudWatch AZ T L—THEDSAOT— 3 BB A LA
AH5TF. Logs RIEELEF—RBBFEAF YV LET. COROEL HHAFIOERE, F—&
BATFIC 2 XFOEI—REBMLT, ThSOEPHBICEL F—T— RERHTIRENH
BHESHERLTVET,
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Q—H—H1 K

T—2DEH

IR (DEA) BERES

ZERRMRELES (EHIC)

T —2#BF ID

DrugEnfor
cementAge
ncyNumber

HealthIns
uranceCar
dNumber

F—J— RHNNKE Efad
IJ_
>ay

dea number, dea T X

registration 7

assicurazione R 12

sanitaria numero, &
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PHI — &5l F ARN
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RETEZT—ROER 160



Amazon CloudWatch Logs

Q—H—H1 K

PHI 7— &5+ ARN

arn:aws:dataprotection:

er-FR

arn:aws:dataprotection:

Numbexr-US

arn:aws:dataprotection:

arn:aws:dataprotection:

mber-GB

arn:aws:dataprotection:
arn:aws:dataprotection:

arn:aws:dataprotection:

CA

BAZIBETEDER (PI)

. dWs

. dws

. dws

. dws

cdws:

<dWS

cdws:

data-identifier/HealthInsuranceNumb

:data-identifier/MedicareBeneficiary

:data-identifier/NationalDrugCode-US

:data-identifier/NationalInsuranceNu
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EXEEV—>3> F—7J—R

F—ANZUT di# dl:, dl :, dino# driver licence, driver license,
driver permit, drivers lic., drivers licence,
driver's licence, drivers license, driver's license,
drivers permit, driver's permit, drivers permit
number, driving licence, driving license, driving

permit

F—AKUT fuhrerschein, fuhrerschein, fihrerschein
republik 6sterreich, fuhrerschein republik
osterreich

RI)LF— fuehrerschein, fuehrerschein- nr, fuehrersc

heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, flhrerschein- nr, fuhrersch
einnummer, fuhrerscheinnummer, numéro
permis conduire, permis de conduire, rijbewijs,
rijpewijsnummer

TILHVT NPEeBO3HO CPEACTBO, CBMAETENCTBO 3a
ynpasrneHne Ha MOTOPHO, CBUAETENCTBO 3a
ynpasreHne Ha Mc, CyMrc, Lodbopcka
KHWXKKa

hr&F di#, dI:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
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drivers permit number, driving licence, driving
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vozacCka dozvola
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Cislo licence, cislo licence fidice, Cislo fidicskéh
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povoleni fidiCe, fidi€i povoleni, Fidi€sky prukaz,
fidicsky prukaz

karekort, karekortnummer

juhi litsentsi number, juhiloa number, juhiluba,
juhiluba number

ajokortin numero, ajokortti, férare lic., kdrkort,
korkort nummer, kuljettaja lic., permis de
conduire

permis de conduire

fuehrerschein, fuehrerschein- nr, fuehrersc
heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, flihrerschein- nr, fuhrersch
einnummer, fihrerscheinnummer
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numer licencyjny, prawo jazdy, zezwolenie na
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carteira de motorist, carteira habilitagao,
carteira motorist, licenca conducao, licenca de
conduc¢ao, numero de licenga, numero licenca,
permissdo condugao, permissao de condugao
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conducere
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licencia conducer, numero permiso conducer,
permiso conduccion, permiso conducer,
permiso de conduccion

ajokortin numero, dino# ajokortti, drivere lic.,
forare lic., korkort, kdrkort nummer, korkortsn
ummer, kuljettajat lic.

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
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VAP assurance sociale, carte nationale d’identit

€, cni, code sécurité sociale, French social
security number, fssn#, insee, insurance
number, national id number, nationalid#,
numéro d'assurance, sécurité sociale, sécurité
sociale non., sécurité sociale numéro, social,
social security, social security number,
socialsecuritynumber, ss#, ssn, ssn#

RAY ausweisnummer, id number, identification
number, identity number, insurance number,
personal id, personalausweis

A 2)TF codice fiscal, dati anagrafici, ehic, health card,
health insurance card, p. iva, partita i.v.a.,
personal data, tax code, tessera sanitaria

ARA dni, dni#, dninumero#, documento nacional de
identidad, identidad unico, identidadunico#,
insurance number, national identification
number, national identity, nationalid#, nationali
dno#, numero nacional identidad, personal
identification number, personal identity no,
unique identity number, uniqueid#
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hr& passeport, passeport#, passport, passport#,
passportno, passportno#

722K numéro de passeport, passeport, passeport
#, passeport #, passeportn °, passeport n °,
passeportNon, passeport non

RAY ausstellungsdatum, ausstellungsort, geburtsda
tum, passport, passports, reisepass, reisepass—
nr, reisepassnummer

A R2VT italian passport number, numéro passeport
, humeéro passeport italien, passaporto,
passaporto italiana, passaporto numero,
passport number, repubblica italiana passaport
0

ARA > espafa pasaporte, libreta pasaporte, numero
pasaporte, pasaporte, passport, passport book,
passport no, passport number, spain passport

xE passeport #, passeport n °, passeportNon,
passeport non, passeportn °, passport #,
passport no, passport number, passport#,
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identification number, tax number
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dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

. dws

. dws

<dWS

. dws

cdws

<dWS

< dWS

cdws:

cdWSs

<dWS

cdws:

cdWS

<dWs:

cdws:

cdWs

<dWSs

cdws:

cdws

:data-identifier/Address

:data-identifier/CepCode-BR

data-identifier/Cnpj-BR

:data-identifier/CpfCode-BR

data-identifier/DriversLicense-AT
data-identifier/DriverslLicense-AU
data-identifier/DriversLicense-BE
data-identifier/DriversLicense-BG
data-identifier/DriverslLicense-CA
data-identifier/DriverslLicense-CY
data-identifier/DriverslLicense-CZ
data-identifier/DriverslLicense-DE
data-identifier/DriverslLicense-DK
data-identifier/DriversLicense-EE
data-identifier/DriverslLicense-ES
data-identifier/DriverslLicense-FI
data-identifier/DriversLicense-FR

data-identifier/DriversLicense-GB
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arn:aws

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:
GB

aws

arn:

aws:

aws:

aws:

aws:

aws :

aws:

aws:

aws:

dws .

aws:

aws

dws .

aws:

aws:

dws .

aws:

aws:

:dataprotection:

:dataprotection:

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection:

cdws:

cdWs

<dWS

cdws:

cdws

<dWS

cdws:

cdws

<dWsS

< dWS

cdws

< dWS

< dWS

cdws:

cdWSs

«dWS

cdws:

. dws

cdws:

data-identifier/DriverslLicense-GR
data-identifier/DriversLicense-HR
data-identifier/DriverslLicense-HU
data-identifier/DriversLicense-IE
data-identifier/DriversLicense-IT
data-identifier/DriverslLicense-LT
data-identifier/DriversLicense-LU
data-identifier/DriversLicense-LV
data-identifier/DriverslLicense-MT
data-identifier/DriversLicense-NL
data-identifier/DriversLicense-PL
data-identifier/DriverslLicense-PT
data-identifier/DriversLicense-RO
data-identifier/DriverslLicense-SE
data-identifier/DriversLicense-SI
data-identifier/DriversLicense-SK

data-identifier/DriversLicense-US

:data-identifier/ElectoralRol1Number-

data-identifier/EmailAddress
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arn:aws:dataprotection:

ficationNumber-US

arn:

arn:

arn:

arn:

aws

aws

aws

aws

:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

ionNumber-DE

arn:aws:dataprotection:

ionNumber-ES

arn:aws:dataprotection:

ionNumber-IT

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws:

aws:

dws .

aws:

aws

aws:

aws:

aws:

aws

:dataprotection:

:dataprotection:

umber-CA

dataprotection:
dataprotection:
dataprotection::
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

cdws:

<dWS:

cdws:

cdWs

<dWS

cdWsS

. dws

< dWsS

cdws::

<dWSs

aws

cdws:

<dWws

<dWS

cdws:

cdWSs

<dWS

data-identifier/IndividualTaxIdenti

data-identifier/InseeCode-FR
data-identifier/LatlLong
data-identifier/Name

data-identifier/Nationalldentificat

data-identifier/Nationalldentificat

:data-identifier/Nationalldentificat

data-identifier/NieNumber-ES
data-identifier/NifNumber-ES

data-identifier/PassportNumber-CA

:data-identifier/PassportNumber-DE

data-identifier/PassportNumber-ES
data-identifier/PassportNumber-FR
data-identifier/PassportNumber-GB
data-identifier/PassportNumber-IT
data-identifier/PassportNumber-US

data-identifier/PermanentResidenceN
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arn:aws

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

er-CA

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws

:dataprotection:

:dataprotection:

onNumber

arn:aws

:dataprotection:

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

cdws:

cdWs

<dWS

cdws:

cdws

<dWS

. dws

cdws

<dWsS

< dWS

<dWS

. dws

cdws

<dWS

< dWsS

cdws:

. dws

cdws

data-identifier/PhoneNumber-BR
data-identifier/PhoneNumber-DE
data-identifier/PhoneNumber-ES
data-identifier/PhoneNumber-FR
data-identifier/PhoneNumber-GB

data-identifier/PhoneNumber-IT

:data-identifier/PhoneNumber-US

data-identifier/PostalCode-CA
data-identifier/RgNumber-BR

data-identifier/SocialInsuranceNumb

data-identifier/Ssn-ES

:data-identifier/Ssn-US

data-identifier/TaxId-DE
data-identifier/TaxId-ES
data-identifier/TaxId-FR

data-identifier/TaxId-GB

:data-identifier/VehicleIdentificati

data-identifier/ZipCode-US
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714N —%ZFRALEOTARIKIDSOANI D ADER

1 D2BUEDX RNV ORTAINER— ZERTD LT, OJICEEE NS CloudWatch O F—% %
BREBLCETANRIVITEERT, XANVIARAT 1)L E—E, Logs ICEFENBDOUF—XTH
RIDABENZR—2E2EZLET, CloudWatch Logs CloudWatch l&, ChSDX KNI AT«
ME—zFRALT, AJF—R2TZ 7LV, To—LZFREL V) TE B HYE CloudWatch X
NUODAICEBRLUET,

OU7ANLNE—DEXRNVIORAZERTBIEEIL, TAXDIAVERNEARNIVAILENY ST
BDIELEETERT, BUZEEITZHERR. 71 EZ—OERKICHTELVEMNZEEL TSEE
Wo 71N E2—DENZRTEELTEMERZEEA,

CNSDXRNVDAERFLUEY, Po2—LZRELEYITZEERF, N—t2Z 1)L CloudWatch
A ZBCEREDRATOMAZEATEERT,

® Note

N—t> 24 LEHHE. XNUIADEF VTNERTHEVMERLOKX N HRTHR—
hEhEd, BOREBETEDLSIIXNUIRTALRERELEBE. ECEOKA
HBE, N—tY BALBEHREZOA NI IRATERATES LA, FACOVTE. N—t
S RALEBRLTLIEE L,

7L E—&, BROICT—RZT71IINEZ—LEEA. 71ILE2—R&. 71ILE—FEREIIZEL
RELEARYRNOXARNIDADTF—RRARNENT VY2 19DEHTT, 710N 2—chi=&
RIFZHDS0TZERLETH, ChERTALER—ENLBROZALAZTHFARNI T ADHERK
KRNIV EHTHNERRENEE A,

- oY

AN
|

c XRVYDGRTANEZ—DT7AIINE—NE—VEX
« XRNUDGART7 1N Z—DEK

s XRVDARA7ANEZ—D—EBERT

« XKV A7 1)L Z—DHIB
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Percentiles
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B

BEXNVIATAINE—RBUTOF—ERXRTEBRENATVET,

F7# ) NME

OJAFMYRAENLEEOO—HITZOTNFROASBA2EHBHRICX NI IAT 1L E—ICHK
HENLE, COEZOICKRETZDCLET, T—RRI OIS BEHEOBICE/REES DI
O, —BIZT—ENBVHEENI %D "C5HD ) ANV IJAZERBTEXT, 1 7EOHE
RICWMYRAEAEOTABWEER, EFBEESChEEA,

ARNVGRATANE—ICE2TERENEX RNV TALTAX IV ZEVNETRDE, TOX
RIVDALTF7AIINMEZB) HTRERTEREA,

TAX3IY
TAXYZAVE, XNJIJRAZESILERTDF—EEORT T, XKNUIGRT1I)ILE—H
SEBRENEXNVVALTAX A2V ZEN)HTRENTERT, T4 XAV REXR

VDOAD—BEDEBFO—BTHB1zH, OTHS—EDOBBMEORTHAMEET BT, %
DXNVTAOHFLWNUI -3 FERENET,

ZANERNE—2

Logs A"& CloudWatch A AR NOF—R2ZHIRIT B HEDRSICLDFHA, fIAE, OJT
PRICRERALARRYT, IPTRLA, XFIBENFBED ARSI BVET, NZ—2%
FALT, O 774 I)LORERREEELET,

ARNVORAE

CloudWatch EZAX VIR KOOTEHRZ LB IBDXRNITADRF, FIAIE., EVWS XK
I AZHITTE ET ErrorCount,

XNV AERZERE

#L W CloudWatch X MU ADIEELBEIZEE,
XNUOAE
—HIBOTNBRIODBLETICAND DAICRITIDEHIE, HlZIF. "Errory BEBENDEATD

REBBZENVNTRHEE. TOEBRETSZIELE "L CBWET, BEAEhZ/N1 MK
ZATVRNIBREERE. OTARYNIROA 2 ERBONA NRTESTEFRT,

]
&b
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XNV DRTANE—DT 1IN EZ—NZ—218X

(® Note

XRJDOAT7 1)L 2—HEES CloudWatch Logs Insights 2 T 1)

XRNUDRAT71IIE—I&, —BT 5 CloudWatch AIHN BOA BT, BEE N AEHED
XRNVORAT74I)EZ—IZEBMENDEVS KT Logs Insights V7T EF RV ET, FHMIC
D2WTE, "XRVIGARATA)NEBZ—DARN)DAEBZRET D1 2SR TSEETL,
Amazon CloudWatch Logs Insights 7T EEBZFEAL TOJIIN—TZ2 0T U TBHEI
2VWTR, ") #88BL T & W CloudWatch Logs Insights 7 T 1) #3X,
[T 1 IILR—=/INZ—2 DBl

XNUYORTANE—IC, YTROV T2 a 71N E—E74)\E—O04KR>
NCEAENDAA7 AL EZ—NE—2BXOFEMBICOVTR., ROBIEZETCARNIY IR
7ANE—, YTROVT232T74E—, ZANEZ—OTARY DT A)NE—/NZ—
VBN ESBLTSEZV,

« HAR—RENTVWBERRKR (regex) BX
- IBEMXOATARNTOEITO—HK

« JSON AT AR NOEAD—HK

s AR—ARXGOAOTARY NOFEA—H

XNUODRT7 14N E—%2ERATSE, CloudWatch OJ ICEEETNZOTF—20ORRET 1)L
BIT, TANB)TENOATF—ENSOARN) VABRAEOHE, —2RA> %
CloudWatch O X MU T AICERTEET, CloudWatch Logs ICEEE N2 OJF— X2 TRERT
PABENE—2EERLET. XNUOVART7 4L EZ—EOJITIL—-T7IC&8VETsh, OTTII—
ZICEHETSNEIRNTD 7 AN EZ—ETOOTARN)—AICERAENET,

AXRNUYDGRATANE—HNBAE-HTDEE, XNIVYTAOHERENHETIEAXT, X
E. QAR RNOHRTERROR EVWS BEDHREKREHRABDX NI VAT I EZ—ZERL X
9o

AXANDYDRAICHEDBMNESSZEE)HTBDENTEERT, HIZEF, OTAXRKNAT
[ERROR] EVS EFZEDHBRABMERADARNITIRAT 1) 2—%2EKTSEHES. [ERROR| VWS EH
ENEENBIOTARNODEHEERT ErrorCode EWSF a4 X2 araEEL, LAR—ME
NEIZS—0—RTTF—RETAINRIV TSR ENTEET,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SearchDataFilterPattern.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SearchDataFilterPattern.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
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® Tip
BEDEMEXRNUY VAICEHETDEE, BTELVENEZIBELTSLEEV, #TH
NEZETHE, BENBMICESBEVBEEN HYET, & CloudWatch HAR—~T B EAL
DEEZUANIDOVWTIE, Amazon CloudWatch APl U 7 7 L > A®MetricDatum ", %25
BLTLSEEL,

N =R

s XRUDART7ANE—DXRNIVIOAEEZRET D

« JSON QEFELFAR—AXYYOTARIASX RNV DREEEETAXDIVERITTS
s OJARVNDEZFEALTIXNVIADEZED TS

ANVDRATANEZ—DXRNI) D AEZRET S

XNVORATANEZ—BERTDIERE, 71ILE2—N2—2%2EF&HL, XNUIREEFT7 2 NME
ZEELET, XNV AER, HE. BaiEHF. TLEBERBFICRETEET, T/ 4
ILNEZIBELBEVEE., XNUJRATAIINEZ—T—BHNRONSKEI2EHEE. BTF—X%L
R— K CloudWatch LEEB A, BN 0 TH>TH, F7FIINNERIBET DL ZHEHLET,
FIAIMEZRETSDE, T—2D CloudWatch LAR— RN KV EREICKZY, FE50HBD XM
) O A%EHNT DD &< CloudWatch CENTEE T, CloudWatch Ik, XKUYV RAER 195
EICEFFLTLAR—RMNLET,

XRVOGRATANE=HAOTARYNAT—HIDENZRDOFLES. XKNUTRAOBAXKNID

ADEEFEMLET. XRVIRATAINE—T—HHFRI2ASBVER., BXRNVITADTT #

JL MME CloudWatch Z8& L& T, flRE,. OJJIN—THEB52 >OLI—RZR/EL. XK

DAER1T, F7AINMEROTHBELET, RN 1 HTHAOOJTLI-—RIZ—HHFED

AO2BE. TOFTOARNIIRAEBRE2IZBVET, RO 17BICEESOLI—-RTE-—HHNR

DHSBAIIGE, TOTOTIAIINMEROERBYET, XRUIRATAINE—NFERTD X

RUDAZTAX2aVEN)ETRE, TRSOXNVTADT 7 A MEZIBEETAHELW’ET
EXEA

T, BWETRALS, OJAXRY NP SHEENIEETA NI IRAZE ST TDRSICXNITRA
TANR—%ZRETDEETETRT, FHAICOLVTR, "OTAXRVNOEZFEALTXARNITA
NEZED TS 2FRLTEE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_MetricDatum.html
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JSON DEXRIZFAR—ARGPVOTARRNDESX NI TAEESIC
TAXDAVERTITS

CloudWatch OV —)L&zl& AWS CLI Z#AL T, JSON B RVPAR—AXLIY OOT A X K
HERTDXNITATTAX DAV ERITIBDANIITATAINE—ZERTEERT, T1 X
SAVERBAEEORTTHY), JSON BRFAR—AREY) T 1IN E—NEZ—2TOXEATE
9. MA3IDDDFAAX23V%EHE D ISON BLRPAR—ARYN A NI T RAT 1)L Z—Z1ERK
TEERT, TAXZIAVOFRETAX2IVEXNIDALLEN) STHHEOFMIOVT
k. AToto>3a>#sRBLTSEZWL,

« Amazon CloudWatch 1 —%¥'—HA4 ROF14 A>3 >

« 5l . "Amazon Logs 1—H'—H4 R, ® "Apache OJAS5 71 —)LREMEL, T4 X223
> % E|V) H T3 CloudWatch

/A Important

TAXD AV, DAZLAXRND)VRAERLUBRBRZRETRENIEENTVET, FH
WEERZH <SS, IPAddress £l requestID BEET A X3 ed2RE,
BH—TFTAFTVTA4T7 14— ILRZEELAHVTLEZV,
XNVORAZOTARY D SHETRIE, DAZRLARNUDRELTHRENRELET,
ERLABAVESEBZROBUNES <=, Amazon ik, BEOEBERNICEELETFA XT3
VDHIZ 1000 DEBZDBREBORTZERLEHBE. XMV IAT 1)L X —= &ML
FTHENDBYET,
REBRHZBEHNITSBERTI—LZERTEET, FMAICOVTE, "FHEEREZE_Z
)20 9% AWS @ R77—LDERL 23RBLTLSEEL,

JSONOT ARV RDSARNVDREEELLTFAX IV ERTITS

ROBUZE, JSSONAXKNUTATANE—TTFAXDI IV EEETDHEEHATSI—RAZ
RY NFEENTVET,

Example: JSON log event

"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/ExtractBytesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/ExtractBytesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html

Amazon CloudWatch Logs d1—H¥—HA R

"arrayKey": [
"value",
"another value"

1,

"objectList": [

{"name": "a",
"id": 1

.

{"name": "b",
"id": 2

}

(® Note

B7INOISONOTARY NEFERALTH Y TUXNIIRATAIINE—2TARNTS
HZalk, Y7L ISONOTZ 1 TTANTRIHRENHYET,

Example: Metric filter

JSON OJ 4R NMZZ’AONT 1 eventType 8KV "sourcelPAddress" A EFE N3 T
e XRUIRATANLBZ—=ICK2TXRNI AN B ENET,

{ $.eventType = "*" && $.sourceIPAddress != 123.123.* }

JSON XKD ORT7ANEZ—ZERTDEEIL, XNUIVATAILEZ—HNOEEO7ONT 1%
TAXDIAVELTEETEE T, HlREF. eventType ZF 1 X2 a2 ELTRETSIC
. ATZFEALET,

"eventType" : $.eventType

HUTAXARNUORICE, "eventType" EWSEH DT A XV aVHFEENTHY, 27
WOTARYNADOT A X2 3> OfER "UpdateTrail" T9,
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AR—=ARYP)OOTARI NP EX NIV TREEEIITAAX DAV ERITTS

ROBUSKE, AR—ARGY DX RNUIRTANE—TFA XTIV EEETBHEERATS
O—RAZARY RABERTVET,

Example: Space-delimited log event

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404
1534

Example: Metric filter

[ip, server, username, timestamp, request, status_code, bytes > 1000]

XRNVORTALNE—F, AR—ARFPYOOTARKNZTALEZ—THEEEATVWAIVT
NADT7 4 —I)LRFBENZEFEIC. XMNUITRAZEBILET, fIRE. XNVIRT 12—
. HOTILOAR—AXGPYOOT AR RNTROT 1 =)L REEZHRRELET,

"$bytes": "1534",
"$status_code": "404",

"$request": "GET /index.html HTTP/1.0",
"$timestamp": "10/0ct/2000:13:25:15 -0700",
"$username": "frank",

"$server": "Prod",

"$ip": "127.0.0.1"

AR—AETY DA NI IR T A LB —BERTIEEI, XNUIRTALE—HAOEED
TJA—REFAXYTAVELTRETEE T, HIXE. server EF 1 X223 LTH
ETBICE. UTFEFEALET,
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"server" : $server

HOTIWARNIDORAT 1 IILEZ—ICE, server EVSHROT A X2 avasy), H27)L0O
TARYNADOT A X222 DOfER "Prod" TI,
Example: Match terms with AND (&&) and OR (||)

WIEREFAND (&84 ) BLRVOR( M[|l1 ) ZHEAL T, RHEZECAR—ARTY XKV
DARTANE—ZERTEET, KDXARNIVYTRATAIINE—TRE, AR NORAOEELN
ERROR (L5 —)&/zlk WARN (BHF)DEBXFHELTOT AR MRENETT,

[wl=ERROR || wl=%WARNS, w2]

OJAXRNDEZEALTXRNI D ADEZES TS

OJARYRNTROD D LEBEZLRRTBIANIIRATANE—ZERTELT, COEIZITD
FETRE, ROYZTIXNITRAT 4\ E2—2ERAL T, JSSONOTA R NOBEZX NI TR
ICRFET2HEZRLET,

{ $.latency = * } metricValue: $.latency

AJARNDEZRITIDANIIATAINEZ—2ERTBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZB&E £ J,
2. FTEF—arRq4r7T, OF, QTN —7 OIRIZERLET,

3. OJIN—TZzBRELFERKLET,

OJ L= 0EKFECZDOVWTIE., "Amazon Logs 1—%—7 4 R ® CloudWatch "%
TOJJWN—T7%EHT%1 22RLTLEEV, CloudWatch

4. [F7o232V] [XARNVIOATAINEZ—OER] OIEICEIRLET,

5. [Filter Pattern] (7 1 JLZ—/INXZ—2) I { $.1latency = * } EABL. [Next] (RN) ZiEIR
LET,

6. [Metric Name] (X RMU O AE)IC. "myMetricc EABLET,

7. [XRNUORE] I T$.1latencys EABLET,
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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8. [Default Value] (7 #JL MMB) IZ0 EAB L., [Next] (RAN) Zi&IRL T,

ENF0OTH2TE, TVAINNEZEEITZLZHBOLET. T7 I NMEZRE

&, F—A2O CloudWatch LIR— RN KV IEREICKY, FESOHBIARNIVIOAEZEHFTHD
%#B5< CloudWatch CENTEE T, CloudWatch &, XKRU O R{EZ 19T &IZ&ESTLTL

ﬁ_l\bi?o
9. [Create metricfilter] (X NU DA77 4 )L Z—DERK) ZBRLET,

BT XNIORAT7 1 )LE—k, & "latency" 2% 7))L IJSONOTA RV RNTREL. ¥

8 50 & X N1J 2 ZAD [myMetric] ICHITLET,

{
"latency": 50,
"requestType": "GET"

}

XNUDRAT 14 ILZ—DERK

UTOFERE, XRIVIRATALER—DERGTEERLTVET,

B

s OJJN=—"TDXNIIARAT7 1)L Z—DERK
« Bl OTARYNDAD B

« Pl EAOHBEOBENT TS

o Bl:HTTP 404 O—RZHV KT D

&

|: HTTP 4xx d—RZHD T B
o fl: Apache AN S5 71— )LRZMEBLTTAX 23 &E)HTS

OJTN—=7DOXKN)TAT 1)L 2—DERK

RAVKRHAVK DA RDOABDETRRENE A,
CloudWatch OV —J)LZERALTX RNV IAT 1 I R2—2ERTBICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE £ T,

OFYL—TOXNIIRTALE—EERT DI, ROFECHVET, XNUYTRG, F—&

ARNDIRT 1)L 2—DHEE
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2.

3
4.
5

10.

11.

12.

13.

FTEF—arRq2 T, OF, OFTIIL—7 OIEICERLET,
AJJ)L—70&aZ&ERLET,
[Actions], [XRUIRAT71ILZ—DEK] DIEIZERL FT,

[ZANE=NE=211C, 74NE—NE—=22AALET, FHIECOVTE, "XKRUIRA
7ANE— $TROVT23>T740NE—, 7Z4ALEZ—OTARVD, BLEFATT-ID

7ANEZ—NEZ—EX, 25RLTSEEV,

(A7) TANER—NE—2ETARNTBICE, [TAME=21IE,. NR—2ZTARNT
BI1DOFREREHOOTARINZADLET, BATARYNE1TET A XY RNTILH
ENfFHYET, TR, [ATARY XY =D RY VAOOTARY N 2XYB1-HICEA
ThET,

PRN] ZBIRL, XMV IRATAINE—DERZANLET,

XNV OAQOFHM T, XKNVOABEZE IC., XNJIAN DB E D CloudWatch B BIZE
NDBBEANLET, BRUZEENFELEEELAVEEE. [FEER] FBREATVER L ERE
BELET,

[ XRUTRAEBIIC, FLLWXRNUIADBRZADLKRT,
ARNVOGRATANE—TT7 4N E—AOF—D—ROEREKBZNTI NTBHERF. [XHD

DAEIIC ™1 EABLET, ChiZkY), F—D—RO12ZECOTARIKRIEIC, X
NUOZAN 1 FO8MLET,

Tk, $size BEDR =TI ZANLET, ChiCkY), size 714—=)ILRZELINTOO
TARBNIDOWVWT, size 71— RAOBUELE GFXNU D ANEMLET,

(FA7°232) [Unit] (BAL) T, XRMUJAIZEIETHENZBERLET, BENZEELAVES
&, Bk None ICSREEThE T,
(AT2I3NARNIVIDADIDOTFAXIAVOBHMERN—DBADLET, XKUIR
TANEZ—DNERTEIARNIDAICTAX AV REN)HTDE, TASDODXNIIADT
7)) NMEZIBETDEFTEEEA.

(@ Note

TAXYTAVE, JSON FEBAR—ARYPY ANV IRAT 1IN EZ—TDOHYR— K
ThET,

[Create metric filter] ( X KU VA7 1 )ILZ—DER) ZBIRLET, TETS—23RAUD5K
BMUEXRNVORTANEZ—2ROFBENTEEXT, [Logs] ZiBIRL, QT T I —T"%&

ATIN=TDOXRNIIRT 1IN 2—DHER 196
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RUET XNUITRT AN E—%2ERLIZOTTIL—T OB ZZRL, [XNVIRAT 1)L
22— 27 #BRLET,

Bl. ATARBNDATZ S

OUARYRDEZRIZITHRESDTINBEATR, BRELEOQOTOAR NEOATURT
T, BREIXRTOARIRNOAT R, TN=RE=h, EXOEZRUITOER. 50V
BIZXNJVIRTAILE—DEREBEDEREH)ET,

RO CLIOBITRE, EVWSXNUDTAT 14)LEZ— MyAppAccessCount A0 ' JL—7" MyApp/
access.log ICEAE h, BEIZEM[ EventCount |- CloudWatchX N 2 A ERE hET
MyNamespace, 7 1 LRk, IXTOOTAAR NIV TFOVIC—HL, XKNUORA%Z 19 D8EM
THBLSICREThTVET,

CloudWatch A2V —J)LZERALTX RNV IR 1)L EZ—ZEKT DI

https://console.aws.amazon.com/cloudwatch/ T CloudWatch AV —J)LZHEE T,
FTES =3 RAL2T, [Loggroups] (AT T I—7") ZiBIRL £,
OJJLN—708EZERLET,
Actions, [ XMV ITRTZ7 1 I RZ—DEK] ZERLET,
[7ALNEZ—NE—VBRCG[TANTBZOTF—ZOBR|FZEAOEXRICLET,
DRAN] Zi&IRL, [7 1)L X —F] IC EventCount EABLF T,
(XRNUDADFHM O [XNJOABEZE] I, "MyNameSpaces EAHNLET,
[X N AA]IC "MyAppEventCounty EAHLE T,
I XRNUORE] 1 THRCEZBALET., ik, FEOTARINOADNE1 T
2EZTENET,
CFT7ANLRNEIICO0OEADL, [RN] ZEBRLET., F7FIILNEZEETSE, AJAXRU B

ARELBVHETET - H/EETHh, TN FELZVCENHD, TS5OHBDXNUD
AZEBTEXRT,

1. [ XNVTRAT 1)L 2—DEK] 2BRLET,

© © N o 0o K~ 0D =

RN
o

ZEALTXNVIART 4L E—ZEKTSICIE AWS CLI
O R7O7RT, AOONY RZRITLET,

aws logs put-metric-filter \
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--log-group-name MyApp/access.log \

--filter-name EventCount \

--filter-pattern " " \

--metric-transformations \

metxricName=MyAppEventCount, metricNamespace=MyNamespace,metricValue=1,defaultValue=0

ARRNTF—RZEZBRWITBDET, COFHFHLLVRUD—ZTFTARNTEET, XRUITVRIZHKITEL
ET—3KRA 2 M RTENET MyAppAccessEventCount,

ZERALTARY NTF—RZRFBETSICIF AWS CLI
ONYRZAOY7RT, ROOAXV REZRFTLET,

aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \
timestamp=1394793518000, message="Test event 1" \
timestamp=1394793518000, message="Test event 2" \
timestamp=1394793528000, message="This message also contains an Error"

Pl: BADEREBENTNTS

OJARYNIBELS, ATVRULTHELZVEEBXYE—IHAEENATVET, BEORDEL
FRBIICOVWTHETT, P, BEDREICKRBTDE, IZ—HARELTOTT77AILICRER
TNBHEENBVET, IZ7—OENZERTDILHOONSOIVNIZEZRITITRHEN
HV)ERY,

ROBITE, Error EWVSBAZRETEZRIITTBIXRNIIRATAIINE—HFERENhET, R —
HFERE N, OJ 5 )L—7 MyApp/message.log IZBINE NEL =, CloudWatch Logs &, T 55—
EEULARY NZ EIZ, MyApp/message.log ErrorCount B HIZE M CloudWatch HAZALAX KUY
AL ™, DETTF—RRA N ERBELET, Error EVSBEEEZECAAR MFBEVEE, EO
FRTENhFEA, COF—AR% CloudWatch V=) TITZ 7T B EE G, LT ETDOHRTZ
FERALTSEZL,

XNDORT7 14 ) R2—"ERLES, CloudWatch AV —I)ILTAXRNUIORAERRTEEXT, RRT
BANYOAEBRTZEEIC, OTFTIN—TBE—BITBHDANIIABHEEEZEBRLET, 40
CDWTIE, FRAEBXANIJ D ADERTZEZSHBLTLSEETL,

CloudWatch AV —=J)LZ AL TX RNV IOAT 1\ EZ—%EKTBICIE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE&E £ 9,
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2. FTESF—232ARA2T, [Loggroups] (AT TIN—7") #BIRLET,

3. OJJIL—TnEaZBRLET,

4. [Fo232] [(XANIVORT4ILEZ—DOEK] OIEICERLET,

5 [Z4)LZ—NZ—2]1ICExxror EANLET,

® Note
[7ALZ=NEZ=V]DFXTOEBEBRBRANFEPNFARBENET,

6. (F723U)T7ANR—NE—2ETARNTRIE., [TAMNEZ=2]1IE, NE—=2OT AR
FERATZ 1 DREREROOTARYRNZAALET, [ATARYIMAYE=J]RY JADO
TARYNERXYD HICBITHIERE D O, FOTARVKNE1ITTUATHILEN S
WET,

7. RN ZEIRL, [ XNUORADE)HETIR—=DD [7 14 )LZ—F] I MyAppErrorCount & A
HLET,

8. [XMNUITADFHM O [XMUITALRZE[]IC, "MyNameSpaces EAHLET,
9. [ARNUSDRAZ]IC "ErrorCounty EABLET,

10. [ XRUDREIN 1 THDEZRFELET, cnllkY, TErrory ZETEOATAXRVBD
HoohE 128 ENET,

M. [TF7F)IRNEIC0OEADL, RN ZEIRLET,
12. [ XNV ORAT1IILER—0OER] ZBRLET,

BERALTXNVIORAT7 1)\ R2—%EKTSICIE AWS CLI
ONRZ7OV7RNT, ROOX REEZIFTLET,

aws logs put-metric-filter \
--log-group-name MyApp/message.log \
--filter-name MyAppErrorCount \
--filter-pattern 'Error' \
--metric-transformations \
metricName=ExrroxrCount, metricNamespace=MyNamespace,metricValue=1,defaultValue=0

XY t—2I2 TErrory ZECANRVRNERB/TBHET, COFHFLVRUS—ZTARNTEET,

ZERALTARY M 2RT\ETSICIE AWS CLI
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OV RZO7HRT, RO ARV RERFTLET. NE—VTRANFENMXENFXBENE
ER

aws logs put-log-events \

--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \

timestamp=1394793518000, message="This message contains an Erroxr" \
timestamp=1394793528000, message="This message also contains an Error"

Bl: HTTP 404 J—RZHDV> KT D

CloudWatch Logs Zf#fH 9% &. Apache H—/N—H HTTP 404 L AR AZBRITEHZE X >
JTEET, chld, BOASBA2ER—DOLARAOD—RTY, Y1 NOFHEENBHO
V—RAZRB DU SnBA > BEEZEBRIDLOICEZRZVITRBE N BYET, OJLI—K
HFEOTARN (A RN ICETRIROBERZEDRDICHREETNTVSHIETTT,

- EREODIPTRLA

« RFC 1413 1D

* Username

« BALARVT

c UOIARNFEBLICVIIANEEZYY—REZ7ORNTL

c DOTANIWTS HTTP LARAO—R

« UOTARNTEEENE/INA MK

BlIERDESICBZN)ET,

127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 404 2326

LTROBICRTEISIE, HTTP404 T —DRBEICARY M —BIBDRSCII—IINZEETER
EE

CloudWatch AV =)L EZFEALTAXRNIV VAT AN EZ—%2ERTBICIE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch 1>V —)L ZBH& £ 9,
2. FTES—232URA2T, [Loggroups] (AT TIN—7") #BIRLE T,
3. Actions, [XRNUIRAT7 1)L EZ—0OEK] ZiBIRLET,

Bl: HTTP 404 J—R&E NI NT D 200


https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch Logs d1—H¥—HA R

4. [Z14NEB—=INZ—21IZ1& [IP, UserInfo, User, Timestamp, RequestInfo,
StatusCode=404, Bytes] EABLET,

5. (FA72a ) TANEZ—NEZ—2BTARNTBICE, [TAMNNEZR—=211C, NE—=2OTARIC
FEATE 1 2FLREHOOTARNEZEAALET, [ATARYMXYE—D1RY ZAOO
TARNZXYZHICHTHFEAETIhDH, FOTARINE1TUATHRDILEND
WET,

DRAN] Zi8IRL., [7 1)L X —FA] IC HTTP404Errors EA DL E T,

[ XRD O ADOFM O [X KN ALZFIZME] -, MyNameSpace EABLET,

[X N2 AA]IC, ApacheNotFoundExrrorCount Z A WL £,

I XRVORE] 1 THRIZEZHRBLET, chilkV), B404T5—ARVYNDODATT B
1 F2BHEhET,

10. [T7#INE]ICOEADL, [RN] ZBIRLKXT,
M. [XRNUDTARAT 1L EZ—DHER] Z2BRLET.

© © N o

ZEALTXRNVIOART7 1)L E—Z4EKTSICIE AWS CLI
O R7O7 KT, ROONY RZRITLET,

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name HTTP404Exrroxrs \
--filter-pattern '[ip, id, user, timestamp, request, status_code=404, size]' \
--metric-transformations \
metricName=ApacheNotFoundErroxrCount, metricNamespace=MyNamespace,metricValue=1

COHITIE., AATENPEAIEIN,. —E5|AF. BLROXEN 404 DESB )T T I XFEHIFEH
TENRhTVWELE, CONEZ—2TR, OFARNEZEFEZZ) DI OTAR MY =D
LN —HITBDUENHYET,

describe-metric-filters AN REFERAL T, XNV ITRAT AN EZ—DERERIATEEXTT, COLD
BHANRRENET,

aws logs describe-metric-filters --log-group-name MyApp/access.log

{

"metricFilters": [

{
"filterName": "HTTP4@4Errors",
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"metricTransformations": [

{
"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"
}
1,
"creationTime": 1399277571078,
"filterPattern": "[ip, id, user, timestamp, request, status_code=404,
sizel"
}
]
}

CNTAR R EZVWK DA FETER/TEX T,

aws logs put-log-events \

--log-group-name MyApp/access.log --log-stream-name hostname \

--log-events \

timestamp=1394793518000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /
apache_pb.gif HTTP/1.0\" 404 2326" \

timestamp=1394793528000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /
apache_pb2.gif HTTP/1.0\" 200 2326"

chsOY FIIATARNEADLEETIC, CloudWatch IV —ILT EVWSFHDOX K~
1) O A% & L THYS T& £ 9 ApacheNotFoundErrorCount,

fBl: HTTP 4xx d— RZHI> NT D

BOFERUKSIC, VITH—ERAT7VERAOQJEEZX) I ULEY HTTP BZI—RLAXJL
BEZRVITBBEENHYVET, HlREFE, HTTP400 LRILDIS—IXNTEZZRUT TS
BETT, EFEL, TRTFROUER—2O—RICIDTFODHLWXRNUIRT I ER—EEEL
KIBVWHENHYET,

UToflk, T6Fl:HTTP 404 O—RZHT BT % OBIO Apache 7V EAOVERZFEAL
T, 72€AOTHS 400 LRILO HTTP O—RLARZAZEEX N ORAZERT D HEE R
LTWET,

CloudWatch A2V —J)LZERALTX RNV IR 1)L EZ—ZEKTBICE

1. hitps://console.aws.amazon.com/cloudwatch/ © CloudWatch >V —J)LZH&E ¥ 7,
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10.

11.
12.

FTES =232 RA2T, [Loggroups] (AT T IL—7") #BIRLF T,
Apache H—N—0OOJ I IL—T70OEEZERLET,
Actions, [XRNUOART7 1 I)LZ—DEK] ZiBIRLE I,

[74ILZ—=/NZ—=2]IC "[ip, id, user, timestamp, request, status_code=4*,
size], EAHDLET,

(A7232)TANE—NE—2ETARNTBICRE. [TAMNEZ=211C, N2—=2OTAKNE
ERATZ 1 DREBEHROOTARYRNZADLET, [ATARIMAYE—-J]RY VADO
TARY N 2XYP2HICTITHIERE D O, FOTARV NG 1TTUATHILEN S
WERY,

DRAN] &3&IRL, [7 1)L Z—FB]IC "THTTP4xxExxrors, EAHNLET,
(XRNUDADFM O [XNJ O ABHEZE] . "MyNameSpaces EAHNULET,
[ XNDORAAZ]IC, THTTP4xxErrors; EABLET,

I XRDOZRE]IZ T3 EABLET, ChickY, dx IT7—2ELEOATARINOHDTY
Nt 1280 EnET,

[Z7 4L NME] I T00 EABL. DRA] BBRUET,
[XRUSRT 4 LZ—DER] ZBRLET,

ZEALTXRNVIOARAT7 1)L E—ZEKTSICIE AWS CLI

AR R7O7KT, ROONY REERITLET,

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name HTTP4xxErrors \

--filter-pattern '[ip, id, user, timestamp, request, status_code=4*, size]' \
--metric-transformations \
metricName=HTTP4xxExrors,metricNamespace=MyNamespace,metricValue=1,defaultValue=0

put-event FOHL DXDT—R2FEALTZDIN—ILZTARTEXRT, BHOHOEZZITO
L=ILZHIBRL TVWABWEEE. 2 DODEBBIXRNIIRAZERLET,

127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /~test/ HTTP/1.1" 200 3
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
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127.0.0.1 - - [24/Sep/2013:11:51:34 -0700] "GET /~test/index.html HTTP/1.1" 200 3

Bl: Apache QTN ST 4 —=)LRZMHL TFA X232 %EV)HTB

AT RORDYIC, BRIOOTAR NADEZX NI VAEBICERBITZAIRICIDBZEN BV
F¥9. cOBITE. Apache VT T H—N—AEEL N/ NBEFFRT DX NI VA ZERT % H
HIL—ILDERFZEERLTVET,

COMBIL=ILE, QOTARIRNDTDO2DT71—I)LRE—BLET, XMV RER 7EBIC—H
LERN—9>0OETT, BIEIL—I)LO metricValue 71 —J)LRICHD T$71 ' N—DU > DSBT
9,

cOBITIE, ERTAANVIAICTAXAY AV EEYYTHIEEERLET,
CloudWatch A2V —)LZERALTX RNV IRAT7 1)L EZ—ZEKTBICE

1. hitps://console.aws.amazon.com/cloudwatch/ T CloudWatch AV —J)LZHE T,
2. FTES—232RA2T, [Loggroups] (AT TIN—7") #BIRLET,

3. Apache Y —N—0OJJII—70OHREZERLET,

4. Actions, [XNUIRAT7 4L EZ—DER] Zi8IRLET,
5

[Z74ILZ—=/NZ—2]1IC "[ip, id, user, timestamp, request, status_code,
size], EAHDLET,

6. (F723U)T7ANR—NE—2ETARNTRICE., [TAMNEZ=2]IE, NE—=2OTARC
FRATZ 1 DREFEROOTARYRNZADLET, [ATARIMAYE=J]1RY JADO
TARYNEZXYD HICBITHIERE D O, EOTARVKNE1ITUATHILEN S
WERY,

7. [RN]ZE8RLU, [714)LZ2—F]IC "sizes EABLET,

8. [ARNUIVADEM O [ANJIAZRZEM]IC, "MyNameSpace, EAHNLET, ChidFiL
WEBIZETH S =8, [FBRER] FBIREATVDCEEZBRELTLSEEL,

9. [XMUYUARA]IC, "BytesTransferreds EAHLET,

10. [ XMV O RME] I "$sizes EAHNLET,

11. [Unit] (BB4) T, [Bytes] (/N1 ~) ZBIRLET,

12. [Dimension Name] (74 X>> 3> &) T, IPEAALET,

13. [Dimension Value] (74 X2 3> 0OME) IZ, $ip EAH L. [Next] (RN) ZBIRL F T,
14, [ XKRUDRT7 1)L EZ—0OEK] 2ZBIRLET,
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ZEALTIOXRNIIRAT 1L E—%ERT SIZIE AWS CLI

OXRRZ7O7RT, ROONY REZEITLET,

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformations \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue="'$size’

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformations \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue='$size',unit=Bytes,dimensic

$ip}}’

(® Note
COONVRTR., COFRREFERALTEROTAX a2 EZBELET,

aws logs put-metric-filter \

--log-group-name my-log-group-name \

--filter-name my-filter-name \

--filter-pattern 'my-filter-pattern' \

--metric-transformations \
metxricName=my-metric-name,metricNamespace=my-metric-namespace,metricValue=my-
token,unit=unit,dimensions='{dimensionl=$dim,dimension2=$dim2,dim3=$dim3}"

put-log-event FH L TROTF—R2ZFEAL T, COIN—ILZTARNTEET, HOHOE=-ZV
DONL=IEEIBRLTVWEWVWEEE. 2 DDEBRDIANJIREERLET,

127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /~test/ HTTP/1.1" 200 3
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
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127.0.0.1 - - [24/Sep/2013:11:51:34 -0700] "GET /~test/index.html HTTP/1.1" 200 3

XNUDOARTANZ—D—ERT
099 L—7HOXRUIRT 1 LR E-—(ERTEET,
CloudWatch > Y —LEEALTX MU IRT AL E—E—BERT DI

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZB&E £ J,

2. FTES—232URA2T, [Loggroups] (AT TIN—7") #BIRLE T,

3. AVTIoIYRAOOATIIN—TDIART, [ XRUIRT4IILE-]15TT 1)L Z—¥H&FER
LET,

BTN —=7>7 42— BEICZOOJIL—TICEERTSNIEIXNTOXNITRT 1
LWE—HN—BERREINKT,

ZEALTXNVIART7 1) E—%—ERTTSICE AWS CLI
O R7O7 KT, ROONY RZRITLET,

aws logs describe-metric-filters --log-group-name MyApp/access.log

HOFlZRICRLUET,
{
"metricFilters": [
{
"filterName": "HTTP4Q4Errors",
"metricTransformations": [
{
"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"
}
1,
"creationTime": 1399277571078,
"filterPattern": "[ip, id, user, timestamp, request, status_code=404,
sizel"
}
]

ARNVIRT AN E—D—BERTR 206


https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch Logs d1—H¥—HA R

}

XRNVORT 1)L 2 —DHIBR
KUS—F, BHEFBTZOYY -7 TR NET,
CloudWatch > Y — L AL TX MU IRT 1 LE—ZHIBRT B ICE

1. https://console.aws.amazon.com/cloudwatch/ © CloudWatch A2V —J)LZH&E X7,

2. FTES—23RAT, [Loggroups] (AT T I—7) ZiBIRL £,

3. AVFTUIYRAUVD[ARNIIARATALNE-15T, O TIL—TDOXNIIRT 1)\ 2 —¥%
BRULET,

4. [ARNVORATAIINX—1EET, HERIZD7IILEZ—FB0RBICHZIFIYVIRY VRZFIC
LET, TND#%. [Delete] #:BIRL £,

5. BBERDBAYE—IHFRFENLES, [Delete] ERRLET,

ZEALTXRNIVIARAT7 1 I)LEZ—ZHIERT S ICIE AWS CLI
O R7O7 KT, AOONY REZRITLET,

aws logs delete-metric-filter --log-group-name MyApp/access.log \
--filter-name MyFilterName
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B7AOV72a2vEEALEOTTF—20OUTIILEA L
H

HTRAOVT7a>raERALT, CloudWatch OJASOOT AR NDUTILEZRA LT 4 —RICT
2t AL, Amazon Kinesis A ~1J—/A, Amazon Kinesis Data Firehose AN —A, FhkiEftn

AT LAND AWS Lambda H AR LB, 5, O—RBEEOMOTG—ERICEBETEET, OJ A
RYRNNFBES—ERIZEEENDE, base6d TTI—REN, gzip ERXTEHRMENET,

OJARYRNOHYTRAOVTS 3> zRARTHICIE. Kinesis FT—RARNU—LBE, ARV NER
FI2ZEIVV—REERLET, YTRIUT2 32714 )L2—&F, AWS UY—RICEBFEEISD
AJARYRNZETANRI TSR EHICERTRI74INE—NEZ—2E, —HITHO74KRMO
EEEICHIZRHMEERLET,

OJTN—T72&ll, RR2D2OYTRAVVT2aA2 TN E—2BEFTRENTEFRT,

(@ Note

EEET—EZANFAOY N THIAREBREITAREE T —ERABIZ (HTTP 5xx & &) & &
NDEBERITAEEIS—2ZIEL EH4E. CloudWatch Logs lx &K 24 BEEE 2 BHTL &
(3%£ 9. I5—7" AccessDeniedException X® X E D BRITFAIER IS —THDES.
CloudWatch Logs (& B#it{E Z &l & £ A ResourceNotFoundException,

CloudWatch A7 &, Y7 Ao 0772 a>oA0O07 4R NOEIEIZEIT S CloudWatch X MU 2 &
EERLET, EMICOVTIE., "CloudWatch X R U D AICELDEZR) T #5BLTLSEE
(AN

CloudWatch Logs Y 7 A2 U7 a>ra AL T, O F—R%ZEEVTILR A AT Amazon
OpenSearch Service 72 AR —ICARNI =0T 9B EETEERT, FMICOVT

l&. TAmazon OpenSearch Service A®M CloudWatch QY F—&2NDAKN)—325 , #83BL TL
EEL,

D e
A
. IE\

 CloudWatch Logs Y7 A2V 73> 714 )L 2—0EH
« VOAATHOMNOOATF—R2E2HY T AT a2 eEH_ETS
« RBELLEREDOLE
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B

BHTRAOVT2a> 74N R UTOF—EEZTHERENATVET,

log group name

H7 200723 74 ) 22BEMATAZO9)L—7, coOJdIN—7ICF7y7O—R&Eh
EIXTOOTARYNZGRYTRAOUT2a 740 E2—FEREh, 71I)ILE2—IC—H%T>
OJARYKNE, —BITBO00AMRINEZSETIRET—ERAICEBREELET,

TJANENE—=2

CloudWatch Logs A"&ATJ AR NDTF— X ZRINT B HFEDOESICRDFHBP L, EFEL AWS
DY —RAICBEENDIHABZHRIZDZ 74N RIITR, 71 LENZ—20BXOFMIZOV
Tk, "XRDVOGRTZANE—, BTROVT2a> 7 4)E—, 74)\NEZ—O0AXRVKN. &
FOTATT=IDTAINEZ—=NEZ—EX ) ZSRBLTLSEEL,

destination arn

BTAOV723>714—ROEFBHXRELTHERT S Kinesis *—X A KNI —LA, Kinesis Data
Firehose AN —LA, =& Lambda B8E® Amazon 1)V —AX—L (ARN),

role arn
BRULEBECT—REZBLEHICHELRT VA A Z CloudWatch Logs ICF53 % IAM

O—JL. CloudWatch O% (& Lambda B8 B&EO 7 VA0 RO—IILEBEHN SHKREBERT VLA
HFAzREBTES LS., COO—)LIE Lambda DEELICEMSEH Y EFLE A,

F4ANJE1I— 3

EEECOTTF—RZHMEIZIDICEAT S HZE. CDFEE. ElE Amazon Kinesis Data
Streams T9, F7#IIKNTIE, OVTF—2E. OTJARNI—=ALICE2>TIIN—TtehTVE
T SSICHMICOBITZIBETE, OJF— RIS FALICTIN—TILTDENTEEXT,

CloudWatch Logs Y7 AoV 72 a> 71 )L Z—0EH

BY7R0)72a>714)L2—&, Kinesis *—RANI)—LA, Lambda, F7 & Kinesis Data
Firechose THEATEEX T, YT ROV T3 T4 2—2NLTRHREY—ERICEEFEEhZOY
(&, baseb4 TIA—R&Eh, gzip EXTEMENET,

JANE—ENZ—VEXZERALTOJTF—22RRTEXRT,

B

i

ap
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« {5l 1: Kinesis F—RARV—LOHYTRAOVT a7 1)LE—

« fl2. ZERLEYTROVTS 327 14)LZ— AWS Lambda

« fl 3: Amazon Kinesis Data Firehose ZFRL Y7 ROV T3> 714 82—

f5l 1: Kinesis T—2ARNU—LOYTAoU7>a>rT74)L32—

ROBITE, YTAOVT72a>T74)L2—% AWS CloudTrall 1R RN 28O T I—7I1CE
EBREHET, 7ROV T2a> T714I)2—&k, TIl—K AWS | FRIABHRICK > TIThhicd
XNTOOJF7oT14ET14%&, T, EEENS Kinesis Data Streams D AN —AICEELET
RootAccess, CloudWatch 04| AWS CloudTrail 1 R R ZEXETBHEDOFM-DVWTIE, T
AWS CloudTrail 1—%—#4 R, @ CloudWatch " O A® CloudTrail 1 X N DIXE, Z2S8BL
TLEEL,

(® Note

ANU—LEERTRHIC, £EHTHOTF—20RY 1—LEHELET, CORYI—
LERBTREHIITHBI Y —RT ARNU—AZERTEILS IEELTLKEEV, AR
U—Al+9BS v —RABRWE, OYANU—LRRAOY NUYTEhES, ARNU—L4
R I—AFIRICETIEFHMEF. "04A—FEFHRE, 22RBLTIEEL,

AOY NUVTENEREYR. BA 24 BEBERTENET. 24 BEFrRBT2E. 4%
LERBEMEBEEhET,

ZOY KRUSTDOURTEBRTBICR. RORTY TRV ET,

« CloudWatch X NU OV RAZFERALTARNI—LZEZRVJLET, Chil
&V, AOY NI T EBEL, BDEICHOUTERERAETERT, fIAE.
DeliveryThrottlingX NU OV RAZFRAL T, F—RZH T AV VT 3a VREEXILE
%93 EEIC CloudWatch Logs A AOY N JEhEOJ AR NOBEBHTEE
T, EZRVIJOFMCDOVWTE., "CloudWatch XKRU D RAIZKDE_ZU T, %&
CBRIEEL,

+ Kinesis Data Streams D AR —AICGEFFIRFYNITAE—RZFEALET,
FUOFIVRE—RE, D—270—RHFEMELGEHENITSE, BIECT—o70—RICH
WLET, AFXRFYNTAE—ROFMICOVWTIE, TAVFIYRE—R
ZSRBRLTLSEETY,

+ Kinesis Data Streams D AN —ADBEE —H TS KSIC CloudWatch 7 A0 U7’
23T ANE—NEZ—"2BFRLET,. ANU—AILEETIT—EINZITEDEHE.
TANZ—HBAXENELTEIDN, TN EZ—FHB=2REITDISLEN HYVET,
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Kinesis —R ANV —LDOHT AV VT3> T 1)L R2EZERTSICIE

1. ROOX RZFEAL TEEE AN —LZERLET,

$ C:\> aws kinesis create-stream --stream-name "RootAccess" --shard-count 1

2. ANU—ALKN[TIOTATVIBBIETEHELSET (ChIF1~20-2 BT8R
HAH V) ET), XD Kinesis Data Streams describe-stream ¥ > R&EFH L
T. StreamDescription.StreamStatus 7’O/N7T 1 ZHETE X T, 512, BORAT Y T THE
[Z75% =%, StreamDescription.StreamARN {EZEZBHET,

aws kinesis describe-stream --stream-name "RootAccess"

HAOBERICRLET,

"StreamDescription": {
"StreamStatus": "ACTIVE",

"StreamName": "RootAccess",
"StreamARN": "arn:aws:kinesis:us-east-1:123456789012:stream/RootAccess",
"Shards": [

{

"ShardId": "shardId-000000000000",
"HashKeyRange": {

"EndingHashKey": "340282366920938463463374607431768211455",
"StartingHashKey": "0@"

1,

"SequenceNumberRange": {
"StartingSequenceNumber":
"49551135218688818456679503831981458784591352702181572610"

}

3. ANU—AITF—R2EZELSTVtAHFT% CloudWatch Logs 592 IAM O—)LZERL F
¥, £9. 774) (~/TrustPolicyForCWL-Kinesis.json & &) TEERI S —ZERT
PRENFHYVET, TFANITFT1REFEALTCOR) D —2ERLET, IAMO Y=
ZEALTRUD—ZERLBEVTSEED,
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CcORDD—IZIF, "TREAUVERE, OtF1UT1 LOBEEBLETZEHD
aws:SourceArn JO—NILEZHIAVTEFARF—HNEERTVET, FHHEICOVWTR. TE
ALLEREDORLE) Z2RLUTSEZW,

{
"Statement": {

"Effect": "Allow",

"Principal": { "Service": "logs.amazonaws.com" },

"Action": "sts:AssumeRole",

"Condition": {

"StringlLike": { "aws:SourceArn": "arn:aws:logs:region:123456789012:*" }
}
}

}

4. create-role ON RZFEAL, EEARV—T7 74 E2EELTIAMO—-I)LZERLET, &
DATY T TRHEICEDLED, BEn RoleAmEELEZHEHET,

aws iam create-role --role-name ClWLtoKinesisRole --assume-role-policy-document
file://~/TrustPolicyFoxrCWL-Kinesis.json

REEHDDFITY,

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
.
"Condition": {
"StringLike": {
"aws:SourceArn": { "arn:aws:logs:region:123456789012:*" }

I,
"RoleId": "AAOIIAH45@GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.4317",
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"RoleName": "CWLtoKinesisRole",
IIPathll: II/II,

"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisRole"

}

5. TOHEAHFR)—%ERL T, CloudWatch Logs "7 HI 2V NTRITTED T IO 3av%m
E&HELET, £9. 774J) (~/PermissionsForCWL-Kinesis.json % &) THERRKI > —
BERLET, TFANITFAREFERALTZOR) S —RERLET, IAM AV —)L%ZfE
ALULTRUD—ZERLBEVWTSEE,

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:123456789012:stream/RootAccess"
}
]
}

6. R®put-role-policy AN RZFERAL T, PV EAFARI D —Z0O—-)LICBEENSTET,

aws iam put-role-policy --role-name CWLtoKinesisRole --policy-name Permissions-
Policy-For-CWL --policy-document file://~/PermissionsForClWL-Kinesis.json

7. ANU—LKFTOT4TREICHEY, IM O—)ILZHERKL S, CloudWatch Logs 7 Ao
723 TANE—FERTEERT, YTRIVT>a> T 4RIk, BREhEZOTY
WN=TH15 ANI=LANDOVTILEZALOTF—RORNNIT<SICHBENET,

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RootAccess" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:kinesis:region:123456789012:stream/RootAccess" \
--role-arn "arn:aws:iam::123456789012:ro0le/CWLtoKinesisRole"

8. HTRVVTFT>a>vT74I)R2—%%ETHE, CloudWatch Logs &7 1 ILZ—NZ—2IC—F
THRINTCOZEOATAARIRNEARNI—ALAILEELET, cnpB8EFTVS Z &, Kinesis
TF—RARN)—LDv—RAFTL—ZEBE L. Kinesis *—XAKN!J)—L get-records AV~
REFEAL TV D2H O Kinesis T—RARNJ—ALALI—REZRB IS ETHERTERT,
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aws kinesis get-shard-iterator --stream-name RootAccess --shard-id
shardId-000000000000 --shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1IUoGHINP4m4NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+rMUiFq
+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShQuP™"

}

aws kinesis get-records --limit 10 --shard-iterator "AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub07nkly6CDxYR1UoGHINP4m4&NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+xMUiFq
+p4Cn3IgvqOb5dRAOYyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f+0IK8zM5My81ID
+g6rMo7UKWeI4+IWiK20ShOuP"

Kinesis 77— AN U —LNFT—RZBLEHZERT, COFVELZHEITSHEN HDHE
LhABLWRISEELTSEZL,

LO—ROBIHEECL AR ANRRENET, Kinesis T—RARNU—ALI—R®D F—X&
Bk, base64 TITI—RENTHY, gzip ERXTEHRENTVWET, raw F—2RIF, IY
VRIAUHDASROUNIX AN RZFEAL TRARNDENTEEXT,

echo -n "<Content of Data>" | base64 -d | zcat

base64 TTIA— RELVBRENET—ZE, XAOBEZFEALTISONELTT7F—X VY K
TNET,

"owner": "111111111111",
"logGroup": "CloudTrail/logs",
"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [
"Destination”
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
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{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
I
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
I
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}

]

FOF—RBEOEBERFRXOERYTT,
owner (ZF—7—)
RITAJT—XD AWS 7HT B ID,
logGroup
RaoxOJF—20007IL—7%4,
logStream

RITAOJTF—200OJ AN —LH,

subscriptionFilters

RO F—RE—BULEYTROVTSa>T1ILEEODU AN,
messageType
T—RXAYtE—2 &k, "DATA_MESSAGE" #Z AL £, CloudWatch Logs l&, EIZix

FEERIZBZEREAESIH ZEIETH-HIC. "CONTROL _MESSAGE. &4 7°® Kinesis
Data Streams L 1—R&ZHHTBD N HYET,
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logEvents

OJA4ARNLO—ROBEIELTRENZDEBREOOIFT—X, "d" 7ONT 1 &, &OY
ARV NO—FFBFTY,

Bl 2: #ERL T AO) > 3> 7 4)LX— AWS Lambda

COFITIE, OYJF—2% AWS Lambda BI#IZX{E 93 CloudWatch Logs 7 AoV 7> a>
T71NEZ—ZERLET,

@ Note

Lambda B ZER T EIIC, £RTHIO07F—FOAR) 1 —LZFELEFT, COR
)1—AZNBTEDIEAREERTDIELSICFELTLKEETY, BRICTOBAR) 1 —A
ArVe, QAN —ARAOY N T&ENET, Lambda OFEIFROEFMIC DV TIRE,
FAWS Lambda O #IfR, Z2ZRBL T<EEW,

Lambda OB 7ROV 723> 714 )2 =2ERTZICIE

1. AWS Lambda B8 ZERR L £ 9,

Lambda £TO—I)LZ €Y RTYTEATHBDEZMBLE T, FHIC OV TEF., AWS
Lambda #*ROY/N—HA4 RO "TATY 7 22: IAM O—JL (£T70-)) 2%ERT21 258U
TLEE L,

2. TFARNIF1R2—%2HE, LTFTOABT helloWorld.js EVSBEHND T 7 AL ZERL F
CB

var zlib = require('zlib');
exports.handler = function(input, context) {
var payload = Buffer.from(input.awslogs.data, 'base64');
zlib.gunzip(payload, function(e, result) {
if (e) {
context.fail(e);
} else {
result = JSON.parse(result.toString());
console.log("Event Data:", JSON.stringify(result, null, 2));
context.succeed();

}
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1)

};

3. helloWorld.js 77 1 )L Z#E#EL T helloWorld.zip L WS KB THREL X T,
4., ROOAXV REFEALET, O—J)LiE, RIOATY T TEEL 2 Lambda £1TO—IIL T,

aws lambda create-function \
--function-name helloworld \
--zip-file fileb://file-path/helloWorld.zip \
--role lambda-execution-role-arn \
--handler helloWorld.handler \
--runtime nodejsl2.x

5. B¥ERXRTIBT UV AHFAT% CloudWatch Logs I-fF5LET. AOIN REFEHALET,
TL—ARINA—RGEEOTHONIBEBRA, 7L—AKRILE—OJ7T7IN—7EoETSO
TJON—TICBEMAET,

aws lambda add-permission \
--function-name "helloworld" \
--statement-id "helloworld" \
--principal "logs.amazonaws.com" \
--action "lambda:InvokeFunction" \

--source-arn "arn:aws:logs:region:123456789123:1og-group:TestLambda:*" \
--source-account "123456789012"

6. ROOAXV RZFBALTHTRIVT2a>T 1N BZERLET, TL—AKRILIA—=THO>
NEBBOTAHVYNIBERR, T7L—AFRINE—O77IN-T73oBT2O077IL-TICE
EMAET,

aws logs put-subscription-filter \
--log-group-name myLogGroup \
--filter-name demo \
--filter-pattern "" \

--destination-arn arn:aws:lambda:region:123456789123:function:helloworld

7. (F72aNHTLOOTARYNEEALTTARNLET, O RZOV7RNT, RO
NV RERFTLET, chilkY), YTRIFATUEARN)—ALCEMAOT XY -2 &)X
BEhFxRT,

Lambda BB O H H =R TS (C (k. Lambda BBEICEE L T, /aws/lambda/helloworld (Z & %
HhESRBLET,
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aws logs put-log-events --log-group-name mylLogGroup --log-stream-name streaml --
log-events "[{\"timestamp\":<CURRENT TIMESTAMP MILLIS> , \"message\": \"Simple
Lambda Test\"}]"

Lambda DESIZELL AR ANKRRENETT, Lambda L I— R D [Data]

(F—2&) B, base64 TTA—RENTHY), gzip EXTERBE ATV

£9, Lambda "Z([TEBEBORAO—KRIF, { "awslogs": {"data":
"BASE64ENCODED_GZIP_COMPRESSED_DATA"} } KKV ET, raw F—X &k, OX >
RSAUHASKROUNIX AN REFEALTHAND CENTEET,

echo -n "<BASEG64ENCODED_GZIP_COMPRESSED_DATA>" | base64 -d | zcat

basebd TFIA— RBLVBRE NETF—KE, AOBEEFALTISON ELTT7F—T Y ~
TnET,

"owner": "123456789012",
"logGroup": "CloudTrail",
"logStream": "123456789012_CloudTrail_us-east-1",
"subscriptionFilters": [
"Destination”
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
},
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
},
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
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"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}
]

FOF—R2BEOEBERFIRODEHY T,
owner (FF—7—)

RITROTTF—32D AWS PHI>2 K ID,
logGroup
RO F—20077IL—7%4,
logStream
ROV TF—2007ARN)—LH,
subscriptionFilters
ROROTF—RE—BULEYTRAOUT2a>T1IILREOY AN,
messageType
T—RZXYt—2 1k, "DATA_MESSAGE" #Z AL ¥J, CloudWatch Logs k. EIZix

BEICEEZETEN, ESH EZRFETS1-HIC. "CONTROL_MESSAGE, %4 7'M Lambda L
O—REZHATBIIENDBYET,

logEvents

OJAXRYMLO—ROBIIELTRENBEROOTT—X, "d" 7AONT (&, &£0OJ
’f’\') I\w—iéﬁ}nﬁ]%??o

5] 3: Amazon Kinesis Data Firehose ZFERL =Y 7 AoV T3> 714)
f;.__

COBITRE, ERBLETZ7AIILER—IZ—HTSHZE0OT 14X M%E Amazon Kinesis Data Firehose
FEAN)—AIZEE TS CloudWatch Logs Y7 A9 V72 a>#ERLET, CloudWatch Logs A
5 Amazon Kinesis Data Firehose IZIAfEE BT —&E. T TIC gzip LRIV 6 EETEME ATV
% 1z%. Kinesis Data Firehose BIfE AN —ANTEMZEFEATEIHEREH ) EE A,
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® Note

Kinesis Data Firehose AN —AZERTHHIIC, EXTHIOTF—2DR) 1 —L%ZFE
LET, CORI—LZNIEBTES Kinesis Data Firehose AN —ALAZERTD K5 IC
ABELTLKEEVY, ANU—ANZOR) I —LAZRBTELZWVES, OJARNI—ARA
Oy K >J&EhET, Kinesis Data Firehose AR —AR 1 —LADOFIREEFOFMIC D
WT . Amazon Kinesis Data Firehose D F— 2 #lfR &2 ZS B & L\,

Kinesis Data Firehose DY 7 AU 723> 74 )22 ERTDICIE

1. Amazon Simple Storage Service (Amazon S3) /N7 Y N &/EK L £, CloudWatch Logs EH
WCHERENENTY N2FERATRL2BE8OLET, L, BFONTY NEFERATREHE
. ATV T 2ICHEXRET,

ROANY RZRITLET, J7L—AKRILE—D—232@, ERATZDZV-—2aVICEEBRAE
ER

aws s3api create-bucket --bucket my-bucket --create-bucket-configuration
LocationConstraint=region

H OBl ZRICRLUET,

{
"Location": "/my-bucket"

}

2. Amazon S3 /NN VY NMZF—R%ZEL T Ut AR % Amazon Kinesis Data Firehose ICfHt 5T %
IAM O—J)LZ4ERL FT,

FMIC DWW TIE. TAmazon Kinesis Data Firehose XA Y /N\—7 4 R4 @ "Controlling

Access with Amazon Kinesis Data Firehose; (Amazon Kinesis Data Firehose IC&2T7 7 2A®D
) 2B LT EEL,

£, TFARNIFTARZFEALT, ROLSICTFAI ~/
TrustPolicyForFirehose.json TEERU I —ZERLET,

{
"Statement": {
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"Effect": "Allow",
"Principal": { "Service": "firehose.amazonaws.com" },
"Action": "sts:AssumeRole"

}

3. create-role N> RZEFERAL, EEARVS—T7 74N E2HELTIAMO-I)LZERLET, &
DATY T TRHEICED LD, BEn/- RoleAmnm BEZEZZHEHET,

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForFirehose.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"

1,

"RoleId": "AAOIIAH450GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z",
"RoleName": "FirehosetoS3Role",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:role/FirehosetoS3Role"

4. 1ERAKR>—&MERL, Kinesis Data Firehose "7 HO NTERITTEDTVaVEEHL
F£F9, 9. TFANIF12EFEALT7 714)l ~/PermissionsForFirehose.json T
BRARVS—ZERLET,

"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
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"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject" 1,

"Resource": [
"arn:aws:s3:::my-bucket",
"arn:aws:s3:::my-bucket/*" ]

}
]
}

5. RO put-role-policy AN > RZFEAL T, POV EAFARI S —2O0—-)LICEAERITET,

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name Permissions-
Policy-For-Firehose --policy-document file://~/PermissionsForFirehose.json

6. RDKLDIZ. E{E S Kinesis Data Firehose EEA RN —L%ZERL EF . RoleARN &
BucketARN O 7L —ARIA —E%, EFLEO—ILBLTENTY NARN ICBE#ZET,

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
'{"RoleARN": "arn:aws:iam::123456789012:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::my-bucket"}'

Kinesis Data Firehose l&. Amazon S3 77 I U NCR#HE il YYYY/MM/DD/HH UTC RS
ERXZTL 74V OATEHNICERATAIRICERELTLKEEV, BEAEXTL 714 Y 0 ADH]
o, BIOTLIAYIREEETEET, TLTAVIADREN 74 T—RAS Y 1 ()
NZEF. Amazon S3NT Y RAD 7 A I)LFELTRRENET,

7. ARNV=LHFTIOTATILBIETHEESET (CNIZEEBDH D D ATREHEN
& ') £ 7). Kinesis Data Firehose describe-delivery-stream N> RZFEAL
T. DeliveryStreamDescription.DeliveryStreamStatus 7’O/N\7 1 ZHRETE X T, = 5IC, &
NDATY T THEICKES 8, DeliveryStreamDescription.DeliveryStreamARN {EZ £ & B & &
C

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"
{
"DeliveryStreamDescription": {
"HasMoreDestinations": false,
"VersionId": "1",
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"CreateTimestamp": 1446075815.822,

"DeliveryStreamARN": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-delivery-stream",

"DeliveryStreamStatus": "ACTIVE",

"DeliveryStreamName": "my-delivery-stream",
"Destinations": [
{

"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"

}I

"RoleARN": "delivery-stream-role",

"BucketARN": "arn:aws:s3:::my-bucket",

"BufferingHints": {
"IntervalInSeconds": 300,
"SizeInMBs": 5

8. Kinesis Data Firehose BMfE AN —AICTF—RZEL T Uz AFF A Z CloudWatch Logs
5T IAMO—-)LZERLET. £, TFANIFIREZFALTTI7AIL ~/
TrustPolicyForCWL.json TEERU—ZHERLET,

CcORID—ICE, TRELLERE, OF21UT1 LOBEBEZHLETZLHD
aws:SourceArn JO—NILEZBIAVTEFARF—NEEATVET, FHEHICOVWTE. TE
ALUEREORLE, Z5BLTEEL,

"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
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}

9. create-role N> REFEHAL., GRS —T7 74 ) EZEELTIAMO—-I)ILZERLET, &
DATY T TRHEICED LD, BEni- RoleAmEZEZHEHET,

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-role-policy-document file://~/TrustPolicyFoxrCWL.json

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
},
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
}
}
}
b
"RoleId": "AAOIIAH450GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z2",
"RoleName": "CWLtoKinesisFirehoseRole",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"
}
}

10. 7O EAHFAURIS —%ZERL T, CloudWatch Logs " 7P HO > NTRITTEDT Y
2aAVEEELET, 9, TFANIF1XZFERALTHERKRIS =T 74) (Hl: ~/
PermissionsForCWL.json) Z¥EK L £,

"Statement": [

{
"Effect":"Allow",
"Action":["firehose:PutRecord"],
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"Resource": [

"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-
name"]

}

1. AN REFEAL T, POV EAFARD D —2O—)LICEENTFET put-role-policy.

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-
name Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

12. Amazon Kinesis Data Firehose BfE A N —ANT VT « 7THREE VY, IAM O—)LZERKL
=5, CloudWatchLogs Y7 A2 U7 a> 7 42— EKTEET, YT AOIVT 3>
TALRICKY), BREN O T I—7H 5 Amazon Kinesis Data Firehose E{EA RN — A
ANOVTILEALOQTF—RORNN T<ICHBEIRET,

aws logs put-subscription-filter \
--log-group-name "CloudTrail" \
--filter-name "Destination" \
--filter-pattern "{$.userIdentity.type = Root}" \

--destination-arn "arn:aws:firehose:region:123456789012:deliverystream/my-
delivery-stream" \

--role-arn "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"

13. Y7 ROV F7>a>T74)2—%E&ETHE., CloudWatch Logs l&7 1 LR —/NZ—2IZ—
HITB2INTOEEOY 1R N% Amazon Kinesis Data Firehose BLE AN —AIZERIEL
% 9. Amazon Kinesis Data Firehose BIfE AN —AIZREREET M -KE/NY 7 7ERICEIV
T. Amazon S3 ICTF—ZNRRENDELDIZHEYET, T AEEIZBITS L. Amazon S3
NTYREFIVILTTF—REHATEET,

aws s3api list-objects --bucket 'my-bucket' --prefix 'firehose/'
{
"Contents": [
{

"LastModified": "2015-10-29T00:01:25.000Z",

"ETag": "\"al4589f8897f4089d3264d9e2d1f1610\"",

"StorageClass": "STANDARD",

"Key": "firehose/2015/10/29/00/my-delivery-stream-2015-10-29-00-01-21-
al88030a-62d2-49e6-b7c2-bl1fla7ba250",

"Owner": {

"DisplayName": "cloudwatch-logs",
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"ID": "lec9cf700ef6bed62b19584e@b7d84ecc19237f87b5"
.
"Size": 593
.
{
"LastModified": "2015-10-29T00:35:41.000Z",
"ETag": "\"a7035b65872bb2161388ffb63ddlaec5\"",
"StorageClass": "STANDARD",
"Key": "firehose/2015/10/29/00/my-delivery-
stream-2015-10-29-00-35-40-7cc92023-7e66-49bc-9fd4-fc9819cc8ed3",
"Owner": {
"DisplayName": "cloudwatch-logs",
"ID": "lec9cf700ef6bed62b19584e@b7d84ecc19237f87b6"

},
"Size": 5752

aws s3api get-object --bucket 'my-bucket' --key 'firehose/2015/10/29/00/my-
delivery-stream-2015-10-29-00-01-21-a188030a-62d2-49e6-b7c2-b11fla7ba250"
testfile.gz

{
"AcceptRanges": "bytes",
"ContentType": "application/octet-stream",
"LastModified": "Thu, 29 Oct 2015 00:07:06 GMT",
"ContentLength": 593,
"Metadata": {}

}

Simple Storage Service (Amazon S3) #72 TV ROF—R &, gzip ERTEMENE T, raw
F—RE, DXV RSAUASROUNIX IN REFEAL THARDENTEET,

zcat testfile.gz

JOARATADYNOOVTF—2ZHTAOVTI a2 EHETS

Ao AWS 7HO U NOREBEHEEWH DL T, Amazon Kinesis & /=1 Amazon Kinesis Data Firehose
ARN)—=LBED AWS VY —ATOTARNEZETERT (ChEIJOATHI N TF—2H
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BEHEFNET ), HIZE, COOTARNTF—R2ZEREBRO Kinesis T—RX AN —AF
7z [& Kinesis Data Firehose AN —AN SFRAEY), DAZLRBR SN ZRITITD_ENTER
T DAZRLNEBIE, ZBOT A MBALTF—RZ2oNTIHEEICEICERNTT,

EEARE, BRILHOBEREFIVTATIL—THITILEALTRATEIREREGZRETD
EOIT—RE25MIBELET, COBE. 2HOLBEOTHINOT7IFL—>3arEn:
ABRBOJTZHPRUEBOLEHIZNETDCEICEL2T, CNSOTHIVNOEEERTSENTE
BT, cNSIRXTOTHIVRDARYRNTF=EOUTILEALANI—LR, TEZTILULIE#E
(2. Kinesis *—Z2ANU—LZFEALTTF—RZREOEFIUTA TN ATLICTRY FTE
PEBEFIVTATIL-TCBETEEXT,

NEY D
o Kinesis T—RXARNU—LZFERALEOVOAT A NOJF—2HEF
 Kinesis Data Firehose ZFAL VO AT7AHD > NOATF—2HF

Kinesis T—2 AN —LZFEALEIVORATHONOTF—2HE

VAARATHIOU RN TROVTS 3V 2ERTBDEEIL, B—OT7 AV MNELRBEBZEAFEEL
TEETEET, HBZEELILSEE. COFRICKLVEBRNOINTOT AT NFLY—N=T
ATV KNIOVZEETERLSICBYET,

EROT ATV RNTOYF—RE/ETHIE, OFF—ROREELSEEERIYTHLEN B )
=7,

s OJF—2DEEE —ZEENSEEABRENMBL., BEELLEBECOTAXRY NEEET
BEFHN TE I &% CloudWatch Logs ICBHILET, cOEI>a>OKYOFIETE. OY
TF—ROEEBICRZED AWS 7HIY RBE S 111111111111 FRRENE T,

1 DDEBTEROTHIONZEZ 1 DOZEFEETHO MO ZEETHESE. HERNO TN
TOTHIVNIRUTEEETHINCOTREZEITA T IV AT T Z2RETI RIS —%E
RTBDENTEXT, 5lEHKE, REBTHIVRNIEICBROYT ROV T3> T74)L 32—
ERETIVLENfHVYET,

- OJF—Z2NDZIEHE — Kinesis Data Streams AN —ALAZ D7 EIIILTBDEELREZREL. ZE
ENOTF—2%2ZEL W &% CloudWatch Logs ICBHILE T, Cn&, ZEHEFEESOE
ERICEIZBHREREEZELHBELET, COEIZIVORYDFIETR, OFF—20ZESE
[CZRZEM AWS AT MFES 999999999999 AR RE N E T,
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VOAATHIRI—Y—H50OTARNOZELZRBIZICEK. ETOTTF—20OZEEN
CloudWatch O NDEE X EZER L FT, BFEBEAEFUTOF—EXTEREIATVET,

EEXR

ER T DEELEDRHE

2—4v N ARN
HTRAO)T23a> T4 —ROBEEXELTHERATE Y —AD Amazon AWS Y —RAZR—LA
(ARN),

O—J)L® ARN

BRUEANI=AICT—RZEL EOICHERT U AFFA%Z CloudWatch Logs ICF5T %
AWS Identity and Access Management (IAM) O—JL,

TORARY S —

EERICEERALIENHFTENTVRZ—EOI—H—ZEEITSZIAMARUZ—RFIXTH
(IAM RV —BXZFEAL TERBRENIZISONFERDORFIX M),

OJJN—7EEEXREERIU AWS V=23 ICH2BBAHYET, L, EEEN BT AWS
DY—AR, BIOV—23 VI ICBEBITRDCENTEET, ROV Ia>OfTE, V—2avEE
DY —ARFITXNTKERE (N—2 ZF4EB) THERENET,

NEY D

c FILWOORTAHDI RN YT ROVT 3V ORRE

s BBEQVORTHIRNYTROUT 3V OEH

MLWIOORTADYRNYTAOVT a2 0ORE
ROEVZIVOFIRCH>T, HLWIORTATY ROTHT ROV TSIV ERELET,

REY D

c ATV T 1. A EXREERTD

s ATV Z 2. IAMO—ZERTS fEBZEFEAL TLVRBEENDH)

c ATV 3 VOARTHIVREED IAM 7V AT ZEBI/AREET D
c ATV 4 HTROVTS 3TN E—%ERTD

« OJ ARV NOREERET
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« FUBALDEREOX NV TZEE

ATY7T 1 EEREERTS

/A Important
COFIEOATY 7R, OJTF—EOZMATHI NTIHONET,

COBITR, OJF—ZOZFEETHVMO AWS PAH 2 M ID [ 999999999999 ¢, O 7—
ZOFEFEEAWS THUNID K 111111111111 TT,

COfITIE, &WS Kinesis Data Streams A k1) — /A & RecipientStream, CloudWatch Logs A"
F—REEEACEETMRICTRIO-LEZEAL TEBEZERLET,

EEENMMERENSD E, CloudWatch Logs BZEBETHI MR D TEBEICTAMXY £—
SERBELET, YTROVT2aVTANE—NETTIOT147IC%%%E, CloudWatch Logs &
V—ATHAO MR >TATAR N ZEFBEICEFELET .

EEXZERTDICE

1. BEBT7HOVKDS, Kinesis T—RARNV—ATEEFEAN)—LZERLET, IV R
J7O7KRT, ROKDIZAHLET,

aws kinesis create-stream --stream-name "RecipientStream" --shard-count 1

2. ARNV—=LANFTOT4TIC5BETHESET, aws kinesis describe-stream X >
R%Z#EHL T, StreamDescription.StreamStatus 7’O/\T 1 2B TEE T, &5
=, StreamDescription.StreamARN {E (&% T CloudWatch Logs ICBE 2 -8, EEBHTH
EET,

aws kinesis describe-stream --stream-name "RecipientStream"
{
"StreamDescription": {
"StreamStatus": "ACTIVE",

"StreamName": "RecipientStream",
"StreamARN": "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream",
"Shards": [

{

"ShardId": "shardId-000000000000",
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"HashKeyRange": {
"EndingHashKey": "34028236692093846346337460743176EXAMPLE",
"StartingHashKey": "0@"
I
"SequenceNumberRange": {
"StartingSequenceNumber":
"4955113521868881845667950383198145878459135270218EXAMPLE"
}
}
]
}
}

ANV=LEFTIOTATRETRRENDETIC1~29D0 DB HEN HBYVET,

3. ARNU—AIF—Z2EELK TV tEAZFT% CloudWatch Logs [CfF5F 2 IAM O—)LZEKL F
¥, £9. 774l ~TrustPolicyForCWL.json ([CEFR) S —ZERTRDUVENHVET, C
DRV —DERICETFARNIF42Z2FALET, IAMOV—ILBEFEALBEVWTEE
(A1

cDRID—ICIE, "TBEALERE, OotEF1)FT04 LOBEZFHLETEEHD
sourceAccountId AEEE i aws:SourceArn JO—NIEHEITHFARNF—HFEEHL
TVWET, RIOFVOCHELTY—ATAHTNID ATHEZFEE, EETTARN 71 —)L RIC
EEXARN ZIEETR L Z2HHOLET, BEOHVUEHL TR, *Ex ARN 2, RYIOM
UHUTHEBLEEEOEET ARN ICRETRIHENHYET, SFACO VTR, TEELLE
REOFIE, ZSZRLUTLSEZY,

"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
},
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

}
+

"Action": "sts:AssumeRole"
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}

}

4. awsiam create-role N> REFERAL T, EEARVI—T 74N EIEETS IAM O—I)LZERK
LET, BE i Role.Arn B & T CloudWatch Logs ICEEE D oo, EESBHTHEE
9,

aws iam create-role \
--role-name CWLtoKinesisRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Condition": {
"StringLike": {

"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

]

}
.
"Principal": {
"Service": "logs.amazonaws.com"
}
}
},
"RoleId": "AAOIIAH45QGAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.4317",
"RoleName": "CWLtoKinesisRole",
"Path": "/",
"Arn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole"
}
}

5. TOHRAFAR) —%ERL T, CloudWatch Logs "7 HI 2V NTRITTED 7O 3av%m
EEZLET, 9, TFANIF1RXZ2FEAL T, 77 1)L ~/PermissionsForCWL.json ([Z7 &
EAFARIS —ZERLET,
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"Statement": [

{

"Effect": "Allow",

"Action": "kinesis:PutRecord",

"Resource": "arn:aws:kinesis:region:999999999999:stream/RecipientStream"
}

6. aws iam put-role-policy AN RZFEAL T, POV EAFIR) > —Z2O—)LICEEFTET,

aws iam put-role-policy \
--role-name CWLtoKinesisRole \
--policy-name Permissions-Policy-For-CWL \
--policy-document file://~/PermissionsFoxrCWL.json

7. ARNU—LNTOT 14 TREICKEY), IAMO—)LZ/ERL =S, CloudWatch Y DiXEx%
ERTEEXT,

a. COATYTTR, PUVRARVD—EEEEGBEESHsSNELA,. EEEDIERETT
TR 2DDATY T EBATSBENHYVETHN, CORTYTRERETORINOATY ST
T, R4 O— RTiRDestinationArnE s ZZ2EZHET,

aws logs put-destination \
--destination-name "testDestination" \
--target-arn "arn:aws:kinesis:region:999999999999:stream/RecipientStream" \
--role-arn "arn:aws:iam: :999999999999:role/CWLtoKinesisRole"

{

"DestinationName" : "testDestination",

"RoleArn" : "arn:aws:iam::999999999999:role/CWLtoKinesisRole",

"DestinationArn" : "arn:aws:logs:us-
east-1:999999999999:destination:testDestination",

"TargetArn" : "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream"
}

b. ATY 7 7aNETLES, OJF—ZOEWMATHIRNT, POERARIZ —
ZEEEICEENTERT. CORVI—T, OJZEETIHENf HVET :
PutSubscriptionFilter 72> 3> &, RERICTIVERTZEHOT IV AHF T EZEEAT
HoVNIHELET,
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CORDD—IF, OJEZEEITDAWS THIVNCT OV EAFAEZFELET, RUI—
DHTHROT NI RNE1DEFEELTELRVTTN, EEET7 LT MNFEBO X

UIN—DEDTHZIHEEREBMID ZEETILETEET, COLDIC, RUT—% 1
D2ERTHETT, 1 DOBEBROEBROT OO NN EGBETHONCOTZIAETE
BEROICEBETEET,

THFARNIF 4 R2EHEHAL T ~/AccessPolicy.json EVSBEIDT7 7 A )L ZERL. K
TOWTIhADRID—AT—MXMEFEALET,

CORAOHIOR)>—TlF, BRI T 0-1234567890 £LVS ID ZF2IXTOT HY
VR, BEETHONIOTZEETAEZFALET,

{
"Version" : "2012-10-17",
"Statement" : [
{

"Sid" . "",
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]
}

ROBITE, QOFF—2OREETHIN (1M AATF—2OZEETHY
DNCOJBREETEDELSICLET,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
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"Principal" : {
"AWS" . "111111111111"
},
"Action" : "logs:PutSubscriptionFilter",
"Resource" :
"arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}

c. BIDATYTTHRLIERIS—ZRERECHAILET,

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/AccessPolicy.json

COTIEARID—IZ&Y, D111 O AWS PHDO MO 1—H—

l&. PutSubscriptionFilterARN arn:aws:logs:region ::destination:testDestination & & DX {5
FICHLT EFTFHETENTEET, 999999999999 testDestination 1D 1 —H'—A"C

M 3IA{E 5t PutSubscriptionFilter oL T 2R UOHZES> T3 L, EHFENET,

TOEARID—ICBSLEDLETI—H—0ERZRIETSICE. "IAM 1—H—H4
K1 @ TUsing Policy Validatory (Policy Validator ®fEF) 258 L T & L\,

ETLES, JOARTHDIY NOT U 2AFFH AWS Organizations I Z2FEAL TVWSHEIE. .
DFB/ICHVETATY 7 2. IAMO—)LZERTS HBEFERALTVREE0H), ABEEAE
FICHBOTHINIEET IV EAFTZRETZEER. TOATYTZRIEFLT "AT7vY 7 4
YTA0)T72a 74 E2—%ERTDL ICEXRET,

ATY 7 2 IAMO—-)LZEKTS EBEFEAL TVEHEEDOH)

HOEo>3a> T TFThHIN 111111111111 ICEET 9L AHFA 25T O TEERL, THD
M 111111111111 AR IHEBET O EAF I ENETBIT IO EARIV —2FEATHIEICK
WAEREERLELBAR. COEIVIAVORTYTERITLET., ThUAOBEER, TATY
T4 B TA0)T2a 074N E—ERTD ICERET,

COEIVDIVOARATY TR, IAMO=)LZERLET, coO-I)ik, EEET7HIRNIZ
BEOREEEICRLTHTAIV T3V TAINE—ERTRDT IV CAFAN 2L ESH &5|E
= (T THEE CloudWatch T&E £ 9,
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COEOTIAVOFEKE, REETHI RN TEITLTLEETY, O—ILEEEBET7HI > MNIEFE
TRIMENHY), COO-ILDODARNREHTRIVT>a> T4 ) EZ—TEELET., CcOHITE,
BEETHDMNE 111111111111 T,

AWS OrganizationsZ AL TIOATHD NOOF BT ROV T a vV ICH4BER IAMO—)L %
ERT DA%

1. UTOEERIS—EERL, /TrustPolicyForCWLSubscriptionFilter.json &WS
BEHOTFARNTI7ANIRELET, CORVI—DERICETFANITA XZFEALE
T, IAMOV—)LREFEALBEVWTEZV,

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

2. CORD—ZFEATS IAMO—I)LZERLET, FEEOIN RAFIRT Arn ©
BERREFEXEICKRD LD, EEEHTHEET, COFITR., EXTHO-ILIC
CWLtoSubscriptionFilterRole EWS BZHIZITE T,

aws iam create-role \
--role-name CWLtoSubscriptionFilterRole \
--assume-role-policy-document file://~/
TrustPolicyForCWLSubscriptionFilter.json

3. CloudWatch Logs "7 A R TRITTERZTFIVAVEERT DT IV LAHFARIS —% 4k
KLUET,

a. Y, TFAMNIFqRZ2FEALT, ~/
PermissionsForCWLSubscriptionFilter.json EWSBEIO T ZAIIIZATOKS
BT OEAHFAR) D —2EHKLET,

"Statement": [

{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
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"Resource": "arn:aws:logs:region:111111111111:10g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}
]
}

b. XOIANYRZANLT, EREERLETIOEAHFARIS —%, ATV T 2 THERL
EAO—-ILICBEENTERT,

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

BTUES, "TATY 74 HTAOVT2a2V T AI)NE—%ERTE) ICERET,

ATYZ 3 VOAATHIY REBED IAM 7 I AFAZEN/IRILT S

AWS JOART AT NRUD—OFMEOD Y VIc&kBdE, VARATHIRNIVY—=A (BTAIL

723> 7142 —0EEXRE L TEAE 5 Kinesis £z (& Kinesis Data Firehose A M) — A7

EVICTOEARATSICEK, VAATHIVROEEXRVYVY—ANOBRROBT IO A ZREBTSZ T A
FUOTATAR=ADRI—DNREETHINMIYBETT, RV —OFHAREBOFM-COWVWT

&, "OJO0AT7HIO R —0FiiHwE, 25RBLTLEEL,

IDR—=RADRIS—F, YTROV T3> T 1)L EZ—0OERICEALTVSD IAMO—-)LELE
IAMA—H—ICTRYFTEET, BETHIRNIZORIS—HNEETIHENFHVET. B
BEO-I)NEZERALTHYTRAOUT23a> 7142 EZERLTVRHERE. CORTYTEZRAFY S
LCTATY T 4B TAOVT3TAINEZ—%ERTD ICEATIEEL,

VAATADVNCBERIAM T VEAFAZEMRZBFRIALT S ICE

1. ROOAXRZAALT, AWSOJIOAX Y ROEFTICEAETATVS IAMO—ILELZE IAM
l_ﬁ_EEE?Ul/gsjo

aws sts get-caller-identity

COOXVRIZEKY, LTORSBHANFBRENET,

{
"UserId": "User ID",
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"Account": "sending account id",
"Arn": "arn:aws:sending account id:role/user:RoleName/UserName"

}

RoleName £7=ld TREhDEEZEEEZEHETUserName,

2. EERIT AT M AWS Management Console T Y442 L, ATY 71 TAHLEDOX
YROEHZCIAMO—)LFELZE IAM I—HF—FRENIZRET, PEYFENLR)D—ZRK
RLULET,

3. ZOO-NFEERI—HY—ICTRYFENLERIS =K, JOARATHIMDOREE)Y—AT
logs:putSubscriptionFilter ZHUGHT O DHARNBT IV EAFANfTEEhTVS
EEBELET, AOBITRIRIS—F, BEhBT IO ELAFAZRLTVET,

RDOR)S—E, BE—DODAWS TAHIUN, FHIUNICOH, FEOREREXVY—ARILYT
AROV72aTA)NE—%ERTDT IO AT T ZRML £9123456789012,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on any resource in one specific
account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:*"
]
}
]
}

RORDD—E, B—ODAWS THI BN, PHDU N sampleDestination® &WVWSEREID
BEODEEXRVVY—ARILOGYT ROV T3> T4 2—%2ERTBT VAT EREMLE
9123456789012,

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "Allow subscription filters on one specific resource in one
specific account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:sampleDestination"

ATV T 4 TA0)T2ar T4 E2—%ERTS

EEEZEERLEZS, OJTF—20OZFEETHV2 ME, EEFELD ARN (arn:aws:logs:us-
east-1:999999999999:destination:testDestination) Zf M AWS 7 HO 2 NEHXBTED K SIZ%Y)
T, chll&kY, chSsOTHIVNEEAUERBEICOTARYNEZEETEET, cDE,
SOMOEFETHIRNOI—H—F, COREBEICHTZHTRAIVTZAa> TN REThTEH
OOTIIN=TIHERLET, HTRIVT2a>r 742, BEOOTIIL—THSEBEDEE
EANODVTILERALOTTF—20iEEZ2I<ICHBLET,

(@ Note

HTRAOVT2av 74N E—DOOT VAR 2 BB AICNETIRE. ATY S
2. IAM O—)LZEKTD JEBZEFEALTVDHEENHK) TERL L IAMO—)L® ARN % {#
A28 ENHYERT,

ROBITE, YTRAOVT2aVTAINE—NREETHIMERENET, cOT1I)LEZ—F,
AWS CloudTrail f R hZECAJJIL—7ICEAEF TSN, "IL—h AWS J BIERICEK 2T
ThNEIXRTOOTTITAET AN, UBIICHERUVEEBEICEBENET., TOHEFBLRE ",
EWSANY—LzHTEI)L{tRecipientStream L £ T,

DO a> ok ORATY 7Tk, T AWS CloudTrail 1—%—2 4 K CloudTrail; @
CloudWatch " OJANDANXY hDEEL OERICZHEV, CloudTrall IR hzgtOJJIL—
TERERBFATHDCEZFIRELTVET, TOATY 7 TR, OJJI)L—7IC CloudTrail/
logs EWS BRI ZENF TR ZEILBE2>TVET,
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ROAX YV RZEANTREER, BFIAMI—HF—ELTHA 12 LTVWBA, ATV 7 320
ATAITVREEDIAM T IV LAFAZENKRIETS ICRV—ZEMLEZ IAMO—)LZERAL
THA A2 LTVWBR e ZBRLTLSEELY,

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RecipientStream" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

OJJIN—7 R EREBU AWS V=23 ICHDBEBEHFHVY)ET, L, EELE. Blo—
23|I % B Kinesis Data Streams AN —LALRBED AWS VDY —A &I ENTEET,

O7 4 X2 NOEE & KEE

H7RA0)723a>r 714 ) 2—%ERTBE, CloudWatch Logs 7 1 ILZ—NEZ—2IC—HT D
IRXTOZFEOATARYNE, BEXANI—LARTAHTEIEENTVNS T EVSBRIOANS
|) — L IZ#53% U & 9 RecipientStream, AEEPTE#F . aws kinesis get-shard-iterator X > R &
A U T Kinesis Data Streams > ¥ — RZHf§ L. aws kinesis get-records AN > RZFEAL TW< D
M Kinesis Data Streams L 1— RZWBITDET, chNTHONTVBR L ABERTEET,

aws kinesis get-shard-iterator \
--stream-name RecipientStream \
--shard-id shardId-000000000000 \
--shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1IUoGHINP4m4aNFUetzfL+wev
+e2P4djJg4L9wmXKvQYoE+rMUiFq+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHZzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE™

}

aws kinesis get-records \
--limit 10 \
--shard-iterator
"AAAAAAAAAAFGU/

kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4NFUetzfL+wev
+e2P4djIg4L9wmXKvQYoE+xMUiFq+p4Cn3IgvqOb5dRAOyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"
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® Note

BEICK 2T, Kinesis T—RARNU—LNF—RZIRLIEH D E T, getrecords AN
REBEBRITITIHLENHYET,

—E M Kinesis T—2ARN)—ALALO—REZEATWVWBL AR AN RTENE T, Kinesis T—2X
ANV—=—ALO—ROTF—ZEMIE. gzip EXTEMEh, £S5(Cbase64 TTI—RENTLVE
T, raw F—ARlIF, AV RSAUHASKOUNIX AY REFALTHARBENTEET,

echo -n "<Content of Data>" | base64 -d | zcat

base64 TTFIA—RBLTERENET—RIE, XROBEZFEALTISONELTT7F#—X Y hEh

x9,

"owner":

"111111111111",

"logGroup": "CloudTrail/logs",
"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"RecipientStream"

1,

"messageType": "DATA_MESSAGE",
"logEvents": [

{
\"}"

},

{
\"}"

},

{
\"}"

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root

Kinesis 7—RAKNU—LZEALEIORATHIY NOTTF—2HE 240



Amazon CloudWatch Logs d1—H¥—HA R

}

COT—EBEOFTF—ERFUTOEHYTY,
owner (ZF—7—)
RITOJ7T—X0O AWS 7HT2 N ID,
logGroup
RO F—20o077IL—7%,
logStream
RITOJTF—2OOT7ARN)—AF,
subscriptionFilters
RO F—RE—BULEYTRIVTS3a>T1ILEZEODI AN,
messageType
T—RZXYt—2 ik, "DATA_MESSAGE, #ZFHAL XY, CloudWatch Logs Ik, FEIZiA

FERICEETREAESH ZEFRTHEHIC. "CONTROL_MESSAGE, %4 7'M Kinesis Data
Streams L1—RZHBHITBDENHYET,

logEvents

OJ4RYRLO—ROEIELTRENZEEROOYF— %, ID 7ONT A, FOTARY
RO—EDORBIFTTI,

ZUBALDEBRDAN-2 Y TEZEE

FBTAEGEEDI—H—OXN—2Y T ZENMKEGHIBRTILEN HBEENBYVET, FL
WPZOEARUS —&EAL T, EELTput-destination-policy AN REFEATEEXT,
ROBITE, REEEBMLETAD N 1111111 FOTF—ROEEZEFELEL, THOUS
222222222222 K BEMICEY) T,

1. EE %D testDestination ICBREEEMNFSAhTVRRU—ZHBL, Z2EEHZHE
9 AccessPolicy,

aws logs describe-destinations \
--destination-name-prefix "testDestination"
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{
"Destinations": [
{

"DestinationName": "testDestination",
"RoleArn": "arn:aws:iam::999999999999:r0le/CWLtoKinesisRole",
"DestinationArn":

"arn:aws:logs:region:999999999999:destination:testDestination",
"TargetArn": "arn:aws:kinesis:region:999999999999:stream/RecipientStream",

"AccessPolicy": "{\"Version\": \"2012-10-17\", \"Statement\":
CON"Sid\": \"\", \"Effect\": \"Allow\", \"Principal\": {\"AwWS\":
\"1111112211111\"}, \"Action\": \"logs:PutSubscriptionFilter\", \"Resource\":
\"arn:aws:logs:region:999999999999:destination:testDestination\"}] }"

}

2. AN 1M ABILELEZEET AT N 222222222222 FEMICKE Tl ®
RMEEDLHICR)—ZEHLET, DR —% ~/NewAccessPolicy.json 7 7 1 JLIC
ANFET,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "",
"Effect" : "Allow",
"Principal" : {
"AWS" 1 "222222222222"
}
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:region:999999999999:destination:testDestination”
}
]
}

3. %ZMU'H L PutDestinationPolicy T, NewAccessPolicy.json 77 /)L TEZEE NizR) o —% &K
BERCEENTET,

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/NewAccessPolicy.json
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ChIZRY, &REBICE, TADMD 11NN ASOAT AR M EMICKVY E
Fo FHIU BN ID 222222222222 DFRBEEN YT ROV T3V 74N 2—2ERTRE, T
<'Z 222222222222 A S OOT ARV R REEBEEICEFENDLSCRVET,

BEOVOATAIV NG TRAOVTS a2 0EH

BEEETHI NI BEDEEBET NI NCOKT VAT TZFELTVWSRIVOATHIND
OJH7RAoV72arhfsy), COYTRIVTava2EHLUTEEETAV Y NEBRADOT
NTOFTAIVRETILATERRSICTRIHEER., COEIVZIAVORTYTZRELET,
NEY D

« ATV 1 YTAONT23a 74 )2—%EHTS

« ATVT 2 BEFEOEEET VARV —ZEHITS

ATYT 1T RAOVT2a>TAI)NE—%EHTS

® Note

COFIERK, AWS H—EAHLSOOJTEEFNEME ICERBMENTVEIH—ERICK>THE
RENEZOAJOVORATHAI Y RO T AV T2 IaVICOKMBETT, chsnoOdy
L= DOVThHATERENEOTZRELTVWEWVEERE., ATV T 2. BFOEELET
DEARVS—ZEHITD ICAFYTTEERT,

BERILE 2T, BEETHINCOTEREETSD, IXNTOREETHINOYT ROV
2AVTANR—EEHFITIMENHYNVET, COEFHTE, EEBTHINCZEETHOIN
COJ&XETHT IO AR TN HB & MR E T CloudWatch TZ % IAM O— /LA EMZE h
£9,

ITRTCDREEETHIRNCODVWTYVART AT RN YT ROV TS a>oF7 O AHFAIICERZ ID
BERATALSICEHITAICKE. cOtEI>a>ORTYT2ERLET,

ZOEII>OBFITE, 2DO2OFTHT N 111111111111 & 222222222222 &, FHOU N
999999999999 It ATV A EETALEHILERENEYTRAOUTSa > T714 ) 2—%2FTIZELT
WET, BEOY TRV T72a>v 74 I)E2—ERAODESY T,

## Existing Subscription Filter parameter values
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\ --log-group-name "my-log-group-name"

\ --filter-name "RecipientStream"

\ --filter-pattern "{$.userIdentity.type = Root}"

\ --destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

REQOYTAOVT2aA2VTANE—NIX—REEZRDOTRBEN H2HEEF. KOOI REA
ALET,

aws logs describe-subscription-filters
\ --log-group-name "my-log-group-name"

HTRA0)72a> 74 ) E2—%2EHL T, VJAORTHO NOTOERTHEZE ID DERZARX—
NgBHE

1. UTOEERIV—%ZERL, ~/TrustPolicyForCWL. json EVWSBEIDTFARNT 7 AL
ICRTFELET, cORID—DERICETFANIFAR2ZFEALET. IAMO V=)L E
ALBZVWTSEZL,

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"

}
}

2. CORIVD—%ZFERATZIAMO—I)ILZERLET, TEOINY RAERT Arn fED Arn
NERFRFEMLEIZBED LD, EEBHTHEERT, COHITE., EXTHO—-ILIC
CWLtoSubscriptionFilterRole EWS BZHIZFITET,

aws iam create-role
\ --role-name CWLtoSubscriptionFilterRole
\ --assume-role-policy-document file://~/TrustPolicyForCWL.json

3. CloudWatch Logs "7 A R TRITTERZTFIVAVEERT DT IV LAHFARIS —% 4k
KLUET,

a. FY., TFANIF12Z2FEALT, /
PermissionsForCWLSubscriptionFilter.json EWSBBIO T ZAIILIZATOKRS
BT OEAHFAR) S —Z2EHKLET,
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{
"Statement": [

{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:l0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}
]
}

b. XOIANYRZANLT, EREERLETIOEAHFARII—%, ATV T 2 THRL
EO-)LICEERGFERT,

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

4. ROOAXVRZAHALT, YTROV 723> T4 )N E2—%2FEHLET,

aws logs put-subscription-filter

\ --log-group-name "my-log-group-name"

\ --filter-name "RecipientStream"

\ --filter-pattern "{$.userIdentity.type = Root}"

\ --destination-axrn
"arn:aws:logs:region:999999999999:destination:testDestination"

\ --role-arn "arn:aws:iam::111111111111:xo0le/CWLtoSubscriptionFilterRole"

ATVT 2 BBEOEEET IV EARIS —Z2EHTS

TRXTORBEETNIVRNOHYTAOVTIaVTANR—CEHLI-E, ZREETHVVNOEEF
ETOERARIVS—%2EHTELRT,

LToOHITE, BEETHT > ME 999999999999, EfSklE testDestination £ > TVE
9,

COEFHIZKY), ID0-1234567890 ZIFDHBICBIT A INTOTHI NN, SEETHIUBN
COJZRETEDELDICBYELE, YTRIVTSa>vT4IINER—DERENETHI RO
A, ERICZEETHIOMNIOTZEELET,
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REETHAIOVNOEERT VARV —2EHL T, #ROBR ID OERZAXR—NTB5E

1. BEETHIVRT, TFANIF1RZFEALT, LUTORAED ~/AccessPolicy. json
774N EERLET,

{
"Version" : "2012-10-17",
"Statement" : [
{

"Sid" . """,
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]
}

}

2. ROOXRRZEAHNLT, ZEFEERLERID —EBEORELEIITEYFLET, BED
AWST7HIRNIDZEVARNCIUVLET AR —TREL, BB ID 28077 AKRY
—FERHTAREIDICEELEEZEHFITSICIE., force NTAXA—REEELET,

/A Warning

ICRBENTVS AWS DY —ERIZCK>TEEFEENZO7EFEAL TVBHEFAWS
H—EANSsOOJREOEML. CORTYTERTITDEIC. "1 OHBICHK-
T, IRNTCOREBETHIRNOBYT ROV T2 ar T4 2—2&MIEFHL THL
BEAFBVESATY T 1T ROV T3 TAI)NE—%2EHT S,

aws logs put-destination-policy
\ --destination-name "testDestination"
\ --access-policy file://~/AccessPolicy.json
\ --force
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Kinesis Data Firehose Z AL -V 0O0A7 A NOTF—2HE

BEOTHIOVRNTOAOIF—22HEITRICR,. OJVTF—RX0EGELZIGEZRUTILEN HY)
x9,

s AJF—RDEEE —ZEENSEGABREZREL, BEELELEGEECOTARY NZEET
%i%ft?ﬁ‘"f‘éf::ti CloudWatch Logs L:iﬁiﬂbi?o COEIVIAVOBRYOFIETE, O
T EEEIZEZOD AWS 7HV Y M ES MMM FRERENET,

- OJF—Z2NDZIEHE — Kinesis Data Streams AN —ALZ D7 EIIILTBREELREZREL. ZE
ENOTF—2E2ZELEVWT E%E CloudWatch Logs ICBHILE T, CNE, SEHEEIEIDE
ERICEIZBHREREZELHBELET, COEIZIVORYDFIETR, OFJF—20ZESE
(ZZRZEMD AWS 7 HU 2 NEF 222222222222 N RRENE T,

chOto>a>onhlTiEk, Amazon S3 A ML —2 T Kinesis Data Firehose BLEA RN —A%ZFEHAL
TVWET, EBRDERET Kinesis Data Firehose AEARN) —AZREITDCEETEET, FMIC
DWW T, Kinesis Data Firehose IAfEA RN —LADERZ CSBSEE L,

OJ7)—7xkERRERLU AWS V=23V ICHh2BENFHYET, LEL. EEXENET AWS
DY—AE, BIOU—232V IBETRHZENTERT,

® Note

BULT7AHDNEYORD =23 VEEARN)—LA® Kinesis Data Firehose 7 A0 7
AT ANE—HFHPR—REhTVET,

ReEY D

« AT Y 7 1: Kinesis Data Firehose EEA R U —LZERKT S

« ATV 7 2. XEXRZEHRT D

« ATV 7 3 VOARTHDVREBED IAM 7V 2 AFAZEBN/AREET S
c ATV T 4 HTAOVTS a2V 71N E—%kKTS

« OJAXKY NDEEDHKEE

« RITBFOEEEDXI N2V T OEE
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AT Y 7 1: Kinesis Data Firehose EEA RN —ALAZERT S

/A Important

LTOFIEZETTSHIIC, Kinesis Data Firehose ¥ Amazon S3 /AT Y NICF VAT
EDKSIC, TUOERARVS —%#FERITRIHENHYET, FMICOVTIE, "TAmazon
Kinesis Data Firehose RO Y /N—=HA R, O "POEAOHIE, 22RL T<EEW,
CcOEIIIAVOINTOFIEARTY 7NN, OFF—20ZRATHI U NTIDbNIZE
¥,

ROYFTI)NARXY RTE, RKERE (N—2ZF4F) AMERAEATOVET, col)—2=
vE, F7O04MICELEY—2aVICBERATT,

#E%XE LU THEAT S Kinesis Data Firehose BMEA N —AZERTBICE

1. Amazon S3 /N7 Y N DERK

aws s3api create-bucket --bucket firehose-test-bucketl --create-bucket-
configuration LocationConstraint=us-east-1

2. NTYRNCTF—ZRZHMETD-ODOT Ut AT % Kinesis Data Firehose ({459 % IAM O—
ILEERLET,

a. F9, TFANIF1RZ2FEALT, 774) ~/TrustPolicyForFirehose.json Tf§
ARV —ZERLET,

{ "Statement": { "Effect": "Allow", "Principal": { "Service":
"firehose.amazonaws.com" }, "Action": "sts:AssumeRole", "Condition":
{ "StringEquals": { "sts:Externalld":"222222222222" } } } }

b. #EELEEAVOEERIS—T77/)ZEELT. IAMO—ILZEKLET,

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForFirehose.json

c. CcOIOXVROEARK, ROXSICHENET, O—J)LBEO—) ARN Z2EEEZEHFT.

"Role": {
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"Path": "/",
"RoleName": "FirehosetoS3Role",
"RoleId": "AROAR3BXASEKW7K635M53",
"Arn": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"CreateDate": "2021-02-02T07:53:10+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "222222222222"

3. TOEAERMR)>—%4ERKL. Kinesis Data Firehose X 7H D NTEITTERD T o3>
EE&HELET,

a. F9, TFANIF4X2EHEAL T, ~/PermissionsForFirehose.json £ VWS ZREI D
T7ANCATOES BT OEAFIRI —ZERLET, I—AT—AICK2TE,
D7T7TANCESICT IV EARERZEMNTIVENHBEENHVET,

"Statement": [{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::firehose-test-bucketl",
"arn:aws:s3:::firehose-test-bucketl/*"

]
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Q—H—H1 K
}

ROIANY RZAALT, BEREERLIET I EAERRY > —% 1AM O—)LICBES T
x9,

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name

Permissions-Policy-For-Firehose-To-S3 --policy-document file://~/
PermissionsForFirehose. json

4. RO RZEAHAL T, Kinesis Data Firehose BIfE AN —ALZERLE T, my-role-arn

EZF7O4MBDEL MBEmy-bucket-arnliCBEBRZET,

aws firehose create-delivery-stream \

--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \

'"{"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",

"BucketARN":
"arn:aws:s3:::firehose-test-bucketl"}"'

HAOEROBICEUL 2EDICBEYERT:

{

"DeliveryStreamARN": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream"

}

ATV T 2K EREERT D

/A Important

COFIEOATY 7, OJTF—ZOZWMATHI RTIHONET,

EEENMMERENSD E, CloudWatch Logs BZEBETHI MIRD O THEBEICTAMXY £—
SERBELET, YT ROVT2a T ANE—NETTUOT1471%%%E, CloudWatch Logs &
VY—ATHAO MR >TATAR N ZEFEICEFELET .
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EEXZERTDICE

1. AT Y 7 1:Kinesis Data Firehose IAfE A RN ) —LAZ/EHR TS TERL /= Kinesis
Data Firehose AN —ALNTOFT 4T ICBDETHESET, ROON REFAL
T. StreamDescription.StreamStatus 7’O/N\7 1 ZHRTE X T,

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"

& 51, DeliveryStreamDescription.DeliveryStreamARN Bl D AT Y ' THEATIHEN D
i, EEEHTHEFET, cOON ROEHHI:

"DeliveryStreamDescription": {
"DeliveryStreamName": "my-delivery-stream",
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:222222222222:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamEncryptionConfiguration": {
"Status": "DISABLED"

3,
"DeliveryStreamType": "DirectPut",
"VersionId": "1",

"CreateTimestamp": "2021-02-01T23:59:15.567000-08:00",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {
"SizeInMBs": 5,
"IntervalInSeconds": 300
3,
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
3,
"CloudWatchLoggingOptions": {
"Enabled": false

}I

"ExtendedS3DestinationDescription": {

Kinesis Data Firehose Z AL OAT7 AT O F—2H£E 251



Amazon CloudWatch Logs d1—H¥—HA R

"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {

"SizeInMBs": 5,

"IntervalInSeconds": 300

1,

"CompressionFormat": "UNCOMPRESSED",

"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"

1,
"CloudWatchLoggingOptions": {

"Enabled": false

},
"S3BackupMode": "Disabled"

}
]I

"HasMoreDestinations": false

REANU—LHFTIFATRETERENBETIC 1~2 90D BBEFBYET,

2. BEANV—LKNTOT 472525, Kinesis Data Firehose AN —AICTF—2%E
< T Ut AFHA % CloudWatch Logs ICf592 IAMO—ILZ#ERLET, £F. 774
~[TrustPolicyForCWL.json ICERER) S —Z KT RIHXENf HYVET, TFARNITFTI1X
EEALTZORI S —%ERLFET, CloudWatch Logs T RARA > NOFFMICOWVT
l&. "Amazon CloudWatch Logs T RIRA U N F—2 3 ZSRBLTLKEEL,

cDRID—ICIE, "TBEALERE, OotEF1 )T LOBEZHLETDEHD
sourceAccountId AEEE N aws:SourceArn JO—NILEBEITHFARNF—HFEEHL
TVWET, RIOFVOCHEHLTY—ATAHINID ATHZFEE, EETARN 71 —)L RIZ
EEXARN ZIEETR L Z2HHOLET, BEOHVUEHL TR, *ExT ARN 2, RYIOM
UHUTHEBLEEEOEET ARN ICRETRIHENHYET, SFACO VTR, TERELLE
REOFIE, ZSZRLUTLSEZY,

"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"

¥
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"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

3. awsiam create-role AN REFEAL T, ERLUEBEARVS—T7 74 EIEELTIAMO—
ILZERLET,

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

LTRHAFITT, BOATY T THEAIZZLENHD /-8, Role. Atn DRVIEZZEZD
x9,

"Role": {
"Path": "/",
"RoleName": "CWLtoKinesisFirehoseRole",
"RoleId": "AROAR3BXASEKYJYWF243H",
"Arn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
"CreateDate": "2021-02-02T08:10:43+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"
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}

4, TOHRAHFRIS—&ERL T, CloudWatch Logs P HI > NTRITTEDTH>a %
ERLET. 9. TFANIF12EZFEAL T, 77 1)L ~/PermissionsForCWL.json ([Z7 2
EAFARID —ZERLET,

{
"Statement": [
{
"Effect":"Allow",
"Action":["firehose:*"],
"Resource":["arn:aws:firehose:region:222222222222:*"]
}
]
}

5. KONV RZAALT, PO RAERRI S —20O—-LICEERTERT,

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-name
Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

6. Kinesis Data Firehose BRiEA N —LNTOFT 4 7HREICKEY ., IAIMO—=I)LZERL =5,
CloudWatch OJ DXE X EZERTE X T,

a. COATYT TR, TOEARVD —LEBEGEER TS hERA, EEEDERERT
TRIEFE2DOOARATYTETSBENBHYVETH, COATYTRTORINODATY I T
T, BOATY T TIN% destination.artn ELTHERTRESH, RAO—RTRE N
2FHLUVESXD ARN Z2EZEZHFET,

aws logs put-destination \

--destination-name "testFirehoseDestination" \
--target-arn "arn:aws:firehose:us-east-1:222222222222:delivexystream/my-

delivery-stream" \
--role-arn "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole"

{
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"destination": {
"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/

my-delivery-stream",
"roleArn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",

"arn": "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"}

}

b. BIOATYZ7HAETLES, O F—ZRZWMAT AT N (222222222222) T, 7O AR
) — R ERICEESTET,

SORIVZ—CKY, OFF—=ROEFET AV K (111111111111) IEL, O F—2&
DEFET NV N (222222222222) ICHBEBRICT 7V ERATZ L ZHILET, TF
ARIF42E2FEALT, DR —% ~/AccessPolicy.json 77 1 ILICAND ZENT

2FT,
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AwS" : "111111111111"
},
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

c. ZhiCkY, ENEBRICBEIACZENTEINZERTIRII—NERENET,
DRV =Tk, EEEICTIVEATSEHNOOY : PutSubscriptionFilter 7 V2 3> %18
ETBDLENHYET, VJAARAT NI N1——F, PutSubscriptionFilter7 V> 3> %
FEALTAOJAR N ZEBEICEFELET.

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \
--access-policy file://~/AccessPolicy.json
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ATV 3 OO0ATHIRNBED IAM T O AH A ZBINRIET S

AWS VORT ATV MRV —OFAEOD Y VIC&DE, VORTHIVRNIVY—=A (BT ATV
772avT7 1) ER—0OEFERE L THERE NS Kinesis =& Kinesis Data Firehose A ')—1_\73:
EVICTOEARTBICE., JAATHIROEBEVY—ANOBARNBT VL AZREBETEZ T A
TUOTATANR— Z@#U/ FEBTHIVNIXETY, R —0OFEE ﬂw#ﬁL?UT
&, "JO0AT7HORR)—0FimHwE, Z25RBLTEEL,

DR—ADRUZ—&, YTAIUT2a> T4 E—OERICEALTVS IAM O—)LEE

IAM 1—H—ICTRYFTEERT, BETHIVRNICORIVS—DNBEETIHENHYVET., B
BEO-LZEALTHTRAIOVT2a> T 1) REERLTVRBER. CORTYTEZREYS
LT ATYT 4 HTROVTS3aVTAINE—%2ERTD ICEATIEEL,

JAATATYNCHAERZRIAM T VAR ZEMRZFKRELT S IC I

1. ROOAXRZAALT, AWSOJIOAX Y ROEFTICEAETATVS IAMO—ILEZE IAM
l_ﬁ_iﬁﬁ%bijo

aws sts get-caller-identity

COOAXRVRICKY, UTOLISBEHANFRENET,

{

"UserId": "User ID",

"Account": "sending account id",

"Arn": "arn:aws:sending account id:role/user:RoleName/UserName"
}

RoleName £i-ld TRENDELZEZEZ D E T UserName,

2. HEFEBAI7AHT> N AWS Management Console T ICH 4> 4/4 L, ATYZ7 1 TAHLEOXN
ROEHIZIAMO=ILE LR IAM I—HF—NRENLRET, FEYFEhEZRIS —ZK
RLULET,

3. CcOO-ILNFERFI—Y—ICTRYFEhERIV =N, JORATHIDNDOEEIY—AT
logs:putSubscriptionFilter ZHUOHTEODBERNAET I EABFINMMTEEhTVSE
EEERLET, ROBITRIRID—F, BT BT IO EAFTZRLTVET,

RDOR)S—E, BE—DOAWS TAHIUN, FHINIZOHK, FEORXREEXEVY ALY
AROVT2a>r 74N E—%ERTHTIOLAHFAZEMHL £9123456789012,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on any resource in one specific
account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:*"
]
}
]
}

RORD)D—E, B—DOAWS THO N, PHDU2 B sampleDestination® &WVWSEREID
BEODREEXEIVV—ARIIOKYT AV T3 TAIINE—%2ERTIT VAT ZRMHMLE
9123456789012,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow subscription filters on one specific resource in one
specific account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:sampleDestination"

ATYT 4 TR0V T7>a 714 ) 2—&ERKTS

REAOTHI N (CoBHTE 1111111111 I EBEXE T, RIZ, RERIOTHI N
BTRAoUT2a>rT714)2—%ERLET, COFITIE. 71)L2Z—I& AWS CloudTrail 41 X
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NegtOJdJI—7ICEEMNEFsN, TI—K AWS | FIEBERICE > TIThhiEgxXTnOd
TOTAETAH, UEICHER L EEEEICEEEhET, CloudWatch O I AWS CloudTrail
AR NEFEETHDHZEOFMCOVWTIE., " AWS CloudTrail I—H%—H A R CloudTrail, @
CloudWatch " OJADA AR KNDIEEL Z5RBLTLSEETL,

RDIXVRZANTREEZR, BFIAMA—H—LTHA42LTVWRA, ATV 7370
ATAIVREED IAM T 7 AFAZENAERILET S ICRD—Z2EBMLEIAMO—ILZEAL
THA AL TVWBREZRRBLTILKEEZV,

aws logs put-subscription-filter \
--log-group-name "aws-cloudtrail-logs-111111111111-300a971e" \
--filter-name "firehose_test" \
--filter-pattexrn "{$.userIdentity.type = AssumedRole}" \
--destination-arn "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"

OJJIN—7 R ERGEBU AWS V=23 CH2BEBEHFHVY)ET, L, EELE. Blo—
23|I % Kinesis Data Firechose AN —ARKED AWS VY —ABZIBITENTEET,

O 4R NDEEDKREE

HTRAOVT7a>r 74 ) Z2—%ERTSE, CloudWatch Logs 7 1 ILEZ—NZ—2IC—
TRHINXNTOFEFOY A4 X N% Kinesis Data Firehose BBE AN —ALCEELET, T—2X

l&. Kinesis Data Firehose IEEA RN —AICREE N TV EE/NY 77ERICESVWT,. Amazon
SANTY MIRTRENEHET, ToBREAIRBITSDE, AmazonSINTY RZE2FI VY ILT
T—REWRBTEERT, NTYNZRFEISICE. ROOAXRZAHNLET,

aws s3api list-objects --bucket 'firehose-test-bucketl'

TOOAXR ROEARK, RDELSICBVETS,

"Contents": [
{

"Key": "2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba",
"LastModified": "2021-02-02T09:00:26+00:00",

"ETag": "\"EXAMPLEa817fb88fc770b81c8f990d\"",
"Size": 198,
"StorageClass": "STANDARD",
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"Owner": {
"DisplayName": "firehose+2test",
"ID": "EXAMPLE27fd05889c665d2636218451970ef79400e3d2aecca3adbl1930042e0"

ZTO%E, ROOIXVREAILT, NTYRDSHBEDATS IV RNEMBTEEXT, key DIE
Z, IOONY RTRRELVEEICEEBRAET,

aws s3api get-object --bucket 'firehose-test-bucketl' --key '2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba'’ testfile.gz

Simple Storage Service (Amazon S3) Z# 7 TV NOF—RF, gzip ERXTEMENE T, raw 7—
AFE, ANV RSAUDSROOAI Y REFERALTHARDEN TEET,

Linux:

zcat testfile.gz

macOS:

zcat <testfile.gz

RITROEBEDXN—2VTOEE

FMMBLTVRIEEAENSOJEEEZEME LRFHBRLEFNERSBEVRANFNr RETDIENFHY)
F9, ILLW TP OEARRUS—FERAL T, #EE% T PutDestinationPolicy 7 V3> #FERATE X
T, ROBITRE, FEEBMLAETHIY N MMM MM AOTF—E2OREERFLL, THY
> N 333333333333 A"BMICEY E T,

1. EE %D testDestination ICBREFEEMNTSAhTVWERRU—ZEBL, ZEEEHE
9 AccessPolicy,

aws logs describe-destinations \
--destination-name-prefix "testFirehoseDestination"

"destinations": [
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{

"destinationName": "testFirehoseDestination",

"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",

"roleArn": "arn:aws:iam:: 222222222222:role/CWLtoKinesisFirehoseRole",

"accessPolicy": "{\n \"Version\" : \"2012-10-17\",\n \"Statement

\" : [\n {\n \"Sid\" : \"\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : {\n \"AWS\" : \"111111111111 \"\n },\n \"Action
\" : \"logs:PutSubscriptionFilter\",\n \"Resource\" : \"arn:aws:logs:us-

east-1:222222222222:destination:testFirehoseDestination\"\n N\n  I\n}\n\n",
"arn": "arn:aws:logs:us-east-1:
222222222222 :destination:testFirehoseDestination”,
"creationTime": 1612256124430

2. AN 1M AEBLELEZEET AT b 333333333333 AMEMICKE %
RMEEDLHICR)—ZEHLET, DR —% ~/NewAccessPolicy.json 7 7 1 JLIC
ANFET,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" : "333333333333 "
},
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

3. RO RZEMAL T, NewAccessPolicy.json 77 A )L TEEE iR > —&XExICHE
ENTET,

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \
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--access-policy file://~/NewAccessPolicy.json

ChIZRY, &REBICE., TADMD 111111 ASOAT AR MAEBMICKVY E
¥, 7HD> N ID 333333333333 MATEEN YT AU VT3> T 1) E2—=2hBToE, §
<'l2 333333333333 A5 OOT ARV M REEBRICEFENDLSICRVET,

AL U EREDLE

BEALEREMER, FIYIVERAIHLOOTIEARTEREEEVISFAF A, & E
EOBBDIUTATACT I ORTERHTETCLESBAICEL S, £F1UT (4 LOM

BTT, CRAWS, H—ERBTAYTELEFTS>E, BILLARENBEIRET DTS B )
T, Y—EAMTOARYTELR. 1 DO —EX (ROHLTH—ER) #. BOH—E R (F
HURRY—ER) EROHETEE CRETDTEEABYET, FOHL R —E R, £KES
TOEATHCENFTENBRETREVEETTORTEFEALT. HOBSEENOY Y —AICH
THNBERTTHLS ICBETNBBENHYET, ChEBSEDIC. &, THIVRKOU

Y—AADQT I AN HEE Y —ERTUS I NLEFERALT. $RTOY—EROF—2 %
REITDDICKRIDY—I AWS ZRHELET,

)Y — AR S —T aws:SourceArnE = (& aws:SourceAccount JO—NILEEITFA
N+—%EMAL T. Kinesis Data Streams & Kinesis Data Firehose ICTF—X ZEZ AT HI(C
CloudWatch Logs N 5327 VAU NEEZHRIDEZ2HEBHLET,

aws:SourceArn DMEX, F—RDEZAKEZREETOITHINOKIEREFIRTIHEN
HYET,

BEUVEREBENSREITDLOOREMRNBFZERE., UY—ADTEL% ARN ZEE
LT aws:SourceArn JO—NILEHIVTHFARNF—%2FEATHETT, VY—ADE
27 ARN A THBIEE. FLEEBOVY —AZEETHHEEEF. ARN OFHEIHIZD
1)L RA—R (*) 288 aws:SourceArn global A TFARNZHF—%2FHLET, HlZE
arn:aws:servicename: :123456789012:* T9,

T Kinesis Data Streams & Kinesis Data Firehose ICT7F—X ZZ£Z AT -8 O CloudWatch O A ®
TORARERHATREONDRI—EATY T 1: XEXZ/EKT S, aws:SourceArn global 41
DTFANF—EFEALU TRV EREREEZBLEIDAEATY 2. X EEZIERTEDZERLT
WET,
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ARNUDGRTANE—, YTAROVT2a>T 48—,
74U E—ATARYE, BROETFATT=ILOT 1 I)LR—
NZ—218X

® Note

Amazon CloudWatch Logs Insights DV TUSETAJIN -T2 0T VT HEICOVT
(&. CloudWatch Logs Insights 7 TUEX 28BL <&V,

CloudWatch OV 2R3 2 &, XNV IRV AN E—%#FEALTOJTF—RZRANBXANITA
CEL Y, T ARAO)T 232740V 2—ZFRALTOTARY NEfD AWS H—ERIZ)L—
TAIULIEY, OJARY R ET7 AN E—LTTATARY NERRLIZY), &z, 477 —
INEFERATRETERENZOTZITILEALIC, HEHICRRLEYTERT,

TANR—=NE—=2F, XNVORTANE—, YTRAOVT>a>rT74)\2—, 7«4)L2—07
ARYN, AT T7=IPFOTARNOEAZRETDIEHICHEATIENEEBRILET, B0
ICiEk, BEE, EBAT7L—X, FEEBEZEETEET., EHRRRE (regex) . AXR7OV0
TANE=NEZ—2DERICERTSEH, JSONRAR—ARFY DT 1)L E2—NZ—2ICHKZIRAD
CENTEET,

BETIFBAZFEALTTALNE—NE—2ZERLET, 71N E2—NE—2F, ERTDEE
ZECOTARINDOAERLET, CloudWatch AV Y —=)LTT7AI)ILE—NE—2Z2TANTEE
LR

ReEY D

e HR—KRENTWBERKR (regex) BX

TJANEZ—NEZ—2%FRALEERKE (regex) DEAD—H
7ANE—NE—2ZFEALLEEBENOT AR NOEGDO—H
ZJANEB—NE—2FALEIJSONOTAR NOEAO—HK
TANB—NE—2EFERAULEAR—ARFYOOTARY SN TOEAO—HK
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HR—RENTVWBEHRKRR (regex) BX
HR—RMENTLVS regex BX

regex ZFEALTAVTF—RZRRETAINRIITTBRIE. TOXE S THUXENf HVYET,
regex ZFE 217 1IN EZ—NEZ—2ICE, RODEDLDAEHBDENTEXREA

c ARF-HZBFER. XFA-Z2FEF a—2) FEREEF 0~9) £2HLET,

« HR—RENTVBRESXF-CnIZE. "o "1, =4, Tes. /a2, 750,
Foo. T-1EENET, LA, T BHR—BFEhTLWEVED, %something!% (&
ERENET,

s GR—KRENTVBIEEF-ZNIZE, "~ "$a. "0 "[oy "1y "{o. T3a.
"oy ™o, T2, T+y . T.oHFEENET,

(&) BEFREYR—PEINTVERA, BlZEALTHINE—VEERTH LR TEFE
Ao

RILFNARXFRYR—BRERTVWEEA,

(® Note
DA—2
XRNDYDRTANEZ—FLEHTRAOVT2a>T7 1) 2—2ERTDEE, QT T )L —
TZE regex ZEC 71N E—NER—2HBRKR52HYWET,
AXRNUYORTANBR—EBTRAOVT23a>T74)LEZ—ORXEIY) Eizlk JSON 7 1)L X —
NE—2BERTDEE, FEFEATARNEEEZATT=ILETAILRVTTBE
E, JANE=NZ—=2TEIC 200D regex DEIRN B ET,

MR- R EATVDEEFOELNS]

s NXFHOXREO—H, &AW, % [hclat% iF Thaty & Tcaty Z—HEKABLETH, XF
JDOEBETOHMBAEThET,

c $XFIORBO—H, LExE, $[hclat$% & Thaty & Tcaty Z—HEHBLETH . XF
HOREBTOHERAENET,

« 2EEADA VARV AN O E—B, X, %colou?r% ik Mcolory & Tcolours Z—3
EHRBELET,
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s [1: XFVTAEERZLET, FBIlANOXFZVANKTERXFEREND -, L&A, %[abcl%
& Tas . "ba. Teo Z—BEHKBLET, %[a-z]%F "a) 5 Tz, FETOIXRTONINF
E—HEHRMBUET, S[abcx-z]1%EF "as . by, Teay "™xuy Tys, Tzy Z—BEAE
LET,

e {m, N} mULEOBEOEBHE—HL, nEEBRIDEREHYELA. X, %a{3,5}% &
Faaa, . "aaaa, . "aaaaas NDAE—HEABLET,

(@ Note
RMERLEBRBRAEZERELBEVES, mEnODVTIhL ZEBTERT,

s EBEN—OEESAINEBAE—HTHT—I)LE "Ory . LEAWEF., %graley% & grays £k
(& Tgreys Z—HEAKBLET,

® Note
mRERF. 2+ (n,m} QLTI DEEFEEATIE-—NFERELERYIBEEID
XFISATT,

c \VEEFORBKRBEERTRELS, XFBYDEREEATEDLSICTDIAT—TXF, Itk
AF, Malp . "o, "7 "M@ M. Tl BEDRSIC, FBHEATIRAT—TEh
B2, S\[\1%F "1 & "L THERNLEINTD 1 XFZ—HEABLET,

(® Note

%10\.10\.0\.1% k. IP 7 KL Z 10.10.0.1 & — 3 & &5 ¥ regex ZERTHEL VS
ETT,

o *MIREADA VARV AN O E—F, EEXWE., %ab*c% Ik Taca . Tabcy . Tabbbcy
E—HTEET, %ab[0-9]*% & "aby . Tab0, . Tab129, Z—HEAKBELET,

s +MIEEAD 1 DUREDA AR AE—HERMBULET, L&A, %ab+cxlk Tabey .
Fabbcy . Tabbbcy Z—BHEHKBLETH,. Tacs Z—HEARBLEE A

e LINTDIXNFE—HBULET, L&AEF, Thaty . Tcaty . Tbaty . T4aty . T#aty .
Maty (RBICAR—R)ZED. %.at%lF Taty TERDZINTD I XFOXNFIZE—HEAKE
L%,
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® Note

PT7RLAE—HBEED regex ZER TR ELE, . BEFNSTIAT—TIBENEE
T9, EEARK, %10.10.0.1% I& T10010,051, Z—HEAKBLETH. ChiIFRED
ARORIZBEFEBRDHZEN BV ET,

\d. \D: BFXLFHBFUADNFE-—RHEABZLET, LEREF, %\d% & $[0-9]1% LAFT
HV). %\D% & %["0-9]1% EFAFTT,

(@ Note
AXZDEEFE, HETDPIXFOEZRLKT,

\s. \S: ZANFFRLERFIZEAXNFE-—HEHRBELXT,

® Note

AXFOEREFRE, WHITRPIXFOREERLET, ZAXFICRFEZT (\t), AR—Z(
). BIT \N)XFHFEENKT,

c \w, \W: REFREFPFRBFE-HLET, LEARE, S\w% & %[a-zA-Z_0-9]% LEAETH
V. %\W% (& %["a-zA-Z_0-9]% A% T,

(@ Note
AXZDEEFE, HETDPIXFOEZRLKT,

\xhh: 2 1M 16 EXF D ASCI XY YEV T E—BULET, \xl&. ROXFEAH ASCIl 0 16 HfE%
RICEERTIAT—T =T 2ATT, hhik, ASCIROXFEEET 2 2D 16 EHFO ~
9 t A"" F)E*EEL/*?O

(® Note
\xhh ZEALT7 1 ILE—NE—2THR—RNENTVWEVREXFE—HEHBTC
ENFTERY, LEARF, S\x3A% I : Z—HEABRL, S\x28% & (Z2—HEHBZEL X
EE
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TANEZ—N2—"%FRALEERKE (regex) DEAD—H
regex ZERAL LEBAO—H

s (regex N R—> B0 /N—t > NEB)THEENE regex /NR—> EEAL. OF AR hOEA

E—HBERBFTENTEERT, ADOD—RAIRY NTE, [FAEIE]JF—T—RTEBEENT
WBIXTOAOTARY RN ZRTTAINEZ—NEZ—2DFANRERTVERT,

BR—RENTOVBERKRRAOVANIOVWTR, "HR—FEZhTVRERKE, 22BLTLE
=L,

%AUTHORIZED%

CDTANE—NEZ—2F, ROKSBOTARMNXYE—D%BRULET,

 [ERROR 401] UNAUTHORIZED REQUEST
» [SUCCESS 200] AUTHORIZED REQUEST

TJ7ANZ—NEZ—2%ERLLEFEBENLOT AR NOEID—H

EWENOT IR NOEAD—H

ROBICE, 714N E—NE2—22FAL TEBENLOT AR NTEAEYYFESEBRFEICOL
TRIA—RAIRY RFEENRTVET,

(® Note

T7ANE—NE—2TRANFENMEZNFXBENE T, REFUNONFESCERZT
L—XEeFEQZ, —E5IAF (") TE&EXT,

Example: Match a single term

ROI—RAZARY Mg, XY +E—T I [ERROR] E VWS BEEAESENZTNTOOT IR K
ERITE—OBAO T 1IN EZ—NZ—20H2RLTVET,
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ERROR

DT ANE=—NE—=2EF, ROXSBOTARI MY E—IZ-—HEZBLET,

 [ERROR 400] BAD REQUEST

* [ERROR 401] UNAUTHORIZED REQUEST
 [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

Example: Match multiple terms

ROOA—RAZARY NE, XY +£—2(C ERROR & ARGUMENTS E WS EEASENDIANT
OOTANRRNERTEROEZTAO T AINLE—NEX—20HFZRLTVWET,

ERROR ARGUMENTS

ZALE—GF, ROXSBAOTARMXAYE—TJZBRLET,

* [ERROR 419] MISSING ARGUMENTS
« [ERROR 420] INVALID ARGUMENTS

ROOATARY AV E=DICRBT7AIINE—NE—VTEESCNEFANAAEEEETNBEVE
O, COTAINEZ=NZ=2TREENFLEA,

+ [ERROR 400] BAD REQUEST

« [ERROR 401] UNAUTHORIZED REQUEST

Example: Match optional terms

NE—=2—BZzERAL, #7232 FaZ28CO0 AR RN ERI TN E—NEZ—2ZEKT
EXRT. METHFZAUORICERBA ("7, ) ZHMELER T, ROOD—RAZIRY ME, XY tE—
I ERROR £/zl& ARGUMENTS E VWS BEEANESENZINTOOTARYNERT T 1)L
2—=—NEZ—20PlERLTVET,
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?ERROR ?ARGUMENTS

CDTANE—NEZ=2R, ROXSBOATARIMAY E—IZ—HEHKBLET,

 [ERROR 400] BAD REQUEST

 [ERROR 401] UNAUTHORIZED REQUEST
* [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

(@ Note

BREM("72,) ZOTAIINE—NEZ=2 (T80 X "R OFHBE) BEAEDE

BLERTEFREA ., 20 ZHOTAIILER—NE—iaEDED L, TOEBH

(T21) FEREIFTT,

BIZE, ROT 1IN RZ—/NZ—2 & REQUEST EVSEEZECINTOAIRY MITY
FLETH, BN ("7, ) FERSh, SRBHZEESREA

?ERROR ?ARGUMENTS REQUEST

OJAXRNDIY F

 [INFO] REQUEST FAILED
« [WARN] UNAUTHORIZED REQUEST
 [ERROR] 400 BAD REQUEST

Example: Match exact phrases

RDA—RAZIARY ME, XY +E—2 (2 INTERNAL SERVER ERROR &E WS E#ER 7 L — XN
BENZOTARVRNERT7AIINE—NEZ—2DFleRLTVWET,

"INTERNAL SERVER ERROR"
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CDT7ANE—NEZ—=2F, ROOTARY MY E—DZBLET

 [ERROR 500] INTERNAL SERVER ERROR

Example: Include and exclude terms

XV =DV DD DOBANfNrEENDIOTARNERL, HOFBANFBRAT D T 1)L X—
NEZ—2ZERTEERT, RATHDEAOBICNAFTRAEST (T ) ZBHELET, XROI—R
AZARY ME, XY +E—J I ERRORAEENDOY AR MEIRL, ARGUMENTS & \W\S5E
ANBAETNIND T AIINEZ—NEZ—20HlZRLTVET,

ERROR -ARGUMENTS

CDTANE—NE—=2R, ROKSBOATARIXY - ZRLET,

 [ERROR 400] BAD REQUEST
* [ERROR 401] UNAUTHORIZED REQUEST

ROATARYRNXYE=JICRE B EVSEBAZENATVWR LD, COT7NLE—NE—
PTRRERENFTEA,

 [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

Example: Match everything

“ESABTHLCET, OJARYMNANDTLE—HERETZENTEET, AOID—RA
“RY KN, IXTOOTARNERTTAINE—NEZ—20HZRLTVET,
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JANZ—NZ—2%2FEALEZJIJSONOTAR NOFEAD—HK

JSSONOTARKNDTAINE—NEZ—20DOR

RKONBETR, XFINEBEZBTC ISONBAE—HBIB 7ML E—NEZ—2DOBXZRTDHE
ICOVWTHHALET,

Writing filter patterns that match strings

JSONOTARY RTXZFHEXRYTFERBZTAINE—NE—2ZERTEERT, AOI—RA
“RY NI, XFIIR—ADT AINEZ—NE—2OBXBIHF RENATVWET,

{ PropertySelector EqualityOperator String }

ZANEZ—NEZ=2RFEI( " )THKRET. XFIR—ADTAIINLE-—NZ=2IC, XD
BAFEENTVRIRENBYET,

« [Property selector] (Z’O/NF 1 2L U &)

RILEBSORICEVAR (1) AV ETONTAELIZZFTICRELE T, 70N
TAELIZRBREBFONFINTHY . NAT72 (T2 ) BLETUHE—AOAT (1) %Y
R—RLET, XFIREBZEREEZYR—BNLTVWERBA, 7ONTAELIXIE, JSONO
TJARVNDE/—RERLET, E/—RICE., XFIELEEREZEETEET. 70N
TAELVZORICESZEELET. BIRNOERRZ 0 A SHRDIESHITI AT AICHEL
XT, 2FY, BINORNDERBFERO0, 2FBDERRFER1EVSILSCBYET, B
REAN () TH&FET, 7ONTA LI Z—HFBIEEEATSIORNZEEL
TWBHE, 71002 —NE2—2BOTERZE-—BEeihBELELEA, JSON7ONTAICED
ZRM".MAHAEENATVEHER. TOTONTAZRBRIZLOICTITY hREEFEAT
EFXT,

(® Note

[PA4ILRA—REL I Z—]

JSON DA ) RA—REFEAL, FEORIEZEFELF ISONATZIORNT 1=
RZRBIRTEEXRT,

I #F—3
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Z7ONT14 2L I9Z—TE1D20DAILRA—RELIZ—UAEATEEE A,
- EEEET
ZLV(T=0 ) FERELLABV (= ) ORBEOVThAEFEAL T, EMEEF XY
WET, SEEEFIE. 7—I)LE (true £l false) ZIRLE T,
. XF5I
NFEHIE, —EBIARF (" THO LN TEXT, BERFLTUA—AITEENOEER

BUNFIE, —ESIARTHCSENBYERT. TARURY (™1 ) ZDM4IIRA—RE
LTEALT, TFARNZRELET,

® Note

JSONOZ ARV NOEBEAE—BTDTANE—NE—VEERTBEE, FEOZEM
HEEREABREEATEET., YR—FRENTVBERRBOUANIDVTR, 4
R—RENTVBERER, 2BBLTILEE L,

RODOA—RAZIRY NI, XFIZHF21Z JSONFBAENY FEEBIEHICTAIINE—NE—
VETA—NYNTRIHFEERT 7 ALNER—NEZ=2OBNEENATVET,

{ $.eventType = "UpdateTrail" }
Writing filter patterns that match numeric values
JSONAT AR NOBEE—HTBDTAINEZ—NZ—2ZERTEERT, AODI—RAIRY

MR, BIEERYFEEBITALR—NEZ—2OBXBIANRENRTVRT,

{ PropertySelector NumericOperator Number }

ZANEZ—NEZ—2REI( "} ) THAET. BEE—HIZTAIILE-—NEZ-2ICR, XD
BONEENTVWRIRENFHYET,

« [Property selector] (Z’O/NT 1 L 7 %)
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RILEZBESORICEVAR (1) AV ETONTAELIZZFTICRELET, 70N
TAELIVBRBERFOXFITHY) . NAT72 ("1 ) BROETUHE—AOAT7 (1) %Y
R—RLET, XFIREBRZEREZYR—BNLTVWERA, 7ONTAELIXRIE, JSONO
TJARVRNDE/—RZELET, E/—RICR. XFINELEBEZEETEET, 70N
TAELIZORIIEINZEBHELE T, BEIINDERF 0L SKHIDIESHITZATALICRENV
T, 2FY, BIOHRHMOERBIERO0, 2FBBHDERBER1LVSKRIICBYET, E
REZAN 2 ([lu ) TEH&FET, 7ONT A LI Z—NABIELE AT IO NEEEL
TWBHEE, 71002 —NE2—2BOTERZ-—BEeHhBZLEEA. JSON 7ONTAICED
ZRO.AFEFNATVRBEER. TOTONTAZBRIZDEOICTFTY MREBEFERT
EFXT,

(® Note

[D4IL RA—REL I ER—]

JSON DA ) RA—REFEAL, FEORIEZFELF ISONATZIORNT 1=
RZRBIRTEFXRT,

I#F—X

T7ONT AL IZ—TE1DODAILRA—RELIZ—ULAEATEEE A,

- BEEE T

KRYREWV(T>1), &WUPZV(T<y), FLV (=), FLLBEV (TI=1), BE
(™>=1), FERUT (<=0 )0VWFThhOEETZFEAL T, BUEEEFZXY)ET,
- BB

TOA(TH1 ) FERRAFA(T-1 ) BEEECEREFEAL, BNERBICHS LN TESR
Fo TARVRY (1) EDALNRA—RELTHAL T, BEEZRELET,

ROIA—RAZRY NI, JSSONFBAZBEZNY FERILEDICTAIINE—NE—2 %
74#—XYNIRHEERTBNFrEELATVET,

// Filter pattern with greater than symbol

{ $.bandwidth > 75 }

// Filter pattern with less than symbol

{ $.latency < 50 }

// Filter pattern with greater than or equal to symbol
{ $.refreshRate >= 60 }

// Filter pattern with less than or equal to symbol
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{ $.responseTime <= 5 }

// Filter pattern with equal sign

{ $.errorCode = 400}

// Filter pattern with not equal sign

{ $.errorCode != 500 }

// Filter pattern with scientific notation
{ $.number[0] = 1le-3 }

// Filter pattern with scientific notation
{ $.number[0] != le+3 }

BEAXBEFEALTJISONOTARY NTEQGO—F

ROBICE, 714N E—NEZ—HFISONOTARY NOFEAGEIY FEEIFEICOVTRT

O— RAZRY RHFEENATVET,

(® Note

Bl JSONOT AR N 2FEALTHDOT7 1 ILE—NEZ—2ZTANTBEE. HlD JSON

OJ%Z 11TTADTRHBENHYKT,

[JSON O% 1 R K]

"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
"arrayKey": [
"value",
"another value"
1,
"objectList": [
{
"name": "a",
"id": 1

Ilnamell: Ilbll’
"id": 2
3

15
"SomeObject": null,

and plus symbol

and minus symbol
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"cluster.name": "c

Example: Filter pattern that matches string values
COT7AIINE—=NZ—>2, 77O/8T 1 "eventType" OXF%| "UpdateTrail" &—HL &
EE
{ $.eventType = "UpdateTrail" }
Example: Filter pattern that matches string values (IP address)
COTANE—NE—=2F, TLT74YORA"123.123." AFVEBFENArEEATVEVE
., T4 RA—RHAFEATHY) ., 7O/NF 1 "sourceIPAddress" #—HEeHBLET,

{ $.sourceIPAddress != 123.123.* }

Example: Filter pattern that matches a specific array element with a string value

CDT7AINE—=NZ—2F, BF "arrayKey" OEE "value" E—HLEFT,

{ $.arrayKey[0] = "value" }

Example: Filter pattern that matches a string using regex

COT7AINE—=NEZ—>2, 77O/7 1 "eventType" OXFF| "Trail" E—HLE T,

{ $.eventType = %Trail% }

Example: Filter pattern that uses a wildcard to match values of any element in the array using regex

ZANEZ—=NZ—=2I1C&, BH "arrayKey" OEX "value" E—H TS regex FEeFhTVE
ED
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{ $.arrayKey[*] = %val.{2}% }

Example: Filter pattern that uses a wildcard to match values of any element with a specific prefix and
subnet using regex (IP address)

CDT7ANE—=NZ—2IC&, 770/NFT 1 "sourceIPAddress" ME& "111.111.111.111"
E—HTDregex FEENTVWET,

{ $.* = %111\.111\.111\.1[0-91{1,2}% }

® Note
7F—2
Z7ANTAELIRZR—TRE 120DV AILRA—RELIVZ-ULALAERATERLEA,

Example: Filter pattern that matches a JSON property with a period (.) in the key
{ $.['cluster.name'] = "c" }
Example: Filter pattern that matches JSON logs using IS
ISEHTISONOTDT7 A —ILRE—HTDTAINE—NR—2ZEHTEET, IS BHIF.

fE NULL, TRUE £/ l& FALSE ZED 71— )LRE—BESEBENTEET, XOT1I)LZ—
INZ—> Tk, SomeObject MEAN NULL OBE, JSON OV HFBREhET,

{ $.SomeObject IS NULL }
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Example: Filter pattern that matches JSON logs using NOT EXISTS

NOT EXISTS E¥ZEFERALT7 1IN EZ—NEZ—2%ERL., QO F—ZRIBET7T1—I)LREZEF
BWISONOYTZRTCENTEET, XDT1IE—/NZ—>TlE. NOT EXISTS #FERAL T
7 14 —)L R SomeOtherObject Z&F& L JSONOJZRL £ T,

{ $.SomeOtherObject NOT EXISTS }

(® Note
ZE IS NOT BV EXISTS FEREHR—RENhTVEEA,

BEREMFEHALEJISON AT IO NOEGD—K

RIEEEFAND (T8 ) EOR (M1 ) E7ANE—NE—2THEAL. 2 DULOKBIETH
BOTARYNEIY FEUREAREERTEET, EARTR. 22 (T ) DERE. AD
BENEEIER ()>&&>||) HHR—REhFET, XOHICIE, JSSONATZ I IV NDEADEIY
FEBRIEODEERERF L7 1IN EF—NEZ—2Z2FATEHHEICODVWTRII—RAIRY [
BENTVET,

[JSON #72 TV N]

{
"user": {
"id": 1,
"email": "John.Stileseexample.com"
},
"users": [
{
"id": 2,
"email": "John.Doe@example.com"
},
{
"id": 3,
"email": "Jane.Doe@example.com"
}
1,

"actions": [
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IIGETII ,
IIPUTII ,
"DELETE"

1,

"coordinates": [
[0, 1, 21,
[4, 5, 6],
[7, 8, 9]

Example: Expression that matches using AND (&&)

COTAINE—=NZ—2IZE, "user" @ "id" & 1 OBEEIYYFL., XF5|
"John.Doe@example.com" ZFHL T "users" MIINBHWNEEICHS "email" &YXV F
THRIEREANFEENTLVET,

{ ($.user.id = 1) && ($.users[0].email = "John.Doe@example.com") }

Example: Expression that matches using OR (||)

CDTANE—=NZ—2ICIE, "user" M "email" ZXF%| "John.Stiles@example.com"
EXVFEHREEAN BENRTVET,

{ $.user.email = "John.Stiles@example.com" || $.coordinates[@][1] = "nonmatch" &&
$.actions[2] = "nonmatch" }

Example: Expression that doesn't match using AND (&&)

COT7ANE—NEZ—2ICF, R "actions" DE3IT7U23aEXYFLAEVES, —FH
BOoprsBVWEERNfEENTVET,
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{ ($.user.email = "John.Stiles@example.com" || $.coordinates[@][1] = "nonmatch") &&
$.actions[2] = "nonmatch" }
(@ Note

D*—2

Z7ONT AL Z—TRIAILRA—RELIEZ—Z 1 DLABATEEEA. &
Iz, BERZBU 71 ILE—NEZ—2TREKRID2OTVAIRA—RELIEZ—Z&EA
IRENTERT,

Example: Expression that doesn't match using OR (||)

CDTAINEZ=NZ—=2ICF, KD "users" OFRAO7ONT 1« FhE"actions"DE3I T
2avE—HLEBEVEYD, —BHNREOIOASHBEVEESANEENTVET,

{ ($.user.id = 2 && $.users[0@].email = "nonmatch") || $.actions[2] = "GET" }

JANEZ—NEZ—2ZFERALLEAR—ARPYYOOT AR KTO
manh—

AR—=AXGPV)OOT AR NDT1IIEZ—NEZ—2R

TJANEZ—NE—2ZEBRL, AR—ARYVOOTARY NTEAZ—BEEIENTEET,
ROABTR., AR—ARPYOOT AR hOPHIZRL, AR—ARXOY OOT AR NTEAZ
—BIBRTANR—NZ—2OBNEXTDHFEICOVTHALEXT,

(® Note
AR—ARGYOOT AR NTHEAZ—BIDTAIINE-—NEZ—2Z2ERTDEE, £E
NERUEFERRREFATEET. YR—FNENTOVRERRBEOUARNI VTR, Y
R—bhEThTVWBIERKR, 2F5RLTEZL,
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Example: Space-delimited log event

RODA—RAZRY NE, 7207 1—)LR
(ip. user, username, timestamp. request. status_code, & KT bytes) ZETL A
R—ARXFGYATA RN ZRLTVET,

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404
1534

® Note
B2 (") EZESIAF (") OBAONFRE, B—T7 41— )LRERBZENET,

Writing filter patterns that match terms in a space-delimited log event

AR—AXYPYOOT AR NTEAZ—BITDTAIINEZ—NE—2ZERTDICE, 71
Z—NEZ—2 8 1 )TEHE, AN T2 )TROPSNIEBRTTI A —ILRZEELXRT,
RDTANE—=NEZ—=2FET7T 2071 —)LREFEHTLET,

[ip=%127\.0\.0O\.[1-9]%, user, username, timestamp, request =*.html*, status_code =
4%, bytes]

BUEEEF (>, <. =, I=, >=, <=) ETFRRVAT N ZTAILR D—RELE regex ELTHE
AU, 714 ILE2—NE—2 U ZBETEET, 71ILEZ—NE2—20FITlE., ip & 127.0.0.1
~127.009 D IP 7P RL AEHEIC—BT D regex ZFA L. request & .html DEZHE TS
PBENHBDEZRTIAILRA—RAEEN, status_code & 4 THEZDEEZMETIHE
NFHBDEZBRTIAINRA—RAEENTVET,

AR=ARYPY AT AR NTHEMTED 71— ROBHA DA SBEWVEER. EHES (..) Z&E
RALTEBRAINBEWI 1 —)LRZSRTERY, EMLE2EAITIE, BEBZBOT 1 —I)LR%Z
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SRTEET. AOBICRE, BIOTAIINE—NEZ—2OBTRENLERID 4 DOEET 1 —)L
RERTEMLEZHEATEITAINEZ—NZ—ARENATVET,

[..., request =*.html*, status_code = 4*, bytes]

mIEHE T AND (&&) & OR (|)) ZEEAL TEERZER TR CLETEET, RDT M LZ—N
B—2IClE, status_code DfEA 404 FIcld 410 THIXENHD L ZRIEERNER
nNTLERT,

[ip, user, username, timestamp, request =*.html*, status_code = 404 || status_code =
410, bytes]

NE=2RIVTFUTBERALEAR—ARYY OOT AR NOFEIED—H

NEZ—=DRRVvFUIFEAL, BEDIEFTREAZ—HITDIAR—ARXPN O T 1IN EZ—NNE2—>%
ERTEET, 10T —32—%2FALTEINIEFZIEBELE T, WI|ZFEAL THEINEDZ
RLU, RICW2) B EZFEALT., TORDEADIEFZRLET, BAOBICHIN ("T,1)ZAS
LET. ROBICE, AR—ARYFPYD T AIINE—NER—2TNEZ—2IVFUIRERATEDHEIC
DVWTRTII—RAIRY RFEENRTVET,

® Note
AR=AXGY OATARY NTHEAZ—HITDT7AINEZ—NEZ—VEERTDLE, IR
DEMNERKREFATEET, YR—FEATVBERXRBEOUANIOVTR, T4
R—hEhTVWIERKR, ZZRLTILETV,

[AR—ARGY OOY AR K]

INFO 09/25/2014 12:00:00 GET /service/resource/67 1200

INFO 09/25/2014 12:00:01 POST /service/resource/67/part/111 1310
WARNING 09/25/2014 12:00:02 Invalid user request

ERROR ©9/25/2014 12:00:02 Failed to process request
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html#regex-expressions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html#regex-expressions
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Example: Match terms in order

RDAR—ARPY D7 A I EZ—NE2—=2, QAR NOBAORFENLTZ—] THHOY
AR NEBRLULET,

[wl=ERROR, w2]

@ Note
NE=—RXVF T ZFERATRZAR—ARI DT 1IN EZ—NZ—2ZERTDEE.
FADIEFEBELERICEHDA VT —R—Z2EHDRENfNHVET, TR, &
AOBEEN [T THRIOATARINERTTAINEZ—NEZ—2%ERTBHE. [wl]
FANEICEAD W2 A ST —2—%2EHET,

Example: Match terms with AND (&&) and OR (||)

RIEEEFAND (788, ) E OR( M|y ) #EAL. RHEEELAR—ARIY DT 1 )L2—/\
B—VBERTEET, KO TANE—NE—2lE, ARV NORAOBEBEN TS —] Thid [B
L1 THBOTARYNERLET,

[w1=ERROR || w1=WARNING, w2]

Example: Exclude terms from matches

12U EDFEAZRATZIOT AR RN EERTAR—ARYY DT 1IN EZ—INE—2ZERKTE

Y. RAITZFAORICHFLLBVDORS (M= ) ZBRELET. AOI—RAZIRY N,

RYIOBRZEN [T7—] & [BFITREREVOTARYNZRITAINLE—NE—20FZRL T
£9,

[wl!=ERROR && wl!=WARNING, w2]
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Example: Match the top level item in a resource URI

RDI—RAZARY M, regex ZHEALTVY—AURIOFRLEUOEEZ-—HIZT71IILX—
NZ2="DFZERLTVET,

[logLevel, date, time, method, url=%/service/resource/[0-9]+$%, response_time]

Example: Match the child level item in a resource URI

ROI—RAZARY ME, regex ZEALTUY—AURIOFLARILOEEZ—HITBT71)L
B—NE2—2OflZERLTVET,

[logLevel, date, time, method, url=%/service/resource/[0-9]+/part/[0-9]+%$%,
response_time]
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AWS H—EZAA S5 OOTE&FOEML

2L OY—EAFEOT DA% CloudWatch Logs IoHRITLETH, —FH 0 AWS H—ERFOT %
Amazon Simple Storage Service & /= l& Amazon Kinesis Data Firehose I E#ER{TTEEd, OJD
FREHNAANL—PFLEREZOVTNAOY—ERATOMNETHDHE, BNMOEY N7y 7L
I, Y—EATHERB(COJZERL. B Amazon S3 E =& Kinesis Data Firehose ICEE T3 <
ENTEET,

04 A Amazon S3 & = [& Kinesis Data Firehose IZEEARET N3IBETE., HEFBEHAELE
T FHMICOVWTIE., "TAmazon B&€FX, © "OJ ., 270 "#tehzd0O07, £25BLTLKESE
LW, CloudWatch

—ZD AWS H—E A, HBEOA >V T7ZANZIOFv2EALTOVEZRELET, ChsnH—
EAASOOF 7 2BMCTRICE., BEOEREZZF DI - LTOTATH2HENHY)

T, TSIC, O EBREETEDELSICTD AWSIZK., ICT7 IV EAFTENETZIHXREN HVYE

9,

CNSOTIVEAFAZHLEETDIH—EADEE, YEZXTIVEAFALRE 2 2ON—=3 2
HYVET, ChSDEMOT VEAFAZLELETEIH—ERAR, RIZ[YR—rdY VITIEA
FANBLRT [YR—bHY V2T I EAFAN ERFENET. ChSOBEBHERIZIOVTE,
ROBEOEI> IV EZSRELTSEEL,

OJ 247 CloudWatch Amazon S3 Kinesis Data
Logs Firehose

Amazon AP| Gateway 7 7t A0% HR—hKH)

MITF77EA
H]

AWS AppSync O HR—bK

Amazon Aurora MySQL O% HR—bB

Amazon Chime D XTF A F7mBEX KD OAOYT HR—KHY)
ESIP Xy tE—>0O4 [VA1 ToOtA
FFH]
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/appsync/latest/devguide/monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.CloudWatch.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html#cw-logs
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html#cw-logs
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OJ%247

CloudFront: 7 2t A0%

AWS CloudHSM E&EQOJ

CloudWatch Evidently i 4 X2 ~O Y

CloudWatch Internet Monitor Q%

CloudTrail @Y

AWS CodeBuild A%

Amazon Cognito 0%/

Amazon Connect ®[O%

AWS DataSync 0%/

Amazon ElastiCache for Redis 1%

AWS Elastic Beanstalk 1%

Amazon Elastic Container Service ® 1%

Amazon Elastic Kubernetes Service 1> MO —

LWZL—=>007

CloudWatch Amazon S3 Kinesis Data
Logs Firehose
HR—KHV)
M1 T7OEA
i)
YR~ K
HYR—bHY HR-—LHY
V1 7 OtA V1 7OtA
FFH] FFH]
HR—KHY)
V1F7otA
Gl
HR— K~
HR— K
HR—K&HV)
V1 7 OtA
2]
HR— K
HR— K
HR—KH) HR—KH)
MIT7OEA MIT7OEA
FFH] FFH]
HR— K
HR— K
HR—b
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-hsm-audit-logs-using-cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently-datastorage.html#CloudWatch-Evidently-datastorage-logformat
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-view-cw-tools.S3_athena.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started-build-log-console.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/connect/latest/adminguide/logging-and-monitoring.html
https://docs.aws.amazon.com/datasync/latest/userguide/monitor-datasync.html#cloudwatchlogs
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Log_Delivery.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/AWSHowTo.cloudwatchlogs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
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OJ247 CloudWatch Amazon S3 Kinesis Data
Logs Firehose
AWS Fargate 0% HR—b
AWS Fault Injection Service 2O HR—K&HY)
V1IF7O0tA
FFH]
Amazon FinSpace HR—KrHY HR—BIHY HR—bKH
V1 7 OtA V1 7 OtA V1 7 OtA
FFH] FFH] FFH]
AWS Global Accelerator 7 O—O% HR—KHY)
V1F7otA
FFH]
AWS Glue 37045 HR—K
Amazon Interactive Video Service ¥ ¥ v ~ O HiR—KHY HR—KHY HR—KHY)
Z V1 7 OtA V1 7 OtA V1 7 OtA
FFH] FFH] FFH]
AWS loT O HR—bK
AWS IoT FleetWise O% HR—KHY HR—KHY HER—-—KHY
M FoEA [VIFY9ER NI TYER
] ] A
AWS Lambda O% HR—bK
Amazon Macie ® %' HR—K
AWS Mainframe Modernization HiR—KHY) HR—KHY HR—KHY)
VI 7 OtA VI 7 OtA VI 7 OtA
FFH] FFH] FFH]
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com/fis/latest/userguide/monitoring-logging.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/monitoring-global-accelerator.flow-logs.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-continuous-logging.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyUserGuide/chat-logging.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyUserGuide/chat-logging.html
https://docs.aws.amazon.com/iot/latest/developerguide/cloud-watch-logs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/logging-cw.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/macie/latest/user/discovery-jobs-monitor-cw-logs.html
https://docs.aws.amazon.com/m2/latest/userguide/what-is-m2.html
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OJ247 CloudWatch Amazon S3 Kinesis Data
Logs Firehose

Amazon Managed Service for Prometheus D HHR—K&H 1Y)

4 V1 7 o+2R
FFH]

Amazon MSK 7 O—A—0O% HR—KHY HR—KHY HR—KHY)
V1 7 OtA V1 7 OtA V17 OtA
] ] ]

Amazon MSK Connect 0% HR—KNbHY) HR—KHY HR—KHY)
V1 7 OtA V1 7OtA V1 7 OtA
FFH] FFH] FFH]

Amazon MQ O —fOJ L E&EOY HR— K~

AWS Network Firewall 0% YR—b&HY HR-_bHY HR-LHV
V1 7 OtA V1 7 OtA V1 7 OtA
FFH] FFH] FFH]

Network Load Balancer 7 2 = AO% HR—KHY)

MIT7OEA
FFH]

OpenSearch %' HR—hK

Amazon OpenSearch Service DEVWIAKOY  HR—brHY HR—LHY HR—bKH
M FZo2+ER [VITFZI9RR [N1TYER
] ] A

AWS OpsWorks 0% HR—bK

Amazon Relational Database ServicePo HR—b

stgreSQL OY

AWS RoboMaker 1% HR—b

Amazon Route 53 /N7 U Y2 DNS 2T VUOY HR—b
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https://docs.aws.amazon.com/prometheus/latest/userguide/CW-logs.html
https://docs.aws.amazon.com/prometheus/latest/userguide/CW-logs.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-logging.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-logging.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-configure-cloudwatch
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/createdomain-configure-slow-logs.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/monitoring-pipeline-logs.html
https://docs.aws.amazon.com/opsworks/latest/userguide/monitoring-cloudwatch-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.PostgreSQL.html#USER_LogAccess.PostgreSQL.PublishtoCloudWatchLogs
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.PostgreSQL.html#USER_LogAccess.PostgreSQL.PublishtoCloudWatchLogs
https://aws.amazon.com/blogs/opensource/robomaker-cloudwatch-ros-nodes-offline-support/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/logging-monitoring.html
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OJ%247

Amazon Route 53 Resolver 7 T O%

Amazon SageMaker 4 X2/ ~

Amazon SageMaker D—H—A X2 K~

AWS Site-to_Site VPN O %

Amazon Simple Notification Service @ %'

Amazon Simple Notification Service ® 57— X &
ZERU>—0OY

EC2ARY NAVARADT—R T 1 —R
7741

AWS Step Functions Express 7—2 7 0—¢&
BED—270—007

Storage Gateway BEEOJ &AL AOY

AWS Transfer Family 0%/

CloudWatch Amazon S3 Kinesis Data
Logs Firehose
HR—KHY HR-—KHY
VI 7 OtA VI 7 OtA
FFH] FFH]
HR—KHV)
MIT7OEA
]
HR—KHY)
V1IF7O0tA
Gl
HYiR—KHY HR—KHY HR—KHY)
V1 7 OtA V1 7 OtA V1 7 OtA
FFH] FFH] ]
HR— K~
HR— K
HR—K&HV)
V1 7 OtA
2]
HR—KHY)
V1 7 OtA
]
HR—KH)
MIT7OEA
]
HR—KHY HR—KHY HER—KdHY)
VI 7 OtA VI 7 OtA VI 7 OtA
FFH] FFH] Gl
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs-choosing-target-resource.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-cloudwatch.html
https://docs.aws.amazon.com/sagemaker/latest/dg/workteam-private-tracking.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/monitoring-logs.html
https://docs.aws.amazon.com/sns/latest/dg/sms_stats_cloudwatch.html#sns-viewing-cloudwatch-logs
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-operations.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-operations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-data-feeds.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-data-feeds.html
https://docs.aws.amazon.com/step-functions/latest/dg/cw-logs.html
https://docs.aws.amazon.com/step-functions/latest/dg/cw-logs.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html
https://docs.aws.amazon.com/transfer/latest/userguide/structured-logging.html
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OJ247 CloudWatch Amazon S3 Kinesis Data
Logs Firehose
AWS Verified Access 0% HR—KNHVY) HR—KHY HR—KHY)
V1 7OtA V1 7OtA V1 7OtA
ST ST ST
Amazon Virtual Private Cloud 7 O—0O% HR—KHY HER—KdY)
V1FoEA  [VITOEZ
ST ST
Amazon VPC Lattice 7 7 A0O% HR—KHVY) HER—KHY HR—KHY)
V1 7 OtA V1 7OtA V1 7 OtA
Gl Gl Gl
AWS WAF O% HR—KHY HR—KHY HR—bK
V1F7oEA  [VITOEZ
ST ST
Amazon CodeWhisperer HR—KHY HR—KHY HER—-—KH)
V2T OtA V2T OtA V2T OtA
AT AT AT

BOT 7 EAFANZBEZOFT T V1]

—8D AWS H—E AR, RBOAT7ZANZVF v Z2EAL TOY % CloudWatch

Logs. Amazon S3, F (& Kinesis Data Firehose ICEELET. ULTORICVUAREIATWS
AWS DH—EAN CNSDREICOTZEETEDLIDICTDICE. BEOT VLA EED
A—%—&eULTAJAVTRIRENHYET,

ESIIC, OYAREETEDELDICTAICIE. AWSICT IO EAFTENETIHUEN HYET, ch
SOT7OLAFAF. OJ0tEY NT7YTEIZ TAWS BEWNICERTACEE, OJRERERE
THHICHDTERTZIEETEEXT,

BEAOI—F—IFHEACOTOREERETREEIL., IMBEBTIOEAFATEYY—AKRY
S—AWS ZEBMICREI D CEZBRLEBE. COEIIVTRRIZLSIC, OTDERE
ERETRZI—H—ICRBEOT IV EAFANMBETT, &k, VY—ARUI—=1—H%—HM

BMOT I EAHTN BBEOT Y V1] 288


https://docs.aws.amazon.com/verified-access/latest/ug/access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-s3.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging-destinations.html
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BICERTREETEET, T5TdE, OJORBEERETAII—F—-HNThBEESZDOTIL
AAAZFEOBEN BLSBYET,

ROREE, COEI>a>oERFERAENZO00BELEOTDEEEOBETT,

LTo+E223a> T, ChsOEEEEICOVTEHLLSHEBALET,

O (ZiEEE d CloudWatch O

/A Important

ROUANDOOY ZA 7% CloudWatch Logs ICIEE TR XS ICERET R E, BMBEICKHL
TOJ=zZ2HWMaO07IL—7CEENSFSsS )Y —ARI—AWS ZERF LRI EE
LET, FHlICODVWTE, COEI2araikid THEHmAEALEETL,

cOEIVTAVE, BIOEIVZIVORIZUARNENTVWSDZA47 OO A CloudWatch Logs IZ3%
BEEh3B5EICBRAEhET,

A—Y—F IO EAFH

chsn2470070OVWFhh % CloudWatch O ICHIO TEFTBLSICHRETRICE. XOT
VEAHAZERALTTAONCOTA 2V TRIRBENHYIET,

* logs:CreatelLogDelivery
* logs:PutResourcePolicy
* logs:DescribeResourcePolicies

* logs:DescribelogGroups

ChsnRA4A700OTDOWVWT D CloudWatch Logs DO TN —TIZF TIZEEE
nNTLVWBHEE, RLOJIL—TAONhsOOJDROEEERETDICK,. 7ot
Alogs:CreateLogDeliveryfHFA D &N HETT,

OJJN—=7n)Y—AKRI>—

OJAEBETVAOTTIL—TI1C, BEOT IV EAFANEENDZ VY —AR) I —HNFYUET
. RE. OFTL—TICVY—ARUD—HFu<, OJFEFEZEY N7y 7L TVWA1—% -0
99 ) —7"®M logs:PutResourcePolicy, logs:DescribeResourcePolicies, 88X 77

O 2#E& N d CloudWatch 0% 289
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2 Alogs:DescribelogGroups

LiaHd &, ICE&I2TRODRYS— AWS FEBICEREIET,

{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AWSLogDeliveryWrite20150319",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:0123456789:1og-group:my-log-group:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
1,
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

A7 TIWLN—=7CVV—=ARD—HFHBDH, LERORIS—ICHBIZNHNFETDORI> —
cBFEhTHEsST, OF T2y NT7Y7LTVWB 1= FOJTTIL—TICH

9% logs:PutResourcePolicy, logs:DescribeResourcePolicies, &&T
logs:DescribelogGroups A ZEFE > TWBH L VWSBAK, ToxXxrOdIIL—7n) Y —RR
o —ICEMENET,

OJJN=7DY—=ARI>—0OF 4 XEIRICBETZEREE

FAZFE>TVWREVSHEE. O % CloudWatch Logs 2518

O 2#E& N d CloudWatch 0%
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cNSOY—ERR, VDY—ARVI—TOJZ2REEITRHEOATTIN—TZ)ANTIRENHYE
¥, CloudWatch Logs VY —ARU T —I& 5120 XFICHRE A TVET, Ok, ZHOOY
IIN—TICO7ZEEFEITDT—ERR., COLRICFETDAEENI HYET,

CcNZBFETHLHIC, CloudWatch Logs KOJ ZEEFEL TWAH—EANERTS Y —ARD
S—DHAXEEZZITIL, RUD—HF 51200 XZOH A XEHRICETVTWA %2R ET
&, TOH—ERAM)Y—RAKR > —/aws/vendedlogs/* T CloudWatch Z BEIMIICEMICL
£9, TD&. /aws/vendedlogs/ THFEDBEOOATJI—TZhsnH—EANSOOTD
EEEELTHERALEBEDD ENTERT,

Amazon S3 [CEEc =07

/A Important
ROUANOOTZA 7% Amazon S3IZIEETARDICERETS L, BA4EICKHLUT, O
JaZ%ETHSINTY MCBEEFHFShEVY—ARD S — AWS ZHERELRFEELE
T, HHICOVWTE, coto>a et THma<rEE,

cOEIV>aVE, UTORA7OOTH Amazon S3 IZIEEENBGFEICERAEhET,

« CloudFront 72 AOQTJEANI =220 TF70vA0Y.,. GOV ANDBOY—ERERFER
BTV EAFAEFTI CloudFront ZFER L E T, FHMICOVTR., "TEZEEOVREORES LT
O 7F7ANANDOT OB AICKHERTOAHFA, 25BLTSESL,

« Amazon EC2 ARY RA VARV ADTF—RT 1 —R

« AWS Global Accelerator 7 O—0O%

« Amazon Managed Streaming for Apache Kafka 7 O—Ah—0O%
« Network Load Balancer 7 7 = A0O%

« AWS Network Firewall O %

« Amazon Virtual Private Cloud 7 O—07%'

Amazon S3 ICEERTE A LEOT R, BEITIRFEONTY MCRITEAET, BEELENTY B
T, 5@BEC 12U OO ERENET,

04 % Amazon S3 /N7 Y NICHIOTEET2HE. OJZEBEITZIH—ERARNT Y NOFIE
EBEERL, OINFCOTHIRNIBTADNTYNIOABEENDEISICLET, TOE
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html#AccessLogsBucketAndFileOwnership
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html#AccessLogsBucketAndFileOwnership
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R, Amazon S3NNT Y NFIEZERZETSICE., TOHY—ERATOI YT AOV TS a2 #BER
FLERIEHRITHIHEN HVYET,

1—H—TF I AHT

CNSDEA7OOT D Amazon S3\NDEEZNOTEY NTYTITBICE. LTOT7 AT
TT7HIRNIOTA > TRIHENHYET,

* logs:CreatelLogDelivery
* S3:GetBucketPolicy
* S3:PutBucketPolicy

CNSORA70O070VTFNH N Amazon S3/NT Y MZTTILEFENTVRIEE,
ChonFOROOTZEUNTY MIEBTRLEODOEY NTYTIIXEERDOE
logs:CreatelLogDelivery 77 EAFADATT,

SSNTY RDIUY—ARD S —

AN EFEENTWVWSE SINTY NI, BEDT IV EAFINf €ENBD VY —ARVS—HNFRBET
To BENTY MDY —ARUD =L, OJEFEZEY NTYZ7LTWVWAI—H—HIFNTv K~
[CX T3 S3:GetBucketPolicy® KT 7 U2 AS3:PutBucketPolicyffAIZHF>TWBDELVS
HEE,. Amazon SSADOTDREEERBIZEEIC (LK >2>TUTORI S — AWS A EEHICHE
MEhET,

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
},
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"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]
}
}
},
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/account-ID/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": ["0123456789"]
.
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]
}
}
}

BIDRYS—TIE, aws:SourceAccount ICRZONTY NMCOTHBREETNDTHINID
DIUARNZIELE T, aws:SourceArn ik, OTJZ2ERKTHIY—ADARN D) AN%E

arn:aws:logs:source-region:source-account-id:* QX TIEELET,

N7y MCUY—RRUS—HHBHF, LRORUS—ICHDRATF— KXY M ZORY

PICBENTHST, OF U2y R TYTLTVARI—H—HFNTY NIHTS

S3:GetBucketPolicy & T S3:PutBucketPolicy 7V EAHFAZF > TWB L VSHEI,

TDAT—RAZRFNTY ROV Y—ARID—ICEBMENET,

@ Note
7 2t A AWS CloudTrail s3:ListBucketffFa A" ICfAEET N TVWEVEES.

ICAccessDeniedIZ—HFRREND &N H EFJdelivery.logs.amazonaws. com.

CloudTrail O Icc s D ITT—ARELBVKRSICTDICE., Tt

As3:ListBucketfF A Z{f&delivery.logs.amazonaws.comlL ., BIR®D /N7 v

RIRUS—IZEREE Nz 7Ot As3:GetBucketAcliFa Z#3FDCondition/N T X —

Amazon S3 ICEEEnizO0Y
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REEHIMVENHYET, CNEBRICTDICE, HILLV Statement ZERT S
Kb V) IZ, AWSLogDeliveryAclCheck % “Action”: [“s3:GetBucketAcl”,
“s3:ListBucket”] THALSICEEEHMITDEN TEXT

Amazon S3 N7 Y hOHY—"N—fllOEE{L

Amazon S3 /N7 Y NADTF—RZRET S ICE. Amazon S3-managed¥F —IC &k B H—/N—l
DRSSk (SSE-S3). F & ICRIFE hiz AWS KMS F— I & 34— /N\— B QRS AWS Key
Management Service (SSE-KMS) DWFhAZBMICLET, FMHICOVWTR., "TH—/N—H0E
StEEALET—20REL 2SRLTEEL,

SSE-S3 ZBIRL 54, BMORERFXEH V) EFH A, Amazon S3 NMEE{LF—ZLEBLET,

/A Warning
SSE-KMS ZiBIRU I2BE. DAZIN—NZX—IRF—EFEATIVLENfHYVET, O
FTUATRE AWS XZ—D REF—DFEARYR—RE A TVEVEHTT, AWS YER—D
REF—ZFAL THESILZRETD L, OJ RV FHEBEATHREENE T,

NAZRI—NZR—IJ RAWSKMS ¥—Z2FAT25HE. N7TY NESLZEMCTREEIC, KA

BN—XZX—T RF—0 Amazon VY —AXR—LAL (ARN) ZEEETEET. AT FUNI—=THO>
RA"SBNTY RMCBERADHDLSIC, HAZN—NR—IRF—OF—RUZ—(S3INTY RON
TYRRID—TRBHVERA) CREZEMTEIHBEN HVET,

SSE-KMS ZBIRL IBE., NARN—NZ—IRF—ZFEATIXENfHBVET, cOZFUFT
F AWS Y Z— RF—OFEAFEHR—RENTVWAEWEDHTT, HAXI—TZ—T R AWS KMS
F—RFEATIHE. NTY MNESHEBRMICTREEIL, DAZI—NZX—T RF—0 Amazon
)Y —RAZ—AL (ARN) ZIBETEET, QT FUNV—THIRN SINTY NZEEIADD K
S, DARI—ANFZ—DRF—OF—FRII—(SINTYRNONTY REKRVI—TlEHYELA)
CREBIMTDHRENHYET,

"Sid": "Allow Logs Delivery to use the key",
"Effect": "Allow",
"Principal": {

"Service": [ "delivery.logs.amazonaws.com" ]

}I
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"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": ["0123456789"]

I
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]
}
}

aws:SourceAccount 2k, CONTY NMIOJABEENDTHIMIDOURA
NZEELET, aws:SourceArn ICiFk, OV ZERTDIY—ADARN DU AKNE
arn:aws:logs:source-region:source-account-id:* DR TEELE T,

Kinesis Data Firehose (COYJ &#X{ET 3

TV, BRI IVORICEBEENATVWEZA47NOOY A Kinesis Data Firehose (Z
EETIhDBEEICERAENET,

A—Y—TF O AHH

NSO RA470OOY D Kinesis Data Firehose NDEEZHOTEY NTYTITBICE. UTOTF
DHEAFATTHIONIOTATEIHENF HVYET,

* logs:CreatelLogDelivery
« firehose:TagDeliveryStream

e iam:CreateServicelLinkedRole

chsnRA7007 0OV hh A Kinesis Data Firehose ICF TICEFE N TVWBRHEE, C
SOHDOEIOAOY % Kinesis Data Firehose ICEET2EH0EY RT7Y S ICHBEBED DI
logs:CreatelLogDelivery & & U firehose:TagDeliveryStream FFAI D& T,

TOERAFADOLEOICERELS IAMO-)L
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Kinesis Data Firehose [ 1J YV —ARD S —ZFEALEVES, FhsOOY % Kinesis Data
Firehose ICEE T A LD ICRRETSHEZICIAMO—)L AWS ZFERALET, &, VWSRO H—
ERICUOEhiz0—)L AWS Z/ERK L £ 9 AWSServiceRoleForLogDelivery, c D —E X1~
20—-ILICE, ATOT7VEAFIFr€ENET,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
.
"Effect": "Allow"
}
]
}

cOHY—ERICUVVEnO—)LIE., LogDeliveryEnabled ZU A ICRREETNTWVWHIANTD
Kinesis Data Firehose BM{EA RN — ALK T2 T7 IV AHFAEZNFEL £ T true. OJERERET
%t\ (—0)97/3\ 1n9&ﬁﬂ1n1l\u_i\(ﬂ__ AWS 1#53*’-353—0

cOY—ERAU20O-)LICE, delivery.logs.amazonaws.com H—E AT U NI BE
BH—EAVVO-)L%Z25|€ZHRE2TBICTRERRI—EHYET., UTHTOEER
U /_—Ca-o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"

iy

"Action": "sts:AssumeRole"

Kinesis Data Firehose ICO7 ##%#E T3 296



Amazon CloudWatch Logs d1—H¥—HA R

}
]
}

ENMOT7 2 AFAINFr HEZOFXF> T [V2]

—ED AWS H—E A, ILLWAFZZFEALTOVZEELET., childk, Chso—EAALS
4. Amazon S3 CloudWatch . FE =& Kinesis Data Firechose ® 1 DL EDBEAOOTBE &R
ETEDXEBEHFETT,

BR—RENTVD AWS H—EREEFEAEOEOOVEEZRETSICE. UTZRTIIHLELN
HWERT,

« BEREZERLET, BExE, RBRICOTEEEITDIVY—AEZRTREATSIINTT, 5
MICOVWTR, Ty 288U T & WPutDeliverySources

- EBROBEEEERIREA /DI IV NTHIEELEZERLET, FMAICOVTR., T, 288U
T < JZ2& LPutDeliveryDestination,

s VOAT AV NTOVZBETHBEERK. EE%XT N> KNPutDeliveryDestinationPolicy T %
FRALT, EEEICIAMARID —ZE)ETHDRBENHYET, CORIUZ—ICKY, TDIEE
ANDOBENFITENET,

« CreateDelivery ZfFAL T, 1 DOBERE 1 DOEBEELETERT UL TEEEZERL
S

LToto>3a>T, V27OtAZEALTIRRATORENOOVBREZRET D LOICT A
JAVULIEEEILBERT O EAHFAOFHAIC DVWTIHALET.,. chsOTF7 IV EAFAR, 1
AVICERATS IAMO-I)LIZHETEE T,

APl TRAELSOVYV—IILZ2EALTOVEBEZRETZHESK. LTI avIiCEBEzhTVS
TORAEFAICMAT, LTOEBMT7 O CAHFAESLETT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowlLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",

BMOT 7 EAFANBEZOF T [V2] 297


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationolicy.html

Amazon CloudWatch Logs d1—H¥—HA R

"firehose:DescribeDeliveryStream",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

O (2% E & hva CloudWatch O%
A—5—=T Ot AFHFA

CloudWatch Logs NODOT DREEZEMCT BRI, ROT IV ELAHFATHA VAV THIHEND
WET,

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:PutDeliveryDestinationPolicy",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliveryDestinationPolicy"

]I
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"Resource": [
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*"

]

OJJN—=7n)Y—AKRI>—

OJAEBEETVROTTIL—TI1C, BEOT IV EAFANEENDZI VY —AR) I —HNFYUET
T, WE. QA JIL—TICVY—=RARD =<, AJEGEEY NTY 7L TVWR I1—H—40O
99 ) —7"® logs:PutResourcePolicy, logs:DescribeResourcePolicies, 8K 77
tRlogs:DescribelLogGroupsFFAIZ#F > TWBH & VWS H Ak, O % CloudWatch Logs (2% 1E
LBEHBDE, ICK2TRDARIS—AWS FBEINICERENET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {

"Service": [
"delivery.logs.amazonaws.com"
]

3,

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
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"Resource": [
"arn:aws:logs:us-east-1:0123456789:1og-group:my-log-group:log-stream:*"

1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]

iy
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

OJJN=71DY—=ARI>—0O% 4 XHIRICBETHEREE

chsOH—ERRF, VDY—ARVI—TOJZEFIZEATIN—TEZVARNTIHVENHYE
Fo CloudWatch Logs VY —ARV T —IE 5,120 XFICHBRE A TVET, cOidH, ZHOOT
IIN—=7ICOT7ZEEFETIH—EAE, COLRICEETDAESEN BV ET,

CNEBRETH1HIC, CloudWatch Logs OTZEFLTVWARH—EANEATH VY —ARY
S—OHARXEETEZZITL, RUI—HF 5120 XEZOH A XEHRICESTVTWVWR ZEZ2BRET
&, TOH—EADJY—AKRZ—/aws/vendedlogs/* T CloudWatch Z BEBIHIICEMICL
F¥9, TMD&, /aws/vendedlogs/ THFEH BEOOAT I —TZhs0H—EAASOOTD
EEXEELTHERLEBEDDENTEERT,

Amazon S3 ICiEfEe 0O
A—5—=T Ot AFHFA
Amazon S3SANOOTEEZBMICTAICE. XOT IV CAHFATHSA AV THIHENF HYET,

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
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"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:PutDeliveryDestinationPolicy",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliveryDestinationPolicy"

1,

"Resource": [

"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-destination:*

"Sid": "AllowUpdatesToResourcePolicyS3",

"Effect": "Allow",

"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

1,

"Resource": [

"arn:aws:s3:: :bucket_name"

]

OJMEEENTVS S3NTY MR, BEDTI7EA

AANEEND VYRRV —HFBET

T BENTY MUY —ARD =B, AJREREZEY N TY 7L TVWBRI—H—HFNT Y K
[CXt9 % S3:GetBucketPolicy® KT 7 U AS3:PutBucketPolicyfFAIZFE>TWHEWS
HBEE. Amazon SSADOTDEEERBIZEEIC (LK >2>TUTORI S — AWS A EEHICHE

KENET,

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [

{
"Sid": "AWSLogDeliveryAclCheck",

Amazon S3 ICEEEnizO0Y
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"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"
.

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::my-bucket",

"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]

I
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:delivery-source*"]
}
}
},
{

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/account-ID/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": ["0123456789"]

.
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:delivery-
source:*"]

BIDR) S —TlE, aws:SourceAccount ICIFZONT Y MCOTHFEEENDTHU2NID
NDIARNZEEELET, aws:SourceArn (ZiF, O ZERTBD VY —ADARN DU AKZE
arn:aws:logs:source-region:source-account-id:* DR TEEL £,

NTY MUY —=ARDS—=FHBH, LEORVZ—CHDAT—RX NFZDORY
J—ICBENTHS T, OF T2y NTYTLTVWRI—H—HFNTY RIRTS
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S3:GetBucketPolicy # & S3:PutBucketPolicy 7V EAHAZF > TWB L VSHEI,
TDAT—RXRIHINTY ROV Y—ARVI—ICEMENETT,

® Note

7 2t A AWS CloudTrail s3:ListBucketFaA IZFEEhTVEVES,
[CAccessDeniedIZ—HRREND &N H) FTdelivery.logs.amazonaws. como
CloudTrail O ICC NS NI Z—AHKELBVRSICTRICRE. 70
As3:ListBucketFFAIZ{f5delivery.logs.amazonaws.coml, BIRD /N Y
KRR —ICEREE iz 72Ut As3:GetBucketAcliF A& DCondition/N T X —
REEHIMBENHYYET, ChEBEIZTHICE, HLLV Statement ZHEKT S
KDV IZ, AWSLogDeliveryAclCheck Z “Action”: [“s3:GetBucketAcl”,
“s3:ListBucket”] THAIRDICEEEH IAH_ENTEFRT

Amazon S3INNT Y hOHY—NN—fllOEE{L

Amazon S3/N\T Y RRDOTF—R % RET S IZIE. Amazon S3-managed¥—IZ & % H—/\—1l
DRSSt (SSE-S3). Tk ICREE Tl AWS KMS £ —I2 & 2 H—/N\—BIDREE1L AWS Key
Management Service (SSE-KMS) DWFhAZEBMICLET, FMHICOVWTR, "TH—/N—Hl0E
StEaFEALET—20KRE) 28RBLTKEEV,

SSE-S3 ZERL 158, BMOREFIXLEHV XL A, Amazon S3 FEES{LF—ZRELET,

/A Warning
SSE-KMS ZBR L 23BE. DAEIY—NR—TI RF—ZHAITIBENHBVET, D
FTUATR AWS NZ—D RF—OEARYR—REAhTVWEVEHTT, AWSXR—D
R¥r—ZEALTHESLERETSE, OV EHAIBMYFAREERATEREENET.

NABZN—NZ—I RAWSKMS F—ZAT25E. NTY NESLEZBMICTRIEEIC, HA

BI—NF—T RF—O Amazon UV —AZX—LAL (ARN) ZEEETEET, O FUNV—=THO>
RA"SINT Y MCEEIRADB LS, NARN—NXZX—IJRF—OF—RUZ— (S3NTY RON
TYRRID—TRHVERBA) CREEMTIHBENHET,

SSE-KMS Zi&#IRU L858, WAZIN—IXZ—IRF—ZFEHAITIHBEN HYET, COZFIAT
F AWS YZ— RF—OEARERHR—FEhTVEVWEDTT, DAZI—ITZ—T R AWS KMS
F—HFEHATRES. NTYRNESLEEMCTREEIL, HAZI—TZ—2 RF—O Amazon
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)Y —AX—L (ARN) ZEETEET, O FUNV—=THIU KA SINTY NZEEIADD K
S, HABRI—XNZ—DRF—OF—RUI— (SSNTYRNONTY RRIS—TREHUEEA)
CXZEMTBILENHYET,

{
"Sid": "Allow Logs Delivery to use the key",
"Effect": "Allow",
"Principal": {
"Service": [ "delivery.logs.amazonaws.com" ]
b
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
b
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:delivery-source:*"]
}
}
}

aws:SourceAccount 2k, CONTY NMIOJABEEADTHIOMIDOURA
NZIEELE T, aws:SourceArn ICik, OV ZERTBIY—AOD ARN DU AKNE
arn:aws:logs:source-region:source-account-id:* QRN TIEEL T,

Kinesis Data Firehose (O &9 %
A—Y =T Ot AHFT

Kinesis Data Firehose NDOJEEZBIICTBICE, XAOT O ELAFATHA A THDHEN
HVET,

"Version": "2012-10-17",
"Statement": [{
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"Sid": "AllowlLogDeliveryActions",

"Effect":
"Action":

"logs:
"logs:
"logs:
"logs:
"logs:
:GetDeliveryDestination",

"logs

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

]I

"Resource'

"Allow",

[

PutDeliverySource",
GetDeliverySource",
DeleteDeliverySource",
DescribeDeliverySources",
PutDeliveryDestination",

DeleteDeliveryDestination",
DescribeDeliveryDestinations",
CreateDelivery",

GetDelivery",

DeleteDelivery",
DescribeDeliveries",
PutDeliveryDestinationPolicy",
GetDeliveryDestinationPolicy",
DeleteDeliveryDestinationPolicy"

1 : [

"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

}I
{

"Version": "2012-10-17",

"Statement":

{

"Sid":

"AllowUpdatesToResourcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"ijam:CreateServicelLinkedRole"

]I

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"
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VDVY—ADOT O EAFTOEHICFEAEND IAMO-)L

Kinesis Data Firehose &)V —ARV—ZFEALBZWEZY, FIhhsDOY % Kinesis Data
Firehose ICIEE T D LS ICRETDEZICIAMO—ILAWS ZHALET, k. cLVSZaOHY—
ERAICD & hi=0—)L AWS Z4ERK L £ 3 AWSServiceRoleForLogDelivery, < ®H—E X1 >
2O0-)LICE, UTFTOT7VEAFTNEENET,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
},
"Effect": "Allow"
}
]
}

cOY—ERICVVU&ENO—-)IE, LogDeliveryEnabled TN ICREENTVRDINTO
Kinesis Data Firehose BLiEA R — AT BTV AF T ZRHEL £ I true. OTRERERET
2L, CORTHNEGBREFANI—LIZAWS FEEIET,

cOHY—ERI>oO—)LICIE, delivery.logs.amazonaws.com H—ERX7T U NILHBE
BY—EAUOO-)N%25|ZZH2 L Z0EICTDERRI—EHYVET, ATHETOEER
IJ:/_-C“?O

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"
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},
"Action": "sts:AssumeRole"
}
]
}

H—EABTOARD s RELEDLE

BELUEREBEE, 7023V Z2RTI2 00T 0 AFIZHFLBEVWI O TA4T40, KV
BOBDIOTATAILTIIAVORTERHTETCLERSHAICELS, EF21 VT4 LOMRE
T9, Tl AWS, H—EABTAHYITELZITS L, BALLLEREBENf RETHUEMEN BV E
T, Y —EABTOLKYITELE, 1 D2OY—ERX (HEOHLRY—ER) A, BOY—EX (FUOH
LR —ER) ZRCETEEZICRETDAEMN DYV ET, FOHL AT —EARAR., RkE&57
DEATRENFAETNBINETREBVEETETOFAEZERALT, lOBEHEO) Y —AICHT
PUMBERITIDRSICBRETNZIBEN HUET, ChZEB<EHIZ, AWSIZE. 7HIVRNRA
DIY—=ANOT IV AEIFTEENEY—ERAT U INILTIXRTOY—EAOTF—3XZHRET
BEHICKEIADY—INABZEETNTVET,

)Y —RAR1S—T aws:SourceArnB & aws:SourceAccount YO—NILEHEITHFAR
F—ZHAL T, CloudWatch OJ 24K L TWBH—ERIZ Logs 8 &V Amazon S3 M 53 %
TOLAFHAZHRTAEEZHEBHLET,. MAOJTO-NILEFHEATFARF—ZRELURD
—AT—RMAVRNTERATSHAE. aws:SourceAccount fEE, aws:SourceArn fEICEFE N
BT7HIURN, BUTFHDIRNIDZRLTVWRHENHYET,

aws:SourceArn OfElX, O Z2ERL TVBEEUY—AD ARN TEIThIERZWEE A,

BIVEREBENSRBEIDLHOREMRNEEERE. VY—ADELZ ARN ZIEEL T
aws:SourceArn JO—NILEZH4ADTHFAMNF—EFERITSDETT, VY—ADTELE ARN A
FRBBEX., BHO Y —AZEETHHESE. aws:SourceArn JA—NILAVTFAMERY
F—%FAL T, ARN OKRABAETAILRA—R (*) TRLET,

COR—=DORIOEIS3aICHBDR)S—TlE, aws:SourceArn & aws:SourceAccount &
O—NLEHEATHFARNF—ZFE2 T, BELUAEREBEBREZBF<SHFEZEZZRLTVET,

CloudWatch AWS EXBR)>—NEFHZOJICEBELET,

CloudWatch OJ M AWS Y R—2 RARV S —DEFHICETZ#HMZ, COY—EANhSOEE
DEFZFRBLIZUBODICOVWTRRALET, COR—DOEBICEHIZEBEHNZAFITSIC
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. CloudWatch "TOYJ RFIXKNBE, R—DORSS 714 —RICHTRITATLTLEE

o

rE

AWSServiceRoleForL
ogDelivery 5 —ERXICU D
ShiO—J)RVS—-BF
DRI —NOEFH

CloudWatch O A ZENE
HERBLEL =

S

CloudWatch 0%

(. AWSServiceRoleForL
ogDeliverytr—EAICU > D
EnEO—-)LICBEEMTSH
EIAMARUS—OFT Ot AFH
AEZELELE, UTOZE
ENffThbhEL L

e firehose:ResourceT
ag/LogDeliveryEnab
led": FH¥—

»" aws:ResourceTag/Lo

|ltrue|l

gDeliveryEnabled":
"true" ICEEEhEL
o

CloudWatch 04 A" AWS Y
Z—Y RRUS—ODZEEDIE
HERBLEL =,

B

20217 H15H8

202156 A10 H

RIS —OEH
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Amazon S3ANOOTF—ZDODIT T AR—hK

OJ7)—70077—%% Amazon S3NT Y NCIJAR—KL, COTF—REHAZLAEEXR
SHTEALEY, BIOSATALCTEARAALEYLET,. BUTHAIY NKERERIOTHIY MDY
TYRNIIVAR—KRTEERT,

LT OREZTSCENTERT,

« AWS Key Management Service ( AWS KMS) T SSE-KMS IC& > THEFILE iz S3 /Ny NI
AJF—XZ2LT VO AR—KTB

- BREBBAREEATVS S3ATS IV ROY IFEMCA>TVS SINATY Mo, OYF—
2EIHAR—NTD

TOAR—RNUEBZHBTZICE. TJAR—RNENEOTTF—22RETSSINT Y NEERT
BDUENHYVET, TOAR—NLET7T7Z7A4ILESINTY NZ®REL., AmazonS3 54 7949
WIL=IIZ2EHETDE, TVAR—NLET7ANZBBNICT—HA 7 EEEHEHIBRTDENTE
£7,

AES-256 £z l& SSE-KMS THES{LEniz S3NT Y MADI I AR— NI ABETT, DSSE-KMS
THESILENENTY RAODIVAR—NEHR—RERTLVEEA,

BgHoOJJ\N—7rs007%, EROREBEROCOV ZFLU S3NTY MIIVAR—KTER
o TVAR—RNEAIZEICOTTF—2 %2 5ETRLEHICRE. TVRAR—RNENLEINTOFT
JIVNIRTD Amazon S3F—T LT AV IARELTHEATRIT LI AV VRAZIEETDIHEN
HV)ERT,

® Note

TIOAR—RENET7AIIAOOTTF—EOF ¥ IVICRTRIRERAR—ADY — N IFREE
ENFERA. Linux I—TAUT1Z2FEALT, TVAR—PNENOT 71 —)LRTF—&
Z2Y—RTEERT, fIAE, RODA—TFT4AUTAOAXVREF, 1 207 FILF—HOTXT
D .gz77ANDARNZE)—KRLET,

find . -exec zcat {} + | sed -r 's/~A[0-9]+/\x0&/' | sort -z

ROI—T14UT4AXVRIEE, BROYT 72 NRIHD.927 7)Y —KNLET,
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find ./*/ -type f -exec zcat {} + | sed -r 's/~[0-9]+/\x0&/' | sort -z

ETS5IZ, B0 stdout AN RZFEAL T, Y—REhEHBIZROT77AILICNATLT
RETHEETEET,

OJ7—2k. TVAR—RTEDRSICBDETHRAR 2KEANNDBEN HVET. TITAR—
RERADVG 24 REBICZALTIRLET, TVAR—RNEZRAINBZALTIRTREERE. IO
AR—RNERAVZERTRcEOREERZE L TEEL,

REVTZILEALOOTF—R2AICOVWTIE, CloudWatch Logs Insights Z#AL 07 7 — &
DA EEF HTAVV T3V zFALEOTTF—20ITINEALME 2SR TEEL,

- oY

w Ml

® o\

OV EFEALTOYF—2%Z Amazon S3 IC TV AR—KT 3
ZEAL T Amazon S3 ICOJTF—2 2T JAR—KhTF3 AWS CLI
TIOAR—RERAIDORER

IV9AR—RERIOF )

B=

EXZRBIDEIC. TVAR—NIEIZIUATOBRSZEBL TLEEL,

log group name
TOAR—REZARAVICEERGFS A O7T7IL—T70FH. cOOJJIL—7000F—2%5,
EEENESINTY MIIVAR—RENET,

BB (R4 LAZRT)
1970 £ 1 A 1 H 00:00:00 UTC A" S DIEBI VB TRENDZALARTTHY) . BERH

ATY, cOBRKIYBCRYAENEOTIIL—TOIXNTOOTAR M ITIVAR—REN
x9,

fat
&
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BRTHR (BALARRYVT)

1970 £ 1 A 1 H 00:00:00 UTC A5 NERBIVWHMTRENDIRALAZTTHY), IEEFH
BATT, cOBRAKYFIICRYIAENREZOQTIINL—TOIXTOOATAR MY ITUVAR—RE
nEx9,

BEEENTY N
TOAR—REZAVICEEMRNTSNTWVWS S3I/NNTY ROBETI, CONTY NE, EEEES O
JON—=7 000 F 22T 0 AR— T2 LEDICERAETNET,

REXTLT714Y IR
TOAR—RENEIXRNTOATZSIIORND AmazonS3IF—FL 714 v OARELTHERAE L
3, A7 OB, NTYRNATT7ANEZOEISBEBREERTEIDICKRILEET,

OV —=)zZFERALTOJF—2% Amazon S3 ICT O AR—RNT
73

RDOFITIE, Amazon CloudWatch A2V —J)LZ AL T, &WS5EHE O Amazon CloudWatch
Logs AT I—7"H5 £EWSZET D Amazon S3 /AT Y fmy-log-grouplc $XTHF—R&E2T Y
AR—KNUEITmy-exported-logs,

SSE-KMS IZ& 2 THEBILE N SINT Y MAOOTF—RZDI IV AR—KNEE, HR—KhEZhTL
£9, DSSE-KMS THREESILENLENTY RAOITVAR—RNREHR—FENRTVELRA,

TOAR—BNOERELZEDOEMIE. TIOAR—RNED Amazon S3/NT Y RN IO AR—KIRKROO
JEBUTHIURNCHBD., BIOTHIRNCHBIDICK>TERYET,

N =
e @—THIRMADIOAR—N
e VOAOAT7HIVRNTOIVAKR—bB

B—THI9>RMADODIYTAR—K

Amazon S3 /NI Y KA TV AR—IMREOOTERLTHINCHDEREFE., COEI23a>n
FIEEFEALTLSEETL,

hEY D

V=) zEALTOIF—52% Amazon S3 ICT YV AR—KT B 311
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« ATY 7 1: Amazon S3 N7 Y NZEERT B

s ATV 2. TV LAHFUZRET D

« ATYVT7 3SINTYRNDT VAT ZHRET S

« (A7 3V) AT YT 4:SSE-KMS THREEILENLENT Y RADT UV AR—K

c ATV 5. TVAR—RERAVEERTS

ATY 7 1: Amazon S3/NT Y N ZERT S

CloudWatch Logs ERICHERENENTY NeERATR L Z2H#OLET, L. BEFON
TYRNEFERTZBERE. ATV T 2ICECENTEET,

® Note

SINTYRNE, TVARAR—RTBATF—RERUV—2aVICFETIHEN HYET,
CloudWatch Logs &, BIDU—23 >0 S3NT Y MADTF—EDI I AR—RNEYR—K
LTLVWERA,

SINTY N EERTBICEF

1. https://console.aws.amazon.com/s3/ CAmazon S3 AV — )L ZBHEE T,

2. BEIHUT, U—T3VEZELES., FES—232/\—H5. CloudWatch O A ET
BU—TaVEBRLET.

INTY hZEER] Z2BRLET,

INTY RBIICNTY NOBBIZADLET,

)—23> T, CloudWatch O F—&FFEITZDV—2a2ZERLET,
[MERK] ZBIRLE T,

o g kW

ATYT 22T RAHUZRKRET D

ATYT 5 TIVAR—RNEAVZER TSI, AmazonS3ReadOnlyAccess IAM O—J)LEKT
DT VEARFATHA AV TRRENHYET,

* logs:CreateExportTask
* logs:CancelExportTask
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* logs:DescribeExportTasks
* logs:DescribelogStreams

* logs:DescribelogGroups

TORAEREZNETSRICE. I—Y—, JI—7, KEEO-LCT7I7EAFAZEML T,

e O1—Y¥—&J)L—7 AWS IAM Identity Center :

TOEAHETEY NEEKLET, TAWS IAM Identity Center 1—H'—H 4 Ry @ "7 U= AFF
A—RXEEHNL OFIEZETLET,

c IABMAT, ID7ONAMA—ICK2TEEBEATVWS 1 —H—:
D7IFL—>3>o0-)LzERLET. FMICOVWTRE, "IAMI—Y—H1 Rk, 0 "H—
RN=F7 14— ID7ONAE— (7xFL—2320) AOO—ILDOER ZRLUTIEE L,

« 1AM 1—H—:

c I-Y—HFRETEBO—LEERLET. FECOVTRE, TIAM I—9—H4 K, © TIAM
1—H—AO-)LOfER, EBRLTIEE W,

c (BERHTEBVWFE) ARV —2I1—F—CEETRYFIRH, I—¥—21—H¥—JI—7
CEMT D, FMEICOVWTE., "IAMA—Y—HA R, 0 "I —(3AV-IL)ANDT It
AERDEM) 22RBLTEEV,

ATV 3SINTYRNODT IO EAEFAZRET S

FRTDSINTYREATSIIRE, FTALMRETTSAR—RNCBREECRET, NTY R
EERLEAWS THIY K (VY—RFFEE) O&HA. NTYRETRICRBENBATIIIRE
TORATEES, £15L, UY—RFEER. TOEARUS—2RRTHETHOUY—RB
LV I—H— T I RERENETH LN TEET,

RVD—2RETEHEER. FUFLICERENLEXFIENTY NOTLT 1AV IRELTEDHS
CEEBBOLET, ChiZkY, BERLEOVARNI—LDOEANTY LI VAR—RELE
ER

/A Important

SAINTY RMADIIVAR—RNERYEZLIZCTDEHIC, OFF—X2ESINTYNCIVA
R—KNTEBDY—ATHIVRODI)ARNDEEN BEICKRVYEL E,
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ROBITIE, aws:SourceAccount F—AHADOFTAHINIDDOVUANGE, I—H—A"0O07
T—RESINTYNIIIOAR—RNTER TNV NIV ET, aws:SourceArn ¥—
&, PO UNRTENBDHRROVY—ATT, ChEBFEOOTTIL—TICHIRTS
EE, COPIDESICVAMILRA—REFERATDEETEXT,

SANTY MERENETHONOTHIONIDEEDHDET, TVAR—KMERU
THIRATITRADEDILTRIEEZBHOLET,

Amazon S3 /NI Y MR T BHERERETSICIE

1. Amazon S3 2 VY—)LT, ATY 71 TERLENTY hEBRLET,

2. [Permissions (7 2t AFF™)]. [Add bucket policy (/N7 Y KRR —niEMN)] DIEICEIRL £
CB

3. [Bucket Policy Editor] (/AY RARUSZ—TF4R) T, UTORVZ—ZEMLET, my-
exported-logs Z Amazon S3/NNT Y ROBRIICEELE T, [FU/VL] IZ us-west-1
BEOELWU—23>IVRRAVMZEELTLSEZ L,

"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
I
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}

B—7h72RAOIIAR—K
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}
.
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
.
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
}

4. [Save] ZBIRL T, NTYNCHTBTIOEARI—&LTEMLERVS—EZRELE
¥, cDRIZ—IZ&KV), CloudWatch OJEAY7F—2% S3NTY NIV AR—KRTER
o NTYRFBEICE, TVAR—PERLEIRNTOATDIINCRTBIRELBT VA
RABYET,

/A Warning

BEONTY NCITICA DEEORIS—HFTRYFERTVWEIHEE., TORY
> —A® CloudWatch A7 V9 EADAT— M XV NEZEBMLET, NTYRNIT It
AFB2A—H—ICBELETIVEAFATHAI L 2BTIDEOIC. TIOERAFADE
Ry bzl IT2ez2HEOLET,
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(FA7>3>2) AT Y 7 4: SSE-KMS THEELENE=NT Y RMADI I AKR—b

COARATY T, TH—N—AOES{tezEATSE SSNTY NMIIIVAR—NTEIESICOHKNS
ETY AWS KMS keys, < DEES1LIF SSE-KMS E BIEhET,

SSE-KMS THES{tENi/NT Y NIV AR—RNTBICIE

1.
2.
3.

10.

11.

12.

https://console.aws.amazon.com/kms T AWS KMS 1>V —)LZHE £ T,
ZEEITDICFEAWS =23y R—DORLEBICHD V-3 L IR—ZFERALET,

ENFES—2 3> /)N—T, [Customer managed keys] (HAZN—NZ— RF¥—) ZBRL F
C

[Create Key] (¥ —Z 1K) ZiBIRL £T,
[F—OERH) T, ] ZBBIRLET,

[Key usage] (F—®DEM) T, [Encrypt and decrypt] (BB L VEFIL) . [Next] ORAN) DJEIC
BIRLETD,

[Add labels] (SR EEM) T, F—OIAUTRAEANL, ATV 3 THRAFTEERTEE
MUERT, XRVWT, [N ZBRLFT,

[Key administrators] (¥ —&EE#&) T, cOF—Z2EETED 1 ——ZBRL &, [Next] OX
A) ZEBRULET,

[Define key usage permissions] (F—DFEAT VL AFAZER) DRERFZEL T IC, [Next]
(ORN) ZEBRULE T,

RELIZABZMHEL., [Finish) (8 7T) ZEIRLET,

[Customer managed keys] (HAZN—XZX—I RF—)R—=DIZCREVY., COBICHERL zF—D
ZHIZBRLET,

[Key policy] (F—RU>—) 27 %#FKRL, RIC [Switch to policy view] ((RUZ—E 21 —A D))
BZ)ZBRLET,

[Key policy] (F—RU>—) o> a> T, [Edit] (#"E) ZBIRLET,

13. F—FRVI—ATFT—RMXKRDUARNI, ROAT—KXVRNEEBNLET, ChETS
BR. Region GEBOOTDI—I3 I ICEEHA, account-ARN & KMS ¥ —ZFET 37
NI RDOARN ICEZEBRAET,
{
"Version": "2012-10-17",
"Statement": [
{
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14.
15.
16.
17.

18.
19.
20.
21.
22.

"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {

"Service": "logs.Region.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*"

},
{

"Sid": "Enable IAM User Permissions",

"Effect": "Allow",

"Principal": {

"AWS": "account-ARN"

},

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,

"Resource": "*"

}

}

ZEORF|Z2VVYILET,
https://console.aws.amazon.com/s3/ TAmazon S3 AV — )L ZHEE T,
ATV 7T 1:S3NTY NZEERTD, TERLENTY hEREL., TORFEBIRLET,

ZAONT 4 27 %1BRLU £ T, [Default Encryption] (7 # )L NDEEE1L) T, [Edit] ({RE) %12
RLET,

[Server-side Encryption] (—/N\—fIOEES 1) T, [Enable] (Ba1t) ZBIRL £,
§ 5 ¥+ —T. AWS Key Management Service F— (SSE-KMS) ZiZRL £ 7,
AWS KMS ¥ —A S5 ZIRL ., EELEF—ZROTE T,

[Bucket key] (/N7 Y ¥ —) T, [Enable] (Bxhfk) ZZEIRL £,
EEORF)|ZVIVYILET,

A7
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ATYT 5B TVAR—RNRAVZERTS

COARTY7 TR, OFTIN—TH800 2T 0AR—NIBLEHODIIVAR—KNEZATEZERLE
EE

CloudWatch 1>V —=)LZ#EAL T Amazon S3 ICTF—RXZ LV AR—KTBIZ(E

1. ATVT7 2.7V ELAFHIAZHRETS ICRAETNTVWBR KRS, T8 T7I0EAFTZEALT
L4 LET,

https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZHAE X,
FTESF—=23arRADT, (ATTL-T1ZBRLET,

AJJ)—71EET, AJJIL—T70&FaZERLET,

[Actions (77 2= 3 >)]. [Export data to Amazon S3 (7—2X % Amazon S3 ICT VU AKR—RN)] DJE
(CBRLET,

6. [Export data to Amazon S3 (7— & Z Amazon S3 |[C LY AR— )] EH 0 [Define data export
(F—RILOAR—NZER)] T, [From (BB & [To# T Z2FEALTF—2E2ILT IV AR—hK
THAIRBOHEEZRELE T,

7. OJT7L—TICEBOOJARNI—LNFHDBEEE. BEOAN)—LOOAT I —TF—52%
HRTBDOTANI—ALATL T4V IOAEEBETEET, [Advanced (FFHIERE)] ZiBIRL T,
[ANU=LFTL74vORAICATANI—=LTLTAYIRAZAILET,

8. [Choose S3 bucket] (S3 /N7 Y RMEIR) T, SSNT Y NMIBEERTFShETHIY MEERL
9,

9. [S3bucketname] (S3 /N7 Y RB) T, N7 Y hNEBIRLET,

10. [SSNTYRTLT7AYIRIINTY RRUS—TEELE, FUFALICERENLEXFH%E
ABLZET,

11. [Export (LY AR—RN)] ZBIRL T, OJF—2%Z Amazon S3IZTIVAR—KLET,

12. Amazon S3 ICT YV AR—KNLEOATF—ZOARAT—RAZRTTBICIE, [Actions (79U =
>)]. [View all exports to Amazon S3 (Amazon S3 AN IXNTNHDI Y AR— K&K ZiBIRL
X7,

o > 0D

JOATHIVRTOIVAR—K

Amazon S3 /NI Y RA TV AR—RMREKOOT ERBOTHI NCHZDBEEEF. o3>
DFIEEFEAL TSEEL,

JOARTHIVRTOIYAR—hK 318
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« AT7Y 7 1: Amazon S3NT Y N ZEHERT S

« ATV 2. PV AU ZRET D

« ATV7 3 SANTYRNOT VAT ZRETS

« (A7232) AT YT 4:SSE-KMS THREFILENENT Y RADIT U AR—K

« ATV 5. TVAR—BERAVEERTS

ATFTY 7 1: Amazon S3/NT Y N ZERT S

CloudWatch Logs ERICERENINT Y N2 FRITZ2 L z2H58HLET, L, BEEON
TYREFERATRERE. ATV 2ICHEENTEET,

@ Note

SANTY RFE, TVARR—KTZATF—RERBLUV—23aVICFEETIHENHYVET,
CloudWatch Logs &, BIDU—23> 0 SANTY MADOTF—EOILIAR—KMEFR—b
LTVLWEEA,

SSNTY R EERTBICIE

1. https://console.aws.amazon.com/s3/ CAmazon S3 AV — )L ZHE X T,

KRBEIZHUT, V=230 %2ZELET, TETF—232)N—» 5, CloudWatch AU A BEET
V-3 aEBERLET,

INTY hZER] 2 BRLET,

INTY RBICNTY ROBRBIZABDLET,

I)—23>2 T, CloudWatch O F*— &2 FETHD V-3 &2BRLET,

MER] 2 BIRLE T,

N

o g kW

ATYT 22T RAHUZRKRET S

£9. FLWIAMAKRUS —%ERL T, CloudWatch AT A EELXTH D NDIEES% Amazon S3
NTY NIXTD PO HEAS3:PutObjectFAZFE DRSS ICTEIHENHYET,

ERTBRI—E. LTIVT—RNENTY R AWSKMS BS{LZFERATRINESHICK>TE
BYET,
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Amazon S3 /NN Y NMCOJZIVAR—KRTD IAMARD > —BERTDICE

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZFEE £ J,
2. EROoFES—23URADT, [RUD—] ZERLET,

3. [RUZ—DHEK] Z2BRLET,

4. [RUZ—IF14R—&0>3>7T, [JSON] ZERLET,

5

EEXRNTY MH AWS KMS S Z2EALEWEER. XKORUZ—ZIT 71 XIZREY S
£

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*"
}
]
}

L7 UT—RENT Y M AWS KMS BB L2 BAL TS BAR, ROKYS—EIF 1 X
B R ET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::my-exported-logs/*"
3,
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "ARN_OF_KMS_KEY"
}
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}

6. [N ZRBIRLZFET,
7. RUS—BZAHNLET, CcOBEZFEALT, RUZ—Z IAMO—=I)LICFRYFLET,
8. WRIZ, [RUL—DEK] ZBIRLTARD > —ZRELET,

ATYTE5TIVAR—RNEZAVZRER TS =HIC. AmazonS3ReadOnlyAccess IAM O— )L T
AVFVITRIBENHYVET, £, ERLEEAVDO IAM R —EUTOT IO AFATEY
AVATRIHRENHYNEXRT,

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks

* logs:DescribelLogStreams

* logs:DescribelogGroups

TOEARZNETZICE, I—Y—., JI—7, LBO-ILCTIEAFTZEMLET,

« O1—Y%—&J)L—7 AWS IAM Identity Center :

TOEAHFTEY NEERLET,. "TAWS IAM Identity Center T—H—HA R, O "7 U025
A—RZEEHL OFIEZETLET,

c IAMAT, ID7ONAEZ—IZ&k>TEBEATVWS 1 —H—:
D7IFL—2a>00-LEERLET, #ECO VTR, TIAM I—H—HA R, O TH—
RN—F 44— ID7ONAFT— (7TFL—230) AOO—-ILOER, 285BLTSEETL,

¢ IAM 1—H—:

c I—H—AFRETEDO—LEERLET, FECOVWTE, TIAM I—¥—H1 K @ TIAM
I-—H—RAO-L 0K EBBELTIEE L,

C (BEHTERVER) KUY —EI—H—CEEFRYFIBA, I—H—&1—HY—)—7
CEMTB. BEACOVTR, TAM I—H—HA K, 0 T1—¥— (A2 Y—I)\OF I+
ZHEROEM, EBELTIHEL,

JOATHTY RTOLTAR—N —
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ATV 3SINTYRNODT IO EAHFAZEKRET S

FRTOSBNTYRNEFTZIURNE, FIAFILNRETTSAR—NIREEIET. NTY R
ZEBRLEAWS THOU N (VY—RFBE)DHN, NTYREFNIIEENDFTDZI IR
TORATERT, LEL, VDY—AMBER, TVELARID —2RRIB_ETHOUY—AH
RO —ICT IV EAERENETZIEN TERT,

RVD—Z2RETEIHEER. FUFLICERENLEXFIENTY NOTLT 1AV IARELTEDHS
CEEBBOHLET, ChllkY), BERULEOVARN)—LOHANTY NCIVAR—KhEh&E
EE

/A Important

SANTYRADIVAR—RNERYZLIZTRDLEHIC, AJF—2ESINTYRNIIVA
R—RNTEBY—ATHIRNDVANDEENBEICEZVYYEL I,

ROBITIE, aws:SourceAccount F—AHADOFTAHINIDOUANGE, I—H—A"0O07
T—RZ SINTYNIITIVAR—NTEBTHIBNIEYET, aws:SourceArn ¥—
. PO UNRTENBDHRROVY—ATT, ChEBFEOOTTIL—TICHIRTS
EE, COPIDESICVDAMILRA—REFERATDEETEXT,

SANTY MERENETHONOTHIONIDEEHDET, TVAR—KMERU
THIOURATITADEDILTRHCEZHEOLET,

Amazon S3 /NI Y MR T 2HERERET S ICIE

1. Amazon S3 IV —IT, ATY 71 THERLENTY NZZBIRLET,

2. [Permissions (7 2 A ™)]. [Add bucket policy (/N7 Y KRR —miEMN)] DIEICEIRL £
£

3. [Bucket Policy Editor] (/XY R RV —TF14X) T, UTORU—ZEMLET, my-
exported-logs Z Amazon S3/NT Y RDBRBIICEELET, [ /N IC us-west-1
BEODELWU—=2a> IV RRAVRNEEELTLSEEL,

"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",

"Resource": "arn:aws:s3:::my-exported-logs",

JOATHTY RTOLTAR—N —
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"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
},
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
I
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
I
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
},
{

"Effect": "Allow",
"Principal": {

JOARATATYRTOIYAR—hK

323



Amazon CloudWatch Logs d1—H¥—HA R

"AWS": "arn:aws:iam::create_export_task_caller_account:role/role_name"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

4. [Save] ZBIRL T, NTY NIRRT IOEARI—&LTEMLERVS—ZRELE
o CORDZ—IZKY), CloudWatch OV EOT7F—2% S3NTY MCIVAR—RNTER
T, NTYRFBEICR. TVAR—RENLEINTOATDIIONINTEIRERT V2 RE
RABYNET,

/A Warning

BFEONTY NCTTICA DUEDORIUS—HFTRYFERTWVWEIHERE., TORY
> —A® CloudWatch A7 9 EANDAT—M XV NEEBMLET. NTYRIT O
AFB2A—HY—ICBELET IV EAFATHAI L Z2BTIZZOIC. TIOERAFADE
RtEYNETHAEIREZHEBOLET,

(A7232) ATY 7T 4:SSE-KMS THRE{LENLENTY RAOI UV AR—K

COATY TR, TH—N—RIOES{ZERATZ S3NTY MCITAR—NTRHEICD kK
ETY AWS KMS keys, — DEES{LIE SSE-KMS EFEN KT,

SSE-KMS THES{tENLNTY NI VAR—KTBICE

1. hitps://console.aws.amazon.com/kms T AWS KMS A2V —I)LZEE XY,
2. ZEEIBRIZEAWS -3 R—DODELBICHD V-3 ELIVZ—ZFEALET,

3. EOFES—23>2/)N\—T, [Customer managed keys] (D ARXN—YZ—2 RF¥—) ZBIRL F
T

[Create Key] (F—Z4ERK) ZIBIRL £ T,
4. [F—0EHE T, W] 2BRLET,

JOATHTY RTOLTAR—N —
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5.

10.

11.

12.
13.

[Key usage] (F—®DEM) T. [Encrypt and decrypt] (BB B{LE LV ESL) . [Next] OXA) DJEIC
ERULET,

[Add labels] (SR ZEM) T, F—ODIAUFAEAAL, 73V THRATLRRT &R
MUET. RWT, DRA] ZBRLET,

[Key administrators] (¥ — &2 &) T, COF—ZEBETED 1 —H—ZFIRL &, [Next] (R
) ZEBRULET,

[Define key usage permissions] (¥ —DEAT7 VAT ZER) OFREFEEE FIC. [Next]
(RN) ZEBRULE T,

RELIEABZMEL., [Finish) (8 7T) Z#IRLET,

[Customer managed keys] (HAZN—XZ—2Y RF—)R=DIZCRY., COBIHERL F—D
BEZBEIRLET,

[Key policy] (F¥—7RUZ—) 27 &KRRL, KRIZ [Switch to policy view] ((RU > —E 1 —AD4IV)
BR)ZERLET,

[Key policy] (F—HRU>—) o> 3> T, [Edit] (#mE) Z8RLET,
F—RUV—AT—RMAVBRDODUARNI, RODAT—KAVRNZEMLET, chZEITD

BR. Region BREBROOT DV —23aVICEEMA, account-ARN & KMS ¥ —ZFET 7
AOVKRDARN ICBZEBRAET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "account-ARN"
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14.
15.
16.
17.

18.
19.
20.
21.
22.

},

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,

"Resource": "*"

"Sid": "Enable IAM Role Permissions",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::create_export_task_caller_account:role/role_name"

}I

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "ARN_OF_KMS_KEY"

}

EBEORTF|ZIVVYILET,
https://console.aws.amazon.com/s3/ TAmazon S3 1>V —J)LZHAE X7,
ATY 7T 1:S3NTY NEERTD, TERLENTY hEBREL, TORFEERLET,

Z7ONT 4 2T %BRLU E 9, [Default Encryption] (7 # )L NOEEE1L) T, [Edit] (RE) %12
RLUFET,

[Server-side Encryption] (—/N\—BIDOEES{t) T, [Enable] (B%1t) ZBIRL£7,
&5 ¥ —T. AWS Key Management Service F— (SSE-KMS) ZiZRL £7,
AWS KMS ¥—A SBRL., L EF—ZROTET,

[Bucket key] (/N Y N#F—) T, [Enable] (Bxhfk) ZiBIRL £,
EEORFEZ2VVYILET,
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ATYT 5B TVAR—RNRAVZERTS

CORTYZ TR, OFIIN—TH800 T 0AR—RNIBLEHDIIVAR— M EZARAVEZHERL &

9o

CloudWatch A2V —J)L%Z#EAL T Amazon S3 ICTF—XE TV AR—KNTBICE

1.

o & w0 DN

10.

11.

ATV 22TV EAHAZRETS ICRESNTWVWARLSIZ, +98T7 IV EAFAZERALT
A4 LET,

https://console.aws.amazon.com/cloudwatch/ T CloudWatch AV —)LZHE XY,
FTES—>3asRA2T, [ATTIL—-T ZBRLET,
AJ7)L—718ET, AJJIL—T7T0EaZBRLET,

[Actions (77 2 3>)]. [Export data to Amazon S3 (7—2&X Z Amazon S3 IC TV AKR—K)] OJE
ICBIRLET,

[Export data to Amazon S3 (7*— & %Z Amazon S3 ([C T Y AR— )] EE D [Define data export
(F—HRIYAR—KZEEH)] T, [From BIM)] & [To (K T)] 2EALTF—2EIT Y AR—K
THEREAOHEBEZERELE T,

OJ7N—7CE&BOOTAN)—LNFHBDHZERE. BEODAN)—LOOTIIIL—TF—5%
FRTBDIOTANI—ALATL T4V OAEEBETEET, [Advanced (FFHIERE)] ZiBIRL T,
[ANU=LFTL74vORAIICATANI—LTLTAYIRAZADLET,

[Choose S3 bucket] (S3 /N7 Y N®EIR) T, SSNT Y NCBEERTShETHUY NEBRL
9,

[S3 bucket name] (S3/NT Y RR) T, NTY R NZEBIRLET,

S3INTYRNTLTZAYIRIINTY NRVS—THEELE, ZUVHALICERENZXF5IZ
ABALZET,

[Export (LY AR—RN)] Z&IRL T, AU F—X% Amazon S3ICTIAR—KLET,

12. Amazon S3 IC TV AR—RNLEOTF—RZDAT—RAZRRTDICIE, [Actions (7> 3

>)]. [View all exports to Amazon S3 (Amazon S3 AN IXTNHI Y AR— KN EXRTR)] ZiBIRL
79,
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ZEAL T Amazon S3 IO F—2&Z2 TV AKR—KNT S AWS
CLI

ROBITE, TOAR—KNZRAVZFERALT, £VWSFEHE D CloudWatch Logs AT JIL—7H

5 £VWSEZBEID Amazon S3 /N Y fmy-log-groupll §XTHDF—RE LTI AR—KMLETmy-
exported-logs. c MHITIE, "my-log-groups EVSOATIIN—TZERBZATHBDEZH
RELTLVET,

ICK2>THESIENEESINTY MAOOTF—EZODI T AR—K AWS KMS HFHR—KEhTL
F¥9, DSSE-KMS THRESILENLENT Y RMAOIVAR—RNEHR—RENTLEEA,

TOARAR—BNOREFEOFHMIE, TIOAR—BNED Amazon S3 /N7 Y ATV AR—FRKROO
TJERUTAHDRNIHDD., BIOTHIKNCHBIDICK>TERYET,

(N =Ry

e =TI RMADIYUAR—K

s VAAT NI RNTOIIAR—K

B—THI9>RMADODIYTAR—K

Amazon S3N\NT Y RA TV AR—MF{KROOTERLTHIY MBI BRRE, cotEI>a>n
FIEEFEALTEEV,

NeY D

« AFVT 1:S3INT Y REEKT B,

ATV 2. PO EAHFAZRETD

ATV 3SINTY ROT OV EAHRAZRETS

(A7 32) AT Y7 4:SSE-KMS THELENLENT Y RADI Y RKR—h

ATV 5. TOAR—RNEAVZERTS

ATY T 1:S3INTY NE2EKRT S,

CloudWatch Logs ERICHERENENTY NeERATR L Z2H#OLET, L. BEFON
TYNEEATIHEE., ATV T 2ICHEEENTEFT,

ZFEAL T Amazon S3 ICOYF—2 %LU AR— KT AWS CLI 328
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® Note

SSNTY RN, TVAR—KNTZOFF—REBULD—2aVICEETIHENHYET,
CloudWatch Logs &, BIDU—23> 0 S3SNT Y MADTF—EDODI I AR—MEYR—K
LTLVWERA,

ZERALTSINTY h&EKT S ICIE AWS CLI

O R7OVT RT, KD create-bucket AY REZEITLET, <
T. LocationConstraint @O F—XEITVAR—KNTBIV—232TT,

aws s3api create-bucket --bucket my-exported-logs --create-bucket-configuration
LocationConstraint=us-east-2

UTREHEDBITY,
{
"Location": "/my-exported-logs"
}

ATV 2. FTOEAHFTZRETS
ATYTE5TIVAR—RNEZAUZERTBICIE. AmazonS3ReadOnlyAccess IAM O—JLEBLT
DT VEAFATHA AV TRIRBENF HVET,

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks
* logs:DescribelLogStreams

* logs:DescribelogGroups

TORAERZNETRICE. I—H—, JII—7, FLEO-ILNCTIVEAHFTZEMLET,
« O1—Y%—&J)L—7 AWS IAM Identity Center :

TOEAHFTEY NEERLET,. "TAWS IAM Identity Center T—H'—HA R, O "7 U025
A—RZEEH OFIEEETLET,
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« IAMAAT, D7ONAA—ICK > TEBEENATWD I —H—:

D7IFL—Ya>OO—-LEERLET. FMCOVTE, TAM I—¥—HA K, O TH—
KN—=F 14— ID Z7ONAE— (ZIFL—32) AOO—LOER 2BBLTIEEL,
« IAM 1 —%—:
« I—H—HFRETEBO-NEERLET, FIECOVWTE, TIAM I—H—HA K, @ TIAM
1—H—AO—L0ER, EBRLTLEEL,
c (BEHTERVFR) RUS—EI1—F—CEETRYFI2H, 1I—F—%1—F—J)—7
CBMT S, H#AICOVTER, TAMI—H—HA K, O T1—H— (dVV-IL)\OF 9t
ZEBRDEN, EBRLTIEEL,

ATV 3SINTYRNODT IO AT ZERET S

FTRXTOSINTYRNEFTZIURNE, FTAILMRETTZAR—NIEREENET, NTY B
BEBLETHIN (VY—RFRBE)D&N . NTYREFTIIEEND AT IORNITOL

ATERY, L, VIY—AFBER. TOEARVS —ZRRTZDETHOVY —AB KLY

A—4— TV EAERZENETEIZENTEERT,

/A Important

SSNTYRMANDIVAR—RNEXRY)ZLICTRDEHIC, OFF—FESINTYRNIIVA
R—KRTEBDY—ATHINOUANDEEN VEICHEZVYEL

ROBITIE, aws:SourceAccount F—AHOFTAHINIDDOVUANGE, I—H—A"07
TF—RESINTYNIIIOAR—RNTEDZTHI NIV ET, aws:SourceArn ¥—
. P23 UNRTENBDRROVY—ATT, chEBEOOTTIL—TICHIRTS
EE, COPIDESICVDAIILRA—REZFEATDEETEEXRT,

SANTY MERENTETHIDROTHAHIDNIDEEHDET, TVAR—MERFL
THORMATITADERSICTD L EHEOHLET,

SSNTYRTTF UV EAFAZRET S ICIE

1. policy.json EVWSEBRDT7T7AIINZERKL, ROTIVEARIV —ZEMLET, D&
Z. my-exported-logs & S3/N7T Y ROBRICEEL, Principal 20 F7F—2XODI VA
R—=RNED)—=232OT RARAU S (us-west-1 BE)ICEELET, TFANIFT143%
FEALTCORD =T 74N ZERLET, AMODYV—-)ZFEALEVTEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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"Version": "2012-10-17",
"Statement": [

{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
I
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
1,
{

"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

1,
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",

RA—=7HT7YMOIYAR—N
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"arn:aws:logs:Region:AccountId2:log-group:*",

2. put-bucket-policy AN REZFAL T, NTY ROTIVEARD—LTEBMLERDS—%
BMELET, cORIUZI—ICKVY), CloudWatch O7EOT7F—X% S3NT Y NI U AKR—
RTEET, NTYRBEBICKEK, TVAR—RENLEIRNTOFTDIIONIRITEIREELET
VERERFHYNET,

aws s3api put-bucket-policy --bucket my-exported-logs --policy file://policy.json

/A Warning

BFEONTY NCTTICA DUEDORIUS —HFTRYFERTWVWEIHERE, TORY
> —A® CloudWatch A7 9 EADAT—M XY NEEBMLET. NTYRIT O
AFB2A—HY—ICBLET IV EAFATHAI L Z2BTIZZOIC. TV ERAFADE
RtEYNETHAEIREZHEOLET,

(F7°>32) ATY 7 4: SSE-KMS THEFLENTENTY RADI I AR—K

CDATY TR, TH—N—AOESLeEATS SSNTYNIIVAR—NTRHERICDHL
ETY AWS KMS keys, CDEEF{LIF SSE-KMS EHIFN T T,

SSE-KMS THES{LENNTY NCIVAR—KTBICE

1. THFAMNIF12EFERAL T key_policy.json EVSBEID T 7 AIEERKL. LTOT Y
EARVD—ZEMLET, RU—ZEMTHEE, UTORZZEELET,

« Region %, OO/ —TaVICBEBRAET,
« account-ARN &, KMS ¥—ZMEITST7 NI NDOARN ICEZEHRZAFET,

"Version": "2012-10-17",
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"Statement": [
{

"Sid": "Allow CWL Service Principal usage",

"Effect":

"Allow",

"Principal": {
"Service": "logs.Region.amazonaws.com"

},

"Action":
"kms:
"kms:

]I

L
GenerateDataKey",
Decrypt"

"Resource": "*"

"Sid": "Enable IAM User Permissions",

"Effect":

"Allow",

"Principal": {
"AWS": "account-ARN"

},

"Action":
"kms:
"kms:
"kms
"kms:
"kms:
"kms:

]I

[
GetKeyPolicy*",
PutKeyPolicy*",

:DescribeKey*",

CreateAlias*",
ScheduleKeyDeletion*",
Decrypt"

"Resource": "*"

2. XOOAXV RZAALET,

aws kms create-key --policy file://key_policy.json
UTE, COOANYRIZHTHHAFITT,
{
"KeyMetadata": {
"AWSAccountId": "account_id",
"KeyId": "key_id",
"Arn": "arn:aws:kms:us-east-2:account_id:key/key_id",

B—7h72RAOIIAR—K
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"CreationDate": "time",
"Enabled": true,
"Description": "",

"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"Origin": "AWS_KMS",
"KeyManager": "CUSTOMER",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeySpec": "SYMMETRIC_DEFAULT",
"EncryptionAlgorithms": [

"SYMMETRIC_DEFAULT"
1,
"MultiRegion": false

3. TF¥FANIF14R%EMHEAL T, bucketencryption.json EVWSBEDO T 7ML EERL, X

ODABZERLRLET,
{
"Rules": [
{

"ApplyServerSideEncryptionByDefault": {
"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "{KMS Key ARN}"

3,
"BucketKeyEnabled": true

4. KOOANV REEZEFTULET., TOB., bucket-name %, QT BT IO AR—KNTBINTY RDE

BIICEZEMAET,

aws s3api put-bucket-encryption --bucket bucket-name --server-side-encryption-

configuration file://bucketencryption.json

ARV RAIZ—Z2REBTIE, COTOERARRBILTVET,

B—7h72RAOIIAR—K
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ATYT 5B TVAR—RNRAVZERTS

RO AXY REBALTIIAR—NERATEERLET. ERTBE, TIRAR—RTBF—4K
DHAXLHLT, THRAR— NIRRT CHEBA SKEMH H D AREEA B ET.

ZEAL T Amazon S3 IZTF—2 &2 TV AR—KNTFBIZIE AWS CLI

1. AFYT 2 FPUOhAHTLHEETE CEMENTVBESIC, +HBTIEAFTEHALT
HAU 1 LET.

2. XV RZ7O2V7RMT, ROcreate-export-task AN REFEAL TI I AR—NRX AT BIER
LET,

aws logs create-export-task --profile CWLExportUser --task-name "my-log-
group-09-10-2015" --log-group-name "my-log-group" --from 1441490400000 --

to 1441494000000 --destination "my-exported-logs" --destination-prefix "export-
task-output"

BMTREHEAHTY,

"taskId": "cda45419-90ea-4db5-9833-aade86253e66"

JOATHIRTOIVAR—K

Amazon S3 /N7 Y RA TV AR—RMRROOTERBOTHI U MIHBDHEERE. cOoEIZaY
DFEZFEALTEEL,

NeEY D

c ATV 7 1:S3NTY NEEKT S,

ATV 2. TOLAFIERET S

ATV 3SINTY ROT VAT AZRETS

(A7 32) AF YT 4: SSE-KMS THREELE M ENT Y RADT Y AK— K

ATYT 5 TVAR—RNRAVZEHRT S
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ATY T 1:S3NTY NEHERT S,

CloudWatch Logs ERICHERENENT Y NEeFERATRI 2RO LET. LEL, BEFON
TYRNEFEATRIHER. ATYT2IEECZENTEEXT,

(® Note

SSNTYRNE, TVAR—KNTBOFF—REBLD—2aVICFEETIHENHYET,
CloudWatch Logs &, BIDU—23 >0 S3NT Y RMADTF—EZNDIT I AR—RMEYR—K
LTLVWEREA,

ZEALTSINTY hZERT S (ICIE AWS CLI

AR R77O7 N T., RD create-bucket AX RZEITLET,
T. LocationConstraint @O F7F—XEZILVAR—NTBD)—23 2T,

aws s3api create-bucket --bucket my-exported-logs --create-bucket-configuration
LocationConstraint=us-east-2

UTEHEAPITY,
{
"Location": "/my-exported-logs"
}

ATYT 22T RAHUZRKRET D

£, HLWIAM AU —%4ERL T, CloudWatch O A" %EE % Amazon S3 /N Y MZXT 3
T 7 tAs3:PutObjectfFAIZRHOLRDICTAHEN BV ET,

ATY T ETIVAR—RNEZAVZERTBICIE., AmazonS3ReadOnlyAccess IAM O—JLEEFD
HOBEDT VEAHFATHA VA TRIRENf BVET, TOMOXBEZRT IV LAFAO—H2E
ORIV —ZERTEET,

ERTBDRI)—IF, LZ7VT—NENTY N AWSKMS BES{LZFEHTAAESIHNICKO>TE
BVW)ET, AWSKMS BESILZFEALAVEEE. RORBODRUS—ZERLET,

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*"

L7V —RENTY R AWSKMS BBt ZFERAL TWABEE. XORBOR) S —&ERL

£ I

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::my-exported-logs/*"
},
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "ARN_OF_KMS_KEY"
}

ATYTE5TIVAR—RNEZAYV ZERTBICIE. AmazonS3ReadOnlyAccess IAM O—JL, %(F

EEBLEIAMARI S — BREROT I EAFATHA AV TIBENHYKRT,

* logs:
* logs:
* logs:
* logs:
* logs:

TOEARZNETZICE, I—Y—., JIL—7, & LBO-ILCTIEAFTZEMLET,

CreateExportTask
CancelExportTask
DescribeExportTasks
DescribelLogStreams

DescribelogGroups
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e O1—Y—&J)L—7 AWS IAM Identity Center :

TOEAHETEY NEEKLET. TAWS IAM Identity Center 1—H'—H A Ry © "7 O AFF
A —XZ/EHL OFIEZRERITLET,

« IAMAT, D7ONA A —ICk>TEBEATVD I —H—:
D7IFL—>a>OO0—-LEERLET, FMCOVTE, TIAMI—H—HA K, O TH—
RN=F74—ID7ANARZ— (7 TFL—232) AOO=)LOERL ZZRL T EEL,

« 1AM 1—%—;

s A—H—HFFETEZIO0-LZEHALET, FIRELCODVWTR, "AMI—H—H4 Ry O TIAM
I—Y—AO-J)LOEKI ZZRLTSEZL,

c (BERHTEBVWEE)RVY—21—Y—-CEETE2YFTIRH, I—HY—221—Y—-TJ)I—7
ICIEMTS, FRACOVWTE, "IAMIA—%—HA R, 0 "TI—H— OV -IL) D7 I+t
AERDEM, 25RLTSEEL,

ATV 3SINTYRNODT IO AT ZEKRET S

FTRXTOSINTYRNEFTZIURNE, FTAILMRETTZAR—NIEREENET, NTY B
BEBRLIETADYN (VIY—AFREE) OKD. NTYRNEFTNIIBENDATDIIONIT VL

ATERY, L, VIY—AFBER. TOEARVS —ZRRBRTZDETHOVY —AB LY

A—H— TV EAERZENETEIZENTEERT,

/A Important

SSNTYRMANDIVAR—RNEXRY)ZLICTREHIC, OFF—ZFESINTYRNIIVA
R—KRTEBDY—ATHINOUANDEEN VEICHEZVYEL

ROBITEE, aws:SourceAccount F—AHAOFTAHINIDOVUANGE, I—H—A"07
TF—RESINTY NIIIOAR—RNTERZTHI NIV ET, aws:SourceArn ¥—
. O3 UNRTENBDIRROVY—ATT, chEBEOOTTIL—TICHIRTS
EE, COPIDESICVDAILRA—REZFEATDEETEEXRT,

SANTY MERENTETHIDROT A NIDEEHDET, TTVAR—MERFL
THORMATITADERSICTD L EHEOHLET,
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SSNTYRTT UV EAFAZRETSICIE

1. policy.json EVSBBIDT7AINZERL, ROTIOEAR)—ZEMLET, D&
&, my-exported-logs Z S3/NT Y ROERICEEL., Principal 207 7F—2NDI VA
R—RNEDQDU)—=2320OIY RKRAVN (us-west-1 B E)ICEELET, TFANITF1 2%
FEALTCORID =T 74N ZERLET, IAMOD V=) ZFEALEVTSEEL,

"Version": "2012-10-17",
"Statement": [

{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
3,
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
.
{

"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
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"AccountId2",

]
.
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::create_export_task_caller_account:role/role_name"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}

}

2. put-bucket-policy AR REFAL T, NTY NOTIUVEARIS—ELTEMLERYS —%
RELET, cORDZ—IZ&KY, CloudWatch O7@FOTF—2% S3NT Y NMZIIUAR—
RTEET, NTYRBEBICK, TVAR—RNRENLEIRNTOFATDIINIRITIEELET
DERERFHYET,

aws s3api put-bucket-policy --bucket my-exported-logs --policy file://policy.json

/A Warning

BFEONTY NCTTICA DUEDORUS—HFTERYFERTVWEIHERE, TORY
> —A® CloudWatch A7 9 EADAT—M XY NEEBMLET. NTYRIT O
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AFRA—H—CBELET IV LAFATHD L Z2BBIDLHIC. TIOEAFTDE
Ry b2l ITR2E2HEOLET,

(F7°232) AT Y 7 4: SSE-KMS THEESLENENTY RMAOI TV AR—K

CHDATY T, TH—N—ROESHEERATS SINTY MCIVAR-NTIHEEICOHYL
ZETY AWS KMS keys, < DEES{LIE SSE-KMS EFEN KT,

SSE-KMS THES{tENIENTY NCIVAR—KTBICE

1. THFANIF42EFEAL T key_policy.json EVWSBFO 77 AIEER L, UTOT Y
ARV —ZEMLET, RUS—ZEMTHE. UTOREZLEELET,

* Region &, EEOOJO)—2avIcBEBRAET,
« account-ARN &, KMS ¥—%ZFfFiET2 TN RO ARN ICEEBZIET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "account-ARN"
},
"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
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"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,

"Resource": "*"

"Sid": "Enable IAM Role Permissions",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::create_export_task_caller_account:role/role_name"
I
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "ARN_OF_KMS_KEY"

2. XOIOXVRZAALZFET,

aws kms create-key --policy file://key_policy.json

LTE, COOXRVRIZHIBEHABTT,

"KeyMetadata": {
"AWSAccountId": "account_id",
"KeyId": "key_id",

"Arn": "arn:aws:kms:us-east-2:account_id:key/key_id",
"CreationDate": "time",

"Enabled": true,

"Description": "",

"KeyUsage": "ENCRYPT_DECRYPT",

"KeyState": "Enabled",

"Origin": "AWS_KMS",

"KeyManager": "CUSTOMER",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeySpec": "SYMMETRIC_DEFAULT",

SORTFATY RTOL O AR—K —



Amazon CloudWatch Logs d1—H¥—HA R

"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

]I

"MultiRegion": false

}

3. TF¥FARNIF14R%EHEAHL T, bucketencryption.json EVWSBE DT 7 AL EERKL., KX
NDABRZRRLET,

{
"Rules": [
{
"ApplyServerSideEncryptionByDefault": {
"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "{KMS Key ARN}"
},
"BucketKeyEnabled": true
}
]
}

4. ROOANV REEZFTULET., TOB., bucket-name %, QT TV AR—KNTEINTY RDE
BIlCEZE®AET,

aws s3api put-bucket-encryption --bucket bucket-name --server-side-encryption-
configuration file://bucketencryption.json

ARV RAIZ—Z2REATAEFE, COTOCLAEREBILTVET,

ATV 5 TOAR—RNEZADZERTS

XD AR REFEALULTIVAR—RNEZRAVEERLET, ERT2E, TVAR—RNTBDTF—AR
DHAAXICHUT, TVAR—REZATIZEHD SHEFBA D DAIEMELN H V) £T,

ZEAL T Amazon S3 IZF—2 &2 TV A R—KNTFBIZIE AWS CLI

1. ATYVT 2 TOLAFAZRETS ICRBTATVWRIKRSIC, +B8T I EAFAZHALT
PRPAPAZT R

2. XV RZ7O2V7RNT, R®Ocreate-export-task AN RZEFA LTIV AR—RNR AT &BER
LET,
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aws logs create-export-task --profile CWLExportUsex --task-name "my-log-
group-09-10-2015" --log-group-name "my-log-group" --from 1441490400000 --

to 1441494000000 --destination "my-exported-logs" --destination-prefix "export-
task-output"

LTREEAIFTY,

"taskId": "cda45419-90ea-4db5-9833-aade86253e66"

IOAR—BERAYDRER
TYAR—RNERVEERTBE. ZBRVOBENDAT—ZAZMETEET,
EERLTIVAR—NRRYERET B AWS CLI

IR > R7’O2 7'M T, RDdescribe-export-tasks ANV REFEHAL £ T,

aws logs --profile CWLExportUser describe-export-tasks --task-id
"cda45419-90ea-4db5-9833-aade86253e66"

UTEHABTT,
{
"exportTasks": [
{
"destination": "my-exported-logs",
"destinationPrefix": "export-task-output",
"executionInfo": {
"creationTime": 1441495400000
},
"from": 1441490400000,
"logGroupName": "my-log-group",
"status": {
"code": "RUNNING",
"message": "Started Successfully"
},

"taskId": "cda45419-90ea-4db5-9833-aade86253e66",
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"taskName": "my-log-group-09-10-2015",
"tTo": 1441494000000
}]

describe-export-tasks AN RZFERIZHEE 3 BYHYET,

« 7ALNEBL -IXTOITVAR—RNEZARAIY, ERIBEEFEEDIEFTIARNENET,

« RAVIDT7A4NEZVVYT -BEENILIDDIVAR—RNRAIFEETEIHEIC. ThSH
VARENET,

c BAVAT—BALKDTANRIDY - BEENIEZAT—RADIIAR—RNEZAIH VAR
EThET,

FIZIE, FAILED AT—RAT7A4)NARITFBICE, ROOX REFHALET,

aws logs --profile CWLExportUser describe-expoxrt-tasks --status-code "FAILED"

UTREHEIBITT,
{
"exportTasks": [
{
"destination": "my-exported-logs",
"destinationPrefix": "export-task-output",
"executionInfo": {
"completionTime": 1441498600000
"creationTime": 1441495400000
by
"from": 1441490400000,
"logGroupName": "my-log-group",
"status": {
"code": "FAILED",
"message": "FAILED"
by
"taskId": "cda45419-90ea-4db5-9833-aade86253e66",
"taskName": "my-log-group-09-10-2015",
"to": 1441494000000
1]
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TOAR—RNZAIH PENDING E 7=k RUNNING DIREICHDHE., TORAIVEFY ) TE
£7,

d—H—H1 K

ZEALTIVAR—RNERAVZF v TSI AWS CLI

OX > RZ7OV 7 NT, RdDcancel-export-task AN REFEALE T,

aws logs --profile CWLExportUser cancel-export-task --task-id "cda45419-90ea-4db5-9833-
aade86253e66"

describe-export-tasks AN RZFEAL T, FRAINERBICF Y EILEhEEZBETEXRT,
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CloudWatch Logs 7*— X @ Amazon OpenSearch Service \
DANI—=Z2T

CloudWatch Logs %7 A9 1) 7> 3> %4 L T, CloudWatch Logs ®A% 7' )L—7"A" Amazon
OpenSearch Service 77 AZ—ICEEVTLEZALTZBLUETF—RZAN)—Z2TFBK5IC
RETEET, FMICO VTR, "7 20V a zERALEOITF—20)TILEA LWIE
ZZRLTLSEETY,

ARNV=3I2T2hh3O07F—2OEICKI> TR, BHICHL TEHEL R OREERITHRO HIRZR
ETRDCEETEXRT, FHICOVWTE., "Lambda BEBOAT -V T, 22U TLKEZL,

® Note

KRE®D CloudWatch Logs 7— & % OpenSearch Service AR =220 9% &, ERBN
S<Z3HEEMEN BV ET, AWS Biling and Cost Management 1>V —J)LZFERAL T, F
EEERTDCEZBBOLET, FMICOWVWTIEE., "TAWSBudgets & D TANEE, %&
SRLTLEEL,

AR SR

B9 B E1lC. OpenSearch Service RXA VEERLET, RXSICENT VY IOTFORAFE
EVPCTIVEADVWTIAZERETEETHN. TOHEE., RXMVOEBRBRLCLT I EADRAT %
EEITHEIETEEE A, % T OpenSearch Service RX A UREZHEIEL, VTAZX—TREE
N37F—RDEICESDVWTITAR—RELEEFEIDCENTEEFT, RXSMOERFIEICOVT
l&. TOpenSearch Service ® RX A DER #SBLTLSEEV,

OpenSearch Service OFFMIC DWW TIE, "Amazon OpenSearch Service ROV /N\—HA R, &5
BLTLSEZL,

04 %' )L—7 % OpenSearch Service [CH T AISA4T 93

CloudWatch >V —)L&ERAL T, OJ % )L—7"% OpenSearch Service lcH 7RV S54 7 T&EE
¥,
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044 )L—7" % OpenSearch Service ICH T AT T4 7931k

1.

2
3.
4

CloudWatch 2V — )L (https://console.aws.amazon.com/cloudwatch/) ZB & £ 7,

FTES =232 RA42T, [Loggroups] (AT TIN—7") ZBIRLE T,
OJJ0LN—70&8EZERLET,

[Actions] (¥ 73 3~), [Subscription filters] (%7 A2 7> 3> 7 14)LX—), [Create Amazon

OpenSearch Service subscription filter] (Amazon OpenSearch Service Y 7 Ao ) 7> 3> 7«
IWE—ZEK) OIEICERLET,

COTAIVRNDIZAR—ICARNI—=32TF2H, BIOTADVNZARNI—Z2TF2H
ZBERLET,

c COTHIVRNEERLUIZGER, BIOATY T THERLULIZRXA 2V ZBERLET,
c BIOTHOY NEBRLUIZGEERE, RXLAVARN EIV RRAVNEEELET,

[Lambda IAM Execution Role] (Lambda IAM 2470 —)JL) Tl&. OpenSearch NOFETHL 2%
795 EEIC Lambda A"EATS IAMO—J)LZBIRL F T,

BRUEZIAMO-)LIE, ChSOEHZRLEIHBENFHYET,

- {EFERYRIC lambda.amazonaws.com AEENTVIHENH V) E T,
c LTORIV—HFEENTVEIHRENHVYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"es:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:es:region:account-id:domain/target-domain-name/
x
}
]
}

« X—%"Y N® OpenSearch Service RXA > TVPC TV tAZFEATSES,. O—JLIC
& AWSLambdaVPCAccessExecutionRole RS —A"F R Y FENTVBRIHXEN HY T
T Amazon FEEFTD DRI —IZKY), BFEKD VPC ANOT VAN Lambda ([ZFFH]
&, Lambda l& VPC ® OpenSearch T RIRA 2V NICEZIALZENTEEXT,
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7. [Logformat] (A OER) T, AJOFEXZERLE T,

8. [Subscription filter pattern] (V7 R0V 7> a> 74 )L Z—ONEZ—2) I, QAR NTRE
FTREABPNR—"ZABDLET, chicky, BEOLOH B TF—RETH OpenSearch 75 A
R—IEBENDRSICHYET, HHICOVTE, "7 E2—2FALEOTARKIDS
DARNDDADER ) ZZRBLTLEEL,

9. (F7>3)[Selectlog datatotest] (TARNTBZOTF—XZNER) z2HE, OJ AN —L%Z
BIRL TH S, [Testpattern] (/NX—2&TAN) ZBIRL T, HEFEYOERNI LD Lz
A U S

10. [Start streaming] (AN —Z2 T OFERK) 2B IRLE T,
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AWS SDKs Z @ fH L 7= CloudWatch 0% @ 11— R4l

RO I— KRBk, Software AWS Development Kit (SDK) T CloudWatch Logs Z £ 3 % H£% R
LTWETD,

TO2aVRINRERTOI LN SOD—ROE#RTHY), I TFANATRITITIHZEN
HYWERT, TO2AVREYOY—EAKEZFROEIHFEZRLTVWRIY, BETZSFUF®
H—EABOBITR 7O >OAVTHFARMBERTEETT,

SORY—EROHIE, EHEO AWS OH—ERTBHET DS TLF7UTr—23>TF,

AWS SDK FROY/N—HA RED—RPIOZFEHEVANIOVTR, T 2BLTLKESE
WAWS SDK T® CloudWatch O OEH, COREY VICIE, EHABBAZEICETSEHRE. LA
D SDKN—2 3> 0HEHMEEENTVET,

O—RH2TI

+ AWS SDKs Z A L /= CloudWatch QJ O F7 o< 3>
- AWS SDK % L T AWS KMS F—% CloudWatch Logs 0% ' JL— 7 \Z B8& 14 %
« AWS SDK Zf# A L T CloudWatch O DIV AR—KRRAVZEX Y EILTD
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« AWS SDK Z £ L T CloudWatch Logs Y 7 A0 V73> 71 )L 23— EHKTS
« AWS SDK Zf#EH L T CloudWatch O DTV AR—KN R AV ZRIERT B
« AWS SDK %#{£f L T CloudWatch Logs Y J )\ —7 # Bk T %
« AWS SDK Z £ L T CloudWatch Logs Y 7 AV U732 7 1)L 2—%HIKRTS
« AWS SDK Zff L T CloudWatch Logs Y 7 A0 ) 7> a7 4 ) 2—%ERT 3
« AWS SDK Zf#EH L T CloudWatch OJ DIV AR—KN R AV &R TS
+ AWS SDK %Zf#f L T CloudWatch Logs QY J I —7" %583 3

+ AWS SDKs ZfF L 7= CloudWatch OJ ® 2 O A% —E A Nl
c AT 1-)ENARMZFEAL K Lambda BEHOFTHL
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AWS SDKs ##H L 7= CloudWatch Qo O F7 o< 3>

ROI—RHIE, SDK ZEAL THE% ® CloudWatch Logs 79> 3> #R{T32HEERLTV
F9, AWS SDKs 5 (& CloudWatch Logs APl ZHUOHTENT, AVTFANKNTERIT T4
ENHZ3ARREZETOZLNSOO— RERTT, FHIICE GitHub, J— ROBREEETOFIE
ERTADVIONFEENTVERT,

DOHREBEENTVET, FHBVARNIDOWVWT

LToBICE, &€ —MRBICEREhZDTI 3
TLYAL Z5RLULTLEE,

l&. T"Amazon CloudWatch Logs APl 'J 7

B

+ AWS SDK Zf#H L T AWS KMS F—% CloudWatch Logs A7 7' )L —7" \CBE T3
« AWS SDK Zf#A L T CloudWatch OJ DIV AR—KRARVZX Y EILTHD

« AWS SDK %#{#f L T CloudWatch Logs A I —7"%# KT 3

+ AWS SDK Zf# L T CloudWatch Logs O AN —AZERT S

« AWS SDK Zff L T CloudWatch Logs Y 7 A9 ) 7> a7 4 ) Z—%ERT S
« AWS SDK Z# R L T CloudWatch O DTV AR—KRAVZIERT S

« AWS SDK %#{#f L T CloudWatch Logs QY J I —7 %Kik 3 3

« AWS SDK £ L T CloudWatch Logs # 7RV VT2 327 1 )L X —%HIBRT 3
« AWS SDK Zf£f L T CloudWatch Logs Y 7 Ao ) 7> a7 4 )L 23—%ERT >
« AWS SDK Z# R L T CloudWatch A DTV AR—KR AV ZEIRT D

« AWS SDK %#{#f L T CloudWatch Logs QY J I —7 %583 3

AWS SDK Z A L T AWS KMS F—7% CloudWatch Logs AT 7 )L—7"(C
BEEST (TS

ROI—RPIE, AWS KMS F—%BEfZ D CloudWatch Logs OJ J I —7 ICEEEN T3 HFEERL
TVWET,
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NET

AWS SDK for .NET

(® Note

IC2VWTR, 255%ZZRBLTL<EEV GitHub, Afl—EZ#&FEL. AWS J—RH
7IWIRIKN) TOREERITOFEZEEL T EEL,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>

/// Shows how to associate an AWS Key Management Service (AWS KMS) key with
/// an Amazon CloudWatch Logs log group. The example was created using the
/// AWS SDK for .NET version 3.7 and .NET Core 5.0.

/// </summary>

public class AssociateKmsKey

{

public static async Task Main()

{

// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a

// different AWS Region, pass it as a parameter to the client

// constructor.

var client = new AmazonCloudWatchLogsClient();

string kmsKeyId = "arn:aws:kms:us-west-2:<account-

number>:key/7c9eccc2-38cb-4c4f-9db3-766ee8dd3ad4s";

string groupName = "cloudwatchlogs-example-loggroup";

var request = new AssociateKmsKeyRequest

{
KmsKeyId = kmsKeyId,
LogGroupName = groupName,

};

var response = await client.AssociateKmsKeyAsync(request);
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if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"Successfully associated KMS key ID:
{kmsKeyId} with log group: {groupNamel}.");
}
else
{
Console.WriteLine("Could not make the association between:
{kmsKeyId} and {groupName}.");
}
}

« APl OFFMIC DWW TR, TAPI )7 7L > AAssociateKmsKeyy @ T 2B LT EE
L. AWS SDK for .NET

AWS SDK FROY/N—HA RED—RPIOFEHEVANIDOVTR., T, #2BLTLKESE
WAWS SDK T® CloudWatch O OEH, COREY UICIK, EHABBAZICETSERE. L
O SDKN—>a>nFMESENATVET,

AWS SDK ZfH L T CloudWatch O DI OV AR—KREZA VX v+
LT3

ROD— RPlIE, BEF®D CloudWatch Logs TV AR—RN B AV ZF v 2T HEZERLTVE
¥,

NET

AWS SDK for .NET

(@ Note

IC2VWTR, 25522 RBLT<EEV GitHub, Afl—EZ&&REL., AWS J—RY
Y7ZINIRI KR TOREERITOFEEHIEL TS EE L,

using System;
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using System.Threading.Tasks;
using Amazon.CloudWatchLogs;
using Amazon.CloudWatchLogs.Model;

/// <summary>

/// Shows how to cancel an Amazon CloudWatch Logs export task. The example
/// uses the AWS SDK for .NET version 3.7 and .NET Core 5.0.

/// </summary>

public class CancelExportTask

{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();
string taskId = "exampleTaskId";
var request = new CancelExportTaskRequest
{
TaskId = taskId,
};
var response = await client.CancelExportTaskAsync(request);
if (response.HttpStatusCode == System.Net.HttpStatusCode.O0K)
{
Console.WriteLine($"{taskId} successfully canceled.");
}
else
{
Console.WriteLine($"{taskId} could not be canceled.");
}
}
}

« APl OFFMICDW T, T API U7 7L > ACancelExportTasky @ "y 2B L T &
L. AWS SDK for .NET
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AWS SDK FROY/N—HA RED—RPIOFEHEVANIOVTRE, T 25BLTLKESE
WAWS SDK T® CloudWatch OV OEH, COREY VIZIE, EHABBAZEICETSEHRE. LA
DO SDKN—2 3> DHEHMEEENRTVET,

AWS SDK % {# L T CloudWatch Logs A Y\ —7Z#EK T 3
RO I— RABIE, FL WV CloudWatch Logs AV T I —7"#ERX T2 HEERLTVET,
NET

AWS SDK for .NET

(® Note

IC2VWTR, 25522 RBLTLKEEV GitHub, Afl—EZ&FEL. AWS J—RY
7ZINIRI KR TOREERITOFEEZHIL TS EE L,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to create an Amazon CloudWatch Logs log group. The example
/// was created using the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class CreatelLogGroup
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();

string logGroupName = "cloudwatchlogs-example-loggroup";

var request = new CreatelLogGroupRequest

{
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LogGroupName = logGroupName,

};
var response = await client.CreatelLogGroupAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{

Console.WritelLine($"Successfully create log group with ID:
{logGroupName}.");
}

else

{

Console.WriteLine("Could not create log group.");

« APl OFFMICDOWTIX, TAPI U7 7L > ACreateLogGroupy @ M) #5BL TS
L. AWS SDK for .NET

JavaScript

SDK for JavaScript (v3)

(® Note

IC2VWTR, 25522 RBLTL<EEV GitHub, Afl—EZ&wFL. AWS J— R
Y7ZINIRI KR TOREERITOFEEZHIEL T EE L,

import { CreatelLogGroupCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new CreatelLogGroupCommand({
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,

1)
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try {

return await client.send(command);
} catch (err) {

console.error(err);

}
};

export default run();

« APl OFFMICDW T, T API )7 7L > ACreateLogGroupsy @ "1 ZZRL T EE
L. AWS SDK for JavaScript

AWS SDK FROY/N—HA RED—RHPIOZFEHEVANIDOVTRE, T 2BLTLKES
WAWS SDK T® CloudWatch OV OEH., COREY IZIE, EHABBAZEICETSEHRE. LA
O SDK/N—2a>nHMESENRTVET,

AWS SDK % {# L T CloudWatch Logs A AN —L%ZERT S

ROD— RBIE, FH LW CloudWatch Logs AT AN —ALAZERTBHEZRLTVET,
.NET

AWS SDK for .NET

(® Note

IC2VWTR, 25522 RBLTL<EEV GitHub, Afl—EZ&m&RL., AWS J— R
Y7ZINIRI KR TOREERITOFEEHIL T EE L,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to create an Amazon CloudWatch Logs stream for a CloudWatch

/// log group. The example was created using the AWS SDK for .NET version
/// 3.7 and .NET Core 5.0.
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/// </summary>
public class CreatelLogStream
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();
string logGroupName = "cloudwatchlogs-example-loggroup";
string logStreamName = "cloudwatchlogs-example-logstream";

var request = new CreatelogStreamRequest
{
LogGroupName = logGroupName,
LogStreamName = logStreamName,

};
var response = await client.CreatelLogStreamAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{

Console.WriteLine($"{logStreamName} successfully created for
{logGroupName}.");

}

else

{

Console.WritelLine("Could not create stream.");

« APl OFFMICDW T, T API )7 7L > ACreateLogStreamy ® "y, ZZRBL T EE
L. AWS SDK for .NET

AWS SDK #ROY/N—HA RED—RFIOTFEBZBVANCOVTR, T, #283HBLTLKES
WAWS SDK T® CloudWatch O OEH, COREY OICIk, EABBAZEICETAERE. L
O SDK/N—2a>nFEMESENTVET,
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AWS SDK % f#f L T CloudWatch Logs Y 7 AoV 7> a> 714 )2—%
e T3

RO I— RHIIE, Amazon CloudWatch Logs Y7 R0 )72 a> 74 ) 2—&ERTBHE%ERL
TVWET,

C++
SDK for C++
® Note
IC2V\WTR, 255Z23RBLTLKEE ) GitHub, E24&HZRDFT, AWS J—R
BRI KN TOREERTOHIEEEEL TSLEEL,
BEBTTAINEEDET,

#include <aws/core/Aws.h>

#include <aws/logs/CloudWatchLogsClient.h>

#include <aws/logs/model/PutSubscriptionFilterRequest.h>
#include <aws/core/utils/Outcome.h>

#include <iostream>

BITRAOVT2av T 1IN E—= B LET,

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :PutSubscriptionFilterRequest request;
request.SetFilterName(filter_name);
request.SetFilterPattern(filter_pattern);
request.SetLogGroupName(log_group);
request.SetDestinationArn(dest_azrn);

auto outcome = cwl.PutSubscriptionFilter(request);

if (loutcome.IsSuccess())

{
std::cout << "Failed to create CloudWatch logs subscription filter "
<< filter_name << ": " << outcome.GetError().GetMessage() <<
std::endl;
}
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else

{

std::cout << "Successfully created CloudWatch logs subscription " <<
"filter " << filter_name << std::endl;

« APl OFMIC DWW TIE, T API U7 7L > APutSubscriptionFilters ® ) #8BL T
=L\, AWS SDK for C++

Java

SDK for Java 2.x

(® Note

IC2VWTR, 25522 RBLTL<EEV GitHub, Afl—EZ&wFL. AWS J— R
ZINIRI KR TOREERITOFEEHIEL TS EE L,

public static void putSubFilters(CloudWatchLogsClient cwl,
String filter,
String pattern,
String logGroup,
String functionArn) {

try {
PutSubscriptionFilterRequest request =

PutSubscriptionFilterRequest.builder()
.filterName(filter)
.filterPattern(pattern)
.logGroupName(logGroup)
.destinationArn(functionAzrn)
.build();

cwl.putSubscriptionFilter(request);
System.out.printf(

"Successfully created CloudWatch logs subscription filter

filter);
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} catch (CloudWatchLogsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

- APl OSHEIC DWW T, T API U7 7 L > APutSubscriptionFiltery ® T, 288BL T &
= L\, AWS SDK for Java 2.x

JavaScript

SDK for JavaScript (v3)

(® Note

IC2VWTR, 25522 RBLTL<EEV GitHub, Afl—EZ&wFL. AWS J— R
ZINIRI KR TOREERITOFEEHIEL TS EE L,

import { PutSubscriptionFilterCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new PutSubscriptionFilterCommand({
// An ARN of a same-account Kinesis stream, Kinesis Firehose
// delivery stream, or Lambda function.
// https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
SubscriptionFilters.html
destinationArn: process.env.CLOUDWATCH_LOGS_DESTINATION_ARN,

// A name for the filter.
filterName: process.env.CLOUDWATCH_LOGS_FILTER_NAME,

// A filter pattern for subscribing to a filtered stream of log events.

// https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
FilterAndPatternSyntax.html

filterPattern: process.env.CLOUDWATCH_LOGS_FILTER_PATTERN,

// The name of the log group. Messages in this group matching the filter
pattern
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// will be sent to the destination ARN.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
1);

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
i

export default run();

« APl OFFMICDWTIX, T API )7 7L > APutSubscriptionFiltery @ "y #5BL T
=L\, AWS SDK for JavaScript

SDK for JavaScript (v2)

(® Note

C2W\WTk, 255%25BL T EE ) GitHub, Afl—EZ#HEL, AWS J—RY
DTIWIRD N TOREERTORZEEERL TSEEL,

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'});

var params = {
destinationArn: 'LAMBDA_FUNCTION_ARN',
filterName: 'FILTER_NAME',
filterPattern: 'ERROR',
logGroupName: 'LOG_GROUP',

i

cwl.putSubscriptionFilter(params, function(err, data) {
if (err) {
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console.log("Error", err);
} else {
console.log("Success", data);

}
1)

« FFMICOVWTIX, TAWS SDK for JavaScript RO Y /N—HA Ry #SBLTSEEV,

« APl OFFMIC DWW T, T API )7 7L > APutSubscriptionFiltery ® "y #5BL T
=W\, AWS SDK for JavaScript

AWS SDK #ROY/N—HA RED—RFIOTEBZBIVANCOVTE, T, #25HBLTLKES
WAWS SDK T® CloudWatch O OEH, COREY VICIk, FEAHABBRAZICETAERE. L
O SDK/N—2a>nFEMESENTVET,

AWS SDK ZfEM L T CloudWatch O DTV AR—KNZ AV ZEKT S

RO I— RABIE, FL WV CloudWatch Logs TV AR— RN R AV ZERT D HEERLTVET,
.NET

AWS SDK for .NET

® Note

C2VWTR, C55%ZZRBLTLKEEV GitHub, Afl—EBZ#&EL. AWS J— R
Y7ZINIRIS KR TOREERITOFEECHIEL T EE L,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>

/// Shows how to create an Export Task to export the contents of the Amazon

/// CloudWatch Logs to the specified Amazon Simple Storage Service (Amazon
S3)

/// bucket. The example was created with the AWS SDK for .NET version 3.7 and
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/// .NET Core 5.0.
/// </summary>
public class CreateExportTask

{

public static async Task Main()

{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();

string taskName = "export-task-example";
string logGroupName = "cloudwatchlogs-example-loggroup";
string destination = "doc-example-bucket";

var fromTime = 1437584472382;
var toTime = 1437584472833;

var request = new CreateExportTaskRequest

{
From = fromTime,
To = toTime,
TaskName = taskName,
LogGroupName = logGroupName,
Destination = destination,
};

var response = await client.CreateExportTaskAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.O0K)

{
Console.WriteLine($"The task, {taskName} with ID: " +

$"{response.TaskId} has been created
successfully.");

}

« APl OFFMICDW T, T API 7 7L > ACreateExportTasky @ "3 ZZBL T EE
L. AWS SDK for .NET
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AWS SDK FROY/N—HA RED—RPIOFEHEVANIOVTRE, T 25BLTLKESE
WAWS SDK T® CloudWatch OV OEH, COREY VIZIE, EHABBAZEICETSEHRE. LA
DO SDKN—2 3> DHEHMEEENRTVET,

AWS SDK % {# L T CloudWatch Logs QA ') —7ZHIBR T 3
RO D— RHlE, BEED CloudWatch Logs A J I —7%HIBr T2 HEZRLTVET,
NET

AWS SDK for .NET

(® Note

IC2VWTR, 25522 RBLTLKEEV GitHub, Afl—EZ&FEL. AWS J—RY
7ZINIRI KR TOREERITOFEEZHIL TS EE L,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>

/// Uses the Amazon CloudWatch Logs Service to delete an existing
/// CloudWatch Logs log group. The example was created using the
/// AWS SDK for .NET version 3.7 and .NET Core 5.0.

/// </summary>

public class DeletelLogGroup

{

public static async Task Main()

{
var client = new AmazonCloudWatchLogsClient();
string logGroupName = "cloudwatchlogs-example-loggroup";

var request = new DeletelLogGroupRequest

{

LogGroupName = logGroupName,

i

var response = await client.DeletelogGroupAsync(request);
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if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{
Console.WriteLine($"Successfully deleted CloudwWatch log group,

{logGroupName}.");
}

« APl OFFMICDOWTIX, TAPI U7 7L > ADeleteLogGroups @ ") #5BL T EE
L. AWS SDK for .NET

JavaScript

SDK for JavaScript (v3)

(® Note
IC2VWTR, 25522 RBLTL<EE WV GitHub, Afl—EZ&wFL. AWS J— R

TNIRD R ) TOREERITOHREZHEL TSEE L,

import { DeletelLogGroupCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new DeletelLogGroupCommand({
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
18

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
};

export default run();
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« APl QOFEMIC DOV TR, TAPI U7 7L > ADeleteLogGroupy @ Ty Z8RBL T IEE
L. AWS SDK for JavaScript

AWS SDK #ROY/N—HA RED—RFHIOFEBEDANMNIOVWTE, T, Z28BLTLKES
WAWS SDK T® CloudWatch Y OfEH., COREY IZIK, EABBAZEICETSERE. LAl
DO SDKN—2a>OFHESENATVET,

AWS SDK %Zf#f L T CloudWatch Logs Y 7 AoV 7<a> 714 )2 —%
HIBRT %

XD 1— RFli&, Amazon CloudWatch Logs Y7 A9 V72 a> 7 1 )LZ—%HEIBRTDFE%ZERL
TVWET,

C++

SDK for C++

(® Note

C2VWTR, 255228 L T<EEV GitHub, T2&HZRDFT, AWS OJ—R
BRI K TOREERTOHIEZBIEL TSV,

BEZRTTANEEOERT,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/logs/CloudWatchLogsClient.h>

#include <aws/logs/model/DeleteSubscriptionFilterRequest.h>
#include <iostream>

HT29)7a>r T4 )L E2—%E4KBLET,

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;
Aws: :CloudWatchLogs: :Model: :DeleteSubscriptionFilterRequest request;
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request.SetFilterName(filter_name);
request.SetLogGroupName(log_group);

auto outcome = cwl.DeleteSubscriptionFilter(request);
if (!outcome.IsSuccess()) {
std::cout << "Failed to delete CloudWatch log subscription filter "
<< filter_name << ": " << outcome.GetError().GetMessage() <<
std::endl;
} else {
std::cout << "Successfully deleted CloudWatch logs subscription " <<
"filter " << filter_name << std::endl;

« APl OFFMICDWTIX, T API )7 7L > ADeleteSubscriptionFilter; ® ™, 88 L T<
ZE W, AWS SDK for C++

Java

SDK for Java 2.x

® Note

IC2VWTR, C55%ZZRBLTLKEEV GitHub, Afl—EBEZ#HEL. AWS J—RH
Y7ZINIRIS KR TOREERITOFEEHIEL T EE L,

public static void deleteSubFilter(CloudWatchLogsClient logs, String filter,
String logGroup) {

try {
DeleteSubscriptionFilterRequest request =
DeleteSubscriptionFilterRequest.builder()
.filterName(filter)
.logGroupName(logGroup)
.build();

logs.deleteSubscriptionFilter(request);
System.out.printf("Successfully deleted CloudWatch logs subscription
filter %s", filter);
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} catch (CloudWatchException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

- APl OFFMICDWTIK, T API )7 7L > ADeleteSubscriptionFilter; ® ", 88 L T
ZE LV, AWS SDK for Java 2.x

JavaScript

SDK for JavaScript (v3)

(@ Note

IC2VWTR, £255%22RBLT<EEV GitHub, Afl—EZ&w&REL., AWS J—RY
Y7ZNIRI KR TOREERITOFEEHIEL T EE L,

import { DeleteSubscriptionFilterCommand } from "@aws-sdk/client-cloudwatch-
logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new DeleteSubscriptionFilterCommand({
// The name of the filter.
filterName: process.env.CLOUDWATCH_LOGS_FILTER_NAME,
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
1)

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
b7

export default run();
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« APl OFFMIC DWW TR, T API U7 7 L > ADeleteSubscriptionFiltery ® T, 228 L T
&LV, AWS SDK for JavaScript

SDK for JavaScript (v2)

(® Note

C2V\WTk, 255%5BL T EE ) GitHub, Afl—EZ#HEL, AWS J—RY
DTINIRDNTOREEERITOFEEERL TS EEL,

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudwWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'1});

var params = {
filterName: 'FILTER',
logGroupName: 'LOG_GROUP'
};

cwl.deleteSubscriptionFilter(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data);
}
});

o FEMICOWVWTIE, TAWS SDK for JavaScript 7RO Y /N—HA R, Z#SBLTLIEEV,

« APl QOFEMIC DOV TIE, T API U7 7 L > ADeleteSubscriptionFilter; ® "y ZZ8BL T
ZZ W, AWS SDK for JavaScript
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Kotlin

SDK for Kotlin

® Note

ch7LEI—-DVV—AOHEEICETZTLIVIJ—ARFIXVNTY, ZOR
FIAIAXVNIEET D ABRMES HYET,

® Note

E2VWTR, C55%ZZRBLTLKEEV GitHub, Afl—EBEZ#&FEL. AWS J—RH
Y7ZNIRIS KR TOREERITOFEECHIEL TS EE L,

suspend fun deleteSubFilter(filter: String?, logGroup: String?) {

val request = DeleteSubscriptionFilterRequest {
filterName = filter

logGroupName = logGroup
}

CloudWatchLogsClient { region = "us-west-2" }.use { logs ->
logs.deleteSubscriptionFilter(request)

println("Successfully deleted CloudWatch logs subscription filter named
$filter")

}

« API OFMAIZ DWW T, DeleteSubscriptionFilterAWS ™ SDK for Kotlin API U 7 7 L > A |
O, Z2SRBLTLSEEL,

AWS SDK RO Y N—HA4 REI—REOTLBIVANIDOVTR, T, Z2ZBL T
WAWS SDK T® CloudWatch OJ O A, cOREY JICE, EARBAECETIRRE. UE
O SDKN—=2 32 OFEEEENTVET,
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AWS SDK % f#f L T CloudWatch Logs Y 7 AoV 7> a> 714 )2—%
R B

RO — RHIIE, Amazon CloudWatch Logs DBEENOH T AoV T a>r 71 )L 2—%=2RRdT2H
ZZRLTVWETD,

C++

SDK for C++

® Note

C2VWTR, &255%ZZRBLTL<EEV GitHub, £ HlZRDF T, AWS J—R
PIVRD RN TOREERITOHIEZHEL TS LEE L,

BEZRTTANEEOERT,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/logs/CloudWatchLogsClient.h>

#include <aws/logs/model/DescribeSubscriptionFiltersRequest.h>
#include <aws/logs/model/DescribeSubscriptionFiltersResult.h>
#include <iostream>

#include <iomanip>

H7JRA0)72a> 74 )L 2—%—EXRRLET,

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :DescribeSubscriptionFiltersRequest request;
request.SetLogGroupName(log_group);

request.SetLimit(1l);

bool done = false;
bool header = false;
while (!done) {
auto outcome = cwl.DescribeSubscriptionFilters(
request);
if (!outcome.IsSuccess()) {
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std::cout << "Failed to describe CloudWatch subscription filters

<< "for log group " << log_group << ": " <<
outcome.GetError().GetMessage() << std::endl;
break;

if ('header) {
std::cout << std::left << std::setw(32) << "Name" <<
std::setw(64) << "FilterPattern" << std::setw(64) <<
"DestinationArn" << std::endl;
header = true;

const auto &filters = outcome.GetResult().GetSubscriptionFilters();
for (const auto &filter : filters) {
std::cout << std::left << std::setw(32) <<
filter.GetFilterName() << std::setw(64) <<
filter.GetFilterPattern() << std::setw(64) <<
filter.GetDestinationArn() << std::endl;

const auto &next_token = outcome.GetResult().GetNextToken();
request.SetNextToken(next_token);
done = next_token.empty();

- APl OFFMIC DWW T, T API )7 7 L > ADescribeSubscriptionFilters; @ ", ZZ8L
TLEEL, AWS SDK for C++

Java

SDK for Java 2.x

(® Note

C2V\WTk, 255%5BL T EE ) GitHub, Afl—EZ#HEL, AWS J—RY
DTNWIRDN) TOREERITOREEBELTLSEETL,
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public static void describeFilters(CloudWatchLogsClient logs, String
logGroup) {

try {
boolean done = false;
String newToken = null;

while(!done) {
DescribeSubscriptionFiltersResponse response;
if (newToken == null) {
DescribeSubscriptionFiltersRequest request =
DescribeSubscriptionFiltersRequest.builder()
.logGroupName(logGroup)
1imit(1).build();

response = logs.describeSubscriptionFilters(request);
} else {
DescribeSubscriptionFiltersRequest request =
DescribeSubscriptionFiltersRequest.builder()
.nextToken(newToken)
.logGroupName(logGroup)
1imit(1).build();
response = logs.describeSubscriptionFilters(request);

for(SubscriptionFilter filter : response.subscriptionFilters()) {
System.out.printf("Retrieved filter with name %s, " +
"pattern %s " + "and destination arn %s",
filter.filterName(),
filter.filterPattern(),
filter.destinationArn());

if(response.nextToken() == null) {
done = true;

} else {
newToken = response.nextToken();

} catch (CloudWatchException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);
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}
System.out.printf("Done");

« APl OFFMICDWTIX, T API )7 7L > ADescribeSubscriptionFilters; ® ", ZZ 8L
T<EEV, AWS SDK for Java 2.x

JavaScript

SDK for JavaScript (v3)

(@ Note

IC2VWTR, 25522 RBLT<EEV GitHub, Afl—EZ&m&REL., AWS J—RY
Y7ZNIRI KR TOREERITOFEEHIEL T EE L,

import { DescribeSubscriptionFiltersCommand } from "eaws-sdk/client-cloudwatch-
logs";
import { client } from "../libs/client.js";

const run = async () => {
// This will return a list of all subscription filters in your account
// matching the log group name.
const command = new DescribeSubscriptionFiltersCommand({
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
limit: 1,
1)

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
b7

export default run();
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« APl QOFEMIC DOV TIE, T API U7 7 L > ADescribeSubscriptionFilters; ® "y ZZ8R&L
T<EZ L, AWS SDK for JavaScript

SDK for JavaScript (v2)

® Note

C2VWTR, 255%ZZRBLTLKEEV GitHub, Afl—EBEZ#&EL. AWS J—RH
Y7ZNIRIS KR TOREERITOFEEHIEL T EE L,

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'3});

var params = {
logGroupName: 'GROUP_NAME',
limit: 5

};

cwl.describeSubscriptionFilters(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data.subscriptionFilters);
}
});

o EMIC OV T, TAWS SDK for JavaScript RO Y /N—HA R #5BL TS EEV,

« APl OFFMIC DWW T, T API U7 7L > ADescribeSubscriptionFilters; @ ") #58BL
T<EZ L, AWS SDK for JavaScript
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Kotlin

SDK for Kotlin

® Note

ChE7LELI—V)—-ADOHEEICEITZTLVI—-ARFIXINTT, COR
FIAIAXVNIEET D ARMESHYET,

® Note

E2VWTR, C55%ZZRBL T EEV GitHub, Afl—EZ#HREL. AWS J—RH
Y7ZNIRIS KR TOREERITOFEEHIEL TS EE L,

suspend fun describeFilters(logGroup: String) {

val request = DescribeSubscriptionFiltersRequest {
logGroupName = logGroup
limit =1

}

CloudWatchLogsClient { region = "us-west-2" }.use { cwlClient ->
val response = cwlClient.describeSubscriptionFilters(request)
response.subscriptionFilters?.forEach { filter ->
println("Retrieved filter with name ${filter.filterName} pattern
${filter.filterPattern} and destination ${filter.destinationArn}")
}
}

« APl OFFMIC DV TIE, DescribeSubscriptionFiltersAWS T SDK for Kotlin API ) 7 7 L >
A1 D"y ZZRLTLKEZL,

AWS SDK RO Y N—HA RED—REIOZTLBVANIDOVTR, T, Z2ZRBLTES

WAWS SDK T® CloudWatch OV OfEH., CORNEY IZIk, EABBAZEICETSHERE. LAl
D SDKN—=2 3> OFHEEENATVET,
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AWS SDK ZfM L T CloudWatch O DTV AR—KNEZ AV ZLRT S

XD I— REAE, CloudWatch O DIV AR—RRZRAVZRRT B HEZERLTVET,

NET

AWS SDK for .NET

® Note

C2VWTR, C55%ZZRBLTLKEE WV GitHub, Afl—EBZ#HREL. AWS J—RH
Y7ZNIRI KR TOREERITOFEEHIEL T EE L,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to retrieve a list of information about Amazon CloudWatch
/// Logs export tasks. The example was created using the AWS SDK for .NET
/// version 3.7 and .NET Core 5.0.
/// </summary>
public class DescribeExportTasks
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();

var request = new DescribeExportTasksRequest

{
Limit = 5,
};

var response = new DescribeExportTasksResponse();

do
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response = await client.DescribeExportTasksAsync(request);
response.ExportTasks.ForEach(t =>
{
Console.WriteLine($"{t.TaskName} with ID: {t.TaskId} has
status: {t.Status}");
1}
}

while (response.NextToken is not null);

« APl OFFMIC DWW T, T API )7 7L > ADescribeExportTasksy @ "3 2B L T
=L, AWS SDK for .NET

AWS SDK FROY/N—HA RED—RPIOZFEHEVANIOVTRE., T 2BLTLKES
WAWS SDK T® CloudWatch OV OEH., COREY UIZIE, EHABBAZEICETSEHRE. LAl
O SDK/N—2a>nHEMESENRTVET,

AWS SDK % L T CloudWatch Logs QY J I —7" %8R T3
RO D— RPIE, Logs CloudWatch O )\ —7"%288iR 5K EZZRLTVET,
.NET

AWS SDK for .NET

(® Note

IC2VWTR, 25522 RBLTL<EEV GitHub, Afl—EZ&m&RL., AWS J— R
Y7ZINIRI KR TOREERITOFEEZEIEL T EE L,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;
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/// <summary>
/// Retrieves information about existing Amazon CloudWatch Logs log groups
/// and displays the information on the console. The example was created
/// using the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class DescribelogGroups
{
public static async Task Main()
{
// Creates a CloudWatch Logs client using the default
// user. If you need to work with resources in another
// AWS Region than the one defined for the default user,
// pass the AWS Region as a parameter to the client constructor.
var client = new AmazonCloudWatchLogsClient();

bool done = false;
string? newToken = null;

var request = new DescribelogGroupsRequest

{
Limit = 5,

};

DescribelogGroupsResponse response;

do
{
if (newToken is not null)
{
request.NextToken = newToken;
}

response = await client.DescribelogGroupsAsync(request);

response.LogGroups.ForEach(lg =>
{
Console.WriteLine($"{1lg.LogGroupName} is associated with the
key: {1lg.KmsKeyId}.");
Console.WriteLine($"Created on:
{lg.CreationTime.Date.Date}");
Console.WriteLine($"Date for this group will be stored for:
{1g.RetentionInDays} days.\n");
1);
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if (response.NextToken is null)

{
done = true;
}
else
{
newToken = response.NextToken;
}

}

while (!done);

« APl OFFMICDOWTIX, T API U7 7L > ADescribeLogGroupsy @ M) #5BL T &
L. AWS SDK for .NET

JavaScript
SDK for JavaScript (v3)
(® Note
CO2WTR, 2557228 LTL<EE ) GitHub, ABl—EZHREL, AWS I—RY
VTNLIRDKN) TOREERITOREZERL TS EEV,
import {

paginateDescribelogGroups,
CloudWatchLogsClient,
} from "eaws-sdk/client-cloudwatch-logs";

const client = new CloudWatchLogsClient({});
export const main = async () => {
const paginatedLogGroups = paginateDescribelogGroups({ client }, {3});

const logGroups = [];

for await (const page of paginatedLogGroups) {
if (page.logGroups && page.logGroups.every((lg) => !11g)) {
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logGroups.push(...page.logGroups);
}
}

console.log(logGroups);
return logGroups;

i

« APl OFFMICDOWTIX, T API U7 7L > ADescribeLogGroupsy @ M) #3BL TS K&
L. AWS SDK for JavaScript

AWS SDK #ROY/N—HA RED—RFIOTFEBZBVANCOVTE, T, #283HBLTLKES
WAWS SDK T® CloudWatch O OEH, COREY UICIk, FEHABBAZICETAERE. L
O SDKN—>2a>nFEMESENATVET,

AWS SDKs ZfEF L = CloudWatch O 2O AY—E AN 4l

RO TIWT7Ir—=3 2Tl AWS SDKs Z A L T CloudWatch Logs Zftt®d LA EHE
£F9AWS OH—E R, &HlICE GitHub, 77U T—>3> 0wy NTYTERTOFIEZETRT A
DIINFEENTVERT,

4l
e ATTaA—=)EnNAXRNEFERAL = Lambda BEEHOF O HL

ATo1=)lenkAXR> NEFERL K Lambda BBOFEOH L

ROD— RBIE, Amazon EventBridge D AT 1—)lEnicA XY MIK 2 THOEHE D AWS
Lambda BeBZER T B HEZRLTVET,

Python
SDK for Python (Boto3)

COflTE, AT 1—)L&E hi Amazon EventBridge 1 R RDRX—4"Y N& LT AWS
Lambda B2 E BRI 2HEERLET, Lambda /\> RT—k, BTHBITZLHIC, b
WXTVXYE—DEREEB AR NF—R % Amazon CloudWatch Logs ICEZIAHKE T,

« Lambda = F 70414 L F 9,
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- EventBridge A7 1—)lEhnlz4 R NEEHKL, Lambda BEZZ—7 Y NICLET,
« Lambda B8%{%Z EventBridge #FU'HITHATZ ICFELE T,

« CloudWatch O A S &FOT—2%Z2HHL T, ATP1—-)EhhEHUOELOEREZRR
LET,

s TEFICERENEIXNTOVY—-RZI)-2TFYTLET,

COBlE. TRLK<ERENET GitHub, 2BV —RI—RetY NPV TERTOF
JEICDWVWTE, T, TR2LHESREL TS EE VWGitHub,
CHBITHEAENATVWSDH—ER

« CloudWatch O0%

» EventBridge
+ Lambda

AWS SDK FROY/N—HA RED—RPIOFEHEVANIOVTR, T 2BLTLKESE
WAWS SDK T® CloudWatch OV OEH, COREY VICIk, EABBAZEICETSEHRE. LA
D SDKN—2 32 DHEHMEEENRTVET,
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Amazon CloudWatch Logs ®t&F 115 «

AWS TR, V5TV RDEFIVTANRBESETT, AWSOBEHKGE, EF1VT 1 ZREER
TRHEBOEHMEZRETLOICBREENET—Z VR XY RND—IOT—FTIOFvHSRR%ZE
EXSR 0 -

EFIVT A, AWSEBEROEOHREETERTY, EEHEETITRE. ChZEeITFTRDOE
FAVTABRPIVZTRAOEFI YT A EHALTVET,

« VZTIJROEFIVFTA-AWS &, AWS VT RTAWS DH—ERERITTDATTARNTD
FrZRETHIEFZEVET, £, AWSKEK, FRAITZH—ERZZLICEMLET, AWST
DTTGATOATATSLO—RELT, Y—RN—FT 1 —0EENEHPHNICEF I VT OENW
MHETANBRTKRIEL TWET, WorkSpaces [CEBR T2 AT SA T ATOT 5 LOFHMIC
D2VWTR., "TOVTZAT7ATAT T ALICELDHREHEAD AWS H—E A, #SHBLTLKESE
Wo

c V7OV RADEFIVT A -BEHKOERR. FATS AWSOHY—ERICRUTELRYET, £
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Amazon CloudWatch Logs & F2 TF— X RE

(® Note
LTOR|ICKL Iz AWS TO - T—XREZICHZ T, CloudWatch Logs TEOJ A
RYNADBBEF—REIAF I LTRETHOLETEET, HEICOVTR, TS
MOaWOJTF—2EIXAFXT VI TRETD, 2SRBLTLEEL,

AWS EEHEEET)LIE. Amazon CloudWatch Logs D F—XRBICBRAENET, COEFIT
FHBAETNTWVWBDRSIC, AWSE, AWS UTZ TR OIXRTEETIDIO0-NILAVTFTARNSD
FrERBEIHDEFZHVET, BERE., COAMVTTANTIFY¥TRARNEATVWE VT
VICHTHIEBEMEBIZDEENHYET, CcOAVTUVICEK., ERHENS AWSOH—EA D
EFIVFARBREBEBERRAIVNFEENET, T— 2T FANI—OFHIIOVTE., TF—27
TAN—DEL< HDEM ZSRLTILKEETV, BMNTOF—XRBEOFMICOVTE. AWS &
FiUTF«47O7CBBENLE TAWS SEEHEETFILE LU GDPRy 07 OVREEEZSBLTLKE
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T—RERETDLEH. AWSTHU N OFRRIEREZRZEL. AWS IAM Identity Center & 7= (&
AWS Identity and Access Management (IAM) ZERA L TEY O 1—HY—%2tEY N7V T IR L%
BEOLET, CORZEICKRY, TRENODITZETIDEDICBELRT I ELAFTOAKES
A—H—ICRETEET, £, ROFETT—RXZ2REIBDELEZHEOLET,

« BT NI NTHERFGE (MFA) ZERALE T,
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Lambda:RemovePermission

s3:ListBuckets
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CloudWatchLogsFullAccess

— M CloudWatchLogsFullAccess7R 1) & —I&, CloudWatch O AD 7TV AZFITLET, A
BRERROEBYTT,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

CloudWatchLogsReadOnlyAccess

Z M CloudWatchLogsReadOnlyAccess7R 1) > —I&, CloudWatch O ANDOFZEAEBVERT VA%
FALERT. ABRRRRDODEHYTT,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action":

"logs:
"logs:
"logs:
:StartQuery",
"logs:
"logs:
"logs:
"logs:
"logs:

"logs
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"Resource'
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Describe*",
Get*",
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FilterLogEvents",
StartLiveTail",
StopLiveTail"

Te nxn

CloudWatchLogsCrossAccountSharingConfiguration

< M CloudWatchLogsCrossAccountSharingConfiguration/R J 22—k, 7 H 7> NET CloudWatch
Logs VY —AZHET S -8 D Observability Access Manager 1) >V ZEK., BE, BLUOXRR
TRTIVEAERFELET, FMICDOVWTE, CloudWatch "JOART AV AT H—/NED
TA1 BBRLTSEEL,

ABRRXDEBYTT,

"Version": "2012-10-17",

"Statement": [

{
"Effect":
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"logs:

"Allow",

L
Link",

"oam:ListLinks"
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"Resource'

"Effect":
"Action":

Te Hxn

"Allow",
L

"oam:DeletelLink",

oam:GetLink",

"oam:TagResource"

]I
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"Resource": "arn:aws:oam:*:*:1link/*"
iy

{
"Effect": "Allow",

"Action": [
"oam:CreatelLink",
"oam:UpdateLink"

1,

"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"
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CORYD—Z=HFEOII—H—
AMaAVV—-IzFEALT,
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AAF7HADO> NATH—=NE
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oam:ListSinks XV 7
2 Aoam:ListAttachedLi
nks FFRIAEMENEL I,

NARI—XNZR—=J RRDZ—DHI
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TERETEET, COLENARRLRYS—@, BUTHFILARTHN BRI — £ &Y
V=TT RYFTEET,

cOtEU>3a>TlE, EEETEKE CloudWatchLogs 722 a>TF7 VL AFU 252 1—H—
RUS—0flERLET. chs5NDRU>—E, CloudWatch Logs API, AWS SDKs, £k =
ALTVWBEEICHEELET AWS CLL,
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« fl 1: CloudWatch A AD7IWNTF VA %HAT S

5l 2: CloudWatch OJANDOHZIBMYWERAT IV EAZHATTS

c 31 20OTIIN—"T\OFT UV EAEHTTS
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

f5 2: CloudWatch QU ADFRAERV)ERT7 VA ZHT T3

AWS (Cl&. CloudWatch AU F—ZA\OFHEA; MU BERAT IV LRAZEMICT
% CloudWatchLogsReadOnlyAccess’ R —AABEET N TVET, cORVI—IZE, ATOFT Y
EAFAFEENTVET,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:List*",
"logs:StartQuery",
"logs:StopQuery",
"logs:TestMetricFilter",
"logs:FilterLogEvents",
"logs:StartlLiveTail",
"logs:StoplLiveTail"

1,

"Effect": "Allow",

"Resource": "*"

FATFIVTATAR—ADRI Y — (IAMARU>— ) OFER 402



Amazon CloudWatch Logs d1—H¥—HA R

1312000 0N—T\OF 7 tA2HATS

RORIVS =T, BELE1 20O T7IL—-70O07 AR NOFRAMY) cEERAKET—Y—
ICEFAILET,

/A Important
Resource TOOTJ T IN—TEBOXRRICHSD :* I, RU>—AZ0oOTFIIN—T0DFTXT
OOTJARN)—ALAICERAEThZCEZRTEHICHETT, :* Z2EBBITDE, RUS—FE
AEhFrEtA,

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:PutLogEvents",
"logs:GetLogEvents"

1,
"Effect": "Allow",
"Resource": "arn:aws:logs:us-west-2:123456789012:1og-group:SampleLogGroupName:*"

}

O )L—7LRILTOOANO—ILOEHICETFFE IAMR) S —%2FERTS

OOTIN—TANOT 7 EAZBLELEN S, FEOOATIIN—TANOTF VA Z21—H—IC
HATHDCENTEET, chZEITSICE, OFITL—TC2T72GH, IAMAKRUS—ZFERAL
TENSDRTZSRBLET, 2207 JIIN—7ICHEHATSICIE. logs:TagResource £zl
logs:TagLogGroup D7V EAFANBETT, Chik, ERKRICOTIIL—TICXT &2V HT
PBEE, BTEVHTRBEOEAICEHTEEYET,

OJIIN—702TFFOFM-OVWTIE, "TAmazon CloudWatch Logs DOT T I —T 2T %
T2 28RBLTLEEL,
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OJJNMN—=7IC2 0202, BEDZT 2O 9N —T0ORKRICT IO EAZHATS
IAMR) S —21—H—ICHETEEFT, FEZE, UTORIVS—AT—MXRNTE, 27
F*— Green OEN Team AT TN —TICOKT IV AEN TEENET,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/Team": "Green"
}
}
}
]
}

StopQuery # & T StopLiveTail APl AR L —> 3>k, #EROEKRTIE AWS VY —ZXEXRVELY L

FRA, ASHPOFETT—F2RLEY, F—FZA0LEY, DY—RAZZEBLEYTRZL
EHVEEBA, RDYIC, BEDSATT7—ILEY>a>ELEEFEED CloudWatch Logs Insights

OT)TOIKREMEL, VDY—RELTHEENEEA, TOED, ChSOEBEDIAMARIS —T
Resource 71— J)LREZEETD EE, XOBINDLSIZ. Resource 71 —J)LRD{EZE * &L TR

ETALENBYET,
{
"Version": "2012-10-17",
"Statement":
[ {
"Effect": "Allow",
"Action": [
"logs:StopQuery",
"logs:StopLiveTail"
1,
"Resource": "*"
}
]
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}
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CloudWatch Logs /R > —T AWS2H O &G+ —ZFEAL T, ZUEEZRATEEXET, AWSEHED
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THFARF—1 ZZRLTLKEZ L,
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TOAVEEBEETBICE. API ARL—>232F08IIC logs: 7L 71V O RZFERALE
9, #l: logs:CreateLogGroup, logs:CreatelLogStream, EilE logs:* (TNTD
CloudWatch Logs 77> 3> 0O{EE )

CloudWatch APl AL —> 32 T 02 3V ICHERT VAT Z2O7 ICERLET,

CloudWatch Logs APl AR L —< 3> RERTIEAHFT (API T o> 3aY)
CancelExportTask logs:CancelExportTask

REBPERLERRITFOIIVAR—NEART %
FYEILTEIOICHLETT,

CreateExportTask logs:CreateExportTask

AJJIN—7H5 Amazon S3NT Y MZF—
RETIVAR—RIBDDICHETT,

CreateLogGroup logs:CreatelLogGroup
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CreatelLogStream

DeleteDestination

DeleteLogGroup

DeletelLogStream

DeleteMetricFilter

DeleteQueryDefinition

DeleteResourcePolicy

MBERBT IVEAFA (APIT7O>32)
#FLVWOTITIINL—TZERTBDICHETT,
logs:CreatelLogStream
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PDICLETT,

logs:DeleteDestination
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logs:DeletelLogGroup

OJJN—7%B&ELET—hA47 074>
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logs:DeletelLogStream

OJARN)—LAXBELET7—HA47 074X
VRNEHBRTDIDICHETT,

logs:DeleteMetricFilter

OJJN—7CBEELEXKNVIARAT 4 )2 %
HIRTBDDICHETT,

logs:DeleteQueryDefinition

CloudWatch Logs Insights THR&FEE I
ERXZHIBRTDEDHICHETT,

logs:DeleteResourcePolicy
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CloudWatch Logs 7 7 ZAFRAU 7 7LV A

406


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteQueryDefinition.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteResourcePolicy.html

Amazon CloudWatch Logs d1—H¥—HA R

CloudWatch Logs APl AR L —< 3> PDERBT VAR (API Fo23Y)
DeleteRetentionPolicy logs:DeleteRetentionPolicy
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeMetricFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueries.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeResourcePolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeSubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_FilterLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogGroupFields.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogRecord.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetQueryResults.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/someuser",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "someuser"
1,
"eventTime": "2016-02-08T06:35:14Z2",
"eventSource": "logs.amazonaws.com",
"eventName": "CreateExportTask",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-ruby2/2.0.0.rc4 ruby/1.9.3 x86_64-1linux Seahorse/0.1.0",
"requestParameters": {
"destination": "yourdestination",
"logGroupName": "yourloggroup",
"to": 123456789012,
"from": 0,
"taskName": "yourtask"
.
"responseElements": {
"taskId": "15e5e534-9548-44ab-a221-64d9d2b27b9b"
1,
"requestID": "lcd74clc-ce2e-12e6-99a9-8dbb26bd06c9",
"eventID": "fd072859-bd7c-4865-9e76-8e364e89307c",
"eventType": "AwsApiCall",
"apiVersion": "20140328",
"recipientAccountId": "123456789012"
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CloudWatch Logs T—> T2 ROV T 7L A

/A Important

cOUT77PLUA, BIEEhiH W CloudWatch Logs T— I MATY, 1 VAR
VAABRF—=RY—EAON—T32 2 (IMDSV2) ZEAL TVWBEEEK, HLWHKS
CloudWatch IT— IV REFERATISEN HYET, IMDSV2 ZFEAL TV EVBET

£, gVWOJI—21I120 MTREL, HILWHKS CloudWatch T— I hE2FERITR &
ZR<BEOLET, HFLLWKAESI -2 MOFEMICOVWTIEE, "CloudWatch T—2 T
VhEBERALUE AMazonEC2 A VAR VAEF VT LI AY—=/N\=A5ODX KNI oREOYT
OIRE, EBBLTLEE L,

& W CloudWatch Logs T—2 IV RMASHEI -T2 MOBITICOVTR, T 15—
RzFEAL T CloudWatch T—J I REBEZ7AINZERT D1 ZSRLTLEE L,

CloudWatch Logs T—> T > Mgk, Amazon EC2 4 > AZ > AH S CloudWatch Logs (cOJ F—4&
ZEHENICEGISAEZREMLET, T2 NIRUATOOVR—FRRMHFEEFNET,

« OYF—2%% CloudWatch Logs (e 7°¥Y>19% AWSCLI 75594 TF,
« 7¥—2X% CloudWatch Logs IC7'Y 21327 OtAZRBIBDIATIVT N (T—F>).
s F—EUNBULRTHRTHDLERRETD cron 237,

T—2I2REET7AL

CloudWatch Logs T— T2 RERE 7 7 A4 )LICIE. CloudWatch Logs T—2 T2 MCAERIEERA
HRENTVWET, I—T 2 RNBET77A4ILD [generall V> a2k, IXTOTARNI—AIC
BRI —MRNEREEERLET, [logstream] o> avik, UE—MEOJANI—AICO—
AWNT7PANEEETHDEHICHERBFEREERLET, BHO [logstream] o> a>aFE O &
HFTEETH, REZ77AILAIICEFNEN [logstream1], [logstream2] BEND—ZN B ZFOME
HFHYEST, AT 774N DOTF—ROBIDTELEEICH S [logstream] Bk, QT 774D ID
ZEELET,

[general]

state_file = value

logging_config_file = value
use_gzip_http_content_encoding = [true | false]
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[logstreaml]

log_group_name = value

log_stream_name = value

datetime_format = value

time_zone = [LOCAL|UTC]

file = value

file_fingerprint_lines = integer | integer-integer
multi_line_start_pattern = regex | {datetime_format}
initial_position = [start_of_file | end_of_file]
encoding = [ascii|utf_8]..]

buffer_duration = integer

batch_count = integer

batch_size = integer

[logstream2]

state_file

RETV7AINZECIRETINZEELET,
logging_config_file

(A7>3a)I—-2x> 007 config 77 AIILDEFZEIEELET, CcTI—2JTV kN
OO config 77 AN EEELBEVWEEE., T7 2 KNT7 7 A4)L awslogs.conf A'fERAEhE
To AOVTRNTI—DIVRNEAVARM—LLESRE, F7FILNOTT7AIOBEFRE /
var/awslogs/etc/awslogs.conf T, rom TLI—S I RNZA VAR =)L LEBER. /
etc/awslogs/awslogs.conf T9, D7 7 ALk, Python DFRET 7 1 JLFER ( https:/
docs.python.org/2/library/logging.config.html#logging-config-fileformat ) T4, AT OE B OO
H—RBHAZIAAXTEET,

cwlogs.push
cwlogs.push.reader
cwlogs.push.publisher
cwlogs.push.event
cwlogs.push.batch
cwlogs.push.stream
cwlogs.push.watcher

UTOHTIEE, F7FILNOEDN INFOTHB)—RX—EENTVYSv—DLARIL%ZE
WARNING ICZEEL £ T,
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[loggers]
keys=root, cwlogs, reader, publisher

[handlers]
keys=consoleHandler

[formatters]
keys=simpleFormatter

[logger_root]
level=INFO
handlers=consoleHandler

[logger_cwlogs]
level=INFO
handlers=consoleHandler
qualname=cwlogs.push
propagate=0

[logger_reader]
level=WARNING
handlers=consoleHandler
qualname=cwlogs.push.reader
propagate=0

[logger_publisher]
level=WARNING
handlers=consoleHandler
qualname=cwlogs.push.publisher
propagate=0

[handler_consoleHandler]
class=logging.StreamHandler
level=INFO
formatter=simpleFormatter
args=(sys.stderr, )

[formatter_simpleFormatter]
format=%(asctime)s - %(name)s - %(levelname)s - %(process)d - %(threadName)s -
%(message)s
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use_gzip_http_content_encoding

true (7 )L N) IZERET D &, CloudWatch Logs NDEMENLERAO— ROEEICHL
T, gZiplC&KBHTTP ATV OIA—RFABMICHBYET, ChiZkl), CPUDfE
BAEARY) . NetworkOut A<, Pt L AT —NESBEVET, COMEEEE
2 FBICIE. CloudWatch Logs T— T2 RERETZ 7 4 )LD [general] (%) 0> 3>
[use_gzip_http_content_encoding = false] ZIBML TH S, I—2 I hZ2BHEBHLET,

@ Note
C DEREIE awscli-cwlogs N—2 3 133 B TOAERATEE T,

log_group_name

EEXEOTJIN—T%2#EBELET, OFTIN—7DPEELHEVEEICEK. BENICERENE
T, AJTIN—7DBHIE 1~512 XFETEELET, CCTHEZXDDIE, a~z, A~Z, 0~
9, ""(FoRA=NN=), ""(INAT7), ""(ARZYvZA)BRT""(EUFR)TT,

log_stream_name

EEEOQJARNI—LZEELERT. VTFIILXFH, EFXEFHEHK ({instance_id}.
{hostname}, {ip_address}), ElEhsniEiabEZFEALT. OJARNJ—ABEERT
BET, QOJANI—LNFBFEELBEVEEICE. BENICERENET,

datetime_format

OJNSRALARRTEZAFITIHELZEBELET, XM LAZ7EOTA R N2HE
L. XBUODRZERTDEHICERAETIhET, BEORZ K. [datetime_format] AEHtE T
WEWBSICEOTAR NTERAEAET, BHE N [datetime_format] DEA"FOOT X v
=R U TEIDOSER. BYICHETENLEZALRZ Y T2EOBREOOTAR MDA
ALARBRTHERENET, UBTIOOTAR MFEFEELEVESRK., BEOBZNERAE L
£7,

— XY %% datetime_format J— REFRD EH ) TF, Python A" 7R— KT % datetime_format
O— R ( datetime.strptime() ) €EFERATEEXR T, RALY—2FTEY N (%z) EHR—KEh
TWET, 22U, Python 32 £TR. OO (1) O&W [+] HHMM BEHK— h&E hTOE Y
Ao S DOVTIX, Tstritime() 3 & T strptime() Behavior ()1 2B L T &Y,

[%y]: EOFES 10 EHTOF (L&l ) TF, 00,01, ..., 99

%Y: 10 ERTOF (Hi2HY) ) TF, 1970, 1988, 2001, 2013
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%b: OT—I)LDEBBEMTNHDATT, Jan, Feb...Dec (en_US);

%B: O —I)ILOEREMHTNH B TT, January, February...December ( en_US ) ;
%m: EOFES 10 ERTHOATT, 01,02, ..., 12

%d: EOFESH 10 EHTOATYT, 01,02, ..., 31

%H: EOE®H 10 B TOE (24 BEFRXOBE ) TF. 00,01, .., 23

%l EOED 10 BHTOE (12 BEAKIOB ) T, 01,02, ..., 12

%p: A7 —LT AM £ PM ICHS T EDTT,

%M: €EOFE® 10 EFRTOH T, 00,01, ..., 59

%S: EOFE 10 EHTOHTT, 00,01, ..., 59

%f: EEOFED 10 ERTON 4 2O T9, 000000, ..., 999999

%z: +HHMM E iz & -HHMM FEX®» UTC 7Y KT, +0000, -0400, +1030
R 0Bl

Syslog: '%b %d %H:%M:%S', e.g. Jan 23 20:59:29

Logki: 'Sd %b %Y %H:%M:%S', e.g. 24 Jan 2014 05:00:00

IS08601: 'S%Y-%m-%dT%H:%M:%S%z', e.g. 2014-02-20T05:20:20+0000

time_zone

AJARYRNDRALARAZ T ORALY—22BELET, HR—MEhd 2 DOfEE UTC
BRVLOCAL T, 74 KFE LOCAL TT, BA LAY —27 [datetime_format] ICETWT
HETERVESICEATIET,

file

CloudWatch Logs IC7’Y 21950777 AINZEELET, 774IILE. FEDO T 7AILF
FR>REBOT77AINEETENTEET (Ivarllog/system.log* DEKSIZTA I RA—REZE
Ao 7Z74ILOEEREICETVT, &FOT7 7 AL DO&H CloudWatch Logs Ic 7Y 1&h
£ 9, access_log.2014-06-01-01 & access_log.2014-06-01-02 B ERIU XD —ED T 7 1) %
BETDICEIDMNILRA—ROFERAZHENSOLET, L. access_log_80 & access_log_443
NESICEBOBEO77AIIICKERALEVTLSEES Y, BEROBEO 7 7ML ZEBETSIC
. BEZ77AINICBOAN—LAQTJOI N ZEMLT, EEEOOJT 7 7AMILNFELSD
AJAR)—=ALIZTKESICLET, ER77MIILEHR—REATVEREA,

TI—IVRBEZ7A4L 426



Amazon CloudWatch Logs d1—H¥—HA R

file_fingerprint_lines

774N ZRBBNTZ2OOTHMERELET. BMEER "1, 25, OXSICE—DOHF
FERENAT7 TS N2 20HFTT., F7FIINER "1 TT, HRUDITZFEALT
TAVH=T VU REFELERT, BEETAETHIXNTHEELEVRY, 7420H—=—71U> K
171& CloudWatch Logs ICIAfESe hEH A

multi_line_start_pattern

AOJXY -2 0RBZERBNTINE—2ZEELERT, O Xv -2, N2—2IE—H
IT2117&. ThIEHELSNEZ—2IC—HLBVTTERENET, BUNRERERARBEELE
{datetime_format} T, {datetime_format} ZEA T BFEEE. datetime_format 77> 3> % 1§
ETAIHENFHVET, F7AI)NMERE ""Ms]u TT, £2T, ZAXFUNADONFTHREDT
TROO XY =2 & TL, HILLWOIXYE—DZFBLET,

initial_position

TF—RNFZAHLEECHSHBIT BN ZEELFT (start_of file Rl end_of file) o 7 %
L start_of file TF, TOOTARNI—AILREBEENTVIRENZVEEICOKMEAE 1
£7,

encoding

J77ANZELLKBRAACCENTEDRSIC, AV 7 7AIINOIA—RZEELET.,. T
7 # )L Ni& utf_8 T, Python @ codecs.decode() "HR—KNTBIT1—REFHATEET,

/A Warning
FULLKBVWIVO—RZEETDE, TA—RTEZVXFENTOELIOXFICEEHRR
S5hdled, T—IBEINFELUDTEMEN BV ET,

—MREBE I - RZRICALET,

ascii, big5, big5hkscs, cp@37, cp424, cp437, cp500, cp720, cp737,
cp775, cp850, cp852, cp855, cp856, cp857, cp858, cp860, cp86l1l, cp862,
cp863, cp864, cp865, cp866, cp869, cp874, cp875, cp932, cp949, cp950,
cplO06, cplo26, cplls@, cpl250, cpl251, cpl252, cpl253, cpl254, cpl2ss5,
cpl256, cpl257, cpl258, euc_jp, euc_jis_2004, euc_jisx@213, euc_kr,
gb2312, gbk, gbl18030, hz, is02022_jp, i1s02022_jp_1, iso02022_jp_2,
1s02022_jp_2004, 1s02022_jp_3, 1s02022_jp_ext, 1s02022_kr, latin_1,
1s08859_2, 1so08859_3, iso8859_4, iso8859_5, iso8859_6, iso8859_7,
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1s08859_8, iso8859_9, iso8859_10, iso8859_13, iso8859_14, iso8859_15,
is08859_16, johab, koi8_r, koi8_u, mac_cyrillic, mac_greek, mac_iceland,
mac_latin2, mac_roman, mac_turkish, ptcpl54, shift_jis, shift_jis_2004,
shift_jisx@213, utf_32, utf_32_be, utf_32_le, utf_16, utf_16_be,
utf_l16_le, utf_7, utf_8, utf_8_sig

buffer_duration

OJ4XR>NONY FHEZIEEL 9, &/MEWE 5000ms T, 77 # )L MEW 5000ms TT,

batch_count

NYFOOTANRY NORKEZ 10000 ETHOETEELET. 77 7L MER 10000 TY,

batch_size

NYFOOTAR NOBRKRIEZ 1048576 N4 RETONA METHRRELET. 7 I MNER
1048576 NA R TTF o, COH A XK, UTF-8 DIXRNTDARYNXYE—JQEFICEOTAN
RhICDZE26 N M EMEL TEHEE N E T,

HTTP 7’O0# < T® CloudWatch Logs T— T2 KO A

CloudWatch Logs T— T2 K& HTTP Z7OF 2 THERATE X T,

@ Note
HTTP 7’O0#% < & awslogs-agent-setup.py /N\—2 32 138 LB THR—KREhTVET,

HTTP 7’0O0# < T CloudWatch Logs T— I R EFEA TS ICIE
1. ROVFhAZRITLET,

a. CloudWatchlLogs I—2 I REFIEICAVARN=ILTBHEEEFE. UTOINY REE(T
LET,

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python awslogs-agent-setup.py --region us-east-1 --http-proxy http://your/
proxy --https-proxy http://your/proxy --no-proxy 169.254.169.254
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EC2 A2V ARAT Amazon EC2 X B F— 2B —EANDT IV EAZHFEITBICE., [-
no-proxy 169.254.169.254)(# %) ZFA L £ ¥, FHMIC DLW T, Amazon EC2 Linux 1 >
ARVARI—YHY—HARD "MV ABVAAZTF—REI—HY—F—8, 28BLTLE
=L,

http-proxy 8 KT https-proxy O{ET, URL 2@ ZEELE T,

b. CloudWatchLogs T—2 T2 RAFBRICA AR —ILENTVWBIHE S, /var/awslogs/etc/
proxy.conf fm&EL . 7OF>ZEMLFT,

HTTP_PROXY=
HTTPS_PROXY=
NO_PROXY=

2. I—-21I2VhZBEBLT, ZEZAMICLET,

sudo service awslogs restart

Amazon Linux 2 ZEAL TVWAFEEE., XROOY REFALTI—>I N E2BREFHLE
9,

sudo service awslogsd restart

CloudWatch Logs T— T2 REEZ7 7AIILOA/)N—R X2 N
1t

awslogs-agent-setup.py /N\—= 3> 1.3.8 LAFR & awscli-cwlogs 1.3.3 SAEZFERAL TVWBHBEIE, /
var/awslogs/etc/config/ ICIEMDERET7 7 AN EEKTD T, TXRTXRLEIDVR—FXMDAS
)—LRBREZTNETNERICA > R—KNTEEXT, CloudWatch Logs T—2 I M EEI TS &,
CNSOEMDORET ZAIIAN)—LRENBMENETT, [generall 2V a>nFREZO/N
TAEXADERET 7 1)L (Ivarlawslogs/etc/awslogs.conf) TEE T HLEN B V), /var/awslogs/
etc/config/ ICHBDEMDRE7 7TAIILTERL TEREBFAENET,

rpm TI—2 T2 hNEA 2 AN—)LL =72 ® /var/awslogs/etc/config/ T4 L 7 RUA B WEER, ]
V) IZ /etc/awslogs/config/ T4 LU N ZERATEE T,

I—>12hzEREBLT, EEZAMCILET,
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sudo service awslogs restart

Amazon Linux 2 2L TW2EEIF. XROOX REZFALTI—CI N E2BEHLET,

sudo service awslogsd restart

CloudWatch Logs IT— IV MNCET3 K<< H D EM
ED&SBTFANO—F—> 3 VA HE—REhTUET A,

ROT7F7ANO—T— I VBEFYR—REATLET,

s BFEO7 74N ERFT 74V ORZEDFLBEICEEL, T0&, TOZRWOZEOOT 77
1L EERLELET, & XIF, /varllog/syslog.log A" ivar/log/syslog.log.1 £ W S BEIICE
FENET, /var/llog/syslog.log.1 ABIEIOO—7T—>aVICKWBICFEETRHE. var/
log/syslog.log.2 E VWS BRIICEEENET,

- OOV 774) &, AE—ZERLZEYVUBTET, & ZE. /varlog/syslog.log & /var/
log/syslog.log.1 ICJE—LU. /var/log/syslog.log Zt1W B TET, CDHFBE, T—RFEEKXKTD
BNNHBIO, COT7T7ANA—T—2 3 BEOFERACEIEESLEZL,

s WWI7AINEHRBONZ—2ZHEDHLVW I 7AILE2ERLET, & X EF /var/log/
syslog.log.2014-01-01 ZF D EFHKL . /var/log/syslog.log.2014-01-02 ZER L £,

T7ANDT742H=TIVN (V=AD) &, OFARNI—=—ALF—ET7AINOATYD
1TEZN\Y 2 1AL TFEENE T, COBEZF—/N—F 4 RT B, [file_fingerprint_lines]
A7V EFEATERT, 77A4IINOO—FT—230FRELEBE. FILLW I 7 AILICIEH
LOWITFOUNFSYEVT7AIICEOATYOEMAEVWEEDLDNS S, IT—T2 6
FEWT7AILDORIAKATTLERE, HILLVWI7AMILETYSZILET,

FALTWVWAI—SIhON—23 2 2BFBIBHE

Y RNTY TRV RHS CloudWatch Logs T— I R E A4 AR=)LU EBE, [var/
awslogs/bin/awslogs-version.sh] TEAL TWAI—2 I hON—2 3> 2BRITD N
TEET, I-IVMNON—T a2 EXFERKFRRENI TVRTIRENET, yum A S
CloudWatch Logs T— T hZ2 A AN —J)LUEFBEICIE, ["yum info awslogs"] & ["yum info
aws-cli-plugin-cloudwatch-logs"] T CloudWatch Logs IT—2 I T STA40ON—2 3%
WETDENTEERT,
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OY0IY KUK, EDESICOYIRY NIERENDDTTH,

AOJARRNIE 2 DO7TONTANEENET, IRVINREBORSMLARAZVTHLIVOED
OJXY+—2TF, F72)IMTR., ZAXFUAOXFTHED TR, oI/ Xy -2
FH32HBERFNELTLTHLLVAOIXYE—22BRBRLET, COBEEZF—/N—F/4RT
B IZIE. [multi_line_start_pattern] ZFEALE T, NZ—2IC—HI2ITrHLLVOTIXY -2
ZBHBRLET, NZ—VICRERKRBELEE "{datetime_format}, ZFEATEET, HlxEFE., *
NZENOOIXYE—2011TBH T72014-01-02T13:13:01Z1 DEKDIBRA LARZR T #FE 2T
WBIBA. multi_line_start_pattern & N\d{4}\d{2}\d{2MAH2\H2\I2)Z) EBETEET, BE
Z LT B2 I(C. datetime_format 7S 3 U HNEEE N TWBIEEF "{datetime_format} .
EHEFERATEET, @AUHIT, datetime_format A " %Y-%m-%dT%H:%M:%S%z1 ICFREE h
TW3IFEE. multi_line_start_pattern (& "{datetime_format}, = FICTEET,

BEDEZE, [datetime_format] M REE A TVWAVWBEICEOTARY NTHEHAEAET, 2
& N /- [datetime_format] X ZOOT XY £—T LU TEMOBFE K, BYICEFTEhLERA
LARB D THRFBOREBEOOTARYNDRALAR Y THFERENET, UaTOOT ARV MY
BELAEWVEER. BEORZINFNrERAEhET, AR MBEORAFLEFOOTMX
ROBRIZTA=INY O LEBER., BEXYE—DHFREBEhET,

BALARTROTARRNERBL, XRUTAZERTBEDICEAENET, RO
REEELEHE, QAR NIBBTEBLKBYRBRIEXNIIANERENET,
OJARYRNGBEDLSIINY FERTVERT A,

ROEZFHEOVTNDL I FBLEENDBE, NYFHFTILEBYRTENET,
1. RPOAT AR M BMENTH S, [buffer_duration] D EFEAFBL =,

2. RBEn-OJ A4 X2 MO [batch_size] KETITH, HLLWOTAXRNZEMTS &
[batch_size] ZEBiBL £7,

3. AT 4R M [batch_count] ICELEL =,

4. NYTFOOTANRY NG 24 R ELCAYEEAN, HLLVWOTARY N ZEMT D E 24
REOHINZEBL T,
OJIRN), OJARY N, REBRNY FHFAXYTERERIIVETSNDOREDIS ZRAY
HY)ERIDo

PutLogEvents ARL —2 32 OFIMNICH > T, ROBBIZRYOTARY NELERENYFAH A
FYTENBHENHYVET,
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® Note

TF—RNAF Y TENHEE, CloudWatchLogs T—2 I NEOJICELEZEE A&
E S

1. ATARYNOHY A XN 256 KB ZRBBLEHBE, OJARMERLEICAF Y TENET,
2. ATARYNDEBALAZTH 2HEUERKRDFZES, ATAXRNEAFYTENET,
B.OTARYRNDRALAZ A 14 BUEBEDHE, QOVARNEFAFYTENET,
4. AT AR NFATITIL—7TORFHBINEHVEES, NYFRIXNTAFYTEIFET,

5 B—® PutLogEvents UV TARNTATANRY NONY FH 24 BEERTEhTVSE
4. PutLogEvents ARL—> 3V IFXkBMLET,

I-2I2hZ2FLESELEBE. T FBRPEENIrRELETH,

RETT7AINERAETHY ., RRICETENLEELST7AILOO—FT—3aFREL

TOWEIFAE, BELEE A, CloudWatch Logs T—2 T2 NEEIEL 2B S BREL TOY

TF—BDOT YV AEFRITTEERY,
A—FEEEEDRANOELZOJVF—XZRALAOT AN —AICIBETEETH,

BHOOTY—ADSE—OOJARN)—LILT—REEBEITAIRERIYR—FEhTLEE
Ao
IT-CI2hBEED AP ICHOHLZEBRLETY (FLREDTIIVEIAMARIS —IZED
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