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e iam:CreateAccountAlias

AWS T7HIRIAVTAZERTDIZIE

Console

1. AWS Management Console ([CH 424> LT, IAM 12V —)L https://
console.aws.amazon.com/iam/ ZF& £ 9,

2. TETF—23URADT, BV AR—RZERLTLKEZL,

B.[AWS PHIUN D23 >T, [THIDRIAVTA] &BIRL, [EX] ZBIRLET, T
A VT ANBRICFETDEEE. [Edit] (RE) ZBRLET,

4. BATOATRY VARTIA VT AOERZANL, [EEORE] ZBRLE T,
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AWS CL

d—H—H1 K

ROIX RZERITLET,

e aws iam create-account-alias

API

AWS Management Console DH A A R—S D URL DI A VT AZERTDICIE, ATOF
RL—23a>zHUOHEHLETD,

e CreateAccountAlias

THOURIA V)T AZHIBRT S

RDFIEZRTIBICE., PBLSEELUTOIAM T IV AFANSETT,

e ijam:ListAccountAliases

e iam:DeleteAccountAlias

TADYRIA VT AZHIERT I

Console

1. AWS Management Console ([CH% 4 >4 2L T, IAM 12V —)L https://
console.aws.amazon.com/iam/ ZBEZ £ 9,

2. TES =23 oRAUT, AV AR—REBIRLTLSEETL,
B [TPHIRIAVTAIOEICLHZD[AWS FHI N U232 T, [HIR] 23 8RLET,

AWS CL

AWS T7HIRIDODIA VT AZHIBRTDIZIE, UTOON REEITLET,

e aws iam delete-account-alias

THOKRIA VT ABNEIRENIZCEZHFEIBDICE. AWSTHINIDIA YT RAERR
l/_C&_C<7LéL\o lAa)]?/ I\Ei?fl/ijo
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e aws iam list-account-aliases

API

AWS 7HIORIDODIAUTAZHIBRTDIZIE. UTOARL—>3a > &2#FBOCHLET,

* DeleteAccountAlias

THORIA VT ANEIRENIZCEZHEFEIBDICE. AWSTHIRNIDIA YT RAERR
bT&T(Lé k/\o /A@h{lﬁﬁwo‘:tﬂ l/ij-o

* ListAccountAliases

® Note

TFHIOORIAVTAZHEIBRTZDE, FTHOOROHYA A URLEFNFTHI>MIDIC
BEOVWEEDICHYET, TAVT7AURLICEHLEISELTEXRBKRL, UAAL IR
nEt A,

AWS THDO MADT U A%ZETE
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PHh%5TEL T, BYICERSTeEnEZ2BR DEEY)1—>328ALET,
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FAdd usersi Z2ZBLT<EEEV,

s BEOAFID 7AONAA—Z IMMTAFoTATAEEZ—FLEEIAMETZIFL—232 L
9,

ABDZ7ONAE—Z IAMTPATFoTATAEEZ— BT LONICTIFL—232F%
FELCOVWTE, BYBAMTI-—RIT7IILZZRLTSEZWV,

TOEAEE

A—Y—ATOEATE AWS VY —REH—ERZRFIL., I—Y—, -7, O-IZT &
BERTUVRAFAERID—2EFERLET,

s IAMPAFoTAT4E2E—2FEALEGEEE. IAMID Z7ONAX—CMATIAMO—)LET
DEAHARDD —HFEBADO AWS THUY R EICHBNICERENET, chsoO—)Le
TORAFARK, BEOT7VT—23 2R AWS TAD MCA—H—XRTIN—T &) EHTS
EECEBELET OV EAFAE-—HLET,

FHCOVWTR, "I—Y—TFO0tARZEVETS, & "T77VT5—>3oA\02 20V G4 F
YT O EAZERETD ) ZZRLUTLSEE L,

- D7ONAZ—Z AWS THIVRAD IAM EEET IFL—23 23258k, 1—H—15
EZEF320-LOEDL,, RUS—& 2 DERTIHBEN HYET, #AO—-ILE5IEZHFDE
NTEBNZRETDEERAI—E, O—ILE5EZFRI—Y—ITIOEAZHFTEFLEED
ITH5AWS TO2a e )V—REEBEITDTIEAFARIZ—TT,

FHCOVWTER, D7ONAE—T7 I 7L —232 25RLTLKEEL,

IAM 1—H—ICBET2I1—AT—A

AWS Z7HI RAICERL = IAM I—H—(ClF, B CEEEETE>RBFRBHRARETNE
9,

AWS NITT7 VL AEZEETZHBE, IAIMI—HY-RBF—RICFROBRETEHY EtHA. BEE
ABRI—AT—ATEIAMA—Y—Z2FRALBZVWZ L Z2HHHOLET., TOEBRERABFAOESY)
T9,
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. IAMIA—HY—RBEAOTAHIMNEAFICRFAETATVWE 2, HBEORRICEDE TS %L
AT—IEhFEA, ZBROIAMI—HF—OT7 IV EAHFAEEFIUT A ZEEITZIORERSZ TR
BL, IKEUBTHIBLBRIEETNNBHYET,

R, IAMIA—H—C@, k0 AWSID EEY D1 —-232FMBATVWS LS8 —TRICHABRILL
TEETIHEEH)ERA. TOLH, OV I—232(CEXNTEFIVTAERFOOTT
TAT 2 ACHBFETDION#L BN KT,

BRIC. RYART—Z7I)I IDERET77O0-FOFH. FERFIL. NAD—RRUZ— O-)
DEMEVSLEFIVFTARARNTZITAAODBAN B L ICHRETT,

IAM 1—H—ICK1FET DD TIEEL, AWS Organizations T IAM Identity Center ZEH 9%, &P
T7ONARZ—HAS5IDETIFL—23a2FT2EV2EBERHOFEVYII—23a 2 0EBEAEZEHY
LEFT, CS5UEBREICKY, AWSREOIEKIZEDETHE, X127+, ERAOMNEZS
HBENTEET,

EOLSH, 7IFL—23 VA -—THR-—KrZhTLVWEVI—-AT—AICOH, IAM 1—H—
ZEATRD_EZHEBMOLET,

LTOUARNE, AWS @ IAM 1 —H—& ORI HRAIVESRKEN I —AT—AZRLTLE
T, AMZFEALTEZO AWS 7HIROTFICChSO IAM I—H—ZEHRL, TOI1—H—
TOAFHHA%Z IAM TEETEXT,

c AWST7HIVVRNIRITBIBEITIEA
« IAMO—-)LZ2FEATERZVD—o0—R
« AWS CodeCommit 7 7 A
« Amazon Keyspaces (Apache Cassandra @) D7 VA
« Y—RN—F1—OAWS VT4 T> K
T2 T AWS IAM Identity Center ZRIATEF, f(Z ID 7AONA X —F B VEE

BT OVEAAD IAM 11— —ZEKTS

IAM 1—H—F, 1 AOI—Y—FE@FE 1 20F77VT5—>3 iU THEDHFAI 2D AWS 7
HIOONKHAOTATFUTATATY,

IAM 1—H—DERZHREIZIERD 1 2IC, BRT7I7EAAD IAMA—Y—2BRIZDEND
WET. T, DTANAE—HFTIOELAFBEILBEI2IEBETEAWS TAVNIT VAT
XY,
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® Note

tF1VFTALORARNTZ 0T ARAELT, IAMIA—Y—Z2EKITZOTREEL, ID7I
TFL—232BLTVY-—ANOT IV LAZREBIZ 268D LET. IAM I —H—

FHBBEBEBEORRICOVTORHRIEE.

NAMI—H— (A—J)LOKHDYIZ) ZHERT 25

&1 BBRLTLEEL,

BRT77tAAD IAM A—Y—ZERTBICE

© BINT Y EAKT

RDFIEZRTIBICE., PBELSEELUTOIAM T IV EAFANBETT,

* access-analyzer:ValidatePolicy

iam:
iam:
iam:
iam:
iam:
iam:
iam:

iam:

iam

iam:

iam

iam:
iam:
iam:
iam:

iam:

AddUsexrToGroup
AttachGroupPolicy
CreateGroup
CreatelLoginProfile
CreateUser
GetAccountPasswordPolicy
GetLoginProfile

GetUser

:ListAttachedGroupPolicies

ListAttachedUserPolicies

:ListGroupPolicies

ListGroups
ListGroupsForUser
ListPolicies
ListUserPolicies

ListUsers
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Console
1. AWSHA A2 IA—H—HA4A RO "TAWSAOHA A2 FE ONEY OTHBES ATV
LS5, A=Y —RATICBLEYA AV FIBICH > TLSEEL,

2. IAMOVY=ILOKR—LIR—ZOERMOFTES—23a2RL2T, [BRED IAM] TFAN
RYGACOTVEAALET,

3. FEX—IIIRATT[A—Y—]. [AI—H— 0K OIECERLET,

@ Note

IAM Identity Center ZB#1ICL TWBFEEIE., AWS Management Console 2

(&. IAM Identity Center T1—H'—DFT VLA ZEBITDIDN ZRETHD_EZERT
XYV E—IHFRRENET, COFETHERL Z IAM I—H—F, %I 1D 70O/NA
A—NRATEBLB2LEBEAICOKERALET,

4. [A—Y-—OFBEEEEIR—JO [1—Y—0OFM 0 [1—F—B] 1. HLLI-Y—-0F
BZAANLET, chid, AWWS DU A2 A2 BTY, cOHITIE, EmergencyAccess &
ABLERT,

(® Note

I—%—RF. &K64 XFZOEKF. 7TAREE (). FF5(=5). HUN (). EVF
R PYRNI—D (@), PVE—AROAT (). \NM T (-) ZtH&EDEBTEEL
F9, BRI THIVRNAT—ETHIVENf HVET, AXNFEPNFRERE N
FtA, HlZIEF, TESTUSER £ VWS 1 —H—& testuser EVWS I—H—%ZEK TS
CERTEFRRBA, I H—FBZRU—FLIFE ARNO—HBELTHEATZES.
BHNDAXNFENENFXRBENET, YA A0hkE, OV —Y—F
FRRENBEE, AXFEPMNFREREAER A,

5. [AWS Management Console \D1—H—F7 UVt AZRMTSZ —F7> 32| 0RICHS
FIVvIORY ORAEERL, IAM 1—H—ZERKLET] ZBIRLET,

6. [AVVY—INAT—R]IT, [BBERNAT—R]ZERLET,

7. [A—Y—RBREHA A VRICHULOWNAD—RZERTIHLEN HV)EXT (HE)] O#IC
HBIFIVIRYIARZFAVIZLET, COIAMI—HY—RFB2T7IVEABATH3EH, 5
FETEREBRENNAD—RZREFEL., YEBBEEICOKIEHRLET,

8. [HERDBREI|R—ZO[ERAT>a2|o, [A—H¥—2zJ)—7I12EmM Z2BRLET, K
2, [A—Y—TIN=T1T[TIL—T0OEKX] Z2:&RLET,
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9.

10.
11.
12.
13.

14.

15.

[A—Y—TIL—TOER] R—> 0 [1—H—T)L—7"8] IZ. EmergencyAccessGroup &
ABLET, RIZ, [BFARY 2 —] T [AdministratorAccess] Zi#IRL £ 7,
[A—HY—TIN—T%ERK] ZRBIRL T [FAERE|R—ZICRYVET,

[A—Y—TI)L—7] T, LLEICER L 7= EmexgencyAccessGroup DZRIZIRIRL £7,
DRA] ZBIRL T [BRBLTFER| R—DJICERE T,

[EREERIR—DT, ILLWI—HY—ICEMTDI—HS—TIL—TXN=29T0OUR
NEBRLET, SITIH2ERITELS, [1—T—OEK] ZRBIRLFT,
INAT—ROBMBIR—DT, [csv 77AIINDE 0 O—R] ZERL, 1—HY—0OFE
] EERURL, 1—HY—R, NAD—R)FEENTVS csv 77 ML ERELET,

COT7AILEREFLT, IAMICHA VAV TRRBENHREOD, D7ONAH—ICT Y
EATEBRVWEREICERALET,

FLUWIAM A—H—A[A—HY—]VANIRREINET, 1SR UV I ZBRIB L,

A—H—OFMIRTENET,
AWS CLI
1. EmergencyAccess L VWS BROI—H—&EERLET,
e aws iam create-user
aws iam create-user \
--user-name EmergencyAccess
2. (7> 3a>)d1—H—IZ AWS Management Console NOD TVt AEZNFELET., Ch

CENATD—RABETT, IAMIA—HF—D/NAT—RZERTDICIE, --cli-input-
json NTX—2ZFEAL T, NAT—RIFBEATVS ISON 77/ ZELET., &
e TAODRDHYAAUNR=0O URL 21— —ICREITDIHEN B ET,

» aws iam create-login-profile

aws iam create-login-profile \
--generate-cli-skeleton > create-login-profile.json

« T¥ANIF 14X T create-login-profile.json 774 ZHE. NATD— KK

S—ICERLIENAD—REZASDLT, 774N EZRELET, B
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{

"UserName": "EmergencyAccess",
"Password": "Ex@3dRAQdjs",
"PasswordResetRequired": false

}

- BE aws iam create-login-profile ON > RZFEAL T, JSON 77 AL ZIEEL
fz --cli-input-json NS X—XRZELFT,

aws iam create-login-profile \
--cli-input-json file://create-login-profile.json

(® Note
JSON 77 A IICHEELENAD—RAFTHIRONADT—RRII—IZIERLT
W3i5&lk, PassworPolicyViolation IZ—HR&EhET, CHBAK., 7H

DURONAT—RARDS —%HEEL, BEHRZR/EITRISICISON 77 AILAD/N
ATD—RZEHLET,

3. EmergencyAccessGroup Z{ER L. AWS YX— RR1J > — AdministratorAccess
BIN—=TICTEYFLT, JI—7IC EmergencyAccess 1—H—%ZEBML £,

(® Note

AWS BRI —lk, AWS MERB RTCERITZDAZX RPOVRIS—TT,

BRIV —IZIE, TRhETNIHBO® Amazon VY —AX—LA (ARN) ((RUZ—E%&E
CYFHYVET, &AW, arn:aws:iam: :aws:policy/IAMReadOnlyAccess
& AWS BEEBRIJS—TF, ARN OFMICOVWTIEE, IMIMARNZSRBL TS EE
We AWS ODH—ER ICHTD AWS YXR—I RRUZ—OUARNIDOVTRE,
FTAWS XX—T RARUZ— ZZRBLTLKEZW,

 aws iam create-group
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aws iam create-group \
--group-name EmergencyAccessGroup

« aws iam attach-group-policy

aws iam attach-group-policy \
--policy-arn arn:aws:iam::aws:policy/AdministratorAccess \
--group-name >EmergencyAccessGroup

« aws iam add-user-to-group

aws iam add-user-to-group \
--user-name EmergencyAccess \
--group-name EmergencyAccessGroup

* aws iam get-group AN > RZE4TL T, EmergencyAccessGroup EZD X /N\—%1)
ANLET,

aws iam get-group \
--group-name EmergencyAccessGroup

IAMO—=)ZFEATEEVD)—20—RAD IAM 1—H—%EKT S

/A Important

RARNTZO0T14RAELT, AWSIZTV7EARATRHERICE. ABOI—H—IC K&
TEREEAT AL SERT DL EHBELET,

FhiF, EBI1—Y—2881—%— ID & AWS IAM Identity Center TEEB TSI &ETE
£79 ., IAM Identity Center ZFEAL T, CHZDTHIRADTILAE, ThSDOTH
DORNATOT IV EAFAEER IS CLZHEBOLET, AHID 7ONA A —ZFERHL

TWVW3FEE . IAM Identity Center T1—H— ID OF VL AFAZRETDEETEF

T
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T7O7ZALCRBDT VLA RBFABERIBECN L IAMI—HY—ZXEETDI—AT—AD
BE. BDEIZWUTT I EAX—ZEHIBLHOOFIEZRET S L Z2HBOLET, FHICOWL
T, "TOEAF—ZEHIS, 25RLTLSLEE,

—HDTAIRELVCY—ERAEBRRAVZRTISICE, - NI -FAFEHREFEALT
OJA232BENFHVET, I— NI —ELTHA VAV ITIRENHBD IRV EHEBTBIC
. "I—hI—Y-FRAIEMABELRRAT ) ZZRLTLEEL,

IAMO—)ZEATEZVT—J0—RAD IAM I—HY—ZEXKT S ICE

® BNTOEAHET
RDFIEZERTTBICIE, PBELSEEUTOIAM T VAT TN BDETT,
« iam:AddUserToGroup
« iam:AttachGroupPolicy
 iam:CreateAccessKey
+ iam:CreateGroup
 iam:CreateServiceSpecificCredential
* iam:CreateUser
* iam:GetAccessKeylLastUsed
* iam:GetAccountPasswordPolicy
* iam:GetAccountSummary
* iam:GetGroup
« iam:GetlLoginProfile
* iam:GetPolicy
« iam:GetRole
* iam:GetUser
* iam:ListAccessKeys
 iam:ListAttachedGroupPolicies
* iam:ListAttachedUserPolicies
 iam:ListGroupPolicies
 iam:ListGroups
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iam:ListInstanceProfilesForRole
iam:ListMFADevices
iam:ListPolicies

iam:ListRoles

iam:ListRoleTags
iam:ListSSHPublicKeys
iam:ListServiceSpecificCredentials
iam:ListSigningCertificates
iam:ListUserPolicies
iam:ListUserTags

iam:ListUsers
iam:UploadSSHPublicKey

iam:UploadSigningCertificate

Console

1.

AWSH A A= —HARD TAWSANDHA A2 F%E1 OREY OTHIEAST ATV
&DC, A—HF—RAFICBULEYA A FIBIZHE > TLSEEW,

[IAM O Y =LOAR—A]R—SOEMOFES -3 VRA2T, [BRRO IAM] TFA K
RYDALCOTVEZABLET,

TEF=23arRA2T[A—H =) [A—F—Z2FEK] OBICERLET,
[A—Y—OFMEZEE]| R—I T, UATOERZTVERT,

a. [User name] IZ. WorkloadName & A} L &9, WorkloadName Z2, 7HIV NZEfE
A9%27—J0—ROBHICEERAET,

b. [RAN]ZRBIRLET,
(A723aN[TIOEAFAZREI|R—DT, UTZ2ETLET,
a. [A—Y—%=JI—71CEm Z&RLET,

b. [FIL—7DEK] £BIRL TSEETL,
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c. [AI—Y—JIN—T2ERXATAVRY DAD [A—F—TI—TR1C. FJI—TA
NDO—OO0—ROFERAERTBRZEADLET, COHITIEE., Automation & WS EHEI

ZERALET,
d. [FOEAHFAIRIS —] T, [PowerUserAccess] BRIV —DF T Y IRY VA%
JICLETD,
® Tip
[T OEAFTRIS —] DRERY VAL Power EANTDE, EERDD—
ZTRERLKREOFRENTEET,

e. [A—Y—TIL—T0OER] ZERLET,

f. IAMINL—TOVARBIR=JIZRY, HFILLWI-H—TI-TOFIYIRY Y
AREFVICLET, HFILLWIA—HF—TI—THFVANIRTENBZWVWESRE. [Refresh
(BE#)) 2BRLFET,

g. [RN]ZBRLZEY,

6. (A72aAV)[BIIR—DT, BT EF—EBORTELTTEREYFLT, XRF—2%
I—HY—IZEBMULET, FMICOVWTIEE. TAWS Identity and Access Management ') Y —
ADBRYT, #BRLUTLEZ,

7. FILWI1I—H—0I1—H—TIN—TXN—2VT%2BBLET, BT IT2EBHNITEL
5. [Create user] (1—HY—DERK) ZiBIRL T,

8. IA—H—-INEBIERENEIEEZRTAT—RABANRTIENET, [1—HF—ZKRT|
ZERLTI—HY—0OFHEAR—ZICBBHLET,

9. [EF1UF/ARABEHR X7 EZBRLET, RIC. 7—V0— RICHELFIABREMERL
£9,

s PORBAF—-[TOEAF—ZER] ZERLT, I—F—OT7 7 EAF—ZEHB LDV
glrj\/l:l_Hl/ij-o

/A Important
—OLYRNTIOEAFXF—%ZRREFLEIATO—RTEDORFECDEERETFT
T, AWSAPI ZFEAT DI, I—H—ICCDBRERHEIIMBENFHYET,
A—H—0HFLWFIEAF—IDES—VLY RTIEAF—K, TE£BIEFTIC
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RELTILKEEV, COARATYTETOEEIC, >—OLY N F—ICBETIEA
ITREWRFTEEEA,

« AWS CodeCommit ® SSH /N7 U Y % — - 1—%—H SSH &H T CodeCommit J7R
SRUELBETEDELSIC, [SSHNTUYOF—0OT Yy 70— R] %BIRL TSSH/NT
Yy oFx—%T7y7O—RLET,

« AWS CodeCommlta)HTTPS Git REEE IR - [FRREE R Z £ K] ZBIRL T, Git URI KU
THEATZ—EBE01—Y—RABEBROEY NE2ERLET, [RiEHREA V> O—R] %
BRLT, I—Y—BENAT—RZE csv 77MIILICRELET,. COBHEFATES
DIEFCDEENDHKRTT, NAT—REZENLEYHBELEYLESERK., VEY NTIHE
FHYVET,

« Amazon Keyspaces (Apache Cassandra [a () O FRREIEER - [FRRL1E R & £ K] Ei&?ﬂb
T. AmazonKeyspaces THERA T H—EABEO 1 —H—FIIEREERL T, [
AEHER V> O—R] ZBRLT, I—HF—BENAD—RZ csv 77AMIVICRELE
T, COBHREFNATEDODRFRZOEZEDOHTT, NAD—RaEaENLEVHBELEY L
BEE., VEYRNTDRENHYET,

/A Important

H— I:Zlﬁlﬁd) BALERIE, BHED IAM 1—F—(CHEEF TS hERBOERKE
BT, RAEBROERBFICHRELTVWEY—ERICULAEATEEREA, IAM
A—-)LEEZE7IFL—TFTY RFATFOTAT4IIHL, —RKNBERERZ
FRALTINTOAWS DY—RICTIVEATER TV EAFTZ2RETSIC
l&. Amazon Keyspaces A M SigV4 FBEE7/ 571> T AWS Rt ZFEAL £9,
FHMICOWTIE, TAmazon Keyspaces (Apache Cassandra [@F) RO Y /N\—
74 K1 @ TUsing temporary credentials to connect to Amazon Keyspaces (for
Apache Cassandra) using an IAM role and the SigV4 pluginy 28R L T &
(A1

« X500 BRFAE-EF 2175 SOAP VORIV IIANETOZLEN HY) ., AWS
Certificate Manager THR—REhTVWEWVW) =23 ICH S5 A, [Create X.509
Certificate] ZiIRL £ J. ACM &, H—N—fIAEZOE> 3>, B8, 770479
21LHOOHERY—ILTT, ACM OFEAOFEFEMIZ DOWTIE., AWS Certificate Manager 1 —
H—HARESBLTEEL,
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TOJSALICKDTOEAERIFE DI —H—%4ER L. PowerUserAccess ¥ 3 7B TREL £
Lo cOI—Y—OT UV EAFARIZ—IE, IAM & AWS Organizations ZBR< TXTOH—
EAANDOTIINT OEAZHFATLET,

D—o0—RAIAMO—-)LZz5|EZFshBzVES, BU7O0AZFEAL T, BMODO—2
A—RIZAWS THIURN VDY—AANDOTATZALILLD TV EAZHFATEET, cOFIE
Tl&. [PowerUserAccess] EEBRU L —Z2FEALTT7 VAT T ZEN ETET, HPMBEFHEONX
ANTZSOTF14AICHSICEK, KRYFROBLVWARUS —2FRATE A, 7O T ALAICKER
Y—ADKANDT IV EAZHIRTINARLRIS —ZERTBDEZRFTLTLKEE VY, 11—
H—TOEAFAZHED AWS VDY —RICRETEIRU—OFEAFELCOVWTEF, TAWS U
V=—ADTOEAEER BRE TIAMTATUoTATAR=ADR) > —0Hl, 25RLTLE
TV, TI—T0ERECEMNI—Y—TJIL—-—TE2EMTSIZE., TAMITIL—T0I1—H%—%
WETH1 ZZRLTLEZ,

AWS CLI

1. Automation VS EBNDI1I—H—ZERLFT,

* aws iam create-user

aws iam create-user \
--user-name Automation

2. IAM 1—%—%)L—7"% AutomationGroup &£ VS BH TERL. TDOIIL—TIZ AWS Y
Z— RiR1J < — PowerUserAccess 27X Y FL T, JI)I—7IC Automation 1—H—
ZEMLUET,

(® Note

AWS BEER) S —F, AWS HMERB ROERTDRAZY RPOVRIS—TT,

FBRVD—ICIE, ThERIMBE® Amazon JY—A%X—LA (ARN) ((RU>—E %S
CYNHYET, &AW, arn:aws:iam: :aws:policy/IAMReadOnlyAccess
& AWS BRI —TF, ARN OFMICOVWTIE, IAMARNEZSRBL TS EE
Wo AWS DH—ERX IZXTB AWS XZR—J RARUD—OUARNIDOVWTIE,
FAWS XR—T RARUT—) Z2RLTLKEEW,

+ aws iam create-group
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-user.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/policy-list.html
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aws iam create-group \
--group-name AutomationGroup

« aws iam attach-group-policy

aws iam attach-group-policy \
--policy-arn arn:aws:iam::aws:policy/PowerUserAccess \
--group-name AutomationGroup

« aws iam add-user-to-group

aws iam add-user-to-group \
--user-name Automation \
--group-name AutomationGroup

 aws iam get-group AN~ RZ3E1TL T, AutomationGroup EZFDX U /N—ZIJAKNL
9,

aws iam get-group \
--group-name AutomationGroup

3. D—V0—RICHEBZEEFIVTABEEHREZERLET .

s [TARNABILT VtAF—%4ERK] - aws iam create-access-key

aws iam create-access-key \
--user-name Automation

COOARVREHDTRE, = VLY RNTIORAF—ETIVEAF—IDFRRENZK
T, CcOBHERRL T, T2BBEMIRELET, <5 LERABREBAL LBER
BEETERVES, LT IVEAF—Z2ERLETIAERY) XA,
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/A Important
COULEIAM A —T O AF—RBREFEERTHY . PTHIRIEST
BEFIVFIVAITT, TARNZRETLES, CHOLETVEAF—ZHIKRT
PLEEBHOLET. TUVEAF—ZRIEFPEVSHEESRE. 7—J0— R IAM
11— —TMFAZBMICTERAESHERAN, IMMT7IELAF—2FERTZHO
Tk <, aws sts get-session-token ZEAL T Y > 32 AIC—FHXFRILIER
ERBLTLEEL,

 [AWS CodeCommit AIC SSH /N7 U vy U F—%&7F v 7’0— K] - aws iam upload-ssh-
public-key

LTROFITIE, SSHINT DY UF—h" sshkey.pub 77 A IIICREFEENRTWVWDZEZEH
RBELTOVET,

aws upload-ssh-public-key \
--user-name Automation \
--ssh-public-key-body file://sshkey.pub

« [X.509 BREAE R T ¥ 7’0— K] -aws iam upload-signing-certificate

SOAP 7OKRINIC LB REBVIVTIARNZTSXEN H V). AWS Certificate Manager
CKI2THR—PENTVEWI =23 VICFBLTVSBE. X509 iEAEEZT Y/
A—RLTLKEEV, ACM I, Y—N—GHEZ7OE> 3>, BB, F7O/T3LH
DHERY —)LTT, ACM OFEADFEMIC DOV TIE, AWS Certificate Manager 11— —7
A KEBBLTIEE W,

LTOFITIEE, X500 BRIAAEAN certificate.pem 77 M IILICRFEENRTWVWD LR
BIRELTVWET,

aws iam upload-signing-certificate \
--user-name Automation \
--certificate-body file://certificate.pem
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https://docs.aws.amazon.com/cli/latest/reference/iam/upload-signing-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html

AWS ldentity and Access Management I—%—HA KR

J—o0—RAIAMO—-)LZ5ZZITshBzVWEE, IU7O0AZEFEALT, EMOD—2
I:I RICAWS PTHIUKN VDY—=ZAANOTOATTALILKD TV ELAZHFATEXRT, cOFIE

l&. [PowerUserAccess] BRI —ZFEALTT VAT ZE)HETET, DMFEOX
7\|\7°777_"f7\(,:ﬁ5(,:($‘ KYEHEROBELVRIS—ZFERTSEA. 7OTFALICKER
Y—ADKANDT IV EAZHIRTINARLRIS —ZERTBDEZRFTLTLKEE VY, 1—
H—TOEAFAZHED AWS VDY —RICRETEIRU—OFEABFECOVWTEF, TAWS U
V—AD TIOEABE ) BXRT TIAMTATFUOTATAR=ADRI > —0fl, Z22RBLTLKE
TV TI—T0ERECEMNI—Y—TIL-—TE2EMTSIZE., TAMITIL—T0I1—H%—%
WET21 Z22RLTSEZL,

ZEZRFMZ IDICERATS

ID ICZEERT (MFA) 2EATB L. IAMORAN 75951 ZA012TF. MFA I, ID %
BRIETBEHICI—F—BENADT—RZBELERTESICHORIAERZREET A LS5 11— —
ICRHBD, EF1V)TF148LOLAV—TF, I—HF—DONATD—RIRESChLEBEETE, REE
NARETOELAZHABITRDENFERDDICELLLEY, EF1 VT HARBICHEELENET, MFA
&, AT HIORNRITIORY—ERAEV D EBBRENIGEVIY—ANODT VA ZRE
FTEIBORARNTZIOTAAELTEKEAETATVET, AWS &, I—KRI1—H— IAM 11—
HY— IAMTPAFUTAT422—AO1I—H%—, EJFA—ID, 71FL—>321—H%—T
MFA ZHR—RNLTVET, EF1VTAZRITBDEHIC, I—HF—HFVY—-RAICTILALE
WEBEDT I3V EERTLEYTSHIC MFADREZERTDI RIS —&EKL, chsnRD
—Z IAMO—JLIZT7RYFTEEXT, IAM Identity Center &, F7FI)ILNT MFANFF 2T
WBRKSICERICREETIATVET, T, IAM Identity Center DT X TOHO 1 —H—(F, 11—
HF—BENADT—RIZMATMFATHA AV TRIRHENHYET,

® Note

TRXTDODAWS PHIOURNEBAT (REZR7OY, BB, XON=THIV K TR, IL—
R1—H—IZC MFA ZRETIHLENf HYVET, MFANETEBRMICE >TVERWES, 1—
H'—I& AWS Management ConsolelC 7 VAT 2 HZAMOT 124 2V &F1TH S 35 BEAIS
MFA 22 R T2 HBEBENHVET,

BMICOWTE. TIAM Identity Center T MFA 2% E 9%, & TIAM O AWS SEXE, 231
LT<<EEL,
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RNEFET O EAFAICIBAS

BNBHEOTIVEAFTOERARK., IAMORARNTZOT 1A AOHREETY, H/NMEFETIER

FHOOAVETNE, RRVEZRTIDICHLEVDBBEERD TV EAEROAZ1I—H—ICFET

BCETT, BRELES, BIVBET IV EAFTZEDRSICHR—RNTBILZRETLTLSEZV,
N—RI1—H— EBI—HY— BLVTBITI/EAIAMI—H—IC, BEORAVICESERZ

BAOBT OEAHFANFREENTVERT, AWS ICDVWTEYD, ERETXLEHY—ERAZTANLTV
@k, IAM Identity Center T, B3> F VA THERATES, KYDPBEVWTIOEAFAZEFE DD
KEL1TADEBMI—H—ZERTEICEZHEBOLET, MRV —ZFEAL T, BREOERM

TTHEEDIY—AICKHULTRITTESRTIV>IAVEEEL, FULBVEETHODNTERSD
DY —AICERID_ENTEEXRT,

IAM Identity Center ZfFH L TV 2B 4k, IAM Identity Center DFFAI Y NEFERAL THHARTZ C
EEBRELTLSEST LV, FMIZOVTIE, IAM Identity Center 1—H'—H 4 R® T#EREY N D1E
By ESELTEE W,

IAM Identity Center Z AL AVWEB AR, IAMO—)LZFALTETEXIERIAMIVTATAICT
VEAFTZEEELET, FMICOVTE, TIAMO—JLOERL Z5BLTLEEZL,

IAM O—)JL & IAM Identity Center &F Al Y MMEEE5E, BRICEI< AWS BEEBRV D —2FHT
EET, ChSORUI—ICE 2> TREENBFTOFHMICOVTRE, TAWST a T#EED EER
)2 —1 ZZRBLTLEEL,

/A Important

AWS BERD S —IF, IXTOAWS OI—H—HFERATERZLH, FENVDI—ART—RA
ICHUTRDNBEODT IV EAFANFEENBEVEEN BB EICBELTLKEEY, Y
R7Y7THETLRES, IAM Access Analyzer ZfEHA L T, AWS CloudTrail ICEE&L TW3
TOCATOTAETAIZETVT, B/MFERV —ZERTD L ZHHHLET, R
) —EROFMICDOWTIE, TIAM Access Analyzer RS —DER, #2SRBLTLKKEE
Wo

EWROHDEERF, AWSNR—I RRUS—ZEALTT7 VAT ZNETRDCLZHHOLE
T PUOTAETAOBRERENLY 7B (90 BELZE) AZBLES, I—¥—&D—7
O—RATIOERBALEY—EAZBETERT., TOR, AWSNR—IRRUS—ZEBEMRBDT
TEAHAAZRS LEHLVHAAEZIY—EBRID —ZEHTEET, HILLARUS—ICR, 27
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LEBEFIET I EAEhEY—EANDHAEEHIVENHY)ET, AWS YXFR—2 RRUZ —ZHIR
LTHEBLEHRLOVWARAEN—BEBRUS —ZTEYTFIBLSC, TUVEAHFAZEHRMLET,

AWS PHI2 NDEBERT UVt ARERHR LT

IAM DY —EAZRT VEABHRERTITSICE, IAMO2Y—)L, AWSCLI, Fi& AWS AP Z
ERALET. T¥—2, BEBTIOEAHA, ST 21—FT 127, 8LVPHYR—KhEhTLSD
V=232V ICHIREERBRICOVTR, "&RT7IVEABHREZEALTAWS OF7 VAR A%
AETD Z2ZRLTSEEL,

IAM TlE, ROBEZATOVY—ALEIZRHERTTERT. WThDFEE, BRHRICE., 1§
EEhEBEHEICHAES Y —EANEEFIET,

s AMA—H—-A—H—HAFAEThEZRY—EANOT IV LA ZREBICAKCKEZRRLE
ER

s IAMTN=T - IAM TN =T X N=HHAE RS —EANOT I AZREICHA K I-HE
ICETREHRERTLET, £, COLR—BMIE, TOERZHKA X N—OEHABERT
EThET,

« IAMO—) -FAETNEEY—EALTIVEAIZIRIEC, I-—F—IFHFRICO-INZ2FEAL LK
BaeRRLET,

c RUY—-A—H—FLERO-NAFAENEZRT—EANOT /LA ZHEICHK ERKEICH
TRIBMERTLET., oo COLKR—NIRE, POERZHKLEIVT AT 1 OEFBERT
EThET,

® Note

IAM DY —RAICBETBRITIOLABHRERRITDEIC, BHROLA—NHBE, LARA—bFX
KROIVTA4T4, FHMERKROR) S —R A 728 CHERLSEST VY, FEMICOVTIEE, rth_e
section called “BI 7 7 EABHICODOVWTOEESEE" ) #SBLTLKEEL,

R T 7 EARBRHROFMICOVTR, "&RT7IELABHEZERAL TAWS OTF V2 AFA %
32, 25RLTLEEL,

%:'I‘I
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AWS POV NODBRT 7t AKEFEREZR RIS ICE

Console

1. AWSHA A2 A —HARD TAWSANOHA A2 F%E1 OREY JTHIBEST ATV
BESC, I —RATCBLEY A VA VFIRICR>TSEE W,

2. [AM OV Y—=LOKR—LIR—ZOEROFES—2a VRS, T, [RED IAM] FF AN
RYDACOIVZABDLET,

3. FES—23aroRADT, [A—Y—=TJIL—7] [A—%—]. [A—I]. FEE[RVZ—] %
BIRLET,

4, FEOI1—Y—, 1—Y¥—JI—7", 0=, FLEERV>—0BaEoIUYOLT, *
DMEBI|R—DERHE, [BRTIEA]| 272 BRLET, BIRLEVY—RIZETE, X
NDERZERTLET,

e A—H—FN—T - A =T N—T AV N— (A—H—) KT UL ATEBH—EAD Y
ANERRLET. i, AVN—HFBRBCY—ERCTFI72ALEAKE, FALEI—
Y= N—TRUS— UITARNEF 1Y —TN—T XA N—tRRTEET,
RS —OEHMERBRLT, RUS—HBEBAIS—D ATV 1—H—FL—T RV
SN ERALET., I—H—JL—T A N—OEHEBRLT, I—F—JL—70
FRTORAYN—E, Y—EANORRT 7 ABHEERLET,

c A—H— - IA—H—HFILATEBF—EADUANEERRLET, T, BEL
P—EACFIEAL AL BEI—F—CHERTSNTWBRUS—LRRTES
T RUT—DEMEZBRLT, TORUS—FEBRUS—, 12542 1—HF—KY
Y= A—H—IL—T DAY FA IR —DVThTHE A ERELET,

¢+ O—L-O-LTTIERATESH—ER, $—EZAANOO—LORKT VL REM, &
KCFEALLRVI—DURARNEERRLET, RUS—OBHEBRLT, KUS—HE
BAYS—HAYTLO—LRIS—H ERBLET.

c RYY— _RUS—THTENETF I3 EEEY—EADURRNEERRLET,
£, H—BRALT I AT LOCRBLAIS—HERENEARKE, KU —&EH
LEIVTATA (A—H—FLBO—L) 6XRTEET, BETIERABICE. BIORK
Y —2BUTSORYS—ADT I AN FTENEBNEEENET, IVF AT A
DEFMEBRLT, CORUS—HFRYFENTWBIZTATA®, Y—EROR
KT UL ABMERELET.

5. T=7ILD[Y—ERAT, 793 0OERT IV EAEHRREECH—EAODRIOWVWT H
APEBIRL. IAMIVTFATAATIOEALELDSELEEEBTIYIaVOUARNERRLE
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¥, AWS =32 &, - H¥—HFHEBILCTIVIVERTLIOELEABERT RS
LABRVTERRTEERT,

6. [BETIVEABIDIE, 703 NERT IV LABHREEC Y —EAEY—EANEE
TOZAVICRRENET, COITEENZDARMOHDXDEREHILET. <h 5
DHERIE, Y—EART I aVFHFAETATVRILESH, TORAENENEDSH, &
FUOBET IV EARBEHRA AWS ICX 2 TEHFENTVIAESHICL>TERYET,

<BfE> B A

EFHERICH—ERAELERT I I UNFERAEATHISEBLEAR. T—EADIEH
BRI, 8% 400 HETY. Amazon S3 7V 3> NEHHAREE. 2020 F 4 A 12 HIZ
B L EL =, Amazon EC2 IAM $ &TUf Lambda 77> 3> OBEHEE K, 2021 F£4 A
7HICHBLELE, TOMINTOH—EADEBIHHRIE 2023 F£5 A 23 BICHAKBE
NELE, FAWS U—232 OEFHBAOFMICOVTE, TAWSHEZERTIEA
BHRZEHITDEM 2SR LUTSLEEL,

ERPERICT 7EAN TV

BHFNROY—EARLERET Va2, BFHABFRICIVTATAICR2TERAENT
WEEA.

DANCRRENBVWT I3 VIINIRT IV LAAAZFTE > TVB AN BV ET, <
hig, 77232 0BFMERAIBRE AWS CEHSMTLWEBEVWEEGICRETDI LN HYE
T, BIFEBIBVCELEFICEITVWTIT IV EAFAZRELBVTIEEL, KDVIC,
COEHREEAL T, ZPROERENEIZEVS 24N BZEBEEZEHL, YR—KT3
CEEBBOHLET, RUZ—ZFIVILT, PFORALRILNIBYTHSD Z & 2T

x9,

AWS CLI

AWSCLI Z2EfH92&., AWS H—E A& Amazon S3, Amazon EC2, IAM, Lambda 72> =
OANDT OV EAZRBITIBDLEHICAWS THI UMD IAM VY —ANREZBICERAE N - (CBE
ITHIBEHREMETEET, AMVY—RAICRK, 1—Y%—, I—H¥—-TJIL—7, O—J., FELER
) —&BRTEET,

AWS PHIZVRADIAM VY —ADLR—rZERLET., LAR—NTHERZ IAM A"V
JIARNCBERATVRZENBYET, VY—RAA—¥— I—¥-JI—7, O—
I, EFLEERIZ=)DARNAVITARNIEENTVRIRENf HYET, LR—NTHE

AWS THI Y NOBRET IV ARBEREZ®ER TS 57



AWS ldentity and Access Management I—%—HA KR

RIBDHELARILZEELT, WThAOT—ER, ELEY—ERETIZI20OEED
TOEAQOFHMZERRTEEXRT, VIILTANILKY job-id M BREIhET, chZzEAL
T. get-service-last-accessed-details $ KT get-service-last-accessed-
details-with-entities ARL =23 ZFEAL T, 3TN XET TS ET, job-
status ZEZRVITTEET,

* aws iam generate-service-last-accessed-details

a. BIDATYT D job-id NTX—2ZFEALT, LR—NIREIZFHMAEIMELET,

* aws iam get-service-last-accessed-details

CDANRL—232 T, generate-service-last-accessed-details AL —
2AVTUIIARNLEVDY—ADRATENELRIICEDE, ROBHBNRENE
Jo

e I—H¥—-BELEI—Y—-IDTIOEATERZRH—EADIJVANEERLET, Y—FE
AlE, ARL—23avik, - HIFHRRCHEATLUEAREI—HY—0O ARN Z
EBLUET,

s 1Y —IIN—7 —8BELEI—Y—TIN—"TOXN—HDTOEATEZDH—E
ANDVARNZERLET, cOI—HY—TI—TICTRYFEhERV—%FEAL
T, Y—ERAOVARNZERLET, Y—EAZEIL, ARL—23 2@, 1—9—
TIN—=FTAN—NRECHTULEBZRLET, £k, TOI1—H—0 ARN
E B—EBEARACZT7IV9EALESELEI—HY—TIL—TXAN—0OEFHERY F
9, GetServicelLastAccessedDetailsWithEntities AR L —> 3> ZFEHL T, IXT
DAXN—DOVARNERBLET,

s O—)-BELEO-WLUFTIOELATESDH—EADJANZELET., Y—ER
ZEl, ARL=232@, O-IASRICHATUELBREO—IILO ARN ZBL &
EE

e RS —-—BEENERVS—DFTIOEAZHFITITIDH—ERAOVARNZERLET,
BEH—EARAICOVWT, ARL—23 V@, IoTF474 A—¥—F-kO—-)) &
BRI —ZFEALTH—ERICTIVEALELSELEBRERLET, £, ¥
NDIVTATADARN EF IV LARRALEIVTAT1DEMBERYET,

b. BENDHY—FEARACTIVLARTZREDICI—H—TIN—TFEERI—OT I AHFT

ZEALEITATAILDOVTHBALET, cOARL—>32 @, EI0T14T74

M ARN, ID, BHl. NA, 247 (A—¥—F£EO-L), BRTREICH—EAIC
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API

TOEBALKSELEIVTATADIARNZRLET, COARL—>32EF, I1—
H—O—/LICHULTEEATERIN, TOITATAICHIREHRODANIRYE
ER

« aws iam get-service-last-accessed-details-with-entities

BEODH—ERIITIVELARATBIERICTAFoT1474 (A—Y—, 1—H¥—TI)L—7.
FEEO-IWAEALETATFOTATAR—AOR) D —ICDOVWTEHALET., 7
ATFOTATAEY—ERAREETDE, COFARL—32E@F, PFATFTA4T4N
EEENEY—ERACT VAT RLEHICEATEDR TV LAFARI—DOIANE
BLULET, cOARL—>32vik, RU—OBREMREEZERL, £REhizLR—b
CEEKTFELERREA. T, ORV—RAT Bl VY —AR—=ADRI>—, 7O+
A MO—=J)LYA K, AWS Organizations R —, IAM 7V AHFANDER, v
>avRII—)BBRENER A, FHEICOVTR "TRUD =247, §LiE TE—0
THIORAQOUOIARNDORD) D —FHii, 28BLTLEEV,

» aws iam list-policies-granting-service-access

AWS APIZERAL T, IAMUY—ZH AWS #—E ZAH &K Amazon S3, Amazon

EC2, IAM, Lambda 77> 3 ADT IV EAZRTIDLOICKREBICEAE N ERAICETS
BHREZWMEBTEXRT, IAMUY—RAIZRE, I—Y¥—, 1—H—TJIL—7, O—I)., ELERV
D—%BIRTEEFET, LR—PMNTERTIHELRILZEELT, WIFnHrOH—EA, £kiF
H—ERAETO2AVOMADFHHZRRTEERT,

1.

LR—KRZERLET, LR—NTHEZIAMDY—R (A—Y%—, JIL—7", O—

I, FEEARI—=)DARNANVIIANCEENTVERIHREN HYET, Jobld

MRV ET, chZEFEHAL T, GetServicelLastAccessedDetails H KT
GetServicelastAccessedDetailsWithEntities AXRL—>3a> & FRAL T, 37
NETITBDET, JobStatus ZEFE_RJITEET,

* GenerateServicelLastAccessedDetails

BDATY 7O JobId NFA—RZFEAL T, LR—NIEITRIHMEMELET,

» GetServicelLastAccessedDetails
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CODANRL—>3> Tk, GenerateServicelLastAccessedDetails AXRL —> 3> T
DOTANLEVY—AORATENELRIICEDE, XROBHBNFRENET,

e 1—H—_8BELEI—Y—HIFTIOELATEDIH—EAOVARNERLET, H—ER
&, ARL—=23a VR, I RBICHATUEARFEI—HY—0O ARN ZIRLE
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s 1—Y—IIN—7 —8BELEI—Y—TIN—"TOXN—HDTOEATEZDH—E
ADVARNZERLET, cOI—HY—TI—TICTRYFEhERV—%FEAL
T, Y—ERAOVARNZERLET, Y—EARAZEIL, ARL—23 2@, 1—9—
TIN=FTAN—NRECHTULHBZRLET, £k, TOI1—H—0 ARN
& B—EBEARACZT7IVEALESELEI—HY—TIL—TAN—0OEFHERY F
9, GetServicelLastAccessedDetailsWithEntities XL —> 3> ZFEHL T, §XTOX
IN—DVANZERELET,

s O—)-BELEO-MLUFTIVOEATERZH—EAOVANEZERLEY, Y—EAZL
2. FRL—>32@, O-IARERICEAITLUEZBREO—ILO ARN ZIRLE T,

e RS —-—BEENERV—DFTIOECAZHFTITZDH—EAOVARNZRLET, &
H—ERAICOVWT, ARL—>32@, IoT74 74 (A—Y—FEEO-)) FHREICAR
) —%#FEALTH—ERAICT7I9EALELSELEBBERLET, £, TOITA
TADARN ET7 A ZRAEIT AT 1 OEFAHREER)ET,

3. BEOVH—FEALCLTIELRTZEHICI—HF—IIN—TFEEERI—OT IV AFT%E
FERALEITATAICOVWTHBALET, cOARL—>3 2V, FEITAT140
ARN, ID, &Hl, NA, 247 (A—¥—F£kO-)), BREREICH—ERIZTIEA
LEDSELEITATAOVANERLET, CcOARL—>32@, I—Y—&0O-)
ICHUTEFERATEERTTYN, TOITATAICEATIEHROAKNIKRY ET,

» GetServicelLastAccessedDetailsWithEntities

4., BEOHY—EALLTIERTBIBRICTAFoT1474 (A—Y—, 1—HY—JI—7. &
RO AFEALETATOTATAR=—ADRI) D —(COVTEHBLET, 74TV
TATAEG—ERAZBETDE, COARL—232R@, TATFOTATAHEEE N
EH—EBEALCLT7IVEATRLEOICERATEDT7 IV EAFARIS—OVANERLET,
COARL—23aviE, RUD—OBREOREZRL, EHENELAR—NIFKEFLEE
ho T, ORIV —RA4 7 (Bl: VY —AR—ADORI S —, FOEAIA NO=ILUA
N. AWS Organizations R > —, IABM 7V EAFTORR, v 3R> —) FRE
nNEBA, FHIEOVTR "RV —2A47 1 £ "TE—OT7HINHAOVIIARD
R —FHi, ZZRLTLEZ L,
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« ListPoliciesGrantingServiceAccess

TORATOTAETAIZEDVWTIRIS —ZERTD

AWS CloudTrail ic@@&E N IAM 1 —H—F L IAMO—ILOT7 IOt AT7OT1ET 1 2EAT
% &. IAM Access Analyzer B AN —EBEBRV—Z4ERL T, FEOI—H—cO—-IIHFYE
ETBIH—ERIRLTOAT IV EREZHFITEET,

IAM Access Analyzer A" IM AR —&ERLIEEE, RUI—ZESIZHAZIANARTDEHD
BHERLET. RUI—HFERENLEE, RO2OO0ATTVOBERERTENTEERT,

s 7O2aVLRINOEHRZEZE DRI — - Amazon EC2 75 & —ED AWS H—E ATk, IAM
Access Analyzer IC& 2 T, CloudTrail f X NHDOT V>3 &BEIL, ERE IR —T
BFREND T3V E—ERRIDENTEXRT, YR—PFENTVBH—ERAOUAKNICD
W, TIAM Access Analyzer DR > —4.fH—ERA) Z2RBLTILKEEVY, —HoH—ER
Tl&. IAM Access Analyzer IZ&k 2T, ERENERII—ICH—ERAOT O3> Z2EMT S K
SICROSNET,

« H—EALXRIEHREF DR —IAM Access Analyzer F KT VL ABHREFEHAL T,
BIEFEALEIXNTOY—ERZECRVS—FT27L—bZERLE£F. AWS Management
Console ZfEAT2B/E. Y —EAZHREL., RUS—2RTIBLOOTIIVZEMTHX
SRKROS5IhET,

TOCATIOTAETAICESVWTRUS—ZERTBICE

DTOFIETEK, O—LIFEEND T IO EAFTZ21—Y—0EARRICELE THIRLET,
I—H—%2BRIDEEEF, FARMAO-ILOFHZIKRLTVWSDI—H—2EBRLTLEE
W BBENKLKFEATAFIER. TANI—HF—FHI> ~%& PowerUser 7 7 EAFF A& TR
EL, BENDZAIVEY NEEHPEARTLT, THOLERRAVERTIZDLEDICEENDLS>BT I
AENVEICBEZID ZRETDIEVSEDNDTT,

Console

1. AWSHA A2 I1—H—HA RO TAWS ANOHA A2 F%E1 ONEY OTERBATATY
&S0, - H—RATIBLEH A VAV FIEICRK>TEE W,

2. IAM VY —ILOKR—LIR—SOERADOFES—SIaURLUT, [RED IAM] TFAK
RYDAIZOIVZANLET,

TOCATITAETAILEIVWTRUS —ZERT S 61


https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPoliciesGrantingServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS ldentity and Access Management I—%—HA KR

3. TEY—>3RA2T, [A—¥—-]%BRL, I —L2RRL T —0FMER—
JICBBLERT,

4. [FOEAFKH] X7 O [CloudTrail 1 X NMCETWTRYD —&ERK] I3 > T, [RY
-4 ZBIRLET,

5. [RUZ—ZERIR—T T, AKOEBZRELFT.

- [IBZER] T, BE7 BB 2BRLE T,

« CloudTrail sfEfZ2 oM I BICE, COI—F—OT7IVT1ETANFREREND)—>23
EREFZIBIRLE T,
s FHLWH—ERO-ILOEREFER] 2BIRLET,

6. [RUZ—DERK] ZEIRL., O—ILFERENDETHFEET. [RUZ—OERNFETH]
DBHXY E—DHFRRENDET, AV —IIR=2DZEFHFLEY, DAV =IIR=DH
SBEHLEYLEVTIEEL,

7. RUI—HNEFEhES, TORID—ZHERL, BECKUTVY—AOTHIKNID
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—ARETITDEHICBEBERT I IAVILARILOBERIEFENEVCEN HYET, FMIIC
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BIZIE, Amazon EC2 8 &V Amazon S3 7V 3> NAFT T LSIZ, Allow

MR E NotAction BERZETLRUWNDAT—MXVNERMELE T, TOLHIC

l&. FullAccessToSomeServices ID ZECAT—RAVRNEBEBRAET, HFTILLARV
=k, RO TRV —DORSICHEY)ET,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "FullAccessToSomeServices",
"Effect": "Allow",
"Action": [
"ec2:*",
g3 *"
1,
"Resource": "*"
},
{
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"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"iam:DeleteServicelLinkedRole",
"iam:ListRoles",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

1
}

8. BIBROBHEFODINRARNTZITARAZYR—NTBICRE. RUZ—ORIAHICRE h
EIXNTOIZ—, BE., FLEEREREZHIELTBELET,

9. RUI—OTFVEAFAZBEOT VAR VY —AILHRTSIZE. CloudTrail @ [
RYNBE| TARNZBRBLET, TR, I—Y—HFT7IOEALEBEDNDT V3
VBRTVY—RICBETHHMBERERTTEERT, FMICOVWTI, AWS CloudTrail 1—
' —7 4 R® CloudTrail Console T® CloudTrail f X NORRESHBL TSEEL,

10. RUD—Z2HFBLTRIAL LS, DAURPTLVERNZNFITTRELET,

M. [A=ILIR=DIZBEBL, HFLWARUS —THFITENEZAVERTIDHEEICEIEZITS
O—J)LZ&IRLET,

12. [FORAEA RT T, [7OABFTREM., [RU—2T72Y F]OIEICERLET,

13. [FOERAFURIS—OTRYFIR=DO [TOMOHFATRIS—]UVARNT, ERL R
) —&BIRL, [RUD—ZTRYF])ZBRLET,

14. [O—=) FHAR—DICERYET, O—IICTRYFEhiRUI =N 22HYF
9, PowerUserAccess B ELRIA S H D AWS YR— RARUS —&, B THERLUEFRL
WRDUS—TF, AWSNZR—I RARU—DFIVIRY DRZEFIZL, [HIER] Zi#IRL
F9, HEROERZRDDIA Y EE—IHFRRENES, [HIER] Z28IRUET,

ER L I ic RS2 —IC&Y), 2OO—I)LZ5EFF3 IAM 11— —, SAML $ KT OIDC ®
7IFL—TFT14YRTUINI, D—O0—-ROTIEREFBIENEL 1=,

AWS CLI
ROOAX RZEFEAL T, AWSCLI ZFALERUS —Z4ERTEET,
R —"ERTDICIE

» aws accessanalyzer start-policy-generation
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ERENLRID—ZRRTDICE

* aws accessanalyzer get-generated-policy

RIS —ERERERYETICE

* aws accessanalyzer cancel-policy-generation

RID—HERERODVARNERTIBICE

* aws accessanalyzer list-policy-generations

API
RMTOARL—>3 2 2FRALT, AWSAPI ZERLERVS —DERN TEEXT,
RID—ZERTBICE

+ StartPolicyGeneration

ERENLRID—ZRRTBICE

* GetGeneratedPolicy

RIS —EREREZRYETICE

» CancelPolicyGeneration

RID—HERERODVARNERTITBICE

+ ListPolicyGenerations

BRZEALTIAM VY —RAZRT

TOEABRHEBEREZANDES. AMOVY—ILORRR—ZZHEATDIE, HOGER) ERE
IAM VY —RAZROFBZENTEXRT, BTNV Y—ABXLEEARN ZHERHAL TV Y —AR%
BRETEXT,
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Console

IAM 2V =)L DEEREETE, UATOWThHLZERDODTRIZENTEERT,

c REF—D—RIZ—BIBDIAMI>T4T748 (A—%—, JI—7", O=J)L, ID7O/NA

HA—, BRVPRID—HFRR)

c REF—D—RIZ—BIZRAY

IAM OV — )L ZE#EETIE, IAM Access ICB8 T2 BEHRIFIRENhEFE A,

BREEZROIRNTOTRE., BBV IUTY, LA, REERTI—Y—BEZBIRTZ L,
A—H—OFFER—DIIBEH TR CENTEXRT, &, [I——DER] BEDTI 3>
>0 EBIRLT, [ —DERR—JICBEBTEET,

® Note

TOEAF—DRETE, RRERY JALELBTIVEAF—ID ZANTIZENHY)
T, RRERCE., TOF—CHERNTSAEI—Y—NFRRENET, CIHS5E.
ZOA—HY—OR—JIEEBHLTI—H—OT IV EAF—Z2ERITDENTER
EE

IAM 3>V =)L O [Search (#&RFR) R— 2 AL T, TOTHIRNIEEITZIEEZRDITX

ERD

IAM 2V =) THEZRETDICE

1.

AWS HA A D1—H—HARD TAWS ANOH A A F%E) OREY OTHBATATY
&5, A—H—RAFTICBULEYA A FIBIZHE 2> TLSEEW,

[IAM O Y =LOAR—A] R—SOEMOFES -3 VRA VT, [RRO IAM] TFA K
RYDAZOTVEZABLET,

FTEF—2aRAUT, [BRERE] ZBERLET,
BE)|RY VAICKREF—T—RZADLET,
BEZRVANDD D OZBRTDE, OV —IOZXETHIHDICBEBLET,

ROTAAVICERY, RBEICK2>TRIDPQEHBEDRATHADAYET,
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k

7Ad> B7L]
IAM 1 —4—
IAM FI)L—7
IAM O—)L

IAM 7R 2 —
1Y —OfER", KUY —OT R F %
EDRRY

F——R delete NHFER

BTN OREEA

IAMBETRXDBAZFEATEE T, RMEOAFERE. REITHDEED IAM1—Y%—, JIL—7",
O—)l. 7O0€AFx—, RU>—, EED7ONM T —OBHEBEMRZIET,

« user_name EIz|& group_name E7:lF role_name E7=l& policy_name &Iz
identity_provider_name

* access_key
* add user user_name to groups. F/=lF add users to group group_name

* remove user user_name from groups

« delete user_name FI-|F delete group_name. &% \\(& delete role_name, &%\

& delete policy name, &% \\lF delete identity_provider_name
* manage access keys user_name
* manage signing certificates user_name
* users
* manage MFA for user_name
* manage password for user_name
* create role
+ password policy

* edit trust policy for role role_name
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* show policy document for role role_name

attach
create
create
create
attach
attach
detach

policy to role_name
managed policy

user

group

policy to group_name
entities to policy_name

entities from policy_name
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+ 1AM Access Analyzer 2L T, PO AT IVTAETAICESVTIRDIEHERUS —ZERT
2
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D—O0—R&@F, F7UT5—232 0NV 0TI R7OLALKRE, EDSXAMERRE#FETIVY —
AXI—RDE 1Z|SGDL_6:‘C@'° J—20—RIZIE, Amazon S35 F—REHAMBD U IIT AN
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1AM Roles Anywhere 2L T, NTUYIOF—A2VTZARNZUF ¥ (PKI) A5 X.509 FEERE
ZFEALTO—270—RO—BENZ AWS SRRIEHRZV VT ARNTEEXRT,

« AWS AWS STSAssumeRoleWithSAML APl ZFUO'HE L T, AWS 7HJ > N ATERESE NI-HE6
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SIEHREVIVTIARNTEET,
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ENEIAPASISONTIT =02 (UWT) ZEALTO—o0— RO —EH &% AWS REEER
ZUODITARNTEZERT,
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