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« user_name & Iz|& group_name F7-lF role_name /=l policy_name FI- &
identity_provider_name

* access_key

* add user user_name to groups. F/=lF add users to group group_name

* remove user user_name from groups

« delete user_name EIz|F delete group_name., &% \\(& delete role_name. &% \\i&
delete policy_name. & % \\l& delete identity_provider_name

* manage access keys user_name

* manage signing certificates user_name
* users

* manage MFA for user_name

* manage password for user_name

 create role
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* password policy

 edit trust policy for role role_name

* show policy document for role role_name
« attach policy to role_name

* create managed policy

* create user

* create group

« attach policy to group_name

+ attach entities to policy_name

+ detach entities from policy_name
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aws iam create-group --group-name east_coast

=AY TRE, AR RIAVICRDBEDICBIEH—ERAASOL AR AN RTENE
ERD

{
"Group": {
"Path": "/",
"GroupName": "east_coast",
"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T721:02:21+00:00"
}
}

3. LTI Cd1—Y—ZzEBMT2ICR’. ATOONY REZEALTIIN—TEEI—H—
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"Users": [
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{
"Path": "/",
"UserName": "johndoe",
"UserId": "AIDAYBDBW4IBXGEXAMPLE",
"Arn": "arn:aws:iam::552108220995:user/johndoe",
"CreateDate": "2023-09-11T20:43:14+00:00",
"PasswordLastUsed": "2023-09-11T20:59:14+00:00"
}
1,
"Group": {
"Path": "/",
"GroupName": "east_coast",

"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T21:02:21+00:00"
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COFI—RNUTILTE, BRTHINIHZTILOFT AV~ ID 111111111111 ZfF
BALET, BMWETHIONIDZFERALTLKEEZY, FALTVWSDT7HI N ID A ESD (
111111111111 %5 &) OB A, IAMTHLUWO—I)LZERITDERFETEEL A,

HESTE, O—-I)Zz51EZHF5 00, AE ID XZERFEE (MFA) BXEH VY EFEA, Ch
SOATIAVIFBERLTVWEVREICLTEEXRT, HFMICOVWTE, TAWS TOZEFHF
if (MFA) OfEA L ZBL TS EEV,

9. [Next: Permissions] (R\: 7 VL AFFH) Z:@RL T, TOO-INICEET AT IV EAFITZE
ELET,
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10. RBIICHERLUERD S —DBICHDZF IV IRY VARBIRLET,

ON =2
[Filter] (7 4 JL&X—) T, [Customer managed] (B AR —EER I —) &ZiBIRL TV
ANZETAI)EZ—0EBL, BOTHERLERVD—OZENEENDIELSICLET, ch
oKV, AWS FERL RS —HFIERTRICHEY, BEBRIS—ZRDOT20OHNE
BIZBYETD,

RIZ, [RIN]1 ZBIRLET,

M. (723 ZT2F—NJ)1—ORTELTFTRYFLT, XEZF—X%=Z0O—)LICEMLE
T IAMICB TR Z2TOFEAOFEFEMICOVWTIEE, TIAMDUY—A0ORTFT, #8BLTLKE
=L,

12. (F7°< 3 >) [Description] (FtBA) (Clk. FTLLVWO—JLOFHBEEADLET,
13. O—J)LZ®HEBL 5, [A—IILDEK] Z:BIRLF T,

O—)®JARNT, UpdateApp O—ILARRENET,

T, O—)ICEBOERFTHS Amazon VY —AZX—LA (ARN) ZEELZTAIEVITEE
Ao FTROYN=TAZ—OQOI1—Y—IIN—T0ORI>—%2ZBEITDIEE, TIOCLAFTEHTE
RIERTZHLHOO—I)ILDOARN ZEELE T,

UpdateApp ® ARN ZEI189 % (ZIE

1. IAM V=IO FES—>3a > RA4>T[Roles] (A=) &ZVUYILET,

2. O—=J)I®OYUANT, [UpdateAppl O—ILZBIRLET,

3. FHRA O [Summary (BIE)] 0> 3> 7T, [O—J/LARN]DEZIE—LFT,
Production 7HADJ > NOT A2 N ID A 999999999999 TH B -8, HO—J)L ARN &

arn:aws:iam::999999999999:role/UpdateApp £EHB W E T, ABBRBRATHU KT
&, EBEOAWS TAHORNIDZIBEL TS EEZL,

CORRT, XEBRBATHIONERREATADVY NEOEEANRILEAEL L, TOLHIC
k. BRATHO N EEEENLETVINILELTEBNTZO-ILNEEXERBRATHO MIE
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MLUET, £, UpdateApp O—ILICHINBEZAZ I —H—HNAEETTEDIHNICOVTEERLE
L%,

R, I—F—IN—TOT VL AFTLEELET,
O-LICT7 O eAFAZ2RAETS

COBERTIE, Testers & Developers D 1—HY—TII—TOXN—=ICEWVWThE, BEBRTHD>
NTBHRICTZVT—>3 &2TANTEDTIORAFANGYEST, O—ILOYYEZXEZHFT TS
TOEAFAZEMTDICE, COBERZRFIEICK>TLSEETL,

UpdateApp O—J)LICtIBX D&% HA 5K SIZ Developers 1—H—J )N —T%2ZLET3IZ1E

1. BERBAT7HIAOEEBZEELTHA AL, IAMOVY =)L ZRHEET,

2. [A—Y¥—)—7"]. [Developers (BFE)] DIEIZRIRL £,

3. [POEARHFMZET%#ERL, [TV AHFTOEBMZRZBIRLTAS, [1TA RIS —0FE
K)ZERLET,

4. [JSON]R7&EIRLET,

5. RORDVI—AT—RX NZEIMUL T, Production 7H7D > h® UpdateApp O—I)LICE T
% AssumeRole 79> 3> &HFALET, £ Resource EED PRODUCTION-ACCOUNT-ID
%, Production Z7HJRNDEBRO AWS ZFHDORNIDICEELTLSEZTY,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

Allow T7 T2 N&, Developers 7' )L—7°A" Production 7 A > k® UpdateApp O—I)LICT
DEATBEZHRNICHFAILET, EOFROYN=HNOO—IICTI9EALELSELT
ERBILET,

6. [RUS—DHFR] ZERLET,
7. allow-assume-S3-role-in-production ZEDNZEEANLET,
8. [Create policy] (R —ZER) ZEIRLET,
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FEAENRETIE, ROFIEEFESEHV)EFBA, =1L, PowerUserAccess 7V AT &2 A
LTWBBE, JIL—T L >TRHRAO-IILNEZGNYEBRADZENTEET, XROFEGE. O—IILZz5E
ZHBDENTERVWKRSIZ Testers TIL—TIZ "Deny" PO EAHFTZEBMTEHEERLTLY

F9, OPEEORETLOFIENBELZVESE. EMLAEVCEZEE#HHLET, "Deny" 7ot
AFAZEMTDE, PUOERAFAOLBEHNERENF EMICKY, EBLIS<KAEYET, "Deny"
TOEAFAR, ICEVAT a2 BVEEa0HMEHALTSEETL,

UpdateApp O— L ZS|ZEH< OO TV EAFAZERITDELDIICTAZ—1——TI—T%2Z%
BEIBICE

1.
2.

[A—H—TI)L—7"]. [Testers] DIEIZEIRL T,

[ZOEAFURTZBIRL, [PV CAFTOEMZZRLTAS, (1 F4 RIS —0FE
H)ZBIRLET,

[JSON] 2 7 %8R £ ¥,

RDR) D —ATFT—R X REEML T, AssumeRole O—)LICX 9 % UpdateApp 703
VEIEBLET, 47 Resource EE M PRODUCTION-ACCOUNT-ID % . Production 7 Hh >
RDEBOAWS PHOKRIDICEELTLSEZL,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

Deny T7 I ¥ Nk, Testers 7 )L—7°A" Production 7 A > K® UpdateApp O—I)LICF7 U+
ATBDCEZHRHICEBLET, TOO-MNICTIEALEDSETBRTAE—E. 7UOtAE
BOAYE—DZFEN)ET,

RS —0WHER] Z2BRLET,

deny-assume-S3-role-in-production XS B HFEZAHNLET,

[Create policy] (RS —&ERK) ZIBIRLE T,

—n T, Developers 1—H—%')L—7"I&, Production 7 7> K® UpdateApp O—I)LEFER TS
EFOOTIVEAHFAZFEODLSICKEY ELE, Testers I—H—4)L—7I&, UpdateApp O—IL%
FERTEEREA,
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RIZ, FRAYIN—0 David ' AEZRBAT V> MO productionapp /NTY NZT O EATS
FEICODVWTHBLET, David ik, AWS Management Console, AWS CLI, E7 Ik AWS API A5
NTYRNZTOIOELATEERT,

O—)ILZdWBRATT IO EAZTANTS

COFI—RNUTZIORAND2ODODATYTEZRET ULERKRT, AEREBATHUV MDY —
ACHITBIT IO EAFAZNFETHIO-IIIGVET, &, BRATHVNIE, T0oO—
NZEZFERATED 1Y —THEBRENEI—HY—TI—TEHYVET, CORATY T TR, AWS

Management Console, AWS CLI, 8 & AWS API OO—I)LADOEIYEXIZOVTHBELET,

/A Important
O—)ogyEZE, IAMIA—Y—FKEE7IFL—FT14Y RI-HF-LTHIM12L
EBEICOATEETT, 52, AmazonEC2 1 VARV AZBEBLTTF IV r—>3> %
RITIRE, TOTTVT—232B3FOAVARATO7 74 ) 2BLUTO—)L%Z5|&
BHZCENTEXRT, AWSTAHIRDIL—RI—H—&LTHAZA/2LTVREE
IZ. A=)zt EBERADERFRTEXRLEA,

O—)ogiyEx (A>Y-—I)

David A" AWS Management Console TAEZRBAREZRIETDIHLEN HBHFEF. [Switch Role]
(A=Y ER) ZFERITBZCENTEES, PTHIORIDEFERIAVTAEO-IINBZERE
INFE, David D7 I AERIE, O—IJLICK >THAETATVDEDICESICHYIYEDY FT,
RIZ, David @Y —I)I%ZFEBAL T productionapp /N7 Y NZRETDENTEEFTH, &
BAREOMODY —AF—BRETEEEA, David A¥O—IE2ERAFIC, BERAT7Z7HOMON
D—1—Y%—TOtEAFUEFERAITZI_ERFTEREA, ChiE, BARFICBMICTED T I EAFA
DEYNE1DODOXATHDEHTT,

/A Important

AWS Management Console Zff2 zO— )LDV E X E, Externalld Z4EEELEVT
NIV TOHRMELET, LEAE., PTHIUMOTIEAEZE=EICFSEL, 7O
T AHFAR) S —0 Condition EEIC Externalld BRI 2 ELET, TNHE. F
=FZIFAWSAPI FLEGEOAN D RZA Y= ZFEALTOAK, BEEOTHIONIT D
LRATEET, F=%F Externalld DEZBETEAWVWES, IV I EZFRHTESE
BA, COFUFADOFEMIOVTIE, TAWS VDY —ZANDT IV AEZEF=ZICFET
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PEEIANIDZFERATRAE EFIUT 47074 ® "TAWS Management Consoles &
KU TAWSADQIVOATHIO U RNT O EAZBMNCTDFE ZSRLTLEEZV,

David # IAM T [Switch Role] (A—IL O EZ) R—JICBBTZ(CE. 2 2OEENFHYET,

David FERERENLEO-IN O EBAREZE TV VZ2EEENSZTTRYET, U2 IR
A= OEK] 74— ROBER—, FEFIVOATAD MO0 [A—-IIOHE] R—D

EEECIRMHENETT, COVVIVZERTZE, [O-ILOYPY BRI R-DICBBLET.

DAR—TIZIE. [Account ID (FPATY KN ID)] & [O—ILE] 71— KAFTTEAAETATL
%7, David i&. [Switch Roles] (O—/LOYIV &%) K22 &ERTBEHFTT,
BEEEA—ILTYSIEZELERAN. RDVIC [Account D (FHIY K D) BES LT
[O—LE] DEEXELET, BEELYELIZ R, FEY REEDTETOBEEANTIHEN
HYET, ChEXOFIECRLET,

O—LZz&Y)HT3ICE

1.

David l&, AEA1—Y—JI—7T0BEDOI1—H—%FEH L T AWS Management Console (=
YA A2LET,

EEENFI-Y—CEX—ILIBIVIVZBRLET., chiZkV), David I&. [Switch Role]
(A—LOPYNBER)R—JIZBBENET, COR—JIZE, PHIOKNID, TAVTR. &
FOO—LEBBEHEFITICADETRATVERT,

-FEE-

David &, 7ES—23a>oN—0I1—H%—F (ID XZ1—) &i#IRL TH S, [Switch Roles.]
(A=) &Ex) ZBRLET,

David A" C D 53 T#% T [Switch Role] (R Y FOA—I) R—JIZT VAT R2ERF, ¥1E
T Ot ARA® [Switch Role] (A Y FO—II) R—IHFRRENET, cOXR—I T, O—J
ZHNVEBEATAWS THIUN 2EICOED VY —REZEBTEDRSICTRHEICOVTO
EBMEHRARAENET, David ' OFIEDEY ZZTTBICE. ZDR—T O [Switch Role]
(A—LOPNER) REZZBIRTDIULEN HYET,

RIC, O=IICTOEATS=HIC, David I& Production 7> b ID HS (999999999999)
BRUPO—ILE (UpdateApp) ZEANTRDHENHVET,

FlDavid &, BEIAMTTFZIOT47580O0-)E&, BEITZ TV EAHFAEZE-_RIILE
WEEBZATVET, COBERZEHTSDHIZ, [Display Name (RT-AB) TFARRY A
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TPRODUCTION: EABL, FEOFTS 32 %EIRL T, [Switch Role (A4 Y FO—)L)] %
BIRLETD,

4. N T, David & Amazon S3 OV —J)LZFERAL T, UpdateApp A— AT IV AFAZH
DNTYRBED)Y —AZRETEET,

5. RT¥2E. David BTN T U ELAERICEDCENTEET, TOLDICE, FEF— 3
> N—0O—)L&RE [PRODUCTION] (FOX 233 >) #ZIRLTH S, [Back to David @
111111111111] (David @ 111111111111 IZFE3) 2BRL £,

6. David AXRENICO—ILICEINEZRZDLHIC, FET—> 32 /N—0 [Identity] (ID) X Z1—7%&
RF¥B&, PRODUCTION I RUABIEIASZEDERKRICHE>TVWERT, TOI MU ZERY
BETT, THD M IDEO-ILBZBANTREAL, I<KICA-LICHYBERD LN
TEXY,

O—J)LDEv) & X (AWS CLI)

David "N Y RS AV TABRBREZRETILEN HDHBE. AWSCLI ZFERAL TV E
ABTSENTEEXRT, aws sts assume-role AN REZE{TL, O—J)L® ARN ZEL T,
FTOO0-LO—KHNEEFIVTAFTEERRZEBLET, RIC. REZBRTETNS OFELE#HRZ
BREL, TNURERO AWSCLI ON Y RA, O—ILOT7 0t AFAZERALTEETDILSICLE
¥, David "O—IZERAFIC. BRATHIOMOND—1—H—0EREFEATDIEEFETESE
BAh, chik, —EILBMICTERTIOEAFTOEY NE1DOHKTHBEHTT,

IRTOT IV EAF—ER—DOVRHICTEY, RRICEFZOISICHEATEZVIEIEELTL
EEW, SAT7TREQEYBEICEERITILEEZL,

O—LZz&Y)HT3ICE

1. David ANV RZ7OVFRNI4 2 ROERAE, ROIN REEFTLT, AWSCLI 9547
RABELTWVWAEERIBELET,

aws help

(® Note

David ®7 7 #JL NERE T, David ANV RTHERLEF7FIILN07O7 714
N5, aws configure 1—H—FFEIEHEFEALE T, FMIC OV TE., TAWS
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Command Line Interface 1—*%—7j4 Ry ® "AWS Command Line Interface M &%
IH:EO d E%&?ﬁb1< rlfé \I\O

2. David @FXOONY REEFLTO-LOYYEZ7OLRAZHBL. AEEBRT ﬁ?/hf
UpdateApp O—JLICYIWEAE T, O—IILZERL-EEEN S, O—J)LO ARN ZEIEL
Lo ONVRTER, Y23 RERHIIMEBEHYET, 113’i/53Z/?§LZL14{i§095:4=5(
NZRBIRTEXT,

aws sts assume-role --role-arn "arn:aws:iam::999999999999:role/UpdateApp" --role-
session-name "David-ProdUpdate"

HAOLLREADEDSICRRENET,

"Credentials": {

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",

"SessionToken": "AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIJx9tQqNMBEXAMPLE
CvSRyh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOOEXAMPLEM] 4wxSQ4L/
UZEXAMPLECihzFB51TYLto9dyBgSDy
EXAMPLES/
g7QRUNZp4bgbEXAMPLENWGPY0j59pFA4INKCIkVgkREXAMPLE j1zxQ7y52gekeVEXAMPLEDiIB9ST3Uuysg
sKAEXAMPLE1TVastU1AQSKFEXAMPLEiywCC/Cs8EXAMPLEpZg0s+6hz4AP4KEXAMPLERBASP
+4eZScEXAMPLEsnf87e
NhyDHg6ikBQ=="

"Explration": "2014-12-11T23:08:072",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE"

}
3. H® [Credentials] (FREEER) 02 a v IliEk, 3 DOXAERBBIRRENET,

* AccessKeyId
* SecretAccessKey

* SessionToken

LBOMUOBLTINSONTXA—2%ZFRAT3ICIE. AWSCLI IREZRETHIHXEN HVE
o RHIBERMERETDETETTERFZEDEM-COVTIE, TAWS Command Line Interface
DHFREL ZZBLTILKEZV, Y23V =02 0BBZYR—ILTVEWEZS, aws
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configure ANV RZFEATHICERTERRA, EEL,. REV77AINICFHTERZASD
FTRENTEET, ChSEEVWHRIAEBHNEV—RNEFEEREOT, RENOIN VR
SAEYI A OREBEICEMTDION REBFETT,

4. Davidld, REICI DDEZEMTS 1, BIOATY7OHAZLYEY, XOOX RIZE,
WG ET, v 2 a>o =0 HEI0RTORBICRRTEESD, 20T EBETHFARNITA
X—THYEY) EBEYFITEITVET, CCTRDLDHAIRIKTZILEHICHITLTRREATY
FIN ATORVXEIELTANTRIHRENHYET,

(® Note
LTOHITIE Tsety NREZHEER TS -HNOIN REBZE2TLS Windows IRE
TEESNEIONRZRLTVWETD, Linux £zl Mac O E1I—2 TR, KHYIC
Fexporty ANV RZEFEALET, cOBICBT2MMOEIBRIEEITNT, 3 2NIIRETEHE
MTI,
Windows Powershell Y =)L O ERSEZQOFHMICOVWTE, IAMO—ILA A0 EX
(Tools for Windows PowerShell) 25 8B L T & L),

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIIx9tQqNMBEXAMPLECVYS
Ryh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOOEXAMPLEM] 4wxSO4L/
UZEXAMPLECihzFB51TYLto9dyBgSDyEXA

MPLEKEY9/

97QRUKZp4bgbEXAMPLENWGPYO0§59pFA41NKCIKVgKREXAMPLE j1zxQ7y52gekeVEXAMPLEDiB9ST3UusKd
EXAMPLE1TVastU1A@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZSCEXAMPLENhykxiHen

DHg6ikBQ==

COBRBAT, XOOAX RIEFEVWTFNINE, ChSsOFRIEBRICEK>TEANSNEZO-ILOTIOEAR
HRTRITENE T, David DFEIE. UpdateApp O—ILTT,

5. Production FADORDVY—=RIZTIVEATEHIAN REEITLET, cOHITE,. David &
ROARREFERALTSI/NYY N TOYO—ERZRLET,

aws s3 1ls s3://productionapp
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Amazon S3 /N7 Y NBRHABICIZ—0UTH2LEH,. \TYRNEFREITZTHINID ZEE
ITRIREBRFHYVEEA, TOMO AWS H—EADQOUY—RIZTIEATDICE, TODUY—R
EZRIBDLEHICHERIV REBXICODVTRHRE TN TVBIRRYT—EAD AWS CLI ® R
FAXRZSRLTLEZY,

AssumeRole (AWS API) 0§ F

David k. A—RASKEBREBRATHI N EEHIDILENH DB S. AssumeRole ZHTH
L. UpdateApp O—ILZWMEBLET, cOFTELIE, David " EREEBRET7HINIHS
productionapp N7 Y NCT7 VAT B LEHICEATE S —BNARIEHRZERLET, s

DREEEHZEEAL T, David Ik productionapp N7 Y NZEFH T2 APIRUOHL&ETS &N
TEEY, LEL, EBAT7HIMNOND—1—H—TIOAFAZFE>TVTE, XEXRBAT
NI RODMDIY —RAIZTIOEATDAPI =)L ZTSCERFTERE A,

O—)LZz&lV)HETBHICE

1. FAEY R, P7UVT5—>3a3>0O—#HEL T AssumeRole ZHUOHLFET, 1—H—
l&. UpdateApp ARN: arn:aws:iam::999999999999:role/UpdateApp LIEET B HEAH
HYET,

AssumeRole ' LA S ML AR AICIE, AccessKeyId & SecretAccessKey 22—
ROBREREHRIrEENTVE T, T, RIAMEFHROBVHRZ T Expiration KFEEESR
nTHY, HLLFEIHERZV VIARNTBIREN HYET,

2. —KWAFEIEERZFEAL T, FM1EY RiIE s3:PutObject BO'H L 21T
W, productionapp N7TY RZEHFHLET., 1—F—F, AuthParams NZX—R&L T
APl FO'H U ICFRRERHZEL £ T, O— )L O —BM&ERAIERIE productionapp N7 Y I\
TOHABNBRVEBEZIAKGZERAOT IV EATH2 12, XEEBRAT AV NTOHDOT
>avRERENFET,

O— ROBI (Python Z4EMA) (D WTE. TIAM O—JL (AWS APl) OV &%, 23R T &
Lo

BEVY—A

« IAM A—H—E1—H—F)—7OFHM-DVTR, TIAMID (1—H—, 1—H—45)L—7.
O—Jl)) 22RBLTLSEZL,
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« Amazon S3 /N7 Y N OFEMIZ DWW T, Amazon Simple Storage Service 1—H#'—744 RD /X
TY RDERL ZBRLTLSEZV,

- FBHEY— (BRETEIMEBELETHIOMNACHBZTHIONOTV I NLICO—)LZE]
EZFRTIORAEN BN ESHICOVTIE, TIAM Access Analyzer £ ld ) ZZRBLTLKEE
(A

Ey )

CMATOOARATHIVNAPITIOEADFI—RNITILFERTLUELLE, fIOTHO MEfEREZ
BEIZIO-INZERL., BEENLEIVTFATANRTTEDTOa v EERLE L, RIC,
EOIAM 1I—H—HFO-IILZMBTEZION ZHBITBDIN—TRI—ZEELEL L. TORE
R, BART7HAVMOFROYN—, —FHNEREEREERAL TEAEBRBAT7T LV MBS
productionapp /N7 Y R E2EFHITBDENTEEXRT,

AMFI1I—KRUTFTI: GUHBTOHARN—BEEBRI)—OERE
FRYF

COF1—KNUTI T, AWS Management Console ZFFAL THAZN—EBER) Z —&EK
L. AWST7AVN OFXRTOIAM I—H—ICTFRYFLET, ERTBIRUS—TR. IAM T

ARNI—%—IZ, AWS Management Console ICB#EY A A $5m+:MUERT IV EAF T2
5L%7,

COD—U070—C320EEXNBARATY IHFHYYET:
ATY T 1. R)S —BRIEKT D

T7ALRNTRIAM I—F—IC@T IO EAFARHVELA, I—F—REFHFITENhDE
T, AWSNEXIXRAVY=INWICTOEALEY, TOHROTF—RZEEBLEY TR LR
TEEHA. CORTYI TR, PRYFENEI—H—ICAVVY=IANOHA A %FAT
BPHARN—EBBRIS—ZERKLET,

ATVT 2. RIZ—DFRYF

I-¥—CRUS—ETRYFIBHE, I-¥—RRUI—CHERTSATLBEIRNTOT
URARBREMELET, CORTYT TR, FARNI—F—LHLWRUS—2T7RYFLE
¥,

A7 Y7 3 I—Y—FUEADTAL

RID—=HFFERYFENDE, Y- LTHIM42L, RUZ—ZTARNTEEXT,
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AWS Identity and Access Management

Q—H—H1 K

IR S

COFI—RIUTILIODATY T ZRTITRICE. LTZHF>TVBIHENHYET:

s ERET OV EAHFUEZEDIAMI—H—LTHASA A2 TEDANS THI N,

BT O&S BERELEXS/N—2y THBEUETSATOEVF AN IAM 1—H—,
[User name] (1—%—%R) [Group] (Z'IL—7") A

PolicyUser <IL> <ZL>

ATYT 11 RIS —ZEKT D

CODATY T THERTZIHDAEZIN—EBEBRIS—Tlk, FEYFEhiI1—%—IC, AWS

Management Console [C A2 A2 LT IAM TF—RICT VAT BHHBERT VAT 2

BEL&EY.

TARNI—H—ORID—ZHERTBICE

1. BEEERZF DI —%MEHL T, https : //console.aws.amazon.com/iam/T IAM 1> Y —

WAL LERT,
2. FETF—=23URADT, [RUI—]ZEBRLET,
AVTIRAUT, RIS —OER] 2BRLE T,

T CcOTFANZ[UJSON]RY JAICEERTET,

{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Action": [
"iam:GenerateCredentialReport",
"iam:Get*",
"iam:List*"
1,
"Resource": "*"

3]
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5.

6.

R —DREERICERENCEFIVTABE, I5—. FEE—BRNBEBEEZHERLTH

5. [Next] ORN\) ZZBIRLF T,

(® Note
WD TE [Visuall & [JSON] TF 4 BA TS 3> U BR B ENTEES, 1L
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ZEERLTED A7 ITFARICEDETHRENTDCEN B ET, FMICOVWT
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ATYT 2R —DOTRYF
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IAMI>TATA4Tlk, I—H—2T74I)NE2ZV 09247 a>zERLET,
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H—EA%ZHR—NT2 ABACHERETDEZBIRLET, XRTICEILKRIAEZYR—NT
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RTdE, TOBMNAWS THREOTVIONIICERAEhET, TOHE, ABACZFEALT,
NSOBMICESVTTZ IV AR T Z2HFIFELFERTEELET, SAML7IFL—FT1YRIDTO
v a RIJ0ERECOFI—NITIILEDEWZOWVWTE, "TIAMFa1—KUTJL: ABAC T
SAML v > 3> &0z ERAT%51 2B LTEEL,

IVSZTIIBRCRMERIEF—LD A /N—IE, [Pegasus] £ & [Unicorn] DWTFhh DT
OIORIEMLTVET, ROIXFOTODIIVNBREF—LRTEZRBIRLET,

* access-project =[Pegasus] 7O IV NDHFAE peg

« access-project =[Unicorn] 7O T U MEEE uni
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« access-team = MERIAF—LDIFEWR qas

T, DAZLAWS BRLAR—RNEBMICTSHIC, cost-center JARNEBES XTI EERTS
cEEBIRULET., FMIC DOV TIEE. AWS Biling and Cost Management 1—H%'—#4 K @ [OJA b
o200 FER 2B EEV,

FESHEOHE

- EEF., 1—Y-FAEHREFERAL YA (4L, F—AEZ7O T2 M0 IAMO—)L%5|
EZHET, 2EICHMBEO IDATLANHZEEEF. REEN IAMI—Y—HXLTO—-I)lL%Z5 &
BB ENTERELSICTIFL—3AVERETEET, FMICOVTRK., TIAMFI1—h
)7 )L: ABAC TSAML v > 3> R2TERAT2, 25RBLTSEETL,

e INTOO-NICEURIS—HFTFTERYFEIhET, 773k, RTICEIVTHATLEEIE
BENhZFT,

- REBER, O-)LICBEAThZELRTZEVY—RAICTRYFITREAICRY., ILLWIY—R%E
ERTEEXET, chickl), REBFERBICVUY—RAZRRTEEXTT, EEEEF, TLLWUY —
ANDARN ZFERAL TR —2EHIDIMBEN BBV ELE,

s REBWEF., 7OIIVNCEELRL, F—ANFRETD )Y —AEZHAWMBENTEET,
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- IAMEEERG, ILLWOIIONIHLVO-IILZEMTEERT, HLL IAM I—H—Z /K
LTRIFEL, BUIBO-IANDT I LAZHAATERT, EEERF, HLLWIODIIRKL
BF—LXN—ZHR—RNITRLEHIIRV —ZHETIHVEZH)ELEA,

COFI—RNUTILTE, FVY-RIZEITFEFL, Z7A2 o NO—-LICRIFHFLT, 8l
ROBEZFN TSRS —2O0—J)LICEMNMLET, HRELTEShBRUI—TRRO-/
Create, Read, Update, & &UDeleteld. AU7OP IV RNRITEF—LERITNFIFHsnizl
V—AANDOT VA ZHFALET, CcORII—TR, BUF—ATERIFHENEIY—AICHT
2V0A7O2IYUNRead PO EREHFTENET,
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COFI—RUTLOARTY 7ERATHICR. ATFER > TVIRENBYET:

« BEBET OV LAFAZZF D>I—HY - LTHA A TEDAWS THI N,
« ATV 3 TO—INEERTHIEHICFERATD 12MOTHI K ID,
AWS Management ConsoleT AWS 7HJ > N ID BEZHEIT DI, TES—>a>N—nha

LB [HR—BF ZBRLTHS, [MR—bEVE-]ZBRLET., EAlOFET—>3TR
AT NHO2 RES (ID) A RRENET,

aws

- Services v

Support Center X

Account number: 123412341234

- AWS Management Console T® IAM 1—H—, O—J)L, RUZ—OEREREOER, 12
L. IAMBE7OLANREBICHR—MBELZFEESE. COFI—-—KJUTILTRE, RATYTN
AATY7TDOFIERSRBTED UV EBRBLET,

ATY7T 1 TANI—H—ZEKRTD

TANTR, LRI TO-L%25|ZZ2HDTIOLAFTZE D4 AD IAM I—H—ZERLF
o chiZkY), F—ALI—HF—2Z2zEMLXI<KBZYVET, I—H¥—-ICxTztrde, 1—%—
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1.

FOEHIZ, ROADARI—EER)S —% access-assume-role EVD BRI THERL E
To JSSONRUSD—DEROEFEMCOVWTIEE, TIAMARUS —0ERL Z5BLTLSEEL,

ABAC RS —: IXTMH ABAC O— /L2522 F2H. I——-—cO-ILEINF—HI 258
D

RDAR) D —TlE, I—Y—I&, access- BEIIL 71V IOREREIDTHINAOEED
O—)%z5|EF 32 z2HFTLET, O—JICEF, I—F—EBALZ7OSIORN, F—L4L, &
KU AANEVR—BRITTRIFHITIHLENHY)ET,

CORIVD—ZFEATBRICRE., 1 ZVYIEOTL—ARILI—TFAREEERDOTHIV N
BHREBEMAET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TutorialAssumeRole",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::account-ID-without-hyphens:role/access-*",
"Condition": {
"StringEquals": {
"iam:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",
"iam:ResourceTag/access-team": "${aws:PrincipalTag/access-
team}",
"iam:ResourceTag/cost-center": "${aws:PrincipalTag/cost-
center}"
}
}
}
]
}

COFI—RNUTILEZEROI—HY—ICAT=ILT2ICE, RIUS—%2TIL—TICTFTEYFL,
FE1—H—=J)—7ICEMLET, FHEICOVTE., IAM I—HF—JI)L—T DERS KTIAM
IN—TANO1——0EMEEIBRESRBLTLSEETV,

LT®IAM 1—H—%4#R L, access-assume-role 7V ZAHARIS —&T7RYFLE
9. [AWS Management Console NN 1—H—F Iz AZRH] MBIREhTWD Z & Z2#R
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THS, RDRTZEBMLTLKEZV, ILLWI—F—OEREZTFTOFMCOVTE,

"IAM I—H—0ER (V)L ) 1 ZZRLTLSEZ L,

ABAC 1—H—

[User name] (1—%—%R)

access-Arnav-peg-e
ng

access-Mary-peg-qas

access-Saanvi-uni-
eng

access-Carlos-uni-
gas

1—%—27%—
access-project
access-team
cost-center
access-project
access-team
cost-center
access-project
access-team
cost-center
access-project
access-team

cost-center

ATYT7T 2.ABAC R —ZEKT S

d1—%—%7J{E
Peg
eng
987654
Peg
gas
987654
uni
eng
123456
uni
gas

123456

access-same-project-team EWSHFNDRDRI D —ZERLET, CcORUI—F, DA
TYZ7TO—ICEMLET, JSSONKRUZ—DEROFMICOVWTE. TIAM AU —0ERKL &

ZRLTEEL,

COFI—RIUTLNICERTERZOMHORIZ—ICD2VTE, UTOR—JEZSRLTKEE,

c IAMZ U2 NILADT 72 A0 I
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« Amazon EC2: 7O LB XV AV =) TIA—H—NRITFHFENEEC2A AR ADEH
PELEHTTS

« EC2: — I BTV INLETEVI—ARZTICETVTA VARV AZRBELEEFLTS
« EC2: BT ICE KAV ARV ADRBE L FLE
s IAM BEQR TV Z2H DO0-I)LZ5221T3

ABAC R — U NIEVY—ARTHN —BT BIFEICDH Access Secrets Manager ')
V—RACTO12ATS

RDRYSD—TlE, VY—ADER, ZHEVY . WE. BIRZTIVNILICHFTLERTH,
ThSsOUY—ARICTVINLERBUF—EEBORTHFZITHFHENTVBFZEICRYET,
TODINAHFII—REERTREEIL, TV NILORITIZ—HRTBEZFDaccess-
project. access-team, &KX cost-center XTZEBMITBIHBEN HWET, ORIV —T
&, A7°>3>® Name £ I& OwnedBy T DEMEHFATEhET,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllActionsSecretsManagerSameProjectSameTeam",

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",

"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:ResourceTag/cost-center": "${aws:PrincipalTag/cost-center}"

},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"access-project",
"access-team",
"cost-center",
"Name",
"OwnedBy"
]
I
"StringEqualsIfExists": {
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"aws:RequestTag/access-project": "${aws:PrincipalTag/access-project}",
"aws:RequestTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:RequestTag/cost-center": "${aws:PrincipalTag/cost-center}"

"Sid": "AllResourcesSecretsManagerNoTags",

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

"Sid": "ReadSecretsManagerSameTeam",

"Effect": "Allow",

"Action": [
"secretsmanager:Describe*",
"secretsmanager:Get*",
"secretsmanager:List*"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}"

"Sid": "DenyUntagSecretsManagerReservedTags",
"Effect": "Deny",
"Action": "secretsmanager:UntagResource",
"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {
"aws:TagKeys": "access-*"

"Sid": "DenyPermissionsManagement",
"Effect": "Deny",
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"Action": "secretsmanager:*Policy",
"Resource": "*"

CORYS—TITISE

« AllActionsSecretsManagerSameProjectSameTeam AT— KX N, UY—RARIH T
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ARL—=23a2ZEMTEEE. TOTIAVEAT—RAVRNIEBNTZIHEEHY) FEA,
AT—=RXY RN, 320&%HBT7OY IV ZEALTABAC ZEELET, UUVITANE, 3207
AY 23NXTH true ZIRFTBEICOKIFTENET,

c WEENLEZTF—HFVY—RIZELEL, TOEATIINLORTE—BRTRIER. 0O
AT—RMAVNORAOFHETOY Vi true ZBIRLET, cO7OY I, —BHLEWVWRYT,
FERVY—RARIFHZEHYR—RNLTVEWT I3V ICHLT false 2 BLET, 207
AY 9 THEAETAhTVEVWT O3 ICDO2VWTE., TAWS Secrets Manager O 792232, 1
V—A, BLRUEHKF—, Z5RBLTLKEEV, COR—=D K, [Secret] VY —ARA T TE
TENBT7 U232 N secretsmanager:ResourceTag/tag-key ¥ —%ZHKR—KL T
WBZEZRLTWET, —F D Secrets Manager 7 7 3 > Tk, GetRandomPassword ¥°
ListSecrets B&E, TEDOVY—RARATZHR—KNLEBA, ChESDT I IAVZEFHFITTS
IZiE, BMOAT—MX NZERTIHLENf HYET,

- 2FBHORBHT7OY IR, VIIARTEENLEIRNTORITF—HFIBEEhEUANIEEN
TVWBHBEIC true ZIRLUET, Chik, StringEquals RHEEFEL EEIZ ForAllValues
EEALTITODIAET, F—FLEF—0EY hOYTEY N EEhBVHE, £HE true
ZRLET, ChiZkVY, UVITARNTRIZETEZFHALZWV Get* ARL—2 a2 AH
BEICBEYWET, VDITIRRICVANIBVRIF—NEENTVRIEES, &4 false ZIRLF
T, JIOTIARTEENDIXNTORTF -, COVARARNDAN—E—HITRIHENHYE
T FMICOVTR., "TEFECITFANF—1 ZZRLULTLEZV,

c 3BEHOZBGETOY IR, VOTARNTRIDSFELFYR—RERTVBES, 3 2FXT
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ETIDINIUDZOT O AVORTEHAATBIMORIS —KYEBEEINET, C
niCkY), BERULBWVERNFELUD AN B ET. RANTZI9T1RELT, ARW
BIEBE, TOTIIVEHATIRAF CVEESCOAFEALET., ThUADIFE,
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AFATENET, 1—HF—&LTHA/42L, ELVWO—)LZB|EZF, Secrets Manager TF ¥
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BI1—H—ELTHA AV ULERRICLET, TAMIEK, 750V 0OEBEV 1 RUELE
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1 > L. https://console.aws.amazon.com/secretsmanager/ T Secrets Manager 122V — /)L % B
2FT,

access-uni-engineering O—/IADQYIWEZ EZRAET,

CODARL—2a&, access-Arnav-peg-eng 1—H—8 K access-uni-
engineering d—JL T access-project KU cost-center ATEN —H LBV EHEAEK
LET,

AWS Management Console TOO—JLOHIV BEZOFMIZDVTR, "O—-J)Lod EX OV
V=) #BRLTLSEZL,

access-peg-engineering O—JLIZYIVEAXE T,
DToEREEALTHLLVS —JLY NZ2RTFLET., >— VLY RNERFIDFEILCDOVT

(&. TAWS Secrets Manager 1—H—H4 Ky © "EXNEI—TOL Y hOEHRI 28R T
<EEL,
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/A Important

Secrets Manager &, Secrets Manager £EE T 2EMD AWS H—E R ICXK T 2R
FrLVEVWSTI—RERRLET, HlAEF, Amazon RDS F—EZXR—ANRIERZ
ERTBICIE, RDS 1 AZX A, RDS T AZ—., Amazon Redshift 7 5 A X —%
HRRFTETIVEAFINMBETT, cOFI—KNUTILTRINSOEED AWS H—
EXAZFEALTVEVESD, chSsOT7S—MNEEBRLTHAFEVEL A,

1. [Select secrettype (—2O L Y NZA 7T D&EIR)] £ 3> T, [Other type of secrets ({1 D
BEO—IVLYRNZEBRLET, 220TFARNKYJRAIC, Ttest-access-key,y &
test-access-secrety EABDLET,

2. [Secretname (>>—2L Y hHR)] 714 —JLRIC Ttest-access-peg-engs EAHDLET,
RDRNSEBDRTDEAEDLEZEML., BEEThIHEZHFELET.

4. [Store (R7F)] ZBIRL T, >— VLY MNOERZEHAETT. ANL—JICEENINBEL 25
& &, BID Secrets Manager A Y —=IR—=JICRY, UTOF—=TIASROERTEY K
ZERALET, REOZTEY NEFFATEh, >—OJLYRMNEEEICERLET,

test-access-peg-eng O0—J)L M ABAC X T D& EHLE

access- access-
project team X
%27 fE ZA:
(none) (none)
uni eng

Peg qas

cost-
center

2T 18

(none)

987654

987654

Bmoso

(none)

(none)

(none)

FRENZEHE

access-project X DEN
peg DO—JLDEE—HL WL
», EFENEL L,

access-project XJ DEN
peg DO—JLOEE—HKL BV
H., EEEhEL L,

access-team XJD{EAN eng ©
O—)OEE—HLEVED, £
BENKRL L,

ATYT 4 2—OLY NOERETANTS
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access-
project

2B

Peg

PEg

Peg

access-
team %
JE

eng

eng

eng

cost-
center

2B

123456

987654

987654

Bmnxg

(none)

owner =
Jane

Name =
Jane

FREENDEE

cost-center XJTDEN
987654 MO—I)LOEE —HL %\
S, EREhFL L,

3ONXERININTHELEL, *
DEFO—-ILOEE—HLTEH,
RS —TEMODARY owner NEF
AEnEVWED, EEEEhET,

B3ODMUERININXNTHEEL.,
ZTOEAO-ILOEE—HLTV
BrHFFAENET, A3
D Name RTZEHBDEEHTE
x7,

HBAOT7ORL, ATOEO-INERTEICODVWT, COFIEOKIID 3 DDATY T &igY)
BLET, COFIEND4BEEODATY T TR, RELTWSRART, A7>3a>nirTJ, #Foas
nNTVWEWRY, ENBEXTEOEY NETARNLET, RIC, RERZITZFERALT, XOAR

JeEmEFI>V—ILY hEeRLET,

ABAC O—JL& &Y

[User name] (11—

¥—%)

access-Mary-

peg-qas

A—JL&

access-pe
g-quality-
assurance

>—OLY B

test-access-
peg-qas

>—0Lv k&Y

access-project
= P€g

access-team
gas

cost-center
987654

ATYT 4 2—OLY NOERETANTS

121



AWS ldentity and Access Management I—%—HA KR

[User name] (11— O—I)L& =LY RSB =Ly KNZYT
H—%)

access-Saanvi- access-uni- test-access- access-project
uni-eng engineering uni-eng =uni

access-team
eng

cost-center

123456
access-Carlos- access-un test-access- access-project
uni-qgas i-quality- uni-qgas = uni

assurance

access-team
gas

cost-center
123456

ATFYVT 5 U—9LYRNDERRETANT S

ZFO-NICTEYFULERID—IZKY), #EERFR7OP IV NIBREL, F—ABTRIFSHE
Nie>—ULY RNERTTEET, Secrets Manager TAO—)ILZTARNLT, PUOEAFANEEL
BYICBELTVWSR L ZBIEELET,

BEBRRINHDBEERVEEDI—JLY NORTETANTDICE
1. ROVTFhALADOIAMI—HF—ELTHA2A12LET,

* access-Arnav-peg-eng
* access-Mary-peg-qas

* access-Saanvi-uni-eng
* access-Carlos-uni-qgas

2. —HY30-)LICHOYERRT,

* access-peg-engineering
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* access-peg-quality-assurance
* access-uni-engineering

* access-uni-quality-assurance

AWS Management Console TOO—/)LOEIYEXOFMICOVWTR., "TO—ILogyYEX (O
V=) ZZRLTLKEEW,

3. EROFES =23 RAUT, XZ1—TAAZBRLTX_1—%EL. [Secrets
(=LY NZERLET,

4. BEOO—LNICEEELS, 7= 4202 —IL Y hIXRTHARRENET, Ch
[&. access-same-project-team EVSBERDRIZ—TINTOIY—RIZKHL T
secretsmanager:ListSecrets 772 3 FFAE B HTT,

5. WFhhroo—IL Y hOBETZEIRLET,

6. —ULYRDODEHER—IT, O—ILORTICE2T, R=DOAVTUVYERRTEDINED
AHFREVET, O—IILOBEES—IL Y NOBRHZLEBRLET, AULF—LBEZHET S
&, access-team AT —HLET, “HLBVES., TV EARERTEIET,

#O—J)L® ABAC >—7 L Y NRRENME

A—J)L%& >—ULYKNB THRENDEE
access-peg-enginee test-access-peg-eng AT
ring
test-access-peg-qas EE
test-access-uni-eng AT Al
test-access-uni-qas R
access-peg-quality- test-access-peg-eng S
assurance )
test-access-peg-qgas A
test-access-uni-eng BE
test-access-uni-qas AT
access-uni-enginee test-access-peg-eng AT A
ring
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A—ILA& >—9LvY KB FRE N2 EE
test-access-peg-qgas ER
test-access-uni-eng AT Al
test-access-uni-qas R

access-uni-quality- test-access-peg-eng ER

assurance
test-access-peg-qas A
test-access-uni-eng BE
test-access-uni-qgas A

7. R=OLEBIZHB/NKFUARNDS, [Secrets (—V LY M &ZBRLT—ILY RO
DANCRYET, BB20-)L2FEALT, COFIEORTY S22 EVERL, §8>—JL Y b
ERRNTEDINESIHNZETANLET,

ATYVT 6: AT—ZEUTAZTANTS

A—IAX—=—AOF77+tAO> rA—JL (RBAC) &L EBMER—ADT VA2 MA—JL (ABAC) &
FATHIEELEHR, AT—ZEUTA4TT, @AHLLV IO I VN, F—A, LR AE
Z AWS ICEEINT 35BS, ABACEBORV—2EMIIHLEBREFHYELEA. HlZE. Example
Company A" [Centaur] EVSBRIOFHL V7O TV MCESEZRHELTWSBELET, Saanvi
Sarkar EWS I ZTFH [Centaurl DV — RIS ZFERY, [AZ0—217702 20 ~MIEY)
HATVWET, £, Saanvilk Peg 7O TV NDEXEELEIEB L E T, £/, Nikhil Jayashankar
ZIELU®, [Centaur] Z7AZP TV MO AKICEYBETH UK EASTEIVZTEVET,

FLLWOD IOz AWS ICEMNT I
1. IAMBEBEI—H—-LTHA 120, IAM 12V =)L (https://console.aws.amazon.com/
iam/,

2. EAOFET—>3RA42T, [A—J)] Zi#IRL. access-cen-engineering &WS &EH]
O IAMO—)LZEMLET, access-same-project-team 7V AFARI I —%20O—)L
72y FL, xoO—IILRJTE2EMLET,

* access-project =cen
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* access-team=eng
* cost-center =101010

3. ERlOFES—23asRAIT, [A—Y—]ZBRLET,

4. access-Nikhil-cen-eng EVSHEBOFLWVWI—H—ZEML. access-assume-role &
WSEBRIORIS—ZTEYFLT, RO1I—H—XRTZEMLET,
« access-project =cen
* access-team=eng
* cost-center =101010

5. "A7Yv74:.2—0LYNDERETANTD ) BRE TATYVS5:—OLY NORRET
AT, OFIEZFERALET. BIOTZIH 4> ROT, Nikhil A" [Centaur) T2 ZF 1)
O —=OLYRNDREERTEDCE, B NKhIAFIXTOISZTIT—DOL Y
RERRTEDZEETANLET,

6. BEBELTIHA A LEXAVTZIOH D42 ROT, 1—H— access-Saanvi-uni-
eng ZERL XY,

7. [Permissions (7 2 A )] 27 T. [access-assume-role] 7 VL AHFAIR) S —ZHIBRL £
C

8. access-assume-specific-roles EVWSBRIDRDA T4 RI—ZEBMLET,
I—HF—ADASAVRID—OEBMOFMM-ODVTRK, "I—HY—F@FO—-ILOA2FA
VARV —FBHIATICE (OY—))) 2SRBLTLKEETV,

ABAC RUZ— HEOO—I) O HMET S

DR —Tlk, Saanvi #" Pegasus 8K Centaur 7O TV NOI T )T 0O—
LWZB|EZTBDEZFHALET, IAMRBEBEXITZFR—NLTVWEWVWESH, COHAX
LRV —BERTEIHBENHY) FT, Saanvi ®1—H—IC access-project = peg B &KV
access-project=cen DRI &Z[FIBD LR TEFERA, 512, AWS RIEEFILATEA
DEIC—HTBDERBFTEERA, FHICODVWTE., TIAMB LT AWS STS TORI T D
FAL Z2ZRLTLKEZV, KDYIZ, 5IZRHRZENTER 2 OO0 EZFHTEET
BDURENFHYNET,

CORIVD—ZFEATRICRE. 1 ZVYIEOTL—ARILE—TFAREEERDOTHIV N
BHREBEMAET,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "TutorialAssumeSpecificRoles",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::account-ID-without-hyphens:role/access-peg-
engineering",
"arn:aws:iam::account-ID-without-hyphens:role/access-cen-
engineering"
]
}

}

9. TATYVZT 4 —OLYRNDERETARNTD1 BRY "TATYVT5:2—ULYRNOKRTET
AT, OFIEZEALET. BOTZIH T4 RIT, Saanvi A A OO—I)LZBIEE
FRCENTER L ZBALET, O—-LOXJIIHLUT, 7O I8, F—L4A, LT
AMEE—DHEO—DOL Y NEERTEDEZWAELET, iz, ERLEEL YD —
JLYRNZEYS, IVSZFIVVIF—LAMETRZINTOI—ILY MNMIBIRFHMEERT
TED_ELZHAELET,

ATVTT7:—OLYMNDODEFLEIKRZTANTS

O—=J)LIC7 XY FEn access-same-project-team RUT—IC &V, REBRFZ7O T
N, F—A, DANEYZ—TRIFHENLES—IL Y NEZEHB L THIBRTEE T, Secrets
Manager TA—)ILZTARNLT, PUOECAFANBEESYICEHEL TVD EZERBLET,

BEEZTOBEIIANIDST, >—ULY NOERERIBREZTANIBICE
1. ROVTHhADIAMI—H—&LTHA 212 LET,

e access-Arnav-peg-eng
* access-Mary-peg-qas

* access-Saanvi-uni-eng
* access-Carlos-uni-qgas
* access-Nikhil-cen-eng

2. —H¥A0-)LICHOYERRT,
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* access-peg-engineering

AWS Management Console TOO—/)L DYV BX OFMIC DWW T,
V=) ZZRLUTSEZ L,

access-peg-quality-assurance

access-uni-engineering

access-peg-quality-assurance

access-cen-engineering

"O—-)of)EZ (O

3. O—-lZ&lC, =LY NOHBAEEHFL, ADZ—IL Y NEHBKRLTHTLSEE W, ¥

MICOWVWTIE,

=LY bhoEIlREERT) 2ZRLTSEZL,

Z£O—)LMO ABAC>—OL Y NOE#H & HIKREME

O—JL&

access-peg-enginee
ring

access-peg-quality-

assurance

access-uni-enginee
ring

access-peg-quality-
assurance

[BLE]

T, BER—ADOTI7+EAO> ~ O—)L (ABAC) DRV ZERATRIIEOICXERINTODATY
THAERBILRETLELE, RUNTEREERTDHEEFVOERLEE, COEBETV I NLE

>—ULY KRR

test-access-peg-eng
test-access-uni-eng
test-access-uni-qas
test-access-peg-qgas
test-access-uni-eng
test-access-uni-eng
test-access-uni-qas

test-access-uni-qas

TAWS Secrets Manager 1—H%'—H A4 R, O '—OLYNDEE) $XRT

FERENDEE

S|

=]
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)Y —AICHEALEL Iz, Secrets Manager DB ZEA TSR —ZERL TEALEL L. &£
e ABAC Ik, FILW 7O T VKRR F—ALAUN—ZBNMTREBEEICAT—IITED ZLEFY
Flk, TORER, TANO—=IZFEALTIAMO Y =)LICHAL> 142 L, AWS T ABAC O3
JEFERTRHEZERBRTEERT,

(@ Note
BEDFUTTOXT I AV EFTTBARUS—2EBMUEL L, &VEBET 7 LA
AZF I I—H—FLGO-NLCAORVS—ZEBATEHBE., TU3a2RERITHTEYS
BB LETTREVCENHYET, IR, AdninistratorAccess AWS EXERL
—ZFRALTA—Y -2 BEBT IV EAFAZNHELTE, ChS5ORV—TRE
DT I EANFRENELA, BRORIS—HNBERIBZDEEOT IV EAFTDRESLED
FHCOVTR, "7HINMHATOVITIANOHAELRIEEORE) €8RLTLKE
=L\,

BRE Y —A
BEERIC OV TR, UFTOUY—RESBRLTIEEL,

« AWS M ABAC & IF

c AWS JO—NIUEHEITHFARE—

« IAMI—H%—0ER (VI

c IAMA—H—[CT7 0 EAHFAZZEET 2O OER

« IAM DY —=ADRIF

« RTEFBALEAWS UY—ZANDOT V7 ADH1H

- O—JogIWEX (3d2V-—I)

« AMFI1—KUTFJ:ABAC TSAML v > a3 R2J&ERATD

TFHOURNODRTZEZRV T2 FECODVWTEK., "TH—N—LAD—2 70— KT Amazon
CloudWatch Events ZfEFAL T AWS UY —ATRITDEERERTD ) 2SBLTLIEETL,

IAMF1—KUTFJ): ABAC TSAML v > 3> J&ERATS

BUR—AOT7IAIY ~O—JL (ABAC) K. BHILCETVTT IV EAFAZERT DR A HK
T9, AWS TR, chSsOERMRIERTEFENEXT, 2T, IAMI>T 1474 (A—Y—FizE
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https://aws.amazon.com/blogs/mt/monitor-tag-changes-on-aws-resources-with-serverless-workflows-and-amazon-cloudwatch-events/
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A=) ZELIAMUY—RE, AWS VY —RICTRYFTEES, ToT1T14FAWSAND)
DIANZITSEOICERENDE, TOTATAGTIINIERY), TUINILIZEERTH
BENET,

O—l%z5lg2F3cE, FERI—Y—27IFL—HFIBEEIC VIV RT ZEILEE

TEET, TOER, RIKMHF—ZEALT, FTCETVTTVINLVCT O EAFAZHET
BPRIV—ZERTEET, XV ZEALTAWS VY —A\NODT7 7 AZHEIDE, AWS KR

S—NEEZRSLTF—LEDVY—ARZILRTEEXRT. ABACKRUZ—F, BXDIUVY—-AZVRA
NIBHERD AWS RS —K Y EREMUANHY) TT. ABAC DFME. ROKRIS—ICXT B
KRIEDOWVWTE., TAWS O ABAC &l Z28RBLTSEEV,

AT SAML R—Z®D ID 7O/ X — (IdP) ZFEAL Th¥1—4— ID 2EE T 5HE1Fk. SAML
BHAFEALT. AWS OEDEN BT 7L ABBETS CENTEET, BRICH, JRAN Y
2—ID, I—H—0OE X—LF KLA, HESE. $LFTOVII NS TEEHBENT
EXI. ChoOEHZEY> IV ETELTETE, ChsOEYZIVETICETVTAWS A
DT I AZHHTEXT,

SAML BtZty> a7 U NIICELULTABAC F1—KUT7I 2ETT3ICE,. COREY
DICEENZZEEEFEALTTIAMF2I—RUTIL: RTICEDVTAWS UY—RIZTIEATS
OO T O LAHFNZEEZTD) DRAATVZERITLET,

Bl RS

ABAC TSAML &Y 23>0 2ERATIRATYTZRITIDICE. ROEOHFHBETT,

s BEODEMZEE ODTANI—H—ZERTES SAMLR—AD AP NOT I A,

« BEBET VLAFAZE I - LTHA (U TED L,

- AWS Management Console T® IAM 1—H—, O—J)L, RUZ—OEREREDER, =12
L. AMEB7OtRAORBEICHR—MRBELZBERF. ABACFI—KNUTILTR, ATV
NAARATYTDFIEESBTED ) VIV ZRBLET,

* IAM T SAML R—A®D IdP ZFREL BRI HVET, FHESIOFHEMIAM RF21 XV MADY
VOBRKRRTDICIE, TAssumeRoleWithSAML ZEAL LY a2 2002 HELY Z88BL
TLEEL,

ATY 7 1 TANI—Y—ZEHTS

ATYV7 1L TARNI—Y—%ZERTS OFEICHVET, DET7ONA T -—TERE D0, #
XEOIAMIA—Y—ZEMIZ2HBEEHYEEA.
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ATY 7 22.ABAC RS —Z KT D

ATY 7 22.ABACRI>—ZERTSE OFIBICH>T, IAMTHEELLEEERUD —Z2ERLE
EE

ATY 7 3 SAML O— )L ZEKL TRET S

SAML ® ABAC F1—hKUTIILZERATZHEEE. BMORATY 7E2RTL, O—ILZERLE
¥, SAML IdP Z5XE L. AWS Management Console 7V AZEMICT D XLEN BV F£T, i
C2WT., TATY 7 3 O0-)IZEKTHI ZSRLTLEE,

ATY 7 3A:SAML O—)LZEKT

SAMLID 7ONA A —&, ATY 7 1 TERL I test-session-tags 1—HY—%{EETH 1D
OO—)LZEKLET, ABACFI1—KUTILTR, Exd0-)I2JzF @R 00—/ ZzEH
LET, SAMLIAP A5ty > a>raxJ&2ETES, YEEEO-)ILE12EFTT, SAML XR—AD
O—II&ZEKTEDHEICODVWTIEE, "SAML20 7TFL—>3a > A0O—)LOER (DY =)L),
BSRBLTLSEEZL,

A—JLIC access-session-tags EVWS BRI ZNITET, access-same-project-team 7t
AFARD—ZO—IICTRYFLET, O—I)LOFERV—ZHFEEL T, XKORU> —=FEH
LET. O—ILOEHEBRERET D HEZOFHMICOVTE., "TO—IL0EE (JDV—I)) 2858
LTLEEL,

ROO—)LEEAR)S—TE, SAMLID 7ONA A —¢& test-session-tags 1—H—A"0O—)
EE|EZ D ENTEFRT, O—-IL%EGZZIDELERF, BELEIDOEYS a2 RTEET
PBEANHVET, sts:TagSession 7o Ik, v av BRI a2 BT CEZHFATHLEHICH
BT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSamlIdentityAssumeRole",
"Effect": "Allow",
"Action": [
"sts:AssumeRoleWithSAML",
"sts:TagSession"
1,
"Principal": {"Federated":"arn:aws:iam::123456789012:saml-
provider/ExampleCorpProvider"},
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"Condition": {
"StringlLike": {
"aws:RequestTag/cost-center": "*",
"aws:RequestTag/access-project": "*",
"aws:RequestTag/access-team": [
“eng",
"gas

]

},
"StringEquals": {"SAML:aud": "https://signin.aws.amazon.com/saml"}

Z® AllowSamlIdentityAssumeRole AT— KXV NICKVY, IVZZTF VI F—LABLUm
BRIF—LDX>/)N—IE. Example Corporation IdP *5 AWS IC7 I FL—23>0 33L&,
cOO—IL%ZE|EZ TR ENTEEXT, ExampleCorpProvider SAML 7’O0/N/ & —I& IAM T
EBEBETIhTVET, BEEERG. BELZ3I2OEYIIVERITEETISICSAML7H—>3 %7
TICRELTVE T, PH—23a BEMORTZETCENTEERITHN, ChS3O2BFFETH
PDENHVET, IDDEMIE. cost-center XT & access-project XTICH L TEEDEZ
BOCENTEERT, I21ZL. access-team BHER. DATIVZZTU I F—LEEEmE
REF—ALICHBDEZRT eng N qas IC—HITBHUENHYET,

AT Y7 3B:SAML IdP ZEXET %

cost-center, access-project, access-team DEEHE LY IV RXRTELTETLSIC
SAML IdP ZEXEL F£ 7, FMIC OV TIE, TAssumeRoleWithSAML ZFERAL Y>3 20

ZEWEL, Z25RULTSEEL,

ChoNEMZEY> a2 RTELTETICRK, SAMLT7H =3V ICUTOERZEORT,

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:cost-center">
<AttributeValue>987654</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-project">
<AttributeValue>peg</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-team">
<AttributeValue>eng</AttributeValue>

</Attribute>

ABAC TM SAML £y < 3> 245 nfER 131



AWS ldentity and Access Management I—H—H4A KR

ATYZ73C:AVI—=NANTIERAZEMICITS

7IFL—TFTA4Y RSAMLA—H—0O2V—ITIOAZEMILET, FMICOVTRE,
FSAML 2.0 7T 7L —7 14 v RI—H—7# AWS Management Consolelc 7 7 ARIREICT D1 &
ZRLTLEZV,

ATYVT 4 —OLY NOERZETANTS

access-session-tags O— /)L Z AL T AWS Management Console IC7 T FL—KL&E T, &
MIZOWTE, "TSAML2.0 7IFL—F 1Y RI—H%—A" AWS Management Consolelc 7 7 2 A
AREICTR ) ZZRLTLKEE VY, RIC, ATYVT 4 2—0LYNOERETANTS OFIJEIC
HOT—ULYBMEERLET, BHEZHFDOELSD SAMLID Z2AL T, ABACF1—KUTI
TRENTVWRRTE—HEEET, FHICOVWTR., "ATv 774 2—0L Y NOERZETAD
T21 #SRLTLEE,

ATYVT 5 —ULYRNDODRRETANTS

ATV 5 =LY RNDRRETANTS OFEICH2T, 5IOATY T TERLES—TL Y
NERRLET, BHEEEFEODELSSAMLID ZFEAL T, ABACF1—RKUTZILTREATVE X
7‘t_ﬁéﬁ$a—o

ATYVT 6: AT—ZEVTAZTANTS

ATYVT6: AT—SE)T A4 &2TARNTD ORRICE 2T, A9—FEUT1Z2TANLET,
NzIT5CE. SAMLAR—AD IdP I XnEEZZF>HLWVWID ZEBMLET,

e cost-center = 101010
* access-project = cen

* access-team = eng

ATYVTT:—OLYNDODEFEHIKBRETANTS

"ATYVT7 7. 2—0LY hOBEFHEHIBRETANTZ) OFIBICH>T, >—IL Y NEEFH L
CHIBRLEX T, BHEZFOEZS SAMLID Z#EAL T, ABACF1—KUTILTRENATVWERY
E—HEEET,
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/A Important

RETNBEVRSIC, ERLES—IL Y MZITNTHIBRL £, Secrets Manager O &
REDFMIC OWTIE, TAWS Secrets Manager £k E 1 25RBL TS EE L\,

B=

CNT, PTUVRAHFAOERICSAML Y2328 Je VYV —-RARTZ2HERAITREHICHERZTAN
TOARTYTHFELKETLELI,

® Note

BEDXKHBETTOXRTIVIIAVEHFATEIRI—EEBMULELE, KYEEET VA
AEFEODI—Y—FEREO-)LICHORD S —%2HERAITIEES., 73 RERIFTES
B3 ETTREVCENHYET, FIZIE, AdninistratorAccess AWS EIER
J—ZFEALTIHY—ICERLLBEBT IV EAFAZNAELTE, ChSORUS—TIEE
DT VEANFIRENTELA, BEHOR) S —HNBERIDEEOT IV EAFTDORERED
HEBICOWTEE, "PHORATOVOTANOHETEEFIERNORE 25RLTLKE
=L\,

IAMF1—KNUTI): A——IC B0 ORAEHRS LT MFA 52E
EHATD

I—H—N[EF1)7 1 RAFER R—J TEDOSZSERRG (MFA) /N1 AL RELEHRZ EE
ITBHZEEHFATEET, AWS Management Console 2R L T, BIEBER (T UV EAF—., A
D—R, FORIILBEAFAEE, SSHNTV Y OF—) ZREL LY, FELRIERZHIBRELE
FFUVTFa47LiY), I—H—0O MFAFNARZBMICLEY TEEXRT, chiF B0 1—H—
ICEDTRERNTIN, I—HF—OBNfBADETSIC, COZRATVEHEANIDIDRSICHD AR
MABYVET, COFI—KNIVTILTRE, COLDIBRANTZIVT1AZEBEICEEEEZFIC
RATHI2HEZHRALET,

COFI-—KIUTILTR, AWSH—EZANOTIEARAZI1—Y—ICHAITRHEZRLET. L
L. - —HFMFAZERALTHA VAV LEBEICRYET, MFATFNAATHA2 4L T
WEWES, I —RBHEOY—ERCTIEATEEEA,

CNI)—070—ICE32NEELANBFIENEENET,
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ATYT LMFAY A A ZRFITRRIS —ZERT S

W<DOPDIAMT V232 ZR<, IXNTOT7 I3V ZBILIRINAER—ERBRID —%4k
BLET, Chs0FIMIKRY), I—H—R [EF21 VT AFERARR R—>2THS ORIAFHZ
ZELEY, MFATFNARAZEEBLEV TR CENTERT, ZAR—IANOT IV EADOFM
C2VWTR, "TIAMIA—H%—HEIL LD /NAT—ROZEFE (DY —I)) Z2ZRLTLKEE
W,

AFYT 2 FARI—H—IN—TERYS—ETEYFTS

XN=DMFATHA A2 FDE, IXTO AmazonEC2 7023 IICT7INTIORATES
IIN—T%ERLET, COKSBI—H—II—T%2ERTSICIE. AmazonEC2FullAccess
EVWS AWS BERUS —EBVIOFIETERLEDAZIN—EBEBR)S—OmMEEZTRZY FL
£9,

ATYV7 3 A—Y-—TIOEA%ZTAKTS

FANI—H—-&LTHIA4 L, I—H—H MFA /N1 A& KT 2 E T Amazon EC2 A
DT IEANF7Ovo0TnNTVWB L Z2ERELET, 1—H—E&F. TOFNA AEFERALTYA
JAVTEERY,

BIIRFMH
CHDFLI—KRITILDATFYT%#EZTTBICIE. LTZEFE>TVRHUENHYET:

s EWETOLAFAEZFE ODIAMI—Y—ELTHA A TEDAWS THIU N,
® 77Jrj>|\ ID ﬁ%o 17__“)701 @ﬂf"):/_t:lﬂbi?o
THONIDBSZERITZICE, R—DEHOFES—2 3> N—T[HKR—B]. [HER—rt

VE—IDEICERLET, THATVNIDESE, COR=I0O [YR—N XZ21—-DOTTHERE
TEET,

c R (V7 RKRDITR—=A)MFATFINARA, FIDOEF1VT14F—, FLF/\—RVITR—-A
MFA 7/Y1 A,

¢ A—H—TN—T DX N—THBTAN IAM I—H—BROESYTT,
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11— —0ER A1—Y—IN—TTHhONEERKLTERETS
[User XN—=¢&
name] 1—%—-J L7Td1—
! IE]

(1—H— TOMOFIE =T N T OO FIE
) g%

AYV—=ILTot cO1—H—J)—

AZBEMCTSD - AT TANORIZ—DF
MFAUser 2av|0FATIa>nHs# EC2MFA MFAUser RYFX, TOLRA

ZERL., NAD—R FAONERITOE

ZEV)ETET, WTLEE L,

ATY 7T 1:MFAY A A @&l THRIS —%ERTS

E3CIN
AERZEETTD IAMAARN—EEBRIS —ZERLET,

1.

IAM 1—H—Z B OREREHRE MFA TNA ADEBRICHXEBZHEREZRVT, INTOT L

EEERIMBEHREFEALTI—H—E LTAWSIEZD X NIV =N IZHA4 242 LE
To IAMORARNTZSOFT 14 RAICEHML, AWSTHONOII—RNI1—Y— BAEHRTIEH A
A ULBVTLSEEL,

/A Important
IAMARARNTZ074 AT, RENERIIERZF ODIIAMI—H—%2FEHAITH2DTRE
B, —BNAEHEREFERALTAWS ICTIEATAESHIC, DZ7ONAME—ED
7IFL—3a aFERATRZCEZABI—Y—ICRODEEZHELET,

IAM 3>V —)L (https://console.aws.amazon.com/iam/) ZB & £7,

TES—23URATRIZ—ZBRLTAS KU —DERZRRLET,

[JSON] #7 Z#IRL ., U TDJISONRUZ—RFIXVMASTFANZIE—-L &
9, AWS: MFA TRRREE iz IAM 1—H'—7" [-I—_'sz- UT’fm,ani%'('] R—=TT E D FREEE
ZEETEDLIICLET

CORIYD—ICEITBTHFARNE [JSON] RY JRAILEE) T ERT, KU —ORIALPICERE
hicteF1UTA8E I5—. FEE-—ROSBEEZHRLTALS, [RN\] ZBRLET,
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6.

® Note

WO TE [Visual IF 4 R] & [JSON] A 7> 3> 54 BRXBENTEES, 11
L. LREORDZ—I(ZE NotAction EREAEENTVETH, chikEZ1T7IT
TAZTRYR—RENTVERA, CORUI—ICDVTIE, [Visual editor (EZ 1T
LIF1R)] 27 CBAFRTRENET, JSON] LRV, CORYS —DBEEETL
79,

DR —HITE, ¥ T AWS Management Console ICH 114> F2BND/NA
TJ—ROUEY RZ21—H—ICFEITLTVERBA, HILLWI—H D142 LTN
AD—RZUEYNTBET, TOA—H—ICT7 IV EAFAZFELBEVEZHEL
TVET,

[BRBELTER] R—P T, RUZ—BELT "Force_MFAL EADLET, RUS—DEFHHA
D[R] $AHIC This policy allows users to manage their own passwords and
MFA devices but nothing else unless they authenticate with MFA. E A1
BE, ATDAVTRIDF—EEORTENARII—EBRID—ICEBMNTEEXRT, RUD—
ICR>TEIETSNET O EAFTZ#EL. [RUS—OERK] 2BRL TEXZREFELE
EP

FLWRDD —AEBRI—O—EBEIIRRENTERYFOEBHITEXT,

ATYT 2 TARNI—Y=TIN—=TICRI>—%2TEIYFTITS

RIZ, MFA TREESNET VAR AZNETRIEHICEATADTANIAM A—Y =T )I—7

.

1.
2.

2O0NDRIV—%TFTRYFLET,

FTEF—23aoRADT, [A—HY—TI—T]ZBRLET,

BRERY DAL TEC2MFAL EA DL, VARNDTIL—TH (FIVIRY DATREHIELRA)
ZERLET,

[FORAFT 27 &BIRL, [FOVEAFTOEM Z1BRL TH S, [RUS—0ORT] 28R
LET,

[Attach permission policies to EC2MFA group] (¥R 1) < —%& EC2MFA J')L—7

T RYTFFR)R=JORRARY VAL, EC2Full EAHLFET, RIZ, VAL

T. AmazonEC2FullAccess DHEICHZDF IV IRY VRAZEBRLET, BERFFERELAZV
TLIEEL,

ATYT 2 FARNI—H=TIN—TICRIVZ—ZTEYFIS 136
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5. MERY IV RAIZ "Forces EABL, UAND [Force_MFA] DHEIZHZDF I Y IRY VRZEF
ICUETD,

6. [RUZ—OT7EYF]ZERLET,

ATY7 3 A—YH—TIOEARAZTAKTS

Fi1—-KIUTILOZOEH TR, TARI—HF—&LTHAA42L, RUS—HFERLEZESYIC
BEITREZRABLET,

1. BIOEI> a2 TEYIETE/NAD—RZERAL, MFAUser £ LT AWS 7
HOOBNIEHYAL2 42 UET, URL: https://<alias or account ID
number>.signin.aws.amazon.com/console ZFEAL £ T,

2. [EC2] Z#EIRL T AmazonEC2 AV —JLzZE, 1— Y —ICE—UOREZITST VAT
ANV EZBRELET,

3. ALOFES—2 32 /)N—T MFAUser 1—H—FZBIRL . #:\ T [Security credentials] (&
F1T14RAER) 2 EBRLET,

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

4. ZZTMFAF/NNAARAZEBMLET, [Multi-Factor Authentication(MFA) (ZE&FRAE (MFA))] &
2232 7T, [Assign MFA device (MFA 7*/N4 AZ 2| H¥T3)] ZBRLET,
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® Note

iam:DeleteVirtualMFADevice ZE{TI BRI BZVEVWS IS —HNERREhD
ENFBHYVET, ChiE, HEAFUBIZZOI—H—IC{RIE MFA FINA ADEV) HT%
HAL., 7OERZX Y I LESEICRETDAEMNI BV EXT, KITTDICIE.
11— —FERtOBEBEENf I—F—0BEFOEI) HTSs TV VRENL MFA 7/N
A AZHIBRITDHBEN BV ET, FEHMICDOWVWTIE, Tiam:DeleteVirtualMIFADevice % &£
TIBHEBRIHYERA L ZSBLTLIEETL,

5, ZOF1—RMUTI T, EFESET Google Authenticator 7 7V EDRE (V7 DT
TAR—RA)MFA F/)INA A&FEALE T, [Authenticator app] GREE7 7'V — 3 >) &iEiR
L. [Next] (R\) 20U YOLET,

IAM ¥ QR J— RZETRE MFA T N4 ADEREBHREZERLTERRLET, i, QR I—
RIZFISLTVWEVWTFNAATOFRHADICFIATESRS—ILY NREF—ZRLTVWET,

6. REMFAT7 7V EBREET, REE MFATFNA AZRANTBDLEHICEATERZTTIDOUA
NMZOWT., TREMFATZ U —>32, 28R)REMFA T TUNEBOTHOV N
(EEOIRE MFA FNAR) ZHR—KNLTWVWBBEARK, LW AT N FHLWRE MFA 7
NAR) BERTD AT a>EBRLET,

7. MFAZZUNF QRO—RZHR—RNLTVBRAESHZBRLTHAS, ROVWThAZETL
£

« D4 —RKRAS, [Show QR code (QR I— RN ER)] ZBIRLET, QRI—RZAF v
IHT77VREALE T, HlREF. AXFF A FkF [Scan code] (AF ¥ > 1—R) (ZH
EA72ar aEBRL, FNAAOAASZFRALTI—REAFYLET,

« [Set up device] (7/N1 AMERTE) J 1 '— R T [Show secret key] (>>—V L Y NF—&KTR)
ZERL, MFA7 70 —232 il — 0L Y NF—ZAHLET,

CNTRE MFATFNAARD U BALINAD—ROERERBLET,

8. [Set up device] (T*/N1 AMEXTE) 7 1 '— R D [Enter the code from your authenticator app.] (F%
M7 7Vr—23rhAs0—Rz2AH) RY VRAIC, BERE MFAFNAAICKRRENATVS
DA LNAD—READLET, [Register MFA] (MFA O &) ZiBIRL £ T,
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/A Important
O—RzERLES, BIFICVITIANEEFELET, AD—REZEFKLERICVITIA
RZ2EEIDETHENDANITESZBES., MFATFNAARI—Y—CERICEEMT
5h&ET, L, MFATNAARBERHLERA, ChiE, RALR—ARDIRA LA
NAT— R (TOTP) OBEMHEABVLEHICECYET., TOHEEE. T/N1ADEE
HHFTEXRY,

ChTRE MFA 7)1 A% AWS THERATE XTI,

9. OAVVY—=IhrsHA4>FTORL, BEMFAUser ELTHA 1M LET, SEIE AWS IC&
V), EHEFENS MFAJ—RZEBIDES5KO5nET, J—RZEBLES, ThZzeRY
D AICAAL, [Submit (£fE)] ZBIRLET,

10. [EC2] #BIRL . BE Amazon EC2 AV Y —)L&2BE£¥, SHE. TNTOBHRERTL
T, BEBTOVAVERTIBDENTEERT, COI—H—&LTHOODY-ILICBEHT
e TIVEBAEBAYE—IHFERTRENET, TOEHRG., COF1—KMJTILORIZ—T
& Amazon EC2 ANDT7 VL ADHKANFAE D LEHTT,

BeEDY—RA

FHCOVTE, LTOREY 7ZZRBLTSEEL,

« AWS TODZERFREE (MFA) OFER
« AWS TOI1—H—O MFA F/)N14 ADOEML
c IAM DY A2 A R=TO MFA FINA ADEH

BEVY—A 139
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IAMID (1—%—, 1—%—J)—7", O—-))

® Tip
AWSADHA VA ICEBNFNSZDEE ELWVWHA A UR=—IDHFRRENTVD L &HE
ALET,

c AWS7HIKRDOIN—NI1—HY—(THIIFREB)ELTHSA VAT BEE
&, AWS 7HUU N DERBICHREL HREHREFERALET,

c IAM1—H—&eLTHA 242 FBICRE, THOONEEBENM  AWSAT A2 42T D1
HICRML FRAEHRZEFEHALE T,

c MM 7AFUOTFATAEE—DI1—F—ELTHA A2 TBICRE, IAMTATF T4
TAEE—DI1—H—DOERFICEX—ILTRLALESENEY A1 URL &6
ALZEY,

IAMT7AF o TAT428—01——Z2FALTHA A2 FTBHEICODVTE,
FTAWS H A > A > User Guides ® "Signing in to the AWS access portaly 5B L T
EEWV,

BAAF1—MNITILIED2VTE, TAWS HA A2 A—H—FHA Ry ® TAWS AND
A4V %L B5FRUTSEE L,

(@ Note

HR—KNZVIIANTRIRBEN HBDFEEEF. COXR—I 0 [Feedback] (7 1 —KR/XY D) U
DORBRALBEVTLSEEV, ABLEZ71—RNAYDEF, AWS B R—KNTlE%E< AWS R
FAIXANF—LFZHFRYET, KDYIZ, COR—J0OLZIZH S [Contact Us] (35 & LY
EhE) VIV ZBRLET, TIC@F, BEBYR—NZ2ZFH2OICRIDOVY—AAND
DoONFBYIET,

AWS PHI MOILN—RI1—H— REFT7HINOEEI Y-, IAMID ZERTE X

T IAMIDIE, AWSTAHIYNADOTIEAZRELET, IWIMI—H—TI—TEE, 120
AZY RELTEERBEND IAMI—HY—DOEFYTY, IAVMID £, ABOI—¥—F@GF7O07
FLIZEDT—U0—RZ2RL, BAZZTTAWS TP V232 2RTI2HEREREETT, &
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IAMID &, 1 DRREDRUS —ICBEERFAZENTEET, RUP—R, 1—%—, O-J). &
EERI—Y—TIL=—TDOXN—NRITTEDTI>3>, AWSUY—RA, BLUOFHKHERELE
ER

AWS 7HOV KN IL—hI1—H—

AWS 7HI N Z2BIICHERTZERE. THAIRDODIXNTOAWS DY —ER £VY—RAILH
LTR2BT I EAEEZR D1 DO A AVTATFUOTATADSHOET, COIDIEAWS 7
ATVKNIIL—=RI—Y—HEN, THAONOERICEALEZE X—)LT7RLAENADT—RT
HAAVFTBDIEILLRPTTIEATERT,

/A Important

BENZRAVICE, -1 —Z2FALEVC L ZM<BEOLET, I—bI1—
H—OFRABTHREREBEL, I —FI1—Y—TULHLPERTTEBRVRATZRITIDEEICHE
ALET, LRI —ELTHA VA VITIBENFHDIRZAVDOREEBZE)ANNIOVT
&, "L—PhI—H—-FEARHRIBELRAY ) ZBRBLTEEL,

IAM 11 —%'—

IAM 1—H—F, 1 AOI—Y—FKLE 12077V T5—2a I ICRUTHEENDERZRE D AWS 7
NIVNROTATFUTATATY, AIETCHNE, RANTZTIOT 4 AT, NAD—R»TY

EAF—LBEORMNBRIABHRERETS IAM1I—H—%2ERTHRDYIC, —EHZRIER
ZEATRCLZHEOLET, TIOEBAF—ZERTRHEIC,. RENGETIOEAFT—ORERZE

BRELTLKEEV, PTVEAF—2Z2XEBEEITRIRENDI—AT—ANHBEEEF. BEICISUTTY
TAF—ZEFHID_LZHEOLET, FMICOVTRE., "EFNGFEIERZSVELETEHI—A
T—ADEDIZLT IO AF—2MEREFICEHRITH) 2RBLTLKEEV, IABMI1—%—% AWS 7
AoV RNICEMTRICE. TAWS AT N TOIAM I—H—0ER, 28BL TS EE,

(® Note

EFIVFALEORANTZO9TAARELT, IAMIA—H—ZERTHOTREEL, ID7 I
FL—>23>zBUTIVY—ANOT VA ZRBITRI e 2H6#HHOLET, IAM 1—H—
FREBEFEOVCRRAICOVTOERIE., TIAMI—HY— (O—JILORDYI) Z/ERT 515
&1 BBBLTLKEEY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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IAM A—%¥—TJ)L—7

IAM J)IL—T"l&. IABM 1—H—0&EREEETDITATUTATATE, Y424 TIN—T%

FRATDIERETEEFREA, JI—TZ2FEALT, BROI—Y—ICHLT—EICHEREZEETESE
o ZEROI—H—TIN—THDHD5EE. JIN—T%2FEAITDI_ETHEROEEBNIBRICEYET,
FlZE, IAMPublishers EWSBEI T I —7&ERL, 2TV —IJ0—RFA—BRPICHEET
BDEOIBTUVEAFAN R, TOIIN—TIRETDENTEERT,

IAM O—)

IAM O—)IE, BEDEREZRFE D, AWSTHIUN ADTATTAT4TY, chld 1AM 11—
H—ICHUTVERTH, HFHOI - —CHEFTShTVWERBA, O-JLZYYEADEICK?

T. AWS Management Console T IAM O—)LZ—BKHIC5|IEZHFB N TEXRT, O—I)L %5

EZTAICE, AWSCLI £zl AWSAPI ARL —2 a2z OHTH, DAZXALAURL ZFEALE
T, O—JLEFERAITRZHFEOFM-DVTE., "IAMO—ILE2FERATD, 28BLTLSEEV,

IAM O—)L & — Ry FRAEE | IE. RORRTEAETNET,

c 7IFL—FTA4YRIY-—TIOCLA-TIFL—TFTAYRTFATFUOTAT1IHERZEZH
T3ICEE, O—-ILZERLTZOO-IIOEREZEEEZLET. 7IFL—FTAYRTFAFUT4
TANBIAEhDE, TOTAToT4T74FO-)LICEENS TSN, O—ILTERBENTWS
ERANEEhET, 7IFL—2 3 OBMICOVTE, TAM I—H—H1 K, & TH—K
N=TFTA—=TATFTAT47ONAF—mEFO—)LDEH) ZBSRLTLKEEV, IAMTAF
JTATA R FERTREE, EREY NERELET. PTATFUTATAHNRIARICT Y
TATEDEDEH TS =%, IAM Identity Center ik, #ERtEY N%Z IAM O O—)L(ZBEES F
T, EREY FOFMAICOVWTIE. TAWS IAM Identity Center 1—H'—H A R, @ T#ERt v
ki EBBELTIEE W,

o —BE IAM 1—HY—#R - IAM 1—HY—F£E0O0-)LE. BEOXAVICRLTEHRDELS
HERZ—BFNICIAMO—J)TEEZTAHENTEXT,

s VOAARTHODRNTOVEA-IAMO—ILZFEALT, BAOTHIRDODIUY—RICT VLAY
B, BIOTHIRNOAY BEERKTIINI) ICHFRAITEERT, VJAARATHIVRNT
VL AZNETDELFEGE. O—IILEZFERATBETY, EL, —ED AWS OH—ERT
., (O—)LZz27OFELTHEATZIRDYIC) VY—RICRVS—REETRYFTEET, 7
OAT7AHDORTOEATOO-ILE )Y —AR—ADRIZ—OEVOFMIIOVWTIE, TIAM
TOOAATHIRDODI))—ANDT IOt A ) #SBLTLSEETL,

s VJOAY—ERAT7OEA-—E0O AWS OH—E AT, D AWS O —E AD#EEERERAL
9, A, $B3T—EATHVOHLZTSE, BEZTOH—ERAICK 2T Amazon EC2 TF
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TUG—2a o fETENEY, Amazon S3ICA TS T U M REENEYLET, Y—EAT
. BFOELRZZ7UONILOER, Y—ERAO-)., FELEFHY—ERAU>>20-)ILZ2FRALTC
nNeEIS>BEarHY)ET,

« ZUVINIER-IAM I—Y—FLEO-)LZFEALTAWS TP V232 2RTI2ER.
TOI—HY-—RBTVINILERBENET, —BOY—ERAZERAIZRIC, $35T70>3
VERITIBDERDOY—EADBDT IO a2V HFERENZD N HY KT, FASIE. AWS D
B—ERZHOCHITVINLOT I AFAZEAL, UIITARMTOAWS O —ERE
HAEEOET, FTVANI—LY—ERICUITIANEITVET, FASUJVIANE, =7
TRLEHICMHDO AWS O —ERARERFVY—AEDORVERY 24EETDVITANEY—E
ANZRELEBECORMERENET, COFE. MANDT I AV ERITTDIH DR &
BETY, FASUUVIARNETSBORIS—OFMICOVTR, "Bx7I0EAEY >3,
ZZRLTLKEZL,

c H—ERAO— - Y—ERFI—H—CRD>TF I IV ERTTHLHICEIEZF5 1AM
O—LTF. IAMEEER. IAMAASH—ERO—LEER. TE. BIBRTEET, I
2U0VTER., TIAMIA—HY—HA R, O TAWS O —E R ICHERZZEEITHO—ILOER 25
BLTEE W,

s Y—ERAVZOO0-)-H—EAVZ 0=, AWS DH—ERX LUV hicY—EXR
O—-ILO—8TY, Y—EANO—ILZs5EZH, I——ICRD>TTII2EETTES
KOEBYNET, Y—EAV 20—, AWSTHIU K IZRREN, Y—ERICKO>TH
BEhET, IAIMEERERZ, Y—EAVIJO-IIOHEREZRTTERITN, MEITZ LR
TEEXEA.

« Amazon EC2 TETENTWAT7UT—232 -EC2A VARV ATEITEN, AWSCLI £
& AWSAPI ERZT>TVWBT77UT—23a > 0—BHNARIAIEREEETDICE. IAMO—
ILNEFERATEERT, chiF, EC2AV AR ARNTOT IV EAF—OREFICHBENET, AWS
O—)ILZEC2AVAZRVAIILEIVET, TOIXNTOTTVT—23a > THEATESDRSICTS
WLk, AVARRAILREENTEA VAR AT7OA77AINEERLET, 1 VAR AT7OT7
ANICRRAO-ILFEEN, EC2CA VARV ATERITETND 7O 7 LR —BNEFEIHERZINE
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ICBENTSNETH, TO MFATFNAAREHENEL<ENET, chik, X1 A
R—ARDUVEALALINAT—R (TOTP) OBMHEHFAREVLEHICEIYET, TOHEE
. FNAAOBRENFTEET,

RE, W—RI1—Y—FEABREE>THA A FTBDEELL, MFATFNAAOID—RZAN
TRIBENHYET,

AWS THOUNIL—KRI—H—ODOFIDO X1 VTAF—ZBMITS
(a>yv-—=J)

JI— K I1—5—01{RE MFA 7/N1 A&, AWS Management Console E 7zl AWS CLI APIA S Tl&
B, AWSHSOAREL THEMITEET,

BEEROFIDO EF 1T 1Mk, BECHO1ZHBER. BEELBLSBOIFETE, AL
AWS THIYRDIL—KRI—H— CBFRET N TLVRMHO MFA FNA AZERBL T, Y1243
BIENTEET, MFATNAAZ 1 BLABRL TVAVERR. BIOBINERZEATIEY
A4 TEXRT, RBOFEAERZEALTOTA2IR2HFECOVTE, "MFA T/NA4 AD#H
KB FLOCHEROXG) 2ZRLTLKEEY, COMREZENICTDICE. TAWS Supports ICHHE
WEDELSEEL,

L—RI1—%—0FIDO *—&EM-TBICE (T>Y—))

1. Rootuser (JL—RNI1—H%—)ZBIRLULTAWS 7HIN DEX—=ITRLAZAAZL, TH
DVRNFEBEELTIAM O Y =YL 42 LET, ROR—DTNAT—RZAHDLE
CB

® Note
=1 —H—7TR&, "TIAMI—H—-&LTHA A I R=DIZHAM42TFBC
ERFRTEFELA, [IAMIA—H—OHA AV R=DHFRRENEFE, R—DTES
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HETN—RI—H—DOEFX—NZFEALTHA42FB] Z2BRLET, IL—b
1—H¥—2FEALTHA A 2FTBHFECODVTE, AWSHA V42 I—H—HA R
D ")l—hI1—%—& L TAWS Management Console N4> 4293, BBRBL T
<FEEL,

2. FTEF—=2a N—0HAIT, FRITZDTHU NEEIBIRL TH S, [Security credentials] (1
F 171 FRHER) 2BIRLET, KEIZRLU T, [Continue to Security credentials] (zF 1 1
T A EREEERICED) ZBIRLET,

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. [Multi-factor authentication (MFA)| 0> 3> ZRBAL 7,
4. [Assign MFA device] (MFA 7*/N1 ADE|V) HT) ZiRL F T,

5. 4% —RAD [Device name] (T/X1 AB) ICAHDLTAH S, [Security Key] (EF 21T 1
F—) . [Next] (RN) DIBICERL £,

6. AE1—XMOUSBAR—KNIZFIDOEF1UTF4F—Z2HALET,
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7. FIDOtFa1UTFT1*—22Y7LET,

T, FIDOEF21UT A F—k AWS THEAFAREICEWEL £o REIC)L— NI —0REERE
HEEALTHA2A2TBDEER, FIDOEFIVFTAF—ZEYTLTHA A2 TOLRAER
TIRIRENFHYET,

FIDOtEF1)FT4F—IZBEITHBEONS I —FT420I122WTE, "TFIDOEF21)FT 4
F—ORZTINa1—FT1420T) #BSBLTLEEV,
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LTLEEW,
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AWS Management Console

L=RI1—H—ONAD—RZZETDICEF

® BINTUEAHT
UTFOFIEEEATBICE. PEEERD IAM T YL AFANRETT,

NADT—RZZETS 155


https://console.aws.amazon.com/iam/home?#security_credential

AWS ldentity and Access Management I—%—HA KR

« BMDAWS THIV N (IAM) 7O EAFFAIZHXEE LA AWS Identity and Access
Management L— N 1—H—&EULTHA A FTRRBENFHYVET, IAM1—H—F
EERO—ILELTINSDFIEZRTIDERFTEEEA,

1. AWST7HIUN ODX=)LTRLAENADT—RZFEAL, AWSTAHI R NDI)—K1—
H#'— & LT AWS Management Console DIEHFICH A 42 LTLEE W,

2. AVI=IOELRBOTADY NERLEETHOY NESZEIRL TH S [Account] (FAHD
V) ZBRLEXY,

3. [FADURIR=DT, [FHDOYRNRE] DHED [wE] 2BRLEI., EF1UT 1 LOE
MAS., BREIZROSNKT,

® Note

WE] A7V HARFENBEVRERE, PHIOYMOIL—RI1-—H—&LTOJA
LTV EBEWATRMEA BN ET, IAMIA—H—FEO-ILELTHA2A42LT
WBEIE, THIOYMNREZEETERE A

4. [TADYRREDEM R—T T, [NADT—R], [wE] OIEISERLET,

5. INAD—ROEHFH|R—ZT, BREDNAT—R], FHLLWNADT—R], FFILWNRAD—R
DB DE71—ILRICAALET,

/A Important

KRFBHBENAD—REZERL TS EEV, IAWMIA—YF—RAOTHI>KNAD—
RRVS—ZRETDERTEXRITYN, CORVY—RBI—NI—F—ICFEAE
hEtA.

AWS THNZT— REUTFORHERLTHENBIET :

« 8~128 NFTHERETNhTWAZ &,

s RFOANFENE, BF, BLT1@QH#F% & ()<>[{}|_+=DiLBTZEHILE
FHYNET,

c AWSTAHIUNTAIDYREBREEX—ILFTRLAEALUTAHEVZ &,
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® Note

AWS TRUYAAVTOLANHEZEDTLVERT, CchSDHED 1 2. &£
WREBNAD—RRIUS—ZTHINIRFTEZZETT, AWS THIZ b
ZTYT7TIL—RULEBEE. LERBONAT—RRUS—ZRWI-TEZ2EREN
Y. AWSHKRTHIRNZETYTIL—RLTVWEWEES, AWS EZDRY

=B FREBITLTVERA, EEL, KNVRE2BNADT—ROBA RTAVICHRSD

B BEBOHLET,

[Save changes] (BRED®R7TF) 27UV I LET,

AWS CLI or AWS SDK

CDRAVIEAWSCLI ITE AWSSDK DWTFIAICKD API BIETE Y R—KhEhFEEA,
CHRAATIE, AWS Management Console ZfFAL THHKEITTEET,

MARFLEEENEL—RI—Y—DO/NADT—ROVEY K

AWS TPHOUN ZMOTHERLEEZEIL, EX—)ILTPRLAENADT—RZEELELE, Chs
. AWS7HOMNOIL—KNI—%—FREEHTT. NAD—RI)I—RI—HF-NAD—RZXx
n7=%H &k, AWS Management Console " 5/NAD—RZJ+Y NTEFET,

L=KRI—H-—NAT—Rz2VtEY hT2ICE:

1.

AWS PHIOUKN OX—=)ILFTRLAZEAL TI—MI1—H—& L T AWS Management
Console NOHY A4 2 ZFAKBL. [Next] (XRN\) ZEIRLET,

® Note

IAM 1 —H—523HE, % #F 8 L T AWS Management Console 24 >4 > LTWVW3 15
& L—RI1—HB—NAD—RZVEYRNTBICE. ETHSATINTEIXLEN DY)
9. PTHIVRNEEOD IAM 1—H—0OH A A UR=INFRTENLFZEE, R—
2 O T EHIEZ & B [Sign-in using JL— Raccount credentials] Z3&IRL £9, HEILS
UT, PHAD2RDEX—IT7RLAZEBEL, DRAN] ZE#IRL T [JL— buser sign in
UL—=RI—HF—HBAL AN R=DICFTIEALET,
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2. [NAD—REENEHE] ZERLET,

® Note

IAM 1—H—0BE. COATIIVREATEEL A, [SAT— REBRBE] A
7oavik, L—RI1—H—FHIVRTCOXERTEET, NAT—KEULY RNT
B, ERECKETILENBYET,

3. THIYHNCEENFSNTWAEX—ILTRLAZAALET, RIZ., CAPTCHA DTFTFA
heABL, [#1T] ZBRLET,

4. AWS T7AHIUN ICEERIFTSNTWVWS E X—JL% Amazon Web Services # 5D XY £—2 T
BELET. X—)LIk @verify.signin.aws TEHB T RLANSEEET, EX—I)LDIE
RICUEN>TERELET. THIUMIEX—INFRRENBEVEEGRE., ANLATFIE %
BRLTLKEEVW, X=)LILT7V9EATELBLBE2HEE. AWSHA 42 I—HY—FHA R
O TEBEPODAWS THIRDX—=)VICTOEATERN ) Z5RBLTLEEZV,

W—=RI—HF—OTF IV EAF—DEK

/A Warning

N—RI1I—HF—OTF I EAF—RT7EERLBEVCEZE<BEOHLET, JL—hI1—H—
NBEBEETRRAVEF LS DIATHY, ChSORAVREE, HEICETEhBEVE
. AWS Management Console IZH A4 A2 LTIL—RI1—HF—DRAVEZRTIBD L
ZHEHLET, PTOVEAFT—ZERNTREIC. RENBETIVELAFT—OREREHEFELT
<EEW,

BEHLEB AN, AWS Command Line Interface (AWS CLI) E &, IL— I —H—0FREHER
ZHEALEZ AWSSDK OWThAD APl BEZFEAL TION REERITTEDKRSIC, L—NI1—
H—OT7VEAF—%2ERTEET, TV ELAFT—%2ERTRDEER., TUOEAF—IDEI—7D
LYRNTZ7OEAF—Z2EY FELTHERLET. POEAF—OEREIC. AWS TR, 77X
F—O—OLYRNTIOELAF—OHPZRTIBIOA DV O—RIZIEELN1ER)EZSNIE
To cnZAIJO—RLBEVWEEXHALEESR., TO/EBAF—ZHRLTHLLW T IOEAF—
ZERTEERT, -1 —TFOERAF—E, O>VY—J)L. AWSCLI, Eil& AWS APl THERK
TEET,
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FUSHERLIET O CAF—ODAT—R A active ICB VN ET., ChiEk, CLISKRT APIO—)LA
CZDT7 O EAF—%2HEATEDRETY, - RI—H¥—CER2D2OTIVEAF—ZEEHT
BENTERY,

FEALTWEWT I ERAF—RITIT 1 TUTRIRENHBVET, TORLRF—HNETIT147
CB3E, TOTVEAF—Z APIFCHUICERTR LR TERSBYET, FT7IT171C
BoflF—%, BIEMEFRCENLTAIVRNENET, TV EAF—RBVDOTEERL LVHIRL
TR ENTEXRT, LEL, —ET7VEAF—ZHIBRLLEE. KAICHIKRENT, @ETS
CERFETEXREAS

AWS Management Console

AWS PHIVRDII—RI—H— DTV AF—2EKTBICE

® BINTUEAHT
UTFOFIEEEATBICE. PEEERD IAM T YL AFANRETT,

« BINDO AWS PHT N (IAM) PO EAFAZHEE L& AWS Identity and Access
Management L— N 1—H—&ELTHA A FTRIBENFHYVET, IAMI—H—F
FRAO-ILELTIISODFIEERITIDCERFTEXREA

1. AWSTHIUKN OX=)LFRLAENAD—RZFEAL, AWSTHIMDOI—KN1—
'— & L T AWS Management Console DO FIZH A A2 LT EEL,

2. AVVY=ILOARLERBT, FHOURBEEETHONESEZEBIRL, VT [EF2 D
T 1 FRAHER] Z@IRLE T,

3. [Access keys] (77 E2AF¥—) 92 3> T, [Create access key] (7 V EAX—ZERK) &
RUET, cOFT>a>zFEATELRVERR, BICEARBOT IV EAF—HDFHYVET,
FLLVF—ZERKTRDEIC. BFEOTIELAF—OVThH ZHIBRTDIHLEN SV ET, &7
MICOVWTR, TIAMFAT DT ORI 7—2, BSBLTLSEEL,

4. NN=—KRI1—H—-—TIO0ELAF—ORBEFER—DT, tF1VUT 1 ICEITHHRBEBEFZHER
LTLKEEW, HITTRICE, FIYIRY VRAZEBIRL, [TUVEAF—0OERK] ZBIRL
-

5. [P9EAF—OEBIR—DIC, [TOEZAF—]OIDFERTENET,

6. [—VLYRNTIUOERF—]T[RTRZBIRL, 75OV A 2V RIASTIER F—
ID&E—OLY MF—ZOE—L, ECHAOLZEBEMICHYINSTET, £/, [csv
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rootkey.csv EVSBEID 7 7PAINEAIO—RIBDEETEERT, TOTI7MIL%E
ECHREBEMIIRELET,

7. [Done]l (T)ZVVYILET, TUVEBAF—NDNTEILLZ 25, BAEThDLZH<E
HIZ, TOFXF—%ZHIBRTDD, PBLSEEEIMELIDEERFTLTLSEETL,

AWS CLI & SDKs

LW—RI1—Y—OT 7 AF—2ERKITSICE

(® Note
L—RI1—H—EULTROOATY RELRF APIBREZRTIDICEK. FUOTATHBTY
TEAX—RTHF1DI2BETY, PUOEAF—HBZWESEE., AWS Management Console
ZEALTHRNOTIVEAF—ZEHLET, RVWT, AWSCLITZEND 1 2EOT7 It
AF—NSBERIAEHRZFAL T, 22BOT7 IV EAF—%ZERT BN, TIOEAF—
ZHIBRLE T,

« AWS CLI: aws iam create-access-key

Example

$ aws iam create-access-key
{
"AccessKey": {
"UserName": "MyUserName",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2021-04-08T19:30:16+00:00"

}

« AWS APIL: IAMAPI U7 7 L > A®M CreateAccessKey,

W—KhI1—Y—0OT7 IVt AF—0DHIK

AWS Management Console, AWS CLI &7/l AWS APl Z2f#AL T, I—NI1—H—-TIOtAF—
ZHIRT D LW TEFELE A,
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AWS Management Console

LW—RIA—F—OT 7 AF—ZHIBKRITSICE

© BINTFURAHT
UTFOFIEERFTTBEE. DB ELRD IAM T L AHFAFBETT,

« BINDO AWS PHT N (IAM) 7O EAFAZHEE L&KL AWS Identity and Access
Management L— N1 —H—ELTHA A2 FTRILENFHYVET, IAMI—H—F
FRO-ILELTZIISOFIEZRITIDCERFTEXREA

1. AWSTHIUN OX—=)ILTRLAENAD—REZFEAL, AWSTAHIMDO)—KI1—
H#'— & LT AWS Management Console DI FICH A 42 LTLEE WV,

2. AVY=IDOELRET, PTHADVRNEBRERTAHOY NESZERL, LT [EF2 D
T 4 AR 2 BIRLF Y,

3. [POEARF—1tE93>T, BIRTZDTIOEARAF—%BIRLT, [F7> 3], [HIKR] DIE
ICBIRLET,

(® Note

T, TOVEAF—22R2ICHKRITZRDYICBETIT17L] T2 2EETE
£, ChIZ&Y, F—IDEERI—ILYRNF—ZZLFTI LB, BTED
F—OEAEBRETEET, FF7IT17ICB2TVWBR T IV EARAF—% AWSAPI A
DIVIOIARTHEALISELTE, TORAEIXNTERRLT, TIOEAEETOR
BECIV)ET,

4. [<access key ID> ZHIBR] XA 7OV RY VAT, [ETIVT 1471 2&RL, POEAF—
ID Z# AL THIBRZREEEL =5, [HIBR] £ BIRLE T,

AWS CLI & SDKs

L—RI—YF—OT IV AF—ZHIKRITHICE

© BINTF O EARHT
UTOFIEERFTTBICE. PBELRD IAM TP AFTFBETT,
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« BMOAWS THIV K (IAM) 7O AT Z4EE L&KL AWS Identity and Access
Management L — N 1—H—&LTHA AV FTRDBEN HYET, IAMI1—H—F
EFRO-ILELTINSOATY T REERITITDERFTEXRHA,

* AWS CLI: aws iam delete-access-key

Example

$ aws iam delete-access-key \
--access-key-id AKIAIOSFODNN7EXAMPLE

COOANY RARBLUEZE. HAOREKENEEA,
 AWS API: DeleteAccessKey

W= R BRI BERRAD

Hﬁmaaxvﬁiﬁbtu AWS DY —RIZTOEAL VY TBICIE, AWS IAM Identity Center
EBE]—H—ZRETRDEEZBANOLET, L, PTHINDOII—RI—H—ELTHA
/4/?%%AL H, LTICRTRATZRITTERT,

2ARY

c THOIVROBREZZEELERT, ChillFE, FTHIOKE, EX=)TRLA, L—hI1-%—
NAT—R, BLRPIIL—KRI—HF—TFTIEAF—HNEENETT, ERERFR. HLVBER
E, AWS V=2 3rBEQMOTAIY MRETR, L— 1Y -FRAFEREFETT,

c IAMIA—H—TFTOLAHAZEFHLET, HE—0 IAM EEENFBFOT IV AFAZR> THY)
BUESBEE., L—NI1I—H—&ELTHA A2 LTRU—ZHFEEL, PUOEAFAZELTE
X7,

« BREBEHREDANEEIVV—IUADIAMTIERETITATICTS

- BEOHESHEREEZRTULET, aws-portal:ViewBilling FF A £ D IAM 1—H—(&, AWS
Europe /'S VAT BREBZRRBRTA T VO—RITDENTEXRTAHN. AWSInc £k
Amazon Internet Services Private Limited (AISPL) " S lE T& Xt A,

« AWST7HD b ZBIUE T,

FHECOVTR, XOREY IZZRLTSEEL,
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JH—T RAVAZVAI=T YN T LA AICEHBREBELTERLET,
« MFA (ZEEFED)ICHETDLSIC Amazon S3 /N Y RERELE T,

s IXTOTV NI %EIEERETS. Amazon Simple Queue Service (Amazon SQS) Y —AR
S—EmEFLIFHIBRLET,

s IXTOTUINILZERTS. Amazon Simple Storage Service (Amazon S3) /N7 Y KR
S—EmEFEEFHIBRLETD,

+ AWS GovCloud (US) e 4> 7Y 7 LET,

« AWS GovCloud (US) 7HhJ > MZ AWS Support A5 DII—KR1—HF—TFOEAF—%2ERLF
CB

« AWS Key Management Service ¥ — A EBREEICE 2 LBEE, I—NI1—H—-ELTAWS
Support ILEAIVWVEDEBTERXTTEET,

L—R1—F—CEITIEEONZ IV 21—FT127

CCILRETAERE. AWSTHUY N OIL—RNI—H—ICERTZIEEORNS TN 21 —FT 1>
TJICRIBET,

THORNL—RA—HY—ELTHA VA LEEELRTTEDLHRENDIRAVERTTER
L

FHAHIVROIL—RI—HF—EULTHA VAV LEEZILRRAVERTTERVES, TOTHDIY
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ITNOI—H—HFEEEZTET, FHICOVWTE, AWS Organizations 1—H—H4 RO TH—E
A bO-LRIZ—, ZZRLTLSEZW,
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AWS THIOU KN ZERTAIBICEX—ILTRLAENAD—RZEBELET, chslEk, AWS T
A RO —R1—H— ORIAEHRTT, AWSTAHIUN CHERFSNTVWEX—=I T RL
AN FEAZIBE, @signin.aws £l @verify.signin.aws A5, AWS 7hHo U N 2B< 1=
HICEAThETEEODS, HBOX—I)ILT7RLALEOBETEZEEN XY E—2ZRELE
9,

EX—LTRLAADA2TVWTE, EX—)ICT IV EATELRLLZ 2258, FTROLThA
ODAT72AVEFEALT, EX—IANDOTIOEAZEELET,

c EX—LT7RLAOKXAVEFBLTVSBEE, MBRULLEE X—LT7 KLAZERTE &
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IAM 1 —4H— 0¥ (AWS CLI)

IAM 1—%'—(& AWS CLI THERTEE T,
IAM 1—4%— &R T B CIE (AWS CLI)
1. l—ﬁ—ﬁﬂfﬁibiio

* aws iam create-user

2. (7> 3a>)d1—H—IZ AWS Management Console NOF V2 AEZFELET, ZhIZIE/N
AD—RABETT, . THO RO A A R=—D URL Z1—F—ICIRBITIHE
FHYET,

» aws iam create-login-profile

3. (AT aV)A—Y—-LCTOVZLICIN TV ELAEEZRELET. ChICRETIEAF—HH
ET9,

* aws iam create-access-key

» Tools for Windows PowerShell: New-IAMAccessKey

* |IAM API: CreateAccessKey

/A Important
=LY RNT I EARF—2RTELRIIIVO—RTEDIORIOEELEFT
¥, AWSAPI ZFEATRHIIC, I—H—ICCOBERERUBIDIMBENFN HVERT, 1—
H—DFHLWFIOEAF—IDE—TVLYRNTIVEAF—E, ZL£BBRAICKTFL
TLEEW, COARTYTZT2RIC, =LY RF—ICBET7IERTBR L
FTEFEREA,

4, A—H—Z 1 2FLREBOTIL—TICEMLET, BEELEITIL-TCE, I—F—ICHL
THEYET IV EAEREZNETZIRIS—ATEYFERATVIRLENHY)ET,

» aws iam add-user-to-group

5. (A723aV)1—H¥—0OT7 IV EAEREZERT SR> —21—H—ICTRYFLET, EE:
1—Y—OF7 IV LAFTOEERIE, 1—H—Z2JI)I—7ICEMLTIIL—TICRV—%2TEY
FITBET (A—H—ICBEETEYFIDOTRREBL)TSCLEEZHEOHLET,

» aws iam attach-user-policy
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-access-key.html
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=New-IAMAccessKey.html&tocid=New-IAMAccessKey
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-user-to-group.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-user-policy.html
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6. (F7>3U)BI#TEYFLT, HAZLEMZI—H—ICEBMLET., FHICODVTE,
NAM I—H—02 T OEE (AWS CLI FE AWS APl Z2ZRBL TS IEZEV,

7. (A723aU)1—Y-ICEFOEF1 VT ARABREZEEEIIHEREERADENTEEXT,
FHICOWTE, TAWS: MFA TRAfE M IAM A—H—A [tF1 VT 1 FABHR R—DT
BODOHAEHREEETEDLSICLET ) 2ZRLTSEEL,

IAM 1—4H— D4R (AWS API)

IAM 1 —%—(& AWS APl THERTE X T,
(AWS API) 2 SIAM 1—H'—&ERT 3 0
1. l—ﬁ—ﬁﬂfﬁibiio

* CreateUser

2. (7> 3a>)d1—H—IZ AWS Management Console NODF V2 AEZFELET, ChIZIE/N
AD—RABETT, . THO RO AAR=—D URL Z1—F—ICIRBITIHE
FHYET,

» CreatelLoginProfile

3. (AT aV)A—Y—-LCTOVZLICINTIELAEEZRELET. ChICRETIEARAF—HH
ET9,

» CreateAccessKey

/A Important
=LY RNTPIOEARF—ZRTELFAVO—RTERZOREDEELTT
9., AWSAPI Z2ERATHEIIC, I—H—ICCOBERZEBIDIMENf GVET, 1—
H—DOFHLOWTIEAF—IDEI—ILY NTIEAF—, RE£BEHFAICREL
TLKEEV, COARTYTZIT2ERIC, >—ULYNF—ICBET7IVRATR L
FTEXLEA,

4, A—H—Z 1 2FLREBOTIL—TICEMLET, BEELEITIL-TCE, I—F—ICHL
THEYET IV EAEREZNETZIRIS—ATEYFERATVIHLENHY)ET,

» AddUserToGroup
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AddUserToGroup.html

AWS ldentity and Access Management I—H—H4A KR

5. (A723a)1—Y—0OF7ItAEREZERID RV —Z1—H—ICTEYFLEY, EE:
A—Y—OT7 7 AHFAOEERRF, 11— —2JIL—TICEMLTIN-T LRI —2TRY
FIRET(A—H-CEETEYFIDOTREL) T LZ2HEFHLET,

» AttachUserPolicy

6. (A72aNRIZTFTRYFLT, HARLEBMEI—Y—ICEMUET, FHICOVWTIE,
MAM 1—H—0 K245 OEE (AWS CLI 4 AWS AP £#SHBL T EEL,
7. (FA72a)1—Y—ICBEBOEF 1V T RABHREEETIHEREERADENTEET,

BMICOVWTR. TAWS: MFA TREFE N IAM 1—H—A [EF1UT 1 RIEBEHF X— T
B DRIEHRZEZEBETEDEISICLET ) ZSRLTLSESTL,

AWS Management Console AN® IAM 1—%—7 2+ A0 A=)l

AWS Management Console ZfEFIL T AWS PHI U N ICH A2 AVFTBT O EAFTZ2EFD IAM
I—H%—F, AWS DY —RICTIVEATEET, UTO—E[F. AWS Management Console Z &
UTAWS 7HIURNDY—ANDT UV A#RZ IAM 1—5—IZH5325 522 RLTVET,
Fh, AWWSTITHARNEZBLUT, AWS7HIY NOMOKEEIC IAM I—F—ATFTIOEATDH
EFERLTVWET,

@ Note
IAM OERFERTT .

AWS Management Console

AWS Management Console IC 7 VAT B HEN BB IAM 1—H—0/NAT— RZERL
£9, 11— —E. IAMEIEO AWS PHIOUNBAAR=DHAS, OAVV—=IILIZT I
ALET, YA A IUR=DADH A AIZ DV TORME, rAWS A4 1—H%—H
AR, O TAWS IZHA A2 TDH%E 22RBLTLKEEV, NAD—REKOFHMICOWVWT
&, AWS TOI1—H—/NATV—RODEEZZRL TEEL,

NAD—REH|BRT S & T, AWS Management Console AD IAM 1—H—TF VA% &b
ICTEET, ChickY, 424 FRHEHRZFEA L T AWS Management Console (2
JAVTBRDCENTELRLLBYET, EERZZEELLY, 5lI2EZWO0-)LzFEALTOY

V=ILICTIOEATEBRVWELSICLEY TR ERBYECA, - —DNTIOTATBTY
EAF—ZHF>TVWBRHEE., ThoOF -5 EHEMEEL. AWS CLI. Tools for Windows
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachUserPolicy.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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PowerShell, AWS API, F7=l&AWS Console Mobile Application DY —)LZNH LT VA%
FFALETD,

Amazon EC2 1 AR A, Amazon S3/NT Y R ED AWS UY—X

IAM 1—H—ANAT—REF>TVRFEEE, AWSUY—RIZTIVERATBICET VAR
ANDETT, BEEN IAM 1—HY—ZERLEE, F72INTREEFOI—H—ICTIOER
FaEHYELA, BEZTIEAHFTZ IAMI—HY—ICNETBICE., I—H—ICRUI—
TRAYFLET, ZHO IAM I—H—HARUVY—ATRLUZAVERITITIHES. <n5
DIAMI—H—BTI—TICEV)HTBENTEET, XIZ, TOITIN—TICTFIOEAHFET
ZE)YTBRENTEET, IAMI—H—BLTITIL—TOEROFMEICOVTIK., TIAMID
(A—Y—, I—HY—=TJ)L—7", O—))s BSRBLTILKEETV, RU—2FERAITIT I A
AIRREDFFHICOWVWTIE, AWS DY —AD 7OV LABEBZSRL TSEEL,

AWS FA4AAhv>a>74#—F A

AWS FA ANV 23T HA—=FLANDOEREK, EXLETEBHRAVELEGET, 1—HY—HNE

B IXRNEAWS FARAAY IV TF—FALAILRBEIZEEREK. B0I1—HY—FX—A

BERATRCENTEERT, I—HF—DNUNOTAWS FA ANV AT A—FALICERETS

BEe., 1—-"Y—RB Y IR—ALBLRVEX=ITRLAZANTEELSICROShFET, AWS

TFARAYS AV T A—FATEND_Y VZX—LEFEHATEZOR., TOI1—H—DOKTT,
AWS PHIOV K~ OFERB R EAER

dA—H—I2, AWS THIY N OBRELCEABBRNOT I L AEXTT BN TEET,
SEIC DL TRE. AWS Biling I—H—74 K © TBEREBAOF 7 E£AOIY RO—)L, 55
BLTEE W,

AWS 7AHD> K 707 7 4 )15

I—HY—HFAWSTHINO7O7T7AINBRICTIVEATED LR TEERE A,
AWS 7 j]rj/l\ "fZ=\=1UT'fm.nl—|:f§$ﬁ

A—Y—HAAWS AT N OEFIVFTAFZRBRICT IV EARATEI LR TERE A,

(® Note

IAMARD) S —IC&BDTOEAOAMA-LE, 1 2F—T7I4AALBEEHYYELA, £
& ZE, AWS Management Console IC7 7 EZATB/NAT—RE2I1I—HF—ICRETEE
9, AWS Management Console AICH TD1——OF7ov>arza, 1—%— (FE1—
H—HNEITDITIN—T)DRI—THEITDENTEXRT, £klE. AWS AD APl J—
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https://forums.aws.amazon.com/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/control-access-billing.html
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NERTITREOOAWS PO EAF—%21—H—ICRETZEETEET, Chs5DT
DEAF—ERAICERTZISATSVELERISATNEEBLUTI—Y—HNROHT
ENTED T3> aERI—THBPIZDELEETEET,

IAM 1—%—A"AWS (CH A2 AT B FHE

IAM 1—%'—& L T AWS Management Console [CH 4 >4 >3 %(1CEk. 1——IDELET7HYD
VRIAVTRARZANTRIHVEN HYNET, EEEN IV -IITIAMIA—HF—ZERLELLIC
A4 FdE, I—F—RBETHINDEEETHAIDRIAIVTAZEETHO MY A
JAUR=DDOURLBE, A4 VRABBNIEEEIhEZRET T,

https://My_AWS_Account_ID.signin.aws.amazon.com/console/

® EVh
VITTSIFTTAIY ROFA VA YR=IDT Y U=V EERTBIE. FHVY
hOH ALY AY URLEFHTT Y IX—IIY NULADTRLENBYET. II77
STHDT Y IX—UMEEREALAVTIEE W, US ALY NI&>THA > 1> URL
HFBRCBHN ST,

R, RO—MYAAVIVRRARNTHA2A2 LT, FHADNIDRERGT A RNIA
VT AZFETANTEDEETERT,

https://console.aws.amazon.com/

FEEDLESD, AWSHA A R=TJFTZIH cookie ZFEAL TIAM 1—H—ZEFTHIT N
F#E’Enﬂlgbi'd'o RE, I—Y—HNFEEOR—JICBEL E&E,. AWS Management Console ]
>VY—=I)LI& Cookie ZFEAL T, 1—HY—ZT7HI RO A A R=JICVAALINLET,

EEEN IAM 11— —IDICEERFShTVWSRRVI—TEELEAWS DY —RIZOKT IR
TEFXT, I—HY—HFI2YV—ITRETDIZEK. AWSUY—ADVARKRRXERZE, O

V= HFRTITEDTIOIAVOERTERIBETT, HMICOVWTE, AWS UY—AD FIOEAE
EBLREIAMTATFUTATAR=—ADRI S —0fl 28BL T EEL,
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https://console.aws.amazon.com/
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® Note

BBIIBEEOTATOTATAAT LN H BB EE. Single Sign-On (SSO) A7’ a3 %
ERTBD_ENTEET, SSO ZFATHE, 1——R IAM1——TFTAF>o 71474
ZELBLSTET NI MO AWS Management Console IC7 VA TEE Y, SSO Tl&,
I—5—FEBOTFANIHA 4201, AWSIZERICHA A2 TBREEELKE
WET, HMICOVWTE., THRZAID7O—H—ICHTD AWS A V—IANDTIER
DAL ZZRBLTLKEZV,

CloudTrail TOOJEREYT A > 14 > O

CloudTrail ZB#tLTOJICH A A AR N ERHRTSHE. CloudTrail AR NZER&ET
2EFMZERBIRTBILLL AZREBL THKSENHVYET,

s A—Y—HFAVYV-ILCEEYI(42F2E, BREAEY—ERA0O Y-V —-232%
BR=RNFTBIHESHICKS2T, JO-NILEERV—2320HF 424V IV RRAVMIUA
ALIRENET, fIZAE, XAV =INOKR—LR=DR V=232V FEHR—-NTRIZD,
RO URLICHA > A > LIEE:

https://alias.signin.aws.amazon.com/console

https://us-east-2.signin.aws.amazon.comZENDN I —2a>0HA 42T RiRA
YREZUVEALOREN, TOV—23>2>007T)—2320 CloudTrail O I N &%)
S

—%. Amazon S3 OV —=I)LiE)—>3a>azHR—MLEVESD, KO URLICHA A2 LS

P
=.

https://alias.signin.aws.amazon.com/console/s3

AWS [C&k V) https://signin.aws.amazon.com [C®2 T O—NILOHA AT RIRA >
NZUAAL O EN, JO0—/N)L® CloudTral O I RN ERVY) ET,

C =T AVRBOXA YAV —LOF—LR—ITRDES S URL BREE > THA A>T
BEl&Y, FHTHEOU—IIVOFA VA VIV RRIY REUITIRARNTHIENTE
7,
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https://alias.signin.aws.amazon.com/console?region=ap-southeast-1

AWS IC& V) ap-southeast-1 V=23 H AL VI RRAVNIVEALIRNEN, ZD
1)—=3>® CloudTrail QT AR MERVYET,

CloudTrail & IAM OFFMIC DWW TR, "CloudTrail L&D IAM AR OOV 228U TL
ZE W,

A—Y—=5. THAODVROBREDOLESIZTOTZALICLDT VLA BERZERRF., §1—Y—I(C
TOCAF— RV (TORBAF—IDES—IVLYRNTIOEARF—) 2ERTEEXRT, LEL, 1—
B—DT IV EAF—ZERTIRICKRAINE LN Z2BREFRAIBYET, FHICOVTE,

TAWS £V T77L2VAL O "RENBT IV EAF—DEESHERELE) 2ZRL TS
W,

IAM DY A2 A2 R=TTDH MFA 7)N1 ADER

ZEZEE (MFA) TFNA ATEBERENATWS I1—H—k, MFAFN\NA AZEHAL T AWS
Management Console ICH A A > F2HEBFHYET, I—HF—HDFHA12 45 &F#ﬁ’&)\ﬂb
&, AWSBEZO1—H—0OT7HV 2 hZ2fAN, TO1—Y—IC MFANFREAES H ZHRFEL

T, LFTOREY U TlE., MFA 75"'412\%7?;&:?-3L:J.—")“'—b""')“'f‘/'f‘/’i;—ET?J'%)Hift:jb\‘(%‘iéﬁﬂ
LET,

NEY D

- BEO MFA FNAANEMELE N ZRETOTA TS
« FIDOtEFIUTAF—TOHA (1>

« IR MFA TFNAATOH A 14>

« N—RIIFTOTP h—O 2 &FERALEHA 1Y

BEO MFA FINA AN EMLE nERETOTA1> T2

A—H—HN AWS THI N TEBO MFAFNA AZEBMCLIERET, TOT7HIOKDIIL—K
J—%—F Lk IAM 1—H—& LT AWS Management Console ICOJ (4> $2BATE, A1
AVICRBEBEBEMFATNARAR 1EDOHRTT, NAT—RICLDBAZT2 DAY -G, FATS
MFA FINA ARA 72 BRLFBEZZETLET, TOER, 1—H—R&. BRULERATOFNARA
ZERALULERZROSNhET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html#alternatives-to-long-term-access-keys
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FIDOEF1UTFAF—TOH L1212

MFA A 1—H—ICHEBBERE. 2BEOHA VA UR=IFRRENET, I—H¥—F FIDO &
FIVTAF—ZRYVTIDHBENHBVET,

(® Note

Google Chrome Z&ELV D F &, [Verify your identity with amazon.com] (amazon.com T4 A
BREEZLTKEEVY) EERIDIRYTTYTHFRRENETHS, VThoF7> 3> &
RUBVRSICLTLKEEY, EFIVTAF—ZRYTITRETTLILVDOTT,

B MFA FNAAEFERY, FDOOEFIVT14F—RFEAHALELSEZVYWET, BEEZEE. FIDO
TFIVTFTAF—FHBRLEYENLEYLERES, TOF—EEMICITDENTEET, FMICD
WTE., "MFA FNA AQOEM (OV =)L), 2SBLTLIEEV,

WebAuthn ZHR— RN T2 750 —B KT, AWS F"HR— KT FIDO MinTF/NA AICD2WT
. TFIDOEF21) T4 F¥—%FRTHLEOOHR—RENDETEL Z2SRBLTLIEETV,

R*8 MFA FNAATOH A A4 >

MFA A" 1—H—ICHAEBBFEE. 2BBOY A VA R=IHFRRENET, [MFA code (MFA
O—R)NARY VAL, A= -G MFAT 7T =23 s RUEhZBEI-—READTIZE
FHWET,

MFA J— RAIELWVWEES. 1—H—IF AWS Management Console I 7 VEZATEER T, cD1—
RAEE->TVWAE, I —RGAOO—RTHAITTEET,

R MFA ZNA ANFEBL < BB e HYET, 1—H—H AWS Management Console N\ D
A A RAELNRATERBLEEE, BREMFATFNA AZEHTEIES>SKRO5NhET, 1—
H— R EEOERICHE S TRE MFA FNA RAZRBPTEET, BEEKOAWS THI N 01—
H— RO > TFNARZEH TR FEICOVTR., TRETFNAARAEN—RIITT MFA F/NA4 A
NDEEH) 22RLTEZL,

N—=RITF7 TOTP h—=O 2 ZERLIEYA2 A~

MFA A" 1—H— I HERBAE, 2BEOY A VA UR—IFRREhET, 1—H—F. [MFA
code] (MFA J—R) RY ZRIC, N—RIIF TOTP h—U > hSBBEENZHEI—READT
PDRENDYVET,
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MFA J—RAELWEE, 1—%—Ik AWS Management Console IC7 V9 EATEET, cO]—
RABE->TWAE, - —RBBHOI—RTHHATTEET,

N—ROIF TOTP h—0 &, FEHLrSHAND EEHY) EFH A, AWS Management Console A\
DHA A2, BHEERL TEBLEI—Y—CHL TR, MFA R—=22FNA AEREHTS
EKSICKOSNET, IV —RFEADERICHE>TMFA R—O2FNAAZRAYMTEET., HF
BOAWS 7HOUKN O1—H—IZRD>TFNA AZEHEITEHZEICOVWTE, TREF/NAR
EN—RDIT MFATNAAOEBRH, 2RBLTEEV,

IAM 1—H'—DEE

(® Note

RARTZ0T4AELT, —HHNBFRERHROERICKY) AWS IZT VAT BICE.
ABOI—H¥—CHLTID7ONAMA—EDTIFL—2a > nERZEMNEBEETD L
ZHEHLET. RANTZITARAIZHARF, IAMI—HF—XTIN—T%Z2EETS
EICEBYERBA, BEITHROTREL, I—H—EJI—71&F AWS OABTEEE

h, 7TFL—>32IDELTAWS DY —ALELTFTIEATEXRT, 7T5FL—>3>
Dk, I>2—7SA4X1—H¥—F«LUKN), D7D 70O/NA4H—, AWS Directory
Service, Identity Center 4 LV NUDI—H—, £1E IDV—AHL SEME Ni-FRALE
HEFEALTAWS O —ERIZTIVEATH1I—H—TF, 7TFL—>32 DR, ID
ZT7ANA A —HNEEBLETIL—TZFERALET. AWS IAM Identity Center ZER L TW 35
&&. IAM Identity Center TOI1—H—&JI—7TOEKRICETHERICOVT. AWS IAM
Identity Center 1—H'—7j 4 K® "Manage identities in IAM Identity Centers (IAM Identity
Center TO ID NEE) 2SR L T EE L,

Amazon Web Services IZl&, AWS 7HT N O IAM 1—HY—%2BEBITDLHOEHOY—ILHHA
BEThTVETS, THIRNKXERBEOIIIL—T70 IAM1—H—2Z2—8XRRLEY, 1—H—5H
BI35IXNTOILI—HY—JIN—TZ2—ERRLEYWTEET, . IAMI—HF—0ZZEEP/N

ANDEEZRLEYTEES, IAIMI—HY—TREKT7IFL—232 DOFEAICBILTVWSRES
. AWS7AHDUMAS IAM I—H—&HIBRL &Y, 1—Y—%FT7 071 7LLEYTEET,

IAM 1—H—0EBRYS—0EMN, T8, $LEMBROFMCOVTER, TAMI—H—0F Y
CAHAOEE, #BBLIKEEV, IMI—HF—012S4 RIS —OEBOHMAICOVT
k. TIAMID Q72 EAHFADEBMNS LR, . TIAMARY S —OfFE,) . HKT TIAM KU
S—%UBIR) EBRLTIKEET VN, RARNTSIFARELT, AVSA VRV —TRELE
BRYS—EFEALET, AWS BERUY—TR, S<O—BRWI—AT—ATTIEAHFTEH
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
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BELET, AWSEEBRUS—F, IXTOAWS 01— —NEFEHATES LD, FENI—ART—
AU TERNMNFEOT VAT AN EENBVEEN BB EICBELTLKEEV, TS,
I—RAT—RACRBUEBEEEER —ZERITDCLET, TIVLRLAFTZETSICHST L ZH
HLET, FHMAICOVTR., TAWSYZR—I RAVI—, Z8RBLTLKEEV, BENDD 3 7 AL

RICEEFTE iz AWS BEARU S —OFMICOVTIER, AWST I J#EED EBAR V> — 2#SRBL T
<EzEL,

IAM RS —ORIEDEFMICOVWTIE., TIAMAKRUS —0#iE, #2SBLTLSEEL,

® Tip
IAM Access Analyzer Tlk, IAM O—J)LFERATE @ —ERET O3 aamL. £AA
BEBREHHIP BRI —ZERTEETT, EHENEZERV—ZTANLES, RUS—
ZARBREICT7O/4MTEERT, chllkY), D—IJO0—RIZBEBELBT IV EAFAO &N
ExhFEd, RU—EROFMIZ OV T, TIAM Access Analyzer R —DER, %
SRLTLEEL,

IAM A—H¥—NAD—ROEERICEIZFHMCOVTE., "TTAMI—H—D/NAT—RDEE, %
ZRLTSEEV,

Nev o

e A—Y—TIOEADEXT

IAM 1—H—0—BXTF

IAM 1—H—DHZBNEE
IAM 1 —%— 0l
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A—Y—TIOEADOKRTR

:L HW—ZHRIDHIC, T—EALRILOBENT VT AET A ZHEITDIHBEN HVET. _h
. POERAEZEFALTVAR TV N (A —F L@ T7IT— /El/)/J‘bélJF?bKL\Ji
SICTREDICEETY, BRICTVEALLBEHRERRIDAECFHFMICOVWTR, "&RT7IE

AEHEFEALIZAWS OF7 VL AFANRAE, 25RLTEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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IAM 1—H—0—ERXRTR

IAM 1—H'—%—8XRRITDICIE. AWWSTHOUN FEEEED IAMI—Y—-JI)—7 T, 1—
H—HABIRD2IXNTOI—H—II—T%2—EXRRLET, I—HF—0—EBEXRRICHEZIHEROFFH
C2WT, ™MD IAM UY —AICTOEATEDICHERTOEAHFT,, #28BLTLEEL,

THOROINTOI—H—Z—EBERTITBDICE

« AWS Management Console: 7 EZ'—2 3> R4 T[A—Y—] ZBRLET, AV —ILIC
&, AWS7HO N AQI—HF—HFERRENET,

« AWS CLI: aws iam list-users

« AWS API: ListUsers

BEQI—H—TJIN—T701—H—%2—EXRTITDICE

- AWS Management Console: T EZ*—> 3> RA T [A—H—T)—7 &&RL., 1—H%—7
LW—T7FBZ2BRLTAS, [1—HY—] 2T E2ERLET,

+ AWS CLI: aws iam get-group

« AWS API: GetGroup

1Y HAFELTVBIRTOI—F— I —TE—ERTTRHIR

« AWS Management Console: TES —2a> R4 T[A—H—] ZB8RL, I—H—B%&IRL T
As, [FIL—T12T&BRLET,

» AWS CLI: aws iam list-groups-for-user

* AWS API: ListGroupsForUser

IAM 1—H%—0DEEDZE

I—Y—DBFERLEF/NAEZEETSICIE. AWS CLI, Tools for Windows PowerShell & 7=l AWS
APl ZERATBIHENHYET, IV, - —0ORAZZEETHILHOOFTa>EHht)
FRA, IV —OBAIOEEICKAERZT IV EAFAOFRAIIOVTE, "D IAM VY —RIZT
DHEATDDICHERT VAL 2Z5RLTLSEEL,

I—H—OBUELENAELEETDE, UTOZEAFRIVET,
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C A—H—ETRYFEATVBRUS—F, HLLUEHOI—F—CTOEEFRY FEATLE
EE

1Y —REANEDBLIT, FETEI—Y—TL—TREDYFt A,

C 1—H—O—BO IDREEEhELA, —BO D OBMIOWTE., —BOBAT, 25H
LTLEZL,

C A—H—ETUSINL (COI—HF— R T I EAFFAENET) ELTSBLTLD Y Y—
ARA-ILORI>—EF, ILLVBEAHEEGNAZFERATAILSICEBNICENRENET, flx
. Amazon S3 ADF 1 —R—ANRKRI>—, &zl&k Amazon SQS AN Y —AXR—ANDRK)
= FLLVEBRAIRERNAZERATDRSICEBNICEHREINKT,

IAM &, I—H—ZVY—RELTSRLTVRRIZ—%, BENICEHRLELEA. ILLEHE
RERNAZERTRICE, FETEFIZDILENF HVUET, #lAEF, Richard EVWSI—H—I(C
BEOFABFHROEBEZHFAITAIRI—HFTEYFENTVWRHELET, BHIZ Richard A5

Rich CEET2HE, EBERFTORII—ZEHL T, ROUY—R%E

arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Richard

RDESIEETIHENHYNET,

arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Rich

NAZEETZHEEEAKTT, EEER. 1 —OHLWNAZRRTDKLSICRIS —ZEH
TRIBENHYET,

A—H—0HFZEEITDICE

* AWS CLI: aws iam update-user

* AWS API: UpdateUser

IAM 1 —%—o BB

A—Y—HAEBELLBEE. BFEROAWS THIU K ASIAMA—H—ZHIBRIZEANBYF
T, I—H—NF—BHNICFREDNHERE. AMI—HY—0FT7IT 171 OBFBALK>T, THOY
NASHIBRTZRDYIZ, TOI—H—OFT IV EREHFTIT1TITEET,

hEY D
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« IAM 1—H%—0HIBR 3>V -=))
. IAM 1—H—DHIE (AWS CLI)

IAM 1—H%—0HIR (3> Y —Il)

AWS Management Console ZF AL T IAM 1—H—ZHIBRT2 &, IABMICK 2 TUTORBHEN BF
HICHIBRENE T,
. 1

c FRTOTN—T AN YT (FY, I—H—l., XVN—ELTHELTWETRTO IAM
A—H—TN—THhSHBRENET)

¢ I-¥—ONAT—K
« I-H—OT I EARF—

s A—HY—ICHARAENTVEINTOA D TA VRIS — (A= —TIN—-T 0T 7 AERZRE
LCTIA—H—ICHERAEATVWARUS —RBREEZTELEA )

® Note

IAM &, 1—9—%HIBT2E, 1—F—ICTRYFENEEER)S—ZFTXNTHIBL
TN, EERUS—FHIBRLEB A

- BEETD MFAT/NAA

IAM 1—H—%HIBgr3 21 (d>V—I)
1. AWS Management Console 2 Y4 24> L T, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZBH& £,

2. FEF—23RADT, [A—Y -] ZERL, - —-BFXRLRETTOEOTREL, HIRY
BPA1—Y—BOBEIHBDTFIVIRYIAREFICLET,

3. R—=IOLET, [HIR] ZBIRLET,

4. WREIATOATRY VAT, TFAMALZ7 A=) RIZI—HF—BZAHDL, I—H—0DHIKRZ
EELE T, [HIBR] ZBIRL KT,
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IAM 1—H— 0¥ (AWS CLI)

AWS CLI 2L T1—H%—%HIER 92154, AWS Management Console DHFE LG ERY), 11—
H—ICT7E2YFENTVREBZHRTIMLENf BYVET, cOFIETE, TOT7OEAIZOVWTEH
BLET,

FHIY KA S I—H—%YIBRT 321k (AWS CLI)

1.

8.

1—H—ONAT—R (EALTVEES ) ZHIBRLET.

aws iam delete-login-profile

A—H—DOTF IV EAF—ZHIBRLET (EAL TVWEEER).

aws iam list-access-keys (A—H—DT7 IV ELAF—Z—ERTIDICEF) BRV aws
iam delete-access-key

A—H—OEBAAEZHIRLE T, FRABEBREHIBR TR E, TLICHIBREh, BExTELZVS
EIFELTLSEEL,

aws iam list-signing-certificates (1—H'—0NOBRAHEZ—"ERTITDICEF) B X
¢ aws iam delete-signing-certificate

I—H¥—OSSHNTVY OFx—%HIBRLET (FALTVEESR),

aws iam list-ssh-public-keys (A—H¥—® SSHN7UYIF—%2—BRRTDICE) S
& T aws iam delete-ssh-public-key

d—4%—0 Git PAERZHIBRL £ T,

aws iam list-service-specific-credentials (1—H'—® Git RIIEHRE—EXRRT
BICIF) HERV aws iam delete-service-specific-credential

dA—%—0 ZERFEL (MFA) TNA RAZEMCLET (EALTVEESR).

aws iam list-mfa-devices (1—H'—® MFA FN\NA AZ—EBRTTDICEK), aws iam
deactivate-mfa-device (/N1 AZ&EICTBICF). aws iam delete-virtual-mfa-
device ({R#8 MFA /N4 A2 £ IZHIBRT 2 IZ 1)

A—F—0A>Z42RI—ZHIBRLET,

aws iam list-user-policies (A—H¥—0DA2FA VRV —Z—BRRITDICEF) HKRT
aws iam delete-user-policy ((RUZ—Z&< LU &TBICE)

I—H—LFRYFENTVBIRNTOBERYS—EFRY FLET,
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aws iam list-attached-user-policies (A—H—ICT7 XY FEhTVWBDRII—%Z—&
RIRTBICIEF) BKRY aws iam detach-user-policy ((RUZ—ZFRY FIBICE)
9. INTNI—H—JI—THs8I1—F—ZHKRLET,

aws iam list-groups-for-user (1—H¥—ABI2I1—H—JI—TZ2—BRTITHICE)
H KXY aws iam remove-user-from-group

10. 1—%—ZHlIR,

aws iam delete-user

IAM 1—%—0kT7 0T 1471

IAM A—H—A"—KHICLEr SBIhZEER, TOA—H—EFTIT1TLITIREN D5
BFBYVET, IAM 1I—F—RABFRERROERIILTHE, AWSOTVEREZTOVYITBC
ENTEXRT,

A—Y—%FkETFIOT147HTBICE. AWWSADI—H—TFTIOEAEEETHRI—%ERLTT
RYFLET, I—F—TIOtLAGEBTETTEET,

A—H—CT7RYFLTT I LAEEETEDRUS—% 2 HIBNLET,

RORIVS—ICRERERITVERA, - —OT IV ERAZERTBICE. RUT—ZHIKRTS
BEFHYNET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
IIActionll: II*II’
"Resource": "*"

}

WOR S —I2lk, 2024 £ 12 A 24 A4#% 11 859 % (UTC) IKRUS —%BIIEL. 2025 €2 A
28 A% 11 B 59 %9 (UTC) KRUS—#KRTTHEVSKENBYET,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"DateGreaterThan": {"aws:CurrentTime": "2024-12-24T23:59:597"},
"DateLessThan": {"aws:CurrentTime": "2025-02-28T23:59:597"}

}

IAM A—H—OTF7 7 EAFADOE

AWS ATV KN AD IAMA—H—OT VAHAZEETRICE, TL—TAN=2VvT 2%
BE92h, BEOIDA—Y—PST7IOEAFTZIE—T2H, I—Y—ICEERI—EZTEYTF
TBH, FLER T IV ELAFADERERETDCENTERT, P7OLAFADHERATR, 1—H—
ICFFAIEND T O EAFADERZRELE T, PV EAFADERERE AWS OF RN A RBEET
ERD

1—H—OT 7L AEROEECHBERT I L AEROMIC OV TR, O IAM JY—RICF
DEATBOIMEET I LAKT, EBRLTIEE,

NeY D

s I—H—TUVEADKT

e A—H—DTF VAT ITAETAICETIKRIS—DER

e 1—%— TOEAFAOEM @AY=

d1—4H— OtZﬁTwﬁﬁcrdJ)w

« 1—%H%— TOEAFIRU—OQHKR AV
J1—4H%—
d1—4%—

ASOT I EAFUNEROEIRR (AYV—))
DT I EAFTOEME B (AWS CLI F =ik AWS AP)

A—Y—FIOEADEKRTR

A—Y—OTF7 V7 EAFAZ2EEITBRHIC,. Y—EALRNILOREDTITAET 1 ZHEITILEN
HYVET, chiF, TORAEZEALTVWARTUINL A—Y—FKERET77VTr—>3)h
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5%%b&U&5E?%FbEEET?OE%E}7thFFﬁE§ﬁ?éE%®ﬁﬁEOUT
. "BRTIVELABBEFEALEAWS OF IV LAFADORE, 25RLTEEL,

1—Y—OF VAT IOTAETAICEDISRI D —DER

AMIYT AT 4 (1—F—FhiE0—) CRERERERIDT I L AR TENS T 7S

WET, 532370 RERZFARTZILEDIC, TVTATAOTIRATITAETFAICEIL
IAM R S —ZERTEET, IAM Access Analyzer & AWS CloudTrail OV ##52 L. FEL L H

NERAOO—INFEALETVEAFTZ2ELRIS—FTo7L—hE2ERLET,. 77 L—bH
ZEALT, EHMA BT IO LAERTERERI —ZERL., ThEIAMITATAICTRY

FTEEY, chilkY, BEDI—AT—ATO—INAWS VY—REABRT02a>ITd 1
DICMBBEBRT IV EAEROAKERELET, FMICOWTK, "7IEATITAETAICETNT
R —Z4ERT2) 22RLTLEEV,

—HF—AOT IV EAFTOEM (O>YV—I)

IAM T3 D2OFETI—HY—ICT7 O EAHFARI)S—%2EBMTEET,

e 1—Y—%J)—TIZEBNTZ - IAMIA—H—%TI)IL—"TOXN—IZLET, FJIL—TDKRY
S—HNI1—Y—-ICTEYFENET,

s BEOI—Y—AS8T70AFAZIAE—T2 -FXKTCOIN—"TXN=29F, TRYFE
NEBEBR)S—, ATAVRIS—, BRUOBREOT IVEAHFAIOERZY —A1—%—H5
JE—L%x9,

e R —%1—H—CEETRAYVFITZ-BERU—2I—HY—ICEETRYFLET, 77
TAHUTNEBREZEREICTELEHIC, RUS—2TI)—TICEYYTTHS, I —%2EINEY
W= OXN—=IZLET,

/A Important

A—Y—LCT7 7 EAFAOERNIREENTVWRIFEER., PO ELAFADERTHAIENT
WAREDT7VEAFAZI—H—ICEBNTREEFETEXREA,

A—H—ZJIN—TICEBMTREICRDT 7 AERDIEDN

A—Y—=J)—7ICEMLEZERE. I<ICI—YF—ICRRENET,
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A—Y—2J)N—T7CEMTRETT I EAFAZI-—HF—ICEBMNTRICE

1.

AWS Management Consolel_ 4 >4 2L T, IAMO2VY—)LZREET hitps:/
console.aws.amazon.com/iam/.

FTES—2 3 RAL2T [Users] (1—H—) ZBIRLET,

OA2V=LO[TL=T15T, - —0OREOTIN—TXN-29T2HBLET. 4E
CISU T, ROFIEZETLT, E0S2l1—H—FT—7)LIZEBMLET,

1. BHROT—7ILOLET, BEDOZ VR
(ﬁ
ZBERLET,

2. [Manage Columns (BIQ BB XA TFOTRY VAT, [FIL—T15%BRLET, HEICIS
UT, I—¥—F7—T7ILICRRLBEVIRELOFIVIRY VREFTICTHEETE
¥,

3. [Close (AL %)] ZiBIRL T, I—H—DUVANIRYET,

[IIL=15C, I—H—PBIBDTI—THFRRENET, O, FJIL—TE%Z 2>
FTCRARTEET, 1Y 32ULEOTIN—TTOXN—THDHEEE. RAD2 >0
W= (TIL77RYNE)NFRRENET, TOMDOITI—TXN=2Y TEBEOARRE
nNEg, HlAE, 1—%—». JIL—TA. FI—7B, JI—7C, JI—7TDICFIEL T
WBEE, 714 —)L RIZIE [Group A, Group B + 2 more (FIL—7"A. JI—7 B, 2 J)L—
MNEVSENFrRRENET, I—H—HFFABELTWVWSEHTIL—THEZRTTSIZIE. [Group
count (=78 52 1——DFT—7ILIZEMLET,

BEITHT I EAHFTEZFE > I—HF—0ZaEBERLET,

[Permissions (7 7 A )] X7 & BIRLTH S, [TV RAFTNEM Z#IRLEFT. [Add
user to group] ZiBIRL £,

—NEMIBDRIN—TOFIYIRY DRAEFVIZLET, VAR, BTIL—TD
BHIE, TOTIN—TOXN—EB2EFBECI—F—NFRHRBIRV—HFRRENET,

(A7 23 BEOITIL—TOERIIMAT, [JIL—T0EK] 2BRLTHLVWIIIL-TZE
RIDIENTEFRT,

a. MLLWARTT, [A—Y—TJL—TBICHLLWIIL-TOERZEADLET,
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8.

® Note

AWS ZHI KD IAM VY —ZAOBEH A XICEEREAHYET, FMICOVWT
&, TIAM & AWSSTSU #—%, ZZRLTILKEEV, JI—T7TEk, &K 128
XFOERBF, T77AES (+). E5(=). ho7 (). EVAR(). TYrI—2
@) N172 (-) ZHEAZEDETEELET, BRIKTHINAT—ETHD X
BENfHOYVET, AXNFENMXFREBIEhEFLA, FIZIE, TESTGROUP W5 Y
IL—7& testgroup EVWSTIN—THRERTDERFTERLEA,

b. TFIN—TICTE2YFITRIEBRI—DFIVIRYIRAZE 1 DEFAICLET, [RU
—MEKR] ZBIRLT, FILWEBRUS —%ZERTZIEETEET, TOHEE.
FLOWRUS—AZERLESCODTZIOYRTELEET 142 RIIZEY ., [Refresh (E#T)]
EBIBIRULEB, JIN—TICT7RYFIRIHLVWARDS—&ZBIRLET, FHAICOVTIE.
FAM AR —DER ) 22BLTLSEEL,

c. [A—Y—TI—T0ER] ZBIRLET,

d TORTICEY., FIN—TOVARNEZEFHFLET, R, FILWIIL—TOFTYvORY Y
AEAICLET,

DRAN] &Z&IRL T, I—HY—ICEBMITBTIN—"TAXAN=29T OV ARERRILUET, RIC,

[7OEAFADOENM ZBIRLUET,

AOI—H—(COE—T2 L&D TV EAERDIENN

TOEA#AZIE-LEERE, I<IEI—Y-ICRRENET,

AOI——ASsT7 IV EAFAZIE-LTT7 IV EAFAZI—Y—ICEBMNTSICE

1.

AWS Management Console IZH 1424 2L T, IAM 2V —)L (hitps://
console.aws.amazon.com/iam/) ZFE £ 9,
FTEF—23oRAT AP Z2BRLT, EETD T IV AFAZHE DI —DEH
Z&IRL ., [Permissions (77 AFHH)] 27 &2 RBIRLET,

[Add permissions (7 7  AFFAI M MM)]. [Copy permissions from existing user (BEfE M 1 —4'—
ASTOEAFATZIE-) QOIEICERLET, VANCE., EAAEEI—Y—&, T0J
W=TAXIN=29T, PEYFENLERI—HFERRENET, TIL—TXRIV—DELE
DARD1TICRESBWVEHEK, [andnmore (S5 n BB VIV EBIRTEET,
hefT>cE, ILLWISOYRT2RE, KU — ([Permissions (7 7 A 27). J
W=T"((IIN—=T127) OFMBE) ANFRRENET,
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4. AE—FB2T7 0 AERZFE DI —DOHEOFZZHARE ZFVICLET,

5. PRIN]1ZEBRLT, I—HY—ICMABZEEOVANERRTLET, RIZ, [TV EAFTOEMN
ZERLEY,

R)D—21—H—EETRYTFIBDEILLDT I EAERDIEMN
RID—TE2YFLERBRRE., IKIEI—Y—ICRREINKT,
EERVD—ZEETRYFTIZETA—HY LTI EAFAZEMTSICE

1. AWS Management Console IZ %4 24> LT, IAM 12V =)L (https://
console.aws.amazon.com/iam/) ZBZE £ 9,

2. FTETF—23aURAVT[A—Y—-1ZERL T, BEITR T IV ELAFAZHEO>I—H—D&HE
Z&IRL ., [Permissions (7 VA 27 &2 BIRLET,

3. [POEAFADEM., [RU—ZEETRXYTFIBQIEICERLET,

4. A—H—ICTFRYFIREBRI—DFIVIRYIRZE 1 DU EAVICLET, [RUD—
DER] ZBIRL T, HILLVEBRUS —ZERTZEETEERT, TOHSE., HLLARD
—HNERLESCODTTZIOHRTEEED 1 RIICEY ET, [Refresh (BHT)] Zi#IRL =
B, 1I—H—ICT7E2YFIBRHLLVRV—OFIVIRYIRAZFICLET, FHHICOWVWT
. TIAMARUS—0ER, 22RBL T EZL,

5. RN ZERL T, 1—H—ICT7ERYFIBRIU—ODUVARNZERRTLET, RIC, [TIEA
Franietn ZERLET,

A—HY—DOT 7 EAFADRADEKRE
TOEAHAADORERZREL BRI, I<ICI—Y—ICRBRENIKT,
A—F—OT IV EAFUDRERZRETSICIE

1. AWS Management Consolel_ b4 >4 > LT, IAM OV —)LZRAE F T https:/
console.aws.amazon.com/iam/.

2. FTETF—23URAL 2T [Users] (1—H—) ZBIRLET,
3. FUVEAFUNERZEETHAIRKO1I—H—0BZBIRLET,

4. [Perm|33|ons] GFFA) 27 &2BRUET, YBILRBUT, [FT7EAHFAOER V3> %2H
. EROKRE] ZEERLET,

TOEAHADRAELTERATEIRID—ZERLET,

o
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6. [Setboundary (ERDEZE) ZEBIRLET,

A—H—OF VEAFAOEE (A2 V=)L)
IAM T, ROFETI—H—ICRENITSATVRTIVEAHRAZEETERT,

c TORARFHARID —OmE-1—F—OA2Z42RV—F R I —0TIN—T014>
ZAVRID—2mETRDH. I—H—CTEYFERTVRERRIS—ZEZEXZEITIL—T
ZRNLTRELE T, I —ICT7 7 EAHTORANREET A TVRBEE. TV EAFADER
RATHEATIATVWARRIS—THAEChBIULEOT IV EAHAZ1—Y—ICRNETBDCERFTESR
BA,

s POEAFUDEROEE -I—Y—OF7 IV EAFADERE L TEAZTNATVWERIRID —Z2E
BLET, COZEICHST, I—Y—CHAET BT I EAFAO LRARE ZEBNEND
BEAFBYVET,

A—HY—CTEYFENTVRT IO EAFARI S —OiRE

TOELAFAZZRELEHERE, I<ICI——ICRBRENET,

A—H—ICT7R2YFENTVBREBRIS —%2iRETS

1. AWS Management Consolelc 4 >4 > LT, IAM 2V —)LZ2RE £ https:/
console.aws.amazon.com/iam/,

2. FEX—23rRA2T[Users] (A—H—) ZBIRLET,

3. TORAHFARIS —2ZETHAHRRODI—HF—ORBEIZBIRLET,

4. [Permissions] (FF) 2 7 ZBIRL £ T, HEICHLU T, [Permissions policies (7 7 £ AFFAIR
Do) to>aae@lEERT,

5. RUS—NFMERRIDEDICERETIRI—OBEEBRLET, [RUS—0RHE] X7
ZBIRL, RV —2HEELLEBAICEEEZ TDUREMNI HIMOT 7171 ZHEELE
£

6. [Permissions (F VA H)] 27 &2BIRL, RUS—THEEIhDT IO AFIEER
3’0 [ZRU:/_G)#JE%] Eigﬁbgsj—o

7. RUD—ZwEL, RUY—RAEICEIZIHERBEZHERLE T, FMIEOVTE., TIAM R
) —Dim%E1 ZSRBLTLEETL,

8. [RUI—HER] ZBIRL., RUS—OBEBZRIELE T, RIC. [BEEOREF] ZBIRLET,
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Q—H—H1 K

A—H4—OT IV EAFADEROEE

TOECAFAUDORERZZEELEHZRE, I<IEI—YF—ICRREINKT,

1Y —OF7 I AFTOERERET O ICERENTVBRYS—ETETHICE

1.

AWS Management Consolelc Y4 24> L T, IAM 2V —)L%ZBE X T https://
console.aws.amazon.com/iam/.

FTES—2 3 RAL2T [Users] (A1—H—) ZBIRLFT,
TOELAHFTOERZEETAIRROI—F—0RaZ2BIRLET,

[Permissions] (35 7) 2 7 ZBIRL £F, LEIZISLU T, [Permissions boundary (7 7 £ AT 0

BR)) o> 3> &BE, [Change boundary (ERNDZEE)] ZiBIRLE T,
TOELAHFTOERELTERATIRI—ZBRLET,
[Set boundary (RHRDEXE) ZBIRLE T,

A—Y—AS5OT IV EAFARISZ—OHIER (A2 Y—))

RS —%HIBRLUEHERE, 3<ICI——ICREhET,

IAM 1—H'—OTF7 A2 ETICE

1.

o & 0N

AWS Management Consolelc 1 >4 > LT, IAMO2YV—)LZRE T https://
console.aws.amazon.com/iam/.

FTES—2 3 RA2T [Users] (A1—H—) ZBIRLET,
TORLAHFITOERZHRTAIHKROI—H—DBRAZERLET,
[Permissions] (35 7) 2 7 ZiBIRL £,

BEORVS—ZHIBRLUTT IV EAHAZEY) ETEERE. (471 E2RRALT, I—F -7

DRIV —ZWMBIZHEZEBLTH S, [FIR] ZBRLTRUS —ZHIBRLE T,

c TIN=TRXUN=29T70EOICRIS—FERENATVSRIES, [HIR 2#RLT, 21—

%

H—ZZDJIL—THASHEKRLET. 1 2OTIL—TICREBORIS—FTRYFEATL
PEENBHYET, JI—THAS8I-—Y—%ZHKRIE, TOI1-—F—. JIL-—TAXAN-—
YT EBUTETE P EIXNTORIS—ADT I EAZERVET,

c RUI—=AA—HY—CEETRY FEhIEEER)S—0BE, [HIR] 28RL T, 1—Y—

NDRID—DOTRYFEHERLET, ChlF. TORUD—BHPZTORIS—HFTERYF
TNTVBRHOTITATAICHEBEZEATEA,

A—H—OTF 7 EAHATOEE 195


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

AWS Identity and Access Management J1—H—HA R

s RVI—HFAVTAVEHAKRI—THBEHEER., X ZBRTDE, IAMHASKRID —

FHIBREhET, I—F—CEBETRYFENLA2TARID—EF, 2O1—F—CDOk
BELEY,

A—H—ASOTF7 IV EAFTOEROHIER (DY —I)
TOELAHFATOEREYBRL EFERE., I<ICI—Y—ICRBRENET,
A—H—ASTOEAZTOEREZEIKRTZICE

1. AWS Management Consolelc Y4 >4 > LT, IAM 2V —)LZ2HE X T https:/
console.aws.amazon.com/iam/,

2. FEH—232URA2T[Users] (A—H—) ZBIRLET,

3. TUVLAFANERZHIRTZDHKROI—F—DBEZRBIRLET,

4. [Permissions] (FFAl) 27 &&IRLFE7F, HEIZSLU T, [Permissions boundary (7 7 £ AFFAI D
BR)) U3 %RE. [Remove boundary (ERDHIKR)] ZBIRLET,

5. RADHIR] ZBRLTT7 IV EAFUTNERZHBRIZ L ZBELERT,

I1—HY—OTF UV EAFTDOENEBIBR (AWS CLI E7=l& AWS API)

TFORAHA 27O LKLV EBMELGEHIBRTDICE., JIN—XN—=29v70BMEZIGE
R, BEEBRVS—DTRYFEERFTFEYF. AVTARI)—OEBMELFEHBROVT AL Z1T
SHRENFHVYVET, FHMICOVWTEE., XOREYOESBLTLSEZL,

e IAM T\ —7AO1—H—0EBMNE Yl

« IAMID TVt AFFAI DB M K O HIER

AWS THOI1—H—/YAD—ROERE

THAHIRNA®D IAM 1—H—ONAD—REBETEET, IAM 1—H%—4H" AWS Management
Console IC7VEARATBICEF, NAD—RABETYT, 1—H—H. AWS Tools for Windows
PowerShell, AWS CLISDK £%& Ik API Z2FALT7OJSALATAWS VY —RAICT VLA T 35
G, NAD—RBEZBEHYEBA, COLDIBRETE, IAMIA—HF—ICT7 IO EAF—ZE)HT
BDLENTEFT, EFEL, FVEAF—ICRDI I ZLLBREFENMICEHY), RADICKRET
BLEEBBMOLET, FHHICOVTE, TAWS 1T 4 FEHEHL 25RBLTLEE L,
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c IAMI=H—RBOFHIVNAD=RKI>—DORE

« IAMI—Y—0O/NAD—ROEE

c IAMIA—H—ICBZONAT—RZEFIIHERZAETS

s IAMIA—Y-—HFBIONAT—RZZEEITDIHE

IAM A—%—BOTF7HhIO> NNAT—RRIS—DORE

IAM 1—H—ONATD—ROEMEOEHPHKENOA—T -3V HBEEETDILEOOHNARA
INAD—RRI—FBAWS THIOUN ICRBRETEET, DARXLNADT—RARVI—ZFREL K
WBA, IWMI1—HY—0ONAT—REF7FILNDO AWS NAT—RARVS—DEBEXZR/-THEN
HYWET, HHICOVTR., THARLNAD—RARVI—QAT a2, 28RBLTLIEEL,

KeY

s NAT—RARV—QEEICETDIL—I

c NAD—RARVS—%ZRETRIEHICHERT I AFHA
s F7FILBNONAT—RARDS —

« WAZLNAT—RRUZ—OAT> 3>

s NAD—RAVS—OFE AV -—I)

« NAT—RARVZ—OFEE (AWS CLI)

« NAT—RARUZ—0FE (AWS API)

NADT—RRUS—OREICETZIL—I

IAM/NAD—RARDD—F, AWSTHO KO- I—H— NAT—RELE IAM 1—H%—
TOEAF—ICRBEAEhELA. NAT—ROBVMHRNI YN HE, IAM 1—H—F& AWS
Management Console ([CH A >4 TEBLKBZYWETH, BIEHRET IV EAF—ZFEATEET,

INAT—RRVD—ZERREFEETZHE. NAT—RRVZ—ORENSZE, I—H¥—HK
BNAD—REZZEEITZDEECEREAET, L, —HORERISICEARAETLET. fi:

s BPINFRENFRATOEHNEEENDE, CNSORERI—Y—HNRANAT—RZEE
FREELLEREIET, BFEONAD—RAEHRENENAD—RARDVS =R 2TV WSS
TE, I—Y—RBEREFEONAT—ROZEZBRFHEhIE A
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s NAD—ROBMWHRZREL L5E,. AVHRBESCERAENE T, HIZFE. NAD—RDE
DHRZ 90 BICRRELELET, CDFE, BBFONAT—RAERENTHS 90 HZEX
SHEANEBLTVWAINTO IAM - —DO/NADTD—RIFXKBLET, Chsod1—H—E,
REAGAAVTREEIINAT— REZEETIHENHET,

HAA VU BEENERREARL LI —2T7HONASAYIFTIRNTSDEHIC, "TAV Y
TIORRIVY—, ZHERTBDERETERRA,. EFIVT 1 E2BILTRDEHIC, EBHE/NADT—R
7R1) 2 — & Multi-Factor Authentication (MFA) ZH&EhEBD L ZHEOH L FET. MFA OFMICD
WTEE, TAWS TOZEZRFIE (MFA) OFA ) Z5RL TS EE L,

NAD—RRVS—Z2BET D IEOICHERT IV AFA

AMI>TAT4 (A—Y—FLEO-IW)ATHIRONAD—RRDS —2RRELBFRET
BEEFTATRIICRK., TIVELAFAZRETAIHXENHYET, RU—ICE. IAMRUS—(C
RDINAT— |\7J")/ TO2AVEEBHDIENTEET,

« iam:GetAccountPasswordPolicy-I2T A TAHAREDTHINONADT—RKRI> —%
RRTBDEZFHALET

« iam:DeleteAccountPasswordPolicy - I T AT ANFEBEDTHINOAARAZLINADT—
RARDZ—ZHBIBRL, F7F)ILMONAT—RARVS—ICRICEZFILET

« iam:UpdateAccountPasswordPolicy - IT AT AN EBDT NI NODHAZRLINAD—
RRDS —ZERELREETDCEZFATLET

RORUS—d, FHIVRORRAT— KRS —ERRBLORETHEODOTILT I L REH
ALET, COFDISONRIS—RFIAIXNEFEALTIAM RIS —ZERTEHEICDOVWT
l&. Tthe section called “JSON T7 4 X—ZFEAL=R) > —OERT Z2SRLTLSEETL,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "FullAccessPasswordPolicy",
"Effect": "Allow",
"Action": [

"iam:GetAccountPasswordPolicy",
"iam:DeleteAccountPasswordPolicy",
"iam:UpdateAccountPasswordPolicy"

1,

"Resource": "*"
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}

AM 1—H—AEBONAT— REZET D LHICABRAT I EAFTOEBICOVTE. TIAM
I1—Y—CHPONRAD— RELETIHEREANSTD, 2TBBILEE,

T7F#ILBNDONAD—RRYZ—

EBENNAZLNAT—RARVD—ZFRELBVEE, IAMIA—H—NAD—REF72ILED
AWS NATD—RARVS—DEHZRHI-IBENHYET,

T7FZILBRDONAD—RRIS =T, ROFHENBEREIET,

« NAT—ROXFHHIR: 8~128 XF

* RXF, M7, BF REFIHANOXF (et $ s &> () _+-=0[1{31"
N>55, BIE3 DOXFRATDEAEDE

c AWST7HIU N BREBREX—ITRLAEALUTEWVWZ L

- BMEROBZW/NAT—R

AAZRLNADT—RRIVS—0FAT> 3>
TAIDYRDARRLNADT—RRVS—ZRETDHE. ROZFHEEETEEXT,
c NAT—ROBNIXFH-6~128 XFDETEETEXT,
c NAT—ROBE -ROVWTFhHIPOFIYIRYIRAZFVIZLT, IAMIA—H—/NAD—KROD
BMEZERTERY,
* FTUTILTTFRY NORXF (A-Z) I’ 2BLEE 1 DBE

« FTUTINTTFRY NRONPXF (az) 2B EEL 1 DBE

« DBEE 1 DOHFNVE

c DBLEE1OORBFUADOXF e # $ 5 ~&* () _+-=[1{1}]| 'H&
=

s NAT—ROBHHERZEFIZTS - IAM 1—H—0O/NATD—RABREE N THSENSHEE 1
~1,095 HOBTEIRL TIEETEE T, fIAE. 90 AEOBMHRZEETS L, T<ICTAXN
TO1—H—ICFEBLET, EFE, W AZBEAZHVWNRAD—ROI—-Y—AI>V—)LicO
TJA4203258EF. ILLNAD—RERETIHEN HYVET, 75 BH S 89 ANFBL =N
AD—ROI—HY—F., NAT—ROEHRIC DL\ T AWS Management Console ' 5 B4 % 3
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FEYERT, IAMIA—H -G, FTORAFAFSGNE, WOTENAD—REZEETEXRT, #
LWNXAD—RZFRETDE, TONAD—ROBMBBEIBRY KT, IAMI—F—GF—E(C 1
DETEMBENAT—REFOIZEANTEXRT,

« [Password expiration requires administrator reset] (/XA — RO EXMICEBEEO )Y NZE
MBEEFTD)-/NAT—RAKML £&IC IAM 1—H—A" AWS Management Console % {8 F
LTEBONAD—RZEFHTEBVELSICTSICE, COFTIIa>EBBRLET, <O
FA7232EBRTBEIC. AWSTHUY N TEHOI—H—H IAM I—H—/YAD—R
ZUVEYRNTRIEONOERT IV EAFAZE >TVWAH L Z2RRALET, EBEI—H—0
iam:UpdateLoginProfile #MRWE IAM 1—H—/NAD—RZUEY NTEXT, IAM 11— —
® iam:ChangePassword #ERF*—&T7 0T 4770 AF -, IAM1—H—-0>VY—=)LON
AD—Rz27O0ZALAT)EYRNTEXT, COFIVIRYIRZFIICLESE., NAT—R
AERFHLTWS IAM 11— —IE., AWS Management Console I 7 V7t ATDHEIICHLW/NAD—
RERETDHLENHYET,

« [Allow users to change their own password] (1—H'—A"&BOD/NAT—REZZEITH L ZFF
A)-BEFEOTHIRNAOITXNTO IAM I—F—NFEEONAT—REZZETDH Lz
AITEET, cnlckY, TOI—H—EFICWTS iam:ChangePassword 79> 3> &
iam:GetAccountPasswordPolicy 7OV I AT VAN 1I—H - EEhET, <D
F72arcTlk, FE1—HY—ICT7IVEAFARIV—DNFTEYFEhELEA, BBV, IAMT
FIXTOI—H—IZTAIRNARILTT IV EAFAINEAEIhET, HD5WVE, —HP01—
H—0&aH, BDBEFONAD—RZEBETEDLSICHATEERT, ChETSICE, <0
FIVIORYIDRZFATICLET, NAD—RZEBTERZ 1 H—ZREITHRI—OFERS
EICOVWTR, TAMI—H—ICBO/NAT—RZZEITRHERZNE5TH, 2ZRLTLKE
=0,

s NATD—ROBAAZEL -BELEHOUBONADT—RZ IAMIA—Y—ABRAITZ L%
BitTEXRT, BNATERVURONRAD—ROHZE 1~24 BAOBETEETERT,

NAT—RARUSZ—0OFRE (A>Y—I)

AWS Management Console ZER L T, DARLNADT—RRIS —&ER, BE. BRVHIBRT
E2FET,

AABZLNAT—RRIS—ZEKTSZICRE (AYV—))

1. AWS Management Console 24 24> L T, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZBE £ 9,

2. TET—23URADT[THAIYIRE] 2BRLET,
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3. [Password policy] (/NAT—RARVZ—) 9> 32T, [Edit] {wRE) ZEBRLEXT,

4, NARLNAT—RRDD—%FERATBICIE, [Custom] (BARL) ZEIRLET,

5. NAD—RARVI—ICHEHATS A7 3> %&EIRL., [Save Changes] (BREDREF) ZBIRL £
ER

6. [Setcustom] (DARLZFRE) ZBIRL T, DARLNAT—RRVI—ZRET S & 2R
LErT,

NARLNAD—RRDD—ZZETBICE (AV—I)

1. AWS Management Console IZH 4 24> L T, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZBH& £,

2. FTETF—23aURAVT[THIIEE] ZERLET,

3. [Password policy] (/NAD—RAKRUS—) 923> T, [Edit] (f"E) ZBRLET,

4. NAD—RRUD—IZEATSF7> 3> &BIRL, [Save Changes] (BENDRTF) Zi&IRL F
9.

5. [Setcustom] (AR LZFRE) ZBIRL T, DARXRLNAT—RRVI—ZERET D & 2R
LET.

NARLINAT—RARDD—ZHIKRTBICE (AV—I)

1. AWS Management Console (%4 >4 2L T, IAM J2Y —JL (https:/
console.aws.amazon.com/iam/) ZB&E £ 9,

2. FTETF—=23AURLUT[THIVREE] Z2BRLET,

3. [Password policy] (/NAD—RARVZ—) 9> 32T, [Edit] fRE) ZEBRLEXT,

4. [IAM default] IAM OF 7 # )L ~) ZBIRU THAZRL/NAT—RRU>—ZHIBRL, [Save
changes] (BEEZ &) ZEIRL XY,

5. [Setdefault] (7 # )L NERE) ZBIRL T, IMFTAILRNAT—REYS—EBFETEC
EEBRELET,

INAT— KBS —DRE (AWS CLI)
AWS Command Line Interface ZEHAL T, NAT—RARUI —%2KETEET,

AWS CLIASTAIYNDAARZLNAD—RARVS —2EEBTDICE
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LTOIXY>Y RZERITLET,

« DAZRLNAD—RARDD—ZERELFZEETSICIE: aws iam update-account-
password-policy

e NAD—RARIU—KRRTBICIF: aws iam get-account-password-policy
« DAZLNADT—RARDS—%HIBRT DI aws iam delete-account-password-policy

INAT— KRS —DERE (AWS API)

AWS API ARL =32 &AL T, NAT—RKRIVZ—ZRETEET,

AWSAPI DS THIYRNODAARRLINAT—RRVS—ZEETBICE
UTOARL—Ya> &2 HLET,

c NAZRLNAT—RRYD—ZERELFEETSICEF: UpdateAccountPasswordPolicy

« NAD—RARVI—HKRRTBICIE: GetAccountPasswordPolicy
« DARLNAT—RAKRDZ—%ZHIBRT S IZ(d: DeleteAccountPasswordPolicy

IAM 1 —%—0O/NATD— ROEE

AWS Management Console ZfEA L TAWS VY —RAZ&ETS IAM 1—H—I1C&k, Y1120
EFOONAT—RHIMBETT, AWSTAHIVRD IAM I—HF—ONAT— RZERK, EE, HIBRT
EFET,

A—H—CNAD—RZEYETRDE, - -, LTOLSE, FHONAOHYA A4
URL % £/ L T AWS Management Console e Y44 >4 > TEEY,

https://12-digit-AWS-account-ID or alias.signin.aws.amazon.com/console

IAM 1—4'—@® AWS Management Console NDH A > A > OFMIZ OV T, AWSH A1
I—H—HA RO TAWS ICHA A2 TFBFE Z2ZRLTLSEEL,

I—H%—R@., NAT—RAEWETSNTVBREETE, AWS UY—ZAAQOT I EARIZEXREYWT
DEAFANVETT, F7FIINITR, I—F—CRMAEERIEASNTVEEA, 1—H—

ICHEREREZSZZICEK, 1—Y—FLEEI1I—Y—HFBLTWVWATIL—TICRU>—&E)HTE
o I—H—BXTTIN—T"0EKOFEM-COVWT, IAMID (I—H—, 1I—H—J)L—7", O—
WEZRLTLKEEW, RUS—Z2FAITZ T IV EAHFTREDNFHMICOVWTE., AMI—H—0
TOEAFAOEEZSRLTLSEEL,
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A—4—CAZONAT—RZZEEIIHEREZNETERT. FBICOVTE, "IAM I—H—I(C
BOONAT—RZ2ZEIZHERZNET2, 2ZRBLTILKEECV, I —HFTHIbOH A
AR=DIETIVEAIZIFEOHEMIIOVWTE, AWSH A A2 I—H—HA RO TAWS N
A4 327%E1 25RLTLKEE,

NeY

« IAMI—H—NAD—ROEK. EE, HIBKRA>YV-I)
« IAM I—H—=/NAT—RO#EHK, ZE. HIBR (AWS CLI)
« IAM I—H—=NAT—ROER. ZE. HIER (AWS API)

IAM 21— —/NAT—ROER, ZE, HIRQAY-—I)
AWS Management Console 2L T IAM 1—%—O/NAD—REBEEBTEE T,

I —HFEBERNDE, RS HEANS AOT VAN FES SR, BRAEATVAERE
BREBRRL. ThSAENC A TVBEERBIINENBYET., BEOAL & L
BREUBRT DN BRNTT, ThSEBBECHLUT, ALV TEERRTEST, B L
t, BEBHEZEL TUMO I — AT I ERATERVLS LI HHBEFHYET,

IAM 1—%—0/NAD—RZEMTSICE (A>V-=I)

1. AWS Management Consolelc Y4 >4 > LT, IAM 2V —)LlZ2FRE £ https:/
console.aws.amazon.com/iam/,

2. FTEF—23URA2T[Users] (1—H—) BBIRLET,
NAD—REZERTZDI—HF—OZEZBIRLET,

[EF¥21UTFARIMER) 27 ZBRL, [OAVV—LIYA A4 T[AVVY=LTIOEAEZEM
LT3 ZBIRLET,

5. [Manage console access (A YV —ILT 7t ADEHE)] O [Console access (A YV —ILT I+
A)] T, [Enable (B®L)] ZBIRULE T (XEBRLTVEBEWIEES), AV —ILT IO AN EM
ICBE2TWAEE, NAD—REFETT,

6. [Setpassword (/NAT—RDEKE)] T, IAMICK2TNATD—RZHBNICER T L. HAZ
LNAT—RZERTEIHNZERLET,

c IAMICK>TEBWIC/NAT—RZERT S IZIE. [Autogenerated password (BEIERK/VA
— H)] Eig:fﬂbi_‘fo

« DARLNADT—RZERTSIZIE, [Custom password (HARXRLNAD—R)] Z&RL, N
AD—RZAHDLET,
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7.

8.

(@ Note
ERTBINADT—RE, THAVDRNONADT—RRV—OEH#ZR/BLZIHBEN HY)
x9,

BAVAVKICHLOWNRAD—ROERKZERTZDHEEE., [I—F—RBREDOY A1 TH
LWNAD—RZERTILEN BV ET] ZBRL KT, RIC. [Apply] (BA) Z2ZBRL KT,

/A Important
[A—HY—RBREOHA AV THLWNAD—REZERTIHENF HYNEIT]| AT 3
CEEBERUIEGZER., I—Y—CNATD—REZZEETRIT IV EAFTZHE >TWA L
ZHIELET. FHIEOVTE, "TAMIA—HF—ICBZONATD—RZZXEIHERZ
532, 22RBLTSEEL,

NAD—REERTZA7S 3V EBRULBEE, [OVY—LNRT— K| ZATFOTKY H
AT [HF] EBRLET. Shickl, NAT—REBBTE2H, 1—H—LE2BE
FTEET,

/A Important

EFIVTALOERT, COFIEZZETIDENAD—RIZTIEATERLSLZY R
IHA, WOTEHLWNRAD—REZERTEXT,

IAM A—H—ONAD—RZZETHICEF (A>VY-—I)

1.

AWS Management Consolelc 4> 4> LT, IAM 2V —)LZ2FE X T https:/
console.aws.amazon.com/iam/,

FTES—2 3 RAL2T [Users] (A1—H—) ZBIRLFT,
NAD—REZEITHI—HF—0OBFEBRLET,

[EF21UTFARAER] X7 ZBRL, [OAV—ILBA 2421 T[AVV=ILT I EADOEE]
ZERLET,
[Manage console access (A Y —ILT7 UV ADOERE)] ® [Console access (A YV —IT UVt

Z)] T. [Enable ((B%h1L)] £BIRL £F (EFBRLTVWEWMES). IV Y—ILT I EANES
CHE2TLBEE, NAT—REFETT,
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6. [Setpassword (/NAT—R®DZE)] T, IAMICEK2TNATD—RZHBNICERTE D, HAX
LANAD—RZERTBHZEBRLET,

c IAMICE>TEBEMWIC/NAT—REERT DICIE. [Autogenerated password (BEIER/V A
J—R) ZBRLET,

« DAZLNAD—REZERTSIZIE, [Custom password (A AR L/NAT—R)] Zi&RL, /N
AT—REZAHALET,

® Note
ERTBDNAD—RE, FHAOVRONAD—RAV—HFREZREENTLVIE,
TORV—DEH#ZBLLITXENF HYVET,

7. BA42AVBICHLVWNAD—ROERZERITZHERE. [1—F—RBREOY A2 TH
LWNARAD—RZERTILEN BV ET] ZBRLE T, RIC. [Apply] (BA) ZBIRL KT,

/A Important
[A—Y—BEREOYA A THLULWNAD—REZERITDILEN BV ET)|F 7> 3
VEBRULEBAE., I—Y—CNAD—REZEIDT7IVEAFAEF >TVWD L
ZHEBELET, HFHICHOVTE., TIAMI—H—ICB2O/NAD—REZZLEITIERZ
T59%, 2B LTLEEL,

8. NAT—RKREERTBAT YAV EBRLLBAE. [AVY—LNRT— K| ZATOTKY Y
ATET] EBRUET, Shickl, NRAT—REBRBTEDLH, 1—F—LEXHE
FTEET,

/A Important

EFIVTALOERT, COFIEZETIDENAT—RIZTIEATERLSLZY R
THA, WOTEHLLNRD—RZERTEET,

IAM I—H—0O/NAD— RZHIER (BML) 3512 (A>VY—))

1. AWS Management Consolelc 4> /4 > LT, IAM 2V —)LZ2FHE T https:/
console.aws.amazon.com/iam/.

2. FTES—23URA2T[Users] (A1—H—) ZBIRLET,
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3. NAD—RZHIKRIZI—H—0OBFZBIRLET,

4. [EF1VFAREER) X7 Z2ERL, [OAV=ILYA AV T[AVY=ILT IV EAOEE]
ZERLET,

5. [Console access (d>YV—ILF7 2t R)] T. [Disable (FExh1t)]. [Apply CEF)] ®IEIZEIRL F
CB

/A Important

NAD—REZH|BRT S & T, AWS Management Console AND IAM 1—H—TF VA% &
MITEERT, ChickV), Y1242 FREHRZEAL T AWS Management Console (Z
A4 FTRENTERLKBZYET, #ERZZEELLZY, slEZWLO-)Z&EAL
TAVIY=NZTIEATEBZRVWRSICLEY TR ERHYYERA, I—F—HTIOT4
TBTVEAF—ZHF>TVWRIHEE, ThSOF—[F5IEHEMEEL. AWS CLI, Tools for
Windows PowerShell, AWS API, & 7zl& AWS Console Mobile Application DY — )L Z
LETOLARAZHFALET,

IAM 1—H—/NAD— ROER, ZE. HIBR (AWS CLI)
AWS CLIAPI #FEL T IAM I—H—0O/NAD— REEEBTEET,
ISATD— REERT B2 (AWS CLI)

1. (A723V)1—H—DPNAD—REZHF>TVWBEHESH EHERRTSICIE. aws iam get-login-
profile ANY> RZE{ITLET,

2. NAD—REEHRTSICIE, aws iam create-login-profile X REETLET,

I—H—ONAT—REZETSICIE (AWS CLI)

1. (A723V)1—H—DPNAD—REZHF>TVWBEHESH EHERTSICIE. aws iam get-login-
profile ANY> RZE{ITLET,

2. NAD—REZETSICIE, aws iam update-login-profile AN > REE{TLE T,

I—H—0/SAT— R &I (EX1L) T 5121 (AWS CLI)

1. (A723V)1—H—DPNAD—REZHF>TVWEIHESH EHERRTSICIE. aws iam get-login-
profile AN > RZE{ITLET,
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2.

3.

(A7 a2y NATD—RzaEFEAL RS ZEETHICIE,. aws iam get-user AN RZR(T
LET,

NAD—RZHIBRT B IZIE, aws iam delete-login-profile Y RERTLET,

/A Important

I1—H¥—0O/NAT—RzHIBRT D &, 1—H—IF AWS Management Console IZH 4 >4 >
TERBLKBYNET, A—HY—HFTITATBTIORAF—2H>TVBHE, ThsOF—
X5l E#HEEZT,. AWS CLI, Tools for Windows PowerShell, F7=ld AWS API BI RO
HLUTEATEET, AWS CLI, Tools for Windows PowerShell, £l AWS APl ZEA L
TCA—H—Z AWS THIV N DPSHIBRTZHE, ETOARL—32ZEALTNA
D— RZHIBRTDIHBENHYET, FMAICOVTE, TIAM I—H—0HIBR (AWS CLI), %
SRLTLSEEL,

IAM 1 —H—/NAT— ROEK, £E. HIER (AWS API)

AWS APl ZEALTIAM A—H—ONAD—RZEETEXT.

INAT— REHERT S IZIE (AWS API)

1.

2.

(F72a)) I—H—=—HFNAT—REF >TVWEIHLESHZHERTBICIE. GetlLoginProfile 7
RL—23a2>ZHVPHLET,

INAD—REERKTBIZIE, CreateLoginProfile A#RL—> 3> #RTFHL £ T,

I—H—ONAD—REZEETSIZIE (AWS API)

1.

2.

(F72a)) 1—H—HFNAT—REF >TVWEIHLESHZHERTBICIE. GetlLoginProfile 7
RL—=23a2>ZHVPHLET,

NAD—REZZETSIZIE, UpdateLoginProfile AR L —> 3> & UTHULE T,

I—H¥—0/NAT— RZHIBR (BR1L) 351 (AWS API)

1.

2.

(F72a)) I—H—HFNAT—REF >TVWEIHLESHZHERTBICIE. GetlLoginProfile _
NRZEITLETD,
(A7 a2 )y NATD—RZzGEFEAL RS ZRETHICIE, GetUser AN RZRITLET,
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3. NATD—RZHIBRTSICIE, DeleteLoginProfile N> RERTLET,

/A Important

I1—H¥—0O/NAT—RzHIBRT D &, 1—H—IF AWS Management Console (254 >4 >
TERBLKBYNET, A—HY—HFTITATBTIORAF—2H>TVBHE, ThsOF—
X5l E#HEEZT,. AWS CLI, Tools for Windows PowerShell, F7=ld AWS API BIE RO
HLUTEATEET, AWS CLI, Tools for Windows PowerShell, £l AWS APl ZEA L
TCA—H—Z AWS THIV N DPSHIRTZHE, ETOARL—32ZFEALTNA
D— RZHIBRTDIHBENHYET, FMAICOVTE, TIAM I—H—0HIBR (AWS CLI), %
SRLTLSEEL,

IAM A—H¥—ICBDONATV—RZZEEITIHEREZNETS

® Note

7IFL—>3> DEFOXI-—Y—E. D7ONAAX—HFERLEZ7O0ERAZEAL TN
ATV—REZEELET, RANTZI9T4AELT, ABOI—H—A —BHNEFRIAERE
FEALTAWS 77 EATBICRE. D7ONAE -7 IFL—>3 > 0FEAZHAE
LET,

IAM 1—H—(Z., AWS Management Console ICH A4 A2 FBODNAT—RZEETDT It
AHFAZENFETEET, CNICKUATO2 205ENHYET,

c FHADVROIXTD IAMIA—H—HFBEDD/NAT—REZETEDLSICLET,

c BRUEIAMA—Y—FEGFEZONAD—REZETEDLSICLET. cOZFUFTE,
INTOI—H—HFEAONADV—RZZEETDIFTAVEE YL, —HBOI—F—COHKT
VEAHAZNETSE IAMARVS —ZFEALET, COFETR, I—F—RBFRFBED/NAT—R
&, BEIWUTEHODT IV EAF—BEOHMORIIRTHRELEETEXT,

/A Important
IAM 1—H—ABABNAT— REERT D EERDDHARLNAT— KRR —%5
ETBCEEBBOLET,
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IANTOIAMA—H—HFBETONAD—REZEETEDLDIZLET,

1. AWS Management Console [ZH 424> LT, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZBH& £,

FTES—2 32 RA 2T [Account settings] (FhI > RN&E) 2OV Y ILET,
[Password policy] (/NAT—RARUS—) 0> 3> T, [Edit] ("E) Z2ERLET,
HABLNADT—RRDS—FFERTBICIE, [Custom] (DAZRA) ZBRLET,

[Allow users to change their own password] (1—%—IC/NAT—ROZEZFHF ) &8
RU. [save changes] (BREDRTF) ZV Y ILET, chllklY, PHOADOT
XTOI1—HY—IZ, FOI1—F—EFIZXNTS iam:ChangePassword 797> 3> &
iam:GetAccountPasswordPolicy 77> I UADT VAN FEENET,

6. NAD—RZZEEIZLLOOROFEZI—HY—ICRHELEXT: IAMI—HF—HABDZD/NAT—
REZEETDH %

o & 0N

THIRONAT—RAR)S — (A—H—ICETONAT—ROEELEFUTIREEED) D
ZEICHERTZ S AWS CLI, Tools for Windows PowerShell, 8 & API Y > ROFHIZCOWVWT
&, "NAD—RARDV—OFEE (AWSCL)y Z5RL TS EZL,

BRENEIAM A—F—HFBFTONAT—REZZEAREIZTSICE

1. AWS Management Console 2 ¥4 24> L T, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZBZ £ 9,

2. FTEY—232ARA2T[Account settings] (FHI > NE&E) Z VUV I LET,

3. [Password policy] (/NAD— KRR —) 92 32T, [Alow users to change their own
password] (1—H—IZ/NATD—ROZEZFHT) M BRENATVEVEZHABLET, D
FIVIRYDANFAVICE2TVBREE, IXTOI—Y—HFBPO/NATV—REZETESE
9 (BOFIEZSH ),

4. NAD—ROZEENFAEChTVWRALEN B 1—F—ZERLET (FEFEL TLVEWIES
B)o FHMICOVWTIRE, TAWS 7HTUU K TO IAM 1—H—0ERL 2SRLTLIEE,

5, (FA723aV)BPONAD—ROEEZFAITHI1I—H—ICRHLTIAM I —T=ZERKL, &
DITN—=TICBOATY7TO1——%2BMLET, FMICOVWTE, TIAM 1—H—TJ)L—
TOEE, ZZ2RLUTEZL,

6. UWTORVD—ZTI—TICEETET FHFHICOVTRE, TIAMARUS —%2EETS, 25
BLTLSEEL,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:GetAccountPasswordPolicy",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:ChangePassword",
"Resource": "arn:aws:iam::*:user/${aws:usernamel}"
}
]
}

CDR)D—Tk, 11— —IZ ChangePassword (/NATD—ROEE)FO>a s AOTF7ItA
ZFOLT, J>Y—JL. AWS CLI, Tools for Windows PowerShell, £k API A5 B9 0/\
ATD—ROKEEETEDRSICLET, £, GetAccountPasswordPolicy 79> 3> AD7T
DEAEEFELET, ChiZ&Y, I—F—RBREONAT—RRUS—ZRRTEET,
DTV EAFHFAIE, 1—H—»" [Change password] (/NAT—ROEE)R—ISTTHIV NN
AD—RRYS—BERRTEDRSICTDLEDICHBETT, TEENENAT—RHFRIS—0
E/ZRECHLLTVDRSICTR LI, I—HF—RBREO/NAT—RRIZ—OFHEY
HEATENTVIBENFHYET,

7. NAD—RZZEEIZLLOOROFEZI—HY—ICRHELEXT: IAMI—HF—HABDZD/NAT—
REeZEETSE %

AEAER
AL EWMOEEOFMCOVTE, ROMEY VZZRLTSEE,

c I AMI—Y—ICHEFONADV—RZZEITIHERZENETS
AWS TOI1—H—/NADT—ROEE
IAMIA—H—RBOT7HhI MNAT—RKRIZ—DRE
IAM RS —%ZEETS
IAMIA—H—ABONAT—RZZEEITBIHE
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IAM A—H—ABE5ONAD—RZ2ZETDHE

IAM 1—H—ICBEP7ODNAT—REZEETZDTILAHFAFfMTEENTVWREHEE, 1—H—IF AWS
Management Console D BIBER—SEFEAL T NETSIEN TEET, AWS CLI £k AWS
APl ZERTHLETEET,

NeEY

- BEBT VL AFH

« IABMI—H—BEBICLBNAD—ROEEFE (V=)

« IAM1—Y—BEBIC&D/NAT— ROBESE (AWS CLI F =& AWS API)

BTV AFH

IAM A—H—ONAT—REZEETDICEF. AORVZ—ASOT VL AFANFBETYT: AWS:
IAMIA—H—A [EF21 VT AFEABHAR—STEFOOA Y —IINADT—REZZEETEDLSIC
LEY,

IAM 1—H—BEBICKD/NAD—ROZEFZ (AYV—I)

LTOFIETIE, IAM 1—%—A" AWS Management Console 2L TESD/NAD—REZZET
BHEICODVWTEHHALET,

IAM 1—H—BEONAD—RZZEETSICE (OAV—I)

1. AWSTAHIKNIDKRERTHAIRIAITA, IAMA—Y—&, 8FLTFNAD—RZEH
LTIAM OV =LA A2 LET,

® Note

FEHEDLES, AWSHA A R=2DF, 7T cookie ZFERAL TIAM 1—H—F
ETHIMNERZREBLET, UFTlCROIl—H—LTH11/Licc e HD
BEE. R=POTHICHB[BIOT NI NYHA A4 ]EBRL, X401

AIOR=DICRYET, TIHS, AWSTHIVNIDEERTHIRNIAIUT A%
ABLT, FHAODRMDO IAM A—H—HB A2 AR=DIZCVDEALIRENDELSICT
BDCENTEET,

AWS PHIUNTAHINIDOBREBIEOVWTR, BEBECHEBAVELESEZL,
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2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (z¥ 1
)7 1 FBEEEH) 2 BRLE T,

Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

. [AWS IAM FREEER] X 7 T, [[NATD—REZEE] ZRBIRLET,
4. [Current password GRED/NATD— RN ICBHEED/NAT—RZAHDLET, [New password (¥
LOWNRAD—R)RY JAE KT [Confirm new password (L W/NXAD— ROWERR) Ry VA
CHULOWANAD—RZADLET, TOR, [NAT—RZE#H ZEBRLET,

(® Note
HLUWNRD—RE, PFATZRONADT—RARDVS—DBEHZHEZLTVIHBEN S
WET, FMICOVTE, TIAMI—HY—RAOT7HIY RNNAT—RKRVS—DRE .
ZZRLTSEEL,

IAM 1—H—HBEIC&B/NAT— ROEZESE (AWS CLI £ AWS API)

LUTOFIETE, IAMI—%—HF AWSCLI £k AWS APl ZEFRALTEHEODNATD—REZZEET
DHEICOVTHBELED,

BEOIAM/NAD—RZZETDICE, UTEEALET,

* AWS CLI: aws iam change-password
*+ AWS API:.ChangePassword
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IAM A—H—DT7 IV EAF—DEE

W Follow us on Twitter

/A Important
RARNTZOT 1A, POEBARAF—O LS BRENZBIABBREERTZOTREL, IAM
O—-IBED—KNEEF1IUT(FAFREERTZIETT, TOEAT—ZEHRTS
HiC. RENBT IO ELAF—OREBREZHRIAL T<EEL,

TOEAF—E&, IAMA—Y—FEFE AWS 7HOMDII—NI1—H— ORIV BHRT
T, TOEAF—%EAL T, AWS CLI E£7-1d AWS API (B#E #-13 AWS SDK £ /) (704
SLOTUIOITANIBRBITDCENTEXRT, fFHlICOVTR., "TAWSAPIUOJTITARNDER, %
SHBLTLSEETL,

TOEAF—&, 7UOEAF—ID (ffl: AKIAIOSFODNN7EXAMPLE) £ —2 L Y N7 oA F— (4l
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY) @ 2 DDA TERE N TVWET, UV IR
NERIETREHIC, TIEAF—IDES—VLYRNTIVEARF—OEAZERATIHNEN HVY E
¥,

TORAF—RT7ZERTZEER. T/EAF—IDEI—ILY RNTIOEAF—ZL2BBMIC
REFELEXT. COZ—TILYRNTIOEAF—G, EEREICOXMERATERT., >—JLYRNTIEA
F—EZMARLEBER. TOTI7EAF—ZHIBRL, MILERTILEN BRI, FMHICOVT
F. "™MELEYSENEYULENAD—REFLFAWS OF7EAF—0OUEY b, 25RLTLKE
=V,

TOERAF—RBRI—H—CEIRR2DOXRTEOZENTERT,

/A Important
TOECAF—2RE&CEELET, THIVV MR F2HEIZDLHTH>TE, TIU/EA
F—EZAEBIEELCRHELBEVTLILEEZ Y, BREID L, F=ZENTHIY MO KEH
BT OELAZHBIZEENHYET,

LTOREY ITR, PORAF—ICEEIZIEREZAVICOVWTHLLIHALET,

MY

TIEAF— 213


https://twitter.com/AWSSecurityInfo
https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html

AWS ldentity and Access Management I—H—H4A KR

c TUOEAF—ABEEIDEDICHKERT I ELANT
s POEAF—OEE (OV—))

- 7UEARF—OEE (AWS CLI)

- TUEARF—OEE (AWS API)

s PUOLRAXF—DER

s TOEAX—ZREITD

s TOEAFXF—NEE

TORAFXF—ZEEIDLOICHBELRT I AFA

(® Note

iam:TagUser &, 77 EAF—OBHAZEMB LOPRETDLOOFTIa 20T IR
HATT, FMICOVTE, TIAM I—H—02 T T 28RBLTEEL,

IAM I—H—OT VEAF—ZERTBICE. RORVZ—OTF IV EAHFANBETT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateOwnAccessKeys",
"Effect": "Allow",
"Action": [
"iam:CreateAccessKey",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:TagUser"
1,
"Resource": "arn:aws:iam::*:user/${aws:usernamel}"
}
]
}

IAM I—H—OT IV EAF—ZEHITBICE. RORV—OTF IV EAHFANBETT,

"Version": "2012-10-17",

TIOEAF—
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"Statement": [
{

"Sid": "ManageOwnAccessKeys",

"Effect": "Allow",

"Action": [
"iam:CreateAccessKey",
"iam:DeleteAccessKey",
"iam:GetAccessKeylLastUsed",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:UpdateAccessKey",
"iam:TagUser"

1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

TOEAX—OEE (AVV—I)
AWS Management Console ZA L T IAM 1—H—OT7 VEAF—%2EBITBH_ENTEFT,
I——BEOT7IVAF*F—%EK. BE. TLEHIKRITZICE (A VY—IL)

1. AWSTAHIURNIDREBRGTAIDRIAIVTA, IAMA—H—&, 8LTFNAD—RZEH
LTIAM OV =LA A2 LET,

(@ Note

NEEDED., AWS H A2 A R=J &, TZTJY cookie ZFEAL TIAM 1—H—%&
ETAIY MERERBLET, UAICHOI - LTHA A1 LECENHD
BERE. R—POTHCHBIEIOTHINIHA A UEERL, X420 F(4>
AR=DICRYET, TIAHAS, AWSTAIOURNIDRERBTAINIA VT AR%E
ABLT, FADVROIAM A—Y—H A A IR=DICVRALIRNENDLSICT
BPENTERXRTY,

AWS PHIUNTAHDINIDOREBIEOVTR, EBECHBAVELESEZL,

2. BLEOFET—>3N—TEZ7OI—Y—FZRBIRL, %L T [Security credentials] (Z¥ 1
)7 4 FRALEH) 2 BRLE T,
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Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

@ Note
[EF*1)TARIAER) 27 E. AWS THIY ROIIL—FI1—H— ICHLTOHKEKR
ENET, IAMI—HF—RBFET—23aRAUDESTIEAF—ZEEBTEEXT,
1. [A—Y—-]1ZBRLET,
2. [Users] (A1—%—)DUANT, IAM1—H—FZBRLET,

3. [Security Credentials] 2 7 Z&RLET, [ FIEAF—]1 OTT, [FIER
F—0EK] BBIRLET,

RKOWTNAZITVET,
TOEAF—2ERTDICE
1. [Access keys (7 V2AF—)] 9> 3> T, [Create access key (7 7V AF—ZERK)] Zi&IR

LET. BBC2 207V EAXF—H"H2HFE. CORXVBIEMCEZ LD, ILLTIEA
F—ZERTRHIC, AIOTIEAF—ZHIRITIBENHYET,

2. [Access key best practices & alternatives] (7 V7 ZAF—ORANTZ VT 1 AEREHZE) R—
DT, IROIA—AT—RAZBRL, RENBT IV EAF—OERZRETDOICKEILDOTOM
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NDAT>AVEERLET, MARELTIA—ART—RILT IV EAF—NRBELEEEZASNDEE
(&. [Other] (Z Mfb), [Next] (XN) DJEICEIRLET,

3. (AT2aV)TFUOEAFXF—OBRBARXTICEERELET, ChiCkY, RTOF—LEORT
MIAM 1I—HF—ICHLVEMENET, BT, POEAF—2Z2HAIL. EFITIRICCOFREN
BIABEET, XTF—ICF. TOEAF—IDHFEREEIhET, FTEICE,. ABLETOER
F—OHAENREECNET, TT LS, [Create access key] (F IV EAF—%ER) ZBIRL &
ED

4. [Retrieve access keys] (7 7 ZAF—OEE) R—I T, [Show] (k7)) ZERLTI—H—0
S—OLYRNTOEARF—DEZRTTSH, [Download .csvfile] (csv 77 AN &2X D> O—
R) ZBIRLET. chE>—IL Y RTIERAFT—2RETDIHE—OEETT, —IL YN
TOEAF—"LZLBIERICHRIFLES, [Done] (7)) ZEBIRLET,

TOERAF—2EMICTHICE

« [Accesskeys] 7V EAF—t0U2 3> T, BMIZTHF—ZEIRL. [Actions] (723
~). [Deactivate] (#&&hML) DIEICEIRL £T, BFEERODIA Y E-—IHFRRENIS,
[Deactivate (#&%h1t)] ZBIRLET. T IVT A THENET VERAF -G, 2207V 1A
F—OFHRICAT RENFET,

TIOEAF—ZEBMITRICE
« [Accesskeys] (F 7 EAF—)o>3a>T, BMCTHF—2ZEIRL. [Actions] (F V> 3
>). [Activate] (B&h1t) OIEIZZERL £,

TEICB2ET IV EAF—ZHIKRITBICE

«  [Accesskeys] (PO AF—) 023> 7T, HIRTDF—ZBRL. [Actions] (7Y 3
~). [Delete] (HIBR)DIEICEBIRLET, XA TFTOTDIBRICH > T, £ [Deactivate] (FEx1L)
ZLTHS., BIRTBCEZBELET, TIVEAF—ZZL2ICHIRTDEIIC. PTUOEAF—H
FAEATVWARVCEZRFEIDEEZHEOLET,

BOIAM A—HF—DOT7 V7 tAF—%2EK, BE, FLEREKRIZICE (A>Y-I)

1. AWS Management Console ([CH% 424> LT, IAM 32V —)L (https:/
console.aws.amazon.com/iam/) ZHE £ 9,

2. FTESF—23URA2T[Users (A—H—)] BBRLET,
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3. TUVEARF—=ZEEIHI——FZBIRL. [Security credentials] X 7 Z&IRL £,
4. [TOEAF—1E€I232T, UTOVThHAZERITLET,

s PTUOBEBAF—ZRERTBICE., [TIVEAF—OER] ZBRLET., CORIXHNEMLE
NTVBFEER., HILLF—ZERTSHIC. BFOF—OVWIThAZHIRTEILEN HY)
F 9, [Access key best practices & alternatives] (7 7V EZAF—DORARNTSIT7 1 ALRE
RYR—=IT, RANTZU9T1AERBREBAELET, 1—AT—ARZERL T, RH
WETIOELAF—DERZBITHAOICKIIMBOFTa>zmRBLET, KAELTI—
AT—=ALT IV EAF—HDNBERLEEEZSNDBEEE, [Other] (FD1tt). [Next] (XAN) DJE
([Z38IRL £ 9, [Retrieve access key] (7 7 ZAF—0DEE) R—T T, [Show] (1) ZiER
L. I—%—0O>—JLYRNTIVEAF—DEZRRLET, POVEAF—IDE—TL VY
R7Ot2AF*x—%, ZEAOIVEI—RORELBIZBMIC .csv 77AILNELTRETSIC
(&. [Download .csvfile] (.csv 77 AN EZX V> AO—R) Z&ERLET, I—F—HOT7IOEA
F—ERE, F—RTREF7FILNTEWREICHZ>TVEZOT, "WKOI—H—EFI<IC
F—RT7ZFEATEEXY,

« BMWREOT UV EAF—FEMICTBICIE, [Actions] (72U 3 ) &iBIRL, KIC
[Deactivate] (&xh{t) ZBIRL £ 7,

s BWREOT IV EAF—ZFMICTBICIE, [Actions] (F o> 3>) &IBIRL, RIC [Activate]
(BML) ZBRLE T,

s TUOEAFX—ZHIBRT BICIE, [Actions] (F V23 >) ZBIRL, RIZ [Delete] (HIBR) Z#IRL
£9, £9. A4 70T DIERICH 2 T [Deactivate] (EXL) Z1TV\, RICHIBRT B L=/
BLET, AWSlFE, COMBERTIDRICF—EEMELLT, TOF—HNEASHLTULE

WCEBTARTDCEEHRELTVWET, AWS Management Console 2R T35 5.
F—2HBRIBDEICKTIOT A TILTRIHENF HYET,

IAM 1—H—OT7 IV AF—2Z2—8XRRITHICE (AV-I)

1. AWS Management Console (IZH A4 242 L T, IAM 32V —)L (https://
console.aws.amazon.com/iam/) ZFZE £ 9,

2. FTESF—23URA2T[Users (A—H—)] BBRLET,

3. WROI—HY—FZBIRL, [EF21VT (FREAER) 27 Z2iBIRL £9, [Access keys] (7ot
AF¥F) o023V, - F—0OTF IV EAF—EEF—DAT—BZANRRENET,
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@® Note
1-H—OF I EAF— D OAFEFENET, ¥—IL Y RNFUEAF—@, F—
ERBFICOIMEBTEET,

BHOIAMI—Y—OFTIVEAF—IDZ2XRRIBHICEF (A2 V-I)

1.

AWS Management Console It/ >4 2L T, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZB& £,

FTES =232 RAL2T [Users (1—H—)] ZBIRLF T,
HEIZISUT, UTOFIEZTV, [FO2EAF— D 5E1—Y—F7—7IICEBMLET.

a. AROTFT—7ILOLT, BRETAV

('I:l'

ZBRLET,
b. [Manage Columns (FIOEE)] T, [FUVEAF¥—ID] ZBIRLET,
c. [Close (BAU%)] ZEBIRL T, I—H—DUVAKNIRUET,

[7OEAF—ID]FICE. BE7 IV EAF—ID ETNICHE<SREARTENTT
([23478207027842073230762374023 (B%h)]. [22093740239670237024843420327 £ 1= (d (&
)] 3 E)o

COBBEEALT. 1 DULEDF I ERF—ERDI—Y—OF VAT —ERRH LT
E—TEET, POERF—OEVI—Y—E. ZOFIC [None (L) EXRFENET,

® Note
A—Y—DOF IV EAF— I D BRFAT—RADKNERRENEKT, >—TJLYKNTY
EAF—R., F—EARCOHIBETEET,

BEOTVEAF—ZHOIAMIA—H—2RHoF3(CE A>VY-I)

1.

2.

AWS Management Console (4 >4 2L T, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZB& £,

FTES =232 RS2 T [Users (1—H—)] ZBIRLF T,

TIEAF— 219


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

AWS Identity and Access Management 1—H—HA4 R
3. MRARYIVAT, RRIZDIA—HY—ODOT7IVEAF—IDZALTRA, BAYFTXRT,
4. RBEBIZHUT, UTOFIEZTV, [FVEAF— D HZE2I1—H—FT—7I)LICEMLET,

a. AROT—TILOLT, BRETAV
('I:l'
ZERLET,
b. [Manage Columns (3IDE®E)] T, [FUVLAF¥—ID] ZZERLET,

c. [Close (FIL%)] Z&RL T, - —OVANIRY., 74\ E2—nB&Ehiz1-%—5H
EEDT VEAFX—2HE O L ZHRBLET,

T O 2AF¥—NDEE (AWS CLI)

AWSCLIAS IAMA—H—OF7 7 EAF*—ZEEIZICEF, LTOOYY REZRTLET,

s PTUOEBAF—ZEKTSHICIE: aws iam create-access-key

s TOEAFXF—ZBMLELFEML TSI aws iam update-access-key

s 1Y —TIOEAF—E—EBRTTBICIE: aws iam list-access-keys

s POERAF—OBRKFERABEEZEE TSI aws iam get-access-key-last-used
s PUOEAF—%ZHIBRT B ICIE: aws iam delete-access-key

FIEAF—DEE (AWS API)

AWSAPI 2S5 IAM A—H—DT7 7 EAFX—Z2EEBITDICE,. UTOARL—>3 2 ZHVOHLE
T

s PUORAF—ZERTSICIE: CreateAccessKey

s TUORAF—ZBMLELIEERLTSICF: UpdateAccessKey

« A—Y—T IO EAF—Z—BERTITSICIE: ListAccessKeys

s TUOERAF—ORKRFERABRZHEFE TSI GetAccessKeylLastUsed

s PUOHEAF—%HIBRT SICIE: DeleteAccessKey
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TOEAF—DEH

EFIAVFAORANTSOTAAELT, IAMA—HY—0OTF7 AT —k. REENBEITZE
ERYE, VEILRUTEHITZDCEZH#MOLET, IAMI—H—F, REZERI 5TV
B8, BOODT OV EAXF—%2EHTEET,

BENDT7 IV EAF—2EH TR LEHICEBENSI—H—IC IAMIA—Y—T UV AHFTZ2RE5TS
FEICOVWTE, TAWS: IAM I—H%—#[EF 1V T A RBEBERIR—TETONRT—R, 77V
TAF—, BRESSHNT VY OF—%BETEDELDICLET ) Z2SRBLTLKEE VY, &£, 7
NIOVKNINADT—RARUS—ZHEALT, IXTOIAMI—HF—ICNAT—ROEFHFEERL,

TOHREZRODEETEERT, FHFHICOVWTE, "TAMI—Y—HAOT7HO KNNATD— KRR

) —DFEEL BSRBLTIEEL,

NEY D

e IAMA—Y—TOCAFXF—QFHF (AU =)L)
- POHLAF—OFH (AWS CLI)

- PUOLAF—OFEH (AWS API)

IAM A—H—TOEAFX—0EH (A V-))

AWS Management Console # 5 7V AFX—ZEH TEET,

IAM I—H—OTF7VTr—2 3R FICT IO EAF—Z2EHR TR (T>VY-)L)
1. BAOT IV ERAF—HFTIOT17BBIC. 2BBOT IV EAF—=2HHBLET,

a. AWS Management Console [CH 4 >4 2L T, IAM 32 —JL (https:/
console.aws.amazon.com/iam/) ZB&E £ 9,

b. TE#—23a>ARA42T[Users (A1—H—)] Z&RLET,
c. MROI—Y—FZBERL, [EF1VTREAEER) 27 2BIRLET,

d. [Access keys (P t2AF¥—) U< 3> T, [Create access key (7 IV AF—%ER)] &
BIRL £, [Access key best practices & alternatives] (7 7 ZAF—ORARNTSI9T1 A
EREE) K—T T, [Other] (ZDHE). [Next] (X)) DIEICEBRLET,

e. (FA72ANNTIOERAF—OHFARXRIIZEZRELT, COIAM 1—H—IZ2TF—¢LE
ORTZEBMLET, BT, TUVEAF—ZBAIL, EFITBIRICCOBREN RILBEET,
BITFX—IZE, PTUVEAF—IDABREENET, RTEIZE. ABLETIVEZAF—0OFH
BAAR Eéhi@“o 5T L5, [Create access key] (7 7 EAF—&ER) ZBIRL E T,
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ED

1.

f.  [Retrieve access keys] (7 7 EAF—OEIE) R—2 T, [Show] (k&) ZERL TI1—H—
NT—ILYNTFIOEAF—NDEZRRT DD, [Download .csvfile] (csv 77 AL &A™
O—R)ZBRLET, CchiEZ—ILYRTIEAF—2RETIH—DELTT,
=LY RNTOERF—%2L2BERICRELLES, [Done] (7)) ZBIRLET,

A—HY—HAOT7 0 AF—1ERE. F—RTFETF7AINTEVRREIZZ>TWVWDDT,
HNROI—HF—R@FI<ICF—RT7E2FATEET, CORBRT, 1—%—IZE 225077
FTATBTIORAF—HIHBYNET,

INXNTOTTVT—232EV - 2EHLTHLLWTIOEAF—ZHALET,

REHVWT V2 AF—0 [Last used] (BTEIER) 2L T, RODOT IV ELAF—NERBHE
SHEEBELET, RICETHIC, HARBGE > THASHVWTIVEAF—NFERAEATVSEHLES
W EBRITDEVSHENHYWET,

[Last used] (BTEIEA) OEHRT, ZVWF—HFFEAThLEEFFrZVEEZRLTVTE, &
AOT IO EAF—2I3<ICREHBRLBEVCEESEBOHLET, KD VIZ, [Actions] (F V<3
~). [Deactivate] (&Exh{k) DIEIZIEIRL, RIOT IV LAF—ZEMLLE T,
FLOWPIOERRAF—0&ZEZFERALT, PF7UT—23a 0 FEELTVWRHLAESH ZRIEBLTLE
TV CORRT, TOTIVEAF—ZFXREFALTVBRY =TT UTr—>3 2k AWS U
V—AANT IV EATERBLLBEDNDT, BENFLEENET, TOLSBETITVIT—23 20y —
NEeRB o0 1HER. ZRUOT IV EAX—ZBEEMWCITRENTEERT, RIC, Step 34
CRY, FILLWF—%2FERAITZEDICCOTT7Ir—>23a>z28HLET,

—EHEZFBLT, IXTOTFVIT—23 2 EV—IIAEHFENTVR L ZRAEL LR, &
HOT IV EAF—%2HIBRTEXT,

a. AWS Management Console lZH 4 >4 2L T, IAM 2 —)L (hitps://
console.aws.amazon.com/iam/) ZB& £,

b. FES—23arARA2T[Users(1—H—)] ZBIRLET,

c. WROI—HY—FKZBIRL, [EF21 VT (FRAREHR 27 E2RBIRLET,

d. HIBRT BT I EAF—0 [Access keys] (F IV 2AF—) 0> 3> T, [Actions] (7 ¥
2 3) Z&RL, RIC [Delete] (HIRR) ZBIRLET. FATATOERICH>T, £F
[Deactivate] (FEXNL) Z1T2TH S, HIBRT D & EZBRELET,

TORCAF—2EME-RHIRIZZEN B2 A ZHMTRICE (A Y-))

AWS Management Console (24 >4 > LT, IAM 32V —)L (https:/
console.aws.amazon.com/iam/) ZB& £,
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2
3

FTES—23RAL2T [Users (1—H—)] ZBIRLET,

PBEIZHUT, UTFTOFIEZZERITL T [Access key age (TP IV EAF—0FE) %z 1—H—
FT—7IICEMULET,

ETA>

kg

a. AmOT—7ILDOLET,
(ﬂ
ZERLET,
b. [Manage Columns (FIDOEE)] T. [Access key age (7 V7 EAF—0OHE)] ZBIRLE T,
c. [Close (BAU%)] ZZBRL T, I—H—DVANIRWET,

[Access key age (7 VEAF—0OHE) FICE. REFVWTITATTIOEAF—HNERENT
POSBEBLULLEABARTENET, COBHREFEAL T, EFFLRHBROXEN BT IOEA
S EBOI—H—ERATEET. TOEAF—ORLVI—H—&. D5 [None (%5 L)]

ERTENET,

T AF—OEH (AWS CLI)

AWS Command Line Interfface "5 7 VL AF—%Z2FEHTEEXT,

1.

T7Vr—>2a> el FICTIORAF—2EHITSIC1E (AWS CLI)

BNDOT I EAF—HFTIOT17BBIC, 2BBOT IV EAF—ZHBLET, COF—E. 7
7AILRNTTOTATICRYET, AOONV RERTLET,

« aws iam create-access-key

COBRT, - =@ 2 207 9T 4 TBTIERAF—HNHBYVET,
IRTOT77VT—230eV—=)LE2EHLTHLVW T IVEAF—2EHALET,
ROOARX > REFALTRERIO T IV EAF—HNELEEAENTVIAESHERIALET,

« aws iam get-access-key-last-used

FICEDHIZ, MABF > THASHVW T IEAF—HNFEREATVIAESHERRETDEVS
FENFHYET,

ATY 7 Step3 THLVWF—AFEHAEATVERVZENf DAS>TE, FRUIOTIVEAF—RB T
ICHIBRLBEWC L Z2HBHOLET, KDYIC, XOON REZFEALTRIDOT 7EAF—0IR
BE% Inactive ICEELET,
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 aws iam update-access-key

5. HLLWFPIHAF—0O&EFEALT, 77UT—S 3V BELTUWAAESAERBL T
TV, COBAT, ANDFIEAF—2ELHEALTVBY—LPTFT7UT— 32 AWS U
Y—AAT I EATEBLEDDOT, MENBLEENET, COLSBTTUT— 3> ErR
V)L, TOREE Active LRI ET, BUNDT VLA —2BEADCTEENT
EET, RICAT YT Step2 RN, HFLLWF—2EATRLSCoOFTUT—S 3V EE
HLET,

6. —EHRBESHELT, IXTOTTIVT—232 Y- IAEHENLCEZBELLES, A0
N REFEALTRIDT IV EAF—ZHIBRTEET,

« aws iam delete-access-key

T2 AF—DEH (AWS API)
AWS APl AL TF YV EAF—2EHTEET,
F7US—2asahlfitFICT I EAF—EEHTSICE (AWS API)

1. BYOTIERARAF—HDTIOTATBEBEIC, 2BBOT7 IV EAF—%ERLET, COF—F, F
TAIRNTTIOFATIZRBYET, AOARL—>3 #FUTFHLET,

* CreateAccessKey

CORRT, I—Y—CR 2207 ITATBTIEAF—HFHIET,
2. INTOTF7VT—232EV—Le2EHLTHLLWTIOEAF—ZEALKT,

3. ROARL—23AVEFHVHLTIRAIOT IV EAF—HNEEERENTVRIAESHZRIBLE
9o

* GetAccessKeylLastUsed

FICEDHIZ, MABF > THASHVW T IEAF—HNFERHENATVILAESHERRETDEVS
FENFHYET,

4. ATY 7 Step3 THLVF—AFEAEhTVEREVIENf DASITE, FUIOTIVEAF—RB T
ICHIRLBEWC EZB#MOLET, KDWIZ, ROAXRL—232aHUOHELTEIOT VLA
F—ORE%Z Inactive CEELET,

» UpdateAccessKey
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5. HFILWTFORAF—Q&EFALT, T7UT—Y 3V FBELTVIAESH ERBLTLE
TV, COBAT, TOFIEAF—ZFEEALTVBY—LPTTUT— 32 AWS U
Y—AAT I EATERLBBDT, BENELENET, COKIBTTUT—avELR
Y=Lk, TOREE Active LRI ET, BAOT IV EAF—2BEENCTHENT
EFET, KICAT YT Step2 LRY., HILVWF—2BEATAHESICCOFTUT— 3 %8
wLED,

6. —EHESEHMLT. IRNTOTTUT—3a eV —AEHFENECEERBELES, XOF
RL—2 3V aRCHLIRANOT VAT —5MBRTEET,

 DeleteAccessKey

TOEAFXF—Z2RETD

TOECAF—HE > TVWRI—HY—BSHTE, AWSDY—RAICHLTEAULRILOT V7 tAHEE
B5&T, LEAN 2T, AWSTOT7VEAF—ORBEIEEICEET. LLAEEERBEETILE
MA2TASBENHYET,

TOERAF—Z2REITDOICRIUDHAASF VAL DVWTR, ATOEI>3a>vEZSRBLTSEZL,

(® Note

BB T, EFIUTABEHERUS—FZOREY VERBENTVBENLRE
BATEMA B ET, COTRTOR. —BOEHA RSV ELTORETT,

AWS PHIVRDI—RI—HY— T I EAF—ZHIRTD (XFERLEL)

THIOORZREITDEREODFZEND1 2, AWST7HIOVKNOIN—KRI1I—Y—OTF7I0AFx—%
BFEBWCETT, I—NI1—HY—DT7VEAF—2Z2HFE OBENHBDES (FnID) ZBRV T, ¥—
ZERLBVWCEZHEBHLET. KDY, BEOEEZAI D ZHIC AWS IAM Identity Center
TEEBEI1I—HY—%ERL TSEEL, IAM Identity Center TEBI1—H—ZERTIHZEICOVT
(&. 1AM Identity Center 1—%'—7H4 RD "TEUSHIC, ZZRBL T LEEV,

THORNOLN—RI—HF—TOEAF—HFRICHBHERF. TOF—ZRECEAL VBT
T332 (HBHR) DEMERDW, - NI —-TFIOEAF—Z IAMI—H—FT I tAF—
CEEMRAZCEZHBHOLET, RVT, -1 —TFTIOELAF—ZEMICL THIERLET,
TOECAF—Z2EHRIDHEOFMICOVTR, "7I9EAF—0EH 2ZRLTILEEL,
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RA77EAF—ORDY) C-—FNEEF1 VT (FBABHR (AMO—-)) 2RI

Z<DFE. HROBLVRHOT7IV7EAF— (IAMA—H—OT7 IV EAF—BE) FBEHYEE

Ao TORADY, IAMO—/)LZERL, —BEHBEEFIUTAFABTREERTERT, —BHE
EFIVTAFEARRE. TIOEAF—IDES—IVLYRNTIOEAF—THBEEATVERTH, &
AERS VOB LDIAZRTEFIVTARN—IVEBATVET,

IAM 21— —X)L— N 1—F—ICHERFTShTVREDHREORBN AT VEAF—&, %fnb
ZEFETHYHEIETEMTT, 2L, IAM O—JLX AWS Security Token Service Ot (B &E
FALTEBLE—HNEE®1) 7« FAERE. SEHBTHRIAINET, a’EnEliiﬁb‘-h?'CFaﬁ
RENEBEOVRVICEAT, — BB EF 1V T RABREFERTDIENTEET,

LTF02FUATR, IAMO—-)LE—BNEtEF1) T (RABHREZEALET,

« AmazonEC2 A VARV ATRITENTWVWAR T T U =23V FEEIEAWSCLI RV U TR H S
Ba. P7UT—>3>ATEET IV EAF—ZFEALBVTEE Y, POEARF—ZT 7
T—=>3vIZELEY, }7U7 SAVICEHIAALY, VAN ST IV EAF—ZH&M 2 Iz
WLBEWTLSEEW, RDYIC, P7UT—23 2 ICBLET VAT ZE D IAMO—-I)ILZ2E
L. EC2COO—-J)LZFERALT Amazon Elastic Compute Cloud (Amazon EC2) 4 AR > A& {2
EJL?@“O chiZ&VY), IAMA—JLA Amazon EC2 41 VARV AICEER TS NhET, cDFHE
&Y, P7VT5—232 @ AWSAOTOJTLAENEFTHUICERTRCEETES, — B
E’J’:-I‘lz=\=1 )7 4 SREAMEHRZEE L £9, AWS SDK $ & AWS Command Line Interface (AWS
CLHE, Z0O—-IASs—KHNEEF IV T (FRAERZEHNICTBTEET,

« VDAARAT WO RNT VAT EFETIHEN HD5E. IAMO—I)LEZFERLTTHINE
NEFEEMIUIL, EBHETEDTHIMMEIRBRENET IV EAFTEZ1 DOTHINO1—
H—ICHELET, HHlICOVTE, TIAMFI—KUTZI:AWS PHO NE® IAMO—)L%
FRALETOVEADEE, Z5RBLTLEETL,

s ENANT T Z2FE>TVWBEHEE,. BSILANL—2RATH2>TEH, PUVERRF—ZTTVIC
BHAFZEVWTLSEEZV, KD VIZ, Amazon Cognito ZFEAL T, Z7UTI1—H%—ID %2E
BLTLKEZV, COY—E AT, Login with Amazon, Facebook, Google, & f=(& OpenlD
Connect (OIDC) IZ®SLTWAEED ID 7ONAM A ZFER L T1—H— %2R TEEXRT, ‘c‘.‘b
(2. Amazon Cognito REEEHR7ONA X ZFEAL T, AWSICUITANZEFEITREHICT
U ERTARAIEHREeEETEXY,

« AWS [CE#L LS ELTHY) ., A SAML2.0 #ZHR—KNLTWVWSHE, SAML2.0 ZHR—
N2 ID7ONAMF—ZHEBMTHEXTSESEK. SAML ZFERATR LS IC7AONA X —%5%
ELET, SAML 2L T, AWS LFRRHEHRZRBEL, —EO—BNEEF 1) 7 1 FAER
ERVVRSTCENTEET, FHHICOVTE, "SAML2OAR—ANT7IFL—>3 2V T
ESRBRLTLSEETL,
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« AWS ICEELESELTHY., BBILAVTLIZIAOTATFUTATAANTFHZ5E, 1—
H—HNEBHNTRIATEZHE, AWWSUY—RICTIVEATH OO —BNEEF1) T 1535
BRERITTED T VT —23 8RB RITDENTEERT, FHICOVTE, "HAXAID
TJO—H—ICxd2 AWS AV —=ILADT IV EANHT, 28BLTLKEEL,

® Note

AWS UY—ZANDOTOTZALICKRDT IO R EMEETSD T ) —>3>T Amazon
EC2A AR AZFERALTVEITA? TOFAEICE. EC2O IAMO—)L #2EALE T,

IAM A—H¥—OT7 IV tAF—2EBYICEETS

TOJSLICED AWSADTIEAZBRELEVES. IAIMA—Y—RICT7I9EAF—%/ERL
T, EBTIOELAFTOAEI—Y—IFELET,

IAM A—H =T O EAF—ZREIDLHIC, UTOEEBEZFT>TLLEEL,
TOEAF—ZEEI—RICEHARZVWTSEE WV, AWSSDK & AWS INY RZA42Y =)L

Tk, BHAOBZAICT IV EAF—ZEK ZENTER O, ThSZI—RTRETILEN BV
Ft A

ROWTNDDOBRICT VAT —2EEEXT,

« AWS FREEEHR 7 7 1)L, AWS SDK & AWS CLI Tld. AWS FZEEEHR 7 7 1 L ICRFTF L 1=78ELE
BHRABBNICERAENET,

AWS REIBEHR 7 7ANOFEHAIZ OV TIE., SDKORFIXNZSBLTLKEELW, fl&LT
. AWS SDK for JavaFARAY /N\—HA RD TAWS w.,nIEfiib’zt )—o 3 &BETD ) BRY
AWS Command Line Interfface 1—%—H A4 R®) TREERIBHR 7741 BENFHYVET,

AWS SDK for .NET & AWS Tools for Windows PowerShell ®sREIE#H = REFET S ICIE. SDK A
R7OERZHESOH LET, EMIC OVWTIE. AWS SDK for NET RO Y /N—HA4 R®D TSDK
Store DFEH I ZSRBL TS EEL,

 REZEH VILFTFURIATATR, DATLARBEZERTRE<I—Y-RELHZERL
x9,

REZHZFEAL EFRIEBHROREOFMAIC OV TIE, AWS Command Line Interface 1—H'—
HARD "IREBZH, 25BLTEETL,
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« MFA Z/)NA ANk, B, FLETIOECATEICKZ > EHEEF. &Y O MFA /N4 ADV
INAZEEALT, AWSTHDUUN TOEREFIEZETIBDCEBL AWS TAHIVNICT
DEATEEFT, MFATNA AN BEELEEBHICE > LBEE. BENLFHTSNTVS IAM Y
D NIUDSTFOTFINAAZY)BL TS EE,

- BHO MFAZERTS L, ENICHNLSAICVAIREZEPVE-—NTHERLTVWIREES
E. N—ROIF7PR—ADOMFAEALTAWS TV EATEET., N\—RIVITFNAAR%ZE
1BEMLEY, 1BON—RITITFNA AZREXEBTYENICRBLEY TILEREHY)
Ft A

« IAM 7D NILIZIEMD MFA 7INA4 A2 ERATDE, 1 2B EO MFA ZBENICEARATE

B ERBC, WE MFA 7/NA RAER—)L REE QRS BMEBNZBFCR/ELEY . Ny 2
TYTOREMERELEY TEET,

4. OTA>293h, FEEAWS UY—RIZTIVEARATIHEICIE. MFATFNA AEFERALE
To XORITFEELTLSEEZL,
c FDOEFIAIVFTAF—-AWS DIITHARNITIOEATSZICE, BEEEHR=EADLTH
5, ROShEFIDOEFIUTFAF—%2R2YITLET,

o {R*¥E MFA FNAABRTF/N—RIDIT7 MFATFNAA-AWS DI I HANICTIOEATS
Cl&k, I—H5—FENRAT—RICMAT, FNA4ADO MFA J—RABETT,

MFA TREE hiz APl FXL—Y 3V ET U RRTBIEE. UTOLONLETT,
« MFAJ—R
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« MFAFZ/NAADQID NEBFNAADTNA A VTINESEEEF AWS TEEE n-REF
JX4 AD ARN)

s BEOT7OVEAF—IDES—DILYRNTIEAF—

® XE

« FIDO ¥ 17 4 F—0O MFA 15#%Z AWS STSAPI ARL —> 3 2 ICEL TR
AEHEVITARNTR L TEXRE A,

« AWSCLION> RELIF AWS API ##EZFERALTFIDO tX¥1UTAF—Z2ZFMICT
BLERFRTEFREA,

- AUBRIZBEOIL—FELE IAMMFA FNAAICERATR R TEERE A,

FHIOVTRE, TIAMDOH A AR=IJTO MFATNAADER) 25RBLTEZ L,

{R#8 Multi-Factor Authentication (MFA) /N1 AQ BRI (> VY —I)

EFERMOT/NA RAZRBESERFTGL (MFA) FPNA RELTHATEE T, ChefT5ICE, 8%
R—AD TOTP (FRAR—ADD U ZALINAT—R) I IV AXLTHS RFC 6238 ICEHNTBE
NANTT7VEALAZARN=ILET, chSOT7VIE, 6 ORI —RZERLET, chsE
tFIVFARBEEAhTVEVENSAIILTFNAARALTRERITTED S, REEMFA DN S, FIDO F/NN
AARERLARILODEFIVTAHFREBENBEVEEFHVET, N\—ROITOBAEROFHEP,
FEEN—RIDIT70REZEF DAL, (REMFAFNA AZFEATEZ 28O LET,

— R EARAE MFA 77U Tk, BEOBRETNAADERIHR—REhTWBE8H, BFHO
AWS PHOUN EEEI—HY—-ICRULTERAUT7 7V ZEATEET, AWSTHIRMDIIL—b
A—H— SR IAM I—F =L, BETR—bFEThTLVS MFA 21 7| OEEDOHEAEDE
T, BEK8AD MFATNAAEZZERTEET, MFATFNA AN EBHZBETE, TOI—HE
L T AWS Management Console ICOJ 4> L=V, AWSCLI Z2fFRAL Tty > a > zERL Y
THRIDICHEBDOEF., 1 B0 MFAFNAAETTT, BHO MFATNA AZERTDEEZHH
HBLET, FEAET7VIEOVTR, BIAETTVNFRBEHENETNA RAZHARLUVIRIBLEY L 235
BIC, THIOURNCIT OEATELRLLBBZDEB<SESD, TNSOTTVDOIZIRNYIOTYTE
EREHEMEEZEMICTIZLEHBOLET,

FEATERRB/MFATZUDOVARNIDOVTR., "ZEZRFF, 28RBLTKEEV, AWS T
&, 6 MTD OTP Z4A KT BIRE MFA 7 7 UNRETT,

N =Ry
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< BEZFA

« IAM 1 —H—0{RIE MFA N1 A0 FRL (3> V=)L)

« {RIE MFA T)NA AD X

KRBT

IAM 1—H%—01{R*E MFA N4 RZEFHITBDICE. RORV—OTF IV AFAN BETT: AWS:
MFA TERREE iz IAM 1 —H—A" [EF 21 ) T 1 FRAHBH/R| R—TEAD DO MFA N1 AZEET
EDLSICLET,

IAM 21— — 0 1RZE MFA /X4 AQFE (A2 VY —))

AWS Management Console T IAM ZERAL T, 7HV MO 1—H¥—01R¥E MFA N1 A%Z2H
WEHLVEBTDENTEET, IAMUY—RZ (R MFA FNARAEZBE) BT ETARYF
LT, BIANOT7 VR ZHEE, BE, FIHITZCENTEET, RE MFATFNA RICRT 2T
BENTEDDIE, AWSCLI £k AWSAPI 2EHTZHENDHTT. AWS CLI £ IE AWS
APl ZERAL T, MFATNA AZBMELERVEETHICE. TRE MFATFNA ADEMLEE
B (AWS CLI F£7=1& AWS APl); ZSBLTLKEEV, IAMUY—ZAOZTFHFOFMIZOVTI,
CIAM DY —=AQOR TS, #BRLTLSEEW

® Note

MFA ZFRETDICE, I—H—0D1RE MFA F/NA AZKRANTB/\— RO I TICYEHN
TP OEATEBZRENHYVET, HlAEF., AN—RNT7F2TERITENBRE MFA F/NA
AEFEATHI—HY—HIC MFAZRBRETDELET, TOHE, VAP —REXETITSIC
&, TOAN— h7#/€ﬂﬁf%6b§#&Ui?ogwtw‘l—ﬁ—#ﬁﬁwﬁﬁ
MFA FINA AZRELTEEBTED LS ICTHIEEZHBEBOLET, COES,. HEX IAM
7793>E¥ﬁ?éﬁ@&1—ﬁ—tﬁ$?é%§#&Ui?o:wjthﬁTEﬁ
5935 IAMARIS—OFHESLOHICOVTR, IAMFI—RUTI: I—H—ICBES
RALEBRE RV MFAEZET T2 1 BRURD S — @MﬂwmhMArmﬁén#mm
1—H—N[EF1VTARIEBHRIR—2TEPDO MFATFNA AZEBTEDLSICLE
T EBRLTILKEEV,

IAM 1 —H'—0O1RE MFA N4 AZBMICITBICRE (A V)

1. AWS Management Consolelc Y4 >4 > LT, IAM 2V —)lZ2FRE £ https:/
console.aws.amazon.com/iam/,
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2.
3.
4.

FTES =232 RA2T [Users] (1—H—) ZiRLF T,
[Users] (1—H—) DJARNT, IAMA—H—FZBRLET,

[Securlty Credentials] X 7 Zi#iR LU £, [Multi-factor authentication (MFA) (ZE& R (MFA))
T. [Assign MFA device] (MFA 7/N4 ADEIV) HT) Z&BIRLE T,

DAF—RT[TFNAARB]ZADL., [RET 7 V] [RN] DIEICERLET,

IAM A" QR J— RZ2 B URIE MFA N4 ADRERHREER L TRRLET, KiF. QRO—
RICXBL TVWBEVWTFNSAATOFRASDICFHATES "—JL Y MREF—1 ZRLTLR
ER

REMFAT7VZRELT, REMFATNARAZFRANTRDEHICEATEDZ T T VT —
SAVOUARNIOVWTR, "TZEZHFE, 22RBLTEE L,

1R3 MFA 7 7 A" BB ORE MFA FNNA AE TR T AV R EHR—RNLTVBRHERE, #
LWRAE MFA FNA AR R THIOV NEERTD AT a2 2BRUET,

MFATZZ7UA QRO—RZHR—RLTVBIAESHZRIBLTHS, ROVThAZRTL
x9,

« 4% —RAS [Show QR code] (QR I— RO FXR) #iBIRL, 77U EFEALTQR I—R
BAXYLET, BlIRE, AASTAIE W [Scancode] (AF ¥ I—R) ICBLEFT
2avEERL, FNAADAXATZZFEALTI—RZAF Y LET,

« AU 1% —RT[Showsecretkey] (>—V L Y hF—%FKR) ZBIRL %, MFAT7UIC
—OLYRF—ZAHBLET,

CNTREBMFATNARARD Y ZALNAT—ROERZFRKBLET,

[N 4 ADBRE] R—T T, [MFA J— K 1] KY 2RI, BERE MFA /8 AICERRENT

WBIURALLNAT—READLET, FNAAFHFLVIY RS LNART— REERTS
ETRHEET (BE 30 W), £RENLS [MFAcode 2 (MFA JI— R 2)] RY 2 RIC2 DEDOT

VB LINART—READLET, [Add MFA] (MFA Z3Bh) 28R E T,

/A Important

O—RzERLES, IFCVIIARNZERFGLEYT, - RZERLERICVIIRA
hRZEFITZETRHEAI DAV ITESZHE, MFATNAARI—H—C R ERICEEN
FosnEIHN., O MFATFNA AREAHEhIEEA, Chix, BRIAR—ADTE2A
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LINAT— K (TOTP) DEMBEA GV ES ISR ET, 20HEE. F/N(ADE
B TEET,

N TR MFA 7*/N1 A% AWS TERTE F 3, AWS Management Console T® MFA KA 0¥
HMICOWTE, TIAMOYA A2 R=DTO MFA TINAADFER) Z2Z2RBLUTLSEEL,

1R*E MFA /N4 AD K

AWS PHIOY RDII—RI—Y—HBLTIAM I—H—ICxL, "THEYR—HFEZhTLS MFA &
A7 1 DEEDOHEKEDE T, ZRRKB8ED MFA FNA RAZBERTEXT, I—H—IFTNAR%ZH
KU, ASHDEHATRRTIZIXEN HDHE. RPVICHVWTFNARZITIT 1 TLTIHE
FHVET. TOR, ILLFNA RZI—Y—ICEMNTEEXT,

« BlOIAM I—H—ICEERFSNTWBITFNAREIFT VT 17T BICE. "MFA F/NAAD
\mib, ZZRBLTLSEZV,

« B0 IAM 1 —H—0OX#EAORE MFA F/)N4 AZBMT3ICE, LD TIAM 1—H%—n{R4E
MFA N4 208 (A V=)L) OFIBEICHVET,

c AWST7HIVRNDOIIL—KRI—Y— 1—F—OXBADRE MFA FNA AZEMTB(CE. AWS
TFHORQIL—=hI—H— AV =)) DREMFAFNARZEMILET OFIEICHEVE
£

FIDO Ef21UF4F—0FMLA>Y-I)

FIDO ¥ 1T 1 F¥—l&k, ZERFG (MFA) F/NA1 AD—B8T, AWS DY —RZREBETHLH
CERALET, FIDODEF1VF4F—%210E1—2D USBAR—KNICELEL, UTOFIETEH
MICLET, BMCILER, YA UMV TOELAZZEILRTITBERIICKROS NS, TOF—
ZERAYTLET, ITICMHMOY—ERATFIDOEF1 T4 F—2FEHALTVT, AWS THR—K
ENTVBER (Yubico @ YubiKey 5 ) =X E) FHDEEEF. TOF—E AWS THEATER
T, TNUADEFES. AWS T MFA AIZ WebAuthn ZEH T3, FIDOEFa2UT1F—%8
ATIDENHYNET, AEBSLTBABRICOVTIRR., "ZEZHRFTG, 28RBLTLSEETLY,

FIDO2 (& F—7" > 7xFRAHE% M FIDO U2F MILRTH Y. NHBESICEI<tEFi1UVTFTsLRAE
DBELARLOEFIUT A EBHELET, FIDO2 &, W3C Web STEF{# (WebAuthn API) &, 7
Z)r—>a>EZORMILTHS FIDO 75 A4 7> AD Client-to-Authenticator Protocol (CTAP)
TERENTVET, CTAP I, 750 RARL—FT A VIS ATALABREDIVSAT U MNERER
TV RTA—LENRRASATLENBNERFZTRICLE T, AWS T FIDO RREDRAZH
MIZTBE, FIDOEFIVTFTAF—IZEKY, AWS TOXKMERATRDEOOFHLVWF—RT7HIERE
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h&d, 7, BABREZEADLET, T7OVT RFRRENIEZS, AWS LK 2 THRITE IR
AFYLUDICHETDFIDOEFIVTAF—22Y T LET, FIDO2 FEDFHMRICOVWTIE,
"FIDO2 702 TV b, Z2ZRLTLKEE L,

AWS PHIOVBN IL—FRI1I—HY—BXTIAM I—H—ICHL., BEYR—FEThTLS MFA 24
TOEEOHEAEDET, KB AD MFA FNA AZERTEET, MFA T/NA AN EHH %15
ETE, TO1—HE LT AWS Management Console [cOJ 4> L7V, AWSCLI ZRAL T
VI IVEERLEYTEIOICHXEBZOE, 1 B0 MFA FINA AEFTT ., BEHO MFA 7/N A
AZEBRITDEEZHBOLET, HIZE, HAAKORIET 7 2FEL, YENIZRLBIER
ICRETADEFXF1IVTAF—EBRIDENTEXT, HARAKORAET 7V Z2FERATERVES
&, BREAOEF1IVTAF—Z2FATEET, FEAET7VICOVTR., BEIRT7VFRHEh iz
TNARZMRUEYBBELEY ULESEIC, THINIT IV EATELRLLBDOZMH<ED,
NSOTTIDOIZIRNYITY TEELGRAPEEZBMCTALEHEBHLET,

® Note

ABOI—HY =N AWS ICT7 IV EATREHEEICEK., —KNEARIEBEROFERAEZHELET,
JI—%—&, D7AONA X —ZFEALTAWSICT7IFL—23a > L, 2uHORIAERE
MFARRETCRIETEER T, AWSADTILAEEDRAT IV Tr—23a 0 2EBI 256
(&, IAM Identity Center DR ZHEIH L E T, FMIC DV T, "The IAM Identity Center
User Guide (IAM Identity Center 1—H—7H 4 R) 28BL T &\,

ReEY D

- RERT I LAFHA

« WEOIAM I—H¥—OFIDOtF1UTF4F—2FHICITZ AV V-
« BOIAMI—H%—OFIDO X1 UTAF—2FHICTR (AVV—I)
« FIDOEF1VTF1F—OXH

« FDOtEF1VTAF—ZFEATRLODHR—FENBDEE

BERT 9 AF

EELMFABEDT Va2 2RELEANS, MBAO IAMIA—Y—RICFIDOEF1VT1¥—%
EEITBRICE, RORVZ—OF I AHFANBETT,
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® Note

ARN FE#NBETHY) ., FAREZERIDLHICEOTONILNERAE I ZRTE
DTREHYEEA. U2F FEIEEShIZZ, FHL VWRER T XT WebAuthn ZERL TVE
EE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowManageOwnUserMFA",
"Effect": "Allow",
"Action": [

jam:DeactivateMFADevice",
"iam:EnableMFADevice",

iam:GetUser",

iam:ListMFADevices",

iam:ResyncMFADevice"

1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "DenyAllExceptListedIfNoMFA",
"Effect": "Deny",
"NotAction": [

iam:EnableMFADevice",

iam:GetUser",

jam:ListMFADevices",
"iam:ResyncMFADevice"
1,
"Resource": "*",
"Condition": {

"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"
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MEOIAMI—Y—OFIDO EF1UTAF—ZBMCTSH (A2 Y—))

ME®OIAM 1—H—0 FIDO ¥ 217 14 F—&k, AWSCLI £2l& AWS API A5 Tl <, AWS
Management Console &5 DA BRMICTDENTEET,

@ Note
FIDO EF1VFT A F—ZBMICTRHIC. TOTFNARICHEBRICT I LATEDZHLEN
HYERT,

@ Note

Google Chrome Tl&, [Verify your identity with amazon.com] (amazon.com TR A®ER%Z L T
KEEWVW) EERFIRYTTYTHFRREAETYS, WThoF7>3a v E£BRLEVK
SIELTLKEEV, EFI1VTFAF—ZRYTITBRIEFTRLVNDTT,

MEOIAMI—Y—OFIDO EF2AUTAF—ZBMCTRICE (A Y—I)

1. AWSTAIURNIDREBRTAIRIAVTA, IAMA—H—&, 8LTFNAD—RZEH
LTIAM OV —=IIEHA2 A2 LET,

® Note

FEMEDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIMNERZREBLET, UFTCRHOI—H—LTH1 4L e Hd
BEE, R=DOTHICHB[BIOTHIDNCHA A EEIRL, X420H 1>

AUR=DICRYVET, TIAHAS, AWSTHIVKNIDEERTHORNIAUT A%
ABLT, FHAODVRMDO IAM A—H—HB A A R=DICVRALIRNENDELSICT
BDCENTEERT,

AWS TAHIUNTAIUNID ORBIEOVWTR, EEFICHBLVEDESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (ZF 1
)7 4 FRALEH) ZBIRLE T,
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Account ID: 123456789012
IAM user: User1

Account
Organization
Service Quotas

Billing Dashboard

Switch role

3. [AWS IAM SREEHE$R] 2 7 0 [ZEERSEEL (MFA)] 9> 32T, [MFA F)NA ADE|V) M T] %38
RLUFET,

4. 74— RAOD [Device name] (7/N1 A&) ICAHLTAH S, [Security Key] (EF 11T 1
F—). [Next] (RN) OIBEISERL ET,

5. JE1—X20DOUSBAR—KNIZFIDOEF1UT1F—ZHALET,

6. FIDOtF1UT1*—22YTLET,

T, FIDOtF1UT4F—(F AWS THEAAEEICHEY EL Iz, AWS Management Console T ®
MFA R OFFMBICOVWTRE., TIAMOHY A A R—=TO MFA TFINA ADER ) #258RBLTL
EEWV,
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AOIAMIA—YF—O FIDO EF1VTFTAF—2FMCTS (A>V—I)

O JIAM 1—%—0O FIDO 21514 F—&k, AWSCLI £/l AWS API 5 TlRE%A&<L, AWS
Management Console 5 DA BRICTBDENTEET,

BOIAM I—F—O FIDOEF1UT4F—ZBMICTSICE (AV—I)

1. AWS Management Console [ZH 424> LT, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZB&E £,

2. FTESF—23URA2T[Users (A—H—)] &BRLET,

3. MFAZBEMILTAI1I—H—DBMZERLET,

4. [Security Credentials] X 7 &i#iR L £, [Multi-factor authentication (MFA) (ZE&FZAE (MFA))
T. [Assign MFA device] (MFA 7*/N14 ADEIV) HT) ZBIRLET,

5. 4% —RAD [Device name] (T/N1 AR) ICABDL TAH S, [Security Key] (EF 21V T 1
F—) . [Next] (&™) DIBEICERLET,

6. dE1—XDOUSBAR—KNIZFIDOEF1UT1F—ZHALET,

7. FIDOtFa1UTFT1*—22Y7TLET,

ChT, FIDOtFa1UT4F—(F AWS THEAFREICEY) XL . AWS Management Console T®
MFA FIA QORI OWVWTIE., TIAM OB A A R=TO MFA N4 ADERL 2838BL T
EEL,

FIDO EF1UTFT 1 F—DORH

FTRAEYR—KEhTWVWD MFA (471 OFEEOHZEDLET, —EICHRK8ED MFA F/NA
A%Z, AWST7HOROIL—RNI1—H—BLTIAM I—H—ICEIV)HTHENTEET, 1—
H—A" FIDO OFRFIREZHLAL EHBEX, MSHNDEBHTRRIDIMVEN HDHE. HFADICHV
FIDO FRAIXBZ B/ ML T BMEN HYVET, TOE, TOI—H—AICHL LV MFA F/N14 A &EB
mTEEY,
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« IAM A—HY—ICEENFSNTWBRTFNAAZETITA7{TBICE. "MFA F/N14 ADER
by ZBBLTLIEEL,

« IAMA—¥—REHLVWFIDO EF1UTF1F—ZEMTBICE,. "HHBEO IAM I—%—0 FIDO
EFIVTAF—ZEHNITS AV -I)) 2ZRLTLSEZ,

FLWFIDO EF1VTAF—ICT IV EATERVWEEE. ;L WRE MFA F/NA AELE/N—R
JITTOTP =02 ZBWELLET. FIELEODVWTE, ATOVThAZSEL TEEL,

« {R#8 Multi-Factor Authentication (MFA) 7*/N\4 AQBML (A YV —)L)
« \—RIUIFTOTP b=V 0EML (A V-I)

FIDO EF¥1UTAF—ZHEATRILHOYR—NENDIRE

REFR—REATVWRREZFEAL T, IAM TFIDO2 £F 1 U7 1 F— & S ERFFL (MFA) X
VY RELTHEATERY. ChiZlE, IAM THR—RENTWS FIDO2 7/V 1 A%, FIDO2 %
BR—RNLTWBRTSOHBENFBENET, FIDO2 T/NA RAEZBRTRHEIC. BEVDT T
EARL—TFTAVIZATL(OS) DN—2 3V HFBHTHI L ZMBL TS LTV, #EDEME
F. 720, BIEZATA, BLRPOSIVFATURNCL2TERBIBENHNEKT. 2T F7
YTTENAADBRICKBRLIEBER, BOT ST TRERERA KD CENTERT,

AWS THR—R&EhTL5 FIDO2 7/N1 A

IAM Ti&, USB. Bluetooth, 7=k NFC ZHTF/NA AICERET S FIDO2 £F¥ 1 UF 1 F7/5A A
Z#HR—KNLUTWET, TouchlD, FacelD., Windows Hello BE D75 Y N7 #— A T ER5EH#EAEE
ﬂzﬁ_l\éhT\l\iﬁ/‘/o

® Note
AWS IF, FIDO2 /N1 AZKRITT D1 HIC IV EI—XOYWEE USB R—KNZT7 U +EART
BPUENHYET, MFAEFIUTFTAF—, REIYZ >, UE—NER. SLETZVY
NDZ—ILY NE—RTR#EELEEA,

FIDO 7ZA 7> ATk, FIDO tHREEBRMEDH B INTO FIDO2 H@DI)ARZEARLTVE
EE
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FIDO2 249 R—hT2TZUH

YITTTIFTRITENSD FIDO2 ¥ 1UT 4 7N AOTRAMKE, TFIFEARL—F 4>
TYRAFLOEAADRICL > TREVET, BE, UTOTSIHTFDO2 £F1UF 1 F—0
BRSNS R—REATLUET,

macOS Windows 10 Linux 10S 14.5 LA Android 7 A
10.15+ 22 -2
Chrome (& L (& L (& L (& L Wiz
Safari (& L WL\z WL\z (& L Wiz
Edge (=4n (=4n WwWhz (=4n WwWhz
Firefox (& L (& L Wiz (& L Wiz

@ Note
HTE, FIDO2 #HR—KNLTWS Firefox DIFEAED/N—>3 2Tl T7 4 )L NREE
T, TOYR—RIHFEMZHE>TVWEE A, Firefox TFIDO2 DHR—KNZ2BMICTSFIE
C2WTk, TFIDOEF21UTAF—DOKRZTIN1—F420, 283BLTLEZL,

FIDO2 BETNAADT ZIHDOHR—K (YubiKey & &) ICDWTIE, TOperating system and
web browser support for FIDO2 and U2F 5 (FIDO2 &K U2F DARL —FT A VI ATALED T
T7Z20H0HR—N 28BLTKEEV,

TS50 T7S094>

AWS (&, FIDO2 ZRXA T A JICHR—NTBT 50D EHR—NLTVWET, AWS & FIDO2
T75OHOHR—NEEBMTREOOTS T4 OFEREYR—NLTVEBA, —SBOT SIS
ZT042VIF FIDO E BN L, FIDO2 EF 1) T4 F—TFHLEBEVERNfrELDENHY)
£9,

TS99 TS04DEMEREOMONT I 1—F1420 00 NMIOVWTIR., TFIDO
FA)FTAF—Z%FFWHITERZV,, ZSBLTLSEETV,
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ARP S L

FIPS #25E% FIDO fEBAEL NI E, FINA ABEQAAEZREL T HTTES DI, FIDO
EFI1VFTAF—DOBRELETTT, 7T/N1 AFBAER FIDO Alliance Metadata Service (MDS) & 5
MBTEET, FDOEFIVTAF—DIAABTARAT—ZAXERLARNINIEEENATE, FNAA
STICHBNICRMEND @G HNEEA. FNAADIIAEFHREENTDICE., *NARA2E
FLULEL T, EiEhGIAERHENMELET,

AWS Tlx, FIDOMDS # 5B L I-F/NA ABRIBOFHF—& L T, FIPS-140-2, FIPS-140-3,
BRIV FIDOEAEBLARIDOIAAER A THFABEETATVET, FEITIAAERATELARILICE
TOT, IAMARUY—ICRENRIAENBRERETERT., FMICOVTR., LTORVS—%

ZRLTEEL,

TINA AGEAE DR > — DBl

MTOI1—ART—RAlE, FIPSFIBAE#ED MFA FNA RAEBEBRTEDLRSICTDH T IR
—ZRLTVWET,

NeY

e I—AT—A1:FIPS-140-2 L2 FIFAZ ZFH DT NA AD K DEREFA TS

« 1—ARJ—A2:FIPS-140-2 L2 B XU FIDO L1 fFBHEEFE OT/NA ADEZEEZHTTD

« 1—AT—A3:FIPS-140-2 L2 £/ & FIPS-140-3 L2 SEHERF OTFNA ADEEEHT TS

e 1—AT—A4:FIPS-140-2 L2 Btz 5. REFIAMZATAR/N—RIVIT TOTPBEDED
HOEED MFA EHA— RT3 F N1 ADBREHTTS

1—AT—RA 1: FIPS-140-2 L2 SIHBER D F/NA ADAKOBREHT TS

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"

}

}I
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{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey"
"iam:FIDO-FIPS-140-2-certification":

}

}
}

"Activate",
IIL2II

JA—ART—RX2:FIPS-140-2 L2 KT FIDO L1 GERAE Z = 2T /NA ADEBERZFA TS

"Activate",
IILZII'

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey" "Create"

}

}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey"
"iam:FIDO-FIPS-140-2-certification":
"iam:FIDO-certification": "L1"

}

}
}
]
}
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J—AT—2R 3:FIPS-140-2 L2 £z l& FIPS-140-3 L2 GEAE 2= 2T /NA ADERZF A TS

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"
}
}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-certification": "L2"
}
}
b
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-3-certification”: "L2"
}
}
}
]
}

A—AT—A4: FIPS-140-2 L2 FEL 2 /5. REFDAZ AT LR/N—RTITT7 TOTP B ED T Db

NDEEDO MFA ZHYR—KFTB2TFNA ADERZHFATS
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey": "Create"

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:RegisterSecurityKey": "Activate",

"iam:FIPS-140-2-certification": "L2"

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"Null": {
"iam:RegisterSecurityKey": "true"

AWS CLI $ & T AWS API

AWS (&, FIDO2 ¥ 15T 14 £—0NFEH% AWS Management ConsoleTD &HR—KL TVWE
To MFAICH TS FIDO2 EF 2 VF 1 F—DOFEAIKE AWS CLI &€ AWS APl TlEHR—KEhTW

FHA. EFo, MFAREBEAPIARL =2 I AT I EATEYR—FEATLVEER A,
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EBmyY—A

« AWS TO FIDO2 X1 UT 4 F—OFEAOFEMICOVWTIEF, "FIDO EF1UFT1F—0FME
(O>VY—=)1 ZZRLTLEEV,

« AWS TOFIDO2 EF21UTAF—ORNZTIN21—F420JICOoWT, TFIDOEFa21UF4
F—ORZTIINZ1—TF1427 Z2BRBLTLKEET,

« FIDO2 HAR—KNICBET2 — MU BERBRICOVTE, "FIDO2 7O, Z25BLTLKE
=L,

N—=RTITF7 TOTP h—=2 2 OB (A2 V—))

N=RIITFTTOTP h=U 2, BALR—ARDVEALINAT— R (TOTP) PLIVAXLICE
JUT, 6 MOBEI—-REZERLET, I—F—k. F42/2T7OAFICROSN =5, TN
AANSEMBEI—REZADTIHBENHYEXRT, I—HF—CENHTS5hDE MFA FNA AR —
BETHY., oI —0FNA ABTOI—RTREFBEAENELEA. MFATNARAZTHIV N
BERLGBI-YS—ETHEIZLRETEREA

N—=RIJIFTOTP h—O2EFIDO EF1UTAF—RF, WFhESERNBATIYNET/NA
ATTo N—RITT7 MFATFNA AR, I—F—HAAWS [CH A2 (2 ¥ 2 EFREAAD TOTP J—
REERLET. NYTU—ICHFELTVD O, REORBEEEICNYTU—OXHE AWS
ENBERBNBEICEDHENFHVET. NTVYIOF—BSLEFNALELFIDOEF1IUT A«
F—F, NvTV—ZREBERT, O—LALABRATOELRAZRHELET, 71y 22 TMmMEE%E
BHRLEHICE, FIDOEFIVTAF—%2FEATRI L ZHEBOLET, FIDOEFIVT 1 F—
&, TOTP FNAADKDY ICEATES, LV EFIT7EFERTY, 512, FIDOEFI VT A
F—F. BUFNAATEEBO IAMI—H—FL@RIL—NI—HF—ZHR-—NTEDLO, THY
PhEFIVTAQI—FTAVTANBUEENET, BADTNAARATOAKREBARRICOV
Tk, "ZEFRFTE 2ZRLUTEE L,

IAM 1—%—®0O/\—RJITF TOTP 7/N14 Ak, AWS Management Console, AN RZ A2, &

I IAMAPI ZFRALTHEMICTRENTEEXRT,. AWSTHIU MO —KI1—H— O MFA 7

/\47\‘“*"&7%"‘7“53'6(“  TAWS 7HO N Q-1 —3AAVV-JI)AIC/N—RDZI
P TOTP h—=02ZBMILET ZZRLTLEZV,

AWS PHIOVRDIL—RNI1—H—BIPIAM I—H—ICRL, "BHEHSR—KRENTVD MFA X
A7 1 DREEDOHEAZEDET, ZFRK8ED MFA FNAAZBRTEET. MFA TF)N\NA AN B

3B/BATE, TOI1—HE L T AWS Management Console I—O4' 4> LV, AWSCLI ZFEHL

TEYYIVERRLEYTROLAEEOR, 1 A0 MFA F/N\1 RAEFTT,
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https://aws.amazon.com/iam/features/mfa/
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/A Important
MFA N1 RAZMALIEY T OEATERL B2 LEBEIC, 1——HN8IERETH
DORNCTOEATERDRSICTR O, BHO MFA TNA AZFAAEICLTHESZ L
EHBMHLET,

(® Note

AN RSAUHD S MFA TFINA AZBWLTBHESICIE. aws iam enable-
mfa-device ZFEAL £ T, IAMAPI T MFA N1 AZBMLTBHEEIC
[&. EnableMFADevice ARL—> 3> &#FERALET,

NEY D

s BRERBT UV HAFH

« BEOIAM 1—H—T/N\—RIIF TOTP h—O 2 EEMICTZ (A V—I)
« ADOIAM 1—H—DO/\—RJITF TOTP h—=O 2 ZBMNICTD (V=)

- MEBHNE MFA TIN14 ADXHHR

BT 7 AFH

EESMFABREDT I3 2RELAEN S, IAMA—H—RAICN—RIIFTTOTP h—0 2 %E
B3I, UTORVD—ICRBDT IV EAFANLETT,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowManageOwnUserMFA",

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice",
"iam:EnableMFADevice",

"iam:GetUser",

jam:ListMFADevices",
"iam:ResyncMFADevice"
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https://docs.aws.amazon.com/cli/latest/reference/iam/enable-mfa-device.html
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"Resource": "arn:aws:iam::*:user/${aws:username}"
.
{

"Sid": "DenyAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [

"iam:EnableMFADevice",

"iam:GetUser",

jam:ListMFADevices",
"iam:ResyncMFADevice"
1,
"Resource": "arn:aws:iam::*:user/${aws:username}",
"Condition": {

"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

}

BE®OIAM1—%—T/\—RIJIF7 TOTP h—O2ZBMCTS (A V—))

B2®O/\—RDJITF TOTP h—2 Ik, AWS Management Console A" S BX{LTEET,

(® Note
N—RIJIF7 TOTP =02 ZBMCTRHIC, TOFNAAICKHUNENEZT U AR
ERFOMLEBENBYNET,

BE®OIAM 1—H%—O/\N—RIJIF7 TOTP h—202Z2EBMICTBICE (A V=)

1. AWSTAHIURNIDREBRTAIRIAIVTA, IAMIA—H—&, BLTNADT—RZEH
LTIAM O Y—=IIEH A4 LET,

(® Note

FEEDESD, AWS HA A R—=DFE, T F I cookie ZFERAL T IAM 1—H—F
ETHIYMERERBEBLET, BEICHOI—HY—LTHAI AL ENHD
BEEFE, R=DPOTHBICHB[BIOTHINCHA A4 1%ERL, X408 14>
AR—DICRYET, TCHS, AWSTHIRNIDERERTHONIAUTFT A%
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2.

ABLT, PFADVRD IAMA—H—H AL A IR=JICIZALIRENBDLSICT
BENTERY,

AWSTAHIUNTAIYNID ORBICOVWTR, BEEFICHBLVEDESEZL,

ELtoFrES—>asN—TEZOI—H—R%&IRL. L T [Security credentials] (ZF 1
)7 1 REEE ) 2 BIRLE T,

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

[AWS IAM EREEESR] 27 0 [ZEEFRI (MFA) 223> T, [MFAF/NA ADEIY) 4T 718
RLET,

7 4 ¥ — RAT [Device name] (7/N1 AR) ICA B L =&, [Hardware TOTP token] (/\— R
M IF TOTP h—%42). [Next] (RA) OIEICERLET,

HNRTFNAADZITIVFN—ZAALET ZVTILFUN—E, BE. FNAAOEEIC
HWET,

MFA /N1 AICRRENTVS 6 KIDEKF% [MFAcode 1 (MFA J—R )] CABLET., 7
NARABEODRZZHRL THFERRTIDEEN HYYET,

=B S
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7.

FINAAN I—RZEFIHDETIONEEFSE, EFRICKRTENL 6 TOF%Z [MFA code
2(MFAO—R2IICABLET, FNARATEHOARZEZBEHRLTHLVEFEERTT S5
ENFHYVET,

[Add MFA] (MFA %Z3&1n) %8R £

/A Important
WEEd—REZERLERTISIC, VIITAMNZEFBLET, O—RZERLLZEICD
VDIANZREFEITDETRBEIDOAVYITESRFE, MFAFNA ARG I —EREE
ICEERFSNETH. O MFA FNA ARRPE BN ET, chlk, X1A4A
R—=ARDYBZALINAT— R (TOTP) DEMHMEAEVLEOICEZ Y ET, TOHE
. FNAAOBEERFTEERT,

TINA A% AWS THEATDEBIBVEL £, AWS Management ConsoleT® MFA R 0 FE4A (-
2UVTER, TIAM OB A2 A R—=TH MFA FINAADERL 2B LTLEEL,

BOIAM I—H—ON—RIJITF TOTP h—O 2 2BMICTS (A VY—I)

AWS Management Console ' S BlD IAM 1—H'—0DO/\— R I 7 TOTP h—U 2 ZBMITEE

ER

BOIAM I—H—ON—RIITF7 TOTP h—0 2 2BWICITBHICEF A>V-I)

1.

AWS Management Console It/ >4 2L T, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZB& £,

FTES—23RAL2T [Users (1—H—)] ZBIRLE T,
MFA ZEMtIT R 1—F—0BFZBRLET,

[Security Credentials] 27 %3&IR L £ 9, [Multi-factor authentication (MFA) (ZE &AL (MFA))
T. [Assign MFA device] (MFA 7*/N14 ADEIV) HT) Z&BIRLET,

7 4 H'— RAT [Device name] (7°/N1 AR) ICA B L =#&. [Hardware TOTP token] (/\— R
JIF TOTP h—72 ), [Next] GXN) DIEICERLET,
HRTFNAADZVFTINFIN—ZABLET, DUTILFN—E, BE, FNAAOEEIC
HYET,

MFA Z/N 1 AICRRENT VS 6 HIDEKFE%E [MFAcode 1 MFAOI—R D] CAALET, T
NARABEDRZEHRL THEERRTDGENHYYET,
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(e s

8. TNAANA—RZEHFIBETIOWREESTSES., EFMRICKRRE NI 6 HTOEFEZ [MFA code
2(MFAO—R2IICABLET, FNARATEHOARZEBEHRLTHLVEEZERTT S5
EN’HYVET,

9. [Add MFA] (MFA ZBfN) #ZRL £ T,

/A Important
AL I—RZERL RIS, UITANEZEEFELET, D—RZERLZERICY
DIANZEEIZDETHENDPD)IEDHEE, MFATNA AR Y- R EE
ICHEHEFTShERIY., TD MFA TNAARRBMEhBE< BN ET, chiE, ZFM1A4
R—=—ARDIDYBALINAT— R (TOTP) DEMHBBARVEHICEZWERT, TODHEE
&, FNAADBRBHFTEXT,

TINA A% AWS THEA T EBIBVEL £, AWS Management ConsoleT® MFA R 0 FE4 (-
2UVTE, TIAM DB A2 A2 R=TH MFA FINA ADERL 2B LTLSEEL,

YIER S MFA /N4 AD 3

TBEHYR—RENTVD MFAZA 7 OFEOHEKEDE T, —EILRK8 AN MFA 7/NA
AZ, AWST7HOURDODIL—RNI1—H—BELTIAM I—H—I(CE|IV)HTH N TEET, 1—
H—HFTFNAREBERLIEZD, ASHDOEHRTRBITIHEN HDEES. RNVICHEVWT/NAAZFET
DTATHTRIUENHYNET, TOE, FLLFNARZI1—H—ICEBMTEET,

s WEI—Y—ICBEERITOSNTVWBRTFNAREZIRT VT 47T DICIE. "MFA 7N A4 ADER)
by ZBRBRLTLIEEL,

e IAMI—HY—ZxL., RBA/\N—RIJIF7TOTP M= &EBMTSICE. CORNEY JDEI¥
CHDFIE "B IAM I—H—D/\—RIJIF7 TOTP h—V 2 &AMCTZ (AVV—I)) 0%
ATYTICHRVET,

s AWS7AHIORDOII—KRI1I—H—CHL, KB|LA/N—RIJIT7 TOTP h—0O 2 ZEMT DI
. COMEYIDOLERFIE "TAWS 7HO N OI—RI1—— (V=)L) AIC/\—RD I
FTOTP h—O 2 %BMICLET ) OKATY TICRVET,
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1R MFA 72/N 1 ADEL & EE (AWS CLI £ & AWS API)

IAM 1—H—01RE MFA /N1 RZEMICFTBICIE. AWS CLI ONX > RELIF AWS APl ARL —
a3 aEFEALET. AWSCLI, AWS API, Tools for Windows PowerShell, &k ndoI< >
RSAY—ILEFERALTAWS FHI ROIIL—KRI1—H— O MFA TFNA AZBMICTRD R
TEEXHA, 2L, AWS Management Console Zf#AL T, I—hI1—H¥—0O MFA F/N1 A%
BMLTBDENTEET,

AWS Management Console 7' 5 MFA /N4 AZBMICTD &, DV —IIFBEEICRDLT
BBROATY 7Z2ETLET, KDV IZ AWS CLI, Tools for Windows PowerShell, £z ld AWS
APl ZEAL TREBFNA RZER TR BEER. ThSOATY JZ2EYBIEFTED TEITTS
RDENFHVNVES, LEAE, BREMFAFNAAZERTSICE, IIMATD TV NEERL. XF
WEELEFEFQROI—RIZ 74y OELTO—REZHMETDIHEN BV ET, RIZ. TFINAA%Z IAM
I—Y—CRBEETEENHTRISEN BV ET, FHMICDVWTIEE, New-IAMVirtualMFADevice @
[Examples] (i) 20232 z22RBLTKEETV, IBFNA ADBERERARATY 7Z2REL, 7
NAARZRABLTIA—H—CHENF TR FIENEREATEZ L,

IAM UY —X (R¥E MFA FNAAEZED) ICRTETRYFLT, ZINODT7 VLR EEE, BE,
HfHTHZENTEET, REMFAFNARIZRT BF TR ENTEBDIE. AWSCLI £E
AWS AP| ZEHT2BE85NDH T,

SDK £/ CLI £2EHA 9% IAM 1—H—I&, EnableMFADevice ZHU'H L TEMD MFA /X

A AZBMIZT SN, DeactivateMFADevice ZHU'H L TBEED MFA /N1 A ZBEMICTE R
To CNZEEFEICITSICIE, £ GetSessionToken ZHUH L. BEFED MFA F/N4 AT MFA
d—RERXEITIDHENHYET, COFTHLT, —BHNEEF1 VT RABEREZEEIAET,
CORIEREFEAL T, MFARIMZMLELETD API ARL—2 3 VIZBRETEET, UUVIAN
ELARADOHIZOVWTIE, TGetSessionToken—EHEENTVWEVREIZHZ I —H—@BITO
—BEEREEEHR, ZSBL TS EEW,

IAM TREFNAADIVT 14T 1 ZERL., REMFATFNA AZRTICIE

CNSOIAXRVRE, ROOXROZLSTIUTILFON—ORDY ICERETZT/INAAD
ARN ZRMHL £,

« AWS CLI: aws iam create-virtual-mfa-device

« AWS APIl:CreateVirtualMFADevice

AWS ZERATBDERSICMFAFINA RAZERICTRICE
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https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=New-IAMVirtualMFADevice.html&tocid=New-IAMVirtualMFADevice
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html#api_getsessiontoken
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ChSsDOIARY RTRE, FNAA%Z AWS ERFEET, I —LBREFTERT, T/V1 AMRE
TINAADFZE, RETFNAADARN 22 UTFIINFN—ELTEALET,

/A Important
WO —RZERLERTSIC, VIVITARMZEFBLET, I—REERLERICVUIIA
RZREFEITHETRHEIADLYTERZFZE, MFATNARARI—H - R EEICBEENS TS
NEIH. 2O MFAFNAABRRHENBELENET, chik, BRIR—ADTU XA L
NAT— R (TOTP) OBEMBBEAEVEHICEIWET, COFBER., ROONY RZFEA
LTFNA AZ2BEBTEXRT,

e AWS CLI: aws iam enable-mfa-device

« AWS APIl:EnableMFADevice

TFINA RZEMZTDICE

LTFOIOXR>Y RTEE, FNAREDI—H—0BENSTEHERL, TNARAZEMELLET, TFINA A
MPREBFNAADZE., RETFNAADARN 22 UTFINFON—ELTHERALET, B, REF
NAADITATAEHBRTIBEN HYET,

e AWS CLI: aws iam deactivate-mfa-device

« AWS APIl:DeactivateMFADevice

RIEMFATFNAARIVTAT A Z2—BERTTDICE
LToIONY RTE, REMFATFNAADIVTATAZ—BERRLET,

 AWS CLI: aws iam list-virtual-mfa-devices

* AWS APIl:ListVirtualMFADevices

R*E MFA FNA A2 T =2 F3 &
IR*E MFA FNNA AR T =G H31CE, XOOX> RZFEALET,

« AWS CLI: aws iam tag-mfa-device
+ AWS APIl:TagMFADevice
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https://docs.aws.amazon.com/cli/latest/reference/iam/enable-mfa-device.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableMFADevice.html
https://docs.aws.amazon.com/cli/latest/reference/iam/deactivate-mfa-device.html
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RIEMFATFNAADRT Z—BERRIDICE

BREMFATNAALTRYFENLZRTZ-BRRIDICE, KOO REZEALET,

« AWS CLI: aws iam list-mfa-device-tags

« AWS APl:ListMFADeviceTags

R*E MFA FNA AD R T 2 BBRT DI

REMFATFINARICT BY FENRTZ2HIBRTAICE. AOONY RZFEALET,

* AWS CLI: aws iam untag-mfa-device

+ AWS APl:UntagMFADevice

MFA N4 A2 BRI 3 ICE

AWS HZ2FANShBVWI—REFNAANFERLTVREERF. ATOONY RZEALET,
TINA AN RBTFNAADFE, RETFNAADARN ZZUTILFUN—ELTERALET,

* AWS CLI: aws iam resync-mfa-device

* AWS APl:ResyncMFADevice

IAM TREB MFA FNAADLI T4 T 1 ZHIKRT I

TFNAADI—HF—OBREFTZHEBRL LR, TOTNAADIYTAT A ZHBRTERT,

e AWS CLI: aws iam delete-virtual-mfa-device

« AWS API:DeleteVirtualMFADevice

MARTIZFHEFDORE MFA FNA AZEIBHITBICE

RBICMFAT TV ZRARNT D I—H—OFT/NA ANk, R, ELEBELEL<BRZEND
WET, cOFE, 1—H—NEBPTEIHITZLERETEREREA, I——F., NA AZEIICT
DEHICEBRECEETIMLENHYET, HMAICOVWTIEE., "MFA FN\NA ADHES KO HER
DRISs ZBRL T EE W,
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MFARAT—RADFIYVY

IAMO>Y—=I)LT, AWSTAHDIY R NDOII—RNI—H— K& IAM I—Y—THME MFA T/N1 A
FEMEZEATVWARAESH ZHEBLET,

L—KI1—H—0OMFART—2AZHETSICEF

1. I—RNI1—Y%—51E#H % FH L T AWS Management Console ICH 14> (4> L, IAM Y —
JL (https://console.aws.amazon.com/iam/) ZB& £,

2. BLEOFET—>3N—THZ7OI—Y—FZRBIRL, %L T [Security credentials] (Z¥ 1
)7 1 FBEEEH) 2 BIRLE T,

3. [Multi-factor Authentication (MFA)] T. MFA A E%1H EXH % TR
LEFT. MFANTIT 147 nhTOWEBVEBEK, 7o5—MEH

(A
ARRENET,

TAHOYRNIHUTMFA ZEMLTRHER. ATOVThAZSRLTSEZL,

c AWS7HIV DI —hI—H— AV -)) DREREBMFATFNARAZEBMLET
c AWST7AHDVKNIIL—KI—HY—OFIDO LF21VTFAF—2FMCFTSH (A V)

s AWS7HIV KN OI—hI—Y— AV YV—I)BIC/N—RIIF TOTP h—O 2 ZFMICL K
-

IAM 1—%'—0O MFA AT —ZXAZHERIT D ICIE

1. IAM 12V —)L (https://console.aws.amazon.com/iam/) ZB&E £ J,

2. FTET—23arURAT[OA—F—-]ZEBRLZET,

3. BEICWHLUT, UTOFIEZEITL T, [MFA] 5% USERS T—7J)LIZEBML £ T,

a. AWOT—7ILOLT, BETAY
(ﬂl'
ZERLET,
b. [Manage Columns (BIDE®E)] T, [MFA] Zi&#IRL £9,
c. (A7>a)1—H¥—FT—TILRRLEVIRHELOFIVIRYIREFTIZLET,
d. [Close (AL %) ZFRL T, I—HF—DOUVAKNIRVET,
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4.

[MFA] BIIZ, BRICHE>TVSD MFA FNA ANFERTRENET, TOI1—HY—ICT7I0T717%
MFA /N4 AN WEEE, O Y —JLIZ [None] (L) ERREhET, 1—H—0 MFA
TFINA AN BRIZE 2 TVWBHFEE., MFASIIC, TOF/NAADZRA 7 & RTE ([Virtual] (1R
#8). [Security Key] (¥ 1) 7 4 F—), [Hardware] (/\— R I 7F), £kl& SMS) i"&RREh
-

(® Note

AWS (&, £ < SMS ZEXRSE (MFA) OHYR—KEZKRTLET, SMS FFAK
XYV E—IR—AMFA Z#FEAT3 IAMI—H—0BFEE., UTOROVWThADE
EFARE (V7RI ITFR—AD)MFAFNA R, FIDO EFa1UF14F—, FE/\—
ROTF MFATFNAR) I BB EE2HEHLET, EV) HTShi- SMS MFA
TFNAAZFERALT, PTHOD MO —ZBRTEDCENTEERT, ChZETIIC
. IAM OV —=ILICBELT, FEFS—>3aoRq20 [1—Y—] ZBIRL, 7—7
Lo [MFA] 5|0 [SMS] ZFAL TI1—H—%2RLET,

I—H—0O MFATNA AIZETREMBERZRTITDICK, BRTD MFAAT—FANDI1—
H—ZZBIRUET, RIZ, FREIER) 27 28IRLET,

ZFOA—Y—IZT VT 477 MFA FINA4 AN WHEE., OV —ILIC [MFA 7)N4 A% L]
ERTENET, [ZERFE (MFA) 9232 T[MFAFNA AZEI) HTTAWS REED
X1V TF1ZBILLET], I—F—0 MFA FNNA AN EBRILE TVWBIHEE, [Multi-factor
authentication (MFA)] (ZE R (MFA) £0> a3 IiCilk, HROT/NA AICE T2 FHMAN KRR
Eh&ET,

s TFIN1M1AR

« FNARADRAT

s FINAADID MEBFNAADVTINES, £izlF AWS TORET/N1 AN ARN)
« FINA ADOERK BB

TINARAZHIRTEZGBEARIZICE, TOTNAADEICHDZIFREZ2F I

l/\

[Remove] (HIBR) £ 7= (& [Resync] (BREIHA) ZiBIRL £7,

MFA OBZLOFEMIZ DV TR, UTZSBLTLSEETL,

« {R#*8 Multi-Factor Authentication (MFA) /N4 ZAQEML (A YV —)L)
« FIDOEFa2UFT14F—0BML (A V-=I)
« N\—=RIJIFTOTP h=0 0B (V=)
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REFNAARAEN—RTITT MFA /N1 ADBRHA

AWS OV —)LZFERAL T, RESKXT/\— R T 7 Multi-Factor Authentication (MFA) /Y4 A
FBRBTEET, I—HF—OFNAANERALESELEEECAPEATOVEVES, 1—Y—
DHAA2VRBEBLU, IAMBEI—F—ICFNA AOBRBZELET,

® Note

FIDOtEF1VFT 4 F—RBFRAFLELSBDICEEFEHYEFEA, FIDOEFIUFT 1 F—Hnk
FEEBELLESEE., ThEFRTITATILTRENTEERT, MFATFNAARA(T %
FEHICFTBHFEICOVTR, "THID IAM I—H—0 MFA /N4 A& &L D ICIE (O
V=) #BRLTLEEZL,

AWS EEEFE, IAM I—H—DREBERLF/N—RIIT MFAFNA AN ATLERBEATY
BWEE., ThSOTFNAAZBRBTEET,

AWS PHO Y MO —KI1—H— MFA F/)NA ANBEL TV EVEEE. IAMOYV—IILEEH

LTFNA RZBRPIZDCENTEFRT, TNA RZERICBRABTELEVEESE., F/NAADE
BENTZHRL CBEERTIZIREN BDBZENFHYVET, FZEOFMHICOVTE. "MFA F/\

A ZADEMY ) BRY TAWS TOI—H—0 MFA F/NA ADEML, 2SRLTLKEEV,

heEY D

« BEBT U EAFA

» RESIFN—KRIIT
« REHBITN—RIIT
s REKBIT/N—RVIT

MFA 7/)N\4 AQ BRI (IAM IV =)L)
FA 7/)N4 A0 BREE (AWS CLI)
FA 7)1 AQBEREE (AWS API)

<

VBT 7 EAFH

MEO IAM A—Y—OREEZE/N—RIIT MFATFNA AZBRHITZICE. XORIZ—OTF
DEAFANBETT, CORVS—TRE, FNARZERTDERHETIT1THTHERT
EXEA

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "AllowListActions",

"Effect": "Allow",

"Action": [
"iam:ListVirtualMFADevices"

1,

"Resource": "*"

"Sid": "AllowUserToViewAndManageTheirOwnUserMFA",
"Effect": "Allow",
"Action": [

"iam:ListMFADevices",

iam:ResyncMFADevice"

]I

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "BlockAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [
"iam:ListMFADevices",
"iam:ListVirtualMFADevices",
"iam:ResyncMFADevice"

1,
"Resource": "*",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

REBRT/N—RIIT MFA /N4 AOBRH (IAM IV =)L)
IAM OV —=I)LZ2EAL T, REBKLV/\—RIJIT7 MFAFNA A%2BREABTEET,
MBD IAM 1—Y—0RBELEFE/N—RIIT MFAFNA AZBEBPITSICE (A>V-I)

1. AWSTAIURNIDRERTHAIRIAIVTA, IAEMA—H—&, 8FLTFNAD—RZEH
LTIAM OV =LA A2 LET,
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® Note

FEHEDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIVNERETELET, UHICBIOI—Y—&LTHA A/ LEZEN DD
BEE, R=DOTHICHB[BIOTHIDNCHA A EIRL, X401

AR=DICRVET, TNHS, AWSTHIRNIDERERTHODNIAVT R %E
ABLT, FAODRMDO IAM A—H—HBA A R=DICVRALIRENDELSICT
BDCENTEERT,

AWS PHIUNTAHVNIDOBEBIEOVWTR, BEBEECHSBAVELESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (Z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. [AWS IAM EREEHE#R] 2 7 0 [ZEEREE (MFA)] 9232 T, MFATFNA ADEICHZD ST F
RERDZERL, [BEH] 2 &8RLET,

4. FNAATEHELUTERENEXD 2 ODOD—R%Z [MFAD—R 1] B&KT [MFAJI—R 2] ICA
ALET, RIZ, [Resync] (BEH) Z&RLET,
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/A Important
O—RzERLES, BIFICVITIANEEFELET, AD—REZEFKLERICVITIA
NEZAETRETRENI DAY TEDHFE, VIIAMEBRIRAETIN, FNAA
BREBENTVEREA. ChiF, FMALAR—ARDVEZALLINAT—R (TOTP) DB
HESEVWEDICEIYET,

AOIAM I—F—DREERLZFE/N—RTIT MFATFNA AZBERIZICE (A2 V—I)

1.  AWS Management Console ([CH4 >4 2L T, IAM 32V —)L (https:/
console.aws.amazon.com/iam/) ZB& £,

2. TETF—23aURAVT[A—Y-1ZBRLTHS, MFAFNA AZBREHITILEN HD
I——0BmZERLET,

3. [ Security credentials ]| # 7 Z#IRU £, [ZERFRF (MFA) 023> T, MFAFN1AD
BIIHD TR EERL, (BEH) 2#RLET,

4. FNAATEBLTERENERD 2 2OO—KR%E [MFAI—R 1] 8&T[MFA I—KR 2] IC A
ALET, KRIZ, [Resync] (BEH) ZiBIRLET,

/A Important

O—RzERLES, IFCVIIARNZERFGLES, - REZERLERICVIIRA
REEFIRETRHEASDHAWITEZHE, VITAMEBRIRZRTY, FNAA
BRBENTVERA, chlF, BALR—ARTURZALLINAD—R (TOTP) DER
HEAREVEOICEZYXRT,

BAA2FBHICIN—NI—F—MFA ZBEHRITZICRE (A V-))

1. [Amazon Web Services Sign In With Authentication Device (FR&E 7 /N1 AIZ & % Amazon Web
Services \DH A A N R=DT, RIATFNAAICEENF HVEITH?] ZBIRLE T, [Click
here] (CZZO Y OLTLKEEW).
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® Note

BOFFZ N (B MFA EEALTHA A » BEFRAADRS TN 1—F 1>
S FERENDBANBYET, L, BREATVSBEZELTT,

2. [Re-Sync With Our Servers (M —/N—&EOBRM) 023> T, FNAATEHRL TERE
12R® 2 DO O— K% [MFA code 1 (MFA J1— K 1)] 8 & T¥ [MFA code 2 (MFA J1— R 2)] I A
AL EF, KRIZ. [Re-sync authentication device (FREET /N1 AN BREH)] Z#IRL £,

3. ZBEILWUT, NAD—RZES—EAANL., (P14 2BRLUET, RIC. MFA F/NA
AEERALTHA A2V ZZETLET,

A4 LERBCIIL—NI—Y—MFATFNA AZ2BEBIHICE (A>V-))

1. Rootuser JL—RI1—%—) ZBRLTAWS 7HIU BN DEX—=ITRLAZAHNL, TH
DVRABEELTIAM O Y —ILIEH A4 LET, ROR—JDT/NADT—RZAHDLZE
ER

(@ Note
IL—KRI1—H—TF, "IAMI—HY—-&cLTHA A R—DIHL2142TFTBDC
ERTEELEA, [AMA—HY—OH A AV R=DHFRRENEHE. R—DTEHN
HETIN—RI1I—F—DEFXA—INZFEALTHAA420FB]) ZBIRLET, IL—K
A—Y—Z2EFEALTHA AT BDHFEICODVTR, AWSHA 42 I—H—HA R
®» ")L—KNI1—4%—& L T AWS Management Console \H A4 >4 § 3, #8BLT
<EzELV,

2. FEF—arN—o0hRAT. £FATEZTHU MEZEIRL., XIZ [Security Credentials] (2
F 17 1 FRHER) ZBIRLET, XEIZHLU T, [Continue to Security credentials] (ZF 1 1J
T 1 ERAMERICHED) ZBIRLET,
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Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. AR—2 0 [Multi-Factor Authentication (MFA)| 0> a2 zZRHEALE T,
4. FNAADBIZHBD S FRR 7IBIRL T, [Resync] (BREIH) ZF#IRLE T,

5. [Resync MFA device] (MFA /N4 AzBRM) XA T7ATRY VAT, FINA ATEHKEL TE
BE NIX® 2 DO I— K% [MFA code 1] (MFA J1— K 1) & & O¥ [MFA code 2] (MFA J— K
2) ICAHALET, KRIZ, [Resync] (BEH) ZiBIRLET,

/A Important

O—RZERLEES, BIKICUIITARNZEGFLERT, J—RZERLERICVITIA
NZEFIZETRHREAN DAV ITESZHE, MFATNA AR —CcRERICEEN
FShEXRTA, DO MFATFNAAREHMLERA. chiE, FALR—ARDTZ4
LNAD— R (TOTP) OBMBEAEVEHICEIWET,

REBIVP/N—RIITT MFA F/N14 ADOBRH (AWS CLI)
AWS CLI A SREBRT/N—RIIT7 MFA FNA AZEBRBTEET,
IAM 1—4—0{RE MFA /N4 AEEE/\— R TF MFA /N4 A= BRT 3 (ZF (AWS CLI)

X > RZ7O>7 NT, aws iam resync-mfa-device AN > RERITLE T,
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« R% MFA /N1 A: TINAAD Amazon VY —AR—LAL (ARN) ZZ DT ILESELTADLE
ER

aws iam resync-mfa-device --user-name Richard --serial-number
arn:aws:iam: :123456789012:mfa/RichardsMFA --authentication-codel 123456 --
authentication-code2 987654

e N—RIJIFT MFAFNAARN=RIITFNAADIVIVTIINESZIIVTILESELTEEL
F9, EXRIRVZA—EETT, HlZIE,. Amazon »'5 gemalto h—O > ZBATEET, >V
TIBSEEE., 4 DOXFORIC4 DOBFENHBREET,

aws iam resync-mfa-device --user-name Richard --serial-number ABCD12345678 --
authentication-codel 123456 --authentication-code2 987654

/A Important

J—kEERLES, BBCUVIARNERELET, - REERLEBREUIIANE
RETHETHEANA Y TESBAR. - ROBWMEA BN DU VTR NGREEE
nEtA,

REBLT/N—RDIITT MFA /N4 ADOEEH (AWS API)

IAM ICIERIEZEITTD API A—IFHYNET, COFE, REBKITF/N—RTIT7 MFATFNA A
A—Y—ICZOAPI - TRDT IV EAFAZNEITZEZ2H8HHLET, APIO—-JLICE
TVWTY—IEBELT, IV -HIBECHSUTTFNSA RAZBRBATESDLSICLET,

IAM 1—H—O{REBERIE/\— RITTF MFA /N A& BRYT 3 (ZF (AWS API)

ResyncMFADevice UV TARNZZEEFELET,

MFA 75 /N1 A D &1L

IAM 1—H%—& UTZBEERRE (MFA) NS AICH A4 TERWVEER, BEEIERKLTL
EEW,

EEEELT, BOIAMI—Y—RAICIREKEEDICTZIENTEET, ChiCky), I—H—@F
MFA ZFALBZVTHA A2 TEEXRT, MFATFNA ANBEBRZSNDBE, FLEFT/NA AN —
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BRNICERATERVELC, —RNAEAFAFEEL TN ETSEEN HYVET, L, I—HY—0H
LWFNA RAZRBELZRYERHICEMICTZD 28O LET, MFATFNAM AZEBMLTSDH
SEIZ DWW T the section called “MFA /N4 A0 B #8BL T EE L,

® Note

APl £zl& AWSCLI ZFERLTAWS 7HVU U N 81— —%BIRT 256, 1—
H—0O MFA F/)\NA A ENLELERFHIBRITIHLENDYET, COLERF, 1—H—%H|
BRIZ7TOLAO—RELTITVET, I—H—0OHIBRICOVTOFEME. IAM 1—H—0
EEESBLTILEE,

NeEY

« MFA FN4 A0 &ML AV =)L)
« MFA /N4 ADERDL (AWS CLI)

« MFA /N4 ADERL (AWS API)

MFA /N4 AQEML (D> V—))

Bl IAM I —H'—0O MFA 7/)NA AZE LT DICE (O Y —))

1.

AWS Management Console (4> 42 L T, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZH& £,

FTES—2 3 RAL2T [Users (1—H—)] ZBIRLE T,

A—H%—0O MFA FNARAEFETIT 17T BICIE, BIBRT D MFA 21— —0RH %
BIRLET,

[ Security credentials | 2 7 ZiBIRL £,

[ZEEFE (MFA)] T MFA F*NA ADEICH DT AREZ D #BIRL, [HIR] £i#BRL, &5
(CE = [HIBR]) ZBIRLE T,

FINA Al AWS A SBIRENET, COF/S1 Ak, BEEMLE T AWS I—H—%
AWS PHYY ROL—RI1—H— CHERGTShDET, HA 2L UPUITANORICE
ATEREET,
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AWS 7HOY MO —KRI—%— O MFA FNNA RAZEICTDICE (A>V—))

1. Rootuser (JL—hI1—H—) ZBIRLTAWS PHIU N DEX—IFRLAZAAL., T7AH
DVRABEELTIAM O Y —ILIEHA2 A2 LET, ROR—JDT/NADT—RZAHDLZE
ER

® Note
I—RI1—H—7TE, TIAM1—H—ELTHA A2 R=DIZHAA42TFTBD
ERTEELRA, [AMA—HY—OH A AV R=DHFRRENEHE. R—DTEHN
HETNN—RI1I——OBEFX—INZFEALTHA A2 TFTB]ZERLET, IL—b
1—HY—&FERALTHA A 2FTBHFECODVTE, AWSHA V42 I—H—HA R
O ")l—KhI1—%—& L T AWS Management Console N4 2495, BBRBL T
<EEL,

2. FEF—arN—o0hRAT. £FATEZTHU MEZERL., XRIZ [Security Credentials] (2
F1)7 1 FRHER) ZBIRLET, XEIZHLU T, [Continue to Security credentials] (ZF 1 1)
T 1 ERAERICHED) ZBIRLET,

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. [Multi-factor authentication (MFA)] (ZERFREE (MFA) V> 3> T, BWLTS MFA /NI A
NEICHDTIARREFIZL, [Remove] (BIBR) ZBIRLE T,

4. [HIERR] ZBIRLET,
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AWS 7HO2 N @O MFA F/)INA ADBEMLATETTLELE, AWS THT N ICEER
st TWB E X—)L%Z Amazon Web Services 7' S5 DR XY t—J THELET, D E
X—JL Tk, Amazon Web Services ® Multi-Factor Authentication (MFA) A"Exi{be hiC &%
BHAILET, XY tE—2F @amazon.com £k @aws.amazon.com A SEFEINET,

MFA 72/X 4 2D &1L (AWS CLI)

IAM 1—H'—0 MFA 7*/N 4 A% EX1L T 3 1Z 1 (AWS CLI)

e KON RZZETLET, aws iam deactivate-mfa-device

MFA /Y1 ZAD &L (AWS API)

IAM 1—H'—0O MFA /N4 A% &L T 321 (AWS API)

s RO T ANRL —2,3>:DeactivateMFADevice

MFA /N4 AD# RS & O HFERE O X IS

R MFA FNA AEEE/N—RDITT7 TOTP h—O N EEICHEL TVWEAKLS5TE, AWS L
V—=AANDT OV ERAIZEATERZVGEEFE., AWS EEHBL TOWEVTAREEAHY) FT, REELE
N—=RI7IT MFATFNAAORPIEODWVWTEE, TMREFNAAREN—RTDIT MFAFNA1ADEB
Ff, Z22BLTLKEEV, FDOEF 1T A F—RFEABLEL LD ZEREHYEEA,

AWS 7HOY MO —NI—F— ZEZRFEE (MFA) TNA A F#BRLEY, BEBELEY, &
BWRELEWVWERE, THVYMOT I EAZEETEERT, IAMI—H—F, F/NA1 AZEMIC
TREHICERECERIDILEN BT,

/A Important

MFA ZINA REMBKLIEY T O EATERBRLBE2EY LEBETE., IAMI—Y—HICEHR
D MFATFNAREBMICLT, FADTURNIEIZEHRET IO EATEDRSICTDLEED
BHLET, AWSTHINIIL—RI—Y—& IAMI—H—IZF, BEYR—IEhTV
5 MFARATZEBICHAEDELEREKR 8 ED MFA FINM1 AEZERTEE T,
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JL—KI1—%— MFA /N4 ADEE

AWS 7HI2 RO —KNI1—H— [ZERFGE (MFA) T/)NA AR L Y, BRIEL Y, #ee
A2 TBRHEE. BUAWS 7HIO MO —KRI—HY— [CEFRENEBO MFA FNA A%
FALTHA AV TEET, IL—RI1—H—0O MFAFNA AN 1 2EFEMCE>TVREHEE
. REORIASZEFERATEET, DFVY, MFATFNAATHA AV TEBRVWERE. 7HY
VRNIERENTVWS EX—IEETEERENDEEESEFEALTIDEBERLTHA 412 FBC
ENTEZERT,

REOFAERZFEAL TN —RI—HF—ELTHAMA42FBICE, THIOONCEEMF TS
TVWREX—IEEFEEREDEREBSICT IV ELATEDIHEN HYET, TEERELODEEES
EEHMIIMLENHDHEE. I—NI1—H—TR%E<, EBETVLAEEZFED IAM 1—H—
ELTHA AV ThEAEETT, PHU Y NEBREBBROEFHICE IS ZTOMOFIEICOVT
(&. AWS Billing I1—%—7H4 R "EEEBEROFEE, 2SRBLTLKEEV, EX—I)LEEEEK
ROBEBSICT IV ELATERVEAWEE. AWS Support IZBIETDIHENHVY ET,

/A Important
THORNZERBIZEERTDEHIC, I—RNI—H—-CV202nhTVWBHEX—)IT7RL
ALEEAEEESERTOREICA O LESHOLE T, FMEICOVTE, TAWS

Account Management'J 77 L AHA Ry @O TAWS PHO U NOEEELCODEH I &S
BLTLSEEL,

AL DRBERZ AWS PHUY MO —RI1—H— LTEALTAOTA2FBICE

1. b—hI1—Y—]ZFBRL. AWSTHIUKN OX=)ILTRLAZAALT, THIONEE
& LT AWS Management Console IZH A A2 LET, KOR—IJTNAT—RZAHNLE
T,

2. TEMOREANBE, R—I7T, FBELICERTS MFA XY Y RZERL, [RN] Z&8RLU X
ERD

@® Note
ROESBRETFAMNERRENDHEEN HYET, MFAZFERALTHA 12,
HEFNAADRTZ TN 2a—F142Y, if-ti MFADO KNS TN 21—F4209TT
A, BEEELUTT, WIFhnFets, RIEEORBERZFERALTT AT UMD E X—

2
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LT RLAEEEEREDEFES ZHATELRVIESIE, AWS Support IZEFEFL
T. MFAFNAARZETIOTATILTBDEDIMBEIDISEN HYET,

3. FRALTVWS MFAQEBBICISUTRRENZIR—DRERZYETH, MFAORNS TS 1—
TAVAN AT I OBERBLUTT, [BINORBRIENBEIR—DFLEG T[ZEERIE|R—
DT, MFAOKRS TN a1—F42T) %BRLET,

4, REBIZRHUT, NAD—REZES—EADL, (A1) &2BRLET,

5. [RBAFNAAOKRS TN 1—FT 42T R=2D0 BORABERZFALTHI 1] &Y
>a T HIOERZFEAL TSI A4 2BRLET,

6. TRIOFRIERZFEALTHA A1 R=DT, EX—)TRLAOHEREZT>TTAI>U N
EBRALLET. BFE X)L Z2IAE] 2BRLET,

7. AWST7HIV N ICBEEFFSAhTWVWS X—ILT, Amazon 7 I 7H—E X (recover-mfa-no-
reply@verify.signin.aws) 5D XY £—TJ ZfFELET, EX—ILOERICL A > TEAEL
79,

FHIYRCEX—LFRFENEVEAE, RBX—L T # LA ERBTEH. TFIFLC
BRV). [Resend the email (E X—)LOBXE)] Z2#RLET,

8. EX—I)IT7RLAZERELLERBRE, THUNORAZHRTDENTEET, TEERENDE
EBEBEMEITBICIE, [Calmenow] (TSICEHEEZ(TD) 21 BIRLET,

9. AWS ASOFVHLICKREL, 7OV MFRTRENLES, AWSTVITHA NOBFEESD 6
MOBESZADLET,

AWS A SOETHL Z2ZFEWVESR. (Y442 Z2BRUTOAVY-IILICBEY 1A
LU, ®YBLTLKEEY, £&k, MLost or unusable Multi-Factor Authentication (MFA)
devices (ZERFG (MFA) OMAFELRFFERATA) 22RBL T, YR—MIHBBHLVEDELE
=L,

10. EFESEHEL =%, [Signintothe console (A Y —ILICH A A4 Z&RLTTHI
NCHA A TBDENTEET,

1. XROFEEF, FALTWVWS MFADRATIZL>TERYET,

« R MFA FNA ADFEFK., FINAADIPSTHID N EZHIBRLET, KIC, AWSF2 1)
FAFBERBR—JICT AL, HVMEE MFATFNAAOI T4 T4 ZHIBRLTA S,
HLOVF—ARTEIERTDENTEET,

« FIDO ¥ 21 VF1F—0DHFE. [AWS Security Credentials] R—Z ICBE L., FL L FIDO
EFIVFAF—EBWCITRHICHVWFIDO EF 2 UT 1 F—%FET7IOT7147ICLET,
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« N—RODIFTOTP h—=U 2 DOBERF. FNAADEBTLERBICOVWTH—R/N—
TA—=7ONAZ—=ICAVEDLETLKEEV, FILLWFNAM RAZZ TS ET, RIAOREBE
REFERALTHA A ZBGETDENTERT, HILWN—RTDIT7 MFAFNNA AZAF
LEs, AWS ¥ 1T 4 FAHEBR—JICBEHL, HILLEOEERTSEICHEVW/\—R
JIT MFATFNAAIT 4T 1 ZHIBRLET,

® Note

MARELZGBRHEE N MFATFNA RAZRALURATOTNAATEERADHLELZHY)
FtA, HIZF, FIDO EFIVFTAF—ZHRL THLLWF—Z2ENTDE, HLWL
FIDOEF1UTAF—ZZTWMBET, REMFAXLEBE/N—RTITT7 TOTP h—7
VEFERTEXRT,

/A Important

MFA N4 RAZBRLIch, BEICE>LBEE. FORMERZEALTYA> 120,
RED MFA F)NNA RAZHIUL 1218, WEBENFRMTNA A Z2EKR, BEONAT—RE
BoTVBMEEMN HDBEICHA T, root I—HF—D/NAD—RZZELTLKEEV, 5
IOV TIE, TAWS Account Management U 7 7L AHA R, ® TAWS AT KD
I=—HRI1—"H—ONAT—RZZEFTS, Z2SBLTILEEL,

IAM 1 —4%'— MFA /N1 AD[EIE

IAM1—H#—TH2FE. TNAAFBRLIZYHELE<BZE2LWYLTE, BFTT/NAAZH
BID LR TEFEEA, EBECLERLT, FNARZITITATITRRSICHKBETIHEN
HYUET, TOR, ILLOLFNARAZBMICITRENTEFRT,

IAM 1—H—&LTO MFATNA RAICBETAIANLTEREZAFISICE

1. $EVOIAM I -1 —BPNAT—ROBREZT 21 AWS AT LEEEH D\
FRIOBHFCTEB/S LTV, EBERF. YA AMVTEDLSIC "MFA T/NA ADEX
DHBPICH ST, MFATFNARZIT VT 1 TILTIBEN B ET,

2. ROFEREF., FALTWVWS MFADZRATICE>TERYET,
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« R MFA FNAADFBERE, TNAALSTHIVNEHIKRLET, RIZ, TRE Multi-
Factor Authentication (MFA) /N1 AQBL (DY —)L)s OFBICHK > TREF/NA A
ZEBMZLET,

- FIDOEF21VTAF—DFHERE. FNAAOBUZIODVWTH—RN—=F1—=7ONAH—
ICAVWEDLETLKEEZL, HILLWFIDO EF1UT4F—ZZ W25, "FIDOF1 U
TAF—OEMEL AV —))) THAENTLVREBYIZEMILET,

« N\—RIJIFTOTP h—0 2 DFEE. FNAAOBEBELEFRBIZOVWTH—R/N—
TA—7ANAZ—ICEVEDLE TS EETV, HILWYE MFA FNA1 AZAFLES

"N\—=ROITF7 TOTP =02 0BML(T>YV—I)] GDHHEELHfE‘D'CT/\’fZEﬁ*}JL
S

® Note

MARELZGBRHEE N MFATFNA RAZRALURATOTNAATEERADHLELZH )
FEA. FEOHEIEDED MFA TFNA AZHEAT 8 AABETEEXT, HIAEE. FIDO
EFIVTAF—ZHRELTHLLVF—ZENTRE, HILLFIDOEF1IUT1F—
ZZITMAET, REBMFAXREBFE/N—RIITF7 TOTP h—V 2 ZERATEXRY,

3. MFAFNARZMRRIEFBHIIH 2 1LBERE. TERYND—DTORAT/NA AL SRED
NAD—REZAFLTVRAREMEN BB O, NAT—REZZEELTLKEZV, FHIEOVT
FE. IAMIA—H—O/NAT—ROEE 2FRLTLEEL,

MFA {RE API 7 V2 ADERTE

IAMARYS—ZGEALT, I—H—HFHFOHTENTED APIARL -2 IV EEETEET,

BEICE2>TR, A —HIRICEERTIIIAVERTIBDIEZFHATRAIC, 2OI—H—IC
AWS ZEZRF (MFA) TREIT A CEZROBDEMOEF IV T A HFBEEBDZEEHYET,

A, 1—%—I(CAmazon EC2 RunInstances, DescribeInstances, &V
StopInstances 7V 3V NERTEHFTTAIRIS—HNITTICHEETDAEEN BDYVET, L
L TerminateInstances D&SBEELT VIV EFHERL. AWS MFA 7/N1 AlZ & > TFR
ENBFEICERY ., I—HF—DNEFOT I ERTTEDRSICEEBTDCEETEET,

KEY D
- BE
e F V) VOAT NI NOEFED MFA RE
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c JFTVFBEOTAIVRD API ARL =2 I VADT I EAICKHT S MFA RE
c ZFVF VI —AR-ADRI S —%EHE D) Y —AD MFA &

B=
APl ZRL—> 3 IC MFAREZEBNT 35S, XORAIVNBEELET

EEEQZE, MFARRIZLEELITDAPIUIVIANEITOHXEN BRI —ICHL. AWS
MFA FNA AZRELET. COTOEARF. AWS TOI—H—0 MFA /N1 ADEHMIL T
ARBAETNTLXRT,

EFEEFI—HY—ICL., I—%—H AWS MFA F/NA ATRIAETNTV\BI AL ES H 2R
Condltlon EEAEESURIV—EERLET,

3. 1—H—i&k, BIRO MFAREBOZFUFIZWHUT, MFANZX—R%ZHKR— KT AWS STS

APl AR L —2 32 TH B AssumeRole F =ik GetSessionToken ZHVPHLFT, COFTH

—HeLTA—H—E, COA—H—CHEERTSNBDTNAADTFNAABAFEEOE

o T, I—H—&F., FNAANERTIEBERR—ANDT XA L/INAT—R (TOTP) £

£9, TODE, IR —HFNEFIERZRVEREL. TOBEHREZFEAL TAWS IZEMY
DIANEFTSENTEFRT,

(® Note

H—EAD API ARL—>3>2 0O MFA REIF., Y—EAN —RKWEEF1 )T 1 B5E
HEHR—RNITDBEICOKAMFERATEELET, YR—KFITHDH—EAO—EIZDOVWTIRE.
F—EBNtEF 1T BB HREFEALTAWS IC7O9EATS) #5BLTLSEEL,

A ERBL EBE, AWS RO ERBENTVEWT I RAEFHERIC "Access Denied" &V 5 T
77— )(J-Iz—/’ai BLET, MFARZBAPI R —HFFEETRHE. 1—F—NEME MFARRE
BUTAPI ARL—2a> 2B HTEHESIC. AWS FRU S —TIEEE NS APl ARL—23 A
DT IOEAEEBFLET, £, APIARL—IAQOUITARNDEALARTHF RS —
THEEETNDHFAEENATHIHEEICE, TOARL—aVEFEFELET, I—H—F. MFA
OA—REFNAADVTILNFTF U N—2ZFE>THLV—EFNLRHAERZV IV ITARNTDET, B
E. MFA OFRFIZZ TR XENHVYET,

MFA &tZHEEL 12 IAM RS —

MFARBZEEL LRV —RG, RIETEYFIREN TEERT:
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« IAM A—H—FL@GIIL—7

« Amazon S3 /N7 Y b, Amazon SQS F¥1—, F/zlF Amazon SNS hEY B EDU Y —RA

e I—H—NBIEZWHBENTESD IAMO—-IILOEFEERI> —

RI—0O MFAZBZFEAL T, AOTONT 1 ZHREITDENTEET,

« 1F7F aws:MultiFactorAuthPresent 1—%—# MFA > TRl = & B B (CHER

L.L;\ %14:1 True =\=_7§\ Bool T&égtéﬁﬁ bi@'o d1— -U- b‘%_gﬁmgwunIEFE*ﬁ—Cwun
LEBEICRYF—HFRTRENET, PTOEAF—OLSBRENVASEABRIC,. COF—EFEE
hEtA,

- Hif - MFA BRI, BEESNEHERNOKART IV EAEZEADEE. BEZRGZATZFEALT
aws:MultiFactorAuthAge ¥F—OEMHE ZfE (3600 A& E) B LET. MFANERAEH
BH 2 B4, aws:MultiFactorAuthAge ¥F—RXEFHEL EE A,

LTOHlE, MFARIEDTFEZTARNTS MFA RGN EENS. IIMO—-)LOEFEERIS—%ZR
LEFT, cORUZ—IZKY), Principal E%E (ACCOUNT-B-ID ZHEME AWS 7HJ > KNID I
BEBRAEY) CTEESNEAWS 7HION 01— -, CORUS—DNTERYFENLO—
NZB|IEZTFRENTEXRT, LEL, COLSHEI—Y—F, MFAZFEAL RIS iz1—
H—DFENDAK, O—IILZSEZTRENTEXT,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

MFA OZRHBRIOFMICOVWTE, TAWS JO-NILEHIAVTFARFE—, . "TBERAHEER
Fi. BFRY "ZAF—OEEZTIVIIRZRMEE T 1 2ZRLTSEZ L,

GetSessionToken E 7= lE AssumeRole ZiZR 93

AWS STS IClx, I—H—HNF MFABHRZEIHRICHEATES 2 DO API ARL—>23 2 TH
GetSessionToken & AssumeRole A"®H V) ET, I—H—A—BHNERILEHRENE TS L-HICH
OCHT API ARL =23k, ATOEDSFIAN B TREINICE>TERYET,
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LTDO2+ ATk, GetSessionToken ZFEAL £,

e VDOTIRARNZERTS IAMI—H—ERUAWS THIUN OUY—RIZT VAT S APl AR
L—>3a>0oHUHE L, GetSessionTokenJ VT ANICKRD —BHEFRIEHRT IAM B RV
AWS STSAPI IZT7VEATED D, FAEBD Y IVITANI MFABREEHLBEDHATH
BDRISEELTLEE, GetSessionToken IC& 2 TIRE 3 — BV FREEEIRIC IE MFA 15
BFEENTVWEOT, RIABRICEK > TETETNEDZAPI ARL—23 2T MFA ZHEETESE
CP

e DY—RICETIKRKRII— (MFAZHZED) TREEIATVR VY —-ZANDT It A,

oy
154

GetSessionToken ARL—>3a> O EMIE. MFA ZFEAL TC1—H—%2RAT2H & TT,
FARL =23 % ITZEHICR)S—%2FERATEIEEFTEREA

LTF®O2+ ATk, AssumeRole ZFERAL £,

s AUKERFREBZRDAWS T7HIVEN OVY—ARICTO1EATS API ARL—2 32 OFY
HUo., API J—=J)LICIE. FZD IAM £/E AWSSTSAPI Z2EHDENTEEXT, 77
TAZREITDICE, I—HF—HFO-I)Z5EZTLHIAT MFA ZEFITHIHEN H Y&
T, AssumeRole I[C& 2 TIRE NS —FWAFRIMEHRO I TFANIE MFA EERAAEENTL
ZUVOT, MFAICKRT2HEBIND APl ARL —> 3> 2B TEEFEA. COESH, VY —AR—
ADRID —TCRBEENLVY—ANOT IV AZHRTB-HIZ, GetSessionToken ZFEH
TRIRENHYET,

CNSOIFTIFAORTHECETZFHME, XETRISREELET,

MFARBE N API TV EACLODVWTEERR

APl ARL —232 0O MFA REBEDXRDKAIERL TS EE LW

- MFARER, — BB EFIVTAFEARHREEALLEEOHKFATETT, COFELFR

([&. AssumeRole £/ IF GetSessionToken ZFERAL THBTHIHRENHV)ET,

c AWST7AHDIYRNDII—RNI—H—FEEHT MFAREBAPI 7O EAZERATZH R TEFRE
Ao

c L2FEFIVTAF—TMFAREBAPI 7V EAZEATZERTERE A,

« 7IFL—232d-HY—-ICAWS H—EAFADLHIC MFA TFNA RAZEIVITH LR TE
FEBADT, TOLSBI—H—E MFANEETD AWS UY—AANTIEATEEREA. (XD
RAVKRNEZRLTLSEZ, )
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. —FNARRIIEHRERT MO AWS STSAPI ARL —> a2k, MFAZHR—KNLTLVELE
Ao AssumeRoleWithWebIdentity & AssumeRoleWithSAML MiF4E, 1—H—kAZH7 O/
AA—ICE>TREIEENTEY, 7ONA X =N MFAZBRL A ESH ZE AWS H¥Il T
EFTEEH A, GetFederationToken IZDWVW Tk, MFARMAT LEREN I —H—ICBEER
TeshTLWEEA,

- EERIC. RENEZRIARTR (AM A——TI9EAF—& I—RNI1—HY-—TIOEAF—) FXRWL
BWIZ®, MFAREAPI 7O EATREATETE A,

. AssumeRole & GetSessionToken &, MFABHA B VRETERVOHIENTEET,
B, REBF—RNEREEREDNYRERLETH. TO—BNRIEEHROEY I IBERT
Lis A—%—HF MFA Z2FEHA LU TR hhEEN RENFEE A,

* APIFARL—=232ICNTD MFAREZBMU TR ICIE, RUZ—IC MFARHZEML &
I MFADERAZBEATSICIE, RJS—IZ aws:MultiFactorAuthPresent &4+ —HEF
NTLBRENBYET, JORTHIY NOBETE, O—LOEERUY—LE&BF—FES
NTLVBUENFHYET,

c BIOAWS PHIUNICBZOTAHIVRDIY—ANDT I LAZHATEHE, VY—AD
EFIVT AR, BEENETAIVN QORUBEROTAHI NTREWVBEDOT AT M) @
REICIPTRENET., chiFx, ZERFAZERIZBEICEITREYET, REMFA T
NARZERTDT IV EAFAN ®D, BEENDTHAVNAOTAToT4T4k, O—-J)
DEFERI—DEFTORDZHLITIEOICMFA VL —LZERTEERT, tHOTHIRDODX>
N—ICZERFAZHLELETDEHED AWS VY —ANDT IV EAZFATSHEIIC, FHENDT
NI RNORBEENFEFIVTAORARTZITARAZMI) ANTVR L ZBBIIHBEN D
WET, TERE, BEENDZTHIMNE, MFATNAAEE API ARL —2 3 B EOHBE
MOEWAPI ARL =23 VADT IV LAZEET D ERTERTATOTATAILHRT DL
BENFHUERT,

e IRUS—IC MFA DRENFEEFNTVBIEES, 1—H—H MFASRIEZATHVA ., ERNE MFA 5
NAABANFELFEMNE TOTP ZANLTDE, VDIVTANFIERETIhET,

FUF OOQATHI NOEFED MFA RE

COTFIATRE, I—F—5 AWS MFA T/NA RAZEAL TREEENEBEICDOHK, BIOTHD
PROIAMIA—Y LTIV ELAZEELET., VORTADNOEFEICETZFHFACOVTE,
"TO—J)LICEI R AEEHE) ZBRLTSEZ L,

THORNATIVEARKROVY—RAEFRBELTVREREITZDTHIVNFHY, COTFTHDIY
NCBEEEERZRED IAM 1—H— Anaya "VWB ERELET, Anaya &, 7 7]"7/ N B (%<&
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NETHON) OD1—HY—Richard IC7 7 AFAZ2{E5ETH2€E YW TTH. Richard A"O—)L%&
SlEZTBHIC, MFAICK 2 TRIAETSNTVWABR L ZBRITHIVEN HYET,

1. 5832 F7HD> M AT, Anaya ik CrossAccountRole £S5 IAM O—JL&EKL. O—IL
DEERI—OTIINILETHIVRNBOTHINIDICERELET.,. COEERIS —
(. AWS STS AssumeRole 79> a2 ICRT2 TV AFTEZRFELET, Anaya ik, XDHI
ICRTRSIC, BEARVD—ICMFAOXRBGEEMULET,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

2. Anaya l&, O—J)FRITTEDCLEZBETDTIVEAFARIV—%, O—J)LICEMLE
T, MFAREBZFERATAO0-ILOTIVEAFARIS —&, OO—ILT OV EAFTR) > —
ERALUTT, XOFTE, Anaya X COO—I)LICEBMTRDRIS—ZRLTVET, chilk»
T, 5lE2WHB1—Y—HTFHO2MADOT—7)L Books TEED Amazon DynamoDB 7 &
AVERTIBREEZHTILET, e, ORIV =K, AVY—=ILTT7OaRETT
BDEEICHELERESD dynamodb:ListTables 7923 EFILET,

(® Note

TOEAHFAR)S—IC MFARBEREEFNETEA, I—F—HFO—-I%25|EZHB &
NTCEDHNESHERETDEDICOK MFARIAFEHAETATVWAZEITEELTLE
TV, I—Y¥—H O-I)I%E5IEZTEEFES. TNhU LD MFA OBEREITHOIEEA,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "TableActions",
"Effect": "Allow",
"Action": "dynamodb:*",

"Resource": "arn:aws:dynamodb:*:ACCOUNT-A-ID:table/Books"
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},
{
"Sid": "ListTables",
"Effect": "Allow",
"Action": "dynamodb:ListTables",
"Resource": "*"
}

}

.fEJ\EENETHINB TEEEWE., IAM 11— — Richard " AWS MFA /N4 AZEH L T
EEhTWaE, 8LV Richard " FNAADID ZH>TVWB e ZHBRELET, /\—RDI
7 MFA N1 ADBEICEE. FNAAIDRUTZILESTHY), RE MFA FNN1 ADEHEIC
&, *NAAIDEEF/N1AD ARN TT,

4. THO>NB T, BEEWF. AssumeRole 7V a v Z2HUOHEICEEZFATRIROR) > —
Z, 1—H— Richard (FLERBEABIBDIN—ICTEYFLET, UY—AF. Anaya i A
TY71THERLEO=IL® ARN ICEREENET, ORI —IZ MFA RENFEER BV L
ICEELTLSEEL,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["sts:AssumeRole"],
"Resource": ["arn:aws:iam::ACCOUNT-A-ID:role/CrossAccountRole"]
1]
}

5. 7Hh2> KB T, Richard (£ & Richard E{THROF 7 ) T—232) A AssumeRole &HV}
HUET, API O—=J)LICEE, 512Z(F%0O—J)L® ARN (arn:aws:iam: :ACCOUNT-A-ID:role/
CrossAccountRole), MFA 7/N4 A® ID, Richard A"F /N1 AN SEEBLEZRED TOTP A&
FhET,

Richard A" AssumeRole ZRU'H 3 &, AWS & Richard IZB A SREEER (MFA DEHK L) A
HINESHEERELET, TNHES, Richard FEEICO—)LZ51ZZF, O—I)LO—KHKER
AEHwEFEAL T, 7HAD N A D Books EVSBEINDT—TILT DynamoDB 793> &R
ITTEERT,

AssumeRole ZHUOHIT 7O T LDOHIZ DWVWTIE., "TMFA FPEET® AssumeRole OO H
L 8BBLTIEE W,
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FUFBEOTHIRND APl ANRL =23 AOTI9EAICKT S MFA 17E

COIFIATE. FAIDAWS PHTY N TI1—H—H AWS MFA 7/N14 AZ AL TS
NEBEDH, BEMOEWAPIARL =23V ICT7 I EATERLSICTRILENHYET,

THIURNALBY, TIIWECLCAVAZRVADEEZVEELTVWIHEREBEIIN—THEETS
ERELET. BEOERER, 1 VAXADEEEZRITTEERTH, ec2:StopInstances &
=ik ec2:TerminateInstances 72 A ADT IV EAFAZREENTVELA, COKDS K

O "EELZBENTOACEVK OIOEEEA LI —ICHREITRILEHIC, ChsDlRM
NDEWV Amazon EC2 79> a2 &35 R > —IC MFAREBZEMULE T,

cOFI)ATR, EEENEI—HY—01 AN 11— — Sofia T, 1—H— Anaya l&. 7HY
NADOEEETY,

1. Anaya l&. Sofia " AWS MFA /N4 ATEREENhTWVWB &, KT Sofia A OF/IN1AD
DZH>TVWB e Z®BELET, N\—RIIT7 MFAFNAADFZEICE. FINA1AID K>V
TILESTHY), BRE MFAFNAADFZEIZE. FNAAIDET/NAAD ARN T,

2. Anaya l& EC2-Admins EVWS BN T IIN—TZERL, 1—H— SofiaZJI—7ICEBMLET,

3. Anaya l&., RDOKRUZ—%& EC2-Admins FIN—TICTFRYFLET, cORVZI—F, 1—H—
A MFA 2R L TERAIE N ZBEIC Dk, 11— —IC Amazon EC2 StopInstances 79> 3
> & TerminateInstances 77> 3 ZHUOHI TV EAFTZEAET,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:StopInstances",
"ec2:TerminateInstances"
1,
"Resource": ["*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
1]
}

(® Note
CORVY—ZBWCIZDEHIC, I-HF—RBXRIFATIRLT, BEFAI(12T
DREBENBYNET,
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1—1%— Sofia A" Amazon EC2 A VARV AZEFBILFLFKR T IR HEN HBHE. Sofia (F
7=l Sofia FEFTLTWVWB TSV —>32) & GetSessionToken ZHUOHLET, <D API
FRL—=>32&k, MFA F/)XA4AD ID & Sofia ' FINA AN SEHEBLEERED TOTP ZEL F
9,
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cOFI)AFATRE, 1—F— Anaya @7 HOMNAQOEBETYT, 1—H— Nikhil &, 7HO> b
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{
"Version": "2012-10-17",
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"Statement": [{
"Effect": "Allow",
"Principal": {"AWS": [

"ACCOUNT-A-ID",
"ACCOUNT-B-ID",
"ACCOUNT-C-ID"

13,

"Action": [
"s3:PutObject",
"s3:DeleteObject"

iF
"Resource": ["arn:aws:s3:::ACCOUNT-A-BUCKET-NAME/*"],

"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}

]

® Note
Amazon S3 [C &k V) MFA BIRREEBEN L—RTHIORNTOEA (DH)ICERHBEATVE
To NTYRNON—23aZ O JREZRET BEIC. Amazon S3 MFA HIBR#EAE %= B3I
TEFET, IAM 1—H—TIlF Amazon S3 MFA HIRr#gE 2> &> TE T, £z MFA
REAPI ERBIOT IV LABEBEZ>TVET, NT Y NOHIBRERZED IAM 1—
H—T&H>TH, Amazon S3 MFA HIBR#EEZFERAL TNT Y NOHIBRZITS &R T
EE B A, Amazon S3 MFA HIBRMEEEDFFMIC DLW T, MFA Delete Z2RBL T Z&
Lo

3. T7HV N CTEEHEE., 1—%— Nikhil & AWS MFA N4 AZFERALTHREEThTWVWAC
E. BRY Nikhil XFINAADOID ZF>TWB e Z2BRBLET. /N\—RITIT MFATFNARA
DEHERICE. TNAADRZVUTILESTHY ., REMFAFNAADBEICRK. TF/NAAID &
T/NAAD ARN T,

4. PHD> K C T, Nikhil (£ Nikhil XRITHFOT 7V Tr—232) A GetSessionToken Z ¥
OCHBELET, FUOHLICEK. MFA F/NA4AD ID £7=l& ARN, & KT Nikhil X" F/N14 AH SEE
FTHIHRED TOTPAEENET,

5. Nikhil (£ 7= & Nikhil "ERFOT 75— 32) &, GetSessionToken A SiRE h iz — By
BERAHEHRZFEH L T Amazon S3 @ PutObject 792 3> ZHUHHL., 774 )L%& Account-
A-bucket IZ7 Y 7O—RLET,

GetSessionToken ZFHUHI 7O T LDHICOVTIE, KETEHLSHETS TMFAFRAET
M GetSessionToken DFVHL 1 ZZRBL TS EEL,
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® Note

—DIFE, AssumeRole NMRI —ERMFRRIIERIEMEEL T A, 1—H—FO—)L %5
EZTBHEHIZ MFABRZRMHTEEITAH. AssumeRole NIRRT —BFHIEREEIE R (&
MFA B&HIEFEENELt A, COBERHRIEE. CORD>—0O MFA R ZR/ETEOHICHET
9,

BO7INI— R SEXFATORABEROUIIAL

LT 0HI Tk, GetSessionToken & AssumeRole AXRL —2 a2 ZHUH L., MFA BREE/NS
X—REEITHEERLTVWET, GetSessionToken DHUOPHUICE TV AERESESH V) £
B AN, AssumeRole ZEHUVEI RIS —HDHBDENMBETT, BRENDRAERE. 7Ho
ROIXTDSINTY RE—ERRIDLEHIZEAETNET,

MFA E25E T ® GetSessionToken @D H L

LT oOHlE, GetSessionToken ZHUTH L., MFARRRIESRZE T HEZ RLTLVE
9, GetSessmnToken Zl'/\l/—/EI/LJ:'D'CJ_‘c‘Sh%—H-rE’JK SEEEHRIE, 7HOMDOITAN
TOSINTY h&2— RIBEHICEASIhET,

CcO—REEAIZDI—H—(HBDVREOI—HY—DNEENDITI—)ICTRYFENDR
) —F, BEnik—BNASEEEHRANOT7 IV AERZRHLET, COO—RBORIS —T
&. Amazon S3 ListBuckets ARL —2 3> 2V OTARNTBZT7 O AFA 21— — 5L
TVWETY,

ROI—RBlE, AWSSTS ZFERALTEY> 3>V =02 ZWMEBL, ThEEALTMFA h—7
VEBBEFRIY—EARAT VIV ERTIBDHFEERLTVET,

CLI
AWS CLI
IAMID @ 7=z ICEHBEAMERAFHRO LY NZEIBTRICE

/A(D get-session-token ONX > Rid, MU'HL 21795 IAMID O o ICEHEEMN &
uﬂi*ﬁd)t/ RERBLET, FRELTESIIREAERIE. RUD—ICK>THZERR
i (MFA) FREBEENBDVIVITANDEHICERATEET, RIBREFERENTHS 1

BIZRMLET,
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aws sts get-session-token \
--duration-seconds 900 \

--serial-number "YourMFADeviceSerialNumber" \
--token-code 123456

o

"Credentials": {
"AccessKeyId": "ASIAIOSFODNN7EXAMPLE",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYzEXAMPLEKEY",

"SessionToken": "AQOEXAMPLEH4aoAHOgNCAPyJxz4B1CFFXWNE1OPTgk5TthT
+FvwgnKwRcOIfrRh3c/LTo6UDdyIJwOOVEVPVLXCrrrUtdnniCEXAMPLE/

IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuW]0gQs8IZZaIv2BXIa2R401gkBNOSbkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zqx37wnOE49mR1/+0tkIKGO7fAE",
"Expiration": "2020-05-19T18:06:10+00:00"

HMIIOVTE, TAWSIAM 1—¥—HA K, O T—EiEtF1UT«BIEBEROUIT
AR, BBRLTLEE L,

« APl OFEMEIC DWW T, TAWSCLION> RUJZ7L A, ® "GetSessionToken, %%
BLTLSEEL,

Python

SDK for Python (Boto3)

(@ Note

GitHub ICI&, T DDV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET L,

MFA R—92ZBLTEYZ I N—=0 ZBEBL, ThZEFERALTTHI2 MO Amazon
SSNTYRZE—EBERRLET,

def list_buckets_with_session_token_with_mfa(mfa_serial_number, mfa_totp,
sts_client):
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Gets a session token with MFA credentials and uses the temporary session
credentials to list Amazon S3 buckets.

Requires an MFA device serial number and token.

:param mfa_serial_number: The serial number of the MFA device. For a virtual

MFA
device, this is an Amazon Resource Name (ARN).
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.

if mfa_serial_number is not None:
response = sts_client.get_session_token(
SerialNumber=mfa_serial_number, TokenCode=mfa_totp
)
else:
response = sts_client.get_session_token()
temp_credentials = response["Credentials"]

s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Buckets for the account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

- APl OFFMIC DWW T, TAWS SDK for Python (Boto3) API U7 7L AL M
FGetSessionToken, ZZHBL TSEEL,

MFA 525ET® AssumeRole D ED'H L

LT DHlE, AssumeRole ZHTTH L., MFA BREEIEHRZE T HZEZEZ L TVWE T, AssumeRole (C
L2 TREND—BHNEFI) T AREHRE. 7HIUMOIANTO AmazonS3 /N7y h&E—%&
RRTADEHICHEAEILET,
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COZFIVFOFRMIOWVWTR, "7 UF JOARATAD SODEED MFA RE,L ZFRL T
2TV,

ROI— RBlE, AWSSTS TO—/ILZEHVWHTRHFEZRLTVERT,
.NET

AWS SDK for .NET

® Note

GitHub (ZIF, ZDMOVY—REHVWET, Afl—EZKRERL. AWS J— REIUR
Jh)TOREERITOREZHIEL T LT,

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace AssumeRoleExample
{

class AssumeRole

{

/// <summary>
/// This example shows how to use the AWS Security Token

/// Service (AWS STS) to assume an IAM role.

///

/// NOTE: It is important that the role that will be assumed has a

/// trust relationship with the account that will assume the role.

///

/// Before you run the example, you need to create the role you want to

/// assume and have it trust the IAM account that will assume that role.

///

/// See https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create.html

/// for help in working with roles.

/// </summary>

private static readonly RegionEndpoint REGION = RegionEndpoint.USWest2;
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static async Task Main()
{
// Create the SecurityToken client and then display the identity of
the
// default user.
var roleArnToAssume = "arn:aws:iam::123456789012:role/
testAssumeRole";

var client = new
Amazon.SecurityToken.AmazonSecurityTokenServiceClient(REGION);

// Get and display the information about the identity of the default
user.

var callerIdRequest = new GetCallerIdentityRequest();

var caller = await client.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"Original Caller: {caller.Arn}");

// Create the request to use with the AssumeRoleAsync call.
var assumeRoleReq = new AssumeRoleRequest()

{
DurationSeconds = 1600,
RoleSessionName = "Sessionl",
RoleArn = roleArnToAssume

13

var assumeRoleRes = await client.AssumeRoleAsync(assumeRoleReq);

// Now create a new client based on the credentials of the caller
assuming the role.

var client2 = new AmazonSecurityTokenServiceClient(credentials:
assumeRoleRes.Credentials);

// Get and display information about the caller that has assumed the
defined role.

var caller2 = await client2.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"AssumedRole Caller: {caller2.Arn}");

o« API MOEHIC ODWTIE., TAWS SDKfor NETAPI U7 7L >AJ1 ® "TAssumeRoles &%
BLTLSEEL,
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Bash

Bash A2 V7 N&EAL = AWS CLI

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

HHAHHAHH SRR SHH SRR SRR SRR G HH SRR SRR SRR SRR SRR G R HEHHEHHGHH G R H SRR G R B SR B SR B R HH SR H SRS SH
# function iecho
#
# This function enables the script to display the specified text only if
# the global variable $VERBOSE is set to true.
HHBHHBHHBHHBHHBHHBRHBHHBHHBHHBHH B HHBHH B HHBHH B HH B HH B HH B HH B HH B HH B HH R HH R HH R H SRS HH
function iecho() {

if [[ $VERBOSE == true ]]; then

echo "$@"
fi

HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
function errecho() {

printf "%s\n" "$*" 1>&2

HHHH RS S S S
# function sts_assume_role

#

# This function assumes a role in the AWS account and returns the temporary

# credentials.

#

# Parameters:

# -n role_session_name -- The name of the session.
# -r role_arn -- The ARN of the role to assume.

#

# Returns:
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# [access_key_id, secret_access_key, session_token]
# And:

# @ - If successful.

# 1 - If an error occurred.

Eedigigigide oo gogidodigigifoda oo gogiF oo g gode i gogiFedi g gifei o fogsFedigiggifeiF g gogsFedipigogifeiF g gogiFedipig g F oo g gidi i3
function sts_assume_role() {

local role_session_name role_arn response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function sts_assume_role"
echo "Assumes a role in the AWS account and returns the temporary

credentials:"
echo " -n role_session_name -- The name of the session."
echo " -r role_arn -- The ARN of the role to assume."
echo ""

}

while getopts n:r:h option; do
case "${option}" in
n) role_session_name=${0OPTARG} ;;
r) role_arn=${OPTARG} ;;

h)
usage
return 0

\?)
ech o"Invalid parameter"
usage
return 1

esac

done

response=$(aws sts assume-role \
--role-session-name "$role_session_name" \
--role-arn "$role_arn" \
--output text \
--query "Credentials.[AccessKeyId, SecretAccessKey, SessionToken]")

local error_code=${?}

if [[ $error_code -ne @ ]]; then
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aws_cli_error_log $error_code
errecho "ERROR: AWS reports create-role operation failed.\n$response"
return 1

fi

echo "$response"

return 0

« APl OFFMAICOWVWTIE, TAWSCLION>RUTZ77L>AL ® "TAssumeRole; 5B L T

<EZEL,
C++
SDK for C++
(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZHREL., AWS J— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

bool AwsDoc::STS::assumeRole(const Aws::String &roleArn,
const Aws::String &roleSessionName,
const Aws::String &externalld,
Aws: :Auth: :AWSCredentials &credentials,
const Aws::Client::ClientConfiguration
&clientConfig) {
Aws: :STS::STSClient sts(clientConfig);
Aws: :STS: :Model: :AssumeRoleRequest sts_req;

sts_req.SetRoleArn(roleArn);
sts_req.SetRoleSessionName(roleSessionName);
sts_req.SetExternalId(externalld);

const Aws::STS::Model::AssumeRoleQutcome outcome = sts.AssumeRole(sts_req);

if (loutcome.IsSuccess()) {
std::cerr << "Error assuming IAM role. " <<
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outcome.GetError().GetMessage() << std::endl;
}
else {
std::cout << "Credentials successfully retrieved." << std::endl;
const Aws::STS::Model::AssumeRoleResult result = outcome.GetResult();
const Aws::STS::Model::Credentials &temp_credentials =
result.GetCredentials();

// Store temporary credentials in return argument.

// Note: The credentials object returned by assumeRole differs
// from the AWSCredentials object used in most situations.
credentials.SetAWSAccessKeyId(temp_credentials.GetAccessKeyId());

credentials.SetAWSSecretKey(temp_credentials.GetSecretAccessKey());
credentials.SetSessionToken(temp_credentials.GetSessionToken());

return outcome.IsSuccess();

« APl OFFMIC DWW T, TAWS SDKforC++API U7 7L AL @ "TAssumeRole, 3
LTLEETW,

CLI
AWS CLI
O—)L%Z5EXF2ICE

XD assume-role AN RiE, IAM O—JL s3-access-example O =& ([CEHBEMNSR
AEHOEY NERBLET,

aws sts assume-role \
--role-arn arn:aws:iam::123456789012:role/xaccounts3access \
--role-session-name s3-access-example

A

"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:s3-access-example",
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"Arn": "arn:aws:sts::123456789012:assumed-role/xaccounts3access/s3-
access-example"
},
"Credentials": {
"SecretAccessKey": "9drTJvcXLB89EXAMPLELB8923FB892xMFI",
"SessionToken": "AQoXdzELDDY//////////
wWEaoAK1wvxJY12r2IrDFT2IvAzTCn3zHoZ7YNtpiQLFOMgZye/
gwjzP2iEXAMPLEbw/m3hsj8VBTkPORGvr9jM5sgP+w9IZWZnU+LWhmg
+a5fDi20TGUYcdg9uexQ4mtCHIHfi4citgqZTgco4@Yqr4lIlo4sV2b2Dyauk@eYFNebHtY1FVgAUj
+7Indz3LUQaTWk1WKIjHmMMCIoTkyYp/k7kUG7moeEYKSitwQIi6Gjn+nyzM
+Pt0A3685ixzvOR715rjQi0YEQL1floeie3bDiNHNcmzosRM6SFiPzSvp6h/32xQuZsjcypmwsPSDtTPYcs@+YN/8E
IcrxSpnWEXAMPLEXSDFTAQAM6D19zROtXoybnlrZIwML1MilKcgo50ytwU=",
"Expiration": "2016-03-15T00:05:072",
"AccessKeyId": "ASIAJEXAMPLEXEG2JICEA"

OXRZROBEAICE, AWS ICH T 2RI ELICERATES 7V EAF—, —JLYRF— &
KROPEYZIAVR=TUHBENTVET,

AWSCLI Z2EAT2HBERK. O—LICEENTSNEBRNETOT77AILERETESE
I, Z7O7 74 &ERTSE. AWS CLI I assign-role ZHUOHL, 1—H—07=&HIZFR
IMEHRZEEBELET, FHFMICOVWTIE, TAWSCLI I—H¥—HA Ry ® TAWS CLI T IAM
O—)zFERAT5 22RBRLTEEV,

« APl OFFMRICOWVWTIE, TAWSCLIONY>RUZ7L>VA1 ® "AssumeRole; Z#Z8BL T
<EEV,

Java

SDK for Java 2.x

(@ Note

GitHub ICI&, TDMDOVY —RAEHWEXT, Afl—EZKRERL. AWS J— RHIVUR
Ph)TOREERITOREZHIEL T LEEL,

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.sts.StsClient;
import software.amazon.awssdk.services.sts.model.AssumeRoleRequest;
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import software.amazon.awssdk.services.sts.model.StsException;
import software.amazon.awssdk.services.sts.model.AssumeRoleResponse;
import software.amazon.awssdk.services.sts.model.Credentials;

import java.time.Instant;

import java.time.Zoneld;

import java.time.format.DateTimeFormatter;

import java.time.format.FormatStyle;

import java.util.lLocale;

*

*

*

To make this code example work, create a Role that you want to assume.
Then define a Trust Relationship in the AWS Console. You can use this as an
example:

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "<Specify the ARN of your IAM user you are using in this code
example>"

}I

"Action": "sts:AssumeRole"
}
]
}

For more information, see "Editing the Trust Relationship for an Existing
Role" in the AWS Directory Service guide.

Also, set up your development environment, including your credentials.
For information, see this documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class AssumeRole {

public static void main(String[] args) {
final String usage = """

Usage:
<roleArn> <roleSessionName>\s
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Where:
roleArn - The Amazon Resource Name (ARN) of the role to
assume (for example, rn:aws:iam::000008047983:role/s3role).\s
roleSessionName - An identifier for the assumed role session
(for example, mysession).\s

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String roleArn = args[0];
String roleSessionName = args[1l];
Region region = Region.US_EAST_1;
StsClient stsClient = StsClient.builder()
.region(region)
.build();

assumeGivenRole(stsClient, roleArn, roleSessionName);
stsClient.close();

public static void assumeGivenRole(StsClient stsClient, String roleArn,
String roleSessionName) {

try {
AssumeRoleRequest roleRequest = AssumeRoleRequest.builder()
.roleArn(roleArn)
.roleSessionName(roleSessionName)
.build();

AssumeRoleResponse roleResponse = stsClient.assumeRole(roleRequest);
Credentials myCreds = roleResponse.credentials();

// Display the time when the temp creds expire.
Instant exTime = myCreds.expiration();
String tokenInfo = myCreds.sessionToken();

// Convert the Instant to readable date.
DateTimeFormatter formatter =
DateTimeFormatter.oflLocalizedDateTime(FormatStyle.SHORT)
.withLocale(Locale.US)
.withZone(Zoneld.systemDefault());
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formatter.format(exTime);
System.out.println("The token " + tokenInfo + " expires on " +
exTime);

} catch (StsException e) {
System.err.println(e.getMessage());
System.exit(1l);

o APl OFFMIC DWW T, TAWS SDKforJava2xAPI U7 7L A1 @ TAssumeRole, %
SHBLTLSEETL,
JavaScript

SDK for JavaScript (v3)

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZHREL., AWS JI— RHIUR
TSKNUTOREERITOREEEIELTLSEZL,

DZAT > N EHERLET,

import { STSClient } from "@aws-sdk/client-sts";

// Set the AWS Region.

const REGION = "us-east-1";

// Create an AWS STS service client object.

export const client = new STSClient({ region: REGION });

IAMO—)LZ&VWETET,

import { AssumeRoleCommand } from "@aws-sdk/client-sts";

import { client } from "../libs/client.js";

Z BRI (MFA) 298


https://docs.aws.amazon.com/goto/SdkForJavaV2/sts-2011-06-15/AssumeRole
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/sts#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/sts#code-examples

AWS ldentity and Access Management I—H—H4A KR

export const main = async () => {
try {
// Returns a set of temporary security credentials that you can use to
// access Amazon Web Services resources that you might not normally
// have access to.
const command = new AssumeRoleCommand({
// The Amazon Resource Name (ARN) of the role to assume.
RoleArn: "ROLE_ARN",
// An identifier for the assumed role session.
RoleSessionName: "sessionl",
// The duration, in seconds, of the role session. The value specified
// can range from 900 seconds (15 minutes) up to the maximum session
// duration set for the role.
DurationSeconds: 900,
18
const response = await client.send(command);
console.log(response);
} catch (err) {
console.error(err);

};

« APl OFEMIC DOV TIE, TAWS SDK for JavaScript APl J 7 7 L > A4 @ TAssumeRole
ZZRLTLSEETY,

SDK for JavaScript (v2)

(® Note

GitHub IZI&, T DDV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

// Load the AWS SDK for Node.js

const AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

var roleToAssume = {
RoleArn: "arn:aws:iam::123456789012:role/RoleName",
RoleSessionName: "sessionl",
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DurationSeconds: 900,
i

var roleCreds;

// Create the STS service object
var sts = new AWS.STS({ apiVersion: "2011-06-15" });

//Assume Role
sts.assumeRole(roleToAssume, function (err, data) {
if (err) console.log(err, err.stack);
else {
roleCreds = {
accessKeyId: data.Credentials.AccessKeyId,
secretAccessKey: data.Credentials.SecretAccessKey,
sessionToken: data.Credentials.SessionToken,
I
stsGetCallerIdentity(roleCreds);
}
1);

//Get Arn of current identity

function stsGetCallerIdentity(creds) {
var stsParams = { credentials: creds };
// Create STS service object
var sts = new AWS.STS(stsParams);

sts.getCallerIdentity({}, function (err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data.Arn);

}
1)

« APl OFFMIC DWW TIX, TAWS SDK for JavaScript APl U 7 7L > A4 ® "TAssumeRole |
BSRLTLSEZL,
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Python

SDK for Python (Boto3)

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

MFARN—O 2 %ZXEBETHIAMO—)LZ8BEL., —BNERIEHREFALTTHIOMND
Amazon S3/N\NT Y hZ—ERRLET,

def list_buckets_from_assumed_role_with_mfa(
assume_role_arn, session_name, mfa_serial_number, mfa_totp, sts_client

Assumes a role from another account and uses the temporary credentials from
that role to list the Amazon S3 buckets that are owned by the other account.
Requires an MFA device serial number and token.

The assumed role must grant permission to list the buckets in the other
account.

:param assume_role_arn: The Amazon Resource Name (ARN) of the role that
grants access to list the other account's buckets.
:param session_name: The name of the STS session.
:param mfa_serial_number: The serial number of the MFA device. For a virtual
MFA
device, this is an ARN.
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.
response = sts_client.assume_role(
RoleArn=assume_role_azrn,
RoleSessionName=session_name,
SerialNumber=mfa_serial_number,
TokenCode=mfa_totp,
)
temp_credentials = response["Credentials"]
print(f"Assumed role {assume_role_arn} and got temporary credentials.")
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s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Listing buckets for the assumed role's account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

« AP| OE#EIC DLW Tk, TAWS SDK for Python (Boto3) APl U7 7L AL @
FAssumeRoles 2B LTS EEL,
Ruby

SDK for Ruby

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZBREL., AWS J— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.
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#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to
assume the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: "create-use-assume-role-scenario"
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

« APl OFFMICDWTIX, TAWS SDK for Ruby API U7 7L A, ® "AssumeRole; &5

BLTLSEZL,
Rust
SDK for Rust
(® Note

GitHub ICI&, T DOV Y —RAEHWEXT, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider: :builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
Lbuild()
.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
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.load()

.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {",
e.user_id().unwrap_or_default());
println!("Account: {3,
e.account().unwrap_or_default());
println!("Azn 2 {3", e.arn().unwrap_or_default());
}

Err(e) => println!("{:?}", e),

o APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 ® TAssumeRoles &5

BLTLSEZV,
Swift
SDK for Swift
@ Note

chFE7LELI—VUU—AD SDKIZBTARTLUV—ARFIXKTT, COR
FAIAXAVNIEEET D AU BV ET,

(® Note

GitHub IZI&, T DDV Y —RAEHW KT, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

public func assumeRole(role: IAMClientTypes.Role, sessionName: String)
async throws -> STSClientTypes.Credentials {
let input = AssumeRoleInput(
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roleArn: role.arn,
roleSessionName: sessionName

)
do {
let output = try await stsClient.assumeRole(input: input)

guard let credentials = output.credentials else {
throw ServiceHandlerError.authError

}

return credentials
} catch {
throw error

}

o« APl MOEEMAIC ODWTIE. TAWS SDK for Swift API 7 7L > A1 ® TAssumeRoles &%
BLTLSEETL,

FEAL TLWEVLERALEHRO®RE

AWS PATY K DEFIUTAEEHBICE, TES IAM 1—H—RiE (NRAT— RBLTT 7+
AF—) ZEIBRLET. HEARE, I—F—rABEHNE, £LESHRAWS AOTF I EANT
EXBAIE. FASATVLRIERERRL, TRSHAEMIE>TVB L 2RATIHEN
HYET, DEORL & ERIERIEBRTDCENBBNTT., ThSEABCHLUT, AL
STEEERTER T, DB, NAT—REZETDH, TOEAF—EEBICL T, LEO
A—H—HFF I EATERVLS LT DHBEF BV ET,

£E525A, FRALTVEVOERRESD AN S EXIHN, BREIEBEOHERNICEAE L
Ao ERAERERELE T,

FALTWEWNAD—RORE

AWS Management Console ZFAL T, 1—F—O/NAT— REARRERERRITEET, Z¥
NDI1—H—HNFVWBEERE., IVV—-ILZEALT, 1——-—c0AVVY—ILNAT—ROBKE
FAERICET2EHRESCRABERL R— 2V O—RTEET, £, AWSCLI £ IAM
API A STERICT IV ERATAHEELAHETT,
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READNADT—RZRETDICE (A2 Y-

1. AWS Management Console ([CH 424> LT, |IAM 12 —)L (https:/
console.aws.amazon.com/iam/) ZH& £,

2. FTES—23URA2T[Users] (1—H—) ZBIRLET,

3. HE(ZIEU T, [Console last sign-in (A Y —ILADEIEY A > 1 2)] 5% USERS T—7)LIC
EBmMLERT,

a. AmROT—7IOLT, BRETA>

(ﬁ

ZBERLET,
b. [RRIDIDER] T, [AV-IOEEY A1) ZRBRLET,
c. [#FZBRLT, I—Y—DOUANIRYZET,

4. [Console last sign-in] (A YV —=IANOZEFA A4 HIC, I—F—AAV—-)LZBUT
AWS ICRRBICHA VA LEARINFRRENETT, COBHREFEAL T, FEOHBEU LY 1
AL TVWEBEWI—H—ENAD—REZRETEERT, cOHICE, —EEH1142LTW
BRVWI—H—ENADT—RIZ, [BL]ERTENET, [BL]EE. NADT—RHFREEIATVE
WI1I—H—2RLET. REFAETNTVEVNRAT—REHIBROFMREZY £,

/A Important

H—EALOBBEICKY), FIEFEALENAD—RICETZF—RICIE, 2018 E 5 A
3H 2285070 (KEFERRB) NS 2018 F 5 A 23 H 148508 2 (KEFERE) £
TONAT—ROBAREENELA, ChiE, IAMOVY—JLICRRENDEEY
A4 LEBRBRT IAMREHFEHRL AR— N T/NAD—RZFGIEFERALEZBFEL
T GetUser APl AR L —2 3 A8 RENZDERFNICHERZEXET., ZAHT2HEF
WC1—Y—HFHYa4>LEBE. NAD—RzZAIEFEALEBFELTREND A
&, 2018 F5 A3 AKRWBICI—H—INHRRBRICHA A LEBRICEYET, 2018
F5HA23H 14K 08 5 (KEFERRE) KRWRICHAI A LEI—YF—DFE, NA
J—REZFGEMFEALEZBFELTRENDAFIEERTT,
BEFEALENAD—RICEITZFEHREFEAL TREADRIIFEREFEL THIBRT S
(fl: 1BX 90 BRI AWS ICHA VA LN 21— —%HIBRT S) HEE, 2018 &F
5HA23BLVEOHRNZEDDRSICFHEV A RVZFABL TKEE VY, TEE,
A—HY—HIFTFOEAF*F—%2FALTAWS ICT7OTZALATTIVLATSEEIE. aiEfE
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RALET7 7 EAFXF—OEHREZSRTEXRT, ChREINTOEFNICODVWTERTHS -
HTT,

AV =) TRIABHML ARA—REZFD2O—-RLT, FATATVEVWNATD—REZRRTDICE
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READNAT—RZRDIFSICZE (AWS CLI)

READNADT—REZRDFZICE, A0 REERTLET,

e aws iam list-users &, I—H—OUVARNZRLET, EI1—H—IC
[&. PasswordLastUsed fENREETNTVET, ENfZVEEE. 1—F—HNFNAD—R&EHF>
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READINAT—REZRDITSICIE (AWS API)
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TN —BENADT—RORTTY,
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® Note
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SSH ##: Tlk. SSH LA IZ Git BK YV CodeCommit A"EHTB/NT VY OF—ETSAR—K
F—OT77A4INEO—HIIISTHERLET, NTUYOF—F IAM 1——(CBEENT. 75
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FERALEZHTTPS #HRORDVIC, BELENEBREA/N—T3 20 IAM 11— —RAEHREL
& Amazon EC2 1 AR AO—)%Z Git TERATEET, chik, IAMI1I—F—24E&LEV
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AWS Management Console ZfEA L T, IAM 1—%— A ® Amazon Keyspaces (Apache Cassandra
) FAEREEKTEERT,
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I—Y—HA RO TFAAEDA VAR—b) BSRBLTLIEE L,

ACM THR—KRENRTWEWI =23 THTITPS B2 Y R—NTDBENHDEEICLD
5& CertlflcateManagertb'CIAM ZEALTLKEZV, IAMBETZAXR—NEF—ZRLICES{L
SltENN—232Z IABMSSLAEAEARNL—JICRELET. IAMEINTOU—23
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-specific-credential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceSpecificCredential.html
https://docs.aws.amazon.com/general/latest/gr/acm.html
https://docs.aws.amazon.com/general/latest/gr/acm.html
https://docs.aws.amazon.com/general/latest/gr/acm.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/general/latest/gr/acm.html
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YTOY—N—REOTFTOAEYR—RNLETH, AWS THEATBIE. AHTONI -4
SAHEBENEIIBEN BYET, ACMIAHABZ IAMICTYTO-RIBERETEREA, &
oo IAIM OV Y =LA SHIAEEZERT D LB TERE AL

IAMADOYH—RN—F 4 —FHEOT7Y 70— ROFMCOVTR, UTOREY VZSRL TL
EEW,

AE

e H—N—FHEOQF v 70— K (AWS API)

- H—/\—SEREDQEE (AWS API)

- H—N—SHEQ—ERT (AWS AP)

« Y—N\N—FEHEQOZJFTEXT DEEER (AWS API)

- H—N—FHEOEHNEEELR/NAOEH (AWS API)

- H—/N—FFEE DY (AWS API)

- KZ7)

1—T4>7

\

H—N—FBBEN T Y 770— R (AWS API)

IAM ICH—N—SIAEAZ 7Y 7O—RTDICE, SEAEERBTEZITTAR—NF—2RIETIH
ENfHOYVET, FIAENBEBR TN TVAVES, (AEFI—EtREHIIMENf HYVET (B
CERIPEEZTYJO—RITDEEIPEEF I -2 RBFHBEH V) FEA), (EHEEZT7Y7O—R
THHIC, CNSOEENfIXNTHY, UTOXRHEF ELTVWSREZERLET,

« SIRERTY7O—REFICEMTHAILENHYET, BB ORMS (FREBAE D NotBefore H
)81, FEEEVNHEOKRT GEAED NotAfter B) BICHIAERZ 7Y TO—RTBERT
EEtEA

s TIAR—PMNF—RBIFBHAENDIBEN HYVET, NADT—RPNATL—ATHREE LTS
AR=—RNF—ETYTO—RTDZEFETEELA, BEXENETSAR—NF—DEEOAIL
ZICOVWTR, "ThSTLNa—FT14200 #Z8RBLTLKEEL,

« SEAE. T5AR—KF—, BLUVAHAEFI—2VRBFIXNTPEM IV I—RENZDHLEHFHY E
To CNSDEHD PEM ERXAOEBROAIITIZCOVWTIRK, "h"STINa—F420, #8831
LTLEEW,
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IAM API ZfEfA L TRERREZ 7 Y 7’O— RFBI(ZIE, UploadServerCertificate 'V O TANZIEEFELF
¥, ROHITIE, AWS Command Line Interface (AWS CLI) ZFERALTZOARL =232 %1TD
FEERLET, fITRE, ROXKSICBELTVET,

« PEM I>—R&EhFAEEF, Certificate.pem EWVWS 77 A INICREEINET,

s PEMI>—R&NEMAEF I —2IF, CertificateChain.pem EWS 77 A IILICREE T
£,

« PEMI>O—R&h, BESENETSARK—NF—K, PrivateKey.pem&EWVWST7A)
CREENET,

c (AT A F—NVI—RTERFE>TH-N—FIABLCRIZNHTHELET, HIAEF. FIAE
DHELBEBETSLOHIC, BT *— Department & XJ{E Engineering ZEBMT S & AT
BT,

ROAX Y ROBIZEFERTRICE, CchosDT77AIEBERBOT77AIILBICBERAE

9, ExampleCertificate 27 Y 7O— RULHAEORBICBEEMAET, FAIAEICE T2
(1335 E k. ExampleKey & ExampleValue 2T OF—/N) 1 —ORTZHMEDEICEERAE
o 1 DOEHELULETICOANRZAILET, ROHITE., BiARIT<ITRILEOICHITEAR—A
ZEMLTWET,

aws iam upload-server-certificate --server-certificate-name ExampleCertificate
--certificate-body file://Certificate.pem
--certificate-chain file://CertificateChain.pem
--private-key file://PrivateKey.pem
--tags '{"Key": "ExampleKey", "Value":
"ExampleValue"}'

BN RAFERIIT S E, Amazon )Y —AF—/A (ARN), DAY X ITVWHERI, #&BIF (D), %
HRE, 2I%E, PY7TO—RENEIAHEICEHITEIAZT—2ZRLET,

(@ Note

Amazon CloudFront TERTH L ZBMELTH—N—fIHEZT7Y7O—RT3
e, --path 77723 Z AL TNAZEETIHXEN HYET, NADKLEIC /
cloudfront Z28®., REICAT Y 1ZEHBDXENHYET (Hl: /cloudfront/
test/ ).
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https://docs.aws.amazon.com/IAM/latest/APIReference/
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadServerCertificate.html
https://aws.amazon.com/cli/
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AWS Tools for Windows PowerShell Z{EH LU CEERAZE%# 7 Y 7’'0O— R$ 3 (Z (. Publish-
IAMServerCertificate ZER L £,

H—/N—FEHE QS (AWS API)

IAM APl B L TEIFHEZ B T2 (CIFk. GetServerCertificate VIV T ARNEEELET, XD
BTk, AWSCLI ZFEALTZOARL -3 ZT5FEZRLUET, ExampleCertificate
Z, ST 5AHENRMEEEMRAETT,

aws iam get-server-certificate --server-certificate-name ExampleCertificate

BOONY RARMUIZBE, SAE. SIAETFI—2 (TY7O—RENLEER). BITAHREBL
B3I XRT—RZRLET,

(@ Note

TYy7O0-—RBELCIAMASTFAR—NF—ZHXIVO—RELEMBID LR TEEYE
Ao

AWS Tools for Windows PowerShell ZER L T
FERLET,

SIBAEZEE T 221, Get-IAMServerCertificate %&

H—N—HENO—ERT (AWS API)

IAMAPI ZFAL T, 7Y 7O—R&ehiH—/NN—iBHEZ-ERXRRITHIC
l&. ListServerCertificates VT ARNZEELET, XOHITIE, AWSCLI ZFEAL T DANR
L—>3>&1I158%&Z2R"LET,

aws iam list-server-certificates

BIOONY RARBLEES, BARABLCEIZIXEZT—ENEENE—EBEZERLET,

AWS Tools for Windows PowerShell ZfEHL T, 7Y 7O—RULEY—/N—SIREEZ—EXRTTD
IZl&. Get-IAMServerCertificates ZERAL £,
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https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Publish-IAMServerCertificate.html&tocid=Publish-IAMServerCertificate
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Publish-IAMServerCertificate.html&tocid=Publish-IAMServerCertificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Get-IAMServerCertificate.html&tocid=Get-IAMServerCertificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Get-IAMServerCertificates.html&tocid=Get-IAMServerCertificates
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H—N—FIRED R T F+ & 2T DOEE (AWS API)

IAM UV —RIZRTZ2TRYFITRE, TOVY—AANODT VLA ZEBRSLVHETEERT, IAM
APl ZERAL TBFOY—/N—REREICXTINHT TSI, TagServerCertificate J 7 T AN ZEfE
LET, XOHITIE, AWSCLI ZFERHLTZOARL—23a > &2T5H%%2RLET,

aws iam tag-server-certificate --server-certificate-name ExampleCertificate
--tags '{"Key": "ExampleKey", "Value":
"ExampleValue"}'

FROOAN RAEEICETETID E, BHFREThELA.

IAMAPI ZFRAL TH—/N—FIHABDO X T 295 (C1E. UntagServerCertificate 'J 7 TA N Zi%
BLET, ROBITIE. AWSCLI ZFERALTZOARL -2 322755 EERLET,

aws iam untag-server-certificate --server-certificate-name ExampleCertificate
--tag-keys ExampleKeyName

FROOYY RAERICETENDE, HHREEhERA,
H—N—IHEOZMEEE X /NADER (AWS API)

IAMAPI ZFEALTH—N—FIHEORHZZEEITDIN., NAZEFHITBIC
l&. UpdateServerCertificate J O TARNZEEFELET, XOHITIE, AWSCLI ZFERALTZDANR
L—>3>%z175K3%ZR~LET,

LToH27ILIARY RZEATRICE, HVAERAEOER, HLVARAZEOER,. SLVCAHAED
NAZBEHMZ, 1 DOEHLLITICION RZADLET, ROBITE, AP I< IR LEHICH
TEAR—ARZEBMLTVET,

aws iam update-server-certificate --server-certificate-name ExampleCertificate
--new-server-certificate-name CloudFrontCertificate
--new-path /cloudfront/

BOINY RARMLIZBE, HAOZBRLEEA,

AWS Tools for Windows PowerShell Zf R L TH—/N—iIBHEOZZZLEITIH. NAZEHT
%2k, Update-IAMServerCertificate ZERA L £
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Update-IAMServerCertificate.html&tocid=Update-IAMServerCertificate
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H—/N—EEBAE D HIER (AWS API)

IAM APl 2B L THY—/N\—IBHE%HIBR T B (CIE. DeleteServerCertificate VO T AN ZZEEL E
T, XOPITE. AWSCLI ZFEALTCDARL—3 > ETS5SAHEERLET,

LTOY 7R REFEH TSI, ExampleCertificate %, HIBRTBEAENZFIICE
EMZET,

aws iam delete-server-certificate --server-certificate-name ExampleCertificate

BOIOXY RARILIZEE, HHZERLERA,

AWS Tools for Windows PowerShell ZfER L TH—/N\—fIBHZE%ZBIKR T3 (CE. Remove-
IAMServerCertificate Z{ERL £,

NZTNDa1—F120

SEBHEZ IAMICTY 7O—RI B, SEBAE, 75AXR—hF—, BRUHEHAEF I —2H TN
TPEMIIO—RENTVBRLEZERIDIVENHYNET, T, TTAR—MF—([FFERFESIL
TENTVREEERBIZDHXENHYVET, XD flEeSBLTLIEEL,

Example PEM I 1— R& hi=FEEAE O 4

Example PEM T J— R&E hZFGEAEF T —2> Ol

MBAEFI—2ICEF 1 2FERFEROBEENf €ENET, TFANIFT 14X, Windows O 1E—

AN R, E@ LinuxDcat AN RZFERALT, 774N EFI—2VICEHELE T, EHOIHA

i’éab%tét&" BIEAEN, BIRDOIBEELERIATILEN HYET, TOLSD, SIREEER
BRRICI—NCAFIBHEEZEHET,
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Remove-IAMServerCertificate.html&tocid=Remove-IAMServerCertificate
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=Remove-IAMServerCertificate.html&tocid=Remove-IAMServerCertificate
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d—H—H1 K

ROBICE 3 DDAABAEENTVERIN, AIAETFI—VICEETN TV RAATETAULE

ERENUTTHAARML HYET,

ChSOEEN IAMAOT Y 70— RICEYAEXTEVIEEE, OpenSSL ZEAL TEYBFK

ICERTEEXRT,

DER A5 PEM ([CREAB R - RFAIAEF I —2 2 EHITBHICE

LToFlnKXSIZ, OpenSSLx509 AN RZEFALET, XOY7I)INV R

T, Certificate.der #, DER L 1— RENIPAELEEC T 7ML OBHICEEMAE
9, Certificate.pem%Z, FLITDHIT7T7AIINBICEEH:X, PEM T 1— R&E h/=FH

EZEHFET,

openssl x509 -inform DER -in Certificate.der -outform PEM -out Certificate.pem

DERA'S PEMIZ 7 ZANR— RN F—Z2ZBTBICE

LToHlOXSIC, OpenSSLrsa N REFEALET, KOV 7YV R

T. PrivateKey.der %, DER I J— RENETTAR—KNF—Z2ECT 7ML OBHICE
EWAET, PrivateKey.pemZ, ZEITHDHANT77AIIRBICEEHMZ, PEMI>O—REh

7 ZAR—RNF—ZBHET,

openssl rsa -inform DER -in PrivateKey.der -outform PEM -out PrivateKey.pem

EEILENETTAR—NF—ZEFTITRICRG (INAT—RPNATL—XZHIR)

LTFOHIDLSIC, OpenSSLrsa ANV RZFEALET, ROV FIIAN REFHATSIC
l&. EncryptedPrivateKey.pem &, BT NETTAR—KNF—ZEET7A1ILOARHIC

Y—N—iIHENEE
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https://openssl.org/
https://openssl.org/docs/manmaster/man1/x509.html
https://openssl.org/docs/manmaster/man1/rsa.html
https://openssl.org/docs/manmaster/man1/rsa.html
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BEMMAET, PrivateKey.pem%, FLITDHNT77AIILBICEEHRA, PEM IV I—RS
LS ENLETSTAR—RNF—ZEHET,

openssl rsa -in EncryptedPrivateKey.pem -out PrivateKey.pem

SEEAE/N R)L% PKCS#12 (PFX) 'S PEM ICEHRT 31

LTOBIDOESIC, OpenSSL pkes12 AN RZFEALET, ROY7IIANUR

T. CertificateBundle.pl2 &, PKCS#12 T 0— RENEEHBEN RILZEL 774
IDBRICEBERAET, CertificateBundle.pem%, H%ETDHIOT7AILBICEZH
Z, PEMI>O—RENEAHAEN RILEEDHETT,

openssl pkcsl2 -in CertificateBundle.pl2 -out CertificateBundle.pem -nodes

BAE/N> R)LZ PKCS#7 A5 PEM ICE#T B (ICIF

EII_I;

LTOFIOEXSIC, OpenSSL pkes7 AN REFALE T, AOHY7I)IIX VR

T. CertificateBundle.p7b %, PKCS#7 I 1— R&EnNifBAEN RILZELT 74
IDOBEICBZEMRAET, CertificateBundle.pem%Z, HFLITDHOT7AINBICEEH:
A, PEMI>—REhEABAEN RILZEHET,

openssl pkcs7 -in CertificateBundle.p7b -print_certs -out CertificateBundle.pem

IAM 1—H%—J)L—7

IAM 1—H—=J)—T&lk, IABMA—H¥—0OKETY, I—Y—JI—T2FEATR L. BHO
I—H—ICRLTT7 IV AFAZEETE, TNSOI1—HY—OF IV EAFUZRZICEETSC
ENTEET, EEAE, Admins EVWSI—HY—T)L—T2ERKL., EBEN —ROICHELTS
KOBTUVEAHFAZTO1I—HY—JI—TIFE5ETEET, TOIIN—T0IXTOI1—H—7
IL—=""1&. Admins JIL—7OT7 VL AFTZBEBNICTEEhET, EEEERELBELEITSHHL
WI—H—HEZICSMmL EEE,. TOI1—Y—% Admins 1—HY—JI)L—7ICEBMT B LT, B
PBERZE)HTHENTEFRT, HBRNTREZZELLEI—YY—HNFVBREEE. TO1—
H—OT7 0 AFAdZ2HEET I RDYIC, I—F—2FgVI—H—TI—7HLSHIBRL TEYIEHL
WI1—H—=TI—TICEBMTEDENTEET,
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https://openssl.org/docs/manmaster/man1/pkcs12.html
https://openssl.org/docs/manmaster/man1/pkcs7.html
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TN—TTRHOIXTOI—H—HNFORI—OF VAT Z2ZTERNADLSIZ, IDRX—AD
RIS —ZIN—TITRYIFITBENTEXRT, RUZ— (VY—AR—ADRID—13E) T
&, I—H%—J)—7"% Principal ELTREBBEITDI ELW@ETEFRLEA, Chik, FI—FTHREET
FEBELSTOERAHFTICEELTEY., 7UDININFRBIEEADOIAMITATATHRILEHTTY
RU—OFHICOVTE., "TFATUTATAR=—ABIOPN Y —AR—ADOR) > —, #SRL
TLEEL,

RICA—H—TIN—TOEEBZRHHERLET,

¢ A—H—FN—TREL DI —EBOIENTE, I —BEROIN—TBTB LN
TEET,

e A—HY—IIN—TEZANFERICTRERETETFRA, I—F—JI—TICRI—"HY—Dia%ES
HBENTE, OITIN—T2EHDERFTELEEA,

c AWS7HDUN ANI—H—9XTEZBHNICECT7FIIL MO I —TI—TEHEL
ho COEOIBIA—Y—TI—THNFRBEREEEEF. TOI1—HY—JI)I—7T2ERL., Fixl—
H—& 1 A1 AE)HTDHENFHYET,

c AWSTHIUN DOIAM DY —AOBEH A X, FIL—T08Hr, 1—H—HFXN—-ICk%D
CENTERTIN—TOBEECEFIRIHYET, FMICOVTEK, TIAM & AWS STSY # —
2, EBRLTLKEEY,

LDToRIE, MEOEELY TSI EZRLTVET, DEOFEERK, DEORRICHV, D
11— —%ERLTEBITDLHOD Adnins I——J ) —7"%ZERLE T, Admins 1—H—J
IL—7"&., Developers 1—H%—J ) —T&Test I—H—JIN—T#ERLET, Chsn1—
H—TI—TEThEN, AWS (P A, 75V R, DevAppl B &) &YV FT21—H— (ABL
T7)r—23>) TR ENET, E1——R&., Th¥TIh—EORMEBEHREZE>TVWET,

OFITE, F1——RF1201—HY—JI—7ICBELTVWET, LAL, I—HY—EFEHOI—
=TI —TICBITDENTEEXRT,
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Account &=
Group: Group: Group:
Admins Developers Test

Bob |{— Brad ¢ — Cathy ¢ .—
Susan |{ = Jim (= Allen |{—
Mark | = TestAppl | =
Kevin | == TestApp2 | —
DevAppl | o
DevApp2 | —

IAM 1—%—J)L—7" O ERK

(® Note

NARTZO0FTAAELT, —KHNBFRAFHROERICE) AWS ICT VAT BICE,
ABOI—H—ICHLTIDZ7AONAE—EDT7IFL—>a>0ERESHAETDE
EBEOHLET, RARNTSI9TARAILRKAK, IAM A=Y =T ) —T%2EEBITS
EILRBFBYERA, BEBIDOTRAEL, I——&TJI—71F AWS OAFHTEESE

h, 7TFL—>32IDELTAWS DY —ALELTIEATEXRT, 7T5FL—>3>
Dk, I>2—7SA4X1—H¥—F«LOKN), D7 ID7O/N4 S —, AWS Directory
Service, Identity Center 4 LY NUDI—H—, FizlF ID VY —AH SREE n-FREEE
HEFEALTAWS OH—ERICTIVEATSI1I—H—TF, 7TFL—ra> DR, ID
Z7ANA A —HNEEELETI—TZFERALET. AWS IAM Identity Center ZER L TW3 5
&l&. 1AM Identity Center TO1—H—& T I —7OERICE TR HERIC OV T, AWS IAM

A—H—=IIN—T%ERT 2 330
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Identity Center 1—H'—7i 4 R® "Manage identities in IAM Identity Centery (IAM Identity
Center TO ID NDEE) 2B L T<LEE L,

A—H—IN—TEE2Y NTYTIBIR, TI—TEERTIBEFHNET. RIS, TIL—TD
I—H—CHEE NI EEDORATICESVWT, YU—T LTI AFTE/HELET., REIL.
1—H—%TN—TICBMLET,

A—Y—OEBICHEZRT I EAFAOFHEMBICOVTR, O IAM VY —RICTIERATH0IC
BEBET IV EAFA 22U TSEZ L,

IAM T\ —7"ZERL TR —2TRYFITRICE A0V -=I)

1. AWS Management Console [c ¥4 24> LT, IAM 12V —)L (https://
console.aws.amazon.com/iam/) ZB&E £,

2. FTES—=23URAUT, [A—HY—TL=71 [FIL—TDEKR] OIEIZERLET,

3. [A—Y—=TI—=TR1IC, FI—TEZAALET,

(® Note

AWNS THOVRD IAM VY —ADBEF A XIZRHIRABHYET, FHMICDOVWTIE,

FIAM & AWS STSV #—42 ; ZZBLTLKEETWV, JI—TRFk. BK 128 XFNDE
BF, T7Z7AEE (+). &5 (=). hoX (). EVFAR(Q. TYNI—D (@). 75—
AAT7 (). N 72 () Z2HBAEDETEELET, BRI THIVNAT—ETHD
PBEFHYVET, AXNFENMNFREFEhESE A, HlZE. ADMINS & admins &V
SO—-IBZMAEERTD_EBFTERH A,

4. A—H—OUART, JL—TICEBMIREI—H—OF IV IRY VREFVIZLET,
5. RUZ—OUAKRT, JIL—TOIXRTOXN—ICEARAITZERIZ—OFIVIRY VA%
AUIELET,

6. [Create group] (JIL—7DER) Z#IRLET,

IAM 1—H—5)L—7#ERTB(CE (AWS CLI E 1 F AWS API)
LToWwdhhrzERALET,

* AWS CLI: aws iam create-group

« AWS API: CreateGroup
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/create-group.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateGroup.html
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IAM A—H—J)L—TnERE

Amazon Web Services &, IAM 1—H—J ) —T%Z2EBITH-HOEHOY—IILNFrAEZEEhTV
£F9, I— Y —IJIN—TAOI1—H—ZEBMELIFHEIRTZDEOICHEREROEMAIC OVTIE,
T IAM DY —RAICT IO ATEDDICMHBERTOEAHFT, 25BLTLSEEL,

RV D

c IAMI—H%—=JI)IL—70J)ANDEIE

o IAM TN —=7""0I1—%—0EME Ik

c AMIA—H—=JIN—"TADORI—OTRYTF
c AMIA—H—=JI)I—T0EDOEE

« IAM A—%—=J)L—7 DHIk

IAM 1—%—J)L—70J) A NDOEE

FHIVRAOTRTOI—H—I)I—TOUAKN, I—HF—FI)IL—THOI—HF—DURAK, &
C1—H—HPBITDI1—H—JIL—TDOVANERBTEET, AWS CLI £/=l& AWS AP £fEH
THEAE. BEONARTLIAVIARFRWVETRTOI—HF—I)L—TOVANERETEET
FHIROEI—H—TI)I—TOUANERETSICIE

ROVTNLEERTLET,

- AWS Management Console: 7 E#'—>3a>RA 2T, [A—H—TJIL—T)1ZBRLET,

* AWS CLI: aws iam list-groups

+ AWS API: ListGroups

REOI—H—JI—T701—H—%Z2—HEXRTIDICE
ROWThDZRITLET,

+ AWS Management Console: TE4'—2a> R4 T[A—Y—TI—7]1%&RL., JI—TF%
BRLTAHAS, [A—HF—1 2T E2BIRLET,

* AWS CLI: aws iam get-group

* AWS API: GetGroup
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/list-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroups.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/get-group.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetGroup.html
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I—H—AFELTVWBIRTOI— Y~ —TE—BERRT B

ROVWTIhHLZRITLET,

« AWS Management Console: TES* —2a >R T[A—H—] Z&RL, I—H—B%&IRL T
M, [FIL=T12T&2BIRLET,

» AWS CLI: aws iam list-groups-for-user

* AWS API: ListGroupsForUser

IAM J)L—7"A0O1—H—0iE e ik

A—H%—JIN—T%2#FEAL T, LTV EAHARIS —28BOI——C—ELCEBRALEXT., &
A&, IAMI1—¥—JI)—T7 BTV O2TEI—Y—ZEMEX-FHIKRTEET, chiFx, BB
TREEDNDEBNI HBDELEICERTTI,

RIS =T O ADHRE
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