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« user_name & Iz|& group_name F7-lF role_name /=l policy_name FI- &
identity_provider_name

* access_key

* add user user_name to groups. F/=lF add users to group group_name

* remove user user_name from groups

« delete user_name EIz|F delete group_name., &% \\(& delete role_name. &% \\i&
delete policy_name. & % \\l& delete identity_provider_name

* manage access keys user_name

* manage signing certificates user_name
* users

* manage MFA for user_name

* manage password for user_name

 create role
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* password policy

 edit trust policy for role role_name

* show policy document for role role_name
« attach policy to role_name

* create managed policy

* create user

* create group

« attach policy to group_name

+ attach entities to policy_name

+ detach entities from policy_name
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aws iam create-group --group-name east_coast

=AY TRE, AR RIAVICRDBEDICBIEH—ERAASOL AR AN RTENE
ERD

{
"Group": {
"Path": "/",
"GroupName": "east_coast",
"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T721:02:21+00:00"
}
}
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"Users": [
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{
"Path": "/",
"UserName": "johndoe",
"UserId": "AIDAYBDBW4IBXGEXAMPLE",
"Arn": "arn:aws:iam::552108220995:user/johndoe",
"CreateDate": "2023-09-11T20:43:14+00:00",
"PasswordLastUsed": "2023-09-11T20:59:14+00:00"
}
1,
"Group": {
"Path": "/",
"GroupName": "east_coast",

"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T21:02:21+00:00"
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COFI—RNUTILTE, BRTHINIHZTILOFT AV~ ID 111111111111 ZfF
BALET, BMWETHIONIDZFERALTLKEEZY, FALTVWSDT7HI N ID A ESD (
111111111111 %5 &) OB A, IAMTHLUWO—I)LZERITDERFETEEL A,

HESTE, O—-I)Zz51EZHF5 00, AE ID XZERFEE (MFA) BXEH VY EFEA, Ch
SOATIAVIFBERLTVWEVREICLTEEXRT, HFMICOVWTE, TAWS TOZEFHF
if (MFA) OfEA L ZBL TS EEV,

9. [Next: Permissions] (R\: 7 VL AFFH) Z:@RL T, TOO-INICEET AT IV EAFITZE
ELET,
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10. RBIICHERLUERD S —DBICHDZF IV IRY VARBIRLET,

ON =2
[Filter] (7 4 JL&X—) T, [Customer managed] (B AR —EER I —) &ZiBIRL TV
ANZETAI)EZ—0EBL, BOTHERLERVD—OZENEENDIELSICLET, ch
oKV, AWS FERL RS —HFIERTRICHEY, BEBRIS—ZRDOT20OHNE
BIZBYETD,

RIZ, [RIN]1 ZBIRLET,

M. (723 ZT2F—NJ)1—ORTELTFTRYFLT, XEZF—X%=Z0O—)LICEMLE
T IAMICB TR Z2TOFEAOFEFEMICOVWTIEE, TIAMDUY—A0ORTFT, #8BLTLKE
=L,

12. (F7°< 3 >) [Description] (FtBA) (Clk. FTLLVWO—JLOFHBEEADLET,
13. O—J)LZ®HEBL 5, [A—IILDEK] Z:BIRLF T,

O—)®JARNT, UpdateApp O—ILARRENET,

T, O—)ICEBOERFTHS Amazon VY —AZX—LA (ARN) ZEELZTAIEVITEE
Ao FTROYN=TAZ—OQOI1—Y—IIN—T0ORI>—%2ZBEITDIEE, TIOCLAFTEHTE
RIERTZHLHOO—I)ILDOARN ZEELE T,

UpdateApp ® ARN ZEI189 % (ZIE

1. IAM V=IO FES—>3a > RA4>T[Roles] (A=) &ZVUYILET,

2. O—=J)I®OYUANT, [UpdateAppl O—ILZBIRLET,

3. FHRA O [Summary (BIE)] 0> 3> 7T, [O—J/LARN]DEZIE—LFT,
Production 7HADJ > NOT A2 N ID A 999999999999 TH B -8, HO—J)L ARN &

arn:aws:iam::999999999999:role/UpdateApp £EHB W E T, ABBRBRATHU KT
&, EBEOAWS TAHORNIDZIBEL TS EEZL,

CORRT, XEBRBATHIONERREATADVY NEOEEANRILEAEL L, TOLHIC
k. BRATHO N EEEENLETVINILELTEBNTZO-ILNEEXERBRATHO MIE
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MLUET, £, UpdateApp O—ILICHINBEZAZ I —H—HNAEETTEDIHNICOVTEERLE
L%,

R, I—F—IN—TOT VL AFTLEELET,
O-LICT7 O eAFAZ2RAETS

COBERTIE, Testers & Developers D 1—HY—TII—TOXN—=ICEWVWThE, BEBRTHD>
NTBHRICTZVT—>3 &2TANTEDTIORAFANGYEST, O—ILOYYEZXEZHFT TS
TOEAFAZEMTDICE, COBERZRFIEICK>TLSEETL,

UpdateApp O—J)LICtIBX D&% HA 5K SIZ Developers 1—H—J )N —T%2ZLET3IZ1E

1. BERBAT7HIAOEEBZEELTHA AL, IAMOVY =)L ZRHEET,

2. [A—Y¥—)—7"]. [Developers (BFE)] DIEIZRIRL £,

3. [POEARHFMZET%#ERL, [TV AHFTOEBMZRZBIRLTAS, [1TA RIS —0FE
K)ZERLET,

4. [JSON]R7&EIRLET,

5. RORDVI—AT—RX NZEIMUL T, Production 7H7D > h® UpdateApp O—I)LICE T
% AssumeRole 79> 3> &HFALET, £ Resource EED PRODUCTION-ACCOUNT-ID
%, Production Z7HJRNDEBRO AWS ZFHDORNIDICEELTLSEZTY,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

Allow T7 T2 N&, Developers 7' )L—7°A" Production 7 A > k® UpdateApp O—I)LICT
DEATBEZHRNICHFAILET, EOFROYN=HNOO—IICTI9EALELSELT
ERBILET,

6. [RUS—DHFR] ZERLET,
7. allow-assume-S3-role-in-production ZEDNZEEANLET,
8. [Create policy] (R —ZER) ZEIRLET,
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FEAENRETIE, ROFIEEFESEHV)EFBA, =1L, PowerUserAccess 7V AT &2 A
LTWBBE, JIL—T L >TRHRAO-IILNEZGNYEBRADZENTEET, XROFEGE. O—IILZz5E
ZHBDENTERVWKRSIZ Testers TIL—TIZ "Deny" PO EAHFTZEBMTEHEERLTLY

F9, OPEEORETLOFIENBELZVESE. EMLAEVCEZEE#HHLET, "Deny" 7ot
AFAZEMTDE, PUOERAFAOLBEHNERENF EMICKY, EBLIS<KAEYET, "Deny"
TOEAFAR, ICEVAT a2 BVEEa0HMEHALTSEETL,

UpdateApp O— L ZS|ZEH< OO TV EAFAZERITDELDIICTAZ—1——TI—T%2Z%
BEIBICE

1.
2.

[A—H—TI)L—7"]. [Testers] DIEIZEIRL T,

[ZOEAFURTZBIRL, [PV CAFTOEMZZRLTAS, (1 F4 RIS —0FE
H)ZBIRLET,

[JSON] 2 7 %8R £ ¥,

RDR) D —ATFT—R X REEML T, AssumeRole O—)LICX 9 % UpdateApp 703
VEIEBLET, 47 Resource EE M PRODUCTION-ACCOUNT-ID % . Production 7 Hh >
RDEBOAWS PHOKRIDICEELTLSEZL,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

Deny T7 I ¥ Nk, Testers 7 )L—7°A" Production 7 A > K® UpdateApp O—I)LICF7 U+
ATBDCEZHRHICEBLET, TOO-MNICTIEALEDSETBRTAE—E. 7UOtAE
BOAYE—DZFEN)ET,

RS —0WHER] Z2BRLET,

deny-assume-S3-role-in-production XS B HFEZAHNLET,

[Create policy] (RS —&ERK) ZIBIRLE T,

—n T, Developers 1—H—%')L—7"I&, Production 7 7> K® UpdateApp O—I)LEFER TS
EFOOTIVEAHFAZFEODLSICKEY ELE, Testers I—H—4)L—7I&, UpdateApp O—IL%
FERTEEREA,
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RIZ, FRAYIN—0 David ' AEZRBAT V> MO productionapp /NTY NZT O EATS
FEICODVWTHBLET, David ik, AWS Management Console, AWS CLI, E7 Ik AWS API A5
NTYRNZTOIOELATEERT,

O—)ILZdWBRATT IO EAZTANTS

COFI—RNUTZIORAND2ODODATYTEZRET ULERKRT, AEREBATHUV MDY —
ACHITBIT IO EAFAZNFETHIO-IIIGVET, &, BRATHVNIE, T0oO—
NZEZFERATED 1Y —THEBRENEI—HY—TI—TEHYVET, CORATY T TR, AWS

Management Console, AWS CLI, 8 & AWS API OO—I)LADOEIYEXIZOVTHBELET,

/A Important
O—)ogyEZE, IAMIA—Y—FKEE7IFL—FT14Y RI-HF-LTHIM12L
EBEICOATEETT, 52, AmazonEC2 1 VARV AZBEBLTTF IV r—>3> %
RITIRE, TOTTVT—232B3FOAVARATO7 74 ) 2BLUTO—)L%Z5|&
BHZCENTEXRT, AWSTAHIRDIL—RI—H—&LTHAZA/2LTVREE
IZ. A=)zt EBERADERFRTEXRLEA,

O—)ogiyEx (A>Y-—I)

David A" AWS Management Console TAEZRBAREZRIETDIHLEN HBHFEF. [Switch Role]
(A=Y ER) ZFERITBZCENTEES, PTHIORIDEFERIAVTAEO-IINBZERE
INFE, David D7 I AERIE, O—IJLICK >THAETATVDEDICESICHYIYEDY FT,
RIZ, David @Y —I)I%ZFEBAL T productionapp /N7 Y NZRETDENTEEFTH, &
BAREOMODY —AF—BRETEEEA, David A¥O—IE2ERAFIC, BERAT7Z7HOMON
D—1—Y%—TOtEAFUEFERAITZI_ERFTEREA, ChiE, BARFICBMICTED T I EAFA
DEYNE1DODOXATHDEHTT,

/A Important

AWS Management Console Zff2 zO— )LDV E X E, Externalld Z4EEELEVT
NIV TOHRMELET, LEAE., PTHIUMOTIEAEZE=EICFSEL, 7O
T AHFAR) S —0 Condition EEIC Externalld BRI 2 ELET, TNHE. F
=FZIFAWSAPI FLEGEOAN D RZA Y= ZFEALTOAK, BEEOTHIONIT D
LRATEET, F=%F Externalld DEZBETEAWVWES, IV I EZFRHTESE
BA, COFUFADOFEMIOVTIE, TAWS VDY —ZANDT IV AEZEF=ZICFET
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PEEIANIDZFERATRAE EFIUT 47074 ® "TAWS Management Consoles &
KU TAWSADQIVOATHIO U RNT O EAZBMNCTDFE ZSRLTLEEZV,

David # IAM T [Switch Role] (A—IL O EZ) R—JICBBTZ(CE. 2 2OEENFHYET,

David FERERENLEO-IN O EBAREZE TV VZ2EEENSZTTRYET, U2 IR
A= OEK] 74— ROBER—, FEFIVOATAD MO0 [A—-IIOHE] R—D

EEECIRMHENETT, COVVIVZERTZE, [O-ILOYPY BRI R-DICBBLET.

DAR—TIZIE. [Account ID (FPATY KN ID)] & [O—ILE] 71— KAFTTEAAETATL
%7, David i&. [Switch Roles] (O—/LOYIV &%) K22 &ERTBEHFTT,
BEEEA—ILTYSIEZELERAN. RDVIC [Account D (FHIY K D) BES LT
[O—LE] DEEXELET, BEELYELIZ R, FEY REEDTETOBEEANTIHEN
HYET, ChEXOFIECRLET,

O—LZz&Y)HT3ICE

1.

David l&, AEA1—Y—JI—7T0BEDOI1—H—%FEH L T AWS Management Console (=
YA A2LET,

EEENFI-Y—CEX—ILIBIVIVZBRLET., chiZkV), David I&. [Switch Role]
(A—LOPYNBER)R—JIZBBENET, COR—JIZE, PHIOKNID, TAVTR. &
FOO—LEBBEHEFITICADETRATVERT,

-FEE-

David &, 7ES—23a>oN—0I1—H%—F (ID XZ1—) &i#IRL TH S, [Switch Roles.]
(A=) &Ex) ZBRLET,

David A" C D 53 T#% T [Switch Role] (R Y FOA—I) R—JIZT VAT R2ERF, ¥1E
T Ot ARA® [Switch Role] (A Y FO—II) R—IHFRRENET, cOXR—I T, O—J
ZHNVEBEATAWS THIUN 2EICOED VY —REZEBTEDRSICTRHEICOVTO
EBMEHRARAENET, David ' OFIEDEY ZZTTBICE. ZDR—T O [Switch Role]
(A—LOPNER) REZZBIRTDIULEN HYET,

RIC, O=IICTOEATS=HIC, David I& Production 7> b ID HS (999999999999)
BRUPO—ILE (UpdateApp) ZEANTRDHENHVET,

FlDavid &, BEIAMTTFZIOT47580O0-)E&, BEITZ TV EAHFAEZE-_RIILE
WEEBZATVET, COBERZEHTSDHIZ, [Display Name (RT-AB) TFARRY A
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TPRODUCTION: EABL, FEOFTS 32 %EIRL T, [Switch Role (A4 Y FO—)L)] %
BIRLETD,

4. N T, David & Amazon S3 OV —J)LZFERAL T, UpdateApp A— AT IV AFAZH
DNTYRBED)Y —AZRETEET,

5. RT¥2E. David BTN T U ELAERICEDCENTEET, TOLDICE, FEF— 3
> N—0O—)L&RE [PRODUCTION] (FOX 233 >) #ZIRLTH S, [Back to David @
111111111111] (David @ 111111111111 IZFE3) 2BRL £,

6. David AXRENICO—ILICEINEZRZDLHIC, FET—> 32 /N—0 [Identity] (ID) X Z1—7%&
RF¥B&, PRODUCTION I RUABIEIASZEDERKRICHE>TVWERT, TOI MU ZERY
BETT, THD M IDEO-ILBZBANTREAL, I<KICA-LICHYBERD LN
TEXY,

O—J)LDEv) & X (AWS CLI)

David "N Y RS AV TABRBREZRETILEN HDHBE. AWSCLI ZFERAL TV E
ABTSENTEEXRT, aws sts assume-role AN REZE{TL, O—J)L® ARN ZEL T,
FTOO0-LO—KHNEEFIVTAFTEERRZEBLET, RIC. REZBRTETNS OFELE#HRZ
BREL, TNURERO AWSCLI ON Y RA, O—ILOT7 0t AFAZERALTEETDILSICLE
¥, David "O—IZERAFIC. BRATHIOMOND—1—H—0EREFEATDIEEFETESE
BAh, chik, —EILBMICTERTIOEAFTOEY NE1DOHKTHBEHTT,

IRTOT IV EAF—ER—DOVRHICTEY, RRICEFZOISICHEATEZVIEIEELTL
EEW, SAT7TREQEYBEICEERITILEEZL,

O—LZz&Y)HT3ICE

1. David ANV RZ7OVFRNI4 2 ROERAE, ROIN REEFTLT, AWSCLI 9547
RABELTWVWAEERIBELET,

aws help

(® Note

David ®7 7 #JL NERE T, David ANV RTHERLEF7FIILN07O7 714
N5, aws configure 1—H—FFEIEHEFEALE T, FMIC OV TE., TAWS
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Command Line Interface 1—*%—7j4 Ry ® "AWS Command Line Interface M &%
IH:EO d E%&?ﬁb1< rlfé \I\O

2. David @FXOONY REEFLTO-LOYYEZ7OLRAZHBL. AEEBRT ﬁ?/hf
UpdateApp O—JLICYIWEAE T, O—IILZERL-EEEN S, O—J)LO ARN ZEIEL
Lo ONVRTER, Y23 RERHIIMEBEHYET, 113’i/53Z/?§LZL14{i§095:4=5(
NZRBIRTEXT,

aws sts assume-role --role-arn "arn:aws:iam::999999999999:role/UpdateApp" --role-
session-name "David-ProdUpdate"

HAOLLREADEDSICRRENET,

"Credentials": {

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",

"SessionToken": "AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIJx9tQqNMBEXAMPLE
CvSRyh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOOEXAMPLEM] 4wxSQ4L/
UZEXAMPLECihzFB51TYLto9dyBgSDy
EXAMPLES/
g7QRUNZp4bgbEXAMPLENWGPY0j59pFA4INKCIkVgkREXAMPLE j1zxQ7y52gekeVEXAMPLEDiIB9ST3Uuysg
sKAEXAMPLE1TVastU1AQSKFEXAMPLEiywCC/Cs8EXAMPLEpZg0s+6hz4AP4KEXAMPLERBASP
+4eZScEXAMPLEsnf87e
NhyDHg6ikBQ=="

"Explration": "2014-12-11T23:08:072",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE"

}
3. H® [Credentials] (FREEER) 02 a v IliEk, 3 DOXAERBBIRRENET,

* AccessKeyId
* SecretAccessKey

* SessionToken

LBOMUOBLTINSONTXA—2%ZFRAT3ICIE. AWSCLI IREZRETHIHXEN HVE
o RHIBERMERETDETETTERFZEDEM-COVTIE, TAWS Command Line Interface
DHFREL ZZBLTILKEZV, Y23V =02 0BBZYR—ILTVEWEZS, aws
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configure ANV RZFEATHICERTERRA, EEL,. REV77AINICFHTERZASD
FTRENTEET, ChSEEVWHRIAEBHNEV—RNEFEEREOT, RENOIN VR
SAEYI A OREBEICEMTDION REBFETT,

4. Davidld, REICI DDEZEMTS 1, BIOATY7OHAZLYEY, XOOX RIZE,
WG ET, v 2 a>o =0 HEI0RTORBICRRTEESD, 20T EBETHFARNITA
X—THYEY) EBEYFITEITVET, CCTRDLDHAIRIKTZILEHICHITLTRREATY
FIN ATORVXEIELTANTRIHRENHYET,

(® Note
LTOHITIE Tsety NREZHEER TS -HNOIN REBZE2TLS Windows IRE
TEESNEIONRZRLTVWETD, Linux £zl Mac O E1I—2 TR, KHYIC
Fexporty ANV RZEFEALET, cOBICBT2MMOEIBRIEEITNT, 3 2NIIRETEHE
MTI,
Windows Powershell Y =)L O ERSEZQOFHMICOVWTE, IAMO—ILA A0 EX
(Tools for Windows PowerShell) 25 8B L T & L),

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIIx9tQqNMBEXAMPLECVYS
Ryh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOOEXAMPLEM] 4wxSO4L/
UZEXAMPLECihzFB51TYLto9dyBgSDyEXA

MPLEKEY9/

97QRUKZp4bgbEXAMPLENWGPYO0§59pFA41NKCIKVgKREXAMPLE j1zxQ7y52gekeVEXAMPLEDiB9ST3UusKd
EXAMPLE1TVastU1A@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZSCEXAMPLENhykxiHen

DHg6ikBQ==

COBRBAT, XOOAX RIEFEVWTFNINE, ChSsOFRIEBRICEK>TEANSNEZO-ILOTIOEAR
HRTRITENE T, David DFEIE. UpdateApp O—ILTT,

5. Production FADORDVY—=RIZTIVEATEHIAN REEITLET, cOHITE,. David &
ROARREFERALTSI/NYY N TOYO—ERZRLET,

aws s3 1ls s3://productionapp
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Amazon S3 /N7 Y NBRHABICIZ—0UTH2LEH,. \TYRNEFREITZTHINID ZEE
ITRIREBRFHYVEEA, TOMO AWS H—EADQOUY—RIZTIEATDICE, TODUY—R
EZRIBDLEHICHERIV REBXICODVTRHRE TN TVBIRRYT—EAD AWS CLI ® R
FAXRZSRLTLEZY,

AssumeRole (AWS API) 0§ F

David k. A—RASKEBREBRATHI N EEHIDILENH DB S. AssumeRole ZHTH
L. UpdateApp O—ILZWMEBLET, cOFTELIE, David " EREEBRET7HINIHS
productionapp N7 Y NCT7 VAT B LEHICEATE S —BNARIEHRZERLET, s

DREEEHZEEAL T, David Ik productionapp N7 Y NZEFH T2 APIRUOHL&ETS &N
TEEY, LEL, EBAT7HIMNOND—1—H—TIOAFAZFE>TVTE, XEXRBAT
NI RODMDIY —RAIZTIOEATDAPI =)L ZTSCERFTERE A,

O—)LZz&lV)HETBHICE

1. FAEY R, P7UVT5—>3a3>0O—#HEL T AssumeRole ZHUOHLFET, 1—H—
l&. UpdateApp ARN: arn:aws:iam::999999999999:role/UpdateApp LIEET B HEAH
HYET,

AssumeRole ' LA S ML AR AICIE, AccessKeyId & SecretAccessKey 22—
ROBREREHRIrEENTVE T, T, RIAMEFHROBVHRZ T Expiration KFEEESR
nTHY, HLLFEIHERZV VIARNTBIREN HYET,

2. —KWAFEIEERZFEAL T, FM1EY RiIE s3:PutObject BO'H L 21T
W, productionapp N7TY RZEHFHLET., 1—F—F, AuthParams NZX—R&L T
APl FO'H U ICFRRERHZEL £ T, O— )L O —BM&ERAIERIE productionapp N7 Y I\
TOHABNBRVEBEZIAKGZERAOT IV EATH2 12, XEEBRAT AV NTOHDOT
>avRERENFET,

O— ROBI (Python Z4EMA) (D WTE. TIAM O—JL (AWS APl) OV &%, 23R T &
Lo

BEVY—A

« IAM A—H—E1—H—F)—7OFHM-DVTR, TIAMID (1—H—, 1—H—45)L—7.
O—Jl)) 22RBLTLSEZL,
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« Amazon S3 /N7 Y N OFEMIZ DWW T, Amazon Simple Storage Service 1—H#'—744 RD /X
TY RDERL ZBRLTLSEZV,

- FBHEY— (BRETEIMEBELETHIOMNACHBZTHIONOTV I NLICO—)LZE]
EZFRTIORAEN BN ESHICOVTIE, TIAM Access Analyzer £ ld ) ZZRBLTLKEE
(A

Ey )

CMATOOARATHIVNAPITIOEADFI—RNITILFERTLUELLE, fIOTHO MEfEREZ
BEIZIO-INZERL., BEENLEIVTFATANRTTEDTOa v EERLE L, RIC,
EOIAM 1I—H—HFO-IILZMBTEZION ZHBITBDIN—TRI—ZEELEL L. TORE
R, BART7HAVMOFROYN—, —FHNEREEREERAL TEAEBRBAT7T LV MBS
productionapp /N7 Y R E2EFHITBDENTEEXRT,

AMFI1I—KRUTFTI: GUHBTOHARN—BEEBRI)—OERE
FRYF

COF1—KNUTI T, AWS Management Console ZFFAL THAZN—EBER) Z —&EK
L. AWST7AVN OFXRTOIAM I—H—ICTFRYFLET, ERTBIRUS—TR. IAM T

ARNI—%—IZ, AWS Management Console ICB#EY A A $5m+:MUERT IV EAF T2
5L%7,

COD—U070—C320EEXNBARATY IHFHYYET:
ATY T 1. R)S —BRIEKT D

T7ALRNTRIAM I—F—IC@T IO EAFARHVELA, I—F—REFHFITENhDE
T, AWSNEXIXRAVY=INWICTOEALEY, TOHROTF—RZEEBLEY TR LR
TEEHA. CORTYI TR, PRYFENEI—H—ICAVVY=IANOHA A %FAT
BPHARN—EBBRIS—ZERKLET,

ATVT 2. RIZ—DFRYF

I-¥—CRUS—ETRYFIBHE, I-¥—RRUI—CHERTSATLBEIRNTOT
URARBREMELET, CORTYT TR, FARNI—F—LHLWRUS—2T7RYFLE
¥,

A7 Y7 3 I—Y—FUEADTAL

RID—=HFFERYFENDE, Y- LTHIM42L, RUZ—ZTARNTEEXT,
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Q—H—H1 K

IR S

COFI—RIUTILIODATY T ZRTITRICE. LTZHF>TVBIHENHYET:

s ERET OV EAHFUEZEDIAMI—H—LTHASA A2 TEDANS THI N,

BT O&S BERELEXS/N—2y THBEUETSATOEVF AN IAM 1—H—,
[User name] (1—%—%R) [Group] (Z'IL—7") A

PolicyUser <IL> <ZL>

ATYT 11 RIS —ZEKT D

CODATY T THERTZIHDAEZIN—EBEBRIS—Tlk, FEYFEhiI1—%—IC, AWS

Management Console [C A2 A2 LT IAM TF—RICT VAT BHHBERT VAT 2

BEL&EY.

TARNI—H—ORID—ZHERTBICE

1. BEEERZF DI —%MEHL T, https : //console.aws.amazon.com/iam/T IAM 1> Y —

WAL LERT,
2. FETF—=23URADT, [RUI—]ZEBRLET,
AVTIRAUT, RIS —OER] 2BRLE T,

T CcOTFANZ[UJSON]RY JAICEERTET,

{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Action": [
"iam:GenerateCredentialReport",
"iam:Get*",
"iam:List*"
1,
"Resource": "*"

3]
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5.

6.

R —DREERICERENCEFIVTABE, I5—. FEE—BRNBEBEEZHERLTH

5. [Next] ORN\) ZZBIRLF T,
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WD TE [Visuall & [JSON] TF 4 BA TS 3> U BR B ENTEES, 1L
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ZEERLTED A7 ITFARICEDETHRENTDCEN B ET, FMICOVWT
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RUS—UARNDLEBBIEHDBREARY VAL, RUS—HFRRENDET
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H—EA%ZHR—NT2 ABACHERETDEZBIRLET, XRTICEILKRIAEZYR—NT
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RTdE, TOBMNAWS THREOTVIONIICERAEhET, TOHE, ABACZFEALT,
NSOBMICESVTTZ IV AR T Z2HFIFELFERTEELET, SAML7IFL—FT1YRIDTO
v a RIJ0ERECOFI—NITIILEDEWZOWVWTE, "TIAMFa1—KUTJL: ABAC T
SAML v > 3> &0z ERAT%51 2B LTEEL,

IVSZTIIBRCRMERIEF—LD A /N—IE, [Pegasus] £ & [Unicorn] DWTFhh DT
OIORIEMLTVET, ROIXFOTODIIVNBREF—LRTEZRBIRLET,

* access-project =[Pegasus] 7O IV NDHFAE peg

« access-project =[Unicorn] 7O T U MEEE uni
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o200 FER 2B EEV,

FESHEOHE

- EEF., 1—Y-FAEHREFERAL YA (4L, F—AEZ7O T2 M0 IAMO—)L%5|
EZHET, 2EICHMBEO IDATLANHZEEEF. REEN IAMI—Y—HXLTO—-I)lL%Z5 &
BB ENTERELSICTIFL—3AVERETEET, FMICOVTRK., TIAMFI1—h
)7 )L: ABAC TSAML v > 3> R2TERAT2, 25RBLTSEETL,

e INTOO-NICEURIS—HFTFTERYFEIhET, 773k, RTICEIVTHATLEEIE
BENhZFT,

- REBER, O-)LICBEAThZELRTZEVY—RAICTRYFITREAICRY., ILLWIY—R%E
ERTEEXET, chickl), REBFERBICVUY—RAZRRTEEXTT, EEEEF, TLLWUY —
ANDARN ZFERAL TR —2EHIDIMBEN BBV ELE,
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- IAMEEERG, ILLWOIIONIHLVO-IILZEMTEERT, HLL IAM I—H—Z /K
LTRIFEL, BUIBO-IANDT I LAZHAATERT, EEERF, HLLWIODIIRKL
BF—LXN—ZHR—RNITRLEHIIRV —ZHETIHVEZH)ELEA,

COFI—RNUTILTE, FVY-RIZEITFEFL, Z7A2 o NO—-LICRIFHFLT, 8l
ROBEZFN TSRS —2O0—J)LICEMNMLET, HRELTEShBRUI—TRRO-/
Create, Read, Update, & &UDeleteld. AU7OP IV RNRITEF—LERITNFIFHsnizl
V—AANDOT VA ZHFALET, CcORII—TR, BUF—ATERIFHENEIY—AICHT
2V0A7O2IYUNRead PO EREHFTENET,
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COFI—RUTLOARTY 7ERATHICR. ATFER > TVIRENBYET:

« BEBET OV LAFAZZF D>I—HY - LTHA A TEDAWS THI N,
« ATV 3 TO—INEERTHIEHICFERATD 12MOTHI K ID,
AWS Management ConsoleT AWS 7HJ > N ID BEZHEIT DI, TES—>a>N—nha

LB [HR—BF ZBRLTHS, [MR—bEVE-]ZBRLET., EAlOFET—>3TR
AT NHO2 RES (ID) A RRENET,

aws

- Services v

Support Center X

Account number: 123412341234

- AWS Management Console T® IAM 1—H—, O—J)L, RUZ—OEREREOER, 12
L. IAMBE7OLANREBICHR—MBELZFEESE. COFI—-—KJUTILTRE, RATYTN
AATY7TDOFIERSRBTED UV EBRBLET,

ATY7T 1 TANI—H—ZEKRTD

TANTR, LRI TO-L%25|ZZ2HDTIOLAFTZE D4 AD IAM I—H—ZERLF
o chiZkY), F—ALI—HF—2Z2zEMLXI<KBZYVET, I—H¥—-ICxTztrde, 1—%—
FELVWO—-ILZ25ZZH2EHOOT7 VA EZHEBNICRELET, 1—H—»1070>z
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1.

FOEHIZ, ROADARI—EER)S —% access-assume-role EVD BRI THERL E
To JSSONRUSD—DEROEFEMCOVWTIEE, TIAMARUS —0ERL Z5BLTLSEEL,

ABAC RS —: IXTMH ABAC O— /L2522 F2H. I——-—cO-ILEINF—HI 258
D

RDAR) D —TlE, I—Y—I&, access- BEIIL 71V IOREREIDTHINAOEED
O—)%z5|EF 32 z2HFTLET, O—JICEF, I—F—EBALZ7OSIORN, F—L4L, &
KU AANEVR—BRITTRIFHITIHLENHY)ET,

CORIVD—ZFEATBRICRE., 1 ZVYIEOTL—ARILI—TFAREEERDOTHIV N
BHREBEMAET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TutorialAssumeRole",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::account-ID-without-hyphens:role/access-*",
"Condition": {
"StringEquals": {
"iam:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",
"iam:ResourceTag/access-team": "${aws:PrincipalTag/access-
team}",
"iam:ResourceTag/cost-center": "${aws:PrincipalTag/cost-
center}"
}
}
}
]
}

COFI—RNUTILEZEROI—HY—ICAT=ILT2ICE, RIUS—%2TIL—TICTFTEYFL,
FE1—H—=J)—7ICEMLET, FHEICOVTE., IAM I—HF—JI)L—T DERS KTIAM
IN—TANO1——0EMEEIBRESRBLTLSEETV,

LT®IAM 1—H—%4#R L, access-assume-role 7V ZAHARIS —&T7RYFLE
9. [AWS Management Console NN 1—H—F Iz AZRH] MBIREhTWD Z & Z2#R
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THS, RDRTZEBMLTLKEZV, ILLWI—F—OEREZTFTOFMCOVTE,

"IAM I—H—0ER (V)L ) 1 ZZRLTLSEZ L,

ABAC 1—H—

[User name] (1—%—%R)

access-Arnav-peg-e
ng

access-Mary-peg-qas

access-Saanvi-uni-
eng

access-Carlos-uni-
gas

1—%—27%—
access-project
access-team
cost-center
access-project
access-team
cost-center
access-project
access-team
cost-center
access-project
access-team

cost-center

ATYT7T 2.ABAC R —ZEKT S

d1—%—%7J{E
Peg
eng
987654
Peg
gas
987654
uni
eng
123456
uni
gas

123456

access-same-project-team EWSHFNDRDRI D —ZERLET, CcORUI—F, DA
TYZ7TO—ICEMLET, JSSONKRUZ—DEROFMICOVWTE. TIAM AU —0ERKL &

ZRLTEEL,

COFI—RIUTLNICERTERZOMHORIZ—ICD2VTE, UTOR—JEZSRLTKEE,

c IAMZ U2 NILADT 72 A0 I
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« Amazon EC2: 7O LB XV AV =) TIA—H—NRITFHFENEEC2A AR ADEH
PELEHTTS

« EC2: — I BTV INLETEVI—ARZTICETVTA VARV AZRBELEEFLTS
« EC2: BT ICE KAV ARV ADRBE L FLE
s IAM BEQR TV Z2H DO0-I)LZ5221T3

ABAC R — U NIEVY—ARTHN —BT BIFEICDH Access Secrets Manager ')
V—RACTO12ATS

RDRYSD—TlE, VY—ADER, ZHEVY . WE. BIRZTIVNILICHFTLERTH,
ThSsOUY—ARICTVINLERBUF—EEBORTHFZITHFHENTVBFZEICRYET,
TODINAHFII—REERTREEIL, TV NILORITIZ—HRTBEZFDaccess-
project. access-team, &KX cost-center XTZEBMITBIHBEN HWET, ORIV —T
&, A7°>3>® Name £ I& OwnedBy T DEMEHFATEhET,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllActionsSecretsManagerSameProjectSameTeam",

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",

"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:ResourceTag/cost-center": "${aws:PrincipalTag/cost-center}"

},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"access-project",
"access-team",
"cost-center",
"Name",
"OwnedBy"
]
I
"StringEqualsIfExists": {
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"aws:RequestTag/access-project": "${aws:PrincipalTag/access-project}",
"aws:RequestTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:RequestTag/cost-center": "${aws:PrincipalTag/cost-center}"

"Sid": "AllResourcesSecretsManagerNoTags",

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

"Sid": "ReadSecretsManagerSameTeam",

"Effect": "Allow",

"Action": [
"secretsmanager:Describe*",
"secretsmanager:Get*",
"secretsmanager:List*"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}"

"Sid": "DenyUntagSecretsManagerReservedTags",
"Effect": "Deny",
"Action": "secretsmanager:UntagResource",
"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {
"aws:TagKeys": "access-*"

"Sid": "DenyPermissionsManagement",
"Effect": "Deny",
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"Action": "secretsmanager:*Policy",
"Resource": "*"

CORYS—TITISE

« AllActionsSecretsManagerSameProjectSameTeam AT— KX N, UY—RARIH T
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AT—=RXY RN, 320&%HBT7OY IV ZEALTABAC ZEELET, UUVITANE, 3207
AY 23NXTH true ZIRFTBEICOKIFTENET,

c WEENLEZTF—HFVY—RIZELEL, TOEATIINLORTE—BRTRIER. 0O
AT—RMAVNORAOFHETOY Vi true ZBIRLET, cO7OY I, —BHLEWVWRYT,
FERVY—RARIFHZEHYR—RNLTVEWT I3V ICHLT false 2 BLET, 207
AY 9 THEAETAhTVEVWT O3 ICDO2VWTE., TAWS Secrets Manager O 792232, 1
V—A, BLRUEHKF—, Z5RBLTLKEEV, COR—=D K, [Secret] VY —ARA T TE
TENBT7 U232 N secretsmanager:ResourceTag/tag-key ¥ —%ZHKR—KL T
WBZEZRLTWET, —F D Secrets Manager 7 7 3 > Tk, GetRandomPassword ¥°
ListSecrets B&E, TEDOVY—RARATZHR—KNLEBA, ChESDT I IAVZEFHFITTS
IZiE, BMOAT—MX NZERTIHLENf HYET,

- 2FBHORBHT7OY IR, VIIARTEENLEIRNTORITF—HFIBEEhEUANIEEN
TVWBHBEIC true ZIRLUET, Chik, StringEquals RHEEFEL EEIZ ForAllValues
EEALTITODIAET, F—FLEF—0EY hOYTEY N EEhBVHE, £HE true
ZRLET, ChiZkVY, UVITARNTRIZETEZFHALZWV Get* ARL—2 a2 AH
BEICBEYWET, VDITIRRICVANIBVRIF—NEENTVRIEES, &4 false ZIRLF
T, JIOTIARTEENDIXNTORTF -, COVARARNDAN—E—HITRIHENHYE
T FMICOVTR., "TEFECITFANF—1 ZZRLULTLEZV,

c 3BEHOZBGETOY IR, VOTARNTRIDSFELFYR—RERTVBES, 3 2FXT
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/A Important
CORYD—TR, T—ERAICRTEIZIXNTOT V> A Z2FAT2EBAEATIhET
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ETIDINIUDZOT O AVORTEHAATBIMORIS —KYEBEEINET, C
niCkY), BERULBWVERNFELUD AN B ET. RANTZI9T1RELT, ARW
BIEBE, TOTIIVEHATIRAF CVEESCOAFEALET., ThUADIFE,
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TAETAZTARNTRZET, PVRAFANBEESY ICHELTWSD L Z2BRALET,
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BI1—H—ELTHA AV ULERRICLET, TAMIEK, 750V 0OEBEV 1 RUELE
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1 > L. https://console.aws.amazon.com/secretsmanager/ T Secrets Manager 122V — /)L % B
2FT,

access-uni-engineering O—/IADQYIWEZ EZRAET,

CODARL—2a&, access-Arnav-peg-eng 1—H—8 K access-uni-
engineering d—JL T access-project KU cost-center ATEN —H LBV EHEAEK
LET,

AWS Management Console TOO—JLOHIV BEZOFMIZDVTR, "O—-J)Lod EX OV
V=) #BRLTLSEZL,

access-peg-engineering O—JLIZYIVEAXE T,
DToEREEALTHLLVS —JLY NZ2RTFLET., >— VLY RNERFIDFEILCDOVT

(&. TAWS Secrets Manager 1—H—H4 Ky © "EXNEI—TOL Y hOEHRI 28R T
<EEL,
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/A Important

Secrets Manager &, Secrets Manager £EE T 2EMD AWS H—E R ICXK T 2R
FrLVEVWSTI—RERRLET, HlAEF, Amazon RDS F—EZXR—ANRIERZ
ERTBICIE, RDS 1 AZX A, RDS T AZ—., Amazon Redshift 7 5 A X —%
HRRFTETIVEAFINMBETT, cOFI—KNUTILTRINSOEED AWS H—
EXAZFEALTVEVESD, chSsOT7S—MNEEBRLTHAFEVEL A,

1. [Select secrettype (—2O L Y NZA 7T D&EIR)] £ 3> T, [Other type of secrets ({1 D
BEO—IVLYRNZEBRLET, 220TFARNKYJRAIC, Ttest-access-key,y &
test-access-secrety EABDLET,

2. [Secretname (>>—2L Y hHR)] 714 —JLRIC Ttest-access-peg-engs EAHDLET,
RDRNSEBDRTDEAEDLEZEML., BEEThIHEZHFELET.

4. [Store (R7F)] ZBIRL T, >— VLY MNOERZEHAETT. ANL—JICEENINBEL 25
& &, BID Secrets Manager A Y —=IR—=JICRY, UTOF—=TIASROERTEY K
ZERALET, REOZTEY NEFFATEh, >—OJLYRMNEEEICERLET,

test-access-peg-eng O0—J)L M ABAC X T D& EHLE

access- access-
project team X
%27 fE ZA:
(none) (none)
uni eng

Peg qas

cost-
center

2T 18

(none)

987654

987654

Bmoso

(none)

(none)

(none)

FRENZEHE

access-project X DEN
peg DO—JLDEE—HL WL
», EFENEL L,

access-project XJ DEN
peg DO—JLOEE—HKL BV
H., EEEhEL L,

access-team XJD{EAN eng ©
O—)OEE—HLEVED, £
BENKRL L,

ATYT 4 2—OLY NOERETANTS
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access-
project

2B

Peg

PEg

Peg

access-
team %
JE

eng

eng

eng

cost-
center

2B

123456

987654

987654

Bmnxg

(none)

owner =
Jane

Name =
Jane

FREENDEE

cost-center XJTDEN
987654 MO—I)LOEE —HL %\
S, EREhFL L,

3ONXERININTHELEL, *
DEFO—-ILOEE—HLTEH,
RS —TEMODARY owner NEF
AEnEVWED, EEEEhET,

B3ODMUERININXNTHEEL.,
ZTOEAO-ILOEE—HLTV
BrHFFAENET, A3
D Name RTZEHBDEEHTE
x7,

HBAOT7ORL, ATOEO-INERTEICODVWT, COFIEOKIID 3 DDATY T &igY)
BLET, COFIEND4BEEODATY T TR, RELTWSRART, A7>3a>nirTJ, #Foas
nNTVWEWRY, ENBEXTEOEY NETARNLET, RIC, RERZITZFERALT, XOAR

JeEmEFI>V—ILY hEeRLET,

ABAC O—JL& &Y

[User name] (11—

¥—%)

access-Mary-

peg-qas

A—JL&

access-pe
g-quality-
assurance

>—OLY B

test-access-
peg-qas

>—0Lv k&Y

access-project
= P€g

access-team
gas

cost-center
987654

ATYT 4 2—OLY NOERETANTS
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[User name] (11— O—I)L& =LY RSB =Ly KNZYT
H—%)

access-Saanvi- access-uni- test-access- access-project
uni-eng engineering uni-eng =uni

access-team
eng

cost-center

123456
access-Carlos- access-un test-access- access-project
uni-qgas i-quality- uni-qgas = uni

assurance

access-team
gas

cost-center
123456

ATFYVT 5 U—9LYRNDERRETANT S

ZFO-NICTEYFULERID—IZKY), #EERFR7OP IV NIBREL, F—ABTRIFSHE
Nie>—ULY RNERTTEET, Secrets Manager TAO—)ILZTARNLT, PUOEAFANEEL
BYICBELTVWSR L ZBIEELET,

BEBRRINHDBEERVEEDI—JLY NORTETANTDICE
1. ROVTFhALADOIAMI—HF—ELTHA2A12LET,

* access-Arnav-peg-eng
* access-Mary-peg-qas

* access-Saanvi-uni-eng
* access-Carlos-uni-qgas

2. —HY30-)LICHOYERRT,

* access-peg-engineering
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* access-peg-quality-assurance
* access-uni-engineering

* access-uni-quality-assurance

AWS Management Console TOO—/)LOEIYEXOFMICOVWTR., "TO—ILogyYEX (O
V=) ZZRLTLKEEW,

3. EROFES =23 RAUT, XZ1—TAAZBRLTX_1—%EL. [Secrets
(=LY NZERLET,

4. BEOO—LNICEEELS, 7= 4202 —IL Y hIXRTHARRENET, Ch
[&. access-same-project-team EVSBERDRIZ—TINTOIY—RIZKHL T
secretsmanager:ListSecrets 772 3 FFAE B HTT,

5. WFhhroo—IL Y hOBETZEIRLET,

6. —ULYRDODEHER—IT, O—ILORTICE2T, R=DOAVTUVYERRTEDINED
AHFREVET, O—IILOBEES—IL Y NOBRHZLEBRLET, AULF—LBEZHET S
&, access-team AT —HLET, “HLBVES., TV EARERTEIET,

#O—J)L® ABAC >—7 L Y NRRENME

A—J)L%& >—ULYKNB THRENDEE
access-peg-enginee test-access-peg-eng AT
ring
test-access-peg-qas EE
test-access-uni-eng AT Al
test-access-uni-qas R
access-peg-quality- test-access-peg-eng S
assurance )
test-access-peg-qgas A
test-access-uni-eng BE
test-access-uni-qas AT
access-uni-enginee test-access-peg-eng AT A
ring
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A—ILA& >—9LvY KB FRE N2 EE
test-access-peg-qgas ER
test-access-uni-eng AT Al
test-access-uni-qas R

access-uni-quality- test-access-peg-eng ER

assurance
test-access-peg-qas A
test-access-uni-eng BE
test-access-uni-qgas A

7. R=OLEBIZHB/NKFUARNDS, [Secrets (—V LY M &ZBRLT—ILY RO
DANCRYET, BB20-)L2FEALT, COFIEORTY S22 EVERL, §8>—JL Y b
ERRNTEDINESIHNZETANLET,

ATYVT 6: AT—ZEUTAZTANTS

A—IAX—=—AOF77+tAO> rA—JL (RBAC) &L EBMER—ADT VA2 MA—JL (ABAC) &
FATHIEELEHR, AT—ZEUTA4TT, @AHLLV IO I VN, F—A, LR AE
Z AWS ICEEINT 35BS, ABACEBORV—2EMIIHLEBREFHYELEA. HlZE. Example
Company A" [Centaur] EVSBRIOFHL V7O TV MCESEZRHELTWSBELET, Saanvi
Sarkar EWS I ZTFH [Centaurl DV — RIS ZFERY, [AZ0—217702 20 ~MIEY)
HATVWET, £, Saanvilk Peg 7O TV NDEXEELEIEB L E T, £/, Nikhil Jayashankar
ZIELU®, [Centaur] Z7AZP TV MO AKICEYBETH UK EASTEIVZTEVET,

FLLWOD IOz AWS ICEMNT I
1. IAMBEBEI—H—-LTHA 120, IAM 12V =)L (https://console.aws.amazon.com/
iam/,

2. EAOFET—>3RA42T, [A—J)] Zi#IRL. access-cen-engineering &WS &EH]
O IAMO—)LZEMLET, access-same-project-team 7V AFARI I —%20O—)L
72y FL, xoO—IILRJTE2EMLET,

* access-project =cen
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* access-team=eng
* cost-center =101010

3. ERlOFES—23asRAIT, [A—Y—]ZBRLET,

4. access-Nikhil-cen-eng EVSHEBOFLWVWI—H—ZEML. access-assume-role &
WSEBRIORIS—ZTEYFLT, RO1I—H—XRTZEMLET,
« access-project =cen
* access-team=eng
* cost-center =101010

5. "A7Yv74:.2—0LYNDERETANTD ) BRE TATYVS5:—OLY NORRET
AT, OFIEZFERALET. BIOTZIH 4> ROT, Nikhil A" [Centaur) T2 ZF 1)
O —=OLYRNDREERTEDCE, B NKhIAFIXTOISZTIT—DOL Y
RERRTEDZEETANLET,

6. BEBELTIHA A LEXAVTZIOH D42 ROT, 1—H— access-Saanvi-uni-
eng ZERL XY,

7. [Permissions (7 2 A )] 27 T. [access-assume-role] 7 VL AHFAIR) S —ZHIBRL £
C

8. access-assume-specific-roles EVWSBRIDRDA T4 RI—ZEBMLET,
I—HF—ADASAVRID—OEBMOFMM-ODVTRK, "I—HY—F@FO—-ILOA2FA
VARV —FBHIATICE (OY—))) 2SRBLTLKEETV,

ABAC RUZ— HEOO—I) O HMET S

DR —Tlk, Saanvi #" Pegasus 8K Centaur 7O TV NOI T )T 0O—
LWZB|EZTBDEZFHALET, IAMRBEBEXITZFR—NLTVWEWVWESH, COHAX
LRV —BERTEIHBENHY) FT, Saanvi ®1—H—IC access-project = peg B &KV
access-project=cen DRI &Z[FIBD LR TEFERA, 512, AWS RIEEFILATEA
DEIC—HTBDERBFTEERA, FHICODVWTE., TIAMB LT AWS STS TORI T D
FAL Z2ZRLTLKEZV, KDYIZ, 5IZRHRZENTER 2 OO0 EZFHTEET
BDURENFHYNET,

CORIVD—ZFEATRICRE. 1 ZVYIEOTL—ARILE—TFAREEERDOTHIV N
BHREBEMAET,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "TutorialAssumeSpecificRoles",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::account-ID-without-hyphens:role/access-peg-
engineering",
"arn:aws:iam::account-ID-without-hyphens:role/access-cen-
engineering"
]
}

}

9. TATYVZT 4 —OLYRNDERETARNTD1 BRY "TATYVT5:2—ULYRNOKRTET
AT, OFIEZEALET. BOTZIH T4 RIT, Saanvi A A OO—I)LZBIEE
FRCENTER L ZBALET, O—-LOXJIIHLUT, 7O I8, F—L4A, LT
AMEE—DHEO—DOL Y NEERTEDEZWAELET, iz, ERLEEL YD —
JLYRNZEYS, IVSZFIVVIF—LAMETRZINTOI—ILY MNMIBIRFHMEERT
TED_ELZHAELET,

ATVTT7:—OLYMNDODEFLEIKRZTANTS

O—=J)LIC7 XY FEn access-same-project-team RUT—IC &V, REBRFZ7O T
N, F—A, DANEYZ—TRIFHENLES—IL Y NEZEHB L THIBRTEE T, Secrets
Manager TA—)ILZTARNLT, PUOECAFANBEESYICEHEL TVD EZERBLET,

BEEZTOBEIIANIDST, >—ULY NOERERIBREZTANIBICE
1. ROVTHhADIAMI—H—&LTHA 212 LET,

e access-Arnav-peg-eng
* access-Mary-peg-qas

* access-Saanvi-uni-eng
* access-Carlos-uni-qgas
* access-Nikhil-cen-eng

2. —H¥A0-)LICHOYERRT,
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* access-peg-engineering

AWS Management Console TOO—/)L DYV BX OFMIC DWW T,
V=) ZZRLUTSEZ L,

access-peg-quality-assurance

access-uni-engineering

access-peg-quality-assurance

access-cen-engineering

"O—-)of)EZ (O

3. O—-lZ&lC, =LY NOHBAEEHFL, ADZ—IL Y NEHBKRLTHTLSEE W, ¥

MICOWVWTIE,

=LY bhoEIlREERT) 2ZRLTSEZL,

Z£O—)LMO ABAC>—OL Y NOE#H & HIKREME

O—JL&

access-peg-enginee
ring

access-peg-quality-

assurance

access-uni-enginee
ring

access-peg-quality-
assurance

[BLE]

T, BER—ADOTI7+EAO> ~ O—)L (ABAC) DRV ZERATRIIEOICXERINTODATY
THAERBILRETLELE, RUNTEREERTDHEEFVOERLEE, COEBETV I NLE

>—ULY KRR

test-access-peg-eng
test-access-uni-eng
test-access-uni-qas
test-access-peg-qgas
test-access-uni-eng
test-access-uni-eng
test-access-uni-qas

test-access-uni-qas

TAWS Secrets Manager 1—H%'—H A4 R, O '—OLYNDEE) $XRT

FERENDEE

S|

=]
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)Y —AICHEALEL Iz, Secrets Manager DB ZEA TSR —ZERL TEALEL L. &£
e ABAC Ik, FILW 7O T VKRR F—ALAUN—ZBNMTREBEEICAT—IITED ZLEFY
Flk, TORER, TANO—=IZFEALTIAMO Y =)LICHAL> 142 L, AWS T ABAC O3
JEFERTRHEZERBRTEERT,

(@ Note
BEDFUTTOXT I AV EFTTBARUS—2EBMUEL L, &VEBET 7 LA
AZF I I—H—FLGO-NLCAORVS—ZEBATEHBE., TU3a2RERITHTEYS
BB LETTREVCENHYET, IR, AdninistratorAccess AWS EXERL
—ZFRALTA—Y -2 BEBT IV EAFAZNHELTE, ChS5ORV—TRE
DT I EANFRENELA, BRORIS—HNBERIBZDEEOT IV EAFTDRESLED
FHCOVTR, "7HINMHATOVITIANOHAELRIEEORE) €8RLTLKE
=L\,

BRE Y —A
BEERIC OV TR, UFTOUY—RESBRLTIEEL,

« AWS M ABAC & IF

c AWS JO—NIUEHEITHFARE—

« IAMI—H%—0ER (VI

c IAMA—H—[CT7 0 EAHFAZZEET 2O OER

« IAM DY —=ADRIF

« RTEFBALEAWS UY—ZANDOT V7 ADH1H

- O—JogIWEX (3d2V-—I)

« AMFI1—KUTFJ:ABAC TSAML v > a3 R2J&ERATD

TFHOURNODRTZEZRV T2 FECODVWTEK., "TH—N—LAD—2 70— KT Amazon
CloudWatch Events ZfEFAL T AWS UY —ATRITDEERERTD ) 2SBLTLIEETL,

IAMF1—KUTFJ): ABAC TSAML v > 3> J&ERATS

BUR—AOT7IAIY ~O—JL (ABAC) K. BHILCETVTT IV EAFAZERT DR A HK
T9, AWS TR, chSsOERMRIERTEFENEXT, 2T, IAMI>T 1474 (A—Y—FizE
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https://aws.amazon.com/blogs/mt/monitor-tag-changes-on-aws-resources-with-serverless-workflows-and-amazon-cloudwatch-events/
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A=) ZELIAMUY—RE, AWS VY —RICTRYFTEES, ToT1T14FAWSAND)
DIANZITSEOICERENDE, TOTATAGTIINIERY), TUINILIZEERTH
BENET,

O—l%z5lg2F3cE, FERI—Y—27IFL—HFIBEEIC VIV RT ZEILEE

TEET, TOER, RIKMHF—ZEALT, FTCETVTTVINLVCT O EAFAZHET
BPRIV—ZERTEET, XV ZEALTAWS VY —A\NODT7 7 AZHEIDE, AWS KR

S—NEEZRSLTF—LEDVY—ARZILRTEEXRT. ABACKRUZ—F, BXDIUVY—-AZVRA
NIBHERD AWS RS —K Y EREMUANHY) TT. ABAC DFME. ROKRIS—ICXT B
KRIEDOWVWTE., TAWS O ABAC &l Z28RBLTSEEV,

AT SAML R—Z®D ID 7O/ X — (IdP) ZFEAL Th¥1—4— ID 2EE T 5HE1Fk. SAML
BHAFEALT. AWS OEDEN BT 7L ABBETS CENTEET, BRICH, JRAN Y
2—ID, I—H—0OE X—LF KLA, HESE. $LFTOVII NS TEEHBENT
EXI. ChoOEHZEY> IV ETELTETE, ChsOEYZIVETICETVTAWS A
DT I AZHHTEXT,

SAML BtZty> a7 U NIICELULTABAC F1—KUT7I 2ETT3ICE,. COREY
DICEENZZEEEFEALTTIAMF2I—RUTIL: RTICEDVTAWS UY—RIZTIEATS
OO T O LAHFNZEEZTD) DRAATVZERITLET,

Bl RS

ABAC TSAML &Y 23>0 2ERATIRATYTZRITIDICE. ROEOHFHBETT,

s BEODEMZEE ODTANI—H—ZERTES SAMLR—AD AP NOT I A,

« BEBET VLAFAZE I - LTHA (U TED L,

- AWS Management Console T® IAM 1—H—, O—J)L, RUZ—OEREREDER, =12
L. AMEB7OtRAORBEICHR—MRBELZBERF. ABACFI—KNUTILTR, ATV
NAARATYTDFIEESBTED ) VIV ZRBLET,

* IAM T SAML R—A®D IdP ZFREL BRI HVET, FHESIOFHEMIAM RF21 XV MADY
VOBRKRRTDICIE, TAssumeRoleWithSAML ZEAL LY a2 2002 HELY Z88BL
TLEEL,

ATY 7 1 TANI—Y—ZEHTS

ATYV7 1L TARNI—Y—%ZERTS OFEICHVET, DET7ONA T -—TERE D0, #
XEOIAMIA—Y—ZEMIZ2HBEEHYEEA.
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ATY 7 22.ABAC RS —Z KT D

ATY 7 22.ABACRI>—ZERTSE OFIBICH>T, IAMTHEELLEEERUD —Z2ERLE
EE

ATY 7 3 SAML O— )L ZEKL TRET S

SAML ® ABAC F1—hKUTIILZERATZHEEE. BMORATY 7E2RTL, O—ILZERLE
¥, SAML IdP Z5XE L. AWS Management Console 7V AZEMICT D XLEN BV F£T, i
C2WT., TATY 7 3 O0-)IZEKTHI ZSRLTLEE,

ATY 7 3A:SAML O—)LZEKT

SAMLID 7ONA A —&, ATY 7 1 TERL I test-session-tags 1—HY—%{EETH 1D
OO—)LZEKLET, ABACFI1—KUTILTR, Exd0-)I2JzF @R 00—/ ZzEH
LET, SAMLIAP A5ty > a>raxJ&2ETES, YEEEO-)ILE12EFTT, SAML XR—AD
O—II&ZEKTEDHEICODVWTIEE, "SAML20 7TFL—>3a > A0O—)LOER (DY =)L),
BSRBLTLSEEZL,

A—JLIC access-session-tags EVWS BRI ZNITET, access-same-project-team 7t
AFARD—ZO—IICTRYFLET, O—I)LOFERV—ZHFEEL T, XKORU> —=FEH
LET. O—ILOEHEBRERET D HEZOFHMICOVTE., "TO—IL0EE (JDV—I)) 2858
LTLEEL,

ROO—)LEEAR)S—TE, SAMLID 7ONA A —¢& test-session-tags 1—H—A"0O—)
EE|EZ D ENTEFRT, O—-IL%EGZZIDELERF, BELEIDOEYS a2 RTEET
PBEANHVET, sts:TagSession 7o Ik, v av BRI a2 BT CEZHFATHLEHICH
BT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSamlIdentityAssumeRole",
"Effect": "Allow",
"Action": [
"sts:AssumeRoleWithSAML",
"sts:TagSession"
1,
"Principal": {"Federated":"arn:aws:iam::123456789012:saml-
provider/ExampleCorpProvider"},
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"Condition": {
"StringlLike": {
"aws:RequestTag/cost-center": "*",
"aws:RequestTag/access-project": "*",
"aws:RequestTag/access-team": [
“eng",
"gas

]

},
"StringEquals": {"SAML:aud": "https://signin.aws.amazon.com/saml"}

Z® AllowSamlIdentityAssumeRole AT— KXV NICKVY, IVZZTF VI F—LABLUm
BRIF—LDX>/)N—IE. Example Corporation IdP *5 AWS IC7 I FL—23>0 33L&,
cOO—IL%ZE|EZ TR ENTEEXT, ExampleCorpProvider SAML 7’O0/N/ & —I& IAM T
EBEBETIhTVET, BEEERG. BELZ3I2OEYIIVERITEETISICSAML7H—>3 %7
TICRELTVE T, PH—23a BEMORTZETCENTEERITHN, ChS3O2BFFETH
PDENHVET, IDDEMIE. cost-center XT & access-project XTICH L TEEDEZ
BOCENTEERT, I21ZL. access-team BHER. DATIVZZTU I F—LEEEmE
REF—ALICHBDEZRT eng N qas IC—HITBHUENHYET,

AT Y7 3B:SAML IdP ZEXET %

cost-center, access-project, access-team DEEHE LY IV RXRTELTETLSIC
SAML IdP ZEXEL F£ 7, FMIC OV TIE, TAssumeRoleWithSAML ZFERAL Y>3 20

ZEWEL, Z25RULTSEEL,

ChoNEMZEY> a2 RTELTETICRK, SAMLT7H =3V ICUTOERZEORT,

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:cost-center">
<AttributeValue>987654</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-project">
<AttributeValue>peg</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-team">
<AttributeValue>eng</AttributeValue>

</Attribute>
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ATYZ73C:AVI—=NANTIERAZEMICITS

7IFL—TFTA4Y RSAMLA—H—0O2V—ITIOAZEMILET, FMICOVTRE,
FSAML 2.0 7T 7L —7 14 v RI—H—7# AWS Management Consolelc 7 7 ARIREICT D1 &
ZRLTLEZV,

ATYVT 4 —OLY NOERZETANTS

access-session-tags O— /)L Z AL T AWS Management Console IC7 T FL—KL&E T, &
MIZOWTE, "TSAML2.0 7IFL—F 1Y RI—H%—A" AWS Management Consolelc 7 7 2 A
AREICTR ) ZZRLTLKEE VY, RIC, ATYVT 4 2—0LYNOERETANTS OFIJEIC
HOT—ULYBMEERLET, BHEZHFDOELSD SAMLID Z2AL T, ABACF1—KUTI
TRENTVWRRTE—HEEET, FHICOVWTR., "ATv 774 2—0L Y NOERZETAD
T21 #SRLTLEE,

ATYVT 5 —ULYRNDODRRETANTS

ATV 5 =LY RNDRRETANTS OFEICH2T, 5IOATY T TERLES—TL Y
NERRLET, BHEEEFEODELSSAMLID ZFEAL T, ABACF1—RKUTZILTREATVE X
7‘t_ﬁéﬁ$a—o

ATYVT 6: AT—ZEVTAZTANTS

ATYVT6: AT—SE)T A4 &2TARNTD ORRICE 2T, A9—FEUT1Z2TANLET,
NzIT5CE. SAMLAR—AD IdP I XnEEZZF>HLWVWID ZEBMLET,

e cost-center = 101010
* access-project = cen

* access-team = eng

ATYVTT:—OLYNDODEFEHIKBRETANTS

"ATYVT7 7. 2—0LY hOBEFHEHIBRETANTZ) OFIBICH>T, >—IL Y NEEFH L
CHIBRLEX T, BHEZFOEZS SAMLID Z#EAL T, ABACF1—KUTILTRENATVWERY
E—HEEET,
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/A Important

RETNBEVRSIC, ERLES—IL Y MZITNTHIBRL £, Secrets Manager O &
REDFMIC OWTIE, TAWS Secrets Manager £k E 1 25RBL TS EE L\,

B=

CNT, PTUVRAHFAOERICSAML Y2328 Je VYV —-RARTZ2HERAITREHICHERZTAN
TOARTYTHFELKETLELI,

® Note

BEDXKHBETTOXRTIVIIAVEHFATEIRI—EEBMULELE, KYEEET VA
AEFEODI—Y—FEREO-)LICHORD S —%2HERAITIEES., 73 RERIFTES
B3 ETTREVCENHYET, FIZIE, AdninistratorAccess AWS EIER
J—ZFEALTIHY—ICERLLBEBT IV EAFAZNAELTE, ChSORUS—TIEE
DT VEANFIRENTELA, BEHOR) S —HNBERIDEEOT IV EAFTDORERED
HEBICOWTEE, "PHORATOVOTANOHETEEFIERNORE 25RLTLKE
=L\,

IAMF1—KNUTI): A——IC B0 ORAEHRS LT MFA 52E
EHATD

I—H—N[EF1)7 1 RAFER R—J TEDOSZSERRG (MFA) /N1 AL RELEHRZ EE
ITBHZEEHFATEET, AWS Management Console 2R L T, BIEBER (T UV EAF—., A
D—R, FORIILBEAFAEE, SSHNTV Y OF—) ZREL LY, FELRIERZHIBRELE
FFUVTFa47LiY), I—H—0O MFAFNARZBMICLEY TEEXRT, chiF B0 1—H—
ICEDTRERNTIN, I—HF—OBNfBADETSIC, COZRATVEHEANIDIDRSICHD AR
MABYVET, COFI—KNIVTILTRE, COLDIBRANTZIVT1AZEBEICEEEEZFIC
RATHI2HEZHRALET,

COFI-—KIUTILTR, AWSH—EZANOTIEARAZI1—Y—ICHAITRHEZRLET. L
L. - —HFMFAZERALTHA VAV LEBEICRYET, MFATFNAATHA2 4L T
WEWES, I —RBHEOY—ERCTIEATEEEA,

CNI)—070—ICE32NEELANBFIENEENET,
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ATYT LMFAY A A ZRFITRRIS —ZERT S

W<DOPDIAMT V232 ZR<, IXNTOT7 I3V ZBILIRINAER—ERBRID —%4k
BLET, Chs0FIMIKRY), I—H—R [EF21 VT AFERARR R—>2THS ORIAFHZ
ZELEY, MFATFNARAZEEBLEV TR CENTERT, ZAR—IANOT IV EADOFM
C2VWTR, "TIAMIA—H%—HEIL LD /NAT—ROZEFE (DY —I)) Z2ZRLTLKEE
W,

AFYT 2 FARI—H—IN—TERYS—ETEYFTS

XN=DMFATHA A2 FDE, IXTO AmazonEC2 7023 IICT7INTIORATES
IIN—T%ERLET, COKSBI—H—II—T%2ERTSICIE. AmazonEC2FullAccess
EVWS AWS BERUS —EBVIOFIETERLEDAZIN—EBEBR)S—OmMEEZTRZY FL
£9,

ATYV7 3 A—Y-—TIOEA%ZTAKTS

FANI—H—-&LTHIA4 L, I—H—H MFA /N1 A& KT 2 E T Amazon EC2 A
DT IEANF7Ovo0TnNTVWB L Z2ERELET, 1—H—E&F. TOFNA AEFERALTYA
JAVTEERY,

BIIRFMH
CHDFLI—KRITILDATFYT%#EZTTBICIE. LTZEFE>TVRHUENHYET:

s EWETOLAFAEZFE ODIAMI—Y—ELTHA A TEDAWS THIU N,
® 77Jrj>|\ ID ﬁ%o 17__“)701 @ﬂf"):/_t:lﬂbi?o
THONIDBSZERITZICE, R—DEHOFES—2 3> N—T[HKR—B]. [HER—rt

VE—IDEICERLET, THATVNIDESE, COR=I0O [YR—N XZ21—-DOTTHERE
TEET,

c R (V7 RKRDITR—=A)MFATFINARA, FIDOEF1VT14F—, FLF/\—RVITR—-A
MFA 7/Y1 A,

¢ A—H—TN—T DX N—THBTAN IAM I—H—BROESYTT,
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11— —0ER A1—Y—IN—TTHhONEERKLTERETS
[User XN—=¢&
name] 1—%—-J L7Td1—
! IE]

(1—H— TOMOFIE =T N T OO FIE
) g%

AYV—=ILTot cO1—H—J)—

AZBEMCTSD - AT TANORIZ—DF
MFAUser 2av|0FATIa>nHs# EC2MFA MFAUser RYFX, TOLRA

ZERL., NAD—R FAONERITOE

ZEV)ETET, WTLEE L,

ATY 7T 1:MFAY A A @&l THRIS —%ERTS

E3CIN
AERZEETTD IAMAARN—EEBRIS —ZERLET,

1.

IAM 1—H—Z B OREREHRE MFA TNA ADEBRICHXEBZHEREZRVT, INTOT L

EEERIMBEHREFEALTI—H—E LTAWSIEZD X NIV =N IZHA4 242 LE
To IAMORARNTZSOFT 14 RAICEHML, AWSTHONOII—RNI1—Y— BAEHRTIEH A
A ULBVTLSEEL,

/A Important
IAMARARNTZ074 AT, RENERIIERZF ODIIAMI—H—%2FEHAITH2DTRE
B, —BNAEHEREFERALTAWS ICTIEATAESHIC, DZ7ONAME—ED
7IFL—3a aFERATRZCEZABI—Y—ICRODEEZHELET,

IAM 3>V —)L (https://console.aws.amazon.com/iam/) ZB & £7,

TES—23URATRIZ—ZBRLTAS KU —DERZRRLET,

[JSON] #7 Z#IRL ., U TDJISONRUZ—RFIXVMASTFANZIE—-L &
9, AWS: MFA TRRREE iz IAM 1—H'—7" [-I—_'sz- UT’fm,ani%'('] R—=TT E D FREEE
ZEETEDLIICLET

CORIYD—ICEITBTHFARNE [JSON] RY JRAILEE) T ERT, KU —ORIALPICERE
hicteF1UTA8E I5—. FEE-—ROSBEEZHRLTALS, [RN\] ZBRLET,
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6.

® Note

WO TE [Visual IF 4 R] & [JSON] A 7> 3> 54 BRXBENTEES, 11
L. LREORDZ—I(ZE NotAction EREAEENTVETH, chikEZ1T7IT
TAZTRYR—RENTVERA, CORUI—ICDVTIE, [Visual editor (EZ 1T
LIF1R)] 27 CBAFRTRENET, JSON] LRV, CORYS —DBEEETL
79,

DR —HITE, ¥ T AWS Management Console ICH 114> F2BND/NA
TJ—ROUEY RZ21—H—ICFEITLTVERBA, HILLWI—H D142 LTN
AD—RZUEYNTBET, TOA—H—ICT7 IV EAFAZFELBEVEZHEL
TVET,

[BRBELTER] R—P T, RUZ—BELT "Force_MFAL EADLET, RUS—DEFHHA
D[R] $AHIC This policy allows users to manage their own passwords and
MFA devices but nothing else unless they authenticate with MFA. E A1
BE, ATDAVTRIDF—EEORTENARII—EBRID—ICEBMNTEEXRT, RUD—
ICR>TEIETSNET O EAFTZ#EL. [RUS—OERK] 2BRL TEXZREFELE
EP

FLWRDD —AEBRI—O—EBEIIRRENTERYFOEBHITEXT,

ATYT 2 TARNI—Y=TIN—=TICRI>—%2TEIYFTITS

RIZ, MFA TREESNET VAR AZNETRIEHICEATADTANIAM A—Y =T )I—7

.

1.
2.

2O0NDRIV—%TFTRYFLET,

FTEF—23aoRADT, [A—HY—TI—T]ZBRLET,

BRERY DAL TEC2MFAL EA DL, VARNDTIL—TH (FIVIRY DATREHIELRA)
ZERLET,

[FORAFT 27 &BIRL, [FOVEAFTOEM Z1BRL TH S, [RUS—0ORT] 28R
LET,

[Attach permission policies to EC2MFA group] (¥R 1) < —%& EC2MFA J')L—7

T RYTFFR)R=JORRARY VAL, EC2Full EAHLFET, RIZ, VAL

T. AmazonEC2FullAccess DHEICHZDF IV IRY VRAZEBRLET, BERFFERELAZV
TLIEEL,

ATYT 2 FARNI—H=TIN—TICRIVZ—ZTEYFIS 136
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5. MERY IV RAIZ "Forces EABL, UAND [Force_MFA] DHEIZHZDF I Y IRY VRZEF
ICUETD,

6. [RUZ—OT7EYF]ZERLET,

ATY7 3 A—YH—TIOEARAZTAKTS

Fi1—-KIUTILOZOEH TR, TARI—HF—&LTHAA42L, RUS—HFERLEZESYIC
BEITREZRABLET,

1. BIOEI> a2 TEYIETE/NAD—RZERAL, MFAUser £ LT AWS 7
HOOBNIEHYAL2 42 UET, URL: https://<alias or account ID
number>.signin.aws.amazon.com/console ZFEAL £ T,

2. [EC2] Z#EIRL T AmazonEC2 AV —JLzZE, 1— Y —ICE—UOREZITST VAT
ANV EZBRELET,

3. ALOFES—2 32 /)N—T MFAUser 1—H—FZBIRL . #:\ T [Security credentials] (&
F1T14RAER) 2 EBRLET,

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

4. ZZTMFAF/NNAARAZEBMLET, [Multi-Factor Authentication(MFA) (ZE&FRAE (MFA))] &
2232 7T, [Assign MFA device (MFA 7*/N4 AZ 2| H¥T3)] ZBRLET,

ATV T3 A—Y—TICRETANTS 137



AWS ldentity and Access Management I—%—HA KR

® Note

iam:DeleteVirtualMFADevice ZE{TI BRI BZVEVWS IS —HNERREhD
ENFBHYVET, ChiE, HEAFUBIZZOI—H—IC{RIE MFA FINA ADEV) HT%
HAL., 7OERZX Y I LESEICRETDAEMNI BV EXT, KITTDICIE.
11— —FERtOBEBEENf I—F—0BEFOEI) HTSs TV VRENL MFA 7/N
A AZHIBRITDHBEN BV ET, FEHMICDOWVWTIE, Tiam:DeleteVirtualMIFADevice % &£
TIBHEBRIHYERA L ZSBLTLIEETL,

5, ZOF1—RMUTI T, EFESET Google Authenticator 7 7V EDRE (V7 DT
TAR—RA)MFA F/)INA A&FEALE T, [Authenticator app] GREE7 7'V — 3 >) &iEiR
L. [Next] (R\) 20U YOLET,

IAM ¥ QR J— RZETRE MFA T N4 ADEREBHREZERLTERRLET, i, QR I—
RIZFISLTVWEVWTFNAATOFRHADICFIATESRS—ILY NREF—ZRLTVWET,

6. REMFAT7 7V EBREET, REE MFATFNA AZRANTBDLEHICEATERZTTIDOUA
NMZOWT., TREMFATZ U —>32, 28R)REMFA T TUNEBOTHOV N
(EEOIRE MFA FNAR) ZHR—KNLTWVWBBEARK, LW AT N FHLWRE MFA 7
NAR) BERTD AT a>EBRLET,

7. MFAZZUNF QRO—RZHR—RNLTVBRAESHZBRLTHAS, ROVWThAZETL
£

« D4 —RKRAS, [Show QR code (QR I— RN ER)] ZBIRLET, QRI—RZAF v
IHT77VREALE T, HlREF. AXFF A FkF [Scan code] (AF ¥ > 1—R) (ZH
EA72ar aEBRL, FNAAOAASZFRALTI—REAFYLET,

« [Set up device] (7/N1 AMERTE) J 1 '— R T [Show secret key] (>>—V L Y NF—&KTR)
ZERL, MFA7 70 —232 il — 0L Y NF—ZAHLET,

CNTRE MFATFNAARD U BALINAD—ROERERBLET,

8. [Set up device] (T*/N1 AMEXTE) 7 1 '— R D [Enter the code from your authenticator app.] (F%
M7 7Vr—23rhAs0—Rz2AH) RY VRAIC, BERE MFAFNAAICKRRENATVS
DA LNAD—READLET, [Register MFA] (MFA O &) ZiBIRL £ T,
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/A Important
O—RzERLES, BIFICVITIANEEFELET, AD—REZEFKLERICVITIA
RZ2EEIDETHENDANITESZBES., MFATFNAARI—Y—CERICEEMT
5h&ET, L, MFATNAARBERHLERA, ChiE, RALR—ARDIRA LA
NAT— R (TOTP) OBEMHEABVLEHICECYET., TOHEEE. T/N1ADEE
HHFTEXRY,

ChTRE MFA 7)1 A% AWS THERATE XTI,

9. OAVVY—=IhrsHA4>FTORL, BEMFAUser ELTHA 1M LET, SEIE AWS IC&
V), EHEFENS MFAJ—RZEBIDES5KO5nET, J—RZEBLES, ThZzeRY
D AICAAL, [Submit (£fE)] ZBIRLET,

10. [EC2] #BIRL . BE Amazon EC2 AV Y —)L&2BE£¥, SHE. TNTOBHRERTL
T, BEBTOVAVERTIBDENTEERT, COI—H—&LTHOODY-ILICBEHT
e TIVEBAEBAYE—IHFERTRENET, TOEHRG., COF1—KMJTILORIZ—T
& Amazon EC2 ANDT7 VL ADHKANFAE D LEHTT,

BeEDY—RA

FHCOVTE, LTOREY 7ZZRBLTSEEL,

« AWS TODZERFREE (MFA) OFER
« AWS TOI1—H—O MFA F/)N14 ADOEML
c IAM DY A2 A R=TO MFA FINA ADEH

BEVY—A 139
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IAMID (1—%—, 1—%—J)—7", O—-))

® Tip
AWSADHA VA ICEBNFNSZDEE ELWVWHA A UR=—IDHFRRENTVD L &HE
ALET,

c AWS7HIKRDOIN—NI1—HY—(THIIFREB)ELTHSA VAT BEE
&, AWS 7HUU N DERBICHREL HREHREFERALET,

c IAM1—H—&eLTHA 242 FBICRE, THOONEEBENM  AWSAT A2 42T D1
HICRML FRAEHRZEFEHALE T,

c MM 7AFUOTFATAEE—DI1—F—ELTHA A2 TBICRE, IAMTATF T4
TAEE—DI1—H—DOERFICEX—ILTRLALESENEY A1 URL &6
ALZEY,

IAMT7AF o TAT428—01——Z2FALTHA A2 FTBHEICODVTE,
FTAWS H A > A > User Guides ® "Signing in to the AWS access portaly 5B L T
EEWV,

BAAF1—MNITILIED2VTE, TAWS HA A2 A—H—FHA Ry ® TAWS AND
A4V %L B5FRUTSEE L,

(@ Note

HR—KNZVIIANTRIRBEN HBDFEEEF. COXR—I 0 [Feedback] (7 1 —KR/XY D) U
DORBRALBEVTLSEEV, ABLEZ71—RNAYDEF, AWS B R—KNTlE%E< AWS R
FAIXANF—LFZHFRYET, KDYIZ, COR—J0OLZIZH S [Contact Us] (35 & LY
EhE) VIV ZBRLET, TIC@F, BEBYR—NZ2ZFH2OICRIDOVY—AAND
DoONFBYIET,

AWS PHI MOILN—RI1—H— REFT7HINOEEI Y-, IAMID ZERTE X

T IAMIDIE, AWSTAHIYNADOTIEAZRELET, IWIMI—H—TI—TEE, 120
AZY RELTEERBEND IAMI—HY—DOEFYTY, IAVMID £, ABOI—¥—F@GF7O07
FLIZEDT—U0—RZ2RL, BAZZTTAWS TP V232 2RTI2HEREREETT, &
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IAMID &, 1 DRREDRUS —ICBEERFAZENTEET, RUP—R, 1—%—, O-J). &
EERI—Y—TIL=—TDOXN—NRITTEDTI>3>, AWSUY—RA, BLUOFHKHERELE
ER

AWS 7HOV KN IL—hI1—H—

AWS 7HI N Z2BIICHERTZERE. THAIRDODIXNTOAWS DY —ER £VY—RAILH
LTR2BT I EAEEZR D1 DO A AVTATFUOTATADSHOET, COIDIEAWS 7
ATVKNIIL—=RI—Y—HEN, THAONOERICEALEZE X—)LT7RLAENADT—RT
HAAVFTBDIEILLRPTTIEATERT,

/A Important

BENZRAVICE, -1 —Z2FALEVC L ZM<BEOLET, I—bI1—
H—OFRABTHREREBEL, I —FI1—Y—TULHLPERTTEBRVRATZRITIDEEICHE
ALET, LRI —ELTHA VA VITIBENFHDIRZAVDOREEBZE)ANNIOVT
&, "L—PhI—H—-FEARHRIBELRAY ) ZBRBLTEEL,

IAM 11 —%'—

IAM 1—H—F, 1 AOI—Y—FKLE 12077V T5—2a I ICRUTHEENDERZRE D AWS 7
NIVNROTATFUTATATY, AIETCHNE, RANTZTIOT 4 AT, NAD—R»TY

EAF—LBEORMNBRIABHRERETS IAM1I—H—%2ERTHRDYIC, —EHZRIER
ZEATRCLZHEOLET, TIOEBAF—ZERTRHEIC,. RENGETIOEAFT—ORERZE

BRELTLKEEV, PTVEAF—2Z2XEBEEITRIRENDI—AT—ANHBEEEF. BEICISUTTY
TAF—ZEFHID_LZHEOLET, FMICOVTRE., "EFNGFEIERZSVELETEHI—A
T—ADEDIZLT IO AF—2MEREFICEHRITH) 2RBLTLKEEV, IABMI1—%—% AWS 7
AoV RNICEMTRICE. TAWS AT N TOIAM I—H—0ER, 28BL TS EE,

(® Note

EFIVFALEORANTZO9TAARELT, IAMIA—H—ZERTHOTREEL, ID7 I
FL—>23>zBUTIVY—ANOT VA ZRBITRI e 2H6#HHOLET, IAM 1—H—
FREBEFEOVCRRAICOVTOERIE., TIAMI—HY— (O—JILORDYI) Z/ERT 515
&1 BBBLTLKEEY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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IAM A—%¥—TJ)L—7

IAM J)IL—T"l&. IABM 1—H—0&EREEETDITATUTATATE, Y424 TIN—T%

FRATDIERETEEFREA, JI—TZ2FEALT, BROI—Y—ICHLT—EICHEREZEETESE
o ZEROI—H—TIN—THDHD5EE. JIN—T%2FEAITDI_ETHEROEEBNIBRICEYET,
FlZE, IAMPublishers EWSBEI T I —7&ERL, 2TV —IJ0—RFA—BRPICHEET
BDEOIBTUVEAFAN R, TOIIN—TIRETDENTEERT,

IAM O—)

IAM O—)IE, BEDEREZRFE D, AWSTHIUN ADTATTAT4TY, chld 1AM 11—
H—ICHUTVERTH, HFHOI - —CHEFTShTVWERBA, O-JLZYYEADEICK?

T. AWS Management Console T IAM O—)LZ—BKHIC5|IEZHFB N TEXRT, O—I)L %5

EZTAICE, AWSCLI £zl AWSAPI ARL —2 a2z OHTH, DAZXALAURL ZFEALE
T, O—JLEFERAITRZHFEOFM-DVTE., "IAMO—ILE2FERATD, 28BLTLSEEV,

IAM O—)L & — Ry FRAEE | IE. RORRTEAETNET,

c 7IFL—FTA4YRIY-—TIOCLA-TIFL—TFTAYRTFATFUOTAT1IHERZEZH
T3ICEE, O—-ILZERLTZOO-IIOEREZEEEZLET. 7IFL—FTAYRTFAFUT4
TANBIAEhDE, TOTAToT4T74FO-)LICEENS TSN, O—ILTERBENTWS
ERANEEhET, 7IFL—2 3 OBMICOVTE, TAM I—H—H1 K, & TH—K
N=TFTA—=TATFTAT47ONAF—mEFO—)LDEH) ZBSRLTLKEEV, IAMTAF
JTATA R FERTREE, EREY NERELET. PTATFUTATAHNRIARICT Y
TATEDEDEH TS =%, IAM Identity Center ik, #ERtEY N%Z IAM O O—)L(ZBEES F
T, EREY FOFMAICOVWTIE. TAWS IAM Identity Center 1—H'—H A R, @ T#ERt v
ki EBBELTIEE W,

o —BE IAM 1—HY—#R - IAM 1—HY—F£E0O0-)LE. BEOXAVICRLTEHRDELS
HERZ—BFNICIAMO—J)TEEZTAHENTEXT,

s VOAARTHODRNTOVEA-IAMO—ILZFEALT, BAOTHIRDODIUY—RICT VLAY
B, BIOTHIRNOAY BEERKTIINI) ICHFRAITEERT, VJAARATHIVRNT
VL AZNETDELFEGE. O—IILEZFERATBETY, EL, —ED AWS OH—ERT
., (O—)LZz27OFELTHEATZIRDYIC) VY—RICRVS—REETRYFTEET, 7
OAT7AHDORTOEATOO-ILE )Y —AR—ADRIZ—OEVOFMIIOVWTIE, TIAM
TOOAATHIRDODI))—ANDT IOt A ) #SBLTLSEETL,

s VJOAY—ERAT7OEA-—E0O AWS OH—E AT, D AWS O —E AD#EEERERAL
9, A, $B3T—EATHVOHLZTSE, BEZTOH—ERAICK 2T Amazon EC2 TF
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TUG—2a o fETENEY, Amazon S3ICA TS T U M REENEYLET, Y—EAT
. BFOELRZZ7UONILOER, Y—ERAO-)., FELEFHY—ERAU>>20-)ILZ2FRALTC
nNeEIS>BEarHY)ET,

« ZUVINIER-IAM I—Y—FLEO-)LZFEALTAWS TP V232 2RTI2ER.
TOI—HY-—RBTVINILERBENET, —BOY—ERAZERAIZRIC, $35T70>3
VERITIBDERDOY—EADBDT IO a2V HFERENZD N HY KT, FASIE. AWS D
B—ERZHOCHITVINLOT I AFAZEAL, UIITARMTOAWS O —ERE
HAEEOET, FTVANI—LY—ERICUITIANEITVET, FASUJVIANE, =7
TRLEHICMHDO AWS O —ERARERFVY—AEDORVERY 24EETDVITANEY—E
ANZRELEBECORMERENET, COFE. MANDT I AV ERITTDIH DR &
BETY, FASUUVIARNETSBORIS—OFMICOVTR, "Bx7I0EAEY >3,
ZZRLTLKEZL,

c H—ERAO— - Y—ERFI—H—CRD>TF I IV ERTTHLHICEIEZF5 1AM
O—LTF. IAMEEER. IAMAASH—ERO—LEER. TE. BIBRTEET, I
2U0VTER., TIAMIA—HY—HA R, O TAWS O —E R ICHERZZEEITHO—ILOER 25
BLTEE W,

s Y—ERAVZOO0-)-H—EAVZ 0=, AWS DH—ERX LUV hicY—EXR
O—-ILO—8TY, Y—EANO—ILZs5EZH, I——ICRD>TTII2EETTES
KOEBYNET, Y—EAV 20—, AWSTHIU K IZRREN, Y—ERICKO>TH
BEhET, IAIMEERERZ, Y—EAVIJO-IIOHEREZRTTERITN, MEITZ LR
TEEXEA.

« Amazon EC2 TETENTWAT7UT—232 -EC2A VARV ATEITEN, AWSCLI £
& AWSAPI ERZT>TVWBT77UT—23a > 0—BHNARIAIEREEETDICE. IAMO—
ILNEFERATEERT, chiF, EC2AV AR ARNTOT IV EAF—OREFICHBENET, AWS
O—)ILZEC2AVAZRVAIILEIVET, TOIXNTOTTVT—23a > THEATESDRSICTS
WLk, AVARRAILREENTEA VAR AT7OA77AINEERLET, 1 VAR AT7OT7
ANICRRAO-ILFEEN, EC2CA VARV ATERITETND 7O 7 LR —BNEFEIHERZINE
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ICBENTSNETH, TO MFATFNAAREHENEL<ENET, chik, X1 A
R—ARDUVEALALINAT—R (TOTP) OBMHEHFAREVLEHICEIYET, TOHEE
. FNAAOBRENFTEET,

RE, W—RI1—Y—FEABREE>THA A FTBDEELL, MFATFNAAOID—RZAN
TRIBENHYET,

AWS THOUNIL—KRI—H—ODOFIDO X1 VTAF—ZBMITS
(a>yv-—=J)

JI— K I1—5—01{RE MFA 7/N1 A&, AWS Management Console E 7zl AWS CLI APIA S Tl&
B, AWSHSOAREL THEMITEET,

BEEROFIDO EF 1T 1Mk, BECHO1ZHBER. BEELBLSBOIFETE, AL
AWS THIYRDIL—KRI—H— CBFRET N TLVRMHO MFA FNA AZERBL T, Y1243
BIENTEET, MFATNAAZ 1 BLABRL TVAVERR. BIOBINERZEATIEY
A4 TEXRT, RBOFEAERZEALTOTA2IR2HFECOVTE, "MFA T/NA4 AD#H
KB FLOCHEROXG) 2ZRLTLKEEY, COMREZENICTDICE. TAWS Supports ICHHE
WEDELSEEL,

L—RI1—%—0FIDO *—&EM-TBICE (T>Y—))

1. Rootuser (JL—RNI1—H%—)ZBIRLULTAWS 7HIN DEX—=ITRLAZAAZL, TH
DVRNFEBEELTIAM O Y =YL 42 LET, ROR—DTNAT—RZAHDLE
CB

® Note
=1 —H—7TR&, "TIAMI—H—-&LTHA A I R=DIZHAM42TFBC
ERFRTEFELA, [IAMIA—H—OHA AV R=DHFRRENEFE, R—DTES
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HETN—RI—H—DOEFX—NZFEALTHA42FB] Z2BRLET, IL—b
1—H¥—2FEALTHA A 2FTBHFECODVTE, AWSHA V42 I—H—HA R
D ")l—hI1—%—& L TAWS Management Console N4> 4293, BBRBL T
<FEEL,

2. FTEF—=2a N—0HAIT, FRITZDTHU NEEIBIRL TH S, [Security credentials] (1
F 171 FRHER) 2BIRLET, KEIZRLU T, [Continue to Security credentials] (zF 1 1
T A EREEERICED) ZBIRLET,

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. [Multi-factor authentication (MFA)| 0> 3> ZRBAL 7,
4. [Assign MFA device] (MFA 7*/N1 ADE|V) HT) ZiRL F T,

5. 4% —RAD [Device name] (T/X1 AB) ICAHDLTAH S, [Security Key] (EF 21T 1
F—) . [Next] (RN) DIBICERL £,

6. AE1—XMOUSBAR—KNIZFIDOEF1UTF4F—Z2HALET,
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7. FIDOtFa1UTFT1*—22Y7LET,

T, FIDOEF21UT A F—k AWS THEAFAREICEWEL £o REIC)L— NI —0REERE
HEEALTHA2A2TBDEER, FIDOEFIVFTAF—ZEYTLTHA A2 TOLRAER
TIRIRENFHYET,

FIDOtEF1)FT4F—IZBEITHBEONS I —FT420I122WTE, "TFIDOEF21)FT 4
F—ORZTINa1—FT1420T) #BSBLTLEEV,

AWS THORDOI—RI1—F— ONAD—R%ZZETS
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A—H— ELTHAVAVITRBENFHYVET, -1 —-/NAD—RZEENIZHBEICTIE
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LTLEEW,
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« NAT—RZEHHICEELXRT,
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« BMDAWS THIV N (IAM) 7O EAFFAIZHXEE LA AWS Identity and Access
Management L— N 1—H—&EULTHA A FTRRBENFHYVET, IAM1—H—F
EERO—ILELTINSDFIEZRTIDERFTEEEA,

1. AWST7HIUN ODX=)LTRLAENADT—RZFEAL, AWSTAHI R NDI)—K1—
H#'— & LT AWS Management Console DIEHFICH A 42 LTLEE W,

2. AVI=IOELRBOTADY NERLEETHOY NESZEIRL TH S [Account] (FAHD
V) ZBRLEXY,

3. [FADURIR=DT, [FHDOYRNRE] DHED [wE] 2BRLEI., EF1UT 1 LOE
MAS., BREIZROSNKT,

® Note

WE] A7V HARFENBEVRERE, PHIOYMOIL—RI1-—H—&LTOJA
LTV EBEWATRMEA BN ET, IAMIA—H—FEO-ILELTHA2A42LT
WBEIE, THIOYMNREZEETERE A

4. [TADYRREDEM R—T T, [NADT—R], [wE] OIEISERLET,

5. INAD—ROEHFH|R—ZT, BREDNAT—R], FHLLWNADT—R], FFILWNRAD—R
DB DE71—ILRICAALET,

/A Important

KRFBHBENAD—REZERL TS EEV, IAWMIA—YF—RAOTHI>KNAD—
RRVS—ZRETDERTEXRITYN, CORVY—RBI—NI—F—ICFEAE
hEtA.

AWS THNZT— REUTFORHERLTHENBIET :

« 8~128 NFTHERETNhTWAZ &,

s RFOANFENE, BF, BLT1@QH#F% & ()<>[{}|_+=DiLBTZEHILE
FHYNET,

c AWSTAHIUNTAIDYREBREEX—ILFTRLAEALUTAHEVZ &,
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® Note

AWS TRUYAAVTOLANHEZEDTLVERT, CchSDHED 1 2. &£
WREBNAD—RRIUS—ZTHINIRFTEZZETT, AWS THIZ b
ZTYT7TIL—RULEBEE. LERBONAT—RRUS—ZRWI-TEZ2EREN
Y. AWSHKRTHIRNZETYTIL—RLTVWEWEES, AWS EZDRY

=B FREBITLTVERA, EEL, KNVRE2BNADT—ROBA RTAVICHRSD

B BEBOHLET,

[Save changes] (BRED®R7TF) 27UV I LET,

AWS CLI or AWS SDK

CDRAVIEAWSCLI ITE AWSSDK DWTFIAICKD API BIETE Y R—KhEhFEEA,
CHRAATIE, AWS Management Console ZfFAL THHKEITTEET,

MARFLEEENEL—RI—Y—DO/NADT—ROVEY K

AWS TPHOUN ZMOTHERLEEZEIL, EX—)ILTPRLAENADT—RZEELELE, Chs
. AWS7HOMNOIL—KNI—%—FREEHTT. NAD—RI)I—RI—HF-NAD—RZXx
n7=%H &k, AWS Management Console " 5/NAD—RZJ+Y NTEFET,

L=KRI—H-—NAT—Rz2VtEY hT2ICE:

1.

AWS PHIOUKN OX—=)ILFTRLAZEAL TI—MI1—H—& L T AWS Management
Console NOHY A4 2 ZFAKBL. [Next] (XRN\) ZEIRLET,

® Note

IAM 1 —H—523HE, % #F 8 L T AWS Management Console 24 >4 > LTWVW3 15
& L—RI1—HB—NAD—RZVEYRNTBICE. ETHSATINTEIXLEN DY)
9. PTHIVRNEEOD IAM 1—H—0OH A A UR=INFRTENLFZEE, R—
2 O T EHIEZ & B [Sign-in using JL— Raccount credentials] Z3&IRL £9, HEILS
UT, PHAD2RDEX—IT7RLAZEBEL, DRAN] ZE#IRL T [JL— buser sign in
UL—=RI—HF—HBAL AN R=DICFTIEALET,
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2. [NAD—REENEHE] ZERLET,

® Note

IAM 1—H—0BE. COATIIVREATEEL A, [SAT— REBRBE] A
7oavik, L—RI1—H—FHIVRTCOXERTEET, NAT—KEULY RNT
B, ERECKETILENBYET,

3. THIYHNCEENFSNTWAEX—ILTRLAZAALET, RIZ., CAPTCHA DTFTFA
heABL, [#1T] ZBRLET,

4. AWS T7AHIUN ICEERIFTSNTWVWS E X—JL% Amazon Web Services # 5D XY £—2 T
BELET. X—)LIk @verify.signin.aws TEHB T RLANSEEET, EX—I)LDIE
RICUEN>TERELET. THIUMIEX—INFRRENBEVEEGRE., ANLATFIE %
BRLTLKEEVW, X=)LILT7V9EATELBLBE2HEE. AWSHA 42 I—HY—FHA R
O TEBEPODAWS THIRDX—=)VICTOEATERN ) Z5RBLTLEEZV,

W—=RI—HF—OTF IV EAF—DEK

/A Warning

N—RI1I—HF—OTF I EAF—RT7EERLBEVCEZE<BEOHLET, JL—hI1—H—
NBEBEETRRAVEF LS DIATHY, ChSORAVREE, HEICETEhBEVE
. AWS Management Console IZH A4 A2 LTIL—RI1—HF—DRAVEZRTIBD L
ZHEHLET, PTOVEAFT—ZERNTREIC. RENBETIVELAFT—OREREHEFELT
<EEW,

BEHLEB AN, AWS Command Line Interface (AWS CLI) E &, IL— I —H—0FREHER
ZHEALEZ AWSSDK OWThAD APl BEZFEAL TION REERITTEDKRSIC, L—NI1—
H—OT7VEAF—%2ERTEET, TV ELAFT—%2ERTRDEER., TUOEAF—IDEI—7D
LYRNTZ7OEAF—Z2EY FELTHERLET. POEAF—OEREIC. AWS TR, 77X
F—O—OLYRNTIOELAF—OHPZRTIBIOA DV O—RIZIEELN1ER)EZSNIE
To cnZAIJO—RLBEVWEEXHALEESR., TO/EBAF—ZHRLTHLLW T IOEAF—
ZERTEERT, -1 —TFOERAF—E, O>VY—J)L. AWSCLI, Eil& AWS APl THERK
TEET,
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FUSHERLIET O CAF—ODAT—R A active ICB VN ET., ChiEk, CLISKRT APIO—)LA
CZDT7 O EAF—%2HEATEDRETY, - RI—H¥—CER2D2OTIVEAF—ZEEHT
BENTERY,

FEALTWEWT I ERAF—RITIT 1 TUTRIRENHBVET, TORLRF—HNETIT147
CB3E, TOTVEAF—Z APIFCHUICERTR LR TERSBYET, FT7IT171C
BoflF—%, BIEMEFRCENLTAIVRNENET, TV EAF—RBVDOTEERL LVHIRL
TR ENTEXRT, LEL, —ET7VEAF—ZHIBRLLEE. KAICHIKRENT, @ETS
CERFETEXREAS

AWS Management Console

AWS PHIVRDII—RI—H— DTV AF—2EKTBICE

® BINTUEAHT
UTFOFIEEEATBICE. PEEERD IAM T YL AFANRETT,

« BINDO AWS PHT N (IAM) PO EAFAZHEE L& AWS Identity and Access
Management L— N 1—H—&ELTHA A FTRIBENFHYVET, IAMI—H—F
FRAO-ILELTIISODFIEERITIDCERFTEXREA

1. AWSTHIUKN OX=)LFRLAENAD—RZFEAL, AWSTHIMDOI—KN1—
'— & L T AWS Management Console DO FIZH A A2 LT EEL,

2. AVVY=ILOARLERBT, FHOURBEEETHONESEZEBIRL, VT [EF2 D
T 1 FRAHER] Z@IRLE T,

3. [Access keys] (77 E2AF¥—) 92 3> T, [Create access key] (7 V EAX—ZERK) &
RUET, cOFT>a>zFEATELRVERR, BICEARBOT IV EAF—HDFHYVET,
FLLVF—ZERKTRDEIC. BFEOTIELAF—OVThH ZHIBRTDIHLEN SV ET, &7
MICOVWTR, TIAMFAT DT ORI 7—2, BSBLTLSEEL,

4. NN=—KRI1—H—-—TIO0ELAF—ORBEFER—DT, tF1VUT 1 ICEITHHRBEBEFZHER
LTLKEEW, HITTRICE, FIYIRY VRAZEBIRL, [TUVEAF—0OERK] ZBIRL
-

5. [P9EAF—OEBIR—DIC, [TOEZAF—]OIDFERTENET,

6. [—VLYRNTIUOERF—]T[RTRZBIRL, 75OV A 2V RIASTIER F—
ID&E—OLY MF—ZOE—L, ECHAOLZEBEMICHYINSTET, £/, [csv
7740220 0— R ZBRLT, PTO0EAF—IDEI—IVLY REF—HNEEND
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rootkey.csv EVSBEID 7 7PAINEAIO—RIBDEETEERT, TOTI7MIL%E
ECHREBEMIIRELET,

7. [Done]l (T)ZVVYILET, TUVEBAF—NDNTEILLZ 25, BAEThDLZH<E
HIZ, TOFXF—%ZHIBRTDD, PBLSEEEIMELIDEERFTLTLSEETL,

AWS CLI & SDKs

LW—RI1—Y—OT 7 AF—2ERKITSICE

(® Note
L—RI1—H—EULTROOATY RELRF APIBREZRTIDICEK. FUOTATHBTY
TEAX—RTHF1DI2BETY, PUOEAF—HBZWESEE., AWS Management Console
ZEALTHRNOTIVEAF—ZEHLET, RVWT, AWSCLITZEND 1 2EOT7 It
AF—NSBERIAEHRZFAL T, 22BOT7 IV EAF—%ZERT BN, TIOEAF—
ZHIBRLE T,

« AWS CLI: aws iam create-access-key

Example

$ aws iam create-access-key
{
"AccessKey": {
"UserName": "MyUserName",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2021-04-08T19:30:16+00:00"

}

« AWS APIL: IAMAPI U7 7 L > A®M CreateAccessKey,

W—KhI1—Y—0OT7 IVt AF—0DHIK

AWS Management Console, AWS CLI &7/l AWS APl Z2f#AL T, I—NI1—H—-TIOtAF—
ZHIRT D LW TEFELE A,
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AWS Management Console

LW—RIA—F—OT 7 AF—ZHIBKRITSICE

© BINTFURAHT
UTFOFIEERFTTBEE. DB ELRD IAM T L AHFAFBETT,

« BINDO AWS PHT N (IAM) 7O EAFAZHEE L&KL AWS Identity and Access
Management L— N1 —H—ELTHA A2 FTRILENFHYVET, IAMI—H—F
FRO-ILELTZIISOFIEZRITIDCERFTEXREA

1. AWSTHIUN OX—=)ILTRLAENAD—REZFEAL, AWSTAHIMDO)—KI1—
H#'— & LT AWS Management Console DI FICH A 42 LTLEE WV,

2. AVY=IDOELRET, PTHADVRNEBRERTAHOY NESZERL, LT [EF2 D
T 4 AR 2 BIRLF Y,

3. [POEARF—1tE93>T, BIRTZDTIOEARAF—%BIRLT, [F7> 3], [HIKR] DIE
ICBIRLET,

(® Note

T, TOVEAF—22R2ICHKRITZRDYICBETIT17L] T2 2EETE
£, ChIZ&Y, F—IDEERI—ILYRNF—ZZLFTI LB, BTED
F—OEAEBRETEET, FF7IT17ICB2TVWBR T IV EARAF—% AWSAPI A
DIVIOIARTHEALISELTE, TORAEIXNTERRLT, TIOEAEETOR
BECIV)ET,

4. [<access key ID> ZHIBR] XA 7OV RY VAT, [ETIVT 1471 2&RL, POEAF—
ID Z# AL THIBRZREEEL =5, [HIBR] £ BIRLE T,

AWS CLI & SDKs

L—RI—YF—OT IV AF—ZHIKRITHICE

© BINTF O EARHT
UTOFIEERFTTBICE. PBELRD IAM TP AFTFBETT,
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« BMOAWS THIV K (IAM) 7O AT Z4EE L&KL AWS Identity and Access
Management L — N 1—H—&LTHA AV FTRDBEN HYET, IAMI1—H—F
EFRO-ILELTINSOATY T REERITITDERFTEXRHA,

* AWS CLI: aws iam delete-access-key

Example

$ aws iam delete-access-key \
--access-key-id AKIAIOSFODNN7EXAMPLE

COOANY RARBLUEZE. HAOREKENEEA,
 AWS API: DeleteAccessKey

W= R BRI BERRAD

Hﬁmaaxvﬁiﬁbtu AWS DY —RIZTOEAL VY TBICIE, AWS IAM Identity Center
EBE]—H—ZRETRDEEZBANOLET, L, PTHINDOII—RI—H—ELTHA
/4/?%%AL H, LTICRTRATZRITTERT,

2ARY

c THOIVROBREZZEELERT, ChillFE, FTHIOKE, EX=)TRLA, L—hI1-%—
NAT—R, BLRPIIL—KRI—HF—TFTIEAF—HNEENETT, ERERFR. HLVBER
E, AWS V=2 3rBEQMOTAIY MRETR, L— 1Y -FRAFEREFETT,

c IAMIA—H—TFTOLAHAZEFHLET, HE—0 IAM EEENFBFOT IV AFAZR> THY)
BUESBEE., L—NI1I—H—&ELTHA A2 LTRU—ZHFEEL, PUOEAFAZELTE
X7,

« BREBEHREDANEEIVV—IUADIAMTIERETITATICTS

- BEOHESHEREEZRTULET, aws-portal:ViewBilling FF A £ D IAM 1—H—(&, AWS
Europe /'S VAT BREBZRRBRTA T VO—RITDENTEXRTAHN. AWSInc £k
Amazon Internet Services Private Limited (AISPL) " S lE T& Xt A,

« AWST7HD b ZBIUE T,

FHECOVTR, XOREY IZZRLTSEEL,

N=RI-—H—HNBEBEIAY 162


https://docs.aws.amazon.com/cli/latest/reference/iam/delete-access-key.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-edit-user-name
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/control-access-billing.html#ControllingAccessWebsite-Activate
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html

AWS ldentity and Access Management I—H—H4A KR

s HOAFERFESHICAWS THU N 2B ET D HER?
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« AZRT7OY AWS THI N ZBLUS
JH—T RAVAZVAI=T YN T LA AICEHBREBELTERLET,
« MFA (ZEEFED)ICHETDLSIC Amazon S3 /N Y RERELE T,

s IXTOTV NI %EIEERETS. Amazon Simple Queue Service (Amazon SQS) Y —AR
S—EmEFLIFHIBRLET,

s IXTOTUINILZERTS. Amazon Simple Storage Service (Amazon S3) /N7 Y KR
S—EmEFEEFHIBRLETD,

+ AWS GovCloud (US) e 4> 7Y 7 LET,

« AWS GovCloud (US) 7HhJ > MZ AWS Support A5 DII—KR1—HF—TFOEAF—%2ERLF
CB

« AWS Key Management Service ¥ — A EBREEICE 2 LBEE, I—NI1—H—-ELTAWS
Support ILEAIVWVEDEBTERXTTEET,

L—R1—F—CEITIEEONZ IV 21—FT127

CCILRETAERE. AWSTHUY N OIL—RNI—H—ICERTZIEEORNS TN 21 —FT 1>
TJICRIBET,

THORNL—RA—HY—ELTHA VA LEEELRTTEDLHRENDIRAVERTTER
L

FHAHIVROIL—RI—HF—EULTHA VAV LEEZILRRAVERTTERVES, TOTHDIY
N A" AWS Organizations HOEBOX > N—TH B AN HYET, HBOEEEN Y —EA]

>RO—=WLRIVZ—(SCP) TP AV NOT U AHFAZHIBRL HBE. I—NI1—H—Z2EYI-
ITNOI—H—HFEEEZTET, FHICOVWTE, AWS Organizations 1—H—H4 RO TH—E
A bO-LRIZ—, ZZRLTLSEZW,
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AWS THIOU KN ZERTAIBICEX—ILTRLAENAD—RZEBELET, chslEk, AWS T
A RO —R1—H— ORIAEHRTT, AWSTAHIUN CHERFSNTVWEX—=I T RL
AN FEAZIBE, @signin.aws £l @verify.signin.aws A5, AWS 7hHo U N 2B< 1=
HICEAThETEEODS, HBOX—I)ILT7RLALEOBETEZEEN XY E—2ZRELE
9,

EX—LTRLAADA2TVWTE, EX—)ICT IV EATELRLLZ 2258, FTROLThA
ODAT72AVEFEALT, EX—IANDOTIOEAZEELET,

c EX—LT7RLAOKXAVEFBLTVSBEE, MBRULLEE X—LT7 KLAZERTE &
To FlE EX—LTAYYMCF ¥ FA—LERETHLLTEET, vy FA—
Lo, A=Y —N—CEELBL<BEIEE X—LF RLAKREENETRTOX Y £—
EETYFL, BOX—LFRLRALCURAILINLET,

c PFHIUVRDEX—ILTRLANBEE X—IILZATLO—HBTHBIEEE. ITATLEEE
ICEHR TR L ZBEOLET, BEEERE, EX—IIANOTIELAFTOEEZZETES IR
FHYNERT,

TNTEAWS 7HINIZHA A4 TERVEES, [Contact us] (BREIVWEDLHE) TREHR—K
A3 BERBOFBDENTEERT,

B ER#H

BUTORETHE. LI—bI1—Y—0RFECHEHTZESICHASTRZEHLTVET,

* AWS7HIU b EZDVIV—RAZRBEIDLODRANTFITARACREDRSIBEDHH )
FIN?

c L—bhI—HY-HFERAEhELCLZBERT S EventBridge 1 RV M-I Z KT B HEELF?

s AWS T7AHIVMDN—hIA—Y—TIT1ETAZERL TEATS

* IAIMIA—=KI—Y—OFITAETAZERTD

HEE R 164


https://aws.amazon.com/contact-us/
https://repost.aws/knowledge-center/security-best-practices
https://repost.aws/knowledge-center/security-best-practices
https://repost.aws/knowledge-center/root-user-account-eventbridge-rule
https://aws.amazon.com/blogs/mt/monitor-and-notify-on-aws-account-root-user-activity/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-iam-root-user-activity.html

AWS ldentity and Access Management I—%—HA KR

IAM 1—H'—

/A Important
IAMRARNTZ07 14 AT, REVEFRIIEREZE ODIAMI—YY—%2FRAIT20TREE
<, " KNERAFHRZFEALTAWS ICT VAT EHIC, ID7ANA X —EDT T
L—>aaERATd 2 ABI——ICROBDEEHRBLET,

AWS Identity and Access Management (IAM) O 1—H—& . AWS TERLEI T4 71Dl L
T, IAMI—H—F, AWS EXRVEYTBLEHIZIAM I—F—Z2FATIABOI—Y—FLE
J—70—RERLET, AWSOI1—H—RBF BRI EFABEBRTERENET,

EEETVEAHFAZFE D IAMA—H—HFAWS THI ROI—RI—H— VWS TR
FtA. L—RI1—HY— OFHAICOVTR. TAWST7HIMOI—hI1—Y—, 25BLTLE
=W

AWS A" IAM 1 —H%'—2 BBl T2 F &

IAM 1—H—ZEKTHE, IAMBEZTOI—H—ZBEITZLLODUTOFREZEKLET,

c IAM1—H—0 "L RUBZ, o IBMM1——ZERLUEEEICEELERBTY
(Richard, Anaya % &), Zhld. AWS Management Console ICRRENDZFITT,

« IAM 1—#—® Amazon )Y —AZ— /I (ARN), AWS 24T IAM 1—4 —%& — & ([ HEI ¥ 2 %
ENHH5EFE. ARNZFEALET, XX, ARN ZFEHAL T, Amazon S3 /N7 Y R®D IAM 7R
1)2—® Principal ELTIAM I—H—ZEETEET, IAMI—H—0 ARN FROFID &
SIERRENET,

arn:aws:iam: :account-ID-without-hyphens:user/Richard

c AMI1—Y—HO—ZE0&AF. <D IDHFRENDDIE, API, Tools for Windows PowerShell
FEEFEAWSCLI Z2FALTIAM 11— —ZERK L EBESLETTT, cOIDRRIVY—-IIZER
rENFTFE A,

NSO IDOFEMICOVTIIAMIDZESHBLTLSEETL,
IAM 11— — & BHEHE R

AWS (2, IAM A—H—ORBEBRICIEUTCEEETEREEZTTIEATEET,

Users 165



AWS ldentity and Access Management I—H—H4A KR

« 12V —)L/VA— R: AWS Management Console BEDA >RSI T4 7wy avich4>
A2VFBDEELCIAMA—F—HFALTBINAT— R, IAMA—¥—O/NAD—R QAVVY—=LTD
tR) 2EMLITDE, 14242 FALFEREZFERA L T AWS Management Console (284 >4 >
TEBLKBYES, #ERZZEELLY, 5122 EO0-)ILZ2EALTOY—ILICTIEATER
WRkDSICLEWTIRZEEFHYEEAS

« TUOEAF— AWSADOTOTVZALAICLDHFTHLUICERAEhET, LEL, IAM 1—%—
DTV EAF—ZERTRENICKRFTINER) ZE2BREFERFGVET, FHEICODVTE.
TAWS £V 7 7L2VAL O "TRHNBTOEAF—NEERSHEERELREZ) 22RL TL
EEWV, IAMA—Y—HFFIOTATBTIEAF—EE>TVBHE, ThSsOF—F5EH
ZHBEL . AWS CLI, Tools for Windows PowerShell, AWS API, & /=l AWS Console Mobile
Application ADY —)LZNH L ET OV AZHFALET,

« CodeCommit TfEH 3% SSH F—: CodeCommit T D FREE - £ F ATAE% OpenSSH X M SSH
/\7 U v 7:\—'_0

o H—/N\—FEHE: AWS O—ZOH—EATORREICEAAIEES SSL/TLS FEBIE . AWS Certificate
Manager (ACM) ZFA L TH—/N—fIAEO 7O a7, €8, F7O/4 2752 2H
BHLET, ACMTHR—RENTWAEWI =23 THTTPS B2 Y R—NTIHENH D
EEILDHGK, IAIMEZFRALTLKEEV, ACMZHR—KTBHV—23 220V TE, TAWS &
U7 7L>AL ® TAWS Certificate Manager T RIRA eV —2 ) BSRBRLTLKESE
W

IAM 1—H—I(2@ U EFRAHEHRZBIRTEEF I, AWS Management Console ZfEA L T IAM 1—
H—2ERTHEER, PBELSEEAVY—IINAT—REFLERTIVELAF—Z2EHDBERZEZT DN
EA@HYEST, T7FINTIEE, AWSCLI £k AWSAPI AL TERE N ZFHL VW IAM 11—
H—IllEk, EOLXSLBEEORABRERHEINTVELA, I—AT—AICETVT, IAM 11—
-G 2 EBEORABERZIERNTAILEN B ET,

NAT—R, TOERAF—., BLROZERFL (MFA) TNA AOERICE. ATOFT7>3a>hs
WERT,

e IAM1—HY—0O/NAD—RZEELET, . AWS Management Console NDTF IV AZFFA TS
NATD—RZEBRBRTCZEELET, REBRO/NAT—ROBMETZE@HTEI/INAD—RKRI)>—
ZRELET, BOONAD—ROZEEZ1I—HF—ICFFAILET,

c M I—H—DOT7 IV EAF—ZEEBLET. PTHINOVY—-RIZTOATTLTTIEATS
EOOT IO EAF—ZERSRVCEHLET,

« IAM 1—H—0ZEEZRI (MFA) 28T D, RARTSOTF1RAELT, THIVROTAX
TOIAM1—H—ICHL T, 2BRFRAZERIZ L Z2HBHLET,. MFAZFERTZES.

IAM 1—% — & S0t a5 166


https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html#alternatives-to-long-term-access-keys
https://docs.aws.amazon.com/general/latest/gr/acm.html

AWS ldentity and Access Management I—H—H4A KR

A—H— 2 20EKXD D ZEEITIHVENfHVET, T, I—%— ID O—ETH SRS
WNAD—REXLEFTIVEAF—) Z2EBELET, 5L, —"KNZHEI—-RZEELET,
COBEI—REF, N—RIVITFNAAD, AN—KT7#2FKLE@RE2TLYNOTTIT—>3
VTERENET,

c FREATVBEVNRAT—RBIVTIEAF—%2ED20ET, THIVRNONAT—RELRF
TOCAF—HEIIA—Y—, LETHI2NAD IAM A—H—THhiE, £hTE AWS L
Y—RAIZT IV EATEET, EXF1VTFT A REOLOORARNTZ0T 14 AR, I—H—HF/)\NA
D—RRTFIEAF—Z2FALBLBE2125, TNSZHIKRTBZETT,

THIY NORIEERLA— R EE I VO—LET, PATYRADTNTO IAM 1—H—&,
1—H—OFERITER (NAT— K, PUEAE—. MFA FNA RABE) DAT—ZAN RE L
EREEERL A— REERL, AIVO—RTEET, NRAT—RBLTFTFTIEAF—IIOVT
. NRAD—RPTFOERAF—FBEVERAE WA, BIEEHLR— NCRREhET,

IAM 1—Y—8 XTI EAFHH

T7AILRTRE, LVWIAM I—H—ICE, AL ZRETILOOT I EAFAN &Y FE

Ao AWS ARL =232V DRITP AWS VDY —AANDT IV EAZEFENTLVEEA. B2 D IAM
A—4—%FH oK, P7OEAFATZE&I—H—CEBICE)SITRENTESRZETT, B
BV EAFAZEHROI—H—CENHATRENTEXRT, ChsndI—H—F. AWSDUY—
AZERIRLETTEHELS, D IAMI—H—ZFEXLTERITDCELETEXRT. LEL, BE,
A—Y—OF7 7 AHFARI - —OEXICBEZRRAT (AWS TO2 a2 iEEARL—3Y)
EVY—RAEFICHRLET,

Diego EWS1—H—ZBELET, IAM 1—H— Dieqgo ZHERTIEICEK., TONAT—RZHE
RL. BED Amazon EC2 4 > AZ > AN E Amazon RDS F—ZR—ARNDT—7 )L D1EHR
DFHAEY) (GET) ZTDCENTER TV RAFAZTRYFLET, I—F— 2K L THHR
AMEHRET IV AHFTENSGETZFIBEICOVTEK, TAWS TAHIU N TO IAM 1—H—0¥ERK
ZZRLUTKEEV, BFOLI—HY—0OF7 IV EAHFTZZEETHFIREICOVTRE., TIAM I1—H—
DT 7 EAFANEE) ZZRLTLKEEV, I—F—ONAD—RXTFTIOELAFX—%2ZETHFIE
C2WTE., TAWS TOI1—H—/NAD—ROEE, & "IAMI—Y—OT7 IV EEAFXF—NEE, &
SRLTLSEETY,

IAM A—H—CT7 O AFADRRZEMTRDEELETEERT, 7V RAFADERE, AWSE
BRY—ZHEALTITATFOTATAR=—AORI D —TIAM A—¥—FEO-)ICFHETE
TOEAHAADOLRZRETEZIEELZHETT, RUZ—OFATERBROFMZOVWTE,

"IAM TORI>—ET O EAFA L 2ZRLUTEZ W,

IAM 1—HY—&8RTET7 I AHFT 167


https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html

AWS ldentity and Access Management I—H—H4A KR

IAM 1—%'—&T7HIO2 K

ZIAM 1—HY—HNEERFSNhD AWS THIOUN E12EFTY, IAM1I—H—IE AWS 7HD
NATERENTVWSREH, AWWSODTV77AINICHRTIXINFTEEF OVDERFHY)FEA, THY
RADIAM A—H—1—H—HFEITFTLEIRNTOAWS TITAET 1 IE. BEEOTHIU KN
ICFEEREhET,

AWS PHIV RO IAM VY —ZAOBET A XICEFIRAHYET, FHMIEODVWTR., TIAM &
AWS STSU #—% 1 2ZRL TS IEE L\,

IAM 1 —H—&H—EAT7AHI> b

IAM 11— ﬂ“ &, BEM TS NERRIEEH®RET 7‘&7\1‘&5&%%? IAM®DY)Y—ATT, IAM 1—
H—k, RAFEHREFEALTAWS VDI TARNETSOSANNE LR T 7TV T—2320 2RI ENT
BET, ChIFBE, H—EATHIVMEFEEFNET, IAM:L H—nRHWRREAERZ FH
ITHCEZBRUEBESR, 77V —>23> 01— RICBET7VEAF—ZBORAFTFEVTLLEE
W AWS SDK & AWS Command Line Interface Tk, BERIOOT—> 3V ICT7 IV EAF—ZzEL C
ENTEDLO, D—RTREITIHVERFHYELA, HHICOVWTE., TAWS 2ROV T 7L >
A1DTIAMI—HY—TOAFxF—%2EBICEETS, 2SBLTILKESV, £LE. RANTZ
DFA4ARELT, RENABTOEAF—ORDYIC—BEWNEEF1 )T (REER (AMO=)L) Z
FRTEEXD,

AWS Z7Ho N TOIAM 1—H—0O4ER
¥ Follow us on Twitter

/A Important
AMARARTS9F 1 AT, BENERIEEEREZJIAMI—Y—2ERAT20TRE
<, "KW BFAEREFEALTAWS ICTI7EATREHIE, D7ONAE—EDT I T
L—23 aFERATRCEZARI—TF—CRODDEZHRLET,

(® Note
I 7Y 4 NT Amazon ®R%E RS T B /=% O Product Advertising APl ICB8 3§ 2158 Z R L
TWTZOR—DZRDOFEBEE. "Product Advertising AP15.0 R¥FI X2~y #3HBL
TLEZL,

IAM A—Y—=&FHIU N 168


https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html#iam-user-access-keys
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html#use-roles
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html#use-roles
https://twitter.com/AWSSecurityInfo
https://webservices.amazon.com/paapi5/documentation/

AWS ldentity and Access Management I—%—HA KR

COR—=DICIAM O Y= ASEELEBER,. YA A2VBERTH>TE, THIU B
IZIAM I—H—HFEBEATVWEVAREEAHYET. AWS PHI MOI—RI—H—,
O—J., —BNBFRIARROVTNAZEALTHA A LET, Ch50 IAM FELE K
C2WTlk., TIAMID (A—%—, A—%¥—J)—7, O-J))) 282RBLTEZ,

I-F—EERLT. COI—F—CEEZRYORFTEHTTZAT Y TRATFOLESYTT,

1. AWS Management Console, AWS CLI, Tools for Windows PowerShell T, &Il AWS API 7
RL=2arvzeERALTI—Y—%2EKL FI, AWS Management Console TI1—H—%Z/ERT
354, BRABICESVTIRATY 1 ~ 4 FEBNICRAEBEhET, 1—F—%27 05 A
ICKWERLEBE., ERATY 7 ZRMBEICRITTISEN BYUET,

2. I-Y¥—BBEETF VAN RA TIBU T I —ORIEREERLET .

c [AVY=IT O ERAZBMICTS - 7> 3 2] I—H—H" AWS Management Console (7
VEATRIHENHDHEEEF., ZEI—HF—O/NAD—REERLET, I—HF—0 Y —
WTFOEAZEMNCTRE, I—H—RE/NAT—RZFEAL T AWS Management Console
CHAA 2 TEBRLEYET, #EREZZEL LY, BlEZ2FcO0—-)L2eEALTIO Y=
TP OEATERBRVWERSICLEY TR EEHYEEA,

® Tip
I—HY—HFREEITRRABEROAZERLFTT. HlZEF,. AWS Management Console
ENLETOERAOAMBERI—H—ICEF., PIOERAF—ZERLBEVWTLIEE,

3. 1—H—%1D2EOTIN—TICEBEMTZET, REBRRZRAVERTIZDTIEAEREZNE
LET, POCVAFARIS —21—H—ICEETR2YFLT, POEAHFAZNAFETR LS
TEET, L, I—H¥—%TIL—TICBEL., PTOERREROERIF., JIL—TICT7RYF
TENTVWBRIUD—ZBLTISCELEBHOLET, 7V ELAFATOEREFRAL T1—H—
DT VEAFAZHRIZDEETEERT, EEL, ChEF—HBHOTEDVEEA,

A4 (723N BITETRYFLT, XEF—RZI1—H—ICEBMLET, IAMICE TR RT0O6E
AOBEMIC O VTR, TIAMUY =20 T4 28BLTLSEE L,

5 REBHA A VEREI- Y —ICRREBALET, COBRICE. I—F—HFThHhIo MDA
AIOR=JTRIBEBELTANTEINAT—RPIOVY =IO URLFEENET, FMICOV
T, TIAM A=Y =N AWS ICHA A F2H%E 2SRLTIEEL,

d—%—nEhn 169



AWS ldentity and Access Management I—H—H4A KR

6. (A7 3) 1—H—0 LEERIT (MFA) ERELET. MFA TR, 1—H—# AWS
Management Console [ A > A F2ECIC 1 ERYERADI—REZEADTEIENRHS N
£,

7. ATV I — AP ORI BB EET 2 RRESXB LA TEET, (F7AILNE
ETR. BEORTERESETHHERRGE. I—F—CRHYELA) FMOLVTE, TIAM
1—H—ICESDNAT— REZEIHHERENSTSH, 2BRBLTIEEL,

1—H—OERCBELRT IV EARTOHMCOVTR, O IAM UY—RIFIERTEOL
BERT VAT, #BRLTILEE W,

NEY D

« IAMI—H%—0#EKR (V=)L)
« 1AM 1—%—0 R (AWS CLI)

o IAM 1—H'—0O ¥R (AWS API)

IAM 1—H—QO4ER (d>V—)L)

IAM 11— —(& AWS Management Console TR TE E£T,

IAM 1—H—ZERTBIZEFE (TV—I)

1. AWSHA AV I1—H—HA RO TAWSADH A A% ORNEY VTERBATATWVNS
K5I, Y —BRAFICHBHLUEY A VAV FIBICH > TKEEW,

2. [AVY=LEKR—L]DODR—D T, IAIMHF—ERZZBRLET,

3. FEF—arRADT[A—Y—-] [A—F—ZEMN OJEICERLET,

4. [A—Y—0FAZEEIR—20 [1—Y—0EM o [1—F—R] I, HFLLWI-—F—0RH
EANLET, Chik, AWSOHASAVEBTT,

(@ Note

AWS ZHIRD IAM VY —AOBEH A XICEEREAHVYET, FMIZCOVWTIE,
MIAM & AWS STSO #—2&, Z#ZRBLTLKEE VY, 1—H%—FlF,. K64 XFOHE
BF, T7ZAERT (). E5(=). B} (). EUFR ). PTYMN—Y (@). T>Z—
AAT7 () N 72 (-) ZHAEDETEELE T, BRIRTHINAT—ETHS
PDENFHYVET, AXNFENMNFREFEhFELA. HlZIEE. TESTUSER EWS 11—
H—& testuser EWS I —H—BERTRDeFTEFEFLA, I—F—BZRVI—F

I—%—miEmn 170


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS ldentity and Access Management I—%—HA KR

FEARN D—HELTHEATIHES. BADANFENNENXBEhEST, 1>
AomixE, OAVYV—=)IZI—HY—BHFRRENDEES, ANFEPINFREEBENE
ﬁ/bo

5. [1—%—F7 2t A% — AWS Management Console N2t 92 #4723 & BIRLET, Ch
iC&kV), FLWI—%—® AWS Management Console %1 > 4 VFREEBEHRAERENET,

BACAY=ILTOELAZRELTVWRIAESHZSRSNET, IAM TlE% < IAM Identity
Center C1—H—Z/ERTH L ZHEHLET,

* 1AM Identity Center TO1—H—DOERICEIV EHZ S ICIE, [Identity Center TI1—H—%&15
E] ZBIRLET,

IAM Identity Center ZBXICL TV EVWBEE, COAFAT2arz&RIZIAV-ILO
H—EAR—IHFRTEN, Y—ERAZBMICTEET, COFIEOFMIC DOV TR, AWS
IAM Identity Center 1—H'—7i4 R® Mhttps://docs.aws.amazon.com/singlesignon/latest/
userguide/getting-started.htmly 2B L TS E&E )

IAM ID Center ZB#IICLTVBBE, cOFA72 3> & EIRTSE, IAMID Center ® [1—
F—QRMEEEE|R—JICBBLET, COFIEOZMIC DL TIE. AWS IAM Identity
Center 1—H—7 4 R® Thttps://docs.aws.amazon.com/singlesignon/latest/userguide/
addusers.htmly ZZRBL T EE )

+ IAM Identity Center 2R TE X VHBEEF, [IAM 1—H—&ERT D] ZBIRL., UTOFIE
AT EETY,

a. [AVY=ILONAT—R] T, LTOVWThAZBRLET,

« [BRERNAD—R]-A—Y—&., 7ATDRONAT—RARV—OEHZ®BLEZTZ
DELCERENIENADT—REZRBLET, [NAT—ROBEBIR—DICEETD L,
NAT—RERREERZFHAVO—RTEERT,

¢ [MARAZLNADT—R]-RY DALCAALVENADT—RADI—HF—ICENHTSIET,

b. (F7>a)[A—HY—RREOHA A VEICHFLWNRAD—REERTILEN HB (#
BNATT7AINRNTERENTHY, I—HF—CHEH A A VRIC/NADT— RZEHBIC
BEEEDENTERT,

I—%—miEmn 171


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addusers.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addusers.html

AWS ldentity and Access Management I—%—HA KR

(@ Note
EBEN [1—Y—ICNAT—ROEEZHFI| DT HI DN AT—RRD
S—REL BBMILTVWREES, COFIVIRY VRIZKAOMRES V) FH
ho THhEADZEIE., IAMUserChangePassword EWS ZEID AWS X R—
RRV—HFEENICHLVWI—H—ICT7RYFEIhET, RUI—EF, 1—H—
CXLT, SEONAD—RZEETDILEOOTIEAFTZNAFELET,

6. [Next] GRA) ZBIRLET,

7. [POERAHFADREI|R—DT, COA—HY—ICT I AHTZ2E) TR HEEEELET,
UTFDO320A723a>oVWThhrZBRLET,

s [A—H—ZTI—TICEBMTB]|-T IV EAFAR)—HNIFTILAEEIATVS 1 2BLED
IN—=TIC1—H—%E)HT2BEK, COAT>a>EBRLET, IAMIE, THOY
RADTINL—TBRETEYFEATVWBIRI—%2—EBRRLET, 1 2ULOBREDY
IW—T7%8RTDH, [TIL—T0EK] 2BIRLTHLWIIIL—TEERTIHEN HY)E
Fo FMICOVTR., TAMI—H—OF IV EAFANEE,, ZZRBLTSEEL,

c [TOERAFAOIAE—]-TIN—TXN=297, TEYFEATVREERIS—, #Y
RERTVRA2TAVRID—, BROCBREOT I EAFANEROIXNTZRFOL—
H—ASHLWI—HF—ICOAE—TBHEE. COFTZIVEERLET. IAME., T77H
VRNAOI—H—Z-—EBERXRRLET, PIOERAFASIHLLVI—HF—OZ—XCHKEEWVIC
dA—Y—zBRLKXT,

c [RUD—ZEETRYTFIB]|-TAIYRNAD AWS EERIS —EHAZI—EER
Y- —EBERTIBERE. COATVIVEERLET, I —CT7ERYFIRRII—
ZERUET, T, [RUZ—0EH] Z2BRLT, HILLWIZUOHFRTEZHEE, HL LR
S —ZERLET, FMICOVTE, TIAMARUS—0ERL OATY 7 47288 LTL
EEW, RUS—ZERLES, TORTZBALUTRORTICRY ., I—%—ICRU>—%=8
mULE9,

® Tip
AeERZREY., RUS—%ZTI)—TICT7E2YyFL, 1—Y—&@BYEITIL—TDOX>
N—IZLET,

8. (A72aU)TOELAFHANERERELET. chBT7 RN ARBETT,

I—%—miEmn 172


https://console.aws.amazon.com/iam/home?#/account_settings
https://console.aws.amazon.com/iam/home?#/account_settings
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/IAMUserChangePassword

AWS ldentity and Access Management I—%—HA KR

[FOEAFTOBER] I3 a2HE, [FTVLAFTOEREZEALTTIEAHFTNO LR
ERETD]ZBRLET, IAMIE, FHIORADO AWS BRI —ENAZIN—EER
O—BR—EBRRLET, TOCLAHFUTNERELTHEATIRI—&BIRTSZH, [RUP—
DER] ZBIRLTHLWI SO 2T %#E, ILLWARUD—ZERLET, FMICOVWT
. TIAMAR)S—DER) OATY 7T 425BLTLKEETVY, RU—%ZERLES., D
X7 ZBEHAUTTRDEATIZREY), PORAHFATNERELTHERATRIR)—2BIRLET,

9. [Next] (RN\) Z&IRL £,

10. (A7>aV)[LE1I—EERIR—DD [ZT]THEFLWERITZEMN £8RL, 1—H—I1CF—
EEODRTELTRITZETRAYFL, XEZTF—RZEBMLET, IAMICBITZ2XTOEHDEE
MCOVWTEE, TIAMUY—ZA0ORTH T, Z2Z8RBLTSESL,

M. COBRETICT2EINTORBREBELE T, KT IDERHITELS, [I—F—DERK]
ZERLET,

12. [NAD—ROBWBIR—TT, A—H¥—ICENHTSAENAD—RZRBLET.

« NAT—ROBICHD [RF] 2BRTDE, I —DONAD—RAKRTEN, FHTEH
TEZEY,

c [csvDAIVO—R|ZBRTDE, 1—F—0OH A2 4 VFREHEHN csv 771)ILELT
AoO0—Reh, Z2BBFAICRETERT,

13. [ X=INOBAAVFEZBRLET, O—HAINAXA=ILIFZAT U NITEENFRTEN, B
AZIAALTCA—HY—ICEETEET, X—IOT7L—NE, FI1—F—0LTOFEMEAN
BEENTLVET,

« [User name] (1—H—%H)

s TAIZROYAV A R=IAD URL, ROFlZEAL T, BYETHIVNID KEET
AOVRIAVTFTAEBERAET,

https://AWS-account-ID or alias.signin.aws.amazon.com/console

/A Important

A—H—DONAT—RIE, ERENEX—IIICREREENATVEREBA. NAT—RE,
BEBOEFIVTAHARSFA VIR D LEFETI—H—ICREIIBENFHYET,

14, Y —HFT7IOELAF—EtHEELTRIHEE. TAMI—Y—0OT7I7AF—DEE, 28R
LTLSEEL,

I—%—miEmn 173



AWS ldentity and Access Management I—H—H4A KR

IAM 1 —4H— 0¥ (AWS CLI)

IAM 1—%'—(& AWS CLI THERTEE T,
IAM 1—4%— &R T B CIE (AWS CLI)
1. l—ﬁ—ﬁﬂfﬁibiio

* aws iam create-user

2. (7> 3a>)d1—H—IZ AWS Management Console NOF V2 AEZFELET, ZhIZIE/N
AD—RABETT, . THO RO A A R=—D URL Z1—F—ICIRBITIHE
FHYET,

» aws iam create-login-profile

3. (AT aV)A—Y—-LCTOVZLICIN TV ELAEEZRELET. ChICRETIEAF—HH
ET9,

* aws iam create-access-key

» Tools for Windows PowerShell: New-IAMAccessKey

* |IAM API: CreateAccessKey
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» aws iam add-user-to-group
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1—Y—OF7 IV LAFTOEERIE, 1—H—Z2JI)I—7ICEMLTIIL—TICRV—%2TEY
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» aws iam attach-user-policy
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-access-key.html
https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=New-IAMAccessKey.html&tocid=New-IAMAccessKey
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-user-to-group.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-user-policy.html
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7. (A723aU)1—Y-ICEFOEF1 VT ARABREZEEEIIHEREERADENTEEXT,
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IAM 1—4H— D4R (AWS API)
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* CreateUser

2. (7> 3a>)d1—H—IZ AWS Management Console NODF V2 AEZFELET, ChIZIE/N
AD—RABETT, . THO RO AAR=—D URL Z1—F—ICIRBITIHE
FHYET,

» CreatelLoginProfile

3. (AT aV)A—Y—-LCTOVZLICINTIELAEEZRELET. ChICRETIEARAF—HH
ET9,

» CreateAccessKey
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» AddUserToGroup
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AddUserToGroup.html
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A—Y—OT7 7 AHFAOEERRF, 11— —2JIL—TICEMLTIN-T LRI —2TRY
FIRET(A—H-CEETEYFIDOTREL) T LZ2HEFHLET,

» AttachUserPolicy

6. (A72aNRIZTFTRYFLT, HARLEBMEI—Y—ICEMUET, FHICOVWTIE,
MAM 1—H—0 K245 OEE (AWS CLI 4 AWS AP £#SHBL T EEL,
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BMICOVWTR. TAWS: MFA TREFE N IAM 1—H—A [EF1UT 1 RIEBEHF X— T
B DRIEHRZEZEBETEDEISICLET ) ZSRLTLSESTL,

AWS Management Console AN® IAM 1—%—7 2+ A0 A=)l

AWS Management Console ZfEFIL T AWS PHI U N ICH A2 AVFTBT O EAFTZ2EFD IAM
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@ Note
IAM OERFERTT .

AWS Management Console

AWS Management Console IC 7 VAT B HEN BB IAM 1—H—0/NAT— RZERL
£9, 11— —E. IAMEIEO AWS PHIOUNBAAR=DHAS, OAVV—=IILIZT I
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V=ILICTIOEATEBRVWELSICLEY TR ERBYECA, - —DNTIOTATBTY
EAF—ZHF>TVWBRHEE., ThoOF -5 EHEMEEL. AWS CLI. Tools for Windows
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachUserPolicy.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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PowerShell, AWS API, F7=l&AWS Console Mobile Application DY —)LZNH LT VA%
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Amazon EC2 1 AR A, Amazon S3/NT Y R ED AWS UY—X
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