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artifact:DownloadAgreement
artifact:AcceptAgreement
organizations:DescribeOrganization
organizations:EnableAWSServiceAccess
organizations:ListAWSServiceAccessForOrganization
iam:ListRoles

iam:CreateServicelinkedRole

FHCOVWTR, "TATUTATAETOEAEDERE ) 28RBL T LTV,

BBOENZEZFHETHICE

1. https://console.aws.amazon.com/artifact/ T AWS Artifact A2V — )L ZBHE E T,

2. AWS Artifact # v 2 17R— R T, [ ZBIRLE T,

3. [Organization agreements ({#8Z2#)]) 27 2 BIRL £,

4. BHEOEVZIAVERBALETD,

5. [Download and review] (XU >O—RLTLE1—) Z&IRLET,

6. BHNEHTAET, ET LS, [Accept and download] (BAIZEL TATO—R) ZBIRLET,
7. BHNEERRAL, FIVvIRVYIRZAVICLTEAERTAHIEZRLET,

8. [Accept ()] B IRL THEBRADBEESLVFSEDINTOTHI U NOBNEZSHELET,

HBRNDKRT

AWS Artifact A2V —)LZER L THEBROIXTOXN=THIO2 hORDL Y IC2NZZHL I
HZak, AV ZEALTZTORNZERTTEERT, ThIUADBER. 777422, =
ZRLTSEEL,

REBBT 7 AFH

BNERTIDIE, EBTHINOMBEIROT 7 AFANBETT,

artifact:DownloadAgreement
artifact:TerminateAgreement
organizations:DescribeOrganization
organizations:EnableAWSServiceAccess
organizations:ListAWSServiceAccessForOrganization
iam:ListRoles
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jam:CreateServicelLinkedRole

FHCOVWTR, "PATFUTATAETIRAEDERE ) 2ZRBL TS IEEL,

AWS EDAZ T A BN EKRTIBICE

1. hitps://console.aws.amazon.com/artifact/ T AWS Artifact A2V — )L ZBEE £ T,

AWS Artifact ¥ v 2 217R— RT, [2H] ZEBRLET,

[Organization agreements (#E#iZ240)] X 7 2 BIRL £ 7,

Y %BIR L, [Terminate agreement] (W EKT) 2 BIRL £ T,

IRXTDFIVIRY DARAZAVICLT, BHNERTIDEICABETRCEZRLET,

[Terminate] (#8 7)) ZiBIRL T, BEERHDBI XY E—IHFRRENES, [KRT] 2BIRLE
9,

2

AWS Artifact TOBEEOA 754 2 2HNOERE

BEOF 754 2ENFHDHE. AWS Artifact ICEA 754 TEHELUEZPUAFRTENRET,
f=exE, >V —)LIC [Offline Business Associate Addendum (BAA) (77 T 4 > BXBIETHN)] A
[Active (B%)] EWSAT—RATRRENET, BMEVSAT—RARENNFEFHEEhICEZ
RUET, AT7TAM 2N EKRTIBICEK, BHICEEFNDRTOHARSABLUVUFIEZSREL
TLEZL,

T H> A AWS Organizations AN EET H V> N THBHEE. AWS Artifact ZEAL TH 7
TAVEHNOFREZBEBOINTOT AV NIEBATEERT, 7757140 TEHELULEZVZHEBS
KCHEBRAOIXNTOTAINIHEHATRICE, UATOFT IV ERAFANr ZETT,

organizations:DescribeOrganization
organizations:EnableAWSServiceAccess
organizations:ListAWSServiceAccessForOrganization
iam:ListRoles

iam:CreateServicelinkedRole

BEROT A RFBEBOXN=THIRNTHDH5E. #7742 OEBENERTTSIC
. LTOT7 O EAFAANLBETT,

organizations:DescribeOrganization
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AWS Artifact TOEH O EE

AWS Artifact DBHI Tk, EX—)LBHZRET R _ENTEEFT, BHRER—I T, UTIC

HETEIRSIC, BHEYTRAIZA4T LY, TOMOBARELZEBLLEYTDENTESR

9, AWS Artifact l&. AWS User Notifications H—E A& FERA L TEHAZIEEL E£I, AWS Artifact
BAZEMERTSICIE. AWS Artifact 8 & ¥ AWS User Notifications H—E A IZMBEBR T V= AFAH
FEEhTVWEThERYEBA. HHIICODWTE, "TATFUOTATAETIORLAENDER,, 25
BLTLSEZL,

BIR
. BHIOHRE
« REICZITEE)KTS

« RSN —F142T

BEHDERE

BRAIOZEZHRBIZRE, H5HA LS —BAT—REZREFEIDV—Ja2eEETILEN
HYVET, BANTZEYRTYTITBICR. UTOFIEICH > TEZL,

BANT 2y NTYTT3ICIE

1.  AWS User Notifications H—E'A® TEBE/N\NT , R—S2REET,

2. AWS User Notifications )Y —ADREZHFLITH ) —2a %2 BRLET, F7FILBNTE,
11— —BHF—REKERIS (N—2ZTIF) CRFEA, BIRehitn)—232ICE
BRENET, FHACOVTERE, TBEHNNTORFIX N Z8BRBLTLEEL,

3. XEZ#VIUYIULET,

BHEHTROZA4T 3311

1. AWS Artifact "BHREI R—PZHEFXT,

2. AWS ArtifactDBHIZ YT X054 7332k, [Atifact BHZHTRI9SA4 T NTINEDIY
9LF9,
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BHOYT RIS AT Z@BRITBICE

1. AWS Artifact "TBHRE) R—PZHEE T,

2. AWS ArtifactO BRI YT AU T4 7 2B T3 ICIk, [Artifact BHZHTRAIS/4 T NI %
2UYOLET,

REZERTDICE
1. AWS Artifact TBHIFEE, R—JERAEET,

2. [REOERIZVVYILET,

3. ZHNoBAZZTESICE. [AWS ZIWOEH OBIZHBDTFIVIRY VAREFVODERICL
79,

4. LAR—POBHZZTIWDICE, [AWS LR—NOEH OBICHDFIYIRY IRAZTD
FXRICLET,

5. TRXTOLAR—NOBHESHEMBICE, [FTRTOLKR—N OBICHDFIVIRY HA%ES
COEFICLET,

6. BEOHTIV—V)—ADLR—FOKXOBANZZITRSICE, [LR—ROHTEY N ®
FIVIORYIOREIIYILET, RIZ, BOOHBAHATIAVES)—ADFIVIRY IR
20UV OLET,

7. REROBEZAILET,
8. BHZZEFEIZDA—NLDOUANEZIVNTRI>TABLET,

9. (A7 2IAV)BHAREILRTZEVEHTRIIE, 2TE02 32 ZRALTF—EEORTZEA
HALET, F: BTBEAWS UY—RICEINHTRENTERTINRILT, FFITFF—&1—
H—AERTEDAFTIVOETEBHENE T, 2T, VY—RADOEE, BE, 7132V
ORI BET,

10. [REDEX]|ZT7VY ILET,

11. BEENLLEX—)T RLACERBA—INFEFENET.,. CDIFE,. EX—ILOREER,
EEENEREEX—IICHD [EX—ITRLAOFEE] £HB V020 )Y VIDHBEN
HYWET, ChiZkY), FBRETNEEX—/LTRLALCOGBRN B CEICBYET,

REZwWRETDICE
1. AWS Artifact "BHEEL R—JZRHEXT,
2. WMEITHIRENITZIVIYILET,
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3. R—DORALILHD [WEIRZ2>ZVIYILET,
4, EQOT71—=)LREFETEFRT, TEARICABEN B TNE, [BREANARORFZHLET,

5. ILLWEX—)ITRLAZEMTRDE, BEX—IT RLACEBX-INFEEENET,
AXA—=ILAD [X—=ILT RLADOFEE] V0% 0)Y ILET,

REZHIBRIZICE

1. AWS Artifact "BHRE) R—PZHEEXT,

2. WMETIREOTZIVYILET,

3. [Delete (HIBR)) 2OV YOLZET,

4 HEXAYVE—DEHRALES, [HIRI Z20UYILET,

REWCZT2EN)ETS

27&EF. AWS DY —RIZFFEIRILTT, FTRFERAEN, 1 20OF—&FT2320N0120
ETHREENTHY, EE55EHBEFHRANERLET, FTE. VY—ADER, RE, 71I)IL&RV
VIOCRIBEET, REZENELRFEETHIEER, ATV TRIZRETEET, FHMICO

WTE, "TUY-ZA0ET[FH, 25RLTEEL,

NZTNZ1—F42T

AWS Artifact BEIOFEAFICTIS—X Y =22 F (TH 2 2B E . AWS Artifact K< H2ER D
CRSTNa1—F14200, #28BLTLSEEV,
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AWS Artifact T @ Identity and Access Management

AWS IZH A TYTIBEEICIE. AWSTHIUVNIBEERTSNEE X—IT7 RLAENA
D—RERHLET, chslE IL—RREIEBEHRTHY ., chsOBEHRZEFEHAT S E, AWS Artifact
Uy AZBHETEIINTDOAWS VY —AANNDTEBT I ELANAREICAEYET, L, H
TOVAZRIL—RNTAHODNEFERALBVCEZELSBEOLET, £, 01— —L7
7J'7/|\ SELEHRZEHRBEL T, FHIOMOEEBTIVELAZRBEBLEVC L ZHHOHLET,

IL—REERIRHZEEAL TAWS TAIY NI A4 L 1Y), DI —Y—&RERIRHZEHAL
23RO TRAELS, BDE, AWS Artifact IO RFIXY RRERRZWEANDT I LA ZHEETS
AN HZI—H—ALCIAM - —eRENZHFREI—Y— ID ZEL T<EEW, Z0OF
ETR, F1-—Y—ICERIOY A2 A FHREREHEL, F1-—Y—FRBEDORFIXNEESL
OICBEBTIELAFAANDKAEEADENTERT, BHO IAMI—HY—ICEALUT IV AFT%Z
FETZCE. IWMTIIL—TCT IV EAFAZAFELT, IAIMIA—HY—Z220JI)L—7ICEMLE
EE

ITICI——ID%Z AWS ODATEELTVWSES., IAMIA—HY—%ZERTH2RDYIZ, IAVMID 7
ONAF—%2FATEET, FHI-CHOVTE, IAIMI—Y—HA RO "D 7ONAF—T7TF
L—>3>, #8BLTLSEETL,

EPAN

« AWS Atifact \OI1—H—TF O tA&+Y TV T93
- EHMHBHERNOBIT

« IAM R —045l

 AWS Artifact ® AWS Y Z— RARY S —

« AWS Artifact DH—EZAU > o O—-)L QA

- |IAM Z#F—0EH

AWS Artifact \OI1—HY—TF7OtA%&Z2tEYNT YT TS

UTOATY7TZRTLT, BEBTIEALARIICETVT, AWS Artifact NOTF UV & AFF A Z
A—%—ICABELET,

RARY
« ATYZ 1LIAMRU S —ZHERT S
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c ATVZ7 2 IAMIN—T 2 EBRL TRV —ZTEYFID
c ATVYVZ B IAMIA—H—ZERLTITIL—TICEMTS

ATY 7T 1AM R S —Z KT B

IAM EE &, AWS Artifact 77232 E VY —AANOT I EAHAZNETEIRI—ZERTE
£9,

IAM RS —ZERT D ICE

IAM 1—H—8B X ITIN—TICT7 O AF T2 NETRZEHICERATES IAMARD S —%2ERTS
iCl&E, U ToOFIEEFERALET,

IAM 12V — )L (https://console.aws.amazon.com/iam/) ZBE £,
FTETF—23RAT, RUD— Z2BRULET,

[Create policy] (RS —&ERK) ZIBIRLE T,
[JSON] 27 &BIRL £ 7,

RI)Z—RFAIXDVRNEZADLET, MEOKRIS—ZERTEH. IAM KU —0 6 DR

S—EERTRIEETERT,

RS —DOMH#FE] 2BRLET. BXIZ—HIH2F8RF. RUZ—NUF—RFRELET,

7. [RUZ—O®BFBI|R—IT, RUZ—OBENZERT —ENOERNZANLET, SAAZEMNTSEC
EETEET,

8. [RUZ—%=EK] Z2ERLET,

o kb w0 D=

o

ATYT 2. IMMIN—T%ZERL TRV —ZTRYFT3

IAM BB EGFIIN—T%2EEL., ERLERIVS—%2TIN—TICT7R2YFTEET, WOTE IAM
A—H—%=J)—TICBMTEET,

IAM I —7%2ERL TRV —%2TR2YFITBICIE

1. FEZ#—23>~RA 2T, [Groups]. [Create New Group] DJEIZIEIRL £,

2. [FL=TBICIIL—TOEEEANL, [(ROATY S &ZERLET,

3. ERULERV—OBBZRERY VAIZAILET, RUZ—OF IV IRY JAZERIC
L. [ROATY T ZBRLET,

4. TIN—TRBERVS—2HRBLET, BRENFTELS, [JIL—T0OEH] ZERLET,
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ATY 7 3 IAM I—H—ZER L TTIL—T7I2EMT S

IAM BB &G, WoTed—H¥—2=2J)I—TCEMTEERT, I—HY—Z2EMTDE, JI—TIC
RNEENEERA I —ICNEEIhKRT,

IAM 1—H—ZHERLTITIL—TICEMT B ICE

1. FEF—>23>RA4 2T, [Users] (1—H—), [Add user] (1—H—ZEMT ) DJEIZEIRL &
ED

2. [A—¥—BIC1AFEEEROI Y —DBERMZANLET,

3. AWS Management Console 7V A OD#EICHDF IV IRY VRAZRBIRLET, BHFERKES I

ENAD—REFELEEHDAZRLNAT—REZFRELET, LEIIRLUT, [—F—RFXEOY 1>

AVTHULOWNAD—REZERTIHENF HYET)ZEBRLT, YERFA A4 BFIC/NRADT—

Koty N2ERTEET,

[Next: Permissions] (XD AT Y 7. T O AFFH) Z2&RLE T,

[A—Y—%=JIL—TICEBMZIUYIL, ERLETIL—TEBIRLET,

[Next: Tags] GRN\: 27) ZBRLUE T, BEICHUT, I—HF—ICXTZEMTEET,

[Next: Review] (ROATY 7. LE1—) ZBRLE T, EEHAIETLES, [1—F—DEK]

ZERLET,

N o g &

E Ol SHERANDEAT

AWS Artifact T, EFENEOMA VT IV EAERZERATEDIRSICBYRLIZ, chsSnDEHIM
ABHERIIKY, BEREFHEANOAEPLAR—NOZTVO-REEOHEANDT I A Z MM <
FEHTEDLDICEYNET,

ZHHPVHERTLAR—NITIEATRICEK., BEKIFE AWSArtifactReportsReadOnlyAccess ¥
F=TURRVI—ZFNATEH., UTOHBEFICH > THERZEHNIIXLEN HVET, TOHE,
BEEREIYV-ILICHS HLWAWS LR—M—=UZHELTHB| V0 ZFEALTAT N
TRRENBYET,

HUVHERANOEHMTHENfr RELLFES,. I—Y—RBIO2VY-IIEHD [HVLR-—MR=J O
AU ONSsHEWMERZIFODLR—NITIERATEET,
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)Y —ABEETRBEVEROET
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dA—Y—. #ROERZECHEFORIS -2, EOMHPVERZECRIVI—ICEERIDILE

FHYET

RERDOKR)S —:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/*"
]
}
]
}

EOMAVIERZFOHLLVARD S —:

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

)Y —ABEB DERDEBIT

1—¥—iF, #ROEBRESCEFEORUS—%, E0r MERESCRUS —CBERIDLE

ABYVET, LR—KNIJY—ADTAI) RA—RERBFRAF—ICBEMISNKRL I,

U VERADBLT

21
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REKRDR) > —:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:Get"

1,

"Resource": [
"arn:aws:artifact:::report-package/Certifications
"arn:aws:artifact:::report-package/Certifications
"arn:aws:artifact:::report-package/Certifications

]

}
]
}

ZOML VHERERAF—ZBTHLLWRIS —,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"artifact:ListReports"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"socC",

and Attestations/SOC/*",
and Attestations/PCI/*",
and Attestations/ISO/*"

U VERADBLT
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IIPCIII ,
IIISOII

1,
"artifact:ReportCategory": [
"Certifications and Attestations"

IAM 7RV > — O 4l

IAM 1—H—ICT7 V9 AFTZ2FETEZT7 O LAHFUAR) S —%2EKTEET, AWS Artifact L
R—RNANDTIOEAEE, BE—OT7HI 2 NELERERBRICRD > TEPNELZREZED LA T>O—R
IHHEREI-—HY—ICRETEEXT,

ROY TR —F, BEBETIELALRILICESVTIAM I—HF—ICE) HTBHENTE
BTV EAHFAZRLET,

« AWS EHHIAVHRTLAR—NZEEITIRI —0H

s Y—RN=—FALKR—bLZEEITIRI—0H

« BHEEEITDIRIT—0H

- #HE TSR —0H AWS Organizations

c EBTAVDORNEEETDR) S —DF

- BN ZNEEETDIRUS—0H

- BHEEEITDIRIS—0F

Example AWS & H#liH VHERTLR—NZEEBTHRIS —0H

® Tip
MEORUS—EERTDNDTIEEL,. AWSArtifactReportsReadOnlyAccess BB R ) < —
DEAZREIL TS EEL,

IAM R 2 — 045l 23
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LTORID—E, AWS EDHIAVWHERZBLU TINTOLR—NEZXTVO—-RTDERENS

LET,

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:
"artifact:
"artifact:
"artifact:

1,

"Resource":

ListReports",
GetReportMetadata",
GetReport",
GetTermForReport"

nmin

ROARYS—Tld, SMRHEREZEL T AWS SOC, PCI, ISOLA—KD&EXIVO— KT D4

REeNFELET,

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:
:GetReportMetadata",
:GetReport",
:GetTermForReport"

"artifact
"artifact
"artifact

]I

"Resource":

"Condition":

ListReports",

i

{

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISO"
1,
"artifact:ReportCategory": [
"Certifications And Attestations"

IAM 7R 1) 2 — 0l
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Example ' — RN—F 1 LAR—NZBEET BRI —DHI

® Tip
MEORIS—EERTDNDTIEARL, AWSArtifactReportsReadOnlyAccess BIEER!) S —
DEAZRELTSEEL,

H—RN—F 1 LR—=KFIAM VY —AD report TRENET,

RORI)D—F, IXTOY—RN—=FT 1A LAR—PEBICHLT IV EAFTZHFELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

RORI)D—F, Y—RN=—FTALR-—KE2FIO-RIDTIVELAFAZFELRT,

{
"Version": "2012-10-17",

"Statement": [
{
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"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

RORIVD =G, Y—RN—FTALR—NE—BRRIDTIELAFTENELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}

RKDORID—E, IXTON=2320F—RN—FT 1A LR—rOFHZHEITIERZFELF
ER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}
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RORIVS =, BEON-—232VICEIDZY—RN—FTALR-—rOFMZHEITZEREZNEL
£

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}

Example 2 ZEE TSR —DHl

RDORID—E, IXNTOENEADVO—RIBTIELAFAZRELET, IAMI—H—H&
NeZHITDICRE., COTIEAFAELHETT,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
]
}
]
}

RORIVS =, 1 DORNEZHEITDTIVEAFTZ/RELERT,

{
"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [

"

RORIVS—F, 1 DORNEKRTIBDTIVEAFTZRELERT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"

]I

"Resource": [

"y

RORIS—E, 1 DTHAI N RN EEEI DT IV EAHATEZNELERT,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

]I

IAM 7R 1) 2 — 0l 28



AWS Artifact d—H¥—HAR

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}

Example &A% 7K1 —0 6B AWS Organizations

LLTR®OARD S —IE, AWS Artifact AWS Organizations& DS ICFERA TS IAM O—ILZERT 21
RENSLET. BBNERZNEZRBIZICE., BBOEEBETHINIIINSOT I EAFAN %
ETY,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AwSServiceRoleForArtifact"
}

]
}

RDR)Z—IE, AWS Artifact AWS OrganizationsfEB 9§27 O AERENET DT UV AER%E
RELET., B8NSV EZRRITHICE. BEBOBEBET AV NIChSOT IV EAFANYET
9,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
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"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

Example EB7HV > MOZNZEEITZIRI > —0HI

RORIVS—&, EBTNINORZNEERIZT IV EAFATZNELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

},
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam::*:role/*"

I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AwWSServiceRoleForArtifact"
I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
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"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

Example BN RN EEET DR > — 04

RORVS—F, BBNERNEEEIZDT I EAHFTEZNELET,
HW—AHEEBN SN ERETILEN BN XTI,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

},

{
"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization

1,

"Resource": "*"

RORIS—F, BBNERNERRIDTIEAFTENELERT,

"Version": "2012-10-17",

HEZEREEFOROI—
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"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

},
{

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

Example BHIZEE TSR —DHl

RORIS—TE, AWS Artifact BRIZEA T2 LHDIXNTOHERZENEL XTI,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:DeleteEventRule",
"notifications:DeleteNotificationConfiguration",
"notifications:DisassociateChannel"”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",

IAM 7R 1) 2 — 0l
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"notifications
"notifications
"notifications
"notifications
"notifications
"notifications
"notifications

"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

]I

"Resource": [

"

RORIY—F, IXNTOREZ—ERTRIDLEHOTIEA

:ListNotificationConfigurations",

:ListNotificationHubs",
:ListTagsForResource",
:TagResource",
:UntagResource",
:UpdateEventRule",

:UpdateNotificationConfiguration",

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:GetAccountSettings",

"notifications
"notifications
"notifications
"notifications

"notifications-contacts:GetEmailContact"

1,

"Resource": [

nin

RORID—F, REZERTBDT7 I EAFAZNELET,

:ListChannels",
:ListEventRules",

:ListNotificationConfigurations",

:ListNotificationHubs",

HTENSLET,

IAM 7R 1) 2 — 0l
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"
1,

"Resource": [

"y n

RORIY—F, BREZHRETZIT7 I/ EAHFAAZRNELET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel"”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",

IAM 7R 1) 2 — 0l
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"notifications:UpdateEventRule",

"notifications:UpdateNotificationConfiguration",

"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

]I
"Resource": [
]
}
]
}
RORID—&, REZHIRTZDTIOEAFAZNAFELET,

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"notifications:DeleteNotificationConfiguration",

"notifications:ListEventRules"

1,

"Resource": [

Wi n

X3

RDRIZ —&E,

EQFMZERTIDTIEAR

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications
"notifications
"notifications
"notifications
"notifications

:GetNotificationConfiguration",
:ListChannels",
:ListEventRules",
:ListTagsForResource",

-contacts:GetEmailContact"

ArAZRELEY,

IAM 7R 1) 2 — 0l
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1,
"Resource": [
]
}
]
}

Q—H—H1 K

RORID—F, BANT 2BREX-GBRBRIZDT IV EAFTEZHFELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

]I

"Resource": [
nin

]
}
]
}
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FHCOVTE, TAM A—Y—HA R O TAWS XF—I RARUZ—; ZZRL T EEL,

AWS Y &x—2 R7R1J) 2 —: AWSArtifactReportsReadOnlyAccess

AWSArtifactReportsReadOnlyAccess RUZ—E IAMID IZRRTEE T,
CORDD—F, LR—MOD—BRR, RR, VO REFHFATD######ERENEL LT,

HEFR O FE 4
CORDVZ—IZE, UTOERFArEENATVET,

o artifact — 77U NIHFLKR—NE—ERR, KR, FOO0—RIBDEEFALE
9, AWS Artifact

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get",
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"
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AWS GovCloud (>KE 7 %f) us-gov-west-1 WIAV-4

IAM &+ —DEH

IAM &#F—ZEATRE BEOLAR—RATIVESU—XICE TV T, AWS Artifact ® L 7R—
NCZDHALKTIVEATEXT,

RO TR =, HEOLR—KMATIVESV—XICETVWTIAM I—H—(Z&V)HT
BLENTERTIVEAFAZRLET,

Example AWS LAR— RN DBV T IO ERAZEETRRI)S —0OH
AWS Artifact L R— K& IAM Y —A® report TRENET,

RORY)S —IF, Certifications and Attestations AT DT NXTOH AWS Artifact L
R—RNEZAABD T I AT Z2FELE T,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListReports"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",
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"Condition": {

"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"

}

}

}
]
}

IRORIS—F, SOCU—XNDTFTNTH AWS Artifact LIR— N Z55AMBD T O EAFTZFE5L

F9,

"Version": "2012-10-17",
"Statement": [

{

31

"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": [

min

1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SOC",
"artifact:ReportCategory": "Certifications and Attestations"

RDR)S —IF, Certifications and Attestations AT ER< TN TOH AWS Artifact
LAR—KNEZIMBDT IO EAFAZNELET,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
1,

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications

and

Attestations"
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NDEESZFERL TEFENED,

s DOTANMO=-ILFELRGR7IFL—FT4Y RI1I—Y—OFURZVELF1) T 1RiEHRERE
ALTiThbhizhES D,

« UOTARY, BIO AWS OH—ERICE > TEFENENESH,

M DOVTIE, TCloudTrail userldentity 2%, #CSBLIEEW,

AWS Artifact Q7 7 74 I N OE#E

B, ELE Amazon SSNNT Y NICARNEOT77AILNELTEETDILSICEKRETEE
¥, CloudTrail DO 77 A )NICIE, BE—ABHOOTJIRNINFHYET, IRVKNEHSWHS
V—ANSOE—QUIVIARNZRL, VOITANENETO>3Y, O3>0, VDUVIRA
RONSA—BRBEDBBRIFEENET, CloudTral AT 7 7 A&k, NT VYo API O—IILDJEF
FFSsNhEAZRYIORNL—ATRABVED, BEDIEFTRERRENEL A,

RDOPBIE, GetReportMetadata 7 V23> %7R9 CloudTral O I KU T,

{

"Records": [

{

"eventVersion": "1.03",
"userIdentity": {
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"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not
authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,
"responseElements": null,

"requestID": "7aebcd@f-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",

"arn": "arn:aws:iam::999999999999:user/myUserName",

"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},

"responseElements": null,
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"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",

"recipientAccountId": '999999999999"
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