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OVYV—I)LEEEN AWS Supply Chain 1 VAR ADEREEFHZEEICETITRICE. ROT
DEAFANVETT,

{
"Version": "2012-10-17",
"Statement": [

{
"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

}I

{

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",

"Effect": "Allow"

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
"cloudtrail:StartLogging"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",

"chime:PutAppInstanceRetentionSettings",

"chime:TagResource"

]I

"Resource": "*",
"Effect": "Allow"

"Action": [

VY- zERAdTS
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"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"organizations:DescribeOrganization",
"organizations:CreateOrganization",
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [

"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [

"iam:CreateRole",
"iam:CreatePolicy",
"iam:GetRole",
"iam:PutRolePolicy",
"iam:AttachRolePolicy",
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [

"sso:StartPeregrine",
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
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sso:GetPeregrineStatus",
"sso:GetSSOStatus",
"sso:ListProfiles",
"sso:GetProfile",
"sso:AssociateProfile",
"sso:AssociateDirectory"”,
"sso:RegisterRegion",
"sso:StartSSso",
"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:GetManagedApplicationInstance",
"sso-directory:SearchUsers"
1,

"Resource": "*",
"Effect": "Allow"
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T, TIAMI—H—HARL, O TU—23 T RKRAVE BSRBRLUTLSEEL,
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<&V,
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AWS Supply Chain (&, KERZ N—Z7488 ) . KEBEIB LI ). BN (7
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DHHR—RENTLET,

AWS Supply Chain Demand Planning & Supply Planning (&, XMW (ZAILZF > R) ) —
DAVTRYR—KRENTVEREA,

AWS Supply Chain #Y > 1 R—RT, 41 VAR ADER 2 BRLET,
[AAZRATANTAIR=D T, ROBEHREADLET,
« AWS IJ—2 3> —|AM Identity Center 27 V714 7{LL ) —2a > &BRLET, U—

JavEZETBIICE, ALOROYTEIIXZ1—-H5 V-3 0=BR] 2BRLE
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® Note

T7Ur—2a> &EBEEL T, AWS Supply Chain 1—H—% A4 AR AILENT
&, TOA—YH—[FE AWSKMS keylc 7V EATEDRSICRYET, 1—HF—0D7F
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® Note

YourAccountNumber, ##### . YourInstanceID #### YourKmsKeyArnz AWS
Thorhk, AWSU—23>2, AWS Supply Chain 1 > AZ > A ID, KT AWS
KMS #—L:lﬁé?ﬁi_f@'o

{

"Version": "2012-10-17",

"Statement": [{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xroot"
}I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Allow access through SecretManagexr for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
TAWS': A
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
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"kms :CreateGrant",

"kms :DescribeKey",

"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",

"kms :ReEncryptTo"

]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallexAccount": "YourAccountNumber"

KMS F—AWEEE. EX] 22U Y LT, AWSKMS OV —LICBELET, O
AV —=ILTF—ZERTEERT, UBIO KMS F—RUS—ZFEALET, KMS F—DERK
FEDOFHMICOVWTIE, TAWS Key Management Service RO Y /N—HA Ry @ "F+—n01E
By EBBLTEE W,

S/4 Hana F*— X EHEFERAT2HEE. BELE KMS £—I2, BEEMRFShEAN true O
aws-supply-chain-access XD & MR L T EE V),

6. (A7 2AV)VAVARVARITIOTO FHLWERITZEM ZVJYILT, COAVARVA
NDRTZEN)ETET, CORSBERTZ2FERATRE, AVARVAZHERBITEET, RTDFF
MICOVWTR, "™20&E) 28BLTLSEEL,

7. [MVARADERK] ZBRLET,

AWS Supply Chain 1 Y AR ANERENDETICH 2~3 BHOD N ET, 1 VAR ANE
REnd&E, AWS Supply Chain #Y 2 AR—ROAT—RAT7 A=) RICETOT147 &%
TENhET,

8. AWS Supply Chain 1 VARV ANERE NS, KMSRUZ—%ZFH L T, AWS Supply
Chain " AWS KMS F—ICF7 IV EATESDLDICLET,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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® Note

YourInstanceID %Z AWS Supply Chain 1 VAR AID ICEZEMAET, 1 VAR
A ID &, AWS Supply Chain A2V —=I)LDOX Y > 1R— RTHEETEEXT,

{
"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:xole/service-role/scn-instance-
role-YourInstanceID"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,
"Resource": "*"
},
{
"Sid": "Enable ASC to backfill KMS permissions",
"Effect": "Allow",
"Principal": {
"Sexvice": "scn.Region.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"
]I
"Resource'":"YourKmsKeyArn"
}
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l[ZDescribeKey, CreateGrant, RetireGrantD#ER%ZEBINT S Z &,

EFEOZRAZIUT, FAIICRIBDTIORAEZRY)ELEY, DAZN—XZ—IJRF—IIHTS
H—EANSOT UV EAEZHIBRL 2V TEET, BMITSE. AWS Supply Chain HARXNY—X
Z— RF—TEFAEINETF—RILTIOELATELRLIRY, TOTF—RIKETHIREEICEELF
9,

UTORES{tZERL TWET, AWS Supply Chain

RDFlFEncryptGenerateDataKey, Decrypt AWS Supply Chain hAZXN—NYZX—Y RF—T
BEtENET—RIITIVEATRLEHICHVEHENSD KMS ARL -3 Z2ERTSH., . AWS
CloudTrail DA X2 N TT,

Encrypt
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
.

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [
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"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

GenerateDataKey

"eventCategory": "Management"
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"

"userAgent": "Example/Desktop/1.0 (V1;

"requestParameters": {
"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxrdexr/20240306_223934_536"

}I

"keyId": "arn:aws:kms:us-

east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",

"keySpec": "AES_222"
b

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1"
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rx",

"readOnly": true,
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"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
Decrypt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responsekElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy6661Y",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rx",
"readOnly": true,
"resources": [
{

"accountId": account ID,
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"

}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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"Statement": [
{

"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

]I

"Resource":"*"
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scn:
:AssignGalaxyRoleToUser

scn

scn:
scn:
scn:
scn:
scn:
scn:
:GetAccessDetailConfig
scn:

scn

scn:

scn

scn:
scn:
:GetOrCreateUserBasedChat
scn:

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
:SearchUsers
scn:

scn

AddMembersToResourceBasedChat

AssociateUser

BatchGetUsers
BatchMarkNotificationAsDelivered
CreateRole

DeleteRole

DescribeChatForUser

GetChatPreferencesForUser

GetMessagingSessionConnectionDetails
:GetNotificationsPreference

GetOrCreateChimeUser
GetOrCreateResourceBasedChat

GetOrganizationInfo
GetResourceBasedChatArn
GetUserDetails
ListChatMembers
ListChatMessages
ListChatModerators
ListChats

ListRoles
ListUserNotifications
ListUsersWithRole
MarkNotificationAsDelivered
MarkNotificationAsRead
RemoveMemberFromResourceBasedChat
RemoveUser

SearchChimeUsers

SendChatMessage
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scn:
:UpdateChatPreferencesForUser

scn

scn:
scn:
scn:

scn

SetNotificationsPreference

UpdateChatReadMarker
UpdateOrganizationInfo
UpdateRole

:UpdateUser
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scn:
scn:
scn:

scn

scn:
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scn:
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:DeleteExtractFlows
scn:

scn

scn:
scn:
:Describelob
scn:

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
:UpdateExtractFlow

scn

CreateConnection
CreateDataflow
CreateDeleteDataByPartitionJob

:CreateExtractFlows
scn:

CreatePresignedUrl
CreateSampleParsingJob
CreateSapODataConnection
CreateUpdateDatasetSchemalob
DeleteConnection
DeleteDataflow

DeleteSapODataConnection
describeDatasetGroup
DescribeDataset

GetConnection
GetCreateExtractFlowsStatus
GetDataflow

ListConnections
ListCustomerFiles
ListDataflows
ListDataflowStats
ListDatasets
UpdateConnection
UpdateDataflow
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scn:
:ComputePostRebalancedQuantities
scn:
scn:
scn:
:DeleteInsightFilter
scn:
scn:
scn:
:GetInstanceAttribute
scn:
scn:
scn:
scn:
scn:
scn:
:GetPIVForSitesAndProducts

scn

scn

scn

scn

scn:
scn:
scn:
:GetSiteSummaryAggregates
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:

scn

AddModeratorToResourceBasedChat

ComputePostRebalancedQuantitiesV1l
CreateInsightFilter
CreateInsightSubscription

DeleteInsightSubscription
GetInsightLineItem
GetInsightSubscription

GetInstanceRequiredDatasetAvailabilityStatus
GetKpiData

GetModelEndpointStatus

GetPIVForProduct

GetPIVForSite

GetPIVForSiteAndProduct

GetProducts
GetProductSummaryAggregates
GetSites

IsUserAuthorizedForInsightLineItem
ListCustomAttributeValues
ListGeographiesAsGalaxyAdmin
ListInsightFilters
ListInsightLineItems
ListInsightSubscriptions
ListInventoryQuantityAggregates
ListInventoryRisksBySiteAndProduct
ListInventorySummariesBySite
ListPIVProductsBySite
ListProductHierarchiesAsGalaxyAdmin
ListProducts
ListProductsAsGalaxyAdmin
ListSites

ListUsers
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scn:PotentiallyComputeThenListRebalancingOptionsForInsightLineItem
scn:RegisterInstanceAttribute

scn:UpdateInsightFilter

scn:UpdateInsightLineItemStatus

scn:UpdateInsightSubscription

scn:UpdateRebalancingOptionStatus
scn:UpdateRebalancingOptionStatusVl
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scn:AssociateDatasetWithWorkbook
scn:CreateBaselineForecast
scn:CreateDemandPlan
scn:CreateDemandPlanningCycle
scn:CreateDemandPlanningDatasetExportJob
scn:CreateDerivedForecast
scn:CreateWorkbook
scn:DeleteDemandForecastConfig
scn:DeleteDemandPlanningCycle
scn:DeleteDerivedForecast
scn:DeleteWorkbook
scn:DescribeBaselineForecast
scn:DescribeDemandPlanningCycleAccuracyJob
scn:DescribeDerivedForecast
scn:DescribePlanningCycle
scn:DescribeWorkbook
scn:DisassociatePlanningCycle
scn:GetDemandForecastConfig
scn:GetDemandPlan
scn:GetDemandPlanningCycle
scn:GetDemandPlanningCycleAccuracy
scn:GetDemandPlanningDatasetJob
scn:ListDemandPlans
scn:ListDerivedForecasts
scn:ListForecastingJobs
scn:ListPlanningCycles
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scn:
scn:
scn:
scn:
scn:
:UpdateDemandPlan
scn:

scn

scn:

ListWorkbooks

PublishDemandPlan
PutDemandForecastConfig
StartDemandPlanningCycleAccuracyJob
StartForecastingJob

UpdateDemandPlanningCycleMetadata
UpdateWorkbook
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scn:
scn:

scn

scn:
:CreateBacktest

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:

scn

CreateReplenishmentPipeline
GetReplenishmentPipeline

:UpdateReplenishmentPipeline
scn:

ListReplenishmentPipelinesByInstance
GetInstanceReplenishmentConfig

CreateReplenishmentReviewInstanceConfig
GetReplenishmentReviewInstanceConfig
ListReplenishmentVendors
GetExceptionsSupplyInsightsStatistics
GetPorSupplylInsightsStatistics
GetPlanToPOConversionAnalytics
GetPurchasePlanStatistics
ListPlanExceptions
ListPurchaseOrderRequestlLines

:UpdatePurchaseOrderRequestlLines

ListBomPurchasePlans
ListBomProductionPlans
ListBomTransferPlans
ListBomInsights
ListBomProcesses
ExportBomPlans
GetBomPlanSummary
GetDashboardAnalytics

:GetPurchaseOrderRequestExplanation
scn:

ListBomSupplyPlan
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scn:

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:

GetBomPlanRecordDetails

:GetBomPlanSummaryAnalytics
scn:

ListBomPurchaseOrders
ListBomTransferOrders
ListBomProductionOrders
ExportAllExplodedBoms
ExportBillOfMaterials
ExportInventoryPolicy
ExportProductionProcess
ExportSourcingRule
ExportTransportationLane
ExportVendorLeadTime
ImportBillOfMaterials
ImportInventoryPolicy
ImportProductionProcess
ImportSourcingRule
ImportTransportationLane
ImportVendorLeadTime
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