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& & AWS CloudFormation Guard

AWS CloudFormation Guard &, Z#—7">YV—AORARI S —FX1— RFEY —)ILTF, Guard
OARVRFA AR —=TIAACLY I, RU>—Z2I—RELTKRRIDEHICFERATES
simple-to-useEEW B RX A EENDSEE (DSL) Z#RMHLET, =512, CLION REFEAL T,
BELE NMEE JSON £k YAML —2Z2FhSsDIL—I)LICH U THRIETEE T, Guard IC
. L= ABERLEEB)ICHETECEZRIATAIEOOIZY NTANIL—LD—JEEH
AFENRTVWET,

Guard l&, B BBXELEFFAE L7 O/NT 14EIC DV T CloudFormation 7> 7L — N Z 3L
LEBA, ch-lintY—ILZFERALT, 7L —MBEZRENICRETEET,

Guard FH—/"N—fHIO&RE #EHEL £ A, CloudFormation 7Y V&AL T, —/N—HlOREE
EREIEETTEERT, CCTR, ARL—3a0#7OVIOFTHERREBETEET,

AWS CloudFormation Guard B OFEMIZ DW T, Guard GitHub VR N ZSBL TS EE
(AN

ReEY D

« Guard Z¥H THEWVICEDH[E T DEHR
« H— Rige

« CloudFormation 7 ¥ 2 T® Guard O &
« Guard \DT7 IR

« RAKNTZI9T14RA

Guard Z#]1H THEWIZE S F M T OER

Guard ZH] THEATRHER. ETUTOLEIZAVERCLZHBHLET,

c Guard DEY RT7Y S -0t U>3I>TR, Guard B4 AN =ITB2HFEICOVWTHBALE
T, Guard A T2 &, GuardDSL Z#ZFHLTRUS—)L—)L&ERL., JSON FERFEIF
YAML ERXDOBELLT—RZ2ZTNSDIIN—ILICR U TRIEETEET,

e H—RIL—IOFER-ZOEDV>3a>TE, RU—I)—I)E28RTHHO0EFMEFI—K~Y)
TIZRHBEELET,

Guard ZHH THFEWVIZERD FE T OER 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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c Guard L= DTAR-C0tI>3>TR, L—)LZTANLTERLEESYICEBETSC
EZRIEL . JSON EXFLEF YAML EXOBEILT—R 2L —ILICT L THRELT 5 12 % O
BFI-MUTILZRHELET,

e Guard L—=I)LIZRTBAANT—E2OBRIE- OO0 3> Tk, JSON FEREFLE YAML ERX®
BELT—2Z)—I)ICBS L TRIETALEOOFEMEETFI—NUTIIZ2EBHLET,

e GuardCLIU 7 7L A -Z0OtE9>3>Tlk, GuardCLI THEATEZ IV RICOWVWTEBBAL
£9,

H— Rae

Guard ZfFA I &, JSON ERXFLEE YAML EROBENNT—RZRIAETBDEHDORI S —)L—
ILEERTEET, ChiZlE, AWS CloudFormation T 7L —RAEENETH. ChSIZRE
ENFELA, Guard &, RUZ—F IV U Dend-to-endiHlin&EHEHR—NLET, IL—ILIE,
UTOEDZRARXAS 2 THRILEET,

s FNANFTAREAVTSAT A T7NETAN) —EF2VFAEAVTIAT AL
BEIBEBORARNTZIVT1RAZRITRIS—I)L—ILICEBS L T, Infrastructure as Code (laC)
FERAVITIFARNTIVFYEH—EADOBRZERIELET, HlXE. CloudFormation 727
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ERIITEET,
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E.DVY—AQBEEBRRICOBNDEEEHLELET,

CloudFormation 7Y 2 T® Guard O{E A

CloudFormation Guard Z /L T, CloudFormation 7Y 9 T7 Y V& EKTEE

9, CloudFormation 7Y 2 % 9% &, CloudFormation A"AXRL —> 3> &ER, BFH. £k
(EHIBRL #=V), AL —,3> AWS Cloud Control APl Z/ERRE-IEEFHL V) F3H1Z. Guard
L= ZEBRICEBATEERT, 7Y UICkY, UY—ARENfEBOEF1IVT,, BEA. JAMR
BILODRARNTZ 9T 1 ACERLTVD L EHBTEET,

H— R#gae 2



AWS CloudFormation Guard d1—H¥—HA R

Guard Z L T CloudFormation i— R 7Y V& EKT D HEOFHFMCOVWTE, "7y o1—
H—HARLI D "H=—RT7Yv OOV —A%ZFHATH2 b0 H—RIL—)DOiER, 2SR TLKESE
L. AWS CloudFormation

Guard \OT7 ot A

Guard DSL BV NV RIZTIVEATBICIE, GuardCLI ZA 2 AN—ILTBDHENHV)E
9o GuardCLI DA 2 ARN=)LICD2VWTE, Tt ZZRBLTLKEETVWGuard DY N7V 7,

RANTZOT714 R

SN EERL, BRNEL—ILZERAL THROIL—ILTSRLET, BEMEIL—ILE.
RFETANNERTEZEENHYET,

Guard NOTF 7t A 3


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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v N7 Y 7" AWS CloudFormation Guard

AWS CloudFormation Guard & A —7">V—AQOIN> R4 A( B —T T A4 X (CLI) T,
SUTNERAXAVEEOSREZFEALT, RUD—)I—I)ZziEhL, ThSDIL—ILICHLT
BENENZEE JSON 8LV YAML F—RZRIETEET, LI, E¥2UF«, 07
FGAT UV ABEICHEBETDRERIS—HARTAVERTCENTEERT, BElLE hi-fEE
TF—RE, A—RELTREBRENLEITIORAVITZARNTIFYERTCENTEET, Bl
(&, CloudFormation 7> 7L — N THE&1{t & 1= Amazon Simple Storage Service (Amazon S3) /\
TYRNEZEICETFIMMNTDEODIIL—IIZHEKTEET,

LTORNEY ITR, BRULARL—T 12T AT LEIZE AWS Lambda BB#ZERAL T
Guard 24 VAR—=)ILTB2FEICODVTHBALET,

N =

* Linux $ £ macOS A®M Guard DA AK—)L

« Windows A Guard 14 A K—JL

« AWS Lambda B8 & LT Guard D1 AK—=)L

Linux 8 &KV macOS D Guard DA > AR—I)

Linux & & ¥ macOS AWS CloudFormation Guard A Z4 2 AR—=)LTBIZk, BEEHD) ) —
AINAF 1), Cargo. F/=ld Homebrew ZFEAL £,

BEBEHDODV)—ANAFTINS Guard 24 AR—=ILT 2
BEEHD/NNAFUHS Guard B VAR—LTBIE. ROFIBCHVET,

1. ZB—ZF)zBRE. ROINV RZRITLET,

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-quard.sh | sh

2. XOOXREZZETLT, PATHEHZRELE T,

export PATH=~/.guard/bin:$PATH

HR: Guard "EEICAVARN=I)LEh, PATHEBNREENhEL L&,

Linux & & ¥ macOS NHE 4
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« (AT>3V)Guard DA VAR —)LZH#REIBHICE. KOOANY RZRFTLET,

cfn-qguard --version

COONYREF, LTOHDZELET,

cfn-qguard 3.0.0

Cargo 'S Guard 24 2 AM—I)L T

Cargo l& Rust NV T —INZR—I+—TF, Cargo ZETC Rust Z4 2V AR=I)LTBICEF. XDA
TYTHERITLET, RIC, Cargo A5 Guard 24 ARM—ILLET,

1. —IFIAASROIOARY RZRITL, BHOERICHE>TRust 24 AR —ILLET,
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
e (AT 3AV)Ubuntu REDOBSEF., ROONV RZERITLET,
sudo apt-get update; sudo apt install build-essential
2. PATHREZHZREL. ROIXY REZRITLET,
source $HOME/.cargo/env

3. Cargo A1 VAR=)Ehizs, KOOAN RZEFTLT Guard Z4 AR —=ILLET,

cargo install cfn-guard

HR Guard "EEICAVARN=I)IEnEL L,

« (AT 3V)Guard DAV ARN—))ZHEITHICEF. ROOAN RZEEFTLET,
cfn-guard --version

COONYREF, LTOHDZERLET,

Cargo 7'5 Guard 24 V> AR—=ILT2 5
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cfn-quard 3.0.0

Homebrew 'S Guard 24 > AN—IL9 5

Homebrew &, macOS & KT Linux AONY 5T —I X Z—2J ¥ —T9, Homebrew 24 2 A KN—)L
FTHICE, XOFIEZETLET, XIZ. Homebrew A5 Guard 24 > AM—J)ILLE T,

1. —ZFIIHASRKROIANY RZZEITL, HHODIERICH> T Homebrew Z4 2 ARM—J)LLE
9,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

2. Homebrew A4 A KR—J)LEhizs5, ROOANX RZXR{TLT Guard 21 AR—ILET,
brew install cloudformation-guard
R Guard FEEICA VAR —IEhEL I,
« (AT 3V)Guard DA VAR ZHETSICE. ROOAXY REXRITLET,
cfn-guard --version
COONZ REFE, A TOHDZELET,

cfn-guard 3.0.0

Windows B Guard D1 > A M=)l

Windows AWS CloudFormation Guard A ® (&, Cargo F/zl& Chacoty Zi LU TA 2 ARN—J)LTE R
EP

Bl FR SR A

AR RZA AR —T IA AN S Guard ZHE T S (C(E. Build Tools for Visual Studio 2019 %
AARN—ITRIUENHYNET,

Homebrew 7' 5 Guard 24 A K—ILT 3 6
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1. Microsoft Visual C++ E'J)L RY —)L% TBuild Tools for Visual Studio 2019, DI 7H A4 "NHSA
'7>EI_ I< l/ig-o

2. AVAN=F%ZR{TL, F7AIFMZBRLET,

Cargo 'S5 Guard 24/ > ARN—I)L T2

Cargo l& Rust N\ 75— X ZR—2 v —T9, Cargo ZEC Rust 2/ ARN=I)LTBICIF, KDA
TYTERITLULET, KIC, Cargoh5 Guard 24V AR—=ILLET,

1. Rust #XZD>2O—RLU, rustup-initexe ZRTLET,
2. OXRRZ7OV7RAS, F72ILRNOFT2a0THD 1 ZERLET,

COOXRVRE, LTOHNZELEXT,

Rust is installed now. Great!

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. AVAM—IZRETTBICE. Enter F—Z#HLET,
4. Cargo "MV AR—JEhnf=5, ROOIX RZXRTLT Guard 21 AR—ILLET,

cargo install cfn-guard

HR: Guard "EEICAVARN=I)IEnEL L,

« (AT 3V)Guard DAV ARN—))ZHERITBICEF. ROOAN RZEZEFTLET,
cfn-guard --version
CHOIOXRVRE, ATOHLZEBELET,

cfn-guard 3.0.0

Cargo 7'5 Guard 24 V> AR—=ILT2 7


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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Choolty 'S Guard 24 2 AM—IL9 %

""y I& Windows AAO/NY T —IXR—2v—TF, XAOFIEZRERITL T, cholatey 24 AR—)L
LET, RIZ, Cholatey 'S Guard Z4 > AR—=ILLE T,

1. ZDHARICHE>T, cholatey 24V AR—ILLET,
2. Chacoty 1 AR—)lEhlizs, ROOAN RZETLT Guard 24 VAR =)L LET,

choco install cloudformation-guard
BR Guard " ERBICA VAR —IEh&EL I,
« (AT23V)Guard DAV ARN—)ZHERITHICEF. ROOANV RZEFTLET,

cfn-guard --version

COONYREF, LTOHDZERLET,

cfn-guard 3.0.0

AWS Lambda B§Z&E L TO Guard D1 A M=)l

&, Rust \YT5—IYX—2 ¥ —T&HS Cargo AWS CloudFormation Guard 54 > AR—JLTZ&
£ 9, Guard as an AWS Lambda function (cfn-guard-lambda) l&. Lambda B§¥ & L TERATE
% Guard (cfn-guard) ZECBRES Y /N—TT,

Bl fR SR

Guard Z Lambda BEBE L TA AR =T BHIIC, XOBRFRGER/BEZIBENHVET,

« AWS Command Line Interface ( AWS CLI) &, Lambda B8% %7704 L THOHEHIT T I A
AITEHREESNTVWET, FHMICDOVWTIE, MConfiguring the AWS CLIy ZZBL TS EE L,

« AWS Identity and Access Management (IAM) AWS Lambda ®E{TO—JL, F#MICOWVT
l&. AWS Lambda "$ET70—)L1 ZZRL T EE L\,

« CentOS/RHEL IR¥E T, musl-1ibc/N\Y =2 URI KU & yum BREWCEML £ 9, FHMICO
WTIlE, "ngompa/musl-ibc; 2B L T EE L,

Choolty /5 Guard 24 > AR—IL9% 8


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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Rust \Y T —XRZ—Iv—%ZA42AN—ILTSB

Cargo l& Rust N\ 75— X ZR—2+—T9, Cargo ZEC Rust 2/ ARN=I)LTBICIF, KDA
TYTERITLET,

1. —IFIIHPSROON RZETL, BEDERICE>TRust 24 AM—)LLET,
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
« (AT IV)Ubuntu BIRDEFFEF, ROINY RZEEITLET,
sudo apt-get update; sudo apt install build-essential
2. PATHREZHZREL. KONV RZRITLET,

source $HOME/.cargo/env

Guard Z Lambda A% & L THA > A M—J)LTF % (Linux, macOS, Fi&
Unix)

Guard % Lambda BBE L TA AR —ILTBICE. ROFIEZRTLERT,

1. ANV RE—ZFIIHS, XKOAN REZRITLET,
cargo install cfn-guard-lambda

« (AT 3ar)Lambda BEEEL T®H Guard DA ARM—)LEZBRTSICE, XOITX R
ERITLET,

cfn-guard-lambda --version
COONZ REFE, A TOHDZELET,

cfn-guard-lambda 3.0.0

2. muslYR—REZAZAR—ITBICRF. AKOOXY RZRITLET,

Rust X\ T =R Z—I 7 —ZA 2V AR—ILT2B 9
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rustup target add x86_64-unknown-linux-musl

3. TEJRULmusl, Z—IFILTROORY RZEXRITLET,

cargo build --release --target x86_64-unknown-linux-musl

NABLZ 2 BALDFE, ([C@EF7O4NY T —2 zip 77 4 )LbootstrapD BRI D EITH
BE7 7 A4 )L AWS Lambda "B ETT, ERENcfn-lambdaETaAgE7 7/ IILOBH & X
¥ Ubootstrap, .zip 7—HA7ICEMLET,

« macOSIRENHFEE., Rust 7O IV RMDIIL—FELBF IZ, NLY REZET7 7 A II 2
KLU &EJ~/.cargo/configo

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. %Zcfn-guard-lambda/l—hFA LIV RNVICEELET,

cd ~/.cargo/bin/cfn-guard-lambda
5. —ZFIITROIN > RZRITLET,

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. XNOIAN RZERITL T, Lambda B#icfn-guarde LT ZT7 AU MIEELET,

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:ro0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

Guard % Lambda BIZh& L THEBEL TETITBICIE

Lambda B8%icfn-guard-lambda& L TEFE N ZHOPHETICE, ROV RZRITLETD,

ZEJLRLTRITIRICE 10


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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aws lambda invoke --function-name cfnGuard \
--payload '{"data":"input data","rules":["rulel","rule2"1}' \
output.json

Lambda BEHO VU VI ANBEZRTEHTICEF
XD 7 4 —)L Rcfn-guard-lambdaZERITZ VI T AN :

- data-YAML £72l& JSON T 7L —hOXZFI/N—-23 >
« rules- L=ILEYRT77AILNOXFIIN-23 Y

Lambda BEOFVOH L 11
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Guard L= ZFERA T3 -ODERESFHEEBE

OtV 3TTRE, JSONFEXFLRF YAML EXOTF—RICHTDIIL—I)LOER, TAS, &it
(L9207 Guard AV ERTI2HEZRLET, TS50, BEDI-AT—ALCHIET S
L= ORRERTHMBEETFI—RMITILEBTEATVET,

N

- BIRZMH

c H—RI—IOEADOHE

« AWS CloudFormation Guard JL—)L @ i8R

« T A b AWS CloudFormation Guard JL—JL

« AWS CloudFormation Guard JL—J)LICXF 2 A 0T — X ORRELE

AR SR

Guard RXAVEBNOERE DSL) ZFEAL TR —I)L—ILZERTDHIC, Guard IN>V RS A
JAVE—TIAACL) ZA AN —ILTBIUENf HVYET, FHICOVTR, "Guard DY b~
TYv7 1 BBRBLTLIEEL,

H—RIL—ILOERADBE

Guard ZEAT 3 HER. BE, ROATYTZEZRITLET,

1. BT 5 JSSON FERFE LW YAML ERODTF—RZ2EZIAAKET,

2. Guard RUZ—)L—)LZHRLET, FMICODVWTEE., TH—RI—IIDOEER, #23BLTLE
= U\,

3. Guard test AN REFEAL T, L=IAFZERLEEBYICEETZIEERBLET, 1Y
RTFARNDEFMAICOVWTIE., Tt Z5BLTLKEETVGuard L—=ILOTA K,

4. Guard validate X RZFEAL T, JL—JLICHL TISON XKL YAML EXDOF—&
ARILET. BECOVTE. Guard L—LIEHTBANTF—ZORIE, £8BLT LS
W

BIRSRAF 12
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AWS CloudFormation Guard JL—)L ® &R

Tl& AWS CloudFormation Guard, JL—JL(& policy-as-code JL—ILT9, JSON FER F /=& YAML
FEXDT—RZRIALTED Guard RXAEBENSFE (DSL) TIL—I)Lz@dLET. L—ILIE 97T
BRENET,

Guard DSL ZfEAL TRREhzI—IE. EEOT7 7 AIIIERFEEATZTL—2TFAN
77ANICREFETEERT,

BHEOIN-ILT7AINEERL, L-ILEYNELTHETERT, L—-ILEY N 2ERATS
&, JSON EXFLIFE YAMLEROTF—RZ2E@HBDOIL—ILT77AIILICH L TRAKICKRIATEEXRT,

N =R

-8

ATHOOIT)DER

- ATOEEFOMEH
ATDHAHARLXY E—J O

- ANEILEDE

« A—RI—IT07OY VDA

c Guard VIV ETAINRIVITDER

« H=RIL—ILTOEHBOENITESR

« TOEFAEIL-ILTOY U OER AWS CloudFormation Guard
« IVTFAMHBOMAZET TR LHDADOER

A

A&, true (PASS) £l false () ODWIFNAICFHMAE DT —ILRXTIFAIL, Ak, NAFUEE
FEFEALT2>OEZEEBTSH. E—OETHEITIE—EEFEZFEALET,

BEHAanpl

RO unary A1k, JL 923> TcpBlockedPortsAZETHBINESH ZFHEL £ s

InputParameters.TcpBlockedPorts not empty

R @ unary A1l&. ExecutionRoleArnZ’ANT A A XFHTHINESH ZFHEL F TS

A—RIL—ILoER 13
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Properties.ExecutionRoleArn is_string

INAFDaEDH

RONAFVaR, AXFEPXZFICHEE<encrypted, BucketNameZ'O/NT 1 ICXFEFH HE
EFNTVBRHLESHZFTAELET,

Properties.BucketName != /(?i)encrypted/

ROINAF1)ak, ReadCapacityUnitsZ’ONT 44 5000 AT THBIHAESHZFTEL T,

Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

Guard L—I)LAZERTD=HDEX

<query> <operator> [query|value literal] [custom message]

H—RIL=ILao7O/NT 1
query

KEF—2ERSN—RTHESCRBRENERY k() TREShER, YTURICR. B0
HTEYRER—SFYRNCTBTANE—RESHBENTEET, FTUERTRICE Y YT
e, —EBEAATIL—LEY NOROEFTERTEDED, ITURRICTIVEATES
¥,

JIVDORRET AINZIVTOFMIOVTE, T, ZZRLTIKESVWIIVET IR
VI DESR.

WAZE: L

operator

VIVDREEZREIDOICRIDBEEREFRLBENAFTVEET. NMFTUEETOER
(LHS) B2 IV T, AR (RHS) BRI ITVRLREVTILTHILEN HET,

HR—RENTVBNAFUEETF == (ZLW) | 1= (BELKAEV) | > (KW KEV) [ >= (KWK
ZEW) | < (EWPAEQV) | (KYDEW) | <= (KWPAEL) | (YN EW)IN(X Yy, 2] ERXOUAK
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HR—RENTVBREIEEE T exists | empty | is_string|is_list|is_struct |
not(!)

DA L

query|value literal
9TV, FlF string® BEDHR—KRENhTWVWBEUTZ)Linteger(64),

HR—RENTVWBEVTZI :
s IXNTNDTVEZF 14 7H: string, integer(64), float(64), bool, char., regex

« integer(64), . float(64)EF HEHEZXDISICREITH OO ITNTOEFK
Bchar&BEZA 7 :

« r[<lower_limit>, <upper_limit>], XOXkZFBLITEENEBICEBREINET,
lower_limit <= k <= upper_limit

- r[<lower_limit>, <upper_limit>)k ZEBELEFT, chlk, ROXZF/BL-IEENE
ICE|ENET, lower_limit <= k < upper_limit

« r(<lower_limit>, <upper_limit>]. XORkZEFBLITEZDEICERENET,
lower_limit < k <= upper_limit

e r(<lower_limit>, <upper_limit>), Chik, ROXKkZEFBLIEENEICEREIE
9, lower_limit < k < upper_limit

c RARENIEF—LEOBET—XOERERS (XV7T ), UTFICHZRLET,

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
s TVET 4 7JHELGELBRYEOES]

BE: RHAE, NMTUEETEERTIBEEBEATT,

custom message

AICETIERZRBETIXFN, XvE—2lF, OY > Rvalidated& test IV RO
BHAOLCRREN, BEF—RXOIIN—I/ILi MO ZBBELETNYITIITEIDOICKILIEET,

HAE WWNZ

ATOIIT)DOFER

JTVUDRRICOVTR, JIVETAINEIVIDESE "1 KT T ZZRBLTIKETVWH—R
L= TOERDE) HTESR,

ATOIITYDEA 15



AWS CloudFormation Guard d1—H¥—HA R

ATHOREREFOER

CloudFormation 7> 7L — M Ol &R ICRLU E I Template-1Template-2, Y R—KhEh TV
BETOERAEERTEDHIC, Z0EI2a>ooIT)EARHIE, chsoY > FILTTL—
NESBLTVET,

Template-1

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName: "MyServiceS3Bucket"
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: "stage"
Value: "prod"
- Key: "service"
Value: "myService"

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Iops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test

ATOERETOER 16
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DeletionPolicy: Snapshot

REREEF2EAT DA

« empty- AL I3 UNEAESHZERRBLET, JTURIAL V23 VICBBD S, ChzEfE
ALT, 9IVICRET— 20BN GHRIHNESH ZRRDIDLETERT, XFHEIIVICE
DXFH (") N EBENTVRILNESH ZRFBIBDLHICHERATADICERFTEEREA, FMICO
WTlk, "TOTVETANRIVITDEEZ, Z5RBLTLEEL,

ROAF, TOTL—RMI12REQOVY—ANERBETNTVBIAESHZERRELET, REID
ZFED1)Y—AS3BucketH TEZRENTWVWBPASS-®H, &fHfic hEITemplate-1o

Resources !empty

RDAE, S3Bucket VY —ARIC1 DUEDRINERZENTVWRIAESHZEIBLE
9o S3Bucket IZl& @ TagsZ7ANTAIZ2 DD RINEZRZE N TVWBPASSE®H, LiHMiichE
JTemplate-1,

Resources.S3Bucket.Properties.Tags !empty
« exists-VJIUDEHRICEN BV, ORDYICERATERDHLESHEZHERLET = null,

RDOAE, BucketEncryptionZ’ANTAH ICRUTERENTVBRAESH ZRFELE
9 S3Bucket, Ik S3BucketT ICEZE NTVWBPASSIz®BucketEncryption, ICFHMiiEhE
JTemplate-1,

Resources.S3Bucket.Properties.BucketEncryption exists

® Note

empty & not existsik, ANTF—REZRSN—RTDELEIC, RELTWR7ONT A
F—trueMBEVHZ ICFHMELE T, ZEAE. OF 7L —NT Propertiestty< 3
UHFERENTVWEVWESS3Bucket, Ak ICResources.S3Bucket.Properties.Tag
emptyfHMliE hE T true, exists BRY emptyF I Y U TlE, RFIX KAD JSON
RAVENAGIT— XY E—JICRTREhFTFRA, chSsOAOWMAIL, CORNZ/N—H
IERERFLBEVIEBIZ— &2 e R<HYET,

ATHEEFOEH 17
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e is_string- TV OZBHEBEN stringZ A 7HESH EERLET,

ROAIE, S3Bucket )Y —A®M BucketNameZ’'O/NT 1 ICXFFIEANBEE T
WBAESHERRBLE T, XFIEAH ® BucketNamellIEEE TV BHPASSTZ
H"MyServiceS3Bucket", IZFHEENnE I Template-1,

Resources.S3Bucket.Properties.BucketName is_string
« is_list-JTVUDORBERN listRATHESHZHIELET,

RDOAE, S3Bucket VYV —AD Tags7ANTAICVUARFEBEETNTVWERIAESHZE
BELET, TIE2O20F—EEORTHEEENPASSTVS 2, (CFHfiTagsEhFx
JTemplate-1,

Resources.S3Bucket.Properties.Tags is_list
« is_struct-JIVDOEHEBRIBENT I THINESIHZFIVILET,

RDOAIE, S3Bucket!) Y —AM BucketEncryptionZ’O/NT 4 IZ#8iE1L
T—EFEEENTVRILESH ZHFEL KT, BucketEncryption & @
ServerSideEncryptionConfigurationZ'O/NT 1 B4 7 #####is ZERAL THEENT
WBPASSIz®, EFMBiEhEITemplate-1,

@ Note
PIREZERTDICE,. (not ) EET% is_string, is_list, &KV is_structi&
EYTHERATEET,

NAFTVEREF=ZERIT 206

ROAE, OS3Bucket!) Y —A®M BucketNameZ’ONT A ICIEBEET MBI, AXFEDX
FICEABRE<encryptXFFl Template-1AFEFENTVRIHLESHZHRELET, BEET I
NTY RBIZXFS HFEFEN"MyServiceS3Bucket" TWARWPASS=8, Chik [CFMiic hE
Jencrypt.

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

ATHOEEFOER 18
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X DTemplate-24Ek, DONewVolumeDVY—A®D SizeZ’ONT A IZIBEE hiZfEN., 50 <=Size
<=200 DEEARICHIHESHZBIRBLET, N ICEEENTVWABPASSIEH100, ([CFHiEishE
¥Size,

Resources.NewVolume.Properties.Size IN r[50,200]

X DTemplate-2Ak, MNewVolume!) Y —A®D VolumeType 7 O/NT 1 ([CIEEE N (BN
iol, i02, ElF THEAHLESHZEFIVILETgp3. H ICEEETNTWAPASSIE®Hiol, (2
i < 1 E I NewVolume,

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' 1]

® Note

cOtva> o T, R IDs S3BucketE ZFEOVY —RZEMALEEE
FOEAZERL TVWETNewVolume, ZLNHEE, VY —RBRGI1I—H—EETH

V). Infrastructure as Code (1aC) 7> 7L — N THEEOBFEFHD &N TEXRT, AH
Wix)—I)LZzERL, TOTL—PFTERENTVWBDINXNTDOAWS: :S3: :Bucket VY —A
ICEBATSEE. FRAEhDIVITJORE —MNBEFERXIE TIResources. *[ Type ==
“AWS: :S3::Bucket’ Jo. BFMAICOVWT, JIVETAINRVTDEEZ ") TEAEE
DEEMERZRE L. cloudformation-guardGitHub URZ N1 M examples 1 LU KU %&
SHBRLTLEETLY,

BATHOAARAZRLXY L= OER
ROBITE, O GIZARZLAXY E—DTemplate-2AFEENhTVET,

Resources.NewVolume.Properties.Size IN r[50,200]
<<
EC2Volume size must be between 50 and 200,
not including 50 and 200
>>
Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

ATOAARZLXY E—D0OFEA 19
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AnELrEDE

Guard Tlk, ILWTICEZIAFEFhEZAE., Ba&EabE (F—)landO> v V) 2FERAL TROA
EREBWICHESENET, XOHIESRL TS EEL,

# clause_A ~ clause_B ~ clause_C
clause_A
clause_B
clause_C

T, AOREIC ZEEETAHIET, AZAXDor|ORAEHAEDEREETEET,

<query> <operator> [query|value literal] [custom message] [or|OR]

Guard AT, ETFAAD Y02 avffFiich, TORICHAELENFTHEEhET, H—
RIL—ILIE. (or|OR) Ei true () ICFHlic B Falsed (and|ANDD PASS) DD BEDHAKED
BELTERTEEIFAIL, k., BWEIEBRERXICEATVETD,

ROBIE, AOFMOIEFZRLTVERT,

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR

clause_M OR

clause_N

clause_0O

COPICEIKINTOAR, HirEhEEFEAL THESETemplate-1TEX T, RDHIESRL T
<EZEW,

Resources.S3Bucket.Properties.BucketName is_string

ADEHKEDE 20
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Q—H—H1 K

Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.

Properties
Properties
Properties
Properties
Properties

.BucketName != /(?i)encrypt/
.BucketEncryption exists
.BucketEncryption is_struct
.Tags is_list

.Tags !empty

A—RIL—IITo7OY VDR

7Ov91Ek., BETH . &4, FLRIL-ILOLEY MY SHEHMBECKEYVIRL ZEIRTZOVRD
>3a>TY, 7OV I3 2ORATHFBYET,

- oITV7OVY
« when 70v %
« ZRifIEIIL—IIT7OYV Y

oTV)7OvY

LTE, Bl ICED<HBTITemplate-1, Conjunction l&, AZHZEDLEIEHICFEHAENEL

«o

Resources.
Resources.
Resources.
Resources.
Resources.
Resources.

S3Bucket.
S3Bucket.

S3Bucket

S3Bucket.
S3Bucket.
S3Bucket.

Properties.
Properties.
.Properties.
Properties.
Properties.
Properties.

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags lempty

FAOVIIVRO—BAFrBRIVBREIhET, VIV/OVI%ERATRET, BULHHMOITVUNRE
FOo—EnEEANS, GlAEMEZEDLZE, TRUELRYBRLZHBRTERT, ROHICRT R

S, BLantEY h&

RRTEEXT,

Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags !

empty

A—RIL=lTo7Oy I 0ER
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2TI)7O0v0TR, JOYOQROIVIVA7OY VROAOIYTHFANERELET,

J7OYO0FEAOHEMICOVTR., "1 22RLTIKECVRANEL-ILTOY I DERK,

when 70Ov
7Ov9k. ROFERXOwhen7 OV V%2 FERAL TERENETMTEELET,

when <condition> {
Guard_rule_1
Guard_rule_2

when ¥F—7J— Ri@Ewhen7OY V0OBRKBEEELET., conditionlFH—RIL—ITT, 7OV
. REOFHMOERN true () THRDHEICDHKFHEE N FE FPASS,

BTk, [CEIJ<when70OY I 0OHITITemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

when 7O0Y VR0 Gk, ICEEEHEEN XZINTHZBEICDHKFTMBucketNameE h
F9, ROFICRTKSIC, ICEESKEEN TV 7L —BMO Parameterst 2> 3> TS
BBucketNamed N TWBIEE., when7OYIVRHD ARFFEMEhELA,

Parameters:
S3BucketName:
Type: String

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName:
Ref: S3BucketName

A—RIL=lTo7Oy I 0ER 22
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HEfEIL—ILTOY Y

L=Loty N L=ty N ICEEZE)EHT, OoIL—ITHEANGEIL—-ILTOY VEFEN
PChSOEDI-ARKRIAETOY VZSRTEXRT, BAMAEL—-IILTOY IOHERBROESY T
ERD

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

rule ¥F—7J—RiE, named-rule 7OY VORBEIEELET,

rule name &, BREIfIEIIL—IIN7Ov 02 —ZILEBITE. ABFZOHIXFEHNITT., hik,
W7 TS Guard L—ILEY ROTFRILTT, COFEATIE. Guard L=ILEVWSAEICE.
|, JIV70vYY, when70Ov Y, BEIFEIL=ILTOYINEENET, L—ILBE, I—
IWABTEIETRIL=IItEY NOFEERESRIBDLHICFERATERT, cnlcky), Baifd
ZFI-IIL7OY OFBRIATREICEYET, L—ILBIE., validateB K test AN REHD
L—=ILEKBICBETRAVTHFARNERBLET, L—ILBRE. L=-ILT77q4)0FEEDICTOY
I DM AT —2 A (PASS, FAIL, ik SKIP) EELEICRRENET, XOBIESHBLTLKEE
Lo

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
_Summary__ _ Report_ Overall File Status = **FAIL**

**PASS /**x**SKIP** **ryles**

checkl **SKIP**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

Fl, L—LBORIC whenF—D— REFBZEETSH LT, & TRAHEIL—ILTOY
VTl TAEETERT,

COREY ITHERL zwhen7OY VOB ZRICKLET,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
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}

ZENEL—ILT7OVYO%FERATIE, BIRORNBTEZRORSICERTZIEETEEXET,

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

ZRifZEIL—II7OY 2., 60 Guard L= TBRALTIN—7{TEELET, ULTICLWL 2
DOHIZERLET,

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

A—RIL=lTo7Oy I 0ER
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Guard VIV ETAIINERVITDESR

ZOREYOTR, VTUORRE, Guard L—LADOTRED T 1 LRI OEAICOVTH
BALET,

BIiR SR

740WR) T FEER AWS CloudFormation Guard I Td., 71NV TIZOVWTEETS
IS, UATOEEANBREY VEBRFIDEZHEBOLET,

o & & AWS CloudFormation Guard
« JL—=I)L. ADEER

JIVDOES

JITVURR, BET—RZRNTIN—RATR2LSICRRBENIZEMEEZRY N () TRYSN XTI,
JIVRICRK. EOHTEYREZ—TYRITRITAINER—RNEEHDENTEELET, VITUN
Michade, SQLYVIVUASERENEEREY NERKRIC, EQODL I aVHAERENET,

RO TIHEITIE., AWS CloudFormation 7> 7°'L— N TAWS: : IAM: :Role )Y —A%ZRBREL E
9,

Resources.*[ Type == 'AWS::IAM::Role' ]

JIVRE. ROEXFRACHEWVET,

c JITUDERY N (.) AL, ResourcesX® Properties.Encrypted. &, BBRAEF—H
BNEAEN TV EEICHKEZBBLET, VIVOVWITNAOHEINIZETF—RLE—HLE
WiEE, Guard FERBIS—%2AO0—LFT,

« DAL RA—RZHEAIZDTITIDORY b (.) * W, TOLRILTEBEEXDOINTOEZ N
N—=AL&RT,

C BAITANRA—KERBTBIIUOKY k() [*] B, TORIDTNTOAFY IR
ERSN—ZALET,

C IRTOOALIYaE, AEIAT (LR—EEETBCETT LAY I TEET[L
OLYY a3Vl ROFETRETEET,
C FoAATARCRETBEIGIAL Y30 TT, ORERCRLET,

R—NK:[20, 21, 110, 190]
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97‘: [{"Key": "Stage", nvaluen: "PROD"}, {"Key": "App", nvaluen:
"MyService"}]

s DEOBBEEDINTNEEZ NT/N\—ATSFE Resources. *
s VITVUHERBMEE, EZESSICT74I)NR)ITTER ALYV 3>TT, ROFIESBELTLSE

=L,

let all_resources = Resource.* # query let iam_resources = %resources[ Type ==
IAM/ 1 # filter from query results let managed_policies = %iam_resources[ Type ==
ManagedPolicy/ ] # further refinements %managed_policies { # traversing each value
# do something with each }

CloudFormation 7> 7L —RAZRY hOHlZRICRLET,

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

cOTVTL—=RNIEIVT, RSN—RAEnB/VAIF SampleRoleT, EIRL EHKXER T
I Type: AWS::IAM::Role,

Resources:
SampleRole:
Type: AWS::IAM::Role
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YAML Resources.*[ Type == 'AWS::IAM::Role' J]EROIITVUDERDOEZXOHIZRL
£7,

- Type: AWS::IAM::Role

VIVERIZDFECE. ROLSBEDAHY KT,

s BRICVIVZEVETT, ThoDNEHZSRLTIVIVRRIT IV EATESRLSICLET,
« BRULBECHULTTANTZ7OY VZFERALTIOIVICRVET,
« VIV ZEXAREERERLET,

ZHENOOVTVDEIEHT

Guard (&, HENAI—THNTI>> 3y NEBOEN HTZHYR—MLET. H—RIL—ILDZE
BOFHIZIOVWTR., T Z2RLULTIKEEVWA—RIL—ITOZHOE Y HTESE,

BRICOTIVZEYETRH LT, VIV%Z—ERRL, Guard L—)IODHDFZHRTSRTE X
T cOEIIAVTREBIZDVIVRAZRIEHIN)ITOHZUATICRLET,

#

# Simple query assignment

#

let resources = Resources.* # All resources

#
# A more complex query here (this will be explained below)
#
let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {
some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'
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JIVICEVNETSNEEROEZERIL-TAIL—TB

Guard ., VIVDKERICHITZIEERTEYR—MLTVET, XOHITE. when”
O Z1& CloudFormation 7> 7L — N ICH 2 BAWS: :EC2: :Volume VY —AD
Encrypted, VolumeType, 8 kT AvailabilityZoneZ’ ONFT A IR UL TTFARNLET,

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']

AvailabilityZone in ['us-west-2b', 'us-west-2c']
}
}
}
LRI OEZELLE

Guard FEELBO—HELTIIVEHR-FLTVWET, fIZE. ROKSICBYET,

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /"AApp/

HOBITE, REATVWBEXTEREAEINEZ2 DDA (someF—T— RTHED) FMRIL AL
Razhn, FERCFHMEhET,

B—abL7OvoaT7A—A
FeHdE, BIOEITAVTRLE2 20U TI)LGR. xo7OvIc@ETESLY)EFHA,
let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/
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o070y, ALY>3a>A0OKTagEEITIUL, TO7ONTAEEZFEE D 7ONT«
BELBELET, BIOEIZAVOAOEAADEERE, 2 D0AE@EBICEHMELET. XOASD
EREFLTLSEETL,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

BYOER0OAF (CFHEE NMEITPASS, RIOEXTRIDAEZRIT 215
4. Resources, ., Properties, &V ICH =B XD/NANotPRODENdE fEKey & —F
LTags., 8EfE & —3L £ APROD,

Resources:
MyResource:
Properties:
Tags:
- Key: EndPROD
Value: NotAppStart

- Key: NotPRODENnd
Value: AppStart

EBlLCEN, BINDTA—LND2 BB DATERELET, Resources, . Properties, 8L
ND/NAETags, 18 Value& —H L £JAppStart, TORAR, 2 BB OARERICERENET,

SR RE TIPASS,

EEL, 7OY 97 A—ALRRRODESICFHMEENET, Tags BEZ EIC, Key& OlAValued —
BIBIHNESHELEBRLET, XOFITIE. NotAppStart& MNotPRODENdEE—BL £H A,

Resources:

MyResource:
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Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

Ml Tl Key == /PROD$/& DEANF IV IOEhBzHValue == /Mpp/. —“HEETLEFE
ho LIZN2T, HBRE TIFAIL,

® Note
dL923a>EERT»HEeR. ILIYaVANREROEROEZEBRTZEELC, 7
OY A7 4—-—LZERATZI_EZREBHLET, AL IZAVHFANT—EOEY M TH
258, FLEE-—DOEMENKZ2LERIZIBEER. B— Q7+ —LZFEALET,

VIVHEREEETSH

IRNTOIVIVREOD)VANERLET, F—OXE, IXTOAVTY VAT IEATDIEED
BHNZDME (Tags: []1). ZOXY T () ICEBLEEZONY JOXREBEEZE, NSN—HILOD
ENERTEMBILIT—HNRETDResources: {IAEMENIHYET,

CORSBIOTIVIIHLT AZTMETRIEES. IXNTOMBIT—REEBERBZENET, HE—O
BloNE, BABRBE T AIINE—HNIITITHEAETNDIEETT, 710N E—%EHATZE, BETZ4H
FAFYTENET,

RO7OY VEER, ZFFOIVIVICEERITSATVET,

s TUTL—=RIZVY—=AZANEENRTVEVEE, 7TV (CFHMEic hFAIL, BEITZ70vIL
RILDAE ICFHEIE hEIFAIL,

« TUTL—RMIZ OESBZEOIY—ARAT7OYINEETNATVSBHESE{ "Resources": {} }. 7
TUER ICEMEiE NFAIL, BETZ7OYI9LRILOAE ICEHMEENETFAIL,

e TUTL—RNIZVY—ANEENTVBN, JITVIC—HTHDEOHNBZVEE, 7IVIEDOFER
ZRL., 7OYI7LRILOARGAFY TENET,
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JIVTO71)\LEZ—0OFERA

DTUDT714I)ILEZ—F, EENICBRZFHELTEAETNS Guard @ T9, UTIE., GNBET
9,

<query> <operator> [query|value literal] [message] [or|OR]

7 14 )LZ—AWS CloudFormation Guard L =)L DGR ZFERATHEEE. DXROEERKRS NI
EELTLEEL,

« Conjunctive Normal Form (CNF) Z#R L T A% &E&L £ 7,
« HILWITTERER (and) BEEELE T,
« 2D0NABMTor¥—TJ—RZFEAL T, 78 (or) ZIEELET,

ROPF, EFAETHMAZRLTVEXRT,

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {
this in r(100, 400] or
this in r(4000, 65535]

BREFHIC 92FERATS

FEEOIAL IV TAINRI T EBRATEET, 742U TE, BBIC0&SETILY
AVTHADAINOEHICEHEBRATE £9securityGroups: [....]. EICENIL Y>3
THDOIVICTANRI T RBRATDICEETEETT, AOINTOREER., EREEEEXES
H, 74N RIVIICERATEET,

CloudFormation 7> 7L —KA S VY —RAE XA THIEIRTBHEES. RO—BWEIT AN KL
FRHENET,

Resources.*[ Type == 'AWS::IAM::Role' ]

IV, AB®D Resourcest P> IaUICFET B INTNDIEResources. *ZRLET, DT
TL—MAABIOBEITIDESE, JIVELTZIRLET,
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Q—H—H1 K

RIC, COALO22aVICT74IMR—ZHEHRALET, —BIBEEE TIType
AWS: :IAM: :Role. ARk, 71 I EZ—HNBREhEZOOITVOHAITY,

Type: AWS:
%;Ee: AWS :
%;Ee: AWS :
%;Ee: AWS :

Type: AWS:

:IAM:

:EC2:

:EC2:

:EC2:

:EC2:

:Role

:Instance

:VPC

:Subnet

:Subnet

- Type: AWS::IAM::Role

RIZ, AWS: :IAM::Role VYV —ADE XK EXBZAZHRELET,

let all_resources
let all_iam_roles

= Resources.*
%all_resources[ Type == 'AWS::IAM::Role' ]

AR, $XTO AWS: :IAM: :Policy®B & T AWS: : IAM: :ManagedPolicy) Y —A%ZiBIRT 3

ZANRVTIOTIDOHEITY,

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]

ROBITEE, chsORDZ—1)Y—AIZ PolicyDocument A" IEEENTVB L ESH ZHEL &

ER

Resources.*[

Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

JIVETAINRIVITDES
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K)EMBETAINRI T Z—AXDEE

AVILABITITILAEFI VT« JIIL—T158 AWS Config DIREEB DXDHZERXTHEK
L&S,

resourceType: "AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name
value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameter:
TcpBlockedPorts:
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- 3389
- 20

- 21

- 110
- 143

RDRITEEL TS EE LN

» ipPermissions (EAL—IL) &, REZ7AY VROL—IILOIL Y32 TT,
« ZII—ILBEICIE, CDR7OYI0ILY> 3> &iEEipv6RangesT M ipv4Ranges®
BEOBMENEENTVET,

EFEQOIPTRLADNSOELGEHFTIZDHEAIL—IEZZRL, TCPT/AOYIEhiER—hE2LE
TERVWCEZHEITSIN—IIEERRLELLS,

ROBICRI RS, IPv4 ZXRETD VT IRD A SIHROET,

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

some F—DJ—REFEZCOOAVTFANTERILBEEXRT, INTOIIVR, JITVIC—HTHEN]
LO23a>aBLET, T7AINTR, Guardid, 7IVDFEREL TIRENLEINXNTOEN
FIVOE—BLTVRIAESHZETHMAELET, XL, COBENFIVIICKERBETHD L
FRYVELA, REEBASOAITDROBRZEEEBL TS EEL,

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

IClE 2 DDEN B V) EFipv4Ranges, TN TMipvisRangeslBN THREND IP 7 RL AL
ZLVDHITREDYELA0.0.0.0/0, B EE1 DDEN E—BITIHLESIH ZHERELE
90.0.0.0/0, VIVASBENLEINTORBRN —RTIUVENfHDIDTTREHYEREAN, &
BLEE1 DOBERN —BII2MBEN HB L% Guard ICIEAE T, some F—T— R, HRED
JIVD1 DULEDENAFIVIE—HITDCERBRTDIELSIC Guard ICERLET, —HTS
VIVHEROENSEVEE, Guard B ITZ—2Z2AO0—L %7,
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K, ROBICRTKLSICIPve ZEBMLET,

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'

REIC, XOHITE., 7ORUY TREVWC EZH#FEL £ Fudp.

configuration.ipPermissions[

#

# at-least-one ipv4Ranges equals ANY IPv4

#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#

# at-least-one ipv6Ranges contains ANY IPv6
#

some ipv6Ranges[*].cidrIpvée == '::/0'

#

# and ipProtocol is not udp

#

ipProtocol != 'udp' ]

FTEBI—ILZRICRLUET,

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
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some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpv6e == '::/0'

#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty

{
%targets {
ipProtocol != '-1"
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

BEENBRATICESIKOAL Y>3 > 008

Infrastructure as Code (1aC) B2ET 7 L—NZEAT3HEE. BET V7 L—MAOMOI> T«
TANDSBESCIAL VAN RETDCENHBYET, LTIk, \OO—AHILSE, 0O
ZMTaskRoleArn, TaskArn® KV EENFF|Z R %Z#E A L T Amazon Elastic Container Service
(Amazon ECS) 2 AV %52 ¥ % CloudFormation 7> 7L — KO HITT,
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Q—H—H1 K

Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:

TaskRoleArn: 'arn:aws:....
ExecutionRoleArn: 'arn:aws:...

ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:...

ROTVTVIZODWTEARAET,

let ecs_tasks = Resources.*[ Type ==

'"AWS: :ECS: :TaskDefinition' ]

COOIVE, YT TFoFTL—RNIRENTVS 3 DDAWS: :ECS: : TaskDefinition) Y —
AIXTEESCENIL Va2V ZBRLET, ROBICRTKSIZ, TaskRoleArnO—AHILS
Becs_tasksZ88 2D hS5oBMLET,

37
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let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

}

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line

not task_role_from_parameter_or_string
<<

result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>

H—RIL=ILTOEHDOEN)LITESR

AWS CloudFormation Guard L—=IL7 7 A ILICEHZZ|V) HTD &, Guard L—IL TSRT B 1EH
ERFTEEXRT, Guard 723y REBEIVHETZYR—NLTVERT, ZEISEZEH ICFHME
EhET, DFV), Guard FIL—ILODETHICOXEHRZFHML £,

KeEY D

« THOEI)HT

- TZHOSR

e AIERAI—7

s H—RIL—=ILT7A4)IDOZEEHODH

ZROBY KT

let ¥F—DJ—REFEAL TEHZPDBILLTEVETET, RANTSIT1REL
T, EBBICRAR—IT—AZERALET, BB, 7V TVOKERELTELUSH
MUTTILEERBNTONT A ZRETEET, ROHITRE., EHEHHXFIE

H—RIL—=ILTOTHOI) YT ESE :
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ecs_task_definition_task_role_arnZ®RFL £ Jarn:aws:iam:123456789012:role/
my-role-name,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-name'

ROBITIRE., ZBHE. ToTL—MAOIFTNTOHOAWS: :ECS: : TaskDefinition AWS
CloudFormation VY —XAZBREITHD VT DiERecs_tasksZRELET, I—IZERTHEE
ICecs_tasks, ZSBLTNnSOUY—RICHTBIERICTIELATEET,

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
ZHOSR

STL74YOREHALTERESRLET,

Mecs_task_definition_task_role_arnZHOHIICESIVTEHOE|VY) X T, Guard
JL=ILA® query|value literalt ¥ < 32 ecs_task_definition_task_role_arnT
ZEZRTEEXET, COUT7LVAZEAT S &, CloudFormation 7> 7L — KA

MDAWS: :ECS::TaskDefinition!J Y —A®M TaskDefinitionArnZ’ONT 1 ICIEET NIENE
MY FHE THDENRIEENETarn:aws:iam:123456789012: role/my-role-names

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

Necs_tasksZEHOHICESVTEHNE) HT, VI Vecs_tasksT ZSRTEFT
(%ecs_tasks.Properties %% & ) o £, Guard FZEHZFHi Lecs_tasks., BEnifEZFEAL T
REZEMLET. TEHNXEIUNADEICecs_tasksERENIHE, Guard IS —%2 A0—
LET,

® Note
BE. Guard BAAZLATIZ XY E—IJADEBRDSREYR-—FLTLEREA,
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AZERAI-7

AOA=TER. W=7 7AITERENLEEBOARMZELET. EHER. AO—-THT1
BIOXERATEET, BEHREETTEDLARIIGE 3D, FLRARLAEAI-TEFI2HWE
EE

« T7ANLRIL-BE, L=ILT77AINOLERBTESEh, L=LT774ILAOIXTOIL—)
TIT7TANLRILOEREERATEERT, 77MIL2EICRTENET,

ROL—=INLT7AINDOHITIE, B ecs_task_definition_task_role_arn&
ecs_task_definition_execution_role_arnidk 7 7 A I LRI THHILENET,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:r0le/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn
{
Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

}

rule check_ecs_task_definition_execution_role_azrn
{

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

c L=ILRIL-IL=IATEFTENLEIL—ILLRILOEHE. TOREDIL—ILICOHRKRTRE N
9. L-ILADSREIIZ—ICBVET,

ROIN=INT77A4INOHITIE., T ecs_task_definition_task_role_arn&
ecs_task_definition_execution_role_arni&)L—ILL X)JL THIHA

ftEnET, k. check_ecs_task_definition_task_role_arn®

B ZEIIL—ILATHDHSBecs_task_definition_task_role_arnT

EFE9F, ecs_task definition_execution_role_arn Z#

l&. check_ecs_task_definition_execution_role_arnBrRIfEIL—IATHOXKRSHETE
£9,

rule check_ecs_task_definition_task_role_arn

{
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let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'
Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

e 7OV ILARI —whenABREDTOYIARTEEETNLETOVILARILOEHRIE., TOBENDT
OYJIO&RRENET, 7OV IHADSRBEIS—ICHYET,

ROIWN—=IT7T7AINDOHTIEE, B ecs_task_definition_task_role_arn&
ecs_task_definition_execution_role_arnid AWS: :ECS: :TaskDefinition® A4 7
JOvOoR070Y ILRIINTHHILENET, ecs_task_definition_task_role_arn
B KLV ecs_task_definition_execution_role_arnZ#E. Th¥Fhon)l—I)L

DAWS: :ECS: :TaskDefinition®B7OY VRN THHKSBTEET,

rule check_ecs_task_definition_task_role_arn

{
AWS: :ECS: :TaskDefinition

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-
task-role-name'

Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}
}
rule check_ecs_task_definition_execution_role_azrn
{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_arn
}
}
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H—=RIL=LT7ALINDOEEHDH

LToto>a>T, ZEHOBNE)ITEHNEVITORAEDOHZRLET,
BREIYET

CloudFormation 7> 7'L— kOl IRIZRLET,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

COTUTL—=RNIZESIWVWT, IXTOFT7TL—KNAWS: :ECS: :TaskDefinition Y —A®D
TaskRoleArn7'/\YF 4 check_ecs_task_definition_task role_arn?d" TH 3 & Z4RAE
%5 WS-z TEEFTarn:aws:iam: :123456789012: role/my-role-name,

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

IL=ILO&EERNT, &WSZEHZMH{tecs_task _definition_task_role_arnlL ., B X=F
HIfE #E|v) HTHENTEET 'arn:aws:iam: : 123456789012 :role/my-role-name',
=LAk, query|value literalt¥> 3> M ecs_task_definition_task_role_arnZ
W& SHarn:aws:iam: :123456789012:role/my-role-name¥ % _ & T, EcsTaskJY—A®D
TaskRoleArnZ7’ONT A ICIEEENIZEN THAINESHZEFIVILET,

BHEIYET

CloudFormation 7> 7L — k0l ZRICRLE T,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'
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COTVTL—RNCEIVWT, 774 )lecs_tasksDEHRNT L VWSEHZENHLL, VTV %
By HTBHEENTEETResources. *[ Type == 'AWS::ECS::TaskDefinition', Guard
E. ABTFV7L—RNAOIXNTOUY—REVITJL, ThosnEHRE CRELE
Jecs_tasks, £, INTOAWS: :ECS: :TaskDefinitionT>7'L—KNUY—A®
TaskRoleArn7°'O/NT 4 check_ecs_task _definition_task_role_arn#h" TH3 & W
5 EVWSIIN— N2z RTBDEETEET, arn:aws:iam::123456789012:role/my-role-
name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:ro0le/my-role-name'
}

=LAk, queryto> 3> ® ecs_task_definition_task_role_arnZ#H %%
Marn:aws:iam: :123456789012:role/my-role-named % - & T, EcsTask UV —A®D
TaskRoleArn7’ONT A IZEBEENIZEN THAIHIESHZFIVILET,

AWS CloudFormation &> 7L — NERE D&l

AEBFBAI-AT—ADL)EMEBEHERTHEAELLD, COHFITE., AmazonECS ZAIDE
RFZEELRYBEZBICHEITS=HD Guard IL—I)LZBRLET,

CloudFormation 7> 7'L—h Ol IRIZCRLET,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’
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ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

COTVTL—RNIEIVWT, ChSOERIHLEEhZLSICRDIL—IZRRLET,

« TU7L—RMADOEAWS: :ECS: :TaskDefinition V—RAILKKk, 2RO EXRTO-ILD
BMANTRYFENATVET,

« AU O—)LEERTO—)LIE AWS Identity and Access Management (IAM) O— )L T3,

- O—)L&E 77L—KhTEREIFET,

« PermissionsBoundary ZONT A EO—IILZEICEBEENET,

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
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let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'

when %execution_iam_reference !empty {
%sexecution_iam_reference.Type == 'AWS::IAM::Role'

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {

%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {
%sexecution_iam_reference.Properties.PermissionsBoundary exists

TOHBMFEIL—INTOY U DOEK AWS CloudFormation Guard

EEALTEAMNZIL-ILTOY V%2588 T 35S AWS CloudFormation Guard, XM 2 D D&
AZAI)NEEHTEEXT,

- ZUENESKEFEA
- HEBSMRFRIR

NS OEREFRRBEOVITNIORAZSIIEEATSE. BRAKABLEL, BFIFEIL—ILT
OYVORNRMEBRBLIERENET,

ey D
- BIRRSM
- RN EKREFEREOEX
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- HEKREFEROEX

AR SR AT
L=LOEATEAFENL—ILTOY IOV THALET,

RN EREFEROBEX

COBBRARAIINTEE, when7 OV IVFERFBRNZEIL-IL7TOY VOFHMEE, 1 DULEDOMDOR
BIEZEIL—IL7OY 0F-EA0OHMAFERICEERNETHELET. XOH—RIL=ILT7A4ILOHI
ICE, REREFEERERTIBAINEIL-ILTOYINFEEFATVET,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A ~ rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4
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# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ~ rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

HRDOIIL=ILT77A4INOBITIE, Example-1LIZEXDESBERN BV ET,
« N Crule_name_AFHliE B /B EPASS, IC&k2TH7EIbLE i Guard JL—
JLrule_name_BAFHiE nhET,

« N Crule_name AFHliE B/ EFAIL, ([C&k2>TH7EILE N Guard JL—
JLrule_name B FHMEE hELA. & (Zrule_name_ Bl & ik 3 SKIP,

« N Crule_name AFHliE B/ ESKIP, [C&k>2>TH7EI{LE N Guard JL—
JLrule_name B FHMEE hELA. & (Zrule_name_BFHfiE E 3 SKIP,

® Note

CcDT—AE, P EFHMAEFAILE N, A &rule_name_AfFHliE 3 I)L—I
(Crule_name AZHNE THIEL TVBHBEICHKEL £ISKIP,

LT, AVTLABLVIITLAEFIVTATIL—THEROEEDN SOREEET—FR—A

(CMDB) 525 AWS Config BEDBITT, COBITIR., KUEKEEROBRERLET,

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY
}

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[@,65535]
}
}

BEFEIL—ILTOY T OER
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rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1'
when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

B DTk, check_parameter_validityld (C&HFE THK
fFcheck_resource_type_and_parameterl,
check_ip_procotol_and_port_range_validityld [CRHFRHETHELTVE

Y check_parameter_validity. ATk, 8RO —)LIZERL EREEETF—XIR—A
(CMDB) 2EEATY,

version: '1.3'
resourceType: 'AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:
- fromPort: 172

BEFEIL—ILTOY T OER
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ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None
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MHERFRERDOBA

COBEAZAII TR, when7OY VFEREHMEIL—ILTOY IO, 1 DU EOHD
Guard L—/)LOFHAEFZERICHEKFEL XY, HEKEFERREROISICERATEERT,

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2

MHBERFREROBREERITDICE. RO Guard L—IL7 74 OFlZHERL T EE L,

#

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticloadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

BEFEIL—ILTOY T OER
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# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

BRDII—ILT77A4I)L Tk, ensure_elbs_are_internal_and_secureld \CAHBEMKFEEN &
\)E Fensure_all_elbs_are_secure, AT, BHRDIL—ILIZZEH#LF S CloudFormation 7>/
7°|/_ F@ﬁu_@‘?o

Resources:
ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticloadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...

A2 THF AR O ZRTT S 12 DADEER

AWS CloudFormation Guard AtBEETF— X ICK L TFMiie hE T, Guard FHMEL> 2k, B
A RY NREZFALT, BEEEBETF—XRICH>TRETF—RIC/ITBZIIOIT ) ZHEARL
F¥T, Z<DIFE. T—EONYTELEOAL 7232 ERMUTHMETZICE, BEBOANFBET
To Guard l&. COXRSBAZRBRIZHOFER BB ZREMLET, IO VEITEFAR
EREBL., MACHEERTSNAENSTRZTF—2EERALET,

LT, OATFFAMNRISOFME 2 BRATE ST 2 FERAL = Kubernetes Pod (X EDHIT T,

apiVersion: vl
kind: Pod
metadata:
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name: frontend
spec:
containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

Guard %KL T, COF—REFHMTEET, -7 7425 MT2HE. ITFAN
EAITRFIXRNEHETT, LT, RY RTEEETNEIDDTTOFHIBOERZRIET 2 T0H
<9,

#
# At this level, the root document is available for evaluation
#
#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced

when apiVersion == 'v1'

kind == 'Pod'

{

spec.containers[*] {
resources.limits {
#
# Ensure that cpu attribute is set
#
cpu exists
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<<
Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#

memory exists
<<

Id: K8S_REC_22
Description: Memory limit must be set for the container

}
}
}
94 context 0) IE fi#

IL=L70YvILRILTE, ZEIVTFANEIEEBERFIXNTT, when ZEOFHERK., B
HapiVersion& kind BN ®HDZOZEI—RIVTFANIHLTITDONET, GIOHITE,
NS OEHE ICFHMEEhE T true,

RIZ, BIOBITspec.containers[*]RL 1 OEEZ NS N—ALFET,. BEONSZ/N—AZ L
. AVTFANMENF ZNICISUTEDYET, spec 7OV IDRTIN—HINETITRDE, XD
BUCRTRSICAVTHFARNNBEEENET,

containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
memory: 64Mi
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cpu: 0.25
limits:

memory: 128Mi

cpu: 0.75

containers BMZ NSN—ALLEZE, OTFANZROHICRLET,

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

IL—TI22\WT

XEFALT[*]. containers BHDEIICEEND IXNTNENI—TEERETEET, 7
Oy 7k, ROBEZRICODVTFME hE T containers, BIRDIL—ILAZRY ROFITIK, 7
Ov2IC8FEnd Ak, AT T ERICRLTRIAENDFIVIZEEZLET, RNICEENZT
O70v ok, AVTFFERIEIC1E, 2E8HEEchET,

spec.containers[*] {

}

RECEC, AVTHFANMEERIETR A TY VADETT,
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® Note

HR—RENTWBRA O FYIART IV EAERIE. [<integer>]F7LlF O&KTI[*], B
£, Guard & O&SG&EHEYR—MLTWVWELBAL2..4],

B 3

ZLDHE. BINFZTANShZEMTRE, BE—0EEZTANSKhET, fIAE. OA>TFH1
2LABWES, BIZHIBRL TRADANZZTAND ZENTEEXRT,

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

BUNBEINEZTAND ENTEDHESE., L= EIERXEZFEALTVEEEZEELET,
BIOHFITIE, containers[*]TlE%AL ZFEAL £ T containers, B—E7 #—LD&ERHT
&, Guard FTF—2Z2 NSN—ATBHEEICELLKFHMALET,

(® Note

BUATINEZZTANDEECIL—INAOT I ERAZRTEER, BTEMIIFEXEZHEALT
KEZLV, BE—DENERAENATVWEIHEETE, H—REELFHEETLET,
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spec.containers[*] ORHVIC 7+ —L%EH TS spec.containers

H—ROIVE, BRENEOIL V>3 EZBLET, 77—A ZFERAT S5
Aspec.containers, JIUDORENIEICEF., JIVAOEXRTIEE<containers, IZ
K O2TSRBRENDEINEENET, 77 —LEFEHTSDHSEspec.containers[*], 8End
BeDEXRZSRBRLET, BIICEFTNZIEZERZTMMEIZEERE. 4T [*]171—LZFEALT
<EzEL,

this ZEALTHENIVTFANEZZRTS

Guard =L ZERTBEERF. ZFEALTIAVTFANMEZSRTE £ I this,
ZL<DBE, thisEAVTFARDEICNA RENATWVWS -0, BERNTT, Sz

¥, this.apiVersion, this.kind, this.specld)—FFREFRFIXNINIVR
EhFET, HBAIC, this.resourcesld /spec/containers/0/X° & &containers,
NDEMEIZ/INA > RENFET /spec/containers/1, E#HKIZ, this.cpu& FHIFR, I/
spec/containers/@/resources/limits& ([Cthis.memoryN Y E>JEh&E T /spec/
containers/l/resources/limits,

ROBITIE, Kubernetes Pod 5REDBIRD IL—I)LA thisBARWIC ZFERATHILDICEEZRZI SN
TVWET,

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {

#

# Ensure that cpu attribute is set

#

this.cpu exists

<<
Id: K8S_REC_18
Description: CPU limit must be set for the container

>>

#
# Ensure that memory attribute is set
#

this.memory exists
<<
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Id: K8S_REC_22
Description: Memory limit must be set for the container
>>
}
}
}
ZthisBATHICERATIRLERFRHYEFEA, £EL, ROBICTIELSIC, this UT77LUAE

ANTZ—=2RETHEELCEFNTT,

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<
result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

HOPITE, thiskER—NESESRIBLHICEATIET,
RN OEATRETSARMENDHD TS — this

L= eaZERTZHE. BRERNBthis AV TFANMENSERZSRIBEEILL<HDHE
WABWERT. PIZE, FHMANKRORDADT—RLZEZZATHET (ERIDBENFHBUET ).

resourceType: "AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: "::/0"
prefixListIds: []
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toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 10.2.0.0/24

FROTUOTL—RNIHRUTTARNTDE, ROIL—IILEBEERNE 2RATZIEVSBR 2 EREE
IBEH, ITZ—ICBVY)ETthis,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

COFlEEITTRICE. FROIL—ILT7AILE EVWSEB TR
fFany_ip_ingress_check.guardL, #—&2%Z EVWS 77 A I)ILEBTREFELE
Jip_ingress.yaml, XIZ, ShsO7 7)) ZFEAL TXDvalidateAN REZERITLET,

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

AVFTHFARNHSOFMZRITI 2 12O DADRER
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ROBEHTIE, TPk E InputParameters. TcpBlockedPorts[*] M7 O/NT 4 ZEUE L &
5 & LT /configuration/ipPermissions/@/configuration/ipPermissions/1kHL iz
EERLET,

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]1])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]7])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

COFERZEMITDICIE, thisPHRWICSBEhE 2FALTI—IILZEEHBIET,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>
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}

this.InputParameters &, ZH ICEENDBREZSRL £Tany_ip_permissions. B
ZEVYYTSsSNEITI UK, —B 9T Bconfiguration.ipPermissionsfB&BIRLET, T5—
. 2O TFABMInputParamatersT ZEEL &S & InputParametersL 24", JL—KO
DTFANCH2IEEERLET,

ROBICRTRSIC, AFB7OY VREEAAOEHRESRLET,

this.ipProtocol != '-1' # this here refers to each ipPermission instance

this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]

this.toPort < this
<<

result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

this I OBR—NEZSBULEITH[21, 22, 110]. fromPortB LUV £SBL £ FtoPort,
EE55EASMTOYIVARI-TICEBLET,

DEERNBEFERICED IS —0OMR this
EHEFEAL T, EEZHARWICEV) Y TTSRBLET., 7.

InputParameter.TcpBlockedPortsidE AN (JL—K) AVFTHFARND—ETT, ROBIZTRT &
312, A7/ OY YInputParameter.TcpBlockedPortsMAMIBEIL, BARMICEIY) HTET,

rule check_ip_procotol_and_port_range_validity
{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change

R, COEBEARHNICSRLET,
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rule check_ip_procotol_and_port_range_validity

{
#
# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.
# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].
#
let ports = InputParameters.TcpBlockedPorts[*]
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

AOABthisZRICERUBREZITVE T%ports,

L. ADIL—T70OZRportsHAELLKBEWES, IXNTOIT—REREBEENTVEREA,
ROBIE, B ZRBOHIBRERLTVWET,

rule check_ip_procotol_and_port_range_validity

{
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Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
some ipv6Ranges[*].cidrIpve == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1"
<<

result: NON_COMPLIANT
check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_any_ip_perm = this
%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
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message: Blocked TCP port was allowed in range
>>

RIZ, validate ANV REZBEEXRITLET, SERFEEHETT,

cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

validate AN ROHHZEXRICRLET,

Summary Report Overall File Status = PASS
PASS/SKIP rules
check_ip_procotol_and_port_range_validity PASS

COT7T7O—FTEEZTANTZDEDHIC, XROBTERAMO—ROEEZFALET,

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:
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- cidrlIp: 10.2.0.0/24

NIF. FEDOIPV6 7 RLANFATETNTWVWS 89~109 OFEHHNTT, AT, AN RZEEZE
{TvalidateL =0 HEAH T,

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range

T A M AWS CloudFormation Guard JL—JL

# HIAHK D AWS CloudFormation Guard 1-Y RTARNT7L—LD—2%&EHAL T, Guard JL—JL
NERLEEBYICEHETRCEZBRETEET, cOEY23a>TR, AIZYRNTFANTI7ZAIL%
HRTDHEEE, ThEFEALTtest ANV RTIL=INT7A4INETANTDFEICDOVTHHAL
£,

A=Y RTAMZZAIIICE, . .json, .ISON, . .jsn.yaml.YAML, EZ&E OLVT hh OILEK
FHAHBETT .yml,

NEY D

- BIRRZRM

« A—RIZYRTANTZTAINDOHE

s A—RL—NIAZYRTARNZZANDERDFI—KITI

Bl R SR

ANF—2EFHET B 7-HD Guard L—)LERBARLEF., FMICOL TR, TH—RIL—ILOE
#®y EBRLTLEEL,

Guard L—ILDOTAN 64
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H—RIAZYRTFARNT7AIILOBE

H—RIZYRNTFARNT7AI)IE JSON £z E YAMLFEXD 77 AL T, BBOALE, H—R
W=7 7ANRICEERAENLZIIL—LOB/EIIBERAIGENTVE T, SR LHFEZTME
FRLEHOT TN ERHZIBEN BN ET, BAICZOANZTANLTILS, ERETERIL—
NeAZzfMET2-ODBHRERENICEMIZD_EZEAHLET,

Fh, Y7 1Y ORX _test.jsonFhklF ZFEALTIZY RTARNTZZPAILICEH
ENTRZL2BBOLET _tests.yaml, HlIRE, EVSBEOIL—ILT 74
I HBHEEmy_rules.guard, 1Y RTFARTZAIIZ EVWSBRIEMFTE
Imy_rules_tests.yaml,

B

BT, YAMLIERDIZY RTART77AIILDOBXEZRLTVERT,

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

Z’O0/)NT 4
LR, Guard TARNZ 740070714 TY,

input

N=ILZETARTDTF—R, ROBICRTRSIZ, ZRYVIDTARNTRZOADZFERATEIEE
BEFHLET,

- name: MyTestl
input {3}

BEDTARNTRE., TARNTBZAHNTF—RZEMLET,

DA L
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expectations

BEOIL—INADT—RICHL TFEE N ESECHEFEC I ER. FL-IIOBFENDE
RICMAT, TARTRZ 1 2BEDIL—IIZEELET, BFETNDHERE. ROVThATSH
PHENBHNET,

e PASS—- ABNF—RICHLTETTDE., L—IIE ICFHEEhETtrue,
e FAIL- AAF—RICKHLTEFTTRE, L—IIEF CFEMEEhhETfalses
¢« SKIP- ABRF—RIZF/LTEITTDE, L= NUFH—EhFEEA,

expectations:
rules:
check_rest_api_is_private: PASS

WAZE: L

H—RIL=INIZYNTANT7AIILNORBREOFI—NIUTI

LTk, EVWSBFOIL—IT77A4)LTdapi_gateway_private.quarde cDIIL—ILDEH
l&. CloudFormation 7> 7L — N TEZEE N/ X T D Amazon AP| Gateway VY —RA XA KT
FAR—=RNTIOEABRAILT7OMEhTVBRAESIH EERTDETT, £k, 2E<<EE1
D2NRIZ—AFT—RK X N Virtual Private Cloud (VPC) A S DTV AZHFATEINESHERE
RBLET,

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']
#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:
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# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {

#

# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with

# aws:sourceVpc or :SourceVpc

#

some Policy.Statement[*] {

Condition.*[ keys == /aws:[sS]ource(Vpc|VPC|Vpce|VPCE)/ ] !'empty

COFI—RNUTLTR, BUNOL—ILATRETANLET, F7AMENBITXT
MDAWS: :ApiGateway: :RestApi )V —ARTZAXR—NTHIDBENF HYET,

1. RO TABNapi_gateway_private_tests.yamlZEL W51V
RTFARNT77AIINEERLET. RINDTARNTIEE, ZOAHNZEML., AD
&L TAWS: :ApiGateway: :RestApi Y —AN Wi, IL—ILHFAEXY
7’check_rest_api_is_privatechd & ZHFLET,

- name: MyTestl
input: {3}
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expectations:
rules:
check_rest_api_is_private: SKIP

2. test ANV REFALT, F—ZXFITHRIDDTANERITLET, --rules-file /NZ
X=RIZE, WL=LT7 74N ZEEELET, --test-data /NTX—ZXIZEF. 1Y hTAbP
7740 EEBELET,

cfn-qguard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

BN TARNDERIEF TIPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

3. AZYRNTARNTZZ7ANIEROTANZEMLET, RIC, TARZILERELTZEZOD Y —AZE
HET, EFENizapi_gateway_private_tests.yaml7 7 A IILIFROEHV) TT,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

4., BHEHEIZYRTARNT 7 A ) testZEALT 2EITLET,

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
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2BB DT ANDIERIE TIPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

AZYRTARTZZPANECESIC2DO2OTANEZENMLET, TARNEHKRL T, UTZED
£

o Z7ONTANBEETNTUVAEL AWS: :ApiGateway: :RestApil) VY —2R,

(@ Note

BRI CloudFormation T 7L —KRTREBH V) EFEBAN, FEBFEXODAHLT
HO2TCEIN—INNELKBEETEINESIHETANTDEERTT,

EndpointConfiguration Z7ONT A AIEEET A TVWAEVLY, ICRETATVWAWLE
H, COTANIEKT D & FEENFEITPRIVATE,

« EndpointConfiguration Z7ANT 1 % ICREL TCHRADA T MNMEH =
FPRIVATEHN, RUZ—AT—RM XU ERENTVWEVLED, 2EBOA TV NEE
&7V AWS: :ApiGateway: :RestApiJV—AR. COTARNIRIITRDEFREIET,

EHENLIZY RTARTIZAINERICRLET,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
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expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_rest_api_is_private: FAIL
- name: MyTest4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_xrest_api_is_private: PASS

6. EFMENLIZYRNTANT7A)testZEALT ZRITLET,

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

3EBDFERIE TFAIL, 4 EBEDFERIE TIPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

Test Case #3
Name: "MyTest3"




AWS CloudFormation Guard

Q—H—H1 K

7.

PASS Rules:
check_rest_api_is_private: Expected

Test Case #4

Na

me: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected

FAIL, Evaluated

PASS, Evaluated

FAIL

PASS

AZYRTARTZZANECTAN I~ ZOXYRNTIRLET, 4 BEODTANDHDOFHT

VTFANCTIOERALET, EFESNEIZYNTARNTIZ7AIINERICRLET,

#-

name: MyTestl

input: {3}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest2

input:
Resources: {}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTesté4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

SKIP

SKIP

FAIL
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8. --verbose 75U %#FAL T, B—3F )L T test AN REEFTL T, IMOERZREL
£9, FEABXOTFANE, THMAEERIDDICKRIEET, COFE. 4BFBBOTAN
APASSIERTHRIIL -ERICEITHEHMEHREEBELET,

cfn-qguard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

TORTHASOHENZRICRLET,

Test Case #1
Name: "MyTests4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 1))} 1)} 1)
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard::rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.quard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

HAODEEEBAMEEClause(Location[file:api_gateway_private.quard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
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String("PRIVATE")), PASS), FIVVILERLIEZEZRTIT T, COHITE,
TypesHEIITHBDEFRENDHN, BE—OENFFEASNET—AERLELE, T0OI5

4. Guard E5|EHRETMETVY, ELVERZERHELEL &,

ABBDTANT—ADLSBTANT—A%Z, EndpointConfigurationZ'O/NT 1 A'fEE
Tz AWS: :ApiGateway::RestApi )V —ANDIZY RTARNT77AI)LICEMLET, TA
RT—AREBTRHRAESKRBLET, EFECNEIZYNTANTI7AILZRICRLUET,

#-
#

HOoH OH O OB OH O O B R

name: MyTestl

input: {3}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest2

input:
Resources: {}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS
name: MyTest5
input:
Resources:
apiGw:

SKIP

SKIP

FAIL
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Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_rest_api_is_private: FAIL

10. --verbose 755 &AL T, EFENLEIZYRTANTI7AINT test AX Y REEITL
9,

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

& ICEEE N TVWBEndpointConfigurations’, REGIONALEEEEEhTWEWE®H, BHR
FAEEFAILES VY T,

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))I1))} }))} 1))} 1))
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| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.quard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

test AN ROFMEAGE, L=LT7T7AIILOBEIZRVET, L—ILT77A4ILADITNXT
n70v o, FHsdEio7O0v 09T, —FELO7OYVEFEIL—ILTT, L=ILIZHL
TwhenFHN HBHE, REZFHETOVIICKRRENET, XROHITE., ZH%api_gws !
emptyNTFAREh, K LET,

rule check_rest_api_is_private when %api_gws !empty {

FENFEBLES, L—ILAZETARNLET,

%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"
}

%api_gws l&. HAHBlockClause® L AL (line:21) BT 270Y IIL—ILTTF, IL—
LAk, H&xEHDE AND)AOEY NTHY, BHAIEDEAR—EDSBE (OR) TY, fHH
EhLBICE 1209 HF"H') FIProperties.EndpointConfiguration.Types[*] ==
"PRIVATE", LA 2T, FHAENICE 1 2OAFRRENET, NARK., AHROEDE
HHEE B D /Resources/apiGw/Properties/EndpointConfiguration/Types/1%
RLUET, COBE. &1 TTypesAI VFYIARFHEhIE BEETT,

TEGuard L—=)LIZRTB2ANT—20ORKI, COtEo>a>oflzERAL T, validate AN
REFERALTADTF—REIL—IEBETEEXT,
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AWS CloudFormation Guard JL—JLICX T2 A 0T —X DKL

Y>> REMERAL T AWS CloudFormation Guard validate. Guard L—JLICX L TF—X Z 3T
TEET, ANV RONTAXA—ZR AT a > xEOFHM OV TIkvalidate, T#5E, Z35HRL
TLEEL,

Bl R SR AF

c ANTF—R%ZRIATS Guard L—IILEZRBRLET, FMAICOVTE., "TH—RIL—I DR, %=
SBLTLEEL,

e L=ILZETARNLT, ERLEEBYICEETDCEZEIELET, FHMICO>VWTE., "Guard
IL=IDOTAK, ZSBLTLSEETL,

validate OV ROEH

AWS CloudFormation 7> 7'L— K& ED Guard L—)LIZR L TADTF—E2 2RI TSI
([&. Guard validate ANY > REEFTLET, --rules NTFX—RIZEK, L=ILT77/4IDOEZH %=
BELET, --data NFAXA—=ZRIZE, ABWF—ZRT7A4IIOBBZEELET,

cfn-guard validate \
--rules rules.guard \
--data template. json

Guard T 7L—REZEEICKRIET S &, validateN T RIFETAT—R A 0 ($?bash B i)

ZBRLET, Guard MIL—I)LERZHFETH L, validate AN RIFERBLEIL—=ILDAT—E R
LAR—KZRLET, MET7FY (-s all) ZFEAL T, Guard FEIL—INZEDRSICFH@EL =
ZERIFHMABFMEY ) —Z2RRLET,

template.json Status = PASS / SKIP
PASS/SKIP rules
rules.guard/rule PASS

BROT—ZT77ANICRTH2EHRDI —I)L OREE

W= E#EZETELEOIC, L—ILEEBOT77AINICEZTAHK, BEICISUTIL—II2BETESE
To R, F—RITFPANELREROTFT—RT7FANICH L TEROIL—INT7AI\NERIITEE
¥, validate OANX > RIF, --datad &V --rulesA7’>3a>0O77A4INOF14L YN ZEE

Guard JL—J)LIZX T2 AT — R DIREE 76
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TEFET, A, IC120ELDF—XT7 71 )L/path/to/dataDirectoryAEFEh, Z1 2K
EDI—=IT774)/path/to/ruleDirectory " E8FENTVBIRXNDINY REEITTEERT,

cfn-guard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

B O CloudFormation 7 7L — R TEZREhEETEFTEREVY—RICL, REFOES{LER
T2 LEHOBUNETONTAEN)HTHHINESHEFIVITRIIL—ILEZERTEET,
BREBEEXDTFTFOAZBRBICTREHIC, FVY-—AOREROES{LtZ2FIVIITDIL—I

%, s3_bucket_encryption.guard, ec2_volume_encryption.guard, & EVS5 @
BO774)T, NA&ZEFED7F4L 9 KNUrds_dbinstance_encrytion.gquardiZf&ETEE

9 ~/GuardRules/encryption_at_rest., HRIET D HLEN S CloudFormation > 7L — K~
. YA ZHED2F1LIKNVICHY) F£FF~/CloudFormation/templates, CNHFBE, RDKSIC
validate AN RZETLET,

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

BHEOT—27 74T HEHBDI—)L OREE 77
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NS> 1—F 4 >4 AWS CloudFormation Guard

DERAFICEABENRKEL B SEIE AWS CloudFormation Guard, O t9>3a>OKNEY V%2S8BL
TLEEL,

ReEY D

c BRULEZATOVY—ANFEELBEVESR, ARFRXRLET

« Guard &, EVWERX® Fn:GetAtt ) 7 7 L > AT CloudFormation 7> 7L —hZFHAL EHE A

s BB RFTIINZA-—TFT1VITDREY D

BRUEZATOVY—AFEELBEVGEE, ARXBLET

DIV ODRSBT 1) E2—2FERATS5HEResources. *[ Type ==
"AWS: :ApiGateway: :RestApi' ], ABICAWS: :ApiGateway: :RestApil) Y —AN x5
. Ak’ CFHEEhEIFAIL

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

CORERZERITDICIE, BHICTAILEZ—&E)HT, whenRHBFFI v OZFEALET,

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws l!empty { ...}

Guard . EWER® Fn::GetAtt 'J 7 7 L > AT CloudFormation
TO7L—RhEFMLELA

Guard I&, BEVEXDBAHIAKBEEHEHR—KNLTVEREA, HlZEF. YAML XD AWS
CloudFormation 7> 7L — K !1Join!SubT ZFEATR L @EHR—KREhTLVEEA, KDV
(IZ. CloudFormation #H&AKBIBIDILRFE R ZFEAL T L&V, HlIZXEF, Guard L—ILICKL T
ST BB AEFn: : Join, YAML 2R ® CloudFormation 7> 7'L—KFn::SubT AL £ 3,

HAMAKBEEOFMICOWVWTIE., " AWS CloudFormation 1—H—HA R, @ T #HAIAKEIE )
J7L2A1 ZSRBRLTLSESL,

BRULERATOVY AN FEELEWVEE, GRFEBLET 78


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.html
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— BB RS TIN1—F12TDOREY D

e DstringTINICTIAT—7ENEXFINBOIATATOVEVC EEZHERLET, B
£, Guard & VstringT I ICEBOHIAENLEIRT—7TXFHEHR—NLTVEEA,

c I=HRTEBRMEOSHZDTF—XEBENMHBEENATVWSD L Z2BRBLET, HlRIE. string& intld
EBRAOTF—RBEERUAN D) ELA, |=ERERTIDEEICENIr ERENEVEES, AT
TIZ—ARELET, BE, I7—EF#FEh, Rust ® PartialEq #5427z 9 falselz®I(C
ICEBENET,

79
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https://doc.rust-lang.org/std/cmp/trait.PartialEq.html
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AWS CloudFormation Guard CLI /N X—&2 &N R
J7LA

ANV RZA 242 R—T T4 A (CLI) Tld. AWS CloudFormation Guard ;X® 5 O—/N)L/INZ
X—=BEINV REFEATEET,

NeEY

« Guard CLIZO—NINFX—&

- BV —

+ rulegen

‘ test

» validate

Guard CLI Z7O—NIANZX—&

RDNTX—ZF, FEED AWS CloudFormation Guard CLI AN > RTHERATEEX T,
-h, --help

ANLTRBERRLET,

-V, --version

N=23a2FHRERTLUET,

AT 1) —
AWS CloudFormation Guard L—IL 7 7 A I TEREhiZIL—IL OBV —&EERLET,

BX

cfn-qguard parse-tree
--output <value>
--rules <value>

Guard CLI ZO—=/NILINTSX—& 80
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NFX—=&

-h, --help
ANLVTEBRERRLET,

-j, --print-json

HH% JSON X THAL KT,
-y, --print-yaml

Hh%Z YAMLERXTHALET,
-V, --version

N=2 3 BHERRLET,
X733z

-0, --output

ERENLEY I —ZHATTAIINICEERAKETT,

-1, --rules

W=L774NERELET,

Bl

cfn-guard parse-tree \
--output output.json \
--rules rules.guard

rulegen

JSON FER E£ =1k YAML FERX ® AWS CloudFormation 7> 7L—KN7 7 A4 )L&BEBL. 7L —
NRUY—Z2070O/NT 12— F 3 —ED AWS CloudFormation Guard L—I)LZBHEBEK L £,
COOXRYRE, L=loiErzmBl iy, BEOEERT T L —BND Sready-to-use)l— )L %

ER LI TR 1-DICERTT,

NFAX—=7
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BX

cfn-guard rulegen
--output <value>
--template <value>

INTFX—Z

-h, --help
ANLTEBRZERRLET,

-V, --version
N=23aFERERTLUET,
A7>3az

-0, --output

ERENLEL—IINEHNTTAIINICEERART T, BEFTLEBRTOIL I RETDARENDHD
S, COFATIIVEFERIDEEZHEBOLET,

-t, --template

CloudFormation 7> 7’ L—KR 77 A4 IILAD/NA% JSON £k YAML X TEMHLET,

B

cfn-guard rulegen \
--output output.json \
--template template. json

test

AWS CloudFormation Guard JL—IL. 7 7 4 )L %& JSON £ 7/=l& YAML XX ® Guard 1Z-Y T A BN
TJ77AINERBELTRIEL, B2DI—ILORIIZHETLET,

BX

cfn-guard test
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--rules-file <value>
--test-data <value>

NFZX—=&

-h, --help

ANLTEBRZERRLET,

-m, --last-modified
TALONINOEREEREHTY—KMLEXT,
-V, --version

N=23aBHERRLET,

-v, --verbose

HAONFHHEZSEHET, BHOEETERT,

FHHEBHAE Guard L—IL7 7ALOBEICRVET, L-IL774ILAOIXRTOT7OY VI,
HEsHAIOT7OYOTY, —BLEOTOYIREIL—ILTT., L—ILIEHL TwhenZl A H 215

B, REBEFRHTOYVELTRRENET,
F7>ar

-1, --rules-file

W=7 7AINOERMEEELET,

-t, --test-data

F=BITF7ANDOT7AINEEETFALIMN)DORBEIZ JSON XX E = IF YAML ERXTEEEL £

ER
args

<TIT7RY NE>

TALORNJRATTILZ7RY NEICY—RLET,

NFAX—=7
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Bl

cfn-qguard test \
--rules rules.guard \
--test-data rules_tests. json

Output

PASS|FAIL Expected Rule = rule_name, Status = SKIP|FAIL|PASS, Got Status = SKIP|FAIL]|
PASS

B ERH

Guard L= DT AN

validate

AWS CloudFormation Guard JLl—J)LICEBS L TTF—RZRIEL. RIIEEFLABREHHLET,

‘X

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

INTX—&

-a, --alphabetical

TFILT77RY NECEXNSKETFALINIAOT 7AIINERIAELET,
-h, --help

NILTEHERRLET,

-m, --last-modified
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BREEBZIECENSNETFALINIADT 7ML EZKRIALFT,

-P, --payload
ZNLT, RO ISON R TIL—IIEF—REZRHUTE FTTstdin,

{"rules":["<rules 1>", '"<rules 2>", ...], "data":['"<data 1>", "<data 2>", ...]}
LUTICHlZERLUET,

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\":{\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" ]}

L= K. W=7 7AINOXFH AR ZIEELET., Tdatas I, F—2T774ILDX
FHUANZEELER T,

--payload 757 %BETHEEE. --rulesFhlF --dataA 723 EEBELBVWTESE
(A

-p, --print-json

HAh% JSON EXTHAILET,
-s, --show-clause-failures
BEZSCAORREZRRLET,
-V, --version
N=23FBERRLET,

-v, --verbose

HANFHFHMEZEHET, BHOEETERT,
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A3y

-d, --data (XF3%)

T—=RTIFANDTFANEIZETALIN)DOEEZ JSON EREE YAML EXTHEEL &
. TALIVRNVZEETDE, Guard ETFALIRNJADIXNTOTF—RT7AILICHUL TEE
ENLLN—LEFMLET, TAILINIIRTF—RTT7AIILDOAZEHIXENHY), T—RE
L=LT774\OEEZEODERFTEXREA,

--payload 75U ZEETDHEER. --dataFd 7T I EEELEVTIEZ,
-0, --output-format (XF%)

HAT77AINICEERAXRET,

77 # )L b:single-line-summary

FATESME: json|yaml | single-line-summary

-, --rules (XF3%)

N=NLT7F7PANOEHMNELEIL—LTTFALOTFALIORN)ZEELET, TALUVNVZEETS
&, Guard EFTFAL I RNVADINTDIIL - ZEEEE N ET—ZICHULTFRMELET. /1LY
NICRIL—LTT7TAIINDOHZEEDZIHBENHY, T—REL-LNT7AIIORBEZEHD BT
XA

--payload 75U #EBETRDHAK. --tulesA T IaVEEELAVTLIEZL,
--show-summary (X=%l)

H—RILI=ILFEOMEOFHELZEELE T, 2EEL LFSall, Guard FEELBBMEZRRL
F£9, ZIEEL LT Spass, fail, Guard FERFLFEFREREL 2 LEIL—ILOBEFROLZX
AULET, ZEEL FESnone, Guard FBMEBRHBERTLEL A, T7FIBNTRE, all NEBE
ehFET,

HFATESE: all | pass,fail | none
-t, --type (XF5%)

ADTF—R2OERERBLET, ANTF—2BEEIBEITSDE, Guard [ CloudFormation 7> 7L —
NJY—ADOREBEEHAICRRILET, F7FIIBNTR, Guard iF BED7ONT1NAEEE
=AU EIProperty [/Resources/vol2/Properties/Encrypted,
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A& nB{E: CFNTemplate

Bl

cfn-qguard validate \

--data file_directory_name \
--output-format yaml \
--rules rules.guard \
--show-summary pass,fail \
--type CFNtemplate

Output

Guard "TU7L—RKNZEEICRIITSH L, validate AT RFET AT —R R 0 ($?bash HE 1)

ZIBRUET, Guard NI —JILERZEBETH &L, validateINY REEXBUEIL—ILDOAT—ZA
LAR—KEZRLET, FHT7Z7 (-v) ZEAL T, Guard A"EIL—ILZEDRSIZFHMEL A Z R

JEHMEEFEEY ) —&2RRLUET,

Summary Report Overall File Status = PASS
PASS/SKIP rules
default PASS

B ERH

Guard L—=)LIZR T2 A DT —XDIREE
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Ot+11)5 14 AWS CloudFormation Guard

DIZIOREFIVFANRGEBLASBEAWS TF, AWS DBERKIFE, EF1VTF 1 2HBEERTS
B EGERETROICBEENLET— R ER— XY RND— 9T —FFIOFvHASXIYRNE
Bohnxd,

EFIUF A, AWS LBEBOMTRES NZEATT., BEAEEFLTE, ChEIFSIR
DEFIUTFABLTISIRADEF 1T EHALTLET,

« V77RO EFIVFA —AWS VTV RTAWS H—EREZRTIDAIVTTANTZIVF v %
REIS AWS ERNFHYVET. AWS iz, BF. BERNIRLICEATESR Y —ERAELREHL
XI AWS AV T FATVATATZ LAV T AT ATATZLO-REL T, Y—R/N—
TA—OEEEFIEHNICEFIVT A OBFMMEZT AN KOHREL, Guard ICERAZ N2
TZ2ATATATZLOFMIIOVTIK, "TAVTZATATOTZLAWS &2 REH
RO OY—EAROAVTZATATOTZ L, 2BRLTLEZ L,

« VZTJRAOEFIVT A -BEROERER. FATS AWS H—ERICK > TREY XTI, &
2. 8FRE, T-2OHENE, 2HOEH. BRThDIEZEPHRHZLE, TOMOERICOVT
EEEZEVET,

UTORFIXNE, Guard Z AWS Lambda BI# (cfn-guard-lambda) E LTA VAR =)L B &
EILEAHRBEFINZERATRHEZEMRIDDOICEKRILEE T, cfn-guard-lambda

- AWS Command Line Interface 1—H¥—7#4 ROtEF1 )7 1
« AWS Lambda *RXAY /NN—HA ROEF21 )74
- AWS Identity and Access Management 1—H—H 4 ROEF11) 57«
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AWS CloudFormation Guard

Q—H—H1 K

AWS CloudFormation Guard RF¥F 1 X NEBF

RXORIZ, ODRFIXKNII)—A%ZRLET AWS CloudFormation Guard,

"RFEFIXPNOHEKER : 1 20235 6 A 30 H

« BFE/N—232:3.00

rE

N—>323.00UU—A

N—=>32213V1J—-A

B B

%I:I

N—>323.00 Tk, XD 20236 A 30 H

WEHNBAETIAhTVRTY,

« Guard3.0.0 ®J1)—AH
ICBEBEEAAM=ILD B
EYIONEHEhEL I,

« Homebrew & Chacoty @ 4
YAN=ILFIEZEML &E
L7,

« Guard /N\—>32 3.00 ®
EEZRMIDRSICERH
TN Guard L—IL OB
(BT BB,

 AWS CloudFormation Guard
GitHub URT NUA®BIL
2> oBMUEL .

N—232 213 Tk, XD 20236 A9 H

WEHNBAETIAhTVRY,

Guard 2.1.3 O #EgERR{L (C
BEIaBEHRFAEBMENEL
7o Guard 2.0 NDS BN
Guard21.3 ICEHFehEL
o
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d—H—H1 K

N—>322040J)—-A

N—=—>322030VJ—=A

FHWEICOVWTIE.,
D77L>AL O ", &
SBLTLSEEV,

gAEm))—A

N—232 204 TR, XD
WEFEAETIhTVERT,

--payload 737K
validate AN RIZIEME
hgsbrr:o

N—232 203 Tk, RD
RENBAETIAhTVERY,

« AZYRNTARNTTAILT

. ETAMNDTANEZ
EETEET, sFMICOL
T, TGuard L—I®
TAM ZBRLTLKEE
(A

validate N> RIZXD
F7arvyreameEnhEL
/oS

* --output-format

* --show-summary
« --type
FHHICOWTE, "Guard

CLINZ7LYZAL @ T#
T EBBRLTLEEL,

AWS CloudFormation Guard
dA—Y%—FHA rRo¥ED 1) —
Ao

"Guard CLI

2021 £10 A 19 H

20217 H27H

2021 7 H15H
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AWS RE

RO AWS AFEICOVWTRE., "TAWS ORFESE V7 7L2AL OAWS " AFESE 22RULTLKE
=V,
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BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.
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