adws

Hooks 1—H%'—/H4 R
AWS CloudFormation

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS CloudFormation Hooks 1—H—H4A K

AWS CloudFormation; Hooks 1—H¥'—7# 4 R

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—R RL AlFAmazon UADEBE KR —ERICFERITEZERFETESE
A, T, BERICEREZEAD TN BB HEXNT, £lE Amazon DEAZBLES KX THE
A93LETEEHA, Amazon FFIEL TVWAEVWEFOMO TN TOEEFE Amazon & DIRIE,
BE, XEBROBEICADIPDST, ThoREHATHIHMEEDEETT,




AWS CloudFormation Hooks 1—H—H4A K

Table of Contents

AWS CloudFormation 7 ¥ T E [ .ttt anae e 1
A R A Ok (=T = PO 2
BBy ettt et et e ettt et e et et e et et e e et e e ete et e areeaeanes 3
7R 2SR 3
7= G il AP PR 4
A s St A OO 4
ety B N s = I SO 5
T T N R T et e et e ae et 5
R N ey B = k1 SR 5
(CTUT=Tge 172 s 5
AWS CLI H—R7ZYVYIVZRBETDIOD AN R e 6
TYIDEEIABRTT = RIL=Ih oot 6
2 Rl N AR (=) o R - R -~ NSRRI 20
BRIV DETITATIET B e, 22

2 Rl N R K ()Y B R A - NN 1~ Y 28
= RT Y DBEBIBRT D oot 28
=T 001 o T = T s R 29
AWS CLI Lambda Hooks ZIETBHD IR R e, 30
7Y M Lambda BB AE B T B oo 30
Lambda 7 ¥ J B BB T B I B T B oo 53
Lambda 7Y TET I T A TALT B o, 55
Lambda 7 Y T DT B IRIRT B oottt 60
Lambda 7 Y T ZHBIBRT D ..o, 60

y A B N A s TR 61
LI 3 s AR 63

[ [0e] I s iy A N TR 65

S =iV I A I OSSR 67
T ) R R oo 135
A Lty Nl SRS OTOR 139

7 Y T D B T e e 149
T D B R B R oottt 149
Y T D) BT e e 150
A o N B N oo, 158
AR A D ;3 K | TSROSO 168




AWS CloudFormation Hooks 1—H—H4A K

WARZAOL i3k [ = v (A By e |V TR 168
TYIDENEERNE (AWS CLI) et 168

B v e RO 170
WA A ¥ = N e ) b W A G 170
A s & =A ) T 172
S B s A DNy () B () | Vs B R 172
(0 of < s I T @ o o = s o = PR 173

ST ACKNGMES ...ttt e e ettt e e e e e e eaaaaeaaaeeeeeeeeaaa———————— 173

ST ACKROLES oot e e e e e e e e e aaaaaaaaaaaaaaan 174
INCIUAE B ERTE EXCLUAR ..ottt e et eaee e 175
ARBYIDLRILT AILZ =D oottt 176

i ey A N G | R BRI 180

s s B N G [V B ()L PSRRI 181
e O 1V N Rl SO L = = TR 183
CloudFormation 7> 7L —RZFERALTT Y IZEERT D oo 192
[N R N = EURRORR 194
........................................................................................................................................................ cxevi




AWS CloudFormation Hooks 1—H—H4A K

AWS CloudFormation 7 ¥ 7 & I&

AWS CloudFormation 7 ¥ 71, CloudFormation UV —RAX, AZv Y, ZEtY NFEBOEF 21
D74, ER, JAMRBEILORARNT S 9T 1 AICERLTVDR L ZHRID-HICHERTE
DHEET T, CloudFormation 7Y 7k, AWS V2RIV KNA—JLAPIUY—RICRTHELL
RIVWOOAVTSAT O AEBRTDEETEET, CloudFormation Hooks 235 &, 7’OE
SAZVIHICAWS VY —ANREETOAT VT A7 ICRETZD I—REEMRTEET, JFER
DIY—=ANRO2N 2 HBE. FARL—> 32N AWS CloudFormation XL TUY—A07°OE
DAV s hadh, BEERTLTIOED a Z_ I ARL =23 &2 BETTEET,
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AWS CloudFormation 7 ¥ 7 Qe & B
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CloudFormation VY —AZ AT D2 AN XL ZRHELET, < O¥EEF. CloudFormation )Y —
ANEBOEFIV T4, EA, JANKBILORARNT ST A AICERLLTWVWR L EERBTS
DIC’IBEET,

TYORERTDICE. 320AFT>arrsby)xd,
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« Lambda 7Y 2 - DY —AFHHED') VT AN%E AWS Lambda BEEIZEREL £ 9,
c DAZLT7Y Y —FBHTHRHREITDHNDAZRLTYION RS—EFEHALET,

Guard Hook

H—R7YOZEKTBICE, ATOEEBATYTICHVET,

1. Guard RXAVEBNOEFE DSL) ZFEAL T, VY—RAFHMBEOD Y U % Guard R > —
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5. 7YV VERUHITFTOAT I3 (R, E#. HIRR) 2iBRLET,
6. FHMAICKBMULEEZELL 7Y INEDLDSIIRETIHZERLET,
7. BENETLES, 7v90%TF70T7147{LLTEAZBEKBLET,

Custom Hook

HDAZRLT Y &, CloudFormation AN RS A2 AR —T I A4 A(CFN-CLI) ZFERAL T
CloudFormation L AN ICETR T I REBET T,

NAZRLTY VERTRICE. ATOXEZRATY TICRVET,

1. 7O IO ZERBTD -NARLT7Y VORRICBERTITAILEERLET,

2. TYIDETFINN-TYIEERBIDAF—XE, 7V VWP HIENTEDARL—
SAVEEBETDI/N RT—ERERLET,
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=23 VIIBBRTIMBENHYVET. ChICKRYTYINFTIOT1TENET,

LTOREY TR, 7Y IDHEREEBICODVWTHLLHALET,

N =

« AWS CloudFormation 7 ¥ ¥ Q=

« Guard7 v ¥

« Lambda 7 ¥ ¥

* CloudFormation CLI ZERALIEHARLT Y JDFEHE

AWS CloudFormation 7 ¥ 2 O #=:
AWS CloudFormation 7 v VDEBBEFRAICEK, U TOREBEBEN TAXTT,
7%

7Y U121, CloudFormation A" AR Y VELEFHREDD Y —AZER., B, TLEHIKRTDER
ICHEPEHENDZ I—RFEFEIRATVET, T, ZEEY NOERIARL—2 3 HICHTET
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B, FLEFHIKRITDERIICTY VEHUOHITENTEET,

i

ap


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html

AWS CloudFormation Hooks 1—H—H4A K

Hook O Y U TERENTVAEBH A RS A ICERL TVWEVERED Hook Ik 2> THEBIEh
EBEE. WARNI—H—FLEF oLWTFhnh %8R TFAIL, CloudFormation A" Y —A%7'OF
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7Y IICRROBEANBHY KT,
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- BEEA-CEAAWS 7AHUUKN 21TV, FEEHLD) Y —AN CloudFormation IC&k 2 TZ'OE
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7Y OO0V VRBBBREERB BRI AREN B ET, KBLARVAILKY, ARL—32
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« FAIL-7OEED 3= 9ARL—>3a > %ELELET,
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« CloudFormation THR—K~ZEZhTW3 )Y —A (RESOURCE )

« AZYUTFTUTL—NK (STACK)

« ZE+t Y N (CHANGE_SET)

« Cloud Control APl THR—K&EZhTWA 1Y —RA (CLOUD_CONTROL )

TV ONFMITBDHRELBEBRARL -3 2EETD 1 DULEOZF—4TY RN EERZLET, k&
ZE, 7v 02—y R NEERLT, TXTHOAWS JY—ARESOURCEZZ—4"Y NIZL., TXT
DARY DT T L—KRSTACKER =Y NICTBDENTEEXT,

KBE—K 4


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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=Y NFOIA2VWECREATE, 7V VRV HEHIBIENDT V> 3> (. UPDATE, £ii&
DELETE) ZE#% L £, RESOURCE, STACK, # & T CLOUD_CONTROLZ—%"Y RDFE, TN
NDE—=TY NTOIaVFBHENET, CHANGE_SET Z2—4'Y NDIBE, CREATEFZ V23>0
ANERAENET,

TN RT—

HAZLTY ODBE, ChidffiznEdT2I—RTT, Cchid, 2—7Y NBEUTHLERSA B

E. TV INRITENBDERBRANERTEZ—TYRNT O3 VICHERTSNET, Chs

DEEDRANOODY VZEKRANTD/N RST—EBRLET, L&A, PREZ—TYRNTY
23 &FEDCREATER—4'Y NEUH ULARA > ME, preCreate7 Y 9N\ RT—RERLET,
JZYIONYRS—AOI—RIE, —HIT2E2—7Y NBOHLRSA O NEH—ERNBETZZ—

TFYRNFTOAVEERITIDEEILRTENET,

BX7/5fE: (preCreate | preUpdate | preDelete )

/A Important

AT—BRAN CBBAZRY VARL—23 20 Tlk, 7Y V@FHFUHUpdateCleanupE &
A, LEARF, RO2D2O>FVAT, 7Y U DpreDelete/\> RT—RBFHROHZ
Ft Ao
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THRENET, 3SEHEOEFRITE. CloudFormation 7Y VNDETEXKELTI—ILET,

Guard7 v 9
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DTV IBRTITATILTEDURENHY)ET, 7VI0BBMCTDE, J7VYINFTIOT17Eh
TWBT7hHORE) =23 DARY OARL— 3 THERATEE,
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H—R7vORFTOUFT 47T E, CloudFormation &7 I F 1 JbEhE7vODOI NS
FSAR—=KNTYDELTTAHIVRNOLDARNVIZERLET, ChiZkY), 7Y DICEFTIIRE
T7ONTAZRETEET, REZONT 1, BEODAWS THIU KN LT =232 ICwL
TC7YVIVRRBRETDHEEEELET,

N =R

« AWSCLIH—R7Y O ZBETZLHO IR

« H=RZ7YIOQIYV-R%ZHEIZLHODH—RI—IIZELETD

« H—RIZVIZERTDEREETS

« PHIOURTH—RIVIOERTOT17ITD
FHIORNOA—RZYOOOVERTITD
THAOROH—RT Y O ZHIRT S

AWSCLI HA—R7Y U RBEETZDHO INX R
H—R7YVORBETZEHO AWSCLI O RIFXDESY T,

- activate-type &, H—RI7ZYIDOFIT4R—>327TOCAZRHBLET,
- set-type-configuration 7HD RAD 7Y VDBRET—RXZEELE T,
o list-types PHI VY RNADT Y V2—ERRLET,

- describe-type Ik, BEDERET—RXZST. FEO 7YV IVFELEBEO 7Y ION—23 2V ICHET
S MERERLET,

« deactivate-type l&. BT IFT 1 7ULLETYIETHIV RHSHIRLET,

H=—R7YvIODVV A2l T2-dbDH—RIL—I)LZERT S

AWS CloudFormation Guard l&. policy-as-codeDERICERATEDF—T 2V —ABLTRAD
RXAEENERE (DSL) TFo O KREY VT, Guard ZFH L T Guard Hook TETL T
CloudFormation & AWS 22U ROV MO—JL APl AXRL —2 3> 2 HEBMNICFHETE 2 )L—ILAI
ZERTBDFECODVTHBALET, £, H—RI7VIVORTHHICHUT, H—RIL—ITHEH
TERDEETERBRATODANCEEREZNTET, H—RT7Y I, ROBRALATOARL—>3
FICRITIDESICERETEET,

SONES T NEEY,

AWSCLI AA—R7 Y U ZBETZ OO IXUR 6


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
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« ARV IANRL—>3Y
« BEtEY hFAXRL—3Y

H—RIL=IILOFZBROFEM-DVTIE., "IL—)LDEEHR AWS CloudFormation Guardy 2B L TL
EEW,

NeY S

« UY—AARL—=2320H—RIL=L
« RAZVIOARL—=23V0OH—RIL=L
c BEEEY RARL—3VOH—RIL-I

DY—=RAARL—>23>0OH—RIL—=)

)Y —R&EEK. B, FLEGHIRTIZDEZERFEWVWOTE, UY—AFARL—2a ERBEH
9, LEAEFE. HFLWIUY—RAZERKT S CloudFormation AR Y VDEFHERTITDE, U
Y—AARL =23 AN TETULEL L, Cloud Control APl ZFER L TUY—AZER, BEF., £
ERHEIBRTRE, UY—AARL =23V EERBENET, 7Y VDORET RESOURCEB KT
CLOUD_CONTROLARL =232 &2 —TY NITBDELDIC H—RT Y UTargetOperationsZ:i%
ETEET, H—RI7ZVIFVY—ZAARL— 3> EFHATDE, H—RIVISVRVY—AAN
ZEMELET,

NeEY D

« H=—RUV—ZAAIEX

« Guard JY—AFARL =232 AH0H
« VDYV—ARZEOH—RIL—I

H—RUY—-AADEX
Guard VY —AABZK, Guard L—ILATETERDLSICTHT—XTT,
VY—=AAIDD TATOBZRIZRLET,

HookContext:

AWSAccountID: String
StackId: String

HookTypeName: String

7Y IODEERAKA—RIL—I 7


https://docs.aws.amazon.com/cfn-guard/latest/ug/writing-rules.html
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HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetlLogicalld: String

ChangeSetId: String

Resources:

{ResourcelogicalID}:
ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}

Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID
FERKRDOIVY—AAWS FHIUN Z2E8 O ID,
StackId

DY —=AARL—23>0O—ETH S CloudFormation AXY INDARY T ID, BFOHL th
Cloud Control APl &, ChIFZETT,

HookTypeName
RITHDOT Y VDA,
HookTypeVersion
RITHOT7YION—23,
InvocationPoint
7Y ONFRFTENZ 7O a_-_>J00 Y VDOEEBRA > N,

B 75 {E: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION )

TargetName

MERKROZ—TY N2 A7, fl: AWS: :S3: :Bucket,

7Y IODEERAKA—RIL—I 8
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TargetType

AT hdE2—45Y N2A47, Hl: AWS::S3: :Bucket, Cloud Control APl T7’OE> 3=
JENEVY—ADBE, COER 127 V) £IFRESOURCE,

TargetLogicalld

FHEN RO )Y —ATargetlogicalld® . 7Y 2 ®F1) 2> # CloudFormation MHF4E
chEVY—ADOHRE ID REBREEFEIAEN ICBYERT, 7Y I0F)D A Cloud
Control APl D54, chiFBEREhLMBICEYFET,

ChangeSetId

7YV IORUCHULZSIERITIEOICETENLEEEELY M ID, UY—ADZEEAS Cloud

Control API, |, | create-stackupdate-stack&E £ (& delete-stackAARL —>3 2/ |(C
KO THRENISEE, COERZETT,

Resources

ResourcelLogicallID

ZANRL—2 324" CloudFormation IC&k 2 TRRE hd &, ResourcelLogicallDlE
CloudFormation 7> 7’L—hKhADO U Y —ADOwE ID TT,

ZANRL—23 24" Cloud Control APl IZ& 2> THIEE D &, ResourceLogicallIDik!')
V—ARAT, BHl, ARL—>32ID, UVIAKNID OEKEDHIZEVET,

ResourceType

JY—ADZRATH (Hl: AWS: :S3: :Bucket ) o

ResourceProperties

ZEThD)Y—AORERTENE70O/VFT 14, Guard Hook A" CloudFormation ') ¥ — A IZ %
LTETEIhTVREES, B, NFX—X, ZREINTELICEBREIET, VY—AN
é“l}%é hfb\é %l:l\ ;GD{EHQ :&Uﬁjo

Previous

ResourcelLogicallID

ZANRL—2 324" CloudFormation IC&k 2 TREE hd &, ResourcelLogicallDlE
CloudFormation 7> 7’L—hRhADO U Y —ADOwE ID TT,

ZANRL—23 24" Cloud Control APl IZ& 2 THIEE NS &, ResourceLogicallIDik!)
V—ARAT, BHl, ARL—>32ID, UVITAKNID OfEKEDHEIZEYYET,

7Y IODEERAKA—RIL—I 9
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ResourceType

J)Y—ADZRATH (fl: AWS: :S3: :Bucket ) o

ResourceProperties

ZEHRAOVY —RAICHERFSNTVRRECTONT 1, VY —ANHIRENTVSIEE,

COEERFZEICEY)ET,

Guard UY—AARL =32 A7 H

ROAABIE, EFTHAWS: :S3: :Bucket DV —ANEZR%ZZ(TELS Guard Hook Z RL TV E
T, chlk, Guard FFHEICERTESTF—X T,

HookContext:
AwsAccountId: "123456789012"

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/

MyStack/1a2345b6-0000-00a0-a123-00abc@abcd00"

HookTypeName: org::s3policy: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetlLogicalld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

)Y —RABZA T THERATEZDIXRTOTONT 1 2B T 22,

WAWS::S3::Bucket,

F, Z#8BLTLKEE

7Y IODEERAKST—RIL—I


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-s3-bucket.html
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H=RIZVIHFVI-AQEEZTHMATDEE, FTTY I TRESNLEIXNTOL-IILZEH T
O—RLET, ChsDIL—ILE, VY—AAHDCHULTFHEEAE T, WTFnH O — LA FHEC
KBIBE, 7YIRBRRBMLET, KBHFBVEE, 7Y IRBRHLET,

X DFIE, ObjectLockEnabledZ7’ /N7 « AMEEMAWS: :S3: :Bucket') Y —AZ A Ttrue AT
H3HESHZEFMETS Guard L—ILTT,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists

%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<

Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

>>

COIL—=ILRFROABICHL TRITE B E, ObjectLockEnabledZ7’ANT 14 A" ICEREE ATV
BVWIZHKRELUE T true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

COL=ILERDAAICHLTRITENSD E, ObjectLockEnabledh ICRREENT WS -, &
EThETtrue,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

7Y IODEERAKST—RIL—I
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TYIONKKRTBDE, KB EJL—)LIE CloudFormation & 7z 1% Cloud Control APl IZ{ziEE hE
9, Guard Hook ICOJEENT Y RFREETNTVWBBE, TIIBMOIL—=ILT 1 —RNYIH
RBftchET, COEBMODT 1 —R/NY VICE, ViolationB LY FixlFHAEENET,

AREYODARL—=2320H—RIL=I

CloudFormation A& Y I ¥, B#. £LRHIKEhD L, HILLWTFTL—FEFELTA
RYDARL =23 0T E7OY UV TEDKLSIC Guard Hook ZFRETEE T, 7Y INDERE
TSTACKANRL—>3>&2—7 Y NMZTB&SIC Guard Hook TargetOperations ZRETE &
¥

N =R

« H—RAZXRYIDANEBX

« Guard AZY JARL =232 AHDH
« ARV IOBEDH—RIL—I

H—RARY T DANEX

Guard ARY I9ARL—>3>0O AN, Guard )L—I)LA M % CloudFormation 7> 7L —h£
HmERHELET,

ABY TADDOTROHIZIRICRLUET,

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

JY—AAWS THIV N #2888 @ ID,
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StackId

ARV ODARL—>23 > O—ZTH S CloudFormation AXY INDAZY Y ID,
HookTypeName

RITHPOT Y I DOEH,
HookTypeVersion
RITHOT7YION—23,

InvocationPoint
TYIONETEND7OEEDSIZ VO Y IQOERBRA M

B 75 {&E: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION )

TargetName

RO AR Y U DER
TargetType

COERE, AZYILRILOTYIELT BRITTBHSTACKKEEZIZ KW ET,
ChangeSetId

7Y IORVEHLZSIERCTEDICRITENEZEELEY N ID, AZYIARL =3

create-stack, . £k I& delete-stackFARL =3 ICk > THEBE hi-FSupdate-

stack, CDEEFZETT,

Proposed CloudFormation Template
CloudFormation create-stack& %z l& update-stackFARL—> a2V IlEEhi-
CloudFormation 7> 7L — M DOZE2%fE, Chillk, Resources, . OutputsBZENEENE
JProperties, CloudFormation ICR#HEhZAARIZHLU T, JSON £k YAML XFFHIICT
BENTEERT,
delete-stack AXRL—>3a> TRk, COEEZEICKYET,

Previous

RZICEEICF7O4 & iz CloudFormation 77 L—h, AZY O RERETEIFHIRT 315
B, COEERFZETY,

7Y IODEERAKA—RIL—I 13
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delete-stack ARL— 3> Tk, COERZEICKYET,

(® Note

B3 T L—RME, createFild update AR Y IARL =23 ICEEhE
To AZYVIVEREIBRTSDEE, TV7L—NEREEEhEHEA,

Guard AR Y 9ARL—>3 2 A DG

RDANBIE, T2BTUTL—RELFIICTF7O4MENET 7L —M2Z(THS Guard Hook %&
RLTVWET, COBlOT>7L—NEJSON ERZFERALTVWET,

HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",

7Y IODEERAKA—RIL—I 14
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"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {3}

ARV VBEOH—RIL—I

H—RIVIFARY VOEEZTHMAETRIEE, ET 7Y I TRESCALEINTOL—ILZEZT I
O—RLET, ChSsDOIL—ILE, VDIY—AAHNCRULTFMEEAE T, WTFnH O — LA THEC
RKHIBE, 7YVRBRMLET, KBHFBVES, 7Y IBRHLET,

ROFIE., A aws:kmsFE zld SSEAlgorithmllFREE T BucketEncryption& W57
ONT 4 ZETAWS: :S3: :Bucket VY —ARATHFHBDHESH 2Tl TS Guard L—IL T
FAES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm

to either "aws:kms" or "AES256"
>>

LW=LHFROT>TL—RNIRLTRITENDE, BV ETfail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’

7Y IODEERAKA—RIL—I 15
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k

IW=IDFROTFTL—NIRULTERITEhDE, L&V E£Tpasss

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

ZELY NARL—>320H—RIL=)

CloudFormation ZEt Y "AMEEhd &, ZELY NTREE LTV 7L —NEEEZFMEL
TEEEYNOETETOY VT BESIC Guard Hook ZRETEE T,

N =R

« H—REEEY NODAIEX

« H—REEELY hAXRL =3V AHDDH

s BELY RANRL—230H—RI)IL—=)

H—RZEEEY NOAIEX
H—REEELY NASZRE, Guard =LA A TERLSICTHDTF—XTT,

LT, ZEEY RAIOSTATOHITY,

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET
TargetType:CHANGE_SET

7Y IODEERAKST—RIL—I
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TargetLogicalIld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}
Previous:

{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange EFILBXIFRDEHY) TT,

logicalResourcelId: String
resourceType: String

#####: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

J)Y—AAWS THON ZED O ID,
StackId

ARV IDARL—2 3> O—ETH B CloudFormation AXY TDARXY 2 1D,
HookTypeName

EITHFDOT Y I DA,
HookTypeVersion
ETH0T7vIOON—>3,
InvocationPoint
TYIONERTENBD7OEDSa - 000 Y IQOERBRA N,

B 3h75{8: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION )

TargetName

RO AR Y 2 OE .

7Y IODEERAKA—RIL—I 17
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TargetType

COER. ZEEYRNLARILOTYOELT Z#E1TTDHCHANGE_SETEZIZ IRV ET,
TargetLogicalld

COER., ZEEELY MO ARN IZKVWET,
ChangeSetId

7Y IORUOHELZSERITEHICEITEALEEZEEEY M ID. ARXYIARL—a2H
create-stack, . £k I& delete-stackFARL =23 ICk > THEBE hi-HSupdate-
stack, CDEERFZETY,

Proposed CloudFormation Template

create-change-set AXRL —> 3V (CRMHE hizE£%& CloudFormation 7> 7L —
Ko CloudFormation ICIRMENZHWBICKHLU T, JSON £2lFk YAML XFHICTBDENTE
£¥Y,

Previous

BEZBICEEICT7O4 &N CloudFormation 77 L—h, RAZY VRERELIFHIBRT 215
B, COERZETT,
Changes

Changes €7, chiZkl), VY—ADEEN —BERRENET,

ZE

logicalResourceld
EEEhREZVY—ADOREBEIY—ARHE,

resourceType
EEEhDVY—AZAT,

Toary
)Y —=ATRITEIDARL—=232>0R147,
B %h7s{8: (CREATE | UPDATE | DELETE )

lineNumber

ZEICHERTSNET>TL—MDOITES,

7Y IODEERAKA—RIL—I 18
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beforeContext
ZEROVY—ZAO7O/NT 1 D JSON XFF :
{"properties": {"propertyl": "value"}}

afterContext
ZE#OUY—AO7O/NT 14O JSON XZF5| :

{"properties": {"propertyl": "new value"}}

H—RZEBEEY RARL—3AHLOH

RDOAABNE, T2BTTL—F MEECF7O/MENLETVTL— BLRTFVY—-RAZEEDD
ANZZTE% Guard Hook Z RLTVWET, COFDOTTL—HNIE JISONFERXZFERALTVE
ERD

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {

7Y IODEERAKA—RIL—I 19



AWS CloudFormation Hooks 1—H—H4A K

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled

\"}}}"
}

ZEEY M AFRL—2320H—RIL—

XDBIE. Amazon S3NT Y MADEEZFEL. FEVDCHESBTWVWELSICZTS Guard )L—
JLVersionConfigurationTd,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']
rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)

when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

H—RT7Y O ZERT2EREETS

H—R7YVERTBEIC. ROBMERGEBETBENHY KT,

B—RT7VIZERIDEREZT S
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c A—RIL—ILBERBZATHILENF BV ET, FHICODVWTRE, "7V I0EERAHT—RIL—
i EBBLTEE W,

C TV OEERTBI—Y—EERO-LICE, TYVETITATHTBEHO+IRT VL AH
AANBETT,

- AWSCLI %712 SDK AL TH—R7Y I EERTBICE. IAM P EAETESERY
2—%FORTAO-LNEFETHERL T, CloudFormation A’ H—R7Y VEFUHEITENTE
BDESICTIRENDYET,

H—R7YODORTO-INZEKTS

7Y 0., TEO7Y VERVCHEILEHICXEZRT IV LAFAORTO—)LZEALET AWS 7
PR D7

coO—IiE, AS5H—-—RT7YIZERT S EBBHNICHERTE XTI AWS Management Consoles
ThUADZER., COO-IILEZED TERTIXLENF HYET,

RDEo2a>Tlk, H—RIVIVZERTRILEOOT IV ELAFAZRETDHEZRLET,
BT 7 AFHA

OAM A—HY—HA R, O "THAZALAEFER)—2FRALTO-IZERTD) OHAE A
BoT, HARLEER)>>—#FRALTO—-)ILZERLET,

K, ROFIEZRITLTT IV EAFAZRELET,
1. ROBMERRIS—%, A—RI7ZYIVOERICERAIZ IAMO-ILICTEYFLET,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVersion"

1,

H—RT7Y IV ZERNT2EHEZTS 21
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"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"

]

},

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"

]

}
]
}

2. O—LICEERIV—ZEMLT, O-)LZ25EZ03T7I7EAHRATZT7 Y IICAELET, &
ATEZERARIS—0FlZRICRLET,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

THIVRTH—RIVIOZTOT17TS

ROKNEY O T, PHOKNT GuardHook 27971 7432 F%x%ZRLET, ChiZky), 7
IFA4TENETHIONEU—2a 2 THEHATEET,

H=—RIZVOETIT1TITD 22
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Nev o

« H—RIZYOETOT1474H3d (QAV-))

« H—RT7YOETOT 17T (AWS CLI)

- HEVY—RA

H—RI7vO0%=T7OT474d2 (A V—I)

THIOURNTHERATDH—RIVIETIT1TTBICIE

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation A2V —J)LZBE £ Y,

2. EEHLBOFES—3IVN-T, 7V IVZEKTDAWS V-3 ZERLET,

3. H—RIL=—INZELEEKXLTVWEWESERF., H—RIL—ILZEHKL. Amazon S3 ICREFEL TH

5, COFBICRNET. BRITDICE. A—R7YIDVY—AZFliI2-dDH—RIL—
I ZRETSD Ty OIL—IPleSRLTEEL,

H—RIL—LZERICERLTSIICRELTVRIBEERRE. ROATYTICEXRET,

@ Note

SIICREEND AT T URNCK, . .quard, .zipEkEF OVWThHL DT 7 1)Lk
RFAMBETT .tar.gz.

4. Guard Hook Y —AMBEE. S3IC Guard L—IILZREFELET. UTE2EITLET,

« SSURIDBEIE. W=ILT77A4NADSI/NAZIBETSH., S3SBARAXZFHALTHA
TOUJRYORZRE, S3 AT O NESHBLUTEIRLET,
(A723aNATDITONN=23 TR, SSNTYRTN=23 2 FFEHMICE LT
WBIBEE., BEON—23>0S3ATSIUONEBIRTEET,

H—RT7YvOF, 7YV BOPEENZECICSIASIINL—ILEZATO0—RLET, 80T
ZEFELEFHBRENABRVEDIC, H—RI7IVIERRETDEEFE N—2arazERAITBE
EHEBOLET,

5. (#A7>3a2)Guard HALAK—KD SINT Y NI, Guard HALR—KNZRETS S3 /N
TYRNEEBELERT, COLR—=NIE, H—RIL—IOBRIEFERIF EFENET,

HAOLR—KDEEEEZREITDICE. ROVWThADOFTS a2 ZERLET,

H—=RIVORTOT17T> 23
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o

10.
11.

"Guard L—ILAREFEENTVROEFRUNT Y NeERT2) FIVIRY DARZFIC
LT, Guard L—IA"HBDDOERBUNTY hEFEALET,

« Guard HALR—NZEZREFTRHDSINTY hEZBIRLET,

(A7 232 H=RIL=ILAANTX—2ZRHEAL, SBICH—RIL—IADNTX—2ZR

732 OTICRDEBEREADLET,

« SBURIDFZER., NIX—BTF7AIIADS3NAZEETSH. S3SRAREVEFEALT
RATOATRY VRAEZRE, S3ATDTORNESRLU TGERLET,

(AT723NFTZTORNN=232 TR, SSNTY RTN=2J3Z2THFBEMCEST
WBiEEe. BEON—23>0SI AT UM 2ERTEET,

DRAN] ZBIRLET,

TYIEZT, ROVWTNAOATT I EBIRLET,

s DRICEMENDEVDLANPTVEEZIEEL £FPrivate: :Guard::o LEREF, EA
NI BEMyTestHook, BEB T Y V&E (/&) E9Private: :Guard: :MyTestHook,

c ROEREFERAL T, B2BT7YVIB(TAIVTAREERENET) ZEEELE T,

Provider: :ServiceName: :HookName

7Y 02—y T, FHMERNRERRLET,

c AV —A—H—HNAZY VZER, EN. FLEBHIBKRIDEEILARYITTL—K
ZIMEL XY,

s VY—RA—A—Y-—HARVIVZEFHFITRIEEIL, A2DVY—-ADEEZEL X7,

c BEEYN —A—H—HNEELY M EERTIEEC, FTEEThEEHRZTMLET.

« Cloud Control APl — Cloud Control APl IZ& 2 TRBE Ni-/ERK. BEFHf. L EHIBRARL —
avEFMmLET,

TO>3ar T, 7VvO0ERBUOHIT I (R, EF. HIR) Z28RLET,
T7Y9O0F—RTR., L=IATFEICEKBERLUEEZICTY IONEDISICRETIN ZRBIRLE
9,

 BE _J1—H—IlBEERITLETHN., 7O HTTEET, chldk, EETHELVRE
EXBERF IV IICKRILEET,

s KB —T023arhFBmaEeniBEVWELSICLET, chld, BEEOVT7SATAEEEE
FAV)FTARI—EBRAITDODICKRILEET,

H—=RIVORTOT17T> 24
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12. £47O0—)LT. CloudFormation 7Y 74 S3 A5 Guard L—)LZEEBTZ-HIZ5| =
ZH3IAMO-/Z&RL, 77> 3> TEHMlB Guard HOLR—KNZ2EERLE
9, CloudFormation A"ETO—I)ILZBEBWNICERTEDRLSICTEIH., ERLEO—ILZHEE
TEET,

13. [AN] ZBIRL F T,

14. (A7232) 790742 —DBERE. ROBEZITVLERT,

a. VY—RT74I)NE—T, 7V V0P HIENTERVY—ARATZEELET. ch
ICkt), 7Y VRBEETDZVY-ALCHLTOAHOPHENET,

b. ZA4NBIVVITRHE T, ARV IORBEARZY VO-INT7 1)\ 2—%2ERIZ-HOO>Y
VEBBRLET,

c FRTOARRY HZERRY IO-) - 7Y o, EEENETRTOTAINE—H—
BT BHEACOHIFTEENET,

c ABRYOBEARY IO—) - EEENET AL ER—DOBELIEE 1 DH—HTBE,
7Y ONROHENET,

® Note

Cloud Control APl ARL —23 2 Tlk, IXNTOARRYIVRZBERZYIO—ILT7 4
ILE—FEREIET,

c. ARRYIRHILKE, 7VIBVPHLIIBEDAZRY VEEORPBRALET,

- BHB LR, BHRIARYVIVBERELET, Chik, 2—TYRNIITRIRHEDARY
TONERBEY N HRBEICHEALET, COUARNTEEECAEARZRY IOKATY
VEHUHELET,

« Exclude Ik, BRAT B ARY VRBEZIELET, k. BEAEDARYITTIVY
BERCHTHS, WKDOHADOEENDARY VEBRATIBEICERALET, CZICVUARNE
NTVWBRARY VEBRKINTOARY I, 7Y 0% UOEBLET,

d AZyo0O0-I)InzEs. BEMFTSNEIAMO—)ILICEIVWT7 Y IVBRUCHLICEED A
RO EEOLILBRIALET,

* Include 2k, ChsoO—J)LICEEFNITSNEAZY I9EZ—SYNZTD 1 DUED
IAMO—J)L ARNs 2 ELET, ChSsOO—)LICE>THBENEARY UARL —
2aAVORNTYIERVOVELET,

H—=RIVORTOT17T> 25
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« Exclude (Zl&, BRATBDAZYID 1 D2ULEDIAMO—JL ARNs ZHEELET, 7V 7
F. BEENIEO-LNCE > THBENLEAZY VERSINTOARY JTHUHE L
£

15. [RN] ZBRL £,

16. MREET VT ATUR—IT, BRABZHIELE T, EEITBICE, BEEI> I T [HRE]
20VYILET,

17. BT TBERBITELS, 7VIOTIOT 17 EBRLET,

H—RT7YvO&TIOT147{LT% (AWS CLI)

BATTBAIC, COT7YOTEATS Guard L—ILERTO-IAERENTVD L ZHIEL X
T FMICOVTR, "THA—RI7VYIDQOIVY-AR%ZHA TR DA —RIL—INZLRTD ) ST
"A—R7ZYODEFTO-NZERTE ) 2ZRLTSEZ L,

THOURNTERTDH—RIVIORTIT147HTBICIE (AWS CLI)

1. 7Y90F0T4147{EaMBETSICE. RDactivate-type AN REFERAL T, 7L—AKIL
A—ZRBENEICBERZIET, COOAXVREF, 7V I rsEEEEhEERTO-IIL%Z2EH
THREEZHFALETAWS 7HI N,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. TYVYIODOTIOTATIERTIBICIE., JSSONBRET77AINEFALTIVIERETIHESN
HYET,

cat AN REFEAL T, ROBETISON 77 M) EHEKLET, FHRICOVWTE, T7v D
BEAF—ANBXVIT7LUA ZZRBLTLKEZL,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

H—=RIVORTOT17T> 26
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"STACK",
"RESOURCE",
"CHANGE_SET"

15
"FailureMode": "WARN",

"Properties": {
"rulelLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus: 7Y 7 ZB%MICTHENABLEDICIE, ICERELFT,
« TargetOperations: 7Y VA FHET A ARL —> 3V ZEELET,
« FailureMode: FAIL £/l WARN ICEREL £ T,

« ruleLocation: %, I—/IAREFEETNTVWS S3URIICEBEZZET, S3ICREEND A
7T UM, . .guard, .zipOWThA DT 7 A I)ILRFABETT . tar.gz,

« logBucket: (73 2)Guard JSON LA R—KD S3NTY NOBZHIZEBELE T,
« TargetFilters: 7YV ZHUOHITT I3 DRATZBELET,

3. R®Mset-type-configuration ¥ > REER L= JSON 77N 2EAL T, REZEALET,
TL—ARIA —EREDEILEEHBAET,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

A—K7Y0ET 97171695 27
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BOED Y —A

CloudFormation AR Y 957> 7L —KNT Guard Hook 2ES 3§35 HF 22 BMBITH-HICHEAT
E377L—M0flERLUET, FMICDOWVWTIE, AWS CloudFormation 1—H'—HA4 R®
AWS::CloudFormation::GuardHookZZ B L T & L\,

TAIRDHA—RZYOOOTZRTT S

H—RI7Yv9&TIOT147dTdE, 7Y IOHBAILR—NDEELXREL T Amazon S3 /N7 Y K &35
ETEET, BMICTDE, 7Y Guard L= ORIIDFEREZIREENLENTY MCEHBWIC
RELET, TNDE., AmazonS3 AV —)ILThSDEREZRRTEET,

Amazon S3 1>V —)L T Guard Hook OJ &Z# XT3
Guard Hook H OO 774N 2R RTDICIE

1. https://console.aws.amazon.com/s3/ ICH A 42 L&Y,
BHELBCHZFET—>32N—-T, AWSU—I32%ZBRLET,
NTY NEBRLET,

Guard HAOLAR—BMAICEBRLULENTY NEBIRLET,
BERORIEEADLR—rOOT 771 EEIRLET,

774N &SI O0—-—RTBH, <A ZBRLET,

2

THAOIRDH—RT Y VZHIBRT S

TOT 4 7t&E i Guard Hook AR EICE 2 EBEIE. XROFIEZFERALTT AT NTHIBRL £
9,

7YV ORBIBRTARODY)IC—RBRHICEDICTSICEK. T #2538BL T EE LVAWS CloudFormation
790 DEMLEFIL,

NEY D
« PHOURKDA—RI7Y O ZHIKRTS (AV—))
« PTHOUKNDHA—RT7Y U %EIBRTS (AWS CLI)
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html
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THAOYRNODA—RTY D%ZHIKRTS (A>V-I))

THIVRODH—R7Y U ZHBKRTBICE

1. (2% 4 >4 > AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE £ Y,

BHELBOFES—>3a2N—T, 7V IFHd 2BRLETAWS V-3,
FTET=23aRAUHhS, TV IVERBRLET,

TYIOR=TT, HIRTBH—RT7VIZRDITET,
T7YODEIBHRITFIYIRY VARAZFVICL, HIRZBIRLET,

WEREROSNIS, 7Y IBZANLT, BESA LT Y VDRIKRZE#EEL. HIBRZERL K
EE

o gk~ w N

THIVROH—RTY U %ZHIBRT S (AWS CLI )

(® Note

Ty ORBBTBHC, ETTYIEBNCIBAENBYET, BEICOVTR, TS
Y RTTY O EEMLB LOEMLT B (AWSCLI) 1 EBBLTLEE L,

X Mdeactivate-type AN REFALTCT7 YV RIFTIVT17HL., FHAIURDSHIBRLET., 7
L—ARIA—ZHREDEICEZRAET,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda 7 v ¥

THIRNTAWS Lambda 7Y VZ2ERTRICE, ETTO IV IEFERATEITHOhED—
JAVOTVVERTITATHNITRBENBVET, 7Y VEBMMITRE, TVIFTOT1471L
TENTVWBRTAHIRNE) =3 2DARY IFARL =23V THEATEXRT,

Lambda 7Y 2% F7 057471t $% &, CloudFormation @774 J{tehiz7vyoNDI KN %
TIAR=RKRTYVDELTTHIVRNOLDARNVICERLET, ChickY), 7Y 0IC8FNn3E%
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https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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E7ONTAZRETEERT,. REJONT 1. BEDAWS THIV KN BTV =232 ICx
LTT7YIZRETADHEZERLET,

ReEY D

« AWS CLI Lambda Hooks Z#®#EF2H O IX R

« Lambda 7Y 790 —A%HEi 3% Lambda B Z1ERL T B
« Lambda 7Y VZERX T2 EwZE T

s PADVKNTlambda 7Y V& TFIOT17193

s PHD>VHK® Lambda 7Y VOOJ Z2XRTTD

« PHDUV KT Lambda 7Y V%2 HIBRT S

AWS CLI Lambda Hooks #9210 AT R

Lambda 7Y VZRETBH1-HDO AWS CLI AN RIFXDEBY TT,

« activate-type Lambda 7Y VDT VT4 R—=23 7O AZRBLET,
- set-type-configuration 7HD > RAD 7Y VDORET—RZEEELE T,
o list-types PADRADTY U Z—BERRLET,

« describe-type &, BEDHRET—FEZEL. BEOD 7Y IVERLREBEO 7Y IN—23 2V ICHET
i MEHRERLET,

+ deactivate-type l&. BN T IOT 1 LT Y ORTHI NYSHIBRLET,

Lambda 7Y 20OV —A%&FM 9% Lambda BI¥ZERK T S

AWS CloudFormation Lambda 7 Y VA2 &, MBOHARAZLI—RICFRLT

CloudFormation 8 KU AWS 25 RO MNO—J)L API ARL =23 afETcEET, 7V 9

X, B#EoETE7OvoLEY, FOHBLTICEBEE#XKTU TRECETESFILEY TEE

?OMmMa7V7E¢&?6t€E\ﬂ@waRmmmn#Ab—/ﬂ/ﬁﬁﬁbfﬁﬁ?%i
SICERETEET,

e YV —=AARL—>32

« ARV IARL—T3Y

s ZEEY MARL—T 3
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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RV D

e Lambda 7Y J OHF

e Lambda 7V V& FERALEVY—AARL—2 3 O

« Lambda 7Y V& ERALIEAZY JARL—2 3> OFHE

« Lambda 7Y O ZERALEZEELY hARL—2 32 O

Lambda 7 ¥ U OB

7Y U Lambda ZHOHT &, Lambda A AL ZFHET DX THRA 30 WF#L £J, Lambda
&, 7Y IOFBRBULEAKBLIEAZTRT JSON LAR AZIRLET,

Ry D

c UOTAMAR

« LARYAAS

- Bl

JOIANARD

Lambda E#ICEE D AN, 7Y I9R—TYRNARL—232 (REY D, VY—A, BELY
REE)ICK2>TERYEXT,

L ARV AAN

DOTARDBIELRBRBLEFZEICT7 Y O EBETSICE. Lambda BI%A JSON L AR A
ERIVEANDYET,

LT, 7Y O00BEIBLARAOEROHITT,

{
"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String
"callbackContext": None,
"callbackDelaySeconds": Integer,

}
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hookStatus
TY9I9DAT—BRAR, ChR@EYBEDODT7 A —I)LRTT,

B 7% {8: (SUCCESS | FAILED | IN_PROGRESS )

(® Note

7Y 1% 3IN_PROGRESS EIRF CEANTEET, BRNMNBRENBEWVES, 7Y VKK
LET, Lambda 7Y UV DIFEE. Thid Lambda BB ZBEAXIENOHIZENTES
CEEERLET,

errorCode

ARL =232 FHAEhTEMNTHD EHME MBS, TRERET7YIRTIZ—AREL,
AHEA BT SNEAESHERLET, 7Y INKRKBLEBE, CO74—)LREZHEATT,

B7%f&E: (NonCompliant | InternalFailure)

message

7Y IONBRPERLEBRERMUECERAZRIREFEENDXY -,

(® Note
CloudFormation AR L —> 3> #5HE 3288, D7 14 —)L Ri& 4096 XFICH0V)
T5NET,
Cloud Control APl AR L —2 3> &FHET2HE,. D7 1 —JL RiE 1024 XFIZH0Y)
BTshEY,

clientRequestToken

Hook JOTARMADABELTREENEVIIAMN =02 ChRBBEADT 1 —I)LRT
EE

callbackContext

A" hookStatusTH 3 C & %R FIN_PROGRESSIESIE. Lambda BN BRUCHE W& EI(Z
ANELTREEE D EMOODTFANZEELET,

7Y 90 Lambda B EERKT S 32



AWS CloudFormation Hooks 1—H—H4A K

callbackDelaySeconds

TYIORNCDT7Y UV EBEFOCHTRTHET SEE,

Bl

LT, RBULIELARY AQBHITT,

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}

KBUIELARAOHIERIZRLET,

{
"hookStatus": "FAILED",
"errorCode": "NonCompliant",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"
}

Lambda 7Y OV Z#FERL )Y —AARL—> 32 O

)Y —REEK. B, FLEFHIBRTZEZRFEWVWOTE, UY—AFARL—2avERBZEH
F9, LEAE, FLWIUY—AZERT S CloudFormation AZXY VNEFHEZERTTD L, VU
V—AFARL =23 HFETLEL K, Cloud Control APl ZFERL TV Y —A%&ER. B,
FERHEBRIDE, VY—RAARL—23VEERBEENET, 7Y URET RESOURCES &
T CLOUD_CONTROLAARL —> 3> &X—4"Y NZ9 % &SI CloudFormation Lambda 7 ¥
Y TargetOperationsZRETEEX T,

(@ Note

delete 7Y 2 /\> RZ—(&. Cloud Control APl delete-resourcef k&
CloudFormation A5 ARL —2 3> MU H—%ZFEHAL TUY —ANHIBRE N iZBE(C D &KF
OUHEhFErddelete-stacke

NEY D
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» Lambda Hook JY —A A H#EX
» Lambda Hook ')V —AZE A 1 DAl
o YUY —ZAANRL—3> 0 Lambda BE§Z Dl

Lambda Hook ') Y —A A HEX

Lambda AXUY—RAFARL—2a VIR UL THPHEEhD E, UY—R7ONT14, BREhi=70O
NT4, BROT7YIROCBLICETZATFARNZEL JSON AN EZITEY ET,

JSON ABD> T4 7T 0flERICRLET,

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

.
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"
"requestData": {
"targetName": String,
"targetType": String,
"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}

}

},

"requestContext": {
" L,
"callbackContext": null

}

}
awsAccountId

HANKROUY—AAWS THTIV N 288 @ ID,
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stackId

COARL—2 3 HFET S CloudFormation AR Y JNDAXY U 1D, FEE&EN Cloud Control
AP| (D ﬁl:l\ ;0)74_)11 I\Lj: 'C?o

changeSetId

7Y ORCHELZRBLEZEEEY MO ID, VY —ADZEEN Cloud Control
API, . . create-stackupdate-stack®zx(lF delete-stackARL—2aIC&k> THEKEE
hiBEe, COERETT,

hookTypeName
RITHDOT Y VDA,
hookTypeVersion
RITHFOT7YION—->3a,
hookModel

LambdaFunction

TV > THUHENDEED Lambda ARN,

actionInvocationPoint
TYIONETETNZ7O0ESa - F902 Y I0OERERA N,

B 7% {&: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION )

requestData

targetName

AR RODR—TY NRA 7, Hl: AWS: :S3: :Bucket,
targetType

Al hdE2—45Y N2A47, Hl: AWS: :S3: :Bucket, Cloud Control APl T7’OE< 3=
JENEVY—ADBE. COER I27V) £FRESOURCE,

targetlLogicalld

FHERROVY—ADOBE ID, 7Y IVFUOHLOFA) S H CloudFormation DiFE. Cnl&k
CloudFormation T 7L —MN TERENTLVBHEBIUY—-ADICHRYET, COT Y IR
HLU DA >N Cloud Control APl TH3BE. ChiEBEENIEEICKEYET,
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targetModel

resourceProperties

ZEEND VY —AORRENE7ONT 1, DY—ADHIBRENTWVWRES., COER
ZEICRVYET,

previousResourceProperties

ZEFODY —RAICHEEERTSATVWAZ7ONT 14, DY—ANEREhTW\BIE
&, COEREICEYET,

requestContext

O H L

7Y U DBREDRITHEIT.

callbackContext

Hook A" (38 E & NIN_PROGRESS. callbackContextANREnhizifgEa, BRUOHLEICZ
CICKRRENET,

Lambda Hook 'J Y —AZE A 1 D4l

IRDANABIE, EFTBHAWS: :DynamoDB: :Table ) V—ANEZ%ZF (1HS Lambda 7 Y U &R
LTWVWET, T, ReadCapacityUnits ® ProvisionedThroughputld 3 A5 10 ICEEE
NTVWET, chid. Lambda FFHEICERTESDTF—XTT,

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
I
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
"targetlLogicalId": "DDBTable",
"targetModel": {
"resourceProperties": {
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"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

I
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
},
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

}I

"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

.

"KeySchema": [

{
"KeyType": "HASH",
"AttributeName": "Album"

7Y 90 Lambda B EERKT S
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},
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}

iy

"requestContext": {
"invocation": 1,
"callbackContext": null

VDY —RABRATTHEATEDIXNTOT7ONT 1 2BEBITHICEK., "1 Z23RBLTIKE:E
WAWS::DynamoDB::Table,

)Y —AFARL—23 >0 Lambda B0 4

BAR (&, DynamoDB ADUY —AEHICKKRT B> 2 T I REHTT ., DynamoDB &,
ReadCapacity ® ProvisionedThroughputZ 10 &V KZEMEICREL LS ELET, 7V Y
N9 5 E, ReadCapacity NIELKBREETNTVET, EVWDIXYE—IHNREBICRRE N
F9, UVTAMNOREEICZAKT D &, 7Y U IFReadCapacity cannot be more than 105 £ W5 A
T—RATKRBLET,

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

i

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";

7Y 90 Lambda B EERKT S
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response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
I
Python

import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

}
if target_name == "AWS::DynamoDB: :Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',
H

read_capacity = provisioned_throughput.get('ReadCapacityUnits"')
if read_capacity and read_capacity > 10:

response[ 'hookStatus'] = "FAILED"

response[ 'errorCode'] = "NonCompliant"

response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

Lambda 7Y VZFERLEAZY VARL— 32 OFM

HLOWF 7 L—RZ2EALTARAZY V%R, BEF. SEEFHIBRTZDEZEVWOTE, HILWL
FUOTL—REFMALTARAEZY OARL—3 2 0#TE7OY U TE % KSIZ CloudFormation
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Lambda 7Y VZRETEET. 7Y IRETSTAKKARL—2IVZER—TYRNITBDLSIC
CloudFormation Lambda 7 ¥ ¥ TargetOperationsZETE X I,

NEY D

e Lambda 7Y JAEZY VD ANEX

« Lambda 7Y VAR Y JZE AN DB

« ARV O ANRL—2 32 @ Lambda B D 4l

Lambda 7Y JAZXY VD AIEX

ARY OARL—> 32T Lambda ARV EHEhDE, 7Y IOFBTELIOYTFA

M. . actionInvocationPoint& XV IV ITARNIVTHFANZEL IJSONV I I AN EZR
(+HXV) €9, CloudFormation 7> 7L — Kk ®OH 4 X& Lambda B TZ T AhS B ALY A
ANBRsnTVWR D, EBOT V7L —KME AmazonS3 A7 DIV MNIREFEENET, OA
SArequestDatallld, BESRUFUFOT T L—KNN=23 2 &2E8CROATS IO RD
Amazon S3 BE & URL AFEENET,

JSON ABD> T4 7 0Fl&ERICRLET,

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

iy
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

"targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

1,

"requestContext": {
"invocation": Integer,
"callbackContext": String
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}

clientRequesttoken

Hook JOTARMANDABELTREEZNEVITIAMSN =02 ChBBEADT A —ILRT
ED

awsAccountId

THMARKRODAZY I AWS FHOU N Z88 O 1D,
stackID

CloudFormation AR Y VD AR Y 7 ID,
changeSetId

7Y IORCHELZRBLEZEEEY MO ID, AZY U DZEEN Cloud Control
API, . . create-stackupdate-stack®zhlF delete-stackARL —2 a3 IC&k> THERE
hi-Bae, COERZETT,

hookTypeName
RITHDOT Y I DOEH,
hookTypeVersion
RITHFOT7YION—->3a,
hookModel

LambdaFunction

7Y & 2 THRUOEENSRED Lambda ARN,
actionInvocationPoint
TYONERTENZD7O0EDa - 00V IOOERBRA N,

B 3h75{8: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION )

requestData

targetName

COElE STACK L&V ET,
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targetType

COfEE STACK ICH& V) ET,

targetLogicalld
ABYDUE,
payload
BEBIRVPUBINOTVTL—RNEZEZFDISON AT T U M2 EDL Amazon S3 BE[NE
URL,
requestContext

7Y IONBROVHEENTVIEE, COFTIZIIVRMNERESCNET,
invocation

7Y ODBREDRITHIT-
callbackContext

7Y Oh (CEREIN_PROGRESSE 1, jRcallbackContextEhiigs. BRUOHELEICCC
ICRRENET,

JOTIARNT—Z® payload7ONT A&, O—RAWBIIHENHS URL T, URL 2215
THE, ROARAF—XEHFOFATIT IO ZREBLET,

{
"template": String,
"previousTemplate": String
}
template

create-stack k(& IZIRMEE N i=xE£7% CloudFormation > 7°L — Nupdate-
stack, CloudFormation ICIREEnARABICISU T, JSON Ei&k YAML XFEHICFD e

TEET,
delete-stack ARL—>3a> TRk, COERZEICKYET,
previousTemplate

LABI @ CloudFormation &> 7L — N CloudFormation IZ#HtE ni=RARICKHU T, JSON F£1=
& YAML XZEHIICTDENTEET,
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delete-stack ARL— 3> Tk, COERZEICKYET,

Lambda 7Y D AZRY DZEA DY

DT, AZYOVEEADDOHITT, 7Y Uk, % true ObjectLockEnabled [CE#H L. Amazon
SQS ¥ 1—%2EBMIHEEEZFHML TVET,

"clientRequestToken": "f8da6dl1l-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
b
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

payload D& RICRL EJrequestData.

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}3}3}1}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}
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ARYIARL—>3 >0 Lambda B8k 6l

ROBIE, AZY IARL—2aRAO—RE2XIO0—RL, T7L—bK JSON 2L T
ZIRTS 7)1 BB T I SUCCESS,

Node.js

export const handler = async (event, context) => {

var
var

var

};
try

targetType = event?.requestData?.targetType;
payloadUrl = event?.requestData?.payload;

response = {

"hookStatus": "SUCCESS",

"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken

{

const templateHookPayloadRequest = await fetch(payloadUrl);

const templateHookPayload = await templateHookPayloadRequest.json()

if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML

}

if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML

}

} catch (error) {

}

console.log(error);

response.hookStatus = "FAILED";

response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";

return response;

};

Python

Python ZH T3 I(CIE, requestsZA 7TV ZEAVR—RNTRBENHYVET, ChZETS
IZl&. Lambda BB EER T A EEIC, F7OAMNYT—DIC FAT TV EEDRIRENHYE
T, FMICOVTR., " FROYN—HA R, O "KEFBEFRZED zp 77O/ NV T2 04
Ba Z2BLTLKEEV, AWS Lambda
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import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

7Y 90 Lambda B EERKT S 45



AWS CloudFormation Hooks 1—H¥—H4A K

Lambda 7Y VZFERALEZEELY NARL—2 32 OFHA

ZELY NEERTHETIC, HILLEELY NERIDICFHMEL., TOERTEITOVYIITERSIC
CloudFormation Lambda 7 ¥ V Z8RETEE T, 7Y VKE CCHANGE_SETARL —> 3> ZX—
7Y NI B KSIC CloudFormation Lambda 7 ¥ Y TargetOperationsZETE X T,
Nev o

« Lambda 7Y VEEtY hOAIEX

« Lambda 7Y VZEtY hEEAZDHI

« BELY NARL—2 32 ® Lambda B8E a5l

Lambda 7Y JZEtLY NOADEX

EEEYNARL—2FVOAABGAZY IARL =23 VIZPTVERTH, ORAMO—RIZE.
ZEELYNIKI>TEAEThEUY—RAZEN!) ARrequestDatat 8FENTVET,

JSON ABD> T4 70l RICRLET,

{

"clientRequesttoken": String,

"awsAccountId": String,

"stackID": String,

"changeSetId": String,

"hookTypeName": String,

"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

3,

"requestData": {

"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlogicalId": String,
"payload": String (S3 Presigned URL)

3,

"requestContext": {
"invocation": Integer,
"callbackContext": String

}

}
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clientRequesttoken

Hook JOTARMANDABELTREEWLEVITARNN=D2 ChBRBEDT A —J)LRT

ED

awsAccountId

HMARKRODAZY D AWS THOU N Z88 O ID,
stackID

CloudFormation AZY VD AZY 7 ID,
changeSetId

7YV ORUOCHLZRKBLEZEEEY MO ID,
hookTypeName

RITHDOT Y VDA,
hookTypeVersion

RITHFOT7YION—T3a,
hookModel

LambdaFunction

7Y DR 2 THOPHE NBDEED Lambda ARN,
requestData

targetName

— MD{ElF CHANGE_SET IC%& V) £ T,
targetType

C DfElE CHANGE_SET (& VW E T,
targetLogicalld

ZEtY N ARN,
payload

REOTV7L—hEHEDISONA T IVRE, COEEELY MIK>TEAEIEEE

D) AN%EEL Amazon S3 & URL,
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requestContext

7Y IONBRUVHENTVEEE, COATDIVRMBEENET,

invocation
7Y OOBREDEITRIT.

callbackContext
7Y O ([CEREIN_PROGRESSZE 1, iRcallbackContextE hi-iBa, BRUOHLEIZZC
CRRENET,

UOITART—2® payload7ONT 1k, J—RAMBIZIHBENHS URL TT., URL 2215
THE, RDAF—XE2HEOATIORNZRBBLET,

{
"template": String,
"changedResources": [
{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourcelId": String,
"resourceType": String
}
]
}
template

create-stack £ IE ICREE n -T2 % CloudFormation > 7L — KMupdate-
stacko. CloudFormation ICiR#EhiERBFICIEU T, JSON £ YAML XEHICT B &
TEEY,

changedResources

BEENEVY—ADI AR,

action

VY —ACEREhZEEODRAT,
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B %h7%{8: (CREATE | UPDATE | DELETE )

beforeContext

ZEOUY—A7O/NT 140 JSON XF5|, COERK, VY—ADQERREIC null IV F
T CNOJSON XZHDITNTOT—)LEEHEIEX STRINGS TT,

afterContext

COEELY NFEFTEhEHEOD)Y—RATO/NT 4 D JSON XFFH|, UY—ANH|
BRENTVBEE., COERNITT, 20O JSON XZHDTNTOHOT —)LEE HEF
STRINGS T9,

lineNumbexr

COZEEORREB 2 ETTL—NDOITES, 7723 2K OF4E. DELETEC DEWR null
CZVY)ET,

logicalResourceld

ZETRVY—AORE)Y—A D,

resourceTlype

BEENDVIY—AREAT,

Lambda 7Y VZEtY NREEA D DOHI

LT, ZEEYRNDODZEEAIDHTYT, XROBFITEE, BEELY MK >TEAThEEEZHER
TEET, BUOZEEE, LWSF1—0NHIBRT I CoolQueue, 2 BB NZEEIE, £WLWSFHLL
F1—MNEIMTINewCoolQueue, RENEEIE, NDEF TIDynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",

"awsAccountId": "123456789012",

"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc00",

"hookTypeName": "my::lambda::changesethook",

"hookTypeVersion": "00000008",

"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"

iy
"actionInvocationPoint": "CREATE_PRE_PROVISION",
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"requestData": {
"targetName"
"targetType"

¢ "CHANGE_SET",
: "CHANGE_SET",

"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",

"payload": "
},
"requestContext"

"invocation"

"callbackCon
}

https://s3...... "
i {

1,

text": null

payload ®f|&RIZ;RL FJrequestData.payload,

:"CoolQueue"}}',

{
template: 'Resources:\n' +

' DynamoDBTable:\n' +

! Type: AWS::DynamoDB::Table\n' +

! Properties:\n' +

! AttributeDefinitions:\n' +

! - AttributeName: "PK"\n' +

! AttributeType: "S"\n' +

! BillingMode: "PAY_PER_REQUEST"\n' +

! KeySchema:\n' +

! - AttributeName: "PK"\n' +

! KeyType: "HASH"\n' +

! PointInTimeRecoverySpecification:\n' +

! PointInTimeRecoveryEnabled: false\n' +

' NewSQSQueue:\n' +

! Type: AWS::SQS::Queue\n' +

! Properties:\n' +

! QueueName: "NewCoolQueue"',

changedResources: [

{
logicalResourceId: 'SQSQueue',
resourceType: 'AWS::SQS::Queue'’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName"
afterContext: null

.

{
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logicalResourceId: 'NewSQSQueue',
resourceType: 'AWS::5QS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{"QueueName":"NewCoolQueue"}}"
},
{
logicalResourceId: 'DynamoDBTable',
resourceType: 'AWS::DynamoDB::Table',
action: 'UPDATE',
lineNumber: 2,
beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',
afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'
}

ZEtY hANRL—2 3> 0 Lambda B8Z D fi

ROBlIE, ZEEY NARL—>aRAMO—REXADO—RL, EZEZ)—7LT, ZRT
BCHZO7ONT 1 2H 0T35S 7 )L BT I SUCCESS.,

Node.js

export const handler = async (event, context) => {

var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

};

try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [];
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for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

Python ZEA T3 Ik, requestsZA 7S VZEAVR—NTBIBENFHYVET, ChETS
IZi&, Lambda BB ZER TR EZIC, TFTOAMNYT DI SATSVEEDIHVENHY E
T, FHMICOVWTE., " FROYN=—HA R, O "&EFEEFEZED zp 77O/ NV T—2 01k
By ZZ2RBLTLEE LV, AWS Lambda

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
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change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {3}

after_context = {}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:

print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

Lambda 7Y V& ER T2 %EEZ2 TS

Lambda 7 Y V& ERTDHEIIC. XOBRZFHEEZBLEIVEN HVYET,
« Lambda BB ZBLICER L THLKBENFH VY ET, FMICOVWTIEE, "T7vY 0 Lambda B# %
ERT2 ZSRBLTLSEETL,

C TYURERTEI—Y—FLRO-LER. 7YIETITATUTBLHOTHBT I LR
AN BETT,
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« AWSCLI E£/Id SDK #FHL T Lambda 7Y V&2 EKTAICIE. IAM T O AR EESER
—EOY>ERTO-)ILEFHTERL T. CloudFormation A" Lambda 7Y 9 Z O HEEZ LS I(Z
TRIBENHYET,

Lambda 7Y 7 0OETO—IIZEKTS

7V, TEO7Y VRV EHILEOICBEZRT IV EAHFAORTO-INZEALET AWS 7
PR

OOk, A5 Lambda 7Y V7 Z4EKT 2 & BEMNICHERTE £9F AWS Management
Console, TNUADHEE., CcOO—-IIZ2BD TERTIHLENHYET,

RDED>3>TE, Lambda 7Y VZER TR I-ODT VL AHAZRET D HEERLET,
VBT 7 AFH

NAM A—H—HA Ry O "THARLBEARA) > —Z#ALTO—I)LZERTE OHIF 2 AIC
®o2T, HARLGERV—2FALTO-LZERLET,

R, ROFIEZRITLTT IV EAFAZRELET,
1. Lambda 7Y VOERICEATS IAMO—ILIC, ROFNMERRIS —ZTEYFLET,

JSON

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
}

1
}

2. O-)LICEERIV—ZEMLT, O-)L2Z25EZB3T7 VAT Z7 Y VICHELRT, £
ATERFEERI>—OHZRICRLET,
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JSON

{
"Vexrsion": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"
}
]
}

TFHOUKRTLambda 7Y 0% T 9714755

RORNEY UTIE, PHUNTlambda 7Y 9279714 7{LT5H%EERLET, ChiCk
V. POTATENETHI O NE) =23 THERATEET,

NEY D

« Lambda 7Y 90T OVT147492 (AV—=))

e Lambda 7V V& T O T 171t (AWS CLI)

- BEUY—RA

Lambda 7Y 9 &TF7 05747453 (aA>V—))
FHORNTERATS Lambda 7Y 92T 9T 17T BICE

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation A2V — )L ZBEE T,

2. BEEHFOFES—23aN—T, 7V I0BERITDHAWS V-3 BBEIRLET,
3. 7Y%9®Lambda B E/ERL TVWEWVWESIE. ROBEZITVET,

« Lambda 1Y —JL T [Functions (BE)| R—2 #BHEE T,
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« ZOT7YYUTHERATSD Lambda BBZEKL ., COFIEICRY TT. FMAICDOVWTIE,

FLambda 7Y 2D — A%l §% Lambda B & ERT D1 2SBLTLSEEL,

Lambda BB ZBEICERL TVWR BRI, KOATY T ICERET,
4. ERlOFEST—>3aRA42T, 7V 0%1ERLET,
5. 7Y9&T. XOoOWIThhOAT>a>zBRLULET,

c DEICEMEIDEVDAYPITVERIZIEEL £IPrivate: :Lambda: :o

FEAE, EANTBEMyTestHook, BEBT Y VR LB F
I Private::Lambda: :MyTestHook,

« ROFKXEFEALT, B2BTIVIB (TAIVTAEERENTT) 2EELE T,

Provider: :ServiceName: :HookName

6. Lambda BB NBEEEF. COT7 YU THEATS Lambda B EEEELET, XEFHATEE
9,

H7490ADBWELE Amazon J Y —AZ—LA (ARN),
N=23A2FERIAVTADY T 4 Y U A& D18 ARN,

7. 7Y0R—=7Y KT, fHMERREBRLET,

8. F

ABY Y —A—H—HNARY V2R, B, FLEHRIZDEEICAZYITUTL—h
ZRHMEL XTI,

VY—A—A—H—HNAEY IV ZEHMIDEEL, BYOVYV-ADEEZFHELET,
TELYN - -—HNEELY M EERTDEEIL, FTEShEERZFHML R,

Cloud Control APl — Cloud Control APl IC& > THIBE NI-ER. BEF. T FEIRARL —
avEFMmLET,

7232 T, 7V IVEHOHIT IO (EXR. BN, HIR) 2RRLKT,

9. F7YIVFE—RTR., 7YV 0IC&>THUOVEETNE Lambda BIEA L AR AZIRLIEEZEIC
7Y ONFAILEDRZE TS HEZERLET,

EHE 15—l B8EEZRKITLETHY,., 702308817 TEET, chlF, EETHELVR
MRBERF IV IICEKIEET,

! ]]llﬁ

s KB —T02aVHFBRATENBVELSICLET, Chl@, BREOAV T4 T ARERE

FAVTARID—ZBATZIOICRIUEET,
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10.

11.
12.

FTO-I)ILT, 7Y 95 Lambda B ZHOHETLEHICEIEZ T2 IAMO—)LZERLF
9, CloudFormation A"ETO—I)ILZBEBWNICERTEDRLSICTEIH., ERLEO—ILZEE
TEET,

DRA] Z38RL T,
(A723) 7907 14LE2—0DFERE. ROBREZTVLERT,

a.

C.

d.

JY—=RT7ANE—T, 7YV ZRVHIZENTED VY —ARRATZEELET., Ch
ICkt), 7Y VRBEETDZVY-ALCHLTOAHOPHENET,

JANRVDTRET, AZYIRBEARARY JO-LT7 1\ E2—Z2EBRTZ O Y 7 %ER
LET,

c FRTOARRY HZERRY IO-) - 7Y o, EEENETRTOTAINE—H—

BI2E58ICOXAFUVHENET,

c ARV OBEARRY VO—L-BEENLETAIINEZ—0LBEE1 2N —HTB L,

7Y IONROCHENET,

® Note

Cloud Control APl ARL —23 2 Tlk, IXNTOARRYIVRZBERZYOIO—ILT7 4
ILE—FEREIET,

AZY VBRI, 7Y IVHCHULICBREDARY VEZEHBHABRILET,

- BHB LR, BHRIARYVIVBERELET, Chik, 2—TYRNIITRIRHEDARY

TONERBEY N HRBEICHEALET, COUARNTEEECAEARZRY IOKATY
VEHUHELET,

« Exclude Ik, BRAT B ARY VRBEZIELET, k. BEAEDARYITTIVY

ZHOCHLETH., VKOV OREDARY VEBRATRIHBEICEALET, CZICVURA
RENTWRARY VEBRSINTOREY IR, 7Y 02T HLET,

A2V O0-)I0FEE,. BEMFSAAEZIAMO—/LICESVWT7Y IVFDPHELICEENDA
RO EEOLILBRIALET,

* Include IZlF, ChsoO—J)LICEEFNITSNEAZY VEZ—SYNZTD 1 D2UELED

IAIMO—JLARNs ZHEELEXT. chSOO—-IICL > THREBENLEAZRY VARL —
2aAVORNFTY IV EHOHLET,
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« Exclude (Zl&, BRATBDAZYID 1 D2ULEDIAMO—JL ARNs ZHEELET, 7V 7
F. BEENIEO-LNCE > THBENLEAZY VERSINTOARY JTHUHE L
£

13. [RN] ZBIRLE T,

14. BRBET VT ATUR=IT, BRNBZHIELE T, EETBICE, BEEI> I T [HRE]
20VYILET,

15. BATI D ERA TE S, Activate Hook ZZIRL T,

Lambda 7Y V& F V7 1471t ¥3 (AWS CLI )

¥:179580lC, Lambda BEE, COT7Y I THEATHIERTO-INMERENTVWD EZHERL
£9, FMHICOVWTWE., "Lambda 7Y o0V —A%5HHid % Lambda B ZEERT D1 BKO
MLambda 7Y VOERTO—ILZERTSD ) Z2SRBLTIEETL,

THIOOKNTHERTS Lambda 7Y U %&T V71 7T I (AWS CLI )

1. 7Y90F0T4147{EaMBETSICE. RDactivate-type AN REFERAL T, 7L—AKIL
A—%ZHBENEICEEBRAET, CcOONVRIEFE, 7y 0N hrstEEEhEETO-/IL2ER
THREEZHFALETAWS 7HI N,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. TYODTFIOTATIERTITBICE, JSSONBRET77AINEFERALTT Y IV ERETIHEN
HV)EY,

cat ANV REFEAL T, XDOBETISON 774N EERLET, FHICOVTEK, "7y
BREAF—NBXVI7L AL Z5BLTLSEETL,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
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"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:lambda:us-
west-2:123456789012: function:MyFunction"
},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus: 7Y 7 ZB%MICTHENABLEDICIE, ICERELFT,
TargetOperations: 7Y A AT A2 ARL —> 3V Z2HEELE T,

« FailureMode: FAIL £/ & WARN [CEREL £ 9,
« LambdaFunction: Lambda B8%k® ARN Z3EEL £,
« TargetFilters: 7Y V2RO HITT I ICORATZBELET,

3. R®Mset-type-configuration ¥ > REER L= JSON 77/ )N ZFEAL T, REZFEALET,
TL—ARIE —EREDEILEEHBAET,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2

BEDY—A

CloudFormation AZY V957> 7L —KNTlLambda 7Y V2 EE T3 H:2EBHBITH-HI_FEH
TET7L—MOBlRRLET, FHICDOWVWTIEX. AWS CloudFormation 1—%'—H 4 R®D
AWS::CloudFormation::LambdaHookZ S B L T & L\,
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TFHORN®DO Lambda 7Yy o007 2KRRT

Lambda 7Y V&2 ERT3EE. RIIEHLAR—bOOT 77 4)LIE Lambda OV —=I)LICH V) £
9,

Lambda J>Y —J)L T lLambda 7Y 20O %Z2KRRTS
Lambda Hook H OO 77 AN 2 XRRTBICIE

Lambda A2V —ILIZHA A2 LET,

BELPICHZDFTET—>3a 2 N—T, AWSU—23 2z BRUET,

Bz RRLET,

HH® Lambda BAZE#IRL E£ T,

[TAR]RT&BIRLET,

CloudWatch Logs T 1 7iE#F%&#IRT

ROYTEIUXZ1—%BRL, RRIBDOTTIL—TZBRLET,

[BA%A] ZiBIRL £9, OV CloudWatch Logs Live Trail 74 > RUICRRENET, JITE
REERTL—2TFANTERTRIZERLETD,

© N o o bk~ w0 D=

c J7ANE—NE—2DEM7 A —)LRICEMIZZET, BRICTAIILEZ—ZEMTEXRT,
CDT7A—)LRTE, BRET7AINRVILT, BEENENEZ—2IC—HBTRARKRND
RhEEHDENTEET,

Lambda BHOOT OXRROFMIZDOWTIE, "Lambda B8 D CloudWatch Logs &R SR
LT EEL,

FHDOKNTLambda 7Y V& HIKBRT

TOT147{t&Eniz Lambda 7Y INFEIZE 2 BERE., ROFIEZERALTTHT > NTHIR
LEXY,

7Y O %BIBRTAIRODY)IC—RHICEMICTSICEK., T, #283HBL T & LVAWS CloudFormation
7Y 0 DEMLEEM,

N =R
« PHDO2KNTLambda 7Y U %HIBRTS (OAVY—I))
« PHAD>2 KT Lambda 7Y V% HIERT 2 (AWS CLI)
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FHAJ>2KNTLambda 7Y 7 %8BR3 3 (A YV—))

THI2 KO Lambda 7Y U ZHIBRT S I

1. (2% 4 >4 > AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE £ Y,

HEEHOFET—>3aN—-T, 7V 0FH% 2BRLEITAWS V-3,
TES—23aRAUH5, TYVEERLEY,

7Y IOR—=T, HIBRYT S Lambda 7Y V2 RDOFET,
TYVIODEIHDFIVIRYIRZFICL., HIRZERLET,

WEEEROSNIS, 7Y IBZANLT, BESALET7Y VDRIKRZE#EL. HIBRZERL K
ER

o o kw0 N

THD>NTLambda 7 ¥ U #HIBT % (AWS CLI )

(® Note

7Y OEBBRTRIHIC, TTTYIEBNCTIAEN S ET. FECOVTERE. TH
UYRTTY UEEMLBLOEMLTS (AWSCLI) | EBRLTIEE L,

X Mdeactivate-type AN REFRALTCT7 YV RFETIT17UL., THOU MDY SHIBRLET., 7
L—RARINA—ZEBENEBICEZEMRAET,

aws cloudformation deactivate-type \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

CloudFormation CLI ZEH L E=HAZLT7 Y VDORE

chOtoavik, HAZLT7Y O ZBEREULUTLDARNIICERLEVESERZIRELTVWET
AWS CloudFormation »

HABRLT7Y VOREICKE. L3 D2DARATYTIABYET,
1. BA%R

NARLT YD &


https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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NDARLTY U%BRET S, CloudFormation CLI 252 EL THEATIMHEN H ) T, Hook
O7OCTIIORNETOXERT 7 AN ERKTSICE. CloudFormation CLIinit AN > RZ
LT, 7990 ZERTAEZEELET, FHMICOVWTE., "THAZL AWS CloudFormation
7YV O07O02I 0 OB Z#ZBRBLTIEEL,

2. [Model] (L)

TV IAF—NXEZETIVE, B, BRIAETBICRE, 7Y 0, TOTONT1, BrUVBEMZESR
LET,

CloudFormation CLI l&, #EN 7Y VHTHLRA 2V NCRETEZEDO/\> RT—EEHEE
RLET, chsD/\ RT—(CHBOODYVZEBMLT, 2—TYRNSAT7H414 01D

EBETT7Y VFUTHLPICANFrERZIZIAZHBLET, FMICOVTE, "THARAZL AWS
CloudFormation 7Y VDEF) T 1 #BBLTLKEE L,

3. BE&

TVORBREIDICE., 7VI9ERELTTTAR—RNELEINT VYOO —RN—F 14—
HERMBEE L TERLET, 7Y 0% submitARL =23V ICBEHLUET, FHMICOVTIE,
CTHARLTY D% (ZE§T D AWS CloudFormationy ZZBL T EE L,

TYIODOEBERICE. ROXAINFEELTVWET,
a. Publish—- 7Y @G LZARNJICRITENET,
b. Configure— 7Y V&, RATRENAZY JICRHLTHOPHEhEZLEEICREETNET,

(® Note

7YV O30 BRIEZALTIRL, BARIEBHATLET, FHIEODVWTR, T214
TOREBATOHR, 25RLTEE L,

LTORNEY Tk, Python £zl& Java THRAR AT Y V2R, B, 2EIT27O0LAICD
WTEHBALET,

ReEY D

« AAAR L AWS CloudFormation 7Y V &2BE T2 £ DEIEEZM

« AAAR L AWS CloudFormation 7Y 2702 19 S DR

« HAZ L AWS CloudFormation 7Y Y QETFI Y

NABLT YD 62


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-init.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html
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s HARLT Y V% IZ&#HET S AWS CloudFormation

TOAARZRLTY IDTANAWS THI B

NABRLT Y ODEFH

CloudFormation LZARUASDARRLT Y U DERBRR

NG AR AOVN:

AWS CloudFormation 7Y VD AF—XEXJTF7L VA

AR [ AWS CloudFormation 7 ¥ V Z2HR T 3 - O REIIRSH

Java E12l& Python ZFEA L THARLT Y VEARTEERT, DAZLTYVVZHRIZLHOD
ARZHRFRIOEBY T,

Java D ETRZH

* Apache Maven

« JDK 17

® Note

CloudFormation AN RSA A BZ—T7 IAA(CLI) ZFEALTJava ADT7 v Y
T7OI O NERATZBEE. Python 3.8 UBREA VAN —ITEIHENHVY) E

9, CloudFormation CLI A® Java 75T 4 > l&, Python T4 ARNJE1I—3av&Eh
% pip (Python DNV T —IZ—S ¥ =) ZNLTAVARN=ITEZET,

JavaHooks VO IO RNDT7 Y IONY RS—%FRETBICIE, JavaHook N\ RS —0H 7))L
TJ7A4)N %X I O0—RTEXT,

Python M HIIRSH

+ Python /N\—2 32 3.8 LAB&,

Python Hooks 77O TV RO 7Y VN RT—2REKTBIE. Python Hook N\ RS —H 27
N774)EAOO0—RLET,

BIRSRAF 63


https://maven.apache.org/install.html
https://www.oracle.com/java/technologies/downloads/#java17
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
samples/java-handlers.zip
samples/java-handlers.zip
https://www.python.org/downloads/
samples/python-handlers.zip
samples/python-handlers.zip
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7YV RERIDLODOT I A

CloudFormation Create, . Update®& KU Delete AZY IDT IV EAFAICIMA T, XD AWS
CloudFormation ZRL =23 VI ICT VAT R UENHYNET, cNSOARL =3I 2ADT Y
A, IAM O—)L® CloudFormation R —&ZBLU TEBENET,

* register-type

* list-types

 deregister-type

 set-type-configuration

7Y UVDRRREEZRETS

7Y U %ZBRETBICEF. CloudFormation 72 7L — K~ & Python £7=i& Java ICREEBEL TLWSHEH
HV)ET,

CloudFormation CLI B K V'BEETZ ST A4 AN=ILTBICE :

1. Python NV T —IXZ—2 % —pipTH ZFEAL T CloudFormation CLI Z4 > AR—J)LL &
T

pip3 install cloudformation-cli

2. CloudFormation CLI FA® Python £ & Java 7’5944 AN —=ILET,

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

CloudFormation CLI £ 7’55042 &TY 7L —RTBICE. FY7IL—RAT>a>aEARAT
EFEY,
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/register-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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Python
pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

H AR L AWS CloudFormation 7Y 277019 NORE

HABRL7YO7OSTI O N EBERTAHBYVOATY K, ZOP IV NEZHKRTHIET
9, CloudFormation CLI init ON> REFERAL T, DARLAT7Y OO IV NEREBTEET,

init ANV RE, 7Y 9ARF—XT77ALNZBE7T7AODIVNOREZIEZE> THATS T 1
H—REZEBLET, CORF—XTT7ANETYIDIIATERIVTAVARAZERTRIEHD
MIHRELTHEALRT, FMICOVTR, "TAF VBN, 2ZRLTSEE,

7YO7AO IO RNERBIDICE
1. 70T O9RNODF1ALINUEERKLET,

mkdir ~/mycompany-testing-mytesthook

2. LLWFALIMNVEBEBLEY,

cd ~/mycompany-testing-mytesthook

3. CloudFormation CLI init ON> RZFEALT7O IV N Z2RBLET,
cfn init
COONVRIEF, UTOHIDZERLET,

Initializing new project

4. init OXVREE, ZOP T O MNOREFIEEZRTIAH—REZEHLET, 7OVT MHFRR
Ehis, hza AHLT7yv o702 IO EEELEY,

Do you want to develop a new resource(xr) a module(m) or a hook(h)?
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5. 7Y I0BRATDOHEAMEANLET,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

TS20AHF N DEFAVARN=ILENTVWRHE, TF72INMTERENET., EHO
BT TZTAVHFAVAR—LENTVRHER, BNOSEEZBERTERT, BRLLESED

%’FIETREAIJ LEY,

nl:n' EI:H'

i

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

BICETVWVTINY T—DZRELET,

il

7. BRUERER
Python

(A723a N TSYRNTA—=LICKRELEVWNY T—2 2 T2 Docker ZiBIRL &
T, Docker EMBATEHYEBAN., NV T—L2BBICTHLz@<BEOLET,

Use docker for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python

packaging.

Java

Java N\v T —D B &REL., codegen EFINZBIRLET. F7FILRNONYT—DF%
FERTDHD, FILWNYT—DRZERTEERT,

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):
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BR 7OV ZEBCRKBL, 7Y VORRICBERTFTAINEERLELZ, T
(&, Python38 M7 Y UO7ODIIVRNEZBRIBDTALIRNIETTAILDOHTY,

mycompany-testing-mytesthook. json
rpdk.log
README .md
requirements. txt
hook-role.yaml
template.yml
docs
README . md
src
_init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

(® Note

stc FALORNUADT 7M., SEOBRICESVTERENET, EHEhiT7
ANIZE, JBIADOAXNEFHFVK OBV ET, BED—HOT77AILE, BOA
TY 7 T generate ANV REEFTLT/N\RZ—DOF 2 RALAD—REZEMTHEE
([Cmodels.pyBEINICEFHENET,

HAR L AWS CloudFormation 7Y 2 OEFU T

HAZ L AWS CloudFormation 7Y 20OEFVJICE. 7Y 0, 0700714, BLUEM%
EBTIDAF—NOERNEENETT, cfn init ANV REFEALTHARARLT7Y 70T
NEERTDE, 7YITARAF—NXDOHIHN JSONERXROTFARNT 7L £LTHERENE T hook-

name.json.

2=y NBOHULRA U NER—TYRNT O3 R, 7V IRV EENDERERSA > NEE
ELET, 7YINRT—R&, ChSORANORTABRBHDAZLAOAD Y VZFRANLET,
BlZE,. CREATEARL—2320OR—7Y NFUZ 32 lkpreCreate/\> RS—ZFALET,
N RZ—IZEBRENEID—RE, 7YI9F3—TYRNEY—EAN—HTEITOIIEETIDE
ERVOHLET, 7V 02— Yy RN, 7YV IONFBVOHENBIEFETT, AWS CloudFormation
NTVYDOVI—=R, T7SAR—=KNIVY—RA, HARARLVY—ABEDR—TY NEIEETEET,
790, 79 032—=7Y NZ2EFHRICHR—NLET,
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AF—NIR, 7V ICRBERBRTIVEAHFANEENTVET, 7V IVZERTIICR. &7V
INYRTZ—OT OV AFAZEETIHLENHY) EFT, CloudFormation Tlk, &/MFHEZRE
ITB3D, RAVORTICVEBRT IV EAHITOA EZNETRIEVSEENBZEFI VT4 T RN
AACRSKRI)D—ZERTDEEEREICHEBOLET, 1—— (BLOPO-I) HFETT
DRENHDREERREL, 7YV IBEORAIVNDIKZERITTEDRSICTRHRI—ZERLF
F, CloudFormation l&, ChSOTF7 IV EAFAZFERALT, 7V 01— —NREEHEITITIEAGH
AZAD—TZILET, ChSOTIVEAFAR TV IICEEIhET, 7Y\ RT—IF,
NSOT7IOEAFTZFEALTAWS UY—RAICTI9EALET,

TYVIVRERIDABRELT, ROAF—NXT7AINZEATEET, 7Y IVAF—NZ2FEAL
T, RETBD/N\RT—ZEELET, RED/\VRZ—ZXKLABEVERRE. 7Y TAF—I0D/\
YRI—OEIAVHASHIBRLET, AF—XOFMHICOVTR, T, Z2ZBLTKEEVAF—
NN

{
"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",

"type":"string"
}

},

"required":[

1,

"additionalProperties":false
I
"handlers":{
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"preCreate":{
"targetNames": [
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1lMyBuckets",

"s3:GetEncryptionConfiguration",

"sqgs:ListQueues",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

]
}
},
"additionalProperties":false
}
NeY S

« Java ZFHL -HAX L AWS CloudFormation 7Y 9 DEF) >4

+ Python 2 L iz AKX s AWS CloudFormation 7Y 9 DET') 2 J

EFUITTVY
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Java ZF AL = H AKX L AWS CloudFormation 7Y 2 OEFU Y

AN AR L AWS CloudFormation 7Y 20OEFFUJICE, 7v 0., T070NT1, BLUOEMN%E
ERTIAF—NDERNEENET, COFI—RMUTITE, Java ZFEHLTHAZLT VY
BEFIITBDFIREICOVTHBELET,

ATY7 17O I NOKREERZENT S

Java R—ZAQ 7Y U7AOT T U N, KFBEHEEL T Maven @ pom.xml 77 A4 JLICEKFLET,
Rotvov>avaREBAL, V—AO—RZ27O02II9MDIL—KNICHB pom.xml 77 A J)LIZIE—
LET,

7y 070210 N0OEKEBER (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
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<cfn.generate.args/>
</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
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</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.google.guava/quava -->
<dependency>
<groupId>com.google.guava</groupId>
<artifactId>guava</artifactId>
<version>29.0-jre</version>
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</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-
cloudformation -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-dataformat-cbor -->

<dependency>

<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-
modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupId>org.json</groupIld>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupIld>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
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<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>

</dependency>

<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->

<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
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<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupId>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
<commandlineArgs>generate ${cfn.generate.args}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupId>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
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</executions>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupId>org.jacoco</groupIld>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
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<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>
<directory>${project.basedir}/target/loaded-target-schemas</directory>
<includes>
<include>**/*.json</include>
</includes>
</resource>
</resources>
</build>
</project>
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ATY 7 2:Hook 7O T O RMNNY T —2%#EKRT S

Hook 7O T O NNV —2 %4 L E T, CloudFormation CLI (&, 7Y 9 HETERZRE TV
ESC. B—TYRNSATHALIINAOBEODTIYIOTIaAVICHBTIEN/\ RS—EHhEE
KLET,

cfn generate

COONZREFE, LTOHDZERLET,

Generated files for MyCompany::Testing::MyTestHook

(® Note

BiltehizN—>a>rzERALBEVESIC, Lambda T2 2 4 AN up-to-date TH 2 Z & &
BLET, HHICOVWTE, "DY—RABZATETYIOD Lambda Z XA LDEF, &5
BLTLSEZL,

ATV 3 TYIONRS—ZEBMTS

REIDNVRZ—ICHEDOTYINY RT—=FUEALD—RZEMLET, flRE. OJRRIC
RDI—RZEMTEEXT,

logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI (& Plain Old Java Objects (Java POJO) Z4 B L ET., LT, ASEKES NI
= AT FAWS: :S3: :Bucket,

Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
import...
@Data

@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
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@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore
private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore
public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
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public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty("RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
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private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
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if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

}
// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;
}
@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;

Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import
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@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import ...

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;

POJOs e had&, 7Y I DMEEEERICERTD/N\RT—ZRRTEDLSICHYEL
o COHITIEE, /N> RS —0 preCreateBS &V preUpdate ROHULARA 2 R ERELET,

ATYT 4 TYINY RT—ERETS

NEY D
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APl 2ZAT7NENE—QO—F 12T

APl DOTANX=A—QO—F127
ANN—TJ—ROEE
R=ANVRZ—OEE

preCreate /\> RS —NERZE
preCreate /\>> RZ—1—F 12T
preCreate 7 A N DEH

preUpdate /\> RS —NHEIK
preUpdate /\> RS ——F 127
preUpdate 7 A N O E#H

preDelete /\> RS —N R
preDelete N\ RS —QO—F 127
preDelete /\> RS —DE#

APl 2S5 A T NELZE—OD—FT 12T

1.

IDE T. src/main/java/com/mycompany/testing/mytesthook”7 # )X IZH B

ClientBuilder.java 77 A )L ZHE XTI,
ClientBuilder.java 774 )L OABTLEZXOI— RICEEMAE T,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**

* Describes static HTTP clients (to consume less memory) for API calls that

* this hook makes to a number of AWS services.

*/
public final class ClientBuilder {

private ClientBuilder() {
}

/**
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*
*

*

*/

Create an HTTP client for Amazon EC2.

@return Ec2Client An {@link Ec2Client} object.

public static Ec2Client getEc2Client() {

return

Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();

}

APl VO TANA—AH—ODA—FT 127

1. IDE T, src/main/java/com/mycompany/testing/mytesthook”7 # ) AIZH B
Translator.java 77/ )L Z2RHEE T,

2. Translator.java 774 I ORBLEZRXOI—RICBEEBRAET,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;
/**

* This class is a centralized placeholder for

* - api request construction

* - object translation to/from aws sdk

*/

public class Translator {

static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel

target

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {

Model) {

return ListBucketsRequest.builder().build();

return ListQueuesRequest.builder().nextToken(nextToken).build();
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static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String

return ListQueuesRequest.builder().nextToken(nextToken).build();

bucket) {

}
}
}
ANILN——

1. IDE T, src/main/java/com/mycompany/testing/mytesthook”7 # LA CH B

return GetBucketEncryptionRequest.builder().bucket(bucket).build();

NOES 3

AbstractTestBase.java 77 AL ZBHEE T,
2. AbstractTestBase.java 774 ) OABRLFEZROI—RICEEBMAET,

Example Translator.java

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import

com.google.common.collect.ImmutableMap;
org.mockito.Mockito;

software
software

software.
software.
software.
software.
software.
software.
software.
software.
software.

.amazon
.dmazon

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

.awssdk.auth.credentials.AwsCredentialsProvider;
.awssdk.auth.credentials.AwsSessionCredentials;
awssdk.auth.credentials.StaticCredentialsProvider;
awssdk.awscore.AwsRequest;
awssdk.awscore.AwsRequestOverrideConfiguration;
awssdk.awscore.AwsResponse;

awssdk.core.SdkClient;
awssdk.core.pagination.sync.SdkIterable;
cloudformation.proxy.AmazonWebServicesClientProxy;
cloudformation.proxy.Credentials;
cloudformation.proxy.LoggerProxy;
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import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {
loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime

) {

EFUSTIYD

89



AWS CloudFormation Hooks 1—H¥—H4A K

@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

i
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protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

R—AN RT—NDEE

1. IDE T, src/main/java/com/mycompany/testing/mytesthook” # ) AIZH B
BaseHookHandlerStd.java 77/ /L ZHEE T,

2. BaseHookHandlerStd.java 774/ I OABREHEZ RO I—RICEZMAET,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqs.SqsClient;

EFUSTIYD

91



AWS CloudFormation Hooks 1—H—H4A K

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing::MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqgsQueueRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder::createSqsClient),
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typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger !'= null) {
logger.log(message);
} else {
System.out.println(message);
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}

preCreate /\> RS —NDEZEK
preCreate /\>> RS —I&, AWS::S3::BucketFE /(& AWS: :SQS: :Queuel) YV —ADH—/\—4
DESLREZRIALET,
« AWS::S3::Bucket UY—ADIFE., 7Y TREEUTH true DBEICOHEENET,
« Amazon S3 /NT Y REESILAIREENTVWET,
« Amazon S3/NT Y REF—RBNT Y MCHULTEMIZE>TVET,
Amazon S3/NT Y MIBREETNLEESATIIVALR, BEZELVWTILIVAATT,
AWS Key Management Service ¥— ID R EE N E T,
¢ AWS::SQS::Queue VY —AMBE., 7Y VRRUTH true DFEICOIKZEETNET,
« AWS Key Management Service ¥— ID A" ZREENE T,

preCreate /\> RS—O1—F127

1. IDE T, src/main/java/software/mycompany/testing/mytesthook”7 # )X ICH B
PreCreateHookHandler.java 77 A1) ZBHE LT,

2. PreCreateHookHandler.java 77 A OABLEZRXOI—RICEEHAET,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSgsQueue;

import com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;

import org.apache.commons.collections.CollectionUtils;

import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;
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import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.list;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSgsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSqsQueueTargetModel.class);

final AwsSqsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
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HookStatus resultStatus = null;
String resultMessage = null;

if (bucket != null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {
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resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqgsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();
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final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

preCreate T AN DEH
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2. PreCreateHandlerTest.java 77/ I)IOABLEZROI—RICBEEBRAET,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSgsQueue;

import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;

import org.mockito.junit.jupiter.MockitoExtension;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.LlLogger;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Collections;
import java.util.Map;

import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {

final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,

""SHA512", "KmsKey");
final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is

incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {

final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,

"AES256", null);
final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket

with name: amzn-s3-demo-bucket");
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}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel(unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)
.isThrownBy(() -> handler.handleRequest(proxy, request, null,
logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
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.satisfies(e ->
assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));
}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSqsQueue buildSgsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.buildexr ()
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.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(

ServerSideEncryptionByDefault.builder()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //

"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket

preUpdate /\> RS —NEEK

)

)
) .build()

).build();

.build()
.build()
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1. IDE T, src/main/java/software/mycompany/testing/mytesthook”7 # )X CH B
PreUpdateHookHandler.java 774 ZBHE LT,

2. PreUpdateHookHandler.java 77/ OABLEZRXOI—RICEEHBAET,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
org.apache.commons.lang3.StringUtils;

import
import
import
import
import
import

software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.

cloudformation.

cloudformation

cloudformation.
cloudformation.
cloudformation.

exceptions.UnsupportedTargetException;
.proxy.HandlerErrorCode;

proxy.Logger;
proxy.AmazonWebServicesClientProxy;
proxy.hook.HookStatus;
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import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.list;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
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if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
) .build();

for (int 1 = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue™)
.build();
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}

preUpdate 7 A ~ D&
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2. PreUpdateHandlerTest.java 77 /)L OANBLAEZRXOI—RIZBEBRZET,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;

import org.mockito.junit.jupiter.MockitoExtension;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;
import java.util.stream.Stream;

import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {
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@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", "SHA512", "AES32")
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.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);
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private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();

preDelete /\> RT—DEEK
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package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import

com.google.common.annotations.VisibleForTesting;
com.mycompany.testing.mytesthook.mod
com.mycompany.testing.mytesthook.mod
com.mycompany.testing.mytesthook.mod
com.mycompany.testing.mytesthook.mod
org.apache.commons.lang3.StringUtils;

org.apache.commons.lang3.math.NumberUtils;

el.aws.s3.bucket.AwsS3Bucket;
el.aws.s3.bucket.AwsS3BucketTargetModel;
el.aws.sqgs.queue.AwsSqgsQueue;
el.aws.sqgs.queue.AwsSqsQueueTargetModel;

software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.

services

services.
services.
services.
services.
services.

services

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

cloudformation

cloudformation.

.sgs
sqgs.
sqgs.
sqs
sqgs.
sqgs.
.sgs.
excep

proxy.

proxy

proxy.
proxy.
.proxy.
proxy.

.model.
model.
model.
.SqsException;
tions.
AmazonWebServicesClientProxy;

model

s3.S3Client;
s3.model.Bucket;
s3.model.S3Exception;
.SgsClient;

model.
model.

GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;
ListQueuesResponse;
QueueAttributeName;

CfnGeneralServiceException;

.HandlerErrorCode;

OperationStatus;
ProgressEvent;
ProxyClient;
hook.

HookContext;
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import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.List;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqsClient;

@Override
protected ProgresskEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));
}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
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.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());
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final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetlLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
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do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

.build();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
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throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);
}
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}

preDelete /\> RS —DEH

1. IDE T, src/main/java/com/mycompany/testing/mytesthook” # LA M
PreDeleteHookHandler.java 77 /I ZBHE LT,

2. PreDeleteHookHandler.java 77/ OABRLEZROI—RICEEH|AET,

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
.junit.jupiter.api.BeforeEach;
org.
org.
org.
org.
org.

org

google.common.collect.ImmutablelList;
google.common.collect.ImmutableMap;
mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

junit.jupiter.api.Test;
junit.jupiter.api.extension.ExtendWith;
mockito.Mock;

mockito.Mockito;
mockito.junit.jupiter.MockitoExtension;

software.amazon.awssdk.services.s3.S53Client;
software.amazon.awssdk.services.s3.model.Bucket;
software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
software.amazon.awssdk.services.s3.model.GetBucketEncryptionResponse;
software.amazon.awssdk.services.s3.model.ListBucketsRequest;
software.amazon.awssdk.services.s3.model.ListBucketsResponse;
software.amazon.awssdk.services.s3.model.S3Exception;
software.amazon.awssdk.services.s3.model.ServerSideEncryptionByDefault;
software.amazon.awssdk.services.s3.model.ServerSideEncryptionConfiguration;
software.amazon.awssdk.services.s3.model.ServerSideEncryptionRule;
software.amazon.awssdk.services.sgs.SgsClient;
software.amazon.awssdk.services.sqs.model.GetQueueAttributesRequest;
software.amazon.awssdk.services.sqs.model.GetQueueAttributesResponse;
software.amazon.awssdk.services.sqs.model.GetQueueUrlRequest;
software.amazon.awssdk.services.sqgs.model.GetQueueUrlResponse;
software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
software.amazon.awssdk.services.sqs.model.ListQueuesResponse;
software.amazon.awssdk.services.sqs.model.QueueAttributeName;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.OperationStatus;
software.amazon.cloudformation.proxy.ProgressEvent;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
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import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
import
import
import
import

import
import
import
import
import
import

java.util.
java.util.
java.util.

java.util.List;

java.util.

static
static
static
static
static
static

Arrays;
Collection;
HashMap;

org.mockito.Argumen

org.mockito.Mockito.
org.mockito.Mockito.
org.mockito.Mockito.
org.mockito.Mockito.
org.mockito.Mockito.

stream.Collectors;

tMatchers.any;
mock;

never;

times;
verify;

when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach
public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
= mock(Logger.class);

logger

@Test
public void handleRequest_awsS3BucketSuccess() {

final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(

);

Bucket.
Bucket.
Bucket.
Bucket.
Bucket.
.builder().

Bucket

builder().
builder().
builder().
builder().
builder().

name("bucketl").build(),
name("bucket2").build(),
name("toBeDeletedBucket").build(),
name("bucket3").build(),
name("bucket4").build(),
name("bucket5").build()

final ListBucketsResponse mockResponse =
ListBucketsResponse.builder().buckets(bucketList).build();
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when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message('"No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsSqsQueueSuccess() {
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final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
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createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"
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);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())

.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sseAlgorithm(a)
Lbuild()
) .build()
)
.collect(Collectors.tolList())
);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

).build();

Python Z M L 7=/ A& s AWS CloudFormation 7Y 7 DEFU > J

AN AR L AWS CloudFormation 7Y 20EFFUJICE, 7y 0. T070NT1., BLUEMRZE
EETDAF—NOEBRNFEENET, COF1—NUTFTI TR, Python ZERALTHAZRLT Y
DBRETFIIFTEHECODVTHBLET,
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ATY 7 1:Hook ZOAP T O RMNNY T =% EKRT S

Hook 7O T O NNV T —2ZER L E T, CloudFormation CLI &, 7Y VB TERE TV
B, B=TYRSATHAOIAOBEDTYIOTIIAVICHBITIED/\> RS —BEHEE
BRLULET,

cfn generate

COONYREF, LTOHDZERLET,

Generated files for MyCompany::Testing::MyTestHook

@ Note

Bl hiN—2arzERALBEVKSIC, Lambda 52 X A A up-to-dateTH D _ & & HE
BLET, HHICOVWTR, "DY—AZATETYID Lambda T 24 LDEH . &S
BLTLSEZL,

ATYVT 2. 7Y IONRS—%ZEBMNTS

EEITD/N\NRT—(CHBDTYIN RT—=FRALD—RZEMLET, XX, OTERIC
ROI—RZBITEET,

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLI &, A5 src/models.py 77 AN ZERLEITHRED AF—,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (
AbstractSet,
Any,
Generic,
Mapping,
MutableMapping,

EFVITTVY 126


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/runtime-update.html

AWS CloudFormation Hooks 1—H¥—H4A K

Optional,
Sequence,
Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,
)
from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:
if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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)

_TypeConfigurationModel = TypeConfigurationModel

ATV 3 TYINIRS—%ZEEKTD

Python F—R VAN EREhDE, 7Y VDOHEEZERICERTD/N\ RT—ZERTEEXT,
COBITIE, )\ RS —0 preCreate, preUpdate, 8KV preDeleteMUHLRAS > N EREK
LET,

NeY

e preCreate /\> RT—%E&KT S

« preUpdate /\>> RS —%&EEKTS

 preDelete /\> RT—&ZEKTS

s J7VIONRT—ZEETD

preCreate /\>» RS —ZREKT S

preCreate N2 RZ—F. AWS::S3::Bucket Fizld AWS::5QS: :Queue')V—ADH—/N—4
SLREZRKRILL £,
* AWS::S3::Bucket UY—AMDIFE., 7Y TREETH true DBEICOHEENET,
« Amazon S3 /NT Y REESILAIREENTVWET,
« Amazon S3/NT Y REF—RBNTY MCHRULTEMZE>TVET,
« Amazon S3/NT Y MIREENEBSHETILIVXAR, BEZELWFZILIVXATT,
« AWS Key Management Service ¥— ID A"BREENE T,
¢ AWS::SQS::Queue VY —AMBE., 7Y VRRUTH true DFEICOIKZEETNET,
« AWS Key Management Service ¥— ID A"SREE N E T,

preUpdate /\>> RS —%ZREKT S

preUpdate \> RS—ZRELET, N RT—EF. N\ RT—HOIXTOEEENEX—FY
NOEFHARL =3 0HIICERENET, preUpdate N\ RS—EFUTZEITLET,

¢ AWS::S3::Bucket UY—AMBE., 7Y VREUTH true DFEICOIKZEETNET,

EFVITTVY 128



AWS CloudFormation Hooks 1—H—H4A K

« Amazon SANNT Y RONT Y RESILTIILIVXALAREEENATVWE R A,

preDelete /\>y RT—ZREKT S

preDelete N\ RZ—ZRELEXT., \RT—EF. N RZF—ADIXNTOEEENLZZ—TY
NOHIBRARL —> 3> ORIICHBENET, preDelete N\ RT—BFHUTEERITLET,

¢ AWS::S3::Bucket UY—ADFE., 7Y TRELUTH true DBFEICOAKEETIhET,
« DY —RAZHIBRL =, BRERSKELZERIY —ANTHINCEETD L EERELET,
s DERBRNERIY—RAEBIF., 7Y IDRETHREENET,

TYIONDRT—ZEETS
1. IDE T, src7 #)LRIZH B handlers.py 771 EHEET,
2. handlers.py 774\ OABLBFZROI—RICEEHMAXT,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

)

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getLogger(__name__)

TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)
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hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint

def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3: :Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
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status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")
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kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
if not kms_key_id:
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Server side encryption turned off for queue with name:
{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_name}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")
)
else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",

{}).get(
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"ServerSideEncryptionConfiguration", []

)

previous_bucket_encryption_configs = previous_resource_properties.get(
"BucketEncryption", {3}

).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
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resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

else:
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raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

RORNEY D "HAZRLT Y U% |IZEEFT D AWS CloudFormationy [CHEKAET,

HAZRLTY D% (CBHFT S AWS CloudFormation

HAZLT7Y O%ERLES. A AWS CloudFormation TE3KDIC ICBRBFETHAHEN HVY)
T, cOEY>3I>TR, THERATD 7Y IENY Y —JHLTEBITAHHEICODVTHBELET
AWS 7HI> K,

7Y 0%NYT—219 % (Java)
Java T7 Y U ZBELTVWRBEAEIE. Maven ZFEALTNYT—J{LL % T,

Hook 7O TOKRD F4LOKNUT, ROOAXV REZFTLT7vO%EEL, I”YRNTARNE
EALT, 7O TR ET7AINLELTNY T = LET, COIARTZPAIINZEFEHLT, 7Y
4 %& CloudFormation L ARNUIZIEETEEX T,

mvn clean package

HARLTY D ZBHFETS
T7VIEERYTDICE
1. (F7>3a2)configureARL—2 32 ZXfEL Tus-west-2, F7F)NAWS U—23 >

BZ ICRELERT,

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [None]: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (AZ72a)ROAXVRE, 7y 070210 Ne2BFEFICEILRLTNAYT—DHLE
E

$ cfn submit --dry-run

3. CloudFormation CLI submitZRL —>3a> &2 EHLT7 Y V0 %2&EKLET,
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$ cfn submit --set-default

COOXRELATOON REIRLET,

{’ProgressStatus’: ‘COMPLETE’}

BRIV INERICBRENEKL I,

THIORNTTIYOILT 7t7\'C€%>c_é:EﬁEw
TYIONAMSTHIUNE, 790 ZREELE)—2a3a>THEATETHDICEZERLET,

1. 7Y 0%EREIBICE. listtypes AN REFEALTHLLLBRLET7 Y VZ—EXRRL, ¥
OBEDFHAZRLET,

$ aws cloudformation list-types

ARV REROEHNZBRLET, Ty AWSTHIVN BRT V=232 TFPIT17T
ERNREETNTVBR T Y IERTRENET,

"TypeSummaries": [
{
"Type": "HOOK",
"TypeName": "MyCompany::Testing::MyTestHook",
"DefaultVersionId": "00000001",
"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",
"LastUpdated": "2021-08-04T23:00:03.058000+00:00",
"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"
}
]

2. 7YUMlist-typetH hTypeArnh s ZHEL., RELET,
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AWS CloudFormation
export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

) ZZRBULTLKECVRFEA7 Y 7 0RE,

PNEARBICT7YVZRRITTDHEICOVWTIE,

TYIDRE
7V 0RARLTERLES, LPARNIJVICLAHAAWS PHOUNTBET, TIVIZERET
EFXT,

e TAHIVKRTIVIOZERETSICIE, SetTypeConfigurationFARL —> 3> ZEALET, <D
ARL—=2avic&kty), 7Y 9I9DAF—N properties BV IV TEZENTVWEDTIYID
ZT7ANTANBMCBYET, ROFITE, FRELT minBuckets7ANT 1A ICEBREENT

WEd,

® Note
TAHIOURTIVIOZBMIITRE, DOSERESNLETIVLAFUZFEARATDIVIZE
ARBUET AWS FHT > K, CloudFormation (&, PV EABFTZ 7Y JICETHIIC,
RERTOLAHFTZEIBRL £9, CloudFormation Tlk, BEFLEEGE 7Yy o1 —H—4
TYO9DOT O AHFUZHABL, FHIORTI7VORBMICTDEICT Y VNFFAE

NETOVEAHAAILEETDLEZHHHLET,

BU 7HIRNE TERENET Y VIGRORET —XEHWELERT AWS V-3 2,

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus" :"ENABLED", "FailureMode" :"FAIL", "Properties":{"minBuckets":

"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}3}}}'
--type-arn $HOOK_TYPE_ARN

/A Important
TYONARRY OOBREETAT VT AT ICRETERZRSICTRICE, 7Y IH
THORTEEBLRCET VT 1 7{tEhiz%, HookConfigurationt < 3

~HookInvocationStatusENABLEDT % IZERETAUEN HV) £,
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N RZ—AWS APIs \DOT 7 1A

7Y OFVThDLPD/NY RZ—TAWS API ZEA T %3HE. CFN-CLI & IAM RTO0-ILT>7
L—N ZB8MICHER L E9Thook-role.yaml, hook-role.yaml 7> 7L —KE, 799
AF—XDONRZ—0 223V TENRT—ICEBEENET IV EAFTICESIVWTVE

¥, generate ARL—> 3V HI(C --role-arn7 VN EAESNEWVEE. COARZY 00—
F7OEZa->Jsh, 79 00FRTO-IIELTHERAENETD,

FHCOVTR, "TUY—RARA4THS5D AWS APIs; ZZHBL TSV,

hook-role.yaml > 7'L — ~

(® Note

MBEOERTO—-IINZEKTZHEF. hooks.cloudformation.amazonaws.com&
NDhZE—EBEXRTLULTERNMHIEOFRAZERTD L ZEM<HBHOLE

dresources.cloudformation.amazonaws.com.

RDF>7TL—RTIE., IAM, Amazon S3, &K Amazon SQS 7Vt AFA#FEHAL £,

AWSTemplateFormatVersion: 2010-09-09
Description: >
This CloudFormation template creates a role assumed by CloudFormation during
Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
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Stringlike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 's3:GetEncryptionConfiguration'
- 's3:ListBucket’
- 's3:ListAllMyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'
Outputs:
ExecutionRoleArn:
Value: !GetAtt
- ExecutionRole
- Arn

TOAARZLT Y TIDTANAWS TAHIZ b

HOHEULRA Y MNCHETD/N\ RT—EHEI—FT 12T LEDOT, CloudFormation AR Y T
NDABRLTY O ETANLET,

CloudFormation 7> 7L — RFAILA U T ZEALTSINTY h27OEZ3aZ2JLABA D125
B, 7Y IVRBE-—RI CRESILET,

« Amazon S3 N7 Y REESLAREE N TVWERT,

« Amazon S3/NNT Y RF—RNT Y MCHLTEMCE2>TVWET,

« Amazon S3/NT Y MIREENEBSHETILIIVAXALAR, BEZELWFZILIVXALATT,

« AWS Key Management Service ¥— ID A"BREENE T,

ROBITE, RARY IREICKBL, VY—ZAAF7OEDIZTEnBE1ICELLEmy-hook-
stack¥2 £WDAZ Y UEmy-failed-bucket-stack.ymlT EWST 7L —REERL F
9,
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ARV o7OES3aZ=Z>0LT7v9%ZTARNT D

Bl1: ARy oE7OES3I=Z>T093I1C1F
FEHORAEZY VRO I Z>TTS

1. SANTYRNEEETDT7TL—NEERLET, HIZE, my-failed-bucket-
stack.yml £EELET,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: 'AWS::S3::Bucket'
Properties: {}

2. ARV U%ERL, AWS Command Line Interface () TT7> 7L —hZEEL E£FTAWS CLI,
ROBITE, ARY IF% my-hook-stackll, 7 7L—KhEZ (CEELEImy-failed-
bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (AT2aV) ARV IVBEBELTAZY VOETRAZRRILET, XOBITRK, RAEZY Y
B ZEEL FImy-hook-stacks

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

describe-stack-events ARL—2 3> ZFAL T, NTY ROERFPICT Y VD ERKZHE
mlLET, OV ROBHHIERIZCRLET,

"StackEvents": [
{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a@fb-061a2a83f@b9",
"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z",

"StackName": "my-hook-stack",
"LogicalResourceId": "S3Bucket",
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"PhysicalResourceId": ,

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",
"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

BRTJTYVIOOHUHEULNFIRAZY OREICKBL, VY—R070OEDa_>IMEELEL
CloudFormation 7> 7L —KhZHEHALT7 Y VRIEICEKR TS

1. RAZYVRERLTT7Y IRIEICERTRICE, VY —ANFBSIENEZSINTY NEFEAT
PEACTUTL—FEEHLET, <OHITIE my-encrypted-bucket-stack.yml 77
L—hZEALTVET,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
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EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

(@ Note
AFYVTENRLEIY—ALCHLTT7Y VRHOHEhE LA,

2. ARV VUEERL, TUTL—RNEEELEFT, cOfITRE, AXYVAEEF TTmy-
encrypted-bucket-stacko,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (FAT23aU)ARYIVEBEZEELTARY VOETRRERRLET,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

describe-stack-events AN REZFHALTL AR AZRRLET, KXIZ describe-
stack-events AN ROFIE#RLET,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.9732",
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"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation

initiated",
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"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
1,

#8: CloudFormation FAZY V&2 EEICERLELE, 7V o0oOov o
&. AWS::S3::Bucket Y —RE7OEE3a_-_>F958c. UDY—RICH—N—HEOREE
FEFThTVWABEEEELEL -,

Bl2: ARy oE7OES3IZ>TJ93IC1F
FEHORAZY VRO IZ VT TS

1. SANTYRNEEETDT7L—MEERLET, HlRIE, TTaes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09
Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. ARV UEMERL, TTUTL—NEEELET AWSCLl, XRDOFITEF, AEY IE%E my-
hook-stacklZ, T 7L—KhE%& IZIEL £Jaes256-bucket.ymls

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml
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3. (AT2IV)ARYVIVBREBELTAZY VOETRAERRLET, AOHITRE. REZY D
& ZEL E£Imy-hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

describe-stack-events ZARL—2 a2 FAL T, NTY MOERFBICT Y VDKM =T
wlLET, IV ROBHHIZERICRLUET,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f@b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": ""

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

‘R TYVIOHUHULARARY IREICKKL, VY—A07OEEDaZ_ INEFLELEL
e SSNNT Y ROBEIUNAELLEREENTVWEVED, ARXRYINRBUELE, 7YX
ATDERETEK. CONTY Y ZFEAL TVWSaws: kmsBEIC A" UBRETFTAES256,
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CloudFormation 7> 7L —hZHEHALT7 Y VRIEICEKR TS

1. ARV ORERLTTY VRIIICEETDICE., VY—ANBESILEhEZSINTY NEFERAT
BESICTUTL—NEEHLET, COHITE kms-bucket-and-queue.yml 77 L—K
ZEALTVETD,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: 'AWS::SQS::Queue'’
Properties:
QueueName: 'encryptedqueue-${AWS::Region}-${AWS: :AccountId}"’
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
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EncryptedQueueName:
Value: !Ref EncryptedQueue

(@ Note
AFVTENLEVY—ACRULTT7Y VBB HENEE A,

2. AZVU%EERL., TOTL—HFEEBELET, COHITIE, AZYIRE TImy-
encrypted-bucket-stacko,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (AT723V)ARYIVBEZEELTAZY VOETRRERTLET,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

describe-stack-events AN RZFEHALTL AR AZRRLET, XIZ describe-
stack-events AN ROHlZ#RLET,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",
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"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},
{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T723:22:59.410000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Resource creation Initiated",
"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"
I
{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:22:58.349000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I
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& R: CloudFormation @ AZY UV ZEEICERLELE, 7y o002 YYD
(k. AWS::S3::BucketVVY—REZ7OE>a=>J33HlIC, VDY—AICH—N—HIOES{L
FEFNTVWABEEZEELEL =,

NAZLTY JVDER

NABZRLTYDREHRTDE, 7Y IRADOIJES 3% CloudFormation L AN THEMATAIEEICT
2ET,

HARLTY VREFHFITBIZIE. CloudFormation CLI submitANRL —> 3> #EHAL T
CloudFormation LT ARNUICUED I ZIXEELE T,

$ cfn submit

TAOURTI7YODOF7#INMN—2322BETSICE. set-type-default-version AN > R & fE
RALT, 247, 8478, N—23> ID#EELET,

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing: :MyTestHook \
--version-id 00000003

ZYOON—23VICHTRERZMBIBICEK. ZFEHAL E Jlist-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing::MyTestHook"

CloudFormation L ARNUDNSOHARLT Y U DOEFHER

HAZRLTY ODEFEMBEKRT S E ., CloudFormation L= A N UDEPRECATEDT & U THisRAEE
ERIREEN—a oA N—oEhn, FOT17B3ERAISHIBRENET, BlEEhdE, hAX
L7 Y 2% CloudFormation AR L —> 3> TCHEHATA LR TEEE A,
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® Note
7Y ODERERRTDENNC. TOIRBEOLURTOT VT4 T BN—23 0 2T XNTE
BIICERERITDIMLEN HVYET, FMICOVWTIE, DeregisterTypes ZBL TS EE
Lo

TYIODEREHERTDICIE. deregister-typeARL—> 30 #FEALT7Y U ARN 28 EL &
E

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

COOXY REENEERLE AL
NNz AR AOUN:

NTVY OB —RN—F A =TV OBRITDICE. 7Y 92T TAR—NERELTHRLET,
RIS, HRBEZ AR TR AWS U—232 T, ROBEZITVET,

1. 79 9% 754 ~R—RNisRE L T CloudFormation L ARNUICEELET,

2. 7Y 0%FTARNL T, CloudFormation LZ AN TLRARATH 2 EOICHEBERIXNTOEHZH/LEL
TWB xR LET,

3. 7Y 2% CloudFormation L AR UJICHKITLUET,

(® Note
BED—2a > CHREBREZARITDEIC, EFTOU—2 3D THAREENT D Y
Y —ELTERITIHVENHYVET, cNZEHO) -3 TRKBICEFTITDICE.
" AWS CloudFormation CLI 1—%'—7i4 K1 (StackSets ZFERAL B -3
TOIREEDFKIT, ZSRBLTIEEL,

TV OBRLTEHELES, ThEaY—RN—F1—0/N7 YUY U3k E L T CloudFormation L
TSANVICABATAHET, — %% CloudFormation 1—H —HA B TEBDKDICHYET,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeregisterType.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension-stacksets.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension-stacksets.html
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NTVY OB —RN—FT 14— v O %ERATSE, CloudFormation I—H—IC7OEa=>JwH
ICAWS DY —ANBREXSHICBRESERENTEET, TTAR—KNTYOERKIC. N7
1w 47w 2% CloudFormation AWS AT ICK2THRITENETYIVERBLLSICERONET,

LZARNVICAAEShET7Y VR, 2T TVWS AWS U—2 32 OFTNXTO CloudFormation
I—Y—ICRRENET, TOE, 1—HF—BFT7HI NTHEMEET OT17LL, 707
L—hTHEATEDLSICLET, FMICOVWTIEK, " I—%—74 R, ®OCloudFormation L

SARIASH—RN=F1—0ONT VY JIEHEELZFERATE 2BLTIEEV, AWS

CloudFormation

INTVYOERDEODHAZRLTY VDFARN

BRBRENEHAAZRLTY V2 LNRATRICE. TOTYIICERENTVEIIXRNTOTANEHICER
FTRIMVENHYVET, UTE, DARLATY V&Y —RN—FT 1 —HREEE L T LRI RIICHE
BEHODIVARNTT,

ENRS—EZ—TYRNE2BTANENET, DIBEIE 1 ESUCCESS., DBEIE 1
EIFAILED,

* SUCCESS LARAT—ADEE :

¢« AT—B3 Al THAIHBENBHV) FISUCCESS,

e IT2—O0—RZEBREBFVTLLEEL,

« J—=INYUDEBER, BEENTVREEEF OWICERETIHLEN HYET,
* FAILED LARAT—ADIFE .

c AT—RAE THBHUENH') EFIFAILED,

e IT2—O—RZRIVENHBYNET,

s LARVAILAY E—DHFBETT,

c J—=INYIDEBER, BEENTVREEEF OWICERETIHXENf HYET,
« IN_PROGRESS LARVAT—ADIFE :

« I5—O—REREBVTIEEV,

« Result LARVAT 71— J)LRZBRETDERTEFRE A,

2NTANTERATZIANT—XDEE

FT7A)ILRNTR, B7YIAF—IXTCERZELENZR—ASERENEZADTONT A ZFERAL
TEHT AN CloudFormation ZE1TLET, EL, BEAED T YV RIERTHZ D, 7
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AWS CloudFormation Hooks 1—H'—#4 4 R
O a_-_> I ARV VRERERFLERBEFEFRFIA-HOALZ7AONTAICE, 7O T
Z0ENBVY—-ANEBBHIVETT, CNICHLTBRICIE, FRZHNTARNERITITDEEIC
CloudFormation T2 AW ZBETEE T,

CloudFormation (Cl&, T AN ERTIZEEIFEHAIIDANT—REZEETD 2 DOHFEND
WET,

« 77ANELEBELETY

overrides 77 M)\ 2RI L, OBEO7ONTAODANT—REZBEICEE
CloudFormation L preCreate, & & T preUpdatepreDeleteARL—>3a 2 FTANTHEAL
9,

« AB774)

LT0OEERE. BROinput 7 7ML ZERALTEZNTANANT —RE2EBEITDEETER
ERD

C AERL B MIBARL—YAVEREDANT-REEET SN, TANTBMYBT— 2%
BEITRIHENBYET,

- BBORBIANT—EEY heEETREHEE.
F—N—ZARTFANEERBLIEADT—ZDEE

LT, overrides 774N EFEAL K AmazonS3 7Y VD ANTF—RDOHITT,

"CREATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}I
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"AWS::5QS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

+
"UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
}

+
"INVALID_UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",

L

L

L
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"SSEAlgorithm": "AES256"

]

},

"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [

{
"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
},
"INVALID": {
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

ABT7T7ANEEALEADT—RDERE

input 774 ) ZEAL T, CloudFormation A EA TR E KT ETLBEOALT—XEEELF
9, preCreate Af1, preUpdate A1, EMBANTT, FEEOTF—RE@ERD 77 1)L T
EEhFrdT, ZHTANAICEBOA DT —Z0OEY NZEBETDIEETEERT,

24957 A N CloudFormation THEA T3 Dinput 7 7L ZEETSICE. 7y 270570
I—=KRFALIRNIIC inputs7 2 RXZEBMLET, RIC. A BT 7AIZEMLET,

ROMERUEZFEAL T, 77MINICEENDADT—ROBEZEELET. n FEHKTT,

« inputs_n_pre_create.json: preCreate/\> RS—T77AI)&EFERAL T, VY —AZER
ITRDEHODADZEREELET,
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- inputs_n_pre_update.json: preUpdate/\>> RZ—TT7 74 I)ZFEAL T, VY —RZEH
TR2LEODALZEELET,

« inputs_n_pre_delete.json: preDelete/\> RS—T7 74 ) EFERAL T, VY —AZHIB
TRLEHODANZEELET,

« inputs_n_invalid.json: TARNTDEMBANZIEET SEE,

BHTANAICEBOADT—20EY NEEETBICEK., 771ILEB0EKEA
JOUXRUTADTF—REY MNZIEFFGET. fIAE, FIOALTT7AI
OtY MIEE, inputs_1_pre_create.json, inputs_1_pre_update.json,
BRYT EVSEFEFITRISEN SV EJinputs_1_pre_invalid.json, XD
Y NOBBIE inputs_2_pre_create.json, inputs_2_pre_update. json,
inputs_2_pre_invalid.jsonZx EICKV ET,

BANT7ANE, TANCEAECHZ VY —-ATOANT A OHZEEEL ISON 77 AL TT,

LRk, ABT77A4ILEERAL TADT—R Amazon S3 2 EinputsT2 LD FALIKNU®D
BlT9,

inputs_1_pre_create.json

inputs_1_pre_create.json 2T ANOHIZRICTLET,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
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},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

inputs_1_pre_update.json ZET AN OHIZRICTLET,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
},
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
},
"BucketName": "encryptedbucket-us-west-2"
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}

inputs_1_invalid.json

inputs_1_invalid.json BT ARDOHIZRICRLET,

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

}I

"BucketName": "encryptedbucket-us-west-2"

I
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

inputs_1_invalid_pre_update.json 2T ANOHIERICRLET,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
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"SSEAlgorithm": "AES256"

]
},
"BucketName": "encryptedbucket-us-west-2"
},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

MOV TR, AWS CloudFormation CLI 1—H—7j 4 R® Publishing extensions to make them
available for public use 228 L TS &\,

AWS CloudFormation 7Y VD AF—XBXJT7L VA

cht2>3>Tlk. AWS CloudFormation 7Y OBRICERATAIAF—TOETIZ DOV TEHA
LET,

Y&, JSONAF—NETYINY RTZ—TREND T Y VTHBRAEEATVET, HAZA
7YV 0RERTBIREAOATY TR, 7Y 0, TO7ONT 1., BLVEMEERTDAFT—NZETE
TIALT B 2 & T, CloudFormation CLI init AN REZFEALTHARLT Y V7O T U NEH])
HILIdEe, F7VIARF—XITITFAAIERENET, CORF—IT7AI)INE, NARLTYID
JIATEERVTAVAREERTDIEOORABRELTHEALET,

AF—NEBX

RDAF—NEE 7Y IVDBETT,
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{

ypeName": "string",

"description": "string",
"sourceUrl": "string",

"documentationUrl": "string",
"definitions": {
"definitionName": {

},
"typeConfiguration": {

"properties": {
"propertyName": {

"description": "string",

"type": "string",

.
o
"required": [
"propertyName"

1,
"additionalProperties": false
o
"handlers": {

"preCreate": {
"targetNames": [
1,
"permissions": [
]

.

"preUpdate": {
"targetNames": [
1,
"permissions": [
]

.

"preDelete": {
"targetNames": [
1,
"permissions": [
]
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}I

"additionalProperties": false

typeName

JYVID—EBEDORH. 7VID320FDHSBHEAEBMEEEL. HRENX—2EF T
9 0rganization::Service: :Hook,

(® Note
ROEBENZBEFHNEATEY, 7V IRATETREATEEZEA,
* Alexa
« AMZN
¢ Amazon
+ ASK
« AWS
e Custom

* Dev

WA (W
INZ—>:r[a-zA-Z0-9]1{2,64}::[a-zA-20-9]{2,64}::[a-zA-20-9]{2,64}$
5/ 10

BX: 196

description
CloudFormation AV —JLICRREND 7Y U ORBEZEHE,

MAZE: (L

sourcelrl
NTVYODFE., 7Y 90DV —AT— RO URL.

E VO R
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B K: 4096

documentationUrl
TYIDOFMBERFIXNEZRHEETEIR—T0 URL,
DA L

INZ—2: Ahttps\:\/\/[0-9a-zA-Z]([-.\w]*[0-9a-zA-Z])(\:[0-91*)*([\?/
#].*)7?%

B K: 4096

® Note
TYVIOAF—NICRFRLETERE7ONT A OFHBEZSOZIHENf HVETH,
documentationURLZ'ONT A ZFEHAL T, #l., I—AT—RA., TOMHOEMBERELE
DOFWEI1—HY—ICiRftTtexT,

definitions
definitions 7OY U %#FERAL T, RE7YU7ONT1 AF—TE2RHELET,

definitions €9 >3V &FEAL T, 7V IRATAF—XOEBORA 2 NTHEATES R
F—XEREZERITDCENRANTTIOTARERBENET T, TOHE, JSONRA >V R%&fE
ALT, 7Y 9847 AF—XOBUBEMTETNEREZSRTEET,

WA VWWZ
typeConfiguration

7V 7@5&%7“'—9 a)fﬁ%o

WA L

properties

ZYvO0070NT14, 7Y00IXNTOT7ONTAE, AF—NXTREITIHRENFHVYET,
TYOAF—RTONT A 2TV I RATORETONTAICEDEET,
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® Note

FARENLETONTAEHFTENERA KDY IZ, definitionsBEETRAKREh
E7ONT 1 Z2E&EL, $refRA 22 ZEALTENOTONT A TENSZSRLE
ER

BE, Ro7ONTAHFHR—RENTVET,

« default-7’ONT 1 DOF7 7 )L ME,

« description-7"0/V7 1 ®FEHA,

- pattern- ANDOREEICEAETNBIERKR/NZ—2,
« type-7ONTA1DZHFANhShIZZ(4T,

additionalProperties

additionalProperties & false ICRRETRDHENHYET, 7V o0IXTO7ONT 1
FAF—NTREITIHLENHYYET, FEODAHRFHFITEhFHA,

MAZE: (F L)
B/ {E: false
handlers

NRTS—F, 7Y9I0BVPHEHULRSA D RNEE, AF—NTERENLETY IV ZHAKBRTED AR
L—>3a> zEELET, L&A, preUpdate/\ RS—ADITXNTOEEEAEZ—SY N
DEFHARL—23 208/ RZ—HFBTHENET,

BM7/5fE: preCreate | preUpdate | preDelete

® Note
NRZ—ICEDPBLLEL 1 DDEZEETDILENHYET,

/A Important
AT—BRAN CBBDAZY VARL—23 TR, 7Y VEHVOHUpdateCleanup&
NEBA, EEARK, XD 2202 FVATE., 7Y U DpreDelete/\ RT—FHY
HEhELA,
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« AZYV I, TUOTL—KD5 120V —AZHIBRL ERICEFHFENET,
. BHRATOBROUY AN BIBENET,

targetNames
Hook "2 —%7'Y NI RBEZOXFIIEI, Im&ZF. preCreate/\> RT—IC

AWS::S3::BucketX—4"Y NA®HBDBE., 7V IREF 7O -0 71 —XmAIC
Amazon S3 /N7 Y MICR UL TEITENET,

 TargetName
KEETINE/NRZ—ZEIIDBLLEE1D20OX—TY RNBEZIBELET,
INR—>:~[a-zA-Z20-9]1{2,64}::[a-zA-Z20-9]{2,64}::[a-zA-20-9]{2,64}$
&/ 1

%= = 4

/A Warning
SSM SecureString & Secrets Manager DEINSRIE, 7Y JICEEhBEIIZHFRE h
T A,
permissions

N RT—EHVOVHTLEHICHER AWS PO EAFAZIEET 2 XF5HES,

DA L

additionalProperties

additionalProperties % false [CERETHDHEBENHYVET, 7V o0IXTO7ONT 4
FAF—YTREATIXLENF HYVET, FEOADRBRBFIEhELA,

M FV

BMEE: false
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TV O AF—X DB

Bl 1

Java & Python OF 21— KNUTZI) Tk, XROO—REZFERALET, UTE., WS 7Y I0EE
51T 9 mycompany-testing-mytesthook.json,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets": {
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
.
"required":[
1,
"additionalProperties":false
},
"handlers": {

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [
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.
"preUpdate":{
"targetNames": [
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {

"targetNames":[
"AWS::S3::Bucket",

"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes",
"sqgs:GetQueueUrl"

iy

"additionalProperties":false

i 2

RDOFIE, STACKE CHANGE_SET @ 2FHALTARYIT UL —REZELY hARL—2 3
~targetNamesZEX—7T7Y NZTBAF—NTT,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
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"type":"string"
I
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
I
"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
},
"handlers": {
"preCreate":{
"targetNames": [
"STACK",
"CHANGE_SET"
1,
"permissions": [
]
I
"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,
"permissions": [
]
}
I

"additionalProperties":false
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}
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AWS CloudFormation 7 ¥ 2 O &%t & B%h1b

COREYITR, 7VIEEMILTASEERNIILT, PHADYKRT—BHICTIT1 7%
S5BVWKRSICTRFELCOVTHALET., 7Y IZ2EEMCTRE, 7Y I0TF S LICHEZRE
TRIUENHBDHEICERTT,

THIRTT7Y VERBED LS RTBEMELTS (AV—I)
FAIRDT Y I REHITBIG

1. Y42 4> AWS Management Console L, https://console.aws.amazon.com/cloudformation
T AWS CloudFormation A2V — )L ZBE £ T,

BEHEHOFES—>3aN—T, 7YTAWS U—232 HFHd ZBRLET,
FTESF—23asRANESTY IV RBIRULET,
EBHICTBD IV IDRMMEEIRLET,

7Y IDFHMBR—COT7Y IVDOBROHRAT, BMELREZBIRLET,
HBREROShIES, 7YV ZBMICTRZERLET,

I

LEIcEMILET7 Y 02 BEAMICTDICE

1. &Y 424> AWS Management Console U, https://console.aws.amazon.com/cloudformation
T AWS CloudFormation A2V — )L ZBE £ T,

BEHEHOFES—>3aN—T, 7YTAWS U—232 KFHd ZBRLET,
FTESF—23aRAUNETY IV RBIRULET,
BHICTR 7Y IDORHEEIRLET,

7Y IDFHMER—COT7Y IVDOBROHERAT, BMELREZZBIRLET,
HBREROShIES, 7YV ZBMCTRZERLET,

I

THOURTT7 Y VD ENLELTEMLTS (AWSCLI)

/A Important
TV O REMLERCEMNLTDLEHD AWSCLI OAX Y Rk, 7Y IVRELEE --
configuration# 7> a> CHREENAEICEEZEMAETT., ERLEVEEZLEE TS IC
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., CNhSDIONV REETIDEEZILRBIZIBRBFEOREEZINTEHIHLEN HYE
T, REDHRET —XZEXRTTDICE. describe-type AN RZFEALE T,

TV OBBICITBICE

7Y O &EMICFTBDISABLEDIC I, R Dset-type-configuration 1N > R&EFEH L T
HookInvocationStatus& LT ZELET., 7L —ARIFI—ZRBEQCEICEZHRAETT,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE", "CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

LEIcEMILET7 Y O 2BEEMICITDICE

7Y O %BEAMICENABLEDT B Ik, X Dset-type-configuration IN > RZFERAL T %
HookInvocationStatus&E L TERELET, 7L —ARIA—ZRBENEICEETRAET,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

FHCOVTR, "T7YIOREAF—XBYIIT7LUA Z2ZZRLTSEEL,

7Y I OEMEEBML (AWS CLI)
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TV IVREAF—XBXXVI77L2VA

COEDa>TR, 7YIV90REICEATSND2AF—IBXOBEEZHBALE
F . CloudFormation I&, T7 YV ZHUOHTEZIC, ETEFICCOREAF—VEFEHALET
AWS 7HI> K,

TYONARY VDBRELCTOAT VT AT ICRETESRLSICTRICRE, 7Y IHFTHIUNIBER
ENTT U T 17L& icHookInvocationStatusENABLED#. %& ICERELF T,

NEY D

« 7VIOREAF—XOZ7ONTA

« 7Y IREDH

« AWS CloudFormation AR Y JLXRXIDT7 1IN EZ—&T7YILEXT

« AWS CloudFormation 7Y 9 —7'Y N7 4 )L Z—

« VOB YRETOIAILRA—ROEA

(® Note
TYVIVDHRETREFTEDT—RXOKRAEERF I00KB TT, i,
SetTypeConfigurationFR L —= 3 > MConfiguration DV TARNNSX—RICHEHAET 1S
ITXTOHFNICEMENET,

7Y IOREAF—XO7ONT 4

ROAF—XE, 7Y VREAF—NDBETT,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",

"Properties": {

}
}
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}

HookConfiguration

TYIRETIE, ARV ILRILTO7Y O0EMMLELFENL, BEEE—R, 7y o70ON
TAEEYR—RNLTVET,
TYORETE., xo7ONTAFHR—KREhTVWET,

HookInvocationStatus
7Y 27 ENABLEDD HZIEEL £IDISABLED,

B %h7%{8: ENABLED | DISABLED

TargetOperations

TV IONRTENDARL—2AVOVARNEEELER T, sFMlICOVWTR, "T7v 05—
TV b, #BRLTLSEZ L,

BEM75{E: STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

THNEBREOEOICFERATE XS, HookInvocationStatusfRbH W) IZ ZFERALET,

F—RANICEREENTVBHEALL, 7Y JIF CREATE, . UPDATEZE =l DELETEU Y —XA
ARL—23aFICTHINADITRTOARY JIZBAEThET,

E—RA CREENTVWAIBENONE, 7Y TR TAIVRNOARAEZY JIZEEBEREhEEA,

B/ {E: ALL | NONE

FailureMode

COT71—=)LRIF, 7VIOBENMEBLRZZEY—EAICERLET,

s TE—RAICEREETENTVTFAIL, 7Y INFKRBLEEE. RBEREEVY—A07OE
aZldxELL, A2y o=rO-INYIOLET,

s TE—RAICEREWARNENTWVWT, 7Y INKRBLEBE, BEREICLY O3 Y
THREBEXYE—THRITTEEXT,

B7%{E: FAIL | WARN
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Properties

TV BALTAONTAZEBELET. chslE, 7Y IAF—NTHR—RELTLS
Z7ONT 1A OFRE—BIBIHLENFHYNET,

7Y OREDH

PESTYIVERBRETADHICOVTE AWSCLI, UT0oEI2 3> Z2ZRBLTKEEV,

« A—RT7VOETOT17L$2 (AWS CLI)
« Lambda 7YV V& T7 VT 1719 (AWS CLI)

AWS CloudFormation AZY JLARILDODT 1IN E2—2T7 YO LFT

CloudFormation 7Y ZICAZY ILRILOD T AN EZ—%ZEBML T, AZYIOFZEO-IIICEDIVT
BEDARY VERZA—TYRNITEET, chF, BLIUY—RRATEE DEBOARY ONHB
N, TYI9DNBEODARAZY VERKRELTVWRBRICERNTT,

CDtEOVIIAVTRR, ChsDT7 1IN EZ—DHEIKE, OIENTEDHICOVWTHBELET,
ABZYILRINODTANEZ) T FERALEVWT Y VREODELRBEIIADLISICEYET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"
]
}
}
}
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}

HookConfiguration X OFHMICODVTE., T, ZZRLULTIKEEVW IV IBREAF—NEX
J7L22A

AZYILRILDTAIINEZ—%FERTSICIE,. OTICStackFilters¥—%BML F
JHookConfiguration,

StackFilters F—IClE 1 DOMBEAN—=E220OATaAXAIN—HFHBYET,

« FilteringCriteria (&47H)
« StackNames (7> 3Y)
« StackRoles (F 7’2 3a)

StackNames F7zl& StackRoles7ONTAEAT7>3a>Td, L., Chso7ONF105
5, DBLKEE1D2ZEETIHLEN HYVET,

Cloud Control APl ARL —2 3> &2 —4Y N NETB TV IRERTDE, TRXRTOARAEZY ILAX
LT AINEZ—FERENET,

FilteringCriteria

FilteringCriteria &, 714N RV DV TEBEZEETIHBENTX—ZTT, ALLELR OLVT
hAICRETE XRTANY,

e ALLIXNTODT7AI)NER—N—BTDE, F7YVIVEZHBUOHLET,
« ANY WFNADTAINE—HF—BTdE, BF7YvIOERUHELET,

StackNames

TJYVIRETIDO2UEDARRY VBZTAIINEZ—ELTEETSICE., XD JSON BEZFEALE
9o

"StackNames": {
"Include": [
"string"

1,
"Exclude": [
"string"
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]
}

WIhHZEETIHBENBYVET,

« Include: EHDARYIBZBDVARN, COVANTEEETNEAZRYIOKN 7Y OV EBTHL
x99,

« B: XFH0HE
- RARIEEZ: 50
- R/PEAB:
« Exclude: BATBDRAZY VBN AR, CCICUARENTVRIARY VZRSINTDARY
&, 7YV RHUHLET,
« B XFIOES
- RARIEEHH: 50
« H/PNEB:

Include & T ExcludeBFDFZFARY VR, RONZ—2ERESDEHICHSBENHYE
9,

« NZ—2:"r[a-zA-Z][-a-zA-Z0-9]*$
- XAREK: 128

StackNames &, EEHBARY VBEREBIDAIRA—RIVFOTRYR—KNLET, T4
IRA—REZFEATDHICODVTE., ") Z3HBLTILKESVIVYIEZ—TYRBETOIA) RAH—
ROER,

StackRoles

FYVIRETIDO2ULEDIAMO—)LZ7 AL RX—ELTEETDICIKE, XD JSON BEZEAL X
ER

"StackRoles": {
"Include": [
"string"

1,
"Exclude": [
"string"
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]
}

WIFNHLEIEETIHENHYET,
« Include: 2hsSsOO—-ILICEERTSNEXR—TY NAZY IO IAMO—)L ARNs DV AN,
CNSOO-ICE>THBENLEARY VARL =23 20N TY VEHTHLET,
- B XFH 05
- RREBH: 50
- &/NIEHE: 1

« Exclude: BHAT2AEZY IO IAMO—J)LARNs DURA K, 7Y 0lk, EEEENEEO-)IC&K?
THBENEAZY VEBRSINTOAZRY VU THRUOEENET,

o B FH OB
- RARIBEBH: 50
. B/DNIEH:1

Include &YV ExcludeBHNDEAZRY YOIk, RONZ—2ERESODEHICHSKLEN HY)
£9,

« NZ—2:arn:.+:iam::[0-9]{12}:10le/.+
- RKXE: 256

StackRoles Tlk, XD ARN BX I3 TIAINRA—RXZEFEHTEEXT,

 partition
 account-id

* resource-id

ARN BXtI>3>TIOAIIRA—REFERIZHICOVTRE, T 2Z3RLTIKEEVWT YD
2—TYRETODIAI RA—ROEHA.

Include & & U Exclude

%7 1 )LX— (StackNames & StackRoles) IClFInclude') AN EExclude VAR ®H Y E T,
fe&zFStackNames, ZFEATHE. 7Y Uk Include ) ANTEEENLEAZRY IV TOHEY
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HEnET, AXY VBN Exclude V ARTOARIBEENTWVWSEES., 7Y VIFExclude) AKIC
EENTVBVWARARY ITOHMUEHENE T, Include & ODAANIBEETNTVEIEES, 7Y
2JExcludeldInclude VD ANAKRDENDZEZR—TY MZU., Exclude DARHADODEDZZ—TY NIC
LEE A

FEAE. AAB.C.DD4DOARRY INHBDELET,

e "Include": ["A","B"] 7Y VF AL B THUVHEIAET,
e "Exclude": ["B"] 7Y VI A, C. D THUHETNET,

+ "Include": ["A","B","C"], "Exclude": ["A","D"] 7YY B & C THIHEhE
7

+ "Include": ["A","B","C"], "Exclude": ["A”,"B","C"]1 7Y VBEDARY UTEH
FHENEL A,

ABZYOLRLTAINE—DH

Do 3> Tk, AWS CloudFormation 7Y I DAZRY DLRILT 1IN EZ—%ERTZ I
FEHTESHZERLET,

P11 BEDARY VZ2EDHS

RXOBITIE, Include ANERELET, 7Y Uik, stack-test-1, . stack-test-28 KT
EVSBHDARY VTOHAMUPHENE T stack-test-3,

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-1",
"stack-test-2",
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"stack-test-3"

Bl2: REDARY VZERATD

KHYICAZY JBNExclude ) ANICEMENDE, 7Y TlF stack-test-1, . stack-
test-2FklF EVSBHODARY VTRV EBEEnEIstack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

5 3: include & exclude M ZAEHE

Include B &V Exclude ) ARATBEET N TVWEWES, 7Y YExclude ) ANICESE
NIncludeTWVWBEW DARY ITOHREVOPEENET, XOHITR., 7v 0@ TOHFUVHEIhE
Fstack-test-3,
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

Bl 4: ARV OBZBEO— )L ZALLEZEEBAEDES

RDTY D&, 32DRZYVZEID2DARZY VO—-INEEATVE
¥, FilteringCriteriald EULTHEEENTWVWBRLEHALL, 7Y Ik, —BITBDARYIBE—
BT2ARYVO-LOBEAEZFEOARY VJICHLTOABOEENET,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

]I
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"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

},
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role"]

Bl 5: AZY VZEO—I)LZANYRGEEHAEDED

RDTY DI, 3DDARYIRZRE1 DODARARY VO—INFEEFIATVE
¥, FilteringCriteriald EULTHEENTWVWBIEHANY, 7V Ik, —BITBDARYIBEL
FE—HTHARYIVO0-LZEIODAZY JICHL THRTEHENET,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
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iy
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role']

AWS CloudFormation 7Y 92—5"Y N7 1 )L Z—

COREY VT, AWS CloudFormation 7Y VDR —7Y K74 )L EZ—DREICETEIHA A
AZRMBLET, Z—TYRNT1IIE—Z2FEALT, 7V IFFPHENZRA(ZITEDY—R%
KVFEHMICHBETEERS, 2OTINBVY—RBATOR=FTA2Ihs5, VDI—=ABRAT, T
2ary, FOHLRA D NOK Y EMBHEAXEDEET, 71IILX—ZRETEET,
TYIORET1IDO2ULEOREY UVEZTAI)IA—ELTEETSICE. OF
[CTargetFilters¥—%EL ¥ JHookConfiguration,

TargetFilters Tk, XOZ7ANTAHAHR—RENTVET,

Actions

2=y NCFBTF O IVEEETHIFHES. HUCOVTE, fl 1 EENEZ—SY K
714\ EZ—SBLTLEE,

B %h7x{8: CREATE | UPDATE | DELETE

® Note
RESOURCE, STACK., & & T CLOUD_CONTROLZ—4'Y NDIFE, IXNTOR—SY KT
22aVNBRENET, CHANGE_SET 2—4'Y NMIBE. CREATEFZ 7232 0HH
BRAEIAET, FHICOVTR., T7vo92—4vy h, #B82BLTLKEETL,

InvocationPoints
R—=TY NETRIHVOHLRA > NEEET S XFHES,

B xh75{&: PRE_PROVISION
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TargetNames
R—=TYRNETRDVY—ARATEEEET D XFHES, fl: AWS: :S3: :Bucket,

Z2—7Y NEBF, BANBEE—TYRNBEREBRDAILRA—RIVFUIZYR—-BLET,
FHRCOVWTR, T7YI98—TYRETOIAILRA—ROERA) 2ZRBLTSEZL,

INR—2:~[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-20-9]{2,64}$
BXK:50
Targets

B=TYRNTANRIITIFERTZIZE—TYNOUARNEETZD AT TV MBS,
K=Y NBHOZER—TY NZ&E, xo7ONTAFHVY)ET,
Actions

BEEhEE—4SYRNOTOS 3,

B %75 {&: CREATE | UPDATE | DELETE
InvocationPoints

BEENEZA—TY NOBUOHELRA N,

B %75 {E: PRE_PROVISION

TargetNames

2—TYRNITBRIVIY—AREAT &,

@ Note

Targets #7< T 9 NELBI&E TargetNames, . ActionsE & I& InvocationPointsHt
NOMAZRAKICEDLD LR TEEFRA, CNhSNDIDNERE Z2HEATRHEE
kTargets, TS5 &TargetsF 7P IV NBIICEHIBENFHYVET, FlIICOVT
&, Bl 2: Targets A7 T O NEHIDERAESRBL T EE L,

=TI RTAIINZ—DH

ZNDto> 3> Tk, AWS CloudFormation 7Y 9 DR —4Y K7 1)L X —ZEKT D - 0H %
RLET,
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Pl 1 BEANBER—=TYRT 1IN Z—

BEOVY—RZATILERZETLEERNBER—TY N T 1)L 2—2EHTBICE. ActionsE
PIT TargetFilters A7 IV NEFERLET. ROZX—5Y NT 1)L Z—EEFCreate, 18
EENLEZ—TYRARL =232 (ZOBERF BRT STAKARL =232 0OMA) DITXTOH
Update, . RESOURCE® KU Delete7 0> 3a>TI7 VvV ZFUOHLET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"Create",
"Update",
"Delete"

5] 2: Targets 772 1 U NEHIDEH

KYEEBRTAILZ—ICOVWTIK, Targets A7 IV NEIHZFEAL T, BEDZ—TY K,
T7oary, BUHEHULRSA 2 NDEAEDEZ—BRTTEXRT, ROZ—TYRNTMILEX—RBE
l&. S3 /N4 Y RCREATEL DynamoDB 7—7 LM KT UPDATEFZ V> 3> DHEIICT Y VU H
LET, Chik, ARL—>32STACKE RESOURCEARL —>a > omAICBRAENET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
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1,

"FailureMode": "WARN",

"Properties": {7},

"TargetFilters": {

"Targets": [
{

"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

1,

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

1,

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

1,

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}
}
}
}

JV02—=TYRNEBTOIAIRA—RDOEH

Z—TYREBEO—BHELTIMILRA—RZFEATEXRT, 7Y IRX—T Y RNBICBEDAMIRAD—
RXZF (* & ?) ZEATEXRT. TARVAY (*) &, FEONFOHEIEDEZRLET, FEA
?) FEED I XFERLET, Z—T Y NBICREHRD *BRO ?NFEHEATEXRT,

Example : 7Y JAFX—XDEZ—TY REBDTA ) RA—ROBH

ROBIE, Amazon S3 THR—KRZEZATVBRIXRTOVY—AZATZRRELTVET,

DAL RA—ROER 183



AWS CloudFormation Hooks 1—H—H4A K

"handlers": {
"preCreate": {
"targetNames": [
"AWS::S3: . *"
1,

"permissions": []

ROBITIE, BHIBucketl T, A"EENhTVWBRIXRTOVY —REZALTE2BELET,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,
"permissions": []
}
}
}

&, ROWTNALOEEWZUY —ARA T IZHRAWS: : *: :Bucket*ET B HEEN HYET,

 AWS::Lightsail: :Bucket

* AWS::S3::Bucket

* AWS::S3::BucketPolicy

* AWS: :S30utpost: :Bucket

* AWS: :S30utpost: :BucketPolicy

Example : 7Y VEAF—NDOEZ—TYREBEDODDALI)I RA—RDHI

RDEREFITIE, §XTH Amazon S3 VY —AR A 7 ICxT S CREATE ARL—2ra> &,
AWS: :DynamobDB: : TableX® & &, TXTOBEFHMNET—TILIY—ARAL T IZxT %S UPDATEF
RL=2a2 L T7Yy 02O HULETAWS: :Glue: : Table,
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{
"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"
.
{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
}
]
}
}
}
}

RDOFREHITIE, TNTO Amazon S3 VY —AR A 7T CREATES KT UPDATEAARL —
2a>OT7VIOERUVHLET, £, AWS::DynamobDB::TableX® 5 &, IXTDRHE
FEF—TINIY—AZ AT T CREATES KU UPDATEARL —3a> 07V O ERUTHLE
FAWS: :Glue: :Tableo

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3: %",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
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"UPDATE"
1,

"InvocationPoints": [
"PRE_PROVISION"

Example : IncludeFEND AR Y &

ROBITIE., IncludeVARZEBELET, 7Y 0. AZYIBN THEDIEESIZOHAFBUTHE

hFE¥Istack-test-,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"

Example : ExcludeiFEND AR Y &

RDBITIE, Exclude D ARZEELET, 7Y 0. THRESBVARY UTHTHENE

Jstack-test-o
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"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},
"StackFilters": {

"FilteringCriteria": "ALL",

"StackNames": {
"Exclude": [
"stack-test-*"

Example : HEND AR Y JExclude® Includet Of&xEHE

"ENABLED",

Include &V Exclude ) ARAIBEET N TWVWBIBEE, 7Y YIFExclude ) ARHT—3L &L
ADInclude—HITIARXY IV TCOANMTHENET, XOFTE., . . BT EVWSZEIDA

XY Jstack-test-ZBREstack-test-1stack-test-2,

AP HENETstack-test-3,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria":
"StackNames": {

"Include": [
"stack-test-*"

"ENABLED",

IIALLII ,

THEDTNTORRY ITT VY
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1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

Example : Includef¥ENO—)L

ROBITIE, 220V AMIKRA—RNEZ—2%%FD Include VAR EZEBELET, RINOI b
)I&. partition® KT hook-roleT THEH O—IILICRLTT7 Y U %ZRTLEJaccount-
ide 2FBEBOI> NUIK, partitionlCE92 OFENOO—ILICKL T account-id ZETL &

9123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*
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Example : Excludef&ENO—)L

ROBITE, 2220V RA—RNEZ—2%FD Exclude D ARZEELET, O—IILDOHA
Alexempt|C & partition ®H3HFE. RMNOI NIV T7 Y VRTEAFY 7T LUETaccount-
idoe 2FHBOI MU, ([CEBIS0O—)laccount-id123456789012A" AR Y U ARL—2 3>
THEAESIhZHE, 7VIDOXRTEZEAFYTITLET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1)
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL"
"StackRoles": {
"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:role/*

7’

Example : ZHE®O—JL ARN /Y2 —>ExcludelcxfL T Includet %##HI&EhES

Include B &V Exclude D ARAEBEENTWVWSEHE, 7Y Uk, Exclude D ARNKAT—HL %
W Include®O—I)ILE—BTBRIO0-IITHEAThDARXRY ITOLXAFTHENET, RXROHITIHE,
A=A ICBLTWVWSEEZREpartition, . account-id, LY roleD B EZFDIARY
DARL—232TT7Y Jaccount-idHN PO HE NFE 123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
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"STACK",
"RESOURCE"
1,

"FailureMode": "WARN",

"Properties": {3},
"StackFilters": {

"FilteringCriteria": "ALL",

"StackRoles": {

"arn:*:iam::123456789012:role/*"

"Include": [
"arn:*:iam::*:role/*"
1,
"Exclude": [
]
}
}
}
}
}

Example : AR Y VREO—LZIXNTOEXBEEXAEDES

RDTY I, A DDARYIVEBIDAIINRA—RET1DODAZRY IVO-ILTAI RA—RFE
FNTVWET, FilteringCriterialF ELTHEEENTVWRLEHALL, 7Y I, —HT>
StackName& —H T2 OEAFZHEODARXY VIZH L TOHAFVUHE & FStackRoles,

{

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria":
"StackNames": {
"Include": [
"stack-test-*"
]
},

"ENABLED",

IIALLII ,
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"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]

Example : StackNames & ZEE N % StackRolest A EDLES

RDTY I, 1 DODARARYIVBIAILRA—RE1DODAZY VO—-ILDAILRA—RNE
FNTVWET, FilteringCriterialk ELTHEENTVBLEHANY, 7V IRk, —HTB
StackNamesEzFE—HTD ZFHOAXY JVICHL THTEHEhFEIFStackRoles,

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-*"
]
},
"StackRoles": {
"Include": ["arn:*:iam::*:r0le/hook-role*"]
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CloudFormation 77 L—NZ2ERALT7 Y UV ZER TS

CDR—T Tk, Hooks MY > 7 )L CloudFormation T 7L —RERKMI T 7L ARNEY 9AD
D0 zRMELET,

CloudFormation 7> 7L —hZ2@ERALTT7 Y OV ZERT BT, T7L—hE2BRALTT Y
O —BLTEYVERLEYNTZYSTEET, COTF7O0—FIC&Y), 7v0%Z1EREHKL.,. EXK
DAWS FHIUN BRT)—=23a>TRAILZ7YV2AESE 7O I -Z 0 TEET,

CloudFormation (Zl&, Guard & Lambda 7Y VDERBICATORKE)Y —ARXRAT7HFAE
chTWVWET,

RAYD y)i—>3> >

H—R7vO% AWS: :CloudFormatio YO T7INTTL—b

ERTS n::GuardHook UY—RA&A7% | R
BALT, A—k7voskmLt LTZ=ANIITLZA
TOT47T{LET,

Lambda 7 v & AWS: :CloudFormatio YoO7IWNT T L—k

ZERT D n::LambdaHook YY—R&%A47 | R
ZMEAL T, Lambda 7 VY U Z4ER TININITTLZA
LTTF7o95F147{LET,

CloudFormation (Zl&, AARAZLT7 Y VERBADAZRY OF 7L —NTERATEDLUTOUY—AR
BRATEBHY)ET,

XA yi—->3r >0
TV O REET AWS: : CloudFormatio YN TTL—b
% n::HookVersion JY—RA&XA

TEEALT, ARELTYon  LZ=ANIITLA
FLWN—23 2 FEERADO/N—

2 3> % CloudFormation LA K1

ICRITLET,
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RARY

7Y IDERE

I7YODTT#
IANAESED
ERETS

FhorhzEN
Ty v—¢&
LTERTD

7V 0 EREY
%

INT Uy HH—
K/IN—F 4 —
IV D%TD
T1479T3

y)i—>3>

AWS: :CloudFormatio
n::HookTypeConfig WUY—RAZX
A7Z2FERALT, DARLTYOD
REZEELERT,

AWS: :CloudFormatio

n: :HookDefaultVersion 1)
V—ARATZFERALT, hAZLAL
7YO00F7F7 AN NN—232 &
ELET,

AWS: :CloudFormatio
n::Publisher WY—RXAT%
AL T, 7HAY> k% CloudForm
aton LARNVDINT )Y LR
gE(7vo, 1), VY—AAX
A7YONT VY v—ELTEEL
x79,

AWS: :CloudFormatio
n::PublicTypeVersion 1)
V—ARATZFERAL T, BHRE
NEARZLTYOENT VY DK
Y—RN—F1—TY0ELTTA
BLUTRELERT,

AWS: :CloudFormatio
n::TypeActivation UY—RAZXR
47’1k, AWS::CloudFormatio
n::HookTypeConfig JY—RAZXR
ATEEELT, THIRNONT
)Y OTH—RN=—F1—DODHAZR
L7V 0BT IOTATIHULET,

V>0

Y7LV TTL—h

TI7_ANDV77LUA

YT7ATTL—h

TOZ_ANDT77LUA

TOZANDT77LUA

TOZANIV77LUA

TI2_ANVT77LUA
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