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c [EESILLTERB]-7 11— REZESHULET, BSHKEhIET 1 —/LREZBBICEHFET,

c [BEOHXR]-BEILTI—IREEHET,
- BERALTHESHIOYTFANMNIBDR -BRLEESHKIOVTFANI 71—ILREZBHET,

TF7A)ITR, N—FT142a>rF—&V—hrF—R& BSELIAVTEFANMNIEEFNIHE—DOEM
Td, AWSKMS BEX—) 0 D7 Z0FF—IDHTSAV—HFBESILITFARNDYSDE
BICMBERT S FHF—%45ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTTZE 3 LS IC,

BIMO74—)LRE ELTERITDCEZRFLTLSEEY, FHAICOVTR., "TTT50FF—

DY 747 —1 ZZRLTLEZL,

@ Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BEHILT7 V> a> a2 EATSICE,
AWS Database Encryption SDK O/N\—2 32 33 AR ZFEA TR LENf HVET, T—
REFIIZEFHFLT ZEHDEIC, INTOU—F—ICHLWN—23a>&2F7O/4LF
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

s MAE LBV -7 1 —ILRZBESHKLEY, BRSO LEEA,

BRT—RXZRIMNTEDIRNTOT1—)ILRIEF, BSLEBREFEALET, 774X UF—1(E
(DynamoDB 7—7 I ON—=F 1423 F—Y—rF—KE) LK, BEOXEFEATIH. BR
EEALTESEIVTHFANI ZEHET, Sign ZELTHESLIVTFANEHRICEDHDH
BN—TA42IVEHEY—RNEME Sign T, BSILIVTFANIEDIBENf HVET. X
TOTINOHBICESKT VAV ZRBETIHEREHY) T A AWS Database Encryption SDK
. XTUTZILOFHBAIREEATWVWS 71—)LRICBBHICBRELET,

EELT VA RREEICERRLTIKEETV, TEAEBERK., BEL
EERZEMFEHALET., AWS Database Encryption SDK ZFERL TL J1—

BEr7o>ar 9



AWS F— 2R — A5t SDK FROYN—=HA R

RERETSE, BEFED ENCRYPT_AND_SIGN, . SIGN_ONLYE k(&
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZ7 4 —J)LR%& (ZZEL /= V)DO_NOTHING, BEi7F
DDO_NOTHINGZ 1 =)L RICEIV HTSNEBST V>3 2BELEY TR ERFETEXREA
EEL, T—2ETFINICMOEEEZMAD_ERFETEET, HlIAE, BE—0F 704 THESLT 1 —
I REEMECFHIBRTEE T,

X T UT IR

RTFUTZIOHBPK, BELEhAEZLI—-ROAY A —E L THEELET, AWS Database
Encryption SDK Z AL T7 1 — )L RZBBHKLTEBE TR E, IV VT REBESEITUT
NeTETINTREZIITUTIOBBAEZRRL, TV 7ZALI—RIZEBMTZHL L
7 1 —)L R (aws_dbe_head) YT UTIDOHBAZREFZELET,

RTUTZILOHBR, F—2F—0BESkEhizrdE—&, BSATILIVXAL, BSHKIOVTFA

s H‘é%ftt%%@ﬁA&&mf&@FﬁE%t} R—2TINBEXAOT—2BETT, BS{LTOY

ZLE. BSUEIVPBEOLOICESIYTUTILETETILTRIRIC. ITUTIILOHBAZRLR

bi@'o 1&'( 71— REBRIABLRVVES TR LOICESITUTLNETEVTILITIHEN HB
Bk, TONTUTIOHBZHA RELTHEALET,

EE{ENETF—3F -2l 71— )ILRE—FBICHEBINTDE, EEARL—a U NEE
fteh, BE{tehiETF—2F—%, TOF—TCTHEBHALETF—REFNICHEMBROCEETIHNE
FRELLBYVET,

RTUTZLORBICEITIEMIBERICOVTE., "XTUTLOHBFOFEX, 2ZRL T EE
W,

BEI>TFAN

BEARL—>3 01 TF12ELEE8S2HIC, AWS Database Encryption SDK (Z (&,
LI—REESIKLTERITDINTOVITIANIESILITFAMNEENATVET,

BELIVTFANE, FEOI—VL Y MNTRAVEMRBIAET—RZECRAHEBEORT D

Y NT9, AWS Database Encryption SDK ICl&, TF—EZXR—ANDHEBREELE TS/ I)F—1{E
(DynamoDB T—7 L ON—F 14230 F—EV—rF—BE)ABSHLIAVTFANMNIEEIE
¥, 71— )LRZESILLT, ChIIBEITHHE. BSHLIATFANEESLEAEZLI—RIC
BEtEhTNA U RENET, ChllkY, 71—I)ILRZESIDLHICAUESLIATFAL
HFHBEICEYET,

AWS KMS ¥—U > J %R T 3EE. AWS Database Encryption SDK Bt I TFANEAE
ALT., F—U2DINT5HTEL TEMORRIT—2 (AAD) LML £3 AWS KMS,

XTUTIER 10
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FI7ANRNOTINIAVALARAA—EFERATZ LTI, BEXTVTINZ—2 v — (CMM) &, F
#98 aws-crypto-public-key &, N7V Y VRIAF—ERIETERRENDBHEFBORT %
BECIVTFANIEMULET, NTUYIRIMF—REITUTIILOHRBICEMENET,

SN TUTIRNFZT—> ¥ —

EEYFUTARR—T ¥ — (CMM) &, F—ROES{L, #5. BELEAShIEEITUT
LERBITET, F7ANROTLIVALAL— hEEATHEE, BEXTUTLLE, 7
L—YF#ANBLVBBLE M EF— 8% —, NHBEF—., BLOINHEEF—HEFNE
¥, CMM ZEERETEICERFRLTHYEEA, COLDHICE, BEIEXY Y RELTESX
VY REEALET,

CMM (& AWS Database Encryption SDK EF—1) > T OB DEFRE L THEET D 1o, R —

DEADOHR—REE, DAZIAXEHLROBENBZRA > NTT, CMM ZBHTRWIZIEET S C
ERFRTEXRITN, BETREOYELBA. F—V2TZIEETSHE, AWS Database Encryption SDK

ETF7F)LRDOCMM ZHERLET, F7FILMDOCMM I, EELEF—UVTASESILIT
TILELERESITIUTILZERBLET., ChiZlEk, AWS Key Management Service (AWS KMS) &
ENRBSH—EAOHVELIEENZBEENF HVET,

XPRIE S{L & IEXSFREE S 1L
RS TR, F—XOBELEASLCALF—FERENET,

#ﬂﬁ EELTE. BENICEETEZTF—EF—RTHFERAENET, R7D120F—TF—24&
EE{bE N, RT7OMBOF—EITTTF—E2NESETIhET,

AWS Database Encryption SDK G T ARO—7ES{LZEALET, F—RREIRHF—2F—TH
SlEhET, IMTF—FF—Z 1 DU LOWMELRIERNFOSYE TF—TCHSILLET,
F—RF—OBEEtehiIE—%22 B EE1 DY TUTIIOHEBEZL I—RIZEML E
Cl

T—2OESE (IESL)

F—RERES{LTBLEHIC, AWS Database Encryption SDK & {# 7T — 2+ — &, JHES
K7LV AXLZECTILNIAVAXLARAA—REFERALET, T—2EEBSITHIZHIC. AWS
Database Encryption SDK kB U F—2F—ER@UTFILIVAXLRLA—NEFERLET,

—2F—OBES (RHRESILELFIERHESL)

EEILELVESDOARL =23 VICBETZIF -V TICLY, MHTF—FF—DOBESLE K
CESHENFRENET, XIMESL KMS F—2Z2HH D AWSKMS F—U 2 T3 EDQMIESL

BELRT VP ILRZ—D v — _


https://docs.aws.amazon.com/kms/latest/developerguide/
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BEATHF—)>Y, £EEFIIERF RSAKMS F—%Fd2F -1 T ED AWS KMS FEXRFR
EE{LEFERATA2F— ) T % BIRTEEXT,

F—OIvRXUB

AWS Database Encryption SDK &, F—1ZI Y MXU KN (BEMHEEFRFNET) ZHR—KNL T
WET, chiF, EESXZ1 D207 L—2FTFANIOXESTERZ X1 )FT470ONTA4T
To cNZRITITRDLEHIC, F—OAZIY M NZFERATHET, LOA—RZES{ELETF—X
F—NHINEBICEAETNDELSICHEY) ETF, AWS Database Encryption SDK IZik, TXTHES
LBRVEFTARKL =23V IC/ITRF—OAIY MV RNFEENRTVET,

B OXNMEES (AES Z288) DR &AL, AWS Database Encryption SDK A"L J—
RENCRYPT_AND_SIGNTY — V& iz 7L —2TF AN 7141 —)LRZBESHKITD-OICERT
P—EOTF—ZF—BE  120—VLYRNF—TTL—2FTFANZESHKLET, AULFT—X
F—TOLO—REESITDE, TOTF—RERBUTL—2TFAMEBENET, BIOF—T
BEEtTdEe, BERLABMLET, 2 0NELDIF—2FAL TSN ZEST IS LEFHLVTT
. BMICETEET T, Fhil, BN NOBSILTFANZROBEETRELA L —2FTFANC
BAWICESTEDFXF—ZR OB ERFAETT,

AWS Database Encryption SDK &, EIC 1 DO—EN0F—2F—TEBEMHZRESILLET, BHO
ZYEDIFXF—TEOT—EF—ZBSILIBIHBENf BYETH. ZYECIF—RELCRAUTF—
AF—ZBEILLET, LEL, FETERLELSEABES{LEhZLO—RICE, ERICEELX
2F—ZF—NEENT, TRENEBDISYEVITF—ICE2>THEBLENDENBYET, fi
ZE. BRI —IBSLEhZLI—RE2ESTHE 0x0 (false) ZIRL, AUBESLEhizL
O—REBOI—H—HFEESTDE Ox1 (true) EXRDZENHBYET,

O FIAEBELSEHIZ, AWS Database Encryption SDK 121, BEILE LV ESEICF—1
SYRMXYRFEBENTVET, BHSUXVY RE, BEXNEZERLE—EOTF—&RF—%, F—X
F—OEHEFEALTITUTIIORBICE T VW TEHEE 1 Hash-based Message Authentication
Code (HMAC) THBF—13 Y hAY NCREMICNAY RLUET, TOH, F—IIY KX
REXTUTIIOFHRBICKMLET, F—IZIYMXNZFERALTLOI-—RZESTHE, AWS
Database Encryption SDK & ZDES{tENEZL I—ROE—OF—HFT—RXF—TH > & ZHR
LET, FT—RF—ORIANkETDE, BEEARL—IVRFEABLET,

TORINER

AWS Database Encryption SDK &, §RifE nizBES{t 7)) XA, AES-GCM, B&LTES7O
TAZFERALTTF—REEELL, FORIINBREZFEALTICESLEN XY E—20BEMES

F-OZYRXTB 12
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EMZERIELET. LAL, AES-GCM FXMF—2FEATE S, BSILTFANOESLIZFER
ENDTF—EF—%EETEDIALHTE, FILLBSLENEBBUUTFANEFHTERTE S
KSIZHY, EFIVT A LOBRENELUD M B ET. LEAE, 2ZYEYTF— AWS
KMSkey E LTERT3 L, 7YVt Akms:DecryptFaZ2F 21— —k., ZHRUOHT &AL
BT NS X ZEHERTE EIkms:Encrypt,

COBBEZERBIZDEDIC, T7FILROTILIAVALALA— N, BELEhLLIO—

K (Z Elliptic Curve Digital Signature Algorithm (ECDSA) B ZEBMMLET, 72 MO
TFILAVDZXLAS—BNE, REEThEESLTIIVXALTHS AES-GCM ZEAL T
ENCRYPT_AND_SIGN &EX—V&hlLI—RAD 7 1 —J)LRZBESILLET, RIZ, . .

BRT EX—V&EnLI—ROT 1 —)L RTSIGN_ONLY, N\YZAIR—ADXY z—

T FFE 11— R (HMACs) ENCRYPT_AND_SIGNE JEXIFR ECDSA BENMA ZFEL £

9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, 57Ot ATk, BEEZFEAL T, B
NEd1—Y—HAFLO-RZESHKLIEZEZRIELET,

F7ALRNOTILIIVAXLARLA—NEFERATSE, AWS Database Encryption SDK EBEE{LE 1
ELO-RZELEL—BHBTTAR—RNF—ENTVYIF—RTEEBLET, AWS Database
Encryption SDK &, N7 U v O0F—&ITUTIIOHBICEREL, TTAR—MNF—ZHELF

T chickVY), NTVYIOF—TRIITIHNOBEEZHEMERTELBLLAYET, COTIILTVX
LlE, XTUTFILOHATEMORIEZAT—RXELTHESLENETF—2F—ICNT VY OF—%
NAVRLU, 71— ROKZEESTED 1Y —HIPNTVvIOF—2ZELLY, BERORKRIEICE
BEBEAEVIDOEHEET,

AWS Database Encryption SDK (Zl&, &IZ HMAC REENEENTVWE T, ECDSA FURILBE I
T7A)LRNTEHEREBE>TVETH, BATREHYEREA, T—REHESHKIZD 1Y —EF—5%
BETRI1—H—HNRAZFICEEEINTVIHEER. NTF—XVAZHRETILEHICTORILEERZ
EEHBVTFILIAVAXLAA—NOEREZRFNTZICEZ2BEBOLET, RETFILIVAXLALA—ND
BIROFMIZOVTR, "ZIDVALAA—RDRIR ) #SBLTLIESV,

(® Note

F—UDINIVOVTREESHEZXBILBEWVES, FORIIBEEESLEZRHLE
A,

FEXRFH RSAAWS KMS F—1 T %8 AWSKMS F—U>J k., AWSKMS ¥—RU>—¢&
IAMARD S —ICEDVWTIVIU TS REEEREXBTEET,

ESEOMEL, ROF—DVJRIVIVTR2EESHEXBTEEEA,

FURIEER 13
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- AWSKMS FEEx—1 2T

« AWSKMS ECDH ¥—1U >

- RawAES ¥—1U>7J

« RawRSA F¥—U> 7

« Raw ECDH ¥—1)> 7

AWS Database Encryption SDK M {48 &

94T NMIOESLS (751 OBEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client I3 2158 Z 24 L
F£7,.

AWS Database Encryption SDK &, F—ZXR—AICRFITRT—XZREBEIT D LOHICHRICERETE
NEOZAT O NIOBELSATSVERBLET, S47TVICK, RN TERETELLEER

LTHEATEDREBERNEFNATVET, DARLAODVR—ZXVNOEREFEAOFHEMICOWVWT
&, F—EZXR—AREKD GitHub VAR KU ZSBLTSEEV,

cOto>3a>nT—o70O—Tk., AWS Database Encryption SDK A F—ZX—AADTF—X %
e, BR. B5. RIETBDFEICODVTHBALET., chsnT—o 70—, BERNEERE
T7A)NEEZEFEAL CEXNETOEAZRLET, AWS Database Encryption SDK A" F— X
R—ARREEBETDFEOFMIODVWTR, "F—ER—ADBFHILENIZNEL NEY I ESR
LTLEZL,

AWS Database Encryption SDK &, TARO—7HES{LEFERALTTF—2X2RELET, FL 11—
REF—BDTF—2F—THSKEIAET, T—FF 1., BS{LT7 > 3> T ENCRYPT_AND_SIGN
EXN—DVENEZETA—I)ILRO—EBEOTF—ZFBESILF—Z2EHIBZLHICFERAETIhETT, TORE,
F—RAF—OIAE—N, BELEZYE D ITF—ICL>»THESILENET, Bt LELI—R%E
B8 95HIZ. AWS Database Encryption SDK &, EELEZSvE Y IF—FERAL T, 2iE<
EE1DOOBSILENETF—RF—2BSLET, TOR, BSXZEESL, 7L—2TFAMD
ITORNJZBRTENTEERT,

AWS Database Encryption SDK THEAEND AEBOFMICOVTIRE, ") 28BL TS EEVWAWS
Database Encryption SDK DO #E£:,

{H4E M 14
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EFILHE RO ER

AWS Database Encryption SDK &, F—ZX—AKROLI—RZES{L. BR. KRiL. B5T3L
d—RIVOVTERTY, b:l-l*'t:ﬂﬂ@'%)’fiﬁt BE{LtLTBRITSD71—I)LRICBEBTIERY
MYWAENE T, BELESYEVIF—DSBREETNEBSNTUTINZ—TJr—H1S8, BSX
TOTILEZOEAFEICETZERZEE bi@'o

ROF1—KNUTI Tk, AWS Database Encryption SDK A" F—RX I NUZES{LLTBR TS
FECODWTHALET,

1. BS{EYTUTIIXZR—2 ¥ —(k, AWS Database Encryption SDK IZ 1 2D 7L —2FF AN
T—2F— BEEhLEZYEIJF—THESENETF—2F—0IE—, MACF—E L5
—BE0TF—SES{t¥—EeRMHLET, 2722

(@ Note
BROZYEYIX—TTF—RF—ZBESKTEEXT, FSVEVIF—RB. F—X&
F—OEBOIE—%ES{LLET, AWS Database Encryption SDK &, BES{tE h
EIRTOF—Z2F—&XTUTIOFHBICHEIFELET, AWS Database Encryption
SDKE. XTUTINDOHRBAEEMTSL I—RICFHLWVT 1 —JL K (aws_dbe_head)
ZEMLET,
MAC ¥—l&, F—ZF—OREStEThLZFIE—ICOVTEHEEhET, MAC ¥—
&, NTUTILOHRBICEBMEhELGA, RDYIC, ESXVYY RE, ZvEVY
F—2FALTMAC F—%2BEEHLET,

2. BEXYY REF, BELEBS{(LT7 2> 3> TENCRYPT_AND_SIGN EX—0& k&
TJ4—)LREES{LET,

3. BHB{XVYY REK, F—2F—HS commitKey ZEHL, ThEFALTF—IZY XN
DEZERLT, ZTORICT—XF—ZHRLET,

4., BEEEXVYY RE, XTUTIIOFHBFZLI—-RICEMLET. XTUTIOHBICE, BSL
ThETF—2F—&, BT LELI-RICEITZHOBHIEENET. NTUT I OHHA
CEENDR/HOFMBEVANMIOVWTRE., "YXTUTZIOHAOKEK) 25RLTEEL,

5. BSEXVYYRE, ATV 1 TRENEMACEF—ZFEALT. XTUTIOBHHA, B
dATF AR, BLROESLT 2> 3> SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT
ENCRYPT_AND_SIGN, SIGN_ONLY, FklF EXN—I&niB 71— ROERLICEFS
NY 2 AIR—ADOXY E—IFRHE 01— R (HMAC) EZFTEL £9. HVAC DfElE, BS{LX
VY RALI—RICEMTZHLWT 1 —)L R (aws_dbe_foot) ICHE#EnET,
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6. BS{XVY REFE, YXTUTIIOFHA, BSLITFAN, &KX ENCRYPT_AND_SIGN, .
FhFE EX—V9hE&E71—I)LROERIICH > T ECDSA L &5t
B SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTULSIGN_ONLY, ECDSA & %
aws_dbe_foot7 1 —J)L RIZRTELE T,

(® Note
ECDSA BHRRBE T 7 A )R TEMICBZ>TVERIYN, BATREHY EH A,

7. BEAXYY RE, BEUEHICFBEECNELI-RETF—EIR—ALCB AL KT,

ES B RV AL

1. BEXTUT7INZR—Sv— (CMM) &k, Z7L—2FTFARNOT—EF—HBLTHEEN TSN
MAC ¥—Z&88. NTUTIOHBICRMENATVEIESITUTIILZES XYY RICEML
x5

CMM i, BEENEF—VIHNOZYE Y JXF—2FALTHESLELLET—2F—%
B5L. 7L—TFARNDTF—2F—ZRLET,

2. BESXVYYRE, XTUTIOHPBAOF—IIY MXY NOEZEBESLOCRIELET,

3. BEXVYYRE, BE71—I)ILRANDEEBZRILELET,

CNI(FENCRYPT_AND_SIGN, EEL LEHFITE NIRRT ATVWAEWVWT 1 —)LR
DSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTUAKRA S, . SIGN_ONLY, £kl &
N—0ZhTVWB74—)LRZJBIILET, ?7?2ESAYY RE, ATY 7 1 TRE NI MAC
F—%ZfHAL T, ENCRYPT_AND_SIGN, ., SIGN_ONLYE XLk &EX—V&cniET71—I)LRD
HMAC fEZ BitE L THE L F£9SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, &®
#, BEStIVTFANCEMEATVAENT VY OF—%2FERHLU TECDSA ERERILF
C

4. BEXYYRE, TL—2TFANT—RF—ZEAL T, ENCRYPT_AND_SIGN &NX—T&h
E&EEZEESLEY, AWS Database Encryption SDK &, 7’L—FFARNDF—RF—%H
EZELEYS

5. BE5RER. 7L—2FTFARLIO—RZRLET,

BEESH LVHREE 16



AWS F*— 5 X — ZREE AL SDK FAROY N—H4 K
AWS Database Encryption SDK THR—KREhTWVWB7IIUX
LARA—B

9S54 T > MIOBEFILS 4731 OFHEA AWS Database Encryption SDK ICZEEEhFEL
o cOFROY/N—7H4 RTIE, BlZ#HZE DynamoDB Encryption Client [CB8 ¥ 2 E8RERHEL
7,

TILNAVZXLAA—NE, BSLTILTVALEEETRDEOEETT., B ATLRTILIOY
ALEEZFEAL THESNEERLET,

AWS Database Encryption SDK l&, ZIdAVALASA—RNEFEALTF—EZR—ARADOT 1 —)L R
ZRES{LLTERBLET. YR—RENTVBIXTOFIIVAXLARAL— &, AES-GCM & FF
1% Galois/Counter Mode (GCM) % fEf L 7= Advanced Encryption Standard (AES) 7L X A%
FRALTraw *—2 ZES5{LLE T, AWS Database Encryption SDK & 256 EY N OB &b+ —
ZHR—RMLTVET, BIAFZTORERBEILC 16 /N1 TT,

AWS F—AENX—ARES{L SDK ZI OV AXALAL—K

PLIVX EBSET7I F—2%f— F—EHT7 XHBEELET7 XNHBEELET7 F—-IIv

A UKL OEE LAURL LdURL LIUXL KAV K
(EYR)
F7#) b~  AES-GCM 256 SHA-512 HMAC- P-384 SHA-512
#EHATSH SHA-384 BKLY ZEATS
HKDF SHA-384 HKDF
EERT
ECDSA
ECDSA 7 AES-GCM 256 SHA-512 HMAC- L SHA-512
ST 2EATS SHA-384 EERAT
BEFEAL HKDF HKDF
3\ AES-
GCM

HR—RENTWBFILIVXLASA—N 17
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EELTILTVX LA

FATHIESHTIIVAXLDOBE EE— R, AWS Database Encryption SDK ® 7 )L X L
A4 — K&, Galois/Counter Mode (GCM) T Advanced Encryption Standard (AES) 7L X A
ZEALET,

F—RF—ORE

F—R2F—NKE (EY M), AWS Database Encryption SDK I& 256 E'Y RDF—XF—%
HR—KLTVET, F—ZF—Ik. HMAC extract-and-expand ¥+ —E5E8% (HKDF) AD A B
ELTERAENET, HKDF O Lk, BELTIILIVXLAOTF—RESLF—ELTHEAET
£7,

F—BH7IIVXL
T—2ESF—ZRB IR LHICEAENSD, HUWAC R—ADHEE LR EHAFT—ESEHK
(HKDF), AWS Database Encryption SDK (&, RFC 5869 TE&&E h /- HKDF ZEAL £ T,
- EATND/\Y1IEHEE SHA512 TY
- MEATY T DEE
- VINEEAEThELA, RFCOFE., VINEEOOXFIICEREENET,
c ABF—XTFUT7ILE, F-U2TDT—2F—TT,
- BREATY705EE
s ANBLUZ VA LAF—BREATYTHASOEITT,
« F—IRILEF, EVYITI2F 4T )NA NEFO DERIVEKEY XF5]% UTF-8 TT>J—R
LENAKRTT,
« ANEHRIE, PIDdVXLID EF— FRILOEFHETT (CDIERF).

c HAF—RTFUTFLOREREF—EF—DRETT. COHNE, BSLTLIVZLD
F—REEF—L LTEATNET,

XNHBATIIVX L

HMBEOERICEATNAD/N\NY S IR—ANDXA Y £—DFRFA 01— R (HMAC) ZILJdV XA,
R—=RENTVRZIXRTOFTILIVXLAL—RNIZIE, HMAC BREENFEENTVET,

AWS Database Encryption SDK &, ¥T 7L DA

&, ENCRYPT_AND_SIGN, ., SIGN_ONLYE LW EX—0&E NI XTOTA1—I)LREZUTI
{t L E FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Xz, BEHIL/\Y > 1B 7L
1) X Ls (SHA-384) T HMAC ZfEA L TERLICBBELET,

HR—RENTWBFILIVXLASA—N 18


https://tools.ietf.org/html/rfc5869
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X# HMAC B& (k. AWS Database Encryption SDK A'L J— RIZEMTZDFHL VW7 1 —JL R
(aws_dbe_foot) ICREENET,

XNHBATIIVX LA

IRMTORINBEEERT D LOICERAETNZEETINIV X L,

AWS Database Encryption SDK (&, Y7 U7 )L DFiEA

&, ENCRYPT_AND_SIGN, ., SIGN_ONLYE LW EX—0&E I XTOT1—I)LREZZUTIL
{t L £ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Xz, H5AMETFRILEBRTI
d XL (ECDSA) ZUTOFME L EICERALTERILICBELET,

- FAThDEAMERE. 7 %) BLEE (DSS) (FIPS PUB 186-4) TEZE N T\ 3 P-384
T, http://doi.org/10.6028/NIST.FIPS.186-4

« FRAENS/\Y > 18 SHA-384 TT,

FEXIFR ECDSA B, aws_dbe_foot7 41 —JL RIZXWHF HMAC B E L EIZREENET,

ECDSA FPRIINBRZRG T 7 AL RNTEEFNTVETY, BDETREHYEFHA,
F—OAIVYRXUB

Iy NF—0WMBIZFERE N HVMAC extract-and-expand ¥ —EU15 B8 #k (HKDF),
- FREND/\Y 1B SHA512 TT
- MBRATYTDOEE
« VIMEERAENhELEA. RFCOFE, VI NFEOOXFIICREENET,
c ABNF—XTFTIUTILE., F—U2JDF—2F—T7T,
- BEARATY7TDEE
s ABRUZ VA LF—BEHERATYTASOHEITT,

« AD1EHIE. COMMITKEYI ZEHI D UTF-8-encoded&E i=/NA R EZEY T T F4 T INA
NETERLEEDTT,

c HAF—XTUTIORESE 256 EY R T, COHARIAIY MF—ELTHEAEIE
ER

Sy RF—@, IFUFLORBCHTHLI—KISY ATk, DEHERO 256 £ Y K
Hash-Based Message Authentication Code (HMAC) /\Y > 1 5 EL & T, PIJdVAXLARA —
RAOF—OAIY MNXY NDOEMICET2EMAKIHBEIZ DLV T, Cryptology ePrint Archive®

"Key Committing AEADsy ZZ B L T &V,
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TF7F#IWRNOFTILIVAXLAA—b

77 #)L N Tk, AWS Database Encryption SDK I&. AES-GCM, HMAC extract-and-expand= —
EU/2 B (HKDF), HMAC #3F, ECDSA FT 2L BE, F—AI Y RXAU N, KT 256 E Y N
BF—2BALTILIIAVAXALRLA—NEFERLET,

F7ALRNOFTILIAVAXLRA—NIZIE, HMAC BREE (#BHR) & ECDSA T2 R )L ER GERHK
BZ)FEENET, CNhSNDERIE. AWS Database Encryption SDK AL I— RICIEMT S H L
W7 4 —)L R (aws_dbe_foot) ICRFENE T, ECDSA FORILBEEF. RBAKRIZ—T1 20
I—H%—0tYy NMIF—20OES{tEHFTL, BOI1—HY—0tY NITF—R20OEFSEHFNIT S5
ICHRICERTT,

FI7ALRNOTILIVAXLALA—RTR, F—2F—ZL I—RICEFFHTD HMAC /\YV>1TH
BZF—OZYRAVREBBENRET, F—OAIY XU NMERK, IFUTZIIOHBEIDIY MF—
HESHEENEZHMAC T, TOHE, F—IZIY MXNOER. XTUTIOHBICKME h
£, F—ODIOAZIYRAVRNIKY, BEEXE 1 2OTL—VFTFARNDKICERICESEIE
T, chik, BEUETILIVAXLAANDADELTHEAETNZF—RF—E2RIATDEICEK2TITW
£9, BEAEIC, PILOVXLAAM—RNEF—OIYRMXYNHMAC ZBBLET, B#5T 50
I, F—R2F—HFEALUF—OIYRMXNHMAC 2ERTDEEZRIELET. —HLEBVES.
BEENUCHLEEABLET,

ECDSA 2 X)) BZ =ML & \\ AES-GCM

TF7ALNRNOTILIVAXLARAA—RNFREAEDT TV T—>3a 2V ICELTVETS, RKE7ZILIY
ALAL—KEBRTEERT, LA, —BOFEETINE., ECOSAFIRILBRZOZVWTIL]
VALAA—RZL2THEENET, CORSM—KE, T—REBSILIZDI—Y—EF—2%E
FIRA—HY—HNELLBEEIATVRERICOXEALET,

g X T D AWS Database Encryption SDK ZILdVU X LA A — N2k, HMAC ®REE (RHBR) H'E
FNTVET, HE—DIEVIE, ECDSATFIRILEBREDEW AES-GCM LDV XLAA —NIZ I,
EEMEEEROBEVEMOL 4 V—22 BT IIER/MBENS TV ETT,

e, ¥F—=U2T | | wrappingKeyAwrappingKeyBE X IZBHBOZYE Y TF—H"H
\)wrappingKeyC. ZFAL TLI—REZESTSHEEwrappingKeyA, HMAC {#HBRE. L
O—RAECTIVEATERD I —CL>THESLEN LI 2L £ FwrappingKeyA, T
7ZLROTINIVXLAS— N 2FEAL I25E. HMACs ORIUKRIEZ Rt LwrappingKeyA, &
SICECDSA F2RIIBEZFEALT, LOA—RNF OBSILT7 IV AT ZE DI —H—ICL2T
EeftEni-C & 2R L £FwrappingKeyA,
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TIORINEEADEWAES-GCM PILIVALAM— M Z2BRTDICE., BSALRELCRODAIRY
hEEHET,

Java

ROAZARY N, ECDSA P ZILEBEZDBE W AES-GCM PILAVAXLAA— N EEBELE
T, FEMICDWTIE, Tthe section called “BEEB{LERE") #SRBL T EEL,

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

C#/.NET

RDAZNRY MNE, ECDSA FURIILBEZDBWAES-GCM ZIJdVAXLASM— R EEL X
T FMICOVWTIE., Tthe section called “BES{LEEE") ZSRBL T E&E L\,

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

Rust

IRDOAZARY N&E, ECDSA FUZIIEBEZDOZE WV AES-GCM IOV AXLAA— N EBEL X
T, FHMICDOVTIE., Tthe section called “BES{LEEE") ZSBL T EE L,

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
)

ECDSA TR IILERZZHEAL %) AES-GCM 21
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T® AWS Database Encryption SDK DA AWS KMS

94T MIOBES{LZ A7 Z 1) /A AWS Database Encryption SDK ICEEEhFEL
o cOTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client (B8 218 Z=RHL
9,

AWS Database Encryption SDK Z RT3 ICF., F—UJZR{ZEL. 1 DUEOTYE T+ —
ZEETIVENHYVET. F—DA VT TARNTIF v HFEVEEIE. AWS Key Management
Service AWS KMS) Z RT3 & Z2H8HLET,

AWS Database Encryption SDK (&, 2 D AWSKMS ¥—1 > J#HR—NLTVET, X

D AWS KMS F—1U > 5k, F—R*F—%4EK, BBE, HET5EHIC AWS KVS keys %
LET, MIMES{L (SYMMETRIC_DEFAULT) £ X IERF RSAKMS F—OWIFhAZFEFATESE
9., AWS Database Encryption SDK & —EBE DT —XF—ZFAL TIXNTOLI—-RZESLE L
VEBRITDESH, AWSKMS F—D) 2V JRBES{EELVPETARL—3 > AWSKMS &I & IF
CHIBENHYET, \OFTHELEZHRPRICHZAZBEN HZT7VTr—23a > 054 AWS
KMS. AWS Database Encryption SDK [FAWS KMS FEEF—") > JEHR—KNLET, BEF—)
>~ Y&, Amazon DynamoDB 7—7JLICRIFENT LD AWSKMS REEh 7S FF—%6EH
L. BE{tBLRVPETARL—2 a0 THEAEND TS 0FF—XFTIUT7IILZO-ALICF v
TBHETAWSKMS, FUHLOBEZRS IRESHUIYTUTILFrv> 1Y )1—->32TY,
ATRERPRY) . AWSKMS F—U 2 JZ2FERTREZHBHLET,

Database Encryption SDK AWS &% V) ELY T2 IZ1k AWS KMS, O AWSKMS £ 21— LA HET
9 AWS SDK for Java.

T AWS Database Encryption SDK Z £ 9 % %15 %Z 3 % (IC & AWS KMS

«  WHES{LEERLETT AWS KMS keyo ANLTIZDOVTIE, TAWS Key Management Service
FRAYN—=HA R O "F—0EK 2ZRBLTLEEL,

® Tip
AWS KMS key Z7OJ S AT ZFERATSIZIE. ® Amazon 'JY—RA%X—LA (ARN)
AN RETYT AWS KMS key, AWS KMS key® ARN ZEBE D% (CIE, TAWS Key
Management Service RO Y /N—HA R, @ "—ID & ARN Z2#ET 21 2ZRL
TLEEL,

22
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AWS Database Encryption SDK D& xE

94T NMIOESLS (75 1) OFEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ%E DynamoDB Encryption Client I3 2158 Z 24 L
7.

AWS Database Encryption SDK (&, FFWRTWVWKRSICERFTENTWE T, AWS Database
Encryption SDK ICIE WK DADREA T > a U FHYNETH. F7FINERREAEDT T
T—23 0 TEANTREICBDELSICEEICERENATVET, LEL, N7 —~NXVAZHRET
BPEHICEBHEZRELLY., RFHICHAZLBEZEML Y LEWEENFHYET,

N =R

- 7OV SEDER

- ZVEVITF—DER

- BETZ7 1 ILEZ—DEK

« IVFTFU—F—EX-ADEA
- BRENEE-O0ER

70771V ISE0ER

AWS Database Encryption SDK for DynamoDB &, 8% 07O JSEZTHATEET, 5
EORER, T2ICHEEATET, AUMBRBZREITDIISIICEFIENTVERTN, EBBDFET
EEETNDUEEN BV ET, BERK, 77V5—>a3a cBEREOHDZ ATV EEALET,

ZyETF—0RR

AWS Database Encryption SDK &, &7 1 —)LRZESIITD OO —BEORNMRT—XF—Z4EK
LET, FT—RF—%28E. B8, FLEEAITIHLEEHY FHA., AWS Database Encryption
SDK A chzZz{TWE T,

EEL, EF—3F—ZBSHKIDIIE. 1 2ULOTYEITXF—2BRIZDZZLEN HYVET,
AWS Database Encryption SDK &, AWS Key Management Service (AWS KMS) X #kg 51t KMS
F—EIIRWHBRSAKMS F—ZHR—KNLET, T, TXTELT A ATRM TS AES WHFF—
& RSAERBEF—EHR—BMLET, SVEVITF—DREMEMAMRBEEROEFTERY E

TSIV IEFNER 23
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o TOEOH, N—RIOITF7EFIVFTAED IR BEDF—AVTFARNTZIFYH—ER
THESILF—Z2FEATRIEZHEH L EFT AWS KMS,

EELEBBOLEDICTVEYIF—2EETDICK., -V JEERALET, FARATDZF U
TJOEATICIBLUT, 120V TF—, FEREAILZATELKRELRDZRATOEHOT Y
EOFXF—2EETEXRT, BEHROSYEVIF—2FRALTTF—EF—25 VT ITREE. &5V
EVIF—REREAUF—2F—0AE—2BESLLET, BT hETF—RF— (SvEVITF-C
EWZ1D) R, BEEhET7 1 —I)LRE—BIBMNENBNTUTILOFRAICEMEIAET, T—
REEB/FITBICIE. AWS Database Encryption SDK EEFSvEIF—nVWThhZFERAL T
FlhENTF—XF—Z2RBESITILENf HYVET,

ARERRY ., WITNADAWSKMS F—D 2 J2FRATR L Z2HE#SHLET, AWS Database
Encryption SDK [, AWS KMS ¥—1>4J'& AWSKMS FEEF—1 > J&BHL, "OFUHL
DBERS LET AWSKMS, £—1)> 4 AWSKMS key T ZIEET DIk, Y R—hEhTLD
AWS KMS ¥ —&BlFZ2EALET. AWSKMS EEX—V > J2FERT2EEE. ¥— ARN Z15
ETRIHENFHYNET, F—OF—FBRFOFMZ OV TIE AWSKMS ., T AWS Key Management
Service ROY/N—HA Ry O "F—EHF1 283RBLTLEEV,

« AWSKMS ¥—U I THESILTZHEES. IHES{L KMS F—ICEEOBEMNEF—BEF (F—
ARN, T/ UFAREZ, T4 UFAARN, ££d*— D) ZEETEET., JEH RSAKMS F—
BERAITHEHEEE. F—ARN ZIEEEITHIHEN HVYVET,

ESLEEICKMS F—DI A UTARABELFEIA VT AARN 21 8ETHHS. AWS Database
Encryption SDK i&, TO I A )T AIZHERS ‘$1‘H75#1‘CL\%>=\= ARN Z®RELET, TA4U7T
ARREFEEIhFEA, TAVTANEER, T—E2F—0OESICEAETNSD KMS F—ICEEEL
FtA

- F7A)NTlE. AWSKMS F—1U >4t strict E— R (EED KMS ¥ —%3¥5E95) TLI—K
EESLET, EEOEHIC AWS KMS keys #HBITBICEF— ARN 2FEATIHENFHY E
9,

AWS KMS ¥—1) > J THEHF{t 3% &, AWS Database Encryption SDK IEiEF{bE hiz7F—2
F—RFEALT OF—ARN ZX T U T I DFHE AWS KMS key ICfRTFL £9, Strict E— RTHE
59 %%4E. AWS Database Encryption SDK &, ZYEVI*—%2EAL TESLEnET—
BFX—ZBBSLEDETBHIC, F—UVJICALUF—ARNNARRENDEZRERLET, 7l
NDFX—BRFEFERATZES. BAFARAUE—ESRL TVWSBBEETE AWS KMS key, AWS
Database Encryption SDK (& ZFBEBE L FEALEFE A,

c RHE—RTESITIHER. SYEVIF—%EBELELEA., £9. AWS Database
Encryption SDK l&, YT U 7L OBRBAICRFEENLZF—ARN ZFEALTLI—ROESEHAXE
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T, CchHBEEL & LVB4E ., AWS Database Encryption SDK l&, MO KMS ¥—%fFEELE7

VEATERI—H—ICHREEL, BSLEhIZKMS F—Z2FALTLI— RZ2ES AWS KMS
T2LDICROFET,

raw AES F—FzlF raw RSA F—RT7 =2 F—UVIJAOTYED IF—ELTEET S ICE, BHl
THEEBHEEETILEN HYVET, EETIRICEK. BSLOBRICEALESawSvE>Y
F—CFOEKEILBRIZEERAEFERATIHENHYET, HOBNEEMELEBRZEATS
$£4. AWS Database Encryption SDK &, F—XFTUTIHNRLTH>TE, FYEVTF—%R
BMELEEALEEA,

BRE7 1L —DERK

KMS ¥—%# AL THES{tEhETF—22EST2HE8 . BET—RTESTS, 2FVY), £H
T2V Tx—%, BELEEDOKICHRIDONIRANTZITAATT, EEL, BEIC
WLUT, ZYE D F—2BELBEVREE—RTESIZCLETEXRT, COETE—RTE., TO
KMS ¥—ZfFEFEERET7 I EATERZ 1 —H—ICBEELEL, BEtehiF—2F—2BESLL L
KMS ¥—%FEHAL TES AWSKMS TZEET,

BREE-—RTESIILENHDERR. BECRETVAIINEZ—ZHERAIDILZHBOLET, Ch
&KV, EATED KMS = BESHMIZAWS PHIV N BLROF N—FT A3 VAOF—IC
FIRENEKT, RHT7 AN E—RBATSIa2TIN. RANTZI9TF1ATT,

ROREFEALT, RET7 A ILEZ—ON—FT 1232 DEZRELET,

—>3> N—=—FT14>3>
AWS U—> 3> aws
RED—->3> aws-cn

AWS GovCloud (US) Regions aws-us-gov

ROBIE, BT I E—2ERTBHEZRLTVET, - RZEATIHIC, YT IIEE
AWS THIUN BREN—T14232>OBMBEICEEEAET,

Java

// Create the discovery filter

BRET A IILZ—DFER 25
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DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter

{

Partition = "aws",
AccountIds = 111122223333

};
Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

RVWFTFo—F—IR—-ADEH

AWS Database Encryption SDK 2T &, T N ZEBOBESUITUTILTOEETS C
ET, HEAF—NXZEZFOIT—ER—AODIVTAT 2 MIOBESLZERETEERT. NILFTF+>
D—TF—ER—AZRFNTIEER. EF1VFTAEHE, YILFTFI—NFEhsoEF1)
TABEHILEDKSICHELBINEBBLTILKESY, fIZE, YILFTFURTF—ER—RA%EFE
FA9%&. AWS Database Encryption SDK ZBIOH—/N—fIOBES{LY ) 1—a> eaxEdht
DEENICHEITDUREMEN BYET,

T—ER—ARNTERO I —H—HFBSEARL -3 ZRITLTVREEE. WIFnHhn AWS
KMS #—U >4 %#EHAL T, BEXARL—3 >V THEATIENOF—28I1—Y—ICBHTE
Y. NILFTFHI—0IZAT U MIOBSHKY)1—-23 AT —2F—0OERFEMIC K
BBENHYNET, ARBBEREILC, T—RET T2 —JElBEITRLZHHOLET, T
F2—=NFT7 54X F—0FE (Amazon DynamoDB T—7 I DON—FT 423> F—BE)IZK2T
BrRlehaBEe, F—0BEBRFBEICEVYET,

AWSKMS ¥—) > JZ#ERL T, ET7F 2 N ZERIO AWSKMS F—U2 T HLV THOBTER
T AWS KMS keyse TF Y R EIZTHNEFOHLDE AWS KMS ICETWVWT, AWS KMS F&/E

RNFTFo—F—ER—ADEH 26
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F—UDJEEALTHCHLERPMRICHZA D CENTEET AWS KMS, AWS KMS FEE+F—1
> 7. Amazon DynamoDB T—7LIZRFEN TV S AWSKMS rEE M =7 50 FF—%FEH
L. BB RVESARL -2 3V THEAChZ TS FF—ITUT7ILZO-ALICF vy 2
¥TBHET, AWSKMS RUHL O#HZ RS TSN TUZILFyv>21Y)1—-232TY,
T—ER—AICBRZEAELZESLERETDICE. AWSKMS BEFXF—VUJZ2HRATIHEND
WET,

EEZMNEE-O0OEK

AWS Database Encryption SDK (&, Z#EF - &EEE—1 2FRALT, 7IVEhET—
BR—AL U EEETDERL, BEENEL - RERRTEIRRTERRES(LY ) 1—
avERBLET, =2 L. AWS Database Encryption SDK &, 7L —FFARNDEBEFE
T714—ILRASELILRETEDBREMFNEEL—DEHR—NLTVET, BRESFEE—OEF,
SIGN_ONLYZ 4 —J)L R& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —JL RIZRL TA
VTV OAREERL, BRIV ERTIBDERE—INO—ETT,

BIZE, NIWFTFUI—F—ER-ANHZEE. BEDTFT—0F—ICr2>THS{LE NI
LO—RIBIHDESHZHRIZIEDIC, F—ER—RAZIJTUTEDLSICTREENEE-]O
VEERTREERBEOLET, FHICOVTR., "NILFTFUI—F—ENX—ZAFOE—TOY
NIT), 2Z2RLTLEEW,

ERMNEE-OZERTRICE, AWSKMSBEBFX—U > J2FERTILENHBYET,
BENEE-OVEREITDICE. XAOEZEELET,
Java

Bar—1 8E

RO BT, BENEE-IVREATERNEN-NIJARNZO-NNICERLEXT,

List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.signed(signedPartList)
.constructors(constructorlList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

E—d N—YarEs

\!
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ROBITE, E—OYN—T 3> TBEAEN—RUANEIO-NLEESELES, E—T
N—TavOESEOFMICOLVTR, B 0EA, 88BLTEEL,

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)

.version(1l) // MUST be 1

.keyStore(keyStore)

.keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

Z2£A&0— RS2 7 )L %S BeaconConfig.cs

EENEE-OVRE

RO OPITRE, BREFEE-IVRERNTERNEN-—NIVARNZO-AIIICERLET,

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

- N—23arvEsE

ROBITIR, E—OYN—2 3 TBEMAEN—RNURANEIO—/SLICESELET., E—T>
N—T 3V OEEOFMICOVTR, E—TI 0EH, £88BLTIEEL,
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var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconlList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = keyStore,

KeySource = new BeaconKeySource
{
Single = new SingleKeyStore

{
KeyId = branchKeylId,
CacheTTL = 6000

};

BEMNEN—ME. O—ANFEFITO-NILCERZRENIZJANTERTEER Y., AELKRY.,
E-O2N—2320JO0-NILIJARNTEBEREN KR EZERITD_LZHEOLET, BEFLE
N—RhZJO-NILICERTHET, EN—hZ21EHERL., TON—rZEHOESE—T>
RECHAIATEET, BENEN—NZ1HEGFERATSSEER. BEaAEE—OVEENO—
ANVARTERTERY, JVARTZIZVARTR., O—ALAN—rETO-NILN—FDEH
ZSRTEFRT,

BEREN—RNURANEYO-NLEERTDBEAR. BEAEE—IOAE—IVBEDT 41—l
RETEY T TEBINTOLEERBITEIIVARNT VXN~ RO URNEEETDBEN V)
7,

@ Note

EAFEN—BNVAREZITO-NILIZERTSIZIE,. AWS Database Encryption SDK @
N—=232 32 UREFERATIVENI HBVET, ILLN—RZJO-NIICERTSH
2. IXTOV—F—-ICHLWN—>23 20277014 0F T,
BEOE—OVREZEHL T, BEFAEN-—KNJARZJA—NILIIERTDEREFTE
Tt A,
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E—O>2%

E-O2ZzZ0IVI2BRICEARATSEME.

EENEE-O2 ORI, BELENTWEVWT A —)LREBURRICTRDERETEEE
Ao 2 O2OE—VZRLUBRICTRDERFTEREA,

2 EXF
BRENEE-DVZRET I Z7HIBDLHICEAET DI NF,

DEINF, BEFEE-—OVOBEREBD T —ILROTL—2TFANOEILCHRTSC
ERFTEXREA,

EEFREOHBAIDIAN
BEMNEE-QVICEENDEEBNE 71—/ RZBBILET,

EZEWAZE., BEI. V—A, LTIV IANEEFNTVWBRRBENf HYVET, V—AK, N—b
Aa%Al 9% SIGN_ONLYZE 7= (& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —J)LRT
T V=AW, 71—I)LRB, FLERIXANENET I —I)ILROEEZSBIDAIVTYIATH
DRENHYET, N—VYEBNY—RERBBNTIHEE, V—A%ZEKITSD L, AWS Database

Encryption SDK BBHICZTDREIZY —ARELTHEALET, AREABEAEEIC, PoBEL
TYV—ARAEZEETDCEE2BEOLET, L7V IR EEONZIEIEETEXTTH.

—ETHhEIVENHYNET, BENEE-AAD 2 >DOBENZOIBFLICALTL 714V IR
ERIRZER>TEFRLA, BAE—IVICE > TREFThZHPo OIS ZX BT D EVNE
EERATHR_Ex2HBHOLET,

AgeRY), BENEN—RNZIJO-NIICERTDEZHBMHOLET, BEEFEN—bZ 1
DNBEEE—JVTOAERATIEHESRE. O—NIITERITD  CLZRFILTILKEETVL, O—AH
IMCEZENEN—RNE, JO-NILICERZBENEN—RNERUTL7 1Y IORE LB EE
DCERFRTEFREAS

Java

List<SignedPart> signedPartlList = new ArraylList<>();
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);
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C#/ .NET

var signedPartsList = new List<SignedPart>

{

IIS_II }’
||SF_|| }

new SignedPart { Name
new SignedPart { Name

"signedFieldNamel", Prefix
"signedFieldName2", Prefix

%
OAVARNSORVAN (T2 3)

BEANEOHDEBENELE -V ILL2TTEVTIINTRESEETEBRHFEZEZERTHIAL
ZU8—%RBRILET,

OdVARNTZORVANEZRBELZVEES, AWS Database Encryption SDK IEXDF 7 # )L M D
AVARZ V2 2FERALTEREREE—O22T7EVTILET,

* INTOBENEOHS (BEMNE OO JANMIEMNE niz)E)
* IRNTOBHRIBETYT
AVANZ IR

EAVANZVE—R, BEMNEE-DDVETEVTITR2 1 DOFEEERTSIAVAL
ZUE—MODEFFNEVARNTT, AVARNZIVEZ—HIREVANIEMENLIEFTHES
Th, FWOREBEET W ETIXFTRYSINEXT,

BAVARNZ O R—BRIE, BEFZOHDICRaES T, TOSBHHA A
NRSOB—HATHRETHDN, AT THINEERLET, fHlx

(&, Fieldl, Fieldl.Field2, & & U Fieldl.Field2.Field3 TEZHFEE - %7
TVUFB5E, Field2 B8R Field3 &2F 7> a> el TN¥—2L, AVARNTIR—
Z12ERLET,

ZBAVARNTOVEZ—IC&., DBLEE1 DOMELDHNFMVETT, VI')TBEGINS_WITH
BETEFEHATEDESIC, BOAVARTIIZ—DBRVOBD ZNBICTEIEEZHEOLE
9,

AVARNT V82—, BEBZHIFINTLIO-RACHFEIZDESICHAILET. HILLL
O—RZZBZIACKIC, BEMNEE-IEAVARNTIZ—DOUARNZEAL T, EEEh
EEASE-O2ETEYTILTERZAESHEHMLET, AVARNTVEZ—HFOAVARNS
I92—QVANIEMEEZIEFTE-O>07 > 7 2EdE&, RBLEKPOIV AR
V8—%FERALET, AVARNFIEZ—AERUBLEVES, E-O2VRBELI-—RICEEAEXN
FtA
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IRNTON—F—F4 82—, VJIVDRKRNIBRILELLKZBLSICAVARNTIE—D
BUIEFZEETILENF HVUET,

BEDIAVARZIVEZ—DOIVARNZEETDICK., ROFIREZEALET,

1.

BENEOMH LAV ARV E—HOZERL., TOMIN VAL ESHZERL X
ER

OAVARZI9R—OBHIOERE, BEENZT7 A —)LROBBTHIBENHVET,

ROBIE, 1 DDBENETA—ILRODVARZIVEZ—OH D ZERTDHEZRL TV
x9,

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

ATYZ7AITHERLEOVARNS V-8 zeERAL T, EEaEE—O2%27E2 7T
DARBHECEILOAVARNT IR —ZERLET,

BlzIE, Fieldl.Field2.Field3 & Field4.Field2.Field3 #4903 3E4. 2
DNAVARNTIVRZ—%ERTRIHVEN HVET, Fieldl & Fields &, 2 DOBEMED T
VARTOR—TEZENTVWD YD, MAHEENSBICTDCENTEEXT,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartlList = new ArraylList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
.build();
// Create a list for Field4.Field2.Fieldl queries
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List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }

iy
3. ATV 2THERULEIXNTOOAVARNSIVR—%2ECAVARNTIOZ—DO) ANEERL
x£9,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor);
constructorList.add(field421Constructor);

C#/ .NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
};

4. BEMNEE - ZERTBEIC constructorList #EELE T,
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AWS Database Encryption SDK O F—A K7

AWS Database Encryption SDK Tld, F—A K7, BEBAWSKMS £—U > JTHERAEZ D
BT —X %R T % Amazon DynamoDB 7—7 )L TF, F—ARNT Ik, BEFXF—UJEZFEALT
EELARL =23 Z2RTTD AWSKMS I IR UL TITSMEN HZ2HOCHELOBZERS T
DIC’IBEET,

F—ARNTR, BEF—VVINFIORNO-THEELEERITL., T—ABSAF—ZREITDLLHIC
EATZTSUFF—ERBEIVEEBLET, F—ANTR., FIOTATBTSUFF—EHUFD
IRTCON=2320TS0FF—2REFELET, PIOTATBRTSVFF—R, 730FF—0&K
WMN—232>TY, BEF—V2JR. BESLVIIARIEL-—BOT—RBES{LF—Z£AL.
TOTATBTSUFXF—AESRELE—BOSVEVIF—2FALTET—ABESLF—2ES
tLET. BEX—V2JB, PTOTATBRTSUFF—&, TOEHSYED IF—0RBICHRILE
NIzBEBICKRARLERT,

F—ANTORAZFBEH=
F—2ZANT

To50FF—E-—0F—BEOKET—R2%ZRET S DynamoDB T—7 )L,
IL—hKF—

F—ARTAOT SO FF—eE—0F—Z4EHL TREIT D HHESL KMS F£—,
T7o50FF—
IRO-7TESIEAO—EBEOSYE D IXF—ZREIHLOICENRAEhDT—2F—, 12
DF—ARNTILEBOT S0 FF—2RTEXIN, EFTF0FF—E—EBEL 1207974
TRIISUFF—N—230REEIENTEET, FITATBRISUOFF—R., 75
9L=\=_®Esi¥ﬁ/\'—:)3>'-@3'o
7S FF—k. kms:GenerateDataKeyWithoutPlaintext #R L —2 3 > AWS KMS keys % £
LTEEEhET,
ZyEr TF—

EFILARL =23 CHEAThE T AT —Z2BS{KLIBEHICERAEND—BEDOTF—
5”\:_0

F-ARNTORFLHR 34
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ZVTF—RBTIUFF—ASRELET, F—HBT7OLAOFMICOVTE, AWS KMS
"BEEF -V RN sEM 2S5RLTEE L,

57— RS LF—

EEARL -3V THEATNDT—2F—, BEF—JU2 TR, BS{LUVIIARIEIL—
BEOTF—2ESHF—ZEALET,

E—d%—

RETESESICAOE-IZERTILEHICERAEINDZTF—2F—, FHICOLTE, &
RAEBES, ZFRLTSEEL,

R/MFHEDT VL AFFAINORE

F—ARNTEAWSKMS BEF—V>J2FATRHEER. AOO-ILZERL THRNMEEDORA
IS CEZHEBHHLET,

F—ANTEBE

F—ARNTERBRERF. F—ARNTE, F—ARNTHIREB LT REITZD /0 FF—ZEED
FVEBEEBLET, F—ANTEEERK, F—ARNT7EL THEET S Amazon DynamoDB 57—
INDEZIAKERZFE ODE—DI—HF—THIVENHYNET, chsld, CreateKeyX
BEDBIENLBEBEARL—23aVICTIELATEDE—OI1——THIHBENHVE
FVersionKey, cnS5DARL =232k, F—ARNTTI AV EBHNICRETIHEICD
HhEITTEFT,

CreateKey &, F—ARNTHFITVANIHLVKMS ¥— ARN ZEINTE 2 EEARL — 3
VT COKMS F—l, HILWTFIOTATBTSOFF—%2ERKTEELET,. KMSF—HTZ
VFF—ARTICEBMEND L, HIRTEBRVED, COARL—23aAOT I EAZEHRT
Db BMHLET,

F—ARTI—H—

BEAEDHE, F—ANTI1—H—R&, F—2z2ES5L, B5. BE. RIETHEIC. BE
F—UDTENLTORF—ARNTERRYLET, TOLO, F—ARTELTHETS
Amazon DynamoDB T —7 ) ADHRABY T VL AFAO AN BETT, F—ARNTI1—H—
. . . BEDBEIARL -3V ZAREICTEIFERARL—23VICOKT I ELATEIHE
H&H') £FGetActiveBranchKeyGetBranchKeyVersionGetBeaconKey, RT3 75> F
F—ZERELREEITZILOHOT IV EAFTRILEH Y EFE A,
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F—ARNTTOIIVHFBENICEREENTVDEE, FLEREACKEENTVEES, &
RBEEZETTERS, F—ARNTT7IVIAVFREBICRETATVSRES. EEEARL—
232 (CreateKey B &KV VersionKey) ZR{TTDERETEERR A,

T20FF—ARNTEBEN TS0 FF—ARNTICEBO KMS F—ZFAVANIEEL 1235
Bl BEF—VUVINEHBOKMS F—Z2HATEDLSIC, F—ARMT7I—H¥-—HFF—Ab
TTo2arerbRACRETRcLz2H8OLET,

F—ARNTZEKTS

T 0FF—"ERLUEYVAWSKMS , BEEFXF—) U RFERATHIC, 750FF—%28EBE LY
{RET S Amazon DynamoDB T—7 I THBDF—ARNT ZERTIHEN HV) ET,

/A Important

TS50 FF—%RETS DynamoDB T—7 L ZHIBRL VT EE WV, cOT—7I)L&H|
BRIdE, BEX—V T 2FEAL TRESILEhETF—RXZESTELRLLARYET,

N—=TFT14232F—V—rF—IIHBEBROXFIEZEAL T, Amazon DynamoDB F*AX[0O Y
N=FHARO "T—T )\ OEH OFIBICRVET,

N—F13a>%— Y—hF—

R—AT—=T) branch-key-id type

WEF—ARNTH

F—ARNTELTHEET D DynamoDB T—7ILICEHI ZFHZ & F, F—ARNTTFT O3 a%k
EITREELHEETAIREF—ANTEZEREELKRTTDCENEETT, REF—ANTREREF—
ART7OREBFELTHEL, BUOI—HF—IFHRUIICERLEREEETEEEA, F—AKNTT
0230TEH., BCEUREBF—ARNTRBZEETIHENfN HYET,

DynamoDB 7—7 /LB EREBF —A N7 B DOMEIZIE one-to-one DI v l:/'7 FRETY, wEF—
ANT A, DynamoDB OETARL —> 3 &2EFERANTDEDHIC, T—TIILICEMENTVNS T
XNTOF—ZRIZBESHIZNA Y REINET, WEF—ANTER DynamoDB T—7ILBEREL

F—ANT 2T S 36
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BPHEENHYETH. DynamoDB T—7 LB EZREBFXF—ARNTRBELTEBETDI L E2E<BE®
LEFT, NV IOF7YTHS DynamoDB T—7 I EER L ERICT—TILBHIEEENIZHEE., RE
F—ARNTHEZFH LV DynamoDB F—7 I BICIYE T LT, BEBF—)INEIEHEF—A
RPICTOECATEDRSICTBDCENTEERT,

REF—ARNTRBICHBERPEBBZERZSHEVTLSEETV, REBEF—ARNTHBIE. AWSKMS
CloudTraill IR R TTL—2FFARNT ELTRRENE T tablename,

XD F &

1. the section called “F—ARNTFTF O I BREBET D
2. thesectioncalled “7 5> FF*F—%/ERT D"
3. AWSKMS EB+x—1)>J%ERT D

F—ANTTFOIVZERETS

F—RARNTTFOZavE, - —NRITTEDZIARL—3a32E, AWSKMS TORBEF—1 >
IHFF—ARTICHFTIVARENTVD KMS F—ZEDKRSICHEATEINERELET, AWS
Database Encryption SDK &, ROF—ARNFTFT I I VEBEZHR—KNLTVET,

d: Y

F—ANTZBNICRETDE, F—ANTR, F—ANTPTIIVERET
%kmsConfiguration& EI(Z THEEL = KMS ¥— ARN I[CEENF TSN KMS F—Dh & fE
RATEET, 75U0FF—0EK. N—23Z2J, £EEEERICEO KMS F£— ARN "4
Lma. fiArAO0—chzE7,

TYNLFV—232 KMS F—ZEETE XFI FkmsConfiguration, V—2a>&2ELF¥—0
ARN £ KMS F—HASRELET S0 FF—ICRBENET, BIOV—23 0 THF—EEE
TRCERFTEFRLA, EEZ—BEEDICE, E2E<EAULNILFUV—23a>F—%EETIH
ENFHYNET,

F—ANTTOIIAVEBNIIRETDE, FRAARL—>3Y

(GetActiveBranchKey. GetBranchKeyVersion, GetBeaconKey) EEEBARL —> 3>
(CreateKey 8K ) BRITTE £ I VersionKey, CreateKeylk, F—ANTHFAJARNIC
LW KMS ¥— ARN ZEEINTEDHHEARL —23 20 TT, COKMS F—F, FILWTF Y
TATBTSFF—2ERTEET, KMS F—HFF—ARNTICEMEND &, HIBRTEAVE
O, COARL—=23ADOT I EAZHRIDEEZHEBHLET,
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HR

BERICFEF—ARNTTOIa2RETRIE, F—ARNTRRF—ANTTHAVANIEREZh
TWBEEND AWSKMS key ARN ZERATE X T, L, JILFU—T32 KMS F—H"H4E
L. F—OARNDOU—23a2HAERAENTVDS AWSKMS 7547 hD) -3 e—HL

BWEE, SIANXAO—ENET,

BREBICF—ANTERETSHES. CreateKey® BENEBARL—2 3V ERTITBL

FTEEHAVersionKey, BES{L, BF, BR. RIEARL -3 Z2BMCITHEAANR

L—>3>0&HERTTEXRT, FMICDVTIE., Tthe section called “/NMEED T Ut AFFH]

NEE" 2ZRLTIEE,

F—ANTTOIA2VERETS

F—ARNTTOIAVERETRHIC. AOBMREFGEZHELTVD L ZBAEL TSV,

« ETTEIMENHDIARL -3 FRELET, HFMICOVWTIE, Tthe section called “§&/NF

EOTIOEAHANORE ) 25RLTSEEL,
- WEF—ANTHEZERTS

DynamoDB T—7 /LB ERBF—ANTBZDOREIZ & one-to-one DY YEV TN VETT, wE

F—ARNTREE, DynamoDB EXARL —> a2 2EHRILTDEHIC, T—TIILILREEATV
B2INTOTF—RICESHIINA 2V REhET, HFUOI—H—INBRUIVICERZLVCREEETER
Hh, F—ANTT70>a>TR, BLEAURBF—ARNTRBEEETIHLEN HV)ET, FMlIC

DWW Tk, Tlogical key store namey 2B L T EE WV,

BT
ROBITE, F—ARNTTIIaVzBNIIRELET. F—AMT7EL T#EET S DynamoDB

T—7ILOER., F—ARNTOREE, MHESL KMS F—%BBITS5 KMS ¥— ARN ZEET

PUBENBHVNET,

® Note

F—ARNTH—ERAZBNICRETSEER, BEL L KMS ¥— ARN ZEEICKRFTL T
&V, CreateKey ARL —23a i, KMS=\= ARN ETSFF—ARNTOHFTIA
NZEMULET, KMSF—HFT7S50FF—ARNTICEBMEND E, BIRTDERFETEFRE
Ao

F—ANTTO2IAVERETS
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Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;

let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb::Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_ store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;
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B ORE

XD OHTE, RERAODF—ARNTT7Oa &R ELET, F—ARMNTELTHEET S
DynamoDB T—7 )L OB HEREBF—ARNT B ERETIHENHVET,

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()

.ddbClient(DynamoDbClient.create())

.ddbTableName(keyStoreName)

.logicalKeyStoreName(logicalKeyStoreName)

.kmsClient(KmsClient.create())

.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.builder().build())
.build())

.build()).build();

C#/.NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
%

var keystore = new KeyStore(keystoreConfig);

Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_store_name)

.kms_configuration(KmsConfiguration::Discovery(Discovery::builder().build()?))
.build()?;
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TOTATRTISOFF—%ERTD

T7S5FF—k. AWSKMS BEE+—1) > AWS KMS key AU H L O RS T ICEH
T HASMELET—ZF—TFT AWSKMS, PIOTATBITZUFF—RF, 750FF—0OFH
N—23>TH, BEF—V T, BELVIIARNIEIL—BEOTF—RF—24ERL, TUTA
TBTSUOFF—DESRELE—BEOSYEVIF—2FALTETF—2F—2BELLET,

FLWPOTATRITISUOFXF—RERTDICEK., F—ARNTTIOIIVEBNICEETISLEND
\)ETF, CreateKeyld,. F—ARNTTIIIAVHRETEEENE KMS ¥— ARN ZF+—AKNTFF

AUANIEBMTDHEARL—23 20T, RIC, KMSF—E2FALTHLWTITATHTS
UFF—FZERLET, KMS F—HFF—ARNTICEMEND E, HIRTERVWED, COFXRL—
2AVANDT IV EAZFIRITDCEZHEOHLET,

T7U—>3a>od> NA—=)IL7L—>0 KeyStore Admin 1 > X —7 I 4 AZNL T
CreateKeyZARL—2 3V Z2FATR L Z2HHHLET, COT77O0—FF. F—BFEOXRAL
T20T74RE—BLTVET,

F—B L=V TSOFF—RERLBEVTLEEVN, COHFEICKY) ., ROXSIBERICASDT
BEMN DY ET,

« NDAELFVUEHL AWS KMS
- FARETHEOEVIRETAWSKMS O NOEHROREBEFTHL
« /\Y F*>% DynamoDB 7—7 LA DEHH® TransactWriteltems MO H L o

CreateKey ARL—2 32 IClk, BFEOT S0 FXF—NLEEEEThBLVELS
I, TransactWriteItems®MUOHULICRHEF IV INEENET, =L, T—E2SL—2THF—
BERTDE, VDIY—AQOFDERNBERARPNT 7N AOBEN RETDAGEENF HV) ET,

F—ARTT1IDOOKMS F—ZHAVANIBRIDCEE, F—ARNTTFIIIVHRETEEL
= KMS ¥— ARN ZE#TL TCreateKeyBE ZHUOHET LT, EHO KMS F—Z5FA ) AN
BRIDEETERT, BROKMS F—Z2FAVANIBERITIES, F—ANTI—HY—E,
TOVEATEDF—ANTTEEOHFAVANIBREEINLEF—EFERATEDLSIC, F—ANTT
V23V ERBEACERETDILENHYET, FMICDOWVWTE. Tthe section called “F—A KT 7
DAV EBETD ZSRLTLEE,

MBZ T AR

To20FF——2ERTBICE. F—ARNTTIIVTHEEENIEZKMS F—ICWTD
kms:GenerateDataKeyWithoutPlaintext & &k T kms:ReEncrypt 7 7 E AFFANBETT,
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T720FF—%ERTS

ROARL—23 TR, F—ARNTTIIVERETHEELEKMS F—2EALTHLVWT Y
FATBTSOFF—%ERL., F—ANTELTHET S DynamoDB F—7 NI T 9T 1 T
SUFF—ZBMLET,

CreateKey ZHUOHITHIC, ROFAT IV OEZEETDEZBIRTEET,
« branchKeyIdentifier: # A& /A branch-key-id ZE&ULF 9,

N AR L branch-key-id ZER TS IZIE. encryptionContext NTX—ZIZEBMOES{L]
VTFARNEEDRIMBEEHVET,

« encryptionContext: &, kms:GenerateDataKeyWithoutPlaintext FO'H U ICEEN B ES{L]
TFANTEMNORILET—2F (AAD) ZRMTZ—IL Y NUADOF—ELEBORTOFT> 3
ey hEERLET,

COEBMOBEAITHFANE aws-crypto-ec: 7L 71 YV RELEILRRENET,

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifier();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL
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1)

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1)

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

£, CreateKey ARL =2 I VICEK Y ROENERENET,

* branch-key-id ®/Y—2 32 4 Universally Unique Identifier (UUID) (A& A branch-key-id
ZEELEBEZERL),

« ISUFF—-N—=23>0O/N—T3>2 4UUD

+ 1SO 8601 M HEEF X M timestamp (HEM FE (UTC))o

ZND#%. CreateKey ARL— 3V RROUIVITARNEFERLT
kms:GenerateDataKeyWithoutPlaintext Z FUFH L £ 9,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"tablename" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"
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}

(® Note

BREAELGESILOLEDICTF—EIR—AZEEL TLVARWMEETE, CreateKey AXRL —
AT IOTATRTSUOFF—EE-D0F—%2ERLET, BHADF—RFF—ART
ICRTFEEIhET, FHACOVTR., "BRETELESILOLOOBEXF—VJOFERL Z
SRLTLEEL,

RIZ, CreateKey ARL —2 3 V(& kms:ReEncrypt Z L, BSALIAVTHFANEEHLT
TS50FF—0OF 07147 L 1—REERLET,

BR&IC., CreateKey ARL —2 3 & ddb:TransactWriteltems Z®MUHL T, ATY 7 2 TEKL
ET—7NMTIo0FF— kR TAHMLVERZEZIAXE T, BEICRROBHENFHYET,

"branch-key-id" : branch-key-id,

"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"
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Java

keystore.VersionKey/(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);

C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Rust

keystore.version_key()
.branch_key_identifier(branch_key_id)
.send()
.await?;
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. NTUTZIILOFRATHESbtENETF—EF—EICRONE—2ZFERALET,
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ERRENBYVET. WThADTYEVITF—HAESHICRRTDE, BEEXYY REEXKBLE
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F—E2EOF—UITRERLET, CreateAwsKmsMrkMultiKeyring XV v RiZBEHIC
AWSKMS V54T heEHRL., F—UINFE—) -3 0F—EXILFI—230F—0FA
ZELKAEBITRIELSICLET, ChsOFITE, ¥— ARNs ZFALTKMS F—Z#BILET,
FHICOWTIE, TAWSKMS F—1)>%9 AWS KMS keys T DAy ZSBL TS EEL,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

AWS KMS F¥—1) > J DR 52


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN

AWS F— &R —ABEE 1l SDK FROYN—HA R

{

Generator = kmsKeyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

RO TIE, CreateAwsKmsRsaKeyringXV v REFERAL T, IEXFR RSA KMS AWS KMS F—
EHOF—VUIBERLET, RN RSAAWSKMS £F—) T RERTDICIE., ROEZEE
LET,

« kmsClient: HIL WV AWSKMS V547> N&2ERKT S

« kmsKeyID: 3EXI#R RSA KMS ¥ —% &5l % +F— ARN

« publicKey: BELEF—ONTV Y OF—%2RTUTF-8 IOA—RENEZPEM 774D
ByteBuffer kmsKeyID

« encryptionAlgorithm: St 7L X Alk RSAES_OAEP_SHA_256% i=ld THRIHAENH
V)& 9 RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
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IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.send()
.await?;
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SICERATEXRT, NIAFU—J3arF—Rk, JOARAV—J3VHTHLZTS 2B, $3U—
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BXDESZHAAET,
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BEELXY,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = multiRegionKeyArn,

KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;
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/A Important
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F—D2TR, BEFRODBEVEF—UDITOLSICBELET, EF—VJZ2EME
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HEHAS, ARARYGIRENLF—V I EZFERATIEZHEHOLET,
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ATEET, chid, REEHEAWSKMS key F'EA TS TRAEVESEFHYUERT, LealF, BE
FltENETF—2F—0 12N, HTEFEATESD LM AWS KMS key DRV THRESILENT
WBATeEMEN BV ET,
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ON—TFT 1423 2THEATEDKMS F—2FIRTZ L Z2H#HLET, 7THUKMID E
N=TFT14232>0RRICODVTE. DAWS 7HVU b~ T#EEIFE ARNFERX, 28R ULTLKE
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ROD— RHITIE, AWS Database Encryption SDK A fEF T& % KMS AWS KMS F¥—% aws/\—
T A3 E111122223333 0 TNTHIO Y NOF—ICHRTIHRET7 1L 2—2FAL T, #&
H*Xr—U T BA AR ALLET,
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us-gov DN—F 14> a>DEZFEALET. OINTOAWS V=23 222V TR, aws D
N—T14>3>0EZzEALET,

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
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{

Partition = "aws",
AccountlIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.send()
.await?;
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TAVERELET, <5 D AWS Database Encryption SDK RE Tlk, U—3 > &IC KMS
F—Z2TANBRIITLERRAN, BEEAEV—23ADOKMS F—DESU VT ANIKHK
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Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
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IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
;
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;
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FF—ZERLKRL L,

« F—ANTFIYAVEBRELELE,

(® Note

F—ANTTIOIAVOREREICKI2T, RITTERARL—>a>e, BEF-UY
TTHERATED KMS F—ARXWKXT, FMICOVTR, "F—AKTT7I>3>, %
ZRLTEEL,

« F—ARNTF—ETSOFF—IZT7OVEALTHEATREHICHKHER AWSKMS 7 EAFAH
HYET, FHEICOVWTIE, Tthe section called “RELZ T VA, #SBLTLKEEL,

s HR—RENTVWBF YV 1R/ T7%2HRBL, Z—XCRELEFYYII1R4TERELEL
oo EEMIC DLV TIE. the section called “=\=’v‘y 21EBRTDESRLTLSEEL,

BT U EAFFH

AWS Database Encryption SDK & ZZ4BEBFT AWS THI U N, ICKELEEA AWS OH—E
Ao EEL, BEFXF—V U ZERTBICE. AWSTHIU K &, F—ARNT ORFHESL AWS
KMS key(*ﬁﬁ—l) ICRTBDUTORNPROT IV AFANUETT,

s BEX—V I EFERALTTF— 2 ZRBSILELTESTTSICEF. kms:Decrypt ARETT,
e 7S5 UFF—EERLTO—T—3 2931k, kms:GenerateDataKeyWithoutPlaintext &
kms:ReEncrypt A %ETT,

TS50 FF—EF—ARNTAOT I CAQOHBEOFEMZDVTIK., ", ZZRL T EE Whe
section called “H’/NEFHED T VAT T D REEK",

FrYyvI1%BIRTD

WEF—U> T, BELSLOERARL—S 3V THEATND TS FF—IFUTILEO—N
kt#vvizAwsmmﬁ%;tT\Lﬁ?éﬁ@&b@@%ﬁbbi?oﬁﬁ$ U TRk
RIBHIC, EBRATATTYIIDRATERETDHENHYET., F7ALNOF vy 1%
AT3h. T—ALAbETF Y YV IENRARIAATEET,

EEFX—UJR, ROFY Y2147 R—KLTLET,

» the section called “F7 # )L hF v v 1”
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« the section called “MultiThreaded¥+ ¥ v >, 1~

» the section called “StormTracking ¥ v v 1”

« the section called “tEFF+ v v 1~

T7FIRFYVa

FEAENDI—HY—IZE>T, Default F ¥ Y2 1AL Y REXHEBLELET, Default Fv v 1
. BEICIYILFALY RILENTVRREEZEHR—RNITBDELDICHKFETIhTVET, 750FF—
NTUTILIVRNIOBMBRI YN E, F7AIMNFyYyv2alF, 750FF—XFUTILI
RNUN 10 BFIICHRBRIINICEDZEE 1 DODAL Y RIZEBAAWSKMS 52T, EHOR
LYy RABOHEhDZOZMEERT, ChiCkY, 1 DOALY ROKHN ICUITITANZEZEE AWS
KMSLTHF+ Y2 1ZEHLET,

F7#)RNF¥ v a1& StormTracking F v Y 1 @FEALUAL Y REFILEHR—NLETH, &
T7HZILRFY Y2 12EATRHICEIVNIBREEZEBETDEFTY., KWUFEHMALEFYYZIOHA
AIARETSICE, Z#EHL FE Fthe section called “StormTracking ¥+ v < 17,

O—ALF+ Y2 AREFTERTSOFF—XTUTILIVNIOBENAZIIAXTBBEER
E, BEXF—V I EERTREELF VYV IR T2EETILERDYEEA, FTvI 1R
A7 ZBELBVGEE, BEFX -V JRBT72)ILMOF Yy 1247 2FEAL, IVNUBE
1000 ICRREL £ T,

T7ANRFYYI1EHAINAXTRICRE, ROEZEELET,
s IVRUFY NI T O-ALNFr Y2 1CBMTED T SOFF—ITUTILOIRNIOK
ZHRLET,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/.NET

CacheType defaultCache = new CacheType
{
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Default = new DefaultCache{EntryCapacity = 100}
13

Rust

let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
)i

MultiThreaded¥+ +¥ ¥ = 1

MultiThreaded¥ ¥ ¥ 2 1 @ NI FAL Y RRIETHRLICEATEELRTHN,. AWSKMS £12F
Amazon DynamoDB MU' L ZJ/NRICHA D HEERF DV EH A, TOR/R, 750FF—IFV
FIOIRN)OERENYNDE, IXTOALY RIZAKICBHNENET, chiZkY, Frv
SA1EFEHIDLEHOERD AWS KMS HUH UANRKET D AEEMEN BV ET,

MultiThreaded ¥+ V> 1 &2 ER TS ICIE,. ROEZIEELET,

s IVRUFY NI T O-ANFFr Y2 1CRMTED T SOFF—ITUTIOIRNIOK
ZHRLET,

s IVNVOTN—ZVTT7=ILOHAXIRNIF YN TAICELEBREICTIIL-Z220U03%
IKN)DOBHEERLET,

Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache

{
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EntryCapacity = 100,
EntryPruningTailSize = 1

};
Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)

StormTracking ¥ ¥ v < 1

StormTracking ¥ ¥ v> 1, BELENILFALY RELZATVWBRRIBEZTR—NTBD LS ICRFTE
NTVET, 750FF—IXTUTILIN)OBEMERAYINS &, StormTracking ¥+ v 1
k. 750FF—XTUTILIN)OBEMDHERIIND R 1 DOAL Y RICEX AWS KMS
TBHET, BEOAL Y RIFVHENDDZBHEET, ChIZKY, 1 DOALY ROKAH (I
JOTAREREEFEAWSKMS LTHF v Y2 12EHLET,

StormTracking ¥ v Y2 1 Z2FEATRICEF. ADEZEELET,

s IVRNUFHA NI T O-ALFrY Y2 ACRMTERTSOFF—XTUTIOIV NI OB
ZHRLET,

77 # )L MME: 1000 T> MU

s IVRNUDTN—Z2TF=IVOHA X —ELTIN—Z220T0F2T50FF—ITUTILOIY
NUDBZEERELERT,

T7#)NOE1EOI N
- BFHE: BRAYNMNBEICTZOFF—IXTUTIINOEHZRITIDVHEERLET,

77 %) NME: 10 %
- BFER: 7S VFF—XTIUTILOEFNATENDBROVEEERLET,

F72I)NME 1B
« JP7OTFINTSU0FF—XFTUTZINOEFORBRTHATELARKEEEZELET,
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77 # )L N DO{E: 20 BIOEIT

- WEBHO Time To Live (TTL): 75 FXF—XTUTIILOEFHOBITN ZRALTIRNTBDETOY
BEEEZELET., ¥ ¥ v 1h GetCacheEntry ([CHZL T NoSuchEntry 2R3 £TIC, BU

F—A PutCache IV RNV EFERALTEEIRAENDET, TOTTU0FF—RBLERTHD &
BENET,

77 %) NME: 10 B
« AU—=7":fanOut ZBATIZEEICAL Y RAIAV -7 320 HEERLET.

T7F#ILNDE:20ZUR

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.graceInterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval = 1,
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

i
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Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)

#HEFXFvyv 2

TF7AILRNTR, BEX—U T, F—VT AV ARANTHECICHFLLVO—HILF vV
DAERLET, EEL, HEFyYI1ZFRATRIE, BROBEXF—JJETEFYyY> 1%
HETED LD, XEVZHNTEET, 1V AXVALTBIREF—V I EICFHLUVESEY
TUTPILEY YD 1ZERTEIOTRELS, HEF Y2131 20F vy 10 ZXEVICR
BLET, COFvY2alFk, ThESRIDINTOREF—) I THEATEET, HEFTY
21, F—VUIJETORSEITIVTIOEEZEBIZD LT, XEUFEAEEZRELTSD
ICRIABET, KDYIC, BEF—VIJGRUEBELEDF YYD IILTIEAL, 2HWEXE
7Yy NTVRNZHEIBTEERT,

HEF YV 1ZERTBIEETE, FYVII1RA(TZERLET, ¥ v Y 1XA Jthe section
called “StormTracking F ¥ ¥ > 1”& L T the section called “7Z7 #JLNF + ¥ <, 1", the section
called “MultiThreaded¥ ¥ ¥ > 1", ik ZHEETS Lt EREOHDINARLF YY1 %
BEEMAD_EETEET,

1

N—F41>3>

EBOREBFXF—) > JT120_EXF YY1 2FRATEET, £EF vV 12FERALTHE

F—)2IRERTEDHEE, AT3a>ON—FT4>3 IDEEEXETCEET, N\—FT4>3> 1D
., FYVIALLEZTACHEEBEF—V T EXBILET, 2 DOREFXF—) IR N—FT 123
> ID. logical key store name, 75> FF—ID 283RBITBBE. 2 2OF—U > JFFrvI 1R
TRALULFYY21I NI ZHRBLET, BUEEBEF YV I1TELD/N—TFT1232 IDs Z2HO
2OOKEBF—U U EERTDIE, BF—UJRREEF YV IRNOBBOEEENLE/N—T 1
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2IAUHNBOKEFYVIATIORNIICTIOEALET, N—T142 3> R@3HEXFYYI1RNORESD
L THeEEL, BBEF—-V T, BON—FT 123V IIREFEEATVDERTF—REHETD L
B, MANEEEhEN—F 423 THYILTHETEET,

N=FT4232A0F Y2 1TN)ZBRNAFTLEREIZEEE. HAON—FT 132D

EERTIVENHBVET, N—T123> IDzEREFXF—VVILETE., F—VVITR. 75>
FF—XTUTINZBERELTBEREITZOTRELS, £BF v 1CBRCFETRF Y2
IVKNVZBRNATERT, N—T1>32 DZEELBEVES, BBFXF -V JZA2ARVA
LTBDLETIE, —BON—FT14232 IDFF—UJICEBNICEYN I TShET,

ROFIEF, T7ANBOF T V21247 THEF v Y21 ZERL, BEF -V JICETHE
ZRLTVERT,

1. ITUT7IL7AONAZE—Z47 51 CryptographicMaterialsCache (MPL) ZFEAL T
(CMC) Z4ERK L £9, https://github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.builder()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelnput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.buildex()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ .NET

// Instantiate the MPL
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var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
new CacheType { Default = new DefaultCache{EntryCapacity = 1003} };

var cache

// Create a CMC using the default cache
var cryptographicMaterialsCachelInput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType::Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?>,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

2. #EBEFv¥ v amCacheTypeA 7TV NEERLET,

AT Y7 1 TsharedCryptographicMaterialsCachefER L = Z# L \\CacheType# 7
SIVRNIELERET,

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.buildexr()
.Shared(sharedCryptographicMaterialsCache)
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.build();

C#/.NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

3. ATY 7 20 sharedCache A7 T O N EHREF—VTICELET,

HEFXF YV 1ZFEALTHEEXF—V I RERKTREE. #7230 TEE
#EpartitionIDL T, BHOKEEFX—V > JETFrv 1INV ZHRBETEET, /N —
TA423a2IDEEBELBVES., BEX—VJRkF—-—VJIL—EBEON—FT1>3>ID%
BEMICEYHETET,

(® Note
BLU/N—F 4> 3> 1D, . logical key store name7 5> FF—ID #58BT5 2 DBk
NDFx—VVTEKTDE, BEF—VJREEF Y2 INTALULFYY> 1Ty
NUVZHBLET, BHOF—VITRAUFYY 1IN ERBLEVESE.
EEX— I ElIl—BEON—TFT1423a DEERTIHENFNHYET,

ROBITIE, Tbranch key ID suppliers ¥ v < 1 &IFRA" 600 WOBEBF—1) T ZERL E
To AOBBF—) I RETEBENTVSEOHFMICOVWTIEE, T 25BLTLKES
UM the section called “BEEX—1) T ZEKT B

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
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.ttlSeconds(600)
.cache(sharedCache)
.partitionID(partitionlID)
.build();

final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{

1Y

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,

TtlSeconds = 600,

PartitionId = partitionID

var keyring =

materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring
let keyringl = mpl

.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())

// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if

clone it to

// pass it to different Hierarchical Keyrings, it will still point to the

same

// underlying cache, and increment the reference count accordingly.
.cache(shared_cache.clone())

.ttl_seconds(600)

.partition_id(partition_id.clone())

.send()

.await?;
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[EEX—V>TZERTS

EEFX— T 2ERTRICRE. ADEZEETILENHYET,
« F-ARNTH

F—ARTELTHETZHICERL = DynamoDB T—7 LD BHI, TERFEF—ARNTEE
&

%+ v > 1 #|PR Time to Live (TTL)

O—ALF+r+Y21RNOTS0FF—ITIUTILINIEZFERATESEHE BRINICEDE
TORE) (#)e FYYIIFIRTILIEE, 9FAT M TSOFF—OFERZFFT AWS KMS
ITRLEHIC ZFVEITHEEZEBELET, CcOERFREOX) RELBZTNEZYEREA, ¥V
AR TIL OBMERES IS E, IVMJEREHE AT, O—DIFr v 1HSHIBRE N
S

- TIUFF—O#BF

F—ARNTAD1D2OT I T 171575 FF—branch-key-idZEBi T2 2HNICKRET S
B TIUFE—DHT IV —REETERT,

T72U0FF—IDHYTS4 VI, BEHLIVTHFANIREEATVWEZ 71 —)LR%E

FALT, LO—ROESICHELETSOFF—ERELET, T7FILNTR,
N—=—TFT1423a>F—EV—RF—DHENBEEAITFANIEENET, £E

L. SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEEE{L7 V> a > &#FEAL T, BS{I>
THFANIEBMDT7 A —)LREEHDENTEET,

ETFUNIBBOT SO FXF—NHBIINFTFRNTF—ER=AICR., 750FF— DY
ToAV—%FERATRI_LEBLS<BEOLET, 7S50 FF— DTS4 V—%2FEALTT S
VFF—IDs DOANRTVEFZERL., FEOTFVRODELWI S FF—ID ZFEEIC
RETEET, HIZE. LU RUBEERATDE, 750 FF—% b3f61619-4d35-48ad-
a275-050f87e15122 MADH V) I tenantl ELTSEBTEEXT,

BEARL—23205GE. E—OBEFXF -V J2#NIIRELTESZE—OTF > —I2H
BR¥Bd2es, 7SU0FF—IDHT/SA4V—2FEALTLI-ROBESZHBYETRZTFOI—%
BEITARIEETEERT,
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c (ATTIV)FYVI O

FYYIARMTELERGO-AILF Y Y2 ICRMTER TS OFF—XTUTILIV NI OB %
NABIAXTBGER. F—V I 2P TIBRICF Yy Y2 1R4TETIVRNIF YN T4
ZHEELET,

EX—1) 7. 74K, MultiThreaded, StormTracking. EENF v v > 14/ 7 %Y
R=KNLET, EFYVIIARATZERITDHEOFHMEFICOVTRE, T, 2RBLTILKEE
Uthe section called “F ¥ v < 1 %i8iRT 3",

FYYvIa1EEELEVEES, BEBX—U V. BENIC Default ¥ ¥ v> 124472 EHAL.,
IRUFYNT4% 1,000 ICERELET,

c (ATa)YN—=F14232ID

ZEET BB AEthe section called “£EFvv> 1", 723> TN—FT4>3 IDEEET
EBEXT, N\—F71423a2 DR, F¥vYv21ICEZACHKEFXF—) I ZXBILET, N—FT 4
>AVAOFYYIATIVN)ZBRAXRLERRAETREEE. MBEON—TFT 1232 D ZER
FTRIRENFHYVET, N\—T14232 DICEREEOXFIZEETEET, N—FT1232ID
EEELEVGE, EREC—ZEON—FT12a> DAF—UJICEBNICEYYTShE
E

MBI DWTIE. TPartitions) Z8BLTLEFE L,

(® Note
BAUN—FT423>ID, ., 750F%—IDZSRID2OULOF—UVITRERT
%logical key store name&, EEX—U > JREFEF Y Y I1ATALF YY1 UM
DERELFET, BHOF—VITRLF YV 2T NI ZHBLEVESE, BE
F—)IELL—EBEON—T 423 DEFERITILENHYET,

s (ATTIAV)HEARM—=TO DU AN
WEF—) > THAOKMS F—AQT I ERAEHFAICL > THETBHEEE. F—U T E20HIL
FTEIRICHERINTOHFAN—VERIEBEETDIHLEN HVYET,

BN7SOFF— D EERALTHEBF—V I RERTS

ROBIE, BT S>FF—ID. . thesectioncalled “F7 A RhFv¥ v 21"Fv v 24| TTL
A 600 WOKEBEFX—") > T %ERKTZHEERLTVET,
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.tt1lSeconds(600)
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;
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7o520FF—DHTSAV—Z2HEALTHET—V I ZERTS

FROY N—HA K

ROFIERE, 7Z20FF—I DTS4V —ZFALTREF— VT E2ERTBHEERLTVE
ERD

1. 750FF— DTS4 V—%2EHTS

ROBITE, ATYT1THERLE2 20750 FF—0T7LY RUBERERL,
CreateDynamoDbEncryptionBranchKeyIdSupplierZ M L T AWS Database

Encryption SDK for DynamoDB Y 24 7> N &2FERAL TS0 FF—ID Y754 vV —&ERKL
79,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()

.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();

final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.builder()

.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))

.build()).branchKeyIdSupplier();

C#/ .NET

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
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this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;

}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id

pub struct ExampleBranchKeyIdSupplier {
branch_key_id_for_tenantl: String,
branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::buildexr().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();
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2. BEFXF—VVITZERTS

ROBITRE, ATYTATERLIETZFF— DTS4V —, ¥ v 1HRTLL 4 600
B, RRFY Y2144 XH 1000 DEBF—1) T 2HMHLLET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 100 }

1Y

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
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let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

BRRAEEESLOLZODODEEXF—V T OEH

BREAESESLEERTRE, T—EIR—Aeh2z2ESTE i<, BEStehiLd—R%Z
BRRTEERT, chlF, E-OVZFEALTESILEN LTI —ILROTL—2TFARNDELC A
TYIARENTBDCETERRENE T, RRABRBESHLERETDICE, BEF—V > J2ERAT
PUBENBVNET,

F—ARKNT CreateKey ARL—> a2k, 750FF—EcE-0F—0OAAFEERLET. 75
FF—l. LO—ROBSELELVESARL—2a > TCERAEThET, E—DF—E&F., £E—1
VERERTBIEHICERAENET,

To5U0FF—ebE—00F R, F—ARNTH—ERADERBEICIEEL = AWS KMS key £ D £ [F
ULk > TREENET, CreateKey ARL—2 a2 AWSKMS Z2HUOHEL T/ S0 FF—%
T B &, kms:GenerateDataKeyWithoutPlaintext Z 2 BIR'H L T, ROV IV TANEFEAL T
E-O>F—Z4ERKLET,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"tablename" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1
1,
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"
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MAEOF—ZERL %, CreateKey ARL —3 3 & ddb:TransactWriteltems Z R OHL T, 7
FUFF—EE-AUF—ZXEATED 2 O0HLVERBE/SVFF—ARNTICEERAXET,

BEE -1 %RETSE, AWS Database Encryption SDK EF—ARNZICE—>F—%20T
JUET, TDOHE. HMAC X—A M extract-and-expand #3& H B% (HKDF) Z2EFEHL T, E—1>
F—ELBEEE-TOVOBRZHEAEDLE., HEOE—O2 O HMAC F—ZHEHKLET,

7S5 FF—E@RAY, F—ANTbranch-key-idlcl &L 1 20E—>F—/N—Y 3>
LA®BYWELA, E—OVF—AO—F—Y3vEhdltddYERA,

E-2F%F—YV-—-ADER

BEE—-JVBRVPESGE—OE—N—2a 0 Z2EHITHBICIEK, E—OF—&FAIL.,
E—O>F—XFUTLOF v v 145IR Time To Live (TTL) ZEETRIHEN HYET, £—1
F—ITUTLEKE, 750FF—cGB0oO—ALFr vy 2B MENRET, KORAZIRY ~
. TN TFI—F—ER—AM keySource ZEETDHEERLTVET, BENSTSH
TW% branch-key-id L& 2 TE—OF—&RBILE T,

Java

keySource(BeaconKeySource.builder()
.single(SingleKeyStore.buildexr()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())

C#/.NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
Rust

.key_source(BeaconKeySource: :Single(
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SingleKeyStore: :buildex()

// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_ttl1l(6000)
.build()?z,

))

ILFFFII—F—ER—ATOE—IYY—ADES

RIVFTFUI—F—ER—ANHDHEE. keySource ZRETIHRICRNDEZIEET D44
ENHYERT,

keyFieldName

BEOTFO—II2VWTERENEE—DVICFEAThDE—JVF—ICEEFHFs N
branch-key-id Z#&#M3 27 1 —)LROBFHZEERL £T, keyFieldName IZIFEEDX
FHEEETEETHN, T—EIR—AAOMOIXNTND T A —)LRT—ETHILENHVYE
T HILLWLOI—REF—ER—-AICEZIATE, TOLO—RIEDVWTOE—OVZEKT
PEHICERAENZ E—OF—%#BI TS branch-key-id A2 07 1 —JL RIZHEAE 1
F9o cO71—)LRZE—VIIVICEH T, E—OVOBHEICKEL BRI ETAE—
AVF—XIXTUTILERETIHXEN HYVET, FHILCOVWTR., "VILFTF2—F—2&
R—AWDOE—A0D0 T Z5RLTLSEE L,

e cacheTTL

O—AE-F+r+Y21ROE-AF—NXTUTIIVN) ZERTE ZKE (FRY
NCBBZETORB) (M) cOEREOL RESBZTNEBZYIREA, F¥ Y IHRTIL
OHRNfINDE, IVRNJREO—ALFTYS1hS5HIBREhET,

s (A7 a)yFvyva
FYVIARATELEFRO—HDIINF VYV ICBNTEZ T SOFF—IXFTUTILIONUD

BENAZIAZXTDERE. F—VJZHNBLIBDBRICF YY1 2/4TEI VRN UFY
NT1ZEBELET,
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EX—1) Tk, 74K, MultiThreaded, StormTracking. EEOF v v 12 (7%
HBR—KNLET, EF VYV ARATEZERITDHEOFHMEFICOVTIE, T #23HBLT
< 72 & LWthe section called “F v v > 1 %8R9 37,

FyYyvIa1EEBEELBEVES. BEFXF—UJE., BEMIZ Default ¥ v v 1247 %FEH
L. I>RNUFYNT 1% 1,000 ICERELET,

ROBITE, 750FF—IDYHTS5A4Y—, Fv+ v 214BTLLA 600, TONUBEN
1000 DEREF—1) > T =ZERLET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build());
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 1000 }

1Y

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

AWS KMS ECDH ¥—U >4

94T MIOBES{EZ A4 75 1) OEFIA AWS Database Encryption SDK ICEEENFEL
o COFROYN—HA RTIE, 5lE#HE DynamoDB Encryption Client (B3 2158z 24 L
F£7,

/A Important
AWS KMS ECDH £#—U> &, IFUFTIL7ANAE—Z4TZ)D/)N—23>2 150 A
BTOXMEATEXRT,

AWS KMS ECDH ¥—U > J &, IR+ J1)—=X>2 NAWS KMS keysZ AL T, 2 DO HE

EETHEMMTIYE TF— Eﬂluabﬁa“o =9, ¥F—U 2T EM R Diffie-Hellman (ECDH)

F—TITV—AVKNTFILIVXLZFERLT, EEEDKMS F—RTEZFEEONT VY IF—0
TZAR—KNF—DESHEI—ILYRNZERMBLET, RIC, F—VIJEEEI—IL Y 2R
LT, F—2EStF—2REIDHESYEITF—EEHBLET, AWS Database Encryption

SDK A" (KDF_CTR_HMAC_SHA384) ZEAL THESYE VX —ZRB T2 F—IEEHRE. ¥—
EBICEET A NISTLIOXF—2a ICERLTVET,

F—IEBEHEE, 64 NAM hOF—XTUTILERLET, AEEZENELVF—XTUTINEFER
LTWVWBZELaERTDH=HIC, AWS Database Encryption SDK (F&# M 32 /N4 RZE XY M X
RhF—ELTFEAL, RBRORZ2NA N Z2HBEFZYEVTF—ELTHERALET, BSKIC, ¥—
D OMBESIENZLO—ROITUTILHAT7 A —)LRERFENATVDIOLEFLUOIY R XY
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k

REF—EHBSYEDITFXF—ZBHRTELRVES, AIRL—232RBKREUET, &A@, Alice
DT TZAR—KRF—EBob ODNT VY OF—TREETNEF—V I 2FERALTLI—-REBSL
TBHE. Bob DT TAR—KNF—& Alice DNT VY OF—THREEnEF—VJE, AL
SYRXRNF—EHBESYEIF—ZBHRL, LO—REESIKTEXRT, BobO/NTUY Y

F—HNF KMS F—RT7HSTHWEHEE, Bob Ik RawECDH ¥—U > J&#EKLTLO—REZEST

EFXT,

AWS KMS ECDH ¥—1J > Z'l&, AES-GCM AL TR#HF—TL I—REBESILLET, X
i, F—2F—&. AES-GCM Z2FRALTMRELERXESYE Y IF—TI O ARO—7ESLtE N
T, EAWSKMSECDH ¥— U JICR 1 DORESYEV IF—DHEBHDENTESE
A, EHO AWS KMS ECDH F— > J £ BT, EEEAEOF—USTERICILFF—U>

TJILEHBDENTEET,
KeY D
« AWSKMS ECDH F—) > JICHEBRT VAT

« AWS KMS ECDH F—1U > J O4EE
« AWS KMS ECDH #& ¥ —1) > J DK

AWS KMS ECDH ¥ —U 2 JICZERT UV AFA

AWS Database Encryption SDK & AWS 7HU 2V R ZZXEBEET, £€NDAWS H—ERIZEKTFL
FtHA. £LEL., AWSKMSECDH ¥—U2>JZ2FERATSICIE. AWSThHO e, DY
AWS KMS keys O IZRTDUTORNROT VEAFANVETT, POV ERAHTE, FATS
F—TITV—AVRNAF—RICK>TELBYET,

« KmsPrivateKeyToStaticPublicKey #F—7J U —X> NAF—NZFEHALTLO—
REESILELVESTBICE. EFE DI KMS F—ARTIC kms:GetPublicKey &
kms:DeriveSharedSecret "R ETF, F—U2JZA VAR AT B EEICEFED DER
I>OA—RENENT VY OXF—%2EEEETIEHS. EEBEOFENHKMS F—RTICHTS
kms:DeriveSharedSecret 7 7 E AFFAI D KA RETT,

- KmsPublicKeyDiscovery ¥F—7J U — XV RAF—TXZFEALTLI—REESTSICE. 18

EENEZIEFIR KMS F—R7ICX T % kms:DeriveSharedSecret & & T kms:GetPublicKey 7 2
T AFANYETT,
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AWS KMS ECDH F— 1 > J O1ER

TF—RERSE LV EFTITSD AWSKMS ECDH F—U VT ZERTBIC

l&. KmsPrivateKeyToStaticPublicKeyF¥—7JJ—X>V NAF—YEEH
TRIBENFHYVET, F—T T VX NAF—TZFEAL T AWS KMS ECDH
KmsPrivateKeyToStaticPublicKey #F—U > J ZHHLTBICIE. XOEZIEELET,

« EEED AWS KMS key ID

KeyUsage fEA" MIEXFR NIST #REFM AR (ECCKMS F—RT7 ZHFNTIHEN HVY E

FKEY_AGREEMENT, EEEND /' TANR—NF—&F, HBE>—IJL Y NEMBITZLEHICERATH

£9,
c (ATTIAV)EBEONT VY UF—

RFC 5280 TEZENTWVWABKSIZ, SubjectPublicKeyInfo (SPKI) &€ M Fn3 DER T
O—RENEXS0NTVYIF—THBHBENHVYET, hiips:/tools.ietf.org/html/rfc5280

AWS KMS GetPublicKey AR L —> 32 E, ERHEKMS F—RTONT VY U F—2HER
DERI>I—REXTELEXY,

F—UITNITS AWSKMS FOH L O#ZRS Tk, EEEONT VY O F—ZEEEET
EET, REEONT VY VF—ILEFABESEATVEVES, F—U2JE AWS KMS & T
HUTEBEONT VY UF—ZEBLET,

- BEHEONTVY OF—
RFC 5280 TEHE N TWH &SI, (SubjectPublicKeyInfoSPKI) & &WEE N3 BEED

DERIVO—RENE X509 /NT VY IOX—%IBETDIHENHVET, hitps:/tools.ietf.org/
html/rfc5280

AWS KMS GetPublicKey AR L —2a>id, R KMS F—RT7ONT VY O F—%MHEK
DERI>O—REXTIELET,

« HRRAER

BETNLEF—RTOBAHREERZBIILET. EEELZEEOREOF—RTIE, EU MR

ARTHIBENHY KT,

BM7%{E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
c (AT AV)FAR—=TODOIAN
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AWS KMS ECDH ¥—UJ 2T O KMS ¥F—AOT7 OV tRA%&2TJT 5 NTHETZEEEK, ¥F—J20Y
B LT R EEICMBEBRINTDITSNN—V 2 BIEEETIHENHYYET,

C#/ .NET

ROBITE, EEEDKMS F—, REBEBONT VY OF— ZEHEONT VY OFX—%E
ALT., ZFEALTAWSKMSECDH ¥—U > J &2 ERLET, CcofiTE,. #7320
senderPublickey/ N\T X—&RZFERAL T, EEEONT VY OF—ZIEELFET., EEEON
Ty oF—#EELBEVEE, F—U2JIEAWSKMS 2HVOHL TREEEONT VY HF—
ERBLET, REELZEEOMADF—RTHECC_NIST_P256HELEICHY) £,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);
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Java

ROPITIE, BEEDKMS F—, REFEONT VY OF—, ZEHEONT IV IF—%4E
BALT., Z2FALTAWSKMSECDH ¥—U>JZERLET, cOPITRE., 772320
senderPublickey/N\TX—&RZFEAL T, EEEONT VY IVF—ZHBELFT., EEFEEON
Ty oF—2EBELEWEE, F—U 2Tk AWSKMS ZHUOHEL TEEEONTUY UF—
ERMBLET, REEELZEEOAADF—RTHECC_NIST_P256HELEICHY ET,

// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" )
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust

ROBITE, EEEDKMS F—, REBEONT VY IOF— SEHZEONT IV IOF—%E
BALT., Z2FALTAWSKMSECDH ¥—U>JZERLET, cOPITRE., 772320
sender_public_key/N\TX—XRZFERAL T, BFEEONT VY IVF—ZIBELET, EEFEEOD
NTDYOFxF—#EBELEWVEE, F—U 2T AWSKMS ZHUOHLTEEEONTUY D
F—ZBEBLET,

// Retrieve public keys
// Must be DER-encoded X.509 keys
let public_key_file_content_sender =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;
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let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;

let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput::buildexr()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

AWS KMS ECDH #®HH¥—1) > J O ERK

E5 3L EIE, AWS Database Encryption SDK A" EHTE D F—ZEETDIDHARARNT S
TAATT, CORARNTZOT 4 AILH#SICIE. KmsPrivateKeyToStaticPublicKeyF—7 %
)—XV NAF—YTAWSKMSECDH ¥—D>JZ2EALET, L, AWS KMS ECDH #iH
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AWS F— & X —ZREE1, SDK FAROYS—HA K
F—U2Y, 2FY, BEENEKMS F—ARTONT VY OF—4H, BE{EhhiZLI—ROIFT
DFLZHET A=) RICRECIATVWRZEZEONTVYIFXF—L—HITDLI—REESTES
AWS KMS ECDH ¥—U > J RERKTHEEETEET,

/A Important

KmsPublicKeyDiscovery ¥F—F7J U —XV NAF—NZFEALTLO-RZEST 5
&, FIEEZICEEELS, IXTONTVY IF—%2ZHFANET,

F—TI V=AY NAF—T&FEHAL T AWS KMS ECDH KmsPublicKeyDiscovery ¥—1U > %5
ZUHLTBICIE., ROEZEELET,

- Z{E&E DO AWS KMS key ID

KeyUsage fEA" O IEXFE NIST #REM AR (ECC)KMS F—RT7 Z2HFNTEHEN HYE
FKEY_AGREEMENT,

o HIFRMEER

ZEEDKMS F—RT7OEMHBELEEZBILET,

B3 {E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
c (AT AaV)HFARN—=DO DUARN

AWS KMS ECDH ¥—U>2 T M KMS ¥F—ADT7 VA& T Z > NTHETZHEEE., F—U>T
BT REEICHERINTOIS U NN—U  BIEETHIHEN HV)ET,

C#/ .NET

ROBITIE, ECC_NIST_P256H#RIC KMS ¥—AR7F7 %D AWS KMS ECDH # i+ —

)T =ERLET, BEE N KMS F—ARTICX T % kms:GetPublicKey & kT
kms:DeriveSharedSecret 7 7 L AHF AN BETT, COF—U2 TR, BEE iz KMS F—AX
TONTVYoF—HK, BEAEhELI—ROITFUTILHEB7I A =L RIZREEATVEZ
BEONTVYOF—E—HITBHLIOA—REESTEET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
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var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

IXDOFITIE, ECC_NIST_P256 #RIC KMS ¥ —AR7 Z3#F D AWS KMS ECDH & i ¥ —

DT BRERLET, BEE N KMS F—ARTIZW T % kms:GetPublicKey & & T
kms:DeriveSharedSecret 7 7 CAFFAANMBETT, cOF—U 2T, BEE i KMS F—AX
TONTDY OF—8, BEXENELI—ROITUTILHBT7 1= RICREENATVEZ
BEONT VY OF—E—HIBLI—REESTEET,

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildexr()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
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let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
.await?;
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9S54 TF > MIOBEEILS 4751 OFHEIA AWS Database Encryption SDK ICZEEEhFEL
o cOFRAOY/N—HA RTE. 5lZ#Z DynamoDB Encryption Client [CB T 28R Z=RHL
7,

AWS Database Encryption SDK Tlk, F—XF—%2REIZDSYEIF—ELTEREL  AES
WNMF—ZFEATEET, F—XTUTINZER, BN, REITDXENfHVET (/\—RVITL
FAVTAED 1= HM) TR F—EBBATATITSONFELVTT), SVvEVTFX—%
BEL, O—ALFELERFAT7SA U TTF—E2F—2RBELIBZILEN HDEHEEFE. RawAES ¥—1)
VU EBERALETY,

Raw AES ¥—1U > J &, AES-GCM ZIdVXALE, NMMEIIELTEELESYE Y TX—%
FATR LK 2TTF—REBEILET, FRawAES F—U VI TEETERSVE I F—
k1 2EFTTH, BHO RawAES F—) VI EBMT, FLEEMOF—)TEEEICIILT
F—)JICEHDRENTEET,

FESZBAZEERN
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F—D)JRND AES F—&BATDLEHIC, RaWAES F—U Tk, BELEF—ORBAIZEBE
F—RBEFEALET, chSOERS—ILY NTREHY FH A, Database AWS Encryption SDK
ALO—RICEMTEITITILNOHRBICTL—2FTFANTRRIENET, HSM FLFF—FE
JATLOF—OBRPZEBE, TDATATAES F—Z2RBATHF—BEFERAITAHCLZHED
LET,

® Note

F—OBFPEBMEF—FIE, JceMasterkKey @ [Z’ANAF— ID] (& [77O/N1 X —))
74— RE[F—IDI 71— RIZHIBLET,

BEND7 A - REZEESHEHICESIZLEHICRBZDZF -V VI ZEBETIER. BAZBHEAR
DENEETT. EEF—UVTAOF—OEBANZHEF—BH. BELF—I2TAOF—DEH
ZHEF—BOAXFENFOXBICERIC-HLEWVWEE, F—XTUTLONARE-T
Ho2TE, BEEF—VJRBERERELEA,

BlzIE, F—DBETZEHE HSM_01 &F—F AES_256_012 #EAL T RawAES ¥— U T2 EH
THELET, TOE, TOF—VU T %2FEALT—HOTF—R2BEEILLET, TOTF—XEES
T2ICE. ABULF—BHZEE, ¥F—FB. BLOFF—IFTVT7INZFHALTRawAES ¥—1) > T &1
BRLET,

RDOFIE., Raw AES F— U T DEKFZEZRL TVWET, AESWrappingKey Bk, EEL &2
F—XTUTFILZRLET,

Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);
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C#/.NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.

// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_@1")
.wrapping_key(aes_key_bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;
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Raw RSA ¥—1 >4

94T MIOBES{EZ 47 Z 1) ®OEFIA AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5|lZ#Z DynamoDB Encryption Client (CB§ 3 2 E#H %z 24 L
x£7,

RawRSA F— > Y lF, EELERSANTUY OF—ETSAR—KNF—FEALT. O—H)
XEVTTF—RXF—DIFRNHOBEILEETERTLET., 7T/ R—MF—FEEK. BN, RET
BDHRENFHYVET (\—RIITEFIVFAED 1) (HSM) EEREF—BESATLATITS>D
FEFELVWTY), BESLEHREFEAL T, RSRANTUYIF—OF—2F—2BEESLLET, BS
BRTTSAR—NEF—2FEALT, T—E2F—E2EBFLET, BHORSANTAITE—RHLS
BIRTEEXRT,

EFILEEBFTZEITS RawRSA F—D 2T ICIE, ERHBONT VY OF—ETSAR—KNEF—ORT
ZEHDBIRBENHYET, LEL, F—2OESE. NTVYIF—DH%EIFD Raw RSA £ —
DT =FERLTITSENTEERT, T, F—RDESRE. 77A4RXR—FF—0D&%ZFD Raw
RSAF—DU T #FERLTITDOCENTEET, RaWRSAF—U > FF, YILFF—UTIZED
B2ENTEET, RAWRSAF—U T ENT VY OF—B LT TAR— N F—2FEAL TEHRE
TBBER. ThSHRALF—RTO—HTHDEEZBMBLTLILEEL,

Raw RSA ¥—1) > 7' &, RSA R S{LF—THEHAE B AWS Encryption SDK for Java $B&.
M JceMasterKey L EAETH Y, MEERAETNET,

(® Note

Raw RSA F—UDU 2 JF, IERHEKMS F—Z2HR—KMLEHA. A RSAKMS F—Z &
AT3ICEF. AWSKMS F—DU 2 JZBELET,

BHIZEEE B

F—)IJRNDRSAF—IXTVTINZBINTDEHIC, RawRSAF—U Tk, EEEL =+ —
NDEMZE[EF—BZFEALET., ChSOERS—IL Y NTREHY EFE A, Database AWS
Encryption SDK AL J— RICEBMT BN TUTZIOHRBICTL—2TFARNTRRENET, HSM
FrREF—EBEEBIATATRSAF—ART7 (FLEREZTOTTAR—KF—) 2BHTE2F—0ORFZE[
EX—RBEFERATHEEZHEBOHLET,
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® Note

F—OBFPEBMEF—FIE, JceMasterkKey @ [Z’ANAFZ— ID](F& [7O/N1 X))
74— RE[F—IDI 71— RIZHIBLET,

BEOL I—REZESILBRVESITZLEHICELZF -V I ZBETHHES. BRZEBEAERTO
BAEBETT, EEF—VUVITHAOF—OHEHMEFEF—BYN, BELF—UITHNOF—OBHIZE
BEF—BOAXNFENXFOXBICERIC—HLEVEES, TOF—DFRLF—RTHLSOENT
Ho2TH, ESF—VVIJRFERAEThEE A,

EENBLCEEF—UITAHADF—YTUTIILOF—ORBEHEF—BF, F—VTDF—AR
TICRSANT VY OF— RSATTAR—KNF—, FLEEAOF—HFEFTIhTVWRHLESHIZH
APHsd, BUTHBDRBENFNHYET, flAE, F—DOBEIZMHE HSM_01 & F—7F RSA_2048_06

ZHEDORSANT VY OF—O RawRSAF—U VU 2FERLTTF—REBESLIBDELET, TO
F—REEFTITBICE, TTAR—RNF— (FEREF—ART), BLUPELUF—0OZFZ=BERBEZE
AULTRawRSAF—U T ZBELFT,

NF12TE—R

BELeEFTICEAEND RaWRSAF =V T DEHICNT A VT E—RZEETSIH, FhiET
NEZEEITIEREEOMEEZERATAILEN HYET,

. ZEEBOFNICHL, ROINF 12T F— KR AWS Encryption SDK ZHR—KN L TV E

9, OAEP NFT 14 T E—R, 45(C SHA-256 ZfEFA % OAEP & & U SHA-256 /N7 1 U & EH

T MGF1 ZHEHLET, PKCSTI NT 12 TE—REF, THNEBREDOLEOHDEYR—KNEhTV
F9,

- SHA-1 ZEHA 9% OAEP 8KV SHA1 NF 4 T ZERAT S MGF1

- SHA-256 ZfEF 9% OAEP & &K T SHA-256 N7 1 > J = AT % MGF1
- SHA-384 ZfEF 9% OAEP & KT SHA-384 N7 1 > J =AY % MGF1
- SHA-512 ZfEF 9% OAEP & KT SHA-512 NT* 1 > J = AT % MGF1
« PKCS1VIS NF12 T

XD Java DfllE, RSAF—RTONTVY OF—ETTAR—NF—2FERHL, SHA-256 ZEH
T3 OAEP 8 KT SHA-256 NF 4 T E—REFEHATS MGF1 285 H 9% RawRSA ¥—U > Y
EERTDHEZRLTVWET, RSAPublicKey # kT RSAPrivateKey ZHd, IEETZF—Y
TOT7ILZERLET,
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Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.I0O.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512 MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name("RSA_2048_06")
.key_namespace("HSM_01")
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(RSA_public_key)
.private_key(RSA_private_key)
.send()
.await?;

Raw ECDH ¥—1 >4

94T NMIOESILS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2 E#H %z 24 L
x£7,

/A Important

Raw ECDH ¥—UU>J &k, XFUTZL7AONAE =4 TZVDIN—23 2 150 TOHKfE
HATE&ZET,

Raw ECDH ¥— > J i}, BEULLEBHABEONT VY J/T7SAR—KNF—RT7EFAL T, 2
DOHEBEBTHESYE IF—ZBBLET, &I, F—V2IJR, EZEEOSTAMR—F
F—, BEHEONT VY UF—, FEHHMLE Diffie-Hellman (ECDH) F—F7J U =X RF7ITIU X
LZFERALTHES—VLYRNZEREBLET, RIZ, F—VJREE>—IL Y hEFEAL T,
T—REBILEF—2REITIHESYEITF—ZWMBLET, AWS Database Encryption SDK #*
(KDF_CTR_HMAC_SHA384) 2L THEZYE VX —2WMB T2 F—WMEEKEE. F—HBEIC
B2 NIST L IXF—2 3 ICERLTOVET,

F—HBEKE., 64 NA1RNOF—IXTVTILEERLET,. AHEENELVF—ITVUTIEFEH
T5KSIC. AWS Database Encryption SDK F&#® 32 /N4 R ZJXY RX M F—E L THEH
L. RROBZ2NA NZHBZYEIFXF—ELTFERALET, BRI, F—UIHFBESLEh
ELO—ROXTVTZILHRA7 1 =)L RICERFENTVBIOLERILOZY M NF—EHESYE
VO F—ZBETERVEES, AIRL—23VR@FEXKBUET, AR, Alice DT TAR—K~F—
EBob ODNT VY UV F—TREENLF—V VI 2EALTLI—R2BESILTSHSE. Bob D7
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FGAR—RF—E Alice DNT VY OF—THREENLEF—DV 2T, ABULOZIYRMX N F—CH
5ovE IJFXF—%2BRL, LO—REESILLTEET, Bob ®/NT VY IF—H AWS KMS key

RT7HESDEDTHDHE. Bob I AWSKMSECDH F— 1> #ERLTLIO—REESTESE
9,

Raw ECDH ¥—U > J&, AES-GCM ZEAL THMF—TLI—RZESHLLET, KRIZ. TF—
2% —F. AES-GCM ZHEAL TRELERBESYE JF—TIOARO-—THBELENET, &
Raw ECDH F—U>J IR 1 DOHREZVYEVITXF—DHEBHRIENTERTH . BHHO Raw
ECOH #—U2JZ BT, FLRMBOF—VDTEHRHINILTFF-VVTICEHRENTES
ERD

T7AR—KNEF—DER., R7FE. REE., \—RIVIT7EF21VF1ED 1) (HSM) £lFF—
EBIATATISCLEZBEOLET, EEHELZIEHEOF AT, FERUBSHMKRLICHY
£ 9., AWS Database Encryption SDK &, RXROBEABBREEZHR—KNLTVET,

« ECC_NIST_P256

« ECC_NIST_P384

« ECC_NIST_P512

Raw ECDH F—U > J O ER

Raw ECDH ¥—1) > J &, RawPrivateKeyToStaticPublicKey, .
EphemeralPrivateKeyToStaticPublicKey® 3 2OF—TF7 T =X NAF—XZHR—KL
TWETFPublicKeyDiscovery, BIRULEF—TFT I VXD RAF—XIZ&L2T, ETTEIHES
ARL =232 XX TUTINOEKILTHEENFRENET,

NEY D
» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

» PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

RawPrivateKeyToStaticPublickey #F—7J U —XV NAF—IEFEHAL T, F—U I TiE
BEODT AR F—EZEEONT VY VXF—BBNIIRELET, COF—TFTIV—XURA
F—~NE. LIO—RZBESILERTESIKLTEET,
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RawPrivateKeyToStaticPublicKey F—7J U —X>V MNAF—YZFEAL T Raw ECDH F¥—1)
DU EMBMILTBRICEKE, ROEZEELET,

c REBED TS TAR—KNF—

RFC 5958 TEZENTWBDLSIZ, BREENDPEM I I—RE kT T4 RK—KhF+— (PKCS
#8 PrivateKeylnfo #15) ZIEE T B HEN BV ET,

- FEEONTVY OF—
RFC 5280 TEHE hTWA&S(Z, (SubjectPublicKeyInfoSPKI) & &FE N2 SEED

DERI>I—R&EnE X509 NT VY OF—%EBETIHENHV)ET, hitps:/tools.ietf.org/
html/rfc5280

FERHF—FTITV—AKNKMS F—RTONT VY IF—, Tk OABTERE W lF—RT
ONT VY OF—%RIBEETEET AWS,
. EIERMAR

BEENLEF—RTOBAMREREZRBFILE T, EEECZEEOWMHOF—RTICE, BUH
MUEBENIBETT,

BM7%{E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()
{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput
{
SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
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CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

XD Java DFITIE, RawPrivateKeyToStaticPublicKeyF—7J ) —X2 NAF—N%E
ALT, BEZEOTSAR—RNF—LZEZEONT VY IOF—ZBHNIIRELET, MHADF—
ARTHFECC_NIST_P256HR EICH VY ET,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);
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}

Rust

XD Python O HITIE, raw_ecdh_static_configuration¥F—7J U —XV NAF—T %
ALT, BEBEODTSAR—RNF—EZEEONT VY OF—2BNIIRELET, MADF—
RT7HFBEUHBLEICHZHENHVET,

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput: :buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring

let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()
.await?;

EphemeralPrivateKeyToStaticPublicKey

F—T )X NAF—YTHREE N /zEphemeralPrivateKeyToStaticPublicKey¥—1 >
JiE, FILLF—ARTZO-DILICHERL, BSIEFOCHLIEL—BEOHRBEZYE JX—ZEE
LET,

COF—TITV)—AVRAF—XRLI—ROKZFES{LTEE
9, EphemeralPrivateKeyToStaticPublicKey ¥F—7J ) —X> KNAF—Y THRESILENEL
O—REESITBICE. ALZEEONT VY VF—TREENERBEF—T IV —XVNAF—
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NEeFERATIHENHYET, E5T I, PublicKeyDiscoveryF—F I U —X> N7
JXLT RawECDH ¥—U >V J&ERTE AN, ZEEONT VY VF—NEHBF—T T —X>
NKMS F—RT7HAS5NDENDTHBHFEAIE. KmsPublicKeyDiscovery ¥F—F 1) —X2 NAF—XT
AWS KMS ECDH ¥—U > J#ERATE XY,

EphemeralPrivateKeyToStaticPublicKey ¥—7J 1 —X2 NAF—YXZFEAL T Raw
ECDH ¥—U>J =z #HtT3ICIE. XOEZEELET,
« BEEONTVY OF—

RFC 5280 TEZENTWVWB K5I, (SubjectPublicKeyInfoSPKI) L EMIENDZEED
DERI>O—RENEZX509 /N7 VY IOX—ZIBETDIHLENHVET, hitps:/tools.ietf.org/
html/rfc5280

FEXMHF—TITV—XKNKMS F—ARTONTVUYOF—, £k OABTERE N EF—ART
DODNT VY OF—%IBETEETT AWS,
- MR

BEEAENT VY OF—OEMAMBREERERILET,

BSLIIC, F—UDJRBEEENIHBECHLVF—RTEZERL, HILLTTAR—KF—¢L
BEENENTUY OF—2FALTHESYEJF—ERBLET,

Bxh7%{E: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

ROBITE, F—TFITV)V—XRNAF—T%ZFHL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKeyF—U T ZERLET., BEHLEIC, F—U
VO REEEN/ECC_NIST P256HERICHLVWF—ART7EO—HDINICERLET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()
{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
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RecipientPublicKey = AlicePublicKey

}
i

var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

ROBITE, F—TFITV—XRNAF—T%ZFHAL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKeyF—U 2T ZERLET., BEHLEIC, F—U
VI REEEN/ECC_NIST P256HERICHLVWF—ART7EO—HDINICERLET,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
.recipientPublicKey(recipientPublicKey)
Lbuild()
)
Lbuild()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemerallnput);
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}

Rust

ROBITE, F—TITV—XNAF—I%Z#EHL T Raw ECDH
ephemeral_raw_ecdh_static_configuration¥—U>J&EKLFTT. BELEIC, F—
DR EBETNEHBRICHLVWF—RT7EO—DILICERLET,

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput::buildex()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
Lbuild()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;

PublicKeyDiscovery

B59BLEIL., AWS Database Encryption SDK A" fEFATED T YETF—REBETDHIDOHNIRA
NT7ZSOTAATT, CORARNTZIOTARAICRSICEK, EEBEODTTAR—KEF—CZEEON
JUYOF—OEFZEETSECDHF— UV J&2EALET, 2L, Raw ECDH #iEF—1U>
g, 2FY, BEEMEF—ONT VY IF—HABESHENELI—ROITUTIFEBAT7 41— R
ICRFEENTVWERZEEONT VY OF—E—HITBLI—REEFTES RawECDH ¥—1U > Y
ZERTBDCEETEERT, cOF—TIV—AXVMAF—NXRLI-ROKZEESTTEET,
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/A Important

PublicKeyDiscovery ¥F—F7J ) —XV NAF—XZFEALTLI-REESTIES,
AEZICEELELS, IXTONTVYIF—2ZFTANET,

PublicKeyDiscovery ¥F—F7J U —X2V NAF—YXZEAL T Raw ECDH ¥—U > J Z##{Ld
BICEE, XDEZEELET,

- REEOBNT ZAR—KF—

RFC 5958 TEZEENTWAKSIZ, BEENPPEMI>I1—RENETTAX—KF— (PKCS
#8 PrivateKeylnfo #i&) ZIEETHXEN BV E T,

« HRRAER

BEECAETZAR— M —OEAHRERZRAFILET. EEELZFEEORHOF—RTIC
k. BUHRERI BETT,

B {E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

ROBITE, F—TITV—XUNAF—YZEMHL T Raw ECDH PublicKeyDiscovery¥—")
VIRERLET, COF—UDITR, BEENLETSAR—MF—ONT VY IF—K BS
fENELI—RONYTFUTILHEBA7 1 —ILRIZREEATVRZEEONT VY OF—E—F
¥BHLI—REESTEEXT,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey

}

};
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var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

ROBITE, F—TITV—X2 NAF—YZ ML T Raw ECDH PublicKeyDiscovery¥*—")
VIBRERLET, COF—U2DTR, BEENETTFAR—RNEF—ONT UV OF—H BS
BENELI—ROIYTFUTILHEBA7 1 —ILRIZREENATVBZZEEONT VY 9F—E—F
¥BHLO—REESTEEXT,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

Raw ECDH F¥—1 > J DR 109



AWS F— &R —ABEE 1l SDK FROYN—HA R

}

Rust

RO OBITEE, F—TITV—XRNAF—Y%ZFEAL T Raw ECDH
discovery_raw_ecdh_static_configuration¥—U>JZERKLET, CcOF—UT
. BEENLETTAR—BF—ONT VY IF—HFAVE—VBESNIREEIATVEZEE
DINT VY OF—E—HBITBAVE—HEESTEXT,

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput::buildex()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;

ILFF—UY

94T NMIOESLS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE%HE DynamoDB Encryption Client (B8 3 2158z 24 L
x£7,

F—UDTBBHEEDETINLTFF—VIICITRENTEERT, NIALFF—U T, BRICH
BB, 1 2ULOEROF—D I TERENDF—VITY, —EOF—DJ2EREARAL
EBEDRSICEELET, VILFF-—UDIZFEALTT—R22BSILIZEERE. TOF—UY
TIEEENDREEOSVE JF—ZFEALTEDT—REHESTEET,
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NILFF—DIZERLTTF—R2EBSHLTEIHEE. WThhroF—J 082D ITXRL—%—
F—D)IJICEELET, HOIXNTOF—V T, FF—V T ERENRET, DIXL—F—
F—U2J, 7L—TFAMNOTF—ZF—Z4ERBRLTHESILLET, TOE, IXTOFF—U)
JIDNIRTOZYEITF—ICK2T, TOTL—2FTFANTF—ERF—HFESILEhET, 7
WFF—=—D2T&, 7L—2FTFAMNOF—&, IUNFF-VITOZVETF—-CIC1D0
EFtEhicTF—R2F—%2RBLET, DIRL—ZF—F—V2INFKMS F—) T DHFE, AWS
KMS #—D) >IN IRL—ZF—F—RB7L—2TFARMNF—ZERL THESILLET, RIC,
AWS KMS F—1) >4 AWS KMS keys DI XTDEBMF—&, ILFF—U2TDITRTOFF—
D00 IXRTOZSYETF—EF, AUTL—FTFAMNF—ZBESILLET,

ES8IC. AWS Database Encryption SDK & F¥F—U > JZ2FAL T, BS{tEhiF—2F—0 1
DZEBEFLRSELET, F—UVIJE. NIAFEF—UVIJTEEENEIEETHETEENET, BF
FENETF—RF—HFF—V T 0FEEOF—IL>TESTEND L, LBEEFEILEENET,

INFE—UDTRERTBICRES, FE—ULIEA VARV ALLET, COBITRE. AWS
KMS #—1)> 4 & RawAES ¥— U FEEALETH. Y R—RENTLVBEEDF—UL T %
INFE—UITRAETEET,

Java

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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C#/.NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

{

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;

// 2. Create the AWS KMS keyring
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let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_arn)
.send()
.await?;

R, INWFF—VT%#ERL, PIRL—EF—F—UV2INH2BEETNhEEELET. ZO
BITE, F—UVDIHFAWSKMS ZIRL—ZB—F—D2J AESF—UINFF—U2ITH
BDNYINFF—IT2ERLET,

Java

Java J2CreateMultiKeyringInput ANZ VR ZFERATHIE, DIXL—2—F—-DU>2J &
FE—DVIRERTEET, R createMultikKeyringInput DA 72 IV NEFFRETT,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

NET CreateMultiKeyringInput AARNZ VR —TR, DIXL—XF—-D2TEFF—
)T RERETEET, #R CreateMultiKeyringInput DA 7TV MNEFRETT,

var createMultiKeyringInput = new CreateMultiKeyringInput

Generator = awsKmsMrkMultiKeyring,
ChildKeyrings = new List<IKeyring> { rawAesKeyring }

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
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.await?;

ChT, F—EOBBHEESIIIILTFF—V DV ZERATERY,
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7,
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L—FFAMDEE., RRICTF—ER—AICEMENDIBESEENLEBEEOBOIY TEZEKL T
9., AWS Database Encryption SDK l&, L 1—RICEMTIHLWT7 1 =)L RICE—O> Z&RKEL
9, FATI E-AVORATILHLUT, BEELEAETF—RIIRWLT, T2—BREX., &UH
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® Note

AWS Database Encryption SDK N ZEAREZES{bik, BREMREANHBES (LA L, FMH
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RAFRE—IZHHLTVBREE, EFRENDBRBRAOFEIRZRETHIEOE—I>0REDEMMHE
F RSV ET,

E-O2aBI27 1 —)LROSHZEEICTML, EF1VT A EXZRETLEOICHXERLYYE
TEBZRELEXT., COEDUTOREY ITR, EN—FTA>a2RATE-DVENMG—ICoEHE
h, BEBEBZT—EANChOSNREZHOIHEZLIERCEHAVIEZFMBEELTVET,

BREAERSESILOSFTUF

ROBIE, REARLESLY)1—-—a>e, COETHAITZIEFESZHEZZRLTVET, <0
SFIVATR, REODT7 A — L RENFFECHECRETZEO, 1 DON—FT1>32%ZERATS
&, REBEFEMUZANREL, HEV-UFEMLET, ChICHRTILEHIC, RETRIEHRD
N=T142aVHEREIZ O, BREQENLVEFICTHET N, DRNEFMREORITED
ZHFLBASIRARNBRENET,

LHDOREET—XZEBH TS Employees EVSBRDTF—EXR—AILDVWTERZTHEL &S,
T—ENR—ANDO KL D— RIZIE. EmployeelD, LastName, FirstName, & & Address & FREE
NB71—I)LRABEENTVET, Employees T—ER—AADEZE 71 =)L RIE, 754X )F—
EmployeeID IC&k 2 THEAIENET,

F—=ER—=ANOTL—FFAMLII—ROHIZRICRLET,

{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}
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Bs{t7 '7/3 > T LastName 7 41 —J)L R& FirstName 7 4 —JL R%& ENCRYPT_AND_SIGN &
N=OULEHE, ChsD71—)LROERE. F—EXR—AICT7Y7O—RENDHICO—HILT
ﬁnmén$¢°717ﬂ—hénéﬂ mT—QuméE3>9AménT&U\T—QN—ZH
CHDTF—RANRBEENTVSDERIRBLEFEA, HENAEF—RXTI N EKRETDETTY, OF
V), RBICTF—ER—AIIBHE DL I—REROKSICHEY)ET,

{
"PersonID": 101,
"LastName": "1d76e94a2063578637d51371b363c9682bad926cbd",
"FirstName": "21d6d54b@aaabc411e9f9b34b6d53aa4ef3b0a3s”,
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

LastName 71 —J)LRANDELE—HZRETREHIC, T—EIR—AEZIVTVITIHENHDEE
&. LastName 714 —J)LRICEBZEAEINZDTL—2FTFANDEEZ, F—ER—AIZKEINE NS
BT hEEICIYETTBELSI, LastName E VWS BRIOEEE - % ELE T

COE—22IF, LastName 71 =)L RHADTL—FTFANDEDS HMAC Z25TEL X T,
ZHMAC ORI EDS DD, 7L—2TFANDEEELIC—HBLELBEYNET, Hlx
&, Jones DEEBR/N\YZIEYYFEDSNENYZIRFIROKLDICHEYYET,

TEBRNYZ2
2224e9b404c68182562bbec761fccab306de527826a69468885e59dc36d0c31824bdd44caba5526f
YYy@Evsnitz/\v>a

b35099d408c833

REBNZVWTF—2tY NTIE, Jones, Smith, Johnson B EDEEDHN OB EEDH I
BEICRETDUREMENIHYET, HEORREESL, E—JVEAEHITAOY A X 2HIBRTS
Sk, BERON—TFT 123> 2 FEATEEDIC LastName E—O ZRETIUEN HVYWET,

N=—TFTA4232AMMITRE, BEERAGBFIIEHENIN-—TFT123a2ICHYHETSsSh, N—FT4
SAVESFE-OVEREBIHEKAENETT, TORR, BUEZEO>REERF., N—FT1>3>
BTELPE-IVEICNYETENDAREMENI BN ERT. chiZLlY), BEOFSLVARMAEHRO
N=FT12a>loEEch, B—OE—JVECBRRAIBRENET,
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BEE—-J%%RELE%E, LastName 74— )L RET—BREZETTEET, HlxE. Jones
EREITDESEF. LastName E—OA 2 FALTROIIT ) #E2TLET,

LastName = Jones

Jones BENDRENSHEOHE VT IITIEHEE., 77UT5—>3 > LastName E—J> % fF
ALTN=—FT423>Z&EC1200TVERITITADHLEN HVYET, XIC. AWS Database
Encryption SDK 3 #ERZESL ., BREZEEBNICRALT, ELVWIL—2FFAMLIO—R%E
BRUET,

i

DS54 T > MIOBEFILS 4731 OFHEIA AWS Database Encryption SDK ICZEEEhFEL
o COTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB8 ¥ 218 Z=RHAL
7,

E—O &, YIVBTSNENYZAR—ADOXY =BT — R (HMAC) 29T, 7L—F
FANDT7 41— REZ, F—ER—ANOBELEhETF—RERIIRFENDIESLE iR
RAREREAFICNYEILET, E—DVRE 71— ROBESLREZEZEELETFEA. BRET
ERREBILRAICEREE N7 1 —)LRICEZEZIAT &, AWS Database Encryption SDK (& 7L —
THFANMETHMAC Z25tEL, N\—FT 123> 0 TFANTE—IVZBEBLET, B2H
HMAC 7L —FTFANEBIZ—ZEICHISLETH, SDK FEHOBRO 7L —FFANEE

EUE—O2ICIYYEVITERLISICHAZERNICYIVERTET. chsOER (BBEMY) X
V), FEBI—Y—HNEBEBDZTL—2FTFANCEIZBEHREXBNTIEDNFRENET,

@ Note
Hash-based Message Authentication Code (HMAC) &, EA&HE&(E ﬁ’lﬁ’&i‘m{ ER-Y/))
C—RBRNICFERAEhZF—NEBEEH/N\YS1EBHTT, REAUEBESILATAT

k. HMAC B7L—2FTF A NMED SREMICE— ]/E%%ﬁ@'f'&bt‘.ck<ﬁﬁ§éh 1
DTV OREBEBRLTIIVERITTERT,

2R HVAC RERNTT, BENVF—NHEE,. BL7L—2FTFANEKEICRALE—O%
A BRLULET, CORERICKY), 7'L—FTFANMEEE—TI>2H one-to-one TYIYETEh,
F—ZDTNHEESHNIREFENET, BLL—TFTFAMNMEZHETZIXNTOLI—RIE, E
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LE-VIEIYEYITEhBi, EMITAZERALET, BRAFUHIZAOH A X, HBT
B7L—2TFANENT—REY MIRTENDHEZEERRLET,

COBEOREFICLY), BRAENrGAEch -V EEZBRAOT— 0B X EFEREhDT—
BAWEMBEESERIZLET, 7L TFANOTRMASMEZHR T IBRESTREHN AR
WERT,

BREINTRBZEETDCOIC, SDKFIWVETEN—FT1>a VI zFEALTE-OZ0E
LEI. HMAC 2R TR EHMHE N EFEBRAREITZ LD, ABFHEIZTAROINTOL -

RABUE—OVEZRBITDERRYEEA, TSI, N—FT 1> 32 @plFeE—O2EEIC

HHIALCZET, AULTL—2TFANEZN—T 42 aVETREBZIE-DVIIRVYEY T TER
T, choNFEZMBEHIEDEDI L, ERTHRNEIIVEBRZHIFLEN S, THEFEICLIHE L
ETF—2tYy R OTUELMAEMELET,

E— k. BS5{ 72> 3> SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT
ENCRYPT_AND_SIGN, SIGN_ONLY, Fild &EX—9&nET71—)LRASOXEBETEET,
E—O BHREEREES{LEEhEH A, DO_NOTHING EX—9V&chTWB 71 —)LREFEHAL
TE—ZBEITDIEFETEREA,

E-—JO2ZRELEE, BSEEhE7 1 —/LRERRIDEIC, FE-QVICO2VWTEAFIA
DTV IOARECRETIHXEN HYWET, FHRICOVWTR, TE-OVZEALEEAZVATY
JANKRE) 2ZRBLTLEE W,

New o
e N—FT423aEOE—-OEEBICOWVT
e =347

N—TFT 1423 EOE—-JEEICDOVWT

N=F 423> 5ERE—IVREORKRELTHY, B—0ON—F 2 avEEATHE—OVE
ECIRTOE—IVCHAENET. COEFILILLY, TRNTOF—RIbE>T—BLLEA
ERHEOH2E—IVMENMRIEh, F—2BPHHOELICBUTHRBORBE £5(2/\—F 1
SAVOBEERTIENTEET, ChICLY, BEOEAEBEMI B EB<, HEORAE
WS L., FHSECHBENETF—2tY NOREERILTERT,

N=T4232F BEBROREBIIN—TICEHBZDHID LT, #HEhES A LEEZEALE
T, chiZkl), ARBBERABEEN, E-OVRASEUITAOH AL AN FREN, FBNEAL
BEOEFIVFTAETSANI—FEALELET,

N=—FT42a>BOE—IVEREICOVWT 122
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HEAFN—FT4232ICENHTshdEe, N—FT142a2FBSHAE-IVRBILCEAIIATNETT,
BUN—FT4232ATE, BLTL—2FFANMEFRALE-OZERL, FHRELEI T«
DAZHBTELERT, EBBN-FT423VET, AUL7L—2TFANMENRBEBE-IEZEK
LET, chllkl), REBFEMUTANN—T 123>l IIN—TICHEEh, £—O
YOEENBEES BN FELLETNET,

BETF—BER—AEHZN—TFTA423VICEVIETH 2R ICHBPTEETRT, BEEFEED/N—

TAVAVICRENICBRETDCLE, SURALILDBLTTRE—LBTF—29HEBSHNICTRC

EETEFXRT, FUALEIHTE, ChsnEZEHON—FT1>a 2 ICo#L, BE—0/N—F 41
JAVOURBEERBETSED LD, SHEEOEICEHICKRIEET., RENEI)HTEK, RX4120
HEN, BEDEZIYDBEWVWN—FTA23aVICHRBRTISEN BB EZ2RLTVREEICEAT
EEY,

N=T12a2EBNFE, BESEnZLIO—RTEIHEhELEA, KRDYIEZ, N—FT1>32F
SRETL—2TFAMEE—BEINYZ1EnEE-OAVEE7OCAICEHAREND 2O, BES1L
ENLET—REERE-DVAFREZRANDCETHRATZI LRI TERRA, CORFICRY, /N—
TAZAVE)HTOBBERERFTLEN S, N—FT 12 a2 {enkE-2058ETFAN
S—OX)Y RFBESNET,

JIVICNTBIN—T1>2a>oE0LE

N—TFT1>32Z38E. QueryFARL—2 32V DRITHEICHKELET, DynamoDB VLU T
ATy OANEE— IV ECEL—BABETHY, E—IBRN—F 13 HTRE
B, HOHLEREN\—F 1S3V EERCITUTBABENHUET. T—7 LN/ —
TAAVHFHBDHEE:

s —HIRZINTOEBEZREITZICE. NEBRIOITUNFBETT,

s AN HFEZZ TQueryE T,

* Scan BRY GetARL—> 32 E, UAERUKRSICEBELET,

BEHEEBENTT, BIXTOEBZScanFihlll), HFEDF —TGetBELET. 1TV
ADEREEMMEIZ D HQuerykFL, N—FT142 3 ERICKYET,

(® Note

J77F7IORERE, N—Fa2avfkehnicE—dZFATEEIC1 DOREI D
TARNZEFBLETEDICRITIZDHENHS DynamoDB VTV OB EELET. AT A
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F. HRENLET7POTIORERERBLET., 22XV, N—=FT14232VLRILODIVIVUDE
ABE, BRETENIEN—TA23aVBICETVTEEE N, FRTRETT,

NT7#—XAICHTRIEREER

N—T14>3a>aERTdE, RBUIVIARNI EICHKER DynamoDB VT OBICHEL £
To NTF—X2VANDOFLEE, BEFEEhDIERVAXICK2>TERYET,

c REBBEREY M VTUNE<OR-DZRTIFE, BHNON—FT1>232LRILOITID
FEA—N—AY RZEFEAEEMLEE A,

c B—HBAIYITYTVOTARBEBE 1 DOBEBZRL, 5 2ON—FT 423 VARESH
TVWBBE,. 52OV IVUARGTENET, 4 2BRERZRET. GERFORAO-HT I
BYET,

s A—AVTAOERT: BBRN—T1>3a2IEgHEh, BEKEANRSEZZAREMELNHYE
ER

BEN—T4232VFEMOIITIZRNIA—F21H., 77T IRENT I ALBE
ATEITAMOEERERTT,

NT#—IXVALDORR

EBMOOIT)FA—=N—AY RICEAADST, N—=T 142 3VRBBEDIFIFTNT -

AZzMtEtERBZIENTEEXRT,

c REZBFEMUVZAZRST: EFNBESMINVETSNELE-D ZREICRKETIEEHET
2BE. FNBEOIIVRERRENYF VI ZZBLEBITDIBEN HVET. N—T 1
>avanil, FFEMOZAOY A XZHRL, COF—/N—AY REZFSLET,

c FYEVE—TOEOHR—KN &WZSLKON—FT4a>VERETRE. LYEVWE—TY
Rz2FERATED LD, ABUERNFfETL., BDEBESETAINRIIOENBPLET,

E—3>%47

RETAIE-AVORATICL2T, BITTERITIVDRATHRENET. RETRELRESILE
BR—KMNTDE-AVICRE 2 20RATHBYVET, BEE-DVE, —BRREZEITLET. &
BE-O2E, UTFZLTL—2TFANNFIEREE -V ZHAEDE T, BMET—EIXR—
AARL—23aVEZEFLET,
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R e D

BEE-O2R@, T—ER—ATREVESESILZREIZIRELHFERZLETY, E—-DES{L
ENET7 A=) RELEFFERBRT7 A —ILREDVTOH—BIRRZRTTEERT, FEE-TIORE
FECOWTE, "BEE-VORE) 22RBLTIKEEVY, £, E-OVE288/N\—TFT 123
CEFERALT, BLBATF—RIITEER BN BRI ERICT VAL METODEELTEERT,

LT, BEE-O0EERZHETT,

E—-2>V—-XA

BEE-VABEEINDZ 71— )R, E-O2VY-REFELRETT, ChiE, E-O2H
RYEVIIRREN D T—EOFMERBILET, E—2V—-AR, BSLEhizT71—
WRRERFEEBZ7 A —ILROVWFTIHLTY, FEEE-DOE-DV-AR—EBETHIHE
FHYEIT, ALE—OA2Y—AT2 2OV ERETAIERETEEXERE A,

BEE-VZFEALT, BELENE 71 —I)LRFLEFEET7 1 =) ROEMBREERTTE
£9, EiolF, EEE-VZBEL T, LVEMBT—ER—AFRL -3V E2XRTITS
EETEFXRT, EEE-TVOEBEERBIZRIDELSIC, AWS Database Encryption SDK (Z
k. BEE-OCOREEERITDUTOFT A E—DAV ARSI AEENATVET, &
MIZOVWTR, "TE-TOVAZAMIIOEZ) 2SRBLTILEEL,

B—DESteniz7 41— I)LRICHL TEMRRZERITIDEELE -V ZERT D

EE, RE7 1 —)L RZEHERL TEED ENCRYPT_AND_SIGN, . SIGN_ONLYH KT
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —)L RDEFICH L THMeEEERTT
PEEE-OAVZERTDEETEXRT,

RE7 14— R

RB74—)LRE. 1 DUEDY—RAT A —)LRASBEEILEBENET 1 —ILRTT, KA
74—=)LREERLTE, LO—RICHLV 71— ILREEZERAFTFIhELEA. RET7 11— R
k. T—ER—ALCHARHVICRMEAEEA, CchlE, 71—ILROBEOET XD NEBBIT
BFHE FEELO-RAOEHRDOT7 A —I)LRZERZLTRHEDIIVEZRITIBDHFEICOVT
E-J2VIEEREZEAZLHIC, BEE-OVRETEAETAE T, RE7 1 —I)LRICEDEL
EE1DOBEBNENLET A —I)LRABETT,
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® Note

ROBlE, FE7 4 —LREFEALTRATEBTRMEITUORATERLTVET,
F7UT—232 TR, CORTERAENTVWA 74 —LKFlE, E—>05HH&
CHEO—BHCHETIREEEEELLTVAVTERN &Y ET,

FlzIE, FirstName 8KV LastName 7 1 =)L ROEBEHEICH L T—BRREEERITITZDHEE.
ROVTNADREBT 1 —)LREERTDENEZSNhET,
« FirstName 71 —J)LROFINOXFE, TNICH< LastName 71— )L RASHE
FLEN3{RE NameTag 71 —IL R (FRXTNPIXFE), CORET1—)LRZFEHATS
& . NameTag=mjones 20TV TEEXT,

« LastName 741 =)L R&, ThIZH< FirstName 7 1 —J)L RA SEEE hB{RHE
LastFirst 74— R, COREBT7 1 — )L RZEATS &, LastFirst=JonesMary 20T
)TEEXT,

Rk, BEAEHET A —ILROBEOEIXD MNIRLT—BRREZRITIZDHEE. VI
VERTITB2EIA N EZBRTZREBT A —ILRZERLET,

BIZIE, PZRLADKRID 3 2OEI X hEFERAL THES{LE i IPAddress 714 —J)L R
BOT)T358E. XOFRET7 14— RZERKLET,

- Segments(‘.’, 0, 3) M SEBEEn/Z{RE IPSegment 71 —J)L R, CORET7 1 —JLR

ZEMATBE, IPSegment=192.0.2 2V TUTEET, VIV, 719202, THES
IPAddress DEZFODINTOLI—RZERLFET,

REB714—I)ILRE—ETHIVBENHBVET 2D20RET7 1 —)LRZF>E<K<FHLY—-A
714—)LRASBEIZEETEREA,

RET7 4= RETNSEFATHE—IORECOVTR. TRET 4 —)L RO, 25
BLTEE W,

i i D

BeE-O2R@. VJIVONT7A—R2AZHREITZA TV VRAEERL, KERET—IXR—
AANRL =23V ZRTTEDRLSICLET, B#EE—AVZFEALT, UTILTL—2TFRA
NNFIEBEE-DVEHEIEDE T, BE—DAVTFYIANS 2 2OEBBLI—RE(T %
JIVLEY, V- F—ZHEALT71—)LROEHXEDEZITILEVTRRE, BELE
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NiELd—REMUTEMBITIVZRITTERT, B/E—I2VV1—-2320HIICD2VWTE,
"TE—O22A47%2ERTD, 22RBLTEEL,

BAE— i, BEE—-OY, FLERFEEE-OVEBENFE 71 —IILROEHEDEL) SEE
TEET, chSRFBHPOVARNDSBEETIAET, IXNTOEEGE—DVICR, E-OVICEF
% ENCRYPT_AND_SIGN 7 41 —J)L REFBBITDHEENENELOD VAR EENTVIHRESD
HVYET, INTODENCRYPT_AND_SIGN 7 1 —)L RiE, ZBEE -V ICE 2 TRBIETNDHBEN
HYET, KYEMBESE—OVICE, E-OVICEENDTL—2FTFARNSIGN_ONLYFE 1=

(& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 1 —)L REEEITZ2EZFE/N—KrDU A
N, BRTEEAE—AN T 1= RETETINTEDTUEEOHDIXTOHEERF TS
VARTZUOBN=RDIVARNNEEFNDHZEN HYVET,

® Note

AWS Database Encryption SDK &, 7L —>FF A

NSIGN_ONLY& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —J)L RASZELIZER
ETEDBRMNEE—AVEHR—PILTVET, BREMFEE-OVEF. 10FVIRZE
BL, BStehTLVWARVWBERET7 1 —ILRIC/HLTEMEI T Z2RTIHESE—1
O—ETY, FMICOVTE, "EB2FEE-O0ERL 22RBLTSEZL,

BEE-JVORELCOVWTR, "TE#8E-T20KRE 2ZRLTEET WV,

BEE-VERETRHEICKI 2T, REITTERIVIVDORATHIRENET, fIAE. —S0ORE
SILBLRVBENEOHSZAF 7232 LT, JIVORBMZEODIENTEERT., BEE—
OAVARTTERIVIVDORATOFRAICOVWTE, TE-O200T ), 28RBLTLKEEW,

E—2 OFE

94T NMIOESLS (7S 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client (B8 3 2158 Z 24 L
x£7,

E-O2., F=EZAADETRTLBEVHLOTF—EIR-ALREETND LS ICHRAETNTLRT,
BEOT—EN—ATHREENLE-OVRE, TF—ER—ALBEATNDIHLOVLI-ROHK%E
RYEILET, E-OVRT71—ILROTL—2TFANDEL SHEENET, 71 —J)LRH
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gEetehade, E-OQAVRBAFEOTF—RENVYED T TERLKBYET, E-QAVEHF O>HLLL
O—RZFBEAALERIC, TOE-IVOREZEHMIZD_ERFTEREA, £LEL, LO-RICE
MmIdHMLOVT7 A=) RICHFLVE-ODVZEMTEXRT,

BRTRLEELERETSICE, AWSKMS BEF— U Y EFALT, LI—RERET 10
CEAENDTF—2F—&4H, KL, BLOESTIREFHUET. FMCOVTE., "8B%
TEAEELOEHOREF—U T 0ER, 88BLTIEEL,

REARELESLOLHICE—TO ]/E“*?émL EEH, F—ER—ADTIEANZ—
>\ﬁ$0%m%7wﬁﬁ T, T—3ZXR— ZLmﬁ&VUJ—/E/E&E¢6%E#5U$
ER

BRETRIE—DADRATICK2T, BTTEDVITVDRATHNREYET, BELC-IVHRE
TEEITAE—DVOREICE 2T, BEOE—IVICOVWTERETNZERAOEERNREY E
T, E—DVERETDHIC, BT TIVLENHD2I9TVNDERATERBELTCFHETD EZBELB
BOLET, E—DVEFALLERICREZENID_LEETEERE A,

E-O2VZRETIEIC. RORAVEHRSITETITI L ZB<BBOLET,

e E=UNF—REY NCELTWVWRAESHZHW TS
- E-O 047 %Z8RTS

s N=T A AMENEE—OAVABREBEAESH ZHMTS
- E-OVOREZERTS

- E-OVEZERID

T—ER—AD O ICHRRABAEESHLY VI -3V 2FETIRICE, E-J20—-EHICET
DROEHFICEBELTLSEEL,

s INTOBREE-VICBEREAOE-—O2 Y —AANBETT

FUBS{ENE7 1 — L RELBRET7 1 —L kA SEROBEE - EETH LR TE

E A,

EEL, B—O@EE—OY EEALTEROBAE -V E BRI D LETEET,
 BEOBEE O EEETHY—RAT A —LRESCRET A — L REERLEVESCLTL

EE L

BIOBEE—-QV ZERTREOICEATNLEY AT 1 —I)LRZECRET 1 — )L RH SFEE
E-—O2%z@BE£IsE,. MAOE-—I20EF1UTAHMETIDAEEN B KT,
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A OVWTE, TREZA—ILROEFIVTAICEIREREE, 22RLTSEZL,

RVNFTFoI—F—ER—-AICHITHIEREE

RNFFTFI—F—ER—ATHRESNEE-O2IIVITSICE,. LO—REBSLLET

T —ICEERMRT SN branch-key-id ZBMTD 71 —)ILREZVIVICEDDIHEN HYE

T cOT74—)LRE, E-O0F—V-AZERIPRICERLET., JTUNFRBIITDICEK. C
D7 14— ROEN, E—J0BEICXEBELEDEYNEE-DF—XTUVTINZBINTISLE
FHYET,

E—2%BETBHIIC., VIV branch-key-id ZENDESIZEDHI N ERETIHEN H V)
F¥9, JIVJIC branch-key-id 2802 EFETEHFZEOFHMIODVTE, "YILFTF T —
T—ZR—AROE—100T) ; Z25RLTLEEV,

E—O 0547 0ER

94T NMIOESLS (7S 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE%E DynamoDB Encryption Client I8 3 2158 Z 24 L
x£7,

RRAEBESLTE, BSUENE7 A —ILROTL—-—2TFANOEZE-ODTIVESTT
BCET. BEMENELIO—RERETEET, REITAE-DDORATICL>T, RTTES
DIVDBRATHRENET,

E—O2ZRETRHIC, RITITIVENBDIITVORATEZREL TFHETRI 2B HED
LET, E—TJVZEHJRELER, BEStehi71—I)LRZRETRHIC,. FEE—AIC2\WTEH
EVAVTY OACRETPIHLENHYNET, FMICODVWTR, "E- ZERALEEARY
ATV IDADEKRE) 2ZRLTSEE W,

E=-O2, 71—=I)LRICEZEAFNDTL—2FTFAMDEE, FT—ER—AICEBRICEHNE NS
EE{LENEEORBONY TZERLET, 2 DOEEE—O 0ER., HEICAPELUISL—>TF
FAMNNEBENTVEIEETELRTEEFBA, 2 OOBEE—-IVEF. BUL7L—2FTFANDE
CDOWT2DONEBD HVUAC RTZERLET, TOHER, EEE—-IRFROVIT)EETTE
Ft A

* beaconl = beacon2
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 beaconl IN (beacon2)
* value IN (beaconl, beacon2, ...)
* CONTAINS(beaconl, beacon2)

FROVIVE, BEE—D0EBRNENPI ZERIDEEICOKETTEERT, L

L. CONTAINS SEEFRHIATT, CcOEETFE, 77N EhEE-OVICEFINBESLE
FREBERZENLET71—I)ILROELEEZBINTZIEHICEEGE—ITHEATEET, BREFEOIH
PELEBRITDEBE. A7 THESIEAESIOTLITIAVIRAZEEDDENTERTH,
71— ROBEEAETNEEESDDZI LR TEEFRA, EEE-VBLTEESE-IUNETT
EBZ09TVUDRATOFMIOVTIRR, TE—J 00T, 283BLTLKEEL,

F—BAR—ADT I ELANZ—2 2 RAT DB, RORRTHELEELYU1—-2 32 ERFL
TLEEW, ROFITE, BEABLUIIVCHET xS EAEHEBLILOIEOE—TY
ERETRENEEBLET,

EEr—

FEE -V, —BRROKZERITTERY, BEE-Z2FEAL T, ROVIVERTTER
EED

EEtEhiZBE—T 41— )LRZ2OVIVTS

BELEhiE74—I)LRICDVTHENEZECLI—RZ2HBATIHEE. BEEC-O ZE/HL
xY,

Bl

ROBITIE, EERBZOKRET—XZEBHIF TS UnitInspection EVSH
BDT—ER—RAICDVWTERATHET, F—EIR—AROEZLIO—RIC

(&, work_id, inspection_date, inspector_id_last4, &P unit EFEFENhD 71 —J)L R
FEFENTVET, TE2BAVARIAZ—ID IF 0~99,999,999 OBIETT, L, F—FEY N
PHE—ICDHTEIERDICTDEHIC, inspector_id_lasts AV ARTIZ—DID DT 4 D
HhEBMLUET, T—EIR—AADEZE 71— LRI, 774X ) F—work_id IC&>TREBIEhFE
9, inspector_id_last4 8KV unit 71 —J)LRIEE, ST 2> 32T ENCRYPT_AND_SIGN
ENXN—DUENET,

UnitInspection #—&ZXR—AADTL—2FTFARNIMUOBHZRICALET,

{
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"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,

"unit": 229304973450

LO—-RADES{ENIEE-T 1 —)LRZIVIVTS

inspector_id_last4 74 —/LREBEESILITIHEN H 2N, T2 —BREOLHICITIUT
DREBEHDHEF, inspector_id_lasts 71 —J)LRASEZEELE-JEZBELET, TO
%, BEFr—O %FERALTEAZVATYIOREERLET, COEAAVATYD
AZFERAL T, BE{btE i inspector_id_last4 74 —J)LRZVITUTEET,

BEE-OVOREILCOVWTER, "BEE-TJ20RE 2ZRLTEET W,

RE71—I)LRZITVTS

RETA—=ILRE, 1 2UEDYV—AT 1 —ILRASEEREILBENET 1 —IILRTT, BELE
NE71—=ILROBEDEITXNIDOVT—BREEZETIZEES, FLEEEKROT7 1 —I)LROE
BIIH L T—BRRZERTIZDEER. RETA—IILRASEEE-DVEBELEFT, TXTOIR
HTLA—=I)LRICEK, PBLEET1DOESHENLEY—ATA—=ILRFEENTVIHENHYE
9,

Bl

XDBITIE, Employees TF—ER—ADRE T 1 —)L RZEHKL EF. Employees F—HRXR—2R
ROTL—TFARLID—ROFIERICRLET,

{
"EmployeeID": 101,
"SSN": 000-00-0000,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}
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EELENLET7 A1 —ILROEITX RNEITUTSD

COBITE, SSN 71—l REESILZNhTWVWET,

HEREFESOT4MZEFEALTSINTA—)LREZIJTIVIZHEEEF. VIVZRTITDEIX
VhEBRITRRET 1 —)LRZERLET,

Suffix(4) A SEBEENIRAE LastsaSSN 71— )L REZFEHT D &, LastsSSN=0000 20 T
JTEET, CORBT7—I)LREZFEAL T, BEEE-OVZ2BLLET., TOR, BEEL—1O
EFERALTEA R VATV IORARERLET, COEAFVATFYOREFERAL T,
RE7TA—)IRZVIVTEET, cOUVIVE., EELET4MTHDS SSNDEZFO>IAN
TOLO—REERLET,

BRO7 14— ROEZEZIITITS

(@ Note
ROBIE, RIET7 A - REZFEALTRITTEDRMEITINDRATZRLTVERT,
F7US—23a>Tlk, COBFTEAEATVA71—)LRAIR, E—O>08HEB&
CHBEO—EHCEIIHREEEEBLLTOARVTREES B ET.

FirstName & LastName 7 1 —)L ROEHICH L T—HBHRERZRXRTITSEHEE, FirstName
71— ROBRNOXFE, TNDEICHL LastName 7 1 —)L RTHEEE N3 {R4E NameTag
71— RZERTEET (TXNTPNF) cORBT71—)LREZFEAL T, EEE-O %28
HZLET, TN, BELC-AVZFEALTEA RIS TFYIOREZERLET, cODEHY
AVATFYOAEFERLT, RE7 4 —)J)L RO NameTag=mjones 2V T TEET,

PBELEE1DOV—RT A=) RZBESILTIHLEN HVYET, FirstName

F/zl&k LastName OVThAZBESLTR et MHZRES{KLTSHC

EETEFXRT, 7L—2FTFANDODY—RAT71—)LREF, BESLTO 3
~/SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT SIGN_ONLYE LI &L TN—U T B4
ENHVUET,

BRET A RETNSZFEATIE-IOREICOVTE, "REZ7 A — )L ROERL 2ZRL
TLEE L,
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ge5E—1>

BEE—VR, UTFLTL—TFANXFIEFEEE-OANSA TV D REERL, B
BF—BNR—AFRL -3 2R TLET, #S5E-DAVZFEAL T, ROIVITVERTTER
9o

B—DAVTYIVATHESLENEZT7 1 —I)LROBEAEDEZIIVTS

B—DAVTFYIATHESIENZ7 1 —I)ILROEHEDEZIIVIZHBEN HZHEE. BSIL
ENLETA—)RZECBETNEBAYOREE - ZHAEDETE- DA TY VARZEART
2EEE-VZEHRLET,

BEE-VZRELEER, BEE-2VZEN—TFT4230F—CLTEETRIEAEVATY
DAZERLTRE-HIIT ) ZRTLEY, Y- F—ZHEALTLVEMEITIVZRTLE
WTEET, BEE-2%Z2Y—hF—ELTEEIDENRIVAFTY VAR, B2—HITI
X, RYHAERIAXEN-EBMBIOT ) ERITTEET,

Bl

ROBITE, £EEBBEORET—F2ZEH TS UnitInspection EVSH
HDTF—ER—AILDVTERATHET, F—EIXR—AROEZLIO—RI

(&, work_id, inspection_date, inspector_id_last4, &P unit EFENhD 71 —J)L R
NEENTVET, TE2BAARIZ—IDIF 0~99,999,990 OBIETT, L., F—FEY b
PHE—ICDHTEIRDICTDEHIC, inspector_id_lasts FA 2V ARTIZ—DID DT 4 D
HhZEBMLUET, T—ER—AADEZE 71— LRI, 7TF4XJF—work_id IC&K>TRHBIEhFE
¥, inspector_id_last4 &P unit 74— )L REE, BES{LT7 923> T ENCRYPT_AND_SIGN
ENXN—DUENET,

UnitInspection F—&ZXR—AKNDOTL—2FFARNINJOHIZRICRLUET,

{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}
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EELENLT7 A =)L ROBEHEDLEBICHL T —BRRERITIS

inspector_id_last4.unit DXL —BRBREDL®HIZ UnitInspection F—ER—A% U T
)F2FEIE,. £ inspector_id_last4 & unit D7 41 —JLRIZDVTOER OEEE—]
VEERLET, TR, 2 ONOEEE-OUHASERE-EERLE T,

BAE—OV%RELEE, EAE—02N—F1423a F—ELTEET
PEAVEVATFYIDRARBERLET. COEAAVAFTYORZEFERAL

T. inspector_id_last4.unit OEE—HBRREOLEHICIVIVZRITLET, HlAEF,. O
E—2%ZJIVJLT, AVARIEZ—=NFBEDIZY NIOVTEITLEREDVANERE
TE&EY,

EEENZT7 A —)LROBEHEDE IR UL TEMREIITVZRITITS

inspector_id_last4 & inspector_id_last4.unit @& I(C UnitInspection *—2&
R—AZ9VTJT3BAK, £9 inspector_id_lasts & unit ® 7 4 =)L RICDOVWTEBID
BEEC—-JVZERLET, TOHE, 2 DOBELE-IHNSEESE—OZERLET,

BEE—VZRFRELER, BAE—J2Z2Y—RME—CELTHEITDEHAVADTY
DABRERLET, COEDZVADTYOARBEALT, BEDA 2 ARI X —THH
FRIRNUR, BEDAVARIZ—ICE>TRESNEBENDIZY N IDERADOT
XNTODIZYRMDIUARNRZBRERTDEHIZ UnitInspection F—RAR—AZJTUTESE
¥, inspector_id_last4.unit LDV TOHDRL—BRREXRTIBDEETEET,

BEE-DVOREILOVTR, "TEEE-JV0RE) 28RBLTIEEL,

B—DAVTYIATHESHENETA—ILRETL—2TFARNTA—I)LROBEHEDEZEITY
92

B—QAVTYIATHESENLETA—ILRETL-VFFARNT A I ROBHEDEZD
TUVSRRENHZEERE. Bc0FREC-I2ETL-VTFARNTI - RZBIEDETE
—DAVTYIRAERRTIREE-AVEZERLET BEE-DDOBRICERAThDZITL—
YTHFANT A=) RIE, BELT D2 32 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT
SIGN_ONLYFR W EX—UFBHBENHN KT,

BEE-OVZRELLEER, BEE-2ZEN—TFT4230F—CLTEETDZEAEVATY
DAZERLTRE-HIVTI ) ZRTLEY, Y- F—ZHEALTLIVEMEITIVZRTLE
WTEET, BEE-2%Z2Y—hF—ELLTEEIDENRIVAFTY VAR, Z2—HITIV
X, RYHARIAXEN-EBMB IO T ERITTEET,
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Bl

ROBITIE, EERBROKRET—XZEBH TS UnitInspection EVSH
BDT—ER—AICDVWTERATHET, T—EXR—AROEZLIO—RIC

l&. work_id, inspection_date, inspector_id_last4, & unit EFENBD 7 1 —J)L R
FEENTVWET, TE2BAARIZ—IDIF 0~99,999,990 OHIETT, L. FT—FEY S
PRI HTEDEDICTHEDHIC, inspector_id_lasts AV ARIZ—D ID DT 4 1D
HhEFMLUET, T—ER—AADE T 1 —IILRIE, 7FA4XJF—work_id [C& > TREBIEhF
9, inspector_id_last4 8LV unit 71 —J)LRIE, ST 2> 32T ENCRYPT_AND_SIGN
EN—DUENET,

UnitInspection #—&ZX—AADTL—2FTFARNIMNIOBHZRICALET,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

74— ROEAEDEBICHL T —HRKEZRITITS

BEDANFICEBEDA VARIZ—ICL > TEEEAEREIC DOV T UnitInspection
F—RIR—AZVTVFTBHEE., £ inspector_id_last4 71 —JLRIZDOVT®
BEX—2%/EKULET, inspector_id_lasts 714 —J)L R, BB T7U> 3T
ENCRYPT_AND_SIGN EXN—V&h&ET, INTOES{LEnEHo CFmEOFEE—O2
MHETT, inspection_date 7 4 —JL Ri& SIGN_ONLY EX—0&hTHY, EEE-OE
BEHVYEB A, RIC, inspection_date 7 4 —JL R& inspector_id_lasts4 E#E—T
UhSsEEE—VEERLET,

BAE—OV%ERELER, BAE—O0EZN—TFT14230F—LTEETDEAVZ VALY
FYIDABERLET, COEAVAEFVADTFYOREZFERALT, BEDA LV ARIZ—BE XY
REBICEZIC—HIZLI—RERRITDLEHIC, T—ER—RAEVTIIJLET, flZE, ID
N 8744 THRDOBDAVARIBZ—NEBEDBICEELEIRNTOREDIANERETD LD
I, F—ER—A%EZIITJTEZET,

74— ROEAEDLBICHL TEMBIIVZRTITS

inspection_date NEF AN TR NIBREZBRETS S, F& inspector_id_lasts
£ U< & inspector_id_last4.unit [CKR 2 THIWEhTVB4EFED inspection_date
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ICHUTERENIBREZRRIDEDICT—EIR—AZVITVITZHEEEF. £

9. inspector_id_last4 B LT unit 71 =)L RIZDVTOEBIOERELE - #HERL E
T TNDHE, 7’L—2FTF AN inspection_date 74 =)L RE 2 DDEELE - HS5EE
E—2&ERLET,

BEE—1VZRELER, BAE—02Y—KrF—ELTEETD A AVAOTYIRA
ZERLET, cOEARZVAOFTYIORZFERALT, BEDA VAR Z—NFHED BIC
EHLUEREZREITDLEHICOTIVZERITLET, fIAE., BRICKREENEZINTOIZY
ROUARNZIBITDIEHIC, T—ER—ARZVTIJTEXRT, FhiE, EEThE-REHEH
ICERENDIZY MCHULTETENLEINTOREOVANERBIZALEHIC, T—EXR—R%E
ODIUTEET,

BRE-JVOREICDVWTR., "TBE8E—TV0EE) 22RBLTSEEWL,

BEON—TFT A AVNBELESH 2T S

F7AINRTE, IXTOE—OEN—TFT1>a> 2 FALTEHENET, BEEFERRET
k. E=J2R@&12O0N—FT14>3a>EFERALET. BMON—F123a>zERATRI &R, A
Fi1—, KYME, BRECABRBRRICKATIDICKIDPABRETTN, JTVREN—F1>3
JCEIMBERITIDHVEN BB, JIVIF7UOTIREERITIEETERT, cOED
23T 1 2O0N—FT1423>THITHBIRAITE, BERON—FT 123 EBETDX
ATV THBLETD,

BERLHE—MELSHDLD

T, E-OVZERITDFENEBMZTMLET,

- BEAY/A X E-O2E@. E-OVHZEMCTZOLE T XEROE (FEAE, 2BLEE
RO —ENE) ZF D27 1 —I)LRIPSKETIHBENHVET, COEHIBLEABZVES.,
N=TFT1423a2OHEFEPIE, JYMRBICEZDTHTERY,

- BESH RSN ERALT, BROSFHFEEE-—TH5), BEEEIERLTIVENE
TELET,

BHIIEES—Bom Nl ®H25E. BEE1 DON—FT1423T+HTY, FT1ANIELI—
SAVHFEATVDS, BREEKRY MEASENRTVREEE.,. BBON—FT 1232 %2RETD
_EEBBOLET,
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BBRON—T A>3V HFERENINDBEE

ROFEN 1 DULERAENZEER. BRON—TAIVERETDIELZHEDOLET,

« RY MEX @AY NE—O2: DBOER., MOEI)EEDHICHEICRTENET (KX
£, ERC—BHEE), ChsofEk,. B—OE—DVOFEEICKRERTIL—TE2ERL. D
BEEDXBIERZICLET,

« FEERT—25%H: —HMOEREELCRTREIAETIN, HOEOZ<EHELARTEIAEE
hoe CNSOENBER, D ETLVRTZDOICTABEETRELEVLED, THICKESL
TIL—TATRETDONFHLBYNET,

s E-OVOREZR<SIBDHVENHYVET, E-TIVOREZR<TDE, JTUORERAELL
TN, BEROARMFE<SBVET, N—T123>58@. BRON—TFT1>32IEZTH
FBHLLET, AREWEFIDDICRIUSEE T, EN—TFT A3V R IBBOE-VAR-ANH
21, AUVENFrEBRDZN—TA23a2HNOEBZEEHRL, 774N —EBEODNT VA%
WM ENTEEXRT,

s BEONAR) 1 —LKRER BUHEREECIIVEh, BrbEEETI. N—FT1>3>pilz
ERATR L, E-OVOREZEP LU TCEREERS LN S, HARTRETZAN—REZH#
BTEERY,

1 2ON—FT423> T+ THDEE

1 20ON—FT4>3a>0FERE., XROBEICEYTY,

- BEOSHREFHE T, S—HFIVIICERLET,

s BUENMMRRBRRFBELTHEAT N ZERO2LIEEL, RREPHEERBREOAEZRESEETRES
EREBA

CHDERSBBE, B—ON—FT 1423 TERUEERETHDANEGET, BMOYVITVI 7T IR%E
ERTEXT,

—RIC, BEAE-OMLICELTWAA, B—ON—T 14232 TRBLEIENTERZVWA
F1—, KY ME, FLEBEEBEOFNERIEE, BRON—TFTAZIVEREITRIE, &R
TRERYVD1-2a VhRBEIET,

BEON—T A3 VHFBENESH ZHITT S 137
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E— OREEN—TFT 1232 0ER

DS54 T > MIOBEFILS 4751 OFHEA AWS Database Encryption SDK ICZEEEhEL
o COTFROY/IN—HA RTIE, 5lZ#Z DynamoDB Encryption Client [CB8 9 218 Z=RHEL
7,

REMEBESLACREENEBEENET7 A —ILRIZHFLWVEEZSZZATE, AWS
Database Encryption SDK &/N\—7 1 > 3 VEBIFEBHAEDELETL—2TFAMMET HMAC Z
HFELET,. BEON—TFT123a2VATR, TEBEHMACRKZL—TF AN EZE—EBICKRLE
T, RIC, SDK I HVMAC HhZHIVRTT, BHOENOTL—>TFANEZFLE—OIC
NYEVITEDRSICLET, chsOBREFRBREEEHEN, BILBDTL—2FTFANCE
THRNBEREHAITIEROBV I —DREDEZHRLET,

FE-VICH U TERE N ERREOFEHE, TWETROE-IDORE LEAFON—T 1
SAVOBICE > TREVET, BEE-IVEZRETRHE. YELORE-IORETZERT
B2IERERTY, BEE—OVR,. TOBERLBZZIFEEL-IOE-AVREZFEALET. B
DN—=TFTA423AVIEEDRTDET, EN-—TAAATHRIMERFE DL, ELLWIT
VBMEZHIEL B SHBENDEFZERS T ENTERT,

E-O2E 71— ROBSILREEZZELEEA, XL, E-TJVEFEATRHE. JIUD
MEEE, F—ROPHCELTHSH CEZBROBEOMICEK, BEORNL—RATHFEELE
T, E-OVOREZEKLTIN—T1232zEMIBE, GRAMEML, HEORBIBERE h
£9, —AH. E-JVOREERKLTIN—F12a>ERSTE, JIVORENMELET,

REAESESILOBERER., E-O2ZHEALTESEhET—RZ20TVITBEICLY, 77
AT MIOBSHKENET—ER—AICEETDI/NT A —NAODANZHIETZETT., E—
OV, SAEROBESLEhET7 1 —I)LRE-HEIBMENETET, ChiF, F—2EY hODHICHE
TRRHENBEREASHICTEDZLZERLET, BRAFSICE. FEI—Y—A25HICEL
THSP B> IZBEBEDIHL., ThEEALTTIA—ILROTL—2TFANDEZKFETEST
BEMFrHYVET, BYIZE—DVORESEN—T 142328 Z2BRIDE, ChSOIURTEZRE
L., F—2ORBERZHIZFIZIDICRIEERT,

BRETNZ2H#FELT, XEZEFIVTADOLARILERELET, fIAE. T—ER-AILLTY

EATERN, TL—2TFANTF—RIBET IV EAIRNETREEVI—HF—HFERXZEE, F—X
EYNDGHORERZREIILEN STIARMUEN B XY, BE, BEEZEHSICE. E—
OYoREcZESLEY, N—FT14>a2zEMLEY, TOmMABZEALEYLT, &S DORHR
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BREHZERTIBENHYNET, ChiCkY, JTUONTA—NXVANBETITDAEMEAN BV X
ER

NEY D

« N—=FT 1423 _2UTAF—LDER
- E-OCVORE0FHE

- BEZE-OVOEE DO

N—=—TFT 142320 AF—LNDER

N=TFT 423 Z_VJAF—LR., E-OAVHAEHENLEEIN-—FTAIVETHEAZSTHIDH
EERELET, 774N — NT7F—XVA, ERLOFRATEMEONT D AZWSICE, BEY
BAF—LZBRIDEHSEETT,

N=T423aZVTAF—LZBRIDEERF, ROBEZEBL T,

- BAREZSHLT, REZE-DAVEAFUEITZAZHSLEXT,
- MEBHRZRRIDARMOHD FAARBENZ—2ZEATEHIERFBEITSEZL,
c BERKEVTIVLBRTREL EBEZMIFLET,

TF7AILNDZUH LT

ERENDTFT7AIINNITUELTHAF—LTT, COEFILTRE, EHEBERFBESNICERLBET Y
ALEZERALTN=—FT42a2CEYNHETSNET, FUVHLFTHTE,. BREAOKBE EEIZERE
BUN—FT 123254 AFEREN, HEBEFr G9ZFCIBENET,

RDBEE, ZVELDBEFEALET,

c EDHICETRIEOE RXA BN BEV,
« T2tV NCRAREFENLTRIAFI-—HAEELTVET,
- BEREORRERPMRICNZAZDILENHYVET,

RER T

BRICE2TR, N—=FT42a20F)HATRHRENTHIZLEN B KT, REBNBEAF—A
. HEBMORELCEBICESVTIN—TFT423VEENYETET, ChSODAF—LR., EA
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EADRHBEZEEOSVADCRK >TN—TFT A3V IHFFE—-Ca2 1Y), ERLAVERRRY
RETDARMEN HD 2O, BELCKIAITILENHYET,

REBWIHE. ROBACEALET,

- BAD-U 70—, —BLEN—FT12 3 RECEELET,
cADON—FAYAVEBERNICI L —T T hE—BOBOLY B ET,
BEAOAY MEDME

TF—2tY NCBRAIOKRY MENFEENTVWRIEERRE, SOV ABREKBERERNEHKZHEAED
BRZENTERT, LA, MOINTOEZRENICE) JATEA S, PROGHEEEZT >
HALACHBHTERT,

COT7TO—FIC&Y, F—2EY hOERYOIHIOFRATREEEZHITLEA S, KRy MEDE
RHOABETLET, BEMESHFETLSD, ERULBAVERFRZBIZLOICEEICHEIELTSLES
W,

N—=T 4232 AFx—LDH

ROBIE, — B BN—T 1232V REAF—LE, EERETEBET—IRFUIN—T123>0FN)
HTULEDRSICHEBITRIAZRLTVET, B, 7FAN— NT7A—-X2A, EROI Y
TLWEODNZ UV AZRMBDFEERLTVET,

Bl 1: FIITBE T —&

ERESOE-OVZEHKL, TF—2tY FAOERREI-COBEIET, 1 DOEFESH Mt
NEFES IV ERNBICHEILRTENDERHYEEA,

COFE. N 2ON—TFTAZIAVEREITDETTTSITY, BMON—TFT 1> 32VR@RAIANEEA
EBL, VIVI7UTIRZEBRPITLETTT,

Bl 2: EALBEEONA FIER

BEEBEN2 DDOAELEZE IEETANERZRFETDIT—EIR—ANHYET, BEOHKR
&, EORERDWSEZDHEETRELET,

BARBRRZBRSTICE., BEHBEZERALET,

c 5DODON—TAZIAVICEADRERESVALICE)ETET,
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« EOHKERZ 1 DON—FT 12 a2V IOREWNICENHTERT,

COF7O0—FR, FUEFNBEZZES LSS, BRICKRENDEZIHL. FEZXTTFUTD
RELUTREBEMIZAZRSLET,

Bl 3: REBZRXAZOBEADKRY ME

KEIET7T7—ARZR—LDOTF—ER—ANHD, MU EBROLBHNNME ALY N (L2 500 D&
LHEERBRRE) E, HOBHRYERFDHDICHEEICRRTENET,

- EHI500 DREBFENBVEHNEZ 4 DON—FT A2 IVICTVHAILEYHTET,

c BYDIXNTOBEFZ 1 2ON—F A2 IVICRENICE HTET,

¢ BN—FT A2 IAVEY LTSN EF—ENBEEY—BPHERTET. N—T12a> 0%
BRLICBPLETD,

CONAT VY RTT7O-F&F., BEAEDBRICHL T TILTFRHUAERN—T 12307
ZHELEN S, BBAOKRY MEZX—T Y NCLET,

chsofllE, N—T 1232 FEAF—LZEERTEZT—FRUEICEDLSICEATER LN ZETR
LTVET, BEAENHSE, FVFALATHETTITIN, RXAVOABZEAATIET, BE
CEBRATRETTANG—ENT ANV AZESICMLERDZENTEEXRT,

E-O20kEOFE

E-O oRTREEY NEMNTIEES Q. YIVRTRICABFE NS HVAC EHDE Y REZEREL
Y, HBEEThDIREE, EN—TA23a2HNOEOZHFZE. T—R2IHBEEN EEhTVRIAL
SH, EF1UFAENTFA—XADEBHICK>TERYET, BYBR/N—FT123 -0 AF—
LZBALERBICT—2EY NFEEY—TH2546F. BERGAEXNCHEFIEZERAL T, B
BRE-—OVOREEZHETEEXRT, chsoXEF, E-DUNERT D AIEMEDH DR EDOFEEK
OHEEZRELETYS, F—E2EY MNAO—ZENEZLICEENROEREEZRIETZ2DITTED
WEBA, RIIOATY 7, BERZHETSH LTI,

(® Note
ChSOFBEAOBMER, EN—TFTAZ3a2ANT—FEY MOFTHICI>2>TERY X
Fo TF—2EY MBE-HNCIHLTVEVESE, TE-JOVFBLTVWS T3tV
i ZZRLTLSEZL,
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BEMAZHEET S

BEFE, EXE-D0BERELD T —ILRAO—EBENEOEREENZIHTHY, 71— KR
ICHBMENDEOREETNZEHBTRBYEEA, HIXE., REEOZI—FT1JDBHREHE
IHES{tENZ Room 74 —=)LRIZDVWTEATHEL &5, Room 7 1 —)L RIZIEAEFH 100,000
DENEREND CENBESIETHYN, REEBNFZ—FTATOEHICFHNTESZIHEKE S50 EL
PHYVERBA., ChilE, Room 71— )L RIZEMTEZ —EDOEHN 50 BELAKVIZY, BEFAN 50
Thd_EZEKRLET,

(® Note
BEE-OVOBEANFEET7 A —IILRTHDEE, E-DAVORETEZFETDHLOHICHEH
Th2BEFR, RE7A =) RICE>TERENE—ZEDHEIZEDEORTT,

BEFRZHETIRICE., T—FEY MNOFRHEThZEMNESHTEEBL TS LTV, E=O%&FD
FLOLLIO—RZEZAALRIC, TOE—JORECZEFHIHD_LR@ETEFLA, BRTETIEL
BEOTF—EIR—AV)1—>3 20zl T, SESFRBIEZO7 1 —I)LRIEBMHEhD LN
HETIhD—EZENDEOCHOREEY) BEKLET,

BERARERTHIMLERFHERA, FT. BEOT—EIR—ANO—EDEOKREZRET S,
FERBVO 1 FHICRMEND LN BVEEND —BEOENHZEBEENEXRT., RIZ. UTOE
BZEAL T, SBREFETTAETAZ —S0EQEMZHMLET,

« —ENEN10EZICEBDENEBEENETH?
e —ENENM100ZICHEDENEEENETTH?
« —ENMEN 1,000 BICEBDIENEEENETH?

—ENfEN 50,000 ETHBHEL 60,000 ETHIHENERFAE< AL, HEREThZE-OVD
RERFEAEEELTT. LAL, —EN{EAN 50,000 BTHB5H5E & 500,000 BTHBDHE. TD
ik, HEREhDE-DVORSICKRESFELET,

HBEESPHEZEOD—BNBET—XXATOHBRBEICOVT, RET—2Z2BETD L ZREF
LTLKEEV, fIZE, KEBEICEK 41,707 OBEZESHIHYVET.,. FAITHIEBEHGE. HEOTF—2X
R—=AICHBITDUEBENHYVEST, T—RXR—ARND ZIPCode 7 1 =)L RICKEL£ X OF—2AH
BENTVWBEEE. ZIPCode 7 1 —J)L RIZIRTE 41,707 BO—ZE0EHN B VBEETE, BKEH%Z
41,707 EEBRTDEHNZZASNET, T—EXR—ARD ZIPCode 714 —ILRIZ1 DDOMDOF—
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BDHINEEN, SBE1DOMOTF—ROINEETNDEEEF. BEMA%Z 41,704 TEBEL, O
MOBEBSODEFTHRELTERTEET,

BEAYAAASOE—TVOREOFHE

T—EABEN—T42a2HNICRET-Co#HEh, HEEFrEENATLVEVERR., BRESER
R—ANDXZFEALTEYBZE-DOREZHETEFRT,

pZE—J OBEAYA X, 2EWE-AVHF1 2ON—TFT 12 3a2ALSBEENDEROT
L—>FFAMEOBELET, E—OVORE b(EY ML) O—BHEHAREROESY T
ED

b = log.(p) - 1

ORI, BRHOBZEEETEDLSICLANS, BROAEMZISDINICREET. I
PS1EY R Z2RETDE, BROEZZDENABLUE-IVICIVEYTENB L BFEIE
T, ChCK), BEORBIFIREN, EBMAYR—NEIRET,

COFRER., T2ty h2BOTFHERBFECHEEBZRELETT, INTOEFBLUHORKE
ZERTBERRIAESIT, EEALDH, HEE. FLEBMHNET—INEZ-—EERBEhEE
Ao

COREE, BRBEEHTRELS, BHIOHARFAELTHEALTLKEZV, BROREZERT
T, N7 #—=IVAOHBHE, BRTF—FR/BECHLTELCKIAL, LECRHLUTE-ODVORE
FERN—FT12a>BzEAELET,

E-2oRZTICEIZISEZNEY D

ERI—Y -, YVVI1—232VCBLEE-OVOREZERIZIHRUEN STV ET. JTUN
73 —XRVANDFERLE 2R/ PRICHNABHN S, T—20ORELZBEICRETIRE Z2:ERT
PHRENHYNET, E-AVICL>THRFENDZEFIVT 1 OER. F—2EY MDD HE, E—
O OBERERD T 14— ROMEERERICEI>TERREN XD,

s E-OVABEICRVWESICE., EREhZRRANBEICOLBLLZED O, F—XEY bODH
CET2RBNEEBRIASHICBDARMLI B KT,

s E-OVORENEITEDERBENI ZTEDR LD, T—ER—ADKVY [EEBAF ¥ UAHABEIC
BRSO, DTVONTA#—X2AOANFEMLET,
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TF—2EY MMRBREH-CHBEATVZHEERE, ROKXEFIRZEAL T, ERICBEL E—-O>
DRETZHETEERT, cnhSsORRF, E-OVHERTEIARMOHZRREOFHBOHEEEZ
RBHLETHY, T—2EYPAO-—BOECEICHENHDORREERAEIZIDLITELY TR A,
ROREY 2@, E-OVAME—HNC2HBLTEY, HET—ZANSENATVWEVIEZRRELT
WET,

1. BEEThZIVDACHOKREREZTETS

BED7 A= RICODVTOEBEYNAE-IVOREZRETDICE., £, BEShBIVT 3
CHBOBYSERERETIZENBYET, BECND VDI 2HE. BED HVAC 27
ICXYEYTEND—RBOTL—TFANDEOFHRERERLET. 1 DO—BENTL—
PTHFANDELOVTAETNZRRAOHE, BEET 2TV a2Hi 1230
BYET,

REESHZIVDI2VBE 28 E, 2D, BEFAOFIRREICTZI L ZHBHOLET, X
NrEXEF. SREALC 16 EULO—BNENF HDBEICOHMEELET,

2 < number of collisions < V(Population)

qUZar N 2 kE0EEe, E—DFERTHBRRANBEICDBLLABZYET, BEEHh
V23 0FPMELT2HIHEREINETT, chldk, FEILT, Z1—ILRAODIXNTO
—ENEN, D1 DO—BDEICIYYEYTENDEICE2T, 2EL<EE 1 DDBKRA
EERTD_EEREKRTDLEHTT,

2. E-OVORETOHBERZTETS

BEENZAVDIVORNMERETNZ VDI VOBEABEREL LS, ROBEXEME
ALTEBYZRE-DORESOHEREZBEL XTI,

number of collisions = Population * 2-(Peacon length)

T, BETh3IUD3a2VBN 2@EEETI3 AU I VOUERRIYR) THBHHE0E—1
VORETERDET,

2 = population * 2-(beacon length)

TO#&, REIVD VBN BEFAOFAIR (BEETHZ IV IVOHREAE) THDHEE
NDE-2DRETZROEXT,
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v(Population) = Population * gy {EEREEm JEEED)

CHOABRRICK > TERETNZERZYYRTTE—DAVOREZEHLET, flxE. AER
BB EE—TODREN 156 ICKDBE. TOEZ 16EY NIBBRSICTYYEFDDT
FE<, 1I5EYRNCEBESICYURTRCEZBEIHLET,

3. E-OVoREZERTS

NSOABEREF, 71— ROE-OVORESOHEREFAZBETDLETTY, T—2EY
ROEFIVTAZ2MITIZEHIC, AESSERREIC, E- 28I z268DL
R, LEL, ERCEAIZE-DVOREE, BRETINCRI>2>TRENET, BRETI
ZHERBIDBICNT A X ABEHZERBLT, 71—/ RCHREBEZE-DVORETZRELF
ED

E—0%8<TBEIIUONTA—IVAFETL, E—OV2E<TBEEFIUTAH
BEFLET. —BHIC. F—2EY MTRE—CHHLTVBEE, £EEHEETA—ILKAS
BEROE - #BETHEAE. E—OVELYELLT. F—2EY NOSHICELTHS
ABBBROBERIRICHIDBENHYET,

BRHETINZ®FEL., 71— ROSHICEALTHSAICEIHHNEBEHRIEF1 VT2
HICEREZSAZEOTREVEHKLLBEE, HELCHERERKI)EE-O22R<TD
CEREBRIBDIEELTEFRT, fIARF., 71—/ ROE-OAVOREOHERGEEETEL L&
CB,9~16EY hEEHENLELTE, NTA—NXVAOEKTZEITZHEHIC24EY hD
E-ORZHEAIZHECZBIRTEXT,

E—O ORSIFERICBIRLTKEEZVY, E—O2F >HLVL O—REEEAALEIC,
FTOE—JORESZEHIBD_EEFTEFREAS

SEZE-O0EZOH

S5t 723> Tunit 714 —)L R%& ENCRYPT_AND_SIGN ELTX—9V L EF—ER—A%E

ATHELED, unit 71— J)LROBEE - AZFRETDICE., unit 71 =)L RIZCDODVWTHEE
ThBIBRAOBEE - ORETERETDIHEN HVET,

1. BEMZHEETD

ERTTINEBREODT—ER—AVYV1—23 20 &8BRLUEER, unit 7 1 =)L RICIEFED
(Z 100,000 AN —EQEAFEEITZD_EICKRDIEREEIFTT,
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2.

2%V, §%H =100,000 TY,
REETHZIAVDIaVHOMRERMEFAELE T,

BT, BEETNZOVDa2#HIE2~316 TT,

2 < number of collisions < V(Population)

N
IA

number of collisions < V(100,000)

2 number of collisions < 316

IA

E-O20RESOHERBEZHAELE I,
BT, E-OOREFE I~16EY RTHIBENHYET,

number of collisions = Population * 27 (Peacon length)

a. BEENZIVZA2OHENBNATY T2 TREENLEBTHREEOE-DORE

ZELET,

2 = 100,000 * 2-(beacon length)

E—20OkE =156, FzF15EY b

b. BEETNZAVDAVOBABNATY T2 TREENLEBTHIHBEOE—I DR

ZEHELET,

316 = 100,000 * 2—(beacon length)

E-nkE =83, ¥FLE8EYH
EFXFIVFTAENTA—XAOEHIZELEE-OVOREZRELET,
BRBOEY RZEWK, NTA—XVADARNEEFIUT AN 2FBIEBNET,

« 16EY N

« FHYIRE, TRAETINO—BOERMBO1S5BEBOIZY NN YEYTEhET,

E-d oREeEN—T12 a2 0ER
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s EFIVTFA HYFEOSNERU HMAC 2T %2F 22 >OLd—KRiE, AULZ7L—>F
FANDEZFDOIAREMAN 66% HV)ET,

s NT7A—RVA: VIV, RRICVIVIANLEIOHOLO-RZEC15HDOLO—R
ZHBLET,

« 14EY K
- FHTRE, ThEhO—EBEOERMD 61 BOIZY NCIXYETENET,
s EFXF1VFPYFEOShIZELU HVAC 20 %% 22 >OLO— R, ALU7L—>TF
FANDEZFDOAGEMSN 33% HVET,
s NT7H—X2A: VTV, ERICVIIANLE10HFOLO—-—RIEC30HEOLO—R
ZRMEBLET,

E—J2&0ER

9S54 T > MIOBESILS 4731 OFHEIA AWS Database Encryption SDK ICZEEEhFEL
o COTFROY/N—HA RTIE, 5lZ#HZ DynamoDB Encryption Client [CB8 ¥ 218 Z=RHAL
7,

IXTOE-OVR, —BOE-OVBLL>THAETNET, E-VHFFETND &, E—T
VEE, BELENET7 A —I)LREIJIVIZBICERENZBERERNET, E-OVBR, BS
LENLT A= RKEFFEETZ A I REFUARBICTDIZEATERTY, BES{LEhTLAEL
74—)LREFUBRHIICTR LR TEFREA, 2 D2NEZZE-IVICRALE-OAVEZNITE
EREFTEXREA,

E-OVICEZNTTRETDHEEZRIFAICOVTE, "E-OVDFRE, 2ZRBL TS
W,

BEE-O>0mH

BEEF-OVICEMZFT356R. TEESFEEELC., E-Od 82—V —AILMRTS
EZEB<BEOLET, chlk, E-OAVRE, BEE-OCOBERELDIESEnZT7 11—
RELBFBEET A —IILROBEARUTHBDCEZEBEKRLET, HlZXEE. LastName EVSEFHD

BetEh7 41— )LRICODVWTOZFEEE-OV ZEKTHHFE. E—O2HE LastName TH

RENFHV)ET,
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E—O EENFE-AVV—-AEFUBE. REASE—OY—RZEBETEET, AWS
Database Encryption SDK BB ICE—I>&%2E—1YV—AELTHEALET,

E—2 0ORE

94T MIOBES{LZ A4 75 1) /I AWS Database Encryption SDK ICEEEhFEL
o cOTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client [CB8 ¥ 218 Z=RHL
9,

REARLESILEYTR—NITRIE-OVICR 2204 THFHYNET, FEE-OF., — &
RERTLET, chslB, T—ER—ATRRABSESILZREIZIRE[ELFTETY., BE
E-O2&, VFZILTL—2FTFAMNXFIEREE-OV2BEDE T, LUEMEIIVUE
EITLERT,

E-O2E@, F=EZFANEThTVWBELVHFLVTF—IR-ALCREETND IS ICHAETNTVERT,
BEOTF—ER—ATREETNCE-ODVE, TF—ER-ALEERAFTIAZHLVLI-RDA&%Z

RYEVILET, E-OAVR 71 —ILROTL—2TFANDELSFHEENET., 71 —ILRAY
Beltehde, E-OVREBREOTF—R2EXYE I TERLLBYET, E-OQVZHF>FHLLL
OdA—RZEBEAALRIC, TOE-IVOREZEMID LR TEXREA, LEL, LO—-RICE
MFBHMLWVWT7 A= REHLVE-ODZEMTEXT,

TORCANZ—2ERELES, F—ER—ARKO2FBHORATY F7ELTE-OVZRETS
RBEANFBHVNVET, RIZ, IXNTOE—TVEHRELES, AWSKMS BEFXF—U > J0ER, £E—1
N=2arvoOEE, EE—A0tH R IVA VTV IVOADRERE, BELTIOIADEER, T—
ZNR—A& AWS Database Encryption SDK 754 7>V NOREZITOLENHYE T, FMEIZOV
Tk, "TE-J>0FEA) 22RLTEEL,

E—O20N—>23a> ezl BEEICERTEDLDIC, BEE—-—TOEESGE-O> 0 A NEER
TR EEZBEOLET, ERLERE- %, XREFICTNTIhOBEE-OVANFTLERZEE
EE—OVUARNICEMLETD,

KNeew o

FEE—2ORE

e E—AUN—TFT1423a_VTJDOHFE

- BEE—TJVORE
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« REH

c REBLVEETDVAIDE

EXEE—T0ERE

FEE—VE, T—EAR—ATRRAEZESLEREIDIREH[ELFETT. E—OESLE
N7 A=) REXEGRET A —ILRIEODVTOHE—BREEZRITTEERT,

RERX DA

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("beaconName")
.length(beaconLengthInBits)
.numberOfPartitions(2)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/.NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{
Name = "beaconName",
Length = 10,
NumberOfPartitions = 2
}i2

standardBeaconlList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![

StandardBeacon: :builder().name("beacon_name").length(beacon_length_in_bits).number_of_parti

BEE-VZREITAICE. ROEZEELET,
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E—O>2%

EELENLT7 A —)ILRZVITVUTZIRICERAT S B,

E-O28R BEEENLET7 A —I)LRELBFRB7 A - REAUAFICTZIEANTEXRT
A BEHENATWEVWT A —)LREBURAICTICERITELRRA, ARAFEEEEIC., &
BEE-OVOBEREBIBEMENLET A —ILREFLEFREZ7 A I ROBRZFERATEI L
TR BEOLET 2 O200ELBBIE-IAVICAVE-DVBZFITD LR TEREA X
CHREZSE-OVBZRETDHECODVTR, "TE-JOVHMER, 25RLTEE,

E-2okE

PWRESLERIIRFENZE-IO/NYZ1EOEY MK

E—OY0EEL&>T, BEOE—IV &> TERENBERAOPHRNRE £T, =
BB AE—OYOREERETIHEOHAEALTICOVTR, "TE—IV0EE DR
Ei EBBRLTLEEL,

E-J2V—-RX (F7>3a)

BEE-JOBEREBD T 1)L K,

E—O>Y—R&, 71— RE, FLEXRAMNENET A =L ROEZSBIDA(TYIAR
THIRVENHYET, E-OAVENFE—TVV—AERUEBE, REASE-TVVY—A%ZHE
B TZ. AWS Database Encryption SDK FBEMICE—J>FZ2E—YV—A&ELTHEAL
7,

RE7 14 —)L RDOERK

BET AL RZERTDICE, RET7 A —ILROBEEY—AT A= ROVARNZEET 4
ENBYVET, YV—AT7A—I)LRZFRBEFIOVANTEMTDIEFICK 2T, RE7 1 —J)LRZ#
EIBEHICINSDY—ART A —I)LRAEBENBIEFFREVET, AOFITE, 22720V —A
74— R&EZEFLT, RE7 1 —I)LRZERLET,

(® Note

T—ER—AILADTRENC, RET7 A —I)LRABRHEEIBERZERIT D 2H#RETS
CEEBEOLET, FHICOVTR, "E-TO2HIDTAL) 2ZRLTSEEL,
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Java

2% 01— Rfl% S8 VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartlList.add(sourceFieldl);
virtualPartList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.buildexr()
.name("virtualFieldName")
.parts(virtualPartList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldList.add(virtualFieldName);

C#/ .NET

£ 11— Rfl&ESH: VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };
var virtualFieldName = new VirtualField

{

Name = "virtualFieldName",
Parts = virtualPartList
33
var virtualFieldList = new List<VirtualField> { virtualFieldName };

Rust

2% 01— R¥|& S8 virtual_beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field one, source_field two];

let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;

let virtual_field_list = vec![virtual_field_name];
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/VirtualBeaconSearchableEncryptionExample.java
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V—RA7 1A=L ROBEDEIX Y N EFEAL TRET7 1 —ILRZEKTDICE, V—ART71—)LR
ZRIEBIDVANCEMIZEIC, TORMREERITIHLENHYET,

BREB74—ILROEFIVTAICEIZERSEE

E—O2@ 71— ROBE{LCREEZEELE A, ££L, E—OVEERTREE. JTUD
HEME, FoAOKHFICELTHSH IR BROBEOMICE,. BEONL—RATHABEELE
T, E—OVERETHEEICLOT, TOE—OV L& > THBENZEFIUT A DL AR
FUET,

BiFOBREE—OVEEETRIY AT A —ILREZBUCRBT7 1 —IILRZERLBEVRSICLTLSE
TV, BEE-OVEERTREHICBRICEATENATVWED Y —RT71—)LRZBUCRET71—ILR%E
ERTRE, MAOE—20EF1VTALRILFMMET IR AREN BN ET, EF21UT1HEK
TI2RER., BHOY—AT7 1 —)LRICEK>TEMENZ I NOE—DOLARIVICI>TERZYE
¥, TMNAE—OLARILEE, BMOYV—A7A—)LRAOEEDEOCSHE, BMOY—ART 1—
IWRABREBT7 A —I)LROLENBH A XIIFETIEY MRIICR>TREVET,

BEFMEE-IVORSZFEAL T, RET7 A —ILROY—AT A —)LRFTF—2EY hOEF2 D
TACHMBETRINESH ZHMTEXRT, BERR. 71—I)ILRAD—BEDECEREHRTT. BEHF
FERTHIVLEIHWREA, 71— )LROBEFACEEICOVTIK, "SEFOEE, 228U
TLEEL,

RB74—ILROEFIVT A ZHFEIDRICE, ROflzEBL TLEEL,

- Beacon1 l& FieldA A SHEHEEhET, FieldA NRERMEE, 2B OFD) 4 g xz o
7.

« Beacon2 (& VirtualField *S#BEEhEFT, chik, FieldA, FieldB, FieldC, KT}
FieldD A S5HBEEhET, FieldB, FieldC, BL Y FieldD Za&htE 2 &, BERIF 2"V &)
EAELS Y ET

RDATF—KR XA RHENIHE. Beacon2 I Beacon1 & Beacon2 DEADEF 1) F 1 Z#EL
£9,

=
\Y

(Beaconl length)/2

=
\Y

(Beacon2 length)/2
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E-OAZXMIIDER

FROY N—HA K

BEE-QVZFEALT, BEStEn 71— )LREFLFEET7 1 —I)ILROEMBREREZRTTESE
T Fhld, BEE—OVEBEL T, JUBMETF—EIR—AFRL—23AVERTITBLE
TEET, EEE—QVZ2EBEBIVEELX I TSR LHIC. AWS Database Encryption SDK
k. BEE-OCOREZERETAUTOAT a2 E—dV ARSI NFAZEETATVET,

(® Note

E—O>AZAIINEEETSICIE. AWS Database Encryption SDK ®/N—= 3> 3.2 L&
EFEATIHXENHYET, E—DVREREICE—DA ARSI ZEMTSEIC, INXNTD
)—A—(CHLWN—23a > 2F7O/4LF9,

PartOnly

ELTERETNLEEE-OV G, BEE—OVOBESEENLEBIZEETH O
(CPartOnlyDHEATEE T, PartOnly FEE-OEZEHE VTV IBD LR TEEE A,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("beaconName")

.length(beaconLengthInBits)
.style(
BeaconStyle.builder()

.partOnly(PartOnly.builder().build())
.build()
)
Lbuild();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
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{

PartOnly = new PartOnly()
}

Rust

StandardBeacon: :buildex()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))
Lbuild()?

Shared

F7F2)RNTR, IXNTOEBEE-DVRFE-JVHERAOD—ZO HMAC ¥F—2 4R L ET, T
NESH, 2DONDEBZEEE-DAVASESLENLET A —I)LRICHL TEMBRRZERTITS
EETEFEBA, ELTEEESNLEEEE -2 Sharedik, BIOZEXEE—TI>2 0O HMAC ¥—%
AECEALET,

X, beaconl7 1 —J)LR&beacon27 1 —)LREZLKBRITZDMHEN HDHEEE. . OFf
(- O HMAC ¥—%ffH 3 dSharedEl—>beacon2& L TEZ&beaconlL ¥,

(® Note

Shared E—2ZFRETHHEIC, EFIVFI1ENTF—NVANDZ—XEEBLTL
ZEW, Shared E—2 &, F—X2tEY b0 HICEAL TEATZEDRIABHRNEZ
BRIUREMENDYVET, LEAE., EORBI7A—I)ILRICALUTL—2TFANENE
FNRTVBIHDZHSHICTD_ENTEZXRT,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
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.shared(Shared.builder().othexr("beaconi").build())
.build()

)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :builder().other("beaconl").build()?,
))

.build()?
AsSet

TF7AILRNTR., 714—I)LRENEY NDIFESES. AWS Database Encryption SDK &
Y NORE—OBEEE-OVEFELET., TORR., FrESkEhiE71-)

RCONTAINS(a, :value)aTHBVITVER{TIDEWRFTEREA, ELTEREIEE
BE-2E., Y NOBEROEYOFEEE - EZAsSetitEL, E—OVfEZEY b
ELTHEBILRELET, ChiZ&Y), AWS Database Encryption SDK &V L) #R{TTEE

FCONTAINS(a, :value),

AsSet BEE-VZ2ERIZICKE. EY MNROERABLE-IORESZFEATESD LS
o, BUBERNERTHILEN BV ET. E-DVEOHERICERI RELLBE. E—

A2ty ROBRBN TL—2TFARNEY MKW EDBLI BB ARSI B ET,
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® Note

AsSet E—VZREITDHIC, EFIUTA1ENTA—NXVADZ—XZEEL T
2ZEW, AsSetE—OVE, =2 EYMOZHICEAL THATE D HTFHROEZE

RYAEMN BN ET, LEREF, TL—2TFANEY RO A AFASHICEDES

FHYNET,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()

.name("beaconName")

.length(beaconLengthInBits)

.style(
BeaconStyle.builder()

.asSet(AsSet.builder().build())

.build()

)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

AsSet = new AsSet()

}

}

Rust

StandardBeacon: :buildex()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :AsSet(AsSet
.build()?

::builder().build()?))
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SharedSet

ELTESEBENLEELE -, B Shared& AsSetBI#iSharedSetZBAAHE T,
EYRET A=) ROBELENLEICHL TEMRREEZRTTEDLSICLET, ChiZK
V). AWS Database Encryption SDK (&, CONTAINS(a, b) ad'EES{tehiztYy NTHV),
FESENET A= RbTHD VIV ERTTEET,

(® Note

Shared E—VZRETDHIC, EFIUTA1ENTF—XVADZ—XZEEL T
1ZEWV, SharedSet E—O2EF, =2ty hOS®HICEAL THBITEZRIFHROE
ZEPIAEMSBDYET., LEARF, TL—2FTFAMNEY ROHAX®, ALUTL—
DTHEFANMEZBUHET7 A I RAPSHICBRDIEEN BV ET,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()

.sharedSet(SharedSet.builder().other("beaconl").build())
.build()

)
.build();

standardBeaconList.add(exampleStandardBeacon);
C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
SharedSet = new SharedSet { Other = "beaconl" }
}
}
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Rust

StandardBeacon: :buildex()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet::builder().other("beaconl").build()?,

))
.build()?

E—aN—F14>3a=Z> 0 NEE

COEIYAVTR., E—OYN—F42a=VI0BRESZEE. E—O2OBE. 71 OBHE.
BLOEFIUTFARIANOHECOVTHALET, N—F 4232 JRINTOE—TIC

EREN, EESHL, HEY—UESBRL, YIV7 7 7INEEBTE-H0—BLEETIL
EBEMLET, N—FT A3 VRMEN—FATAVEYLTHAEDLS CEETINEBERTD L
T, TSANY—, NTA—IVR, BRLOREMDNS VAN ENEBREEBIRTEET,

N—F 4 aVBEOHBE

N=TFT 123 >PEEREBT—TILARILTEREEN, IXNTOEEEL-IICH—IIE
AEehEzd, EREBT—7INE 1 2ON—FT 423 T AF—L%ZEHZLET, chiF
maximumNumberOfPartitions & defaultNumberOfPartitions @ 2 DD/NT X —RIC&L > THIfAET hE
9,

maximumNumberOfPartitions

maximumNumberOfPartitions 7 4 —J)L RiF, F—7 I A EHEHBEPICERATEZ/N—F 123
COBDEREERLE T, COIE:

c SIUDBRTI 7V FINERELET,
C FRBEREFIUT A BEFENTACONTHEY T ENTEET,
C P ANBETIRICRSTLRTEERA,

defaultNumberOfPartitions

defaultNumberOfPartitions 74 —JLRi&k, MBON—FT 12 a0 HZHRHVICETLEVE
- THERAEhBAN—FT12a>0HeEELET., COE:
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s BELIMBENHVYETL < defaultNumberOfPartitions <
maximumNumberOfPartitions < 255,

c EXRFERTEXRTN, HENEZIATN RIS T CEREFTEEREA,

« ZOEZ LRAUEICERELET. maximumNumberOfPartitionsi# L., B4 OE— A F
ATEBRN—FT 1423 0HZ2ERNICHRIZIESERERT, E—J>0N—FT1>3a>H%
FIRTHE, BHEOEZENFf NMEVHIKERENATVZES, BUHZFEICHEBIIIOIUITSE
. FEROIVI77F7IOREVIVIANZEIBTABEICERNTT, N—FT12 3> 0HKW
. JTVOMNRETFATNEMZRALEEZEHIC. SOALMETBOFIRZNL—RLULETD,
FEAENDEMTIE., FAMEEN—FT1>a>0xR2EEY NEFERTRE, 774N —RE
ERBMEONT AN ENET,

PartitionSelector ZFEA L E/N\—FT 123> 0E|V) HT

EVWSI—H—EEOEHKIE, EEAKAKFICEERHZ/N—FT 123 ICPartitionSelectorEy)
gf*?o /\0_7__ 14 :/ 3 \/ﬁ%b\“iki U ijo

GetPartitionNumber(item, numberOfPartitions, logicalTableName) -> PartitionNumber

ELIORTRAAVFLYZZIO—RLT, UTZITSCENTEFRT,

« EHMON—TFT 13 VICEHEDEEZPEBLET,
c ENBEE1ODON—F 423 IC—ELTEVYYETET,
« SRAD—o0—RICE, F7ALNOSUOALELVZZFERALET,

E—O>0mEICE. BIRULEN—F 423 VBEMfEMOATATVET, chiF, BE{LEhi1E
BErRE—O ECEEABEhZZEEHYEE A
BELE—OTON—TFT 123 BOERE

F7AINRTE, IXTOBEE—-OVIF Z2FEAL £JdefaultNumberOfPartitions. 77
23T, ZRELTEZOE— 24IRTZ £9numberOfPartitions. Chilk., RXRDEFEE
ICERTT,

c EREBZTF-RBBRICEES-COBENTVET,
« JTUD—70—RE, FBCNEBHEREY N ZRIENFEEIET,
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« DTVUT772T7IOhERBSTE, NT7TA—NXVANFKBICEALELET,

FHWAEE-O>0HEE, E-JVEBFRICEAETNZENEN—T 1232 ROLSICFHEE 1
£

effectivePartition = itemPartition % numberOfPartitions

E-OYLALOHKNE, YEXSECOKEAL, BUREFIUTLEI-EFVET. HK
FELKBLWE, BEEMORIEFBE LY, STUHCREOERLT U EATE B KD THE
EDES R

RERI DB

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.numberOfPartitions(number)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{
Name = "beaconName",
Length = 10,
NumberOfPartitions = number
};

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![
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StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.number_of_partitions(number)
.build()?z,

BeE—O20ORE

BEE—2EF. VFIILTL—2FFAMNFIEEEE-D 2 BHEDET, B
—DAVTYVIANS2DONEBBLI—RERATE2VIULEY, Y—KF—%F
ALT714—=I)LROELZEDEZITILEYTRRE, BEBET—IR—AFRL—
a3 BERITLET, E#8E—>1&. ENCRYPT_AND_SIGN, ., SIGN_ONLYH KT

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 41 —/LRASHEBETEXT, BeE—VICE

FENBIEEHEIET - RSEICEEE-DZERTILEN BN ET,

(@ Note

F—RER—=RAILADTRHIC, EEE—I N PEEChI2EREZERTHIEZHRETSHC
EEBFOLET, FHHICOVTE., "E—TOHI0TAM) Z28BLTLSEETV,

REBX DB
Java

BRE—OVRE

ROBITE, BEE-—IVRENTHESUSLTBEECNEN-NIANEZO-AILICERLE

EE

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorlList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);
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E-ON-J3arER

ROBITE, E=AN—23THRSESICBREEALEZN—NIANZIO-NIICEERL
Y, E-OAVN—23a20EROFMICIOVTER, "E-TJ0FEA 28RBL TV,

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartlList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

2% 0— RS2 7 )L %S BeaconConfig.cs

BeE—JVRE

ROBITE, BEE—IVRENTHESUEBLTEBREENEN—NIJANEZO-AILICERLE
ER

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);
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E-ON-J3arER

ROBITE, E-OAVN—23a2THSUBSLTEREENEN—NJANEZTO-NILICERL
£F9, E-OAVN—23C0EROFMICOVTE., "E-OV0FERA) 28RLTSEEL,

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconlList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartslList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore

{
KeyId = branchKeylId,
CacheTTL = 6000

};
Rust

2B 1—RY > 7))L Tbeacon config.rsy 5B L TS EE L,

BEE-OVRE

RXOBITE, BEE—IVRENTHESUEBLTEBREENEN—NIJANEZO-AILICERLE
EED

let compound_beacon_list = vec![
CompoundBeacon: :builder()

.name (" compound_beacon_name")
.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
.build()?
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E-ON-J3arER

ROBITE, E-OAVN—23a2THEHSUBLTEREENEN—NJANZTO-NILICERL
£F9, E-OAVN—23C0EROFMICOVTE., "E-OV0FERA) 28RLTSEEL,

let beacon_versions = BeaconVersion: :builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :buildex()
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_versions];

EEftE i/ N—hEeFBEZNEN—FRE, O—ALFLEEITO-NILICERENIZJVARNTEERT
EET, AEEARY, E-ON=232070-NILJVANTHESEHIVOBEEhIEN—-FZE
BIDELEHRHOLET, BELEhI/N—bEBEETNEN- ZTO-NILICERTSRE

T, EN—hZ1EERL, TON—MZ2EHOBEEE—IRETHENATEXRT., BEILEL

FEBETNEN-PZ1BEGERATZHEEE. BaE-VRENO—HDIVANTERTER

T AVARZORVARTRE, O—ALAN—rEIJO-NIN—FOEEZSBTEEXT,

EELELTBEECNEN-—NJANEZTO-NILICERTREEE. #eE—IfEsE—OY
REDT7A—IRETEVTILTEZINTOFEZRBNTEIVARNTVEZN— D) A~ ZRM
TRIBENBHYET,

(® Note

ESILBRVOBREENEN—RNIVARNZTO—NILICEZTSICIE, N—23 2 32 LEO
AWS Database Encryption SDK ZEA T2 X ENf SV ET. HILVWN—rZJO-NILICE
RIDENIZ, INTOU—F—-ICHLWN—>23a2 =270/ 0LF T,
BEOE—IVREZEHL T, BEEBRUOBREENEN—RKNJANZIO-NIICESE
TR EEFTEREA
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BEE-OVZERETRICE. ROEZEELET,

E—O>2%
EELENLT7 A —)ILRZVITVUTZIRICERAT S B,

E—O2&@, BSEn7 4 — )L RELRRET(—LRERUEHNICT BN TEET
K. BEEATVWEWT A —LRERUEMICTH LR TEERA, 2 20—V ERL
BEHMCTRHI LR TEREA. RECBESE—IVEERETHHECO VTR, TE—0>
BZDER, EBRLTIEEL,

SEIX
BEE— O ZRETH WL ZIHITZEOICFERAENDI T,

PEINFE, BEE-IVOBERELDZ 7 A —/LROTL-—TFANDEBEICHRID LG
TEXREA

Ee{tesniE/N—KRUAB
BEE—OICEEND ENCRYPT_AND_SIGN 74 —J)LREZEHAILE T,

BEHDICE, BAIETLTAVIANFEENTVRHREN BYET, BoOBFR., BSkEh
74— RASEBRENEBEEE-IVOENTHIBEN B ET, L7141V VALLRE
BEOXFHEZEETERTN, —BETHILENHYNET. BELEnLHBIE. BEAE O
FERBUTL74YIOREHICERTEEREA, BEE—IVICI>TREE B H O LMD
B ZXBI2ENMEZERTD_LZHBOLET,

AEEPRY), BHbtEhiEN—hETJO-NILICERTDCEEHEOHLET, 1 DOESE—
OAVTOAMERATRIHEAR., BEtenHBrZO0—NIILTERITDEERIFTLTIEEL,
O—ALICEEREhEES{tEhEN—NE, JO-NILICEREhEESLEEZE/N—MERE
UZ7L74YORFXLERBRIZF OELERTEFEA,

Java

List<EncryptedPart> encryptedPartlList = new ArraylList<>();
EncryptedPart encryptedPartExample = EncryptedPart.builder()
.name("standardBeaconName")
.prefix("E-")
.build();
encryptedPartList.add(encryptedPartExample);
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C#/ .NET

var encryptedPartList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart

{

Name = "compoundBeaconName",
Prefix = "E-"
};
encryptedPartList.Add(encryptedPartExample);

Rust

let encrypted_parts_list = vec![
EncryptedPart: :builder()
.name("standard_beacon_name")
.prefix("E-")
.build()?
1;

BENEN-KUAB

BEE-—JVICEENBBENE 71— RZRBRILET,

® Note

BENEN-—NEFT>3>TT, BENEN-FZ2ZRLBEVEEE-VZRETE

£9,

ZBEAICE, BEI, V—A, TLT7AYVYIANEENTVBRUENf HVET, V—ARK, /N\—h
A%k Bl 93 SIGN_ONLYZFE /=l SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZ7 1 —JLRT
T, V=AW, 71—=I)LRBE, FLEERANENLET1—I)ILROEEZESBIDAIVTYIATH
BPRENDYET,. N—VENV—REHBINTIEE, V—AZEKITS L, AWS Database

Encryption SDK F BEIWICZNRATZY —AELTHEALET, AEEEBEEEFEIC, BoREL
TY—AREEETDEEBHOLET, L7V IJRICREEONEIEETEETH,

—ETHIVENHVET, BELTZOHIE., BSLENEBDERLUTL T4V O REED
CERFTEFERA, BEE—DVICI > TR I Br o2 Z2XETHEVMEZFERT

BEEBEOLET,
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AaesRY) . BENEN—PFNZJO-NIICERTDCLZHHHOLET, BEEFEN—-bZ 1
DNEEAE—IVTOXMATIHEAERE. O—NILTERITDIEEZRFTLTILKEEW, O—H
WCERENEBRAEN—RNE, JO-NILICEREhEBREAFEN—REBLTLT71v D
AFERFRBazFE > EFETEER A,

Java

List<SignedPart> signedPartlList = new ArraylList<>();
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("Ss-")
.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartsList = new List<SignedPart>

{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
new SignedPart { Name "signedFieldName2", Prefix "SF-" }

};
Rust

let signed_parts_list = vec![
SignedPart::builder()
.name("signed_field_name_1")
.prefix("s-")
.build()?z,
SignedPart::builder()
.name("signed_field_name_2")
.prefix("SF-")
.build()?z,
1;

AVARZORIJAR

EStEROBENEOHPEZEEE— AV ICL 2 TTEVTINTBEEESEBFLEERT D
AVARZ752—2RBRILET,. AVARNZIZVARNTR, O—ALN—bE&JO-/NILIN—
NOWABEZSHRTEXRT,
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JO-NLVCERENEESILELIVCBEEN LRI SERE-DVZBEITRHEE. OV
ARNTZUVZVARNZEETZILENHVET,

JO-—NILICERENERSLELEEBRE S NEN—NEEALTESE-JIEBELEVE
&, AVARNZVRVANGEAT>3>Td, IVARNTIVRVARNZIBELAVEES, AWS
Database Encryption SDK XD F7 # ) MOV ANV R ZFERALTEGE—V 27>
JILLET,

C TRTOBEHE OB (BENE OO VRN CEME NEIR)
EE{LE N TNT OB S hBH0U A N BME L1 IE)

C TRTOBHGBATY

AVARS IS

FEAVARNTVE—R, BEE—VETE>7TILIB 1 DOFEEERTSIAVARNT Y
Z—HOOEFFEVARNTT, AVARNZIE—HBoEVANIEME W ZEFTHEEE
h, BPREEECNLETENFTRISAET,

FEAVARNTOZ—EHD ., BHLEn B ELEBELTEOXDICETEMST. TO
AN AV ARSIV R—HATHETHSHD, FLEAFATS2a2THadrEERLET, Hlx
(&, Fieldl, Fieldl.Field2, & & ¥ Fieldl.Field2.Field3 TEAE -2 %5 T
)F2HEE, Field2 8LV Field3 A7/ a> &L TN—Y0L, JVARNTIZ—% 1
2ERLET,

FEAVARTOR—IZIE, 2BLEE1 DOMXERPHIVETT, VI TBEGINS WITH
BEFEFERATEDELSIC. FEAVARNSIZ—OBRUIOBL ZHBICTEDEZ2HEBHLE
g,

AVARNTI2—G, BEBHIFINTLIO-RAICHFETZIHESICHILET. HLL
LO—RZzFEEACKIC, EEE-JVRBGIAVARNZIEZ—DOUARNZFERAL T, BEEE L
EASE—O2ZTEVTINTEZLESHZHMLET., AVARNZIE—HNFIAVARNTY
R—OUANCEMENEZIEFTE-O 07> 7L EE&. RBLERDOIVARNS Y
Z—ZFEALET. AVARNTIEZ—HNEBLEVES, E-JVRLI-RICEBEALTIE
BA,

INTOV—F—T( 32—, VIVORERIMBRIELLKBERLSICIAVARNTIE—D
BUIEFZIEETIHENHYET,

MADIAVARNZIVEZ—DIANZEEITDICE., ROFIEZEALET,
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1.

EEHD EBENEOHAICEILTV AN IR—BIZERL. TORIABEALES
NEEELKRT,

AVARNZO2—8o0HwE. BEE—-D2ORE ., FLRETIhNFRIEEEhLT 1 —
ILROBHTHIUEN HVET,

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

Rust

let field_1_constructor_part = ConstructorPart::buildex()
.name("field_1")
.required(true)
.build()?;

ATYZ1TERLVEDVARNS O —8n AL T, ®EE—J22T72>7IL9%H
BEBAEZEICOAVANT IR —ZERALETT,

BlZIE, Fieldl.Field2.Field3 & Field4.Field2.Field3 #4903 3FE, 2
DOAVARNTIORZ—%ERTHILEN HVET, Fieldl & Fields &, 2 DO FIED ]
VARTIUVR—TERENTVSD O, MAEENSEBICTDIENTEET,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl123ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
Lbuild();
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// Create a list for Field4.Field2.Fieldl queries

List<ConstructorPart> field421ConstructorPartlList = new ArraylList<>();

field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field42lConstructor = Constructor.builder()
.parts(field421ConstructorPartList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,

field2ConstructorPart, field3ConstructorPart }
b7

// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,

field2ConstructorPart, fieldlConstructorPart }
i

Rust

// Create a list for fieldl.field2.field3 queries

let fieldl_field2_field3_constructor = Constructor::builder()

.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,

ip)
.build()?;

// Create a list for field4.field2.fieldl queries

let field4_field2_fieldl_constructor = Constructor::buildexr()

.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,

1D
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.build()?;

3. AFYT 2 THERLEFRTOAVARNS I R—2BEIAVARSIZ2—DUARNEERL
£7,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor);
constructorlList.add(field421Constructor);

C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor

};
Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,

1;

4. HBHEE-—-O2%#EKT BDconstructorList&EIZ #IEELET,

A E D

DSAT > NMIOESILS (475 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROY/N—HA RTIE, 5lZ#:Z DynamoDB Encryption Client (ZB8 9 218 ZBEL
7,

ROBIE, BEE-OEE/E-DVZREITDFEEZRLTVET, AORERZK., E-OV0OK
TEEELELA, RERACEYZE-DVORTZREIZHFECOVWTR, "E-TJVORE %
BERTS, 22BLTSEETL,
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E—20REFEEFERAFEZERITTELEI—RHIICOVWTI, GitHub ® aws-database-

encryption-sdk-dynamodb 7RI MU IZH B Java, .NET, B &V Rust DBRERAELKESLOHZ
ZRLTLSEEY,

(N =Ry
- BEE-—-
- EEE—TY

e —

TE—HERETDLOHIZ inspector_id_lasts 71 —J)LREZVTVTDEAERE. XROREZFE
ALTEEE—-O%2EKLET,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.numberOfPartitions(2)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{
Name = "inspector_id_last4",
Length = 10,
NumberOfPartitions = 2

i

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon::builder()
.name("inspector_id_last4")
.length(10)
.number_of_partitions(2)
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.build()?;
let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

#e5E—1>

inspector_id_last4 & KT inspector_id_last4.unit T UnitInspection F—ZX—2X
Z#OTVJITBDHEEE. RORETEASE—IVZ2ERLET, COBESE—IVICEBESLE NS
DDHRNVETT,

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartlList = new ArraylList<>();

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartlList.add(encryptedPartInspector);
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EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.buildexr()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/ .NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
b7
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
b7

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
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};
encryptedPartlList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
I
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>();

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

Rust

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
let last4_beacon = StandardBeacon::builder()

.name("inspector_id_last4")

.length(10)

.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;
let standard_beacon_list = vec![last4_beacon, unit_beacon];

// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart: :builder()
.name("inspector_id_last4")
.prefix("I-")
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.build()?z,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
1;

// 3. Create the compound beacon
// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :buildex()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];

REBLVEETDIIAINDE

T—ENEEAARICE-IVRELZLEEITIE, ERUEEEFIVTACAEBREZERXD AR
MHFHYNET, —HORENTA—REF, E-DOEEFEEIVTIVRECEERELET, R
EEBICKY, JTVRRFTRELCE21Y), BN TFAVANFHVWERVICE D12V TS ATREMEA
HVET,. BEZIALI2TTF—ENEKDNB BBV ERA, T—RFRAF Y ERATT I EA
HEETIN, VJIVARL—2 IV LB HEREBEEEVTRES BN ET,

/A Warning
—HORELEF, T—REEEMADEBLKERENICTICERETEE A,

TICREBVEE

- RYOBEENEEAFTFL LS, YR TOREEE-OAVF—ZA/ZI1—3TI)ILELTRSHEN
HWET,

s N—TAPIVHREREFTHILEN BN ET, BPRBYR-—REhTLREA,

c ChSOBEBEZBETRICR., REZZTR2INTOE-OVZBAEIZILENHVUET,

BREBIVHEETDIVAIDOEE 176



AWS F—Z AN — AKES 1t SDK FROYN—HA R

AN EEICESD D

e N—FT 42 3AVERE (& EmaximumNumberOfPartitions, defaultNumberOfPartitions,
numberOfPartitions) ZRSd&, VIUANEBZREL, BEFOPartitionNumber{Eh &
WEWCEDIEENI HYET,

c BERLKBICYVBRTORESZEEITSDE, VJIVNTR2BRERERITAREI S XTI,
s E-OVF—2ZEITRE, BEOE-DAVHAINTEMIBYET,

EREhDHAHX A

C RASBUYBTEEERL, BEELTRVET,
c R—F A IV OEMEEHCHEL, BHOBBE EECEMOKERFTLET,
C REBBAHERLTE—OVF—EBELEVTIEE L,

T7VI7Z4ARNFIVOUAR
F7O/4TRH. UTERRELET,
« F—RtY NFE-OVICELTVET,

c B TORTEN—FT 13> 0EMEFtEL, XEHLLEXT,
s REZEICHULTEZRVTETZ—MREENATVERT,

N—TFT14>3a2g&EnlE-A\NOBT

N—=TFT1423a3BEchTWEVT—T7IIIk, TREThET—TILELEEET
ImaximumNumberOfPartitions = 1, LEN 2T, REOBLIHN S, N—FT 12 a>pdElE
NTVWEVWEY RTYTHASN—TFT 123058 Echicty N7TYT7ANOBITR., OBMEL TR
HbNFEImaximumNumberOfPartitions,

BcobE—>E&IE. #l80chBZVDA, B—0 ICHRENZDBEN HYE
JPartitionNumber, NS OFWEFE—JIVREN—FHTHY), BEAOKBLEELEICEEENE
WEDICTDUENHYET,

N=FT12323EEhTVWEVE-OASN—FT 1> 3a>FEEhiE-D\NOBTE. N—
TAIAVEREICHITDMOEELRUIIL—ILICHVET,

« maximumNumberOfPartitions FEBXILEFT, WS T LETEEEA,

BREBIVHEETDIVAIDOEE 177



AWS 7 — R X —ARES 1t SDK TAROY N=74 R

« 5|Z ElFfmaximumNumberOfPartitionsT%., BEFOEEOEZHIFBEEMICEAELELER A,
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70tAG. ARNICEEMASIIEBEICOABERAENET, BESHKLEATVAEVERER. T0
E-JREZS|IEHREEALEXT, HEZERESILIZE, FEERAKNTT7 4 Y X —FRIICEM
L. 7707 —23>0u Al ICEEIZARMIBDYET, AT—JVIBIPNYIITIUR
BITRE, ST NERETERS(LEZRITLET,
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o cOTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB8 ¥ 218 Z=RHAL
9,

E-O2zFRATdE, JIURNROT—EIR—A2@F2EESITH <, BELEhELI—
REREBETEXRT, E—OVE., F—ENANETNTVEVFHFLLF—EIR-AICEEETND LI
FEENTVERT, BFEOTF—ER—ATHREET N E-—OVE, TF—EXR—AILEERAETINIHL
WLO—RO&ENYEZILET, E-OVRBT71—ILROTL—2TFANDEDL SHEEIE
T, 71— RIBESILENDE, E-OAVRBBEEOT—RENYED I TERLLBYET, E—1
VEFOMULVWLIO—REZZEAALRIC, TOE-—IVOREZEHMIBD LB TEREA. 21
L. LO—REZEMIZHLLVI7 A=) RECHFLVE-OD ZEMNTEXT,

E-J2ERELER, T—ER—ALTF—REAHNL, E-OVZIIVITBHIC, ROATYT
ERTIDBENHVET,

1. AWSKMS BEx—U2JZEKTS

BREMESESLEERTZICE, AWSKMS BEXF—U>J#EALT, LO—RZREITS
EHICEREND T —FF 24K, BEL. BRTCESITILENHBUET,
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WEF— U U REREEOREMIIOVTR., TRETELSESHLOLHOREF—U Y0
ER EBBLTLEEL,

E—O>0ON—>a>sEEETS

keyStore. keySource, RELEIXNTOEEE—TJNOVAN BRELEIXNTOES
E-0UAN BEtEhEZN—KFDOUARK, BRFEEAEN—FOUAN E—OUN—
TAVEBELET, E—O00ON—23 LT 1 2BETIHENHVYET, keySource
NDERICEIDHAZAICODVTR, "TE=J0F—V—-—ANOEZH, ZSRBLTLEET,

RO Java DBITR, YUINTF YUY —F—ER—ADE—IVN—Va v EEELET. <
LFFF2I—F—BAR—AOE—OAYN—V 3V OEHH>VWTR, "ILFFFYI—F—
ANR—ADBRRTLEEESN, 2BBLTEE L,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartslList)
.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.buildexr()
.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
bE
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C#/.NET

var beaconVersions = new List<BeaconVersion>

{

I

Rust

let beacon_version = BeaconVersion: :buildexr()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)

new BeaconVersion

{

StandardBeacons

CompoundBeacons

SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000

.version(1l) // MUST be 1
.key_store(key_store.clone())

.key_source(BeaconKeySource: :Single(

)

SingleKeyStore: :builder()

// “keyld' references a beacon key.

// For every branch key we create in the keystore,
// we also create a beacon key.

// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.

.key_id(branch_key_id)
.cache_tt1(6000)
.build()?,

.build()?;

standardBeaconlList,
compoundBeaconlList,
EncryptedParts = encryptedPartsList,

E—J> &R
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let beacon_versions = vec![beacon_version];
3. EAVRERVATFYIOAZRETS

E-—JO2ZRELEER, BESMENET7A—)LREZRRIBDEIC. FE-DAVZERRITDEH>
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4. BEITIAVEERTD

BEE—OOBEIZFEAETNDINTNOT 1—)L R% ENCRYPT_AND_SIGN EX—9 F 344
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E—-3J>o7I1Y)
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EREE-JDZHEAEDET, BB IITVERITLET. BEAENLET—2Z20ITVIDRIC
&, E-O2BTRERLET,

2 ONBELE-OOER, EICBEZELTL—2FTFFAREENTVIEETELRTERY
A 2 DODBEE—-2EF, BUL7L—2FFAMDEICOWT 2 DNOEKLS HMAC 2T Z4£HK L
9, TOHFKR, BEELE-QRFRODIVT)RETTEEE AL

* beaconl = beacon2
 beaconl IN (beacon2)
* value IN (beaconl, beacon2, ...)

* CONTAINS(beaconl, beacon2)

BRE-JVRROIVIVERITTERT,
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TEFEBA, L, BEGINS_WITH(S_ ) ZFA T2 LWk TEET, T, S_k. 77
LENEEEE-DOERBEOISOOTL 714V OV AZRBRLULET,

« CONTAINS(a)e CC 7T, alk, 7EVTINENEEEGE—OAHNEL 71— )L ROELE%E RIR
LET, CONTAINS EEFEZMFEAL T, Y NAOBENDH I NFIELEFEEZECL I—R%E
BAlTAERFETEEREA,

FlZIE, 2I') CONTAINS(path, "a" BT TR E@FTEEFBA, T, alk,. EY M A
NEZERBRLFET,

- BEE-VOEENEDH ST ZLEBTEERT, BEENEORT 2RI ZHE. LEICKL
T, BEABIOTLT7 4V IRAZ 1 DULEOBENEOHDICHAMTERTY, BELEhic
714—I)LROEZITIVICEOD LRI TEEEA,

BlzlE, BEFEOH S ZLEB L, signedFieldl = signedField2 £7zl& value IN
(signedFieldl, signedField2, ...)ZJIVT&ET,

BENEZOHP EBEFAHPOT LT 1Y OA%, signedFieldl.A_ = signedField2.B_
ICRHTBDIITVICR > THRTBDCEETEERT,

« field BETWEEN a AND b, CC T, a & b FEBENEDOH DL TT, HEICKUT, BB
DTLT714VIRE1D2ULOBEFNEOIDICHAMTERTH, BESEhiz71—)LROE
ZOTVICEDDEETEELEEAS
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compoundBeacon ZHEL BE., E—J2ZIVTVITBKEIC. ChsD 2 2OWHICODVWTERE
ENLETLT7AVIORZEDBDHBENHYET,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

RNFTFoI—FT—ER—-ADREAREES

94T NMIOESILS (75 1) ORFIH AWS Database Encryption SDK ICEEEhEL
o COFROY/IN—HA RTIE, 5lZ#:Z DynamoDB Encryption Client (ZB8 ¥ 218 = BEL
x99,

RVTFTFI—T—ER—ADKRERTREESL 182



AWS 7F—Z X —ABES1t SDK FROYN=HA R

T—AR—ATHRRTELESILERETSBICE. AWSKMS EEF—V > J2FERTIXENHY)
£¥9., AWSKMSREEEB*—VU>JF. LO—RORBICFEAEIhZDTF—R2F—24E/K, B, &

FLET, T, E—OVZERTIEHICERE D E-I0F—EERLET, YILFTFUB
T—BAR—ATAWSKMS BEFX—>J2ERT2EE. 7T RIEICBROT S FF—L

E-F—HDDVET, NILFTFUI—F—ER—AAOBSEhLETF—R2EIT TSI

., J2TULTVWBE—OVZERTDEHICFEAETAELE—DF—XTUTILEZBETIHLE

HFHYVET, FHMICOVWTIE, Tthe section called “BRERTEEBEHILD O DEBEF—) T DOfE
B EBBLTEEL,

NINFTFFoo—F—EIR—=—AOE—OAN—23a > a2E&ITH 58, RELEITXTOEELE—
OOVAR, BELEIXNTOEREGE-O>OUARN, E-OAUN—=232, 8KV keySource
EEELET, E—JF—Y—A% MultiKeyStore ELTEZEL, keyFieldName, O—AJL
E—O>F—F+v210FvvYy>1TimeTolive. B&TO—AHIE—AF—F+v v 10K
REYYVDIAH A XZEODIVENHVET,

ERfEE-OVZRELLHFERE. TNS5%Z compoundBeaconlList (2

EHIMBENHYET, BENEE—D I, SIGN_ONLYZ7 1 —J)L R &
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 =)L RIZCHLTA > TFY UV REERL., EHM
BOTVARERTIHAERE-I>D—ETT,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)

.build())

.build())
.build()
);
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C#/.NET

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Multi = new MultiKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

};

Rust

let beacon_version = BeaconVersion: :builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :buildex()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)
.build()?z,
))
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.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName
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SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 41 —JLRELTESHT, 71— REF—
BAR—AICHATHICRETSZICEETEXRT, ChERITIRICEF., F—EXR—RAICLO—R%
EZIATLVUZ, branch-key-id ZF & T keyField ICEHZDVENf HVET,

NNFTFoo—F—EFXR—-—AROE—-A>O7 TV

E—2&20ITJF3ICE, JITVUIC keyField Z8 T, E—VOBHEICHKHE L ESHE A
E—F—XFTUTILZBANTIHXLENHYET, LA—ROE—AZERTHHICERASE
haE—1>F—ICBEEM TSNk branch-key-id ZEEE T2 HENHYET, 75FF—1ID
Y724 —DOTF>>—D branch-key-id ZH&BITH 7L RUBRZIEEITDCERFTERE
ho RDFETIVIIIZ keyField ZEHDENTEET,

#&E—2>

keyField ZL J— RICEATHICHEMTEINESH AL DST, BEAE—DVICBELFEDOI
DELT keyField ZEEEHD EN TEET, keyField DBENE ORI REHATH D&
ENFHVET,

Bz (X, encryptedField &V signedField M2 2N 7 1 =)L RASESE—T
compoundBeacon ZHEEITBIHEEIE., BENEDOIHEL T keyField EEHIUENHY &K
o k), compoundBeacon IZX L TRDI IV ZRITTEDRSICAYET,
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compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

ERfEE—10Y

AWS Database Encryption SDK &, BEE -1 EEE—12FEAL T, BRETELKESIL

VI1—23 vz RMLULET, chsOE—Q2VICE, 2E<EE120BSENET1—)

RAEENTVRIHLENHVYET, =L, AWS Database Encryption SDK &, 7L —>FF
B

A NSIGN_ONLY&SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZ 4 —JL RA'S £ ICFRE
TERIEANEE-—OVEHR-BLTLET,

BENEE—O EE—OBIH SEETEET, keyField 2L O— RICHRWICHMNT B P
ESHLANDST, keyField PSBEMNEL—IVEHEEL, ThEFEAL T, keyField
BEAEE—OVICHTRIIVE, OE—O2 01 2ERTBITUREREDEDESY
TURERTEET, B, ROVIVERTTEET,

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

EENEE-QAVOREICODVTR, "EBFEE-O0ERI 2ZRBLTEEV
keyField [CXI 92 EENB VT DREIT

G5t T U232 T keyField ZEEEL., TO7 1 —)LRZLI—RICHATHICHEML 2BE
. E—O2ICHTBITUE, keyField CHTATU MM DE LEE YT EERT
EFET, BEE-2ITIVTBHEE. keyField CRULTERIVIVERITID L &E
RTEXT, HIAE. ROVIVZERITTEERT,

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS Database Encryption SDK for DynamoDB

DS54 T > MIOBESILS 4751 OFHEA AWS Database Encryption SDK ICZEEEhEL
o cOTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client [CB8 9 218 Z=RHL
7,

AWS Database Encryption SDK for DynamoDB I&. Amazon DynamoDB FRETlCOZ 47> REID
BE{tEEHBENTEDYTINIITSA47Z1)TT, AWS Database Encryption SDK for
DynamoDB W EML R DES{LZREML, BSLTIEEE, F—XOEEMEZRILTZIERIC
EHRIEAEEETEET., CEPBLVREFOBRET—REBSHKITZHET, AWSBED
H—RN—TFT 1 —HFBEEOTL—TFARNT—RZEFEATRI LR TEERE A,

® Note
AWS Database Encryption SDK (& PartiQL ZH7R—K~LTVEEA,

DynamoDB Tlk. 7—7J)LEBNOIL V>3 T, FEBIK, BENESETT., SEHICERA
BEEN BV ET, AWS Database Encryption SDK for DynamoDB &, BHEOEZBEES{LLET,
RIZ, BELCKITZERZMELET. BT I3 TENDEHEZRESLL, BRICEDEM
BEEHINEEELET,

CNEOREY TR, BEHENDTA—IILR, IFATRNDAVARN—IIEREICETEDAHA
AR, BBICK®I D Java D% E, AWS Database Encryption SDK for DynamoDB O E (- D
WTHBALET,

N
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24T > MMl —N—RlOESIL

94T NMIOESLS (7S 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client I3 2158z 24 L
x£7,

AWS Database Encryption SDK for DynamoDB &, T—7 I F—RZF—EZXR—AIZEETDHIIC
5T D 05147 MIOES{tEYR—NLTVWET, £ L, DynamoDB Tk, F1 AV
REENTVRT—T7IILEBBNICESILIZDHT—N—EOREFORESLEEEZRHLTHY,
A—H—HNT—TINTIOEATHEEBTLET,

BRTBDY-IE, F—ROEEEE, 770T75—23>0tex1 VT4 EHICRUTERYET,
AWS Database Encryptlon SDK for DynamoDB & REFDESILOWMS Z2FEATEXRT, BELE
NTEBELENLEEB % DynamoDB ICIEEL TEH, REE N TVSIEE Ik DynamoDB (Z &k 2 TER3
ThEtA. NMFTUEREZECRROT—TIINEBZHRELET,

H—N—AORERFOESL

DynamoDB Tld. REFOESILAYR—KRENTVET, Chik, =TT 1 AVICREFE
n% & &2 DynamoDB A7 —7 L ZFEBMICESHKL, I—H—HFT—TILF—RTIERATS
EEBLT—T7IINEEETTRH—N—AOBES{L#ETT,

AWS SDK Zf£f L T DynamoDB 2T 2HE. F7FIKNTlE., F—RIE HTTPS #HEZNL
TEEDRICES{tE N, DynamoDB I RARA4 > N THEEE 1, DynamoDB ICRTFENDE0ICHEE
FtENET,

s F7FIBNTORES{t, DynamoDB &, EZIAFENZBIC, IXTOT—TIILE2FBBWICESL
BRUVESLET, REROBESHCLEEVNTELEEMCTR AT a>R@EorEEA,

« DynamoDB BBt F—ZERB LV EELET, ET—7ILO—EDF—Ik. AWS KMS key
TREE NS 8., AWS Key Management Service (AWS KMS) A" REEBILDEFICBD ElFH
WEHA, 74 KTk, DynamoDB (& DynamoDB H—E R 7 7]'7/ N®D AWS FIED ¥ —
EFEALETH. —BELEEIXRNTOT—TIILEZREITZDLEHIZ. BFOTHI MO AWS X
F—U RF—FLEBHDAZN—ANZ—IRF—ZRBIRTD_EETE i?o

s T—TILF—RE@FIXNT, FMARVLTHESILENET, BELEhET TN T1RAVICRE
Ehd&, DynamoDB ik, 724XV F—B&L0O—ALETIJO-NILOEAEZVA TV Y
ABE, IRTOT—TUNF—2ZBSHKLET, TNV —RF—HNFHFETZHEE. EEO
BREERTY—RFNEF—O—FH, 7L—FTFANERTT—TILXZTF—RICRBEENET,
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s T=T7IILICEETRZATSIVRNEREENET, REBFOBESLIE., KENBEXT A TICEZ
AENDETCIC, DynamoDBA KU —A, JO—=NILT7—T ). NvOT7v T = RELET,

« PUOEATRE, BERESENET, T—7IHAT7OERENB EE, DynamoDB &, Z—
v NBEEEEUCT LB EESL, TL—2TFANERATEBEZRLET,

AWS Database Encryption SDK for DynamoDB

D54 T > MIOBEEILTIE, Y—AHNS DynamoDB DAKRL —TJF T, EEBS XRTRERFD
T—RETIVRY—TIVRRBELET, 7L—2TFARNTF—RE. UTZECE=FICLEHETHh
DElFEHYEEA AWS, AWS Database Encryption SDK for DynamoDB Z#7L ' DynamoDB
T—7ILTHERATSZH,. BEFED Amazon DynamoDB 57— )L %& AWS Database Encryption SDK for
DynamoDB O &H/N—3a VICBITTEEXT,

c BEREREROT - R FRBEEIE T, UATZ2ECHE=FLLHEThDICEREHYFLEA
AWS,

« T—7LEBIBETERT, /7MY VF—BHRE, T—7IEHEOIRNTERLZRE—HOESR
ZEE TS LSIZ. AWS Database Encryption SDK for DynamoDB ICIERTEE T, CNDERIC
KV, BEDEMPHIR, BHEEOADYT7HRE, BELAEANOFREZEEZHRETHENTE
S

« F—UDIJRBRTBIET, T—REREITDHEERELET, F—VU 2T, F—FF—.
FTLTRERNICET—R2RBEIBDSVEVIF—ERELET, FAVICEANT, REREL
ZvEVITF—ZEFEALTLSEZ L,

« AWS Database Encryption SDK for DynamoDB & 7—7 )2 #Z2BES{LtLEEA. HEATED
BHZERESLTEH ZIBIRLET., AWS Database Encryption SDK for DynamoDB (&8 B £k %
EEILLELA, BER, 75/XVF—(N—TFT14230F—BLPY—FrF—)BEOBEE
ERERESLEhERA,

AWS Encryption SDK

DynamoDB ICREFET B TF—XZBS{tT5HFEE. AWS Database Encryption SDK for DynamoDB
ZEHEMOLET,

AWS Encryption SDK &, 954 7> NIBEIKSAT75UT, AATF—ROBSLERVEFTICHK
UEFET, FENZATOTF—REREIDERFTEERTN, F—EIR—ALID—REEDEEL
F—RIBETE LB A, AWS Database Encryption SDK for DynamoDB & E%4 V), FEBELAX
IDBEMF TV U %IRM AWS Encryption SDK TE 3, BHERBLEY, 754XV F—0
StepE<AZy oRlkHIELEA,
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ZEALTT—7ILOEE% AWS Encryption SDK BEB{t 9 5B Ak, AWS Database Encryption
SDK for DynamoDB E EMEA B VW EICERBLTLKEEV, 1 2OTAT7ZUTHESIKL, £5 1
D2NTATSVEFEALTETTR LR TEEE A,

EDT7 41— )L RFBEULERTCBRZESIAETIAN?

94T NMIOESLS (75 1) OBEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE&E DynamoDB Encryption Client I3 2158 Z 24 L
x£7,.

AWS Database Encryption SDK for DynamoDB &, 4%|C Amazon DynamoDB 7 7' —> 3> AIC
HREENEITAT Y NIOBEILS (47 51)TF, Amazon DynamoDB (&, HEOIL > 3>
THAT—7INIT—RERMLET, BFEBR. BHEOEETY., EEHICEBACEN WX
¥, AWS Database Encryption SDK for DynamoDB &, BHOEZBESLLET., KIZ. BHEICH
TRBEREFELET., BT hDIEMLE. BLTEBRICEDINEETEET,

E5{LiE,. BHEOHBRRZZRBLET, BRR, BESChEIXNTOBRELEZTOHEOERZR
2L, WAZRHELET. ChilKY), BHEOEMPHER, BSLEhIZEOFDENDERE L,
HEEANDFEBREEZREIDCENTEERT,

ESLEhEBETR,. 7—7LE. INTOEHKR. BSHLLTVWEVEME, 75417 UF—
(N=TFT123arF—&VY—hF—)BHEOERLE BHERATEE, —HOF—RBETL—-2TF
ARNTHERYVET, ChSDT71—)LRICEEBETF—RZREFLBEVTIEZL,

AWS Database Encryption SDK for DynamoDB D& DFMIZ 2V T, T, Z2ZRBL T EE
WAWS Database Encryption SDK M 1148 & o

@ Note

AWS Database Encryption SDK for DynamoDB REY VDOEMT V>3V ICEATRHRITNTO
k. BEtT7023a=2ELET,

New o
- BE{tOEME
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AWS 7 — R X —ARES 1t SDK TAROY N=74 R
ESLDEME

AWS Database Encryption SDK for DynamoDB &, EEL EEBMHOE (BEBELE XA T TREHY)
FEA)ZRSILLET, EOBMENBSILENTVIN ZRABITSDICEK. BET V3 ZFEH
LET,

ez, COEBICIKE example BV test BREANEENFE T,

'example': 'data’,
'test': 'test-value',

example BMZBES{LL, test BHEZRESILLAWVES., BREROKXSICAHYET, BSLE
flz example BHER., XFEITREBELINAFIVF—XTT,

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1azZ\xed\xd6\xce\xe9X\xfO@T\xcb\x9fY
A\Xx9F\xT3\xc9C\x83\r\xbb\\"),
'test': 'test-value'

ZFEBEOTZAIVF—BHE (N—FT123>0F—B&LVPY—KF+—) Z#FHL T DynamoDB &7 —
TIHRNOEEZRRTDLED, ThSOBMRETL—2TFANDEETHIHLENHYET, BR
FEHRETTHN, BELOMLBEFEHYERA,

AWS Database Encryption SDK for DynamoDB &, 7”5/ XV F—EHZHAL., TOEIrBRE
NTLVBAIBESHENhTOV BV EZBRLET., Tk, 77M/VUVF—ZBELTEIhZRESLL
EK5ETBRE, VAT MNEHIAZEAO—-LET,

V74T N, BEICEMTS2HL VWEMY (aws_dbe_head) ICXTUT I DOFHAZEML FT,
RTIUTILOZHAG, BEFEORS ICHEEBLCBREE NN EHATIENTT., V747>
N, COBHZERALTHBEOKRIALEESZEITVERT. NTUTIOBBZRIMNTED T 1 —J)L RiF
EEtEhELA,

HEHDES

EEEhEMEZRSILL =&, AWS Database Encryption SDK for

DynamoDB &, XTUT7IOFHA, BEESITFAN, BRTEMET V3
~/SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT ENCRYPT_AND_SIGN, SIGN_ONLY, S
R EXN—DVENEZT7TA—=ILROERLICODES2T, NV IAIR—ADAY E—IJFFFEI—R
(HMACs) £ FI R BEEHELET, ECDSA BERF 7 AL N TEDCE2>TOETH. AE

ES{LnEME 191



AWS F— &R —ABEE 1l SDK FROYN—HA R

TREBIEBA, V9F4T7 2 NE, BBEICEMTSH L VEM (aws_dbe_foot) IC HMAC £ EF &
BMLET,

DynamoDB TO#ZRAsEA B S L

BRERMBEZESILO =8 (Z Amazon DynamoDB T—7 )L Z5&ET S 1E. AWSKMS BEEF—1)
JFERALT, BRAZRBEIDLHICFEAEThDTF—3F—24ER. BS5L. BLRTESTHIHLEN
HYET, £, T—7IIBEHILEREIC SearchConfig ZEHBHENHVET,

(® Note

DynamoDB AA® Java V754 7> NIOBESLS A TSV EFERL TVWREHEEEK, LA
JL® AWS Database Encryption SDK for DynamoDB APl Zf#fAL T, T—7 BB ZBES
it. BR. KRil., ES{tITBHLENH') FF, DynamoDB Enhanced Client & T L X)L D
DynamoDBItemEncryptor i&. BREFAELESILEZFR—NLTVWELEA,

KNew o
e E— %FERALEEAR VAT Y DADRE
e E—HIDTAK

E—-O2FERALEEAEVADTY VADERE

E-J2ZHELELR, BStEhBUEZRETZHIC, FE-D2ZRRIZEH XV
TYOIDARERETDLENHYET,

BEF-VFERESE—2RETDE, AWS Database Encryption SDK ikE—> %
(Caws_dbe_b_7L74 Y ORZEMLT, ¥—N—HFE-DZFEECHBTEDLSIILET,
Bl ZE, EEE—>IC compoundBeacon £ WS BRI ZF T EBE. EEROE2AE-IVRE
aws_dbe_b_compoundBeacon T9, BEE—Q FLEFESE—D 28 A A VATV
DAZERETRHER. E-OAVBZRABBTHEEIZ aws_dbe_b_TL 71V I RZEHBIHEN
HhV)ET,

N—TFT14>3arF—V—hrF—

T7Z2ARVF—DEZESKTD LR TEFERA, N\—T12320F VY- F—RERE
NTVRRBENHYET, 77NV F—OEZEEE - ELEEGE-IVICTR LR
TEFEE A
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BHEZIEELZVWRSIGN_ONLY, 7ZA/XUF—DfER THIBEN HYE
9o SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT/N—T 1> 3avEHEeYV—RNEMRE TH
BDHENSHY) TISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

T5ARVF—DOEEZBENEE—AVICTRIENTEET, 774X VF—DEZEIZEER
NBEEMNEE-JVZERELLEBER. 774X VF—0EZEBRTIELEZERFEE—O
VBELTEETDHENHVYET, =L, AWS Database Encryption SDK [FBZF&E E—
Od>Caws_dbe b 7L 71 v OAZEEBMLERBA. 754X IF—OEICHEIIOEBE[FELE—
OVEBRELEBETE, REBOR, EHRVAVTYIORERETBIEIC, 754XV
F—DEOEMBEEETD_ELETTT,

AO—AlEehFIVAFTY IR

O—ANEAEIAVTFYIADY—"F—RBE-OVICTRENTEET,

V—hF—CE-OVZEETIHE. Z1 7 String THRIBENHET. YV—hF—ICE
BE-AVFREREGE-VZ2EEITRHRRE. E-DVHBAZEETSHHIC aws_dbe_b_ 7’
L74YORZEORIRLENHYNET, BENEE-DVZEEITRHEREF. 7L71YIAKR
LTE-OVRBZEELXT,

TJO-NILEeA>HEVAFTY IR

JO-—NILEAEIATFYIAON—T4>arF—V—rNEF—RBEAEEE-OAVICT
BLENTEXRTY,

N=T4232F—FLRYV-IrF—CE-DVEZEETIHEE. XM 7& String THIHEN
HYET, VM F—IIBEEE-DDRERESGE- OV 2EEIRHREF. E-DVEZEE
THBIC aws_dbe_b_TLT7 AV I REEDIMVENHYVET, BEBENEE-EZEETS
BEk. L7414y ORABLTE-OVREEELET,

BHEOHT

FEER., T=TUASEAVRVAFYVRAIAE—ENBEHOEY NTT, T—7ID
N=TFT 4230 F—EEV—RF—RBECAOTYIAHEEIES, 77U5—23>00L
DEH#EHR—RNTZDLEHIC, HOBHEEHETEET, DynamoDB (&, BMEZ'O> T 033>
Di=HIZ, KEYS_ONLY, INCLUDE, ALL ® 3 DDERBRZD A7 a = RMHLET,

INCLUDE B##7O0> 0> 3> aEALTE-—O>2RRTZHER. E-OVIFEEET 1D
TRXTOEMHDEBEE, aws_dbe_b_ L7414V UV RAZFEOE—JRZBETIHLEN HYE
To BlRE, fieldl, field2, B &LV field3 K 5EAE—1> compoundBeacon ZREL
=HE, 70219232 AT, aws_dbe_b_compoundBeacon, fieldl, field2, field3
ZEETAIHLENHBYVET,
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TJO-NLEeEAVHIVA2TFY OARTOT IV IV THRNICEEENIZEMEOHEFEAT
EXIN. O—ALEAEVAOTFY VAREEOEMEZFEATEEXT,

E-J2HADT AL

BeEE—ZRELESES., FEREEV —)LRZFALTE—DVZBEL 5SS
(&, DynamoDB T—7ILICANTBHIIC, ChSOE—IUAHEFENDEHZEERT D &ME
RIBD_LZHEOHLET,

AWS Database Encryption SDK &, R 7 1 =)L REEEE-AVHIORNZ TN 2 —FT142 T
(Z1& 31 D DynamoDbEncryptionTransforms—EAZRHEL £,

REB71—I)LROTAN

ROAZRY MM, TAMEBZ#ERL., DynamoDB T—7I)LEES{LEREZFERL
TDynamoDbEncryptionTransformst—E AZE&L. ResolveAttributes ZFEAL THRE
TA=)LRFPFENBDENZERTD L ZBRBIDFEZRLTVET,

Java

T£A& 01— RY 27 I %S 8: VirtualBeaconSearchableEncryptionExample.java

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.buildexr()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
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.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();

vf.put("stateAndHasTestResult", "CAt");
assert resolveOutput.VirtualFields().equals(vf);

C#/ .NET

2% 1— RY > 7))L TVirtualBeaconSearchableEncryptionExample.cs; ZZBL TS E&E L\,

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
I

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,

E-HEAIDTAN 195


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/VirtualBeaconSearchableEncryptionExample.cs

AWS 7F—Z X —ABES1t SDK FROYN=HA R

Item = itemWithHasTestResult,
Version = 1
};

var resolveOutput = trans.ResolveAttributes(resolvelnput);
// Verify that VirtualFields has the expected value

Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");

Rust

21— RY>27°)L Tvirtual_beacon_searchable_encryption.rs; ZZ8BL T EE L\,

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
),
(
"create_time".to_string(),
AttributeValue: :N("1681495205".to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),
1)

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
Iy
"create_time".to_string(),
AttributeValue: :N("1681495205".to_string()),
Iy

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),
1)

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;
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// Verify the configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
.version(1)
.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");

BEE-OOTAB

RDAZRY NTlk, TARNEBEHZERL, DynamoDB T—7 )LEES{LEREZFERAL
TDynamoDbEncryptionTransformsh—E AZE&HL. ResolveAttributesZfEAL THESE
E—O ARG ENIHNEERT AL ZHAE IS HEZRLET,

Java

T£A& 01— RY 27 )L %S 8: CompoundBeaconSearchableEncryptionExample.java

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();
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final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();

cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/.NET

2B 1— RS2 7))L &S 8,: CompoundBeaconSearchableEncryptionExample.cs

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue("011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

I

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"
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// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

Rust

T£A& 01— RY 27 IS8 compound_beacon_searchable_encryption.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::5("9ce39272-8068-4efd-a211-cd162ad65d4c" .to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S5("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::5("011899988199".to_string()),
),

1);

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
let compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
assert_eq!(
compound_beacons["last4UnitCompound"],

E-HEAIDTAN 199


https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/compound_beacon_searchable_encryption.rs

AWS F*—AZAX—ABES1t SDK FROYN=HA R

"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

T—2ETIDOEHH

9SAT > NMIDOEELS (75 1) OREIH AWS Database Encryption SDK ICEEEhEL
o COFROY/IN—HA RTIE, 5lZ#:Z DynamoDB Encryption Client (ZB8 ¥ 218 ZBEL
9,

Database Encryption SDK for AWS DynamoDB ZFXET D EE W, BT VI ZBELET,
BEEL Tk, AWS F—ER—RABES{L SDK I BT V> a2 FRAL T, BSLBRTBRT
2N, BETD (BEUULAW)EY, BERIZIBEHERBILET, £k, FUchEERZELE
HEEBLT, EOBMNIBELSBRATNZIAZITATUNIATRHICEAET., ESHIC,
AWS Database Encryption SDK &, E&L LA cBRB LEMHZFEAL T, BRICEEN
TVWEBRVEMHZEIILET. BET I3V EBELENEEHICREENT., AWS Database
Encryption SDK BT V> 3> ZBBNICEHRLEE A,

BHET VAV EEEIIBRLET., THRABIZER. BS{LeEREZFEAL

£ 9., AWS Database Encryption SDK 2L TEEZREITD L., BEED
ENCRYPT_AND_SIGN, SIGN_ONLY, F7 & SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT |8
Mz CEETBHERFTEERBADO_NOTHING, 2L, AOBERREICTOIZENTEEXT,

« L\ ENCRYPT_AND_SIGN, SIGN_ONLY, & & T
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B#Zi&INY %
- BEOBMZHKRTD

 BEEMENCRYPT_AND_SIGNEM % SIGN ONLYE =l ICEET D
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

« BE1ZM SIGN_ONLYZE /=l SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B % ICZE T3
ENCRYPT_AND_SIGN

« ¥7L L) DO_NOTHING BEMZEBINT S
o BE7Z0 SIGN_ONLY B % SIGN_AND_INCLUDE_IN_ENCRYPTION _CONTEXT ICZE T3
« BE1F®M SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Et% SIGN_ONLY [cZE T3
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REAMESESLICEIZERSEHE

F—REFNEEHIHHC. BRASHELLE—IVIRLT, TOEFFEDLSnHEBER
BEIAEMN H52H EEECRHL TSV, E—JVEF>HL VL I— REBERAALKIL,
ZOE—IVOREEEHTH LR TEE LA, E—IVERETHLHICHEAL LEMICEEN
FoNEBMT I3V EBHIHLRTEE LA, BEOBRETNCEERTS hiE—T>
EHBRTHE, TOE—IVEEALTEEOLI—REIVIUTERSZYET, LI— RICEM
THHLL 7 A —LRICOVTOHLVE—IVERRTZERTEETH, BEOE—IVES
FLTHLOTA—LREEHDIERTEE LA,

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMICEE T 2 EEBEIE

T7ALRTR, N—FT123arF—V—hrFx—E, BSLIADTFANMNIEETFNIHE—DE
T, AWSKMS EEF—1) T DT S>oFF—IDHTSAV—HFESHLIVTFARNDSD
EBICMBERT S FX—%4ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTTZ 2 &S
IC, BIMOT7 1 —=)LR%Z ELTERTDCEZRFTLTLKEEY, FHICOVWTR, "750F
F—IDYTSA4V—1 ZSBL TS K&, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
BHZIEETRES. N\—T12aEMHEY—NEME THRIXENFHYE

9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BES{LT7 o> a>zERATHICE,
AWS Database Encryption SDK O/N\—2 32 33 AR ZFERATAHEN BV ET., T—
RETFIINEEHLT Z2E8HDEIC, IXTOV—SF—IZHLWN—2302F77O40LF
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

#L L) ENCRYPT_AND_SIGN, SIGN_ONLY, & KT
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT EMZEMT S

#L L) ENCRYPT_AND_SIGN, SIGN_ONLY, E#
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMZEBMTSICK. BET V3> THLL
EBHZEELET,

BEfZDDO_NOTHINGE M ZHIBR L T. ENCRYPT_AND_SIGN, . SIGN_ONLYZE =k
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BM & L/'CEF-F EMTRERETEEE A,
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TableSchema 2R L TEMT7 V> ava2E&LEEERE. HFLVEMEZET / T—23aF&EF—
ROZAICEMULET. HILLVEMOBMET V3> o7 /7—23a>ZEELBVEES, 754
ToRE, F72ILNTHLULVERZESILLTEBELET BUENF TZA/XVF—0—HTHS
BEEREEY), ILLEMOAKAICEERTSHFEE. @dynamoDbEncryptionSignOnly £ k&
@DynamoDbEncryptionSignAndIncludeInEncryptionContext;ZIRTHLVEMZEMNT S
PDENFHVYET,

F72ITONEFIOER

BUTIV a3 EFHTERLEBERR. 77T IONEFILOBRT I3 ICHLW
EHEEML, BME7U>3>SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT& LT
ENCRYPT_AND_SIGN, SIGN_ONLY, £/kiF #EL XTI,

BEORMZHIRTS

BUANBEZS B2 LEHMLEBER. TOBEIIXNTEZT—RNOEEAKZFLEIZLE, B
MTOAVHSERCHIRTDCEETERT, BHICHIZHLOVT—ROEERAKZEFLELT
t, TORMRBSIEHREBUET V3A2VIERTENETT, ik, FERBOCEMHOERZRBIT DL
ENHBHERICRIUEET, BET I3 VASEBHZERICHIRLTE, F—2tY A SEHIR
TENEREBA, T—REY MR, TORMZECEHBNBIERERENET,

BE7F M ENCRYPT_AND_SIGN, . SIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
F /=X DO_NOTHING BMEZEXICHIBRTZICE. BET7 V>3 Z2EHLET,

DO_NOTHING BMZHIRTDIBEETE., FAThIEEZLHLEMLISTOEBMEHIRLAVTLE
TV, TOBHICKLTHLULWMEZETIATHBLSB2LEBETE, 9472 8NE, TOEMKZED
BEOEEZHRAMBDLEHIC, TOBUNBRESTATVEVW L ZRBIZIMBENf HYET,

T I)F—2avHEF—RISADER

TableSchema ZFRALTEBMET V>3 2ERXLEBEARE. 7/ 57— 0[{FEF—RI0TALS
TOERMZEHIKRLET,

F72TONEFILOER

BT VAV EFHTERLESEER. 772 ITIORNEFIOBHT VI VA SEHZHIKRLE
ED
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BEZMENCRYPT_AND_SIGNE M %Z SIGN_ONLYE /=& (CEET S
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

BEF MENCRYPT_AND_SIGNEMZ SIGN_ONLYEIE ICEETSIC

(& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. BHT7 V> 3 2EHITHHEN HYVET,
E#ZETF7O/4 LR, V94T NIBHICETAFTFINBEOEZRIIL TESTESDLSICK
WETH, RITIRT7I0aVEEBHICHUTEZERATRNEHLWMEICEBREISDELETTT,

(® Note

BEfFZMENCRYPT_AND_SIGNE % SIGN ONLYZX & ICZEETHIIC,. EF21UTF 1 EHf
EEBICKRITL T & LWSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., &7 —4&
ERETEIEHREINTESILIZDLEN HVYET,

T/T—2a NET—RIVZTAOER

TEMT7V>avaE&RLEHE S TableSchema, BIFOEHEZEFHL
T, FERFEF—R U AIZ @DynamoDbEncryptionSignOnly & /= (&
@DynamoDbEncryptionSignAndIncludeInEncryptionContextFREZEHE T,

A7 NEFILOER

BUT O a>2FHTERLLBERE. BFOBMICHERTShEEMET Va2 % #7
219 NEFILSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT #'5 SIGN_ONLYZX /=i
ENCRYPT_AND_SIGN ICE#H L £ T,

BXF?® SIGN_ONLYZE /= 1&
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt% ICEE T3
ENCRYPT_AND_SIGN

BEfE M SIGN_ONLYZE 7=l SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt % ICEE TSI
[ENCRYPT_AND_SIGN, BTV I 2EHIIMVEN HYET, EMZETF7O04/LEE. U5
AT7NEBEBHICEZAFTENLEENEEZRIETEDLSICHY), BHEICHLTEZEATALEHLY
EBEES{LLTERLET,

T/T—23a NETF—RIVZTADER
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TEMT V> avaEZL EBEEETableSchema, BEAFEOEMD S
@DynamoDbEncryptionSignOnly & = (&
@DynamoDbEncryptionSignAndIncludeInEncryptionContextEIRZHIBRL £3,

F7ITONEFILOER

BETOaEFHTERELLEERSR, A7 I0RNEFILO BHICEEMRITONERE
MF 49, 3> % SIGN_ONLYZE Ik A S SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
ENCRYPT_AND_SIGNICE#FHLET,

# L L) DO_NOTHING EMZBNT S

¥L UL DO_NOTHING BHZEBMTZBOIS—OU AT ZBETSIZIE. DO_NOTHING BB I
BRHTBBRICERNOTL 714y OARIEEL, TOTL 74V IOREFEALTHAIEHEBEERLE
MEEBETDHLESBHLET,

ARG EF—R2OT AN SBEFED ENCRYPT_AND_SIGN, SIGN_ONLY, Ei &k
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BHE%ZHIERL . BE%ZDO_NOTHINGEMEL T
BEEBMTRCEEFTEEFRRA., F2E<HLUVWDO_NOTHING BN A ZBIMTEXT,

#TL UV DO_NOTHING B ZEBMTDEHICKRITIZIATY S, FAshiEBZBLEHEVUADN
ANTHRHNICERLED,, FLERTL 74V IORZFEALTERBLENICK>TERYET,

MAENhEBEEBLERETL74 Y DADER

TableSchema ZFERA L TEBMET7 V>3 z2E& L HEEWE. @DynamoDbEncryptionDoNothing
T/T—>3a2EALTHLLV DO_NOTHING BEZT /T—2 32 NETF—RXIOTAICEML &
T, BTV E2FHTERLLEEEE. HLLEMHZEURSICEMT Va3 a2EHMLE

¥, 49 DO_NOTHING BT V>3 ZFEAL THLVEMHZATRHICEREL TKEEL, HLL
BHEORBICE. BUEROTL 71V IREEHIHBENF HYET,

AAIEhEBEBELEHVANDER

1. HAEHhEEEELEMEYANIHL L DO_NOTHING BHEZEML, EfEhLZVANETT
O/4L&EY,

2. ATY7T10OEEEZT7O4LET,
CHT—RZ5rMBIMBENHDIITXNTORANCEEN RRENDET, ATV 3ICHD
CERFETEFEA,

3. LUV DO_NOTHING EMZEBMHT V3> ICEMLET,
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a. TableSchema ZEALTEBMT V>3 2ERLEEE
(&. @DynamoDbEncryptionDoNothing 7./ 7—> 3> ZFEAL THL L DO_NOTHING
BT /T3 FEF—RIOTAICEMLET,
b. BTV 3IV2FHTERLLGERE,. HFILLEMZEC LSBT VI Z2EHL
FT. 49 DO_NOTHING BT V> a2 ZFEAL THLVERZHARNICREL TKEE
Wo
4. ATY7IDNEEEZF7O4NLET,

BX1FZ? SIGN_ONLY Bt %
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT IZZXE T3

BEF® SIGN_ONLY B % SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT [CEETZICIE. &
MTFOAVEEMIDLENHNET, EMET7OMNLER, VAT NG BREICEERAR
NBEOEZKRIEL, BELCEFEAFTAEHFL WMECEALGTERT, BELCEETATILEHL
WEk, BEHMIYTFANCEENET,

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BH%Z2iEET2H/E. N—FT1>avEkte
V—RNEME THAIURENSH ') FFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

N

/ SAVNETF—RUTADEH

7_—_
TEMT70>a>vaE&L B AIETableSchema, BHEICBER TSN
EBM®T7 V33> %k H5S @DynamoDbEncryptionSignOnlyl E#H L &
9 @DynamoDbEncryptionSignAndIncludeInEncryptionContexto,

F72ITONEFILOER

BUT O3 E2FHTERLESERE. A7V I VN EFIATERICEENTShIEEBYT D
S 3> % SIGN_ONLY #*5 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ICEFHL £T,

BX1F® SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt %
SIGN_ONLY I[CZEET

BE## O SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT E1£% SIGN_ONLY ICEET2ICIE. B
T OV EERIDLENGNET, EMETTOMNLER, VAT MNE BHICEERAR
NBRFOEZREL., BHICEEATALHFLWECEELETET. BECEEAETNLHL
WMER, BEtIVTFARCERNERA,
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BE1ZMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM%Z (CZE IS HIIZSIGN_ONLY., B
NS FF—I DY T SAVTOMEICEDEIDICHETINEETICRTLTLSEETL,

T/T—23NETF—RVTADER

TEMET7 V> avzE&L LB A TableSchema, BHICBEENTShEEET V>3
% H'5S @DynamoDbEncryptionSignAndIncludeInEncryptionContextiCEHL &
9 @DynamoDbEncryptionSignOnly,

A7 ORNETFIOER

BUETIV a3 E2FHTERLEBRRE. A7 TN EFIATERICBENTSNEBET
2,3 > % SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT A5 SIGN_ONLY [CEH L E T,

AWS Database Encryption SDK for DynamoDB THIF aJ8E% 7" 0
JZ205HE

AWS Database Encryption SDK for DynamoDB &, XO 7O S JERBTHEATEE T, S5
51750)347'5')(1‘&‘?5?‘6?75‘" RRELTEBSNDEREHEERANTEEXRT., HDEREE

E5ILL., BIOSE/RETHESTEXT, HEEAMKR, SEOHNEZTR UM HYET,
%@%é‘@%‘]%’]kjb\_ﬂi\ SREEKICEITDMNEY ITHALET,

NeEY D
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94T NMIOESLS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2 E#H %z 24 L
x£7,

ZOKREY Tk, DynamoDB AA® Java V547> MIOBESILZAT7ZVON—>23 2 4x & A
VAR—=ILULTEATEHEICOVTHBALET, AWS Database Encryption SDK for DynamoDB
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EERALETOJS I 0OFEMICOVWTIE, GitHub 0 aws-database-encryption-sdk-dynamodb
DR N D Java DBlZSRL T EEV,

(@ Note
LTFOREY 2Tk, DynamoDB B® Java 954 7> NIOBEELS A TSV DON—> 3
VA4AXICOVWTEHBALET,
94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L 7z. AWS Database Encryption SDK &, 5|&#t& L 7= — DynamoDB BES5{LOZ 4T~
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ETD
« DynamoDB A® Java 7547 MIOBSKIATZVON—23 2 4x ICBITTD
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2. ROBBRZFHN D 'ZBRLTLIEETL,

Java FRIRE

Java 8 LUIBEN MBIV ET, Oracle DV I TH A NT JavaSE OA I O— RIZEBH
L. Java SE Development Kit (JDK) 220 >O—RL T, 1AM =L ET,
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TJ7A)NEZIDO—RLT, 1 VAN=ILTRDHBENHYET,
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SDK for Javay 2R L TS EE L\,

AWS SDK for Java l& Apache Maven # S AFTEE T, 2RO KFEFRZEST TS L E AWS
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<groupIld>software.amazon.cryptography</groupId>
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/

AWS 7F—Z X —ABES1t SDK FROYN=HA R

<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>
</dependency>

Gradle Kotlin ® £ 48

Gradle 7O I 7 NOKFBEFREI> IV ICRZEBMT S Z & T, Gradle Zf#EA L T Amazon
DynamoDB Encryption Client for Java IC T2k ZEHREES TEE T,

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")

F8

DynamoDB AA® Java V54 7> NMIDESILS A 7SV &4 ARN=)LTBICIE. aws-
database-encryption-sdk-dynamodb GitHub URZ MU O o O—> & EKTHH. XU>0O—K
LET,

SDKZA 2V ARN=)ILULES, COH4 ROO— RAIE GitHub M aws-database-encryption-sdk-
dynamodb URZ KU D Java DHIEEFEL THBELET,

DynamoDB Ai® Java 7547 > MIDESILZ 147> OER
94T MIOBES{EZ A4 7 Z 1) OEFIA AWS Database Encryption SDK ICEEEhEL

o cOFRAOY/N—HA RTE. 5lZ#Z DynamoDB Encryption Client (CB T 28R Z=HL
7,

ZOKREY T, DynamoDB A® Java V547 > MMIOBES{KLZ A TS VDODN—23 2 4x OFE
BMEANIN—DZAO—FICOVTHALET,

DynamoDB AA® Java 754 7> MIOESLZA 7SV EERALAETOT I T OEMIZ DL
TIF. GitHub ® aws-database-encryption-sdk-dynamodb VR KU IC&H 2 Java D, Java M
flesRBL TS EEL,

RV D
- HEEIOUTR
« AWS Database Encryption SDK for DynamoDB Q@M 7 723 2
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https://gradle.org/
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« AWS Database Encryption SDK for DynamoDB D& & 1L.E%E
« AWS Database Encryption SDK Z R L =B O E#H
- BENEEY NOEE1L

BHRAI>OUT &R

T NOH%ZE 7% AWS Database Encryption SDK for DynamoDB EIEE IV U7X T
9, DynamoDB M Java 754 7> NMIOBEBILTZA TS UDODN—23 > 4Ax #ERL
T. DynamoDB F—7 VBB Z X DA THREEIL, BE, BRil. 85 TEXT,

DynamoDB Enhanced Client

DynamoDB PutItem DO I ARNZFEALTIOZA T MNITEEBEZEHNICES{LLTERT
% & SIZ, DynamoDbEncryptionInterceptor T DynamoDB Enhanced Client ZERETE &
¥, DynamoDB Enhanced Client 292 &, 7 /T —> 3 NHETF—RVZAZFEALTE
MT O3 EEHETEET, EELKFEIEEIZ, DynamoDB Enhanced Client 2§25 Z &
EHEBHOLET,

DynamoDB Enhanced Client l&, BZEAELZES{LZHR—NLTVEEA,

® Note
AWS Database Encryption SDK &, ZAREhEEMOFERZHR—MLTVEEA,

Tzl XJL® DynamoDB API

DynamoDB PutItem YO T AN ZFEALTIZA 7 NMITEHEZBBNICESILLTERT
% & 5IZ, DynamoDbEncryptionInterceptor T L AXJL M DynamoDB APl ZEETE &
ERS

BRETESESLZEERTSICE. THLARILO® DynamoDB APl 2R T2 BB HYET,
THZL AXJL® DynamoDbItemEncryptor

THILAJL® DynamoDbItemEncryptor (&, DynamoDB #HUOH T &<, T—7 I &
BZEERSILLTERTIN., TLEEESLTHRIELET, DynamoDB @ PutItem £kl
GetItem VUV ITARNGEERITLEE A, HIZE. THRLARIL D DynamoDbItemEncryptor Zf&E
AL T, BREICEUEL /= DynamoDB IEH # E#E#ES L TRIETE £ 9,
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THZL ARJL® DynamoDbItemEncryptor . BREAELZESILEYR—NLTLVEREA,

AWS Database Encryption SDK for DynamoDB OEM7 2> 3>

BT 0232 E@, BELELIVEBEREThIENRE, BROAThIEMRE, BRHITESHKI
THEANIEENZEME, BLRVERThZIEREBZRELET,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT EEH{tT7 o< a > &2ERATDICIE.
IN—2 32> 3.3 ARR (M AWS Database Encryption SDK 2 T2 BENF BV ET. T—
RETILEEFHFLT ZEHDHIC, IXNTOV—F—ICHLWN—23 20277040 F
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

THzLAXJL® DynamoDB APl &z & FZL XJL® DynamoDbItemEncryptor Z#RA T %54

. BET O3 Z2FHTERTDHLENHVY EFT., DynamoDB Enhanced Client Z{EH 3 %
BEE. BET V3V 2FHTERTDD., TR T/ 723 [{FEF—205AEFEAL

T. TableSchema ZERTEE T, RE7OLAZERNTBICE. 7/ 57—23a 0 FEF—2D
SAEFERTR L EZHBBOLET, P/ T3 FEF—RIVSRAZFERTZEE. #7210
Rz 1BEFEFINCTIRENFHVET,

® Note

BHET O avaERLER, EOBMEBRNSHRATINZERTIHLEN BYERT,

TR, FILLEZALBMAMEICEMTESLSIC, BEEELEMEERBITZ-HDOMEE
DTLTAVIOR(T:, BE)RBRTBEEHEOLET, DynamoDB AF—T EEM
TOIa>EEETHEEIZDO_NOTHING EX— I ENEITRTOEMHOEHEBICZOS

L714YORBEEHET,

T/T—23aNETF—ROSAZERTS

T/)T—23aFEF—20Z7A%ZFEAL T, DynamoDB Enhanced Client & &k T
DynamoDbEncryptionInterceptor TEM7 V>3 ZEELE T, AWS Database Encryption
SDK for DynamoDB &, ZE#0 DynamoDB BN EREZFAL T, BHEZRBEIDFEZERETS
BHEDRATEERLET. T7H4INTR, 774XV F—ZR<BUENIXNTESLENET,
CNSOEMREEREIETTHN, BESLEEhIEEA,
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AWS F— &R —ABEE 1l SDK FROYN—HA R

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B&{LTFT V> a2 2EATICK,
IN—2 32> 3.3 ABE (M AWS Database Encryption SDK 2 T2 BENF BV ET. T—
SEFNEBHLT E2HBHIC. TRNTOU—A—HLWA—Ta>EF7O/ L%
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

DynamoDB #5387 54 7 > REROFMIZ DWW T, GitHub @ aws-database-encryption-sdk-
dynamodb J7RZ k1) @ SimpleClass.java 2B L T & L,

TF7AILRTR, 74X VF—BHEBREENTEVS N, BS{LENhTH ST (SIGN_ONLY),
HOITXNTOBHRESILENTEREENTLVET (ENCRYPT_AND_SIGN), BH4ZE &L

TEE T DIHESSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—F 1> a3 EHke
V—RNEMHE THIHLENSH'Y) FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
BISNZEIEET D2k, DynamoDB M Java 754 7> NMIOBESKZ A TSV
TERENTVRIESHT / T—23>z2FALET, flAE,. BEOEMEZER

NDHIZL EWVWBEIE., @DynamoDbEncryptionSignOnly 7./ 57—> 3> = &EH

LET. BEOEMHICBRLTHESLOTFAMNIEHDEERE., ZFALE

J @DynamoDbEncryptionSignAndIncludeInEncryptionContext. BENEBMUN BREES
ftEEhBEVWKRSIZLEVWES (DO_NOTHING) &, @DynamoDbEncryptionDoNothing 7./ 7 —
>arvEFEALET,

(® Note
AWS Database Encryption SDK &, RAREhLEEMOFRZHR—MLTVEEA,

RO FIE, ENCRYPT_AND_SIGN, ., SIGN_ONLY# & DO_NOTHINGEMT V< 3
VOERICEAETNDERERLTVET, OERICEAT D FROFICOVT

(& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. [SimpleClass4.java; #ZBL T EE
Wo

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;
private String attributel;
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private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;
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@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

}

RDAZRY NMCRTKDIC, P/T—23aUFEF—ROFTA%ZEAL T TableSchema &K
LE9,

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

BETOaEFHTERTS

BYETOVAVEFETEETDICK., BRICEORTHABUHBEEEE LT V3 ERT
Map 77T O NEERLET,

BHEESILLTERTSELSIC ENCRYPT_AND_SIGN Z#HELE£T. BHICBRITIHNE
FIELEWVWKRSIZ SIGN_ONLY ZEELET, BHICBALTESLLIVTEFANIED
%SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTICIX, ZIELET. BHICBRID LK
<. TOEMZESILIDLEFETEEFLA, BHEZEIFEITDHELSIC DO_NOTHING ZHEELET,

N—=—T14>3aVEHREY—RNEMIE. SIGN_ONLY £ OVWTIhATHILEND

V) FFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Bit%&Z L LT E&RT S5

& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—F 1> a>EHEY—RNEMHE THD
PHEAH V) EFTSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BES{LT7 V> a>zERATHICE,
IN—2 3> 3.3 LA ® AWS Database Encryption SDK 2 T2 XBEN BV ET, T—
ZETFINEZEHFLT Z2EHDHIC, IXNTOV—EF-ICHFLWN—2322F70/40LF
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();

// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
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// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);

attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",

CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attributes4", CryptoAction.DO_NOTHING);

AWS Database Encryption SDK for DynamoDB O g5 {L.5E

AWS Database Encryption SDK % £ 9 %5 & &, DynamoDB 7—7 L DEES{LEREZHARIICE
RIDVENHYVET, BSILRECHKERERF. BET I IVEFHTERLEDL, EEET/
T—2a ETF—RUVTAEZFEALTERLENICKR2>TERYET,

RDOAZARY &, DynamoDB Enhanced Client, TableSchema, 8 XTMERIDO 7L 7 1 v U AIC

KO2TERENE, FAIEhEBELELEMEZFEAL T, DynamoDB T—7 L DESLEREZER
LET,

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

wWET—7IE
DynamoDB 7—7 /L OWREBT—7 L&,

WET—7I) Bk, DynamoDB DETXTARL —> 3V Z@BHERALTIEHIC, T—TILICHE
MENTLVBRINTOTF—RICBSHIINSA 2 REET, RUICESLREZERT K
IZ. DynamoDB T—7 LB Z /BT —7IILBELTEETI L ZBHM<BHOLET, FILE
URBT—7IIBEEETIHLENHVET, BESEZRINESELDICE. RET—7ILEN, BS
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ILOBICEEENEBRE —BTHIMLEN HYET, DynamoDB T—7 N ENY OT Y TH5E
JtU 7= DynamoDB T—7 LB BEENEBETE, MEBET 7L BEFEHATS LT,
BEARL =232 TEERET—TILIBRECEBENET,

FAEhiBEBLEM

BHET7 23> TDO_NOTHING &EN—TJ & h B,

AAEThEBEELEMRR., EORUNIBEPSBRACIIDZITATUNIERAET, 77
AT RE, MOIXNTORUNBREICEENTVRIEEELET, TR, LI—RZEZEST
PBRIC, V4T RE, I —HEEITS. FAThELBRELERORASENELEZR
ATRIVEN DY), EORMZEBRIIVLENBINERELET. AT BEELEMED
SEMZHIRIZDCERFTEEREA,

FANXTOHDO_NOTHING EMZE I ANTBEINEERTD LT, FAShEBEALEREH
TICERTEET, £/, DO_NOTHING BHICEFEZFFIBICEROTL 7 1Y U RAEEE
L. TOTL 714V IORAZFERALTEDEUNBRETATVWEWVAZITA T NIEEADZE
ETEET, FRHFLLV DO_NOTHING BEHZEMIT B 7O AN ERILEIhD 2o, BRIOTS
L7414V ORZIEETDCLEZB<BEOLET, HHICODVWTRE, "F—REFILOEFH, =&
SRLTLSEETLY,

TN TDDO_NOTHING BHEDL=HICTL 74 Y VRZEBELBWVGERR. 9547

VRN ESRHICEREENTVERVILZEETRINTOERHZATRNICVANTS
allowedUnsignedAttributes BIFIZBRETEE T, ESULTEHEHXERFZEICODA, FFAEh
EEBEBLEMEZHATHICERTIHSEN HYET,

BRERE (F7>32)

SearchConfig kE—JI 0O /N—2 a3 &2E&LET,

BREARGESCEREFERNEE—IZFEATSICIE. SearchConfig ZIEE TSI HENH
WET,

FILAVZAXLARAA—N (AT 3Y)

algorithmSuiteId (&, AWS Database Encryption SDK AR TBF7I IV XLAL—K%E
E&ELEY,

RETILNIVZXLASA— N ZHRHICEELBVRY . AWS Database Encryption SDK &7
7ZNROTINIVAXLAS—hEFALET. T7FLRNOTILIVAXLARS—RE, F—
NEH, FVRILEE. BLVF—OIY b XY M EHR ] AES-GCM LIV XLZFEAL
9. F7AUNRNOTFTILIVALAA—RNREEAEOT TV Tr—23 2 IZEL TV S AR
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HFHYVETH, REFVIDVZXLASN—NERBIRTEEXRT, fl2lF. —HBOEETTILE. 7>
BINBEEEEHRVWTFTILOVAXLARSA—RNCKR2THELENET, AWS Database Encryption
SDK A AR—RTBFLAUXLRSA—ROBMIOVWTE, ) £BBL T EEWAWS
Database Encryption SDK THR—KREhTWB FZIJdUVXLRL—K,

ECDSA RN BEZEZFEALAE VN AES-GCM ZPILAVALAA— N EBIRTBICIE. T—T)
EESLREICROAZRY NEEHET,

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

AWS Database Encryption SDK ZfEF L =38 B O EH

AWS Database Encryption SDK &, BE{tELIFERZ S hEEEB ICKL T ddb:Updateltem %
R—RLTVWKREBA, BELRLEFBEENLEBZEMTSICE, ddb:Putltem ZEA T2 XEN
HVWET, Putltem VDIV ITARNTERFOEBEBERBUSZANUF—ZEETSE. HILLVWEBNER
FOEBICERICEEHED XY, CLOBBER ZFAL T, HEZEHL LR, RETHIERICTAN
TOEMZIVVTFUTBERADCEETEERT,

BEEFELY NOESL

AWS Database Encryption SDK ®/N\—>3> 3.0.0 B8R 3.1.0 Tk, Y hZA/TEMZ &L T

EZELEBASIGN_ONLY, Y NOERIEEEhEIEFTERILENET, DynamoDB kY h®
JEFZRIFLELEA. TORHR, €Y NEZECEEOERORIAN KR T DAl HYVET, Y
N D{EA" AWS Database Encryption SDK ICRRtE hZJEFE R ELDIEFTREND E, EY NE
HICEAUEArEEhTVREETE, BREOKRIEFEXKLET,

® Note

AWS Database Encryption SDK ®/N\— 3> 311 LIBRTIE, 3XTOEY N2 TEMED
ENFERICEND -8, DynamoDB ICEZIAEN O ERIUVIEF TEN GABRSNET,

EEZORIAN KT D E, BEEARL -3 VB RBULTUTOIZ— XYy -2 %BLET,

software.amazon.cryptography.dbencryptionsdk.structuredencryption.model.StructuredEncrypti
onException: ZEEX TN —HLEHATL L,
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FROIZ—XvtE—IHFRREN, EFHLLESELTVWBRTAFTALIC/N—232300F
EEFE310ZFEALTEBEREESNEEY M EBFEATVRELEEDNSEES, Y NZEEEICKREL
IBHEDFEFME LT GitHub ® aws-database-encryption-sdk-dynamodb-java J /R KU ®

DecryptWithPermute 4 L 7 RUZSRBL TS EE L\,

Java @4

94T NMIOESLS (751 OFFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ#E DynamoDB Encryption Client (B8 3 2158 Z 4L
x£7,

X DOFlE, DynamoDB A® Java V54 7> MIDOBESILZ A 7SV FERALT, 77UT—
2avAOT—7IINEEZREITDHEETRLTVET, TOMOHIZ DOV T, GitHub ® aws-
database-encryption-sdk-dynamodb JRT KU IC&H D Java OHIZSBL TS EE W (T, MED
fleRHLT<EEV),

ROBE, F—EZNFADE R TVEWVWHL LW Amazon DynamoDB 5—7 )L T DynamoDB A ® Java
VAT NS ATV ERETDHEZRLTVWET, BEIE® Amazon DynamoDB
T—7LNE0ZAT7 > MNIOBES{LOLOICRETRHERE. "BFEOT—TIINICN—232 4x %
EMT2, 282RBLTEEV,

KNy
« DynamoDB #i5RV Z AT > N DER
« T L AX)L® DynamoDB API O£

« L X)L ® DynamoDbltemEncryptor M £ F

DynamoDB #L5k 7 Z 4 7> N D ERA

ROFIE. AWS KMS F—1) >4 T DynamoDB Enhanced Client &
DynamoDbEncryptionInterceptor ZfEMA L T. DynamoDB APl FO*H L O —F& L T
DynamoDB 7—7 )L DIEE 2SI B HEEZRLTVET,

DynamoDB #5954 7> R TRYR—REhTVRIEEDOF -V JZFATEETH . THESL
RYWTFNDL DO AWSKMS F— U2V T ZFERATREZHEOLET,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
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® Note

DynamoDB Enhanced Client l&, BZEAELZES{LZHR—NLTVEEA,
BRRAEZESILEEATSICE. TREL AR O DynamoDB APl £ & &I
DynamoDbEncryptionInterceptor ZEAL £,

EE2ABI—RY TN ESEL T & W EnhancedPutGetExample.java

ATY 7 1:AWSKMS ¥—U > T ZHERTS

RDPITECreateAwsKmsMrkMultiKeyring, ZEAL T, MBS KMS AWS KMS F—
EEALTF—V T ZERLET, CreateAwskmsMrkMultiKeyring XV ¥ RIZ& V),

F—DTR, BE-)—23200F—EXRINFI)—2320F—0OWSZREICEL<AELE
9o

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
ATV 2T /7= {EF—RIVSANST—TILAF—NE2ERT S
ROPITlE, P/ 7—23a0(FEF—20S5AZFERAL T, TableSchema ZHERLE T,

COBITR, P/T—230REOTF—ROTAEBMET V> 32 H SimpleClass.java ZfFER L
TERENTVBCEZBIRELTVET, BTV aVIIT /7232203 5E07
AXAILDVWTR, "7 /)73 R{REF—ROTAZERTE ZSRBLTLKEE,

(@ Note
AWS Database Encryption SDK &, ZARENEEHOFRZEHR—NLTVEREA,

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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ATV 3 BENSKRATIEUEEZERT D

ROBITE, $XTOH DO_NOTHING BEABRIOTL 74y IR Ty 2HEBEL, 2OTL
74V IORAZFEALT, FAThZBREBLERZERTDERELTVET, V54T
F. T EVSTLTAYVIRANMFVEEHBREBERN SBRAET D ERELET, FHMICD
WTIlk. TAllowed unsigned attributes 1 Z#2BL TS EE L,

final String unsignedAttrPrefix = ":";
ATV 4 BELRELZHEKT S
IXDBITE, DynamoDB F—7 I OEES{LEE%Z XK T tableConfigs VXY 7 ZE&ZLF T,

ZOFITEE, DynamoDB T—7 LB ZMEBET—TILBELTEELET. BRUICESILEREEE
£JDBIZ. DynamoDB T—7 LB EZMEBT—TIIBELTEETD L 2R BEOHLET,
SEMIC DOV Tk, TAWS Database Encryption SDK for DynamoDB MR E{LEREL #SHRL TL
e\,

(® Note

REMVESESILELFBENEE-JVE2HEATSICE. BSLEREK
SearchConfig £t EH 2 MBENfHET,

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

AT Y 7 5:DynamoDbEncryptionInterceptor Z#EK T3

ROFITIE, ATY T 4O tableConfigs ZFEAL THL LV
DynamoDbEncryptionInterceptor Z#ERL ¥,

final DynamoDbEncryptionInterceptor interceptor =
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DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

ATY 7 6: %L AWS SDK DynamoDB 754 7> N EERT S

ROBITIE, ATY 7 5interceptor® ZFEAL TH L LY AWS SDK DynamoDB 54 7~
NEEKRLET,

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

AT ¥ 7 7: DynamoDB Enhanced Client Z4ER L. T—7 I ZEKT S

ROFITIEE, ATY 7 6 TERL = AWS SDK DynamoDB 754 7> K& £ L T DynamoDB
Enhanced Client Z¥Ef L. 7 /7T—2 3 & F—R0SRAZFERALTT—7IILZERLF
¥,

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

ATV 8 T—7)BEEERBS{LLTERTS

X DI TlE, DynamoDB Enhanced Client Z{£f L TEH % DynamoDB 7— 7 JLICEEL &
¥, EHEIE, DynamoDB I[CEFE BB, V5472 MNUITHESLERVEBREIET,

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(0);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");
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table.putItem(item);

THzL XJL® DynamoDB API @ f#F

ROBIE, AWS KMS F—1) T & & EIZTFRLARIL® DynamoDB APl ZfH L. DynamoDB

PutItem UOITANZHEALTIZAT7 Y NITHEHBZHBNICESILLTER IS HEZRLT
W&Ed,

BR—NEATVREEOF VI ZFERATERTH. TREKRY VT DL O AWSKMS F£—1
VI RBERATREEREOLET,

2B IA—RYOTIESBL T &) BasicPutGetExample.java

ATY 7T 1:AWSKMS ¥F—U > T ZHERTS

RDOBITlECreateAwsKmsMrkMultiKeyring, Z&AL T, MBS KMS AWS KMS F—
EHEALTF—U U ZERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&K V),
F—D2JR. BE—)—=23>0F—&XRLNFU—23 2 0F—0@EAZHECELSRELE
9,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
ATYT 2. BET O3V ERETS

ROBTE, T—7ILEBOH > TIERET V3 %KT attributeActionsOnEncrypt
RYTEERLET,

@ Note

ROPITIRE, BiEZ ELTERELTLERE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTo SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BEZEETIHE. N—TAIaVEMHEY—FEME THILENFHYE

F SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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final Map<String, CryptoAction> attributeActionsOnEncrypt
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

new HashMap<>();

ATYVT 3 BENSKRIATIEMHZERT D

ROBITE., FXTO DO_NOTHING BHABBIOTL 74 v ORX T, ZHEL, ZOTL
74V ORAZFERALT, FAEhHBELALERZERTHERELTVET, V95147 K
F. T EVSTLT7AYVIORANIMFVEEHBREEBERNSBRAET D ERELET, FHMICD
WTIE. TAllowed unsigned attributes; ZZBL T E£E L\,

final String unsignedAttrPrefix = ":";

AT Y7 4:DynamoDB T—7 )L DEESLEREEEET D

XDBITIE, 20 DynamoDB F—7 )L OEES{LEEZ KT tableConfigs XY T2 E&L &
9,

ZOFITE, DynamoDB T—7 N B ZMEBET—JILBELTEELET. BRIUICESILEREEZE
£ I DBIZ, DynamoDB T—7 LB EZMEBT—TIINBELTEETD L 2R BEHLET,
SMIC DOV Tk, TAWS Database Encryption SDK for DynamoDB DSV E s 25 BL TL
e\,

(® Note

REAESESILELFBENEE-OV2HEATSICE. BSLEREI
SearchConfig £ EH3RENfHYET,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
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.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

tableConfigs.put(ddbTableName, config);

AT ¥ 7 5: DynamoDbEncryptionInterceptor Z/EK T 2

ROBITIE, ATY 7 4O tableConfigs Z AL T DynamoDbEncryptionInterceptor
ZERULET,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

ATV 7 6: 5L W AWS SDK DynamoDB V54 7> N &ERT S

ROBITE, AT Y7 5interceptor® ZfEAL THL L\ AWS SDK DynamoDB 754 7~
NZERLET,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

ATY 7 7:DynamoDB 7 —7 )L EB EES{LL TBE TS

ROBITIE, Yo TINT—TIIEEEZRT item N Y T ZEZEL., TOHEE % DynamoDB T—
TFIICEBLET, BEIE. DynamoDB IZEEEhBHIC, V547 MITHES{LE LUESR
ThET,

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("@").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

Java 224



AWS F— &R —ABEE 1l SDK FROYN—HA R

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

TfzL XJL® DynamoDbltemEncryptor ® £

ROFIE, LRI ® DynamoDbItemEncryptor & AWS KMS ¥— > J & EEIZFERAL T,
T—7 I EEEEERES{LLTEBRTSEEERLTVWET, DynamoDbItemEncryptor FEEBE %
DynamoDB 7—7 /LICEREL £ A,

DynamoDB #i5k 7 5 A4 7> R TR YR—REAhTVRIREEOF -V JZFEATERTH . AL
RYVWITNAD AWSKMS £—U 2V ZERATREZHBHOLERT,

@ Note

THLAXJL® DynamoDbItemEncryptor &, BEAELZES{LEYR—KNL TV
FHA. REAREEESLEZFERATSICE., THL AL O DynamoDB APl £ & & (C
DynamoDbEncryptionInterceptor ZEAL £,

E£ABI—RY TN ESEL T & W ItemEncryptDecryptExample.java

ATY 7 1:AWSKMS ¥—U > T ZHERTS

RDPITECreateAwsKmsMrkMultiKeyring, ZfEAL T, MBS KMS AWS KMS F—
EERALTF—VU%ZERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&K V),
F—D2JR, B—)—=2300F—&eXLNFU—2320F—0@EAFZHECELSQELE
£

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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ATYT 2 BT O3V ZRETS

ROBITE, T—7INEEOH > SILEMT V>3 %2KT attributeActionsOnEncrypt
NYTZEELET,

(® Note

ROBITE, BHEZ ELTERLTVEE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BHZEETZHE, N—TA2aVEHEY—FEME THILENHYF
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

ATYVT 3 BENSKRIATIEMUEZERT D

ROBITIE, $XTO DO_NOTHING BHEABBIOTL74vORX T, ZHEL, ZOTL
74V OAZBEALT, FAEChZEBERZLERZERIDEEELTVWET, V547N
., Ty EVSTLT7AYVIORNRVEEBHBRERBRENSBRAThDZ EBELE T, FHMICD
WTIE. TAllowed unsigned attributes; ZZBL T EE L\,

final String unsignedAttrPrefix = ":";

AT Y 7 4: DynamoDbItemEncryptor X EZE&ET D
RO TIE, DynamoDbItemEncryptor MFREZEHEL £,

—DHITIE, DynamoDB T—7 LB ERET—TILBELTEELE T, RUICESLEREEE
£JDBIZ, DynamoDB T—7 LB EZMEBT—T7IINBELTEETD L 2B BEOHLET,
SEMIC DOV Tk, TAWS Database Encryption SDK for DynamoDB DR E{LRE) 25 HBL TL
EE\,
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final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

AT Y 7 5:DynamoDbItemEncryptor Z{ER T %

ROBITE, ATY 7 40 config ZFEAL THL L DynamoDbItemEncryptor Z4EKL &
T

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
Lbuild();

ATV 6 T—7)EEEEEESHKLTEETS

XDOPITIE, DynamoDbItemEncryptor ZfEA L TEBE ZEEESLL, BELE
¥, DynamoDbItemEncryptor (&3 H % DynamoDB 7—7)LICEREL FH A,

final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalltem.put("sort_key", AttributeValue.builder().n("0").build());
originalItem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originalItem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originalltem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalIltem)
Lbuild()
).encryptedItem();
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AWS Database Encryption SDK for DynamoDB Z £ 9 % & 5 (CBEE® DynamoDB
T—TINERETS

DS54 T > MIOBESILS 4751 OFHEA AWS Database Encryption SDK ICZEEEhEL
o cOTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client [CB8 9 218 Z=RHL
7,

DynamoDB AA® Java V54 7> NIOBESILS A TZVON—232 4x TR, 954F7 > MNIIO
BES1LA ICBEE® Amazon DynamoDB T—7 L ZRETEE T, CORNEY I TR, BEEOALE
& DynamoDB 7—7ILICN—2 32 4Ax ZBMT B EHICERITIIHLEN HD 3 DOATY /ICHE
TRIHAZ O AZRBLET,

HI R SR

DynamoDB A® Java V54 7> NIOBESILS A7V ON—232 4x 2k, TREES ATV
% DynamoDB L5k 7 T4 7 > M A" HETF AWS SDK for Java 2.x » DynamoDBMapper % 5| Z %t
EFERATBBAE,. DynamoDB 3RV 54 7> N AWS SDK for Java 2.x 2R T2 I BT
PRENFHYVET,

AWS SDK for Java®/N\—2 32 1x A8 2x ICBITITAFIBICHVET,

Z M. DynamoDB Enhanced Client APl DA ZFB T2 O DFIBICHWVWET,

DynamoDB B ® Java 754 7> NAIOBELS A TSV EERATIRDICT—7 I 2R ET D]
o, 7)T57—>3a > ff&EF—20S5A%FEAL T TableSchema 24K L., ILEISA T h&E
REBEENBYET,

ATV 1L BSLENLEHBEORARY EEEAKDEREZTS

Database Encryption SDKAWS 754 7 M BSLENZEBEEZHRAETE TEDLSICERTS
LIk, ROFIEZRITLET, ROEZEEZTF7O/4LERE, V94T NEEIEHRETL—2TF
ANBEOHRAKEVY) EEZTAKETVET, T—7IILICEEAENIHLVEEOBSLXER KT
WEBAN, BELENLEEENf RTIENDETSICETTERT, ChSOBEICKY, 9547
RFFLVIEEHEOES{LEBRIBDEODOERBIBVET, ROATYTICETHIC, ROEEZ
FBV—R—-IF7TO/TRRENFHYVET,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
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1.BET V3 BERTD

T/T—23 UFETF—RUVTAZEFHLT, EOBHEZESHKLTERTSH. EOEME
ZEEDHKAICTRH, EOBHEZERIINEERTAIBRBMET VIV E2EHET,

DynamoDB #L5R 7 5 4 7 > NEROFMIZ DV T, GitHub @ aws-database-encryption-sdk-
dynamodb V7R N1 M SimpleClass.java 2B L T &V,

T7A2ILRTR, 774X VF—BHRBEEETNTRVE N, BSLehTHST
(SIGN_ONLY), DI X THEMHIFESILENTERE N TVWET (ENCRYPT_AND_SIGN),
BN ZEIEET S IZIE. DynamoDB M Java 754 7> NMIOBEBILS 4TS
JTCERBENTVRIBESHKT /T3 ZFALET, A, HREDOEM
ZEBRADHKICLEEVWEEIE, @ynamoDbEncryptionSignOnly 7 /57— 3
CEFEALET. BEOEMICBALTUES{LIOVTEFANCEHRESE.
@DynamoDbEncryptionSignAndIncludeInEncryptionContext ¥iR%

LET. BEODEBMUNBREBESHLETABZVELSICL EZVWESE (DO_NOTHING)

(&. @DynamoDbEncryptionDoNothing 7 /7—> 3> ZERALET,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B ZEET

2BE. N—T1423VEHEY—FNEHRE THIRVENHYE

9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, DEZRI_FEAE NZFROHFICD
W TIFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. [SimpleClass4.javas &%
BLTLSEZL,

F/T—23a>voflii2WTk, "P/T—IaUREF—RITAEEATE EBRLTL
EEW,

2.BEDPSBRATDERMEZERT S

ROBITIE., $XTO DO_NOTHING BHEABBIOTL74vORX T, ZHEL, ZOTL
74V ORAZEALT, FAEThD2EBEZERZLENRZERTIDEHRELTVWET, V547
F. T EVSTLTAYVIANNVEBHBREBENSHRAThDERELE T, FMAICO
WTIE. TAllowed unsigned attributes; Z2ZBL T EE L\,

final String unsignedAttrPrefix = ":"
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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3. F—UVTZERLET,

ROBITIE AWSKMS F—U T #ERLET. AWSKMS F—U> 7 iE, IHESELE
JEXIFE RSA AWS KMS keys ZEA L TF—2F— 54K, S, £SLET,

COPITE. CreateMrkMultiKeyring ZfEAL T, MHESIL KMS ¥ —T AWS KMS F—
)T EERLET, CreateAwsKmsMrkMultiKeyring XV v RiZ&kV), F—U 2T F, B—
)—23>0F—EeXIILFI)—2a>oFxF—0mazREICELKAELET,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB 7 —7 )L DEESLREEEET D

XDOBITE, 20 DynamoDB F—7 L OEES{LEEZ KT tableConfigs XY TZE&L &
9,

COBITIE, DynamoDB T—7 LB ZRET—7IILEBELTHEELE T, HHICESLEREEZRE
ZITDMIC, DynamoDB T—7 B EZRBT—TINBELTEETI L 2B BHHLET,
SFMICOWTIE, TAWS Database Encryption SDK for DynamoDB D RESLERE ) £ HBL TL
ZEW,

TL—TFANODF-—N—F4RELT
FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT Z3EETIHMENf BV ET, DR
=ik, TL—TFANEEOFRAEY EEZAKZEMEL, BS{LENLEBE ZFAEY.,
DFAT 2 M BEELEN-EEZEZACLEOOEREERAET,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
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.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

5. DynamoDbEncryptionInterceptor M{ERK

ROBITIE, ATY 7 3 M tableConfigs ZfFEA L T DynamoDbEncryptionInterceptor
ZERLET,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

ATV 2. BB LVEBEENLEBZEEZIAD

DynamoDbEncryptionInterceptor BERD 7L —FTF ARV —ZEH LT, 954T7 >
NABBIEBRVOBEENCERZEZIACCEZFALET, AOEEZTF7O/4TDE, V54
TYREARTY T 1 TCRELVEBSHT VI VICEDVTHLVWERZESILLTERBLET, 7
SATRE, Z7L—2TFANNDEBLESUBRPBRECNEEBZRANMBD ENTED LS
Cx)ET,

ATV 7T 3IICETHIC, T—TILAOBEENINTOS L —FTFANEEZES{LLTERTS
PBENFBHYNEST, BEOTL—TFANEBEEZRRICESLITDLEHICETTERE—DOXRNY
DARITIVREHYEEA, /ZTAL_t’D'CEi-EAEEE’J’&7 OtAZFEAL T EEV, BHlIZIE,
EELEBMET I aEBEHREEFEALT, BEZATTT—7ILE2AF YL, HEZEE
BZBFRP7OLAEZFERATEES, T—7ILAOTL—2TFANEBZRBITSICIE,. AWS
Database Encryption SDK AIES{tBE R BREE N ZICHEBIZEMNT S aws_dbe_headB & T
aws_dbe_foot BHZEETBVINTNEHEAF Y THLEBHBOLET,

RO OFITE, ATYT1OT—7IIBSLREZEHLET, 7L—2TFANOF—N—-F
4 R7% FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT Eﬁﬁﬁ bTE%ﬁ?%%gb‘“ﬁ S
To cORVS—RBGTL—2TFANBHEZSIEHREHRHBMYETTH, BS{LEThLEBEBHOFTAHEY
EEZRAKEMTVET, BEfichic DynamonEncryptlonInterceptor’&ﬁﬁﬁ LTHLLV BER
L ¥dtableConfigs,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
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final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

ATV 3 BEABLRCBREENLEEEOAZHRAES

IXNTNEB ZFES{LL TERL =%, DynamoDbEncryptionInterceptor BRERNN 7L —>F
FARFA—N—FA REEFHL T, BSILBRVVBREENLEBERAORARNY EEEALODAEITA
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int

sortReadValue) {

// 1. Create a Keyring.

// This example creates an AWS KMS Keyring that specifies the

// same kmsKeyId previously used in the version 2.x configuration.

// It uses the 'CreateMrkMultiKeyring' method to create the

// keyring, so that the keyring can correctly handle both single

// region and Multi-Region KMS Keys.

// Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
Lbuild();
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final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in

// the previous steps. For Legacy Policy, use

// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read

// and write items using the old format, but will be able to read

// items written in the new format as soon as they appear.
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final

// 7.
final

HashMap<>();
tableConfigs.put(ddbTableName,

tableSchema);

}

final

// 8.
//

final

// 9.
//
final

final

LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();

Create a DynamoDbEncryptionInterceptor with the above configuration.
Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

Create a new AWS SDK DynamoDb client using the
interceptor from Step 7.
DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client
created in Step 8, and create a table with your modeled class.
DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
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public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
// DynamoDBEncryptor as you did in Step 1.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");
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final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,

kmsKeyId);

policy

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new
// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 4. Create a new AWS SDK DynamoDb client using the
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// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
.build()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
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final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
Lbuild();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}
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« AWS Database Encryption SDK for DynamoDB O g5 {V.5%E

« AWS Database Encryption SDK Z B L =B E O E#H

BRAI>OUT X

Z D% E xS AWS Database Encryption SDK for DynamoDB (FIEEBE I 9 U TR T
¥, DynamoDB A NET 954 7> NMIOESKSATZVON—23 > 3x &2FEAL
T. DynamoDB 7—7I)IEEZ XD FETHES{L, BR. BRI, E5TEET,

DynamoDB APl Q&L X)L AWS F—Z X —ABEF Y, SDK

T—7 ) ES{LEREZMEAL T, DynamoDB Putltem VT ARNTISA T NMITHEBEZH
BMICHES{LL TER TS DynamoDB V54 7 N Z2BRETEEXT, COIVTAT > NzE#E
FATDN., RFIAIANEFLFLEGFAT DI O KEREETIILEBETEERT,

BRETESESLEERTSICE. KL AXRJLO AWS Database Encryption SDK for DynamoDB
APl ZERTBHENHYET,

THZL AXJL® DynamoDbItemEncryptor

T2 L ARJL® DynamoDbItemEncryptor &, DynamoDB Z#HUO'H T &<, T—7I)L1E
BZEERBSILLTEBRITDN, FLEESLTHRIELET, DynamoDB @ PutItem £ (&
GetItem UV I ANGFRITLER A, HIZE. TZL AN OD DynamoDbItemEncryptor &
AL T, BEICEUSEL 7z DynamoDB TEE Z E#EBS L THRIALTEE T, BKLANILD 2EAT S5
& EDynamoDbItemEncryptor, A" DynamoDB & M3&{E SDK for .NET IR HEL RILD
JO0Z3V0FETFINEFERATREEZHEOLET,
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THZL ARJL® DynamoDbItemEncryptor . BREAELZESILEYR—NLTLVEREA,

AWS Database Encryption SDK for DynamoDB OEM7 2> 3>

BT 02323, BELELVBREThIEMRE. BROAThIEMRE. BERESICESHIY
THEFANIEENIEME, BLRUVERThIEREZRELET,

NETOSAT7NTCBRET V>3 aEETDICR. A7 O NEFIINEEALTERT V>3
VEFETERLET, BHCEIRTHIBERBEEEENET V>3 &2KRIDictionary A7
DIUVNEERLT. BTV AV EEBELET,

BMEEBESILL TERTDELDIC ENCRYPT_AND_SIGN #HELEFT, BHICEBRIZ MBS
LEW&KSIZ SIGN_ONLY ZFEEL £F, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT %35
ELTEHICBEL, BESULIVTFANIEDLET, BHICBRID LB, TOEHERSL
TREWRTEFLA, BHEZEIRTDELSIZ DO_NOTHING ZIEEEL £,

N=TFT12avEHEY—RNEMIE., SIGN_ONLY £l OVWThATHIHLENH

v) &9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Bit%Z ELTEET 25

& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—F 4> a @Y - NEME THD
MEHN&H ') EFTSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(@ Note

BT VAV EERLER, EOBRMEZERNSBRATINEERTIXEN HYVET,
R, ILLBREGLEMEZMEICENTEZLSIC, ERELELEZRB T2 -0 DEH
NDTLTAVIR(T:, BE)ZBIRTZ L E2HEHHLET, DynamoDB AF—T EEH
TOAVEEETDEEIZDO_NOTHING EX—VENEITRNTOBHEOEHRBICCOS
L7414V OREEDET,

RDAT T NEFILIEENCRYPT_AND_SIGN, .NET V547> RT

SIGN_ONLY, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, . # &7 DO_NOTHING /&
MTF U2 EBETDHEERLTVET, C0fiTld,. 7L71vORX: T, #FEAL
TDO_NOTHINGEMZFBILET,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BBt F7 V> a> #ERATSICIE.
AWS Database Encryption SDK ®/N\—> 3> 33 LR EFERTIHEN HWERT. T—
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REFNEEHLT 22HBHIC. INTOU—F—LHLLVN—T 32 %F7O/LE
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The

partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort

attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING

I

AWS Database Encryption SDK for DynamoDB O g5 {L.5%E

AWS Database Encryption SDK Z £/ 3 %55 &, DynamoDB 7—7 )L DEES{LEREZHTRWIZE
BRIIVENHVET, BEILRECHKELER, BT IV I EZFBTERLLEDL,, TLERET/
T—2aAUETF—RUVTAEZFERALTERLENCKR>TERYET,

RDAZRY ME, KL AXJLO AWS Database Encryption SDK for DynamoDB APl &, EBID 7L
TAYVIATERENLEFAEnEBEALEMEZFEAL T, DynamoDB 7—7 ILESLEREEE
&#LET,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig
{
WriteVersion = 1, // MUST be 1
Versions = beaconVersions
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}

13
tableConfigs.Add(ddbTableName, config);

WET—7IE
DynamoDB 7—7 /LOWEBT—7 L&,

WET—7 Bk, DynamoDB DETXTARL —> 3V 2@BHRALTIEHIC, T—TILICHE
MENTLVBRINTOTF—RICBSHIINSA 2 REET, RUICESLREZEERT K
IZ. DynamoDB T—7 LB Z /BT —7IILBELTEETZ L ZBHM<BHOLET, FILE
URBT—7IIBEEETILENHVET, BESEZRINESEDICE. RET—7ILEN, BS
LOBRICIEEENEBHE—BITDIMBENHVYET, DynamoDB T—7IILENY OT Y TH5E
JTL %2 DynamoDB T—7 BN BEENIZBETE, REBET—7IINBEHERATH LT,
BEARL—23 0 THEHRET—TINBRIIEEBENET,

HaEhEBEE UEY

BHET7 2 3>TDO_NOTHING EN—TJ & hiEBi,

AATNIEERBLEMRR. EOBMANEBENSHRAETNBILZIZA T NIEBAET., V7
AT RNE, OIXNTORUNBECEENTVRDEEELET, TR, LI—RZEST
PRIC, V4T RE, I —NEETD,. FAThEBRELEEOFLSENELEZR
AITPIVBEN DY, EOBUEERIIVENBINERELET, FAShI-FEELEMLDY
SEMZHIRIZDERFTEREA,

FNXTODDO_NOTHING EHEZVANTBDEIZERKTH LT, FAIEh-ERLELEMEZH
RICERTEE T, £/, DO_NOTHING BHICBEIZFFZBRICEROTL 714 Y VAZEE
L. ZOTL 714V IOREZFERALTEDBUNI BEENTVWEVAZITAT U NIEBAD L
ETEEXRT, FIRHFHL L DO_NOTHING BHEZEMT D 7O AN ERILEhD 8. BROTS
L7414V IORZEETDCLZB<BEOLET, HFHICODVWTRE, "F—REFILOEFH, =
SHBRLTLSEETL,

FANXTO DO_NOTHING BHEDLEHIZTL 71 OV RAZEBELBEVEEGEK, 9747

VAN ESRKICBRENATVEREVCEZBETDHAIXNTOBHZARNICVARNTS
allowedUnsignedAttributes BIFIZBRETEE T, ESULTEHEHXERFZEICOA, FFAEh
FEEBLEBMEZHATRNICERETIHLEN HYET,

BRERE (F7>32)

SearchConfig GFE—JI0ON—2 3 &2E&LET,
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BREAELESILERELIGEBNEE -V ZEATSICIE, SearchConfig ZIEETIHENH
WET,

FILAVAXLARAA—N (AT 3Y)

algorithmSuiteld (&, AWS Database Encryption SDK AR T2 F7IJVAXLAS— K%
EExLET,

RETZILIVZXLARASA— N ZARHICEELZVRY . AWS Database Encryption SDK &7
7ZINOTINIAVALAA—rE2FERALET. F7FILNOTILTVAXLAL—NE, F—
NEY, FORIEBA, BLROF—IZY MU NEHEA T AES-GCM I IV XLZFERAL
T, F7FNLROTILNIAVXLASA—RNFREREAEDT TV —23a I BLTWS AR
FHYVETH, REFIDVAXLAAN—NZ2BRTEXT, flalF. —POFETTILE. T2
BNBEZEFHVWTILIAVAXLARSA—NCR>THEE hiio AWS Database Encryption
SDK A4 HR—hFBTLIUXLASA—hOBMICOWTE, ) #BBLTEEVAWS
Database Encryption SDK THR—KRE N TWBFZII IV ALAAL—N,

ECDSA FORINBZEEFRALEWVWAES-GCM PIL DV ALAA—NZBRTZICIEF. T—7)
BREICRDAZRY N ZEHET,

AlgorithmSuitelId =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

AWS Database Encryption SDK Z A L =B H O E#H

AWS Database Encryption SDK &, BES{tELEFEBRThELEHZECEBICRLT
ddb:Updateltem ZHR—KRLTVWEHBA, BEILELEBREChLEREEZEHRITSIC
(&, ddb:Putltem ZFERATZ2HENH W ET, Putltem VUV IARNTERENOEBERALU7Z4<Y
F—ZEETH L. ILLVEBfFIFOEBICERICEZHDY ET, CLOBBER ZfFAL T, &
BZEFHLLER REIDIBIEINTOEMZIVTUTEEMADEETERT,

NET 4l

ROBIE, DynamoDB AD NET V547> MIOBESILZATZVEERALT, 77V T—>3
YANT—T7IINEBEZREIDHEERLTVET, TOMOEAZR DTS (HLTIBE O ZRM
9 3) IZIk. GitHub @ aws-database-encryption-sdk-dynamodb V7R N UIZ&H D NET 0|l &SR
LTLEEW,

ROBNE, ABENRTVWEVHL L Amazon DynamoDB 57— )L T DynamoDB A ® .NET 75 A
T MNIOBBSZATSVERETDHEERLTVET, BEIFED Amazon DynamoDB 7—7' /L
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
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BOTSAT NMIOBEILOEDICERETZHERE. "BEFEOT—7IIICN—23 2 3x ZEBMT
%1 BBBLTLKEEV,

N =R
- KL X)L AWS Database Encryption SDK for DynamoDB AP| @ &£ F
« TZL X DEA DynamoDbltemEncryptor

&L XJL® AWS Database Encryption SDK for DynamoDB API O &£

ROBIE, AWS KMS F—1) > J TEL XJL O AWS Database Encryption SDK for DynamoDB API

ZEAL T, DynamoDB PutItem ) V9 TARNTOSA T NAUITEBEZEHNICES{LLTERT
2FEERLTVET,

BR—NENTVRIEEOF -V JZFEATERTH. TREZRYVThL O AWSKMS £—1
VU RBERTR L EBEOLET,

24 0— RS2 7 ) %23 8R: BasicPutGetExample.cs

ATY 7T 1. AWSKMS F—U VT KT

ROBITIE, CreateAwsKmsMrkMultiKeyringZ R L TR#HEES L KMS AWS KMS ¥—%
Bo>F—U2U%ERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KY), F—-U>
J, B—)=23 0F—&XNLFI—2300F—0OlFZBRECELLELET,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

ATYVT 2 BHET VAV ERETS

ROBITIE, T—7IEBEBOHTIIEET V3 %2KT attributeActionsOnEncrypt
TA40AFVEERLET,

@ Note

ROPITIRE, BiEZ ELTERLTLERE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BEZEETIHE. N—TAIAaVEMHEY—REML THILENFHYE

F SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY

["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
I

ATV 3 BENSKRATIERMEEZERT S

ROBITIE, $XTO DO_NOTHING BEAERIOTL 714 IR T, ZHEL, ZOTL
714V IORFERALT, FAThZIBELBLERZERIDEEELTVET, V54T
., T:0 EVSTLT7AYVIOANFFVEEHBREBENSHRAThD ERELE T, FHMlICO
WTIk, TAllowed unsigned attributes; ZZBL T &V,

const String unsignAttrPrefix = ":";
AT Y7 4:DynamoDB T—7 )L DEEBLEREEZEET S

XDBITEE, 20 DynamoDB T—7 L OEES{LEEZ KT tableConfigs XY T2 E&HL &
9,

COBITIE, DynamoDB T—7 LB ZRET—7IILEBELTHEELE T, BHICESLEREEZRE
ZITDMRIC, DynamoDB T—7 B2 RBT—T7ILBELTEETI L 2B BHHLET,
I DOWTIE, TAWS Database Encryption SDK for DynamoDB DRESLERE L 2 BL TL
EEW,

® Note

REVESESCELEGEENEE—D2FEATIICE. BESHEREIC
SearchConfig € EH 2 MBENHVET,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

NET 250



AWS F—Z AN — AKES 1t SDK FROYN—HA R

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
tableConfigs.Add(ddbTableName, config);

AT Y7 5: %L W AWS SDK DynamoDB 754 7> N 2R T S

ROFITIE, AT Y7 4 TableEncryptionConfigs® &ML THL LY AWS SDK
DynamoDB 754 7> N ZEKL £T,

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

AT Y7 6:DynamoDB T—7 )L EE EBEB{LLTBE TS
ROBITE, YoT7INT—TIINEBEEERTitemTF4 V>3 FVEERL, TOEE%E

DynamoDB 7—7 )LICEEL £9, HE &, DynamoDB ICEEE B HIIC, 9547 MNIT
EEILBLUBREENET,

var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

;

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

;

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);
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TR LAXILOER DynamoDbItemEncryptox

ROFIE, LRI ® DynamoDbItemEncryptor & AWS KMS ¥— > J & EEIZFERAL T,
T—7 ) EEEEERES{LLTERTSEEERLTVWET, DynamoDbItemEncryptor FEEBE %
DynamoDB 7—7 /LICEIEL £ A,

DynamoDB L3RV 54 7 N TRV AR—RNEhTVBREEOF -V JZFERATERTH, AeEk
RYVVWTNADAWSKMS F—U 2T ZFERATH L Z2HBHOLET,

(® Note

THZL AXJL® DynamoDbItemEncryptor &k, BREAEZESLETR—NLTLEE
ho RETBERESILEFERATSICIE. KL XILO AWS Database Encryption SDK for
DynamoDB APl ZEA L £7,

£ 1— RY > 7 )L TltemEncryptDecryptExample.cs; ZZBL T EE LY,

ATY 7T 1. AWSKMS ¥—U VT ZEKTS

ROFITIE, CreateAwsKmsMrkMultiKeyringZ A L THMHES{L KMS AWS KMS ¥ —%
BO2F*—U2>JZEKLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KY, F—-U2
Jik, B—)—=23a>nF—EeXIINFI—2a3ao0F—0mAZEREICELKREBLET,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

ATYT 2 BT O3V ZRETS

ROBITE, T—7ILNEEOH > FIERT V32 %KT attributeActionsOnEncrypt
T4 AF IV EERLET,

@ Note

ROHITIRE, BiEZ ELTERLTVERE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTo SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BEZEETZIHE. N—TAIVEMHEY—REME THILENFHYE

F SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be

SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY

["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING

};

ATV 3 BENSKRATIEMEZERT S

ROBITE, $XTO DO_NOTHING BEEAERIDTL714Y IR T, ZHEL, ZTOTL
74V OREFEALT, FHIEThBIBRZLBLEMHZERIDERELTVET, V954T7 0
F. T EVSTLTAYVIRNMFVEEHBREEBERNSBRAET D ERELET, FHMICD
WTIlx. TAllowed unsigned attributes; #2BL TS EE L,

String unsignAttrPrefix = ":";

AT Y 7 4:DynamoDbItemEncryptor SREZEET B
RDPITIE, DynamoDbItemEncryptor MEREZEZL £,

ZOHFITIE, DynamoDB F—7 N EBZMET—JILBELTEELEFT. BRUICESILEREEZE
£ ITBKIC, DynamoDB 7—7 LB EZREBET—T7ILBELTEETI L Z2B<BHHLET,
M DOV TIE, TAWS Database Encryption SDK for DynamoDB DS {LEEE, £ B L TL

2EW,

var config = new DynamoDbItemEncryptorConfig

{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
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AT Y 7 5:DynamoDbItemEncryptor Z{ERK T %

ROBITIE, ATY 7 40 config ZEMAL THL L) DynamoDbItemEncryptor Z#ERK L &
CB

var itemEncryptor = new DynamoDbItemEncryptor(config);

ATYT 6 T—7IIEHEZEEESHKLTERTS

RO TIE, DynamoDbItemEncryptor ZfEA L THEB ZEERES{LL, BRLE
¥, DynamoDbItemEncryptor (&3 H % DynamoDB 7—7LIZEEL £t A,

var originalltem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('"sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

¥

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalltem }
).EncryptedItem;

AWS Database Encryption SDK for DynamoDB Z £ 9 % & 5 ([CBEF ® DynamoDB
T—7ILERETS

DynamoDB A NET 9547 > MBS A7V DON—232 3x Tk, 9547 N
DEES{LAICBEE® Amazon DynamoDB 7 —7 )L &ZRETE LT, cOREY I TR, F—2HA
HENTWBEEEFE®D DynamoDB F—7 I ICN—2 32 3x ZBMT D EHICHELR I DORATY S
2V TOHAE A ZRELET,

ATY T 1 BELENEEOHRANY) EEEAKDERETS

Database Encryption SDKAWS 754 7> R BSILEN-BEEZHRAEETEDLDICEMRTS

IClE, ROFIEZETLET. ROZEEZF7OALERE, V74T NEEIEHRETL—20TF
ANBEEDOFAERY EEERAXETVET, T—7LICEZIRAEFNZHLUVEBEOESLPBRFIT
WEEBAN, BEILEhEEENfNRRENDETSICESTEERT, ChSsDEREICKY, 9547
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PRHFHLVIEEORESILZRBITDEODERIBVET, AOATYTICETHIC, ROZEEZ
FEV—H—-CF7O/4T2RBENHNET,

1.BET O3 BAERTD

F7PIVRNETFLEERL T, BEULHBLITBRENIBEMLE. BEOHAENDIEME. H&
VERENIEREZERLE T,

T7A)ITR, 774X VF—BEHRIBREINATREVSD SN, BStehTHEST
(SIGN_ONLY), IO I X THEMHIFEBSILENTERE N TVWET (ENCRYPT_AND_SIGN),

BMEEREESILL TERTDKLDIZ ENCRYPT_AND_SIGN 2 ELE£T. B
HICBEIZINIESIELEVKDIZ SIGN_ONLY ZIEELET, BRLEE

P SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZ2( EL., BE{ITFARNIEDE
T, BREILBRITDCLEBL, TOEBMZERSILTID LR TERREA,. BHEEEHRTDILSIC
DO_NOTHING 3 EELF T, FHMICDWTIE, TAWS Database Encryption SDK for DynamoDB
DEMET V>3 Z5RLTLEZY,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BiZiEET
58, N\—T 1423 EHEY—NEHE THIHBENfHYE
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
¥

2. BEBDNSKRNTZEMEZERT S

RXOEITE, $XTO DO_NOTHING BEABRIOTL 74y OA Ty 2HEBEL, 2OTL
74V ORZERALT, HFAThZIBEZLERZERIBELEELTVET, V54T
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F. T EVSTLT7AYIOANFFVEBHBRIBENSBRATHBERELE T, FHMICD
WTIE. TAllowed unsigned attributes; ZZB L T &L\,

const String unsignAttrPrefix = ":";

B.F VT #ERLET,

RDBITE AWSKMS F—U T RERLET. AWSKMS F—U 2Tk, WMESLELE
TR RSAAWS KMS keys ZFEA L TF—XF—& £/, BHL. ESLET,

COPITE. CreateMrkMultiKeyring ZfEAL T, MHESIL KMS ¥ —T AWS KMS F—
)T #ERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KY), F—U2 T F, BE—
)—23>0F—EeEXIILFI)—2a>oFxF—0mEzRREICELKAELET,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB 7—7 L DEESLEREZEERT

XDBITIE, 20 DynamoDB F—7 )L OEES{LEREZKRT tableConfigs XY TZE&HL &
E

ZOFITIE, DynamoDB T—7 B EHRET—7IBELTEELE T, ROICESILEREETE
F£IT DI, DynamoDB T—7 LB EREBT—7INBELTEETD L ZEM<BEHLET,

TL—TFANODF—N—F4RELT
FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT &?Eivéng“‘&b)ﬁvo DR
—, TL—TFANEE ORI EEEZAKEMEL SENZEB ZFHAY .
DZAT RN %ﬂﬁéntlﬁﬁEiéﬂtt&bwéﬁiﬁgzim

T—7IIBBLREICEENZEOFMIOVTIEK., T #83HBL T & WAWS Database
Encryption SDK for DynamoDB ) f§ 5 {L % E -

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
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SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

13
tableConfigs.Add(ddbTableName, config);

5. %L L\ AWS SDK DynamoDB 754 7> N &R T S

RO OPITIE, AT Y 7 4 TableEncryptionConfigs® ZHL TH L LY AWS SDK
DynamoDB 724 7> N ZERL £T .

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

ATV T 2 BEILBLVBRENLEBZEEZIAT

T—7IVBESAREDTL—TFARNRUS—ZEHLT, 9547 MIBSEELVERE
EEBZEBEACCEZHTLET, ROEEZTFTOMTDE, VTATVRNEATY T 1 TR
EULEBMT I3 CEJVTHLVERZERESILLTERLET, V5472 7L—2F
FANDERBERBEUBLVBRECNEBZHRAMBCEN TEDLSICBRYET,

ATY 7 3ICETHIC, T—TILAOBREFEOIRNTOTL—TFFANEBRZRBSILLTERTD
PDENFHYVET, BFEOTL—TFANEHZRARICESKTDEHICRITTEDE—DXKN
DARITVREHYVERA, PATAICE>TREGENAZ7OCREFRAL TKEEV, HlZEF,
EELEBMET I3 EBESHREEFEALT, BEZATTT—7ILE2AF YL, HEZEE
BADIERPB7OLRZFERATEET. T—7LRAOTL—TFANEBERBTSHICE. AWS
Database Encryption SDK AIES{tBE R BREE N EZICHEBIZEMT S aws_dbe_headB KT
aws_dbe_foot BMEZEEXTBVWINTNDIEHZAFT Y ITHLZHHOLET,

RO BT, ATYT1OT—7IBESHEEZEHRLET. 7L—2FTFANOA—N—-F

14 K% FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT ZFAL TEFHMIHIMLEN HY F
T CORV—RGTL—2TFANEBZSIEHRETHBY ETHN, BS{LEhZEEHOFTHEY
EEZAHKRETVET, Efichn/k Z2FEAL THL LV AWS SDK DynamoDB 754 7 > N &EERK L
FJTableEncryptionConfigs,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
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DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

13
tableConfigs.Add(ddbTableName, config);

ATV 7 I BEILBLVBRENLEBEOAZHANS

IRXNTHEEEESILLTERLES, T—7IIBSHURED T L—2TFANA—N—FA14 REE
LT, 94T M BESLELVBRENLEHORHNY EEEAADALZHTFALET, XD
ZEEZTF7T7O/49BE, 9747 /FHZTW71T Eb#fﬁ)7/3/L§3vTﬁbvﬁ

BZRESILLTERLET, V7747 3. B LB LV EBRECNILEROAZTANMD CENT

EFT,

RO OFITE, ATVT20T7—7I)ESLEREEZEHLE

3'0 FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT ZEALT7L—2FTF A
F—N—ZA RZEFITDLE, RENSTL—2TFANRUS—ZHIRTBDEEHTE
£9, V4T N, F72ILBMTR, BB RVEBEETNLCEBOTRARY) EEEIAHK
NHETVWET, EFiehi 2EHAL THL L AWS SDK DynamoDB 754 7> N &ERL £
9 TableEncryptionConfigs.

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: you can also remove the plaintext policy from your configuration

PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT

lig
tableConfigs.Add(ddbTableName, config);
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Rust

COREY Tk, DynamoDB D Rust 754 7> MIOBESILZAT7ZVON—23 > 1x &S
VAR—=ILLTEATIHECODVTHALET, AWS Database Encryption SDK for DynamoDB
EERALE7TOJZZ 7 0OFEMICOVWTIE, GitHub 0 aws-database-encryption-sdk-dynamodb
DRI M) D Rust DFIZSRL T EE L,

AWS Database Encryption SDK for DynamoDB DX TO 7 OJ S I ERBREFHEER TR
T,

N =

- HIREH

« 1A=

« DynamoDB Fi® Rust V547> hIOBSILZA TS VDA

Bl R SRAF

DynamoDB AA® Rust 754 7> NIDBESILT A TSV EA VAR T RHIC, KOBIREHH
HBDEEMRBLTLSEZL,

Rust & Cargo Z4 2 ARN—ILT %
rustup ZfEMA L T Rust DIREDRE) ) —RZA 2 ARM=ILZET,

rustup DAV O—RESAVARN—)LOFEFMIZDOVWTIE, "The CargoBooky ® "1 AK—)L
FIE, £BBLTEE W,

12AN=)

DynamoDB FA® Rust 754 7> MAIDOEESILS 4 751k, Crates.io ® aws-db-esdk VL —hk &
LTRIATEES, SAT7TVDAVARN—)LEBEOFMIZ DOV TIE, aws-database-encryption-
sdk-dynamodb GitHub U7RZ K1) ® README.md 7 7 A )L &S BL TS EE L,

FE

DynamoDB AA® Rust 754 7> MIDESIKZ A TSV E A ARN=ILTBICIE, aws-
database-encryption-sdk-dynamodb GitHub URZ KU OO O—>&ERTSDH, FoO—K
LET,
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https://doc.rust-lang.org/cargo/getting-started/installation.html
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BHIN—232AVARN—LTBRICE

JOIORNFALYRMITR® Cargo AN REEITLET,
cargo add aws-db-esdk

FE, RDO1T% Cargo.toml IZEBML ET,

aws-db-esdk = "<version>"

DynamoDB AA® Rust 754 7> NAIIOBES{LS 4751 OfER

O KREY YTk, DynamoDB AA® Rust 754 7> NIOBESILS A TSV ON—23> 1.x DE
BMEANILN—=DFZAO—ZICOVTHALET,

DynamoDB AA® Rust 754 7> MIDKESItZ A 7SV EERLEZ7OTZ I JOFMIC DL
TlF. GitHub @ aws-database-encryption-sdk-dynamodb 'J7/RZ KU M Rust DHlESRBL TS &
(A1

Nevy o
- HEEIVUTR
« AWS Database Encryption SDK for DynamoDB Q@M 7 V<3 >

« AWS Database Encryption SDK for DynamoDB O kg5 1V 5% E
« AWS Database Encryption SDK Z R L =B O E#H

BEIVOUT R

T NOH%E7%% AWS Database Encryption SDK for DynamoDB EIEE IV U7X T
¥, DynamoDB FI® Rust 754 7> NAIODBEEILS A TSV ON—23 2 1x 2#ERAL
T. DynamoDB 7—7 LB Z RO FETHES{L, BR. BRil, E5TEET,

DynamoDB APl DKL X)L AWS F—Z X —ABES1{t SDK

T—7 ) EE{LEREZFEAL T, DynamoDB PutItem VI ARNTOSA 7> NMITEE %2 H
BWICESILL TBE T2 DynamoDB V54 7 N ERBETE X T,

BRETESESLEERTSICE,. KL ARJLDO AWS Database Encryption SDK for DynamoDB
APl ZERATIHLENHYET,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/

AWS F— &R —ABEE 1l SDK FROYN—HA R

DynamoDB API DKL X)L ® AWS Database Encryption SDK QR BEEZZ RITHIICOVT
l&. GitHub @ aws-database-encryption-sdk-dynamodb 'J7/R< K 1J @ basic_get_put_example.rs
ZSRLTLEZ,

TfZL AXJL® DynamoDbItemEncryptor

T LRI D DynamoDbItemEncryptor (&, DynamoDB 2B HT &<, 7—7I)1E
BZEERBSILLTEBRITDN, FLEESLTHRIELET, DynamoDB @ PutItem £ (&
GetItem VDUV IANBEITLEEA. HIZE. TMHLARILO® DynamoDbItemEncryptor Z{E
ALT., BEICEYSL /= DynamoDB IEH Z BE#ES LU THRIETEE T,

THZL AXRJL® DynamoDbItemEncryptor . BREAELZESILEYR—NLTVEEA,

TRLARILO OFERFZEZERTHICDOWTIEDynamoDbItemEncryptor, GitHub @ aws-
database-encryption-sdk-dynamodb 'J 7R K 1J @ item_encrypt_decrypt.rs ZZBL T & L\,

AWS Database Encryption SDK for DynamoDB Q&7 V> 3>

BT 032 E@, BELELVBREThIEMRE, BROAThIEMRE. BERSICHESMHIY
THEFANIEENZEME, BLRUVERThIERHEBZRELET,

Rust V247 NTEBUET VIV ZEBETDICR, 77TV N EFINZFERALTERT V> S
VEFBHTERLET. BAICEORTHABEBREEEENLET V232K THashMapA 72 T
ThZERLT, BT I IV ZEELET,

EBHEERESILL TERITDKDIZ ENCRYPT_AND_SIGN 2 ELET. B
HICBEITRINBEILIELBEVKSIC SIGN_ONLY Z2EEELET, BHICE
HASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTUTHEB{LIVTHFARNIEDDICE. %=1
ELET,. BHICBRITSD LB, TOBUHZREHLTEI LRI TEFTFEA. BHZERTE LS
[ DO_NOTHING 2} 8EL F 7,

N—=—T14>3aVEHREY—RMEMIE. SIGN_ONLY £ OVWITIhATHIHEND

v) &9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Bit%Z L TEET 25

A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—FT 1> avEHEY—NEME THD
MEN ) EFTSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note

BT O3V ZERBLILR, EOBMZBRNSHRANTINEZERIDLEN B KT,
TR, HLLVEBELLEMEZBEICEMTESLSIC, BEEXLEMZHEGTS 6 OEE
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/basic_get_put_example.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/itemencryptor/item_encrypt_decrypt.rs
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DTLTAVIOR(T:, BE)RBRTBEEHEOLET, DynamoDB AF—T EEM
TOI3AEEETDHEEZIZDO_NOTHING EX— I ENEIRNTOEHOEHRBICCOS
L74YOREEDET,

RDAT T NEFILIEENCRYPT_AND_SIGN, Rust V547> N T

SIGN_ONLY, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, . # & ¥ DO_NOTHING /&
MTFO2a EBETDHEERLTVET, 0T, 7L71vOR: T, #FEAL
TDO_NOTHINGEMZFBIL £,

let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),
(":attribute3".to_string(), CryptoAction::DoNothing),

1D

AWS Database Encryption SDK for DynamoDB D& L% E

AWS Database Encryption SDK Z A ¥ %354k, DynamoDB 7— 7 )L DEES{LERE Z BRI ICE
RIDVENHYVET, BSILRECHKXELER. BET I IVEFHTERLEDL, BT/
T—2aAUNETF—RIUOTAZEALTERZLENICK>TERBYET,

RDOAZNRY M, EL AXJLD AWS Database Encryption SDK for DynamoDB API &, EBIO T L
T4V IDATCERENLEHATENLEBEZELEMEZMEAL T, DynamoDB T— 7 )LEES{LEREZE
EZELFI,

let table_config = DynamoDbTableEncryptionConfig::builder()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
.keyring(kms_keyring)
.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

)
.build()?;
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let table_configs = DynamoDbTablesEncryptionConfig::builder()
.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),
table_config)]))
.build()?;

wWET—7IA
DynamoDB 7—7 )L OBREBT—T L&,

#WET—7 B, DynamoDB OETXANRL —>3a > #@EALTZEHIC. T—TILICHE
MENTVBRINTOTF—RICBSHIINSA 2 REhET, RUICESLREZERT DK
(2. DynamoDB 7 —7 LB EHMBT—7IILBELTHEETR L 2B BHDLET, BEICE
URBT—7IIBEZEETIHLENfHVET, BSZRINESELRICE. RET—7ILEN, BS
LOBRICEEENEBIE—BIBIBENHVYET, DynamoDB T—TINENY O TV THS5HE
JTL7=#I(C DynamoDB T—7 VBN EEE hBETE,. RBT—7IILBE2FERTZH LT,
BEARL -3 THERMET—TIIHNBEIRBENIET,

HAEhZEBEELEY

BHET7 23> TDO_NOTHING &EN—TJ & h B,

AAETNEBEBELEMRE., EOBUNBEDLSHRAETNDDZIZAT U NIEBAERT., 75
AT RE, OIXNTORUNBECEENTVRDEEELET, TR, LI—RZEST
DERIC, V4T ME, I —HEETD, FAIThIBRBELEEOFLSENELEZR
AIRIVBEN DY, EOBUEERITIVENHBINERELET, FAEShI-FEELEMD
SEMZHIRIZDERFTEREA,

FANXTODO_NOTHING BMHZ ) ANTHEINZER TS LT, FAEhEBELLELZH
TICERTEET, £/, DO_NOTHING BHEICBEIZFFZBRICERNOTL 714 Y VAZEE
L. ZQOTL 74V I0RZFERALTEDBUNF BEENTVWEBVAZITAT U NIEBADZE
ETEEXRT, IKRHFHL L DO_NOTHING BHEZEMT D 7O AN ERILEhD 8, BRIOTS
L7414V ORZEETDCEZBR<BEOLET, FHICODVWTR., "F—EFEFILOEFH, =
SHBLTLSEETL,

TN TDDO_NOTHING BHEDEDHIZTL 71V VRAEZEBELBEWVESGRE. 9547
VRN ESRICERETNTVERVIEZRETDIINTCOBRHEZATHNICVANTS
allowedUnsignedAttributes BFIZBRETE T T, ESULTEHEHXERFZEICOA, FFIEh
FEEBLEBMZHTNICERTIHSEN HYET,

BRERE (F723Y)

SearchConfig GFE—JI0ON—23 > &2E&LET,
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BREAELESILERELIGEBNEE -V ZEATSICIE, SearchConfig ZIEETIHENH
WET,

FILAVAXLARASA—KN (FT>3Y)

algorithmSuitelId (&, AWS Database Encryption SDK A T2F7ILdVAXLAM—K%E
E&LET,

RETZINIVAXLAA—NZHARHICIEELZ VY. AWS Database Encryption SDK & 7*
7ZINOTINIAVALAA—rE2FERALET. F7FILNOTILTVAXLARALS—NE, F—
NEY, FORIEBRA, BLRUOF—I1ZY MU NEHEA T AES-GCM I IV XLZFERAL
F9, F7FNLROTINAVXLASA—RNFREEAEDT TV —23a 2 ICBLTWS AR
FHUETH, RETZILIVALARAA—RZBRTEET, flalE. —BOBEEFILR. 7>
ZNBEEEEHEVTILIAVAXLAARL—NCL>THmEENET, AWS Database Encryption
SDK A HR— R TBFLTUXLRS — ROBMCOVTR, T £BBLTLEE VAWS
Database Encryption SDK THR—KRENTWVWBFI IV XLAL—hK,

ECDSA FUZINEBENDEWAES-GCM ZIL AV ALAA— N ZBIRTZICIE, T—7ILBESL
BMEICAKDAZIRY NEEHET,

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GecmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

AWS Database Encryption SDK Z A L /=18 H O E#

AWS Database Encryption SDK &, BES{tELRFBREThELEHZETCEBICRLT
ddb:Updateltem ZHR—KR L TVWEEBA, BESILELRBREENLLEHZEFHTITSIC

(&, ddb:Putltem ZERATB2HEN HV)ET, Putltem VITARNTHEENERBELERLTTA4TV
F—ZziEETHE, HFLLVEEBIMFrRFOBRAICEL2ICEEHDYET,

L 73S — DynamoDB &t 954 7> ~

2023 6 B9 B, V547> NUIDOES{LS 1473 ®FZHEIH AWS Database Encryption SDK (2
ZEEhEL K, AWS Database Encryption SDK (&, 5|Z#iZ L 7i> — DynamoDB BE&1LU 5 A
ToORNN=23> Y R—KNLET, BADOEBILL 2TEEECNEITAT U MNMIOBESLT AT
SUDOEERSETBEDOFMCOWVWTIE, TAmazon DynamoDB Encryption Client D& 8] D ZE |
ZSRLTLSEEL,
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
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DynamoDB A® Java V54 7> NUIOBESILS A TSV OEHN—>23 2V ICBITTBICE
TN=2324xNOB1T1 28RBLTKEEV,

NeEY D

+ AWS Database Encryption SDK for DynamoDB /\—2 3> OHR— b
« DynamoDB St Z AT > b D1tiH Ak

» Amazon DynamoDB Encryption Client D #i&

- BSNXTUTILZONAE —

« Amazon DynamoDB Encryption Client TRIA AR 70753 J
s T=RETIDEE

« DynamoDB SO ZA T RNT 7V —2a > OBBONZ TN a—FT420

=R
Cz]

]]IIII

AWS Database Encryption SDK for DynamoDB /Y\—> 3 > O HR— K~

"LA>—1 OEDORMEY 221, DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x &
& O DynamoDB Encryption Client for Python ®/X\—2 32 1.x~3x ICEAT 2 BRI RBHEE TV E
C

RDFTIZE. Amazon DynamoDB T Z A4 7 MIOES{LZEYR—NTBFEFE&/N—>3 )
Zhéh?b‘i@“o

PAR A DA N—3> SDK XD+ —N—=23a>n<
A79140)L71—X

Java N—232 1x HR—BMERT7I—X, 2022
F7 AR

Java N—>3> 2x XTFHF A7 T—X, 2026
F8HET

Python N—232 1x HR—MRTT7IT—X, 2022
F7 AR

Python N—>32 2x HAR—MRTT7IT—X, 2022
F£7ARY

Python N—2 3> 3x — xR (GA)
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DynamoDB BESL T 54 7> N D{Li &k

® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L, ROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> M
HR—by ZSRLTLEE L,

DynamoDB BBt 954 7> K&, DynamoDB ICREENTWVWRTF—2EZREIT DK D IC4HIZF%
HENTVWET, STV, LRATRETELZEELA L THERATEZIRERBREN EEATY
9, T, BEALNDEZEFIHMREETREIND LSO, ERMEOHIHDARLDVR—F N&E
HMUTHERATEET,

F—7IIEEOES{LEER

DynamoDB St V547> ROFRKICK, T—7 I BB ZESL, BF. BRil, §532EET
DOVTENFBYYEST, T—7IIEBEICHITIEHRE., BHILLTEBEITHEBICETIIERNEY
AFEhFET, BRUTRELEESUKITUTZILTONA A =I5, BEEITIVTILETOERAS
EICBETRERIFAEENET,

RORE, CO7O0EAOELRILIOELI—ZRLTVET,
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Plaintext
ltem

.

Attribute Actions

ENCRYPT_AND_SIGN
SIGN_ONLY
DO_NOTHING

Item Encryptor

DynamoDB
Encryption Context

Table Name
Primary Key

|

Get Encryption
Materials

8 o=

Y

Encrypted &
Signed Item t

-

-

~

Cryptographic
Material
Provider (CMP)

/

F—7IIEBEES{LL TELITSICE. DynamoDBES{LISA T NZRDEDHF BETT,

s T=TNLIEDO2VWTOER. BSEHENRMETS DynamoDB EEILIVTHFARDSTF—TIILICET
PEHREMBLET, —FHOAJL/N—IF. DynamoDB H 5 HERIFEHEZEE L. DynamoDB &
KAV TFANEERLET,

(® Note

DynamoDB &1t 5 4 7> N ® DynamoDB BEE{t 1T+ AN, AWS Key
Management Service (AWS KMS) 8 LU OBES{KITFANEFBERH Y FEA AWS

Encryption SDK,

DynamoDB

s BSILLTERI2REM. COBHGE, BELEBET VI VASHBEINET,
s BB LVEBEF -0, BESHITUT L. chslk. SERNBRLUTRETSESLY

TOTFLZTONAH— (CMP) A SEEENET,

- BENOESILEERADFIE, CMP &,

ZHERAIZIEHOOEREEBEONT U TIILHAICEMLET,

EEUHITBRTIIVALZET. BSHITUTI

A &
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HEIOD7 8, ChoDEZRNDINTZFEALTHEBZESHKLTERLEY, BEI> VY
T2 BELEEBROER (RBOIXTUTIEGHRA) 28CXTIUTIIHHEELRE., TOEELEZSR
CEMZEHEBICEMLET, BEIVIUTREERPYRYTZCENTEXRT, £, BEIY
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PEVTATNEIZ—2AO0-LET,

BYETO3aVOEECERATRIFELE. JOVSIVITRBIECILERBYERT, Ko, EATAA
IWN=DZABBDEEEHET,

FHHICOVWTR, FALTVWATOJSIVITEORFIXVNEZSRL TS EZ L,

RFUT IS

ESENT—7)LEEOIYTUTZILHRARL,. BSETILIVAXLBEDERTEREET,
DEWIE. T— 7%@5# EEILE LV BRENDMHEAXAICEIZENTT., BSILNTUTILT7O
NAHZ— (CMP) l&, BES{LL., BEIDLEOOBESHITUTILETE>TILTDEEIC, XTV
TAﬁ%EEﬁbﬁ?o%T HEEZRIABLVEST TR EHICESLEEITUTILET T
LWI2RENHDHERF. TOIXTUTIRRZHA RELTHEALET,

DynamoDB BBtV 54T M Tk, XTUTIRERE 3 DOBEETIERICODVTISRLET,

i

ap

271



AWS F— &R —ABEE 1l SDK FROYN—HA R

DOTARENIZRTITILEEA
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(@ Note

94T NIOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L XD KMEY ZI(CIE. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x B &
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HR—bh1 ZZRLTLEZL,

DynamoDB BBt IS A T N eEATIHBEICKREEELRDIRESTHED 1 2k, BEILITV
7L 7'0/N4 54— (CMP) MR TT., CMP i&, BS{LYXTUTILETE>7ILT, HBEIVV
TRIBRLET, £, BELF—LEBREF—OERFE, FILLF—IFTUTINEEEICER
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(® Note
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Direct KMS Y7 7)L7°0/N 4 &' — (Direct KMS 7’0/ 1 &' —) l&. AWS KMS key lc&k > TF7—7
JEEERELTVWSEH, AWS Key Management Service (AWS KMS) @ 4T HES{LEhET, =
OESKITUTZILTONAE =&Y, 7T—7)LEEZEIL—EBEOBSLF—EBEF—HNRYE
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L= Z2FERLTVEEE, AWSKMSYILFU =23 F—%BETDIEETERT, il
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KMS AR L —3 3> MAWS KMS BEE{t 1> TF A K& AWS CloudTrail AJ IC 7’ L—>F
FANTRRENET, L. DynamoDB BB IV ZA T RN, BE{tEhiEiEE
TL—TFARNTRHATRERHYEEA,

Direct KMS 7’0/« & —I&. DynamoDB St V54 7 "R HR—N L TVWBEHBOES{LYT
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& A WS KMS key® T A U7 AARNICTDENTEEXRT, ¥— ID OFMICOVWTIE, AWS Key
Management Service RO Y /N—H A4 RO "F—FEFF1 ZZRL T EE L,

Direct KMS 7’O0/NA/ X —Tld., IHEFIL KMS F—HNBETT, FERHKMS F—2FHT
lEFTEFRHA, EEL, NIUFU—232KMS F—, /1 VR—bMENEF—IXTUT
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O, YRXR—TJRFLFAWS FIED KMS F—TR A<, DAZN—AWS Y ZX—I RF¥F—ZFEAT
PRENBHNET,

DynamoDB Encryption Client for Python l&, F— ID /N X—ZEICU =23 FE8FENTVSE

B, ZTDU—232 AWSKMS A SsHOHTU -2 a2 ERELET. ThUAADBZERE., AWS

KMS 9Z2AT72RTI—2302BETHH., TRELEU—32ZFEALET AWS SDK for

Python (Boto3)s Python TH ) —23a > OFBERIZCOWVWTIE., AWS SDK for Python (Boto3) API 1)
TFLYAD "FBE) 28RBLTLKEEV,

DynamoDB Encryption Client for Java &, I8ELEIVZA T MCU—23a FfE8ENTVSE
B, 94T D)—=232 AWSKMS AWS KMS ASHUOHT—2a > #ZRELET, J—
TAVHEFATVEVEE, AWSSDKforJavaTiREE N —Ja s NfERAEhET, T
D=3 OFERICOVTIE AWS SDK for Java, " AWS SDK for Java FAROY /N—H A K,
DAWS V=23 NER, 22RLTLEEL,

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
final String region = 'us-west-2'

final KmsClient kms = KmsClient.builder().region(Region.of(region)).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

ROBITIE. F— ARN ZFEAL T AWS KMS keyEIEEL TVET, F—BRFIC A2ENT
W WEE AWS U—2 3>, DynamoDB BEHILY S 4 7> N&k, iREE /= Botocore 2 ¥
2AVHFBHBEE, FllE Boto DF 7 AIIRAS =23 ZBELET,

# Replace the example key ID with a valid value

kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

Amazon DynamoDB J O—N)\L7—7 )L ZEAL TVW2FEKE, AWSKMS IILFU—T 3> F—
TTF—R3ZRSILTBCeZ2BHOLET, VILFU—2a > F—FEBES AWS KMS keys b
VAWS =232 ABUF—ID &EF—XFTUTILEZEFE LS. ABUEKRTHERATERT, FHMIC
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https://docs.aws.amazon.com/boto3/latest/guide/configuration.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/java-dg-region-selection.html
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DWW Tk, AWS Key Management Service FROY/N—HA RD "IIIF)—2aoF—%=FEHT
%1 2BRLTEE,

® Note

SO—NILF—=TFILO/)N—2 3> 2017.11.29 #EAL TVREESE. FHEhEL TV
=237 14— )L RIS ELREEBRENBVLSICEMT V3 E2RETHIHLEY
HYET, FHEICHOVWTR, "HFWN—>3a>nd0-NILT7—7I0BEE, #838BL TL
EEW,

DynamoDB BSOS AT NTIIILF)—2a>rF—2FRATHICE,. YILFU—>2arF—%
ERL, P7VT5r—23 2RTF3% =23 icL7UT5—RMLET, RIZ, DynamoDB S 1t
DF5A4T > M AWSKMSZHUHT ) —23a > TIIINFU—2a>rF—%EHT DK S I Direct
KMS Z7ONA X —%&F/ELE T,

ROBITE, YIWLFUV—23oF—z2FRALT, KER (N—2ZF 1) (us-east-1) U —> 3
COTF—RERBESLL, KEBI (FLT) (us-west-2) V=23 > DF—22EBFTITHLDIC
DynamoDB EES{L OV Z AT R EBRELET,

Java

ZDHITlE, DynamoDB BEFILIZA T MNE, AWSKMS 9547 kD) —23 > AWS
KMS 'S8 ZHUOHTHD -3 ZBBLET, keyArn Bk, ALY —23a20O7ILF
)—2a > F—%EBRLET,

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final KmsClient kms = KmsClient.builder().region(Region.of(region)).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2

// Replace the example key ARN and Region with valid values for your application
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab'
final String region = 'us-west-2'

final KmsClient kms = KmsClient.builder().region(Region.of(region)).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

ZOPHITIE, DynamoDB BESILIVZ AT MM, F—ARNDU—32 AWSKMS A5 ZIF
CHILEHOU—23a 2 ZRELERT,

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2

# Replace the example key ID with a valid value

us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcd12ab34cd56ef1234567890ab’

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

148 &

LTORICRENTWVWSDKSIZ, Direct KMS Z’ONA X —Ik, FEEL = AWS KMS key TREE 1
TUWBEEF—BLUPBEF—ZRLET,
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Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application

G teDatak _derive- Encryption ke
‘ KMS key ID _F[ Snereeee E‘F] Plaintext data key- derive = _Signliﬁfrfwi key /

Encrypted data key — | Encrypted data key
Encryption algorithms

r

KMS Key 1D ‘

KMS P

AWS KMS key

.« BEIFUTILEERTBI=HIC. Direct KMS 7O/NNA & —id. #EELE £EALTEAS L
C—EDTF—3F—Z4HKTD AWSKMS K5IC [C3R AWSKMS key £Fo —chiZkl), T—
2X—OTL—YFFARNIE—NSEEORESLF— L BEF—FBHE h, BELF—2F—
E—#IENET, COF—2F—F. BRAOITUTLERERICREE NET,

BEIYVIVU78TR., COBSHKF—BLVTBBEF—EZHALET, i, XTULSTHHEER
WESZThSZHIBRLET, BHENET—XF—0OBES{LENEIE—D&K, BS{LENIZIEE
ICREFENFT,

« EENYFVTINEERTDHIZ, Direct KMS Z7ONAM X —RFEStEhETF—2F—%2ES
AWSKMS B KSIC ICKRHET, chickY, Z7L—2FTFFARTF—RF—KYKRIAF—B X
UBFX—NEHEh, BEIIUTRIZRENET,

BEIVIVU7REGEBZRIIL, RIAFRHITRE, BELENLENINrESEhET, RIS, 7
AR E<S, XEUKYF—NHIBRENET,

EEUIYTUTINZERETS

cOtv2arTlRk, BEIVIVTRLVBSHITUTILOU T AN EZZITES & E O Direct
KMS Z7ONA X —D AN, HA, REOFMICOVWTHALET,

BSYTUTZLZ7ONM5— 281


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys
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AB(TF7VTr—>32hs5)

« OF— ID AWS KMS key,

AB(EBIVOVTELS)

« DynamoDB &t TF A b

HAOCEEI>OUTEAN)

E5{t*¥— (FL—TFAN)
. BHF—

o EBONTITIGHBET, ChsOER. 7247 MNKYEBICEMENZITUTILGBERM
CREETNET,

« amzn-ddb-env-key: | &k 2 TEES{t & /= Baseb4-encoded& /=7 — X F— AWS KMS key
 amzn-ddb-env-alg: St 7 IV XL, 77 # ) ME AES/256
 amzn-ddb-sig-alg: BR 7 I I XL 77 # )L Mk HmacSHA256/256

« amzn-ddb-wrap-alg: kms

Processing

1. Direct KMS ZONA A —& AWSKMS | EEEEhiz 2FALTEBEO—EDTF—XF—
AWS KMS key Z4EK TV IV T AN ZIEELET, https://docs.aws.amazon.com/kms/latest/
APIReference/AP|_GenerateDataKey.htmlC DAL —> 3 ICk 2T, Z7L—2FFANF—
E. AWSKMS keyTEEFILE N izOE—ARYET, Chid., 1IHOF—ITUTILEFREN
£9,

COUIIARD AWS KMS BEELTFA KR, XDTL—>FFANEROEHF EENT

WET. Cho0Y—IL Yy hTREVMER, BELEnEA 7S TI MNIBEERICNS Y ke
NTWBo, BERHCRAURELICFFANUETT, CNSOEEFEALT, AWS

CloudTrail 02 AWSKMS T AOHUOHL ZZAlTEXT,

 amzn-ddb-env-alg - St 7 I IV XL 77 # )L N AES/256
 amzn-ddb-sig-alg - BRAT7 I I XL 77 # )L bk HmacSHA256/256
« (F7> 32) aws-kms-table — #####

o (AT ) #unnnnnnny — punnnnaast (INA VB Base64 T 11— RER)
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https://csrc.nist.gov/projects/cryptographic-standards-and-guidelines/archived-crypto-projects/aes-development
https://en.wikipedia.org/wiki/HMAC
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-overview.html
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o (AT ) #anans — #r#n## (N4 FEE Base64 T 01— RER)

Direct KMS 7’0/« & —I&. BH ® DynamoDB AWS KMS BBtV THF ANA SEEFHLI
TH¥FANDEZEBLET, DynamoDB DynamoDB StV TFANIIT—7ILBRED
EFEEATVEVEES, TOBAEEORTIE AWSKMS SOV THFARND SERENE
CB

2. Direct KMS Z’ONA A — &, IHESILF—BRPBEF—&2T7—XF—1SEHLET, 7
TJAILRNTR, £FI1F7/N\Y S 3 F7ILTU XKL (SHA) 256 8 & T RFC5869 HMAC X— A (¥ —
EHEHZFEAL T, 256 EY N AES MMBESILF—B KT 256 EY M HMAC-SHA-256 E#
F—2BHLET,

3. Direct KMS Z’OANA A —l&, BEI >V VS RICHIZERLET,

4. HEIVOV7 2, BEAF—2£AL T, EEEThEMHZRES{LL, BE8F—Z2&£ALT
BELET, COB. EBONTUTIIRBRTEEENLETIIVALZEALET., AEERR
WEBEL, XBEVRYTL—2TFAMF—HHEIBRENET,

BENTUTINZHETS

cOto>arTRk, BEIVIUTRLWESITUTIO)VITANEZ(TES £ & D Direct
KMS Z7ONA X —D AN, B, REOFMCOVWTHALET,

ABT7VTr—>3>hs)

« OF— ID AWS KMS key,
F¥—ID OfElE, ¥—ID., F—ARN, T/ UTAA, RzlF AWSKMS key® T A JT A ARN
TRENTEERT, F—IDICEFNATVAWME(V—232RE)FINT, AWS FHiftE 7

O77A)TAFTEDREN HVWET, F—ARNIC&KY), AWSKMS THREZINTOENR
fEehFx,

ABEEBIVOVTEES)

« DynamoDB BE&5{tATFAMOIAE— (XTUTIILHBABHEOAERTZED).

HAO (EBEI>TUTEN)

- BS{tF—(TL—2FTFAN)
- BEF—
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https://en.wikipedia.org/wiki/SHA-2
https://tools.ietf.org/html/rfc5869
https://tools.ietf.org/html/rfc5869
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles
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Processing

1. Direct KMS Z7ONA X —l&k, BEHILEhEEBEEOYTUTZIIEREREL, SEFLENLET—Z
F—ZBBLET,

2. l&, BEES /= AWSKMS key ZfEA L THRES{LE hf:?—ﬁ#—’&?ﬁ_ﬂ% AWSKMS 35 &5 (C
ERXLET, ARL =23 TTL—2FFAMODF—HNIRYET,
CDIVIOITART, F—E2F—0ERBIUOBESHICEALEZODERFLU AWS KMS EE&{L 1>
THFANEFERAITEIHLEN HYET,
* aws-kms-table — #####

o HAHHHRAHHH — AR #IAAH (N4 F V) EE Base64 T J— RER)

o (AT ) #unnnk - wunan# (INA F V) EIE Base64 T 1— RFER)
 amzn-ddb-env-alg - BES{L 7 I IV XL 77 # )L N AES/256

« amzn-ddb-sig-alg - BRAT7 I ) XL 77 # )L bk HmacSHA256/256

3. Direct KMS Z7ONA A =Tk, £F21F7/\v 2 TF7)LO1) XL (SHA) 256 & & UF RFC5869
HMAC XR—ANF—EHEHZFERAL T, T—FF—H5 256 EY N AES IMBEEILF—H &
¥ 256 EY N HMAC-SHA-256 Z2ZF—%28H L £ 7,

4. Direct KMS 7’ONA A —k, BEI V2V 7 RIZHI%ZRLET,

5 BEBI> VU7 R, BEFX—2FEALTEBEZERIELET, KW T2E, BE{LEhiEEHRE
FERMESILF—2FHALTESENET, ChsDARL—>3 > TR, EBBOITUTIE
RTEEENEBESLATILIIVALBSLVCEBERTIIVAXALNERHEhET, BEI IV R
k2T, ARERRYELS, XFVKYWTL—2FTFFANF—NHEIRENET,

ZY7ENLEITUTLTONA T —

@ Note

D54 T > NMIOBEB{LZ (4751 OEBAH AWS Database Encryption SDK ICEE&E hE
Lis XD KEY ZI(CIE. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x B &K
U DynamoDB Encryption Client for Python ®/N\—2 3> 1.x~3x ICE T2 158HA RBHE n
TWET, FMIC OV TIE, TAWS Database Encryption SDK for DynamoDB /A—> 3> M
HR—bhy ZZRLTLEE L,
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SYTENEITUTILTONAZ— (T Y TEhi CMP) Tlk, DynamoDB BEELYZ4F7 > K~
EZEALTEEDY—ANSTYEV IR IUVBEFXF—ZFEHATEERT, FV7TENECMP RRED
AWS H—ERICEMFELER A, EEL, 94T ROARBICHZ S Y THF—EBEF—ZERK
LTEEITRIHLENfHBVET, chlllF, BEEEZRIABLIVESIBZDLEHOELVF—ZRHETSH
ENEENET,

FYTENLECMP IF, BECEICEENERERSILF—Z2ERLET, BERESLEF—Z2EELL
FYVTHF—TSYTL, SYTENEEERBSHF—2EEONTUTZLHEBREICRELET,
TYVTF—LBEFX—ZEBEITDILED, FVTSF—LEBREF—OERFTZELE, ThEHFRERICEAS
NDEDHBRNAHENLEEDOL) ZHMLET,

ZYTENIZCMP I, R2BEETHY), BESUIXTUTINEEERTERT7VTr—>3>IEL
TVERT,

Zv &N CMP &, DynamoDB SO A 7> MY R—KLTVREHOBESLIYT
TIL7ONASE— (CMP) D 1 DTT, D CMP OFFMAICOVWTIE., TESIFTUTZIL7O/NA
H— BBRBLTLIEEL,

BO7LA—RIEOVTR, UTZSRBLTSEE W,

« Java: AsymmetricEncryptedltem

» Python: wrapped-rsa-encrypted-table, wrapped-symmetric-encrypted-table

[N =Ry
- ERBE
o {H#8
SERBE

SYTENECMP Z2ERT BRI, TY7F— (BEHMICHE), TV THEBEF— (EELCHXE), &
FVEBEF—2EBELET, BREERSILBIVPESITZEEICE., F—RIBEEITIHENHYE
9,

Sy 7%— TYTHBRF—. BLUBEF—@. NHF—FLBINHF—RTETHIENTE
=7,

Java

// This example uses asymmetric wrapping and signing key pairs
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/Examples/runtimes/java/DDBECwithSDKV2/src/main/java/AsymmetricEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_rsa_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_symmetric_encrypted_table.py
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final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key
signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

148 &

SYTENECMP Ik, IXTOEBICHLVWEARBSHLF—ZERLET. XORICRTRTLSIC,
SV T7THF— SYTHRFEF—, BRUOBEFXF—ZFALFT,

Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
wrap key
Wrapping key »Wrapped encryption key » Wrapped encryption key
Unwrapping key
Signing key »| Signing key

Encryption algorithms

B TUTIZERETS

ZOEITIVTH, BEAITFUTILOUIIARNEZSHIMABOS Y JenIFU7IL7ON
AA—(SYTENECMP) DAL, HAO, REOHMICOVTHBLET,
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AB(TF7VTr—>32hs5)

« T v 7&hfF—: Advanced Encryption Standard (AES) M#iF¥—, £EEE RSANTUY Y
F—. BRENFESHLENTVREEEHBEATY, ThUADOBREREAT7>3a 2 THY), EREh
9,

s SVTBBRF— ATIIVTEBEEIET,
. BHF—

AB(EBIVOVTELS)

« DynamoDB &t TF A b

HAOCEEI> OV T ZA):
« J7L—FFANEERBESLF—
« BRF— (BEENhFELBA)

« ZBOXIXTUTIBHE: ChosnfElk, V77472 MFEBICENTSDNT ) 7IIGBAREICRET
EThET,

- amzn-ddb-env-key:Base64 TIL>1—REhESY SEhEBERS{LF—

« amzn-ddb-env-alg: BEZRESITIEHICERAENZIBESLLTIIVZXL, F7FIMNE
AES-256-CBC T4,

« amzn-ddb-wrap-alg: 2V 7Eh/iz CMP A" EEERS{t*F—ZZ Y 7 IBLOICFERALETY
TT7INAVRL, ZYEVTF—H AES F—NiFE,. RFC 3394 TEZFENTWVWDEKSIC,
F—FBOHIAKBZL DO AES-Keywrap ZFEAL TSV TEhET, SYTF—H RSAF—05
&, F—E MGF1 NT 1> U {4& RSAOAEP 2L THEILEhE T,

Processing

HEZESLIDBRE, FYTF—LBEF—TELEY, ZYTHBERT—G. #7232 TERS
nEXY,
1. Z2v7&EhizCMP &, T—7 I EBICEEONMHERRES{LF—Z2ERLET,

2. HERSUF -2V T IR O CEELESY7F—ZHALET, RIC, TRELRYEL,
XEUKHIBRENET,
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3.2, TL—TFANBEABESILFE—, BEELLEEREF—, ZBRONTUTIHBA(TYTE
hEERARESLF—, BB LUTSYITTILIIVXLEED) ZRLET,

4. HEIVVVTRE, 7L—TFAMESF—2FEALTEBEZBESLLET, BRHICESR
THRIEHICEELEBEF—Z2FALET, RIC, TEELSRYEL, XEVXRWTL—2FTFR
NE—HHIBRENET, Y TENLEES{LF— (amzn-ddb-env-key) ZETL, EBEONYT
TIRRD7 1 —)L RZEEOXYTUTIIRBREEICIE—-LET,

BENTUTILZEHETS

SOt IAVTE., BEIFUTIOVIIANESHRZBOS Y JenkIFU7ZIL7O/NA
RA—(SYy7TENCMP) DAL, Hh, REBOFHMI-DVTHALET,

ABTF7VTr—>3>hs)

« SVTF— AT AVTERENEXT,

- TV 7#RR*—: AL Advanced Encryption Standard (AES) d#¥—F &k RSA BE{LICHERE
NIZRSANT VY OF—ICHBTRTZAR—hF—, BHREIBSHLENTVIEREHET
T ThUANDOBEREAT>a>ThY, BREIET,

. BEF—

ABEEBIVOVTELS)

« DynamoDB lEH{L I THFARNOIE— (XTUTILHBEBHEORNEBEE D),

HH CCEREIOVTEA)

« J7L—FTFANEERSKF—
« BRFX— (BREEShEEA)

Processing

HEZESITRIRE. ZVTHBRFEF—EEEF—TELET, ZVT7F—E., #7232 TEEETh
£9,

1. ZY7ENIZCMP &, BEOXYTUTZILCREULSTY TEhIEHBEBS{LF—ZBBELE
9o
2 BABSHKF—ZSVTHRBRIDEODICTYTHEBRF—EETIIVALZFEALET,
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.2, BEIVIVUTRIZTL—2THFANEERS/LF—, BEF—. BLOCBESHLELT
EET7INOVAXLZERLET,

4 HBEIZVOV7 2, BEFX—2FEALTHEAZRIAELE T, U TH L, HEBSILF—2E
AULTHEHBZESLET, RIC, TRARYE<S. XEVLYTL—2FTFARF—HIBRE h
x9,

BH7ONAH—

(® Note

94T NIOBEELS (TS OFFEIH AWS Database Encryption SDK ICEEE h F
Lk RO KMEY ZIZ(&. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—2 3> 1.x~3x ICE T3 BRI LEHE 1
TVWET, FMICDVTIE., TAWS Database Encryption SDK for DynamoDB /\— 3> M
HR—bh1 ZZRLTLEEZ L,

EH7ONAA—F, TJONAFZ—ARNT THETDI RS ICHRFTENLESHITUTIL70/NA(
A= (CMP) TF., 7ONAH—ARTHS CMP £E4EL. CMP A SEAREE{LIFT U FILEEE
LET, Chid, B%, §CMP 2EAL TEBOES(LIFUTILEUITANLES, 1L
TONARZT—ARNTO#eERFERAL T, XTUTZINBRAShZEHREZFHMEHL., CMP OO—7—
JAVEEEREL, BRF7ONAZ —2ZECTICFERAIDCMP DRATZEETHEETE
=7,

(@ Note

¥ 7 0/N1 A —®D MostRecentProvider i8S ICEEMFSshizOd—RE, 7OEADE
DEBOB., BSUENTUTILEXEVICRETIEENHBYVET, ChiZKklY), FUHL
ok, FRTAHERI BB 2LEF—ZFEATEDLDICBDARBMENF HVET,
MostRecentProvider i85k, DynamoDB B&{tV A F > hOHR—KEh TV
2EWN—2a TREEEATSY, N—232 200, 5REENATVET, Ch

l&. CachingMostRecentProvider BHICEEWMASATVET, FHHICODVTRE. &
M7ONAE—0FEH) 28BLTKEEV,

BH7ONAME -, Z7ONA A —ART EZTORESY —ANOFVH bE%’J‘FEL:?[Di%%E@&
BT7VTr—>32%, X1 VT EHFICERETIC—HOBSHUITUTIZBRATEST
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DT—23a>ICBELTVET, LealE, BRZESLELREES TS AWSKMS TN 2HUH
F &<, AWS KMS key AWS Key Management Service (AWS KMS) O THRS{LYTUTIL%Z
RETEET,

BRULEZONAZ—ARNTICE 2T, BH7ONAE—HFERAITZCMP ORAT L, FILL
CMP ZEB T2 HENREN ET, RETLEAARZLTONA A —ARNT 2R, &H7O/N4
A—tEBRMOHZ2EBEOTONAA—ARNTEZERATEET,

DynamoDB BBt IO SA T NI, SV 7 hEEXTUTILTAONARZ— (T Y T &E Nl CMP)
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Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key
final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final DynamoDbClient ddb =
DynamoDbClient.builder().region(Region.of(region)).build();

// Create an internal Direct KMS Provider for the MetaStore

final KmsClient kms = KmsClient.builder().region(Region.of(region)).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
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kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_ttl1=60.0,
cache_size=1000

148 &
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« Java: SymmetricEncryptedltem

=Ry
- FRAEE
o {H#8

£ 77 %

BRNBRT7ONAM A —ZERTRICE, BELF—PF—RTBELVBEF—XPF—RTEEELE
T, T—7IINERBERSKELVES TR, F—XTUTINZEETILENHYET,
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https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://aws.github.io/aws-database-encryption-sdk-dynamodb/com/amazonaws/services/dynamodbv2/datamodeling/sdkv2/encryption/providers/AsymmetricStaticProvider.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/Examples/runtimes/java/DDBECwithSDKV2/src/main/java/SymmetricEncryptedItem.java
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Java

// To encrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = . // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(

encryption_key = ...,

signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ..

*7

verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

fHAH

BRN7ONAMA -, BELEES{LF—EBEF—2HAIVIUTRICELET, CCT, Ch
SOTATLR. T—7INEBEOESLEZBRICEEZEEAECAET., FEBICELDF—EZEELR
WBRY ., IXTOEBETEALUF—AERAETIhET,
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Static CMP
| |

» AES encryption key
Signing key/pair

Application - —~ » Item encryptor

BT UTIEZRETS

Oty arTR,. BEAITUTIOVIIANESHHRBBOBHITUTILTIONAE —
(BH CMP) D AN, HAh, RBOFM-DVTHBLET,
AB(FT7TVTr—>arhs)

« BEH{t¥— - Zhik. Advanced Encryption Standard (AES) F—B EDRHF—THILEN HY)
£9,

c BEFX— - Chik, IHF—KLRFIERBF—RTTI,

AB(EBEEBIVOVTENS)

« DynamoDB St TFA b

HAO (EBEI>VUTEAN)

s ABELTEEhBDESLT—
° Ajjtbfﬁénég%:\:_o
s EBRONTUTIILBRB: UIOTARENEXTUTILEGH,. FETDEERE. BEEEThEFLEA,

BERTUTINZERETS

cOtv2arTRk, BEESXTIUTILOUVIIANEZZTRABOBHITIUTIL7TONAE— (B
B CMP) DAN, Hh., RLEOFHICOVTHALET,

EEUNTUTIIOBEE, BEEIXTUTIOBREBOLONRBEZIXY Y RAGEATVERTY, B
EREERLUTT,
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https://tools.ietf.org/html/rfc3394.html
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AB(TF7VTr—>32hs5)

g5 {t¥— - 2. Advanced Encryption Standard (AES) F—B EDHMF—THIHVEN HY)
£,

« BEF¥— - ChiE, ®AMRF-RERFEARF—RTTY,

AB(EBIVOVTELS)

« DynamoDB EES{tITF AN (FALEHA)

WA (EBEIVTUTEN)

c ABELTEENBBESILF—,
c ABELTEENDEEF—

Amazon DynamoDB Encryption Client TRIARIgEE 7 OS5

il
il
s

(® Note

94T NIOBEELS (TS OFETA AWS Database Encryption SDK ICEEE h E
LEo. RO KMEY ZIZ(E. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x &
U DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3x ICE T2 BHARLHRE
TVWET, FHMICDVWTIE., TAWS Database Encryption SDK for DynamoDB /\—> 3> M
HR—bhi ZZRLTLEEZ L,

Amazon DynamoDB Encryption Client Tl&, A TOZ7OJ XV SE2EATEEY, SEEE
NTZATZVREETETITN, BRELTESNHDERIHEEERANTEET, XK, Java
94T NTHEBEZBB{L (BRVUEBR)L, Python VS A7 NTHEHEZ2EBTDENTEZE
ER

FHHICOVWTE, ZEITARNEYIZSRBLTIKEEZV,
NEY D
« Amazon DynamoDB Encryption Client for Java

« Python § DynamoDB StV 547> K
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https://tools.ietf.org/html/rfc3394.html
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Amazon DynamoDB Encryption Client for Java

® Note

94T NMIDOBEELS (4TS ) OFFEA AWS Database Encryption SDK ICEEE h E
Lk, ROBMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICEE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—= 3> ®
HR—by ZSRLTLEEL,

O REY 2Tk, Amazon DynamoDB Encryption Client for Java 24 > ARN—)ILLTHERAT D H
ECDOVWTEHBALET, DynamoDB BES{L VA7 N 2FERL 7O S JOFMICOVWT
l&. Java ®Hl, GitHub ® aws-dynamodb-encryption-java JRZ MU IZ&H B, & & T DynamoDB
E 5O T4 T NA® Javadoc 2SR L TS EEV,

® Note

DynamoDB Encryption Client for Java ®/N\— 3> 1.xx ik, 2022 £7 BICHR—KKRT
TI—AICAYET, AELERYERICHLWN=—23 2T YT IL—RLUTLSEEL,

NEY D

- BIREH

« 4AVAK=)

- Java F§ Amazon DynamoDB BEEt V514 7> NOFER S ZE
- Java | DynamoDB &LV ZA T hNOY 7 ) 1—R

Bl SR

Amazon DynamoDB Encryption Client for Java Z4 > ARN—=)L T3 HIIC. AT ORIEZRGENFELE
TWBEzBRLTLSEEL,

Java BRIRIE

Java 8 LUIBEN MBIV ET, Oracle DV I TH A NT JavaSE OA I O— RIZEBH
L. Java SE Development Kit (JDK) 22> O—RLT, 1A=L ET,
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-database-encryption-sdk-dynamodb/
https://www.oracle.com/java/technologies/downloads/
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Oracle JDK Z A ¥ % B4k, Java Cryptography Extension (JCE) EFIREE D EER 1) S —
774N ZZ02O0—RLT, 1 2ARN—LTBRUENBYVET,
AWS SDK for Java

DynamoDB BES{t V54T > Nk, 77— 3> # DynamoDB £X VJEY) LEVWEE
AWS SDK for Java T&, @ DynamoDB EZ 1 —)ILABETY, SDKE2EKELRFEOET 1—
LNEGEAZARN=ITEET, Maven ZFEAL TLWBHF S, aws-java-sdk-dynamodb %
pom.xml 77 A J)LIZEMLET,

DAVAN=)EREDFHFM-_DOVTIEE AWS SDK forJava, "1 ZSHL TS EE VAWS SDK
for Java.

A2AN=)

Amazon DynamoDB Encryption Client for Java l&, A FTDHFETA 2V ARN—ITEEXT,

FE

Amazon DynamoDB Encryption Client for Java &4 2> A M —J)L 3 % (Z &, aws-dynamodb-
encryption-java GitHub DR M) Z IO O—2FBRA V2 O—RLTLKEEV,
Apache Maven O£

Amazon DynamoDB Encryption Client for Java (&, A FO#FERZFEHAL T, Apache Maven
ZNULTHATEET,

<dependency>
<groupId>com.amazonaws</groupIld>

<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>
</dependency>

SDKZA 2 ARN=I)LLES, ZOHA RE GitHub ® DynamoDB EES1tY 54 7> ~ Javadoc O
7N A—REEFELTHRLETD,

Java Al Amazon DynamoDB BES{t V514 7> NOFERAFE

(® Note

954 T > NMIDOBEE{LT A4 751 AR AWS Database Encryption SDK ICEEE hE
Lhs XOKMEY 2I(CIE, DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x B &
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http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
https://aws.github.io/aws-database-encryption-sdk-dynamodb/
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¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T BHAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> M
HR—by ZBRLTLEEL,

COREY VT, Java TD Amazon DynamoDB StV 54 7> NOBEED —ZFIC DV TEHAL
F9, OTOTVIZVIBTRBICEREENTOVAVWBBEEEENE T,

DynamoDB SO SA 7 N 2ERALEZ7O 2 J0FMIC OV TR, Java O], GitHub
® aws-dynamodb-encryption-java repository (C&H%fl. & &KV DynamoDB BEHLY T A
7> NA® Javadoc ZZH L TS EE L,

N =

« A I > 9 ') 7 &: DynamoDBEncryptor
« Java DEMET V> 3>

- T—7ILBOLEE

BEHI> Y7 X: DynamoDBEncryptor

Java ® DynamoDB BE51L. V54 7> MCE, THRL AXJL®O DynamoDBEncryptor €W 5 1 DMIE
BIOUTZNFHYET,

Java DEMET V>3

BHETO232TR, BTN TERETNELEMRE, EROKThELENRE, BEREIhIEMLEZ
BEELET,

/A Important
BUET7OaVEERALTT—7IIEBERS{LER, F—2ETFTILSEEZEMEL
FHIBRIRE, BEORIAIZ—AREL, T—FOESHTELLI BRI ZENBUET,
FHAHACOVWTR, "TF—E2EFIOEE, 25RLTSEE,

DynamoDBEncryptor DEMT7 2> 3>

DynamoDBEncryptor ZEH 3 2MICEMT V3V 2#EREETRICE. BHEEORT TEMS
EEENET V3 ERLTVWS HashMap A7 TV RN EERLE T,
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-database-encryption-sdk-dynamodb/
https://aws.github.io/aws-database-encryption-sdk-dynamodb/com/amazonaws/services/dynamodbv2/datamodeling/sdkv2/encryption/DynamoDBEncryptor.html
https://aws.github.io/aws-database-encryption-sdk-dynamodb/com/amazonaws/services/dynamodbv2/datamodeling/sdkv2/encryption/DynamoDBEncryptor.html
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BUYET O a>nEMEERE, JIEBEO EncryptionFlags TEZENTWE T, ENCRYPT &
SIGN Z—#EICERAL ZVY), SIGN ZBEITHEAL Y TEERT, £, MARA TR EETEE
9o L, ENCRYPT ZBIMTHEATSD &, DynamoDBEBILISA T NEIZS—2AO—L &
T, RBBOEMZESILITDLEBFTEEEA,

ENCRYPT
SIGN

/A Warning

T7ARVF—BHEZEBESLLEVWTLSEEV, DynamoDB TTF—7 &0 AF v+ &R
TEIICEEZREDODHSNDELSIC, 7L—2TFANOREBEHISIDILEN BV ET,

ES{LAVTHFARNTTSAXVF—2EEL, WThHADODTSAIYVF—EHOERET V>3 T
ENCRYPT Z38EL 1=3H 4. DynamoDB &tV T4 7> MMl 2 AO—L & T,

FEZE, xm Java I—RIE, record BERNDIRNTOEMERBEILERTFEBR TS actions
HashMap Z#RK L £3, Ik, BEEhTVWAIBESHLEhTOVEWN—F1arF—EHE
V=R FX—BMHE, BLRUOBEFLEEIBSLENTUVED test BET T,

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // no break; falls through to next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case '"test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;
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}
}

Z 0. DynamoDBEncryptor ® encryptRecord XV v REFHTFH T EEIZ, attributeFlags
NTA—BZOEBELTIYTZIBELET, LEAWK, O encryptRecord DHFTHL T
l&. actions XY A FERENhET,

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

T—7ILEOLEE

DynamoDB BES{t9 54 7> KTk, DynamoDB F—7 LD EHiFE., BEIXY Y RELVES
XYY RIZEEND DynamoDB BEHIL IV THFANDEERTY, 7T—7 N EHERESLELGS
£29dE, T—7IILBEEEL DynamoDB EHILAV THFAM BT FANMNIBEET/INS > RE
nNET, BEXYY RICEENS DynamoDB BS{LITF AR, BESILXVYY RIZEE Oz
DynamoDB BBt THFARNE—HLABEWVEES, BFSARL—23aVEFERBLET,

T—TNENYIOT Y TIBHER. RAVRAVEAL)ANIZRITIRDHERE, T—7ILD
BHNBEEENDCENBYET, ChSOEENERZESETLERIATIE, toT—7ILE%
B, HEOESILEEBCFEAENEDOERLU DynamoDB SOV THFANZETHEN B V)
£, REOT—TILEBRBEHEHA,

DynamoDBEncryptor A ¥ %H4. DynamoDB St I THF AN EFEH THKITET,
LEN>2T, ZEALTVWREHER. T—7TLEBF—N—F4 REEFEFERALEVTEE
WDynamoDBEncryptor, h WIZ, TOT—7 LB THESHKIAVTFARNEZERL, XYY
RIZEBLET,

Java Al DynamoDB &LV ZA4 7> hOH 7 )L I1— K

(® Note

V54T MIOBEEILS A4 7S5 OFZHEA AWS Database Encryption SDK ICEEE hE
Lis XD KMEY 2I(CIE,. DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x B &K
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3x ICE T2 RHAREHE
TWET, FMIC OV TIE., TAWS Database Encryption SDK for DynamoDB /A\—> 3> M
HR—bhy ZSRLTLEZ L,
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https://aws.github.io/aws-database-encryption-sdk-dynamodb/com/amazonaws/services/dynamodbv2/datamodeling/sdkv2/encryption/DynamoDBEncryptor.html#encryptRecord-java.util.Map-java.util.Map-com.amazonaws.services.dynamodbv2.datamodeling.sdkv2.encryption.EncryptionContext-
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
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LT oOAFITE. Java A DynamoDB SOV ZA4 7 NEFEALT, 77U T5—23>on
DynamoDB 7—7)VIEE 2R EITZHFEICODVTHALET, TOMOH (8 KLV ILE O Hl %R H)
l&. GitHub ® aws-database-encryption-sdk-dynamodb 'J7RZ N1 M examples 4 LI KMJICHY)
9,

Nev o
« DynamoDBEncryptor O 1§

DynamoDBEncryptor O f§

ZOBlIE, THLAXIL® DynamoDBEncryptor % Direct KMS ZONA XA —THEA T2 HE%ERL
TWET, Direct KMS 7’O/N1 A —I&, FEEL &= AWS KMS key in AWS Key Management Service
(AWS KMS) THBILIYFUTILEERLTRELET,

Tk, BEfiEO®HZ ST T7IL70/N4 X — (CMP) Z#EH T& £ 9 DynamoDBEncryptor,

T2 1—RY 2T ILOSER: AwsKmsEncryptedltem.java

AT Y 7 1:Direct KMS 7ONA X —%/ER T B

BEEhE)—23>>TAWSKMS 94T MDA VAR AZRERLET, RIC, 9547
VRAVARYAEBEAL T, FED AWS KMS key T Direct KMS Z7ONA A —DA VAR A
ZERLET,

Z 0TIk, Amazon UY—AZ—/A (ARN) AL T ##&EIL £9 5 AWS KMS key, FED
BEMsF—RBAFZFEATELT,

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final KmsClient kms = KmsClient.builder().region(Region.of(region)).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

ATY7 2. HBZEKTS
cOPITE, Y TINT—TIIEBE%ZXKT record HashMap ZEZEZL £,

final String partitionKeyName = "partition_attribute";

TO9ZIVIERE 310


https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/Examples/runtimes/java/DDBECwithSDKV2/src/main/java/
https://aws.github.io/aws-database-encryption-sdk-dynamodb/com/amazonaws/services/dynamodbv2/datamodeling/sdkv2/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/Examples/runtimes/java/DDBECwithSDKV2/src/main/java/AwsKmsEncryptedItem.java
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();

record.
.put(sortKeyName, new AttributeValue().withN("55"));
record.
record.
record.

record

0x01,

record.

put(partitionKeyName, new AttributeValue().withS("valuel"));

put("example", new AttributeValue().withS("data"));

put("numbers", new AttributeValue().withN("99"));

put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x02})));

put("test", new AttributeValue().withS("test-value"));

AT ¥ 7 3: DynamoDBEncryptor R T %

Direct KMS 7’0/« A —%& £ L T DynamoDBEncryptor N4 VAR AZERL £9,

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

AT Y 7 4:DynamoDB BES{t I TF AN ZEK TS

DynamoDB BES{t IV TFARICK, T—7ILBEICEITZIEHRE,. BELBRTFBREOGEN

BEIhET,

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

ATYT 5 BET O ATSIONEERTS

BYET7 O 3aTE,

SLEBREETNTLWEVWEHEBOEMSEZEELE T,

EELENTER TN REOEME, BROAEShLEBEOEME, B

Java TERMT V>3 ZEETHICIE. BMR E EncryptionFlags fEM AR T O HashMap %
ERLET,

FEZE, LT® Java J—RTlE, actions BEENDIXNTOEMZEEHLLTERTS
record HashMap Z#ER L E T, LEL, BREBAENMESLEhTVEVWN—FT12 3 F—
BREY—KFF—EBMH, BSELEATLEVRBERZD test BHKBRE XTI,
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final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Neither encrypted nor signed
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

ATY7 6 HEZESLELVEELETS

T—7IIBEEES{LL TEBETSICIE. encryptRecord DA VARV AT
DynamoDBEncryptor XV Y RZEHUFHLET., T—7J)IEE (record), BT V> 3>
(actions), ES{tTF AN (encryptionContext) ZEEL £,

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

AT Y7 7:DynamoDB T—7LICIEHEZANT S

BEIC, BEB{tENEBRZEAXDEE % DynamoDB T—7ILICAHLET,

final DynamoDbClient ddb =
DynamoDbClient.builder().region(Region.of(region)).build();
ddb.putItem(tableName, encrypted_record);
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Python A DynamoDB B &t V54 7> ~

® Note

94T NMIDOBEELS (4TS ) OFFEA AWS Database Encryption SDK ICEEE h E
Lk, ROBMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICEE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—= 3> ®
HR—by ZSRLTLEEL,

O BREY U TR, Python Al DynamoDB SO TZA T RN EA 2V ARN—=)ILLTHERAT B HZEIC
DVTHBALET, <O1— Rk, GitHub ® aws-dynamodb-encryption-python URZ NUIZH V),
MBRTADICKRIDELTTANZERAO Y I I—RFEEFNTVET,

® Note
DynamoDB Encryption Client for Python ®/N\—2 32 1xx XUV 2.xx &, 2022 F7 A
CHR—BPRRTTII—AICANET, AEBZRYEBSLCHLVWN—232ETFTYTIL—R
LTLKEEZL,

NEY D

- BIRREMN

c 4AVARM=I

+ Python F§ Amazon DynamoDB &t V54 7> N DR %
+ Python f§ DynamoDB St O AT NOY 7))L I—R

Bl SR

Amazon DynamoDB Encryption Client for Python Z4 > AR =)L 32 HIlC, AT ORIRZHGN EHiLE
NTVWBHCEZBRELTLSEZL,

Python DHR—KkEhTWB/N—23>

Amazon DynamoDB Encryption Client for Python /\—< 3> 3.3.0 LA Tk, Python 3.8 LARRA
PBETY, Python XA O—RFTBICIE, "Python DF U O—R, 28RBLTLSEEL,
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://www.python.org/downloads/
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Amazon DynamoDB Encryption Client for Python QLB D /N—= 3 2 Tld Python 2.7 8 K T
Python 3.4 LI R—RENTVERTH, FFH/N—23 > 0 DynamoDB BEFILIZ AT b
BEATHEEBEBOLET,

Python A pip 1 A=Y =)L
Python 3.6 LARRIZ & pip AEENTVWETH, PYTIL—RIBIEETEERT, pipDT VY

TIL—REEZGAZAR—LOFMZDOVTRE, pip RFIXINADAI VA= ZSRL
TLEE L,

12AN=)

LUToHIICRTLSIC, pip Z#H L T Amazon DynamoDB Encryption Client for Python & 1 > A
R—=ILLZET,

BHIN—232A2VARN-LTBRICE

pip install dynamodb-encryption-sdk

pip EEALTNYT—2Z AV ARN—LBROTYTIL—RIBDAZOFMCOVTE., "Ny
T—20DA VA=) ZZRLTLEEL,

DynamoDB BES{t V54 7> R Tk, IXTOTS T Y N7 #— AT cryptography 54 7 5 U K HE
T3, pip DITXTH/N—2 3> Tk, Windows IZ cryptography 54 7S UK AV AR=ILENT

BEENET, pip8.1 LABETIE, Linux \Z cryptography A4 VAN —ILE N THEEEET, U

DIN—=23> 0 pip ZFEALTVWT, LnxREBICEESA TSV EBEITILEHICHERY =)L
BVEER., ThESEZAVARN—ILTRIHREN BV ET, FMICDOWVWTIE, TBuilding cryptography
onLinuxy ZZRLTLEZV,

DynamoDB St V54 7 > NO&EFHBER/N—> 31k, GitHub ® aws-dynamodb-encryption-
python UARZ KU A SEETEET,

DynamoDB BES{t V54T R 24 ARN—=ILES., ZOHA RD Python I— RDHlZE BixAH
SEBLET,
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https://pip.pypa.io/en/latest/installation/
https://packaging.python.org/tutorials/installing-packages/
https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/

AWS 7F—Z X —ABES1t SDK TFROYN—=HA R

Python F§ Amazon DynamoDB BE&L Y54 7> NOEREE

(® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
Lie XD KMEY ZI(CIE. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x B &
' DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmALHE
TVWET, FHMICDOWTIEE., TAWS Database Encryption SDK for DynamoDB /N\—> 3> ®
HR—bh1 ZZRLTLEZ L,

O KEY 2Tk, Python | Amazon DynamoDB St V54 7> M OKEEED —ZBIZ DWW TEHBAL
FI, OTOVFIVIERBICREBRENTOVBVHBEEEENETT, chsOMEER., REEE
BT DynamoDB BEELVSA 7 N B ICHERATED LS IR ETVET, BELEER
BEIAI1—AT—RAZRE, CORFEEZFRIDLZHEBHLET,

DynamoDB BESAL O ZA T R EERALEZOTZ I T OFEMICOVW T, 2DOFH A RO Python
Ml GitHub ® aws-dynamodb-encryption-python R N UIZ&H %, & KT DynamoDB &St
DFA4AT > NA®D Python RFIXRZSBLTLSEEL,

N =R

« DSAT UV ROAIN=DOF A
« Tablelnfo 77 A

« Python DBMT7 V>3

DZATROANILIN—=DF A

Python A} DynamoDB 51t o 54 7> MZik, DynamoDB M Boto 3 VS AEZIS— VI T3%E
BOOZATMNILN=DFANEENTVET, ChSOAILN—DFTATR., ROKXSIC, B
SLnEM, BEE®D DynamoDB 77U —2 a3 ANER, — MW EHEOEEZEBEIZITS> L
A TEERT,

c BEDTSAIVF—EBEBNHTERVLDIC, 7SI UF—DLEETHIa V%
AttributeActions 77 TV NZBINT S A, AttributeActions A7 T O NZFEALTY
FAINVF—EBEATIRDIICITA T MCARNICERLTVWRBAREHNAZ AO—L
F£9, AttributeActions A7 IO RNDF T A KNFT U 32 DO_NOTHING DFE, ¥
AT RDODANN—=DZATRTZAIVF—OT O IaUNFERENET, ThUADES
&, SIGN_ONLY ZEAL £ 9,
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 Tablelnfo #7< T K&K L. DynamoDB NOMEUH U ICE DWW T DynamoDB 5L 17
FANCTF—READLET, ChiZkl), DynamoDB S THFANDBEN BRE 1,
DAT 2 RNRTZARVXF—ZRBBTEDLSICAYET,

« DynamoDB T—7 I A GRAEEE D EEICT—T7 I EEEZEBNICESLELUVESTH X
VY R (put_item ¥ get_item B &) ZHR—KNLTVET, £ L., update_item XY Y R
BFHR—KRENRTVEREA,

DZAT 2V ROALIN—DZAZEALET, BLRILOEEI V7 2%ZERAL TEEPYEY)
TRIMERHERA, BRIV IVUTRATEEAT IV EREITILEN HIBEZRE,. Ch
S5NUZAZEERLET,

DZAT 2 ROALN=DFAIZE, LTOEDHNEENET,

« EncryptedTable: 1 207 —7 )L ZRE&ICME T S 7= IZ DynamoDB TT—7 LU Y —A &
BT 7Vr—3 /A,

« EncryptedResource: /\Y FREAIZ DynamoDB TH—EA YV —RAV S RA&FERATEI TV —
>aH,

« EncryptedClient: DynamoDB TIRL XL I ZA T N eERATHT7 7V r—>3a> A,

DFZATROANIN—DSRAEERTRICIE., 2— Y h7—7 )LD DynamoDB DescribeTable
ARL—23 BT EIT T IV AT I REBEICSLETT,

Tablelnfo 72 A

Tablelnfo 7 2 Alk, DynamoDB T—7 )L ZRIAILN—VFZATT, 7ZA4IVF—tHVF V)
AFVIADTA—)LREFEALE T, ChiZkV), T—TIIICETRZERBEVTILEZA LER%E
HREICIRETEERT,

DZATROANIN—OZAZEALTVWSHER. TableInfo #7210 MR, ERAEH
£¥9, ThUADBE, ATV N EARNICERTEET, FllCOVWTR, BEEIVIUT 2%
ERT2Z2ZRMLTSEE L,

TableInfo #72 I % NT refresh_indexed_attributes XV ¥ RZFH T &, DynamoDB
DescribeTable AR L —> a2 ZRUEHL T, A7 IO MOT7ONTAENFADENE

To T—7ILDOOTIVEE, N—RO—=FAITDAVTFYIRBR)EEEEN EIHICE
FV)ETF, TableInfo VT AICIE, DynamoDB BEL IV TFANCHAELEEZIRMETS
encryption_context_values ZONT 1 E£EFENE T,
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refresh_indexed_attributes XV v REFERATZICIE. 2—4Y NFT—7 )L ® DynamoDB
DescribeTable ZRL —2 3 ZHUOHIT T IO AF I BEEICHLETT,

Python DEM4T7 V> 3>

BHETO a2k, BEEOEBHICHULTERITITSDT7O>av2EBBI VU 7RICERLET,
BHET V23> %k Python TRETDICIE, 74 KNF U232 T AttributeActions #72T
JhE BREODEBMOHAZERL T, BUZER. 5IZFED CryptoAction TERENTLVE
ED

/A Important
BT O A EERALTT—7IIBEBZBSHLER, F—2ETIHNSEMEEBMEL
FHIERIRE, BEORIIZ—AREL, T—FOESHTELLI BRI ZENBUET,
FHEHBIEODVWTR, "F—E2ETFTIOEE, 2ZRBLTSEEL,

DO_NOTHING = 0
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

ez, 2O AttributeActions A7 TV KE. IXTOEBMOF7AIRELT
ENCRYPT_AND_SIGN %#%3Z L. ISBN BHEH KU PublicationYear BHHEDHIANZIEEL £,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

DFAT 2 ROANLN—OZAZEALTVRBERE. 77/ VF—BHOBRT Va2 Z2EE
TRIRBEBRHYNECA, ITFATVRNONIN—DVZRAEZFEALT, 77ANVF—ZBESKLTR
ERFTEXREA,

DSAT 2 RNOANIN—DZAREALTHEST, 72 KNF 2> 3 2 H ENCRYPT_AND_SIGN
DI/FEF., T7TAIVF—OT 023 aBETIHRENHYET, 774X UF—ICHEET ATV
579232 SIGN_ONLY T, BEICITDICIK, set_index_keys XYY RZFEALET, <
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DXYY RTR, Z7FAXUF—ICSIGN_.ONLY, F7FI KT U> 3> 0FEIZIE DO_NOTHING
FERAETIET,

/A Warning

T2ARVF—BHEEBESLLEVWTLSEEV, DynamoDB TTF—7 &0 AF v+ &R
TEIICEEZR DS NBELSIC, Z7L—2TFANOREBEHIZIDISLEN BV FT,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
)

actions.set_index_keys(*table_info.protected_index_keys())

Python A DynamoDB BES{t VA4 7> hOH > 7 )L I— K

(® Note

94T NIDOBEELS (4TS OFETH AWS Database Encryption SDK ICEEE h &
LA, RO KMEY ZIZ1E, DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x &
U* DynamoDB Encryption Client for Python ®/N\—2 3> 1.x~3x ICE T2 BRI LEHE 1
TVWET, FHMICDVWTIE., TAWS Database Encryption SDK for DynamoDB /\—> 3> M
HR—bh1 ZZRLTLEEZ L,

LT 0BT, Python A DynamoDB BES{t 0S4 7> hN&2ERALT, 77U —>3>0n
DynamoDB F— 2 ZREIT D HEICDODVWTEHBAL £, GitHub ® aws-dynamodb-encryption-
python DRI N1 D examples F4 LI RNUIC, ZOMOH (BRTIMBOFERAICKILDH) AdHY)
£,

N =R
+ EncryptedTable 2547 MMIN=—DSAEFERTS
- HEIVOVUT2%ZERATS

EncryptedTable 754 7> MAIIN—OZAZFERTS

LT oAk, EncryptedTable 9547 2 "AJ/IN—2F AT Direct KMS ZONAZ—%FERT
25 RLTVET, COfITR, RO BEIVIVT2%2FERAT2 OflERUESILITUT
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LW7ONA T —%ZFEALTVWET, EEL, BLRILOEBEI VT ZEEERYEYTEH2DTIE
%<, EncryptedTable V5 AZFEAL XY,

cNSOBlZLBRTBDET, VAT ROANILN—DTANTOEEZRIETETRT., CONE
Tl&, DynamoDB BBt AV THF AR EERLET, T, 7MYV F—BHNEICBREIT
WBABSIEAhTVWEVWIEZRABLET, BSHLITFANEEHRL. 774X F—2HKE
IBIE. 94T KROANIIN—2F AT DynamoDB DescribeTable AR L —> 3> 2O HL
£, COO—RZERFTIBICE. COARL—2a>aFBUPHIT I LAFAN BETT,

E2A&I—RY T IOSE: aws_kms_encrypted_table.py

ATY T 1 T—TIINEERTS

BT DICE. T—7ILBEEEL T, Z%0 DynamoDB T—7 I DA VAR AEERL F
9,

table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)

ATYT 2BSARTIUTILTAONA T —ZERTS

BRUEEBSAXTUTILZ7ONAS— (CMP) DA AR AZEBLET,

ZDHITIE, Direct KMS ZONA A —ZFEALTVETH, BERMEOHS CMP £2FRHITZH &
£TEET, Direct KMS 7ONAF—ZEKTBICIE. AWSKMS key ZIBELE T, <DHIT
&, @ Amazon VY —RAx—LA (ARN) ZERA L £9 5 AWS KMS key, FEDOEM&F—E5I
FEFEATEERT,

kms_key_id='arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

ATYT 3 BET O ATSIONEERTS

BEM7o0a ik, BEOZEBMICKNULTETITRT7I>a#BBI V)7 RICERLE
T COPID AttributeActions A7 T U NE, EREND test BEEBRS IXNTNDIER
ZEES{LL, BBELET,

DZATROANIN—DOSAZERATIHEERE. 77A/XVF—BHOBET V> a2 &BE
LBEWTL &V, EncryptedTable 75 ATk, 724X VFXF—BHICBRELETHN, BF
{EtLEB A,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS 7F—Z X —ABES1t SDK

FROY N—HA K

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

attribute_actions={'test': CryptoAction.DO_NOTHING}

ATYT 4 EEtEnNET—T I EERTS

BEFT—T )L, Direct KMS 7’ONAE—, BT V>3 &2FEALT, BE{tehiT—7 I %

ERLET. COARATY T TEREZZETLET,

encrypted_table = EncryptedTable(
table=table,
materials_provider=kms_cmp,
attribute_actions=actions

ATV 5 F—7IWCTL—TFARNEBZEALTS

encrypted_table T put_item XV VY RZHUFHT &,

TEZ&Eni#%, DynamoDB F—7ILICEBIMENET,

¥Y., T-7IIEBEBEERLET,

plaintext_item = {
'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data',
'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

R, T—TWCF—REAALET,

encrypted_table.put_item(Item=plaintext_item)

DynamoDB 7—7 LA SEEB{UERTERE ZMBIDICE, table 77T IO RMICHLT

F—7LER EEBN IS {LE h

get_item XYY REHUVHLET, EFENLEEEZMBITRICIE., get_itemATZIIRD

encrypted_table XV v RZHVHLET,
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BEIVOVUT2%ZEATS

COBE. F—7LERRBBLTHLE, HATI Y IUTREABNIECR YR D951 F>
RAIWN=DZAZERTERHYIC, DynamoDBBEEILITSA T RNTEEI V) SR EEEE
YWY IT2FEZRLTVET,

COFEEFEATDEEWF, DynamoDB BBV THFARNEREA 7P T U N (CryptoConfig)
EFHTHERLET, £, 1 DORUCHELTEBZRES{LL, BIOFTHL T DynamoDB 7—7
WCZEDEBEZANLET, cnliky), put_item FTFHL OB ARXY A XX, DynamoDB &S
COSAT R EFERALEBENT—20OBSILBLTFBEETSCENTEET, cOTF—XN

DynamoDB ICEEEnd elEH VY EH A

COHITIE, Direct KMS Z7ONA A —%ZFERALTVWETH, BEFRMEOH S CMP 2FEHTHEE
TEET,

Z2AI— RS TIOSE: aws_kms_encrypted_item.py

ATYT 1 T—TIINEERT S

MART2ICE, T—7IILB8ZEEL T, BEO DynamoDB T—7 LU Y —ADA VARV A%
ERLET,

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

ATY 7 2 BEANTUTILTONA X —%2ERT S
BRUEESANTUTZILZONASE— (CMP) DA 2 AR AZERLE T,

—DHITIE, Direct KMS ZONA A —ZFEALTVETH, BERMEOHS CMP £2FRITBH &
£TEET, Direct KMS 7ONA X —ZERTBICIE. AWSKMS key ZIEELFE T, COHIT
&, @ Amazon VY —RAx—LA (ARN) ZERA L £9 5 AWS KMS key, FEDOBEM&F—E5
FEFEATEERT,

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

AT Y7 3: Tableinfo ANLIN—O S A%FERT S

DynamoDB A 57 —7)LICBIT 2 BHREBMB I ICIE, Tableinfo ANLIN—DOFADA VAR
AZERLET, BEI VIV T2 TEERETSESIE., TableInfo 1 VAR AZERL
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TEDOXYY REFVHIBENBYVET, JZATVROANIN—DOFAZERAL T ORE
BITDCENTERT,

TableInfo M refresh_indexed_attributes XV ¥ RT, DescribeTable DynamoDB
ARL—23a 2 #FRALT, T—7NICETRIVUTINEALATERSBEREMELET, <D
BRICKE, 774X VF—&, O—ALBR*TO-NILEHABZVAFTYDANEEIRE
9, DescribeTable ZHUOHIT T IV EAFAN REEICKXETT,

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

AT Y7 4:DynamoDB BES{tITF AN ZEK TS

DynamoDB BES{t AV TFARICKEK, T—7ILBEICEIT2EHRE, BELBERTBEOTEN
EFENET, COBFITEE, BEIVUTZERYEY) 5%, DynamoDB ST+ A
NZEBERWICERLET. 94T ROANIIN—DF ATk, DynamoDB &L I TF A
FERENET,

N=TFT42320F—BLTYV—rF—ZEEBTSICRE. Tableinfo ALN—OFA0O70ONT 1 %
FERATEXRY,

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

}

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

)

ATV 5 BUETIaVATSIORNEERTS

BET7O a2k, BEEOZRBHICHULTERT TSR T702a &2EBBEI VIV TRICERLE
o COHID AttributeActions AT IV MK, BREENTVAHABEE A TLVEWVWT S A
N)F—EHE, BRI ND test BHEZRE, IXTOEEZRES{LL., BRALET,

BWEHIOV7Z%ZFEALTEERYERY L, F7AIKNT U2 3> H ENCRYPT_AND_SIGN @
BE. 77ARVE—ORET IV AVEEETDIHENHYET, set_index_keys XYV
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REFHATEET, CcOXYY RTR., 77Z4IUF—IC SIGN_ONLY, F7FINKTFTHO>3a>
DIHBEIZIE DO_NOTHING A ERHEhET,

To2ARVF—%ZBEITIEHIC, ZOFITE, Tablelnfo A7 IIRNDA U TFY IRF—%
FALET, chik, DynamoDB NDHUPHLICK > TEEEhE T, CoHdfilE, N—RI—
TFAVTDTZARIF—BLNEELTT,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={"'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())
ATV 6. HEDREZIERT S

DynamoDB B§& LU T4 7> NERETBICIE. T—7ILEEB O CryptoConfig BE THEIF E
RUEATSIORNZERLET, 954F 2 ROANIILN—DF ATk, CryptoConfig AMER &
nEX9,

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

)

ATV T HBZEESTS

COARATY 7T, BEEEBSEBLTBALETH, DynamoDB T—7 NI AT hEH
Ao

DSAT U RNODANN—DUSAZFERATZHEZIC, BEERBEBNICES{tENTERZEE O, 0D
B, AULN—OFAD put_item XV VY REHVUHT EEIZ, DynamoDB T—7JLICEEMNE
F£9, BEI VU2 2EEFRTIEES. BEELBLIOCANT I I VEFMHMIAILTVET,

I, TL—TFANEBZERLET,

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
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'test': 'test-value'

RIC, TOEEZBESILTEBERELE T, encrypt_python_item XYY RT
l&. CryptoConfig REA 7TV NHFRBETT,

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)
ATYT7 8 T—7IICHBEEZANTS
COATYT T, BEILENEBREZFANDEEB % DynamoDB T—7LICABLET,
table.put_item(Item=encrypted_item)
EELE N EEBEEERRTDICE, TD get_item AT TV KD table XV Y RZEFUH

LET, encrypted_table A7 IV RTRBHWEBA, ChIZKY), RIABLTFESELT
I, DynamoDB 7—7 )L &K VWIEBZREB TR EN TEET,

encrypted_item = table.get_item(Key=partition_key)['Item']

ROE G, BELENEBEZHOT—TIIEBEOHO—PERLET,
EE{LENEBHER. NMFTVF—2TT, 774X )F—BHEOBIBLTE

(partition_attribute $ &V sort_attribute) &, test Bk, 7L —2FFARNERD
FETT, &, COHHR, BREZECEY (*amzn-ddb-map-sig*) EXT U T ILFBAREM

(*amzn-ddb-map-desc*) Z.RLET,

{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a
\x00\x00\x00\ xe@AQEBAHhA84WNXJEJdBbBBY1RUFCcZZK2j7xwhéeUyLoL28nQ
+OFAAAAH4WTAYIK0ZIhvcNAQCGoG8wbQIBADBoBgkghkiG9weOBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydm«
izY1OROCAM7WAKEGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x90\x08\x00\x11/CBC/PKCS5Padding\x00\x08\x00\x10amzn-ddb-sig-alg\x00\x00\x00\xeeH
\x00\x00\x00\xefaws-kms-ec-attr\xee\xee\xeo\xe6*keys*"),

"*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1Y\xea\xe4d. | *\xbd\xdf

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1

'example': Binary(b"'b\x933\x9%9a+s\xf1l\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xeaX\xfoT\;

‘numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\xle\xb9-f!\xb9\xb8\x8a\x1laT\xbaqg\x-

"partition_attribute': 'valuel’,

'sort_attribute': 55,

"test': 'test-value'
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F—REFLOE

® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L, ROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> M
HR—by ZSRLTLEE L,

EHEZRSLELRES IR LI, BSLLTERITHEM. BRITD (EEL, BSLELEL)
B, BRVTERITDEMZ DynamoDB SV TA T NIGETIEMET V3 ZEETD
PDENFHYVET, BET I3 G, BSLEhEBEBICREESNEVWES, DynamoDB BBEF1LY
AT NEBEBHET V> a > 288WICRELER A

/A Important

DynamoDB Encryption Client i&. BEFOES{LE hTLW &L DynamoDB 7 —7 )L F—2 M
%%{KE-U-ZR_ |\ btb\iﬁ/bo

T—RETFINEZEEIRD LG, 2FY, 77N EELPSERZEMELREEKRTRE, I5—
NFRETDERUNBYET. BELEBUET V32N, BEOIXNTOBETEXRETATLAEY
Ba. TOHEHBR, BERLEAETHESILELVTBRETNBVEENHUET, CSICEERAREL
T, BENESRICEEYTIRMET Va2 H, HEOBSILRICEELLRET Va2 EEED
BER. BERIANKRIZEEIHUERT,

ez, BEOBSLICHERATZIBEHT V3T, test BRICBR TS LS5 RLESRES. T
NDIBEENEBRICIE test BYENEENE T, HEOESICERAITIEMET V3N, test BHT
BREATVWEVWEES, 975472 N3 test BREZEFTBEVBBZORIAEZEAD -8, BRILFEHK
LET,

_hiE, DynamoDB BT SA T KRN IXRTOT7 TV —>a>0EEICKH UL TRUER 25T
EI2XEN BB, EHOTTIVT—23 A RELU DynamoDB IEE O S KT EEIAHK
ZI5BEICBICBABICARYE T, T, BET Va2V 0ZREN IXNTORANIRBRE B &%

BENHDED, 98TV —3a > TERBEICAKYET, DynamoDB F—7 A1 207 OEA
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T12DFRANCK2TTIEARENDFETE, RANTSIVTAATOCLAERIUTDE, 7
OSIORNDEMICBEDEZBEICIS—EH<SENTEET,

T—7 VBB ERIMBIEN TERVBERIAIS—2E#IDICE. ROHA I AZFEALE
ERD

- BHEOEN —#HLLVEBRICI >TERT I IVAEEENDHEE. BAICHLVLELZED
PHICEMET VIV OEEZRTLICT7O/LET,
- BEDHIR -HETEMOERAZHFLETZERRE. BETII 3 Z2BELBVTIEE L,

c TUOAVOEE-BUHET VI AVREZFEALTCT—7NEBZBSLLEEZE. T—7ILAO
IXNTOEEZBESLLATNE, F7FLMNOT OV FEEBRFORMENDT I3 2R
EICEEITRERTERE A,

EZRITIS—EBANERZECREBRIBEEN ®D LD, REODFEREF. ThonI>—%2@ETS
&ETY,

=X

- BHEODEM

- BHEOHIBR

BHEDEM

T—7ILEBCHLUVELZENTZEE, BET IV IVOEENBEICLBEZENHBUET,
EERIATIZ—ZE#IZ O, COEEZ2AT—J07TOCATEETRIEZHHHLE
T F2AT—TDZRBIDEIC, B1AT—IHFTETLTVSREZREELET,

1. T—7 LR TR EEAKEZTSIINTOT TV T—23a > TCERET V3V EZEEL
9, ChoNEEZF7O04LT, BEMFTNTOEBERANIRBRENTVWS & 2R
LEXY,

2. T—7IINEBOHLLVERICEZEEIAZET,

CO2AT—2OF7AO—F TR, IXTOT7TVT—2a>BRTKRANCEAUBRET >3
HFEEEH, FILLEMANROADHICEAUBENfTEENE T, CchiF, BHEOT I a2 EE
LW (BBLELFEEBRELAV)BEATEEETY, TOEHGE, —HOBSLTEESLEES
ATF72IRTHBLEHTT,
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ROBIE, COTOLADE 1 AT—YOI—RERLTVET, HLLWEBEY link A&

nN&EF, chiCl, HOT—TLBEANDOV Y IHFREENET, COVYIRBTL—VTFARD
FRCTILENHDILH, COHFITRBEROAT I AVEENETEY, COREEZREICTT
O4L., IXTOTTVT—2aVBLTRANCHLLWVEBRT 230 H2d e 2RIEBLIES,
T—7)LEBT link BHEOERZHBLET.

Java DynamoDB Mapper

DynamoDB Mapper & AttributeEncryptor ZFRATd &, F7A4INTR., 754XV
F—ZR<BENIXNTESILENET, ChSOBEHRERBREETIhETHY. BELEEThEE
ho BEOKRT VAV ZIEBETSICIE, @DoNotEncrypt FRZFEALET,

BT, FLWV link E#(C @DoNotEncrypt FRZFEALE T,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

}

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

}

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

}
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public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

THRLARILO DynamoDB TV U7X TlRE, B EILT IV IV ZRETIHLENHYE
T, COFITIE, switch XEFEALET. 73 KME encryptAndSign T, N\—F 1> 3>
F—, VY—hF—, BLTHLLV link BRLEFANEEE A TVET, COBITR., VIR
M- RAFEATICERZICT7O/ENTVEVES, U IBHOBSILELTBREZTST
TVTr—=>3 %, DDIUBMOBREOKETST7TIVT—23 20 H0ET,

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;
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Python

Python i ® DynamoDB BES{t V5 AT R Tk, IXTOBMRICTF 7L NOT O a2 &
ELTAS., fINZEETEET,

Python V5 AT ROANIN—DVZAZFERALTVWEHEE., 7S/ XVF—BHEOBEHET D
JAVEREBEITIMERFIHYERA, VAT NOAIN—OZRAEEALT, 7547
F—ZBEETDERFTEREA, EEL, 9F4TF 2 RMOANIILN—DOFAZFERALTLEWV
BEAE, N—F1423>0F—&Y—KRF—IZSIGN.ONLY PV 3V ERETIHENHY E
To N—T 423 0F—FLEBEY—rMF—ZB>THESILLESEE, B2BT—T7ILAFY %
THRVEF—RZ2ERTETREA,

cOHITIE, SIGN_.ONLY 7O a>ZBEBIHH LV link EMHOBIAZEELET,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY
}

J& M D HIER

DynamoDB BES{t V547> R THESILENZEE TR TEICLE > LBERE. TOBMHOFEH
ZELETEXRT, £EEL, TORMOT I IV ZEHRELFEELBEVTSEEY, TOHIBRREL
FEEZT2>THS, TOEBHZE>HEENRO2A215S. TOEBICKLTHEZhEERE T
NBRE—HET. BEORIRFXELET,

O—RLOSEMEOINTORL—RZHIBRLIEVWEBRBSAELINELAN. HEZHBKRITZDOTREE
<. BENFfEAETABKB2LEVSOX Y M Z2EMLTLKEEY, B2BT—TIILAF ¥ EET
LTEBMEDINTOA AR AZRIRLTE, TORMEZFEOBS(LEhEREBER, REVEZAH
TFvyv21E2hdh, FEBREBERCZDAEENBY XTI,
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DynamoDB &t VS A7 NT 7V r—>3a > OBEORNS TS 1—
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® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L, XROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> 0
HR—by ZSRLTLEE L,

cOtYU>3a>Tlk, DynamoDB SV TZA T N ZFEATARICEH TS IREEOHSEEZ
RTEEEIC, TORBEOHBRAELEZRELE T,

DynamoDB BES{t V5 AT NMZETB 71— RNV O ZRH TSI, aws-dynamodb-
encryption-java & = l& aws-dynamodb-encryption-python GitHub J/RZ N ICEIEZRHE L E I,

CORFIXVNIBETR T A —RNYIZREHIBICR, FEOR—DODTA—RNY IV D%
FERALET,
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BE: 77V 5= 3y sRBRUY—RILT I EATERL,
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DTFANCCOT O EAFAZEMLET,
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R—FXNEFERTRILEOOT7 VAT TN FOCHLUTICKETT, TNUADBEES, BEBZEEREA
DREBEOT IVEARFERENETT,

« DynamoDB BES1tU 54 7> N&E., Amazon Web Services (AWS) PHO > hEHBEE T, &
D AWS H—ERICEMFELER A, £EL, PTUT—232h 2€ATZIHEE AWS, 7
NI RNEFRATEITICATTERE D AWS FHIY B &Y I—H—HFHBETT, https://
docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html

« DynamoDB EES{t 0 5 4 7> NZI& Amazon DynamoDB FH4EBH V) FE A, EL, U5
AT RNEFERTZT7 75 —>3>2 T DynamoDB T—7 )L 2ERT S, T—7IIICEBE %
ANTD, FERET—TIHNSEEZWMBITZEHE. BFTHELRTICE., AWSTHIV KT
MHERE DynamoDB ARL —> 3V & AT OO T IV LAF AN VETT, HMICOVT
l&. Amazon DynamoDB FRXAY N—HA ROT7 IV AO MO—ILOKEY VZZRBLTLKE
=V,

T 7)o —2a>h, Python A DynamoDB StV ZA T RNTOZAT 2 MNILIN—=DF
AzERATHHE. BOHL TIZE,. DynamoDB DescribeTable ARL—> 3> 2B HT 28
TOEAHANFBETT,

« DynamoDB H“%1Iﬁ73’(7‘/ N2 & AWS Key Management Service () &% EH V) FH AAWS
KMS, %=#L, ZF77Us—>3a > Direct KMS YT UTZIIL7ONAEA—2EALTVWRHEE, &
=i b“'ﬁﬁﬁ@'67 ANASE—ARNTTEHZ7ONAZ—2FERAL TVWSIHFE AWS KMS, U
Lticlk. AWS KMS GenerateDataKey & & O Decrypt AR L —2 3> &2 ER T2 7 V2 AKH
NFUETT,

EADRILARN

BRE: EZRIEICKBLELEYD, ERZESTEARV, £4., HHR., ERLELDICESLB LT
BEZTNhTVWEVWEENHYET,

RBEEBELEEMET7 Va2 N, BERAOIXNTOEMETERTATVWS ZE&2HERLTL 7“:'?‘5
W, BEHZESITSEERE. BEEORSHICERATRTIavE—HIZEHET Va2V ZIEE
x£9,

EE |

BETDIEMT V3 IC&Kk>T, DynamoDB BEHILI T4 T NI, BEESILLTEBRITIEM.
BERITD (LEL, BSELELEV)BYE. BLRTCEFAITIEMEN GEETIET,
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BELEBMET >3y, BEEAOINTOBRBMTEREATVWEWES, TOEAR, BERILEA
ETHESILERVCBEENBVEEN B ET. HEOESKICIEEIZIEHET I 32H, HEOD
EELRFICEELEBRMET Va2 EEBR R, BERIANKRBMIZBEEN HYERT., chiF,
DT 7VT—3aEEOBET. iLLWEBHT V23 AIXNTORANMIRBREATOVAVT
BEMEABYET,

BEORIATIZ—RFBRAIE#ETT, ThSDIZ—ZH<EHIC, F—R2ETFIOEERICEMD
NEREBUTLKEET VY, FALCODVTRE, "TTFT—RETIOEE, 2ZRLTSEZL,

gWAN—=2a>odO0-NILT—7 I OME

EIfE: BEORIAN KK TD -8, HW/N—2 3> O Amazon DynamoDB ' O—/NILF—7 )LD IE
BEESTEEEA,

R FHUEhLELTVT—232 71— )L RFBELRERFBERTNBVLSICERT V> a2 %
RELET,

EE3 i
DynamoDB &' 0—/\)L7—7' )L %Z £ L T DynamoDB Encryption Client 2 A TZ £ ¥, YILF

=23V KMS ¥F—&&H270-NI7—7 )N eERAL, JO-NLTF—TILHFLTIVT—hr&Eh
B2IXNTOAWS V=23V CKMS F—ZL T UT—KRTBELZ2HBHLET,

JO-—NILT—=TILDO/)N—2 32 2019.11.21 L&, BBIBREZEITS 2 &% <, DynamoDB
Encryption Client T/ O—NILT—7 )L EZFERATED LS KW ELE, EEL, JO-NILT7—7
WON—=232 20171129 ZFEATHBEER. FHREhELTVT—>232 71— )L RAIBSILE
ERBREENATVWEVC L ZBRIIMEN HYET,

JO—-NLF=7ILON—23>2 20171129 2FEAL TVR BRI, ROBHEOEET V3%
Java T DO_NOTHING F7z(& Python T @DoNotTouch ICERET B UEN H KT,

* aws:rep:deleting
* aws:rep:updatetime

* aws:rep:updateregion

ON—23>0dO0-NILT—7LZEALTVRBER. TIOZIVRBEHYEHEA,
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TAENEBSHUITUTILZ7ONAE— (CMP) OERABBEAREENE T, TTLICKY), &FS
ONAA—DFHFLWN—>23IOCMP Z2F I VIO TRHEEERESENET,

TILARTEDE, P7UT—2a3 0 EDRAL—IPEF1 VT BEIERTDUREENS D
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ZNETDAEEN DYVET, COBBEEBRITDICEK., LAT7>—cnAMOBEEZERELEL, &
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Amazon DynamoDB Encryption Client ® & & D ZEE

DS54 T > MIOBESILS 4751 OFHEA AWS Database Encryption SDK ICZEEEhEL
o COFROYIN—7HA RTIK, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2 E#H %z 24 L
7,

2023 6 A9 R, V547 NIDESILS (475 ) OAHH AWS Database Encryption SDK (2
EEEhEL 7, AWS Database Encryption SDK & Amazon DynamoDB & BN H V) £F, ¢
3k @ DynamoDB Encryption Client IC& 2 TERES{LENEHZERS LU (HEAND ENTEET,
#£3k ® DynamoDB Encryption Client ®/N\—= 3 > OFM#IC DLW Tk, TAWS Database Encryption
SDK for DynamoDB /N\—2 3> 0OHR—bh, ZZRBL TS EEV,

AWS Database Encryption SDK (&, DynamoDB AA® Java 754 7> NMIOESILS A7)0
N—=2320 3xUBERHBLET, /N\—23> 3.x ik, Java Al DynamoDB BES{tI 547> RO K
BREEMATY, ChilE, ILLWBELT—REX, NAFTFU2—0OHR—NOHE, >—
LLABAF—TYNEE, RRUEEBES{LOYR—KNEE, S<OEFNFrEEATVET,

AWS Database Encryption SDK TEAE Nz F#EEDOFMIC DWW TR, UTORNEY I ZZRL T
<fEEEL,

BRERAEEES

F—AR—ALHEESETIC, BBLENELI— RERRTESF—IR—RERITES
¥, BREFLEVIVEALCSUT, REATHERSMEEAL T, BELE AL I— R
HUTRE—HREP LY DRI XE N BRI T ERTTERT,

F—0)>7

AWS Database Encryption SDK &, ¥F—U > JZFERALTI ARO—THESLERTLET,
F—D2J@F. LIO—REREITZDTF—FF—Z4EK, BS{Lt. E5LFET, AWS Database
Encryption SDK (&, RFEESLELIEIERF RSA Z2FEAL TF—XF—%2RET S AWS KMS
F—UJ&, LA—RZES{LELEEST AWS KMS 35 2T AWS KMS keysZ RO H T
&<, MNHESK KMS F—THRSHUEIYTUTILZRETHHEE AWSKMS F—U > J%H
R—BMLTVWET, RaWAES F—D) 2V IB LV RawRSA F—D) >V J#FEAL THBOF—N T
TP ERBETEDEETEET,
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AWS Database Encryption SDK Z5XET D E ., BB RVBREITSD 71 —I)ILR, BET
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BREFINEEETEET, BELENET7 1 —)LROEMPHIREEDESIKT I a> EHE—
NOTF704TCEHTEEXT,

D9ZAT >V hAIOESIED =S ICBEFD DynamoDB T—7 )L &2 RET %

DynamoDB Encryption Client DL > —/N—2 a2k, F—EZFA D h TV EVHLWTF—T
WICERENDLSICERFTENhTVWERT, AWS Database Encryption SDK for DynamoDB % f§

A¥%&. BEFED Amazon DynamoDB 7—7 )L % DynamoDB fi® Java 754 7> NEIOEES
A7V DON—232 3xFEFAXICBITTEET,
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ZHREHR

95A4T > MIOBEILT 47> OEEIA AWS Database Encryption SDK ICEEEhEL
o cOFRAOY/N—HA RTE. 5lZ#Z DynamoDB Encryption Client [CB T 28R Z=RHL
7.

LTFORNEY 2Tk, AWS Database Encryption SDK O MTH & MHIC DV THBEAL £ T,

IFUTLOBRAORHR

XTFUTINOHBPK, BELEhAEZLI-—ROAY A —E L THEELET, AWS Database
Encryption SDK 2L T7 1 =)L REBEFILLTER TR L, TV REESHEITUT
LNeTE>7TINTBEEICITIUTIILOBRAZRZL., TV ZALI—RICEBMNTBIHLL
7 1 —JLR (aws_dbe_head) ICXTUTIOHBZRFLET, XTUTIOBRAR. BSLEh
EF—82F—&, LIO—RNFIEDISICBESHUBRCBEENENICETZ EHREZSE. R—27)
BEAOT—REETT, RORKICE., NTUTIIOHAZERITHDENRBHEIATVET, M
BFERENATVBIEICEMENETT,

& RE (N1 B)
Version 1

Signatures Enabled 1

Record ID 32

Encrypt Legend Z#
Encryption Context Length 2

227 GE
Encrypted Data Key Count 1

Encrypted Data Keys CIES

Record Commitment 1
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BEXYY RAEDTA—I)LROESZHITIZHLN EZRETDLDICEAETINET,

NA NME RIR
0x65 ENCRYPT_AND_SIGN
0x73 SIGN_ONLY
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ECDSA TR BZEEMCTDE, BEAELIVTHFANIBFEF—LEORT FEFENE
9 {"aws-crypto-footer-ecdsa-key": Qtxt}, Qtxtlk, SEC1/N\—23 2 20 I(CHE>
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Key Provider ID Length 2
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