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aws ec2 describe-regions --region us-east-2 --endpoint-url https://ec2.us-
east-2.api.aws

- IPv4

aws ec2 describe-regions --region us-east-2 --endpoint-url https://ec2.us-
east-2.amazonaws.com

AWS SDK for Java 2.x

ROBIE, ZFEAL Tus-east-2U—23>OIV RKRAVRNERBET DA EERLTVET
AWS SDK for Java 2.x.

s FATILNAZY D

Ec2Client client = Ec2Client.builder()
.region(Region.US_EAST_2)

.endpointOverride(URI.create("https://ec2.us-east-2.api.aws"))
.build();

- IPv4

Ec2Client client = Ec2Client.builder()
.region(Region.US_EAST_2)

.endpointOverride(URI.create("https://ec2.us-east-2.amazonaws.com"))
Lbuild();

AWS SDK for Java 1.x

RDBIE., AWS SDK for Java 1.x ZFHL Teu-west-1J)—3 > DIV RIRAVNEEBET
5HFEERLTVET,

s FATILAZY D

AmazonEC2 s3 = AmazonEC2ClientBuilder.standard()

.withEndpointConfiguration(new EndpointConfiguration(
"https://ec2.eu-west-1.api.aws",
"eu-west-1"))
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.build();

. IPv4

AmazonEC2 s3 = AmazonEC2ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://ec2.eu-west-1.amazonaws.com",
"eu-west-1"))
.build();

AWS SDK for Go
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AWS SDK for Go,

s TFATINAZY D

sess := session.Must(session.NewSession())
svc := ec2.New(sess, &aws.Config{
Region: aws.String(endpoints.UsEastlRegionID),

Endpoint: aws.String("https://ec2.us-east-1.api.aws")
)

. IPv4

sess := session.Must(session.NewSession())
svc := ec2.New(sess, &aws.Config{

Region: aws.String(endpoints.UsEastlRegionID),
Endpoint: aws.String("https://ec2.us-east-1.amazonaws.com")
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» AssociateAddress

CreateVpnConnection

* DisassociateAddress

ReplaceNetworkAclAssociation

Terminatelnstances
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CreateCapacityReservationFleet
CreateClientVpnEndpoint
CreateClientVpnRoute
CreateEgressOnlyinternetGateway
CreateFleet

CreateFlowLogs
CreateFpgalmage
CreatelnstanceConnectEndpoint
Createlpam

CreatelpamPool
CreatelpamResourceDiscovery
CreatelpamScope
CreateLaunchTemplate
CreateLaunchTemplateVersion
CreateManagedPrefixList
CreateNatGateway
CreateNetworkAcl
CreateNetworkInsightsAccessScope
CreateNetworklInsightsPath
CreateNetworkinterface
CreateReplaceRootVolumeTask
CreateReservedInstancesListing
CreateRouteTable
CreateTrafficMirrorFilter
CreateTrafficMirrorFilterRule
CreateTrafficMirrorSession
CreateTrafficMirrorTarget
CreateVerifiedAccessEndpoint

CreateVerifiedAccessGroup
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CreateVerifiedAccesslnstance
CreateVerifiedAccessTrustProvider
CreateVolume

CreateVpcEndpoint
CreateVpcEndpointConnectionNotification
CreateVpcEndpointServiceConfiguration
DeleteVerifiedAccessEndpoint
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DeleteVerifiedAccesslnstance
DeleteVerifiedAccessTrustProvider
DetachVerifiedAccessTrustProvider
Exportimage

Importimage

ImportSnapshot
ModifylnstanceCreditSpecification
ModifyLaunchTemplate
ModifyReservedInstances
ModifyVerifiedAccessEndpoint
ModifyVerifiedAccessEndpointPolicy
ModifyVerifiedAccessGroup
ModifyVerifiedAccessGroupPolicy
ModifyVerifiedAccesslnstance
ModifyVerifiedAccesslnstanceLoggingConfiguration
ModifyVerifiedAccessTrustProvider
ProvisionlpamPoolCidr
PurchaseHostReservation
RequestSpotFleet
RequestSpotinstances

Runinstances
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CancelDeclarativePoliciesReport 1 1
CopyImage 100 1
CreateClientVpnRoute 5 2
CreateCoipCidr 5 1
CreateCoipPool 5 1
CreateDefaultSubnet 1 1
CreateDefaultVpc 1 1
CreateLaunchTemplateVersion 100 5
CreateNatGateway 10 1
CreateNetworkInterface 100 5
CreateRestoreImageTask 50 0.1
CreateSnapshot 100 5
CreateSnapshots 100 5
CreateSpotDatafeedSubscription 50 3
CreateStorelImageTask 50 0.1
CreateSubnetCidrReservation 5 1
CreateTags 100 10
CreateVerifiedAccessEndpoint 20 4
CreateVerifiedAccessGroup 10 2
CreateVerifiedAccessInstance 10 2
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CreateVerifiedAccessTrustProvider 10 2
CreateVolume 100 5
CreateVpcEndpoint 4 0.3
CreateVpcEndpointServiceConfiguration 10 1
DeleteClientVpnRoute 5 2
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FIRDEIELEFDODIUIITAR

O APIAOY KUV THIROEIELFZIVIVIARNTERT AWS THIT Ko
LOAX>F—=23>

*c 1 DOOVITARNTHREFOFROERIFEZIVITIAMLET,

s NTYRNOBRRBEZEPIRIC. NTYMERL—FOEBENZEELET,

c VDOTARENEENTYRNIUTAIIL—RINTY NOBRBEZBAZEHEEE. NTYNOREKX
REZRKFICEPLET,

« BIELFABERINTODAPI 7OV EBELET, #lIRIE. APL 723> AhFdUTlRk
B, B2 API 7O I VICBERAESNET,

COBEANDTIVEAZVIOITARNTSICIE

—

AWS HR—h 2 B2—Z#REXRT,

[T—AZHEK] ZBIRLET,

[Account and billing] (7> RS RTVER) ZBIRLE T,

H—EAT, —REBREFEBFEEBIRLET,

A7 T, TUsing AWS & Servicess Z3&IRL £,

[Next step: Additional information] (XM A7 v 7 BINER) ZiBIRL £,

[Subject (###)] | Request an increase in my Amazon EC2 API throttling
limits E AALET,

8. MBI, ROTFV7L—bhzE2IdE—L, BEZBEREAHNLET,

N o o &~ 0N
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https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://console.aws.amazon.com/support/home#/
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Please increase the API throttling limits for my account.
Related page: https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-
throttling.html
Description: Brief notes about your use case. If available, include the IDs
of a few Amazon EC2 requests that were throttled.
Time window: One-hour window when peak throttling or usage occurred.
region_1 increases:
action: new_bucket_maximum_capacity
action: new_bucket_refill_rate
action: new_bucket_maximum_capacity|new_bucket_refill_rate
region_2 increases:
action: new_bucket_maximum_capacity
action: new_bucket_refill_rate
action: new_bucket_maximum_capacity|new_bucket_refill_rate

9. RODATY 7 SIT<HERFELEBAVEDLE] ZBRLET,
10. Contactus 27 T, FEDOREVEADLEEEZELRHVEDLEAZEEZBIRLE T,
11. [Submit] EBIRLET,

Amazon EC2 APl TOXR— B E|

BE, ZBORREZRIAEMEDD S describe 7O a2 aFHUPHETEE R, R—PHEIEFERAT

BEEHHOHLEIDescribelnstances, R—T B #FEH TS &, describe FFHLICK 2

TRENZDEEOHE, FUHLAIRDDICHADBDRENFIRENET, ZBOVY AN H 315

B R=DDEENTVHBVWETHELEAOY NUYTEh, ZB4ALATIORNTDA8EMEN HY)ET,
LEN2T, R=DPPEEhIEFVPEHLE—BLTHRINTE L, R—DPBIEhEZFTEHLOFN
R=IHDEENhTVEVFEVPHELEYE2EBWEL AT —HFENRTVET,

FHICOVWTE., "Amazon EC2API U7 7L > A, ® TPaginationy (R—%—>32) 25 RL
TLEZL,
RANTZO9T74 A

AlRE B Sk, describe FOHELTUY—AIDs DUARNEBELET, ChiFk, ZEHOIY—R
HERTEIREEVEETT, 1EIOFTHLT1,000 28425 IDs ZisELBVWTLSEETV, UT
HlERLUET,

private List<Reservation> describeMyInstances(List<String> ids){
if (ids == null || ids.isEmpty()) {
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Query-Requests.html#api-pagination
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return ImmutableList.of();

final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describeInstances(request).getReservations();

describe FOHL TU Y —RA IDs ZEETERVEFERF, R—DEZ2FHAITZHI L 2B BHY
LET, LTICHIZERLET,

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribelnstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters)
.withMaxResults(1000);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribelInstancesResult response = ec2.describelnstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken !'= null);

return reservations;
R=IDEIEhEHRCHELEZBRTIZIBENf BBZEEE. DVR—TITIOARZYI)IINY OF
TEERALET,
— i Y 75 R

BT, R=ZH5FETNTVWEVFHTHL ZE2TIT5I—ROFITY,

Example BZEDOF]: VY —A IDs DZEDOJARNEET

RDA—RTE, DsDUARNEFERALET, L, VAR ZDFE, BRER—TZHEEINT
WEVWHTHELICBEYET,

private List<Reservation> describeMyInstances(List<String> ids){
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final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describelInstances(request).getReservations();

COEEZIEIETSICIE, describe FUH L ZITSHIC) AN ZETHEVWZ EZERLTILKES
(AT

private List<Reservation> describeMyInstances(List<String> ids){
if (ids == null || ids.isEmpty()) {
return ImmutablelList.of();
// OR
return Lists.newArraylList();
// OR

return new ArraylList<>();

final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describeInstances(request).getReservations();

Example BB DQfl: FREE N TLV& L MaxResults

KXOOA—RF Z#2FTv O LTERALEIT M nextToken, @FEREL £ AMaxResults,

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;
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}

COREEZEEBETAICIE. withMaxResults XNDESIC ZEBMLET,

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters)
.withMaxResults(1000);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;
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ZEHAL T Amazon EC2 WY —X%&/ERKT % AWS CLI

OXR > RS 422 1)L® AWS Command Line Interface ( AWS CLI) ZfEf L T, Amazon EC2 1)
V—AZERBLVCERTEET, AWSCLI & AWS OH—E R, Amazon EC2 %2 £ ® APIs N D
BEETIEAZRHELET,

Amazon EC2 ANV ROBXEHIZODWTIE, AWSCLI " OXRUTZF7ZLVAL O Tec2, &
SHBLTLKEEV, chsnfllk, github ® aws-cli/awscli/examples/ec?2 TEMRRBTEE T,

D FF# AWS CLI
DFMISOV T AWS CLL RO Y—REBEL T EE W,

* AWS Command Line Interface
« AWS Command Line Interface /N\—> 3> 2 01— —HA R
« AWS Command Line Interface /N\—> 3> 1 01— —HA R

DO FH AWS CLI 39


https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://github.com/aws/aws-cli/tree/develop/awscli/examples/ec2
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/
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ZERAL T Amazon EC2 )Y —A&ER TS AWS
CloudFormation

Amazon EC2 l& BT NTVWE T, Zhik AWS CloudFormation, AWS UY—R&EA VT T A
RSOFYDEREEEBICERPITRBEZER/TEDLDIC, VY—RADEFILEEY NTYTIZK
MOH—ERATT, BEBAWS VY —RA (A VAZVARY T XY N &) 28R T2T707L—
NEERL., ThsnUY—A% AWS CloudFormation 7O 3aZ>J L TERELE T,

Z{EH 9% E& AWS CloudFormation, 7 7'L— K ZBHAL T AmazonEC2 VYV —A%Z—8BL T
BYEBRLEY NTY T TEEXT, UY—R%Z 1 EEARL, BLVY—RAEZEHO AWS THT N
Br¥U—arcTMELEIOES>a=Z>JL%Fd,

Amazon EC2 & AWS CloudFormation 7L —h~

Amazon EC2 $ LV HEHY —EADO VY —-RZ27OEZ IV ITHLVRETDICE. AWS
CloudFormation 7> 7' L — N 2 BRI 2 HENHVET, 77 L—KE. JSON X YAML T
73—V RNENETFANT7AILTT, chsnFT>7L—KiE, AWS CloudFormation A
RYoIC7OED3aZ> 0935 )Y—A&EEARLET, JSON £k YAML ICEAhTVWEWEES
&, Y4+ — &£HL T AWS CloudFormation AWS CloudFormation 7> 7°'L — N O % B A
TEET, FHICOVWTIE., AWS CloudFormation 1—%¥—2H 4 RMAWS CloudFormation " 74
A1F—&@F ZBBBLTEEL,

Amazon EC2 ®1) Y —XA
dAvBE1—F5714200)Y—X

 AWS:.EC2:.CapacityReservation

« AWS::EC2::CapacityReservationFleet
« AWS:EC2::EC2Fleet

« AWS::EC2::EC2Fleet

« AWS::EC2::Host

« AWS::EC2::Instance

« AWS::EC2::InstanceConnectEndpoint
« AWS::EC2::LaunchTemplate
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-capacityreservation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-capacityreservationfleet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ec2fleet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-host.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-instance.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-instanceconnectendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
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+ AWS::EC2::PlacementGroup
« AWS:.EC2::SpotFleet

FYRND—=F2TVY—=R

« AWS:.EC2:.CarrierGateway

+ AWS::EC2::ClientVpnAuthorizationRule

+ AWS::EC2::ClientVpnEndpoint

+ AWS::EC2::ClientVpnRoute

* AWS::EC2::ClientVpnTargetNetworkAssociation
+ AWS::EC2::.CustomerGateway

+ AWS::EC2::DHCPOptions

« AWS::EC2::EgressOnlylnternetGateway

+ AWS::EC2::EIP

+ AWS:EC2::EIPAssociation

* AWS::EC2::FlowLog

« AWS::EC2::GatewayRouteTableAssociation
+ AWS::EC2::InternetGateway

« AWS:EC2::IPAM

+ AWS:EC2::IPAMAllocation

+ AWS:EC2::IPAMPool

+ AWS::EC2::IPAMPoolCidr

+ AWS::EC2::IPAMResourceDiscovery

« AWS::EC2::IPAMResourceDiscoveryAssociation
« AWS::EC2::IPAMScope

« AWS::EC2::LocalGatewayRoute

« AWS::EC2::LocalGatewayRouteTable

+ AWS::EC2::LocalGatewayRouteTableVirtuallnterfaceGroupAssociation
+ AWS::EC2::LocalGatewayRouteTableVPCAssociation

+ AWS::EC2::NatGateway

« AWS:EC2::Networkinterface
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-placementgroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-spotfleet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-carriergateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnauthorizationrule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpntargetnetworkassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-customergateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-dhcpoptions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-egressonlyinternetgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-eip.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-eipassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-flowlog.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-gatewayroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-internetgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipam.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamallocation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipampool.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipampoolcidr.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamresourcediscovery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamresourcediscoveryassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamscope.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetablevirtualinterfacegroupassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetablevpcassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-natgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinterface.html
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+ AWS::EC2::NetworklInsightsAccessScope

+ AWS::EC2::NetworklInsightsAccessScopeAnalysis
* AWS::EC2::NetworkInsightsAnalysis

* AWS::EC2::NetworklnsightsPath

+ AWS::EC2::NetworkInterfaceAttachment

+ AWS::EC2::NetworkInterfacePermission

+ AWS::EC2::NetworkPerformanceMetricSubscription
* AWS::EC2::PrefixList

* AWS:EC2::Route

+ AWS::EC2::RouteTable

* AWS:EC2::Subnet

+ AWS::EC2::SubnetCidrBlock

+ AWS::EC2::SubnetNetworkAclAssociation

+ AWS::EC2::SubnetRouteTableAssociation
* AWS:EC2::TrafficMirrorFilter

* AWS:EC2::TrafficMirrorFilterRule

* AWS:EC2::TrafficMirrorSession

« AWS::EC2::TrafficMirrorTarget

« AWS:EC2:: TransitGateway

« AWS::EC2:: TransitGatewayAttachment

« AWS:.EC2::TransitGatewayConnect
 AWS::EC2::TransitGatewayMulticastDomain

+ AWS::EC2:: TransitGatewayMulticastDomainAssociation
 AWS::EC2::TransitGatewayMulticastGroupMember

* AWS::EC2::TransitGatewayMulticastGroupSource

« AWS:.EC2::TransitGatewayPeeringAttachment

« AWS:.EC2::TransitGatewayRoute

« AWS:.EC2::.TransitGatewayRouteTable

« AWS::EC2::TransitGatewayRouteTableAssociation

« AWS:.EC2::TransitGatewayRouteTablePropagation
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightsaccessscope.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightsaccessscopeanalysis.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightsanalysis.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightspath.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinterfaceattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinterfacepermission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkperformancemetricsubscription.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-prefixlist.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-route.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-routetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnetcidrblock.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnetnetworkaclassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnetroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrorfilter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrorfilterrule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrorsession.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrortarget.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayconnect.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastdomain.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastdomainassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastgroupmember.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastgroupsource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaypeeringattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroutetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroutetablepropagation.html

Amazon Elastic Compute Cloud

FROYN=HA4 K

+ AWS::EC2:: TransitGatewayVpcAttachment

« AWS:EC2:VPC

« AWS::

EC2:

:'VPCCidrBlock

« AWS::

EC2:

:'VPCDHCPOptionsAssociation

« AWS::

EC2:

:VPCEndpoint

« AWS::

EC2:

:VPCEndpointConnectionNotification

« AWS::

EC2:

:VPCEndpointService

« AWS::

EC2:

:VPCEndpointServicePermissions

« AWS::

EC2:

:VPCGatewayAttachment

« AWS::

EC2:

:VPCPeeringConnection

« AWS::

EC2:

:VPNConnection

« AWS::

EC2:

:VPNConnectionRoute

« AWS::

EC2:

:VPNGateway

« AWS::

EC2:

:VPNGatewayRoutePropagation

t¥F1UT

« AWS::

EC2:

1UY—2

KeyPair

« AWS::

EC2::

NetworkAcl

« AWS::

EC2:

:NetworkAclEntry

« AWS::

EC2:

SecurityGroup

« AWS::

EC2:

SecurityGroupEgress

« AWS::

EC2:

SecurityGrouplngress

« AWS::

EC2:

:VerifiedAccessEndpoint

« AWS::

EC2:

:VerifiedAccessGroup

« AWS::

EC2:

:‘VerifiedAccesslnstance

« AWS::

EC2:

:‘VerifiedAccessTrustProvider

ARL—=—2DY—=RA

+ AWS::EC2::SnapshotBlockPublicAccess

« AWS::EC2::Volume
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayvpcattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpc.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpccidrblock.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcdhcpoptionsassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointconnectionnotification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservice.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservicepermissions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcgatewayattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcpeeringconnection.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpnconnection.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpnconnectionroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpngateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpngatewayroutepropagation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-keypair.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkacl.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkaclentry.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-securitygroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-securitygroupegress.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-securitygroupingress.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-verifiedaccessendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-verifiedaccessgroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-verifiedaccessinstance.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-verifiedaccesstrustprovider.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-snapshotblockpublicaccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-volume.html
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« AWS::EC2::VolumeAttachment

D40 AWS CloudFormation

4 DWW TIE AWS CloudFormation, XD Y —A&ZSHBLTLSEE L,

* AWS CloudFormation
« AWS CloudFormation 1—H¥'—7# 4 R
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-volumeattachment.html
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AWS SDK Z##H L T Amazon EC2 VY — A& EKT 3

AWS &, Z<O—MWA7 055> 5BAD Software Development Kit (SDK) Z1=#L TVE
T, SDK &, AT EZRMHIDICETHREER)IENIZLET,

c T7VT—23VIBHIRACCENTERBEBRAOIAVR—FKINETATZY
s AVNAZRFNYH—BEOTEEREOY —I

« F—EAVIJIANDESILER

- BRATOUIIAK

« IZ—LARYADNE

Amazon EC2 API @ 1— R4l

FRMEITZO-REE. APIZEALTHEENDRAVZETIDHFEAWS ZRLTVE

9. Amazon EC2 APl ®HIIZ DWW Tk, Amazon EC2 W 1— R, Z2ZBL T EEV, TOMHD
BIZ DV T, github ® AWS SDKs @ 1— RflZ#ZET S 4 £izld Taws-doc-sdk-exampless &5
BLTL<EEV, aws-doc-sdk-examples

AWS SDKs M E¥#H
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Amazon EC2 ML X)L API

Amazon EC2 KL ARJL APl [&, Amazon EC2 @7’ ORJILLARILDA > RZR—T I A AT, &KL
R APl ZEATRHEERE. IXTOHTTPS UJIARZELLKT7#—NY KL, IXTOUITI
ANZBMBTFORIINEBRZEMTAIXENf HVET, FMHICOVTEE, AmazonEC2API V77
L>A1 ® "Amazon EC2APIND) O TARNDRET, 283RBLTLKEEV, AmazonEC2 Fi
B, I—H—ICRD> TV IIANEZBRELTERE TS AWSSDK ZFATHEETEXRT, &
MICOWTEE. TAWSSDK A ZZRLTKEE W,

Amazon EC2 APl I, O —EAOT7 023> eF—RBTEBEENET, EFG—EEADODT Y
2aVERRTDICE. AmazonEC2API V7 7LV ADUTOR—=ESBLTLSEEL,

« AWS Client VPN actions
« Amazon EBS 70> 3>

« Amazon EC2 790> 3>

+ AWS Network Manager actions
« AWS Nitro Enclaves 7 223~

* AWS Outposts actions

* AWS PrivateLink actions

s CHFEOTVAY

+ AWS Site-to-Site VPN actions

+ AWS Transit Gateway actions

* AWS Verified Access actions

* VM Import/Export 7 23>
 Amazon VPC 790> 3>

« Amazon VPC IPAM 70> 3>

+ AWS Wavelength actions

46


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/making-api-requests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/making-api-requests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-cvpn.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-networkmanager.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-enclave.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-outposts.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-rbin.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-s2s.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-tgw.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-verified-access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-vmie.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-ipam.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-wavelength.html

Amazon Elastic Compute Cloud FROYIN—HA K

Console-to-Code ZFEHA L TEC2 OV —=IT70>3a>on
OA—RZERKTS

aAV=ICE, VDY—RAOERETORNRATOTARNETSEOOHA RFEONAFAZEE
TVET, BUVY—RAZKBABRICEKL ZVWEESE., BB — RFSLETT, Console-to-Code
(& Amazon Q Developer D#EETH V), FA—RrX—23 01— ROFERAZHABIT A LHICKRISEE
9, Console-to-Code l&, F7 # )L NREXPEBRMDOHD/NFX—2E, AV-IINTO>3a vz
EREULET, RIZ, ERAIZFEALT, BELETO>3aVICUT, #EBE NB Infrastructure as
Code (1aC) EX O I—RZRRLET, AV—IT—070—REBEEThENTA—ZEOHA
NEMTHZEZMREIZT D, Console-to-Code ZFRH L TERENAETI—RICK, BRED
HBINTX—RENFHBYVET, COTD—RZHRI{LELTHEAL, FEDI—AT—AOEEFREIC
RETDERDICHAZNAATEET,

5l Z &, Console-to-Code Tlk. AmazonEC2 41 AR AN =528 L. JSON AWS
CloudFormation KX TCIO—RZERTH L ZBIRTEE T, TOE, TOI—REZIE—L T,
AWS CloudFormation 7> 7L — N TOFERABITICHAZIAAXTEET,

BT, Console-to-Code kXD EFE & X T Infrastructure as Code (1aC) ZEK TEE T,

+ CDK Java

« CDK Python

» CDK TypeScript

+ CloudFormation JSON
+ CloudFormation YAML

Console-to-Code DFERFZENFME FIEIC DV T, "Amazon Q Developer 1—%—HA4 R, @
" Amazon Q Developer Console-to-Code &% AWS H—E 2N BBt ZSBL TS &L,
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SDK Z A L /= Amazon EC2 @ 1— Rl AWS SDKs

RO 1— RFIE, AWS Software Development Kit (SDK) T Amazon EC2 232 HE&ZRL T
WET,

EXEF, BEEBARL -3V Y —EARNTEITIZHEZRTII—RHITT,

To2avRLNRERTOATZLNSOO—ROERTHY), AVTFANATRITIIHENH
WET. 702323 EYOY—EAREZFCHIFEZRLTVRTY, ATFANRADOT Y
>avik, BETEZSFTUATHIETERY,

'FUF A DOY—EARNA S, KL MEO AWS O —ERAEHIEDE TEROBEHZ
HOHL, BENRAVZRTIZDHEZRII-RHTY,

AWS SDK AR EHA RED—RHIOTEBDANCOVWTRE., T, 288U TL<EELVAWS SDK
Z#@FEHAL T Amazon EC2 UY — A& ER T2, CcOREY IIZIE., FABBAEICETERE.
BEIO SDK/NN—2 3V OEFEMEEENTVET,

L PP

Hello Amazon EC2
LTFOO—RHlE. Amazon EC2 OFIABEBAEEZRRLTVWET,
NET

SDK for .NET (v4)

(@ Note

GitHub (ZIE, ZTDEDVY —REHYWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEZRRBLTSEEZL,

namespace EC2Actions;

public class HelloEc2

{
/// <summary>
/// HelloEc2 lists the existing security groups for the default users.
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/// </summary>
/// <param name="args">Command line arguments</param>
/// <returns>Async task.</returns>
static async Task Main(string[] args)
{
// Set up dependency injection for Amazon Elastic Compute Cloud (Amazon
EC2).
using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddTransient<EC2Wrapper>()
)
.Build();

// Now the client is available for injection.
var ec2Client = host.Services.GetRequiredService<IAmazonEC2>();

try

{
// Retrieve information for up to 10 Amazon EC2 security groups.
var request = new DescribeSecurityGroupsRequest { MaxResults = 10 };
var securityGroups = new List<SecurityGroup>();

var paginatorForSecurityGroups =
ec2Client.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)
{

securityGroups.Add(securityGroup);

// Now print the security groups returned by the call to

// DescribeSecurityGroupsAsync.

Console.WriteLine("Welcome to the EC2 Hello Service example. " +
"\nLet's 1list your Security Groups:");

securityGroups.ForEach(group =>

{

Console.WritelLine(
$"Security group: {group.GroupName} ID: {group.GroupId}");
18
}

catch (AmazonEC2Exception ex)
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{

Console.WriteLine($"An Amazon EC2 service error occurred while
listing security groups. {ex.Messagel}");

}

catch (Exception ex)

{

Console.WriteLine($"An error occurred while listing security groups.
{ex.Messagel}");

}

« APl OFEMIC DWW T, TAWS SDKfor NETAPIUZ77L>A1 @
MDescribeSecurityGroupsy ZZB L T &,

C++
SDK for C++
@ Note

GitHub IZl&, ZTDMOIY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITORFEZEILTSLEZ L,

CMakelLists.txt CMake 7 7 4 )L O 11— K,

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)

# Set the AWS service components used by this project.
set(SERVICE_COMPONENTS ec2)

# Set this project's name.
project("hello_ec2")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.

50


https://docs.aws.amazon.com/goto/DotNetSDKV4/ec2-2016-11-15/DescribeSecurityGroups
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp/example_code/ec2/hello_ec2#code-examples

Amazon Elastic Compute Cloud FROYIN—HA K

set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed
libraries for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory
for running and debugging.

# set(BIN_SUB_DIR "/Debug") # If you are building from the command line, you
may need to uncomment this
# and set the proper subdirectory to the
executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS "
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
endif ()

add_executable(${PROJECT_NAME}
hello_ec2.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK LIBRARIES})

hello_ec2.cpp V—A7 74 )L OO— R,

#include <aws/core/Aws.h>

#include <aws/ec2/EC2Client.h>

#include <aws/ec2/model/DescribelnstancesRequest.h>
#include <iomanip>

#include <iostream>

/*
* A "Hello EC2" starter application which initializes an Amazon Elastic Compute
Cloud (Amazon EC2) client and describes
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* the Amazon EC2 instances.
* main function
* Usage: 'hello_ec2'
*/
int main(int argc, char **argv) {
(void)argc;

(void)argv;

Aws: :SDKOptions options;

// Optionally change the log level for debugging.
// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;
Aws::InitAPI(options); // Should only be called once.

int result = 0;

{

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws::EC2::EC2Client ec2Client(clientConfig);
Aws::EC2::Model: :DescribeInstancesRequest request;

bool header = false;
bool done = false;
while (!done) {

Aws::EC2::Model: :DescribeInstancesOutcome outcome =
ec2Client.DescribelInstances(request);
if (outcome.IsSuccess()) {

if (!header) {

std::cout << std::left <<

std:
std:
std:
std:
std:
std:
header = true;

const std::vector<Aws::EC2::
outcome.GetResult().

:setw(48)
:setw(20)
:setw(25)
:setw(15)
:setw(15)
:setw(15)

<< "Name" <<

<< "ID" <<

<< "Ami" <<

<< "Type" <<

<< "State" <<

<< "Monitoring" << std::endl;

Model: :Reservation> &reservations =
GetReservations();
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for (const auto &reservation: reservations) {
const std::vector<Aws::EC2::Model::Instance> &instances =
reservation.GetInstances();
for (const auto &instance: instances) {
Aws::String instanceStateString =

Aws::EC2::Model: :InstanceStateNameMapper: :GetNameForInstanceStateName(
instance.GetState().GetName());

Aws::String typeString =

Aws::EC2::Model::InstanceTypeMapper: :GetNameForInstanceType(
instance.GetInstanceType());

Aws::String monitorString =

Aws: :EC2::Model: :MonitoringStateMapper: :GetNameForMonitoringState(
instance.GetMonitoring().GetState());
Aws::String name = "Unknown";

const std::vector<Aws::EC2::Model::Tag> &tags =
instance.GetTags();
auto namelter = std::find_if(tags.cbegin(), tags.cend(),
[1(const
Aws::EC2::Model::Tag &tag) {
return tag.GetKey() ==
"Name" ;
18
if (namelter != tags.cend()) {
name = namelter->GetValue();
}
std::cout <<
std: :setw(48) << name <<
std::setw(20) << instance.GetInstanceld() <<
std::setw(25) << instance.GetImageld() <<
std::setw(15) << typeString <<
std::setw(1l5) << instanceStateString <<
std::setw(15) << monitorString << std::endl;

if (loutcome.GetResult().GetNextToken().empty()) {
request.SetNextToken(outcome.GetResult().GetNextToken());
} else {
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done = true;
}
} else {
std::cerr << "Failed to describe EC2 instances:" <<
outcome.GetError().GetMessage() << std::endl;
result = 1;
break;
}
}
}
Aws: :ShutdownAPI(options); // Should only be called once.
return result;

« AAPI OFEHIC DWW T, TAWSSDKforC++APIU77L>AL @
MDescribeSecurityGroupsy 2B L T EE L\,

Java

SDK for Java 2.x

(@ Note

GitHub ICl&. ZOMDUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELEERTOFEEZRRAL TSEEZL,

operat
*

*

*

*/

Asynchronously describes the security groups for the specified group ID.

@param groupName the name of the security group to describe
@return a {@link CompletableFuture} that represents the asynchronous
ion

of describing the security groups. The future will complete with a

{@link DescribeSecurityGroupsResponse} object that contains the
security group information.
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public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.buildexr()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupld == null) {
throw new RuntimeException("No security group found with the
name: " + groupName);
}
return groupld;
}) .exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

« APl OFEMIC DWW T, TAWS SDKforJava2xAPI U7 7L AL @
MDescribeSecurityGroupsy ZZB L T &V,

55


https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DescribeSecurityGroups

Amazon Elastic Compute Cloud FROY/IN—HA R

JavaScript

SDK for JavaScript (v3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

import { DescribeSecurityGroupsCommand, EC2Client } from "@aws-sdk/client-ec2";

// Call DescribeSecurityGroups and display the result.
export const main = async () => {
const client = new EC2Client();
try {
const { SecurityGroups } = await client.send(
new DescribeSecurityGroupsCommand({}),

);

const securityGrouplList = SecurityGroups.slice(@, 9)
.map((sg) => " « ${sg.GroupId}: ${sg.GroupName}")
.join("\n");

console.log(
"Hello, Amazon EC2! Let's list up to 1@ of your security groups:",

);
console.log(securityGrouplList);

} catch (err) {
console.error(err);

}

I

// Call function if run directly.

import { fileURLToPath } from "node:url";

if (process.argv[1l] === fileURLToPath(import.meta.url)) {
main();
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« API OFFMIC DOV Tk, TAWS SDK for JavaScript API U7 7L A1 @
MDescribeSecurityGroupsy ZZBL T &L\,

Kotlin

SDK for Kotlin

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEZRRBL TSEEZL,

suspend fun describeEC2SecurityGroups(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupIld)
}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeSecurityGroups(request)
response.securityGroups?.forEach { group ->
println("Found Security Group with id ${group.groupId}, vpc id
${group.vpcId} and description ${group.description}")
}
}

« APl OFFMIC DWW T, TAWS SDK forKotin API U 7 7L A, @
MDescribeSecurityGroupsy 2B L T EE L,
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Python

SDK for Python (Boto3)

(® Note

GitHub ICl&. ZODUY—REHY)ETF, AWS O—RBIVART KDY T2<EFUH
ZROTT, RELERTOHFEZRRAL TSEZL,

def hello_ec2(ec2_client):

Use the AWS SDK for Python (Boto3) to list the security groups in your
account.

This example uses the default settings specified in your shared credentials
and config files.

:param ec2_client: A Boto3 EC2 client. This client provides low-level
access to AWS EC2 services.

print("Hello, Amazon EC2! Let's list up to 10 of your security groups:")
try:

paginator = ec2_client.get_paginator("describe_security_groups")

response_iterator = paginator.paginate(PaginationConfig={'MaxItems': 10})

# List only 10 security groups.
logging.basicConfig(level=1ogging.INFO) # Enable logging.
for page in response_iterator:
for sg in page["SecurityGroups"]:
logger.info(f"\t{sg['GroupId']}: {sg['GroupName']}")

except ClientError as err:

logger.error("Failed to list security groups.")

if err.response["Error"]["Code"] == "AccessDeniedException":
logger.error("You do not have permission to list security groups.")
raise
if __name__ == "_main__":

hello_ec2(boto3.client("ec2"))

- API OEHEIZOWTIE. TAWS SDK for Python (Boto3) API J 77 LY R4 O
MDescribeSecurityGroupsy ZZBL T &V,
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Ruby

SDK for Ruby

® Note
GitHub IZ&, ZOHDOVY—REHET, AWS O—REIVARZ K TELEALUH
ZREOUT, REEERTOFEEBEL T LEE L,

require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#
# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances
paginator = @client.describe_instances
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instances = []

paginator.each_page do |page|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance|
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_type}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info("\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end

« APl OFFMICDOWVWTIE, TAWS SDK for Ruby API U7 7L>A, @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,
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Rust

SDK for Rust

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH

ZROTT, RELEERTOFEEZRRBL TSEZL,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids:

Vec<String>) {
let response
.describ
.set_gro

.send()

.await;

match respon
Ok (outpu
for

}

Err(err)
let
let
let
let
epri

= client
e_security_groups()
up_ids(Some(group_ids))

se {

t) => {

group in output.security_groups() {

println!(
"Found Security Group {3} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

=> {

err = err.into_service_error();

meta = err.meta();

message = meta.message().unwrap_or("unknown");
code = meta.code().unwrap_or("unknown");
ntln!("Error listing EC2 Security Groups: ({code})

{message}");
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« APl OFFMAIC DWW TIX., AWS SDK forRustAPI U7 7L 2AD
MDescribeSecurityGroupsy ZZBL T &L\,

Swift

SDK for Swift

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKI K T2 EUH
ZROIT, REERITOFEZHEILTSLEZ WL,

Package.swift 774 ).

// swift-tools-version: 5.9

//

// The swift-tools-version declares the minimum version of Swift required to
// build this package.

import PackageDescription

let package = Package(
name: "hello-ec2",
// Let Xcode know the minimum Apple platforms supported.
platforms: [
.mac0S(.v13),
.10S(.v15)
1,
dependencies: [
// Dependencies declare other packages that this package depends on.
.package(
url: "https://github.com/awslabs/aws-sdk-swift",
from: "1.0.0"),
.package(
url: "https://github.com/apple/swift-argument-parser.git",
branch: "main"

1,
targets: [
// Targets are the basic building blocks of a package, defining a module
or a test suite.
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// Targets can depend on other targets in this package and products
// from dependencies.
.executableTarget(
name: "hello-ec2",
dependencies: [
.product(name: "AWSEC2", package: "aws-sdk-swift"),
.product(name: "ArgumentParser", package: "swift-argument-
parser")

]I

path: "Sources")

entry.swift 774 ),

// An example that shows how to use the AWS SDK for Swift to perform a simple
// operation using Amazon Elastic Compute Cloud (EC2).
//

import ArgumentParser
import Foundation

import AWSEC2

struct ExampleCommand: ParsableCommand {
@Option(help: "The AWS Region to run AWS API calls in.")
var awsRegion = "us-east-1"

@Option(
help: ArgumentHelp("The level of logging for the Swift SDK to perform."),
completion: .list([
"critical",
"debug",
"error",
"info",
"notice",
"trace",
"warning"
D
)

var logLevel: String = "error"
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static var configuration = CommandConfiguration(
commandName: "hello-ec2",
abstract: """
Demonstrates a simple operation using Amazon EC2.
discussion: """

An example showing how to make a call to Amazon EC2 using the AWS SDK for
Swift.

/// Return an array of strings giving the names of every security group
/// the user is a member of.
///
/// - Parameter ec2Client: The ‘EC2Client’ to use when calling
/// “describeSecurityGroupsPaginated() .
///
/// - Returns: An array of strings giving the names of every security
/// group the user is a member of.
func getSecurityGroupNames(ec2Client: EC2Client) async -> [String] {
let pages = ec2Client.describeSecurityGroupsPaginated(
input: DescribeSecurityGroupsInput()

var groupNames: [String] = []

do {
for try await page in pages {
guard let groups = page.securityGroups else {
print("*** Error: No groups returned.")
continue

for group in groups {
groupNames.append(group.groupName ?? "<unknown>")

}
} catch {

print("*** Error: \(error.localizedDescription)")

return groupNames
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/// Called by " "main() " to run the bulk of the example.
func runAsync() async throws {
let ec2Config = try await EC2Client.EC2ClientConfiguration(region:
awsRegion)
let ec2Client = EC2Client(config: ec2Config)

let groupNames = await getSecurityGroupNames(ec2Client: ec2Client)
print("Found \(groupNames.count) security group(s):")

for group in groupNames {
print(" \(group)")

/// The program's asynchronous entry point.
@main
struct Main {
static func main() async {
let args = Array(CommandLine.arguments.dropFirst())

do {
let command = try ExampleCommand.parse(args)
try await command.runAsync()

} catch {
ExampleCommand.exit(withError: error)

« APl OFEMHIC DOWTIX., AWS SDK for Swift API ) 77 L2 AD
MDescribeSecurityGroupsy 2B L T EE L,

O— R4l

- SDK Z M L = Amazon EC2 O E &M % 65l AWS SDKs
* Hello Amazon EC2
« AWS SDK Z R L 7= Amazon EC2 DERIZDOVTEHBHLE T,
- SDK ZfH L = Amazon EC2 ®F7 9 3> AWS SDKs
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CLI T AcceptVpcPeeringConnection Z {3 %
AWS SDK E fzl& CLI AllocateAddressT ZH T %
CLI T AllocateHosts Z 9 %

CLI T AssignPrivatelpAddresses % fEf 9 %

AWS SDK FE fzl& CLI AssociateAddress T Z AT %
CLI T AssociateDhcpOptions % fEf 9 %

CLI T AssociateRouteTable Z 3 %

CLI T AttachinternetGateway Z#fH 9 %

CLI T AttachNetworkinterface Zf£fH 9 %

CLI T AttachVolume 29 %

CLI T AttachVpnGateway Z 9 %

CLI T AuthorizeSecurityGroupEgress %Z 9 %

AWS SDK F =& CLI AuthorizeSecurityGrouplngressT Z#H 3 %

CLI T CancelCapacityReservation Z A9 %

CLI T CancellmportTask Z#EH ¥ 3

CLI T CancelSpotFleetRequests ZFEH ¥ 2

CLI T CancelSpotinstanceRequests Z £ 3 %
CLI T ConfirmProductinstance Zf£fH 9 %

CLI T Copylmage Z#H T %

CLI T CopySnapshot Z A9 %

CLI T CreateCapacityReservation Z £ 9 %

CLI T CreateCustomerGateway Z 9 3

CLI T CreateDhcpOptions Z fE 9 %

CLI T CreateFlowLogs Z R ¥ %

CLI T Createlmage Z 9 %

CLI T CreatelnstanceExportTask Z{ A9 %

CLI T CreatelnternetGateway Z £ 9 %

AWS SDK & /=& CLI CreateKeyPair ¢ Z R 9 %
AWS SDK £ =& CI | Createl aunchTemplateT Z{FHd 2%

CLI T CreateNetworkAcl Z{EH 3 %
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CLI T CreateNetworkAclEntry Z{# B9 %

CLI T CreateNetworkInterface Z 9 %

CLI T CreatePlacementGroup Zf£fH 9 %

CLI T CreateRoute 29 %

AWS SDK FE fzl& CLI CreateRouteTableT ZFH T %
AWS SDK & /= l& CLI CreateSecurityGroupT Z R 9 %
CLI T CreateSnapshot ZfEf 9 %

CLI T CreateSpotDatafeedSubscription Z £ H 9 %
AWS SDK & fzl& CLI CreateSubnetT ZFH T %
AWS SDK & /=& CLI CreateTagsT Z RT3

CLI T CreateVolume 292

AWS SDK & /zl& CLI CreateVpcT ZFEH T 5

AWS SDK & = l& CLI CreateVpcEndpointT Z R 9 %
CLI T CreateVpnConnection Z £ 3 %

CLI T CreateVpnConnectionRoute Z 9 %

CLI T CreateVpnGateway ZFH 9 %

CLI T DeleteCustomerGateway Z {9 3

CLI T DeleteDhcpOptions Z 9 %

CLI T DeleteFlowLogs Z {9 %

CLI T DeletelnternetGateway Z 9 %

AWS SDK & /=& CLI DeleteKeyPair© Z A9 %
AWS SDK & /= l& CLI DeleteLaunchTemplate T Z £ 9 %

CLI T DeleteNetworkAcl ZfEfH ¥ %

CLI T DeleteNetworkAclEntry Z{EH 9 %

CLI T DeleteNetworkInterface Z 3 %

CLI T DeletePlacementGroup Z#H ¥ %

CLI T DeleteRoute 2%

CLI T DeleteRouteTable ZfFH T %

AWS SDK £ /=& CI I DeleteSecurityGroupT Z#fHd %

AWS SDK & /=& CLI DeleteSnapshotT Z R 9 %
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CLI T DeleteSpotDatafeedSubscription Z 89 %

CLI T DeleteSubnet Zf£H 9 %

CLI T DeleteTags RT3

CLI T DeleteVolume 9%

AWS SDK & /zl& CLI DeleteVpcT Z R T 5

AWS SDK % 7z l& CLI DeleteVpcEndpoints T Z R 9 %
CLI T DeleteVpnConnection Z {9 %

CLI T DeleteVpnConnectionRoute Z £ 3 %

CLI T DeleteVpnGateway Z B9 %

CLI T Deregisterlmage Z#H 9 %

CLI T DescribeAccountAttributes Z 5 9 %

AWS SDK & fzl& CLI DescribeAddressesT ZFH T %
AWS SDK F =& CLI DescribeAvailabilityZones T Z{EH 9 %
CLI T DescribeBundleTasks Z £ 9 %

CLI T DescribeCapacityReservations Z {3 %

CLI T DescribeCustomerGateways Z £ 9 %

CLI T DescribeDhcpOptions Z 9 %

CLI T DescribeFlowLogs Z 89 %

CLI T DescribeHostReservationOfferings Zf#H 9 %

CLI T DescribeHosts & H 9 %

AWS SDK F fzl& CLI DescribelamlnstanceProfileAssociations T Z A9 %

CLI T DescribeldFormat Z £/ 9 %

CLI T DescribeldentityldFormat Z £ 9 %

CLI T DescribelmageAttribute ZEH 9

AWS SDK & /=& CLI DescribelmagesT Z R 3 %
CLI T DescribelmportimageTasks Zf£EH 9 %

CLI T DescribelmportSnapshotTasks Z £ 9 %

CLI T DescribelnstanceAttribute Z A3 %

AWS SDK FE =& CLI DescribelnstanceTypesT ZFEH 9 %
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AWS SDK F fzl& CLI DescribelnstancesT Z R 9 %
CLI T DescribelnternetGateways Z £ 3 %

AWS SDK & /=& CLI DescribeKeyPairsT ZfEH 3 %
CLI T DescribeNetworkAcls Z 9 %

CLI T DescribeNetworkinterfaceAttribute Z{FH 3 %

CLI T DescribeNetworkInterfaces Z £ 9 %

CLI T DescribePlacementGroups ZfEA 9 %

CLI T DescribePrefixLists Z A 9 %

AWS SDK & 7z l& CLI DescribeRegionsT Z R T %
AWS SDK F fzI& CLI DescribeRouteTablesT Z R T %
CLI T DescribeScheduledInstanceAvailability Z £ R 3 %
CLI T DescribeScheduledinstances Z £/ ¥ %

AWS SDK & 7z l& CLI DescribeSecurityGroups T Z £ 9 %

CLI T DescribeSnapshotAttribute Z £ 3 %
AWS SDK & = l& CLI DescribeSnapshots T Z 9 %
CLI T DescribeSpotDatafeedSubscription Z £ 9 %

CLI T DescribeSpotFleetinstances Z £ 9 %

CLI T DescribeSpotFleetRequestHistory Z £ 9 %

CLI T DescribeSpotFleetRequests % 9 %

CLI T DescribeSpotinstanceRequests Z £ 9 %

CLI T DescribeSpotPriceHistory Z {9 %

AWS SDK FE fzl& CLI DescribeSubnets T Z#H 3 %
CLI T DescribeTags Z#H 9 %

CLI T DescribeVolumeAttribute Z £ T %

CLI T DescribeVolumeStatus Z £ 3 %

CLI T DescribeVolumes Z A9 %

CLI T DescribeVpcAttribute Z 3 %

CLI T DescribeVpcClassicLink Z 9 %

Cl | T DescribeVpcClassicl inkDnsSupport ZfHd %

CLI T DescribeVpcEndpointServices Z £ 9 %

69



Amazon Elastic Compute Cloud

FROYN=HA4 K

CLI T DescribeVpcEndpoints %Z 9 %

AWS SDK & 7z l& CLI DescribeVpcsT ZFEH T %
CLI T DescribeVpnConnections Z £ 9

CLI T DescribeVpnGateways % 9 %

CLI T DetachinternetGateway % B9 %

CLI T DetachNetworkInterface Z £ 9 %

CLI T DetachVolume Zf£fH ¥ %

CLI T DetachVpnGateway Z £ 3 %

CLI T DisableVgwRoutePropagation Z £ 9 %

CLI T DisableVpcClassicLink Z £ 9 %

CLI T DisableVpcClassicLinkDnsSupport Zf#H 9 %
AWS SDK F fzl& CLI DisassociateAddressT Z T %

CLI T DisassociateRouteTable Zf£fH T %

CLI T EnableVgwRoutePropagation Z £ 9 %

CLI T EnableVolumelo Zf£H ¥ %

CLI T EnableVpcClassicLink Z B9 %

CLI T EnableVpcClassicLinkDnsSupport Z {3 %
CLI T GetConsoleOutput Z ¥ 3

CLI T GetHostReservationPurchasePreview Z# A9 %
AWS SDK FE fzl& CLI GetPasswordDataT Z{FH 3 %
CLI T Importlmage Z#EH T %

CLI T ImportKeyPair ZEH T %

CLI T ImportSnapshot Z{#H ¥ %

CLI T ModifyCapacityReservation Z £ 9 %

CLI T ModifyHosts Z £/ 3 %

CLI T ModifyldFormat Z £ ¥

CLI T ModifylmageAttribute ZFH 9 %

CLI T ModifylnstanceAttribute Z 9 3

Cl | T MadifylnstanceCreditSpecification Z{FHd %

CLI T ModifyNetworkInterfaceAttribute % {9 %
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CLI T ModifyReservedinstances Z {9 %

CLI T ModifySnapshotAttribute Z{EfH 9 3

CLI T ModifySpotFleetRequest Z 3 %

CLI T ModifySubnetAttribute Z A9 %

CLI T ModifyVolumeAttribute Z{FEH ¢ 2

CLI T ModifyVpcAttribute % E 3 %

AWS SDK & fzl& CLI Monitorlnstances T Z#H 3 %
CLI T MoveAddressToVpc ZEH 9 3

CLI T PurchaseHostReservation Z 9 %

CLI T PurchaseScheduledinstances Z £ f 9 %

AWS SDK FE fzl& CLI RebootlnstancesT Z#H 9 %

CLI T Registerimage Z R 9 %

CLI T RejectVpcPeeringConnection Z A9 %

AWS SDK FE fzl& CLI ReleaseAddressT AT %

CLI T ReleaseHosts 29 %

AWS SDK F =& CLI ReplacelamInstanceProfileAssociation Z#H 3 %

CLI T ReplaceNetworkAclAssociation Z A9 %

CLI T ReplaceNetworkAclEntry Z £ 9 %

CLI T ReplaceRoute ZFH ¥ 3

CLI T ReplaceRouteTableAssociation Z £ 9 %
CLI T ReportinstanceStatus Z £ H 3 %

CLI T RequestSpotFleet ZFH ¥ %

CLI T RequestSpotinstances ZFH 9 %

CLI T ResetlmageAttribute ZfEH 3 3

CLI T ResetlnstanceAttribute Z#H 9%

CLI T ResetNetworkInterfaceAttribute ZFEH 9 %
CLI T ResetSnapshotAttribute ZfE 9 %

CLI T RevokeSecurityGroupEgress % £ 9 %
Cl | T RevokeSecurityGroupingress Z{FHd %

AWS SDK F /=& CLI RuninstancesT Z#H 9%
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CLI T RunScheduledinstances Z £ ¥ %

AWS SDK FE fzl& CLI StartinstancesT ZFH T %
AWS SDK & /= l& CLI StoplnstancesT ZFH 3 %
AWS SDK F fzl& CLI TerminatelnstancesT Z R 9 %

CLI T UnassignPrivatelpAddresses Z A9 %

AWS SDK F 7#=IE CLI UnmonitorinstancesT Z{EH T %

CLI T UpdateSecurityGroupRuleDescriptionsingress Z £ 9 %

« SDK ZfEA L = Amazon EC2 M= 4 )# AWS SDKs

« AWSSDK ZEALTEEIDNH B2 Y —ERXAZBERLTEELE T,

SDK ZfEA L = Amazon EC2 O E A7 4 AWS SDKs

RO — RPlIE, SDKs T AWS Amazon Elastic Compute Cloud DEEXRZFER T2 HEEZRL TV
9,

Bl

* Hello Amazon EC2

« AWS SDK ZfFEAL #= Amazon EC2 OEXRICODVWTHBEALET,

o SDK &#fFERA L /= Amazon EC2 ® 7 2= 3> AWS SDKs

CLI T AcceptVpcPeeringConnection Z {9 %

AWS SDK E /=& CLI AllocateAddressT %2 {EH T %

CLI T AllocateHosts #EH 9 3

CLI T AssignPrivatelpAddresses ZfEH 3 %

AWS SDK ZE /=& CLI AssociateAddressT Z#FH T3

CLI T AssociateDhcpOptions Z 9 %

CLI T AssociateRouteTable ZEH 3 %

CLI T AttachinternetGateway Z{F R 9 %

CLI T AttachNetworkinterface A3 %

CLI T AttachVolume ZEH 93

CLI T AttachVpnGateway Z B9 %

=¥N

CLI T AuthorizeSecurityGroupEgress % 9 %
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AWS SDK F =& CLI AuthorizeSecurityGrouplngressT Z#H 3 %

CLI T CancelCapacityReservation Z A9 %

CLI T CancellmportTask Z#EH ¥ 3

CLI T CancelSpotFleetRequests ZFH ¥ 3

CLI T CancelSpotinstanceRequests Z £ 3 %
CLI T ConfirmProductinstance Zf£fH 9 %

CLI T Copylmage Z#EH T %

CLI T CopySnapshot Z R ¥ %

CLI T CreateCapacityReservation Zf£EfH 9 %

CLI T CreateCustomerGateway Z £ 9 3

CLI T CreateDhcpOptions Z fE 9 %

CLI T CreateFlowLogs Z R 9 %

CLI T Createlmage Z 9 %

CLI T CreatelnstanceExportTask Z{ A9 %

CLI T CreatelnternetGateway Z £ 9 %

AWS SDK & /=& CLI CreateKeyPair T Z R 9 %
AWS SDK & /= l& CLI CreateLaunchTemplate T ZfEH 9 %

CLI T CreateNetworkAcl Zf£fH ¥ %

CLI T CreateNetworkAclEntry Z{# B9 %

CLI T CreateNetworkInterface Z 9 %

CLI T CreatePlacementGroup Z £ 9 %

CLI T CreateRoute 29 %

AWS SDK FE fzl& CLI CreateRouteTableT ZFH T %
AWS SDK & = l& CLI CreateSecurityGroupT Z R 9 %
CLI T CreateSnapshot ZfEf 9 %

CLI T CreateSpotDatafeedSubscription Z £ H 9 %
AWS SDK & fzl& CLI CreateSubnetT ZFH T %
AWS SDK & /=& CLI CreateTagsT ZFEH T 5

Cll T CreateVolume Z{FHd 2%

AWS SDK & /zl& CLI CreateVpcT ZFEH T 5
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AWS SDK & /= l& CLI CreateVpcEndpointT Z R 9 %
CLI T CreateVpnConnection Z 3 %

CLI T CreateVpnConnectionRoute Z £ 9 %

CLI T CreateVpnGateway ZFH 9 %

CLI T DeleteCustomerGateway Z {9 %

CLI T DeleteDhcpOptions Z fEF 9 %

CLI T DeleteFlowLogs Z {9 %

CLI T DeletelnternetGateway Z 9 %

AWS SDK & /= l& CLI DeleteKeyPair© Z R 9 %

AWS SDK & /= l& CLI DeleteLaunchTemplate T Z £ 9 %

CLI T DeleteNetworkAcl ZfEfH ¥ %

CLI T DeleteNetworkAclEntry Z{FH 9 %

CLI T DeleteNetworkInterface Z 3 %

CLI T DeletePlacementGroup Z B9 %

CLI T DeleteRoute 29 %

CLI T DeleteRouteTable ZfFH T %

AWS SDK % 7z l& CLI DeleteSecurityGroupT Z R T %

AWS SDK & /=& CLI DeleteSnapshotT Z A9 %
CLI T DeleteSpotDatafeedSubscription Z 9 %
CLI T DeleteSubnet Zf£H 9 %

CLI T DeleteTags Z#H 93

CLI T DeleteVolume 2 H 9%

AWS SDK & fzl& CLI DeleteVpcT ZFER T %
AWS SDK % 7z l& CLI DeleteVpcEndpoints T Z R 9 %
CLI T DeleteVpnConnection Z {9

CLI T DeleteVpnConnectionRoute Z £ 3 %

CLI T DeleteVpnGateway Z{#H 9 %

CLI T Deregisterlmage Z#H 9 %

Cl| T DescribeAccountAttributes Z#{FHd %

AWS SDK F /=& CLI DescribeAddressesT = FEH T3
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AWS SDK F 7z l& CLI DescribeAvailabilityZones T Z{EH 9 %
CLI T DescribeBundleTasks Z £ 9 %
CLI T DescribeCapacityReservations Z {3 %

CLI T DescribeCustomerGateways Z £ 9 %

CLI T DescribeDhcpOptions Z 9

CLI T DescribeFlowLogs Z 9 %

CLI T DescribeHostReservationOfferings Zf#H 9 %

CLI T DescribeHosts & H 9 %

AWS SDK F fzl& CLI DescribelamlnstanceProfileAssociations T Z A9 %

CLI T DescribeldFormat Z £/ 9 %

CLI T DescribeldentityldFormat Z £ 9 %

CLI T DescribelmageAttribute ZEH 9

AWS SDK & /=& CLI DescribelmagesT Z R 3 %
CLI T DescribelmportimageTasks Zf£EH 9 %

CLI T DescribelmportSnapshotTasks Z £ 9 %

CLI T DescribelnstanceAttribute Z /R 3 %

AWS SDK F fzl& CLI DescribelnstanceStatusT Z A9 %
AWS SDK F =& CLI DescribelnstanceTypesT ZFEH 9 %
AWS SDK F fzl& CLI DescribelnstancesT Z R T %

CLI T DescribelnternetGateways Z £ 3 %

AWS SDK & /=& CLI DescribeKeyPairs T Zf£H 3 %

CLI T DescribeNetworkAcls Z 9 %

CLI T DescribeNetworkinterfaceAttribute Z{FH 3 %

CLI T DescribeNetworkInterfaces Z £ 9 %

CLI T DescribePlacementGroups ZfEFA 9 %

CLI T DescribePrefixLists Z 5 9 %

AWS SDK % 7z l& CLI DescribeRegionsT Z R T %

AWS SDK F fzI& CLI DescribeRouteTablesT Z R T %
Cl | T DescribeScheduledInstanceAvailability Z{FH 4 %

CLI T DescribeScheduledinstances Z{#EH 9 %
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AWS SDK & 7z l& CLI DescribeSecurityGroups T Z £ 9 %

CLI T DescribeSnapshotAttribute Z £ 3 %
AWS SDK & = l& CLI DescribeSnapshots T Z 9 %
CLI T DescribeSpotDatafeedSubscription Z £ 9 %

CLI T DescribeSpotFleetinstances Z £ 9 %

CLI T DescribeSpotFleetRequestHistory Z £ 9 %

CLI T DescribeSpotFleetRequests % 9 %

CLI T DescribeSpotinstanceRequests Z £ 9 %

CLI T DescribeSpotPriceHistory Z {4 %

AWS SDK FE fzl& CLI DescribeSubnets T Z#H 3 %
CLI T DescribeTags Z#H 9 %

CLI T DescribeVolumeAttribute Z £ 9 %

CLI T DescribeVolumeStatus Z £/ 3 %

CLI T DescribeVolumes Z A9 %

CLI T DescribeVpcAttribute Z fEFH 3 %

CLI T DescribeVpcClassicLink Z 9 %

CLI T DescribeVpcClassicLinkDnsSupport Z £ 9 %

CLI T DescribeVpcEndpointServices Z £ 9 %
CLI T DescribeVpcEndpoints & 9 %

AWS SDK & 7z l& CLI DescribeVpcsT ZFEH T %
CLI T DescribeVpnConnections Z £ 9 3

CLI T DescribeVpnGateways % 9 %

CLI T DetachinternetGateway %Z 9 %

CLI T DetachNetworkInterface Z £ 9 %

CLI T DetachVolume Zf£fH 9 %

CLI T DetachVpnGateway Z £ 9 %

CLI T DisableVgwRoutePropagation Z £ 9 %
CLI T DisableVpcClassicLink Z £ 9 %

Cl | T DisableVpcClassicl inkDnsSupport ZfH 4 %

AWS SDK &E /=& CLI DisassociateAddressT = {FH T 3
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CLI T DisassociateRouteTable Zf£fH T %

CLI T EnableVgwRoutePropagation Z £ 9 %

CLI T EnableVolumelo Zf£fH T %

CLI T EnableVpcClassicLink Z B9 %

CLI T EnableVpcClassicLinkDnsSupport Z {3 %
CLI T GetConsoleOutput Z ¥ 3

CLI T GetHostReservationPurchasePreview Z# A9 %

AWS SDK FE fzl& CLI GetPasswordDataT Z{FH 3 %
CLI T Importlmage Zf#EH T %

CLI T ImportKeyPair ZEH T %

CLI T ImportSnapshot Z{#H ¥ %

CLI T ModifyCapacityReservation Z 9 %

CLI T ModifyHosts Z £/ 3 %

CLI T ModifyldFormat ZfEfH ¥

CLI T ModifylmageAttribute ZFH 9 %

CLI T ModifylnstanceAttribute Z 9 3

CLI T ModifylnstanceCreditSpecification Z £ 9 %
CLI T ModifyNetworkInterfaceAttribute % {9 %
CLI T ModifyReservedinstances Z {9 %

CLI T ModifySnapshotAttribute Z{EfH 9 3

CLI T ModifySpotFleetRequest & 3 %

CLI T ModifySubnetAttribute Z A9 %

CLI T ModifyVolumeAttribute Z{FEH ¢ 2

CLI T ModifyVpcAttribute % Ef3 %

AWS SDK & fzl& CLI Monitorlnstances T Z#H 3 %
CLI T MoveAddressToVpc ZEH ¥ 3

CLI T PurchaseHostReservation Z 9 %

CLI T PurchaseScheduledinstances Z R ¥ %
AWS SDK E #-F Cl | ReboaotinstancesT Z#{#H 42

CLI T Registerimage Z R 9 %
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CLI T RejectVpcPeeringConnection Z A9 %
AWS SDK E /=& CLI ReleaseAddressT = FEH T3
CL| T ReleaseHosts A9 %

AWS SDK F =& CLI ReplacelamInstanceProfileAssociation Z#H 3 %

CLI T ReplaceNetworkAclAssociation Z A9 %

CLI T ReplaceNetworkAclEntry Z £ 9 %

CLI T ReplaceRoute ZFEH ¥ 3

CLI T ReplaceRouteTableAssociation Z £ 9 %

CLI T ReportinstanceStatus Z £ 3 %

CLI T RequestSpotFleet ZFH ¥ %

CLI T RequestSpotinstances ZFH 9 %

CLI T ResetlmageAttribute ZfEH 3 3

CLI T ResetlnstanceAttribute Z#H 9%

CLI T ResetNetworkinterfaceAttribute ZFEH 9 %

CLI T ResetSnapshotAttribute ZfEfH 3 %

CLI T RevokeSecurityGroupEgress % 9 %

CLI T RevokeSecurityGrouplingress ZfEH 9 %

AWS SDK FE fzl& CLI RuninstancesT ZfH 9%

CLI T RunScheduledinstances Z £ 9 %

AWS SDK FE fzl& CLI StartinstancesT ZFH T %
AWS SDK & /= l& CLI StoplnstancesT Z{EH 9 %
AWS SDK F fzl& CLI TerminatelnstancesT Z R 9%
CLI T UnassignPrivatelpAddresses Z A9 %

AWS SDK F fzI& CLI Unmonitorinstances T Z A9 %

CLI T UpdateSecurityGroupRuleDescriptionsingress Z £ 9 %

Hello Amazon EC2

LLTFOO— RAlE, Amazon EC2 ORIABEBAZERRLTVET,

Hello Amazon EC2
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SDK for .NET (v4)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

namespace EC2Actions;

public class HelloEc2

{

/// <summary>

/// HelloEc2 lists the existing security groups for the default users.

/// </summary>

/// <param name="args">Command line arguments</param>

/// <returns>Async task.</returns>

static async Task Main(string[] args)

{

// Set up dependency injection for Amazon Elastic Compute Cloud (Amazon

EC2).

using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddTransient<EC2Wrapper>()
)
.Build();

// Now the client is available for injection.
var ec2Client = host.Services.GetRequiredService<IAmazonEC2>();

try
{
// Retrieve information for up to 1@ Amazon EC2 security groups.

var request = new DescribeSecurityGroupsRequest { MaxResults = 10 };
var securityGroups = new List<SecurityGroup>();

var paginatorForSecurityGroups =
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ec2Client.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)

{

securityGroups.Add(securityGroup);

// Now print the security groups returned by the call to

// DescribeSecurityGroupsAsync.

Console.WriteLine("Welcome to the EC2 Hello Service example. " +
"\nLet's list your Security Groups:");

securityGroups.ForEach(group =>

{
Console.WriteLine(
$"Security group: {group.GroupName} ID: {group.GroupId}");
1);
}
catch (AmazonEC2Exception ex)
{

Console.WriteLine($"An Amazon EC2 service error occurred while
listing security groups. {ex.Messagel}");

}

catch (Exception ex)

{

Console.WriteLine($"An error occurred while listing security groups.
{ex.Messagel}");

}

« APl OFFMAICOWTIX, TAWS SDKfor NETAPIUZ77L2AL @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,
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C++

SDK for C++

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

CMakelLists.txt CMake 7 7 A4 J)JL O 1— K,

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)

# Set the AWS service components used by this project.
set(SERVICE_COMPONENTS ec2)

# Set this project's name.
project("hello_ec2")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.
set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed
libraries for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory
for running and debugging.
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# set(BIN_SUB_DIR "/Debug") # If you are building from the command line, you
may need to uncomment this
# and set the proper subdirectory to the
executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS "
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
endif ()

add_executable(${PROJECT_NAME}
hello_ec2.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK_LIBRARIES})

hello_ec2.cpp V—A7 74 )L OO— R,

#include <aws/core/Aws.h>

#include <aws/ec2/EC2Client.h>

#include <aws/ec2/model/DescribelnstancesRequest.h>
#include <iomanip>

#include <iostream>

/*
* A "Hello EC2" starter application which initializes an Amazon Elastic Compute
Cloud (Amazon EC2) client and describes
* the Amazon EC2 instances.

*

* main function
*

* Usage: 'hello_ec2'

*

*/

int main(int argc, char **argv) {
(void)argc;
(void)argyv;

Aws: :SDKOptions options;
// Optionally change the log level for debugging.

// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;
Aws::InitAPI(options); // Should only be called once.
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int result = 0;

{
Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws::EC2::EC2Client ec2Client(clientConfig);
Aws::EC2::Model: :DescribeInstancesRequest request;
bool header = false;
bool done = false;
while (!done) {
Aws::EC2::Model: :DescribeInstancesOutcome outcome =
ec2Client.DescribelInstances(request);
if (outcome.IsSuccess()) {
if (!header) {
std::cout << std::left <<
std: :setw(48) << "Name" <<
std::setw(20) << "ID" <<
std::setw(25) << "Ami" <<
std::setw(15) << "Type" <<
std::setw(15) << "State" <<
std::setw(15) << "Monitoring" << std::endl;
header = true;

const std::vector<Aws::EC2::Model::Reservation> &reservations =
outcome.GetResult().GetReservations();

for (const auto &reservation: reservations) {
const std::vector<Aws::EC2::Model::Instance> &instances =
reservation.GetInstances();
for (const auto &instance: instances) {
Aws::String instanceStateString =

Aws::EC2::Model: :InstanceStateNameMapper: :GetNameForInstanceStateName(
instance.GetState().GetName());

Aws::String typeString =

Aws::EC2::Model::InstanceTypeMapper: :GetNameForInstanceType(
instance.GetInstanceType());

Aws::String monitorString =
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Aws::EC2::Model: :MonitoringStateMapper: :GetNameForMonitoringState(
instance.GetMonitoring().GetState());
Aws::String name = "Unknown";

const std::vector<Aws::EC2::Model::Tag> &tags =
instance.GetTags();
auto namelter = std::find_if(tags.cbegin(), tags.cend(),
[J(const
Aws::EC2::Model::Tag &tag) {
return tag.GetKey() ==

"Name";
1);
if (namelter != tags.cend()) {
name = namelter->GetValue();
}
std::cout <<
std::setw(48) << name <<
std::setw(20) << instance.GetInstanceId() <<
std::setw(25) << instance.GetImageId() <<
std::setw(1l5) << typeString <<
std::setw(1l5) << instanceStateString <<
std::setw(15) << monitorString << std::endl;
}
}
if (loutcome.GetResult().GetNextToken().empty()) {
request.SetNextToken(outcome.GetResult().GetNextToken());
} else {
done = true;
}
} else {
std::cerr << "Failed to describe EC2 instances:" <<
outcome.GetError().GetMessage() << std::endl;
result = 1;
break;
}
}
}

Aws : :ShutdownAPI(options); // Should only be called once.
return result;
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« AAPI OFFMICDOWTIE, TAWS SDKforC++APIU 7 7L>AL @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Java

SDK for Java 2.x

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRL TS EZL,

* Asynchronously describes the security groups for the specified group ID.

* @param groupName the name of the security group to describe
* @return a {e@link CompletableFuture} that represents the asynchronous

operation
L of describing the security groups. The future will complete with a
& {@link DescribeSecurityGroupsResponse} object that contains the
L security group information.
*/

public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.buildexr()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
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.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupIld == null) {
throw new RuntimeException('"No security group found with the
name: " + groupName);
}
return groupld;
}) .exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

« APl OFFBICOWTIX, TAWS SDKforJava2xAPI U7 7L>2A, @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRLTSEZL,

import { DescribeSecurityGroupsCommand, EC2Client } from "@aws-sdk/client-ec2";

// Call DescribeSecurityGroups and display the result.
export const main = async () => {
const client = new EC2Client();
try {
const { SecurityGroups } = await client.send(
new DescribeSecurityGroupsCommand({}),

);

const securityGrouplList = SecurityGroups.slice(@, 9)
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.map((sg) => " « ${sg.GroupId}: ${sg.GroupName} ")
.join("\n");

console.log(
"Hello, Amazon EC2! Let's list up to 10 of your security groups:",

);
console.log(securityGrouplList);

} catch (err) {
console.error(err);

}

};

// Call function if run directly.

import { fileURLToPath } from "node:url";

if (process.argv[l] === fileURLToPath(import.meta.url)) {
main();

« APl OFFMIC DWW TIX, TAWS SDK for JavaScript APl U7 7L A1 @
MDescribeSecurityGroupsy 2B L T EE LV,

Kotlin

SDK for Kotlin

(@ Note

GitHub ICl&. ZODOUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELERTOFEZRRAL TS EEZL,

suspend fun describeEC2SecurityGroups(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupId)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeSecurityGroups(request)
response.securityGroups?.forkEach { group ->
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println("Found Security Group with id ${group.groupId}, vpc id
${group.vpcId} and description ${group.description}")
}

« APl OFFMIC DWW T, TAWS SDKforKotin API U 7 7L A, @
MDescribeSecurityGroupsy 2B L T EE L\,

Python

SDK for Python (Boto3)

(@ Note

GitHub ICl&. ZODUY—REHY)ET, AWS O—RBIVART KDY T2<EFUH
ZROUT, RELEERTOFEZRRABL TS EEZL,

def hello_ec2(ec2_client):

Use the AWS SDK for Python (Boto3) to list the security groups in your
account.

This example uses the default settings specified in your shared credentials
and config files.

:param ec2_client: A Boto3 EC2 client. This client provides low-level
access to AWS EC2 services.
print("Hello, Amazon EC2! Let's list up to 10 of your security groups:")
try:
paginator = ec2_client.get_paginator("describe_security_groups")
response_iterator = paginator.paginate(PaginationConfig={'MaxItems': 10})
# List only 10 security groups.
logging.basicConfig(level=1ogging.INFO) # Enable logging.
for page in response_iterator:
for sg in page["SecurityGroups"]:
logger.info(f"\t{sg['GroupId']}: {sg['GroupName']}")
except ClientError as err:
logger.error("Failed to list security groups.")
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if err.response["Error"]["Code"] == "AccessDeniedException":
logger.error("You do not have permission to list security groups.")

raise

if __name__ == "__main__":
hello_ec2(boto3.client("ec2"))

. API OEHEICDW Tk, TAWS SDK for Python (Boto3) API U7 P LY AL M
MDescribeSecurityGroupsy 2B L T EE L\,

Ruby

SDK for Ruby

(@ Note
GitHub ICl&. ZODUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELEERTOFEEZRRAL TS EEZL,

require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
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@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#
# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances
paginator = @client.describe_instances
instances = []

paginator.each_page do |page]|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance]
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_typel}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info('"\n")
end
end
end

if $PROGRAM_NAME == __ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
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manager.list_instances
end

+ AP| OEHEICDL T, TAWS SDK for Ruby API U7 7L AL @
MDescribeSecurityGroupsy 2B L T EE V),

Rust

SDK for Rust

(@ Note

GitHub ICl&. ZODUY—REHV)ET, AWS O—RBIVART KDY T2<EFUH
ZROUT, RELEERTOFEZRRABL TS EEZL,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids:
Vec<String>) {
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")

);

}

Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
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let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");

« APl OFFAIZ DLW TIE., AWS SDK for Rust API U7 7L AD
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Swift

SDK for Swift

(® Note

GitHub IZIE, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, REERTOFEZHRLTSEZL,

Package.swift 774 ).

// swift-tools-version: 5.9

//

// The swift-tools-version declares the minimum version of Swift required to
// build this package.

import PackageDescription

let package = Package(
name: "hello-ec2",
// Let Xcode know the minimum Apple platforms supported.
platforms: [
.mac0S(.v13),
.10S(.v15)
1,
dependencies: [
// Dependencies declare other packages that this package depends on.
.package(
url: "https://github.com/awslabs/aws-sdk-swift",
from: "1.0.0"),
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.package(
url: "https://github.com/apple/swift-argument-parser.git",
branch: "main"

1,
targets: [
// Targets are the basic building blocks of a package, defining a module
or a test suite.
// Targets can depend on other targets in this package and products
// from dependencies.
.executableTarget(
name: "hello-ec2",
dependencies: [
.product(name: "AWSEC2", package: "aws-sdk-swift"),
.product(name: "ArgumentParser", package: "swift-argument-
parser")

]I

path: "Sources")

entry.swift 774 ),

// An example that shows how to use the AWS SDK for Swift to perform a simple
// operation using Amazon Elastic Compute Cloud (EC2).
//

import ArgumentParser
import Foundation

import AWSEC2

struct ExampleCommand: ParsableCommand {
@Option(help: "The AWS Region to run AWS API calls in.")
var awsRegion = "us-east-1"

@Option(
help: ArgumentHelp("The level of logging for the Swift SDK to perform."),
completion: .list([
"critical",
"debug",
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"error",
"info",
"notice",
"trace",
"warning"
D
)

var loglLevel: String = "error"

static var configuration = CommandConfiguration(
commandName: "hello-ec2",
abstract: """
Demonstrates a simple operation using Amazon EC2.

mmn
’

discussion:
An example showing how to make a call to Amazon EC2 using the AWS SDK for

Swift.

/// Return an array of strings giving the names of every security group
/// the user is a member of.
///
/// - Parameter ec2Client: The 'EC2Client’ to use when calling
/// “describeSecurityGroupsPaginated() .
///
/// - Returns: An array of strings giving the names of every security
/// group the user is a member of.
func getSecurityGroupNames(ec2Client: EC2Client) async -> [String] {
let pages = ec2Client.describeSecurityGroupsPaginated(
input: DescribeSecurityGroupsInput()

var groupNames: [String] = []

do {
for try await page in pages {
guard let groups = page.securityGroups else {
print("*** Error: No groups returned.")
continue

for group in groups {
groupNames.append(group.groupName ?? "<unknown>")
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}
} catch {
print("*** Error: \(error.localizedDescription)")

return groupNames

/// Called by " "main() " to run the bulk of the example.
func runAsync() async throws {
let ec2Config = try await EC2Client.EC2ClientConfiguration(region:
awsRegion)
let ec2Client

EC2Client(config: ec2Config)
let groupNames = await getSecurityGroupNames(ec2Client: ec2Client)
print("Found \(groupNames.count) security group(s):")

for group in groupNames {
print(" \(group)")

/// The program's asynchronous entry point.
@main
struct Main {
static func main() async {
let args = Array(CommandLine.arguments.dropFirst())

do {
let command = try ExampleCommand.parse(args)
try await command.runAsync()

} catch {
ExampleCommand.exit(withError: error)

« APl OFEMIC DWW T, AWS SDK for Swift API ) 7 7L AD
MDescribeSecurityGroupsy ZZBL T &V,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.

BEID SDKN—=2 32 OFBEEENATVET,

AWS SDK ZF AL = Amazon EC2 OERICODWVWTEHBHAL T,

ROIA—RBIFE, LT ZRTIBDHEEZRLTVERT,

s F—RTEEFIVFATIL—THERLET,
« Amazon XA X—2 (AMDEBEBRMEOH DM VARV ARATZBIRL, 41 VAR AEER

LET,

c ARV AEELEL, BEBLET,
* ElasticP7 RLAZA VAR AICBEEN TS,

NET

SDK for .NET

® Note

SSH ZFEALTA VAR AILEEL, VY—REJ0U—-2TYTLET,

GitHub IZl&, TDMDOIY—REHW KT, AWS JI—RHIVKI K T2 EUH

ZROFT,

RELERTOIEEZHRBLTSEZ WL,

AR RTOYTRTOF)AZRITLET,

/// <summary>
/// Show Amazon Elastic Compute Cloud (Amazon EC2) Basics actions.

/// </summary>
public class EC2Basics

{
public
public
public
public

public
public

static
static
static
static

static
static

ILogger<EC2Basics> _logger = null!;
EC2Wrapper _ec2Wrapper = null!;
SsmWrapper _ssmWrapper = null!;
UiMethods _uiMethods = null!;

string associationId = null!;
string allocationId = null!;

EREEA
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public static string instanceld = null!;
public static string keyPairName = null!;
public static string groupName = null!;
public static string tempFileName = null!;
public static string secGroupId = null!;
public static bool isInteractive = true;

/// <summary>

/// Perform the actions defined for the Amazon EC2 Basics scenario.
/// </summary>

/// <param name="args">Command line arguments.</param>

/// <returns>A Task object.</returns>

public static async Task Main(string[] args)

{

// Set up dependency injection for Amazon EC2 and Amazon Simple Systems

// Management (Amazon SSM) Service.
using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddAWSService<IAmazonSimpleSystemsManagement>()
.AddTransient<EC2Wrapper>()
.AddTransient<SsmWrapper>()
)
.Build();

SetUpServices(host);

var uniqueName = Guid.NewGuid().ToString();

keyPairName = "mvp-example-key-pair" + uniqueName;
groupName = "ec2-scenario-group" + uniqueName;
var groupDescription = "A security group created for the EC2 Basics

scenario.";

try

{
// Start the scenario.
_uiMethods.DisplayOverview();
_uiMethods.PressEnter(isInteractive);

// Create the key pair.
_uiMethods.DisplayTitle("Create RSA key pair");

Console.Write("Let's create an RSA key pair that you can be use to

");
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Console.WriteLine("securely connect to your EC2 instance.");
var keyPair = await _ec2Wrapper.CreateKeyPair(keyPairName);

// Save key pair information to a temporary file.
tempFileName = _ec2Wrapper.SaveKeyPair(keyPair);

Console.WriteLine(
$"Created the key pair: {keyPair.KeyName} and saved it to:
{tempFileNamel}");
string? answer = "";
if (isInteractive)
{
do
{
Console.Write("Would you like to list your existing key
pairs? ");
answer = Console.ReadLine();

} while (answer!.ToLower() != "y" && answer.TolLower() != "n");
}
if (!isInteractive || answer == "y")
{

// List existing key pairs.
_uiMethods.DisplayTitle("Existing key pairs");

// Passing an empty string to the DescribeKeyPairs method will
return
// a list of all existing key pairs.
var keyPairs = await _ec2Wrapper.DescribeKeyPairs("");
keyPairs.ForEach(kp =>
{
Console.WritelLine(
$"{kp.KeyName} created at: {kp.CreateTime} Fingerprint:
{kp.KeyFingerprint}");
1);

_uiMethods.PressEnter(isInteractive);

// Create the security group.
Console.WriteLine(
"Let's create a security group to manage access to your
instance.");
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secGroupId = await _ec2Wrapper.CreateSecurityGroup(groupName,
groupDescription);
Console.WriteLine(
"Let's add rules to allow all HTTP and HTTPS inbound traffic and
to allow SSH only from your current IP address.");

_uiMethods.DisplayTitle("Security group information");
var secGroups = await _ec2Wrapper.DescribeSecurityGroups(secGroupId);

Console.WritelLine($"Created security group {groupName} in your
default VPC.");
secGroups.ForEach(group =>
{
_ec2Wrapper.DisplaySecurityGroupInfoAsync(group);
1}

_uiMethods.PressEnter(isInteractive);

Console.WritelLine(
"Now we'll authorize the security group we just created so that
it can");
Console.WriteLine("access the EC2 instances you create.");
await _ec2Wrapper.AuthorizeSecurityGroupIngress(groupName);

secGroups = await _ec2Wrapper.DescribeSecurityGroups(secGroupld);
Console.WriteLine($"Now let's look at the permissions again.");
secGroups.ForEach(group =>
{

_ec2Wrapper.DisplaySecurityGroupInfoAsync(group);
1);

_uiMethods.PressEnter(isInteractive);

// Get list of available Amazon Linux 2 Amazon Machine Images (AMIs).
var parameters =
await _ssmWrapper.GetParametersByPath(
"/aws/service/ami-amazon-linux-latest");

List<string> imagelds = parameters.Select(param =>
param.Value).TolList();

var images = await _ec2Wrapper.DescribeImages(imagelds);
var i = 1;

images.ForEach(image =>

{
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Console.WriteLine($"\t{i++}\t{image.Description}");
1);

int choice = 1;
bool validNumber = false;
if (isInteractive)

{
do
{
Console.Write("Please select an image: ");
var selImage = Console.ReadlLine();
validNumber = int.TryParse(selImage, out choice);
} while (!validNumber);
}

var selectedImage = images[choice - 1];

// Display available instance types.
_uiMethods.DisplayTitle("Instance Types");
var instanceTypes =

await

_ec2Wrapper.DescribeInstanceTypes(selectedImage.Architecture);

i=1;
instanceTypes.ForEach(instanceType =>
{
Console.WriteLine($"\t{i++}\t{instanceType.InstanceTypel}");
1);
if (isInteractive)
{
do
{
Console.Write("Please select an instance type: ");
var selImage = Console.ReadlLine();
validNumber = int.TryParse(sellImage, out choice);
} while (!validNumber);
}

var selectedInstanceType = instanceTypes[choice - 1].InstanceType;

// Create an EC2 instance.

_uiMethods.DisplayTitle("Creating an EC2 Instance");

instanceld = await _ec2Wrapper.RunInstances(selectedImage.Imageld,
selectedInstanceType, keyPairName, secGroupId);
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_uiMethods.PressEnter(isInteractive);

var instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WritelLine(

"\nYou can use SSH to connect to your instance. For example:");
Console.WritelLine(

$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

_uiMethods.PressEnter(isInteractive);
Console.WriteLine(
"Now we'll stop the instance and then start it again to see
what's changed.");

await _ec2Wrapper.StopInstances(instanceld);

Console.WriteLine("Now let's start it up again.");
await _ec2Wrapper.StartInstances(instanceld);

Console.WriteLine("\nLet's see what changed.");

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WriteLine("\nNotice the change in the SSH information:");
Console.WriteLine(
$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

_uiMethods.PressEnter(isInteractive);
Console.WritelLine(
"Now we will stop the instance again. Then we will create and
associate an");

Console.WritelLine("Elastic IP address to use with our instance.");

await _ec2Wrapper.StopInstances(instanceld);
_uiMethods.PressEnter(isInteractive);

_uiMethods.DisplayTitle("Allocate Elastic IP address");
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Console.WriteLine(

"You can allocate an Elastic IP address and associate it
with your instance\nto keep a consistent IP address even when your instance
restarts.");

var allocationResponse = await _ec2Wrapper.AllocateAddress();
allocationId = allocationResponse.AllocationlId;
Console.WriteLine(

"Now we will associate the Elastic IP address with our

instance.");
associationId = await _ec2Wrapper.AssociateAddress(allocationld,
instanceld);

// Start the instance again.
Console.WriteLine("Now let's start the instance again.");
await _ec2Wrapper.StartInstances(instanceld);

Console.WriteLine("\nLet's see what changed.");

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("Instance information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WriteLine("\nHere is the SSH information:");
Console.WritelLine(
$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

Console.WriteLine("Let's stop and start the instance again.");
_uiMethods.PressEnter(isInteractive);

await _ec2Wrapper.StopInstances(instanceld);
Console.WriteLine("\nThe instance has stopped.");

Console.WriteLine("Now let's start it up again.");
await _ec2Wrapper.StartInstances(instanceld);

instance = await _ec2Wrapper.DescribeInstance(instanceld);

_uiMethods.DisplayTitle("New Instance Information");

_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WriteLine("Note that the IP address did not change this
time.");

_uiMethods.PressEnter(isInteractive);

await Cleanup();
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}

catch (Exception ex)

{

_logger.LogError(ex, "There was a problem with the scenario, starting

cleanup.");

await Cleanup();

_uiMethods.DisplayTitle("EC2 Basics Scenario completed.");
_uiMethods.PressEnter(isInteractive);

/// <summary>
/// Set up the services and logging.

/// </summary>

/// <param name="host'"></param>

public static void SetUpServices(IHost host)
{

var loggerFactory = LoggerFactory.Create(builder =>

{
builder.AddConsole();

1)
_logger = new Logger<EC2Basics>(loggerFactory);

// Now the client is available for injection.

_ec2Wrapper = host.Services.GetRequiredService<EC2Wrapper>();
_ssmWrapper = host.Services.GetRequiredService<SsmWrapper>();
_uiMethods = new UiMethods();

/// <summary>

/// Clean up any resources from the scenario.

/// </summary>

/// <returns></returns>

public static async Task Cleanup()

{
_uiMethods.DisplayTitle("Clean up resources");
Console.WriteLine("Now let's clean up the resources we created.");

Console.WritelLine("Disassociate the Elastic IP address and release it.");

// Disassociate the Elastic IP address.
await _ec2Wrapper.DisassociateIp(associationId);

// Delete the Elastic IP address.
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await _ec2Wrapper.ReleaseAddress(allocationId);

// Terminate the instance.
Console.WriteLine("Terminating the instance we created.");
await _ec2Wrapper.TerminateInstances(instanceld);

// Delete the security group.
Console.WriteLine($"Deleting the Security Group: {groupNamel}.");
await _ec2Wrapper.DeleteSecurityGroup(secGroupId);

// Delete the RSA key pair.

Console.WriteLine($"Deleting the key pair: {keyPairName}");
await _ec2Wrapper.DeleteKeyPair(keyPairName);
Console.WriteLine("Deleting the temporary file with the key

information.");

EC2 T

_ec2Wrapper.DeleteTempFile(tempFileName);
_uiMethods.PressEnter(isInteractive);

2AVESIVITIRIVSAEERLET,

/// <summary>
/// Methods of this class perform Amazon Elastic Compute Cloud (Amazon EC2).

/// </summary>
public class EC2Wrapper

{

private readonly IAmazonEC2 _amazonEC2;
private readonly ILogger<EC2Wrapper> _logger;

/17
/17
/17
/17
/17

<summary>

Constructor for the EC2Wrapper class.

</summary>

<param name="amazonScheduler">The injected EC2 client.</param>
<param name="logger">The injected logger.</param>

public EC2Wrapper(IAmazonEC2 amazonService, ILogger<EC2Wrapper> logger)

{

/17

_amazonEC2 = amazonService;
_logger = logger;

<summary>
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/// Allocates an Elastic IP address that can be associated with an Amazon EC2

// instance. By using an Elastic IP address, you can keep the public IP
address

// constant even when you restart the associated instance.

/// </summary>

/// <returns>The response object for the allocated address.</returns>

public async Task<AllocateAddressResponse> AllocateAddress()

{

var request = new AllocateAddressRequest();

try
{
var response = await _amazonEC2.AllocateAddressAsync(request);

Console.WriteLine($"Allocated IP: {response.PublicIp} with allocation
ID {response.AllocationId}.");

return response;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "AddressLimitExceeded")
{

// For more information on Elastic IP address quotas, see:
// https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html#using-instance-addressing-limit

_logger.LogError($"Unable to allocate Elastic IP, address limit
exceeded. {ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while allocating Elastic IP.:
{ex.Messagel}");

throw;

/// <summary>

/// Associates an Elastic IP address with an instance. When this association
is

/// created, the Elastic IP's public IP address is immediately used as the
public

/// IP address of the associated instance.
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/// </summary>
/// <param name="allocationId">The allocation Id of an Elastic IP address.</

param>
/// <param name="instanceId">The instance Id of the EC2 instance to
/// associate the address with.</param>
/// <returns>The association Id that represents
/// the association of the Elastic IP address with an instance.</returns>
public async Task<string> AssociateAddress(string allocationId, string

instanceld)
{
try
{
var request = new AssociateAddressRequest
{
AllocationId = allocationId,
Instanceld = instanceld
};

var response = await _amazonEC2.AssociateAddressAsync(request);
return response.AssociationId;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to associate address.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while associating the Elastic IP.:
{ex.Messagel}");
throw;

/// <summary>
/// Authorize the local computer ingress to EC2 instances associated
/// with the virtual private cloud (VPC) security group.
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/// </summary>

/// <param name="groupName">The name of the security group.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> AuthorizeSecurityGroupIngress(string groupName)

{
try
{
// Get the IP address for the local computer.
var ipAddress = await GetIpAddress();
Console.WriteLine($"Your IP address is: {ipAddress}");
var ipRanges =
new List<IpRange> { new IpRange { CidrIp = $"{ipAddress}/32" } };
var permission = new IpPermission
{
Ipv4Ranges = ipRanges,
IpProtocol = "tcp",
FromPort = 22,
ToPort = 22
};
var permissions = new List<IpPermission> { permission };
var response = await _amazonEC2.AuthorizeSecurityGroupIngressAsync(
new AuthorizeSecurityGroupIngressRequest(groupName,
permissions));
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidPermission.Duplicate")
{
_logger.LogErrox(
$"The ingress rule already exists. {ec2Exception.Messagel}");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while authorizing ingress.: {ex.Messagel}");
throw;
}
}

/// <summary>

HEEAZZAR 107



Amazon Elastic Compute Cloud FROY/IN—HA R

/// Authorize the local computer for ingress to
/// the Amazon EC2 SecurityGroup.
/// </summary>
/// <returns>The IPv4 address of the computer running the scenario.</returns>
private static async Task<string> GetIpAddress()
{
var httpClient = new HttpClient();
var ipString = await httpClient.GetStringAsync("https://

checkip.amazonaws.com");

// The IP address is returned with a new line

// character on the end. Trim off the whitespace and
// return the value to the caller.

return ipString.Trim();

/// <summary>
/// Create an Amazon EC2 key pair with a specified name.
/// </summary>
/// <param name="keyPairName">The name for the new key pair.</param>
/// <returns>The Amazon EC2 key pair created.</returns>
public async Task<KeyPair?> CreateKeyPair(string keyPairName)
{
try
{

var request = new CreateKeyPairRequest { KeyName = keyPairName, };
var response = await _amazonEC2.CreateKeyPairAsync(request);

var kp = response.KeyPair;
// Return the key pair so it can be saved if needed.

// Wait until the key pair exists.
int retries = 5;
while (retries-- > 0)
{
Console.WriteLine($"Checking for new KeyPair {keyPairName}...");
var keyPairs = await DescribeKeyPairs(keyPairName);
if (keyPairs.Any())
{

return kp;

Thread.Sleep(5000);
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retries--;
}
_logger.LogError($"Unable to find newly created KeyPair
{keyPairName}.");
throw new DoesNotExistException("KeyPair not found");

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.Duplicate")
{
_logger.LogErrox(
$"A key pair called {keyPairName} already exists.");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while creating the key pair.: {ex.Messagel}");
throw;
}

/// <summary>
/// Save KeyPair information to a temporary file.

/// </summary>

/// <param name="keyPair">The name of the key pair.</param>
/// <returns>The full path to the temporary file.</returns>
public string SaveKeyPair(KeyPair keyPair)

{
var tempPath = Path.GetTempPath();
var tempFileName = $"{tempPath}\\{Path.GetRandomFileName()}";
var pemFileName = Path.ChangeExtension(tempFileName, "pem");
// Save the key pair to a file in a temporary folder.
using var stream = new FileStream(pemFileName, FileMode.Create);
using var writer = new StreamWriter(stream);
writer.WritelLine(keyPair.KeyMaterial);
return pemFileName;

}

/// <summary>
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/// Create an Amazon EC2 security group with a specified name and
description.

/// </summary>

/// <param name="groupName">The name for the new security group.</param>

/// <param name="groupDescription">A description of the new security group.</
param>

/// <returns>The group Id of the new security group.</returns>

public async Task<string> CreateSecurityGroup(string groupName, string

groupDescription)
{
try
{

var response = await _amazonEC2.CreateSecurityGroupAsync(
new CreateSecurityGroupRequest(groupName, groupDescription));

// Wait until the security group exists.

int retries = 5;

while (retries-- > 0)

{
var groups = await DescribeSecurityGroups(response.Groupld);
if (groups.Any())
{

return response.Groupld;

Thread.Sleep(5000);

retries--;
}
_logger.LogError($"Unable to find newly created group {groupName}.");
throw new DoesNotExistException("security group not found");

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "ResourceAlreadyExists")
{

_logger.LogErrox(

$"A security group with the name {groupName} already exists.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
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$"An error occurred while creating the security group.:

{ex.Messagel}");

throw;

/// <summary>
/// Create a new Amazon EC2 VPC.

/// </summary>
/// <param name="cidrBlock">The CIDR block for the new security group.</

param>

/// <returns>The VPC Id of the new VPC.</returns>
public async Task<string?> CreateVPC(string cidrBlock)

{
try
{
var response = await _amazonEC2.CreateVpcAsync(new CreateVpcRequest
{
CidrBlock = cidrBlock,
1)
Vpc vpc = response.Vpc;
Console.WritelLine($"Created VPC with ID: {vpc.VpcId}.");
return vpc.Vpcld;
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine($"Couldn't create VPC because: {ex.Messagel}");
return null;
}
}

/// <summary>
/// Delete an Amazon EC2 key pair.

/// </summary>
/// <param name="keyPairName">The name of the key pair to delete.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> DeleteKeyPair(string keyPairName)

{
try
{
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await _amazonEC2.DeleteKeyPairAsync(new
DeleteKeyPairRequest(keyPairName)).ConfigureAwait(false);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{

_logger.LogError($"KeyPair {keyPairName} does not exist and
cannot be deleted. Please verify the key pair name and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the key pair because:
{ex.Messagel}");
return false;

/// <summary>
/// Delete the temporary file where the key pair information was saved.

/// </summary>
/// <param name="tempFileName">The path to the temporary file.</param>
public void DeleteTempFile(string tempFileName)

{
if (File.Exists(tempFileName))
{
File.Delete(tempFileName);
}
}

/// <summary>
/// Delete an Amazon EC2 security group.

/// </summary>
/// <param name="groupName">The name of the group to delete.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteSecurityGroup(string groupId)
{
try
{

var response =
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await _amazonEC2.DeleteSecurityGroupAsync(
new DeleteSecurityGroupRequest { GroupId = groupId });
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{

_logger.LogErrox(
$"Security Group {groupId} does not exist and cannot be
deleted. Please verify the ID and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
return false;

/// <summary>
/// Delete an Amazon EC2 VPC.

/// </summary>
/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> DeleteVpc(string vpcId)

{

var request = new DeleteVpcRequest

{

VpcId = vpcld,

};

var response = await _amazonEC2.DeleteVpcAsync(request);

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;
}

/// <summary>

/// Get information about existing Amazon EC2 images.

/// </summary>

/// <returns>A list of image information.</returns>

public async Task<List<Image>> DescribeImages(List<string>? imagelds)
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{

/17
/17
/17
/17

var request = new DescribeImagesRequest();
if (imagelds is not null)

{
// If the imagelds list is not null, add the list
// to the request object.
request.Imagelds = imagelds;

}

var response = await _amazonEC2.DescribeImagesAsync(request);
return response.Images;

<summary>

Display the information returned by DescribeImages.

</summary>

<param name="images">The list of image information to display.</param>

public void DisplayImageInfo(List<Image> images)

{

/17
/17
/17
/17
/17

images.ForEach(image =>

{
Console.WriteLine($"{image.Name} Created on: {image.CreationDate}");
1)
<summary>
Get information about an Amazon EC2 instance.
</summary>

<param name="instanceId">The instance Id of the EC2 instance.</param>
<returns>An EC2 instance.</returns>

public async Task<Instance> DescribelInstance(string instanceld)

{

var response = await _amazonEC2.DescribeInstancesAsync(
new DescribeInstancesRequest { Instancelds = new List<string>

{ instanceld } });

/17
/17
/17
/17

return response.Reservations[@].Instances[0];

<summary>

Display EC2 instance information.

</summary>

<param name="instance">The instance Id of the EC2 instance.</param>

public void DisplayInstanceInformation(Instance instance)
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{

Console.WriteLine($"ID: {instance.InstanceId}");
Console.WriteLine($"Image ID: {instance.ImageId}");
Console.WriteLine($"{instance.InstanceTypel}");
Console.WriteLine($"Key Name: {instance.KeyName}");
Console.WriteLine($"VPC ID: {instance.VpcId}");
Console.WritelLine($"Public IP: {instance.PublicIpAddress}");
Console.WriteLine($"State: {instance.State.Namel}");

/// <summary>

/// Get

information about EC2 instances with a particular state.

/// </summary>
/// <param name="tagName">The name of the tag to filter on.</param>

/// <param name="tagValue">The value of the tag to look for.</param>
/// <returns>True if successful.</returns>
public async Task<bool> GetInstancesWithState(string state)

{
try

{

// Filters the results of the instance list.
var filters = new List<Filter>

{
new Filter
{
Name = $"instance-state-name",
Values = new List<string> { state, },
.
};

var request = new DescribeInstancesRequest { Filters = filters, };

Console.WriteLine($"\nShowing instances with state {state}");
var paginator = _amazonEC2.Paginators.Describelnstances(request);

await foreach (var response in paginator.Responses)

{

foreach (var reservation in response.Reservations)

{

foreach (var instance in reservation.Instances)

{

Console.Write($"Instance ID: {instance.Instanceld} ");
Console.WritelLine($"\tCurrent State:

{instance.State.Namel}");

}
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}
}
return true;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidParameterValue")
{
_logger.LogErrox(
$"Invalid parameter value for filtering instances.");
}
return false;
}
catch (Exception ex)
{
Console.WriteLine($"Couldn't list instances because: {ex.Messagel}");
return false;
}

/// <summary>
/// Describe the instance types available.

/// </summary>
/// <returns>A list of instance type information.</returns>
public async Task<List<InstanceTypeInfo>>
DescribeInstanceTypes(ArchitectureValues architecture)
{
try
{

var request = new DescribelInstanceTypesRequest();

var filters new List<Filter>

{

new Filter("processor-info.supported-architecture",
new List<string> { architecture.ToString() })
I
filters.Add(new Filter("instance-type", new() { "*.micro",
"* small" }));

request.Filters = filters;
var instanceTypes = new List<InstanceTypelInfo>();
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var paginator = _amazonEC2.Paginators.DescribeInstanceTypes(request);
await foreach (var instanceType in paginator.InstanceTypes)

{
instanceTypes.Add(instanceType);

return instanceTypes;
}

catch (AmazonEC2Exception ec2Exception)

{

if (ec2Exception.ErrorCode == "InvalidParameterValue")
{
_logger.LogErrox(
$"Parameters are invalid. Ensure architecture and size
strings conform to DescribeInstanceTypes API reference.");

}

throw;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
throw;

/// <summary>
/// Get information about an Amazon EC2 key pair.

/// </summary>
/// <param name="keyPairName">The name of the key pair.</param>
/// <returns>A list of key pair information.</returns>
public async Task<List<KeyPairInfo>> DescribeKeyPairs(string keyPairName)
{
try
{
var request = new DescribeKeyPairsRequest();
if (!string.IsNullOrEmpty(keyPairName))

{
request = new DescribeKeyPairsRequest
{
KeyNames = new List<string> { keyPairName }
};
}
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var response = await _amazonEC2.DescribeKeyPairsAsync(request);
return response.KeyPairs.TolList();

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{
_logger.LogErrox(
$"A key pair called {keyPairName} does not exist.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while describing the key pair.:
{ex.Messagel}");
throw;

/// <summary>
/// Retrieve information for one or all Amazon EC2 security group.

/// </summary>
/// <param name="groupId">The optional Id of a specific Amazon EC2 security
group.</param>
/// <returns>A list of security group information.</returns>
public async Task<List<SecurityGroup>> DescribeSecurityGroups(string groupId)
{
try
{
var securityGroups = new List<SecurityGroup>();
var request = new DescribeSecurityGroupsRequest();

if (!string.IsNullOrEmpty(groupId))
{

var groupIlds = new List<string> { groupld };
request.GroupIds = grouplds;

var paginatorForSecurityGroups =
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_amazonEC2.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)

{

securityGroups.Add(securityGroup);

return securityGroups;

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{
_logger.LogErrox(
$"A security group {groupId} does not exist.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while listing security groups.
{ex.Messagel}");
throw;

/// <summary>
/// Display the information returned by the call to

/// DescribeSecurityGroupsAsync.
/// </summary>
/// <param name="securityGroup">A list of security group information.</param>
public void DisplaySecurityGroupInfoAsync(SecurityGroup securityGroup)
{
Console.WriteLine($"{securityGroup.GroupName}");
Console.WriteLine("Ingress permissions:");
securityGroup.IpPermissions.ForEach(permission =>
{
Console.WriteLine($"\tFromPort: {permission.FromPort}");
Console.WritelLine($"\tIpProtocol: {permission.IpProtocol}");
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Console.Write($"\tIpv4Ranges: ");
permission.Ipv4Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIp} "); 1});

Console.WriteLine($"\n\tIpv6Ranges:");
permission.Ipv6Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIpv6e} "); 1});

Console.Write($"\n\tPrefixListIds: ");
permission.PrefixListIds.ForEach(id => Console.Write($"{id.Id} "));

Console.WriteLine($"\n\tTo Port: {permission.ToPort}");
1);
Console.WritelLine("Egress permissions:");
securityGroup.IpPermissionsEgress.ForEach(permission =>
{
Console.WritelLine($"\tFromPort: {permission.FromPort}");
Console.WriteLine($"\tIpProtocol: {permission.IpProtocol}");

Console.Write($"\tIpv4Ranges: ");
permission.Ipv4Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIp} "); 1});

Console.WriteLine($"\n\tIpv6Ranges:");
permission.Ipv6Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIpv6} "); });

Console.Write($"\n\tPrefixListIds: ");
permission.PrefixListIds.ForEach(id => Console.Write($"{id.Id} "));

Console.WriteLine($"\n\tTo Port: {permission.ToPort}");
1);

/// <summary>
/// Disassociate an Elastic IP address from an EC2 instance.
/// </summary>
/// <param name="associationId">The association Id.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DisassociatelIp(string associationId)
{
try
{
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var response = await _amazonEC2.DisassociateAddressAsync(
new DisassociateAddressRequest { Associationld =
associationId });
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidAssociationID.NotFound")
{

_logger.LogErrox(
$"AssociationId is invalid, unable to disassociate address.
{ec2Exception.Messagel}");

}

return false;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while disassociating the Elastic IP.:
{ex.Messagel}");
return false;

/// <summary>
/// Retrieve a list of available Amazon Linux images.
/// </summary>
/// <returns>A list of image information.</returns>
public async Task<List<Image>> GetEC2AmilList()
{
var filter = new Filter { Name = "architecture", Values = new
List<string> { "x86_64" } };
var filters = new List<Filter> { filter };
var response = await _amazonEC2.DescribeImagesAsync(new
DescribeImagesRequest { Filters = filters });
return response.Images;

/// <summary>
/// Reboot a specific EC2 instance.

/// </summary>
/// <param name="ec2Instanceld">The instance Id of the instance that will be

rebooted.</param>
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/// <returns>Async Task.</returns>
public async Task<bool> RebootInstances(string ec2Instanceld)

{

try

{
var request = new RebootInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld },

};
await _amazonEC2.RebootInstancesAsync(request);
// Wait for the instance to be running.
Console.Write("Waiting for the instance to start.");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Running);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld {ec2Instanceld} is invalid, unable to reboot.
{ec2Exception.Message}");
}

return false;

}

catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while rebooting the instance
{ec2Instanceld}.: {ex.Messagel}");
return false;

/// <summary>

/// Release an Elastic IP address. After the Elastic IP address is released,

/// it can no longer be used.

/// </summary>

/// <param name="allocationId">The allocation Id of the Elastic IP address.</
param>

/// <returns>True if successful.</returns>
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public async Task<bool> ReleaseAddress(string allocationId)

{

try

{

var request = new ReleaseAddressRequest { Allocationld =

allocationId };

var response = await _amazonEC2.ReleaseAddressAsync(request);
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidAllocationID.NotFound")
{

_logger.LogErrox(
$"AllocationId {allocationId} was not found.

{ec2Exception.Messagel}");

}

return false;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while releasing the AllocationId

{allocationId}.: {ex.Messagel}");

/17
/17
/17
/17
/17
/17

Ccreate.

///

///

///
be

///

///

return false;

<summary>

Create and run an EC2 instance.

</summary>

<param name="ImageId">The image Id of the image used as a basis for the
EC2 instance.</param>

<param name="instanceType">The instance type of the EC2 instance to
</param>

<param name="keyName">The name of the key pair to associate with the
instance.</param>

<param name="groupId">The Id of the Amazon EC2 security group that will

allowed to interact with the new EC2 instance.</param>
<returns>The instance Id of the new EC2 instance.</returns>
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public async Task<string> RunInstances(string imageld, string instanceType,
string keyName, string groupId)

{
try
{
var request = new RunInstancesRequest
{
ImageId = imageld,
InstanceType = instanceType,
KeyName = keyName,
MinCount = 1,
MaxCount = 1,
SecurityGroupIds = new List<string> { groupId }
I
var response = await _amazonEC2.RunInstancesAsync(request);
var instanceld = response.Reservation.Instances[@].Instanceld;
Console.Write("Waiting for the instance to start.");
await WaitForInstanceState(instanceld, InstanceStateName.Running);
return instanceld;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroupId.NotFound")
{
_logger.LogErrox(
$"GroupId {groupId} was not found. {ec2Exception.Messagel}");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while running the instance.: {ex.Messagel}");
throw;
}
}

/// <summary>
/// Start an EC2 instance.

/// </summary>
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/// <param name="ec2Instanceld">The instance Id of the Amazon EC2 instance
/// to start.</param>

/// <returns>Async task.</returns>

public async Task StartInstances(string ec2Instanceld)

{
try
{
var request = new StartInstancesRequest
{
Instancelds = new List<string> { ec2Instanceld },
};
await _amazonEC2.StartInstancesAsync(request);
Console.Write("Waiting for instance to start. ");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Running);
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to start.

{ec2Exception.Message}");

}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while starting the instance.: {ex.Messagel}");
throw;
}

/// <summary>

/// Stop an EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the EC2 instance to
/// stop.</param>

/// <returns>Async task.</returns>

public async Task StopInstances(string ec2Instanceld)

{
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try

{
var request = new StopInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld },

};
await _amazonEC2.StopInstancesAsync(request);
Console.Write("Waiting for the instance to stop.");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Stopped);
Console.WriteLine("\nThe instance has stopped.");

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to stop.
{ec2Exception.Messagel}");

}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while stopping the instance.: {ex.Messagel}");
throw;
}

/// <summary>
/// Terminate an EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the EC2 instance
/// to terminate.</param>

/// <returns>Async task.</returns>

public async Task<List<InstanceStateChange>> TerminateInstances(string

ec2Instanceld)
{
try
{

var request = new TerminateInstancesRequest
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Instancelds = new List<string> { ec2Instanceld }

i

var response = await _amazonEC2.TerminateInstancesAsync(request);

Console.Write("Waiting for the instance to terminate.");

await WaitForInstanceState(ec2Instanceld,
InstanceStateName.Terminated);

Console.WriteLine($"\nThe instance {ec2InstanceId} has been
terminated.");
return response.TerminatingInstances;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to terminate.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while terminating the instance.:
{ex.Messagel}");
throw;

/// <summary>
/// Wait until an EC2 instance is in a specified state.

/// </summary>
/// <param name="instanceld">The instance Id.</param>
/// <param name="stateName">The state to wait for.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> WaitForInstanceState(string instanceld,
InstanceStateName stateName)

{

var request = new DescribelnstancesRequest

{
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Instancelds = new List<string> {
I
// Wait until the instance is in the
var hasState = false;
do
{

// Wait 5 seconds.
Thread.Sleep(5000);

// Check for
var response =

the desired state.

var instance =
hasState = instance.State.Name
Console.Write(". ");

} while (!hasState);

return hasState;

LTLEEL,

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

instanceld }

specified state.

await _amazonEC2.DescribelnstancesAsync(request);
response.Reservations[@].Instances[0];

stateName;
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Bash

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

AWS CLIBash A2 U7 N2 RT3

® Note
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#
#

#
#
#
#
#
#
#

function get_started_with_ec2_instances

Runs an interactive scenario that shows how to get started using EC2 instances.

"EC2 access" permissions are needed to run this code.

Returns:
@ - If successful.
1 - If an error occurred.

HH R AR AR R HHHH S A A A A R R H R R R R HHHH 444
function get_started_with_ec2_instances() {

# Requires version 4 for mapfile.
local required_version=4.0

# Get the current Bash version
# Check if BASH_VERSION is set
local current_version
if [[ -n "$BASH_VERSION" 11; then
# Convert BASH_VERSION to a number for comparison
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current_version=$BASH_VERSION
else
# Get the current Bash version using the bash command
current_version=$(bash --version | head -n 1 | awk '{ print $4 }')
fi

# Convert version strings to numbers for comparison
local required_version_num current_version_num

required_version_num=$(echo "$required_version" | awk -F. '{ print ($1 * 10000)
+ ($2 * 100) + $3 }')
current_version_num=$(echo "$current_version" | awk -F. '{ print ($1 * 10000) +

($2 * 100) + $3 }')

# Compare versions

if ((current_version_num < required_version_num)); then
echo "Error: This script requires Bash version $required_version or higher."
echo "Your current Bash version is number is $current_version."

exit 1
fi
{
if [ "$EC2_OPERATIONS_SOURCED" != "True" 1; then
source ./ec2_operations.sh
fi
}

echo_repeat "*" 88

echo "Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

echo_repeat "*" 88

echo

echo "Let's create an RSA key pair that you can be use to securely connect to "
echo "your EC2 instance."

echo -n "Enter a unique name for your key: "
get_input

local key_name

key_name=$get_input_result

local temp_dir
temp_dir=$(mktemp -d)
local key_file_name="$temp_dir/${key_name}.pem"
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if ec2_create_keypair -n "${key_name}" -f "${key_file_namel}"; then
echo "Created a key pair $key_name and saved the private key to
$key_file_name"
echo
else
errecho "The key pair failed to create. This demo will exit."
return 1
fi

chmod 400 "${key_file_name}"

if yes_no_input "Do you want to list some of your key pairs? (y/n) "; then
local keys_and_fingerprints
keys_and_fingerprints="$(ec2_describe_key_pairs)" && {
local image_name_and_id
while IFS=$'\n' read -r image_name_and_id; do
local entries
IFS=$'\t' read -ra entries <<<"$image_name_and_id"
echo "Found rsa key ${entries[0]} with fingerprint:"
echo " ${entries[1]}"
done <<<"$keys_and_fingerprints"

}
fi

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's create a security group to manage access to your instance."
echo -n "Enter a unique name for your security group: "
get_input
local security_group_name
security_group_name=$get_input_result
local security_group_id
security_group_id=$(ec2_create_security_group -n "$security_group_name" \
-d "Security group for EC2 instance") || {
errecho "The security failed to create. This demo will exit."
clean_up "$key_name" "$key_file_name"

return 1

echo "Security group created with ID $security_group_id"
echo
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local public_ip
public_ip=$(curl -s http://checkip.amazonaws.com)

echo "Let's add a rule to allow SSH only from your current IP address."
echo "Your public IP address is $public_ip"

echo -n "press return to add this rule to your security group."
get_input

if ! ec2_authorize_security_group_ingress -g "$security_group_id" -i
"$public_ip" -p tcp -f 22 -t 22; then
errecho "The security group rules failed to update. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1
fi

echo "Security group rules updated"

local security_group_description
security_group_description="$(ec2_describe_security_groups -g
"${security_group_id}")" || {

errecho "Failed to describe security groups. This demo will exit."

clean_up "$key_name" "$key_file_name" "$security_group_id"

return 1

mapfile -t parameters <<<"$security_group_description"
IFS=$'\t' read -ra entries <<<"${parameters[0]}"

echo "Security group: ${entries[@]}"

echo " ID: ${entries[1]}"

" VPC: ${entries[2]}"

echo "Inbound permissions:"

IFS=$'\t' read -ra entries <<<"${parameters[1]}"

echo

echo " IpProtocol: ${entries[0]}"
echo " FromPort: ${entries[1]}"
echo " ToPort: ${entries[2]}"
echo " CidrIp: ${parameters[2]}"

local parameters
parameters="$(ssm_get_parameters_by_path -p "/aws/service/ami-amazon-linux-
latest")" || {
errecho "Failed to get parameters. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1
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local image_ids=""

mapfile -t parameters <<<"$parameters"

for image_name_and_id in "${parameters[@]}"; do
IFS=$'\t' read -ra values <<<"$image_name_and_id"

if [[ "${values[@]}" == *"amzn2"* ]]; then
image_ids+="${values[1]} "
fi
done

local images

images="$(ec2_describe_images -i "$image_ids")" || {
errecho "Failed to describe images. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

new_line_and_tab_to_list "$images"
local images=("${list_result[@]}")

# Get the size of the array
local images_count=${#images[@]}

if ((images_count == 0)); then
errecho "No images found. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"

return 1
fi

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's create an instance from an Amazon Linux 2 AMI. Here are some
options:"
for ((i = @; i < images_count; i += 3)); do

echo "$(((i / 3) + 1)) - ${images[$i]}"

done

integer_input "Please enter the number of the AMI you want to use: " 1
"$((images_count / 3))"
local choice=$get_input_result
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choice=$(((choice - 1) * 3))

echo "Great choice."
echo

local architecture=${images[$((choice + 1))]1}
local image_id=${images[$((choice + 2))]1}
echo "Here are some instance types that support the ${architecture}
architecture of the image:"
response="$(ec2_describe_instance_types -a "${architecture}" -t
"* micro,*.small")" || {
errecho "Failed to describe instance types. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

local instance_types
mapfile -t instance_types <<<"$response"

# Get the size of the array
local instance_types_count=${#instance_types[e]}

echo "Here are some options:"

for ((i = 0; i < instance_types_count; i++)); do
echo "$((i + 1)) - ${instance_types[$i]}"

done

integer_input "Which one do you want to use? " 1 "${#instance_types[@]}

choice=$get_input_result

local instance_type=${instance_types[$((choice - 1))]1}
echo "Another great choice."

echo

echo "Creating your instance and waiting for it to start..."
local instance_id
instance_id=$(ec2_run_instances -i "$image_id" -t "$instance_type" -k
"$key_name" -s "$security_group_id") || {
errecho "Failed to run instance. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

ec2_wait_for_instance_running -i "$instance_id"
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echo "Your instance is ready:"
echo

local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}")"

echo
print_instance_details "${instance_details}"

local public_ip

public_ip=$(echo "${instance_details}" | awk '{print $63}')

echo

echo "You can use SSH to connect to your instance"

echo "If the connection attempt times out, you might have to manually update
the SSH ingress rule"

echo "for your IP address in the AWS Management Console."
connect_to_instance "$key_file_name" "$public_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's stop and start your instance to see what changes."
echo "Stopping your instance and waiting until it's stopped..."
ec2_stop_instances -i "$instance_id"
ec2_wait_for_instance_stopped -i "$instance_id"

echo "Your instance is stopped. Restarting..."

ec?2_start_instances -i "$instance_id"
ec2_wait_for_instance_running -i "$instance_id"

echo "Your instance is running again."

local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}")"
print_instance_details "${instance_details}"

public_ip=$(echo "${instance_details}" | awk '{print $63}')

echo "Every time your instance is restarted, its public IP address changes"
connect_to_instance "$key_file_name" "$public_ip"

BEXEZAH 135



Amazon Elastic Compute Cloud FROY/IN—HA R

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

echo "You can allocate an Elastic IP address and associate it with your

instance"

echo "to keep a consistent IP address even when your instance restarts."

local result

result=$(ec2_allocate_address -d vpc) || {
errecho "Failed to allocate an address. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id"
return 1

local elastic_ip allocation_id
elastic_ip=$(echo "$result" | awk '{print $1}')
allocation_id=$(echo "$result" | awk '{print $2}')

echo "Allocated static Elastic IP address: $elastic_ip"

local association_id
association_id=$(ec2_associate_address -i "$instance_id" -a "$allocation_id")
Il {

errecho "Failed to associate an address. This demo will exit."

clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id"
"$allocation_id"

return 1

echo "Associated your Elastic IP with your instance."
echo "You can now use SSH to connect to your instance by using the Elastic IP.
connect_to_instance "$key_file_name" "$elastic_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's stop and start your instance to see what changes."
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echo "Stopping your instance and waiting until it's stopped..."
ec2_stop_instances -i "$instance_id"
ec2_wait_for_instance_stopped -i "$instance_id"

echo "Your instance is stopped. Restarting..."

ec2_start_instances -i "$instance_id"
ec2_wait_for_instance_running -i "$instance_id"

echo "Your instance is running again."
local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}")"

print_instance_details "${instance_details}"

echo "Because you have associated an Elastic IP with your instance, you can"
echo "connect by using a consistent IP address after the instance restarts.
connect_to_instance "$key_file_name" "$elastic_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

if yes_no_input "Do you want to delete the resources created in this demo: (y/

n) "; then

clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id" \
"$allocation_id" "$association_id"
else
echo "The following resources were not deleted."
echo "Key pair: $key_name"
echo "Key file: $key_file_name"
echo "Security group: $security_group_id"
echo "Instance: $instance_id"
echo "Elastic IP address: $elastic_ip"
fi

bufubububububibibibibibibibibibibibib g gg g gg g g gp g g g g g g bbb b bbb bbb b GG b SG b b bbb
# function clean_up

# This function cleans up the created resources.

$1 - The name of the ec2 key pair to delete.
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$2 - The name of the key file to delete.

$3 - The ID of the security group to delete.

$4 - The ID of the instance to terminate.

$5 - The ID of the elastic IP address to release.

$6 - The ID of the elastic IP address to disassociate.

Returns:
@ - If successful.
1 - If an error occurred.

bufubububububibibibibibibibibibibibib g g g g gggg g g g g g g g bbb b bbb bbb G b GGG b bbb
function clean_up() {

local result=0

local key_pair_name=$1
local key_file_name=$2
local security_group_id=$3
local instance_id=$4

local allocation_id=$5
local association_id=$6

if [ -n "$association_id" ]; then
# bashsupport disable=BP2002
if (ec2_disassociate_address -a "$association_id"); then
echo "Disassociated elastic IP address with ID $association_id"
else
errecho "The elastic IP address disassociation failed."
result=1
fi
fi

if [ -n "$allocation_id" ]; then
# bashsupport disable=BP2002
if (ec2_release_address -a "$allocation_id"); then
echo "Released elastic IP address with ID $allocation_id"
else
errecho "The elastic IP address release failed."
result=1
fi
fi

if [ -n "$instance_id" ]; then
# bashsupport disable=BP2002
if (ec2_terminate_instances -i "$instance_id"); then
echo "Started terminating instance with ID $instance_id"
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ec2_wait_for_instance_terminated -i "$instance_id"
else
errecho "The instance terminate failed."
result=1
fi
fi

if [ -n "$security_group_id" ]; then
# bashsupport disable=BP2002
if (ec2_delete_security_group -i "$security_group_id"); then
echo "Deleted security group with ID $security_group_id"
else
errecho "The security group delete failed."
result=1
fi
fi

if [ -n "$key_pair_name" ]; then
# bashsupport disable=BP2002
if (ec2_delete_keypair -n "$key_pair_name"); then
echo "Deleted key pair named $key_pair_name"
else
errecho "The key pair delete failed."
result=1
fi
fi

if [ -n "$key_file_name" ]; then
rm -f "$key_file_name"
fi

return $result
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# function ssm_get_parameters_by_path

#

# This function retrieves one or more parameters from the AWS Systems Manager
Parameter Store

# by specifying a parameter path.

#

# Parameters:

# -p parameter_path - The path of the parameter(s) to retrieve.
#
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# And:
# @ - If successful.
# 1 - If it fails.
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function ssm_get_parameters_by_path() {
local parameter_path response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ssm_get_parameters_by_path"

echo "Retrieves one or more parameters from the AWS Systems Manager Parameter

Store by specifying a parameter path."

echo " -p parameter_path - The path of the parameter(s) to retrieve."

echo

# Retrieve the calling parameters.
while getopts "p:h" option; do
case "${option}" in
p) parameter_path="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$parameter_path" 1]; then

errecho "ERROR: You must provide a parameter path with the -p parameter."

usage
return 1
fi

response=$(aws ssm get-parameters-by-path \
--path "$parameter_path" \
--query "Parameters[*].[Name, Value]" \
--output text) || {
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aws_cli_error_log $?

errecho "ERROR: AWS reports get-parameters-by-path operation failed.
$response"

return 1

echo "$response"

return 0

HHAHHAHH SRR SRR SRR SRR SRR HH SRR SRR HH SRR SRR SRR HH SRR S HH SRR SRR G HHEHH SR H SRR HH SR SH

# function print_instance_details

#

# This function prints the details of an Amazon Elastic Compute Cloud (Amazon
EC2) instance.

#

# Parameters:

# instance_details - The instance details in the format "Instanceld Imageld
InstanceType KeyName VpcId PublicIpAddress State.Name".

#

# Returns:

# @ - If successful.

# 1 - If it fails.

bododooudodididididiiiigiigigigigigigiggggnggggigopopopopip g b b iR iR i RS S g g g g R
function print_instance_details() {
local instance_details="$1"

if [[ -z "${instance_details}" ]1; then
echo "Error: Missing required instance details argument."
return 1

fi

local instance_id image_id instance_type key_name vpc_id public_ip state
instance_id=$(echo "${instance_details}" | awk '{print $1}')
image_id=$(echo "${instance_details}" | awk '{print $2}')
instance_type=%$(echo "${instance_details}" | awk '{print $3}')
key_name=$(echo "${instance_details}" | awk '{print $43}')

vpc_id=$(echo "${instance_details}" | awk '{print $5}')

public_ip=$(echo "${instance_details}" | awk '{print $63}')

state=$(echo "${instance_details}" | awk '{print $7}')

echo " ID: ${instance_id}"
echo " Image ID: ${image_id}"
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echo " Instance type: ${instance_typel}"
echo " Key name: ${key_name}"

echo " VPC ID: ${vpc_id}"

echo " Public IP: ${public_ip}"

echo " State: ${statel}"

return 0

HAHBHHAEHHAH AR HAH B HEHHAH AR HAH AR HEH B HRRHBH B HEHHAH AR HBH B HEH B H AR HBH B H AR HRH RS H

#
#
#

H OH O O B O

function connect_to_instance
This function displays the public IP address of an Amazon Elastic Compute Cloud
(Amazon EC2) instance and prompts the user to connect to the instance via SSH.
Parameters:

$1 - The name of the key file used to connect to the instance.

$2 - The public IP address of the instance.
Returns:

None

HAHBHHBHHAH AR HAH AR HEHHAH AR HAH B HEHHAH AR HBH B HEHHRH AR HBH B HEH B H RS HBH B HEHHRH RS H

..F

unction connect_to_instance() {
local key_file_name="$1"
local public_ip="%$2"

# Validate the input parameters

if [[ -z "$key_file_name" ]1]; then
echo "ERROR: You must provide a key file name as the first argument." >&2
return 1

fi

if [[ -z "$public_ip" 1]1; then

echo "ERROR: You must provide a public IP address as the second argument."
>&2

return 1
fi

# Display the public IP address and connection command
echo "To connect, run the following command:"
echo " ssh -i ${key_file_name} ec2-user@${public_ip}"

# Prompt the user to connect to the instance
if yes_no_input "Do you want to connect now? (y/n) "; then
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echo "After you have connected, you can return to this example by typing
lexit ™

ssh -i "${key_file_namel}" ec2-user@"${public_ipl}"
fi

HHHH SR H AR S S S
# function get_input

#

# This function gets user input from the command line.
#

# Outputs:

# User input to stdout.

#

# Returns:

# 0

HHARH AR HBHHBHHBHHBRHBHHBHHBHH B HH B HHBHH B HH B HH B HH B HH B HH B HH R HH G R BB HH B HH B HH SR H SRS SH
function get_input() {

if [ -z "${mock_input+x}" ]; then
read -r get_input_result
else

if [ "$mock_input_array_index" -1t ${#mock_input_array[e@]} ]1; then
get_input_result="${mock_input_array[$mock_input_array_index]}"
# bashsupport disable=BP2001
# shellcheck disable=SC2206
((mock_input_array_index++))
echo -n "$get_input_result"

else
echo "MOCK_INPUT_ARRAY has no more elements" 1>&2
return 1
fi
fi
return 0

HHAHH AR HBHHBHHBHHBRH B HHBHHBHHBHH B HH B HH B HH B HH B HH B R H B HH B HH B HH B R B R HH B R BB HH R HH SRS SH
# function yes_no_input

#

# This function requests a yes/no answer from the user, following to a prompt.
#

# Parameters:
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#
#
#
#
#

HAHBHHBHHAH AR HAH B HEHHAHERHAH B HEH B HERHBH B HEH B H AR HAH B HEH B H RS HBH B H AR HRH RS H

$1 - The prompt.
Returns:

0 - If yes.

1 - If no.

function yes_no_input() {

HAHBHHAEHHAH AR HAH AR HEHHAH AR HAH B HEHHAH AR HBH B HEHHAH AR HAH B HEH B H RS HBH B HEHHRH RS H

#
#
#
#
#
#

if [ -z "$1" ]; then
echo "Internal error yes_no_input"

return 1
fi

local index=0
local response="N"
while [[ $index -1t 10 ]]; do
index=$((index + 1))
echo -n "$1"
if ! get_input; then
return 1
fi
response=$(echo "$get_input_result" | tr '[:upper:]' '[:lower:]')
if [ "$response" = "y" 1 || [ "$response" = "n" ]; then
break
else
echo -e "\nPlease enter or
fi
done

or n'.

y

echo

if [ "$response" = "y" ]1; then
return 0

else

return 1
fi

function integer_input

This function prompts the user to enter an integer within a specified range
and validates the input.

Parameters:
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$1 - The prompt message to display to the user.
$2 - The minimum value of the accepted range.
$3 - The maximum value of the accepted range.

Returns:

The valid integer input from the user.
If the input is invalid or out of range, the function will continue
prompting the user until a valid input is provided.
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function integer_input() {

}

local prompt="$1"
local min_value="$2"
local max_value="$3"
local input=""

while true; do

# Display the prompt message and wait for user input
echo -n "$prompt"

if ! get_input; then
return 1
fi

input="$get_input_result"

# Check if the input is a valid integer
if [[ "$input" =~ A-?[0-9]1+$%$ 1]1; then
# Check if the input is within the specified range
if ((input >= min_value && input <= max_value)); then
return 0
else
echo "Error: Input, $input, must be between $min_value and $max_value."
fi
else
echo "Error: Invalid input- $input. Please enter an integer."
fi

done

HHHH AR H AR R R R R R R R R R R TR R
# function new_line_and_tab_to_1list

#

# This function takes a string input containing newlines and tabs, and
# converts it into a list (array) of elements.

#
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# Parameters:

# $1 - The input string containing newlines and tabs.

#

# Returns:

# The resulting list (array) is stored in the global variable
# 'list_result'.

HHAHHBHHBHHBHHBHHBRHBHHBHH B HHBHH B HH B HH B HH B HH B HH B HH B HH B HH R HH B HH G R BB R BB HH B HH SRS SH
function new_line_and_tab_to_list() {

local input=$1

export list_result

list_result=()

mapfile -t lines <<<"$input"

local line

for line in "${lines[@]}"; do
IFS=$'\t' read -ra parameters <<<"$line"
list_result+=("${parameters[@]}")

done
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# function echo_repeat

#

# This function prints a string 'n' times to stdout.
#

# Parameters:

# $1 - The string.

# $2 - Number of times to print the string.
#

# Outputs:

# String 'n' times to stdout.

#

# Returns:

# 0

Eedigigigideidigigogidedigigigodi oo gogiFedigiggode i gogiFedigiggifei o fogsFedigiggifeiF g gogiFedipigogifei g fogiFedigigogiFeig g gigi g
function echo_repeat() {
local end=$2
for ((i = 0; 1 < end; i++)); do
echo -n "$1"
done
echo

BEARz2R

146



Amazon Elastic Compute Cloud FROY/IN—HA R

O F)ATERHE ND DynamoDB BE#K,

HHHHHHHH A SRR RS SRR RS R RS SRR RS RS R RS RS RS SRS RS RS TSR3 H

# function ec2_create_keypair

#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or
2048-bit RSA key pair

# and writes it to a file.

Parameters:
-n key_pair_name - A key pair name.
-f file_path - File to store the key pair.

And:
0 - If successful.
1 - If it fails.
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function ec2_create_keypair() {
local key_pair_name file_path response
local option OPTARG # Required to use getopts command in a function.

H OH O O OB O O H

# bashsupport disable=BP5008
function usage() {
echo "function ec2_create_keypair"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or 2048-
bit RSA key pair"
echo " and writes it to a file."

echo " -n key_pair_name - A key pair name."
echo " -f file_path - File to store the key pair."
echo mnmn

# Retrieve the calling parameters.
while getopts "n:f:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;
f) file_path="${OPTARG}" ;;

h)
usage
return 0
NE)
echo "Invalid parameter"
usage
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return 1
esac
done
export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key name with the -n parameter."
usage
return 1

fi

if [[ -z "$file_path" 1]; then
errecho "ERROR: You must provide a file path with the -f parameter."
usage
return 1

fi

response=$(aws ec2 create-key-pair \
--key-name "$key_pair_name" \
--query 'KeyMaterial' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-access-key operation failed.$response"
return 1

if [[ -n "$file_path" ]]1; then
echo "$response" >"$file_path"
fi

return 0
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# function ec2_describe_key_pairs

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
key pairs.

#

# Parameters:

# -h - Display help.

#

# And:
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# @ - If successful.
# 1 - If it fails.
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function ec2_describe_key_pairs() {

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_key_pairs"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2) key
pairs."

echo " -h - Display help."

echo

# Retrieve the calling parameters.
while getopts "h" option; do
case "${option}" in

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local response

response=$(aws ec2 describe-key-pairs \
--query 'KeyPairs[*].[KeyName, KeyFingerprint]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-key-pairs operation failed.$response"
return 1

echo "$response"

return 0
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}

HHARHBHHBHHBHHBHHBRHBHHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH R HH SR B HHSH

# function ec2_create_security_group

#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) security
group.

#

# Parameters:

# -n security_group_name - The name of the security group.

# -d security_group_description - The description of the security group.

#

# Returns:

# The ID of the created security group, or an error message if the
operation fails.

# And:

# @ - If successful.

# 1 - If it fails.

#
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function ec2_create_security_group() {
local security_group_name security_group_description response

# Function to display usage information

function usage() {
echo "function ec2_create_security_group"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group."
echo " -n security_group_name - The name of the security group."

-d security_group_description - The description of the security

echo
group."
echo

# Parse the command-line arguments
while getopts "n:d:h" option; do
case "${option}" in
n) security_group_name="${OPTARG}" ;;
d) security_group_description="${0OPTARG}" ;;
h)
usage
return 0
\?)

echo "Invalid parameter"
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usage
return 1
esac
done
export OPTIND=1

# Validate the input parameters
if [[ -z "$security_group_name" ]]; then
errecho "ERROR: You must provide a security group name with the -n
parameter."
return 1
fi

if [[ -z "$security_group_description" ]]; then

errecho "ERROR: You must provide a security group description with the -d
parameter."

return 1
fi

# Create the security group
response=$(aws ec2 create-security-group \
--group-name "$security_group_name" \
--description "$security_group_description" \
--query "GroupId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-security-group operation failed."
errecho "$response"
return 1

echo "$response"
return 0
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# function ec2_describe_security_groups

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
security groups.

#

# Parameters:
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# -g security_group_id - The ID of the security group to describe
(optional).

#

# And:

# @ - If successful.

# 1 - If it fails.
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function ec2_describe_security_groups() {

local security_group_id response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_security_groups"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
security groups."
" -g security_group_id - The ID of the security group to describe
(optional)."

echo

echo

# Retrieve the calling parameters.
while getopts "g:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local query="SecurityGroups[*].[GroupName, GroupId, VpcId, IpPermissions[*].
[IpProtocol, FromPort, ToPort, IpRanges[*].CidrIp]]"

if [[ -n "$security_group_id" ]]1; then
response=$(aws ec2 describe-security-groups --group-ids "$security_group_id"
--query "${queryl}" --output text)
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else
response=$(aws ec2 describe-security-groups --query "${query}" --output text)
fi

local error_code=${?}

if [[ $error_code -ne @ ]1]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports describe-security-groups operation failed.
$response"
return 1
fi

echo "$response"

return 0
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# function ec2_authorize_security_group_ingress

#

# This function authorizes an ingress rule for an Amazon Elastic Compute Cloud
(Amazon EC2) security group.

Parameters:
-g security_group_id - The ID of the security group.
-i ip_address - The IP address or CIDR block to authorize.
-p protocol - The protocol to authorize (e.g., tcp, udp, icmp).
-f from_port - The start of the port range to authorize.
-t to_port - The end of the port range to authorize.

And:
@ - If successful.
1 - If it fails.
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function ec2_authorize_security_group_ingress() {
local security_group_id ip_address protocol from_port to_port response
local option OPTARG # Required to use getopts command in a function.

HOoH HF OHF OH OH O O OB OH O

# bashsupport disable=BP5008
function usage() {

echo "function ec2_authorize_security_group_ingress"

echo "Authorizes an ingress rule for an Amazon Elastic Compute Cloud (Amazon
EC2) security group."
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echo
echo
echo
echo
echo
echo

-g security_group_id - The ID of the security group."

" -i ip_address - The IP address or CIDR block to authorize."

-p protocol - The protocol to authorize (e.g., tcp, udp, icmp)."
" -f from_port - The start of the port range to authorize."

" -t to_port - The end of the port range to authorize."

# Retrieve the calling parameters.
while getopts "g:i:p:f:t:h" option; do

case
g9)
i)
p)
)
t)
h)

esac
done
export

"${option}" in
security_group_id="${0PTARG}" ;;
ip_address="${0PTARG}" ;;
protocol="${OPTARG}" ;;
from_port="${OPTARG}" ;;
to_port="${OPTARG}" ;;

usage
return 0

NG
echo "Invalid parameter"
usage
return 1

..
’

OPTIND=1

if [[ -z "$security_group_id" ]]1; then

errecho "ERROR: You must provide a security group ID with the -g parameter."
usage

return 1

fi

if [[ -z "$ip_address" ]1]; then
errecho "ERROR: You must provide an IP address or CIDR block with the -i

parameter."

usage

return 1

fi

if [[ -

z "$protocol" 1]1; then

errecho "ERROR: You must provide a protocol with the -p parameter."
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usage
return 1
fi

if [[ -z "$from_port" 1]; then
errecho "ERROR: You must provide a start port with the -f parameter."
usage
return 1

fi

if [[ -z "$to_port" 1]; then
errecho "ERROR: You must provide an end port with the -t parameter."
usage
return 1

fi

response=$(aws ec2 authorize-security-group-ingress \
--group-id "$security_group_id" \
--cidr "${ip_address}/32" \
--protocol "$protocol" \
--port "$from_port-$to_port" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports authorize-security-group-ingress operation
failed.$response"
return 1

return 0

HAS A S S S S S S S S S S S S S S S A

# function ec2_describe_images

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
images.

Parameters:
-i image_ids - A space-separated 1list of image IDs (optional).
-h - Display help.

And:
Q@ - If successful.
1 - If it fails.

HOoH O O OH OB O
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function ec2_describe_images() {

local image_ids response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_describe_images"
echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)

images."
echo " -i image_ids - A space-separated list of image IDs (optional)."
echo " -h - Display help."
echo ""
}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) image_ids="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local aws_cli_args=()

if [[ -n "$image_ids" ]1; then
# shellcheck disable=SC2206
aws_cli_args+=("--image-ids" $image_ids)
fi

response=$(aws ec2 describe-images \
"${aws_cli_args[el}" \
--query 'Images[*].[Description,Architecture,Imageld]' \
--output text) || {
aws_cli_error_log ${?}
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errecho "ERROR: AWS reports describe-images operation failed.$response"
return 1

echo "$response"

return 0
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ec2_describe_instance_types

#
#
# This function describes EC2 instance types filtered by processor architecture
# and optionally by instance type. It takes the following arguments:

#

#

-a, --architecture ARCHITECTURE Specify the processor architecture (e.g.,

x86_64)

# -t, --type INSTANCE_TYPE Comma-separated list of instance types (e.g.,
t2.micro)

# -h, --help Show the usage help

#

# The function prints the instance type and supported architecture for each
# matching instance type.
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function ec2_describe_instance_types() {
local architecture=""
local instance_types=""

# bashsupport disable=BP5008
function usage() {
echo "Usage: ec2_describe_instance_types [-a|--architecture ARCHITECTURE] [-
t|--type INSTANCE_TYPE] [-h|--help]"

echo " -a, --architecture ARCHITECTURE Specify the processor architecture
(e.g., x86_64)"

echo " -t, --type INSTANCE_TYPE Comma-separated list of instance
types (e.g., t2.micro)"

echo " -h, --help Show this help message"

while [[ $# -gt 0 ]1]1; do
case "$1" in

-a | --architecture)
architecture="$2"
shift 2
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-t | --type)
instance_types="$2"
shift 2

-h | --help)
usage
return 0

*)
echo "Unknown argument: $1"
return 1

esac
done

if [[ -z "$architecture" ]1]; then
errecho "Error: Architecture not specified."
usage
return 1

fi

if [[ -z "$instance_types" ]]; then
errecho "Error: Instance type not specified."”
usage
return 1

fi

local tmp_json_file="temp_ec2.json"
echo -n '[
{
"Name": "processor-info.supported-architecture",
"Values": [' >"$tmp_json_file"

local items
IFS=',' read -ra items <<<"$architecture"
local array_size
array_size=${#items[@]}
for i in $(seq @ $((array_size - 1))); do
echo -n ""'"${items[$i]}"'"" >>"$tmp_json_file"
if [[ $1i -1t $((array_size - 1)) 1]1; then
echo -n ',' >>"$tmp_json_file"
fi
done
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echo -n ']},
{
"Name": "instance-type",
"Values": [' >>"$tmp_json_file"
IFS=',' read -ra items <<<"$instance_types"
local array_size
array_size=${#items[@]}
for i in $(seq @ $((array_size - 1))); do
echo -n ""'"${items[$i]}"'""' >>"$tmp_json_file"
if [[ $i -1t $((array_size - 1)) ]1]1; then
echo -n ',' >>"$tmp_json_file"
fi
done

echo -n ']1}]' >>"$tmp_json_file"

local response
response=$(aws ec2 describe-instance-types --filters file://"$tmp_json_file" \
--query 'InstanceTypes[*].[InstanceType]' --output text)

local error_code=%$?
rm "$tmp_json_file"

if [[ $error_code -ne @ ]1]; then
aws_cli_error_log $error_code
echo "ERROR: AWS reports describe-instance-types operation failed."
return 1

fi

echo "$response"
return 0

HHAHH AR HBHHBHHBHHBRH B HHBHHBHHBHH B HHBHH B HH B HH B HH B HH B HH B HH R HH B R BB R BB R BB HH B HH R HHSH

# function ec2_run_instances

#

# This function launches one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

#

# Parameters:

# -i image_id - The ID of the Amazon Machine Image (AMI) to use.
# -t instance_type - The instance type to use (e.g., t2.micro).
# -k key_pair_name - The name of the key pair to use.
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#

#

#

#

# Returns:

# 0 - If
# 1 - If

-s security_group_id - The ID of the security group to use.
-c count - The number of instances to launch (default: 1).
-h - Display help.

successful.
it fails.

HHAHHAHH SRR SRR SRR SRR SRR HH SRR SRR HH SRR SRR SRR HH SRR S HH SRR SRR G HHEHH SR H SRR HH SR SH
function ec2_run_instances() {
local image_id instance_type key_pair_name security_group_id count response

local option

OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_run_instances"
echo "Launches one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i
echo " -t
echo " -k
echo " -s
echo " -c
echo " -h
echo ""

}

image_id - The ID of the Amazon Machine Image (AMI) to use."
instance_type - The instance type to use (e.g., t2.micro)."
key_pair_name - The name of the key pair to use."
security_group_id - The ID of the security group to use."
count - The number of instances to launch (default: 1)."

- Display help."

# Retrieve the calling parameters.
while getopts "i:t:k:s:c:h" option; do
case "${option}" in

i) image_

id="${OPTARG}" ;;

t) instance_type="${OPTARG}" ;;

k) key_pair_name="${OPTARG}" ;;

s) security_group_id="${OPTARG}" ;;
c) count="${OPTARG}" ;;

h)
usage
return

\?)

0

echo "Invalid parameter"

usage
return
]

esac

1
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done
export OPTIND=1

if [[ -z "$image_id" 1]; then

errecho "ERROR: You must provide an Amazon Machine Image (AMI) ID with the -i
parameter."

usage

return 1
fi

if [[ -z "$instance_type" ]1]; then
errecho "ERROR: You must provide an instance type with the -t parameter."
usage
return 1

fi

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -k parameter."
usage
return 1

fi

if [[ -z "$security_group_id" ]1]1; then
errecho "ERROR: You must provide a security group ID with the -s parameter."
usage
return 1

fi

if [[ -z "$count" ]]; then
count=1
fi

response=$(aws ec2 run-instances \
--image-id "$image_id" \
--instance-type "$instance_type" \
--key-name "$key_pair_name" \
--security-group-ids "$security_group_id" \
--count "$count™ \
--query 'Instances[*].[InstanceId]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports run-instances operation failed.$response"
return 1
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#
#
#
#

HOoH HF O O OB O H H

#
f

echo "$response"

return 0

HHHH AR H AR S H A S H A R R R R R A R R R R TSR
function ec2_describe_instances

This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-i instance_id - The ID of the instance to describe (optional).
-q query - The query to filter the response (optional).
-h - Display help.

Returns:

@ - If successful.

1 - If it fails.
HHAHHBHHBHHBHHBHHBHHBHHBHH B HH B HH B HH G HH B HH B HH B HH B HH B HH B HH B HH B R BB HH R HH SR H R SRS
unction ec2_describe_instances() {

local instance_id query response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_instances"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances."

echo -i instance_id - The ID of the instance to describe (optional)."
echo " -q query - The query to filter the response (optional)."
echo " -h - Display help."

echo ""

# Retrieve the calling parameters.
while getopts "i:q:h" option; do
case "${option}" in
i) instance_id="${OPTARG}" ;;
q) query="${OPTARG}" ;;
h)
usage
return 0
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..
77

\?)
echo "Invalid parameter"
usage
return 1
esac

done
export OPTIND=1

local aws_cli_args=()

if [[ -n "$instance_id" 1]; then
# shellcheck disable=SC2206
aws_cli_args+=("--instance-ids" $instance_id)
fi

local query_arg=""
if [[ -n "$query" ]11; then
query_arg="--query '$query

else
query_arg="--query Reservations[*].Instances[*].
[Instanceld, Imageld, InstanceType,KeyName,VpcId,PublicIpAddress,State.Name]"
fi

# shellcheck disable=SC2086
response=$(aws ec2 describe-instances \
"${aws_cli_args[e@l}" \
$query_arg \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-instances operation failed.$response"
return 1

echo "$response"
return 0
Eedigigigidedidigigogidedigigigodi oo gogiFediiggide i gogiFedi g gifei i fogsFediiggifaiF g gogiFedipigogifei g gogiFedigigogiFei g gifi g

# function ec2_stop_instances
#
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# This function stops one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-i instance_id - The ID(s) of the instance(s) to stop (comma-separated).
-h - Display help.

Returns:
@ - If successful.
1 - If it fails.
Eedigigigide oo gogidodigigigoda oo gogiFediiggede i gogiF oo g gif oo o fogsFedigigogifeiF g gogsFediiggiF e g fogiFedipigogiF oo g gifi i3
function ec2_stop_instances() {
local instance_ids
local option OPTARG # Required to use getopts command in a function.

HOoH HF O OH OB O

# bashsupport disable=BP5008
function usage() {
echo "function ec2_stop_instances"
echo "Stops one or more Amazon Elastic Compute Cloud (Amazon EC2) instances."

echo " -i instance_id - The ID(s) of the instance(s) to stop (comma-
separated)."

echo " -h - Display help."

echo ""

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$instance_ids" ]]; then
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errecho "ERROR: You must provide one or more instance IDs with the -i
parameter."

usage

return 1
fi

response=$(aws ec2 stop-instances \
--instance-ids "${instance_ids}") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports stop-instances operation failed with $response."”
return 1

return 0

HHARH AR HBHHBHHBHHBRHBHHBHHBHH B HH B HHBHH B HH B HH B HH B HH B HH B HH R HH G R BB HH B HH B HH SR H SRS SH

# function ec2_start_instances

#

# This function starts one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-i instance_id - The ID(s) of the instance(s) to start (comma-separated).
-h - Display help.

Returns:
@ - If successful.
1 - If it fails.
HHAHHAHH SRR SRR SRR SRR SRR HH SRR SRR HH SRR SRR SRR HH SRR S HH SRR SRR G HHEHH SR H SRR HH SR SH
function ec2_start_instances() {
local instance_ids
local option OPTARG # Required to use getopts command in a function.

H OH O O OB O O H

# bashsupport disable=BP5008
function usage() {
echo "function ec2_start_instances"
echo "Starts one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_id - The ID(s) of the instance(s) to start (comma-
separated)."
echo " -h - Display help."
echo ""
}

BEXEZAH 165



Amazon Elastic Compute Cloud FROY/IN—HA R

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

if [[ -z "$instance_ids" ]]; then

errecho "ERROR: You must provide one or more instance IDs with the -i
parameter."

usage

return 1
fi

response=$(aws ec2 start-instances \
--instance-ids "${instance_ids}") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports start-instances operation failed with $response.

return 1

return 0

HHHHHHHHH SRR RS SR H RS R R RS ST RS RS SRR RS RS RS SRR SRR S RS TSR3 H

# function ec2_allocate_address

#

# This function allocates an Elastic IP address for use with Amazon Elastic
Compute Cloud (Amazon EC2) instances in a specific AWS Region.

#

# Parameters:

# -d domain - The domain for the Elastic IP address (either
'standard').

'vpc' or
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#

# Returns:

# The allocated Elastic IP address, or an error message if the operation
fails.

# And:

# @ - If successful.

# 1 - If it fails.

#

HHAHHBHHBHHBHHBHHBRH B R HBHHBHHBHH B HHBHH B R H B HH B HH B R H B HH B HH R HH B R B R HH B R BB HH SR B HHRH
function ec2_allocate_address() {
local domain response

# Function to display usage information
function usage() {

echo "function ec2_allocate_address"

echo "Allocates an Elastic IP address for use with Amazon Elastic Compute
Cloud (Amazon EC2) instances in a specific AWS Region."

echo " -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard')."

echo ""

# Parse the command-line arguments
while getopts "d:h" option; do
case "${option}" in
d) domain="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters
if [[ -z "$domain" ]]; then

errecho "ERROR: You must provide a domain with the -d parameter (either 'vpc'
or 'standard')."

return 1
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fi

if [[ "$domain" != "vpc" && "$domain" != "standard" ]1]; then
errecho "ERROR: Invalid domain value. Must be either 'vpc' or 'standard'."
return 1

fi

# Allocate the Elastic IP address
response=$(aws ec2 allocate-address \
--domain "$domain" \
--query "[PublicIp,AllocationId]" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports allocate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0

HHARHBHHBHHBHHBHHBRHBHHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B R B G HH G R BB HH B HH SRS SH

# function ec2_associate_address

#

# This function associates an Elastic IP address with an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
associate.

# -i instance_id - The ID of the EC2 instance to associate the Elastic IP
address with.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

BH AR HHHH R H R R H B HH RS H S SHSH44
function ec2_associate_address() {
local allocation_id instance_id response

# Function to display usage information
function usage() {
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echo "function ec2_associate_address"
echo "Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
associate."

echo " -i instance_id - The ID of the EC2 instance to associate the Elastic
IP address with."

echo ""

# Parse the command-line arguments
while getopts "a:i:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;
i) instance_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter."
return 1

fi

if [[ -z "$instance_id" 1]; then
errecho "ERROR: You must provide an instance ID with the -i parameter."
return 1

fi

# Associate the Elastic IP address
response=$(aws ec2 associate-address \
--allocation-id "$allocation_id" \
--instance-id "$instance_id" \

--query "AssociationId" \
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--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports associate-address operation failed."
errecho "$response"

return 1

echo "$response"
return 0

HAS A S S S S S S S S S S S S S S S A

# function ec2_disassociate_address

#

# This function disassociates an Elastic IP address from an Amazon Elastic
Compute Cloud (Amazon EC2) instance.

#

# Parameters:

# -a association_id - The association ID that represents the association of
the Elastic IP address with an instance.

#

# And:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR RS SRR RS R RS SRR R SRR RS R H SRR TS SRS R RS RS TSR HH
function ec2_disassociate_address() {
local association_id response

# Function to display usage information
function usage() {

echo "function ec2_disassociate_address"

echo "Disassociates an Elastic IP address from an Amazon Elastic Compute
Cloud (Amazon EC2) instance."

echo " -a association_id - The association ID that represents the
association of the Elastic IP address with an instance."

echo

# Parse the command-line arguments
while getopts "a:h" option; do
case "${option}" in
a) association_id="${OPTARG}" ;;
h)
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usage
return 0
\?)
echo "Invalid parameter"
usage
return 1
esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$association_id" ]]; then
errecho "ERROR: You must provide an association ID with the -a parameter."
return 1

fi

response=$(aws ec2 disassociate-address \
--association-id "$association_id") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports disassociate-address operation failed."
errecho "$response"
return 1

return 0

HHAHH S H H R A S SR S S S S S S S

# function ec2_release_address

#

# This function releases an Elastic IP address from an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
release.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

HAHBHHBEHHAH AR HAHBRHEHHAH AR HAH B HEH B HERHBH B HEHHRH AR HAH AR HEH B H AR HBH B HEHHRH RS H
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function ec2_release_address() {
local allocation_id response

# Function to display usage information
function usage() {

echo "function ec2_release_address"

echo "Releases an Elastic IP address from an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
release."

echo

# Parse the command-line arguments
while getopts "a:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter."
return 1

fi

response=$(aws ec2 release-address \
--allocation-id "$allocation_id") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports release-address operation failed."
errecho "$response"
return 1
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return 0

HUH U H A H RS H SRR H SRR U H B H SRR H A S S B H SRR H AR SR B H SRR H RS R SR B H SRS S S SR RS S
function ec2_terminate_instances

This function terminates one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances using the AWS CLI.

Parameters:
-i instance_ids - A space-separated list of instance IDs.
-h - Display help.

Returns:
@ - If successful.
1 - If it fails.
Eedigigigideidipigogidodig g goda oo gogiFediiggede i gogiFediiggifedi o fogsFedigiggifeiF g fogsFediiggifeiF g fogiFedipig g F oo g gidi g
function ec2_terminate_instances() {
local instance_ids response
local option OPTARG # Required to use getopts command in a function.

#
#
#
#
#
#
#
#
#
#
#
#

# bashsupport disable=BP5008
function usage() {
echo "function ec2_terminate_instances"
echo "Terminates one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_ids - A space-separated list of instance IDs."
echo " -h - Display help."
echo ""
}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;

h)
usage
return 0
\?)
echo "Invalid parameter"
usage
return 1

a4
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esac
done
export OPTIND=1

# Check if instance ID is provided

if [[ -z "${instance_ids}" 1]; then
echo "Error: Missing required instance IDs parameter."
usage
return 1

fi

# shellcheck disable=SC2086
response=$(aws ec2 terminate-instances \
"--instance-ids" $instance_ids \
--query 'TerminatingInstances[*].[Instanceld,CurrentState.Name]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports terminate-instances operation failed.$response"
return 1

return 0

HHAHH AR HBHHBHHBHHBRHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH R HH B R BB HH SR B R HHSH
# function ec2_delete_security_group
#
# This function deletes an Amazon Elastic Compute Cloud (Amazon EC2) security
group.
#
# Parameters:
# -i security_group_id - The ID of the security group to delete.
#
# And:
# @ - If successful.
# 1 - If it fails.
HHAHH AR HBHHBHHBHHBRH B HH B HH B HHBHH B HHBHH B HH B HH B HH B HH B HH B HH R HH G HH G R BB R BB HH SR B HHSH
function ec2_delete_security_group() {
local security_group_id response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_delete_security_group"
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echo "Deletes an Amazon Elastic Compute Cloud (Amazon EC2) security group."
echo " -i security_group_id - The ID of the security group to delete."

echo

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) security_group_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]1]1; then
errecho "ERROR: You must provide a security group ID with the -i parameter."
usage
return 1

fi

response=$(aws ec2 delete-security-group --group-id "$security_group_id" --
output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-security-group operation failed.$response"
return 1

return 0

HHAHH AR HBHHBHHBHHBRH B HHBHHBHHBHH B HH B HH B HH B HH B HH B R H B HH B HH B HH B R B R HH B R BB HH R HH SRS SH
# function ec2_delete_keypair

#

# This function deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair.

#

# Parameters:
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# -n key_pair_name - A key pair name.
#

# And:

# @ - If successful.

# 1 - If it fails.

HHHHHHHHH SRR RS SRR RS R R RS SR H RS R RS R RS R RS RS SRS RS RS RS 3 H
function ec2_delete_keypair() {
local key_pair_name response

local option OPTARG # Required to use getopts command in a function.
# bashsupport disable=BP5008
function usage() {

echo "function ec2_delete_keypair"

echo "Deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair."

echo
echo ""

-n key_pair_name - A key pair name."

# Retrieve the calling parameters.
while getopts "n:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -n parameter."
usage
return 1

fi

response=$(aws ec2 delete-key-pair \
--key-name "$key_pair_name") || {
aws_cli_error_log ${?}
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errecho "ERROR: AWS reports delete-key-pair operation failed.$response"
return 1

return 0

COFIATHERAE D I—T1 )T 1B,
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# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R H AR AR R RS RS RS R HRHRHRH R H AR RS RS RS RS RS R HRHRH R H B HEH AR RS RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# 0: - Success.
#
HUHHHBHHH SRR HH B R R HHGH R RS SR HH SRR R B R B HR SRR R B SRR H RS R HHH SRR HH S SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]1; then
errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then
errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]1; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho Command syntax invalid."
elif [ "$err_code" == 253 ]; then

HEEAZZAR 177



Amazon Elastic Compute Cloud

FRAYN=HA R

APl OFFIC DV TIE,

errecho "
elif [ "$err_code" == 254 ]; then
errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then
errecho " 255 is a catch-all error."
fi
return 0

<EZEW,

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startlnstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

The system environment or configuration was invalid."
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https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/StartInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/StopInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/TerminateInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/UnmonitorInstances
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Java

SDK for Java 2.x

@ Note
GitHub ICl&, TDMDIY—RAEHYW KT, AWS JI—RHIVARI K TELEUH

2RO T,

REERTOIEZHRLTSEZ L,

OV RTAYTRTEFI)AZRITLET,

import
import
import
import
import
import
import
import
import
import

import
import
import
import
import
import

/**

org.slf4j.Logger;
org.slf4j.LoggerFactory;

software.
software.
software.
software.
software.
software.
software.
software.

java.net.
.UnknownHostException;

java.net

amazon.awssdk.services.
amazon.awssdk.services.
amazon.awssdk.services.
amazon.awssdk.services.
amazon.awssdk.services.
amazon.awssdk.services.
amazon.awssdk.services.
amazon.awssdk.services.

InetAddress;

java.util.List;
java.util.Scanner;
java.util.concurrent.CompletableFuture;
java.util.concurrent.CompletionException;

ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ssm.
ssm.

model.
model.
model.
model.
.Ec2Exception;
model.
model.
model.

model

CreateKeyPairResponse;
DeleteKeyPairResponse;
DescribeKeyPairsResponse;
DisassociateAddressResponse;

ReleaseAddressResponse;
GetParametersByPathResponse;
Parameter;

* Before running this Java (v2) code example, set up your development

* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*

* This Java example performs the following tasks:

*

* 1. Creates an RSA key pair and saves the private key data as a .pem file.
* 2. Lists key pairs.
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*

*

*/

N o o AW

Creates a security group for the default VPC.

Displays security group information.

Gets a list of Amazon Linux 2 AMIs and selects one.

Gets additional information about the image.

Gets a list of instance types that are compatible with the selected AMI’s

architecture.

8.

Creates an instance with the key pair, security group, AMI, and an

instance type.

O

10.
11.
12.
54
14.
15.
16.
17.

Displays information about the instance.

Stops the instance and waits for it to stop.

Starts the instance and waits for it to start.

Allocates an Elastic IP address and associates it with the instance.
Displays SSH connection info for the instance.

Disassociates and deletes the Elastic IP address.

Terminates the instance and waits for it to terminate.

Deletes the security group.

Deletes the key pair.

public class EC2Scenario {

Il_ll);

public static final String DASHES = new String(new char[80]).replace("\0",

private static final Logger logger =
LoggerFactory.getLogger(EC2Scenario.class);

public static void main(String[] args) throws InterruptedException,
UnknownHostException {

logger.info("""
Usage:
<keyName> <fileName> <groupName> <groupDesc>

Where:
keyName - A key pair name (for example, TestKeyPair).\s
fileName - A file name where the key information is written to.\s

groupName - The name of the security group.\s
groupDesc - The description of the security group.\s

")

Scanner scanner = new Scanner(System.in);
EC2Actions ec2Actions = new EC2Actions();

String keyName = "TestKeyPair7" ;
String fileName = "ec2Key.pem";
String groupName = "TestSecGroup7" ;

BEARz2R

180



Amazon Elastic Compute Cloud FROY/IN—HA R

String groupDesc = "Test Group" ;

String vpcIld = ec2Actions.describeFirstEC2VpcAsync().join().vpcId();
InetAddress localAddress = InetAddress.getlLocalHost();

String myIpAddress = localAddress.getHostAddress();

logger.info("""
Amazon Elastic Compute Cloud (EC2) is a web service that provides
secure, resizable compute
capacity in the cloud. It allows developers and organizations to
easily launch and manage
virtual server instances, known as EC2 instances, to run their
applications.

EC2 provides a wide range of instance types, each with different
compute, memory,

and storage capabilities, to meet the diverse needs of various
workloads. Developers

can choose the appropriate instance type based on their application's
requirements,

such as high-performance computing, memory-intensive tasks, or GPU-
accelerated workloads.

The “Ec2AsyncClient’ interface in the AWS SDK for Java 2.x provides a
set of methods to

programmatically interact with the Amazon EC2 service. This allows
developers to

automate the provisioning, management, and monitoring of EC2
instances as part of their

application deployment pipelines. With EC2, teams can focus on
building and deploying

their applications without having to worry about the underlying
infrastructure

required to host and manage physical servers.

This scenario walks you through how to perform key operations for
this service.

Let's get started...

IIIIII);

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
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logger.info("1l. Create an RSA key pair and save the private key material
as a .pem file.");
logger.info("""
An RSA key pair for Amazon EC2 is a security mechanism used to
authenticate and secure
access to your EC2 instances. It consists of a public key and a
private key,
which are generated as a pair.
")
waitForInputToContinue(scanner);
try {
CompletableFuture<CreateKeyPairResponse> future =
ec2Actions.createKeyPairAsync(keyName, fileName);
CreateKeyPairResponse response = future.join();
logger.info("Key Pair successfully created. Key Fingerprint: " +
response.keyFingerprint());

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
if (ec2Ex.getMessage().contains("already exists")) {
// Key pair already exists.
logger.info("The key pair '" + keyName + "' already exists.
Moving on...");
} else {
logger.info("EC2 error occurred: Error message: {3}, Error
code {}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
}
} else {
logger.info("An unexpected error occurred: " +
(rt.getMessage()));
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("2. List key pairs.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DescribeKeyPairsResponse> future =
ec2Actions.describeKeysAsync();
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DescribeKeyPairsResponse keyPairsResponse = future.join();
keyPairsResponse.keyPairs().forEach(keyPair -> logger.info(
"Found key pair with name {} and fingerprint {}",
keyPair.keyName(),
keyPair.keyFingerprint()));

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Error message: {3}, Error code
{}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}", (cause != null ?
cause.getMessage() : rt.getMessage()));
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("3. Create a security group.");

logger.info("""
An AWS EC2 Security Group is a virtual firewall that controls the
inbound and outbound traffic to an EC2 instance. It acts as a first

line
of defense for your EC2 instances, allowing you to specify the rules
that
govern the network traffic entering and leaving your instances.
mut);
waitForInputToContinue(scanner);
String groupId = "";

try {
CompletableFuture<String> future =

ec2Actions.createSecurityGroupAsync(groupName, groupDesc, vpcId, myIpAddress);
future.join();
logger.info("Created security group") ;

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
if (ec2Ex.awsErrorDetails().errorMessage().contains("already
exists")) {
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logger.info("The Security Group already exists. Moving
on...");
} else {
logger.error("An unexpected error occurred: {}",
ec2Ex.awsErrorDetails().errorMessage());
return;
}
} else {
logger.error("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("4. Display security group information for the new security
group.");
waitForInputToContinue(scanner);
try {
CompletableFuture<String> future =
ec2Actions.describeSecurityGroupArnByNameAsync(groupName);
groupId = future.join();
logger.info("The security group Id is "+groupId);

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
String errorCode = ec2Ex.awsErrorDetails().errorCode();
if ("InvalidGroup.NotFound".equals(errorCode)) {
logger.info("Security group '{}' does not exist. Error Code:
{}", groupName, errorCode);
} else {
logger.info("EC2 error occurred: Message {}, Error Code: {}",
ec2Ex.getMessage(), errorCode);
}
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
}
}

waitForInputToContinue(scanner);
logger.info(DASHES);
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logger.info(DASHES);
logger.info("5. Get a list of Amazon Linux 2 AMIs and select one with
amzn2 in the name.");
logger.info("""
An Amazon EC2 AMI (Amazon Machine Image) is a pre-configured virtual
machine image that
serves as a template for launching EC2 instances. It contains all the
necessary software and
configurations required to run an application or operating system on
an EC2 instance.
)
waitForInputToContinue(scanner);
String instanceAMI="";
try {
CompletableFuture<GetParametersByPathResponse> future =
ec2Actions.getParaValuesAsync();
GetParametersByPathResponse pathResponse = future.join();
List<Parameter> parameterList = pathResponse.parameters();
for (Parameter para : parameterList) {
if (filterName(para.name())) {
instanceAMI = para.value();
break;

}
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}
logger.info("The AMI value with amzn2 is: {3}", instanceAMI);

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("6. Get the (Amazon Machine Image) AMI value from the amzn2
image.");
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logger.info("""

An AMI value represents a specific version of a virtual machine (VM)
or server image.

It uniquely identifies a particular version of an EC2 instance,
including its operating system,

pre-installed software, and any custom configurations. This allows you
to consistently deploy the same

VM image across your infrastructure.

Illlll);

waitForInputToContinue(scanner);
String amiValue;
try {
CompletableFuture<String> future =
ec2Actions.describeImageAsync(instanceAMI);
amiValue = future.join();

} catch (CompletionException ce) {
Throwable cause = ce.getCause();
if (cause instanceof Ec2Exception) {
Ec2Exception ec2Ex = (Ec2Exception) cause;
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("7. Retrieves an instance type available in the current AWS
region.");
waitForInputToContinue(scanner);
String instanceType;
try {
CompletableFuture<String> future =
ec2Actions.getInstanceTypesAsync();
instanceType = future.join();
if (!instanceType.isEmpty()) {
logger.info("Found instance type: " + instanceType);
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} else {
logger.info("Desired instance type not found.");
}
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("8. Create an Amazon EC2 instance using the key pair, the
instance type, the security group, and the EC2 AMI value.");
logger.info("Once the EC2 instance is created, it is placed into a
running state.");
waitForInputToContinue(scanner);
String newInstanceld;
try {
CompletableFuture<String> future =
ec2Actions.runInstanceAsync(instanceType, keyName, groupName, amiValue);
newInstanceld = future.join();
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception) {
Ec2Exception ec2Ex = (Ec2Exception) cause;
switch (ec2Ex.awsErrorDetails().errorCode()) {
case "InvalidParameterValue":
logger.info("EC2 error occurred: Message {}, Error Code:
{}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
case "InsufficientInstanceCapacity":
// Handle insufficient instance capacity.
logger.info("Insufficient instance capacity: {3}, {1}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
case "InvalidGroup.NotFound":
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// Handle security group not found.
logger.info("Security group not found: {3}, {}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
default:
logger.info("EC2 error occurred: {} (Code: {}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());

break;
}
return;
} else {
logger.info("An unexpected error occurred: {}", (cause != null ?

cause.getMessage() : rt.getMessage()));
retuzrn;

}

logger.info("The instance Id is " + newInstanceld);
waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("9. Display information about the running instance. ");

waitForInputToContinue(scanner);
String publicIp;
try {
CompletableFuture<String> future =
ec2Actions.describeEC2InstancesAsync(newInstanceld);
publicIp = future.join();
logger.info("EC2 instance public IP {}", publicIp);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

logger.info("You can SSH to the instance using this command:");
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logger.info("ssh -i " + fileName + " ec2-user@" + publicIp);
waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("1@. Stop the instance using a waiter (this may take a few
mins).");
// Remove the 2nd one
waitForInputToContinue(scanner);
try {
CompletableFuture<Void> future =
ec2Actions.stopInstanceAsync(newInstanceld);
future.join();

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("11l. Start the instance using a waiter (this may take a few
mins).");
try {
CompletableFuture<Void> future =
ec2Actions.startInstanceAsync(newInstanceld);
future.join();

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
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} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("12. Allocate an Elastic IP address and associate it with the
instance.");
logger.info("""
An Elastic IP address is a static public IP address that you can
associate with your EC2 instance.
This allows you to have a fixed, predictable IP address that remains
the same even if your instance
is stopped, terminated, or replaced.
This is particularly useful for applications or services that need to
be accessed consistently from a
known IP address.

An EC2 Allocation ID (also known as a Reserved Instance Allocation
ID) is a unique identifier associated with a Reserved Instance (RI) that you
have purchased in AWS.

When you purchase a Reserved Instance, AWS assigns a unique
Allocation ID to it.

This Allocation ID is used to track and identify the specific RI you
have purchased,

and it is important for managing and monitoring your Reserved
Instances.

Illlll);

waitForInputToContinue(scanner);

String allocationId;

try {
CompletableFuture<String> future = ec2Actions.allocateAddressAsync();
allocationId = future.join();
logger.info("Successfully allocated address with ID:

+allocationId);

} catch (RuntimeException rt) {

Throwable cause = rt.getCause();
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if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

logger.info("The allocation Id value is " + allocationId);
waitForInputToContinue(scanner);
String associationlId;
try {
CompletableFuture<String> future =
ec2Actions.associateAddressAsync(newInstanceld, allocationId);
associationId = future.join();
logger.info("Successfully associated address with ID: "
+associationId);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("13. Describe the instance again. Note that the public IP
address has changed");
waitForInputToContinue(scanner);
try {
CompletableFuture<String> future =
ec2Actions.describeEC2InstancesAsync(newInstanceld);
publicIp = future.join();
logger.info("EC2 instance public IP: " + publicIp);
logger.info("You can SSH to the instance using this command:");
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logger.info("ssh -i " + fileName + " ec2-user@" + publicIp);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("14. Disassociate and release the Elastic IP address.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DisassociateAddressResponse> future =
ec2Actions.disassociateAddressAsync(associationId);
future.join();
logger.info("Address successfully disassociated.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());

retuzrn;
}
}
waitForInputToContinue(scanner);
try {

CompletableFuture<ReleaseAddressResponse> future =
ec2Actions.releaseEC2AddressAsync(allocationId);
future.join(); // Wait for the operation to complete
logger.info("Elastic IP address successfully released.");
} catch (RuntimeException rte) {
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logger.info("An unexpected error occurred: {}", rte.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("15. Terminate the instance and use a waiter (this may take a

few mins).");
waitForInputToContinue(scanner);
try {
CompletableFuture<Object> future =
ec2Actions.terminateEC2Async(newInstanceld);
future.join();
logger.info("EC2 instance successfully terminated.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}
logger.info(DASHES);

logger.info(DASHES);
logger.info("16. Delete the security group.");
waitForInputToContinue(scanner);
try {
CompletableFuture<Void> future =
ec2Actions.deleteEC2SecGroupAsync(groupId);
future.join();
logger.info("Security group successfully deleted.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
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} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("17. Delete the key.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DeleteKeyPairResponse> future =
ec2Actions.deleteKeysAsync(keyName);
future.join();
logger.info("Successfully deleted key pair named " + keyName);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("You successfully completed the Amazon EC2 scenario.");
logger.info(DASHES);
}
public static boolean filterName(String name) {
String[] parts = name.split("/");
String myValue = parts[4];
return myValue.contains("amzn2");

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
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import
import
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import
import
import
import
import

logger.info("");
logger.info("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("c")) {
logger.info("Continuing with the program...");
logger.info("");

break;

} else {

// Handle invalid input.

logger.info("Invalid input. Please try again.");

2AVESIVITIRIVSAEERLET,

org.slf4j.Logger;
org.slf4j.LoggerFactory;

software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.client.config.ClientOverrideConfiguration;
http.async.SdkAsyncHttpClient;
http.nio.netty.NettyNioAsyncHttpClient;
regions.Region;

services.ec2.Ec2AsyncClient;
services.ec2.model.AllocateAddressRequest;
services.ec2.model.AllocateAddressResponse;
services.ec2.model.AssociateAddressRequest;
services.ec2.model.AssociateAddressResponse;

software.amazon.awssdk.services.ec2.model.AuthorizeSecurityGroupIngressRequest;

import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.
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software.
software.

amazon.
amazon.
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amazon.
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awssdk.
awssdk.
awssdk.
awssdk.
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awssdk.
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awssdk.
awssdk.
awssdk.
awssdk.

services.ec2.model.CreateKeyPairRequest;
services.ec2.model.CreateKeyPairResponse;
services.ec2.model.CreateSecurityGroupRequest;
services.ec2.model.DeleteKeyPairRequest;
services.ec2.model.DeleteKeyPairResponse;
services.ec2.model.DeleteSecurityGroupRequest;
services.ec2.model.DeleteSecurityGroupResponse;
services.ec2.model.DescribeImagesRequest;
services.ec2.model.DescribeInstanceTypesRequest;
services.ec2.model.DescribeInstanceTypesResponse;
services.ec2.model.DescribeInstancesRequest;
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class EC2Actions {
private static final Logger logger
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private static Ec2AsyncClient ec2AsyncClient;
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/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
* @return the configured ECR asynchronous client.
*/
private static Ec2AsyncClient getAsyncClient() {
if (ec2AsyncClient == null) {
/*
The “NettyNioAsyncHttpClient® class is part of the AWS SDK for Java,
version 2,
and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.
It uses the Netty framework to handle the underlying network
communication and the Java NIO API to
provide a non-blocking, event-driven approach to HTTP requests and

responses.
*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.buildex()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60)) // Set the connection

timeout.

.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.builder()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API
call timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the
individual call attempt timeout.
.build();

ec2AsyncClient = Ec2AsyncClient.buildex()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ec2AsyncClient;

/**

* Deletes a key pair asynchronously.
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*

* @param keyPair the name of the key pair to delete
* @return a {@link CompletableFuture} that represents the result of the
asynchronous operation.
& The {@link CompletableFuture} will complete with a {e@link
DeleteKeyPairResponsel} object
& that provides the result of the key pair deletion operation.
*/
public CompletableFuture<DeleteKeyPairResponse> deleteKeysAsync(String
keyPair) {
DeleteKeyPairRequest request = DeleteKeyPairRequest.builder()
.keyName (keyPair)
.build();

// Initiate the asynchronous request to delete the key pair.
CompletableFuture<DeleteKeyPairResponse> response =
getAsyncClient().deleteKeyPair(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete key pair: " +
keyPair, ex);
} else if (resp == null) {
throw new RuntimeException("No response received for deleting key

pair: " + keyPair);
}
18
}
/**

* Deletes an EC2 security group asynchronously.

*

* @param groupIld the ID of the security group to delete

* @return a CompletableFuture that completes when the security group is

deleted
*/
public CompletableFuture<Void> deleteEC2SecGroupAsync(String groupId) {
DeleteSecurityGroupRequest request = DeleteSecurityGroupRequest.builder()

.groupId(groupld)
.build();

CompletableFuture<DeleteSecurityGroupResponse> response =
getAsyncClient().deleteSecurityGroup(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
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throw new RuntimeException("Failed to delete security group with
Id " + groupId, ex);
} else if (resp == null) {
throw new RuntimeException('"No response received for deleting
security group with Id " + groupld);

}
}).thenApply(resp -> null);

/**
* Terminates an EC2 instance asynchronously and waits for it to reach the
terminated state.
*
* @param instanceld the ID of the EC2 instance to terminate
* @return a {@link CompletableFuture} that completes when the instance has
been terminated
* @throws RuntimeException if there is no response from the AWS SDK or if
there is a failure during the termination process
*/
public CompletableFuture<Object> terminateEC2Async(String instanceld) {
TerminateInstancesRequest terminateRequest =
TerminateInstancesRequest.builder()
.instancelds(instanceId)
.build();

CompletableFuture<TerminateInstancesResponse> responseFuture =
getAsyncClient().terminateInstances(terminateRequest);
return responseFuture.thenCompose(terminateResponse -> {
if (terminateResponse == null) {
throw new RuntimeException('"No response received for terminating
instance " + instanceld);
}
System.out.println("Going to terminate an EC2 instance and use a
waiter to wait for it to be in terminated state");
return getAsyncClient().waiter()
.waitUntilInstanceTerminated(r -> r.instancelIds(instanceld))
.thenApply(waiterResponse -> null);
}).exceptionally(throwable -> {
// Handle any exceptions that occurred during the async call
throw new RuntimeException("Failed to terminate EC2 instance: " +
throwable.getMessage(), throwable);

1)
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/**
* Releases an Elastic IP address asynchronously.
*
* @param allocId the allocation ID of the Elastic IP address to be released
* @return a {e@link CompletableFuture} representing the asynchronous
operation of releasing the Elastic IP address
*/
public CompletableFuture<ReleaseAddressResponse>
releaseEC2AddressAsync(String allocId) {
ReleaseAddressRequest request = ReleaseAddressRequest.builder()
.allocationId(allocId)
.build();

CompletableFuture<ReleaseAddressResponse> response =
getAsyncClient().releaseAddress(request);
response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to release Elastic IP
address", ex);
}
1);

return response;

/**
* Disassociates an Elastic IP address from an instance asynchronously.
*
* @param associationId The ID of the association you want to disassociate.
* @return a {e@link CompletableFuture} representing the asynchronous
operation of disassociating the address. The

& {@link CompletableFuture} will complete with a {e@link
DisassociateAddressResponse} when the operation is
& finished.

* @throws RuntimeException if the disassociation of the address fails.
*/
public CompletableFuture<DisassociateAddressResponse>
disassociateAddressAsync(String associationId) {
Ec2AsyncClient ec2 = getAsyncClient();
DisassociateAddressRequest addressRequest =
DisassociateAddressRequest.builder()
.associationId(associationId)
.build();
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// Disassociate the address asynchronously.
CompletableFuture<DisassociateAddressResponse> response =
ec2.disassociateAddress(addressRequest);
response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to disassociate address", ex);

1)

return response;

/**
* Associates an Elastic IP address with an EC2 instance asynchronously.
*
* @param instanceld the ID of the EC2 instance to associate the Elastic
IP address with
* @param allocationId the allocation ID of the Elastic IP address to
associate
* @return a {e@link CompletableFuture} that completes with the association ID
when the operation is successful,
ik or throws a {@link RuntimeException} if the operation fails
*/
public CompletableFuture<String> associateAddressAsync(String instanceld,
String allocationId) {
AssociateAddressRequest associateRequest =
AssociateAddressRequest.builder()
.instanceIld(instanceld)
.allocationId(allocationId)
.build();

CompletableFuture<AssociateAddressResponse> responseFuture =
getAsyncClient().associateAddress(associateRequest);
return responseFuture.thenApply(response -> {

if (response.associationId() != null) {
return response.associationId();
} else {

throw new RuntimeException("Association ID is null after
associating address.");
}
}) .whenComplete((result, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to associate address", ex);
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1)

/**
* Allocates an Elastic IP address asynchronously in the VPC domain.
*
* @return a {e@link CompletableFuture} containing the allocation ID of the
allocated Elastic IP address
*/
public CompletableFuture<String> allocateAddressAsync() {
AllocateAddressRequest allocateRequest = AllocateAddressRequest.builder()
.domain(DomainType.VPC)
.build();

CompletableFuture<AllocateAddressResponse> responseFuture =
getAsyncClient().allocateAddress(allocateRequest);

return
responseFuture.thenApply(AllocateAddressResponse::allocationId).whenComplete((result,
ex) -> {

if (ex !'= null) {
throw new RuntimeException("Failed to allocate address", ex);

1)

/**
* Asynchronously describes the state of an EC2 instance.
* The paginator helps you iterate over multiple pages of results.
*
* @param newInstanceld the ID of the EC2 instance to describe
* @return a {@link CompletableFuture} that, when completed, contains a
string describing the state of the EC2 instance
*/
public CompletableFuture<String> describeEC2InstancesAsync(String
newInstanceId) {
DescribeInstancesRequest request = DescribelInstancesRequest.builder()
.instancelds(newInstanceld)
.build();

DescribeInstancesPublisher paginator =
getAsyncClient().describeInstancesPaginator(request);
AtomicReference<String> publicIpAddressRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.reservations().stream()
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.flatMap(reservation -> reservation.instances().stream())
.filter(instance -> instance.instancelId().equals(newInstanceld))
.findFirst()
.ifPresent(instance ->
publicIpAddressRef.set(instance.publicIpAddress()));
}) .thenApply(v -> {
String publicIpAddress = publicIpAddressRef.get();
if (publicIpAddress == null) {
throw new RuntimeException("Instance with ID " + newInstanceld +
" not found.");
}
return publicIpAddress;
}) .exceptionally(ex -> {
logger.info("Failed to describe instances: " + ex.getMessage());
throw new RuntimeException("Failed to describe instances", ex);

1)

/**
* Runs an EC2 instance asynchronously.
*
* @param instanceType The instance type to use for the EC2 instance.
* @param keyName The name of the key pair to associate with the EC2
instance.
* @param groupName The name of the security group to associate with the EC2
instance.
* @param amild The ID of the Amazon Machine Image (AMI) to use for the EC2
instance.
* @return A {@link CompletableFuture} that completes with the ID of the
started EC2 instance.
* @throws RuntimeException If there is an error running the EC2 instance.
*/
public CompletableFuture<String> runInstanceAsync(String instanceType, String
keyName, String groupName, String amilId) {
RunInstancesRequest runRequest = RunInstancesRequest.builder()
.instanceType(instanceType)
.keyName (keyName)
.securityGroups(groupName)
.maxCount(1)
.minCount(1)
.imageId(amild)
.build();
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CompletableFuture<RunInstancesResponse> responseFuture =
getAsyncClient().runInstances(runRequest);
return responseFuture.thenCompose(response -> {
String instancelIdVal = response.instances().get(0).instanceId();
System.out.println("Going to start an EC2 instance and use a waiter
to wait for it to be in running state");
return getAsyncClient().waiter()
.waitUntilInstanceExists(r -> r.instancelds(instanceIdVal))
.thenCompose(waitResponse -> getAsyncClient().waiter()
.waitUntilInstanceRunning(r -> r.instancelds(instanceldVal))
.thenApply(runningResponse -> instanceIdVal));
}).exceptionally(throwable -> {
// Handle any exceptions that occurred during the async call

throw new RuntimeException("Failed to run EC2 instance: " +
throwable.getMessage(), throwable);
18
}
/**
* Asynchronously retrieves the instance types available in the current AWS
region.
* <p>

* This method uses the AWS SDK's asynchronous API to fetch the available
instance types

* and then processes the response. It logs the memory information, network
information,

* and instance type for each instance type returned. Additionally, it
returns a

* {@link CompletableFuture} that resolves to the instance type string for
the "t2.2xlarge"

* instance type, if it is found in the response. If the "t2.2xlarge"
instance type is not

* found, an empty string is returned.

* </p>

*

* @return a {elink CompletableFuture} that resolves to the instance type
string for the

* "t2.2xlarge" instance type, or an empty string if the instance type is not
found

*/

public CompletableFuture<String> getInstanceTypesAsync() {
DescribeInstanceTypesRequest typesRequest =
DescribeInstanceTypesRequest.builder()
.maxResults(10)
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.build();

CompletableFuture<DescribeInstanceTypesResponse> response =
getAsyncClient().describeInstanceTypes(typesRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
List<InstanceTypeInfo> instanceTypes = resp.instanceTypes();
for (InstanceTypelnfo type : instanceTypes) {
logger.info("The memory information of this type is " +
type.memoryInfo().sizeInMiB());
logger.info("Network information is " +
type.networkInfo().toString());
logger.info("Instance type is " +
type.instanceType().toString());
}
} else {
throw (RuntimeException) ex;

1)

return response.thenApply(resp -> {
for (InstanceTypelnfo type : resp.instanceTypes()) {
String instanceType = type.instanceType().toString();
if (instanceType.equals("t2.2xlarge")) {
return instanceType;

}

return ;

1)

/**
* Asynchronously describes an AWS EC2 image with the specified image ID.
*
* @param imageIld the ID of the image to be described
* @return a {e@link CompletableFuture} that, when completed, contains the ID
of the described image
* @throws RuntimeException if no images are found with the provided image
ID, or if an error occurs during the AWS API call
*/
public CompletableFuture<String> describeImageAsync(String imageId) {
DescribeImagesRequest imagesRequest = DescribeImagesRequest.builder()
.imageIds(imageld)
.build();
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AtomicReference<String> imageIdRef = new AtomicReference<>();
DescribeImagesPublisher paginator =
getAsyncClient().describeImagesPaginator(imagesRequest);
return paginator.subscribe(response -> {
response.images().stream()
.filter(image -> image.imageld().equals(imageld))
.findFirst()
.ifPresent(image -> {
logger.info("The description of the image is " +
image.description());
logger.info("The name of the image is " + image.name());
imageIdRef.set(image.imageld());
18
}) .thenApply(v -> {
String id = imageIdRef.get();
if (id == null) {
throw new RuntimeException('"No images found with the provided
image ID.");
}
return id;
}) .exceptionally(ex -> {
logger.info("Failed to describe image: " + ex.getMessage());
throw new RuntimeException("Failed to describe image", ex);

1)

/**
* Retrieves the parameter values asynchronously using the AWS Systems
Manager (SSM) API.
*
* @return a {e@link CompletableFuture} that holds the response from the SSM
API call to get parameters by path
*/
public CompletableFuture<GetParametersByPathResponse> getParaValuesAsync() {
SsmAsyncClient ssmClient = SsmAsyncClient.builder()
.region(Region.US_EAST_1)
.build();

GetParametersByPathRequest parameterRequest =
GetParametersByPathRequest.builder()
.path("/aws/service/ami-amazon-linux-latest")
.build();
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// Create a CompletableFuture to hold the final result.
CompletableFuture<GetParametersByPathResponse> responseFuture = new
CompletableFuture<>();
ssmClient.getParametersByPath(parameterRequest)
.whenComplete((response, exception) -> {
if (exception != null) {
responseFuture.completeExceptionally(new
RuntimeException("Failed to get parameters by path", exception));
} else {
responseFuture.complete(response);

1)

return responseFuture;

/**
* Asynchronously describes the security groups for the specified group ID.
*

* @param groupName the name of the security group to describe
* @return a {e@link CompletableFuture} that represents the asynchronous

operation
& of describing the security groups. The future will complete with a
& {@link DescribeSecurityGroupsResponse} object that contains the
& security group information.
*/

public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.builder()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
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}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupIld == null) {
throw new RuntimeException('"No security group found with the
name: " + groupName);
}
return groupld;
}).exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from
E any IP address in the 192.168.1.0/24 subnet)
* @return a CompletableFuture that, when completed, returns the ID of the
created security group
* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic
*/
public CompletableFuture<String> createSecurityGroupAsync(String groupName,
String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =
CreateSecurityGroupRequest.builder()
.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)
.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
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.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupld);
)
.whenComplete((result, exception) -> {
if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
throw (Ec2Exception) exception.getCause();

} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);
}
}
1)
}
/**
* Asynchronously describes the key pairs associated with the current AWS
account.

*
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*

Descri
*

*/

public CompletableFuture<DescribeKeyPairsResponse> describeKeysAsync() {

getAsy

except

*

operat
*

*/

public CompletableFuture<CreateKeyPairResponse> createKeyPairAsync(String

keyNam

getAsy

FileWr

file:

@return a {@link CompletableFuture} containing the {@link
beKeyPairsResponse} object, which provides
information about the key pairs.

CompletableFuture<DescribeKeyPairsResponse> responseFuture =
ncClient().describeKeyPairs();
responseFuture.whenComplete((response, exception) -> {
if (exception != null) {
throw new RuntimeException("Failed to describe key pairs: " +
ion.getMessage(), exception);
}
1);

return responseFuture;

Creates a new key pair asynchronously.

@param keyName the name of the key pair to create

@param fileName the name of the file to write the key material to
@return a {@link CompletableFuture} that represents the asynchronous
ion

of creating the key pair and writing the key material to a file

e, String fileName) {

CreateKeyPairRequest request = CreateKeyPairRequest.builder()
.keyName (keyName)
.build();

CompletableFuture<CreateKeyPairResponse> responseFuture =
ncClient().createKeyPair(request);
responseFuture.whenComplete((response, exception) -> {
if (response != null) {
try {
BufferedWriter writer = new BufferedWriter(new
iter(fileName));
writer.write(response.keyMaterial());
writer.close();
} catch (IOException e) {

throw new RuntimeException("Failed to write key material to

" + e.getMessage(), e);
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}
} else {
throw new RuntimeException("Failed to create key pair: " +
exception.getMessage(), exception);

}

1)

return responseFuture;

/**
* Describes the first default VPC asynchronously and using a paginator.
*
* @return a {@link CompletableFuture} that, when completed, contains the
first default VPC found.\
*/
public CompletableFuture<Vpc> describeFirstEC2VpcAsync() {
Filter myFilter = Filter.builder()
.name("is-default")
.values("true")
.build();

DescribeVpcsRequest request = DescribeVpcsRequest.builder()
.filters(myFilter)
.build();

DescribeVpcsPublisher paginator =
getAsyncClient().describeVpcsPaginator(request);
AtomicReference<Vpc> vpcRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.vpcs().stream()
.findFirst()
.ifPresent(vpcRef::set);
}) .thenApply(v -> {
Vpc vpc = vpcRef.get();
if (vpc == null) {
throw new RuntimeException("Default VPC not found");
}
return vpc;
}) .exceptionally(ex -> {
logger.info("Failed to describe VPCs: " + ex.getMessage());
throw new RuntimeException("Failed to describe VPCs", ex);

1)
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/**
* Stops the EC2 instance with the specified ID asynchronously and waits for
the instance to stop.
*
* @param instanceld the ID of the EC2 instance to stop
* @return a {@link CompletableFuture} that completes when the instance has
been stopped, or exceptionally if an error occurs
*/
public CompletableFuture<Void> stopInstanceAsync(String instanceId) {
StopInstancesRequest stopRequest = StopInstancesRequest.builder()
.instanceIds(instanceld)
.build();

DescribeInstancesRequest describeRequest =
DescribeInstancesRequest.buildexr()
.instancelds(instanceId)
.build();

Ec2AsyncWaiter ec2Waiter = Ec2AsyncWaiter.builder()
.client(getAsyncClient())
.build();

CompletableFuture<Void> resultFuture = new CompletableFuture<>();
logger.info("Stopping instance " + instanceld + " and waiting for it to
stop.");
getAsyncClient().stopInstances(stopRequest)
.thenCompose(response -> {
if (response.stoppingInstances().isEmpty()) {
return CompletableFuture.failedFuture(new
RuntimeException("No instances were stopped. Please check the instance ID: " +
instanceld));
}
return ec2Waiter.waitUntilInstanceStopped(describeRequest);
)
.thenAccept(waiterResponse -> {
logger.info("Successfully stopped instance " + instanceld);
resultFuture.complete(null);
)
.exceptionally(throwable -> {
logger.error("Failed to stop instance " + instanceld + ": " +
throwable.getMessage(), throwable);
resultFuture.completeExceptionally(new RuntimeException("Failed
to stop instance: " + throwable.getMessage(), throwable));
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return null;

1)

return resultFuture;

/**
* Starts an Amazon EC2 instance asynchronously and waits until it is in the
"running" state.
*
* @param instanceld the ID of the instance to start
* @return a {e@link CompletableFuture} that completes when the instance has
been started and is in the "running" state, or exceptionally if an error occurs
*/
public CompletableFuture<Void> startInstanceAsync(String instanceId) {
StartInstancesRequest startRequest = StartInstancesRequest.builder()
.instancelds(instanceId)
.build();

Ec2AsyncWaiter ec2Waiter = Ec2AsyncWaiter.builder()
.client(getAsyncClient())
.build();

DescribeInstancesRequest describeRequest =
DescribeInstancesRequest.builder()
.instancelds(instanceld)
.build();

logger.info("Starting instance " + instanceld + " and waiting for it to
run.");
CompletableFuture<Void> resultFuture = new CompletableFuture<>();
return getAsyncClient().startInstances(startRequest)
.thenCompose(response ->
ec2Waiter.waitUntilInstanceRunning(describeRequest)
)
.thenAccept(waiterResponse -> {
logger.info("Successfully started instance " + instanceld);
resultFuture.complete(null);
)
.exceptionally(throwable -> {
resultFuture.completeExceptionally(new RuntimeException("Failed
to start instance: " + throwable.getMessage(), throwable));
return null;

1)
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tmpdir } from "node:os";

writeFile, mkdtemp, rm } from "node:fs/promises";
join } from "node:path";

get } from "node:http";

e N N

import {
AllocateAddressCommand,
AssociateAddressCommand,
AuthorizeSecurityGroupIngressCommand,
CreateKeyPairCommand,
CreateSecurityGroupCommand,
DeleteKeyPairCommand,
DeleteSecurityGroupCommand,
DisassociateAddressCommand,
paginateDescribelImages,
paginateDescribelInstances,
paginateDescribelInstanceTypes,
ReleaseAddressCommand,
RunInstancesCommand,
StartInstancesCommand,
StopInstancesCommand,
TerminateInstancesCommand,
waitUntilInstanceStatusOk,
waitUntilInstanceStopped,
waitUntilInstanceTerminated,

} from "eaws-sdk/client-ec2";

import {
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ScenarioAction,
Scenariolnput,
ScenarioOutput,
} from "eaws-doc-sdk-examples/lib/scenario/index.js";

import { paginateGetParametersByPath, SSMClient } from "Eaws-sdk/client-ssm";

/**
* @typedef {{
& ec2Client: import('@aws-sdk/client-ec2').EC2Client,
& errors: Error[],
* keyPairId?: string,
ks tmpDirectory?: string,
* securityGroupId?: string,
& ipAddress?: string,
& images?: import('eaws-sdk/client-ec2').Imagel],
& image?: import('@aws-sdk/client-ec2').Image,
& instanceTypes?: import('e@aws-sdk/client-ec2').InstanceTypeInfol[],
& instanceld?: string,
& instancelpAddress?: string,
& allocationId?: string,
ik allocatedIpAddress?: string,
& associationId?: string,
* }} State
*/

/**
* A skip function provided to the “skipWhen® of a Step when you want
* to ignore that step if any errors have occurred.
* @param {State} state
*/

const skipWhenErrors = (state) => state.errors.length > 0;
const MAX_WAITER_TIME_IN_SECONDS = 60 * 8;

export const confirm = new ScenarioInput("confirmContinue", "Continue?", {
type: "confirm",
skipWhen: skipWhenErrors,

1)

export const exitOnNoConfirm = new ScenarioAction(
"exitOnConfirmContinueFalse",
(/** @type { { earlyExit: boolean } & Record<string, any>} */ state) => {
if (!state[confirm.name]) {
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state.earlyExit = true;
}
},
{
skipWhen: skipWhenErrors,
I
);

export const greeting = new ScenarioOutput(
"greeting",

Welcome to the Amazon EC2 basic usage scenario.

Before you launch an instances, you'll need to provide a few things:

- A key pair - This is for SSH access to your EC2 instance. You only need to
provide the name.

- A security group - This is used for configuring access to your instance.
Again, only the name is needed.

- An IP address - Your public IP address will be fetched.

- An Amazon Machine Image (AMI)

- A compatible instance type’,

{ header: true, preformatted: true, skipWhen: skipWhenErrors },

);

export const provideKeyPairName = new ScenarioInput(
"keyPairName",
"Provide a name for a new key pair.",
{ type: "input", default: "ec2-example-key-pair", skipWhen: skipWhenErrors 3},

);

export const createKeyPair = new ScenarioAction(
"createKeyPair",
async (/** @type {State} */ state)
try {
// Create a key pair in Amazon EC2.
const { KeyMaterial, KeyPairId } = await state.ec2Client.send(
// A unique name for the key pair. Up to 255 ASCII characters.
new CreateKeyPairCommand({ KeyName: state[provideKeyPairName.name] }),

);

> {

state.keyPairId = KeyPairld;

// Save the private key in a temporary location.
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state.tmpDirectory = await mkdtemp(join(tmpdir(), "ec2-scenario-tmp"));
await writeFile(
“${state.tmpDirectory}/${state[provideKeyPairName.name]}.pem",

KeyMaterial,
{
mode: 00400,
},
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidKeyPair.Duplicate"
) {
caught.message = "${caught.message}. Try another key name.';
}
state.errors.push(caught);
}
},
{ skipWhen: skipWhenErrors },

);

export const logKeyPair = new ScenarioOutput(
"logKeyPair",
(/** @type {State} */ state) =>
‘Created the key pair ${state[provideKeyPairName.name]}.",
{ skipWhen: skipWhenErrors },
);

export const confirmDeleteKeyPair = new ScenarioInput(
"confirmDeleteKeyPair",
"Do you want to delete the key pair?",
{
type: "confirm",
// Don't do anything when a key pair was never created.
skipWhen: (/** @type {State} */ state) => !state.keyPairld,
1,
);

export const maybeDeleteKeyPair = new ScenarioAction(
"deleteKeyPair",
async (/** @type {State} */ state) => {
try {
// Delete a key pair by name from EC2
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await state.ec2Client.send(
new DeleteKeyPairCommand({ KeyName: state[provideKeyPairName.name] }),
);
} catch (caught) {
if (
caught instanceof Error &&
// Occurs when a required parameter (e.g. KeyName) is undefined.

caught.name === "MissingParameter"
) {
caught.message = '${caught.message}. Did you provide the required value?
}
state.errors.push(caught);
}
},

{

// Don't do anything when there's no key pair to delete or the user chooses
// to keep it.
skipWhen: (/** @type {State} */ state) =>
Istate.keyPairId || !state[confirmDeleteKeyPair.name],
1,
);

export const provideSecurityGroupName = new ScenarioInput(
"securityGroupName",
"Provide a name for a new security group.",
{ type: "input", default: "ec2-scenario-sg", skipWhen: skipWhenErrors },

);

export const createSecurityGroup = new ScenarioAction(
"createSecurityGroup",
async (/** @type {State} */ state) => {
try {
// Create a new security group that will be used to configure ingress/
egress for
// an EC2 instance.
const { GroupId } = await state.ec2Client.send(
new CreateSecurityGroupCommand({
GroupName: state[provideSecurityGroupName.name],
Description: "A security group for the Amazon EC2 example.",
1,
);
state.securityGroupId = Groupld;
} catch (caught) {
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if (caught instanceof Error && caught.name === "InvalidGroup.Duplicate") {
caught.message = "${caught.message}. Please provide a different name for

your security group. ;

}
state.errors.push(caught);
}
iy
{ skipWhen: skipWhenErrors },
);

export const logSecurityGroup = new ScenarioOutput(

"logSecurityGroup",
(/** @type {State} */ state) =>
‘Created the security group ${state.securityGroupId}.",

{ skipWhen: skipWhenErrors },
);

export const confirmDeleteSecurityGroup = new ScenarioInput(

"confirmDeleteSecurityGroup",

"Do you want to delete the security group?",

{
type: "confirm",
// Don't do anything when a security group was never created.
skipWhen: (/** @type {State} */ state) => !state.securityGroupld,

},
);
export const maybeDeleteSecurityGroup = new ScenarioAction(
"deleteSecurityGroup",
async (/** @type {State} */ state) => {
try {

// Delete the security group if the 'skipWhen' condition below is not met.

await state.ec2Client.send(
new DeleteSecurityGroupCommand({
GroupId: state.securityGroupld,

1},
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidGroupId.Malformed"
) {

caught.message = '${caught.message}. Please provide a valid GroupId. ;
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}

state.errors.push(caught);

}
iy
{

// Don't do anything when there's no security group to delete
// or the user chooses to keep it.
skipWhen: (/** @type {State} */ state) =>
Istate.securityGroupId || !state[confirmDeleteSecurityGroup.name],
I
);

export const authorizeSecurityGroupIngress = new ScenarioAction(
"authorizeSecurity",
async (/** @type {State} */ state) => {
try {
// Get the public IP address of the machine running this example.
const ipAddress = await new Promise((res, rej) => {
get("http://checkip.amazonaws.com", (response) => {
let data = "";
response.on("data", (chunk) => {
data += chunk;
1);
response.on("end", () => res(data.trim()));
}).on("erroxr", (err) => {
rej(err);
1);
18
state.ipAddress = ipAddress;
// Allow ingress from the IP address above to the security group.
// This will allow you to SSH into the EC2 instance.
const command = new AuthorizeSecurityGroupIngressCommand({
GroupId: state.securityGroupld,
IpPermissions: [
{
IpProtocol: "tcp",
FromPort: 22,
ToPort: 22,
IpRanges: [{ CidrIp: '${ipAddress}/32" 1],
I
1,
18

await state.ec2Client.send(command);
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} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidGroupId.Malformed"

) {

caught.message = '${caught.message}. Please provide a valid GroupId. ;

state.errors.push(caught);

}
},
{ skipWhen: skipWhenErrors },

);

export const logSecurityGroupIngress = new ScenarioOutput(
"logSecurityGroupIngress",
(/** @type {State} */ state) =>
‘Allowed SSH access from your public IP: ${state.ipAddress}.",
{ skipWhen: skipWhenErrors },
);

export const getImages = new ScenarioAction(
"images",
async (/** @type {State} */ state) => {
const AMIs = [];
// Some AWS services publish information about common artifacts as AWS
Systems Manager (SSM)
// public parameters. For example, the Amazon Elastic Compute Cloud (Amazon
EC2)
// service publishes information about Amazon Machine Images (AMIs) as public
parameters.

// Create the paginator for getting images. Actions that return multiple
pages of
// results have paginators to simplify those calls.
const getParametersByPathPaginator = paginateGetParametersByPath(
{
// Not storing this client in state since it's only used once.
client: new SSMClient({}),
1,

{
// The path to the public list of the latest amazon-linux instances.

Path: "/aws/service/ami-amazon-linux-latest",

iy
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);

try {
for await (const page of getParametersByPathPaginator) {
for (const param of page.Parameters) {
// Filter by Amazon Linux 2
if (param.Name.includes("amzn2")) {
AMIs.push(param.Value);
}

}
} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidFilterValue") {
caught.message = '${caught.message} Please provide a valid filter value
for paginateGetParametersByPath. " ;
}
state.errors.push(caught);
return;

const imageDetails = [];

const describeImagesPaginator = paginateDescribeImages(
{ client: state.ec2Client 1},
// The images found from the call to SSM.
{ Imagelds: AMIs },

);

try {
// Get more details for the images found above.
for await (const page of describeImagesPaginator) {
imageDetails.push(...(page.Images || []1));
}

// Store the image details for later use.
state.images = imageDetails;
} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidAMIID.NotFound") {
caught.message = "${caught.message}. Please provide a valid image id.";

state.errors.push(caught);

}
},
{ skipWhen: skipWhenErrors },
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);

export const provideImage = new ScenarioInput(
"image",
"Select one of the following images.",
{
type: "select",
choices: (/** e@type { State } */ state) =>
state.images.map((image) => ({
name: ‘${image.Description}’,
value: image,
1),
default: (/** @type { State } */ state) => state.images[0],
skipWhen: skipWhenErrors,
},
);

export const getCompatibleInstanceTypes = new ScenarioAction(
"getCompatibleInstanceTypes",
async (/** @type {State} */ state) => {
// Get more details about instance types that match the architecture of
// the provided image.
const paginator = paginateDescribelInstanceTypes(
{ client: state.ec2Client, pageSize: 25 },
{
Filters: [
{
Name: "processor-info.supported-architecture",
// The value selected from provideImage()
Values: [state.image.Architecture],
},
// Filter for smaller, less expensive, types.
{ Name: "instance-type", Values: ["*.micro", "*.small"] },
1,
},
);

const instanceTypes = [];

try {
for await (const page of paginator) {
if (page.InstanceTypes.length) {
instanceTypes.push(...(page.InstanceTypes || []1));

}
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}

if (!instanceTypes.length) {

state.errors.push(
"No instance types matched the instance type filters.",

);

}

} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidParameterValue") {

caught.message = '${caught.message}. Please check the provided values and
try again.’;

}

state.errors.push(caught);

state.instanceTypes = instanceTypes;
},
{ skipWhen: skipWhenErrors },
);

export const provideInstanceType = new ScenarioInput(
"instanceType",
"Select an instance type.",
{
choices: (/** @type {State} */ state) =>
state.instanceTypes.map((instanceType) => ({
name: ‘${instanceType.InstanceType} - Memory:
${instanceType.MemoryInfo.SizeInMiB} ",
value: instanceType.InstanceType,
1),
type: "select",
default: (/** e@type {State} */ state) =>
state.instanceTypes[@].InstanceType,
skipWhen: skipWhenErrors,
I
);

export const runInstance = new ScenarioAction(
"runInstance",
async (/** @type { State } */ state) => {
const { Instances } = await state.ec2Client.send(
new RunInstancesCommand({
KeyName: state[provideKeyPairName.name],
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SecurityGroupIds: [state.securityGroupId],

Imageld: state.image.Imageld,

InstanceType: state[provideInstanceType.name],

// Availability Zones have capacity limitations that may impact your
ability to launch instances.

// The “RunlInstances’ operation will only succeed if it can allocate at
least the "MinCount® of instances.

// However, EC2 will attempt to launch up to the “MaxCount® of instances,
even if the full request cannot be satisfied.

// If you need a specific number of instances, use "MinCount’ and
"MaxCount® set to the same value.

// If you want to launch up to a certain number of instances, use
"MaxCount™ and let EC2 provision as many as possible.

// If you require a minimum number of instances, but do not want to
exceed a maximum, use both “MinCount® and “MaxCount'.

MinCount: 1,

MaxCount: 1,

1,
);

state.instanceld = Instances[@].Instanceld;

try {
// Poll ‘"DescribelnstanceStatus’™ until status is "ok".
await waitUntilInstanceStatusOk(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
},
{ Instancelds: [Instances[@].Instanceld] 3},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. ;

}
state.errors.push(caught);
}
iy
{ skipWhen: skipWhenErrors },
);

export const logRunInstance = new ScenarioOutput(
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"logRunInstance",

"The next step is to run your EC2 instance for the first time. This can take a
few minutes.",

{ header: true, skipWhen: skipWhenErrors 3},

);

export const describelnstance = new ScenarioAction(
"describelInstance",
async (/** @type { State } */ state) => {
/** @type { import("@aws-sdk/client-ec2").Instance[] } */
const instances = [];

try {
const paginator = paginateDescribeInstances(
{
client: state.ec2Client,
1,
{

// Only get our created instance.
Instancelds: [state.instanceld],

},
);

for await (const page of paginator) {
for (const reservation of page.Reservations) {
instances.push(...reservation.Instances);

}
}
if (instances.length !== 1) {

throw new Error( ' Instance ${state.instanceId} not found.');
}

// The only info we need is the IP address for SSH purposes.
state.instancelpAddress = instances[@].PublicIpAddress;
} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidParameterValue") {
caught.message = "${caught.message}. Please check provided values and try
again. ;

}

state.errors.push(caught);

}

},
{ skipWhen: skipWhenErrors },
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);

export const logSSHConnectionInfo = new ScenarioOutput(
"logSSHConnectionInfo",
(/** @type { State } */ state) =>
"You can now SSH into your instance using the following command:
ssh -i ${state.tmpDirectory}/${state[provideKeyPairName.name]}.pem ec2-user@
${state.instanceIpAddress}’,
{ preformatted: true, skipWhen: skipWhenErrors },
);

export const logStopInstance = new ScenarioOutput(
"logStopInstance",
"Stopping your EC2 instance.",
{ skipWhen: skipWhenErrors },

);

export const stopInstance = new ScenarioAction(
"stopInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new StopInstancesCommand({
Instancelds: [state.instanceld],
1,
I

await waitUntilInstanceStopped(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
1,
{ Instancelds: [state.instanceId] 1},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. " ;

}

state.errors.push(caught);

}
}I

// Don't try to stop an instance that doesn't exist.
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{ skipWhen: (/** @type { State } */ state) => Istate.instanceld },
);

export const logIpAddressBehavior = new ScenarioOutput(
"logIpAddressBehavior",
[

"When you run an instance, by default it's assigned an IP address.",
"That IP address is not static. It will change every time the instance is
restarted.",
"The next step is to stop and restart your instance to demonstrate this
behavior.",
1.join(" "),
{ header: true, skipWhen: skipWhenErrors 3},

);

export const logStartInstance = new ScenarioOutput(
"logStartInstance",
(/** @type { State } */ state) => ‘Starting instance ${state.instancelId}’,
{ skipWhen: skipWhenErrors },

);

export const startInstance = new ScenarioAction(
"startInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new StartInstancesCommand({
Instancelds: [state.instanceld],
1,
I

await waitUntilInstanceStatusOk(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
I
{ Instancelds: [state.instanceld] 1},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. " ;

}
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state.errors.push(caught);

}
},
{ skipWhen: skipWhenErrors },

);

export const logIpAllocation = new ScenarioOutput(
"logIpAllocation",
[

"It is possible to have a static IP address.",
"To demonstrate this, an IP will be allocated and associated to your EC2
instance.",
1.join(" "),
{ header: true, skipWhen: skipWhenErrors 3},

);

export const allocateIp = new ScenarioAction(
"allocatelp",
async (/** @type { State } */ state) => {
try {
// An Elastic IP address is allocated to your AWS account, and is yours
until you release it.
const { AllocationId, PublicIp } = await state.ec2Client.send(
new AllocateAddressCommand({}),
);
state.allocationId = AllocationId;
state.allocatedIpAddress = PublicIp;
} catch (caught) {

if (caught instanceof Error && caught.name === "MissingParameter") {
caught.message = "${caught.message}. Did you provide these values?';
}
state.errors.push(caught);
}
I
{ skipWhen: skipWhenErrors },
I

export const associateIp = new ScenarioAction(
"associatelp",
async (/** @type { State } */ state) => {
try {
// Associate an allocated IP address to an EC2 instance. An IP address can

be allocated
// with the AllocateAddress action.
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const { AssociationId } = await state.ec2Client.send(
new AssociateAddressCommand({
AllocationId: state.allocationId,
Instanceld: state.instanceld,
b,
I
state.associationId = AssociationId;
// Update the IP address that is being tracked to match
// the one just associated.
state.instancelpAddress = state.allocatedIpAddress;
} catch (caught) {

if (

caught instanceof Error &&

caught.name === "InvalidAllocationID.NotFound"
) {

caught.message = "${caught.message}. Did you provide the ID of a valid
Elastic IP address AllocationId?’;
}
state.errors.push(caught);
}
},
{ skipWhen: skipWhenErrors },
I

export const logStaticIpProof = new ScenarioOutput(

"logStaticIpProof",

"The IP address should remain the same even after stopping and starting the
instance.",

{ header: true, skipWhen: skipWhenErrors },

);

export const logCleanUp = new ScenarioOutput(
"logCleanUp",
"That's it! You can choose to clean up the resources now, or clean them up on

your own later.",
{ header: true, skipWhen: skipWhenErrors 3},

);

export const confirmDisassociateAddress = new ScenarioInput(
"confirmDisassociateAddress",
"Do you want to disassociate and release the static IP address created

earlier?",

{

type: "confirm",
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skipWhen: (/** @type { State } */ state)

3},
);

=> Istate.associationId,

export const maybeDisassociateAddress = new ScenarioAction(

"maybeDisassociateAddress",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new DisassociateAddressCommand({
AssociationId: state.associationId,

1),
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAssociationID.NotFound"
) {
caught.message = "${caught.message}. Please provide a valid association
ID.";
}
state.errors.push(caught);
}
},
{

skipWhen: (/** @type { State } */ state) =>

Istate[confirmDisassociateAddress.name] || !state.associationId,

iy
I
export const maybeReleaseAddress = new ScenarioAction(

"maybeReleaseAddress",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new ReleaseAddressCommand({
AllocationId: state.allocationId,

b,
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAllocationID.NotFound"
) {
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caught.message = "${caught.message}. Please provide a valid
AllocationID. *;
}
state.errors.push(caught);
}
I
{
skipWhen: (/** @type { State } */ state) =>
Istate[confirmDisassociateAddress.name] || !state.allocationlId,
I
);

export const confirmTerminateInstance = new ScenarioInput(
"confirmTerminateInstance",
"Do you want to terminate the instance?",
// Don't do anything when an instance was never run.
{
skipWhen: (/** @type { State } */ state) => !Istate.instanceld,
type: "confirm",
I
);

export const maybeTerminateInstance = new ScenarioAction(
"terminateInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new TerminateInstancesCommand({
Instancelds: [state.instanceld],
1),
);
await waitUntilInstanceTerminated(
{ client: state.ec2Client 1},
{ Instancelds: [state.instanceld] 3},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in

the waiter. ;

}

state.errors.push(caught);

iy
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{

// Don't do anything when there's no instance to terminate or the
// use chooses not to terminate.
skipWhen: (/** @type { State } */ state) =>

Istate.instanceld || !state[confirmTerminateInstance.name],

3},
);

export const deleteTemporaryDirectory = new ScenarioAction(
"deleteTemporaryDirectory",
async (/** @type { State } */ state) => {
try {
await rm(state.tmpDirectory, { recursive: true });
} catch (caught) {
state.errors.push(caught);
}
},
);

export const logErrors = new ScenarioOutput(
"logErrors",
(/** @type {Statel}*/ state) => {
const errorlList = state.errors
.map((err) => ' - ${err.name}: ${err.messagel}’)
.join("\n");
return ‘Scenario errors found:\n${errorList}";
},
{

preformatted: true,
header: true,
// Don't log errors when there aren't any!
skipWhen: (/** @type {State} */ state) => state.errors.length === 0@,
},
I

« APl OFFMIZDWTIX, TAWS SDK for JavaScript API U 7 7L A1 OUTOREY &
ESRBRLTLSEETY,

* AllocateAddress

» AssociateAddress

» AuthorizeSecurityGrouplngress

» CreateKeyPair
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Kotlin

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

SDK for Kotlin

® Note
GitHub (Cl&., ZOMHOVY—RAEHYWET, AWS I—REIVARD KD T2<ELUHI

ZROTT, RELEERTOFEEZRRBL TSEZL,

/**

Before running
including your

For more information, see the following documentation topic:

credentials.

this Kotlin code example, set up your development environment,

https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-qguide/setup.html
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1. Creates an RSA key pair and saves the private key data as a .pem file.

2. Lists key pairs.

3. Creates a security group for the default VPC.

4. Displays security group information.

5. Gets a list of Amazon Linux 2 AMIs and selects one.

6. Gets more information about the image.

7. Gets a list of instance types that are compatible with the selected AMI’s
architecture.

8. Creates an instance with the key pair, security group, AMI, and an instance
type.

9. Displays information about the instance.

10. Stops the instance and waits for it to stop.

11. Starts the instance and waits for it to start.

12. Allocates an Elastic IP address and associates it with the instance.
13. Displays SSH connection info for the instance.

14. Disassociates and deletes the Elastic IP address.

15. Terminates the instance.

16. Deletes the security group.

17. Deletes the key pair.

*/
val DASHES = String(CharArray(80)).replace("\u0@@00", "-")

suspend fun main(args: Array<String>) {
val usage = """
Usage:
<keyName> <fileName> <groupName> <groupDesc> <vpcIld> <myIpAddress>

Where:

keyName - A key pair name (for example, TestKeyPair).

fileName - A file name where the key information is written to.

groupName - The name of the security group.

groupDesc - The description of the security group.

vpcId - A VPC ID. You can get this value from the AWS Management
Console.

myIpAddress - The IP address of your development machine.

if (args.size !=6) {
println(usage)
exitProcess(0)
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val
val
val
val
val
val
var

keyName = args[0]

fileName = args[1]
groupName = args[2]
groupDesc = args[3]

vpcld = args[4]

myIpAddress = args[5]
newInstanceld: String? = ""

println(DASHES)
println("Welcome to the Amazon EC2 example scenario.")
println(DASHES)

println(DASHES)
println("1l. Create an RSA key pair and save the private key material as

a .pem

file.")

createKeyPairSc(keyName, fileName)
println(DASHES)

println(DASHES)

println("2. List key pairs.")
describeEC2KeysSc()
println(DASHES)

println(DASHES)
println("3. Create a security group.")

val

groupId = createEC2SecurityGroupSc(groupName, groupDesc, vpcld,

myIpAddress)
println(DASHES)

println(DASHES)

println("4. Display security group info for the newly created security
group.")

describeSecurityGroupsSc(groupId.toString())

println(DASHES)

println(DASHES)
println("5. Get a list of Amazon Linux 2 AMIs and select one with amzn2 in
the name.")

val instanceld = getParaValuesSc()

if (instanceId == "") {
println("The instance Id value isn't valid.")
exitProcess(0)

}

BEARz2R
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println("The instance Id is $instanceId.")

println(DASHES)

println(DASHES)

println("6. Get more information about an amzn2 image and return the AMI

value.")

val amiValue = instanceld?.let { describeImageSc(it) }

if (instanceId == "") {
println("The instance Id value is invalid.")
exitProcess(0)

}

println("The AMI value is $amiValue.")

println(DASHES)

println(DASHES)

println("7. Get a list of instance types.")
val instanceType = getInstanceTypesSc()
println(DASHES)

println(DASHES)

println("8. Create an instance.")

if (amiValue != null) {
newInstanceld = runInstanceSc(instanceType, keyName, groupName, amiValue)
println("The instance Id is $newInstanceId")

}
println(DASHES)

println(DASHES)

println("9. Display information about the running instance. ")
var ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)

println("1@. Stop the instance.")

if (newInstancelId != null) {
stopInstanceSc(newInstanceld)

}
println(DASHES)

println(DASHES)
println("11. Start the instance.")
if (newInstanceId != null) {
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startInstanceSc(newInstanceld)
}
ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)
println("12. Allocate an Elastic IP address and associate it with the

instance.")

val allocationId = allocateAddressSc()

println("The allocation Id value is $allocationId")

val associationId = associateAddressSc(newInstanceIld, allocationId)
println("The associate Id value is $associationId")

println(DASHES)

println(DASHES)

println("13. Describe the instance again.")

ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)

println("14. Disassociate and release the Elastic IP address.")
disassociateAddressSc(associationId)
releaseEC2AddressSc(allocationId)

println(DASHES)

println(DASHES)

println("15. Terminate the instance and use a waiter.")

if (newInstancelId != null) {
terminateEC2Sc(newInstanceId)

}
println(DASHES)

println(DASHES)

println("16. Delete the security group.")

if (groupId != null) {
deleteEC2SecGroupSc(groupId)

}
println(DASHES)

println(DASHES)
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println("17. Delete the key pair.")
deleteKeysSc(keyName)
println(DASHES)

println(DASHES)
println("You successfully completed the Amazon EC2 scenario.")
println(DASHES)

suspend fun deleteKeysSc(keyPair: String) {

val request =

DeleteKeyPairRequest {
keyName = keyPair

}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.deleteKeyPair(request)
println("Successfully deleted key pair named $keyPair")

suspend fun deleteEC2SecGroupSc(groupIdVal: String) {

val request =

DeleteSecurityGroupRequest {
groupId = groupIdVal

}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.deleteSecurityGroup(request)
println("Successfully deleted security group with Id $groupIdval")

suspend fun terminateEC2Sc(instanceldVal: String) {
val ti =
TerminateInstancesRequest {
instancelds = listOf(instanceIdVal)

}
println("Wait for the instance to terminate. This will take a few minutes.")
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->

ec2.terminateInstances(ti)
ec2.waitUntilInstanceTerminated {

// suspend call

instancelds = listOf(instanceldVal)
}

println("$instanceIdVal is terminated!")
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}

suspend fun releaseEC2AddressSc(allocId: String?) {
val request =
ReleaseAddressRequest {
allocationId = allocId

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.releaseAddress(request)
println("Successfully released Elastic IP address $allocId")

suspend fun disassociateAddressSc(associationIdVal: String?) {

val addressRequest =

DisassociateAddressRequest {
associationId = associationIdVal

}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.disassociateAddress(addressRequest)
println("You successfully disassociated the address!")

suspend fun associateAddressSc(
instanceldVal: String?,
allocationIdVal: String?,
): String? {
val associateRequest =
AssociateAddressRequest {
instanceld = instanceldVal
allocationId = allocationIdVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val associateResponse = ec2.associateAddress(associateRequest)
return associateResponse.associationId

suspend fun allocateAddressSc(): String? {
val allocateRequest =
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AllocateAddressRequest {
domain = DomainType.Vpc
}
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val allocateResponse = ec2.allocateAddress(allocateRequest)
return allocateResponse.allocationId

suspend fun startInstanceSc(instanceld: String) {
val request =
StartInstancesRequest {
instancelds = listOf(instanceld)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.startInstances(request)
println("Waiting until instance $instanceld starts. This will take a few
minutes.")
ec2.waitUntilInstanceRunning {
// suspend call
instancelds = listOf(instanceld)
}

println("Successfully started instance $instanceId")

suspend fun stopInstanceSc(instanceld: String) {
val request =
StopInstancesRequest {
instancelds = listOf(instanceld)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.stopInstances(request)
println("Waiting until instance $instanceld stops. This will take a few
minutes.")
ec2.waitUntilInstanceStopped {
// suspend call
instancelds = listOf(instanceld)
}

println("Successfully stopped instance $instanceId")
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suspend fun describeEC2InstancesSc(newInstanceld: String?): String {
var pubAddress = ""
var isRunning = false
val request =
DescribeInstancesRequest {
instancelds = listOf(newInstanceld.toString())

}
while (!isRunning) {
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeInstances(request)
val state =

response.reservations
?.get(0)

.instances

.get(0)

.state

.name

R I B Y

. value
if (state != null) {
if (state.compareTo("running") == @) {
println("Image id is
${response.reservations!!.get(@).instances?.get(0)?.imageId}")
println("Instance type is
${response.reservations!!.get(@).instances?.get(@)?.instanceTypel}")
println("Instance state is
${response.reservations!!.get(@).instances?.get(0)?.state}")
pubAddress =
response.reservations!!
.get(0)
.instances
?.get(0)
?.publicIpAddress
.toString()
println("Instance address is $pubAddress")
isRunning = true

return pubAddress

BEARz2R
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suspend fun runInstanceSc(
instanceTypeVal: String,
keyNameVal: String,
groupNameVal: String,
amiIdVal: String,
): String {
val runRequest =
RunInstancesRequest {
instanceType = InstanceType.fromValue(instanceTypeVal)
keyName = keyNameVal
securityGroups = listOf(groupNameVal)
maxCount = 1
minCount = 1
imageId = amiIdVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.runInstances(runRequest)
val instanceld = response.instances?.get(0)?.instanceld
println("Successfully started EC2 Instance $instanceld based on AMI
$amiIdval")
return instanceld.toString()

// Get a list of instance types.
suspend fun getInstanceTypesSc(): String {
var instanceType = ""
val filterObs = ArraylList<Filter>()
val filter =
Filter {
name = "processor-info.supported-architecture"
values = 1listOf("arm64")

filterObs.add(filter)
val typesRequest =
DescribeInstanceTypesRequest {
filters = filterObs
maxResults = 10
}
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeInstanceTypes(typesRequest)
response.instanceTypes?.forEach { type ->
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println("The memory information of this type is
${type.memoryInfo?.sizeInMib}")

println("Maximum number of network cards is
${type.networkInfo?.maximumNetworkCards}")

instanceType = type.instanceType.toString()
}

return instanceType

// Display the Description field that corresponds to the instance Id value.
suspend fun describeImageSc(instanceld: String): String? {
val imagesRequest =
DescribeImagesRequest {
imagelds = 1listOf(instanceld)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeImages(imagesRequest)
println("The description of the first image is

${response.images?.get(0)?.description}")
println("The name of the first image is
${response.images?.get(@)?.namel}")

// Return the image Id value.
return response.images?.get(0)?.imageld

// Get the Id value of an instance with amzn2 in the name.
suspend fun getParaValuesSc(): String? {
val parameterRequest =
GetParametersByPathRequest {
path = "/aws/service/ami-amazon-linux-latest"

SsmClient.fromEnvironment { region = "us-west-2" }.use { ssmClient ->
val response = ssmClient.getParametersByPath(parameterRequest)
response.parameters?.forkEach { para ->

println("The name of the para is: ${para.namel}")

println("The type of the para is: ${para.typel}")

println("")

if (para.name?.let { filterName(it) } == true) {
return para.value
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}

return

fun filterName(name: String): Boolean {
val parts = name.split("/").toTypedArray()
val myValue = parts[4]
return myValue.contains("amzn2")

suspend fun describeSecurityGroupsSc(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupId)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeSecurityGroups(request)
for (group in response.securityGroups!!) {

println("Found Security Group with id " + group.groupId.toString() +

and group VPC " + group.vpcld)
}

suspend fun createEC2SecurityGroupSc(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
myIpAddress: String?,
): String? {
val request =
CreateSecurityGroupRequest {
groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdvVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =
IpRange {
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cidrIp = "$myIpAddress/0"

val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort 80
ipRanges = 1listOf(ipRange)

val ipPerm2 =
IpPermission {
ipProtocol = "tcp"

toPort = 22
fromPort = 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = 1listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal")
return resp.groupld

suspend fun describeEC2KeysSc() {
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeKeyPairs(DescribeKeyPairsRequest {3})
response.keyPairs?.forEach { keyPair ->
println("Found key pair with name ${keyPair.keyName} and fingerprint
${ keyPair.keyFingerprint}")
}

suspend fun createKeyPairSc(
keyNameVal: String,
fileNameVal: String,
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AllocateAddress

AssociateAddress

) {
val request =
CreateKeyPairRequest {
keyName = keyNameVal
}
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.createKeyPair(request)
val content = response.keyMaterial
if (content != null) {
File(fileNameVal).writeText(content)
}
println("Successfully created key pair named $keyNameVal")
}
}

TAWS SDK for Kotlin API U7 7L A1 OLTORNEY V2SR

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startlnstances
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* Terminatelnstances

* Unmonitorinstances

Python

SDK for Python (Boto3)

(® Note

GitHub IZIE, T DDV Y —REHWET, AWS JI—REIVAKRI K1) T2<EUH
ZROUT, RELERTOFEZRERLTSEZL,

ARV RTFAVTI KD SA VRS OT AT OO F I FERITLET,

class EC2InstanceScenario:
A scenario that demonstrates how to use Boto3 to manage Amazon EC2 resources.
Covers creating a key pair, security group, launching an instance,
associating
an Elastic IP, and cleaning up resources.

def __init_ (
self,
inst_wrapper: EC2InstanceWrapper,
key_wrapper: KeyPairWrapper,
sg_wrapper: SecurityGroupWrapper,
eip_wrapper: ElasticIpWrapper,
ssm_client: boto3.client,
remote_exec: bool = False,

Initializes the EC2InstanceScenario with the necessary AWS service
wrappers.

:param inst_wrapper: Wrapper for EC2 instance operations.

:param key_wrapper: Wrapper for key pair operations.

:param sg_wrapper: Wrapper for security group operations.

:param eip_wrapper: Wrapper for Elastic IP operations.

:param ssm_client: Boto3 client for accessing SSM to retrieve AMIs.
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:param remote_exec: Flag to indicate if the scenario is running in a
remote execution
environment. Defaults to False. If True, the script
won't prompt
for user interaction.
self.inst_wrapper = inst_wrapper
self.key_wrapper = key_wrapper
self.sg_wrapper = sg_wrapper
self.eip_wrapper = eip_wrapper
self.ssm_client = ssm_client
self.remote_exec = remote_exec

def create_and_list_key_pairs(self) -> None:
Creates an RSA key pair for SSH access to the EC2 instance and lists
available key pairs.

console.print("**Step 1: Create a Secure Key Pair**", style="bold cyan")
console.print(
"Let's create a secure RSA key pair for connecting to your EC2
instance."
)
key_name = f"MyUniqueKeyPair-{uuid.uuid4().hex[:8]}"
console.print(f"- **Key Pair Name**: {key_name}")

# Create the key pair and simulate the process with a progress bar.
with alive_bar(1l, title="Creating Key Pair") as bar:
self.key_wrapper.create(key_name)
time.sleep(@.4) # Simulate the delay in key creation
bar()

console.print(f"- **Private Key Saved to**:
{self.key_wrapper.key_file_path}\n")

# List key pairs (simulated) and show a progress bar.
list_keys = True
if list_keys:
console.print("- Listing your key pairs...")
start_time = time.time()
with alive_bar(100, title="Listing Key Pairs") as bar:
while time.time() - start_time < 2:
time.sleep(0.2)
bar(10)
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self.key_wrapper.list(5)
if time.time() - start_time > 2:
console.print(
"Taking longer than expected! Please wait...",
style="bold yellow",

def create_security_group(self) -> None:
Creates a security group that controls access to the EC2 instance and
adds a rule
to allow SSH access from the user's current public IP address.
console.print("**Step 2: Create a Security Group**", style="bold cyan")
console.print(
"Security groups manage access to your instance. Let's create one.

)
sg_name = f"MySecurityGroup-{uuid.uuid4().hex[:8]}"
console.print(f"- **Security Group Name**: {sg_name}")

# Create the security group and simulate the process with a progress bar.
with alive_bar(1l, title="Creating Security Group") as bar:

self.sg_wrapper.create(

sg_name, "Security group for example: get started with
instances."

)

time.sleep(0.5)

bar()

console.print(f"- **Security Group ID**:
{self.sg_wrapper.security_group}\n")

# Get the current public IP to set up SSH access.
ip_response = urllib.request.urlopen("http://checkip.amazonaws.com")
current_ip_address = ip_response.read().decode("utf-8").strip()
console.print(

"Let's add a rule to allow SSH only from your current IP address."
)
console.print(f"- **Your Public IP Address**: {current_ip_address}")
console.print("- Automatically adding SSH rule...")

# Update security group rules to allow SSH and simulate with a progress
bar.
with alive_bar(1l, title="Updating Security Group Rules") as bar:
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response = self.sg_wrapper.authorize_ingress(current_ip_address)
time.sleep(0.4)
if response and response.get("Return"):
console.print("- **Security Group Rules Updated**.")
else:
console.print(
"- **Error**: Couldn't update security group rules.",
style="bold red",
)
bar()

self.sg_wrapper.describe(self.sg_wrapper.security_group)

def create_instance(self) -> None:

Launches an EC2 instance using an Amazon Linux 2 AMI and the created key

pair
and security group. Displays instance details and SSH connection
information.
# Retrieve Amazon Linux 2 AMIs from SSM.
ami_paginator = self.ssm_client.get_paginator('"get_parameters_by_path")
ami_options = []
for page in ami_paginator.paginate(Path="/aws/service/ami-amazon-linux-
latest"):
ami_options += page["Parameters"]
amzn2_images = self.inst_wrapper.get_images(
[opt["Value"] for opt in ami_options if "amzn2" in opt["Name"]]
)
console.print("\n**Step 3: Launch Your Instance**", style="bold cyan")
console.print(
"Let's create an instance from an Amazon Linux 2 AMI. Here are some
options:"

)

image_choice = 0

console.print(f"- Selected AMI: {amzn2_images[image_choice]
['ImageId']}\n")

# Display instance types compatible with the selected AMI

inst_types = self.inst_wrapper.get_instance_types(
amzn2_images[image_choice]["Architecture"]

)

inst_type_choice = 0

console.print(
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f"- Selected instance type: {inst_types[inst_type_choice]
['InstanceType']}\n"

)

console.print("Creating your instance and waiting for it to start...")
with alive_bar(1l, title="Creating Instance") as bar:
self.inst_wrapper.create(
amzn2_images[image_choice]["Imageld"],
inst_types[inst_type_choice]["InstanceType"],
self.key_wrapper.key_pair["KeyName"],
[self.sg_wrapper.security_group],

)
time.sleep(21)
bar()

console.print(f"**Success! Your instance is ready:**\n", style="bold
green')

self.inst_wrapper.display()

console.print(
"You can use SSH to connect to your instance. "
"If the connection attempt times out, you might have to manually
update "

"the SSH ingress rule for your IP address in the AWS Management
Console."

)
self._display_ssh_info()

def _display_ssh_info(self) -> None:

Displays SSH connection information for the user to connect to the EC2
instance.

Handles the case where the instance does or does not have an associated
public IP address.
if (
not self.eip_wrapper.elastic_ips
or not self.eip_wrapper.elastic_ips[0].allocation_id

if self.inst_wrapper.instances:
instance = self.inst_wrapper.instances[0]
instance_id = instance["InstanceId"]
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waiter =
self.inst_wrapper.ec2_client.get_waiter("instance_running")
console.print(
"Waiting for the instance to be in a running state with a
public IP...",
style="bold cyan",

with alive_bar(1, title="Waiting for Instance to Start") as bar:

waiter.wait(Instancelds=[instance_id])
time.sleep(20)
bar()

instance = self.inst_wrapper.ec2_client.describe_instances(
Instancelds=[instance_id]
Y["Reservations"][@]["Instances"][0]

public_ip = instance.get("PublicIpAddress")
if public_ip:
console.print(
"\nTo connect via SSH, open another command prompt and
run the following command:",
style="bold cyan",
)
console.print(
f"\tssh -i {self.key_wrapper.key_file_path} ec2-
user@{public_ip}"
)
else:
console.print(
"Instance does not have a public IP address assigned.",
style="bold red",

else:
console.print(
"No instance available to retrieve public IP address.",
style="bold red",

else:
elastic_ip = self.eip_wrapper.elastic_ips[0]
elastic_ip_address = elastic_ip.public_ip
console.print(
f"\tssh -i {self.key_wrapper.key_file_path} ec2-
user@{elastic_ip_address}"
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if not self.remote_exec:
console.print("\nOpen a new terminal tab to try the above SSH
command.")
input("Press Enter to continue...")

def associate_elastic_ip(self) -> None:
Allocates an Elastic IP address and associates it with the EC2 instance.
Displays the Elastic IP address and SSH connection information.
console.print("\n**Step 4: Allocate an Elastic IP Address**", style="bold
cyan")
console.print(
"You can allocate an Elastic IP address and associate it with your
instance\n"
"to keep a consistent IP address even when your instance restarts."

with alive_bar(1, title="Allocating Elastic IP") as bar:
elastic_ip = self.eip_wrapper.allocate()
time.sleep(0.5)
bar()

console.print(
f"- **Allocated Static Elastic IP Address**: {elastic_ip.public_ip}."

with alive_bar(1l, title="Associating Elastic IP") as bar:
self.eip_wrapper.associate(
elastic_ip.allocation_id, self.inst_wrapper.instances[0]
["InstanceId"]
)
time.sleep(2)
bar()

console.print(f"- **Associated Elastic IP with Your Instance**.")
console.print(
"You can now use SSH to connect to your instance by using the Elastic
IP."

)
self._display_ssh_info()
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def stop_and_start_instance(self) -> None:
Stops and restarts the EC2 instance. Displays instance state and explains
changes that occur when the instance is restarted, such as the potential
change
in the public IP address unless an Elastic IP is associated.
console.print("\n**Step 5: Stop and Start Your Instance**", style="bold
cyan")
console.print("Let's stop and start your instance to see what changes.")
console.print("- **Stopping your instance and waiting until it's
stopped...**")

with alive_bar(1l, title="Stopping Instance") as bar:
self.inst_wrapper.stop()
time.sleep(360)
bar()

console.print("- **Your instance is stopped. Restarting...**")

with alive_bar(1, title="Starting Instance") as bar:
self.inst_wrapper.start()
time.sleep(20)
bar()

console.print("**Your instance is running.**", style="bold green")
self.inst_wrapper.display()

elastic_ip = (
self.eip_wrapper.elastic_ips[@] if self.eip_wrapper.elastic_ips else
None

if elastic_ip is None or elastic_ip.allocation_id is None:
console.print(
"- **Note**: Every time your instance is restarted, its public IP
address changes."
)
else:
console.print(
f"Because you have associated an Elastic IP with your instance,
you can \n"
f"connect by using a consistent IP address after the instance
restarts: {elastic_ip.public_ip}"
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self._display_ssh_info()

def cleanup(self) -> None:

Cleans up all the resources created during the scenario, including
disassociating

and releasing the Elastic IP, terminating the instance, deleting the
security

group, and deleting the key pair.

console.print("\n**Step 6: Clean Up Resources**", style="bold cyan")
console.print("Cleaning up resources:")

for elastic_ip in self.eip_wrapper.elastic_ips:
console.print(f"- **Elastic IP**: {elastic_ip.public_ipl}")

with alive_bar(1, title="Disassociating Elastic IP") as bar:
self.eip_wrapper.disassociate(elastic_ip.allocation_id)
time.sleep(2)
bar()

console.print("\t- **Disassociated Elastic IP from the Instance**")
with alive_bar(1l, title="Releasing Elastic IP") as bar:
self.eip_wrapper.release(elastic_ip.allocation_id)
time.sleep(1l)
bar()

console.print("\t- **Released Elastic IP**")

console.print(f"- **Instance**: {self.inst_wrapper.instances[0]
['InstanceId']}")

with alive_bar(1l, title="Terminating Instance") as bar:
self.inst_wrapper.terminate()
time.sleep(380)
bar()

console.print("\t- **Terminated Instance**")

console.print(f"- **Security Group**: {self.sg_wrapper.security_groupl}")
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with alive_bar(1, title="Deleting Security Group") as bar:
self.sg_wrapper.delete(self.sg_wrapper.security_group)
time.sleep(1l)
bar()

console.print("\t- **Deleted Security Group**")
console.print(f"- **Key Pair**: {self.key_wrapper.key_pair['KeyName']}")

with alive_bar(1l, title="Deleting Key Pair") as bar:
self.key_wrapper.delete(self.key_wrapper.key_pair["KeyName"])
time.sleep(0.4)
bar()

console.print("\t- **Deleted Key Pair**")

def run_scenario(self) -> None:
Executes the entire EC2 instance scenario: creates key pairs, security
groups,
launches an instance, associates an Elastic IP, and cleans up all
resources.
logging.basicConfig(level=1logging.INFO, format="%(levelname)s:
%(message)s")

console.print("-" * 88)
console.print(
"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started
with instances demo.",
style="bold magenta",
)

console.print("-" * 88)

self.create_and_list_key_pairs()
self.create_security_group()
self.create_instance()
self.stop_and_start_instance()
self.associate_elastic_ip()
self.stop_and_start_instance()
self.cleanup()

console.print("\nThanks for watching!", style="bold green")
console.print("-" * 88)

BEXEZAH 258



Amazon Elastic Compute Cloud FROYIN—HA K

if __name__ == "__main__":
try:
scenario = EC2InstanceScenario(
EC2InstanceWrapper.from_client(),
KeyPairWrapper.from_client(),
SecurityGroupWrapper.from_client(),
ElasticIpWrapper.from_client(),
boto3.client("ssm"),
)
scenario.run_scenario()
except Exception:
logging.exception("Something went wrong with the demo.")

F—RTTFO23>aSYVITITRDIVSAZEEZELET,

class KeyPairWrapper:
Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

def __init_ (
self,
ec2_client: boto3.client,
key_file_dir: Union[tempfile.TemporaryDirectory, str],
key_pair: Optional[dict] = None,

Initializes the KeyPairWrapper with the specified EC2 client, key file
directory,
and an optional key pair.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param key_file_dir: The folder where the private key information is
stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
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This is a high-level object that wraps key pair actions.

Optional.
self.ec2_client = ec2_client
self.key_pair = key_pair
self.key_file_path: Optional[str] = None
self.key_file_dir = key_file_dir

@classmethod
def from_client(cls) -> "KeyPairWrapper":

Class method to create an instance of KeyPairWrapper using a new EC2

client
and a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.

ec2_client = boto3.client("ec2")

return cls(ec2_client, tempfile.TemporaryDirectory())

def create(self, key_name: str) -> dict:

Creates a key pair that can be used to securely connect to an EC2

instance.

The returned key pair contains private key information that cannot be

retrieved

again. The private key data is stored as a .pem file.

:param key_name: The name of the key pair to create.

:return: A dictionary representing the Boto3 KeyPair object that

represents the newly created key pair.

:raises ClientError: If there is an error in creating the key pair, for

example, if a key pair with the same name already exists.

try:

response = self.ec2_client.create_key_pair(KeyName=key_name)

self.key_pair = response
self.key_file_path = os.path.join(

self.key_file_dir.name, f"{self.key_pair['KeyName']}.pem"

)

with open(self.key_file_path, "w") as key_file:
key_file.write(self.key_pair["KeyMaterial"])

except ClientError as err:
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if err.response["Error"]["Code"] == "InvalidKeyPair.Duplicate":
logger.errox(

f"A key pair called {key_name} already exists.

"Please choose a different name for your key pair "

"or delete the existing key pair before creating."

)

raise
else:
return self.key_pair

def list(self, limit: Optional[int] = None) -> None:

Displays a list of key pairs for the current account.
WARNING: Results are not paginated.

:param limit: The maximum number of key pairs to list. If not specified,
all key pairs will be listed.
:raises ClientError: If there is an error in listing the key pairs.
try:
response = self.ec2_client.describe_key_pairs()
key_pairs = response.get("KeyPairs", [])

if limit:
key_pairs = key_pairs[:1limit]

for key_pair in key_pairs:
logger.info(
f"Found {key_pair['KeyType']} key '{key_pair['KeyName']}"
with fingerprint:"
)
logger.info(f"\t{key_pair['KeyFingerprint']}")
except ClientError as err:
logger.error(f"Failed to list key pairs: {str(err)}")
raise

def delete(self, key_name: str) -> bool:

Deletes a key pair by its name.

:param key_name: The name of the key pair to delete.
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:return: A boolean indicating whether the deletion was successful.
:raises ClientError: If there is an error in deleting the key pair, for
example,
if the key pair does not exist.
try:
self.ec2_client.delete_key_pair(KeyName=key_name)
logger.info(f"Successfully deleted key pair: {key_namel}")
self.key_pair = None
return True
except self.ec2_client.exceptions.ClientError as err:
logger.error(f"Deletion failed for key pair: {key_namel}")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidKeyPair.NotFound":
logger.error(
f"The key pair '{key_name}' does not exist and cannot be
deleted. "
"Please verify the key pair name and try again."

raise
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class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group

actions.

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.
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self.ec2_client = ec2_client
self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(self, group_name: str, group_description: str) -> str:
Creates a security group in the default virtual private cloud (VPC) of
the current account.

:param group_name: The name of the security group to create.
:param group_description: The description of the security group to
create.
:return: The ID of the newly created security group.
:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists
try:
response = self.ec2_client.create_security_group(
GroupName=group_name, Description=group_description
)
self.security_group = response["GroupId"]
except ClientError as err:
if err.response["Error"]["Code"] == "ResourceAlreadyExists":
logger.errox(
f"Security group '{group_name}' already exists. Please choose
a different name."
)
raise
else:
return self.security_group
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def authorize_ingress(self, ssh_ingress_ip: str) -> Optional[Dict[str, Any]l]:

Adds a rule to the security group to allow access to SSH.

:param ssh_ingress_ip: The IP address that is granted inbound access to
connect
to port 22 over TCP, used for SSH.
:return: The response to the authorization request. The 'Return' field of
the

response indicates whether the request succeeded or failed, or
None if no security group is set.

:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists

if self.security_group is None:

logger.info("No security group to update.")
return None

try:
ip_permissions = [

{
# SSH ingress open to only the specified IP address.
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"IpRanges": [{"CidrIp": f"{ssh_ingress_ip}/32"}],

}

]
response = self.ec2_client.authorize_security_group_ingress(
GroupId=self.security_group, IpPermissions=ip_permissions

)

except ClientError as err:

if err.response["Error"]["Code"] == "InvalidPermission.Duplicate":
logger.errox(

f"The SSH ingress rule for IP {ssh_ingress_ip} already
exists"

f"in security group '{self.security_group}'."
)
raise
else:

return response

def describe(self, security_group_id: Optional[str] = None) -> bool:
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Displays information about the specified security group or all security
groups if no ID is provided.

:param security_group_id: The ID of the security group to describe.
If None, an open search is performed to

describe all security groups.

:returns: True if the description is successful.

:raises ClientError: If there is an error describing the security
group(s), such as an invalid security group ID.

try:

paginator = self.ec2_client.get_paginator("describe_security_groups")

if security_group_id is None:
# If no ID is provided, return all security groups.
page_iterator = paginator.paginate()

else:
page_iterator = paginator.paginate(GroupIds=[security_group_id])

for page in page_iterator:
for security_group in page["SecurityGroups"]:
print(f"Security group: {security_group['GroupName']}")
print(f"\tID: {security_group['GroupId']}")
print(f"\tVPC: {security_group['VpcId']}")
if security_group["IpPermissions"]:
print("Inbound permissions:")
pp(security_group["IpPermissions"])

return True
except ClientError as err:
logger.error("Failed to describe security group(s).")
if err.response["Error"]["Code"] == "InvalidGroup.NotFound":
logger.error(
f"Security group {security_group_id} does not exist "
f"because the specified security group ID was not found."

raise

def delete(self, security_group_id: str) -> bool:

Deletes the specified security group.
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:param security_group_id: The ID of the security group to delete.
Required.

:returns: True if the deletion is successful.
:raises ClientError: If the security group cannot be deleted due to an
AWS service error.
try:
self.ec2_client.delete_security_group(GroupId=security_group_id)
logger.info(f"Successfully deleted security group
'{security_group_id}'")
return True
except ClientError as err:
logger.error(f"Deletion failed for security group
'{security_group_id}'")
error_code = err.response["Error"]["Code"]

if error_code == "InvalidGroup.NotFound":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it does not exist."
)
elif error_code == "DependencyViolation":
logger.errox(
f"Security group '{security_group_id}' cannot be deleted
because it is still in use."
" Verify that it is:"
"\n\t- Detached from resources"
"\n\t- Removed from references in other groups"
"\n\t- Removed from VPC's as a default group"

raise

AVESVITIBRIVTAEERLET,
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class EC2InstanceWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) instance actions
using the client interface."""
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def __init_ (
self, ec2_client: Any, instances: Optional[List[Dict[str, Any]]] = None
) -> None:
Initializes the EC2InstanceWrapper with an EC2 client and optional
instances.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

:param instances: A list of dictionaries representing Boto3 Instance

objects. These are high-level objects that
wrap instance actions.
self.ec2_client = ec2_client
self.instances = instances or []

@classmethod
def from_client(cls) -> "EC2InstanceWrapper":

Creates an EC2InstanceWrapper instance with a default EC2 client.

:return: An instance of EC2InstanceWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(

self,

image_id: str,

instance_type: str,

key_pair_name: str,

security_group_ids: Optional[List[str]] = None,
) -> List[Dict[str, Any]]:

Creates a new EC2 instance in the default VPC of the current account.
The instance starts immediately after it is created.
:param image_id: The ID of the Amazon Machine Image (AMI) to use for the

instance.
:param instance_type: The type of instance to create, such as 't2.micro'.
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:param key_pair_name: The name of the key pair to use for SSH access.
:param security_group_ids: A list of security group IDs to associate with
the instance.
If not specified, the default security group
of the VPC is used.
:return: A list of dictionaries representing Boto3 Instance objects
representing the newly created instances.
try:
instance_params = {
"ImageId": image_id,
"InstanceType": instance_type,
"KeyName": key_pair_name,
}
if security_group_ids is not None:
instance_params["SecurityGroupIds"] = security_group_ids

response = self.ec2_client.run_instances(

**jinstance_params, MinCount=1, MaxCount=1
)
instance = response["Instances"][0]
self.instances.append(instance)
waiter = self.ec2_client.get_waiter("instance_running")
waiter.wait(Instancelds=[instance["InstanceIld"]])

except ClientError as err:

params_str = "\n\t".join(

f"{key}: {value}" for key, value in instance_params.items()
)
logger.error(

f"Failed to complete instance creation request.\nRequest details:

{params_str}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InstanceLimitExceeded":

logger.error(

(
f"Insufficient capacity for instance type
'{instance_type}'. "
"Terminate unused instances or contact AWS Support for a
limit increase."

)

if error_code == "InsufficientInstanceCapacity":
logger.errox(
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f"Insufficient capacity for instance type
'{instance_type}'. "
"Select a different instance type or launch in a
different availability zone."

)
)

raise
return self.instances

def display(self, state_filter: Optional[str] = "running") -> None:

Displays information about instances, filtering by the specified state.

:param state_filter: The instance state to include in the output. Only
instances in this state
will be displayed. Default is 'running'. Example
states: 'running', 'stopped'.
if not self.instances:
logger.info("No instances to display.")
return

instance_ids = [instance["InstanceId"] for instance in self.instances]
paginator = self.ec2_client.get_paginator("describe_instances")
page_iterator = paginator.paginate(Instancelds=instance_ids)

try:
for page in page_iterator:
for reservation in page["Reservations"]:
for instance in reservation["Instances"]:
instance_state = instance["State"]["Name"]
# Apply the state filter (default is 'running')
if state_filter and instance_state != state_filter:
continue # Skip this instance if it doesn't match
the filter

# Create a formatted string with instance details
instance_info = (

f"e ID: {instance['InstanceId']}\n"

f"e Image ID: {instance['ImageId']}\n"

f"e Instance type: {instance['InstanceType']}\n"
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f"e Key name: {instance['KeyName']}\n"
f"e VPC ID: {instance['VpcId']}\n"
f"e Public IP: {instance.get('PublicIpAddress', 'N/
A')I\n"
f"e State: {instance_statel}"
)

print(instance_info)

except ClientError as err:
logger.error(
f"Failed to display instance(s). : {' '.join(map(str,
instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidInstanceID.NotFound":

logger.errox(
"One or more instance IDs do not exist. "
"Please verify the instance IDs and try again."

)

raise

def terminate(self) -> None:

Terminates instances and waits for them to reach the terminated state.
if not self.instances:

logger.info("No instances to terminate.")

return

instance_ids = [instance["InstanceId"] for instance in self.instances]
try:

self.ec2_client.terminate_instances(Instancelds=instance_ids)

waiter = self.ec2_client.get_waiter("instance_terminated")

waiter.wait(Instancelds=instance_ids)

self.instances.clear()

for instance_id in instance_ids:

print(f"e Instance ID: {instance_id}\n" f"« Action: Terminated")

except ClientError as err:
logger.error(
f"Failed instance termination details:\n\t{str(self.instances)}"

)

error_code = err.response["Error"]["Code"]
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if error_code == "InvalidInstanceID.NotFound":
logger.errox(
"One or more instance IDs do not exist. "
"Please verify the instance IDs and try again."

raise

def start(self) -> Optional[Dict[str, Any]l]:

Starts instances and waits for them to be in a running state.

:return: The response to the start request.
if not self.instances:
logger.info("No instances to start.")
return None

instance_ids = [instance["InstanceId"] for instance in self.instances]
try:
start_response =
self.ec2_client.start_instances(Instancelds=instance_ids)
waiter = self.ec2_client.get_waiter("instance_running")
waiter.wait(Instancelds=instance_ids)
return start_response
except ClientError as err:
logger.error(
f"Failed to start instance(s): {','.join(map(str,
instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "IncorrectInstanceState":
logger.error(
"Couldn't start instance(s) because they are in an incorrect
state. "
"Ensure the instances are in a stopped state before starting
them."
)
raise

def stop(self) -> Optional[Dict[str, Any]]:

Stops instances and waits for them to be in a stopped state.
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:return: The response to the stop request, or None if there are no
instances to stop.
if not self.instances:
logger.info("No instances to stop.")
return None

instance_ids = [instance["InstancelId"] for instance in self.instances]
try:

# Attempt to stop the instances

stop_response =

self.ec2_client.stop_instances(Instancelds=instance_ids)

waiter = self.ec2_client.get_waiter("instance_stopped")

waiter.wait(Instancelds=instance_ids)
except ClientError as err:

logger.error(

f"Failed to stop instance(s): {','.join(map(str, instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "IncorrectInstanceState":
logger.errox(
"Couldn't stop instance(s) because they are in an incorrect
state. "
"Ensure the instances are in a running state before stopping
them."
)
raise

return stop_response

def get_images(self, image_ids: List[str]) -> List[Dict[str, Any]]:
Gets information about Amazon Machine Images (AMIs) from a list of AMI
IDs.

:param image_ids: The 1list of AMI IDs to look up.
:return: A list of dictionaries representing the requested AMIs.
try:
response = self.ec2_client.describe_images(Imagelds=image_ids)
images = response["Images"]
except ClientError as err:

HEEAZZAR 272



Amazon Elastic Compute Cloud FROY/IN—HA R

logger.error(f"Failed to stop AMI(s): {','.join(map(str,
image_ids))}")
error_code = err.response["Error"]["Code"]

if error_code == "InvalidAMIID.NotFound":
logger.error("One or more of the AMI IDs does not exist.")
raise

return images

def get_instance_types(

self, architecture: str = "x86_64", sizes: List[str] = ["*.micro",
"* small"]

) -> List[Dict[str, Any]l]:
Gets instance types that support the specified architecture and size.
See https://docs.aws.amazon.com/AWSEC2/latest/APIReference/

API_DescribeInstanceTypes.html

for a list of allowable parameters.

:param architecture: The architecture supported by instance types.
Default: 'x86_64"'.
:param sizes: The size of instance types. Default: '*.micro', '*.small',
:return: A list of dictionaries representing instance types that support
the specified architecture and size.
try:
inst_types = []
paginator = self.ec2_client.get_paginator("describe_instance_types")
for page in paginator.paginate(

Filters=[
{
"Name": "processor-info.supported-architecture",
"Values": [architecture],
I
{"Name": "instance-type", "Values": sizes},

inst_types += page["InstanceTypes"]
except ClientError as err:
logger.error(
f"Failed to get instance types: {architecture},
{',"'.join(map(str, sizes))}"
)

error_code = err.response["Error"]["Code"]
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if error_code == "InvalidParameterValue":
logger.errox(

"Parameters are invalid.

"Ensure architecture and size strings conform to

DescribeInstanceTypes API reference."
)
raise
else:
return inst_types

ElasticIP 79> 3> %2V 7925095 A%ZE&LET,

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address

actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.

:param public_ip: The public IP address of the Elastic IP.

:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip

self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.
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:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []
@classmethod

def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def allocate(self) -> "ElasticIpWrapper.ElasticIp":
Allocates an Elastic IP address that can be associated with an Amazon EC2
instance. By using an Elastic IP address, you can keep the public IP
address
constant even when you restart the associated instance.

:return: The ElasticIp object for the newly created Elastic IP address.
:raises ClientError: If the allocation fails, such as reaching the
maximum limit of Elastic IPs.
try:
response = self.ec2_client.allocate_address(Domain="vpc")
elastic_ip = self.ElasticIp(
allocation_id=response["AllocationId"],
public_ip=response["PublicIp"]
)
self.elastic_ips.append(elastic_ip)
except ClientError as err:
if err.response["Error"]["Code"] == "AddressLimitExceeded":
logger.error(
"Max IP's reached. Release unused addresses or contact AWS
Support for an increase."

)

raise err
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return elastic_ip

def associate(
self, allocation_id: str, instance_id: str
) -> Union[Dict[str, Any], None]:
Associates an Elastic IP address with an instance. When this association
is
created, the Elastic IP's public IP address is immediately used as the
public
IP address of the associated instance.

:param allocation_id: The allocation ID of the Elastic IP.
:param instance_id: The ID of the Amazon EC2 instance.
:return: A response that contains the ID of the association, or None if
no Elastic IP is found.
:raises ClientError: If the association fails, such as when the instance
ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return None

try:
response = self.ec2_client.associate_address(
AllocationId=allocation_id, Instanceld=instance_id
)
elastic_ip.instance_id = (
instance_id # Track the instance associated with this Elastic

IP.
)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidInstanceID.NotFound":

logger.errox(
f"Failed to associate Elastic IP {allocation_id} with
{instance_id} "
"because the specified instance ID does not exist or has not
propagated fully. "
"Verify the instance ID and try again, or wait a few moments
before attempting to "
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"associate the Elastic IP address."
)
raise
return response

def disassociate(self, allocation_id: str) -> None:
Removes an association between an Elastic IP address and an instance.
When the

association is removed, the instance is assigned a new public IP address.

:param allocation_id: The allocation ID of the Elastic IP to
disassociate.
:raises ClientError: If the disassociation fails, such as when the
association ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None or elastic_ip.instance_id is None:
logger.info(
f"No association found for Elastic IP with allocation ID
{allocation_id}."
)

return

try:
# Retrieve the association ID before disassociating
response =
self.ec2_client.describe_addresses(AllocationIds=[allocation_id])
association_id = response["Addresses"][0].get("AssociationId")

if association_id:

self.ec2_client.disassociate_address(AssociationId=association_id)
elastic_ip.instance_id = None # Remove the instance association
else:
logger.info(
f"No Association ID found for Elastic IP with allocation ID
{allocation_id}."
)

except ClientError as err:
if err.response["Error"]["Code"] == "InvalidAssociationID.NotFound":
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logger.error(
f"Failed to disassociate Elastic IP {allocation_id} "
"because the specified association ID for the Elastic IP
address was not found. "
"Verify the association ID and ensure the Elastic IP is

currently associated with a
"resource before attempting to disassociate it."

raise

def release(self, allocation_id: str) -> None:
Releases an Elastic IP address. After the Elastic IP address is released,
it can no longer be used.

:param allocation_id: The allocation ID of the Elastic IP to release.
:raises ClientError: If the release fails, such as when the Elastic IP
address is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return

try:
self.ec2_client.release_address(AllocationId=allocation_id)
self.elastic_ips.remove(elastic_ip) # Remove the Elastic IP from the

list
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidAddress.NotFound":
logger.error(
f"Failed to release Elastic IP address {allocation_id} "
"because it could not be found. Verify the Elastic IP address
"and ensure it is allocated to your account in the correct
region "
"before attempting to release it."
)
raise
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@staticmethod
def get_elastic_ip_by_allocation(

elastic_ips: List["ElasticIpWrapper.ElasticIp"], allocation_id: str
) -> Optional["ElasticIpWrapper.ElasticIp"]:

Retrieves an Elastic IP object by its allocation ID from a given list of

Elastic IPs.

:param elastic_ips: A list of ElasticIp objects.
:param allocation_id: The allocation ID of the Elastic IP to retrieve.
:return: The ElasticIp object associated with the allocation ID, or None

if not found.

return next(
(ip for ip in elastic_ips if ip.allocation_id == allocation_id), None

APl OFFMIC DWW T, TAWS SDK for Python (Boto3) API U7 7 LA OLLTF® K
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AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress
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Rust

» Startlnstances

» Stoplnstances

* Terminatelnstances

* Unmonitorinstances

SDK for Rust

(® Note
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EC2InstanceScenario £%I(C 1k, fl&EE2RITIHIOY INEENTVET,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute

Cloud
//' (Amazon EC2) to do the following:
/7

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2
instances to

/7! control incoming and outgoing traffic.

//!' * Find an Amazon Machine Image (AMI) and a compatible instance type.

//! * Create an instance that is created from the instance type and AMI you
select, and

/7! is configured to use the security group and key pair created in this
example.

//! * Stop and restart the instance.

//' * Create an Elastic IP address and associate it as a consistent IP address
for your instance.

//! * Connect to your instance with SSH, using both its public IP address and
your Elastic IP

//! address.

//! * Clean up all of the resources created by this example.
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use

use

};

use

use

std::net::Ipv4Addr;

crate::{

ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

aws_sdk_ssm: :types: :Parameter;

super::{
elastic_ip::ElasticIpManager, instance::InstanceManager,

security_group::SecurityGroupManager,

i

util::ScenarioImage,

pub struct Ec2InstanceScenario {

ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {

pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {

ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
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self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())
}
/// 1. Creates an RSA key pair and saves its private key data as a .pem file
in secure
/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.
pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {
println!( "Let's create an RSA key pair that you can be use to securely
connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_paiz()

.key_name()

.ok_or_else(|| EC2Error::new('"No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

ok(())
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/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.
/// 3. Displays information about the security group.
///

/// This function uses <http://checkip.amazonaws.com> to get the current
public IP
/// address of the computer that is running the example. This method works in
most
/// cases. However, depending on how your computer connects to the internet,
you
/// might have to manually add your public IP address to the security group
by using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)7?;
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println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}

println!("{}", self.security_group_manager);

ok(())

/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager.
Specifying the

/// '/aws/service/ami-amazon-linux-latest' path returns only the latest
AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected
AMI and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its
information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self

.ec?2

.list_instance_types(&ami.Q)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of

the image.",
ami.o
.architecture
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.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in
{:?}", ami.0)))?
);

let instance_type = self.util.select_instance_type(instance_types)?;

println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.o
.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map([sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security
group"))?,
)
.await
.map_err(|e| e.add_message("Scenario failed to create instance"))?;

while let Err(err) = self

.ec?2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await
{
println!("{err}");
if lself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

0k(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
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.ssm

.list_path("/aws/service/ami-amazon-linux-latest")

.await

.map_err(|e| e.add_message("Could not find parameters for available
images"))?

.into_iter()

.filter(|param| param.name().is_some_and( |name
name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is

associated
// with the instance, the IP address stays consistent when the instance
stops

// and starts.
pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {
println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;

println!("Your instance is running.");

println!("{}", self.instance_manager);

if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP

address changes.");

} else {

println!(
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"Because you have associated an Elastic IP with your instance,
you can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a
running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
I
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.

HEEAZZAR 287



Amazon Elastic Compute Cloud FROY/IN—HA R

/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager

.key_paiz()
.key_name()
.unwrap_or("(unknown key pair)")
);
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {
if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln!("{erxr}")
}
if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln! ("{erx}")
}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await

eprintln! ("{err}");
}
if let Err(err) = self.key_pair_manager.delete(&self.ec2,
&self.util).await {
eprintln! ("{err}");
}
} else {
println!("0Ok, not cleaning up any resources!");

pub async fn run(mut scenario: Ec2InstanceScenario) {
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println!
(s ");
println!(
"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started
with instances demo."
);
println!

(Il ________________________________________________________________________________ Il);

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

(Il ________________________________________________________________________________ Il);
scenario.clean_up().await;

println!("Thanks for running!");
println!

(e e e e e e e ")

EC2Impl BEBKRETANBOA—RNEY IRA MELTHEEL., TORHKIE EC2 SDK HY
HLZZY7TLET,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error::ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
},
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
b
Client as EC2Client,

BEXEZAH 289



Amazon Elastic Compute Cloud FROY/IN—HA R

i
use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {name}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new('"Create Key Pair has no key
material"))?;
Ok((info, material))

pub async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok (output.key_pairs.unwrap_or_default())
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pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

0k(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {namel}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new('"Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
1)7?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)
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/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => 0Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
.map([ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
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.to_port(22)
.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

/// List instance types that match an image's architecture and are free tier
eligible.
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pub async fn list_instance_types(&self, image: &Image) ->

Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(

"{3",

image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",

image.image_id()
)))?
)5

let free_tier_eligible_filter = Filter::buildex()

.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")

.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
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.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());
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tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {
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EC2Error: :new(format!("No instances in reservation for
{instance_id}"))

17?;
Ok(instance.clone())
}
pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error>
{
tracing::info!("Starting instance {instance_id}");
self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;
tracing::info!("Started instance.");
ok(())
}
pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error>
{

tracing::info!("Stopping instance {instance_id}");
self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");
0k(())
pub async fn reboot_instance(&self, instance_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Rebooting instance {instance_id}");

self.client

HEEAZZAR 297



Amazon Elastic Compute Cloud FROY/IN—HA R

.reboot_instances()
.instance_ids(instance_id)
.send()

.await?;

0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

0k(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
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self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

D
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
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.instance_id(instance_id)
.send()
.await?;

Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) ->
Result<(), EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_oxr("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)
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impl std::error::Error for EC2Error {3}

impl std::fmt::Display for EC2Error {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

write!(f, "{}", self.0)

SSM BEMEKIETANAODA—REY IRAMELTH#EEL., TOBEIE SSM SDK U H
LESY7LET,

use aws_sdk_ssm::{types::Parameter, Client};

use aws_smithy_async: :future: :pagination_stream: :TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {

inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {

pub fn new(inner: Client) -> Self {

SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error>

let maybe_params: Vec<Result<Parameter,

self.inner

.get_parameters_by_path()

>>

TryFlatMap: :new(
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.path(path)
.into_paginatoxr()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect: :<Result<Vec<Parameter>, _>>()7?;
Ok(params)

CcOIFI)FTR, BHO "Managers FXOEEAZFEAL T, >FVFLBTERB LV
HIBRE N )Y —AANDT VLR ZREBLET,

use aws_sdk_ec2::operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

i
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
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return addr;

3
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

0k(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}
self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

ok(())

use std::fmt::Display;
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use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())
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}

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

0k(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
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ok(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {
writeln!(f, "\tID: {3}",
instance.instance_id().unwrap_oxr (" (Unknown)"))?;
writeln!(
f,
"\tImage ID: {}",
instance.image_id().unwrap_oxr (" (Unknown)")

VE?
writeln!(
T,
"\tInstance type: {}",
instance
.instance_type()
.map(|it] format!("{itl}"))
.unwrap_or("(Unknown)".to_string())
VE?
writeln!(
T,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
)?;

writeln!(f, "\tVPC ID: {}",
instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
f,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")
VE?
let instance_state = instance
.state
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use

use

use

use

.as_ref()
-map(|is| {
is.name()
.map(|isn| format!("{isnl}"))
.unwrap_or("(Unknown)".to_string())
)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_statel}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

std::{env, path::PathBuf};

aws_sdk_ec2::types: :KeyPairInfo;

crate::ec2::{EC2Error, EC2};

super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]

pub

struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {

pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()
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}

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

}

/// Creates a key pair that can be used to securely connect to an EC2
instance.

/// The returned key pair contains private key information that cannot be
retrieved

/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

s
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
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}
0k(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {
pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,
) -> Result<(), EC2Error> {
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self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

0k(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())
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}

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(

f,
"Security group: {}",
sg.group_name().unwrap_or("(unknown group)")

)?;

writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group

id)"))?;
writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
}
}
0k(())
}
None => writeln!(f, "No security group loaded."),
}
}
}

SFIVADERIVNIRAT K,

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario: :{run, Ec2InstanceScenario},
util::UtilImpl,
1,
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ssm: :SSM,
13

#[tokio::main]

async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::load_from_env().await;
let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
let scenario = Ec2InstanceScenario::new(ec2, ssm, util);
run(scenario).await;

« API OFFMIC OV T, TAWS SDKforRustAPI U7 7L>A1 OULTORNEY V%22 R
LTLEEL,

* AllocateAddress

» AssociateAddress

* AuthorizeSecurityGrouplngress

+ CreateKeyPair

» CreateSecurityGroup

* DeleteKeyPair

» DeleteSecurityGroup

» Describelmages

* DescribelnstanceTypes

* Describelnstances

* DescribeKeyPairs

» DescribeSecurityGroups

» DisassociateAddress

* ReleaseAddress

* Runlnstances

» Startlnstances

» Stoplnstances
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* Unmonitorinstances

Swift

SDK for Swift

@ Note

GitHub IZl&, ZTDMOIY—REHYWET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITORFEZEILTSEZ L,

Package.swift 774 ).

// swift-tools-version: 5.9

//

// The swift-tools-version declares the minimum version of Swift required to
// build this package.

import PackageDescription

let package = Package(
name: "ec2-scenario",
// Let Xcode know the minimum Apple platforms supported.
platforms: [
.mac0S(.v13),
.10S(.v15)
1,
dependencies: [
// Dependencies declare other packages that this package depends on.
.package(
url: "https://github.com/awslabs/aws-sdk-swift",
from: "1.4.0"),
.package(
url: "https://github.com/apple/swift-argument-parser.git",
branch: "main"

1,
targets: [

// Targets are the basic building blocks of a package, defining a module
or a test suite.

// Targets can depend on other targets in this package and products
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// from dependencies.
.executableTarget(
name: "ec2-scenario",
dependencies: [
.product(name: "AWSEC2", package: "aws-sdk-swift"),
.product(name: "AWSSSM", package: "aws-sdk-swift"),
.product(name: "ArgumentParser", package: "swift-argument-
parser")
1,

path: "Sources")

entry.swift 774 ),

// An example that shows how to use the AWS SDK for Swift to perform a variety
// of operations using Amazon Elastic Compute Cloud (EC2).
//

import ArgumentParser
import Foundation
import AWSEC2

// Allow waiters to be used.

import class SmithyWaitersAPI.Waiter
import struct SmithyWaitersAPI.WaiterOptions

import AWSSSM

struct ExampleCommand: ParsableCommand {
@Option(help: "The AWS Region to run AWS API calls in.")
var awsRegion = "us-east-1"

@Option(
help: ArgumentHelp("The level of logging for the Swift SDK to perform."),
completion: .list([
"critical",
"debug",
"error",
"info",
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"notice",
"trace",
"warning"
D
)
var loglLevel: String = "error"

static var configuration = CommandConfiguration(
commandName: "ec2-scenario",
abstract: """
Performs various operations to demonstrate the use of Amazon EC2 using
the
AWS SDK for Swift.

mmn
’

discussion:

/// Called by “~"main()’ " to run the bulk of the example.
func runAsync() async throws {
let ssmConfig = try await SSMClient.SSMClientConfiguration(region:
awsRegion)
let ssmClient

SSMClient(config: ssmConfig)

let ec2Config
awsRegion)
let ec2Client

try await EC2Client.EC2ClientConfiguration(region:

EC2Client(config: ec2Config)

let example = Example(ec2Client: ec2Client, ssmClient: ssmClient)

await example.run()

class Example {
let ec2Client: EC2Client
let ssmClient: SSMClient

// Storage for AWS EC2 properties.

var keyName: String? = nil

var securityGroupId: String? = nil
var instanceld: String? = nil

var allocationId: String? = nil
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var associationId: String? = nil

init(ec2Client: EC2Client, ssmClient: SSMClient) {
self.ec2Client = ec2Client
self.ssmClient = ssmClient

/// The example's main body.
func run() async {

// 1. Create an RSA key pair, saving the private key as a ".pem’ file.
// Create a ‘defer’ block that will delete the private key when the
// program exits.

print("Creating an RSA key pair...")

keyName = self.tempName(prefix: "ExampleKeyName")
let keyUrl = await self.createKeyPair(name: keyName!)

guard let keyUrl else {
print("*** Failed to create the key pair!")
return

print("Created the private key at: \(keyUrl.absoluteString)")

// Schedule deleting the private key file to occur automatically when
// the program exits, no matter how it exits.

defer {
do {
try FileManager.default.removeltem(at: keyUrl)
} catch {
print("*** Failed to delete the private key at
\(keyUrl.absoluteString)")

}
}
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 2. List the key pairs by calling ‘DescribeKeyPairs"
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
print("Describing available key pairs...")
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Swift"

await self.describeKeyPairs()

// 3. Create a security group for the default VPC, and add an inbound
// rule to allow SSH from the current computer's public IPv4
// address.

print("Creating the security group...")

let secGroupName = self.tempName(prefix: "ExampleSecurityGroup")
let ipAddress = self.getMyIPAddress()

guard let ipAddress else {
print("*** Unable to get the device's IP address.")
return

print("IP address is: \(ipAddress)")

securityGroupId = await self.createSecurityGroup(

name: secGroupName,
description: "An example security group created using the AWS SDK for

if securityGroupId == nil {
await cleanUp()
return

print("Created security group: \(securityGroupId ?? "<unknown>")")

if !(await self.authorizeSecurityGroupIngress(groupId: securityGroupId!,

ipAddress: ipAddress)) {

await cleanUp()

return
}
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 4. Display security group information for the new security group
// using DescribeSecurityGroups.
//:::::::==============================================================
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if !(await self.describeSecurityGroups(groupId: securityGroupId!)) {
await cleanUp()
return

// 5. Get a list of Amazon Linux 2023 AMIs and pick one (SSM is the
// best practice), using path and then filter the list after the
// fact to include "al2023" in the Name field

// (ssm.GetParametersByPath). Paginate to get all images.

print("Searching available images for Amazon Linux 2023 images...")

let options = await self.findAMIsMatchingFilter("al2023")

// 6. The information in the AMI options isn't great, so make a list
// of the image IDs (the "Value" field in the AMI options) and get
// more information about them from EC2. Display the Description
// field and select one of them (DescribelImages with Imagelds

// filter).

print("Images matching Amazon Linux 2023:")

var imagelds: [String] = []
for option in options {
guard let id = option.value else {
continue
}
imagelds.append(id)

let images = await self.describeImages(imagelds)
// This is where you would normally let the user choose which AMI to
// use. However, for this example, we're just going to use the first

// one, whatever it is.

let chosenImage = images[Q]

// 7. Get a list of instance types that are compatible with the
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// selected AMI's architecture (such as "x86_64") and are either
// small or micro. Select one (DescribelnstanceTypes).

print("Getting the instance types compatible with the selected image...")

guard let arch = chosenImage.architecture else {
print("*** The selected image doesn't have a valid architecture.")
await cleanUp()
return

let imageTypes = await self.getMatchingInstanceTypes(architecture: arch)

for type in imageTypes {
guard let instanceType = type.instanceType else {
continue

}
print(" \(instanceType.rawValue)")

// This example selects the first returned instance type. A real-world
// application would probably ask the user to select one here.

let chosenInstanceType = imageTypes[0]

//:====================================================================
// 8. Create an instance with the key pair, security group, AMI, and

// instance type (RunInstances).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
print("Creating an instance...")

guard let imageld = chosenImage.imageld else {
print("*** Cannot start image without a valid image ID.")
await cleanUp()
return

}

guard let instanceType = chosenInstanceType.instanceType else {
print("*** Unable to start image without a valid image type.")
await cleanUp()
return
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let instance = await self.runInstance(
imageId: imageld,
instanceType: instanceType,
keyPairName: keyName!,
securityGroups: [securityGroupId!]

guard let instance else {
await cleanUp()
return

instanceld = instance.instanceld

if instanceld == nil {
print("*** Instance is missing an ID. Canceling.")
await cleanUp()

return
}
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 9. Wait for the instance to be ready and then display its
// information (DescribelInstances).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
print("Waiting a few seconds to let the instance come up...")
do {

try await Task.sleep(for: .seconds(20))
} catch {

print("*** Error pausing the task.")
}
print("Success! Your new instance is ready:")
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 1@. Display SSH connection info for the instance.
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

var runningInstance = await self.describeInstance(instanceld:

instancelId!)

if (runningInstance != nil) && (runningInstance!.publicIpAddress != nil)

print("\nYou can SSH to this instance using the following command:")
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print("ssh -i \(keyUrl.path) ec2-user@
\(runningInstance!.publicIpAddress!)")

print("Stopping the instance...")

if !(await self.stopInstance(instanceld: instanceld!, waitUntilStopped:

true)) {

await cleanUp()

return
}
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 12. Start the instance and wait for it to start (StartInstances).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
print("Starting the instance again...")

if !'(await self.startInstance(instanceld: instanceld!, waitUntilStarted:

true)) {
await cleanUp()
return
}
e e e e e e e e E e
// 13. Display SSH connection info for the instance. Note that it's
// changed.
//===============zzss===========sSssssssSSSSssssssSSSSSssssssssssssssss

runningInstance = await self.describeInstance(instanceId: instanceId!)
if (runningInstance != nil) && (runningInstance!.publicIpAddress != nil)

print("\nYou can SSH to this instance using the following command.")
print("This is probably different from when the instance was running
before.™")
print("ssh -i \(keyUrl.path) ec2-user@
\(runningInstance!.publicIpAddress!)")
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// 14. Allocate an elastic IP and associate it with the instance
// (AllocateAddress and AssociateAddress).

allocationId = await self.allocateAddress()

if allocationId == nil {

await cleanUp()
return

associationId = await self.associateAddress(instanceld: instanceld!,
allocationId: allocationId)

if associationId == nil {
await cleanUp()
return
}
e e e e e e e e e e e s
// 15. Display SSH connection info for the connection. Note that the
// public IP is now the Elastic IP, which stays constant.
/=== ==mmmm e e e e e e e e e e

runningInstance = await self.describeInstance(instanceId: instanceld!)
if (runningInstance != nil) && (runningInstance!.publicIpAddress != nil)

print("\nYou can SSH to this instance using the following command.")

print("This has changed again, and is now the Elastic IP.")

print("ssh -i \(keyUrl.path) ec2-user@
\(runningInstance!.publicIpAddress!)")

await cleanUp()

/// Clean up by discarding and closing down all allocated EC2 items:
///

/// * Elastic IP allocation and association
/// * Terminate the instance
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/// * Delete the security group
/// * Delete the key pair
func cleanUp() async {

// 16. Disassociate and delete the Elastic IP (DisassociateAddress and
// ReleaseAddress).
//:====================================================================

if associationId != nil {

await self.disassociateAddress(associationId: associationId!)

if allocationId != nil {
await self.releaseAddress(allocationId: allocationId!)

}
//:====================================================================
// 17. Terminate the instance and wait for it to terminate

// (TerminateInstances).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

if instanceld != nil {
print("Terminating the instance...")
_ = await self.terminateInstance(instanceld: instancelId!,

waitUntilTerminated: true)

if securityGroupId != nil {
print("Deleting the security group...")
_ = await self.deleteSecurityGroup(groupId: securityGroupId!)

if keyName != nil {
print("Deleting the key pair...")
_ = await self.deleteKeyPair(keyPair: keyName!)
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}

/// Create a new RSA key pair and save the private key to a randomly-named
/// file in the temporary directory.
///

/// - Parameter name: The name of the key pair to create.

///
/// - Returns: The URL of the newly created ".pem’ file or 'nil" if unable

/// to create the key pair.
func createKeyPair(name: String) async -> URL? {
do {
let output = try await ec2Client.createKeyPair(
input: CreateKeyPairInput(
keyName: name

guard let keyMaterial = output.keyMaterial else {
return nil

// Build the URL of the temporary private key file.
let fileURL = URL.temporaryDirectory

.appendingPathComponent(name)
.appendingPathExtension("pem")

do {
try keyMaterial.write(to: fileURL, atomically: true, encoding:

String.Encoding.utf8)

return fileURL

} catch {
print("*** Failed to write the private key.")
return nil

}

} catch {
print("*** Unable to create the key pair.")
return nil

/// Describe the key pairs associated with the user by outputting each key
/// pair's name and fingerprint.
func describeKeyPairs() async {
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do {
let output = try await ec2Client.describeKeyPairs(
input: DescribeKeyPairsInput()

guard let keyPairs = output.keyPairs else {
print("*** No key pairs list available.")
return

for keyPair in keyPairs {
print(keyPair.keyName ?7? "<unknown>",
keyPair.keyFingerprint ?? "<unknown>")

}
} catch {
print("*** Error: Unable to obtain a key pair list.")
}
}
/// Delete an EC2 key pair.
///
/// - Parameter keyPair: The name of the key pair to delete.
///

/// - Returns: “true’ if the key pair is deleted successfully; otherwise
/// “false'.
func deleteKeyPair(keyPair: String) async -> Bool {
do {
_ = try await ec2Client.deleteKeyPair(
input: DeleteKeyPairInput(
keyName: keyPair

return true
} catch {
print("*** Error deleting the key pair:
\(error.localizedDescription)")
return false

/// Return a list of AMI names that contain the specified string.
///

/// - Parameter filter: A string that must be contained in all returned
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/// AMI names.
///

/// - Returns: An array of the parameters matching the specified substring.

func findAMIsMatchingFilter(_ filter: String) async ->
[SSMClientTypes.Parameter] {
var parameterlList: [SSMClientTypes.Parameter] = []
var matchingAMIs: [SSMClientTypes.Parameter] = []

do {
let pages = ssmClient.getParametersByPathPaginated(
input: GetParametersByPathInput(
path: "/aws/service/ami-amazon-linux-latest"

for try await page in pages {
guard let parameters = page.parameters else {
return matchingAMIs

for parameter in parameters {
parameterlList.append(parameter)

print("Found \(parameterList.count) images total:")
for parameter in parameterList {
guard let name = parameter.name else {
continue

}
print(" \(name)")

if name.contains(filter) {
matchingAMIs.append(parameter)

}
} catch {
return matchingAMIs

return matchingAMIs

/// Return a list of instance types matching the specified architecture
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/17
/17
/17
/17
/17
/17
/17
/17
/17
/17

and instance sizes.

- Parameters:
- architecture: The architecture of the instance types to return, as
a member of “EC2ClientTypes.ArchitectureValues'.
- sizes: An array of one or more strings identifying sizes of
instance type to accept.

- Returns: An array of "EC2ClientTypes.InstanceTypeInfo’ records
describing the instance types matching the given requirements.

func getMatchingInstanceTypes(architecture: EC2ClientTypes.ArchitectureValues
= EC2ClientTypes.ArchitectureValues.x8664,

sizes: [String] = ["*.micro", "*.small"]) async
-> [EC2ClientTypes.InstanceTypelnfo] {
var instanceTypes: [EC2ClientTypes.InstanceTypeInfo] = []

let archFilter = EC2ClientTypes.Filter(
name: "processor-info.supported-architecture",
values: [architecture.rawValue]

let sizeFilter = EC2ClientTypes.Filter(
name: "instance-type",
values: sizes

)
do {
let pages = ec2Client.describelInstanceTypesPaginated(
input: DescribeInstanceTypesInput(
filters: [archFilter, sizeFilter]
)
)
for try await page in pages {
guard let types = page.instanceTypes else {
return []
}
instanceTypes += types
}
} catch {
print("*** Error getting image types: \(error.localizedDescription)")
return []
}
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return instanceTypes

/// Get the latest information about the specified instance and output it
/// to the screen, returning the instance details to the caller.

///

/// - Parameters:

/// - instanceld: The ID of the instance to provide details about.
/// - stateFilter: The state to require the instance to be in.
///

/// - Returns: The instance's details as an "EC2ClientTypes.Instance’ object.
func describeInstance(instanceId: String,

stateFilter: EC2ClientTypes.InstanceStateName? =

EC2ClientTypes.InstanceStateName.running) async
-> EC2ClientTypes.Instance? {
do {
let pages = ec2Client.describelInstancesPaginated(
input: DescribeInstancesInput(
instancelds: [instanceId]

for try await page in pages {
guard let reservations = page.reservations else {
continue

for reservation in reservations {
guard let instances = reservation.instances else {
continue

for instance in instances {
guard let state = instance.state else {
print("*** Instance is missing its state...")
continue

}

let instanceState = state.name

if stateFilter != nil && (instanceState != stateFilter) {
continue

let instanceTypeName: String
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if instance.instanceType == nil {
instanceTypeName = "<N/A>"
} else {
instanceTypeName = instance.instanceType?.rawValue ??
"eN/AS"
}
let instanceStateName: String
if instanceState == nil {
instanceStateName = "<N/A>"
} else {
instanceStateName = instanceState?.rawValue ?? "<N/
A>"
}
print("""
Instance: \(instance.instanceId ?? "<N/A>")
e« Image ID: \(instance.imageld ?? "<N/A>")
o Instance type: \(instanceTypeName)
o Key name: \(instance.keyName ?? "<N/A>")
e« VPC ID: \(instance.vpcId ?? "<N/A>")
e Public IP: \(instance.publicIpAddress ?? "N/A")
o State: \(instanceStateName)
")
return instance
}
}
}
} catch {

print("*** Error retrieving instance information to display:
\(error.localizedDescription)")
return nil

}
return nil
}
/// Stop the specified instance.
///
/// - Parameters:
/// - instanceld: The ID of the instance to stop.
/// - waitUntilStopped: If “true’, execution waits until the instance
/// has stopped. Otherwise, execution continues and the instance stops
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/// asynchronously.
///
/// - Returns: “true’ if the image is successfully stopped (or is left to
///  stop asynchronously). "false' if the instance doesn't stop.
func stopInstance(instanceld: String, waitUntilStopped: Bool = false) async -
> Bool {
let instancelList = [instanceId]

do {
_ = try await ec2Client.stopInstances(
input: StopInstancesInput(
instancelds: instancelist

if waitUntilStopped {
print("Waiting for the instance to stop. Please be patient!")

let waitOptions = WaiterOptions(maxWaitTime: 600)
let output = try await ec2Client.waitUntilInstanceStopped(
options: waitOptions,
input: DescribeInstancesInput(
instancelds: instancelist

switch output.result {
case .success:
return true
case .failure:
return false
}
} else {
return true
}
} catch {
print("*** Unable to stop the instance:
\(error.localizedDescription)")
return false

/// Start the specified instance.
///
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/// - Parameters:

/// - instanceld: The ID of the instance to start.

/// - waitUntilStarted: If “true’, execution waits until the instance
/// has started. Otherwise, execution continues and the instance starts
/// asynchronously.

///

/// - Returns: “true’ if the image is successfully started (or is left to
/// start asynchronously). “false’ if the instance doesn't start.
func startInstance(instanceld: String, waitUntilStarted: Bool = false) async
-> Bool {
let instancelList = [instanceId]

do {
_ = try await ec2Client.startInstances(
input: StartInstancesInput(
instancelds: instancelist

if waitUntilStarted {
print("Waiting for the instance to start...")

let waitOptions = WaiterOptions(maxWaitTime: 60.0)
let output = try await ec2Client.waitUntilInstanceRunning(
options: waitOptions,
input: DescribeInstancesInput(
instancelds: instancelist

)
switch output.result {
case .success:
return true
case .failure:
return false
}
} else {
return true
}
} catch {
print("*** Unable to start the instance:
\(error.localizedDescription)")
return false
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/// Terminate the specified instance.

///

/// - Parameters:

/// - instanceId: The instance to terminate.

/// - waitUntilTerminated: Whether or not to wait until the instance is
/// terminated before returning.

///

/// - Returns: “true’ if terminated successfully. “false® if not or if an
/// €rror OCCUurs.
func terminatelInstance(instanceld: String, waitUntilTerminated: Bool = false)
async -> Bool {
let instancelList = [instanceId]

do {
_ = try await ec2Client.terminatelnstances(
input: TerminateInstancesInput(
instancelds: instancelist

if waitUntilTerminated {
print("Waiting for the instance to terminate...")

let waitOptions = WaiterOptions(maxWaitTime: 600.0)
let output = try await ec2Client.waitUntilInstanceTerminated(
options: waitOptions,
input: DescribeInstancesInput(
instancelds: instancelist

switch output.result {
case .success:
return true
case .failure:
return false
}
} else {
return true
}
} catch {
print("*** Unable to terminate the instance:
\(error.localizedDescription)")
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return false

/// Return an array of "EC2ClientTypes.Image’ objects describing all of
/// the images in the specified array.
///
/// - Parameter idList: A list of image ID strings indicating the images
/// to return details about.
///
/// - Returns: An array of the images.
func describeImages(_ idList: [String]) async -> [EC2ClientTypes.Image] {
do {
let output = try await ec2Client.describeImages(
input: DescribeImagesInput(
imageIlds: idlList

guard let images = output.images else {
print("*** No images found.")
return []

for image in images {
guard let id = image.imageld else {
continue

}

print(" \(id): \(image.description ?? "<no description>")")

return images
} catch {
print("*** Error getting image descriptions:
\(error.localizedDescription)")

return []
}

}
/// Create and return a new EC2 instance.
///
/// - Parameters:
/// - imageld: The image ID of the AMI to use when creating the instance.
/// - instanceType: The type of instance to create.
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/// - keyPairName: The RSA key pair's name to use to secure the instance.
/// - securityGroups: The security group or groups to add the instance
/// to.

///

/// - Returns: The EC2 instance as an "EC2ClientTypes.Instance’ object.
func runInstance(imageld: String, instanceType: EC2ClientTypes.InstanceType,
keyPairName: String, securityGroups: [String]?) async ->
EC2ClientTypes.Instance? {
do {
let output = try await ec2Client.runInstances(
input: RunInstancesInput(
imageId: imageld,
instanceType: instanceType,
keyName: keyPairName,
maxCount: 1,
minCount: 1,
securityGroupIds: securityGroups

guard let instances = output.instances else {
print("*** Unable to create the instance.")
return nil

return instances[0]
} catch {
print("*** Error creating the instance:
\(error.localizedDescription)")
return nil

/// Return the device's external IP address.
///
/// - Returns: A string containing the device's IP address.
func getMyIPAddress() -> String? {
guard let url = URL(string: "http://checkip.amazonaws.com") else {
print("Couldn't create the URL")
return nil

do {
print("Getting the IP address...")
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return try String(contentsOf: url, encoding:
String.Encoding.utf8).trim()
} catch {
print("*** Unable to get your public IP address.")
return nil

}
}
/// Create a new security group.
///
/// - Parameters:
/// - groupName: The name of the group to create.
/// - groupDescription: A description of the new security group.
///

/// - Returns: The ID string of the new security group.
func createSecurityGroup(name groupName: String, description
groupDescription: String) async -> String? {
do {
let output = try await ec2Client.createSecurityGroup(
input: CreateSecurityGroupInput(

description: groupDescription,
groupName: groupName

return output.groupId
} catch {
print("*** Error creating the security group:
\(error.localizedDescription)")
return nil

/// Authorize ingress of connections for the security group.

///
/// - Parameters:

/// - groupld: The group ID of the security group to authorize access for.
/// - ipAddress: The IP address of the device to grant access to.
///

/// - Returns: “true’ if access is successfully granted; otherwise “false'.
func authorizeSecurityGroupIngress(groupId: String, ipAddress: String) async

-> Bool {

let ipRange = EC2ClientTypes.IpRange(cidrIp: "\(ipAddress)/0")

let httpPermission = EC2ClientTypes.IpPermission(
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fromPort: 80,
ipProtocol: "tcp",
ipRanges: [ipRange],
toPort: 80

let sshPermission = EC2ClientTypes.IpPermission(
fromPort: 22,
ipProtocol: "tcp",
ipRanges: [ipRange],
toPort: 22

do {
_ = try await ec2Client.authorizeSecurityGroupIngress(
input: AuthorizeSecurityGroupIngressInput(
groupId: groupld,
ipPermissions: [httpPermission, sshPermission]

return true
} catch {
print("*** Error authorizing ingress for the security group:
\(error.localizedDescription)")
return false

func describeSecurityGroups(groupId: String) async -> Bool {
do {
let output = try await ec2Client.describeSecurityGroups(
input: DescribeSecurityGroupsInput(
groupIds: [groupId]

guard let securityGroups = output.securityGroups else {
print("No security groups found.")
return true

for group in securityGroups {
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print("Group \(group.groupId ?? "<unknown>") found with VPC
\(group.vpcId ?? "<unknown>")")

}

return true
} catch {
print("*** Error getting security group details:
\(error.localizedDescription)")
return false

}
}
/// Delete a security group.
///
/// - Parameter groupId: The ID of the security group to delete.
///

/// - Returns: “true’ on successful deletion; “false’ on error.
func deleteSecurityGroup(groupId: String) async -> Bool {
do {
_ = try await ec2Client.deleteSecurityGroup(
input: DeleteSecurityGroupInput(
groupId: groupId

return true

} catch {
print("*** Error deleting the security group:

\(error.localizedDescription)")
return false

/// Allocate an Elastic IP address.

///
/// - Returns: A string containing the ID of the Elastic IP.

func allocateAddress() async -> String? {
do {
let output = try await ec2Client.allocateAddress(
input: AllocateAddressInput(
domain: EC2ClientTypes.DomainType.vpc

guard let allocationId = output.allocationId else {
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return nil

return allocationId
} catch {
print("*** Unable to allocate the IP address:
\(error.localizedDescription)")
return nil

}
}
/// Associate the specified allocated Elastic IP to a given instance.
///
/// - Parameters:
/// - instanceId: The instance to associate the Elastic IP with.
/// - allocationId: The ID of the allocated Elastic IP to associate with
/// the instance.
///

/// - Returns: The association ID of the association.
func associateAddress(instanceld: String?, allocationId: String?) async ->
String? {
do {
let output = try await ec2Client.associateAddress(
input: AssociateAddressInput(
allocationId: allocationId,
instanceld: instanceld

return output.associationId
} catch {
print("*** Unable to associate the IP address:
\(error.localizedDescription)")
return nil

/// Disassociate an Elastic IP.
///
/// - Parameter associationId: The ID of the association to end.
func disassociateAddress(associationId: String?) async {
do {
_ = try await ec2Client.disassociateAddress(
input: DisassociateAddressInput(
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associationId: associationId

)
} catch {
print("*** Unable to disassociate the IP address:
\(error.localizedDescription)")

}

/// Release an allocated Elastic IP.

///

/// - Parameter allocationId: The allocation ID of the Elastic IP to
/// release.

func releaseAddress(allocationId: String?) async {

do {
_ = try await ec2Client.releaseAddress(
input: ReleaseAddressInput(
allocationId: allocationId
)
)
} catch {

print("*** Unable to release the IP address:
\(error.localizedDescription)")

}
}
/// Generate and return a unique file name that begins with the specified
/// string.
///
/// - Parameters:
/// - prefix: Text to use at the beginning of the returned name.
///

/// - Returns: A string containing a unique filename that begins with the
///  specified “prefix’.
///
/// The returned name uses a random number between 1 million and 1 billion to
/// provide reasonable certainty of uniqueness for the purposes of this
/// example.
func tempName(prefix: String) -> String {
return "\(prefix)-\(Int.random(in: 1000000..<1000000000))"

/// The program's asynchronous entry point.
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@main
struct Main {
static func main() async {
let args = Array(CommandLine.arguments.dropFirst())

do {
let command = try ExampleCommand.parse(args)
try await command.runAsync()

} catch {
ExampleCommand.exit(withError: error)
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+ CreateKeyPair

» CreateSecurityGroup

* DeleteKeyPair

» DeleteSecurityGroup

» Describelmages

* DescribelnstanceTypes

* Describelnstances

* DescribeKeyPairs

» DescribeSecurityGroups

» DisassociateAddress

* ReleaseAddress
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» Stoplnstances
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* Unmonitorinstances
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EIDO SDK/ N—2a > DEHBESENTVET,

SDK #{EH L #= Amazon EC2 O F7 o< 3> AWS SDKs

RDI—RHIE, AWS SDKs ZFRAL THE%SZ D AmazonEC2 792 3> %2792 5%F%RL T
WET, TRENROHICE, GitHub AD DU I8 HY), TR I—ROBREEETICE TS5
AT TVET,

NS DORZE Amazon EC2 APl ZHUOHBTENDT, dVTFANATETITHIHRENH D KAH
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l&. "Amazon Elastic Compute Cloud API ) 7 7 LA, #SBL T EEV,

il

« CLI T AcceptVpcPeeringConnection Z{£H 9 %

« AWS SDK F /(& CLI AllocateAddressT Z{FH T %

« CLI T AllocateHosts Z{£ 9 %

+ CLI T AssignPrivatelpAddresses Z 9 %

« AWS SDK & /=& CLI AssociateAddress T ZEH T %
+ CLI T AssociateDhcpOptions Z £ 9 %

 CLI T AssociateRouteTable ZfEH T %

+ CLI T AttachinternetGateway Z 9 %

+ CLI T AttachNetworkInterface Z 9 %

+ CLI T AttachVolume Zf#H 9 %

+ CLI T AttachVpnGateway Z#fH 3 %

» CLI T AuthorizeSecurityGroupEgress ZfH 3 %

+ AWS SDK & 7z l& CLI AuthorizeSecurityGrouplngress T Z#H 9 %
» CLI T CancelCapacityReservation Z £ 9 %

VZPEY, 341


https://sdk.amazonaws.com/swift/api/awsec2/latest/documentation/awsec2/ec2client/unmonitorinstances(input:)
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Welcome.html

Amazon Elastic Compute Cloud FROYN=HA4 K

+ CLI T CancellmportTask Z A9 %

» CLI T CancelSpotFleetRequests ZFEH ¥ 3

« CLI T CancelSpotinstanceRequests Z#H 9 %

+ CLI T ConfirmProductinstance ZH 9 %

+ CLI T Copylmage Z#H 9%

+ CLI T CopySnapshot ZEH ¥ %

« CLI T CreateCapacityReservation ZfEFH 9 %

+ CLI T CreateCustomerGateway ZfEfH 9 %

+ CLI T CreateDhcpOptions Z £ 9 %

» CLI T CreateFlowLogs Z R 9 %

» CLI T Createlmage ZfEf 9 %

+ CLI T CreatelnstanceExportTask Z A9 %

+ CLI T CreatelnternetGateway Z{EfH 3 %

+ AWS SDK F /=& CLI CreateKeyPairT =R 9 %

« AWS SDK &E /=& CLI CreateLaunchTemplate T Z{£H 9 %
+ CLI T CreateNetworkAcl ZEH 9 %

+ CLI T CreateNetworkAclEntry Z R 9 %

+ CLI T CreateNetworkInterface Z £ 9 %

+ CLI T CreatePlacementGroup %9 %

» CLI T CreateRoute Zf£H 9 %

+ AWS SDK F =& CLI CreateRouteTableT ZFH 92
« AWS SDK & /= l& CLI CreateSecurityGroupT Zf£H 9 %
» CLI T CreateSnapshot Z £ 9 %

» CLI T CreateSpotDatafeedSubscription Z £ 9 %

« AWS SDK F =& CLI CreateSubnetT AT 2

+ AWS SDK &E /=& CLI CreateTagsT ZFRH T3

+ CLI T CreateVolume 293

+ AWS SDK & /=l& CLI CreateVpcT ZfFEH T3

+ AWS SDK F /=& CLI CreateVpcEndpointT % FH ¥ 3
+ CLI T CreateVpnConnection Z 3 3
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« CLI T CreateVpnConnectionRoute Z#H 3 %

» CLI T CreateVpnGateway Z{£fH 9 %

» CLI T DeleteCustomerGateway Z £ 9 %

» CLI T DeleteDhcpOptions % 9 %

» CLI T DeleteFlowlLogs Z{EfH 9

» CLI T DeletelnternetGateway = £ 9 %

+ AWS SDK & /= l& CLI DeleteKeyPairT ZfEH 3 %

+ AWS SDK & /= l& CLI DeleteLaunchTemplate T Z £ H 3 %
« CLI T DeleteNetworkAcl ZEF T %

» CLI T DeleteNetworkAclEntry Z {9 %

+ CLI T DeleteNetworkInterface Z £ 9 %

» CLI T DeletePlacementGroup Z {8 ¥ %

+ CLI T DeleteRoute ZfEA T %

+ CLI T DeleteRouteTable ZfEH T %

+ AWS SDK F /=& CLI DeleteSecurityGroupT ZEH 3 %
+ AWS SDK & /= l& CLI DeleteSnapshotT & H 3 %

+ CLI T DeleteSpotDatafeedSubscription Z £ 3 %

+ CLI T DeleteSubnet ZfEF ¥ %

» CLI T DeleteTags ZFH T3

» CLI T DeleteVolume ZEH T %

+ AWS SDK E/zI& CLI DeleteVpcT ZH T %

+ AWS SDK & /=& CLI DeleteVpcEndpoints T Z A9 %
» CLI T DeleteVpnConnection Z {9 %

+ CLI T DeleteVpnConnectionRoute Z A9 %

» CLI T DeleteVpnGateway Z 3 3

+ CLI T Deregisterlmage Z{EH T %

+ CLI T DescribeAccountAttributes Z £/ 3 %

« AWS SDK F /=& CLI DescribeAddressesT Z AT 3
« AWS SDK & /= l& CLI DescribeAvailabilityZones T Z £ H 9 %
+ CLI T DescribeBundleTasks Z A9 %
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« CLI T DescribeCapacityReservations Z#H 9 %

» CLI T DescribeCustomerGateways Z £ 9 %

» CLI T DescribeDhcpOptions %Z £ 9 %

» CLI T DescribeFlowLogs Z#fH 9 %

« CLI T DescribeHostReservationOfferings Z £ 9 %

« CLI T DescribeHosts Zf£H 9 %

« AWS SDK F /(& CLI DescribelaminstanceProfileAssociations T Z A9 %
+ CLI T DescribeldFormat ZffH 3 %

+ CLI T DescribeldentityldFormat Z £ 9 %

» CLI T DescribelmageAttribute ZH 3 %

+ AWS SDK F /= l& CLI DescribelmagesT ZEH 9 3

+ CLI T DescribelmportimageTasks Z £ 3 %

+ CLI T DescribelmportSnapshotTasks Z {9 %

« CLI T DescribelnstanceAttribute ZEHA T %

« AWS SDK F £ l& CLI DescribelnstanceStatus T AT %
+ AWS SDK F /=& CLI DescribelnstanceTypesT % FH ¥ 3
« AWS SDK F /zI& CLI DescribelnstancesT Z AT %

+ CLI T DescribelnternetGateways Z £ 9 %

+ AWS SDK F /=& CLI DescribeKeyPairsT Z{FH 9 %

+ CLI T DescribeNetworkAcls Z#H 9 %

 CLI T DescribeNetworkinterfaceAttribute ZfEH 3 %

+ CLI T DescribeNetworkinterfaces Z A9 %

+ CLI T DescribePlacementGroups % #fH 9 %

+ CLI T DescribePrefixLists Z A9 %

+ AWS SDK F /=& CLI DescribeRegionsT &R 9 %

« AWS SDK F /=& CLI DescribeRouteTablesT Z AT 3

» CLI T DescribeScheduledinstanceAvailability Z £/ 3 %

+ CLI T DescribeScheduledinstances Z{£H 9 %

+ AWS SDK & 7z I& CLI DescribeSecurityGroups T Z AT %
+ CLI T DescribeSnapshotAttribute Z £ 3 %
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+ AWS SDK & /= l& CLI DescribeSnapshots T Zf£H 9 %
« CLI T DescribeSpotDatafeedSubscription Z {3 %
« CLI T DescribeSpotFleetinstances Z £ 9 %

« CLI T DescribeSpotFleetRequestHistory Z {3 %

+ CLI T DescribeSpotFleetRequests Z {3 %

« CLI T DescribeSpotinstanceRequests Z £ %

» CLI T DescribeSpotPriceHistory Z {4 %

« AWS SDK F /=& CLI DescribeSubnetsT ZfFH T %
» CLI T DescribeTags {9 %

« CLI T DescribeVolumeAttribute ZfEH T %

+ CLI T DescribeVolumeStatus Z#EH T %

+ CLI T DescribeVolumes ZH 9%

» CLI T DescribeVpcAttribute & £ 9 %

» CLI T DescribeVpcClassicLink Z {89 %

+ CLI T DescribeVpcClassicLinkDnsSupport % £ 9 %
+ CLI T DescribeVpcEndpointServices Z £ 9 %

+ CLI T DescribeVpcEndpoints Z £ 9 %

+ AWS SDK F /=& CLI DescribeVpcsT ZfEH T3

+ CLI T DescribeVpnConnections Z#H 3 %

» CLI T DescribeVpnGateways Z#EH 9 %

+ CLI T DetachInternetGateway Z£EH 9 %

+ CLI T DetachNetworkinterface Z 9 %

+ CLI T DetachVolume Zf#H 9 %

+ CLI T DetachVpnGateway % #fH ¥ %

+ CLI T DisableVgwRoutePropagation Z 9 %

+ CLI T DisableVpcClassicLink Z B9 %

+ CLI T DisableVpcClassicLinkDnsSupport % # ¥ %
« AWS SDK F /=& CLI DisassociateAddressT & FEH 3 %
+ CLI T DisassociateRouteTable Z £/ ¥ %

+ CLI T EnableVgwRoutePropagation ZH 9 %
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« CLI T EnableVolumelo ZEA T %

+ CLI T EnableVpcClassicLink Z £ 9 %

« CLI T EnableVpcClassicLinkDnsSupport Z#H 9 %
+ CLI T GetConsoleOutput ZfEH 3 %

« CLI T GetHostReservationPurchasePreview Z{£H 9 %
« AWS SDK F /=& CLI GetPasswordDataT ZFH 3 %
« CLI T Importlimage ZfEH 9 %

+ CLI T ImportKeyPair ZfEH 9 %

+ CLI T ImportSnapshot Z £/ 3 %

+ CLI T ModifyCapacityReservation Z {9 %

+ CLI T ModifyHosts Z £ 3 %

+ CLI T ModifyldFormat Z £ 9 %

+ CLI T ModifylmageAttribute Z{EfH 9

+ CLI T ModifylnstanceAttribute Z £ 9 %

« CLI T ModifylnstanceCreditSpecification %Z £/ 9 %
+ CLI T ModifyNetworkInterfaceAttribute Z £ 9 %

+ CLI T ModifyReservedinstances Z £ f 3

+ CLI T ModifySnapshotAttribute Z £ 3 %

» CLI T ModifySpotFleetRequest Z{FH 9 %

+ CLI T ModifySubnetAttribute ZEH 9 %

+ CLI T ModifyVolumeAttribute Z £ 9 %

+ CLI T ModifyVpcAttribute ZfEFH 3 %

« AWS SDK F = I& CLI MonitorlnstancesT %A 9%
+ CLI T MoveAddressToVpc Z R 9 %

+ CLI T PurchaseHostReservation Z £ H ¥ %

« CLI T PurchaseScheduledInstances Z A 3 %

+ AWS SDK F /=& CLI RebootlnstancesT Z AT 3
« CLI T Registerimage Z# B9 %

+ CLI T RejectVpcPeeringConnection ZfEf 3 3

+ AWS SDK F = l& CLI ReleaseAddressT AT 2
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» CLI T ReleaseHosts Z#H 9 %

+ AWS SDK & /= I& CLI ReplacelamInstanceProfileAssociation ¢ Z £ 9 %
+ CLI T ReplaceNetworkAclAssociation Z 9 %

+ CLI T ReplaceNetworkAclEntry Z 5 ¥ %

» CLI T ReplaceRoute ZfEH T %

+ CLI T ReplaceRouteTableAssociation ZfEH 9 %

+ CLI T ReportinstanceStatus Zf£fH 9 %

» CLI T RequestSpotFleet Z#H 9 %

+ CLI T RequestSpotinstances ZfEH 3 3

» CLI T ResetlmageAttribute ZfEH 9 %

+ CLI T ResetInstanceAttribute ZfH 9 %

« CLI T ResetNetworkinterfaceAttribute ZfFEH T %

» CLI T ResetSnapshotAttribute Z#H 9 %

» CLI T RevokeSecurityGroupEgress Z#H 9 %

+ CLI T RevokeSecurityGrouplingress Z A9 %

« AWS SDK F = I& CLI RuninstancesT Z#H 3 %

+ CLI T RunScheduledinstances Z{£/H 9 %

« AWS SDK F /=& CLI StartinstancesT ZfH T %

« AWS SDK & /=& CLI StoplnstancesT ZFH T %

« AWS SDK F /=& CLI TerminatelnstancesT Z AT %
« CLI T UnassignPrivatelpAddresses Z A9 %

« AWS SDK F /=& CLI UnmonitorinstancesT Z AT %
+ CLI T UpdateSecurityGroupRuleDescriptionsingress Z £ 9 %

CLI T AcceptVpcPeeringConnection ZfEf 3%
RO 7 ) 1— Rk, AcceptVpcPeeringConnection ZAT2H5EEHBELTVET,
CLI

AWS CLI

VPCET VU JERZERFRTDICE
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COPITRE, BEETNEVPCETVTEGVIVIARNZEFE LXT,

N> R

aws ec2 accept-vpc-peering-connection --vpc-peering-connection-id pcx-1a2b3c4d

A
{
"VpcPeeringConnection": {

"Status": {
"Message": "Provisioning",
"Code": "provisioning"

},

"Tags": [1,

"AccepterVpcInfo": {
"OwnerId": "444455556666",
"VpcId": "vpc-44455566",
"CidrBlock": "10.0.1.0/28"
},
"VpcPeeringConnectionId": "pcx-la2b3c4d",
"RequesterVpcInfo": {
"OwnerId": "444455556666",
"VpcId": "vpc-1lllabc45",
"CidrBlock": "10.0.0.0/28"

« APl OFFMICOWVWTIE, TAWSCLION>RUTZ7Z7L2VAL D
" AcceptVpcPeeringConnectiony ZZBRL TS & LY,

PowerShell

Tools for PowerShell V4

Bl 1: ZOFITIEE, U ITARNE N VpcPeeringConnectionld pex-1dfad234b56ff78be % &S
LET,

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be
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& A

AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM

RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {1

VpcPeeringConnectionId : pcx-1dfad234b56ff78be

« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUZ7 7L 2R (V4),
M AcceptVpcPeeringConnectiony ZZRB L TS &L\,

Tools for PowerShell V5

Bl 1: ZOFITIEE, )OI ITARNE I VpcPeeringConnectionld pex-1dfad234b56ff78be % #&E2
LErT,

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be

o

AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM

RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {3

VpcPeeringConnectionId : pcx-1ldfad234b56ff78be

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
® AcceptVpcPeeringConnection; 2B L T &V,

AWS SDK AREHA RED—RHIOTFLBVANIOVTRE., T, 288U TS EEVAWS SDK
ZFEHALT Amazon EC2 UY —AZER T, COREYOICIE., EHABKBAECEITIEHRE.
LT SDK/NN—2 3 0EFMEEFENTVET,

AWS SDK E=l% CLI AllocateAddressT ZFHT S
RO 7T I I—RIE, AllocateAddress ZFHAT A A EEHBALTVET,

To2avhlk, KYREBTOTZLNSOOA—ROEXRTHY), IVTHFANATERITITILE
AHYVET, RODA—RHIT, COTI>3IVOITHFANEERETEXRT,
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NET

SDK for .NET

® Note

GitHub IZl&, TDMDOIY—RAEHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITORFEZHIELTSLEZ L,

/// <summary>

/// Allocates an Elastic IP address that can be associated with an Amazon EC2

// instance. By using an Elastic IP address, you can keep the public IP
address

// constant even when you restart the associated instance.

/// </summary>

/// <returns>The response object for the allocated address.</returns>

public async Task<AllocateAddressResponse> AllocateAddress()

{

var request = new AllocateAddressRequest();

try
{
var response = await _amazonEC2.AllocateAddressAsync(request);

Console.WriteLine($"Allocated IP: {response.PublicIp} with allocation
ID {response.AllocationId}.");

return response;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "AddressLimitExceeded")
{

// For more information on Elastic IP address quotas, see:
// https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html#using-instance-addressing-limit

_logger.LogError($"Unable to allocate Elastic IP, address limit
exceeded. {ec2Exception.Messagel}");

}

throw;
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}

catch (Exception ex)

{

_logger.LogError($"An error occurred while allocating Elastic IP.:
{ex.Messagel}");
throw;

« API OFFMIC DWW T, TAWS SDK for NETAPI U7 7L A, @ TAllocateAddress %
SBLTLEEL,

Bash

AWS CLIBash A9 U7 N2 RT3

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRL TS EZL,

HAS A S S S S S S S S S S S S S S S A

# function ec2_allocate_address

#

# This function allocates an Elastic IP address for use with Amazon Elastic
Compute Cloud (Amazon EC2) instances in a specific AWS Region.

#

# Parameters:

# -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard').

#

# Returns:

# The allocated Elastic IP address, or an error message if the operation
fails.

# And:

# @ - If successful.

# 1 - If it fails.

#

HEHBHHBHHAHBRHBHBRHBEHHAHBRHBH BB HBHHRH BB HBH BB H R R H BB HBH R H R R H R AR H B H B R HRH RS H
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function ec2_allocate_address() {
local domain response

# Function to display usage information
function usage() {

echo "function ec2_allocate_address"

echo "Allocates an Elastic IP address for use with Amazon Elastic Compute
Cloud (Amazon EC2) instances in a specific AWS Region."

echo " -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard')."

echo

# Parse the command-line arguments
while getopts "d:h" option; do
case "${option}" in
d) domain="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters
if [[ -z "$domain" ]]; then

errecho "ERROR: You must provide a domain with the -d parameter (either 'vpc'
or 'standard')."

return 1

fi

if [[ "$domain" != "vpc" && "$domain" != "standard" ]]; then
errecho "ERROR: Invalid domain value. Must be either 'vpc' or 'standard'."
return 1

fi

# Allocate the Elastic IP address
response=$(aws ec2 allocate-address \
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--domain "$domain" \

--query "[PublicIp,AllocationId]" \

--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports allocate-address operation failed."
errecho "$response"

return 1

echo "$response"
return 0

COPITEAEZNATVWRI—T1 VT 1B,

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R BH AR AR RS RS RS RS RS R HRHRH R B H AR AR RS RS RS RS R HRHRH B H R R AR RS RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# 0: - Success.
#
HUHHHBHHH SRR HH B R R HHGH R RS SR HH SRR R B R B HR SRR R B SRR H RS R HHH SRR HH S SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then
errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then
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errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

« APl OFEMAIC DWW T, TAWSCLIOXR > RUTZ77L AL ® "TAllocateAddress &S8R

LT<LEEL,
C++
SDK for C++
(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<EUH
ZROTT, RELERTOFEZHRLTSEZL,

//' Allocate an Elastic IP address and associate it with an Amazon Elastic
Compute Cloud

//' (Amazon EC2) instance.

e
\param instanceID: An EC2 instance ID.
\param[out] publicIPAddress: String to return the public IP address.
\param[out] allocationID: String to return the allocation ID.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.

*/
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bool AwsDoc::EC2::allocateAndAssociateAddress(const Aws::String &instanceld,
Aws: :String &publicIPAddress,
Aws::String &allocationlID,
const
Aws::Client::ClientConfiguration &clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model::AllocateAddressRequest request;
request.SetDomain(Aws::EC2: :Model: :DomainType: :vpc);

const Aws::EC2::Model::AllocateAddressOutcome outcome =
ec2Client.AllocateAddress(request);
if (!outcome.IsSuccess()) {
std::cerr << "Failed to allocate Elastic IP address:" <<

outcome.GetError().GetMessage() << std::endl;
return false;

}

const Aws::EC2::Model::AllocateAddressResponse &response =
outcome.GetResult();

allocationID = response.GetAllocationId();
publicIPAddress = response.GetPublicIp();

return true;

« APl OFFMIC DWW T, TAWS SDKforC++API U7 7L A1 @ TAllocateAddress, %

SHBLTLSEEV,
CLI
AWS CLI

5l 1: Amazon D7 RL A7 —I)LH S ElasticlP 7 RLAZZE|V)H¥THICE

XM allocate-address OHITIE, ElasticIP 7 RL AZZE|V) H¥TTWET, Amazon EC2

&, Amazon D7 RLAT—=ILAST RLAZBIRLE T,

aws ec2 allocate-address

H:

Torary
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{
"PublicIp": "70.224.234.241",
"AllocationId": "eipalloc-01435ba59eEXAMPLE",
"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-west-2",
"Domain": "vpc"

}

FHMICOVWTIE., "TAmazon EC2 1—H¥—HA K, @ TElasticlP 7 RL A1 Z5BLTLE
=L\,

{5l 2: Elastic P 7 RLAZZ|V) YT, A VARV AFERRY ND—OR=EF—=J)—T &
BT

JR®M allocate-address MHITIE., ElasticIP 7 RLAZE) YT, EEEhEZYRND—
IR—AZ—T)IN—TICBEEFRITET,

aws ec2 allocate-address \
--network-border-group us-west-2-lax-1

sk

{
"PublicIp": "70.224.234.241",
"AllocationId": "eipalloc-e@3dd489ceEXAMPLE",
"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-west-2-lax-1",
"Domain": "vpc"

}

M OWTIE., TAmazon EC2 1—H—7HA Ry ® "TElasticIP 7 RL A, 25BLTLKE
=L,

Bl3:FIETBT RLAT—IHS ElasticIP 7 RLAZEVHTSIZE

JR®M allocate-address O HITIlE., Amazon Web Services 7HO > MCANET RL A
7—I)LH S Elastic P 7 RLAZEV)HTTWVWET, AmazonEC2 &, FRLAT—=ILHSET
RLAZEIRLET,

aws ec2 allocate-address \
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--public-ipv4-pool ipv4pool-ec2-1234567890abcdefd

ik

{
"AllocationId": "eipalloc-02463d08ceEXAMPLE",
"NetworkBorderGroup": "us-west-2",
"CustomerOwnedIp": "18.218.95.81",
"CustomerOwnedIpv4Pool": "ipv4pool-ec2-1234567890abcdef@",
"Domain": "vpc"
"NetworkBorderGroup": "us-west-2",

}

FHMICOVWTIE, "TAmazon EC2 1—H¥—HA K, @ TElasticlP 7 RL A1 Z5BLTLE
=L\,

5l 4: IPAM 7'—)LA S Elastic IP 7 RLAZEI) H T3

XM allocate-address ATk, Amazon VPC IP Address Manager (IPAM) 7’—JLA* 5
HE®D /32 ElasticIP 7 RL AZZ| HTET,

aws ec2 allocate-address \
--region us-east-1 \
--ipam-pool-id ipam-pool-1234567890abcdef® \
--address 192.0.2.0

e

{
"PublicIp": "192.0.2.0",
"AllocationId": "eipalloc-abcdef01234567890",
"PublicIpv4Pool": "ipam-pool-1234567890Qabcdef@",
"NetworkBorderGroup": "us-east-1",
"Domain": "vpc"

}

FMIC DOV TIE "TAmazon VPC IPAM 1—H%—7 4 R, ® TAllocate sequential Elastic IP
addresses from an IPAM pool; 2B L T E&E L\,

« APl OFFMIC DWW TIE. TAWS CLI Command References @ TAllocateAddress, ZZ B L
TLEEL,
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Java

SDK for Java 2.x

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

/**
* Allocates an Elastic IP address asynchronously in the VPC domain.
*
* @return a {e@link CompletableFuture} containing the allocation ID of the
allocated Elastic IP address
*/
public CompletableFuture<String> allocateAddressAsync() {
AllocateAddressRequest allocateRequest = AllocateAddressRequest.builder()
.domain(DomainType.VPC)
.build();

CompletableFuture<AllocateAddressResponse> responseFuture =
getAsyncClient().allocateAddress(allocateRequest);

return
responseFuture.thenApply(AllocateAddressResponse::allocationId).whenComplete((result,
ex) -> {

if (ex !'= null) {
throw new RuntimeException("Failed to allocate address", ex);

1)

o« APl MEEMIZC DWW T, TAWS SDK forJava2xAPI U J77L>AL @D
FAllocateAddress) ZSBL TS EE W,
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JavaScript

SDK for JavaScript (v3)

(® Note

GitHub ICl&. ZODUY—REHV)ET, AWS O—RBIVART KDY T2<EFUH

ZROTT, RELERTOFEEZRRBLTSEZL,

import { AllocateAddressCommand, EC2Client } from "eaws-sdk/client-ec2";

/**
* Allocates an Elastic IP address to your AWS account.
*/
export const main = async () => {
const client = new EC2Client({});
const command = new AllocateAddressCommand({});

try {
const { AllocationId, PublicIp } = await client.send(command);
console.log("A new IP address has been allocated to your account:");
console.log( ID: ${AllocationId} Public IP: ${PublicIp}’);
console.log(
"You can view your IP addresses in the AWS Management Console for Amazon
EC2. Look under Network & Security > Elastic IPs",

);
} catch (caught) {
if (caught instanceof Error && caught.name === "MissingParameter") {
console.warn( " ${caught.message}. Did you provide these values?');
} else {
throw caught;
}

}

%

import { fileURLToPath } from "node:url";

// Call function if run directly.

if (process.argv[l] === fileURLToPath(import.meta.url)) {
main();
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« API OFFMIC DOV Tk, TAWS SDK for JavaScript API U7 7L A1 @
"AllocateAddressy ZSBL T &L\,

Kotlin

SDK for Kotlin

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEZRRBL TSEEZL,

suspend fun getAllocateAddress(instanceIdVal: String?): String? {
val allocateRequest =
AllocateAddressRequest {
domain = DomainType.Vpc

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val allocateResponse = ec2.allocateAddress(allocateRequest)
val allocationIdVal = allocateResponse.allocationId

val request =
AssociateAddressRequest {
instanceld = instanceldVal
allocationId = allocationIdVal

val associateResponse = ec2.associateAddress(request)
return associateResponse.associationId

« APl OFFMICDWVWTIE, TAWS SDK for Kotlin API ) 7 7 L 2> A5 @ "AllocateAddress i
ZZRLUTSEZL,
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PowerShell
Tools for PowerShell V4

#l1: ZOBITIE. VPCHDA VAR ATHERAT S Elastic P 7 KL AZEW) HTET,

New-EC2Address -Domain Vpc

Rk
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2

5l 2: ZOHITIE, EC2-Classic DAV AR ATHERATS ElasticlP PRLAZE|VY)HTE
9,

New-EC2Address

A

AllocationId Domain PublicIp

standard 203.0.113.17

« APl OFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V4) 4
M AllocateAddress ZSHBL TS EEL,

Tools for PowerShell V5

Bl1. COBITIRE, VPCHDA AR ATHERATS ElasticlP P RLAZEVHTET,

New-EC2Address -Domain Vpc

IR
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2
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Bl 2: ZOHITIE, EC2-Classic DA VAR ATHERTS ElasticlP 7 RLAZE|VY)YHTE
9,

New-EC2Address

H

AllocationId Domain PublicIp

standard 203.0.113.17

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L >R (V5),
MAllocateAddress) ZZRL T EE W,

Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TS EEZL,

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address
actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.
:param public_ip: The public IP address of the Elastic IP.
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:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip

self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []
@classmethod

def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def allocate(self) -> "ElasticIpWrapper.ElasticIp":

Allocates an Elastic IP address that can be associated with an Amazon EC2
instance. By using an Elastic IP address, you can keep the public IP

address
constant even when you restart the associated instance.

:return: The ElasticIp object for the newly created Elastic IP address.
:raises ClientError: If the allocation fails, such as reaching the
maximum limit of Elastic IPs.
try:
response = self.ec2_client.allocate_address(Domain="vpc")
elastic_ip = self.ElasticIp(
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Ruby

allocation_id=response["AllocationId"],
public_ip=response["PublicIp"]
)
self.elastic_ips.append(elastic_ip)
except ClientError as err:
if err.response["Error"]["Code"] == "AddressLimitExceeded":
logger.error(
"Max IP's reached. Release unused addresses or contact AWS
Support for an increase."
)
raise err
return elastic_ip

- APl DI DUV TIE. TAWS SDK for Python (Boto3) APl U7 7L A, @

CAllocateAddress) S B L T &V,

SDK for Ruby

(@ Note

GitHub ICl&. ZOMDUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELEERTOFEEZRRAL TSEEZL,

Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@return [String] The allocation ID corresponding to the Elastic IP address.
@example
puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror’

#
#
#
#
#
#

end

N
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« APl OFFMICDOWTIX, TAWS SDK for Ruby API U7 7 LA, ® TAllocateAddress %
SRLTLSEEL,

Rust

SDK for Rust

(® Note

GitHub (ZIE, ZTDEDVY —REHWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEEZRRBL TSEZL,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

« APl OFFMIC DWW TIX. AWS SDK for Rust API 1) 7 7L > A® TAllocateAddress) S
LTLEETL,

SAP ABAP

SDK for SAP ABAP

(® Note

GitHub IZIE, T DDV Y —REHWET, AWS JI—REIVARI K1) T2<LEUH
ZROUT, RELERTOHFEZRERLTSEZL,
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TRY.
oo_result = lo_ec2->allocateaddress( iv_domain =

vpc' ). " oo_result
is returned for testing purposes.
MESSAGE 'Allocated an Elastic IP address.' TYPE 'I'.
CATCH /awsl/cx_rt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'E'.
ENDTRY.

« APl MEFMMIZ DWW T, TAWS SDK for SAPABAPAPIUTJ7 7L AL @
FAllocateAddress) S B L T EE W\,

Swift

SDK for Swift

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITOFEZHIELTSEZ L,

import AWSEC2

/// Allocate an Elastic IP address.
///
/// - Returns: A string containing the ID of the Elastic IP.
func allocateAddress() async -> String? {
do {
let output = try await ec2Client.allocateAddress(
input: AllocateAddressInput(
domain: EC2ClientTypes.DomainType.vpc

guard let allocationId = output.allocationId else {
return nil

~
N\
w
X

366


https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift/example_code/ec2#code-examples

Amazon Elastic Compute Cloud FROYIN—HA K

return allocationId
} catch {
print("*** Unable to allocate the IP address:
\(error.localizedDescription)")
return nil

}

o APl OFFMIC DWW TIX. AWS SDK for Swift API ') 77 L > A® TAllocateAddressy %%
BLTLEETL,

AWS SDK FREHN A REOD—REDZELBIVANIOVTR., "1 2ZRBL T EEVWAWS SDK

ZEAL T Amazon EC2 UY —A%/ER T, CcOREY IICIE., FHABBAEICET2ERE.
LLET SDK/NN—23a > OElEEENTVWET,

CLI T AllocateHosts ZfEH T3

RDOY> 7). I—RIE, AllocateHosts ZFEA T3 A EEFHBALTVET,

CLI
AWS CLI
Pl1: BERRARNZE) SHTBRICE

XD allocate-hosts DHITIE, eu-west-la FRATZEUFTFA4—=Y—=2IC1 DOEHK
ANEEN)HETET, COY—2TlEms.large 1 VARV AZRETEEXT, 74/ b
Tk, BERANIZ—T YRV AR ADOREOKZZAEZL, RANU ANV EHR—K
LTLVERA,

aws ec2 allocate-hosts \
--instance-type m5.large \
--availability-zone eu-west-1a \
--quantity 1

&0

"HostIds": [
"h-07879acf49EXAMPLE"
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Bl 2. BHREBERARNIVANVFEVEE>TVWEREERANZEVYHETSICE

XD allocate-hosts OHITE. BEREELRANIANVFBMCEZ2TWVS eu-
west-la PRASEUTFA—VY—2IC 1 DOEHFRANEE ) HTET,

aws ec2 allocate-hosts \
--instance-type m5.1large \
--availability-zone eu-west-1a \
--auto-placement on \
--host-recovery on \

--quantity 1
B
{
"HostIds": [
"h-07879acf49EXAMPLE"
]
}

Bl3: 2TDHZDERRANEZEN) HTRICE

XD allocate-hosts OHITIE, 1 DDEBRANZZV) HTT, purpose EVSHEBD
F*—& production OfEZF >RV ZERALET.

aws ec2 allocate-hosts \
--instance-type m5.large \
--availability-zone eu-west-1a \
--quantity 1 \
--tag-specifications 'ResourceType=dedicated-
host, Tags={Key=purpose,Value=production}'

H

"HostIds": [
"h-07879acf49EXAMPLE"
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]

FHMICOVWTIEE, "TAmazonEC2 1—H—HA R, O "TEHEFRARNZE)HTS, 258RL

TLEEEL,
« APl OFEMRIC DWW TIE, TAWSCLIOXR>RUTZ7ZL>AL ® TAllocateHostsy 5B L
TLEEL,
PowerShell

Tools for PowerShell V4

Bl1: COPBITE, BEECNEAD AR AZRATETRASE)TFA—=V—=20OT AT
(Z Dedicated Host Z &) 4 TE T,

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType
m4.xlarge -Quantity 1

H A
h-01e23f4cd567890f3

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
MAllocateHostsy ZZHBL T &V,

Tools for PowerShell V5

Bl1: COPBITE, BEESNEA AR AZRATETRAZE)TFA=V—=20OT IR
(Z Dedicated Host Z&|V) 4 TE T,

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType
m4.xlarge -Quantity 1

H A
h-01e23f4cd567890f3

« APl QEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
M AllocateHosts y ZZ B L T &V,
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https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v5/reference
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T AssignPrivateIpAddresses ZfFf 93

ROY 7). 1—RiEk, AssignPrivateIpAddresses A T2HEZZHHAL TVET,
CLI
AWS CLI
THEVTSAR=NIPPRLAZRY ND—DA4 2V R—T T4 AICEIVNHTBICE

COBITRE, BEENIEEAHAITFAR—NIPTRLAZEEENERY ND—014>
B—TIAALEYNHETERY, ANV RARBLIEBE. HAORRY ERA,

N> R

aws ec2 assign-private-ip-addresses --network-interface-id eni-e5aa89a3 --
private-ip-addresses 10.0.0.82

Amazon EC2 A" ZBIRLEtEHZVTSAR—NIP7RLAZZRY ND—9A4R—T7 14
AICE)HTDICE

ZOBTRE, 220N HAVTSAR—RNIPFRLAZEEENERY ND—U(4 02—
TIAAICEI)HTET, AmazonEC2 ik, XY ND—T0A4 2 Z—T T4 AN BEE[F TSN
TWBHT7ZY RO CIDR7OY VEHARNICHZERATEZIP T RLALS, ChSOIPT
RLAZBEBWICEIYHTET, AN RAIKRBILEHFEES, HARKERYEEBA,

N> R:

aws ec2 assign-private-ip-addresses --network-interface-id eni-e5aa89a3 --
secondary-private-ip-address-count 2

« APl OFFMHICOWVWTIE, TAWSCLIOXR>RUJZZLVAL D
M AssignPrivatelpAddressesy ZZBL T E&E L\,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/assign-private-ip-addresses.html
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PowerShell

Tools for PowerShell V4

Bl1: COBITR, BEENILEEAVRVTZAR—KNIPTRLAZEEENIZRY NT—D
AVB2—TIAAICEVNETEY,

Register-EC2PrivateIpAddress -NetworkInterfaceIld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

fl2: ZOBITRE., 220EHAHIVTFAR—KNIPTRLAZERL, BEEhLXRY K
V=042 =T IAAILEVETET,

Register-EC2PrivateIpAddress -NetworkInterfaceIld eni-la2b3c4d -
SecondaryPrivateIpAddressCount 2

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L 2R (V4),
?MAssignPrivatelpAddressess 2B L TS E&E L,

Tools for PowerShell V5

Bl1: COBITE, BEEhEEHDZVTSAR—NIPTRLAZEEENLERY ND—7
A= IAAICEVHTEY,

Register-EC2PrivateIpAddress -NetworkInterfaceIld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

fl2: COBITRE, 220EAREVTZAX—KNIPFPRLAZEHRL., EEEhiZRY K
D=4 R2—TIAAICEHVETET,

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-1la2b3c4d -
SecondaryPrivateIpAddressCount 2

« APl QFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
?AssignPrivatelpAddressess 2B L TS E&E L,

AWS SDK AREHA RED—RHIOTLBVANIOVTE., T, 2B L TS EEVAWS SDK
ZFEHALT Amazon EC2 UY — A% ER T, COREYIICIE., EHABKBAECEITZEHRE.
BEIO SDK/NN—2 3 OEFEMEESENTVET,
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https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v5/reference
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AWS SDK &£ =& CLI AssociateAddressT ZFHT S

ROY> 7). I—RIE, AssociateAddress ZFEHAT A A EEFHBALTVET,

Tooa ik, KYRERTOTSLISOO—ROERTHY, ATFANATEITTHIHE
AHYET, XROIA—RHIT, COFIIaVOATHFANEHERTEET,

« EXZEZEAS

NET
SDK for .NET
® Note
GitHub I, ZDMHOVY—RAEHWET, AWS O—REIVARI KN T2£<EUHI
ZEOWHT, REELETOFEZERELTLSEEZY,
/// <summary>
/// Associates an Elastic IP address with an instance. When this association
is
/// created, the Elastic IP's public IP address is immediately used as the
public
/// IP address of the associated instance.
/// </summary>
/// <param name="allocationId">The allocation Id of an Elastic IP address.</
param>
/// <param name="instanceId">The instance Id of the EC2 instance to
/// associate the address with.</param>
/// <returns>The association Id that represents
/// the association of the Elastic IP address with an instance.</returns>
public async Task<string> AssociateAddress(string allocationId, string
instancelId)
{
try
{
var request = new AssociateAddressRequest
{
AllocationId = allocationId,
Instanceld = instanceld
};
VCPEY 372


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/EC2#code-examples
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var response = await _amazonEC2.AssociateAddressAsync(request);
return response.AssociationId;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to associate address.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while associating the Elastic IP.:
{ex.Messagel}");
throw;

o APl OFFMIC DWW T, TAWS SDK for NETAPI U7 7L A1 @ TAssociateAddress
ZSBLTLEETL,

Bash

AWS CLIBash A7 U7 N ZFERT3

(@ Note

GitHub ICl&. ZODOUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELERTOHFEZRRBL TS EZL,

HHHH AR RS H AR H AR R R R R R A R R R R SR R
# function ec2_associate_address
#
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/aws-cli/bash-linux/ec2#code-examples
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# This function associates an Elastic IP address with an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
associate.

# -i instance_id - The ID of the EC2 instance to associate the Elastic IP
address with.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR RS SRR RS R R RS SR H RS RS R RS RS RS SRS RS RS TSR3 H
function ec2_associate_address() {
local allocation_id instance_id response

# Function to display usage information
function usage() {

echo "function ec2_associate_address"

echo "Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
associate."

echo " -i instance_id - The ID of the EC2 instance to associate the Elastic
IP address with."

echo ""
}

# Parse the command-line arguments
while getopts "a:i:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;
i) instance_id="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac
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done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter."
return 1

fi

if [[ -z "$instance_id" 1]1; then
errecho "ERROR: You must provide an instance ID with the -i parameter."

return 1
fi

# Associate the Elasti