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NZoH—F, B—TFYRNITIN—"TICEBENIEAINAFIVIREEREFRALTZIOR—TY N

IL—
82—

1.

N o o~ Wb

®

10.

11.

TADR—TY NOREEZEBLET,
TYRIN—TZ2REITDICE

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
FTETF—=23oRADOA—RNZ VI TE—TYNTIIL—T Z2BRLET,
[Create target group] ZiZIRL £9,

[BEAHNBERE] T, [R—TIYRNRAT|ZA VAR ADEXRICLET,

[Z—=TY RNTIL=TBIZ, HILLWE—TYRITIL—TOHRBMEADLET,
F7A)IMO7ORIINL (HTTP) £ER—K (80) DEXRICLET,

AVABVAEBATVSD VPC ZEBRLET, Z7ORILON—=232Z HTTP1 OFRFRICL
=S

ALAFIYY] T, F7ALNOREERBLET,
[Next] (RN) 29U Y 2 LET,

[B—TY ROBERIR—TT, XOFEZZRTLET., chld, O—RNZH—ZERTEDH
73VOATYTTY, EEL, O—RNZUH—ZTAKL, 2OR—TYRNIRNTT 1Y
DN—TFT42JLTVWBLZRRETREHER. 2—T Y NeBERIDBENFHBUET,

a. [ERTURBAVAZVAI T, 1 2BEDAV AR AZERLET,
b. F7FILMDKR—KBODERXRICLT, [REPELTUTZEDHS] ZERLET,
[Z—TY NTIN—T DK 2BRLET,

ATYZ7 1 A—RNZ Y —0OEEDRER

Elastic Load Balancing Tl&. E8%B8E0O—RNFOH—HFPYR—KEhTVET, COF1—
N T IL T, Application Load Balancer Z/EK L £ 7,

Application Load Balancer Z4EK 3 % IC &

1.
2.

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
FTEF—23aoN—7T, O—RNZH—0)—23 2 BRUET, EC2AVAZARAIC
FEALE—23a ERUV—2arz4FBRLTSEEV,

FTES— 3> RA D [Load Balancing] T, [Load Balancers] ZiZRL £9,

[Create Load Balancer] Zi#RL £,
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5. [Application Load Balancer] T [fEfX] ZiBIRL £7,
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Application Load Balancer ZER T3 ICIEk, £, BEl. AF—AL, IPTRLAODRATZE,
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6. HLERLEZO—RNZH—7ZBRLET,

7. [Description] (#t8A) ZZERL . A— R/NXT > H—0O DNS & (my-load-
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ZYPNIERLEDVIT TS9O TRLA74—J)LRICDNS B HET, TXTHEY
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Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
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Fai1—KMUF): AWS CLI ZEA L = Application Load
Balancer M4ERK

cOF1—NUTI Tk, AWS CLI Zi&BL T Application Load Balancer D RSB EZHAL £
T

BT H

« MOIAN> RZEMEAL T, Application Load Balancer 2 R— K92 /N\—>3> M AWS CLI 2%
TLTWVWBCEZBIELET,

aws elbv2 help

elbov2 BB BRI TREBVCEZRTIIT— XY E—INRELEBEIE. AWSCLI 28
FUET, FEMIC DOV TIE. AWS Command Line Interface 1—H'—H 4 R® TAWS Command
Line Interface WA A KR—)L1 Z25BL T EE ),

« Virtual Private Cloud (VPC) TEC2 A VARV AZRBELET, ChESDAZ AR AOEF1)
TATIN=THFIVAFT—R—RNEALAFIVIR—RNTT IV LAEZHFT TR EZRERLET,
FHECOVTR, "2y bhtEFa1)FTa4TI—T, #ZRLTLEZ,

c IPVAO—RNZUOH—EFIATILAZRY VO— RN O —DOEESSEERTIHNERELE
T V9FAT RN IPVAT RLAETZFERLTO—RNS Y —LBETREHS. IPv4 ZF
ALET, 94T RD IPVABKRT IPV6 P RLAZFEALTO—RNT Y —LBETSE
G, TATILARY VEFERALET, IPV6e T7UT—2a3a R FATILAZY OH TRy RNigE
ODNY DIV RE=TYRNEIPV6 ZFEALTEBEITZES. TFTATIARY IV ZFERTRH LN
TEEY,

O—RNZ 2 —2EKTS
BUOO— KNSV H—EERTHICE, RORFYTEETLET.
O— KNS H—&ERT K

1. create-load-balancer AN RZEFEHALTO—RNZ Y —Z2#ERLET,. BUTRAFEV
TA=YV—=IZBVW2 DU TZXY NEEEETIHEN HYET,
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aws elbv2 create-load-balancer --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE

create-load-balancer AN > RZEHA L TO— Rdualstack/NZ > —%ZERL £,

aws elbv2 create-load-balancexr --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE --ip-address-type dualstack

HAOLE, ROEXTO—RNZH—0 Amazon JY —AZ—LAL (ARN) F'EENET,

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/app/my-load-
balancer/1234567890123456

2. create-target-group AN RZFEALTE—7Y NI —TZERL. EC2A VARV AILE
BLEOELRELU VPC £ELET,

IPv4 2=y NTI—TELTIPV6 Z—T'Y NTIL—TZEKL T, F1T7IAZY I0—R
NZOH—ICHERTRCENTEERT, Z—TYRNTIL—TDOIPTRLAZATICL2T,
O—RNZUH—=ANYOIVRE=TFYREBELEY, NYOIYRE=TY NOREZE
FIVvOLEYTROLLERTZIPN-—J3FREENKT,

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

HAOKE, ROERXORX—Y RTIL—7 O ARNHFEENET,

arn:aws:elasticloadbalancing:us-east-2:123456789012:taxgetgroup/my-
targets/1234567890123456

3. AVARVABRR=TY NTI—TICEETBIZIE, register-targets AN RZEFERLE T,

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-@abcdef1234567890 1d=i-1234567890abcdef0

4. R—=YRNIT)IN—TICVIOIANEZEETDTF7FINIL=ILE2E 0-RNZOH—DU A
F—=ERT BT, create-listener AN REFEHALET,
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aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTP --port 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

HAOCE., ROEXDIVAFT—0O ARN FEEIET,

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/app/my-1load-
balancer/1234567890123456/1234567890123456

5. (A7 3r)R0describe-target-healthAX > RZEFEAL T, Z—7Y RTIL—TOEFEH
B—TY NOEEMZERIATEET,

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

HTTPS U AF—®iE N

HTTP URAFT—%&F O2>O0—RNZUOH—HFHDHFE. ROKSIZHTTPS UAFT—%ZEBMNTEET,
O—RNSH—ICHTTPS UAF—%EBMNT 3 (CIE
1. ®ROWTFhhroFEzEERALT, O—RNS Y —THEFH TS SSLEAIAEEZERLET,

- AWS Certificate Manager(ACM) ZfEA L TAEAEZERELEF A R—RLUE T, FMICO
WT . AWS Certificate Manager 1—%'—2 4 R O GEEAZO U VT AN LG FEAEDA
viR—hK ZZRLTLEE L,

« AWS Identity and Access Management(IAM) ZEH L TAIRAEZ T Y 7O—RUL XY, FMIC
2V\WTE, IAM I1—H%—H 4 R ® Working with server certificates 228 L T & L\,

2. B=YRNITIN—=TICVIOIARNZEETDT7AIRNIL—ILZHEDVAFT—%2EKTSIC
l&. create-listener AN REFHLET, HTTPS URFT—ZERTD L E L, SSLIAHAE%R
BETIHENHVYET, --ssl-policy 77> a>EZFEALTT7 2L NSO SSLKRD
J—EEETEZET,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTPS --poxrt 443 \

--certificates CertificateArn=certificate-arn \
--default-actions Type=forward,TargetGroupArn=targetgroup-arn
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ZAE. N 20TV RNITILN—TICEMABVITIARNEIL—TA2IL, A X—DXRRTBDVD
IARERIOZ—TY NTIN—=TCIN—T1 I TEET,

INANE=2ZFED2VAFT—ICII—ILZENTBICE

1. create-target-group N> REFERALTE—5'Y NI —TZERLE T,

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE

2. AVARVAERZ=TY RNTI—=TICEFRTBICIE. register-targets AN RZFERALE T,

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-Qabcdef1234567890 1d=i-1234567890abcdef0

3. URLICEEENENZ—HFEENRTVBIEEIC, Z—TYRNITIL—TICVIOITANEEKET
BDIL—INEJAF—ICEBIMTDICIE. create-rule AN REFEALET,

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattexrn,Values='/img/*' \
--actions Type=forward, TargetGroupArn=targetgroup-arn

O—RNZ Y —0HEIRR

O—RNSUH—ER—FY NI —THREEL B> LBEE, KOESCHIRTBENTES
T

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn
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Application Load Balancer
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BMIOOIARNBWAFIVIL, URAFT—IL—LZHEBRLTVIIANEIZATRAS5 12
REDE—=TY RITNL—THAOER—=TY NCIL—FT12VTLET,
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BLTLSEZL,
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Application Load Balancer ZEK T2 £ Elk, F—TY RN ZECV—2ZBMCTRIHXEN HYE
T, V—EBHMICTBICE, V—RAOHTRY NEIBELET, Elastic Load Balancing i&. 1§
ELEEY—ICO—RNZ Y —/—RZERKLFT,

ZRER

s BMBEV—VICADULEOBEFEXRR—T Y RNFEFENDRSICTHE, O—RNTOH—E&
REVDRAICHELET,

« B—=TYRETRAZGEVTA =V —=2VIZBRLEN, V—2ZBMILTVEWES, BRLUIC
2—=TY NEO—RNZFOH—DPESORZT 1V I ZZEFELEEA,

s O—RNZUH—TEBOV-—2ZEVCTREHE. V—2RBELZATTHRITARERYEREA,
PIZE, PRAZEVT A=V =2EO—NINYV—"OWMAEZBEMITEERFTEREA,

- BRERBLTVRHTRY NEEETEET,

Application Load Balancer Tl&, XD R4 7T OH T XY NFHYR—RMEhFET,

HT7XYRNRATS

s PRAGEUTFA=V=HTRY B
e O—AINYV—HTXRY K

« QOutpost B 7 XY K

TRAZEUTA=J—=2HTRY K

PBSEE2DOTRAZEVT A=V =BT RY NEBRIZBENHYET, AT OHIRA
BRAEIhET,

« TRENROHTZRY NE, BBBTFRASEUTFA—Y—2ICBELTVBHRENHYET,

s O—RNTZUH—NDPELKAT=ITERDESIC, A—RNTFH—OTRATEVFTFA—=V—2
H7ZYRNZEILCIDR7AOY U ERIETE /27EY MY AY (H:10.0.0.0/27) 2L, %<
EEBYTRYNIODESHENEZIPTRLAZAZLTLKEEY, Chsn8EDIP T RL
A, O—RNSFH—DPBEBEIZISUTAT =T IRTEDLSICTRLEHICHETT, O—R
NZoHF—RBFhsOIPFTRLAZEALT, Z—TYNEDERZHILET., ThSHFEV
& . Application Load Balancer Tld ./ — RRXBOFITTRENFN REL ., KBIREBIZED JEMENH
WET,
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E: AT =)L OEITHIC Application Load Balancer 7% v RAERATRER IP 7 RLAZFEVR
7zU 1235&. Application Load Balancer & +2 & F + /N> T 1 TERITEhET, COB, H7L
J—REEIEHRERNT TV IERMBLETHN, AT—UIDORTHIELTDE, BEROBEILIZ
HAITTIRICOX IZ—FLRER XA LTI RETDAEENF HYET,

e VA2 S A
1 OB EQO—ALY =BT 2y NEEETEERT. UTOHRIBAENET.

« O—RNZ2H—TAWSWAF ZEATHERETEERE A,
« Lambda BefZ X —T Y RELTHEATHIERETEEFEE A,
s ATAVF—tv>2areFTUTr—23a 0 0KRERATEREA,

Outpost B 7% v ~
120 Outpost 7% v REEETEET, UTFOHRAERE nET,

« FVTLIZADTF—RtEZ—IZ Outpost 24 VARN—)LLTREL TB LK BENHV F
F, Outpost E AWS =23V OBICEETESDRY ND—JEBEHIBETT, FMICOVT
l&. AWS Outposts 1—H'—F 4 RESBLTSEEV,

s O—RNZH—TEF, O—RNZ2H—/—RKR®O Outpost IZ2 DM large 1 VARV AN MKE
TF, YR—RENTVWRA D ARAEVAZATEZUTORICRLET, O— RNTUH—RFHREIC
JSUTAT—IL, —BC1HA AT DO/ — ROV A XEEZTVWET (large » S xlarge IC
ZLHE, xlarge 1S 2xlarge ICZE, 5 V& 2xlarge »* S4xlarge ICEE), /—RZHRK
NDAVAR AT ARICAT =L IR, EMOBREN VEBFEIE., 4xlarge 1 VAR A%
O—RNZH—/—RELTEMLET. O—RNSOH—ZRAT—ILTBDICTDBA AR
VAREFRLREATRES IP 7 RLAFBWEES., O— RKR/NZ > H—F AWS Health Dashboard
ICARMNEREL, O— RN H—0REE active_impaired IC& V) £ T,

c AVARVADEEFIPFRLATR—TY NZ2BHETEET, Outpost ® AWS U—>3 2|
=Y NEBELEBE., 23— Y NIERAThELA,

.« B—4v KNELTOH Lambda #EE, AWS WAF &, AT A v*—tyda>, WIEYE—R.
& & U AWS Global Accelerator & D#FESIFFERATEEE A,
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Application Load Balancer (&, Outpost ® c5/c5d. m5/m5d. Fld r5/r5d 1 AR AICF 704
TEET, ROXWEE., O—RNZH—H Outpost THEATED AN VARV ARATZEDH AKX
EEBSARJ1I—LZERLTVERT,

ADVARDARLTEH AKX EBS R'J 1 —LA (GB)

c5/chd

large 50
xlarge 50
2xlarge 50
4xlarge 100
m5/m&d

large 50
xlarge 50
2xlarge 100
4xlarge 100
r5/r5d

large 50
xlarge 100
2xlarge 100
4xlarge 100
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O—RNZH—0teXF1UT1TIL—7

EF1VF4TIIN—TR@F. O—RNFOH—EOBTHIETNTVWBI RN 71V O ZHBIBD T 74
TOF—)ELTHELET, A VNI RRZTAVIETIRNNIVRINZ T 1Y ODOWEZFF
A¥2R—hEZ7ORNILNEERTEET,

O—RNZVH—CHEERGSNEEFIVTATL—TOIL—ILEE, VAFT—R—REAILA
FIVIOR—NOBEICBFIDAMEEORNT T4V IEFATIHENHYYEST, VAF—%20O—R
NZOH—ICEBMTRDEE, FEEER—TYRNIL—TOANLAFIVIR—RNZEHRTHDEERFL
T, EF1UTF4TIN—TII—ILZREL, HILWAR—RNRTHAAORNZ 7 1Y IFFATENTVS
CERERTDIMENHYVERT, FHICOVTR, "THEIL—I, 2ZRBLTSEEL,

O—RNZ 2 —0IREE
O— KNS H—OREFROVFhATT,

provisioning
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idle_timeout.timeout_seconds
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50974 F7 M. ADNSLO—REZBRLET, IPv6 7 RLAZFEALTO—RNZ > H—
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EE

6. EEOREFZVIYILET,

AWS CLI Zf# L T Desync BRE— RZEHF T ICIF

- =N
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{

"Type": "fixed-response",

"FixedResponseConfig": {
"StatusCode": '"200",
"ContentType": "text/plain",
"MessageBody": "Hello world"

AT O3

forward 77232 #FEAL T, 1 2UEOR—FY RTL—TICVIITANEIL—TFT 1T TE
£, forward 77232V ICEBOR—TY NTIIL—TZEETRHEER. 2—TY R NJTIL—TC
EICERAZEETIHRENfBVET, BF—TYRNITIL—TOEXKIF. 0~999 OETT., MEX—
FYRNIN—=TZE2VRFT—IL—ILE—HITRVITANE, TNSODEXICETVWTZIhSD
B=TYNIN=TEGBENET, LEARE, F—TYRNTI—-TZ2288EL. ThThEH
10 DBE, BEF—TYRIN—TRIVIIANDEZZZTRVET, 2 20%—T7 Y NT)L—
T7(12BEHN 10T, €51 2FEXH 20) ZBETDE, EAN200R2—T Y NJTII—T &1t
DE—=TYRNIN=—TD2FOBOIVIITANZZEFELET,

TF7AILRTR, MEX—YRNITIL—TREATRS 71V I EDBTEDELSICIL—ILERELTE,
ATAVF—EY AN BEECNDEFRRYELA, ATV F—EYIa U FERICEBEAS O
BESICTBRIE. L=ILOR—=5Y NTIL—T0#fiEaEMCLET, O—RNZH—E, 0
BEX—TYNIIN=TICVOIANERNIIN—FT1TFdEEIC, BRLUEZ—TY NTI)—
ZICET2EHETITI— R AWSALBTG L. Cookie ZBEB1tL. 94T MADOL AR AIC
Cookie ZE® % EVWSHEBID Cookie ZERLET. VT4 7> MNEk, ZfEL Jz Cookie Z, O— K
NZoHF—ANDEBGOVIIANCEDRIHBENf HYVET, O—RNFH—HF, =T Y ~NTI)I—
TOHBF BB >TVWRIL—LIZ—HTHVIITANEZFEL T Cookie FEENTWVWRHEE.
1) TANIE Cookie THREENEX—TY NTIL—TICIL—FT12TEnET,

Application Load Balancer l&, URL T J— R& f/z Cookie flEZHR—KLTVEH A,

CORS (ZOARAVDUDVY—AHB) VIITANDEZE, —SOTZOH G #HEBFEEMC TS
HI(Z SameSite=None; Secure ZRHEELET., CMFE. Elastic Load Balancing I& 2 B O
Cookie ZERK L £, Z M Cookie =& AWSALBTGCORS, Tt M#FF Cookie LRI UERICMA T
ZMDSameSiteBUNEENET T, VT4 T MEMEB D Cookie ZF (THIV) £T,
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Example 1 DO —%'Y NI -T2 FERLEEET 223> 0l

I=ILDERE., FLEEERICTIIAVERETEETRT, FMICOVWTIE, create-rule B KT
modify-rule AX > RZSRBLTLKEE VW, ROT VIV EEENEZ—TY NTIL—-TICVD
TANZEELET,

[
{
"Type": "forwaxd",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]

Example 2 DOMERX—7'Y NI —TZ2FEALEEET V2 3> Ofl

ROT 023G, EF—TYRNITIN—TOEXIZETVWT, BEENEZ220X—7TY NJT)IL—
TV IANZEELET,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]
}
}
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1

Example #ZF 28I L EEET VS 3> O

BEOR—SY NTIN—T%28CEHET a2 FHY), 1 2LEORXR—5Y NITIN—TTARAT 1Y
F—EYVIIUNBMIBELDTVBREEE., Z—TYRNTIL—TOHEFEZEVCTIXLENf BV FE
E

ROT 2232, B=TY NITIL—TOHF2EMILT, BETNEL220F—TY R TI)—
TEVIOIARNZEALE T, #FF Cookie ZREERBWVWIIIARNE, BEZ—TYRIIL-—TDEH
CESVWTL—TFT12TEnZET,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
}I
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]I
"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000
}
}
}
]

VRALORNTOZaY

DFATRIOITARNZRIO URLICUEAL Y MTBICIE, redirect 7O 32 EEALE

T, BEICHLUT, —FH (HTTP 302) £ FEAH (HTTP301) ELTURA ALY RN EHRELSE
T,

DEALORNT Ay 55
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URI OOV R—F2 RERDODEHBY) T,

protocol://hostname:port/path?query

DEXALORNDOIN—T"%28F2EHIC, KOAVR—FME 1 DULEEITHHENHYET:
protocol, hostname, port, £kl pathe ZELHBEVIVAR—F NEITNT, TOENREEhE
E

O3
Z’OR3JL (HTTP £ & HTTPS), HTTP A5 HTTP, HTTP A5 HTTPS, HTTPS A'5
HTTPS ICUA ALYV RNTEET, HTTPSAS HTTPICURA AL UV KNTBERFTEXEEA,
hostname
RARNB, RARBRAXZFENMNNFZXFIET, BRXK 128 XFORE T, EHFE, DA4IILR
H—REED), BROENAT () TEBREhET,
port

K— K (1~65535),
INA
HEXIINA (KB Ty THED) NABARXFENIFEFNXBlIEh, RK 128 XKFORE T, &

BF, JA4ILRA—R*E?), &@&amp; ZFEA) B LT ROBFHRXF _-$~"@:+ THEEIE
¥,

query

TJIVNFX—R AR 128 XFTT,

ROFHF—D—KEEAL T, TURL O URIDVR—F> hEX—%Y N URL THAATE &
EE

» #{protocol} - 7ORIJLARFEhES, 7TOMINEI IV K- NTEALET,
» #{host} - RXAUAREENET, FARE, XA, SIVIDR—XY NTHEALET,

« #{port} -AR—rHREFEIAET, R—bh. NA, JITVIVR-FNTERALET,

- #{path} - NANREENET, NALITUIVR—2 M THEALET,

- #{query} - FTUNSXA—AFRF\EhET, FTUIDR—XY NTHEALET,
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redirect 7V aUANR[TENDE, TOTOIAVRTI/EAOATICERENETT, #F#
C2WTR., "72EAO0DI N ZZRLUTLKEZ, redirect 7923 AEEI
ETE B, HTTP_Redirect_Count XKRUJATLR—hEhET, FHICOVWTIE,

" Application Load Balancer D X K1) v 0, #SBL T EE V),

Example AV =) Z2EALEVRXALIRNT O 3> 0l

RDOII—I Tk, HTTPS ORI EEBEET hi/R— N (40443) ZFEATSB URLICUA AL U K
TRKEH URL IFBREENETH . TOKRARE, NA, BLTFIVIVNFA—RBREFEIE
I, COHEMEE "https://#{host}:40443/#{path}?#{query}s [CHEZHL E T,

New EC2 experience

Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ (O Return fixed response

Redirect to URL  Info

Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port

To retain the original port enter #{port}.

| HTTPS v

40443 ‘

1-65535

[[] Custom host, path, query

Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Status code

301 - Permanently moved v
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Old EC2 experience

THEMN

1. Redirect to... L]
|' HTTPS v ‘ 40443 Original value: #[port]
Original host, path, query b
301 - Permanently moved hd

RONL—=ILTE, TOZ7ORIN. K=K, FARNE, JTUNTXA—RZH{REFETS URL ICEAK
AA4LOKNEEY NTYTUL, #{path} F—TV—RZFEALTROEEENIE/NAZERLET,
COEmEIE "#{protocol}:/[#host}:#{port}/new/H#{path}?#{query} s ICHHLE T,
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New EC2 experience

Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL Info

Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

| #{protocol} v | #{port} ‘

1-65535

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host

Specify a host or retain the original host by using #{host}. Not case sensitive.

#{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -.;
and wildcards (* and ?). At least one “." is required. Only alphabetical characters are allowed after the final "." character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

Snew/#{path}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: _-.$/~"'@:+;
& (using &amp;); and wildcards (* and ?).

Query - optional
Specify a query or retain the original query by using #{guery}. Not case sensitive.

‘ #{query} |

Maximum 128 characters.

Status code

| 201 - Permanently moved v |
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Old EC2 experience

THEN

1. Redirect to... i
#protocol} - #{porty Original value: #{port}
Custom host, path, query v

Host Criginal value: #{hosf}
#host}

Path Original value: /#{path}

inew/#path}|

Query Original value: #query}

#query}

301 - Permanently moved v

Example AWSCLIQO U A AL O KNT O 3> a4l

L= OERE., FLEEERICTIIIVEEETERT, FMICOVTWE., create-rule B KT
modify-rule AX > REZBL T EEV, UTOT702 32, HTTPUOJIARNERUKRA N
B, NA, BREIVIVARNITRFEALT, HTTPUOJIARNZHR—N 443 LO HTTPS UYL
ANCURALIRNLET,

"Type": "redirect",

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"
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1

W=ILOFHEORAT
HR—RNENTVRIL—ILOXKHEDRATZLUTICRLET,
host-header

BVITIARNDKRARNBIZESIVEIL—T142T, FHICOVTE., "HRANOEH, Z285RL
TLEEW,

http-header
BFEVIOIARNOHTTPAYE —ICETVEL—FT 42T, FHBICOVTRE, THTITPAY S —%
Hi Z22RLTSEEL,

http-request-method

KUITARND HTTP UOIARAY Y REESWEL—F 424, BEICOVTR, THTTP
VOTARXY Y RE#H, #BBLTEE L,

path-pattern

JOIANURL ONANE—=VIZESVIEIL—FT12T, FlICOVWTE, "NADOEHK, %=
ZRLTEEL,

query-string

F—LEORTEERITUANUSTOECESVEL—F 424, SBACOVTR, T4
UNFHIORE, EBBLTIEEL,

source-ip

FEVIVIARNODREBRIP 7 RLACEIVEL—T 12T, FH#HICOVWTR, "TEETIPTR
LAZME) 25RLTSEEL,

ZBIL—=ILICE, T3 TROEZHE1 DEDDENTEEXET, host-header, http-
request-method, path-pattern, & source-ipo FIL—IILICIE, 72 I TROZHR
HrE1DOUEEDD CEETEET, http-header BX T query-string,

1 DDRBICODERBRIDO—HMALZIBETEET T, LE&XWF, & http-header HFICKL
T DIOIANAOHTITPAY R —DELLRTZIHEARI DOXNFIZEETEEXRT. WThH D
ARNUSTH HTTP AY A —DEE —BThiE, KERBEENET, TRTOLTIHF—BT S
CEEERTBICE. —BFMECEIC1 DORBEEERLET,

ey or S ok Siva 61
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1 2ONL—LVIEDERFAS DO—BFHMEZEETEER T, INTOXNFIAN —BTHAI L ZERT
PICE, " HFHESEC1DOFBZERLET,

http-header, host-header, path-pattern, query-string RHICXT2—HFHMICTAI
RA—RXFEEDDCENTEEFT, 1IL—IBEYVDOITAIRA—RXFIFE5DETTT,

L—ILIFRTABER ASCI XFICOKBERAENE T, HMHF (0x00 ~ Ox1f & KT 0x7f) FERIAE
nEXY,

TEICDOVWTI, TAdvanced Request Routingy 2B L TS &L\,

HTTP A Y & — &4

HTTPAY X —%&4%2FERALT, VDITIARNDOHTTPAYA —ICETWTUIIANEIL—FT 1>
JIRIN—I)ERETEEFT, BEFLERFEHDAZLOHTITPAYA—T7 41— )L ROBFZILETE
FT, AVH—BE—BIMETRANFENMXFRERENELA, XOTVA I RA— RXF(E LB
XZHTHR—REATVET, *OEARLOXFE—R) RV ?(BEEIC1XFE—H) 794
RA—RXZRAYVE—ZBTRYR—RNENRTLVELEA,

Example AWS CLID HTTP A Y & — &40 i

L= OERK, FLEEERICRHEZEETEET, FMICOVWTR., create-rule & KT modify-
le IV KESBLTL BTV, UTFORME. BEShAXTHO 1 D —HT 51— —
TSI RMMYA—%FRATBIVIIANCE > THEETNET,

[

{
"Field": "http-header"”,
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}

1

HTTP DO T ARNXY Y REH

HTTP UV ITARXY Y REH#HEZFEALT, UIJITARNOHTTP UJIARXY Y RIZETVWTY
DIARNZENLN—TFTAVTIRDIN—IINERETERT . BERLFNDARLDHTTP XV Y RZEE
TEXRY, ~BFMARAXFENNFZXBLET, DM RA—RXFEIHYR—RERTLRE
Ao LIZN 2T, XVUY RBFBEE—HATHILENHNET,
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HEAD UV TANICRTAIRBFRFFrv>1Ecnd AU 518, GETUJIAKNE HEAD 1
DIANERBEUAETIL—FTA 200D 2E8HHLET,

Example AWS CLI® HTTP XY v R&40 46l

L= OERK, FLEEERICRHEZEETEET, FMICDOVWTE., create-rule & KT modify-
rle XY RESBLTLEE W, UTFORME. BEShEXYY RKEEHTHUITANC &
THEEhET,

{
"Field": "http-request-method",
"HttpRequestMethodConfig": {

"Values": ["CUSTOM-METHOD"]

}

}

]
RANDZHE

RANOERBZFEAL T, RAMMYA—OKRARNKICETVTVIIARNEIL—T12TTB (K
AMR=ADIN—TFT AT EEREFRET) IL—IIEERTEERT., &LV, 1 D2OO—RNZ
DH—ZFEALTEBOY T RAMVEBLVEBD RN Y TLRILRXA >V ZHR—KNTEEXT,

RAREBTRAXZFZENMNFNEREIT, ERI128NFETOROXFEZEDDENTER
ER

« A~Z, a~z, 0~9

s *OEAEDNXFE-—HLET)
c 2 (BEBICI1EOXFE-HLET)

PRIEE1D20 "I XFEZEHIVENHVET, BED "L OXFORETILTI7FRY NXF
DHEHDENTEET,
RANB DA

* example.com

+ test.example.com
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* *_ example.com

JL—J)L *.example.com |&. test.example.com (Z(E—F L £9 5. example.com (ZlF—FL
Ft Ao

Example AWS CLIORA RAY & —Z 4405l

L= OERK, TLREEERICRHZIEETEET, FHMICDOVWTIE., create-rule & & T modify-
rule AXY KESBLTLKEE L, UTOREE, KEE XTI —BIBRAY A—%1E
ATDUIOITANCE>THESNET,

{
"Field": "host-header",
"HostHeaderConfig": {

"Values": ["*.example.com"]

}

}

]
INA D&Y

NAOEH=EFEALT, VITAMNADURLICEDVWTIVIIANEL—FT 142092 I—ILEE
BCEET (WNAR—ADIN—TFTAVTEEHENETT),

INANZ—=2FE URL ONARICOXKIBEREN, JTIUNFX—RIZFEREhFLA, RTAELS
ASCI XFICOKERAENET, HMIXF (0x00 ~ Ox1f B &V 0x7f) EBRAET hET,

IL—ILEHEE, URI EREARELERICOKZARITENET,

NANZR—=2TRANFENEFNXBEN, ZRRK 128 XFETODRONFEZEBDDENTESR
T

- A~Z, a~z, 0~9

N YL

« & (&amp; & fEMA)

crOEUEOXTE-—KLET)

c 2(BEBC1EOXFE—HLET)
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ZARIUN=232H gPC OBER. NV T—2, —ERA, LEEXVY RCEBOZRMHZIE
ETEFT,

HTTP NANZ—> DB

« /img/*
- /img/*/pics

grPC NANZ—> DBl

» /package
» /package.service

» /package.service/method

NANZ=2RBDIIANOL—TFT AT ICERAEThETHS, BERFLEEA, I, IL—
JWCNANZ—> Jimg/* & BB E. IL—ILI&E /img/picture.jpg DO ITAKN%E /img/
picture.jpg DU IITARELT, BEEINERZR—TY NTIL—TICEHELET,

Example AWS CLI ®/NA/NZ—> &40 Hl

W= OERE, FLREERICKXFEZEETEET, FMICOVWTE., create-rule & KT modify-
le XY RESBLTL SV, UTFORME, BEShAXTHESE URL 28ATH U4 T
ANCR2THEEEThET,

{
"Field": "path-patterxrn”,
"PathPatternConfig": {
"Values": ["/img/*"]
}
}

T XFI D&M

HTIUXZFOEHEFERLT, F—MEORTEEFITUITIROBICESOVTUITANE
M=FAVTEBN—LEBRETEET., —HHMACRAXTENTFZRRBENERA. ROTA
LRA—RZFEYR—RERTVET, *OBULONFE—B) LT ? (BBEIC 1 XFE—F)
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Example AWS CLI ® 2 1) XZF 50 &40 4l

L= OERR, FLEEERICRHZIEETEET, FHAICODVWTE., create-rule H KT
modify-rule AX > RZSBL T EEV, ROEZMHE, Tversion=viy OF—MERT, ki
Fexamples ICEREENEF—OVThAZECIITVXFINZFERATDIVIIANIEK > THEE
nEX9,

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
},
{
"Value": "*example*"
}
]
}
}
]

EETTIPT7 RLAZHE

BETIPT7RLAZHEZFEALT, VIIANODEERTIP7RLACESVTVIIANEIL—
TAVTFTRIN—IERETEET, P7RLAFZCIDREATEETIHENHYET, IPv4 &
IPv6 DS DT RLAZFEATEER T, JTMILRA—RXFREHR—RENTVEREA, EETIP
JL—I)L %\ 255.255.255.255/32 CIDR 21 EET B Lk TEEH A,

DZAT7RF7TOFOBERICHDHEE. ChBEIFZATURMDOIP T RLATRALSZOF>O
IP7RLATT,

CDEHFIE., X-Forwarded-For AY A —DTF7 RLATEFBEEhEB A, X-Forwarded-For A Y & —
ROT RLAZBKRETSIChttp-header £HZEFEALE T,

Example AWS CLI ®EE T IP &40 5l

W= OEKE, FLEEERICRGZEETEXT, FMIC DOV TR, create-rule # & T modify-
rue INY RESRLUTLKEET VW, ROZHE, BEENEZCIDR7OY VD 1 2OREETIP 7R
LAZFEATDIVIITANIE2THEENET,
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[

{
"Field": "source-ip",
"SourceIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}

Application Load Balancer H® HTTP U A F+—%EK T S

VAFT—&, #RUIVIANZFIVILET, O—RNFUOH—ZERTRIEELIARAT—ZER
L. WOTEO—RNZUH—ICURAFT—ZENTEERT,

COR=DOERIE, O—RNZOH—HO HTTP URAFT—%2ERTZIDICRIEET, O—R/N
S —IC HTTPS U RAF—%EMT S IZIE, Application Load Balancer M HTTPS ) A+ —%4E
T2 Z2SRLTLEEL,

Bl FR SR

c MATOAVETFTAINOURF—IL—ILICEMTBICE., FARREER—TY NTIIL—T%
BETRIHLENBYET, FHICOVTRE, "2—TYRITIL—T0ER 2ZRLTEEL,

s BROVAFT—TRALE—TY RNIIL—TZEBETEXRTH. Chs0URAF—RFERELO—RN
ZOH—CBLTVRRENHYVET, O—RNZOH—TE—TY NTIL-TZ2ERATZICE.
2B=TY NTN=THAEOO—RNZUH—DOVARAFT—CL 2> TERAETATVWEV I L ZH#FETS
BEABHVNET,

HTTP VA F—%Z&MNY S

DZATRASO—RNZUH—AOEHGERAOZ7ORNILER—N B8RETFTFILINDIRF—
LW=ILOR=FY NTIN—TTIURAFT—ZRELET, FMICODVWTR., "UAFT—DOHRE, 22K
LTLSEEL,

New EC2 experience
A=) &ZERLEHTTP UAF—%ZEBMNTSICE

1.  Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZHE £ J,

HTTP URF—%EKT S 67
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Elastic Load Balancing

FTrUr—=>3> O—RNZoH—

2.

3
4.
)

7.

TETF—=23aRA2T, [A—RNFH -] 2BRLEXT,
O—RNZH—ZBRLET,
[DAF—&L—L]2TH5, [VAFT—DEN &ZERLET,
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ZREITDEHIC, TARVAT N ZIDAILRA—RELTHERATEET, JMIILRH—
RILBAEZVIVTARNTRIHEE. TARUAV N RBRXAMEO—BEONEICH TEDH
BB, A DDHT RXLVLRILOKZERETEET, HlIAE. *.example.com &
corp.example.com, images.example.com Z{R#EL £F /", test.login.example.com %&
RETDEWFTEELEA, £/, *.example.com k., example.com DY T RX AL Dk ERE
L. ZAFY RRXAS2FEE apex RX A2 (example.com) FREBELBEWVWC EICEFELTLKESE
Wo T4 RA—RBR, SEABO [HT7PIIORN 71— RE BTV MEBERLRFICK
RENET, NBEAEAEOFMIOVTIEE, TAWS Certificate Manager 1—H—74 K, & "2
AEAE L ZZRLUTKEZL,

AWS Certificate Manager(ACM) ZERAL T, O—RNS O H—OHAEEZER T Z2HHHL
£9, ACMIE, 2048 EY N, 3072 EY N, 4096 EY NOF—K®D RSAFEFAEH KV ITANTO

SSL FEEAE 70


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://aws.amazon.com/certificate-manager/

Elastic Load Balancing F7Ur—>a> A—RNZoH—

ECDSAREBAEZHR— KL E T, ACM (& Elastic Load Balancing £E&L T, O—RNZ U H—IC
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—OPHITIE., ELBSecurityPolicy-TLS13-1-2-2021-06 E¥1VF 4RI —%FEHALT
WEY,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --port 443 \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06

CLI ZEALTTLS13 RS —ZHEATBELSICHTTPS URAFT—ZZEETRICE
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--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdefd \

--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06
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HENATVET, FIPS140 EZ1—)LZ2EAL T FIPSESLZRAL TVWETH, TLS
HREICEITIRFONIST HAFZ D AICERL TVEWVWAIBEEEN BV ET,

RORE, EAAEBZFIPS EF1UT ARV —THR—RNENATVWR TLS ORI EBES
ZRLTVWERT,

FoEF2IVFTARID—1TOR) T —F N SELBSecurityPolicy-7'L 7 4 Y I AN HIBRE
nxXL L,

fl . %211 F 1R —ELBSecurityPolicy-TLS13-1-2-FIPS-2023-044" &L TER
ENFEITLS13-1-2-FIPS-2023-04,
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TLS Protocols

Protocol- v

TLSv1

Protocol- v v

TLSv1.1

Protocol- v v v v v v v

TLSv1.2

Protocol- v v v v v v v v

TLSv1.3

TLS Ciphers

TLS _AES ¥ v v v v v v v

28 GCM_SH

A256

TLS_AES 2 v v v v v v v

56_GCM_SH

A384

ECDHE- v v v v v v v

ECD

SA-

AES128

-GCM-
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AES256- v v v v

GCM-

SHA384

AES256- v v v v

SH

A256

AES256- v v v

SHA

CLIZEALTFIPS ARV —ZERTS HTTPS URFT—ZERTDICE

FIPS 2% 115 147R1)< — T create-listener AN REFEHL XTI,

ZOHITIE, ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04 EF¥1UFT 4RV —%E
ALTWET,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

CLIZFERALTFIPS R —ZFEHTADLSICHTTPS URAFT—Z2ZETSICIE

FIPS £ 1 1) 7 4 7R') < — T modify-listener AN RZFEHALE T,

Z DTk, ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04 2F¥1UF 1R —%E
BALTWET,

aws elbv2 modify-listener \
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--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef@ \

--ssl-policy ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

CLIZBERALTURFT—HFERATA EF1IVTARV—ZRTTDICE

1) AF—arn® T describe-listener AY > REFALE T,

aws elbv2 describe-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

CLIZEALTFIPS EF1VT AR —DOREERTTDICE

FIPS = 1) F 4 781) > — T describe-ssl-policies A¥ > RZFRAL T,

Z DTk, ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04 2F+1UF 1R —%E
ALTLVET,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

FS

RDORE, FSAYR—KRTDEFIVUTARII—THR—RENATVWB TLS ORI ERE
SZRLTVET,

EEFIVFTARIS—TORI S —F N SELBSecurityPolicy-7'L 7 4 Y J AN BIBRE
nELL,

f5l . %2117 147K —ELBSecurityPolicy-FS-2018-064" &L TRRENE
FFS-2018-06,
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Default

TLS Protocols

Protocol- v
TLSv1

Protocol- v
TLSv1.1

Protocol- v
TLSv1.2

TLS Ciphers

ECDHE- v
ECDSA-
AES128

-GCM-

SHA256

ECDHE- v
RSA-

AES128-

GCM-

SHA256

ECDHE- v
ECDSA-
AES128-
SHA256

FS-1-2-Res-2020-10

FS-1-2-Res-2019-08

FS-1-2-2019-08

FS-1-1-2019-08

FS-2018-06
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ECDHE-
RSA-
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ECDHE-

ECDSA-

AES128-
SHA

ECDHE-
RSA-
AES128-S
HA

ECDHE-
ECDSA-
AES256
-GCM-

SHA384

ECDHE-
RSA-
AES256-
GCM-
SHA384

Default

v

v

v

FS-1-2-Res-2020-10

FS-1-2-Res-2019-08

\

FS-1-2-2019-08

FS-1-1-2019-08

<

FS-2018-06
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ECDHE- v v v v v
ECDSA-
AES256-
SHA384
ECDHE- v v v v v
RSA-
AES256-S
HA384
ECDHE- v v v v
RSA-
AES256-S
HA
ECDHE- v v v v
ECDSA-
AES256-
SHA
AES128- v
GCM-
SHA256
AES128- v
SHA256
AES128- v
SHA
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A 7,
L L
AES256- v
GCM-
SHA384
AES256- v
SHA256
AES256- v
SHA

CLIZEHLUTFS THR—RNRENTVRRIUI—&EHATSD HTTPS URAFT—ZERT B ICIE
FSAHYR—KNTBDEF1UFT 1R — T create-listener A REFALE T,

Z0OFITE. ELBSecurityPolicy-FS-2018-06 E¥1UF 4 RUS—%FEALTVET,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-FS-2018-06

CLIZEALTFS TYHR—KRENTVWBRUS—ZHEAITBDELSICHTTPS URFT—ZZEET D
&

FSAHYR—KRTBDEF1UT 1R — T modify-listener AN REFEALET., 277

Z0OFITE. ELBSecurityPolicy-FS-2018-06 E¥1UF 4 RUS—%FEALTVET,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdefd \

--ssl-policy ELBSecurityPolicy-FS-2018-06
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CLIZERALTURFT—HFERATAZEF1IVTARV—ZRTTHICE

1) AF—arn® T describe-listener A REFEALET,

aws elbv2 describe-listener \
--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenexr/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

CLIZFEALTFS THR—RENTLVREFIUTARV—DOREEZRTITDICE

FSAHAHYR—KNTBEF11)FT 147K — T describe-ssl-policies X REFEHAL X,

Z 0BT, ELBSecurityPolicy-FS-2018-06 E¥1UF 4 RUS—%FEALTLVET,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-FS-2018-06

TLS1.0-1.2

ROEKIE, FAAEERTLS1.0-12EF1VF 4RV —THR—FEZAhTVWA TLSZ7OK3)L
EREEERLTVET,

EoEFIVFT ARV —1TOR) S —F N SELBSecurityPolicy-7'L 7 4 Y AN HIBRE
nxXL L,

5l . %211 F 1R —ELBSecurityPolicy-TLS-1-2-Ext-2018-06A" &£ L THRTRE
FITLS-1-2-Ext-2018-06,

| — *
a2l % \0 E. o E
FaRUY 2 o ~ ~ ]
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— ‘E o ] o —
0 “ o o Q
% e i |
I I
b / d "
N = ~ 2
vi =
|—
TLS Protocols
Protocol- v v

TLSv1
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¥l
e VP

Default
TLS-1-2-Ext-2018-06
TLS-1-2-2017-01
TLS-1-1-2017-01
TLS-1-0-2015-04*

\

Protocol- v v
TLSv1.1

Protocol- v v v v v
TLSv1.2

TLS Ciphers

ECDHE-ECD Vv v v v v
SA-AES128

-GCM-SHA2

56

ECDHE-RSA Vv v v v v
-AES128-G
CM-SHA256

ECDHE-ECD Vv v v v v
SA-AES128-
SHA256

ECDHE-RSA Vv v v v v
-AES128-S
HA256

ECDHE-ECD Vv v v v
SA-AES128-
SHA
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Default
TLS-1-2-Ext-2018-06
TLS-1-2-2017-01
TLS-1-1-2017-01
TLS-1-0-2015-04*

ECDHE-RSA Vv
-AES128-S
HA

&
&
\

ECDHE-ECD Vv v v v v
SA-AES256

-GCM-SHA3

84

ECDHE-RSA Vv v v v v
-AES256-G
CM-SHA384

ECDHE-ECD Vv v v v v
SA-AES256-
SHA384

ECDHE-RSA Vv v v v v
-AES256-S
HA384

ECDHE-RSA Vv v v v
-AES256-S
HA

ECDHE-ECD Vv v v v
SA-AES256-
SHA
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AES128-GC v v v v v

M-SHA256

AES128-SH v v v v v

A256

AES128-SH v v v v

A

AES256-GC v v v v v

M-SHA384

AES256-SH v v v v v

A256

AES256-SH v v v v

A

DES-CBC3- v

SHA

*DES-CBC3-SHA &S (FVEES) ZHEETAIL A —UTA T NEHR—NTHIREN K
VWBRY ., CORVZ—RBEALBEVWTSEEL,

CLI ZEALTTLS1.0-12 RV —ZEATD HTTPS URFT—ZERTDICE

TLS1.0-1.2 THR—RENTWVWBEF 21T 1R > — T create-listener AN RZEFHAL F
9,

DO TlE, ELBSecurityPolicy-2016-08 E¥1UFT 4RI —EFEHALTVET,

tFIVFARYD— 95


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html

Elastic Load Balancing F7Ur—>a> A—RNZoH—

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-2016-08

CLI Z#EALTTLS1.0-12 RV —ZEAITBLSICHTTPS URAFT—2ZETDICIF

TLS1.0-1.2 THR—RFEhTVBEF 1) T 1K) > — T modify-listener AN RZEFEAL &
9,

O Tlk, ELBSecurityPolicy-2016-08 E¥1UFT 4RI —EFEHALTVWET,

aws elbv2 modify-listener \

--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
Lload-balancer/abcdef01234567890/1234567890abcdef0 \
--ssl-policy ELBSecurityPolicy-2016-08

CLIZEALTIARAFT—NFEATZEXFI1VFTFARUS—ZRRTDICE

1) AF—arn® T describe-listener AY > REFHALE T,

aws elbv2 describe-listener \

--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

CLI ZEALTTLS1.012 EF21UT 4RI —DOREZRTTDICE

TLS 1.0-1.2 THR—REhTWVWBDEF 21T 17K — T describe-ssl-policies AV > RZfEH
LET,

O Tlk, ELBSecurityPolicy-2016-08 E¥1UFT 4RI —EFEHALTVWET,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-2016-08

HTTPS U AF—mi&M

DZATRASO—RNZUH—AOEHGRAOZORNILER—N BRETFTFILINDI)RF—
L=LOE—=7Y NTIN—TTIUARFT—ZRELET, FMHICOVWTE., TURFT—DEE, 2581
LTLSEEWL,
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EIE=2es

« HTTPS URF—ZERTRICE, SEAZEEF1UTA RIS —ZEEITIHLENHYVET,
=Y NIVIIANENL—FTAITIBEIC, O—RNZUH—R CORAEZEAL THEE
ZRTU, DFATRDPSOVIIARNEESLERT . O—RNZOH—E, V54T hE
SSLEROXDS I -3 &T5EECEF1VTARUS —%2FERALET,

c BRET O AVETFTAILNOIUARAFT—IL—ILIZEMTRICE, MATELZRZ—TY NTIIL—T%
BEIIHZENBYERT, FMICOVTR, "Z2—TYRTIL-—T0OER 25RLTEEL,

s BROVAFT—TRALE—TY RNIIN—TZEBETERITH. Chs0VAF—RERELO—RN
ZOH—CBLTVRREN BV ET, O—RNZOH—TE2—TYNIIL—TZERATZICE
=Y RNITN=THFMEOO—RNZUH—OUARFT—ICL>THEATATVWEVWZ L ZHFETS
VEFHYNET,

New EC2 experience
AV =) zZzERALEHTTPS UAFT—ZEMNT 3 (&

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFE £ T,
FTETF—=23RADT, [A—RNZH—] Z2BRLET,
O—RNZ2H—Z2BRLET,

[VDAF—EL=NZTHS, [VAT—0EMN ZBRLET,

(ORI :R—B] T, [HTTPS] ZBIRLTCTF7 AL NDR—RDEFRICT S A, BlD
R—RNZABLZFT,

6. (FA7>3a2)RAZEMICTBHICIE, [FEE] T [OpenlD %7z l& Amazon Cognito ZEA
B &BIRL, ERShEBRERMBL TS EET VD, HHAICOWTIEE, Application Load
Balancer ZfFAL TI1—H—%&FiT5, 2B L T LEEV,

7. [Defaultactions (F*7 2 ) KFT U2 3) T, ROVThHAZRTLET,

o & oD

c [B=TYRTN—TNEEX]— N TAVIEEBETDR—TY NTIN—T% 1 DULE
RUET, =Y RNTI—TZ2EBMTBICRE. [F—7Y RTIIL—T7 0 ZE8RL %
¥, BROX—TY NITIN—T &R l/'CL\%aiiéti\ B—=TYRNITN-TZEILERE
BRL, ThICEEFTSATVWREGZRIELE T, 1 DREOR—FY NTIIL—-TC
MU THEFREZBEVICLTVREER. L—LOTIL—TLRINOHERELEZEMICT
PUBNBVNET,

s [URLIZUAALIN —O9FAT2RNIIOITARODIUAALYRNED URL ZIBEL F
To ChETSICE, FLZEICPTFT[URIZBD]I RZTICADTEAL, TF2B T RLA
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Z[ZREBURL ZTICABDLET, BEIZISLUT, [AF—FZAO—R] T, —BH HTTP
302) £ FEAR (HTTP30) ELTUA ALY RNERELET,
c [BELARAZIRT]— RAYTENEITAT ORI IIANIHLTIRENS [L
ARVAODA—R]ZHEELET, [AVTUVYERATIE[LARY AR DIEEETEEXT
A, ZNRBESETEHYEEA,
8. [EF1VTFA4RVI—|TR. BEBFHOBHERE N LEFIVTARV—ZHEATS
CEEZBEHLET,

9. [F7#)Ib®SSLTLSARE] TR, UTOFT>a>HFsy)&Ed,

-« AWS Certificate Manager ZEA L TAERAEZEREZEF 1 R—K L EBERE., [ACM A
5] ZBIRL T, IASOER] ZBRLET,

« IAMZFERALTRHBEEZ I TICAVAR—RNLTVRHEE, [IAM A S] ZiBIRL, [FIAE
NBR] A SHROIAEZBIRL E T,

c AVR—KNTBHAAEGFHDH, V=232 TACM ZRATERVEEE., [1FR—
N ZZBRL, RIZJIAMA] Z2BRLUET, [IAER] 71—/ RICEEHEOBHZ AL
LET, REAEDTZAAR—KF—]IC, PEMI>I—REhETSAR—NF—=T7
AILORBEZIE—LUTHYFHET, FBAELRIC, PEMI>O—REhENTUY
VF—HET7AIINOABRZIE—LTHYFTET, BECESBMHEEFEALTH
59, TN BROICEEAEEZZFTANDIEHNEETHDHEICRY) ., [Certificate
Chain] IZ, PEM I>O—REhiAEFI—2 774 )LOREBTZ2OE—L TR S
-

10. (A7 232)HEREEMCTDICE. 9547 NIEBEOME THERRSE (mTLS) %
BMCILET,
BMWCTdE, F7ANNOHEETLS E— RENAARIL—IZHBYET,
Trust Store TRIIZIBIRL 154 -

T7FINRTE, HRIINDOIS AT NEABZE DEGEBIEREINEXT, COBFZE
ZTEIBICE, mTLS OFMRE Z2iRL . 757472 NIAEOBMAR T, HRIH
DIZAT> NEHEZFFATS 2BRLET,

« FEARNTTHREOGEANTZERIDA, FLWEEARNTZRRLET,

* ¥ﬁb\,\1§ﬁ7\ I\T E%ﬁbrz:%é‘;‘ 1§$EZ I\Tg . S3 URI wunﬁmﬂgwi’ﬁ}:ﬁ 3'3&'\0‘
A7232TS3URIGEAEXRMIANDIZT ZIBELE T,

1. [RTF] 2BIRL X7,
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Old EC2 experience

OV —=)ZERALIEHTTPS URAF—ZEMT B ICIE

1.

2
3
4.
)

10.
11.

12.

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
FTET—232RA2T, [A—RNZH—] Z2BRLET,
O—RNZH—2BRLET,

[Listeners] (1) AF—) 7 T, [Add listener] (') AF—DEM) ZBIRLFT,

(ORI :R—B] T, [HTTPS] ZBIRLTTF7 AL NDR—RDEFRICT S A, D

R—RNZABLZFET,

(A7>3a) 1—H¥—%REE T3 I(C1E. [Default actions (F7 I KT U3 >)] T, [Add

action (72> 3> MiEM)]. [Authenticate (FREE)] DIEICEIRL . BEBBHRZEAILE T,

MOV TIE, TApplication Load Balancer 2 AL T1—H—%Fil 95, 25BL T

<EzELV,

[Default actions (7 2 I K722 32)] T, XKOVWThAZEETLET,

o [E&E] ZBRL, =Y RNTIL—TZBERLET,

WAAL IR ZBIRL, URLEAT—RAO—REZEAALET, FHAICOVTIE.
P")RALORNTOa ) Z2Z2RLTLSEEL,

« [BEELARVAZERT]ZBRL, LARAOD—R, #7>3a>o D 7ONAF—,
(F7232) LARYADEAXEIEELET, HMIIOVTR, TEELAKIZATY
>3, #SRLTLKEZY,

[EF2VTA4RIVD—] TR, DVV—IINHERTZEXF1VT1 R —ZifRFTR L

ZEHEMOLET,

[7#)N® SSL/TLS fEBAE] T, XOVITNAEETLET,

« AWS Certificate Manager ZfEA L TREAB ZERF2ld 1V R— KL 2B E . [From
ACM (ACM A 8)] ZiBIRL T, REAEZERLFET,

- IAMZFERLUTEHEEZET7Y 7O—RLEBSE. [AM A 5] &2BIRL, FAIAEZERL
x99,

D&M &BRLET .

(AT IV NANE—VEERAARNBICESVTU I TIARNEEETDEMO U R+ —
L—LEESTHHEICOVTE. TL—L0EM, 88RLTEEL,

(A7 3Y)SNI ZORILTHEAT DO OIHEY ANZEMT S, THEU AL
CEIEREMT S #BBLTLIEEL,
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Application Load Balancer l&, URL T>>J— R& nf= Cookie flEZHR—KRLTVEH A,

F7#A) NTIE, SessionTimeout 74 —J)LRIEE 7 BICERETNTVET, v arvzinky)
B<32EHVE. Y23 EBAALTIRNZRE 1 WICRETEE T, FHlCOVTE. &Y
SAVEBALT IR BSBLTLSEETL,

T7V)5—2a>OMSEIZEU T, OnUnauthenticatedRequest 71 —J)LRERELET, AT
IZhlZERLET,

e I—H—HAVY—29)IDFELRFEEID ZFEALTOTAVIRIMENf HDT 7 I5—23> —
F7 ) NDOATZ 32 authenticate THR—KRENTVWET, I—H¥—AFOJ1>LTVE
WiEA. O—RNZUH—RGUIIARNZ P RREEIY RRA I NMZUA AL I KL, IdP IC
EO2TCA—H—IC1—HY—AVE2—T A RAZ2FALEOJAEZRHDTAV T M RRENE
¥,

s OJ42LTVWRI—H—Il@N=VYFS14 AXeniEa—%, O/ LTWEVWI—H—I(C
F—MBNBE1—2EHIZD TV —>232 —CORATOT77)T5—2a3a> 23 R—KT23
ICi&, allow A7 23> & FERLET, 1——HOJ4>LTVREHEE. O— RN H—H
A—Y—OL—LZRHITZED, FFVT—>32 @3NV FrS4 AEniE1—%2EHTESE
¥, I—H—AOJ4>LTVWBVEE, O—RNSOH—RUIIANEI—HY—UL—AL%KL
TEHETDED, P7VT5—>23a @ —MBWEE1—%2E#HTEET,
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- ¥ LiCO—R JavaScriptEhd BE—R—JOTF7 V=23 —denyA 7> a>zERT
&, O—RNSOH—EFFEEBEHRO WV AJAX FEFH L L2 HTTP 401 Unauthorized T — ’EL
LET, 2L, I—Y—ICBMHROVNCERIARBERI H2EEE. V547> Nz IdP 583
IVRARABNIVAALIRNLET,

A—RNZ2H—F, IdP k=92 DI RKRA >~ (TokenEndpoint) & KT IdP 1—H—1F#R
T RRA B (UserInfoEndpoint) EBETEDMXENf BV ET. O—RNZH—0EF2
DFA4TIN—=—TBRPFVPCOXRY RI—I ACLNFCNSDITY RIRAKNIRITDITIRNNDY
R7OVEAZHFTLTVWDRCEEZRIELET., VPCHF MU EZ—Y NERENTVD L ZRER
F£9, RBRTO—RNZ O H—HFHD5HEEE. NATY—NDJI4ZFALT, O—RNZ 25—
NESINSODIVRERAVNITIVELATEDELSICLET, FHMICOVWTIEE, Amazon VPC 11—
H—HARONAT S —RVIAR=IV D ZZRBLTLLEEV,

RO create-rule X REFEALT, 1——BiAE2R/ELET,

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattern,Values="/login" --actions file://actions.json

actions.json 77 AL 0OHIZERIZALUET, authenticate-oidc 793> & forward 77
232 AuthenticationRequestExtraParams ZEA T2 &, FREEFIC IAP ICEMD/NT X —
B—ZEITENTEET, DTOANAMF—DPSREENIERFIX NIRRT, HR—KEh
TWB 71— )LREEREL T LEE L,

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
I

"OnUnauthenticatedRequest": "deny"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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1,
"Order": 1
1,
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

actions.json 79> 3> & authenticate-cognito 79> a2 %EETS forward 77 1)L
DFlERICRUET,

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",
"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
.
"OnUnauthenticatedRequest": "deny"
.
"Order": 1
.
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

AECOVWTER, TUAFT—IL—), Z2ZRLTEEL,
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wunIEo)7 I:I_
RDZRY NJ—2RIE, Application Load Balancer A" OIDC Z#RA L C1—HY—%&2RET 2 HEER
LTWET,
LN E— ,
\ﬁ\, . 3 . < —Q—ir_ll
iV - - — —o— L

I \ " Target
e
NNy

Auth Token User-info
endpoint endpoint endpoint

TOESHEEBRE, AIOXRY ND—IRICALEERZEARTL, HALTLET,

1.

J—#—I&. Application Load Balancer DERICIRARENTWVWE I I T H A4 NZ HTTPS U Y
TARNZEFELET, BT 0232 E2FIIIN—INOFRENFlenTWBES, O—RNFY
H—FEUVIITAMYZ—IIRRIEEY > 32 Cookie BN ESH EERLET,

Cookie "FELHEWVEES, O—RNS Y —EGFI1—HY—Z PRI RRA U MNZUAAL
8L, IdP TA1—H—ZFATEDESICLET,

A—Y—AREAEhBD &, IdP BRANEI—RZF> LI —Z0O—-RNZH—-CVEA
L7NULTRLULET,

O—RNZH—RRAMNEI—REIP h—O VI RRABMIRLET,

BMBEREANEI-—REZTEWS E, IAP K ID h—9>2 TV tAKN—22 % Application Load
Balancer ICIR#L £ T,

RIZ. Application Load Balancer "7 9 tAN—0 21— —BHI RKRANIEFBLE
CB
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7. A—Y—BHRIVRRAIE, —F—OEBERICHLTTIEAN IV ZXBLET,

8. Application Load Balancer (&, AWSELB §28Etz Y 22 32> cookie ZF 21— —% 7t ® URI (C V)
AALOIRNLET, BEAEDTZITH T Cookie DH A X% 4K IZHEIPRLTWA %, O—
RNZ Y= 14 XH 4K 28 X % Cookie ZEED Cookie ICBEILE T, IdP A SZFH»
E1—Y—OL—LETOVEAN=VVOEHY A1 AN MKNA hE2BZXBHEE. O—RNZ
Y —@HTTP500 I5—%& 02472 MIRL, ELBAuthUserClaimsSizeExceeded X k
DORABRBHLET,

9. Application Load Balancer l& Cookie Z#FEL ., 1—%—1E#H% X-AMZN-0IDC-* HTTP A Y
A—RBRENDRX—TY NMIEELET, FMHICOVTR, T1—HY—IL—ANT U 1—REESR
NDIREEL ZZRLUTLSEE L,

10. X—%"Y NIE 5% % Application Load Balancer ICERL £,
11. Application Load Balancer l&, JENEZ 1—F—ICHEFLET,

HLWUOTIARNZATY T 1 ~ 11 ZBBL, BEOJVIIANIATY T 9~ 11 ZBBL K
¥, DFEVY). cookie DAMHRN N TVEVRY, BEODIXTOUIIARNIATYTINS
BENET,

I—H%—H" |dP TEREEE /=&, AWSALBAuthNonce cookie XV VU TARAY R —IZEBIMENE
T, <hlZ&k 27T, Application Load Balancer A" IdP A SOV R AL OKNV O IANZNEBT DA%
FEDB ERBYEHA,

dP &2 TID h—OVICEMBEHRN—IVARMBEATVWEES. O—RNFUH—RBEH
hN—O2%REL., PTORAN O OBEMBRANND LFICChEZFERALT, YSI3RS
LTIRTBH, 1P DEFHICKRIZERT, - —IL—LZEHLEI, I—-¥—OJT77
RFB&, BEREEAKML, O—RNZOH—RBF1—H—Z 1P RBIELIY RRAMIVRAL OB
LXT, ChilKY), O—RNZIOH—RBI-HY-—HAOTT7IORRICEY S IV ZHIKRTERT, #F
MIZOVWTR, TEY2a>BALT Db, 2Z5RLTLKEE,

(@ Note

cookie DEMHRIE, FEEEY I OEMHREFESEVY FT, cookie DEXHIR
cookie DEMTH Y, 7 HICEREENTVET, RV a>nRBoRE (. FRA#EE
FZ Application Load Balancer TEREES Nty IV RA AT IRNIK2>TREYET,
cOtEY>aAURA LTI RNE, FREE cookie fEICEFN, BSLEhET,
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1——JOL—ADOI>1—REBLZORKIL

O—RASYH—HAI1—F—0ORICRNTEE, AP ASZHRM E1—H—IL—LAZ—4Y
NCREEEhET, O—RNSUHY—RBI—YP—IL—LLCBRTRLED, FPTUT—Y 3 EFES
ODRIBLTFENIL—LAO— RS H—ASEEENLEDTHDEORIEFTSCENT
T,

O—RNSVH—RBHUTOHTTPAYR—ZEBMLET,
x-amzn-oidc-accesstoken

N=OYVIVRRAVRDASDTIEAN=D2 (TL—=2FTFAN)

x-amzn-oidc-identity
A—F—BHMIV RRAZRASOHET 1 —IL KR (sub) (FL—2FTFAR),

EHTIOL—LE, BEOI—H—ZRBATEIHRENDAEETT,

Xx-amzn-oidc-data

I—H—4L—L4 (JSON 9T 7 h—4> (JWT) FER)

TORBARN =021 —DERN, D h—OVEEBYET, PTVRAMN = EI—H—D
ERE, Y —N—VY—ANOT I LAOKZHFALETH., D N—O VR I1—F—2FATS -
H0EMEHRERIZFL TVWET, Application Load Balancer l&, 1—%—OFRIAFICHLVWT IR
N—=O2&ERL, TOEAN—=D2EDOL—LOKENY VI RIZELVLETHN, ID N—U 15
BEELEEA

chsDO—02R@F IWTERIZHVWETH,. D N—T2>TRRBVELEA., IWTERIZIEE. basebd
URLIVO—RENEAYE— RAO—R, BLEBENFEEN. RRBCNT AV INFENEF
hEJ, Application Load Balancer I ES256 (P-256 & SHA256 Z{£FH 9% ECDSA) Z#fFEAL T
JWT BEZERLET,

COIWTAYH—F, DT 1—)LREFDISONATZIIKRTT,

"alg": "algorithm",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",
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IliSSII: Ilurlll’
"client": '"client-id",
"exp": "expiration"

COIWTRAO—RE, IdP A—H—HFEHRI>V RRA VNP SBHR 2 £EDI—Y—JL—LZET
JSON A7 2TV KTT,

{

"sub": "1234567890",

"name": "name",

"email": "alias@example.com",
}

O—RNZOH—TRI-—HF UL —-LFBESEIhBEVESH, HTTPS ZHEATZIRSICEZ—TY
RON—TZRBRETREEZHEOLET, HTTP ZFATBRSICXR—TYNTIL—TZEETS
HZakk. O—RNZUH—AOKRZ 74V 0 tF1VT1IN—TZ2EATDIRZTAYIDH
ICHIRL T EE W, Ko, JL—ALETVWTIRAZITOAIC, BEEZRIAIZELEEHBHLE
T NTVYIOF—ZEBETRICE, IWTAYA—AS5F—IDZEEBL., ThEEAL TROIY
RRAKRASNT VY UF—2BRELET: ThThOAWS U—2320FE. IV RKRAU K
FRDEHYTT:

https://public-keys.auth.elb.region.amazonaws.com/key-id

AWS GovCloud (US) ®BE. TV RRA KNFRXDODEBYTT,

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id

ROPlE, Python 3.x THF—ID, 2NFF—, BRERAO—RERETZHEERLTVET,

import jwt
import requests
impoxrt base64
import json

# Step 1: Get the key id from JIWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-oidc-data']
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jwt_headers = encoded_jwt.split('."')[Q]
decoded_jwt_headexrs = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid']

# Step 2: Get the public key from regional endpoint

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

ROBIE., Python 2.7 TF¥— ID, BNBEAF—, BRORAMO—RZWMBIZDHEZRLTVET,

import jwt
import requests
impoxrt base64
import json

# Step 1: Get the key id from JIWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid']

# Step 2: Get the public key from regional endpoint

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

ZREHE
c ZNS5DOBITR, h—U DEBERZFERAL TRITENDERERIAITDHF AL DV TREHHBAL TLE
BA.

- BESATZVEE, IWT XD Application Load Balancer BEER—V V ICEENTVWB/NT 1>
JEEBMUEN BV ECTERSEZL,
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2A LTI b

LY IADRALTIN
BHN—O2 Y2 AVBLATINGEREL TROKS ICBELET.

c Y2 AVEBALT IR T OEAN—VVOBHBRIEVEE., O—RNZH—EtY
SAVEALTINEBREERES, AP EOEY I AVNEETIT47THhhE, 1—H—F
BEOJAVIRZEISEROBSNBVIENFHYET, ThAOFS, I-F-ROT12ICV
ALV RENET,

« ldP Y2 a2 R A4 LT NN Application Load Balancer Y 23> XA AT I RNEKYERVE
. 1—Y—EFBEOJA VTR LEHICRABERZEANTIHEEHYEREA, KDYIZ, IdP &
#FLVWERA 50— R%Z# AL T Application Load Balancer IC A ALY NLET, BAI0—
Rig, BATJA U FBEWEETE, —EOFRERBYET,

« IdP Y > a2 &4 LT NN Application Load Balancer Y > 3> 24 AT NATOES.
1—%—EBOJAIHEHORABERZEETIHLEN BYET, BOT A&, IdP EH
L WEBAIJ— R%Z /A L T Application Load Balancer ICUX AL 2 KL, &Y ORE7O—IE
DOTARINY DI RICEETDETHRITENET,

C YV AVRALTINET I EARN—O  OBEMBREY LR, IdP AEHN—7 > EHR—
NUTWAWES, O—RKASUH—RRTLY SV ERILTINETHIELET, TO%,
1—¥—HFBOEOTALET,

c BV IVEALT ORI T IO RARN =D OEMBREIVERLS, P AEH -T2 HR—
NUTWBBE, O—RNZOH—RBT7IEA NV OBMHRANINZ X ICI—HY—tY
AVEEHLET. O—RNZOH—&, FREEY 2 IVFZALTIORNLIEER, ELEEEHY
O—ICKBLEZECO&K, I—F—CBEOJAEEET,

DZAT7>RNATA2ORALT TN

94T 15 D RRICEAETOLRAZRBRLTETIRIRLEN BV ET, ITA4T > NE 15
DURICFREZTE T TERA 2 I2EE. O—RNZUH—AS HTTP401 I5—2ZELET, C
DEALTINIEEXRIZRGHIRTEREA,

FlZ(E, 11— —AH Application Load Balancer ZEA L TOJ A R—%ZO0—RFTBHE, 1560
DRICATA 2 7O0CRAEZRTIRIRBEN HYET, 15 0BORA LTI NOHRAERICI—F—
FERLTOTALESETRE, O—RNFOH—HNFHTTP401 T5—%2RL&ET, 1—H—
FIR—DZEHFLT, £5—EOTAVITHHENHYVET,
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maLtd Y 7 b

T7Vr—2a>TRABER 1I——2OJ 7 I RNEERIREN HB5HE. REEzY S 3> Cookie
NEMPRZE -1 ICREL., 94T R Z2 1P OTT7IRIVRRANIVA ALY N (IdP TH
R—RENTVBREER) THMBENfHYET, I—F—NHIBRE iz Cookie ZBRIALBEVKSIC

T3, PIVEAN =V 0EMPRZEEO B VEETTEDLFTESRETDL2HEHHL
F9, BVHRINOT VAN =02 E Ul MADEF KN—O ¥ HB 1Y 32 Cookie ZHD
O—RNSH—%2 05472 NFRETRHES, O—RNFH—E IdP ICEHFEL T1—H—7H

FEOTJALTVRAESHEHBILET,

VAT RNOOTTIRNZUTFAVIR=DE, BASHTVWBEWR—-DTY, D&, Rz
E & 9% Application Load Balancer L—)LDERICFETD LR TEFRHA,

c DOTARNNR—=TYNIEFTEhDE, F7UT5—2a>ik, $XTORREE Cookie I L T
BWHRE 1 ICRETEIHENHVY) ET, Application Load Balancer &, &KX 16K O 1 XD
Cookie ZHR—KNTB L, VAT NIEETRHIIY—REFGK4 DERTEET,

c P ICOT 7 ORIV RRAV R HBHBE. IPOTTIRIV RRAVRMAOUS AL N
ERITIDHBENHYET, HlIZEE. Amazon Cognito RO Y /N—H 4 RIZEBEhTWVW3O
TT7IRIVRERAU ko

« AP ICOT 7RIV RRAD MABVWEE, VIOTANIIZATNOOATTIRNZ T4
VIR=DICRY, QA TOEANBEBELET,

c AP ICATJT ORIV RRAVKIHBDERETDE, PR T IEARN =TV ZHRINICLT

N—02z8#HL, - -2 04T NOOJTIRNZUFAVIR=ZJIZUSALINLE
THBENBYNET,

c BEOUIVIANE, TORAT7O—-ICRWVET,

HTTP A ¥ & — & Application Load Balancer

HTTP DO TARNEHTTPLAR AR, AVE—=T 1 —)LRZFHLTHTTP XYy tE—2I(C
BEI2RHEEBLET. HTTPAYVA—FBEBWNICEMENhET, AVA—T7 =)L REO0O
VTS NEBREBEBORTTHY, FYVYIUR—2 (CR) EFA> T 14— R (LF) TXY]
WET, HTTPAY R —T7 1 —)LROEFEELY MME, RFC 2616 ® Message Headers TEERE
NTVET, P7VT—2a>TELKEATATVIBREUAO HTTPAY R —E£HY) ET, &
ELUAD HTTP AY A —IZIE, X-Forwarded EWS L7 4 Y VAN FVTWVWBRHEN HYE
9, Application Load Balancer Tl&, XM X-Forwarded ANY X —HFHR—KEhxT,
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https://docs.aws.amazon.com/cognito/latest/developerguide/logout-endpoint.html
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HTTP & DM IC D VW Tk, Elastic Load Balancing 1—H—4 4 R® Request routing 238 L T
<fEEEL,

X-Forwarded A Y & —

» X-Forwarded-For

» X-Forwarded-Proto

» X-Forwarded-Port

X-Forwarded-For

X-Forwarded-For U TARMAYEA—l&, HTTP £E HTTPSO—RNZ Y —2FEAT
BBEIIC. V9FATRODIPTRLAZBEBRTDDICKILIEERT, A—RNTFH—RB I35
ATUNY—N—RBORZ TV IBARZ—ETNTHDOT, Y—N—TFoLAOJICE
O—RNSH—DIP7RLADKNEENET, V74 TF7RNDIPTRLAZERTSIC
(&, routing.http.xff_header_processing.mode B2 EAL £, COBEMZMFER
9% &, Application Load Balancer "X —%"Y NCU VT ANZEETHHEIIC, HTTPU ST
ABN®D X-Forwarded-For AV —ZZE, REF, HIRTEXT, COBHRICIEETEZSE
(&. append. preserve, kU remove T¥, CcOEMNDT 7 # )L MEW: append TT,

Append

77 # )L N T, Application Load Balancer &, 72472 h® IP 7 RL A% X-Forwarded-For
DOTARAYRX—=ICHIL, CcOAYVE—ZH—N—ICJELET, X-Forwarded-For VO IR
MAYE—=NFFVDFIILVIIANCEEFNTVEVWEE, O—RNFH—EGFUIIANEEL

TOFATNIPPRLAEBEFE DVIIANMMYA—RERLET, ThUADEE., O—RNZ
DH—WBITATURNIPTRLAZBREFEOAY A —IZEML, TOHEAYVR—Z2H—N—ICELF
9, X-Forwarded-For UV TARMAYR—IZE, WX TRYSNEEBOIP T RLAZEDS
CENTEET, EmOT RLAG, VIVIARNFRACTONEIZATNIPT7RLATY,

COEIC, BEOTOFENFNIELZ > THREFRT,

X-Forwarded-For U9 T ARAYA—RFUTOLSBERXTT,

X-Forwarded-For: client-ip-address

BRI, IPT7RLAA 203.0.113.7 THB DV ZA4 T > MDD X-Forwarded-For U T AKRAY
5‘—0{5“7&8—‘[/?3'0
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X-Forwarded-For: 203.0.113.7

LATFIZ, IPv6 7 RL AN X-Forwarded-For THd 75414 TF7 > D
2001:DB8: :21f:5bff:febf:ce22:8a2e UUOITARAYA—OHlERLET,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

A—RNZ2H—TOZA4T7 > NR—MNMREBM (routing.http.xff_client_port.enabled)
FEMICEZ > TVWSIHEE, X-Forwarded-For U TARMAYH—IZIE, client-ip-address @
IOV TXH 2T client-port-number FXEFNET, AVHA—F, KOKXSHEERICKY)
£7,

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

IPv6 MBS, O— RN H—H client-ip-address ZBEEOAY A —(ZBMT D EIZ &
RLANABFEIMTHEND CEITFELTLSEETL,

BLFIC, IPvd 7P RLAN 12.34.56.78 T, R—KRBESH 8080 THHITZA T MDD X-
Forwarded-For WOV ITARAY A —DHlERLET,

X-Forwarded-For: 12.34.56.78:8080

BAFRIC, IPv6 7 RL AN 2001:db8:85a3:8d3:1319:8a32e:370:7348 T, R—KhEHEEH" 8080
THDITA4AT > MO X-Forwarded-For T ARAYA—DOHlETRILET,

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

BT preserve E—RZEEL £HE, HTTP UV T AM® X-Forwarded-For AY & —I&,
B—=TY NIEBEIDRICEEEND LB ERA,

Remove

BHIC remove TE—RZREL £BE. HTTP U T AN®D X-Forwarded-For AY A —(&, Z—
Ty RNCEEENDHICHBRENET,
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® Note

DZAT > RR—MREOBEHEZEIMICL

(routing.http.xff_client_port.enabled),

routing.http.xff_header_processing.mode B I preserve £/ l& remove &iE

RLU =154 . Application Load Balancer 9254 7> hR—

hNMrREBEMEZLEELET. &

IRUEETE—RICHLU T, X-Forwarded-For AV A —ZZEETICHKHBIRTZHAL T,

=4y N2

AELET,

XDETIE, append. preserve, remove E—ROWTFhAZBIRL EBRICEX—7Y MNHZFE

9% X-Forwarded-For AY A —DHlZERLET, cOBITE, SANKYTDIPT

127.0.0.1 TT,

DOIANDHR
B

DOTANGE
XFF A Y S —%
Ef@"u_ 1|=|
nE Y

DOITAB

&, XFFAY
A—EDSAT
MIPF7RLA
BEATHEES
nxX9,

DO TABMEE,

BBOOZAT
NIPF7RLA
ZEU XFFAY

JOITA DB

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4

GET /
index.ht

ml HTTP/1.1
Host:
example.com

XFF append
ET—R

X-Forward
ed-For:
127.0.0.1

X-Forward
ed-For:

127.0.0.4,

127.0.0.1

X-Forward
ed-For:

127.0.0.4,
127.0.0.8,

127.0.0.1

XFF preserve
E—R

[ L]

X-Forward
ed-For:
127.0.0.4

X-Forward
ed-For:
127.0.0.4,
127.0.0.8

KL AR

XFF remove
F—K

[ L]

[ L]

[ L]

X-Forwarded-For
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JOTANDER JOTANDH  XFF append XFF preserve  XFF remove
BH T—R T—R T—R
A—ZEATIHE  X-Forward
BENET, ed-For:

127.0.0.4,

127.0.0.8

New EC2 experience
O>Y—I)L%{EAL T X-Forwarded-For ANY A —DEE, R, HIBRZETSICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £,
2. FTETF—=23RA2T, [OA—RNF2H—]1ZBRLZET,

3. O—RNZUH—ZERLZEXT,

4. [BHE] 27T, WE] 2ERLET,
5

INZZ714YvODORE]| V23>0 [NTY N IZ&H % [X-Forwarded-For A Y
=T, (TM(FT7#ILB). [REF]. T [HIBR] 2B8RLUKT,

6. EEOREFZVIYILET,

Old EC2 experience
O>Y—)L%{EAL T X-Forwarded-For AY A —DEE, R, HIKRETSICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £ T,
2. FTETF—=23RA2T, [OA—RNF2H—]1ZBRLZET,

3. O—RNZUH—ZERLZEXT,

4. [BHE] 27T, WE] 2ERLET,
5

[X-Forwarded-For AY & —] ®3F&., BN (F7 #AILK). [REF]. £kEF [HIER]) 2&8RL F
E

6. EEOREFZVIYILET,

AWS CLI ZfEA L T X-Forwarded-For AY X —NZEE., R%. HIBRZETSICE
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routing.http.xff_header_processing.mode & & E L T modify-load-balancer-attributes
ON RZFERALET,

X-Forwarded-Proto

X-Forwarded-Proto VUV TARAYR—ZFERATRE, VAT M O—RNZ =D
MICERALEZ7ORI (HTTP £k HTTPS) ZRBBIT D &N TEFRT, Y—N—Fot£AOY
ICE, Y—N—O—RNZOH—0OBTERATAEZ7ORNILOENEEN, V954 F7 N0 —
RNZH—OBTERATSNEZ7ONINCETZ2BHRIEEENETEA, V94T hNEeO—RNS
Y —ORTEAENLEZTORNINEZHBITSICE. X-Forwarded-Proto U T ARAYA —%
FALUE T, Elastic Load Balancing I&. 2547 NeO—RNZUH—0OETEAS N EZTORN
)L %Z X-Forwarded-Proto UV TARAYE—IZIEML, COAYHA—ZHF—N—IZELET,

T7)5—23>X®J17H 4 NE X-Forwarded-Proto U I ARAYA—CHIHENTVWSDS
ORI ZFEALT, BYBZURLICUAAML I NTZIEZERTEETT,

X-Forwarded-Proto UV T ARMAYE—RGUTOLSBERXTT,
X-Forwarded-Proto: originatingProtocol

ROBIZE, HTTPS UV IOTITARNELTOZA T RNDSRESNEUIIAND X-Forwarded-
Proto VI ARAYAE—HFEENRTVET,

X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port U T ARNAYA—F, O—RNFUH—ADOEHRIZIZTATNNEAL
BREXR—NZ2BINITHIEDHICKRIBEET,

VAF—&NL—ILDRT

ZT&, SRERBETVAT LI Z5EITIOICRIUEET. HIAEFE. BH. FiEE, B’IR
BEZEITVWTUY—REZZETEET,

BVAFT—EIL—INICEBBDORTZEMTERT., RTF—EGF, VAFT—EL-IIIELL—ETHS
BEAFBNVET, BBIICUARAT—EIIL—IILCHERTSNTVARF—ZFH ORTZENTDE, TDXR
TOENEHENKT,

FEICB2LZTE, BIRTDCENTERT,
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HREE

c VY—RBEVDRT DHEXRE-50

F—OBRAEK - 127 3XF (Unicode)

- EOHFAE - 255 XF (Unicode)
c RTDF—ELBRIRAXFENXFENERENET, EATEDNFE, UTF-8 TRIRTEDX

F.AR—A, BRPHBFE, BHRXF (+. - =, v v v L @) TY, £EL, TERERER
BILRERAR—AZHEALBEVTSEZWL,

s RUTDBEERLKEIIC aws: 7L 74 YV ARFEALBEVWTLSEETY, COTLT71v IR

VAT —RT%ZEHLEXT,

A=) Z2ERLTIRAFT—DORTZEHITDICE

1.

2
3.
4

Amazon EC2 2% — )L (https://console.aws.amazon.com/ec2/) ZBE £,
FTEF—23soRAOA—RNZ DT TA-—RNZ -] ZBRLE T,
EHITRVAT—ZECO—RNFUOH—0OBBZEIRL, FHHER—2ZHEEET,
[VDAFT—EL=NIBRTT, ROVWThAZITLET,

a. [Z7ORIJNNAR=NINOTFARNEBRL T, VAFT—OFHAR—JZHELT,

[Tags (Z9)] 27 T, [Manage tags (X7 B ZiBIRL £,
b. ZTZEHIDVAFT—ZBIRLET,

[VAFT—DOEE], [RTDOEE] OIRISERLET,
c. [RIIZTIEHBDVAT—OFEAR—D2HIIE, [ZI15OTFANEEBRLET,

[Manage tags (27 OEE)] ZBIRLE T,
[RTDODEBI|R—TT, ROBEZ 1 DULEEITLET,

a. RTZEHIBICE. [F—] & [ME] CHLWMEZADLET,
b. XTZEMTRICE. FHLWEITDEM ZBIRL, [F¥—] & [fE] ICEZADLET,
c. RUVZEHKRIDICE. FT0HEICH B [HIRR] Z2:BRLET,

AWS AICFHNENTVET, CcOTLTAYIANEENZDRITOBRIE LI ERFREE G
BRTCEEHA, COTLTAYVIREREDRTE, VDIY—ABEVORITBOFHREICETES L
Ft A

VAFT—RTZEHLET,
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6. FTDEFHZRT LIS, [RERABROREF] ZBRLET,

AWSCLI ZFERALTIAFT—DRITZEHITHICIE
add-tags AN > K& remove-tags AN REFEALE T,
IL—=ILRTDOEH

AV =) Z2ERALTL-—ILORTZEHIZICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,

FTEF—=23aRA2O A—RNZ222TITA—RNZ -] ZBRLET,

2
3. EFITRI—IINZ2ETO—RNFOH—0ORMMZERL, FHER—DZHEXT,
4

[DAF—EIL—L] 2T T, BHIRI—LEZECIARAFT—0O [Z7ORINLR-NFOTFR

hNEZBIRLT, VAT —DOFHAR—JZRHEXT,
5. [VAFT—OFHM] R—JT, ROVWFThLOBREZITVERT,

a. [Name 2T 3OTFANERRL., I—ILOFAR—ZZHERT,

L= OF@E] R—D T, [FTDEE] 2BRLET,
b. EFIZIL—ID[RT]IOTFANERRLET,

RTOBEORY TTYTT, [RTDEE] 28RLET,
6. [RUDEEI|R—IT, ROBREZ 1 ODUERTLET,

a. RTZEHIBICE. [F—] & [ME] CHLWMEZADLET,

b. ZTZEMTAICE., FHLWEITDEM ZBIRL, [¥—] & [fE] ICEZADLET,

c. ZUZEHIBRTZICIEE, RTOEICHD [HIBR] ZBIRLET,
7. RUTDEHEETLES., [EEABRORTF ZERLET,

AWS CLI Z2ERALTIL—ILDRT2EHITSICE

add-tags AN > K& remove-tags AN REFEALE T,

L—IL2T DESH
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Application Load Balancer @ 'J A7 —® Bl Bk

DAFT—DORIBREVWOTETS ZENTEERT, O—RNTUY—ZHIKRTDE, TOVRAT—HFT
NTHIBRE KT,

New EC2 experience
OAV—=)ZzEALTURFT—ZHIBRTBICIE

1. Amazon EC2 1>V —)L (https://console.aws.amazon.com/ec?/) ZHE X J,

2. FEF—23rRA2DT, [A—RNZ -] ZBRLZET,

3. A—RNZUH—ZERLET,

4., [DAFT—=&ENL=I]ERTT, VRAFT—OFIYIRY VAZZBIRL, [URAFT—OEE], [V
AFT—0HIR] ZBIRLE T,

5. mEEROSNES, Tconfirmi ZANDL., [HIKR] #BRLET,

Old EC2 experience
A=) ZEALTU AT —ZHIBRTSICIE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £ T,

2. FTETF—23URAT, [A—RNZ -] ZEIRLET,

3. O—RNZUH—ZERLET,

4. [DARAFT—=EL—NBZRTT, URFT—OFIVvIORY DRAZREIRL, [FUo>3], [VA
T—OHIBR] ZZBRLET,

5. mEERHSNES, Tconfirm, ZADL. [HIKR] #BIRLET,

AWSCLI ZEAL TUARAFT—%ZHIBRT B ICIF

delete-listener N> R&EFEAL £,
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Application Load Balancer D 2 —4'Yy K )L—7°

=Y RNITIL=T. BEENLTORNINER-INESEFEAL T, BREXODZ—T Y L
EC2AVABVABE)ZEICVIVIARNEIN—TFT AT TEXRT, 1 20X—TY heEBDODR—
TYRITN=TIBRTEELET, Z—TYRNITL—TEBEUTALAFIVIZRETEET. ANILA
FIv ok, O—RNZUH—QURFT—II—)ILICEEEhLZZ—TY NTIL—T BRI NI
TOR—TY RTERITENZFT,

BR=TYRNITIN—=T, 1 2ULEDEBEEIATVWERX—TYNIVITARNZEIL—TFT12TF31
HICEAEThET, FURAT—OIIL—IILEERTRDEEICL, Z—TYNTIL—TZH2EBELE
o L=ILORHUENBleechde, NZTAVINBRETEIRI—TYNTIL—TICEEENET, &
FEFELBRAATOVIIANIRUTHOR—7Y NTIL—TZERTEET, L&aF, —BH%E
DOTANAIC1 20—y NTIL—TZEKL., P7IVT5r—23>0%470%—EAND
DIANAIBOR—5Y NTIL—T2ERXTEET, FEF—TYRNITIL—TF1D200—RNZ
Y —DOHRTHEATEERT, FMICOVWTIEE, TApplication Load Balancer D 1 R—F > K, 5
BLTLSEZL,

O—RNZUVH—OALAFIVIRER. 2—TYRNTIN—TERUTERBLET, EX—T Y KT
W=TRBFT7AILRNOANAFIVIOREEZEALET, LEL, =Y NTII—TZ2ERLIZE
EX, BRTCEBELLEELCLEBELEGEZREET, VAFT—OIL—-IITE—TY NITIL—T %1
ETDE, O—RNZUH—RG, O—RNZ U —THEWETRAZEVTA—V—2ICHD, X—
TYRITN—TICBRENLIXNTOR—TY NOREBEZR/ENICEZRZIIJLET, O—RNS
Y-, EEGEREXREZ—TYNIVIIANEL—TFTAILET,

=P

c V=T A ITRE

- [Target type (R—%"Y R &4 7]

« PT7RLAZAT

- ZAOKIAN=23Y

« BEEXREZ—T VYN

« B=TYRTIL—TOEH

c NW—TA4ITIIdVXL

- BEX—7Y NE& (ATW)

- BRMBEBROELE

« AO—AZ—KE—R
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« B=TFY RNTIN—T DK

« B=TYRITIN=—"TDOANILAFIVY

« B=TFYRIIN-T7IRNITBIIVO0ARAV—VERTHE

« BTV RNIN-—TDEEM

« B=TYRIIN="TANODE—7Y NOER

 Application Load Balancer DAT 1 v F—tv >3

« B—7'Y &L TO Lambda B

« B=TFYRIN-TDERJ

« 2=V NTI—7 DHIB

IN—TFT1 TR E

T7A)LRTR, O—RNZUH—BE—7Y NIIL—T0hERICEEL 7O ILER—KE
SZFEALT, VIOIARNZR—TYNCIL—TFT142T0LET, Tk, 2—TYRNTIL—T 0%
BECE—TYRMORNZTAVYIOIN—TFT AT IERENDR—NELEETDELEETER
9o

=Y RTIL=7TRk., ROZ7ORINER—RIHFHFR—REhTVET,

« ZOKR3JL: HTTP, HTTPS
« R—h:1 ~ 65535

=Y NTIN—=7HFHTTPS 7OR DN ZFEAL TEREENTWVWB D, HTTPSAILRFIV I %

FEATEHEE. X—7 Y MA® TLS ##IC1F ELBSecurityPolicy-2016-08 RUS—ntF 1 1)
TARENERAEINET, O—RNZH -G, F—TYRNIAAN—ILTHAHEZFEAL T,
A=Y RNEDTLS #HEEBIULET, O—RNFUOH—RFIhSOIAEZRIELFHA. LE

o7, BCERMBHEFLRHRIINOFAIAEZFEATEELET, A—RNZUT—EZFDOX—TY
N (& Virtual Private Cloud (VPC) IZH 2 =8, O— RNZH—EX—5Y NEORNZ 7 1Y JR&/N
TYRLRIWTRIAEND S, 2—TY NOFIAENF B THA < TE man-in-the-middle EX® A
T—TA2TDIVAIVEHNECA FPNERTRFT TV IAWSEChSORBEEZITRS T, NS

TAVIRESICRBET D LOICEBMOFIENF VDEICKDBEEN BV ET,

=71 TR 142
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[Target type (Z—T7"Y K& A7)

=Y RNITIN—TERTRDEERF, TOX—TYNOBEEZEELET., THhICKY, C0X—
TYRNITN—TATE=TY NeBRIDEELEETDRZ—TY NOBENREEIET, Z—
TYRNTIN—TZERLIEET, —TYPNOBEZEEITD LR TEREA,

AEERZ—TY NOBERROEHVY)TT,
instance

AVAZAID TEEENEZ—TY K,
ip

A=Y NEIPFRLATY,
lambda

X—4"Y N Lambda B8 T 9,

=Ty NOEEN ip DHEE., ROVThADOCIDR7OYIHLSIPFRLAZEETEET,

« B—=TYRNITIL—TDOVPCOHTXRY K
+ 10.0.0.0/8 (RFC 1918)

* 100.64.0.0/10 (RFC 6598)

* 172.16.0.0/12 (RFC 1918)

* 192.168.0.0/16 (RFC 1918)

/A Important
NTVY DN —TFTAVTAREEIP7RLARBEETERE A,

HR—RENTVWBRINTOCIDR7AOYIICEKD2T, XKORX—FY "NE2RX—FY NTI)I—TICEE

TEEXT,

« O—RNZH—=VPC(RALV—2arvERERRERD)—2a)ICET IV TJENTWS VPC
RADA AR Ao

c IP7RLAER—K (fl: F—EZR—R) TF7 RL AHHEER AWS VY —2R,
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« AWS Direct Connect F = [& Site-to-Site VPN #&Z2 ML TAWS ICU &AL AD
)Yy —A

® Note
Local Zone WIZF 7' 4 & 1 /= Application Load Balancer D&, R 714V U %2{ETS
IZI&k ip 2—%"Y RHA"EIL Local Zone RHICH D BEN HV)ET,
MOV TIE, TAWS Local Zones Eld) ZZBL TS &L,

AVAZRADZFEALTEZ—TYRNERBETDE, RZTAVIGAARAEZADT A4
XYRND—DAVEB—TIAATEBEECNETSAXITFAR—KNIPT7RLAZFEALT, 1>
ABRVALCN—TFT A2 TEhET, PP RLAZFEHALTER—TY NZIEETIHESRE. 1 2FL
FEBORY ND—DAVB—TILAANSDTFAR—NIPT7RLAZFERALT, KZT714v 5
BAVARVAWLN—TFT AT TEET, CnICKY), AVARAQOEBROT 7)) r—23arn
BULR—RNZFEATEDRSICHBYET, BERXRYRNRD—IA 2 E—T I/ ARBREOEF 1T 1T
N—T"FEODENTEEXT,

R—FY NITIN—TOZ—5Y NOEEN lambda THSHBE, 1 DD Lambda BHEERTEE
I, O—RNZH—H Lambda BEOD VOV T ARNZZ(THS &, Lambda BB ZEFOCHL T,
EMICOVWTIE., T&—4Y RELTO Lambda Bk, #SBLTLSEE L,

Application Load Balancer ® X —%"¥Y k& L T, Amazon Elastic Container Service (Amazon ECS)
ZERETEEXRT, FMICOVWTE., " A Amazon Elastic Container Service 1—H%'—4 4 R, @
"Application Load Balancer D{ER 1 ZZ R L T< K&\, AWS Fargate

IP7RLAZRAY

FLOWER—SY NTIL—T%2ERTRDEER., Z—TYRNITIL—TDIPTRLAZAT&IBIRTE
X9, chlEk, =T YNEDEBE. BROETINSOAILART—ZRAOFIVOICHERAENS IP
N=2a>zHBLET,

Application Load Balancer i&, IPv4 2—4'Y NTI)IL—T& IPv6 23—y RTI—7TOmAEEHKR—
NUET, F7ZILBNTEBIRENDDWE IPv4 T,

ZREHE

« B=TYRNITIL—THAOIXNTDIPPRLAGZ, BUIP7PRLAZATTHIRVENBYET,
BlIZE, IPv4 ZB—TY RE IPv6 23— Y NTIL—TICBRITD LR TEXEA,
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« IPv6 X—4"Y NI IIL—T"k, dualstack O—RNZUH—OATHEATEET,

« IPV6 2—TY NTIL—T TR, IPBROPAVARVARATDR—TY RAYR—RENTLE
EE

ZORNJINLN—23

77 # )L N Tk, Application Load Balancer (& HTTP/1.1 ZALTEZ—"Y NICUOIANEEREE
LET, ZORINUN—23>&#EALT, HTTPR £l grPC 2EAT2X—7Y NZUIIA
NEXETEEXT,

RORFE, VOTANZ7AORINER=SY RNITIL—=707ORINN—232 OEKEDEOER
EEEHEENDTT,

DOIANZ7ORIL ZARaALN=>23a> "R

HTTP/1.1 HTTP/1.1 F{Zh

HTTP/2 HTTP/1.1 FXZh

gRPC HTTP/1.1 I5—

HTTP/1.1 HTTP/2 I5—

HTTP/2 HTTP/2 FXZh

gRPC HTTP/2 2—7Y N grPC & HKR—
RLTWBBEERI

HTTP/1.1 gRPC I5—

HTTP/2 gRPC POST UV IARNDBEEFRK
b

gRPC gRPC B Zh

gRPC 7O RILAN—D 3> OEBSEE

« YR—RENTVBURF—T ORI HTTPS £ TT,

ZORJN=23Y 145
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c UAFT—IL—=ILTHR—KNEND T3> R(47&, forward D& TT ,

c BR—KRENTVBEER—7'Y MR A7F, instance & ip D& TT,

« A—RNZH—, gRPCUIITARNEENL, NvT—2, H—EA, XYY RIZEIVT,
B ERX—5Y NTIL—TICgRPC RO HLZIL—FT 1T LET,

s A—RNZH—G, BHANV—-Z2T, OZAT7NFARANV—=Z2T, —N—H AR
ARMV==227, BXROBAEMAN) =2 T&#HFR—-MLET,

s DARLANINAFIYVIXYY RICIK, /package.service/method E VWS FERTIRET D4
ENFHYET,

« B—TYRDSOEEBREZFIVIITREEZILEATS gRPC AT—RXAO—RZEETS
BEFHYNET,

« Lambda Bz X —7' Y NELTHERATRERETEERE A,

HTTP2 Z7OKIJLN—232 OERESEE

e HR—KRENTVWBUARAF—7"ORILIE HTTPS £ T,
c UAFT—IL—ITHR—KNENDB T3> RA4TE, forward D& TT ,
s YR—REhTVWBRE—TY NEATE, instance & ip DHTT,

s O—RNZH =R, 94T RASODAN) I TZYR—-—MNLET, O—RNZH—
k. 2—TYRMNODAN)—IDTZHYR-—KRLTLKREA,

BRBERZ—T VB

O—RNSUHY =k, 94T NCETE—OBERAEL THEL, EEBEREXAZ—T Y
NEEERS TV UESHLET. BE—FY RE 1 DULEOR—FY NIL—TLBBTES
To

T7VTr—23>0FRENGE2 LI5S, BECHLTR -, 1 2FLEEROZ—TY RN T
W=7 CEBMOE—7Y NeBRTEET, BRLEBATTL., 2—7Y RIRIOAILARAFIVY
ICERTRDEISIC, O—RNZUH—RBFHLLEBRLEZ—TYMOUIIANDIL—TFT 127
ZRBLET,

F7VTr—>a>0FENMBETLESRE®. 2—T Y NERTFIDVENHDER. Z—T Y NJ
W—=THE8—7Y NeBRBRIDENTEET, 3—TY N2BRERIDERX—TYRNT
W=D SHBRENETA, 2—T7Y NCTAUAOKEBRIRVEE A, BREBRIZDETIC,
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A—RNZH—RBE2—TY MOV IIANODIL—TFT 12T Z2EFLELET. X—T Y NE. R
DIVIIANTETITBDET draining REICEYET, VITANOZELZBHIIERBHN TE
. B—TYRNEEZ—TYNIIIN—TI_CBEBRRITDENTEXT,

AVARVAID TE—=TY NEERTBEHESEF. Auto Scaling FI)IL—7"TO—RNZ > —%ZFEH
TZET, Auto Scaling FIL—TICR—TY NTIN—TZTRYFITDE, 2—7Y NOEERIC
Auto Scaling ICK VW) Z—Y RTIL—=TIZ2—7Y NFBRENET, FHICDOWVWTE. Amazon
EC2 Auto Scaling 1—H#'—7# 4 R®Auto Scaling FIL—7AOO—RNZH—DTFRY FESHEL
TLEZL,

% PR

« U VPC ICBI® Application Load Balancer ® IP 7 RLAZERTD_ERFETEREA, £5—
75 @ Application Load Balancer 7, O—R/NZ>2H—VPC ICET7 V> JEHFEENTLVWS VPC IC
EFENTVWBRBER. TOIPTRLAZERTEET,

« O—RNZH—VPC(BAULV—23a2 &ELEREERD)—23a)) EETERENTVWS VPCIC
ADABRVANHBDEE, TOAVARVAZA VARV AID TERIDCERFTEREA,
DERIBAVAZRVARFIPT7RLATERTEE,

=TV NTI—TOEM

A=Y NT)—7 OEEN instance £LlE ip THRIHEE., UTOE—5Y NTI—TEHHN
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. [Attributes] (Bf) 2 7 T. [Edit] (f85E) Z:BIRL£7,

5. [Edit target group attributes] (2—%*Y N T IIL—7TBHEDOHEE) R—2 0, [Cross-zone load
balancing] (VOAYV —2 &R #) T, [Off] (F7) ZEIRLET,

6. [Savechanges] (BEDORTF) 20 JUYILET,

AWSCLI ZERALTYVOARAY - ERIBEAT7ICTRICE

- =

load_balancing.cross_zone.enabled B %& false ICEREL & A5, modify-target-group-
attributes AN > RZEITLE T,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=false
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LTI, BEOHZRLET,

"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "false"

iy

JORV—2ERIBEFICTS

Application Load Balancer D X —4"Y R )L—7"Tlk, VORV—ERPBZEENDZAIJT
FUICTEET, Z—TYRNTIL=TLRILICHTS, VJORV—2ERJPEOKRER. O—RNZ
DH—LARILIODEEL) EBEETNETT,

AV =) Z2ERALTIORV—VARIHEFVICTRICE

1.
2.

Amazon EC2 12V — )L (https://console.aws.amazon.com/ec2/) ZBE £ T,

+ET—2 32 R4 20 [Load Balancing] (A— R/NZ >4 —) T [Target Groups] (2—7'Y T
L—=7) ZBRLET,

B—TYRNTIN—T0OEZBIRL T, TOFMER—D2ZzHEXT,

[Attributes] (B 1) 2 7 T. [Edit] (fR%) ZiBIRL £,

[Edit target group attributes] (2—%'Y KT IIL—TBHEDOwRE) X—> O, [Cross-zone load
balancing] (VOAYV—2&R/2PE) T, [On] (F>) ZBIRLE T,

[Save changes] (BREDR7TF) 20UV ILET,

AWSCLI Z2FALTIORYV—ERSBZEAICTBICIE

=L

load_balancing.cross_zone.enabled B % true IZEREL & A"S, modify-target-group-
attributes AN RZRITLE T,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=true

LTI, BEOHZRLET,
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"Attributes": [
{

"Key": "load_balancing.cross_zone.enabled",
"Value": "true"

R—=TY NTIN—T7TOEEM

T7AILRTR, Z—TYRNITIN—THFDPBLLEE 1 DOEEREZ—TY NEF>TVWBRY, ¥
NDE—=TYRIIN—TREETHIDERBENET, 7U—KFREVESR, NFTAVIZLET
BDEEBRR—TY RN 1 D2ERGTRTITRESYEEA. KDL, ERTHETIAEZRSBEVWE—
TYNOFRPBELREE, BROCEEBZ—TY MEEEhEZLEVEZTERL&E(CO—R
NZUHY—NFRITIBITIVIIAVEEETEETR T, ik, TR EAELET,

EERZRETO A
UFOF7223VIcHUTEERLE MEERETE ST,

e DNS7IAINA—N—-VY—"AHOEERBZZ—TYNNFLEVEZTEDE, TOY—200—
RNZH—/—ROIP7RLAN DNS TEEEN—TENET, TOLEH, 94T KD
O—RNZH—ODNS BZBARATRDE, NTTAVIREEBY—ICORIN—FT12T0&h
£,

e W—TFTAITTIANFA—N—-V—"AQOEEBZ—TY N LEVMEZTEDE, O—RNZ
oY —F, EEEZ—SYRNEED, O—RNSFH—/—RTHERATEZEINTOZ—SY M
LT T4V 0BFEELET, ChiCkY, BIZEZ—TY M —BHICALRAFIVIICEKLE
NOEBEIC. VAT NERFRITHAEMENTRY., EEERX—TY NBERICES
AINBRENET,

EHECERER

« X—4"Y NN Lambda BB THBZ—T Y N TI—TTlk, COBEEFFERATERE
A . Application Load Balancer #* Network Load Balancer & 7z & Global Accelerator D 2 —%"v ~
THdFEE. DNS 7T ANA—/N—OLEWMEZRELAZVTLEEV,

« PUODAVICAADRATOLEWME (BEBE) 2IEETHE, EE5HPOLEVEICELLEE
ZEILO—RNSZOH—HFTFTO2a2vaETLET,
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s MEDTVIAVICLEWMEZIEBETSEHE. DNS 7T AN A—N—DOLEVMERIL—FT12T
T7IANFA—N—DOLENMEUALTHRIUENHYET, ChIZKV, DNS 7T AI)NA—N—&
N=TFT AT TIAINA—N—DEEIHIDPDSTRELET,

« LEVMEZRBGELTEETRE, Z—TYRNTIL—TICEREENATVEZZ—TY NOBEKICED
WT., EABNICEHEEhET,

« X—=TYRNOEFHEE. JORAV—2O—RNZUH=—HNFFT7EB2TVRLAVICE>TVWS
MK 2>TREYES, JOARAV—2O—RNSFUH—NFFT70HEE, &/ —REEOV—2HR
DE—7YNCOARNTT (Y IV ERELET, D&Y, LEVERERCA2>TVEEY—20
A=Y NBICEBICERAEhET, JORV—VERTBEN A 056, &/ —REIXTOE
MY—2OIRTOZ—TYRNINT T4V IREFLET, 2FY, EEThEZLEWVMERKTAN
TOEMY—20R—5Y NOBBICERAEhET,

* DNS7IAIINA—N—TR, O—RNZH—ODNS KRARNBEHLSEEDHDV—2DIPT
RLAZHIBRLET, 7L, DNS L O— R® time-to-live (TTL) ®EXIHAPR (60 #) FIhsd &
T. O—HNISAT7>>RODNS F+ Y2 1ICChSDIPFRLANBENDBENFHYE
9,

e DNS 7IANA—N—IDRETDE, O—RNSFOH—ICEETZINTOX—TY NTIL—T
HEBLET, BICIVOARAV—2AO—RNZUH=DFFT7ICBE2TVWREHEEE. COEMORNS
74V ZRBIBDICTOBBEN ROV —2ICHD e zBRBLTLLEEL,

e DNS7IAINA—N—TR., IXTOO—RNFUH—-V—-—UHEELRBEEThdE&, O—RN
SUY—RGEEBRY—EEUCINTOYV—ICRNS 71y 0 BEELET,

e DNS 7IAINA—N—ICO2BHNBDUEMOHIEEBZRR—TY RFTDICHBIHNESHBUHNIC
L, V—2OANILABEOERN HV)ET,

TZRUVT

R—TY NTIN—TOEEMEETEZR) T FT3ICE. CloudWatch "2—4"Y KT IL—TOAI A
DARNIDA, BSBLTLKEEV,

Bl

ROBIE, B—=TY RTIL—TOANLAREN EDLS ICERENDAZRLTVET,

SFUF

c 2DDTRATEVTA—=V—2AEBZEYR—RNTHIO-—RNZUH—
« BIRAZEVTA—=V—=2ICR 10 DBREFHRZ—T Y RAEENATVET
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B=TYRTIN=TCR. ROZ—TY NTILN—TOANINABRENFHYIET,
* DNS 7T A4 )N FA—/N—-50%
s =T AT TTAINF—/N—-50%

« PRASEYFTFA4A—Y—2"BT620F2—45Y NNKBK

JOAV—=2O—RNZUH—=DFTD5HE

« BTRAZEVTA—=VY—=20OO0—-—RNZHY—/—REF, PRATEVT41—=V—=20 10 BAD

R—=TYRNCOKXNTTAY D RIEXETEEXT,

s TRAGEVT A=V —=2ALRE10EOERERR—TY "AHVY, ChEFEEZZ—TY MO

PEBESEBLLTVET., O—RASVH—REIEHEE, 10OEEEZ—4Y NETRS
T4V OERHLET.

s TRAZEUT A=V =V BIERBRERBZ—TY RN 4D2LABL, ChETRAZEUT 14—

V—=BOO—RNZHY—/—ROZ—TYERD40% T, CAFEEBZZ—TY NOXLEL
N—=—t2T—=JZTE>TVWAE®, O—RNFH—RBROTI3a2#RTLET,

* DNS7IANA-N—-TRAZEVTA—U—2BHF DNS TEEEN—IJETNTLET,
V74T NEO— RN —B2TRAZEVTA—=U—=2BOO—RNZH—/—R
ICHRTET, FTRAGEUTA—V -2V ARBEETHD S, ITATRETRATED
TA—=V—=2AICHLLVERZEELET,

s =T AT TIANF—N—-FHLVERFTRAZTEVT 14—V =2 BICHARHICEFE
hd&, O—RNZUH—RB, BEBEZ—TYRZECTRATEUTA—V—2BDITXRT
DE—=TYNIRNZTAVIZZBLET, chilKY), BYDEEBZR—TY NETO AT
LELZEZBSZENTEXRT,

JOAV—=2O—RNZH—=DF2 D56

s BFO—RNZOHY—/—RE, BEOTRATEUTA—=U—=2020 DBFFAR—T Y NIAN

TIERNT TV IORKETEET,

« FRATGEDN)TA—=Y—=2AIZE10BOEERZ—T YN, FRAZEUTF14—=V—2"BICIE

ABEOEERZ—TYN, BT 14 EOEEBRR—TY NFHYVET, CHhEEBFOTRAZED
TA—=YV—=2OO0—RNZoH—/—ROEZ—=TYRND70% TH'), EEBZ—TY NOKEK
FEeE/mELTVWET,

s O—RNZH =G, BAOTFRAZEVTA—V-2D 14 BOEEZRZ—TY NEATKS

74V ZFHLET,

Bl
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R=TY NTIIN—=TDOANINAKRENE

B=TYRNIN—TI_EETZE—TY RITIL—TOANILARERF. ROLSICEETEXT,
AV =L Z2EALTR—TY NIIL—TONILAREZZETDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £,

2. TEF—>3URAOA—-RNZIIUIIT[E—TY NTIL—T1&2BRLET,
3. Z—YKNIIL—TOERERRLT, TOFMR—DZHEFT,

4. [Attributes] # 7T, [Edit] Z#IRLE T,
5

JOARV—2O—RNSGOH—=DF B 2>TVBIDLATICHBED>TVSDH ZHERBLET, HEIIC
JSUTCOEREZEFHLT, V—VICEENRELEBESICENORNS 714 02 MEBTEIDIC
TOBBREEERLTLIEEL,

6. [Target group health requirements] (X—%"Y R T IL—TOANIIAEH) ZIRLE T,

7. [Configuration type] BREX A 7) IClEk, MAHADOT U 3aVICALUL & WMEZFRET % [Unified
configuration] MG EE) ZBIRT DL Z2HHHLFET,

8. [Healthy state requirements] (EEZREOEH) (COVTIEE, ROVWTIhAZERTLET,

«  [Minimum healthy target count] (EE&X—%7'Y FOFR/ME) ZFRL, 1 AS5E2—T Y KT
LWN=TTOEKEZ—TY FBETOREZADLET,

«  [Minimum healthy target percentage] (R’NDIEEBZX—7'Y NEIE) ZiEIRL, 1 55 100
ETOHEBZADLET,

9. EEDOREFZVIYILET,

AWSCLI ZFERAL TR =Y NTIL—TOANINAREEZZLETDICIE

modify-target-group-attributes AN > RZR{TLET, XOHITE. MEOEETRET />3 0
EELEVMEEZ 50% ICERELTVET,

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067 \

--attributes
Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50 \

Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=50
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A—RNZ2H—TRoute 533DNS 7T AN A—N—%2FEHATS

Route 53 Z2fAALTDNS VTV Z0O— RNZUH—CIL—T 12T 9355, REIC Route 53
ICEKYO—RNSOH—ODNS 7IAINA—N—%RETDELETEET, 7TM4INA—/N—
RETEK., O—RNZUH—RHORX—45YNITIL—TO2—5TY NCBITRDEEHEFIYIN
Route 53 IC& > TiThh, FAHEAESHNHIENE T, O—RNSUH—ICEEBZRZ—TY
RABBREATVEWES, FEEO—RNZOHY—BEKTFTEESNF REL TVWSH4E. Route 53
. N7y 0zBIOFRATEEZR)Y—ZA (EEXO—R/NZ>H—X, Amazon S3 IC&H 5 1Y
JITHARBEICIL—TF1ILET,

Bz E, www.example.com ADT I 777U —arhdy), ExdU—23a2il®Hd 220
A—RNSUH—DERTARBAVAZVAZERITIDELET, 120U—23>o0— RN
SoY—k, FECRNTFTAVIOIIN—FT12TKRELTHERAL, £5120)—=23a>0o0—RN
SoY—l@, I7—REBONYITYTELTHERLEIDNS 7IMILAFA—N—%2RETDHE
&, Z7ZAIVBLFEHA) NV OTY)O—RNF Y —%ZEETEET, Route 53 i&.
T4 VAO— RN —ARAARESEERETSANYVO— RN Y=L 71V 0% )L —
TaA2JL, FIATEBRVWEEGREREAAVO—RNZ Y —ICIL—FT12TJLET,

=7V NOEEMORIZEAT S

« Application Load Balancer DZA U7 AL 1—RTEZ—7Y NOEEMHOFFMA Yes (CFRE
EThTWVW3BEE, Route 53 IF alias target ETHEEETNLZUY—AQOEEMZTFML £
9, Application Load Balancer @34, Route 53 I&, O— RNZ U H—ICBEEN TSR —
TFYRNITN—="TOANNAFIYVOZEALET,

- Application Load Balancer AN INTHDR—T'Y RTIIL—THNEETHBDHESE. Route 53 [T
AVTFALO—REZERELTIN—ILET, Z—TYRNITIL—TECPBLEE 1 DOEELR
B=TYRNFEENTVIEE, ZF—TYRITIL—"TOANLAFIVIRERERYET, TD
#. Route 53 &, L—TFT 142 JRV—IC#>TLOA—REZERLET, 7ML A—N—)—
TAVIRIV—2ERATHE, Route 53 7S AX VL I—RZRLET,

- Application Load Balancer AD X —7*Y RTIL—TOVThHIHFEERZES, TAJUT7ALI—R
(& Route 53 ANILAFIYVIICKRBMUET (7TAINA—T2) 2—7Y NOEEMHOFZEH
LTWBHER., 7TANA—N=—I—FT12TRIV—NFKBLET,

- Application Load Balancer AN INXTDR—T'Y RTI—THNETHD (Z—T Y SH&\) 5
4. Route 53 L O— KA BRETHBEXBLET (FIANF—T V) Z—5Y ROEEMD
EEFERALTWABER., 7TA4LFA—N=—IL—TFT12TRI—HNFKBLET,

O—RNZ>H—TRoute 53DNS 7T A I)NA—N—%EHRAT> 176



Elastic Load Balancing F7Ur—>a> A—RNZoH—

SEMIC DOWTIE. Amazon Route 53 BIREH A R® "DNS 7T A4 )L A—/N—DEEL #SHBL TL
EEW,

R—=TY NTIN—=TAODR2—=5Y NOEEK

B=TYRNITN=TICEZ—=TY NEBRLET, Z—TYRNITIL—THERTDEER, TD
S8—4y NOBEERELET., 2—5 Y NOBER, 8-V NOBBEEERELET. &
LA, AYARYAID, IPFRLA, £ Lambda BBEBBTEE S, HMIOLVTE,
FApplication Load Balancer D Z—4"Y K )L—7", #5BL TV

REZRENATVBEZ—TYNOFEENLRLEEE, FECHRNTRZLHICEMNR—TY NEEEK
TEET, Z—TYRNFVIIANZREBIDEBHFTELS, Z—TYRNTIL—TICERLET,
EBRUEBHFETL, Z—TY M BRIOAILAFIVIICERTDETSIC, O—RNT Y=

=TI RNANOVITANDIN—FT 12T ZHBRLET,

BREXEZ—TYRNOFENFMBETLESEY. 3T Y NERTFIDBENHZHE. Z—T YT
W—THSBERMRTEERT, BRERIZEISIC. O—RNZOH—RBE2—TYRMANDOUIIRA
NOIWN—F 42T FBIELET, Z—TYRNVIITANEZBEIDERBITELS, 2T YT
W=7 ICBEBRIDENTEET,

=7y NEBBRBERTDIE, O—RNFUOH—RBRVEBOVIIANNETIDERTHEHLET,
Ztlk, Connection Draining& IENFE T, Connection Draining®#ETH, 2—5Y NORAT—X
Al& draining T9,

IP7 RLATERENLEZ—TY NEERBRITZIES. AL IP 7 RLAZBUOVERITZICIE, &
BREROEBIEN T TITHDETCEHERIDIMNENHYET,

A2VARVAID TR—TY NEERITSHEIE. Auto Scaling FIL—7TO— RN —%EA
T&FT, Auto Scaling FIN—T 22— Y NITIN—T2TFTRYFL, TOIN—THFRAT—=ILT™
Ng3 &, Auto Scaling FIL—TICk > TRERBENEA VAR ANBENICZ—TY NTIL—T(C
BB ENET, Auto Scaling FIL—TH 52—V NTIL—T2FRYFLEBE, 1 VAZVAR
B—=FY NTIN—THSBBNICEZRHERETNET T, FMAICOVTIEF. "Amazon EC2 Auto Scaling
d—H%—HA4 R, ® TAuto Scaling FIL—7"NOO—RNZoH—OTF Ry F, 25RBLTLKEE
(A1

2=y RNEF2VFTATIN-T

EC2AVABRVAZR—TY RELTERLIEBE, /1 VARVAOEFIUTATIIL—TIC&
W, O—RNZH—=HFVRAF—R—BEANLAFIVIR-—KROEATA AR AEDBENFF
AENDLDICTRILENHYXT,
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HR)L—I

Inbound

EETT R— NEE XK

HAHRBHRALHBHALHBHALH HAHRBHHARLH Allow traffic from the load
balancer on the instance
listener port

HAHRBHRALHBHALHBHALH HARH#HH Allow traffic from the load
balancer on the health check
port

Fh. NAMTURBREZYR—KNTBDEH, 1ONTRICMP RS T7 4V O%FATHEEZHE
HLET, FMICOVWTIE, Linux 1 AR AH Amazon EC2 1—H¥—HA4 R® ")V A MTU #
i EBBLTEE,

HEH XY N

S & & HA VPC I Application Load Balancer Z#ERTE £, SMERF., BoEHBEEThTVE
WHT XY RNTRITZDR—TYRNEBEBEITDERETEEE A,

=T NOBRRTLEBRER

B—7Y NIN—T DR~y NOBRL LY, 8—7Y RIL—TER—7 Y NEBET D HEN
REENET, BECOLTE, TTargettype (A—4"Y h A 7)) EBRLTLEEL

EPN

c AVAZRVAIDICLDE—TY hOERFLFBRER
« IP7RLRICELZZ—FY NOBRBRELFIBEEER

+ Lambda BIEh D BT E 1 (F B RER

« AWSCLI ZFALTE—T Y N EBRFLEBRERTS
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AVABRAIDIC&BDE—TY NOBRRE-ITERBAR

(® Note
IPv6 X—%Y RTIN—TIZAVARAID TE—Y NEBRITZHEE, F—TY NI
TZ5AIVIPV6 T RLANE) HTESNTVRHENHYET, FMICDOVWTE. TLinux
A2VAZ AR Amazon EC2 1—HY—HA R, @ TIPv6 7 RL A1 Z5BL TS EEL,

AVARVAR, 2=y NI —TIZHBEE 1 iz Virtual Private Cloud (VPC) ICTZEL TWAHE
FHVET, oo 1 VAZAOERKEOIRER running THRXENF HYET,

New EC2 experience

FLLWEC2 TOARVIVAZFEALTA VARV AID TE—TY N2 BERETLEERHBRT
3ICiF

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFE £ T,

2. FEH—23UARAL2O[LOAD BALANCING] T [Z—4 Y R L—7] #BRLET,
3. XA—TYRNITI—T0ORFZRBRL T, TOFHEMER—DEBEEERT,

4. [Targets] X 7 ZiBIRLE T,
5

AVABRAZRERIDICEK, [F—TYNOBR] ZEBRLET, 1 2ULEDA2ARVA
ZEBRL, BECWUTTFT7FILRNDAVAZVAR—REZAHDLT, [REPELTUTZ
BHB)ZERLET, 1 VAZVAOEBMFZETLES, [REFOX—TY NOBR] 218
RLFET,

[Note:] (XE:)
c IPV6 X—7'Y RTIL—TICBRITDBES. 1 VAZVAILTZA4XY IPv6 7 RL ANE
WHETSNhTVBRRENHY KT,

« AWS GovCloud (US) Region &Y =)L TOTZ4X ) IPv6 7 RLADE|) HT&Y
R—KRLTWEE A, AWS GovCloud (US) Region T 54X IPv6 7 RL AZZ|V) Y
T3, API 2RI 2 BEN B KT,

6. 1VARVAZERBRIDICE., 1 AXAZERLTH S [BRER] 2BRLE T,
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Old EC2 experience

REDEC2TIVARVIVAZFERALTA VARV AID TER—7Y NEBRELIERHERT
Yl

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZF& £,

2. FEH—23>RA2 O [LOAD BALANCING] T [R—4'Y RTIL—T] BBIRLE T,

3. ZB—YRNIIN—TEBRLEY,

4. [Targets] X 7 T, [Edit] ZiBIRLF T,
5

AVAZAZBHRTBDICWE, [Instances] TEIRL, DEBICIWHUTTF7AILM AR A
R—KNZZEL T, [Add to registered] ZiZIRL £,

6. 1VARVAZBRIAKRT SIZIE, [Registered instances] A 5i&3R L T [Remove] ZiZIR L
£,

7. [Save] ZERLET,

IPP7RLAICEDZ—4Y NOEXBREFITERER
IPv4 X —7Y ~
EBITBDIPFTRLAERF, XKOVWTIhADCIDR7FOYILSDENDTHAUENHYET,

« =Y RNITIL—TDVPCOHTXRY K
* 10.0.0.0/8 (RFC 1918)

* 100.64.0.0/10 (RFC 6598)

* 172.16.0.0/12 (RFC 1918)

* 192.168.0.0/16 (RFC 1918)

B L VPC IZBI? Application Load Balancer ® IP 7 RL AZBRIDEBFTEELA, ©5—F
@ Application Load Balancer #, O— R/NZ>H—VPC ICET7 V> J#EHEETLVS VPCICEF
hTLW2BERE. TOIPTRLAZERTEET,

IPv6 X—7"v K

« BEIBIPFRLAWR, VPCCIDR7OY VA, EEETEHKEENIEZ VPCCIDR 70OY V7RI
HEIDENHVYET,
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New EC2 experience

FLWEC2TVARVUIVAZFERALTIPT RLATER 7Y N2BRELIERMEBRTSIC
&

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFE £ T,

2. FEH—332RA>0[LOAD BALANCING] T [Z—4'Y RTIL—T] 2BRLE T,

3. Z—TYRNIIL—TOEMZRBRLT, TOFMR—DZHEET,

4. [Targets] X 7 &BIRLET,
5

IP7RLAZEZRIDICE, [F—TYHROBR] ZBRLET, IPPRLAZEICERY b
D—0%BRLU., PTRLADPR—RNZADLT, [REFELTEUTZEZOD] ZBRLE
o PTRLADEEANRTLES., (REFOX—T'Y NOER] ZEBRLET,

6. PP7RLADEFREMBRTSICIE, IP T RLAZBRL T [BEMBR]) 2 BIRLET, BER
BHODIPTRLANZVESREK, 7142 Z2EMLEYY—KNEZZELEZY THEERNT
E

Old EC2 experience
IP7RLATE—7Y NeBRELFEEHEBRTDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFE £ T,

2. FE#—332RA>0[LOAD BALANCING] T [Z—4'Y KT —T] 2BRLE T,
3. B—YKNIIN—TEZEBRLET,

4. [Targets] 2 7 T, [Edit] ZiBIRLE T,
5

IP7RLAZZEETZICIE. XZ1—/V—0 [Register targets] 74 > (7T ALHB) %i&
RUET, FIPT7RLALCKHLT, XYRD—U&ZBIRLTIPZRLARR—KNZAS
L. [Addtolist (VA KNIZEM)] ZBIRLET, PRLADEEN KT LS, [Register] &
ERULET,

6. IP7RLAZEZEEMHRBRTSICIE. XZ1—/N—0 [Deregister targets] 71 1> (X1 T A&
5)ZEBRLET, BREXOIPTRLANFZVEGR, 71I)xZEMLEYY—KNEZ
EELEYWTRDEFEFTT, IPT7 RLAZREIRL., [Deregister] Zi#IRL £,

7. COEEADSKITDICE., XZ1—/Y—0 [Back to target group] (R27RX>) ZiBIRL £
CI
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Lambda BEL D &R E 1= (F B R AR

27V NTIL—TIZE—® Lambda B¥Z E& TE £ J, Elastic Load Balancing (Z

l&. Lambda BB ZHOHITEHDERFIBETT, NFT7 1Y Y% Lambda BERIZIEE T I HE
DL BE215E8F,. BEREZMBRTEE T, Lambda BB OERZHERITHDE, RLEBOUII AN
& HTTPSXX T —TKRBMUFT, Lambda BHZEZMZBICEE. RDYICHLWVWEA—SY N
N—T%ERTDEZ2BEOLET, FMICODVWTRK, "2—45Y &L TO Lambda B, %
SRLTLSEEL,

New EC2 experience

MLWEC2TVARVIZVAZMEAL T Lambda BB Z B RE - BERBBRITDICE

1. Amazon EC2 02Y —)L (https://console.aws.amazon.com/ec?/) ZF& £ 7,

2. FEH—232RA2 O [LOAD BALANCING] T [B—4Y R IL—T] 2BIRLE T,
3. B—UYRNIIL—TOHEFEZRBRLT, TOFMR—EZHEET,

4. [Targets] X 7 &ZBIRLE T,
5

EFE N Lambda BN RIS B VWEEEF., [BR] 28R E9, Lambda B IER
L., [B8 2BIRLET,

6. Lambda B ZzBERMBRIDICE. [BRER]) ZERLET, BEEZROIAVE-IHFK
RENES, [Deregister] ZiBIRLE T,

Old EC2 experience

RRDEC2IVARUIVA%ZFERAL T Lambda B2 EBRE L EERBERTDICIE

1. Amazon EC2 02V —)L (https://console.aws.amazon.com/ec?/) ZF& £ 7,

2. FEH—232RA2 O [LOAD BALANCING] T [R—4'Y R IL—T] BBIRLE T,
3. BZ—TYKNITIL—THEERL, [F—T YR RXTEZBRLET,
4

BEFE Nz Lambda BN RIS B VWGEEEF, [BR] 28R E£9, Lambda B IER
L., [B8 2BIRLET,

5. Lambda B ZzEBERBRITDICE. [BRER]) ZEBRLET, BEZROIAVE-IHFK
RENES, [Deregister] ZiBIRL £,
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AWSCLI ZFALTE—45Y NEZXBREHIIBRERRTS

X—TY NZEBMT B register-targets AN REFEAL, 2—7'Y NZHIBRT S IZE
deregister-targets AN R&EFEALE T,

Application Load Balancer D A7 14 Y F¥—tv> 3>

77 # )L N Tk, Application Load Balancer (&, #RL =O— RN IFITVXALICETV
T, BEENEZ—TYNIZVOITAMNZBRICIL—FT12 T LET, EEL, AT1YF—1Y
aAVHEE (v A T I7AZTAEERENRE) ZFEAL T, O—RNZH—HNFI1—H—0
Y2 ERBEODEZ—TYRNINAVRIDELSCRETEER T, ChlZKY), I—F—0tY
SAVHOIRTOVIIARNFEALUR—TY NZREBENET, Chik, 954147 MIESL
EIVARDIVAZREHIZEHICREETRZEHFTIBZD T —N—ICRIEET, AT1YVF—1V
2aAVEFERTDICE. 9FA4T > KD Cookie ZEHR—KNTHDIMBENHVYET,

Application Load Balancer (&, HIEAX—A® Cookie EF7 7' r—,3 > R—AM Cookie DlH %=
HR—NLET, Z—TYRNITL—TLRILTCATAYVF—Y2avaBMMLET, =YK
TJIN—7"T, BER—ADM#EF, F7UT—2a3a 0 R—ADHE, BRUOHFELAEVOHBAAEHEE
FRATEET,

ATAVF—EY a2 0BRBICEVTEERORK, O—RNZH—HFI1—H—OVIOITANEE
UR—TY NCI—BLTIN—TFTA12IJFTHHEORETT, 77V r—>a2vilmgotwysay
Cookie & BZEIE, 77UIr—2a>rR—A0HEFaERATE, O— RN H—0tv> 3>
Cookie l&, 77U —>3a>mtvy> 3> Cookie THECHEHBICHVWET, 77UTr—>3
VIZBBE®OtE Y3 Cookie M 7EVHE, HIBAR—AD#HZEEZFEAL T, BEL -HEE2E>O—
RNZ>H—tY> 32 Cookie ZERTEX T,

O—RNSH—HNFERL = Cookie DB, BEF—E2FAL TESLENET, O—RNZY
H—AERL = Cookie ZEBILE LRI EETRHLEFETEERA,

EDHFOEETE, Application Load Balancer &) 2V TAKNZ & ICHE KT B Cookie DEXNHAPR %
)ty NUET., Cookie DEMHERNAYINDE, Y2 IaVRBHEFTELLSLEY, 94T MNE
Cookie A N7 H'5 Cookie ZHIBRT D HENHV)ET,

B

« HTTPHTTPS O—RNZ > H—,
s BFRATGEVTA—V—2IEDBLKEE 1 DOEEBA AR AN HD L,
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ZREHE

s VORAV—2ERDENENEHE., ATAVF—tyIavEbR—rhEhFER-A, JORAY—
VAR EBNEMBEEICATAVF—YyaaBEMILELDELTETEETEA,

« T7VT—23>R—AD Cookie /S, X—7'Y NTII—T7 &I Cookie BZBBIICIEET
DUEBEHFHYET, 2L, HIBAR—AD Cookie NIFE., AWSALB I XTHOE—7Y KT )L—
TTCHERAENBIE—DRF T,

« Application Load Balancers DEBOL A Y—&FERAL TVWBDBE, 77UI5—>3a > R—A0D
Cookie ZFAL T, IXTDOLAV—TRTAYVF—tv I a>vaBMCTERS, L. H
EIX—A® Cookie DIFE. AWSALB N EAARESHE—DERNTHDI LD, 1 2OL AV —TD&
ATAVF—tEY>a2vEaFWITEXRT,

s TF7VT—23a>0R—ADHFF, MEX—TY NTIL—TTEHBEELEEA,

BEOR—TY NTIN—T2ECEHET VI UNHY, 1 DULEOZ—TY NTIL—TTA

TAVF—EYIIVHFEVIB2TVREE, Z—TYRNTIL—TLRIOHEHFZEEMICTEH

ENfHVUET,

WebSocket #E##ElE ARENICAT A YF—TTF, ITFA TN \NOERTYT7IL—R2VIL

ABNTBIHEE WebSockets, BT Y 7L —REZZHFANDLEHIC HTTP 101 AT —XA—

RERTRX—TY N, EETHERAE 1D WebSockets®—4"Y NTF, WebSockets 7 ¥ 74

L—RATETITDE, Cookie R—ADHFRFFERAEhIFLA,

« Application Load Balancer l& Max-Age BN/ 1) IC Cookie NY & —0 Expires BHtZFEA
LET,

- Application Load Balancer l&, URL IT>>J— R& t/z Cookie flEZHR—KRLTVEHA,

BN — A D #E1E

HEAR—AO#FIE, O—RNZH—A"4E/KL = Cookie (AWSALB) ZFEAL T, Z2—4'Y Y
M=7RORUR—7Y NCUJIARNEL—T 12T ULET, Cookie k. £y avaa—4y
MERYEYTIREHICERALET, 77UT5—2 a2 ICBBEOEY & 3> Cookie /5 VBE,
BEO#HFHEEEEL, O—RNSOH—AI1—HF—OUIIARNZEFURZ—Y Y NI—BLT
N—TFT142VJTBHEEEETEET,

O—RNZH—F, 94T MDY SHBAOVIIANEZETDE, BRULAETILDUXAIK
BEOJWTUIVIARNZZ—TY NCIL—FT 1427 L, AWSALB £ \LS5 EHTD Cookie ZERL £,
child, BRLUEX—TY NCBET21EHETI1— RL TCookie ZEESILL, V54T MAD
JEZ&\Z Cookie ZEHET, O—RNFUH—HNFERKL = cookie IZIF 7 BEDOBNHRAHYET
A, CNERETEEE A,
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BEOVIOTIARNTIE, 954 F > Nk AWSALB Cookie Z2EHDHENHVET, O—RNT>
H—(F Cookie ZELVTAT RIS VIOIANZERFETRE, ThEBREL, BUE—5Y KIC
VDOTARNZIL—T 127 ULET, Cookie TFETRIHNFTI—RTERVEE., 5 VEERMER
ENER—TYRNELEREREERRZR—T Y NESBLTVWREHEE, O—RNSOH—RBFFLVWEZ—FY
NZERL, ILVE—T'Y NIB T3 EHT Cookie ZEHFHLET,

Cross-Origin Resource Sharing (CORS) UV TARNDZE, — DT SO TR EEMCT
%SameSite=None; SecureZ®IC A"BETT, chsNT IO EHR—KNTDLEHIC, O—
RNZH—FEIC 2 DB O#IF Cookie THD ZERLFT. CNIZIFAWSALBCORS, TOHERE
Cookie L RIUE#HRE SameSite BENEENET, VIS4 T ME. CORSUAD UV T ARNEE
OMIF D Cookie £Z ITHY E T,

OA2V—LZERAL THER-ADEEZFZ2EMICTDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

2. TEZ—>32ARA>2®[Load Balancing (O— R/NZ > > 7)] T [ Target Groups (X —%" Y
NTIL—7)] &ERLET,

3. B—TYRNITI—T0OEFZERL T, TOFHAR—TZHEET,
4. [JIL—T0HHE 270 [BE V> a2 T, wE ZBRLET,
5. [Edit attributes] R—2 T, L TF&EETLET,

a. [MF) 2BRLET.

b. [#3FNDF &S | T. [Load balancer generated cookie (O— R/NZ > H—H"4E MK L %= Cookie)
| Z2EBRLET,

c. [Stickiness duration] T, 1#¥A25 7 HOBDEZEELET.
d [EEORE Z2IVVYILET,

AWSCLI ZEAL THRAXR—AD#HFZEMNCTEICE

stickiness.enabled & T stickiness.lb _cookie.duration_seconds BT modify-
target-group-attributes AN¥ > RZFEAL £ T,

HEXR—AOHFZZEMCITSICE. ROOX RZFEALET,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true
Key=stickiness.lb_cookie.duration_seconds,Value=time-in-seconds
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HAORRODBIDRSICEYET,

{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
.
{
"Key": "stickiness.lb_cookie.duration_seconds",
"Value": "86500"
I
]
}

T7UT—23a> o R—ADiERE

T7VT—23a 0 R—ADHETE, 94T R EZ—TY NOHEBEOMBORHERETEET,
TF7UT—2a3a>0R—ADHEBEZEMCTZE, O—RNFUH—k, BIRULETILIVXAICED
WTER—=TY RTIL—TAOZ—=5Y NCERIIODVIIANEIL—TFTA 2T LET, =5V NE#E
BEEMCTREHIC, O—RNSUH—TEREL = Cookie E—HTDNARLT I Vr—<a>
Cookie ZFRET D CENBETNTVET, COHAZRLA Cookie lZlk, 77U Tr—>a A EXR
% Cookie BEZEHDENTEEXT,

Application Load Balancer &, 2—%*"Y RASHARLT 71— 32 Cookie 2ZETD L. &
BEEBREF YT FYIBRHLVESLT 7V —2 32 Cookie ZBEINICERLET, cOO—
RN Y —NERTBD TV —>32 Cookie l&, 77T —2 3> R—ADFHEHEN B
BOTVWBERZ—TY NTIL—TOEEMEBEREF Y TFYLET,

O—RNSOH—DERTDT 7)) —> 32 Cookie &, ZF—T'Y NNRETDHAZLT T
T—<,3 2 Cookie DEMZIE—LFEBA, ThICEMBEO 7 BOBMHRNHY), RETESE
Ao V954T > M DISETIE, Application Load Balancer l&, 77 A& /s Cookie &' X—%"Y KN
LW=TLRINTEREENEBRICERAESNEZHOXANRIEET N, TDHARLA Cookie DEFELIEE
MERBEMHRBIEEThELA, BEINF—HRLTVWBRY, O—RNZoH—R@F, 2—TYRNI&L2T
REENENARA Cookie EO—RNTUH—ICK>»TERENLET 7 —3, 3> Cookie Dl
BEEOISATYMNDOBETEELET,
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BEDVIOTIARNTIE, 9547 MNE#HBFLTHEL<EHICEIT D Cookie ZIRETIMBEN HY)F
T, O—RNZUHY—EF, 77U —> 32 Cookie 2SS L., REL EHGHEAELEEMH,E
SHZEWIELET, RIZ, Cookie NDEHE/LAL T, 2—7Y NTIL—THORLUEZ—7Y NC
DOTARZEEL, #BLTHEET, £, O—RNZF Y=, DARARLT7VT5—>3>
Cookie ZREBFLEREETH &AL, Z—=Y NI7OF 2 LET, ThUBOKETR, O—
RN OH—=DNERLET TV —,3> Cookie DEMBRE, O—RNS Y —TREETIhLE
HHEN VY RENET, VAT RNERX—TY NEOEHEMEZHIZT TS -8, Cookie DEM
HREFHEBENBBLEVWKSICLET,

=7V MRBULEBERLEREENRELIELESE. O—RNTZOH—RBZOE—TY RANDUY
IARDIL—TFT 42T FLEL, BRULERIETIIVALCEITVT, HILLEEREZ—TY
REEBRLET, O—RNTFOH—G, Y2 32VEHFLVEEZE—TY NI TAZY T, LTV
2ENDELTREL, XKBLER—TY MR LFETE, ILLERLEZ—TYRANOUIIRA
NOIN—TFT 12T %TLET,

VARFVD VY —AHE (CORS) VIVIARMDEZE, BHEMEZEMICTSEHIC, O—RNZ
oY —R@GI1—Y—TI—>I2 hO/N—2 32 H Chromium80 A EMIBEIZ D SameSite=None;
Secure BMZO—RNZ U H—NFERTB T 71 T—, 3> Cookie ICBIMULET,

FEEAEDT TIHE Cookie DH A XZAK IZHIBRLTVWD L, O—RNTUH—Fk 4K %=
BABT )4 —3> Cookie Z#EE D Cookie I ¥ — R L E£9, Application Load Balancer
k. K 16K DY A4 XD Cookie ZHR—KNTBES, V54T NIEETIIY—RERK
4 2ERTEEXT, VAT MIRREND T 71— 32 Cookie B IFAWSALBAPP -
THREY, 720X RNBEENEENET, HlZE. Cookie DY A XN 0-4KDBE, V54T
> NIZIE AWSALBAPP-0 "R R&ENE T, Cookie DH A AN 4~8k D/EE. V54T M
AWSALBAPP-0 & AWSALBAPP-1 B EARRENET,

OAVYV=LZBRALTIT7UT—2 3 R—AOHBEZENCTSICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

2. FTES—232ARA20[LoadBalancing (A— R/NZ 22> %)] T [ Target Groups (X—%7"Y
NTIL—7)] Z&RLET,
2=y NTIN—T OB ZBIRL T, TOFMER—ZZ2HEXT,
(IL—70E 270 [BHE] £V 3a>T., WE] ZBRLET,

5. [Edit attributes] R—2 T, UTZEITLET,

a. [:%E%] ZERLET,
b. [#FEOEE T, [FT7IVT—>3>2KR—2A Cookie] ZiBIRL £,
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c. [Stickiness duration] T, 1#¥A S5 7 HOBOEZEELET,
d. [F77V Cookie B1lC., F7VT—23>R—AD Cookie EZANLET,

Cookie % - AWSALB, AWSALBAPP, F7zlk AWSALBTG ZfEALBWLWTSEZV, Zh5
. B=RNZUH—TERAITRILHICFHNENATVERT,

e. EEOREFZVIYILET,

AWSCLI ZFERALTT7 7V T—2 3> o R—ADMZFEEMICTSICE

RO E M ZIEE L T modify-target-group-attributes Y>> REFHL X,

* stickiness.enabled
* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

T7VT—2 3 0R—ADHFEEMCTSICE, ROOAXY REFEALET,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true Key=stickiness.type,Value=app_cookie
Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name
Key=stickiness.app_cookie.duration_seconds,Value=time-in-seconds

HAORRROBIDRSIZEYET,

{
"Attributes": [

{
"Key": "stickiness.enabled",
"Value": "true"

1,

{
"Key": "stickiness.app_cookie.cookie_name",
"Value": "MyCookie"

1,

{

"Key": "stickiness.type",
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"Value": "app_cookie"
I
{
"Key": "stickiness.app_cookie.duration_seconds",
"Value": "86500"
I
]
}
FEEIH

AT=NLVTYTRIIZ—TY NEFRKIBICEMTR L, HBICIDEROTBITHEIC S A6
AFHYVET, COZFIFTR, RO220F723VZEALT, 2—TYNOERZBEIHT
XY,

s P7VT—23a > HFERL I Cookie ICHRENDHFNEBFALYTIOBMNHRZRELE T, <hil
&), 254 F> N Application Load Balancer I Cookie ZX{ETE X< A&V, T/ 7O
EANBREIAED,

s O—RNZOH—OTF7IVT—2a 0 R—ADHEBERET, 1B EFBEICEVEBEERELE
T ChICkY, =5y NHREL = Cookie DEMERA TN TWAWESTE, Application
Load Balancer G #FZBBILL £,

X—4'y N& L TOH Lambda BIZK

Lambda B2 2 —4'Y N&E L TEEZEL, Lambda BEOZ—5Y RTIIL—TICV O T ANEEIET
BPVAFT—I—IIEZRETEEXT, O—RNFH—H Lambda BEZZX—TY NELTER—TY
NIN—=TICDOITANZEIEXT D E, Lambda BHaFOHL, UIVITANOIIY T2V % JSON
FX T Lambda BEEIZEL £T,

i BR
« Lambda BB EZ—7'Y RTIL—T R, ABUT7HIVRBLVELV—23VICH2BENFHYE
9o

* Lambda BBBUICIEFETERD VI IARKRT A ORAY A XE 1 MB T, BIET B 1 XHRDEF
MICOWTRE, HTTPAY X —DOHRZESEL T EET V.,

* Lambda BEBAEETEDL AR A IJSON DHJRAY A XIF 1 MB TT,
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« WebSockets EHR—RhENhTVWEBA, PYZTIL—ROUIITANEHTTP 400 1— R TR
ThEJ,

« Local Zones EHR—KhEhTVWERA,
- BEBZ—YY NEdk (ATW) EHR—KREhTLVERA.

AFS

« Lambda B¥m %

« Lambda BHOEZ—4%'Y T IL—TDER

c O—RNZUH—HD5DAXR NDZFZTEY)
« O—RNASUH—AOKE

- BREAY X —

e ANLAFITYIODEME

« Lambda B0 B &R iFER

FEICDOWVWTIE, Application Load Balancer ® Lambda 2—%7"Y hZZRBL T EE L,

Lambda B8 D £

Application Load Balancer T Lambda BA¥Z AL TW3HEE. ATOHREENERAE L E
9,

Lambda B8 Z O KT T U AT

22—y NT)—T#ERKL. AWS Management Console Z{FfH L T Lambda B & & T3 &,
AV =R RBERT O AERZ BEBHIC Lambda BEHAR) S —ICEMLET, TRUADEE
&, 2=y NTI—T=EKL., AWSCLI ZFEAL TEKZZERL & T, add-permission T
Y REMEHAL T Lambda B8% % B U ' ¥ Elastic Load Balancing DA 2592 %ENfHVY) F
9, aws:SourceAccount KT aws:SourceArn DEBF—EFEHAL T, BEROFUOHL 218

EQR—TY NTIL—TICHRTDEEZHHOLET, HAICOVTRE, IAMI—H—HAR D
FORELLURE, BE, 22RLTLEE L,

aws lambda add-permission \

--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \

--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \

--source-arn target-group-arn \
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--souxce-account target-group-account-id

Lambda B /N—>3a =>4

R—=TY NT)I—=T&I21 D0 Lambda B8 ZER TE X T, Lambda BHEZZEL., O— KRN
SOH—HFEICRITN—2320 Lambda BEHRZFVPEEERESICTBICE, BEROIAVT A%
EEL. O—RNZ2H—IC Lambda BEZERITDEEICERBARN CIA VT RAZEHERT, &
MIZDOWTIE, AWS Lambda #ROY/N—H A RD TAWS Lambda BEHO/N—23 20T A1)
TAIBRY TTAVTFAZFEALIERNZ 74V 0BT, 22RLTLSEZ W,

BRHZALT TN

O—RNZH—&, Lambda BBAREREERAALATIRNIZETHEHRLET, FHEIhDET
R ICE DV T Lambda BBBIO R A LTIV RERETDCLEZHBBHOLET, TF72ILMNOERA LA

TONEE, TOEEFEOFMZIOVWTE, "TEFEZ AWS Lambda B ZRET S 2F5RL
TLEEZV, RETEZDIRARDRALT I NMEOFHMICOVWTIE, TAWS Lambda DFIR ) 238
LTLSEEL,

Lambda B3O 2 —45'Y NTIL—T DERK

VOTIARNL—TFT AV ITERENDZ—TY NTIN—TZERLET, UOITANOOV TV
A ATV IOR=TY NITN—TCEHEEITDT IV EC VAT —I—ILE—HTBE
&, O—RNZUH—RBBERE N Lambda BBZEFTHL ET,

New EC2 experience

2=y NTIN—T=EKL, FLWEC2 TVARV IV A%ZFEMAL T Lambda B8z &9
BICiE

Amazon EC2 2V —)L (https://console.aws.amazon.com/ec?2/) ZF& £ 7,

FE4—2 32 R4 O [LOAD BALANCING] T [2—4*Y R IL—7] 2BIRLE T,
[2—TY RTIN—TOER] ZBIRLET,

[Z2—45'Y N2 A 7 DiER] T [Lambda BIF] ZBIRL £,

[Target group name] ©, X—5"Y NTIL—TOBEIZADLE T,

(AT ZANANAFIVIZBMITRICEK, (NLAFIV O3> T AWML =2
BRRLET,

7. (A723Aa)ROKSIC12UEORTEZEBMLET,

o a0 kA W N~

a. [Tags (@ two>arzREALET,
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b. [Addtag] ZEIRL £,
c. BIFXF—ERJEEZANLET,
8. [KN\1&2U0UYULZET,
9. BE—@Lambda B ZEET AN, CORTYTZHEMKL T, &£ T Lambda B ZEEL £
T
10. [B—TY RTIL—TDEKR] ZEBRLET,

Old EC2 experience

B=TYNTIN—TZERL, #KDEC2ITIUVARVIVA%ZFEAL T Lambda B Z B TR T
BIClF
Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
+E4—2 32 R4 2O [LOAD BALANCING] T [2—4'Y T IL—7] ZBIRLE T,
2=y NTIN—TDEK] 2 BRLET,
[Target group name] T, Z—7'Y RTIL—T OB ZADLET,
[R—%"Y NOELE] T, [Lambda B8] ZiBIRL £,
[Lambda B8%(] T, XROVWThHhZRTLET,
Lambda B§# 2 ER T2
LW Lambda B8z ER L. TOREKZERTS
B—4y NT)—T%#4ERL =% T Lambda B &2 && T
7. (AT2ANAILAFIVIZBRNCTBICE, (NLAFI YY), B OIEICERL &
Jo
8. [ER] ZBIRLET,

2 e

2=y NT)I—T%ZEKRL., AWSCLI ZFEHAL T Lambda B ZERT B ICIE
create-target-group 8 K T register-targets AN RZFEAL F T,
O—RNZ2H—HDS5ODAXRNDOFFELY)

O—RNZH =&, HTTP £ HTTPS OlATU I AKRM® Lambda B HEL ZHAR—KLTVE
T, O—RNZH—F, JISONFERXTARYNZEFLET, O—RNZH—EF, VIOITARZ
&2 X-Amzn-Trace-Id, X-Forwarded-For, X-Forwarded-Port., X-Forwarded-Proto ®
BEAYH—ZEMLET,
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content-encoding AV A —HFFETSHHESE. O— R/NZ > — Base64 A& EZITI—R
L. isBase64Encoded & true ICERELE T,

content-encoding AY X —ABFEELBVEE, Base64d T A—F A JRGRIAVTUYRATIC
KO2TEBVYET, X417 text/*, application/json, application/javascript, application/xml| T& %
BE., O—RNFUOH—RBAEAXZFTDOERIEFEL, isBaseb4Encoded % false ICRRELE T, ¥
nUUADIZES, O—R/NT 2 — Basebd EAXZ T 1— KL, isBase64Encoded Z true I
BELET,

LTIERLTVWROE, AR MDBITY,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}

b

"httpMethod": "GET",

"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

.

"isBase64Encoded": false,

"body": "request_body"

— RN —ADORBE

Lambda A S DL ARV AL, Base6d T A—FT 1 VITDAT—R2 A, AT—2AI—R,
BROAYVA—NEENETT, ANIEEBTZET,
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LARAEZICNAF VATV EEDHDIZIEK. OAFT>Y % Base64 TIT1—R

L. isBase64Encoded Z true ICERETHDMENf HYET, O—RNZF O H—EF ATV ZETF
d—RLTNAFVAVTYEREBL, TOOAT YR HTTIPL AR AOERXTOZAT >
NZEFBLET,

O—RNZ>H—I&, ConnectionX® K& ® hop-by-hop AV X —%ZEEL FHB ATransfer-
Encodinge A—RNSH—HNIVSAT U RNILAR AZEETHEICTHTET S 12
&, Content-Length AY A —IF B TEET,

nodejs ZRX—R & L = Lambda A S DL AR ADHIZRICRLET,

{
"isBase64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
b
"body": "Hello from Lambda (optional)"
}

Application Load Balancer &i##9 % Lambda BT > 7L —KIZD2WTIE, github ®

Mapplication-load-balancer-serverless-apps 228 L <&V, £k, Lambda IV )%
RE., [77VT—>3av A8 [FT7UTr—23a>2 %K) 28R, AWS Serverless Application
Repository 2 5 XOVThH ZBIRLE T,

» ALB-Lambda-Target-UploadFiletoS3
« ALB-Lambda-Target-BinaryResponse
* ALB-Lambda-Target-WhatisMyIP

BEREAY X —

VAT RDPSO) I ITARNEREE Lambda A SOL AR AICEBOEZIFOAY X —H
EFENTVWBEEE, BLAYA—HFEREEEATVEEHEE, $Z52VERELUF—ICRLTEHROER
BOUVIUNTGXA—ZHFEFIRTVREEE., BRENAYA—BXOYR—KZ2EMIITEXT,
BREOAYA—ZEMITDE, O—RNFHY—& Lambda BEOETRBENDIAY A —L
DIIUNTFA—RIF, XFHTRE<BEIZFEALET, BHREOAYI—BXZEMICET. AV
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B—FEEIVIINTA—RIEHOEAEEATVEESE, O—RNTZUH—EZ TR LHED
BEZEALET,

EPA

- BREAYA—ZFOUIIAL
« BREAYA—ZFEOLARA
- BREAYZ—0FML

BREANY S —ZHOUIIAL

ANYVE—BROIVITVXFINGA—RIEREND 71 —I)LROBEIF, Z—7Y RTIL—T1CH
LTEREAYA—ZBMCTINESHICR>TERYET,

ROVIITARICE, ABUF—ZEHI22D2O0ITVUNTX—2FHYNET,

http://www.example.com?&myKey=vall&myKey=val2

F7ALRNOERXTRE, O—RNSOH—RBITA TN >TEBENERRDEZFER
L. queryStringParameters ZFEAL TV ITVNFIINTA—REZECARNEEEFELET,
LTIEHlZERLET,

"queryStringParameters": { "myKey": "val2"},

BREAYZ—2BMLESE, O—RNSOY—RBI9FAT MNP SEFENLEEAEOF—EEZ
FAL, multiValueQueryStringParameters ZFEAL TV I VXZFEIINTA—REZEL AR
NEXELET, UTICHZRLET,

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },

BH#RIC. 94T RHIAYH—IZ2 D0 Cookie ZEC VIV ITARNEEBFITRDELET,

"cookie": "namel=valuel",
"cookie": "name2=value2",

F7AILNOERTRE, O—RNZUOH—RGFI95A4T7 > Mk 2 TIEEST N EHE D Cookie = FH
L. headers ZFALTAYA —ZELARINEEELET, UTICHZERLET,
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"headers": {
"cookie": "name2=value2",

+

BEEAYA—Z28%CT2dE, O—RNSOH—R@I9SAT U NIK2>THEFENEERED
Cookie ZFA L. multiValueHeaders ZFRAL TAYA—ZEL AR NEREELET, UTIZ
Bl RLUET,

"multiValueHeaders": {
"cookie": ["namel=valuel", "name2=value2"],

}I

DIIVNTGAXA—=ZNURLI>IA—RENATVWBREHES, O—RNZ U H—EFThszZFI1—RLEE
A, TOHFEIE Lambda B TTFI—RIBDUENHVYVET,

EBEAYA—EFEDODLARA

ANYA—IZEHAESND 7 1—I)LROBHIFE, 2—T Y NTIL—TICH U TEBEAY T —2EMICT
BDHESHICK>TERYET, BREAYA—Z2EFMIZLTWVWSESE multiValueHeaders %
FRAL. ThUNDIBZEEIE headers ZFERATHIHEN HVY) £,

F7AINOERXTIE, B—0 Cookie ZIEETEEXT,

{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
},
}

BREOAYA—BBMCIULEIEES. BHO Cookie ZLLTORD ICIBETHIHENHV)ET,

{
"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-

value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
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"Content-Type": ["application/json"]
1,
}

O—RNZH—&, Lambda LARYARAO—RTEESNEOERRBDIEFTAYR—%7
FATRNCEBTRIBENBYNET, LIEAN 2T, AVE—NREDIEFTREND EFRS L
CEICBELTLEEZL,

BREANY X—OBHML

X—4Y NOEEN lambda THZDEZ—TY R TIL—TICRL T, EFEOAY A —ZFMELE
BNCTDENTEEXT,

New EC2 experience
FMLLWEC2TOARVUIVAZHEAL TEREAY A —ZBMICTBICE

1. Amazon EC2 02V —)L (https://console.aws.amazon.com/ec?/) ZF& £ 9,
FE4—3 3> R4 >0 [LOAD BALANCING] T [Z—4'Y T IL—T] BBIRL X T,
B—=TYRNTIN—TOREEHERRL T, TOFMR—TZ2REFET,
[(JIN—70FME 270 B 023 >7T., WE] Z2BRLET,

[BEEOAY H—] ZBRELFERFERLET,

ZEEORE|ZVVYILET,

2 T

Old EC2 experience
RKDEC2ZTIVARVIVAZHEAL TEREAY A —ZBMICTBICE

1. Amazon EC2 02V —)L (https://console.aws.amazon.com/ec?/) ZF& £ 9,
FE4—2 32 R4 O [LOAD BALANCING] T [2—4'Y R IL—7] ZBIRLE T,
=TV RNTIN—TZERLET,

[Description] (Ft83) 27 T, [Edit attributes] (B D#HwE) 28R £,

[Multi value headers (B3EA v & —)] DBA k. [Enable (Bb)] #&IRL £ T,
[RTF] 2 BIRLE T,

2 T

AWSCLI ZERAL TEREOAY I —Z2BMICITZICE
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lambda.multi_value_headers.enabled Bt ZE L T modify-target-group-attributes < >/
RzeERALET,

ANILAFITYOOEML

FT7AILRNTR, AAFIYVREEN lambda D X—5Y RTIL—TICF L TRIERICE2T
W&EF, Amazon Route 53 ZEA L TDNS 7T M) A—N—&ZREKITBICEF, ANLAFIVI%Z
BMICTEET, Lambda BIEE. ALAFIVIVIITARNIRETDEIC, RVVARN)—LA
H—EADREEZHEERTEE T, Lambda BN SOL ARV ATAILAF IV VOB RENE
BE. ALAFIVIDOKREN Route 53 ICEENET, NV IOTYTTTIT—>32ARY I
T7IANA—=/N—F3&LS Route 53 Z#RETE X T,

ALNAFITYZICDOVWTR, 2D Lambda ROV HL EFAU LS ICRETNET,

Lambda BIBICEEENhBIAILARAFIVIDOERREROEBY) TT, AR MHIANILARAFIVIANR
VRAESHEERTBICEK, I—H—TI -T2 T7T1—=I)LROEZEFELET, ALARAFIVY
NDI1—H4—I—>I> K& ELB-HealthChecker/2.0 T9,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
+
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

Iy
Ilbodyll: Illl’
"isBaseb4Encoded": false

New EC2 experience
FLLWEC2TOARVUIVAZFEALTE—TY NITIL—TOANILAFIVOZEBMCTSICE

1.  Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZHE £ J,
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2. FES—232RA2 0 [LOAD BALANCING] T [Z2—4'Y RTIIL—T] #BIRLE T,

2=V NTI—TDEBEBRL T, TOFMAR—DZHEXT,

(L= 0O 27O NILAFIVIDRE]| V>3 >T, wE] ZBRLET,

INLAFIYO1T, [BRL] 2ZBRLUET,

ZEORTF| Z2VVYILET,

2

Old EC2 experience
WMEKRODEC2TOARVIVAZFERALTEZ—TY NTIL—=TOANILNAFIVIORBMICTSDICIE

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
+E4—2 32 R4 2O [LOAD BALANCING] T [2—4'Y T IL—7] ZBIRLE T,
B—=TYNTIN—TZERLZET,

NLAFIVII BT TINLAFIYVIOmE] 2 ERLET,

[Health check (NJLAF T Y 9)] T, [Enable (B&hL)] Z#IRLET,

[RfF] ZBIRLE T,

o gk~ w N~

AWSCLI ZBERALTE—TY RITIL—TOALAF IV I ZBEMCTRICE
modify-target-group 1N > R T --health-check-enabled #7°>a>Z#EAL E T,

Lambda B8ZK ) & AR R

RS 74Y 9% Lambda BRICEETRIUEN BB 2EEIF. BREEMBRTEEXT, Lambda
BEHOERFREMBRTHE, ROEOUIIARNEIHTITPSXX IS —TXKBLET,

Lambda B & BE X BI0E. HLLWE—2Y RTIL—TEERL. HLOEREHLLR—7Y
RIL—TIZBBL, URF—IL—LEEHFLTEREORZ—2Y NI L—TTRESHLLWEZ—5 Y
NIL—TEERTBCEEBBHLET,

New EC2 experience
FLWEC2 TOARVUIVAZFERAL T Lambda BBz ERHERT B IC I

1. Amazon EC2 02V —)L (https://console.aws.amazon.com/ec?/) ZF& £ 7,
2. FEH—232RA O [LOAD BALANCING] T [B—4'Y R IL—T] BBIRLE T,
3. B=TYRNITIL—T0OEBZEERLT, TOFHAR—TZHEET,

Lambda B%k 0 &R #ER 199
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4.
5,

[R—%7'Y N RT T, [BE#ER] £ BRLET,
BRERDDIAXAY E—IHNFRRENLES, [Deregister] ZiBIRL £7,

Old EC2 experience

RRDEC2IVARUI>A%ZMFERAL T Lambda Bz B REKRT 2 (C &

1.

2
3
4.
5

Amazon EC2 2V —)L (https://console.aws.amazon.com/ec?2/) ZF& £ 9,
FE4—3 3> R4 >0 [LOAD BALANCING] T [Z—4Y RTIL—T] 2 BIRL £ T,
B—TYRNTIN—TZERLET,

[Z—TY RN 2T T, [BEBR] 2BRLET,
BRERODIAYE—IHNFRRENLES, [Deregister] ZiBIRL £7,

AWS CLI ZfEA L T Lambda % % B R T2 (C1F

deregister-targets AN > RZFEALE T,

2=7YRNITN—=TDRY

RUVEFERAIDE, F—TYRIIL—TZEN. MEE, REBESCKERBHIETHEIZD LN
TEEXT,

BEEX=TYRNTIL-TICRLTERORTZEMTERET, 2TF—G. BFF—TYRITIL—-TT—
BETHIABENBYET, ITILR—TYNIIL—TICEERFTSNTVWRF—2H ORI ZEMT
L, TOF—DENFEHREIAET,

FEICB2LZTE, BIRTDCENTERT,

HREE

s DY—=ABHIEV) DRI DERKRE-50
« F—NOHBRAE - 127 XZF (Unicode)
- EOHRAKR - 255 XF (Unicode)

c ZTDF—ELERANZENENREREIhET, EATEDINFRE, UTF-8 TRRTESX

F. AR—A, BLTBFE, BHRXF (+. -v = v v L L @) TYo LEL, BRIXLEXR
BLRAR—AZFEALBZVTSEE L,

2T OEH
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« RTDBEIERLEEI aws: 7L 714V OARERALEVWTLSEEVW, COTL71Y IR
AWS AICFHNENTVET, CcOTLT AV IANEENZDRTOBRE LI ERFREEEH
BRTCEEHA, COTLTAYIREREDRTE, VDIY—ABEVORTHBOFREICETEET L
Tt A,

New EC2 experience

HULWEC2TOVARVIVAZFEALTEZ—TYRNIN—"TORTZ2EHITHI_IE

1
2
3.
4

Amazon EC2 2% — )L (https://console.aws.amazon.com/ec2/) ZBE £ T,
FE4—3 3> R4 >0 [LOAD BALANCING] T [Z—4'Y T IL—T] £BIRL £ T,
=Y RNTIN—TOEEHZRBRL T, TOFMR—T2HEET,

[T 2T T, [FTOEE] ZBIRL, RO 1 2N LOBREZTVET,

a. ZRUZEHIBDICE. [F1E& B ICHFLWMEZADLET,

b. XTEEBMTDICE, [RTDEM ZBIRL, [¥—] & [E] ICEZEADLET,
c. BUZHIKRTBICE, RTOEIZHD [HIR] 2BRLET,
RTDEHEETTLES, EENBTOREF] 2BRLET,

Old EC2 experience

RROEC2ITUARDVIVAZRFEARALTE—TY NTIN—TORIT%ZEHITBHICIE

1
2
3.
4

Amazon EC2 112/ — )L (https://console.aws.amazon.com/ec2/) ZBE £ T,
FES—2 32 R4 O [LOAD BALANCING] T [Z2—4"Y NTIIL—T1 %#&8RLET,
2=y NTIN—T=ZBRLET,

[RT1 27T, [ZT0ENGSE] Z2BRL, D551 2UEEERLET,

a. RUTZEHFHIDICE. [F] &[RRI OEZRERELET,

b. ILLWEITZEMTSICK. [T DEK] ZBIRL, [¥—] & [fE] DEZAILET,
c. RTEBIKRTIDICK, RTDBEILHBYHBRTAI> (X) ZBRLET,
RTDEFHETTLES, [Save] ZiBIRLET,

AWSCLI Z2FALTE—TY NTIL—T 02T 2EH TSI

add-tags AN > R& remove-tags AN REFEALET,

2T OEH
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2= NTI—7 OHIR

B—=TYRNITN=THVRAFT—IN—INOEET 732V ICL2TEREATVWEVEERE., ChzHl
BRTEET, F—TYRNTI—TZHKRLTE, F—TYRNTIL—TCBRENLZ—TY NIRF
EFROCELA. BRBEHREC2A VARV AN BEBLK B IO EBEREBLERLEFRTTEERT,

FTrUr—=>3> O—RNZoH—

New EC2 experience
FLLWEC2TOARUIVAZFEALTE—Y NTIL—TZHIBRTSDICIE

1. Amazon EC2 1>V —)L (https://console.aws.amazon.com/ec?/) ZHE X J,

2. FEH—332RAO[LOAD BALANCING] T [Z—4'Y KT —T] 2BRLET,
3. Z—=4YRNTI—7%FIRL. [Actions]. [Delete] ZiBIRL £,

4, BRERHBIZXAYE—IHFRRENLES, [FV, HIRLET) ZERLET,

Old EC2 experience
BVWECCTVARVIVAZFERALTER—Y NTIL—TZHIKRTSICIE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec?/) ZHE £ J,

2. FEH—332RA> 0 [LOAD BALANCING] T [Z—4'Y KT —T] 2BRLET,
3. Z—=4YRNITI—7%FIRL. [Actions]. [Delete] ZiBIRL £7,

4. BFEERHIAYE—IHFRRENEZS, BTOV RYesETOAV R ZERLET,

AWSCLI Z2ALTR—7'Y NTIIL—TZHIRT B

delete-target-group AN > RZEITLE T,

=Ty NT I —T DOHIR 202
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Application Load Balancer ZE5$8 9 %

ROz FERALT, O—RNZUH—0ER. NZT714YINEZ—2080H, O—RNZH—&
=7V NCEIIBEDHRERITTEXRT,

CloudWatch X KU 2 R

Amazon ZfEA L T CloudWatch , O— RNZH—ERZ—5Y NOF—RRA 2 MNIBEIT 3

ftz, XBNUOR ERENDERIF—ZOEFFTSh Y NELTEBTEET, chs

DARNVOAZFERALT, DATANERBICRITEATVWAR L ZRMRBTEET, FHHICOVT

l&. TCloudWatch Application Load Balancer ® XK O A, #SBLTLSEEL,
T7otAOY

FoAOVZ2FERLT, O—RNSUOH—IZR/LTITOAEU I ANOFHMEREZX ¥

F+¥ L, AmazonS3 TOJ 774 ILELTRETEERS, chsOF7oEAOJZFEALT, ~

ZT7AVINR=2OF WP, =Y NOBBEORNS TN 1—FT AT ETS5ENTESE

To FFMICDOVWTIE, TApplication Load Balancer D 7 VA0 1 #5BL T EEL,
BEHOY

BEHROJZFEALT,. O—RNFOH—ICEGENEV VI ANCHEITZERHEF Y ST+

L. Amazon S3 ICOJ 774 I ELTRETEXT, chsoEROJEFERLT, 9747

NIP7RLAER—N, 94T NIAEER, BERER. BLRVOPEAETINTVS TLSES

ZRETEET,. cnsOEFREOVEFERALT, VIOIAMNEZ—2XTOMOIERZHEETE

£, FEMI-DOVTIE, TApplication Load Balancer ®##: 040 1 28 BL T &L,
JOTAMNDKNL—A

DOTAMNDODKNL—ARAZEALTHTITP UJITANZERTEEYT, O—RNTH—EF,
BURSEZEVIIANMIML—ABBFEF OAVRA—ZEMLET, FMALCODVTE,
"Application Load Balancer DUV TARZRNL—AT %1 ZZRL TS EE L,
CloudTrail O %'

AWS CloudTrail ZfEf L T, Elastic Load Balancing APl IZ&L TIThh AU HUICE T35
MEHREF Y 7F YL, AmazonS3 TOY 774N ELTRETEET, ZhS O CloudTrail
AOJzFALT, ThhEHETHEL, FTELITOY—XIP 7 RLA, BFOHLE, HUOHL
BEZEZHMTEET, FMIZDOVWTIEE. TAWS CloudTrail |Z & % Application Load Balancer
TOHOAPIHFO'HLOOJRE 2B LTSEEL,
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CloudWatch Application Load Balancer ® X K1) 2 &

Elastic Load Balancing l&, CloudWatch O—RNZ>H—&X—TY NOTF—RKRA 2 M%E
Amazon [CEITLUE T, CloudWatch Tld, chsDF—XKRA > NCBETIHiTZE. XMNUIA
EFENDERIT—RDOIEFFTSNEEY NELTEBTEET, XNV IJAGERAFTROE
B, FT—ERANEREOBRBEHRIIEDIEHRDEEEZADCENTEXT, LA, BEL
EFHEPOO—RNZH—OEERZ—TY NOGHBZERTDENTEXRT, ETF—XKRA
VNZR, BALRERTE, AT AVORERMANABEESFTSNATVETD,

XRDORZFEALT, DATALANEEICERTENTVR L ZHERTERT, flAE. XKUIRA
NFHABREEANMIB D EBEIC, BEENEXNVIRAZEZRIIL, O3 (EX—=ILTR
LACEANZAETZHE) 2R TS CloudWatch 7o —LZERTEE T,

Elastic Load Balancing &, DY T ARNAFO—R/NZ > —%Z&iBT S CloudWatch IHE 12D,
CXRNUORAZBELET, O—RNZFOH—2BHITB VI ITAN HBHEE. Elastic Load
Balancing (& 60 BB TX RNV AZRAEL, XELET,. O—RNTFH—Z2EHITBZVIIA
RABVA, XKUTADTF—ZABWEE, XMV IJARBEEhELA,

M OWTIE., "Amazon 1—H%—7 4 R CloudWatch 4 Z8BLTSEE L,

AE

- Application Load Balancer DX KUY &

« Application Load Balancer DX KU D ATF4 X2 3>
« Application Load Balancer M ##5t

« O—RNZ>H—m CloudWatch XKV RAERRT D

Application Load Balancer D X K1) v &

« O—RNZH—

* [Targets] (Z2—T7" Y N)

« =TV RNII—TDEEMH
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ADHIZERENET,

SampleCount HFHRFBIEENIEH O TILOBTT, XMNUIJARY O TUTEREARNCE
TVTEFEhd LS, BE., CORFEEATESLYEEA, FIZEF, HealthyHostCount @
SampleCount &, EEGZFRANDETRAKZEO—RNTI Y —/—RIFETZIHOTILEKICE
SWTVET,

N—t2B2AI)E. F—E2EY MIHETREOEMNENVEZRLET., MRUATHRKR 2 2%
ALT, FEON—TEVRAMIILZEETEET (p95.45 5 &), BIZIE., 95 N—t XA I)LIF. 95
N—tEROF—ZNFZOEEZTE>THY, 5N—tE M OEZLE>TWAZEEZEKRLE
To N—tE2RAMI)IE, BEZDHIDLEHICEISFEATIhES, A, FT7UTr—23aopfiEe
AEDDDIARNEFYYZANS 1 ~23IUBTRETZIOC, Fv VY2 1HFZENHFER 100 ~
200 SURICBBIELET, RRERFREEENEVGEZRML., 200 S URICHYET, F
BHEFF—ROIBERLTEVELA, N—E2RAIILT, F7IT—2320NT7 =X AD
KYERBEI-NBSNET, 99 /N\—t> XA )L%Z Auto Scaling k1) HH—F /=& CloudWatch 7
F—LEULTHERATSDCET, REIC2IVUBUEAMDDVIIAMND 1% A TZ2X—TY NZT
BLENTEET,
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Ad— R/NZ>H—® CloudWatch XNU O A&EKRRTS

Amazon EC2 OV —J)lzZEHL T, O—RNZ>HY—0 CloudWatch XNV RAZRRTEE

T CNSOARNV VAR, EZRVIRBRODIZTORSICRRENET, O—RNFOH—H7
DTFATTUIOIARNEZELTVBREEICOGR, EZRIVIRAODIZTICTF—RKRA 2 MRFRTR
ThEJ,

F/E. CloudWatch AV =)L Z2FEALTO—RNSH—OX N O AZRRTEET,
Amazon EC2 A2V —=)ZFEALTX NI VAEZRTTDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec?/) ZF& £ 9,

2. B=TYRNITIN=TULK2TTANRIITENIEXN)DRAZRTTDICE, UTOEXEE
TLEY,

a. FTEY—>23UARA2T, [Target Groups] ZiBIRL £,
b. Z—4%Y R NJI—7%iBIRL., [Monitoring] 27 ZiBIRL £7,
c. (FAZ72aAV)FERERBETT1ILEUTTSBICIE, [Showing data for] A S Ry €56 % i1#

RUET,
d 120XRNVIJAOREVEI—ZERETSICE., JF77Z&RLET,
3. O—RNZUOH—TT7ANRIIENIEEXN)ORAZRTRTDICE, UTOREZRITLE
£
FTES—2 32 RA 2T, [Load Balancers] Zi&iRL £,
O—R/NZ>H—%32IRL ., [Monitoring] X 7 ZiBIRLE T,

(A72a)V BEREZBEBETT714IILR2) T 931, [Showing data for] A S R & % 12
RLET,

d 12OXRNUTAOREVEI-—ZMBETRICE. J772BRLET,

c o

o

CloudWatch AV —=)LZEALTX RNV IV AZRRTBICIE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch >V —J)LZH&E X7,
FTES =232 RA2T [Metrics ( XRJDTR)] ZBRLUET,
B HIZE I [ApplicationELB] ZiBIRL £,

(A723)IRTOTARXRYIIAVTANIVARAZRTRITRICRK., RRT7 11— RICEHRZA
ALET,

I
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5. (A723U)FA4XIaAVEICKRETSRICE, ROVThAZBIRLET,

s O—RNFUH—ICLR—PENBARNVIADHKERTTSIZIE. [Per AppELB Metrics] %
BRLET. 1 2OO—RNTFUH—OXRNVIAZRTTDICE. RETA—IILRIZZDSE
MZANDLET,

« X—=TYRNIIN—TICLR—RENBDXNIITADHAZERRTBDICIE. [Per AppELB, per TG
Metrics] ZBIRULET. 1 DOX—T Y NTIL—TOXRNDIVAZRTRTBICEF. ®RET 1 —
LRICZZODZERZANDLET,

« PTRAZET 4=V =R, O—RNFUH—ICLIR—FENBDXANIITADHERTT
B I(ZI&, [Per AppELB, per AZ Metrics] Zi8IRLET, 1 DOO—RNZUH—OXKNI IR
ERTTDICEF. RETA—I)ILRICZOBRHEANLET, 1 DOTRATEVTA—V—>
DARNVIRAZRTTDICE. BETA—I)LRICZOEFEADLET,

s PTRASET A=V —=2EX—=FY RTIL—=7BICO—RNZ Y —ICLAR—KkEnd X
RO ADIKERRTSIZIE., [Per AppELB, per AZ, per TG Metrics] Zi&IRLET, 1 2D
A—RNZOH—OXRNVIOAZRRTDICE, BET A1 —I)LRICZFORBZADLET, 1
DOR—=TYNTIN—=—TDODXRNIIOABRRTDICIE,. RET7 1 —ILRICETOBHEZEAALE

T 1 2OTRAZEVTA—V—2OXRNIIVAZRTTBICE, RET 1 —ILRIZZDHE
BZABDLET,

ZBESD>TARNIDORAZRRTSICIFAWS CLI

FEATEBEXRNIOAZRRTDICIE. XD list-metrics IN REFEALET,

aws cloudwatch list-metrics --namespace AWS/ApplicationELB

AWSCLI ZFEALTXRNU T ADKEHAZIBITSICE

IR D get-metric-statistics AN > RZFEAL T, EEEhizX K A& dimension. CloudWatch
treats DTA X223V O—ENEHRAEDLEOHRAZBBIOX RN VRAELTEHEBLET, FICH
TENTVWERVTFAX DIV ELEEZFEALELRHZERB TR CLETEREA, XKNUD
AERBICERALERLUTAX a2 BETRIHEN HYET,

aws cloudwatch get-metric-statistics --namespace AWS/ApplicationELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=app/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2016-04-18T00:00:00Z --end-time 2016-04-21T00:00:00Z
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HAOBERICRLUET,

{
"Datapoints": [
{
"Timestamp": "2016-04-18T22:00:00Z",
"Average": 0.0,
"Unit": "Count"
},
{
"Timestamp": "2016-04-18T04:00:00Z",
"Average": 0.0,
"Unit": "Count"
b
1,
"Label": "UnHealthyHostCount"
}
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Elastic Load Balancing l&. O— RNZ2H—(CEFEE DV IIANIOVTOFMAEREF v
FrULETOVEAOVEZRHELET, FOJICE. VIIANEZFE KL, 9547280
P7RLA, LATY—, UDOTARDODNA, Y—N—LARVABEDBRNIEENET, C
hso7otAO0J&2FERALT, RZ74YIONR—"229HL, BEONS TN 21—FT1200%
TAEY,

72t AOJ &, Elastic Load Balancing D747 > a > #eE<Th'), F7 ) M TRHREMLENT
WET, O—RNZUH—0F7 U AOT 2 BRI S &, Elastic Load Balancing (07 &2+ v 7°
FryL, E77AILELTEELE Amazon SANNT Y NAICREFELE T, 7oEAOJEWDOT
EEMCTEEXT,

Amazon S3 NDARNL—JJARNBERELETA. Amazon S3ICOT 77 AN ZEFETHHIC
Elastic Load Balancing "R T2 FHICOVWTRBERERELEFEA, ANL—OA MO
2WTIk., Amazon S3 DEIEZESRL T<EE V),

EPA
s PORAOT774)
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- OJIT KN DB
s POEAROT7 74\ DE

» Application Load Balancer @7

tAOJZEMICTS
tAOTZEMICTS

7
7

» Application Load Balancer @7

ToOEAOQT774)1

Elastic Load Balancing & &O— RN H—/—ROOJ 774N 255 IZHITLET, OY
BECKEREEMI HYET, O— RN H—TR), BUHAIIC DV TEROOTNFRITE NS
CENBYNET, ChFBE, YA NIBRZ 71V INHBIBEICRELET,

TORAOVO77AIINBICRRAOERZFEALET,

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket (/N7 ¥ )

S3INTY NDOEHI,
prefix
(A7 232 YNTYROTLT7 1Y OR (RERE). BETDTL71YITRIIXF

5 AWSLogs ZEHD LR TEEB A, FMICODVWTRE, "IL74vOREFERALTAT
SIVNEEETR, ESRBLTLSEEZL,

AWSLogs

BELVLENTYRNBEAT2Aa>OTL 714V OADREIC, AWSLogs THRED 77 M ILEHBHH
EmMEhET,

aws-account-id

MBEEZED AWS 7HU K~ D
region

AO—RNZ2H—BRPSINTY v D=3,
yyyy/mm/dd

OJABREEh BN,
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load-balancer-id
O—RNZH—0OUY—AID, DY—RAIDICAZYZ1 () FEEFNTWSREHEES, EUFR
() CBREIET,

end-time

OJEBOBRARTLERR, X, ¥ TEB 20140215T2340Z 21k, UTC £ Zulu
RFE M 23:35~2340 IZITO NIV IARNDIV RUNEBENET,

ip-address

VOTIARNEREBLEO-RNZVH—/—ROIPT7RLAR, ABO—RNZ>H—05E. 7
TFAR—=KNIPT7RLATT,

random-string

SATALALLR>TERENIZT U H LXFS,

Fy 2L 74vORETBO7774ILBOHIZERICRLET,

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

TL74YOANFVTVAEVOT 7 74ILBOBIEROIDICEYET,

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

MERZIFERFOT 774N Z2EBEONTY NCRETERTN, O 774N 28BNICT—H147
FLEBHIBRTBICESIC AMazon S3 T4 7B A VNIIL—IIZERTDEETEXRT, FMICOV
Tlk. Amazon Simple Storage Service 1—H'—H A R®O "A7 2T O NDTATHA VI OERE
ZSRLTLSEEL,

ToOEAOJOI RN

Elastic Load Balancing l&., 2—%"Y NCEELBA2EVIIARNEZED, O—RNFH—ICiE
BENEVIIARNEZRBRELET, LEARE, VAT RMFBR2EEROVIIANEIAFLIZE
X, VVIANIBETEDEREICEELTVEZRXR—YY M BEWVWEEE, TOUIVIANIER
ETNET, Elastic Load Balancing GAILAF IV IV IIANZOTICERLER A,
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ZFOJIVRNUICE, O—RNAZOH—=ICR/RLTITONEE—OVIITAN (T OEEERSR
WebSockets) DI EENE T, DB S WebSockets, T MU KEFEABHAUShERICOKE
ZBIAFENFET, PYTIL—RENLEFREBEITELZVES, T MNJE HTTP £/ HTTPS U
OIANERBUTY,

/A Important
Elastic Load Balancing @RARI 7 #—MR—ATUIIANZRELEFT 7oEAOY
&, INTOVIVIARNZRLICHRETRILEHOEDTREEL, UIIANOAKREZILET
PEQELTHERTRCLZEBOLET,

s
R
¢

EFEndT o3y
- ENER
e ITZ2—EBHI—NR

B

ROKFE, TOCAOTOIRIDT A —)LRZBICRLTVWERT, IXTDT 1 — )L RIFAR—
ATRYPSNhTVERT, HILLW I 1 —ILRFEAETHhD e, OJIVRKNIDORRICEMENETT, F
BMLTVWEA2EOJIVNUDBEEREDT7 1 —IL REIERTDILEN BV XTI,

74—=)LKR At
type DOTARNEEREREORA T, BMBEIROESY TT (ZOMHO
EFEEL TLEEWV),

* http — HTTP

« https — TLS ZH® HTTP
* h2 —TLS B ® HTTP/2

« grpcs — TLS #H® gRPC
* ws — WebSockets

+ wss —TLS WebSockets #&H
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714—=)LR

time

elb

client:port

target:port

request_processing
_time

S

O—RNSUH—HFISATUNIHLTLARY ARER L B
(ISO 8601 ). MDA WebSockets, = iFiEEA LU S h =% T
9,

A—RNSoH—0OUY—RID, POVLAOATIV N Z#BFTT 25
B, DY—ADICEAZYZ1 () 2EDDENTEET,

DOTARNEEELEISATRNDIP 7 RLAER—KN, O—R/
SOB—ORIICZ7OF N H2EE, CO74—=)LRIZEZ7OF>0 IP
TFRLAFEENRTVET,

COUIITARNEREBLER—TY RO IP 7 RLAER—N,

OSATYRFUIIANSBERELEAN > L BE, O— KN
Y@ R—FY NCUSITIRARNEF A RNV FTET, ZOEN - B
EENET,

RX—4"Y N Lambda BB DIBEES. COER - ICREEIET,

DOTARMY AWSWAF IC&K2T7OY V& nEHE, COER - ICFR
EE h, elb_status_code M{ElF 403 [CEREENE T,

A—RNZOH—HFUVITARNEZTR2ERBRASE—TYNIUD
TANZEFEIZDETOABBERE (S UVBEOWEN).

O—RNZUH=AVIOTIARNEZ=TY NCTAANY FTEBRVE
B, COER -1 ICREETNET, CORRIRETZIOR. =Y k
ATARLEALTINEICEGEZRAULBEDL. V4T MAE
EEROUITIANEZREELEBETT,

BREKRZ—TYRDSTARILEALT IRETHRENZVEEIC
£, COER 1 ICREEThBHEENHYET,

Application Load Balancer T AWS WAF A"B&IICE 2 TV3 B4,
HDVWER—TY NZATH Lambda BEBDBEICE, 9547

RN POSTUOIANCIMERT—RZXEETHIBROMERRE

#. request_processing_time ([CHTREhET,
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714—=)LR

target_processing_
time

response_processin
g_time

elb_status_code

target_status_code

received_bytes

S

O—RNZH—=HFE—TYRNCVIIANZEBLERRAS, TD
2—7Y NFISEAY A —DEEZRHBEL ERKLETOEFEBRERE
(SUVUREOREA),

A—RNZH—HFVIITARNZR—TY NZT4ANY FTERVE
&, COER-1ICHREENET, CORANIRETDDRE. 2—7 Y B
NTARINEALTIORNGICESGEZBALU AN, V54T NN
EERXOUIIANZEELEHETY,

BEBEXRZ—TYRDSTARILEALT IRETRHRENZVWEEIC
£, COER 1 ICREThBBEENHBYVET,

AWS WAF A" Application Load Balancer TEMIZE > TWEVHEE, ¥
FAT RN POST UV I ANCHERT—RZEFETHIOICH A BE
Bl target_processing_time ([CHATBREhFT,

A—RNZUH—HFR2—TY NP SREAY S —ZZTH O LRRD
5, V94T M OBEOEFEZRKBL ERI/EXTOATRBERE
(SUMBEOREN), ChiZE, O—RNZHY—TOSEERLE,
A—RNZOH—DSTTA4T > M OERONBREOMANEEN
£

A—RNZOH =27y NP SREZZTRSBEWVEE., COER
AEREETNhE T, CORAFIKETEOE, Z—TYRFTARILZ
ALTIRNEICERZRALUILEED., IFAT MR EERXAOUY
TANZERFBLIEBETT,

A—RNZH—ASORBEDAT—RAO—R,

=Y RNDPESBEDAT—FAO—R, COfERE, Z2—T7 Y bADE
BT h, 3—TY MISBEZEELIESEEOARERENET. T
hAADBER, - CREELET,

DFAT NI OIARAR)DSZTWM2EVIOITANOY AL X (N1 B
Bf) HTTP UV IAKRDBE., ChICERAYA—NFEFTIET, DIF
4 WebSockets, CNIFEHTITA T MDY SZEL LHB/INA NET
9,
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sent_bytes

"request”

"user_agent"

ssl_cipher

ssl_protocol

target_group_arn
"trace_id"

"domain_name"

"chosen_cert_arn"

B

DZATURN(VIIAR)ICBRENDBEOY A X ()N NEA), H
TTIPUOTIARNDBE., ChICEAYA—HNFEEThET., DFE
WebSockets, chiFEHETOTA T NMIEEEhEHLNA N RTT

o

DZAT2RASOVIIANMIEZESIAFTHENRTEHY ., XD
FRzEALTOJICRBBENE T, HTTP XYY R+ ZTOKNJILY/KR
ANAR=Buri+ HTTP N—2 3>, O—RNZ =&, UIIAL
URI ZRRITDEEIL, ITAT MNP SEFEENLURLZZDOESE
RELET, 7O0€RAOT 7740V TV RATEREELEE
Ao COTA—)LREVNEIZEERF, JF4T> RN URL ZIAEL
EREEEZERBLTLSEZ L,

DOTARNTDIZ AT NZEEET S User-Agent XF5I (ZE5|A
BTHENES), COXFHIE, 1 DUELEOHRSR ID (EHR[//N—>32))
hoBRENET, XFIHN BKB KYRVWEESRIIWERTSNET,

[HTTPS U RAF—]SSL S, UAFT—H HTTPS URAF—TlkiE L5
&, COER-ICHREENET,

[HTTPS W RAF—]SSL 7O RN YAF—A HTTPS URFT—TlEH
WEE, COEE - ICEREEIhET,

A=Y NT)—7® Amazon ')V —AZ— L (ARN),
X-Amzn-Trace-ld AY A —O ATV (ZESI AR THENRET),

HTTPS URFT—]TLS N R IAOHRIZVSAT R SEREMEH
B SNl RXA 2 (ZESIA/TEHENE D). VFAT RN SNIZY
R—RLBEWEE, ®D2VERXAUHNFEHEE—HET, 777K
DEAEN VAT MIRRENEZE, COERK-EAYET,

[HTTPS URF =1 VT4 T2 NIRTRENDFHED ARN (ZE5| AR
THENET), LY arHFBRATNDHE,. COfER session-r
eused ICEREENET, UAFT—HAHTTPS URFT—TREVES.
COER-ICEBEENET,
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74—=)R E7E

matched_rule_priority UV ITARNC—HLEIL—IOBEEOHE, L—IILF—HLELEE,
DfElE 1~50,000 ICB&NET, —HTBRIL—IIUHEL, FT7HILNDOT
D2AVHFRTENLEE, COERKOICEREETNE T, IL—ILOFE
FICTIS—HARELEGEE., 1 ICRESCIhET, TOMOIS—0NIE
alF. -ICEBREEhET,

request_creation_time O—RNZH—DOSAT2URNASVITANZZTE D 128l (ISO
8601 F3X),

"actions_executed" DOTANOMEBRICETENDT V>3 (“ES|AFTEHENE
F)o D, ETENBD TV THRHENATVIEZEDHS
ENTEDAURRYYDVARNTT, FRXFELKBWIUITITARNEE
TTOIVHFERITENBWVEES, COER - ICREENET,

"redirect_url" HTTP LARAOOT—> 3 AYEA—QURALIRNE—SYRND
URL (ZESIAXFETHD), UFALIKNT I AUNETENEN,
EBE, COER - ICEREENET,

"error_reason" IZ—EHI—R (ZESAFTHENAED), VIOITARNKHKL EE
A, chiE IZ5—E8BHI—R THRETATVWAVWIThAOIZT—O—
RiCBVYET, EFEhETOIIIVAFRATIIaAVEESERN, =
& R—7Y ND Lambda I TRABWVEES, COER - ICREEIE
CB

"target:port_list" COUIDTANEZREBLEZ—TYRDIPT7RLAER—NDAR—
ARG OV AN (ZESIARTHENET), RE. COUANIE1
DNEBEZEHDENTE, targetport 74 —)LRE—BLET,

DZAT RV OTIANEBFZEBLBEA D 2BE. O—RNTY
B—@FR—TYRNIVIIARNETAANYFTET, COEN-ICFR
EEhET,

X—4"Y N Lambda BB DIBEES. COER - ICREENET,

DOTARNNF AWSWAF IC&2T7OY VEnBE. COER - ICF
EET N, elb_status_code DMEIE 403 ICEREESNE T,
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"target_status_cod B=TYRNODRBELPSOAT—RAOD—ROAR—AXY) DU A
e_list" (ZESIARFTHEENE D), BE,. COUARNIEF1>DOEEZEDS

C ENTE, target_status_code 714 —J)LRE—BLFT,

COfEE. 2—=TY MOEHRNSEILIEh, XI—TY NFRBEEREEFEL
FEADABRENET, TAUADBEE., - CBREELET,

"classification" desync B2 (ZES|IA/FTHENET), VI I AN RFC 7230
ICE#L TVEWIEE, TAEER{E(E Acceptable, Ambiguous, & KX TF
Severe T9Y,

DOTARNN RFC7230 ICEHL TWBIEE., COEE - ICEBEEIE
9,

"classification_reason" Z¥EEHI— R (ZESIARTEHENRET), VT AR RFC7230 (2
EWLTVEVEE, Chik 2E0ER THASNTVWS2EI—R
N12TT, UIITARNN RFC7230 (CEHL TVBHEE, COfER -
ICRREENET,

O—RNZOHY—R, 2T ETO23a>aTOEAOY D actions_executed 7 1 — )L RIZHE#K

« authenticate —O—RNZUH =k, L=IBRETEETNATVWAELSIZ, Ly a2 ziil
L, I—%—%FiAL, 1——BHEZVIITAMMYEZ—IZEBMLEL I,

« fixed-response —A—RNTZH—@F., I—-IBETEEENELEEL AR AZRITLEL
o

o forward —O—RNZUH—EF, I—IBRETEEETATVDRELSIC, UIJTANERZR—TY N
(CEIELEL 1=,

e redirect —O—RNZUH—EF, L—IBRETEEENTVDLSIC, UJITARMEHF® URL
CI)RAALIRNLELE,

e waf —O—RNZHY—EF, VITANER—TY NIEETIHEN HDIHESHEHEIT
2LEHIC, VIJITARNE AWSWAF ICEEELELE, ChNBRKRT V3 THDHE. AWS
WAF VT ANEIERTIHENHDEHBILEL .
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IHABENTLET,

Transfer-Encoding A Y & —IZ R EREAESE
nTLVERT,

JOTANURIIWICNULL XZEEFF U Y
SUBR—=UNFEBEERATVET,

DOTIARXYY ROFEXANELSHY FRE
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DOTARNN=232OEANELLHY EE
Ao

1) 2 T A NIZ Transfer-Encoding AY X —&
Content-Length AY X —DEENEENTVE
CB

B UE%ZF 28D Content-Length A Y X —
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MDesync
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roContent
Length

MultipleC

ontentLength

MultipleT
ransferEn

codingChunked

NonCompli
antHeader

NonCompli

antVersion

SpacelInUri

Suspiciou
sHeader

Undefined
ContentLe

ngthSemantics

Undefined
TransferE
ncodingSe
mantics

S

NYHE—HNETHDH, AR—ADKZEBTIT
AHYET,

GET XL HEAD UJITAKNDEZO0 LTS
Content-Length AY X —A"H V) £,

Rx2EZFDOEFHD Content-Length A Y
A—HFH)ET,

EE ® Transfer-Encoding: chunked A Y & —#

HYERT,

ANY Z—(Z ASCIl A DX F & 1= I F A

BENTLET,

DOTANN=D3VIIAREBENFrEEATV
S

DOTANURIICURLI>O—RENTLVE
WAR—ZAABENTVET,

—MROBETEFANERICEMNZEAL T
. Transfer-Encoding & 7z (& Content-Length (Z
ERILTEBAYVHA—HNHVET,

GET ¥ HEAD UOITARNAILEZEE QI
Content-Length AY X —A"H V) £,

GET £/1@F HEAD VUV IANAILERE NI
Transfer-Encoding AY X —A"&H V) £9,

98

Ambiguous

Acceptable

Severe

Severe

Acceptable

Acceptable

Acceptable

Ambiguous

Ambiguous

Ambiguous
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IZ—#EHI—R

O—RNSH—HFRET V23 E2ETTERVES, O—RNZOH—RBFT7oAOJ70
error_reason 7 41 — )L RICXODVThADEBHRI-REZRELET, £, O—RNATUH—REFRE
9% CloudWatch X NU O AZE DL ET, FMIC DOV T, "Application Load Balancer Z £/ L
TI1—HY—%RiAT5, 2SRL T LEE L,

J—R EL)z] XNDUORA
AuthInval SREE Cookie N"EXMT T, ELBAuthFailure
idCookie
AuthInval NR—=O2ITRKRANDSDRBIANFETI—R  ELBAuthFailure
idGrantError HNEMTT,
AuthInval DR =9 HNEEHTT, ELBAuthFailure
idIdToken
AuthInval RENTA—INEDTT, ELBAuthFailure
idStateParam
AuthInval R—=DO2IVRERANDEDL AR AN E  ELBAuthFailure
idTokenRe MTI,
sponse
AuthInval A—H—EHRI>RRAMDSDLARA  ELBAuthFailure
idUserinf HEMTT,
oResponse
AUthMiSSi wunIEI/ I\T’f/ I\b‘ba)wunIEL/ZT/ZL_\ ELBAuthFailure
ngCodeParam Fcodes EVWSHEBIDIITIINZX—2AHY)

Ft A,
AuthMissi AT RIRARDSORREEL AR AL, ELBAuthError
ngHostHeader RARMAYE =T 1= )LRABYVERA,
AuthMissi AT RAIRA UMD SDOEREEL AR AU, ELBAuthFailure
ngStateParam Fstates EVSHEBDIITIINTX—2HH V)

A
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J—R

AuthToken
EpRequest
Failed

AuthToken
EpRequest
Timeout

AuthUnhan
dledException

AuthUseri
nfoEpRequ
estFailed

AuthUseri
nfoEpRequ
estTimeout

AuthUseri
nfoRespon
seSizeExceeded

MER—T7Y NTIL—TANOVIITARNKRELIZHEE, O—RNZOH—RBT7o7AOJD

S

R—=O2IVRERAVRDPESIZ—LARYA
XX B BHVET,

A—RNZ2H—@., h=O2I2VRKRA2 b
EBIETEXREA.

O—RNZH—TREBEENZVEIANF REL
FLE,

IdP A —H'—1B8|I> RRAMNHPSITF—L
ARZA XX AN HFHV)ET,

A—RNZH—E, IdP I—Y—FHI> R
RAVKNEBETEEEA,

IdP A8 RENEIL—LOH A XN 11K NA
ReBXELE,

error_reason 7 1 —J)LRIZXOVWTNADIZ—I—RZREFLEXT,

J—R

AWSALBTGCookieInva
1id

WeightedTargetGrou
psUnhandledExcepti
on

B8

XNUORA

ELBAuthErrorxr

ELBAuthError

ELBAuthError

ELBAuthError

ELBAuthError

ELBAuthUs
erClaimsS
izeExceeded

MEX—7Y NTI—7THEAE NS AWSALBTG Cookie A&

MTT, EEXIE., Cookie flEAN"URL II—REhhTWVDE

&, O—RNZOH—RBINIZ—%ZERLET,

O—RNZH—TRBEIABZWVWHANFRELRL L.
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Lambda BIEIAND U O T A NN RBL 8BS, O—RNZH—RET7 o2+ AOY D error_reason
714=)ILRICXROVINAODERI—RERELET, £k, O—RNSUH—ERIETS
CloudWatch X R O A%#B oL ET., FMICOVWTIE, Lambda FOHL T3> #3BLTL

2TV,

O—k

LambdaAcc
essDenied

LambdaBad
Request

LambdaCon
nectionError

LambdaCon
nectionTimeout

LambdaEC2
AccessDen
iedException

LambdaEC2
Throttled
Exception

LambdaEC2
Unexpecte
dException

LambdaENI
LimitReac
hedException

SHI:I

o

O—R/NZ>H—I(C, Lambda BBz H T
TOLAERNHYEHATL

DFAT VRV IOTAMMY T —FRFAXIC

UTF-8 XFD AN EENTVALVLZS, Lam
bda FFOH LA"KRBAL KL =,

O—RNZ>H—2H" Lambda ICEHETEERE
Ao

Lambda \NDEHEN XA LT INLUEL

BB O H 2 Amazon EC2 A" Lambda A
NDT7ItEAZEELEL L,

BB O AL F (Z Amazon EC2 A" Lambda %
FELEL L,

BB OAEAILF Z Amazon EC2 TFHIL &\
BIANFELEL =,

XYRND—=DA4Z—T I/ ADHIRZEEX /-
/=% . Lambda & Lambda B8 DR ETIEES

NEEVPCORY ND—=UA2V =TI AR%
ERTEERLBATL I,

XNUORA

LambdaUserError

LambdaUserError

LambdalInt
ernalError

LambdaInt
ernalError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError
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J—R

LambdaInv
alidResponse

LambdaInv
alidRunti
meException

LambdaInv
alidSecur
ityGrouplI
DException

LambdaInv
alidSubne
tIDException

LambdaInv
alidZipFi
leException

LambdakKMS
AccessDen
iedException

LambdaKMS
DisabledE
xception

LambdaKMS
InvalidSt
ateException

S

Lambda EA S DL AR AQOFERN BEIE >
TWBA, RETA1—I)LRFEENTVEY
Ao

BEENE/N—2320 Lambda 522 1 Al
HR—KREhTVWEEA,

Lambda B O ETCEEE N LEFI U T4
IINL—7 1D AEMTT,

Lambda BHORETHEEENEYTZYNID
NEWNTT,

Lambda IFEEEE NEBERO zip 77 1) Z2 &
HRTEFEFEBATL L,

KMS F—ADOT7 VAN ERENELD, L
ambda FIREBELHZESTEETBATLE, L
ambda BBED KMS 7V AER Z /R L TL
&V,

BEES N KMS F—HNFEMWtEnizik

. Lambda FIREZHZESTEERHEATL
7= Lambda BAE M KMS ¥ —REZRREL T
<EEV,

KMS ¥ —DREN B TH S -8, Lambda
FREBELZHEESTEEREATLE, Lambda
B KMS F—5 R EZHIEL TS,

XNUORA

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError
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J—R

LambdakKMS
NotFoundE
xception

LambdaReq
uestToolLarge

LambdaRes
ourceNotFound

LambdaRes
ponseToolLarge

LambdaSer
viceException

LambdaSub
netIPAddr
essLimitR
eachedExc
eption

LambdaThr
ottling

LambdaUnhandled

LambdaUnh
andledExc
eption

LambdaWweb
socketNot
Supported

S

KMS F—A"R oA 5B hN27/®, Lambda
FREZHEESTEEFLATLE, Lambda
B D KMS F—EREZBEL TS TV,

DOTARRF1OH A4 XlE 1 MB 28Bx TV
9,

Lambda BEIE R O>H VW EXKBATL 1=,

LARAODHALAXIF1MB EZBZTVET,

Lambda AEIZ—HAHELEL =,

Lambda &, 1 DM EOH TRy NCERT
BER IP 7 RLAN W8, Lambda B8ZkD
VPC 7O EAZRETEELERATL

DOTANNZTES -, Lambda AT
BEhEL I,

Lambda B TREBZ "B VWHIANl BELEL
o

O—RNSH—TREBENEVFANI FKEL
FL I,

WebSockets & Lambda TlEHR—Kk&Eh TV
Ft A

XNUORA

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserErroxr

LambdaUserError

LambdaUserError

LambdalInt
ernalError

LambdaUserError
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O—RNSOH—HDVIOITARN%E AWSWAF ICERIA TR EZICTIS—NARETDE, O—RNTFY
H—@FE 7o AOT® error reason 7 4 —=)LRIZXOVWTIADIZ—I—REZREFELE T,

d—R B7L):

WAFConnectionError A—RNZH—# AWS WAF ICERTEEE A,
WAFConnectionTimeout AWS WAF NDEGRNF ZA LT IRNLEL I,
WAFResponseReadTim AWSWAF AND U IJTARNANBZALTINLEL I,
eout

WAFServiceError AWS WAF A" 5XX TZ—ZBL &L 1=,
WAFUnhandledExcept A—RNZH—TREBE B VA RELEL I,
ion

OJI> kYo

RTEOJIVRUDOBZRLET, BiARPI<IZLEHLETOENT, TFANIERDOTICRT
TNTVERT,

HTTP > kU4l

ROBIE, HTTP URAF—OOJ I NJUTY (R—b 80 A 57KR— b 80),

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

0@ 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"

HTTPS T2 U4l

XOBIE, HTTPS URAF—OOT I NJTT (R—b 443 »5KR—b 80),

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©.037 200 200 @ 57
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"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-
east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02T722:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-"

HTTP/2 T2 k1) i

HTTP2 ARV —L0OT7 I NI OFIZRICRLET,

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" -

WebSockets T K1) B4l

WebSockets ##HOOT I N OHIZEXICRLET,

ws 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 1@1 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "-"

47 WebSockets T N1 @4

LT, X215 1 TREE Iz WebSocketsiZHNOT I NUDOHITT,

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 ©0.000 101 101 218 786
"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
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arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "-"

Lambda OBEHOI> N D,

B2 L = Lambda BEEEAND UV TAMOOT I KBl RIZRLET,

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30QT22:22:48.364000Z "forward" '"-'" '"-'" rororowown_wow_n

KUz Lambda EBADQUIITAMOOT I M UFIZERICALET,

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse' '"-'" '"-'" ‘-t w_u

TOEAOQT 774 DOunE

TORAOT 774N EEHENET T, AmazonS3 AV = Z2FEALTT7 7ML 2H< &, 77
1INEBRE N, BEAIKRTENET, 774N E2FDOO0—RTDEHE,. BHRERRITDICIEHEER
TRIMENHVY)ET,

VITHARNOFENFrREVEERRE, O—RNSFVH—ICL2>THGCBOTF—REOOT 77 ALY
ERENDENHYET, line-by-ine LEBZFEAL TAENDT—RZRBETEZVWEENHY K
T cDS, FBRICLEL2TR, AIREBYV1-2322RUIZONY I ZERAITILEND
WEY, FIARE., ROGHY - ZERIZETIVLAOTOSHEMEBZITIENTERT,

« Amazon Athena kA4 > 2S5 0T 47T )H—E AT, Amazon S3 ANTF—X Z1EH SQL %
AL THECOWNTEDRRDICHEYET, FMICOWTIE, Amazon Athena 1—H'—HA RD
Querying Application Load Balancer logs 2B L T & L\,
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« Loggly
+ Splunk
+ Sumo logic

Application Load Balancer O 7 7 AOJ ZEMICT S

O—RNZOH—0OF7 O AOTZBMICTREEE. O—RNZH—HFOJZRETS S3IN
TYRNDBRBZEETIHLENfBYVET, cONTYRNE, NTYNCTIVEAOTZEEIATHT
% Elastic Load Balancing ICffE325/NT Y RKRU—HFYETT,

RAY

« ATV 1:S3NTY RNZERT S

c ATV 2S3NTYRNICRIUS—ZTEVYTFITS

« ATV 3 TFOLAOTERETD

« ATV 4 NT Y NEEIZRRER

« RSN -—F12T

ATYT1:S3INTY NE2ERTS

TOERAOV 2B TREeER, POEAOTDSINT Y NeEEETRIHEN HYNET, BBIFD
NTY NZFERATDH, PORAOJERONTY N2ERTEET, NTYRE., ROBH#EFLE
LTVWRZENHNET,

BH
s N7y NE, O—RNZUOH—ERUV=2aVICREENTVRHSENHYET, NTY NE
O—RNZH—, BBBITAIVNILYABETERY,

s YR—RENTLVRIHE—DOH—N—RIOBESILFT> 3> E, Amazon S3 ¥ R— RF— (SSE-
S3) TY, FMICDOWVWTIE, [ Amazon S3 ¥ EX—2 REES{LF— (SSE-S3)1 2FRL T IEE
W

Amazon S3 V=)L ZFEALTS3I/NTY NEERTZICIE

1. Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZHE £ J,
2. N7y hZER] ZEBRLET,
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3. INTYDREER]R—DT, ROBEZERITLET,

a. NTYRBIENTYMOBBZANLET, COFHIE. Amazon S3 ATEEFD, X
TONTY RBOHRT—ETHAVENHVET, V232K >TR. NMTYRRBRICE
DOFRIFZTSNTVWDRENHYET, FMICDOWVWTE. "TAmazon Simple Storage
Service 1—H—HA R, @ "NT7 Y hO#HEIWEHIR) ZSRBLUTKEZL,

b. [AWS U—232T, O—RNFH—ZERKLE)—2a>ZBRLET,
c. [F7#AIBNDOESI]ICIE. [Amazon S3 Y&x— R¥— (SSE-S3)] ZiBIRL £7,
d [INT7vY hzER] Z2BRLULET,

ATY T 2.S3NTYRNIRIVD—ZTEYFIS

SANTY NI, NTY NMITOAOT Z2EEIATFF I % Elastic Load Balancing I35 % /\
TYRRV—DNRBETT, NTYRRIUD—F, NTYRNOT IO LAFTEERTDLEHICT I
ARV —FEBTRABRENEZISON AT—R X MOOL Y2320 TT, EAT—KMXAVNCZE 1

TORAFAICETRBEHRIFeFEN, " EOIL XY MNFEREhET,

BICARVD—HFTEYFERATVWBEREONTY h2EAL TLWSIHFEE., Elastic Load Balancing

TOERAOQOVOAT—RM X RNERID—ICEMTEERT, COFES. BRELTERENDT O
AEROEY MY, TORAOQAVONTY MAOT OV AZXEBEETDI—F—ICRLUTEINTHS
CEEBRIBDLHDIC, COEY NEZFMETR L ZHEBHLET,

ERATRENTY NRUS—
EATAINTY NRUD—E, AWS V=232 V-2 DRATIZLNET,
2022 £ 8 ALARICRIAAREICE -3

CORVD—F, BEEChEOQJBREY—EARACEHTZNAELET, CORII—EF, LT —
TAVOTRATZE) T 14—V —2& Local Zones e HBDO—RNZOH—IZEALTLSEEV,

N N
\!

ll

DTN T4V 0 (NATFZIN—R)
STINDT 14y (XILKRILY)
FEBEI (AILAH)—)

BRM (ARA )
« KM (F1—UvEk)
s A RATZIIN (TILTET)
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https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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- HR (777 EREER)

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}
]
}

2022 £ 8 A& YRICRIATgEIC AR ) —2a Y

R —I&, IEE N Elastic Load Balancing 77T N ID I ZNELET, DR
=i, LTFTOVANCIRBETNATVND V=232 0F7RAFEDF 14—V —2FkF Local Zones
CHBAO—RNZH—ICFEALTLEEL,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"

.

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}

%, 1)—23 20 Elastic Load Balancing AWS 7 HV > R® M ID elb-account-idIZBEHZA &
CP

- KEZRE (/N— ZF74L88) - 127311923021
« REERZ (F/\1 7F) — 033677994240
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KEREI (dLH ) 7 #ILZTF) - 027434742980
KEFES (4L ) — 797873946194

ZVH (T—7"32J2)-098369216593
STIND T 499 (FB) - 754344448648
ST T4v 9 (¥ HIAR)-589379963580

7
STINSG 7499 (LNA) - 718504428378
7
7

\’l

STINS T 49 5 (KIR) - 383597477331

(

(

(
STINS 7 494 (YI)L) - 600734575887
(
(>

\’l

STINS T 499 (22 HAR=IL) - 114774131450
ST 7498 ~—) — 783225319266
STNSTAYY (ia) — 582318560864

F4 (P EB) - 985666609251
529 7)LN) - 054676820928
15> R) - 156460612806
M (O R - 652711504416
—Ov /N (25 /) - 635631232127
B (/1)) - 009996457667

B (R R Y 278)L L) — 897822967062

(/\ L —>) — 076674570225

BXK (Y /8™ 0) - 507241528517

\ll

% N N NN Y H H N
\ll \’l

ik

my-s3-arn & T OV AOTZRETHEAMD ARN ICE
TY S 3TCTIORAOTZBMICTREEZIL T LTIV IRZEBETIHNEDINICK>TERYE
9,

TL714Y9RFED ARN DO Fl

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

7L74v AR L O ARN OF

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

EWMATLEEV,

SETD ARN ., &

T EAOTOEMIL
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Effect A" NotPrincipal® & Z (2 ZFEHAL £9Deny,

Amazon S3 /N7 Y RARUZ —A" % fBEffect TEALDeny, LT OfINotPrincipal il RT &S
2 A"EFEIhTVREEE,
logdelivery.elasticloadbalancing.amazonaws.comf'Service J ARNICEFNhTVWA L
ZHERLTLEZ L,

{
"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

}I

AWS GovCloud (US) Regions

CDOR) I —I&, IESE N Elastic Load Balancing 7T N ID ICEFAZNELET, DR
S—ik. LTFOURNIREHENTLS AWS GovCloud (US) U —J 3 Y OFPRASE YT 1 —Y—
> &zl Local Zones ICHBO— RNF U H—ICERAL TS EE L,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws-us-gov:iam::elb-account-id:root"
3,
"Action": "s3:PutObject",
"Resource": "my-s3-arn"

%Z. AWS GovCloud (US)lJ—= 3 > M Elastic Load Balancing AWS 7HV > K® @ ID elb-
account-idICBEBRAET,

« AWS GovCloud ( KE#EEB) — 048591011584
- AWS GovCloud ( K E5#) - 190560391635
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my-s3-arn &7V AOTZRIFTDIHFAMO ARN ICEEMA TS EEV, EETS ARN I, A
TY73TT I RAOVEZEBNMICTREEILT LTIV IRZEETINESHICL>TERRBYE
EE

« 7L714YvORNED ARN DOl

arn:aws-us-gov:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

« 7L74Y IR LD ARN OF

arn:aws-us-gov:s3:::bucket-name/AWSLogs/aws-account-id/*

Outposts Y —2

RORVD—ZFEALT, BEEChEEOJBREY—EALCHTZFELET, Outposts Y —>20
O— KNS H—CRCORUS—EBALET,

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"

.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/your-aws-account-id/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

Amazon S3 ZFEALTTF7 IV AOTONT Y RV —ZNTY NCTRYFI%

1. https://console.aws.amazon.com/s3/ CAmazon S3 AV — )L ZFHEE T,
NTY hOBRIZBERL T, TOFMER—TZHEXT,

[FFal 22BRLTAHA S, [NTY RRUZ =], @RE] OIEICERLET,
PEBHAZNETDLSIENTY MRV —Z2EHLET,
EEOREF| Z27UYILET,

o & DN
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ATYT 3 TORAOVEZRET S

UToFEZ2EALT, SSNTY OO T77M4) %, RELTEEFEIZDLSIC, 7TOoEAOV %
RELET,

B

NTY NEATY 7 1 THREALEBEHZBLELTVRHLENHY, ATV T2 THALLERSIIN
TYRRID—ZTRYFIRIRENHVET, TL7AVIRAZEETSHEE. XF5 T, 28
HBE>FTEFTREAAWSLOgs,

A=) zEALEO—-RNZ2H—0OT7 7 AO07 OEMIL

1. Amazon EC2 1>V —)L (https://console.aws.amazon.com/ec2/) ZHE £ J,
FTETF—=23RA2T, [A—RNZ -] Z2BRLET,
AO—RNZ2H—0ORBFHZERL T, TOFHAR—ZZHEET,

[BiE] 27T, W] 2BRLET,

[EZ&VT)1T [ 7oAOT1 27 ICLET,

[S3 O —>3av] ik, OY 774D S3URI ZEANLET, EETDURIE, 7LT74v
DABRFEALTVBRIHLESHICK>TERYET,

o o bk~ w0 DN

s L7414V OANMFWVE URI: s3://bucket-name/prefix
« 7L74Yv ORI LDURI:s3://bucket-name
7. [BEEOREZVVYILET,

AWSCLI Z2FERALTT7 2 AOT 2B TSICIE

modify-load-balancer-attributes 1N > RZETLE T,

TORAOVDOSINTY NEZEETBRICE

TOERAOJAICERELENTY NEZHIRTDHEIIC, BFT7IEAOVZEMNIZLET, ChZETh
Ve, BFFIBELTVEVAWS 7HD NI, ABUBBITHERZRNT Y RARUS—%ZFOH
LWNT Y RAERE N =154, Elastic Load Balancing "O0— RNZ > —0TF7o+€AO0J %, *
DFLVUNTY NMCEBZEAATLULERSAEMN BV FT,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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7\T‘y7 4: NT VY hn?jEﬁEm,\

TOEAOJ 20— RNZH—THMIC TS &, Elastic Load Balancing l& S3 /N v N Z#&3E
L. TARNTZ 74N ZERLT, NTYRRVD—DRBEBTIVLAERZEETDELDICLE
o Amazon S3 AV —I)LZFERAL T, TARN T ZPAINERE N L 2BRTEET, TAD
T77ANRGEBOT7IOEAOQT 774 TRHEL, LO—RARFEEFNRTVELE A,

Elastic Load Balancing #" S3NNT Y NMZTARNT7 7MLV ZERL L 2BFEITHICE
1. Amazon S3 112V —JL (https://console.aws.amazon.com/s3/) ZBE £ J,

2. TOEAOJRECEELENTY OB ZBIRLET,

3. TAKNZ774) "ELBAccessLogTestFile, ICBEBILET, HF. 7L 71v O RAEFEAL
TWABAHESHICK>TERYET,

s L7414V IANMMFTVTWVWBIHEEDEFT: my-bucket/prefix/AWSLogs/123456789012/
ELBAccesslLogTestFile

s L7 14V ANV TVWIEVEE DIBFT: my-bucket/AWSLogs/123456789012/
ELBAccessLogTestFile

NZTNZa1—F12Y
TORAEBLS—HFRRENDHER. UATORRIEZSNET,

s NTY KA, NTY NCTOEAOT ZEEIATEFF I Z Elastic Load Balancing Icff5L %W, ¥
D=3 VICRUTELWATY RARDD—ZFEALTVWBR L ZBRLTLSEETVL, VY—A
ARN T, POt AOQ7Z2BMICLEEZBICEBELLEOERUNT Y RENFERAEATVWS L2
BRELET, PORAOTZEMILEELEZILTL 74 OREBEBELEN 2 EHEEE. VY—R
ARNICTL 71 YORAFEENTVERVZEZERELTLSEEZL,

s NTY KK, YR—FERTVEVWF—N—BIOBESAT>a>eFALTVS, NTY N
l&. Amazon S3 YX&—> R*¥— (SSE-S3) 2R THHEN HYWE T,

Application Load Balancer O 7 7 AOJ Z#BMICT S

O—RNSH—0T70AO07E., WOTEEMIITERT, 7ROV ZEMICL ERE,
HIBRg2ETTIVEAOTESINT Y NCERENEERICEY ET, FMICOVTIE, Amazon
Simple Storage Service 1—%'—H4 RTNT Y NOFERAICOVWTSRBLTLSEE L,
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/creating-buckets-s3.html
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AV =) Z2ERALTIT7I7EAOVZENICTRICE

Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
FTETF—=23RADT, [A—RNZUH—] Z2BRLET,
A—RNZ2H—0BEZEBRL T, TOFHEAR—ZHEEET,

[BiE] 27T, [wE&E] 2 BIRLE T,
[EZRVIIT[(7PoEAO1ZFT7ICLET,
ZEORTF|Z2VVYILET,

o 0~ w0 DN~

AWSCLI ZFERALTT77AOJ 2 EMICTBICE

modify-load-balancer-attributes 1¥ > RZE{TLEJ,

Application Load Balancer ®#Z&:0%'

Elastic Load Balancing I&, O— RNZ U H—ICEEEn U IANIET2FMEERZT v
FrI7EEOTZRELET, FOT LK, 94T RNDIP T RLAER—K, URF—KR—
N, FASATVS TLSESEZORIL, TLSN RIS IODLATOI—, BHEAT—2R
A, VATV NEBREOHMAB EDBERNIEENET, ChsoEROJEFEALT. UIIAN
NEZ—=2 OB HREEONTZ TN 1—FT AT ETHIENTEET,

E#O Y &, Elastic Load Balancing #7723 > #EETH Y, F7 AL KNTREMICE>TVE
T, O—RNTUH—nEHKEOT 2E#IZT S &, Elastic Load Balancing 07 &#F v 7’F v L,
Ef77A4INELTIELE Amazon S3NNT Y MMIRTFLET, #HEOTBEVOTEEMICTESR
E

Amazon S3 NDARL—JARNBERELETH. Amazon S ICOT 77 AN EREETD DI
Elastic Load Balancing "R T2 FHICOVWTRBERERELEFEA, ANL—IAMOFMIC
D2VWTIE, Amazon S3 DRIE€ZSRBL TS EE L,

AE

- BHOJ 7740

- BEEOJI N

- OJIRUDHI

- BHEOJ 774 0O0E
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://aws.amazon.com/s3/pricing/
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« Application Load Balancer ®##:O 0 Z &N T3

gEHROJ 774

Elastic Load Balancing &O—RNZH—/—ROOTJ 774N 255 EIZHITLET, O
BECEEREAM M ®VET, O—RNZH—7EF., BUBBIIC DV TEROOITNIRITEND
CENBYNET, ChEFBE, YA NIBRZ 71V INHBIBEICRELET,

BEROJOT77/4LEE. ROFEAZEALET,

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
conn_log.aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket (/N7 ¥ )

SINTY NOREHE,
prefix
(FA72a2 YNTYROTLT7 1Y O GRERE). BETHTLT1YITAILXF
5| AWSLogs ZEHD L TEFH A, FMICOVWTIK, "JL71vOREFERALTAT
JIVNEEETD EZRLTSEZL,

AwSLogs

BELENTY NBEAT2IA2OTL 714V IADREIC, AWSLogs THRED 77 M IILEBHHH
EmEhxrd,

aws-account-id

FRIEED AWS 7HD2 N 1D,
region

A—RNZ =R SINTY RO —232,
yyyy/mm/dd

OJHEEE B,

load-balancer-id

O—KAS>H—OUY—RID. UY—RAIDKASYL I () FEEATVRBE, EUFK
() CBRENET,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html
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end-time

OJEBROBRARTLIEER, X, ¥ THEB 20140215T2340Z 21k, UTC £ Zulu
RFE M 23:35~2340 IZITO MU I IARNDIV RUNEENET,

ip-address

VDOIANEZREBLIZO—RNZH—/—ROIPF7RLA, ABO—RNZ>H—0FE. 7
TFAR—=KNIPT7RLATTY,

random-string

SATALALLR>TERENIET U H LXFS,

"1 27 L74v0REFTROT77MNBOBZERICRLET,

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

TL74YOANFVTVAEVOT 7 74ILBOBIEROIDICEYYET,

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

MKRERIZERFOT 774N 2BEONTY NCRETERTN, O 774N 2BBNICT—H147
FLEBHIBRTBICESIC AMazon S3 T4 7B A VINIIL—IIZERTDEETEXRT, FMICOV
Tl&. Amazon Simple Storage Service 1—H'—H A RO "A7 2T O NDTATHA VI OERE
ZSRLTLEEY,

BEHuOJI MY

BERATCCC, #BEOQTT77AINICIRNIFBYET, VFAT NI TVIARNDEERER,
BRI KGENTHID, FKENTHINICE>TREWET, FRGERICE 1 D2OVIIAN
AHY, TOERAOQJEEHEOTIC1 DOI MIAMERENE T, KENSERICEEHD D D
TARS®BY, POERAOTICEHOIY NIAMERE N, #EEOTIC1 DO MUAERES h
xY,
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« IZ—HEHI—R

3
BREOJIVNURROEREEALET,

[timestamp] [client_ip] [client_port] [listener_port] [tls_protocol] [tls_cipher]
[tls_handshake_latency] [leaf_client_cert_subject] [leaf_client_cert_validity]
[leaf_client_cert_serial_number] [tls_verify_status]

ROREF, BEOJIVRNIOT7 A=) RZBEFICRLTVET, IXNTOT7 1 —J)LREFAR—AT
XIshTVWET, iLLW 71— )LRABAEThD &, OJIVNUVOKRRICEMENET, FTHL
TWEA2EOJIVRN)DREDT 1 )L REERITILEN HY XTI,

714—=)L R . BA

timestamp A—RNZ S —HFEGEOBIULICKIIELEFEREL K 1SO 8601 XX D
R o

client_ip DOTARNEBEEBELEIZATMDIPTRLA,

client_port DOTARNTDOIZAT > MDOR—K,

listener_port DSAT NI OIARNEZETZIO-—RNT =) AF—0DKR—
Mo

tls_protocol [HTTPS DRFT—] N\ R ITAVHRICERAET NS SSUTLS 7O~
Lo COT714—=)LRIF, SSLITLS MADUV VT AKN-TR ICRREEThE
E

tls_cipher [HTTPS URFT—] "\ R IAUHIZERAET NS SSL/TLS 7O K
Lo DT 4 —=)LRIE, SSLITLSUADUV I T AR-TR ICRREESNE
9,

tls_handshake_late [HTTPS URFT =]\ R IA VN KRBT B ETICEB L/T‘E VERE
ncy NEFTREZREMNTRLEENDTT, cO71—J)LRE. XRD-BE
I ICRREENET,

ZEVIIAMFISSUTLS UOIARTRBY EE A,
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714—=)LR

leaf client_cert_S
ubject

leaf client_cert_v
alidity

leaf client_cert_s
erial_number

tls_verify_status

IZ—#HEI—R

B
s NRJIAVRBERICHIALEIhIEA,

[HTTPS URF—]U—T 954 T NEAEOH TSIV RE, D
714—=)LRIF, XKO-BEIC ICREETNET,

s FEVIJITANEISSLTLSUOITARNTREBY EFEBA,

s O—RNZH—URAF—EFE mMTLS ABMICHE2>TLVER A,

s Y—N—R@G V=704 F7 > NilBEZO— RIBNTEEFL A,
[HTTPS DAF—1 V=T 054 T7 > NIAEOEMME, not-after

ISO 8601 R, Tl& not-before BKT TT, O 71 —J)LRIF, X
D-BEIC ICREENET,

s FEVIUITANFSSLTLS UOTIARNTRBY EEA,

e O—RNZUH—URAF—E mTLS AFEMICHE>TVWEEA.

s Y—N—R@FV—=T05A4F > NIAEZO— R/IBHTEXE A,
[HTTPS URF—]U—T 954 F7 > NEAED VT IILE ST, D
714=)LRIEFE, XO-BEIC ICREENET,

e FEUIVITANFESSLTLSUITARNTIEHY) EBA

s O—RNZUH—URF—E mTLS AFEMICHE>TVWELEA.

o Y—N—EFV—T0F5A4F7 > NIBHEZO— R/BITEEEA,

[HTTPS UAFT—]#EHEVIITARNDAT—R R, EENEEICHEIL
EThizSuccessBE., CDER TT, EENSKKBLEBEE. EIE T
JFailed:$error_code .

O—RNZUH—ANEEEZRITEZVESE, O—RNAZOH—RGEEOTICROVTIADERH

Od—RZEZRFELET,

BEHEOJIV R
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Code

ClientCer
tMaxChain
DepthExceeded

ClientCerx
tMaxSizeE
xceeded

ClientCerx
tCrlHit

ClientCer
tCrlProce
ssingError

ClientCerx
tUntrusted

ClientCerx
tNotYetValid

ClientCerx
tExpired

ClientCer
tTypeUnsu
pported

ClientCer
tInvalid

ClientCer
tRejected

UnmappedC
onnectionError

SHI:I

B

DZAT > NIAEFI—2DBRAREEZHEX
FL

DZAT 2 NEAEDBRARY A XEZHBAEL I

DFAT > NABEN CAICK > THIYEES O
FLE

CRLAAETZ—

DZ2A4AT7 > MEHENMEEEATLEWV

V74T NEABERREBMTRH ) EEA

AT NEAZOEMHARITNTVS

DZAT 2 NEREDRA TR Y R—KENT
WEtA

AT NEAENEMTT

DZAT > NEAEN DAZR LY —/N—HRREIC

KO THEBETND

RYEVTEhTVEVWS Y B4 LERIS —
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OJI> K~ oB

BEROJIVN)OBIZRICRLET,

LT, R—b 443 THE TLS REEE— RABMICE>TWVWS HTTPS URFT—E D EERELED
OJIKNUDOBHITY,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-GCM-
SHA256 4.036 "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4 Success

LT, R—h 443 THE TLS REEE— RABMICZ > TWS HTTPS U RAFT—& DR 1z 8k
OAJIVN)DOHITT,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-

GCM-SHA256 - "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4
Failed:ClientCertUntrusted

EaOJ 774 onE

BEOJ77ANGEEMENET, Amazon S3 IV —I)LZEALTI7 7ML ZRH<E&, 774)
RSN, BEIRTRENET, 774X VO0—-RIBER. FRERTIDICEBRTS
VEFHYNET,

VITHAROFEENREVSEERE. O—RNZUH—CL2>THGCGBOF—REOOT 77 ALY
ERENDENHYET, line-by-line LEBZFEAL TAEDT—RZRBETERZWVWEEN N HY &K
T cDizSH, FBRICELO2TR, AIREBYV1-2322RBIZONMY I ZEATILEN D
WET, fIAE. ROgHY—ILZ2EALT, #EOJ 25 ML TRETEEXT,

- TAmazon Athena. &, Amazon S3 AN F—XZHFESQL ZHEAL TR TED 1 X
ZOTATRITIVY—ERTT,

* Loggly

. Splunk

+ Sumo logic
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Application Load Balancer ®#E&HO T 2 EMICT

A—RNZOH—0EHEOJTZEMICTSREERE, O—RNZOH—HAOTZ2RETSH SI/NTVY
ROBHIZEETIHEN HYVET, CONTYRE, NTYRNITOVERAOVZEZALHTE
Elastic Load Balancing IC¥59%/\7 Y RARUS—HARBETT,

RAY

« ATV 1:S3INTY NEHERTS

« ATV 22SINTYRNIARVS—FZTRYFITS

« ATV 3 EREOJTZHRETS

« ATY 7 4 NT Y MR EHERR

« RSN —F142T

ATY T 1:S3INTY NEERTS

BEOJ 280l ER, BEOJDOSINTY NE2EEITIHLENHYVET, BFEONTY b
ZERAIDD. BREOJERAONTY N EHERTERT, NTYRE, ROEHZBLELTVILE
FHYNERT,

24
s NTY R, O—RNZOH—EFALU-IJ32VICRETNhTVWIHLENHYN XY, NTY hE
O—RNZH -, BBBITAIVNILYABTERY,

s HR—KREhTVBHE—OH—N—BIOES{tF7> 3>k, Amazon S3 ¥ x— R¥— (SSE-
S3) TY, fHMICOVWTIE., § Amazon S3 ¥ Zx—2 REES{LF — (SSE-S3); Z2ZRL T £&
Wo

Amazon S3 AV —)LZFEALTSINT Y NZERTBICIE

1. Amazon S3 2V —JL (https://console.aws.amazon.com/s3/) ZHE £ J,
2. N7y hZER] ZEBRLET,

3. [NTYRZERIR—DT, ROBEZERITLET,

a. INTYRBIENTYROBRIZADLET, COFEIE, Amazon S3 ATEEEFED, X
TONTY REDHFT—ETHIBENf HYVET, U—232IC&K2TRE. NTYRRBICE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
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DOFRIFZTSNTVDRENHYET, FMICDOWVWTE. "TAmazon Simple Storage
Service 1—H—HA R, @ "Ny hO#HEIWEHIR) ZSRBLTSEZL,

b. [AWS U—23>] T, O—RNZUH—=ERLEV—232 0 ZBRUET,
c. [F7#IBNDOEESL] . [Amazon S3 YX— R¥— (SSE-S3)] Z#iBIRL £,
d [NTY hzER] ZBRLET,

ATV 2:S3INTYNIZARVS —BTERYFTS

SINTY NC, BHEOTZNT Y NCEZIATLT VAR % Elastic Load Balancing ICf¥ 59
BDNTYRKRV—HNBETT, NTYRRIVI—GFE. NTYRNOT O LAFATZERTDLEHICT
JEARDD—FETRERENLISON RAT—RX2RQOOAL V232 TT, EAT—HMXU KNI
1 2OF VEAFAICETAEHRAEEN., —EOIL XV MNNFERAEAET,

RUD—HFBRICTREYFENTVBRBEFEONTY ha2FEAL TW3FEEE. Elastic Load Balancing

BHEOJD AT—KXVRNZRVD—ICEMTEEXRT, TOHEEE. BROTIVEAFTEY &

FMEL T, #BEOTONTY MAOT VAN BERI—HY—ICHLTVR L Z2REITIELED
HHLET,

ERAREE/NTY RR)S—
FERTAZNTYRRID—F, AWS D=3 V=20 RATICEYET,
2022 £ 8 AUARRICRIAAIEICZ 2 ) —23a

CORVD—IF, BEEChEOQOJBREY—EARACETZAFELET, ORI —EF, LT —
TAVNTRATZE)F 14—V —2& Local Zones lIcHBO—RNZUH—IZFERALTLEEV,

s FTOTNDT 4990 (NATZN—K)
« FTOTINDT 490 (XIRILY)

o BN (ARA)

« BRM (F1—-UvE)

« 1AZIIIN(TILTET)

- HR (777 EREER)

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

2022 F 8 AKX BICRIAAREICEL)—T3>

COR) T —I&, IEEE N Elastic Load Balancing 7HJ > N ID I ZNELET, DR
=ik, LTFTOVANCIRBETNATVNDE V=230 0FRAFEDF 14—V —2FkF Local Zones
CHBAO—RNZH—ICFEALTLEZV,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"
b
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

%, 1)—2 3> O Elastic Load Balancing AWS 7> R® @ ID elb-account-idiCEEHRA T
¥,
. KERDP (/N— T FLE6) - 127311923021
« KERIP (F/\1 F) — 033677994240
« KEEZ AtHVU 7 ) 2F)-027434742980
. KEFEL (FL ) — 797873946194

(

« F7VN(T—727D2)-098369216593
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DTN T4v (B

STINTav o (2

STINS T 499 (L)NA) - 718504428378
ST INS T 4949 (KBR) - 383597477331
STINS T 499 (VYI)L) - 600734575887
o (>
T (=
>T

7) - 754344448648
> ¥ 1)L R) - 589379963580

ll

\ll

\’l

NS T 4v 9 (22 HR—=IL) - 114774131450
N T 4v 9 (2 RZ—)— 783225319266
N2 T 1Y D (RR) — 582318560864
« hFZ (hEB) — 985666609251
72297 K)-054676820928
T4 IZ> R)- 156460612806
M (O R2)-652711504416
—0Ov /N (25 ./)-635631232127
« BRM (/Y1) - 009996457667
o BRM (AR Y '771')LL\) 897822967062
- R (N— >) — 076674570225
- X (Y>/N>0O) - 507241528517
- AWS GovCloud ( KE#EEp) - 048591011584
« AWS GovCloud ( KEXREF) - 190560391635

\ll

TIIIIIIN
\ll \ll

~)
) -
(
(

my-s3-arn &iEHOT OBZFO ARN ICBEZEBRIFET, BEETS ARN IE. ATV 7 3 TEHREOY
EBAMCTDREEICT LTIV IREEETRIHNESHICK>TERYET,

« 7L74YURfFED ARN OF

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

« 7L74Y IR LD ARN OF

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

Effect A" NotPrincipal® & Z (2 ZFEHAL F£9Deny,
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Amazon S3 /N7 Y KRS —A" & {EEffect TEMA LDeny. AT OHINotPrincipalilRT &S
IC AEENTVRESE.

logdelivery.elasticloadbalancing.amazonaws.comf'Servicel ) ANICEENTVB &
ZHERLTLEZL,

{
"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

iy

Amazon S3 AV —)LZFERAL TEROTONT Y NRUZ—2ZNTY NITEYFIBICE

1. https://console.aws.amazon.com/s3/ CAmazon S3 AV — )L ZFHE X T,
NTY NOBFZZBRL T, TOFHMR—SZ2HEXT,

[Fra] ZBRLTA S, [NTY RRUS—] RE] ODIEICERLET,
PEBHAZNFETDLSICNTY MRV —Z2EHLET,
ZEOREF| ZVVYILET,

o & 0 N

ATV 3 EEOTZRETS

ROFIEZERALT, SSNTYRNCAOT 774N ZEF vy T7F v LTEEIALS ICEEOT ZRE
LEXY,

BH

NTY NEATY 7 1 THRALEEHZBLELTVRAENHY, ATY T2 THALLERSIIN
TYRNRIVS—ZTRYFIRIUENHBYVET, TL71VIREZEETHHEEE. XFH ", 28
HBERFTEFREAAWSLOgs,

AV =) Z2ERALTO—RNZ Y —0EEOTZEMICTRICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
2. FEF—23rRA2T, [A—RNZ -] ZEBRLZET,
3. A—RNZUH—0BZERL T, TOFHEAR—2ZHEET,
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4. [BME)R7 T, [WE] 2BIRLET,

5. EZ&RUVU T, RO 2FICLET,

6. [S3O4Y—>3av]iClk, O 774ILDS3URIZEADLET, IEETBURIE, 7LT71V
DAZRBFERALTVBRHLESHICK>TERYEXT,

« L7 4V AN FVIZ URL: s3://bucket-name/prefix
« 7L714YORABLM URI: s3://bucket-name

7. [BEEORE]|ZVVYILET,

EERAL TEEOTZ2EWICTSICIE AWS CLI

modify-load-balancer-attributes 1¥ > RZR1TLE T,

EROJDOSINTY NZEETSICE

BEHEOJAICERELENT Y NZHIBRTSEIIC, EROJEZXTEBICLTIEZL, 5LV
£, BAUBHOHLOVAT Y NEBBBNT Y hRUS—F B34, FIELTUEW THRE Ak
154 . Elastic Load Balancing AWS 7 A > NEO— RN H—0EFEOTEZOFHFLWVWNAT Y K
CEEIACIUREMNBYYET,

ATFY 7 4 N7y NEFa 2 ERR

O—RNZH—0ELEOT £EMIC TS L, Elastic Load Balancing ik S3 /N7 Y N&ERREEL., T
ANT7 74N ZERLT, NTY RRUD—ICHEBEBTIVLAFANEEEATVWSD EZ2RFELE
o Amazon S3 AV —)LZFERAL T, TARN T Z7AINERE N L 2HRTEET, TAD
T77A4LNEEBOEZROT 7 74IILTEHEL, LO—RAGFEEFNTVEREA,

Elastic Load Balancing #" S3NNT Y MZTARNT77ALNZERL L 2BFEITHICE

1. Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZHE X J,

2. EFEOJICEELENTY NOBEIZEIRLET,

3. FAKNZ774)L TELBConnectionLogTestFile, (CBEBL £, BT, 7L71Y I RX%
FRALTVBAESHICLE>TERBYET,

« L7414V ANV TWBIBE DG my-bucket/prefix/AWSLogs/123456789012/
ELBConnectionLogTestFile

« 7L7 4V AN FVWTWEWIEE OFFT: my-bucket/AWSLogs/123456789012/
ELBConnectionLogTestFile
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NS a—F42Y

TORAEBRIZ—HFRRENZHEEE. LTORAANEZSINKT,

s NTYRRUI—=F, N7y NIEGEOT ZEEIATT U 2 AFFAZ Elastic Load Balancing (C 1
LA, TOU—232ICR/UTELWONATY RRUD—ZFEALTVWSD ZEZREREL TL
FEWVW, UY—AARN D, BHEOJTZEMCLELZELCEBELEOERUNTY RBZFEALT
WBCEeEMRBELET. BEOTZBMICLELZILTLT7AVYIORAZEBELAEN 2 EHEEEK., U
V—AARNICTLTAYIANEENTV BV EZERRELE T,

« NTY KK, HR—REhhTVBVH—N—RIOBEStA7>a>aEALTVWS, NTY R
(&, Amazon S3 YX— R*— (SSE-S3) 2 AT B HLENHYET,

Application Load Balancer M #E#:O07 #BEMICT S

O—RNZOH—0OEEOVEVOTEEMNICTEE T, BHEOJVZENICTI L., EHEOTKHIBR
ITHDETSINTY MIEYET, FMIC OV T, Amazon Simple Storage Service 1—H—7H 4
RTNTY ROFEAICOVWTSRLTSEZL,

VY= &ERL TEEOJEZEMICTSICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFE £ T,
FTETF—23RA2T, [A—RNZH—] Z2EBRLET,
A—RNZH—0FpZEBRL T, TOFHEAR—DZHEEET,

(B 27T, W] 2BRLE T,

OEZZRUVT TR, BEOY 2F7ICLET,

ZEORTF| Z2VVYILET,

2

ZEAL TEROJZEIICTSICE AWS CLI

modify-load-balancer-attributes AN > RZETLE T,

Application Load Balancer DU VT ARZRNL—AT S

O—RNZH—., 94T MDPSOVIIANEZETDE, Z—TYNIVIIANZEE
IBHIC, [X-Amzn-Trace-ld| AV A —ZBM, FLEFEHFLET, O—RNZFoH—E2—45Y K
EDOBOY—ERFELERETIVT—23 2 FINT, COAYA—NEBN, FLEEEFHNTEED,

BHEOT O8It 267
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DZAT2RDSOR=TY RELZBRMOY—EANDOHTTP UOITANZEHTDIH, VIT
ARNODRNL—RAZFERATEET, POVELAOJZBMICTB E, [X-Amzn-Trace-ld] ANY X—DHA
ARBENET, FMICDOVTIEE, TApplication Load Balancer D7 VA0V 1 Z25RBL T &
(A

3%

[X-Amzn-Trace-ld] AY X —ICl&k, ROFEXZEL 71— ILRAFEEFIET,

Field=version-time-id

714—=)LR
71—=)LROBHI, T R—RENhBEWE Root & Self T,

T7UT—2a B MANENTEEN 7 — )L REEBMTEET, O— KASVH—E, Ch
5074 REFBLETH, BALELA.
N—oay

/\‘_:/“ 3 >§%o

time

IRY R #).

BFRE B F o

Bl

[X-Amzn-Trace-ld] AV X —A"ZEV I T ARNIBEVWEE, O—RNS>H—F, Root 714 —J)L R
DHIANYRX—ZEHRL, VJITANZGHELET, UTICHZERLET,

X-Amzn-Trace-Id: Root=1-63441c4a-abcdef012345678912345678

[X-Amzn-Trace-Id] AY A —A"&H '), Root 74 —ILRAHDHFES, O—RNZFH—IF Self
74—)REFEAL, VOITANZEELET. UTICHAZRLET,

X-Amzn-Trace-Id: Self=1-63441c4a-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678
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T7VT—>32  Root 71 —I)LREARBLT 1A=L ROBHIAYH—ZEML 2HE. O—R
NZoH—BEEDT7 1 —IILREFRFL, Self 71 —)LRZHFALT, VITIAMZEELET,

X-Amzn-Trace-Id: Self=1-63441c4a-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678;CalledFrom=app

[X-Amzn-Trace-ld] AY X —A"H V), Self 71 =)L RAFHBHEE. O—RNFH—& Self
71—)LROEZEHLET,

HIFREE

s O—RNZUH—@. LARVAZZEITREETREL, BFEVIIANEZZITMBIEEICAY
A—=EHLET,

« HTTPAYA—A"7TKB &Y KEVEFEE., O—RNFH—&, [X-Amzn-Trace-ld] AY X —%
Root 74 —J)LRTEEMZET,

« TlE WebSockets, ZY7TIL—RUIDTIARD RN TEDETODENL—ATEET,

AWS CloudTrail (Z & % Application Load Balancer T® API FEOM
LoOJE&

Elastic Load Balancing (& AWS CloudTrail, Elastic Load Balancing ® 1—%'—, O—JL, 1

F DH—ERAICR>TRITENLET IS IV ERERITIDAWSH—ERATHD EREEThTLE

9, (. Elastic Load Balancing Elastic Load Balancing ® §XT® API J—J)LZ/4 X KhELT
CloudTrail ¥+ 7F v LET, F¥ 7 FrEhBFEFHLIZIE. AWS Management Console #*' S D
£ M &, Elastic Load Balancing APl AR L —> 3> AQO1— RBEVPHULFEENE T, "EHEER
9 33F A, Elastic Load Balancing @ CloudTrail 1 X K& E, Amazon S3/NT Y RAD AR~
DMENBREZEMC TR ENTEET, AFERELBVEETE, OAVV—ILOARVNE
B THFH O CloudTrall f R N ZERRTEEXRT, TREEThLBEHRZMEAL T CloudTrail, Elastic
Load Balancing IZx 32U JIT AN, UDOITAMTROIPFTRLA, UOTANE, UJITANBE
BEOFHFMERIETEET,

DEEMIZ DWW TIE CloudTrail, " AWS CloudTrail 1—H'—H4 Ry 2B LT EEV,

DSAT M O—RNZOH—ICRLULTIVIOI AN EZER TR EERE, O— RN Y —ICH
IRMOT AV EERIDICE., PORAOJZEALET. FMICODVWTIE., TApplication
Load Balancer D 7 7 A7 1 #BLTLSEEV,
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? Elastic Load Balancing 1&%& CloudTrail

CloudTrail AWST7H U N ZEKTD E, HFTHI NTERMICAKY ET, Elastic Load Balancing
TTIOTAETANRETDE, TOTITA1ET 11F CloudTrail 1 X2 NERE O OAWSH —E
AARRNEEEICARYNIRBENET, AWSTHINTRIEDAR NERR, BER, &
JO—RTEERT, FMHICOVTRE, "AXRVNEE ZFEAL K CloudTraill AIX FDRTL &
SRLTLSEEL,

Elastic Load Balancing @4 X2 R s &, AWS THIY RADA R NG ICRETRT D ICE.
BHEERLET, FAPICKY, EOY 77 4)L CloudTrail Z Amazon S3 /NT Y NZBEETE X
¥, F7AIINTR., VY= TIAREERTDE, TXTOAWS U= a2V (CHHAEAE h
£9, BHlE, AWS/N—F123a>nIXTO)—2arhrsn/A/ R MN2O7ICEEL, BEL
=Amazon S3/NNT Y NMCOJ 774N EBELET, €512, CloudTrail O TREE hiEF—2R
ZEXRYFMICAL., ThICEISKHBETOIRSICMO AWSH—ERAZRETEE T, FHMICD
WT, RESBL TS EE L.

FAERER DBLE |
« CloudTrail THR—KRENhTVBH—EREHKE
« @ Amazon SNS BH D& E CloudTrail

s BEOU—232A S50 CloudTrail A 77 A OZEEEBDOTHV 2 KA SO CloudTrail O
J774INDEE

Application Load Balancer ® ¥ X T ® Elastic Load Balancing 72> 3>k IC&k > TOJICEH
CloudTrail & f1, Elastic Load Balancing AP ) 7 7 L > A/\—> 32 2015-12-01 ICEE2&EE TV
£9, HlIRIEF. HKXV DeleteLoadBalancer7V> 3 ZHUH ICreateLoadBalancer&,
CloudTrail QY 77 A IIC I NUNFERENET,

EARYRELBOYIVRUCE, BAUITANEERLEN EVSEBFEENET, 7AF

VT AT AERE. ATEUATIEOICRIBET,

¢« UOIRRY, - BEEREEAL TREE LA

c UOIRRO-LELRT7IFL—2aY1—H—OF 2 RTUBEF1UT « BIEEHE L
LTAPhENESH,

« USIZRH, BIO AWS OF—ER L& > TREET LA ES B,

M DOWVWTIE, TCloudTrail userldentity 2%, #28BL TS EE L,
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Elastic Load Balancing A7 7 74O I N OE#E

AEERE. IBEL 2 Amazon S3NNT Y MCAR 2O 77A4ILELTEBETEDRSICTEIHRE
T9, CloudTral Q7 7 7A4I)IZE, 1 DQREOOTJIVRNIUNEENET, /I RVKNEHSWHS
V—ANSOE—QUIVITANERL, VDOIANEWET O3>, 7O2a>0BEE, DUVIA
RONTX—=BZBEDBBFEENET, CloudTral AT 77 Ak, NTUY 2 API J—I)LDJE
FRISNEARZRY IO RNL—ATREVED, BEDIEFTRERRENEEA,

047 74 )LICI&, Elastic Load Balancing ® APl FU'H L 2T TH&<, AWS 7HI Y

N TOITNXNTOAWS API B H UL AR MRHFEENE T, {E eventSource ZFEAL T
elasticloadbalancing.amazonaws.com EX %z 9% C & T, Elastic Load Balancing API (2
NIDIZHPHLERDHFZENTEET, CreateLoadBalancer BEDHENT Va2 oL
d—RERRITDICEK, 79> 3EZTeventName BEEEHRLET,

LA &, Application Load Balancer Z4ER L. ZFEAL TENZHIBRL 7z 1—%—® Elastic Load
Balancing ® CloudTrail D4’ L 11— R®O | TFAWS CLI, userAgent EE%#FHL T CLI 28 ET
EET, eventName BEEEZFAL T, UIVIARNRENEAPI - EBETEET, 1——ICH
I 5158, (Alice) l& userIdentity EETHRRETEEXT,

Example #| : CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:487",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
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"scheme": "internet-facing"

1,
"respons
"loa

west-2:12345

1]
1,
"request
"eventID
"eventTy

eElements": {

dBalancers":[{

"type": "application",

"loadBalancerName": "my-load-balancer",

"vpcId": "vpc-3ac@fb5f",

"securityGroups": ["sg-5943793c"],

"state": {"code":"provisioning"},

"availabilityZones": [
{"subnetId":"subnet-8360a%e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}

1,

"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",

"canonicalHostedZoneId": "Z2P7QJ7HTTTPLU",

"createdTime": "Apr 11, 2016 5:23:50 PM",

"loadBalancerArn": "arn:aws:elasticloadbalancing:us-

6789012 :1oadbalancer/app/my-load-balancer/ffcddacel759e1d0o",

"scheme": "internet-facing"

ID": "b9960276-b9b2-11e3-8al3-flefl1EXAMPLE",
": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
pe": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipie

ntAccountId": "123456789012"

Example f5l : DeleteLoadBalancer

"eventVe
"userIde

rsion": "1.03",
ntity": {

"type": "IAMUser",

"p]’.'i

arn

ncipalId": "123456789012",
": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
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"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",

"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",

"requestParameters": {

"loadBalancerArn": "arn:aws:elasticloadbalancing:us-

west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0o"

},

"responseElements": null,

"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",

"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"
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Application Load Balancer D NS 7)1 —F 429

T 01E#HiE, Application Load Balancer DBEEND N Z 7N 1—FT 4V JIZRIBEFET,

B R

s BRENWEEZ—T Y RAERITHRTELY

c VATV RAA 2=y hEAFTO—RNZH—ICEETERZLD

s O—RNZUH—HFHARLRXAVICEEBEEEUITIARNZZEELEEA

« O—RNZUH—ICEEFEENIZHTTPS UJT ARG
"NET::ERR_CERT_COMMON_NAME_INVALID, ZIRL&ET

s O—RNSUH—HFRBEROEMEZRLTVET

« O—KNASYH—, LAKYZAT—K 000 E%ELET.
- O—KNSYH—# HTTP TS—%4RT S

s Z—=TFYIKNANHITPIZ—Z4EKTD

+ AWS Certificate Manager sSE B EZFHATEET LA

s BRODOAYE—QBFHR—_BREIATLVEEA

BHERENLZZ—T Y MARITHRTELY

X—4Y R InService REEICHE D ETIZFRAULICEEBADA > TVWBREE, ANLAFIVIIC
ERLTVEVTAEENHDYET, Z—TYRNE, ALAFIVIICERTDIETEITEINEE A,
HMAECOVWTE, "T2—5YRNITIN—TOANINAFITVO, 25BLTLSEEV,

AVABYAFANNLNAF IV IICERLTVERVWC L ZRABLES, UTORERIBLET,
tFAVTFATIN—T TR 7 1Y OFFTERTLELD

AVARDACBEERFOSNLEEFIVTATIL—TTRE, ALAFIYIR—NEANILA
FIyvo7O0R N EEALTO—RNTZ Y —ASORNZ T4V IEHATIBENHYE
o AVARVAEFIVFTATIIL-TCII—I)LZzEBMLT, O—RNZH—tFa2UFT147
W=THEDIXNTORZTAYVIEHATEXRT, &le. O—RNZVH—0EF21UT1Y
WN=TRB. 4A2AZRANODRNZ T 1Y VZHATIXENHYVET,
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XY RD=0F0€AAMNO=IIJAN (ACL) TRERINZ 7 4 Y INFFAIE iz

AVABZVAOHTRY NCBEER TS NEZRY RDJ—T ACL TR, ALAFIYIR—NTA
YINDURRNT T4y OFTL, —BFR—bB (1024-65535) TP IORNIVRRNZ T4V O %
HATRIHBENHYNET, O—RNFUH—/—ROYTRY NCEERFShEERY ND—D
ACLTRE, —BR—RNTANIVRRNZTAYTZFAL, ANAFIVIELT—KR—b
TTIRNNDIURRNZ T AV DV EHATEILENHNET,

ping /NAAFREL &L

ANLAFIVIDOR—=TY hR—=DZEHKL, TD/NA%Z ping/NAELTEELET,
BENRALTINTS

B, Z—TYRDTTAR=RKNIPTRLAEANARAFIYVOZ7O0RIDNZEALT, XY b
D—UORADPSEER—TY NIERTEDLZBALET, ERTERVEERE., 1V AR
ADEARFIGITERVWAESHZHEEL, ED—RETRETEZVREERESIIEX—TY
ZR—TYRNITIL=TICEBMLET, FEHRTEDIHE. ALAFIVIORALT I NEEOR
2. B=TY MR=IABELTVEBVARESEN BV ET. ANAFIVIRAOIYSI VT ILE
=Y MNR=DEZBRTDID, ALAFIVIDREECHABLET,

=7V M EEBLARAD—RZEREEBA DI

T7ALNORHI—RIEFE 200 TIH, ALAFIVIZRETDEEILLATS I THIIO—
RZEMULTEETEET. O—RNTFUH—TFHPENDIRHII—REWEL. RIKICT T
DTr—>3a2hFEnSsOO—REBRTELIBREENTVWDR L ZHBRALET,

=TV RLARZAD—ROFEAANELL BV, Z—7Y MAOERFICIZ—ARELRLE

T7U—2a>rFO0— KRNSO —OEEEFIVIOVITANIBRETDI L EERLE
To —HOFT7VT—23a>Tlk, EEMHFIVIICKRETDILEHICENOREN VETT, 4l
ZE, O—RNZUH—DSEEENEHTTP RARMAY A —IIBET DO DOREBRANEE
BETT, RANAYE—EIZEFE, Z—TYRNDTSAR—=KNIPF7RLANEEN, 72
ROR—KRZFERALBEVWBEREIAILAFIVIR—RMHBREET,. Z—TYRFTFTT7FILRDOA
WAFIYVIOR—MNEFERATIHEES. RAMYIYA—EIZLEZ—TYRNODTZAR—=KNIP T RL
ADIZNEENET, fIZAEF, Z—TYRNDTFAR—=KNIPTP7RLAN T10.0.0.10. NI)LA
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