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site.xml BEDT
T—232MERE,

BRETOV>3aA I,
9, Amazon EMR IZC& 2 T,

TDTr—=23a> 0B E XML 77 AI)LICHBLET, FEICODWTR, "T77U
ZZRBLTLKEZL,

RITHFDIZAE—DA VARV ATV —TOREZEETDERELR
TELEDBEICHLTOHBRET VIV FRBENERT. FC

PVWTR, "TETHDITAZ—ADA VARV ATIN—TDERE 2ZRLTEETL,

emr-7.9.0 7 ¥

98

capacity-scheduler

container-executor

container-log4j

core-site

ST

Hadoop M capacity-scheduler
xml 774 DEZZEL X
ERS

Hadoop YARN @ container-
executor.cfg 77 1 )LD fE%Z
ZBELET,

Hadoop YARN @ container-
log4j.properties 7 7 1 JL D&
EEELET,

Hadoop @ core-site.xml / 7
1IILDEZZEELET,

BERETV>3a>

Restarts the ResourceM
anager service.

Not available.

Not available.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
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Pk A BERETV>3a>
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker BI:ENEEZZELE  Not available.
9,
emrfs-site EMRFS OFEEZZEELET Restarts the Hadoop
o HDFS services Namenode,
SecondaryNamenode,

Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.

flink-conf flink-conf.yaml MEXEZZEL Restarts Flink history server.
£,

flink-log4; Flink log4j.properties M3XE%&  Restarts Flink history server.
ZELEY,

flink-log4j-session Kubernetes/Yarn v >3 > Restarts Flink history server.
@ Flink log4j-session.prop
erties REZZLEL XY,

flink-log4j-cli Flink log4j-cli.properties M &% Restarts Flink history server.
EZ2ZELXY,
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hadoop-env Hadoop @ ¥ XT O R— Restarts the Hadoop

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

%> N3t % Hadoop 338
NEEZEELET,

Hadoop @ log4j.properties
J77A4INDEZZEELET,

Hadoop ssl ® H—/\—E&E%&
ZELETD,

Xa

Hadoopssl DO ZA4TF7 > b
EEZELET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.
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hbase-log4j2

hbase-metrics

hbase-policy

hbase-site

hdfs-encryption-zones

hdfs-env

ER

HBase M hbase-log4j2.prope
rties 77 M) OEZZEEL X
Jo

HBase @ hadoop-metrics2-hb
ase.properties 77 1 )L D{E%
ZELEY,

HBase M hbase-policy.xml
774 DEZEELET,

HBase M hbase-site.xml / 7
1INDEZZEELET,

HDFS &tV -2 ZREL
ESC R

HDFS IRIENEZZLEL F
9,

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BERETV>3a>
hbase Apache HBase /M Amazon Custom EMR specific
EMR-curated %o property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.
hbase-env HBase NIRIFENEZZLELF  Restarts the HBase services

RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Not available.

Restarts the HBase services
RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.
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hdfs-site HDFS @ hdfs-site.xml M{E%  Restarts the Hadoop

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

ZTELET,

HCatalog IRENDEZZEL £
¥,

HCatalog @ jndi.properties M
EZ2ZELET,

HCatalog @ proto-hive-site.xm
| DEZZEL T,

HCatalog WebHCat ZRiE D&
ZEELET,

HCatalog WebHCat @
log4j2.properties NEZZEE L
£9,

HCatalog WebHCat @
webhcat-site.xml 7 7 4L D
BEZZELET,

Apache Hive F§ @ Amazon
EMR-curated 5%,

Hive @ beeline-log4j2.pro
perties 77 A )L DIEZZEL
9,

Hive @ parquet-logging.pr
operties 77 1)L DEEZE
LET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Httpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Sets configurations to launch

Hive LLAP service.

Not available.

Not available.
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hive-env Hive IRENDEZZEL X T, Restarts HiveServer2,

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

hiveserver2-site

hue-ini

httpfs-env

Hive O hive-exec-log4j2.p
roperties 77 1)L DEZZEE
LET,

Hive @ llap-daemon-log4j2
properties 77 1 L DEZZE
BELEXT,

Hive @ hive-log4j2.properties
774 DEZEELET,

Hive @ hive-site.xml 7 7 1)L
NDEZRZELERT

Hive Server2 @ hiveserver2-
sitexml 77 M) DEZZEL
)

Hue ® ini 774 OEEZ
LET

HTTPFS IRENDEZZEL
9,

HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.
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httpfs-site Hadoop @ httpfs-site.xml 7 7  Restarts Hadoop Httpfs

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

delta-defaults

jupyter-notebook-conf

1INDEZZEELETT,

Hadoop ® kms-acls.xml 7 7
I1IINDOEZZEELET,

Hadoop KMS IREDEZZEE
LEET,

Hadoop @ KMS java 7R— A%
ZELET,

Hadoop @ kms-log4j.properti
es 77AMIIDEZZEELE
EE

Hadoop ® kms-site.xml /7 7
1IDOEZZEELEXT,

Hudi RIEDEZZEELFT,

Hudi ® hudi-defaults.conf
J77A4INDEZZEELEFT,

Iceberg @ iceberg-defaults.c
onff 774N DEEZZEL &
ERS

Delta @ delta-defaults.conf
774N DEZZEELFT,

Jupyter Notebook @ jupyter_n
otebook_config.py 77 1)L ®
E2ZELET,

service.

Not available.
Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and

Ranger-KMS service.
Not available.

Not available.

Not available.

Not available.

Not available.
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jupyter-hub-conf JupyterHubs @ jupyterhu Not available.
b_config.py 7 7 A1 L D {E% Z
BLET,

jupyter-s3-conf Jupyter Notebook @ S3 M 7K Not available.
BHEZERELET,

jupyter-sparkmagic-conf Sparkmagic @ config.json Not available.

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

oozie-site

J77AINDEZEELET,

Livy @ livy.conf 7 7 € )LD {&E
EEBELET,

Livy IRIEQEZZEELET,
Livy @ log4j2.properties M &%
EZEELEXT,

MapReduce 7 74— 3>

NIREDEEZZELET,

MapReduce 7 7’ —> 3>
@ mapred-site.xml 7 7 1)L D
BEZZELEY,

Oozie NIEREDEZZEL F
9,

Oozie ? oozie-log4j.proper
ties 77 ML DEEZZEELF
9o

Oozie M oozie-site.xml 7 7 A
IDEZEZEELET,

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.

Restarts Oozie.
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phoenix-hbase-metrics Phoenix @ hadoop-metrics2- Not available.

hbase.properties 7 7 4 )L M
E2ZELET,
phoenix-hbase-site Phoenix @ hbase-site.xml Not available.

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4j

presto-log

presto-config

presto-password-authenticator

presto-env

presto-node

774N DEZEELET,

Phoenix @ log4j2.properties
J77A4INDEZZEELET,

Phoenix @ hadoop-metrics2-
phoenix.properties 7 7 4 )L M
EZ2ZELET.

Pig REDEZZELET,

Pig @ pig.properties 7 7 1 )L
NEZZELET,

Pig @ log4j.properties 7 7 A
LDEZZEELET,

Presto @ log.properties / 7
AINDEZZEELET,

Presto @ config.properties
J77A4INDEZEELEXT,

Presto ® password-authentic
ator.properties 7 7 1 JL D&
EEELET,

Presto @ presto-env.sh 7 7
AINDEZZEELET,

Presto @ node.properties / 7
TIDEZEELXT,

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.
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presto-connector-blackhole Presto @ blackhole.properties  Not available.

7714 DEZZEELET,
presto-connector-cassandra Presto @ cassandra.properti Not available.

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

es 77AIINDEZZEEL X
ER

Presto M hive.properties 7 7
AINDEZZEELET,

Presto @ jmx.properties 7 7
AINDEZZEELET,

Presto @ kafka.properties
J77A4INDEZZEELET,

Presto @ lakeformation.prop
erties 77 ML DEEZZEEL
F9,

Presto @ localfile.properties
J77A4INDEZZEELET,

Presto ® memory.properties
77A4INDEZZEELET,

Presto ® mongodb.properties

T77AI)NDEZEELXT,

Presto ® musql.properties
774N DEZZEELET,

Presto M postgresql.propert
ies 77 M DEEZELE
9o

Restarts Presto-Server (for
PrestoDB)
Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor Presto @ raptor.properties Not available.

J77A4INDEZZEELET,
presto-connector-redis Presto @ redis.properties 7 7  Not available.

1IILDEZZEELET,
presto-connector-redshift Presto @ redshift.properties Not available.

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

J77AINDEZEELET,

Presto @ tpcj.properties 7 7
AINDEZZEELET,

Presto @ tpcds.properties
J77A4INDEZZEELET,

Trino @ log.properties 7 7 A
ILDEZZEELET,

Trino @ config.properties 7 7
AINDEZZEELET,

Trino @ password-authentic
ator.properties 7 7 1 )L D&
EEBELET,

Trino @ trino-env.sh 7 7 1)L
NDEZZELEXT,

Trino @ node.properties 7 7
AINDEZZEELET,

Trino @ blackhole.properties
J77AINDEZEELET.

Trino @ cassandra.properties
J77AINDEZEELET,

Not available.

Not available.

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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2%

trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

S

Trino @ delta.properties 7 7
AINDEZZEELET,

Trino @ hive.properties 7 7 A
LDEZZEELET,

Trino @ exchange-manager.p
roperties 77 1)L DEZZEE
LEXT,

Trino @ iceberg.properties
J77A4INDEZZEELET,

Trino @ hudi.properties 7 7
1IILDEZZEELET,

Trino @ jmx.properties 7 7 A
ILDEZZEELET,

Trino @ kafka.properties 7 7
1IILDEZEZEELET,

Trino @ localfile.properties
J77A4INDEZZEELET,

Trino @ memory.properties
J77A4INDEZZEELET,

Trino @ mongodb.properties
774N DEZZEELET,

Trino @ mysql.properties 7 7
AINDEZZEELET,

Presto @ postgresql.propert
ies 77 M) DEEZELF
ERS

BERETV3a>

K

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

emr-7.9.0

46



trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

J77AINDEZEELET,

Trino @ tpch.properties 7 7
AINDEZZEELET,

Trino @ tpcds.properties 7 7
1IILDEZZEELET,

Ranger KMS @ dbks-site.xml
774 DEZEELET,

Ranger KMS @ ranger-kms-

sitexml 77 I DEZZEL

ESC R

Ranger KMS IRIBEDEZZEE
LEXT,

Ranger KMS @ kms-logba
ckxm 774 DEZZEEL
9,

Ranger KMS ZfEA L 1=
MySQL SSL A0 S3 0
CA77A4INDEEZZEELF
ED

Apache Spark A ® Amazon
EMR-curated %7€

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BRET77>3aY
trino-connector-raptor Trino @ raptor.properties 7 7  Not available.

1IIDEZZEELET,
trino-connector-redis Trino @ redis.properties 7 7 Not available.
1IILDEZZEELET,
trino-connector-redshift Trino @ redshift.properties Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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S

spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

S

Spark @ spark-defaults.conf
J77A4INDEZZEELET,

Spark IRENDEZZEL F
¥,

Spark @ hive-site.xml 7 7 A
LNDOEZZEELET

Spark @ log4j2.properties
774 DEZEELET,

Spark @ metrics.properties
J77A4INDEZZEELET,

Tez M tez-site.xml 7714 )LD
BEZZELET,

YARN REOEZZEL F
9,

YARN 0 yarn-site.xml 7 7 A
LDEZZEELET,

Zeppelin REEDEZZEEL T
9,

ETF O3y

K

B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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zeppelin-site zeppelin-site.xm| DK FRE Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

790 ZENOY

790 V)—=ABLTVII—AR/—

B

2025-05-19

2025-05-19

2025-05-19

EEZELET,

ZooKeeper M zoo.cfg 7 7 A
LDEZZEELET,

ZooKeeper @ logback.xml
7714 DEZZEELET,

D/ —RODemr XKNJUORA
REZLZELET,

hOZEOY

AR KN

RFIAD NRE

AMEREYI—A

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

S

Amazon EMR 7.9.0 UV U—X
/=IO TaEEREL
=

Amazon EMR 7.9.0 A" 7R —
RENTVWBDIXNTD!)—
TavIlx£ILFZ7O4Eh
=L

Amazon EMR 7.9.0 A" &# ®
BRY—>a>vIitgdlcT o
O4cshFIL L
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Amazon EMR U 1)—X7.8.0

780 TYR—REhTWVWBRZAT7HA V)

ROEE, AmazonEMR U —X78.0 THR—KRENTWVWBSAT7HALJIIOBRFERLTVE
9,

HR—r71—X A {+

MEYU—2H 2025 3 A7 H
BEYSR—NDOKTH 2027 £3 A6 H
HR—NDKRT 2027 £3 A7 H
TATHAUIKT 2028 F3 A7 H

780 V=RV R—F K
Amazon EMR7.8.0 ICl&, ROTF 7V —2arfEEhTVET,

A7IT> o2

\

AmazonCloudWatchAgent. Delta, Flink, Hadoop, HBase. HCatalog, Hive., Hudi, Livy. Iceberg. Jupy
Extras:

Hue. JupyterHub, Oozie, Pig. Presto. TensorFlow, Zeppelin
EENTVWANYT—D0FMICOVTR., "Amazon EMR7.x D) —AQT7 7)o —2 32 )\ —

Tarv, BBRLTILKEE VY, OFPIU Y& Extras OFMAIC D2V Tk, "Amazon EMR Standard
Supporty; ZZBRL TS EZ W,

7807 7Vg—>a>rN—>3ay

cnI)—=AIC
(&, AmazonCloudWatchAgent, . Delta, Flink, HBase, HCatalog, Hadoop, . HiveHudi, Hue., . Icebe
BREOFT7TVT—23 U FEENTVE T ZooKeeper,
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http://gethue.com/
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http://pig.apache.org/
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LTOXREF, AmazonEMR OOV —ATRAAELT 7V r—>a3a o N—23a> e, sid 32
® Amazon EMR D —R (ZE9%5HE) CHNRATEATZ7UTr—>3a > N—2322R0LTVE
Is

AmazonEMR D&V —ADT 7V r—2a>N—2a>0a8FENEBEICOVWTIERE., LTok
By OoRSBLTSEEL,

e AmazonEMR7x U —ZAOTF 7 Uyr—>a>y)N\—3ay

e AmazonEMR6X U —ZAOTF 7 Ur—>a>y/)N\—ay

« Amazon EMR5x U —AQTF7 7V —>a o N—>3ay

e AmazonEMR4x U —Z2OQOTF 7 Uyr—>3a>y)N\—3ay

T7Ur—aryN—23a v ER

emr-7.8.0 emr-7.7.0 emr-7.6.0 emr-7.5.0
AWS SDK for 2.29.52, 1 22944, 1 2.29.25, 1 2.28.8, 1.12.772
Java 12.780 12.780 12779
Python 3.9, 3.1 3.9, 3.1 3.9, 3.1 3.9, 3.11
Scala 2.12.18 2.12.18 2.12.18 2.12.18
AmazonClo 1.300032.2 1.300032.2 1.300032.2 1.300032.2
udWatchAgent
Delta 3.3.0-amzn-0 3.2.1-amzn-2 3.2.1-amzn-1 3.2.1-amzn-0
Flink 1.20.0 1.20.0 1.20.0 1.19.1
Ganglia - - - -
HBase 2.6.1 2.6.1 2.6.1 2.5.10
HCatalog 3.1.3 3.1.3 3.1.3 3.1.3
Hadoop 3.4.1 3.4.0 3.4.0 3.4.0
Hive 3.1.3 3.1.3 3.1.3 3.1.3
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emr-7.8.0 emr-7.7.0 emr-7.6.0 emr-7.5.0

Hudi 0.15.0-amzn-5 0.15.0-amzn-4 0.15.0-amzn-3 0.15.0-amzn-2
Hue 411.0 411.0 411.0 411.0
Iceberg 1.7.1-amzn-1 1.7.1-amzn-0 1.6.1-amzn-2 1.6.1-amzn-1
JupyterEn 2.6.0 2.6.0 2.6.0 2.6.0
terpriseGateway
JupyterHub 1.5.0 1.5.0 1.5.0 1.5.0
Livy 0.8.0 0.8.0 0.8.0 0.8.0
MXNet - - - -
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.1 5.2.1 5.2.0 5.2.0
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.287 0.287
Spark 3.54 3.5.3 3.5.3 3.5.2
Sqoop - - - -
TensorFlow 2.16.1 2.16.1 2.16.1 2.16.1
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 467 467 457 446
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.11.1
ZooKeeper 3.9.3 3.9.2 3.9.2 3.9.2
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Brl0/—RTIAVTTZE
#9235 YARN H—E A,

DTAR—)Y—ABRVD
B7705—23a> gy
T. BE 9% YARN H—&
Ao

YARN 77U —23a> 0k
ENRREBRBRZERET
2EHOHY—ER,

)—2a>OFABBIVOER
N> RMOEITZ1TS HBase
737\Q—FH a)-lj-_tﬂxo
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AVR—FT b

hbase-region-server

hbase-client

hbase-rest-server

hbase-thrift-server

hbase-operator-tools

hcatalog-client

hcatalog-server

hcatalog-webhcat-server

hive-client

hive-hbase

N—oa>

2.6.1-amzn-2

2.6.1-amzn-2

2.6.1-amzn-2

2.6.1-amzn-2

2.6.1-amzn-2

3.1.3-amzn-17

3.1.3-amzn-17

3.1.3-amzn-17

3.1.3-amzn-17

3.1.3-amzn-17

S

1 D2 E® HBase U—>3 >
(,:3'("“7{53'6'&—57\0

HBase N> RSA 2054
TR

HBase @ RESTful HTTP >/
RRA> NeR#ft3dH5—E
Ao

HBase (C Thrift T2 R7k1A >
NzfR#ETIH—E A,

Apache HBase 7 2 A% —H
DEEY -,

hcatalog-server Z 24 3 i=
D 'hcat AN RZA 2D
ZAT > b,

DT 7TIVT—32AD
T—TILBLTFARNL—TF
L A4 VY—T&% HCatalog
ZRHITEIH—EA,

HCatalog = REST 4 > & —
TIAAZRMEIS HTTP T
v RRA N,

Hive AN RSA2OZAT
A

Hive-hbase 7247 > K,
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AVR—FT b

hive-metastore-server

hive-server2

hudi

hudi-presto

hudi-trino

hudi-spark

hue-server

iceberg

jupyterhub

livy-server

N—oa>

3.1.3-amzn-17

3.1.3-amzn-17

0.15.0-amzn-5

0.15.0-amzn-5

0.15.0-amzn-5

0.15.0-amzn-5

4.11.0

1.7.1-amzn-1

1.5.0

0.8.0-incubating

S

Hadoop AR L —>3>®
SQL ADX B F—RZH{R7EFT
2EXTA4YIOLRISKNY
THB Hive XBARNTIZT Y
TATRLEHOHT—EXR,

Hive 2TIU&ZDI7UOT
ANELTEFAND Y —E
Ao

T—BNAT 4 &ET
BPELATV—DDOEHMR
7315%\@@7 I/_Alj_ao

Presto & Hudi TE1T9 5 /-
SBONYRILZATZ,

Trino & Hudi TEIT3T5 518
ODINRIVLZATS,

Spark % Hudi TR{T33 1%
DNV RILZATZ,

Hadoop T AT AT 7V
F—>avaFERLTTF—X
BT BDIOIT TS —
>3az

Apache Iceberg l&. X%
MTF—2tY NAOF—T>
T—7ILERTY,

Jupyter Notebook M ¥ JLF
d—H¥—H—N—

Apache Spark Zi#ET 2 -
DRESTAZ—T7I4RA
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AVR—FT b

nginx

mariadb-server

nvidia-cuda

oozie-client

oozie-server

opencv

phoenix-library

phoenix-connectors

phoenix-query-server

presto-coordinator

presto-worker

5.5.68+

12.3.0

5.2.1

5.2.1

4.7.0

5.2.1

6.0.0

6.0.0

0.287-amzn-2

0.287-amzn-2

S

nginx [engine X] & HTTP & &
CUN—AR7OF>H—/)N—

MariaDB #*— & ~X—AH—/\

o

Nvidia RZ 4 /N\—& Cuda
Y=)LFVY bk

Oozie AN RTA2UTA4
T b

Oozie 7—270—VJOIA
REZTANDH—E A,

F—7YV—-AOIE1—
‘DA ATS,

HB—N—E95A4TF MDD
Phoenix 54 751

Spark-3 | Apache Phoenix-C
onnectors

JDBC OTF7 V1A, 7OK
IONNY 77, KU Avatica
APIAND JSON ERXOT V&
AZRHITBZILBREY—/\—

presto-worker B TO L) &%
AN, JIVOERTZEE
?6ﬂ_t“10

W<O2HADIIVZREITTS
-U-_EXO
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presto-client

trino-coordinator

trino-worker

trino-client

pig-client

ranger-kms-server

spark-client

spark-history-server

N—oa>

0.287-amzn-2

467-amzn-1

467-amzn-1

467-amzn-1

0.17.0

4.3.2

2.0.0

3.5.4-amzn-0

3.5.4-amzn-0

S

Presto —/N\—A"2BEchT
WEWHA DT AZ—DAZ
INARAZR—ICA 2V AN—
JLEhd Presto AN RS A
ODTAT b

trino-worker BTV LU Z X% |7
AN, 9JIVOERT=2EET
6 -U-_ E‘Zo

W<D2ADIVITUAERRITTS
-U-_t‘-‘xo

Trino H—/\—p"EEBZh TV
BVWHAODZAZ—DAZR>

NARAZ—=ICAAR=)

TN Trino AN RS A2

74T o

Pig ARV RSAVISAF
> o

Bt o1 —FT1 9 H
RZ7OTI K

Apache Ranger Key
Management System

Spark AN RZA 2054
V2

S£ET L7 Spark 77U —
avoEMBEICOTICRE
BENLEARRNERRTS
JI7 Ul
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AVR—FT b

spark-on-yarn

spark-yarn-slave

spark-rapids

tensorflow

tez-on-yarn

tez-on-worker

zeppelin-server

zookeeper-server

zookeeper-client

N—oa>

3.5.4-amzn-0

3.5.4-amzn-0

24 .12.0-amzn-0

2.16.1

0.10.2-amzn-15

0.10.2-amzn-15

0.11.1

3.9.3-amzn-0

3.9.3-amzn-0

S

YARN DXEURETIVD
~o

YARN AL —7 THEX
Apache Spark 54751,

GPU T Apache Spark & &%
1t ¥ % Nvidia Spark RAPIDS
720942,

TensorFlow &, SMHEEBIERT
EROA—TV—ADY 7T
NROIT7SA475)TY,

tezYARN 77’45 —>3>s
KOTATF,

—Hh—_/— KRH tez YARN
TF7UTr—23a>r8RET4
750,

ABRSHTFATHBETF—2%
WEARRICTRIVITR—A
D/ —KNTv,

RERWMEMIFL, BRZM
. St nizFEHEZ R
L. JI—T7H—ERzRMH
I35 —mltehich—EXA,

ZooKeeper AN RZ A4 27
AT > Ko
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780 REDHE

REDBEHEATDE, TTIVT—232 2 NARINAATEERT, Ch5REE<DHEE. hive-

site.xml BEDT
T—232MERE,

BRETOV>3aA I,
9, Amazon EMR IZC& 2 T,

TDTr—=23a> 0B E XML 77 AI)LICHBLET, FEICODWTR, "T77U
ZZRBLTLKEZL,

RITHFDIZAE—DA VARV ATV —TOREZEETDERELR
TELEDBEICHLTOHBRET VIV FRBENERT. FC

PVWTR, "TETHDITAZ—ADA VARV ATIN—TDERE 2ZRLTEETL,

emr-7.8.0 7 ¥

98

capacity-scheduler

container-executor

container-log4j

core-site

ST

Hadoop M capacity-scheduler
xml 774 DEZZEL X
ERS

Hadoop YARN @ container-
executor.cfg 77 1 )LD fE%Z
ZBELET,

Hadoop YARN @ container-
log4j.properties 7 7 1 JL D&
EEELET,

Hadoop @ core-site.xml / 7
1IILDEZZEELET,

BERETV>3a>

Restarts the ResourceM
anager service.

Not available.

Not available.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop

emr-7.8.0

81



Amazon EMR Amazon EMR U ) —X #i{ R

Pk A BERETV>3a>
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker BI:ENEEZZELE  Not available.
9,
emrfs-site EMRFS OFEEZZEELET Restarts the Hadoop
o HDFS services Namenode,
SecondaryNamenode,

Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.

flink-conf flink-conf.yaml MEXEZZEL Restarts Flink history server.
£,

flink-log4; Flink log4j.properties M3XE%&  Restarts Flink history server.
ZELEY,

flink-log4j-session Kubernetes/Yarn v >3 > Restarts Flink history server.
@ Flink log4j-session.prop
erties REZZLEL XY,

flink-log4j-cli Flink log4j-cli.properties M &% Restarts Flink history server.
EZ2ZELXY,
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hadoop-env Hadoop @ ¥ XT O R— Restarts the Hadoop

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

%> N3t % Hadoop 338
NEEZEELET,

Hadoop @ log4j.properties
J77A4INDEZZEELET,

Hadoop ssl ® H—/\—E&E%&
ZELETD,

Xa

Hadoopssl DO ZA4TF7 > b
EEZELET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.
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hbase-metrics

hbase-policy

hbase-site

hdfs-encryption-zones

hdfs-env

ties 77 AL DEZZEEL X
ER

HBase @ hadoop-metrics2-hb
ase.properties 77 1 )L D{E%
ZELEY,

HBase M hbase-policy.xml
774 DEZEELET,

HBase M hbase-site.xml / 7
1INDEZZEELET,

HDFS &tV -2 ZREL
ESC R

HDFS IRIENEZZLEL F
9,

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BERETV>3a>
hbase Apache HBase /M Amazon Custom EMR specific
EMR-curated %o property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.
hbase-env HBase NIRIFENEZZLELF  Restarts the HBase services
9, RegionServer, HBaseMaster,
ThriftServer, RestServer.
hbase-log4; HBase M hbase-log4j.proper Restarts the HBase services

RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Not available.

Restarts the HBase services
RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.
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pax:| i BERETFV>3a>
hdfs-site HDFS @ hdfs-site.xml M{E%  Restarts the Hadoop

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

ZTELET,

HCatalog IRENDEZZEL £
¥,

HCatalog @ jndi.properties M
EZ2ZELET,

HCatalog @ proto-hive-site.xm
| DEZZEL T,

HCatalog WebHCat ZRiE D&
ZEELET,

HCatalog WebHCat @
log4j2.properties NEZZEE L
£9,

HCatalog WebHCat @
webhcat-site.xml 7 7 4L D
BEZZELET,

Apache Hive F§ @ Amazon
EMR-curated 5%,

Hive @ beeline-log4j2.pro
perties 77 A )L DIEZZEL
9,

Hive @ parquet-logging.pr
operties 77 1)L DEEZE
LET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Httpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Sets configurations to launch

Hive LLAP service.

Not available.

Not available.
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P B BRETVYaY
hive-env Hive IRENDEZZEL X T, Restarts HiveServer2,

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

hiveserver2-site

hue-ini

httpfs-env

Hive O hive-exec-log4j2.p
roperties 77 1)L DEZZEE
LET,

Hive @ llap-daemon-log4j2
properties 77 1 L DEZZE
BELEXT,

Hive @ hive-log4j2.properties
774 DEZEELET,

Hive @ hive-site.xml 7 7 1)L
NDEZRZELERT

Hive Server2 @ hiveserver2-
sitexml 77 M) DEZZEL
)

Hue ® ini 774 OEEZ
LET

HTTPFS IRENDEZZEL
9,

HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.
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httpfs-site Hadoop @ httpfs-site.xml 7 7  Restarts Hadoop Httpfs

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

delta-defaults

jupyter-notebook-conf

1INDEZZEELETT,

Hadoop ® kms-acls.xml 7 7
I1IINDOEZZEELET,

Hadoop KMS IREDEZZEE
LEET,

Hadoop @ KMS java 7R— A%
ZELET,

Hadoop @ kms-log4j.properti
es 77AMIIDEZZEELE
EE

Hadoop ® kms-site.xml /7 7
1IDOEZZEELEXT,

Hudi RIEDEZZEELFT,

Hudi ® hudi-defaults.conf
J77A4INDEZZEELEFT,

Iceberg @ iceberg-defaults.c
onff 774N DEEZZEL &
ERS

Delta @ delta-defaults.conf
774N DEZZEELFT,

Jupyter Notebook @ jupyter_n
otebook_config.py 77 1)L ®
E2ZELET,

service.

Not available.
Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and

Ranger-KMS service.
Not available.

Not available.

Not available.

Not available.

Not available.
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jupyter-hub-conf JupyterHubs @ jupyterhu Not available.
b_config.py 7 7 A1 L D {E% Z
BLET,

jupyter-s3-conf Jupyter Notebook @ S3 M 7K Not available.
BHEZERELET,

jupyter-sparkmagic-conf Sparkmagic @ config.json Not available.

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

oozie-site

J77AINDEZEELET,

Livy @ livy.conf 7 7 € )LD {&E
EEBELET,

Livy IRIEQEZZEELET,
Livy @ log4j2.properties M &%
EZEELEXT,

MapReduce 7 74— 3>

NIREDEEZZELET,

MapReduce 7 7’ —> 3>
@ mapred-site.xml 7 7 1)L D
BEZZELEY,

Oozie NIEREDEZZEL F
9,

Oozie ? oozie-log4j.proper
ties 77 ML DEEZZEELF
9o

Oozie M oozie-site.xml 7 7 A
IDEZEZEELET,

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.

Restarts Oozie.
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phoenix-hbase-metrics Phoenix @ hadoop-metrics2- Not available.

hbase.properties 7 7 4 )L M
E2ZELET,
phoenix-hbase-site Phoenix @ hbase-site.xml Not available.

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4j

presto-log

presto-config

presto-password-authenticator

presto-env

presto-node

774N DEZEELET,

Phoenix @ log4j2.properties
J77A4INDEZZEELET,

Phoenix @ hadoop-metrics2-
phoenix.properties 7 7 4 )L M
EZ2ZELET.

Pig REDEZZELET,

Pig @ pig.properties 7 7 1 )L
NEZZELET,

Pig @ log4j.properties 7 7 A
LDEZZEELET,

Presto @ log.properties / 7
AINDEZZEELET,

Presto @ config.properties
J77A4INDEZEELEXT,

Presto ® password-authentic
ator.properties 7 7 1 JL D&
EEELET,

Presto @ presto-env.sh 7 7
AINDEZZEELET,

Presto @ node.properties / 7
TIDEZEELXT,

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.
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Pk A BERETV>3a>
presto-connector-blackhole Presto @ blackhole.properties  Not available.

7714 DEZZEELET,
presto-connector-cassandra Presto @ cassandra.properti Not available.

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

es 77AIINDEZZEEL X
ER

Presto M hive.properties 7 7
AINDEZZEELET,

Presto @ jmx.properties 7 7
AINDEZZEELET,

Presto @ kafka.properties
J77A4INDEZZEELET,

Presto @ lakeformation.prop
erties 77 ML DEEZZEEL
F9,

Presto @ localfile.properties
J77A4INDEZZEELET,

Presto ® memory.properties
77A4INDEZZEELET,

Presto ® mongodb.properties

T77AI)NDEZEELXT,

Presto ® musql.properties
774N DEZZEELET,

Presto M postgresql.propert
ies 77 M DEEZELE
9o

Restarts Presto-Server (for
PrestoDB)
Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor Presto @ raptor.properties Not available.

J77A4INDEZZEELET,
presto-connector-redis Presto @ redis.properties 7 7  Not available.

1IILDEZZEELET,
presto-connector-redshift Presto @ redshift.properties Not available.

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

J77AINDEZEELET,

Presto @ tpcj.properties 7 7
AINDEZZEELET,

Presto @ tpcds.properties
J77A4INDEZZEELET,

Trino @ log.properties 7 7 A
ILDEZZEELET,

Trino @ config.properties 7 7
AINDEZZEELET,

Trino @ password-authentic
ator.properties 7 7 1 )L D&
EEBELET,

Trino @ trino-env.sh 7 7 1)L
NDEZZELEXT,

Trino @ node.properties 7 7
AINDEZZEELET,

Trino @ blackhole.properties
J77AINDEZEELET.

Trino @ cassandra.properties
J77AINDEZEELET,

Not available.

Not available.

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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2%

trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

S

Trino @ delta.properties 7 7
AINDEZZEELET,

Trino @ hive.properties 7 7 A
LDEZZEELET,

Trino @ exchange-manager.p
roperties 77 1)L DEZZEE
LEXT,

Trino @ iceberg.properties
J77A4INDEZZEELET,

Trino @ hudi.properties 7 7
1IILDEZZEELET,

Trino @ jmx.properties 7 7 A
ILDEZZEELET,

Trino @ kafka.properties 7 7
1IILDEZEZEELET,

Trino @ localfile.properties
J77A4INDEZZEELET,

Trino @ memory.properties
J77A4INDEZZEELET,

Trino @ mongodb.properties
774N DEZZEELET,

Trino @ mysql.properties 7 7
AINDEZZEELET,

Presto @ postgresql.propert
ies 77 M) DEEZELF
ERS

BERETV3a>

K

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

J77AINDEZEELET,

Trino @ tpch.properties 7 7
AINDEZZEELET,

Trino @ tpcds.properties 7 7
1IILDEZZEELET,

Ranger KMS @ dbks-site.xml
774 DEZEELET,

Ranger KMS @ ranger-kms-

sitexml 77 I DEZZEL

ESC R

Ranger KMS IRIBEDEZZEE
LEXT,

Ranger KMS @ kms-logba
ckxm 774 DEZZEEL
9,

Ranger KMS ZfEA L 1=
MySQL SSL A0 S3 0
CA77A4INDEEZZEELF
ED

Apache Spark A ® Amazon
EMR-curated %7€

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BRET77>3aY
trino-connector-raptor Trino @ raptor.properties 7 7  Not available.

1IIDEZZEELET,
trino-connector-redis Trino @ redis.properties 7 7 Not available.
1IILDEZZEELET,
trino-connector-redshift Trino @ redshift.properties Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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S

spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

S

Spark @ spark-defaults.conf
J77A4INDEZZEELET,

Spark IRENDEZZEL F
¥,

Spark @ hive-site.xml 7 7 A
LNDOEZZEELET

Spark @ log4j2.properties
774 DEZEELET,

Spark @ metrics.properties
J77A4INDEZZEELET,

Tez M tez-site.xml 7714 )LD
BEZZELET,

YARN REOEZZEL F
9,

YARN 0 yarn-site.xml 7 7 A
LDEZZEELET,

Zeppelin REEDEZZEEL T
9,

ETF O3y

K

B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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pax:| i BERETV>3a>
zeppelin-site zeppelin-site.xm| DK FRE Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

780 ZENOY

780 V)—ABLTVII—A/—

B

2025-03-07

2025-03-06

2025-02-28

EEZELET,

ZooKeeper M zoo.cfg 7 7 A
LDEZZEELET,

ZooKeeper @ logback.xml
7714 DEZZEELET,

D/ —RODemr XKNJUORA
REZLZELET,

hOZEOY

AR KN

RFIAD NRE

AMEREYI—A

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

S

Amazon EMR 7.8.0 VU—X
/=IO TaEEREL
=

Amazon EMR 7.8.0 A" 7R —
RENTVWBDIXNTD!)—
TavIlx£ILFZ7O4Eh
=L

Amazon EMR 7.8.0 A" &# ®
BRY—>a>vIitgdlcT o
O4cshFIL L
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AmazonEMR U 1)—X7.7.0

770 TYHR—RENTVBRZAT7H A1)

ROEE, AmazonEMR DU —X 770 THR—KRENTWVWBSA 7L I OBRFERLTVE
9,

HR—r71—X A {+

MEYU—2H 2025 €2 A 6 H
BEYSR—NDOKTH 2027 £2 A5H
HR—NDKRT 2027 £2 A 6 A
TATHAUIKT 2028 £ 2 A6 H

770V —AR—F> K
Amazon EMR7.7.0 IZl&, ROTF 7V —2a fEEhTVET,

A7IT> o2

\

AmazonCloudWatchAgent. Delta, Flink, Hadoop, HBase. HCatalog, Hive., Hudi, Livy. Iceberg. Jupy
Extras:

Hue. JupyterHub, Oozie, Pig. Presto. TensorFlow, Zeppelin
EENTVWANYT—D0FMICOVTR., "Amazon EMR7.x D) —AQT7 7)o —2 32 )\ —

Tarv, BBRLTILKEE VY, OFPIU Y& Extras OFMAIC D2V Tk, "Amazon EMR Standard
Supporty; ZZBRL TS EZ W,

7707 7V)5—>3a>N—>3ay

cnI)—=AIC
(&, AmazonCloudWatchAgent, . Delta, Flink, HBase, HCatalog, Hadoop, . HiveHudi, Hue., . Icebe
BREOFT7TVT—23 U FEENTVE T ZooKeeper,
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-release-app-versions-7.x.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-release-app-versions-7.x.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-standard-support.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-standard-support.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://delta.io/
https://flink.apache.org/
http://hbase.apache.org/
https://cwiki.apache.org/confluence/display/Hive/HCatalog
http://hadoop.apache.org/docs/current/
http://hive.apache.org/
https://hudi.apache.org
http://gethue.com/
https://iceberg.apache.org/
https://jupyter-enterprise-gateway.readthedocs.io/en/latest/
https://jupyterhub.readthedocs.io/en/latest/#
https://livy.incubator.apache.org/
http://oozie.apache.org/
https://phoenix.apache.org/
http://pig.apache.org/
https://prestodb.io/
https://spark.apache.org/docs/latest/
https://www.tensorflow.org/
https://tez.apache.org/
https://trino.io/
https://zeppelin.incubator.apache.org/
https://zookeeper.apache.org

Amazon EMR Amazon EMR U —X 4 R

LTOXREF, AmazonEMR OOV —ATRAAELT 7V r—>a3a o N—23a> e, sid 32
® Amazon EMR D —R (ZE9%5HE) CHNRATEATZ7UTr—>3a > N—2322R0LTVE
Is

AmazonEMR D&V —ADT 7V r—2a>N—2a>0a8FENEBEICOVWTIERE., LTok
By OoRSBLTSEEL,

e AmazonEMR7x U —ZAOTF 7 Uyr—>a>y)N\—3ay

e AmazonEMR6X U —ZAOTF 7 Ur—>a>y/)N\—ay

« Amazon EMR5x U —AQTF7 7V —>a o N—>3ay

e AmazonEMR4x U —Z2OQOTF 7 Uyr—>3a>y)N\—3ay

T7Ur—aryN—23a v ER

emr-7.7.0 emr-7.6.0 emr-7.5.0 emr-7.4.0
AWS SDK for 22944, 1 2.29.25, 1 2.28.8, 1.12.772 2.28.8, 1.12.772
Java 12.780 12.779
Python 3.9, 3.1 3.9, 3.1 3.9, 3.1 3.9, 3.11
Scala 2.12.18 2.12.18 2.12.18 2.12.18
AmazonClo 1.300032.2 1.300032.2 1.300032.2 1.300032.2
udWatchAgent
Delta 3.2.1-amzn-2 3.2.1-amzn-1 3.2.1-amzn-0 3.2.0-amzn-1
Flink 1.20.0 1.20.0 1.19.1 1.19.1
Ganglia - - - -
HBase 2.6.1 2.6.1 2.5.10 255
HCatalog 3.1.3 3.1.3 3.1.3 3.1.3
Hadoop 3.4.0 3.4.0 3.4.0 3.4.0
Hive 3.1.3 3.1.3 3.1.3 3.1.3
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emr-7.7.0 emr-7.6.0 emr-7.5.0 emr-7.4.0

Hudi 0.15.0-amzn-4 0.15.0-amzn-3 0.15.0-amzn-2 0.15.0-amzn-1
Hue 411.0 411.0 411.0 411.0
Iceberg 1.7.1-amzn-0 1.6.1-amzn-2 1.6.1-amzn-1 1.6.1-amzn-0
JupyterEn 2.6.0 2.6.0 2.6.0 2.6.0
terpriseGateway
JupyterHub 1.5.0 1.5.0 1.5.0 1.5.0
Livy 0.8.0 0.8.0 0.8.0 0.8.0
MXNet - - - -
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.1 5.2.0 5.2.0 5.2.0
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.287 0.287
Spark 3.5.3 3.5.3 3.5.2 3.5.2
Sqoop - - - 1.4.7
TensorFlow 2.16.1 2.16.1 2.16.1 2.16.1
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 467 457 446 446
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.11.1
ZooKeeper 3.9.2 3.9.2 3.9.2 3.9.2
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770V )—=RAO2VR—F D

Amazon EMR 7.7.0 ® Extras /\Y 5 —>®

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo

udWatchAgent

Flink

Flink

Flink

Flink

Flink

Flink

T7Ur—<3

BAT

a7

B i

Ny ir—3

hadoop-hdfs-
journalnode

ranger-kms

s3-dist-cp

zookeeper

zookeeper-
server

hadoop-client

hadoop-hdfs

hadoop-hdfs-
datanode

hadoop-hdfs-
journalnode

hadoop-hdfs-
namenode

hadoop-httpfs

EMICOVWTIE,

RDOREZRLTLSEEL,

Nylr—ss4  RKyor—IN—
7 ay

Extras 3.4.0-amz
n-3-1.amzn2023

Extras 2.0.0-1.a
mzn2023

Extras 2.37.0-1.
amzn2023

Extras 3.9.2.amz

n.1-1.amzn2023

Extras 3.9.2.amz
n.1-1.amzn2023

Extras 3.4.0.amz
n.3-1.amzn2023

Extras 3.4.0.amz
n.3-1.amzn2023

Extras 3.4.0.amz
n.3-1.amzn2023

Extras 3.4.0.amz
n.3-1.amzn2023

Extras 3.4.0.amz
n.3-1.amzn2023

Extras 3.4.0.amz
n.3-1.amzn2023
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T7Vr—>3  TF7UT—=>3 NvT—= NyTr—o84 N T—I)0—
> VRAT 7 >ar
Flink ar hadoop-kms Extras 3.4.0.amz

n.3-1.amzn2023
Flink ar hadoop-ma Extras 3.4.0.amz
preduce n.3-1.amzn2023
Flink ar hadoop-ma Extras 3.4.0.amz
preduce-h n.3-1.amzn2023
istoryserver
Flink ar hadoop-yarn Extras 3.4.0.amz
n.3-1.amzn2023
Flink ar hadoop-yarn- Extras 3.4.0.amz
nodemanager n.3-1.amzn2023
Flink ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.3-1.amzn2023
Flink ar hadoop-ya Extras 3.4.0.amz
rn-resour n.3-1.amzn2023
cemanager
Flink ar hadoop-yarn- Extras 3.4.0.amz
timelineserver n.3-1.amzn2023
Flink ar hudi Extras 0.15.0.am
zn.4-1.am
zn2023
Flink ar ranger-kms Extras 2.0.0-1.a
mzn2023
Flink ar hadoop Extras 3.4.0.amz

n.3-1.amzn2023
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T7Uor—>3  FT7UT—=>3 Nvir— Ny =84 NYT—2N—
> VRAT 7 >ar
HBase ar s3-dist-cp Extras 2.37.0-1.

amzn2023
HCatalog ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.3-1.amzn2023
HCatalog ar mariadb-c Extras
onnector-java
[Hive] ar hadoop-httpfs Extras 3.4.0.amz
n.3-1.amzn2023
[Hive] ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.3-1.amzn2023
[Hive] ar hive-hbase Extras 3.1.3.amz
n.16-1.am
zn2023
[Hive] ar mariadb-c Extras 2.7.2-1
onnector-java
[Hive] ar s3-dist-cp Extras 2.37.0-1.
amzn2023
TJIZVYIOR ar s3-dist-cp Extras 2.37.0-1.
amzn2023
Spark ar spark-dat Extras 3.5.3.amz
anucleus n.1-1.amzn2023
Tez ar hadoop-ma Extras 3.4.0.amz
preduce n.3-1.amzn2023

emr-7.7.0

101



Amazon EMR Amazon EMR U UJ—2Z #j4 R
T7Vor—>13 T7Ur—>3 Ny Tr—= NYTr—o84 Ny Tr—2 )N—
b VEBAT 7 >ar
Tez ar hadoop-ma Extras 3.4.0.amz

preduce-h n.3-1.amzn2023
istoryserver
Tez ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.3-1.amzn2023
Trino a7 bigtop-utils Extras 1.2.0-1.a
mzn2023
Trino ar hadoop-client Extras 3.4.0.amz
n.3-1.amzn2023
Trino ar hadoop-hdfs Extras 3.4.0.amz
n.3-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.4.0.amz
datanode n.3-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.4.0.amz
journalnode n.3-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.4.0.amz
namenode n.3-1.amzn2023
Trino ar hadoop-kms Extras 3.4.0.amz
n.3-1.amzn2023
Trino ar hadoop-ma Extras 3.4.0.amz
preduce n.3-1.amzn2023
Trino ar hadoop-ma Extras 3.4.0.amz
preduce-h n.3-1.amzn2023
istoryserver
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T7Uor—>3  FT7UT—=>3 Nvir— Ny =84 NYT—2N—
b VEBAT 7 >ar
Trino ar hadoop-yarn Extras 3.4.0.amz

n.3-1.amzn2023
Trino ar hadoop-yarn- Extras 3.4.0.amz
nodemanager n.3-1.amzn2023
Trino a7 hadoop-yarn- Extras 3.4.0.amz
proxyserver n.3-1.amzn2023
Trino ar hadoop-ya Extras 3.4.0.amz
rn-resour n.3-1.amzn2023
cemanager
Trino ar hadoop-yarn- Extras 3.4.0.amz
timelineserver n.3-1.amzn2023
Trino ar hive Extras 3.1.3.amz
n.16-1.am
zn2023
Trino ar hive-hcatalog- Extras 3.1.3.amz
server n.16-1.am
zn2023
Trino ar mariadb-c Extras 2.7.2-1
onnector-java
Trino ar ranger-kms Extras 2.0.0-1.a
mzn2023
Trino ar zookeeper Extras 3.9.2.amz
n.1-1.amzn2023
Trino ar zookeeper- Extras 3.9.2.amz
server n.1-1.amzn2023
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T7Uor—>3  FT7UT—=>3 Nvir— Ny =84 NYT—2N—
b VEBAT 7 >ar
Trino ar bigtop-groovy Extras 254-1.a
mzn2023

Trino ar bigtop-jsvc Extras 1.2.4-1.a
mzn2023

Trino ar hadoop Extras 3.4.0.amz
n.3-1.amzn2023

Trino ar hadoop-Izo Extras 0.4.19-1.
amzn2023

Trino ar hive-hcatalog Extras 3.1.3.amz
n.16-1.am
zn2023

Trino ar hive-jdbc Extras 3.1.3.amz
n.16-1.am
zn2023

Zookeeper ar emrfs Extras 3.9.2.amz
n.1-1.amzn2023

Zookeeper ar hadoop-client Extras 3.9.2.amz
n.1-1.amzn2023

Zookeeper ar hadoop-hdfs Extras 3.9.2.amz
n.1-1.amzn2023

Zookeeper ar hadoop-hdfs- Extras 3.9.2.amz

datanode n.1-1.amzn2023
Zookeeper ar hadoop-hdfs- Extras 3.9.2.amz

journalnode

n.1-1.amzn2023
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T7Uor—>3  FT7UT—=>3 Nvir— NYTr—o84 N T—IN0N—
> VRAT 7 >ar
Zookeeper ar hadoop-hdfs- Extras 3.9.2.amz

namenode n.1-1.amzn2023
Zookeeper ar hadoop-httpfs Extras 3.9.2.amz
n.1-1.amzn2023
Zookeeper ar hadoop-kms Extras 3.9.2.amz
n.1-1.amzn2023
Zookeeper ar hadoop-ma Extras 3.4.0.amz
preduce n.3-1.amzn2023
Zookeeper ar hadoop-ma Extras 3.4.0.amz
preduce-h n.3-1.amzn2023
istoryserver
Zookeeper ar hadoop-yarn Extras 3.4.0.amz
n.3-1.amzn2023
Zookeeper ar hadoop-yarn- Extras 3.4.0.amz
nodemanager n.3-1.amzn2023
Zookeeper ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.3-1.amzn2023
Zookeeper ar hadoop-ya Extras 3.4.0.amz
rn-resour n.3-1.amzn2023
cemanager
Zookeeper ar hadoop-yarn- Extras 3.4.0.amz
timelineserver n.3-1.amzn2023
Zookeeper ar ranger-kms Extras 2.0.0-1.a
mzn2023
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7.7.0VJ)—=A/—hb

RDV)—A/—RKIZIE, AmazonEMR U —X 770 ICEATBHRAIEENTVET,
i RE

s P77V —23>0OF Y79 L—R-Amazon EMR 7.7.0 application upgrades include Delta 3.2.1-
amzn-2, Hudi 0.15.0-amzn-4, Iceberg 1.7.1-amzn-0, and Trino 467,

BLA O FE R

c COVD-RICREAENEEA,

LTER, Hagat, #RL LBE

« Spark 3.3.1 (EMR /NA—2 32 6.10 AR THR—N) g, BLERANAOIXNTOITEF2
& —(d ExecutorStateDECOMMISSIONING REEHIFENDFHL LV ICREETNET, Yan &
BLEEhZTITEF1X—ZFEALTRAVZEIETRENTERVESD, BEICRHLUT,
RITENBDRAVOFHLVWITEXF12—2UIITANLET, LN 2T, EMR Managed
Scaling. EMR Auto Scaling, £k EMR-EC2 95 AR—THARART — )Y IAN-XL%E
FALTWSHEEIZ Spark DRA ZE|MICT B E, Yan @23 JZEICRAFRITJTEF12—%
JOTARNTRENHBYET, COBBZREITDICEK, LEROMENDHEAEDEEZFRALT
W2H &8k, spark.dynamicAllocation.enabled7'0/VF 1 % TRUE (T 7 #JLN) ICEREL
EEFICLET, €512, Spark 237 M spark.dynamicAllocation.maxExecutors® kT
spark.dynamicAllocation.minExecutors7’O/NT /4 OEZFREL T, a7 ORTHICE
WYETSNBZTITEXFI1X—OBZEFIRTZCET, ITEFI1X—OHRNMINERAENEZRE
THELETEET,

« EMR7.7.0 THEAE N TWS Iceberg /N\—2 3> Tk, Java8 A HR—hEhix<EWEL
o E5IC, Iceberg ld emr-7.7.0-java8-latestB KR M Java8 A X—TI h SRS hE
Femr-7.7.0-spark-rapids-java8-latest,

« Amazon EMR on EKS T® Lake Formation for FGAC — Amazon EMR J 1) —X 7.7 AR T &,
AWS Lake Formation Z3& L TAmazon S3 T/NY U7 ¥ & T\ % Data Catalog 7— 7 JLIC
EHMAP BT O LAOANO—ILZERATEERY, COBBEZFEAT S E. Amazon EMR on EKS
Spark Jobs ADFEAEVY VTV OT—7 ), 17, 5, ©ILRIOFTOELAD MO—)L &
ETEET, FMICOVTIE. "Using Amazon EMR on EKS with AWS Lake Formation for fine-
grained access controly ZZBRL TS,
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OsRelea Amazon Linux 71—xJL FATEER HR—KrRHKD V-3

Label N—>3> D

(Amazor

Linux

SN—

>3

~)

2023 6.1.140-154.222.am 2025 7 A 14 H B (ARY OFRILA)

3 zn2023 . REUN—L—>).

7 H FEAt=R). 7ZTFN

2025 T4V (LVINT ),

H B (N Y, FTOT

0609.0 INDTav o (v HI
). KERZ (F/NA
FYy. P7VHT—=7
2o2). BMN(TAIL
ZUR), RR (7T
BREER). KM (7

Z207IN) . EXK (YT
»)NoaQ)., F2FTNY
T4V (&EB) T2TN
274V (INAFTZN—
K). KRKERZ (/IN—>
ZTAE). TETND
7490 IIN)), T
TIN>TA4v T (KRR,
TOSTN>T4v9 (X
L—>7). BM @A~
K>)). . POFTN>
74V (XKL ),
BN (ZZ/). 727
NTA4Y 0 (ERR),
AWS GovCloud (KE X
). AWS GovCloud (K
EfEE ) KEA®ES (FL
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OsRelea Amazon Linux 1—XxJL FATEER HR—FIRKED V-3
Label N—>3a> >

d> ). XKEES (dth
D7ANZTF ), TZF
N2 T4 D (U HR—
WYy, FZTN>T74v
7(RZ=), 41AZI
W (TLT7ET) hrs
(FE) . AFEFES (B
WHI—) BRM (ARA
~). HE (EE ) KM
(Fi—-Uvk)
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OsRelea Amazon Linux 71—xJL FATEER HR—KrJHRD V-3
Label N—>3> D

(Amazor

Linux

SN—

>3

~)

2023 6.1.134-152.225.am 2025 % 6 A 19 H B (ARY OFRILA ),
F zn2023 RE (/N—L—2), ®
7 H dt=m=). 7T
2025 74V (XL—>T),
H TOTINDTAYD (LY
527 .1 INA ) o BRI (N ),

TOTINDTAv D (D+
AR, KEFRZ (F/\
A7), F7UhT—7
2o, BN (TAILZ
R)Y, R (TZ7E
REEFH ). KM (77
YOI ) . BEXK (Y
»INon)., F2TNY
74V (&BEB) TPTN
27490 (NAFTN—
K). KRKERZ (/IN—>
ZTAE). TFOZTND
7490 IIN))., T
TIN>TA4Y T (KRR,
TOSTIND 7499 (R
L—>7). &M@~
R). . TOTNY
74V (XKL ),
BN (=ZZ/). T>F
NTAY 0 (RR),
AWS GovCloud (KE X
8 ). AWS GovCloud (K
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OsRelea Amazon Linux 1—XxJL FATEER HR—FIRKED V-3
Label N—>3a> >

EFEL ) KEES (AL
Y. AFTI(RE) .
KEFES ({dLh) 7 4L
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ROZA1TZ1),

tez-on-worker 0.10.2-amzn-14 D—Hh—_/—RH tez YARN
T7)5—>3a>8&054
75,

zeppelin-server 0.11.1 ARSI TATRT—2%
WMEAREICTDIVITR—A
n/—=KTV Y,

zookeeper-server 3.9.2-amzn-1 REFHREMHIFL. BEiz
F, PEULE n-EHRERME
L. JIL—TH—ERZREMH
5 —mibtEnith—ERA,

zookeeper-client 3.9.2-amzn-1 ZooKeeper AN RZA4 27
TAT > o
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770 RESHE

REDBEHEATDE, TTIVT—232 2 NARINAATEERT, Ch5REE<DHEE. hive-

site.xml BEDT
T—232MERE,

BRETOV>3aA I,
9, Amazon EMR IZC& 2 T,

TDTr—=23a> 0B E XML 77 AI)LICHBLET, FEICODWTR, "T77U
ZZRBLTLKEZL,

RITHFDIZAE—DA VARV ATV —TOREZEETDERELR
TELEDBEICHLTOHBRET VIV FRBENERT. FC

PVWTR, "TETHDITAZ—ADA VARV ATIN—TDERE 2ZRLTEETL,

emr-7.7.0 258

98

capacity-scheduler

container-executor

container-log4j

core-site

ST

Hadoop M capacity-scheduler
xml 774 DEZZEL X
ERS

Hadoop YARN @ container-
executor.cfg 77 1 )LD fE%Z
ZBELET,

Hadoop YARN @ container-
log4j.properties 7 7 1 JL D&
EEELET,

Hadoop @ core-site.xml / 7
1IILDEZZEELET,

BERETV>3a>

Restarts the ResourceM
anager service.

Not available.

Not available.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
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Pk A BERETV>3a>
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker BI:ENEEZZELE  Not available.
9,
emrfs-site EMRFS OFEEZZEELET Restarts the Hadoop
o HDFS services Namenode,
SecondaryNamenode,

Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.

flink-conf flink-conf.yaml MEXEZZEL Restarts Flink history server.
£,

flink-log4; Flink log4j.properties M3XE%&  Restarts Flink history server.
ZELEY,

flink-log4j-session Kubernetes/Yarn v >3 > Restarts Flink history server.
@ Flink log4j-session.prop
erties REZZLEL XY,

flink-log4j-cli Flink log4j-cli.properties M &% Restarts Flink history server.
EZ2ZELXY,
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hadoop-env Hadoop @ ¥ XT O R— Restarts the Hadoop

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

%> N3t % Hadoop 338
NEEZEELET,

Hadoop @ log4j.properties
J77A4INDEZZEELET,

Hadoop ssl ® H—/\—E&E%&
ZELETD,

Xa

Hadoopssl DO ZA4TF7 > b
EEZELET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.
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hbase-metrics

hbase-policy

hbase-site

hdfs-encryption-zones

hdfs-env

ties 77 AL DEZZEEL X
ER

HBase @ hadoop-metrics2-hb
ase.properties 77 1 )L D{E%
ZELEY,

HBase M hbase-policy.xml
774 DEZEELET,

HBase M hbase-site.xml / 7
1INDEZZEELET,

HDFS &tV -2 ZREL
ESC R

HDFS IRIENEZZLEL F
9,

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BERETV>3a>
hbase Apache HBase /M Amazon Custom EMR specific
EMR-curated %o property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.
hbase-env HBase NIRIFENEZZLELF  Restarts the HBase services
9, RegionServer, HBaseMaster,
ThriftServer, RestServer.
hbase-log4; HBase M hbase-log4j.proper Restarts the HBase services

RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Not available.

Restarts the HBase services
RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.
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hdfs-site HDFS @ hdfs-site.xml M{E%  Restarts the Hadoop

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

ZTELET,

HCatalog IRENDEZZEL £
¥,

HCatalog @ jndi.properties M
EZ2ZELET,

HCatalog @ proto-hive-site.xm
| DEZZEL T,

HCatalog WebHCat ZRiE D&
ZEELET,

HCatalog WebHCat @
log4j2.properties NEZZEE L
£9,

HCatalog WebHCat @
webhcat-site.xml 7 7 4L D
BEZZELET,

Apache Hive F§ @ Amazon
EMR-curated 5%,

Hive @ beeline-log4j2.pro
perties 77 A )L DIEZZEL
9,

Hive @ parquet-logging.pr
operties 77 1)L DEEZE
LET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Httpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Sets configurations to launch

Hive LLAP service.

Not available.

Not available.
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hive-env Hive IRENDEZZEL X T, Restarts HiveServer2,

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

hiveserver2-site

hue-ini

httpfs-env

Hive O hive-exec-log4j2.p
roperties 77 1)L DEZZEE
LET,

Hive @ llap-daemon-log4j2
properties 77 1 L DEZZE
BELEXT,

Hive @ hive-log4j2.properties
774 DEZEELET,

Hive @ hive-site.xml 7 7 1)L
NDEZRZELERT

Hive Server2 @ hiveserver2-
sitexml 77 M) DEZZEL
)

Hue ® ini 774 OEEZ
LET

HTTPFS IRENDEZZEL
9,

HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.
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httpfs-site Hadoop @ httpfs-site.xml 7 7  Restarts Hadoop Httpfs

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

delta-defaults

jupyter-notebook-conf

1INDEZZEELETT,

Hadoop ® kms-acls.xml 7 7
I1IINDOEZZEELET,

Hadoop KMS IREDEZZEE
LEET,

Hadoop @ KMS java 7R— A%
ZELET,

Hadoop @ kms-log4j.properti
es 77AMIIDEZZEELE
EE

Hadoop ® kms-site.xml /7 7
1IDOEZZEELEXT,

Hudi RIEDEZZEELFT,

Hudi ® hudi-defaults.conf
J77A4INDEZZEELEFT,

Iceberg @ iceberg-defaults.c
onff 774N DEEZZEL &
ERS

Delta @ delta-defaults.conf
774N DEZZEELFT,

Jupyter Notebook @ jupyter_n
otebook_config.py 77 1)L ®
E2ZELET,

service.

Not available.
Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and

Ranger-KMS service.
Not available.

Not available.

Not available.

Not available.

Not available.
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jupyter-hub-conf JupyterHubs @ jupyterhu Not available.
b_config.py 7 7 A1 L D {E% Z
BLET,

jupyter-s3-conf Jupyter Notebook @ S3 M 7K Not available.
BHEZERELET,

jupyter-sparkmagic-conf Sparkmagic @ config.json Not available.

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

oozie-site

J77AINDEZEELET,

Livy @ livy.conf 7 7 € )LD {&E
EEBELET,

Livy IRIEQEZZEELET,
Livy @ log4j2.properties M &%
EZEELEXT,

MapReduce 7 74— 3>

NIREDEEZZELET,

MapReduce 7 7’ —> 3>
@ mapred-site.xml 7 7 1)L D
BEZZELEY,

Oozie NIEREDEZZEL F
9,

Oozie ? oozie-log4j.proper
ties 77 ML DEEZZEELF
9o

Oozie M oozie-site.xml 7 7 A
IDEZEZEELET,

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.

Restarts Oozie.
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phoenix-hbase-metrics Phoenix @ hadoop-metrics2- Not available.

hbase.properties 7 7 4 )L M
E2ZELET,
phoenix-hbase-site Phoenix @ hbase-site.xml Not available.

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4j

presto-log

presto-config

presto-password-authenticator

presto-env

presto-node

774N DEZEELET,

Phoenix @ log4j2.properties
J77A4INDEZZEELET,

Phoenix @ hadoop-metrics2-
phoenix.properties 7 7 4 )L M
EZ2ZELET.

Pig REDEZZELET,

Pig @ pig.properties 7 7 1 )L
NEZZELET,

Pig @ log4j.properties 7 7 A
LDEZZEELET,

Presto @ log.properties / 7
AINDEZZEELET,

Presto @ config.properties
J77A4INDEZEELEXT,

Presto ® password-authentic
ator.properties 7 7 1 JL D&
EEELET,

Presto @ presto-env.sh 7 7
AINDEZZEELET,

Presto @ node.properties / 7
TIDEZEELXT,

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.
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presto-connector-blackhole Presto @ blackhole.properties  Not available.

7714 DEZZEELET,
presto-connector-cassandra Presto @ cassandra.properti Not available.

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

es 77AIINDEZZEEL X
ER

Presto M hive.properties 7 7
AINDEZZEELET,

Presto @ jmx.properties 7 7
AINDEZZEELET,

Presto @ kafka.properties
J77A4INDEZZEELET,

Presto @ lakeformation.prop
erties 77 ML DEEZZEEL
F9,

Presto @ localfile.properties
J77A4INDEZZEELET,

Presto ® memory.properties
77A4INDEZZEELET,

Presto ® mongodb.properties

T77AI)NDEZEELXT,

Presto ® musql.properties
774N DEZZEELET,

Presto M postgresql.propert
ies 77 M DEEZELE
9o

Restarts Presto-Server (for
PrestoDB)
Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor Presto @ raptor.properties Not available.

J77A4INDEZZEELET,
presto-connector-redis Presto @ redis.properties 7 7  Not available.

1IILDEZZEELET,
presto-connector-redshift Presto @ redshift.properties Not available.

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

J77AINDEZEELET,

Presto @ tpcj.properties 7 7
AINDEZZEELET,

Presto @ tpcds.properties
J77A4INDEZZEELET,

Trino @ log.properties 7 7 A
ILDEZZEELET,

Trino @ config.properties 7 7
AINDEZZEELET,

Trino @ password-authentic
ator.properties 7 7 1 )L D&
EEBELET,

Trino @ trino-env.sh 7 7 1)L
NDEZZELEXT,

Trino @ node.properties 7 7
AINDEZZEELET,

Trino @ blackhole.properties
J77AINDEZEELET.

Trino @ cassandra.properties
J77AINDEZEELET,

Not available.

Not available.

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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2%

trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

S

Trino @ delta.properties 7 7
AINDEZZEELET,

Trino @ hive.properties 7 7 A
LDEZZEELET,

Trino @ exchange-manager.p
roperties 77 1)L DEZZEE
LEXT,

Trino @ iceberg.properties
J77A4INDEZZEELET,

Trino @ hudi.properties 7 7
1IILDEZZEELET,

Trino @ jmx.properties 7 7 A
ILDEZZEELET,

Trino @ kafka.properties 7 7
1IILDEZEZEELET,

Trino @ localfile.properties
J77A4INDEZZEELET,

Trino @ memory.properties
J77A4INDEZZEELET,

Trino @ mongodb.properties
774N DEZZEELET,

Trino @ mysql.properties 7 7
AINDEZZEELET,

Presto @ postgresql.propert
ies 77 M) DEEZELF
ERS

BERETV3a>

K

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

J77AINDEZEELET,

Trino @ tpch.properties 7 7
AINDEZZEELET,

Trino @ tpcds.properties 7 7
1IILDEZZEELET,

Ranger KMS @ dbks-site.xml
774 DEZEELET,

Ranger KMS @ ranger-kms-

sitexml 77 I DEZZEL

ESC R

Ranger KMS IRIBEDEZZEE
LEXT,

Ranger KMS @ kms-logba
ckxm 774 DEZZEEL
9,

Ranger KMS ZfEA L 1=
MySQL SSL A0 S3 0
CA77A4INDEEZZEELF
ED

Apache Spark A ® Amazon
EMR-curated %7€

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BRET77>3aY
trino-connector-raptor Trino @ raptor.properties 7 7  Not available.

1IIDEZZEELET,
trino-connector-redis Trino @ redis.properties 7 7 Not available.
1IILDEZZEELET,
trino-connector-redshift Trino @ redshift.properties Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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S

spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

S

Spark @ spark-defaults.conf
J77A4INDEZZEELET,

Spark IRENDEZZEL F
¥,

Spark @ hive-site.xml 7 7 A
LNDOEZZEELET

Spark @ log4j2.properties
774 DEZEELET,

Spark @ metrics.properties
J77A4INDEZZEELET,

Tez M tez-site.xml 7714 )LD
BEZZELET,

YARN REOEZZEL F
9,

YARN 0 yarn-site.xml 7 7 A
LDEZZEELET,

Zeppelin REEDEZZEEL T
9,

ETF O3y

K

B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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zeppelin-site zeppelin-site.xm| DK FRE Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

77T0ZEEOY

770V )—=ABLTVI—AR/—

B

2025-02-07

2025-02-06

2025-01-30

EEZELET,

ZooKeeper M zoo.cfg 7 7 A
LDEZZEELET,

ZooKeeper @ logback.xml
7714 DEZZEELET,

D/ —RODemr XKNJUORA
REZLZELET,

hOZEOY

AR KN

RFIAD NRE

AMEREYI—A

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

S

Amazon EMR 7.7.0 U U—X
/=IO TaEEREL
=

Amazon EMR 7.7.0 A" 7R —
RENTVWBDIXNTD!)—
TavIlx£ILFZ7O4Eh
=L

Amazon EMR 7.7.0 " &# ®
BRY—>a>vIitgdlcT o
O4cshFIL L
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e

\

aArI>
AmazonCloudWatchAgent. Delta, Flink, Hadoop, HBase. HCatalog, Hive., Hudi, Livy. Iceberg. Jupy
Extras:

Hue. JupyterHub, Oozie, Pig. Presto. TensorFlow, Zeppelin
EENTVWANYT—D0FMICOVTR., "Amazon EMR7.x D) —AQT7 7)o —2 32 )\ —

Tarv, BBRLTILKEE VY, OFPIU Y& Extras OFMAIC D2V Tk, "Amazon EMR Standard
Supporty; ZZBRL TS EZ W,

7607 7V5—>3a>rN—>3ay

COUD=AIZE, ROT7VTr—>3arFEgEnTVE
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T7Ur—aryN—23a v ER

AWS SDK for
Java

Python
Scala

AmazonClo
udWatchAgent

Delta
Flink
Ganglia
HBase
HCatalog
Hadoop

Hive

emr-7.6.0

2.29.25, 1
A2.779

3.9, 3.11

2.12.18

1.300032.2

3.2.1-amzn-1

1.20.0

2.6.1

3.1.3

3.4.0

3.1.3

emr-7.5.0

2.28.8, 1.12.772

3.9, 3.11

2.12.18

1.300032.2

3.2.1-amzn-0

1.19.1

2.5.10

3.1.3

3.4.0

3.1.3

emr-7.4.0

2.28.8, 1.12.772

3.9, 3.11

2.12.18

1.300032.2

3.2.0-amzn-1

1.19.1

255

3.1.3

3.4.0

3.1.3

emr-7.3.0

2.25.70, 1
A2.747

3.9, 3.11

2.12.18

1.300032.2

3.2.0-amzn-0

1.18.1

2417

3.1.3

3.3.6

3.1.3
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Amazon EMR Amazon EMR U UJ—2Z #j4 R
emr-7.6.0 emr-7.5.0 emr-7.4.0 emr-7.3.0

Hudi 0.15.0-amzn-3 0.15.0-amzn-2 0.15.0-amzn-1 0.15.0-amzn-0
Hue 411.0 411.0 411.0 411.0
Iceberg 1.6.1-amzn-2 1.6.1-amzn-1 1.6.1-amzn-0 1.5.2-amzn-0
JupyterEn 2.6.0 2.6.0 2.6.0 2.6.0
terpriseGateway
JupyterHub 1.5.0 1.5.0 1.5.0 1.5.0
Livy 0.8.0 0.8.0 0.8.0 0.8.0
MXNet - - - -
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.0 5.2.0 5.2.0 5.1.3
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.287 0.285
Spark 3.5.3 3.5.2 3.5.2 3.5.1
Sqoop - - 1.4.7 1.4.7
TensorFlow 2.16.1 2.16.1 2.16.1 2.16.1
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 457 446 446 442
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.11.1
ZooKeeper 3.9.2 3.9.2 3.9.2 3.9.1
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Amazon EMR Amazon EMR U ) —X #i4{ R

7.6.0 —MRVEAETHHE L B

RDERIE, HEENSD Amazon EMR7.CVEs D —ET9, Amazon EMR (&, {SIEQORTAEICOWT
TYTANI—=LF—=T2Y—AICKFLTHY . Amazon EMR FEEZBKRIEL TH S 90 HUWR
CAZ7I2AVR—F 2 MNO—FHELTEHFORE/N—2a > a2BHUET,

COXRF, 2025 F 1 A10 BICEHEhEL Iz,

CVEID ERE CVE 4l URL

CVE-2020-15250 A https://nvd.nist.gov/vuln/detail/
CVE-2020-15250

CVE-2020-17521 ey https://nvd.nist.gov/vuln/detail/
CVE-2020-17521

CVE-2024-12798 oy https://nvd.nist.gov/vuln/detail/
CVE-2024-12798

CVE-2024-12801 & https://nvd.nist.gov/vuln/detail/
CVE-2024-12801

CVE-2024-47554 R BRE M https://nvd.nist.gov/vuln/detail/
CVE-2024-47554

CVE-2022-1471 BX https://nvd.nist.gov/vuln/detail/
CVE-2022-1471

CVE-2022-25857 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-25857

CVE-2022-38749 H https://nvd.nist.gov/vuln/detail/
CVE-2022-38749

CVE-2022-38750 H https://nvd.nist.gov/vuln/detail/
CVE-2022-38750

CVE-2022-38751 s https://nvd.nist.gov/vuln/detail/
CVE-2022-38751
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https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2024-12798
https://nvd.nist.gov/vuln/detail/CVE-2024-12798
https://nvd.nist.gov/vuln/detail/CVE-2024-12801
https://nvd.nist.gov/vuln/detail/CVE-2024-12801
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-38751

Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2022-38752

CVE-2022-41854

CVE-2022-42003

CVE-2022-42004

CVE-2023-6378

CVE-2023-6481

CVE-2024-36114

CVE-2015-1832

CVE-2018-1313

CVE-2019-10219

CVE-2020-10693

CVE-2020-13949

CVE-2020-13955

RIE

R BR %

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2022-38752

https://nvd.nist.gov/vuln/detail/

CVE-2022-41854

https://nvd.nist.gov/vuln/detail/
CVE-2022-42003

https://nvd.nist.gov/vuln/detail/

CVE-2022-42004

https://nvd.nist.gov/vuln/detail/
CVE-2023-6378

https://nvd.nist.gov/vuln/detail/

CVE-2023-6481

https://nvd.nist.gov/vuln/detail/
CVE-2024-36114

https://nvd.nist.gov/vuln/detail/

CVE-2015-1832

https://nvd.nist.gov/vuln/detail/

CVE-2018-1313

https://nvd.nist.gov/vuln/detail/

CVE-2019-10219

https://nvd.nist.gov/vuln/detail/

CVE-2020-10693

https://nvd.nist.gov/vuln/detail/

CVE-2020-13949

https://nvd.nist.gov/vuln/detail/

CVE-2020-13955
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https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2019-10219
https://nvd.nist.gov/vuln/detail/CVE-2019-10219
https://nvd.nist.gov/vuln/detail/CVE-2020-10693
https://nvd.nist.gov/vuln/detail/CVE-2020-10693
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2020-13955

Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2020-29582

CVE-2020-8908

CVE-2021-28170

CVE-2021-34538

CVE-2021-38153

CVE-2022-24329

CVE-2022-25647

CVE-2022-36364

CVE-2022-39135

CVE-2022-42889

CVE-2022-46337

CVE-2022-46751

CVE-2023-1370

RIE

&

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2020-29582

https://nvd.nist.gov/vuln/detail/
CVE-2020-8908

https://nvd.nist.gov/vuln/detail/
CVE-2021-28170

https://nvd.nist.gov/vuln/detail/
CVE-2021-34538

https://nvd.nist.gov/vuln/detail/
CVE-2021-38153

https://nvd.nist.gov/vuln/detail/
CVE-2022-24329

https://nvd.nist.gov/vuln/detail/

CVE-2022-25647

https://nvd.nist.gov/vuln/detail/
CVE-2022-36364

https://nvd.nist.gov/vuln/detail/

CVE-2022-39135

https://nvd.nist.gov/vuln/detail/
CVE-2022-42889

https://nvd.nist.gov/vuln/detail/

CVE-2022-46337

https://nvd.nist.gov/vuln/detail/
CVE-2022-46751

https://nvd.nist.gov/vuln/detail/

CVE-2023-1370
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https://nvd.nist.gov/vuln/detail/CVE-2020-8908
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https://nvd.nist.gov/vuln/detail/CVE-2021-38153
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https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2023-1370

Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2023-20863

CVE-2023-20883

CVE-2023-25194

CVE-2023-2976

CVE-2023-33201

CVE-2023-33202

CVE-2023-34453

CVE-2023-34454

CVE-2023-34455

CVE-2023-3635

CVE-2023-39410

CVE-2023-42503

CVE-2023-43642

RIE

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2023-20863

https://nvd.nist.gov/vuln/detail/
CVE-2023-20883

https://nvd.nist.gov/vuln/detail/
CVE-2023-25194

https://nvd.nist.gov/vuln/detail/
CVE-2023-2976

https://nvd.nist.gov/vuln/detail/
CVE-2023-33201

https://nvd.nist.gov/vuln/detail/
CVE-2023-33202

https://nvd.nist.gov/vuln/detail/
CVE-2023-34453

https://nvd.nist.gov/vuln/detail/
CVE-2023-34454

https://nvd.nist.gov/vuln/detail/
CVE-2023-34455

https://nvd.nist.gov/vuln/detail/

CVE-2023-3635

https://nvd.nist.gov/vuln/detail/
CVE-2023-39410

https://nvd.nist.gov/vuln/detail/

CVE-2023-42503

https://nvd.nist.gov/vuln/detail/

CVE-2023-43642
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https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
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https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
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Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2023-5072

CVE-2023-51074

CVE-2024-23945

CVE-2024-25710

CVE-2024-26308

CVE-2024-29857

CVE-2024-30171

CVE-2024-31141

CVE-2024-38808

CVE-2024-38820

CVE-2024-47561

CVE-2024-52046

CVE-2024-53990

iR BR %S

R BR %

R BR %

R BR %

FR BR %

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2023-5072

https://nvd.nist.gov/vuln/detail/
CVE-2023-51074

https://nvd.nist.gov/vuln/detail/
CVE-2024-23945

https://nvd.nist.gov/vuln/detail/
CVE-2024-25710

https://nvd.nist.gov/vuln/detail/

CVE-2024-26308

https://nvd.nist.gov/vuln/detail/
CVE-2024-29857

https://nvd.nist.gov/vuln/detail/

CVE-2024-30171

https://nvd.nist.gov/vuln/detail/
CVE-2024-31141

https://nvd.nist.gov/vuln/detail/

CVE-2024-38808

https://nvd.nist.gov/vuln/detail/
CVE-2024-38820

https://nvd.nist.gov/vuln/detail/

CVE-2024-47561

https://nvd.nist.gov/vuln/detail/

CVE-2024-52046

https://nvd.nist.gov/vuln/detail/

CVE-2024-53990
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https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2024-31141
https://nvd.nist.gov/vuln/detail/CVE-2024-31141
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
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https://nvd.nist.gov/vuln/detail/CVE-2024-47561
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Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID E3E CVE ##f URL
CVE-2024-56128 R BRE M https://nvd.nist.gov/vuln/detail/

CVE-2024-56128

CVE-2024-7254 50 https://nvd.nist.gov/vuln/detail/
CVE-2024-7254

GHSA-chfm-68vv-pvw5 & FARgEEU B EE
Ao
CVE-2024-47535 R BRI & https://nvd.nist.gov/vuln/detail/

CVE-2024-47535

CVE-2012-5783 H https://nvd.nist.gov/vuln/detail/
CVE-2012-5783

CVE-2012-6153 H https://nvd.nist.gov/vuln/detail/
CVE-2012-6153

CVE-2016-5018 BX https://nvd.nist.gov/vuln/detail/
CVE-2016-5018

CVE-2016-6796 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2016-6796

CVE-2018-10237 oy https://nvd.nist.gov/vuln/detail/
CVE-2018-10237

CVE-2018-11798 s https://nvd.nist.gov/vuln/detail/
CVE-2018-11798

CVE-2019-0205 S1A https://nvd.nist.gov/vuln/detail/
CVE-2019-0205

CVE-2020-15522 s https://nvd.nist.gov/vuln/detail/
CVE-2020-15522

CVE-2020-1945 H https://nvd.nist.gov/vuln/detail/
CVE-2020-1945
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Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2021-36373

CVE-2021-36374

CVE-2018-1000180

CVE-2020-26939

CVE-2020-28052

CVE-2021-29425

CVE-2015-5237

CVE-2017-15095

CVE-2017-17485

CVE-2017-7525

CVE-2018-11307

CVE-2018-12022

CVE-2018-12023

RIE

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2021-36373

https://nvd.nist.gov/vuln/detail/
CVE-2021-36374

https://nvd.nist.gov/vuln/detail/
CVE-2018-1000180

https://nvd.nist.gov/vuln/detail/
CVE-2020-26939

https://nvd.nist.gov/vuln/detail/
CVE-2020-28052

https://nvd.nist.gov/vuln/detail/
CVE-2021-29425

https://nvd.nist.gov/vuln/detail/
CVE-2015-5237

https://nvd.nist.gov/vuln/detail/
CVE-2017-15095

https://nvd.nist.gov/vuln/detail/

CVE-2017-17485

https://nvd.nist.gov/vuln/detail/
CVE-2017-7525

https://nvd.nist.gov/vuln/detail/

CVE-2018-11307

https://nvd.nist.gov/vuln/detail/

CVE-2018-12022

https://nvd.nist.gov/vuln/detail/

CVE-2018-12023

emr-7.6.0

158


https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
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https://nvd.nist.gov/vuln/detail/CVE-2018-12022
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https://nvd.nist.gov/vuln/detail/CVE-2018-12023

Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2018-14718

CVE-2018-14719

CVE-2018-14720

CVE-2018-14721

CVE-2018-19360

CVE-2018-19361

CVE-2018-19362

CVE-2018-5968

CVE-2018-7489

CVE-2019-12086

CVE-2019-12384

CVE-2019-12814

CVE-2019-14379

RIE
EX

EX

EX

EX

EX

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2018-14718

https://nvd.nist.gov/vuln/detail/
CVE-2018-14719

https://nvd.nist.gov/vuln/detail/
CVE-2018-14720

https://nvd.nist.gov/vuln/detail/
CVE-2018-14721

https://nvd.nist.gov/vuln/detail/
CVE-2018-19360

https://nvd.nist.gov/vuln/detail/

CVE-2018-19361

https://nvd.nist.gov/vuln/detail/
CVE-2018-19362

https://nvd.nist.gov/vuln/detail/

CVE-2018-5968

https://nvd.nist.gov/vuln/detail/
CVE-2018-7489

https://nvd.nist.gov/vuln/detail/

CVE-2019-12086

https://nvd.nist.gov/vuln/detail/
CVE-2019-12384

https://nvd.nist.gov/vuln/detail/

CVE-2019-12814

https://nvd.nist.gov/vuln/detail/

CVE-2019-14379
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https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2019-12814
https://nvd.nist.gov/vuln/detail/CVE-2019-12814
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2019-14379

Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2019-14439

CVE-2019-14540

CVE-2019-14892

CVE-2019-14893

CVE-2019-16335

CVE-2019-16942

CVE-2019-16943

CVE-2019-17267

CVE-2019-17531

CVE-2019-20330

CVE-2020-10650

CVE-2020-10672

CVE-2020-10673

EX

EX

EX

EX

EX

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2019-14439

https://nvd.nist.gov/vuln/detail/
CVE-2019-14540

https://nvd.nist.gov/vuln/detail/
CVE-2019-14892

https://nvd.nist.gov/vuln/detail/
CVE-2019-14893

https://nvd.nist.gov/vuln/detail/
CVE-2019-16335

https://nvd.nist.gov/vuln/detail/
CVE-2019-16942

https://nvd.nist.gov/vuln/detail/

CVE-2019-16943

https://nvd.nist.gov/vuln/detail/
CVE-2019-17267

https://nvd.nist.gov/vuln/detail/

CVE-2019-17531

https://nvd.nist.gov/vuln/detail/

CVE-2019-20330

https://nvd.nist.gov/vuln/detail/

CVE-2020-10650

https://nvd.nist.gov/vuln/detail/

CVE-2020-10672

https://nvd.nist.gov/vuln/detail/

CVE-2020-10673
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https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14893
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https://nvd.nist.gov/vuln/detail/CVE-2019-16335
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https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-10673
https://nvd.nist.gov/vuln/detail/CVE-2020-10673

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2020-10968 = L) https://nvd.nist.gov/vuln/detail/
CVE-2020-10968

CVE-2020-10969 &m0 https://nvd.nist.gov/vuln/detail/
CVE-2020-10969

CVE-2020-11111 =L https://nvd.nist.gov/vuln/detail/
CVE-2020-11111

CVE-2020-11112 = O https://nvd.nist.gov/vuln/detail/
CVE-2020-11112

CVE-2020-11113 = O https://nvd.nist.gov/vuln/detail/
CVE-2020-11113

CVE-2020-11619 =L https://nvd.nist.gov/vuln/detail/
CVE-2020-11619

CVE-2020-11620 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-11620

CVE-2020-14060 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-14060

CVE-2020-14061 S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-14061

CVE-2020-14062 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-14062

CVE-2020-14195 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-14195

CVE-2020-24616 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-24616

CVE-2020-24750 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-24750
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https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-24750

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2020-35490 = L) https://nvd.nist.gov/vuln/detail/
CVE-2020-35490

CVE-2020-35491 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-35491

CVE-2020-35728 = L) https://nvd.nist.gov/vuln/detail/
CVE-2020-35728

CVE-2020-36179 =0 https://nvd.nist.gov/vuln/detail/
CVE-2020-36179

CVE-2020-36180 =AA https://nvd.nist.gov/vuln/detail/
CVE-2020-36180

CVE-2020-36181 = L https://nvd.nist.gov/vuln/detail/
CVE-2020-36181

CVE-2020-36182 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-36182

CVE-2020-36183 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-36183

CVE-2020-36184 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-36184

CVE-2020-36185 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-36185

CVE-2020-36186 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-36186

CVE-2020-36187 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-36187

CVE-2020-36188 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-36188
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https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
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Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2020-36189

CVE-2020-36518

CVE-2020-8840

CVE-2020-9546

CVE-2020-9547

CVE-2020-9548

CVE-2021-20190

CVE-2021-22569

CVE-2021-22570

CVE-2022-3171

CVE-2022-3509

CVE-2022-3510

CVE-2023-50387

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2020-36189

https://nvd.nist.gov/vuln/detail/
CVE-2020-36518

https://nvd.nist.gov/vuln/detail/
CVE-2020-8840

https://nvd.nist.gov/vuln/detail/
CVE-2020-9546

https://nvd.nist.gov/vuln/detail/
CVE-2020-9547

https://nvd.nist.gov/vuln/detail/
CVE-2020-9548

https://nvd.nist.gov/vuln/detail/
CVE-2021-20190

https://nvd.nist.gov/vuln/detail/

CVE-2021-22569

https://nvd.nist.gov/vuln/detail/
CVE-2021-22570

https://nvd.nist.gov/vuln/detail/

CVE-2022-3171

https://nvd.nist.gov/vuln/detail/
CVE-2022-3509

https://nvd.nist.gov/vuln/detail/

CVE-2022-3510

https://nvd.nist.gov/vuln/detail/

CVE-2023-50387
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https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
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Amazon EMR
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CVE ID

CVE-2023-50868

CVE-2023-52428

CVE-2024-23454

CVE-2024-23944

CVE-2024-25638

CVE-2024-29025

CVE-2024-29131

CVE-2024-29133

CVE-2024-51504

CVE-2024-6763

CVE-2024-8184

CVE-2022-40149

CVE-2022-40150

RIE
R BRI

iR BR %S

PR BRI M

B BR %

R BR %

R BR %

R BR %

FR BR %

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2023-50868

https://nvd.nist.gov/vuln/detail/
CVE-2023-52428

https://nvd.nist.gov/vuln/detail/
CVE-2024-23454

https://nvd.nist.gov/vuln/detail/
CVE-2024-23944

https://nvd.nist.gov/vuln/detail/
CVE-2024-25638

https://nvd.nist.gov/vuln/detail/
CVE-2024-29025

https://nvd.nist.gov/vuln/detail/
CVE-2024-29131

https://nvd.nist.gov/vuln/detail/
CVE-2024-29133

https://nvd.nist.gov/vuln/detail/

CVE-2024-51504

https://nvd.nist.gov/vuln/detail/
CVE-2024-6763

https://nvd.nist.gov/vuln/detail/

CVE-2024-8184

https://nvd.nist.gov/vuln/detail/
CVE-2022-40149

https://nvd.nist.gov/vuln/detail/

CVE-2022-40150
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https://nvd.nist.gov/vuln/detail/CVE-2022-40150

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2022-45685 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-45685

CVE-2022-45693 &m0 https://nvd.nist.gov/vuln/detail/
CVE-2022-45693

CVE-2023-1436 =0 https://nvd.nist.gov/vuln/detail/
CVE-2023-1436

CVE-2013-7285 BEX https://nvd.nist.gov/vuln/detail/
CVE-2013-7285

CVE-2014-8125 = O https://nvd.nist.gov/vuln/detail/
CVE-2014-8125

CVE-2016-3674 S https://nvd.nist.gov/vuln/detail/
CVE-2016-3674

CVE-2017-7957 S1A https://nvd.nist.gov/vuln/detail/
CVE-2017-7957

CVE-2019-10173 BEX https://nvd.nist.gov/vuln/detail/
CVE-2019-10173

CVE-2020-26217 S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-26217

CVE-2020-26258 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-26258

CVE-2021-21341 S1A https://nvd.nist.gov/vuln/detail/
CVE-2021-21341

CVE-2021-21342 BX https://nvd.nist.gov/vuln/detail/
CVE-2021-21342

CVE-2021-21343 S1A https://nvd.nist.gov/vuln/detail/
CVE-2021-21343
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https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2013-7285
https://nvd.nist.gov/vuln/detail/CVE-2013-7285
https://nvd.nist.gov/vuln/detail/CVE-2014-8125
https://nvd.nist.gov/vuln/detail/CVE-2014-8125
https://nvd.nist.gov/vuln/detail/CVE-2016-3674
https://nvd.nist.gov/vuln/detail/CVE-2016-3674
https://nvd.nist.gov/vuln/detail/CVE-2017-7957
https://nvd.nist.gov/vuln/detail/CVE-2017-7957
https://nvd.nist.gov/vuln/detail/CVE-2019-10173
https://nvd.nist.gov/vuln/detail/CVE-2019-10173
https://nvd.nist.gov/vuln/detail/CVE-2020-26217
https://nvd.nist.gov/vuln/detail/CVE-2020-26217
https://nvd.nist.gov/vuln/detail/CVE-2020-26258
https://nvd.nist.gov/vuln/detail/CVE-2020-26258
https://nvd.nist.gov/vuln/detail/CVE-2021-21341
https://nvd.nist.gov/vuln/detail/CVE-2021-21341
https://nvd.nist.gov/vuln/detail/CVE-2021-21342
https://nvd.nist.gov/vuln/detail/CVE-2021-21342
https://nvd.nist.gov/vuln/detail/CVE-2021-21343
https://nvd.nist.gov/vuln/detail/CVE-2021-21343

Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2021-21344

CVE-2021-21345

CVE-2021-21346

CVE-2021-21347

CVE-2021-21348

CVE-2021-21349

CVE-2021-21350

CVE-2021-21351

CVE-2021-29505

CVE-2021-39139

CVE-2021-39141

CVE-2021-39144

CVE-2021-39145

RIE
EX

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2021-21344

https://nvd.nist.gov/vuln/detail/
CVE-2021-21345

https://nvd.nist.gov/vuln/detail/
CVE-2021-21346

https://nvd.nist.gov/vuln/detail/
CVE-2021-21347

https://nvd.nist.gov/vuln/detail/
CVE-2021-21348

https://nvd.nist.gov/vuln/detail/
CVE-2021-21349

https://nvd.nist.gov/vuln/detail/

CVE-2021-21350

https://nvd.nist.gov/vuln/detail/
CVE-2021-21351

https://nvd.nist.gov/vuln/detail/

CVE-2021-29505

https://nvd.nist.gov/vuln/detail/

CVE-2021-39139

https://nvd.nist.gov/vuln/detail/

CVE-2021-39141

https://nvd.nist.gov/vuln/detail/

CVE-2021-39144

https://nvd.nist.gov/vuln/detail/

CVE-2021-39145
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https://nvd.nist.gov/vuln/detail/CVE-2021-21344
https://nvd.nist.gov/vuln/detail/CVE-2021-21344
https://nvd.nist.gov/vuln/detail/CVE-2021-21345
https://nvd.nist.gov/vuln/detail/CVE-2021-21345
https://nvd.nist.gov/vuln/detail/CVE-2021-21346
https://nvd.nist.gov/vuln/detail/CVE-2021-21346
https://nvd.nist.gov/vuln/detail/CVE-2021-21347
https://nvd.nist.gov/vuln/detail/CVE-2021-21347
https://nvd.nist.gov/vuln/detail/CVE-2021-21348
https://nvd.nist.gov/vuln/detail/CVE-2021-21348
https://nvd.nist.gov/vuln/detail/CVE-2021-21349
https://nvd.nist.gov/vuln/detail/CVE-2021-21349
https://nvd.nist.gov/vuln/detail/CVE-2021-21350
https://nvd.nist.gov/vuln/detail/CVE-2021-21350
https://nvd.nist.gov/vuln/detail/CVE-2021-21351
https://nvd.nist.gov/vuln/detail/CVE-2021-21351
https://nvd.nist.gov/vuln/detail/CVE-2021-29505
https://nvd.nist.gov/vuln/detail/CVE-2021-29505
https://nvd.nist.gov/vuln/detail/CVE-2021-39139
https://nvd.nist.gov/vuln/detail/CVE-2021-39139
https://nvd.nist.gov/vuln/detail/CVE-2021-39141
https://nvd.nist.gov/vuln/detail/CVE-2021-39141
https://nvd.nist.gov/vuln/detail/CVE-2021-39144
https://nvd.nist.gov/vuln/detail/CVE-2021-39144
https://nvd.nist.gov/vuln/detail/CVE-2021-39145
https://nvd.nist.gov/vuln/detail/CVE-2021-39145

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2021-39146 = L) https://nvd.nist.gov/vuln/detail/
CVE-2021-39146

CVE-2021-39147 50 https://nvd.nist.gov/vuln/detail/
CVE-2021-39147

CVE-2021-39148 =0 https://nvd.nist.gov/vuln/detail/
CVE-2021-39148

CVE-2021-39149 = O https://nvd.nist.gov/vuln/detail/
CVE-2021-39149

CVE-2021-39150 = O https://nvd.nist.gov/vuln/detail/
CVE-2021-39150

CVE-2021-39151 =L https://nvd.nist.gov/vuln/detail/
CVE-2021-39151

CVE-2021-39152 S1A https://nvd.nist.gov/vuln/detail/
CVE-2021-39152

CVE-2021-39153 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2021-39153

CVE-2021-39154 S1a https://nvd.nist.gov/vuln/detail/
CVE-2021-39154

CVE-2021-41411 BEX https://nvd.nist.gov/vuln/detail/
CVE-2021-41411

CVE-2021-43859 S1A https://nvd.nist.gov/vuln/detail/
CVE-2021-43859

CVE-2022-1415 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-1415

CVE-2022-40151 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-40151
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https://nvd.nist.gov/vuln/detail/CVE-2021-39146
https://nvd.nist.gov/vuln/detail/CVE-2021-39146
https://nvd.nist.gov/vuln/detail/CVE-2021-39147
https://nvd.nist.gov/vuln/detail/CVE-2021-39147
https://nvd.nist.gov/vuln/detail/CVE-2021-39148
https://nvd.nist.gov/vuln/detail/CVE-2021-39148
https://nvd.nist.gov/vuln/detail/CVE-2021-39149
https://nvd.nist.gov/vuln/detail/CVE-2021-39149
https://nvd.nist.gov/vuln/detail/CVE-2021-39150
https://nvd.nist.gov/vuln/detail/CVE-2021-39150
https://nvd.nist.gov/vuln/detail/CVE-2021-39151
https://nvd.nist.gov/vuln/detail/CVE-2021-39151
https://nvd.nist.gov/vuln/detail/CVE-2021-39152
https://nvd.nist.gov/vuln/detail/CVE-2021-39152
https://nvd.nist.gov/vuln/detail/CVE-2021-39153
https://nvd.nist.gov/vuln/detail/CVE-2021-39153
https://nvd.nist.gov/vuln/detail/CVE-2021-39154
https://nvd.nist.gov/vuln/detail/CVE-2021-39154
https://nvd.nist.gov/vuln/detail/CVE-2021-41411
https://nvd.nist.gov/vuln/detail/CVE-2021-41411
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2022-40151

Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2022-41966

CVE-2024-47072

CVE-2019-10172

CVE-2019-10202

CVE-2022-45688

CVE-2023-0833

CVE-2024-21634

CVE-2024-9823

CVE-2022-37866

CVE-2012-0881

CVE-2022-23437

CVE-2020-13936

CVE-2022-37865

CVE ##l URL

https://nvd.nist.gov/vuln/detail/

CVE-2022-41966

https://nvd.nist.gov/vuln/detail/
CVE-2024-47072

https://nvd.nist.gov/vuln/detail/

CVE-2019-10172

https://nvd.nist.gov/vuln/detail/
CVE-2019-10202

https://nvd.nist.gov/vuln/detail/

CVE-2022-45688

https://nvd.nist.gov/vuln/detail/
CVE-2023-0833

https://nvd.nist.gov/vuln/detail/

CVE-2024-21634

https://nvd.nist.gov/vuln/detail/

CVE-2024-9823

https://nvd.nist.gov/vuln/detail/

CVE-2022-37866

https://nvd.nist.gov/vuln/detail/

CVE-2012-0881

https://nvd.nist.gov/vuln/detail/

CVE-2022-23437

https://nvd.nist.gov/vuln/detail/

CVE-2020-13936

https://nvd.nist.gov/vuln/detail/

CVE-2022-37865
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https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2024-47072
https://nvd.nist.gov/vuln/detail/CVE-2024-47072
https://nvd.nist.gov/vuln/detail/CVE-2019-10172
https://nvd.nist.gov/vuln/detail/CVE-2019-10172
https://nvd.nist.gov/vuln/detail/CVE-2019-10202
https://nvd.nist.gov/vuln/detail/CVE-2019-10202
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2024-9823
https://nvd.nist.gov/vuln/detail/CVE-2024-9823
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2022-23437
https://nvd.nist.gov/vuln/detail/CVE-2022-23437
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2022-37865

Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2009-2625

CVE-2017-10355

CVE-2021-31684

CVE-2020-14338

CVE-2018-2799

CVE-2021-27568

CVE-2013-4002

CVE-2020-13956

CVE-2020-25649

CVE-2023-26049

CVE-2024-43382

CVE-2023-34462

CVE-2021-21290

RIE

R BRI

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2009-2625

https://nvd.nist.gov/vuln/detail/

CVE-2017-10355

https://nvd.nist.gov/vuln/detail/
CVE-2021-31684

https://nvd.nist.gov/vuln/detail/

CVE-2020-14338

https://nvd.nist.gov/vuln/detail/
CVE-2018-2799

https://nvd.nist.gov/vuln/detail/

CVE-2021-27568

https://nvd.nist.gov/vuln/detail/

CVE-2013-4002

https://nvd.nist.gov/vuln/detail/

CVE-2020-13956

https://nvd.nist.gov/vuln/detail/

CVE-2020-25649

https://nvd.nist.gov/vuln/detail/

CVE-2023-26049

https://nvd.nist.gov/vuln/detail/

CVE-2024-43382

https://nvd.nist.gov/vuln/detail/

CVE-2023-34462

https://nvd.nist.gov/vuln/detail/

CVE-2021-21290

emr-7.6.0
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https://nvd.nist.gov/vuln/detail/CVE-2009-2625
https://nvd.nist.gov/vuln/detail/CVE-2009-2625
https://nvd.nist.gov/vuln/detail/CVE-2017-10355
https://nvd.nist.gov/vuln/detail/CVE-2017-10355
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2020-14338
https://nvd.nist.gov/vuln/detail/CVE-2020-14338
https://nvd.nist.gov/vuln/detail/CVE-2018-2799
https://nvd.nist.gov/vuln/detail/CVE-2018-2799
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2024-43382
https://nvd.nist.gov/vuln/detail/CVE-2024-43382
https://nvd.nist.gov/vuln/detail/CVE-2023-34462
https://nvd.nist.gov/vuln/detail/CVE-2023-34462
https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2021-21290

Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2023-44487

CVE-2019-20445

GHSA-xpw8-rcwv-8f8p

CVE-2021-37136

CVE-2021-21295

GHSA-58qw-p7gm-5rvh

CVE-2021-37533

CVE-2019-20444

CVE-2022-40152

(8

760 VU=V R—F> N OFH

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2023-44487

https://nvd.nist.gov/vuln/detail/
CVE-2019-20445

MAREREIVEHYERE
Ao

https://nvd.nist.gov/vuln/detail/
CVE-2021-37136

https://nvd.nist.gov/vuln/detail/

CVE-2021-21295

MAREREIIEHYERE
Ao

https://nvd.nist.gov/vuln/detail/

CVE-2021-37533

https://nvd.nist.gov/vuln/detail/

CVE-2019-20444

https://nvd.nist.gov/vuln/detail/

CVE-2022-40152

Amazon EMR 7.6.0 ® Extras /N\Y T — OFMICOVWTE., ROXRZESHBL TS EETL,

7Ur—<3

AN

AmazonClo
udWatchAgent

T7Ur—>3

VBRAT

a7

Ny r—=

hadoop-hdfs-
journalnode

RyTr—o84 Ny T—I)N—

7

Extras

>ar

3.4.0.amz
n.2-1.amzn2023
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https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2021-21295
https://nvd.nist.gov/vuln/detail/CVE-2021-21295
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2022-40152
https://nvd.nist.gov/vuln/detail/CVE-2022-40152

Amazon EMR Amazon EMR U UJ—2Z #j4 R
T7Vr—>3 T7Vr—>3 Ny r—= NYT—2o84 NYT—2)N—
> VRAT 7 >ar
AmazonClo ar ranger-kms Extras 2.0.0-1.a
udWatchAgent mzn2023
AmazonClo ar s3-dist-cp Extras 2.36.0-1.
udWatchAgent amzn2023
AmazonClo ar zookeeper Extras 3.9.2.amz
udWatchAgent n.0-1.amzn2023
AmazonClo ar zookeeper- Extras 3.9.2.amz
udWatchAgent server n.0-1.amzn2023
Flink ar hadoop-client Extras 3.4.0.amz
n.2-1.amzn2023

Flink ar hadoop-hdfs Extras 3.4.0.amz
n.2-1.amzn2023

Flink ar hadoop-hdfs- Extras 3.4.0.amz
datanode n.2-1.amzn2023

Flink ar hadoop-hdfs- Extras 3.4.0.amz
journalnode n.2-1.amzn2023

Flink ar hadoop-hdfs- Extras 3.4.0.amz
namenode n.2-1.amzn2023

Flink ar hadoop-httpfs Extras 3.4.0.amz
n.2-1.amzn2023

Flink ar hadoop-kms Extras 3.4.0.amz
n.2-1.amzn2023

Flink ar hadoop-ma Extras 3.4.0.amz

preduce n.2-1.amzn2023

emr-7.6.0

171



Amazon EMR Amazon EMR U —2Z A4 K
T7Vor—>13 T7Ur—>3 Ny Tr—= NYTr—o84 Ny Tr—2 )N—
b VEBAT 7 >ar
Flink ar hadoop-ma Extras 3.4.0.amz

preduce-h n.2-1.amzn2023
istoryserver
Flink ar hadoop-yarn Extras 3.4.0.amz
n.2-1.amzn2023
Flink a7 hadoop-yarn- Extras 3.4.0.amz
nodemanager n.2-1.amzn2023
Flink ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.2-1.amzn2023
Flink ar hadoop-ya Extras 3.4.0.amz
rn-resour n.2-1.amzn2023
cemanager
Flink ar hadoop-yarn- Extras 3.4.0.amz
timelineserver n.2-1.amzn2023
Flink ar hudi Extras 0.15.0.am
zn.3-1.am
zn2023
Flink ar ranger-kms Extras 2.0.0-1.a
mzn2023
Flink ar hadoop Extras 3.4.0.amz
n.2-1.amzn2023
HBase ar s3-dist-cp Extras 2.36.0-1.
amzn2023
HCatalog ar hadoop-yarn- Extras 3.4.0.amz

proxyserver

n.2-1.amzn2023

emr-7.6.0
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proxyserver

n.2-1.amzn2023

Amazon EMR Amazon EMR U UJ—2Z #j4 R
T7Vr—>3 T7Vr—>3 Ny r—= NYT—2o84 NYT—2)N—
> VRAT 7 >ar
HCatalog ar mariadb-c Extras

onnector-java
[Hive] ar hadoop-httpfs Extras 3.4.0.amz
n.2-1.amzn2023
[Hive] ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.2-1.amzn2023
[Hive] ar hive-hbase Extras 3.1.3.amz
n.15-1.am
zn2023
[Hive] ar mariadb-c Extras 2.7.2-1
onnector-java
[Hive] ar s3-dist-cp Extras 2.36.0-1.
amzn2023
JIZYIOR ar s3-dist-cp Extras 2.36.0-1.
amzn2023
Spark ar spark-dat Extras 3.5.1.amz
anucleus n.0-1.amzn2023
Tez ar hadoop-ma Extras 3.4.0.amz
preduce n.2-1.amzn2023
Tez ar hadoop-ma Extras 3.4.0.amz
preduce-h n.2-1.amzn2023
istoryserver
Tez ar hadoop-yarn- Extras 3.4.0.amz
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T7Uor—>3  FT7UT—=>3 Nvir— Ny =84 NYT—2N—
b VEBAT 7 >ar
Trino ar bigtop-utils Extras 1.2.0-1.a

mzn2023
Trino ar hadoop-client Extras 3.4.0.amz
n.2-1.amzn2023
Trino ar hadoop-hdfs Extras 3.4.0.amz
n.2-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.4.0.amz
datanode n.2-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.4.0.amz
journalnode n.2-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.4.0.amz
namenode n.2-1.amzn2023
Trino ar hadoop-kms Extras 3.4.0.amz
n.2-1.amzn2023
Trino ar hadoop-ma Extras 3.4.0.amz
preduce n.2-1.amzn2023
Trino ar hadoop-ma Extras 3.4.0.amz
preduce-h n.2-1.amzn2023
istoryserver
Trino ar hadoop-yarn Extras 3.4.0.amz
n.2-1.amzn2023
Trino ar hadoop-yarn- Extras 3.4.0.amz
nodemanager n.2-1.amzn2023
Trino ar hadoop-yarn- Extras 3.4.0.amz

proxyserver

n.2-1.amzn2023

emr-7.6.0

174



Amazon EMR Amazon EMR U UJ—2Z #j4 R
T7Vr—>3 T7Vr—>3 Ny r—= NYT—2o84 NYT—2)N—
> VRAT 7 >ar
Trino ar hadoop-ya Extras 3.4.0.amz

rn-resour n.2-1.amzn2023
cemanager
Trino ar hadoop-yarn- Extras 3.4.0.amz
timelineserver n.2-1.amzn2023
Trino ar hive Extras 3.1.3.amz
n.12-1.am
zn2023
Trino ar hive-hcatalog- Extras 3.1.3.amz
server n.12-1.am
zn2023
Trino ar mariadb-c Extras 2.7.2-1
onnector-java
Trino ar ranger-kms Extras 2.0.0-1.a
mzn2023
Trino ar zookeeper Extras 3.9.2.amz
n.0-1.amzn2023
Trino ar zookeeper- Extras 3.9.2.amz
server n.0-1.amzn2023
Trino ar bigtop-groovy Extras 2.54-1.a
mzn2023
Trino ar bigtop-jsvc Extras 1.2.4-1.a
mzn2023
Trino ar hadoop Extras 3.4.0.amz

n.2-1.amzn2023
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Trino ar hadoop-Izo Extras 0.4.19-1.
amzn2023
Trino ar hive-hcatalog Extras 3.1.3.amz
n.15-1.am
zn2023
Trino ar hive-jdbc Extras 3.1.3.amz
n.12-1.am
zn2023
Zookeeper ar emrfs Extras 3.9.2.amz
n.0-1.amzn2023
Zookeeper ar hadoop-client Extras 3.9.2.amz
n.0-1.amzn2023
Zookeeper ar hadoop-hdfs Extras 3.9.2.amz
n.0-1.amzn2023
Zookeeper ar hadoop-hdfs- Extras 3.9.2.amz
datanode n.0-1.amzn2023
Zookeeper ar hadoop-hdfs- Extras 3.9.2.amz
journalnode n.0-1.amzn2023
Zookeeper ar hadoop-hdfs- Extras 3.9.2.amz
namenode n.0-1.amzn2023
Zookeeper ar hadoop-httpfs Extras 3.9.2.amz
n.0-1.amzn2023
Zookeeper ar hadoop-kms Extras 3.9.2.amz

n.0-1.amzn2023
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Zookeeper ar hadoop-ma Extras 3.4.0.amz

preduce n.2-1.amzn2023
Zookeeper ar hadoop-ma Extras 3.4.0.amz
preduce-h n.2-1.amzn2023
istoryserver
Zookeeper ar hadoop-yarn Extras 3.4.0.amz
n.2-1.amzn2023
Zookeeper ar hadoop-yarn- Extras 3.4.0.amz
nodemanager n.2-1.amzn2023
Zookeeper ar hadoop-yarn- Extras 3.4.0.amz
proxyserver n.2-1.amzn2023
Zookeeper ar hadoop-ya Extras 3.4.0.amz
rn-resour n.2-1.amzn2023
cemanager
Zookeeper ar hadoop-yarn- Extras 3.4.0.amz
timelineserver n.2-1.amzn2023
Zookeeper ar ranger-kms Extras 2.0.0-1.a
mzn2023

76.0JJ—A/—h

ROV Y—A/—KIZIE, AmazonEMR U —ZX 760 BT 2BHASENTVET,

#ikae

s P77V —23>0OTF Y 7Y L—R-Amazon EMR 7.6.0 application upgrades include HBase
2.6.1, Flink 1.20.0, Spark 3.5.3, and Trino 457,
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BEE 0 i RE

« XR=DRAT—=DTEBMZITSBE. YARN ResourceManager (RM) TEKRAFY ROV
DOBENIREL, AREARL— 3> T DECOMMISSIONING jRE&EA 5 DECOMMISSIONED
REIZBITTRDE, BELBLKBYET, ChIBICABEBEISAZI—RETRELE
T cNHIRETDE, /—RREEBET VT —2a  REEBOEANFVEIC KK
L. ResourceManager ® 7 #EEZMRAICHESEE T, BERXEL T, 754X U/—RT
RODAX RZFEALTRMIVM ZBEBL F T,

sudo systemctl restart hadoop-yarn-resourcemanager

« EMR 95 A& —# CapacityScheduler® & B4 ® YARN A4 21— FairScheduler
(FIFO AT 1—Si&) TiEBEnd &, YARNMemoryAvailablePercentageX KU A
& CloudWatch IZ7'Y > 1 hFEHA, CORBER. NR—JRAT—VINEMBEITA
BR—DAIVAT—I I ELET, YARNMemoryAvailablePercentage X K1JJ AIC
E2TR, DARLANZR— RAT—VVIICEHEITHUEMNI HYET, EEKEL T,
CapacityScheduler®¥ X ZFA L £ I FairScheduler,

LER, Hagnat, #RL BE

. Spark 3.3.1 (EMR /N\— 3> 6.10 U THR—N) LK. BLERARNNOTXTOISE+1
& —(d ExecutorStateDECOMMISSIONING REEHIFENDHFHL LV ICREETNET, Yan &
BLEEhZTITEF1X—EZFEALTEAVZEETRENTERVLESD, BEICRLUT,
RITENBRRAVOHLVWITEFXF182—2 IO ITAMNLET, LA 2T, EMR Managed
Scaling, EMR Auto Scaling, F£7l& EMR-EC2 VS AR —THARARLAT— V2V IXN_XL%
FALTWVWSEEIZ Spark DRA ZEMICT D E, Yan B2 I3 T EICRAFRIVJEX1X2—%
JOTARNTRENHBYET, COBBEZREIDICIEK, LEROMEENDHEAEDEZFERALT
W3F Sk, spark.dynamicAllocation.enabled7’'0/\7 1 %Z TRUE (7 #JLKN) ICEREL
EEFIZLET, &5I2, Spark 237 M spark.dynamicAllocation.maxExecutors® &K T¥
spark.dynamicAllocation.minExecutors 7’ ONT 1 DEZBREL T, 237 ORTHICE
WETShBDITEF 12— OHEFHRTSD LT, TTEF1X—OHRNHENERBRBENZRE
ITHEETEET,

« CloudWatch I—> I RNk, EMR76 BMEOT U ZA LO—IITAZ—THR—REATVE
T, FHMICDOVTIE., Amazon CloudWatch T— T by #SBLTLKEEL,

« Amazon Elastic Map Reduce (EMR) U —ZX/X—23> 76.0 A&, SBAT7 7 AN AT ALAOXR
I3 Amazon S3 VAT MIOESILZEYR—RNTBDLSICHYEL L,
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- EMR 7.6.0 BAB#, TLS & HMaster T KRR > ~ & RegionServer T R7RA4 > N THR—K&
NTVET, FMICDOVWTIE, HBase THO TLS HAR—KNICBBTR2RNDRESBL TSEEL,
HBase
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)., FE Jt=R). RE (F
B)., TOTN>T7499
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OsRelea Amazon Linux 1—XxJL FATEER HR—FIRKED V-3
Label N—>3a> >

(N FTZIN—R), FE
(UAE), BRM (ARA ),
B (Fa—UvkE) 7
STINTT 1499 (XIAR
L), ARSI (TIL
TED), hFEBEH (B
LA —)
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OsRelea Amazon Linux 1—Xx%JL
Label N—>3a>

2023 6.1.119-129.201.am
F zn2023

6 A

2025011

0

MATRER

2025%1H23H

HR—EINRO V-3

~

S

KERE (N—2 T4
&B). KERZP (F/\1
7). KEFEZ dtHY
7#II_T), KEEI
(FL V), B (AR Y
IRILL), BN (ZZ
) BN (75207
IR BN (AT
K), B (O R2).
M (/NU), FOFTN
27490 (BB)., T
TINST 4990 (LN
1) FOZTINDTa4Y
9 (&RR), T2TNY
7490 I, TP
TINT 490 (KBR).
TOTINDTAYD (2
YHR=IN), TZTND
T4V (R 7
STNDTav o (>
HNE), F7UH(T—
7RIV, BEXK (T
NoO), #ER (/N—L—
V). AFH (hE). AWS
GovCloud (KE#EB).
AWS GovCloud (KE R
)., FE dt=R). FE (F
B)., P>T7N>T714v9
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OsRelea Amazon Linux 1—XxJL FATEER HR—IMREDO U—>3
Label N—>3a> >

(N FTZIN—R), FE
(UAE), BRM (ARA ),
B (Fa—UvkE) 7
TN T 499 (XK
W) 4ARAZIIL (T
TED), hFHEBEEH (H
LA —)
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OsRelea Amazon Linux 71—xJL FATEER HR—KrJHRD V-3
Label N—>3> D

(Amazor

Linux

IN—

>3

~)

2023.5.2 6.1.109-118.189.am 2024 %9 A 6 B KERD (N—J =T
240916 zn2023 ), KERED (F/\1

7). KEFEZ dtHY
7#II_T), KEEI
(FL V), B (AR Y
IRILL), BN (ZZ
) BN (T7Z>07
IR BN (AT
K), B (O R2).
M (/NV), FOFTN
27490 (BB)., T
TINST 4990 (LN
1) FOZTINTa4Y
9 (&RR), T>TNY
7490 (I, TP
TIN T 490 (KBR).
TOTINDTAv D (&
YHR=IN), TZTIND
T4V (ORI, T
STNDTav o (>
HLE), F7UH(T—
7RIV, BEXK (T
NoO), #ER (/N—L—
V). AFH (BE). AWS
GovCloud (KE#EB).
AWS GovCloud (KE X
)., FE Jdt=R). FE (F
B)., P2>T7N>T714v 9
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OsRelea Amazon Linux 1—XxJL FATEER HR—FIRKED V-3
Label N—>3a> >

(N FTZIN—R), FE
(UAE), BRM (ARA ),
B (Fa—UvkE) 7
STINTT 1499 (XK
L), ARSI (TIL
TED), hFEBEH (B
LA —)

76077 )L Java/N—> 3>

Amazon EMR U 1) —2R 7.6 BARIZ (. Apache Livy ZFk< Corretto 17 (OpenJDK) ZHR— KT 37
ZVr—3a > BIC, F7 # )L MT Amazon Corretto 17 (OpenJDK LICEE) AMIBELTVWET,

ROFKEFE., AmazonEMR7.6.0 D7 7T —23a>0F7 2 )h® Java/N—2 32 ZRLTVWE
o VFAZ—DTFT7 2N IVM ZEETRHEER., VFAXR—LTRITENDET TV IT5—>3
JICRULT TBED Java RETI U EFERATBIESICTIIT—23 2 #8E) OFIEEETL
TLKEEWVW 1 DI TAZ—ICFERATED Java T RALN—23 21 2 FTY . Amazon
EMRE, BUOZSAR—LDOEBZ SV RA LNV TRRBD / —RXRT7IIVTG—>23a>szxk
T9DEZHR—NLTVERHEA,

T70r—>3a> Java/Amazon Corretto /N\—> 3> (F7 # ) K
(& A F)

Delta 17, 11, 8

Flink 17, 11, 8

HBase 17, 11, 8

HCatalog 17. 11, 8
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FT70or—>3> Java/Amazon Corretto N\—> 3> (F7 # ) bk
& KF)
Hadoop 17, 11, 8
[Hive] 17, 1. 8
Hudi 17, 1. 8
Iceberg 17. 11, 8
Livy 17, 11, 8
Oozie 17, 11, 8
JIZYIRA 17, 1. 8
PrestoDB 8
Spark 17, 11, 8
Spark RAPIDS 17. 1. 8
Tez 17. 1. 8
Trino 21, 17
Zeppelin 17, 11, 8
Pig 17, 1. 8
Zookeeper 17, 11, 8

760 AVR—FMN=232

CDV)—AT AMazon EMR A1 AR=IL92AAR—FX R ZLULTICRLET, TNOS55E5WL
DA, EVIF—RZTFTT)T—=2a 2 NV 5—20—FHELTAVAR=IEnhET, TOMEF
Amazon EMR ICEBETHY ., SATATOLEREHEICHLTA VAR =ILENET, ChSEE
E. emr £zl aws THBEhET, BE. &FHO AmazonEMR U —A0OEY JF—2T 7 1)
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T=2a Ny —=2R, AZ1 714 ICHBEHR/N—23TY, A1 -_5714))—Ak, TZE

51 TE< Amazon EMR TAFAREICEDLSICLTVET,

Amazon EMR O —#0AR—F U NE, JZ1 74 N—=2a el ERYET, chsndY
R—F>2 NI, CommunityVersion-amzn-EmrVersion OFRO/N— ISRV HY E
9, EmrVersion & 0 A SHBEVET, HIRE., /N—>32 2.2 ® myapp-component &L S F—
TOV—AAZ21ZF74AVR—FV NN, B%S Amazon EMR U U —RIZHAAL=HIC 3 EE
BEhiEBE, TOVU—AN—23 2@ 2.2-amzn-2 ELTRRENET,

OAVR—F2 b

adot-java-agent

delta

emr-amazon-cloudwatch-

agent

emr-ddb

emr-goodies

emr-kinesis

emr-notebook-env

N—>3>

1.31.0

3.2.1-amzn-1

1.300032.2-amzn-0

5.6.0

3.15.0

3.19.0

1.18.0

S

F7Ur—aryrF—Eon
SXRNDOAZINET S Java
I_:)I> I\o

Delta Lake (&, XD
F—2tEY NAOA—T
F—7ILERTT,

Amazon EC2 1 AR AN
SHE AT LLARILOX K
DORERARLT 75—
SAVAXRNIORZRETS
FT70r—>3az,

Hadoop T AT AT
1) r—<,3 > A ® Amazon
DynamoDB X% X —,

Hadoop T2 AT AICI&AL
2EMOZATS,

Hadoop T AT AT
Jr—=3 > HA® Amazon
Kinesis %97 X —,

Jupyter T B—7Z5 4 XY
—~NJIA4ZEC emr /—b
7' v 9 A Conda env
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AVR—FT b

emr-s3-dist-cp

emr-s3-select

emr-wal-cli

emrfs

flink-client

flink-jobmanager-config

hadoop-client

hadoop-hdfs-datanode

hadoop-hdfs-library

hadoop-hdfs-namenode

2.15.0

1.3.1

2.67.0

1.20.0-amzn-0

1.20.0-amzn-0

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

S

Amazon S3 [C&E{bEhi-o
Bae—-r7045—-<3,

EMR S3Select X9 X —

emrwal ') A N/HEIBR(ZfEH
=h CLl,

Hadoop T AT AT 7V
T—=3>FA®O Amazon S3
AxXRI AR,

Apache Flink D N> RS A
JOTZAT N RV UTNE
77°|)7_:/3>o

Apache Flink JobManager A
DEMR /—REDVY—XA
NEE,

'hdfs', 'hadoop', 'yarn' & E®
Hadoop AN RZA 20U
AT > o

70vY Y %R%FT S HDFS
J—=RLRILDODY—ER,
HDFS OX > RZA2 054
TFoNEZATSV
77A4INEB&ZEHL, B%Z

70OvY 993 HDFS 4—&
Ao
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AVR—FT b

hadoop-hdfs-journalnode

hadoop-httpfs-server

hadoop-kms-server

hadoop-mapred

hadoop-yarn-nodemanager

hadoop-yarn-resour

cemanager

hadoop-yarn-timeline-server

hbase-hmaster

hbase-region-server

hbase-client

N—oa>

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

3.4.0-amzn-2

2.6.1-amzn-0

2.6.1-amzn-0

2.6.1-amzn-0

S

HA 25 A& —_E® Hadoop
T7ANATLSY—F)
ZEEBITDLHD HDFS H—
E R,

HDFS AXL—>3 >0
HTTP I RAKRA > K,

Hadoop @ KeyProvider API
CEI<KES+—EEY—
IN—,

MapReduce 7 7’U4—< 3>
% 2179 % MapReduce 21T
I2054750,

BRIO/—RTAVTFTZ2E
E¥2 YARN H—EA,

DZAR—=)Y—ABRVD
B7705—23a> )y
T. #8935 YARN H—&
Ao

YARN 77 V=232 08
EOBHCBREREZMEY
DHOY—ERA,

)—a>OFABRBIVOERE
N> ROETEITS HBase
737\9—}% @ﬂ_EXo

1 DLLE® HBase ')—>3 >
RT3 —E A,

HBase AN RZA2 954
T bo
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AVR—FT b

hbase-rest-server

hbase-thrift-server

hbase-operator-tools

hcatalog-client

hcatalog-server

hcatalog-webhcat-server

hive-client

hive-hbase

hive-metastore-server

hive-server2

N—oa>

2.6.1-amzn-0

2.6.1-amzn-0

2.6.1-amzn-0

3.1.3-amzn-15

3.1.3-amzn-15

3.1.3-amzn-15

3.1.3-amzn-15

3.1.3-amzn-15

3.1.3-amzn-15

3.1.3-amzn-15

S

HBase @ RESTful HTTP >/
RRA2 NZRAHTZIH—E
Ao

HBase (Z Thrift T2 R7R1A >
NeRM#HITIH—E A,

Apache HBase 7 2 AX—H
DEEY -,

hcatalog-server Z2#E¥ 3 i=
HO 'hcat AN R4 D
ZAT b,

PBT7IVT—>3a> A0
T—TILBLTFARNL—DF
BL A Vv—TdH5 HCatalog
ZRMHITEIH—EA,

HCatalog = REST 4 > & —
TIAAZRMITS HTTP T
YRERAU KN,

Hive AN RZA2TZ4AF
~ b

Hive-hbase 7247 > K,

Hadoop #RL—>3>®
SQL ADX B F—RZREFT
2EXTF4vOLRIKNY
THD Hive XBARNTIZT Y
EATR OO —ERA,

Hive 7TV %Z>DI7JUOT
ARNELTEFANDY—F
Ao
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AVR—FT b

hudi

hudi-presto

hudi-trino

hudi-spark

hue-server

iceberg

jupyterhub

livy-server

nginx

mariadb-server

nvidia-cuda

N—oa>

0.15.0-amzn-3

0.15.0-amzn-3

0.15.0-amzn-3

0.15.0-amzn-3

4.11.0

1.6.1-amzn-2

1.5.0

0.8.0-incubating

1.12.1

5.5.68+

12.3.0

S

TF—=RINAT A4 &@{ts
DELATO—HIO80F
BESWEBTL—LT—7D,

Presto & Hudi TE1T9 5 /-
SBONYRILZATZ,

Trino & Hudi TEIT3T5 18
ODINRIVLZATS,

Spark & Hudi TE{T$2 718
DNV RILZATZS,

Hadoop T AT ATV
T—Y AL EEALTF—5
ERNITDIIITTTIT—
>3az

Apache Iceberg l&, A% %
WF—2tYy NAOF—T7>
T—7ILERTY,

Jupyter Notebook M ¥ JLF
d—Y¥—H—N—

Apache Spark ZRET 218
DRESTAVEZ—T7I(AA

nginx [engine X] I& HTTP & &
CUN—AR7OF>H—/)N—

MariaDB F*— XX —AH—/\

o

Nvidia RZ 4 /¥—& Cuda
Y=)LFY bk
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OV R—F >k N—>3> Bk

oozie-client 5.2.1 Oozie ANV RTA2UTA4
V2

oozie-server 5.2.1 Oozie 7—o070—JOIA

heZFANnDH—ER,

opencv 4.7.0 FA—72YV—A0qE1—
2ETarsSA47o,

phoenix-library 5.2.0 Y—N—CDZAT2 D
Phoenix 4 75 1)

phoenix-connectors 6.0.0 Spark-3 | Apache Phoenix-C
onnectors
phoenix-query-server 6.0.0 JDBC OT7 U tA, 7OK

ILDOINY 77, BKRT Avatica
APIAD JSON XX T U+
AzREITZILEEY—/\—

presto-coordinator 0.287-amzn-1 presto-worker O Tz 3%
AN, JTVORTZER
IBHIH—ERA,

presto-worker 0.287-amzn-1 WS D2ADITURRETITS
-lj-_ EXO

presto-client 0.287-amzn-1 Presto —/N—A'EEHEhT

WEWHA TS AR—DAR
DINARAR—ICA 2V AN—
ILEND Presto AN RZ A
D ZAT > b

trino-coordinator 457-amzn-0 trino-worker B O T % (1
AN, JTUDETZEET
6 -lj-_ EZO
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AVR—FT b

trino-worker

trino-client

pig-client

ranger-kms-server

spark-client

spark-history-server

spark-on-yarn

spark-yarn-slave

spark-rapids

N—oa>

457-amzn-0

457-amzn-0

0.17.0

4.3.2

2.0.0

3.5.3-amzn-0

3.5.3-amzn-0

3.5.3-amzn-0

3.5.3-amzn-0

24.10.1-amzn-0

S

W<D2ADIVITUERRITITS
-U-_t-“xo

Trino H—N—HEHH=h TV
BOVHAODZAZR—DAZR>

NARIAZ—=ICA VA=)
Ehd Trino AN RZA >

D74T > b,

Pig ARV RSAVISAF
> No

#itw1eEx1—5120H
RZ7OTO K

Apache Ranger Key
Management System

Spark AN RZA 2054
V2

5T L7 Spark 77U —
arvoayHEEICOTICE
BENEARNERRTS
7 T7 Ul

YARN DXEURNEITI>OD
o

YARN AL —7 TRERE
Apache Spark 4 751,

GPU T Apache Spark & &%
{9 % Nvidia Spark RAPIDS
72042,
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Pz S SAN N—oay S

tensorflow 2.16.1 TensorFlow &, SMREBIEST
EROA—TYV—ADY 7
NIOITFTSA47ZUTY,

tez-on-yarn 0.10.2-amzn-13 tezYARN 7 7Ur—>3a>s
KRUSA4TZ1),

tez-on-worker 0.10.2-amzn-13 —Hh—_/— RKRH tez YARN
T7)r5—>3a>s8&T4
75,

zeppelin-server 0.11.1 AVBZ9TATBT—RS
WETEICTDIVITR—A
0)/_ |\7‘ v 70

zookeeper-server 3.9.2-amzn-0 BEBHRZHIFL., Baia
1. PEbE R ZRE
L. JI—7TH—ERZRH
I3 —mitEent—ERA,

zookeeper-client 3.9.2-amzn-0 ZooKeeper AN RZA4 27
ZAT >N
760 RESHE

REDBECATRE, TTIT—2328NARIAMATEET, Chs5EE<DHE, hive-
site.xml BEDTTIT—>3VOBE XML 77 ANVICRHISLET, FHRICOVWTE, T77U
T—23a0ERE EBRLTEE L,

BRETI7232EF, ETHOIZAE—DA VARV ATV —TOREEZEETDIERELE
¥o Amazon EMR IC& 2T, ZEL DB IR L TOABRET 72 aVABHRENT T, FMlIC
2VWTR, "ETFOITAZ—ADA VARV ATIN—TOBERE) 25RLTEEL,
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emr-7.6.0 758

/\ﬁ

capacity-scheduler

container-executor

container-log4;

core-site

docker-conf

emrfs-site

SHI:I

B

Hadoop @ capacity-scheduler
xml 77 AI)OEZZEEL X
9o

Hadoop YARN @ container-
executor.cfg 77 1L DE%E
ZELET,

Hadoop YARN @ container-
log4j.properties 7 7 A )L D&
ZEBELET,

Hadoop @ core-site.xml 7 7
1IIDOEZZEELET,

Docker BIiENREZZLEL F
9,

EMRFS N EZZEL XY

o

BERETV3a>

kg

Restarts the ResourceM
anager service.

Not available.

Not available.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
Httpfs, and MapReduce-
HistoryServer.

Not available.

Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
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S

flink-conf

flink-log4;j

flink-log4j-session

flink-log4j-cli

S

flink-conf.yaml MEXEZZE L
x7,

Flink log4j.properties M &% E &
ZELET,

Kubernetes/Yarn v > 3>
® Flink log4j-session.prop
erties SREZZLELEX T,

Flink log4j-cli.properties M &%
EZEXELEXT,

BRET77>3aY

Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.

Restarts Flink history server.

Restarts Flink history server.

Restarts Flink history server.

Restarts Flink history server.
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Pk A BERETV>3a>
hadoop-env Hadoop @ ¥ XT O R— Restarts the Hadoop

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

%> N3t % Hadoop 338
NEEZEELET,

Hadoop @ log4j.properties
J77A4INDEZZEELET,

Hadoop ssl ® H—/\—E&E%&
ZELETD,

Xa

Hadoopssl DO ZA4TF7 > b
EEZELET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.
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hbase-metrics

hbase-policy

hbase-site

hdfs-encryption-zones

hdfs-env

ties 77 AL DEZZEEL X
ER

HBase @ hadoop-metrics2-hb
ase.properties 77 1 )L D{E%
ZELEY,

HBase M hbase-policy.xml
774 DEZEELET,

HBase M hbase-site.xml / 7
1INDEZZEELET,

HDFS &tV -2 ZREL
ESC R

HDFS IRIENEZZLEL F
9,

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BERETV>3a>
hbase Apache HBase /M Amazon Custom EMR specific
EMR-curated %o property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.
hbase-env HBase NIRIFENEZZLELF  Restarts the HBase services
9, RegionServer, HBaseMaster,
ThriftServer, RestServer.
hbase-log4; HBase M hbase-log4j.proper Restarts the HBase services

RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Not available.

Restarts the HBase services
RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.
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pax:| i BERETFV>3a>
hdfs-site HDFS @ hdfs-site.xml M{E%  Restarts the Hadoop

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

ZTELET,

HCatalog IRENDEZZEL £
¥,

HCatalog @ jndi.properties M
EZ2ZELET,

HCatalog @ proto-hive-site.xm
| DEZZEL T,

HCatalog WebHCat ZRiE D&
ZEELET,

HCatalog WebHCat @
log4j2.properties NEZZEE L
£9,

HCatalog WebHCat @
webhcat-site.xml 7 7 4L D
BEZZELET,

Apache Hive F§ @ Amazon
EMR-curated 5%,

Hive @ beeline-log4j2.pro
perties 77 A )L DIEZZEL
9,

Hive @ parquet-logging.pr
operties 77 1)L DEEZE
LET,

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Httpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.

Sets configurations to launch

Hive LLAP service.

Not available.

Not available.
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P B BRETVYaY
hive-env Hive IRENDEZZEL X T, Restarts HiveServer2,

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

hiveserver2-site

hue-ini

httpfs-env

Hive O hive-exec-log4j2.p
roperties 77 1)L DEZZEE
LET,

Hive @ llap-daemon-log4j2
properties 77 1 L DEZZE
BELEXT,

Hive @ hive-log4j2.properties
774 DEZEELET,

Hive @ hive-site.xml 7 7 1)L
NDEZRZELERT

Hive Server2 @ hiveserver2-
sitexml 77 M) DEZZEL
)

Hue ® ini 774 OEEZ
LET

HTTPFS IRENDEZZEL
9,

HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.
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httpfs-site Hadoop @ httpfs-site.xml 7 7  Restarts Hadoop Httpfs

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

delta-defaults

jupyter-notebook-conf

1INDEZZEELETT,

Hadoop ® kms-acls.xml 7 7
I1IINDOEZZEELET,

Hadoop KMS IREDEZZEE
LEET,

Hadoop @ KMS java 7R— A%
ZELET,

Hadoop @ kms-log4j.properti
es 77AMIIDEZZEELE
EE

Hadoop ® kms-site.xml /7 7
1IDOEZZEELEXT,

Hudi RIEDEZZEELFT,

Hudi ® hudi-defaults.conf
J77A4INDEZZEELEFT,

Iceberg @ iceberg-defaults.c
onff 774N DEEZZEL &
ERS

Delta @ delta-defaults.conf
774N DEZZEELFT,

Jupyter Notebook @ jupyter_n
otebook_config.py 77 1)L ®
E2ZELET,

service.

Not available.
Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and

Ranger-KMS service.
Not available.

Not available.

Not available.

Not available.

Not available.
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jupyter-hub-conf JupyterHubs @ jupyterhu Not available.
b_config.py 7 7 A1 L D {E% Z
BLET,

jupyter-s3-conf Jupyter Notebook @ S3 M 7K Not available.
BHEZERELET,

jupyter-sparkmagic-conf Sparkmagic @ config.json Not available.

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

oozie-site

J77AINDEZEELET,

Livy @ livy.conf 7 7 € )LD {&E
EEBELET,

Livy IRIEQEZZEELET,
Livy @ log4j2.properties M &%
EZEELEXT,

MapReduce 7 74— 3>

NIREDEEZZELET,

MapReduce 7 7’ —> 3>
@ mapred-site.xml 7 7 1)L D
BEZZELEY,

Oozie NIEREDEZZEL F
9,

Oozie ? oozie-log4j.proper
ties 77 ML DEEZZEELF
9o

Oozie M oozie-site.xml 7 7 A
IDEZEZEELET,

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.

Restarts Oozie.
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phoenix-hbase-metrics Phoenix @ hadoop-metrics2- Not available.

hbase.properties 7 7 4 )L M
E2ZELET,
phoenix-hbase-site Phoenix @ hbase-site.xml Not available.

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4j

presto-log

presto-config

presto-password-authenticator

presto-env

presto-node

774N DEZEELET,

Phoenix @ log4j2.properties
J77A4INDEZZEELET,

Phoenix @ hadoop-metrics2-
phoenix.properties 7 7 4 )L M
EZ2ZELET.

Pig REDEZZELET,

Pig @ pig.properties 7 7 1 )L
NEZZELET,

Pig @ log4j.properties 7 7 A
LDEZZEELET,

Presto @ log.properties / 7
AINDEZZEELET,

Presto @ config.properties
J77A4INDEZEELEXT,

Presto ® password-authentic
ator.properties 7 7 1 JL D&
EEELET,

Presto @ presto-env.sh 7 7
AINDEZZEELET,

Presto @ node.properties / 7
TIDEZEELXT,

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.
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presto-connector-blackhole Presto @ blackhole.properties  Not available.

7714 DEZZEELET,
presto-connector-cassandra Presto @ cassandra.properti Not available.

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

es 77AIINDEZZEEL X
ER

Presto M hive.properties 7 7
AINDEZZEELET,

Presto @ jmx.properties 7 7
AINDEZZEELET,

Presto @ kafka.properties
J77A4INDEZZEELET,

Presto @ lakeformation.prop
erties 77 ML DEEZZEEL
F9,

Presto @ localfile.properties
J77A4INDEZZEELET,

Presto ® memory.properties
77A4INDEZZEELET,

Presto ® mongodb.properties

T77AI)NDEZEELXT,

Presto ® musql.properties
774N DEZZEELET,

Presto M postgresql.propert
ies 77 M DEEZELE
9o

Restarts Presto-Server (for
PrestoDB)
Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor Presto @ raptor.properties Not available.

J77A4INDEZZEELET,
presto-connector-redis Presto @ redis.properties 7 7  Not available.

1IILDEZZEELET,
presto-connector-redshift Presto @ redshift.properties Not available.

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

J77AINDEZEELET,

Presto @ tpcj.properties 7 7
AINDEZZEELET,

Presto @ tpcds.properties
J77A4INDEZZEELET,

Trino @ log.properties 7 7 A
ILDEZZEELET,

Trino @ config.properties 7 7
AINDEZZEELET,

Trino @ password-authentic
ator.properties 7 7 1 )L D&
EEBELET,

Trino @ trino-env.sh 7 7 1)L
NDEZZELEXT,

Trino @ node.properties 7 7
AINDEZZEELET,

Trino @ blackhole.properties
J77AINDEZEELET.

Trino @ cassandra.properties
J77AINDEZEELET,

Not available.

Not available.

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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2%

trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

S

Trino @ delta.properties 7 7
AINDEZZEELET,

Trino @ hive.properties 7 7 A
LDEZZEELET,

Trino @ exchange-manager.p
roperties 77 1)L DEZZEE
LEXT,

Trino @ iceberg.properties
J77A4INDEZZEELET,

Trino @ hudi.properties 7 7
1IILDEZZEELET,

Trino @ jmx.properties 7 7 A
ILDEZZEELET,

Trino @ kafka.properties 7 7
1IILDEZEZEELET,

Trino @ localfile.properties
J77A4INDEZZEELET,

Trino @ memory.properties
J77A4INDEZZEELET,

Trino @ mongodb.properties
774N DEZZEELET,

Trino @ mysql.properties 7 7
AINDEZZEELET,

Presto @ postgresql.propert
ies 77 M) DEEZELF
ERS

BERETV3a>

K

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

J77AINDEZEELET,

Trino @ tpch.properties 7 7
AINDEZZEELET,

Trino @ tpcds.properties 7 7
1IILDEZZEELET,

Ranger KMS @ dbks-site.xml
774 DEZEELET,

Ranger KMS @ ranger-kms-

sitexml 77 I DEZZEL

ESC R

Ranger KMS IRIBEDEZZEE
LEXT,

Ranger KMS @ kms-logba
ckxm 774 DEZZEEL
9,

Ranger KMS ZfEA L 1=
MySQL SSL A0 S3 0
CA77A4INDEEZZEELF
ED

Apache Spark A ® Amazon
EMR-curated %7€

Amazon EMR Amazon EMR J U —Z #i{ R
Pk A BRET77>3aY
trino-connector-raptor Trino @ raptor.properties 7 7  Not available.

1IIDEZZEELET,
trino-connector-redis Trino @ redis.properties 7 7 Not available.
1IILDEZZEELET,
trino-connector-redshift Trino @ redshift.properties Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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S

spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

S

Spark @ spark-defaults.conf
J77A4INDEZZEELET,

Spark IRENDEZZEL F
¥,

Spark @ hive-site.xml 7 7 A
LNDOEZZEELET

Spark @ log4j2.properties
774 DEZEELET,

Spark @ metrics.properties
J77A4INDEZZEELET,

Tez M tez-site.xml 7714 )LD
BEZZELET,

YARN REOEZZEL F
9,

YARN 0 yarn-site.xml 7 7 A
LDEZZEELET,

Zeppelin REEDEZZEEL T
9,

ETF O3y

K

B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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zeppelin-site zeppelin-site.xm| DK FRE Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

760 ZEOY

760 V)—ABLTVII—A/—

B

2025-01-13

2025-01-10

2025-12-26

EEZELET,

ZooKeeper M zoo.cfg 7 7 A
LDEZZEELET,

ZooKeeper @ logback.xml
7714 DEZZEELET,

D/ —RODemr XKNJUORA
REZLZELET,

hOZEOY

AR KN

RFIAD NRE

AMEJ)—-A

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

S

Amazon EMR 7.6.0 )V U—X
/=IO TaEEREL
=

Amazon EMR 7.6.0 A" 7R —
RENTVWBDIXNTD!)—
TavIlx£ILFZ7O4Eh
=L

Amazon EMR 7.6.0 A" &# ®
BRY—>a>vIitgdlcT o
O4cshFIL L
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AmazonEMR U 1)—X7.5.0

750 TYHR—REShTWVWBRZSAT7H149)L

ROEE., AmazonEMR U —RX 750 THR—RENTWVWBSAT7HA4 ) OBFZRLTVE
9,

HBR—K7T—-X B

)Y —AH 2024 £11 A 21 H
BEYR—NDKTH 2026 £ 11 A 20 H
HR—NDKT 2026 £11 A 21 H
FATHAOINKT 2027 £11 A 21 H

HRBENDYTIRNIVITERETEMR V5 AR—ICEEZ5ARVEEN D— BN EMREMHLEEL
(CVEs "7.5.0 known common vulnerabilities and exposures for core enginesy 2R L T<E&E L\,

750 V=RV KR—FT b

Amazon EMR 7.5.0 IZi&, ROT 7V T =23 HFE8ENhTVERT,

aA7IVD .

AmazonCloudWatchAgent, Delta, Flink, Hadoop. HBase, HCatalog. Hive. Hudi. Livy, Iceberg. Jupy
Extras:

Hue. JupyterHub, Oozie, Pig. Presto. TensorFlow, Zeppelin

EENTVBINYT—DOFMICOWVWTIE, "AmazonEMR7.x DU —ZQO T 7 ) r—3 2 )\—
Tarv, BBRLTILKEE VY, OFIU Y& Extras OFMAIC D2V Tk, "Amazon EMR Standard
Supporty ZZRL TS EZW,

7507 70—=>a>ryN—o3a>y

chOI)—AIC
i&. AmazonCloudWatchAgent, . Delta, Flink, HBase, HCatalog, Hadoop, . HiveHudi, Hue, . Icebe
BRTOTTVTr—23a2FEENTVWE T ZooKeeper,
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http://pig.apache.org/
https://prestodb.io/
https://spark.apache.org/docs/latest/
https://www.tensorflow.org/
https://tez.apache.org/
https://trino.io/
https://zeppelin.incubator.apache.org/
https://zookeeper.apache.org

Amazon EMR

Amazon EMR U —Z 4 K

LTOXREF, AmazonEMR OOV —ATRAAELT 7V r—>a3a o N—23a> e, sid 32
® Amazon EMR D —R (ZE9%5HE) CHNRATEATZ7UTr—>3a > N—2322R0LTVE

ER

AmazonEMR D&V —ADT 7V r—2a>N—2a>0a8FENEBEICOVWTIERE., LTok
By OoRSBLTSEEL,

e AmazonEMR7x U —ZAOTF 7 Uyr—>a>y)N\—3ay

e AmazonEMR6X U —ZAOTF 7 Ur—>a>y/)N\—ay

« Amazon EMR5x U —AQTF7 7V —>a o N—>3ay

e AmazonEMR4x U —Z2OQOTF 7 Uyr—>3a>y)N\—3ay

T7Ur—aryN—23a v ER

AWS SDK for
Java

Python
Scala

AmazonClo
udWatchAgent

Delta
Flink
Ganglia
HBase
HCatalog
Hadoop

Hive

emr-7.5.0

2.28.8, 1.12.772

3.9, 3.11

2.12.18

1.300032.2

3.2.1-amzn-0

1.19.1

2.5.10

3.1.3

3.4.0

3.1.3

emr-7.4.0

2.28.8, 1.12.772

3.9, 3.11

2.12.18

1.300032.2

3.2.0-amzn-1

1.19.1

255

3.1.3

3.4.0

3.1.3

emr-7.3.0

2.25.70, 1
A2.747

3.9, 3.11

2.12.18

1.300032.2

3.2.0-amzn-0

1.18.1

2417

3.1.3

3.3.6

3.1.3

emr-7.2.0

2.23.18, 1
12.705

3.9, 3.11

21217

1.300032.2

3.1.0

1.18.1

2417

3.1.3

3.3.6

3.1.3
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emr-7.5.0 emr-7.4.0 emr-7.3.0 emr-7.2.0

Hudi 0.15.0-amzn-2 0.15.0-amzn-1 0.15.0-amzn-0 0.14.1-amzn-1
Hue 411.0 411.0 411.0 411.0
Iceberg 1.6.1-amzn-1 1.6.1-amzn-0 1.5.2-amzn-0 1.5.0-amzn-0
JupyterEn 2.6.0 2.6.0 2.6.0 2.6.0
terpriseGateway
JupyterHub 1.5.0 1.5.0 1.5.0 1.5.0
Livy 0.8.0 0.8.0 0.8.0 0.8.0
MXNet - - - 1.9.1
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.0 5.2.0 5.1.3 5.1.3
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.285 0.285
Spark 3.5.2 3.5.2 3.5.1 3.5.1
Sqoop - 1.4.7 1.4.7 1.4.7
TensorFlow 2.16.1 2.16.1 2.16.1 2.11.0
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 446 446 442 436
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.10.1
ZooKeeper 3.9.2 3.9.2 3.9.1 3.9.1
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7.5.0 — XMV S5t & &

RDFTRIZ, HRE NS Amazon EMR 7.CVEs Z/RLE T, Amazon EMR (&, {SIEQOTAMICOWT
TYTANI—=LF—=T2Y—AICKFLTHY . Amazon EMR FEEZBKRIEL TH S 90 HUWR
CAZ7I2AVR—F 2 MNO—FHELTEHFORE/N—2a > a2BHUET,

COXRF, 2024 F11 A 21 BICEfMENEL I,

CVEID ERE CVE 4l URL

CVE-2020-35728 =L https://nvd.nist.gov/vuln/detail/
CVE-2020-35728

CVE-2021-37533 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2021-37533

CVE-2018-14721 =L https://nvd.nist.gov/vuln/detail/
CVE-2018-14721

CVE-2020-26939 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-26939

CVE-2022-3171 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-3171

CVE-2024-47554 s https://nvd.nist.gov/vuln/detail/
CVE-2024-47554

CVE-2021-38153 BX https://nvd.nist.gov/vuln/detail/
CVE-2021-38153

CVE-2020-36188 BX https://nvd.nist.gov/vuln/detail/
CVE-2020-36188

CVE-2020-10673 BEX https://nvd.nist.gov/vuln/detail/
CVE-2020-10673

CVE-2020-8908 BEX https://nvd.nist.gov/vuln/detail/
CVE-2020-8908
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CVE ID

CVE-2022-3509

CVE-2022-41966

CVE-2023-3635

CVE-2020-25649

CVE-2017-17485

CVE-2024-25710

CVE-2023-25194

GHSA-58qw-p7gm-5rvh

CVE-2023-51074

CVE-2023-20883

CVE-2022-42004

CVE-2024-47561

CVE-2023-2976

RIE
EX

EX

EX

EX

R BR %%

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2022-3509

https://nvd.nist.gov/vuln/detail/
CVE-2022-41966

https://nvd.nist.gov/vuln/detail/
CVE-2023-3635

https://nvd.nist.gov/vuln/detail/
CVE-2020-25649

https://nvd.nist.gov/vuln/detail/
CVE-2017-17485

https://nvd.nist.gov/vuln/detail/

CVE-2024-25710

https://nvd.nist.gov/vuln/detail/
CVE-2023-25194

https://nvd.nist.gov/vuln/detail/

GHSA-58qw-p7gm-5rvh

https://nvd.nist.gov/vuln/detail/
CVE-2023-51074

https://nvd.nist.gov/vuln/detail/

CVE-2023-20883

https://nvd.nist.gov/vuln/detail/
CVE-2022-42004

https://nvd.nist.gov/vuln/detail/

CVE-2024-47561

https://nvd.nist.gov/vuln/detail/

CVE-2023-2976

emr-7.5.0

232


https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/GHSA-58qw-p7qm-5rvh
https://nvd.nist.gov/vuln/detail/GHSA-58qw-p7qm-5rvh
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2023-2976

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2022-45685 = L) https://nvd.nist.gov/vuln/detail/
CVE-2022-45685

CVE-2023-33202 S1A https://nvd.nist.gov/vuln/detail/
CVE-2023-33202

CVE-2019-14892 SAY https://nvd.nist.gov/vuln/detail/
CVE-2019-14892

CVE-2023-33201 =0 https://nvd.nist.gov/vuln/detail/
CVE-2023-33201

CVE-2023-1436 = 0 https://nvd.nist.gov/vuln/detail/
CVE-2023-1436

CVE-2018-10237 = L https://nvd.nist.gov/vuln/detail/
CVE-2018-10237

CVE-2015-5237 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2015-5237

CVE-2022-42003 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2022-42003

CVE-2024-36114 S1A https://nvd.nist.gov/vuln/detail/
CVE-2024-36114

CVE-2024-7254 S1A https://nvd.nist.gov/vuln/detail/
CVE-2024-7254

CVE-2020-14061 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-14061

CVE-2024-23944 S1A https://nvd.nist.gov/vuln/detail/
CVE-2024-23944

CVE-2020-10969 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-10969
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https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2020-10969

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2023-52428 = L) https://nvd.nist.gov/vuln/detail/
CVE-2023-52428

CVE-2024-29857 € https://nvd.nist.gov/vuln/detail/
CVE-2024-29857

CVE-2024-30171 =L https://nvd.nist.gov/vuln/detail/
CVE-2024-30171

CVE-2022-41854 = O https://nvd.nist.gov/vuln/detail/
CVE-2022-41854

CVE-2022-3510 = O https://nvd.nist.gov/vuln/detail/
CVE-2022-3510

CVE-2018-7489 =L https://nvd.nist.gov/vuln/detail/
CVE-2018-7489

CVE-2020-35491 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-35491

CVE-2020-11111 =S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-11111

CVE-2020-15250 S1a https://nvd.nist.gov/vuln/detail/
CVE-2020-15250

CVE-2020-9548 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-9548

CVE-2024-51504 S1A https://nvd.nist.gov/vuln/detail/
CVE-2024-51504

CVE-2023-6378 S1A https://nvd.nist.gov/vuln/detail/
CVE-2023-6378

CVE-2023-34453 S1A https://nvd.nist.gov/vuln/detail/
CVE-2023-34453
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https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2023-34453

Amazon EMR

Amazon EMR JU—ZX #i{ R

CVE ID

CVE-2024-29025

CVE-2024-36124

CVE-2013-4002

CVE-2019-14379

CVE-2020-36186

CVE-2022-45688

CVE-2020-17521

CVE-2024-8184

CVE-2020-14195

CVE-2023-40167

CVE-2024-6763

CVE-2022-25647

CVE-2018-14719

RIE
EX

EX

EX

EX

EX

EX

EX

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2024-29025

https://nvd.nist.gov/vuln/detail/
CVE-2024-36124

https://nvd.nist.gov/vuln/detail/

CVE-2013-4002

https://nvd.nist.gov/vuln/detail/
CVE-2019-14379

https://nvd.nist.gov/vuln/detail/

CVE-2020-36186

https://nvd.nist.gov/vuln/detail/
CVE-2022-45688

https://nvd.nist.gov/vuln/detail/

CVE-2020-17521

https://nvd.nist.gov/vuln/detail/
CVE-2024-8184

https://nvd.nist.gov/vuln/detail/

CVE-2020-14195

https://nvd.nist.gov/vuln/detail/
CVE-2023-40167

https://nvd.nist.gov/vuln/detail/

CVE-2024-6763

https://nvd.nist.gov/vuln/detail/

CVE-2022-25647

https://nvd.nist.gov/vuln/detail/

CVE-2018-14719
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https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-36124
https://nvd.nist.gov/vuln/detail/CVE-2024-36124
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2023-40167
https://nvd.nist.gov/vuln/detail/CVE-2023-40167
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2018-14719

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2024-29131 = L) https://nvd.nist.gov/vuln/detail/
CVE-2024-29131

CVE-2020-9546 &m0 https://nvd.nist.gov/vuln/detail/
CVE-2020-9546

CVE-2018-1000180 F=1a https://nvd.nist.gov/vuln/detail/
CVE-2018-1000180

CVE-2023-39410 = O https://nvd.nist.gov/vuln/detail/
CVE-2023-39410

CVE-2021-22570 & https://nvd.nist.gov/vuln/detail/
CVE-2021-22570

CVE-2022-46751 s https://nvd.nist.gov/vuln/detail/
CVE-2022-46751

CVE-2021-36373 A https://nvd.nist.gov/vuln/detail/
CVE-2021-36373

CVE-2023-26048 ey https://nvd.nist.gov/vuln/detail/
CVE-2023-26048

CVE-2024-30172 S1a https://nvd.nist.gov/vuln/detail/
CVE-2024-30172

CVE-2022-36364 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-36364

CVE-2022-46337 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-46337

CVE-2019-16869 S1A https://nvd.nist.gov/vuln/detail/
CVE-2019-16869

CVE-2022-38751 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-38751
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https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2020-9546
https://nvd.nist.gov/vuln/detail/CVE-2020-9546
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2023-26048
https://nvd.nist.gov/vuln/detail/CVE-2023-26048
https://nvd.nist.gov/vuln/detail/CVE-2024-30172
https://nvd.nist.gov/vuln/detail/CVE-2024-30172
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2019-16869
https://nvd.nist.gov/vuln/detail/CVE-2019-16869
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-38751

Amazon EMR Amazon EMR U ) —X #i4{ R

CVE ID ERE CVE ##l URL

CVE-2022-1415 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-1415

CVE-2021-22569 S1A https://nvd.nist.gov/vuln/detail/
CVE-2021-22569

CVE-2024-35255 Sia https://nvd.nist.gov/vuln/detail/
CVE-2024-35255

CVE-2021-28170 =0 https://nvd.nist.gov/vuln/detail/
CVE-2021-28170

CVE-2022-40149 iR BRE M https://nvd.nist.gov/vuln/detail/
CVE-2022-40149

CVE-2023-50868 F=AA https://nvd.nist.gov/vuln/detail/
CVE-2023-50868

CVE-2023-34454 high https://nvd.nist.gov/vuln/detail/
CVE-2023-34454

CVE-2022-38750 ey https://nvd.nist.gov/vuln/detail/
CVE-2022-38750

CVE-2020-14060 S1A https://nvd.nist.gov/vuln/detail/
CVE-2020-14060

CVE-2023-42503 S1A https://nvd.nist.gov/vuln/detail/
CVE-2023-42503

CVE-2024-25638 s https://nvd.nist.gov/vuln/detail/
CVE-2024-25638

CVE-2024-29133 s https://nvd.nist.gov/vuln/detail/
CVE-2024-29133

CVE-2022-37865 S1A https://nvd.nist.gov/vuln/detail/
CVE-2022-37865
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https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2024-35255
https://nvd.nist.gov/vuln/detail/CVE-2024-35255
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2022-37865

Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2018-19361

CVE-2018-19362

CVE-2020-10650

CVE-2020-35490

CVE-2024-23454

CVE-2023-43642

CVE-2020-24750

CVE-2020-11112

CVE-2019-14439

CVE-2023-34455

CVE-2024-26308

CVE-2019-20445

CVE-2023-0833

hEE

PREE

EX

EX

EX

EX

EX

EX

CVE ##l URL

https://nvd.nist.gov/vuln/detail/
CVE-2018-19361

https://nvd.nist.gov/vuln/detail/
CVE-2018-19362

https://nvd.nist.gov/vuln/detail/
CVE-2020-10650

https://nvd.nist.gov/vuln/detail/
CVE-2020-35490

https://nvd.nist.gov/vuln/detail/
CVE-2024-23454

https://nvd.nist.gov/vuln/detail/
CVE-2023-43642

https://nvd.nist.gov/vuln/detail/
CVE-2020-24750

https://nvd.nist.gov/vuln/detail/
CVE-2020-11112

https://nvd.nist.gov/vuln/detail/
CVE-2019-14439

https://nvd.nist.gov/vuln/detail/

CVE-2023-34455

https://nvd.nist.gov/vuln/detail/
CVE-2024-26308

https://nvd.nist.gov/vuln/detail/

CVE-2019-20445

https://nvd.nist.gov/vuln/detail/
CVE-2023-0833
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https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2023-0833

Amazon EMR

Amazon EMR U —Z 4 K

CVE ID

CVE-2020-36185

CVE-2023-6481

CVE-2022-38752

CVE-2020-1945

CVE-2020-13936

CVE-2023-36478

CVE-2020-10968

CVE-2020-28052

CVE-2021-43859

CVE-2021-27568

CVE-2020-11113

CVE-2022-40150

CVE-2023-5072

&

/i§

CVE ##l URL

https://nvd.nist.gov/vuln/detail/

CVE-2020-36185

https://nvd.nist.gov/vuln/detail/
CVE-2023-6481

https://nvd.nist.gov/vuln/detail/
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udWatchAgent

Flink

Flink

Flink

Flink

Flink

Flink

T7Ur—<3

BAT

a7

B i

Ny ir—3

hadoop-hdfs-
journalnode

ranger-kms

s3-dist-cp

zookeeper

zookeeper-
server

hadoop-client

hadoop-hdfs

hadoop-hdfs-
datanode

hadoop-hdfs-
journalnode

hadoop-hdfs-
namenode

hadoop-httpfs

EMICOVWTIE,

RDOREZRLTLSEEL,

Nylr—ss4  RKyor—IN—
7 ay

Extras 3.3.6.amz
n.5-1.amzn2023

Extras 2.0.0-1.a
mzn2023

Extras 2.33.0-1.
amzn2023

Extras 3.9.1.amz

n.1-1.amzn2023

Extras 3.9.1.amz
n.1-1.amzn2023

Extras 3.3.6.amz
n.5-1.amzn2023

Extras 3.3.6.amz
n.5-1.amzn2023

Extras 3.3.6.amz
n.5-1.amzn2023

Extras 3.3.6.amz
n.5-1.amzn2023

Extras 3.3.6.amz
n.5-1.amzn2023

Extras 3.3.6.amz
n.5-1.amzn2023
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> VRAT 7 >ar
Flink ar hadoop-kms Extras 3.3.6.amz

n.5-1.amzn2023
Flink ar hadoop-ma Extras 3.3.6.amz
preduce n.5-1.amzn2023
Flink ar hadoop-ma Extras 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
Flink ar hadoop-yarn Extras 3.3.6.amz
n.5-1.amzn2023
Flink ar hadoop-yarn- Extras 3.3.6.amz
nodemanager n.5-1.amzn2023
Flink ar hadoop-yarn- Extras 3.3.6.amz
proxyserver n.5-1.amzn2023
Flink ar hadoop-ya Extras 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager
Flink ar hadoop-yarn- Extras 3.3.6.amz
timelineserver n.5-1.amzn2023
Flink ar hudi Extras 0.15.0.am
zn.0-1.am
zn2023
Flink ar ranger-kms Extras 2.0.0-1.a
mzn2023
Flink ar hadoop Extras 3.3.6.amz

n.5-1.amzn2023

emr-7.5.0

247



Amazon EMR Amazon EMR U UJ—2Z #j4 R
T7Uor—>3  FT7UT—=>3 Nvir— Ny =84 NYT—2N—
> VRAT 7 >ar
HBase ar s3-dist-cp Extras 2.33.0-1.

amzn2023
HCatalog ar hadoop-yarn- Extras 3.3.6.amz
proxyserver n.5-1.amzn2023
HCatalog ar mariadb-c Extras
onnector-java
[Hive] ar hadoop-httpfs Extras 3.3.6.amz
n.5-1.amzn2023
[Hive] ar hadoop-yarn- Extras 3.3.6.amz
proxyserver n.5-1.amzn2023
[Hive] ar hive-hbase Extras 3.1.3.amz
n.12-1.am
zn2023
[Hive] ar mariadb-c Extras 2.7.2-1
onnector-java
[Hive] ar s3-dist-cp Extras 2.33.0-1.
amzn2023
TJIZVYIOR ar s3-dist-cp Extras 2.33.0-1.
amzn2023
Spark ar spark-dat Extras 3.5.1.amz
anucleus n.0-1.amzn2023
Tez ar hadoop-ma Extras 3.3.6.amz
preduce n.5-1.amzn2023
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Tez ar hadoop-ma Extras 3.3.6.amz

preduce-h n.5-1.amzn2023
istoryserver
Tez ar hadoop-yarn- Extras 3.3.6.amz
proxyserver n.5-1.amzn2023
Trino a7 bigtop-utils Extras 1.2.0-1.a
mzn2023
Trino ar hadoop-client Extras 3.3.6.amz
n.5-1.amzn2023
Trino ar hadoop-hdfs Extras 3.3.6.amz
n.5-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.3.6.amz
datanode n.5-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.3.6.amz
journalnode n.5-1.amzn2023
Trino ar hadoop-hdfs- Extras 3.3.6.amz
namenode n.5-1.amzn2023
Trino ar hadoop-kms Extras 3.3.6.amz
n.5-1.amzn2023
Trino ar hadoop-ma Extras 3.3.6.amz
preduce n.5-1.amzn2023
Trino ar hadoop-ma Extras 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
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Trino ar hadoop-yarn Extras 3.3.6.amz

n.5-1.amzn2023
Trino ar hadoop-yarn- Extras 3.3.6.amz
nodemanager n.5-1.amzn2023
Trino a7 hadoop-yarn- Extras 3.3.6.amz
proxyserver n.5-1.amzn2023
Trino ar hadoop-ya Extras 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager
Trino ar hadoop-yarn- Extras 3.3.6.amz
timelineserver n.5-1.amzn2023
Trino ar hive Extras 3.1.3.amz
n.12-1.am
zn2023
Trino ar hive-hcatalog- Extras 3.1.3.amz
server n.12-1.am
zn2023
Trino ar mariadb-c Extras 2.7.2-1
onnector-java
Trino ar ranger-kms Extras 2.0.0-1.a
mzn2023
Trino ar zookeeper Extras 3.9.1.amz
n.1-1.amzn2023
Trino ar zookeeper- Extras 3.9.1.amz
server n.1-1.amzn2023
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Trino ar bigtop-groovy Extras 254-1.a
mzn2023

Trino ar bigtop-jsvc Extras 1.2.4-1.a
mzn2023

Trino ar hadoop Extras 3.3.6.amz
n.5-1.amzn2023

Trino ar hadoop-Izo Extras 0.4.19-1.
amzn2023

Trino ar hive-hcatalog Extras 3.1.3.amz
n.12-1.am
zn2023

Trino ar hive-jdbc Extras 3.1.3.amz
n.12-1.am
zn2023

Zookeeper ar emrfs Extras 2.64.0-1.
amzn2023

Zookeeper ar hadoop-client Extras 3.3.6.amz
n.5-1.amzn2023

Zookeeper ar hadoop-hdfs Extras 3.3.6.amz
n.5-1.amzn2023

Zookeeper ar hadoop-hdfs- Extras 3.3.6.amz

datanode n.5-1.amzn2023
Zookeeper ar hadoop-hdfs- Extras 3.3.6.amz

journalnode

n.5-1.amzn2023
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Zookeeper ar hadoop-hdfs- Extras 3.3.6.amz

namenode n.5-1.amzn2023
Zookeeper ar hadoop-httpfs Extras 3.3.6.amz
n.5-1.amzn2023
Zookeeper ar hadoop-kms Extras 3.3.6.amz
n.5-1.amzn2023
Zookeeper ar hadoop-ma Extras 3.3.6.amz
preduce n.5-1.amzn2023
Zookeeper ar hadoop-ma Extras 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
Zookeeper ar hadoop-yarn Extras 3.3.6.amz
n.5-1.amzn2023
Zookeeper ar hadoop-yarn- Extras 3.3.6.amz
nodemanager n.5-1.amzn2023
Zookeeper ar hadoop-yarn- Extras 3.3.6.amz
proxyserver n.5-1.amzn2023
Zookeeper ar hadoop-ya Extras 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager
Zookeeper ar hadoop-yarn- Extras 3.3.6.amz
timelineserver n.5-1.amzn2023
Zookeeper ar ranger-kms Extras 2.0.0-1.a
mzn2023
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750V 1—=A/—hb

KOV Y—A/—KNIZIE, AmazonEMR U —ZX 750 BT 2 BHMASENTVET,
FEae

T7Ur—>3>0F Y74 L—R -Amazon EMR 7.5.0 application upgrades include Delta 3.2.1-
amzn-0, HBase 2.5.10, Hudi 0.15.0-amzn-2, and Iceberg 1.6.1-amzn-1,

EMR £fT&ZA&0OY (WAL) &, JORIVZAZ—LTUT—232&HR—NLTVWET,
MICOVWTE, "EMRWAL 9ZAZ—EL7UT—>32, 28RBLTSEEL,

b=111]]
_H.K

BER B E

Apache Sqoop #" Amazon EMR U —ZX 75 LABEQ ) —AN SHIBRENEL =,

NEZF—I RART—DVT%28MZTSE. YARN ResourceManager (RM) TEXAZFY ROV
JOBBHNIREL, BEARL— 3> T DECOMMISSIONING REA S DECOMMISSIONED
REICBITITDE, BRELBLSEYET, ChEIBICABRBRITAZ—RETRELE

T, ChARETDE, /—RREBEBETTUT—2 3 REEBOMANF VEIZKK

L. ResourceManager D7 #EEZ MR ICHFESEXT, MBREL T, 774X J/—RT
ROIAXY REFEHLTRMIVM 2BRELE T,

sudo systemctl restart hadoop-yarn-resourcemanager

EMR 25 A&Z—7A" CapacitySchedulerE =ik A D YARN A2 1—3 FairScheduler
(FIFO AT 1—5R &) TREIEhDE. YARNMemoryAvailablePercentageX MU T A
l& CloudWatch IZ7'Y 2 1&g hFEB A, CORBER., XX—JRAT—UINFBMBITA
BR—DAIVAT—I 0TI ELET, YARNMemoryAvailablePercentage X K1J Z AIC
K2TIR, DARLANZ— RAT—VVITICEHETHUEMNI HYET, EEREL T,
CapacityScheduler&zlk Z#EAL £9FairScheduler,

LER, Hagnat, #RL LBE

Spark 3.3.1 (EMR /N\— 3> 6.10 AETHHR— R) BE, BIEAARNKOTRTOISE+ 1

2 —Id ExecutorStateDECOMMISSIONING SREEHIFENBDHFHL V ICFREETNET, FELEE
NBPTTEFIZ—R@F Yan FRAVEEVE TR EOICEATERVLES, BEICRHUT,
RITENBDRRAVOFHLVWITEXF 12— UIITANLET, LN 2T, EMR Managed
Scaling, EMR Auto Scaling, £7# & EMR-EC2 V5 AR —THARARLAT— VU IXN_AX L%
FRALTWVWSEEIC Spark DRA ZEMICT R E, Yan @2 a7 EICRAFRIJEF12—%
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JOTANTRENHBYET, CORBERBITDICIEK., LROMEENDHEAIEDLEEFERALT
W33B4EE. spark.dynamicAllocation.enabledZ7’'0/NF 4 %& TRUE (7 # LK) ICEREL
EEFICLET, &5I2, Spark 237 M spark.dynamicAllocation.maxExecutors® kT
spark.dynamicAllocation.minExecutors7’ONT 1 DEZHREL T, 37T ORTHICE
WYETSNBZTITEXF1X—OBZEFIRTZCET, ITEFI1X—OHRNMINERAENERE
FBD_EETEERT,

« AmazonEMR i&, 95 AR —IZBIRLIEA VARV ARA TIZHLU T, TensorFlow 24720

TETEFLHEINRZFEALET, Amazon EMR (&, EMR-7.5.0 LABE® aarch64 1 ARV AR A
7" (Graviton 1 VARV A) ZF DU T AX—O TensorFlow £EHR—KLTVET,

RDOTRIZ, EMR-7T50 DA VARV AZATBIOEI) RERLET,

EC2 1 TensorFlow O EJL R
AR
ARAT

M5 & &K TensorFlow 2.16.1 (Intel MKL T
¢ C5 RiE{L)

P2, P4D. TensorFlow 2.16.1 (CUDA
. G4DN, ' 12.3, cuDNN 8.9.7.29 Z £ )
G6. GR6

P3. P3DN Tensorflow 2.16.1 & CUDA

3., G3S  12.3. cuDNN 8.9.7.29. NCCL
2.20.3-1 Nvidia NCCL (& P3 1 >
AZVATOHRMEATEELT, T
YRI—TF—F4 2 AEN
(EULA) — Amazon EMR T Nvidia
OVAR—ZFUNEFERATR LI
&), ®E EULA THEET AT
PAARVICEABLEEDE A

ThET,
Graviton TensorFlow 2.16.1
(EMR-7.5.
0+) 28
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EC2 1 TensorFlow ®EJL R
VAR
ARAT

LT Dt
IANTO

s FGAC(77AILA>TOLAO MO—I) FERICTEE > TWS AWS Lake Formation ®
Amazon EMR 2 2 A& —I&. X ® hdfs-site.xml| 5RETH K 256 DERFATY T2 HR—KNTES
KSICHEVYERLE,

"Classification": "hdfs-site",
"Properties": {
"dfs.datanode.handler.count": "40@",
"dfs.datanode.max.transfer.threads": "16384",
"dfs.namenode.handler.count": "64",
"dfs.replication": "1"
}
},
{
"Classification": "hdfs-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"HADOOP_DATANODE_HEAPSIZE": "5120"

}
iy
"Properties": {3}

}
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