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15

Hiae
c N=RIIT7EFIUTFAREOHR—NFEMENEL L, /N\—R
DITEFIVTAEDI-) (HSM) Z2FERAL T, FNAADTSA
R—RF—CLAAZEZZLICRETERT, FHAICOVTE, T/\—R
VITEF1IVTAHEE ZSRLTIEZ W,

1)1)—2X:2021 12 A 3 H AWS loT Greengrass Core v2.5.2 V
7N I TERH

20U —AT, Greengrass nucleus IV RK—%2 RO/N—T 3> 252 FRFEEATVET,
)1)—AB:2021 512 A 3 H

) 1) — AFH
s NTUVYOAVR—F NOEH

INT VY OAVR—FT NOER

ROT—7IE, FHRESIVERENI-EEZEHEZ AWS ORMBTZ I R—F hE—E{LL
ZEDTTY,
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OVAR—ZF2NEF704 35K, AWS loT Greengrass &, TOAR—F NOREEE
BRICBVWTHR—RFENERGHFON—30 (AN —ILLET, COEDH, HFLLF
NARZTE/TIN—=TICEBMLEY), ChSOTFNA AZRRETDTFITOA/ZEFHITS
E. AWS AREIBZINT VY OAVR—ZFNOFHLLONY FN=2a3 A BEBNICOT
FNAACTFTOLENDBENHVYET, nucleus DEFEE, —HOBBHEFHICKY),
TFNAACTFHEOBEBINRETDEN BYET,
TFNAATRTENATVBR VAR NIFBRICEMEND e Z2Bh<ICR, T704%
ERTBER, TOOAVR—ZFXNOBEN—A2EBESHD L E2HEBHLET, AWS
loT Greengrass Core VY 7 NI 7 OEFMEBEOFMIC OV TIE, TAWS IoT Greengrass
Core V7 RDUITF (OTA) OEH, Z2SRBL T KT,

AVR—FT b~

Greengrass
nucleus

AWS loT Device
Defender

B3

Greengrass nucleus ®/N\—> 32 252 ZFATEET,

INTIBIE & #gem &
 Greengrass nucleus DE#H#E, TNA AZEFELELZEEEHL -
#. Windows U —EANFBUTEBLEVEEZEELEL I,

AWS loT Device DefenderdR—F > hD/N—>2 3> 3.01 ZRHATEE
9,

AWS loT Device Defenderd>R—FX > RO ZO/N—2 3> Tk, N—2 3
V22X EREBBBRENTXA—BZNFVUETY, N—2322xTF74IbB
DADREREERFEAL, V2x S VIXICTY7TIL—RITZEEK. IVR—
ZNOBRELEEHITDIMLENHYYET, RE7 7ML OEROFEMCOV
TIk. TAWS IoT Device Defender A R—F > NDEREL #SRLTLKE
=L\,

AL 1
« Windows ZR1T¥2 A7 F/NA ADOHR—NAEBMENETL L=,
« AVR—FVNBAT % Lambda AV R—FV hASRAAIVR—F>
NCZEBELELE, CcOOAVR—FVNE, TRV UT 32 #ERK
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OAVR—FT K~ B i
TRDOICLAD—HTAOVT23v)—2—2KR—> MNIKEFL
BB RLU I

e AVR—ZPMNOKEBRZAAN=ILTEIZAAN=ILAIIT K
BATADTEMITES, LV Uselnstaller FRE/NTX—
AHBMENEL .

1)1) —2R:2021 % 11 A 23 B AWS loT Greengrass Core v2.5.1 V
7NV TEMN
D) 1)—ATIE, Greengrass nucleus IVR—FK hO/N—2 32 251 ARFEEhTVET,

)1)—AB:2021 £11 A 23 H

1) 1) — A FE4
e NTVYHOAVR—F NOEH

NTVY oAU R—ZF NOEH

ROT—T I, FRESIXCEHRENEHEEZSHE AWS OREBEITZ IV R—F N2 —ELL
EENDTT,

/A Important

OAVR—ZFNEF7 04328, AWS loT Greengrass &, TOAR—F2 NOREEE
BRICBVWTHR—RENERFON—23ZAARN=ILLET, COE®H, FLLTF
NARBE/TI=TICEBMLEY), ChSOFNAAZRRETDTFITOANEZEHITD
E. AWS AEB#EIZNT VYOOV R—ZFNOHFLOWNY FN=2a oA 880ICTT
FNARZTFTOMENBDBEN B ET, nucleus DEFHEE, —HOBBHEFHICKY),
TFNAACTFEHERBEBNIr RETDENFHYET,
FNAATETENTVRAVAR—FNIFEBICEFEND L Z2B<ICRK, 7014 %
ER T 2B, TOAVR—FXKNOBEN—Ca2EEEHILEZBHOLET, AWS
loT Greengrass Core VY 7 NI 7 OEFHBEOFMIZ OV T, TAWS IoT Greengrass
Core V7RI T (OTA) OEH. BSRBLTLSEE,
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OAVR—%T b~ i

Greengrass Greengrass nucleus D/N\—> 3> 251 ZFATEET,
nucleus ‘
INTIEIE & #eEm &

« Windows @ 32 E ¥ ~/Y—2 3> ® Java Runtime Environment (JRE)
DHR—RAFEMENEL I,

« AWS loT /R > —T, greengrass:ListThingGroupsF
orCoreDevice #ERAFEEIABVITFNARAOE/TIL—T0
HIBRBMENZBEENELE, CON—2ar TR, F7O00EETE
h, BENREREh, T/ NS5 OAT7FNA AZHIKRLTEO
VIR—FV NGHIBRENTE A, FBICOVTE, "T/V1 AL AWS
loT Greengrass 1VAR—ZX 2 NOTF 7041 25RBLTLSEE,

« Greengrass nucleus A" Greengrass 1>R—X% > N 7OCATHAT
EDRSICTRVATLREZEHOBEZEELELZ, chT, OV
R—FX RN EZBEBL T, &EFOCATLAREZEREFEATEET,

1)1)—2R:2021 % 11 B 12 H AWS loT Greengrass Core v2.5.0
7 NDOITER

D) —ATIE, Greengrass nucleus JVR—X> NDO/N—232 250 & AWS A Sz ICRE
ThBOAVKR—FXVMNBLTAWS A SRUE B ARV NOEFHZRHBELET,

JI)—ZAB:2021 11 A12H
VJ)—=ANAZ A4 b

« Windows 7*/NA4 ADHR— K - Windows ARL —FT 1 VI AT LZERITLTVRFNALALT
AWS loT Greengrass Core Y 7 RV I T ZR{TTEDLSICAYE L, F#MBICOVTR., ™
R—RENTVBRTTSYRNTA—LEBH] & ARL—TFT 125> AT LB Greengrass #EED B
]t EBBLT LS,

«c HLWE/TIL—TOHIREE-E/JILN—TLSAT7TFNA RAZHIKRTDE, TOT/INAAAND
ROTF7OAATEOE/IIN—TOIAVR—F NEHIRTED RS IR EL I,
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COEBEOHER, AT7T/NNAAD AWS loT RUZ—IZ &
greengrass:ListThingGroupsForCoreDevice #ERAMEICKVYET, UV —A%
703 =T33 78HI2 AWS loT Greengrass Core Y 7RI ITFAAN—S%ER
I3HE, T7FILED AWS loT RUZ —I& greengrass:* 2L ET, ChlllE,
COERNFrEENTVET, FMAICOVTIE, TAWS loT Greengrass O 7 /\ 1 AFREEE
BA, ESBLTEE L,

e« N—ROIF7EF1)FT4H7R—N-AWS loT Greengrass Core YV 7 NI IFT/N\N—RIIT7+
£1UFAETI—)L (HSM) EEATHES CRETEDES LAY, FAAADTSAR—K
F—LIPHEZZLICRETEDLSICARYKLUE, FHHICOVWTRE, "TN\—RUTF7EF+11)
TAHEL ESRLTLSEZ L,

« HTTPS 7’OF < %7R— K - AWS loT Greengrass Core ¥ 7 R I 7% HTTPS 7 OF I EH T
MIBDRSICRETEDRSICHRYELL, BFHICOVTR, "TR—KM443 TOERELERY
NDO—070O0F>z2zBULER) 25RBLTIEEL,

1)) — A EE4
e ISYRNTA—LYR—NOEH
e N7V HOAVR—ZF NOEH

T2V RNTA—LYR—NOEM

7ZYyRNT7A— FMl
I
Windows AWS loT Greengrass =, XM /N—= 3> M Windows T AWS loT Greengras

sCore V7 RNIJITZRTITDLODOYR—IMFEMENTL I,

* Windows 10
* [Windows Server 2019]
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T 1272 AT AR Greengrass #EEND Bty ZZRL T<EE V),
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INTVYOAVR—F2 NOER

ROF—T I, FRES S OERE NLMEES S AWS OERHTZ IV R—2> hE—%ibL
72:"60)_5‘3'0

/A Important

OVAR—ZF2 NEF704 35K, AWS loT Greengrass &, TOAR—F NOREEE
BRICBVWTHR—RNENERBHFON—23 0B AARN=ILLET, DD, FILLF
NARBRE/TIL—=TICEMLEY), ChSOFNA AZRRETZDTFTOMZEFHITS
E. AWSARBEIBZINT VY OAVR—ZFRNOFHLVONY FN=2a3a A BEBNICOT
TFINAACTFTO4ENBDHZEN HYET, nucleus DEFHBZE, —BOBBHEFHICKY),
TINAACTFHEDBEBNIfr RETDENHYET,
TFNAATRTENATVR VAR NIFBEICEMEND e Z2Bh<ICR, T704%
ERTHE, TOOAVR—ZFXNOBEN—2a 2BESHDLEHEBHLET, AWS
loT Greengrass Core VY 7 NI 7 OEFMEEOFMIC OV T, TAWS IoT Greengrass
Core V7 RDUITF (OTA) OEH, 2SRBL T KT,

OAVR—%T b~ i

Greengrass Greengrass nucleus O/N\—> 3> 250 ZFATEET,
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Fhee
« Windows ZR1{T¥2 A7 TF/NA ADOHR—NAEBMENETL £,
s BE/UVN—TZHKRITIBENEEEINE LI, CON—T 32T,
T/ OMN=T7HAS8AT7FTNAARZHIRL T, AOFT7O/4/TETDE/ Y
W=7V KR—VRNETUA2VARN=—ITERLSIIBY KL,

COEBEOFKR, A7 F/IN1AD AWS loT R > —IZIE greengras
s:ListThingGroupsForCoreDevice ERAVEICEYE

I, VDY—REZ7OEZ3I_Z_>J9%7HIC AWS loT Greengrass
Core V7 RDVITFAVAN—S%ZERTIHE. 74D AWS
loT R —(& greengrass:* ZFALET. chlllEk, CDIERY
BENTVET, FMEICOWTE., TAWS IoT Greengrass @ 7/N1 A
AL FRAY ZZRLTLKEZ W,
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dVR—F> b EEF 4
« HTTPS 7OF > REDHR—MAFEBMENEL £, FHEICOVTIE,

PR—KN 443 TOEFFLFRY ND—07OFZBU L, &
ZRLTEEL,

« LW windowsUser ERRENTX—ZFEMENELE, COND

XA—R&EFEAL T, Windows A7 FNA ATIAVR—F 2 NEETT
2EOICERATAIT7AIINNI—F—2IBETEET, FMICOVT

FE., DRV EXTIRZI—H—%EREITD1 2RBLTKE

=W,

c HTTP U9 IARNDRAA LT IRNEHAZIALAAL T, KERY

RDO—OTONT#—~X 2 AZALEEDLEHICERATESDHL
W httpClient RBEAZTZIHNEBMENEL L, FHHEICOWT
(&. httpClient FRENTFXA—2Z2ZRBL T EEV,

INTEIE & #eEm Lk

« AVR—FVMASTAT7FNA RZBEHIZDEHDT—RARNTY TS

SATHAONAT AV FEEEhEL I

recipe ETNA 7 FHR—RNEhBDKSICHBYEL I,
F2FN R Lambda BB R—F 2 MO IPC FRAIfEEEENEL
o

AJXytE—272REL, JUT4AIILTEVAOTZ INFO A S
DEBUG LARIIICEELZCET, OJOFIEMNFSEYEL L,

- B0 a_ J#ec%x A i= AWS loT Greengrass Core ¥ 7 b

JVIT %A AKN—)L 9 BBRIC Greengrass nucleus A ERTD ~—2
VRO —)LH S iot:DescribeCertificate #ERZHIVYBRE F
L. CD#EPRIFE Greengrass nucleus TlREEAEhEH A,
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EMOXI A F—IEE & #aEm L,
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FTHRE

« Windows ZRT92AT7TFNA1 ADYR—KPFEMENEL =,
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NOBREZEHITAILEN HYVET, FHFMICOVWTE. ™ CloudWatchX
DOAAVR—F 2 RDFREL ZSRLTLEEZV,
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BLIEYELE,

s AVKR—ZRVRMHIXYE—DEZEEITIEDICHTRISATIB N
EYORIBETDLEOD, FL InputTopic FRE/NTX—ZHE
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s AVR—ZFVKNHFAT—RALARVRZENT UV 193D RNEY D%
EBETAEHD, HLLV OutputTopic FRENTFX—ZMEMEhE
L7,

« AWS IoT Core MQTT REY VDONT VY2 1B TRIZAT 21T
HhESHZBETDEHDOFHL LW PubSubToIoTCore RE/NTX—XZ
AEMENEL I,

e AVKR—ZFVNORBFEBREAVARN=ILTIAARN=ILAVUT K
BATS a2 TEMCTES, HL W Uselnstaller FRE/NTX—
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Lambda ¥ &— Lambda ¥Z—> v —OR—ZFXMNON—232 220 2FATEET,
Ty — ‘
INTEIE & Begem

- BREEEIC Lambda BHEA O 2EZ AL B VEEEZBELEL I,
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=B EETIAY DR EETHIBEEMBELEL

« EVEBOEN TV Lambda BEEA" AWS loT Device SDK T
Greengrass 7Ot ABBEE (IPC) A4 7SV 2 EATEAVEELEE
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1)1)—2R:2021 8 A 3 H AWS loT Greengrass Core v2.4.0 MY
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c®')1)—ATlk, Greengrass nucleus I1VR—Z2 RD/N—232 240 & AWS A SHFZICIRMHE
ENBDIVR—FINBRTAWS A SRHENDIVR—FXNOEFHFZRHLE T,
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VIJ)—=ANAZ 14 b
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RENBDESICBYELE, FAVAR—ZFNOZ7OCAN AT TFNAATHERATES CPU B &
O RAM DR AFERABZRETEE T, FHMICOVWTR, "AVR—FRD AT L)Y —AHF|
[RzfkEd%1 22RLTEEL,

« JVKR—F2 MO —B=1E/BB - Greengrass nucleus T, JAVAR—Z2 MO —BELLEBRANY
R—REhB&LSICBYELE, 7OCABBE (IPC) A4 7ZVEFEAL T, OV R—F>
NOZ7OEAZ—HRELSICBRATZIHDAZADAVR—FXNZARTEERT, FHHEICOVWT
l&. TPauseComponent & ResumeComponenty ZZBRL T E&E L\,

« AWSIoT 7U—K7OE23Z2JTOA AR =) -FHLWAWS loT 7U—K7"OEZ3ZY
T7504>72FEAL T, AWS loT IZEHR T B FT /N1 AD AWS loT Greengrass Core YV 7 R T
TEAVARM=ILT, BEBEEAWS VY —R270ED23aZ>J0L&ET. FNA1 AR, JL—A4A
AIAEEFEAL T OB a0 LET, BEPICVL—LAMBAEZT/NARAIZEDHIATZ L
HFTE, EFNAADN A TAICHBZETSICTOEDS I ZJTEET, FHMAICOVTIE,

AWS loT Greengrass Core v2.4.0 Y 7 NI T P EH 72



AWS loT Greengrass FROYN=HA R, N—=23>2

TAWS loT 7U—K7’"OE2 3 Z >4 T AWS loT Greengrass Core Y 7 NDITFZEAARN—=)L
T21 2RLTSEEL,

« AAZRLZ7AEDIZ2TIZRB AV A=)l - F/NA4 AIZ AWS loT Greengrass Core ¥ 7
DITEA VAN =ILTBIRIC, XEBHZAWS UY—RZ27OED3aVITREHOOHAAXALATOE
SAZVITSTAVERRELET, 1 ARN—IIHIZETEND Java P77V T—2 3 2 =2 EK
LT, DAZLI—ART—ARH®D Greengrass A7 TFNA R&2LwY N7 YT TEXRT, FHMICOL
T, "THARRLDVY—AR7OEDI3IZ>J%ZFEHAL TAWS loT Greengrass Core V7 RJ I 7
EAVARN=INTD, Z#ZSRBLTLEEL,

1) — A5
s NTUYOAVR—FVNOEH

INT VY OAVR—F2 NOER

ROT—T Ik, FMESRCEFRENEABEEZSDE AWS ORMBITZIVAR—F N E—ELL
EDTT,

/A Important

OAVR—ZFNEF7 04328, AWS loT Greengrass &, TOAR—F2 NOREEE
RICBVTHR—RNENEERHFON—23ZA 2 AR=ILET, cOEH, HLLF
NARBE/TI=TICEBMLEY), ChSOFNA AZRRETDTFITOAMEZEHITS
E. AWSHAREFTZINT VY OAVR—ZFRNOFLVNYFN=2a A EBENICIT
FNARZTFTOAMENBDBEN B ET, nucleus DEFHEE, —HOBBHEFHICKY),
TFNAACTFEHERBEBNIr RETDENFHYET,
FINAATETENTVRAVAR—FMNIFBILEFEND L Z2<ICRK, 7014 %
ERT BB, TOAVR—ZFXNOBEN—C A 2EEEHDILEZBHOLET, AWS
loT Greengrass Core YV 7 RV I T OEFMBEDFHMIC OV TIE, TAWS IoT Greengrass
Core V7RI T (OTA) ODEH. BSRBLTLSEEL,

OAVR—F2 N A
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dVR—%> N F4E
TR RE

s DATLVY—AFROYR—KNEEMLET, FEAVR—FX DT
AOEAAN A7 TFNA ATHERATE S CPUB LT RAM DR AER %=
BRETEET, FHlICOVWTR., "OR—ZFKNODIATALNYIY—R
FIREFRET D BSBLTLIEEL,

e AVR—ZFV N E—BELSIUEBRTZ 200 IPC BENEME
nELE, FHICOVWTEE., MPauseComponent & ResumeCom
ponent; ZZRL TS EE L\,

s TSV vo7AET a Z d 0 R—MBNEhELE, 1A
R—ILARICETTS JAR 77 1)L ZEEL T, Greengrass 17 7/\
A ADOMKEZAWS DY =R 703 _>JTEET, Greengras
snucleus (Cl&, DWRARALAZTAEDSaZ2I07Z 040 2HRTI D
ICRETERAVR—TI—ANEENTVET, FHICOVWTE,

PHARLDY—=AR7OEZ3a =T %#HL TAWS loT Greengrass
Core VIRNDITZEAVAN=ITD1 ZSRLTLSEEL,

« AWS loT Greengrass Core V7 NI IT DAV ARN—=ZIZAT>a>
® thing-name-policy SBIEAEMENELE, COFT I
ZEATAHE, BBV YV-R7OED I - J#EEEHEA £ AWS loT
Greengrass Core V7 RVITZAVARN—ITBBRIC, BFEERLED
AZLD AWS loT RS —%ZBETEE T,

INTEIE & #egem £

- BBBICOJREZEFLET., Chicky), BBBCOJREN BA
ENBHLOLEBENfNfMEEENET,

s 412AN=)LHIC, Greengrass L— K7 A ) FAAOIAVR—F2 K~
ARTZIETELSIC nucleus O—H—D 2RIV DU D ZEFHL
F9, COEFHICKY ., AWS loT Greengrass Core V7 KNI I T A
AR=IBEICAIO0—-RLEJIAR 77M4IILBRTEFDMD nucleus
T—TA4T7F7ORNEHBRTEDESICAKVYERL S

« BMOY A F—EEEHERMLE, FRICOVTR, T oUU—X%Z
BLTL<EE W GitHub,
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Greengrass CLI  Greengrass CLI ®/N\—23> 240 ZRATE XY,

Fhiee
« DATLVY—RFROHFR—rZEMLET. O—HILF70O4 24k
KI2EEC, FAVAR—XMOTOLANFIT7TFNAATHEATE
% CPUBKLT RAM DR AERABEZRETEERT, FMICOVTE,
VRV DIATLVY—AHRERETS, & "F7O4%
BN R, Z28RLTLSEZ L,

JL—LICLD IL—LTZTA4UICRD AWS IoT 7U—N7OED I Z I RATRE
AWS IoT 7U— IZBYELL, F#EICOVTE., TAWSIloT 7U—h7 O3 Z2JT

N7OE<3aZ  AWS loT Greengrass Core V7 NI ITEAVARN—ITD, 283BLTL
s ZE\,
FTHRE

« AWSloT ZU—K7'OE2aZ> T ToH AWS loT Greengrass Core ¥V
TFRIITOAVARN=IICRTEIHR—NFBIHENELE, 1A
N—=ILARIZ, /N1 Ak AWS loT (kL THEBX AWS DY —R %
7O >aZ>JL, BEOBREICERATZITF/NA AGHEEZZ I
A—RULET,.

1)1)—2R:2021 £ 6 B 29 H AWS loT Greengrass Core v2.3.0 V
7 NI TER

M) —ATIE, Greengrass nucleus IVR—FX RO/N—23 2 230 A RRHEATVET,
1)1J—AH:2021 %6 B 29 H
DJ)—ANAZ4 K~

o RRBAREREDYIR—B - Greengrass nucleus IVR—F 2 Mg, ZRXK10MB ETOF7O4 R
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® Note

COMEZERTSICE. a7 T/N1AD AWS loT RS —

T, greengrass:GetDeploymentConfiguration #RAFTEnEFniE &Y FH
ho VY—REZ7OEI 2T F37H®D AWS loT Greengrass Core Y 7 KNI I T A2
AN—Z2FERATZEHEEE. A7 F/NA4AD AWS loT 7R1J > —T greengrass: * A'&FA
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s NTUVYOAVR—F NOEH
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ROT—7IE, FRESIVERENI-EEZEHEZ AWS ORMBITZ I R—F hE—EB{LL
EDTTY,

/A Important

OVR—ZNEF704 328, AWS loT Greengrass &, TOIVAR—Z2 NOREE
RIZBEVWTHR— M EEEFON—23ZAARN=ILLET, O, HFLLF
NAREBTE/TI—=TICEBMLEY), ChSsOFNAAZRRETDTFITOAMZEHTS
E. AWS FRETZNT VY VAV R—ZFV MOFHLONY FN=23 2 FEEBNICTT
FNAACT7TOLENDBENHYET, nucleus DEFHZE, —HOBBEFHICKY),
TFNAACFEHERBEINr RETDENFHBYVET,
TNAATEFTETATVRAVR—FX D MNIFEICEHFEhD L z2h<ICR, 77014 %
ERT BB, TOAVR—FXNOBEN—2A ZEEEDDILEZHEHOLET, AWS
loT Greengrass Core VY 7 NI 7 OEMEBEDFMIC OV T, TAWS IoT Greengrass
Core V7 RDUITF (OTA) OEH, 2SRBL T T,
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VR—FNOATZRRTED LS, AT7TFNAADTTFANSATLILT O REABTICTFNY T L
RSTIN2A—FT AT BTHENTEET, FMICOVWTIE, TAWS loT Greengrass O O E
—2)T, #BRBLTLKEEV,

AT Y 7 2: AWS IoT Greengrass V2 1V AR—ZX > MNEERLTF7O4
L. AWS IoT GreengrassV1 77U —> 3> %1795

FEAED AWS IoT Greengrass V1 7 77U —> a2 ld TRITTEET AWS loT Greengrass
V2, Lambda BB#ld., TERITEhDADR—FK2MNELTA 2V R—BNTE AWS loT Greengrass
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V2, AWS loT Greengrass XV X EEUHEEZRE TS AWSHREREITZ I R—F N EFEAT
EET,

HDARLDVR—F NEBEL T, Greengrass A7 TF/NA ATRTIDEEOHET RS X
ALZEILRTDCEETEERT, AVAR—FXVNEO—AIILTHEBSRTTANT D HEOFHMIC
2WTIlE, TAWS IoT Greengrass 1 R—% > hDIER L Z25BL TS EE L,

N =R

« V1 Lambda BA¥&E A R—KT 2D

- VIOXRVRZFERATS

« Docker AV TF+%Z2E1T9%

- BWZFEMRERITITS

- V1 Greengrass /N1 AZ kT D

s O—AIL Y RIOY—ERZEMCTS
- L DfREE AWS loT SiteWise

V1 Lambda B8z 1 > R—hF 3

Lambda B§%kZ AWS loT Greengrass V2 IV R—Z > NEULTAVR—RNTEXT, UTOTT
O—FOoWTFnhZRBIRTEET,

« V1 Lambda B8 Z Greengrass I R—FK 2 NEULTEEAVR—NLET,

« AWS loT Device SDK v2 ® Greengrass 74 7 5 1) &2EH 9 % &S I(C Lambda B & F#
L. Lambda B8%iZ Greengrass A R—FK 2 RNELTAVR—KMLET,

« Lambda B4 @ J— R & AWS loT Device SDK v2 Z R L T, Lambda BBk B UM RE T
BPHARLDAVR—F NEHERLET,

Lambda A AR —AXYZ—2 v —O—HIL>—0L Y NEEDOKEEFERATIHEEE. Ch
SOHEZ/NY T —2ML TS AWSHEMRITZIVAR—ZFX MMOKEEREERTIHLEN HY F
9, Lambda BB AV AR—F M E2TF7O1492E, BEERELTERTHEEEND I R—F>
NEFZ7OSCEFNET, F7A4TRK., A7FNAALF7TOC4TB—IL Y NgEEDNS
X—BERETEET, VI DIXTOBEET, V2 O Lambda BHICOR—F > NOKEBEEZD
PBEBHLFTEHYEBA XOUARNE, V2Lambda BB R—FX NT VI #eEEZERTS
FEEBRBALTVERT,

. D AWS H—ERIZT VAT
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Lambda BE¥ A" AWS FRREEHRZEAL THO AWS H—ERIZU VI ANZTSHE. A7 TN
AAORN =0 #mO—)IE, A7 7T/)NA AN Lambda BN AT S AWS ARL—>32 %R
TIRCELZFATRIHXENHYET, FHICOVTR, "TOT7TNA AN AWS H—ERAZIRE
TEDFLDICHATE ) Z2ZZRLTSEE L,

c ARV—ALAXYFR—=Tv—

Lambda BN AR —ALAYZF—2v—2FEALTVWREER.,. BREAVAR—KNTBDEEOTDY
R—F NOIKEFEBEHEE L T aws.greengrass.StreamManager ZELET, AU —AT
Z=Y—AVR—FVRNEFTOA4TREEIL, Z—TYRNIATTFNAARICERETDARNI—LA
NE—=D V¥ —NFA=REZEELET, AT7TFNAAO M=o x#O—)LIE,. A7 FNA AN R
R)—LAXZ—v—THEATDAWS VTV REBEILCTIEATEDRSICTRILENHY)
9, FHICOVTE, "ANV—ANZ—Tv—, BSRBRLTLSEETL,

s O=AL>—=OL Y

Lambda A O—HIL—OL Y hZ2FERALTVWSEEE., Bz R—KTDEENIY
R—Z MNOIKEFEBEHE L T aws.greengrass.SecretManager 2ELET, >—IL Y ~
NEZ=—DY—AVR—ZF2NEF7O043%EER, =Y RNIOTTFNARICF7A4MTDS—
LY RMIVY—REEBELET, A7 FNAMAO M=o BO—)LIE. OT7FNAAHNFF704
TBH—ULYRNIVY—RZBBTEDLSICTRHENHYET, FHICOVWTRE, "2—2
LY ANZR=—Tv—,3 ZZRLUTLKEZ,

Lambda B>V R—F > N ET7O4/4TD EEF,. AWS loT Device SDK V2 T IPC ZA /X
L—232%EAI2 77 AFAZF59% IPCEBRI)—ZHILIICRELET,

GetSecretValue

« A=Al v RO

Lambda BEEBAO—HILS ¥ ROEXRVERY T25HEE. AWS loT Device SDK V2 ZEA T %

&S5IZ Lambda BB I—REZEHMITIHXEN BV ET, £, BHEAVR—I TR EENOY
R—ZF NDIKEFEBEFHE L T aws.greengrass.ShadowManager 2 8E T2 HEN BV £,
FHMECOVTR, TFNA AT Y RTERYERY , Z22RLTLEED,

Lambda B R— > N EF7TO/4FBEEE. AWS IoT Device SDKV2 T ¥ R7J IPC #
RL=23a> % ERTZT7I9CAHFTZ2NHETS IPCERBRIS—EHEOIDISICHRELTLEE
(AN

« TRV T 3y
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« Lambda BN VT IRV —ADSOXY =D& HYTRIVZAT 9256, BREAR—
REBEZEIZLZENSOHTAYIVT2IVEARYNY—ARELTEELET,

« Lambda B#A"BID Lambda A SDOXY -2 HTRIZATLTVBRHA, £
(& Lambda B9%A" AWS loT Core £kt Lambda BABICX Y E—S 2 RTT D ES
&, Lambda B2 F 7O 92 EEICL A —HT ROV a o) —F—A0R—ZF K%
RELTF7OALET, LA—HTRAOV T3V )—2—D0R—ZFNEF7O14F3
EZEE, Lambda BN ERATRIH T ROV a>aEBELET,

® Note
LA —HTRAoVT72ar)l—2—020R—%> Nk, Lambda BEA AWS loT
Greengrass Core SDK ® publish()B¥iZERATEBEICOKMBETT, AWS loT
Device SDK V2 T7 Ot ABBIE (IPC) 1 2 —7 T4 A%EMA TS &S I(C Lambda B
BIA—-RZEHIDEE. LAZ—HVTRAOVT2aV)—2—T0 R—-Z%2 T
O432X4ERFRHYEBA, FMEICOVTE, ROTOLAEBEY—EAZSRBLT
<EEW,

s O—HWIXYE—SFBENT IV ABTROSAT S
¢« AWS IoT Core MQTT XY t—S&NTVY S A/ TRAOSA4T 93

« Lambda BEAO—ANICERENETFNA AN SOAY =229 TRAITA4T 3256,
BHESAR—RNTDREZEICTNSOYTRIUT2aVEARINY—AELTEELET,
Fh, BREENEFNAADPSARRNY—RELTEELEO—AILONT VY 2/ TR
DSATREY DXy =225 #THLEHIC, MQTT VYD OVAR—ZX U R ERES &
CTF7O/4T2HRENFHVY)ET,

o Lambda A O—DIICERENETFNAAICXY =22 RITITBDEEEF. AWS loT
Device SDKV2 ZFERALTO—AINONT VYL AT RAIVTATXAY -2 FKTTEELD
I Lambda B — REEHIBDMBEN BV ET, £, O—HILONT IV 1/ TRY
FATXAY =T O—D—DSEREENETFNARICAYE—D2BHTDLEHIC, [MQTT
bridge component] (MQTT 7D Y AVR—F VN ZREB L TF7OA4TRIHLENHYE
E

e O—ANARY I —LEFNAA

OV FH{EE nic Lambda BHAO—ALR) I —LAXKLERTFNA AT VAT 258
(&. Lambda A Z A 2 R— R TR EEICTNS DRI I—LEFNAAZEELE T, CDOHEE
TR, AR NOREBRELESHY TR A
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I DOWTIE, TAWS Lambda B A2 E1T9 2, BSRBL TS EE L,

VIRV %2ERATS

—EB®D AWS IoT Greengrass XV X ERIUMEZRM TS AWSHRMITZ I R—FK 2 T
O4TEET, T7O/MBERTHEZIL, IRXRIZONTX—RERETEERT,

BAR @ AWS loT Greengrass V2 1> 7R—% > N& Greengrass V1 XU XM 2 ZBHLUE T,

 CloudWatch X KU ROV R—F b

AWS loT Device Defender 1 R—% > b
Firehose I R—% > b

Modbus-RTU ZO KRN FR 72OV KR—F b
« Amazon SNS JVAR—F 2k

Docker A>T F%&E1T9%

AWS loT Greengrass V2 (Zl&, V1 Docker 77U —>3a>F7O4 ARV 2 ZEEEE R A D]
VIR—FNEHYEBA, 2L, Docker P74 —> 3 NEx—vy—10R—FX2 NEFER
L T Docker 41 X—=2 & A O—RL, ¥ J2O—RULEAX—DH S Docker AT FHEETT
BPHAHABRLAVR—F NEERTEERT, FHMICOWTIE. Docker 02T F MEITE &K T Docker
T7)r—23a 3F—2v—%SRBLTLKEEL,

BHFEHRZRITID

AWS loT Greengrass V2 (&, Amazon SageMaker Edge Manager T—> I RZA 2 AK—JLL,
SageMaker Neo TAVNAI&Eni=EFTI) % Greengrass A7 F/NA AQEFIAVER—F> K~

& LU THERATE % Amazon SageMaker Edge Manager > R—X > R ERHLET, &, FN

4 AIZ Deep Learning Runtime & TensorFlow Lite 4 > AN—=)L 9212 FR—F> ~ AWS loT
Greengrass V2 £ L £ T, T3 DLR & KT TensorFlow Lite EFIL S K TR I R—XF
VREGERALT, YO TILBEGPESLTAT DIV NREERERTTEE T, MXNet ® BED
HOEHFEBE 7L —LD—VEFERATSICIE TensorFlow, 25D 7L —AD—V % FERT2IME
DAARLAVR—FX N EBERTEET,

V1 Greengrass 7°/\ 1 AZ#E# 9

NEHEENLETNARARF., TIZA4T > NFINA A AWS loT Greengrass V1 EFIENFE T AWS
loT Greengrass V2, 754 F > hT/NA4 AD AWS loT Greengrass V2 H7/R— N & U EBREA
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»B 7% AWS loT Greengrass V1, 77U —23a> 01— RZ2ZBEEFICVI VT4 T N TFINA
AEV2 AT TFNAARICERTEERS, VAT N TFNA AN V2ATTFNA AICERTED LS
B, 94T R TFNAADYR—NZERIZTS Greengrass A R— > hNeF7 04
L. 94T TFNARZ2AT7TFINARACEENTET, 97472 MF/INA A, AWS loT Core
9257 RY—E R, Greengrass 1VR—F 2 N (Lambda B2 EL) B TXY =% F#T ST
ik, [MQTT bridge component] (MQTT 7 U YAV R—FV N) 2F7O1BLKUBRELET, [IP
detector component] (IP #®#HR—%2 M) 27704 L TERBERZBBRETAZEE, TV
RRAVRNZFHTEEITDCEETETT, FMICO VTR, "O—H) loT F/NALAEXRVWEL
TR, ZSRBLTSEZL,

O—ALS ¥y ROY—ERZBMCTS

Tl& AWS loT Greengrass V2, O—A)L> v RO —ERARK, AWSHREMTZDS v ROV ER—
Dy —AVR—FBNICK2>TEEENET, I, BEFED ¥ RUOHR—K AWS loT
Greengrass V2 E8FENTVWET, AVAR—FKMFO—AIL ¥ RTERYERY L, ¥ RUOD
REZ CRABTEDELSICTSICE AWS loT Core, ¥ ROUNZR— Y= R—FXMNEREL
TF7040, AVR—FX2RNI—RTI Y RITIPCARL—> 3> aFERALET, FHMICOVT
&, "TFNAAD Y ROERYEY)  ZZRBLTLSEZ,

& DOFEE AWS loT SiteWise

V1 7 F/N4 A% AWS loT SiteWise — R I I/ ELTHEALTWRIHFEE. FIEICH > TH
LW V2 O7F/N4 A% AWS loT SiteWise 7*—hJIAELTEY R TYTLET. AWS loT
SiteWise (Cl&. AWS loT SiteWise AV R—FX 2 N EF7O4 T2 AV ARN—IL AT UT R NFRAEE
nhTLVET,

ATY 7 3:AWS loT Greengrass V2 77U —>3a>#5TANTS

V2 AVAR—ZFMEERLTHLW V2 A7 FNARAICF7OA4 LS, F7US—2a>
FEF/ELTVWB L ZBRALET, FNAM1A0OJZFv o LT, AVR—FX2 MNDOEEY
7 (stdout) B R TEET S — (stderr) XY E—2FRRTTEER T, FMAICOVTIEE, TAWS loT

Greengrass AV DE_R) 2T #BBRLTLEE L,

Greengrass CLI Z A7 FNA AICF7O4 L EBEE. ThZEFEALTIOVR—XMNETORE
BEFNYITTEET, HMICOVWTIE, "Greengrass CLI X Ry Z#BLTLSEEV,

T7Vr—>3a>pV2IAT7FINAATEETD L z2BREBLES, F7UTr—23>0n
Greengrass AV R—ZX U N EO AT FNAARILFTOMTEET, XA T4 7 7O0AFER
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-gateway-ggv2.html
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Docker A>T+ A2R{TITBDNHARLADVAR—ZFXV N ERARITZIHEEE., EFThs0IVR—X%
N H—ERICN7VY2a20LT, OOAT7FNAARAICT7TOCTIHEN HYET, AWS loT
Greengrass

Greengrass V1 A7 7 /N4 A%& Greengrass V2 [C 7Y 7 JL—R
LET,

T7)r—23a> &0 R—F2 N AWS loT Greengrass V2 A7 /N1 ATEEB T D &%
RBLEs, XEFNAABE, BEVvIXZERTLTVWSFT/VAL AIZ AWS loT Greengrass Core
VIRNIITV2xBA VAR =ITEET, XIZ, Greengrass V2 AVR—FX NZEF7O4L
T. Greengrass 77U Tr—> 3 #FNA ATEFTLET,

TFNAADT)—RZEVIASV2IZTYTIL—RIBICE. TV
ROFIEZRTLET, E/JIMN—TZEALT, V2IAVR-F>
TF7O/4TEEY,

VT IL—RIDFINAARIEI
N2dT7TFNAADT7)—KIC

® Tip
FNAADTV—=RKNIIHTEITYTIL—R7OCAZEHEBLIT DAV TN EERT S
EEBEHLET, AWS Systems Manager ZFERALTT7V—RNZ2BEBITDHE,. AT LA
NE—Sv—2ZFEAL, EFNAACTORAIVT R ZRITLTIU—Rh2 VI AS V2L
TYTIL—RTEERT,
AWS IR —T7TAAXAYR—NOEZIZELRLT, PY7IL—R7OCRAZKEICES
T2 HFZEICOVTHBREAVEDEWEETET,

ATY 7 1, AWS loT Greengrass Core Y 7 RN IFT v2xZA4 2 AK—=)

AWS loT Greengrass Core V7 R VI F7 v2x Z V1 A7 FNAARICAVARN—=ILTBDROFT > =
HhSERLET:

« KWDPBWATYTTFYSIL—R

FYDBVFIETTYTIL—RIBICE, 2Xx VYT RIITEAAN=ILTRHEICvIX YT
NOITFZETA2ARN=ITEERT,

« BPROE IV EALTTYTIL—R
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https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
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BIROA I RALTTYTIL—RITBICIE., AWS loT Greengrass Core ¥ 7 NI 7 DO
N=23AZREICA VAN =ITEELET, AWS loT Greengrass Core V7 R ITF v2x &4
VARN=ILLTV2TTIT—2 3N ELLKBET B EZBERL 25, AWS loT Greengrass
Core V7 RIITVIXETVAVARN=ILET, COFT 322 ERTBHEIC. AWS loT
Greengrass Core V7 RV ITOEAN—2 32 ZRAKICETIZD O ICHEZIEN RAM Z1&5 L
TLEEL,

V2Xx A ARN—=)LFBHIZ, AWS loT Greengrass Corevix 27 >4 AN—=)

JERTY 7T L—RITBDBE. FNAAICV2xZEAARN=)LTBHIC, AWS loT Greengrass
Core V7 RNDIFPVIXZTAAM—=ILET,

AWS loT Greengrass Core V 7 NI I T VIXET A ZVARN—ILTBICE

1. AWS loT Greengrass Core Y 7R VI 7 vVix FH—ERELTEITEAhTVWSRES, Y —EX
ZiELE, EBWL, HIBRTBIBENHYVET,

a. R{TH® AWS loT Greengrass Core YV 7 R JITF7 vix H—ERXRZEFELLET,

sudo systemctl stop greengrass

b. Y—EANFBLIZETHEET, list ANV REZFALTH—EADRAEZEITER
EE

sudo systemctl list-units --type=service | grep greengrass

c. U—ERZEMILET,

sudo systemctl disable greengrass

d. Y—ERXZHKRLET,

sudo rm /etc/systemd/system/greengrass.service

2. AWS loT Greengrass Core Y 7 R I I 7 vix HFH—ERELTERITENTVEVES, XD
N REETUTTF—EVEEILLET, greengrass-root & Greengrass L— K7 #)LX
NDBBICBEZEMAET, F7 4L KNDBEFIEF /greengrass T,

cd /greengrass-root/ggc/core/
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sudo ./greengrassd stop

3. (A7 3)Greengrass L—RT7FINEZNYIOTYTL, ZHTRIEER, DARLEEILAH
T3 NE'ZTFNARADOBNDT AINAIZNYIOTYTLET,

a. ROIOANVREFEAL., WED Greengrass L— K7 72X Z2BO 7 #)LAICIE—L T,
I—K7#)IAZHIBRLET,

sudo cp -r /greengrass-root /path/to/greengrass-backup
rm -rf /greengrass-root

b. ROIAXVRZFEAL, EERAKTAINFZFOT7FINXIIBBL T, EERAKT )T %
HIBRL £ 95

sudo cp -r /write-directory /path/to/write-directory-backup
rm -rf /write-directory

RIZ, AWS loT Greengrass V2 DA VAN —)LFIEZFERAL T, FNA ALY T RNDVITZAVA
R—=ILET,

® Tip
A7 FNAREVIAS V2 ICBITIRBRICATTFNAADID Z2BFRATRICEG. FES
O3 —> 42T AWS loT Greengrass Core Y 7 NI ITRAVAR=)THERICHK
TLEEV, BALFNAALPS VI ATV T NI T REBRLTAS, VI ATFNA A
M AWS loT T/ LFEAEZBRAL, FMEBAEDO AWS loT RUZ—ZEHL T, v2x VYT~
DITHMEETZHAZENELET,

BRI vix ZRITLTVWBF/V A AIZ AWS loT Greengrass Core Y 7 N J I T v2X %&
A2AM=)

BEIC AWS IoT Greengrass Core VYV 7 R J I T vIix FFETENTVSF/NA AIC AWS loT
Greengrass Core V2Xx Y 7 RNJITZA VAN —ILTBEE, UTORICEREL T LEEL:

« V2AT7FNAADAWS lIoT E/BRE—ETHIXENHYVET, VIOAT7TFNAAERBLULE/ B
EERALBEVTLSEETL,
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https://docs.aws.amazon.com/greengrass/v1/developerguide/gg-core.html#write-directory
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AWS loT Greengrass Core V7 R JIT7 2x ICERATHR—KME, VIXIZEATEIR—NERGE

BABENFHYET,

- 8088 UADR—RNZFEATADLSICVI ANU—ALAYZR—v—ZBRELET. FMlICOVT
&, TANU—=—ANZ—Iv—0NEEL Z2SRBLTLKEEL,

- 8883 LIADAR—KREFEATDIESICVIMQIT 7O—HZRELE T, FHMICOVTIE,
TMO—ANAY =20 THICMQTT R— M OFRES Z2SBLTLSEE L,

AWS loT Greengrass V2I&. Greengrass AT AV —E AN B Z2ZETI A/ a > ldHy &
B A, Greengrass 2 AT LAY —ERELTEFTIBZEE. YATLAY—ERAZBOFR—HZE T
BEH, ROVThIOBREZTSBEN HYET,

c V2XEAVARN=ILTBHEIIZ, vi.x DGreengrass T —EANBRZZEL £,

o DATLY—ERANE AWS loT Greengrass Core Y 7 R JI T v2xZ4 2 AN=)
L. greengrass UMADBEITCFHTY IR VITZATLAY—EAELTEELET,

v1.x @ Greengrass Y —E AN B EZZEE TS ICIE

1. AWS loT Greengrass Core Y 7 R JIT7 VIx H—ERAZEFELLET,

sudo systemctl stop greengrass

2. Y—EANEFELTDNEZHFEET. T EADFLIBIHI DB EN B ET, list-
units ANV RZRITL T, Y—EANFLLEAESABRNSIET,

sudo systemctl list-units --type=service | grep greengrass

3. U—ERZEMILET,

sudo systemctl disable greengrass

4. Y—EADBHZEEL XY,

sudo mv /etc/systemd/system/greengrass.service /etc/systemd/system/greengrass-
vl.service

5. ¥Y—ERZUO—RLTEBLZET,

sudo systemctl daemon-reload
sudo systemctl reset-failed
sudo systemctl enable greengrass-vl
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https://docs.aws.amazon.com/greengrass/v1/developerguide/configure-stream-manager.html
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sudo systemctl start greengrass-vl

RIZ, AWS loT Greengrass V2 DA VAN —I)LFIEZFERAL T, FNA ARV T RNDVITZAVA
N—=ILLET,

® Tip
A7 FNARZ VI DS V2 IZBITIRBRICOTTFNAAD D Z2BRATSICE. F85S
A>3 _—>%- T AWS loT Greengrass Core Y 7RI T &AVAR=)THERICHE
TLKEEV, BALTFNAALPS VI ATV I7 NI T ZEKRLTAS, VI ATFNA A
M AWS loT £/ LFtEAEZBRAL. SEAED AWS lIoT RUZ—ZEHL T, v2x VY7~
DITHAMVBETRHTERELET,

ATY 7 2: AT 7INA A AWS loT Greengrass V2 1V R—% > N&E T
a4

T INA AIZ AWS IoT Greengrass Core V7 RV I T V2x ZA 2 ARN=I)I LS, ROUYV—R%EE
CF7OMZERLET, IV R—FV NERABRTFNARADTI—RNCF7OCTBICE, TS
DTFNARZECE/JTIN—T70F7704 2R LET,

V1 Lambda B8#A S#ER L = Lambda BB O I AR—F > ~o SFHMICOWTIEE, TAWS Lambda
B EEITTH 2SBLTLSEETL,

VI Ao UT>a>rezERTZEBE. LAS— 72007232 )L—2 AVKR—F2 K,
AN =LY Z—Dvy—2FAITZIHE. AN—ANZ—2v— AVKR—F 2 b, BEMAICOV
Tk, TGreengrass A7 FNAATOTF—EANI—LOEE ) ZZRLTILEEL,
O—AIL>—ILY NZ2FESEHEE, >— VLY NIF—IJv—020FR—F 2 K,

VI ARV 2 Z2FERAT2HE, AWS ARETZ IRV XAV KR—F K,

Docker A>T+ %R T3HE. Docker 7 7)o —23 >0 XZx—TUv— AVR—F 2N, B4l
CDWTIE., "Docker AT+ MEIT) 25RL TS EEL,

BHEEOHBRZFERAITZHES. BEFEYR—NEIOR—F2 N, FBICOVTIEE, "T#WE
BOHwmaETIH 2SRLTLSEEL,

BHRENhETFNARAZERITZEE, 97AT7 8 TFNAAYR—RNEAIVAR—F U K, 954
TORFNAADYR—RNEBMIILT, 95472 NTFNAREDAT7TINA RAICBEENS T2 HE
AHYET, HHICOVWTE., "TO—HN1oT FNAAERYE) TS, 25BLTLSEETL,
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s FNAARD Y ROUZFEATDHEE., Y RIUNZ—TJv—AVKR—F2 b, FHICOVTE,
FFNAAD Y RTERYERY , 282RLTLSEEL,

« Greengrass A7 7°/X4 AA S Amazon CloudWatch Logs [CAOJ &2 7Y 70— K93 &, OJN
F—F—AVR—F NI ET, FMICOVTIEE, TAWS loT Greengrass A NDE_X
D20, #2RBLUTLKEZV,

« AWS [oT SiteWise&L EE T BB E. IERICH 2T V2 T F/NA4 A% AWS loT SiteWise 7°— b
JIAELTEYRNTYTULET, AWS loT SiteWise (&, I—H—IZK1 2 T AWS loT SiteWise
AVAR—ZFRNEFTO4TBDAVAN=INAVIUT N ERHBLET,

s NAZLMEZERIDLHOICHRLEI— Y —EREOIVR—FK K,

F7 04 DEREBEFTOERICOVWTIE, "F/V4 AIC AWS loT Greengrass 1V R—F > KD T
7041 Z8RBLTLKEEV,

AT Y7 2:Greengrass V2 AV R—2 N2AT7TFINA AIZF 704 117


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-gateway-ggv2.html
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Fa1—KNUTFI)L: AWS loT Greengrass V2 DB 5%

COEBHBEFI—RNI)TILTREE., AWS loT Greengrass V2 DERHEHEEIC DV THIB ZENT
EET. COFI—RUTLTE. UTOREEFVET,

1. Raspberry Pi’%x £ ® Linux /Y4 A% Windows /Y4 AIZ AWS loT Greengrass Core ¥V 7 k
DITEAVARN=ILTERELET, COTF/VAL Al Greengrass A7 F/N1 AT,

2. Greengrass A7 7/N4 A LT, HelloWorld A2 R—%> N 2L ET, I2KR—FK2 B
l&. Greengrass A7 FNA ALTEHETDZIYVYTIRNIITTT,

3. ZCNAVR—FURNE AWS V5T R ICHD AWS loT Greengrass V2 7Y 70— RLULET,
4. ZCOAVR—FN&E, AWS V5J R H»5 Greengrass A7 F/NA1 AICF7O4LE T,

(@ Note
CcOFI—KNUTITR, BRREZEY NT YT IBHEE. AWS loT Greengrass O #
BEICDODVWTHBLET, EBREATNAAZEYNTYTERPRETHDHEOFMICOVT
F. A TFESRBLTEEL,
« AWS IoT Greengrass A7 TNA1 A2ty " NTY T3
* AWS loT Greengrass Core VY 7 NI TF7&A AN —=)ILET,

COFI—-—BMIUTILE20~30 7 Z2ELEXT,

RNEY D

- BIRRZRH

c ATV 1. AWS THIVNZERETS

c ATV T 2. REBOBEE

s AT Y7 3. AWS loT Greengrass Core Y 7 NJITZA VAN =TS
« ATV 7 4 TNAARETOAVR—FX VN EREBLVFTANTS

« AT Y7 5. AWS loT Greengrass Y —EATIOVAR—ZX NZEHERT S
c ATVZ 6. AVAR—FRNET7TO4TS

*c RDATYT
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-t =
EIErE S

COAFFI-—RNITILZEZRETIRICE, UATFHFBETT,

c AWSTAIU e PTHIVKRZERETREVERR., "ATY7T LAWS TAHAIV NZERET
B, EBBLTLEE,

« AWS loT Greengrass V2 ZHR—Kg2 AWS U—T 3 #FERALET, HR—KhEhTWVS
)—=23a>OUARNID2VWTE, TAWS £ 7 7L 2R3 ® "TAWS loT Greengrass V2 @
IVRRARED =2, ZBRLTLEE L,

- EEEMER %35 D AWS Identity and Access Management (IAM) 1 —H—,

- Greengrass A7 TFNAAELTEY NT Y7 3%5F/VA X, Raspberry PiOS Z# &L 1=
Raspberry Pi (BABT ® Raspbian) & /=& Windows 10 /N1 A% E, COTFNA ALK T2 EEE
HERZEF>TVSD, sudo ZBLTHBENDHFET, EEEERZRBTEIXENHYET, C
DTFNAACRA =Y NERABETT,

F /. AWS IoT Greengrass Core V7 RV ITF7Z A2V ARN—)IULTEITITDLO0EHZE/EL
TW3, BIOFNA AZFERAITHEETEET, HHICOVTE., "™HR—KhEhTWBT TV
N7 A—LEEH, ZSRLUTLEZL,

AEAIVEI—ZNCnsOEHZERBEILTVREEE., COF1—KNJTFILT Greengrass _1
TTFNARELTEY NTYTTEET,

s FNAALODITXNTOI—H—IZK L T Python 3.5 BAEA1 2V AR—=)LENTH) ., PATH RE
ZRIZEMENTVS Z &, Windows DIFERF. TXTOHOI—H—IZ% L T Python Launcher for
Windows Z2F ¥ —A"1 2 AR =)L NhTVBRUENFHYET,

/A Important

Windows Tl&., 77 #J)L N TE Python A IXTOI—H—ICA A RN—ILchFEE

ho Python Z4 VAR=I)LTBEEICRF, 1 VARN=ILEHARIAAL T, AWS loT

Greengrass Core ¥ 7 R J T F A" Python AV U7 RN ZERTITBDRSICERETIHLEND

WET, e, 5714 AL Python 1 VAN —FZFERTIHEICE. RDREZ

TUWET,

1. Install launcher for all users (recommended) (¥ NXTO1—HF—IZZ > Fv—2(1 A
N—I9% (#HER) ZEBIRLET,

2. Customize installation ZiERL £,

3. Eigﬁl/ia-o o Next



https://en.wikipedia.org/wiki/Amazon_Web_Services#Availability_and_topology
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://www.raspberrypi.org/downloads/
https://www.python.org/downloads/
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4. |Install for all users Zi#RL £7,
5. Add Python to environment variables ZiZRLU £7,

[Install] (1 > AR—=)L) ZBIRL &7,

=

FMICOVTIE, "TPython3 RF 1 X Ky @ "Windows T Python Z£H 321 2SR
LTLKEEL,

s BRIE1I—2B8KLVF/VAL AIC AWS Command Line Interface (AWS CLI) "4 A KN—)L&
nTHY, FIARHRIBREE N TWA I E, BRAOELI—ZEFNAIAT, AU AWS U —
23> )—=23a>%FE>TAWSCLI Z2REL TVWBRHAHERL TS EE LV, AWS loT Greengrass
V2% AWSCLI THEATSICIE. ATOWThADON—2a R THIHLEN HYET,

« H&/MAWS CLIV1 /N—232:v1.18.197
« H/MAWSCLIV2 /N—232:v2.1.11

® Tip
BHED AWSCLI ON—> 3> &R ITDICE., XOON REEITLET,

aws --version

HMICOVWTIEE. TAWS Command Line Interface 1—%—HA R, ® TAWSCLI D4 > A K~—
., B, T4 AR—)Ls & TAWSCLI OEE) #SBLTLEEL,

® Note
RNEYRDARL—F 4TI AT LA%{EA I Raspberry Pi £ D, 32 EY N ARM 5
NAAZERTZHEEF. AWSCLIVI Z42AR—=J)LLET, AWSCLIV2 F 32EY k
ARM 7/ ATRFIATE A, HBICOVTIR. TAWSCLIN—3 V1 DIVA
=), B, BRETUA2AR—L1 ZZRLTLSEE W,
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https://docs.python.org/3/using/windows.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv1.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv1.html
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ATYT 1LAWS THOUU RNERETS
AWS FHIO MANDYAZT YT

AWS PHO > REBWVEER. UTORTY 7TZERTLTHERLET,

AWS PHIVKNICHATYTTBICE

1. https://portal.aws.amazon.com/billing/signup ZF& £ 9,
2. FAUTAVOFIEICHWVWET,

BAOTY7FIEO-RELT, BEFOCHLZZTEY) ., EFOF—/VY REFEAL THRIL
O—REZADTRDLSICROSNFET,

AWS TPHIVRNICHADTYTEDE, AWSTHIRNDIIL—KNI—HF—HDEREhET,
I—=KRI—H—=CEFE, FHIRODITXTOAWS DY —EREVY—ANDT IV EARENSH
WET, EFIVTAORARNTSI9TF1RELT, EBI—H—ILEETIVEAEE) Y
T N=— AT IO EANBEBEZAVERTIBDHEEICOHK, I—NI1—HF—Z2FALT
<EELV,

BAVTYTREBHNFTTTRE, AWS HSI—H—ICHERBX—IINFEFENET, https:/
aws.amazon.com/ D [FHIV RN ZOUYOLT, WOTETHIDNOBREOTIVTAET 1%
RRL, PTHIOVNEEBIBENTEET,

BEI-—Y—0EX

AWS TPHIOUNIZHAOTYTLES, AWWSTAHD RO —KRI1I—HY—%EF1)F7 1 TRE
L. AWS IAM Identity Center ’éﬁ)JJL_l/'C EEI—Y—Z2ERLET, ChiZkl), BENEX
A=K I1—H—ZFALBZVKSICLET,

AWS THIOURDOIL—KRI—Y—ZEF1UT 1 TREITS

1. D—hI1—H—]1ZBRL, AWSTHIEN ODX—=ITRLAZAALT, PHOV R NFIEE
& LT AWS Management Console IcH A A2 LET, ROR—IDTNAT—RZADLE
CIP

I—RI1—Y—2FHALTHA AT DHEICOVTIE, "TAWS H4 > 1> User Guides @
Signing in as the root usery 2B L T &V,

2. L—KRI1—Y—0OLEERIT (MFA) EEMICLET,

ATYT 1. AWS THIV NERETS 121


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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FIEECOWTR., TIAMA—%—HA R O TAWS 7HDO b O)L— b I—H—01IRAE MFA
TNAAZBEMCTS (A Y —))s Z5RLTSEEL,

EEI1-—Y—ZERTS
1. AMPAFTATAEZ—ZBMILET,

FIEICDOWTIE, TAWS IAM Identity Center 1—H'—74 K4 ® TAWS IAM Identity Center M
Bty 2Z2RLUTSEZL,

2. AMT7ATF2T4T74€22—7T, EBI—Y-ICEBETIVEAZNELET,

IAMT7AFoTATARE—FTALIN) ZBTFATFTAT4V—ARELTHERATDF1—
RUTZIICOVWTIE, TAWS IAM Identity Center 1—H—H A Ry ® "F74)L5D IAM 7 A
TOTATAEZ—FALIOKN) TA—H—TIOLAZEETD 2SRLTLEE,

EBI—Y—ELTHI12TFD

e IAMTPAFUTFATAEZR—DI—HF—ELTHAA42TFTBICEF. IMIMTAFEUTATA4
R —O1—H—DOERBICE X—ILT7RLAICEEENEYLA> 4> URL ZFERALET,

IAM TP ATFTATAEE—O1—F—2FERALTHA A4 FTDFECODVTRE, TAWS
B4 >4 > User Guides @ "Signing in to the AWS access portaly 258 L T EE LY,

ATY T2 IRIBOEE

COEIIAVOATY T >T, AWS loT Greengrass A7 F/NA A& L THERATS Linux £
l& Windows /N1 A& Y N7 YTLET,

Linux /N4 A (Raspberry Pi) 2t Y N7 Y7 ¥ 3

NS5 DATY 7T Tlk, Raspberry Pi OS Zfx /= Raspberry Pi ZfFAAL TV & ZRIIREL T
WET, BIOFNAAEXLERARL —TA VI ATLEZERATIHEEE., BEVOTFT/INA AICEY
THARFIXRNZSZRLUTSEZL,

AWS loT Greengrass V2 @ Raspberry PiZtY K7 Y 793 (CI&

1. Raspberry Pi TSSH ZB%ICLT, VE—RNEHRLET, FMAICOVTIE,. MRaspberry Pi K
FIAIXUR, O TSSH(EF21T72 1)), BBRLTLSEEL,

ATFY T2 BEBEOBE 122


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://www.raspberrypi.com/documentation/computers/remote-access.html#ssh
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2. RaspberryPi® IP 7 RLAZH®REL TSSH TEHELET, CNhETSIZIE. Raspberry Pi E
TROIAX Y REETLET,

hostname -I

3. SSH T Raspberry Pi [C###L £,

MREAIEI-ZIROIONY RZETLERT, username ZH A2 42§21 —0DF
B-cBEMMR, ZBHOATY T TRDOWFEIP 7 RLApi-ip-addressiCBEMZIET,

ssh username@pi-ip-address

/A Important

B> E 1—2 T Microsoft Windows QBT ON—23a > &2 EHAL TVWSEHEE, ssh
X RAIEWA, ssh A& 2 TE Raspberry Pi ICEHFETERVAIREEMA BV

9, Raspberry Pi ICEHRTBHICE. BEHOA—T Y —ASSHIZA T RTH
BPUTTY ZAVAR—IILTBIENTEET, PUTTY RFIXT b, Z5RL
T. Raspberry Pi IC#E#LET,

4. AWS loT Greengrass Core V7 NIV ITZ2RTIBLOICHBER Java T A L&A AN—
JJLUET, Raspberry Pi T, XOIAN> RZFEALTJava11 Z4 AN —=I)ILET,

sudo apt install default-jdk

AVARN=IARETLES, ROOX > RZHEITL T Java A" Raspberry Pi TETEhTW3 C
EZHBRULET,

java -version

COOANY RE, FNAALTERITEATVWR JavaDN—23 > ZHALET, HOK, RO
BIORSICHEYET,

openjdk version "11.0.9.1" 2020-11-04
OpenJDK Runtime Environment (build 11.0.9.1+1-post-Debian-1debl@u2)
Open]DK 64-Bit Server VM (build 11.0.9.1+1-post-Debian-1debl@u2, mixed mode)
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://tartarus.org/~simon/putty-snapshots/htmldoc/Chapter2.html#gs
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® B b:Raspberry PilCHA—RILNTAXA—REZERET D

7 /N4 AN Raspberry Pi ®F4E, XOFIEEETL T Lnux D—KINFXA—REZRREE
MCTEEXT,

1. /boot/cmdline.txt 77 M) ZHEET. DT 7 AL Tk, Raspberry Pi O E)FF
ICEATS Linux H—KINTFX—RZEELE T,

BIZIE, Lihux R—ADZATATIE, XOON RZETL. GNUnano Z2FHL T
T7A4)N2REET,

sudo nano /boot/cmdline.txt

2. /boot/cmdline.txt 77 A NICRDA—RILNFX—EHFEENTVSD & Z/ERL
£¥9, systemd.unified_cgroup_hierarchy=0 /N7 X—% &, cgroups v2 Tl %
<. cgroups vl ZERATRDEZ2EELET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0

/boot/cmdline.txt 77 AINICCNSDNTA—ZNEETINhTVEWES, 20\
BERBDEEFODCNSODNTAXA—ZINEENTVIHEE., ChS5ONFXA—REEEZED
EDIICT7ANZEFHFLTLKEEL,

3. /boot/cmdline.txt 77 A ILEEFH L =354, Raspberry Pi ZBEEBH L TEE%EH
LET,

sudo reboot

Linux /N4 A&ty N7 Y793 (ZD1th)

AWS IoT Greengrass V2 @ Linux /N1 A& &Y N7 Y 79$3II&

1.

AWS loT Greengrass Core V7 NI IT 2T I3 LOICHBER Java T RA L&AV AN—
JLUE T, Amazon Corretto &zl OpenJDK OREIHR—KNN—2 3> 2FERHITIEZ2HEH
HBLET, N—2 32 8URBRHAMBETT, XOON REF., F/V4A4 AIC OpendDK Z4 VA ~—
NIBHFEZRLTVET,

¢ Debian R—AFE 1l Ubuntu R—ADFAARNIE1I—>3>0BEE:
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https://aws.amazon.com/corretto/
https://openjdk.java.net/
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sudo apt install default-jdk

« RedHat R—ADF 1 ARNIUE1—>3 2 DFEE:

sudo yum install java-11l-openjdk-devel

« #¥ Amazon Linux 2:

sudo amazon-linux-extras install java-openjdkll

« # ¥ Amazon Linux 2023:

sudo dnf install java-1l-amazon-corretto -y

AVARN=IHFETLES, ROON RZ2ETL T Java A Linux /N4 ATRITEhTWD
CEEMRELET,

java -version

COOXRVRE, FNAALETRITENTVS Java DN—2 32 ZHALET, HIX
(&, Debian KR—ADTF A ARNIE1I—232 TR, HHIRROFTILORSIZBY)ET,

openjdk version "11.0.9.1" 2020-11-04
Open]DK Runtime Environment (build 11.0.9.1+1-post-Debian-1debl@u2)
Open]DK 64-Bit Server VM (build 11.0.9.1+1-post-Debian-1debl@u2, mixed mode)

2. (FA72ANTFNAALOAVR—FRNERTITBDTT7AILNOIATLAI—S—BLTT I —
T EKLET, AWS loT Greengrass Core Y 7 KNIV I T A2 AM—Z &, --component-
default-user 1 VAN —JE|BTNI—H—ETIN—TZERESEDEVSEREHYE
Fo FMICOVWTR, T4 AN—F5|%, 22RBL T EEL,

sudo useradd --system --create-home ggc_user
sudo groupadd --system ggc_group

3. AWS IoT Greengrass Core Y 7 NI T (BEW root) 21795 1—H—4H", sudo ZEED
I—H—EFEBEOITIN—TILRTITRHFUN BB EMBLTLIEEL,

a. /etc/sudoers 774 ) &2RA<KICE. ROOY REEZFTLET,

ATV T2 REODBE 125



AWS loT Greengrass FROYN=HA R, N—=23>2

sudo visudo

b. A—Y—DERFROBIOISICE>TWVWEREZHALET,

root ALL=(ALL:ALL) ALL

(7> 3>) I THEEhiz Lambda BI%Z2 £179 %21, cgroups v ZB#IICL. XE
ETINAAD cgroups ZEMICL TN I NI BHBENHYET, A>T FH{LE iz Lambda
B ZERITIDTFENBWEE, COFIEZERTEET,

NSO cgroups A7 AV EZBRMICTBICE. RO Linuk T—KIUNFXA—2Z2FERALTTF
NAAZRBELET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0

TFNAADAD—FILNFX—B2HEBIERET D LOOERICOVTRE, ARL—F 127
JATLABRVT—RO—F—ORFIXVNESRLTKEE W, BRICH>T, h—IN
FX—REXKGMICRELE T,

TNAADER CHDEHVARTRENTVBRRSIZ, TOMOKEELRDIKFEREZTAN
TTFNAALCAZV AR = LET,

Windows /N4 A&ty N7 Y7 T3

AWS loT Greengrass V2 ® Windows /N1 AZ &Y N7 Y 7933

1.

AWS loT Greengrass Core V7 NI ITZ2ERTI2LOICHBER Java T ZA L&A AN—
I UET, Amazon Corretto £7zlk OpendDK ORI R—KNN—2 3V 2FRATH L EHE
HBLET, N—2 32 8LUBHIMBETT,

PATH 2 AT AZHT Java N EATEENERL., T3 THVWEHAEFEMULET, LocalSystem
T2 Nk AWS loT Greengrass Core V7 NI TFZ2RTIS LS, 1—H—0 PATH 1—
H—ZHTEEL, PATH AT LAZERIC Java ZEMT B LENHYET, U TOREZRET
LET,

a. Windows ¥F—Z#H U TAX—RMX_1—%Z@HZFXT,

b. environment variables Z AHL T, AZ—KX_ZI1—NDSTATLFT 3> zrE
LET,
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https://en.wikipedia.org/wiki/Cgroups
https://aws.amazon.com/corretto/
https://openjdk.java.net/
https://en.wikipedia.org/wiki/PATH_(variable)
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c. AZX—RMXZ1—NBRERFLERN S [Edit the system environment variables] (> AT AREZR
WaEHmE) £ 1) Y 2L T, [System properties] (ZATATONTA) T4V RIOZREE
¥,

d. [Environment variables...] GRIEZ$...) Z:&IRL T. [Environment Variables] (RE A ZX)
T4 RIVEREXRT,

e. [System variables] (3 A7 AZE) T, [Path] (/VA) . [Edit] (#&5E) DIEIZEIRL F9, [Edit
environment variable] (f—iﬁgiﬂwlﬁi‘u*) T4 ROTR., BROTICE/NAZRRTESR
CB

f. JavaA2VAR=)IL®Obin 7AINEANONANBFEELTVWRIH ZHEBLET. CO/NAR.
ROBIDESICRRENET,

C:\\Program Files\\Amazon Corretto\\jdk1l1l.0.13_8\\bin
g. [Path] (/NAR) TJava A AKR=I®D bin 7#)LEAN TRONSHVBEE. [New] (FR)
ZBIRLTINZEBML LT, [OK] ZBIRLET,
BEHEEL T Windows INX > RZ7’O2 7k cmd.exe ZBAZE X T,

Windows /Y4 A® LocalSystem 7HJ Y MCF7 2 NI—HF—ZERLE T, #raa4%R
2BNAT—RICEEBAET,

net user /add ggc_user password

® Tip
Windows DR ICK 2 Tk, I—HF—D/NAD— ROHRI I, HERKOBFFICERE
ENTVBRBENHYET, Greengrass 77U —> 3> OEMEZ MBS ED LI
&, NAD—ROBXMERZEHL., TOHBRFUINBDEICEFHFLET, 1—F—0/\
AD—RICIE, HIRYhZRBCEBEVRSBEREETEETT,

c I—H—ENRAT— ROBMBRERB T, KOITY RERTLET,

net user ggc_user | findstr /C:expires

« A=Y —ONAD—RABERINICESBVWLSICRETAICE, ROON RZEX
TLEY,

wmic UserAccount where "Name='ggc_user'" set PasswordExpires=False
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e« wnic Y RA'BELEE iz Windows 10 AEZFERAL TWBEEIE. XD
PowerShell Y > R&EE{TLET,

Get-CimInstance -Query "SELECT * from Win32_UserAccount WHERE name =
'ggc_user'" | Set-CimInstance -Property @{PasswordExpires="False"}

5. F/NA AIZ Microsoft # 5PsExec1—7T 4 T4 &X O O0—RLTAAM =ILET,

6. PsExec 1—F /1 UF«4%ZFEALT, F7#) N1 —01—H—FBENAD—R%E
LocalSystem Z7HT > NORIAEBYNZ—S YV —A VARV AICRELVLET, #####E B BIICER
ELEI—Y—ONAT—RICEEBRAET,

psexec -s cmd /c cmdkey /generic:ggc_user /user:ggc_user /pass:password

PsExec License Agreement A"BIWV =5, Accept ZiBIRL, S/ AICAELTION REE
TLET,

(@ Note

Windows /N1 AT, LocalSystem 777> N# Greengrass nucleus Z£179 % 7=
., PsExec I—T 1 UT4&FEALTF 74 MOI1——1E#HK%Z LocalSystem 7
NOVRNIHRINTDUENFHYET, RABEBNZ—vy—T7 7V Tr5—>3 > zFEH
ITBE, COBRE THORTRREL, BEOJ AL TVWSD 11— —0 Windows
LocalSystem AU MCREENET,

AT Y7 3: AWS loT Greengrass Core Y 7 NI T A2 AN—
LB

OtV a>OFEICH > T, Raspberry Pi #ZO0—AJLBEFICERTE S AWS loT Greengrass
A7 TFNAARAELTRELET, cOtEI>a>TR, UWTERTITDAI 2V AN—FEAI>O—R
LTERTL, F/NLAD AWS loT Greengrass Core Y 7 RV I T ZBRELE T,

 Greengrass nucleus A2 R—FK 2 R 242 AR —I)LUET, nucleus BAEIVR—F N TH
V). T/NAALET AWS loT Greengrass Core V7 N JITZ2ERTIT2LOORNDEHERYE
To FFMICDOVWTIE, TGreengrass nucleus AVR—F 2~y #SBLTLSEEL,

AT Y 7 3: AWS loT Greengrass Core V7 RN I IT7&A VAN =TS 128


https://learn.microsoft.com/en-us/windows/win32/wmisdk/wmic
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
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s FINAAZE AWS IoT E/ELTEFL, FNAAD AWS \DOEHEZHFAITI T XIIHEE
AOO—RULET, FMICOWVWTIE, TAWS loT Greengrass M7 /N1 AREEEFRA , ZSBL
TLEEL,

s FNNAADAWS loTE/ ZE/TIL—TICEBNLET, E/TIL—T1F, AWSIloTE/ DT I)L—
TEERFET7V—RNTT, TE/IIN—T2FERBTDE., Greengrass A7 TFNAADT7 ) — KNz EHE
TEET, VIMNIITIAVR—ZFRNETFNAAICT7TAC4TREE, BLOTNARELE
FNAADTIN—=TDEESICTFTOAAMTIONZBIRTDENTEERT, FHMICODVWTIEE,

TAWS loT Core ARAY/N—HA Ry ® TAWS loT TTFNA AEZEE TS, 25BL TS
Lo

« Greengrass A7 T/NA AN AWS H—E R EXVEY) A3 IAMO—I)L&ZERLET., 7
7AIRNTE, 2OO=)LEF/N1AL AN AWS loT &% V) HY) L, Amazon CloudWatch Logs (O
JZREEITDEZFALET., FMICOVTR, "TI7FNA AN AWS H—ERZRIETESD
FOICFHEET D ZZRBLTSEEL,

« AWS loT Greengrass AN > RS A4 242X —7 T4 A (greengrass-cli) 24 2 ARM—J)LL &
T, ChEFATSZCET, A7 TFNAATHRIDHAZLADAVR—FX 2 RNETARNTR N
TEET, FMHICOVWTIE., "Greengrass AN RTA VA EZ—TIA A, BSRBLTLKEE
W

AWS loT Greengrass Core YV 7 NV I T2 A2AN—=ITSD (V=)

1. AWS loT Greengrass 1V —)LICH L1242 LET,

2. [Get started with Greengrass] (Greengrass O fEF Z #1793 %) T. [Set up one core device] (1 2
NDATTFNA AZEY NT YT T%) ZBIRLET,

3. [Step 1: Register a Greengrass core device] (AT Y 7° 1: Greengrass A7 7/N\A A& &R T )
([C& % [Core device name] (A7 7/X1 A&) IC. Greengrass A7 7/N1 AD AWS loT £/ D
BHIZADLET, E/HFFELBEVEE. A VAN —ZIER>TEREINET,

4. [Step 2: Add to a thing group to apply a continuous deployment] (AT Y 7' 2: E/JIL—7IZE
U T#HENT 704 ZBHTS), (CFL T [Thing group] (E/ DY I)IL—7") T, AWS loT O7
TFNAAZEBMTDE/TIL—T,

« [Enter a new group name] (1L W I IL—7& & A H) Z&IRL =454 . [Thing group name] (E
JION=TB) ICRERTIHLLVIL—TOEBZAALET, 1 VAM—FICK>THL
WIIL—THFERENET,

- [Select an existing group] (BEF 0 J )L —7"&i#1R) &BIRL 1=3F &, [Thing group name] (£ ./
TIN—TBRNRERATIREFOTIN—TEZEIRLET,
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« [Nogroup] (FI—7% L) ZBRLBE, A VAN—FRIATTFNARZET/JIL—TICE

mUEREA

5. [Step 3: Install the Greengrass Core software] (A7 ¥ 7° 3: Greengrass Core’ 7 NI T %&A >
AR=ITB)T,. LTFTORTYTZRITLET,

a.

TTFENAADARL =T 4 VT AT LAZBRLET, Linux £ Windows ® L\ h
AT,
FINA AIZ AWS RREIE R ZRHEL T, 1 AN=FAAT7F/N1 AD AWS loT & IAM U
V—AZ70ED3a_-_>T0TEDEDICLET, X1 UT1Z@LT2ICE,. 7OE>D S
O EREPROFAIOXAEEZD IAMO—)LO—BFHNERIIERERE TS L
EBBOLET, FMHICOVWTRE, "1 VARN=—FHFVY—RET7OED3a _209%izH
DEPERED IAMAR) > — ) BSRBLTSEETL,

® Note
AVAN—SHRABBRERELEYRETD LR EE A,

TINA AL, ROVThHhZRTL T, RIAEHRZEEL T AWS loT Greengrass Core V
TRIDITOAVAN—FZRATEDELSICLTLLEZ L,

«  (HER)HASO—BRRIIEHREMERA TS AWS IAM Identity Center

i. |AM Identity Center # ST IV EAF—ID, >— VLY RNTIEAF—, 8LV
Yy a v h—=U FEELET, FHMICDOVWTIE, IAM Identity Center 1—4H'—
HA RO "—ENERABHROBGEERH) O "'RIABFHBROFBHEN 22RL T
<EzEL,

i. ROIOY RZEETLT. AWS loT Greengrass Core ¥V 7 NJ I P IZFRAEHR %=
RBRELET,

Linux or Unix

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY

export AWS_SESSION_TOKEN=AQoDYXdzEJrlK...o50ytwEXAMPLE=
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Windows Command Prompt (CMD)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEJriK. ..o50ytwEXAMPLE=

PowerShell

$env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/
bPXRfiCYEXAMPLEKEY"
$env:AWS_SESSION_TOKEN="AQoDYXdzEJriK...o50ytwEXAMPLE="

« IAMO—-LAS—KHNBEEF1 )T (RIEHREZEALET,

i. WMEIBZIAMO-ILS, PTUOEBAF—ID, >—JLYRNFIEAF—, &Y
AV EREHLET, CNSORARBHREMB IS HEDFMCOWVWT
F. "TIAMI—Y—HA R, O "—BERNEEFI1UTARBABHROIIT AL,

ZZRLTLSEETY,
i. RXOINRZERITL T, AWS loT Greengrass Core YV 7 N I 7 IZERIE#H %=
RBRELET,

Linux or Unix

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY

export AWS_SESSION_TOKEN=AQoDYXdzEJrlK...o50ytwEXAMPLE=

Windows Command Prompt (CMD)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEJriK...o50ytwEXAMPLE=

PowerShell

$env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
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$env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/
bPXRfiCYEXAMPLEKEY"
$env:AWS_SESSION_TOKEN="AQoDYXdzEJriK. ..o50ytwEXAMPLE="

« IAMI—%—1SORBNEELRTREZERATS:

IAM 21— —0OTF7 VEAF—IDE—DLYRNTFTIOEAF—ZRHLET, T
Higgg 270 a - J80 IAM 11— —%2ERKTEET, 1—H—ICHFET
BIAMARDD—=IZ2V\WTR., ") ZSRBLTLKEEVA VAN =TGN IV —A%
JOESa_—_ 09200 NMEO IAM KRS —, REFBDIABBREDMETZDH
EOFMICOVTE., TIAM 1I—HY—HA R, 0 TIAMI—HY—OF7 IV tAF—
BEE, 2ZBLTIEE,

ROIN REZRITL T, AWS loT Greengrass Core ¥V 7 N I P IZFRAHE#HR%Z
BELET,

Linux or Unix

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY

Windows Command Prompt (CMD)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

PowerShell

$env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY"

(F723a>)Greengrass TNNA A&7 O3 Z>J 9% IAM 1—H—&ER
LEBaE., TO1—Y—%HIBRLET,

(A7 23a2V)BEOIAMI—F—OF IV EAF—IDES—ILY RNTIOER
F—Z2FALEEER. TO1—HY—OF—ZFHLTEMIBEDIELSICLET,
FHMECOVWTR., "TI—H—HAR, O " TOELAF—OEH, 25RLTLKE
& L\, AWS Identity and Access Management

c. [Runtheinstaller] (f > AR—FDXRIT) T, ATFTOATYTZRITLET,
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i. [Download the installer] ({ > AM—F&&F 0> O—RT%) T, [Copy] (AE—) &i&EIR
LT, A7FNAALTOAE—ULEON YV RZRITLET, OOV RIEFE., AWS IoT
Greengrass Core YV 7 RNV I T O&#H/N—>23a>zRx o O0—RL., FINA1ATHREL
-

i. [Runinstaller] (41 >>ARN—%%2179%) T, [Copy] (AE—) &&RL T, AT7F/NA
ALETOAE—ULEOXY > RZEFTLET, COIONY RTIEE,. AWS loT Greengrass
Core V7RNDITAVAM—Z%FEFTL, AT TFNAADAWS VY —RAEHRET S
EHIZ. FIOARTY T TEELEAWS oTE/EE/TIL—TBEFERALET,

R, COOANY RERZTVET,

« AWS loT Greengrass Core V7 R JITF7%, 7—RMRICETEND I ATLY—E
AELTRHRELET, Linux 7/NA1 AT, Zhid Systemd init > AT AN BET
E

/A Important

Windows A7 7/N4 ATl&., AWS loT Greengrass Core Y 7 NV I T %>
ATLAY—EAELTRETIHENf HYUET

« AWS loT Greengrass CLI AV AR—ZF 2 hZF7O/4MLET, COIVER—FU B
&, A7 FNAATHARLAL Greengrass AVR—FX RN ERRTEDRSICTS I
HOAX RZA2Y—=)ITT,

« AT7TFNAATYIRNDITAVR—FK N2RITTB1OHIC ggc_user VAT
LAd—HY—ZFERATHIELSICEELET, Lnux TFNA AT, COIONVRE
ggc_group YATALATIN—TZFERATBIRSICEEL. ESICA VAN —FIC&L?
COATALAD—YHY—=ETIL=7F, I—H—ICRD>THERETIET,

COOXRVRERITIDE, A VAR—FHARPLIECEZRTROXY E—JHF KRR
ThET,

Successfully configured Nucleus with provisioned resource details!
Configured Nucleus to deploy aws.greengrass.Cli component
Successfully set up Nucleus as a system service
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® Note
Linux /N4 AXHBDED D, systemd AFBEWVWBEICE, 1 AN—FRBY 7
ROIT7%#ATLAY—ERELTERELR T, nucleus 2 AT LAY —EARL
LTERETELECEEZRTRIAYE—DFRRENER A,

AWS loT Greengrass Core YV 7 NI 7% A2 AN—)L 9% (CLI)

AWS loT Greengrass Core V7 NI IT7Z A2 AM—I)LLUTERETBICE

1.

Greengrass A7 T7FNNA1 AT, ADOAX >V RERFTLTER—LTFALIRNIICHYERET,

Linux or Unix
cd ~

Windows Command Prompt (CMD)
cd %USERPROFILE%

PowerShell

cd ~

A7 7 N4 ALT, AWS loT Greengrass Core ¥ 7 N I 7% greengrass-nucleus-
latest.zip EVWSBEIO 7 7AIICHA T O—RLET,

Linux or Unix

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip
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PowerShell

iwr -Uri https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip -OutFile greengrass-nucleus-latest.zip

COYTRNIITEAIO—RTBDE, Greengrass Core Y7 RNDIT DT A 2 AZHIZE
BELEEDERBENET,

3. AWS loT Greengrass Core Y 7RI ITEZTFNAALOT7 A )NKXICHBRLET, 2FEATS
7 # )LRXGreengrassInstallerlCEEMA T,

Linux or Unix

unzip greengrass-nucleus-latest.zip -d GreengrassInstaller && rm greengrass-
nucleus-latest.zip

Windows Command Prompt (CMD)

mkdir GreengrassInstaller && tar -xf greengrass-nucleus-latest.zip -
C GreengrassInstaller && del greengrass-nucleus-latest.zip

PowerShell

Expand-Archive -Path greengrass-nucleus-latest.zip -DestinationPath .\
\GreengrassInstaller
rm greengrass-nucleus-latest.zip

4. ROOAX REETL T, AWS IoT Greengrass Core V7 R IIT DAV AN —FZBEL
To COOANY REIRODZEEZTVET,
s AT FNA ADEEICHER AWS VY —AZEKLET,

« AWS loT Greengrass Core V7 R JITF7%, 7—RMRICRTENDIATLAY—EARELT
RELET, Linux F/NA1 AT, Zhid Systemd init > AT AN BETT,

/A Important

Windows A7 7/Y14 ATl&., AWS loT Greengrass Core Y 7 NV I T &> AT A
H—EAELTRETIHENHBVET

AWS IoT Greengrass Core YV 7 NI T7 %A ARN—)LFS (CLI) 135


https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
https://en.wikipedia.org/wiki/Systemd

AWS loT Greengrass FROYN=HA R, N—=23>2

AWS loT Greengrass CLI AV AR—Z 2 hEF7AOCMLET, cOAVAR—F2NE, OAT7F

INAATHAZR L Greengrass AV R—FX 2 R ZBRTEDRSICTHLOOIAN RT A
‘y_)l/-cﬂg-o

AT FNAATY T NI ITAVR—R 2 NERITITB I ggc_user AT ALI—H—
EERATADRSICEELE T, Linux F/NA AT, COONX RE ggc_group AT ALY
N—=—THEATEILSICEEL, ESICAVAN—=FICL > TIATFLI—Y—-TIL—7

A, A—F—ICR>THEREIhET,

ARV ROBIBEZRDELSICEEMRAERT,

a.

/greengrass/v2 &lzl& C:\greengrass\v2: AWS loT Greengrass Core Y 7N I7T
DAZVAR=ILZERITZIL—RTFILEANDNA,

GreengrassInstaller. AWS loT Greengrass Core YV 7 NI I T DAV AN —FZERA
LE7ALEADNA,

#it, VY —ABREBEEFLRFERTSD AWS -3,

MyGreengrassCore. Greengrass A7 7/NA4 AD AWS loT E/ O&EHI. E/AEFEELE
WBE., 1 VARN—FIEE>TEREINET, 1 VAN—F&, @AEEZAVO—RLT
AWS lIoT E/E L TRRIELE T, FHMICDOVW T, TAWS loT Greengrass M7 /\ 4 A8
AEEFEA L ZSRBLTLSEEL,

(® Note
T/OFFICOOY (1) BEZICENTEXEA,

MyGreengrassCoreGroup. Greengrass A7 7/N4 A®MD AWS loT £/ J I —70O&Hl,
T/ IIN=—THFEFELBVEE, /1 VAMN—FRTOITI—TZERLTE/ZEMLE
T TE/VIN=—THPEELITIVTA7RF7AAMFH 254, AT7TFNAARF7O0/4T
BEEhEYI7M I T7EA D O—RULTEITLET,

(® Note
E/JL—=7RICIOY ()BT EEHDLFTERE A,

GreengrassV2IoTThingPolicy#Greengrass A7 7 /N4 AN AWS loT & KT AWS loT
Greengrass LBIETE D &LSIZTD AWS loT RUS—DHBH. AWS loT RS —HEFHE
LBEWEBE, 1 VAN —SHFHFATE5XS AWSIoT RV —ZZ OB THERLET,
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I—RAT—RIZEDET, CORVS—OT VAT TZHIRIDCENTEET, FHMIC
2VWTE, TAWS loT Greengrass V2 A7 T/NA4 AB T O FRIKED AWS loT RV —, %
ZRLTLSEEY,

g. GreengrassV2TokenExchangeRole, Greengrass A7 7°/\NA AN — B IC AWS FREEE
HEZMETEDLSICTRIAMO-IILDOER, O—ILFFELBEWVEES, 1AM =FH
O—J)LZ4ER L. GreengrassV2TokenExchangeRoleAccess EWDZRINDAR) S —%
ERLTT7EYFLET, FMICOVTE, "I7FNA AN AWS Y—ERZRETES
FOICFHEET D ZSRLTSEE L,

h. GreengrassCoreTokenExchangeRoleAlias. Greengrass A7 T7/\ 4 AN & T—HH
BERHERZEREBTEADALSICIBIAMO—ILOIA VT A, A—ILITA VT AN EFEEL
BWEE, AVAR=FHAO-LIAVTAZHEKEL., BELEIAMO-LZELET,
Eﬁﬁﬂﬂ:jb\'ﬂi‘ AT TNAAN AWS H—ERAZRIETEDLSICHITS . 25 RL
TLEEL,

Linux or Unix

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--aws-region region \
--thing-name MyGreengrassCore \
--thing-group-name MyGreengrassCoreGroup \
--thing-policy-name GreengrassV2IoTThingPolicy \
--tes-role-name GreengrassV2TokenExchangeRole \
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias \
--component-default-user ggc_user:ggc_group \
--provision true \
--setup-system-service true \
--deploy-dev-tools true

Windows Command Prompt (CMD)

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" A
-jar ./GreengrassInstaller/lib/Greengrass.jar ~
--aws-region region "
--thing-name MyGreengrassCore *
--thing-group-name MyGreengrassCoreGroup "
--thing-policy-name GreengrassV2IoTThingPolicy *
--tes-role-name GreengrassV2TokenExchangeRole *
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias ~
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--component-default-user ggc_user #
--provision true #
--setup-system-service true *
--deploy-dev-tools true

PowerShell

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE"
-jar ./GreengrassInstaller/lib/Greengrass.jar °
--aws-region region °
--thing-name MyGreengrassCore °
--thing-group-name MyGreengrassCoreGroup -
--thing-policy-name GreengrassV2IoTThingPolicy °
--tes-role-name GreengrassV2TokenExchangeRole °
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias °
--component-default-user ggc_user °
--provision true °
--setup-system-service true °
--deploy-dev-tools true

® Note

XFEUNFHRENTLVST/NA AT AWS loT Greengrass ZR{T9 5B 4S. AWS loT
Greengrass Core V7 RNV ITHFERTHIXEVEZHBETEERT, XTVEYWHTE
149 B2k, nucleus JR—F> MDD jvmOptions BRE/NTFX—ZTIVM E—7
DHARXATLIAVERETEET, FHFMICODVTR., WM ATV TXEUEY
HTCzHTd, 22RBL TS EEL,

COONVRZERITIDE, A VAR —FHFRBLECEZRTROXY E—IHFRTFENE
EE

Successfully configured Nucleus with provisioned resource details!
Configured Nucleus to deploy aws.greengrass.Cli component
Successfully set up Nucleus as a system service
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® Note

Linux /N1 AXHBDEDOD, systemd HFBEVWHEICE, I AN—FRVYTIRNIIT
BOATLAY—ERAELTEHREET. nucleus 2 AT ALY —ERAELTERETELC
EERTRIAYE—DRFRRENAEEA,

(F7°>32) Greengrass VY 7 NJ I F ZE1T9 % (Linux)

VIRNDITEZATLY—ERELTAVAR=LLERE, A VAN=FHA VYT NI ITERT
LT, RITENBVEERE, YVIRNIITEZFHTERITIDHBEN HVET 1 VAN=FHFVYT
ROITZEZATLAY—EAELTRELTVWRHLESH ZHETDICE, A AR—TOHBDICRX
DITABEVWHERLET,

Successfully set up Nucleus as a system service

COXRYE=—IARFENTOVEVEERE., ROFIRICH > TYTIRNIITZERITLET,

1. ROONV RZFEALTYTIRNIITZRBEBLET,

sudo /greengrass/v2/alts/current/distro/bin/loader

ERCEBIRE, YVINITITRROXYE—JZHALERT,

Launched Nucleus successfully.

2. AWS loT Greengrass Core Y 7 h VI T ZRITLUEEEOREBICL THL<£H, BEOION Y
RITIIWEBHEVERRICLTHBLKBENHYVET, SSHZFEALTATFNA AICERT S5
G, ERIVEI—RTAOIANVREZRFTLT2FEENOSSHEY > av&@E, OA7FN
AALTRINOION REEITIDLEHICERATBDENTEET, username ZEH A4
B1—Y—nBAIICEEMRA, BETFNA1ADIP 7 RLApi-ip-addressiCEEBRAET,

ssh username@pi-ip-address

Greengrass Y AT LAY —ERAERVEVY) $2HZEOFMIIDOVTIE, "Greengrass nucleus < A
TALAY—EAELTEETS) ZSZRLUTLEE,
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T INA A LD Greengrass CLI O A4 A N—)L ZHRT S

Greengrass CLI OF7’'OAICIE, {ZRART19A/AYVET, KOON RZ2RITITHE, 704D
AT—RAZHAETEET, 2T TNM1 ADHFHIMyGreengrassCorellBEMAET,

aws greengrassv2 list-effective-deployments --core-device-thing-name MyGreengrassCore

coreDeviceExecutionStatus FAT7FNA AANDTFT7OAMDAT—RAZRLTVET, A
T—XR AN SUCCEEDED M EZF RN AN RZERITL T, Greengrass CLI A1 > AKN=)L& h,
RITENTVWBEEZHBRBLET, ZIL—BF 72 I)INAND/NRA/greengrass/v2ICBEBRAE T,

Linux or Unix
/greengrass/v2/bin/greengrass-cli help
Windows Command Prompt (CMD)
C:\greengrass\v2\bin\greengrass-cli help
PowerShell
C:\greengrass\v2\bin\greengrass-cli help
CMOIONX > RIE Greengrass CLI IZE8TAAINTIEHRZLE DL E T, greengrass-cli AFRDI2AHS

WS, 704 7T Greengrass CLI D4 AN —JLIZKBU =JgEMN DV E T, FEMICOV
Tk, "cZ7I)21—F 424 AWS loT Greengrass V21 2B L TS &L\,

KON RERTL T, AWS IoT Greengrass CLI 27N/ AICFBHTF 7O/ TDEETESE
CB

« regionAWS U—>3> &, AT ICEEMAETT, AWSCLI FNAMAT OEREICFEAL -
AWS =232 OEeRU Z2FEALTVSR L ZERELTLSEZL,

« account-id Z ID ICEE#MAET AWS THIV N,
« BOAT7T/INA ADBHIMyGreengrassCorelCBEEMA T T,

Linux, macOS, or Unix

aws greengrassv2 create-deployment \
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--target-arn "arn:aws:iot:region:account-id:thing/MyGreengrassCore" \
--components '{
"aws.greengrass.Cli": {
"componentVersion": "2.12.2"

}
} 1

Windows Command Prompt (CMD)

aws greengrassv2 create-deployment A
--target-arn "arn:aws:iot:region:account-id:thing/MyGreengrassCore" *
--components "{\"aws.greengrass.Cli\":{\"componentVersion\":\"2.12.2\"}}"

PowerShell

aws greengrassv2 create-deployment °
--target-arn "arn:aws:iot:region:account-id:thing/MyGreengrassCore" °
--components '{\"aws.greengrass.Cli\":{\"componentVersion\":\"2.12.2\"}}"'

® Tip
PATH IREBEZHIC /greengrass/v2/bin (Linux) £/ & C:\greengrass\v2\bin
(Windows) Z BT 3 &, #X/VA%KL T greengrass-cli 2R{TI2 N TEET,

AWS loT Greengrass Core V7 h VI 7 EO—ALERY —ILE, FNAALTERITENET, R
2. T*/NA4 AT Hello World® AWS loT Greengrass 1> R—ZX 2 N EZBHRTDENTEET,

ATV 4 FINAARALETOAVR—ZFR N EHARBRBEITETARNT S

OA2R—F2 M, AWS IoT Greengrass A7 T/NA ATRTENBDY I NIITED1-I)LT

T, AVR—ZFXNEaFRTRE, BTV T—>a a@ROELT42>070Yy2&LTHE
MUEBEBTDENTE, Greengrass A7 TNA ABTHANATAENTEERT, INTOIY
R—FV N, recipe EF—T A7 7O RNTHREENET,

* recipe

FTRXTOOVR—FV NI, XBF—RZEE&RT D recipe 77 1IN EENRTVET, recipe
Tk, AVR—ZFXROBRENTX—R, AVR—ZFX2 NOKEBRR, ZA4 7140, 75V
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R7A—LOEBMERELET, AVR—FXNOFAT7H4 0, AVR—FXNODA VA
N=J. BT, BRI Y NIV ZEFTSOANREERZLE T, FHMICOVTE., TAWS loT
Greengrass 1VR—F 2 KNLIEQOU T 7L A B#BSBBLTLSESY,

recipe l& JSON £k YAML KR TEZTEE T,
s P—T4T7F7UN

OV K=Y R, OVE—F Y NNAFUTHBT—FT 4T 79 NEBBRBIEFREOZENT
EET, F-TAT77ONCR, RZUZTR, IVNCLEhcd—K, BHYY—R, S&T]
VR—ZY MEBRTBTOMD T FAAFEERET, I K—FY NEOVR—2> MO
BHENST—TA 77O RENBTHELTEET,

Tl AWS loT Greengrass. Greengrass CLI ZfFAL T, AWS VT T RERVERY TR LR

<. Greengrass A7 FNAATIAVR—FX NZO—NITHEBLIOCTANTEEFT, O—NJ
OAVR—ZFRNERETITRE, AVR—F Mrecipe EP—T A7 7O MNEERLTAWS 957
K AWS loT Greengrass D —EAICEFNOIVR—F M EEK L. TXTO Greengrass 17 7/
AACTFTOATEET, IVR—FMNOFEMIZOVTIE, TAWS loT Greengrass IV R—F >
hNzFET21 Z2ZRLTSEZL,

cnto>arTlk. EXNEZ HelloWorld AV AR—% N7 TFNAALTO—AILICHERL T
RITIDHEEHALET,

FINA AT HeloWorld A AR—Z> M 2RETHICIE

1. recipe E7—TAT7T7IORNOYT 7 AN AZE€CAVR—FNOT7 2 )EZERKLF
9, Greengrass A7 TFNAATARODIAR Y REEFTL TS0 73 I)EA=ERL, DV KR—
ZURNTANAICEELE T, ~/greengrassv2 £l-l& SUSERPROFILE%\greengrassv2 %&
A—ANIIBERICERATEDZ7AIILEIANONAICEERAET,

Linux or Unix

mkdir -p ~/greengrassv2/{recipes,artifacts}
cd ~/greengrassv2

Windows Command Prompt (CMD)

mkdir %USERPROFILE%\greengrassv2\\recipes, %USERPROFILE%\greengrassv2\\artifacts
cd SUSERPROFILE%\greengrassv2
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PowerShell

mkdir ~/greengrassv2/recipes, ~/greengrassv2/artifacts
cd ~/greengrassv2

THEFANIFA4AREZFERALT, DAVR—FKVROXEZT—2, NTXA—2, kEFB&K. Z47Y%
AN, TSYRNTF—LMBEEETEERT D recipe 77 A1 ILEERLET, recipe 77 1IILAIZ
OAVR—ZFRNON—=2302EHBESICLT, EDrecipe HKEDTAVR—F NN—2 3
CVERBLULTVWADODNZHRETESDRSICLET, recipe IClF YAML FEXF =1k JSON X =&
BIRTEET,

BIZIE, Linux R—ADZATATIE, ROOI> RZEITL., GNUnano ZFHALT7 71
BIERTZEET,

JSON
nano recipes/com.example.HelloWorld-1.0.@.json
YAML

nano recipes/com.example.HelloWorld-1.0.0.yaml

@ Note

AWS loT Greengrass AV R—ZX KOOI T4V IN—2a aFERALET, &

X714V 9)N—2 321, major.minor.patch E W2 BB AT AICERLET,
ZE. N—23ar1.0.0@, AVR—FMORAOXDv+—1J1)—RAZ2KLTLVE

Fo FMICOVWTR, TENXT1vION—Da otk 28RBLTLSEEV,

77 AILIZIRD recipe ZBEY) FITET,

JSON

{
"RecipeFormatVersion": "2020-01-25",
"ComponentName": "com.example.HelloWorld",
"ComponentVersion": "1.0.0",
"ComponentDescription": "My first AWS IoT Greengrass component.",
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"ComponentPublisher": "Amazon",
"ComponentConfiguration": {
"DefaultConfiguration": {

"Message": "world"
}
I
"Manifests": [
{
"Platform": {
"os": "linux"
},
"Lifecycle": {
"run": "python3 -u {artifacts:path}/hello_world.py {configuration:/
Messagel}"
}
I
{
"Platform": {
"os": "windows"
I
"Lifecycle": {
"run": "py -3 -u {artifacts:path}/hello_world.py {configuration:/
Messagel}"
}
}
]
}
YAML

RecipeFormatVersion: '2020-01-25'
ComponentName: com.example.HelloWorld
ComponentVersion: '1.0.0'
ComponentDescription: My first AWS IoT Greengrass component.
ComponentPublisher: Amazon
ComponentConfiguration:
DefaultConfiguration:
Message: world
Manifests:
- Platform:
os: linux
Lifecycle:
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run: |
python3 -u {artifacts:path}/hello_world.py "{configuration:/Message}"
- Platform:
os: windows
Lifecycle:
run: |
py -3 -u {artifacts:path}/hello_world.py "{configuration:/Message}"

— @ recipe ® ComponentConfiguration 9> a2 @FE/NTFX—XTH S Message ZE=
LTHEY, F7AIKNTE world IZ7 V) E T, Manifests BV 3IVR@ENZT7IANEE
ZLTHY, chik, 7Y RNTA—LOTATHAVINERET—TA7770OEY b
T, AR, BEONZT7IARMEERL T, TEFRTFBTIYRNT7A—LICRULTESR
BAVAN—ILFIEZIEETD_ENTEET, N_7IANTWE, Lifecycle V23>
l&. Greengrass 17 7 /4 AIZ Message NT X —ZR{E%Z 5| & L T HelloWorld AV D)7 %
RITITBESICETRLET,

4. ROOAXVRZZFTLT, AVR—FRIKNT—TFTA4T77ONAOT7 A NAZHERLET,

Linux or Unix

mkdir -p artifacts/com.example.HelloWorld/1.0.0
Windows Command Prompt (CMD)

mkdir artifacts\com.example.HelloWorld\1.0.0
PowerShell

mkdir artifacts\com.example.HelloWorld\1.0.0

/A Important
T—TA7T7ORT7ANEONACE, RDT7A—IXY NEERATIHBEN HVE
T, recipe THELLEOVAR—ZIXRNBREN—2a 28D TLEEL,

artifacts/componentName/componentVersion/
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5.

TFANIF4RZFEAL T, HelloWorld I R—%> ~® Python AV VT NF—FT47T7
ORN77ANEERLET,

BIZIE, Linux R—ADTATATE, XOON RZZETL, GNUnano 2 EHALT7 74
BIERTZEET,

nano artifacts/com.example.HelloWorld/1.0.0/hello_woxrld.py

XD Python AV V7 RE2IE—LT77AIICRY)RTET,

import sys
message = "Hello, %s!" % sys.argv[1]

# Print the message to stdout, which Greengrass saves in a log file.
print(message)

O—71)L AWS IoT Greengrass CLI Zf/A L T, Greengrass A7 FNA AQIVR— N%
EELET,

ROIAX Y RERFTLT, AVKR—%> N%& AWS loT Greengrass A7 ICF7O/4LET, /
greengrass/v2 £1zl& C:\greengrass\v2 & AWS loT Greengrass V2 L— N7 # LR ICE
EWR, ~/greengrassv2 £il& SUSERPROFILES\greengrassv2 & 1 R—F& > NEH
TA)NFICBEBRAET,

Linux or Unix

sudo /greengrass/v2/bin/greengrass-cli deployment create \
--recipeDir ~/greengrassv2/recipes \
--artifactDir ~/greengrassv2/artifacts \
--merge "com.example.HelloWorld=1.0.0"

Windows Command Prompt (CMD)

C:\greengrass\v2\bin\greengrass-cli deployment create *
--recipeDir SUSERPROFILE%\greengrassv2\recipes *
--artifactDir %USERPROFILE%\greengrassv2\artifacts ~
--merge "com.example.HelloWorld=1.0.0"
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PowerShell

C:\greengrass\v2\bin\greengrass-cli deployment create °
--recipeDir ~/greengrassv2/recipes °
--artifactDir ~/greengrassv2/artifacts °
--merge '"com.example.HelloWorld=1.0.0"

MY RIE, recipes Tld recipe, artifacts Tl Python AV 7 ~N&2FERATZ I
R—ZNEZEBMNMULETS, --merge A7 3aVREEELEOVR—FXNEN=2 a2 2B
FLEEEHLET,

7. AWS loT Greengrass Core Y7 hJITFk, AVAR—ZXNT7OCANSOBEEL L%
logs7#NEZOOT 77 AIICRELET, HeloWorld AV R—F2 RAFERTEN, XY +E—
ONRRENDEEZERETDICE, RO REEFTLET,

Linux or Unix
sudo tail -f /greengrass/v2/logs/com.example.HelloWorld.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\com.example.HelloWorld.log

type AXZ REFE, 774N OAV TV ZHERICEEAKAET T, COONY RZEHEE
LT, 774ILAOEEZBEL TSV,

PowerShell

gc C:\greengrass\v2\logs\com.example.HelloWorld.log -Tail 10 -Wait

ROBICRITRSBAXAY E—IHNFRRENET,

Hello, world!
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® Note

774N BEELEVES, O—ALF7O4MFEEZTLTVEVITEEF HY)
F9. 774N 15 BURICKRRENEVEEE., 77O/ KKL TV AR
HAHYNET, ik, recipe FEMTHEVEESAREICRKELET, XROOINUR
ZR{TL T, AWSIoT Greengrass A7 AT 77 AL ERRLET, cOTT7A)
l&. Greengrass A7 F/NA ADTF7O4MH—EAASOOTNEENET,

Linux or Unix
sudo tail -f /greengrass/v2/logs/greengrass.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\greengrass.log

type ANV RE, 7740V TV ZHRICEERAHKRET T, COONT RZE
BERITLT, 77MIIAOEEZRERL TSEZL,

PowerShell

gc C:\greengrass\v2\logs\greengrass.log -Tail 10 -Wait

8. A—AHLNAVKR—FU K NZZELT, O—RZBYVIEBLTITAMLET, TFARNIF 1
Zhello_world.pyT Z@E. 4 THICXOI—RZEML T, AWS loT Greengrass 17 A
OJICRR\RIBDAVE—DZEELET,

message += " Greetings from your first Greengrass component."

hello_world.py AV U7 MIRRXROABHFRRENZDEFTTY,

import sys

[

message = "Hello, %s!" % sys.argv[1]
message += " Greetings from your first Greengrass component."

# Print the message to stdout, which Greengrass saves in a log file.
print(message)
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9. ROOXNVRZRFTLT, EENBTIAVR—RVNEEFHLET,

Linux or Unix

sudo /greengrass/v2/bin/greengrass-cli deployment create \
--recipeDir ~/greengrassv2/recipes \
--artifactDir ~/greengrassv2/artifacts \
--merge '"com.example.HelloWorld=1.0.0"

Windows Command Prompt (CMD)

C:\greengrass\v2\bin\greengrass-cli deployment create *
--recipeDir SUSERPROFILE%\greengrassv2\recipes ~
--artifactDir %USERPROFILE%\greengrassv2\artifacts *
--merge "com.example.HelloWorld=1.0.0"

PowerShell

C:\greengrass\v2\bin\greengrass-cli deployment create °
--recipeDir ~/greengrassv2/recipes °
--artifactDir ~/greengrassv2/artifacts °
--merge "com.example.HelloWorld=1.0.0"

COOX > RIE. &FD HelloWorld 7—7 4 772 N T com.example.HelloWorld >
R—FNEEHLET,

10. XOAR RZRTLT, AVR—IX N ZBRBLET, AR—IX M 2BEBTS L, O
TTNAARBHFOEEZFERALET,

Linux or Unix

sudo /greengrass/v2/bin/greengrass-cli component restart \
--names '"com.example.HelloWorld"

Windows Command Prompt (CMD)

C:\greengrass\v2\bin\greengrass-cli component restart #
--names '"com.example.HellowWorld"
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PowerShell

C:\greengrass\v2\bin\greengrass-cli component restart °
--names "com.example.HelloWorld"

1. OV Z2£5—EREL T, HeloWorld AVAR—ZX M FLWXY =% B HTDENTE
FELTLEEL,

Linux or Unix
sudo tail -f /greengrass/v2/logs/com.example.HelloWorld.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\com.example.HelloWorld.log

type ANV REF, 7740V TV ZGERICEERAHRT T, OOV RZEKEIRE
TLT, 774 AOEEZ#EL T EET L,

PowerShell

gc C:\greengrass\v2\logs\com.example.HelloWorld.log -Tail 1@ -Wait

ROBICRTRSIBAY E—IHNFRRENET,

Hello, world! Greetings from your first Greengrass component.

12. AVR—FXVBPNOBRENTA—RZEHFL T, TXTEXLREZTANTEEFT, AVKR—F
ReF7O0/435EEIC, RENDEFHZEELT, A7FNAALOOAVR—FNOBREZE
BI2HEEERTADCENTEERT, T7AFUNMECVEY NIBREEE, AT T/INA AL
N—2O92HMULVREEZEETADENTEERT, FMIEOVTRE., "IVKR—FXVKEED
Ei, 2RLTSEEL,

LT oREZRITLET,

a. TF¥F¥ANIF14R2%EZMHEAL T, hello-world-config-update.json EVWSBHNDT 7
1IN ZERL, RENDEHEZEHET,
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BIZIE, Linux R—ADTATATIE, XOON RZETL. GNUnano 2L TT7 7
1IN EERTEEXT,

nano hello-world-config-update.json

b. XDJISONAT IO RET7ANICIE—LTHYRITET, COISONATZ I UK
(&, friend MfE% Message NTX—RIZX—J LT, TOEEZEH I DR EEHEES
LTVET, COREEFHTR., VEY N ITRERFEEENATVEREA, Y—20OFHIC
KO THEBEOENBERISND -, Message NTX—RZUEY NTRDHEREHYF

BA,
{
"com.example.HelloWorld": {
"MERGE": {
"Message": "friend"
}
}
}

c. XOOAXVRZERFTLT, BREDEH % HeloWorld AAR—ZF> MNMZF7O4LFT,

Linux or Unix

sudo /greengrass/v2/bin/greengrass-cli deployment create \
--merge '"com.example.HelloWorld=1.0.0" \
--update-config hello-world-config-update.json

Windows Command Prompt (CMD)

C:\greengrass\v2\bin\greengrass-cli deployment create ~
--merge '"com.example.HelloWorld=1.0.0" A
--update-config hello-world-config-update.json

PowerShell

C:\greengrass\v2\bin\greengrass-cli deployment create °
--merge "com.example.HelloWorld=1.0.0" °
--update-config hello-world-config-update.json
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d OJ%&5—EmRZEL T, HelloWorld AV R—2 RAFLWXYE—DZHATRE
PHEFELTEZ L,

Linux or Unix

sudo tail -f /greengrass/v2/logs/com.example.HelloWorld.log

Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\com.example.HelloWorld.log

type ANV REF, 77400V TV RGERICEEIAHXE T, COONY REZEW
EERITLT, 77MIILAOEEZHEFTL TS LEE L,

PowerShell

gc C:\greengrass\v2\logs\com.example.HelloWorld.log -Tail 10 -Wait

ROBICRTRESIBXAYE—IHARTRENET,

Hello, friend! Greetings from your first Greengrass component.

13. AVR—FBKMOTARNRETLES, AT7FNA AL SHIBRLE T, UTOIN RZRITL
£

Linux or Unix

sudo /greengrass/v2/bin/greengrass-cli deployment create --
remove="com.example.HelloWorld"

Windows Command Prompt (CMD)

C:\greengrass\v2\bin\greengrass-cli deployment create --
remove="com.example.HelloWorld"
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PowerShell

C:\greengrass\v2\bin\greengrass-cli deployment create --
remove="com.example.HelloWorld"

/A Important

COFEEF, OVR—F> % AWS loT Greengrass IC 7Y Z’O—RL &%, O7FN
AACAVR—ZFXNEZFT7O/ANVETLEDHICHETT, TS5LAEN2EHEE. O—7H
LFETOA RO R—% NORBDN—T 3L EEEL TV S b, F7O1H/N—
SaAVOEBRMEIS—TRELET,

ROIAX > RZEETL T, com.example.HelloWorld O>R—F> KA, FNA ALY
R—FRJANMCRREhBVWZ L ZBRELET,

Linux or Unix
sudo /greengrass/v2/bin/greengrass-cli component list
Windows Command Prompt (CMD)
C:\greengrass\v2\bin\greengrass-cli component list
PowerShell

C:\greengrass\v2\bin\greengrass-cli component list

Hello World I R—% > MEZET L, AWS loT Greengrass 727 RY—ERIZTFY 7O—RTE
BESICHBYELE, TORIC, OVR—%2 N%Z Greengrass A7 TFNA AICF7O/4TEET,
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AT Y 7 5. AWS loT Greengrass Y—E ATV AR—F>2 N&4E
K%

A7 FNAARATOAVR—ZF 2 NOBEARNFIETLES, OVR—FX2NZ AWS 5T R O AWS
loT Greengrass Y —E AICTFY7O—RIBDENTEET, £, JR—F2 MEAWS loT
Greengrass 1V — )| CEBERTD_EETEET, AWS IoT Greengrass &1V R—FK > K&
RANTBAVR—FRNEBY—ERZREEHEITZ D, BLOFNAARTFNAADT)—KNICTF
TOA4TBENTEET, IVR—F> M% AWS loT Greengrass T —ERICTY 7O—RT>
2. ATORATY 7Z2RITLET,

e AVR—ZFXBNODT—FTA4T77ORZ2S3INTYNIOFTY7O—RLET,
« 87 —7T 47 7% MO Amazon Simple Storage Service (Amazon S3) URI Z 1 R—X% > b
recipe [CIEML £ T,

« J2R—%F> N recipe 5. AWS loT Greengrass IC 1V R—Z 2 RZEHERLET,

cOto> 3Tk, Greengrass A7 TFNAATInSOFIEZEITL T, Hello World IV R—%
>~ M% AWS loT Greengrass H—ERAIZT7 Y 7O—RUL&E T,

AWS loT Greengrass TAVAR—Z > N &2ERTSD (A V=)

1. AWST7HORDOSINTY hZEEAL T, AWS loT Greengrass 1V R—FX > K7 —FT 4
77ORERANLET, AVAR—FXNEATTFNAARLCF7ACTDE. TFINAANNTY
RASOAVR—ZFZNOT—FT 47702 X O O0—-—RLET,

BEOSINTY h2EFATEH. HILLUNTY NZERTDENTEET,
a. Amazon S3 112V — )L T [Buckets] (/N7 ¥ K). [Create bucket] (/N7 Y N DYERK) D JEICE

RUET,
b. [Bucketname] (/N7 Y RB) I, —BEONT Y NBEIZAILET, LEX
l¥. greengrass-component-artifacts-region-123456789012 #fFFATEE
T, 123456789012 FBH D AWS 7HDUV N ID ICBEMA, regionlFOF1—K1
FILTHERATD AWS V=232 ICEEBRAET,
c. [AWSU—=232]|T, ZOF1—KUTITERATSZ AWS V-3 Z2BRLET,
d. [Create bucket] (/N7 Y MDERR) ZIBIRL £ T,

e. [Buckets] (/N7 Y N) THERLENT Y h&ZZEIRL., hello_world.py AV U7 ~&EN
TY NA® artifacts/com.example.HelloWorld/1.0.0 7 # )R ICTF7 Y 7’ O—RL
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£, A7 ORNESINTYNITYZ7O—RIZEOFMCOVTIEE. "Amazon
Simple Storage Service 1—H%—HA R, O "A721 0 &7V 7O0—RT2, 258U
TLEEL,

S3/NT Y RKRIZHS hello_world.py 77 IS h® S3URI 2OE—LETF, D
URI EXDBIDORSIZHEVY) ETF, DOC-EXAMPLE-BUCKET & S3 /N Y ROBHIICEZ#R X
x£9,

s3://D0C-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/hello_world.py

2. AT7TFNARN SBNTY NAOAVR—FRRNT—FTAT7IORNIT IO EARATDZEZFAL
£

AT FTINA Ak, AWS loT EXVEY) X AWS V5O RAOOJEEATAEICTAH AT T/

AAIAMO—)LZBELTVERT, COTFNAAO-IIE, F7FIBMTESINTY hADT

VERAZ2FALAVES, AT TFNA AN SANTY NASAVR—FXVNT—T1TF7IN%E
METERDLSICTRIRI—ZERL T, PRYTFIBBENBYET,

TFNAAOO=IILTSBNTY hMADT IV EAFBRICHTEATVWRIERRE. CORTYT %
EMTERT, TOITRVWHERE., RICRIFET, TIOERAZFAATTS IAM KRS —ZEK
L. O=)LIET7RYFLET,

a.

[IAM console] (IAM J>V—)L) FEZ—>3>2 XZ1—T, [Policies] (R > —) &iER
L. [Create policy] (R > —DERK) ZBIRLE T,

JSONRT7 T, Z7L—ARIE—OA>F UV ELATORUS—ICEETRAET, DOC-
EXAMPLE-BUCKET Z# A7 FNAATHA DV O—RIBDAVKR—FK I NT—FTA4TF7IORN
EENDSINTYRNOBRBIICEZTRZIET,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"

1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"
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c. [RN1ZOUYOLZET,
d [RU—0F#E >3] T, [BHE]IC
"MyGreengrassV2ComponentArtifactPolicy EAHLFT,
e. [RUZ—DEK] Z2EBRLET,
f.  [IAMconsole] IAM A2V =)L) FET—>3> XZ1—7T, [Role] (A=) ZoUY D
L. O7FNAAOO-I)LOBFZRIRLET, cOO—)LBE. AWS loT Greengrass
Core VI RDITEAVARN=IULEEZILEELEENTY, BHIZEEL TV EVIE
&. 7 %)L NT GreengrassV2TokenExchangeRole A"BREENE T,
g. [Permissions] (7 V£ AFFA) X7 %&i&#IR L. [Add permissions] (7 7 L AFFRAIDIE M) %%
IRLU TAH S, [Attach policies] (R > —0R{T) ZBIRLE T,
h. [Z7O7EAFITOEM R— T, EKL L
MyGreengrassV2ComponentArtifactPolicy RUZ—DHEBICHBDF IV IRY VA%
BRRL., [77EAFAOEN 2BRLET,
3. 2AR—=F b recipe ZFEAL T, AWS loT Greengrass 1Y —)LICVR—F N EERK
LET,

a. AWS loT Greengrass 12V —)LOFET—2 32 XZ1—7T, [Components] (> R—=
>~ B) . [Create component] (A R—F > N Z{ER) DIEICERLET,

b. [Component information] (A2 7R—% > ME#R) T. [Enter recipe as JSON] (recipe Z JSON
ELTABLET) ZBRLET. 7L —AKILA recipe &, XROBFDRSIZHVET,

"RecipeFormatVersion": "2020-01-25",
"ComponentName": '"com.example.HelloWorld",
"ComponentVersion": "1.0.0",
"ComponentDescription": "My first AWS IoT Greengrass component.",
"ComponentPublisher": "Amazon",
"ComponentConfiguration": {

"DefaultConfiguration": {

"Message": "world"

}
3,
"Manifests": [

{
"Platform": {

1,
"Lifecycle": {

os": "linux"
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run": "python3 -u {artifacts:path}/hello_world.py \"{configuration:/
Message}\""
},
"Artifacts": [
{

"URI": "s3://DOC-EXAMPLE-BUCKET/axtifacts/
com.example.HelloWorld/1.0.0/hello_woxld.py"

}
]
.
{
"Platform": {
"os": "windows"
.
"Lifecycle": {
"run": "py -3 -u {artifacts:path}/hello_world.py \"{configuration:/
Message}\""
.
"Artifacts": [
{

"URI": "s3://DOC-EXAMPLE-BUCKET/axtifacts/
com.example.HelloWorld/1.0.0/hello_world.py"
}
]
}
]
}

c. FArtifactsE923avii®s37L—AKRILA—URI %, hello_world.py #7217V
RDOS3URIICEZEMRAET,

d. [Create component] (A R—F> NDERK) ZiBIRLET,

com.example.HelloWorld component R— T, JVR—FX 2 NOAT—RANF7O4 1
BETHD L ZBRBLET,

AWS loT Greengrass TV R—% > N Z{ER TS (AWS CLI)

Hello World A2 R—% > N ZT7Y7O—RTBIZE

1. AWST7HOBN O S3INTY hEFEAL T, AWS loT Greengrass AV R—X> N7 —T 4
77O0RZRANLET, AVAR—FXRNEATTFNAARLZF7ACTDE. TFINAANNTY
RASOAVR—FXRNOT—T4770EAIO—RLET,
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BEOSINTY NE2FEATDH, XROOANRZEGFLTINTY M Z2ERKLET, CcOONY
Rk, AWSFTHIOKNIDEAWS U—2 3> ZFERALTNTY MZERKL. —EONTY RA
ZEHRLUET, 123456789012 % AWS 7H I N ID, regionZ2l DF1—KUTFIITHEA
ITHRAWS =23y ICBEBRAFET,

aws s3 mb s3://greengrass-component-artifacts-123456789012-region

LT, VDIOTAREILIESEEOHNTT,

make_bucket: greengrass-component-artifacts-123456789012-region

2. AT7TFNAARN SINTY NAOAVR—FRKNT—FT AT 7O RNIT I RATDEZFHFAL
x9,

AT TINA AFE. AWS loT EXRVEYXR AWS V5T R AQOOJEEZAEICTS AT TN
AAIAMO—)ILZBELTVERY, COFNAAO-NKK, F7FILRTRESINTY hADT
DEAZHALBVEYS, AT FNAANF S3NTY RASAVR—RNTFT—T14 77O N%E
MBTERLSICTRIRU—ZERLT, PRYFIDIHLENBYET,

A7 FNAAOO—=ILTSINT Y MADOT I EANBRICHAEATVWEHERF. CORTYT
ZEMTERT., TOTRVWEHEER, RICRIBET, TO/LRAZHFHTITS IAMARUS —Z4k
BLU, O—JICTRYFLET,

a. component-artifact-policy.json EVSBEDT7 7 AILEEKL T, XD JSON %
T77A4NICOE—LET, CORIVI—EF, SSNTYRNAOIXNTOT7AILANDT O+
AZFAILET, DOC-EXAMPLE-BUCKET & S3 /N7 Y RDBRIICEZ]RZAE T,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"
}
]
}
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b. XOION> RZRERITLT. component-artifact-policy.json @RI —RFI1 XD
RASKRUS—ZERLET,

Linux or Unix

aws iam create-policy \\
--policy-name MyGreengrassV2ComponentArtifactPolicy \\
--policy-document file://component-artifact-policy.json

Windows Command Prompt (CMD)

aws iam create-policy #
--policy-name MyGreengrassV2ComponentArtifactPolicy "
--policy-document file://component-artifact-policy.json

PowerShell

aws iam create-policy °
--policy-name MyGreengrassV2ComponentArtifactPolicy °
--policy-document file://component-artifact-policy.json

HADKRIS—XEF—2ZHS, RUZ—0 Amazon Y —AZ—LA (ARN) ZJE—L F
¥, cOARN ZFERAL T, XROFIET, CORVD—2IATTFNAAOO—=ILICTEY F
LET,

c. ROOAXVRZERITLT, RUP—ZIAT7FNAAOO—INICTRYFLE
9, GreengrassV2TokenExchangeRole Z 1T FINA AOO—IILOBBICEEHRZ X
To cOO—J)LAIE, AWS IoT Greengrass Core Y 7RI ITFHRAVARN=)ILIEEEI(IC
BEELEEDOTY, RUZ—ARN Z, BIOARTY T TEEROLARN ICEE]AET,

Linux or Unix

aws iam attach-role-policy \\

--role-name GreengrassV2TokenExchangeRole \\

--policy-arn
arn:aws:iam::123456789012:policy/MyGreengrassV2ComponentArtifactPolicy
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Windows Command Prompt (CMD)

aws iam attach-role-policy #
--role-name GreengrassV2TokenExchangeRole *
--policy-arn
arn:aws:iam: :123456789012:policy/MyGreengrassV2ComponentArtifactPolicy

PowerShell

aws iam attach-role-policy °
--role-name GreengrassV2TokenExchangeRole °
--policy-azrn
arn:aws:iam: :123456789012:policy/MyGreengrassV2ComponentArtifactPolicy

KL IZHEEE. ONVRASOHEIEHYERA. A7 TFNA AN, SO SINTY K
TFY7Z7O—RULET—TATT7ORNITIEATERLSICRYEL L,

3. Hello World Python AV UZ7’NP—FT 4770 K2 SINTY NCTY70O—RLET,

RN REEITL T, AWS loT Greengrass A7 AN AT VT " BEETZNTY NADE
CNAICRZUZ7N&E2TY7O—RUET, DOC-EXAMPLE-BUCKET % S3 /)Ny NOABHRIICE
EP|AET,

Linux or Unix

aws s3 cp \
artifacts/com.example.HelloWorld/1.0.0/hello_world.py \
s3://D0C-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/hello_world.py

Windows Command Prompt (CMD)

aws s3 cp A
artifacts/com.example.HelloWorld/1.0.0/hello_world.py *
s3://D0C-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/hello_world.py

PowerShell

aws s3 cp
artifacts/com.example.HelloWorld/1.0.0/hello_world.py °
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s3://D0C-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/hello_world.py

DOTARNNFEILEETEE, OV R upload: THEDTEEHAILET,
4. FT—FT 4772 KD Amazon S3URI Z1>R—F> N recipe ICBMML £,

Amazon S3URI &, NTY RBENTY NADT—FT AT 7 IRATZ IO NADNATERE
ThET, RIDVTRNT—F 1477980 Amazon S3URI &, BIOARATY T TCF—FA4T7
ORET7YZ7O—RLEURITY, 2O URIEXDBIDKSIZHY) £F, DOC-EXAMPLE -
BUCKET &2 S3/NTY FOBHIICEZEMAETT,

s3://D0C-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/hello_world.py

T—T4 779 KN% recipe ICIBINTSIZE., Amazon S3URI DRBENSFENS Artifacts ®
JDARNZEMULET,

JSON

"Artifacts": [
{

"URI": "s3://DOC-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/
hello_world.py"

}
]

THFARNIF 141X Trecipe 771N ZHREEXT,

BIZIE, Linux R—ADTATATIE, XOON RZETL,. GNUnano Z2EHLTT7 7
1IN EERTEEXT,

nano recipes/com.example.HelloWorld-1.0.0.json

T—T4 779 KN% recipe \ICEEIMLE T, recipe 77 A IILIERDOBIOXSICKY)ET,

"RecipeFormatVersion": "2020-01-25",
"ComponentName": "com.example.HelloWorld",
"ComponentVersion": "1.0.0",

"ComponentDescription": "My first AWS IoT Greengrass component.",
"ComponentPublisher": "Amazon",
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"ComponentConfiguration": {
"DefaultConfiguration": {

"Message": "world"
}
},
"Manifests": [
{
"Platform": {
"os": "linux"
.
"Lifecycle": {
"run": "python3 -u {artifacts:path}/hello_world.py \"{configuration:/
Message}\""
.
"Artifacts": [
{

"URI": "s3://DOC-EXAMPLE-BUCKET/axtifacts/
com.example.HelloWorld/1.0.0/hello_world.py"
}
]
},
{
"Platform": {
"os": "windows"
},
"Lifecycle": {
" "py -3 -u {artifacts:path}/hello_world.py \"{configuration:/

run":
Message}\""

I
"Artifacts": [

{
"URI": "s3://DOC-EXAMPLE-BUCKET/axrtifacts/

com.example.HelloWorld/1.0.0/hello_woxld.py"

YAML

Artifacts:
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- URI: s3://DOC-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/
hello_world.py

THFANIF 41X Trecipe 771N EREEXT,

BIZIE, Linux R—ADZATATIE, XOONX RZETL. GNUnano 2L T7 7
1IN EERTEERT,

nano recipes/com.example.HelloWorld-1.0.0.yaml

T—T 4779 K% recipe ICEBIMLE T, recipe 77 A ILIEROFDOLSICHEY)ET,

RecipeFormatVersion: '2020-01-25'
ComponentName: com.example.HelloWorld
ComponentVersion: '1.0.0'
ComponentDescription: My first AWS IoT Greengrass component.
ComponentPublisher: Amazon
ComponentConfiguration:
DefaultConfiguration:
Message: world
Manifests:
- Platform:
os: linux
Lifecycle:
run: |
python3 -u {artifacts:path}/hello_world.py "{configuration:/Message}"
Axrtifacts:
- URI: s3://DOC-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/
hello_world.py

- Platform:
os: windows
Lifecycle:
run: |
py -3 -u {artifacts:path}/hello_world.py "{configuration:/Message}"
Artifacts:

- URI: s3://DOC-EXAMPLE-BUCKET/artifacts/com.example.HelloWorld/1.0.0/
hello_world.py

5. recipe #*5. AWS loT Greengrass 1 R—FX > N EERLEFT, XOIN REETL
T, recipe ASAVR—XVNZHERLET. cOAVR—FURNZENAFTVT7AILELTER
HmLET,
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JSON

aws greengrassv2 create-component-version --inline-recipe fileb://recipes/
com.example.HelloWorld-1.0.0.json

YAML

aws greengrassv2 create-component-version --inline-recipe fileb://recipes/
com.example.HelloWorld-1.0.0.yaml

VDOTARFRHTBDE, LARZARBROBIDRSICEY) KT,

{
"arn":
"arn:aws:greengrass:region:123456789012:components:com.example.HelloWorld:versions:1.0.0",
"componentName": "com.example.HelloWorld",
"componentVersion": "1.0.0",
"creationTimestamp": "Mon Nov 30 09:04:05 UTC 2020",
"status": {
"componentState": "REQUESTED",
"message": "NONE",
"errors": {}
}
}

ROATY T TCAVR—ZFXNOREZFIVITHLEHIC, HOLS arn ZIE—LET,

(® Note

Hello World J>7/R—% > Ni&, AWS loT Greengrass _1>2 YV — )L @ [Components] (1>
R—F RN R=ITEHERTEET,

6. AVAR—FV MR E N, FTOM TR EBIBE>TVWAR I ZBBLET, AVR—K2U B
ZERTDE, TOIREE REQUESTED IV E T, TN, AWS loT Greengrass A" 7R—
ZXYRNFFTO/MABETHRINESHZRIILET, ROINY RZEFTLT, IVR—FV B
NDAT—RAZRBaL, AVAR—IXVNFFTO/ARETHDEZBAELET, arn &, #l
DATY T TEEZEHDIZARN ICEZEHRAET,
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aws greengrassv2 describe-component --arn

"arn:aws:greengrass:region:123456789012:components:com.example.HelloWorld:versions:1.0.0"

OAVAR—F MBS NDE, LARATIAVR—F2 NOIREEN DEPLOYABLE TH 3
ENRENET,

{

"arn":

"arn:aws:greengrass:region:123456789012:components:com.example.HelloWorld:versions:1.0.0",

"componentName": "com.example.HelloWorld",
"componentVersion": "1.0.0",
"creationTimestamp": "2020-11-30T18:04:05.823Z2",
"publisher": "Amazon",
"description": "My first Greengrass component.",
"status": {

"componentState": "DEPLOYABLE",

"message": "NONE",

"errors": {}

},
"platforms": [
{
"os": "linux",
"architecture": "all"
}
]

— N T, Hello World J>7R—%> KA" AWS loT Greengrass THRIFATERD KSICKYVELE, D
Greengrass A7 TFNA AELERBMEOATFNA AICTF7OCMLTRT ENTEERT,

ATYV7 6. AR—ZFNZ2F7O04149%

AWS loT Greengrass ZfAL T, AVR—ZF2 N2B2 OFNA AR EETFNARADTIL—TICF
Z7O4 9B ENTEEFET, IVAR—MNZ2F7O14FSE, AWS loT Greengrass A &X—7' Y
RFENARICFEDIDVR—FXMDYTRNIITZAVARN=)UTRFIFLET, 77014951
VR—ZVRhE, EAVR—FBNITFTO/MTH2RENEHEEELET, £, F7O0/ DX —
TFYRNEBBDZTFNAANDTTOAFEZERBIZELEETEET, FHMICODVWTR., "F/N1 A
AWS loT Greengrass AVR—ZX 2 MOT 7041 ZSRLUTLKEE L,
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cOtU> 3> Tk, HelloWorld d2R—=%> ~%& Greengrass A7 F/N1 AICF7O14LTRL
9,

AVR—FNE2TF7049% (a>V—))

1.

w

AWS loT Greengrass 1V —)LOFES—> 32 X”Z1—T, [Components] (AVR—FK)
ZERLET,

[Components] (A R—F > ~) R—Z 0 [My components] (X4 AVR—F2 KN 27T,
[com.example.HelloWorld] ZiZRL £9,

com.example.HelloWorld XK—< T, [Deploy] (F7°'04) ZiBIRL E£T,

[Add to deployment] (7' (ZiBfN) T, [Create new deployment] (1L W\WF 7' 041 O4E
). [Next] (CXN\) QOJEICEIRLET,

THREEET D1 R—IT, RERITLET:

a. [BBI]7RY 2 AIC Deployment for MyGreengrassCore EAHNLFET,

b. [Deployment target] (7' 04 XKR) T, [Core device] (AT F/NNA4 RX) &, AT F/N
AADAWS lIoT E/DEFZBIRLET, cOFI1—NUTILOF 72 MNMER T
I MyGreengrassCore,

c. [RN\1&Z20VYOLZET,

[Select components] (A R—F > N &iEIR) R—Z O [My components] (X4 A KR—F 2 N)
M T, com.example.HelloWorld I R—F& > RABIREhTWSD & 2fFEL T, [Next] (R)
ZERLET,

[Configure components] (A2 R—F > N ZE&RE) R—Z T, com.example.HelloWorld ZER L
5. ROBEZTVET,
a. [Configure component] (A R—% > NZFRE) Z#IRLE T,

b. [Configuration update] (% & E#T) ® [Configuration to merge] (X —2 MF&E) T, KD’
EZANLET,

{

"Message": "universe"

}

COREEHME. COF7OMRNICH DT /N4 AD Hello World Message /NTX—2 %
universe ICEREL XY,

C. [EEE?JE\] Eigﬁbgijo
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8.

10.

d [RN]ZTUY L&Y,

[Configure advanced settings] (FFHlIERE) R—J R TF7 AL MFREDEERIC L., [Next] GRN) &
BIRLET,

[Review] R—2 T, [F70O4] Z&IRLET,

TF7OAM N ERICETITCVR L Z2BRELET,. 77O ICEBD I LB EENHYF
¥, HeloWorld DOJZFITv O LT, EEZHERLET, Greengrass AT T/NA1 AT, XD
AR REERITLET,

Linux or Unix

sudo tail -f /greengrass/v2/logs/com.example.HelloWorld.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\\logs\\com.example.HelloWorld.log
PowerShell

gc C:\greengrass\v2\\logs\\com.example.HelloWorld.log -Tail 10 -Wait

ROBICRITRSBAY E—IHFRRENET,

Hello, universe! Greetings from your first Greengrass component.

@ Note
A XY = HFEZEEhBVES, F7O4/NKKLTVS A, OT7F/NA AICEE
LTVWEERBA, Chik, A7 FNA AN M EZ—FY MZEREATLEVD, $2 0\
SANTYRDEST—TFTAT77ORNERBITBLHICEYBERIBCVESICRELE
T, A7 TFNAATROIN R&EERTL T, AWS loT Greengrass Core YV 7 NI 7T
OO 774N EHBLET, cOT77AI)LIE. Greengrass A7 F/NA AOF7 04
H—EANSOOTNEENETT,

Linux or Unix

sudo tail -f /greengrass/v2/logs/greengrass.log
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Windows Command Prompt (CMD)

type C:\greengrass\v2\\logs\\greengrass.log

type IR KiF, 77ANOOAVTFI Y EBRICBEAKET, COOYY REE

HEXRTLT, 77M1ILAOEEZHEL TLEE L,

PowerShell

gc C:\greengrass\v2\\logs\\greengrass.log -Tail 10 -Wait

HMEICOWTE, "hZTIINa—F 424 AWS loT Greengrass V2, B L T &

=L,

AVR—%2 N&F7 049 % (AWS CLI)

Hello World AV R—X> N ZEF7O4 33 IC1F
A I E1—2 LT, hello-world-deployment.json EVWS BRI DT 7 1)L ZERKL

1.
T. RDJISONZ77ANICOAE—LET, COT77AI)E. F7O/4FDAVR—FUhE
REZERELTVET,
{

"components": {
"com.example.HelloWorld": {

"componentVersion": "1.0.0",
"configurationUpdate": {
"merge": "{\"Message\":\"universe\"}"
}
}
}

[

CORET 7M., BIOFIETHRELTNT U Y> 1Lk HelloWorld IV R—%> MD/N—
2321.0.0Z2T7O04FDLSICEELET, configurationUpdate i&., JSON T~
I—RENEXFIHTAVR—FRRNBREEN—TJTDEEBELTVET, COREEH

168
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. COF7O4RICHSDT/VL AD Hello World Message /N T X—4& % universe IZFREL
£7,

2. ROOXYY RZETLT, Greengrass ATV FNA ALV R—F M ZEF7O40LFT, H%
DTFNAATHD "B/ FERTFNARADTIL—-TTH "E/OJI)I\N—71 7704
THCENTEET, 2AT7F /N1 ADAWS lIoTE/ OB FIMyGreengrassCorelcBEE A K
CB

Linux or Unix

aws greengrassv2 create-deployment \
--target-arn "arn:aws:iot:region:account-id:thing/MyGreengrassCore" \
--cli-input-json file://hello-world-deployment.json

Windows Command Prompt (CMD)

aws greengrassv2 create-deployment A
--target-arn "arn:aws:iot:region:account-id:thing/MyGreengrassCore" *
--cli-input-json file://hello-world-deployment.json

PowerShell

aws greengrassv2 create-deployment °
--target-arn "arn:aws:iot:region:account-id:thing/MyGreengrassCore" °
--cli-input-json file://hello-world-deployment.json

AN REROEDBIDESBL AR AZELET,

{

"deploymentId": "deb69c37-314a-4369-a6al-3dff9fce73a9",

"iotJobId": "b5d92151-6348-4941-8603-bdbfb3e@2b75",

"iotJobArn": "arn:aws:iot:region:account-id:job/b5d92151-6348-4941-8603-
bdbfb3e02b75"
}

3. FIOANERCETITVHCEERELET, FTOMCRRINH BBANHYE
T, HelloWorld DOJZ2F Ty oL T, EEZHFELE T, Greengrass A7 T/N1 AT, XD
AN RZEITLET,
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Linux or Unix

sudo tail -f /greengrass/v2/logs/com.example.HelloWorld.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\\logs\\com.example.HelloWorld.log
PowerShell

gc C:\greengrass\v2\\logs\\com.example.HelloWorld.log -Tail 10 -Wait

ROBICRTRSBAY E—DHFRRENET,

Hello, universe! Greetings from your first Greengrass component.

® Note
AJXY = HFEZEEhBVES, F7O4/NKKLTVS A, OT7F/NA AICEE
LTVWEEA, chiE, A7 FNAANAM 2 Z—FY MZEHREATVEY, 50V
SSNTYRDPEST—FTA47 70 RNZREBITHLOICHEYBERIBZVESICRELE
I, A7 TFNAATROIN> RZEETL T, AWS loT Greengrass Core Y 7 NI T
NOT 774N E®ERELET, DT 7 ALK, Greengrass A7 FNNA ADF 704
H—EANSOOTNEENET,

Linux or Unix
sudo tail -f /greengrass/v2/logs/greengrass.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\\logs\\greengrass.log

type AXV REF, 77A4NQOAV TV Z2mRICEERAAETT, COONY REE
BEETLT, 774ILHNOEEZEEL T LEE L,
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PowerShell

gc C:\greengrass\v2\\logs\\greengrass.log -Tail 10 -Wait

HMEICOWTEE, "hZTIINa1—FT 424 AWS loT Greengrass V2, B L T
=L,

RDATY T

T, cOFI—KUTFTIIEHETTT, AWS loT Greengrass Core ¥ 7 k7 T F & Hello World
AVR—F2D M FINAALTERITENTVWET, £/, HelloWorld I R—F > MdE AWS loT
Greengrass 727 RY—EATHHTEZRET, OFNAAILTFTO/TEET, COF1—
RUTZLTHALTVWBREY VOFMBICOWTE, UTZSRL TEE L,

» AWS IloT Greengrass 17 R—% > N DERK
s A7TFNARCTFZ7OA4FRAVAR—FNENT YUY 2
o 7/)N4 AIZ AWS loT Greengrass 1AR—ZX > NOF7'O4
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AWS loT Greengrass A7 7F/NA1 AZt&Y NTY 733

cDtEOIAVODRAVZTT L, AWS loT Greengrass Core Y 7 RJITFZA 2 ARN—=), &
E. BRTEITLET,

(® Note
C Z Tk, AWS IoT Greengrass Core V7 RV ITOEERA 2V AN—JLERREICD
WTHBELET. AWS loT Greengrass V2 Z#1H THEA T BB E . KA [getting
started tutorial] (AFIF 1 —KNUZI) ZZTLTCAT7FNA AZEY NFY 7L, AWS loT
Greengrass DHEEZHEFE T AL ZHEOLET,

HR—RNENTWVWBRTSYRNT7—LEEH

BRI HHEIC. AWS loT Greengrass Core YV 7 R JIFZ A VAN =) LUTEITTBICE, UTD
BEHEBLELTVWAZEEBERLTLSEEL,

® Tip
[AWS Partner Device Catalog] ( /N\— K~ F+—F /N4 AHXAY) T AWS loT Greengrass V2
ZETRTNA A ZRETEERT,

N =R

e YIR—KRENTVWBRTTYRTF3—A
s FNAADEH

 Lambda A% O E#4

BR—KREhTWVWBRTSYRNTH—A

AWS loT Greengrass &, XDT'ZY R T7A—LABZERTITEDTNAAZERICHR—-—KNLTVE
To COVANCEENTVERVWTSY RT3 —LBEIDFNA RAREETHAREMESBHYET
A, AWS loT Greengrass kNS DIEEENLETTY R T —LATOHTAMLET,
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Linux
T—FF0F .

* Armv7I
* Armv8 (AArch64)
+ x86_64

Windows
T—%F0F ¥

* x86_64

N—oav:

Windows 10

Windows 11

[Windows Server 2019]
Windows Server 2022

(® Note
—EBD AWS loT Greengrass ##tld. IR Windows 7*/N 1 ATRHR—KREhTVEE
ho HMICOVWTE., "TAXRL—FT 129> AT LR Greengrass EeEND B, &
¢ "Windows /N4 ADMEEICBIT R EREIE, Z2ZRL T EE L,

Linux 7’2 Y N7 #—Al&, Docker 177 T AWS loT Greengrass V2 #1792 EETEE
Fo FMICDOWVWTIE, TDocker 177 T AWS loT Greengrass Core Y 7 NI I T RRITTD, &
SHBRLTLSEETLY,

NDARL LINUX R—ADARL —FT A VT AT ALAZEBETBICE. meta-aws7O2 I T b

AWS IoT Greengrass V2T O BitBake L EZFERATEE T, COmeta-aws7O2 T U MNTR,
OpenEmbedded# & T Yocto Project EJL RT7 L —LD—U TREENIZEMIAHK Linux AT A
ICAWSI VYDV 7RIV ITHEZERTDEHICEATESDLEZRHBELE T, Yocto Project
. \—RIIT7OT7—FTU0FvICBARLBL, HIAAKTT7IT—23 2 AOHAR L Linux K—
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ADVATLZELRTDZDDICEKILD, A—T7V—AOATRL—327OPIIORNTT, O
BitBake L > E'l&. /Y14 AT AWS loT Greengrass Core ¥ 7 k7 T 7AWS loT Greengrass V2%
AVARN=), B’E, BRTBHPICEITLET,

TINA ADEH

AWS loT Greengrass Core V7 R VI T v2x ZA AN —I)LLTEFTITRICE. FNAANFRXRDE
HaBELTVBRRENf HYET,

(® Note

AWS loT Greengrass ® AWS loT Device Tester 225 &, 7/V14 AN AWS loT
Greengrass Core Y 7RI IFT2ZRETL, AWS VTR LBETED L EWRTESE

9, FHMICOWVWTIE, TAWS loT Device Tester for AWS loT Greengrass V2 ZEfH 33 1 %
SRLTLSEEL,

Linux

« AWS loT Greengrass V2 ZHR—Kg2 AWS U—T3 > #FERALET, HR—KhEhTWVS
=232 OVANI2VWTE., TAWS 2DV 7 7L A1 O TAWS loT Greengrass V2
NDIVRRAVBEDA—B1 ZZRLULTLKEEZ L,

« AWS loT Greengrass Core V7 R I I TIZHUL THRIATRELRRIEK 256 MB DF 1 AV ZEER
E, COEHICE, A7FNAALCF7AMENEDVR—FXNEEENREH A,

« AWS loT Greengrass Core V7 R I I TFICEIV) HTS5NBE&) 96 MBRAM. COEHIZEF,
AT FNAATERTENDIVR—FNEEENEEA, FHICOVTR, TIVWM AT> 3
VTAEVEYWETZHEHTRL 28RBLTKEEV,

« Java 7R A LARIEF (JRE) N—2 3> 8 LU, T/N4 AD PATH BRIFZE T Java A" F A
ARRICE>TVRIRBEN B ET, Java ZHEAL THARLODAVR—FXV N ERRTBIC
l&. Java Development Kit (JDK) &1 2 AR =T B BENHV) T, Amazon Corretto 7=
(& OpendDK ORHYR—MNN—2 a2 z2FATHEZHEBOLET, N—2 3> 8 RN
PETT,

« [GNU C Library] (GNU C 54 75 U)(glibc) N\— 3> 2.25 LR,

« AWS loT Greengrass Core V7RI I 7, I—RI1—F—ELTEITITIRHENHYET,
BlZE sudo ZFEALE T,

« root X E M AWS IoT Greengrass Core YV 7 NI TP &ZERTIBI—NI1—F—&, &
NI1I—H—BLVOPEEDOTIN—T"Tsudo ZRTITIHERNIBHDENVETT, /etc/
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sudoers 77 Ak, COI—H—IZ sudo 2D I I —TE LTETIDHERIEZS5NT
WBRZENMBETT, /etc/sudoers DI1—H—DHERIE. XROBFOISICHYET,

root ALL=(ALL:ALL) ALL

AT7FNA AR, —EOIY RRABMBRPR—RANDTIRNTY RERZRITTED L
ENfFHVET, FRICOVTR., "T7OFFLEBTI7FATIOA—NENLETFNAARNT
74V 0%FATE, 2ZRLTSEE L,

« /tmp FAL I RNVUIE exec ERTY VUV NTBIUENBHYVET,

RDIXTO )OI R:
* ps -ax -o pid,ppid

+ sudo

* sh

« kill

+ chmod

e Im

* 1n

+ echo

+ exit

 id

* uname

* grep

TINAATR, ROAT7232OIT) IR RFBEBFEEHET,

« (7> a)systemctl, <MIN > RiE, AWS loT Greengrass Core YV 7 R I T &>
ATALAY—ERAELTERETDEHICEALET,

« (7> a2)useradd, groupadd, &KXV usermodo cNSMOINX > Ri&, ggc_user &
ATALID—H—& ggc_group AT LTIV —TZRETHILEHIZEALET,

« (A7 32)mkfifo, CHOIOAT Kik, Lambda B#HEIVR—%2 NELTRAFTBLED
CEALET,

A\ | 4
%"/\'47(@‘%1# =

AVR=—FVRTORADZATLVY —AFIRERET S ICE. T/VA AT Linux H—=FJL
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* Lambda E#ZRTIBICE., TNAANEBMOEHZR/ELTVWIHEN HY) T FMIC
DWTIE, TLambda BHBOZEH) 2ZRL TSEE L,

Windows

« AWS loT Greengrass V2 ZHR—Kg2DAWS U—T 3> Z#FERALET, HR—FEhTWVLS
)—=23a> ) ARNID2VWTE., TAWS 2B 7 7L A1 @ "TAWS loT Greengrass V2
DIVRRAVRNED#—2 ) BBRLTLSEEL,

« AWS loT Greengrass Core V7 R I I T7ICHUL THRIATRELRRIK 256 MB DF 1 AV ZEER
B, COBHICEK, A7FNAALCFT7AMENEODVR—FXNEEENEH A,

« AWS loT Greengrass Core YV 7 NI I TIZEIV) Z TS5 D&/ 160 MBRAM, < DEHICIE,
AT FNAARATETENDIR—FNEEENE A, FHAICOVTR, TJIVM AT> 3
VTAEVEYWETZHEHTZ) 28RLUTLSEZV,

« Java T2 R A LRIK (JRE) N—2 32 8 BB, 7/NA4 AD PATH 2 AT LAZEEHT Java 1 F
AHEICE > TVWARENFHVET, Java ZFEAL THAZLADVR—FK N EBRTBIC
l&. Java Development Kit (JDK) &4 2 ARN—)ITBDLBENH V) EFT., Amazon Corretto &=
(& OpendDK OREIVR—KMN—232 ZFEATREZHBAOLET, N—2 32 8 LR
PBETT,

® Note

Greengrass nucleus ®/N\—> 32 250 ZFEATSICF. 64 EY NRD Java Runtime
Environment (JRE) ZERA T2 X ENH ) £9., Greengrass nucleus /N\—> 32 2.5.1
E3R2EYRBLVT4EY MDD IREZHR—KNLET,

« AWS loT Greengrass CoreV 7 RV ITFZAVARN=IINTBDI1—H—l&, EEETHDIHLEN
HV)ET,

« AWS IoT Greengrass Core YV 7 NIV I T2 AT LAY —ERAELVLTA VAN —ILTEIHLEND
WET, YVINIITEAVAMN—ITBHEE, --setup-system-service true ZIEEL
£7,

s AVAR—ZFNTOLRZRTITHEIL—Y— LocalSystem 7HU > MIFEL, 1—H—
DABABME/NAT—RIF LocalSystem PHI 2 NORBIEHBNR—S VY —A VARV AILH D &
ENfHYET, AWS IoT Greengrass Core YV 7 NDVITZA VAN —ITBFIRICHESE,
NDI1I—H—ZF{/ETEET,
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e AT7TFNA AR, —EOIVRRAVKRBEVPR—RADOTIORNNDY RERZEITTED X
ENfHYET, FHICOVTR, "TOFFELERTITATOFA—NENLETFNAARNS
74V 0%FATEL #BRLTLSEE,

Lambda BAE 0O EH

Lambda B8 ZET T DIk, FNA AN ROBHZFBIZLTVDIHRENHYET,

e LInux R—ADARL—FT 12T AT Lo

s FNAARICEFE mkfifo> TN RFBETT,

« N4 AT, Lambda BEBRICHABATOTSIVIERBTAT SV ERTIIHENHY E
T RBETATSV%, FNAAICAVARN=IL, PATHIREZHICEMTIHENHV) F
9, Greengrass &, Lambda THR—KENBDFTXTOHO/N\—> 3> O Python, Node.js, Java T
VBRA L'EYR—KNUET, Greengrass i&, FHRELZ Dz Lambda T XA LAN—23 2 ICE
Io#IRZERALEE A, Lambda T Z A1 LD AWS loT Greengrass H7R— RN OFFMHIC OV T
(. TAWS Lambda BdZhZzX£1T79% 1 ZZRL T EE L,

« VT FHtE iz Lambda BHZERITTRICE. FNA AN ROBEHZFBEZLTVRIHREN HY)
£,

« Linux kernel /N\—= 32 4.4 LA B&,

o A—FJIE cgroups vl ZHR—KLTVWBRENHV) . RO cgroups ZERICLTNIVNT
PRENBYVET,
o - VT HEE iz Lambda EBOXEVFIRZFRET S 1= D AWS loT Greengrass O X E
1) cgroup.

o« -SATALATFNARFERARYI—-LICTO2ERATZ A THEE - Lambda BB D =H D
7 /N1 Acgroup,

AWS loT Greengrass Core Y 7 R I 7k, cgroupsv2 ZHR—KLTVEREA,

COEHZBETICE, RO Linux H—RKINFX—2Z2EALTTFNAAZEBLET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0
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® Tip
Raspberry Pi T, /boot/cmdline.txt 77 1)L ZHmEL T. FNA1 ADH—FIL/N
FX—BZZBRELET,

s FNAATRD Linux A—XILBEZBWICTIXLEN HYET,
- FHIZEME:
* CONFIG_IPC_NS
* CONFIG_UTS_NS
* CONFIG_USER_NS
* CONFIG_PID_NS
» Cgroups:
* CONFIG_CGROUP_DEVICE
* CONFIG_CGROUPS
* CONFIG_MEMCG
+ Others:
 CONFIG_POSIX_MQUEUE
* CONFIG_OVERLAY_FS
 CONFIG_HAVE_ARCH_SECCOMP_FILTER
* CONFIG_SECCOMP_FILTER
* CONFIG_KEYS
* CONFIG_SECCOMP
* CONFIG_SHMEM

® Tip
Linux A—RILNTFX—RZRIL TRRET B HEIC OV TR, Linux F1ANJE1—
2AVORFIXNZBRELTLSEEV, £, AWS loT Device Tester ZfEA L
T. FNAANFChSOERHZFH LLTVWSD &% AWS loT Greengrass ICTEERE &2
CcEETEET, FHMICOWVWTIE, TAWS loT Device Tester for AWS loT Greengrass
V2 2T ZBZRLTSEEL,
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Windows 7°/N1 ADHEEICEE T 5 EREEIE

—EBD AWS loT Greengrass #gEld, IE Windows T/N1 ATRERHR—REhTLEE

Ao Windows /N1 AN BEHZFLEL TVBIHLESH ZHEETHICIE, BEENDEVEREREL TLKE
TV, I OVWTEE, "ARL—FT 12T AT LR Greengrass D Bttt 25BLUTLKE
=L,

AWS 7HONOEYRNTYS
AWS 7HIOU N HNBVWEERK. ATOATYTEZEZTLTERLET,

AWS PHIVKNICHATYTTBICE

1. https://portal.aws.amazon.com/billing/signup ZF& £ 9,
2. FAUTSAVOFIBEICHWVWET,

BAOTY7TFIEO-RELT, BEFOCHLZZTEY), EFOF—/VY REFEAL THRIL
O—REZADTRDELIICROSNFET,

AWS THIURNCHATYTETDE, AWSTAHIRNDII—KRI—HF—HEREhET,
IL—=RI1—H—=ICE&, FHIRDODIXNTOAWS OH—EREVY—AANDT IV ERELNSH
WET, EF1IUTAORARNTSI9TF4RELT, EBI—H—I_EETIVEAEZ) Y
TN =T O EANBEBEAVERTIBHEEICOHK, I—NI1—HF—Z2FALT
<EEV,

EBREI-Y—ZEHITZICR. ATOVWThHIOFT a2z BRLET,

EEE =) ik AT OREE A8

=EE

I3H

pr A

DR

LET

IAM SHORRIAIERZFER AWS IAM Identity Center AWS Command Line Interface
Identity LTAWS IC7O+tAR I1—Y¥—HA4A RO "HwrAs I1—%—HA4 R0 "TAWS IAM

LET, Ei OFIBICRVET, Identity Center ZEFH 9 %
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EEE
EEE
25
EE A1
DER
LET

Center

A
(HER)

IAM A

(FEHERE)

B

chiEtEfa1)7rq
DRANTZOT 4
AE—BLTLVERT,
RANTZOFT14AD
FEMICOVWTIEE, 1AM
I—4H¥—HARD T
IAM TOtEF211)
TADRANT D
TAA1 ZBRLTL
ZEV,

REAFERLIE SRR Z A L
TAWS 7 VEART
%o

IAM 1—%—H4 RO T&

O IAMEEEQI—

H—BLTTI—T DHEK

1 OFECHVET,

T 0®RES TR

=& M AWS CLI DERTE ) IZ
#->T. 7OTUFLICLDT
VEAZRELFRY,

IAM 1—H—H 4 RK) TIAM
1—H—OF I tRAF—0F
B, LT, 7OJ54K
LBTIERERELET,

AWS loT Greengrass Core YV 7 NI T7Z A2 AN —ILUET,

AWS loT Greengrass & AWS ZIT Y O F/NA AICILRLET, ChIZKY IV D FNA ARERT
BTF—RICRLTTIaVERITLEANS, EE, 5. MAKOHZANL—TDLHIC AWS
95K BEATEET, AWS IoT Greengrass Core Y 7 RNIITFEIYVISTFNAARICAVARN—
JLLU T, AWS loT Greengrass &€ AWS 75U R Z#EAL £,

/A Important

AWS loT Greengrass Core V7 R JITF7ZRZ V2 O—RUTAVARN=ILTBHEIC, HFELV
OAT FTINA AN AWS loT Greengrass Core Y 7RV I T v20%Z A AN —)LUTEFTT
P1LONEHER/ELTVD & ZBIEL TSEEL,

AWS IoT Greengrass Core YV 7 NI IT7Z A2V AR —=)ILET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

AWS loT Greengrass FROYN=HA R, N—=23>2

AWS loT Greengrass Core Y 7 NI I TFIC. 7/N1 A% Greengrass A7 F/N4A AL L TRET
BAVARN—FHNEENRTVET, 1 VAN —TFZRITITBRE. L—RT7FI)LEZXEHATS AWS
)—=23> BEOATAVERETEET, LEBZAWS 0T BRT IAM VY —RERKZEA A
R—ZICEREEBCEELBIRTEXT, T, O—HIERY-ILZ2F7O0/40LT, AAZXALAODY
R—ZXVNHEARICERATEITFNAAZRETD_EETEET,

AWS loT Greengrass Core V7 R I I Tk, AWS V5T R ADEHB LVBRIERTASEHIC
. LT AWS IoT R IAM Y —AZREBELET,

s AWSIoTDE/ FINAAZ AWSloT E/ELTERTDEE, TOTFNAARFTIZILGERE
ZEALTAWS TRIAITEE T, cOIRERE. 7/V1 AN AWS loT & AWS IoT Greengrass
EBETEDRSICLET, FHFMHICOWVWTIE, TAWS loT Greengrass O 7 /1A AFRREEFR A, &
SRLTLSEEL,

c (A72AaV)AWS loT E/IIN—T T/ TIN—T%FERAL T Greengrass ATV F/N1 AD 7 1) —
RNZBELET, VINIJITAVR—ZIURNETFNAAICTF7AO/4TBEE, B2OFNAAF
EFRFNAAODITIN—=TOEESICTFTOMTEION EZRBIRTDENTEXRT, TNAAETE/
TJIN—=TICEMTHE, TEOE/IIN—TOVTI7RNIITAVR—FXVNEFNAAICTF7OA4T
EET, FMICOVTRK., "F/NAAIC AWS loT Greengrass AVR—Z > NOF 7041 25
BLTLSEZL,

« IAM O—)JL, Greengrass 17 7/\4 Al&, AWS loT Core SREIEHR7ONA Z 2 EHL T AWS
H—EZAANOHTHU ZZRATHEIC, IAIMO—ILEZFEALET, coO—JLIC&Y, FNLA
& &X V) ELY) LAWS loT. Amazon CloudWatch Logs —[14 #3i%{S L. Amazon Simple Storage
Service (Amazon S3) A S HAR LAV R—R I NTFT—T A7 7O RNEXIVVO—RTEDRSIC
BYET, FEICOVTR., "OT7FNA AN AWS b —EAZBRIETEDLSICHIAETH, 25
BLTLSEZL,

« AWS loT A—J)LIT A JF A, Greengrass A7 F/\N1A1 Alk. AT IAMO—/)LOERICO—)
TAVTPAZERALET, O—IILIAVTAZFERATHE, IAMO—I)LZZELTETFT/N1 A%
EWFRIUREZROCENTEET, FMICOVTIE, TAWSIoT Core ROV /N—FHA R, @
TAWS H—EAANQEHEFHUOHL 2526751 2SR LTIEETL,

ROVWTIhAOFTS a2 zBIRLT, 781 AIC AWS loT Greengrass Core YV 7 NI T %A
ARM—=ILZET,

« DAV IOA42ARN=I

Greengrass A7 FINA AZTEREFPBVATY T TEY NTYTTBICE. cOFT>ay
ZERLET, BDEBZAWSIOTBE LT IAM DY —RARGA VAN —FIMERLET, cOFAT> 3

AWS IoT Greengrass Core YV 7 NI IT7Z A2V AR —=)ILET, 181
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VTR AWST7HIUN TODY—REZERTREHIC. 1AM —FIC AWS FFELEHR ZziRMH T
PRENBHNET,

COATZAVEEALT, 77A4ATIA—LFERRY ND—07OF0ESAICAV A
R=ILFTBERRTEFEEA FNAARNTT7ATOA—=)ILNELERRY ND—=070OF>0@ES
ACH3BEEEF. FHA VAR IIEZRFLTSEEZL,

FEMCOVTE, "TERVY—ART7AOED a2 J#eEZEA /= AWS loT Greengrass Core V 7
ROVIT7ZA2AR—)1 Z8RBLTKEEV,

- FEIAMAN=I

NBEEEDAWS VY —REFETERTIEES. FLET77A4T70F—)LELKRERY RD—
270F 0[S A AN EZTSHEER. COFTIIVEBRLET, FBHTIY
ARN=ILTBDET, 1 VAN—FICAWS THIUKN TOY—RZ2EKTRERZEADHE
BB ET, BEEBED AWSIloT & IAM VY —RARGI—HY—HDERTBLHTT. k.
R—BN 443 T, FERRYRMND)—V7OF O BHTERIDRISICTFNARERETSDCEET
EEXY, . N\—RIIF7EF1VFTAEDI—=I)L (HSM), RFATY RTSYRNTF—ALTE
Z1—=)L (TPM), LR ZTOMHOBSHLERICTFAR—MF—BLVHRELZRFLTERT
5&5IZ, AWS loT Greengrass Core YV 7 NI I T AR ETDEETEFET,

HMICOVTE, "TEHVY—ART7OEZa_2SJ T AWS loT Greengrass Core Y 7 KNU I 7 %&
AVAR=ILTB, ZBRBLTLEEV,

« AWSloT ZU—h7OED3aZ>JZERALEA AN

AWS loT 7V =7 O3 Z2 07T 7L—hP SBEBZAWS VY —RAZERTDICE,.
DAT2AVEBRLET, COFAT>aviE, ZU—MATELULETNA A ZERTZEE
¥, ERPAN—RNR—LATFNAABE, BEIBTTIT AT HIBTNARAZRETRHEIC
BRUET, FNA AR VL —LAAEEZFEALTAWS VY —ADRiAE 7O I 2T %17
WET. chillF, FNAAFBEOARL—32VAICAWS V7R ICERTS-OICEA
T2 X509 VAT NEAEBREN HYET, VL —LAAEE. REFICT/NSAAD/\—R
DITICEORAKTLERTZYVSA1TERT., FEALIL—LAASEXF—ZHAL T, BHO
TNAARZ7OEDAZ2VJTEERT, &loo R—HM 443 T, KEBERY NDU—070OFH
TERIDEIICTNARAZRETZDCEELETEERT,

FHMICOVTIEE, TAWSIoT 7U—Kh7’OE2 3 Z >4 T AWS loT Greengrass Core VY 7 KD T
TERAVARN=ILTE, 25RLTIEEL,

« AARL7TOEDIZVJZFEALEAVARN=)

AWS IoT Greengrass Core YV 7 NI IT7Z A2V AR —=)ILET, 182
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DB AWS VDY —REZ7OED I -0 HAZ AL Java T 7V r—>3a > z2ERT B ICIE,
COAT2aVEBIRULET, MED X509 V747 NEHEZERTDHE. k70
TAZVIT7O0CAORY AL VHBEAMRELZERE., COFTIVERBIRTEEXRT, AWS loT
Greengrass l&. AAZXLZOEDIZ2TJTF7 7 r—=,3> & AWS loT Greengrass Core ¥V 7 bk
TJITAVARN—FZEDEDBERRIBDIEDICRETEDIA X —T I AZRHBLET,

HMICOVTEE, "THRRAVY—AR7OEBZa_2J%#HAL T AWS loT Greengrass Core V
ThDIT72AVAR=IITB, ZBRBLTLEEV,

AWS loT Greengrass l&. AWS loT Greengrass Core YV 7 NI IT7%#R{TI2 I THLE LR
BERMBUET, Docker 17 F T AWS loT Greengrass Z#E1T79 % IZlk. Dockerfile ZEH L £
CB

Nev o
s BRVY—A7OED a2 JMeex A 7= AWS loT Greengrass Core Y 7RI ITF%RA A
N=JL
FHDY—A7OEZa_>2% T AWS loT Greengrass Core Y 7 RNV IFTHRAVARN—=ITD

AWS loT 7)) —Kk70OE>2 3 Z>2 4T AWS loT Greengrass Core Y 7 RNDIT7 %A ARN—=) T
2

HDAZLVY—A7OEDa_Z_> T %#EHL T AWS loT Greengrass Core V7 RN JIF & A A
=T

12V AN—F5|%

BEDY—A70O0EE>a_>J#eezfEA = AWS loT Greengrass Core V
DI TERA2AN=I

AWS loT Greengrass Core Y 7 NI T TFIC&. 7/N1 A% Greengrass A7 F/N4 AL L TRET
BAVARN=—FHEENRTVET, FNAAZTERLKEYRNTYTITREDHIC, 1 VAN—FF
AWS [oT /. AWS loT /7 )L—7", IAM O—=J)L, A7 7/N1 AOEBEICAER AWS loT O—
LNIAUTARZ27O0ES3aZ20TEERT, 1 AN—Z&, O—ALBERY—-ILZ2AT7F/NA1A
ICTF7O/4T2EETEDLED, FINARAZFERALTHARARALAY 7 NIITIAVR— NEBER
ETARNTEERT, IVARN—FR&, CchsOUY—RZ270E23a -2 JLTF7O014 Z2ERTIC
&, AWS FRELBE RN SBETT,
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TINAAIZ AWS REEEHRERBETE A VFE, D7 TFNA AOBEICHKELZ AWS VY —R%&7'0
E2a”Z I0TERT, ARY-ILNZIAT7FNARAICTF7O4LT, ERTFNAAELTEATSC
EETEET, ChIZKY, 1AM —TORITHIETNAALLERADZHAZRS T ENTER
T FHAICO VTR, "FHUY—RAT7OETI -4 T AWS loT Greengrass Core YV 7 KNI I 7
EAVAR=INTD) ZSZRLTLEE,

/A Important

AWS loT Greengrass Core YV 7 NI F7Z AV O—R$BHEIC, AT T/N1 AN AWS loT
Greengrass Core Y 7RI T V20 ZA VAN —)ILTETIZLEHOELZR/-LTVS
CEEBIELTLEE L,

NeEY D

s FTNAAREKEZEYRNTYTTD

« TINAAIC AWS FRFEHRDEH

« AWS loT Greengrass Core V7 NI FZA D O0—RTD

« AWS loT Greengrass Core Y 7 R I T AZAR—=ILET,

TINAAREZEY NTYT TS

COEIIAVOATY T2 T, AWS loT Greengrass A7 T/NA A& LU THERATS Linux £
l& Windows /N1 AZEY NTY7FLET,

Linux /N1 A2ty NTY73%
AWS loT Greengrass V2 @ Linux /N4 A& &Y NTY 793 IC1E

1. AWS IoT Greengrass Core YV 7 NI T ZRTIDLOICHER Java T XM LZA 2V AM—
JUE T, Amazon Corretto £7z1¢ OpendDK ORIV R—KNN—2 32 ZFERTR &2 HE
HBLET, N—232 SLURBHIYETT, KON RIF., /N1 AIC OpendDK &4 A N—
NTB2HFEERLTVET,

« Debian KR—AFE L Ubuntu R—ADTF1 ARNIVE1I—>3a>nBxE:

sudo apt install default-jdk

« RedHat R—ADF 1 ANIUE1I—>3 2 DFEE:
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sudo yum install java-11l-openjdk-devel

« #¥ Amazon Linux 2:

sudo amazon-linux-extras install java-openjdkll

« ## Amazon Linux 2023:

sudo dnf install java-1l-amazon-corretto -y

AVARMN=IHFETLES, ROOX REFEITL T Java & Linux FINNA ATETEhTLVD
CEEBRLET,

java -version

COOAXR > RIEE, FNAALETEITFEhTVWD JavaO/N—2a> a2 AOLET, Hlx
&, Debian R—ANDTAARNIE1I—->23> Tk, BHRXOHTILOELSICEYET,

openjdk version "11.0.9.1" 2020-11-04
Open]DK Runtime Environment (build 11.0.9.1+1-post-Debian-1deblQu2)
Open]DK 64-Bit Server VM (build 11.0.9.1+1-post-Debian-1debl@u2, mixed mode)

2. (A7) FNAARACAVR—ZR N ERITIZDTIANNOI AT LI —BEROTI)L—
7 ZERLET, AWS loT Greengrass Core Y 7 N JIF7 A2 ARN—F&, --component-
default-user 1 VARN—FE|HTIOI—H—ETI—TZEREEDEVSEREH Y E
T, FHICOVWTE., "T42AN—F5%, 22RLTLEE,

sudo useradd --system --create-home ggc_user
sudo groupadd --system ggc_group

3. AWS loT Greengrass Core Y 7 h I T (BEW root) ZE17921—H—4H". sudo ZEED
I1—HY—EFEBEOIIN—TICRTIHHF IS BB EZmRBLTLSEEL,

a. /etc/sudoers 774 )N ERH<ICIF, XOOAIX> REEFTLET,

sudo visudo

b. A—H¥—DERFROBIOISICHE>TWVWEREZRALET,
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root ALL=(ALL:ALL) ALL

(A7 >32) A THbEhiz Lambda B8BEETTSICIE, cgroups vl ZBERICZL, XEV
ETINAAD cgroups ZEMCLTXY VU NTBIUENF HYET, DT FH{LE iz Lambda
BEBERTIDTFEN EVEE, COFIEEZERTEET,

NSO cgroups A7 A EBMICTBICE. XD Linux h—RINFXA—RZFEALTF
NAAZEBBLET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0

TFNAADA—FINFA—RZ2HBELVPRETDLEOOBWRICOVTRR, ARL—F 127
JATALABLVT—RO—X—ORFIXVRNESRLTSETV, BRIZH>T, H—FIN
FX—B 2 KENICRELET,

TNAADEK CHRDIEHVARTRENTVARRSIC, TOMOXKEELZZIKFERZITAN
TTFNAARACAZVARN=ILLET,

Windows /N4 A& tEY NT7Y T T3

® Note

C DHEEIEL. Greengrass nucleus A R—F 2 b M v2.5.0 ABICFIATEE T,

AWS loT Greengrass V2 @ Windows 7/\1 A%Z&Y N7 Y 7331

1.

AWS loT Greengrass Core V7 RV I T ZR{TITRLHICMBER Java TV XA LZA VA RN—
JLLUE T, Amazon Corretto £/ l& OpenDK ORIV R—NN—2 a3 2RI 2 HE
HBLET, N—232 BLURBRHIVETT,

PATH 2 AT AL T Java N ERATEENERL., TS5 THEVWEHAEFEMUET, LocalSystem
T H7> Mk AWS loT Greengrass Core YV 7 N U IFZ2RTIS S, 1—H—0 PATH 1—
H—ZH TR, PATH AT LAZRHIC Java Z BT DHENHVET. U TOBREZET
LET,

a. Windows ¥F—Z#H UL TAX—RMXZ1—%2@HEFT,

b. environment variables ZANL T, AZF—KMXZI1—NDSTATFTLFT 3 zRE
LET,
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c. AZX—RMXZ1—NBRERFLERN S [Edit the system environment variables] (> AT AREZR
WaEHmE) £ 1) Y 2L T, [System properties] (ZATATONTA) T4V RIOZREE
¥,

d. [Environment variables...] GRIEZ$...) Z:&IRL T. [Environment Variables] (RE A ZX)
T4 RIVEREXRT,

e. [System variables] (3 A7 AZE) T, [Path] (/VA) . [Edit] (#&5E) DIEIZEIRL F9, [Edit
environment variable] (f—iﬁgiﬂwlﬁi‘u*) T4 ROTR., BROTICE/NAZRRTESR
CB

f. JavaA2VAR=)IL®Obin 7AINEANONANBFEELTVWRIH ZHEBLET. CO/NAR.
ROBIDESICRRENET,

C:\\Program Files\\Amazon Corretto\\jdk1l1l.0.13_8\\bin
g. [Path] (/NAR) TJava A AKR=I®D bin 7#)LEAN TRONSHVBEE. [New] (FR)
ZBIRLTINZEBML LT, [OK] ZBIRLET,
BEHEEL T Windows INX > RZ7’O2 7k cmd.exe ZBAZE X T,

Windows /Y4 A® LocalSystem 7HJ Y MCF7 2 NI—HF—ZERLE T, #raa4%R
2BNAT—RICEEBAET,

net user /add ggc_user password

® Tip
Windows DR ICK 2 Tk, I—HF—D/NAD— ROHRI I, HERKOBFFICERE
ENTVBRBENHYET, Greengrass 77U —> 3> OEMEZ MBS ED LI
&, NAD—ROBXMERZEHL., TOHBRFUINBDEICEFHFLET, 1—F—0/\
AD—RICIE, HIRYhZRBCEBEVRSBEREETEETT,

c I—H—ENRAT— ROBMBRERB T, KOITY RERTLET,

net user ggc_user | findstr /C:expires

« A=Y —ONAD—RABERINICESBVWLSICRETAICE, ROON RZEX
TLEY,

wmic UserAccount where "Name='ggc_user'" set PasswordExpires=False
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e« wnic Y RA'BELEE iz Windows 10 AEZFERAL TWBEEIE. XD
PowerShell Y > R&EE{TLET,

Get-CimInstance -Query "SELECT * from Win32_UserAccount WHERE name =
'ggc_user'" | Set-CimInstance -Property @{PasswordExpires="False"}

5. FI)V4 AIZ Microsoft * 5PsExec1—7T 4 T4 & A JDO—RLTA VAN =ILET,

6. PsExec 1—T1UTFT4Z2FEALT, F7AILNI—HY—0I1—H—-RENAD—KR%Z
LocalSystem 7H VY RORIEBHRI RV —A VARV AILRTFLUET, #a##nsZ LLAEIICER
ELEI—Y—ONAD—RICEEBAET,

psexec -s cmd /c cmdkey /generic:ggc_user /user:ggc_user /pass:password

PsExec License Agreement A"BIWV =5, Accept ZiBIRL, S/ AICAELTION REE
TLET,

(@ Note

Windows /N1 AT, LocalSystem 777> N# Greengrass nucleus Z£179 % 7=
., PsExec I—T 1 UT4&FEALTF 74 MOI1——1E#HK%Z LocalSystem 7
NOVRNIHRINTDUENFHYET, RABEBNZ—vy—T7 7V Tr5—>3 > zFEH
ITBE, COBRE THORTRREL, BEOJ AL TVWSD 11— —0 Windows
LocalSystem AU MCREENET,

T/\ 14 Al AWS wu\nﬁlﬁﬁwﬁﬁi

TINA AL AWS FRAEEHRERHEL T, 1 VAN —FHFBEBZAWS VY —RZ7O0EZ3Z2JT
EDLSICLET, LEBFAOFRACOVWTR, 1A —FHFVY—RZ70O0EI3I->TT
2EODHENERD IAMAR) S —, ZZRLTSEE L,

T/\’rZL- AWS wnIEfEﬁE&1 g3ICiE

« TFNAAL AWS FBELHERZRHL T, 1 ARN=FAIAT7T/NAAD AWS IoT & IAM UV —
AZ7OED3aZVITERLSICLET, EF1UT1 28T BRICE, 7OEZa 22T
VEBZNROFANDAZEZSD IAM OO —FHNBFABTHREME TSI LZ2HHOLE
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To BACOVTR, TAYAR—FAYY—RETOEIIZ2ITHLHORMED IAM

RIZ—1 Z2ZRLTLSEEL,

® Note
AVAN—SHRABBRERELEYRETD LR EE A,

TINARIZ, ROVThHAZRTL T, FRIAEHRZESL T AWS loT Greengrass Core YV 7 b

DITDAVAN—FZRFATERDLSICLTLEETL,
«  (HER)HASO—BRIIEHREMER TS AWS IAM Identity Center

a. |AM Identity Center 5TV tAF*x—ID, >—JLYRKNTIEAF—, &V LY

SAVRN—YUEEBELET, SHMIC DOV TIE. IAM Identity Center 1—H—H 4

RO "R BFREAEHROEEEEH ) O "FHARHROFHEH, 2S5RLTLEE

o

b. RO R%EE{TLT. AWS loT Greengrass Core ¥ 7 NJ I P IZRAEHR = 1214

LET,

Linux or Unix

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export AWS_SESSION_TOKEN=AQoDYXdzEJrl1K...o50ytwEXAMPLE=

Windows Command Prompt (CMD)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEJriK. . .o50ytwEXAMPLE=

PowerShell

$env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
$env:AWS_SESSION_TOKEN="AQoDYXdzEJriK. ..o50ytwEXAMPLE="

- IAMO-LO—BHZEEF1UT (AR HREEALET.

BB7O0ED3 VI8 >TAVARN—ILTS

189
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a.

wEITD IAMO—-ILALS, TOEAF—ID, >—OJLY KT IOLAF—, Y 3>
R—U2RELET, ChSDORABHRZMEIZFEDFMAICOVWTE, TIAM
A—Y—HA R, O "—FKHNEEFIVTAFABEHROIVITA L ZZRLTLSES
W

RDOIAN > REEITL T, AWS loT Greengrass Core ¥V 7 N I 7 IZFRAHEHR = 1214
LET,

Linux or Unix

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export AWS_SESSION_TOKEN=AQoDYXdzEJrl1K...o50ytwEXAMPLE=

Windows Command Prompt (CMD)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEJriK. . .o50ytwEXAMPLE=

PowerShell

$env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
$env:AWS_SESSION_TOKEN="AQoDYXdzEJriK...o50ytwEXAMPLE="

« JAMI—Y¥—A5ORMNEEAFERZERATS:

IAM 1—H—OTF7 9 EAF—IDEI—ILYRNTIEAF—Z2RHBLET, B THIR
¥570 |:“~>“a:/7‘ﬁﬁa> IAM 1—HY—%ZERTEET, 1—HF—ICFETD IAM R
)—IC2\WTE, "1 ZBBLTIKETVWA VAN —FH VY —RA&E7OED 3 Z

/7véf-w®m/J\BE® IAM AR —, RERIIEHRENEB T D HEOFMCOVT

F. "IAM1—H—HA R, O "NIAMIA—HF—OT7 I tAF—EE, 25RBLTE
=V,

ROIAN > RZERITL T, AWS loT Greengrass Core ¥ 7 N I T IZFRAHEHR = B4
LET,
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Linux or Unix

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Windows Command Prompt (CMD)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

PowerShell

$env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

c. (FA7Z3)Greengrass TINA AZ270O0ED3I =T 9% IAM 1—H—Z4ERL 12
BEk., TO1—HY—ZHIRLET,

d (F72aV)BEOIAMI—HY—0OT7I9EAF—IDEI—DILYRNTIOEAF—%
EALLSEER. TOI—HY—0F—ZEHL TEMCEDRSICLET, FHMICD
WTk, "TI—HY—HA4R, O "7OLAF—0EH, 22RL T EETL, AWS
Identity and Access Management

AWS loT Greengrass Core Y 7 NI I 7 %Z&A 72 O0—R¥3

AWS loT Greengrass Core V7 R I I T OHFEFHMN—T IV ZROBHRASH I O—RTEXRT,

* https://d2s8p88vquiw66.cloudfront.net/releases/greengrass-nucleus-latest.zip

(® Note

AWS loT Greengrass Core V7 RV I T ORED/N—2 3@, ROGAASX U O—R
TEXRY, #aapped I O0—RIBIN—DIVIIBEBRRET,

https://d2s8p88vquow66.cloudfront.net/releases/greengrass-version.zip
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AWS loT Greengrass FROYN=HA R, N—=23>2

AWS loT Greengrass Core V7 R JI 72XV O0—RIBICE

1. A7 FNNAALT, AWS loT Greengrass Core ¥ 7 NJ I 7 % greengrass-nucleus-
latest.zip EWSRBOT77AINICAVDO—RLET,

Linux or Unix

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

PowerShell

iwr -Uri https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip -OutFile greengrass-nucleus-latest.zip

COVYT7RNIITFERADIO—RTBE, Greengrass Core Y I RNIIT DT A2 AZHICE
BELEEDERBENET,

2. (F7>3a)Greengrassnucleus YV 7 NV ITEREZHERTBHICE

(® Note
— DHEEEIX, Greengrass nucleus /N\—2 32 295 IR THEATEE T,

a. BUToOIOYREMMAL T, Greengrassnucleus 7P—T 1 77O NDERZEHBLET,

Linux or Unix

jarsigner -verify -certs -verbose greengrass-nucleus-latest.zip
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Windows Command Prompt (CMD)

AVARN=ILTBIDKON=IIVIZEL2T, 77MINBHIRBIEENFHYVET. 1
YARN=ILULEIDKDON—23 20 jdk17.0.6_10 ZEEMATSEZ L,

"C:\\Program Files\\Amazon Corretto\\jdkl17.0.6_10\\bin\\jarsigner.exe" -
verify -certs -verbose greengrass-nucleus-latest.zip

PowerShell

AVAMN=ILTBDIDKDO/N—=23AILE2T, 77A4INEBHNEBIBENHVET, 1
JAR=LUEIDKDN—=23 202 jdk17.0.6_10 BEZEBRA TSV,

'C:\\Program Files\\Amazon Corretto\\jdk17.0.6_10\\bin\\jarsigner.exe' -
verify -certs -verbose greengrass-nucleus-latest.zip

b. jarsigner FiEBIT R &, RABREZRTHONFBSIET,

i. Greengrass nucleus @ zip 77 A J)LICBEEnD &, HOLZUTORS BN RRE
nE7:

jar verified.

i. Greengrassnucleus @ zip 77 A J)LICEBBEhBVE, HAOLZUTORS BXHF KRR
ThET:

jar is unsigned.

c. Jarsigner -certs & -verify &-verbose A7 a> & —#ICERHELLBE, HAIKCE
EZEMAEOFHMEBEREEENETT,

3. AWS loT Greengrass Core Y 7 RN I ITEZFNAARALOT7 A )NRICHERLET., Z2FEHATS
7 #)LHA GreengrassInstallerlZBEBRAE T,

Linux or Unix

unzip greengrass-nucleus-latest.zip -d GreengrassInstaller && rm greengrass-
nucleus-latest.zip
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Windows Command Prompt (CMD)

mkdir GreengrassInstaller && tar -xf greengrass-nucleus-latest.zip -
C GreengrassInstaller && del greengrass-nucleus-latest.zip

PowerShell

Expand-Archive -Path greengrass-nucleus-latest.zip -DestinationPath .\
\GreengrassInstaller

rm greengrass-nucleus-latest.zip

4. (A723a2)ROIOAX> REREITL T, AWS loT Greengrass Core Y7 NI T7ON—=23 >
ZHERLET,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

/A Important

v2.4.0 BABID/N—= 3 > M Greengrass nucleus 24 2 AR—)L$%5H4E. AWS loT
Greengrass Core YV 7 RV ITFTZA VAN —LNRBIZCOT7 A )AZHIBRLBEVWTSEE

Wo AWS loT Greengrass Core V7 RV I Tk, COT7AINEZOT77AI)Z2EAL TETL
-

VIRDITOBRHFN—23 AT O—REXRT, v240BREZA VAN —ILTEES
l&. AWS loT Greengrass Core V7 NI IT7Z AV ARN=)ILERBIZCOT A ILAZHIBRT
BDENTEFRT,

AWS IoT Greengrass Core YV 7NV I T7&2A 2 AN—=)ILERT,
RO EZRIBETBEIREBALEA VAN —FZRITLET,

« A7 TFNAAOBEICHKER AWS VY —RAZEHRLET.

s A7FNAARATY 7RI IF7IAVR—R N ERITIDHIC ggc_user VAT ALAI—H—%fE
AT2LS5IEELET, Linux FNA AT, COIONY RE ggec_group ZATLIIN—T%
BATHESIEEL, ESLAVAN—SLEITYRFAI—F— S L—TH, I—H—
RKO>THEREIET,
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« AWS loT Greengrass Core V7 KNI IT7%, 7—RNRIZETENBD I ATAY—EAELTERE
L& T, Linux /N4 ATk, Zhik Systemd init > AT LN BETT,

/A Important

Windows 7 7/N14 ATk, AWS loT Greengrass Core Y 7 NIV I FZ2 AT LY —E
AELTRHRETRIHENHYET

O—ALBERY —IILTHRTFNAAZEY N7Y 7 TSI, --deploy-dev-tools true 5%
ZEELET, 1AM —IETE. O—HALBERY-ILOFTOSNICERKRK1 9HIHDBDEND
VXTI,

EETEDS|HOFMIOVTR, "1 AN—F5|#, 2ZRBLTSEZL,

(® Note

XEUNFIRENTVWSFT/NA AT AWS loT Greengrass Z£1T9 % 54E. AWS loT
Greengrass Core Y 7 NI I TN ERATRIXEVERFHTEET T, XTVEVY YT
I3, nucleus AVR—F > KM jvmOptions BEENTFA—XTIVM E—TDOH A X
AT7VAVERETEER T, FMIEODVTR., "WMATTIVTXEVEY ST zHHT
B, EBELTLEE,

AWS loT Greengrass Core YV 7 NI I T & A2 AR—=ILTBICIE

1. AWS IoT Greengrass A7 A AR —TZ2RTLET, OV ROGIBEZROLSICEEHR
9,

a. /greengrass/v2 &lzl& C:\greengrass\v2: AWS loT Greengrass Core YV 7 RNJ I 7T
DAVAN=IIZERATREIIL—RTAILAND/INA,

b. GreengrassInstaller, AWS loT Greengrass Core YV 7 RNJIT DAV AN—F %R
L7 ILEADINA,

c. ####Ht, VYV —ARERRELEBFERTD AWS V-2 32,
d. MyGreengrassCore<> Greengrass 17 7 /N1 A®M AWS loT E/ OEBHl, E/HNBEELE
WEE, 1A —FIEKITERENET, 1 VAN—F&, SIAEZXVO—RLT

AWS IoT E/E U TERIELE T, FHMIC DWW T, TAWS loT Greengrass ® 7 /V 4 A58
REEFAL ZZRLUTSEZL,
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@® Note
E/OEZFCOOY (1) BEEECIENTEEE A

e. MyGreengrassCoreGroup. Greengrass A7 7 /N4 AD AWS loT £/ T IIL—7 D& HI,
T/ IN=—THFEFEELBEWVEE, /A AN—FRZTOIIL—TZ2ERLTE/ ZBMLFX
T, E/IN—THFBEELITIOTA7BF7O4 0 HB%E. A7 TNAARTF7O4T
BEEhLEVYI7RNIIT72R O O0—RLUTEFTLETD,

® Note
T/7ML—7RICOOY () RBEZEHDI LR TERE A

f.  GreengrassV2IoTThingPolicy#Greengrass 17 7°/\4 AN AWS loT & & U AWS loT
Greengrass LBETED&LDICTD AWS loT RUZ—DOFHI. AWS loT RS —HEFTE
LBEWVWEBE, /I VAN—SHFFTEE5ZXD AWSIoTARUS—ZZOZRTERLET,
A—AT—RICEDLET, CORV—OT IV AT ZFHBRITDENTEET,, FMIC
D2WTIE, TAWS loT Greengrass V2 A7 7 /N4 AT ORIKED AWS loT RS —, %
SRLTLSEEL,

g. GreengrassV2TokenExchangeRole, Greengrass 17 75 /N4 AN —BF#YIC AWS FRAEE
REZPMBTEDLSICTHIAMO—ILOER. O—IFFELBEVEE, 1 2ARN=FH
O—J)LZ4ER L. GreengrassV2TokenExchangeRoleAccess tb‘o%ﬁﬁd)fu —%
ERLTTRYFLET, FHICO2VTR, "OT7TFNA AN AWS U—ERZRIETES
LOICHEIAETD 1 ZSRLTSEEL,

h. GreengrassCoreTokenExchangeRoleAlias. Greengrass A7 7/\A AN & T—BH
BRI HRZEBTEALSICIBIAMO—ILOIA VT AR, A—ILIA VT AN FEL
BWEE, 1 VAMN=ZAO—-ILIA VT AZEKL, EELELIAMO—-)LZELET,
FHEICOWTEE, "OT7FNA AN AWS b —ERAZBRIETEDLSICHIAT S, Z5RL
TL<EEL,

Linux or Unix

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--aws-region region \
--thing-name MyGreengrassCore \
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--thing-group-name MyGreengrassCoreGroup \
--thing-policy-name GreengrassV2IoTThingPolicy \
--tes-role-name GreengrassV2TokenExchangeRole \
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias \
--component-default-user ggc_user:ggc_group \

--provision true \

--setup-system-service true

Windows Command Prompt (CMD)

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" A
-jar ./GreengrassInstaller/lib/Greengrass.jar
--aws-region region "

--thing-name MyGreengrassCore *

--thing-group-name MyGreengrassCoreGroup "
--thing-policy-name GreengrassV2IoTThingPolicy *
--tes-role-name GreengrassV2TokenExchangeRole *
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias *
--component-default-user ggc_user *

--provision true #

--setup-system-service true

PowerShell

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE"
-jar ./GreengrassInstaller/lib/Greengrass.jar °
--aws-region region °
--thing-name MyGreengrassCore °
--thing-group-name MyGreengrassCoreGroup
--thing-policy-name GreengrassV2IoTThingPolicy °
--tes-role-name GreengrassV2TokenExchangeRole °
--tes-role-alias-name GreengrassCoreTokenExchangeRoleAlias °
--component-default-user ggc_user °
--provision true °
--setup-system-service true

/A Important

Windows 17 7/V4/4 ATk, --setup-system-service true Z¥EEL T. AWS
loT Greengrass Core Y 7 NI ITZATLAY—EAELTRETDIHLEN HYVET
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AVARN—FHAERBICLETDE, ROXYE—JZHBILET,

« --provision ZEEITDE, 1 VAN —THVY—-AICELLBELLH
4. Successfully configured Nucleus with provisioned resource details
ZEIRILET,

« --deploy-dev-tools ZEETHDE, I VAN—FHFFT7O/4ZELLEHL =5
4. Configured Nucleus to deploy aws.greengrass.Cli component ZEIFIL &
ED

« --setup-system-service true Z¥EEITDE. A VAN=FHAVTI NV ITZY—
ERAELUTEREL TEITLEBE, Successfully set up Nucleus as a system
service ZEIRIL £,

« --setup-system-service true ZEELBZVE, 1 VAR —FHFEBICAETETY Y
NOITF7%Z#FETLEHESE,. Launched Nucleus successfully ZHIRIL £,

2. Greengrass nucleus v2.0.4 LA\gZ A 2 ARN—)UEBE, COFIEZERTEET, V7K
DITOEHN—2322F T O—REKRT, V204 BEEAAR=ILTVET,

KON RERITL T, AWS loT Greengrass Core Y 7RI TF7DIL—KT7 ALK
REBTTAIINHFAZERELET, ZE4AVAN—)LOAX Y RTEELEIL—RNT7AIILE/
greengrass/V2ICBEM#A ., /greengrass ZIL—R 72 )NHA OB T A INAIBEBRAET,

sudo chmod 755 /greengrass/v2 && sudo chmod 755 /greengrass

AWS loT Greengrass Core V7 NI IT7 &2 AT LAY —ERELTA VAN =ILEBE, 1A
R=SHAYTRNIITEETLET, ThUADEE, VINIITEFHTEITIZDILEN HY)
£, M OVTIE, TAWS IoT Greengrass Core YV 7 N U IT%#ET3%, 25RBLTLKEE
Wo

@ Note
FT7AINTE, 1 AN —=—FHFERTDIAMO—=)LIEE S3INTY MOV R—FK 2 NT—
TATTP7IORANDTIOEARAEZHFILELA, AMazonS3 TP —T A 77O RNEERTDNHA
ALADAVR—FNEFTO/49SICE. AT7TFNA AN AVR—F I NT—FT147 70K
ZHBTEDLIICTAHAAZO-INICEMIZHAENHYET, FHICOVTR, O
R—FXKNDOT—TFTAT7IORNDSINTY NAQOT OV LAZHTTD 2SRLTLKLEE
Lo
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AVR=ZFRNT—TATF7IORNISINTY NEREF>TOVWEWES, NTY MEEK
LEBTZIASOT VEAFAZENTERT,

VI7RNIITOREREEERAFZE. HOIZ AWS IoT Greengrass DEFMIC DOV T, XESBEL
TLEZL,

« AWS loT Greengrass Core VYV 7 RV I T ZiRXET D

« AWS IoT Greengrass AV R—F 2 N ZHRT S

« 7)N4 AIZ AWS loT Greengrass A R—Z> NOF 704

« Greengrass AN RZGAAVE—TIAA

FHUY—A7OEZ3I - T AWS loT Greengrass Core Y 7 NI I T
ZAVAN—ILT D

AWS loT Greengrass Core Y 7 NV I FICIEk, T/N14 A% Greengrass A7 TF/NA AELTKET S
AVARN=—FHFEENTVET, FNAAZFETEY NTYTITBRICE, FNAANERATED
BAAWS IoT BRP IAM DY —RAZERTEET, ChSOUY—RAEZFETHERTIES. 1A
R—ZIC AWS FRELEHZzRMU I 2L ERGH Y EH A,

AWS loT Greengrass Core V7 NJIT7E2FBHTAAN=ILTDHEE, XY ND—07OF>%
FRTBN, R—BN443AWS T ICERITDEDICTNAAZRETDIELEETEET, HlAE,
FINAANTFATOF—=IIRZRY NTD—=U7OFOERTEBL TVRHE, ChSsDOREAT
SAVORENMNBERBENHYET, FHEICOVTE., "R—K 443 TOERFLERY hD—
O70F > 7BULER 2SRBLTIEEL,

PKCSHIMM A VB —TIAAZNLTN=—RIIT7EFIVFAED21—) (HSM) ZFEATD LD
I AWS IoT Greengrass Core V7 RV IT7ZBRETD L ETEEXRT, COMEERF. TTM/RXR—b
F—CRBET 7ML EZLEICRELT, V7NV ITTCOBFRLFEREABVRSICLET, 7
FAR—KNF—LIAEZ, HSM, Trusted Platform Module (TPM), BIDEES{EELZED/\—R
DITEDI=INICRETEXTT, COBEEE, Linux TNAATOXFATEET, /\—RII7T
EXFI1VTFAETOFEAEHOFMAICOVTRE, "N—RDUIT7EF21)T1#HE51 BSRLUTLKE
=L\,
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/A Important

AWS loT Greengrass Core V7 R JI 72XV O—RIDwEIC, AT F/N1 AD AWS loT
Greengrass Core YV 7 R JIFT V20 ZA 2V AR—)LLTERTIRLHOOEHEFH LTV
CEEBRLTLEEL,

NEY D

* AWSIoT TV RARA hZEIETS

« AWS loT £/ Z#HKT S

- E/DOHAEEEHRT S

« E/DOIASERET S

s =0 XBO—-IZEKTS

s FTNAARICEHEZFTVO—RTB

s TNAARKEZLELYRNTVYT TS

» AWS loT Greengrass Core V7 NV IT7ZHA I O0—RTB
« AWS loT Greengrass Core Y 7 NJDIT DAV A=)

AWS [oT I RARA > N 2B TS

DAWSIoTIV RARAVNZEEBLAWS THIU N, BTEHAIZILEHICREFELET.,. NI A
SOOI RRANEFEHALUTAWSOT ICIEHLET, UTOBREZETLET,

1. AWSIoT DF—ZRIV RRAVREZRELET AWS THIU K,

aws iot describe-endpoint --endpoint-type iot:Data-ATS
ERNAERICAEBENLIEE. LARZARROBORSICHYET,

{

"endpointAddress": "device-data-prefix-ats.iot.us-west-2.amazonaws.com"

}

2. O AWS loT FBREEHI> RRAZ R ZBELET AWS 7HI U K,

aws iot describe-endpoint --endpoint-type iot:CredentialProvider
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ERAEBCLEBENEBE, LARZARROBOELSICBVET,

{

"endpointAddress": "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"

}

AWS loT €/ 2K TS

AWS loT E /. ICERIBDTNAAEREBI T4 T714%2KRULET AWS loT, Greengrass 17
FINA AL AWS IoT E/TTo FNAAZAWSIoTE/ELTERTDE, TOTFNA AT
Z)AEEFEAL T TRATEET AWS,

cOto>arTR, FNAAZRT AWS loT T/ ZHERL KT,

AWS loT £/ ZERT B IZ1F

1. TFINAARAD AWS lIoT T/ ZHERLET. BRAIEI—RIDRXOINY REZETLET,
- ZEATBE/DABIMyGreengrassCorelcBEMAET T, < DABIF Greengrass 17 7

NAADBRTEHY KT,

(® Note
T/OFFICOOY (1) BEZECENTEEEA,

aws iot create-thing --thing-name MyGreengrassCore

ERAERBICLEBEENESEE., LARZARROPDOELSICBENET,

{
"thingName": "MyGreengrassCore",
"thingArn": "arn:aws:iot:us-west-2:123456789012:thing/MyGreengrassCore",
"thingId": "8cb4b6cd-268e-495d-b5b9-1713d71dbf42"

}
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2. (FAZ72aV)FRELEBEED AWS 0T E/OTIIL—TICE/ZEBMLET, E/TIL—7
ZEAL T Greengrass A7 FNAADT7)—KNZEBLET, VIKNIITIAVER—FU %
FNAACTF7TO14T2EE, BLOFNARAFTFLERFRTFNAADTIN—TERHRICTEELET, 7
97 41477 Greengrass 77 OA4 2B DT/ TIL—TICTFNA AZEML T, TOE/TIL—T
DYTZRKNIDITFAVR—FVRNEFNARICTTOATEE T, UTOBREZETLETD,

a. (A7T3V)AWSIoT E/OYI—THERLET,

« B, ERTBDE/ DTI—T DEHIMyGreengrassCoreGroup\CBERAE T,

(® Note
T/ JLN—7RICO0OY (1) EBEZ8OB LR TEEREA,

aws iot create-thing-group --thing-group-name MyGreengrassCoreGroup
ERNFERBICQEBENLEEE, LARARROBFOISICHYET,

{
"thingGroupName": "MyGreengrassCoreGroup",
"thingGroupArn": "arn:aws:iot:us-west-2:123456789012:thinggroup/

MyGreengrassCoreGroup",
"thingGroupId": "4df721el-ff9f-4f97-92dd-02db4e3f03aa"

}
b. AWSIloTE/ZF/JI—7ICEBMLET,

« & AWS loT £/ OB FiIMyGreengrassCorel BEMAE T,
« BE/DIIN—TDOREHIMyGreengrassCoreGrouplCcBERZIE T,

aws iot add-thing-to-thing-group --thing-name MyGreengrassCore --thing-group-

name MyGreengrassCoreGroup

ERAEBCLABEWZHE, O REHIEThTEEA
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T/ DFLAEZFRT S

TINAAZ AWS IoT E/ELTERTDE, TOTFNAARTFORIIAHAEZFEAL T TR
AETEET AWS, CORERAEICKY ., FINA ALK AWS loT B LY EBETEEXT AWS loT
Greengrass,

Nt a>TIR, FINA AN AWS [CELGETIRICEATEZIIMHEEZERLTE I O—RL
x99,

N=—RIIT7EF1VF14EDI1—)L (HSM) ZERALTT A R— R F—LIAIREZRLICRET
5 & SIZ AWS loT Greengrass Core V7 NI I T ZFRETHHEEWRE. FIBICH>THSMOT S A
R—KF—HSEHAEBEZERLETT. TUADBEERE., AWS loT FIRICH > TH—EAICFIHE
ETTAR—FMF—ZERLET, N\—ROVIT7EF21UT 1 #eEE Linux FNALTATOHFIATE
F9. N\—ROUVIT7EF1VTAEZOFERAERHOFRICOVTRE, "TN—RIIT7EFI1VT1H
B BBBLTILEE,

AWS loT H—EATRREL TSI R—hF—ZEHT S
T/ DREAEZELT D ICE

1. AWSIloT E/QIAEZ A D O—RTZ2 73 INIEZERLET,

mkdir greengrass-v2-certs

2. AWS loT T/ DIEHEZERL T IO—RLET,

aws iot create-keys-and-certificate --set-as-active --certificate-pem-outfile
greengrass-v2-certs/device.pem.crt --public-key-outfile greengrass-v2-certs/
public.pem.key --private-key-outfile greengrass-v2-certs/private.pem.key

ERAERCLEBENESEE., LARARROPDOELSICBENET,

{
"certificateArn": "arn:aws:iot:us-west-2:123456789012:cert/
2a@b7958770878eabe251d8a7ddd547f4889c524c9b574ab9fbf65f32248b1d4",

"certificateId":
"aa@b7958770878eabe251d8a7ddd547f4889¢c524c9b574ab9fbf65132248b1d4",
"certificatePem": "----- BEGIN CERTIFICATE-----

MIICiTCCATICCQD6M70RwOUX0jANBgkghkiGOw
@BAQUFADCBiDELMAKGA1UEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZ
WF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb25zb2x1MRIw
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EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5s
jb2@wHhcNMTEWNDI1MjAONTIXxWhcNMTIWNDIOMjAONTIXWjCBiDELMAKGALIUEBhA
MCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBASTCOLBTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYIKoZIhvcNAQE
BBQADgYQAMIGIA0oGBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mITrDHudUZg3gX4walG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nt
AgMBAAEwDQYJKoZIhvcNAQEFBQADgGYEAtCu4nUhVVxYUntneD9+h8Mg9q6qg+auN
KyExzyLwax1lAoo7TJIHidbtS4J5iNmZgXLOFkbFFBjvSfpJI1lJl00zbhNYS5f6Guo
EDmFJ10ZxBHjJInyp3780D8uTs7fLvjx79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
3rrszlaEXAMPLE=

"keyPair": {

"PublicKey": "----- BEGIN PUBLIC KEY----- \
MIIBIjANBgkghkEXAMPLEQEFAAOCAQS8AMIIBCgKCAQEAEXAMPLE1nnyJwKSMHw4h\
MMEXAMPLEuuN/dMAS3fyce8DW/4+EXAMPLEyYjmoF/YVF/gHr99VEEXAMPLESVF13\
59VK7cEXAMPLE67GK+y+jikgX0gHh/xJTwo
+sGpWEXAMPLEDZz18x0d2ka4tCzuWEXAMPLEahJbYkCPUBSU80opVkR7gkEXAMPLE1DR6sx2Hoc1iO0Ltu6Fkw91lswQWE
\\GB3ZPrNh@PzQYvjUStZeccyNCx2EXAMPLEvpOmMQOUXP6pl1fgxwKRX2fEXAMPLEDa\
hJLXkX3rHU2xbxJSq7D+XEXAMPLEcw+LyFhI5mgFR188eGdsAEXAMPLE1NI9EesG\

FQIDAQAB\

"PrivateKey": "----- BEGIN RSA PRIVATE KEY----- \
key omitted for security reasons\

BTIHAEERET D LOICFEATDIEAED Amazon )Y —AZ—LA (ARN) ZREFELE T,

HSM O 75 A R—h~F—H SEEAEDEK

(@ Note

CDHEEEIX . Greengrass nucleus I1VR—Z > KD v2.5.3 ETHEATEET, AWS loT
Greengrass 1, Windows A7 7F/NA AT O¥EERHR—RNLTVEH A,

FHOEDSIa_—_J&2FE>TEAVAMNILTD 204



AWS loT Greengrass FROYN=HA R, N—=23>2

T/ DOARBZERTSICE

1. AT7FINA AT, HSM HIZ PKCS#11 =02 ZHLL TT A R—hF—ZEHLE T,
TZAR—RF—F. RSA-2048 F—H A X (FlzlEEhIL) D RSAF—F/zld ECCF—T
HIVENHYET,

(® Note

ECC*—ZmALN—RIITEFIUTFAED1—- ) Z2FERTBICE. v2.56 BLED
Greengrass nucleus Z AT XENfN HVET,
N=RIOIT7EF21VUTAED1-)INES—DVLY MIZT—Tv—%ZFERTBIC

&, RRAF—ZRALN—RIITEFIVFTAED 1)\ 2FEATIXENf BV E
C

R—=O2ZMEBILLTT AR RNF—ZERTHHZELCOVTRE, HSMOXYZ21T7 )25
BLTKEEV, HSMAZ 7T UM ID ZHR—KMLTVBREE, T7TAR—NF—DERK
RICAT7ZITONID ZEBELTLKEEV, h—U20HBILETTAR—NF—DERMKIC
BETHAOYNID, I—H¥—PIN, 7T ORISR, ATZITOUNIDHSMAERT
25B8) 2R ELET, CchsNfElRFR, BTE/DIHEERE HSM I/ > R—KL., AWS loT
Greengrass Core V7 RV I T ZRETDEEIFEALET,

2. TTAR—PF—PHDSAHAEBER IV IADM (CSR) ZHEHLET, FZ D CSRAWS loT
ZFEALT. HSOM TERLE T ZAR—RNF—DE/FEAEZERALFT, 7T/ RX—h
F—TCSREERTRDHEICOVTIE, HSMOXYZ21F7 I ESBLTKEEV, CSR &
iotdevicekey.csr BEDKSBETT7AILTT,

3. CSREFNAANSHEAIELI—RIZIE—LET, ARAIEI—ZREFNAA
T SSH & SCPABMIZA>TLWAHE, BREIVELI—RTscp ANV KREFEAL
TCSREEETEET, ZTF/NA1ADIP 7 RL Adevice-ip-addressicBEHA, ~/
iotdevicekey.csr BTINAALED CSR 77 AIANDNAICEEMRAET,

scp device-ip-address:~/iotdevicekey.csr iotdevicekey.csr

4. BAEAIOE1I—2T, AWSIoT E/DIAEZ AV O—RTZ2T7FIINAZERLET,

mkdir greengrass-v2-certs

5. CSR77A4IINZ2ERALTE/OIEPEEEXERL., BRIVEI—F AWS 0T ICFT>O—RL
9,
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aws iot create-certificate-from-csr --set-as-active --certificate-signing-
request=file://iotdevicekey.csr --certificate-pem-outfile greengrass-v2-certs/
device.pem.crt

ERAEBCLEBENEBE, LARARROBIOLSICBVET,

"certificateArn": "arn:aws:iot:us-west-2:123456789012:cert/
2a@b7958770878eabe251d8a7ddd547f4889c524c9b574ab9fbf65f32248b1d4",

"certificateId":
"aa@b7958770878eabe251d8a7ddd547f4889¢c524c9b574ab9fbf65132248b1d4",
"certificatePem": "----- BEGIN CERTIFICATE-----

MIICiTCCAfICCQD6M70RWOUX0jANBgkghkiGOw
OBAQUFADCBiDELMAKkGA1UEBhMCVVMxCzAJBgNVBAgTAL1dBMRAWDgYDVQQHEwWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wWHhcNMTEWNDI1IMjAONTIXWhcNMTIWNDIOMjAONTIXxWjCBiDELMAKGALUEBhH
MCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBASTCO1BTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYIKoZIhvcNAQE
BBQADgYQAMIGIAoGBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mITrDHudUZg3gX4walG5M43q7Wgc/MbQ
ITxO0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMm2nr
AgMBAAEwDQYJKoZIhvcNAQEFBQADgGYEAtCu4nUhVVxYUntneD9+h8Mg9qg6qg+auN
KyExzylLwax1Aoo7TJIHidbtS4J5iNmZgXL@OFkbFFBjvSfplI1J0@zbhNYS5f6Guo
EDmMFJ10ZxBHjJInyp3780D8uTs7fLvjx79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
3rrszlaEXAMPLE=

ALAED ARN ZREFL TR TIAAEZREIZLEHICHEALET,

T/ DEAEZRET S

FEEAWS 0T HERLEE/ICE/ ORIAEZTZY FL. RUS—ZFHBICEM AWS loT L
T, A7 FINAAD AWS loT 7O EAFAZERL T,

T/ DOIARBERETSICE

EII_I;

BEZ AWS loT E/ICT7ZYFLET,
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« BE/DAEFIMyGreengrassCorelBEMAET AWS loT .

- FEBAE Amazon DY —AXR—LAL (ARN) Z, BIOATY 7 TER L IZEIBAE D ARN (B Z i
AET,

aws iot attach-thing-principal --thing-name MyGreengrassCore
--principal arn:aws:iot:us-west-2:123456789012:cert/
aabb7958770878eabe251d8a7ddd54714889c524c9b574ab9fbf65132248b1d4

ERAEFEICLAEBEENIZBE, OIN REEDIERFEEA,

2. Greengrass A7 7/NA1AD AWS loT 7O AT ZEERT S AWS loT RUS—&ZERKLTT
RYFLET, RORIVI—E, §XTOHO MQTT MEY U & Greengrass BEANDT VA%
FATdEH. FINAANDARLAT7IVT—23a2H LW Greengrass #EZ SV BELE TS
BOZETEHETDELSICHYET, I—-AT—AICETVTZORIS—%2FIRTEXT,
MOV TIE, TAWS IoT Greengrass V2 A7 T/N4 A T O FIEED AWS loT R S —
BSRLTLSEEZL,

Greengrass A7 FINA AZLUBIICREL ECEN BB BERE. ILLVIATFENA R EERTS
KO, TOAWSIoT RIS —2TRYFTEET,

LTOBREZRTLET,

a. Greengrass A7 TFNA AN YVEETD AWSIoTARUS—RFIXIKNEZELT 7ML %
ERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL,. GNUnano #2EFHLTT7 7
1IN EERTEEXT,

nano greengrass-v2-iot-policy.json

RDISON 27 7ANICOE—L KT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"iot:Publish",
"iot:Subscribe",
"iot:Receive",
"iot:Connect",
"greengrass:*"

1,

"Resource": [

i n

b. AWSIoTRUZ—RFIXVRHIS RIS —ZEKLET,

« GreengrassV2IoTThingPolicy ZHERT BRI —DOERICEETAET,

aws iot create-policy --policy-name GreengrassV2IoTThingPolicy --policy-
document file://greengrass-v2-iot-policy.json

ERAERBCLEBENESEE., LARARROHDOELSICBEVET,

"policyName": "GreengrassV2IoTThingPolicy",
"policyArn": "arn:aws:iot:us-west-2:123456789012:policy/
GreengrassV2IoTThingPolicy",
"policyDocument": "{
\\"Version\\": \\"2012-10-17\\",
\\"Statement\\": [
{
\\"Effect\\": \\"Allow\\",
\\"Action\\": [
\\"iot:Publish\\",
\\"iot:Subscribe\\",
\\"iot:Receive\\",
\\"iot:Connect\\",
\\'"greengrass:*\\"
1,
\\"Resource\\": [
ANGANG
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]
1",
"policyVersionId": "1"

}

c. AWSIoT £/ OFEAEIC AWSIoT RV —Z2T7 R YFLET,

» GreengrassV2IoTThingPolicy Z T RYFF BRI —OEBICBEZEHMAET,
« 2—"Y N ARN Z AWS loT E/ QOFEAED ARN ICBEZEBA E T,

aws iot attach-policy --policy-name GreengrassV2IoTThingPolicy
--target arn:aws:iot:us-west-2:123456789012:cert/
aa0db7958770878eabe251d8a7ddd54714889¢c524c9b574ab9fbf65132248b1d4

ERAERCLAEEZALSEE, ON REEIERERA,

N=02XBO—-I)LZHERT S

Greengrass A7 N1 Ak, h=00XBO-) EFEFENSD IAMB—ERO—-ILZFEAL T,
AWS H—EZAANOHUTH L Z&ELET, T/V1 Ak AWS loT REHEHRZ7ONAMF—%=2FHL
T, 20O—ILO—KHE AWS FIEERZRELET, chiZkY) ., FNL AR EXVUERY L
AWS loT, Amazon CloudWatch Logs IZAJ ZAfEL. Amazon S3 A SHAZALAAVR—F K~
F—TA47F7ORERIDO—RTEDRSICBYET, FHHAICOVWTE., TIT7F/NA4 AN AWS
H—ERAZRETEDLSICRIATE, Z2SRBLTLSEE,

AWS loTAO—I)LIT AU T A%ZFEHL T, Greengrass A7 TFNA AD KN =0 XBO—ILEZRELF
To O—ILIAVTAE. FNAAOR =0 XBO—INZZEETEDRISICLETH. FNAA
REFBUABRICRENE T, FHFMICDOVTIE. TAWS loT Core RO Y /N—H4 K, ® TAWS
H—EZANOEEFUTHLZRIATE ) 2ZRLTEE L,

chOto>a>TlRk, h=ooxxBEIAMO—I)LE, AWSIloTZOO—)LZET O—ILITAVTA
ZERLET, Greengrass A7 TNA RAEZBRICEREL TVWBEHEE, ILERET, =0 i
A—ILEO—)ILIA VT AZFEATEET, RIZ, T/\47\0)AWSIOT:E/E SELTEOO-I
ETAVTAZFERALET,

N—=O2 R IAM O—ILZERT S IZE

1. FNAAFR—IYRRO—LELTEATES IAMO—LEERLET. UTOREERT
LET.

FH7OEDIZDTZ2FE>T2AVAN—ILTS 209


https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html

AWS loT Greengrass FROYN=HA R, N—=23>2

a. M—OUXBO-IANBEETD, FETERIRI—RFIAIXVINEENDTT7MI)L%
ERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL. GNUnano 2L TT7 7
1IN EERTEEXT,

nano device-role-trust-policy.json

RDISON 27 7ANICOAE—-L KT,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "credentials.iot.amazonaws.com"

}I

"Action": "sts:AssumeRole"

b. FEARVI—RFIXIRTh—IRBO-ILZERLET,

« GreengrassV2TokenExchangeRole Z{EH T2 IAMO—I)LOBRIICEEMRAET,

aws iam create-role --role-name GreengrassV2TokenExchangeRole --assume-role-
policy-document file://device-role-trust-policy.json

ERNFERBICLABENLER. LARVARRXOBOISICBEIET,

"Role": {
"Path": "/",
"RoleName": "GreengrassV2TokenExchangeRole",
"RoleId": "AROAZ2YMUHYHK50KM77FB",
"Arn": "arn:aws:iam::123456789012:ro0le/GreengrassV2TokenExchangeRole",
"CreateDate": "2021-02-06T00:13:29+00:00",
"AssumeRolePolicyDocument": {
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "credentials.iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

c. M=UUXBO-NHFBEBTIELARIS—RFIXNEBCT7TANZERLET,

BIZIE, Linux R—ADZATATIE, XOONX RZETL. GNUnano 2L T7 7
1IN EERTEERT,

nano device-role-access-policy.json

XD JISON 27 7AI)IZAE—LF T,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelogStreams",
"s3:GetBucketLocation"

1,

"Resource": "*"
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® Note
COTFT VARV =TI, SSNTY NOOAVR—FRRNT—FTATT7TIRNDT
DHEANFATENTVELA, AMazonS3 TP —T A 77 VRN EEETDIHAR A
AVAR—ZF2NZF7Oa4 3%k, AP TFNA AN AV R—FK I NT—FT14T7
ORNERBTESELSICTRHAZO-ILICEMNTZIHENHVYET, FHFMICOL
Tk, "IR—ZFBNOT7—TFTAT77IORDSINTY SO T I ELARAEZFAT
B, EBBLTLEE,
AVR—F2RNT—FTA4T7ORNISINTY REREFE>TVEWVWES, TV
NEERLEBTNSOT VAT ZEMTEERT,

d RUZ—RFIXDKIASIAMARIS—ZERLET,

« GreengrassV2TokenExchangeRoleAccess ZHER TS IAMARU L —DRZFIICEE#
AET,

aws iam create-policy --policy-name GreengrassV2TokenExchangeRoleAccess --
policy-document file://device-role-access-policy.json

ERFERBICLABENLER. LARVARRXOBOISICBEVET,

{
"Policy": {
"PolicyName": "GreengrassV2TokenExchangeRoleAccess",
"PolicyId": "ANPAZ2YMUHYHACI7C5z66",
"Arn": "arn:aws:iam::123456789012:policy/
GreengrassV2TokenExchangeRoleAccess",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": O,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2021-02-06T00:37:17+00:00",
"UpdateDate": "2021-02-06T00:37:17+00:00"
}
}

e. IAMARUZ—Zrh—02ZMO-IICTEYFLET,
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« GreengrassV2TokenExchangeRole & IAM O—JLOEBFIICBEMRIFET,
« RUZ—ARN ZHIOATY 7THERLEIAMR) S —0O ARN ICBEBRAFET,

aws iam attach-role-policy --role-name GreengrassV2TokenExchangeRole --policy-
arn arn:aws:iam::123456789012:policy/GreengrassV2TokenExchangeRoleAccess

ERAERECLAEBEEZ LSS, O REEIERTRA,
2. P=UUXIWAWSIoTO—)LZ2ET O—ILITA VT AZERLET,

« &, ERTBAO—IIA VT ADBRIGreengrassCoreTokenExchangeRoleAliaslCBE
BZET,

« O—J)LARN ZHIOATY 7 THEHRLEZIAMO—ILO ARN ICEEZH]ZET,

aws iot create-role-alias --role-alias GreengrassCoreTokenExchangeRoleAlias --role-
arn arn:aws:iam::123456789012:role/GreengrassV2TokenExchangeRole

ERAERICLEBENEEE, LARZARROPDOELSICBEVET,

{

"roleAlias": "GreengrassCoreTokenExchangeRoleAlias",
"roleAliasArn": "arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias"

}

(@ Note

O—)LIAUTRAZERTDICE. b—02 3 IAM O—)L%Z AWS loT ([SETFFAIA
PBETT, O—ILIA VT RAZERLESELEELEZBICIT— XY E—INRTEN
EBER., AWS I—H—ILCOT7 IV EAFUNSHS L ZMEBLET, FlICOVT
., "TI—HY—HAR, O "TAWS H—ERCO-INZEIT TV EEAFTEI—H—IC
F59%, 28RBLTKEEL, AWS Identity and Access Management

3. Greengrass A7 FNAANFO—ILIA VT AZ2FEALTR—=—0 RO Z5|EZ T &
ZFFAIT D AWS loT RV —ZER L TT R Y FLET, Greengrass AT 7/N14 A& LA
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RELEZCENHDBERE. ILLO—LIAVTARIY—ZERTEIHADYIC, ToO-)
TAVTAAWSIOT RV —Z2TRYFTEET, ATOREZERITLET,

a. (A7>3aV)O-ILIAVTACHLEZAWSIoT RV —RFIXVRNZEETT7A)
ZERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL,. GNUnano 2L TT7 7
1IN EERTEEXT,

nano greengrass-v2-iot-role-alias-policy.json

RDISON 27 7ANICOAE—-L KT,

« DY—AARN ZO—)ILIAJF7ADARN ICEEHRZET,

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": "iot:AssumeRoleWithCertificate",
"Resource": "arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias"

}
]
}
b. AWSIoTRUZ—RFIXV RIS RIS —ZERLET,

- ZEKTD AWSIoT RU>—DFA
HIGreengrassCoreTokenExchangeRoleAliasPolicylCBEMAET,

aws iot create-policy --policy-name GreengrassCoreTokenExchangeRoleAliasPolicy
--policy-document file://greengrass-v2-iot-role-alias-policy.json

ERAERBCLEBENEZE. LARZARROPOELS ICBVET,

{

"policyName": "GreengrassCoreTokenExchangeRoleAliasPolicy",
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"policyArn": "arn:aws:iot:us-west-2:123456789012:policy/
GreengrassCoreTokenExchangeRoleAliasPolicy",
"policyDocument": "{
\\"Version\\":\\"2012-10-17\\",
\\"Statement\\": [

{
\\"Effect\\": \\"Allow\\",
\\"Action\\": \\"iot:AssumeRoleWithCertificate\\",
\\"Resource\\": \\"arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias\\"

}
]
3",
"policyVersionId": "1"

}
c. AWS IoT £/ OFEAEIC AWS loTRV > —&ETRYFLET,
« ZO—)IA VT AAWSIoTRUZ—DFA
BIGreengrassCoreTokenExchangeRoleAliasPolicylCBE#AET,
« 2—%"Y N ARN Z AWS loT T/ DFEAE®D ARN ICEZEHRZF T,

aws iot attach-policy --policy-name GreengrassCoreTokenExchangeRoleAliasPolicy
--target arn:aws:iot:us-west-2:123456789012:cert/
aa0b7958770878eabe251d8a7ddd54714889c524c9b574ab9fbf65f32248b1d4

ERAERCLEBEE N ZHE, O REHIET TR A

TINAACAAEZZDO—-RTB

Haiic, FNAAOBHEZRAXAI 1 —RIIA D O0—RLELE, COEIZaVTR., O
TTFNAAICHBAEEZIE—L T, AWSIoT ICEEHT D EHICEATIHAAETTNIAZEY K
T7Y7LET, Amazon JL— NEREEHEES (CA) OEIFAZEEA U O—RULET, HSM 2T 515
B, ZOEIVZIVOHSMICEIRET7 7AIILEAVR—MLET,

o LLHIIC AWS lIoT Y —EATE/DIIAEL TFAR—NF—2ERLEHEE., FIEICH>TY
FGAR—KNF—CERAET 7N 2ECHABEEEZSI D O—RLET,

s BHICN—RIDIZ7EFIVFTFAED 1= HSM) DT SAR— F—HSE/HEEZERL
2EE,. FIRCHESPTHSM O ZAR—NF—ERIAETIAREEZFY V2 O—RLET,
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TZAR—NF—EARAET 7 AL TARAEZFY VO0—R

AAEETNAALCATIO—RIBICE

1. BERAIDEI—ZHASFTFNAAICAWS lIoT E/OFEAEZIE—LEFT, BRAIE1—
2EFINA AT SSH & SCP AEMICA>TVWRBE, BRAIVELI—40 scp IV KE
EILT, SIHEZEATEXRT, 27/NA1ADIP 7 RL Adevice-ip-addressiZiEEHZ
£,

scp -r greengrass-v2-certs/ device-ip-address:~

2. FINA AIZ Greengrass L— R 7 # LA ZEK L EF, T AWS loT Greengrass Core ¥V 7 ~
DITEZDTANAIZAVARN=ILET,

Linux or Unix

- BERTS 7 FINA /greengrass/v2ICBEBRAET,

sudo mkdir -p /greengrass/v2

Windows Command Prompt

« C:\greengrass\v2 2R3 7 A ) HAICBEHMAFTT,

mkdir C:\greengrass\v2

PowerShell

« C:\greengrass\v2 2R3 7 A ) HAICBEHMAET,

mkdir C:\greengrass\v2
3. (Linux ™) Greengrass L— R 7 # )X OBOHFAZHRELET,

« /greengrass Z)L— R 7 A )LZANOBICEERZAET,

sudo chmod 755 /greengrass
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4. AWS loT £/ OFEBEE% Greengrass L—KN7 2 )LAICIE—LE T,

Linux or Unix

- %& Greengrass L— N7 #)LX /greengrass/v2ICEEBAET,

sudo cp -R ~/greengrass-v2-certs/* /greengrass/v2

Windows Command Prompt

« C:\greengrass\v2 2R3 7 A ) HAICBEHBAFT,

robocopy %USERPROFILE%\greengrass-v2-certs C:\greengrass\v2 /E

PowerShell

« C:\greengrass\v2 ZERATR 72 )NAICBEEBRAET,

cp -Path ~\greengrass-v2-certs\* -Destination C:\greengrass\v2

5. Amazon JL— NEREER (CA) certificate. AWS loT certificates (&, 77 # )L 8T Amazon ®J)L— b
CARIAEICEENTSNTVET,

Linux or Unix

sudo curl -o /greengrass/v2/AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl.pem

Windows Command Prompt (CMD)

curl -o C:\greengrass\v2\\AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl.pem

PowerShell

iwr -Uri https://www.amazontrust.com/repository/AmazonRootCAl.pem -OutFile C:
\greengrass\v2\\AmazonRootCAl.pem
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HSM L7 Z A R—hF—EiAEZSCAATZF Y O—R

(® Note

C DHEEEWX, Greengrass nucleus 1VR—F 2 KD v2.5.3 ABRTHEATEET, AWS loT
Greengrass £, Windows A7 F/NN1 AT Oz HR—K L TVEH A,

AAEETNAALCAIO—RIBICE

1. BERAIDEI—ZAS5FNAAICAWS lIoT E/OFIAEZIE—LEFT, BRAIE1—
2EFINA AT SSH & SCP AEMICA>TVWABE, BRAIVELI—40 scp IV KE
EILT, SIHEZEATEXT, 27/NA1ADIP 7 RL Adevice-ip-addressiZiEEHZ
£,

scp -r greengrass-v2-certs/ device-ip-address:~

2. TINAAIC Greengrass L— K7 # LA ZHEHKLET, T AWS loT Greengrass Core V 7 b
DJITEDTAINZICAVARN=ILET,

Linux or Unix

« BEATB T I\ A /greengrass/v2ICBEBRAET,

sudo mkdir -p /greengrass/v2

Windows Command Prompt

« C:\greengrass\v2 2R3 7 A ) HAICBEHMAET,

mkdir C:\greengrass\v2

PowerShell

« C:\greengrass\v2 Z RT3 7 A I)IHXICEEHBRAET,

mkdir C:\greengrass\v2
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3. (Linux M) Greengrass L— R 7 # LA OBOFTEZRELE T,

« /greengrass Z)L—R7 #)LZANOBICEERZET,

sudo chmod 755 /greengrass

4. E/DOBPET7AITHS ~/greengrass-v2-certs/device.pem.crt & HSM (Z 1 >
R—KNLET, fSIAEZEZAVR—BFNITBFELCOVTRE, HSMOXZ21TFIILZSRL T EE
We BHIC HSM T A/ R—KF—2ERLELEZERAUMN—Y >, AOY N ID, 1—%—
PIN, Z7S T ORISR, TSI OUNID(HSMAERALTVWSES) #EHL TEHEE A
VIR—BMLET,

(® Note

BRICAT ST ORNIDBLTTSAR—RF—ZERL, POAAELCATOI VN
DAHBBE. T7AR—KF—OATZIUKNID ZAHBERHUELCKELET,
TZ2AR—RNF—FTZIORNOATIIIONID ZRETSHFEIC OV T, HSM ©
RZIAT7NLNZZRLTLSEE W,

5. (A7 23aU)E/FARABEOT7AIZHIRL T, HSMIZOKFETBLSICLET,

rm ~/greengrass-v2-certs/device.pem.crt

6. Amazon JL— RNERELER (CA) certificate. AWS loT certificates (&, 77 # )L M T Amazon ®J)L— b
CARIAZICRHENITShTVERT,

Linux or Unix

sudo curl -o /greengrass/v2/AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl.pem

Windows Command Prompt (CMD)

curl -o C:\greengrass\v2\\AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl.pem
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PowerShell

iwr -Uri https://www.amazontrust.com/repository/AmazonRootCAl.pem -OutFile C:
\greengrass\v2\\AmazonRootCAl.pem

TNAAREBEZEYNTYTIS

cOtEIIVOATY TICHE2T, AWS loT Greengrass A7 F /N4 AELTHERT S Linux £
(& Windows /N1 AZ2tY N7YTULET,

Linux N1 AZtY N7V T 3T2
O Linux N4 RA%&EY N7 Y 73 3ICIE AWS loT Greengrass V2

1. AWS loT Greengrass Core YV 7 NIV ITHNRITTDIUENHD Java T RALEA VA=)
L &9, Amazon Corretto £zl OpendDK DRBFR—MN—T 32 ZHEATHEZHEHD
LET. N—232 8LURBHIMETYT, ROIAN Rk, F/N1AIC OpendDK 24 > AK—=)L
IT2HEERLTVET,

« Debian KR—AFE =& Ubuntu R—ADF A ARNJE 11— 32 0DBEE:

sudo apt install default-jdk

Red Hat R—ANDTF A1 ARNIVE1—->3 > NHE:

sudo yum install java-11l-openjdk-devel

« ## Amazon Linux 2:

sudo amazon-linux-extras install java-openjdkll

« #E# Amazon Linux 2023:

sudo dnf install java-1l-amazon-corretto -y

AVAR=LAHFETLES, ROOAXY RZERTL T Java # Linux F/NA ATEITEATWVS
CEEMRELET,
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java -version

COOXRVRE, FNAALETRITENTVS Java DN—2 32 ZHALET, HIX
(&, Debian R—ADTF A ARNIE1I—232 TR, HHIRROFTILORSIZBY)ET,

openjdk version "11.0.9.1" 2020-11-04
Open]DK Runtime Environment (build 11.0.9.1+1-post-Debian-1debl@u2)
Open]DK 64-Bit Server VM (build 11.0.9.1+1-post-Debian-1debl@u2, mixed mode)

2. (A72a)FNARIZAVR—F 2 NERTIBDTT7FIILNOATLAI—HY—BLTTI—
TEEBRLET, €1 ARN—F5|--component-default-userBzFEHAL T, 1 AKN=I
H(Z AWS loT Greengrass Core V7 RV I TP AV ARN—=FTOI1—H—ETIN—T=2ERE
BREETEET, FMHICODVWTR., "1 AN—F5|H. 28RLTEZL,

sudo useradd --system --create-home ggc_user
sudo groupadd --system ggc_group

3. AWS IoT Greengrass Core Y 7 NV IF7&ZRETTSD1—H— (BERE root) IZ, FENI—
H—BLOPEEDT N —TsudoTRITIB TV EAFAN BB EZBRBLET,

a. /etc/sudoers 774 ) &2RAKICE. ROOY REEZFTLET,

sudo visudo

b. 1—H—0OERFAROBFORSICHE>TVWBREEZEIELET,

root ALL=(ALL:ALL) ALL

4. (A7>32)dArTFHbEhic Lambda A ZEEITTHICE. cgroups vl ZBMICL. XEV
EFINAAD cgroups ZEMICLTNI RNTBUENHYET, A>T FHLE iz Lambda
BEHZRITIBRTFENBWVEE, COFIEZEBETERT,

NS5O cgroups A7 AV EBMICTSICE. XD Linux h—RINFXA—R2ZFERALTF
NAARAZRBELET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0
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FNARADH—ZRINTA—ZZBRBRORETHIEHOBERICODVTEE, ARL—FT 12T
JATABRTFT—RO—EA—ORFIXRNEZSBLTLKEEV, BRICHE>T, h—FIN
TX—REKEMICERELE T,

TNAADEK CHDEHVARTRENTVDLSIC, TOMOMXELEBZDHREFERZIN
TTFNAALCAZVARM=ILLET,

Windows /N4 A2ty N7 YT T3

® Note
C DHEEIE. Greengrass nucleus A R—F 2 b @ v2.5.0 ABRICFIATEE T,

A ® Windows /N1 AZFZET B (Cl&k AWS loT Greengrass V2

AWS loT Greengrass Core V7 NI ITHNRTITIXVEN HD Java T RALZEAV AR
L &9, Amazon Corretto £zl OpendDK DRI R—MN—T 32 ZHATHIEZHEHD
LET. N—>2 32 S UBRIMVETT,

PATH 2 AT AL T Java FEA TN ERL., TS5 THRWEESREFEML EFT, LocalSystem
7’7]'7‘/ N (& AWS loT Greengrass Core V7 NI TF7&2RTIS LS, 1—H—0 PATH 1—

—ZHORDY)IC Java & PATH AT ALAZRRICEMTBIHEN HVET. UTOREZELT
biﬂ'o

a. Windows ¥F—Z#H L TAZ—RNX_1—Z2HZ XTI,

b. environment variables ZAHNL T, AZ—KNXZ1—NDS8SATALAFT>Ia>zkrE
LET,

c. AZ—KMXZ1—0OBREFERAN S [Edit the system environment variables] (3 AT ARBEZE
WaEimeE) £ ') Y 2L T, [System properties] (ZATAZTONTA) T4 RIOZERAEE
ED

d. [Environment variables...] GRIEZ%K...) Zi#IRL T, [Environment Variables] GRE AT E)
JAVRIVEREERT,

e. [System variables] (> AT AZE) T, [Path] (/NA) . [Edit] ({w5E) DIEIZEIRL £9, [Edit
environment variable] (f—iﬁgﬁwlﬁﬁ) T4 RITR, BRIOTICENAZRRTESR
9,
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f. JavaAVAR=)IL®Obin 7AILEANONAFBFEELTVWRIH ZHEBLET. CO/NAR.
ROBIDESICRRENET,

C:\\Program Files\\Amazon Corretto\\jdk1l1l.0.13_8\\bin
g. [Path] (/NAR) TJava A AR=I®D bin 7#I)LEAN TRONSHVBEE. [New] (FR)
ZBIRLTINZEBML LT, [OK] ZBIRLET,
3. BEEHELTWindows IX > RZO7 N cmd.exe ZFAZE 9,

4. Windows 7*/N1 A® LocalSystem 7 HO Y NMIFT7 AN N I—H—ZERLET, #rtita®R
2BNAT—RICEEBAET,

net user /add ggc_user password

® Tip
Windows DR ICK 2 Tk, I—HF—D/NAD— ROHERI LA, HEKOBFICERE
ENTVBREENHYET, Greengrass 77V —>a> OEMfEEM TS ED oI
&, NAD—ROBXMERZEHL., TOHBRFUINBDEICEFHFLET, 1—F—0/\
AD—RIZE, BRI hEZRBCEBVRDIBEREETRETT,

s I—H—ENADT—ROBMHRZHERETSICEKE, XOOIN RZEITLET,
net user ggc_user | findstr /C:expires

» I—H—ONZAT—RFBRINICBESBVL S ICRETRICH, ROIYY RER
TLET,

wmic UserAccount where "Name='ggc_user'" set PasswordExpires=False

e wnic AN RAEIEE iz Windows 10 LEZFEHRAL TWVWDEEF. A0
PowerShell X > RZZETLE T,

Get-CimInstance -Query "SELECT * from Win32_UserAccount WHERE name =
'ggc_user'" | Set-CimInstance -Property @{PasswordExpires="False"}

5. T/N4 AIC Microsoft A 5PsExec1—7 1 UT 412X IJVO—RLTA VAR =ILET,
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6. PsExec 1—F 1 UF«14ZFALT, F7#IIRNI1—HF—D1—HF—FE/NAD—R%Z
LocalSystem 7 H O NORIEBHRIZ— vV —A VARV AILRTFELVUET, #a###E BLHIICER
ELEI-HY—ONAD—RICBEBRZAET,

psexec -s cmd /c cmdkey /generic:ggc_user /user:ggc_user /pass:password

PsExec License Agreement A"BILV /=5, Accept ZBIRL, S/ AICABELTION RER
TLET,

(® Note

Windows 7°/V1 AT, LocalSystem 77> ~#" Greengrass nucleus 232179 % 1=
., PsExec I—T 1 UT4ZFERALTF7 4L NOI1—F—15#H%Z LocalSystem 7
NIRRT DUEN BV ET, REABFEBNR—vy—TF 7V T5—>3> z2FEH
T2, COBE®E THOMTRAELS, REOTA>LTVWSI—H—0 Windows
LocalSystem 7 hJ > NMCRFENET,

AWS loT Greengrass Core VY 7 NJIF7&ZRX D O—RTB

AWS loT Greengrass Core Y 7 NI T O&F/N—2 32, ROFALPSATIVO—RTESR
EE

* https://d2s8p88vquiw66.cloudfront.net/releases/greengrass-nucleus-latest.zip

(@ Note

AWS loT Greengrass Core V7 R IJITOHEON—23aE, ROBHASHAIO—R
TEEXY, ###E X2 O0—RIBIN-—2JAVICEEBAZFET,

https://d2s8p88vquow66.cloudfront.net/releases/greengrass-version.zip

AWS loT Greengrass Core V7 NI ITF72FA D O—RITBICIE

1. A7 TNNA AT, AWS loT Greengrass Core V7RI IT7%& EVWSBZRDOT7AIICETY
A— RUEdgreengrass-nucleus-latest.zip.
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Linux or Unix

curl -s https://d2s8p88vquowb6.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

PowerShell

iwr -Uri https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip -OutFile greengrass-nucleus-latest.zip

COYVTIRITITEADO—RTBE, Greengrass Core Y7 RIDIT DT A 2 AZHIZE
BELEEOERBENET,

2. (F7>3a)Greengrassnucleus Y 7 NV I T ERZHRTBHICE

@ Note
CDHEEEIX . Greengrass nucleus /N\—> 3> 295 LIBRTHERATEET,

a. BUToOIOYVREMMAL T, Greengrassnucleus 7P—T 1 77O NDERZEHRBLET,

Linux or Unix

jarsigner -verify -certs -verbose greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

A2VARN=ITBIDKON=23UIC&E2T, 77AIINBIEBDIHEENHYET, 1
JAN=IULEIDKDON—=23 I jdk17.0.6_10 BEZERZ TS EE L,

"C:\\Program Files\\Amazon Corretto\\jdk17.0.6_10\\bin\\jarsigner.exe" -
verify -certs -verbose greengrass-nucleus-latest.zip
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PowerShell

AVARN=ILTBIDKON=IIVIZEL2T, 77MINBHIRBIEENFHYVET. 1
YARN=ILULEIDKDON—23 20 jdk17.0.6_10 ZEEMATSEZ L,

'C:\\Program Files\\Amazon Corretto\\jdk17.0.6_10\\bin\\jarsigner.exe' -
verify -certs -verbose greengrass-nucleus-latest.zip

b. jarsigner 2B TR &, RABRERTHIONBOSIET,

i. Greengrassnucleus ® zip 77 A I)LICBBEE D E, HAICUTORSBXANRRE
nNEX9:

jar verified.

ii. Greengrassnucleus ® zip 77 A I)LIZBBEhBVE, HALUTOLS BN LT
EhET

jar is unsigned.

c. Jarsigner -certs Z -verify &-verbose 7> a & —EICRHLEBEES, HHICE
ELHAHAEOFABEBREEENET,

3. AWS loT Greengrass Core Y 7 NI ITETFNAALOT7#)NRICHEBRLET, Z2FEHATS
7 # )L GreengrassInstallerliCBEEMAET,

Linux or Unix

unzip greengrass-nucleus-latest.zip -d GreengrassInstaller && rm greengrass-
nucleus-latest.zip

Windows Command Prompt (CMD)

mkdir GreengrassInstaller && tar -xf greengrass-nucleus-latest.zip -
C GreengrassInstaller && del greengrass-nucleus-latest.zip

PowerShell

Expand-Archive -Path greengrass-nucleus-latest.zip -DestinationPath .\
\GreengrassInstaller
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rm greengrass-nucleus-latest.zip

4. (A723a)KROIN REZETLT, AWS loT Greengrass Core Y7 R I F7D/)N—> =3
CEWERELETD,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

/A Important

v2.4.0 &Y BID/N— 3 > 0 Greengrass nucleus 24 > AM—J)LF3FEF. AWS loT
Greengrass Core V7 RV ITFZA VAN =) ULERBICZOT7 A FZHBRLEVTLSEE
W, AWS IoT Greengrass Core Y 7 R I TR, CO7#)INAADT 7L I)Z2FERL TET
LET,

VINIITORMN—2a>zFAOO0—-—RULESERE. v240 8 EZA4ARN=ILL,
AWS loT Greengrass Core V7 NI IT7EZA VAR =) LERBICCODT A I ZHIBRTEE
¥,

AWS loT Greengrass Core YV 7NV ITFTDA2AN=)
ROT O3V EEET 5| BEECA 2V AN—FZETLET,

« BIENICHERL 2 AWS VY —RAELRIAEZHEAT DL SICEETDIHIREI7AIUAS AR
R—JLLUEF., AWS loT Greengrass Core Y 7 NI T Tk, T/N14 ALDTFTXT®D Greengrass
OAVR—FXVNOBREZEEITIRE/7AINEZHEALET, 1A=, REHETIHIRE
J77ANTREBEBETTAINEERLET,

s A7FNAARATY 7 RNV ITFAVR—FR NEERTTBLOHIC ggc_user VAT LI —%fE
A92&3ICEELET, Linux */NA1 ATk, COON> RE gge_group YARATALATI—T"%
FHTARSICEEL, ESICAVAMN—FICRITIARTLI—Y—ETIL—T7H, 1—H—IC
KH>THERENET,

« AWS loT Greengrass Core V7 NI T %, BEFICERITEDZATLAY—ERELTEY B
7Y 7UET, Linux FINA ATk, ZhiE Systemd init ¥ AT AN BETT,
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/A Important

Windows A7 7/N14 ATk, AWS loT Greengrass Core Y 7 NV ITZ# AT LAY —E
AELTRERETDHENHVET,

BETEZ25|HOFMI VTR, "1V AM—F5|H, 2ZRLTEEL,

@ Note

XEUNHFIBRE iz AWS IoT Greengrass 7°/V 1 ATEITLTWBHEEEE. AWS loT
Greengrass Core YV 7 NI ITHERTHIXEVERZHHTEE T, XTUE) HTEHI4
T3, nucleus AR—F2 R® jvmOptions BRENTA—ZXTIVM E—T DOH A X
A7AVEBRETERT, FHlICOVTR., "WMAZTZ IV TXEVEWETZHIEHT
B, ESELTL XL,

o LHEIIC AWS IoT Y—EATE/DIAREETTAR—NF—ZERL 2BERE. FIRLCHE>TT
SARK—RNF—LAHET 74 %288 AWS loT Greengrass Core Y 7 RIJITFTRAARN=I
LET,

c UBICN—=RIIF7EF21VFAEZI1—) HSM) DT SAR—KF—H ST/ OiAEEER
LiBakk, FIBICH2T, 74 R—KF—LFBAEEEL AWS loT Greengrass Core ¥V 7 b
JIFZHSMICAARN—=ILET,

TOAR—RNF—LFRAET7AILEFERL T AWS loT Greengrass Core V7 NI I T & A A
N -

AWS loT Greengrass Core YV 7 RNV ITFZ A2 AR =T DI

1. AWS loT Greengrass Core V7 R JIT7ON—2 3 ZHFELET,

c &, VIRNIITZECT7 #INAND/NAGreengrassInstallerlCBEBRAET,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

2. TFARIF12ZFEMAL, config.yaml EVSERORE7 7ML EERKLTAZAN—F
CRHELFET.
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BIZIE, Linux R—ADTATATE, XOON RZZETL, GNUnano 2 AL T7 74
BIERTZEET,

nano GreengrassInstaller/config.yaml

ROYAML ATV ZETF7ANICAE—LET, cOPDRET 7 AN, ZATLNT
X—2& & Greengrass nucleus N7 X—Z&ZEELET,

system:
certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "MyGreengrassCore"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.2"
configuration:
awsRegion: "us-west-2"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "device-data-prefix-ats.iot.us-west-2.amazonaws.com"
iotCredEndpoint: "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"

R, LTOBREZRTLERT,

« DA VARV A% Greengrass L— N7 # )L /greengrass/v2ICBEBMAET,
« BE_/ DAEFIMyGreengrassCorelBEMAET AWS loT .

« 2.12.2 % AWS loT Greengrass Core V7 RV IFTON—D 3 VICBEBRAET,

« us-west-2%, DY—AREERLEAWS V=23 ICBEBRAET,

s BRN—URMO—ILIA VT ADZFIGreengrassCoreTokenExchangeRoleAlias|iE
EMRET,

« & AWS loT F—2& I RRA > MiotDataEndpointlICcBEMAET,
« % AWS loT FRRHMEHRI > KR4 > NiotCredEndpointIiZEEMAE T,
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® Note
COBRETTALTR, FATRR—RIMXZRYRND—07OF>E, ROHITR
FTRSIZ, 2D nucleus DEREF TSIV EHARIAATEET, FMICOVT
l&. Greengrass nucleus B2 EZZHRBL TS EE L,

system:
certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "MyGreengrassCore"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.2"
configuration:
awsRegion: "us-west-2"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotCredEndpoint: "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"
iotDataEndpoint: "device-data-prefix-ats.iot.us-west-2.amazonaws.com"
mqtt:
port: 443
greengrassDataPlanePort: 443
networkProxy:
noProxyAddresses: "http://192.168.0.1,www.example.com"
proxy:
url: "https://my-proxy-server:1100"
username: "Mary_Major"
password: "pass@wordl357"

3. AVAM—FZRITLT, RE77AINERHMIB&LSIC, --init-config CHL TEEL
£

« /greengrass/v2 &1zl& C:\greengrass\v2 % Greengrass L— N7 # LA ICBEEBRA K
T,
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c DBEAVAZRVAZE, AVAN—FTZBRLIET # )L A GreengrassInstallerliZEEHA
£7,

Linux or Unix

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--init-config ./GreengrassInstaller/config.yaml \
--component-default-user ggc_user:ggc_group \
--setup-system-service true

Windows Command Prompt (CMD)

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" ~
-jar ./GreengrassInstaller/lib/Greengrass.jar ~
--init-config ./GreengrassInstaller/config.yaml A
--component-default-user ggc_user A
--setup-system-service true

PowerShell

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" °
-jar ./GreengrassInstaller/lib/Greengrass.jar °
--init-config ./GreengrassInstaller/config.yaml °
--component-default-user ggc_user °
--setup-system-service true

/A Important

Windows 7 7/N1€4 ATk, ZIEE--setup-system-service truel T AWS loT
Greengrass Core YV 7 NIV ITF &2 AT LAY —EARELTEETIHEN HYET,

--setup-system-service true ZEEITIHEE. YVINIITEZATLAY—EREL
TEYRT7YTULTEATLES, 12 AM—1F Successfully set up Nucleus as a
system service ZHALET, ThUADFE, EBELCVYIRNIVITHFAARN=IENT
WhiE, 1A =SB XYvE—2ZEDLERA,
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® Note

--provision true 5IBBLTAVAN—TZ2RITIREE, O—NIERY-ILZ
7704 F3HIC deploy-dev-tools 5|¥zEATE XL A, Greengrass CLI Z 7
NAACEETF7OATD2HFEOBERICOVTIE, "Greengrass AN RTA A
B—T7IA A1 25RLTEE,

4. W—=KR7ANEOT77AIINERIEL T, A VAR ZBELET,

Linux or Unix
1s /greengrass/v2
Windows Command Prompt (CMD)
dir C:\greengrass\v2
PowerShell

1s C:\greengrass\v2

AVARN =LA ERBICMEBENLEES, L—M7FI)LHAICIE config, packages. logs & &
DEBOT A NANEENET,

TT5AR—RNF—EAEZEMFEHAL T AWS loT Greengrass Core Y 7R JI 7% HSM IZA4 2 A
N—=ILT%

(® Note

C DHEEEWX, Greengrass nucleus 1VR—F 2 KD v2.5.3 A THEATEET, AWS loT
Greengrass £, Windows A7 F/N1 AT Oz HR—K L TLVEH A,

AWS loT Greengrass Core YV 7 NI T2 A AR —=ILTBICIE

1. AWS loT Greengrass Core V7 RV IT7ON—2 3 #HREBLET,
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c &, VIRNIITZECT7 #INAND/NAGreengrassInstallerlCBEHBRAET,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

2. AWS loT Greengrass Core Y 7RI I FHA HSM TTSAR—KNF—LiAEZFERATED LS
ICFBICIF. AWS loT Greengrass Core Y 7 NI ITFTZA 2 ARN—ITBHEEIC PKCS#H11 7
ONAEOAVR—F 2 EAVARN=ILET, PKCSHNM 7ONA A AV R—F NE, 1>
AN=IIBICRRETER TS A4TT, PKCSH#IM Z7ONA AV R—F NORFH/N—2 3
VEROBMASAIO—RTEERT,

* https://d2s8p88vquiw66.cloudfront.net/releases/Pkcs11Provider/
aws.greengrass.crypto.Pkcs11Provider-latest.jar

PKCS#11 7ONA XTS5 4> % aws.greengrass.crypto.PkcsllProvider.jar &\
SETMODT77ANIAIO—-RLET, ZFATS 7 #)LXGreengrassInstallerlZEE
BAET,

curl -s https://d2s8p88vquow66.cloudfront.net/releases/Pkcsl1Provider/
aws.greengrass.crypto.PkcsllProvider-latest.jar > GreengrassInstaller/
aws.greengrass.crypto.PkcsllProvider.jar

COYVTIRITITEADIO—RTBDE, Greengrass Core Y7 RNIDIT DT At AZHIZE
BELEEDODERBENET,

3. THFANIF/4XREZMFAHL, config.yaml EVWSBHDERET7AILEERLTAVARN—7
ICRHLET,

BIZIE, Linux R—ADZATATE, XOON RZZETL, GNUnano 2 EHLT7 74
BERTEEXT,

nano GreengrassInstaller/config.yaml

ROYAML ATV ET7AINICIAE—LET, COFBPRET 7 ALK, ZATLND
X—2A . Greengrass nucleus /N X—2, PKCS#11 Z7OANARZNTX—R2ZEELE T,

system:
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certificateFilePath: "pkcsll:object=iotdevicekey;type=cert"
privateKeyPath: "pkcsll:object=iotdevicekey;type=private"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "MyGreengrassCore"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.2"
configuration:
awsRegion: "us-west-2"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "device-data-prefix-ats.iot.us-west-2.amazonaws.com"
iotCredEndpoint: "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"
aws.greengrass.crypto.PkcsllProvider:
configuration:
name: "softhsm_pkcsll"
library: "/usr/local/Cellar/softhsm/2.6.1/1ib/softhsm/libsofthsm2.so"
slot: 1
userPin: "1234"

RIS, LTOREZRITLUERT,

- PKCS#11 URI @ iotdevicekey DEA VARV A%, TSAR—KF—%ERL THHE

BAVR—RNULEFTDITORIRIICEERZET,
« DA VAR A% Greengrass L— N7 # )L /greengrass/v2ICBEBMAET,
« BE_/DAEFIMyGreengrassCorelBEMAET AWS loT .
« 2.12.2 % AWS loT Greengrass Core V7 RV ITFON—D 3V ICBEBRAET,
« us-west-2%, DY—AREERLEAWS V=23 ICBEBRAET,

c BN—OOXRBO—I)LIA )T ANDRZHIGreengrassCoreTokenExchangeRoleAlias|C &

EMRET,
« & AWS loT F—& I RRA > MiotDataEndpointlIcBEMAET,
« % AWS loT FRAHMEHRI > KR4 > NiotCredEndpointIiZEEMAE T,

=1 —

- aws.greengrass.crypto.PkcsllProvider JVAR—X 2 NORENTF X—Z%&, AT T

INAAD HSM REDEICEE]RAET .
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® Note
COBRETTALTR, FATRR—RIMXZRYRND—07OF>E, ROHITR
FTRSIZ, 2D nucleus DEREF TSIV EHARIAATEET, FMICOVT
l&. Greengrass nucleus B2 EZZHRBL TS EE L,

system:
certificateFilePath: "pkcsll:object=iotdevicekey;type=cert"
privateKeyPath: "pkcsll:object=iotdevicekey;type=private"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "MyGreengrassCore"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.2"
configuration:
awsRegion: "us-west-2"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "device-data-prefix-ats.iot.us-west-2.amazonaws.com"
iotCredEndpoint: "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"
mqtt:
port: 443
greengrassDataPlanePort: 443
networkProxy:
noProxyAddresses: "http://192.168.0.1,www.example.com"
proxy:
url: "https://my-proxy-server:1100"
username: "Mary_Major"
password: "pass@wordl357"
aws.greengrass.crypto.PkcsllProvider:
configuration:
name: "softhsm_pkcsil"
library: "/usr/local/Cellar/softhsm/2.6.1/1ib/softhsm/libsofthsm2.so"
slot: 1
userPin: "1234"
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4, AVAM—ZZETLT, RE77AINEZRHETDHELSIC, --init-config IZRML THEEL
x79,

- % Greengrass Ll— 7 # LA /greengrass/v2ICBEBRAE T,

c DBEA VARV AZE, AVAN—FZBRLIET )L A GreengrassInstallerliZEEHA
£,

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--trusted-plugin ./GreengrassInstaller/aws.greengrass.crypto.PkcsllProvider.jar \
--init-config ./GreengrassInstaller/config.yaml \
--component-default-user ggc_user:ggc_group \
--setup-system-service true

/A Important

Windows 7 7/N1 ATld., ZIEE--setup-system-service truel T AWS loT
Greengrass Core YV 7 NIV IT &2 AT LAY —EARELTRERETIHEN HYET,

--setup-system-service true ZEEITDHE. VINIITEIATLAY—EREL
TEYRT7YTULTEALES, 12 AM—F1F Successfully set up Nucleus as a
system service ZHALET, ThUADFZE, EBICVYIRNIITHFAARN=I)ENT
WhiE, 1A —=—FRBXvtE—2ZEBDLERA,

(@ Note

--provision true 5IBBLTCAVAN—TZRTITHEE, O—HILERY—I %z
T704F3HIC deploy-dev-tools 5|¥zEATE XL A, Greengrass CLI Z 7
NAARACEETF7OC4TDHFEOBERICOVTIE, "Greengrass ANV R4 A
B—T7IA A1 25RLTEE,

5. W=KR7FNEOT7 74 2H#BE LT, 1AL ZH#EBLET,

Linux or Unix

1s /greengrass/v2
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Windows Command Prompt (CMD)
dir C:\greengrass\v2
PowerShell

1s C:\greengrass\v2

AVARN=IIAERBICABENIIFGE. L—N7#)AIZE config, packages, logs & &
DEBDOT A IIANEENET,

AWS loT Greengrass Core V7 NI I T &2 AT LY —ERELTA VAN —ILLESRE, /1A
R=SHAVIRNIITEETLET, ThUADBE, VINIITEFHTEITIZDLEN HY)
£9, FMIZOVWTIE, TAWS IoT Greengrass Core V7 RN I 7 2ET9%, 25RBLTLKEE
(A

VI7RDITE ZRELTHERTSHZEOFEMIC OV TIE AWS loT Greengrass, U T2 HRL T
<EEV,

« AWS IoT Greengrass Core Y 7 NJ I T Z:RET S

« AWS loT Greengrass 1V R—X > KN ZHKT S

« 7)N4 AIZ AWS IoT Greengrass IR—ZX> NOF 704

« Greengrass AN RZAAVEZ—TIAA

AWS loT 7U—Kk7’OE> 3 ”Z> % T AWS loT Greengrass Core VY 7 k
DITZA2VAMN—ILTSD

C DHEEEIX, Greengrass nucleus IVR—F 2 hD v2.4.0 ARIZRIATEET,

AWS loT 7U—K7OES3aZ> J RT3 E, X509 F/N\NA ABEEEL T SAR—KNF—H

AWS loT FNA AICH O TERITDEZICTNSEERL TELICHEE AWS loT $5 K52 Z5&
ETEET, &k, Amazon L—KFREER (CA) ICK 2 TERBENLEIS AT NEEAE AWS loT %
RELET, Z7U—N7OEZaZ_>Jc7OE a3 =9 9% Greengrass A7 TFNA1 ADE/ D
IGIN—=T", B/DRAT, PTUOELAHFTEEETS AWSIoT KDIZ ZRETDELEETEET, 7
AO>a > I572 7 L—KNE2E&ELT, FEFNAAZAWSIoT 7O I ZVJ 32 FEEE
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HLET, 7O aZ>I957> 7 L—M &, 7O 3aZIRKICTFNARABICERTHED, R
)o—, BRTAHAEV Y —AZEBELET, FHICOVWTE., TAWS IoT Core RO Y /N—H A
Ry ™77O>a - 057207 L—bhy #8BLTLSEETL,

AWS loT Greengrass l&. AWS loT ZU—K7OEZ3aZ>JIC&k 2> TEREhZ AWS UY—XA
ZfEAL TAWS loT Greengrass Core Y 7 RV ITZAVAN—=INTBDHICFEATE S AWS loT
Z0—N7OED 307504 2RMLUET, 7U—-NTAEDAZDITFTA4EIL—
LAlZ&BD7OED a2 J72FALET. FNA AR, 7AED a2 T 0L —LAFIREE T4
R—=NF—ZFALT, BEOREICEATED —EN X509 FNA AMBAEL TSI K- F—
ZRELET, HEPICETNAALZIL—LRABES VLY M F—ZEHIATENTEDD
T, BERRIEBTETNA AN A SA VB2 EEEITFNARETIVTATILTEET, EHOD
FINAACKLULTEALU I L —ABHELE T SAR—NF—2FRTHENTEET, FHHICOVT
l&. TAWS IoT Core FARAYN—HA R, O "OL—ALICKD7OEZ3IZ2>T, 28BLTLE
=0,

(@ Note
7—KN70O23Z2I0720420, BE. N\—ROIT7EF1UTAED 1)
(HSM) ADTSAR—hF—ESBET 7 A LOREEHFR—NLTVEL A, HSM ZfE
B3aICik, FBH O3 _>245 T AWS loT Greengrass Core Y 7 NI ITFRA 2V ARN—
ILUET,

AWS loT 7 —KN7OE2 3”242 T AWS loT Greengrass Core YV 7 NI IT7 %AV AR=ITB
IZE. AWS PHO > N » Greengrass A7 FNAAO7OED 3= AWS loT ICEATS ICV
V—AZRETIRBENF HYVET, chsoVY—RAIZR, 7O0EZ3Z>J97>7L—K, JL—
LEEAE, BREKR—DVRBIAMO—ILFEEFINET,. cnSOVY—RAZERKLER, s
OVY—RZBFALT, ZJU—NHNOBBOIATFNARZ7OEDIZ I TEXRT, FMICO
WTIEk. TGreengrass A7 F/NA AN AWS loT 7)) —KN7OBS3a_ 0%y N7V 7§35
ZZRLTLSEETY,

/A Important

AWS loT Greengrass Core V7 NI I 72XV O—RIBDHEIC, AT F/N1AD AWS loT
Greengrass Core V7 RV I T V20 &ZAVAR=ILTRHRITITRLOOEHZH-LTWD
CEEBRLTLIEEL,
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N

- BIREH

« AWSIoT IV RKRAV NZRIETS

s TNAAICREAEZS DV O—RTD

s FTNAAREZEELYRNTYTIS

« AWS IoT Greengrass Core V7 R DI 7D O0—RTF%

« AWSIoT ZU—h7O0ED3Z2VI73042 &80 0—R¥D

« AWS loT Greengrass Core Y 7 RV IT DAV ARN—=)L

« Greengrass A7 TF/NAAD AWS loT ZV—K70OEZ3 -0 Y NTVY 73D
« AWSIoT ZU—N7 0D ZVITZ AV ERETS

« AWSloT ZU—h70OED3Z2I75 4> 0ZEEOYT

Bl RR SR A

AWS loT 7U—K70OE>3 =>4 T AWS loT Greengrass Core Y 7 R IIT A VAR—=ILTS
IZl&., £9 Greengrass A7 TF/NAADAWS lIoT 7U—KJOED I V2 BRETDIHENH V)
£, ChSOATY7TZ1EARETISE, 7U—N7OED3aZ>JZFEALT, FEOHOTF
INA A2 AWS loT Greengrass Core Y 7 RN JITZA2ARN—ITEEXT,

AWS [oT I RARA > N 2B TS

D AWS loT T RIRA R ZEBL AWS 7HIOU N, BTHEAITZEHICREFELET. TNA1A
FChSsOIRRANEFHALTAWSIOT ICIEHELET. UTOBREEZETLET,

1. AWSIoT OF—Z IV RKRAZ N EZBBLET AWS 7HTI U K,

aws iot describe-endpoint --endpoint-type iot:Data-ATS

ERAEBCLEBENERE, LARARROBIOLSICBVET,

{

"endpointAddress": "device-data-prefix-ats.iot.us-west-2.amazonaws.com"

}

2. O AWS loT FBAEHBI> RKRAV RNEZBELET AWS 7HI U K,

7U—Rh7OED3ZVV=E>TEAVARN—ILTS 239



AWS loT Greengrass FROYN=HA R, N—=23>2

aws iot describe-endpoint --endpoint-type iot:CredentialProvider
ERNFEBCABENLEBEE. LARVARROBORSIZEYET,

{
"endpointAddress": "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"

}

TFINAAZEAEZZTO—-RTB

TFINA AR, VJL—LFBAELE S/ R— F—FALT. AWSUY—RE7OEEZ3a =29
L. X509 /N AGEAEZMBEITDVIITARNERIALET, VL —LFHELE S TAR—rF—
FREBCTNAACEDHIATDY, 1AM —IIEICHEBEEF—Z2TF/NAMAICIE—T BN
TEET, cOEI>a>TR, VJL—LRBPELE T FAR—NF—EFNAAICIE—LET, F
=. FINA AIZ Amazon )L— REREEE (CA) SEFREE£ AV O—RLET,

/A Important

7OE23a=Z2 T 0L —LTTA4R—hF—&, Greengrass A7 FNA ALICHBHEEZ
e, BEILREIDIHSENHY)FT, Amazon CloudWatch X RO RAEOQT ZHERAL T,
TFNAARET7OES a0 920N I L —ARBEOFEFAZENERAOKEZEEZETEZ
R)IJFTBELEBBOLET, BEAZRELEBSE. 7023 "> J 0L —AGEH
ERBEMHICLT, FNARAOZ7OED I ZVJICERATEBRVRSICLET, FMICOVWT
l&. TAWS IoT Core FROY/N—HA R, ® "TAWS loTOE_RD) T, #RBULTLE
=L\,

CBRIDTNAAODBRETNAAEZBEEBLYILKITBILEHICAWS THI K, 7U—hK
O3> I097 7 L—NE2ERTHIEEICENSOED A VU 7Y U RBETESR
T, BERI7OEEDa_ 07y 0@, FINAANFEBEREICERHBEIZTOITL—KNFTX—4
ZHRFL TS AWS Lambda BBEHTT. HIAE, TF/NAAID ZTF—EXR—RAERWEL T, TN
AACZTAOED I ZV V32 ERISD 2B IHEA7O0EDIZ2T 7Y U =EK
THoEHNTEET, BFEICOVTIE. TAWS loT Core RO Y S—H 4 K, O =7
A>3 07y 0, #8RLTLKEEV,

7U—Rh7OED3ZVV=E>TEAVARN—ILTS 240


https://docs.aws.amazon.com/iot/latest/developerguide/monitoring_overview.html
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TFNAAZIL—LFAREEEZAVO-RTS

1.

IDL—LRMBPAEELE TS FAR— F—ZFNAAICIE—LET, BRAIEI—R2EFNA
2T SSH & SCPABMICA>TVAHE, BMERAIVE1I—2Tscp ANV REFRALTY
L—ALRAEBE S TAR—PMNF—ZEHETEERT, ROIDNV REITE, chsnT7 74 ) Z2H
RAJE1—2ED claim-certs EVSBED T AINEASTNAAICEELET, 2FN
AADIP 7 RLARdevice-ip-addressiCBEEBRAET,

scp -r claim-certs/ device-ip-address:~

T /INA AIZ Greengrass L— N7 # LA ZHER L E T, T AWS loT Greengrass Core VYV 7 b
DITEIODTANRICAVARN=ILET,

Linux or Unix

- BERTST7FI)NA /greengrass/v2ICBEBRAET,

sudo mkdir -p /greengrass/v2

Windows Command Prompt

« C:\greengrass\v2 Z2fERAT2 72 I)IFICBEERAET,

mkdir C:\greengrass\v2

PowerShell

« C:\greengrass\v2 2R3 7 A ) AICBEHMAET,

mkdir C:\greengrass\v2
(Linux ® &) Greengrass L— R 7 # LA OBOF A EZRELE T,

« /greengrass Z)— R 7 # )X NOBRICBEERZET,

sudo chmod 755 /greengrass
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4. UL —ALFEBHE%E Greengrass L— N7 2 )LFIZBEILET,

« /greengrass/v2 £Izl& C:\greengrass\v2 %& Greengrass L— K7 # )R (CEEMAE
CP

Linux or Unix

sudo mv ~/claim-certs /greengrass/v2
Windows Command Prompt (CMD)

move %USERPROFILES%\claim-certs C:\greengrass\v2
PowerShell

mv -Path ~\claim-certs -Destination C:\greengrass\v2

5. Amazon JL— RNFREER (CA) certificate. AWS IoT certificates l&, 77 #JL 8T Amazon ®J)L— ~
CARIAEICHEENTSNTVET,

Linux or Unix

sudo curl -o /greengrass/v2/AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl. pem

Windows Command Prompt (CMD)

curl -o C:\greengrass\v2\\AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl.pem

PowerShell

iwr -Uri https://www.amazontrust.com/repository/AmazonRootCAl.pem -OutFile C:
\greengrass\v2\\AmazonRootCAl.pem
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TNAAREZEY NTYTIS

COEIIAVOARTY TIZH2T, AWS loT Greengrass A7 7T/NA4 A& L THERT S Linux £
(& Windows /N1 A&ty N7YTULET,

Linux /N1 RZ+EY N7V 733
? Linux /N4 AZ €Y hT7 Y7951 AWS loT Greengrass V2

1. AWS loT Greengrass Core YV 7 NV I TN RITTDIUVENHD Java T A LEA VA=)
L &9, Amazon Corretto £/ (& OpendDK ORIV R—NN—2 3 2FRATRHEZHED
LET. N—232 8LUBHIMBETYT, ROIAN Rk, F/N1AIC OpendDK 24 > AKN—=)L
IT2HEZRLTVET,

« Debian R—A Xl Ubuntu R—ADTF1 ARNIVE1I—>3a>nBi4E:

sudo apt install default-jdk

Red Hat R— AN TF 1 ANVE 11— 3> NDFEE:

sudo yum install java-11-openjdk-devel

« #E¥ Amazon Linux 2:

sudo amazon-linux-extras install java-openjdkll

« ## Amazon Linux 2023:

sudo dnf install java-1l-amazon-corretto -y

AVAR=LAHFRETLES, ROOXY RZERTL T Java # Linux T/NA ATETEhTWVS
CEEMRBLET,

java -version

COANY RE, FNAALTRITEATVWS JavaON—23 22 HHLET, fIx
(. Debian R—ADTFAARNIE1I—232 TR, HARROHTILOLSIZHEY)ET,

openjdk version "11.0.9.1" 2020-11-04
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https://aws.amazon.com/corretto/
https://openjdk.java.net/
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Open]DK Runtime Environment (build 11.0.9.1+1-post-Debian-1deblQu2)
Open]DK 64-Bit Server VM (build 11.0.9.1+1-post-Debian-1debl@u2, mixed mode)

2. (A7 a)FNARIZAVR—F 2 NERTIBDTT7FIILNOATLAI—HY—BLTTI—
THEERLET, €1 ARN—F5|--component-default-user#BzFEHL T, 1 AKN=I
I AWS loT Greengrass Core Y 7 RV ITFA VAR —ZIZCO1—HF—&TIN—TZERE
BBIEETEERT, FHFMICOVTR., "1 AN—T5|H.1 28RBLTKEEV,

sudo useradd --system --create-home ggc_user
sudo groupadd --system ggc_group

3. AWS IoT Greengrass Core Y 7 NV I T ZRETTSD 11— — (BERE root) I, FENI—
H—BLOPEEDT N —TsudoTRITIBD T IV EAFAN BB EZBABLET,

a. /Jetc/sudoers 774 I)ZHKICIE, XROOAX > RZEETLET,

sudo visudo

b. I—H—DHERIROFDRSIZHE>TVWBIEEEELET,

root ALL=(ALL:ALL) ALL

4. (A7232)dArTFHbEhic Lambda A ZEEITTHICE. cgroups vl ZBMICL. XTEV
EFINAAD cgroups ZEMICLTNI RNTBUENHYET, A>T FHLE iz Lambda
BEHZRITIDTFENBWVEE, COFIEZEBTEERT,

NS D cgroups A7 A EBRMICTBICE. RO Linuk T—KINFX—2Z2FERLTTF
NAAZEBLET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0

TFNAADA—RINFA—R2HBELVTRETDLOOBWRICOVTRR, ARL—F 127
JATALABLRVT—RO—X—ORFIXVRNESRLTSEETV, BRIZH>T, H—FIN
FX—B 2 KERNICRELET,

5. FTNAADEHXH CHZIEHVARTRENTVARLSIC, TOMOMBELEBZZIKREFERZIAN
TTFNAALZAZVAR=ILLET,
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https://en.wikipedia.org/wiki/Cgroups
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Windows /N4 A2ty NT7YvTT3

® Note
C DHEEIEL. Greengrass nucleus A R—F 2 b M v2.5.0 ABRICFIATEE T,

A ® Windows 7/\14 AZFZET B ICIE AWS loT Greengrass V2

1. AWS loT Greengrass Core V7 NI ITHNRITITIUENHD Java T RALZEA VAR
L &9, Amazon Corretto &= ld OpenJDK ORHIVR—KNN—2 a3 2 FERATRHCEZ2HE®H
LET, N\—>232 8RNI MHETT,

2. PATH AT ALAZET Java " EATRENEREL. TS5 THRVESIFEMLET, LocalSystem
7’7]'7‘/ N (& AWS loT Greengrass Core V7 NI T &2RTIS LS, 1—H—0 PATH 1—

—ZHORDY)IC PATH AT LERIC Java ZEMT D XLEN HVET. AT OREZET

bﬁ@'o

a.

b.

Windows ¥F—Z#H U TAZ—R X _1—%Z@HEET,

environment variables ZANL T, AXZ—RXZ21—NDSTATALAFTaERE
LET,

ARX—RNXZ1—0HBRFERND S [Edit the system environment variables] (> AT AREZL
WaEimeE) £ ') Y 2 LT, [System properties] (AT AZTONTA) T4 ROZRAEE
ED

[Environment variables...] GREZ$...) ZiEIR L T. [Environment Variables] (RE A &)
JAVRIVEREERT,

[System variables] (> A7 AZE) T. [Path] (/VA) . [Edit] (#&&E) DIEIZEIRL £9, [Edit
environment variable] (f—iﬁgﬁwlﬁﬁ) T4 RITR, BRIOTICENAZRRTESR
9,

Java 1V AR=J)L®D bin 7A)LENODNAFFEELTVRI L ZRELET, CO/NAR,
ROBDKRSIZRTRENET,

C:\\Program Files\\Amazon Corretto\\jdk11.0.13_8\\bin

[Path] (/NA) TJava 1 > AKR—I®D bin 7 #I)ILEHN TROIHSKEWVESIE. [New] (318)
ZBIRLTINZEML LT, [OK] ZEIRLE T,

3. BEEELTWindows AN RZ7’O7 N cmd.exe ZHEE T,
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4. Windows 7*/N1 A®D LocalSystem 7HO Y NMIFT7 AN N I—H—ZERLET, #ntita®R
ERNAD—RICBEBRZIET,

net user /add ggc_user password

@ Tip
Windows DR ICK 2 Tk, I—HF—D/NAD— ROHBRI I, HEKOBFFICERE
ENTVBREENHYET, Greengrass 77V —>a> OEMfEZM TS B2 oI
&, NAD—ROBXMERZEHL., TOHBRFVINBDEIICEFHFLET, 1—F—0/\
AD—RIZE, BRI hZRBCEBVRDIBEREETRETT,

e I—H—ENADT—ROBMHRZHEZETSICEKE, XOON RZEITLET,
net user ggc_user | findstr /C:expires

« I—H—ONAT—RABRINICESBVKRSICRETRICEK, ROIXY KEXR
TLET,

wmic UserAccount where "Name='ggc_user'" set PasswordExpires=False

e wnic AN RAEIEE iz Windows 10 AEZFERAL TWVWDEEF. A0
PowerShell X > REEZTLET,

Get-CimInstance -Query "SELECT * from Win32_UserAccount WHERE name =

'ggc_user | Set-CimInstance -Property @{PasswordExpires="False"}

5. F/N4 AIC Microsoft #* 5PsExec1—7 1 UT 41X JO—RLTA AR =)ILET,

6. PsExec1l—T1UF4Z2EALT, F7FI)INRNI—H—O1—H—RENAT—RZ
LocalSystem 7H DU NORIEBEBRYNZ—S vV —A VARV AILRELE T, ####nZ L EIICER
ELEI—H—ONATD—RICBEEB|AET,

psexec -s cmd /c cmdkey /generic:ggc_user /user:ggc_user /pass:password

PsExec License Agreement A"BIWV =5, Accept ZiBIRL, SA 2 AICAELTION REE
TLET,
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https://learn.microsoft.com/en-us/windows/win32/wmisdk/wmic
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
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® Note

Windows 7/N1 A Tl&, LocalSystem 717> N Greengrass nucleus 232179 % /=
. PsExec I—FT 1 UT 4 ZFERALTF7 4L NOI1——15#H%Z LocalSystem 7
NOVRNIRINTDUEN BV ET, REAFBNZ—vy—TF 7V 75—>3 > zFEH
TRE, COBEBRE 7THVRNTRERELS, REOJ AL TVS 11— —0 Windows
LocalSystem 7 hJ > NMCRTFENET,

AWS loT Greengrass Core Y 7 N JITF7&RZXIVO—RTB

AWS loT Greengrass Core Y 7 NI T O&F/N—232 1, ROFAISAIVO—RTESR
ER

* https://d2s8p88vquiw66.cloudfront.net/releases/greengrass-nucleus-latest.zip

(® Note

AWS IoT Greengrass Core YV 7 RV ITOHEO/N—23 2, ROFAASKVO—R
TEEXRT, ##nte X O0—RIBIN—TJaAVICBEEBRAFET,

https://d2s8p88vquow66.cloudfront.net/releases/greengrass-version.zip

AWS loT Greengrass Core V7 NI I 72XV O—RITBICE

1. 7 7TINA AT, AWS loT Greengrass Core V7 RN I 7% EVSBRBOT7AIICHTY
A— R LU EJgreengrass-nucleus-latest.zip.

Linux or Unix

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip
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Windows Command Prompt (CMD)

curl -s https://d2s8p88vquowb6.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

PowerShell

iwr -Uri https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip -OutFile greengrass-nucleus-latest.zip

COVYT7RNIITFTEADIO—RTBE, Greengrass Core VI RNIIT DT A2 AZHICE
BELEEDERBENET,

2. (F7°>3a)Greengrassnucleus VY 7 NJIT7BEEER TS ICE

(® Note
Z DBEEIL. Greengrass nucleus /N\—2 3> 295 LI THEATEET,

a. BUTOIOYREMMAL T, Greengrassnucleus 7P—T 1 77O NDERZEHBBLET,

Linux or Unix
jarsigner -verify -certs -verbose greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

AVARN=ILTFTBIDKON=J3VICEL2T, 77MIILEBHIRBIEENFHVET, 1
YAN=IULEIDKDN=23 I jdk17.0.6_10 ZEEMATSIZZ L,

"C:\\Program Files\\Amazon Corretto\\jdk17.0.6_10\\bin\\jarsigner.exe" -
verify -certs -verbose greengrass-nucleus-latest.zip

PowerShell

A2VARN=ITBIDKON=23UIC&E2T, F77AIINBIEREBRDEENHYET, 1
AN=IULEIDKDON—23 I jdk17.0.6_10 BEEMZ TS EE W,
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'C:\\Program Files\\Amazon Corretto\\jdk17.0.6_10\\bin\\jarsigner.exe' -
verify -certs -verbose greengrass-nucleus-latest.zip

b. jarsigner FiEBITR &, RABREZRTHONFBSIET,

i. Greengrass nucleus ® zip 77 A )LICEBEhD &, HAOLUTORS BN KRTRE
nEd:

jar verified.

ii. Greengrassnucleus ® zip 77 A JLIZEBRBEhABVWE, HAOLEUTOLS BXA KT
ThET:

jar is unsigned.

c. Jarsigner -certs %Z -verify &-verbose #7723 & —EICIRHL BE. HHICE
EXHIAHAEOFABREEENET,

3. AWS loT Greengrass Core Y 7 R IV ITEZFNAARALOT7#)NRICHERLET., ZFEATS
7 # )L A GreengrassInstallerliCBEMAET,

Linux or Unix

unzip greengrass-nucleus-latest.zip -d GreengrassInstaller && rm greengrass-
nucleus-latest.zip

Windows Command Prompt (CMD)

mkdir GreengrassInstaller && tar -xf greengrass-nucleus-latest.zip -
C GreengrassInstaller && del greengrass-nucleus-latest.zip

PowerShell

Expand-Archive -Path greengrass-nucleus-latest.zip -DestinationPath .\
\GreengrassInstaller
rm greengrass-nucleus-latest.zip

4, (AT72IV)ROIOAX RERTLT. AWS loT Greengrass Core Y 7RI I F7HO/N—> 3
CEBRARLED,
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java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

/A Important

v2.4.0 &Y BID/N— 3 2 O Greengrass nucleus 24 > AN—I)LF%FEF. AWS loT
Greengrass Core YV 7 RV I T A VAN =L LERBIZCO7 A AZHIBRLBEVWTSEE
Wo AWS loT Greengrass Core V7 NI ITFE, cOT7A)INFRADT7AIEFERAL TET
LET,

VINIITORBHN—23a> 2D O0—RULESEE. v240 8 EZAAN=ILL,

AWS loT Greengrass Core YV 7 RN JITFEA VAR =ILERBICCDT A IZHBRTEE
C

AWS loT 7V —h7’OE> 3= 07504 %#80>0—R$3

ZYU—AWS loT NZ7’OEZ3aZ2IT7 3042 0&FN—23 2, ROBHASEIO—-RT
XY,

* https://d2s8p88vquiw66.cloudfront.net/releases/aws-greengrass-FleetProvisioningByClaim/
fleetprovisioningbyclaim-latest.jar

(® Note
7U)—AWS loT N7OEZ 32073042 0BEODN—23 2@, ROBHRASED
VO—RTEEXRT, ###E A O0—RIBIN—2avicggEwasd, 7U—N70OE
SAZDITSTAOOEN—IDOFEFMICOWVWTIEE, TAWS loT 7 —K7 O3 Z
IOTZ0ANEEONY ) Z5BLTLEEL,

https://d2s8p88vquow66.cloudfront.net/releases/aws-greengrass-
FleetProvisioningByClaim/fleetprovisioningbyclaim-version.jar

70—-N70OES3aZ2I7 3042 F -T2V —ATT, V—AO—RZRTTDICE. "
ODAWS loT " 7 —h7 O3 =077 04>, #88RU TLEE V) GitHub,
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AWS loT 7V —K7OE>3a=Z> 0975094028800 0—RTBICE

« FNAART, AWSIoT ZU—K7OEDIZF07Z59420% EVSBEOT7AILICED
~O—RUZ%F7Jaws.greengrass.FleetProvisioningByClaim.jar. Z#RT3 7 # )L
S GreengrassInstallerlCBZERAET,

Linux or Unix

curl -s https://d2s8p88vquow66.cloudfront.net/releases/aws-greengrass-
FleetProvisioningByClaim/fleetprovisioningbyclaim-latest.jar
> GreengrassInstaller/aws.greengrass.FleetProvisioningByClaim.jar

Windows Command Prompt (CMD)

curl -s https://d2s8p88vquow66.cloudfront.net/releases/aws-greengrass-
FleetProvisioningByClaim/fleetprovisioningbyclaim-latest. jar
> GreengrassInstaller/aws.greengrass.FleetProvisioningByClaim. jar

PowerShell

iwr -Uri https://d2s8p88vquow66.cloudfront.net/releases/aws-greengrass-
FleetProvisioningByClaim/fleetprovisioningbyclaim-latest.jar -
OutFile GreengrassInstaller/aws.greengrass.FleetProvisioningByClaim. jar

COYTRNIITEAIDO—RTDE, Greengrass Core V7 RN IVIT DT A4 2 AZHICE
BELEEOERBENET,

AWS loT Greengrass Core YV 7R JIT7 DA ARN=)
ROT VAV EBETDENMEECAVAN—TZETLET,

« 7)—=N7OED3aZ2IT7STA4 0 FERALTAWS UY—RE2 7O 3 _-_J 335 K5ICHE
ETRIWRRETT7AILDLSA 2 AR=ILLET, AWS loT Greengrass Core V7 R I I T &,
TINAALEDTNXTO Greengrass AV R—R 2 NOBREZIEETIRE/ 7ML Z2FEALET,
AVAN=ZR&, BREEE WD WAIRET/7AIINE, 7U—N7OEDIZITTSTA N ERT
5AWS UY—2AN5, BE2BBRET 7ML EERLET,

s A7FNAARATY 7NV IT7AVR—FR NEERTTBLOHIC ggc_user VAT ALY —%fFE
A92&3ICEELET, Linux */NA ATlE, COON RE gge_group YARATALATI—T"%
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FEATHESIIEL, T5EAVAR—FLEITYRTFLAL—H—ETN—TH, 1—H—I
KOO THEEENET,

- BEFICERTENDIATLAY—ERAELTAWS IoT Greengrass Core YV 7 NI I 7%/ EL &
T, Linux /N4 ATk, ZhiF Systemdinit > AT LN ZLETT,

/A Important

Windows A7 7/N14 ATk, AWS loT Greengrass Core Y 7 NV IT 2 AT LAY —E
AELTRERETDHENHVYET,

BETEZ25|HOFMI VTR, "1V AM—F5|H, 2ZRLTEEL,

® Note

XEUNHIBRE iz AWS IoT Greengrass 7°/N1 ATEITLTWBHEEEFE. AWS loT
Greengrass Core V7 RNV ITFTHFERTBIXEVEZHBETEERT, XTVEY HTZHH
T3, nucleus AR—F2 MM jvmOptions BRENTA—XTIVM E—T DOH A X
A72AVERETEERT, FHLCO VTR, WMATZIVTXEVEWETZFIHT
%, EBELTEE L,

AWS loT Greengrass Core YV 7 NI T & A2 AR—=ILTBICIE
1. AWS loT Greengrass Core V7 RV IT7ON—2 3> B LET,

« B, VT7RKNDITRELT7AINAND/VAGreengrassInstallerlCBZEMAET,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

2. THFRANIF14R2ZFEAL, config.yaml EVWSBEDRET 7ML EERLTAVARN—7
CRHLET,

BIZIE, Linux R—ADT AT AT, XOON RZZETL, GNUnano 2 EHLT7 74
BERTEET,

nano GreengrassInstaller/config.yaml
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ROYAML 2TV 7ANICIAE—LET, CcOFIREZ 7ML, 7V—r70OE

DAZVITZTAVDONTAX—REZBELE T, BETER A7 a2 OFMBICOVTE,

"AWS IoT 7 —hr7 0232075042 ZRETD 1 25RLTSEEL,

Linux or Unix

services:
aws.greengrass.Nucleus:
version: "2.12.2"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-west-2"
iotDataEndpoint: "device-data-prefix-ats.iot.us-west-2.amazonaws.com"
iotCredentialEndpoint: "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem. key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "MyGreengrassCore"
ThingGroupName: "MyGreengrassCoreGroup"

Windows

services:
aws.greengrass.Nucleus:
version: "2.12.2"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "C:\\greengrass\\v2"
awsRegion: "us-west-2"
iotDataEndpoint: "device-data-prefix-ats.iot.us-west-2.amazonaws.com"
iotCredentialEndpoint: "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassfFleetProvisioningTemplate"
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claimCertificatePath: "C:\\greengrass\\v2\\claim-certs\\claim.pem.crt"
claimCertificatePrivateKeyPath: "C:\\greengrass\\v2\\claim-certs\
\claim.private.pem.key"
rootCaPath: "C:\\greengrass\\v2\\AmazonRootCAl.pem"
templateParameters:
ThingName: "MyGreengrassCore"
ThingGroupName: "MyGreengrassCoreGroup"

RIZ, ATOBREZETLETD,
« 2.12.2 7% AWS loT Greengrass Core YV 7 R JITFTON—2 I VICEEMAET,

« /greengrass/v2 £fzl& C:\greengrass\v2 D& A 2 AR > A% Greengrass JL— K7 #
WA CEE]AET,

® Note
Windows /N1 ATk, WNAENL—R2B=ZENYIATYv>1 (\\) CEETD&
ENFHY)ET (Fl: C:\\greengrass\\v2).

« us-west-2%, Z7OEDaZIF T L—RKPEOMOUY —AZE/ERL = AWS 1) —
TDAVICEEBRAET,

« & AWS loT —AXR I RRA > NiotDataEndpointiICEZE#HA X T,
« % AWS loT FRAMEHRI > KR4 > MiotCredentialEndpointicBEMAE T,

s BRN—ORMO—-ILIA VT ADEZFIGreengrassCoreTokenExchangeRoleAlias|i&
EMAET,

- 27— N7OEZ3IZVIFTUTL—MDOE
BIGreengrassFleetProvisioningTemplatelCBEE A E T,

e claimCertificatePath ZF/NA ALO UL —LREADO/NAICBEBRZET,

« claimCertificatePrivateKeyPath Z2F/NA A LDV L —LHED TS/ R—KF—
ANDNAIZEEBMAET,

e TU7L—KRNTX—2A (templateParameters) &, FNAAO7OEEa _>JIZER
THREICBERAET, COHFIE, ThingName KU ThingGroupName NTX—R & EH
957 07L—brBlEZRBLTVET,
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® Note

CORET7ALNTR, FATEZR—KPRYND—O7OFBE, ROFITR
TR, HOREATZIAVENAEIIAARTDENTEERT, FHICOVT

l&. Greengrass nucleus B2 EZZHRBL TS EE L,

Linux or Unix

services:
aws.greengrass.Nucleus:
version: "2.12.2"

configuration:
mqtt:
port: 443

greengrassDataPlanePort: 443
networkProxy:

noProxyAddresses: "http://192.168.0.1,www.example.

proxy:
url: "http://my-proxy-server:1100"
username: "Mary_Major"
password: "pass@wordl357"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-west-2"
iotDataEndpoint: "device-data-prefix-ats.iot.us-
west-2.amazonaws.com"
iotCredentialEndpoint: "device-credentials-
prefix.credentials.iot.us-west-2.amazonaws.com"

iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"

com

provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/

claim.private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "MyGreengrassCore"
ThingGroupName: "MyGreengrassCoreGroup"
mgttPort: 443
proxyUrl: "http://my-proxy-server:1100"
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proxyUserName: "Mary_Major"
proxyPassword: "pass@wordl357"

Windows

services:
aws.greengrass.Nucleus:
version: "2.12.2"
configuration:
mqtt:
port: 443
greengrassDataPlanePort: 443
networkProxy:
noProxyAddresses: "http://192.168.0.1,www.example.com"
proxy:
url: "http://my-proxy-server:1100"
username: "Mary_Major"
password: "pass@wordl357"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "C:\\greengrass\\v2"
awsRegion: "us-west-2"
iotDataEndpoint: "device-data-prefix-ats.iot.us-
west-2.amazonaws.com"
iotCredentialEndpoint: "device-credentials-
prefix.credentials.iot.us-west-2.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "C:\\greengrass\\v2\\claim-certs\
\claim.pem.crt"
claimCertificatePrivateKeyPath: "C:\\greengrass\\v2\\claim-certs\
\claim.private.pem.key"
rootCaPath: "C:\\greengrass\\v2\\AmazonRootCAl.pem"
templateParameters:
ThingName: "MyGreengrassCore"
ThingGroupName: "MyGreengrassCoreGroup"
mqttPort: 443
proxyUrl: "http://my-proxy-server:1100"
proxyUserName: "Mary_Major"
proxyPassword: "pass@wordl357"

7U—Rh7OED3ZVV=E>TEAVARN—ILTS 256



AWS loT Greengrass FROYN=HA R, N—=23>2

HTTPS Z7’OF > &2 FRAT3ICK., 7U—-—N7OEZ3a =973 74> 0)N\—>3>
110 LREFERITZIXENHYET, KOBFICRTLDIC, 512, systemlCH D
rootCaPath £IEETIHLENf HV) KT,

Linux or Unix

system:
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"

services:

Windows

system:
rootCaPath: "C:\\greengrass\\v2\\AmazonRootCAl.pem"

services:

3. 4AVAN—F—%FETULET, --trusted-plugin ZFEEELT7V—N7OEEZ3aZ>I975
TAZEH-L, --init-config ZIELTRE7 7ML ERHLET,

- %& Greengrass Ll— N7 #)LX /greengrass/v2ICEEBRA T,

s DEAVAZRVA"R, AVAN—F&MBRLUIET # )X GreengrassInstallerlCBEM]R
7,

Linux or Unix

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--trusted-plugin ./GreengrassInstaller/

aws.greengrass.FleetProvisioningByClaim.jar \
--init-config ./GreengrassInstaller/config.yaml \
--component-default-user ggc_user:ggc_group \
--setup-system-service true
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Windows Command Prompt (CMD)

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE"
-jar ./GreengrassInstaller/lib/Greengrass.jar
--trusted-plugin ./Greengrassinstaller/

aws.greengrass.FleetProvisioningByClaim.jar A
--init-config ./Greengrassinstaller/config.yaml
--component-default-user ggc_user 2
--setup-system-service true

PowerShell

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" °

-jar ./GreengrassInstaller/lib/Greengrass.jar °
--trusted-plugin ./GreengrassInstaller/
aws.greengrass.FleetProvisioningByClaim. jar °

--init-config ./Greengrassinstaller/config.yaml °

--component-default-user ggc_user °
--setup-system-service true

/A Important

Windows 7 7/N1 ATk, ZIEE--setup-system-service truel T AWS loT
Greengrass Core YV 7 NV I T2 AT AV —EARELTERETIHEN HYET,

--setup-system-service true ZEETDHE. YVINIITEIATLAY—EREL
TEYRT7YTULTEAILES, 12 AM—F1F Successfully set up Nucleus as a
system service ZHALET., TNUADFE, ERCVIRIITHFAVAR=ILENT

Whid, 1AM —ZRB XY E—2Z2ZHAOLERA,

(® Note

--provision true 5IBBLTCAVAN—TZRTITHEE, O—HILERY—I %z
T704F3HIC deploy-dev-tools 5|¥zEATEEE A, Greengrass CLI Z 7
NAACEETFTOS4T2HEOBEHRICOVTIE, Greengrass AN RS 4

B—T7 IR ZZRLTSIEE,
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4. L—=K7A2NEOT77ANEHEELT, 1AM ZHELET,

Linux or Unix
1s /greengrass/v2
Windows Command Prompt (CMD)
dir C:\greengrass\v2
PowerShell

1s C:\greengrass\v2

AVARN=IHNERIZABENLZBE, L—M7F )R config, packages, logs & &
DEBOT A AN EENET,

AWS loT Greengrass Core YV 7 RNV I T ZATAY—ERELTA VAN =ILEBE, 412A
R—SHAVIRIITZERGTLET, ThUADBEE, VINIITEZFHTERITIZDILEN HY)
£9, FMIZOVWTIE, TAWS IoT Greengrass Core V7 R VI 7 2ET35, BSRLTILKEE
Wo

VI7RDITE ZRELTHERTSHZOFEMIC OV TIE AWS loT Greengrass, U TZ2ZSHRL T
<EZEL,

« AWS loT Greengrass Core VY 7NV I T ZRET D

« AWS IoT Greengrass 1VR—F > N ZHRT S

o F)N4 AIZ AWS loT Greengrass AR—Z > NOF 7' O4

e Greengrass ANV RTZA AR —T7 IARA

Greengrass A7 7/NA1AD AWS loT 7U—K7OE>3aZ>J 2wy N7V 7T

AWS loT Greengrass Core V7 RV IF7Z#7U—h7OEZIZVITAARN=ILTRICR, &
T, ROVY—RAZAWS THIVN TEYRTYTITRRENBDYVET, ChsODY—RIZK
W, FNAALBEZ AWS 0T ICBRTDENTEDKRDIZKY, Greengrass A7 T/N1 A&
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LIBHLET, COLYIVOFIRE—ERTLT. ChSOUY—REAWS THAIV K T
BELTEE L,

c b= #IAMO—=)LE, AT FNA AN AWS H—EZANOHVHL 2B I 2 HICEA
LET,

« AWSIloTO—LIA VT AR, b=U2XB|O-I)LZELET,

« (F723V)AWS loT RV —&, AT F/NA AN AWS loT & &K T AWS loT Greengrass % —E
ANOFPHELUZRAETZDEHICEALET, <O AWSIoTARUZ—IEk, =20 RBO-)L %
BLTWD AWS loTO—ILI A UF7AD iot:AssumeRoleWithCertificate FA & T3
DENFHYVET,

B—OAWSIoTRUL—ZT7V—RKNAOIXNTOOATFNA AICEARATSAH, 7)—~70OE
2azZ 0F 7 L—RMEERELT, EAT7FNAAICKRLTAWS loT RS —BERTD L
NTEZEXRT,

« AWSIloT ZU—KN7OEES3aZ>JF 07—k COTU7FTL—RTR., UTZEBETIHE
FHYETD,

« AWSIoTE/ DUV —R, BBFOE/DTIL—TOVARNEEEL T, #UFA4VICB22E
BICETNAALLOVR—FNETFTOMTEET,

« AWSIoT RUZ—DY—R, COVY—ARK, ROVThAOTONT A EZERTEET,

« BBFDO AWS IoT RUZ —DEF, COATZIVZEBRUEBE, COTVTL—MD5HE
BEENLATTFNAARZEU AWS loT RS —ZERTDRSICRY, TOT I EAFARK
7V—hELTEBIRENTERT,

« AWSIoT RUZ—RFIAIXVN, COATIIAVEERLIESE. COTUTL—RA 5%
KI2EATTFNAAE., —EDO AWSloT RV —Z2FEATRLSICRY, FATTFNAA
DTV EAHAZERTDENTEET,

« AWS loTSEBBE )Y —R, COIRAEZEIY —ATIE, AWS::IoT::Certificate::Id /N>
X—Z2ZFEALT, EEBREEDATTFNA AT RYFITIRBENHVY)ET, FMHMICOVWTE, T
AWS loTFAROY /N—HA Ry @ TJustintime 7O 3a =49 ) 28RBLTLSEETL,

- 7U—=h7OEBDIZVITUTL—RNOAWS 0T 7O 32T 0L —LHAEE TS A
R=KF—TF, BEFILCOAAZTE T FAR— N F—ZFNA RACEDRALENTEET,
BOIALE, FNAABRA U TAVREBLEB D LEZCTNA RAZBERELTT7OEDIZ2TTS
CENTERY,
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/A Important

7023z J0L—ALTT4A4RXR—rF*—, Greengrass A7 TFNA ALICHBHE
ZE®H., BILREITDIHLENHVYET, Amazon CloudWatch X KUV R&OJ &2 ERAL
T FNARZ7OED 30321000 L —AMBEOFEFERAZEDRA D KR
ZEEZRVITR L zH8dLET, ERAERELLESE. 7O 2T

L—LFIAEZEMICLT, FNAROTOEDIZVJICERATEBRVRSICLET,
FHMICOVWTIE, TAWS IoT Core FAROY/N—HA R, ® TAWS loT DE_Z_X' Y |
BSBLTLSEETL,

TINAABEAWS THON ICESEZERTDTNAAICODVWTRY BEYICEETESD
K52, ZU—N7OEDIZVITF U7 L—bMEERTREEIC, BR7O0ED3aZY
TJ7VO0RBETDCENTEET, BFR7OEDaIZIT7v 0. BEEFICFNAA
FREBEITZTUOTL—MNTA—Z 2RI TS AWS Lambda BB TT, HlRE. 7/NA
AIDEF—ER—ALBELT, FNARICTAES IV TRERIHD &R
WIBERM/OEDIZ I TV VRERTRENTEERT, FMAICOVTEE., TAWS
loT Core FAROAY/N—HA R, O "EG7O0ED>3a_07v 0, #BBLTLIEEY,

- 7OED3aZVIOL—LRAEBELTEYFLT, FNA AN 7)—-N7OEDIZVTFTY
L—REBERERVPFEATEDLSICTS AWSIloT RU S —,

N =R

« =0 XBO-IIZERTS

« AWS lIoT RV —Z KT D
7)—h70OEDS3ZVI77L—hEERTS

- 70D ZVIJOL—LRAEETFAR—NF—ZEXT S

N—=o XmO—-)LZERTS

Greengrass A7 7T/NA Ak, M=o XRBO—-ILEVS IAMB—EZAO—)LZFEAL T, AWS
H—EANOBERZARBLET. T/N1 ARKAWS oTRIIMER 7 ONA A —2FEAL T, 2oO—)L
D —BENBEAWSSRIIBEREZRBLET., ChiCkVY., F/NA Al £X V) EY) LAWS loT. Amazon
CloudWatch Logs \cO7 #AfEL. Amazon S3 A S HARALAAVR—FX I NT—T4 77O &R
DVO—RTEBERSICBYET, FHICOVWTR, "IT7FNA AN AWS H—EAZRIETED

EOICHAMTD ) ZSRLTLEEY,
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AWS loT DO—I)LIT AU T A%ZEHAL T, Greengrass A7 T/NA AD M= XBO—)LZREL
F9, O—ILIAVTARK, FNAAON =DV XBO—IIEEETEDLSICLETH, FINA
ARERFEUABRICREZNE T, FMICOVTE, "TAWS IoT Core RO Y /N—HA K1 ® TAWS
T—EANDEZEFVEHL ZRALTH 1 2ZRBLTSEEL,

cOtEYTarTR, M=o XBIAMO—-)LEO—)LZIET AWS loT O—/LIT A UT RAEHEKL
£ 9, Greengrass A7 TFNA AZBRICERELTVWBEE, HILLERET., h—ooxBO-)LE
A—IIIA VT AZERATEET,

N—=02 % IAM O—)LZEKT D ICIE

1. FNARFR—I 2 FHRO-LELTERATES IAMO—LEERLET, LTOREERT
LET.

a. M—OUXBO-IANBEETD, FETEDIRI—RFIAIXVINEENDTT7MIL%
ERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL,. GNUnano 2 EFHLTT7 7
1IN EERTEEXT,

nano device-role-trust-policy.json

RDISON 27 7ANICOAE—-LET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "credentials.iot.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

b. FEARVI—RFIXIRTh—IRBO-ILZERLET,

« GreengrassV2TokenExchangeRole Z{EH T2 IAMO—I)LOBRIICEEMRAET,
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aws iam create-role --role-name GreengrassV2TokenExchangeRole --assume-role-
policy-document file://device-role-trust-policy.json

ERAERBCLEBENEEE., LARARROPDOELSICBEVET,

"Role": {
"Path": "/",
"RoleName": "GreengrassV2TokenExchangeRole",
"RoleId": "AROAZ2YMUHYHK50KM77FB",
"Arn": "arn:aws:iam::123456789012:r0le/GreengrassV2TokenExchangeRole",
"CreateDate": "2021-02-06T00:13:29+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "credentials.iot.amazonaws.com"

}I

"Action": "sts:AssumeRole"

c. M=OUXBO—IIFBEBTIELARIS—RFIXNEBCT7AILNEERLET,

BIZIE, Linux R—ADZATATIE, XOONX RZETL. GNUnano 2FFHLT7 7
1IN ZEERTEET,

nano device-role-access-policy.json

XD JISON 27 7AI)IZAE—LF T,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

7U—Rh7OED3ZVV=E>TEAVARN—ILTS 263



AWS loT Greengrass FROYN=HA R, N—=23>2

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"s3:GetBucketLocation"

]I

"Resource": "*"

(® Note

TOEARIS—TE, SSNTYROAVR—FXNT—TATF7IRNDT
DEANHFTENTVEL A, AMazonS3 TP —T A1 77OV RN EERTDHAZA
dAVAR—Z2NETF7OA493ICE, A7 TFNA AN AV R—F 2 NT—FT47T7
VRNZHBETEDRSICTZHAZO-IICEMTIHENHVET, FHAICOL
T, "AVR—FKOFT—TATF7IRDSINTY MDT IV EAZFHAT

6J EJ,\\bT<T_é\l\

AVR=FRRNT—TA4T77ORNISINTY NREFREFK>TVEWEE, TV

REERLEBTINSOT I EAHTTRZEMTEET,

d RUZ—RFIXIKIASIAMARIS —ZERLET,

« GreengrassV2TokenExchangeRoleAccess ZERT D IAMR) S —D BRI
AET,

aws iam create-policy --policy-name GreengrassV2TokenExchangeRoleAccess --
policy-document file://device-role-access-policy.json

ERAEBCLEBENESRE, LARARROBIOLSICBVET,

{
"Policy": {
"PolicyName": "GreengrassV2TokenExchangeRoleAccess",
"PolicyId": "ANPAZ2YMUHYHACI7C5z66",
"Arn": "arn:aws:iam::123456789012:policy/
GreengrassV2TokenExchangeRoleAccess",

BEE 3
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"Path": "/",

"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,

"CreateDate": "2021-02-06T00:37:17+00:00",
"UpdateDate": "2021-02-06T00:37:17+00:00"

e. IAMRUD—ZRh—02BO-LICTEYFLET,

« GreengrassV2TokenExchangeRole & IAM O—JLDEBFIICBEMRIET,
« RUZ—ARN ZBIDATY 7 TERLEIAMARUS—0O ARN ICBEBRZE T,

aws iam attach-role-policy --role-name GreengrassV2TokenExchangeRole --policy-
arn arn:aws:iam::123456789012:policy/GreengrassV2TokenExchangeRoleAccess

ERAEFICLEBEINESEES. OV REHAOShEBA,
2. M=o oXBO-)%ZET AWSloTO—IILIA VT AZERLET,
« &, ERTHO—-ILIA )T ADORRIGreengrassCoreTokenExchangeRoleAliasIZiB&E
BR2ES,
« O—J)LARN ZHIOATY 7 THERLEZ IAMO—IL®O ARN ICBEBRXET,

aws iot create-role-alias --role-alias GreengrassCoreTokenExchangeRoleAlias --role-
arn arn:aws:iam::123456789012:role/GreengrassV2TokenExchangeRole

ERAERCLEBEENESEE, LARZARROPDOELSICBENET,

"roleAlias": "GreengrassCoreTokenExchangeRoleAlias",
"roleAliasArn": "arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias"

}
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® Note

AO—)LIAUTAZERTDICE. =02 IAM O—)L%Z AWS loT (CETEFA
PRETT, O—ILIA VT AOERBICIS—XYE—IHNRRENEHEE, AWS
A—Y—HAZOFAEBTVDCEZERTSEET VY, FHICOVWTR, TAWS
Identity and Access Management 1—H%—44 Ky ® TAWS H—ERAICO—)LZb
I Z1—Y—ICf59%, 28RBLTIEEL,

AWS loT ARV > —Z KT 2

TINAA%Z AWS IoT E/ELTERLER, TOTFNAARTFORIIAAEZFEAL TAWS (C
WAL CEE T, COFABICEF., FNAANAAETHEATED TV LAFIZERTS 1 DUE
D AWS IoT RV —HFEEFIATVET, cnsODRUI—ICKY), FINALARKE AWS loT B KT
AWS loT Greengrass EBE TEADRDICHEYET,

AWS loT ZU—R7OEZaZ>JiC&ky), FINA Ak AWS loT (&L, TINA ASEAEEE

BRLUTHAIO—RLET, ROEIZIAVTHERTS7)—N7AED I Z>IFUTL—RT

. AWS loT A" I XTOTF/NA ADEREICEL AWS loT R) > —Z R/ G T2 H. &EF/NA AET
ICHLWRUS —ZERTIHNZEETEET,

cOtEI>a>TRE. AWSIoT A"IXTOTFNA ADLREICTRY FTD AWS loT RS —%4E
BLET, COBETE, INTOTFNAADHERZT7)-—RELTEETEXRT, KWL, &7
NARCHLTHLWAWS 0T RU S —ZEKTEOTHNE, COEI>a>EAFYTLT,
JU—RTUT7TL—hEERTDEEILZTORIV—ZSRIDENTEET,

AWS loT KU —ZERT D IC I

Greengrass A7 TFNNAADT71)—KA®D AWS loT #PR%ZEZHT S AWS loT R —ZERKL
£T. KDRDVI—E, IXNTH MQTT REY U & Greengrass BIEANDT VL AEHAT S
2, FNAADNAAZRLT 7V —23a2%#H LV Greengrass RIEZ L BELTEHSENDEE
TEERETDELDICBYET, CORUZ—IF iot:AssumeRoleWithCertificate 77+
AFAZGFETIEH, FNAATHOEIIVTHERLEN—=—0XBO—-ILZFERATE
BESICBYET, I—AT—AICETVWTZORIS—ZHIRTEET, FMICOVTIE,
"AWS IoT Greengrass V2 A7 F/N4 A T ORKEED AWS loT RV — ZBRBL T
(A1

LTOBREZRTLET,
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a. Greengrass A7 T/NA AN RBEE AWS loT RV —RFIXRNZECT 7 AL EER
LET,

BIZIE, Linux R—ADTATATIE, XOON RZETL. GNUnano 2L TT7 7
1IN EERTEEXT,

nano greengrass-v2-iot-policy.json

RDISON 27 7ANICOAE—-L KT,

« iot:AssumeRoleWithCertificate VY —R%&, iU 3> THERL = AWS loT
O—)ILIA)F7ADARN ICEZHRZIET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish",
"iot:Subscribe",
"iot:Receive",
"iot:Connect",
"greengrass:*"
1,
"Resource": [
nxn
]
},
{
"Effect": "Allow",
"Action": "iot:AssumeRoleWithCertificate",
"Resource": "arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias"
}
]
}

b. RUZ—RFIAIXZKNHLS AWSloT RUZ—ZERLET,
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« GreengrassV2IoTThingPolicy &, fERT ARV —DHEHICEEBMAET,

aws iot create-policy --policy-name GreengrassV2IoTThingPolicy --policy-
document file://greengrass-v2-iot-policy.json

ERNFERBICLABENLER. LARVARRXOBOISICBEIET,

"policyName": "GreengrassV2IoTThingPolicy",
"policyArn": "arn:aws:iot:us-west-2:123456789012:policy/
GreengrassV2IoTThingPolicy",
"policyDocument": "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Effect\": \"Allow\",
\"Action\": [
\"iot:Publish\",
\"iot:Subscribe\",
\"iot:Receive\",
\"iot:Connect\",
\'"greengrass:*\"
1)
\"Resource\": [
A"\
]
b
{
\"Effect\": \"Allow\",
\"Action\": \"iot:AssumeRoleWithCertificate\",
\"Resource\": \"arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias\"
}
]

n
7’

"policyVersionId": "1"
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70—k70OBD3Z>ITOTL—NEEKTS

AWS loT 7V —k7O>3aZ>J 720 7L—M&, AWSIloT £/, RUS—BXVRIHAEZ 7O
BEa”_ U093 5%%2EHLET, JU—NFOEED3a I 7594 %2 #EAL T Greengrass
A7 FNARZ270ED3Z>093ICE, ROBEZEETSDT 7L EERTIXLENHY)
X7,

c AWSIoTE/DUY—R, BEOE/OTIN—TDOVANEEELT, U4 IBE2EEE

CETFNAAICOAVAR—ZF N ETFTO/41TEEY,

« AWSIoTARUZ—UY—R, COUY—RE, ROVWThHAOTONT 1 EEEXETEEXT,

« BBEDO AWS IoT  RUS—DORFT, cOA T3V EBIRLEBE, COTTL—RKDSHER
ThEIDT7TFNAARKEBLU AWS loT RV —%2FEATEDESICEY, TOTIVEAHFTERET
)—NELTERBIDENTEEXT,

« AWSIoTARUZ—RFIXUKN, COATT3aVEBRUEBE. COTVTL—MDSER
IREAT7TNAARFK, —EOAWS loTARUZ—ZFRATZLDICAKY, EAT7FNA1ADT
D AHFNEERBID_ENTEEXT,

« AWS IoTSEBHZE)Y —R, COFRAZEIY —ATIE, AWS::I0T::Certificate::Id /NTX—

XEFEHALT, ABPEZDT7TNAAICTEYFIBIHRENHYET, FMIICOVTIE, "TAWS

loTFAROY/N—HA R, @ "Just-intime O3 Z>2> 5, #8BLTLEEL,

To7L—hTRE, BEOE/ITIL—TDOVARNZAWS loT E/ZEBINITEDRSICEETEEXT,
A7 FINA ABH & T AWS loT Greengrass IC#EHRTDEEIL, X N—IZB>TVWBRE/TI—
7’2 &I Greengrass DTF 7O/ %2ZELET, TE/JIN—TZFEALT. EBFOVIRNIITHF
OTAVICBYRE, BETFNAARLTFTOATDENTEET, FHAIICOVTR., "TF/NN1AIC
AWS loT Greengrass 1VR—Z 2 hOFT 7041 Z5RBLTLKEE L,

AWS loT HY—E AT, FNAARAO7OES I TBIC, AWSTHTUU KN ICAWS loT UY—XA
ZERL., EFTIEBRIVETT, AWSIlIoT H—EAT7VEAZHFTTHICE. IAMO—IIL%ZE
BLU, To7L—NDOERBICEBELET, AWS loTIZIEAWSIoTThingsRegistration, /Y1 A®
7O aZ->JBIC FAWS IoTEA T2 IXNTOT IV EARBFANDT IV ELRAZHFTTSE XXx—2
RRUS—HFABEETNTVET, CONF—TJRRVD—Z2FEATEHN. I—AT—ADIYZ—D
RRDVS—OT VEAHFNICEBAERY)IAATENDARLR) S —RERTDENTEEXT,

COEIVZIAVTRE. AWSIoT A FNAADD Y —A%Z7AEI I =0T TEDLSICT D IAM
O—J)Z#EKL, TOIAMO—-ILZ2ERAT27)-N7TOED 32T 7L —M2HERLE
9o
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ZU—~70OEZ3Z2IF7L—hEERTRICE

1. AWSTAHOKNIZVY—RZ7OED3IZ2>T9%1HIC, AWSloT FETD N TE
2IAMO-)LZERLET. AT DRFEZRITLET,

a. AWSIoT AO—IZMEATEDRSICTRLEHD, EETEDRV—RFIXVNIE
ENBT7T7AI)NEHERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL. GNUnano 2 EFHLT7 7
1IN EERTEEXT,

nano aws-iot-trust-policy.json

RDISON 27 7ANICOAE—-L KT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

b. FEHETERRII—RFIXINZHEALTIAMO-)LZERL KT,

- &, EK TS IAM O—)L OB BIGreengrassFleetProvisioningRolell BE A &
CP

aws iam create-role --role-name GreengrassFleetProvisioningRole --assume-role-
policy-document file://aws-iot-trust-policy.json

ERNFERBICLABENLER. LARVARRXOBOISICBEIET,

{
"Role": {
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"Path": "/",
"RoleName": "GreengrassFleetProvisioningRole",
"RoleId": "AROAZ2YMUHYHK50KM77FB",
"Arn": "arn:aws:iam::123456789012:ro0le/GreengrassFleetProvisioningRole",
"CreateDate": "2021-07-26T00:15:12+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "iot.amazonaws.com"

}I

"Action": "sts:AssumeRole"

c. AWSIoTThingsRegistration R > —ZHERLET, ChIZ&KY, FNM1AO7OE3Z
VOB NFERATHAWS OTAIREMDH B I X TOT VAR TNOT IV EANFTE N
£F9, cONR—DRRVD—ZHERATEID, I—AT—AOT IV AHFAICEHEZK)IA
AENARLRID —ZERTBDENTEERT, DARLRID —=ZERTBEERE. C
CTHERLET,

d IAMARUZ—7U—R7OEEZ3aZ->J0-)LICTEYFLET,

« GreengrassFleetProvisioningRole Z IMM O—)LOBRIICEERZIET,

BDATY TTHARLRI D —=ER L IZ5EE, RUZ—ARN 2#H TS IAM R
>—®OARN ICEEHAEXT,

.
1 d

)

aws iam attach-role-policy --role-name GreengrassFleetProvisioningRole --
policy-arn arn:aws:iam::aws:policy/service-role/AWSIoTThingsRegistration

BERFERCABE MBS, OV RREDEhERA,
2. (A7VIV)EWIOETIZUI TV IEERLET., Chid, 7N AN BREICIEMRT S
FY7L— RS X—REBRIT TS AWS Lambda BHTT, BHI7OES I =T 79 0 %(E
REBET. ANSTHIV N PHIY NCEBT DT/ AOEEE A% & V) A < S
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THRENTEZXT, FHICOVWTE., TAWSIoT Core FROY/N—HA R, © TS=/i70F
oAZ0T7v 0, #BBRLULTLSEETL,

3. 7ZU—=h7OEDaZVITUTL—bhEEBLET,. UTOREZRTLET,

a. 7O0EZ3Z>VIFVTL—RRFIXDVKEZBDD T 7ML ZERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL,. GNUnano 2L TT7 7
1IN EERTEEXT,

nano greengrass-fleet-provisioning-template.json

70ESaZ>IF 7 L—MRFIXDNERRLET, TREO7OEDIZ2IT2T
L—KBIASHOBDENTEERT, COBITRE, LUTOT7ONT 1 ZHD AWS loT £/
ZHERITBDEISICEELTVET,

- E/DOAHIE, ThingName 7> 7L—KhNSX—ZTHEELLETT,
« £/F. ThingGroupName 7 7L —MNSX—=RTEELLEE/TIL—TDOX)\N—
T3 E/IL—TF. AWSTHIVNICEETDHENHYUET,

- E/DFEHEEICIE, GreengrassV2IoTThingPolicy & BRIA TS iz AWS loT R
D —HTRYFENRTVET,

HMICOWTIE., TAWSIoT Core FROAYN—HA R, O T77O>a = 957> 7L —
by EBELTLEE,

{
"Parameters": {
"ThingName": {
"Type": "String"
.
"ThingGroupName": {
"Type": "String"
},
"AWS::IoT::Certificate::Id": {
"Type": "String"
}
},
"Resources": {
"MyThing": {
"OverrideSettings": {
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FROYN=FHA R, N=232 2
"AttributePayload": "REPLACE",
"ThingGroups": "REPLACE",

"ThingTypeName": "REPLACE"
},

"Properties": {
"AttributePayload": {3},
"ThingGroups": [
{
"Ref": "ThingGroupName"
}
1,
"ThingName": {
"Ref": "ThingName"
}
},
"Type": "AWS::IoT::Thing"
},
"MyPolicy": {
"Properties": {
"PolicyName": "GreengrassV2IoTThingPolicy"
},
"Type": "AWS::IoT::Policy"
},
"MyCertificate": {
"Properties": {
"CertificateId": {
"Ref": "AWS::IoT::Certificate::Id"

},
"Status": "Active"
},
"Type": "AWS::IoT::Certificate"
}
}
}
(@ Note

MyThing, MyPolicy. MyCertificateld, ZV—N7OEZa_>J5727
L—MAROEZ)Y —ALEZEBINTHEEOEFTT, AWSIloTik, T 7L —
RASHERTEIVY—ATchSODBERMZFERALEREA. ChSOBRTEFERATS
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N, T7L—MAOEIY—AZBANTIDOICKRIDEICEZEBRADENTE
x99,

b. Z7OEZ3aZVIFUTL—RMRFIXINPEST7U—-NTOEDIZVITFUTL—NE
ERLERT,

« &, ERT BT T L—NDRHIGreengrassFleetProvisioningTemplatell B & #2
AET,

« TU7L—MNOBFBAERERTEITOTL—NOFRBICEEHLRAET,

- 70E3Z270-)L0OARN 2, ZEBEKLEO—ILOARN CEEBMI KT,

Linux or Unix

aws iot create-provisioning-template \
--template-name GreengrassFleetProvisioningTemplate \
--description "A provisioning template for Greengrass core devices." \
--provisioning-role-arn "arn:aws:iam::123456789012:role/
GreengrassFleetProvisioningRole" \
--template-body file://greengrass-fleet-provisioning-template.json \
--enabled

Windows Command Prompt (CMD)

aws iot create-provisioning-template 2
--template-name GreengrassFleetProvisioningTemplate "
--description "A provisioning template for Greengrass core devices." #
--provisioning-role-arn "arn:aws:iam::123456789012:role/
GreengrassFleetProvisioningRole" *
--template-body file://greengrass-fleet-provisioning-template.json ~
--enabled

PowerShell

aws iot create-provisioning-template °
--template-name GreengrassFleetProvisioningTemplate °
--description "A provisioning template for Greengrass core devices."
--provisioning-role-arn "arn:aws:iam::123456789012:role/
GreengrassFleetProvisioningRole"
--template-body file://greengrass-fleet-provisioning-template.json °
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--enabled

(® Note
E7OE>a-_>T0 7y 0RERLESEE. ER7O0EDa_Z_JF79v00
Lambda B8%(® ARN % --pre-provisioning-hook 5IZXTHEEL £,

--pre-provisioning-hook targetArn=arn:aws:lambda:us-
west-2:123456789012: function:GreengrassPreProvisioningHook

ERAEBCLEBENESRE. LARARROBIOLSICBVET,

{
"templateArn": "arn:aws:iot:us-west-2:123456789012:provisioningtemplate/
GreengrassFleetProvisioningTemplate",
"templateName": "GreengrassFleetProvisioningTemplate",
"defaultVersionId": 1

Z7O0ESa - T 0L —ALMBHEES AR NF—ZERTS

JL—LFRAERK, FINAAZ AWSloT E/ELTERL., BEORECEATZZOOEERD

X.509 TNA AGEHEZRME T2 LOHD X5095AE TY, VL —ALFRIASZERL L&, T/NA
ANEATES AWSIoT RV —ZTRYFLT, BEOT/NA AGREZHEKL. 7U—KT

AOe>aZ>J7>2 7 L—heFRALT7OEZ 32200 Y, JL—LARABEZER >TNAA
k. AWS loT RU>—THAIL 7O 3 Z>JF7 7 L—hegALTO&7OED 3 Z2 Y
TEEXT,

COto>3arTR, JL—LRAEZEHRL, IOEIZIDTEALET7V-—NTOED I ZY
IJ707L—hTHERAIZTNAAALCKRELET,

/A Important

702320 0L—LTT4A4R—KhF¥—&, Greengrass A7 FNA ALICHBHEEZ
2, BICREIDIMLENHY) FET, Amazon CloudWatch X NUOVR&OTZFERAL T,
TFINARZ270O0ED>3 2T 321007 L —LABAECAERAZENDRAOKEZEL
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R)TFTBRELEBBOLET., BEAZRELEBSE. 70232 T 0L —AGEH
EEZBEMICLT, FNAAO7AES I ZVJICERATEBRVWRSICLET, FMICOVWT
l&. TAWS IoT Core FAROY/N—HA Ry ® "TAWS loT DE_R T, #8BLTLKE
=L\,

TFINAABEAWS THOUN ICESEZEERITDTFNAAILODVWTKRY BEYICEETES
&3, ZU—R7OEED3aZ_ 97 7L —NEERTDEEIL, ER7OEDS3IZ Y
TYVRIBETDCENTEET, BRI7OEEDaIZ>T07 v 0., BEERBICT/NA ANE
HIBZTOTL—RNNFTXA—R%HRIET S AWS Lambda B TT, HlxIE. /N1 AID %
F—ER—AEBELT, FNARIZTOAED I Z VT I2ERIHD 2R ITHEH
7O aZ> 07 v 0 RERTBHENTEET, FMICODVWTIE. "TAWS loT Core 7
ROYN—HA R, O "Eg7yOE>a3a_—_207v 0, #28RBLTLSEEL,

Z7OEZaZVI 0L —ALARHEEETZAR— N F—Z2HERTHICE

1. JL—ALBHEBLTSAR—NF—EFXDO—RTDITAIZZERLET,
mkdir claim-certs

2. O3> JICERTRHERELE TS TAR— M F—%2ERLET. AWS loT k. Amazon
II—REREER (CA) ICK 2> TBRENLEITSA T NIHEZIEHLE T,

Linux or Unix

aws iot create-keys-and-certificate \
--certificate-pem-outfile "claim-certs/claim.pem.crt" \
--public-key-outfile "claim-certs/claim.public.pem.key" \
--private-key-outfile "claim-certs/claim.private.pem.key" \
--set-as-active

Windows Command Prompt (CMD)

aws iot create-keys-and-certificate ~
--certificate-pem-outfile "claim-certs/claim.pem.crt" A
--public-key-outfile "claim-certs/claim.public.pem.key" A
--private-key-outfile "claim-certs/claim.private.pem.key" A
--set-as-active
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PowerShell

aws iot create-keys-and-certificate °
--certificate-pem-outfile "claim-certs/claim.pem.crt" °
--public-key-outfile "claim-certs/claim.public.pem.key" °
--private-key-outfile "claim-certs/claim.private.pem.key" °
--set-as-active

VOTARNSRILIEBE, LARVAIZRKERABICEHIZRHIBENET T, AHEZD ARN
k., BTHEATERLRSICEEEDTHERT,

3. FNAANEREELATESLSICTSH AWS 0T KUS—ZERLTFRYFL. BHOF
NAREREEERL, 7U—R7OEYIZVIFU/L—NeALT7OES 3=
LET, ROKUS—l, FNARTOET 3= MQTTAPIADF 7 £ REHTLET,
FMICOVWTE. TAWS IoT Core *ROYN—HA R, O "FNAA7OE23 =2 MQTT
APl EBBL TS EE L,

LT oREZRTLET,

a. Greengrass A7 T/\NA AN MBEE AWS loT RV —RFIXRNZECT7AILEER
LET,

BIZIE, Linux R—ADZATATR., ROONY RZZ(TL. GNUnano 2L T7 7
1IN EERTEERT,

nano greengrass-provisioning-claim-iot-policy.json

RDISONZT77AI)NICAE—LET,

« region DEA VARV A%Z, 7)—KN7AEDIZ>JZBELEEAWS V=232 (I
BEBRAET,

« account-id DA VARV A%E, AWSTHONIDICEEMAET,

s DBAVARVAZ, BIOEI>Z3AVTHRELIEZ7U—NT7OEBD3Z> T 7L—b
DA B GreengrassFleetProvisioningTemplatellBERAE T,

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"iot:Publish",
"iot:Receive"
1,

"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/certificates/create/*",
"arn:aws:iot:region:account-id:topic/$aws/provisioning-

templates/GreengrassFleetProvisioningTemplate/provision/*"

]

I
{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/certificates/create/*",
"arn:aws:iot:region:account-id:topicfilter/$aws/provisioning-

templates/GreengrassFleetProvisioningTemplate/provision/*"

]

b. RUZ—RFIXZKNHLPS AWSloT RUZ—ZERLET,

- &, ERT DR —OABIGreengrassProvisioningClaimPolicyllBE#A E
E

aws iot create-policy --policy-name GreengrassProvisioningClaimPolicy --policy-
document file://greengrass-provisioning-claim-iot-policy.json

ERAEBCLEBENERE, LARARROBIOLSICBVET,

"policyName": "GreengrassProvisioningClaimPolicy",
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"policyArn": "arn:aws:iot:us-west-2:123456789012:policy/
GreengrassProvisioningClaimPolicy",
"policyDocument": "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{

\"Effect\": \"Allow\",

\"Action\": \"iot:Connect\",

\"Resource\": \"*\"

I
{

\"Effect\": \"Allow\",

\"Action\": [
\"iot:Publish\",
\"iot:Receive\"

1,

\"Resource\": [
\"arn:aws:iot:region:account-id:topic/$aws/certificates/create/*\",
\"arn:aws:iot:region:account-id:topic/$aws/provisioning-

templates/GreengrassFleetProvisioningTemplate/provision/*\"

]

I
{

\"Effect\": \"Allow\",

\"Action\": \"iot:Subscribe\",

\"Resource\": [
\"arn:aws:iot:region:account-id:topicfilter/$aws/certificates/create/

*\",
\"arn:aws:iot:region:account-id:topicfilter/$aws/provisioning-
templates/GreengrassFleetProvisioningTemplate/provision/*\"

]

]

n
’

"policyVersionId": "1"

4, 7O0EBDIZVITIL—ALHEHEEBICAWSIoT RUS—ZTRYFLET,

« BT RYF BRI —DFFIGreengrassProvisioningClaimPolicylCBEBRZE T,
« =Y NARN 27’023 _Z_2J UL —AHEED ARN ICBEEHBRAET,
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aws iot attach-policy --policy-name GreengrassProvisioningClaimPolicy --
target arn:aws:iot:us-west-2:123456789012:cert/
aa0b7958770878eabe251d8a7ddd54714889c524c9b574ab9fbf65132248b1d4

ERAEBCLABEWIZHE, ONY REHIEThEEA

T, FINA AL AWS loT ICBE,L., BB % Greengrass D17 F/NAAR&LT7OEED3a =Y
JIBEHICERTESD 7O a VT IL—ASBHEL T SAR—KNF—HNTEELE, VL —
LA E T SAR—NF—FRERBICT/INA RICEHIATL A, AWS loT Greengrass Core ¥ 7 b
DITRAVAN=IILITBREICHEAEEF—ET/NAAICIE—TBENTEERT, FHICOVT
. TAWSIloT 7U—K70OEZ3 =>4 T AWS loT Greengrass Core Y 7 NI I TR A AKN—
LEB, EBRLTIEE L,

AWS loT ZU—KNZ7 O 3a - 9 7S94 2B ET

AWS IoT 7U—KN7OEZ3Z2TT7 74T, ROBRENTA—SHFRHENTEY, 7
)—KN70E23”Z>2% 7T AWS loT Greengrass Core V7 NV ITEAVARN—ITDEZICHA
BAIAAXTBDENTEET,

rootPath

AWS loT Greengrass Core V7 RV IT7DIN—RELTERATET7HILIAD/INA,

awsRegion
Z0—N7OED3IZVI0T7STA N AWS DY —RE27OED I -0 HICERATS
AWS IJ_y 3 >o

iotDataEndpoint

AWS 7HOV N @ AWS loT F—RITV RKRAZU KN,

iotCredentialEndpoint

AWS loT O AWS 7H I N FBAHERI> RRA > K,

iotRoleAlias

R—=22RBIAMO—)L%Z#ET AWS loTO—I)LIT A UT A, AWS loT FRIEHR 7 O/NA A
l&. Greengrass A7 7 /N4 AIC AWS H—EREXRVEY) ZFA TS5, COO—AZMEL
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£FBY, FHICOVTR, TOT7FNA AN AWS U —ERAZBRIETEDLSICRIATS, 23R
LTLEEL,

provisioningTemplate

AWS DY —Rz270ED3a - 733 EOICFERTS AWSIloT 7U—K7AOEZaZ>I57>
TL—bo COTUTL—HMTE, ATZIEETIHENf BV ET,
c AWSIoTE/ DUV =R BEOE/OTIL—TDOVARNEERELT, AFA4 Ik

BICETNAARICDAVAR—ZF 2 NETF7O4TEERT,

« AWSIoTRDZ—DUY—R, COUY—ARE, ROVWTIhAOTAOANT A ZERXRTEET,

« BEF0 AWS IoT RUZ—DEHl, cOAT> AV ZBRLEBE, COT7TL—RKD5
ERENLEODT7TFNAARRELU AWS loT ARV —ZFRTBIEDICKY), TOTIOEAFH
AFET7TV—RNELTBEEBITRCENTEETT,

« AWSIoT ARV —RFIAXVN, 2OFTTIaVEBRUESE, CcOTVTL—KD 5
RIBDEFIAT7TFNAAK, —EO AWSIloT RV —&FEATDIESICEY, EAT7TFNA
ANT I ALFNEEBTDENTEET,

« AWS loT BEBHE) Y —R, COIRAEZEIIY —ATIE, AWS::IoT::Certificate::Id /N>

X—RzZFEALT, SEAEZATTFNA AT RYFIBDHENHYVET, FHICODVWTE.
CAWS loTFAROY NN—HA Ry @ TJust-in-time 7O 3 Z> 9 #28RLTLKEEW,

FHMICOVWTE, TAWSIoT Core FRAYN—HA R, 0 7023 =077 L—b,
ZZRBLTLKEZL,

claimCertificatePath

provisioningTemplate THEEL 7O 3a -2 JF27L—bh070OES3Z
DU OL—LEREANOD/NA, FHIZOVWTIEE, AWSIoT Core API U7 F7L2AD
CreateProvisioningClaim; 2B L T<E&E L,

claimCertificatePrivateKeyPath

provisioningTemplate CHEL L7OEEDa_>J7>7L—~0o7OESaZ>J 9
L—AFERETZAR—KREF—AD/NA, FMIZOVTIE, AWSIoT Core API U7 7L2VA®D
M CreateProvisioningClaimy 2B L T E&E W,

/A Important

7OE23a=Z>T 0L —ALTT4A4R—~F*—F, Greengrass A7 TFNA ALICHBDHE
ZE2®H, BILREIDIHLENHV)ET, Amazon CloudWatch X KUV R&OJ & EAL
T FNAARZTAOES A Z0 32000 L —LASBHEOTEFRASEDERADK
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RE2EZRVJTHEz2HB8HLET, BEAZRELELESE. 7023”2200
L—AAEZZEMNICLT, FNAAO7OED I ZVJICERATERVWELSICLET,
MBI DOWTIE. TAWS loT Core FAROY/N—HA R, ® TAWS loT DEZX Y
ZESRBLTLSEEL,

TINAABE AWS THOUN ICESEZERITBDTNAAICODVWTKRY BEYIICEETE

BE5IIC, Z7U—h7OED3aZIFTUTL—NEERTHEEIC, BR7OED 3

U7V OREBETRENTEET, ER7OEDIZOI VIR, BREFICT

NAANRETEZT T L —NNFX—2Z#FT S AWS Lambda BT, flz &,

TFINAAID ZF—ZR—AEBELT, FNAALCTOED I VT T3HERI D
EEBRIDEBHM /OB I VI 7V 0 RERTBDENTEXRT, FMICOVTRE,
TAWS loT Core RAY/N—HA R, @ "EF7yOE>a_07v 9, #8RBLTL
ZEV,

rootCaPath

Amazon JL— NEREER (CA) FEFREA D /N A,
templateParameters
(723 7)—k770E23 220707 L—NIRHTEINTX—2ON YT, FHMIZO

WTIE., TAWS IoT Core ROYN—HA R, O 7023 -0 F727TL—bD/NTX—
203, 2ZRLTLKEEL,

deviceld

(723 ) 70—N7AOED 3T 7504200 AWS loT AD MQTT ERZERT D EE
2. 9247 KNID ELTHERATZT/INA ABEBIF

T7 AN U LED UUID,
mqttPort

(A7 32)MQTT #HEICERA T R— K,

T 7#)L~:8883

proxyUrl

(FA7°'23a>) 7OF > H—/N\—® URL (scheme://userinfo@host:port F£xX), HTTPS 7’0
FOERFEATAICE., 7V-NTAEDIZOITITA4ON=23 110 R ZFERTS
RENFHVET,
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https://docs.aws.amazon.com/iot/latest/developerguide/monitoring_overview.html
https://docs.aws.amazon.com/iot/latest/developerguide/pre-provisioning-hook.html
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#parameters-section
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« scheme - AF¥—LA, http £XF https THIUEN BV ET,

/A Important

HTTPS 7’OF > & A T3 ICIE,. Greengrass 17 7/\ 4 AT Greengrass nucleus
V250 B ZRITLTVWBXENF HYET,

HTTPS 7OF > 2RETSHEE. AT T/NA1AD Amazon JL— ~ CAFERREICTO
FOH—N—CAIAEZEMIBDHBEN HVET, FHICOVTE., "TI7FNAA
HMHTTPS ZOF ZEHETEDLDICTD L 2SRLTLKEEL,

e userinfo- (A7 3a>) 1—H—FBENATD—ROER. COEHZ url TEET S5
4. Greengrass 17 7 /N1 AWk username $ KT password 71— )L REERL £,

« host-7AOFH—N—OKRARNBEEERIPTRLZA,

« port-(A723V)R—hE S, R—RhZEELKWESE, Greengrass AT 7/N 1 AR D
T7AINNEZEALET,

* http-80
* https -443
proxyUserName
(A7>ay) 7OFIY—N—%RATH1—H—KTT.
proxyPassword
(FA7>an)7OF Y —N—%2RAT21—H—B T,
csrPath
(A7>32V)CSRASTFNA AFIABTZER T B -OICEATSH, (AEBEER(CSR) 77

AINADINATT, FMICDOVTIE., TAWS IoT Core FROAY/N—HA R, © TOL—AICK
7023 _-270, #8BLTLSEEY,

csrPrivateKey/\ A

(7232, csrtPathEEEhTVWRHERFHEBE)CSRNDERICERAENDZ TSI R—MNF—

AD/NATYT, CSRODERIF, T7FAR—KrF—ZFALTITONTVRIXEN BV ET., Fi
IC2WTE., TAWSIoT Core FROAYN—HA R, O "OL—AICLBD 7O -0, &

SRLTLSEEV,
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https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html#claim-based
https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html#claim-based
https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html#claim-based
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AWS loT ZU—KN7OS3a - o9 7S94>>0ZEOY

ROEKE, I9L—ALT 594> (aws.greengrass.FleetProvisioningByClaim) [Z&k % AWS
loT 7 —KN70OEZ3aZ->T008N—2a>0ZBEZHALEENOTT,

N—3ay z&E
1.2.0 INTBIE & #gEm £

« T7TAR—NF—OREWVREBZ/NAZERAL LARAZTBR|RVIIARNE
NIB2TFNAARAT7OESIZTOHYR—NZEMLEL I,
- BHSEECRE

1.1.0 INTEIE & #gEm E

* Windows /N ATT ST AV ZRETHEED, EMOT 7 AILN
AREANDHR—KAEMENEL 12,

* HTTPS XY D —=U7OFREANOYR—KFEMENETL 1, &
MICOWVWTRE, R—b 443 TOBBFLERY NT—V7TOF > 2 &
ULER S LT IT7TNA AN HTTPS 7OF S ZEHTED LS IC
T2 E#BBLTILKEEV,

1.0.0 HYoN—>3a>

HDAZRLNY—A7OEDa_>J&#FERAL T AWS loT Greengrass Core
V7IRNIJITERAVAMN—ILTS

C DBEEIEL. Greengrass nucleus AVR—F 2 h® v2.4.0 ABRICFIATEE T,

AWS loT Greengrass Core V7 RV IT AV AR—FF. BEHZAWS VDY—RZ7OEZ3a =Y
TIBNARLTZTAVICRETED Java 1V R—TIA AZRHLET, 7O0EZ>aZ>I7
ZUAZBARLT, DARL XS0 V54T NEHAEZFERTS S, O AN—IL7OL
ATHR—RENTVEVEMETOED I ZVJFIEEETIBDCENTEET, FHMHICOVT
k. TAWS IoT Core FROAY/N—HARL O "MEOIZA T NEHAEZERTS1 25RBLT
<EzEL,

AWS loT Greengrass Core V7 RV I T DAV ARN=IBEICHRZLATOACS 3 Z20T0 7304
EEITITDICEFE, I VAMN—FILRBEIDIART 7ML EERLET 1 VAN=FRBTST1>
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#RITL, TS5 TA42F Greengrass A7 FNAAD AWS VY —REEZTH 7O 3 0%
EZBRLET. I VAMN—ZRZOERZFEAL T, T/N1 ALD AWS loT Greengrass Core V 7

ROIT7EBRELET, FHMAICOVWTE., "THAZRLATOEDIZ V07704 28R T2, 25
BLTLSEZL,

/A Important

AWS loT Greengrass Core V7 NI I 72XV O—RIBDHEIC, AT F/N1 AD AWS loT
Greengrass Core YV 7 R JIFT V20 ZA 2V AR—)LLTERTITRLHOOERHEFH LTV

CEEBRELTLSEETL,
(N =R/
- BIRRSZMH

s TNAARBZ LY RNT YT TS
« AWS loT Greengrass Core VY 7 hJ I

ZADOO0—KR9B
« AWS loT Greengrass Core YV 7 R JIT DA AKR—=)L
« WARLZ7OAEDAZ V7704 ZHETS

NN

Bl RS

HDARALAZ7OEZ 3”2 T AWS loT Greengrass Core Y 7 RV ITFTZAVARN=ILTBICIF. K
TARETT,

« DeviceIdentityInterface ZEERIDHAXLA7AEZAZVITZTA DO IART 7 A
o AAZALATOAEDIZUIT T3040, EDATALAICKRTSBEE nucleus FRE/NTX—2 %
BIBENHYVET. ChSOENRENBVESCE, 1AM —ILBIREZ7AILTINS
DEZRBETIXENFHYVET, FHICOVTR., THARAZLTOEDZIZVI77 74 Z28%
T2, EBBLTIEEL,

TINAAREZEY NTYT TS

COEIIAVOARTY TIH2T, AWS loT Greengrass A7 T/NA4 A& L THERE TS Linux £
l& Windows /N4 A2ty NFYTLET,
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Linux *NA4 A&ty NT7YT7T3

O Linux TNNA RA%&EY RT7 Y73 3ICIE AWS loT Greengrass V2

1. AWS loT Greengrass Core V7 NI ITHNRITITIUENHD Java T RALZEA VAR
L &9, Amazon Corretto £zl OpendDK DRI R—MN—T 32 ZHATRIEZHEHD
LET, N—232 BLUBHIMBETT, XROIN RIE, F/NAAIZ OpendDK 214 A=)l
IT2HEZRLTVET,

« Debian KR—ARAFE#IF Ubuntu R—ANDF1ARNIE1I—3 0 NOFE:

sudo apt install default-jdk

« RedHat R—ADF 1 ANIUE1—>3 2 DFEE:

sudo yum install java-11l-openjdk-devel

« #¥ Amazon Linux 2:

sudo amazon-linux-extras install java-openjdkll

« # ¥ Amazon Linux 2023:

sudo dnf install java-1l-amazon-corretto -y

AVARN=IHFETLES, ROONT RZ2ETL T Java A Linux /N4 ATRITEhTWD
CEEMRELET,

java -version

COOXRVRE, FNAALETRITENTVS Java DN—2 32 ZHALET, HIX
(. Debian XR—ADTFAARNIE1I—232 TR, HHIRROGFTILOLSIZHBY)ET,

openjdk version "11.0.9.1" 2020-11-04
Open]DK Runtime Environment (build 11.0.9.1+1-post-Debian-1deblQu2)
Open]DK 64-Bit Server VM (build 11.0.9.1+1-post-Debian-1debl@u2, mixed mode)

2. (FA72a)FNARIZAVR—F 2 NERTIBTT7FIILNOATLAI—HY—BLTTI)I—
TEEBRLET, €1 ARN—F5|--component-default-userBzFEHAL T, 1 AKN=I
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https://aws.amazon.com/corretto/
https://openjdk.java.net/
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I AWS loT Greengrass Core Y 7 RNV ITFA VAR —ZIZCO1—HF - T\ —TZERE
BBIEETEERT, FHFMICOVTR., TA1AN—T5|H, 28RBLTKEEL,

sudo useradd --system --create-home ggc_user
sudo groupadd --system ggc_group

3. AWS IoT Greengrass Core Y 7 NV I T &ZRETTD 11— — (BERE root) I, FENDI—
H—BLOPEEDOT N —TsudoTRITIB TV EAFAN BB EZBABLET,

a. /Jetc/sudoers 774 I)ZH<KICIE, XROOAIX > REETLET,

sudo visudo

b. A—H—DHERBRNIRDOBFIDLSICBEI>TVRZEZHERELET,

root ALL=(ALL:ALL) ALL

4. (A7232)dArTFHbEhizc Lambda A ZEEITTHICE. cgroups vl ZBMICL. XTEV
EFINAAD cgroups ZEMICLTNI RNTBUENHYET, A>T FHLE iz Lambda
BEHZERITIBTFENBWVEE, COFIEZEBTEERT,

NS5O cgroups A7 AV EBMICTSICE. XD Linux H—RINFXA—R2ZFERALTF
NAAZEBLET,

cgroup_enable=memory cgroup_memory=1 systemd.unified_cgroup_hierarchy=0

TFNAADA—FINFA—RZHBELVPRETDLEOOBWRICOVTRR, ARL—F 127
JATALABLRVDT—RO—X—ORFIXVRNESRLTSEETV, BRIZE2T, H—FIN
TX—B 2 KENICRELET,

5. FTNAADEKH CHZEHVARTRENTVARRDIC, TOMOMBEERZDIKREFERZIAN
TTFNAARCAZVAR=ILLET,

Windows /N4 A&ty N7 YT T3

@ Note
C DHEEIEL. Greengrass nucleus A R—F > b0 v2.5.0 ARICFIATEE T,

HARLTF7OESIZ>FTCAVAN=ILTSD 287


https://en.wikipedia.org/wiki/Cgroups
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® Windows /N1 AZ &Y N7 Y 73 %IZIE AWS loT Greengrass V2

1. AWS loT Greengrass Core V7 NI ITHNRITITIUENHD Java T RALZEA VAR
L &9, Amazon Corretto &= ld OpenJDK ORHIVR—KNN—2 a3 2 FERATRHCEZHE®H
LET, N—23a> sLUBRHIMBETT,

2. PATH 2 AT LZEHT Java A"EATREAEREL ., TS5 THEVWEEREEML £T. LocalSystem
7’7]'7‘/ N (& AWS loT Greengrass Core YV 7 NI TF7&2RTIS LS, 1—H—0 PATH 1—

—ZBORDYIC Java Z PATH > AT LAZRRICEMT B HEN B ET. UTORIEZET
bi@'o

a. Windows ¥F—Z#H UL TAZ—RNX_1—Z2HZ XTI,

b. environment variables ZANL T, AZ—KNXZ1—NDS8ATALAFT>Ia>zkrE
LET,

c. AZ—RMXZ1—0OBREFERANS [Edit the system environment variables] (3 AT AREZE
WaEimeE) £ ') Y 2 LT, [System properties] (ZATAZTONTA) T4 RIOERAEE
ED

d. [Environment variables...] GRIEZ%K...) Zi#IR L T, [Environment Variables] GRE A E)
JAVRIVEREERT,

e. [System variables] (> AT AZE) T, [Path] (/NA) . [Edit] ({w5E) DIEIZEIRL £9, [Edit
environment variable] (f—iﬁgﬁwlﬁﬁ) T4 RITR, BRIOTICENAZRRTESR
9,

f. Java A ZAR=)IL®Obin 7AINEZAONAFFEELTVWR L ZRIBLET. CO/NAR.
ROBDKESIZRTRENET,

C:\\Program Files\\Amazon Corretto\\jdk1l1.0.13_8\\bin
g. [Path] (/NAR) TJava A > AKR=I® bin 7#I)LEZN TRONSBVEEE. [New] (FR)
ZERLTCNZEMLEELET, [OK] ZERLET,
3. BEEEELT Windows AN RZ7OV7 N cmd.exe ZHEET,

4. Windows /N1 A® LocalSystem PHO U NZFT7 AN RNI—HY—ZERLE T, ##i#re®R
2B NAT—RICBEEMAET,

net user /add ggc_user password
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® Tip
Windows DR ICK 2 Tk, I—HF—D/NAD— ROHERI LD, HEKOBFICERE
ENTVBREENHYET, Greengrass 77V —> a2 OEMEEMEEEE D I
&, NAD—ROBXHMERZEHRL., TOHBRFUINBDEICEFHFLET, 1—F—0/\
AD—RICE, IR ZECEBVRSBEREEAETT,

s A—H—EENAD—ROBHHRZHE TS ICIE, ROOXY REZRITLET,
net user ggc_user | findstr /C:expires

« I—H—DONAT—RABRINICESBEVLSICRETSICE. AOOAT KEEX
TLET,

wmic UserAccount where "Name='ggc_user'" set PasswordExpires=False

e wnic Y RAFELEE iz Windows 10 LLEZFERAL TVW3IBEEIE. XD
PowerShell X > RZZTLE T,

Get-CimInstance -Query "SELECT * from Win32_UserAccount WHERE name =
'ggc_user'" | Set-CimInstance -Property @{PasswordExpires="False"}

5. /N4 AIC Microsoft * 5PsExec 1—T 4 )T 42X IJO—RLTA AR =ILET,

6. PsExec 1—F /1 UF«14ZFEALT, F7#IIMNI1—HF—01—HF—FE/NAD—R=%Z
LocalSystem A NORIEBEBRNZ— vV —A VARV AICRELE T, #raa#Z BLEICER
ELEI-—HY—ONAD—RIZBEEBRAET,

psexec -s cmd /c cmdkey /generic:ggc_user /user:ggc_user /pass:password

PsExec License Agreement "BV =5, Accept Z3&IRL., SA4 2 AICAZELTIOV RERX
TLETY,

(® Note

Windows 7*/N1 A Tl&, LocalSystem 77> NA" Greengrass nucleus 232179 % 1=
., PsExec I—T 1 UT 4 ZFERALTF 74 NOI1—F—15#H%Z LocalSystem 7
NI RNCRIMTDUREN HYET, RABBIYNR—v—TF7Ur—23>%FEH
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https://learn.microsoft.com/en-us/windows/win32/wmisdk/wmic
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
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TBE, COBE®RE PHYMTRAELS, REOJ AL TVWSI—%—0 Windows
LocalSystem 7 H U MMCRTFENET,

AWS loT Greengrass Core YV 7 R I 72X DO—RTB

AWS loT Greengrass Core Y 7 R I T OHH/N—232 @, ROBAHPSETIVO—-RTER
EE

* https://d2s8p88vquiwe6.cloudfront.net/releases/greengrass-nucleus-latest.zip

(® Note

AWS loT Greengrass Core V7 RV I T ORED/N—2 3@, ROGAASK U O—R
TEXRY, #aanped I O0—RIBIN—DIVIIBEBRRET,

https://d2s8p88vquow66.cloudfront.net/releases/greengrass-version.zip

AWS loT Greengrass Core V7 R I 72XV O0—RIBICE

1. 7 F/NA AT, AWS loT Greengrass Core V7 R JIT7% EVWSBBDO T 7AIICE T
A— RLUEdJgreengrass-nucleus-latest.zip.

Linux or Unix

curl -s https://d2s8p88vquowb6.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

curl -s https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip > greengrass-nucleus-latest.zip

PowerShell

iwr -Uri https://d2s8p88vquow66.cloudfront.net/releases/greengrass-nucleus-
latest.zip -OutFile greengrass-nucleus-latest.zip
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COVYTRNIIT7%EZAIO—RTBE, Greengrass Core Y7 KNI I T DT A 12 AZICE
BELEEOERBENET,

2. (F7>3a>)Greengrassnucleus Y 7 NI I T EZEZERTDICE

® Note
— DH#EEIE. Greengrass nucleus /N\—> 32 295 AR THERATEE T,

a. HUToIY>RzZFEMAL T, Greengrass nucleus 7 — TONDEBERZEIELET,

Linux or Unix
jarsigner -verify -certs -verbose greengrass-nucleus-latest.zip

Windows Command Prompt (CMD)

AVARN=ILTBIDKDODN—=23IICK2T, 77MINBHNEBRZEENF HYVET, A
AN=IULEIDKDON—23 I jdk17.0.6_10 BEEBZI TS EE W,

"C:\\Program Files\\Amazon Corretto\\jdkl17.0.6_10\\bin\\jarsigner.exe" -
verify -certs -verbose greengrass-nucleus-latest.zip

PowerShell

AVARN=ILTFTBIDKON—=2IUIIK2T, 77MLNEBNRBIBENHBVET. 1
YARM=ILULEIDKON—=23 22 jdk17.0.6_10 ZEEWMA TS EE L,

'C:\\Program Files\\Amazon Corretto\\jdk17.0.6_10\\bin\\jarsigner.exe' -
verify -certs -verbose greengrass-nucleus-latest.zip

b. jarsigner fEEITZ &, RIFERZERTIEHAONBSIET,

i. Greengrassnucleus ® zip 77 A I)LICBBE D E, HALCUTORSBXARRE
hE79:

jar verified.
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https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
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i. Greengrassnucleus ® zip 77 A I)LICBEEThBVE, HHCUTOLS BN KT
ENhET

jar is unsigned.

c. Jarsigner -certs % -verify &-verbose A7 23> & —#ICRHL EBE. HHICE
EEREIAAZOFABTRERENET,

3. AWS loT Greengrass Core Y 7RI ITEZTFNAALOT7 A )NRXICHBRLET, 2FEATS
7 # )L GreengrassInstallerliCBEEMA T,

Linux or Unix

unzip greengrass-nucleus-latest.zip -d GreengrassInstaller && rm greengrass-
nucleus-latest.zip

Windows Command Prompt (CMD)

mkdir GreengrassInstaller && tar -xf greengrass-nucleus-latest.zip -
C GreengrassInstaller && del greengrass-nucleus-latest.zip

PowerShell

Expand-Archive -Path greengrass-nucleus-latest.zip -DestinationPath .\
\GreengrassInstaller
rm greengrass-nucleus-latest.zip

4. (A723)ROOAX REETL T, AWS loT Greengrass Core Y 7 NI I F7HO/N\—> 3
CEBRELETD,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

/A Important

v2.4.0 K V) BID/N—2 3> D Greengrass nucleus 24 > AR—=)L 3 2B A k. AWS loT
Greengrass Core YV 7 RV ITFEA VAN =L LERIZCO 72 AZHBRLBEVWTSEE
W. AWS loT Greengrass Core V7 RV I Tk, CO7#)INFRAOT7AIEFERAL TET
LET,
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VINIJITORFHN—23a> a0 O0—-—RULESEE. v240 U EZA4AN=ILL,
AWS loT Greengrass Core V7 RV IFZA 2V AN—=IULERBICZODT7 A I)NFAZHBRTEE
ED

AWS loT Greengrass Core YV 7 RNV ITFTDA 2 AN=I
ROT VAV EEETRE|IBEECA 2V AN—FZETLET,

« AARLATOAED aZ_VI 750942 FERALTAWS UY—R 27O 3a_-_ 932 &5 (018
EFTEIHBPRETT7TAIDLSAARM—=ILLET, AWS loT Greengrass Core V7 R TJ I T &,
TINAALEDTNXTO Greengrass AV R—R 2 NOBREZIEETIRE/ 7ML Z2FEALET,
AVAN=ZR., BELEHRPRE77AINE, DARARLTAED A -0 7504 FERTS
AWS VY —AN ST BRET T AL EERLET,

s A7FNAATY 7NV ITFAVR—FR NEERTTB1OHIC ggc_user VAT LI —%fE
A92&3ICEELET, Linux */NA1 ATk, COON> RE gge_group YARATALATI—T%
FRIDELSICEEL, ESILAVARN=—FILL2TIARATALAI—Y =TI —=70, 1—%—I(C
RKh>THERENET,

« AWS loT Greengrass Core V7 NI I T %, BEFICERITENDZATLAY—ERELTEY B
TY7ULET, Linux /N1 ATlE. ZhiF Systemd init > AT LANFBETT,

/A Important

Windows 7 7/N1 ATk, AWS loT Greengrass Core Y 7 NV IT7 %2 AT LAY —E
AELTRETIHENHYET,

BEETEDS|HOFMIOVTR, "1 AN—F5|#H, 2ZRBLTSEZ L,

(® Note

XEVUNFHIPRE iz AWS loT Greengrass 7/V1 ATERTLTWBHEEEF. AWS loT
Greengrass Core YV 7 NI ITHERITIXEVEZHHTEET, XTUE) HTEHIH
I3, nucleus AR—F2 MM jvmOptions BRENTA—ZXTIVM E—TDOH A X
AT7AVERETERT, FMICOVWTR., "WMATZ IV TXEVE HTZFHHT
B, EBBLTLEE,
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AWS loT Greengrass Core YV 7 RV I TF%& A2 AM—)LTBIZIE (Linux)

1. AWS loT Greengrass Core YV 7 R VI T7ON—2 3V ZHRBELET,

c &, VIRNIDITZECT7 #INAND/NAGreengrassInstallerlCBEBRAET,

java -jar ./GreengrassInstaller/lib/Greengrass.jar --version

2. TFANIF14RZMFEAL, config.yaml EVWSHHD

CRHELET,

T77AINEERLTA AR

BIZIE, Linux R—ADTATATE, XOON RZZETL, GNUnano 2 EHLT7 74

ZERTEEXRT,

nano GreengrassInstaller/config.yaml

ROYAML ATV T 7ANICOE—LERT,

system:
rootpath: "/greengrass/v2"

# The following values are optional. Return them from the provisioning plugin or

set them here.

# certificateFilePath: ""

# privateKeyPath: ""

# rootCaPath: ""

# thingName: ""

services:
aws.greengrass.Nucleus:

version: "2.12.2"

configuration:

# The following values are optional.

or set them here.
# awsRegion: ""
# iotRoleAlias: ""
# iotDataEndpoint: ""
# iotCredEndpoint: ""
com.example.CustomProvisioning:
configuration:

Return them from the provisioning plugin

# You can specify configuration parameters to provide to your plugin.

# pluginParameter:
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RIC, LTOBREZRITLERT,

2.12.2 % AWS loT Greengrass Core Y 7 RV I T ON—J 3V IZEEHMAET,
NDEA > AR A% Greengrass JL—
(F723) AT LB KT nucleus O

N7 # )& /greengrass/v2ICBEBRZET,

SEREENBVHEEILR., ChoNEEZRETIHLENHYVET,
c (AT72aN)TOEDAZVITIVAVIIRBIBDRENTA—2ZEELET,

® Note

CORET7AILTR., ROFTRENTVWBD LS, FATEIR—KPRY ~ND—7
Z7OFBEDHDOEREATVAVENARIAARTDEN TEXRT, FHMICOWVWT
l&. Greengrass nucleus FREZSRL T E&E L\,

system:
rootpath: "/greengrass/v2"
# The following values are
plugin or set them here.
# certificateFilePath: ""
# privateKeyPath: ""
# rootCaPath: ""
# thingName: ""
services:
aws.greengrass.Nucleus:
version: "2.12.2"

configuration:
mqtt:
port: 443

optional. Return them from the provisioning

greengrassDataPlanePort: 443

networkProxy:

noProxyAddresses: "http://192.168.0.1,www.example.com"

proxy:

url: "http://my-proxy-server:1100"

username: "Mary_Major"
password: "pass@wordl357"
# The following values are optional. Return them from the provisioning

plugin or set them here.
# awsRegion:
# iotRoleAlias: ""
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# iotDataEndpoint:
# iotCredEndpoint: ""
com.example.CustomProvisioning:
configuration:
# You can specify configuration parameters to provide to your plugin.
# pluginParameter: ""

3. AVAN—F—ZETLET, --trusted-plugin Z2EEELTHAZALATOEES I _Z_>J75
TA R HL, --init-config ZIELTRET 7ML ERHELET,

« /greengrass/v2 £zl& C:\greengrass\v2 % Greengrass L— N7 # )LFAICEEHMA T

ED

c DEAVAZRVA’Z, AVAN—T &R T # )L A GreengrassInstallerlCBERA
£7,

c WARLTAEDAaZVIT T4V IAR TTANANDNRE, TZTJA42DIAR T 7L
NDONAZEEBAET,

Linux or Unix

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE \
-jar ./GreengrassInstaller/lib/Greengrass.jar \
--trusted-plugin /path/to/com.example.CustomProvisioning.jar \
--init-config ./GreengrassInstaller/config.yaml \
--component-default-user ggc_user:ggc_group \
--setup-system-service true

Windows Command Prompt (CMD)

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" ~
-jar ./GreengrassInstaller/lib/Greengrass.jar ~
--trusted-plugin /path/to/com.example.CustomProvisioning.jar ~
--init-config ./GreengrassInstaller/config.yaml A
--component-default-user ggc_user *
--setup-system-service true

PowerShell

java -Droot="C:\greengrass\v2" "-Dlog.store=FILE" °
-jar ./GreengrassInstaller/lib/Greengrass.jar °
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--trusted-plugin /path/to/com.example.CustomProvisioning.jar °
--init-config ./GreengrassInstaller/config.yaml °
--component-default-user ggc_user °

--setup-system-service true

/A Important

Windows 7 7/\4€ ATk, ZIEE--setup-system-service truel T AWS loT
Greengrass Core V7 NIV ITF &2 AT AY—EARAELTEETIHEN HYET,

--setup-system-service true ZEEITIHEE. YVINIITEIZATLAY—EAREL
TEYRT7YTLTEATLES, 1 AM—1F Successfully set up Nucleus as a
system service ZHALET, ThUADFE, EBELCVYIRNIVITHFAARN=IENT
WhiE, 1A —FRBXvyE—2ZEDLERA,

(® Note

--provision true 5IBBLTCAVAN—TZERTITHEE, O—HILERY—I %z
770493 1HIC deploy-dev-tools 5|¥zEATE XL A, Greengrass CLI Z 7
NAAICEETFTO/4IT2HEOBHRICOVTIE, "Greengrass ANV RTA 4
B—7IAA Z2ZRLTLEEV,

4. W—=KR7#NEOT7AINEHIELT, A VAR ZBELET,

Linux or Unix

1s /greengrass/v2

Windows Command Prompt (CMD)

dir C:\greengrass\v2

PowerShell

1s C:\greengrass\v2
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AVARN =LA ERBICMEBENLEES, L—M7#I)LHAICIE config, packages. logs & &
DEBOT7 A INEANFEEINET,

AWS loT Greengrass Core V7 NI I T2 AT LY —ERELTA VAN —ILLESRE, /1A
R=SHFVTRIITERITLET. TNUADBE, VINIITEFHTRITITIZLEN HY)
£9, FMIZOVWTIE, TAWS IoT Greengrass Core V7 R I 7 %2ET9%, BSRBLTILKEE
(A

V7RI IT7E #FBRELTHERITDHEOFMIC OV TIE AWS loT Greengrass, A TFZS8BL T
<EEV,

« AWS loT Greengrass Core V7 RV I T ZHET D

« AWS loT Greengrass 1V R—% > N Z2HKT S

« 7)N4 AIZ AWS IoT Greengrass IR—Z > NOF 7’04
« Greengrass AN RZA AV EZ—TIAA

HAZLZ7OESaZ 075094 %RARTS

AAZLT7AED I 2T 75040 2BRTBIC

. com.aws.greengrass.provisioning.DeviceldentityInterface 1> X—7 I 4 A%
EEKTD Java VT AEERLET, Greengrassnucleus JAR 77 /)N Z7 O T I KNIEDH T,
CDAVE—TIAAREDTALLT IV ERATRENTEET, COAUE—TIT1AR. 757
AVREZADL, JOEDIZVIREEZHNTEIXYY REERTRLEHOENTT, 7OE
DAZVIRETIE., AT AL Greengrass nucleus VAR —Z 2 NOREZEZLFET, AWS
loT Greengrass A7V 7 KNVITAVAM—ZR&, Cco7AE>a- Ix%Ez2EAL T, FINA
ALE® AWS IoT Greengrass Core A7V 7 NI I T ZZELE T,

AAZRLATOAED I 09750940 2R LES, JART77AIILELTEBEL, /1A= )L':F'
T T4 ZRTITBHEHIC, AWS loT Greengrass A7V RNIDITA VAR —=FICRHEL

To AVARN—FRF, 1 VAN—FHFFEATZEOEFL IVM THAZALTO 593:/7'7"3'7
ABETITBDED, 7534 1—ROZKDNEENLE AR ZERTDENTEEXRT,

® Note
AWS IoT ZU—KZOEZ 32973042, 41VAM=IFIZ7U—-~7OED 3 Z
VU EERTS -8, DeviceldentityInterface #2%LE9, 7U—K~7OEED 3
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IOTSTAV =TV —ATHD D, V—AOD—RZ®RELT, 7O>a=>J
T2T0AAVEB—TIAAOERFTEBZRD N TEXRT, FHMICOVWTE. GitHub
O "TAWS loT 7)—k70OBD3a_20750421 #8RBLTLKEEL,

REY D
- Bff
- Deviceldentitylnterface 1 > Z—7 I A AZEETD

B

AARLTOEDIZV I 7S04 ZRRTHICE. ROBUZHELT Java VT RAZERT B &4
BENfHYERY,

- com.aws.greengrass /\Y ¥ —>, &/l com.aws.greengrass NV T —JHONY T—3
EEALET,
s SIMEFLZVIAARNTIEZNIBETT,

« DeviceldentityInterface 1R —7 I A ARAZEREKLET, FHICODVWTE.
MDeviceldentitylnterface 1 > 2 —7 I A A%ZEETD 1 ZSRLTLKEE,

Deviceldentitylnterface 1 > 2 —7 I A AZERET S

NARLT ST A>T com.aws.greengrass.provisioning.DeviceIdentityInterface
AR —7I—AREFHTSICIE. Greengrass nucleus 27O TV NOKFEFHEE L TEML E
9o

HARLZ7AED3aZ2T7Z904>2 702 T U M T Deviceldentitylnterface Zf#EHA 3 % I (&

- Greengrass nucleus JAR 77 A I)L&Z547Z1)&ELTEMT S A, Greengrass nucleus %
Maven DIKEFEBEBRELTEMTEERT, ROVThAZETLET,

- Greengrass nucleus JAR 77 1)L &Z547Z1) &L TEMT SIZIF. Greengrass nucleus
JAR Z &8 AWS loT Greengrass A7V 7 NI TF7Z2XJ2O0—RULET, AWS loT
Greengrass A7V 7 NV ITOBHN—2 I ZROBANSKX VD O—RTEERT,

* https://d2s8p88vquiw66.cloudfront.net/releases/greengrass-nucleus-latest.zip
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https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://d2s8p88vqu9w66.cloudfront.net/releases/greengrass-nucleus-latest.zip
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Greengrass nucleus JAR 7 7 €4 )L (Greengrass.jar) &, ZIP 774 A® 1ib 7 #)L

FICHYET, COIART77AI)N 27O T NIEMLET,

« Maven 7’02 T U N T Greengrass nucleus Z A 3% (Zl&, com.aws.greengrass
JIL—7"AD nucleus T—T 1 77U NMCKFBRHEZEMLET, F£i. Greengrass

nucleus (& Maven Central 7RI N TREAATEZ WIS, greengrass-common L 7R

SRUEEMTDHBENBYET,

<project ...>

<repositories>
<repository>
<id>greengrass-common</id>
<name>greengrass common</name>

<url>https://d2jrmugq4soldf.cloudfront.net/snapshots</url>

</repository>
</repositories>

<dependencies>
<dependency>
<groupId>com.aws.greengrass</groupld>
<artifactId>nucleus</artifactId>
<version>2.5.0-SNAPSHOT</version>
<scope>provided</scope>
</dependency>
</dependencies>
</project>

Deviceldentitylnterface 1 > X—7 T4 A

com.aws.greengrass.provisioning.DeviceldentityInterface 1> X—7 I 4 A&,

RO TATHHBYET,

@ Note

chsnYZ A, GitHub IZ& % Greengrass nucleus source code @
com.aws.greengrass.provisioning package TEMHRETE X T,
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https://github.com/aws-greengrass/aws-greengrass-nucleus
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public interface com.aws.greengrass.provisioning.DeviceldentityInterface {
ProvisionConfiguration updateIdentityConfiguration(ProvisionContext context)
throws RetryableProvisioningException, InterruptedException;

// Return the name of the plugin.
String name();

com.aws.greengrass.provisioning.ProvisionConfiguration {
SystemConfiguration systemConfiguration;
NucleusConfiguration nucleusConfiguration

com.aws.greengrass.provisioning.ProvisionConfiguration.SystemConfiguration {
String certificateFilePath;
String privateKeyPath;
String rootCAPath;
String thingName;

com.aws.greengrass.provisioning.ProvisionConfiguration.NucleusConfiguration {
String awsRegion;
String iotCredentialsEndpoint;
String iotDataEndpoint;
String iotRoleAlias;

com.aws.greengrass.provisioning.ProvisioningContext {
Map<String, Object> parameterMap;
String provisioningPolicy; // The policy is always "PROVISION_IF_NOT_PROVISIONED".

com.aws.greengrass.provisioning.exceptions.RetryableProvisioningException {}

SystemConfiguration & NucleusConfiguration D& FREMIE. AWS loT Greengrass 17
VIRIDITODA2VAN=I)ICHETTH, null ZRI CENTEET, hAZLTOED3a_ZY
TT7Z5T40FVTRDDOREMEIC null ZIRL =B 4E. AWS loT Greengrass A7V 7 RN TJIT D
A2VAN—FICRHTS config.yaml 77 AL ZEKTBEIC. AT LTI Nucleus DELE
ICETNEZRBIDIMBENHYET, config.yaml TERL EAT I ICHLT, HARAXRALTO
ESa=2 5755940 # NULL BAOEEEL 8BS, 1V ARN—5 config.yaml OEET
STAUDSRBRENEEBIEEBRAET,
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42 AM—F5|%

AWS loT Greengrass Core YV 7 NI I FPICE, Y7 DT LY NFY 7L, Greengrass 17 7
NAAZRITIDDICHEERD AWS UY—REZ7OEDIZVTIFTBA 2 AN—FHFEFIATV
FTo AIVAN=FZICR., 1VARN—IIEZRETRDLHICIHEETED RO BN EENETT,

-h, --help

(A723NAVARN=FOANILTERERRLET,

--version

(F7°23>) AWS loT Greengrass Core Y 7 R JIT7ON—2 3> ZRRLET,

-Droot

(F7>32) AWS loT Greengrass Core V7 RV ITFDII—RELTHEATEZ 73 IILEIAD/N
Ao

® Note
CO58FE VM Z7ONT 1 ZBRETD LD, I VAN—TERTIBEEZIC -jar &V)
AICIEETIHENHYET, flXlF. java -Droot="/greengrass/v2" -jar /
path/to/Greengrass.jar £EELF T,

T7x) b
* Linux: ~/.greengrass
* Windows: SUSERPROFILE%/.greengrass
-ar, --aws-region
AWS loT Greengrass Core V7 R IT7H, BEEAWS VDY —RZBBERLFEXNTEHIC
FRYTSAWS U—>3 2,
-p, --provision
(FA7232) ZOFNAAZAWS loT E/ELTERL, A7 TFNA AN BEETS AWS 1
V—RZ7OE23aZ2TFH5ENTEERT, true ZEEET D E. AWS loT Greengrass

Core V7 RIITFIE, AWSIoT £/, (A7 3> D)AWS lIoT E/FIIL—7. IAMO—=)L. &
LT AWS IoTO—ILIAUTFARE7OESIZ I LET,

T7#A)K: false
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-tn, --thing-name

(A72a2)2OAT7FNAARELTEETS AWS loT T/ DEH. T/ OBRFH AWS TAHY
M ICEELEVEE. AWS loT Greengrass Core V7 RV I 7 HFERLET,

(® Note
E/OBRWICAOY () RBBZELENTEXREA,

COE|HEBEATBICIE, --provision true ZIETIHEN HYET,
77 # )L bM: GreengrassV2IotThing_ &3> & A7 UUID,
-tgn, --thing-group-name

(A7 a>) ZOIATFINAAD AWS loT E/ #BINT S AWS loT £/ IL—T D,
FTAANZOE/IN—T2RZ—=7Y MZLTWRHE, COOATT/INA AR, AWS loT
Greengrass |IC#EHELEEZEICZOTF 7O/ ZZ TRV E T, COBBOE/TIL—TH AWS 7
DOV ICEELEVEBE, AWS loT Greengrass Core Y 7 R I FPHERL £ T,

(@ Note
T/ JNLN=7RICO0OY () BEZEHD R TEEREA,

CO5|BEBATAICIE, --provision true ZEETDIHEN HVET,
-tpn, --thing-policy-name

— DH#EEIX. Greengrass nucleus 1 R—F 2 M® v2.4.0 ABBRICRIATE R,

(A7 32) ZOAFFINA AD AWS loT E/IHEICTRY FT5 AWS loT RUS—0F
Blo CORBD AWS loT RV —A" AWS 7HO U N IZFEELEVEE. AWS loT Greengrass
Core V7 NI ITHERLET,

AWS loT Greengrass Core V7 R JIT TR, 7 FI)INTERE AWS loT RS —HERE

nNET, CORV—QOEERERYVIACH, I—AT—RAICWULEERIZCHR I D HARXLKRY
S—BERTDIENTEET, FMICOVWTIE, TAWS loT Greengrass V2 17 7/\ A AJE lF
DEIEERED AWS loT R —1 ZBSRL TS EE L,

CO5|BEBATDICIE, --provision true ZEETIHENHVET,
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77 # )L ~: GreengrassV2IoTThingPolicy

-trn, --tes-role-name

(7232 AT FINA AN AWS H—E R EXRVEY) T3 =86 D AWS REFER %= S
PEHICEATZIAMO—ILOER . COFZBEOO—ILF AWS PHT2 b L_T?'E:LKL\*%
4. AWS loT Greengrass Core Y 7 hJ T 7 # GreengrassV2TokenExchangeRoleAccess
R —ZFE>TO—LEZERKLET, cOO—JLEE, AVR—FXNOT—FT14T7T7IREKR
ARTDSANTY NIRRT IOEATEERRA, TOLSH, DVR—ZIVNEERTDEEI,

—TATFIORNDSBNTY NEATDTIOMDT IV EAFAZEMTIRENHYET,
FHHICOVTE., "TOT7TFNAAN AWS U —EAZRIETEDLSICHATHL 25RLTL
EEWV,

CO5|BEBAITHICIE, --provision true ZEETDIHEN HVET,

77 # )L b: GreengrassV2TokenExchangeRole

-tra, --tes-role-alias-name

(A7 32) COATFINAAD AWS SBEHER &2 TS IAM O—JLEEL TWS AWS loT
O—LIAUTADEH. cOBRBMOO—)ILIAVTANAWS THOU N IZFEELEVE
4. AWS loT Greengrass Core YV 7 RV I TR EFNZERL, EEEHTVS IAM O—-I)LZ1E
TRSICERELET,

OS5I ZEBATSICIE, --provision true ZETIHEN HYET,

77 # )L b: GreengrassV2TokenExchangeRoleAlias

-ss, --setup-system-service

(F7°232) AWS loT Greengrass Core Y 7 R JI Tk, COFNAAOEBBHKICRITENBD D
ATLH—ERAELTRETDENTEXRT, DATLY—EAEW greengrass TT, #
MIZDOWVWTIE, "Greengrass nucleus 22 AT LAY —EAELTHEET D) Z22RLUTLKEE
(A

Linux ZRL—FT A VT AT AT I D5 ZEERATSHE. systemd init > AT LN F/INA AL
THRATEDHLENHYET,

/A Important

Windows 7 7/N14 ATl&, AWS loT Greengrass Core Y 7 NIV I T Z2 AT LY —E
AELTRETIHENBYVET
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T7#A)N: false

-u, --component-default-user

AWS loT Greengrass Core V7 NI IT7HFIAVR—FRV N ERTIBDEHICERATHI1I—F—0
BEIERF ID, HIZIE., ggc_user LIBETDEHNTEET, CNDEIE. Windows ARL —
TAVIDATATA VAN —TZ2RTITDREEICHEERBYET,

Linux ZARL—F A VIS RATATR, 7230 TIIN—T%2EETILETEET, 1—
H—eJI—720°TRYP>TEELE T, il ggc_user:ggc_group.

Linux ZRL =T 4 VI ATLADEFE. ADKRICODVWTEERTILEN HYET,

« root ELTEITITDEE, F7F)NMOAVR—FR N I—HY—HFRET7MILTERE
E1—HY—ICBYEST, RE7T7ALTI—H—HFERTIATLVEWEES, F7F4ILKD
ggc_user:ggc_group &V E T, &L ggc_user £ ggc_group A FEELBVEES
E. YV7RNDITHIERLET,

e EN—KRI—H—ELTEITTDE, AWS IoT Greengrass Core Y 7 NI 7 FZEFNI—H—
ELTAVR—FNEEITLET,

s JIN—TH"IEELRBH 2 HE. AWS loT Greengrass Core V7 NI I 7k, AT AI—
Y—DT7ZARVIIN-T&2FALET,

FHMCOVTR, TOVAR—ZFUNZERTIRI—H—Z2H{/ETDL ZSRLTLSEE L,
-d, --deploy-dev-tools

(F7'>32) Greengrass CLI AVAR—FX 2 N EADO—RLT, cOAT7TFNAAICF7OA
TEEXT, cOVY—I)Iz2FERALT, COOAT7TFNAALETOVR—FNERELEYFNY Y
LiWTEERT,

/A Important

COOAVR—FVNE, FERRETREEL, ARRETOATHEATDI L Z2HEOLE
T cOOVR—FRUBNE, BE, FERRETRELELEENBEVERPBRENOT VLA
ZRHELET. COOAVR—FIVNEMXREBOATTFNARICOXT7TOA4 LT, RIMHE
DERAICHEVET,

COE|HEEATBICIE, --provision true ZIETIHEN HYET,

T7#A)LK: false
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-init, --init-config

(F7°23>) AWS loT Greengrass Core V7 NI IT DAV AR —=ILIZERTBIRET 7 1A
DINRe COFT IV EFEATDIE, BED nucleus RESNLEFHLVWITTFNARABE R,
RETDCENTEEXRT,

/A Important

BEUVLERE77ANEATTFNAARALOBRFORET 7TAIUAR—JEhET, chi
F. A7 TFNAARALOOAVR—F NEOAVR—FX Y NREFBENET, REI 7T/
K. ZEELELSELTLVARELETZVARNTRZEZHBITITHLET,

-tp, --trusted-plugin

(A72aNBEENETSTAELTHRBRACIAR 7 ZAIIANDONA, COFAT>a>
&, ZU—r7OEED3a _J0FEREDARLTOEDS I _VI0TAAN=ILTREE, T
FBN—RIVIT7EF1VTAEDI=)ITTITAR—NF—EAHEEZFRALTAAN =T
PB/BAKBE, 7O A ZITSTADOIAR 7 7AINEREBETIEHICERALET,

-s, --start

(F7°>32) AWS loT Greengrass Core V7 RV ITDA 2V ARN—=ILRICEEBL, 723> T
DY —ZA%#7OESa = 093N TEET,

T7#F) b~ true

AWS loT Greengrass Core Y 7 NI T &RETTS

AWS loT Greengrass Core V7 RV ITZAVAR—ILLES, ThZEETLTTF/NA1A%Z AWS
loT Greengrass \C$##L £9,

AWS loT Greengrass Core V7 NIV IT7Z A2 A=) TBHEZEIC, systemd ZFEAL T AT A
H—ERARELTAVARN—ILTRIAESHZEETEET, CcOATIVEERTDE, 12A
R=ZHFVT7RNDITZEGTL., FNAAORBEBFICETIDRSICERELET,

/A Important

Windows 7 7 /N4 ATl&, AWS loT Greengrass Core YV 7 NI T2 AT ALY —ER
ELTRHRETAHENHVET

AWS loT Greengrass Core Y 7 NI 7 ZR1TT % 306
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AWS loT Greengrass FROYN=HA R, N—=23>2
N =R

« AWS loT Greengrass Core V7 RV ITH I ATAY—ERELTETENTVRIHLAESHERE
R

« AWS loT Greengrass Core V7 RV ITFT 2 ATALAY—ERELTEITITD
« SATLY—EREFRAELTIC AWS loT Greengrass Core V7 R I I 7 E#ETLET,

AWS IoT Greengrass Core Y 7 NIV I TN AT LAY —EREL TETE
NTLVBHLESHEERETS

AWS loT Greengrass Core YV 7 NI I T2 A2 AR —)ITBDEEIC, --setup-system-service
true 5|8 ZEEL T. AWS IoT Greengrass Core YV 7 NIV IT7 &R AT LAY —ERELTA VA
R—ILTEET, Linux T/N1 ATk, systemd init > A7 AT AWS loT Greengrass Core ¥V 7 b
DITEATALAY—ERELTEY RTPYTIRIUENBYVET, COFT>a>zEFERATRE,
AVAN=DHFVTRNIITZRITL., FTNAADBRBRICETIDRDIICHRELET, 1 VAN—
Zl&. AWS IoT Greengrass Core Y 7 RNV IT7 AT LAY —ERELTEREICAVARN=ILTS
E.RDODXAY =% HALET,

Successfully set up Nucleus as a system service

LARTIZAWS loT Greengrass Core V7 NI I T ZA VAN =N LIEZENBY), 1 VARN—=—FDH
AFBEWEERE, VINIITHIATAY—ERELTAVARN=LENTVEIAESH ZERT
EFET,

AWS loT Greengrass Core YV 7 NI I TN AT LAY —ERARELTA2ARN=ILEehTVWRAES
N EHRITHICE

« ROOANV RZEZRTLT, Greengrass AT LAY —EANDREEZEIBLET,

Linux or Unix (systemd)

sudo systemctl status greengrass.service

AWS loT Greengrass Core YV 7 NI I TN AT LAY —ERELTA 2 AN=IEh, 77
TA7THBHEE. RBEFROBOLSICHEY)ET,

# greengrass.service - Greengrass Core
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AWS loT Greengrass FROYN=HA R, N—=23>2

Loaded: loaded (/etc/systemd/system/greengrass.service; enabled; vendor
preset: disabled)
Active: active (running) since Thu 2021-02-11 01:33:44 UTC; 4 days ago
Main PID: 16107 (sh)
CGroup: /system.slice/greengrass.service
##16107 /bin/sh /greengrass/v2/alts/current/distro/bin/loader
##16111 java -Dlog.store=FILE -Droot=/greengrass/v2 -jar /greengrass/
v2/alts/current/distro/lib/Greengrass...

systemctl F7zl& greengrass.service A"ROA S5 VEES. AWS loT Greengrass
Core V7RIV ITRIATLAY—ERELTAVARN=IIEnhEBA, VI NDVITZERERT
I3k, "PARATALAY—EREFERETIC AWS loT Greengrass Core VY 7 NJ I 7 & E(T
LET, 1 ZZRLTSEZL,

Windows Command Prompt (CMD)

SC query greengrass

AWS loT Greengrass Core ¥ 7 N T 7 Windows H—ERAELTA 2 ARN=ILEh, 7
D747 THDEE, RERROHIOXSICHEYET,

SERVICE_NAME: greengrass

TYPE : 10 WIN32_OWN_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : @ (0x0)
CHECKPOINT : 0x0
WAIT_HINT : 0x0

PowerShell

Get-Service greengrass

AWS |oT Greengrass Core ¥ 7 NI 7 A" Windows 5 —EAELTAARN=IEh, 7
DT4TTHIHE. BBERROFDLSICHEYET,

Status Name DisplayName

Running greengrass greengrass
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AWS loT Greengrass FROYN=HA R, N—=23>2

AWS loT Greengrass Core YV 7 NV I T2 AT LY —EAREULTETT
%

AWS loT Greengrass Core V7 RV I TN ATAY—ERELTA VAR =ILEhTVBRIEE
. SATALAY—EARNZ—2vy—ZFALT, V7 MNIJITZHRA, FlE, BRTEEBTEET,
MOV TIE, TGreengrass nucleus 2 AT LAY —EAELTEETS ) #5RBLTLKES
Wo

AWS loT Greengrass Core YV 7 NI IT72R{TT3ICIE
« ROONXRZEMEAL T AWS loT Greengrass Core V7 R I I 7 =2REBLE T,

Linux or Unix (systemd)

sudo systemctl start greengrass.service
Windows Command Prompt (CMD)

sc start greengrass
PowerShell

Start-Service greengrass

SATLAY—ERAEMERYE T IC AWS loT Greengrass Core Y 7 NI 7 %
RITLET,
Linux A7 7 /N1 ATk, AWS loT Greengrass Core YV 7 NI I TFHF AT LAY —EARELTA VA

R=ILEhTLWEWEER., V7RI ITOO—X—AVIUTRERTLTIYTINIITZRITTE
x5

SATLAY—ERAEERAE T AWS loT Greengrass Core YV 7 NI IT7ZRTITDICIE

« ROIONRZEMEAL T AWS loT Greengrass Core V7 R I I 7 2RBLET, COIX
VREZR—ZFITEITITREE. X—IFIEv>arzlBVEERRICLT, AWSIoT
Greengrass Core V7 RV I T Z2R{TLHRTAHVEN HVET,
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AWS loT Greengrass FROYN=HA R, N—=23>2

« /greengrass/v2 £lzl& C:\greengrass\v2 &, AT % Greengrass L— K7 #)LAIC
BEEWMAET,

sudo /greengrass/v2/alts/current/distro/bin/loader
ERICEFHTDE, YVINIITRROXYE—22HALET,

Launched Nucleus successfully.

Docker 1277 T AWS loT Greengrass Core ¥ 7 N J I 7 & 217
ER)

AWS loT Greengrass I&. Docker A>T+ TRITTD LS ICRETEE Y, Docker (&, Linux 3>
THIZEILKTPTIVIT—23 > 08K, £17. TAM 8LTF7O/M2T51200Y — )L ziRH
I57FYNTA—ALTT, AWS loT Greengrass Docker 1 X— % E179 5 & E (2, Docker 1
TFHIZ AWS FRIAMEHREREBEITZIHAESH ZBIRL., AWS loT Greengrass Core V7 NI I T A
ABR—F75 Greengrass A7 7FNNA AOBEICKXELZD)Y—AZBBNIC7OEDIZY AWS T
EBDLSICLET, RABEHMERMAWS LEVEEE. AWS UV —RZ2FgT7OE>3a=>d
L. Docker 12773 T AWS loT Greengrass Core Y 7 NV I T &ZETTEEXRT,

N =R

c YR—bhZEhTWBTIYRNT#—LEEHR

« AWS loT Greengrass Docker VY 7RI 7 NOA D O—R

c AWS UY—2R%7OE2a_-_J925+:%8RT 3

+ Dockerfile 5* 5 AWS IoT Greengrass AT FTAX— RBETD

s BERVY—A7OE3a =Y %ERH L T Docker 12T 3 T AWS loT Greengrass % £179 %
s FERVY—RA7OED3a =T %ERL T Docker 12T 3 T AWS loT Greengrass % £179 %
« Docker 1273 T® AWS loT Greengrass DR Z 7 )\ a—F4 245

HR—RNENTVWBETISYRNTF—LEEH

Docker 12772 AWS IoT Greengrass Core Y 7 RV ITF7ZA 2 ARN=) UL TEITITSICE., KA
RIAVEI—ZNROBRNEHZBLLTVRIRENF HYET,

Docker AWS loT Greengrass T 22179 % 310



AWS loT Greengrass FROYN=HA R, N—=23>2
s AVR—FY NIERENE Lnux R—ADARL—T 12T AT bo
 Docker Engine /\—2 3> 18.09 LA,

« (#F7°2 3 >) Docker Compose /N\—2 3> 1.22 LA, Docker Compose &, Docker Compose CLI
AL T Docker f X— BRITTRDHEENDHMLETT,

Docker 177N T Lambda B8O R—X > M E2ERTIT2ICE,. BENMOBEHZBLEITLSICTY
TTEBRETDHLENHYET, FMHICOVTIEE., TLambda BEOEH, 25BLTLSEEL,

J7OEAE—RTOAVR—FXVNERITTS

AWS loT Greengrass l&. AWS loT Greengrass Docker AT FTHRDO D BEE NS A LRET
® Lambda B EIE AWSHRMHTH IR—FKMORTETR—KRLTVEREA, 50D
VR—ZVKNE, PHETICTOCARAETE—RTEITTIHLEN HVET,

Lambda B8OV R—FK 2 RN ERETH EE . PBET— K%Z [No container] (A>T F & L) IZERE
LET, FFHICOVTIK, TAWS Lambda B2 E1795 1 2SRBL TS EE L,

LTFO AWSHRETZOAVARA—FMNOVWThAZTFTO/4/T2EERF, FAFR—FNORE
ZEHL T, containerMode/N\TFX—A2% ([CEREL £ INoContainer, FREDEF DFFMIC DL
Tk, "OAVAR—FXRNBREODEFH,, BSBLTLKEEL,

« CloudWatch X N1 O A

» Device Defender

* Firehose
« Modbus-RTU ORI TE T &
» Amazon SNS

AWS IoT Greengrass Docker Y 7 NI T7OA D> O—R

AWS loT Greengrass I, Amazon Linux 2 (x86_64) X— A4 X—1Z AWS loT Greengrass Core V
TRIDITEMERRFA VAN =—INENTVR A TFAX—D ZBET S 125 D Dockerfile Z12
1L £, Dockerfile DR—AA X—JZZBELT, BIOTIY N7 2—LT—FTUF ¥ AWS loT
Greengrass TRITTEEX T,

»* 5 Dockerfile /Ny r—> & A D> O—RUETFGitHub,

Dockerfile l& & W /Y—23 > ® Greengrass ZFEAL TWET, HEX/N—23 > O Greengrass %
FERTRIRSICT7AINEZEFHITAILENH'V) ET, Dockerfile S5 AWS loT Greengrass 1T+

V7K F74o>O—R 311


https://docs.docker.com/engine/install/
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AWS loT Greengrass FROYN=HA R, N—=23>2

AX—DEBEITDZHFELCODVTE., "1 238U TL<EE&E WDockerfile 2 5 AWS IoT Greengrass
OAVTFHFAX—D%BET S,

AWS VY —R270E>aZ>03255E%8RTS

AWS loT Greengrass Core Y 7 KD I 7% Docker A>T FHICA 2V AR—)L 9354, Greengrass
A7 TFNA AOEBECHKER AWS VDY —RZBBNIC7OE3IZ>2>J9% A, FEHT/7O0ED 3
Z2UULEVYV-REERATRIN ZBIRTERT,

- BERUY—R7OEZa Y — A2 ARM—&. AWS IoT Greengrass A>T+ 4 X—T %4
HTRITITDEEIL, AWSIoTE/, AWSIoTE/ DT IL—7", IAMO—=J)L, 8K AWS loT
O—IIAVTF7AR270E3a_> YU LEST, 1 VAN=F, O—HIERY—-ILZ2IT7F/I\A
ACTFTOA4TBEETED D, FNAARAZFRALTHARAZLAY 7 NDIFIAVR—F U NE
HARETARNTEET, CchsOUY—REBBNICTOED 3 - 95I21k. Docker £ X—
JICREZHEL T AWS RIABERERBIDIMEN HVFT,

BE7O0>a_->JzERT5(C&. Docker IRIBZE PROVISION=true Z5XEL . BT 7

AILEITMLT, AWSRAIBHZI TFTHICRHIDIHBEN BV ET,

- FERUY—A7OED3Z2Y — O FTFHIC AWS RIEHRZRHEL B VEEE. AWS loT
Greengrass AV TFTAX—2DZXRTIHEICUY—REZFHT/7OEDI VY AWS TER
T, chsn)Y—RIZET S 1EEHmZ Docker 1T FHA®D AWS IoT Greengrass Core ¥V 7 b
DITAVAN—JIIRMIDIEOORET 7TAILNZERNTEIRBEN HVET,

FHOEDa_2J#FERAT5ICE. Docker IRIBZE PROVISION=false ZRETIHEN D
WET, FEB7OEZDaZ_ I F7F4IN0AT7>3>TT,

FHMICOWTIE, TDockerfile #* S AWS loT Greengrass 1V TFAX—2%BET2, 288BLT
<EEV,

Dockerfile /* 5 AWS IoT Greengrass 1T FAX—2 % BETS

AWS (21, Docker 17 FHT® AWS loT Greengrass Core V7 NI T DRITZRZICT S I-
HIZATO—RUTHERATEZENTE D Dockerfile YAEE N TWET, Dockerfile IZI&, AWS
loT Greengrass 1V TFHFAX—DEBREIDZDEHOY—AD—RFEENTVET,

AWS loT Greengrass AV TFAX—T ZBEITBDHIC. 1 AR—ILT S AWS loT Greengrass
Core V7 RIITON—2 32 %BIRT D KSIC Dockerfile ZRRETDMHEN HVET, £, R
BERERETDET, IZAN—ILFODY— Z@?Dt/EZ/ﬁﬂﬁiﬁﬁbtU\M®
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AWS loT Greengrass FROYN=HA R, N—=23>2

AVARN=NATSIAVEAARAEIIANARTREETEET, OIS 3> TR, Dockerfile 15
AWS loT Greengrass Docker f X—2 ZRREL THBEITDHELCODVWTHALET,

Dockerfile /N\Y T —2Z S D>O—R¥3
Dockerfile AWS loT Greengrass /N\Y 7 —2 & A8 X 0> 0O— RTE XY GitHub,

AWS Greengrass Docker 7R K1)

Ny =49 O0—RKRLES, ATV EIE1—2ED download-directory/aws-
greengrass-docker-nucleus-version 7 # LA ZHE L £ T, Dockerfile & HWVN/N\—> 3> 0
Greengrass ZFRALTVWE T, BEX/N—T3 > D Greengrass ZFERATADRSICT 7ML EEH
TRIRBENFHYVET,

AWS loT Greengrass Core Y 7 N JITFON—2 3 ZEET S

ROE )L RE|%%Z Dockerfile THEHAL T, AWS loT Greengrass Docker 1 X— TR 9% AWS
loT Greengrass Core Y 7 RN JIT7ON—2 3 ZEELET. 74 )L NTIRE. Dockerfile l& AWS
loT Greengrass Core YV 7 NI TFO&#H/N—>2a>zFEALET,

GREENGRASS_RELEASE_VERSION

AWS loT Greengrass Core YV 7 N JITTFONN—> 32, 77 #)L NTIE, Dockerfile I
Greengrass nucleus ORAAEELRHZH/N—23 22 O0—RLET, COfEz, ¥o>0O—
K9S nucleus DN—2 3 ICERELET,

RELBERET S

REBEZHEMFERATDE. AWS loT Greengrass Core Y 7 R I 7 H Docker A>T FHICA 2V AKR=)
ENDHEENAZIAAXRTEE T, AWS loT Greengrass Docker 1 X— OIREBEZHIE, € F&
ERBETERETEET,

s ABURBZHZFERAL TEBOA X—DZERT B ICIE, Dockerfile TIREZHZBERZRELE
9,

- docker run ZFEAL TV TFTERKRIAICIE. OV RTREZHZSIRELTETH, R
BERTTAINTREZHZERELTHS, TOT77M4)Z2518& L TELFRT, Docker 'C'EEF‘
THERETDEHOFEMCOVTIE, Docker R¥ 1 X2 MN® Tenvironment variables; %%
LTLKEEL,
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AWS loT Greengrass FROYN=HA R, N—=23>2

« docker-compose up ZFEALTOAVTTZHRBRTAICK., REZEHR 7 7ML TREZRZRE
LTHS, TOT77A4) %2518 LTELET, Compose TIREZHZRET S HDFMICO
WTIE., "Docker RFIXUhy ZBRLTLSEEV,

AWS loT Greengrass Docker 41 X—2 Tk, XDRBEREERETDENTEET,

(® Note

Dockerfile @ TINI_KILL_PROCESS_GROUP Z#HEBFZEEL VT LEEV, COEH

l&. Docker A>T+ DEIEKIC, AWS loT Greengrass Core Y 7 R JIFAIELLS vV
REDTEBELSIC, PDYIL—THOTNTD PID IC SIGTERM 2EETEBDLSICT
BLEHDODENDTT,

GGC_ROOT_PATH

(F7°232) AWS loT Greengrass Core YV 7 R JIT7DI—RNELTHERTRH I TTFROT #
IAANDINA,

77 # )L : /greengrass/v2
PROVISION

(#F7°23>) AWS loT Greengrass Core X AWS UY —R%#Z7OEDa_>J32HhESHER
ELET,

- true ZBET S E. AWS loT Greengrass Core Y 7 NV ITF7A AV TFHA X—2 % AWS loT
EF/ELULTEFRL, Greengrass A7 TNA AN BBEELE TS AWS VY —RZ7OEDa Y
JUET. AWS loT Greengrass Core V7RI I 7k, AWSloT £/, (7> 3> ®)AWS
loTE/JIIL—7", IAMO=)L, BT AWSIoTA—=)ILIAVTFAE7AOES>a - J L&
T FHMICOVWTR, TBEVY—A7OED3a - Y %#EHL T Docker T3 T AWS
loT Greengrass Z£1T9 %1 ZZRL T EE L\,

- false ZELLEHE, FHTERLEAWS UY —RLIHELEFERATILSICEET DK
ET77A4)I%EERL T, AWS loT Greengrass Core 1 VAN —FICIRETIMBEN BV ET,
HMCOVWTE, "TEHVY—R7OEDa_J%#HAL T Docker 177 T AWS loT
Greengrass ZX£173 %1 ZZRL T EE L,

T7#A)LN: false
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AWS loT Greengrass FROYN=HA R, N—=23>2

AWS_REGION

(F7°23>) AWS loT Greengrass Core Y 7 NI T 7 HFYEWR AWS UY —AZWMBEREFER
THREHICEATS AWS U—23 2,

7 #)L M us-east-1,
THING_NAME

(A723a) ZOATFNAARELTEHETS AWS loT E/DREI, CORBEFO>E/H
AWS THOU N OFIZEELEZEVBAE. AWS loT Greengrass Core Y 7 NI I 7 HAERL £
9,

O HEEHATSIZIE, PROVISION=true ZIEETHHENf BV ET,

77 # )L N: GreengrassV2IotThing_ &3> & A% UUID,
THING_GROUP_NAME

(7232 ZOaAT7TINAAD AWS loT ZEML = AWS loT E/JIL—70EE, 7704
FEOFE/ITIN—TZ22—7Y MZLTVWBEE, COAT7TFNAREZTOTIL—THOMOT
T7T7INA A&k, AWS IoT Greengrass lICE# T2 EZICEDTF 7O/ %ZZELET, cOBRFD

T/ TN =THFAWS THIOU N ICEELBWES, AWS loT Greengrass Core VY 7 NI T T A
ERLET,

O HEEATAICIE., PROVISION=true ZIEETRDUEN HVYET,
TES_ROLE_NAME

(F7°232) Greengrass A7 T/NA AN AWS H—ERAEXRVEY TEDLSICT

% AWS RREIEHZMEIT A -HICEATS IAMO—)ILOEF . cORFIMOO—)

HFAWS THIOV BN ICHEELAZWVES., AWS loT Greengrass Core Y 7 R T 7 A

GreengrassV2TokenExchangeRoleAccess R —ZfFE>TO— )L ZEKLET, cOO—

ME, AVR—FNOT—FT4T77IORNERANTD SSNTY NIRRT IVEATEERE A,

%0)7“295 OAVR—ZFVRNEBERTIEEIL, T—TAT77O9ROSINTY RNEATDT VN
TOERAHAZEMTRDXENHYET, FHMEICOVWTRE., "I7F/NA AN AWS H—E

7\&? ETEBDELSICRIAETS ) ZSRLTLSEEL,

77 # )L b: GreengrassV2TokenExchangeRole
TES_ROLE_ALIAS_NAME

(F7°23>) Greengrass A7 7/\4 A0 AWS FRiEEHRZRETS IAMO—)LEKRI ML T
W3 AWS lIoT O—)LIA VT ADOER . CcOBROO—ILIAVT AN AWS THIOU N ILFE
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AWS loT Greengrass FROYN=HA R, N—=23>2

LB WVWEBE., AWS loT Greengrass Core YV 7 NI IFRRETNhEERL. BEESH TV IAM
O—)ZETLSICRELET,

77 # )L b: GreengrassV2TokenExchangeRoleAlias
COMPONENT_DEFAULT_USER

(F7>32) AWS loT Greengrass Core V7 RV ITFH AVR—X NERTITDLEHICEAT
BPUVATAL—Y—ETIN—T0RBELEF ID, I—H—JII—7&F. IOV TXY>TEE
LET. JIL—TRBFA7>3>TT, L&A, ggc_user:ggc_group X ggc_user LIEET
BENTEET,

« root ELTEITLEZE, BREVFALNTERLEI— Y —ETIL—THFFTT7#IKE
BYET, RE77AILTILI—H—ETI—THFEREATVEVEES, F72ILKNE
ggc_user:ggc_group &V FEF, £L ggc_user £k ggc_group M EELBWVEES
. V7T IT7HFERLET,

e EN—RNRI—HY—ELTEFTISE, AWS loT Greengrass Core V7 NI ITFRFEFOI—H—
ELTOAVR—FRUNZERITLET,

s JIN—THEELBH 2 HE. AWS loT Greengrass Core V7 NI I 7k, AT AI—
H—07SAIVIN—T%2FERALET,

HRICOVWTR, "TOVAR—FVhZEERFTIZI—H—ZFRETE, 2ZRLTLEETV,
DEPLOY_DEV_TOOLS

Greengrass CLI AV R—ZX N EAVTFHFAX=DIZH T O0—RL, F7O/TBHESH %
E&ELET, Greengrass CLI ZFAL T, AVAR—FX M Z2O—HDILTHREBSITETFNY T TS
CENTEET,

/A Important
COOAVR—FTV NG, FERRETREEL, ARRETOATHEATILZHEOLE
T cOOVR—FUNE, BE, FERRETEVBELEENBEVERPBREADT VLA
ZRMLET, COOAVR—XVNZREBATTFNAACOT7O4A4L T, H/DEHE
DERACHVET,

T7#A)K: false
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AWS loT Greengrass FROAYN—=HA R, N—=23>2

INIT_CONFIG

(F 723 2) AWS loT Greengrass Core Y 7RV IT7 DAV ARN—I)LICERTRIHRET 7 1IN
DNARe COAT>aEFERAL T, BHED nucleus BRETH L L Greengrass A7 F/NA1 A%
Y NT7YZTULEY, FETTOED I Z_JEnkEVY—REEELEYTERT, RET7
AN, COSIBMTEEVLENAIIITNTEIRENFHYET,

TRUSTED_PLUGIN

C DHEBENX, Greengrass nucleus IVR—F 2 hD v2.4.0 ARBRIZRIATEET,

(A72aAV)EBRENETZTAVELTHRAMAMACIAR 77 AIIMADODNR, 7)—K70OEZ S
ZUIRAARBLTOED I VI TAVAN=ILTRBERE, 7O A2 073042
NDIAR 77AINERMITZIBEICIOAT a2 ZFEALET,

THING_POLICY_NAME

C DHEEIEL. Greengrass nucleus AV R—F 2 b0 v2.4.0 ABICFIATEE T,

(A7232) ZOATFINA AD AWS loT E/FHEICT XY FI5 AWS loT R —
DB, CHBBD AWS IoT RUZ—HNAWS FHO U N ICEELBEVEBEE. AWS loT
Greengrass Core Y 7 NV I T HERLET,

COE|HEEATAICIE., PROVISION=true ZIEETRDUENfN HVYET,

(@ Note
AWS loT Greengrass Core V7 R JITF7 T, 7 ZI)INTERZ AWS loT ARU S —7H
ERENET, CORVI—OERERYVIATHA, 1—AT—AILISULHERICHETS
NABLRVD —ZERTBDENTEET, FMICODVTIE, TAWS IoT Greengrass
V2 AT TINA AT OFIKBED AWS loT AR > — 1 ZZRL TS EEL,

A2VAN—ILIREEREZEETS

AWS loT Greengrass Dockerfile ® RUN @555 I&, AWS loT Greengrass Core Y 7 N JITF A2V A
N—C%ZRTIBLOOOATHRIEEEMWL ET, Docker 1277 T AWS loT Greengrass Core
VINTITDAVAN—FZRTITRHIC, 1 VAR —ILENBHEERENDAZINAAXTESE

ERD

Dockerfile 7' 5 AWS loT Greengrass 1 X—2 & B8 T3 317



AWS loT Greengrass FROYN=HAR, N—=>23> 2

AWS loT Greengrass 4 X— #BE 93

AWS loT Greengrass Dockerfile Zf£H L T AWS loT Greengrass A>T F A X—2 & @BHE TS
Docker CLI & /=& Docker Compose CLI ZEAL TA X—2 & BEL, AT FERABITI N
TEET, £/, DockerCLI ZFEAL TAX—T%BEL, TN Docker Compose ZfEHAL T*
NDAX=HASAVTTERBRITBDEETEETT,

Docker

1. RARNIZDTROONY RZERTL. REL Iz Dockerfile FEEND T LI KUICHIV)
BAEY,

cd download-directory/aws-greengrass-docker-nucleus-version

2. ROIAX REEITL T, Dockerfile i*S AWS loT Greengrass 1T+ A4 X—J ZBEL
S

sudo docker build -t "platform/aws-iot-greengrass:nucleus-version" ./

Docker Compose

1. RARNIZUTROIAN R%ZEZE{TL, Dockerfile 77 14 )L & Compose 77 1 LA EEN
T3TF1LIRNUICHIYEBAET,

cd download-directory/aws-greengrass-docker-nucleus-version

2. XOIOXY RZERITL T, Compose 77 A ILZEAL T AWS loT Greengrass A>T F A
X—DZBELET,

docker-compose -f docker-compose.yml build

AWS loT Greengrass AT F A X—TI FERTE XL 1z, Docker 1 X— 21k, AWS loT
Greengrass Core Y 7 NIV ITHA A AN —=ILENTVWET, T, Docker 1273+ T AWS loT
Greengrass Core YV 7/ RV IFTZR{TTEDRSICAVYEL I,

Dockerfile 7' 5 AWS loT Greengrass 1 X—2 & B8 T3 318
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BBJY—-A7OEDaZ>J %ML T Docker 127 F T AWS loT
Greengrass 2179 3

COFI—KNUTILTR, BBNIC7TOEDaZJEni AWS DY —REO-AILERY—IL%
fFH L T Docker 1772 AWS loT Greengrass Core YV 7 NI I T A ARN=)ILTEITTS
FEZERLET, CORRREZFEAL T, Docker A7 F M AWS loT Greengrass #aEZ N3
CENTERS, VIRNDIITICR. ChsoVY—Rz7OE2aZ->J0L, O—HLBEARY -
BTF7O0493EH0 AWS RAIERABDETT,

OV 7 FIC AWS RBRLEwmZz R TE A VGEES. I7TFNA AOBEICHKER AWS UY—R% 70
E2a”Z I0TEET, ARY-ILEIATFNAAICTF7O/4LT, AR TFNAAELTHERATSC
EETEFET, ChiZ&kY, DVTFORTHICTFNARINAETB T IO LAFAZRES T ENT
EEXT, FHICOVTR., "FHVY—R7OEDI 2T &FEHL T Docker 12T+ T AWS loT
Greengrass #£179% 5 Z25RBL T EEL,

AR &MH

COF1I—RNDVTINERETITDICE. ATHIMBETT,

c AWSTHIU KN, FHIURZBEHESTEVWEEEK., TAWST7HIO VKN OEYRNTY T &5
BLTLEEL,

« Greengrass A7 TF/NAAD AWS loT BT IAM VY —R &2 7O a _Z_> 0 93#EREFD
AWS IAM 1—%'—, AWS loT Greengrass Core Y 7 RV ITA VAR —FF. BFHZED AWS 52
AMEHREFEAL T, ChSsOUY—RZEBNICTOES I Z>JLET, VY—RAZHEBNICT
A aZ>J32& PO IAMAR) S —OFMIICOVWTR, TAAN=ZHF VY —A%&7OE
DA_VTTREHORNDED IAMAR) S —, B#SBLTLIEEL,

« AWS loT Greengrass Docker € X—=, AWS loT Greengrass Dockerfile 54 X—2 Z1@ETE
x7,

« Docker A2 77 Z2RTTRHKRANIAVEI—RE, UTOEH#ZBLLTVRIRENHYET,

c AVZ—FY NIEHENE Lnux R—ADARL—T 1 VT AT A,
« Docker Engine /\—2 3> 18.09 LABE,

« (F7°2 3 >) Docker Compose /N—2 3> 1.22 LAF&, Docker Compose l&, Docker Compose
CLIZfEAL T Docker 1 X—2 ZRTTDHEANDAMETT,
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AWS FRELIR W ZERET D

COATYT TR, AWS X1 )T 1 RAEHRZECHRIABER 7 7ML Z2RARNIVE2I—2IC
ER L E T, AWS loT Greengrass Docker4/ X—2 & ERTTDEE W, CORIMBER7 71 %
L7 #I)ZF%Docker AT FH®D /root/.aws/ ICX D NFTBDUEN HVET, AWS loT
Greengrass 1 VA R—F k., ChSOFRIABEHREFAL T, BEHEODAWS THI N DODUY—R
27023 00L&ET, A VARN=FHAVY—REZBHNICTOED A 2T F5EHICHER
BNIAMAR) S —=IZO2V\WTE., "IV ARN=FAVYV—R&27O0ED3I _ T332 D&NDED
IAMAR)D— Z22RLTLEEV,

1. ROVWThAZEBLET,

e |[AM 11— -U- @EEEE(]’&WL:HIEF%EO E%wunﬁﬁ%ﬁ’&ﬂy‘ﬁf?éﬁli‘u_jL\_Cw: rlAM a1—
H—7H4 Ry ® "[Managing access keys for IAM users] (IAM 1—H—OFT IV AF—EE)
ZSRLTLEZ,

« (ER) IAM O—)L O - SEREAHER. —RHHNBERIBHRZMETDHECODVWTR, TIAM
A—Y—HA R, O "TAWSCLI T—KiZEF1 VT (FEIEHRZEATE ) 2FRL TS
ZEW,

2. RARBIT7ANZREIZD7ANAZERLET,

mkdir ./greengrass-v2-credentials

3. THFANIF1R2ZFEAL T, ./greengrass-v2-credentials 7 #JLA(C credentials
EVWSBRINHRET7AMINEHERLET,

BlzE, XOOANX> RZEZETL, GNUnano Z2HA L T credentials 77 AL ZERTEE
9,

nano ./greengrass-v2-credentials/credentials

4. AWS FIBEHRE RO T credentials 774 JLICEML E T,

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token

= AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

— BN RERIERDIZEES D H aws_session_token ZEHET,
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/A Important

AWS loT Greengrass A>T+ ZEEB L &, RARNIVE1I—XHSEABEHR7 7ML %
HIBRLE T, REABEHR7 7ML ZHBRLBEVEESRE., AWS RIEHREI> TFHRICN V>
RENEFERICHRYET, FHEICOVTE., "7+ T AWS IoT Greengrass Core ¥V 7 b
VITZEETT1 Z2SRLTLEE,

REVT7AINEERTS

IR

CcODFI—RKUTILTE, WET77A4I)ZHERAL T, Docker 1T FH®D AWS loT Greengrass
Core V7IRDVITAVAM—ZIBEENDREZRERELET, £/2. docker run IX¥ U R
T-e ¥ --env 5| BZEFEAL T, Docker AV T FHICIRIRERZFRET S, £/2lEk docker-
compose.yml 77 A J)L® environment 7OY Y TCERERET D ELEETEET,

1.

FEARNIF12%ZFEALT, .env EVSEHIORE77AIINEERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL., GNUnano #2EH L TIHRED
FALOIRNUIC .env ZERTEET,

nano .env

RORABZT7ANICIE—LET,

GGC_ROOT_PATH=/greengrass/v2

AWS_REGION=region

PROVISION=true

THING_NAME=MyGreengrassCore
THING_GROUP_NAME=MyGreengrassCoreGroup
TES_ROLE_NAME=GreengrassV2TokenExchangeRole
TES_ROLE_ALIAS_NAME=GreengrassCoreTokenExchangeRoleAlias
COMPONENT_DEFAULT_USER=ggc_user:ggc_group

R, LTOEZEEMART,

« /greengrass/v2. A AN—JLIZERT S Greengrass L—h 7 # LA, GGC_ROOT RiE
EREFERALT, COEZRELET,

o ####H, VY —ABRERLIEEAWS =23,
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« MyGreengrassCore., AWS loT £/ D&Hl, T/ A BEELBVESE, 1 AR —FIC&L"
THERENET, 1AM —T&F, FIAEZA V> O—RUTAWSIoTE/EULTREL F
9,

« MyGreengrassCoreGroup, AWS loT E/ DT IN—T"0OEFl. E/TIL—THFEELBZEVIE
B AVAN—FREEOIIN—T2ERLTE/ 2EBNLET, E/TN—THFBHEELTTY
TA7BEF7A4N’HBHE. AT TFNAARTF7OATEEENEVYINIITZR DY
A—RULTEITLET,

« GreengrassV2TokenExchangeRole, Greengrass 17 7 /N4 AN —Bs# %% AWS REEE R
ZHEBTEDLSICTS IAM =00 RBO-IIOBBICEERAETT, O—IHFEELE
WS, 1 AN —FFO—-JI%ZEKL. GreengrassV2TokenExchangeRoleAccess &
SEHMDORI—ZERLTTRYFLET, FHICOVWTRE., "OA7F/NA4 AN AWS H—
EAZBRETEDELSICRIATS, 22RBL T EE L,

« GreengrassCoreTokenExchangeRoleAlias, h—U > R#O—)ILIA VT A, O—IT
ADTAFEELEBEVEES, 41 VAN—FHAO-ILITA VT RAZEHKL, EELEIAMN—7
UR|BO—I)LEEBLET, FHICOVWTE, UTESRBLTLEEL,

® Note

DEPLOY_DEV_TOOLS (:RIBEZ % true I[CEREL T, [Greengrass CLI component]
(Greengrass CLI AVAR—% > N) Z2F7O4TEET, chlZkV), Docker T+
ATHARLOVR—ZX N ZRARTEXRT, COOAVR—FUMNE, XERETREE
<. IRRETOXATHERAITD L ZHEHOLET, COOAVR—FUMNE, BE, &
BERETCRLEE B VERPBEANOT IV EAZRMLE T, COOVR—F2 b
EMRBERIATTFNARAICO&TFT7O4L T, BPMBHEORAICHVET,

12773 T AWS loT Greengrass Core Y 7 R I 7 &2ETT S

COF1—RKUTILTIE, Docker A>T FTEJI RU K Docker 1 X— ZEBETDHEEH
AL F£ 9, Docker CLI FE /(& Docker Compose CLI ZfEA L T, Docker I T+ HR® AWS loT
Greengrass Core V7 RV ITAX—D&2RITTEET,

Docker

1. RO RZEEITL T Docker A TFFHEREEBLET,
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docker run --rm --init -it --name docker-image \

-v path/to/greengrass-v2-credentials:/root/.aws/:ro \
--env-file .env \

-p 8883 \

your-container-image:version

AN RAIE. dockerrun IR D5 EEFERALET,

e —-tm: AVTFTORTEICOV—2TF YT 2EITLET,
e ——init: AVFFTinit 7O0AZFEALET,

(® Note

Docker A>T+ %Z{Z1LF % & ZIZ AWS loT Greengrass Core YV 7 NJ I T %&
YV RNETUFTBICE, --init BIBABETY,

-it:(FA7>32)Docker AV TFERMFERTOELARELTTIATIZT RTRITLE
T chZz -d5IBICBETRZ T, KHVYIZ Docker AT F%EFRYFE—RTETTE
T, FMICOVTIE, "Docker RFIAXU K, O TFRYFvs TATITZIR, &
SRLTLSEETY,

e --name: aws-iot-greengrass EWSRABN AV TFEERITLET,

e -vi7R1—AL% Docker AT FHICNVMNLT, AVTFATETEATLS AWS
loT Greengrass TRRE7 7ML ERAET7 7ML ZFAAEICLET,

« --env-file: (#7323 2) Docker 27T+ H® AWS loT Greengrass Core ¥ 7 hJ T
TAVARMN—JICEENZIREEHERETIRETV 7ML EEELET. CO5IEE,
REZHERETSHD [envionment file] GRET 7 MI)) ZHERL EHEICOHKXMET
T, RE77AILZERLTOVEBVEERE, --env 5| 8BZEAL T, "Docker 247X
VR CTREZBZEERETEXT,

. p (AT 22)8883 AVFFR—NERARNIIVICABLET, AWS loT
Greengrass & MQTT RS 714 Y VIZ/R—K 8883 ZEAT B0, MQTT ZN L TS
BLUVBEITRHEER. COS|BHIBETT, HOR—NZH<SIZE, BMO -p 5| %
FERALET,
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® Note

tF¥117T 1 %Z8{LL T Docker AT FZRTITBICE. --cap-drop 5IBB LV
--cap-add 5|HZ2FEAL T, J>FTF O Linux #eEZBIRMWICEMICLE T, Hi
ICDOWTI, "Docker RF 1 X~y ® T[Runtime privilege and Linux capabilities]
(T RA4 LBHEE Linux B8E), Z5RBLTLSEE,

2. RARFT/NA AT ./greengrass-v2-credentials N SREEEHRZHIBRL £,

rm -rf ./greengrass-v2-credentials

/A Important

c_fnb@m,\ulﬂiﬁti A7 TFNA A Y NTYTRBICOXRMEE § L8
TORAHFATZRHETE LS, HIBRLET, ch s ORIHMEHRZHIBRL &V

&: Greengrass 1V R—FX 2 NEOVTFTERITEATVBMOTOEANF TIS

T VEATEET, AWS REEEH%Z Greengrass IVR—F 2 NCRBETIHE

FH3H5eR. N—OOX\Y—EREZFEALET, FHAILCOVLVTEF., TAWS H—

EAEXRYEY  ZBBRBLTLSEEV,

Docker Compose

1. THFANIF1X2%Z#ERAL T, docker-compose.yml &5 &AM Docker Compose 7 7
1IN EHERLET,

BlZE, Linux R—ANDZATATE, XOIY> RZEZEFTL. GNUnano ZFEAL THRE
D74 L2 KMJIC docker-compose.yml ZERTEET,

nano docker-compose.yml

(® Note

H5 AWSHIRE TS Compose 77 M I OB&EFI/N—23a>&#F 70— RLTHER
5 EETEEXRIGitHub,
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2. Compose 77 AI)LIZUATORABRZEMLET. 77MILREROBFADOISICHEYE
¥, docker-image BB EWVD Docker 1 X— DBHICBEBRIET,

version: '3.7'

services:
greengrass:
init: true
container_name: aws-iot-greengrass
image: docker-image
volumes:
- ./greengrass-v2-credentials:/root/.aws/:ro
env_file: .env
ports:
- "8883:8883"

DD Compose 77 AN TR, UATFTONTFX—RBEFA7>3>TT,

« ports-8883 AT FR—KNEFRARNIZVIZAHALET, AWS loT Greengrass I
MQTT RS 714 Y DICAR—K 8883 ZEAT A, MQTT ZN L TERSLVBEETS
BEE. CONTA—EHIBETT,

« env_file - Docker J>7FH® AWS loT Greengrass Core Y 7 R JI T A2 ARN—
FICBEEThDREZHERETIRET7AIILZEELET, CONTX—2EF, RE
EHERET DO D [environment flle] (f—iﬁ7 FAN) ZER L EBEICOAMBET
To RET7AIEERL TOWEWVWEHEEW, [environment] GRE) NS X—R2&ZFERHL
T. Compose 77 1) CIREZHZE Eaﬁi'(éi'd'o

® Note

tF¥11)7 1 %58t L T Docker AT FZ2XR1TFSICIE. Compose 77 AT
cap_drop 8 &V cap_add ZFAL T, A>T 7F O Linux #ee 2 BIRMWIZERIICL
£, FMICOVWTIE., "Docker RF 1 X~y @ "[Runtime privilege and Linux
capabilities] (7> X4 AEE Linux #8E)) Z22BLTSEET L,

3. MOOAX>RAEEITLT Docker AT FH=EEBLET,

docker-compose -f docker-compose.yml up

4. RANF/NA AT ./greengrass-v2-credentials A SFRIAIEHRZHIBRL £,
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rm -rf ./greengrass-v2-credentials

/A Important
ChsORIEHRE. JT7TFNA ALY RTYTHICOKMELE §TBLE
BT OVEAFAZRMETDEH. HIRLET., ChsOREBEREHIBRL &L
&, Greengrass AV R—RNEQAVTFTERITENTVBMOTOLAN ETIS
T OEATEET, AWS REHEH%Z Greengrass A1V R—F 2 NIREBETIHE
FH3Eek., N—U X\ —ERAZFEALET, FHICOVWTR, TAWS H—
EAERVEY) ; ZZRBLTLSEEL,

ROATY T

I7E, Docker 127 F T AWS loT Greengrass Core YV 7 RV I TPHAERTENTVET, XOINY
RE2ERFTLT, REXTHFOATFOAVTFHFIDZEBLET,

docker ps

R, ROAXR 2V RZRITLTCAVTFIECTOEAL, AVTFRHTEITENTWVWS AWS loT
Greengrass Core YV 7 RV I T ZRERTEET,

docker exec -it container-id /bin/bash

BRAOVAR—ZXMNOERIZOVTR, "Fa1—KU7)L: AWS loT Greengrass V2 O BE 5 7% 4
D "ATVT 4 FNAALTAVR—ZF N ERARB LT ARNTS ) ZSRBLTLIEEL,

@ Note

docker exec ZFEAL T Docker I7TFATIN REZETTDE, ChsOONUR
l& Docker OV ICEERENEH A, Docker OV ICAN > RZFEH|ET S ICIE. Docker AT
FICHBFRINETEYFLET, FHICOVWTRK., "1 R259UF 17> 1)L% Docker
AT FHITRYFI2, #SRBLTLSEETL,
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AWS loT Greengrass Core 1% 7 7 4 )Li& greengrass.log £ ®lEN, /greengrass/v2/logs
CHWET, AVR—FXNATT77ALERLUTFALIRMIICHY) ET, Greengrass AT &K A
RO—BEF4LIRNJICOE—TBICE, ROIX REEFTLET,

docker cp container-id:/greengrass/v2/logs /tmp/logs

OAVTFTORTE, FEEGHIBRREOT 2REFTHESE. GreengrassT1 LI NU£EET D
VNTBDOTIRARL, /greengrass/v2/logs TAL IV RN)D&ERANOD—BKEOTFAL Y
RUIENARIYDRNTBEZBEOLET, FMICOVTIE, "Docker AT DHNET
Greengrass A7 Z k&b 951 Z#SRBL T EE L,

E1TH D AWS loT Greengrass Docker 1> 7+ % E1E95I(C1&. docker stop F7zlF docker-
compose -f docker-compose.yml stop ZER{TLET, COF7 V> 3>k, SIGTERM Z
Greengrass 7O AICHEFL, AT FTFTHRENLEIXNTOEE7OELRAZ Y Y REULE
9, Docker A7 FIk, Z7OEAPID1 &L T docker-init MERTARET 7 4L THHLE h
F9, chld, BoTWBVYETOEAZHIBRTZDOICKIEET, FMIC DLW TR, Docker K
F 1 X MN® TSpecify an init process; ZZBL T EE L,

Docker 1273+ T AWS loT Greengrass ZR{Td2BOBBEO NS 7)1 —F 142 JI2D2W\WT
l&. T"Docker 173+ T®M AWS loT Greengrass DT 7)1 —FT14249, #5BLTLKKEE
(A

FHUY—-—A7OEDa=Z>JZFERAL T Docker A7 7T AWS loT
Greengrass Z£179 %

CcOF1—KNUTILTE, FBHTOEa_>TJd&cnim AWS VY —R%ERA L T Docker 17T
F 12 AWS loT Greengrass Core V7 NI IT7ZA AR —ILUTEITITDFEZRLET,

NEY D

- BIEREM

« AWS loT T RRA4 > N DOEYE

« AWS IloT ODE/ ZERT S

« T/ OAEEERT D

c E/DIAEERETD

s =0 XBO-—ILZHERTS

s TNAAICREAEZSEDO0—RID
c BEZ7ANZEEKTS
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s RIR7T7AINEHERTS

« 1277 T AWS loT Greengrass Core VYV 7 RV I T ZRTT D

« RDATYT

BB SRAF
COF1—NITLERTIBICE. UATHFHBETT,
« AWSTHIV Ko THIVREBEETHEVEER., TAWSTHIV N OwY RNTFY T, %5

BLTSEZL,

« AWS IoT Greengrass Docker £ X—=, AWS loT Greengrass Dockerfile ' 5 4 X—2 ZEETE
S

« Docker VT FZ2RITITSHRANIVEI—RIE, UTOEH#HZBLLTVRRENHYET,
s AVR—FY NIEHRENE LNux R—ADFARL—TFT 1 VT RAT L,
« Docker Engine /N\—= 3> 18.09 BAf&,

« (F723>) Docker Compose /N\—= 3> 1.22 LAk&, Docker Compose I&. Docker Compose
CLI ZfEAL T Docker f XA—2 ZRITITDHEANDHKMBETT,

AWS loT T2 RKRA > SNOEE

AWS PAHTIZ M ICAWS IoT I RARAZ RN ZAFLT, BTHEATDLOICRELTILEEL,
TFNAARFINSOIY RRA M ZBERALTAWS loT ICEHRLET. ATOBREZRITLET,

1. AWST7HIUN O AWS loT F—RIV RERANERBLET,

aws iot describe-endpoint --endpoint-type iot:Data-ATS

ERNFEBCLABENLLGE. LARVARROBORSICBEVET,

{
"endpointAddress": "device-data-prefix-ats.iot.us-west-2.amazonaws.com"

}

2. AWSIoT ® AWS 7HD >k FBREIRHI>Y RARA R ZBEBLE T,

aws iot describe-endpoint --endpoint-type iot:CredentialProvider
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ERAEBCLEBENEBE, LARZARROBOELSICBVET,

{

"endpointAddress": "device-credentials-prefix.credentials.iot.us-
west-2.amazonaws.com"

}

AWS loT OE ./ &2EKT S

AWS loT E/ & AWS loT ICEHRTBDTNA AERBI T4 T71%2KULET, Greengrass A7 T
NAAEAWS 10T E/ T TINAAZAWSIOTE/ELTERTDEE, TOTNAARGETD
Z)AEEFEHAL TAWS TRIATEET,

cOto>arTR, FNAAZRT AWS loT T/ ZHERL KT,
AWS loT £/ ZERT B IZ1F
1. TFNAADAWS loT B/ ZHERLET. BRAIEI—XIDROONY REZERTLET,
- ZEATBE/DABIMyGreengrassCorelcBEMAET T, < DABIF Greengrass 17 7

NAADBRTEHY KT,

(® Note
T/OFFICOOY (1) BEZECENTEEEA,

aws iot create-thing --thing-name MyGreengrassCore

ERAERBICLEBEENESEE., LARZARROPDOELSICBENET,

{
"thingName": "MyGreengrassCore",
"thingArn": "arn:aws:iot:us-west-2:123456789012:thing/MyGreengrassCore",
"thingId": "8cb4b6cd-268e-495d-b5b9-1713d71dbf42"

}
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2. (A7232V)AWSIloT T/ ZFHRELERFEOE/ JIL—TICEMLET, E/TIL—T%2E
AL T Greengrass A7 TFNAADT7)—RrZBEBLET, Y7 RNIIF7AVR—F2 hEFTN
AALTF7O14T2EE, BLOTFNARELEETFNAADITIN—TZRRIZTEET, 77
T 4 775 Greengrass T 7’04 & 2T/ JIN—TICFNA AZE@MLT, TOE/TIL—TD
VYI7RNIDIT7AVR—ZFRRNETFNAAICTFTOMTEET, UTOREEZEETLETD,

a. (A7>3a>)AWSIoT B/ TIN—TZ#ERLET,

« B, ERTBDE/ DTI—T DEHIMyGreengrassCoreGroup\CBERAE T,

(® Note
T/ JLN—7RICO0OY (1) EBEZ8OB LR TEEREA,

aws iot create-thing-group --thing-group-name MyGreengrassCoreGroup

ERAERICLEBEENESESE., LARZARROPDOLSICBEIET,

{

"thingGroupName": "MyGreengrassCoreGroup",

"thingGroupArn": "arn:aws:iot:us-west-2:123456789012:thinggroup/
MyGreengrassCoreGroup",

"thingGroupId": "4df721el-ff9f-4f97-92dd-02db4e3f03aa"
}

b. AWSIloTE/ZF/JI—7ICEBMLET,

« ZAWS IoTE ./ OAHIMyGreengrassCorelc BEMRAE T,
« BE/DIIN—TDOREHIMyGreengrassCoreGrouplCcBERZIE T,

aws iot add-thing-to-thing-group --thing-name MyGreengrassCore --thing-group-
name MyGreengrassCoreGroup

ERAEBCLABEWZHE, O REHIEThTEEA
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T/ DFLAEZFRT S

TFINAAZ AWS IoT E/ELTERITIDEE, TOTFNA AT RIGAAEEZFEAL TAWS T
REETEET, COMBAERE. F/N1AH AWS loT & AWS loT Greengrass LBIETED&LSICL
X7,

SNt a>TR, FINA AN AWS [CELGTIRICEATEZIMAEZERLTE T O—RL
x£9,

T/ DOAREZERT S ICE

1. AWSIloT E/DOFRAEEF I O—RIZD 7 INEFE2ERKLET,

mkdir greengrass-v2-certs

2. AWS loT E/DEREZERLTETIO—-RLET,

aws iot create-keys-and-certificate --set-as-active --certificate-pem-outfile
greengrass-v2-certs/device.pem.crt --public-key-outfile greengrass-v2-certs/
public.pem.key --private-key-outfile greengrass-v2-certs/private.pem.key

ERAERCLEBEENESESE., LARARROPDOLSICBENET,

"certificateArn": "arn:aws:iot:us-west-2:123456789012:cert/
2a@b7958770878eabe251d8a7ddd547f4889c524c9b574ab9fbf65f32248b1d4",

"certificateId":
"aa@b7958770878eabe251d8a7ddd547f4889c524c9b574ab9fbf65f32248b1d4",
"certificatePem": "----- BEGIN CERTIFICATE-----

MIICiTCCAfICCQD6M70RwWOUX0jANBgkghkiGOw
OBAQUFADCBiDELMAkGA1UEBhMCVVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDIIMjAONTIXWhcNMTIWNDIOMjAONTIXxWjCBiDELMAKGALUEBh
MCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBASTCOLBTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mOTrDHudUZg3gX4walG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMm2nr
AgMBAAEwDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9qg6qg+auN
KyExzylLwax1Aoo7TJIHidbtS4J5iNmZgXLOFkbFFBjvSTplI1J0@zbhNYS5f6Guo
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EDmMFJ10ZxBHjJInyp3780D8uTs7fLvjx79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
3rrszlaEXAMPLE=

"keyPair": {

"PublicKey": "----- BEGIN PUBLIC KEY----- \
MIIBIjANBgkghkEXAMPLEQEFAAOCAQS8AMIIBCgKCAQEAEXAMPLE1NnnyJwKSMHwAh\
MMEXAMPLEuuN/dMAS3fyce8DW/4+EXAMPLEyYjmoF/YVF/gHr99VEEXAMPLESVF13\
59VK7cEXAMPLE67GK+y+jikgX0gHh/xJTwo
+sGpWEXAMPLEDz18x0d2ka4tCzuWEXAMPLEahJbYkCPUBSU80opVkR7gkEXAMPLE1DR6sx2Hoc1iO0Ltu6Fkw91lswQWE
\\GB3ZPrNh@PzQYvjUStZeccyNCx2EXAMPLEvpOmMQOUXP6plfgxwKRX2fEXAMPLEDa\
hJLXkX3rHU2xbxJSq7D+XEXAMPLEcw+LyFhI5mgFR188eGdsAEXAMPLE1NI9EesG\

FQIDAQAB\

"PrivateKey": "----- BEGIN RSA PRIVATE KEY----- \
key omitted for security reasons\

BTIHAEERET D LOICFEATDIEAED Amazon VY —AZ—LA (ARN) ZREFELE T,

T/ DEAEZRET S

T/ OEBBEANCARL = AWS loT E/ICTRY FL. AWS loT KU S — 2 HEHECEML T
77 /5A A0 AWS loT HT2EEL £ T,

T/ DAAEERETDICEF
1. FIBAEZ AWSIloT E/ICTRYFLET,

« ZAWS IoTE ./ O AHIMyGreengrassCorelc BEEMAF T,

- FEBAE Amazon VY —AXR—L (ARN) Z, BIOATY 7 TER L IZEIBAE D ARN ICEBZ i
AET,

aws iot attach-thing-principal --thing-name MyGreengrassCore
--principal arn:aws:iot:us-west-2:123456789012:cert/
aabb7958770878eabe251d8a7ddd54714889¢c524c9b574ab9fbf65132248b1d4
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ERNFERCABEAIZHE. AN REEDEhERA,

2. Greengrass A7 7 /N4 AD AWS loT FAIZE&ET S AWS loT RUZ—ZEKLTTRY FL
£T. XDRDVI—lE, IXNTH MQTT REY U & Greengrass BEANDT VL AEHAT S
e, FNAADNHDARARLT 7V T—232XH LV Greengrass RIEE M BETHSENDEE
TEHETRIESICAYET, I—AT—AILEITVTZORUS—Z4IRTEET, FHMICO
WTk, TAWS IoT Greengrass V2 A7 7N 4 AT OFKIEED AWS loT RV —1 25 RL
TLEEL,

Greengrass A7 FINA RAZHUBIICEY RTY 7L EZENFHBEE. HLERET., 20
AWS 0T RS —ZTFRYFTEEXT,

LTOBREZRTLET,

a. Greengrass A7 T/\NA AN RBEE AWS loT RV —RFIXRNZECT 7 AL EER
LET,

BIZIE, Linux R—ADTATATIE, XOON RZETL. GNUnano 2 EFHLTT7 7
1IN EERTEEXT,

nano greengrass-v2-iot-policy.json

RDISON 27 7ANICOE—-LET,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:Publish",
"iot:Subscribe",
"iot:Receive",
"jot:Connect",
"greengrass:*"

1,

"Resource": [
]
}
]
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}

b. RUZ—RFIXZKNHLPS AWSloT RUZ—ZERLET,

« GreengrassV2IoTThingPolicy ZERT BRI —DBRIICEZEMRAET,

aws iot create-policy --policy-name GreengrassV2IoTThingPolicy --policy-
document file://greengrass-v2-iot-policy.json

ERAEBCLEBENESRE. LARARROBIOLSICBVET,

{
"policyName": "GreengrassV2IoTThingPolicy",
"policyArn": "arn:aws:iot:us-west-2:123456789012:policy/
GreengrassV2IoTThingPolicy",
"policyDocument": "{
\\"Version\\": \\"2012-10-17\\",
\\"Statement\\": [
{
\\"Effect\\": \\"Allow\\",
\\"Action\\": [
\\"iot:Publish\\",
\\"iot:Subscribe\\",
\\"iot:Receive\\",
\\"iot:Connect\\",
\\"greengrass:*\\"

1,
\\"Resource\\": [
AN
]
}
]
K

"policyVersionId": "1"

}
c. AWSIloTRU>—% AWS loT T/ DIIREICTRYFLET,

« GreengrassV2IoTThingPolicy ZF XY FEBRI—OBBIICEZERAET,
« 2—%"Y N ARN Z AWS loT £/ OFEHED ARN ICBEZHRAE T,
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aws iot attach-policy --policy-name GreengrassV2IoTThingPolicy
--target arn:aws:iot:us-west-2:123456789012:cert/
aa0b7958770878eabe251d8a7ddd54714889c524c9b574ab9fbf65132248b1d4

ERAEBCLAEBEWIZHE, O REHIEThTEEA

N—=0> O ZEKT S

Greengrass A7 T NNA Ak, h—=o|O—-I)ILEVS IAMB—EAO—)LZFEAL T, AWS
H—EZANOBHEZARLET. T/V1 AGAWS oTRIIEHR 7 AN A —2FAL T, coO—)l
O —BHZAWSRIIMEREZMEBLET, Chickl) ., F/NA AWk £ VELY LAWS loT. Amazon
CloudWatch Logs \cO7 ZiAfEL. Amazon S3 A S HARLAAVR—FX I NT—T14 77O &R
JVO—RTEDRSICHYVET, HHICOVWTE., "I7FNA AN AWS Y—EAZIRIETED
EOICFRIATR ZZRL T EE L,

AWS loT ®O—)ILIT AU TFTAZEAL T, Greengrass A7 TFNAAD KM —0 0 RBO—)LZHREL
F9, O—ILIA VTR, FNAAODN =DV RBVO—)IZZEETEDRSICLETH. /N4
ARERBUARICRENET, FHAICOVWTIE. TAWSIoT Core RO Y /N—H4 K1 ® TAWS
H—EZNDEZEFVHL ZRLTH 1 2SRBLTSEEL,

cOEV>a>TR, N—=OUXBIAMO—-ILEO—-I)ZET AWSloTO—ILITA VT AZERL
F£9, Greengrass A7 TFNA AZBICREL TVRHE, MILERET, h—ooxmO—-)LE
O—IIIAVT7AZFERATEET, RIC, FINNAAD AWS loT E/ZELTEOO—ILET A
TAZERALET,

N—=02X#IAM O—)LZEKTDICE

1. FRAAFR—O RO ELTERATES IAMO—LEERLET, UTOBREEST
LET.

a. hM=OUXMBO-IIFBEETS, FHETERIRUI—RFIXVRINFBENDTIT7AILE
ERLET,

FIZIE, Linux R—ADTATATIE, XOONX RZETL. GNUnano 2L T7 7
1IN ZEERTEET,

nano device-role-trust-policy.json
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RDISON 27 7ANICOE—LET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "credentials.iot.amazonaws.com"

+

"Action": "sts:AssumeRole"

b. FEARV—RFIXIRTh—IXBO-ILZERLET,

« GreengrassV2TokenExchangeRole Z4E T2 IAMO—I)LOERIICEEMAET,

aws iam create-role --role-name GreengrassV2TokenExchangeRole --assume-role-
policy-document file://device-role-trust-policy.json

ERAEBCLEBENESEE., LARZARROBIOLSICBVET,

"Role": {
"Path": "/",
"RoleName": "GreengrassV2TokenExchangeRole",
"RoleId": "AROAZ2YMUHYHK50KM77FB",
"Arn": "arn:aws:iam::123456789012:role/GreengrassV2TokenExchangeRole",
"CreateDate": "2021-02-06T00:13:29+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "credentials.iot.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
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]
}
}

c. MU UXMO-NABEBRTIELARI—RFIXVNEZBETT7AILZERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL,. GNUnano 2 EHLTT7 7
1IN EERTEEXT,

nano device-role-access-policy.json

RDISON 27 7ANICAE—-LET,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"s3:GetBucketLocation"

]I

"Resource": "*"

(@ Note
COTOVEARIS =T, SSNTYROAVR—FXNT—TATF7IRNDT
DEANHFTENTVEL A, AMazonS3 TP —T A1 77V RNEERTDHAZA
AVAR—ZFNZF7Oa4 35k, AP TFNA AN AV R—FKNT—FT14T7
IVRNERMBTEDLSICTDHFAZO-IICEMTIAENf HV)ET, FHMICOV
T, "TAVR—FBNOT—FTATF7ORNDSINTY NRMAOT IV EAZHAT
B, ESBLTLLEEL,
AVR—F2KNT—TAT77ORNISINTY NE2FEEFHE>TLVEWEES., NV
NEERLEBTNSOT VAT TZEMTEERT,
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d.

e.

RIZ—RFIXVRNASIAMARU S —ZERLET,

« GreengrassV2TokenExchangeRoleAccess ZHERT D IAMARU L —DRZFIICEE#
AET,

aws iam create-policy --policy-name GreengrassV2TokenExchangeRoleAccess --
policy-document file://device-role-access-policy.json

ERAERCLEBENEEE., LARARROPDOELSICBEVET,

"Policy": {

"PolicyName": "GreengrassV2TokenExchangeRoleAccess",

"PolicyId": "ANPAZ2YMUHYHACI7C5Z66",

"Arn": "arn:aws:iam::123456789012:policy/
GreengrassV2TokenExchangeRoleAccess",

"Path": "/",

"DefaultVersionId": "v1",

"AttachmentCount": 0,

"PermissionsBoundaryUsageCount": 0,

"IsAttachable": true,

"CreateDate": "2021-02-06T00:37:17+00:00",

"UpdateDate": "2021-02-06T00:37:17+00:00"

}
IAMARD S —Z =0 2XBO—-ILICTRYFLET,

« GreengrassV2TokenExchangeRole & IAM O—JLOEBFICBEMIFET,
« RUZ—ARN ZHIOATY 7THERLEZIAMR) S —0O ARN ICBEZEHBRAE T,

aws iam attach-role-policy --role-name GreengrassV2TokenExchangeRole --policy-
arn arn:aws:iam::123456789012:policy/GreengrassV2TokenExchangeRoleAccess

ERAERECLAEBENIZSEE, OIN REEDIEREEA,

2. b= O—-I)LZET AWSIlIoTO—ILITA VT RAZEKLET,

Z, ERTB O0-ILIAJUTADEZHIGreengrassCoreTokenExchangeRoleAliasIlCB&
BZAET,
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« O—J)LARN ZHIOATY 7 THEHRLEZIAMO—)LO ARN ICEEZH]ZET,

aws iot create-role-alias --role-alias GreengrassCoreTokenExchangeRoleAlias --role-
arn arn:aws:iam::123456789012:role/GreengrassV2TokenExchangeRole

ERAERBCLEBENEBE, LARZARROPDOELSICBEVET,

"roleAlias": "GreengrassCoreTokenExchangeRoleAlias",
"roleAliasArn": "arn:aws:iot:us-west-2:123456789012:rolealias/

GreengrassCoreTokenExchangeRoleAlias"

® Note

AO—)LIAUTRAZERTDICE. =02 IAM O—)L%Z AWS loT (CETEFA
PRETT, O—ILIA VT AOERBICIS—XYE—IHFRRENEHFE, AWS
A—Y—HAZOFHAEBTVDCEZERBTSLEETV, FHICOVWTR, TAWS
Identity and Access Management 1—H%—44 Ky ® TAWS H—ERICO—)LZb
I Z1—Y—ICf59%, 28RBLTIEEL,

3. Greengrass A7 FNAANFO—ILIAVT7AZ2EALT, =0 XBO—-)%25|EZ T3
EZFHATD AWS loT RUS—ZERETEYFLET, Greengrass A7 F/NA A&&Y b
Tv7ULlcer®HdBEEe,. HLLERET., TOO-—IILIA VT AD AWS loTRU>—%T
BYFTEERT. UTOREZETLET,

a.

(F723a2)O—LITA VT RACHEZAWS IoT RV —RFIXDNZECT 7ML %
ERLET,

BIZIE, Linux R—ADTATATIE, XOON RZETL. GNUnano 2 EFHLTT7 7
1IN EERTEEXT,

nano greengrass-v2-iot-role-alias-policy.json

RDISON 27 7ANICOE—-LET,

« DY—AARN ZO—)ILIAJF7ADARN ICEEHRZET,
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:AssumeRoleWithCertificate",
"Resource": "arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias"
}
]
}

b. RUZ—RFIXIKHNS AWSloT RV —ZERLET,

o BEWRTBDAWS loTARUZ—DH
BiGreengrassCoreTokenExchangeRoleAliasPolicylcEE#AF T,

aws iot create-policy --policy-name GreengrassCoreTokenExchangeRoleAliasPolicy
--policy-document file://greengrass-v2-iot-role-alias-policy.json

ERAERCLEBEZNESEE., LARARROPDOLSICBENERT,

"policyName": "GreengrassCoreTokenExchangeRoleAliasPolicy",
"policyArn": "arn:aws:iot:us-west-2:123456789012:policy/
GreengrassCoreTokenExchangeRoleAliasPolicy",
"policyDocument": "{
\\"Version\\":\\"2012-10-17\\",
\\"Statement\\": [
{
\\"Effect\\": \\"Allow\\",
\\"Action\\": \\"iot:AssumeRoleWithCertificate\\",
\\"Resource\\": \\"arn:aws:iot:us-west-2:123456789012:rolealias/
GreengrassCoreTokenExchangeRoleAlias\\"
}
]
3",

"policyVersionId": "1"
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c. AWSIloT/RU>—% AWS loT T/ DIIBREICTRYFLET,

« ZO—=)ILIA VT AAWS lIoTRUZ —DH
BIGreengrassCoreTokenExchangeRoleAliasPolicylCBEEMA T,

« 2—7"Y N ARN Z AWS loT £/ OFEAED ARN ICEEHRAET,

aws iot attach-policy --policy-name GreengrassCoreTokenExchangeRoleAliasPolicy
--target arn:aws:iot:us-west-2:123456789012:cert/
aabb7958770878eabe251d8a7ddd54714889¢c524c9b574ab9fbf65132248b1d4

ERAEFEICLAEBEENIZBE, OIN REEDIERFEEA,

TINAACAAEZZTO—RTSB

BENZ, #NA AOEHEZREAIE2—XICAJO—RLELE, ORIV T

l&. Amazon JL— REREER (CA) OREAEEA U O—RLET, RiIC., BEAIVE1—XEGE
N1 E1—2XT Docker ® AWS loT Greengrass Core Y 7 NV I T ZRITT3HEEF. fIHAEZR
TORANIVEI—RICIE—LFE T, AWS loT Greengrass Core V7 R I I 7k, Chsnik
BHEZFEALT, AWSIoT 95V RY—ERIZEHFLET,

AABETNAARICE VD O—RTBICE

1. HAFEAIE1—XT, Amazon OJL— KFBEER (CA) fEAEZSA UV O—RLET, T7 %)
NTlk. AWS loT GERAE S Amazon DJ)L— b CAGEFAE L BENITSNTVERT,

Linux or Unix

sudo curl -o ./greengrass-v2-certs/AmazonRootCAl.pem https://
www.amazontrust.com/repository/AmazonRootCAl.pem

Windows Command Prompt (CMD)

curl -o .\greengrass-v2-certs\AmazonRootCAl.pem https://www.amazontrust.com/
repository/AmazonRootCAl.pem
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PowerShell

iwr -Uri https://www.amazontrust.com/repository/AmazonRootCAl.pem -OutFile .
\greengrass-v2-certs\AmazonRootCAl.pem

2. BEARAIOE1—XREEFRIDT/NA AT Docker ® AWS loT Greengrass Core ¥ 7 NV I T %
KITIT55HEEE., (MAEZFRANIVEI—RICOE—-LFT, BREAIE1I—RERANT
VE1—ZTSSH & SCPAEMICE>TVWAHE, BRAIE1I—20D scp INV RER
TUT, FSIRERGEETEET, Z2RARNIVELI—XDIP 7 RL Adevice-ip-addressic
BEEWMAET,

scp -r greengrass-v2-certs/ device-ip-address:~

TANZEKT S

1. RAROVE1I—RT, REV7ANEHRETD 7 A I)LAZHERLET,

mkdir ./greengrass-v2-config

2. THFANIF1RZFEAL T, ./greengrass-v2-config 7 # LA config.yaml £\V5
BRORET7AINEERLET,

BIZIE, XROOAX REETL, GNUnano 2L T config.yaml ZERKTEE T,

nano ./greengrass-v2-config/config.yaml

3. ROYAMLOAYVTVYETIZ7ANICOAE—LET, CcOIBORET 7M. ATLNT
X—2A& & Greengrass nucleus N X—XZEELE T,

system:
certificateFilePath: "/tmp/certs/device.pem.crt"
privateKeyPath: "/tmp/certs/private.pem.key"
rootCaPath: "/tmp/certs/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "MyGreengrassCore"

services:
aws.greengrass.Nucleus:

componentType: "NUCLEUS"

FHOEaZ2 T %#FEML T Docker T AWS loT Greengrass #2179 % 342



AWS loT Greengrass FROYN=HA R, N—=23>2

version: "nucleus-version"
configuration:
awsRegion: "region"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "device-data-prefix-ats.iot.region.amazonaws.com"
iotCredEndpoint: "device-credentials-prefix.credentials.region.amazonaws.com"

K, LTOEZEEHRAET,
o /tmp/certs, AT T OREEICATVO—RUEIBAEENT > NT S Docker AT F
AOFALI RN,

« /greengrass/v2, AV AN—I)LICER TS Greengrass Ll— K7 #)LA, GGC_ROOT RE
EWaFEALT, COEZRELET,

« MyGreengrassCore, AWS loT €./ D& Hl,

* nucleus #####, 4> AR—IL 9% AWS loT Greengrass Core Y 7 NI F7DO/N—> 3
Vo COfEIE, A U2O— KLU Docker £ X—2 E7zl& Dockerfile ®/N\—> 32 & —HT B
PBEABHV)ET, latest T FE D Greengrass Docker 1 X—T# A O—RLU EHE
l&. docker inspect image-id ZERLTAX—2ON—232 2R LTEEL,

o #up#tt, AWS loT UY—RAZERLEAWS U—3> , £, BETJ7A4ILO
AWS_REGION IREZHICEIUEZIBETIHEN H V) ET,

« GreengrassCoreTokenExchangeRoleAliaso R—O 2 XRBO—IITA VT A
- device-data-prefixo. AWS loT =X IV RRA U NDOTLT 1Y IR,
« device-credentials-prefix., AWS loT FREIEHRI> RRANDTLT 1Y IR,

TAINZEKT S

CcODFI—RKUTILTE, BET77A4I)IZHERAL T, Docker 1T FH®M AWS loT Greengrass

Core VIRDVITAVAR—ZILBEENDREZHERELET, £/2. docker run XU R
T-e T --env5|BZFEAL T, Docker AV T FHICIRIRERZFRET S, £/l docker-

compose.yml 77 A4 J)L® environment 7O Y U TCERERETD_ELEETEET,

1. THFARNIFAREZFEALT, .env EVSEFORET 7ML EHERLET,

BIZIE, Linux R—ADTATATIE, XOON RZZETL., GNUnano #2 AL TRED
FALOIRNUIC .env ZERTEET,
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nano .env

2. XROARBZ77A)NICOAE—-LEY,

GGC_ROOT_PATH=/greengrass/v2
AWS_REGION=region

PROVISION=false
COMPONENT_DEFAULT_USER=ggc_user:ggc_group
INIT_CONFIG=/tmp/config/config.yaml

R, ATOEZEEBRAET,
« /greengrass/v2. AWS loT Greengrass Core V7 R IJIT DAV AN —I)LIZERTDIL—
N7 #ILEAND/INA,

o #####. AWS loT VY —RA&ZEKL I AWS U—2 3> , [configuration file] (RET 7 1))
M awsRegion RENZX—RICALEZEETDIHLENf HYVET,

« /tmp/config/, Docker AT+ DEREBFICHRETI 7 AINEIXTRNTDTAIILA,

(® Note

DEPLOY_DEV_TOOLS (:RBEZ B % true I[CEREL T, [Greengrass CLI component]
(Greengrass CLI AVAR—% > N Z2F7O4TEET, chlZkV), Docker I T+
ATHARLOVR—ZX N ZRARTEXRT, COOAVR—FUMNE, XERETREE
<. HRRETOATHERATSICLZHEHHOLET, COOAVR—FUME, BE, &
BERETCRLEEENBEVERPBEEANOT IV EAZREMLUE T, COOVR—FU b
ERBEREOATTFNARAICO&TFT7O4 LT, HR/PMBHEORAICHVET,

1>5 7T AWS loT Greengrass Core Y 7 RV I T &2 RTT>

CDFI—KNUTILTIE, Docker T+ TEJI RL % Docker 1 X—C ZRE T2 HEEH
BB L &9, Docker CLI & /=& Docker Compose CLI ZfEH L T, Docker A>T F+HR® AWS loT
Greengrass Core Y 7 RV ITAX—D&2RITTEET,
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Docker

e ZOF1—KNUTILTIE, Docker AT FTEI RLU %= Docker f X— %8B T2 HE%
HMEALET,

docker run --rm --init -it --name docker-image \
-v path/to/greengrass-v2-config:/tmp/config/:ro \
-v path/to/greengrass-v2-certs:/tmp/certs:ro \
--env-file .env \
-p 8883 \
your-container-image:version

OO RBIE. dockerrun IO | EhEFERALET,

e —-tm: AVTFTORTEIZOV—2TF YT 2E2TLET,
e ——init: AT FTinit 7O0AZFEALET,

(@ Note

Docker A>T+ Z{F1L 9% & & IZ AWS loT Greengrass Core Y 7 N JIT %&
Y RNAIUFBICE, --init BIBABETT,

-it:(A7>32)Docker AV TFERMFERTOELAELTTIATIZI RTERITLE
T, Chz -d5IBICBE®RZ T, KD VYIZ Docker AT FTE2TFRYFE—RTRITTE
9, FMICOVTIE, "Docker RFAXU K, O "TFRYFvs 7ATITZIV R, &
SHBLTLSEETL,

- --name: aws-iot-greengrass EVWSBEBO IV TFERITLET,

« -vi’RUI1—A% Docker AT FICXTRMLT, DU TFHFATRITENR TS AWS
loT Greengrass THRE 77 AN ERAET7 7ML ZRAAEICLET,

--env-file: (F 7> 32) Docker 1277+ KW®M AWS loT Greengrass Core Y 7 R I
TAVARN—JICEEhIRELZHERETIREI7AMINEZEBELET. 058,
REZHERETSHD [envionment file] GRET 7 M)) ZHERL EBEICOHKMSET
T, RIE77ANZERL TWEVEER., --env 5|BZFEAL T, "Docker TN
VR, TREZREEERETEET,

.« p: (A7 32)8883 AV FFR—RERARIIVICABLET, AWS loT
Greengrass l& MQTT RS 714 v VIZ/R— K 8883 ZEAT B, MQTT £ L Tk
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BrRUOBRFEITZHERRE. COSHBHAVETY, HOKR— K2R ICE, BMNO -p 518 %
FEALET,

(® Note

tF¥11)7 158t LT Docker AT+ ZRTITBICIE, --cap-drop 5B RT
--cap-add 5IBZFEAL T, O 770 Linux BeEEZBIRNICEMICLET, FHM
ICDWTIE. "Docker KF 1 X b, ® T[Runtime privilege and Linux capabilities]
(T34 LFHEE Linux #EE), Z22RBLT<EEV,

Docker Compose

1. THFANIF14X2Z#ERAL T, docker-compose.yml &5 &8I M Docker Compose 7 7
1IN EHERLET,

BlZE, Linux R—ADZ AT AT, XOONYY RZE{TL, GNUnano ZRAL THE
DT 4L K~JIZ docker-compose.yml ZEKTEE T,

nano docker-compose.yml

(® Note

H5 AWSHIRM TS Compose 77 A IILDBEFH/N—>3 =220 O—RUTER
IB5EETEEXIGitHub,

2. Compose 77 AICUATORBZEMLET, 774ILREROBIORSICEY)E
9, your-container-name:version % Docker 1 X— DBFICEEMAE T,

version: '3.7'

services:
greengrass:
init: true
build:
context: .

container_name: aws-iot-greengrass
image: your-container-name:version
volumes:
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- /path/to/greengrass-v2-config:/tmp/config/:ro
- /path/to/greengrass-v2-certs:/tmp/certs:ro
env_file: .env
ports:
- "8883:8883"

ZDOBID Compose 77 ATk, LTONTXA—REF7>3a>Td,

« ports-8883 AT FR—RNZERARNIZVICABALET, AWS loT Greengrass &
MQTT RS 74 Y VIC/R—KN 8883 ZFERATZ 8, MQTT ZN L TELEB XV EREFE TS
BEE., CONTA—RNFYBETT,

« env_file - Docker 127 FH® AWS loT Greengrass Core Y 7 R JITFA 2V AKR—
FICEENDREEBERETIREVT7TAMILEZEELET, CONTX—2E, RE
EHERET D OO [envionment file] GRET 7 M )) ZHER L EBEICOHKRMSET
T REZ77AIILZERL TOWEWEEWE, [envionment] GRE) NTX—F&ZFERHAL
T, Compose 77 A ) TIREZEHZEERETEERT,

(® Note

¥ 117 1 %Z58{t L T Docker A>T FZR1T9SICI&E. Compose 77 AL T
cap_drop 8 &V cap_add Z2FAL T, A2 FT7F® Linux #ee & BIRWIZHRICL
F9, FMICOVTIE, "Docker RF 1 X~y ® T[Runtime privilege and Linux
capabilities] (7> 24 AEE Linux #EE) ) Z22BLTEET L,

3. ROOAXRVRZFXFTLT, AVTFZEELET,

docker-compose -f docker-compose.yml up

RODATYT

IRTE. Docker 173 T AWS loT Greengrass Core YV 7 R I I T7HFRTENTVET, XOIAN Y
RZ2EFTLT, REXTHFOIAFTFOOATFHFID ZEBLET,

docker ps

RIS, ROOAXR 2V RZERITLUTAVTFHFICTOERAL, AT FTHTRERITENTVWS AWS loT
Greengrass Core YV 7 RV I T ZRERTEET,
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docker exec -it container-id /bin/bash

BEHEAVR—XMOERICOVWTE, "Fa1—KUTF)L: AWS loT Greengrass V2 OB 7 4
N "ATYT 4 TFNAARAETOVA—FV R EREBLIVCTARNTS, 28BLTLKEEV,

@ Note

docker exec ZFEAL T Docker I7TFATIN REZETTDE, ChsOONUR
l& Docker OV ICEERENEH A, Docker OV ICAN > RZFREH|RT S ICIE. Docker AT
FICHBFRINETEYFLET, FHICOVWTRK., "1 259UF 17> 1)L% Docker
AT FHITRYFI5, #SRBLTLSEETL,

AWS loT Greengrass Core 09 7 7 4 JLI& greengrass.log E®HEN, /greengrass/v2/1logs
CHWET, AVR—FXNATT77ALERLUTFALIRNIICHY)ET, Greengrass AT &K A
RO—BF4LIRNIICOAE—TBICIE, ROOX RZERITLET,

docker cp container-id:/greengrass/v2/logs /tmp/logs

OAVTFTORTE, FEEGHIBRREOIT 2RETSHEEE. GreengrassT1 LI NU2EET D
hIBDOTREL, /greengrass/v2/logs FA LIV RNUDIKERANO—BEOATTAL D
RODIENARYDIRNTBDCEZEHOLET, FMICOVWTE., "Docker AT DOAET
Greengrass A7 &kt T2 1 ZSRBL T EE L,

E1TH D AWS loT Greengrass Docker I 7+ ZFIE T3 ICIE, docker stop F/lF docker-
compose -f docker-compose.yml stop ZX{TLET., cODF7U> 3k, SIGTERM Z
Greengrass 7Ot AIZEFEL, DV THF THRENELIXNTOBREIOLRAZS v Y REIULE
9o Docker A7 7k, Z7OEAPID1 &L T docker-init METRAIEET 7 1)L THIH{LE 1
FI. ChiF, B2 TVWRYETORAZBRIZDDICRIEER T, #FMIC DOV T, Docker R
F 1 X MO TSpecify an init process Z2ZBL T &L\,

Docker 1273 T AWS loT Greengrass ZR{T32BOBBEO NS /)21 —F 1427122\ T
l&. T"Docker 173+ T®M AWS loT Greengrass DT 7)1 —FT14249, #5BLTLKKEE
(A
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Docker 177 T® AWS loT Greengrass DS 7> a—F4 2%

LT 01E#RIE. Docker 173 T AWS loT Greengrass 22T 2BICELUZBEZ NS T
2a1—574>%9 0L, Docker 17T F+A® AWS IoT Greengrass cBI T 3RBBEZTF/NY T T51LHIC
®IABET,

REY D

« Docker A>T+ %#ETIHBRICEUDIBBORNS /I a—F142Y

» Docker 177 T@ AWS loT Greengrass N7 /\Y J

Docker A>T+ %2RTI5BICELUDRBAEORNS /N> a—F12Y

LR O1E#RIE. Docker 177 T® AWS loT Greengrass DR{TICEEIT2BEABEN NS T 21—
TAVITIRIABET,

N =R

» T Z—: Cannot perform an interactive login from a non TTY device (TTY A DT /N1 A H S Ki7E
BOJAZETTEEEA)

o T5—: FBEIZ AT S 3> -no-include-email

« T Z—: Afirewall is blocking file Sharing between windows and the containers. (7 74 7 J #—)L
A, DAVRDEODAVTTI—REO77ALEEFEEZTOYILTVET, )

« I 5 —: GetAuthorizationToken AR L —> 3 ZH U H T & E I T 5 — (AccessDeniedException)
AHLELEL E: 1—HY—: arn:aws:iam::account-id :user/<user-name> [FET T2 EREI H V) £
A ecr:GetAuthorizationToken on resource: *

« TS —: You have reached your pull rate limit (ZJLL—KHIRIELE L £)

T 5 —: Cannot perform an interactive login from a non TTY device (TTY A D F /N1 AH 5 xFEH
AOJA42&RITTEELA)

aws ecr get-login-password N> RZER{TTDE, COIT—HARETHIENHYE
T BHFOAWSCLIN—23a> 2F @ N—23 1AM ARN=ILENTVRHAERELTLSE
TV, AWSCLIN—2 32 2%zFEATHEEZHEBOLET, FMAICOVTIEE, "TAWS Command
Line Interface 1—H—H 4 R, ® TAWSCLIDA A KR—)L1 Z5BL TS EE L,
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I5—: A ATS 3> -no-include-email

aws ecr get-login ANV RZE[TTDE, COIT—HRETDENHBYET, BRFO
AWSCLIN=2 3> AV AR =ILENTVR L ZRIBELET BIAIE, pip install awscli
--upgrade --user ZEITLET), FMIC DWW TE. TAWS Command Line Interface 11— —7j
1 K1 ® "Microsoft Windows (= AWS Command Line Interface 24 A R—)L3%, Z5RL TL
EEW,

T Z—: Afirewall is blocking file Sharing between windows and the containers. (7 74 7 #—J)L
N, DAV RDEAVTFT—REOT77AILEEZ7OYILTVET, )

Windows J2E1—2& T Docker 251792 &, CODIT—F/(F Firewall Detected XY £—
FHFRRENBDZENBYVET, COIT—E, RETFAR—KRFRYRNT—T (VPN) (A2 A
YUTVBEZEILERETRIHEEN DY, XFYRMND—IURENRERATHRERS AT ANV NTER
WS ENFHBYET, COLSBFEIE, VPNZFTIZL, Docker AT F+FEBETLET,

T 7 —: GetAuthorizationToken AR L —> 3 2 2O H T & & (C T — (AccessDeniedException)
ARELEL L 1—H—: arn:aws:iam::account-id :user/<user-name> IF LTI DIERN H V) £
& A: ecr:GetAuthorizationToken on resource: *

CcODIZ—IF., AmazonECR URD NUICT VAT BN+ 2 ERN K VIRET aws ecr
get-login-password NV REERFTULLEEEBICRREND CEN B ET, FHMICOVTIE,
TAmazon ECR 1—H#'—#4 K; ® "TAmazon ECR URZ KNUARD S —0fl, KT "1 20

Amazon ECR URZ NUICT UV EATS, Z#BRBLTLILEEV,

T > —: You have reached your pull rate limit (Z'JLL — NFIBRICZEL E L k)

Docker Hub &, BEE1—%—&EB M Docker Hub I—H'—H1T5ENTEDTIVIITARND
WEHRBRLET,. ERI1—Y—FEREHOI—HY—OTIVIITANOLERICETZE, AOWT
NAOIS—HNFRRENET,

ERROR: toomanyrequests: Too Many Requests.

You have reached your pull rate limit.

CNSOIT—ZHRTIBICE. BIOTINIVIIANEHATIZEICHBHZEVTSEE VL, T
DTIWIVIOTANERENICEFTT D FEN H2HE. Docker Hub VT 7 H 4 K IZ&H 2 HIREIC
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BI g B1EE . Docker FATY RNOFBRAET YT IL—ROATSIVICEITRRHESRL T
2TV,

Docker A>T+ T® AWS loT Greengrass ®7/\v J

Docker A>T+ NOREEET/NY 9521k, Greengrass T2 A4 LAOT & #F35 A, Docker
VTHICAVERSOTATOIINETREYFITRENTEET,

Docker A>T+ O ANERT Greengrass O & k&b 3%

AWS loT Greengrass 7+ ZfZFIEL =&, XD docker cp AN RZFEAL T, Greengrass
04 % Docker AT FAS—BOJFALIKNIICOE—TBENTEEXT,

docker cp container-id:/greengrass/v2/logs /tmp/logs

OAVTHFARTEREGHIBRE W ERICEOT Z2KEE RS, /greengrass/v2/logs T4 L ¥
NDZNA RYT ML E#IC, AWS loT Greengrass Docker 1> T+ 2RI T2HXENHVY F
CI

/greengrass/v2/logs 4L I RNVZENA RYT2NTBICE. #L LW AWS IoT Greengrass
Docker AT+ AETTREZEICROVThAZETLED,
« docker run N> RIZ -v /tmp/logs:/greengrass/v2/logs:to Z2HET,

HREZ77AILAD volumes 7OY V% #wEL T, docker-compose up N> RER{TTDH]
CRDITZEDET,

volumes:
- /tmp/logs:/greengrass/v2/1logs:ro

N T, Docker AT F KT AWS loT Greengrass AR{TENTVWB /. RAKND /tmp/logs T
AV ZWRID_ENTEET,

Greengrass Docker AT+ ZRTIHLHOBWICOVTR., "FH7OEDIZJZFEALT
Docker T AWS loT Greengrass #£179%, & U THE /7O 3aZ>J %L T Docker T
AWS IoT Greengrass 23217921 Z2ZRL T LEE WV,
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AR5 9F 147> 1)% Docker AT FHIZTRYFT3

Docker 17T FTATIN Y REETITBICH LY docker exec ZFERATIHEE, chsOIN

>~ R(& Docker AT ICF Y TFrEhFEB A, IN > R%Z Docker AT IZFEEH]& T B & . Greengrass

Docker AT T DRELZFAETIRICKRIEET, XOWVWThHLETVET:

s BIOZR—ZFIITROOAN RERITLT, Z—IFIOZEAN, HH, BRI —EXTH
DAVTFHIZTEYFLET, chllkY), REDX—ZFI)LAHS Docker AT FHZRRL T,
HHTDENTEET,

docker attach container-id

c BlIOB—ZFI)ITROOR RZRITLET., chiZkY, AVTFHATRYFEhTWEVES
TE, ONVREAVETZVTATE-RTRITTEDLSIIBYET,

docker exec -it container-id sh -c "command > /proc/l/fd/1"

— & #7% AWS loT Greengrass D RS 7)1 —F 4 VIANLTICOVWTR, "ThT7)L2a1—
TA0 ZBSRLTLSEZY,

AWS loT Greengrass Core Y 7 NI T Z:RET S

AWS IoT Greengrass Core Y 7RI ITFICE, Y7 RNIVITOREICEATERDATIVHFAE
ThTVWET, F7ACZEKL T, EATF/NA4 AIZ AWS loT Greengrass Core V7 NI IT %
WETEET,

NEY D

+ Greengrass nucleus AV AR—% > 2770495

« Greengrass nucleus 2> AT LAY —ERAELTEETD

s WM AT aVTAEVEYHETEFHBTS

s AVR—FXVKNEXRTIRI—F—ZEETD

e AVAR—XVKNODIATLIY—AHRERETS

« R—RN 443 TOEBRE G RY ND—=07TOF T 2BU -k

¢« 7FAR—KNCAILL >TERBECNETNA AIREZHKATS

s MQTT ZA LT VREF YV IBELZRETD
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Greengrass nucleus A R—X 2 NZF7O14 9%

AWS loT Greengrass l&. Greengrass AWS loT Greengrass A7 7/N\A AICTF7 O/ T&ES 1>
R—FXRNELTCore V7 RNIITHERBHUET, BHD Greengrass A7 7/ 1 AICRIURE
ZHEATREHOT7TO/4 ZERTDCENTEXRT, FMIC DOV T, Greengrass nucleus® &
U'AWS 1oT Greengrass Core Y 7 R DI T (OTA) DEFHZSRL TS EE L,

Greengrass nucleus 22 A7 AY—EAELTERET S

Core AWS loT Greengrass Y 7 RV I T ZFNAAD int > ATLADD AT LAY —EAEL TERE
L. UTZRTITIHENfHYET,

« TINAADRENRFIC AWS loT Greengrass Core Y 7 RV ITZRBELET, chilk, KEDOF/N
AADT7)—NZ2EBITRHEICEMNESEETT,

« T2U0AAVR—FRNEA VAN =) LTEITLET, AWSHARMIZAR—F2NIE
TZ0A4AVR—=F2 MWL DA B, Greengrass nucleus EBEERVERY TEET, I
R—FXRERATOFHMIIOVWTIE, "TOVR—FREAT L #BRLTLEE L,

« A7 FINA4AD AWS loT Greengrass Core ¥ 7 h7J T 7 IC over-the-air (OTA) EffiZzEAL &

To FMICDOVWTIE, TAWS loT Greengrass Core ¥ 7 R I 7 (OTA) DEFH1 #SRLTLKE
=L\,

s F7OATIAVAR—ZRZFHFLON=—2aVICEHLEY, BEORENTX—RZEFHLIZY)
ITHEEIC, OVFR—F2 MDA AWS loT Greengrass Core V7 RV I TP HREWGEIATFNA A2 B
BETEDRSICLET, FMICOVWTR., "7—hARNSYTOSATHAIVINATY T, 25
BLTLSEZL,

/A Important

Windows 7 7/N1 ATk, AWS loT Greengrass Core Y 7 NV IT7 %2 AT LAY —ER
ELTRETIHLENHYET,

N =R
* nucleus 2 AT LAY —ERE L TERET D (Linux)
« nucleus ZZATALAY—ERELTEET S (Windows)

Greengrass nucleus A R—X > N&F7O14 T2 353
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nucleus 2> AT LAY —E A& L TERET S (Linux)

Linux 7/\ 4 A&, initd, systemd, SystemV & & DL B AT LZHR—NLET,
AWS loT Greengrass Core YV 7NV I T2 A 2 AN—)LTBDEEIC --setup-system-service
trues|HZFEAL, nucleus Z2 AT LAY —ERELTEEL, FNMAOEHEFICEBTEILS
ICERELE T, 1A=, AWS IoT Greengrass Systemd T Core V7 NI IT7 %S AT A
H—ERAELTHRELET,

nucleus A" AT LAY —EAEULTETIZEDIC, FETHRETRDEETEET, XNHI
(&, systemd DH—EAT77A4ITY,

[Unit]
Description=Greengrass Core

[Service]

Type=simple

PIDFile=/greengrass/v2/alts/loader.pid

RemainAfterExit=no

Restart=on-failure

RestartSec=10

ExecStart=/bin/sh /greengrass/v2/alts/current/distro/bin/loader

[Install]
WantedBy=multi-user.target

JATLAY—EARAZFRELES, XOIANV RZEITLT, EBKFOF/NAIADEEE AWS loT
Greengrass Core V7 RV I T Z2RBELFFELTEDLSICRETEET,

« H—E X (systemd) DAT—RAZHERTBICE

sudo systemctl status greengrass.service

o TFINAADEEIIFIZ nucleus ZRETEDLSIZTBICIE,

sudo systemctl enable greengrass.service

s FINAADEREIFIC nucleus DEBZEFELETBICIE,

sudo systemctl disable greengrass.service

« AWS loT Greengrass Core V7 RV I T ZRETBICIE,
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sudo systemctl start greengrass.service

« AWS loT Greengrass Core YV 7 RV I T ZEFELTBICE,

sudo systemctl stop greengrass.service

nucleus Z AT LY —EAE L TERET S (Windows)

AWS loT Greengrass Core YV 7 NI I T2 A AR —)LTBDEEIC --setup-system-service
trues|BZEMA L. nucleus Z Windows H—EAELTEEL., FNA ADOEHERICEHITEHLS
ICERELET,

H—ERAZBRELES, XROONX RZEITLT, BHFEOF/NA ADEEH & AWS loT Greengrass
Core V7RI ITE2RBEELEEFELETEIELSIC ZERETEET, CNSOIANV REETITSIC
&, O ROV NELIEEEE PowerShell E LT ZRTTIHENHYET,
Windows Command Prompt (CMD)

c H—EANDAT—ZAZHREITBICE

sc query '"greengrass"

o FINAADEEIEIZ nucleus ZRETEDELSIZT I,

sc config "greengrass" start=auto

s FINAADEREIFIC nucleus DEBZEFELETBICIE,

sc config "greengrass" start=disabled

« AWS loT Greengrass Core V7 NI I T7 &2 EET D ICIE,

sc start '"greengrass"

« AWS IoT Greengrass Core Y 7 NI I F ZEILT B,

sc stop "greengrass"
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® Note
Windows /N1 ATIl&., AWS IoT Greengrass Core VY 7 b I 7 & Greengrass 1>/
R—ZN7O0CARAZDYY RATLTVBE, COZYY NI ESEREEALE
T COION ROEITEIZ AWS loT Greengrass Core Y 7RI ITFH T v v KRA™D
VEEEEBRTRHEER. BRE O THASEATLTILSEZL,

PowerShell

BH—EADAT—RAZHEREIZICE

Get-Service -Name '"greengrass"

FINA ADREREIC nucleus ZREITEDELDICTDICIE.

Set-Service -Name "greengrass"'" -Status stopped -StartupType automatic

FINA ADREEIZ nucleus DEBZEFLETBICIE,

Set-Service -Name '"greengrass" -Status stopped -StartupType disabled

AWS loT Greengrass Core V7 NI I 7 &2EEHT B,

Start-Service -Name 'greengrass"

AWS loT Greengrass Core V7 RV I 7 ZEIET S,

Stop-Service -Name "greengrass"

@ Note

Windows /Y14 ATl&. AWS IoT Greengrass Core VY 7 b I 7 & Greengrass 1>/

R—ZFRN7O0CARAZDYY RATLTVBE, COTYY NI ESEEBRALE
To DA ROEITEIZ AWS loT Greengrass Core Y 7 R JI TN v v RE

VEEEREATRHEER. BRGSO TASEATLTILSEZ L,
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AWS loT Greengrass FROYN=HA R, N—=23>2

JVM A7 23> TXEVEI)ETZFHTS

XEUNFHPRENTLS AWS IoT Greengrass 7/ 1 ATETL TVWBEHEEEF. Java RETI >
(GVM) A7 >3>zFERALT, RRe—T7HA4 X, AR=2OAL O3 VEF—R, AONATHT
2aArvEHETEERT, hiZkV), AWS loT Greengrass Core V7 NI ITFHFERATEIXED
ENfffHEhET, WM OE—THA AR, AXR—=DJOL V23 FRETDE,. HBDVETTU
T—=2a N XETVRRBICEKDENIC, PTVT—2 3 o ERATERATIEZRELE T, &K
E—T7HA4 AR, ZEOEXZRTHICE—TZHERIZDBEICIVMAEVHETEIENDTEDR
AXEVBREZEELET,

XEVOEVETZHEITBICE. HLWF7OC4ZERTS D, nucleus IVR—F MHFEFEQ
PBEFEOTF7O4ZEEL, nucleus AVR—F 2 RMEREMND jvmOptions BRE/NT X—2 T JVM
A7 VEEELET.

EHECRHUT, XEVEYITZRSLEY, /IBROXTEEIY ZHTT AWS IoT Greengrass
Core V7 RDVITZERITTEET,

AEVEIV ST OHIR

XEVEVWHETEBS L TAWS loT Greengrass Core Y 7 NI I T AEITTBHICE, ROBREN—
CEFHOBIZEFERAL T nucleus FRET IVM A7 23V ZBRETH L ZHHOLET,

{
"jvmOptions": "-Xmx64m -XX:+UseSerialGC -XX:TieredStopAtLevel=1"

}

RNROXEVEIVET

BN XEDEIVY)HTTAWS loT Greengrass Core V7 RV I T ZETITBICEK, ROFREN—TF
FOBZFEAL Tnucleus FRETIVM AT IV ERETDEZHHAOLET,

{
"jvmOptions": "-Xmx32m -XX:+UseSerialGC -Xint"

}

ChSOREX—TJEFHHTRE, RO IVMF 72 a> w2 EALET,
-XmxNNm

VWM OERE—T7TH A XA%ZHRELET,

VM A7 23> TXEVEYETZHETS 357


https://docs.oracle.com/javase/8/docs/technotes/guides/vm/gctuning/introduction.html
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XEVQEV)YHTEBSTHEWE. -Xmx64sm ZFHBMEE LTHEEL, E—7H 14 X% 64 MB
HRLET. RNDBROXTUE)HTICTDHEEEF. -Xmx32m ZHKBEE L TEEL, E—7H
A A% 32MB ICHIEELE T,

EBROEHICISUT, -Xmx ODERFERIDIENTEXRITN, EAE—TH LXK 16 MB LT
ICERELBAVCEZEB<HERLET, BAE—THA AN RBICH L TEITESDHEE. XTUF
RBIZK V) AWS IoT Greengrass Core V7 NIV I T TFHULBEVWIZ—AFRETHDAREMEN HYE
¥,

-XX:+UseSerialGC
WM E—T7AR=AICDIVTIINAR=2OAL V232 ERATRIESICHEELET. UTILAH

R=DIALVBEREENESBZYRTH, O VM AR—JOAL V>3V ORKELND EE
AIR3ATINDBLIBYEXT,

-XX:TieredStopAtLevel=1
Java just-in-time (JIT) A NASZ 1 BFEATEIERSICIVMIZERLET JTTANTIL

ENLEI—RETFNAAXTEVADAR—-AZERTZ LS, T ANAF 2@ BEERT S
ECAEQOOVYNANEIYESZDODXEVZHEELEY,

-Xint
just-in-time (JIT) AN/ S E2FERALBEVKRSICIVMICERLET, KDV IZ, JVM EBIREH

E—RTETENET, COT-—RFITINAIIO—-RZRITIZHEEL EREFE<SE
WEIH, DAONAILENLET-—REXFTIAOAR—AZFEALEE A,

REDEH I ESRLTSLEEL,

o

REXN—TCEMOERICOVTR, "TIVKR—FU b

AVR—FR N ERTIDI - —%2RETS

AWS loT Greengrass Core V7 R JITE, VIRNVITZRITIDENDERERD AT A
A—H—BLPIN—TELTOAVR—FNTOLARERITTEE T, ChllkY). AWSIoT
Greengrass A7 TNA ATRERITENDAVR—XVNIT IV EAFTZ2FE5TH &<, Core
VIRNDIT7ZIN—PNFRERGREBEI Y —ELTERITTED LD, EFI1VUFTA4HAEMELET,

ROREF, BELEI—HY—& L TAWS IoT Greengrass Core Y 7 R I FHARITTED I R—
XRNODBEATZRLTVET, FMICOVTR., TOVR—FXUREAT, 2RBLTLEEL,

IoR—% NEEGTH 1T ERETD _
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AVR=—RVNEAT AVR—FRNI—HZHRETS

nucleus

®

WLz

\d
\
Q
A
\I

WLz

SIRUYYD

©

=3W

Lambda (ET> 7+ 1L)

©

=3n

Lambda (> 7 7F1t)

©®©

(=4

T7OMRETEETIC, AVR—FX NI —ZERTHIHLEN HY ETT. Windows X—
ADTINA ATk, LocalSystem PHV Y NOFEIABEHRNR—T ¥ —A 2V AZAILI—H—0
I—H—FBENATD—RERFITIDHENHYET, FHICOVWTE. "Windows /N1 AT
R—FNI1—Y—%Z2tYyNT7VvT7 9%, Z#BRBLTEEZV,

Linux R—ADFNAATAVR—F NI—Y—ZRETDEHEE. 7723 TIIN—TZEET
BEETEET, 1Y —&JIN—T% user:group OERIZH>TIOY () TREP>THEE
LET, JIL—7T2EELAEWVWEES., AWS IloT Greengrass Core Y 7 NI TR F7 A NTI1—

dVR—%ZV hNERTT21—H—%BRETS 359
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BW—DTZAIVIN—TICBNET, FaiElF IDZFALT, Y- JII—TZ#HHITE
£

Linux R—ADFNAATE, AVAR—ZRRNEFELBEVIRATLAI—Y— (FHZI-F -t
HEN3) ELTEFTIBCET, EF1VT 1 28{ETBDEETEERT, Linux Z7OEAE., B
Udl—H—ICk 2> TEITENBMOTOCAICFETEEDENTEET, FHEI—F—EMo
7O0ERAZXRTLEVEYS, OVR—FVNEFHABLI—F—ELTEFTLT, DVR—F2 M
TIENARALOMOAVR—F D NCEBEZREDZDEHRSZENTEET, AVR—F NEFHK
A—%—&eUTRITITRICE, A7 TFNAALFELBEVI—H—ID ZEELET. THETIL—
TELTRITTREER., BFELBEVWIIL—TIDZEETSEETEEXRT,
FAVR—ZFXNERATFNAARZ L, - —%2RBRETRENTEET,
s AVKR—F2 NDERE

ZBOAVKR—F2RN, FTOAVR—FXVNIBBEOILI—H—TRITENBDISICERETS L
FTEEY, F7OM ZEHNTHEEIC, FAVAR—FXMNOI—HFEZZOIVR—FXU D
runWith BRETETEE T, AWSIoT Greengrass Core V7 R DI 7k, AVR—F2 N&E&
ETdE, BEENLEI—Y - ULTOVR—FUNZRTLET, RENMEVESE, A7FN
AARACRELEF 72 MOI——ELTAVR—FNERITLET, F7OC/BETO
VR—FVRNI—Y—REBETILOOHMIOVTIE, F7O4DER @ runWith FRE/NT
X—ZZ2ZRBLTLEEL,

s A7 TFNAADTF7 AN RNI—Y—2HRETS

AWS loT Greengrass Core V7 RV I FHFIAVAKR—FX NOERFTICERITETF 72 NI1—H—
ZERETEEXT, AWSIoT GreengrassCore V7 RV I Tk, AVR—F NERTITDEE
. TOOAVR—ZMOI—H—%ZBELTVWBRIHLAESHZHERL., ThEFRALTIVR—X
VRhEEFTLES, IVAR—FX M I—H—RBELEVEE. AWS loT Greengrass Core V
ZhOIT7REIAT7FNAACERELETF 7 AN I —ELTOAVR—FNEETLET, 5
MICOWTE, "F7ALNROAVAR—F RN I—H—%KETS ) ZSRLTLEE,

® Note

Windows R—ZADT/NA ATk, AVKR—FXV R ERTIBILHEY, 2BLLEE-ADT
72NN I—H—ZEETILENHYKT,

Linux R—ADF/NAATR, IVR—RVNERTIDI—F—-2Z2RELBZVERICE.
LTEOVWTERTDLENHYET,

IoR—% NEEGTH 1T ERETD _
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« AWS IoT Greengrass Core YV 7 R DI T7ZI—bELTRITTRE, V7D TR
VIR—ZRVRNERITULEHA, root ELTEFTTRHFER, AVR—FKNERTTHT
7AVRNI—F—Z2EETIHENHVET,

« AWS loT Greengrass Core V7 RV I TP ZFII—RI1I—H—ELTEFTIREHEE. V7 b
DITPRETOI—H—ELTAVR—ZFNERTLET,

(N =R
e Windows /N4 ATOAVAR—ZFNI1—H—EY NTVYTTS
e F7ANMNOAVAR—FNI—Y—%RBRETD

Windows /N4 ATV R—ZN1—HY—%twY N7V T3
Windows /N4 ATAVHR—ZF 2 NI1—H—%EY NTYTT2ICIE

1. FINAA®D LocalSystem PAHV Y NCOAVR—2 N 1—HF—&ERLET,

net user /add component-user password

2. Microsoft ® PsExec 1—7T 14 UTF 4 ZFERAL T, AVAR—ZFX NI —DI1—H—FE/NA
7 — R % LocalSystem 7HhJ 2 NOFBIBEBNR— VY —A VARV AIZRELET,

psexec -s cmd /c cmdkey /generic:component-user /user:component-user /pass:password

® Note

Windows X—ADF/NA4 ATk, LocalSystem 7> b Greengrass nucleus &

RITLET, AVAR—F2 N I1—H—4EH%Z LocalSystem7 WV NMZREFTBICE.
PsExec 1—T A UT 1 Z2FERATHIHBENf HYVET., FABFBEBINR—vy—T7TUT—
aveEFERTRAE, COBHRE., THYMNTRAELS, REOJALTVWSI1—
H'—® Windows LocalSystem7 > MCREENET,

IoR—% NEEGTH 1T ERETD _


https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
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F7 4N ROAVR—RY hI—H—EHETS

F7OA42FALT. A7FNAAOTF 7 AN N I—HF—%2ZETEET, COF7OAT
l&. nucleus IV AR—FZ 2 RNDEREEEFHLET,

(® Note

--component-default-user #7232 ZfEHL T AWS loT Greengrass Core VY 7 k
DITZAVARN=INTBDEEIL, FIAIINI—H—ZBREITDEETEET, FMIC
2WTIk, TAWS loT Greengrass Core V7 R VI FEAVARN—=ILET, s ESRL T
<EEL,

aws.greengrass.Nucleus AVAR—X NIXT B, UTOREEFH ZIEETHT7O14 ZER
LET,

Linux
{
"runWithDefault": {
"posixUser": '"ggc_user:ggc_group"
}
}
Windows
{
"runWithDefault": {
"windowsUser": "ggc_user"
}
}
(® Note

EEITA21—H—RBEFEELTVRIZXENHY, COI—HF—01—HF—FE/NAD—RE
Windows 7*/Y1 A® LocalSystem 7 Hh V> MORIERHRIYRZ— v —4 VAR ALK
FENTVRRBENHYET, FMIIOVWTE. "Windows FNAATIVR—F U b
A—H—%&EY TV 7921 28RLTSEE,

IoR—% NEEGTH 1T ERETD _
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ROFITIE, ggc_user 2F 72 )N I1—H—, 8LV ggc_group ZF7 A KTIL—TELT
BRET D LNUXx R—ADTFNAADTF7O4ZERZL TVET, merge REDEHFICE., ZUTI
tENiZJSON AT IO NHFRBETT,

{
"components": {
"aws.greengrass.Nucleus": {
"version": "2.12.2",
"configurationUpdate": {
"merge": "{\"runWithDefault\":{\"posixUser\":\"ggc_user:ggc_group\"}}"
}
}
}
}

AVR—%Y ROV RF LYY —AHRERET S

(@ Note

— OHEEENX, Greengrass nucleus 1V7R—F 2 KD v2.4.0 AR THEATEE T, AWS loT
Greengrass £, Windows A7 F/NNA AT OMeEEZ HR—KMLTLVEHA,

FEAVR—F2NO7OCANF AT TFNAATHEATES CPU B LV RAM OB AEAKZERET
EFXT,

T&RiF, DATLVY—AQOFHREYR—NIRZIAVR—FNOBEEZRLIEZEDTY, FHMICO
WTR, TOVR—FVEAT 1 Z25RLTSEE,

mp2 S N VAT LY —RAOHBERET S

nucleus

WLz

SATLV)—ADFIRERET S 363
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AV R—RY b &AT YAFLUY—RAOHBERET S
75Uy

®

WLz

1

»

SIRUYY

1

Lambda (3ET> 77 1Lb)

Lambda (O 7 7F1t)

®:Q:®

WLz

/A Important

Docker 1277 T AWS loT Greengrass Core Y 7 NV I T ZERITITDEE. ZATAL
V—ADOFIREHR—RNEhELA,

FEAVR—ZFNEROATTFNAARZEL, PATLAVY—ADHRERET DN TEXRT,
« AVR—F2 NDORE

ZBOAVAR—F2BNE, FTOAVR—FXVNIBBOATALAVY —AGHIRZRETD _ENTEE
T, 7O/ ZERTDEEIC, F7ACMMAOEFIVR—FNMIRLT, PATALAVY—AD
FIRZIEETDCENTEET, AVR—FRV NI TVRATLVY—RFIRZHR—FLTVSH
&. AWS IoT Greengrass Core V7 RV I 7k, AVAR—FXMO7OCAICEOHIRZERL
TP, AVAR—FXVPMOIATLAVY—AFHRZEELZEVES., AWS loT Greengrass Core V

SATLV)—ADFIRERET S 364
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JRIIPEATENAACRELEF 7 AL RNEFEALES, BECOLVTRH. TF7O01 0%
By EBRLTLEEL,

c ATFNAADF T AL N ERET D

AWS loT Greengrass Core V7 NI IT7HNFhSOFIREYR—NTZIIAVAR—F2NIEAT
BTFT7AILRNDIATL)Y—RFIRERETEETT, AWS loT Greengrass Core V7 NI I T
AFAVKR—F PN ZERTITDE, TOOAVR—FXVNIEELVLESATAVY—AHRAIERE
NET, TOOAVR—FXV M DATLVY—AFIREEEL & WEE, AWS loT Greengrass
Core V7 RDIT7, AT7FNAABILRELETF7ALRMNOI AT LAY —REREZEAL £
To T7HILRNDIATLD Y —AFIRZIEEL ZWVEE. AWS loT Greengrass Core ¥V 7 b
DITRTF7AILNNTOATLAVY—RGIRZEALEEA, FHICOVTE, "F7A)ILND
ATALNY)—AHIRZFETS ) 2ZRBLTLLEE L,

T7AINNDIATLAD)Y —AFIRZRET S

Greengrass nucleus IVAR—ZX 2 M ZF7O40LT, A7 TFNAADTF T AL RO AT A

DY —AFHIRERETDCENTEET, T7FILMDOZATLVY—RAFRZFZRET DI

l&. aws.greengrass.Nucleus AVR—RVNIHUL TROBREEHZEET ST 7 O1 ZEK
LET,

{
"runWithDefault": {
"systemResourcelLimits": {
"cpu": cpuTimelLimit,
"memoxry": memorylLimitInKb
}
}
}

ROFITIE, CPUBEFIREZ 24 DO CPUIT7EE>TNAATOMEAES0% ICHY) ICRRET
37704 ZEELTVET, £, COPITEXEVUEHAEZ 100 MB ICERELTVET,

{
"components": {
"aws.greengrass.Nucleus": {
"version": "2.12.2",
"configurationUpdate": {
"merge": "{\"runWithDefault\":{\"systemResourceLimits\":\"cpus\":2,\"memory
\":102400}}1}"

SATLV)—ADFIRERET S 365
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}
}
}
}

R—N M43 TOEBELEZY ND—070F > 2BU LK

AWS loT Greengrass A7 7/N1 Al&, TLS V54T RREET MQTT Xy -7’03
AWS loT Core ZfEAL T EBELET, BHITE., TLS Z L= MQTT Tlk7R— 1 8883 #fFEH
LET, L, EF21UT4WRKELT, #IROELVRETE—EHED TCPR—NCHTS
AVINDRRSTAVDETINNVDYRRNZ T4V OZFIRTBIBEENF HYUET, flzlF, X
DT7T7ATIF—=ILTEEHTTPS RS 714V VRADOKR—BN 443 FEAVWTE, HFEY BB TEEV
ZAORJILAOMBOR—KN (MQTT RS 74 Y JRDOKR—N 8883 B &) FHUBBZEN HYET,
e, HRODHIRREICEL DT, 1V F—Y NIERTREIC, IXNTORNZ 71y o470
FERBHITIMVENELDHEEHYET,

@ Note

Greengrass nucleus J7R—% > b v2.0.3 LABI &£ 179 % Greengrass A7 7/N1 Al
R— N 8443 ZfEA L T AWS loT Greengrass T—2X2 7 L—>I 2 RARA 2 MIELELE
T chSsOTF/NA A, R—K 8443 TCODIY RRA U NICELETEDIHLENHYE
T, HMICOWTE., "7O0FFEE77ATIF=—LNENLETNAARNT 74V 0%
TR 2SRBLTSEEL,

NSO FIATEEEEMCTSDIEHIZ, AWS IoT Greengrass IZ AT ORREAF TS a2 d
AEEIhTVET,

« R—bM 443 ZH L1 MQTT BfF. XY NT—TUTR—N 443 \NOELFZFTLTVIIEE
&, 7)) NDR—bD 8883 TREBEKAR—KN 443 &2 MQTT RS 74V DIZERTERS
=, Greengrass A7 TFNA AZRETDCENTEFRT, R—MN 443 NOEEERFEFLEFXY N
D=0 7OF > —N—%N UL EEREZEFERATEET, SEPAER—-ADITA T R NRiZ2FEAT
DTT7AIIBNEREEFERY, R—DN 443 Lo MQTT ERFEICTNA A0 —EZAO— )L %2 EH
LET,

FHECOVTR, "R 443 BHATMQTT 2 ET 21 ZZRLTLKEEZL,

« IR—PN 443 ZN L = HTTPS &S, AWS loT Greengrass Core Y7 R I 7k, F7#I)I KT
R—N 8443 BHTHTTPS RS 71V U BEEFELETH, R—KN443 BFEHITBHELDICKRETE

R—N 443 TOERELBFZY NO—07OF > 2BU LER 366
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£9. AWS loT Greengrass l&. Application Layer Protocol Network (ALPN) TLS #LsRZfEA L T
COEBZBEVNCLET, F7FIINRELBRIC. R—bN 443 BHAO HTTPS FFEAER—A
NDIOZAT > NBEzZEALET,

/A Important
ALPN ZFERAL ER—BN 443 2D HTTPS BEZEMICT2EHICIE. AT7F/NA1 AT
Java 8 1 252 BN ETENTVBIMBENHVET, Java/N\—2 I 9 LIBROIANT
NDEHE. ALPN Z2HR—KNLTVET,

FHCOVTE, "THR—bN4438BHATHTTPS 28 EJ 21 2ZRLTKEEL,

« XY KND=070OF =N L IEER. XY ND—070OF>H—/N\—% Greengrass A7 7 /N1 A
ICERTDLEHOOHNEE L TERETEET. AWS loT Greengrass &, HTTP 8 KU HTTPS 7
OF 2 ICHTRERDBIAZTR—NLTVET,

HTTPS 7O* > Z#EAT S ICIE. Greengrass 17 7/V4 AT Greengrass nucleus v2.5.0 JAf§ %
KITLTVWBRRENFHYET,

AWS loT Greengrass Core Y 7 N J I &, . ALL_PROXY, HTTP_PROXY, HTTPS_PROXY®& &

U NO_PROXYREZHZNLTC7OFVREZAVAR—XMIELET, IVR—FKVNEZ

NSOBREZEFEALT, 7OFEHTERIDMVENf HYET, AVR—FX2MNE, — BB

S A 751) (boto3, cURL. python requests N\Y 4 —I R &) ZHEHAL., B, ChsOBELT
BEF7ANRNTHEALTERZTVE T, BREChSORUREZERZEEL £BE. AWS
loT Greengrass TlEFA—/N—Z 4 RehEE A,

FHICOVTR, "RYRND—070OF2ZH_/ETS1 25RLTKEE,

R— BN 443 BHATMQTT 2RET S

BEOOAT7TFNA AL, £EHLWITF/NA XIZ AWS loT Greengrass Core Y 7 NV I T & A
VAR =ILTBREIC, R—DN M43 BBETMQTIT ZRET D ENTEET,

NEY

e BEOAT7TFINAAICR—K 443 BHT MQTT Z5RET S

e AVAN=)LHRICIR—KN 443 BT MQTT Z:RET S

R—N 443 TOERELBFZY NO—07OF > 2BU LER 367
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BEOIATFNAAICR—N 443 ZAT MQTT Z2RET S

F7O0/2FEALT, B—0O7FNAARFEEGE AT TFNAADTIL—7"IZ MQTT ZR— K 443 2
HTHRETEET,. CcOF7OA4 TR, nucleus IVR—FMOBREZEHLET, mqtt BEZE
EHTAE, nucleus "YBEBILET,

R— B 443 BHT MQTT ZFRET B CE. aws.greengrass.Nucleus IVR—F2 MIHT O
EENEEETST7OAZERLET,

{
"matt": {
"port": 443
}
}

ROPITIE, R—BN 443 BEHTMQTIT Z2RETSD T 7O/ ZEELE T, merge HEDFEFHIC I,
SUTIEENEISON AT T IO MK BETT,

{
"components": {
"aws.greengrass.Nucleus": {
"version": "2.12.2",
"configurationUpdate": {
"merge": "{\"mgtt\":{\"port\":443}}"
}
}
}
}

AVARN=ILFIEZR—BD 443 ZHT MQTT ZRET S

A7 7)N4 A AWS IoT Greengrass Core Y 7 RV ITZAVARN=IILTBEEIC, R—bF 443 &
HTMQTT Z2RETEET, R—N 443 BHT MQTT 2R ETSICIE, --init-config /A

N—SEl#aFERALET,. COBIHKEE. FHBHcLd7O0ET3 =T, JU—K7OES 3=,
FEEDAZRLTOED A _2VJTAVAR=—ILTRIEEICEETEET,

R— N 443 BHT HTTPS 2588 ET %

COMEEEFER TS IZIE,. Greengrass nucleus v2.0.4 LA BETT,

BEOOATTNA R, FEEHFLWITF/NA AIZ AWS loT Greengrass Core Y 7 NI 7 & A
AR —=ILTBRBRIZ, R—N 443 BHTHTTPS ZFRETBD ENTEET,

R—N 443 TOERELBFZY NO—07OF > 2BU LER 368
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N =R
- BEQIATFNAAICAKR—bB 443 BZHT HTTPS Z:ET D

e AVAN=)LARICR—N 443 FEHT HTTPS Z5RET S

BEOOATTFNAAIZKR—N 443 ZHT HTTPS Z:RET S

F7O/4=2FEALT, B—0A7FNAAFEEOAT7TFNAADOT I —7"IC HTTPS Z7R— N 443
BHTERETEEXT, COF7O4 TR, nucleus AV R—ZFZNOEREZEHLET,

R—N 443 BHT HTTPS 2R E TSIk, aws.greengrass.Nucleus AVR—F 2 NZET®
REEMEEETAT7O01ZERLFET,

{

"greengrassDataPlanePort": 443

}

RXOBITlE, R—BN 443 BB THTTPS 28/ ETHF7 O/ 2E&LET, merge FRENDEHIC
&, SUTZNENTZISON AT T O NN BETT,

{
"components": {
"aws.greengrass.Nucleus": {
"version": "2.12.2",
"configurationUpdate": {
"merge": "{\"greengrassDataPlanePort\":4433}"
}
}
}
}

AVARN=ILFIZKR—N 443 BHT HTTPS ZFRET S

Core Y 7 NI TF7% AWS loT Greengrass A7 F/NA AICA VAR —=ITBHEEIL, R—b 443 &
HTHTTPS 28 ETEF T, R— N 443 BHTHTTPS ;& EJ B ICIEk, --init-config /> A
N—=Z5I#2ERALET, cOsIBE. FHICLD7O0EDa T, 7JU—K70O0ED3aZ>T,

FERAAZLTOEDZ I ZVITAVARN—ILTBEEICEETEERT,

R—N 443 TOERELBFZY NO—07OF > 2BU LER 369
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FYRND—=O07OFZRETS

cDEIVZIAVOFIBIZH> T, Greengrass AT T/NA AN HTTP £k HTTPS XY KD —9 7
AFSZNLTA U E—RY MIERITBDRSICRELET, AT TNA ANFERITD I RKRA >
NER—BMOFEMICOVTE., "T7OFFLEBET7ATIA—NENLETNAARNT T4V 0%
AR, ZSRLTLKEEY,

/A Important
7 7 /N4 AT Greengrass nucleus v2.4.0 LB D /N—2 3a A EEL TVWBBE., XY N
D—o070F>%FERATRICE. FNAAOO—IIHFUTOERZFATL TVWEIHAENSH V)
79,

e jot:Connect
e iot:Publish
e iot:Receive

e iot:Subscribe

chE, FNAADNN=0 X\ —EAD AWS SRIIEHREFEAL T AD MQTT E& %252
ATBDLEHBETT AWS loT, T/NA AKX MQTT 2FAL T ASTF7O/ 2ZELTL
ARN=ITBDEHAWS VTTJR, O—ILThsOTFTIVAFATZEEZELEVWRY, FN
1 AFHEELFE A, TA%ZMﬁaMmTﬁﬁE SRL 9 D I8 (C X509 REBHEZFERAL
FIH, 7OFEFEALTVIRHEICEK, BIEAICchzEFRATEEEA,

FNAAODO—I ZRET D HEDFMICOVWTIE, "TIA7F/NA AN AWS H—E A% &
ETEDELSICFATS, 2SBLTLEEL,

ReEY D

 BEOOI7FNAATERY ND—VUTOFERETD

c AVARN=ILRICRY RV 7OFERETD
A7 TNAANF HTTPS Z7OF > 2 EETEDR LSICTD

« networkProxy 77 T U K

R—h 443 COBRELGRY NO—F 0% 2RL Bl 370
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BEOOT7FNAATERY ND—07OF > %2RET S

TF7O0/4%ZFEALT, BE—0d7FNARAFXLEGR AT TFNAAOTIIL—=T1CFY NDO—=07'O0F >
ZERETEERT, cOF7OA4 TR, nucleus IVR—F NDOREZEH L ET, networkProxy
REEEHITDE, nucleus FBREBLET,

XY RND—=07O0FRFETSICIE, aws.greengrass.Nucleus AVR—F 2 NIELTORE
FHEN—CIBTF7O04ZERLET, COREEHF I OU S AICIE., networkProxy 72 T4
KABENET,

"networkProxy": {
"noProxyAddresses": "http://192.168.0.1,www.example.com",
"proxy": {
"url": "https://my-proxy-server:1100"

ROBITE, BYRND—V7OFZRETRT/O1ZEERLET, merge REDEHICIE
DTFIALENLE JSON AT T O NHFBETT,

"components": {
"aws.greengrass.Nucleus": {
"version": "2.12.2",
"configurationUpdate": {

"merge": "{\"networkProxy\":{\"noProxyAddresses\":
\"http://192.168.0.1,www.example.com\",\"proxy\": {\"url\":\"https://my-proxy-
server:1100\",\"username\" :\"Mary_Major\",\"password\":\"passeword1357\"}}}"

}
}
}
}

AVAR=LVHECRY ND—=OT7TOF 2 ZRETS

A7 7INA4 A2 AWS loT Greengrass Core YV 7 RNV ITZA2ARN=INTDEEIC, XRYRND—D
Z7OFDERETEET, --init-config A > AN—=FE|¥ZEFEAL T, XY NDO—0770F>
ZRELEY., cO5|BE., FHICLDT7O0ED3 22T, 7JU—-r70E23 22T, FEEEAHA
BLATOEDIZVITAVARN—ILTBREEICEETEET,

R—N 443 TOEETREERY NDO—07OF > 2BU LER 371
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TTFNA AN HTTPS 7OF> 258 TESRLSICTS

HTTPS 7OF > 2 FEATA RS ICOATTFNA RAZRET D EHEEE. A7 TN RIC7OF 25—
N—FREREFI—2ZEBMNMLT, OT7TFNA AN HTTPS 7OF > 2 EHITDLSICTHIHENH V)
£9, COREZTOLBED 2 EHE, A7 TFNA AN 7OF BATRNT 749 0% —FT120T0L
EOELEEEBEILIZ—HNRETHARMUNSHYET, AT F/N1AD Amazon JL— K~ CAFEEHE
J77ANMIC7OF Y —/N—CAFEHEZEBMLET,

TTFINARXIZHTTPS 7O+ 2EHE LR ICE
1. A7 FNAALT Amazon JL—h CAREAE7 7ML ZREBELF T,

- BB’OEa T &AL TAWS loT Greengrass Core Y 7RI I T & A A
N—=IUKBE, Amazon L— KN CARERAE 7 7AW ICH V) ET /greengrass/v2/
rootCA. pem,

s FREREEZV-—hZ7OEZ3Z>J%ZERAL T AWS loT Greengrass Core Y 7 NI I T %
A2VARN=)LUKBE. Amazon L— K CAREHE 7 7ML ICFEETHHESENI B ET/
greengrass/vZ/AmazonRootCAl .pem,

Amazon JL— Kk CAREBAEN Chs OBAICEEL KR VB S, /greengrass/v2/config/
effectiveConfig.yaml ® system.rootCaPath ZONT 1 2B L THAMZEROTE
ED

2. Amazon JL— KN CASEBHE 7 74 INIC7OF 4 —/N—CAMRAET7 74 OABTEZEML £
g,

ROBIE, Amazon L—K CARERE7 7ML ICEME N7 OF > —/N\— CARIAEZRL
TVERT,

MIIEFTCCAv2gAwIQWgIVAMHSAZWG/5YVRYtRQOXXUTEpHUEMApZzGCSqGSIb3DQEK
\NCwUAhuL9MQswCQwJIVUzEPMAVUZEYMBYGAL1UECgwP1hem9uLmNvbSBJIbmMuMRww

. content of proxy CA certificate ...
+VHIR1t@e5JAm5\nNoTIZGoFbK82A0/n07f/t5PSIDAim9V3Gc3pSXxCCAQoFYnui
GaPUlGk1gCE84a@X\n7Rp/1ND/PuMZ/s8Yj1lkY2NmYmNjMCAXDTESMTEYN2cM216
gIMIADgQEPADT2/m45hzEXAMPLE=

MIIDQTCCAimgF6AwWIBAgITBmyfz/5mjAo54vB4ikPmljZKyjANImApzyMZFo6qBg

R—N 443 TOEETREERY NDO—07OF > 2BU LER 372
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ADA5MQswCQYDVQQGEwJVUzEPMA@tMVT8QtPHRh8jrdkGALUEChMGDV3QQDEXBBKW

. content of root CA certificate ...
o/ufQJQWUCyziarlhem9uMRkwFwYVPSHCb2XV4cdFyQzR1K1dZwgJcIQ6XUDgHaa
5MsI+yMRQ+hDaXJiobldXgjUka642M4UwtBV80K2xINDd2ZhwLnoQdeXeGADKkpy
rgXRfKoQnoZsG4q5WTP46EXAMPLE

networkProxy 772 T U k

ZYRND—=07OFDICHITZBERELETSICIE,. networkProxy A7 TV N EHERALET,
COATDIINIE, ROBBRHFEENET,

noProxyAddresses

(F723V)7OFORRAEBD IP T RLARKARNEGZAVI TR 212U AN,

proxy

BEHREo7OF>, COATDIIRNIE, ROBBRIEENET,

url

7’O%F>H%—/X—® URL (scheme://userinfo@host:port FEX).
* scheme - AF—LAL, http £i=& https THHAHLEN BV ET,

/A Important

HTTPS 7’OF > &2 A TS ICIE. Greengrass 17 7/V 4 AT Greengrass nucleus
V250 ABRZERITLTVWBXENf HYET,

HTTPS 7OF > 2REIDHEE. A7 T/NA1AD Amazon JL— bk CAFERE(C
Z7O0F >3 —N—CAGIHEZEMI A HEN HYET, HHEICODVTE, "O7
TINA AN HTTPS Z7OF > ZEHTEDLSICTD, ESRBLTLIEEL,

e userinfo-(FA7>a2) 1—HY—FBENAT—ROEHR, COEHRZ url TEET S5
4. Greengrass 7 7/\4 Al& username 8 &V password 71 —J)LRZEAL T,

e host-7OF > H—N—OKRAREBETLEFEIPT7RL A,

« port- (A7 3V)R—rE S, R—FZEELBVEE, Greengrass A7 T/N1 AR
DT7 AN NEZFERALET,
* http-80
* https -443

R—BN 443 TOEBELERY ND—07OF > 2B U 2K 373
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username

(A7 aY) TOFIH—N—&RIETH1I—F—ETT,

password

(A7 3Y) TOFIH—N—EBTTBNAT—RTT,

T7Z7AR—NCAILL>TERENETFNAAAAZZERTS

NARLDT T4 RK— NFRAEERS (CA) ZEH T 5581k, Greengrass nucleus @
greengrassDataPlaneEndpoint T iotdata ZRETHIHXENfHYVET., CcOFT7 3>
(&, --init-config 1 VA KN—Z5|¥ZFEAITIT7OA/FTLEE A AN = FICERETESE
9,

TINA AN RS B Greengrass T—R 7L —2DOIV RRAVNE, DAEIIAXTDENTE
£9, COREAT> 3> % iotdata [CFREL T, Greengrass T—RX 7 L—I 2V RKRA U N%E
(iotDataEndpoint [CKVIEET D ZEANAEER) loT F—R IV RRA 2 MERULIY RRA VB
ICERETEEY,

MQTT ZALATIJREF YV IREZRET S

AWS loT Greengrass IRIE Tk, AVR—FX MNEMQTT ZFAL T EBETEET AWS loT
Core. AWS IoT Greengrass Core V7 R DI 7, AVAR—FK MO MQTT XV -2 ZEE
LET, AT TFNAANAWS VTV R AQEHRZERSE, YVIRNIITREMATT XV E—%
Fryv2aLlT, BEENEREThLEEECRTHATLET, XVE—SJORAMLTIRPF Y
DANHAAXBENREZRETEERT, FMICOVWTIR, TGreengrass nucleus 1 R—F >
h1 @ "mgtt 8 X mqtt.spooler BRE/NTFX—Z, 2ZRL TEZ L,

AWS loT Core I, MQTT XY =7 O—A—IlH—ER I+ —2 %2R LET, chsn o+ —
Rk, AT FINA4AE AWS loT Core BICIEBEENZI XY E—JICERAES WD EENHYET, &
MIZOWTIEE, TAWS £V T 7L AL ® TAWS loT Core XY —2 7 O—A—0H—E R
V=2, 2ZRIEEV,

AWS loT Greengrass Core ¥ 7 NI 7 (OTA) ODEH

AWS loT Greengrass Core Y 7 N J T 7 &, Greengrass nucleus 1R—F > h&, YT RNIIT
DO FEF over-the-air (OTA) ZR{TIBEHICTNA AT TAATER TOMO AT a > I R—
ZURNTEBRENET, ZOMEEE AWS IoT Greengrass Core VY 7 R I P ICHAIAFENRTVE
T,

TZAR=—KNCALLL > TERENEFNA AARAEZEATS 374
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OTAEFICKY, UTOEROMEAEBLELET,

EFIVT A OMRBEEZIEET S,

« Y7 RNIITOREMOBEICHRT S,

FLULVWHEPRREh-#EZT 7014735,

=
- Bt
« A7PFNA AOEREE

Greengrass nucleus 0 E ¥ BjE
OTA EfDEIT

=24

AWS loT Greengrass Core V7 R JITICXNT2 OTAEHET7 O/ T2, ROEBHNEAE
nNE7:

Greengrass A7 FINA ARG F 7O/ ZZETH O, AWS VST R ADERIYETT,

Greengrass 17 7/\4 Al&. AWS loT Core & AWS loT Greengrass Z A L =R F OFIAE
EF—TELLKRESKIO 7O I Z_>JI32HENHYET,

AWS loT Greengrass Core V7 RV I Tk, DATALAY—ERELTEYRNTYTULTEITTS
MBENHV)ET, nucleus Z# JAR 77 1)L, Greengrass.jar #5ETIT2HE. OTA EHE
BEEL EB A, BFMICOVTIE, TGreengrass nucleus 2 AT AY—EAELTRET D, %
SRLTLSEEL,

A7 TFNAADEREE

OTAEHZRTITDHEIC, EFMIDATTNAAEE ZEENTVDITA T N TFINAANDEE
(CEELTLSEEL:

 Greengrass nucleus > ¥ Y REO 2 LET,

A7 FNAATERITENATVWRIXNTOOAVR—FXRNET Y Y REDVENET, chsodYr
R—RZRMAO-ANLVY-ALCLEERATHE, ThSOVY—ARZBEIIC ¥y RETO LRV
RV, ELKBVRETHEITZHBENHYEXRT, IR—FUNE, £ATIZVY—-RZETU—

=24 375
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DTV TEBRET, JOCAEBEZFERAL T, nucleus IVR—ZX NCEFZHEBHATDIELSIC
BRLET,

e nucleus AVAR—F MDY Y "NEADOH, AT TFNAAFAWS V5O R £O—AILFNA A
EDEHRERIVET, AT7TFNA ARG, ¥ Y RNEIVRIZIVZATUORNTFNAADLSDOXY £—
SEIL—TFT1ILEEA,

e AVAR—FVBNELTERTENDFHRBEOER Lambda B%iE, BEVIREDOIFHRZ K> TRE
ROELFIXNTHEEENET,

Greengrass nucleus O E#H B

OAVR—ZFNEF70O4 328, AWS loT Greengrass &, TOAVR—F2 NORBERICH L
THR—RNRENEEFON—232 A ARM—ILET, cOLEH, HILLWFNSAREE/TIL—
ZICBMLEY, CchSsOTFNA AZHNRETDITFITOANZEHITDE, AWS HAREFTDZINT U Y

DAVKR—ZRNOFLWOWNY FN=23 2 FAEBNCOTFNARAZTF7O4ENBIZEENHYE
¥, nucleus DEHFBE, —HOBBHEFHICIY ., FNAACTFHERBREBNINrRETDIENHY)

7,

Greengrass nucleus AVR—ZX 2 RON—2D 3 HFEEE D EE, AWS loT Greengrass Core V
7RI T (FIN1A1AD nucleus D INTHOIVR—F N EEU) FBEBLTEEZEAL
F£9, nucleus AVR—F M EFHENBDBEOATT/NAANODEEIZK 2T, FHL L nucleus
NYFN=23 0N TFNARAITFTAMENBRAZI T E2HBTD L ZHBMHLET, Thz
E1TTBIC1E. Greengrass nucleus IV R—FX 2 NZEET 7O ICEHDIMLENf Y ET, O
R—ZXVRNZEEEHDEVSZER, TOAVR—FXNOBEN—2a 02T 7O/KREICE
, AVAR—ZFMNORBBERICKELTEOIAVAR—FMEFNA AT 7O/ LBV EEE
KLET, AVAR—RMLIETREBHERZERI D HEOHMBICOVTE, "LIEOER, %
SRLTLSEEL,

RNOEKRESBLT, Fo2aveEF7O4KREICE I VT Greengrass nucleus IV R—X > NOE
MEECOVWTIEELET,

[7o<a] F7OAKRE nucleus M EHEE
F7O4Z2%ETRTIC. BEF F7'04 I Greengrass FLLVFNAL ALK, ¥X
OF7OA4HFR2R—=TY KNTD nucleus ZEEEHTLVEL TOOAVR—FNCET
E/IN—TICHLLVF/INA o MEHROBEHZR/LT
AZEMLET, nucleus D H{FF/NY FN—

I3VEA2AN=ILLET,

Greengrass nucleus M E 3 EE 376
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[70>3a]

F7O/ERETE T, B
OFTOAHE—4Y NED
EIIN—TEHLOF/NA
AEEMLET,

FLLWF7 04 ZER, HD
WEBFEOT70O4 ZBIEL
x93,

T7O4RE
704, AWS FiRiftT %
dVR—ZFhEdBEE
1 DEEEH, BV AWS
FRERMIBZIVR—FUBIC
WEFETDHAZLOVR—
x> b, £z& Greengrass
nucleus D HAR LT R—
XM EENET,

77°04 &, Greengrass
nucleus DHFE/N—> 3N
BESEFNATVETD,

7*7°04 & Greengrass
nucleus ZEESH TV

o

F7’O4 &, AWS N2t 9 3
i D St S 3 S
1 2EEEHR. HDL\E AWS
FRMETZDOAR—FU N
EFEITDHARLOR—
x> b, FizIE Greengrass
nucleus D HAR L2 R—
XKD EENET,

nucleus O EHEE

BEEDOT /N1 AIZIE. nucleus
DAAN=ILEni/N\—
JavaEHLEREA,

FLOLFNAAICERK, BES
N’z nucleus/ N\—>3a> A
JARN=ILZFET,

BEEDOT/NA AIZIE. nucleus
DAAN=ILEni/N\—
JavaEHLEREA,

IRXTOR—5Y NFINA A
ik, =Ty hDE/Y

=7 CEBMTBHL W/
AAZINTED, IXTO
AVR—ZBNIHEFREKRE
BEEROEHZ =T nucleus
DERFNY FIN—>23ar %A
JAR=ILZFET,

Greengrass nucleus O E# B

377
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[7o>32] 7704 ERE

mLLWF7 0494 Z2ER. B 77°04 &, Greengrass

WEBEEOT7 04 2EIEL nucleus D4FE/N—> 3 H"

EJCR EESEFNTLET,

OTA ERXDRAT

nucleus O EHEE

IRXTOE—=TY RFINA A
i, =Y DT/
L= EBmTBEHL VTN
AAZINTED, EESh
o nucleus N\—>3a>zA2
ARN=ILLZFERT,

OTAEHZERTITAICIE. nucleus AV R—FZ 2 RNEAVARN=INTEIN=2a 2807704

ZEHRLET,

AWS loT Greengrass Core Y 7 NI TZT72A AR =TS

AWS loT Greengrass Core YV 7 NJITTF7&T7 242 AN—=)LUT, Greengrass A7 7/N41 A&L T
FEALBVTFNAADNSY T NIITZHBRTEET, chSOFIEZFEAL T, RBELEAV A

N—ILEDOU—2TYTIBEETERT,

AWS loT Greengrass Core YV 7 NJITF&ETA2ARN=ILTBICE

1. Y7RDIT7ZIATLAY—EARELTRTIZHER. Y—ERZEFL, BEWL. SITHIER
FTRIRBENHYNET, ARL—TFTAVIIATAICELLEROINY REZRITLET,

Linux

1. B—ERXZFLLEXT,

sudo systemctl stop greengrass.service

2. Y—ERZEMILET,

sudo systemctl disable greengrass.service

3. ¥—ERZHIKRLET,

OTA EHDETT

378
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sudo rm /etc/systemd/system/greengrass.service

4, G—ERANHIBREATVD L ZRALET,

sudo systemctl daemon-reload && sudo systemctl reset-failed

Windows (Command Prompt)

(® Note
CNSOONYRZRITIZICE, EBELLTONY ROV T N ERITIILHE
AHYVET,

1. Y—ERXZFLELFT,

sc stop "greengrass"

2. Y—ERZEMILET,

sc config "greengrass" start=disabled

3. ¥—ERZHIKRLET,

sc delete '"greengrass"

4. FNARZBEBLEXT,

Windows (PowerShell)

@ Note
CNSNOONY RZRITTBICE, EEE PowerShell E LT ZERTITBRHEN H V)
x7.

1. ¥—ERZFLELET,

AWS IoT Greengrass Core YV 7 NI ITZTAVARN=ILTB 379
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Stop-Service -Name "greengrass"

2. Y—ERXZEMILET,

Set-Service -Name "greengrass" -Status stopped -StartupType disabled

3. H—ERZHIKRLET,

« PowerShell 6.0 AR DIBE :

Remove-Service -Name "greengrass" -Confirm:$false -Verbose

« 6.0 &V)HID PowerShell /N\—> 3> DiBaE :

Get-Item HKLM:\SYSTEM\CurrentControlSet\Services\greengrass | Remove-Item
-Force -Verbose

4. FNARZBEBLEXY,

2. FNAADSI—NT7 )X EEIBRLET, /greengrass/v2 £izld C:\greengrass\v2 &
L=R72LENONAIEEBRRIET,

Linux

sudo rm -rf /greengrass/v2
Windows (Command Prompt)

rmdir /s /q C:\greengrass\v2
Windows (PowerShell)

cmd.exe /c "rmdir /s /q C:\greengrass\v2"

3. AWS loT Greengrass Y —EAAN ST 7FNA AZHKRLET, COFIEICKY, IT7F/INA
ADAT—RABHRAN AWS VZ TR A SHIRENET, BUBROITF/V1 AIZ AWS loT
Greengrass Core YV 7RIV ITZBA VAN TE2FEDEERE. BT OFIEZETEHET
<EZEL,

« AWS loT Greengrass AV —)IASATTFNA AZHIBRTBICE. ROFIEZETLE
CB

AWS IoT Greengrass Core YV 7 NI ITZTAVARN=ILTB 380
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a. AWS loT Greengrass 1V —)LICBELE T,
b. [Core devices] (AT T/NAR) ZF#RLET,
c. HIRT2ATFNAARAZBIRLET,
d. [HIBR] ZiBIRLE T,
e. WRE—HI T, [[Delete] (HIBR) #BIRLET,

- HEMFEALTIOT7TFINA A%ZHEIKRT % IZIEAWS Command Line Interface.
DeleteCoreDevice AR L —2 3> ZFEHALET, XOIAX RZETL., 2AT7FN1 A
DB BIMyGreengrassCorelCBERZAE T,

aws greengrassv2 delete-core-device --core-device-thing-name MyGreengrassCore

AWS loT Greengrass Core Y 7NV ITZT A 2VAN—=ILTSD 381


https://console.aws.amazon.com/greengrass
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DeleteCoreDevice.html
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AWS loT Greengrass V2 OF1—KUTFIL

ROFI—KRIUTFILZETETLT, AWS loT Greengrass V2 E FDHEEIC DWVWTEBTEE T,

ReEY D

s FA—KDTII:OAVAR—ZFXNOEHZLE T S Greengrass AVAR—F N ZHAKTS
e F1—rUTZII:MQTT REATO—HNL loT FNAARAERYEY TS

« F1—NK"')7F)L: SageMaker Edge Manager M) Bi#8 )5 7%

« F1—KVUTJL: TensorFlow Lite ZEALTH U TINAX—D5BHEREERITITS

o« Fa1—RK!)F)L: TensorFlow Lite ZFRAL THAXTHASOEKRICKRL TH T I BG D Eitim%E X
1795

FIA1—KNUFTI: AVKR—F 2 NOEFHZLEH T S Greengrass ]
VIR—FXNZERARTS

COF1—NUTLERTEBHE, overthear #7004/ DEHEERT DAV R—2> NEBRT
EET, FAAACEFETTOMTBEELD, ROESEEHCESVIEHFEESCDBEN &
LaBarsyET.

« FNAADNY FU—BBHFDE,

« FNA AN TEBVTOERA T ITERTHTH D,

« FNAADA Y B—%Y NEBHFHBREATVSA, JAREL

® Note
OVR—% MNelk, AWS IoT Greengrass A7 7F/NA ATERTENDY T RNIITE
21—)TY, AVR—ZIRVNeFERATRE, BT 7TVT—>a z@R0ELT 1>
700 ELTHERLEBTDENTE, Greengrass A7 TN/ ABTHINATD L
FTEETD,

COFI—KUTILTE., ATOEXZFTVET,

JVR—ZFV NOEFHZER TS Greengrass IV R—2 NEFHRT S 382
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1. Greengrass Development Kit CLI (GDK CLI) ZF3AIE1—XICA AR =) LET, GDK
CLI &, DARLGreengrass AV R—F 2 NORARICKI DM ZRMLET,

2. A7 FNAAONY FILRIALEWNMEZTE LTI, OIVR—FMD
EHZLEHT S HelloWorld AV AR—Z > M Z2BARLET, COIVR—FUH
l&. SubscribeToComponentUpdateslPC AL —> a2 FHLTEHRBHNZ Y T RAIZ47L
9, BHEZETRE, NV TUREBHFHAZIAXTAELZLEVEIRYEWVAES N EER
LET. NYTU—RBRENLEVEZTE> TWSHEE, DeferComponentUpdatelPC AR L —
A aEFEALTEHRZ IO MEEHLET, cOIAVR—F NE, GDKCLI ZEAL THHR
AOE1I—Z2THRELET,

(@ Note
COAVR—FVNE, EBONY TV ZERITZHIC. AT TFNAATERLET 7
ANDPSNYTULRILEZEFHIBYET, TOLD, COFI—RNITILENYTFTUOKE
WIAT7FNAATERTTEET,
3. ZOAVR—F2 N%& AWS loT Greengrass Y —ERIC/NT VY2 LET,

4., COAVR—FBZE, AWS VTR APSTANEETRD Greengrass A7 F/INA AICF7°O4
LET, R, AT7TFNAAORBNYFTVILRILZZEEL, BloF704 &#ERKLT, NvTF
DLARIABEVEZICOTFNA AN EFHZEHTIEFEHERLET,

SOFI—RUTILIE20~30 EELET,
Bl RR SR A

COFI-—KNITINERETIBRICE, LTARETT,

s AWSTHIU he PHIVREBHEETHREVWEERE, TAWST7HI N DEYRNTYT ) %5
BLTSEZW,

- BEEEWER %3F D AWS Identity and Access Management (IAM) 1 —H—,

c A2 —FY NEHRNTBER Greengrass A7 T/NA Ao AT TNA ADBREREZDOFMIZOVWT
(&. TAWS loT Greengrass A7 FNA AZ Y NT Y7321 ZSRLUTLKEEL,
« FNAALEDTNTOIL—H—IZ Python 3.6 AEA" 1V AR—=)LENTHY), PATH REEHK

ICEMENTWS C &, Windows DIFEE, TXTOIL—H—IZx L T Python Launcher for
Windows Z2F ¥ —A"1 2 AR =)L NhTVRHUENFHVET,

383


https://www.python.org/downloads/
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/A Important

Windows Tl&, 77 # )L N Tk Python A I XTOI1—H—ICA 2 AM—I)ILEhFEE
ho Python ZA 2V AR—)ITBEEIZRK, 1 VAR —ILZEAARIIALAAL T, AWS loT
Greengrass Core Y 7 R I FH Python AV VT R ERITTBDRSICEETIHEN
HYET, EEARWRF, 57 14H)N Python 1 > AN—FZ2FEATRIHESICIEFE. RDE
EZITVET,

1. Install launcher for all users (recommended) (IXTDI1—HY—ICTZFv¥—Z1 >
ARN=IT2 HR) 2BRLET,

Customize installation ZZ#RL £,

ZIBRLUEX T, o Next

Install for all users ZZ#IRL E£T,

Add Python to environment variables Z1#RL £ 7,

[Install] (4 > AKR—)L) ZZEIRL ET,

o a0 kw0 N

FMICOVWTIE, "Python3 RF 1 X K~y @ "Windows T Python ZEFA 3%, 22
BLTLSEZL,

e AR —ZY NIEEHE N Windows, macOS, £k Unix DS ABEXAIE1—4,
« Python 3.6 UEAREIELI—-RIZA 2 AR—ILEhTVWA &,
. Gt ABRIVEI—RICAYAR—LEnTVB L,

-« BRI E1—4I(Z AWS Command Line Interface (AWS CLI) "4 A R—=I)ILEhTH), B
SHMEMAREENTVWA &, FMICOWTIE., TAWS Command Line Interface 1—H—74 4
Ry @ TAWSCLI DA AR—=), B, oA AR—)L, & TAWSCLI OFRE, B#SRL
TLEEL,

® Note

Raspberry Pi £72(2 510 32 EY N ARM /N4 A& AT 55HEE. AWS CLI

VI AWSCLI ZA 2 AR=)ILLET, V2F 32EY N ARM FNA ATRAATERE
Ao FHEMICDOVTE, TAWSCLIN=232V1DOAAR—I), B, BRTET A
A=)l ZZRLTLEE,
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https://docs.python.org/3/using/windows.html
https://www.python.org/downloads/
https://git-scm.com/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv1.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv1.html
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AT Y 7 1: Greengrass DevelopmentKit CLI 24 > A K—JL T3

Greengrass Development Kit CLI (GDK CLI) &, A& A Greengrass 1V R—F > NORARKICHE
MOMBEZERMUET, GDKCLI ZFEAL T, HARAZALADVR—FV NEER, ELRBRT/NT
)Yy 1TEZET,

GDKCLI ZRHREIVEI—RICA VAR =)L TVEVWERR., KOFIEZRITLTAVAR=I
LET,

GDKCLI OEHN—232 A2V AN—ILTD

1. BRIOVE1I—R2TROIONY RZRTL T, GitHubJRZ K1) A5 GDK CLI O &#/N\— 3
EAVARM=ILLET,

python3 -m pip install -U git+https://github.com/aws-greengrass/aws-greengrass-gdk-
cli.gitevl.6.2

2. GDKCLIAEEICAVAR=IEhEEEZHETAICIE. ROOAX REEZTLET,

gdk --help

gdk AN RAFRDASBWERE, ON ROT7# )% PATH ICEML TS EE L,

* Linux /N4 AT, /home/MyUser/.local/bin% PATH (ZEML., Z1—%—0OF
BIMyUseriCBEZ]AE T,

« Windows 7*/\1/ ATk, PATH PythonPath\\Scriptslc ZEtmL., ZFNA1AL®D
Python 7 # LAAND/NAPythonPathl_BE#|AET,

ATY7 2. BHMEERIZ AV R—FRNEHAKTS

cOtEo>arTcRk, A7FNAAONY FTULRILY, AVR—NZEF7O/4LEEE
RELELEWVMEZTE D LEEIIC, AVAR—FX NOEFHEZLEH T S Hello World I 7R—
X N%Z Python THHELET. COIVR—F2 NTIE. AWS loT Device SDK v2 for Python
O7O0tABBE (IPC) 12 —T7 I A A%ZFEALET, SubscribeToComponentUpdates IPC
ARL—23 0z FEALT, A7 FNAANF 7O ZZELLEEEICBHMZZ TRV E T, X
=, DeferComponentUpdatelPC AXRL—>a>&#FEAL T, FNAL1AONY TU—=LAXRILICETY
TEHMEEPERCFAERBLET,
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https://github.com/aws-greengrass/aws-greengrass-gdk-cli
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EHEMEE TS HelloWorld A7R—ZX > NEBEXETBICIE

1. ARIAVE1—2LEIE, AVR—FKMOVY—-AO—RAOT7 A )NAZERKLET,

mkdir com.example.BatteryAwareHelloWorld
cd com.example.BatteryAwareHelloWorld

2. TF¥FARNIF1R2%ZHEAHL T gdk-config.json EVWSBRDO T 7ML EERKLET, GDK
CLI I& gdk-config.json EWS B MO GDKCLIFFETZ7 7AIIASHEMMAL LT, IVKR—X
VREELRBITENTIYSIALET, COBREZ77ANEGE. JVR—FXKNTHLEDIL—
NCHYET,

BIZIE, Linux R—ADTATATE, XOON RZZETL, GNUnano 2 EHLT7 74
BIERTZEET,

nano gdk-config.json

RDISON 27 7ANICOE—-LET,

s Amazon ZBPDABICEETRAET,

e us-west-2 & AT FINAANBEL TVWBIBFRTHD AWS -3 ICEEHAE
T, GDKCLIACOOAVR—ZFRNEZOAWS U—>3 > N7 UV a2 ULET,

« BERATS SINTY NTLT 1Y U Agreengrass-component-artifactsiciBEE
BAFET, GDKCLI ZFALTOAVAR—X > NZ2FATSHE, GDKCLI EOVR—%
ROBRRYE, CDOE, AWS =232 BRUOBTOAWS 7HINID A5
BENDBEEFDOSINTY M, XKOT7#—XX Y NEFALTTFY7O—RLET:
bucketPrefix-region-accountlId,

flZ . greengrass-component-artifacts 8 kU us-west-2 ZEEL. AWS 7H
7> N ID A" 123456789012 M54, GDK CLI [& greengrass-component-artifacts-
us-west-2-123456789012 £t WS HEID S3NTY hZEAL X,

{
"component": {
"com.example.BatteryAwareHelloWorld": {

"author": "Amazon",
"version": "NEXT_PATCH",
"build": {
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"build_system" : "zip

1,

"publish": {
"region": "us-west-2",
"bucket": "greengrass-component-artifacts"

}

}
1,

"gdk_version": "1.0.0"

}

RE77ANE, UATZEELXRT,

« GDK CLI A" Greengrass 1>7/R—% > N % AWS loT Greengrass 727 R —ERIZ/NT
)y 19BBICERTSH/N—23 2, NEXT_PATCH [&. AWS loT Greengrass 72 R
H—EATHARRERHN -3 20RONYFN—23 2 2BRIBDKISICEELE
¥, AVR—F> MZ AWS loT Greengrass 727 RY—EAON—=2a AR EBZVES
k. GDKCLIZ 1.0.0 ZFEHLF 9,

s AVR—=ZFXVRNOEINRZ AT L, zipEI R AT LZERL I2%HE. GDKCLI EO~>
R—RVRDY—RZZIP 77 ANCNYT—=2 LT, AVR—FXNOE—OT—T 1
77U0RMCILET,

» GDK CLI #" Greengrass AV R—FX > RENT U Y2 13 BG5MERD AWS V=232,

+ GDKCLI AV K—ZY ROT—F 477 9 h2F v 70— KT BBAERS S3/NTY b
NDTLT74YIR,

3. FFANIFAREFEALT, main.py EVSHADT FALLIAVR—F MDY —AT—

REERL KT,

BIZIE, Linux R—ADZATATIE, ROOI> RZEITL., GNUnano ZFHALT7 71
BIERTZEET,

nano main.py

77 4 LIZR® Python I— k&EIE—LE T,

import json
import os
import sys
import time
import traceback
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from pathlib import Path
from awsiot.greengrasscoreipc.clientv2 import GreengrassCoreIPCClientV2

HELLO_WORLD_PRINT_INTERVAL = 15 # Seconds
DEFER_COMPONENT_UPDATE_INTERVAL = 30 * 1000 # Milliseconds

class BatteryAwareHelloWorldPrinter():
def __init_ (self, ipc_client: GreengrassCoreIPCClientV2, battery_file_path:
Path, battery_threshold: float):
self.battery_file_path = battery_file_path
self.battery_threshold = battery_threshold
self.ipc_client = ipc_client
self.subscription_operation = None

def on_component_update_event(self, event):
try:
if event.pre_update_event is not None:
if self.is_battery_below_threshold():
self.defer_update(event.pre_update_event.deployment_id)
print('Deferred update for deployment %s' %
event.pre_update_event.deployment_id)
else:
self.acknowledge_update(
event.pre_update_event.deployment_id)
print('Acknowledged update for deployment %s' %
event.pre_update_event.deployment_id)
elif event.post_update_event is not None:
print('Applied update for deployment')
except:
traceback.print_exc()

def subscribe_to_component_updates(self):
if self.subscription_operation == None:
# SubscribeToComponentUpdates returns a tuple with the response and the
operation.
_, self.subscription_operation =
self.ipc_client.subscribe_to_component_updates(
on_stream_event=self.on_component_update_event)

def close_subscription(self):
if self.subscription_operation is not None:
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self.subscription_operation.close()
self.subscription_operation = None

def defer_update(self, deployment_id):
self.ipc_client.defer_component_update(
deployment_id=deployment_id,
recheck_after_ms=DEFER_COMPONENT_UPDATE_INTERVAL)

def acknowledge_update(self, deployment_id):
# Specify recheck_after_ms=0 to acknowledge a component update.
self.ipc_client.defer_component_update(
deployment_id=deployment_id, recheck_after_ms=0)

def is_battery_below_threshold(self):
return self.get_battery_level() < self.battery_threshold

def get_battery_level(self):
# Read the battery level from the virtual battery level file.
with self.battery_file_path.open('r') as f:
data = json.load(f)
return float(data['battery_level'])

def print_message(self):
message = 'Hello, World!'
if self.is_battery_below_threshold():
message += ' Battery level (%d) is below threshold (%d), so the
component will defer updates' % (
self.get_battery_level(), self.battery_threshold)
else:
message += ' Battery level (%d) is above threshold (%d), so the
component will acknowledge updates' % (
self.get_battery_level(), self.battery_threshold)
print(message)

def main():
# Read the battery threshold and virtual battery file path from command-line
args.

args = sys.argv[l:]

battery_threshold = float(args[0])

battery_file_path Path(args[1])

print('Reading battery level from %s and deferring updates when below %d' % (

str(battery_file_path), battery_threshold))
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try:
# Create an IPC client and a Hello World printer that defers component
updates.
ipc_client = GreengrassCoreIPCClientV2()
hello_world_printer = BatteryAwareHelloWorldPrinter(
ipc_client, battery_file_path, battery_threshold)
hello_world_printer.subscribe_to_component_updates()
try:
# Keep the main thread alive, or the process will exit.
while True:
hello_world_printer.print_message()
time.sleep(HELLO_WORLD_PRINT_INTERVAL)
except InterruptedError:
print('Subscription interrupted')
hello_world_printer.close_subscription()
except Exception:
print('Exception occurred', file=sys.stderr)
traceback.print_exc()
exit(1)

if __name__ == '__main__"':
main()

@ Python 77— 3 FREXRITLET,

BTOATTFNAATHERTBRBNY TILARILTI7AIUAS, AT TFINAAONY TULAN
LWEFRAIBWET, CORBNYTU—LRLITT7AIILNBGREONY TU—ZE ML TVB I
O, N FV—0OBRWITFNAATEZDOF1I—NITIZETTEERT,

KYFUOLEWMEE, FENYFULARLT 7 AAADNACHTDIATY KRS (2 3I%%E
HAIMY ET. IR—F b recipe . BENSX—KIETVTIASOATY KT
VBMERET DS, AVR—F Y NEFTOATBLEEC NS OERARRIIAXTE
£,

AWS loT Device SDK v2 for Python TIPC 224 F7> N V2 ZERAL T, AWS loT
Greengrass Core V7 RV I T EBELET. FAVDPFILDIPCOZA T MEBL
T.IPCOZAT RN V2T &, DAZRALADVR—FZ2NTIPCZERATHHICERT I
ENHA I1—ROENFE>TVET,

SubscribeToComponentUpdates IPC AR L —> 3> 2FEALTEHRENE YT RIS A
7UET, AWS loT Greengrass Core Y 7 NJI 7k, 7704 D& ICBHANZEEL
£, AVAR—ZFUNE, BHEZEITHLTICAOEHREFCELET., BANFSED
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F7OA4ICETRENTHDEE. IVR—FKNENYTUERENLEWMELRYEVA
ESHZERBRBLET,. NYTFTU—RERENLEVMEZTE>TWDEES, JVR—FXVNE
DeferComponentUpdate IPC AR L —> 3> ZFRAL TE#HZ 30 WEEHLET, Tl
O, NYTURENLEWMEZTE > TVEVESICKEK., AVR—XNIEFHZAFEL, B
MABITENET,

def on_component_update_event(self, event):
try:
if event.pre_update_event is not None:
if self.is_battery_below_threshold():
self.defer_update(event.pre_update_event.deployment_id)
print('Deferred update for deployment %s' %
event.pre_update_event.deployment_id)
else:
self.acknowledge_update(
event.pre_update_event.deployment_id)
print('Acknowledged update for deployment %s' %
event.pre_update_event.deployment_id)
elif event.post_update_event is not None:
print('Applied update for deployment')
except:
traceback.print_exc()

(® Note

AWS loT Greengrass Core V7 RV I Pk, O—AIF7O4ICET 2 EHBAIEIE
ELAHEVESD, 2OV KR—F Nk AWS loT Greengrass 757 RY—E A& fF 2
TF7O04LTCTANLET,

4., THFANMNIF14ZEFEHL T, recipe.json £i Wk recipe.yaml EVSBE DT 7 A I)LIC
O2KR—F>2 b recipe ZHERKLET. JR—F Mrecipe l&. IVR—FKMOXRTF—
R, FIAINREBRENTXA—=2, TSV RNTA—=LICBEOZATHAIOINAIUT N E2ERZL
7,

JSON

BIZIE, Linux R—ADZATATIE, XOON RZETL. GNUnano 2L T7 7
1IN EERTEEXT,
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nano recipe.json

RDISON 27 7ANICOE—-LET,

"RecipeFormatVersion": "2020-01-25",
"ComponentName": "COMPONENT_NAME",
"ComponentVersion": "COMPONENT_VERSION",
"ComponentDescription": "This Hello World component defers updates when the
battery level is below a threshold.",
"ComponentPublisher": "COMPONENT_AUTHOR",
"ComponentConfiguration": {
"DefaultConfiguration": {
"BatteryThreshold": 50,
"LinuxBatteryFilePath": "/home/ggc_user/virtual_battery.json",
"WindowsBatteryFilePath": "C:\\Users\\ggc_user\\virtual_battery.json"

}
1,
"Manifests": [
{
"Platform": {
"os": "linux"
b

"Lifecycle": {
"install": "python3 -m pip install --user awsiotsdk --upgrade",
" "python3 -u {artifacts:decompressedPath}/
com.example.BatteryAwareHelloWorld/main.py \"{configuration:/BatteryThreshold}\"
\"{configuration:/LinuxBatteryFilePath}\""
b
"Artifacts": [
{
"Uri": "s3://BUCKET_NAME/COMPONENT_NAME/COMPONENT_VERSION/
com.example.BatteryAwareHelloWorld.zip",
"Unarchive": "ZIP"

run-:

]
Iy

{
"Platform": {

os": "windows"

iy
"Lifecycle": {
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"install": "py -3 -m pip install --user awsiotsdk --upgrade",
"run": "py -3 -u {artifacts:decompressedPath}/
com.example.BatteryAwareHelloWorld/main.py \"{configuration:/BatteryThreshold}\"
\"{configuration:/WindowsBatteryFilePath}\""
},
"Artifacts": [

{
"Uri": "s3://BUCKET_NAME/COMPONENT_NAME/COMPONENT_VERSION/

com.example.BatteryAwareHelloWorld.zip",
"Unarchive": "ZIP"

YAML

BIZIE, Linux R—ADTATATIE, XOON RZZETL,. GNUnano 2 EFHLT7 7
1IN EERTEEXT,

nano recipe.yaml

77A4NICRD YAML Z20E—L XY,

RecipeFormatVersion: "2020-01-25"
ComponentName: "COMPONENT_NAME"
ComponentVersion: "COMPONENT_VERSION"
ComponentDescription: "This Hello World component defers updates when the
battery level is below a threshold."
ComponentPublisher: "COMPONENT_AUTHOR"
ComponentConfiguration:
DefaultConfiguration:
BatteryThreshold: 50
LinuxBatteryFilePath: "/home/ggc_user/virtual_battery.json"
WindowsBatteryFilePath: "C:\\Users\\ggc_user\\virtual_battery.json"
Manifests:
- Platform:
os: linux
Lifecycle:
install: python3 -m pip install --user awsiotsdk --upgrade
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run: python3 -u {artifacts:decompressedPath}/
com.example.BatteryAwareHelloWorld/main.py "{configuration:/BatteryThreshold}"
"{configuration:/LinuxBatteryFilePath}"
Artifacts:
- Uri: "s3://BUCKET_NAME/COMPONENT_NAME/COMPONENT_VERSION/
com.example.BatteryAwareHelloWorld.zip"
Unarchive: ZIP
- Platform:
0s: windows
Lifecycle:
install: py -3 -m pip install --user awsiotsdk --upgrade
run: py -3 -u {artifacts:decompressedPath}/
com.example.BatteryAwareHelloWorld/main.py "{configuration:/BatteryThreshold}"
"{configuration:/WindowsBatteryFilePath}"
Artifacts:
- Uri: "s3://BUCKET_NAME/COMPONENT_NAME/COMPONENT_VERSION/
com.example.BatteryAwareHelloWorld.zip"
Unarchive: ZIP

O recipe FUATZEELE T,

« NYTFTUDOLEWE, Linux A7 F/INAADRENY TVT7AINA, & &KV Windows T
TTENARAOBRBNY TV TT7AINNAICHTED T T A I RRE/NT X —Z,

« AWS loT Device SDK v2 for Python O&#/N—> 32242 AM—I)LTF B install Z4 7%
19N,

« main.py TPython 77V —23>2RTID run 5479140,

« COMPONENT_NAME & & TF COMPONENT_VERSION &M 7L —AKRIL A, GDK CLI A"
R—F Nrecipe ZBETHELEICCOBEREZEEBRAET,

2 R—= N recipe OFMIC DOV TIE, TAWS loT Greengrass A R—ZF 2 KL ED!)
J77L2A1 Z2RLTLKEZL,

ATFY 7 3 dVR—=> N%& AWS loT Greengrass H—E ZAIZ/N T v
~1UE T,
cOtU23a> T, HelloWorld 1>7/R—=%> ~k%& AWS loT Greengrass 777 R —EAIC/\

FUv2aLEF, IVR—F2 M AWS loT Greengrass 7570 RY—EATHHATED LS I
BokEEIC, A7FNAARICT7OC4TEERET, GDKCLI ZFEAL T, BRIV E1I—2H S AWS

AF Y7 3 dVR—%> M% AWS loT Greengrass Y —E RIC/NT VY1 LET, 394
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loT Greengrass 7 2 RY—ERICOIVR—NENT VY221 LET, GDKCLI A, 1—H—
ICRD>TOAVR—F MDD recipe E7—TA 770 K2TY7O—RLET,

Hello World 1>7/R—% > K% AWS loT Greengrass Y —ERAICNT U Y2133 (L&

1. GDKCLIZFRALTAROIAN RZEFTL, AVAR—ZFUNEBELET, IV R—FNE
JJRON R (&, GDKCLIFREZ77AIIICETVT, recipe E7—F 1 77O RN EERLE
T, COTOEATE, GDKCLI A, AVAR—FXRDY—ATD—RAFEENDZIP 774
ZERLET,

gdk component build
ROBIICRTRIBXAY E—DHFRRENET,

[2022-04-28 11:20:16] INFO - Getting project configuration from gdk-config.json
[2022-04-28 11:20:16] INFO - Found component recipe file 'recipe.yaml' in the
project directory.

[2022-04-28 11:20:16] INFO - Building the component
'com.example.BatteryAwareHelloWorld' with the given project configuration.
[2022-04-28 11:20:16] INFO - Using 'zip' build system to build the component.
[2022-04-28 11:20:16] WARNING - This component is identified as using 'zip' build
system. If this is incorrect, please exit and specify custom build command in the
'gdk-config.json’.

[2022-04-28 11:20:16] INFO - Zipping source code files of the component.
[2022-04-28 11:20:16] INFO - Copying over the build artifacts to the greengrass
component artifacts build folder.

[2022-04-28 11:20:16] INFO - Updating artifact URIs in the recipe.

[2022-04-28 11:20:16] INFO - Creating component recipe in 'C:\Users\finthomp

\greengrassv2\com.example.BatteryAwareHelloWorld\greengrass-build\recipes"'.

2. ROOY REETLT, AWS loT Greengrass ¥ 5 RH—ERICOAVR—F NE/NT
J)y2aLEdT, AVAKR—FRNTUYS 21X RIEFE, S3SNATY NMZOAVR—FZROD
ZP 77ANDT—FT 47799 RKET7Y7O—RLET, TOE, JVR—F2 I recipe AD
ZIP 774)L® S3URI ZFF L. recipe & AWS loT Greengrass H—E AICT7Y 7O— KL
£9, O, GDKCLI (&, HelloWorld A>AR—FX2 RO ED/N—2 3 AT TIC AWS loT
Greengrass 727 RY—EATRMENTVEIALEZERL, TON—23 2 0KRONY FN—
DAVERBIRTEDRSICLET, IVR—FXMEEBZVEHEIE, GDKCLIE 1.0.0 /N—
>arveEFEALET,

gdk component publish
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ROBICRTESBXY E—IHFRRENET, HHICKE, GDKCLI AMERL IV K—%
NON—T I VA RENET,

[2022-04-28 11:20:29] INFO
[2022-04-28 11:20:29] INFO
project directory.
[2022-04-28 11:20:29] INFO

credentials

[2022-04-28 11:20:30] INFO No private version of the component
'com.example.BatteryAwareHelloWorld' exist in the account. Using '1.0.0' as the
next version to create.

[2022-04-28 11:20:30] INFO - Publishing the component
'com.example.BatteryAwareHelloWorld' with the given project configuration.
[2022-04-28 11:20:30] INFO - Uploading the component built artifacts to s3 bucket.
[2022-04-28 11:20:30] INFO - Uploading component artifacts to S3

bucket: greengrass-component-artifacts-us-west-2-123456789012. If this is your
first time using this bucket, add the 's3:GetObject' permission to each core
device's token exchange role to allow it to download the component artifacts. For
more information, see https://docs.aws.amazon.com/greengrass/v2/developerguide/

device-service-role.html.

[2022-04-28 11:20:30] INFO - Not creating an artifacts bucket as it already exists.
[2022-04-28 11:20:30] INFO - Updating the component recipe
com.example.BatteryAwareHelloWorld-1.0.0.

[2022-04-28 11:20:31] INFO - Creating a new greengrass component
com.example.BatteryAwareHelloWorld-1.0.0

[2022-04-28 11:20:31] INFO - Created private version '1.0.0' of the component in
the account. 'com.example.BatteryAwareHelloWorld"'.

Getting project configuration from gdk-config.json
Found component recipe file 'recipe.yaml' in the

Found credentials in shared credentials file: ~/.aws/

3. SAINTYRBEEAASOAE—LET, REELE, CONTY v BgZFEALT, A7 FNAAY
CONTY NASAVR—FXVNTF—T4T77ORMEX D O—RTEDERSICLET,

4., (A7>3a>)A2KR—=F2 % AWS loT Greengrass AV —J)LEFERL T, EEICTY 70—
REehicezBRELET, UTOREZETLETD,

a. AWS loT Greengrass AV —IILOFES—2 3> XZ1—T, [Components] (J>R—=
VN ZERLET,

b. [Components] (A~ R—F> K) R— T, [My components] (XA AVR—FK2K) 2T %
IR L. XIZ com.example.BatteryAwareHelloWorld Zi#iR L £,

COR—=DIZEE, AVR—FK2 MDD recipe &, AVR—XVNIETHEOMHOFEHRN &
RENFET,
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5. AT TFNAARN SANTY NAQOAVR—FRKNTFT—TAT7IORNITIOEARATD I ZHFAL
£

AT TINA A, AWS loT EXRVEY X AWS T RAOOJEEZAEICTSH T TN
AAIAMO—)ILZBELTVERY, COFNAAO-NRK, F7FILRTRESINTY hADT
JEAZHALABVEYS, AT FNAANF S3NTY RASAVR—RNTFT—T1 77O N%E

MBTEBRLSICTRIRU—ZERLT, PRYFIDIHLENHYET,

TFNAAOO=IILT SINTY MADOT IV EANBRICHATENTVRHEER., CORTYT %
ERTEXRT, TOSTHVBER, RICRTHET, TOVEAZHTTS IAMAKRY S —ZER
L. O=ILIET7EZYFLET,

a. [IAM console] (IAM OV —)L) FES— 32 XZ1—T, [Policies] ((R1) > —) Zi&R
L. [Create policy] (R > —DERK) ZZBIRLEXT,

b. JSONZ7 T, Z’L—AKRILNA—07VEUTORII—ICBEMRAE
9., greengrass-component-artifacts-us-west-2-123456789012 %, GDK CLI
AAVR—FRVKNOFT—FT477ORNETY7TO—-—RLESINTY NOBHICEE]RE
ER

iz, GDK CLI ME&E 7 7 1 )L T greengrass-component-artifacts & &
us-west-2 ZIEEL. AWS 7HU > KN ID A" 123456789012 D355, GDK CLI &
greengrass-component-artifacts-us-west-2-123456789012 £ WS H/® S3 /\
TYRNEERALEXT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": "arn:aws:s3:::greengrass-component-artifacts-us-
west-2-123456789012/*"
}
]
}

c. [RN\1Z20JUYOL&EY,
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d.

RU—0OF#E >3] T, [BE] I
"MyGreengrassV2ComponentArtifactPolicy, EAHLLE T,

[RU>—DOEK] 2BRLET,

[IAM console] IAM A2V =)L) FET =32 XZ1—T, [Role] (A=) Z0Vv Y

L. O7FNAAOO-I)OBFZRIRLET, cOO—)LBAE. AWS loT Greengrass
Core VI RDITHEAVARN=ILELEEILEELEENTY, BHZEEL TVWEVIE
&. 7 %)L NT GreengrassV2TokenExchangeRole N"BREENE T,

[Permissions] (7 7 2 A ) 27 &iBR L. [Add permissions] (7 7 AR DB M) %%
IRL TAH S, [Attach policies] (R > —OR{T) ZBIRLE T,

(7O EAFTOEM R—2 T, ERLE
MyGreengrassV2ComponentArtifactPolicy RUZ—DHEICHDF IV IRY VA%
BIRL, [TOEAFTOEM Z2FRLET,

ATYT 4 FINAALETAVR—F M ZTF7AO4LTTARNT D

coto>arTlR, AR RNZATTFNAALCTF7O4LT, TOHEZTANLET,
TTFNAATR, EBRONY T —ZEBIDREBNYTIULRILT 7L ZEKLET, RIC, B
O7F704 %KL, AT7TFNAALOOAVR—F2 RO 77 A ) 28#BL T, AVKR—FX2 KD
EMOERE AT 2 HEBLET,

EHEEH TS HelloWorld AR—ZX>2 N ETF7OALTTARNT DI

1.

TEFANIFARZEALT, RENYTULRILTI7AINEZERLET. COT7 7 A ILIEEE
ONYFTI—ZRBLTLERT,

« Linux A7 F/NM4 ADH &k, /home/ggc_user/virtual_battery.json EVSZHEID

774N EERLET, sudo DERTTFARITARERTLET,

« Windows 7 F/N1 ADFEE k., C:\Users\ggc_user\virtual_battery.json &W5

BHDT7ANEERLET, EEEELELTTFARNITFARERTLET,

BIZE, Linux R—ADZ AT AT, ROON RZXEITL, GNUnano ZFALT7 74
ZERTEERT,

sudo nano /home/ggc_user/virtual_battery.json

RDISON 27 7ANICOAE—L KT,
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"battery_level": 50

2. HelloWorld AYR—ZXY hZ2AT7TFNAALT7OCMLET, UTOBREZERTLET,

a.

AWS loT Greengrass AV =) OFES—2 3> XZ1—T, [Components] (> R—XF
) ZBRUET,

[Components] (A R—F > M) R—T T, [My components] (X4 AVR—F 2 N) 2T %
EIR L. XIZ com.example.BatteryAwareHelloWorld Zi#iR L £9,

com.example.BatteryAwareHelloWorld XK—= T, [Deploy] (Z7'04) ZiBIRL £,

[Add to deployment] (Z*7°'OA ICiBfN) T, HETIT2REFEOF7O04 ZBIRTSH, FHLL
F7 04 %ERT D EZBIRL T, [Next] (&N) ZiBIRLET,

HLLWFTO/ OEREERLEEE, FTOCMDKX—5Y NIATFNA AELRE
JIN—=T7&BIRLUET, UKRD N D [Specify target] (X—4'Y NEIEBE) R—

@ . [Deploymenttarget] (X—%"Y hOF7OA) T, AT TFNAAEERGE/JIL—T%&
RU. [Next] (RN) ZBIRLE T,

[Select components] (O FR—F > N&EBIR) R—2

T. com.example.BatteryAwareHelloWorld > 7/R—% > R BIREnTVD & 2R

L. [Next] (R) ZiBIRL &I,

[Configure components] (A R—F > N ZEERE) R—D
T. com.example.BatteryAwareHelloWorld Z3&RL =5, KXOREZTVET,

i. [Configure component] (A R—F%> NEFRE) ZIBIRLE T,

ii. [com.example.BatteryAwareHelloWorld DE&E] E—X IO [REDEFH] DT ICH B
[N—C9BRE]IC. ROBREEFHMEZALLET,

{
"BatteryThreshold": 70

}

jii. [Confirm] (FE&R) Zi#IRL TE—HIILZBAL. XIC [Next] R) ZiBIRLE T,
[Confirm advanced settings] (F#EXE D #FE) R—Z A D [Deployment policies] (7*7° 04
RV —) 9> 32ICH S [Component update policy] (A AR—F> NOEFHRI S —)
T. [Notify components] (A R—F > NMIBH) NMBIRENTVWB L EZBERLET,
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FLLWTF7O4ZERTSEEICICE. [Notify components] (I R—% > NZEA) AT
7AIRTRIRENTVET,

i. [Review]| R—T T, [F7O/] #BRLET,

TF7OA BRI AN BEENBYIET,

3. AWS loT Greengrass Core Y 7 hD I 7k, AVAR—ZFN7OELAN S OEZEELE S % logs
72 NA0oO7 774 NRELET, ROOX RZREITL. HelloWorld AV R—F>2 Y
KITEh, AT—RAXYE—IHNFRRENDEZBERELET,

Linux or Unix

sudo tail -f /greengrass/v2/logs/com.example.BatteryAwareHelloWorld.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\com.example.BatteryAwareHelloWorld.log
PowerShell

gc C:\greengrass\v2\logs\com.example.BatteryAwareHelloWorld.log -Tail 10 -Wait

ROBICRTRESIBXY E—IHARTRENET,

Hello, World! Battery level (50) is below threshold (70), so the component will
defer updates.

® Note

T7AIMNFFELBEVEES, F7OMNFEEZTLTVEVAIESENHY T,
774N 0 BUNICRTENBEVEEE, 7O/ KBLTVD ARERN S
WET, chik, A7FNAAICSINTY "ASOAVR—FZNOT—FT4T7
ORNEZ O O—RIZDERIFBVBEREICRKELET, AOANY REETL

T. AWS loT Greengrass Core V7 R I 70O 774\ Z2HRBLET, cOT7A
L&, Greengrass A7 FINA ADF7OA4H—EAASOOTNFEENET,
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Linux or Unix
sudo tail -f /greengrass/v2/logs/greengrass.log
Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\greengrass.log

type ANV RE., 7740V TV ZRRICEERAHKRET T, cOIONT RZE
BERITLT, 77MIAOEEZRRL TSEEL,

PowerShell

gc C:\greengrass\v2\logs\greengrass.log -Tail 10 -Wait

4, AT TNAAANOFHFLWF7OA4ZERL, AVR—ZF MNFEHEZEHRL TWVWD L 2T
XTI, UTOREZRITLET,

a. AWS loT Greengrass 1Y —)LOFES—> 3> XZ1—T, [Deployments] (F7'01)
ZEBRLET,

b. BIOARTY 7T, FERLED. BELEF7O/4EBIRLET,

c. [deployment] (F7°04) RXR—Z T, [Revise] (f&1IE) Z&IRL £9,

d. [Revise deployment] (7*7' 04 O X&) E—H LT, [Revise deployment] (7*7°0 1 D HET)
ZEBRLET,

e. TNETNODATY 7T [Next] (R) ZIBATHS, [Deploy] (T7OA) ZBRLET,

5. ROOAXRVRZFXFTLT, AVAR—FXVMOOJVZBERTL, EFHFEHEhTVWD Zc ZHE
L ET,

Linux or Unix

sudo tail -f /greengrass/v2/logs/com.example.BatteryAwareHelloWorld.log

Windows Command Prompt (CMD)

type C:\greengrass\v2\logs\com.example.BatteryAwareHelloWorld.log
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PowerShell

gc C:\greengrass\v2\logs\com.example.BatteryAwareHelloWorld.log -Tail 10 -Wait

ROPICRIRSBXAY E—IHFRRENET, AVR—FXV NIEH%Z 30 WELEH T 1
., AVR—FKRNEIDOXYE—TZEVRBRULEALET,

Deferred update for deployment 50722a95-a@5f-4e2a-9414-da80103269aa.

6. TFANIFARZFEALTRENYTVRBT 7ML ZwEL. NYTULANILZLEWVMERZ
BAPEIZEELT, F7OM5FRTENDESCLET,

 Linux A7 F/N/4 ADHEE. /home/ggc_user/virtual_battery.json EVSBEID
774N ERELET, sudo DERTTFARNITFAXERITLET,

« Windows 7 F/N1 ADFEE K, C:\Users\ggc_user\virtual_battery.json £W5
BHOT77AINZwRELET, EBEFEELTTFANIFARZRITLET,

PIZE, Linux R—ADZ AT AT, XNV RZEITL, GNUnano ZERALT7 7 1)L
ZERTEERT,

sudo nano /home/ggc_user/virtual_battery.json

NYTV)—5%E% 80 ICEELXT,

{
"battery_level": 80
}

7. ROOAXRVRZZFFTLT, AVR—FXV OO ZBERRL, EFFEREhTVWD 2
mlLET,

Linux or Unix

sudo tail -f /greengrass/v2/logs/com.example.BatteryAwareHelloWorld.log
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Windows Command Prompt (CMD)
type C:\greengrass\v2\logs\com.example.BatteryAwareHelloWorld.log
PowerShell

gc C:\greengrass\v2\logs\com.example.BatteryAwareHelloWorld.log -Tail 10 -Wait

ROBUIZRENTVWRESIBAY E—IARTRENET,

Hello, World! Battery level (80) is above threshold (70), so the component will
acknowledge updates.
Acknowledged update for deployment f9499eb2-4340-40a7-86c1-c89887d859f1.

T, COFI—KRUTIEEKRTTT, HeloWorld A>AR—F>2 NA, A7 TFNAAD/INY TV
BRECEIVTIEFZERFEFLERRBLET, COFI1—RNUTITHALTVD NEY I 0OFMIC
VTR, UTZZRL T EEV,

« AWS loT Greengrass 1V R—% > N ZHAKT S

« 7)N4 AIZ AWS loT Greengrass IR—Z> NOF 704

« AWS loT Device SDK Z £ L T Greengrass nucleus, TN IV R—F 2 N, HRT AWS
loT Core EBIET S

« AWS loT Greengrass Development Kit Command-Line Interface

F1-—MUTFI:MQTT EETO—HIN lIoT F/NA RAERYEY T
7z

COFI—NUTILZERETIDE, AT7TFNAATO—=AN loT FNARERYEY) TEBD K SIZE
ETEET, O—HAN 1T FNA ARG IZAT N TFNAREREN, MQTTBEBTIOT7FNAA
ICEfiEhET, COFI—KNUTILTE, AWSIoTE/ N I9FATRTFENARELTAT TN
A AICEHRTS1=HIC, Cloud Discovery ZEATHLDIZEREL £, Cloud Discovery ZiRE T
&, VAT RMTFNARGF VI ITARN%EZ AWS loT Greengrass 727 RY—ERICHEEFEL T
TTFENARAZBRETDENTEET, AWSIoT Greengrass ' SDL ARV ALK, 9T4TFT > b
TFINA AN BRETADRSICERELEODT7TFNA AOEGBREAMPBEN EEhTVET, TOR, U

MQTT B TO—AJ loT F/NA RAER YY) T3 403
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FATRTFNAARCOBERZEAL TRRATREATTFNA AILLERIDENTE, TIHS
MQTT Z/t L TRIETED LS IZHRYET,

COFI—KNUTILTE., ATOEXZFTVET,

1.
2.

HEICKBUT, A7 TFNA ADERZHEZEZLTEFRLET,

DZAT 2 RTFNARZDATFINA AIZBES T T, Cloud Discovery ZFA L TOT7 /N1 A%
BRETESDLS5ICLET,

. Greengrass AVR—ZX 2 N2 A7 FNARICF7O04LT, 94T NTFNALAADYR— %

BMILET,

OTA