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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recording/your-config-id"
}
}
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}
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« AWS::GroundStation::Config S3RecordingConfig CloudFormation property
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:PutRecord",
"kinesis:PutRecords"
1,
"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"
}
]
}

Ev2arvyO77ANCTLANIS VORERZESHD E, AWS Ground Station 120 M
CTFLXRND)F=R2ZTHORNIANI=32T00LFT, TLANUZRAT, F—2FK, 8LV
MEZAWS DY —ANEKREDFMICOVTIE., T, 28RBLTLKEETVTLANY OEE,

CloudFormation, . £l AWS Ground Station API Z AL TTFL X NIV OERETANRL —
AV EERITITDHEOFHMIC OV TIE AWS Command Line Interface. RO RF 1 X NESBEL
TLEEL,

« AWS::GroundStation::Config TelemetrySinkConfig CloudFormation 7’0 /\7 1

« Config AWS CLI ') 77 L A (telemetrySinkConfig -> (structure) ", 9> 3> %%
)

 TelemetrySinkConfig API U7 7 L 2 A
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": '999999999999"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
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{
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"Statement": [
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"Effect": "Allow",
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"ec2:DescribeSecurityGroups"
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"Resource": "*"
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2. SINTYRMADOTF—REBE-AWSS3I/NTY NMADOTF—REBERF. CX>2>TELICEEENE
3 AWS Ground Station, S3 F—ZEEDOFHMIC OV T, TELUHICHSA R #283BLTL
e L\,

EE50T—ZBEE—RTE, —EDAWS VDY —RAZERTIHLEN BV ET, CloudFormation
ZEERALTAWS VY —AZERTH L 2@<BEOLET, chlcky), EEME. ERE.
R—MNEAFBRENET, EIVEINIEC2ELERESIOVTNAICOXRT—XREBRETE, W
FICEAKICEHETDACLETEREA,

RORIE, Software-Defined Radio (SDR) £ IkE# D ) AF—% &AL = AWS Ground
Staton, 7T FV—2U3DSEC2AVARAAND DiglIF #—270—2Z2RLTVWET,

RF Custamer Receiver
Signa , . Customer Receiver
Public
AWS KMS <¢'yi <ryoted 1] Dedicated Agent CPU Space Egress Address
Forward-Error-Co UDP Socket
[FEC] AWS G5 Agent Dlaie e
Dataflow . : DE-.: ;’\w<G ndStationAgentEndpoint
El ———3 UDP T Listener (e.g. SOR) Dataflow
) IHJ t - i — =¥ |naress g
ms 3 Port
Range

fopt/aws/groundstationsetes
aws-gs-agent-config. json

BtER

SMIC OWTIE, AWS Ground Station " T— T2 RI1—H—HA R, Z8RBLTLEEL,

AWS Ground Station T—> I~ 32


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug

AWS Ground Station I1—H—HA K

L &I

BT SHIIC., DEABSEZEHRL THKHBENH V) FF AWS Ground Station, FFHMIIC DOWVWTIE,
T® AWS Ground Station T4 &, 2B L T EE L\,

CHA2TYTIBAWS THI b

DERAZEKTDICIE AWS, IRETITAWS THI N, ODERDOFEFMICOVWTIE AWS 7HY
. AWSTHIURNEB UTJTZ7LAHARO " OBEBEEAWS THO My 25 LTL
2£EW,

AWS 7HDO > NZT72tA AWS Ground Station ¥l #EMT S

EE]—H—%SEE AWS Ground Station €9 Z2FEAT2ICIE, HILLWARUS—ZERL T
AWS PHIUKNICLTRYFIRIHBENHVYET,

1. EHA2A42 AWSYZRIARNOY =) L, IAMO2 Y- )L ZREEXRT,
2. BRI —ZERLET, ATORTYTZEALET,

a. TET—>3URA2T, [Policies (R —)] Zi&IRL . JXIZ [Create Policy (R —D
ER) 2 BIRLE T,

b. [JSON] 27 T. ROVWThADEEFERAL T JSON ERELET, 77UTr—Y 3V IR
H7% JSON 2R L E T,

« Ground Station B ZE#ER DB EE. XOKSIZ [F 3 3] % [groundstation:*] ([ZERE
LET,
JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,

"Resource": [

myn

CHAYTYT$BAWS THIY K 33


https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/iam

AWS Ground Station

Q—H—H1 K

« AW ERAEROBE, RICRIKRSIE, [TUaV] %

oundstation:Get*, groundstation:List*, # & U groundstation:Describe* ICEREL £,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"
]I

"Resource": [

Mg

 SEEFAMEFEALEEFIUTAOBNTRE, RICRIESIC, [7
4 3] %& groundstation:* IZE&E L. [Condition/Bool (54/7 —JL)]
% aws:MultiFactorAuthPresent:true ICEREL £ 9,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {

AWS 7H> NZF 2+ A AWS Ground Station Al BN 3
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"Bool": {
"aws:MultiFactorAuthPresent": true

}

3. IAMO>VY—=LT, ERLERV—Z2BHWNOI—HY—ICTE2YFLET,

IAM A—H—DERERIV—OT XY FOFMMIOVWTR, IAMIA—H—FHA4 RESBL T
=L,

FERH

ANDFHEDO A R—FT 1424 AWS Ground Station &, F—ZIN&E., BRI, ARIRNILSA Y
A, BEETANZEOERATY7O7OLATY, EMAREN (NDAs) ELETT,

BEOAR—FT1 2770 AOBE

HBEAAR—FT1>7F,. AWS Ground Station AV —=IR—2OFEE DY —A €093 VIEH
FH7O0BATY, RiZ, ZOEAEEICOVWTHBELET,

1. AWS Ground Station A7 —> 3> 9> 3> #EREL T, FENfMHIENS K CEERRIBUSH
ZHRELTVBALAES L ERERBLET,

2. HEOAVR—FT 1T %ZHHBETSICIE AWS Ground Station, AWS Ground Station 1>V —
IR=DOHEEVV ARV VTHEFDR—TFAITOT— N EeEFLTILKEE
W, 2. VERZEE, FENfVOEBEIDHA, WORBBEThDH, HEOHERA T,
EEATRAFENHBIHLESIHRE, SVIaAVEFEN_—ANEHELHMELESO TS EE
WAWS Ground StationTT ZIY 4 et &2 RIS,

3. VDOTARNLEI—BRTEFEENDE, AWS Ground Station (FFEH T2 FEDFEDISHFT

THREZA L AZHBLET. CORATYTOHERGR., SHRERFEORGICEI>TERREYE
ER

4. CDEAREMBIZDE, FHENFEATESDLDICHKYET, AWS Ground Station [, EEICE
e EEBALET,
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(A7>3aY)FEOBENW

FoR—FT120T%, FELOI—RICEFZEMLT, &YBREICRETEEXRT. AWS Ground
Station AV =) Tld, BRER—DSEZFERAITIRIC, HEDI1—HY—EHL L Norad ID ZXRRT
ZET, HFEDRAZRTIDE, ATFVI1I—I)BREBFICELVWVEHEZBRLP®IKBEYET, TO
EHICR, AT EBRTEET.,

AWS Ground Station 2N X J 3 F1&, AWS CLI £ WFhhH D AWS SDKs ZFEH L T tag-
resource APl ZN LTS ZENTEERT, <DHA RTIE., AWS Ground Station CLI ZfEH L
T ONTDYHU7TO—RF+ANEFE Aqua (Norad ID 27424) 12T =G TBFEICOVWTHAL
EFus-west-2,

AWS Ground Station CLI

AWS CLI [&, &EXVELY) T2EHICERATE ET AWS Ground Station, ZFEH L THE AWS CLI
2T &S TBDEC. RO AWS CLI HIfRREZ /T HREN DY ET,

s AWSCLINM VAR =IENhTVWBEZERELET, 1 AN —ILOFFHEIC DOV TIE AWS
CLI, "TAWSCLIN=23 22042 A=), 2ZRBLTLSEE,

« AWSCLINERESTNTVWARA L EERLET, REDFHEM-CODOVWTIE AWSCLI, "TAWS CLI
N—232 2NFREL ZSRBLTLSESL,

c HEICHNATCh2BARESLVORIERZ 77 MI)LICREL TAWSCLICK 2 TRFTEE
. T AWS Ground Station B X ZE FHNERVCEETSICE. ChSsDREELETIABHRIMKE
T3 AWSCLl, SFREELRIABHROREVDREFENHM-OVTIE, "RBRELHFIABEHR77A4ILDE
£ EBBLTIEE W,

ZERELTHERATESIRE AWS CLI (%2 25, AWS Ground Station CLI X RUT7 7L
AR—DZHRAL T, EATELION REZEHBLET, COY—EREZFEATIEEE AWS
CLI, O RB®EICHEWV, OV ROTL 74V U A% ([CfFFgroundstation, RT3 H—E
AELT ZEELET AWS Ground Station o AWS CLI N> REBEDFMICDOVWTIE, AWS CLI
R=DQ " IXVRIEE) 22BLTILKEEY, OV REBEOHIZUTICRLET,

aws groundstation <command> <subcommand> [options and parameters]

BECEMZENTS

£, TN TITZHED ARN ZEIBITHHLENHYET, <hlk, AWS CLI ® list-satellites
APl Z#fEH L TETTEET,
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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aws groundstation list-satellites --region us-west-2

LFREOCLION RZRITTRDE, ADRSIBHADLSIBHINBRENET,

"satellites": [

{
"groundStations": [
"Ohio 1",
"Oregon 1"

1,
"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

}

BTRTIBFEEZRL T, satelliteArn 2B EBHET. FTNFTICEIZEELIERD 1

2k, BTVY—AAPLIZIE) =232 ARNABETHY), list-satellites IZ& > TIRE N ARN

FIJO-—NILTHBETT, ADATYT TR, BVERFTBD V-3 (BES<KATI1—
ILFBU—232)IC ARN ZHIRT B LB HYW KT, COPITIE, us-west-2 ZEALKRT, C
DEEICKRVY, ARNRAUTOLSICEEENET., EE

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

TE%.:

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

AVY—=LVEHTZA RNBERTIBDICE, F—&BD “Name" F'HB2 R ITNEHEIIHLETT,
ESIC., ZEALTVS1-O AWSCLL BIAMBNY VAT YZAITIAT—TI2BENHYE
T BT, KDRSICRTENET,

{\"Name\" :\"AQUA\"}
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R, BTVY—A APl ZHUOHULTHEICRVZRTET, Chld. AWSCLIRDLSBFE
TRITTEXRT,

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

ChEIT5>5E, HEICEHREL =KBA AWS Ground Station A Y —J)LICKRRENET,
HEOBEEETS

HEORNEZEETREEE. AU Name”*—T, XJHNORIDEZFEAL T, HE ARN ZFH
L T tag-resource ZBEFVPHTEN TEEFT, chIlKYBRFEORINEHREL, V-
ICHLOWEBRIARRENET, COFTHLOFIE, ROKSICKYET:

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"NewName"}"'

BEOBRZHIRY S

HEOBA Y M, untag-resource APl ZEAL THIBRTEE T, CD API TR, RIHNFE
ITH)—2a> OEEARN EXTF—QUARNNBEICKZYET, BREIOBE, 2T0F—E&
“Name” T9, AWSCLI ZFERL DO APIFUHEL OFlE, KOXSICHYET,

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

N7UYyO7O—RF+ ARNFE

WMBEOEHEDA > R—FT A TICMAT, NTUYOICTORATEEA D) OBENAER

HIBHR—RENTVWBINT VY ITO-—RFYANFEOAVR—F 14T R IVIVIANTE

£9, hickV), AWS Ground Station ZFRAL T hSDEELNSTF—REA I DOTESE
9,
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® Note

CNSOERICT YTV VTR ERTEE A, NTVYOICT O RATERALI
VOBBNAODHEFERTERY,

AWS Ground Station l&, BE7O—RFYARNTF—REZX IV IFTBEOOROEEOA
R=F AT =2HR—NLTVET,

* Aqua

. SNPP

 JPSS-1/NOAA-20

 Terra

FUOR—FTAVINETTDE, CNSOFEFEICISICTIVEALTEATEEXT, ., Y—FE
ANFEHAZEEICHBTEDLSIC, BRIREET NEZEO CloudFormation 7> 7L — K~ AWS
Ground Station Z#FLE T, OFERAFZEOHFAIY IV TOTTAINFREQHICOVTIE, AWS
Ground Station " ZZRBL T EE L,

CNSOEESLTREEETNDF—R 2 7TOFEM-DOVWTHE. Aqua. JPSS-1/NOAA-20 & & T
SNPP, B&T Terra 2B L T EE W,

TR 7O—BENAZFTET S

FEORBE/NAT, AHRBEELHFEAHBEZERTERY, FELI-AT ALK 2TRE, 12
REBEWADRATHBEICBRDZBENHYUET, BHBENALLY, FO-NYRBEXTDTA R
NROETVIDOBREEGTELS, BEVTILERALOT Y TV VRENFTRICEYET. 3F
BHBENAK, FO-NYREKTDA RNV ROFATD IV OARL =320 ETR—KL
x5

IR T — R ELAE

Amazon S3\NDF—RBETIE., ZHI2MAD Amazon S3/NNT Y MOV R I KN F—X D EE
HICEEGENE T, IRV NTF—RE, AR IONT—R%2Y 7 NJITEERELFE (SDR) ICHE
£F2, TEFREBEENELTINTY RFYTF ¥ (pcap) 774D ESRAO—RF—2 %
HMETREHICpcap 77 AMINELTEEENE T, pcap 77 ANk, AVEBIRNF—EATUT
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FTN=—RIITFICEK>TEEETNDE, 30T &I Amazon S3/NT Y MCEEEh, BEICIKSU

TCAVEROINRIZOAVEIORNTF—REZNEBTEET, TELLES, MEORQUEBY 7NV ITZER
LTF—ZzMnEL V). Amazon SageMaker Al X> Amazon Rekognition 7% £ DD AWS O H —

ERAZFERALEYNTEEXT, Amazon S3NOT—XEEFR. BEASOTF—ROEI ) IIC0D

HEATEET. Amazon SBHSHEILT—RETYT I ITBERTEREA,

EME) AWS Cloud

Satellite AWS Ground Station 53 Bucket

5

CONAZRATZICE. O Amazon S3 /N7 Y MEER L TF—X % AWS Ground Station B 1S
TRIURENHYVET. ROATY T TlE. ROAT Y 7T S3 Recording Config £EK T B HEN &
WET, NTY NOTRICETSFHBRE, 77AMINICEREhZIHTERVEIEEITSHEICOVT
l&. Amazon S3 FREFRE "1 ZZRLTLEE L,

R#T—2EE

Amazon EC2 ANDTF—ARBETE., IV F I MF—2RE AmazonEC2 1 AR AICKH UL TA S
)—320&cNET, AmazonEC2 1 VARV ATTF—R&Z2UTIRALTRETDZ X, B
BOLEOICT—REEEATDENTEETD,

BHNAZFATSICE. ZFEALTAMazonEC2 1 VAR AZEY RTYTBLUREL, 1
D LAk ® Dataflow Endpoint Groups ZER L E T AmazonEC2 /1 VAR AZRETHICEF, %=
SHBUTLKEEVAMazon EC2 Ot Y N7 Y 7 EFRE, Dataflow T RARA > NTIN—TZHEKT
BICk, ZSBLTLEEVWAWS Ground Station Dataflow T RIRA > NI\ —T%#FERT 3,

T—27O—IVRRAINBREZFEALTVWRBEOEBE/NAZATICRLET,
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AWS Ground Station
Antenna Region ! Customer VPC
i E Customer Receiver

Slgnal 3 > — » Dataflow
[F | ' endpoint
| application

Satellite AWS Ground Station | Elastic Network Interface

v

*End to end data connection is established and maintained enly during the scheduled
contact duration.

AWS Ground Station T—2 T2 REEZFEAL TVWREEOBE/NAZRICRLET,
.:’I on Customer Destination Region
N o [P e
! ’ %ﬁv AWS KMS Key E Crwted Pl:llii ’ Dedicated Agent CPU Space Egress Address

Forerard-Error- . UDP Socket
(FEC] . AWS G5 Agent Biaie OcKE
Transmit (T) l Dataflow i B Dlgm AwsGroundStationAgentEndpoint
5| BIIE bty | o s 7 : ¥ 1 Listener (e.q. SDR) Dataflow
] ata W e . LIPS - ||".g|' T ‘
» Port
Range € .
A g i T— Jfopt/aws/groundstation/ete/
) aws-gs-agent-config. json

TLXRNUZFTETS

AWS Ground Station 7L X NUE, EO> X O MNRICT > FTFH 5 AWS Ground Station AWS
TFHIOURNIARNVORZARNY =20 F2F7a #eETT, Cchicky), 280N
T7A—XAZFEVTILEZALTEZRITIL, DAZLEZRI)TGY)1—-23a % BET
TET,

AWS Ground Station 7L X KNUZfEH TS &, AWS Ground Station 7> TFHASDX KNI O AN

THIOVRNIEEBEARN)—IVJEhET, TLANITF—RE, BLELEORBRICAN)—X
U zBAKBL, BLELEHIEZEL TitENET, TLXNUTF—RE, PoTF/N\—RDIT
NeBo7ITEhhd i, BEVTZILRAALATTHIMNIBEENE T, ZTELES, MED
BB 7N IT2FERALTTF—XZAE L 1zV), Amazon Data Firehose X & E DD AWS O
H—ERAZFEAL £V TEFXET AWS Lambda,
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Sl Customer Destination Region

! Customer VPC
Eel AWS Antenna Region
Customer Receiver
Dataflow
Data_—— | <> Endpoint
\_/ Application
Elastic Metwprk Interface

5 B

Satellite AWS Ground Station

i) Customer Scheduling Region

Telemeat

Kinesis Data Streams

m@ZTW7TH\EW/E/7D774ALMEK REZERLET. TLANVZEMICTZE
BHFERE tT—§7D—mELMZTTbXFU//7$*§¢mb$¢oﬁﬁ&t“Fv“
7¥MEOVTH\ TLXANIZRETD ) 25RL TS,

TelemetrySinkConfig ®FMIC DOV TR, "1 ZZRBLTIKEEVTLXANU U OREE

A TE D YEEK

COATY T T, BREIZISUTHE., BE/VA. IAM, Amazon EC2, Amazon S3 UY —A %4
ELELE, CORTYT TR, ThENRONTA—ZZRETIEREEZERL E£9 AWS Ground
Station .

— X BERE

ERTIRVDRERF, T—R2OBREBERMEEEFECEAELTVERT, BIOATY 7OEHREZEA
LT, UATORERATOEZ< ZBELET,

e Amazon S3 $REFEE - Amazon S3 /NI Y MNCTF—RZEELE T,
e F—ARJO—TRKRARNEE-AmMazonEC2 1 VARV ALLTF—2&2BELET,
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TLARNURE (F723Y)

AR IMRIZEEVTILRALDOTLARNI ZZETSHEEE. TelemetrySinkConfig Z{EK TE
£9, CORERFAT>3a>THY)., AWS Ground Station X T LXANUF—RE2BET D5 &E

ELET,

s TLARNISVOBRE-TLANIF—=RETAIYMCBELERT,

HEEY NTYTFEICOVWTR, "1 ZZRBLTIKETVWTLANIZRET S,

FERE

FERE. AWS Ground Station A FELBEITDHEICEELTVET, TRELLBEHRESH
LEITEELEH,

« BFERE - AV E 7 MNFICERZYNENICERIZHFEOTVIFLUAZRELET, ChiF,

2v2avI7O77MILOBEICXETT,
c FUTFEIVIVIEE - TORIMMLE M- BREARERT — 2 €BELET,
7

THRAOD D OERTI—REE - BRS R FA—RENEEBRARBT —XZEEL &

\ll

c FUTFTTYTIVIBRE -BELT—RE2TYTVILET,
7 FTTY7IOTIO—RE-FY 7TV I0EET—2OI1—2BELET,

v arv7JO7 74N EERTS

BIDATY 7THERLULERETR. GEZENITZHE HELCERFEIZHE BLEHLEBORTH
CEEVTILRALDTLANIZEMICIZFEERELE LI, COARTYT TR, 128ELD
2v2arv7O77ANEERLET, Y23V TO77M4)E,. ATREEHREE FEENDEEIC
EHL, ThZEAT21—-)LLTEARALET,

BHONTA—RIZDO2LV T, AWS::GroundStation::MissionProfile CloudFormation 'J Y — A& A
TESBLTLEE W,

1. 2v23a>707 74 VCEBEZRTET, Chilkl), DATLARNTOERARRZTE
LEBETEEXRT, HIAE, BEARL—23VAORNOFO-NRFYDTHFHBDEE
&, satellite-wideband-narrowband-nominal-operations /X L —= 3 2 & satellite-narrowband-
emergency-operationsF & V) £9,
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2. EBNREZRELET,

3. BMBBNIVEINIBZERELET, chicky, BENEEAVEDEE7IILEZUTL

SV AV —REBLETENTEFRT,

4, EHEFOTF—RXOBEILICERE hD streamsKkmsKey & streamsKmsRole 252 ELF£3, <h
&, ¥XTD AWS Ground Station T—2 I "R F—R7O—ICEAENET,

5. F—R70—ZRELET, BIOATY T THERUEREZFERALT, FYUTITFILE—H
ITH5F—X270—Z2EKXLET,

6. [A7AaVINATMENAZEDOOAY I MGERBZREUTRELE Y, chlE, I>EI B
HEdVARIRNRBICETENTFIRIORIORNZEDARNEH AT R EHICERAESNET, FMIC
2V\TIE T4 AR KN AWS Ground Station (&2 BEI{b) 25BLTSEE L,

7. [F 72 3] telemetrySinkConfigArn ZEEEL T, IV X I MNHBOFL XNV ZBRICLET,
chickY), EZRITEDMDEDIC, FHORTREEVUTZILEZALDTLXAN) ZE#E
ZBETEET, FMHICOVTRE "TFLANDOEBRIE) 2B L TLSEEL,

8. [A72av|&xT&zZvIa>7O77AINICEERITRENTEET, chsiE,
Y7A7 740N 27O ATRATEIDICKIEET,

]
2

1
]

ZZRUTEVIIVTO77AINEREDH, BENBREND—HNAERRTERT,

RDATY 7T 2BETD

T, FAVR—RENEFREEEMBEI VY aVTATT7AIINEREN, ORI RNEARYT
Ja1—)LL, GELBEIHDEmBIEBVEL = AWS Ground Station,
ROWTNADHFETIAVRINZART D 1)L TEET,

« AWS Ground Station AV —JL,
« AWSCLI U¥—7 O KKaX R,
« AWS SDK, ReserveContact APl,

A EEDEIE AWS Ground Station Z B T2 HEE TOBEHROFEAFEICOVTR., T Z23HL
TLEEVWHATT7 T X)) A AWS Ground Station ZEH T2 52 %2BHET S,

AWS Ground Station Tlk, Y—EADFERAEZEFEICHAKRTESD LS, BRIRESNLE
CloudFormation T 7L — "N ZSBAZETNTVE T, OFERAFEOHIZv 3707 74)L5%
EDOFICDWTIE, AWS Ground Station "1, 2B L TLSEE L,
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"FORNIAANAT A&, "THANAF 1, 7AR O3V T TV RAT—IAVOEREE
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W& 9, Dedicated Antenna &, 1—H—ICRKD>TAWS 2EEBITDHARXRLBREOTTFIRA
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AN TVDRKRSIC, NTU v Ui EROMEEEE X THBETE £ IAWS Ground Station 1 b
HeE, BRET7 VT TOEMEMEERFR L BTN TUVEREA,

ERT7OTTOFMICOVTI, T, 25BL T EEVWAWS Ground Station ER7 > 77, 4l
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B ERAT—23a>0BMICE. 1 2R EQT7 > TFAHY) ET, ListAntennas APl ZFERAL T, it
FRTT7OTFHZRTRTEERT, COAPIE, ET7 T T0ORBZED. BESh I ERFOT >
FHEERELET,

T > FF1E#IE. ListGroundStationReservations APl E# AEHE T, W EREOBTEL AN ZIEE
THIBEICERNTT, FHORTOFM-IOVTIE, T Z25BLTIKETVWH EFOFHNERTRT
D,

ZRHOHTICEListAntennas, M ERICHEN A R—-—REATVSRL, BERICHTIHNUS
EI7IXVAFANBETYT, FMICOVTR, "TUSEIVIXVAT-2%2RHT2, 25
BLTSEZL,

Pl EROTTFE—ERTTS

RO OFITEE. AWS SDK for Python (Boto3) Z AL Tt ERODIXNTOT T+ 2 —EXRRLE
E

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list antennas for.
# Use the ListGroundStations API to find available ground station IDs.
ground_station_id = "Ohio 1"

# List all antennas at a ground station.

# This is useful for understanding the capacity of a ground station

# and for planning multi-antenna operations.

print(f"Listing antennas for ground station '{ground_station_id}'...")

paginator = ground_station_client.get_paginator("list_antennas")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListAntennas.html
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for page in page_iterator:
for antenna in page["antennalist"]:
print(f" Antenna: {antenna['antennaName']}")

print(f" Ground Station: {antenna['groundStationName']}")
print(f" Region: {antenna['region']}")
print()

i EROTFHNERTT S

ListGroundStationReservations APl Z#RAL T, #t E/BOT7 T FE2HKOFHNERTITEXRT, T
X, AT221=)EhiEd 29N EECTOTFTFORALT7OYI%2KRLET, DAWS Ground
Station ERAT7 VT FTHERICEXA D TFU A4V RIDERTENET,
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9,

RRENDFHEE., TIEBALRIICK>TERENET,
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VAV RIEMDTAIY N FBETIEBEEEENEEA,
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NEXTFRADT 42 ROXREKGLBZE, Dedicated Antennas DIXNTDFHNERRTEE
¥, BLEDLERBBFE. AIELTLWAEVEDEICOKEENET, FMICOVWTIE., TAWS
Ground Station EA7 771 ZZRLTLKEEV,

FHRAT
EFHCER, PYTTREFACEREATVINERTRATHBUET,
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c AVTF VA —AXVTFAFHE, XOTFAQESICT O TFHFAERATERVEHEZRL
FF. AVTFTFUAFHICE, X>FTF > AmaintenanceType N StEiE A ES A ERT I
BENET,

— R4

RO DHITIEE, FHREATICEDT IR T RESDH, AWS SDK for Python (Boto3) Z R L
T, SE7THEOBEREOFNZ—ERXRTLET,

import boto3
from datetime import datetime, timezone, timedelta

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list reservations for
ground_station_id = "Ohio 1"

# Define the time range to query. Reservations include both your

# scheduled contacts and maintenance windows at the ground station.
start_time = datetime.now(timezone.utc)

end_time = start_time + timedelta(days=7)

# List all reservations at a ground station for the next 7 days.

# You can filter by reservation type to see only contacts or

# only maintenance windows.

print(f"Listing reservations for ground station '{ground_station_id}'...")
print(f"Time range: {start_time} to {end_time}")

paginator = ground_station_client.get_paginator("list_ground_station_reservations")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for reservation in page["reservationList"]:
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# For Dedicated Antenna customers, you can also filter to show only maintenance windows

reservation_type = reservation["reservationType"]
antenna_name = reservation["antennaName"]
res_start = reservation["startTime"]

res_end = reservation["endTime"]

print(f" Type: {reservation_typel}")

print(f" Antenna: {antenna_namel}")
print(f" Start: {res_startl}")
print(f" End: {res_end}")

details = reservation["reservationDetails"]

if "contact" in details:
contact_id = details["contact"].get("contactId", "N/A")
print(f" Contact ID: {contact_id}")

elif "maintenance" in details:
maintenance_type = details["maintenance"]["maintenanceType"]
print(f" Maintenance Type: {maintenance_typel}")

print()

print("Listing only maintenance reservations...")

page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
reservationTypes=["MAINTENANCE"],
PaginationConfig={

for

iy

"MaxItems": 100,
"PageSize": 20,

page in page_iterator:
for reservation in page["reservationList"]:

maintenance_type = reservation["reservationDetails"]J["maintenance"][

"maintenanceType"

]

print(
f" {maintenance_type} maintenance on {reservation['antennaName']}:
f"{reservation['startTime']} to {reservation['endTime']}"

)
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AWS Ground Station T 7 T XU RAZ@EROFERRIT—RFELTRVET, COFT> 3> #ie
EFERAITZHE. AWSRITVIXURF—REZFRALTINT TN 1—F 14003 R—MERHEL
x£9,
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AABRLI7IXVAZTY7O—REBE, BIHFOREAN M LEL, Space-Track T7 T X AN F
ATEBRVWARL—>3 > Z0E L AWS Ground Station, BREZEZERBTEE T,

BUBITITIXVAORNS I 2—F 142091220 TE., UTZSBLTLSEFEVN, EMET
TJIXVDADORNZ TN 1—F42T

fBl: BEHKBHEOT 7T X)) A% THEHTS AWS Ground Station

TEERHEOI 7 IXV)AZFEHT D HEOFMIC DOV TIE AWS Ground Station, " TEZEIRM

NI 7T X)AZEATS AWS Ground Stationy &KXV "EE TS h iz GitHub URD M1 aws-
samples/aws-groundstation-cpe; ZZHBL TS E&E ),

TLEI7IXVATF—2%RHETS

/A Important
I7IXVAAPIRRETLEIRETT,

T7IXVURAAPINDOT VARG, BDEBBEICOKMBEHEEAET, DAZRLATIT7IXIJAT—A
ZT7Y7O—RIBDVENHDEERE. ZEBEUTAWS HR—KN F7 vy h 2BV T EEVAWS
Support Center Console, HHENDF—ANBEZRELEHBHIL T, BEEROBFENEHICELE T I D
BEEEMICLET,

=

21TER (TLE) Y NE, BEDEZRLERT D -HDEENLENEFRTT., Ephemeris APl Tl&,
#E AWS Ground Station THERATA TLETI7IXURA%E ICP7Y7O—RTEET, ChsnT
7IXVYRAIF, Space-Track #SDF7A)IRNDITIXVARAZLEELET ("L 22BT7 24
ROI7IXD)AT—R),

AWS Ground Station T 7 T XU AZ@EROFERRRET—RELTRVET, COFAT a3 #ae
EFERATZHE, AWSRITVIXUAF—RZFRALTNT TN 1—FT 142009 R—NEREHL
x99,

AABZLTLEI7IXVARAZT7Y70—R3%E, BHFOmEATMEL. Space-Track T7 T X
ANFATERVREARL -3 #0E L AWS Ground Station, REEZEZEBTEET, X
L., TLE DBEREBETFTIICI>THIREN, TRY VA SBIATHEEOZBELEICETLE
T, RURVHIBICODLEZBRENGVI7IXVAF—RIZDOVWTE, OEM EROFEAZREL
TLEEVW (T, ZBRBOEM T 7 I X ) ATF—2Z21RETS),
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® Note
FRCHEHNZOJTESHEVETSIBRICHAZRATIT I X AZREHRTZIES
l&. TLE ®00000HENROJES 7 1 —J)LRE TLE DEBIEEF7 1 —I)L RD000EEHF
SE7 (2024 FICREBE NIEEAZ L) 24000A1C ZFEATEET,
TLEs, ZZBRL T<E &V, https://en.wikipedia.org/wiki/Two-line_element_set

TLEs @ Alpha-5 IEHWZO7 &=

2TTNEHELY N (TLEs) FEEREREZFEALET. CcOEXTR., HEHXOVES71—I)LR
(1TEE21TED 3 ~ 75) E 5 MICHIRE ., &RAMER 99,999 TT, COFHIRZBEADFHENX
OJ&SZXRITEHIC, KEFHEWR Alpha-5 T A—RAF—LZBAFKLEL =, Alpha-5 &, &
ENROTES 71 —ILROBRIOMETILTIZRY NXF (BF1EOEDERZB TS, |
EOZRK A~2Z)ICBEMAET, ChiZLY, BIFEOEER TLE XX T, REASEEFHEHZO
JESOEFAN 100,000 A5 339,999 I[CHLRENET,

Alpha-5 &, #fIC TLE TFARNERORRII—RTY, BEILLB32FHEOREOHZOTES
FEFEENhEFHA. APl ® AWS Ground Station noradSatelliteID7 4 —)L REEBHEDEET
T, ListSatellitesX® &M API L ARV AW, Alpha-5 TT>A—REhLEEXTREEL, B
EHEENAHXOJESZGetSatellites|EHEIRLET, Alpha-5 T>I1—F 1T, TLE T
FANTEHERNTOXKBEELET,

AWS Ground Station l&. Alpha-5 TLY I—RENEFHEBFSZESUC TLEI 7 I XU AZYR—K
LTW&ET, CreateEphemeris 793> Z#ERALTTLEZ7 Y 7O—RKR¥TS &, & Alpha-5 TL
v 1—REhEHEHES AWS Ground Station ZIEL < L., REBHRICKRIST2EBEENHZO
JESICEHBRLUET, Alpha-5 £ (100,000 ~339,999) OFHEHROJTETZFE OHERFETEICY
R—REhTVERT,

UT @, BEHZOYESH 100,000 DEED TLE £Y hOFITT . Apha-56 T>I—F 1 >4
. & TLET0FI 3~7 A0000TZh%E ELTRLET,

{
"tleLinel": "1 AQQQQU 26001A  26120.50000000 .00000072 00000-0 24500-4 0
9991",
"tleLine2": "2 AQQQO® 97.4500 85.2300 0012345 45.6789 314.5678 15.20000000
10013",

"validTimeRange": {
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"startTime": 1777680000,
"endTime": 1778284800

]

Alpha-5 T> 11— RAF—LDOFMIZ DV TIE, Space-Track Alpha-5 RFIX KN ESHBLTLE
=L,

TLEI 7 T X ADER

TLE I 7 T XU R, API ® CreateEphemeris 7 2 3> AWS Ground Station Z 8 L TER T
BET, COT7IV2IVICRIT, UIVITAMEKRXFLEREEENLESINTY NOTF—RZFEAL
TCI7IXVANTY7TO—RENET,

I7IXVANTYZ7O—RENDE, T7 T XJAAN VALIDATING ICRREE N TERO— 7
O—AFABENDEICFELTLKESVY, COT—2970—7TF, T7IXUAZRKRIEL., TOD

I7IXVRAZEICEBENZIVRINEZERLET, T7IXVAR, cOD—o70—%FK0L
T ENABLED ICZ& > THISH T, AR U NIERAENET, DescribeEphemeris ZR—1) I LTI
TIXVAARAT—RAZMHERT DD, CloudWatch IRV N ZFEALTIT7IXVADAT—RAD
T EEHITIHLENHYET,

BHOBLTIXVAORZ TN 1—FT 4271220 TR, UTZSRLTKEEV, B&YET
J7IXVAORNZ TN 1—F12T

Bl APl ZFEALT2TEX(TLE) EY NI 7 I XU REERT S

AWS SDKs & CLI ZfEH L T, CreateEphemeris EU'H L AWS Ground Station 2/ LT 2 1TE %
(TLE) EY ROIT7IXVARZ ICTYTO—RTEEXT, COTIT7IXVARARK, BENDF7 =)L K
DITIXAVDAF—RORDYIZEAENET (T 2ZRBT7AILNOITIXIVATF—HR), <D
5l Tk, AWS SDK for Python (Boto3) ZFRAL T hZETSFZEZERLET,

TLE+EY NE JSONFEROA TSI HIRT, 1 2UEDO TLE £ 2B EAb B TEZEL - EEEBE
LET, TLEEYNAD TLE &, BEOERIZEATEDIERLLEY NEEKTS (DFEY., TLE
Y NAO TLE BICEENEF Y 75V BEBAHYET, TLEEY hOBIZLATICRLUE

T,

{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
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"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

}
}
]
(® Note
TLE Y NA® TLE OBEEEIE. B TERNSRMEICEDEOICEERIC—HTIHE
FHYET,

TLE Y ME. XD &SI boto3 AWS Ground Station 75 A 7 RN ENLTTY7TO—RTEE
9,

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteId="2e925701-9485-4644-b0@31-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
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"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

COMUOHLIE, SBTIT7IXVRAESRBIDEHICHERATE S ephemerisld ZIRLUET, £E&X
&, LRROFTHL L SEMHEE - ephemerisld ZFEAL T, T7IXJADAT—RA%ZKR—)
VUTEET,

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(

name="Example TLE Ephemeris for Description",
satelliteIld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={

"tle": {

"tleData": [
{
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

.
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {response['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

DescribeEphemeris 7922 a2 S5O L AR ADFELLTICRLET,

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l049-14f7-413e-bd7b-EXAMPLEQL",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {

"tle": {

"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}]1"
}
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}

DescribeEphemeris L—RNZR—1) > T 943 H, CloudWatch f1 R NEFERALTFY 7O—RE
NETIT7IXVADAT—RAZEHITDLE2B#MOLET, PYTO—REhEITIXURA
i, (CEREENABLEDE h, BVAEDEBOAT D 1—J)LERTICFEATERD LS ICHZEICERL®
AD—0T7O0—ZRDBENFNHYET,

EFED25994H|TlE, TLEs Y RADMFTNT®O TLE ® NORAD ID &, #E£4" Space-Track T— &
R—ATEN)HTS5NTWS NORAD ID £ —HTBBENHBDEITEFELTLSEZ L,

Bl:SSNTYRDASTLEI7IXVAF—RETY7O—RT

NTYRNEATOIORNF—RIBIZET, SSNTYRDYSEETLEITIXVARTIZAINLETY
T7O—RTBEETEET, AWS Ground Station I 1—H—ICRH>THATZ TV RNZRBLE
T, DREFOT—2OESLOFEMIZ DV TIF AWS Ground Station, "y Z8RLTKEETLD
REHOT—REES{L AWS Ground Station,

UTE. SSNTYRASTLEI7IXURTZ7ANZETY 70— RTBHTT,

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),
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+
iy
{
"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",

"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
},
I

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteld="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")
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OEMI7VIXVAF—RZRHTS

/A Important
I7IXVAAPIRRETLEIRETT,

T7IXVURAAPINOT VLA, BDEBBSICOKMEBAEIhTT, DAZRLAIT7IXIJAT—X
E7Y 70— RT2RENH5BAE. EBEUTAWS $HE— N F7 v REBUT & VAWS
Support Center Console, HHEDF—ANBEEREH AL T, BEEOBRENEHRHICEDE T DK
BEEAMCLET,

=

BEI7IXUAXYE—2 (OEM) &, FEEOBET— R EZRTLOOEENENLEZEXT

9, Ephemeris APl 235 &, OEM I 7 I XU A% IZF7 Y 70— R AWS Ground Station L T
HETHEATEET, CNSOI 7 I XJRAWR, Space-Track #5DTF7#)ILNOIT7IX)R%ZE L
EEZLFEIT ("1 Z2RT7ZIBNOIT I XIAT—R),

AWS Ground Station T 7 T XU RAZ@EROFERRRET—RELTRVET, COFT 3> #ie
EFERATZEHEE. AWSRBRITVIXVARAF—RZ2FEALTINS TN a—F 1200 R—NEEHL
x£9,

DAZLOEMI7IXVARAZTY7TO—RTDE, BHFOMEBEN M EL, Space-Track T7 T X
AHNFATEZVREARL— 3> #0E L AWS Ground Station, BEZEZEBTEET,

@ Note
FECHEHDROTESHE)HTSNBHIICHARZRLATIT7IX) AZRHETSIHEE. OEM
M satelliteId OBJECT_ID o\ Z#FEHATZET,
OEMs ", #8B L TKEEVWOEM T 7 T X1 AFR,

OEMI7 I XURER

AWS Ground Station &, CCSDS Z#(Z# > T OEM W ARXY—RBENI 7 I XV AZMELET
A, BMO&IRAHYET. OEM 77AIINIE KN ERTHBIHBENF HVET, XDOXRIE. OEM D
TERETERZT1—)LRE, & CCSDS &% AWS Ground Station DiEVOBMEZRL TVWE T,
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REF_FRAME_EPOCH & TREHR—RMEhTUVWEE A AWS Ground Station,

CENTER_NAME | THBHENH ') ETFEarth,

TIME_SYSTEM & THADBENH V) EFITUTC,

INTERPOLATION & INTERPOLATION_DEGREE EE 5%, AWS Ground Station & & A 121#
LEI7IXVAICHETT,

AWS Ground Station &, IEEEh i THEZERTIDDICTIBIT7IXJAT—XL
O—RZEEEVOEM F—27OY VA TAHET, CCSDS524.7 HhSEBLE
FINTERPOLATION_DEGREE, CM3FE. W, EEETIhEZ UTTH2 AR SVHEEE
AWS Ground Station Zf£f L & 9 INTERPOLATION_DEGREE,

KVN FERX® OEM T 7 T X 1) ADHl

LT, JPSS-1NTVYOTO—RFYAZ—FEODKINERXOD OEM I 7 I XU ANV BT
shizflTd,

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-3JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00

2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
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2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

OEM I 7 T XU AMER

OEM I7 T X1 AIE, API M CreateEphemeris 779 < 3> AWS Ground Station Z#EH L TEK T
BET, COTI23VIERI2T, UVIAMERNFELEREEECNESINTY NOF—2ZFEAL
TCIT7IXVANFTY7TO0—RENET,

TI7IXVANTYZ7O—RENDE, T7 T XJAN VALIDATING ICRREE N TERET—
JO—N"BBRENDCEITEELTILKEEVY, COD—Y70—Tk, T7IXVURERIEL, Z0D
TI7IXVAZEICEENGEIVERIMNEERLET, T7IXVAR, COD—U70—%FKEL
T ENABLED I[CZ& > THISH T, DRIV NIERAENET, DescribeEphemeris 2 R—1) > LTI
TIXVART—RAZHRBTEH, CloudWatch F R R EFALTIT7IXVUADARAT—R2AD
T EEHITEIHRENFHYET,

EBWETITIXJAORNS TN 21—FT14 2091220 TR., UTZSBLTLKEEV, EMET
TJIXVAORNZ TN 1—F14>2T

Bl:SINTY RASOEMIT7IXURAF—REZTYITO—RTS

NTYREATSIORNF—REITET, SSNTYRDPSEZEOEMITIXUART7AI) %
TY7O—RIBEETEET, AWS Ground Station F 1—H—ICRKb>THTZ T I NEEE
LET. ODREFOTF—XDOESLOFFMIC DUV TIE AWS Ground Station, "y Z28BL T &
WOREH DT —XEESIL AWS Ground Station,

LTE, SSNTYRPSOEMIT7IXURT77ANETY7O—RTBHTT,

import boto3
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from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00

2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00

2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01

2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
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2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteld="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

UTRE, siod—REO7OYITFTY7O—RENLEOEM I 7 I XU ALK L THOEHE D
DescribeEphemeris 7 72 a2 A S5RENETF—2DOHITT,

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde41@49-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
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"status": "VALIDATING",
"suppliedData": {

"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}

FUBELI7 IXVAT—2%RHTS
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® Note

FUBEI7IXVAZEATZEE. BEARNBEVEDEFHUIIARNY SERKT
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FHIC DWW Tk, CreateEphemeris APl RF 1 X M & TimeAzEl F—RBEZSRBL TS EE L,

FUBEIT7 T X ADERK

FNUBSEI7 T XA, EU CreateEphemeris API 79> 3> #FERAL THERENET
A, azEII7IXVARA T &2 ERALET, TLEC OEM I 7 I XV ADEZEVFRIOESY T
9,

« groundStation NFX—RZEETRIHLENHYET
« satelliteId NZX—ZRRBUIVITANDYSERTIHEN HYET
- BEEREREAENEFRA (BANSEI7IX) AR ERICEETY)

« 4 )% Lagrange #EZHYR—RTBICEF. SEIXRNIDBELLEE S5 DOANM/LEERSA 2 NNE
FNTVWRIHRENHYET

« TOMOFIPREEHIZDOWTIE, CreateEphemeris APl RFIX RNESBLTLSEE,

I7IXVANFTY7O—REhadE, T7IXJAHN VALIDATING ICRREE N TRV —U 7
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JADAT—RANELEBHTEISEN HYET,

BB ITITIXVAORNS I 2a—F 142091220 T., UTZSRBLTLSEFE VN, EMET
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Bl: APl ZEALTHNEBEI7 I XURAZEKT S

RDFIE. AWS SDK for Python (Boto3) ZFAL THANEELI7 I XU AZERTEIHFEZTRLT
WET,

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris

azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={
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"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

1,
iy

iy
)

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

COPITE. UATORSIZB>TVERT :

s FUNEET—XE "FANA A1, th ERBICEHAEF TSN TVET
AEGERTEELET

EIOXVNE 15 2B ERRELTVET,

dt BERZSRIRY IASOFTRIVIVFATEY RTT
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import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z2",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.03},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
1,
{

"referenceEpoch": "2024-03-15T10:15:00Z",

"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z2",
"endTime": "2024-03-15T10:30:00Z",

1,

"azElList": [
{"dt": 0.0, "az": 70.0, "el": 35.0},
{"dt": 180.0, "az": 75.0, "el": 40.0},
{"dt": 360.0, "az": 80.0, "el": 45.0},
{"dt": 540.0, "az": 85.0, "el": 50.0},
{"dt": 720.0, "az": 90.0, "el": 55.0},
{"dt": 900.0, "az": 95.0, "el": 50.0},
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]I

iy
]I

# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azgl": {
"groundStation": "Singapore 1",
"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

}I

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

S3ATTIUNIR, BEETYTO-ROHICRIOERUEADHUEET—2ZET JSON 18
EAEENRATVWARENHYET,

FUSEI7IXVAZERALEI RV MOTH

FUNEEI7IXVAZFEALTIOV AN EFHNTRE5E,. 7JOCLARK TLESB KT OEMI 7 T
XDVAERRERBZVYFRT,

1. CreateEphemeris ZFEAL TAHANSELI7 I XU A ZEKT S
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FUBEIZ7IXVAENOI 27 NEFHNT B0

import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

1,

iy

iy

ephemeris_id = create_ephemeris_response["ephemerisId"]
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print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

(® Note

FNABI7IXVAZECAV 2R Z2FHTDEEE, satelliteArn/NTAXA—F &2 EE
TEEXT, P77k, BhCEETAEFNVALESAEICRHVET,

MR AR ERZED —BERR

FUNBEI7IAXAVURAZFERATSHBE. ListContacts API ICIFEEDNTX—ZNFBETT,
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* satelliteAtn NIX—RBUIVTARDSEBTERT
s FRAIRIIV7IXVAZEETDICE. AUSEI7IXJURID Z# D ephemeris/NZ X—&

EEETILENHYUERT

- FATELIDYEIRNTA RV, BEEWEFVALESAEN, VIOIAREnHER
DHARIADZLEBA>TVWREEILRRENKT,

« groundStation & ZIEETAIHLEN B ETF, missionProfileArn

FUGEI7IXVAZEKL., ThEFERAL THNATREEBLE—BXRTT D6

import boto3

from datetime import datetime, timezone

import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris

print("Creating azimuth elevation ephemeris...")

ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",

ephemeris={

L

"azl": {
"groundStation": "Stockholm 1",
"data": {
"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList":
{

"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {

"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",

}I

"azElList":
{"dt":
{"dt":
{"dt":
{"dt":
{"dt":
{"dt":

[
0.0, "az": 30.0, "el": 15.0},
360.0, "az": 45.0, "el": 30.0},
720.0, "az": 60.0, "el": 45.0},

1080.0, "az": 75.0, "el": 35.0},
1440.0, "az": 90.0, "el": 20.0},
1800.0, "az": 105.0, "el": 10.0},
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1,
iy

iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
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# satelliteArn is optional
satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-

b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-

profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",

)

# Process the results

if contacts_response["contactlList"]:
print(f"Found {len(contacts_response['contactList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {3}).get('value', 'N/
AT)Rer
)
else:

print("No available contacts found for the specified azimuth elevation ephemeris")
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/A Important

FUBEI7IXJANDEHE., satelliteArn/VF X—2A& %ReserveContact) ¥
TARNDSEBTEET, T7IXJAIDtrackingOverridesZiEET2HEN H
WET, TLEBLKRVT OEM I 7 I XV ANFZEWR, BlIEHEE ZIBETHIHLEN HY F
JsatelliteArn,
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HABLI7IXVRATIAVEIRNEFHTHEE. L 2207—070-FHBUET,

1. List-then-reserve 7 —% 7 O—: ListContacts Z#EA L TRATMELABVEDEV 1> RUZ KA
IC—ERRL, RIIBEOTA 2V RIVEBRLTFHULES, COT77O—FF, BRI DHIC
FATREEINTOHRSZRIRTIESICERTT,

2. BEFND—0 70— FMATESERAEZRAIC—ERTITD LB, BEORKEEOERE
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CcOI—o70—&, ZACHATESBAVEDE DA RIZIIVL, RICKEDTA RI%E
FHLET, ChiF, BRIZDHCHATERBEINTORLZRTIIZHEICENTT,

Pl: FUEEI7IXVAZERAL E—BERRETH

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")
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# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
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elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

iy

print(f"Reserved contact: {reservation['contactId']}")
else:

print("No available contacts found")

Bl:TLEZ7 I X)) RAZFEALE—ERREFTH

import boto3
from datetime import datetime, timedelta, timezone
import time
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# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0

26688-4 @ 9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),

"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
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elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:

print("No available contacts found")
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D—070— 2. BEEEAVEDEFHY
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Pl: FUEEI7 I XV AZERL CEETH

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": contact_start.isoformat(),
"validTimeRange": {
"startTime": contact_start.isoformat(),
"endTime": contact_end.isoformat(),
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
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]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted for azimuth elevation
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",
groundStation="0hio 1",
startTime=contact_start,
endTime=contact_end,
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

Bl:TLEL7 T X RICKDEETH

import boto3
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from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, @, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(

name="Direct Contact TLE Ephemeris",

satelliteId=satellite_id,

enabled=True,

expirationTime=contact_end + timedelta(days=1),

priority=1,

ephemeris={

"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0

26688-4 @ 9999",

"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",

"validTimeRange": {

"startTime": (contact_start - timedelta(hours=1)).isoformat(),

"endTime": (contact_end + timedelta(hours=1)).isoformat(),

}I

},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
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status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
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"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"]

}
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{

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {
"contactStatus": [
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FUEEI7IXVAREHEICEENMITSNTVERWE®, GetSatellite E =& ListSatellites
ICEk2>TRENFEEA, FUBEI7IXVAICHIZEHREZNBIBZICE, FENITI
X1) A ID T DescribeEphemeris APl Z#ER 9% A, ListEphemerides ZFEALTFHT b
THEAFTREARINTOITIXJAZRRLET,
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F7F)IMDODIT7 T XJAICIE, source & epoch D7 1 —J)LROANEENEF T, epoch
l&. Space-Track A5 7TINENE2TEZEYNOIRY ITHY, BEFEOHEDOEICHEH
ThTLVET,

DARLTLT T I XA, source fEA CUSTOMER_PROVIDED &7 V), ephemerisId 7 4 —JL R
ICE—ZEDEBBFNFEENET, CO—EDHEIFIE. DescribeEphemeris 77> 3>Z LTI
TIXVAZDTIITBEOHICERATEET, CreateEphemeris 72 3 > AWS Ground Station %
NLTAOTY7O—RAPECITZTIXVDRICBAAEIHETShEFZE, 77320 name7 1 —
ILRFBENET,

T7ITXAJURE IZK> TEHICEH AWS Ground Station Ehd %, BREhdF—2IE APl O
CHUBICHERAENTVWAIT7IXVAOARFTY >3y NITEXREA.

FT7AINMODIT7TIX)RA%ZFEAL EEHED GetSatellite U Z—> Dl

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

NAZRLTI T I X)) AZEHL ZFE D GetSatellite @ 45l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

]I
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https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

FUESEI7IXJAD—ERTR

FUGEI7IXVARFECRHENITSATVWEVLEZYD, EXD APIs ZEALTETISICETS
BHRERESLTIEIILENHY KT,

1. ListEphemerides ZEAL T, ANANDIT7IXVAZEL, 7HIMAOITXNTOIT7 I X
AZ2—EBRTLULET, AT RAETITIXVARARLATTT7ANERIITTEET,

2. BENDI 7 T XA ID T DescribeEphemeris 2R L T, AUBEI7 T XU AICBET 25 M
BHRZMEBLET,

3. BENEVWEDLYE ID T DescribeContact ZFERAL T, MVEALEBICHERAETNZ T 7 I X AICH
TRHMBERERBLET,

FUESEI7 T X)) A%ZED ListEphemerides L AR A D H:

{
"ephemerides": [
{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765
},
{
"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",
"name": "TLE for Satellite 12345",
"status": "ENABLED",
"creationTime": 1620254700.123
}
]
}
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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® Note

ListEphemerides L AR ATk, FUESELI7 I X AIZlFgroundStation”7 1 —JL R
Tk < satelliteId 74— )L RAHBD . BEHNBBICBEYET,

T7AILMODIT7IXVATF—RICRT

DAZLIT7IXVARATF—REZTY7T7O—RTBE, TOREDOEE T AWS Ground Station A"
ITRT7AILRNODITIXVAN LEEETNE T, REAMTEMHBEI TN TLVEVWI 7T XD
ANERATELRLKLZDET, BF7FIMOI7 T XU AZBEMEA AWS Ground Station L & &
Ao AWS Ground Station £z, . TOEMHARZBELT7AILNOIT 7 T XU ANEATRE
TH>TE, BEOSEFREHRHOI 7 I XV AOEMHRZBE LI 2N ZE—EBEXRRLER A,

(® Note

FUBEIZ7IXVAILGET 72 NMEN L, BEIT7IXVAZLEEELEEA, Ch
5(F. trackingOverrides/N\ZX—ZZFEALTAV RV N ZEFHNITDEEICHRNICE
RenFEd, FNSGEI7IXVRAZFALBVESE. BFA—/N—F4 REIEELTIC
VBRIV EFHNTBIREGT, DRATLARRDYICTOT A7 REEI7IX)ARAEZFEAL
79,

TLEI7IXUAEOEMI7IXYADOTICRET

BEDODT7 A0 Space-Track T7IXVRIZRTICE., ROWThHLZRITITIHRENHVE
CB

s BEENBAELETI 7 T XD R%E TN THIBR (DeleteEphemeris Z ) E = (2 &1L
(UpdateEphemeris Zf# /) L& ¥, ListEphemerides Z2 AL T, BEZFAELEFENI T
XYAZ—ERRTEEXT,

- BFOSERRHEOI 7 I X VAN IXNTHRIINICBEZRTEERT,

GetSatellite ZHUOHL T, HEDBENDI 7 I X!) Asource® N THD & =ZHEIALF
FSPACE_TRACKe F7ZLKRDIT7IXVADEHMICOVWTRR, F7AILSDITT T X AT —
2T, ESBLTIEEL,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
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FUBEI7IXJADCER

FUGEIZ7IXVARIVRIRNZECHRNICERE W, FECEERTSATLEVWES,
"F7FZILBNCRTL EVSHBRREH)ELEA, KDVIC, FUBGEIZ7IXVAZRDILSICERE
TEEXT,

s FUEBEI7IXVAOFERZEFEILTSICE: ZEEtrackingOverridesB L TIBELE I,
BICHLUWVEREEFHLETsatelliteArn, BVEDER., RDVYICEEEhLEHEILT Y
TATBITIXVAEEALET,

s REAODHFNEEL 7 T X RA%ZHIBRT 2 I(ZI: DeleteEphemeris ZRAL T, REICE 2 =B

BEI7IXVAZHRLET, AT7V1—-)EnOV2 0 MTREEAEATVWAIT7 I XY
ARHIBRTEEE A

THIRAOIXRTOEUEGEI7IX)AZ—8BRTTSICIE, ListEphemerides ZEA L
F9, AUBEI7 I XJAW, ephemerisType7 1 —J)ILRIZ&K2T, £FEELAKRAD
groundStation 7 41 —)L RTE%&< satelliteld7 1 —)IL ROFEEICE > THEITEET,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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T—270—-0OER

AWS Ground Station & /—REI YD OEFEZFEALTF—270—2Z2@EL, F—XDA
R)—LMBZBMICLET, &/ —RiE, FTEEThILEBZLRRITIRETKREIhETT,
DMZZFHBAITBICIE,. HS antenna-downlinkANDF—RZT7O—%REFL T & Ws3-
recording., antenna-downlink /—REF, RETERENLE/NTX—X T & OEERARBANR
ORNILOTFATASTFIZRIADERZRLET, . BETF—XZ2ZELTSINTY NIRRE
501 —FT 427 /—Rs3-recordingZ®k L Fd, BROF—X270—&F., AEKICEDV
T, FORNMMEENLERF F—XZ S3INTY NMIEREBATHELET.

2v2arv7O774ILATER,. Z—XICEHLETEBLOF—R2T7O0—%2ERTEET, UTOED
23T, TERATIMOAWS DY —AZRET D HEIC DV TEEA AWS Ground Station U,
T—R7O—ZBETHLHOOHREEZREMLE T, VA /—RFLBEE/—RERBZETNID
DPESHBE, B/ —ROBEOFHMBICOVTE., "1 ZZBL TLE WAWS Ground Station 7%
EEFERAT S,

N =R

- AWS Ground Station *—&X7L—2A2VZ—7 IR
« JORV=2 3 F—2mEEEATS

« Amazon S3 Dt Y K7V T ERTE

« Amazon VPC Ot Y N7 Y 7 ERRE

« Amazon EC2 Mty RT7 v 7T ERE

AWS Ground Station *—27L—>A 232 —T7 T4 A

BRUEF—270-0BROTF—2BERK, F—F70—0DYV—AICK2TELBZYET, Chs5D
ERXOFHME, FEOADAR—F 12 IFRICRMENET, UTR, FRA70F7—270—IZFH
EhPERXZ2REHLEENTT,
s FUTFEDIDY
« ( wigigless-than-or-equal-to) ®F—2A& &, VITA-49 Signal Data/IP Format /N7y M & L TEAE
ENEI, 40MHz

o (FEEA 40MHz KV KE ) F—&IE, AWS Ground Station 75 A2 /N7y N& L TESE
ThEXT,

* antenna-downlink-demod-decode
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https://www.vita.com/Standards

AWS Ground Station d—H¥—HAR
- F—RiF, BRIESENLET—RIPERXONTY NELTBEENET,

s TUOTFTFTYTIY
« F—2A&I& VITA-49 Signal Data/IP Format /Ny RE U TEBETIHEN HVET,

« antenna-uplink-echo
« F—2A&I& VITA-49 Signal Data/IP Format /Ny R& L TEEENET,

JARAV—=23arF—REEZERTS

AWS Ground Station VOAU—2 3> F—XBEMEEICKY) . 7> T+ H S AWS Ground Station
HR—RENTVBREEDOAWS U—D3VICTF—RERBRICEFTEERT, 2&FW., 1 V7FAK
ZOFYZE—OAWS V=23 VIZHBFEL, AVR—F1TROEED TEBAZAT D 1—
JLAWS Ground Station A% —> 32 T&&X T,

Amazon S3 /N7 Y RTRIVEDLETF—XZZEFETHE., AWS Ground Station [F I XTOEEHEH %
BEEBLED,

Amazon EC2 4 > AZ 2V AANDVOA) —2 3 F—XE{E (AWS Ground Station T— I 2 MNE
ERF—27O0-IVRRA N N2ER) 2FATRICE, F—X70-—IRKRANERED
AWS U—2 3 > IC4ERK L. dataflow-endpoint-configTEIL U —2 3> 28 ET D HLENf HYET,
AWS Ground Station l&. #—XVOA) -3 OEEZERBLET,

Amazon S3 Oty K7 Y T EERTE

Amazon S3 /N7 Y hRZ2FEAL T, ZFERALTAI U 0T F I 2Z2ETEET AWS Ground
Station, %154 s3-recording-config Z4ERK B IClk, Amazon S3 /N7 Y K&, NI Y N AWS
Ground Station NN 7 7 A I DEZIAGZ IZFFATH IAMO—I)LZIEETEDILEN BV ET,

Amazon S3 /Ny b, IAM O—J)L, £k AWS Ground Station %E DR B9 3 #IFEAmazon
SIFEFKECDVWTE, T, ZZRBLTLSEEL,

Amazon VPC Oty N7 Y T EHE

VPC Y RNRTYTTDEONDTERBHARE, COHA ROEBHENTT, EMICOWVT
. "Amazon VPC 1—H'—HA R, 2B L T T,

cOtEUa>TR, AmazonEC2 £EF—ZR27O—I 2V RARA NN VPCAICEET S HEICD
WTEHBALET, . BEOF—E270—ICXL TEHOEERS > N ZEHYR— KN AWS Ground

VORIV —=2 3 F—2BEOER 105


https://www.vita.com/Standards
https://www.vita.com/Standards
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS Ground Station I1—H—HA R

Station LTVWEB A, EF—270—F 12O EC2LY—N—ICKRTIBDENFRENET, B
—DEC2LY—N—ZBELTWVWS®H, RERFIILFAZARTEHYEFHA, VPC ZFEATS
TEBHCOVTIE., T Z283BLTILKEEVWI Y23 7TO77M4ILEEDH,

= =

AWS Ground Station T—> I MZ &% VPC 52 %E

Region AWS Ground Station

Elastic Metwork Interface

H Security |

Elastic IP group
Private subnet
m EC2 instance
AWS Ground Station
Agent

HEF—RF., 7oTFICFEET S AWS Ground Station T— I R AR AICERHtENE
9, AWS Ground Station T— IV MEARNSAETL, EELE AWSKMS F—%& AL
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TCTF—REBHILET, BANT AT &, AWS Network /NY D R—22EOY —AT T+ H
5 Amazon EC2 Elastic IP (EIP) IZIAfEENET, TF—XiE., 7R Y F& iz Amazon EC2 Elastic
Network Interface (ENI) Z/T LU TEC2 1 VARV AICEIBELE T, Amazon EC2 EC2 1 VAR
AT, 41 ARN=)L&E 7= AWS Ground Station T—> I MNEF—2EESL., IF LIS —EIE
(FEC) ZEfTLT ROV 7ENTF—RZB AL, EYRNTPYTTEELLIP ER—MCEELE
ED

ROVARNTIR, I—> 1> NOBEERIC AWS Ground Station VPC ZERETHEEIC, —E0D
Y RNRTPYFICBEBTHEBEERICOVTHALET,

¥ 1)F147)L—7 - AWS Ground Station RS 7 14 Y VBRAOEF 1V T 1 JIN—T%2EETS
CEEBEOHLET, cOEF1UFT 1T )L—71&, Dataflow Endpoint Group THEEL D ERL
R—NEETUDPEEARNT 71V I RFATRIHENHYET, FEAWSIYER—TIRTLTa1vD
A AN AWS Ground Station Z## L. 79 AFFA%Z AWS Ground Station IP 7 KL A0 & (&l
BRLUET. F7O4)—232 0 PrefixListld ZEE A D FEQOFMIIOVWTE, "TAWS ¥ &R—

SRILTZAVIAIAR) 22RLTLIEE Y, PrefixListld

Elastic Network Interface (ENI) - LD EF 1V FT 1 JI)L—7"%2 0 ENI ICBEEF T, NTUv OH
TZYNIRETDHLENHYET,

@ Note

ENICEICTRYFENZDEF1)TATIN—"TOBOTF7AILNDIA—RIE5TT, C
NFHFEK 16 BORBARELZHIRTY. "Amazon VPC UV #—%  #SBL T EE L,

XD CloudFormation 7> 7'L—KNi&, OO a3 THEATIA 2V TISANTIOF Y EERTD
FEERLTVET,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation

Properties:
AllocationId:
Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:

Ref: InstanceNetworkInterface

AWS Ground Station T—2 T2 MNZ &% VPC & E
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F—R7O-IY kKA NEHEALE VPC B

AWS Ground Station

I:'.E-‘

@ Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

A 4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

FHETF—RE, PoTFIEETDITFT—RTJO-IRRANTTIT—23 42 ARVAIC
REtehET, TOE, F—RE., FFEITSVPCHSIVOAFTHT> N Amazon EC2 Elastic
Network Interface (ENI) & L TIEE & & 9 AWS Ground Station, ZN %, F—2X & Amazon
EC2AVAZRVAILTRYFENEENIZN LT AmazonEC2 A1 VARV AICBBELET, 1A
N=IleniF—270—IRKRARNT7IT—23a2k, Y NTYTTEELEIP ER—
NCEELET, cOT7O0—0OFEF, PYTVIERETRELET,

RDVARNTE, F—270—I2RKRANEEHAICVPC ZRETHEEIC, BENRELNDZE
EBEEIZODVWTHBLET,

(@ Note

ENICEIETRYFENDEFIVTATN—TORDOTIAZILIDIA—-REE5TY,
NEHEAX 16 BORBAEELFIRTT, "Amazon VPC V4 —%, ZSRL T EE L,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
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IAMO=)L-IAMO—=J)LEF—270—IRRANO—FTHY), RHICERENATVWELA, 7
OAT7 AT N ENI Z4 L T AWS Ground Station Amazon EC2 1 VARV AILT RY FT 3 1=
HICEAETNS IAMO—)L,

EFXF1VFTATN—T1-20F21VFT4T)IN—=T"1. PHI2ND AmazonEC2 1 VARV A
ICBEN TSN D ENIICTRY FEnET, dataflow-endpoint-groupZ L —7 TREE hiR— K
T, EFIVUFTATIN—=—T2H5OUDP RT T4V U ZFUTIHLENHYET,

Elastic Network Interface (ENI) 1- £F1UF 4 5)L—7 1 2O ENI (ZBER T, 47 %Y NCE
BEIRLENfHVET,

BTZXYIN-THDIDRAD AMazonEC2 A VARV ANTF—R27O—¢ I BL<EE 1 DOE
FAAEER IP T RLAN D CEZBETIVEN BYET, YTXRY NOY A XEREOEMIZDOV
Tk, "™H7ZvyRCIDR7OVYY, #BLTLSEETL,

EXIUFAaTIN=T2-C0OtF21)FT14T)—71F Dataflow T RIRA4 > N TSHBEIET,
CDEF1VF4TI)—71F. AWS Ground Station & 7HIO > NCF— 2 %2RETZ-HICEH
FTBHDENI ICTFRYFENET,

=232 - J0A)—=232ERTYHR—RFENATVR U232 0FMICOVWTR, Tl 28K
LTIKEETVWIOR) =3 F—2BEEZERAT 2.

XD CloudFormation 7> 7'L—KNi&, COtEI 3V THRBEATDIA 2V TISANTIOF Y EERTD
FEZERLTVWET,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."
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https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
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InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:

# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.

# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

Amazon EC2 Oty KT Y T EERE

AWS Ground Station T— I RELRGRF—27O0—I2 RRA NENL TEEET 1D VITA49
Signal/lP 7*— & £ /=(& VITA-49 Extension 7*—X/IP O RIS (CIE. Amazon EC2 1 AR A
EBEYICRETAILBEABYET, BEO-—XICHLUT, 7OV NIV K (FE) 7OEY HER
l& Software Defined Radio (SDR) ZEU A AR ATE#ERETLEY, BMOEC2A VARV A
ERMALEYNITBRENTEEXRT, FEFLEIESDROEBIREA VAN =LK, COI—Y—FHA R
NEENTT, BEOTF—REXAOFMICOVTRE., 1 28BL T EEVWAWS Ground Station
TF—RTL—A R —T7 I 4R,

H—EARMFOFMCOVWTE, AWS " H—EZAZH, Z25RLTLKEEL,
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https://aws.amazon.com/service-terms
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Rz h2-—MOEYTIRTIT

AWS Ground Station &, AmazonEC2 1 VARV AN tEY KT Y T2 RBBIZTD2—HRHUBEY T~
DITERHLET,

AWS Ground Station T—> 1T 2 b

AWS Ground Station T—> T2 M, FPRILPABAKRE DigiIF) o> U 0F7F—22%FEL,
LUTAgEICTREFTtehiTF—22HILET,

« 40 MHz ' 5 400 MHz O® @ E T DigIF 0> 1) > U #ge,

« AWS XY RD—UE®/N7 1) Y IP (AWS Elastic IP) NOEL—K~, 82 Y 2—0 DiglIF 7—4&
(TR

- BIAEYITE (FEC) & 2 EEMOE VT — X B,

« BELICHAARARIY—TZ—Y RAWSKMS ¥—%2FAL 2B TF—2EE.

HMICOVWTIE, AWS Ground Station " T— x> RI1—H—HA R, 28RBLTLSEZTL,

TF—27O—TI2RRANTTVT—>3>

AWS Ground Station 7> T 7T OFFTE Amazon EC2 4 VARV ABTF— X B X ZE AWS
Ground Station 2 I TEAT D XY ND—O0F77)5—>3>, F—20F7vy 700k
IO ICERATEET,

Software Defined Radio (SDR)
BELOBEICEAETShIESZ2RAB/ERAISLOICFERATEDY 7 NI I T ERER (SDR),
AWS Ground Station Amazon Y>> 4 X—< (AMIs)

CNSDA VAR —IDEIRBIVVBREFBZEMIADLHIC, ICEBRREE Nz AMIAWS
Ground Station £ HEE N TVET, AMIs TF—R JO—I Y RRAVKNRY ND—=OF 7T 75—
< 3> & Software defined radio (SDR) Z{#X 7= AMIs (&, A R—F 1V INFETLERICTH
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FILRALDARN)ORAERBLES, TLANITF—RZFEALT, AVEIONNTA—=I2AD
FZRVVYT, BEEORY., GEEEICEIZBRICEOIVEEEBREETSCENTEET,
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« FAARBETLANIEAT
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« TLXNUZRETS

« TLXNUF—RZEBETS

TLXRMN)DEH

TLANDZERTSICE. TLXKNUF—2% AWS Ground Station BME T2 5 EIEET S
TelemetrySinkConfig Z5REL £9, RIZ. telemetrySinkConfigArn7 4 —JLRZFEHAL T,
COFREZZIVIIAVTAT7AIICENMLET, TLANUNFBMNEIY 370774 %E
AT5BVEhLEHR, BTFLXNUF—RETHI> NI AWS Ground Station AN —Z>J L
x¥79,

TLANVBEZ7OEARRDLS IZHELET,

1. FLANUF—R2%2ZETBHICIE. AWS 7HJ > MC Kinesis Data Streams A N —A%ZER
LET. ANU—LE. MOADEERTT1—LTBOLALTAYIY NEU—T 32 THR
TRIBENHYET,

2. ANU—ALICF—2%EE5AT AWS Ground Station 72 AHFA #4592 IAM O—)L #/ERK
LET,

3. ANU—=A& IAM O—)L% S8BT % TelemetrySinkConfig Z#EK L £,

4. TelemetrySinkConfig 23Xy > 3> 7O7 7 A I)LICEBMLET,

5 HILWFLXANURISZ Y a>7O7 74 ) 2EALT, EREZ—ERTBRTFFHLE
¥,

6. cOIVIarvFSO77(4I)NaERTHIEVEDLES, AWS Ground Station T L X M F—
2%ZFEF T I ZRA LT Kinesis Data Streams AR —ALICARN) -3 LFT,
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7.AWS Y—ERAREFMBEOT7UT—232Z#ALT. ANU—LADTLANITF—RZHE
LTaELERT,

EAAREETLANIRALAT

AWS Ground Station &, BWEDLEBHICXDTLARNI RS/ T Z2RELET,

(® Note
AWS Ground Station I&, Y R—KREhTWBTLXRNIZA T OHILRICEVEATVWET

RAZKRTLXRNY

BEIOVEOMNFOTTTOEEICEIZDERERHELET. COTLANIZATREICT
YEIRMRICEFE A, EEOFNALIORY RENEAUANFBEAETT, FHRICOVWTE,
"RAVERTLARD ) Z5RLUTLKEZ L,

T LXK DER

TUFFRPAT—RALBHIS—CEI2BHRERBLET. COTFLXNIRZATE, &
PRETHBESFAENCE > TUVABALREENET. FMCOVTE., "FLANJDE
B, EBRLTEEL,

)= a2 RIOrR A

FLXARNUE., A AWS Ground Station BIfET2IXTH AWS V-3 > TEATEET, X
IRDETH, TLXRMYUIK AWS Ground Station 7 FFASAVE O NEART1-=)LLE)—
TavICEEEh, VOAU—23a>HR—MIEEEhET,

AWS Ground Station U= 3> e EROBFAOTERIVANCIOVWTR, T, 283BLTLKKEE
WAWS Ground Station O —>3 >/,

TLANUZERETS

AWS Ground Station JEHEEDTL XNV ZERETSICIE. ROFIEICHVET, COFREHNTTT
&, TLANUABMAZIYS 3 7O7 740 EERATZ ARV MR, TLARN)TF—2H
Kinesis Data Streams A N —AIZB{EE NFE T, Kinesis Data Streams D FFMIC DLV Tk, Kinesis
Data Streams 1—H'—H 4 RZSHBL T EE L,
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ATY 71 HIREHY AWS BB D)V —RAZERT S

XD CloudFormation AZARY ME, TLXNUBEOIREZH AWS B2 )Y —RAZERTHH
EFERLTVWET, COAZARY ME, Kinesis Data Streams AR —LE, AN)—AIZTL XK
) F—R%EEEZIAL AWS Ground Station 77 A A 24532 IAMO—)LZEKL E£T,

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecozxd
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn

UTOVARTR, TLANVBEZRETSIBO—EZNREICEITZIZEEEEHZTLET AWS
Ground Station,

Kinesis Data Streams AN —AL - ANU—LRBAVFIVRFYNI T4 E—RZFEAL. R)—
TYNMIESVWTABNICAT-U2JENET, Chid, BEALDI—AT—ATHREIE
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T ARNU—AR, F—REZ 24 BFEARBEIDRSICRETEIATVET, F7FIILRKTRR, ARNU—
LlF AWS Y Z—D RESILZFERALET, THARN—NZX—I RESILEZFERTSICE AWS
Key Management Service, StreamEncryptionZ’O/NT 1 ZEML., IAMO—ILRV—%F
#L T 7Yt Akms:GenerateDataKeyFFAIZ 2 ET, FMIC DV T, Amazon Kinesis Data
Streams TOTF—2RE I 2FRLTLEE L,

IAM O—)L - IAM O—JLi&. groundstation.amazonaws.comY—ERXZ7 U2 /N)LAO—)
#5|&Z2 T, TLXKNUF—A% Kinesis Data Streams AN —AICEBEADLEZHFILET,
A—J)L7R) > —Fkinesis:DescribeStream, AR —AL® | kinesis:PutRecord, &V
kinesis:PutRecords7 7> 3> OTF7 UV EAFAZRELET, ARV —EO-ILRIZ—D
BREICEITDHAAVATLARID VOBREICODVTR., "1 Z22RBLTLKEEV,

JBINERZE - AWS Ground Station API I—J)LICEA T2 IAM 1—H—F £ kO-)LICT7 ot
Aiam:PassRolefFAZEBMLFET, ChiZkl), TelemetrySinkConfig ®#EK AWS Ground
Staton BICTLXRMNUO—I)Z IZETENTEEXRT,
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ERACO—IZEST T O AFA 21— —ICH5T5) 25RBLTLSEETV,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,

"Resource'": "arn:aws:iam::999999999999:ro0le/your-telemetry-delivery-role-name"

AT Y 7 2: TelemetrySinkConfig ZERR 3 %

AWS Ground Station A"F7 L X K1) F—#& % Kinesis Data Streams AN —AICEET R HEE2ESE
¥ % TelemetrySinkConfig Z#EK L £F. AT Y7 1 ® CloudFormation A% Y JHAN S AN —
IAARN &0O0—J)L ARN ZFERHLE T,
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+ Kinesis Data Viewer - Kinesis Data Streams AN —AJd> YV —=)LZFERAL T, ANU—LDOH>
ZILI—REZRRLET,
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Y RFPYTHRETLES, ROZEHNTEET,

¢« FLANUF—SHREEATRETLANIZATICOVTHALET, "TLANUF—2%
BRT5. EBRLTILEEL,

+ Kinesis Data Streams AN —AASTLARNIF—R2Z0BITELOOT T VTr—a 0 2BE
LET, FHMIZD2LVTIE. Amazon Kinesis Data Streams @ 1> 1 —Y—NEE, #SBL TL
EEV,

« CloudWatch 8 KV Z 0D AWS H—EAZFERALTA Y AR—RETS—MNEERLET,
 BENMRELESEAR. RTINS 1—FAITHA A AZERLTLEEY, TFLAKNJ®D
RTINS a—FT420, #B8RBLTLKEEL,

TLXNUTF—2ZEHETD

T L XN F—A & BaseBase64-encoded& 1 /= JSSON L J— R & LU T Kinesis Data Streams A b
)—ALICEETAET, FLO—RICE, OVEZINCETIXRXTF—2®5 U TdcnkzTL
XANDAEERE, BEOV RV MNRICPRET N BRI SEENET,

F—RAHROBE
EFLXARMNIJLO—RIZE, ROOAVR—ZFZBRMHIEENTVET,
FTLANUDRATEN—23 D

TLANIUF—BORHEDRATETDAF—XN=—232ZHBILET. ChiZLY, EF
EEBTLANIRATZBYICHENTERET, AF—XON—23 2T 0OFMICDOVTRE,
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TLAXNUBATIZBBOH TV JEniz=TL X NI RIEE,

N=F14232F—

FLANULO—RE, ERXRON—FT 12 3>F—%FEHL T Kinesis Data Streams AR —AlZ
BEENET,

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

CON—FT4230F—IC&Y, 1 DOV EIRNCRTEIEBEDZRATOINTOTLXANUY
Kinesis Data Streams AN —ALAROELUZ ¥ —RIZEEE A, TOOAVEZIMNOFLARNJAR
) —ADORBEEIEFAAS A AREICKZY) ET,

RAZRTLXRNY

RAVKRTFLARNVGE, BEOERIMNFOTUTTORA NAFEAICETZIEREZRBLET, C
DTLXANIRATRE, BLEAVWEDLEHRIIEFENET,

TF—2T714—)LR
sampleTimestamp
TLXNUF=BAHG T TEnizKZl, 1SO-8601 XX Tk UTC, S UMKE.
Fz
ToTTORBOFUAEZEHRTRLET,
=

i

TOoTTORBOLRAEZEHRTRLET,

commandedAzimuth

AEBRNOIONY RENEANA, Cchik, FoTFHFFERLEISELTVWSREZ—Y NFUA
T9,

commandedElevation
AEBNOINY RENEESAE, chik, 7T FIFFERLEISELTVWSREZ—5Y hDE
BRETY.
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KEOTTFHNER., MENSHRPEMRPOEBBNEELEICKY, OV REhZLE
EREBDIEENHYET,

XZF—=2714—=)L R

groundStation

W EROBE ("TANAF 11 BE ),

satelliteld

DEE)Y—ADEAIF AWS Ground Station,

contactld

Fl:ﬁ \I\ébﬁ@é&gu%o

JSON 0 5l

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopelId": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

1,

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

}
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TrackingConfig @ autotrack/N\TX—&2 A" (CERES *l'C W3 HZEREMOVED, BHfTL X K
VREEEhEEA. BREOEHFOFMICIOVTRE., 1 Z83RBL T EEVERHFHRE.
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sampleTimestamp

TLXNUF—=2KF52 7TV JEhi-Bz, 1S0-8601 XX Tk UTC, T UMEBE.
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TOoTTOREDEFRAT—RA, ARBERUTOEHTT,

« TRACKING — 7T FR@EIZIv>a>7O7740NC—HTBTJFIINICEECOY I h,
ZEEMLTTI9T47IC740—-LTVET, Chik, ORI MNFODOTHARERRET
9,

« ACQUIRING — 7> TFHRESEZRDHTOYIHRTT, ATAREE, T7IXVAF—
RICEDVWTRANTBR7OTALICLDEHEFRALTVET,

 MASKED —HENDFANEBEFEBE NS Y ONAIVDOERICHY)ET, DFV), 7oTFHE*®
DEEDHFOTEENSY VZBEICIAITSICEFTEEFREA. CNIFBEE. BESKED
RF T3 A SVMEETRELET,

trackingErrorAzimuth

FNBHMOEHFLIZS—. ERTRAEENET,

trackingErrorElevation
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® Note

BHIS—EE, EEREZHFALTZDEHIZEEHEHT AWS Ground Station IZEHAE
DIT7IXVAR—ADTOATVSALARNSY VDOFAEZRLET,

X2F=2714—=)LR

EBHFTFLARNIIZE, RAMTLXRNVERBUXEZTF—RT7 1 —)LR
groundStation, satelliteld, LT AEENEFcontactId,

JSON 0

"telemetryTypeAndVersion": "TRACKING#1.0.0",
"telemetryType": "TRACKING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
},
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1
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T L X NUF—A(& Kinesis Data Streams AR —AILEEE N, EEODANI—LHEE/NZ—2
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(AN

Base64 71— R

Kinesis Data Streams AN !) —AD T —2AX & Base64-encodede N TWVWET, F—X % JSON &L
THEFTDHIC, T—R2E2TFI—RIDVLENHYET, FHMICDOVTIE., Amazon Kinesis Data
Streams DEH; 2SBL TSV,

Kinesis Data Streams AN J —AHA S5 DF—X DFiHEL) 122
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Kinesis Client Library @
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FEZRYIULET, SFHHICDOWVWTIE. Amazon Kinesis Data Streams D EZ&') >4, #58RBL
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TLXRNJAF—NE, BEOBRBICHSENLRETR—RNTBIRSICN—2I3VEBEATVET,
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AWS Ground Station &, VOARAV—=23>0F—2BEZYR—KNLTVWET, BRRLEZ YD 3
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import boto3
import uuid

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The contact ID of an existing scheduled contact to update
contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# Generate a unique client token for idempotency.

# If you retry the same request with the same client token,

# the API returns the same response without creating a duplicate version.
client_token = str(uuid.uuid4())

# Update the contact to use a different TLE ephemeris for tracking.

# The UpdateContact API applies all parameters in the request.

# Any parameter set to null is treated as a request to clear that value,
# not to leave it unchanged. Include all desired values in each request.
print(f"Updating contact {contact_id}...")

update_response = ground_station_client.update_contact(

contactId=contact_id,

clientToken=client_token,

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

trackingOverrides={

"programTrackSettings": {
"tle": {"ephemerisId": "b2c3d4e5-6789-0lab-cdef-EXAMPLE22222"}

iy

contact_id = update_response["contactId"]
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version_id = update_response["versionId"]
print(f"Update submitted. Contact: {contact_id}, Version: {version_id}")

# Wait for the update to complete using the ContactUpdated waiter.

# The waiter polls DescribeContactVersion until the version reaches

# ACTIVE (success) or FAILED_TO_UPDATE (failure) status.

# The waiter raises WaiterError if the version reaches FAILED_TO_UPDATE

# or if MaxAttempts is exceeded, so we use try/except to handle both cases.
print("Waiting for update to complete...")

from botocore.exceptions import WaiterError
waiter = ground_station_client.get_waiter("contact_updated")

try:
waiter.wait(
contactId=contact_id,
versionId=version_id,
WaiterConfig={
"Delay": 5,
"MaxAttempts": 180,
.
)

print(f"Contact updated successfully. Version {version_id} is now active.")
except WaiterError as e:
# WaiterError is raised when the version reaches FAILED_TO_UPDATE
# or when MaxAttempts is exceeded. Retrieve the current version to inspect.
version_response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

)
version_status = version_response['"version"]["status"]
if version_status == "FAILED_TO_UPDATE":

failure_codes = version_response["version"].get("failureCodes", [])

failure_message = version_response["version"].get("failureMessage", "")

print(f"Update failed. Codes: {failure_codes}, Message: {failure_messagel}")
else:

print(f"Waiter timed out. Current version status: {version_status}. Error:

{e}")
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import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

"alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
2

contact_id
version_id

# Describe a specific version of a contact.

# Use this API to check the status of an update or to view the

# configuration that was active at a specific point in time.
print(f"Describing version {version_id} of contact {contact_id}...")

response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

# Display version details

version = response["version"]

print(f"Version ID: {version['versionId']}")
print(f"Status: {version['status']}")
print(f"Created: {version.get('created', 'N/A')}")

if version.get("activated"):
print(f"Activated: {version['activated']}")

if version.get("superseded"):
print(f"Superseded: {version['superseded']}")

# Display contact details for this version
print(f"\nContact ID: {response['contactId']}")
print(f"Contact Status: {response['contactStatus']}")
print(f"Ground Station: {response['groundStation']}")
print(f"Start Time: {response['startTime']}")
print(f"End Time: {response['endTime']}")

if response.get("satelliteArn"):

d—RofAl 144



AWS Ground Station

Q—H—H1 K

print(f"Satellite ARN: {response['satelliteArn']}")

if response.get("trackingOverrides"):
print(f"Tracking Overrides: {response['trackingOverrides']}")

# Check for failure details if the version failed to update
if version["status"] == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f"\nFailure Codes: {failure_codes}")
print(f"Failure Message: {failure_message}")

Bl BVEDEN—232E—EXRTTD

XD OFITE, REBBREY NEREBIBZLEOIIR—DHEZFEAL T, EENTEBEBEEZR
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import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# List all versions of a contact to view the full history of changes.
# Results are paginated. Use the nextToken to retrieve additional pages.

print(f"Listing versions for contact {contact_id}...")

paginator = ground_station_client.get_paginator("list_contact_versions")

page_iterator = paginator.paginate(
contactId=contact_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for version in page["contactVersionsList"]:
version_id = version["versionId"]
status = version["status"]
created = version.get("created", "N/A")
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print(f" Version {version_id}: status={status}, created={created}")

if version.get("activated"):
print(f" Activated: {version['activated']}")

if version.get("superseded"):
print(f" Superseded: {version['superseded']}")

if status == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")

print(f" Failure Codes: {failure_codes}")

print(f" Failure Message: {failure_message}")
if status == "UPDATING":

print(f" Update is currently in progress.")
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"version": "Q",

"id": "01234567-0123-0123",

"account": "123456789012",

"time": "2019-05-30T17:40:30Z",

"region": "us-west-2",

"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-1111-11211-1211-2111121132111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-111112122111111",
"contactStatus": "PASS"
}
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"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb@9",

"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10@f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb4@-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"
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"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec”
}
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> NEET Amazon S3 /N7 Y RA®D CloudTrail 1 X NOBENBEEEZEMICTDIENTEE
9 AWS Ground Station, FEBFZEREL EWHETE, CloudTrail V=0 [/ X2 NEFE] Tk
FOARYNZERRTEET, CloudTraill TIREEh-BEHREFEAL T, VIITARNDETTO IP
7 RL A AWS Ground Station, U7 TARDREITE, VIVIANOERTAFEEDFHZHIETE
-

CloudTrail ®s#AIC D2 W Tk, TAWS CloudTrail 1—H'—H4 Ry #2BLTLEE L,

AWS Ground Station CloudTrail O 1&%R

CloudTrail &, AWS Z7HU Y NDEKRFIZT AV RTEMIBYET, TTITAETAHRE
9% & AWS Ground Station, ZD T I9TFAET A AR NBEOMO AWS H—ERA RV NE
EEIZ CloudTrail IRV NCREBEENE T, AWSTHIVRNTRIEDAR NERR, BE, 47D
VO—RTEFRT, FMICOVTWE., CloudTraill AIXNEETOANRNORTESRLTLKSESE
Wo

DARYRBE, AWSTHIVNDARY SO ZFEEERIC DWW T AWS Ground Station, FE
BEERLET, BIFICKY), CloudTrail 0% 7 7 4 )L & Simple Storage Service (Amazon S3) /\
TYNIBETEERT, F724INTR, OVY—ITERLEEHFFTXTO AWS V=232 (C
BRAEIhEDS, f@#HE. AWSN—FT1232AOIRNTON—=232A504 R N20O7ICREK
L. BELEZ Amazon S3NT Y NMCOJ 774 ) Z2BELET. £5IC. CloudTrail O TUEXE

NEARYRTF—BEESIZOMLUTREBTD RS ICMHO AWS H—EAERETEET, FHMICO
WT, XReZRBLTEE L

o SAEFDVERD =8 DE
e CloudTrail Y R—KTB2H—EAELHEE

 CloudTrail /| Amazon SNS BH DK

« BEO)—232H5 CloudTrail A 77 AN EZ TR B LTERDT HV > KD S CloudTrail
0077422 TW5

g N T O AWS Ground Station 7 7> 3 (& CloudTrail IC& > TAJIZER

gEh, AWS Ground Station API D 7 7 L AILREBBEEAhTVET, flx

(&, ReserveContact, CancelContact, ListConfigs &7 V>3 ZHUOHT
&, CloudTral QT 7 7ANICTY NUNFERENE T,

BARYNELEGOTIVRNIICRK, #FIVITIARNEZERLEAEVSBBIEENE T, 74T
TATARERIE. ATZHBITROICRIEERT,
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« DOTARNNI—BNFELIE AWS Identity and Access Management (IAM) 1—4 —5REHEH %= £
LTIThnizhrESH,

s VDOTARMYO-LNFELER7IFL—>232d—H—0TFT2RZUBEF1 )T« FEAIEREEA
LTITbhizrESH,

« DOTARHBIO AWS H—ERICL>TIThhizAEDSH,

M DOVWTIE, TCloudTrail userldentity 2%& , 28 BL TS E&E L,

AWS Ground Staton O 7 74T NJIZDOWVWT

CRLAIL E, BELE Amazon S3ANT Y NCAXR N Z2OT77A4ILELTERETZLDICEE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNIZERET, IRV KNE, F
EOHHANSOE—QOVIITANERL, UOIARNEhETV>3Y, 7O23a20B8K, UOT
ANNTA=—ZBEICBITIBEBRNFEENETT, CloudTral AT 771K, NTUY o API =)L
DIEFFTSNEAZRY VRNL—ATRBEVED, FEDIEFTRERERRENEL A,

LR oHllE. ReserveContact 793> %/R9 CloudTral O I KU TT,

f5l: ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",
"userName": "Alice"
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}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
I
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
},
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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BEITDEETEET, CloudWatch XM VAR EEVTILRZALATRERAATELRVLED, BE
NENDWREMNHV) ET, £/, CloudWatch & 1 BEICHIE2>TXRNI I AZEN TR0,
T—ROFMEN BT ITHTEMEN BV ET, TLANVKER. BcOXNIIORAZRHL, FE
DFINEALTAWS THO U MIEEREELET. FHICOVWTE., "FLANUDOEE, 258
LTLKEEL,
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LET, ALVEADEBOXKNIVIVRAERRTDICEK, #ER/—>3> 0 CloudWatch ICF7 9
TATRIHENHYET, FEFOOT—>3aVICEERTFsShTVWR =232 (CHo0
TEEAWS, T, ZZBLTILKESVIB EFOBRO AWS V=230 0%E, A2 06
BATD1-)9%5)—23>TTFLXANIF—RZZETSICIE. AWS Ground Station
TLANUBBEEFERATER T, FMICOVTE, "TFLANUDERE, 25RBLTLKESE
Wo

AWS Ground Station XN O RAEFa4 X>>a>
FEATEEEXANI DA

RTDODARNYDAE S5 AFTEET AWS Ground Station.

(® Note

HAOEhBDHEBEODXRNI O AIF, FHAENTLS AWS Ground Station #EEIC & > TEAY)
£29, BREICEL 2T, UTOXRNUITAOYTE2Y NORDNBHENZBEENFHYVET,
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FEE,
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RINILDOKRE
€o

B N—k2 b

AWS Ground Station X N RAETFA4 X3y 163



AWS Ground Station I1—H—HA K

XRNUOR XRNYOAFa4 XAy EAL]

SymbolTimingRecove H5d1. Config. Satelliteld BRI R

ry_Locked NDERAZJHE
BgL—7rav
JENTVWBE
Bl 1ICREE
n, OY IN#%
BRENTLVBIE
Bl 0 ICRREE
nEY,

B Bkl

SymbolTimingRecove #1571, Config, Satelliteld HES R

ry_OffsetSymbolRate L—h&EEY
BESIVRIL
L—bOBEDF
7E2Y b, 2O
RREGE. FHHE
ETUOTFHFOA
TLAEDORY S
Z—>7bhER
RIRSEF O A7
'Y ATY,

BRI
®
EOTA X aUFERET N TVWET AWS Ground StationH* ?

RDF 4 X2 a>%EHL T AWS Ground Station F—X2%Z 7 1)LV T TEET,

FAXTTAY B

Category BRELEFETI—R,
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%I:I

FAXTay BH
Channel V20N FyXILICE, 1. 2, 1 (EBH). Q
(BEXR)FHVYET,

Config ToTFHHAI2) 2 0FETFI— REE ARN,

Polarization ZFIAVZ2IMNOmREICE, LHCP (EARmEK) £z
RHCP (EARK) "H V) &7,

SatellitelId AIFHEDICEKE, ORI MNODAIEFHZED ARN A
EENET,

ARNDTADERR

TZ7ENIEXRNIIORAZRRTIES,. EFFORETICK 2> TANIVAORREEN EDBDC
EIEETHIHENHYET, T—E20OZEEIBEHOBEK. IFXIMNDEXRNIVIANF 18
EYOTF—RELTRRENET, F—XF. 3EFFOZIBEIC CloudWatch Metrics IC&k 2T 1 %
HEE)DTF—RELTEHENET, 1 BHEVOTF—ZAEEDOA NI IAEZRRTIVEN HD
BEk, T—2Z2ZFELTHS SEHEURRAICT—2ZRTTSH. CloudWatch Metrics D AZFIZR
B9 abBEHLET, CloudWatch RIFDOFFMIZ DWW TIE, Amazon CloudWatch D% -
NUOARE Z2RLUTSEZL,

ESIC, RO 0O MURICF ¥ T7FyENLT—RICRE, BEROHBIXNITAZERTDIZHD
THBBHBAIBENTVAEVESD, F—EARFENBZVAESN BV ET. EROHIXNITRA
ERTTBICKEK, 0 WHFBBLERTT —RERRIDEEZHHOLET,

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:34:11) - | Line ~ | Actions ~ ey 6

dBm Bit/Block Error Rate

13.2 0.5

/7\ — *i_\_,,_/—ff—*\i__ii_,,{—ﬂ\
103 —_— 0
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@ | RHCP Es/NO I LHCP Es/ND QRHCP Es/N0 @ Q LHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErrorRate Two RHCP BitErrorRate
Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErrorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q, Search for any metric, dimension or resource id Graph search

CloudWatch T® AWS Ground Station XNU O AQOTZ 7{LOFMZODVWTIEE, "XRKJIOADT
Z 71t BSBLTLSEETL,
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AV =) ZERLTXN)VAZRTRTDICE

1.

EROBICEENFFSNEAWS U—2 a2 ZRELET, AWS Ground Station &, Ei&
ot EROBATICEENGFSNEY—23 2 CloudWatch XKNU O RAZHALET, tEF
DHEMETNICBEETD AWS V=232 OUARNIDVTR, T, Z22RBLTKEEVH#LER
DEBAO AWS =23 DRER,

CloudWatch >V —)LZBA&E X9,

FTES =232 RA2T [Metrics (A RNJDTRA)] BIBIRL TS EE VY,
GroundStation BRIZEZiBIRL £,

m Graphed metrics Graph options Source
Q Search for any metric, dimension or resource id
157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage

26 Metrics 2 Metrics 3 Metrics

BROXKNUOARATFA4X23 (FyxI, 2/, Satelliteld & &) ZF#IRLET,

All metrics Graphed metrics Graph options Source

All > GroundStation | Q, Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

[All metrics] 27 ICIE, BRIZBADETNDTAXYIAVDARN) AN TRNTRRENET,
LUTOBREZITOICENTEET,
a. T—7LEAIXNEZXDICEK, IIRHLEFEALE,

b. XKNVIVARZTZ7MHTBICRE. XNVIRALEERTSNEFIVIRY JRZAICL
T, IXNTOXRNIIRZERIBZICE, T—7LORELITOFIVIORY DREFY
ICLET,

c. DWY—ATT714I)ZTBICIE, JY—RID ZBRL, [Add to search] ZiBIRL £,

d XRNVIATT7ANRTBICE, XKRUTAOBREZEIRL, [Addto search] Zi#IRL £
9o
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ZEALTARNIVOAZRRTDICIE AWS CLI

Q—H—H1 K

AWS Ground Station i&. BWEHLE O E/HOZAICEEMN TSN J—>32I(C CloudWatch X
NUORZHALET, h EROBEEAWS V=23 > OV ARNIOVTR, T 28BLTLKESE
With ERDIBFTD AWS U—2 3> M#¥E, ground-station-region-code %, #i ERDIFFR
D AWS JV—23 > J—R (us-west-274L 21, NDA 1, PZARABD1BE)ICBEBRIET,
COFIEQOEFED AWSCLI ONY RIFINT, AUV —2a>zFERIBZIMENf GVET,

1. AWSCLIAAZVAR—IENhTVR L ZHRBLET, A VARM—ILOFMICOVTIF AWS
CLl, TAWSCLIN=2322DA2AR—)Ly ZZRBLTLKEZL,

2. WEROBMICEEMTONEZAWS U—>a 2 BELET,

3. CloudWatch CLI ® get-metric-data XV ¥ RZFEAL T, ZEELTHHOX KUV AZEEL.,
ETENSOXRNVDAOIVIVICHERATED 774N ZEERLET,

CNETSICE, BRTLEJTaws cloudwatch get-metric-data --region

ground-station-region-code --generate-cli-skeleton, chlCklV), XDKXD%H
ANERENET,

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{

IlNamell: IIII’
Ilvalue": mnn

]

},

"Period": 0,

"Stat": "",

"Unit": "Seconds"
},
"Expression": ""
"Label": "",
"ReturnData": true,

4
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"Period": 0,
"AccountId": ""
1,
"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {
"Timezone": ""

4. ZZETL T, #FEHTEER CloudWatch aws cloudwatch list-metrics --region
ground-station-region-code XN O AZ—8BRRLET,

BiE Z#EAL -3/ 4E AWS Ground Station, XYY REXDELSBIVRNUEZELHIERT
PENFHVYET,

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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® Note

REIC ZHEALTH S 2 BEAREANEBL TWSIHEIF AWS Ground Station,
AAEBXRNIVIVADT—T L Z2FETRELT, XKNUIRBZHZEET
AWS/GroundStation X NV T ABETFAX IV ZBEODGRRBENHYE

9, CloudWatch @ HIFRDFEEMIC DOV Tk, "View available metrics; 258U T
=V,

5. ATYT 2 THERLEJISON 7 7ML ZEZZEL T, ATY 7 3 M SatelliteId® X KU
DADMKERIEE —FPolarizationd B £ d, £/, EHREICEHLE T StartTime, .
EndTimeDEZ ST EHL T EETV, HIXIE, XAOKRSICHYET,

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceceeceeceeceee"
b
{
"Name": "Polarization",
"Value": "RHCP"
}
]
b
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
b
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",

"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station &, XKUZAIZIHUT1~60MTEICX RN IRAEZRKITLE
T, Period 71— )L ROEAXRNI O AORTHBEELY) MEWVWHE, XM IARFIR
chxrtA,

6. BIODATY T THERLERET 7 1M )aws cloudwatch get-metric-dataZFERAL T &£%X
TLET, UTICHlEZRLET,

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

XNDORACE@E, OVRINDRALARTHFRRENET, AWS Ground Station X MU T A®D
HAaplzERICRLUET,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

]I
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"Messages": []
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s U—ERI—HY—-BEILTIVELATELRVESE, EBELCTIVEAHFTZVIIANLET

( TAWS Ground Station ID E7 V9 EADORNS TN 1—FT 12T 258),

s H—EREBE-I1—Y—TIOEAEZREL, POERAFAVIIANZEELET ("H IAM &
AWS Ground Station E#9 % 5%, 2S5 R)

c AMERE -TIOEAZEBIDLEOORID—ZHERLET (TOTATF T ATAR—ADR
1)< — @M% AWS Ground Stations %5 i)

TFAFT14T14%FAL RS

FoALiE. ID FRREEHR AWS ZERAL T ICH A2 A2 TBHETT. . IAMI—Y—AWS 7HO>
ROIL—KRI-—H— FLEFIAMO-IIZ5EZFRETRASNDIZLEN HYXT,

AWS IAM 7 A4 7T 47T 14 22— (IAM Identity Center), > > ILHY 4> 7588, Google/
Facebook FRAEEHBZED ID V—AN S OFRAFEHREFEAL T, 7IFL—T1YRIDELTHAS
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H—CTOEALTLEZERETDIAT—IXYRFEERATVET, F—RUI—F., HAZXI—X
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« kms:DescribeKey - AI—H—HFNARN—NZR—I RF—DOFHZRRLTF—ZERIATED &L
SKELET,
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AWS Ground Station ICl&, DARN—XRX—I RF—ZFEAIZODF—FFANVETT,

NDAZRY—XZ—D RF—THESKENEI7IXVRAEZTY7O0—RTSDE, & CreateGrant 1)
DIANZEBFELT, I—H¥—ICKH > THF—FFA AWS Ground Station Z4ERK L &3 AWS KMS,
DIER AWSKMS (&, ZHT>2 MDD AWSKMS F—ADT UV A%FFA 9% AWS Ground Station
EHICERAENET,

ZhiZ&k'), AWS Ground Station AT ZETTEET,

 GenerateDataKey ZHUO'H LU TSt TF—XF—Z24ER L TREFELE T,

« Decrypt ZHTHL T, REENEBSEhETF—2F—Z2FAL TESLENLET—2ICT Y
EALZET,

« Encrypt ZOHL T, F—2F—ZFALTTF—REZHESILLET,
« H—E AIZ RetireGrant 2§22k, VRATT7IINILEZRELET,
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
}

(® Note
F—IHARELUF—CHEORTICBFNAETAET,

BESLITFAMIKDEZRVJICBESAOTFANZHERATS

WHRADAZIN—NZ—I RF—ZFEALTIXD 71 RAZBEESLT2EEE. BEELO—REOJT
Bt TFARNEFERAL T, HARY—NZRX—REF—NEDLSICEAThTVEIL ZRET
BZEETEET, BV THFANE., AWS CloudTrail & 7= (& Amazon CloudWatch Logs (=
EOTERENEOTICERTENET,

BV TFARNZEALTHARY—XZ—D RF—ADTIVEAZHEITS

WHRADRAERI—NFZ—TY RF— (CMK) ANOT VR ZHHITS 76D conditions &L T, F—7R
)—E IAMAR) D —HAOBES{EITHFARNEEATEIENTERT, T NCESHKIY
THEFANDFNEERATDEETEXRT,

AWS Ground Station &, OB TFANENEFEAL T, THIONFEE) =23
NDHARN—NZ—I RF—AODT7IEAEZFHLUET, 50 MNOFNTRE, BESNEESLO
VDTFANOERET S M EFATIARL = A NMBETT,

RIZ, BEOBESHMIAVTFARNDARAIN—NR—I RF—ADT I EARAZNETZF—RII—
AT—MXV R NDOFIERLET, CORVS—AT—M XY MNOEZFHTR, BSILIVTFANERE
EIAESAIAVTFANEKEHNFITZMIHLETT,

ROBlIE, BECNAVRENEITIXVATF—EOF—RII—ZRLTLVET,

JSON

"Version":"2012-10-17",
"Statement": [

TLES LT OEMI7IXUARTF—ZDREBORESL 198


https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html

AWS Ground Station I1—H—HA K

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},

"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"

}
}

I7IXVAOEBEF—DOEZRVYT

T7 1T XIJRARIJY—AT AWS Key Management Service N ARXN—NFx—> R¥—
ZERATSHE. AWS CloudTrailE =1k Amazon CloudWatch logsZ AL T,

A" AWS Ground Station [CEET BV VT AN ZEBIFTE ET AWS KMS, XD A

l&. CreateGrant, GenerateDataKey, Decrypt, DescribeKey @ CloudTrail 1 X2 N T, HAXN—
NEZ—DRF—CEL>THESENLEF—RIZT 1A AWS Ground Station $B7=HIC ICK 2T
HUOHENDZARL—2320ZF_XJ2T AWSKMS LET,

CreateGrant

AWS KMS HAZAIX—NZ—TI RF—ZEFEHALTIT7IXIANY—AZBELTDE, 11—
H—IZX1H 2 T CreateGrant ') 2 T A M AWS Ground Station ZiX{ELUTAWS, Z7HTO MO
AWSKMS F—IZ7 2 tEALE T, A AWS Ground Station #EX T 2 #ERIE. AWS KMS H A
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AIY—IXZ—I RF—ICHENFFSNEVY—-RAICEETT, =51, AWS Ground Station 1
V—A%HIBTRE., [ RetireGrant ARL —> a2 #FEALTCHTEEHIBRLET,

ROARY NITlER, T7IT X AD CreateGrant ARL —>3a > #EHLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "AWS Internal"
1,
"eventTime": "2022-02-22T22:22:227Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {
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"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

AWS KMS HAZAN—XYZ— RF¥F—ZFHALTI7IXVAVY—-R&2ESLTDE, F1—
H—(ZfH > T DescribeKey J 2 TA M AWS Ground Station Z%fEL. UV IANEhlzF—
DHTHIOURNCEFEETDCEEZREIELET,

RDANRY NMITIE, DescribeKey ARL—2 3> ZE&ELET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
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arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

GenerateDataKey

AWS KMS HAZNY—XZ—Y RF—ZFRALTIT7IXVAVY—-RZBELTRE, &
GenerateDataKey 'J 2 T A N % AWS Ground Station ICIAfEL T, F—XZBEE{LTHTF—2
F—EERLET,

RDARY NITIE, T7 T X AD GenerateDataKey ARL —2 3 ZRBELE T,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

b

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},
"responsekElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

AWS KMS HARY—XZ— RF—ZHEHALTIT7IXVAVY—-RAZBESTZEE. &
Decrypt R L —2, 3> AWS Ground Station ZAL T, Bt I 7 T XU ANBRICEAU
NARI—IZ—TY RF—THEFHLENTVEIHEERICESLET, AIZIE, T7IT X AN S3
NTYRASTYZ7O—REh, TONTY NHATREDF—THESLEATVWRELET,

RDARY NMITIE, T7TXJAD Decrypt ARL—2 3> ZE&LET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"
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RF*F—RU—TOLAFAZFEALET, chid, OTF7 IV ELAFAZEEL, ¥F—ZFATH -
OORVEEBFETT,

« kms:GenerateDataKey - FNEEL7IX)ATF—RZBSLTHLODTF—FF—EERL
X7,

« kms:Decrypt - FNAI7IXVATF—RIZTIEARATDEEIL, BEEhETF—2F—%4E
5LET,

HAZRI—IZ—2 RF¥— AWS Ground Staton NO T VA ZHFATHF—R)>—DH

® Note
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JSON

SOT IV EAHFNERETISLENHYVET, CNSOAT—MNX NEF—KRD)I—ICE
mU7%& W& AWS Ground Station , DARXRALABFNEEILI7 I XV AZRERTLEETIVEAT
ERLBVYET,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
1,

"Resource": "*"

NHAZY—NZ—RF—ZFALTHNGEI7IX ) ARERTSDEHD IAM
A—¥—=TF Ot AFHFT

&, BBILARL =232 THARN—NZX— RF¥— AWS Ground Station ZEH T 28545, HiL
BT7IXVAVY—AZERTHDI—H—ICRKH>TEELET,
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NARI—RZ—T RF—2BALTHRATITIXURAUY—AEERTBILE, I—F—BHA
BY—RZ—V RF—TROARL -2 AV EFCHT T I LAFTER > TVBREN Y ET.

» kms:GenerateDataKey - I—#—HFANBEI7IXUARAF—XEBSILTZLHOF—4X
F—EERTEDLSICLET,

« kms:Decrypt - FNAI7IXVATF—RIZTIEARATDEEIL, I—H—HFF—2F—2ES
LTEBDLSICLET,

- kms:DescribeKey - I—H#—HFNAZI—XR—I RF—OFMERRLTF—2RIETED &
SIELET.

CNSOYBEBEBETIOELAFITF, F—RI—H, F—RII—THFITEhTVWEEEEF IAM KR
S—TERETEEXT, chsOTF7IEAFAICLY, I——GFI1—HY—ICRKb>THES{LARL —
SAVICHARI—NZR— RF—ZFERT S & AWS Ground Station # ([CEFAITE X T,

1

1

NMHEUEEI7IXJAOF—R!) > — AWS Ground Station ZEH T2 5%

NDAZRI—XZ—DRF—ZFEALTANBIT7IXVATF—RZRHTIE, FF—KRII—
AWS Ground Station ZFAL THESILF—ICT7IVEALET, 7V AFAF, TLE £/@& OEM
T7IXVAF—REREKIC, T2 MTREEL, AWS Ground Station ¥ —R U —ATF— KX
NZBUT ICEENEEIET,

HAZRI—TZ— RF¥F— AWS Ground Station\NDT7 VA ZHIBRL EIEE. TOF—IC&>TH
FltEnkF—2RIZET7 V1A AWS Ground Station TE 9, TOTF—RICIKETZIARL—>3 >
ICEEBLET, flAE. IVFINIREFRAENTVARANESI7IX)AOF—KR) I —FFT
ZHIBRT B &, AWS Ground Station & ARV RARICT U TFZ2 AN RIBLHICREE LS
NESTF—XEFRATERLLABZYNET, ChiZ&kY, O>XYU NEFAILED RETKRTLET,

FUSEI7 I XVABS{LITHFAN

A AWS KMS F— AWS Ground Station ZFEAL THNESELI7IXVAF—XZHES{LtT%5

. Y —EAREStIVTFANEEELET, BESLIVTFANE, F—FOBAHEHRT
BI=HIC A AWS KMS EA T2 EMORITF— 2 (AAD) TF, BEARL— 3> TREHIY
THEFANEZREETSE, Y —ERARESTARL =23 TERAUBEESAITHFANEREETHIHE
FHYVET, T5LEVE, BEEFREAMLET., BS{LITF AN CloudTrail OJICEEEIA
Fh, BED AWSKMS F—HNEHEN-EBHZEHRIDIDICKRIBEET, CloudTrail OT 2k,
AWSKMS ¥—DEAZBRHATEIININZSHEETNTVBRBEENfHYERTH. EOTIONJD
ES{LAVTFANE, TOBEOFEAEHRHZHMIADDICKILEET,
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AWS Ground Station I&, FNBI7IX ) ATHAZI—XZ—I RF—ZFHL THESLAX
L—>3> a2T795EEC. XOBESITFAMNEEELET,

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}

ESEIVTHFANMIEUATAEENETT,
aws:groundstation:ground-station-id

FUBEI7IXVALEENTSh I EROER,

aws:groundstation:arn

TT7IXVAUYJ—AD ARN,

aws:s3:arn

Amazon S3 ICREETNTWBI 7T X)) AD ARN,

EESMAVTHFARNEEALTHAEII—NR—I RF—ADT I EAZFIHT S

IAM ZHAT—RMXMNEFERAL T, HAZNY—YX—2 RF¥— AWS Ground Station N\ D
TOELRAERHBATEET, BKRE kms:Decrypt7 VI VICEKBRT—RNXAV NEENT
%kms:GenerateDataKey&, AWSKMS ZERATZ 3 ERAFIRENET,

AT, BEQ# EBOREDN) -3 OHARXRI—NFR—2 RF— AWS Ground Station ND 7
DEAZHFATREHOOXF—RIS—AT—MXRMOBITT, CORIS—AT—MX MOFH
T, F—RV—OKB{IC—BITIESILIAVTFANZEETEIF—ANODIXNTOBESLERD
BET VAN VETT,
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BEOHMERONAZI—IZ— RF— AWS Ground Station NOTF7 IVt AZHFATHF—7R
> —n 4l

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}
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BHOMEROHAZI—IZR— RF— AWS Ground Station NOTF7 IVt AZHFATHF—7R

"Version":"2012-10-17",
"Statement": [

> — 04l
JSON
{
{
},
{
[
}
1
}

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resouxce": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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FUBSEI7IXVAVY—ATAWSKMS HAZN—NZX—Y R¥F—ZFEHATSHES. CloudTrail
F7I& CloudWatch 07 ZfEH L T A" AWS Ground Station AE92 VIV T ANEZEBHRTEERT
AWS KMS, XD B, GenerateDataKey & Decrypt @ CloudTrail 1 X2 R T, HARXN—~NX—
DRF—ICK>THESILENLTF—XICT V1A AWS Ground Station T3 7282 IZ& > THUH
ENBDARL—23FFZRIYT AWSKMS LET,

GenerateDataKey

AWSKMS HAZN—XZ— RF¥F—ZFALTHNSEI7IXVAVY—RAZ2EE5{LTS
&. (& GenerateDataKey ') 2 T A N %& AWS Ground Station (3§ AWSKMS LT, F—& %
BetIdT7F—2F—ZERLET,

RODARY NEITlE, FNEEIL7 I X1 AD GenerateDataKey ARL —> 3> ZRBHELUE
¥,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

1,
"attributes": {

"creationDate": "2025-08-25T14:45:48272",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

Decrypt

AWSKMS HAZY—XZ—I RF¥F—ZFALTAHANAI7IXYAVY —A%ES{LT 35
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{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}
.
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"
}
1,
"invokedBy": "AWS Internal",
"eventTime": "2025-08-25T14:54:017",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE/raw"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
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"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "477b568e-7f56-4f04-905c-623ffl46f30d",
"eventCategory": "Management"
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&, SMD NAICRKEBRMEN B EBA., HR—RENTVIHEDFHEMICODVTIE, "1 288U
T <L & WAWS Ground Station 1 N #gE,

(® Note
SMD /NA R E#MEA X LN =8 AWS Ground Station ., SREFIICERTENEE A,

@® Note
OXRR(TYTVO)NARETFLXARNY (B0 9)NAKICD TEZEEhTHES
F.NTVYOIERATERVNEYD, FAEThZEECREEI D EEIBSNTT,

Amazon S3 F—AREEZFAITA/NTUYOTO—RF v+ ARNEH

=
==

ZOBITIR, I—Y—HA RO IPSS1-NTUY o 70— RFE v ARNEE (PBS) - Mo 3>
T2 EOWICEIVTVET,

COPITR, >FUFAZRETRIHLENHYET, DFVY,. HRDBENREZF DRI FPEBERKE
LTHF+7FrL, HRONYFREODEHICRBETIHLENfBYVET, chllky), FORAXE
DARMIOEBRERB(RF) DT I—AATITRSF ¥ (1IQ) Y TIHFEHNENhET, Amazon S3
NTY NZTF—2FBMENZSs, FEOV I RNVIT2FEALTTF—RXZEABRTFI—RTE
F£9, LEBOFEMAEHFICOVTIEE, MathWorks F1—KD 7)) ZSRBLTLKEEV, ZOplZFER
L7#%. Amazon EC2 ARY MBRIEAVR—X M ZEMLTF—XZREL., 246N AETIRX
NZEIR TS ERENTEET,
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cOtU2a>TRT—ERJO-BENAZFETS., BBRAEZZRLET,
RDTTL—RAZIRY NEFIXNT, TU7L—RMOUY—RAEI3IVICBLET
CloudFormation »
Resources:
# Resources that you would like to create should be placed within the Resources
section.
@ Note
CloudFormation 7> 7L — NORABOFMICOWTR., "7 7L—bi 29232 %88
LT<L<EEL,

Amazon S3 ICE—NBENAZBETZD>FTIFZEZXD L, BE—0IFHBENANHDI N
bAVET, FEHT—REE V>3 TEIL, Amazon SSNT Y NEERTDIHENHYE
EE

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

TSI, AT Y N AWS Ground Station ZERATE D XS5ICTBICIE, BY)EO—-)IL LRI —
ZERTIBENFHET,

# The IAM role that AWS Ground Station will assume to have permission find and write
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# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole
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AWS Ground Station 5% E

cODtEo>a>TlEs EEGM’EE}Z R AEZ RLET,

BENSYVDOERICEITZREZTSICE mmmgmmg#%gfioj—hh3w7tbr
PREFERRED %#iER3 3 &, ydﬂbnnab‘rﬂtbia‘b‘“ JPSSA I7IXVAOBEN T2
b3, DUFIIREERBEISLEEXHYERA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENAICETVWT, BERDPZRITOTFAIIIOEREE., £IFEERKL = Amazon S33
NTYNZ2SRIDSIREZEETHIDLEN HDYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use
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# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station v >3>70O7714)

cOto2arTcRIVvIaTOJTAINEERTS, BRAEZEZRLET,

BEN TS NEREN TELDT, TS Z2FERALTTF—RT7O0—%2BETEET, BRYD/NTA—
RC@FEF7FIINNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig

DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig

Destination: !Ref S3RecordingConfig

FEHD

FROVY—-RE2FERTIE, FUR—F1o0chi- oVWTFnhHSERBETF—REBEEDLD
(CJPSS-1 A RO RNZARTD1—)LTESDLDICHEVY) EL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, COE2>a>THATNATVWRINTOUY —A% 1 D0 CloudFormation 77 L—k
ICEEDEREBTVITL—RTT, COT7TL—NE TEEMERTE XTI CloudFormation,
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EWVWSEBI O CloudFormation 7> 7L — KM IZIE, Amazon S3 /N7y h&, BUVWEDEERYT
2a1—)LU, VITA-49Signal/lP ALY N7AO—RFYRARNF—RE2ZEITDLHICHEZ AWS
Ground Station IJ Y —AAquaSnppJpss-1TerraDigIfS3DataDelivery.ymlA8FENTUVE
ED

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESE. T, 25
BLTLKETVEHERE,

(® Note

FOTL—NCITOEARTBICIE., B3 AWS BB Z /A L T Amazon S3 /N v
NEFVR—FAITTDIHARI—ICTIEALET, UTOUITR, V—2ay
Amazon S3 /N7 Y R EFEAHLTVWET, us-west-2)—2a>1—REZEEL T, AZY
2 Z{EK T % CloudFormation X592 —>3 >R LET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATAICE., To7L—rEHXTO—RT
.json&EIC.yml7 7AI)NILERFE ICEEWAET,

ZEEALTTV7L—bhESDVO—RTBICE AWSCLL, ROON RZFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .

TSSO TUTOURLICBELT, T7L—RE2OY—I)ITRRBLVUADTO—RTEE
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

RMD')> % CloudFormation ZERAL T, TTF 7 L—NEZEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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F—R7O-TIVRARANEFAITEZNTUYO7O—-—RFYR
NEE (FO0—-/V2 R)

COFITIE, I—H¥—HARDIPSS1-NTVvoU7O—RF+ANEFE (PBS)-iHiEI 3>

TA2ESWMICEIVTVET,

COBZETITBDICE, SFTVAZRETIHXENf HYVET, 2FY. HRDBENAZFTD X
AR (DiglF) £ LTF +7F+ L. SDR £ L T Amazon EC2 / VARV A LOF—K 7
a—-I> |\7.ﬁ’r\/ |\77°|)7_:/3>T§1§b72t335) (,‘—_MIE@%,%E?IJ\&UssH-O

BE/NA

COEVIVTRTFT—E2T7O—BENAZTEHTS, BARAEZERLET, COHITRE,
CloudFormation 7> 7L —KICINTX—=2t02 3> )Y—RAE023a>n2 20w 3ax
ERLET,

@ Note
CloudFormation 7> 7L —NORABOFEMICODWVWTRE., TFo7L—b, 2023 %3 R
LTLEEW,

INTGA=BZ+E0232TlE, RONTAXA—2ZEMLET, CloudFormation AV —J)LZFERAL T
ARV D BERTHDEZIL, ChSDEZREELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis
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Type: AWS::EC2::Image::Id

(® Note

F—RT7EERL., Amazon EC2 EC2Key/N\TX—Z DB ZIBETIHEN HV) FT,
Amazon EC2 A VARV ANF—RTEERT D, 2SBL T EEL,

& 5I(2, CloudFormation AZ Y JOERKIC, ELWU -3 EEO AMIID Z28ET %
BENFHVET, "TAWS Ground Station Amazon X A4 X—2 (AMIs)y #SBLTLKE
A

BYUDTTL—RAZRYRNE, 7L —HMOVY—RAE0923VICBLET
CloudFormation o

Resources:
# Resources that you would like to create should be placed within the resource
section.

EC2AVABRVAILE—DRENAZEREITZD>FTIVFZEZAD L, BE—ORBERE/NANH V)
9. BT —ZBEE EIZIVIIHLT, T—RIJOA-IRRAKNTFTTVT—232T
Amazon EC2 A VARV AZREB LUTEREL., 1 2ULEOF—E2T7O—IV RRANITIIL—T %
ERITBIBENBHYNET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

OS_VERSION_ID=$([ -f /etc/os-release ] && . /etc/os-release && echo
"${VERSION_ID}")

if [ "${OS_VERSION_ID}" = "2023" ]; then PYTHON_BIN="python3"; else
PYTHON_BIN="python"; fi

BENA

225



AWS Ground Station I1—H—HA K

echo "Configuring dataflow endpoint application streams"
streams_configured=false
for attempt in $(seq 1 6); do
if ${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/configure_streams.py" --
configFileName "${STREAM_CONFIG_PATH}"; then
streams_configured=true
break
fi
echo "configure_streams attempt ${attempt} failed; retrying in 10s"
sleep 10
done
if [ "${streams_configured}" = "true" ]; then
sleep 2
${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/save_default_config.py"
else
echo "ERROR: configure_streams failed after ${attempt} attempts; not saving
a default config"
fi

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn
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# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrlIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface
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ES5IC, T B2 NI Elastic Network Interface (ENI) AWS Ground Station ZERTE D &S

2, BYBRDS—eO-IZERTILENFHY)ET,

# AWS Ground Station assumes this role to create/delete ENIs in your account in order

to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
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- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

AWS Ground Station §%E
COEOVIADTEHEEDIER., RBERFEERLET,

BBNZY VOMERICETIREEITSICIE, tracking-config 'HETT, BEINSYIELT
PREFERRED #ERI 2 L EEMEBEN MLELE TN, JIPSS1 IT7IXVAOREN +2THB 1=
., EEMEZRLIMVEEHYYFRHA.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENACEIVT, BEBLERITUFHLIVUIIREE, IV KRRV NORMEEET
3F—8270-IYRRAYRIA—T%8BIBF— R 7O0-IY KRA Y NREERBTIRE
FHYET,
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

—

AWS Ground Station S v<3a>7O0774)

CcOtEU2arTRIVIAVIOT7TAINEERTS. BBFEERLET,

BEMNITSNEREN TELDT, ThEaEALTTF—R270—%2BETEEFT, BYVONTA—A
CEF7#)ILNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
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SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

FEHD

EROVY—-RE2FERATIE, FUR—F1o0chi-0oVWTFnhAHhsORBETF—REBEED LD
(CJPSS-1 A RO RNZARTD1—)LTESDLSICHEVY) EL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, CcOtO2a>THEATIZINTOIUY—R%Z 1 D0 CloudFormation 7> 7L —KNICEE
HEZEBETTL—NT, BEFHATEET CloudFormation,

& WS Z B D CloudFormation 7> 7L —

NAquaSnppJlpssTerraDigIF.ymlik, Aqua. SNPP, JPSS-1/NOAA-20, Terra fIENDT X
LR EERE (DigIF) F—2 2 FIERLKZETEDILSICLERFTATVET, hIliEk. Amazon
EC2AVABRVARE, DO DGIF XA LIV RN JO—RFYARNTF—REZFEITDLOICHEL
CloudFormation Y —AANEEFNTVET,

Aqua. SNPP, JPSS-1/NOAA-20. Terra A7 H IV NCAVR—RENTLVAVEAR, T, 23
BLTILKETVWEFEEEZS,

@ Note
TUTL—=KNITOERTBICIE,. B AWS RRAIBEREZFERA L CBEBEA >V AR—FT120Y
Amazon SSNTY NIZCTOVE2ALET, UTOU TR, UV—>3>2® Amazon S3 /N
TYREFEBLTVWET, us-west-2 =230 1—REZELT, AZYIVEERTS
CloudFormation X{j5 9% 1)—>3a> &k L &I,
TSI, ROFIETIE YAML Z2FEALET, =L, 707 L—KE YAML X & JSON
FERXOWMESTHERATEET, JSON ZFEATAICE., To7L—rEHXTO—RT
.jsonEEIC.yml 7 7 AI)ILRFZ ICEEMAET,
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EEALTT7L—hESDO—RTBICE AWSCLL, ROON RZFERALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerrabDigIF.yml .

T5IOHTUTOURLICBELT, 7 7L—RhE2OVY—ILTERRBIEA I O—RTEE
9,

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

RMD')> % CloudFormation ZERAL T, TTF 7 L—NEZEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

TUTL—RNEEDEKSBEMIY—AZERLETH?
AquaSnpplpssTerraDigIF 7 7'L—RNICE, ATOEMUY —ANFEENTVET,

« (#7223 2) CloudWatch Event Triggers - AWS Lambda B L\ &1 £ AWS Ground Station M #j#
(2 IZ& 2 TEFE Iz CloudWatch Events ZEAL TR U A—&E BB, AWS Lambda BE%X
F. LZ—N—A2VARVAZEBHL, #7232 TELELET,

« (A7°232) AR Y M®O EC2 #3E - Lambda Z#H L T SNSEHTI> 22 NI Amazon EC2
AVABRADRIAS AT LAZEY NTYTI$2ATa>, BEOERARRICK 2 TR, BEH
RETHARMENS HBDEICTELTLEEL,

« Ground Station Amazon Y>> 4 X—2Hif8 Lambda- 1 VARV AICA VA RN=)LehTWB Y
TRIDITERZED A ZRBIRTZA7>3>, YIRNIDITHT7IaICE, YIRNIITE
EEBEBEOFELCHIIMPDST, F—RTJO—TIRRARNTT7VT=23opEeENET, Ch
SOATIAVIE, BMOVTRNDITEFREBEN ) —AETNBEEFETNDUEEMNHYE
9,

c BiMOIZv2a 7O 74 -BMoNT VY o7 0O—RF¥ ¥ ARNEFE (Aqua. SNPP, Terra)
hIZv>a>r7ya774)M)l,

s BMOT T FRAODOKRE-BMONT VY o7O0—-RF+ANEE
(Aqua, SNPP, Terra) D7 > TR0 )2 J5&E,
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CcOTVTL—FNTREEDEENTXA—BZNFANBZELTT, cCNSONTA—RZFRTDE,
ZhsS OEET AWS Ground Station I<IC ZBRICEATEELET, COTVTL—hZ2EATS

AWS Ground Station £ ZIC ZFH T2 ICIE, MBDEZRETHIHEEHY EBA. EEL, EE
NAZIAALT, —AT—AICEHLEBTT UL — M2 ERATHEETEET,

TR ECTRRETEXRTH?

T—R7JA—TIVRRARNITN—T, TVTL—FTHERENBILI—N—A AR
ADRY ND)—=DAVBR—TIA RAZFERATAIELIICEEENET, LZ—N—aA2ARY
A, F—=2I7O—IVRRAKNT7VT5r—>32&2FEALT, F—X70—I2 RKRA
~ NTEZE nim7R— BN AWS Ground Station T A S5F—RARN)—LZZELET, 2E
IBE, ﬁ1§1ﬂ“’f>7\9>7\®)b TNV OFRXTRZ—0 UDP R— ks 50000 25+ L TF—2
ZHEBETEDLSICRYWET, F—R7O—IVRRARNTIL—TOHREOFHFMIIOVT
l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

F—870-IY KRAY NERATBNTUY 27 0—kF v R
NFEE (ERBLTESIL)

COFITIE, I—HY—HARDIPSS1-NTVvoU7JO—RF+ARNEFHE (PBS)-iHAEY 3>
T2 EDMICETVWTVET,

COBEZETITRICE, >FIUFZEETRIHREN HVWET, 2FY, F—RT7O-TI2RKRAU b
ZFEAL T, HRD BENAZERAS IO FTI— I\éhf‘94b7|\7|:| REF¥ARTF—RELT
FYTFYIIHENHYET, OPHlE. NASA Direct Readout Labs ¥ 7 R I 7 (RT-STPS &
KU IPOPP) 2L TF— X 2B IR HBEOHRIELTHRETT,

BIE/INA
COEUYIAVTRT—B7O—BENAZHETS, BARFEAERLET. COHITE,

CloudFormation 7> 7L —RNICNTX—=2+E 023> )V —RAE023a>n20tw03alx
ERLET,

® Note
CloudFormation 7> 7L —NORABOFMICODVWTRK., "FUo7L—b) V>3 &SR
LTLEEL,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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INFGAXA=BZ2+E0232TlE, RONTAXA—2ZEMLET, CloudFormation AV —J)L&ZFERAL T
ARV D EERTHDEEIL, ChSDEZREELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RTZMERL., Amazon EC2 EC2Key/NTX—ZDRBAIZEETDIHEN BV FT,
Amazon EC2 A VARV ANF—RTEERTD ) 2SBL T EE,

& 5I(Z, CloudFormation AZ Y JOERKIC, ELWU -3 EEO AMIID Z2EET %
KREHFHYET, TAWS Ground Station Amazon X4 X— (AMIs), 2B LTL
=L\,

BYDTTL—RAZRY NE, T07L—HMOVY—RA+E093VICEBLET
CloudFormation o

Resources:

# Resources that you would like to create should be placed within the resource
section.

EC2 AV ARV AL B—DBE/NAZRETHIFUAEERD L, B—ORBEE/NAFHY
£Y, BEF—RBE £IYAVEHIT, F—RZTO—IV RRAYRFPTUT—2a>T
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Amazon EC2 A VARV AZREB LTEEL., 1 2ULEOF—E2T7O—IV RRANITIL—T %
ERTIRLENBYET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:

|
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

o\°

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
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"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

OS_VERSION_ID=$([ -f /etc/os-release ] && . /etc/os-release && echo
"${VERSION_ID}")

if [ "${O0S_VERSION_ID}" = "2023" ]; then PYTHON_BIN="python3"; else
PYTHON_BIN="python"; fi

echo "Configuring dataflow endpoint application streams"
streams_configured=false
for attempt in $(seq 1 6); do
if ${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/configure_streams.py" --
configFileName "${STREAM_CONFIG_PATH}"; then
streams_configured=true
break
fi
echo "configure_streams attempt ${attempt} failed; retrying in 10s"
sleep 10
done
if [ "${streams_configured}" = "true" ]; then
sleep 2
${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/save_default_config.py"
else
echo "ERROR: configure_streams failed after ${attempt} attempts; not saving
a default config"
fi

exit 0
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
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Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrlIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
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VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

HT 570> NI Elastic Network Interface (ENI) AWS Ground Station ZER TE 2 &SI T I,
BRI —, O—JIL, ZO77AILEHETT,

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
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- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
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AWS Ground Station 5% E

Q—H—H1 K

coto>aviE, A—Y—HNHA RZEDEHRZERLET,

BEINSY OOFEAICEITRREZITDICIE., tracking-config "RETT, BEINSYOELT
PREFERRED ZiBIRI 2 L E5mEBEAMLELETA, JPSSHA ITTIXVADOMEN T THD 1=
, EEREEZBLIMDEFHYEEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENAICEIVT, HELSD %K T antenna-downlink-demod-decode 52 EF& ., T RKRAND

HHEERIDT—EF7O-IVRRANIIN—T%2SRIZDT—E7O0-I RRANREZE
ERTILENHYET,

® Note

DemodulationConfig\ . a*SJ:U“ NIEZFRET 2 HEDOFHMIZ DLV TlkDecodeConfig,
1 ZBRLTIKETVWTTFEOI 2 0BRTI— RERE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
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Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:

Value: 30

Units: "MHz"

DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

},
"symbolTimingRecovery":{
"symbolRate":{
"value":15,
"units":"Msps"

I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{

"from":"Q-Ingress",
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"to":"IQ-Recombiner"

I

{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

I

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

I

{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"

}

1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

I

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

I

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsds171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}
},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

I

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"
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} 1

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station v >3>70O7714)

coteoavid, A—H¥—HARIVIIVTOJ7AINEERTRERLET,

BEN TS NEREN TELDT, ThEEFEALTTF—R27O0—%2BETEET, BYVONTA—A
CREF7#)ILNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig
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FEHD

FROVY—-R2FERATIE, FUR=—F1o0chi- 0oVWVTFnhAHhsORBETF—REBEEDOLD
(CJPSS-1 ARV RNZARTD1—)LTESDLDICAVY) EL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, CcOt02a>THBATEZIINTOIUY—RA% 1 D0 CloudFormation 7> 7L —KNICEE
BT TL—NT, BEFHATEET CloudFormation,

E VS AB O CloudFormation 7> 7L — MAquaSnppJlpss.ymli&. Aqua., SNPP, & &

¥ JPSS-1/NOAA-20 FIENDTF—AZEZI<SICHBRTESDALSICEFENTLVET, ChiZ

(&, AmazonEC2 1 VARV AL, BLVEDLEZATZ1—)LL, ERASITFI—REhLEST A
LOKN7TO—RFYARNTF—REZETDLHICHER AWS Ground Station VY —AANEENATV
£9,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV NCHAVR—RENTVEVEEE., "1 25
BLTLKESVEEESH,

(® Note

TUOTL—NCTOERATBICE., BB AWS SREHEHRE2FEAL CEEA > R—FT125
Amazon S3ANTY NZCTIVE2ALET, LDV U TR, V=232 0O Amazon S3 /N
TYREEALTWET, us-west-2 =232 01— RZZEELT, AZYVIEEKTS
CloudFormation X592 —>3 >Rk LET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
ERXOMmAETHERATEEXET, JSON ZFERATSICE,. T07L—hEXO20O0—RT
B.jsoncEIC.yml7 7 AI)NIRFZ CEEMAET,

ZEEALTT7L—hESDO—RTBICE AWSCLL, ROONY RZFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

72O TUTOURLICBELT, 707L—h 22V —I)ITRRBERVPIA I O—RTESE
EE

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml
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XMD')> % CloudFormation ZERAL T, TTF 7L —NEEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

TUOTL—RNEEDRSBEMIY—AZEEZLEXTITH?
AquaSnpplpss 77 L— KNI, UTOEBMUVY—ANEENTVET,

« (7°> 3) CloudWatch Event Triggers - AWS Lambda B\ &1t AWS Ground Station M &j#
(2 I2& 2 THEFE 1/ CloudWatch Events ZEAL TR U H—= h BB, AWS Lambda BI%K
&, L>—N—AVAZVAZEEBHL, #7230 TELELET,

« (A732)ARY NDO EC2 3l - Lambda Z AL TSNS BAHTI> XY ~Z Amazon EC2
AVABRVADKRIED AT ALAZEY NTYTI2FA723a>, REOFEARRICK > TR, BEH
RETHUEEMNI HDEICEERELTSEEL,

« Ground Station Amazon Y= A4 X—2HE Lambda - 1 VARV AICA AR =)LEnTWB Y
JRDITEEEDOAM ZBRT DA 7232, YVINIITAT>Ia2IE, YV7RNIITE
EEBOEEICIIDST, F—RIJO—TIVRRAIRNTITVT—=2a 0 FEENRET, 70—
R/ R DiglIF #—& B & AWS Ground Station T— I N E2ERAT3ICE. T, 2838BLT
< #Z&VWAWS Ground Station T— T2 b (B5id) 2FAT2 N7V Y O7O—RFY ARG
E, chsoA7>3a>vilk, BMOVINIITEHEHBEN V) —AEThDEEEENDAHE
FHYET,

- BIMOZv2ar7O774I)L-BmMoNT VY o7 0—RF* ¥ ANFE (Aqua. SNPP, Terra)

2v>3ar7O0774 ).

s BMOTTFEOIOBRE-BMONT VY 70— RF+ ANFE
(Aqua, SNPP, Terra) D7 > TF+H 022 JRE,

COTVTL—NTREEDEENTXA—BZNANEZEALTT, cNSONTA—REFERATDIE,
S OEET AWS Ground Station $<IC ZFEICEATEES, cOTFVTL—NZEHATS
AWS Ground Station £ Z (I ZFAT3ICIE, MBDEZRETIXERFHYEHEA, £LEL., EZ
HDARIAALT, I—ART—AICEDETCT U L—NE2FERATRIEETEET,

F—RFECTRETEETAH?
F—8270-IY KRSV NIN—T R, FYTL— R TERENDL Y —/N\—A VAR

ADZRY NID—=DAVB—TIAAZHEATRILSCREENET, LZ—N—A2ARY
Ak, F=27O0-IVRRAKNTFTIVT—23202FALT, F—R2T7O0-I2 RKRA
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Y NTEZRE NIzAR— b AWS Ground Station T AS5F—2 AN —LZZFELET, BF
IHE, ZEAA 77\5‘77\0))L TNV OTFRXTX—0 UDP 7R— K 50000 24T L TTF—2
ZHEBETEDLSICRYWET, F—R7O—IVRRANTIL—TOREOFHFMIIOVT

l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

AWS Ground Station T—> T N (AwlE) 2RATHINT VY D
JO—RFF+ANFHE

COflTE, A—Y—HA RO IPSS-1-NT VY UTO—RF+ANEFE (PBS) - FHlitr 3>
T2 MICEITVTVWET,

CcOBlETETITRICE, >FTUARBETIHXENHYYET, DFV, HRD BENAZLwEHTD
) hEEKEEH DiglIF) ELTHF¥Y7F v L, SDRZEHL T Amazon EC2 1 AZ > AN AWS
Ground Station T—> I MAZELEEBY ICREBITEZIHLEN HVYET,

® Note

ERERO JPSSHRD BE/NAGEEOFEEEE 30 MHz TTA, FoTF RO UBER
100 MHz FEIlENDETSE LTRSS L SICREL T, ZOHIT AWS Ground Station T—> T
VR EO2TEBEENDIELVWNAZBBTESDELSICLET,

BENA

COtEUaVTRTF—RTJO—BENAZFTETS, BARAEEERLET, COFITE, ttoplT
FRAETATVWEVENOEY> 3> THBIINYE> TS 3> % CloudFormation 77 L—KIC
EBMT32BENfHYET,

(® Note
CloudFormation 7> 7L —RORABOFHMIC 2V, "Fo7L—hEU>3> ) 23R
LTLEEV,

9., TU7FL—hTU—23 2 B0 AWS Ground Station 7L 7 4 ¥ 2 A1) A N CloudFormation
DIVETEI23aVaFmELET, cnllkY), AmazonEC2 A VAR AQOEX1)T14T
WN=THFTLT41 J77\U7\|\"<EF§$L BTEDRSILBYET, 7LT7AVYIRAVANOERD
HMICOVTIRE, T, ZSBL TLEEWAWS Ground Station T— T M2 &% VPC 5% 7E,
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Mappings:
PrefixListId:
us-east-2:

groundstation:

us-west-2:

groundstation:

us-east-1:

groundstation:

eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

Parameters 9> 3> Tk, XONFX—2ZEBMLET,
TARY VBRERTDEEIZ, ChSDERIEELET,

Parameters:
EC2Key:

pl-087f83ba4f34e3bea

pl-0cc36273da754ebdc

pl-0e5696d987d033653

pl-03743f81267c0a85e

pl-098248765e9effc20

pl-059b3e@b02af70e4d

pl-0d9b804fe014a6a99

pl-08d24302b8c4d2b73

pl-02781422c4c792145

pl-03fa6b266557b0d4f

pl-033e44023025215c0

pl-0382d923a9d555425

d—H—H1 K

CloudFormation AV —I)L=fERAL

Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:
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Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"
Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RTZERL., Amazon EC2 EC2Key/N\TX—ZDBFIEEBETIHEN HYET,
Amazon EC2 A VARV ADNF—RTEERT D #SBLTLIEE L,

& 5I(Z, CloudFormation AZ Y JOERKIC, ELWU—3a>EED AMIID Z2E8ET %
KREHFHYET, TAWS Ground Station Amazon Y4 X— (AMIs), #SBLTL
=L,

BYDODTT7L—RAZRY N, T07L—MOVY =RtV 3aVIZEBLET
CloudFormation ,

Resources:

# Resources that you would like to create should be placed within the Resources
section.

Amazon EC2 A VARV AICE—DBENAZERETZ > TV FA2EAD L, E—ORBERE/NA
FHd2ENDLYET, BHFF—XEE V> 3> T &2, AWS Ground Station T—> I ~
T AMazonEC2 A VARV AZEY N7 YT ULTEREL, 1 2REOF—270O0—I2 RERSA N
IN—T%ERTIHBENFHVYET, £9. AWS Ground Station T—= T > MM Amazon VPC %
RELERT,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
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CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:

Type: AWS::EC2::Subnet

Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"

Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public

Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
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Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(® Note
AWS Ground Station T—> I R THR—REThTUVS VPC EREDEHEMICODVTIEE, AWS
Ground Station "T—J I NOEH-VPC R 22BL TS EETL,

RIZ, LY—/N—AmazonEC2 41 VARV A%ZHRELET,

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP
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Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id

of a public subnet)
ReceiverNetworkInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance

NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.

ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:

AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false

IamInstanceProfile: !Ref GeneralInstanceProfile

ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true

PlacementGroupName: !Ref ClusterPlacementGroup

SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:

- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref

::StackName" ] ]
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# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for

more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask
# Core list should be the first two cores (and hyperthreads) on each

socket
# Mask set to everything currently
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# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, FffFfff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf
# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

BENA 255



AWS Ground Station I1—H—HA K

F7/=. AWS Ground Station A" 7 170> ~C Elastic Network Interface (ENI) Z¥EX TEBD L SIZT
I, BYARVD—, O—JIL, ZA77AIILERBETT,

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
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ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
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AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:

PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow

Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn

PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:
- Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
- Action:
- kms:Decrypt
- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
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Principal:
AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"
Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:
- kms:CreateGrant
Effect: Allow
Principal:
AWS: !Sub "arn:${AwS::Partition}:iam::${AWS: :AccountId}:root"
Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station :%&E

COEIVSIVTREREDER. RBEAEZRLET,

BB NS Y VDOFERAREZITSICIE, tracking-config "R ETF, A—NKRFYOELT
PREFERRED Zi&IR92 &, T FIRENFMLELETH., JIPSS1 T 7 I XV AOREN +59
HBdH, DTFIREERBEIVERFHYEFBA,

TrackingConfig:
Type: AWS::GroundStation::Config
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Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENALESVWT, HEBSERITUTFAIVULIREE, IV RRAVNORMEEST
37F—270-IYREAVNIN—TEBBTBF—27O—IY RES Y NBEEERTHHE
FHYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region
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AWS Ground Station S v>3a>7O774)

cOteo2arTcRIvIa IO 7AIINEERTS. BRAEZEZRLET,

BEN TS NIEREN TELDT, TS ZFERALTTF—XRT7O0—%2BETEET, BRYD/N\NTA—
Rc@FEF72IINNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

FEHD

FEROVY—-RZ2FERATRE, AR—F100hi OVWIThAHLSORBTF—FEEDLD
(CJPSS-1 AR IVKRNZEATD1—=)LTEBRSICHKYEL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, COEO22a>THRATEZINTOIUY—RA%Z 1 D0 CloudFormation 7> 7L —KNICE L
OEREBTUITL—RNTT, 2OT7L—NE TEEFEHRTZ T CloudFormation,

E WS Z /D CloudFormation 7> 7L —
RDirectBroadcastSatelliteWbDigIfEc2DataDelivery.ymlld, Aqua, SNPP, JPSS-1/
NOAA-20, Terra BEN T RILFERARE DiglF) T—R2E2 T ERLKZETEDILDILEKFTENT
WET, chlllEk, AmazonEC2 1 AR A&, AWS Ground Station T—2 I M EFEAL TE
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DO DgF ALY N7O—RFY¥ARNTF—RZZET D LHICHEX CloudFormation )Y —ANE
FhTVWET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV MCHAVR—RENTVEVEEE., "1 25
BLTKEZVEERESR,

® Note

TOTL—RNIZTOEATBICE. B AWS REHESHZ £H L T Amazon S3 /N7 Y
NEFR—FAITTDHARI—ICTIVELALET, A TFOUOTR, V=23
Amazon S3/NNT Y REFEAL TWET, us-west-2 U—23a > 1—RZZEELT, AZY
2 Z{ER T % CloudFormation X595 —>3 >Rk LULET,

TSIC, ROFIETE YAML ZFAHLET, E&ZL, 77 L—KME YAML XX & JSON
EXOmAETHERATEET, JSON ZFEATAICE., T07L—hEdU>O—RT
%.jsoncEIC.yml7 7 AI)NIRFZ CEEMAET,

ZEEALTTV7L—hESDO—RTBICE AWSCLL, ROON RZEFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

7O TUTO URLIEBBLT, TY7L—hEdYY— LTERBL ATV O— RTES
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

RXMD')> % CloudFormation ZERAL T, TTF 7 L—NEEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

TU7TL—RTREDISBEMIY AN ERENTVERTAH ?

DirectBroadcastSatellitewWbDigIfEc2DataDelivery 77 L—KIClE, ATOEMIU Y —
ANFEENTVET,

« L—=N—A AR AD Elastic Network Interface - (5413 &) Elastic Network Interface &,
REEhTVSIHE, PublicSubnetld TIEEEhAYTXRY NCERENET, Chid, L>—
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N=ADVABZVANTZAR—=RNYTZY NIHBZBEICHETT, Elastic Network Interface &
EIP ICEEEN TSN, LZ—N—"AARAICTEYFENET,

e L—N—A>2AZ>AD Elastic IP - AWS Ground Station #'###:9 % ElasticIP, ChiZ&lV),
L>—NN—A 2 AR AFE =& Elastic Network Interface ICT7 XY FEanEx 7,

« XOV\TF N O Elastic IP BEEST T :

« LY—N—A 2 AR AL Elastic IP O BIEST (T - PublicSubnetld AMEEEhTWEWEE
M. ElasticlP ELY—N—AV ARV AOBEEN T, TOREHIZIE, Subnetld ANT VY U4
T2V NESBIBIHBENHYET,

« L—N—A AR AD Elastic Network Interface & Elastic IP @ BSE 4t (+ - PublicSubnetld
FEEENTVWSBES, ElasticIP &L —/N\—4 2 AR AD Elastic Network Interface @ B3
B,

« ( #7°23>) CloudWatch Event Triggers - AWS Lambda B\ & AWS Ground Station M &i#%
IZ IC&k 2 TIEEE iz CloudWatch Events ZFEAL TR U H—E BB, AWS Lambda BI%K
&, L>—N—A2VAZAZRBEL, 723> TELELET,

« ( #7°33>) Amazon EC2 Verification for Contacts - Lambda Z 8 L T, SNS @& % DEK
%D Amazon EC2 4 VARV A (BET) ORI AT LAZRETH A>3, BEOFERARR
ICR2TRE, BIENfRETDIUEMNI BDEICFEFRELTLSEZL,

B0y aryO774)-BMONT VY 27 0—RE*+ ANFE (Aqua. SNPP, Terra)
hIZv>a>7ya774)M)l,

s BMOTUFFEAIIIOBRE-BMONT Uy o7O0—-RFr ANEE
(Aqua., SNPP, Terra) D7 > T7F+H 72> J&E,

CODTVT7L—RNTREFEVDEENTA—BZNFANERTT, ChSONFTX—REFERITRE,
ZhsS OEET AWS Ground Station 3<IC ZBRICEATEELET, COTVTL—MZ2ERATS
AWS Ground Station £ Z(IC ZFRAT3ICE., MBEDOEZRETIHXERFHYEHA, £LEL., EZ
HDARIAALT, I—ART—AICELDETT UL —NEZFERATDIELEETEET,

F— A ECTEETEETN?

TF—R7A—TIYRRAVKNITNL—=T, TOTL—RNTHERENBILI—N—AVAZVAD
XYRND—=DOABR—TIA AZFERATDELSICEREENET, LO—N—AaA2 ARV Ak AWS
Ground Staton T— T R ZFAL T, F—R270—IV RRSA 2V KNTERE hKR—K AWS
Ground Station T A5 T7F—R AR —LZZELET, T—RF7O0—IV RRANTIL—T D&
EOFMIZDOVWTIE, TAWS::GroundStation::DataflowEndpointGroups ZZBL T & W, IT—
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9 AWS Ground Station,
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« Amazon EC2 ILF— R ZBEITRBAVELEO RTINS a1 —F127J
« KBMLEBRWEDEORNS I a—TF12Y

« RELEBVEDEBOEHONZ N2 —FT127

« FAILED_TO_SCHEDULE Y &2V b O rZF7N>21—FT 127

+ DataflowEndpointGroups A" IEE THRVRED NS T I 1—F12 5
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c T—REZELEA>EBVEDEORNT TN I —FT1Y

s TLAXANVOKNZ TN a—F12T

Amazon EC2 ICTF—RZEEITH RAVEHLEO NS TS 21—
FAY

AWS Ground StationElVWEH B ZEFICTE T TEREVEFEIE. AmazonEC2 1 AR AN ETE
hTtWwale, F=RT7O0-—TI2RRAVRNTT7IVIT=23 U RTENATVDCE, BRTTF—2AX

JO0-—TIYRRARNTTVT—=23 QAN —LFELKREENTVWR L ZRETILEY
HV)ERT,

@ Note

DataDefender (DDX) &, THREHR—FMERTWBF—RT7O—I2 RERANTTV
r—23>0HITT, AWS Ground Station

EIE=2es
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ATYTLEC2AVARVANRITENT VWD L ZHRT

ROFIEF, 0>V —I)LT Amazon EC2 1 VARV AZ#H®REL ., RITEThTVEVERICERHTS
FEZRLTVET,

1. NSTNSa1—F 12032 EBEEICERAENE AmazonEC2 1 VAR AZ RO E T, UL
TOATY TZ#ERALET,

a. CloudFormation &Y< 17;R—RT, AmazonEC2 A VARV ABEBULARY V= BIRLF
9,

b. [UY—R]Z7#9UYUL., AmazonEC2 41 VAR A% [WRE ID]FITO—RNZ>
H—DIDZEIIVYILET, RRIFITA VARV ANERENTVWD EEHERLE
¥,

c. [E D)% T, AmazonEC2 1 VARV AN U ZBIRL EF, Amazon EC2 YR X
RAVY=IIHNRRENET,

2. Amazon EC2 YN ZXTI X NIV —)L T, Amazon EC2 @ [1 2 AR AMIREE] A [E1TH] I

BOo2TVWBEEERLET,

3. AVABVANRITHDOHERE., ROATYTILERET, A VARV ANFRITENTVAEVE
Bl AOFEZEALTA VAR AZBELET,

Amazon EC2 1 VARV AZBIRUVRET, [ToO23V] >[4V AZ ADIREE] > [B
] DIEICEIRLE T,

ATYT7 2. AR T—27O0—T7VT—232 04T ZRETD

7 — X EAEIZ AWS Ground StationT— I REFERL TWVWSE A, AWS Ground Station " T —
SIVKNORNTZTINA—F42T, 20923 VICVAALIRNLTLEETY, ThEUADEE

l&. DataDefender (DDX) 7 77U —2 3> & ERALTVWSEEE. (CH & E Fthe section called
‘ATYVZ 3 F—R7O—TF7VT—2a 0 FERGFTENATIVDCEEZRFETS

ATV 3 F=R7O0—T7UT5—23 > FETEhTVWD & 2HER
7]
DataDefender D AT — R A%ZRKRILTSICIE. Amazon EC2 DA VAR AICEGT A HEN HY E

To AVAZVANOEROFMIZOVTE., "Linux 1V AR ANDER Z2RLTLEE
W

ATYT1LEC2A VARV AN RIFTENTVWB L 2 MBI 266
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ROFIETE, SSHIZA T RTOAR REFALENZ TN I—FT AT OFIRERLE
ER

1. —ZFIIFELEFOAY RO N2FE, SSHZFEAL T Amazon EC2 1 VAR Al
#EHL £ 9, DataDefender VI 7 Ul ZRARTDEHIC, UE—RKANDR—K 80 ZEix
LEFT, UTFTOONU R, SSHZEFEAL T, R—RNEENBHMICE>TVWBIEXZEZENLT
Amazon EC2 1 VARV AICERT B HEZTRLTVET,

® Note

<SSH KEY>, <BASTION HOST>, & & T <HOST> [&. BFE®D ssh ¥—, BHABKA
RB., BRP AMazonEC2 1 VARV ARARNBICEEMADLENHYET,

Windows DIE4&

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o

\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

Mac D354

ssh -L 8080:localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. DataDefender (DDX £ &M END) FRTENTVDREZRAETAICE. HATddx &WS
BEINOERFTZ7OAD grepping (FI VYY) ZETLET, RiTHO7O0RZITLYEVY
(FIVvO)TBLEOOAN RERBILEHIHIZUTICRLUET,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 /Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable
HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

DataDefender T hTWVWBEEIE. "TEFhLIDthe section called “AT Y 7 4: F—Z 7
O—F7Ur—Y 3 ANU—LFBEENTVDC L ERRBI B BAR, ROATY T
HET,

ATV I F—=R7A—TF7VT—>3 U FRTEATVD 28R T 267
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3.

LTFnIOXY > REFEHAL T DataDefender Z# 2L £,

sudo systemctl start rtlogic-ddx

N> REMFERAL -%I(C DataDefender A"ETE N TVWBHEEE. T, ICHEHKE TFthe section
called “ATY 7 4: F—R70—TF7)5—>3 AN —LADNFREETNTWVWD C &R

2% ThUADFZERF. KAOFIRICEATSEZ L,

BLToOXR RZFERALUTUTOT7 74 )L %2%EL ., DataDefender DA AR—)LEREHIZ
IS—NRELEDNESHZERLET,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

® Note

chsO77A4INERELEEEZICREE NS KV BEER., Amazon EC2 41 AR
VANRITENTWS Amazon VPC IZ Amazon SSAD T I AHFAN BV EDHIZ A
DAN=NLTTANEXDO—RTERVWCETT, CNHABETHZH AN OTT
YIBAL =8BE Ik, EC2A4 ARV AM Amazon VPC £ EF 1 VT AT —TDRE%E
FIVILT, Amazon S3ADT VAN 7OV IENTVWAEWZ L ZRBRELET,

Amazon VPC REZ L #&I(C DataDefender FERITENATVRFER., "1 CHEKAFETthe
sectioncalled “A7Y 7 4. F—R270—=T7 V75— 3 AR ) —LAFBREENTVD LR

T2, BMEIfBRLEVEEE. AWS HR—KMCEEL, BEOHRBZRATOT 774
ILEEELTLSEZV,

ATY T 4 5"‘—’5’75—77°U T—232ARN)—LANEEENTVSC
tEEEFVb\

1.

DIJTS5OHT, 7 RLA/N—IC localhost:8080 £ WS 7 RL A% AHL T, DataDefender
DIJ1—Y—AR—TIA AT IEALET, XIC, Enter ¥F—Z#HL E 7,

[DataDefender] & ¥ = 2 7R— R T, [Go to Details (N H) 2:8RL £,
AR)=LDVARNDSARNI—A%ZEIRL, [EditStream (AR —ALZHHE)] 2:BIRLET,
[Stream Wizard (AN =LAV A HF—RN XA FTOTRY VAT, ROBEZITVET,

ATY T 4 F—27A-TTVT—2 3 AR —LNFREENTVWR =2 HEETS 268
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a.

C.

[WAN Transport] (WAN K> A7R—RK) R4 2T, [Stream Direction] (A~ —AJE) A
[WAN to LAN] (WAN #'S LAN) LB EEhTWB e 2BRALET,

[Port ((R—RN)]ARY VAT, F—R7O0—ILY RRANTI—TRIZIEIRL = WAN
R—KHFETRDCEZBALET, 72N TR., COR—KF 55888 T, TN
#. [Next] ZZBIRL F T,

Stream Wizard

&= - = |
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

(1]

Enable Multicast g

> o (G

[Local Endpoint (A—AJIL I RIKRA 2 N RA 2T, [Port ((R—RN)]RY ZAIZEM
BR—RNFHDEEZEIELET, T7A4IINBNTR., COR—BNIE 50000 TT, ch

l&. DataDefender A"AWS Ground Stationtt—E AN S5 F—2Z2ZEFEL LRICT—RXZZE
THR—KNTT, TDHE. [Next] ZBIRLET,

ATV 4 F—=R7O-TF7TVT5—23 AN —LAFBREENATVR L Z2ERT 269
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer IRV TR °
LU 50000 °

¢ oo > oo (G

d EEZELLEBER. BYDAXZ1—TFinish(ET)] ZBRLET. ThUADEEE,
[Stream Wizard (AR —LDAHF =R XZ1-HDS5F ¥+ EITEXRT,

Zh T, Amazon EC2 4 > A& > A& DataDefender DH AN RITE N, TF—REZETILSIC
BEHICEREE N TVD ZENERENEL ZAWS Ground Station, rthe section called “AT Y 7' 5:
LI—N=—"AVABZA BB HTZXY NI EERATEZRIP T RLAN H D & EHER
27 ICHERET,

ATYT7T 5 LY—N— 4/7\9/7\(142%17)"1'77“1 NEtT o7& EA TR
BIPTRLAN®HD =AY

RXOFEE, >V —=)LDO Amazon EC2 BEEBEA AR ATHERATEER IP 7 RL AN =R
2HFEERLTVET,

1. NSZTN21—F420FBBVEDLEICERAENE AmazonEC2 L —/N—4 2V ARV AT
Elle UATORTYTHFEHLZET,

a. CloudFormation &Y< 17;R—RT, AmMazonEC2 A VARV ABEBULARY V= BIRLF
9,

b. [UY—R]Z7%Z0JYU0L, AmazonEC2 1V AZ> A% [RE ID] FITO—RNT>
H—OIDEVIVYILET, IRR]FTA VAR ANMMERENhTVWER L &2ERELE
9,

5 LY=N—AVAZVRA(BEEA) YT XY NCTABEATRESIP P RLAN BB L% 270
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-

c. [¥E D)% T, AmazonEC2 A VARV AN > U &iEBRLEF, Amazon EC2 ¥ X
RIAVYIY=IIHFRRENET,

2. Amazon EC2 N XX RV =)L T, AmazonEC2 L>—N—A2AZXRVADA VAR
ABMEOH7ZYNIDUOZB20TOIVYOLET, ChiZkt), X592 Amazon VPC
BEEIOYV-ILICBELET,

3. Amazon VPC BRIV —IT—HITHH T XY h&BIRL, 7Y NOFMTERATRELR
IPv4 7 RLAZREIELET., COEN. 2O AmazonEC2 L>—N—A VAR A%ZERTS
F—RT7JO—TIVRKRANEBUBTHEVEEE., ROBEELZITVET,

A4 K

X

a. CloudFormationT>7’L—hOXET2H 7Y N CidBlock DH A4 AZELLKEHLE
T H7ZXYNOHAXREDFM-COVWTREK, "H7ZY NCIDR7OY Y, #88BLT
<EEV,

b. E#H&E niCloudFormationT 7 L—hE2EALTAEZYO9%ZBF7O04LFT,

BEARLBEVEEE, AWS HR—KNIZHBLEDELEZL,

XBLUEBVWEDEORNZ TN 21—FT1420

A Y —AREDRBE AWS Ground Station 22 &, IRV MNDODR—IFIIAVEIRNA
T—R AW FAILED 2BV &ET, AU NN FAILED IZB2RERELD —MHWEFERBlE, NZ
TN a1—F AT RIDFIEEATICRLET,

(® Note

COHARIE, BIZOAVEZYUKMDFAILED AT —2AER/KELTH

V). AWS_FAILED., AWS_CANCELED, FAILED TO SCHEDULE ¥ DOt KB AT —
BAERRELIEEDTRHYERA, AVERINDAT—EZADOFMICOVTE., Tthe
section called “AWS Ground Station BWEDEBEARAT—R R’ ZZRL T EE L\,

TF—27O0—I2RRAZNORBROI—-AT—A

LTR, F—270-I2RRAMR-—ADTF—ETO-DBEVEDEAT X AN KK T S A6
MHFHD-—RNBEI—AT—ADJARNTT,

s F—R7O—I2RRAVNFERENAEEA -1 DU LEOFT—2T70O—0 AWS Ground Station
TUFFEeF—R7O0-IY RRAY NI L—THEOBERRIE hERATLE,

KBLUEBVWEDEORNS TN a1—F142Y 271
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F—RTJO—I RIKRA NOEGENFEND -1 2L LEOF—270—0 AWS Ground Station 7
OTFFEF—RT7O0-TIVRRANTIL—TEOELES. BULELEORBIKBRICEIZAE
L,

e F—RT7O-IVRRAVMNOYTZY NCERTEERIP 7 RLANF®HY EEA. AWS Ground
Station®F—AREEVI1—23 @, BEEAVAZRAOYTXRY NMCERTRELR IP 7 RL
ANBEVNESD, T7TAR—=—NZRYRND—=DJIZENI ZERTEEB A,

« Dataflow T RRA > RNOHT XY NAEMTT, Dataflow T RIRA > NI IL—FTHEEE L
EEEENLEYTRYNCTIEATERV LS, AWS Ground Station®DF—2EEY ) 1—
AT TAR=RNZRYRND—=DIZENI ZERTEE B A,

F—RT7O—IVRRAVNOEBEENRELLEBEE. UTZHRBIZ2658HHLET,
« ARV NEBEBZXYEIC, ZEAO Amazon EC2 4 VARV AN ERICEEL 22 & ZHER
LEXrT,
s BVEDLEBRICF—RTO—IVRRAVRNIYTRNIVITHABRBLTVSREZHELET,
s LY—N—AVARVAYTRY NI LKL, F—R27O-IVRRARNZEIDBLLEE 1D
DEATEZIP 7 RLANF HBEZHALET,
THREEThETF—X7O—%EL T, Dataflow Endpoint Group IBBEM TSNl T XY KA

TOT 147 TERATEEAMazon VPC DY K7V T ERETHD & #MHEL ET AWS Ground
Station,

KWEEHWBE NS TN 21 —F 4 JFBICOWVWTE., TAmazonEC2 ICF—2%2FETAHEVE
HDEORNSTINa1—F14200, 093> ESBLTLSEEL,

AWS Ground Station T—J 1 M KRBUEI—AT—A

Agent R—ANT—R7O—TIAV RV RNAT—RAN FAILED ICB2 &N BB KIS I—A
T—R%Z, LFICRLET,

« AWS Ground Station T—2 T2 MARBEAT—XA -1 20 ELOF—270—-0F—270—T
VRRAVKNIN—TOF—RBEEFA—T AN —232F2T I ME, AT—FRAELE
EICHE L FH A AWS Ground Station, cDAT—RADEHHIE. VX0 MR TRZI O L
NICIThNET,

« AWS Ground Station T—> 1 NEIRIEE -1 DU EOF—2 70— 0O F— 2 EE % Dataflow
Endpoint Group TH—4ARNL—>3 292 I 12 MNE, BAVEDLEORBEZXY)IE<HEH
BEhEL ik,

AWS Ground Station T— T RAKRBULAEI—AT—A 272
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AWS Ground Station T— I RF—E27O0—DEBEANRLELEBEIF. UTE2HRETHEED
EHLET,

s VRO NBEBBIEZAXVYEIC, ZE/ O AmazonEC2 1 VARV AN EEICEE L - 2 & 2 H#ERR
LET,

s VRV NORBIEIV RV RNRIC, Agent 77T —2 a2 A RBEBLTRITHRTH Ll L%
WELET,

« Agent 777U r—>32 & AmazonEC2 A VAR VAN, ARV RNETHS 15 HEAICT v v
KA ENTWAWCEZRERELET, ChiZkV), Agent & AWS Ground Stationlc A7 —24&
AZBRETREOIC T BERHEEZRRTEERT,

KYEEHNBRNTS TN 1—FT AV TFIRICOVTE, "Amazon EC2 ICF— R ZEETHEVE
DEORNZTIIN21—TFT1420, OO IVESRLTLKEZL,

RMUEBEVWEDEOEHRONS TN 1—FT142T

UpdateContact APl 2T &, VI TABMIX L TEEHREE AWS Ground Station Z21TL &
T, RALICER TR E, PoTFI—2avVIIEBZGETRHEHIC, EFFEFHNICAEEAE
o BERIIIS —IE HTTP L AR AICEERENET, FERHESE. BLVEabEN—23 2
M failureCodes®B &KV failureMessage7 1 —/LRZBLUTHEENE T, ChERTTBIC
&, EFICKBL =/N—2 3> d DescribeContactVersion Z O H L £ 9,

BUEDLEBON-3Z2T0FMICO VTR, T ZZRULTKETVWERREERED/N—T 3
—VIREHT D,

EHRIAL TS —

UpdateContact UV TA R REEICKRT D E, ROIT—A HTTP LAR AICEERENE
CB

ResourceNotFoundException: BIWVEHEABOA V) EEHA

— iR 75 R E

BEENEAEELAEVAS, BIO AWS 7HT Y MMCBcontactIdLTVWET,
R K

1. contactId AELWZC & &#fFELE T,

KBLUEBVEDEOEHFONS I 1 —F12Y 273
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2. BVEDEEFETS AWS 7HO NORIIEHRZFEAL VDL ZEIALET,
3. ListContacts ZfERALTEL WV ZRDFE JcontactId.

ConflictException: BVWEDLEZEH TEEEA
— i 5 R A

BULWabtik, EHZFHFTLEVIRRETT, UpdateContact API [&, BLWEHED
SCHEDULED, . PREPASSE (& PASSIREICH D BEAICOAFUOB I ENTEET, COIT—
&, BIOEFHA T TICETH (BRFOBVAEDE/N—2 325 UPDATINGIREE) TERELFT,

IR R

1. DescribeContact 2 FO'H L T, BEORBRVEDLEAT—XAZERLET,

2. MVWADENKRTIREE (. . R ECANCELLED) COMPLETEDMIBAFAILED, EFiTEE A, 1
> &% Ni&, SCHEDULED, . PREPASSE I PASSIRREICH D BEAICOAEHTEET, F—=
FIIREOFMBEVANIOVWTR, 1 #5BL T EEVWAWS Ground Station VW& hHH A
T—3 Ro

3. ANEFNETHNBEE., BEOEHN ACTIVEE =& FAILED_TO_UPDATERT—R AIZHK S
ETEHELOTHS., BIOEHFEFEELET., DescribeContactVersion APl Z R—U T F2hH, —
E8M AWS SDKs & i3 B ContactUpdatedV I —X—AVEZIVAI—TFT1UT 1%
B T& X9 AWS Command Line Interface,

InvalidParameterException: XU O T ARNNT X —&
— R R
DOTANIEMNBENTA—ZNFEENATVET, —BWBEFERICE, ATHFrEENRET,

o VA, ZETIclientToken,

c 1 DDV IITANIER®DZ AT ProgramTrackSettings (FAR/E%. OEM, TLE) A'EFhE
To VDOTARNZEILHAETNDRATE12ETTT,

c AVRIVMNDOHMERTANSEL7 T XA BB ENT(C null satelliteArnlZERET S,
« A null AzZE1ProgramTrackSettings®iF&. satelliteArniERO2AVWEE A,

« BEESAE ICEEMNITS hephemerisIdTWA W £ 3 S satelliteArns

- HECE., ARV NGEHEEO EL/RASOENBARLET A RINFHYELEA,
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C BEABEBLCAYR—KEATUVBVA, YAV TOT 7 ALLLBES A £V AN BY &
ﬁ/‘/o
2vYay7O77ANER. BEEOEF TRYR—NENTOVBEVT YT FHL VYUY VER
FO— KBEREAEEATUET.

fRRE
1. BUOIBNTX—ZOFMIIODVWTR, LARZADIZ— XY E—J &AL TLEZ,
2. )OI ANProgramTrackSettingsZ &IC MR A7 & 1 DEFEBEL TS EEL,

3. B L TCHNA/ILRAEZFER T35 8 EsatelliteArn, 7HO U M EB TS OBBEICTL
TERBEENTVDEEBELET, FHICOVTR., "THAUEEI7IXVATF—2%1E#HT
%1 BSRBLTLIEE,

4. BBITBDIT7IXUANELVWEHEICEEM TSN TH Y, ZaEEFAzH/N—-LTVWD L
EHEBRLET,

ResourcelLimitExceededException: & ARK/N— 3V HFIRICIELEL 12
— iz REA

BVWEDLENN—23 2 0OFKE (128) ICEL FLU =, UpdateContact ZHH =T CHFH L W/N—
TavHEREh, EBENFCOFIREBADIERFTEREA,

R R

1. COFRZERPIERTERRA, TOIEEZMABLEN HZHEREF. BLEhbEZEF T
Il HLLBALVEDEZFHLET,

SERIMEEFEI—R

ROKRBEI—RIE, FAILED_TO_UPDATERT—ZR AN WEhe/N—>3a>n
failureCodes7 4 —J)L RICERRENE T, DescribeContactVersion ZFERAL T, ChSsDFEM%E
BB LET, failureMessage 74 —J/LRICKE, BEICHEITZEMOOAY THFAMMRREIE
9,

FEBEEI—K 275
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AH—R

INTERNAL_ERROR

INVALID_S
ATELLITE_ARN

INVALID_U
PDATE_CON
TACT_REQUEST

EPHEMERIS
_NOT_FOUND

EPHEMERIS
_TIME_RAN
GE_INVALID

EPHEMERIS
_NOT_ENABLED

SATELLITE
_DOES_NOT

_MATCH_EPHEMERIS

— BB RERA

EHOMERICFHLEVAEET
T—HIRELXL I,

EHIVIOIARNTHEEETLLEZGE
ARN "X TH2H. FEL X
BA.

EH TN, AERE
RICBREE B > EEDB/ND
X—BHFEENTVET,

EBHFF—N—F4 RTSZREID
I7IXVAREELTEA,

I7TXVRARE, BLEDEOK
HEEZD/N—LEEA,

SHBEhdIT7IX)ARF
ENABLEDIREETIE H V) EH A,

I7IXVAR, EFRJVIIAL
TEESNLEHECEEN TS A
TLWEEA,

BRIRK

VO TANDOERIT BEA R
LaWEEIE., AWS HR—hK &
THEAVEDESEZL,

#HE ARN ZHEL . BENTH
VNCBBREATVD L 25
L ET,

Ff#ifailureMessage %HERR
L. UOITARNNTX—ZZEIE
LEXrT,

#M LephemerisId . T
TIX)ANHBRENATWEVNC
EEBRELET,

BULWEbEKBEE2EZEH/N—
TEIHMLLWITIXVREZT YT
O—RULET, I7 T X AKE
HEZLERTEZVHFSEF., BL
ahbgZEeFvrEIL, I7TX
DAQHEFRICH L WKESEHEZ
FHLEXRT, FMAICOVTEE,

"HAZLITIXVAT—R%
BHI2, 2ZRLTSEE L,

BEHEBEHATIREIC, IT7 I X
JADAT—RAZMHEL. BN
ICLET,

N TEEEIhEHEL
ephemerisId BLTWA &
ZHFR LU £ IsatelliteArn ,

FEMBEFI—K
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AH—R

NOT_ONBOA
RDED_TO_A
ZEL_EPHEMERIS

AZEL_EPHE
MERIS_NOT_FOUND

AZEL_EPHE
MERIS_WRO
NG_GROUND
_STATION

AZEL_EPHE
MERIS_INV
ALID_STATUS

AZEL_EPHE
MERIS_TIM
E_RANGE_INVALID

— BB RERA

TADY N, BLUEhEDE
BCHNBELI7IXURT—
2EFERTHEBARBENT
WEtA, FUBEI7I AN
2, RS NEBOBHEI—A
r—ATHEATE IR E e
<7,

VOTARTERENZTUEE
I7IXVAREELTEA,

FUBEIZ7IXVAR, JU&
JhTHEAENDEDERERD
 ERAICERENEL I,

FNEEIT7 I X)ANEMER
ETREHYELA,

FUBEI7IXVARK, BLE
bEOKEEEZH/N—-LTVE
BA,

IR E

A—AT—AZHFUSEI7 I X
DA DBERIFZERE., ZBLUT
AWS HR—KN F7v hzRHEV
TTF 2t AAWS Support Center
ConsoleZ )T ARNLET,
Fh@F, I-AT—RICE &
TLEI7IXVAF—XELR
OEM I 7 IXV)ATF—R%&FEH
TR CEZRIILTLSEZL,

ZWF LephemerisId . H1L
BEI7IX)ANEIBREATY
BWCEEBFELET,

ELWb EROFHLWENNEE
I7IXVARZT7Y70O—RTSB
AOAVEIONOHERIC—HT
PHEFEOI7IXVAZERLE
ER

T7IXVADAT—RAZHERR
LET, Zhik ENABLEDIRRET
HIMVENFHYVET, T7IT X
ADBRIEICKBL 2B EE. BIE
EhEN—a>vETFYSO—K
LET,

O30 NEEHESEZD/N—
ITEIHMLLVENEEI7IXUA
Z27Y70—RLETF, T7IX
AREEE 2R TEZVES
k. BLWEbEZzeFr>tILL,
I7TX)AQOHBEHRICHL VB
BEHEAZ FHLET,

FEMBEFI—K
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EHDAT—FADTEE

ZHUHT &UpdateContact, FILWEIWEDLE/N—2 321 UPDATINGIREETHBRENET, <
MR, DescribeContact EABIIC T 7T 1 7 E2 EBVEDLEBEON—23a 252 HE2RLET,
LWAN—=23 ik, PoTFHICEEENTACTIVEAT—R AILET BDescribeContactE T ICX
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errorMessage
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FEMBET 7 T X AICKT S DescribeEphemeris L AR A D Hi:

{
"ephemerisId": "abcl2345-6789-def0-1234-567890abcdef",
"name": "My Invalid Ephemeris",
"status": "INVALID",
"creationTime": 1620254718.765,
"invalidReason": "METADATA_INVALID",
"errorCode": "OBJECT_NAME_MISSING",
"errorMessage": "Metadata field missing: OBJECT_NAME",
"suppliedData": {
"tle": {
"ephemerisData": "[...]"
}
}
}
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OFEICOVTIEE, T ZRBLTLKETVWHA LT T XA AWS Ground Station Zf#EH 32 HE%
HET D,
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Station EEWVWEHHEAT—X A% AWS_FAILED £/ (& AWS_CANCELLED IC52ELEd. LA
LDEBOSATHATIOFEMBICOVWTRE, T ZZRBLTIKETVEVEDBOTA 7140 %
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BOWIENFBYETH, BLEDLEHN AWS FAILED £/ & AWS _CANCELLED AT—Z ALK S
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Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

TelemetrySinkConfig TiEE&E iz IAM O—JLIZ I, Kinesis Data Streams A KN —AICEZIAD
EOIIHBERTIEAHFANF HYEEA,

IAM O—)LOEFER) > —F., MO—I)L%5ZZ(F AWS Ground Station 2 & ZFaLEE
Ao

TelemetrySinkConfig @ Kinesis Data Streams AR —A ARN A IEL<BWA, ARNU—LNE
ELEEAS

Jyi—->3ar

1.
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A IAM O—)L & 5| & Z (T AWS Ground Station 2 &EN TEB L #HRELET,

aws iam get-role --role-name GroundStationTelemetryRole

FEHEAV—ICEEENEY—ERAT U2 /N)lgroundstation.amazonaws.com& U T A
EENTVBEABELET,

IAM O—JLIZRAER Kinesis 77 EAF AN HBD & ZHALET.
aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

RUD—IZARN)—LA®D kinesis:DescribeStream, kinesis:PutRecord, &V 7It
Akinesis:PutRecordsHFAIAEFEFNTVD &2 BELET,

Kinesis Data Streams AR —ANFEL, ARNAELWVWZ & ZHERELET,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

NAZRI—NZ—Y RESLZERATIHEEE. IAMO—JLIC AWS KMS F—ICx 3
%kms:GenerateDatakey 7V EAFAN HB & 2R LET,
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PassRole 7 7 AHFA IS —

AEAR

ZHUOH T ECreateConfig, IAMO—)LZETT7 IV EAFANF CVWEVS TS —HFRREIE
9,

R R

IAM 1—H%'—F=@FO—J)LICTFLXKNY IAMO—)L®iam:PassRole7 IV EAHFAN HBD & &
HBULET, I—Y—F@FO-ILIZXRDOR)>—ZEBMLET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012:role/your-stream-name"
}
]
}

Kinesis Data Streams A k1) — AF%E D B E
REAR

TLANVEBEAXRRTZ A, BHEHTI,

REA

« Kinesis Data Streams AR —LDBENTLARNI A=Y NCFRLTVWET,

« ANV=LNMEOT 7 I)Tr—23a>THERATEATVWSED, ESIAKZAOY N INFEELTVL
£,

Jyya—<3ay

1. AMV—LDAT—RAZWHELET,
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aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

2. CloudWatch XKD A ZFERALTEEAXAOY NU T BEZRVILET,

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

3. AOYRNUYVIHFBREENLEBZERF., ROREZEBLTSEEL,

s BHBAT -V IDEDICATFIVRFIYNITAE—RIZUVEZET,
« AWS Ground Station TLXRNUJICERAARN)—LAZFERAT S,
s O3V RE—RZFEATIHESE. >Y—ROBEEPLET,

TLXANVEEORE
TFLXRNUF—RHFRRE NELD
R

TLANUN BN IV a2 707 74N ZERALTIAV RO NERAT D 1—)LF5% L, Kinesis
Data Streams AR —AIZTFLXRNUF—RERTENELEA,

ZASNBREEBRE
2v2av7O77A4LTTLANUABHECZ > TV RNV

BUWELECEAEThZ IV aVTO77MILICABENTVD L ZHELE
JtelemetrySinkConfigArn,

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
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--region us-east-2

telemetrySinkConfigArn 71 —)LROEHZHERELET, FELAWES, v 327’0
77A4LTRTLXNUFBEMICED>TUVEEA,

IAM O—=J)LDOT VA OBE

DIAMTOEAFTORNS TN 1 —FT 4 FIEZBRBLETIAM T IO EAHFATLS—,
Kinesis Data Streams AN —ANFFEELZEWVWD, BE->£)—232ICHD

ANU=LAELW) =232V IIBEETREZHALET,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

BULELERELERBELATVERA

TLXNVEERE, BLELEORERICHEENAET, BLEHDEOAT -2 AZ#AL T,
BUWEDLENRBE N L ZRRLET,

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

TFIRNIA M ERAT =232 TATD1-)LEn-AVEDE

TORNWIA M EAT =232 @ TLXANVBEZYR—MLTVWERBA, FORILVAUT
JTFTATZ1=)EnkAV RV NETLANITF—RZERLE R A, 1 LFR ZHER
T, AVEIOBNEAE D ERFTFORINYA O TREVCEZBRLET, TOXILVYA
W ERAT—23a ORFICE TFORILYA L TLT AV IOAFFVTVET, FHHlICOV
Tlk. TAWS Ground StationTZ Z)ILY A #eEz2FERAT2 1 28RBLTEEV,

Mk ZT L XN F—&
TR
FLARNUF—8H, Frvy7PLIO-ROXEEFELTEREENET,

EZA5NnBFRR
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+ Kinesis Data Streams AN —LADBENORBEXIFEAOY MUY, TKinesis Data Streams A
N)—AFREDERE, ZSRBLTLIEETL,

« AWS Ground Station & Kinesis Data Streams AN —ABOZY N —U L0 RBRE,

Jyi—>3ar
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ERELET,

T—2EADOEE

JSON i L7 —

IR
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