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Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.
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Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q  Add filter 1
Event v Status Region / Zone Info Start time v Endtime v Affected resources v

(o] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago
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CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE

RESPONSIBILITY FOR
RESILIENCE ‘IN' THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

AWS

RESPONSIBILITY FOR

AWS GLOBAL INFRASTRUCTURE

HARDWARE AND SERVICES
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CLouD

HEENETA 7Y A ILARY RADT U2

FEENLEZATHALARY NI, BROT Y RLEZEALTT IV EABRVERTERT,

« Amazon %Z £/ 9 % EventBridge

« AWSHealth # v 1R—REFEHTS
c ALV —E1-—
. 'HEZZWAVY—-A,E1—

« AWS Health API ZfEA 9 %

FEENLEZATHATINARRNADTIER 16


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health I—Y¥—H4 kK

AWS Health &Y 27 R—R - T HO MMIAICDODVWTEH
&H 3

AWS Health® v 2 17R— RZf > TAWS HealthA R NICDVWTHIBD ZENTEEXET, ChsnDA
RUKNE, AWS OH—EREXLERFAWS THO O NCHEEZSX 208l HYYET, THIU K
CHA>2A4>2FDE, AWSHeath® Y2 1 R—RIEFRXRODEETERERTRILET,

c TADURANRY S —ZOR=DICE, THADMIEBEDAXRY RIRRENKT, KRERD
TE, RENEE, FTEETATVRIZEEZRTRTEXRT, BEIVBFOIXNTOARY NZERY
BHREARNOTZRRIDEETERT,

« HHEBOANXR N — ZOR—DIZIE, AWS OrganizationsDEBEE D A R MARRENET,
ABORBROEE, RIENDEE, BLTFFEENTVEZEEERRTEET, BALTTREA
<. BEWHBODIXNTOBEBANRY NERTARNOVEZRRIDZEETERT,

(® Note
AWS PHOU RN EBESTHRVWESIE, AWSHealth A Y 17R—R — H—EADIREE
FERALT—HBNEY—EAOFATERAZHEETEET,
THI N EaBEBEE50OHEEE. AWSHeath® Y 1 R—RIZHA4242 LT, Y—EARA®
V—AICEETHUEMEOH D AR NPSEOEEICOVT, KYWEFHEBEREZBS L
ZHITHLERT,

EPA
« AWS Health® Y > 1 R—RTTHIVRNARVNERTTD
o RIFROEEE KIADEE
s FEESNEE
- TO/MOBA
- AR ~OY
« AR NDOFE
« ARVYRNERAT
- ALVHA—0OXTR
s HEEZUB IV —AE1—




AWS Health T—H—FHA K
« BALYV—VREBE

- FEBOAILR

« Amazon EventBridge X E T 3

« AWS Health X5
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ARYNERRLET,
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® Note
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Example : Amazon Elastic Compute Cloud (Amazon EC2) DiEARBEA X ~

AT oE‘E, Amazon EC2 A VAR ADBB IS - E#EBED AR MERLTVERT,
Your account health Configure EventBridge

Stay informed of important events affecting your AWS resources. Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log

Open and recent issues (16) Operational issue - EC2 (Ohio) Back to list view [

View events that might affect your AWS

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data

‘ Service: Elastic Compute Cloud X

. Service Start time
Clear filter
EC2 February 20, 2022 at 11:16:24 PM UTC-8

1

Status End time

Open -
Event summary

Region / Availability Zone Category
Operational issue - EC2 (Ohio) ] |
Last update: February 20, 2022 at 11:16:34 PM us-east- s5ue
uTC-8
us-east-2 .

Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2 Description

Operational issue - EC2 (N. Virginia)

t“":é:spt_dfta February 16, 2022 at 1:36:29 AM UTC-8 [04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

REER O BRE & HIE D RE 19
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Example : 1 X ~OY

ROERE, KERS (N—S ZT748) S LOKERB (/N1 F) U— 3

RLULTVWET,

Event log

Q

Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X |

| Clear filter

Event
category ¥

Event v Status

Lambda operational

. Closed Issue
issue
EC2 operational
i P Closed Issue
issue
SNS operational
. peratior Closed Issue
issue
EC2 operational
. perati Closed Issue
issue
Storagegatewa
J, 9 . y Closed Issue

operational issue
Deepracer

P Closed Issue

operational issue

Region /
Zone Info

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

Start time v

QOctober 9, 2020 at
2:03:48 AM UTC-7

October 9, 2020 at
1:48:51 AM UTC-7

September 30,
2020 at 8:28:18
AM UTC-7

September 16,
2020 at 7:30:41
AM UTC-7

September 13,
2020 at 12:46:47
PM UTC-7

August 31, 2020 at
6:32:39 PM UTC-7

Q IAM-user ¥

Last refreshed less than 1 minago| C

Last update
time v

October 9, 2020 at
3:11:09 AM UTC-7

October 9, 2020 at
11:54:16 AM
uUTC-7

September 30,
2020 at 11:42:54
AM UTC-7

September 16,
2020 at 7:45:03
AM UTC-7

September 13,
2020 at 6:32:24
PM UTC-7

August 31, 2020 at
9:10:12 PM UTC-7

resources

COTRIEDANRY N%

Global w Support ¥
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« DY—ZAID (#l: vol-alb2c34f 7% £ D Amazon EBS /R 1 — /A ID) £/ & Amazon U Y —A
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Event log Lambda operational issue Back to list view [£]
Q ,
Details Affected resources
Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)
Clear filter Event data
1 .
Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary
Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1
- - Region / Availability Zone Affected resources
EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 } Issue
EC2 operational issue Description

Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we

experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

Sagemaker operational issue
Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nooratinngl lcciig

ARNZRAT

AWS Health f1 R NIZIE 2 2DBRATHHBYET,
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ALTWAU—232TAmazon EC2 41 VARV AICEEN $BFEE. AWS Health ICK VW A AX
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ROATZAVEEALT, ARVYRINT VY ORTHIV NEBH EZRBEITEET,

+ AWS Health Dashboard T, 4 X2 ~® [Affected resources] (R E%2Z (131 Y —R) 27 %&R
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ITHY, THORNEBEOEOTRBHYYEEA., FMICOVWTIE, TAWS Health & ¥ 2 17K —
R-—TFTAHIVEIANILAZOVTIHOSZ, 2ZRLTSEZ L,

« AWS Health APl ZEH L T, eventScopeCode NTX—RZRLET, 1RV MK
PUBLIC, ACCOUNT_SPECIFIC, £/ |X NONE DEZIEETEE T, FMICODVWTIE., AWS
Health APl ') 7 7 L > A® DescribeEventDetails AL —> 3> #35RBL TL<EE L,

AL H—DOFRR

[FEENTVWREE|RTD[AHAL A —E1—-]2FAL T, AWSHealth/f RX> R EBARAL VA —
ICRMTEET, COEI—TlE, BEDABNIETESERBIFOTFEECNTVIEELMAETEE
9,

AWS Healthf X MNE BRIEICRTRENE T, AFZRBRTSDE. AWS Health4 X MOz S
CHA RNRINRRENET, SERBSNDIFELRBETHIOANRNIELKRRENET, T

TULEARYNIHBTRRENET, 1 DORFNICIDULEDARY M HZDEEREK, BEIL—
DARYNOBEGHIRTRENETT, BRZERTD &, 4 RNAXRIICAWS Health4 R kD —
BNRTRENET, YA RNRILTARINEZBRTBDE, TOANRVNCEHITZBEHRERTTER
o HA RNRILICEUBIOE LI —IZBEBTHILOONKFTUARNFBYNET,
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

~EBEeZTAVY—-AE1—

HAEENEZATHAONARY RNTR, BE, AWSHealthA XY NZL>TRHEZZTDV Y —
ADAT—RANBHEFHFENE T, AT —FAZRTIBICE. AWS HealthA/ R M2 ZIRL &
FTo AT—RARY A RNRLO[EEEZ TRV —R]ZTICRRENET,

TAIYKNLARILDAWS HealthA R R TlE, REBZZITDVY—ADAT—RAOHEN [RE%
BH323VY—R]2TOLBIIRFTENET, FBEZTIVY-AO—EN, WEITBZAT—FA

EEBIIT—TILNCRRENET, FTEZA THAIILARY KNG, [VY—ARART—RR] 71—

REEATEIARIRNRATO—BITT, 5tEENEZATHFATILARNOFRIZIOVWTE, O
SEENEZATHA7ILARY N AWS HealthZZ B L TS EE W,

HABEI—ICTOEATRHE, AWS Health/ R NIZIE, EENTVWBRIXNTOTAHTIY MZDOW
T, HEEZFD2IXNTOVY—RADAT—RAOBEN RREhET, BMEORICK., FEEZ

FB2THIORODVARNE, TOTAIDNOREBHPOVY —AOBHFRRENET, THUOVNE
FSFERLEFREFPOVY—AOHZBIRTDE, FTHIOVREI—OBENf RRENET, THIUB

FEEeZFBdVY—-AE1— 25
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E1—0BECR. FEBEZZURZTHAVNOEBIANCRRILEOONKFUARNTHYET,
FBEZTDVI-—AARAT—2AOHER, ZEINRILOEBICRFIEINET,

DMS planned lifecycle event & X

Details Affected accounts

Affected accounts » Account 586464445636

¥ Summary of affected resources

B  Pending 100%
3 May require action
. 0 Unknown 0%
Affected resources e
Mot able to verify status
Resouwrce data is typically refreshed every . 0 Resolved 0%
24 hours. Mo actions required

Affected resources in account 586464445636 (3)

Q, Add filter 1
Resource ID f ARN - Resource status Last update time
arn:aws:dms:eu-west-1:586464445636:cluster/prod-financedb2 (@) Pending 1 day ago
arnaws:dms:eu-west-1:586464445636:cluster/prod-financedb (3) Pending 1 day ago
armaws:.dmseu-west-1;586464445636:cluster/prod-2main-db (@) Pending 1 day ago

Ny S, SN
ZALT—2VEE

AWS Health# ¥ 2 1 R— ROAXRY NE, O—HAILEA LY —2FiZE UTC TRRTER
¥o AWSHealthF Y2 A R—RODBA LY —22EETRE, FYTAR—ROIXNTOEA LA
BT ERRARYNY, BELEZALY—VICEHEIET,

BALY—VBRECEMITBICE

1. https://health.aws.amazon.com/health/home TAWS Health® ¥ < 1;R— REZREE T,
2. R=DOTFET, [VYF—DOEARRE] ZBRLET,

3. BEIVYF—ICR Y] ZEBRLET, R EXREORT ZEBRLET,

BALY—2VERE 26
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4. AWS Health® Y < 2 R—ROFES—>3a>RAUT, [BALY—VRE)EERLET,

5. AWSHealth®# Y2 1R—REY>3a>ORALV—2ZBRUET, RIZ, [Save changes] (&
FORTF) 2BRLET,

HEBOANILA

AWS Health Z AWS Organizations &S L T, #HBO—BTHBIIXNTOTHIRNDARY NZE
RRTEET, chickl, HBICRREhD AR —RtEhiEEI—HARHEENET, Ch
S5NARVYRNEFEALT, DY—A, ¥—ERA, BLOPT7TVIT—>320EEZERTEET,

FMCOVTR., THBE1-—TOT7AHTY h2AED0 AWS Health A XY M DEST) 25RBLUTLKE
=V,

Enable organizational view

Key benefits

Organization-wide visibility APl access Chat integration

Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or

organization. This provides a centralized view for all events, such as AWS Health API| to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the

operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more

Get started

1. Set up AWS Organizations 2. Enable organizational view for AWS Health

You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.

@ Success 997¢9 PP

En; nizational vi
| Manage AWS Organizations [2 | | View documen tation able organizational view

Amazon EventBridge ZEiXE T %

EventBridge Z# AL T, AWS Health/f X NDEEZKREL THISLET, THIVNTRET
BPHEED AWS Health IRV RZEZZUTIL, ARVRINNIBEEEN-EEICAWS Health 50
BHRIZZGE LY, PO 2R LEYNTRIRSIIL—IINZEZERETEERT,

EventBridge ZAWS Health& A9 %
1. https://health.aws.amazon.com/health/home TAWS Health® ¥ < 1;R— REZREE T,
2. EventBridge A2V —JLICBEL TIL—ILZERTRICE. ATOVThHLOBREZTVLET,

« FES—23URAL2D[Health 1 T T L —=<32]H S[Amazon EventBridge] Z &R L &
ER

BEOANILA 27
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+  [EventBridge ME&E]T. [EventBridge I E]ZBIRL £,

3. ZOFEICH>T, L—=ILZERLARNEERLET, "TAmazon (kD AWS Health 4 X
ROEZAZ') > EventBridges Z#SBL T EE L\,

AWS Health XS

AWS HealthAPl OfERZBEHR T B ICIE. AWS HealthAware (Slack, JIRA, ServiceNow & EADA
LWAARY NOREBICEATERRIANOT VT —>3) 2FALET, BHOZA7UIE
T—ZSI<SIHMAVELETERT,

AWS Health {1 X MNODT7Z—K

AWS Health &Y 2 1 R—RTlk, AVVY—IFTETF—23a o N—C[T7F7—RM XAZ1—HFFVEX
LWTAAVHFHYET. COBEER. FATIVDOR Y 1R— RICKRRE D HED AWS Health
ARNDODBERTLUET, COXRIILFAO2E, Amazon EC2, Amazon Relational Database
Service (Amazon RDS), AWS Identity and Access Management (IAM), AWS Trusted Advisor &
E, BHO AWS OV —=)LIZRRENET,

RIVTAAVEBIRL T, FTHIV KR BREDAR R SELEEZ(TTVAAEEELET, 0
B, AIRRNZBIRLT, AWSHeath& Y21 R—RICBEL THERIEHREERTEET,

Example : REEROD AR~

UTOE®GE, THIORORBROARY NEBHIANRY N ZRLTVERT,

Open issues

Scheduled changes

Other notifications

servic

Event log
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AWS Health N DAWS1—H—\NOBEHZHZET S

AWS HealthiZ EA LDOERE, STEX>TFVA, FHEBY I RNIDITZATHATINARNRE,
H—EXEAICETREHRZE DT AMEN BN ET, FEZZTBH Y —AID, BEOAT—2X
AF=T2FEEIO—-X), VY—AARAT—RAZKEDAWS Health/ X2 ~ OF#Z IR T
B9 3I(CE. AWS Health APl, Amazon EventBridge ® aws.health ¥ —&A, AWS Health® v < 1
R—RBEEDAWS HealthT> RARA 2 hZ2FERAITDDHFIRANTZI9TAATT, chSOIVR
RAVKNIKY, D—O0O0—RICHEEITDUAREMOBHDIETHOANRY NPEEICHITAIRHEFMT
DTLNEZA LOEBRBIBETEET,

AWS:L H—@AE, BMOUXFYRIL (BEFX=I., Fry ., FLEAWSOVY=ILENSIL

TVr—=23a>A07v218HA) ZBUTENENET, AWS Healtha R NBAIC I, L&
GDI‘/ RRANEEFHMBET—REEFENATVELAY, BEXPEEZNEEERE BN T HEHE
THRABFEEBYET, ERLEL-ILTEELLEEEAXRY N —HTDE, I-F—BAR
FERLIEL—ILICETVWTBHZERL, XELET. BHZRETS UXEBETF ¥ RILZERL,
EHERETDCEILKRYBEDARYNIRULTEREND2BHOBZERBS T ENTEET,
BAF, OV —IILBHEZ—TRRIDEETEET, HlAEFE. Amazon Elastic Compute
Cloud (Amazon EC2) 1 VARV ABE, AWSTHI YV NALLT Y 7F—RFFEEATVB DY —
ANHBDIEE. FYYNBHZZTRACENTEET,

AWSI—H—BHOREICODVTHLE, TAWSI—H—BHAM, 25RBLTEZ,
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AWS Health API ANDT7 V1A

AWS Health I&, RS2 AR—RKRELTHTTPS Z#2RAL., XvE—22UFSA4XT7F—X Y NE
LT JSON 2FEA T RESTUl BV I JH—ERTT, P7USyr—>3a>0—RASEE, AWS

Health API ICU T ARNETSZENTEET, CORESTAPI 2EEFHTZLER. VVIA
ROBREEFIADEODOI—RZESMBEN HVET, AWS Health I B ARL -3 &N
FX—=BZDFEMCDOVTIE, AWSHealthAPI U7 7L AZSRBLTLSEEL,

(® Note

AWS Health APl ZfEfA 9% (Ck. AWS Support DESPZRA, T>&%—7Z54 X On-

Ramp, FLERGIVE—TSAAOYR—NTSUNBETT, EDSRA, TUE—754

AOn-Ramp, FERFRIVE—TFAAXOYR—KNTZ0OBEWVWAWS THI> MHS AWS
Health APIZHO'H LU =354 (&, SubscriptionRequiredException I —A'RRENE
CB

AWS SDK Z £ L T AWS Health RESTAPI J—J)LZ5Y 73BT, 77U T—> 3V RARE
BRI TERT, RREN AWS BRAIEREEEINE,. SATFVICK>TRALVIIANESR
DREBEAHBRICITDNET,

AWS Health Tl&, AWS Management ConsolelZ AWS Health &Y 2 1 R— RAHAZEEIhTH Y,
ARRNPEEZZTD IV TATAZRROLVBRRTEEXRY, "AWSHealth &Y 1R —R -
THIEIANLAICODWTHES D, 25RBLTLSEE L,

I RRA2 b

AWS Health APl &I\ F V=23 0770 g—23 0 F—FT0FYICRW, TFOTATINVST
BRIC2D20U—23> IV RRAVRNFSYVES FOTATINYZTDNS 7T A4 )LA—/)N—
EHR—KNTBDEHIC, AWS Health FE—0JO—/NILIY RRA NERHELET, JO-N)
IVRRANTDNS LY OFTYTHEREITLT, FIOTATRIVRRAVNBRERBETEDER
AWS V=232 ZBITEE T, chickY, O—RTEDIVRRA U M 2FEATEIH ZIBET
32, AWS Health #* SHEFOIEHREZMEBTEET,

JO—NILIRRAVBNIVIOIARNEZTDEER, =Y RhETBR)—2a3 20T RERAUB
I AWS 7O AFIIEHEIEEL., V—2a>NEBREERELET., ThUNOESIE, RBEAN K
RIBDENHYVET, FMICODVWTIE. TAWSHealthAPIV O T ANDEL,, #3RBLTILKEE
(AT

IVRRAV B 30
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RDREF, F7FILBDOREZRLTVET,

LA Ef)—>3a> IYRERAZ N

[Active] (72T 47)  us-east-1 health.us-east-1.a
mazonaws.com

N7 us-east-2 health.us-east-2.a
mazonaws.com

JO0-N) us-east-1 global.health.amaz
onaws.com

® Note

chlk, RE
DT IOT47
I RAKRA
VRDEZ
)—2>3><T
¥,

Zak3al

HTTPS

HTTPS

HTTPS

IVRRAVRNETOTATBRIVRRAVRNTHRIAESH ZHHTAICE, JO-NILIVR
RAZNCNAME TDNS LY I T VYT ZETL, BRENLBHHLS AWS V-2 3> zHELE

9,
Example : JO—NIL I RRA 2 NTODNSILY OF VS

ROAX > Rk, global.health.amazonaws.com T RRA > N THODNS LY O T Y 7&EETL
F£9, R, 2OON RiFus-east-1 V=3IV RRANZERLULET, cOEBEK, AWS

Health CENDT Y RRA N ZHEATRIXBENHZIDHZRLTVET,

dig global.health.amazonaws.com | grep CNAME

global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip

TOTATBRIVRRAVRNENYSTBRIY RIRA 2 NOEE A AWS Health T*— X 2R
LET, L. BHFO AWS Health F—R&, FIOTATBIY RRAV D S0 HiEM

IVRRAV B

31
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ENhET, N\VIOTBIVRRAVRNDSOT—RE, GRERNICTITATBRIV RKRA>
Re—BILET, PTOITATBRIVRRAVNFEEENIZGERE,. 7—070—2BES
TRDELEBHHLET,

SAAMIY RRA NOTEDER

ROI— RBITIE, AWS Health 7 O0—/NILIY RERA 2 NIFUTDNS LY OTF7 Yy 7= EA

U, POTA478)=2a3> I RRANEBR) a3 a2HHULET, PTOT147KIY RR
AVKNFEEEhDE, O—RED—270—-Z2BBELET.

N =R

- Java DTEDEHA

* Python Z*EDFEA

Java DTFEDEHA

BIR &M

Gradle 24 > AN—ILTBHLENHVET,
Java DHIZERATSICIE

1. GitHub A 5AWS Health SATAM T RAA > ROTFEZX I O—RLET,
2. FE7OPIYRNDhigh-availability-endpoint/java T4 LI KNVUICBELET,
3. ONVRZA2VITAVRIVTROAN RZADLET,

gradle build

4. RXOIAIZ RZAHLTAWS FEEHZEEL X T,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. ROOANV RZAALTFEZRTLET,

gradle run
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Example : AWS Health 41 X> N 5

CO—REIE, AWSTHORNDOIBE 7 BEOHERFHTO AWS Health A1 R N ZIRLET, X
DFITlE, HBIZ AWS Config H—E A®MD AWS Health 1 R RAFEENTVET,

> Task :run
[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be

answered by running Structured Query Language (SQL) queries such as:

SELECT

Java DFEDFEA 33



AWS Health I—Y¥—H4a4 K

resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,

AWS::EC2: :NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'vpc-1234abc'
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If you have any questions regarding this deprecation plan, please contact AWS
Support [1]. Additional sample queries to retrieve the relationship information
for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})

Java )YV —A&
o BFMHIZ DWW TIE. AWS SDK for Java APl 1) 7 7 L > A® Interface HealthClient 8 K'Y — A 1—
KESBLTEEL,

* DNSILYOT7Y7TOCOFETHERALTVEZAT7Z)OFMIOVWTIE, GitHub T dnsjava %
SBLTLEEL,

Python F*EDEH
HIR&H
Python3 24 2 AR—IFTRILEN HVEXT,

Python O HlZERT 3 IC I

1. GitHub * 5AWS Health SATAM T RARA > ROTFEZX I O—RLET,
2. FEZ7OPIY MO high-availability-endpoint/python F4L 2 MNUICBELET,
3. OANVRZA2VVDAVRIJTROOARI > REZEAHDLET,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

@ Note

Python 3.3 AR Tld. virtualenv Z4 2 AR—=)LTB2RDYIC, #HKZAKD venv £
T1-)E2FEAL TREREEZERTEE T, FMICOVTE, Pythondo T 7H A K
T venv - Creation of virtual environments 22 8B L T &L\,
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AWS Health I—Y¥—H4a4 K

python3 -m venv v-aws-health-env

4. ROOARV REAHDLTREREEZT VT 1 7{LLET,

source v-aws-health-env/bin/activate

5. ROONY RZADLTHEFERFEZA AR —ILET,

pip install -r requirements.txt

6. XOIX>Z RZEZAALTAWS FEEHEZEELE T,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. ROONZV RZADLTTFEZRITLET,

python3 main.py

Example : AWS Health 1 X NH B

COO—REIE, AWSTHD NOBE7 BEDOEH O AWS Health 1 X M ZIRLE T, X

OHBE. A WS EF 21 UFT 1 BHD AWS Health 1 X R EIRLET,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

Python ZE D fEH
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to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS Support [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[l] https://aws.amazon.com/blogs/

security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]

https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}
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AWSCredentials € > A2 A% ERL THHEILL X T,

AWSCredentials credentials =

try {

credentials

+ "location (/home/username/.aws/credentials),

null;

new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "

AT Y7 2.AWS Health API V547> N a#RLT S

and is in valid format.", e);

BDATY 7T ERABH/RAT TV N EERAL T, AWSHealth 7547 N EHERL

EE

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

AT Y7 3: AWS Health API AR L —> 32 Z AL TA XY MEERZEE

592

DescribeEvents

import com
import com
import com
import com

.amazonaws.
.aMmazonaws.
.amazonaws.
.amazonaws.

services
services
services
services

DescribeEventsRequest request

EventFilter filter =

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.

.health.model.DescribeEventsRequest;
.health.model.DescribeEventsResult;
.health.model.Event;
.health.model.EventFilter;

= new DescribeEventsRequest();

new EventFilter();

filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response

= awsHealthClient.describeEvents(request);

AT Y7 2: AWS Health APl 954 7> Nz2##LT 2
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List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;
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import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);
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for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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RL=23a>O)I—=ALRILNOTOEAHFAOIKEYR—NLET, FMICODVWTEK, TUY—A
BROTOaVIEDILEE) 25BLTLSETL,

AWS Health VY —ARAL7EFD ARNs; O " TEHZE 1D )Y —A AWS Healthy 288 L T<
EEWVW, E0T702a>TEIY—ADARN ZEETESZAICDOV TR, AWS HealthTERZE 1
T3 EesRLTLKEE,

Sthr—

EEEF AWSISONRUS —2FEAL T, #AMICTIVEATERINZEBETEXT., D&Y, &
DTIVINUBFEAB)Y—AICEABFRHETT VA2V ERTTERLEVNSZETT,

Condition B# (F/(F Condition 7OvY V) 2FERATR E., AT—MXY NNFEMERZEZEE
TEET, Condition BERF A /23> TF, A1 J-IIPKRBRED ZFHEEF 2FEAL TEH
REERTDET, RUD—ORBEVIIANADEE—BETBBENTEXT,

1 DDAT—BRMXYMNIERO Condition ERZEETHH., 1 D0 Condition ERICEHOD
F—ZEETHE., AWSE AND REBEEFEZFALTENSZTMLET, 1 DOZRBEF—ICE
BOEZIEETDE, FREBORARL—23VEFEALTERHBFAWS ZFHMELET, AT—KF XY
NDERANEENZDFICIXNTOREN RBEENBIHBEN HYET,

FHZEETIRICTL—ARILA—ZBREFEATEET, FIREF IAM I—H—(C, IAM 1—H'—
BARTRIENTVRIBEDHR Y —ALT IV EATERHRENETD LN TERT, il
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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C2VWTR, TIAMIA—H—HA Ry O "IAM ARV —DER: ZHE LV T, 2ZRBLTLKELE
W

AWS . YO—/NLE#HEF—EF—EABEOREF—EHR—NLET, TXTOAWS FO—
NLEEF—EZRRATSICE. TAM I—H—71 ki OAWS " JO—/NLEHIZTFAN
F—, ZBRLTEE,

AWS Health BB OF4HF—OEY hZ2EEL., —HOITO-NILEZHF—OERAEYR-ILE
T, INXNTOAWS JO-NILEHF—2#8FIHICEF. "IAMI—¥—H4 RAWS , @ "J0O—
NLFHIDVTFARF—1 25RLTLSEE,

DescribeAffected T 7 1 7 14 & & U'DescribeEventi$4ll APl AR L —>3 (&,
health:eventTypeCode®& & T health:serviceRHfF—2HR—KNLFT,

AWS Health &F—DV AN Z2#FET2ICEF. "IAMI—Y—HA R, O " OoFHEF— AWS
Healthy ZZBLTLKEEV, R{EF—ZFEATERT7IU>32EVY—-AKLDO2VTER, " TES
Ehd7 >3 AWS Healthy 28U TSEE L,

Bl

AWS Health 7A F> T AT AR—ADKR)S—OHZRRTDICE. T #2BLTLKEETVAWS
Health 7A =T AT AR—ADR) S —0H,

AWS Health UY —AXR—ADOR!) > —

)Y —=AR—=ADR) =&, BEES LTV NILA AWS Health Y —RICKH L TEITTE
BPTUAVERHBEIBETDISONRIL—RFIXIRNTT, . ALARAMRVNODVY—A
R—=ADT O tAFAR)Z— AWS Health ZHR—KLET, VY—AXR—ADRIZ—Tl, U
V—AZ IO THONCERAFIZAETRDCENTEEFT, VY—AR—ADRII —%
FALT, AWS H—E XA AWS Health A X NZTF IV EARATBEEZHFATDIEETEET,

JAATADURTORAZBNCTZICE, THI bk, KERROTAHT MO IAM I
TATAZ))—AR—ADORI =TIV N)LEVLTEELET, UY—AR—ADRI > —
COOARTAHDRNOTIINILZEMLTE, EEBREFDULIBIETABVRISEELT
EEW, ZUINLEVI—ANEBD AWS THIUNIHZHERE., VNIV T4
TALVY=ANDOT IV EAFAAENETILEN BN ET, PUVLAFARK, PATFT4T4
R=ADRIVD—BIVTATALTRYFIBETHRHELET, LEL, VDY—AR—ANOR
=T, ABUTHAIROTIVINIADT IV EAENFEENTVRHEERE. DRX—ADOKRY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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S—ESIINEITRIHMEREHNEREA, FHICOVWTE, IAMA—Y—HA R0 TIAMO—)L &
JY—AR—ADRI—EDHER) ZZRLTLEE W,

AWS Health (&DescribeAffected, Entities & & T DescribeEventDetails API AR L —>3a> o)
Y—AR=—ADRI) S —OHhZHR—NLET, chsOF7o>a>zRV—TEELT., AWS
Health 1 RV N UL TTF 23> 2R TEDTIINILIOTATA(THIN, 11—
H— O=)I, 7TFL—F14Y R1I—Y—) ZEHETEEXT,

Bl

AWS Health UY —ZAXR—ADORI > —OHlE#RRTDICE, T Z2ZBLTIKEEVWIY—AHEL
OTF7o2avIcEOLS&E,

AWS Health T ICE D<K 2R

AWS Health Tld, VY—ADQRITFHRZTICESIVET IV EAOFBRERHR—FEhTLWEE
Ao

AWS Health IAM O—)L
IAMO=)Li&, BEDT IV EAHFAZEODAWS THIRNHADIVFAT AT,
TO— R EREIEHRO FE A AWS Health

—BNRFRIIESREFEALT, 72FL—>23a>THA 42093, IAMO—)L%Z5|Z2Z(13%., £
FROIOATZHORMO-IN%Z25|ZEZ T2 ENTEET, " RUBEFI) T4 FABEREZNET
%2k, AssumeRoleXGetFederatonh—2 > 2 E DM AWS STS APl AXRL —> 3> #FHOHL F
9,

AWS Health Tl&, —RARREIEROFERAN Y R—RENTVWET,
b—ERA)>o0-)

H—ERCD>VEhiO-)Z2FERATRE. AWS H—ERRMO H—EAOVY—-RIZT 7t
ALT, A—H4—CRKb>TT7 I3V 2RTTEXRT, Y—EAVZ7O0-ILREIAMTAHDI> b
RICRTREN, Y—EBEARALK>THEEIET, IAMEEERZ, Y—EAV 70— OFAZXK
RCEXRIN, WEITBLEFTEXREA,

AWS Health l¥. EMETHLEHOOH—ERICUYIEnzO0—-)%
HR— KL FEF AWS Organizations, H—ERIZU > V&EnizO-)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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&, AwWSServiceRoleForHealth_Organizations EFEhFERT, O—ILICTRYFEhBDD

l& Health_OrganizationsServiceRolePolicy AWS managed R\ —Td, BRI —TIk AWS
Health ., AWS A#BROMDO AWS FHI U MDA SDODAILARAARY NMCTIOEATEDKSICLE
9,

EnableHealthServiceAccessForOrganization AR L —a > & ERAL T, 7HOU MY —
ERCDOENEO0-ILEZERKTEERT, LEL., COBBEZEMICTIERE., £
DisableHealthServiceAccessForOrganizationZ R L —> 3 > 2RO HITBEN HVET, TO

#. IAMJ>VY—JL, IAMAPI, F7 (& AWS Command Line Interface () ZfEHA L TO—I)LZHIBRT
ZFFXIFTAWSCLI, FHICOVTR., "TIAMIA—HY—HA R, O "H—ERICUOchizO0—)L®
EEL EBBLTIEE,

AMCOVTR, THBE1I—TOT7ATY h&2AED0 AWS Health A XY M DEST) 25RULTLKE
=V,

H—eEAO0—-)

COBREICKY), I—HF—ICRD>TH—EAN Y —ERAO—-I) 25| EZHFDENFTENET,
cOO—ICkY), H—EANfBERICRKD > THOY—ERAOUY—-ARIZT VAL, 7o 3
VERTIBENFUAENET, Y—EAO=ILE, IAMTAHIMNIRRENh, THIV K
KO2THEENET, 2FV, IAMEBEEBERK, COO-IIDERZZEETEET, =L, ThiC
&V), H—EADKENBEDNEIBENFHYVET,

AWS Health i H—EAO—J)LZHR—NLTVWEEA.
AWS Health 74 T T AT AXR—=ADR)—DHl

F7A)ILRNTE, IAMI—Y—BROO—)LIZIE., AWS Health VY —AZERTEFEEETSHT

DHEAFTEHYEFHA. £, . AWS Management Console AWS CLI, Filk AWS API ZFH
LTRARAVERTIBZDELEWRETETELA, IAMBEZRF, 1Y —cO-I)ICHER, EBEEIE

JY—ATHRED APl ARL -2 3V ZRTI3ERZ1I—F—cO-ILICRETB IAMRU S —
EERTIMBENHVET, iV T, BEBBRF TS OERIDBER IAM 1I—HY—FLEIIL—7
CEFORV—ZTRYFIRIHENBYVET,

JSONRUZ—RFIAIXVRNODISOFZERALT, IIMTATUTATAR—AR) S —ZEK
THHECOVTE., TIAM I—H—HA R O "JSON BT TORI S —0ER,L 28RLTLE
=V,
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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« RUS—ORARNTZI9T14 A

« AWS Health A V- ZEATS

- B DHEROXRTZI—H—ICFHFATD

« AWS Health Dashboard & & T AWS Health API ADT I+ A

c DY—ARABRVT IO VICETILEH

RUS—ORANTZI0T14A

ID R—ADRYS—F, I—H—DFHI> NTHELH AWS Health UV —REER, 7oA,

EREBRTEBESHERELES, CREOTHIYIVERFTHE, AWS PHIV RCRE
FRETDTEMNBYET, PAFYTATFAR—ARUS—BERLEVHEL Y T BRI

E. UFOHA RSV e BEE > T EE L

- AWS BEAUS—2HHBL. BMEOT VAT TIIBITTS - 1—¥—I—Y0—RICT
VEAFAZRETIICE,. ZL<O—BOBI—AT—ALCTI7EAFTZFET S AWS EER
US—%FEALET, Cholk THEATEET AWS PHIY e I—AT—RIZEHD AWS 7
ARI—BBARVI—EEELT, PULARTEE SRS TCLEBBOLET, HMIOL
Tk, IAM I—H—H 4 KD TAWS YZ—T REUS— Fhld TAWS ¥ 3 T#EOEEAR Y
2— BBBLTLEEL,

- BOVBEEBATS - IAMAUY—THRERETHEER, ARTORTICVEREROKE
NELET, chZTI5CE. BREDRHETTEENOV Y —AILKRUTEITTEDTI>IAVERE
BLET. Chid, BMHEEREETERTVET., IAM AL TEREZERT 3520
BCOVTE. TIAM I—H—H 4 Ky O TIAM TORU S —EHER, 28BLTEEL,

c IAMARDS —TEHZ2FEALTT IV EAZESSICHIRTS -RUD—IC&HFEZEMLT, 7U>3
IRV —AANDT I ERAEHRTEET, fIAEFE, RU—%H4ZRARLT, IXTOVIIR
RZSSLZFEALTEFEIDLSICEETEET., FHZFALT. BEDRHED ZNLTH—
EAT O avFFEREIADHEICAWS O —EA, Y—ERT7 923 AOT7IA%ZHA
T5_EETEFRT AWS CloudFormation, FMEICDW T, IAM 1—H—H 4 R® [IAM JSON
policy elements: Condition] IAMJSON R 2 —ER . &) 2B L TEE L,

 IAM Access Analyzer ZfFA L TIAM RS —Z#RFIL., B2 THEENBIERZERT S - 1AM
Access Analyzer l&, FiIBRBE RTBRFORI S —ZKRIAL T, RUZ—HF IAMRUS —FFE
(JSON) BRIAM ORARNTZI0T 41 AICERTBLSICLET, IWMTIOEARTFZA4H—&
100 ZBABRV—FIVIOERANGHRERERZRML, T2 THRENBRYS —OEREY
R—BULET, FHICOVWTE., TIAM I1—H—7H4 Ry ® TIAM Access Analyzer R 1) > — D&
5 EBBELTIEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRGII— NI —2ZHXEBETRFTIVIND
BPHEEFAWS THIUR, EF2UT 1 %58{LTDHIC MFA ZBRICLET, API AXRL —
SAVHHOHEND EEIZ MFA ZHXEAICTSICE, RUS—IC MFASZBZEBML T, 3
C2VWTE., TIAMI1—HY—HA KR, O "MFAREAPI 7OV EZANEE) 28RBLTLKEEV,

IAM TORAKRT ST 1 AOFMICO2VTR, TIAM I—H—HA K, ® TIAM TOEF 1Y
TADRARTSOF 1A, 2BRLTLKEE W,

AWS Health a2V =)L 2 RT3

AWS Health A2 Y —J)LICT7 7 AT ICRE, BMROTIVEAHFATOEY MABETT, chs5d
TOERAFAILKY, AWSTHT2 RAD AWS Health VY —ADFMlZE —BERTELTFRRTE
TY. BPRYBEBLHATRVERLULSFIRENETATFUOTATAR—ARIS —ZEKTDE, %
DRI —ZRNLEIVTAT4 (IAMI—H—KREEO-L) CXHLTOY-IAFERLEE
HBYICHELEEA

DI T AT 14HE|EHE AWS Health OV =)L Z2FERATEDLSICTHICIE. XD AWS
BRI — #FT XY FLETAWSHealthFullAccess,

AWSHealthFullAccess RUZ—Tk, I>TATARRXDEDADTIT VAN FTEEhE
9,

« AWS Health fBBR DI XTOT AU RO AWS BB E 1 —HEEBENELEEMICTS
« AWS Health 122Y —JL AWS Health Dashboard @

« AWS Health APl AR L —2 3 > L BA

AWS {HBD—HTHBTHI U NIBETHBEHRERTTS

BETNHI NOEBEN (OU) DRT

Example : AWSHealthFullAccess

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
® Note

Health_OrganizationsServiceRolePolicy AWS YZ— RARUS—=FEAL T,
AWS Health AM"BBROMBOTHI U RODA R NERRTEDRSICTREETESE
Fo FMAICOVWTR, TOH—ERICDIEnizO0—)LOFEHA AWS Healthy; 228 L T
<EZV,

AWS CLI £7zl& AWS APl 0 A ZROHII—H—ICk, |FPROOAVYV—-ILT O EAFAZNE
TRIBEBEREHELEA, KDYIZ, ETLELSELTVBR APIARL =23 VII—HIBDT70>3
VDHINDT IV EANFAECNET,
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FHCOVWTER, TIAMA—H—HA R, O "I —AOT7 7 AFIADEM 2ZRBLTE
=L,

BODEROEXRRZEI—HY—ICHFATS

COBITRE, A—HF—TATFoTATALCTEYVFENLADTAVERONR—I RRUD—DOF
REIAM A—H—CHAITRIRIS—OERGEERLET, CcORUZ—CF, IVY—-IT,
F/lF AWSCLI £zl AWS API ZFHEALT7TOVZATIOT VAV EERTITDT UV AFHA
FEENATLVET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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AWS Health Dashboard & & T* AWS Health API AND T VA

AWS Health Dashboard &I XTH AWS 7HO Y NTHEHATEET, AWS Health API
l&. Business, Enterprise On-Ramp., ==l Enterprise Support 772> OF7 A NTOIKERT
EFET, FHMI-COVTIE., TAWS Supporty 2B L TS EEV,

IAMZFERALTCI>T474 (A—Y—, JIL—7, £L£EEO-)L) Z2ERL. ThsoI>T4
F 4 |Z AWS Health Dashboard & &' AWS Health APIAD T VO AHFA 2N ETEEXT,

F7#A) NTIE, IAM 11— —IF AWS Health Dashboard F 7= l& AWS Health APl IC7 Ot ATZE
FtA. IAMARVD—%BE—Q1—%— I1—HY—0JI—7, FLEO-LICTERYFIR_L
T, 1= —IZTHI> KD AWS Health EBADT VLA EHTLE T, FMICOVW T, D
(A—Y—, JIL—7. O—J))s & TIAMARD > —DOHE | #28BLTEEV,

IAM I—H—ZERL LS, ChsDI——LCERNDONAT—RZFETEXRT, TOE, 7H

DORNBEOYAAR=2DEERALT, TFHONIHYA 4L, AWS Health 158 Z2 R R T

EFXT, FMALCOVTR, "I—HY—HTHIVRNHAA2TEHE 2ZRLTLSEZWL,

(® Note

RTEREREDIAM 1—H—, PHORNLEOTXTO AWS H—EATAILABEHEAD
ek ELY) BT Ut AH AWS Health Dashboard 23 ¥5F 9, hlllk, Amazon EC2 1 >
AR A IDs, EC2IDs, — B EF1UT 41 BHBED AWS VY —AIDAEENET
A, ChsICREEhEFLR A,

Bl ZE, IAM 7R = —A" AWS Health Dashboard # & T* AWS Health API ANDTF 9 A &
ZHFALTVREBEE, RUS—HFEBRATD I —Y—FLEO-)LE, Lo IAMARU S —H
TOTOEAEZHFITLTVEWVEETE, AWS DY —EABIUBEED Y —AICEL TH
RENLEIXNTORRICTIVEATEERT,

ICIE 220 APIs )\ —7"%#FERATE £ T AWS Health,

s B2 DOTFHD> N -DescribeEventsX®DescribeEventif il EDARL —>a > #FHL T, 7H

72 NO AWS Health 1 XY MNCET2EHEMBTELRY,

« #8T7 H0> ~ - DescribeEventsForOrganizationX* DescribeEventDetailsForOrganization % & ®
ARL—23 2z FEALT, HBO—BTHBTHI2 MO AWS Health 1 R MZBE T 3158 %

MEBTEXRT,

TAFTFATAR—AR)S—0H
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
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EATIEEE APl ZRL =23 OFMIC OV T, AWS HealthAPI U7 7 L AZZBLTLSEE
W

BcoF7oar

IAM 7R —® Action TL X2 N%& health:Describe* ICERETEE T, Chli&kl),
AWS Health Dashboard 8§ KR NDF UV AN E hE T AWS Health, AWS Health (&,
eventTypeCodeB XY H—ERICEIK AR MNOT IR MO=)LEYR—KLET,

TOEADHA

CORI—AT—R X2 N&E, AWS Health Dashboard # & TEE D Describe* AWS Health
APl ZRL =23 AOT IV EAZHFALET, flAEF, ORI —%FDIAM 1—H—

(&. AWS Health Dashboard @ I[C7 2+t AL T DescribeEvents APl AR L —> 3> %& AWS
Management Console AWS Health FO' T ENTEEXRT,

Example : 7 7 £ ADFHA

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"health:Describe*"

]I

"Resource'": "*"

]
}

TOEAZERTS

CORI—AT—BM XA NE,. AWS Health Dashboard & & T* AWS Health API ADF7 VA
ZEBLET, cORIZ—%FD IAM 1—H—I&, AWS Health Dashboard T % &~ AWS
Management Console T&Z 9, AWS Health APl ARL —> 3V 2HUOHIT L ETEEE A,

Example : 77 AZERTS

{
"Version": "2012-10-17",

"Statement": [
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https://docs.aws.amazon.com/health/latest/APIReference/
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{
"Effect": "Deny",
"Action": [
"health:*"
1,

"Resource": "*"

]

e 1—

NEBE 1 —=2BMIC T BFEE AWS Health, AWS Health 3 & ¥ AWS Organizations 7233~
NDTVEAZFATRIHLEN HYET,

IAM RS —0 Action BERICEF. AOT IV EAFAZEHRIBENF HYET,

* iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

& APIs, IAM 1—H%—74 4 ROAWS Health APIs TERE 2TV 3V EBH) Z22RBUTLKE
=L,

(@ Note

M AWS Health APIs IC7 7t AT3ICE. HBOEET NV NOFLEREZFERATIH
ENH V) ET AWS Organizations, FHHICOWTIE, THEEBEI1—TOT7HDU 2 h&ED
AWS Health 1 X MO &) ZZRL TS EE L,

AWS Health 8 1 —ANOTF7 7t AT

CORIVD—AT—R AU N, BBE 1 —#eEICXERTFTNTO AWS Health & KT AWS
Organizations 7 723> AQOTF IV AZFITLET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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Example : AWS Health 81 —\OT7 VA ZHFTTS

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"

}

AWS Health fAfiE 1 —\NOT7 V2 AEER

CORI—AFT—R X N&E, AWS Organizations 792> 3 ADT IV EAZEBLETH,
B2OF7HDO RO AWSHealth 7223 AOT O EAZFAILET,

FAFYTATAR—ARIZ—0hl N
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Example : AWS Health #AfiE 1 —\NOT7 V2 AZEERTS

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

1,
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
1,
{

"Effect": "Deny",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

1,
{

"Effect": "Deny",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/

AwWSServiceRoleForHealth*"
}
]
}

FAFYTATAR—ARIZ—0hl N
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® Note

TOEAFANENETDZI—HY—FEREITIL—TICBRICIAMARI S —NHDBEEE. TOR
1)< —(Z AWS HealthEEDR S —AT—KX NZBIMTEEXT,

UY—RAB KBTI IV ICETRY

AWS Health &, DescribeAffectedEntities# KT 55l APl AXRL —2 3> 0 IAM &4&2HR—KNL
£9, DescribeEvent )Y —AB RO T I aUR—-—AOFHEZFERAL T, AWS Health APl A" 11—
H— TI—7", FEEO-NICEETIDARNZFHIRTEET,

CNhETSICE. IBIMRUS—® Condition 7OY V%2 EHT2H. Resource BEEXZFRELF
T, XEHEGZFEAL T, ¥ED AWSHealth AR N7 14— )LRICEDVTTZ UV A%R4|IRTE
x99,

RS —T AWS Health ARV N ZEEETDEER, ADT 1 —)LRZFEATEXT,

+ eventTypeCode

* service

@ XE

« DescribeAffectedEntities 5 & T DescribeEvent® &4l APl AL — 3k, UY—AL
RILVDOTOEAHFTZYR—BNLET, FIRE. HED AWS Health 1 R N ZFFA £ -
FEBITEIRV—ZEKTEET,

+ DescribeAffectedEntitiesForOrganization & & T DescribeEventDetailsForOrganization API
ARL—=232EF, VDY—ALRILOTIVEAFAZHR—NLTVEEA,

o FHICOVTE., "U—EAFREY 7 7L AAWS Health APIs EBHIOT 223>, 1
V—A, BLUTERMEF—, ZZRLTSESZL,

Example : 7 V2 3 U R—AD %4

CORD—AT—KM X M&E., AWS Health Dashboard & & TF AWS Health Describe* APl AR
L—>3> A0TF7otEAEHFTLETH. Amazon EC2 IZBSET S AWS Health 1 R RADT Y
T AZEBLET,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}

Example : )Y —AXR—AD&H

RDOR)S —TEHERIIELTITAH, Resource EEZRDYICEALTVET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"health:Describe*"

1,
"Resource": "*"

.

{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

TAFUTATAR=ARIZ—0H "
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1,
"Resource": "arn:aws:health:*::event/EC2/*/*"
1]
}

Example : eventTypeCode &4

CORD—AT—RM X M&E. AWS Health Dashboard & & TF AWS Health Describe* APl AR
L—>3a> A0F70t2AZHFALETH. eventTypeCodell —H TS &3 D AWS Health 1 X
RADT I AZIEABUETAWS_EC2_*,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities"”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
}
}
]
}
/A Important

DescribeAffected T T 4 T 14 $ & U'DescribeEventzfl AR L —>a > 2O HL., AWS
Health A1 R NZF VAT BT UV AFFAN K WVEE, AccessDeniedExceptionT
S—HFRRENET, FHCOVTIE., "TAWSHealthlD E79EADKNT I 21 —F 4
DY EBBLTLEE,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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AWS HealthID E 79t AO KNS TN 1—FT4200

ROEREFEAL T, & IAM OERARICRET D IEMEDN B2 — RN ZEEZZ M AWS Health L
TELERT,

N =R

« TTV3AVEEITIDHERN BV AWS Health

- iam ZR1TTRDERN BV EFE A, PassRole

« POEARAF—ZERTRLEV

s BEBELLTMOI—F—ICTUVEAZFFAL 2LV AWS Health

« BN AWS PAHI NUADI—H—ICBZD D AWS Health )V —AANQOFT IV AZFFIL 20

TT7 023> &ETITHERN LV AWS Health

W8T UaERTITBERN L E AWS Management Console BHIE h-5& 1k, BEEICE
BLULTHR—RNEREITIVENf HUET, BHOEBREEISEEROI—HF—BENAT—RERT
LEZATTY,

Z MAccessDeniedExceptionTZ—IF, 11— —IZ AWS Health Dashboard &7z ik AWS Health
API ARL =23 ZFERATR TV EAFINf BVEBEICRTENET,

COF/E. A—F—0EBERIRI—ZEHMLT, A—F—TIOERAZHATILENHYVET,

AWS Health APl IZl&, OED XA, IVR—TSAXAVF07, EFLEEIVE—TF4XYR—
NTSUNBETTAWS Supporte EZPRRA, IR —TSAAXAZ07, §EEIV -7
A AYR=RTSoDBEVTHI NHS AWS Health APl ZRUH T E, XAODIT—I1—RHFRE
NFE T, SubscriptionRequiredException

iam ZE1T T DERIH V) FHB A, PassRole

iam:PassRole 7923 #RT I3 ERIBVEVS IS —HNFRRENEGZEE. RU—%F
LT AWS HealthitO— )L ZE T ENTEDLDICTHIHRENHVYET,

—E0 AWS DY —E A Tk, ILWH—ERAO—-IILEFLEZEH—ERICU 00— ZERK
FTHIRDYIZ, TOH—FERIBEOO-IINZETENTEET, TOLEHICKEK., Y—ERIZO—
L ZETHERNIVBETT,

UFOBOIS—, marymajor €W IAM 1—H—# 1> Y —IJLEEHAL T AWS HealthTF &
TaVERFLESTREACRELES, LEL, COTIVIVES—ERFRTTEICR,
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https://aws.amazon.com/premiumsupport/
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H—EAO-IASHEENLIERAVETT, Mary IZIE, O—ILZ2HY—EACEITERIHY X
ﬁ/l/o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7O IV NR{TEHFIU T B4
ENFoVEY,

BR—MNBEBZFERE. AWSBEEEFICHSBAVELESEEZVL, Y1 1 ERBRERMAL 28
HENEEETT,

TOEAF—ERRLEV

IAMA—H—T O EAF*—2ERLERE. WOTETIELAF—IDERRTEERY, LEL,
S—UOLYRNTIVEAF—ZBRRIDERFTEREA, - UL YRNTIVEAF—ZHRL 235
Bk, FILWTF O ERAF—RTZERTIBENFHVET,

TOtEAF—&, 7Ot AF— D (fl: AKIAIOSFODNN7EXAMPLE) £ —2 L vy N7 Ot AF— (i
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY) ® 2 D CHERENTVET, I—H—RK /N
AD—RERAKIC, VDIOTANZRETD DI, TIERAF—IDEI—ILYRNTIEAF—D
MEZERTIVEN HGYVET, I—H—BENAT—REFRIC, TIOEAF—REZLICEELT
<fEEEV,

/A Important
EROI—Y—ID ZHFIDLOTH>TE, T/ ELAF—Z2F=FIRHELHEVWTE
TV ChICRY, NOKGHBET I EAZHLICHATICENTEXRTAWS THIY
Mo

TORAF—RTVEZERTRHE. TOEAF—IDEI—ILY NI EAF—ZRL2BEMICR
BIBLRSCKRORITOVTMIRRENET, COZ—TLY RNTIEAF—R. ERKEICOH

ERATERT, >— LY RTIEAF—ZHARLIEBE, IAMI—HY—CHRTI/EAF—%E
MEBIYBENFHBYVET, PTVEAF—BHRERR2IDETHEOIZENTEET, BlC2 2HBEER.

HBRF—RTZERTIHIC, WVIThDZHIRIZIZENBYET, FIEZRTIZICE. TIAM

A—Y—FHAR, O "TOEAF—DER, Z2ZRLTILEEL,
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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EEZEELTHOI—Y—IZT7OEAZFAL =LY AWS Health

OI—HF—HA LTI EATEDKLSICTBICEF AWS Health, 7V AN BERI—Y—FLET
ZDr5r—=23a>0IAMI>T 474 (A—¥—FEO-)) 2ERTIXEN HYVET, 1—F—
F. COIVTAT14OFRABFHREEALTAWSIZT VAL ET, RIZ. AWS Health®E {17
TOEAFAZNIETERI—%, TOITATALTRYFIRRENHYVET,

FT<ICEHBITSICEK. TIAMI—Y—HA R, O TIAMAZEFLEEYOI—H—BLOTIL—7
DER ) BSBLTLSEETL,

B20OAWS Z7HDOY NAADOI—H—IZBHD D AWS Health UY —ZAANDTFT It A
ZEFAIL =0

OFTATY NOI—YF—PEBADODAN . VIY-ALLTIVELAIZLEHICEATESO-IZEK
TEET, O-ILD5EZFZEERXID DY —ZEBETEET., VY—AR—ADRII—FI

TR MO—)UJAN (ACL) ZHR—KNIBH—EANDBE, ThS5ORUZ—ZFEAL

T VIY—ANDT I EAEZRETERT,

AHHICOVWTR, UTZZRL TS EE W

e TS DHEE AWS Health ZHR— RN L TVWB A ESHEZERITSICE. ") 2B LTLEE
WA IAM & AWS Health B9 % i,

c FIEAWS 7HIURMLTVD OUY—ZAANOT O EAZRBMITZFEICOVTE., IAM 1—
H—HARD "TAREAWS 7HIK LTVWSEIO O IAMIA——AOT7 0t A%RBETZ, %=
SBLTLEEL,

c VY—=ZAANDT IV EAZY—RN—FT 41— ILRHEITDIHEICOVTIEAWS THI > N, IAM
A—H—HARO "™H—RN—FA—AWS THINHFRETEZ NOT7OAZRHATSZ, &
SBLTLSEEV,

c D7IFL—232NLTT7IVRARAZEEBTZDHECOVTE., TIAMI—H—HA R D
PAETCERIEEE NI —H—(ID 7T FL—23N)AOT I EAER) 28RBL TS EEL,

« JORATHIVRTOEATOO=ILEVY—AR—=ADR) S —OFERDEVOFEMICOVWT
. "IAM1—H%—HA R, O TIAMO—=)LEVY —AR—ADKRI T —EDMHER) 2SHBL
TLEEL,

ODHY—EAIZU> o hi=0-)LOEH AWS Health

AWS Health (& AWS Identity and Access Management ., (IAM) H—EAIC) > o&En/z0O0—)L ZfF
ALET, Y—ERAICUVVcniz0—-)Lk., ICEEJVENE—EBEOZA7OIAMO—ILTY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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AWS Health, —E RICU o2& hizO—)LI&. AWS Health IC& > TEFIICERZRENiO—-I)T
HY), BEEHLSHO AWS DH—ERA ZRVHITEHICHAEBERZRINTOT IV EAFAZEA TV
£7,

H—EACUVOEnO0-ILZ2FEAL T, DELBTIEAFITZFEHTEMAWS Health L&V
LS5 ZRETEET, Wk, Y—ERICVOEhiO0-IOT O tAFHFT AWS Health ZE&ZL
T, BILERENTVIEHEEERE, OXNTOO—-I)LZ5|EZ T AWSHealth 2 &N TEE
o EBSCNEHFAICEEERUS—EHFARV—HNFEEN, TOFIRI) —%ME0 IAM I
TATAILTRYFITRD_EWRFTEREAS

AWS Health® 4 —E AU > 20O0-)ILOT 7t AFFHA
AWS Health IZ1@ 2 2OH—ERIC U YEnzO—LFBYET,

« AWSServiceRoleForHealth_Organizations — < ® O—JL{& AWS Health
( health.amazonaws.com) ZE¥L T, 77 EATBO—/ILZ5EZITAWS DH—ER &
Fo. cOO—NICTRYFENDDIE Health_OrganizationsServiceRolePolicy AWS Y
X—TY RRDVI—TY,

« AWSServiceRoleForHealth_EventProcessor -  ®AO—)Ll&. AWS Health #—E A7) >N\
JL (event-processor.health.amazonaws.com) 2L CO—/)Z5|EZFFET, cnO—
T RY FENBDIE AWSHealth_EventProcessorServiceRolePolicy AWS Y Xx—o
RRUS—TF, Y—EATVINLE, O-ILZFERALT. AWSA 22T NDOREE
Xt i @ Amazon EventBridge Y X—2 RIL—ILZERLET. CDIL—IIE. THOU KD
S5AMWSTHIVN LT Z—LREEERBEREIDLOIIBEBRSA VT TARNTIFYTT
AWS Health,

AWS EERD) D —OFHMICOVWTE, T, Z25BLTLKETVAWS O YZF— RARD S — AWS
Health,

AWS Health®H—E X > 20— DERK

AWSServiceRoleForHealth_Organizationst —ERAIZU > Ve nicO—- L Z2FBHTERITILEGF D
V) £t A, EnableHealthServiceAccessForOrganization AR L —a > 2B HT E, AWS Health
FT7HIORTCOY—ERICUEnzO0—-)LZEKLET,

AWSServiceRoleForHealth_EventProcessortt—E AU > O niO—I)LET7HO > NMCFETHE
RENBDUBENHYET, FAICOVTE., FIAMI—HY—HA R, O TH—ERIZU &N
O—I)LDER ) Z25BLTLSEETL,

H—ERAVI2O0-)LOER 76


https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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AWS Health®OH—E RAICY > 9 nEO—)LOiRE

AWS Health TlE, ¥—ERAILCUZ VT hEO-IZ2HmETDIERFTEREA, T—EAVZ D
O—)LZERKTRE, Z<OIVTATALL>TO-IINSREND ARSI BB, O—ILF
ZEEIDILERTEREA, LEL, IMMZEALEO-IIEROREETERT, FMAICDOL
TR, "IAMA—Y—=HA R, O "TH—ERACDV > 7Zhiz0-)0iEE 25RLTEEL,

AWS Health®H—E A > o 0—)L O HIER

AWSServiceRoleForHealth_Organizations O—JLZHIBR T2 IClF, £T
DisableHealthServiceAccessForOrganization AR L —> 3 > 2RO HI BB HYWET, TO

#. IAMJ>VY—JL, IAMAPI, F7 (& AWS Command Line Interface () ZfEHA L TO—I)LZHIRT
ZF X ITAWS CLl,

AWSServiceRoleForHealth_EventProcessor —J)LZ HIBRT B (C k., ([CEEL T, AWS A2 FY
NDO#E AWS Support EXREA ST —OO—RZFTR—RITDESICHKBELET, COLEDTE
T#E. IAMd>YV—). IAMAPI, £/l AWSCLIZEHAL TCO—I)LZHIRTEET,

BSER

AMACOVTE, TIAMI—Y—HA R, O "H—ERACUVVcnEO-IOEA, 2ZRLT
<EEL,

AWS O Y Z—2 RR1J > — AWS Health

AWS BIERD) S —F, ICK2>TERBITFBEERENZDAZR7ORIS—TF AWS, AWS
BER)S—F., ZL<O—BUBEI—-AT AT 9 EAFTEFETHELSICHFchTWVWS 1=
., I—%—, =7, O=NICT I EAHFAOE) YTERBTEEXT,

AWS EERD S —F, INTOHOAWS BSERSIEATED LD, BEDI—AT—ALCHL THD
BEOT VAR AZNAFELBAVBEENf B ECEBRLTKEEY, I—AT—ARBIICHAEN—
NZF—JRRVI—ZERBLT, NX—IRRUD—ZRVIATCEZHEHHLET,

AWS IRV —TEBENTVWRI TV EAFAREETEREA. NAWS EERVS —TER
ENLET I EAHATAWS ZEFH TR E, RUD—ATEYFEATVWRIRNTOTIZZNILID
A—%—. JIL—=7. O-l)NEHFEIhET, . HLLAWS O —ERX FEBEhiE &,
FLERBEFEOY—EATHLWAPIAWS ARL—2 3 VAEATRICA > &L, AWS EER
o —ZEMIBDARMARES<S BRI,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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FHCEOVTE, TIAM A=Y —HA R, O TAWS XF—I RARU D —; ZZRL T EEL,

AWS Health ICl&, XD IZ—I RRVZ—HFHYWET,

BR

+ AWS Y X—2 R7R 1)<, —: AWSHealth_EventProcessorServiceRolePolicy
+ AWS Y Xx—2 R7R 1) <, —: Health_OrganizationsServiceRolePolicy

« AWS Y x—< R7R1J S —: AWSHealthFullAccess

» AWS HealthAWS EER) L —OFEH

AWS Y x— R7R1J < —: AWSHealth_EventProcessorServiceRolePolicy

AWS Health & AWSHealth_EventProcessorServiceRolePolicy AWS Y &x—< RARU S —ZFERALE
T CcOYF—T RAR S —&, AWSServiceRoleForHealth_EventProcessor H—E AICV)
OENEO-NLNICTRYTFENET, CcORVI—EF, Y—EARLCDVoEhO0—-IA1—H—
ICRD2TTV2IAVERTITRCEZFILET, CcORV—ZIAMIVTATAICTEYF
TRERFTEFREA, FHICOVTE, "TOH—ERICUOEhiz0O0—)LDOFEH AWS Health
ZSRLTLEZL,

NEXR—IRRVI—IZE, HAWS 4 2272 MMaH EXFISHA® Amazon EventBridge JL—JLIZ T
1A AWS Health TESDKSICTBDUTOFT IEAFANHYET,

T U AT DA
CORIVD—=IZE, ATOT IV EAFANEENRTVET,

« events - EventBridge L =)L ZRRE XTHIBRL., ThSOIIL—ILDOE—7'Y NZRRERTE
FLET,

"Version": "2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}

}I

AWS O Y x— R7R1J S — AWS Health 78


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor
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"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"

}

RIVD—AQOEEQVARNIDOVTE, TAWS HealthAWS EERU S —DEF L 2SR TKEE
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
1,
"Resource": "*"
}
]
}
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"Sid": "OrganizationWriteAccess",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelLinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
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® Note
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Example : ##E 1 —TORFREE
XD Amazon Relational Database Service (Amazon RDS) 4/ X KA HAEE 1 —D[REROEE L
BENEE R ICRREN, BEBRADI1DOTHI M EEEZZHFTVET,

Open issues RDS storage issue Back to list view (]

View events that might affect your AWS infrastructure, such as

changes to AWS services and resources Details Affected accounts
Q
1 Event data

Event summary Event Start time
RDS storage issue MNovember 18, 2020 at 7:50:10 AM UTC-8

EC2 operational issue

t‘?gzﬂ-‘?:de:-: Naovemnber 18, 2020 at 7:50:35 AM UTC-8 Status End time
Open

S3 operational issue

Last update: November 18, 2020 at 7:50:35 AM UTC-8 ) .

us-east-1 Region / Availability Zone Category
us-east-1a Issue

RDS storage issue
Last update: Novemnber 18, 2020 at 7:50:35 AM UTC-8

ueeast Affected accounts
RDS storage issue 1

Last update: Novemnber 18, 2020 at 7:50:35 AM UTC-8

us-east-1

Description
EC2 operational issue
Last update: November 18, 2020 at 1:51:23 AM UTC-8
us-east-1 Unfortunately, there was an unrecoverable storage failure on your Amazon RDS instance associated with this event. As a result, your
CloudFront operational issue instance has been put in a storage failed state.
Last update: Novernber 18, 2020 at 2:10:46 AM UTC-8

us-east-1 You can recover your database instance at your earliest convenience by using one of the following methods:

EC2 scheduled maintenance issue 1) Using your latest snapshot - you can view the available backups on the AWS Management Console under the "Snapshots” tab.
Last update: Novemnber 18, 2020 at 7:50:26 AM UTC-8 More information on restoring from a DB snapshot can be found here:

us-east-1

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
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[AT21—-)EhIEE|ZT TR, HBIIRKEBEEADTREENHDISEDAIRY NERETER
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AR RNFBENDHZENHBYVET,

AR NOY
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1. https://health.aws.amazon.com/health/home TAWS Health® ¥ > 1;R— RZHRE X T,

2. FTES—23>2~RA >0 [Your organization health] (24 MIREE) T, [Eventlog] (4 X ~OY)
ZERLET,

3. [MRYKOJIT, AIRVYNEBZEBRLET, AIRVKINIBIBDUTOEREHRETEERT,

« IRVINB

« AT—RA

« V=23V I/TRAZEVTA—=U—2
- ¥BEZTBTHIUN

- FRIRRERS

- TR

- A7V
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SHEI

Example : 81 —n[/R> NOJ]IZT

X @ Amazon DynamoDB (DynamoDB) 4 X N HIA A R ROJIZ 7 ICRRE N, HBAD 2
DOTHIVYNIEEBEZTTVWET,
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Event log EC2 instance network maintenance scheduled Back to list view (]
Q

Event summary

VPN emergency maintenance scheduled
Last update: November 27, 2020 at 8:38:47 AM UTC-8
us-east-1

VPN emergency maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled

Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled
Last update: November 27, 2020 at 8:38:47 AM UTC-8
us-east-1

Direct Connect maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Direct Connect maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Lambda operational issue

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

AP| Gateway maintenance scheduled
Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

RDS storage failure MAZ

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

RDS storage maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

CloudFront operational issue
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Details Affected accounts

Event data
Event
EC2 instance network maintenance scheduled

Status

Upcoming

Region / Availability Zone

us-east-1a

Affected accounts

2

Description

Start time
November 28, 2020 at 8:38:20 AM UTC-8

End time
November 29, 2020 at 8:38:20 AM UTC-8

Category
Scheduled change

One or more of your Amazon EC2 instances is scheduled for maintenance on for hours starting at UTC. During this time, the
instances associated with this event in the us-east-1 region will continue to run but will experience a loss of network

connectivity.

Normal network connectivity to your instances will be restored after the maintenance is complete. You can maintain normal
network connectivity during this time by migrating the instances listed above to replacement instances. Replacement
instances will not be affected by this scheduled maintenance. Otherwise, no action is required on your part.

You can see more information on this maintenance in the AWS Management Console at /ec2/home?region=us-

east-1#s=Events

Additional information about maintenance events, including how to migrate to replacement instances, can be found at
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/monitoring-instances-status-check_sched.html

We perform maintenance regularly to ensure that the EC2 service continues uninterrupted for our customers. In most cases,
maintenance can be performed without service interruption. When maintenance cannot be performed without service
interruption, we work hard to keep any impact as brief as possible.

If you have any questions or concerns, you can contact the AWS Support Team on the community forums and via AWS

Premium Support at: http://aws.amazon.com/support
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ICRRTEEXRT. EFENBUVY—RAZHEL. THUVVNEEICEBIDENTEEXRT,

HEEZFBDTHIREVY—RERRITDICIE
1. https://health.aws.amazon.com/health/home TAWS Health® ¥ > 1;R—REZRAEE T,
FTEF =3R40 BBORE OXTD1DEBEIRLET,
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5.

[Show account details] (7> MFHORT) ZIBIRL., 7HOUVNIBETRIROERERT

LET,

Ho2HNID
oA
T7ZA4RVE X—=)
HEBENL (OU)

7
7

EC2 instance network maintenance scheduled

Details Affected accounts

Affected accounts (1)

Q
Account ID Account name Primary email
v 123456789012 Jane Doe AWS account janedoe@example.com

Back to list view [=]

@ show account details

Organizational unit

r-abed

TAOVRZREALT, FEEZZTDVY—AZRRLET,

EC2 instance network maintenance scheduled

Details Affected accounts

Affected accounts (1)

Q
Account ID Account name Primary email
¥ 123456789012 Jane Doe AWS account janedoe@example.com

arn:aws:ec2:us-east-1:12345678901 2:instance/i-01cdfc3fc1example

arn:aws:ec2:us-east-1:12345678901 2:instance/example-entity-name-2

Back to list view [=]

@D Sshow account details

Organizational unit

r-abed

Y —2ZAN 10 2B X BHEEE. [View all resources] (TXTDH Y —RAEXRR) ZERL TERTR

LET,

COBEDARYRNETAIDRIDTI7ALRITIBICE, ROFIEZRTLET,

HEEZTFDTHIVNEVY—ADORKRR (AVY =)L)
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a. [Affected accounts] (RN EZZ(T27HV> M) 27T, [Addfilter] (7 1 )L DIEM) &i#IR
L. [Account ID](ZHD>KNID)ZABOLET, —EBICADTESRTHINIDIEE1DE
(TTY,

b. [Apply] (BA) 2BRLEXT, ABDLETATY MY —EBICRRENET,

HEE 1 —&EML (a>V-Il)

BROARY NEEH L < BWVEEE, EBTAI N SCOBEEATICTHIENTES
T

AWS Health FHEBRAOHEDINTOTHIVRDAR NOEFHEZFLELET., EBOSFET O X
YR, HIBRE B ETHEHRERTTERT,

ERE 1 —ZEBYICITBICR
1. https://health.aws.amazon.com/health/home TAWS Health® ¥~ 1;R— RZRE X T,

2. FTET—23URADO BBOIRE] T [BK] ZERLET,

3. [Enable organizational view] ({8 1 — D H %) KR—> T, [Disable organizational view] (81
E1—n&Mt) ZZBRLET,

2. Enable organizational view for AWS Health

After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.

) Success

p— B —

(I-:Iisable organizational view ‘D> View documentation ‘
e I

COMREZT7ICTBDE, AWS Health FEBO AR M EEFFLBLSBYET, EL, Y—ER
i >ocnzO—)LE&, AWS Identity and Access Management (IAM) 1>V —JL, IAMAPI, £/
l& AWS Command Line Interface (AWS CLI) THIBRT B ETEBT HV > NMIBERY ET, FHMICD
WTR, IAMI—H—HA ROF—ERICDVchO-L0HKRZEZRLT<EEV,
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BB 1— (CLI)

AWS Health >V —J)LOARH ) 2, AWS Command Line Interface (AWS CLI) A S #A#E 1 —#ae
ZEMITARIEETEXRT, VYL ZEATSRICE. "HEBE1—0BMt A V-I), &
SRLTLSEEL,

(® Note
S 1 —HEERDBEBTHI Y MNOTOEAEZI—Y—ICHFATTSIC
l&. AWSHealthFullAccess RS —BEDT IV AHFANMHETT, FHMHMICODVTE,
FAWS Health 7A T T AT AR—ADR)—0Hl) #25BLTSEETWV,

EPA

- AE8E 1 —0FRIL (CLI)

« HHBE1I—AXT NOXRR (CLI)

- ABE 1 —EML (CLI)

+ AWS Health f#iE 1 — API AXRL—2 3

e 1 — BRI (CLI)

#&E 1 —I*. EnableHealthServiceAccessForOrganization APl AR L —> 3> #FRAL TOXER
ICTEET,

AWS Command Line Interface (AWS CLI) ¥ EMBOI—RZFEAL T, cOARL—3a> 2/
CHITENTEFRT,

(® Note

« AWS Health APl Z VT ICIE, EPZXAYR—KNTZ>, T Z2—7F4 X On-Ramp
HR—KNTZ2, FERIVE—T A AYR—RNTZUHIVETT,
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Example

XD AWS CLION>Y RiE, AWS TAHIU RASCOMEZBEVICLET, COONY REE, EF
THOURES, FEBEXERT IV EAFAZEHEDO-LNZSIEZTRENTERTHIRDS

ERATEXRY,

aws health enable-health-service-access-for-organization --region us-east-1

RO I— RBITIE, EnableHealthServiceAccessForOrganization APl AR L —> 3 #RTFHL &

ERD

Python

import boto3

client = boto3.client('health')

response = client.enable_health_service_access_for_organization()

print(response)

Java

ROBITIE, N—23> Java20 HDO AWS SDK 2B TZ £ 9,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health

import

software.amazon.

import

software.amazon.

import

software.amazon.

import

software.amazon.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

model.

model.

model

model.

.HealthClient;
HealthClientBuilder;

.model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

.DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

ERBE 1 —0BRML (CLI)
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public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =
statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
return;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in

progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already

in progress. Wait for the action to complete before trying again.");

} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

SHMICOWTIE., AWS SDK forJava 2.0 BFEEH A RESBLTLSEEL,
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RNOBBT7HIOVNIEAETIhET,

® Note

COHBENDEMLRERB7OELATHY, ETITRETICH-FI ALY E
9, DescribeHealthServiceStatusForOrganization XL —>a>ZFHL T, cO7 0%
ADAT—RAZWERTEET,
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® Note
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Ao

TADY NHEBAY SENDE, TOTAIRASOFLVARY MAEBE 1 - ICRFEES &<
BYERT, EEL, BFOARIMEEY, 90 BEOHIRETENDIIT ) ZR1ITTERT,

AWS i, BEBETHVY NOREORMBAS 90 BEKCHEZY, TOTHAIYNOR) D —F—
2ERFLET. 90 BOHEOKRTE, AWSKE, AV RDIXNTORI S —F—2Z7T£(CHI
BRLUET,

- BRE O BEBATRETAICEK., RUZ—%2T7—HA47LET, EventBridge L—ILERAWVT
HABRLTOS A EFERALT, BRESINTYNMIRETDIEETEET,

« AWS HFRUS—F—RZRFLTLVIRY, BAEEWLETHIOV N 2BER<SE, AWS R, 7
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/A Important
AWS GovCloud (US) V=2 3> OEEDHE

s PHOYVNERETDIANC, PHAIRNIY—RZNYITYTLTHS, HIBRLET,
THOYNZRAEL &G, HRET NI ROT IV EAEZRVET,

AWS Health APl AR L —> a2 &AL T, #HBE1I—NHDSARNERTCENTEEXT,
Example : A 1 — 14 X2 N OFHEA

XD AWS CLI AN RiE, #HBRO AWS THIY ROAILAARY NERLET,

aws health describe-events-for-organization --region us-east-1

ZDMO AWS Health APl ARL =232 IC20WTR, X0V 32 ZSRLUTSEZL,

EEE 1 — &ML (CLI)

A8t 21—k, DisableHealthServiceAccessForOrganization APl AR L —>a > & #EHA L TEMIC
TRENTEERT,

Example
RO AWSCLION Y RIE, FHORDYSCOMEZEMICLET,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

F /=, Organizations ® DisableAWSServiceAccess APl AR L —> 3> & FRAL T, 8
BEEEEMIITILEETEET, COARL— 3 E2FHUOHLE, AWS Health &, #
BAOHDIXNTOTHIRDARY NOEFZEFELELET, HABE 1—0 AWS Health
APl ARL—2 30 ZHUOHTE, AWS Health TS —%IRL £9, AWS Health I& AWS
THIOVERDANAARY N Z2E|EHREEXRFFLET,

COMWEEEB/MICT D E, AWS Health FEBA SOAR N EEHLELBYET, £EL, ¥—
EAICVUVEnO0—)LEF. AWS Identity and Access Management (IAM) 122V —)L, 1AM API,
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AWS Health ##iE1— APl AXRL —2 3>

HEBE 11—, XD AWS Health API ARL —> 3V ZEATEERT,

« DescribeEventsForOrganization — 2 &0 A X NIBE T2 HERTHRZERLE T,

« DescribeAffectedAccountsForOrganization - I§EENLEAR NOFEEZZ T TV HEB/BAD
AWS THIKRDIUARNZIRLET,

« DescribeEventDetailsForOrganization — AR M 1 DL EDOT7HI > NOEEE AR MNCE
TRFMBERERLET,

- DescribeAffectedEntitiesForOrganization — 8RN 1 DR EOTHI RO 1 DUEDA R B
NEEZZTTVBRIVTATAOVANEZRLET,

ROARL—2 3> & FERTDE. AWS Health 12 & % Organizations DIREEBMLE L IFEIML
TEFT,

. EnableHealthServiceAccessForOrganization — AWS Health (Z Organizations EXFE TR =HDT
JEAHFAZNEL, SLR ZEHBRAOEERETHVY NMIEALET,

« DisableHealthServiceAccessForOrganization — AWS Health A" Organizations EXFET 2 =D T
JEAFAZEY)ELET,

« DescribeHealthServiceStatusForOrganization #8# T AWS Health A"EMICZ 2 TWB A ES HIC
IR AT—2ABHEZRLET,

NSO APIARL—2 IV ERVHTICR, ESRAYR-—NTZ2, IVE-T7F4X
On-Ramp B R—KN7S>, FEBGIVE—TFAAYR—NTSUHFBETT, 2Lt
ESZXRAGR—RNTSONFHBTHIMHS DescribeEventForOrganization & kT
DescribeAffectedAccountsForOrganization ARL —> 3> &2 UOHTE, BXOT7HDI >
ROBR—KLARILICBERELS, BBAOEEDOT NV NIBETEIBERERTENTEET, X
D BlzZzRLTEEL,
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c BEEBTHIVNFLEFMBERT IV EAHF I ZFEODO-IILESIEZFRENTEDTHI RN
5, DescribeEventForOrganization APl AXRL — 3> 2B UHLET,

* AWS Health &, 3207 AV MIXTICEITZHEHREERLET,

DPBLLSEELEDRAYR—RNTZUNBBDTHIRDS
DescribeEventDetailsForOrganization & &
DescribeAffectedEntitiesForOrganization API ZARL —23a>zHUEHTE, EZXA,
IR—=7Z4X0n-Ramp, LRIV ER—TZA4AAXDYR—RNTSONFHBEBRAOTHI>
CBTRRHMOAZEIRT CENTEERT,
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RDIBBROAZIBRLET, BREFYR—RNTSUFHBDT7HIMNE, BED failedSet ICRR
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EBE 1 - CEREEEEZERITD

ABOEBE 1—Z2BMICTRE, HBBRORASOOXUN=THI NE2ZFEBEELE L TER
TEET, chZEITSICIE. RegisterDelegatedAdministrator APIARL —2 3> #FHTHLET,
XN=THIVREBEITDE, XON—RBEFESNLEBET AV NIV, AWS Health
AV AR—RASAWS HealthlBBE 1 —ICT7 IV EATERLSICBWET, THUKMIED X
A, IB—TZ4X0On-Ramp, FERIVE—TSAXYR—KNTIUHFHDHE. EFEhL
EEE(FAWS HealthAPIZ £ L TAWS HealthiifiE 1 —IC7 VA TE XY,

FIEBEEERETSICE, HBOEERTHU2 M 5RO AWS Command Line Interface (AWS
CL) AN REZHUVHLET, COONVRIFE, EBTAHVU DS, £LEHXEZAWS Identity
and Access Management7 VL AFFAIZHF 2O— )L ZE|EZ TR ENTERTHIRNES
FERATEET, UTOIIY REITIE, ACCOUNT_ID &, AWS Healthh —ERAT U N
Thealth.amazonaws.comy £ EEICERLEVWVXN=THIONIDICEEHBRAET,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

ZHEEBEEZERIDE, HBEBOTHIV U NIEEEEZ DI NTOAWS Health/ X N &
WTEDRSICBYET, BXEIAME., FLEARBE 1 —#eEENf RADICEMCE2>THASOLVT L

MPHLVWVASOBEBAXRYNERTTEERT, ZEXEEEHEOE VLR IFFHLETHY, T
BPETILRKIPHIDPBRUTERLTLSLEZ L,

HBE 1D SEEEEEZHIRRT S

ZEEECINEEEBEEOT UV EAZHIBRT B ICIE, DeregisterDelegatedAdministrator APl AR L —< =
CEFUOHLET,

EEOEETAI MDA SROAWS CLIONY RZHUCHL T, EEEBEELTOXYN=TA
T NZHIBRLE T, XOIOX REITE. ACCOUNT_ID ZHIBRT B X /N—FHIKNIDICE
EMRET,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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Amazon (Z& 3 AWS Health {1 R KNODEZXR Y
EventBridge

Amazon Z £ L T EventBridge ., AWS Health 1 X M EBRHE L TRETEE T, RIC, ERL
EL=ILICESVT, IRYRMIL-ILTEELLEEE—BTDE, F1O2REDR—4YYRNTH
23> % EventBridge B L E T, IRV RDEATIZHUT, AR MEBRORSE., BMAXRY
NOBR, BHIOIEE, RERBEOER, FLRETOMOT I IV AERTIDCENTEET,
5l 2 (&, Amazon Elastic Compute Cloud (Amazon EC2) 4 ARV A E, BEHFNFFEETNTVS
AWS UY—RAAWS PHIV N A ICHBHE. AWSHealth ZEAL TE X—J)LBHIZZETE
7,

® XE

« AWS Health &, RARIT7#—KR—ATARY N ERBLET, IRV ICEEE
N3 EFRY) ¥E A EventBridge.

« fERL L = EventBridge L—ILI&, DBHNDXZZETEET AWS THI K, ADHD
THI NOEBAR NEZETSICIE AWS Organizations, "#fiE 1 —EFEFEh
LEBETVAZRMEAL 2 AWS Health I X NDEHN, 2SBLTLKESL,

AWS Health 7—% 70— EventBridge D —%& LT, LT Z2ELERDOEZ—'Y NX4A4 T H 5&IR
TEXT,

« AWS Lambda Ba%

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service Amazon SQSF 1 —

« #HHZIAKRX—SY N (CloudWatch 75 —AF 02 arRE)

« Amazon Simple Notification Service (Amazon SNS)D KEY &

Bz IE, AWS Health 1 X N ORERIC, Lambda BBz EHA L TEH%Z Slack F Yy XJILICET
ENTEET, £i-lF. Lambda & #FEAL T, AWS Health 1 R MRAFRLEL 12 & & (2 Amazon
SNS THARARALATHFARNELIE SMS BEH EventBridge ZXETREETEET,

AWS Health 1 X NZISUTHERTE D BELEDARIARENETS—ROY 2 TIIZDOWVWT
&. " OAWS Health WV —)L, 2B L T & L GitHub,
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« AWS V=232 @ 12DV T AWS Health

s OINT VY OAXR NZDWVWT AWS Health

s DANRYNZ7O+Y Y AWS Health

« @ EventBridge JL— )L ®4ERK AWS Health

¢ AWS Health € X2 ~ Amazon EventBridge AF¥—<

« TO AWS Health 41 X k D R—2 54 &l EventBridge

c HBE1I—CEFTIEEBET O EAZEAL 2 AWS Health /1 X2 MO EW
s TMHAN KNNDREIE AWS HealthAWS Chatbot

« AmazonEC2 A VAR ADOT V>3 D EEME

M SMC X9V X %Z&%ET % AWS Health

AWS U—=23 2 @ (Z2WT AWS Health

AWS Health 1 X N E2Z{ETB)—3 22 &I EventBridge L—ILEER T D HEN BV ET,
L=ILEERLETNE, IRXRVRNEZEEThEFRA, HIXE,. XKEBIF (AL ) V-3 08
SARVRNEZETZICEK, CcOV—>2a>oL—IILEERTIHENHYET,

NYOTFYT)—=23a2ICBMOIL—ILERETRE, T7TAXVIL—IIIFETHROAR NOE
822 EHECHEAT, D—070-0MEFrESIC/ENET, ONTUYIA4RYNAWS
Health (&, &ZZH2)—23a>eNvITy 7 )—I3a>0mABICARICEEENE T, Fill
IC2WTE, TAWS Health DR2BANRKNZO2VWT, Z8RLTLKEE VY, BEAWS N—FT 4
2a32OINTOY—=232I220WT, NvOTFyFELTRERI (ALDY) ICIL—ILEZREL
T, 724XV — /El//J‘J_?'_HJ(DF'EJEE(DE‘@E“H'CL‘%%’%'C%'(/\“/I\(D FeMiiTER
T, KEEB(ALIY)ONYIOTYT7I—2 32 EKERSE (N—2ZT468) T,

BIZE, BN (7Z207INRN) V=230 TARNEEZZUJLTVWT, FOU—23 Y
F—RWIZEATEAVEES, BTOARYMNZREBB (FLIY) V-3 2 ICEBE AWS
Health LE 9, &RIC, /NY 2 F Y 7 EventBridge L—ILIEBELEZ—TY NCAXR NEZEEFEL
£, NVIOT7YTI—=IBEEKRTBICIE. O EventBridge JL—)L DIERK AWS HealthlCX 32T

DFIEICHV, RKEESB (F LI ) V-3 z2EALET,

—& D AWS Health 1 X NV =23 VEBETREH I EEA, V-3V ICEATREVAIRTY K
BIO—NILARNEFFENRET, ChiZlEk, AWS Identity and Access Management (IAM) (Z D
WTHEBENB AR EENET, JO—NILARNZEEFETSICE. KERD (V-3
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) V=23 ETZAIU—U=arelL, XEER(ALIY) ZNYITYTU—232(C
ITRIN—NZEERTILENHYET,

TOO—NILARY NEZETSICIE AWS GovCloud (US), AWS GovCloud ( KE#EER) U—= 3
L= ZERTRIUENFHYET,

DODINT VY OA4AR>2 MNZDLT AWS Health

PEDARYNEEZARI YT $% EventBridge)L— )L ZEK T B & AWS Health, TDJ)IL—)LIF7
NDIOVKREEOARNENT VY DARNOBEZBEELE T,

« PHOVKRKBEEBARYBNE, AMazonEC2 A VAR AMMNEEH., FLETOMBOFEENE
BEFARRNEZBHNTDARRNBEICKRY), FHIOORNEDY—-RAILEEZRIELET,

s NEAARYMEAWS Health XY 2 R—R —H—E AN AICRTRENET, DAARY MNE
AWS 7HOUBN ICEBTRAEL, il TH—EANRATESDIAOLABERERRLET,

/A Important

HAEDARRNEZATZZETSDICE. )L—)LT"source": [ "aws.health"]{E%FEH
FTHAIMLENHV)ET, "source": [ "aws.health*"]BEDTVAIRA—RIF, EDA
RURNEERTEINEZ—"EE—HLEEA.

PENTVYIARYNEEZRIITEHBEEAWS V=230 N IOTYTI—IL&2ER
THREEREBOLET, ONTUYIARY N AWS Health &, HEEZF2)—>23a>eNY
OTY 7= 0lAICEBICEEENET T, eventARN & communicationld Zf£H L T AWS
Health 1 X NDEEEBRIDEEBEOLET, ChSODARVNE, NVIOTY T —
TIAVICEEEND AWSHealth XY =2 WU T—EBRNARENDLEHTT,

eventScopeCode /N5 X—24 EventBridgeZERA L T, ARV KA TNT VY IOLATHO NEED
BRETEET, /IRXVNIWE, PUBLICEAEE 28D &N TE FEFFTACCOUNT_SPECIFIC, <
DINTGA=BR—=TIN—=INET7AINEZIVTTBDEETEET,

Amazon Elastic Compute Cloud ® 2B A4 X2 N 04l

RDARY NERERE (N—ZF4EEB) J—23 > TO Amazon EC2 DER LOBEEZRL TL
x9,
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{

"version": "Q",
"id": "fd9d4512-1eb0-50f6-0491-d016ae56aefd",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-02-15T10:07:10Z",
"region": "us-east-1",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [
{
"latestDescription": "We are investigating increased API Error rates
and Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"

iF

Ilpagell: Illll’

"totalPages": "1",
"affectedAccount":"123456789012",

NDAXR>~N70O1Y S AWS Health

TAHIRNZIAWS A2 F O MNRBERSEFERAT 2546
l&. AwWSServiceRoleForHealth EventProcessortt—EARICU> O h/i-O—I&2TFTHho> K
CAAR=I)ITBDRENDHYET,

—®OO—J)LIE event-processor.health.amazonaws.com H—E X7 >
NLZBEBELTEOO-ILNEZSIZEZTET, COO—-LICTEYFENDOE
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AWSHealth_EventProcessorServiceRolePolicy AWS X X—T RARDZ—TF, DRV
D=l o ERTHTRE, O—IFERTTERTIVEAHFANF —BERRAWS O —ER &
nET,

R, 2OO—=)IEEF7 AT MM Amazon EventBridge YN Z— RIL—I)LZERLET. L—ILDOA
Bl AWSHealthEventProcessor-DO-NOT-DELETE T9, cDIIL—II&k., A" THIU KA S I
To—LAREZEEHR%E EventBridge BETED LSICTRLEOD, THIVNCHUERAD TS
ANZ U F ¥ T9F AWS Health,

BEEE R
HEICOVTR. ATOREY VESBLTSEZL,

e OY—EBERAIC)UEnzO—)LOEH AWS Health
« AWS ¥ Zx—2 R7R 1) 2 —: AWSHealth_EventProcessorServiceRolePolicy

? EventBridge JL—JL ®YER AWS Health

TAHI> NAD AWS Health 1 X NDEH%ZZ (TELS EventBridge L —ILZHERTEE T, DA
VR =L ZERT ZEIZ AWS Health, XOBEZTVET,

s DARYKN, L=, Z—TFY NMIDWTHEML £ EventBridge, FMIC DV TIE. "Amazon
J1—%—74 R, ® "Amazon EventBridge& &1 & KT "#1# EventBridge — AWS )Y —ZAA®D
ZEDQEHERD ) #SBLTLKEEV, EventBridge

s ARVRDIL—IITERATZEZ—TY NEEKRT D,

® EventBridge JL—I)L Z 4K ¥ % IZ & AWS Health

1. https://console.aws.amazon.com/events/ T Amazon EventBridge >V —IJ)LZHE X7,

2. ZEEIRICGFAWS V—3> R—JOALBICHZV—2a>tELIX—2FEALEXY,
AWS Health 1 X2 N ZBHFF TR —2 3V ZBRL XTI,

FTES =232 R4 T Rules] (JL—IL) Z&RL F£7,
[Create rule] (JL—I)L Z#ERK) ZiBIRLET,
[Define rule detail] JL—IL DEFHEER) R—2 T, L—ILOBBEHAZALLET,

[Event bus] (4 X ~/YR) & [Rule type] (JL—=ILZRAT7)DF 7 )L MEZ#HEIZFL T, [Next] (X
A\) ZBIRLET,
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7. ELRARINZ=DR=DDARKNY—A T, AWS 4/ KX & EventBridge /N\— M F—
ARYN ZBRUET,

8. ARVKNY—AT, IRVMNE—2 IZHUTAWS O —ERAZBRLET,
9. ARVKNNEZ—2 O[AWS OHY—ER] T, [Health) Z#IRL £,
10. [Event Type]l (A RV RRAT7) T, UTOWThAOATI 3> ZBRULET,

[Specific Health Abuse Events] (FENFEITRICBIT S Health f RV N) - AR K& A
7°BIZ Abuse EVWSBEEHNEENTVS AWS Health IR NADIL—IILZERLET,

BEOAILAARN —Amazon EC2 ¥ AWS OH—E A, HED OARNDIIL—)
BERLET,

11. [Any service] (EENH—E R) £ & [Specific service(s)] IFENH—ER) BIBIRTEE T,
BEOH—ERZEIRTZEEEK. UTOFT7>a>n1 22 BRLULET,

ITRTDARYRNRATOATIVICERES TSI —ILZERT SIZE, [Any event type
category] (FED AR NEAT7OAFTI)) ZBIRLET,

[Specific event type category(s)] B FEN AR h A 7O A7) Z&RL TH
5, [issue]. [accountNotification], F 7= & [scheduledChange] % EDEZ ) A N A 5i&IR
LET,

® Tip

s FEDH—EADTANTO AWS Health A XV RNEEFEZRUTTBICE. FEDOA
RYNBATAHTI) EEBOVY—RA ZBRIZEEZHHHLET. Chilk
W, BELEY—EACHLT, HILLARYRNEATOI—RZEE, IXTO
AWS Health 1 X R —)LTHREICEZ RV IJENET, L—LOFIEDOVT
. INTO Amazon EC2 ARV R ZZRBLTLKEE W,

c BROY—ERARLERARYRNRATOATIVEEZRVTTBIIL—ILZERT
EFXT, TOLEDICE, L—INDARIMNEZ-2EFETERIDILEN HYE
T, FMICOVTR., "TBHBOY—EASITATIVIENTRIIL—LOER. 25
BLTSEZL,

12. REDT—EABRFARYNZATOATIVEERL 25ERE. /XU RNEATOI—RIC
HUTUATOWTFNAOFTS a2 ZBRULET,

ITRTDARYRNEZATOI—RICEAENDIL—ILEERTSICIE. [Any event type
code] ((EFED AR NRATOI—R) ZBIRLET,
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13.

14.

15.

16.

17.
18.

19.

20.

[Specific event type code(s)] (BEND AR NEZA 7N 1—R) ZiBRL, VARDS

1 2REDEZBRLET, chiZkY), BEDAARYNEATOD—RIZOHKEHA
ENBI—IIHFERENET, HIRIE, AWS_EC2_INSTANCE_STOP_SCHEDULED &
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED #ZIR92&., ChSsODAXRNATH
DURNTRELEBAIC, ThSOARNOKZIIL—IFBRENAET,

FEEZ TR IVY—ALCKHLT, LTFTOVWThAOAFTa >z BRULET,

« IARXNTOVY—ARICHEAEID I —IZERTSICIE. [Any resource] (EFEND Y —R) =&
ERULET,

«  [Specific resource(s)] BFEN )Y —RA) ZiBIRL., 1 D2UELEOVY—-ADIDZAHLET,
Bl Z &, i-EXAMPLEalb2c3de4 78 E M Amazon EC2 1 VARV A ID £ EL T, 20
DY—ADOK_HEERIFTARNEERTEEXRT,

L=ty "N7Yy7EZRBELT, IRVNEZZVIBHEZRBELLTVWSD L ZHERLE

9,

[(RN]Z20VYOULET,

[Select target(s)] (Z—7" Y N &&BR) R—TT, COIL—ILRACERLIZZ—TY NRAT %2&

RLUTHAS, TORATICHEBEBNOFTS IV EFZELET, HIREF,. 41X ~%Z Amazon

SQS ¥ 1—F Ik Amazon SNS REY JICREETEEXT,

RN 'Y OLET,

(F7°2 3 >) [Configure tags] (R T DERE) R—T T, WIFNADRTZEBML., [Next] GXN)

EERLET,

X XU EBRE, O aws.health V—AN 5 FEFEE hEH A EventBridge.
[Review and create] (BB L TER) R—2 T, L—IILOBREZRZEL. IRVRNEZRUY
TJEHEBELTVDRCEZHERLTSEETL,

DL—ILDER] Z28RL KT,

Example : $XT® Amazon EC2 /1 R MNCHT2IL—)

ROBITRE, ARNERATOATA), ARNI—R, UDY—AKE, §XTD Amazon EC2
AR N%& B EventBridge EZX2U T 92— ZERLET,
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Event pattern info [@ Event pattern form @ Custom patterns (JSON editor)
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events
Health v 11
2 "Source ["aws .health"],
"detail-type"”: ["AWS Health Event"],
Event type 4  "detail": {
The type of events as the source of the matching 5 "zer " ["EC2™]
pattern 5 H
. 71
Specific Health events v
(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.
Any service
© Specific service(s) Copy [% Edit pattern
EC2 v

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resourcel(s)

Example : 3 E® Amazon EC2 /R M T D IL—)
ROBITE, HFLAT%Z EventBridge EZX VT F3BIN—IIZHEKLET,

 Amazon EC2 H—E A
+ scheduledChange 1 X NZA 7 OAFI

* AWS_EC2_INSTANCE_TERMINATION_SCHEDULED & & T
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED A R KRR A7 HO]—R

¢ i-EXAMPLEalb2c3de4 EWVWS ID ZH D24V AZ VA
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service

© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

BEOG—EABIOCATIVIENTBIL—ILOERK

HOFIEOHIE, BE—DY—EABSLFA R NEZATOATIVICRHLTIL—ILEZERTDHE
ERLTVET, BROY—EARARYNEZATOATIVIERHLTIIL—LEERTDEETE
£, 2FY, EZRVVIIRH—ERARATIVIELBRIOIL - ZEKTIZEEGHEE
Ao TDEDICE, AIXRYINE—2ZHEEL., BEZFHTANIZIZLENHYNET,
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RDAT72a>01 2ZEATEET,

BEOIL—IILICH—EREATIVZEMNTSICE

1. EventBridge A2V —IOIL—IR—DT, L—ILBZEBRLET,

2. BLROMRE] 2ZBRLET,

3. [Next] (XA) ZZBIRLE T,

4. [Event pattern] (4 X2 N/NZ—2/) T [Edit pattern] (/N2 —> Z#wmE) 20y OLTHS, BE
NBZTEFARNTA—ILRIZADLET,

[Review and update] (EFREEH) R—IARTENDET [Next] (X)) 2 BIRLET,

6. [Update rule] JL—)Zz5E%) ZBRL TEEZREFLET,

o

FLLWIL—ILICH—EREATIOVZEMTSICE

1. T® EventBridge L—)L DYERK AWS Health, OFIEZ AT Y T 9 X TEITLET,

2. DANDYSE—QOH—ERFLEATIVEZRIRTZKDVIZ, [Event pattern] (4 R K\
X —>/) T [Edit pattern] (/NZ—> Z#RE&E) i8R L £,

3. TFARNT7A—ILRIZEEZADLET, MEOARY MNNE—2ZERTBDLEOOETFTILEL
T UToH 2 TINE—=25B LT EEL,

4, ARVRINZ—2BERLTHS, "0 EventBridge JL—)L DIERK AWS Healthy ®¥% ') O F)E
ZRITULTIL—ILEERLET,

APl E/zl& AWS Command Line Interface (AWS CLI) ZEA 9%

FRELEBRFEOIL—IDOBEE. PutRule APl ARL—> 3 E & aws events put-rule ]
NRZFERAUVLTARIMNE—2ZEHFLET, AN ROFIEDODVWTEF, AWSCLI "OX VR
D77L>AL @ "putruley; Z5RLTL<EEV, AWS CLI

Example #: B0 Y —EREAR NRATOAFTIY

RDANRY NINZ—21E, Amazon EC2issue, Amazon EC2 Amazon EC2 Auto
ScalingaccountNotification, AmazonVPC ® 3 DM AWS H—EAD , . 8KV
scheduledChange A/ R R XA TOATIVDARNEZEZRI T TBDI—IEERLET,
Amazon EC2 Auto Scaling

{
"detail": {
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"eventTypeCategory": [
"issue",

"accountNotification",

"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VpC",

"EC2"

]

},
"detail-type": [

"AWS Health Event"

1,
"source": [

"aws.health"

]
}

AWS Health 4 X2’ kM Amazon EventBridge AF+—<

AWS Health A XY RO AF—XZRICALET. UBION—J 3V OAF—NICHITIEERLIE
B THRL ELTRAXRTENET, AF—XORICH I TIRAIO—RFFHFSNET,

AWS Health 1 X2 N AF—X

AWS Health 1 X2 NAF—X

AT

Sk

EventBridge
RE 04

AR ND
uniqueEve
ntBridge & 5l
%

FATF—ILE
1 7 EREL

(=40

(=40

AWS Health 4 X2 b Amazon EventBridge AF—~
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NTAX—=5

source

B0 WA

£¥9. AWS
Health 14 X
AN =N
—hiE &AWS
Health
EventEX &
W ET,
AWS Health
Abuse
Event

AR BN (& L
AV—A,

AWS Health

ARV NDiF

. chi
aws.healt

h

AWS Health 1 R N AF—Y
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NTAX—=5

account

5L A

AWS Health (& L
AR N
EEENE
accountld.

(® Note

EIzR
il
E1—
<
(.
g
T
D
NS
1z
=
TE
B
T
>
hT
2=
ch
=%
&k
AffectedA
ccount
EE
£
V&
ERS
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NEAANIILAAAXR> M-Amazon EC2 OEA L ORRE

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {
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"eventArn": "arn:aws:health:af-south-1::event/EC2/

AWS_EC2_OPERATIONAL_ISSUE/AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-

d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "©1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription":
[{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,

EVENTS."
1,
"affectedEntities":[],
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012",
}
}
THo2 NEEB®O AWS Health £ X2 N - Elastic Load Balancing APl O[5
i

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",

"resources": [],

THI> NEE® AWS Health £ X |~ - Elastic Load Balancing API 0 =&
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"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/
AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012",

THOKNCZEB®D AWS Health 1 X N - Amazon EC2 1 AR A A
R7RSATONT #—XAEKT

"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1)
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",

7@?)#CE€®AWS%&M4N>h—Nmmnﬂm4719>ZXF7F347®N7#—7> 148
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"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"

11,
"affectedEntities": [{
"entityValue": "i-abcdl111",

31,

Ilpagell: Illll’

"totalPages": "1",
"affectedAccount": "123456789012",

T® AWS Health 1 X2 h O AR—2 & EventBridge

AWS Health I&, T Y —R, & kaffectedEntitiesy DV ARNIE2TXYE=2OH A XD O

256 EventBridgeKB X ¥ £ —2H 4 XFIRZE X =15 E(C. AWS Health 1 X NOR—D 55| %4
R—BRMLET, 256KB BBk, COFIEREEBALEEBEE. BUVY—AOEELBIVARNZARIRNEE
FLTVEEA AWS Health TU 7=,

AWS Health Tld, XYy E£—22F3NXTO "UY—RA, & Tdetail.affectedEntities; FEENS
ESICBYWELE, 20 Tresources; & Mdetail.affectedEntities; M) A A" 256KBZ#E X %
BE. BAILAARY NZ2EBROR—2(C AWS Health ZEIL, ChsOR—DEZBETDOXY
-2 LT ICHITLUET EventBridge, INTOR—JZZEFL 2&IC "resourcesy i
l& "Detail AffectedEntities; DV ARZEBRFEETEDRSIC, ER—TIZIFEL eventARN &
communicationld AREFENET,

chsnEMXY £— &, EventBridge L—ILAF E X—=ILXF+ VY REEDABHITZTDHD 1>
B—TIARAICATSNTVRHEERE, FTHAEBERAYE—J | ERZIIEMENI HYET, AB
NI EXOBHEFERAL TWBBEEKIE, "detailpages 7 1 — )L RICRHIOR—D DA ENE
ITH571I)2—ZEML T, 1&?@0)’\—/75‘51’Eﬁk‘c‘_‘1’1%>7r§7&)(‘yt DEBRINTEET,
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R=TZX—2AVOREBZEHR—RNTRILEHIC, WKDIOPODARF—IXEENEENTVET, &
communicationld IZ &, R=ZHFMIR—=J U A VIBEETE, communicationld DESIZ/\A 7>
TOBANIER—DESHFEENDIELDICBYERLE, T, BEOR—IFESE AWS Health 1
R NDEFHR—DB%EEIRT B detail.page & detail.totalPages EWVS 2 2OFHLWT 4 —)L R
EHVET R—DPEENEZEXAYE—JICEENDIE®IE. Detail.affectedEntities s izl

"resources; DV ARZBRVWTREALTT, cnNSOUARNE, IXTOR—DEZZELLEALTHEE
KTEET, BEZZTDVY—ARIVTAT1OR=D, EFICKEFELEFE A,

HBE 1 —CEEFENLEEEET V9 EAZFERL 2 AWS Health 1
R NDEY

AWS Health &, Amazon T2BE iz AWS Health 1 X2 NOEBE 1 - EFEhEEBET Y
A% HR—KNUET EventBridge, THBE 1 —HAEBMIZE 2 TWBIHE AWS Health, BET 7
DOREEREFCAEEEETHVNE, OEBROIXNTOTHDU MH S AWS Health 1

RYBRMD 1207 14— R&EFZFEV) £F AWS Organizations.

COBEEE, HBERD AWS Health f X N EBEBITHDICKRID—TNBELI—%Z2RHETEILS
CBHRHAETNTVET, EBT7HU NTHEEBE 1—& EventBridge L—JLEREL TE., HBRO#
DT AT MO EventBridge L—ILIEIET VT 1 TlbehEx A,

THEBE 1 —CEEFETNEEBETIOEAZEBMICTDHEOFMIC DOV TIE AWS Health, T4 X
ROEHN, BB L TLEE W AWS Health,

TOA R hOZ{E AWS HealthAWS Chatbot

Slack X¥* Amazon Chime BEDF ¥ Y N US4 7> N T AWS Health 1 X N ZBEEZE
TEET, COAMRYNZEFEALT, F7VT—23 A2V T73ARNZIOF VI ICEERZE
ADAREMENDHIRED AWS H—EANEBEZBETEXRT AWS, TDHE, AWS Health
Dashboard ICH A4 >4 LT, BEMICEITHFMABRZHEIETEET, flAE. AWSTHI K
MDAWS_EC2_INSTANCE_STOP_SCHEDULEDAAXR>Y RRA T %#FEZXRUITLTVBDIHEE., AWS
Health 1 X2 N& Slack F ¥ RIILICEERTEND CENF BV FT,

Bl SR AF
BT 2HIC. UTOEDNBETT,

s THREESNEFYYNIS AT~ AWS Chatbot, Amazon Chime & Slack Z:RETE X T,
IZDWTIE, AWS Chatbot B EH A ROAWS ChatbotD B HEZEZSRBL TS EE L,

EBE 1 - RETNIEERBET U EAZEAL 2 AWS Health 4 X2 ~ DL 150


https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://health.aws.amazon.com/health/home
https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html
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« ER L=, BLOPYTRAUS47 L Amazon SNS REY U, SNS REY UNFBRICH B BE. B
EORNEY VZFERATEET, FMIZDOVWTE., [Amazon Simple BAIT—EAXAFRAY /N—HA
K] @ [Amazon SNS O EAREK] Z2ZRBL T EE L,

T AWS Health 1 X N & 259 % (Cl& AWS Chatbot

1. T® EventBridge JL—)L DYERK AWS Health, OF)IEZ AT Y T 13 ETRITLET,

a. ATYT 1B TARYINE—VORENFETLES, NE—2OREBEOTICH Y ZEM
L. ROTZEML TR—D5EE iz AWS Health A XV KA SKAEBTF ¥ Y M XY 2—
TEHIBRLET, TO AWS Health 1 X2 kDX —2 57| EventBridge 228 L T<IZ&
W

"detail.page": ["1"]

b. ATY 714 TR—TYRNZRBIRTBEZIC, SNS REY I%ZEIRLET, AWS Chatbot
Y —I)LTELU SNS REY O ZFERLET,

c. BYDFIEZEZTLT, LI ZEKLET,
2. AWS Chatbot AV —I)LICBEIL X,
3. Slack FY¥XRILBHRE, FYyYRNITATMEBIRL, [Edit] #RE) ZiBIRLE T,

4. [Notifications - optional] (B&l - #7°>3a>) o> 3> o [Topics] (REY V) T, ATY T 1T
BELEEODERU SNS REY U &BIRLE T,

5. [RTF] ZBIRLET,

#)L—)L EventBridge IZ—3 32 4 X h%& AWS Health (CIXfE 5 &, AWS Health 1 X ~
FFYYRNIZATRNIRTRENTT,

6. AXRVKNEBEZEBIRTDE, AWSHealthd Y2 1R— RIZEHABRNIRTENETT,
Example :Slack ([ZEfE & vz AWS Health £ X2 ~

AR, Slack F ¥ RILICKRTRENDKERE (N—ZF 486 J—=3 > ® Amazon EC2 &
Amazon Simple Storage Service (Amazon S3) ® 2 DM AWS Health 1 X2 MO BHIT T,
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
https://console.aws.amazon.com/chatbot
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
? AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:346:40 GMT

Amazon EC2 A AR ADT O 3a> o EEML

Amazon EC2 4 VARV ALK U TAT D 1—ILENIARNIR/BTRD T O IZEHBLT
BLENTEET, NTHIUBMIAAR N AWS Health Z2%{59 % & AWS, EventBridge JL—
JLI& AWS Systems Manager A— " X—2 32 RFAXVRNBEQZ—TY h2RTHL T, 1—
H—(CRboTTF7o>a v EHHLTEET,

Amazon EC2 /1 VARV ADT U< a>nEENML 152
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BIZE. Amazon EC2 1 AR AD ) B A F A4 X2 NI Amazon Elastic Block Store

(Amazon EBS)-backed EC2 f Y ARV AICAT D 1—)LENhTWVWBEA, AWS Health
[&AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDA R K& A 7% AWS Health
Dashboard ICEBELET. L—ILTZODARIRNEZATHIREEND E, 1 VAR ADELEH
BREBBLTEET, COFETR. ChSsOTI> AV EFETRITIDHLERHYELA,

@ Note

Amazon EC2 A VAR VALK DT U3 zB8LTSICE. TOA AR AN
Systems Manager ICK 2 TEEBENTVWRRENHYET,

I DOVWTE, Amazon EC2 1—H—7 4 Ry @ " [C& % EventBridge Amazon EC2 O B Bt .
ZZRLUTLEZL,

Bl FR SR

IL—ILEEK T BHEIIC, AWS Identity and Access Management (IAM) /R > —Z4ER L, IAM O—
LzERL, O—LOEERV—E2FHITIHLENF HVET,

IAM RS —%EHRT S

O—ILADOHAERY—EBRID—ZERKTDICE. ROFRCHVET, CcORVZ—EF, I1—
H—CRD2>TT U232 2ERTI2LOOO-LT I EAFAZRELET., COFIETE. IAM
OA2Y—=ILDISONRIUS—TIF1 RZ2FEALET,

IAM RS> —ZHERTBICE

1. &Y 424> AWS Management Console L, https://console.aws.amazon.com/iam/ T IAM
V=N ZEREXT,

FTETF—=23RA42T, RVD— ZEBRLET,

RIS —DERZRRLET,

[JSON] 2 7 &EIRL £ 7,

RO JSON 2AE—L, TFA4ZTTF7AI RO ISON ZEEMAET,

o ~ @b

{
"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus

1,

"Resource": [

i n

]
.
{
"Effect": "Allow",
"Action": [
"ssm:*"
1,
"Resource": [
" n
]
},
{
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
.
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"
}
]

a. Resource /NZX—RT, Amazon )Y —AZ—LAL (ARN) ICAWS 7HOKNIDZAAL
£9,

b. O—J)IBZEEMRADLE, F7AIN N EFERTHREETEXTT, COHlE
AutomationEVRole Z{ERL X T,
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6. [RN: 2T ZBRLET,

7. (723 F-—NJVI1-—RTELTOETZHEALT, XETF—RERVI—IZEMTE L
FTEXRY,

8. [N:LE1—]ZERLET,

9. RUI—OWRER—I T, AutomationEVRolePolicy BEDMBZH £A 7> a> o BHE £ A
HLET,

10. [Summary] (BIE) R—2 T, RV —HFHBITIHFTEZHIELET, RUZ—HNEYUTHN
(&, [Create policy] (R —DER) ZBIRLE T,

CORUI—IC&L2T, COO-INRTTERTIZAVHFERBENET, FMICOVTE. 1AM
A—H%—HA RODIAM R S —QER (AU —)) ZZRL T EE W,

IAM O—J)LZEKT S

CORDS—ZERL LS, IAMO—IIZEXL, TOO-INWICKRIS—ZTRYFIILENS
WERY,

AWS H—EZA0O—-I)ZERT S ICIE

1. %4242 AWS Management Console L, https://console.aws.amazon.com/iam/ T |IAM 1
V=N ZEREXT,

2. FE#—232ARA42T[Roles] (A—JL) Z&IRL TH S, [Create role] (O—ILZEKT D) &
BRLET,

FEETEZRITATAOEBEDRER T, AWSH—ER ZERLET,
COO-)N%Z5ER T2z TAIH—ERAIC [EC2] ZRERLET,
DRAN: 7O AR Z8RL KT,

AutomationEVRolePolicy 8 ¥, U LRIV —FZANL, RUI—DBICHZDF IV
DRY DAREFIZLET,

RN 2T ZBRUET,

8. (A72aV)F—ELEORTELTERIZFEAL, XEZF—XRZO—JLICEMTEEXT,

9. XN\ LE1—=ZBIRLZFET,

10. [Role name] (A—JLA) ICI& AutomationEVRole ZANLET, CORBEIE., EXL = IAM
RUS—OARN ICRRENDBRERLEDICTRIREN HYET,

1. (F 7> 3 2) [Role description] (A—J)L®FHA) IC. O—IILOHRBEALLET,

12. O—)L1EH=wEL., O—LOER £ BRLET,

I

~

BIRSRAF 155


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://console.aws.amazon.com/iam/

AWS Health I—Y¥—H4 kK

MBI OWVWTRE. TIAMII—%—HA R, O TAWS H—EZOO—)LOER. 25RBLTLKEE
Wo

FEER)—OEH

BEIC, ERLEO—-I)LOEFEER)—ZEH TEET, EventBridge IV —ILTZOO—/L%E
RTEBDLSICTBICE, COFIEEZTITIHLEN HYET,

O—)ILOERRV—ZEHITBICE

1. (294 >4 > AWS Management Console L, https://console.aws.amazon.com/iam/ T IAM 1
V=L EREXRT,

2. FETF—23rR4A427T, [A—-I)] ZEBRLET,

3. AWS7AHO>bhOO—IDOUANT, AutomationEVRole’x &, ERRLEO—IL OB %&&E
RLET,

4. [Trust relationships] 2 7 Zi&R L, #: )T [Edit trust relationship] ZiBIR L £9,

5. [Policy Document] ((RUZ—RFIXUKN)IZIE, ATOJISON 2IE—L., 7 FI)LKRD
—&HIBRL T, TORDYIZIE—L 7= JSON ZBEY S FERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

6. FEARV—OEH ZBRLET,

FHRCOVWTR, IAMI—Y—HA ROO-IIOEERI—OEE (OAVY—)) ZZRLTLKE
=V,
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D IL—I)LZ¥EX T % EventBridge

LT OFIET EventBridge IV —ILTIL—ILZEHRL, VRS THFFEENATVS EC2 1 AXR
VADEFELEERBZABILTEDLSICLET,

Systems Manager BE&17 2> 3 > EventBridge ® O J)L—)L&ER TS IC I

1.
2.
3.

10.

11.

https://console.aws.amazon.com/events/  Amazon EventBridge 1>V —I)LZBHE &£ 9,
FTEF—=23aoRAOD AR T, L= ZERLET,

[Create rule] JL—ILDERK) R— T, JL—IL® [Name] (B 8I) & [Description] (Fi8H) Z AL
£9,

[Define pattern] (/A2 —> M EF) T, [Event pattern] (A X R/NZ—2) Z8IRL TH S, [Pre-
defined pattern by service] (F—EAZ EICEHIERE NENE—2) ZBIRLE T,

[Service provider (W—EAXZ7’'O/NA A —)] T, TAWS, ZEIRLE T,
[Service name] (M —E A R) ICIF [Health] ZiBIRL £,

[Event type] (4 R N & A7) IZI& [Specific Health events] (4 E ® Health 1 X2 N) ZiBIRL F
T,

[Specific service(s)] (FENH—ER) Z&EIRL ., [EC2] ZZEIRLF T,
[Specific event type category(s)] BFEN ARV REA7OAFTI)) &R
L. [scheduledChange] Zi&RL £,

[Specific event types code(s)] BFEN AR M XA 7O I—R) ZBIRL, IRV KNZATD
O—RZzZEBRLET,

5l Z (&, Amazon EC2 EBS-backed 1 > AR AN

4. AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED %i&
IRUET, Amazon EC2 14 2> AR > AM store-backed 1 2~ AR ADH
4. AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED %ZRL £7,

(EEDODY—A] ZERLET,
[Event pattern] (A X "RNZ—=2) BUTOBHOLSIZEY)ET,

Example

{

"source": [
"aws.health"

]I
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"detail-type": [
"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

12. Systems Manager 77— M X—2 32 RFIXREZ—5Y NZEMUL £T, [Select targets]
(Z2—45"Y N&IER) O [Target] (X—%Y N) T [SSM Automation] (SSM F—KX—>32) &i&
RUET,

13. [RF T X N] T, [AWS-RestartEC2Instance] Z&RL £,

14. [Configure automation parameters(s)] (F— R X—2 32 NFX—XOEK) ZEMAL. [Input
Transformer] ( A WRTS VA7 #—Y—) ZiBRLE T,

15. [Input Path] (AA/NYRA) 7 1 —JLRIZ. {"Instances":"$.resources"} ZANLET,
16. 2FEBH D7 1 —)LRIZ, {"Instanceld": <Instances>} ZAHLLET,

17. [Use existing role] (BEF0O—)LZ &) ZERLTH S, ERLEZ IAMO—)L
(AutomationEVRole %3.&) ZBIRL £,

=Y NEUTOBDORSIZEYET,
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation v
Document

AWS-RestartEC2Instance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

WEx EC2 & Systems Manager D 7 VL AFH &, FEHE UL -3 v 7%
BO0BED IAMO—IAF5WEES, O—)ILEVANIRRENELTA, FHICOVT
&, TEIREZMH, Z22RLTLSEETLY,

18. [Create] ({EFX) ZEIRL £ 7,
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LW=ILIZ—BTRDARNFTHIY NTRELLEHES. EventBridge BREEEhiZZ—5' Y K
ICARYNZEFLET,

D SMC xRV R Z:%ET S AWS Health

AWS Health 1 X N % JIRA B XU £#EE ServiceNow LT, BERABLOT7AHT NMEHRZEZE
L. A2 1-)lEnkZEOEfEZITV. Service Management Connector (SMC) ZfR L T
Health 1 X NEBEBTEEXT, &£O SMC S Tlk AWS Health, ZN LU TEFEENEAILAS
R MNEFERALT, JRAFT Y N ServiceNows 1 > F > N EventBridge Z BBIHIICHER, < v
E>J, EHMTEERT,

BBE 1 - EETIEEBET IV EAZEAL T, JRA & HOEBLAED Health 1 X2 N2
BICEHEL ServiceNow, FHEF—LANT—0 7O—ICEHEHB K AWS Health AL Z EATER
9o

SMC %A L 1= ServiceNow S DEFMIC OV T, T TOHEL 2B L TS EE L AWS
Health ServiceNow,

SMC Z A L 7= JIRA Management Cloud O#EE OFMIC DWW TIE, AWS Health "JIRA L @ T}
ZSRLTLSEEZL,
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TZ=X1)>% AWS Health

EZRUTE,. AWS Health 8 R ZDOMO AWS V) 1 —> 3> OFEEME, A%, N7#—X
VARMBIBLTEERE S TT., . EEZXUTL AWS Health, BIENFREL ZBEIC
HEL, BEICDUTT I3V ZRITIBDEHIC, UTOEFEZRZVTY—)L AWS ZREL &F
ER

« Amazon &, AWS UY—RA& TAWS EITLTWVWBTFP7UT—>3a> 2 )FINEAALT
CloudWatch EZ XUV JULET. XMV IVAZPRESITEHFL, DAXIASIAEhAv> 2
R—RZEBRL, BEEhEXNUYIONFEELELEVEILGELEEEICBAFTERET a2
BERITIDTI—LERETEETT, FHMICOVTIE, "Amazon 1—H—7 4 R CloudWatch
ZSRBRLTLSEETL,

Amazon ZfEfH 3% & EventBridge ., H—EAX UV —RICEFEEEZ D8O H D AWS
Health A X NCDVWTEBHAZZ WA N TEET, HlXE, A AmazonEC2 A VARV A
(CBET B4 X2 N AWS Health ZR1TT 256, ChSOBHEFEALTT I3V EETL, &
BIRBUTVY—AZETHFELRFBEMRADENTEET, FMAMICOVTIE., "TAmazon IC&D
AWS Health 1 X NDOFE_AR') 2% EventBridges Z2ZBL T IEE ),

« AWS CloudTrail k. AWS PAHJ 2V NIZK2T, EFLERTHVNIRKD>TIThbhiz API O—
ILBLRVBEEARNEZEFYTFY L, BELE AmazonS3INT Y MO 774 )L &2BEL
£, EHOCHBLAEI—Y—ETHIUNAWS, BOUHBELTO IP 7 RLA, HUHULAREL
FHBERETEET, FMICOVWTE., TFAWS CloudTrall 1—H—7H 4 Ry #5BLTLKEE
Wo

N =Ry
« AL = AWS Health APl J—)L®O% 528 AWS CloudTrail

ZFERL = AWS Health APl OJ—)L® O 528 AWS CloudTrail

AWS Health & £EFEEE N TVWET AWS Health, < filk AWS CloudTrail, . CloudTrail captures
APl J—=J)LT1—%—, O—J)., FE&E OY—EARAICE > TETENETIavzEARMNEL
Tk 925 AWSAWS Health Y —EATd, F Y 7FyEniE=MOHLICIE., AWS Health 1>
V=ILASOFETHL & AWS Health APl AR L —> 3 A0 1— RETHULAEENET, Sk
ERTDFEE. O CloudTrail {1 R N E, Amazon S3/NT Y RADA R NO#GEHNBEEES %
BMITBDENTEERT AWS Health, FEFFZREL BWVWHEETE, CloudTrail A2V —IILOA X

Z/EAL Iz AWS Health API J— )L OO T 528 AWS CloudTrail 161


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS Health I—Y¥—H4 kK

VRERE TERIFOARRNERTRITEET, LK > TPREETNEHREZMFHAL T CloudTrail,  oxt
ITBH5UOTAN AWS Health, VDOIARNTOIP ZRLA, VDOIARNE, VDOITANBRERED
HMEmRETEET,

NDEBREEBWLDOFZEZE CloudTrail, DOFMMIC DV T, AWS CloudTrail " I—H%'—HA4 R, %
SHBLTLSEETV,

AWS Health ®1E#k CloudTrail

CloudTrail A WS 7 H > R Z2HEKTDE, ATHIRNTEMIBYNET, THR—KEhTVLS
ARYRNTIOTAETAHFRET S E AWS Health, TOT U7 4 EFT 1 & CloudTrail 1 X2 NEEE
DD AWS H—EZAARNEEEIZARNIRBBENET, AWSTHIVRNTRIEDAXRY
RERTR, BE, AOO0—RTEEXT, FHAICOVWTRK., "TARKNEREZEHL = CloudTrail
AREDERTL ZZRLUTLKEZ L,

DARYNEE, AWSTHIY NHRDO AR OGN EESERIC DV TIE AWS Health, FEHF %
ERRLET, FEFFICK V) CloudTrail . AT 77 A4 J)L% Amazon S3 /N7 Y MCEETEE T,
F7AI)INTR, AV —IILTIAFZERTDE, AFRFITXNTOAWS V=2 a v ICEBAESAE
T, fEFflE. AWS/N—FT 142320 INXTON—23ohsna/RhNz2O7ICEKEL., BELE
Amazon S3NNT Y NMZAJ 774 Z2BMELET. ES5IZ. CloudTrail AT TPREE N/ K~
T—REL)FEBICOWML, ThIZESVTTEHITBRIRSICMDO AWS H—ERZRETEET, &
MIZOVTR, RESRBRLTLKEE L

o SEFDERD =D DOEE
« CloudTrail Y R—hENTWVWBH—ERAELHE
« @ Amazon SNS B M i&E CloudTrail

c BHOU—232AS5® CloudTrail A 7 7AIINDZEEEBOT HD > KA SO CloudTrail O
TJ774INDZE

IANXNTOH AWS Health APl AR L —2 3> F ([C&k2>TOYICEE CloudTrail € 1, AWS
Health API D 7 7 L A ICEEHENTVWE T, flRF. DescribeEvents, . KT
DescribeAffectedEntitiesAARL —> 3 ZH VU H 9 &£DescribeEventDetails,
CloudTrail QT 7 7AIICI RUDNERENETT,

AWS Health Tlk, XOTF70>a>zAXRNELT CloudTrall QT 7 7 A IIICRERTEE T,

« DOITARY, L—hEIAMFBRIBEHROEES ZHEAL TERFE LD
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« DOTARNY, O—LET7IFL—TA4Y RI—Y—-DEESO—BENZEFI) T 1 FEERE
AL TEEENLD

c UVIARHBIOAWS H—ERIZK2TIThELESH

M DWW TIE, CloudTrail userldentity Elementy 22 8BL T &L\,

Amazon S3NT Y NCOT 774N ZFEEDHE, RETHDENTEET, £/, AmazonS3 5
A7H40ILDII—I)2EHXLT, BENICOT 774N ET—HATEEBHEIKRTZEETESE
To T7#I) NTE Amazon S3 O —N—RIOES{t (SSE) ZFEAL T, OJ 7 7 A IILAFBES{LE
hEd,

OJ77A4I)OBERICENEZZFAICE, :ILVWOT 77 14 I)LOBEASEIC Amazon SNS &4
ZF1T CloudTrall ¥ &S5IC ZRETEET, FHFMICOWVWTIEE. T ® Amazon SNS BHIDERE
CloudTraily ZZB LTS EEL,

BHOAWS =23 EEBROAWS 7HDI RO AWS Health O 7 7 A4 )L%& 1 D@ Amazon
SINTYNCENTREETEET,

HMICOWTIR., TEHOU—3asASO CloudTrail Y 7 7A4IILDOZE, SRV TEHOTH
DRAS® CloudTral AT 774 DOEZE) 22BLTLSEEL,

f5l: AWS Health O 774 I I RV

AEERE. IBEL 2 Amazon S3NNT Y MICAR 2O 7 7AILELTEBETEDRSICTEIHRE
T9, CloudTral A 7 7A)NICE 1 2 EOOJ I NUNEENTET, IRV NEFEEDY —
ANSOE—QUIOITARNERL, VDOIARNEWETO>3Y, 7O2a>oBE, DOITARMN
FX—=BBEICBEITRIEBRFIEENET, CloudTral AT 77 AILIENT U Y 2 API =)L DJEF
HFHSNEAZYIRNL—ATRABEWVESD, BEDIEFTRRRENELA,

IXRDOBIE, DescribeEntity & 5t ANRL —> 32 & RY CloudTral AT MU ZRLTVWET,

{

"Records": [

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html

AWS Health I—Y¥—H4 kK

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JaneDoe",

"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

1},
"invokedBy": "AWS Internal"

.

"eventTime": "2016-11-21T07:06:28Z7",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",

"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responsekElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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N RF I X NERE AWS Health

RKDERTE, AWS HealthZAV ) —ZAD RFIXY MIDWTHBALTVET,

e APl /N\—232/:2016-08-04

RDORIE, 2020 F 8 A 28 AWS Health BICHBENBAY Z1T7IINEERZREHATEDLEENT
T RSST7TA4—RICHTRIZATT2E, EFICHITZIENZZTMBCENTEET,

£E

AWS Health 1 UT 1+
723 VORFIXIENAS

S

FL<E. o "2V
TA1 EBRLTLKES

AVR—RYND)—=DKZ
74V 00T ZANT—%H|
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R—R —HB—EZAANILAINX

EAOREEHEENETA

YhETHBZATHANA F7HA40INARY b, 23R
R EEHLEL L, L T EZ LY AWS Health,

EventBridge JL—)L DYERX T

EventBridge D JL— )L DERK T

BEHEL TV Ebullet ZHIBRL &

BEHEL TV bullet ZHIBRL &

L = AWS Health

AEENLEZATHATIIA
RVKNCETARFIXI B

L . AWS Health

FHICDOWTIEE, AWS Health
DEEENLZFAT7H47)

ZEMULEL

AWSHealthFullAccess
DRFIXNOEFH
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