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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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FIEIIZOVWTR, IAMI—Y—HAROAWS THON ")—hI1—%— (V=)L) DR
MFATFNARAZEBEMITS, 25BLTLEEL,

BT Ot AZHE > 1—H—2Z2EKTS
1. AMPAFTATAEZ—ZBMILET,

FIEICOWTIE, TAWS IAM Identity Center 1—H'—7i4 K3 ® "TAWS IAM Identity Center®
b, 22RLUTLEEL,

2. AMTATFUTATAER—T, - —-ICEBT7 IV ERZNELET,

ZEDYV—ARAIAMTATFoTATAEER—FT4LIKN) ELTHERTRHFEDFI—KNUT
JLICOWTIE, T AWS IAM Identity Center 1—H'—HA R, @ "F7# ) Z2FEAL TI1—
HW—TOVAZRETDIAMTAToTATAEZ—F1LIOK) ZZRLTLIEEL,

ERTIVEAEZFE DI Y- LTHI212TF2B

IAM7ATFTATAEZ—DI— - LTHA 242 FBICR,. IAMTA T2 T4T4
O E—01—Y—0OERBICEX—IT7RLACEFEENEY A1 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE. AWSHA 1>
F1—Y—HA R, DAWS T POELAR—ZINICHA A2 FB, 25RLTIEEL,

EBMOI1—Y—ICT7OoAEZE)HTS

1. AIMPATFUTATAEYE—T, BPFEOT IV EAHAZEATZIEVWSIRANT ST
TARRE =T O EAHAEY NEERLET,

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

2. W=D —%BVET, TOIN—TLCDINBAV AT IO AEZE)ETE
ERD

FIEIZCDOWTIE, TAWS IAM Identity Center 1—H'—HA R, ® "TJIIL—T0EE, 2SBL
TLEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AWS Health Dashboard T7 O MR NERRT S

THAIVRNCH AT A2 TBE, K=Y FSARENEARY NOBBOBRESHRB LA TE
£7.

AWS Health &Y > 17 R— RTTFHIV AR N ERTTBICE

1. AWS Health & ¥ & 17R— R % https://health.aws.amazon.com/health/home TBIE £,
2. FTESF—2aAURALAVO[THINORE T, ROFTSa> 72 BIRTEERT,

a. [RERORBESEDHEE] —BERVEANRINERTUEARNERRLET,

b. [FEETATVARZEE] —H—EARPVY-ALLKEITIAEMENHS, SBFESNTL
BPANRYNERRLET,

c. [TRMOBHN—TAHIVNIKEIZURMEOHD, BE7 HEDTOMOBRACEST
RFOARNZINTRRILET,

d [AXHAOJT]—BEOBHBEOIXNTODARY NZERRLET,

REFERDEE L FILOEE

[RBAOEELRENOREZE] 27T, BE7 BEICETROTHVNIEEITHUREMEOHD T
NTODARY N 2BFETEERT,

Y AR—RTARYRNZEBERIDE, FH]RAVICARPNEEZEEZZTDRIY—-ADUADL
DEWIRTENET, FHAICOVWTE, "TAXV DM 22ZRLTEE W,

RRENIZARY NG, 2T Z@HT. J4INRVARDYS ATV EEBRLTTANEZIVYT
TEXRY, LA, TRATFEVTA—=V—=2, V=232, ARYMTEZ, REREHKZ
AWS OH —EABETHRREZBRIACZENTERT,

YL 1R— RIZRRENDBENARY MEFTHEL, TRNTOARY NERTTBICE, [1A
> ROY] 27 EBRUET,

® Note
BIRFEATIE., AWSHeath XY 1 R—RICRRENDAARNOBHNZHIRTDEWEGFT
EFEXHA, FIRVNE AWNS O —ER BRTDE, AV AR—REI—HDSBEHNHI
BREenEd,
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Example : Amazon Elastic Compute Cloud (Amazon EC2) D ARBEA X ~
LTFOEEE. AmazonEC2 4 VARV ANDBB IS —EHRRABEOANRMZERLTVET,
Your account health

Stay informed of important events affecting your AWS resources.

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Last update: February 20, 2022 at 11:16:34 PM
UTC-8
us-gast-2

Account specific

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log
Open and recent issues (16) Operational issue - EC2 (Ohio) Back to list view (]
View events that might affect your AWS )
infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
Clear filter Service Start time
EC2 February 20, 2022 at 11:16:24 PM UTC-8
1
Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio)
us-east-1 Issue

Affected resources

Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM

UTC-8

us-east-2 Description

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8

us-east-1 [04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity

issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

FEENLEEE

[FEENEZERTEEALT. PHAYVNCHEBTATHEROHDSERDARY NZDVWTHAD
CENTEET, ChESDARY NI, Y—EROEHAYTF Y AT ITAET 4%, BRI
BERFEHBET A THAINARY NEEFEENET, COLETIFAETAEHBELY T
<TBED, FEENELEEARNLUA—ICRYEL I TEB ALY Z—E1—FABEEATL
£F, 7ANE—FHATETT, STEENESA THA LA NOFMICOVTE, TAWS
Health®EtEiE NieS A TH A ILARY b, BBBRLTLEEL,

FEENEEE 12
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T DD IEA

[BH] 27T, THOVNCHBZREITTRMEOHS, BE7 BEOZTOMOBHPETHO A
RYNE2INTHETEXRT, chillE, REAEOO—T—>32, FREH., EFI1VT 1 DM
MBEDARY NI BENDBEENHYVET,

AR NOY

AR NOTRTRZEALT, IXTOHO AWS Health IR N ERRLUET,. OFF—7I)LICEEM
DHNBY), [AT—RAE[BHBREBET7AIILEVITTEXRT,

[ARNOTIT—TILTARYNZBRTDE, [FHIRAVICARVNEREBEZFRVY—RA
DIANDERF RENTT, FMAICOVTRR, "TAXTVNOFM) 25RLTSEE L,

RELRERVACICE, ROTAINE—FT2 3> &#ERATEET,
s TRAZEUTA—=VU—=2
« RTKE

« ARVHN

« /X2 KNARN

« ARV RNAFTY

- RREMBRK

e =232

« 1)Y—2R ID/ARN

- H—ER

- RBRKE

« AT—ZRA

Example : 1 X kOY

ROBEGE, RKERE (N—2ZT748) SRCKREREB (ANAA) V-3 0BKIEDA R N
RULTVWET,

ZOMHOBA 13
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Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

AR NDOFFEM

ARVKRZEBRTBDE, TOARVYNIETE 2 DORTHFRRENET, [FHHl]Z 7 EUTOER

ZRRLET,

« B—EX

« AT—RA

s =23V /TRAZEUTA—=V—=2

s ARVYRNEFTAODNEBOEDODHESH

- FRIFE KT R

- ATV

s HEBEZTD)V—ADE

s ARVNIBEIRIHAERTBRORALT A

AR N OFHHE
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FEEZTRVY—RAZTICE, ARVRNIL>TEEEZ TS AWS VY —RICET2ROERN
RRENFTT,

« JY—AID (#il: vol-alb2c34f 7 £ D Amazon EBS /R1) 1 — /A ID) £7zl& Amazon UV —A
— L (ARN) (B2 FZEE Liﬁi—"’lﬂ'é%’%)o

c FTEENIEZATHAONARENDBE, COFBERITZVY-AVANIGE, VY—-ADEK
HMDAT—ZA (REHR, TH, BRELR) EEENET, COVANIEE 24 BEIC 1 IEHE
hEITHN, BEOARAT—FAZRMRIZDETICERART2E-BL LD BEENHBYVET,

JY—ARTRENDEREZERVABENTEELRT, VY—AID £izl& ARN TRRZRY AT
CENTEERT,

Example @ : AWS Health event AWS Lambda

RDADY)—>>3 v NE, Lambda ICRHTRDAARRNDFIZERLTVWET,

Event log Lambda operational issue Back to list view [5]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

1

Event Start time

Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary

Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

- - Region / Availability Zone Affected resources

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batrh nngratinngl jccig

AR N OFHHE 15
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ARYRNEZRAT

AWS Health f1 X NZIE 2 2O RATHBHY)ET,

c WTVYDARKNEGE, FTHOOREBETRBEWH—ERAAARRNTT, HlZIE. T Amazon
EC2 ICRAEN B BZEAWS U—23>, FEO)—23a > TH—ERFERFVY—-AZFERAL
TUVWEWHEETE, ARV NCETS1EIHR AWS Health Z8REHL £,

« PTHOORNEEDARKNE, PHOORNEEREZBROTHIONCEAETY, HEZE,
AWS U—23 > ERHT2 ® AmazonEC2 A VAR AN B35S, AR NEFER
Z(T% AmazonEC2 41 VARV AN ) ANIZBI T %153k AWS Health Z1HEL £,

ROAT2AVEEALT, ARYRNINT VY ORTHAHO NEBH EBBITEET,

« AWS Health # Y 1 R—RT, /IRVNOEEEZTDZVY—ARTEBRLET., VY—AN
HBDARKNE, FHIOURNCEAETT, VDIY—ADBWVWARNENT VY OTHY, THDOY
RNEBEDODEDTRE®HYEBA, FHICOVTIEE., TAWSHealth ZvY 2 1R— ROBEKSEEL 25
BLTLSEEL,

« AWS Health API ZffH L T eventScopeCode/N\TX—Z&ZRLET, 1R NICE
PUBLIC, ACCOUNT_SPECIFIC, £/ |X NONE DEZIEETEE T, FMICODVWTIE., AWS
Health APl ') 7 7 L > A® DescribeEventDetails AL —> 3> #5BL TL<EFE L,

HLoA—E1—

ALVA—E1—R, ATV1—)ENEEXTTHEATE, AWSHealth A X hZBHADAL
VE—IC7OPIORTEEY, COE1I—TRE, BEIHLARETESER 1 FOFEEATVS
EEZ®IETERT,

AWS Health 1 X NF AFBICRRENET, BFZEIRTSDE, AWS Health 1 R NOFMZ
EUHA RNZRINRRENETS, [SEREET NI FTLE[ETF)ODARNEIELKRREIE
T [ERTULE]AIRNEIIRBTERRENET, 1 DOEBFNICI DUREDAARY N HBHEE. B
ETL—DARYNOBETHFRTIENET, BFZERTD &, Y4 R/NAXRILIC AWS Health 41X
DRODVARNRRENET, YA RNRILTARNERBIRTDE, TOANRNCETDEHRE
RRTEET, YA RNZRILICEUBIOE I —ICBHITHLEOONKFUARNBYET,

ARYNEAT 16


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

HEEXTB )Y —AE1—

AWS Health 1 X NE, FEZ2Z T2 ERBEVY—AZEETIEENIGVET. $EEZZTS
)Y —Alk, AWSHealth fIRV KD [HEEZITDVY—R]|RTICRRENET, AT—RXAR%E
RRTBICE., AWSHealth IRV N ZBRULET, AT—RARY A RNRILOFEZZ (151
V—RAZTILRRENE T, fTHEENESATHAIILARY MOBE. AWS Health 1 X2 &
FEEZIDVY—ADAT—RAEZBHEHLET,

THOYKRLARILO AWS Health 1 R NTlk, FEEZZTDVY—ARXTOLEHIC, FEEZTS
VY —ADAT—RAOBENRTENET, FEEZITDVY—-RAO—EN, IHITDAT—X
ALEEILT—TNICRRENET, STESA TV AIILARINE, [VY—ARRT—RRA]7 14—
IRZEFEATEIDARINRATO—HITE, FTEEhESATHA VAR NOFHICOWVWT

&, AWS Health@FtEIE N2 A 7 H A TILANR RN ZEZSRLUTLSEZL,

EBE1I—ICT7OEATDE, AWSHealth 1R KNI, BENTVWRIXRNTOTHI Y NOFE
EZFZ2IXNTOVY—ADAT—RAOBEN RRENET, BIEORICIE, FEEZTHTHY

FEEeZFBdVY—-AE1— 17
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PROVANE, TOTAHAIYNORBFDOVY —AQBARRENETT, PTHIY ME SRR
BHhOVY—-AOHEZERTDE, THORELI—OBENFRREAET, THONE1—O#
BIZR, HEBEZUDTHIRNOEBIANIRDEOONIKFTURARHYNET, FEEZZT
B2VY—AARAT—2AOHER, BEINRILOEBICRFEINET,

FEEZIZDZIVIY—ADOV AN, [HEEZTHVY—A]RTTCSV E£kF JSONFERTEIY
O—RTEFRT, HABE1I—TRE, AV O—REhET7AILICE. VARENRTVWERTHDY
RADIXNTOVY—ANEENET, HBEI—TT7HIRRILICBEL, Fo>O0—-RLE
T7ANCEDOTHIRNDIY—ADOAZEDET, XV O—RLET7Z7AIIHNOEFEZZTS
FVY—RICIE, AWS F7HI> KN ID, eventARN, T 71 71 A&, entityARN, AT7—X A, 1
V—ANBRRENBFANEENET, 71IINER—DTIOT74785FE, XOO0—REhET7M4)L
W7 ARV TEhERROKZNEENET,

—BILAIVO—-RTERDT7AINEN2ETTT,. 77M4ILRBEBNICTZUFOTFT74ILN0
AOO0—-R7ANFIZEDO—-REN, . AIRVYREARNILAWS U= 32, AR NREER
B, ¥02O0-RACEIKTVEY N7 7AILENF TS hET,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

mare than 7 days ago.

Q, Add filter 1

Event v Status Region / Zone Info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event 8 X
B 4 Pending 100%
4 My resduare SSton
0 Unk 0%
Affected resources = K _n -TIDWI'I
Mot able to weily status
Resource data is typically refreshed evary B 0 Resolved 0%

Mo actions required

Affected resources (4) Download ¥

Q, Add filver 1
Resource ID / ARN Iy Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending 2 months ago
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending 3 months ago

FEEeZFBdVY—-AE1— 18
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ALY —2ERE

AR KNE, O—HINEZA LYV —20O AWS Health Dashboard £/ l& UTC TRRTZEEXT, AWS
Health ¥ Y2 1 R—RORA LYV —2EBETDE, FVIIR—ROITNTORAILARZRVT L
NTVYDARKNGE, BELEZRALY—VICEFHFENET,

ALV -—VREZEFHITDICE

1. AWS Health & ¥ & 17R— R % https://health.aws.amazon.com/health/nome TBIE £ T,
R=TJDOTHT, [VYF—OEFRE] 2BRLET,

BWeeO v £—(CF [FfH] ZBRLE T, RIC[(BFFEDORE] 2BRLET.

AWS Health &Y 2 1 R— ROFESF—23aRA2UT, BALV—VFREEZBRLET,

AWS Health &Y > 1R— Rty 23> 0RA LV -2V ZBRUET, RIC, EEOREFZER
LET,

o & 0N

HBOANIIL A

AWS Health & &#%& AWS Organizations € TW3 o, HBO—HBTHZ2IXTOTAHIV N
DARYRNERRTEERT, chiZkY, HBICKRTEND AR NO—mlbehizE1—FiE#
NET, ChSDARYRNEFRALT, VY—RAR, ¥—ER, BLROT7VT—>320EEZER
TEZET,

FHICOWTE, "T7HTVYNEO AWS Health 1R hOEWN) 22RBLTSEEV,

Enable organizational view
Key benefits
== ;
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
En. nizational vi View d tati
Manage AWS Organizations [£ | | View documentation ailaovapntzationatiview 1w documentation

BALY—2F

e
it
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AWS Health 1 X MNDODT S5 —HN

AWS Health A Y 2 17 R— ROV —=)IFES—>a o N—=Il&, PZ—MXZ1—FZ2OXRILT
AN BYVET, COMER, FHATIVORX Y 1R—RICRTENDRED AWS Health 1 X
hOBERRLUET, COXRILF A2k, Amazon EC2, Amazon Relational Database Service
(Amazon RDS), AWS Identity and Access Management (IAM), X EDEEH® AWS 1>V —JLIC
RRENFT AWS Trusted Advisor,

RINWTAARBIRLT, FHI D BREDARNDSFEEEZZ(TTVAHI EERELET, TO
%, AR N%EEIRL T AWS Health Dashboard [CBEL ., HiEEETEET,

Example : REFFRD A X ~

UTOE®GE, THINORBROARY NEBHRIANRY M ERLTVERT,

Open issues

Scheduled changes

Other notifications

servic

Event log

Amazon EventBridge Z5&XE 9 %

EventBridge Z# AL T. AWS Health 1 X hODEEZREL THRELET, THUV U NTRET
BDHED AWS Health IRV RZEZRUTL, ARV NNFEEE & &I AWS Health A @A
TN, PUOYAVEETIBDESICIN—IINERETEET,

T EventBridge Z £/ 9 % AWS Health
1. AWS Health & ¥ = 17R— R % https://health.aws.amazon.com/health/home TBIE £,

2. EventBridge IV —JLICBBL TIL—LZERTRICE. UTOVThAOREZITVET,

FTEZ =3RS0 [Health 1 > 7 J L —= 3 21h 5[Amazon EventBridge] 2 #EIR L &
£

AWS Health 1 X RDT Z— b 20


https://health.aws.amazon.com/health/
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[EventBridge Mi&E]T. [EventBridge ICEEZBIRL £,

3. ZOFEICH>T, L=LZERLARNZERLET, "Amazon EventBridge AWS
Health Z2FEALE TOAXRYKNDEZZD T, 28BLTLSEE L,

T AWS Health BAZ E¥E 9 % AWS User Notifications

AWS O Y Zx—= RIE4H AWS User Notifications 2 T2 &, BLP Y —ERAICEETIIRY
NCBETP2EHEZEZEAWNS THI N BRUVEBTEEXRT, CAWSNYEX—T RBHZFEHATS
& AWS User Notifications, Z{£9 % AWS Health /1 R ATV EEEL Y, EX—)LDE
BE1—ZRELEY, BROBLEX—I)ILORDYICHKEBHZEREBLEYTEERS, cOY—
EAEZBMICTDHEEICOVTIEE., " AWS Health ® AWS Y Z—< RBHIO AR E i FEX1L
AWS User Notificationsy ZZBL T &V,

LTFoEMF v XL ZIBIRL T, AWS Health 1 R N2 Z{ETE FJ AWS User Notifications,

« EX—=)L
* Chat
« ANV 13EH AWS Console Mobile Application

NS DBEHIFERE AWS Health Y —)LIE EEMTIE B EFEBAN, BEPEEZFNEREREICEA
TEIMRNBHEEZRHELET,

(® Note
HFEBERTBHVY—AIDs, REOART—RA(F—72FGEo0O0-X), VY—ART—
RABZE, AWS Health 1 R NOFHBZBENICARILTSICE., ROLWThHhD AWS
Health Y — )L ZERATHEEZ2HEOHLET,
* AWS Health API
« Amazon EventBridge ® aws.health ¥ — A

« AWS Health Dashboard " © &

chsnY—=)iE, 7—O0—RICKEBEEAZAREOHDIETFOANRY MNPEEICH
ITRIREFMTITILZALDERERHEL KT,

TEHM%ZEE T D AWS User Notifications 21


https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
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AWS Health f X RO AWS Y Z—2 RBHEIY 7 AU 3 &ERET
P

AWS X Z—2 RBHIYTROVT7 a2V ERETRICEK. ROFIEERTLET,

1. User Notifications T &R & & 9 AWS Management Console,

2. FTES—=23aURAT, AWSIYXZ— RBHY TRV a w2 BRLET,

3. AWS Health BHEIDIX{E AWS User Notifications EE L T ZBMICL TV EWVWEESIE. AWS
Health BHIZEMICT D EBIRLET, ChlCkl), S5O E X—)LAERIZEY) AWS
Health, A5 ®M E X—)LAE#IZ4 V) £9 User Notifications, FEMIC DUV T, " AWS

Health ® AWS Y Zx—2 RBHIO BRI E 2 EEX{L AWS User Notifications; S 8BL T
= U\,

4. AWS Health 1 R NEBHRIEATIAVBIICERBTEEX T, SFMICOVTEK, " THO AWS YZR—
TREBHOT AT NELEOIEDE HIBR AWS User Notifications, ZZ2BL TS E&E W,

® Note

AWS Health I, AWS DX Z—> RIBHIC E X—)LBEZBITL TLVET AWS User
Notificationse ATk, EEZBHNAO—FTT,

« 20259 A 14 BET AWSNZR—Y RBAIZHEATRHOFT N HIfE,

« 20259 A 15 B: AWS Y X—Y RBHANRFBEFEOINTO CRHLTHEMCBE>TVWET
AWS THIU K, FILW DIFEAWS PHIY b, XFXF—TY RBAIET 74 NTHER
ICB2TVWET, NR—J RBHEF, 2025 F 12 A 15 BETEVDELBFEMICTESR
EE

« 2025F 12 A 15 H: AWS Y ZX—2 RBEHFEIXNTOTHINTEMCHE>THY, &
MZTBDERFTEEE A,

AWS Health 1 R NDBHZ5|EHREREITILEDICTIAVIBEHY)FHEA, AWS
NEZ—D RBHIZAMCTSDE, W O2HDEFEELHEER{ENI BV ET, FMAICDOVTRE,
Ty OAWS "YZX—J RBHIZEMICLEBEOEER, 28R L T EETVAWSAWS
I—H—BHICETIE<HDE[MND YZx— REA,
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https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
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AWSAWS 1 —H—BHICETAH LK< HDEBD YR—2 REA

AWS Y R—Y RBHIZEMIZTRE, EOLSBEENHYETH?

TF72)RNTRE, XX—2 RBAICETDEX—ILIE, BFEOTHIY MOEEL (JL—K, AR
L—2>3>, @R, EF1UTA EX—)ITRLRA)CEFENET, AWSYZR—J RBHNSF
§9% E X—J)LI&. healtheaws.com DDV IC »SEFEE hno-reply-aws@amazon.com, E
X=IOERNBEEENET, EEBIDICEKDEX—ILDOIL—FTAVIREX=IOAVTOVYD
AOLAEYTRE, AWS Health BHID E X—)LIL—)LZUEICREL 2HBERE., LV E X—
IMNERE—BITRDRSICCOREZEHIAMEN HYVET, 7Y 1BHACRZEHLFI VELRS
&k, YX— RBHAOKDY)IC Amazon EventBridge &L TEEE iz AWS Health 1 X K%
FEITECEEHEOLET,

EX—LOENRIEDLSICHEL., COREZRBMICIZOTIN?

AWS Y Zx— REZIE., BL AWS Organizations fABROEBRO T HO > NCEEEZEX % AWS
Health A1 X2 hZ 1 DOEHBHICENLET, EftEch BB, EBTHI NOBAEY
A—TRRCEET, NZX—I RBAR., EHNEThCEBNZEBTHI MNOEKEICE X—IIT
BEELET, EEITDIEX—IIZRESTLEHIC, AWS BEXNRBAIE., 7HUY NOEBENE
THIOUREXN=THO R NEATHREETNDEZEIC1 DOBHNZEFELET,

ERNEZBEMCTBRICE,. EETHT> ME AWS User Notifications H—E ABOEREENET oA
AWS Organizations Z:XEL TRETR2HENF HYET,

HMICOVWTIE, TAWS TOYZ— REHDEL AWS User Notificationsy Z2ZRBL T &
(AN

AWS Y X— RBHN SENE Tz E X—)LZZ{ET S AWS User Notifications (Zl&, T AWS
Organizations EEENLT IV LAZEMITIHREN BV EITH ?

(&L AWS User Notifications 7' 5 M NDOEFEE h /=7 U A AWS Organizations A’ HETT,

AWS Health & AWS Organizations ZFEAL T TEEET N LTIV LAZEMICTHESDEV KM
T H AWS User Notifications ?

HABOCHLEETHIZEEEREERIE,. Y—EARAICL>TEYNETSh, BEICILEREENLT
DEAFAICHTEIH—RL—ILELTHELET, OFERESIhET7 V1A AWS Health [C&K V)
AWS Health Dashboard, Amazon EventBridge ZJT L TIAfEE % . AWS Health ¥ —E X,

H RV AWS Health 1 R NOMBBE I —ATEICHEYET, OFEESnLZT VA AWS User
Notifications [C & V), ROEH % EH AWS User Notifications L T AWS Health BHITE £9, 558
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https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html
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TNETIVEREARRBZhBVEYS, ERChELEBEORERFR Y —EAZEICAEBICEMNT 2 HE
FHYNET,

NEX—Y RBHREZTHEMITEEZRIAL?

HEXYZR—T REAZBMICLET AWS Management Console, FF#IZ DV Tk, " AWS Health
N AWS Y Z—2 RBAIOEMLF = 1F FExh{E AWS User Notificationsy 2B L T &V,

RENDI—AT—ATTL—2TFARNDEX—LZRFITDHEIHNETH?

WWE, BITAETTSE, REODTL—2TF AN AWSHealthE X—)LIFEMICKVYET, E
X=)LIL—ILEZFERLTEERETERLED—IU 70— 2RTTHEEEF. KDV IZ Amazon EventBridge
ENLUTEEENE AWS Health AR N E2FHET R L 2HEHLET,

AWS X Z—Y RBHICEET D L<HDER 24


https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
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AWS Health & v 3 17R—R

AWS Health Dashboard — Service Health ZERA L T, IXTOAIARAZRI-TEETT AWS O —
ERe COR—=DIZE, AWS D=2 32 IChd—ERIIODVWTHREEN LT —ERAIRY Y
RTRENET, AWSHealthH Y2 1 R— R -HF—EADALAR=DIZTIEATSICE AWS 7
AoV, A4 01N, ZFOTVWBRRERHYYEEA,

® Tip
COIVITHANIE, CEAETEBEVWNTUY ISR NOZNRRENET AWS 75
D Ne PTHOURNNFITTICHDBEWE., Y4242 LT AWS Health Dashboard % &R R~
L. PHOUREY—EBERAICEEZEZZTHREOHDIARMIOVTEICIEBEL THL
CEEBBOLET, FMICOVWTEE, TAWSHealthA Y 1R— ROBEBEE, 258
LTLEEL,

AWS Health &Y > 17R— REZRTRTBICIF - F—EADIREE

1. hitps://health.aws.amazon.com/health/status R—Z ICBEBL £ T,

® Note

AWS THIY MR=DICBRICH A2 A4 LTVWBHERF. AWS Health &Y 2 17R— R
—THIVRODANAR=DIZVEAL I RNENET,

2. [Y—EAANILA] T [REFBROBBEREDEE] 2RBRIDE, FRIEHREETNELARY MARTR
TNET AIRVKNIEITIUTOBEREZRDZEANTEXRT,

c AIRVRNBEEEEZZTH M, FIXIE. [ERLOBRE — Amazon Elastic Compute Cloud
(IN—=2 ZF746ER)]

- H—ERH

s HEFRLFETHREDARNDEEE

s AIRVKNDERHEFDODRALTA Y

s COARVRNDEZEZITAWS DH—ERXA TVWS OUAKN
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https://health.aws.amazon.com/health/status
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® Note

AR NEOA—ANERA LY =2 FFE UTC TRRTEERT, FMICOVTR, &2
ALV—DRE ZZRLTLEEL,

3. (ATTAV)AMRIPNDOBEICHSZ[RSS] ZiBIRTDE, TOANRRNDRSS 74— REHT
ARI9TATTEEXT, BEEThE T, COBEOH—FERAICETZ2ENZZ(TEV) £9 AWS
y—>32,

4. [—ERBE] Z2BRIZD L, [T—ERBE| T—7ILHFRRENET, COXRGE, BE12H
AEOIXTD AWS O —E R AlfZRLTWET,

® Tip
[H—EX]. [AWS V=23 2], BITT7A4INRIITTEET,

5. BETHROY—EAAMNRKNOBILHDAT—RATAY
(®
ZRERIDE, TOANRYNCEITIFHMREBRARTENET,
6. (A7>3V)hZBBARMDIUARNELTRTTBICE, AIRXRVYRNOUARNREZY ZER

LET, AIRVRIDARYNEZBRTDE, TOREDAARY MBI 2FHMITHRIARY 7
TY 734 RNRILCRTRENET,

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone
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® Note

2023 F 9 BURBONT VY VAR NEBIRTDE, TSTIHDOURLICED/NT DY
2 AWS Health F R RAD YO ADENET, COU O EBIRLEE, TOA
RYRNRKRYTTFYTTARRNDYARNELI—ICBEILE T,

7. (FA7232V)RSS 71 —REYTRUSA4T35ICIE, [RSS] ZBIRLET, COBENH—
ERCETZEHAN, BEELEAWS V-3V Il@gEET,

8. (HA72a)A—HAINERALY—2EUTC ZYUYEBRATARINERDZEETEXRT, il
C2WTE, TRALY—VERE) #BBLTLSEEL,

9. (A72AU)YTHIVRNEBESEOHEE. [THYVY MNOREZBE] ZERLTH1I 120
TLEESV, Y4242 TFE, THORNIBEBOAR NERRTEERT, FMICOVT
ik, TAWS Health &Y< 1R—ROBEAZEL 23BLTLSEEV,
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AWS Health®stiEENE=ZA 7 A OILAXR B

DFBEENLETATHAIILARY NMIOVWTEHBAL £9 AWS Health,

NeEY

s FTENZA7HATINARBER?

c HEZAT7HANARNOBHZZTER 2125, AZFHINETIA?
DVIVAHMBOLOOEESHEETI

c HEENEZATHAONARIANDT IR

RTBENZ A 7 AIINARNER?

AWS Health &, 777U —2 3> OaAMICHEEZE5EASMREEOH I EELEELZGFELET,
BEFEAWS HEEFI TR, AWSE, VDY—REHR—KNITZEBELD/N—RIITEAVTS
ARNSOF VY ERBHD ORLEICROEOBOT VAV ERFTLET, EEL, —HBOZETRK, 77
Dy—2a 2 A0 B IT5EHIC, BEROISRHABNAMBEICEKYET, AWS Health [FXD
LOBEELBLEEZSAMICEHNLET,

« F=TVV=AVIRIITOHR—KNET - —EO FA—T>V—AN—=23 20V TR
7 AWS DY —ER ZXR{TLES, A—7VV—ROAZ2ZF4HFVTRNDITFTN=>23>0H
R—RERTITDE, F. PYTITL—RXRTIIVT—2a3a A0OEEZRBITDILEHDOT Y
JAVERTIIMEN HDHEE AWS ICBHLET,

« Amazon RDS for MySQL T N—2 3 QY R—KNET
« Amazon EKS Kubernetes N\—2 3 > OHR—KET

c PUODAVEMNELITRDURMOHD AWSHIEUY —AICEETIEE,
« Amazon RDS FRALBAHAENEMHRE T .

(® Note

COEEC-—HIZDINTOBAG., FTEENLEZZA4T7H A4 X2 N AWS Health
ELT ZBLUTHREETNET,

« BNV Y—AON—2H T EXRTF—ROHE: AWS Health 1 R hDFGHBE 2B L TEA
ZRIMLLEBRILS, FEEZZTDVY AR, BEDIVTATAAT—RAZEO>HEER

FTENZA7HAOINARYNER? 28


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
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FAI>FT145714ELTAWS Health 1 XY NCBEENNTSNET, HEEZZHFDUY—RAE., &%
LIBHEEICFEARN EXTEEECINET, FEZZ TRV Y —ANBRICIDELEHLELTS
BEe, TOVY—AE "REBHP, AT —FAT—ERRENET, PEEZFTDIVY—-RAICHELR
MHHFRITENLDS, VY—ANHIRENEBES, AT—XAR "THREA ICEHFEhET,

(® Note

c DY—AREOEFIERBPA DEHHNICRITEh, FNICFAR72EEEND LN
HV)ERT,

s BIMABEHNIEBEEAZVHNATIE., VY —AICIE., TPENDING, F£iE&E
TRESOLVED; AT—ZAD Y —ARFHBL, AT—RAGE ) HTshEEA,

e VY—RAAT—RAOEFHIE., AWS GovCloud (US) BRTHFE— 3> TlEHR—
REhTLVEREA,

FTRZAT7HAONARNOBAZZTE 25, AZFHTAN
ETIN?

STEENLETA 7 A4 UI)L4 K2 M AWS Health O#ERIGF . F—ALNSEOTA THAVIILEEILD
WTED, PO VORTZEHFRTBDOICKRILEET,

BATATA): FEEhTVWREE

AR N&A 71— R: AWS_{SERVICE} _PLANNED_LIFECYCLE_EVENT

AR NEBER: A X2 MNRBEREE, VYA EEOFEZZTA2REEVANTY,

AR NETRZ : ARYMETRZE, IXTOAWS VY —ATEENM MR TLEANTT, ¥
THEARSTLEEETNADDITEEVIEICERELTKEEZY, ARHEZEERE LTRSS
EHNEETY,

@ Note
HEE, FEEZFDZVY AN EETD MBI EICTIIL—TIEHRD, FTHEENLESAT
BAOILARIRZEWIZLTIDDARNARN Z2Z2 TRA 2 FHTEET, L,
BCZBOFEEZITDAWS THIVN FEREVY AN HBHE, O ARNs 23 (7
AN HY) ET,

FEZATHAINARNOBHEZZ TS5, AZ2FHINETTA? 29
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ATEENLEZATHA VAR N 2RBAICARIL FTEBENES A TH A TIIARD MNE, ATRER
RV, X+ —N—232/BETE 180 B, NAF—N—232/BEETEIOBEVWSHRNMI—R
BALZHITDLDICHKFAENTVET,

BNV —AON—2H T EXBTF—RONE | AWS Health 1 X2 hOFHRHABZEL TEAZ
BB LERRAS, RBEZZTRVY-AR, BEDIVTATAAT—RAZFEOXEZZ
BIVTAT4ELTAWS Health A XY MNCEENITSIhE T, FEZZFDIVY AR, ZET
GG ARN EXTEEEIhE T, FEZZTD VY- ANBELIDMRNESDEETIHS.
ZTOVY—AR "REFP ) AT—RAT—ERFEIET, FEZZTD VY —ALCBEZRISH R
TENLD. VY—ANHIRENIZBE, AT—2AR "HBREHR CEHEINET,

@® Note
« AWS Health @&, AWS GovCloud (US) 8L OHED — 3> #KRE, AEERBAE
BRENICAT—RAOEHFZRMHMLET,

« DY—AREOEHIIFRBA DOEHNICRITE A, FNICEXRT2KEHEND XD
WERY,

FEZATHAINARNOBHEZZ TS5, AZ2FHINETTA? 30


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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Other notifications

Event log

Open and recent issues Scheduled changes
Scheduled changes
Q  Add filter
Event Status

(o] EKS planned lifecycle event Upcoming
O DMS planned lifecycle event Upcoming
©) DMS planned lifecycle event Upcoming
O EKS planned lifecycle event Completed

EKS planned lifecycle event

Resource data is typically refreshed every . 0 Resolved

24 hours.

No actions required

Region / Zone Info
us-west-2
us-east-1

eu-west-1

eu-west-1

0%

Affected resources in account 745485236264 (5)

Start time v

January 30, 2024 at 6:00:00 PM UTC-8

January 29, 2024 at 6:00:00 PM UTC-8

January 29, 2024 at 6:00:00 PM UTC-8

January 30, 2024 at 6:00:00 PM UTC-8

Q. Add filter

Resource ID / ARN

arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs

arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks

arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51

arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor

FEENTVRAXRY NOBRABESE

1. ZYTREE, U—ERARARNORBBEUERICVWDOTE, BEZEOUY—RICLEOEESR

EIdENHYNET,
2. W R—METHKIYBICINTOUY —RZEERTDE, AWS Health 1 X NFAT—R A (Z

ZhH')EFCloseds

3.XEFEHUBRICKERD)Y —ANBRENEZVIEHEES., AWS Health 1 X NEAXR> NOBRA
HELFETELS4EBM (WITIHAEVS)BEVEERICAYET, COBEIrRBITD L,

AWS Health 41 X2 NS HIBRE NET,

v Resource status
@ Pending
@ Pending
@ Pending
@ Pending

@ Pending

End time

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

v Affected resources

9 pending
1 pending
10 pending

Last update time
15 days ago
15 days ago
15 days ago
15 days ago

15 days ago

FEZAT7HAINARYNOBHEZZITE 225, AZFHINETITAH?
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LOVIAMBFOLOOEESEBEFTI

EFIVFAEAVTIAT VAR, AWS CEEOBTHET D ERETT, EATSIH—E AL
2T, COREEFIINGERNDERALOEBEZERIAIDICKRIEET, k. AWS AR
ANARL—=F A VI RATLERBILATVT—HS, U—EANBEITIRBROVWENEEFI)
TAERT, AVR—F h2ER, BB, FlHITZ-HTT, BEKRR., "RBHIZDEFa1UFT41
IIN=TTF7ATIF=)IDEREICMAT, TYARARL—F A VI ATALA(BH7OQ7 T L1
FAVFANYVFEZEL) BT ZTOMOBEETZI TS UT—23a VYT RNIITOEFLEEEES]
EZTET AWS, FHICOVWTR, EEREETFTILZSRLTLEZL,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

FTBENLEZATHAIVINARANDOTIOEA

FEENLEZATHAVILARY NI, BROTFYRLEZERALTT IV EABRVCERTERT,

« Amazon EventBridge O£

s AWSHealth &Y > 1R—REZFEHTS
« ALVE—EI1—
s HEEZIBR)V—AE1—

+ AWS Health API ZfEF 9 %

LPVIVAMEFOLLSOEEZEETIL 32


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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AWS Health APl Z{EHA L 7= AWS Health B> AT LED

we

AWS Health &, RSV AR—RELTHTTPS ZEAL, XvE—202UTIILERELT
JSON 2 9% RESTul VI 7H—ERATY, 77UT—>3>—RASEHE. AWS Health
APIIZV DT ARNZITSCENTEE T, CORESTAPI ZEEFERATREERF. VIIANDES
ERADTHDI—RZESHBENHVET, AWSHealth ARL =232 ENTX—XDOFMIZD
WTIE., AWSHealthAPI V7 7L AZZRLTSIEEL,

(® Note

AWS Health API AWS 7 R—hZ2FEAT3ICEF. PSEDRA, IVE—TS3A4XF>Z>
7 FERIVEA—TSAAYR—RNT SN VHETT, Business. Enterprise On-Ramp.
F /=& Enterprise Support 77Z A%\ AWS 7HD > MH'S AWS Health APl Z UM H T
&. SubscriptionRequiredExceptionLZ—A"FHELFT,

AWS SDKs ZfEf L T REST APIAWS Health A—J)LZZ Y7 T&E%i®h, F7UTr—>3a B
EHENTEERT, AWSRRIBERELRETDE., ChSDTATSUNRIAEVIVIANDER%E
WMEBLERT,

AWS Health ICl&, 1R R EEEZIBDTIOTATAERTBRPRETDZHIC AWS
Management Console £ T& % M AWS Health Dashboard £ E&EhTWE T, TAWS Health
Y 1R—ROBBEE ZRLTLEEL,

NEY D

« AWS Health API U TANDER

« AWS Health API U TARDIY RARA 2 ShDIER

« FE:BE7 BE®D AWS Health f R NF—2%Z27OJ 5 LTHETS
« F1—K1UT)L: AWS Health API & Java 0§

AWS Health API UV T AN DESE

AWS SDKs % 7z l& AWS Command Line Interfface (AWSCLI) ZEALTICU I ARNZTS E
AWS, ChsDY—ILRY—ILOBRERFICEELET IVEAF—Z2FEALTEBNICUIITARNC
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https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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BEZLET, HlAE., siOEAMKIY RARA4> NFE AWS SDK for Java T ZFRAT 28B4, U
JIANCEDTERIDRERFHY)EHA,

Java J— R4l

T AWS Health APl ZFEARA T2 HEOFOMOHIC DV TIE AWS SDK for Java, c D> 7 )L 11—
KESBLTLIEEL,

UOIANETSBER. \OEHHAFTIEAL AWS L—RFPHYY NOBIBHREEHLE
WS EZBM< BEIHLET AWS Healtho IAM I—F—ORBIEBHERD Y CERATEET, FMAIC

SUTH. TAMI—Y—H1 K, D AWS TFPAIVRDIL—RI—Y—FHoEAF—%0OY 9T
%, BBRLTILEEL,

AWS SDKs £/ 1F #FEALBZVIEESE AWSCLI, VUTANEBHDP TEZITZIHENHYET,
AWS BEN—23a 4 2EHATHEZ2BEBMOLET, FHICOVWTIEE, o OAWS TAPI U S
TARNDER,, 2B ULTLKETVAWS €8OV T 7L A,

AWS Health API U T ARDIY RIRNA > hDiER

AWS Health APl i&, YILFV—=23a>F 75— a>F—FF70FvICR/V., FOTA4TINY

STREIC2200)=23a IV RERAVRDHYVES, POTATINYZTDNS 7T AN FH—

N—ZHR—KTBDEHIC. AWSHealth FE—DJO—NILIRRANEZRBELET, JO—
NILIVRERALARNTDNS WY OTYTHBEFTLT, PITATRBRIVRRAVNERIETIER
AWS ) =23 ¥ TEER T, CchiZkY, J—RTERAITDZI I RRSA DLV, &FE
& HE TE F I AWS Health,

JO-—NILIVRRAVKNIVIOIARNZETOSEER, F—TYRETHR -3 T RKRAU B
AWS ANDOT OV ARABERZREEL, V—2a > 0BRZREITIHENf HGYVET, ThUADE

AN KB TDENBYET, FMICOVTIE, TAWSHealthAPI VI TANDER, #&
%ﬁbr<ﬁévo

IPv6-only) VTARNDFZERE, JO—NILIVRRLARNTDNS WY IFT Y TEZRTLITIOTA
Tix 2L AWS V=232 | FOU—J3 T IPBAYR—RNTBFITIARY VT RAR
AV RNERVEIEZ2HBOLET,

RORE, F7FILBNOREZRLTVET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

AWS Health d—H¥—HAR
e E)—>3ar IVRERAB Z’Ar3al
ToT47 us-east-1 health.us-east-1.a HTTPS

mazonaws.com (IPv4
DH)
health.us-east-1.a
pi.aws (IPv4 8 KT
IPv6 #HR—K)
N7 us-east-2 health.us-east-2.a HTTPS
mazonaws.com (IPv4
DH)
health.us-east-2.a
pi.aws (IPv4 & KT
IPv6 ZHR—K )
J0-/N)L us-east-1 global.health.amaz HTTPS
onaws.com
(® Note

chix, BE

NDTFIT47

BIY RKRA

VRDER

)—>3>7T

ERS

IVRRAVNETOTATBRIVRRA KD ESHZHMTBICE,. JO-NILIY RKRA2 B
CNAME TDNS LY OTFT Y7 Z#RETL., BRENLFAAS AWS V-2 a2 Z/HLET,

Example : JO—NIL I RRA 2 NTODNS LY OF VS

RMDIAN > Ri&, global.health.amazonaws.com T RRA > N TOHODNS LY VTV T EETLE
o RIZ, cOOANY Rl us-east-1 V=3IV RRAVRNEZRLULET, cOEDE, EOTY

RRA2 NEERTBHZRLET AWS Health,

AWS Health API V2 TARND I RARA > NDER
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dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
TFOTATIVRRARNENYST I RRA NOEAD AWS Health F—Z 2R L F
T L., BFDO AWS Health F—R &, POTATBIVRERA I RNHSOAKER—REH
F9, NVITBIVRRAVRDESDT—RIFE, REWICTOTATRIVRRANE
—BLET, POTATBIVRRAMNBEEEhESZERE, D—070—2BEHTS
CcEZBEBHLET,

FE:@BE7 BE®O AWS Health 1 X N F—2%Z2 7095 LA TH
893

ROD—REITE., ETO—NILIRRANIRTS DNSILY O2F Y 7 AWS Health Z £
LT, POTA47RB)—2a> IV RKRAVNEBZEY—2a>EZRELET, 2 OBEHR AWS

Health 2L T, BE 7 BEDA R N F—ZOLR—KNEBMEBELET., 7OVT 17TV RAR
AV hNFEEEThDE, J-RED—IV70-2BRALET,

NEY D
e FE:JavaZFEHALTIBX7 HE®O AWS Health IR R TF—REHE T3
« TF:Python ZFEAL TIBE 7 HE® AWS Health AR KR TF—XEZWEB TS

FE:Java ZFEHAL TBE 7 BE® AWS Health A1 R N F—XEWET
)

BIREMY
Gradle ZA4 2 AN—I)LTBDLENHYVET,
Java DHIZFERATBDICIE

1. GitHub * 5AWS Health SATAM T RARA > ROTFEZX I O—RLET,
2. FEFOPIY MO high-availability-endpoint/java 4L I NVICBEBLET,
3. OANVRZA2VIVAVRIJTROOARI > RZEADLET,

FEBE7 BEOARYNF—227O75LTRETS 36


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint

AWS Health I—Y¥—H4a4 K

gradle build

4. AWS FRABEWMZEEITAICE. ROOANRZAHDLET,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. ROAXV RZAHDLTTFEZRITLET,

gradle run

Example : AWS Health event H 51

CcOI—RAITEE, AWST7HOVMNADIBE 7 BEOKIED AWS Health 1 X N ZIRL K
T XDOBITIEE., BHIC AWS Config H—E AMD AWS Health 1 X2 RHFEENE T,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcde4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).
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An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:
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The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ###
# [1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})

Java VYV —A
o BFMHIZ DWW TIE. AWS SDK for Java APl 1) 7 7 L > A® Interface HealthClient 8 KUY — A 1—
KESBLTEEL,

* DNSILYIOTFY7OCOFETCHEALTVEZA47Z ) OFEMIZDOVWTIE, GitHub T dnsjava %
SBLTLSEETV,

7*E: Python ZEAL TiBX 7 AE®O AWS Health 1 X N TF—X Z2E5
ER:

HBIR&H
Python3 24 2 ARN—ILFTRDLEN HVEXT,
Python O #lZ RT3 ICIE

1. GitHub A* SAWS Health SATAMIY RRA >V hOTFEEZFVO—RLET,
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https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
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2. FEZ7OPIYVKNDhigh-availability-endpoint/python 4L NJIZBEBLET,
3. OXNVRZAVTAVRITRODAN RZADLET,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

Python 3.3 AR T(d. virtualenv Z4 2V AR—=)LTB2RDYIC, #HKZAKD venv £
Ti1—)EFEAL TREBREZERNTEET, FMICODVTE, Python®dU I 7H A K~
T venv - Creation of virtual environments 2B L T EE L\,

python3 -m venv v-aws-health-env

4. KONV READLTREREEZET VT 1 7{LLET,
source v-aws-health-env/bin/activate

5. ROONY RZADLTHEFERFZEZA AR —ILET,

pip install -r requirements.txt

6. AWS SREMEHZIEETAICE. "OOAIXREAHNLET,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. ROOXVRZAALTTFEZRITLET,

python3 main.py

Example : AWS Health event 1

COO—REITE. AWSTHI RADOBE7 BEDOHIED AWS Health 1 X2 M Z2IRL &
T, AOEAE., AWS £+ 21U F 1 BHD AWS Health A1 X R ZRL KT,

INFO:botocore.credentials:Found credentials in environment variables.
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INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47ch-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS #### [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/

security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
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https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. mILES, ROOANY RZADLTRENZ VZEMIILET,

deactivate

Python UV —A
« Health. Client MFHHIZ DWW TIE., AWS SDK for Python (Boto3) API ') 7 7 L A% SHBL T
<EEL,

« DNSILYOTFY7OCOFETHEALTVWED /47 Z ) OFMIZ OV TIEE. GitHub T dnspython
V=ILFYRNEY—AD—RESRBLTLIEEL,

F1— RN TF)L: AWS Health APl & Java @ {& A5l

XD Java J— Rk, AWS Health 254 7> NaefB{btL, ARVRNETIVTFATAIZETRIE
WMEMBIDHEZRLTVET,

ATV 7 1: FALEHRZ LT 2

AWS Health APl EBET 2. B BERRIBEHRIBDETT, AWSTHIUY MNIEERSITSIT
WBEED IAM1—H—DOF—RT7E2FEHATEET,

AWSCredentials €1 > AR > A%ZERL THHEILL £ T,

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(

"Cannot load the credentials from the credential profiles file. "

+ "Please make sure that your credentials file is at the correct "

+ "location (/home/username/.aws/credentials), and is in valid format.", e);

F21—KNYJT)L: AWS Health API & Java 01 ) 42


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/health.html#Health.Client
https://dnspython.readthedocs.io/en/stable/
https://github.com/rthalley/dnspython/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/auth/AWSCredentials.html

AWS Health I—Y¥—H4a4 K

}

AT Y7 2: AWS Health API V247> N a#l8{tT %

BIDATY 7T BB/ A TV N EEAL T, AWSHealth 7547 M EERL E
9,

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient

new AWSHealthClient(credentials);

AT Y7 3: AWS Health API AR L —> 32 ZEAL TA XY MEERZEE
595

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
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System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));
describeEventDetailsRequest.setlLocale("en-US");

AT Y 7 3: AWS Health APl ARL —> 3> #ERLTARY MERERBET S 44



AWS Health I—Y¥—H4 kK

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
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import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());

AT Y7 3: AWS Health APl ARL =23 V2 AL TARY MNMERZTE TS
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Dt+1')7T 14 AWS Health

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HELER TS
BOERHZERLEILOCBREENET R EVR—ERYND— IO T —FTIOF Y EERTEXRT,

EFIVTAE, AWS BEREHBEROBOERARAETI. EEAEETILTRE, Cheo >0
ROEFIVFABLTITZTRAOEFIVT A EHALTLET,

« V77RO EFIVTA -UTIRTAWSAWS HU—ERZRITITDA1VT7ZARNTZIF v &R
EIDAWS BN HNEXRT, AWS KL, TR, R2ICHEATERZI Y —ERALRHLTLERT,
B—RN—FT 1 —OEEERZF, AWS AV T FATVATOTZ LAV T AT ATOATZ LD
—RELT, HHOEFIVT 1 OAMEZEMNICT AN XK, FEAEHZIT54
FOoAZ7A7ZLOFMIZOWVWTIE AWS Health, "V 7 SA T2 A7AT S LAWS IC KD
KEEANOY—EROAVT AT ATOTZ L1 ZZRBLTLSEE L,

« VZT7RAOEFIVT A -BEROEER, FATD AWS H—ERICK 2> TRIY XTI, T
2. 8FRE. BFROT—ZOHENE, EROEH, SLUERTREEESIURGZEDOM
NDERICOVTEERZHWVWET,

CORFIXVNG, ZHEATIBOEEREETINOEALFLZZERTDOICKILEET AWS

Healthe ATOREY I TR, EF1VTABKTAVTSA T AOBWNEERT S AWS Health
KO BERETDHEERLET, £, AWSHealth JY—RADEZR TP REICKI DM
D AWS H—EAOFERAFELCOVTEHALET,

N

« TOT—ZRE AWS Health

« AWS Health@ 1= DT A F U TATABRET IV AEE

- TOOJRBEEZZR Y AWS Health

« MOV T 4T > A&E AWS Health

- DMEZEM AWS Health

« AWS Health DA 72 ARZ0FvFa1 VT4

« TORE LMD AWS Health

« AWS HealthOtF 1 )T AICBTRIRARNTZIVT1RA
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T O T —X{RE AWS Health

EFAWS HEEFI., TOF—XREICEAENET AWS Healthe COETFILTHRHAT ATV
&5, AWSREINXRTOD 2#2RTID 90— NINA2VTFANSZIVF Y+ R2REIDEEIN HYVET
AWS V5 R, I—H—lk, COAVTTZARNTIFYTHRAMNEND AT OVICKHTZEER
WHIEITH2EENf HYVET, T, FHITD2 TAWSOH—FER |, OEFIVFTAREEEEBIARY
E1—H—OFEFERBYNET, F—RTFANI—OFMIOVTRE, F—E2TFAN—ICEBTS
FL<HIEFMESBLTIKEE Y, BRNTOF—XREOFMIZIOVTEF, AWSEF21UF 070
JICEBENE AWS BEERETEFTIS LV GDPR D7/ OJBEESRBLTLKEEL,

T—RREOBWT, FEALEHRZHREL AWS THU K, AWS IAM Identity Center & 1z l& AWS
Identity and Access Management (IAM) ZFEAL TELX D 1—H—ZHRETRD L ZHEHLET,
COFZEICLEY, ThEADD I TEZRTIDLEHICHAEBEROAN G I —ICHEEhET,
Flh, ROFETT—RZRBEIDEELHEDHLET:

« BT NIV NTSERFEL (MFA) Z2FERALE T,

« SSLITLS ZHEALTAWS DY —RAEBELET, TLS12HAHUET, TLS13 ZHEMHLET,

« TAPIED—Y—TFTOT4ETAOOJRHREFREL TF AWS CloudTrail, CloudTrail ZE# % £
AULTAWS 7O9TAETAZFYIFvyIB5ECDOUVTIE. " AWS CloudTrail 21— —H 1
R OCloudTrail EEFFDER 1 2SBL TS EET L,

« AWS BBtV 1—>3>eE, ZOHOIXNTOF7AI)LMOEFIUT4O MO ZEA
LEXT AWS o —E A,

« Amazon Macie BE D EELBZEBEIhEtEF21UT 4 HY—ERZFEALET, 5k, Amazon
SBICRBETNTVEIERT—2ORHEREBEEIELET,

e ANVRTFAVAVE—TIAARAERLIEFEAPIAWS ZN LT ICT IV EATSHEEIC FIPS 140-3 1
AEEABESILED - BEZBEE. FIPSTY RRAV N E2FEALET., FATBER FIPS
IV RERAY NOFEMIOVTIK, TEFBFRLERE (FIPS) 140-31 2ZRL TEE L,

BEEDEX—)LTRLAZEDEBMR -EEERTHRZ, 27, KL [EH] 71— REED
BRHEXOTFARNTZ A= RIEHBVIEZRLSBBOLET, ChlF, I>VY—JL AWS
Health . API, F7=l& SDK ZfEAL T AWS CLIEFfttd AWS OH—ER ZRETIHEEE
BKTY, AWSSDKs &Y., RIERBAMICEAET D HHAZROTFAN I A —ILRICADLET—
S, BRELIZMOTICERENDBEENHY KT, A —/N—IC URL ZRRETZHE. ¥
DH—N=—ADVIITARNZRIATEDLSIC, FAFEHRZ URL ICEDBV L ZBM<BEHL K
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— 2 EEE{L

AT —2% AWS Health BS{L T2 HEICEITAIUTOBRESRHL TEE L,
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« AWS Health ZJ [CEJ3<§H
« AWS Health IAM O—)L

AWS Health 74 T T AT AXR—ANDR) > —

IAMT7ATFoTATAR—ADRI) D —Tlk, FHELREBEIET I3 EDVVY—RZEE
TE, SSICTIIAVNHFAFELFERENERZGEIEETEET, AWS Health i&, BEDOT Y
ar, DY—RA, BrROKZH/F—%ZHVAR—NLET, JSSONKRV—THERHITZIITNTOEXICD
WTik, TIAM 1—%—HA Ry ® TIAMJSON RV —BENOU 77 L Ay 285RBLTILKEE
Wo

FToay

EEEIE JSONAWS ARUS —&FERAL T, #HFAMICTIOELATEIHNEEETEXT, DFY), &
DTIVINUDEDVY —AICKRLTENDEDIBZFHBTTTIAVERTTEZHEVNSZLET
9,

JSONRUS—0 Action BERICEKARV—AOT IV ALZHAELRIIERTDLEOICEATED
TovarvphRREnkd, RUS—T70>a > 0RFREE. BEMITS N AWS API AXRL —
2a ERLUTY. —HMTB API ARL—23VOBVHFTOHOT I IVEE, W25 DH
ADBYET, T, RUI—CEROT IS I VNI BERFIRL—TIVEHYET. Ch50E
M7o>a> EKE7IaERENRET,

COTIIAVRIBEERTSNEARL -2 AV ERITIZEHOT IV EAFIZHETEIRY —
THEAEIhET,

DRV —=Fo2arvik, TOo>a>owl7L74 Y9 A AWS Health ZERAL &
Jhealth:, =& X, DescribeEventDetails APl AR L —> 3> #FEHAL T, BEL A
RYNCHETHEFMABRERTIAD TV LAFTZ2I—H—ICHFETHICE. RV —IC
heath:DescribeEventDetails 793> &2 EbET,

RS —AF—R AV RNIZIE, ActionE/lE NotActionEEEZEHBIUENHYWET, F. 2D
H—EATETTEDRRAIVZLERTHHBEOTI3a>0OtEY M AWS Health 2 E&ZL £ 9,

B—QRAT—RMXVRNIEBBO 7O 2BEITHICE. ROXSICAVNTXEYIWET,
"Action": [

"health:actionl",
"health:action2"
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DAILRD—R*ZHEALTEBOT VI ZBETDENTEET, HIRIE, Describe &V
SHEETHREDIIXNTOT VAV EEBETSDICE. ROT70>3a>asgbET,

"Action": "health:Describe*"

AWS Health 72> 3> Q) ANZHEREITDICE, IAIMIA—HY—HA RO " TEZEnDT7 03
>~ AWS Healthy Z2BLTEEL,

VY—2A

EEEF JISONAWS RUS —%2FERAL T, #AMICTIVEATERZDNZEETERT, DFY, &
DTIVINLFED)Y—RAICHLTEDRSBRUTTT I IVERITTERHEVWSZET
ERD

Resource JSSONRUS —BREFE T IV AVHABAEThD AT IVRNERBELET, AT—KX
~ MZIFResource 721k NotResource BERZEHIXENf HYVET, RANTZTIVF1AEL
T, Amazon )Y —AZ—LAL (ARN) ZFERAL TV Y —AZEELET, chlEk, VY—ALXRIL®D
FHEHENDBED)Y—AZATZHR—RNTBTIAVICRHUTERITTEERT,

ARL—=2320VAMLBEE, VDY—ALRNILOERZYR—KNLBEVT IS 32 0BEE. A
T—RXDRFIXNTOVY—ALCERAETDCEZRTEDIC, DAL RA—R M) ZFEALE
ER

"Resource": "*"

AWS Health 41 X2 MZIE, XD Amazon J Y —AFR—LAL (ARN) ERA BV ET,

arn:${Partition}:health:*::event/service/event-type-code/event-ID

EAE, AT—KMXZ NT EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456 4 X2/
NEEETRICE, RO ARN ZHEALET,

"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

BEOTHIMNIETS Amazon EC2 DI T M AWS Health A1 R R EZIBETDICIE. 94
RA—R M ZEALET,
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"Resource": "arn:aws:health:*::event/EC2/*/*"

ARN OFEROFMIZOVWTIEE., "Amazon )YV —AF—LA (ARNs AWS "H—EARFIZE, 25
BLTLSEZL,

—Z®D AWS Health 72> 3>k, BENDVY —ATRITTEXTEA, COLSIBBERETAILR
N—R*ZFERAITIHEN HVYET,

"Resource": "*"

AWS Health APl ZRL =23 Iilik, BEROUY—REZEHDRENTEXRT, LR

(&, DescribeEvents AR L —> 3>k, BELET7 AL E—RUHEFBLTARNIETZHERZ
BLULET, chldE, IAMA—H—NDNCODARINERTIBZDLEOOT IV EAFTZ2HE > TVWHIHE
NHDEZERLET,

BRIV —RAZE-AT—MXVRTEETSICIE. ARN ZHI TR XTI,

"Resource": [
"resourcel",
"resource2"

AWS Health I, AJLAA X2 K& DescribeAffectedEntities & & U DescribeEventDetails APl A
L==>3a>oUY—RALRINOT O EAFAOEEYR—NLET, FMICOVWTEK., TUY—AH
LT3 VICEILEN, BSBLTLSEETL,

AWS Health VY —A R AL 7&ZM ARNs " TEZEEZ 1D )Y —A AWS Healthy 25BL TS EE
Wo ENT702a2THEIVY—ADARN ZIEETESZHICOVWTEE, AWS HealthTEZEEn2 7
723 ZRBLTLKEEL,

Sfhd—

EHEEEF JISONAWS KU —Z2FERAL T, #AMICTIVEATERINZEBETEXRT, D&Y, &
DTIVINLFED)Y—ACHLTEDRSBEFHRHTTT I3V ZRITTEDHEVWSZET
EE

Condition % (¥ l& Condition 7Ov V) ZEATR L., AT—MNXU NI BMEZGEEEE
TZET, Condition BREF AT 3>>TT, AN KRBRED FHEET 2FAL TEHF
RNEERL T, RUS—DOFRBEVITIANADEE—RE BRI ENTEET,
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1 DNDAT—RMXY MNIEHBO Condition ERZEBETHES. £k 1 D0 Condition BRI
BREOFXF—%2IBETZEHEE. AWS TR AND REEETEFEALTETNSEZFMAELET., 1 20K
HBF—ICEBNEZEETDE., EHREBORARL—3a U EFALTEHFAWS £25HELET, A
T—RM X NDERIFEETNDENICINTOREN BTN BENHYET,

FMHZEEIIBRICTL—ARILA—BHREFEATEEY, fIREF IAM I—H—IC, IAM 1—H'—
BNRTRTFENTVRBEDOR Y —ALT IV ELATEZHRENETDENTEET., Ml
C2VWTR, TIAMA—H—HA R O TIAMAKRU S —DEZR: ZHELVET ) 2ZRBL T ELE
W,

AWS &, YO—NLEHF—EH—ERBEORAF—EFR—RLTVET, TXTOAWS
SO-NLEHF—ERBTHICE. IAM I—H—H 1 ROAWS TJO—/VLEAIVFF AN
F— EBBLTLEE D,

AWS Health BB OZHEF—0EY hZ2EREL. W< 2AOTO-NILEZEHF—OFEREYR—b
LTVWERT, IXTOAWS JO-NILEZHF—2#B IS0, IAMI—H—HA ROAWS "J
O—NAERAEITFARF—1 ZBRLTSEE L,

DescribeAffectedEntities & & U* DescribeEventDetails APl AR L —2 3 > &
health:eventTypeCode 8 KT health:service Z¥F—&EHR—KNLTVWET,

AWS Health ZHEF—OJ AN ZHRBITSICE. IAM I—H—H4 RO T OFHF— AWS Health,
ZZRLTLKEEZV, FHEF—ZHEATERZ 70232 V)Y-ALCO0WTR, " TERETNDT
2> 3> AWS Healthy ZZBL T<EZ WV,

B

AWS Health 74 F> T AT AR—ADKR)>—OHERRTDICIE. T 23BLTLSEEVAWS
Health 74 ¥ T4 T AR—ADKR) —DHl,

AWS Health JY —AX—ADR) > —

)Y —=AR—=ADRI I —F, BEES LTI NILA AWS Health UY —RAICK L TEITTE
BTUOAVERHEIEBETD IJSONRII—RFIAIXINTT, . ALARAAIRVYNDODUY—A
R—=ADT OV EAFAR) S — AWS Health ZHR—KLET, VDY—AR—ADKRI)Z—TF, U
V=R EWBD PHI NI ERAFTENETRZIENTEET, VY—AR—ADRI I —%
FALT., AWS H—E XA AWS Health A R NCTF IV EATR L ZHFUTRDEETEET,

DOAARATADURNT O EAZBRCITBICR., PHOY RN2E, EEBOTAT MO IAM I
TATAZ))—AR—ADRI =TIV N)LELTEELET, VY—AR—ADRI > —
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WCOOQARATADROTII NI ZEMLTE, FEERE¥IULIBIEABVRIEELT
EEWV, ZUVINLEVI—ANEBD AWS THIUNCHZHBERE, 7V NIV T4
TALDY—ANOT IV EAFAATENETILENBYNET, PO ELAHARK, PATFT4T4
R=AQRV—ZBIVTATALTRYFIRETHELET, EEL, VDY—AR—ANOR
=T, AUTHAIVRNOTVINIANDOT IV AEFFEENTVWRIHEEE. IDRX—ADORY
S—ESIINEITRIHMEREHEEA, FHICOVWTE, IAMA—¥—H1 R0 TIAMO—)L &
Y —AR—ADRI—EDHER) ZZRLTLSEE W,

AWS Health (&, DescribeAffectedEntities & & U* DescribeEventDetails APl AR L —r3>nl)
Y—=AR—=ANDR) D —OIhZHR—NLET, chsnT7o>a>zEzRVI—TIEELT, AWS
Health f X NCRLTT7 V23> &RTTEDTVIONINI D TATA4 (THIOUN, 1—
H— O=)l, 7IFL—F14Y RI1I—Y—-)ZEHTEEXT,

Bl

AWS Health U Y —AR—ZADORI S —0FlEeRRIDICE,. "1 2ZRLUTIKETVIY—AH &
OT7 02 avICEDLLENL

AWS Health 2 7 ICE D < 58T

AWS Health Tld, VY —AQORITRIRRIIZEIK T IV EAOHBRE I R—RENTVEREA,
AWS Health IAM O—)L

IAM O—=)LiE, BEDOT IV AHFTZEODAWS THIORNADIVTAT 4TI,

TO— BB WD LA AWS Health

—BNRRIIESREFEALT, 7IFL—23>THAM2 42095, IAMKZREIZ25|12Z G5, £
EOOAT7HO > RN&E|ZB|EZ TR CENTEERT, RN BEFI )T (BB RENEITSIC
. AssumeRole X° GetFederationToken 7% & ® AWS STSAPI AXRL —23a > &ZaHUOCHELET,

AWS Health Tl&, —BHZFEAIBEROEAIYR—REAhTVET,
H—ERALCUVEn&E

H—EBEACVVEhiEO—- )l Z2FERATRE, AWS H—ERRBMO Y—EAOUY—-RICT V&
ALT, A—H4—CRD2TT7 U232V ZRTTERT.,. Y—EAUZI7O-ILE IAMTAHDI> K
RICKRREN, Y—EALI>THEENET, IAMEEEGE, Y—EAVU 70— 0OFAZxK
RCEXRIN, MEITBELBETEXREA,
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AWS Health I&, &#HETHH—ERIZUV I nizO—)L%&HKR—K L EF AWS Organizations,
H—ERICUOEhizO—)LI&k, AWSServiceRoleForHealth_Organizations EMFNE
9, O—JLIZ (& Health_OrganizationsServiceRolePolicy AWS BEER) S —HFTRY FEhTVWE
¥, BEERIVZ—ICLV) AWS Health . AWS FHEBROMED AWS THI KA SAILAARY K
TP OEATEET,

EnableHealthServiceAccessForOrganization AR L —2a > ZFEAL T, FHIOV MY —
EAVDOEnkO—-)Z2ERTEET, L, COKEZENCITIERE., £
DisableHealthServiceAccessForOrganization AR L —> 3 2RO HITBEN H W ET, TO

#. IAM >V =)L, IAM API, E7Il& AWS Command Line Interface () ZFRAL TO—I)L ZHIRT
ZFFETAWSCLl, FHFMICOVTE, TIAMI—HY—HA Ry O "H—EAICDOchizO0—)L®O
B, EBBLTIEE L,

HMICOVWTER., "T7HIME®O AWS Health 1 X NDOEK ) ZSRBLTLSEEL,

H—EAKE

COBBEICKRY, I —CRDL>TH—EANY—EARIZ5|EZFRENFAENET, C
DRBCKY, Y—EANFBERCAD > THROF—EAODVY-RARILTIVEAL, 7TO2a2%xR
TIRENFTENET, Y—EARIIZIAM T AHIOY MNIRREN, PHIVNIK2THE
ThET, 2FY, AMBEEBERFCORBEIDERZZEETEEXRT, LEL, THhICKY, H¥—ER
DHENBBEDONZEENFHVET,

AWS Health g —EAO—)LZHR—KLTLVEBA.
AWS Health 7A 7T AT A RXR—ADKRI>—0Hl

F7A2)IKRTR, IAMI—F—8RTO—)LICIE. AWSHealth DY —AZERELFEETST

DEAHFAEHY) £ A, £, AWS Management Console, AWS CLI, £ Ik AWS API % FH
LTRARAVERRERITTDCERTEEFEA, AMBEER, 1—HY—&cO-I)ICHELR, EESHE

)Y —ATHED API ARL—2 3 2RTIHERZI—HF—cO-LIIRETS IAMAKRD S —
ZERTIVENHVET, £V T, BEBERFTNS OERIVELR IAM 1Y —FEGEIIL—7
ICEDRVD—ZTRYFIRIRXEN HYVET,

JSONRUZ—RFIAIXVRNODISOFZERALT, IAMTATUTATAR—ADR) S —%4
BI2HFECOVTR., TIAMI—H%—HA KR, ® "JSON 2T TORI > —0ER) 28R TL
Z2EW,

N
c RUVS—ICEIRINRARNTZI9T4A
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- AWS Health A2V - ZFERATS

- B OHEROXRTZI—HF—ICFFATS

« AWS Health Dashboard & & T AWS Health APIADT IR

« DY—ABRVT I VICETLLZHS

RIS —ICBETBIRANTSI9F14 A

ID R—ADRIZ—&, ELFTHT NADG AWS Health VY —RAZ4ERK. 7O EA, £EH

BRTEBDESHZRELET, ChSDT I3V ERITIDE, AWSTAHIY MIHENRE
FTRARMS BN ET TATUTATAR—ARI D —2ERLIEVREL LY IDBRICE, BT
DHARZA 2 EHERERICH > T IEE LN

- AWS BEEBRUS—%BHBL. BDEBEOTIVEAHTICBITITZ - 1——LD—I0—RIZT
VEAHFTOREZREBETIICR,. Z<O—BUEI—RT—ALT IV EAHFTENHETHAWS
EBR)—ZFERALET, chsld TERTEXFITAWS 7HIU K, I—AT—ARICBEED
AWS HARNY—BEBRIS—EERTDCET, TUVLAHAZESSICEST L 2HBOLE
T, FHAICOVWTIRE, TAMI—Y—HA R, O TAWS YZ—I RARDD—, Eheld T3/
BEDAWS YZ—I RARUST— ZBSBLTLEEL,

- BRPMHEZERATZ - IAMRUS —THAZRETDHERR. FRATVORTICVERHATDOHE
RFELET. ChzefT5l, BENRHETTRENVY —AILHLTRITTEDTIIVEE
BLET, chld, FMHET IV EAFATLEHEATVET, IAMZFEALTHAZERTS
FEOFHFBCOWTE, "IAMI—Y—HA R, O "IAMTORI>—ET I AT, 28R
LTLEEWL,

c IMM ARV —TERBGZERLTTIVEREESSICHRTSZ - RUS—ICE&HBFEBMLT, 77U 3
RV —=AANDT IV EAZHRTEET, flAEE. RU—FHERERLT, IXTOUIT
ARZ SSLEFRALTEEITRRSICEETEET, XHEEFERALT, Y—ERATVZash i
EORED ZBLUTHERATNTVWBREEICAWS O —E R, Y—EAT7O23a>A0T7otA
ZHUTBHEETEEFT AWS CloudFormation, FfICDOVW TR, TIAM I—H¥—HA K, @
FIAM JSON RS —BR: M4, Z5RLTLEEZV,

 IAM Access Analyzer ZfFA L TIAM RS —Z#RFIL., B2 THEENBIERZERT S - 1AM
Access Analyzer l&, FiIBRBE RTBRFORI S —ZKRIAL T, RUZ—HF IAMRUS —FFE
(JSON) BRIAM ORARNTZI0T 41 AICERTBLSICLET, IWMTIOEARTFZA4H—&
100 ZBABRV—FIVIOERANGHRERERZRML, T2 THRENBRYS —OEREY
R—KRLET, FMAICOVWTE, TIAM 1—H—HA Ky ® TIAM Access Analyzer TR > —%&
BRIETD, ZSRLTEEL,
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« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRGII— NI —2ZHXEBETRFTIVIND
BERFAWSTHIURN, MFAZFZAICLTEF IV T 1 28{LLET, APl ARL—>3 D
FREOPEENDEEZICMFA ZRXEICTDICE, RU—IC MFAZGZEMLET, FHAICOV
T, "IAM1—HY—FA R, O "MFAZERLELZEBRAPI T OEA L ZSZRLUTLEZV,

IAM TORAKRT ST 1 AOFMICO2VTR, TIAM I—H—HA K, ® TIAM TOEF 1Y
TADRARTSOF 1A, 2BRLTLKEE W,

AWS Health >V =) Z{ER T3

AWS Health A2V —=)LIZT7 VAT B ICE. RNROTIVELAFAOEY RFBETY, ChsD
TOEAFAICKY, AWS PHTY M®D AWS Health VY —ADFMZ —BERRBLVPRRTESR
¥, BIRVEBFALNERULSFRENETATFUOTATAR-ARIS—ZERTDE, TD
RI)D—ERNFLEITAT4 (IAMA—H—FEO-L) CRULTOVY-ILFERLEZES
VICHEELEE A

DI T4 T14H5EHE AWS Health OV — )L ZFEHATEDELSICTHICIE,. XD AWS
BRI — 2T XY FLETAWSHealthFullAccess,

AWSHealthFullAccess RS —Tlk., IFAT1R@RARODEDADTILT VAN T5EnE
9,

« AWS Health RO IXTOTHTU MO AWS fBBE 1 —#EZ BN ELEEMNCTS
« AWS Health 32V —)J)L AWS Health Dashboard ®

« AWS Health APl AL —2 32 £BA

« AWSHHBO—HTHBTHVVNIEITZEHRERTTS

- BEET NV NOBEBEN (OU) DRR

Example : AWSHealthFullAccess

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(@ Note

Health_OrganizationsServiceRolePolicy AWS Y Zx— RARUT—EFEAL T, #
EBROHEDT I I RDARY NERR AWS Health TEBDKSICTBEETERT,
BHMICOVTI., TAWSHealth®H—ERICUVIEnO-LOFEHA 28RBL T
(AN
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AWS CLI £7/zl& AWS APl DA ZROHTI—Y—CE@F. &FPROIAY—-ILT IO AFAZEE
TRIBEFHEEBA, KDYIC, RITLESELTVB APIARL -3V IC—HTBT >3
YORNDT I EANFAENET,

FHECOVTE, "TIAMI—HY—HA R, O "I—HF—-AOT7 IV AFANEMN, 25RBLTE
=V,

BODEROKRRZEI—Y—ICFHATS

COBITE, A—Y—TFTATFUTATACTRYFENLEAVTAVELRTIZR—I RRUZ—DFk
REIAM A—H—CHATRIR)—OERGEERLET, cORUZ—CF, IV T,
FFE AWSCLI £2lF AWSAPI ZEALT7OJZATIOT VAV EETTRT IV AFHA
FEEFIhTLET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Resource": "*"

AWS Health Dashboard & & T* AWS Health API ANDT7 V1A

AWS Health Dashboard &I XTH AWS 7HO 2 NTHEHATEET, AWS Health APl &, EZ X%
A IVB=TFARXFUZ0T, FEEIVE—TSAAYR—=—NTZOTHI NTOIKEH
TEET, ;FHlICOVWTR, THR—K1 ZSRLTLSEZL,

IAMZFERLTI>T14 74 (A—Y—, JI—7, £EO-)) Z2EHRL., ThsOI T4
F 1 |2 AWS Health Dashboard & &' AWS Health API ADT7 UV AHFAdZ2NFETEET,

F7 ) NTIE, IAM 1—H—(F AWS Health Dashboard £ /= l& AWS Health API IC 7 Ot ATE
FtA. AMRVSD—2EBE—QI1—%— 1—H—0J)I—7, £LEO-ILIITEYFITRIL
T, I—H¥—IZFHI>Y KD AWS Health BRAD T VA EHTLE T, HMI-D>W TR, 7D
(A—Y—, )=, O=))s & TIAMAR) > —DBE, 28BL T,

IAM I—H'—ZERLES, chsOI——ICEONAD—RE/ETEXRT, TOR, Th
DURNEBEOHAAR=JERLT, PADOVNCH L2420, AWS Health 52 RRT
EFXT, FMALCOVTR, "I—HY—HT7HIVNCHAA2TEHE 2ZRLUTSEZL,

(® Note

KNHERZE D IAM 1—%—& AWS Health Dashboard ., 71> N EDOFXTH AWS
H—EATALABRICHKABYEATT I ELATEET, chllld, AmazonEC2 1A
22 AIDs, EC2AVARVAIPTRLA, —MBZEFIUTABHAZED AWS UV —
AIDSHEFEFNFTITHN, ChsSICBREThFEA,

EZEF., IAM R 2 —hA" AWS Health Dashboard & & T* AWS Health APl ICO& T VA
ZEFA9AEBE. RUY—NHEAThD 1Y —FEO-LE. O IAM KRV —D"FD
TOEAZFALTVEWEETE, AWSH—EABRTEED Y —AICELTER/E
EIXNTOBHRICTIEATEET,

APl D 2 DOJI)—7"%ERTE ET APIs AWS Health,

« 2 DOTFHD> N - DescribeEvents X DescribeEventDetails B EDANRL —> 3> #FEHAL T,
ThHI> RO AWS Health IR NI T2 1E8MEMEBETEE T,
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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« 8T 70> ~ - DescribeEventsForOrganization & & U DescribeEventDetailsForOrganization 7
EOARL—2a>aFEALT, #HBO—BTHBTHT2 MO AWS Health 1 X MNZBET 31
WEMETEET,

EAAIEEE APl ZRL =232 OFMIC OV T, AWS HealthAPI U7 7 L AZZRBLTLSEE
W

Bc<nTF7o>3>

IAM 7R —® Action TL X2 N%& health:Describe* ICERETEET, ChlZkl), AWS
Health Dashboard & KT NDT VAN FFAIE NhET AWS Health, &, eventTypeCoded KT
H—EFRACEISKARYMNAOT A MO—)L AWS Health #H7R— KL £ T,

T Ot ADFHA

CDRD)D—AFT—BM X ~&E, AWS Health Dashboard & & O'EE M Describe* AWS Health
APl ARL =23 2AOT IV AZFAILET, LEAE., CORDVD—2ED IAM 1—H—
l&. AWS Health Dashboard ® (Z7 21t AL T DescribeEvents APl AR L —> 32 % AWS
Management Console AWS Health FU'H T &N TEET,

Example : 7 7 ADF A

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
]I
"Resource": "*"

3
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/
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TOEAZERTS

CORD)S—ATF—RM X MK, AWS Health Dashboard & & ¥ AWS Health APl AD T VA%
BELET, ORI —%EFHD IAM 11— —(E. AWS Health Dashboard T 22X/ R T&E 3 AWS
Management Console ., AWS Health API ARL —> 3 ZROHTEETEERE AL

Example : 77 EAZERTS

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
H
}
AlgE 1—

DHABE 1 —2BRICTBHFEIE AWS Health, AWS Health & & TF AWS Organizations 7 92> 3>
ANDT I EAZHATIHENHYVET,

IAM RS —0 Action BRICE. AOT I LAFAZEHIBEN HVET,

* iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess
* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess
* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

organizations:ListParents
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& APIs, IAM 1—H%—74 4 ROAWS Health APIs TERE 2TV 3V EBH) 22RBUTLKE
=W,

(® Note

APIIZT VAT, HEBOBEETHI Y NORIBEREFEATHILEN HV)ET AWS
Health APIs AWS Organizations, F#IC DWW T, "7HV 2 FE® AWS Health 1 X2 k
NENL ZZRLTLEZ L,

AWS Health 8 1 —AOTF7 7t AT

CORID—AT—RM AU N, BBE 1 —#eEIC X BRI NTO AWS Health & KT AWS
Organizations 7 2> 3 ADOTFT V2 AZFAILET,

Example : AWS Health 81 —\OT7 VA ZHFTTS

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexrviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",

FTATFYTATAR=ADRI S —Df "


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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"organizations:ListParents"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
health.amazonaws.com/AWSSexrviceRoleFoxHealth*"
}

AWS Health fiiE 1 —\OT7 UVt RAER

CORIS—AT—R X2 NE, AWS Organizations 77> 3 ADT IV EAZEBFLETH,
B2DOT7HO2RDOAWS Health 79> 3> AOT7 O tAZFALET,

Example : AWS Health i 1 —\OT7 VA ZERTS

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"health:*"
1,
"Resource": "*"
},
{

"Effect": "Deny",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexrviceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"

FAFUTATAR—ADOR) S — 04
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}

}

},
{

"Effect": "Deny",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

health.amazonaws.com/AWSSexviceRoleForHealth*"
}
]
}
(@ Note

TOEAFAAZNETRZ Y —FLREIIL-TCRICIAMARU S —FH2HEEF. TOR
)2 —IZ AWS HealthEI BEDR S —AT—K X N ZEBMNTERT,

UY—RAB KBTI IV ICETRY

AWS Health &, DescribeAffectedEntities # & O DescribeEventDetails API XL —> 3> ® IAM
SUHEYR—KNLET. UY—ABLVTIZIVR—ADEHSEFEAL T, AWS Health API A
A—Y—, JI—7, FERBO-LCEEIDAIRVNEZHRTERT,

ChETSICE. IBMRUS—O Condition 7OY V%2 EH TN, Resource EEZHREL
T, WEHNEEZFERAL T, BED AWS Health IR RNT7 4= )LRICEDVWTT7 VA %ZHIPRTE
x99,

R —T AWS Health ARV N EZEEETDEER, ADT 1 —)LRZFEATEET,

* eventTypeCode

TAFEITFATAR—ADOR) S —DF| "


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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e service

® XE

« DescribeAffectedEntities & & T DescribeEventDetails API AR L —> 32k, UY—AL
RILVOT O EAFAZYR—NLTVET, HIZE, FED AWS Health 1 R N ZFFA
FLEERTRIRV—ZERTEET,

« DescribeAffectedEntitiesForOrganization & & ' DescribeEventDetailsForOrganization API
ARL—=23 2, VDY—ALRILOTIOEAFTEZFR—NLTVWEEA,

« FHICOVWTE, "H—EAFRAUT 7L A1 OAWS Health APIs EBHIDOTF 73
V. UY=R, BrRUTEHF—, 28RBLTKEETV,

Example : 7 V2 3 U R—AD %4

CORD—AT—KM X M&E. AWS Health Dashboard & & TF AWS Health Describe* APl AR
L—>3a> A7 0EAEHFALETH, Amazon EC2 (CEBE T S AWS Health A X RADT Y
T AZEBLET,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

},

{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:sexvice": "EC2"
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
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Example : )Y —AXR—AD &M

RDOR)S —TEHERIZIEL TTAH, Resource EEZ#RDYICEALTVET,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Descxibe*"

1,

"Resource": "*"

3,
{

"Effect": "Deny",

"Action": [

"health:DescribeEventDetails",
"health:DescribeAffectedEntities”

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3

Example : eventTypeCode @ %44

CHIRIS—ATF—KM X M&E., AWS Health Dashboard & & ' AWS Health Describe* API A~

L—>23a>A0T7 A ZFTLETH,
fEFeventTypeCode L FE FAWS_EC2_*,

IZ—39% 23D AWS Health I R NADT V1A%

FAFUTATAR—ADOR) S — 04
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"Version": "2012-10-17",
"Statement": [

JSON
{
},
{
}
1
}
/A Important

"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringlLike": {

"health:eventTypeCode": "AWS_EC2_*"

}

DescribeAffectedEntities & & T DescribeEventDetails AL —> 3> ZFHU0HL T, AWS

Health 1 X2 RADTFT I A
hET, FMOVTE,
LTLSEEL,

AWS HealthID E7 9 EADKZ TN 21 —FT 127

AN VEE,. AccessDeniedException T —A"RRE
TAWS HealthID E7 9 EADRZ TN 1—TFT120, 28R

ROBEHRZFEAL T, BREIAM OFERARFICHKET 2 AEEMEN H 2 — RN ZEEZ 2l AWS
Health U THIEL F T,

NEY D

NSTNZa—Fa42Y

75


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health I—Y¥—H4 kK

« TTVAVERTIDHERN H V) T A AWS Health

- iam: PassRole ZE1T 9 2R &L

« POEARF—ZERTRLEV

- EEEZELELT, MOI—HY—ICT UV EAZHFAL £\ AWS Health

« BN AWS PAHI NUADI—H—ICBZD DO AWS Health )V —AANQOFT IV AZFFAL 20

TTF YAV ERGTBHERA H ) T A AWS Health

TT 023> RRITTRDHERN LV E AWS Management Console BHIE h =B A Ik, EEEICER
LTHR—RNEZKEITIZLEN HYVET, BHOEBEISEFERO LI —RBE/NAT—RZRITL
EATT,

ZMAccessDeniedExceptionT 77—, 1—%—A" AWS Health Dashboard & 7z l& AWS Health
API ARL—> 32 Z2ERTAT I/ EAFTZHE > TLW B VBEICRTENET,

COFE, A—F—0EBEFIRV—2BHL T, IV -—TILRAZHTITILEN HVET,

AWS Health API IZId. OEDPZRA, IVR—TZA4ARXAFAT207,  EEIVE—TF4XHKR—
NTSUNBETTAWS HR—ho EDPRR, TUER—TSAXFAZ207, LRIV EZ—75
AAYR=RNTZ20BVTHD "D S AWS Health APl ZF U HT E, XROITT—1— RHFRE
NET, SubscriptionRequiredException

iam: PassRole Z3E179 1R A% L)

iam:PassRole 793 #EZTT2ERIBVEVS IS —HFRRENEESEF., RUS—%F
L TAWS HeathiCOA— )L Z BT ENTEDRDICTHDHENHYET,

—#D AWS DY —ERA TR, HILLWH—EAO-IILFLERY—ERALCUVEnLO-ILZER
TRIRDYIC, BEOO-NZZOH—EACEICENTEXRT, TOLHICE., Y—ERAICO—
N ZETHERNILVETT,

LTFofloIZ—E, marymajor £WVWS IAM 1—H =AYV —I)L%ZEHAL T AWS HealthTF7 ¥
2aAVEERTULESTRIHEEICRELET, L, CcOT702aaY—EANERTITRICE.
H—EAO-IASHEENLERIBETT, XTU—ICE, O—LE2Y—ERICETHFINF V)
FE A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

NSTNa—F42Y 76


https://aws.amazon.com/premiumsupport/
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CDFE, Mary DRV —ZEFH L TAT ) —IC iam:PassRole 7O I NRTEHFT T B4
ENFHYET,

BR—MABEZSEEE. AWSEEBELCHSBLELESEEZV, YA/ ERBHRERMEL 128
HENEEETT,

TOEAF—ZRRLIEV

IAM 1—H—T7 O tAF—%2ER L =E&EF., WOTETIVEAF—IDERRTEXT, L,
—OLYRNTIOERBAF—Z2BRRTDERFTEEXFRA, >—ILYRNTIOEAF—2HKL 5
Bl FILWIZPOEAF—RTE2ERTIVENF HVET,

TOHEAF—&, 7UtAF—ID (fl: AKIAIOSFODNN7EXAMPLE) £ —O L Y RFT O AF— (Hl:
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY) ® 2 D CHERENTVET, I—H—RK /N
AD—REAKIE, VIOTIANZRATDLEDHIC, TI/EAF—IDE—IJLYRNTIOEAF—D
MEZERATAIXLENfN HYVET, I —BENAD—RERAKIC, TIEAF—RBRLICEELT
<fEEEL,

/A Important

ERDI—Y—ID ZHFIDLHTH>TE, TV/EAF—Z2F=FBIRHELBZVTE
TV ChIZRY, \NOKGHNBET I EAEZI Y —ICRHETEXRTAWS THIU N,

TFOVAXF—RTEERTDIEE. TIELAF—IDEI—IVLYRNTIVEAF—%2ZELBEMICKE
BETR2ERDICROBZTOVTIIRRENET, COT—ILYRNTIEARAF—F, EERBICOKE
BATEEY, O— VLY RNTIOEAF—ZHRLEBE. IAMIA—Y—ICHRT7IVEAF—%EM
TRIBENHYVET, PTIEAF—RBBRR2ODOETEIENTEERT, BRIC2 2H 258, #
BE¥E—ARTEZERTDEIC., WVThDAZEIBRTIVENHVYET, FIEZRRITDICE. IAM 11—
H—HARD T7OEAF—NEE, #BBLTLIEE,

EEEELT, OI—F—ICT7 O EAZFTL L AWS Health

D 1—HF—ICT OV EAEHFATBICIE AWS Health, PO EREMXBETRDI—H—FKERT T
VTr—>3a>ICT7 VAR AZRETIHEN HVET. AWS IAM Identity Center ZEAL T1—
Y—eT7VT—23 28832860, TVEALRILZERTD TV EAFITEY 21—
H—FERGRTIL—TICENETET, POERAFTY M, I—H—FE@T77VT5r—232I1CHE
ERfFSshTWD IAMO—-)LICEENIC IAMARD D —ZERL TEIYHTERT, FHEICODVWTE.
TAWS IAM Identity Center 1—H'—HA Ry @ "7 O AFTEY by ZZRBLTLSEZV,
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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IAMT7ATFTAT422—2FALTVEVERR. TO/ERAZHXEELELTVWRI—H—FI

T7UT—=23a>0IAMIVTAT4 (A—Y—FBGEO-) ZEKITZBENBYVET, R
2. AWS Heath®BYI BT I AHAZNETIRII—%, TOIVTATALTEYFIS
BRENFHVES, TOEAFANSEEN LS, - —FKEBET7VTr—2 a2 REEEICFEILS
HEeRBELET, ChSORABEREFEALTAWSIETIVEALET, IAMA—H—, JIL—7,
RIS —, PORCAFAOEROHMBICOVWTRE., "IAMI—H—HA R, O "IAMT AT T4
TA1ETIAM QRS =TI AFA) 22RLTSEEL,

HBZ20OAWS 7HDOY NAADOI—H—IZBSD D AWS Health UY —ZAADT It A
ZEFALEV

DT HIY NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO-ILZER
TEXRY, O-LDEEZFZEERXIZDI Y —ZEETEXRT, VY—AR—ADRIZ—FKI

B77€AOMO—ILJAN (ACL) ZHR—KIBH—EADHE, ThS5ORU—ZFERAL

T VDIY—ANDT I EARERETEEXT,

ARICOVWTR, UTZZRL TS EE W

« NS DHEE AWS Health ZH7R—RNLTWVWBAESH ZHBIEITSHICE. "1 23BLTKES
WA IAM & AWS Health E# 9 % 5%,

s IBEAWS 7AHDOYR LTWVWD OUY—ANDOT IV EAZRHITZFELCOVTE, IAM 11—
HW—HA RO "MEAWS TAIVE LTVWREIO O IAMI—HY—\NOT I tAZEMRTSD, %
ZRLTEEL,

c DY=ANDOT IV EARZHY—RN=FT 1A —ICRHIDIHFEICODVWTEE AWS THT M, 1AM 11—
HW—HARD "H—RN—FT 1A —AWS TAHI KN FFIETE NOT7 I AZRETS ) 25K
LTLEZL,

*c D7IFL—232ENLTITIVERAZRHETZIHFELCODVTR., TIAMI—H¥—FHA R, D
PANERCERAEE NI —— (ID 7IFL—23 ) AT AN 22RBL T EE L,

s VAARATHIRNTOEALCEFAO-INEVY —AR—ADR)—OFERAFZEDEWVWICOVT
. "IAM1—H%—HA R, O TIAMTOOOATHI RO —AANODT It A ) #SBL
TLEEL,

AWS Health®H—E AIC) o ni-O0—-)LDOFEH

AWS Health (& AWS Identity and Access Management (IAM) H—E AIC) O hi-O0—) Z#EH
LET, —ERICVZ7EnzO0-)LE, EEVI7ENE—EOXRA47 0O IAMO—)LTYT AWS

H—ERAVI2O0-)LOER 78


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Health, H—E AU > 0O—)Lik. AWS Health Ik > TERIICESZSEThEO-/ILTHY . BEHEL
50 AWS O —FE R Z2FHRUOHITEHICHRERINTOTIEEAFTZEATVET,

H—ERALCVVEnEO-ILZ2ERAL T, YEZT VAT ZFEHTEMAWS Health L&\
KO ERETEXRT, B, Y—EARALCVIEnO0-IOT7 7 tAFFA AWS Health ZE& L
T, RICERETNTVIBEZRE, OANTOO—I)LZ5EZT AWSHealth 2 ENTEE
T, ERSNEFACREERI—EFARID—HFEEN, TOFARIS—ZHO IAM T
TATACTRAYFIBRLERFTERE A,

AWS Health®H—E R D> O0O0—=IOFT 0t AHFA

AWS Health (2@ 2 DO —EARICU > VEnzO0-IILFHYNET,

« AWSServiceRoleForHealth_Organizations — < ® 0—JL & AWS Health
( health.amazonaws.com) ZE¥L T, 77tEAT5O0—/ILZ5|EZITAWS DH—ER &
F, cOO-NICTRYFENTVS DK, Health_OrganizationsServiceRolePolicy
AWS EERDZ—TT,

« AWSServiceRoleForHealth_EventProcessor - — ®O—)LI&, AWS Health HY—E X7 U\
JL (event-processor.health.amazonaws.com) 2L CO—/)Z5|EZFFET, coO—
WZTRYFEnTVWB DIk, AWSHealth_EventProcessorServiceRolePolicy AWS &
BRUD—TY, Y—ERZTUINLIE. O—I)LZFEMRL T, AWS Incident Detection and
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"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}
}I
"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

]I

"Resource": "*",

"Effect": "Allow"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"
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BEEBOEBETAIRNTIL—RIA—F—LTHA A2 TRIEETEERT (HEREIFEE
A)o FHIZOVWTE, IAMA—Y—HA RO AWS "T7HO O —RI—H—T IO EAF—
Z0Y03%, 22RLUTLSEET W,

c IAMIA—HY—&LTHA 142358k, AWSHealthFullAccess 7R S —& &, AWS Health
B RV Organizations 77> 3ADT VA ZFETD IAMAR) > —Z2FALET, FMICD
WTlk., TAWSHealth 74T T AT AR—ADR)>—0Hl, 2Z3BLTLEEL,

(N =R/

« HBE1—0BML

s HBE1—%"RRTD

« HBE 1 —0EML

c HBOZEFEEELE 1 —ZEETD

HEE 1 —0BXE
AWS Health >V —)LZFERAL T, AWSHBARADAILARAAAR NZE—THICKRRTEXRT,

BERE 1, IXTOAWS HR—KN 7S TEMAEEKL T AWS Health IV —J)LTRIAT
XTI,

(® Note
EEBTHIRNTCOBEADTOEAZ 11— —(CEFA T 221k, AWSHealthFullAccess
RS —BEOTIVELAFANVETT, FMHICOVWTIEK., TAWS Health 74 T T 4
TAR—ANDR) S —0Hl #SBLTLIEZL,

Enabling organizational view (Console)

AWS Health > Y =)L SHEBE 1 —ZBMICTEERT, AWSHBOEET AT MNIHA
JAVIRIRENFBHYIET,

HBO AWSHealth Y 1 R—REXRRTBICIE

1. AWS Health & ¥ = 17/R— R % https://health.aws.amazon.com/health/home TBIE £,
2. FTEF—23URADO HEBORRE] T [HEBK] ZERLET,
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3. [Enable organizational view] (i 1 — D H%h{t) KR—> T, [Enable organizational view]
MEBE1—0BFML) 2FRLET,

4. (A7 32)AWS BB RN (OUs) DERAE., HBICEEZMASEEE. OEE AWS
OrganizationsZ &R L £ 7,

FHMICOWTEE, TAWS Organizations 1—%—74 R4 @ "TAWS Organizations ® {52 57
1 ZSRBLTSEEV,

® XE

« AWS Health A 1 —Z2BMICTB &, KRIOTAHV NO—RZ7ORANINY 0T
SOV RTETEN, BETERTILBINNBZIEENHYET, JOLANRTITEHN%E
FOBENBWIEH, AWSHealth OV —)LZFHAUTETRDCENTEXT., BE
ANILAARY N (COBEEZBRICTBRICERE NEAARY N FEBE 1 —ICKRR
TNBETICRAR 24 KREL D BDBENFHYVET,

« ED>RAYR—KNTZ, IT2EZ—FF4 X On-Ramp HR—h
T2, FERIVEA—TZARAYR—NTZ 0 2ERATREE
l&. DescribeHealthServiceStatusForOrganization APl AR L —> 3> & HUHL T,
T7OEADAT—RAZHETEET,

s COMREEAMICTBDE, Health_OrganizationsServiceRolePolicy AWS &
BRI —&EFEDAWSServiceRoleForHealth_OrganizationsH—ERICD > S
ENLEO-LFEBRNOEETHIVMIERAEKET, FMICOVTE, TAWS
Health®H—E RAIZU > OchiEO—I)OFER) 22RBLTLEEL,

Enabling organizational view (CLI)

##E 1 —I&. EnableHealthServiceAccessForOrganization APl AR L —> 3 #FHAL TO &
BMCTEET,

AWS Command Line Interface (AWS CLI) £ EMEOI—RZFALT, cOFAXRL—23 >
ERVOHTENTEET,
@ Note

« AWS Health APl ZFFOF i 9 (IC 1. Business. Enterprise On-Ramp. & 7=ld Enterprise
Support 7SN BETT,
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. KERE (/T—

Example

ST V=3 VOIVRRA N EFERATIBENBYET,

RO AWS CLI ANV RIF, AWSTAHIV KA SCOBEZEMILET, COOANV RE. B
BPAOVRDS, RERBERTVEAHAZEOO-INZS|EZFRENTEDTHIY
NASERTERT,

aws health enable-health-service-access-for-organization --region us-east-1

RO D— RHITIE, EnableHealthServiceAccessForOrganization APl AR L —> 3> #FHL

£9,

Python

import boto3

client = boto3.client('health')

response = client.enable_health_service_access_for_organization()

print(response)

Java

ROBITIE, AWS SDK for /N\—> 3> Java2.0 2fERTEE T,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.amazon.

import

software.amazon.

import

software.amazon.

import

software.amazon.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

model.

model

model.

model.

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
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import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =
statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in

progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already

in progress. Wait for the action to complete before trying again.");

} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

MBI DWW TR, AWS SDK for Java 2.0 IR EHA RESBLTLSEEL,
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COBEEZEMICTSDE, Health_OrganizationsServiceRolePolicy AWS EERI S —
ZFDAWSServiceRoleForHealth_Organizationst—E RICU & hi-O— LA BBRN
NEBTHOVNIHEHAEAhED,

(® Note

COEBEDEMLRIERB7OELATHY, ETITRETICH-FI ALY E
9, DescribeHealthServiceStatusForOrganization XL —> 3> #FUTHL T, <O
OtADAT—RRAZHEIETEET,

HBE1—B"RRTD
AWS Health AV —)LZFERAL T, AWSHBROAILAAAXR N E—TWICRIRTEET,

EBE1—&. IXTOAWS HR—K 752 TEMBEZ L T AWS Health 2V —)LTHRIAT
XY,

(® Note
EEBTHIRNTCOBEADTOEAZ 11— —(CEFA T 221k, AWSHealthFullAccess
RS —BEOTIEAFANVETT, FMHICOVWTIEK., TAWS Health 74T T 4
TAR—ANDR) S —0H, #SBLTLIEZL,

Viewing organizational view events (Console)

HBE1—Z2BMICTRE, BEBROINTOTHIY MOANILAAXRT N AWS Health Z2 &
RUET,

THAOY NIFBEBIISMTRDE, ETHT2 N AWS Health Z BB ICHEBE 1 —(CEML £
T PHOURNIFEBL SBEND E, TOTAIURASOFHLVARY MAEBE 1 —(CR&
ENBLSZYET, LEL, BFEOARYNEFEY, 90 BEOFRETEDOIIVZERTTER
EE

AWS &, EBETHI NOREOENBAALS 90 BE, THIOY NORIUS —F—RZREFL
£9, 0 BABOKRTRIC, BT7AVRODINTORIS —F—R AWS ZELICHIBRLE T,

- BRE IO HEBATRETBICEF, RUS—&FT—HA47LET, EventBridge L—ILEHV
THARLTO>3a>zZERALT, BRZSSNTYNIRETDEETEFRT,
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« ARV —F—Z AWS ZREFETDRY ., BREHENZT7HO N 2BREID ., BT7HIUbH

ZY—EAEEEELTAWS BEYHTL, THIVNOY—EARARUS —F—2Z#EIBL
£

« FHICOVTE., "TTATVROEN, ZZRLTLKEZL,

/A Important
AWS GovCloud (US) U—2 3> o & EERAIT :

s FTHOYVNZRET BRI, PHAIRNIY—RZNYITYTLTHAS, HIBRLE
Fo PHOUKNZEAHL ERE, SRTAIMOT I EAEZRVET,

(@ Note

COKBEEBMIZTDE, AWS Health >V —JLIFiBX 7 HE® AWS Health
Dashboard — Service Health A5 O/NT U Y 9AR RNERRTEET, chsO/NT
Y ARV N, HBAOT AV NIEEOEOTREHY) EB A, AWS Health & ¥
JAR—RASDAREN-BF—EADAI AR, AWS H—EAD)—>23>TOAA
HICETH L EERERELET,

ROR—DTHBELI—ARVNERRTEERT,

KRR O BB L BT O RBE

Open and recentissues 2 7 ZFEAL T, HBICEEZEZZ PUY—ANDEE AWS 0H—F
ABE, AWWSAVTTZARSIFVYICHEZEZDTHEDHDIAR NERRTEET,

EEE1I—AXVNORTIBICE

1.
2.

https://health.aws.amazon.com/health/home T AWS Health Dashboard ZBZ £ 9,
FTETF—=23RA20 BEBOANILA] T [RFEROBELRIEOEE] 2BIRTD &, KRR
EENZARYMFRTIENET,

ARVNEBIRUET, [l 27T, IRVNIBEIDADBERERRTEERT,

« AXNVKNE
« AT—XA

AfE1—%2KRTTD


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/
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« V=23V I/TRAZEVTA—=U—2
- HEBEZTBTAHIUB

- FREE

- RTHEE

- A7V

. 389

TFTEEShEREE
[AT21-ENEE|ZT TR, ABICHEBESAZTRMEOHDISEDAIRY NERRT

EEXT, ChSDARYNIR, Y—EROEBAVTF VAT ITAETAHNEENDHEN
HV)ERY,

T OO BEA

[EHART7 T, BE7HEOZOMIXNTOBAXHABICEEEZSEZZMELEOHIETHOD
AR NEBRBTEET, CniClE, SEASOO—7T—>3>, FREH, EF¥F21)T 1 DRSS
BBREDAR NNFEENDHZENBYET,

[Event Log]

Eh. [IRYNOTIR—DEFEAL T, @HBE 1—0 AWS Health A1 XY RERTTEET,
DL AFINEBERKBROBBEL BEOMBE KT EMTVET, £EL, [ARY N
JNB7 . (IRYMOHFIVL [RAF—R AL FHEBREOBMOFET A LE—F7
SavHBIET.

[ARNOJIZ 7 THEBELI—ARVNERRTDICK
1. https://health.aws.amazon.com/health/home T AWS Health Dashboard ZF& £7,
2. FTETF—23URATO BEBORE] T, [ OJV])ZBRLET,

3. [MR>KNOJIT, ARVRNEBEZBRLET, IXRVNIBETRIUTORRERIBETESE
EE

« AIRVRNB

« AT—ZA

e V=23V /TRAZEVTA=V—=2
- HEBEZTBDTHIUBN
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o EHEH

Viewing affected accounts and resources (Console)

FEHBORE]T, IXRVNOEEZZTTVRHEBRAOTHIV MBS RVEETE Y —AZEXK
TTCEEY, HlZIE., Amazon Elastic Compute Cloud (Amazon EC2) 1 > ARV ADX T+
VAEVSSEDARY M HBBE, AmazonEC2 A VARV AEFDHBRAOT HI U K&
[l 2 7 ICRRTEET, EFNEVY—RZHEL, THIVNAEBICEETD LN T
EET,

HEERTBATHAIREDVY—-ARZRTTDICE

1. hitps://health.aws.amazon.com/health/home T AWS Health Dashboard ZFH& £7,
2. FTETF—23rRA20O [BBORE OXTD1DEERLET,
3. [REEZUBRTHIURNIENHDANRNEZBRLTSEZV,
4. [Affected accounts] (N E%2ZF2THI VM) X7 EERLET,
5

[Show account details] (7 V> MFHORT) ZBIRL, 7HUVNIETRIROERER
R~LULET,

« PHO2KID
THOVRNA
« 7SAXRVE X—=)
- HEBEN (OU)
6. 7HOhZRBBELT, EEEZZTDVYV—RAEZRTLET,

7. UY—AN 10 2B X258k, [View all resources] (TXTNHIY—RA%EFKR) ZiBIRL T
ZRLET,

8. ZOBEDANRYNETADIRIDTI7ALNRITIZICE, ROFIEZRTLET,

a. [Affected accounts] (N E2Z T2 T7HT>N) X7 T, [Addfilter] (7 1 L Z DB &R
RU. [AccountID] (FHIVRNID)ZAHNLET, —BILADTESZFTHINID IR
2EFTT,

b. [Apply] (BA) ZBRLET. ABLETHIY M —EBEILRRENET,
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Viewing organizational view events (CLI)

COMBEREBMICTRE, FEBHRNOT OO NIEETDHANR MO AWS Health % B
BLULET, THORNFEBICSINTSE., AWSHealth &, BENICEOT AU NEES
tl_(ru bubi?o

(® Note
AWS Health &, #BE 1 —Z2BMCITIHICEBTRELEAR N EBHELEE A,

THAOY NHEBA SENDE, TOTAHIRASOFHLVARY MAEBE 1 —-ICREFEESh
BLIEYET, 2EEL, BBFEOARY MNEFEY, 90 BEOHRETZEOII ) ZRITTEEXT,

AWS . BEETFTHYIY hwﬁﬁiﬁw%;bab‘ 5 90 B, 737‘/ RORUS—F—2E2REFL
£9, 00 HEANKTEIZ, B7HIVROIRTORII—F—2 AWS 2L ICHIBRLET,

- ERE W BHEZEBATRETSICEF, RUS—EFT—HA47LET, EventBridge L—ILEHV
THARARLT Va3 aFEALT, BRESSNTYNIRETEIEETEET,

« ARV —F—Z AWS ZREFTDRY ., BREHE LT ﬂ?/h%ﬁﬁ?%t ﬁ)ﬂ?/h
ZY—EAEEEELLTAWS BEYHTL, THIVMOY—EARRUD—F—2ZHEIHL
x5

c FHICOWTR., "TT7HTVROEN ) ZZRLTLSEE W,

/A Important
AWS GovCloud (US) U—2 3> 0B EHKEIT :

-)ﬁ?)h%%ﬁ?%ﬁt TAOYRII—=RENYOTYT7LTHS, HIRLE
TAOY NZREL ERIE., HET DI MOT I EAEZRVET,

AWS Health API AR L —> a2 &AL T, HBE1I—NHDSARNERTCENTEEXT,
Example : #8121 — 14 X2 N OFHEA

XD AWS CLI AN RiE, #HBRO AWS THIY ROAILAARY NERLET,

aws health describe-events-for-organization --region us-east-1
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HEE 1 —nESL

HBOAR NEEHWLBEWVEER., COBEEZEETHI MY SEMICTS
. DisableHealthServiceAccessForOrganization APl ZR L —> 3> &R L THEE 1 —% &%)
ICTBDENTEET,

Disabling organizational view events (Console)

AWS Health &, #AEEBROMEOIXTOTHI U RODAR NOESZFEIELET, BEBO L
DARNIE, BIRENDETEEHEERTTEET,

EBE 1 —Z2EMICITBICE

1. https://health.aws.amazon.com/health/home T AWS Health Dashboard ZB & £ 7,
2. FTETF—23URADO HEBOIRE] T [BK] ZERLET,

3. [Enable organizational view] ({8 1 — DB ML) R— T, [Disable organizational view]
(e 1 —n&EML) ZBIRLET,

COBEBEZFTICTDE, BEBISOARY NEEHN AWS Health LB ET, 8
L., Y —EARICUO&hizO—)LIE,. AWS Identity and Access Management (IAM) 20V —
JL. IAM API, F7 Ik AWS Command Line Interface () 2R L THIBRT D ETEETHI N
3%V FFTAWS CLI, sEMICOVW TR, IAMIA—HY—HA RO "H—ERIZD U hizO—
I DEIER, 2Z3RBL T EE L,

Disabling organizational view events (CLI)

Example
RO AWSCLIOX Y REEF, THIV MDA S COMEZEMILET,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

F /=, Organizations @ DisableAWSServiceAccess APl ARL —> 3> & FEAL T,
HEBMEEZBUMIC TR CEETERT, CcOARL—avzHTETE, FEBRN
DDITXTDT AV ROARY NOEKFZ AWS Health 2IELE T, #HBE1I—D
AWS Health APl AR L —> 3>z 09 &, & error. AWS Health continues &2 AWS
Health IBL. AWS PHI ROAILNAA R M Z2EHLET,

1ERE 1 — ORI o
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COMBEZEBMICTRE, FEBLSOAXRY MNEEHN AWS Health U< B ET, 7
L., H—ERICU&hzO—)LIE. AWS Identity and Access Management (IAM) 122V —
. IAMAPI, £z ZERAL THIRTDETERTHI MIEY ET AWS CLL, FMICD
WTlk, TIAM 1—H¥—HA KR, O "H—ERAIC) OEnizO—)LOHIBR) 25RBLTLKEE
Wo

EBMOEEERELE 1 —2EBEITD

ZFEATDE AWS Health, OEFEEEMEZTAL T, EBT DI RNUAOTHOU RN
AWS Health Dashboard T&#J AWS Health 1 X Kh&EFRRL =V, AWS Health APl 2/ L TZ7°0
TS ALTANRY N&2RR AWS Organizations L7V TEET, EEEEEMEEZFERATDE, & F
TELBF—LNMEBE2EDOANAANNRY NERRICRTELVERTEERT, EF2VFT 1D AWS
RANTZO0F14RELT, AEBEERERT AV MICEFZEZEELET,

EPA
- HBEI - CEEEREEZERID
- HBE1I N SEEEEREZHERTS

EEE 1 - ICEEEBEEZERT D

ABOEBE 1 —Z2BMCTRE, HBAORKS DOXN=THI 2 NE2EEFEBELL
TEHBTEET, ChZEI1TSICIE. RegisterDelegatedAdministrator APl R L —< 3> &
CHUET XAON=THIOREBRITDE, THI O NEEFENEEBTHOMNIE

V). AWS Health Dashboard #*'S5 AWS Health i 1 —IC 7 9 EATEET, 7HUMIC
Business. Enterprise On-Ramp., F7z(d Enterprise Support 77> &% %56, ZEEEEEF AWS
Health APl Z A L T AWS Health 81 —(C 7 VA TEET,

FEEEChI-EBEZHALTHICE. HBOBEETHU M SIRO AWS Command Line Interface
(AWSCL) ONY REFTHELET, cOIOXU RIF, BBTHIRDS, FEFMSESR AWS
Identity and Access Management 7 V£ A AI 2 DO— L %Z5|EZTHENTERTHDIY
KRASERATEERT, ROV RFITEE, ACCOUNT_ID Z AWS Health ¥—E X7V >N
Thealth.amazonaws.coms EEEICBERTAIXN—THIONIDICEEBRAET,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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ZHEBEEZERIDE, HBEEOTHI U NIEEEZEZXDITNTO AWS Health 1 R N &7
WTEDELSICBVYET, BX90 HE., FLRERE 1 —KBENRANICEHMICE>THASOVWT N
PHLVEROBERANXR NERRTEET, ZAEEEHREOEM LI FFDHLETHY, ETT
DETICHRKRK1 MDD RICFELTLSEZL,

EBE 1 - DS EREEEEZHIKRTS

FEENLEEBEOT VEAZHIBRT BICIE, DeregisterDelegatedAdministrator APl AL —2 =
CENUCHELETD,

HBOEEBTHIRASKXO AWSCLI ONY REFUVHL T, EXREEEELTXYN-THD
RNEBIBRLET, AOOT REITIE, ACCOUNT. ID #HIBRTAXN—THIOKNIDICEZ
BxES,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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Amazon EventBridge AWS Health Z#H L 7= TOAX>2 N
NEZZVYT

Amazon EventBridge Z##H L T, AWS Health /1 X M ZBRHEL THBETEET, T2 L&,
RENLIL—INICESIVT, AIRVYRIFIL=ITEEEIATVSEIC—HTSEEIZ, EventBridge
1O, FEEEBOZ—TYRNTO2AVERTHLET, IXRVNOEATIZHUT, 4RV
NEBROEE., BIMAXRY NORK. BHOXEE, REEEOEKE, £LEZ0OMOTI a2 %
RITTBDENTEET, HlZIE. Amazon Elastic Compute Cloud (Amazon EC2) 1 > AR > A%
E,. BHNFFEENTVWD AWS UY—ZAAWS 7HOV KN N ICHBFHEE. AWS Health ZFERA L

TEX—-I)IBAZZETEXT,

@ XE

« AWSHealthld, RARIT7A—KMKR—ATARNEZRBBELET, IRV IHEIC
EventBridge [CEEE D LRI EH A,

« fERX L = EventBridge L—)LI&, DBHNDXZZETEET AWS THI M, ADOMHD
TAHI NOHEBA R NEZETSICIE AWS Organizations, "##iE 1 —EZFEEE
BTVt AZFERAL = AWS Health A1 R NDEHN ) Z2ZRBL TS EE,

« EventBridge L—ILEERL &, NTVY INILAARY NOREENHABRENDETIC
BRK1BEIPRIBENFHYET,

AWS Health 7—2 70—0—%& L T, EventBridge DEBD Z—45"Y NRERATHSBIRTEF
9,

« AWS Lambda B8%

» Amazon Kinesis Data Streams

« Amazon Simple Queue Service Amazon SQS F 1 —

« HHAHIAKR—YY K (CloudWatch 75 —ALT V>3 ixE)

« Amazon Simple Notification Service (Amazon SNS)D cE'Y U

BlZIE, AWS Health 1 X NOFRERIC, Lambda B#ZEHAL TEHN%Z Slack F vy XIICET
ENTEERT, £izlE, Lambda & EventBridge ZfEHAL T, AWS Health 1 R RAREL L E
(Z Amazon SNS THARLTHFARNFTREIE SMS BHZXETHIEETEEXT,
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AWS Health 1 R NZISUTHERTE D BEHLEHARAZIARENETS—NOYTILICDVT
(&. GitHub ®AWS Health Y — )L Z#ZBL T EE L,

N =R

« AWS U—3> A/NL ¥ 2 M EventBridge JL—JL DER

« AWS Health® 7 AV REBARINENT VY DARVINEEZ RV TTD

+ EventBridge T®M AWS Health 1 X ROR—D 5 E|) A NDRR

c HBE1I—CEFTIEEBET O AZEAL 2 AWS Health /1 X2 MO EW

« AWS Health /X R EZR DT LBH%Z JIRA &V ServiceNow EHEET S

s MARVNICBITRBEHZIAET D LS IC EventBridge JL—)L Z5&E 3 % AWS Health

s DARVNICHIRBHEEFEIBDLSICF ¥ Y KT 74— 32T Amazon Q Developer %
RE T % AWS Health

s DARVKNICWUTEC2AVAZVATARL =32 2 HEIMICEITT S AWS Health
« U7 7L>2A: AWS Health £ X2 N Amazon EventBridge AF¥—<

AWS 1)—>3 > A/NL ¥ £ ® EventBridge JL— )L D YERK

AWS Health 1 X N EZETB)—3 2T EIZ EventBridge L—IL ZERTHDHBEN BV E T,
L=ILZERLBEFNE, ARNEZBEEhELA, HIZE, RKEBESF(FLIA) V=23 0h
SARYNEZETRICRK., COU—23a>0)—I)LE2ERTEIHBEN HYET,

NYOTY 7)== ICBMOIN—IZ8RETDE, T7TAIXVIL=—IIETFOANRNOF
EZTEBEICHBAT, D=0 70—0WHENESICETEYET, ONTUYIAR N AWS
Health I, E%2Z (15 )—2a>eENVvoFPy 7 )—2a>0lmAICRBICEEFEENET T, i
ICDWVWTIE, TAWS Health DB AAR NZDOWT ) #SBLTLSEETV, BEAWS N—FT 1
2AVNINRTOI—=23 20 20WT, N OFTYTELTRERBI (ALDV) ICIL—ILEREL
T, 754XV =230 ETHORBEOEEEZITTVRBETEARINOZEZMGETE S
T, RKEEIB(FALIA)ONYOFTY T =23V EKERE (N—2 27486 T°9,

REAE, BN (Z7FZ207IMRN) V=230 TARNEZEZZVJLTVT, FT0OU—23
HF—BNICEATERVES, AWSHealth FZTOAARY NEXERBRIF (AL I ) V-3 2IcE
BELET, RIZ, NYUTF Y7 EventBridge L—I)LIEk, BELEZ—TY NCARY NEFEEL
£, NVITYTIN—=ILEERTDIZIE. DAXRNCETZBEHNZIXET S LS EventBridge
I—IL%ZEFZET D AWS HealthiC T BT OFIRICHV, XKEESB (AL I ) U—2a>&EAL
-
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https://github.com/aws/aws-health-tools
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#about-public-events
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—EBD AWS Health 1 R NEU—2 a2 BB TRV ELA, V23 VICEBTRABAVARY K
FI7O—NILARYNEEEFNRET, <hlllE. AWS Identity and Access Management (IAM) (2D
WTHEBENB AR EENET, JO-NILAIRVRNZZFETBICR. KERB (N—>Z7
&) V—>a3rzarTa4IV—)=23 e, RKEBB (FLIAV) BNV IOTY T I—23 1
FTRIN—INZERTEIXENF HVNET,

TOO—NILARY N EZETSICIE AWS GovCloud (US), AWS GovCloud CKEFEEE) 1V —= 3
L= ZERTRIUENF HYET,

AWS Health® 7 HO Y REBARINENT VY OARNETE
“RUTEB

ARNEEZZR) 2T T % EventBridge JL— )L Z4ER T B & AWS Health, L—ILE@ETHV > ~NE
BOARYNENT VY OAR NOBEBEEELET,

« PHOVKRBEEBARYBNE, AMazonEC2 A VAR AMMNEEH., FLETOMOFEENE
BEFARRNEZBHNTDANRRNBEICKRY, FTHIORNEDY—RAICEEZRIFLET,

o NBA AR MNEAWS Health Dashboard — H—E AN AICRRENET, NIRRT ME AWS
THIOONICEABTEEL, il TH—EANFNETEZI O LRABEHRZERRLET,

/A Important

MEDARRNEZATZZETDICIE. )L—I)LT"source": [ "aws.health"1E% fEH
TEIVENBHVYET, "source": [ "aws.health*"]BENDTAIRA—RIE, EDA
RYNEERTINZ—EEE—HBLEEA,

HENTVYIARYNEEZRIITDHBEEAWS V=232 NvOT Y TIL—IL&ER
THRLEBEBOLET, ONTUYIARY N AWS Health &, HEEZ T2 U)—a> e /Ny
OFv7)—=2a>0mBAICABICEEENET, eventARN & communicationld & L T AWS
Health f1 X NDEEEZBEBRIZDCEEZBHOLET, ChsRENYIT7YT)—=2a v IlEES
h3 AWS Health XY &— T—EBMNFfRENDZHTT,

eventScopeCode /NTX—X—&FEHA T B &ICKV) EventBridge TARY RN RRABOATHD Y
NEEBZOHA ZERBATEET, 41X NIZIE PUBLIC £/& ACCOUNT_SPECIFIC ®/NTX—& "
HYNVET, CONTA—BZ—TIL—INZET7ANEZVITTBDEELTEEXT,
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https://status.aws.amazon.com/
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Amazon Elastic Compute Cloud D24 X N0 Hi

WOANRY NEKERE (N—TZF46E) 1) — 3> T Amazon EC2 DER L OEEERL TV
£7,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and

Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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EventBridge T®M AWS Health 1 X ROR—= 5B A NDORTR

AWS Health &, resourcesE /il M) A haffectedEntitieslC&k 2 TXY =2 0OH A4 AN
EventBridge @ 256KB X ¥ —H 4 X#IRZB A LB EIC, AWS Health 1 R ROXR—T 5|
BYR—KNLET,

AWS Health IZl&, XY E2—2AOITNTO 7 4 —)L Rresources&
detail.affectedEntities7 1 —J/LRFEENET T, <D resources&
detail.affectedEntitiesDfED I ANA 256KB 2B X DHFE. BEAILAAMXRY NEZEHD
R—IIZ AWS Health Z7EIL., ChsOR—JZ@RIO XY 2—2 & LT EventBridge ICHITL &
To INTOR—INHFZEETNEIC resources £/l detail.affectedEntities DJA K
THEHKAEDERIENTEDLS, BR—ITIEEL eventARN & communicationId MEA
REENFET,

COEOSBEMDODXY E—2 ., HlAE EventBridge L—ILABFX—=ILXF+ v R EDABHN T
ORIV E—TIAARAEBENLIZERE, FEBXYE—CZ2ERTHAREMEN HNET. AE
HEROIEXOBEHNEFEAL TVWIBERKIE, detail.page 71 —IL RIZKRHAIDODR—2 O & &R
271N EZ—ZEBMLT, BEOR—IDHPSERENDTEBXAYE—TJZRATEEXT,

AF—Y Tk, & communicationld ICR—DH 1 R—=D UL ABVWHEESTE, communicationld O %
BILNA T TOBINER—DBEENEENDI RSB ELE, 714 —)L Rdetail.page&
l&. AWS Health 1 X NOBREDR—IHFES EGFTR—I B Zdetail. totalPagesidiRL &
FTo R=DPEIENEZEXY E—DIZEENDERHE. detail.affectedEntities T
resources 0)')7\I\1«191~ BLTT, cnSOUANE, IXNTOR—DEZELEEZTHEEET
ZET, REEZZTBDVVY—AXRIVTAT1AOR—2DRF, JEFICKFLEE A,

HBE 1 — ¢ EFEENL-EBET OV EAZERAL 2 AWS Health 1
R BNDEHN

AWS Health |&. Amazon EventBridge TABE Nz AWS Health 1 X NOABE 1 — & EEEE
BT OEARAEZYR—BNLET, THEBE I - BUCE>TVSIEES AWS Health, EBT HI 2~
FLREREEREETHVMNE. OEBROITXTOTHI RH S AWS Health 1 X KD 1 D
D7 14— RZZTEV) £¥F AWS Organizations,

CDOHEERE., B2 D AWS Health IRV N EZBEEBITBDICKIDO—TNBEI—ZRHMITSZ LS
:Eﬁn‘l‘é hTVWET, BET7HUY MNMIEBE 1 —& EventBridge L—ILZREL TH, BEBR DM
7> KD EventBridge L—I)LIEFEMIZZ Y EH A
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THEBE 1 - EFENEEEET IV EAZEMICTEHEOFEMIC DV TIE AWS Health, AWS
Health T4/ RDEHN, BSBLTLSEEL,

AWS Health 1 X N EZ XU T EBEH%Z JIRA BKLT
ServiceNow &E#HET

AWS Health 1 X % JIRA 8 & U ServiceNow £EEEL T, H—EREE XU X (SMC) 2 H
LT, BERABRETHINEHREZSEL, ATVP1—ILEhEZEBILRBA. NLAAMRY NEER
TEET, £O SMC HEETIE. EventBridge ZNM L TIEFBENIEALARAAMARY M EFERAL T, JIRA
F7 v N& ServiceNow 1 S F U N2 BEBHNICHER. NvYE>Y, B AWS Health TE X9,

HBE 1 —CEFEBET IV EAZEAL T, JIRA B KT ServiceNow HDBEBEEDOAIN A4 X
VRhEBEBEICEEL, AWSHealth DEHREF—LOD—0 70— ICEEEHIATENTEEXT,

SMC ZE A L /= ServiceNow #HE D EEMIC DLW TIE. ServiceNow AWS Health TO#HE 1 ZSHBL
TLEEL,

SMC Z £ L 7= JIRA Management Cloud O#EEOFMIC DWW TR, TJIRA WOAWS Healthy %
SRLTLSEEL,

DARYNCBETHBEHAZIEET D KSIC EventBridge JL—I)L & 5%
E 9D AWS Health

EventBridge L—I)LZ#ERL T, FHDO MO AWS Health f1 R NDBHNEZ(TEB LN TESE
T DANRYNIL—=I)L&EERT S EIIC AWS Health, XROBREZITVET,

- EventBridge DA XK, =), Z—TY NIBBELTHVTILKEEZVY, FHICOWVWT
l&. "Amazon EventBridge 1—H—74 K, ® "Amazon EventBridge &l KT "L L
EventBridge —-AWS DY —ANZEENEHF EX L ZZRBL TS EE L, EventBridge

s ARVRDIL—IITHERATZEZ—TY NEEKRT D,

® EventBridge JL—I)L Z ¥R ¥ % IZ & AWS Health

1. Amazon EventBridge 12V — )L @ https://console.aws.amazon.com/events/ 2RV T £ &
W

2. ZEBEIBRIZEAWS U—23> R—DODELRBICHD)—23a> L I2—2FRALET,
AWS Health 1 XY K Z2EHTH ) —T3 0 ZBRL KT,

AWS Health 1 X R EZR U T LBH % JIRA $ & U ServiceNow LS T 109


https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://console.aws.amazon.com/events/
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3. FTEF—23a RAVTI-IN]ZBERLET,

4. [Createrule] (JL—I)LZEK) ZBIRLET,

5. [Define rule detail] L—ILDFMZER) R—2 T, L—IILOBEIEHRAZADLET,

6

[Event bus] (4 X ~/YR) & [Rule type] (JL—ILZRAT7)DF 7 #)L MEZHEIZFL T, [Next] (X
A) ZERLET,

7. ARVINNE—2ZBER—TDODARRNY—A T, AWS /1R NE & EventBridge /N—
NF—ARVN ZBRLULET,

8. [MIRVYKNNER—=U]T, [MRVYRY—A]IC[AWS OB —ERX] ZZBRLET,
9. ARVKINZ—2 O [AWS O —E RX] T, [Health] ZiBIRLE T,
10. [Event Type]l (A RV RRAT7) T, UTOWVWThAOAFATI 3> zZBRUET,

[Specific Health Abuse Events] (FENDFIE{TAICBIT S Health F1 X M) - ARV KR A
7°AIZ Abuse EVSEEHFEENTVS AWS Health A1 R NADIIL—ILZHERLET,

BEOAILAAR N —Amazon EC2 K E AWS OH—E A, HED OAXRNDIIL—)
BERLET,

11. [Any service] (EE DY —E R) £z I& [Specific service(s)] IFENH—ER) ZBIRTEE T,
BEOH—ERZERTZHBEER. UATOAFT7>3a>n1 22BRLET,
ITRTODARYRNRATOATIVISERES NI —ILZERT SIZE. [Any event type
category] (FED AR NEA 7 OAFTd)) ZBIRLET,

[Specific event type category(s)] B FEN ARV KR A 7O AFTdY)) Z&RL TH
5, [issue]. [accountNotification], F 7= & [scheduledChange] % EDER ) A N A Si&IR
LET,

® Tip

s BEDH—EADITXNTNH AWS Health IR NZEEZRU TR, FEDA
RYRNBATATIAVEREDO VY —RAEZBIRTB L ZHEHLET, chllk
W, BELEH—ERAICKLT, ILWARIRNZRATOO—REZEL, IXTD
AWS Health /1 X "MD"= THREICEZRVTEhFRT, IL—IILOBHICOVWT
&, IXTD Amazon EC2 AR R ESBL TS EEL,

s BROY—EAEFLEEARYNZRATOATAVEEZRI T TBIL—IZERT
EET, TOEHICEK, L=ILOARINEZ—22FHTEHRITILEN HVYE
T, FHHICOVWTR., "TEHROY—EABICEATIAVICRITZIL—IDOER) 25
BLTLSEZL,
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12.

13.

14.

15.

16.

17.
18.

19.

20.

BEDH—ERABRTARINEZALATOATIVEBRLESEAE. AIXNEATOO—RIC

XLULTURTOVWThAOAFTa > EBRLET,
TRTDARYRNEZATOI—RICEBRAEhDIIL—ILZERTSIZIE. [Any event type
code] EFEDARY REAT7OI—R) ZEIRLET,

«  [Specific event type code(s)] BEN AR N XA 7D 1—R) &KL, VARNHLS
1 2REDEZBRLET, chiZkY), BEDAARYNEZATOD—RIZOHKEHA
ENBI—IINHFERENET, HlRIE, AWS_EC2_INSTANCE_STOP_SCHEDULED &
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED %#iZiRT 2 &, CNSDA R NHFTH
DORNTRELEBEIC, TNSOANRNOKZIIL—=IFBERENET,
FEEZFZDZIVY—RAZHLT, ATOWTFhAOATa>&BRLET,
« FIXRTOVY—-RICEAENDIIL—IIZERTHICIE. [Any resource] FENDIJY—R) &
BRLET,
[Specific resource(s)] BFED )Y —R) ZFRL, 1 DLLEOVY—-ADIDZALILET,
BlZ &, i-EXAMPLEalb2c3de4 I8 E M Amazon EC2 1 ARV A ID Z38EL T, Z®
DY —ADHK_HEZRIETARNZERTEET,
L=ty NTYy7TZRBELT, IRVRNEZZVVIJBERHEZF L TWR L EZBRALE
¥,
DRAN] ZEIRLE T,
[Select target(s)] (ZF—%7'Y RZBIR) R—T T, COLN—ILAICERLEZ—TY NRATZE
RLUTAHAS, TORATICHEREMOAT> 3 EERELET. FIZEFE., 41X N%E Amazon
SQS ¥ 1—F ik Amazon SNS REY JICEETEE T,
TN &'V OLET,
(#F7°2 3> ) [Configure tags] (R DEE) R—T T, WFhADRTZEBEML., [Next] (RN)
ZEBRLET,
JE: 2 EBIE, EventBridge M aws.health Y —AN SEFEEhEFL A,
[Review and create] (BEFRH K TMERK) R—2 T, L—IOBREZEEBL., IXRVNEZRUY
TJEHEFBELTVDRCEZHERLTSEETL,
L= ZzEK] ZBIRLET,

Example : $XT® Amazon EC2 /1 R N3 I —IL

LToFlE, AXRKNEATOATI), ARVRID—R, BTV Y—R%E, EventBridge /¥
XNTO Amazon EC2 ARV N EZEBITR OO —ILZERLET,
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Event pattern info [@ Event pattern form @ Custom patterns (JSON editor)
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events
Health v 11
2 "Source ["aws .health"],
"detail-type"”: ["AWS Health Event"],
Event type 4  "detail": {
The type of events as the source of the matching 5 "zer " ["EC2™]
pattern 5 H
. 71
Specific Health events v
(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.
Any service
© Specific service(s) Copy [% Edit pattern
EC2 v

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resourcel(s)

Example : 3 E® Amazon EC2 /R M T D IL—)

BT oOHE, EventBridge "NA T ZERTDIL—IILZERLET,

 Amazon EC2 H—E A
+ scheduledChange 1 X NZA 7 OAFI

* AWS_EC2_INSTANCE_TERMINATION_SCHEDULED & & T
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED A R KRR A7 HO]—R

¢ i-EXAMPLEalb2c3de4 EWVWS ID ZH D24V AZ VA
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service

© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

BEOG—EABIOCATIVIENTBIL—ILOERK

HOFIEOHIE, BE—DY—EABSLFA R NEZATOATIVICRHLTIL—ILEZERTDHE
ERLTVET, BROY—EARARYNEZATOATIVIERHLTIIL—LEERTDEETE
£, 2FY, EZRVVIIRH—ERARATIVIELBRIOIL - ZEKTIZEEGHEE
Ao TDEDICE, AIXRYINE—2ZHEEL., BEZFHTANIZIZLENHYNET,
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RDAT72a>01 2ZEATEET,

BEOIL—IILICH—EREATIVZEMNTSICE

1. EventBridge J>V—JL® [Rules] JL—IL) R—=Z TI—ILBZERLET,

2. BLROMRE] 2ZBRLET,

3. [Next] (XA) ZZBIRLE T,

4. [Event pattern] (4 X2 N/NZ—2/) T [Edit pattern] (/NZ—2 &ZwmE) # O VY IOLTH S, BE
NBZTEFARNTA—ILRIZADLET,

[Review and update] (EFREEH) R—IARTENDET [Next] (X)) 2 BIRLET,

6. [Updaterule] (JL—I)LZzE%5) 2 BIRLTEEZRELET,

o

FLLWIL—ILICH—EREATIOVZEMTSICE

1. TOARVKNICETRBEHNEIEET DL DIC EventBridge )L— )L ZFRET D AWS Healthy OF
JEZATY 79 EFETERITLETD,

2. VARDYSE—OH—ERFLEHTIVZERTZKDY)IC, [Event pattern] (4 X MY
X —>/) T [Edit pattern] (/NZ—> Z#RE&E) i8R L £ 7,

3. TFARNT7A—ILRIZEEZADLET, MEOARY MNNE—2ZERTBDLEOOETFTILEL
T AToH U TINEZ—2"B5RBLTLSEE L,

4, ARVRINEZ—2EBRBLTLS, "OARVNIBEITZEMNZEET S LS IZ EventBridge
=)L Z5EET S AWS Health, OV OFIEZETL TIL—ILZERLET,

APl E/zl& AWS Command Line Interface (AWS CLI) ZEA 9%

FRELIEEDIL—IDBE, PutRule APl AXRL —2 3 F -k aws events put-rule OY
YREFERALT, AIRVINNE—2ZEHLET, AWSCLIONY Y ROBIZOWVWTE, TAXU KR
)7 7L>A1 O Tputrules 25RLT<EEEL, AWS CLI

Example ffl: EBOH—EREARNERATOATIV

RDARY NNZ—21F, Amazon EC2issue, Amazon EC2 Amazon EC2 Auto
ScalingaccountNotification, AmazonVPC ® 3 DM AWS H—EA®D ., . 8K
scheduledChange A/ R REZATOATIAVDAR NEEZRIV T TBIN—ILZERLET,
Amazon EC2

{
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
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"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"

]

.

"detail-type": [
"AWS Health Event"
iF

"source": [
"aws.health"

]
}

DARNCBEITDBHANZEEITDEIOICFYYRNTFTITUT—23
> Amazon Q Developer 252 E 9 % AWS Health

Slack X¥* Amazon Chime BEDF ¥ Y NS5 AT N T AWS Health f1 X N ZBEEZETE
T, COARYNEFERALT, ZF7VT5—23 AV T75ANTIOF Y ICHEREZ DR
HOHBDHRED AWS H—ERXADOBBEZHBETEETT AWS , TN, AWS Health Dashboard
CHA242 LT, EFICEHAITZFHMIBEREMERTEERT, LealF,. AWSTHOU K
DAWS_EC2_INSTANCE_STOP_SCHEDULEDAAR>Y RRA T HZEZR)>IJLTVWBHEE. AWS
Health 1 X2 N& Slack F ¥ RIILICEERTENDIGZEN BV FT,

Bl FR SR

FRIHT B, ATOEDHABETT,

« F¥Y NF7T )4 —2 3> T Amazon Q Developer THREENEF Y Y NIT 4T > Mo Amazon
Chime & Slack ZRETE X T, FHMIC DWW TIE. "Amazon Q Developer in chat applications &
BEHA R, O "Getting started with Amazon Q Developer in chat applications; 28R L T &
I A
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https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html
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« ERLE, BREHTRAYUT 47 L= Amazon SNS REY U, SNS REY INBEEICH B EE. B
FORNEY VZFERATEERT, FMICDOWTE. [Amazon Simple BHIY—EAFROY /N—H 4
K] @ [Amazon SNS O EAREK] Z2ZRBL T EE L,

Fv v NF 71—, 32T Amazon Q Developer T AWS Health 1 X K2 ZE TS ICIE

1. TOARVKNICETRDBEHNEIEET D LD IC EventBridge )L— )L ZFRET D AWS Healthy OF
JEZATY 713 £FTEITLET,

a. ATYT I3 TARYRANE—COBRENTTLES, NE—2ORBOTICHIIEED
L., ROTZEML T, R=JFEIEThiz AWS Health 1 R MASTEBZF ¥ v MXY
t—JZHIBRL £ T, TEventBridge T?H AWS Health A X2 hOR—=TJHEVZA R OFK
A1 BBRLTILEE W,

"detail.page": ["1"]

b. ATY 714 TR—=TYNEBIRTDEEZEIL, SNSREYIZBRLET, cOEL SNS
NEY DR, FYY NT7U—23202Y—)L® Amazon Q Developer TR L &
E

c. BYDFIEZZTLT, L—ILZEKLET,
2. FYYRNF7T)r—23>212Y—)L T Amazon Q Developer ICBELET,
3. Slack FY¥RILBHRE, FyrYNITAT NZERL, [Edit] (#RE) ZBIRLE T,

4. [Notifications - optional] (B&l - #7°>3a>) o> 3> o [Topics] (REY V) T, ATY T 1T
BELEEODERU SNS REY U &BIRLE T,

5. [fRfEFE] Z&RLET,

MIL—ILIZ—FTF B 1 X % EventBridge AWS Health [CEE T2 &, AWS Health 1 X2 b
FF¥YYRNIZATURNIRTENET,

6. AIRVNBEZBIRTBHE, AWSHealth &Y > 1R— RICEHEHBRIRTENET,
Example :Slack ([ZEfE & iz AWS Health 4 X2 ~

AR, Slack F ¥ RILICKRTRENDKERE (N—ZF 486 J—=3 > ® Amazon EC2 &
Amazon Simple Storage Service (Amazon S3) ® 2 DM AWS Health 1 X2 MO HIT T,
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

DARNZWUTEC2 AV AR ATARL—>3a > 2#H8H
Z29179 % AWS Health

Amazon EC2 1 VARV ALK U TAT D 1—ILENARNIR/BTRI T I IVZEHELT

BENTEEXRT, FAWS THIY MCA AR M AWS Health Z3%f§9 % & . EventBridge JL—JL
l& AWS Systems Manager BEIfL R¥F A X R EDX—S Y NERUHLT, I1—H—ICKRb>

TF7o7>a>vzE88LTEEXRY,

ARYNIBBELUTEC2A VARV ATARL—2 a2V zABNICKRTTS 117



AWS Health I—Y¥—H4a4 K

BIZE. Amazon EC2 1 AR AD ) B A F A4 X2 NI Amazon Elastic Block Store

(Amazon EBS)-backed EC2 f Y ARV AICAT D 1—)LENhTWVWBEA, AWS Health
[&AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDA R K& A 7% AWS Health
Dashboard ICEBELET. L—ILTZODARIRNEZATHIREEND E, 1 VAR ADELEH
BREBBLTEET, COFETR. ChSsOTI> AV EFETRITIDHLERHYELA,

@ Note

Amazon EC2 A VARV ALK TR T 0> a>zBE8HLTBICE. TOAAZAN
Systems Manager IC&k > TEBEhTVBRXENf BV ET,

FMICOWTIE, "TAmazon EC2 1—H—7 4 R, ® TEventBridge T Amazon EC2 Z BEi{t 7
3, EBBLTLEEL,

Bl R SR

I—ILZERTSHIIZ., AWS Identity and Access Management (IAM) RS —Z4ER L., IAM O—
LZERL, O—IILOEERV —ZEHITBIHLENHBYVET,

IAM RS —ZERT S

O—)LADOHARIY—EBRIS—ZERTDICE. ROFBECHVET, CcORVZ—EF, 1—
H—CRD2TT U232 2ERTI2LOOO-LT I EAFAZRELET, COFIETE. IAM
OA2Y—=)LOISON RIS —ITF1 2 ZEALET,

IAM RS —Z KT B ICIE

1. %4 24> AWS Management Console L., https://console.aws.amazon.com/iam/ T IAM
V=L EREXRT,

FTETF—23RA2UT, RUD— 2BRL TS EE,

[Create policy] (R1) > —Z4ERK) ZFIRL £,

[JSON]| 27 %#IRLET,

XD JSON 2OE—L, TFA1EZTTF7FI DO ISON ZEEHMAET,

o ~ w0 b

JSON
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"ssm:*"

1,

"Resource": [

Mg

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012

:xole/AutomationEVRole"

BIRSRAF
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a. Resource /NZX—RT, Amazon )Y —AZ—LAL (ARN) ICAWS 7HOKNIDZABL
£¥9,

b. O—IBEZEBEEMRAZELE, F7AINNEFEATREETEET, COHlF
AutomationEVRole ZERALE T,

6. [Next: Tags] (R \: 2J) Z#BIRLE T,

7. (A723)F-—NJI1-—RTFELTOETZHEALT, XETF—RERVI—IZEMTD L
FTEXRY,

8. AN:LE1—]ZBRLET,

9. [Review policy] (R > —O#EFR) R—I T, AutomationEVRolePolicy 7% & @ [Name] (& H)
&, A7 3> o [Description] (8t8) ZA DL E T,

10. [Summary] (BIE) R—Z T, RUS—FHABITRHAZRIELET. RUZ—FEYTHN
(&, [Create policy] (R —DER) ZBIRLE T,

CORDVI—ICE2T, COO—INETTEDTIIIVAERBENET, HMICOVTIE, 1AM
A——=HA RDIAM RIS —OER (O YV —I)) 2ZRLTEE W,

IAM O—)LZ1EK T S

ORI —ZERLIZS, IAMO—I)LZHERL., TOO-NICRIS—ZTE2YFIIHBEND
WERY,

AWS H—EZADOO—-I)ZEKT S ICE
1. %4 >4 > AWS Management Console L. https://console.aws.amazon.com/iam/ T IAM 1

=N ZHEERT,

2. FEZ—232RA2T[Roles] (A—JL) ZFIRL TAH S, [Create role] (O—ILZEKT D) &
BRLET,

BRETEDIVTATAOEEDER T, AWSH—ER ZBRLET,
CcOO—-LZB|EZ TRz T5 T —ERIC [EC2] Z&#IRLET,
[Next: Permissions] (RO AT Y 7" #F ) 2 BIRL £7,

ERR L 7=7R1) > —% (AutomationEVRolePolicy B E) BAALTAHA S, TDORII—DHEIC
HBEFIVIRYIDREFVICLET,

7. RN 21 ZBRUET,

o ok~ w
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8. (A723aU)F—EEORTELTRITZFEAL, XEXTF—2ZO—J)LICEMTEET,
9. RN\:LE1—-]1ZB#RLZET,

10. [Role name] (A—JL &) IZI& AutomationEVRole Z#A DL ET., CHORATE, ERL & IAM
RS —DO ARN ICRRENZBAERLUEDICTIHLENHYFT,

1. (F7°2 3 2) [Role description] (A—JL®FRE) IC. O—ILOHRPEALLET,
12. O—)LEHwRE®BEL. O—IL %R 2BRLET,

EMICHOVWTR., IABMI—HY—HA RO TAWS H—EAOO—I)LDOERH ) #SBL T EEV,

FEER)—OEH

BEIC, EFRLEO-LOEERVS —ZEHTEET, COFIEZZETL T, EventBridge 1>
V=ITOO—IZBIRTEDRSICTRIRENHYVET,

O—ILOEEARV—Z2EHITDICIE

1. 242142 AWS Management Console L, hitps://console.aws.amazon.com/iam/ T IAM ]
V=) zHEET,

2. FTES—>232ARA2TRoles (=)L) ZBRL T EEV,

3. AWS7AHD>hOO—IDO)ANT, AutomationEVRole &, #ERRL E=O—)L D& i %
IRLUET,

4. [Trust relationships] 2 7 #i&R L, #: )T [Edit trust relationship] ZiBIR L £,

5. [Policy Document] ((RUZ—RFIXN) Ik, ATF®OJSON #2IE—L, F7FI)LKKRD
S—ZHKBRLT, TORDYICIE—L 7 JSON ZBEYFHET,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"'ssm.amazonaws.com",
"events.amazonaws.com"
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},

"Action": "sts:AssumeRole"

}

6. FEEARAV—OE#H 2EBRLET,

A OVTE, IAMIA—Y—HA ROO—INOEBERV—OEE (OIV-)) 2ZZRLUTLE
=L,

EventBridge D J)L—ILZEK T B

EventBridge 1>V —IITZDFIEZRTLTIL—ILZERL. EFREIEN AT 1-)ILhTW?
EC2AVARVADEFELERBZHBELTEDLSICLET,

Systems Manager BEI7 2> 3> D% ® EventBridge DIL—ILZEK TS

1. Amazon EventBridge 1>V —JL (https://console.aws.amazon.com/events/) ZFE £,
2. FTET—23URAOARINT, =) ZBIRLET,

3. [Createrule] JL—ILDER) R—2 T, JL—I)L® [Name] (F8l) & [Description] (Fi8A) ZA L
£9,

4. [Define pattern] (/N\Z—> M EH) T, [Event pattern] (A R KN\NZ—2) ZEIRL TH S, [Pre-
defined pattern by service] (H—EAZ EICEBHERENENE—2) 2BIRLE T,

5. [Service provider (P—ERAZ7ONAF—)] T, TAWS, Z&IRL FT,
6. [Service name] (H—E AR) IZF [Health] ZBIRL £ T,

7. [Eventtype] (A R N& A7) IZI& [Specific Health events] (3FE® Health 1 X2 N) Z5&RL F
ED

8. [Specific service(s)] BFENH—ERX) Zi&IRL . [EC2] ZBIRL E T,

9. [Specific event type category(s)] (HED AR ME A7 OAHTI)) ZiER
L. [scheduledChange] Zi&RL £,

10. [Specific event types code(s)] (BED AR RZA7OD—R) ZFBRL, /RN EZLTD
O—RZZBRUET,

5l Z (£. Amazon EC2 EBS-backed 1 > AR > AMN%
A, AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED ZiE

EventBridge M )L—I)LZERT S 122
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11.

12.

13.
14.

15.
16.
17.

IRLUET, Amazon EC2 41 > A X > A store-backed 1 > AR > AN %
4. AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED %##iRL £,

EFEDODY—RA] Z2EBRLET,
[Event pattern] (A X RNZ—=2) BUTOBHIOLSIZEY)ET,

Example

{
"source": [
"aws.health"
1,
"detail-type": [
"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1))
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

Systems Manager 7A— h X—2 32 RFAX D NEZ—TY NZEMUE T, [Select targets]
(Z2—5"Y N&IER) O [Target] (X—%"Y N) T [SSM Automation] (SSM F—KX—>32) &i&
RUET,

[RF 21X N T, [AWS-RestartEC2Instance] ZERL £ T,

[Configure automation parameters(s)] (F— R X—2 32 NTX—ZOEK) ZEBHE L. [Input
Transformer] ( A AWRTS VA7 #—Y—) ZiBIRL ET,

[Input Path] (AB/NAR) 7 14 —)L RIZ, {"Instances":"$.resources"} ZA DL ET,
2FB®D7 1—)LRIZ, {"Instanceld": <Instances>} ZA DL %X,

[Use existing role] (BEFOO—/LZEA) 2 EBRL TH S, ERLEZ IAMO—)L
(AutomationEVRole 3 &) ZBIRL £ 7,

=TV REUTOHDLSICBEIET,
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation v
Document

AWS-RestartEC2Instance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

WEx EC2 & Systems Manager D 7 VL AFH &, FEHE UL -3 v 7%
BO0BED IAMO—IAF5WEES, O—)ILEVANIRRENELTA, FHICOVT
&, TEIREZMH, Z22RLTLSEETLY,

18. [EMX] 2 BRL £,

EventBridge M )L—I)LZERT S 124
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L= —BTBARYRATAHIY RNATRET DL, EventBridge A EEE N Z—4Y K
ARy NERELET,

)7 7L >A : AWS Health £ X2~ Amazon EventBridge A¥F—
2

BRE. AWS Health A1 X RDAF—NTT, detail NZX—FORBLEDOVTE. 2FEBOT—
TINESRBLTKEEW, YOTIRAMO—REF, RAF—XT—TILORICEBHEEhTVET,

AWS Health 1 X2 N AF—X

AWS Health 1 X2 N AF—X

%I:I

INTA—2 BH Y|
version EventBrid (= A
ge /N\—> 3
v, BER

rOJ o

id EventBridge (&0
AR ND—
EO#FRFo

detail-type detail ® X (&L

1417 AWS
Health
N2 NDiZ
a8, YR—
REhTL
BEIE &AWS
Health
Event® &
¢ TY,

AWS Health

1J77L>A: AWS Health € X2 ~ Amazon EventBridge AF—< 125
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INTA—2 Bk Y|
Abuse
Event
source AR BN [=4A

AYV—A,
AWS Health
AR NDE
. YR—h
chTW?
fElx ¢9,
aws.healt
h

AWS Health 1 R N AF—Y
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NTAX—=5 B WA

account AWS Health (= A
AR MAIE
BEnrizTnh
7> K~ 1D,

(® Note

bAEE
E1—
<
(.
BB
77
N
N&E
ol&
1
BB
T
ho
b
T
§&
hiz

Ba

ik
-2
=3
)

7
ho
> b
E&F

B0
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NTAX—=5

time

B0 WA

79
P
N
I,

BARY =40
EventBridge
ICEFEEhiz

Rzl oz
yyyy-mm-d
dThh:mm:s

sZ .

AWS Health 1 R N AF—Y
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NTAX—=5

region

B0 WA

BEH AWS (& W
=32
FEEETh

Iz o

(® Note
()
J A=
LK
(=&

—

v e

0]
AWS
Health
AN
N
NE

&%z

detail.«

entRegi
(2

®

AWS Health 1 R N AF—Y
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NTAX—=5 B WA

RS
h&
EE

resources ThHoVER LOX
EEEZT
2V)V—RA
(FET5
B)DUAR
ZRLET,

ZRENTL
21))—=AN
BWERE.
cO71—=)
RIFZ=TT,

detail COEZOEX FW
THEETNT
WBLSIC,
AWS Health
AR NDOFE
Mzet t
o>3az,

Mdetaily NTX—ZDAF—IYAR

RDFRIF., AWS Health A X2 RAF—Y DFHANTA—ZORBZRLTVEXT,

AWS Health 1 X NAF—T: NS X—RAFT Y O

Fdetaily NTAXA—Z2DORAE Bk AE
eventArn I)—=>3a> & AWS Health 1 (& Ly

RVNIDZBG., HEDU—

AWS Health 1 R N AF—Y

130



AWS Health

Q—H—H1 K

Fdetaily N X—Z2DORAE

service

AWS Health 1 R N AF—Y

%I:I

B WA
SAVDARYND—EDH
Al

(® Note

AR N ARN (&, 4
EDAWS THI N
FEV—>32IlE
BTRERHYELA,

AWS Health 1 X2 h® AWS  [FL
NDH—ERAEZEEZZTS , f

ZIE. Amazon EC2, Amazo

n Simple Storage Service. A

mazon Redshift, Amazon

Relational Database Service.
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Fdetaily N X—Z2DORAE

eventTypeCode

eventTypeCategory

i %A
ARYRNERATO—ED (=4n

#AlFo Hl: AWS_EC2_T
NSTANCE_NETWORK_MA
INTENANCE_SCHEDULE
D KT AWS_EC2_I
NSTANCE_REBOOT_MAI
NTENANCE_SCHEDULED

o MAINTENANCE_SCHEDU
LED ZELAXRV NG, B
. FAREEON 2 BEEIC
HEHIENhET,

(@ Note

FEICFEEATY
TA47H40INL4A4NX
MNCEINTARY
N& A 7 AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT #'&VY)
=9,

ARYNOAFTI)— (&L
RHR—KRENTWBE

(&. issue, accountNo
tification . investiga

tion . scheduledChange

T,

AWS Health 1 R N AF—Y
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Q—H—H1 K

Fdetaily N X—Z2DORAE

eventScopeCode

communicationld

startTime

B0 WA

AWS Health 1 X "RA T H =g
JRNBEEMNTVY OL%E
RLUET, HR—KEhTL

% fElE ACCOUNT_SPECIFIC

F /=& PUBLIC T3,

AWS Health 1 X D Z D =4n
BEO—E0HEFo

BUBEIDZ#F Xy t&—>
l&. 1 DM AWS Health 1 X

SRONYOTYTAY —

TSERERIR—=DTHIHEN

HYET, COEBRFETH

JONID EHHAEDETHEA
T2E, XVvE—NEEH
BRICIRII BT,

AWS Health /1 X2 hR—2
PEIOHR—BNICKY, BE
ID (C(&, 12345678910-1 7%
E. R—DETHEFID Z—
BIZROEHOR—DEHFESH
BENET, FHHICOVT
(&, TEventBridge T®M AWS
Health 1 XY hOXR—2 5 &l
JARDERR) 22RBLTL
EEW,

XD AWS Health 1 X~ =4
DB RFZIDoW, DD, MMM,
YYYY, HH:MM:SS TZ,

FEENTVBRARNDOH
BB, KRTH>TED
FOWEEA.

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

endTime

lastUpdatedTime

statusCode

eventRegion

B0 WA

AWS Health 1 X K04 T RIRY-3
Bz, =& T9Dow, DD
MMM YYYY HH:MM:SS TZ.

FROBZRICAT> 31—
NARY NI TREZTE
ETDLRETEREA,

AWS Health FERX DA/ X N =W
D EHEREHEFZIDow, DD MMM
YYYY HH:MM:SS TZ.

AWS Health /1 X2 MDA (& LY
7___910

HR—KREhTVWBIE
l&. open, closed. upcomin
T3,

M AWS Health 1 X2 NT =R
HPEhZIEEZZ(TE)—
>3az,

AWS Health 1 R N AF—Y
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Q—H—H1 K

Fdetaily N X—Z2DORAE

eventDescription

%I:I

B

AWS Health 4 X2 N Z 7t A
?6t793>olhtu
AR NZHETIEER
FANDT7 1= RAE ih
x93,

« language — AWS Health 1
R NTEREHhDEED
d—R, ChREFBEE, 41X
VR REE TV S M
ICRPTREWET, HIX
¥, us-east-1 U—23
TR, ZhiFBEE en_US
T3,

+ latestDescription — AWS
Health API S L&) >
J&hd AWS Health 1 X
YhzRERL, BEE AWS
Health & v 2 1 7R— RIZ&
TENFET,

(@ Note

NEARY NDBE
. ChICBEREFOE
HOIZXNEEN, A
RV NDERBEEMEE
EENFEHA,

Y-

=4n

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

eventMetadata

affectedEntities

EAL] A
AWS Health 4 X2 N C {44 WLz
TEDEMDAR NXEZTF

—90

e XABRF—BF—1>- XX
T—RF—EEORTXF
5| . Tkeystring1, : Tkeyval
uel.

ARYRXBRTF—ED
F—EEORTIE, AWS
Health 1 X NZEEFEL &
H—ERICK>TREYFE
E

AWS Health 1 X2 A DO Wiz
E2ZH3VIY—AD)Y—
ABEAT—ZA%ZRRTS

[

 entityValue- JY—A/L>
T 4T 41 1D

+ lastUpdatedtime - 1) Y —
AILTATADAT—
RANBZREBICEFENLCR
Z| (Dow, DD MMM YYYY
HH:MM:SS TZ OFER).

. status - HEZZ T
DY—=AIT>T4T4
DAT—RRA, HR—
REhTVLSER.
IMPAIRED, UNIMPAIRE
D . PENDING, RESOLVED, |
T9,

AWS Health 1 R N AF—Y
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d—H—H1 K

Mdetaily N X—R2OAR

page

totalPages

i %A
COXYE=IHKRT (=4n

R—T, FHICOVTIRE,
FEventBridge T®M AWS
Health 1 X R OR—= 5 E|
DAMDFRTR) Z25RLTL
ZEV,

(® Note
R=JFEFVY—A
LETOHITONET,
B DIEH T 256KB O
A XHIRZEBZ 1

&, BEEXRHMLRK
9o

CONILAARY NOR—=D =40
DR, FHEICOVTIEE,
FEventBridge T®M AWS

Health 1 X ROR—T 5 E|
JDAMDFTR) Z25RLTL

EEWV,

chofEzEALT, 120
ThHIOURNIBEITEZIEHRR—
JIChEBBBEOIXNTO

R—DZZELENESHZ
Y TEET,

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

affectedAccount

NEAANILAA X M-Amazon EC2 OER DO RERE

"version": "Q",

"id": "7bf73129-1428-4cd3-
"detail-type": "AWS Health
"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T09:01:
"region": "af-south-1",
"resources": [],

"detail": {

S

HBEZTBDTHINOT
HI22K~IDTY,

chlE, COANILARARY N
HFO—HTHBTHIN
\Z3%{E AWS Organizations &
n, BEBTHIORNELERE
FEBETHINTEES
hizH\B4E&, account 74—
IRDEERFEBZDZEND
VET,

a780-95db273d1602",
Event",

227",

WA

(=4n

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",

"eventTypeCode": "AWS_

"eventTypeCategory":

EC2_OPERATIONAL_ISSUE",
issue",

"eventScopeCode": "PUBLIC",

"communicationId":
"startTime": "Fri,

"01b0993207d81a09dcd552ebdle633e36cf1f09a-1",

27 Jan 2023 06:02:51 GMT",

"endTime": "Fri,

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

27 Jan 2023 09:01:22 GMT",

"statusCode": "open",

"eventRegion": "af-south-1",

"eventDescription": [{
"language": "en_US",

NEANILAA R M-Amazon EC2 DA LD EE
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"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",
"affectedAccount": "123456789012"

Tho2 NEBD AWS Health 4 X2 ~ - Elastic Load Balancing API 0 [&]
25

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a09dcd552ebdle633e36¢cf1f09a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 1@ Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
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"affectedAccount": "123456789012"

THORNCZEB®O AWS Health 1 X2 N - Amazon EC2 1 AR A A
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AWS_

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",

"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [

"i-abcd1111"

1,
"detail": {

"eventArn": "arn:aws:health:us-west-2::event/
EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",

"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",

"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",

"statusCode": "open",

"eventRegion": "us-west-2",

"eventDescription": [{
"language": "en_US",

"latestDescription": "A description of the event will be provided here"

Il
"affectedEntities": [{

"entityValue": "i-abcdl111"
1,
"page'": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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{

"Records": [

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JaneDoe",

"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

1},
"invokedBy": "AWS Internal"

.

"eventTime": "2016-11-21T07:06:28Z7",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",

"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responsekElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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