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1=}

1.

IAM 7AFoTAT4E—1—F—ZFRALTHA A2V FTBFELCODVTE, TAWS #
1 >4 > User Guides ® "Signing in to the AWS access portal; ZZ8BL T<E&E ),

MoO1—4—(CT7OLAEZE)LHTS

IAMTPAFTATAER—T, ZR/PMREOT IV EAFAZERTZDEVSIRARNTZY
TARRES =TI EAHAEY NEERLET,

FIEIZ DOV T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

TN—=TCA—H—%28)ET, TOIN—TEC2VTNFAUADT IO EAEZEN) HTE
ER

FIEIZCDOWTIE, TAWS IAM Identity Center I—H'—HA R, ® "TJII—T0EE, 2SBL
TLEEL,

CNSDRAIVTRE. AWSTAHIUKN EA—H—ZZDTNHIOMNOEREERTERLET,

EEHAR

COFI-HMUTITR, EHNEEEDORE. 77—LDKRE. EEXROER., SLUTEETHR
HENEBBEOEMDOGECODVWTHAL KT,

(N =Xy

HIRRAT

EEFIVIOZEMLTS

EEREERTID

EERROBNT V>3 OEK
EEmRICENEEZERATS

AWS loT Device Defender 52 IAM O—JLOER (A7 3>)
SNS BHZEMCITD (A7 3)
(F7>3ar)OJEReENLTS
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Bl RR SR A

COFI-—KNITINERETIBRICE, LTARETT,

c AWS PHUY R, ChERB>TUEWERR, REESBLTIEEL,

EEFIvoZEMLTS

ROFIETE, THADY RBRETFNAAOREERI) Y —ZR/ANT, EF1UT A HENREETh
TWBCELZBRLET. cOFI—-—RMUTILTRE, IXNTOEEFIVIZBMICIIZZLELT
WETH, FEOFIVIZBIRTEXT,

EEREE. 1 AHEYOTFT/INA A (AWS loT ICEFEhET7 VR FNARA) S ORET
To LENST, EEFIVIZEBMELGHIBRLTE, COBEEZFERAITIROEBADOEREICE
EELEEA,

1. AWSIloT AV —I)ZBMEET, TES—>23RA2T, [EF21VFTq]1ZERBEAL, [T
AOXo<ar] &&RLET,

2. [AWSIloTtF1UTEEZBE] ZBRLE T, EEF IV IRBBHNICAICAYE
E

3. [EEE)ZzERML. [RE)| Z2BRULTEETFIVIZRTLET, EEFIVIOREEZREIRT S
E EEFIVIORMNICODVTHRTERY, EEFI VY IVOFMAICOVLTR, BEEFI Y
1 BBBLTLEEL,

4. (FA72aV)FERALEVO-LIBICHRBEER. [T—ERAOT IV AERZER) Z1&RL .
—EBHrsO-)ZBIRLT, [EF ZBBIRLET,

EERRERTITD

ROFIETRE, EEGERERTIDFEZRLET, COFI-RNITIITR, EETFIVIZEN
L2 F1—RNUTITRETNEEETFIVIVNEEEREZH#ILE T,

EEFERZEZRRIDICIE

1. AWSloT AV Y- ZREXRT, TET—>32RA2T, [EF2VT 1], [EE] DIECER
L. &R 2BRLET,

2. RAEIIEERATID1-)0[ER] ZBRLET,
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3. [BEEHOFIVIIO [EE] THEBRRACEBRTDE, O T AT AFEENOBHRN KRR
TIhET, FTEEFIVIEBERILTDIHEDHAAAILDVWTRK, "BEEFIVJEEH, &
SBLTLEEL,

EERROBNT V> 3> OFER

LLTOFIETIE, AWS loT Device Defender Audit Mitigation Action Z#ERK L T. AWS loT OJ &
EEMILET. FEEFIVIILRK. YIVEVIENEEBNT O a v F&dIET, Chik, BE
TREEFIVIMAICRIRT S [Action type] (T V232 0EH) ICHELET, FAICOVTR, &
M7O>arzESsRBRLTLEEY,

AWS loT A2V =) ZERLTERMT V> 3> 2EKT B ICE

1. AWSloT OV —IZHEET, TEXS—23aoRA2T, [EF2VT /], [RE]DIECERH
L. [BERT7V>3aV]Z&ERLET,

2. [Mitigation actions] ({8F 7 V> 3>) R—I T, [Create] ({ERK) Zi&IRL £,

3. FHLLVWEBRT7I3aVZEERTIIR—DO[FTU>aAVHE]
=, EnableErrorLoggingAction BEDBEBET V> a>N—ENRZBEAINLET,

4. [TO>32BA47)1 T, [AWSloT OJREREZBEMICTD]) ZBIRLE T,

5. [FUVEA%ER] T, [A—/ILOEK 2BRLET, [A—ILB]

T, [IoTMitigationActionErrorLoggingRole] AL ET, LT, [{EK] Z&IRL
79,

6. [/INZX—Z]o [OJ&E&OO—)L] T, [IoTMitigationActionErrorLoggingRole] ZiEiR
LET, [ATJLARI] T, [Error] ZiBRLET,

7. [Create] (fERK) ZZERL £ T,

EEFRICENBEZERTS
ROFIETE, BTV a2 BERRCBATIHEERLET,
TEEOEERRE/NT SR

1. AWSIloT AV I ZREXRT, TET—>3aURA2T, [EF2 VT 1], [EE] DIECERF
L. &R 2BRLET,

2. NWI2EEFREBRLKT,
3. RREWIELET,

EEREROBNT V23> 0K 10
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[Start mitigation actions] (M7 0> 3> ORK) Z2FIRLET,

[OJ R '] T, HUBIIZER L BB V232 EnableErrorLoggingAction Zi#EIRL
£9, BELCHLTREHIC, FEROREBRIEICHETN BT Va2V E2RBIRTEET,

ERI-RZ2ERIZ| T, EEFIVITRENEEHRI-RZERLET,
[ZFAVZBRK] 2BRLET, BRTIVZIVHARTENDIRTHIN DB EENBIET,

BMT O3V BEELIECEZREITRICRE

1.
2.

AWS loT OV —=ILOFES—23a>RA42T, RE] ZBRLET,
[H—EAOJ] T, [AYJLARIL] N Exrror (least verbosity) THD & EZBERLET,

AWS loT Device Defender B5Z& IAM O—I)LOER ( 7> 3> )

RDFIETIE. AWS loT AD AWS IoT Device Defender 5t & ElVY) 7 O AEZIRH TS AWS loT
Device Defender B52& IAM O— /)L Z4ERK L £ 9,

AWS loT Device Defender O —EAO—)LZERT B CIE 1AM IV =)L)

1.

AWS Management Console (4 >4 2L T, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZBZ £ 9,

IAM 2V =IOFES—=23a2RA2T, [A-J] [A—)L&2EK] 2BRLET,
AWS O —ERXA OO—-ILRA4T7TZBRLET,

[ZDOMD AWS OH—EANDI—AT—A] T, [AWS IoT] Zi#IRL . [loT - Device Defender
Audit] ZBIRL £,

[Next] Z2R L £,

(A7) FPOLAFADFERERELET, COF RNVAREER, Y—EAO—ILTHE
RATEERIN, Y—ERALCVZ7ZnEO-ILTREHYEE A,

[Permissions boundary] (7 7 L AFADER) 20> 3> ZEE L. [Use a permissions
boundary to control the maximum role permissions] (7 7 L AFAIOERZFERAL T, O—IL0D
TORAFAIOLRZEBRETS) ZERLET, IAMIZEE, SBEZOTHT2 NAD AWS ERE
RV —ENARI—BEBARI—OVARNHYNEST, POCLAHFTOERICERTSHRY
—%BIRTDD, [RU—%ERK] ZBRLULTHLWISOHFRTZ2RE, HILLWARUD —%
YONSERLET, FMICOVTE., FIAMI—Y—HA Ry O "IAMARI S —DER) %

AWS loT Device Defender B2 IAM O—JLOER (A 7> 3> ) 11


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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SBLTLKEEV, RUS—ZERLES, TOXTZHALUTROXTICRY ., PTOERAFAD
BRELVLTEATAIRIUD—Z2BRLET,

7. [Next] ZZBIRLFET,

8. COO—-)INENZRBRAILXI<ITZO-IILBZANLET, O—ILBFEAWS THIV
NT7HORAT—ETHIDENHVET,. AXFEPMXFREREhERLA, X
(&, PRODROLE & prodrole E VWSO—I)IBZMAEK TR > TEFELEA, Z<DI
TATALK)O-IUNSREND Y, ERRICO-IINEBZEETDERFTEEE A,

9. (#7233 >)[Description ($B)] ok, FTLLWO—JILOFHBAEADLET,

10. [Step 1: Select trusted entities] (AT Y 7' 1: EFZFA LT 1 T 1 DIEIR) £ /= (& [Step 2: Select
permissions] (A7 ¥ 7" 2: R OER) O+ 3> T [Edit] (RE) £8RL. O—LOI1—2A
T—ALEREZEZELE T,

M. (FA723)B292F—N)1—RTELTTEYFLT, XEXF—R21—F—ICEMLE
T, IAMTORITOFEAICETIFMCOVTE, "TIAMI—HY—HAR; O "TIAM DY —Z
CB2T 7G0T ZZRLUTLEZ L,

12. O—)LEHR=EERL, O—I)LOEKR ZRBIRLET,

SNS BHIZEMIZTD (F7>32)

ROFIETIE, Amazon SNS (SNS) BHIZERICL T, EETTEENO VY —ANBEEhI-LE
ICBELET, cOF1—HMUTLTR, BEEFIVIZEMNLTE Fa—KNUTILTEMILE
EEFIVIOBHZRELET,

1. FEHRELTLWAWEA, AWS Management Console 2T SNSADT &
EAZRMITBIRI—ETRYFLET, chZEFTSICE. TIAM 1—H—
HAR, O TIAM A=Y —=TI)N—=TNORIV—OT RV F 1 OFIEICH>
T. AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction 7R1) > —&3&IRL £ 9,

2. AWSloT OV —I)IZRHEET, TETF—23RA2T, [EF2VT 1], [EE]DIEICER
L. [BRE] ZERLET,

3. [Device Defender DEEEREI| R—Z DO TEHPICHD, [SNSTS—NE2EBMICT D] ZBIRLF
ER

4. (B 2BRLEXY,

5 [FREY D], FLWKEY JZERK] OIEICERLET, NEY UIZ IoTDDNotifications &
WS BETZEMA T, [MER] Z38IRLET., [O—IL] &, TAWS IoT Device Defender E52& |IAM
O—IIOER (73> ) ) THERLEO—-ILEZBIRLET,

SNS BHIZBEMICT S (A7 3Y) 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/iot
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6. [Update] (E#7) ZBIRLE T,

7. Ops 7Y RT7#—LTEX—I®TFANE Amazon SNS BHTEEFEL LVEEE. T1—
' —@AHIZ Amazon Simple Notification Service ZEH 3251 BB L TS EE L\,

(F7°2ar)OJR2&geBWLT>

COFETIE. AWS IoT A" CloudWatch Logs ICTEHRZLRR TEDRDICTAIHEICODVTHBALE
T, chicky), BEEFREZRRTEFRT, OJVREREZBMCTRE, HENFRETIBEENHYE
Cl

OJXFZ2EMCTBICE

-_—

AWS loT A2V - ZREXT, TET—>3RA2 T [RE] ZBRLET,

2. [AY]7T. [OJ0EE] ZBRLET,

3. FLLWO—=I] T, [A—=ILOER] ZIVY I LET, O—JLIC AWSIoTLoggingRole £WS
BEZMNST. EX] Z2BRLUET. RU—RBBEBNICTEYFEIET,

4, [ATLRIL]T, [TFNYYT (BEARE)] ZBIRLET,

5. [Update] (E#7) ZBIRL E T,

ML Detect A R

@ Note
ML Detect (&, ATOV—23a>TCRIFMAVEETEE A,

« TZTNT4v 7 (XL—27)

CORBAEEDTA RTRE., BHEE ML) Z2FRAL T, FNAAPSOBEBXRNJIVAT—RICE
SVTHEEES D EENDTTI)L ZHEMR T S ML Detect Security Profile Z#ER L £9 . ML Detect (Z &
2MLETFILOERFIC, EBRRAZERTEET. MLETILOBERER, T —LZRENICRT
BLRUOAEL, BEECNLEBEEZENTEET,

ML Detect 5 TZ API X RBKT CLI ON ROFEMAICOVWTIEE, "MLEH, 2838BLTL
zEEW,

COEICRE. LToEI>a>vHFegEhTVET,

(A7arv)ynJEgezqwLs s 13


https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://console.aws.amazon.com/iot
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- BIRREMNH

« OV —=J)LT ML Detect ZFERHT B 5 &

« CLI T ML Detect Z T2 F &

BB SR AF

c AWS PHIY Re ChER>TUAWESR, REESBLTIEEL,

Y —)LT ML Detect 2R T2 5%

Fi—-KNUTIL

* ML Detect 25301t T %

* MLEFIDAT—RAZERTS

* ML Detect 7 Z2—LZHEFRITS

s ML7Z5—LZHWAETS

s P2—LOEEREEN—TTFD

s BESNETFNAANEBZENTS

ML Detect Z Bt 9 3
KTOFIETE., OV —I)LT ML Detect ZERET D HEICODVWTEHIALE T,

1. 2T, TFLOMBEHARNL -V T EBHFOLBIC, 7/N4 A ML Detect D BN EH TRE
BENTVWBECALR T, BEERIBIF—FRA Y NEERT B EERRLET,
F—RREERSDICR, EFIUFATOATFANIE—TY N (E/EEBE/OTN—T
THIBEFHYET) CRECTRYFENTVBESICLET,

2. AWSloT AV —=)LOF+ES—> 3> R4 T, [Defend] (B5f) ZEBEL £, [Detect] (&
H). [Security profiles] (22115« 707 7 4 )L, [Create security profile] (£F 21U F ¢ 7O
774 I)LDOFERK). [Create ML anomaly Detect profile] (ML EE#&HE7O7 7 1)L OER) DIBEIC
BRLET,

3. [Set basic configurations] (BN EEREZME) R—2I T, UTZERITLET,

s [Target] (B—7'Y M) T, 2—5Y RFNARTIN—T2BIRLET,

BIRSRAF 14
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- [Security profile name] (EF*¥1VF 14 7O77A4INAR) T, EF2UFT47A7 74 DOEH
ZEABDLET,

« (#7>32) [Description] (iBA) T, ML7’O7 7 A ) ORI HPETZATEE T,

« [Selected metric behaviors in Security Profile] (221574 707 7 A I TOERE Az X
DOADOEE) T, BERITBIXRNIIVRZBRLET,

BTULIS, [Next (RN)] Z2ZBIRLET,

4. VJRZ K1) D [Set SNS (optional)] (SNS DFRE (F 723 V)R—=DT, FNA AN 70774
IOBEICERLEBSENDT S —LBHO SNS REY VEIELE T, BIRLAEZ SNS REY
VTRITIDEHICEATZ IAMO-I)LZBRLET,

SNS O—)LZFEFHF > TLVBRWVWEERF., ROFIEICH>T, LEEBDEYNET IV EAFTL
EHEBERzEFE > O-ILZERLET,

« [IAM console] IAM A2V =)L) ICAWET, TETF—>23a R4 T[A-I)] Z2FRL 12
#®., [O—)ILoEK] 2BRLET,

c [EEENLEIVTATADEATERR] T, [AWS OH—FER] BRLET. TNDHE,
[Choose a use case] (1— AT —AMi&EIR) T [loT] Zi#IR L. [Select your use case] (I1—
AT —AMiEIR) T [loT - Device Defender Mitigation Actions] ZiZIRLEF, TTL L
5., [Next: Permissions] (X\: 7 O A Z#IRLE T,

- [Attached permissions policies] (7 XY FE N T JEAFIRI S —)

T. [AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction] AMEIREhTWB Z &
ZHERRL TH S, [Next: Tags] (RN\: 29) 21 BIRLF T,

- [Add tags (optional)] (X7 DEM (A7 32)) Tk, O—ILICEENF TR R TZEMTEE
T, T LS, [Next: Review] ZBIRL F T,

 [Review] (LE21—) T, O—)ICREI =
(7. AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction A" [Permissions] (7 7 &
AFFA) O TRICRRE N, AWS service: iot.amazonaws.com A" [Trust relationships] (15 38 B8 &)
DRICRRENTVDRCEZBELET, KT LES, [Create role] (A—IILDERR) ZZEIRL
X7,

>V —)LT ML Detect ZfE T2 5% 15
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5.

[Edit Metric behavior] (X MU O ADOBEDIRE) R—2 Tk, ML OBEDREZNDARXN AKX
TE&ZEXT,

BTULIS, [Next (RN)] 2 ZBIRLET,

[Review configuration] (XE DHEFR) R—2 T, MWMFE TER I HEZMFEL . [Next] (XN)
ZERLET,

tF1UFT47O07 71N OEREE. [Security Profiles] (EF1 VT 47077 A4)) R—2IC
URALY RENET, COTR. FILKEREThEeF1UTATO7 P A LFEREhE
£

® Note
MLEFILOHERNL—Z2V T EEFRANETITRETIC 14 BEALHAVET, T/INA ALK
REBTIVTAETANHRIHEERE. TTRICTS—ALANFRTENDENBEEIILE
9,

MLEFIDAT—RAZ2ERTS

MLEFLAMBRL—Z> T BEAC52ME. ROFBERTTHETOITLEBRREE
BTEET,

1.

AWS loT IV =IO FES—23 R4 T, [Defend] (BrtH) ZEBL . [Detect] (1),
[Security profiles] (EF¥21UF7 47077 4)) OIEIZERLE T,

[Security Profiles] (1) F47A77AIN)R—D T, BRI X1 VF7470774)%
BIRLET, TDE, [Behaviors and ML training] (B1fE& ML RL—Z2%9) £ BIRL £ 7,

[Behaviors and ML training] (B1fE& ML RL—Z> )Y R—2T, MLEFILONL—Z2T DiE
BRAZEIELET,

EFINDODARAT—RAN [Active] (T I T 1 7) I3 &, FERAMRICET VT Detect MRE % BY
BL, BEZ7O7 74 2EBHLET,

>V —)LT ML Detect ZfE T2 5% 16
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® Note

EFIFBELLEES Y ICEBLBEVEERE., FNA AN ) EfF ZHRELTVWAIEZE
BELTSEEL,

ML Detect 7 5 — LT

MLEFAABEE N, F—RRROEBHIE- LS, EFLCL> THRIAT DTS- LEEHW
CERBLCAETEET,

1. AWS loT AV —=)ILOFES—2 3> R4 2T, [Defend] (B5fH) ZEB L. [Detect] (K H).
[Alarms] (7 2 —A4A) QOJEICEIRLE T,

2. [History] ([BR) 27 ICBEBTRE., Po—LARETREAELKBE2EFNAIADHMBERRTD L
ETEET,

B WEEB T B2k, [Manage] (BIE) T [Things] (E/) ZiBRL, HMlERRIZDE /%
IR L T, [Defender metrics] (Defender X N U U R) ICBEILE T, [Active] (FOT17)R7

5. [Defender metrics graph] (Defender X N AT Z7)ICF VAL T, 7T —LREIC
HBPDEDIXNTICHUTHAEZRITTEET., COFE, 571 XY E—DH A XOANA
IFRTEN, PTOI—LANHBENET, TOR, T5—LHNVVTENLILEZHATESR
9,

MLT7Z—LZWAETS

MLEFIILABEE N, F—2AMOERBIES LS, EF21VTF47O07 740 ML BIEREZ
EHLTREZEETEERT. ROFIEK, AWS CLI TEFa1UT«70O7 7410 ML BERTE
ZEHMIDHEEZRLTVERTY,

1. AWS loT AV —=)OFES—> 3> RA4 2T, [Defend] (B5f) ZEBE L. [Detect] (HrH).
[Security profiles] (1T 47 O774)) OIEICERLET,

2. [Security Profiles] (1T 47 A7 7A4IN)R—D T, BRI EF1 V74707 74)L0O
BICHEDTFIVIRYIDREFICLET, TN, [Actions] (F U r3a2), [Edit] {RE) OIE
(CBRLET,

>V —)LT ML Detect ZfE T2 5% 17
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7

[Set basic configurations] (BEAXEHDERE) Tk, EF1UT4 707 74ILOX—7Y ROE
JOIN—T%HABLEY, BERIBIANIIREZEELEYTEERT,

ROWThAZEEH TSI, [Edit metric behaviors] (X MU I AN EEDIRE) ICBEIL &
9,

s TO—LZHBIDEHICHEZMLEFILOTF—RRA K

« PoI—LZIVTIBRLEHICMERZEMLEFILOF—ZRKRA B

« ML Detect 538L XJL

* ML Detect BH (flz(F., HIHE A TVWREA HFHE )

T—LDOERREEZN—DUTS

RADREZREL . TORIPREOHAZADL T, P7—LEN—IULET, chid, BHECHS
DF—LHFRBEITIHBEDBEVTZ—LAZRETIDNICRIUEET,

1.

AWS loT OV =)ILOFES—> 3> R4 2T, [Defend] (B5) ZEBIL . [Detect] (& iH).
[Alarms] (75 —4) QIECBRLET, RIEREEI—ITBTS—LAEBRLET,

RIPREZN—V T2 2 BVERY, RIPRBE-FIILIHEET,

BB RADREZIBRL . RELOHA (F7>32 ) ZADL. MarkZBVET, COT Y
>avik, BRULETZ—ACKRIDREBEHBAZE HTERT,

BEESNETNAADEEZEZENT S

1.

(F72aV)REZBROBMNT Va2 A2RETHHEIC, BERLTVATFNASA A ZBHITIRE
TIN—T%ZBELEL&S, BMBEOTIN—TZ2FERATHEETEEXRT,

[Manage] (B#). [Thing groups] (E./ ® 7 JL—7"), [Create Thing Group] (E/ DT IL—7"®
ER) DIBICBELET, E/OTIL—TICBEZNFHTET, COF1—NUTILTR, £
/DT ) —71C Quarantine_group £ WS BRI Z T E T, [Thing group] (E/ DT IL—

7°). [Security] (EF21UT 1) Tk, E/OTIL—TICROR)—%BALET,

>V —)LT ML Detect ZfE T2 5% 18
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "iot:*",
"Resource": "*"
}
]
}

# 7 L =5, [Create thing group] (E/ DT I —7DER) ZBIRL E T,
3. BT/ DOITIN=T%ZERLIEDOT, P7—LREDT/\NA A% Quarantine_group [CBEITS
BMT7Oa>aERLEL &5,

[Defend] (B5f0) @ [Mitigation actions] (#&M7 < 3>) T, [Create] (fEHK) ZEBIRL £,

4. [Create a new mitigation action] (¥TL W7 V> 3> OEK) R—2 T, UTOEHRZADL
7,

* [Action name] (7 2> 3> R):. M7 V> 3> IZAH (fl: Quarantine_action) Z1F (&
CB

* [Actiontype] (723> OERE): 70> a>0EHEERIRL £, [Add things to thing group
(Audit or Detect mitigation)] (E/ O T I —7ICF/ ZBIN BMEEEOEEF - FHRE)ZER
LET,

« [Action execution role] (7 223> ETO—)): O—I)ZEKTDH. BRIICHERKL TLVEH
aRERFEOO—-ILZRBIRLET,

« Parameters (/N X—X&): T/ OTIN—T%&RLET. HETIZERL =
Quarantine_group ZEHATEE T,
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ETLES, [Save| £ BIRLET. T, PI—LREOF/NA RERENKROE/ DY
W= BB ITZIEMT O a> e, RAEFICTFNA AZRHTIEMT

L7,

>3 hiE

BilEhE

5. [Defender]. [Detect] (#H). [Alarms] (7 T —A4) OIEICBEL F£9, [Active] (FIVT A7) DT

T, T7—LREIZBE>TWVWERT/NA AZHBIETELRT,

RENROITIN—TIZBEHTBT/N1 AZEIRL, [Start Mitigation Actions] (&7 &

FR) ZBRLET,

6. [Start Mitigation Actions] (( &M 7 7> 3 > O FR) O [Start Actions] (7
FEERLEBMT7 O a7 BIRUE T, HlZREE, [Quarantine_action] Zi&ERL TH
5, [Start] (FA%R) ZiBIRL £, [Action Tasks] (F I AV RARI)R—=IHHEET,

7. N TTF/NA AN Quarantine_group I[CEBEiEh, 75 —L%ZB|ERIL L F'EJEEGH‘EZIKJ?I
ERABETEET. AENETLES., FNARETE/OTIL—THSBELLY,

>aVERITLEVYTERY,

CLI T ML Detect ZfERA T % 5%

CLI ZfEAL T ML Detect 25X ET D HEZXICRLET,

Fai—-tUTIL

« ML Detect ZE%11L 3%

e MLETFINDAT—RAZERTS

« ML Detect 7 5 — A ZFERR

« ML7S5—LEMAETS

« PO—LOERREEY—DTD

s BESNEFNAADBEBEZENTS

ML Detect ZE %1t 93

LLTOFIETIE, AWS CLI T ML Detect 2BMICT R A5EZRLET,

23> OR®B) T, %

>3arn
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1. ETILORENERL—ZTEEHRDLOIC, ML Detect DHRNEHTERTATND LS
LR TREEBDHFENT—BRAVRNETFNA AR T B L EZRRELET ., T—2REZ
EHBIZE, EF1VTF47A77PANCTRYFENLETE/ OIIL—TICE/FBRIIEET
BERSICLTLEEL,

2. create-security-profile AN RZFEAL T, MLDetect ¥ 21T+ 707714 %
ERLET. XOHFITE, security-profile-for-smart-lights EWS BRI OEF 1)
TATA77ALNERERLET, COTOT77AIIE, EEEhEXYE—20, AEBOX
BOB, EHROBTOH, BLCTHOBZEFIVYILET, COHITE, XMJIAN ML
Detect ETIINEFERTD & ZMI TSI mlDetectionConfig ZFEAL E T,

aws iot create-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"[{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel”: "HIGH"
}
.
"suppressAlerts": true
.
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel”: "HIGH"
}
.
"suppressAlerts": true
.
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
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"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
!
i A
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-1lights"
}

RIZ, EF1VFT47O7 7401 DFLREEROT / OJIN—7ICBERITE

¥, attach-security-profile AN RZEFEAL T, T/ OV IIN—TZEF21UF71470

T7A4NCTEYFLET, XOHFITIE, ML_Detect_beta_static_group EVWDZRDTE
JDI)N—T% security-profile-for-smart-lights E¥1UF 4707 7 4 )LIZEE
FHET,

aws iot attach-security-profile \

--security-profile-name security-profile-for-smart-lights \
--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:thinggroup/ML_Detect_beta_static_group

o

L,

CLI T ML Detect Z2fEH 92 5%
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4, T2BEFIVT47O77A4NEERLIES, MLETFIUANL—-Z2TZFHHBELET. ML
EFIOHMBRL—ZV T ERBENTTIDETIC 14 BEAL AV ET, 14 BAEBIS &,
TFINAATEEBRTIVTAETANRELEBE, To—LNFRRENET,

MLETFILDAT—RAZERTS
UTOFETE. MLEFLOETHONL —Z2V I 2ERTIHEERLTVET,

« get-behavior-model-training-summaries AN~ RZFEAL T, ML EFI/LOEBIR
MERRLULET, XOBITWE, security-profile-for-smart-lights %215 470
77A4ILOMLETFINL—Z0TOEBRROMEZRBL ET ., modelStatus &, EFI)
FRL—Z2DTZETULEDL. REOBEOEIL RFELEREPTHINERLET,

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

A
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

1,

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

1,

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Authorization_failures_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"
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},
{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"
},
{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"
},
{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"
}
]
}
(@ Note
EFIABELEES Y ICEBLEVBAR, FNAAN BIES 2BLLTVWBCEE
BREL TS EEL,

ML Detect 7 5 — LA ZHERT

ML EFIILEBEE 1, ?—Qﬂﬁwﬁfﬁgﬂt‘ EFNCL>THAZTNDZ T —LZEH
ICRRTEET. UTOFIETIEE. AWSCLI TP Z—LZKRRIDAHEZRLET,

e IRTDTITATRBRTS—L%EZRRTDICIE, list-active-violations AN R&EFEH

LET,
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aws iot list-active-violations \
--max-results 2

A

"activeViolations": []

F&, list-violation-events AN RZFEAL T, BEOHEFICHREESNEINTO
EBRERRITDEETEET, XOHITIE. 2020 £ 9 A 22 H 5:42:13 GMT »* 5 2020 £F 10

A 26 H 54213GMT ETOERARVRNZVARNLET,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

H

"violationEvents": [

{

"violationId": "1448be98c09c3d4ab7cb9b6f3eceb5d6",

"thingName": "lightbulb-1",

"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"
}
b
"suppressAlerts": true
b
"violationEventType": "alarm-invalidated",

"violationEventTime": 1600780245.29
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},
{
"violationId": "df4537569ef23efblc029a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281
}
1,
"nextToken":

"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uPlpflxKX1+a3cvBRSosIBOXxFv4@kMERYBkNZ
vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/UQiBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 j pUeHmINOHWLMGWOY swORy 3w38h0QWEpz2 xwFWAXAARXeIxCxt5c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qxvdxGE1GmRb
+k6kuN5jrZxxw95gzfYDgRHV11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYIi5zKDz9FVbrz9qZZPtZIFHp"

}

MLT7Z—LZWAETS

ML EFINFEEz N, F—R2TAOEB/BHIES S, EF21VF47AT7 74O ML BERE%R
FHLTREEZLETEET, XOFJEF, AWSCLI TEF21UF47O7 74D ML BHERE
EEHITHEEZRLTVET,

c EFIVF«47O774IL0OMLEEREEZLEETSICIE. update-security-profile
O REFERALET, XOFITIE. WS 2D DOEED confidenceLevel ZZE L

CLI T ML Detect Z2fEH 92 5% 26


https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html

AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 1 R

T. security-profile-for-smart-lights E¥1V)F47OA7 74 I OEMEZEHL .

IRTOBEOBAENEHRBLET.

aws iot update-security-profile \

--security-profile-name security-profile-for-smart-lights \

--behaviors \

"[{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",

"criteria": {
"mlDetectionConfig": {
"confidenceLevel" : "LOW"
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1,
"suppressAlerts": false
I
IR
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
1,
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
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"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"

}I

"suppressAlerts": true
1,
"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

Fo—LOWBREZN—UTFD
TI—LLRIAT—RAEY—IL T, PI—LOFEPREEOAELRITIZEN TERT,

o TI5—AILEDREBLETOREOFHBAEY—ILET, fllF. 75 —LDKRIIREZE False
positive ICERETHLSHIC. XAOON REFEALET,

aws iot put-verification-state-on-violation --violation-id 12345 --verification-
state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

H

Lo

BEETNETNAADEEZEZNT S

1. create-thing-group AN RZFEALT. BNT7 O3 AOE/ OTUIIN—T2ZERL &
9o ROHITIE, ThingGroupForDetectMitigationAction E WS T/ DT I —T %KL £,

aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

e

{

"thingGroupName": "ThingGroupForDetectMitigationAction",
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"thingGroupArn": "arn:aws:iot:us-
east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",

"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"
}

2. JRIZ, create-mitigation-action IN>V REFRAL T, BMF7 I a2 E2EKLE
T, ROBITR, MMT Va2 BEBATHIEHICHERAETNS IAMO—)LO ARN Z{#F
AL T, detect_mitigation_action E WSEM T V> 3> #EKLET, o, 7o>3 >
DRATEZXZDTIIAVONTXA—R2ZERLET. COBE. BAT I3V ICK
v). ThingGroupForDetectMitigationAction £ WS LEICERL T/ OTIL—TICE/FBEIL
X7,

aws iot create-mitigation-action --action-name detect_mitigation_action \

--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}l
IR
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3"
}

3. start-detect-mitigation-actions-task N> REFAL T, BT I3 VRAV%
BB L ET, task-id, target, BKY actions FBBENTAXA—XTT,

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationIds" : [ "violationId-1", "violationId-2" 1 }' \
--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

H
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"taskId": "taskIdForMitigationAction"

4. (A7) RAVICEEFNZIBEBNT O3> NRTERRITDICEK, list-detect-
mitigation-actions-executions AN RZFEHALFT,

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

H

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan @7 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",

5. (F7<3r)describe-detect-mitigation-actions-task AN REFEHATI &, EH
To2arvEBAVICETRHERZEEBTEERT,

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

A

"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
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"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

},

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

I

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":

"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": 0

6. (A72aAV)VBNMTOIVRAIVD)ANERBITSICIE, list-detect-mitigation-

actions-tasks AN REFEHALET,

aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
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--page-size 4

&0

"tasks": [
{
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

.

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
b
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:r0le/
MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,

"taskStatistics": {
"actionsExecuted": O,
"actionsSkipped": 0,
"actionsFailed": @
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]

}

7. (FA72aNEBNTO3ARAIEF Y EITBICIE, cancel-detect-mitigation-
actions-task ANV RZEFEALET,

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

e

ZL,

AWS |oT Device Defender EB#HRZ VWD EDKSICKRTRITSDHL %
NHAZRNA XIS

AWS loT Device Defender BE&E T, AWS loT FNA RAE VY —ANFRARNT S VT4 AIZHEEL
TWA L ZRRAITDLEHIC, EHNICEFIVTAFIVvIOETVET, EFIVIT, BEERER
FEEFRLETEESICOEIN, TEAOBAREIVY-ILOBETAANFRRIENET, BBAO
BED /A ADRYBRLEBNITHLHIC, BEEFMRONEMEZFERATIE, ChSOTEEORE
Hz—BRHNICELETRCENTEERT,

BEOVY—ARAFLRBTADNOEETFIVIZ, H5HLUOROSNI-HBLETNHEHTEE T,
MElEhZEEFIYOORKRRE., BEHATIVEFREEATIVERRIC, MEEhEZMREELT
SEENET, COFHFLLATIVE, FTEEORBROBEDLSICTSI—LERNIH—-LERA,
ChCKY), BHOXDTF UV ABBRELEEEFORTHAATI1-)LEhDET, FTEHEOEA
ICEDEhBHELZERSEERT,

BRI

ROV 3a>TR, EEFRONHEHZFEAL T, OV —IE KT CLI TO Device
certificate expiring FI VUV ZMHE TR HEICODVTHLLKBHALET, WThHAOFTEY
ARNL—=23 I 5B A, Device Defender MRETEBDKSIC, T RFAMITHEHAEZ 2 D
ERTBDBVENHVET,

MREEERTBICH. UTEEALET,

« TAWS loT Core FROY/N—HA R, @O TCAGEBHEDIER & &%
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- CATIHBEFEALTOSA T NEREEERTS AT Y7 3T, days NSX—8% 1L ILRE

LEXY,

CLI ZFAL TAHABZERL TVBRHERF. ROONRZAHLET,

-

openssl x509 -req \

-in device_cert_csr_filename \
-CA root_ca_pem _filename \
-CAkey root_ca_key_ filename \
-CAcreateserial \

-out device_cert_pem_filename \
-days 1 -sha256

I—ILTEEMRENAZIIAXTS

RDFI—KNITILTR, TEEOEETFIVIZNIA—TD, 2 D20KMLIET/NA AGIAEZ
BOTHhOURZERLEY, COZFTIUATR, FROYN-AFEECHRTIHL VWlgEzTA
RLUTWB®, BEZEMIILET., BAAERCEEMREOIMG ZERL. RWBURE, EEER
FREEICBESBVWRSIILET,

1.

T, AN REEZRITLT, RMLEFNSA AAAEOT I Y VN FTEETHDI L%
RUET,

AWS loT OV =)L T, ERIOHY 1 R/)N—H 5 [Defend] (BFf) ZiBIR L, [Audit] (BEE).
[Results] (k& R) DJEIZIEIRL £9, [Audit Results] (BEERER) R— T, [Create] (fERK) &ZiEIR
LET, FILVEEZERTD]| V1 RONFBHAEET, [Create] (fEK) ZBIRL £,

AUTFIV ROEEFERAN S, [Device certificate expiring] (7°/N«( AFEBAE DB NHRA I &
T)HF2D20)Y—ATHREETHRIENDHAVET,

TR, FROYN—HNEBENBRZBLETHIMEEZT AL TVS -8, [Device certificate
expiring] (7/NA4 ASEHEQOBXMHRAVINET) OFBEF IV I/BEZEMILET,

Brl] OTOEROH A RN—=15, [EE] Z:BRL., REEROMFH) 2RRLET. [BEER
ROWPH| R—2T, EX] ZBRLET,

EERRONFNEZERTD]| V1 RIT, RDESICADTIBENHYET,
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 Audit check (BEEF TV U): HFLEVEEF I YU THS, Device certificate
expiring Z&ERLE£ 7,
« DY—RHA: EERZRZNHETHHAAZDO 1 DOFNAALEHAEID ZAHLET,

« Suppression duration (¥J#|#iR): Device certificate expiring®EEEF I v U &
LEVWHIBETH S, 1 week ZERLET,

BB (172aY) COEBBREMHTIREENNTHXELEMLET,

74— RIZADLES, fEK] ZBIRLET., EEMEOMENIERE NiZ&RIC, KIH/NF—
FRRIENET,

4, FIAED 1 DICRUTEEMEEZIERRICLELLE, RIC, 2 BB OIRAENEEMRE 24T
BDHRENFHYNET, ATV 3 THEALLEOERUNMB S £E2FERATRIEEETEXTHN, T
FEANL=2320EHIC, BIOFEZFEALET,

B OTOEROST A RN—A5, BEE] ZBRL, BR] Z2EBRLET. EBEELER OR—
DT, FHEHEODVY—ANEEZBIRLET, TOR, FEMOFIVI|TUY—AZERL
£, < OfITIE, [Device certificate expiring] (7°/V1 AFEBAEDBMHRF T ET) Z1&EIR
LET,

5. [FNAALBEOADHESTNET)OR—SHO BEERORD S —] T, &N/ KRERZERH
BROBICHDATIVARRZEBRLE T, RIC, [FPU23VIRAYTHAIX_Z1—%
BIRL, REBFERz0HL VBB ZERLET, CCTR, MOERAETIT2LOERLULS
21 week ZBIRUET, [MIHEZRE] V1 ROT, WHEZ2EML] ZBRLET,

EEMROMFEANERENI-RIC, RUINTFT—HFRRENET, BE, BHOEEMRY 118
BIFEnTHY ., FROYN-RBEFC/RTZ OOV ) 1-3a VI ICHVYBATVLERT,

CLI TEEMRZNAZIAAXTS

ROF1I—KNUTILTR., TEEOEEFIVIERN)A—TS, 1 20K%MLEFT/NA AFIHER
B27HOh2EALET, COFVATER., #ROAYN—HFBBICHLTEIHL V#EEEEZ T A
RLTWBES, BEEEMICLET, SIRERICEEFMEOME ZERL ., KB, EEZERAN
FHEHEICHESBEWVWRSICLET,

RO CLIORY RZFEALET,
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» create-audit-suppression

» describe-audit-suppression

* update-audit-suppression

» delete-audit-suppression

* list-audit-suppressions

1. ROOANV RZFEALT, EEZBMICLET,

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

A

BLo

2. ROOANV RZMEAL T, DEVICE_CERTIFICATE_EXPIRING_CHECK BEEF I vV UV ZXRE
ITRFUTFI REBEZEITLET,

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

H

{
"taskId": "787ed873b69cb4d6cdbae6ddd06996¢c5"

}

3. describe-account-audit-configuration AN > RZFERL T, BEEREZREARL F
F., DEVICE_CERTIFICATE_EXPIRING_CHECK OEEFIVIOEAF I ICLIECEZHIELE
CP

aws iot describe-account-audit-configuration

&0

{
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"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"enabled": true

iy

"auditCheckConfigurations": {

"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false
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}I

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

AWS loT Device Defender RO Y /N—H 1 R

iy

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

}

DEVICE_CERTIFICATE_EXPIRING_CHECK [Cl& true DEICKE>TVWRERTTT,
4. list-audit-task ON> RZFEHAL T, TETLEEEZRRAIVZZAILET,

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

i A
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

ATYT 1 TETUEEED taskId (k. COMPLETED ® taskStatus ZE > TVWAHEN D
VET,

5. describe-audit-task AN RZFEAL T, BIOATY 7O taskId BHZFEALTET LEESR
DHMERMBLET, CcOON RIE, EENHFMAEZ—ETRRLET,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

H
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"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
"failedChecks": 0,
"canceledChecks": @
.
"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. list-audit-findings AN RZFEAL THFREEOMAE ID ZREL, COUY—RADEETS—
R —BEILETEDLSICLET,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

A

"findings": [
{
"findingId": "296ccd39f806bf9d8f8de20ddceb33al",
"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
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"severity": "MEDIUM",
"nonCompliantResource": {

"resourceType": "DEVICE_CERTIFICATE",

"resourceldentifier": {

"deviceCertificateId": "b4490<shortened>"

I

"additionalInfo": {

"EXPIRATION_TIME": "1582862626000"

}
I
"reasonForNonCompliance": "Certificate is past its expiration."
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false

I
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69cb4d6cdbae6ddd06996¢c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
I
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
I
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

7. create-audit-suppression AN RZFERL T, 2020 # 8 # 20 #FTID
c7691e<shortened> &3F D7 /\ A4 ARERAE M DEVICE_CERTIFICATE_EXPIRING_CHECK B
EFIvOOBBANENHEILET,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
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--resource-identifier deviceCertificateId="c7691e<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

8. list-audit-suppression X > RZFEAL T, EEWFEREZHERL. NEHOFMAZMEBLETD,

aws iot list-audit-suppressions

A
{
"suppressions": [
{
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c769le<shortened>"
},
"expirationDate": 1597881600.0,
"suppressIndefinitely": false
}
]
}

9. update-audit-suppression AN RZFEAL T, EEFRONHEHEEHTEE T, UTOHIT
. expiration-date Z08/21/20 ICEFH L £,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \

--resource-identifier deviceCertificateId=c7691e<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression AN RZFERAL T, EEZROWFIZHIBRTEE T,

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

HIBR Z HEFR T B (C Ik, list-audit-suppressions N> R&EFHLE T,

aws iot list-audit-suppressions
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0

{

"suppressions": []

}

cODF1—KUFILTE, OA2Y—)L& CLI T Device certificate expiring FI v U %&H]
HTBFEERLELLE, EBEMROIFOFRACOVTE., EEOMEOHF 23R T
Wo
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* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup
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* DescribeThing
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* ListThingPrincipals

Example

- NEE:
JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowIoTThingOperations",
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPxrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/name-of-thing"
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arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

chlRY, FNAARHSWRITNAAD ¥ RVEEH TEDLDIZBYNET (*=9FXT
DT INA X)o

arn:aws:iot:region:account-id:topic/$aws/things/*

ChiZRY), FNAABRHSWBITFINAADT ¥ RUZFHEV /EFM/HEIRTED RS ICKY)
£9,

- BE:
JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"
]
}
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- HE:
JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"
]
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* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

+ StartNextPendingJobExecution

* UpdateJobExecution

Example

- FHEE:
arn:aws:iot:region:account-id:thing/*

chnCRY, FNAANHSWBRE/ TRESNET VA ERITTEDRDICBEYET,
- EHE:
JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
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"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resourxce": [
"arn:aws:iot:us-east-1:111122223333:thing/MyThingl",
"arn:aws:iot:us-east-1:111122223333:thing/MyThing2"

]

}
]
}
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T/ ZEBRLBEETS

XD AWS IoTAPI 7o>azlik, f/%%ﬁﬁt@gﬁiétbtﬁméh%tw\Ch5®77
2AVERTIBDTIEAFIE, FREALEA D Amazon Cognito ID 7’—ILZ N L TEKET 2 T/NA
ACRFRAELZEVWTLSEE W,

* AddThingToThingGroup

AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
+ UpdateThing

* UpdateThingGroupsForThing

ChoNTIUIaVeERTIBDTIEAHAZNETZO-NE, BE—OUY-REFFHF>TVT
tE, TEHELHBENET,

T/ UNZEETS

FREE% & O Amazon Cognito ID 7’—)LZ N L TEKET B2 TNA AR, chsoteI> 3> THEA
LIz AWSIoTAPI 70232 BAOT 0232 &2RTIAT IV EAFTZNFELEVTSEE L,
FRRE%E & M Amazon Cognito ID 7= )LZN L TERTZI T 7 T—>3 0 Z2FEALTT AU MNE
BETDIZRE., FNAARLCK)FEATATOVEVEIED ID 7—I)LZERLET,

T/ DERET—2ZHAND

XD AWS IoTAPI 70232, E/OF—RE2HHBBEHICEREND -, REAEEHD
Amazon Cognito ID 77— LZN L TERITBDTNA1 AICKBREENLEZTE/ OEY N TOHENSDOT
D23V ERRTIBDTIVEAFITZ2R/EL TKEEL,

* DescribeThing
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* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

- THEE:
arn:aws:iot:region:account-id:thing/*

chnlckY), FNAANHSWBRE/ TRESNET VI EETTEDRDICEYET,
« HE:
JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxThing",
"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/MyThing"

chnilckY), FNAANF 1 DDE/  TCOMMEESNETOIAVERITTEDLSICKEYET,
- BE:
JSON

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxThing",
"iot:ListThingPrincipals"

1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/MyThing*"

VY—=ZAB DA RA—R ) ZEALTHEEEATLVERTY, FICREOXFIIFFVTHY,
BEESNETL7AYORZHFHIDBRNAFVWEET/ OEY "MAOTIVEACHREND=H, Ch
FEELTVET,

- FHEE:
arn:aws:iot:region:account-id:thing/*

chicky), FNAANSSWBRE/ TEBEENLET O IV EERTTEDLSICKYNET,
- BE:
JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsFoxrThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/MyThing"
]
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}
1
}

cICRY, FINAAN 1 DOE/TORIBEEENLET VAV ERITTEDLISICRYET,

- BE:
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/MyThing*"
]
}
]
}

VY—=ZAADAILRA—R (*) 2EALTEEETATLIRIY, AICHREOXFIFFVTEY,
BEENETL 74V OREZHIDBRNAFVEET/ OEY RMAOTIVEACHREND=H, Ch
FEELTVET,

MQTT REY OIS T RIS ATIRITTS

MQTT XY t—2 ik, AWSIloT XY =7 O—A—RBHEATEEE I, ¥ RTJRAT—E2AXD 3
TETAT—RAAND T IV EAREEREDET XTI ERT IV ERTITBLEHICTNAARAICKY)
FRENET. MQTT XY =208, BT, SERYTAISATI3T70AHFAEZTFNA
A ETIRI—EF, LTOKSICChsOTF7o>a>aziBEO)Y—AICFHRLET,
iR

- FHEE:
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arn:aws:iot:region:account-id:client/*

DANRA—R*ZHEHAITZE, EOF/NAATE AWS loT ICEKETEXRT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M #F—T iot:Connection.Thing.IsAttached A" true ICEREE N TVEVERY, Zhik
BHOBOTAIRA—R* EAEDORETT,

- HE:
)Y —ZARKICE, BRICEATS DI TNAABIC—HITZIEBNfEENTEY ., FHEAT—
RX BN, MQTT 2547 NCKVY)ERAENDABEEN,. RS BRIZFEODE/IC

TRYFENLARABE —BIDCEZWRABIDEILLRY, PO EAFAZETSICHRLUE
ER

- FEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

chilkY, FNAARHSWEITNAADS ¥ RUVZEHTEDRSICBYXRT (*=IANT
DTINA X)o

arn:aws:iot:region:account-id:topic/$aws/things/*

ChiZKY), FNAABRHSWBITFINAADT ¥ RUZFHEV /EFM/EIRTED RS ICKY)
£

- HE:
JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
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1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"

1
}

VY —AREETAIILRA—RAEBENTVETY, BEIDILOICE/ OBFHAERAES
TVWBATFNAADT ¥ RUVBEEDREY VIZOH—HLKXT,

YTROZ47
- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShIZ&Y, FNARABIXRTOTFNAADFHERS ¥ ROKEFDITREY VICHTR
D947 TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/#
HOBERUTTAN, # JMILRA—RZEALET,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

chllRY, FNAABRHSWRITFNAADT ¥ RVEHESHBTEDLDIIBNET (+=7

NTOFINALRA),
- HE:
JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,
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"Resource": [
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]
}

Y —ZAATRIZEDAIL RA—RAEENTVETH, BHRIZDLEHICE/ OZBaidNERASH
TWBFNAADT Y ROUBEODRKREYVESITEHEODRNEY JICOXA—HLET,
215

- HE:
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ch, YTRIZAT 2TV EAFAZE > TVRREY IDLSOKTNA AN XY £—
DERETILO., BEHNFEA

Y RVEERDITF—REHHMB/EETS

TFINAAN API T O3V aERTUTTFNA R Y RORDIATROTTF—RIIT VAT LEREE
ITRTIOEAHFTENAETI RIS —EF., ChsOT7o>a>z2BEOIY—AICHRLET., API
To>a>vEROEHY)TT,

* DeleteThingShadow

* GetThingShadow

« UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

Bl

- TEE:
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arn:aws:iot:region:account-id:thing/*
chiZ&VY), FNA AN HSWBDE/TEEENLETIAVEERTTEDELSICAYET,
- HE:

CHhICRY, FNAADN 2 ODE/TOREEETNET VIV ERTTEDRSICLKY KT,

AWS loT K1) S — QR BET 7

AWS [0T RV —TREEND T IV ELAFAR, LITEDD, FIRF B EEA, CREEBETN
AAEDETMATT XY E—D 2 EXZRBIBD TV EAFTTEZNETEH., ERETXET/NAAD
Y RUBKRVDATRITTF—RILT IV ERE LR EET R TV AT ZRELET,

—MIZ, FNARADKRIZ =, TOFNAAILOXBEENRTSNTHY, OT/NAAILEE> £
<. BR3VREDTHLLAIBERTSNTOVEVWIY—AANDT I LA ZRETIBENHVET, —
HOAEH KT, TOLSIBRI—TVY—RZEETDEDICTAIRA—R (™, BE)
ZEATRIE, KITERD, FIRABVWERABZEINKT,

COFIYUIE, CLISKRT API T IOT_POLICY_OVERLY_PERMISSIVE_CHECK &L THRRENE
EE

EZE RSB
2
COFTYIILKYIEREMD AWS loT KUS—HFROND &, ROEBRI— RFBEEhET,

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

BEELER

TOBEAFTHFBREZR)S —%FDIHEE, Amazon Cognito ID, EEEFE/ OITIL—T1F. BF
ENEBE, THO R 2EOEF1IVTAICEEEZEAD NN BYVET. REEN TOLOKE
[REBRTIAEZFERALTINTOTFNAADI Y R, 37, £hE@EDaTE2Te5HEE
LEREETDAEMNr ®VET, EhiE, HEBEENfRESCIIAHAEZFEAL, BEEOHDT/NI1A
CEHELUEY, FYRND—2 LT DDoS WEZRBL V) TDAIEEN BV ET,
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EIER*

T/, B/ OIIN-T, TOMOITATAIITRYFENEREEOR)—ZEETDICE,
LTOATY7T#RTLTLKEE L,

1. RV —OFHLVWERN—2 32 ZERTBICE. CreatePolicyVersion ZEAL &
T, setAsDefault 757 Z true ICERELE T, (kY. COFLWN—23 2 EF, R
—RFEATIINTOITATATEHELET, )

2. RV—OFTRYFHROEA—=TY N GEHE, T/ OTIL—7)DVANERBL, JI—TICE
FNTVBRFNAAX, ERICARELEFERATEIT/NA AR T BICIE, ListTargetsForPolicy
ZFERALET,

3. BEEMITSNTVBDRINTOFT/NA AN AWS lIoT ICIEFLTED CEZHIEBLET, NI AN
BETERVE S, SetPolicyVersion ZFALTF7 I MORU D —2BBIO/N—23 I
O—INYOLT, £5—EHLTLKEZL,

BMT7O>a>eERLT, ATZERITTEXRT,

« EEZ4ER(C REPLACE_DEFAULT_POLICY_VERSION M7 o> ara#ERALT, COZEEATV
x99,

e AMazon SNS XY tE—JICW TR IEE L THARAEZALLAR A EERTBIES
([&. PUBLISH_FINDINGS_TO SNS#EM7 o> a>z=EALET,

FHCOVWTR., "TBAT7 a2, #23RBLTLSEEL,

AWS loT Core R > —ZHZFEAL T, R —RHDO AWS loT DY —RAZBWICSEBLET,

MQTT OF U+ AT

MQTT XY tE—2 ik, AWSIoT XY E—270—A—RBATEEEN, Y RIVAT—2A®T 3
TE2TAT—RAANDT I EAREEREDTIAV BRTITRIEHICTFNA ALK FRHEAE
To MQTT XY =D IC8HK., BT, LY TRISATI2T7O0AHFT2TFNAAINHET
RV —E, LTOKSICChsOTo2a>eaBEN)Y—RICHRELET,
E

- TEE:

arn:aws:iot:region:account-id:client/*

AWS loT RS —DERFBEITY 71


https://docs.aws.amazon.com/iot/latest/apireference/API_CreatePolicyVersion.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListTargetsForPolicy.html
https://docs.aws.amazon.com/iot/latest/apireference/API_SetPolicyVersion.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policy-variables.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

DAINRA—R*ZHEHAITZE, EOF/NAATE AWS loT ICEKETEXRT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%&MH*—T iot:Connection.Thing.IsAttached A" true ICEREET N TVWAWRY, Chid
BOBIOTAIRA—R* EAEDRETT,

- BE:
DY—ADEEIC., BRICEAThDTNARABE—BHITIEHNEEINET, ZFHEAT—H
XKNE, MQTT 9FA4 T NCKYEREIBAHAEN. FRAECADEHEEFO>T/ICT
RYFENLAMPAEE—HITD L ZBABITD LK, PUOEAFTZESICHIPRLE
9,

- FHEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

chllRY, FNAABRHSWRTFNAAD ¥ RVEEHTEDRDIZBYNET (*=9IXT
DTINA R)o

arn:aws:iot:region:account-id:topic/$aws/things/*

ChiZRY), FNAABRHSWBITF/INAADT ¥ RUZFHEV /EF/EIRTED LS ICKY)
£

- BE:
JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
]I

"Resource": [
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"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"

1
}

VY —ARERETAIILRA—RAEBENTVETY, BEITDILOICE/ OBFHAERAET
TVWBATFNAADT ¥ RUVBEEDREY VIZOH—HLKXT,

HYITROZ47
- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShIZ&Y, FNARABIXRTOTFNAADFHERS ¥ ROKEFDITREY VICHTR
D9S4T7TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
HOBERUTTAN, # JMILRA—RZEALET,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

chllRY, FNAABRHSWRITFNAADT ¥ RVEFHESHBTEDLDIIBYNET (+=7

RTDOFINA R)o
- HE:
JSON
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Subscribe"

1,

"Resource": [
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"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]
}

VY —ARERETAIILRA—RABENTVETY, BEITDILOICE/ OBFANERAES
TWBRTFNAADSD ¥ RUBEDREY VEDITHEOREY VIZOHK—HLET,

2=

- BHBA:
arn:aws:iot:region:account-id:topic/$aws/things/*

chid, YT RIVZATSBT IV EAHFAZRE > TVWBREY IR SOET/NA AN XY £—
DeREIRCO, AEHYEEA
S H RIEDIATOF I LAKT
FINAADN APIT O3V ERITULTTFNARD Y ROURDITRFF—RIT VAT EE
IRTIVEAFAAZNETRIRII—F., ChsOT7I>3a>ERBEDIY—AILHIRLET. API
To2a>vR@ROEHTT,

* DeleteThingShadow

GetThingShadow

UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

i
- THEE:
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arn:aws:iot:region:account-id:thing/*

chilckY), FNAANHSWBRE/ THREENET VI EETTEDELDICKYET,
- BE:

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/MyThingl",
"arn:aws:iot:us-east-1:111122223333:thing/MyThing2"

]

}
]
}

CHhIZRY, FNAADN 2 DODE/TOHRBEEETNLET VIV ERITTEDRSICLKYET,

AWS lIoT ARU S —ABR 2 TEBEE N TV D AN H S

AWS lIoT RV —ARB> THEREN TV R ARMNHD CENBRENRL L, BELCERERD
=RE, BOoTEEENERVD -G, ERLBVIY —AANOTFNA AT IV EAZHFHATEIHRE
DEFIVFAAITFURNESERCTAREMEADBYET,

AWS lIoT RV —ARB2> TERENTVRAEEANHDIFIV IR, RUZ—Z2EHIBHEIC. =
LETO2a>0a:IFAENTVD L ZBIEIDIONDEETT,
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cDFIVIIE., CLIS&KT API T IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK &L
TRRENET,

BEXE: &

EE |

COFIYVITAWSIOTRUS —ABO>TERESNTLVSOEMf BB e nd e, AWS
loT XD EHRI—RZRLET,

+ POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
+ TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

BEELER

RIS —DREZRDE, BEUEOT IV EAFANTFNARACEZSh, BERLBEVRERICOBN
PHUREMABYRT. VY—AANDT I EAZHRL, EF21VT1 LOBRZHLEHIC, K
S—EEEICRNTAIEEZHEOLET,

R —OEBAT—M XY RNOBIE MQTT DAL RA—RAEENATVET

AWS [oT RS —HFBR>THEREN TV R AREMANBEIF I Y I TR, EBEAT KX NAD
MQTT DA RA—RXF (+ Tz #) ZRELET, VML RA—REAWS loT RUZ—IC &
TUTZILXFHELTROISZ S, RUS—HNBEICHREhDARElI SN ET,

ROFIE, RIS—TMQTT DAL RA—R # AL T, building/control_room (2 B9
BIBDRNEYINOYTRITATRETTZEEZBMELTVET, L. MQTT D4
ILRA—RIEFEAWS IoT RUS—TR DML RA—ROEBER]RZEF LT, 7/N1 Ak building/
control_room/datal YT RIUSATTEEXT,

AWS IoT RV —ABR > THERESNTVBDAEMNI HBIFI Y I TR., CORVD—ICEHI—R
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT ® 7SI HSsNET,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:111122223333:topicfilter/building/

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:111122223333:topicfilter/building/
contxrol_room/#"

}I
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:111122223333:topic/building/*"
}

LR, BYUICEBRENERVSD—0HITT, F/VA AIZIE, building/control_room/ ®H 7
NEY DICHTRIVSA4T 32T UORAFAN %L, building/control_room/ D47 ~EY &
NEXYVE—DaZEITHITIOERAFINN GVEEA,

DANRA—ROERZFATIZ L ZERIDEZBNLENEY Y T4 EZ—DHI

RORYZ—HlE, VY —RA building/control_room/* ZEHFT B &K V), building/
control_room [CBSET B NEY IANDHTRISA T #ERTZHEZBANELTVET,
L. FINA AR building/# \IZHY T AOVS47 35 V0T ANEEFEL, building/
control_room/datal ZE€¥ building ICBEETRIINTOREY INSAYE—DZZETE
F£7,

AWS loT R =N TEBRENTVDAEEN HDFIYITR., CORU—ICEHI—R
TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS ® 7SI A HSsNET,

ROR) S —OFIE, building/control_room topics TAXY E—2&ZETDIT I LA
ANEENRTVET,

JSON

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:111122223333:topicfilter/building/
* 1
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:111122223333:topicfilter/building/
control_room/*"

},
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:111122223333:topic/building/*"
}

LT, BYICERENLER)SD—0HITT, 7/VA A&, building/control_room/ ®H 7
NEYDICHTROSAT$2FT U EAFAN %L, building/control_room/ D47 ~EY &
DPEXYE—DZEITDTIVELAFAN HYEHA.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:111122223333:topicfilter/building/
* 1
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:111122223333:topicfilter/building/
control_room/*"
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},
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:111122223333:topic/building/*"
}I
{

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:111122223333:topic/building/
contxrol_room/*"

}
1

® Note
COFIYITR, BREFBEESNBBEFBYET. 77T UTShERUS 2T
NTEMEL ., BEENHEEAL TERHEOVY —RAICY—VER TR E2BEBBLET,

EIEH %

COFIVIICKRY, B2TEBRENTVWRIAREDHDI RV —ICT7ZTARTSNB L8, BRiR
HARETDARMNI BV ET, SBRTVZINFUTSNBVKRSIC, EENHZ2EAL THREEZ
N—JL&Y,

LTOATYTIR>TE/, BE/OTIL=T, TOHOIVTATAIITRY FEhIEFEEDOR
) —ZBIETBHEETEET,

1. RV —OFHLVWERN—2 3 ZERTBICE. CreatePolicyVersion ZEA L &
¥, setAsDefault 750 Z true ICRRELET, (ChICKY, COFHFLWNAN—232EF, R
S—EERATHIINTOIVT AT A THELET, )

— RN BEI—AT—A[ITO AWS loT RU S —OERBFIC DWW TIE, AWS loT Core BAREH 1
R "TINTVY 22T ROZAT RIS —0Fl, #BRLTLEE L,

2. BEMIFSNTWVWRIXNTOFT/NA AN AWS loT IZIERTED L ERRALET, F/N1 AN
BHETERVE S, SetPolicyVersion ZFALTF7 I MORI D —2BEIO/N—23 (10
A=Yy oLT, £5—EHRHLTLEEL,
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https://docs.aws.amazon.com/iot/latest/developerguide/pub-sub-policy.html
https://docs.aws.amazon.com/iot/latest/apireference/API_SetPolicyVersion.html
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BMT7O>a>eERLT, UTZERITTEXRT,

« EEA4ER(C REPLACE_DEFAULT_POLICY_VERSION M7 o> ara#ERALT, COZXEEAETV
£7,

« AMazonSNS X v tE—J I ICHTRAREE L THARAELL AR ABEETDIES
(&. PUBLISH_FINDINGS_TO_SNS #EMF7 o> a>z=EBALET,

HMICOWTE, TEMT O3, BSRBRLTLSEEL,

TAWS IoT Core FAROY/N—HA R, @ loT Core RUS —ZHEFERAL T, RUZ—RA® AWS
loT VY —RZEHWICSRBLET,

O—ILITAUTADERNBREITTY

AWS loT O—J)LITA UT ARk, #EEENEZT/NAAHD X509 ;EAZEZEMR L T AWS loT 2733

L. AWSIoTA—)ILITAUTAICEENSTShEZ IAMO—/ILASEEBEO AWS FILEHR S
FTRLEHOOXANZALEZRBLET, ChSORABHROT V AFAF, BEAITHFANER
ZROT VARV —%2EALTHBEZRETILEN BN ET. RUZ—HAELSREENT
WEWEE, BREREOIANL—>3VICESETNBAEMN BN ET, COEEFIVIICLEL
V. AWSIoTO—)ILIAUTAILE > TREET D - KN EFAEFTRIBEICHFRE BV &N
RIAENEXT,

COFIVIR, ROVWTFhADFRUNROA2IEFRCNVA—ENFET,

c CORVD—IF, COO=NLIAVTFTARICE>TBE1 FICEAESNEIXNTOY—ERICHT
PEBT IV LAHFUERALET BXE, Tot*s . Tdynamodb:*s . Tiam:*) & &),

c CORVI—E, E/AXEBF—RTOaADORBEVT LA, $IFRE N AWS loT 793
JANDT IR, EEEFEAWSI0T F—E27L—2F 023 AOREVT IV AZRHLET,

e CORDZ—E, Tiamy . Tcloudtraily . Tguarddutys . Tinspectors . Ttrustedadvisory 7
EQOEF1VFAEBEY—EANOT IV AZRHLET,

COFITY U, CLI& KT API T IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK & L T&RR
Eh&ET,

ERE FEER

20

COFIYTICKYTEED 0T RV —=AROA2BE, ROBEAI-RABEINET,

A—)LIA VT ADERNBRTY 80


https://docs.aws.amazon.com/iot/latest/developerguide/iot-policy-variables.html
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+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

+ ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

BEELER

TINA AN BEOARL -3 2RITIDEHICHVEBT IV EAFAZFHRIZ LT, FNAA
NREENLEBEDTAIRDIAVZERTEXRT,

EER*E

T/, B/OTIN-T, TOMOIUTATACTEYFENLETBEEOR) S —ZEETRICE,
LTOATY 7TZERTLTLSEZL,

1. TAWS loT Core RREMEHRZONAF —Z2FHL T, AWS H—EANEEFTHL ZRE, OF
JECH>T, O—ILIAVTALKY)HROBEL VWAV —ZEALET,

BMT7O>a>eERALT, UTZRITTEXRT,

« Amazon SNS XY E—JICRITBDL AR AELVLTHARALAT VI 2EETRIEE
([&. PUBLISH_FINDINGS _TO SNS#EMF7 o> a>azEHALET,

FHECOVTR, BT 2232, 22RLTLSEZL,

O—LIA T ANKRERAY—EANOT I AZFALEXT

AWS loTA—I)LITA VT Ak, BHREENLT/INA AN X509 GEEAEZFEAL T AWS loT Z72;

L. AWSIoTA—)ILIAUTAICEHEF TSIz IAMO—/ILASEREO AWS AL R 2 NS
FTRLEHODODAN_ALZRBLET, ChSORRABHROT V AFAF, BEAITHFANERK
ZEOT VARV —%2EALTHBEZRETILEN B ET. RUZ—HAELSREENT
WEWEE, BEREOTIANL—>3VICESENB AN BN ERT, COEEFIVIICEL
V. AWSIoTO—ILIAUTAILL > TREET D - KHEFEAEFTRIBEICFRE BV LN
RIAETNET,

A=LIAVTANRERY—EANDOT I ERAZHALET 81


https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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SOF TV, BEEAWS IoT /54 ATHEAEThTWEWS—E R, O—LIAUTRAATY
TATERBEICNIH—EThET, fIAEF, BE1FHICAWSIoT O&ZEFERALEZO—ILI A
FACDOEn IAMO=IA®H%5EE. EEFELAR—RNLEXRTHN, O—-ILICTERY FENLR
1) —I& "iam:getRole" B &V "dynamodb:PutItem" ICETF V7 AHFAERFELET,

COFITYIEE, CLIBKRT APIT
TOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK &L T&RRENET,

EXRE: &
B
COFITYIICKRY)IEERD AWS loT RS —HNROA2EBE, KAOBRI—RAREINET,

+ ALLOWS_ACCESS_TO_UNUSED_SERVICES

BEELER

TNA AT BEOARL =232 2RITIDEHICBEZY—ERACT IV EAFAZFIRIZ &
T, FNAADRESCNIEBZEDTAIV ROV AV EEBBTERT,

{EIE R %

T/, B/ DTIN-T, TOMOITAT AT RYFENLEREEOR) S —ZBETDICE,
LTOATYTZRITLTLSEZL,

1. TAWS IoT Core BEIEHMZONAF—ZEAL T, AWS U —ERADEEFTHL 2851 OF
JECH>T, O—)LIAVTALK)EROBEL VWA —ZEALET,

BMT7O>a>eERLT, UTZERITTEXRT,

« Amazon SNS XY E—SICTBL ARV AELTHARAZRALAT V3 2#E2ETREE
([&. PUBLISH_FINDINGS_TO SNS#EMF7 o> a>z=EALET,

BEICOVTE, TENTZ IV EBRLTIEXL,
CALAZEDBMHRAINE T

CAREEAEAN 30 BHAICAMHRN I3 A, BICIhTVWET,

CARIREQOEMHMRAINET 82


https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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COFITVOEE, CLIBKRD API T CA_CERTIFICATE_EXPIRING_CHECK & LTERTRENFET,
BEXE: #H
EE |

cOFIvUEBE. TACTIVE) £7zl& "PENDING_TRANSFER. IC&>T\V% CAGLAEICEA
ThEXT,

COFIVIICKYTEED CAREAEBNROA 21288, ROEHI—RABRENET,

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EEREH
HIRRYIN CASIRZER. L VWFNA RAFHEANOBLZICFEALEVTLIEE W,
{EIEHE

MBHFECODVWTR, EF1VTA1ORARNTTZIVTARAZSRUTLKEEV, UTZTSENT
EFET,
1. AWS loT IZF LW CASIBAZEZERL £ T,
2. %LV CARIHEZFAL T, PNA AHAEICBETER L ZBALET,
3. UpdateCACertificate ZfEA L T, AWS loT TH ) CAFEBAEZ INACTIVE ELTNY—Y L FT,
BMT7O>a>aERALT, ROBEZITOSEETEET,
- EEEER(C UPDATE_CA_CERTIFICATE®MT7 V> 3> ZBERAL T, COEEZTVET,

« Amazon SNS XY £—S I TBAREE L THAZLL AR ARERTBHIES
([&. PUBLISH_FINDINGS_TO SNS#EMF7 o> a>azEHALET,

FHCOVWTR., TBAT7O>a2, #28RBLTSEEL,

MQTT 29547 K ID OBE
EBEOTFNAANBULI9ZA4T7NIDZ2FEAL TEELET,

COFITYUIE, CLIB KT APl T CONFLICTING_CLIENT_IDS_CHECK ELTHRRENET,

MQTT 2247 > N ID OFHE 83


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCACertificate.html
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BEXE: 8
=3

BUIZA47>28ID ZERAL TEROEREN Thh, BCERE W ET/NA AN T hK
¥, MQTT KT, 9FAT7RNIDHEN 1 DOTIT AT BEROANFTAEND -, AU
94T NID ZEAL TRIOTNA AN ELEL 258, BIOBGENPHEIhET,

FUFIV REBEO—PHELTRTENEEE, COFIVVEBRK, BEEORKE 31 BBEICE
HITBDEDHIC clientiD AEDRSIZFEAETNELAZRANET, AVPI1—IILEnEEETRE, D
FIvUEBK, FEEENRTENLEEBRISCOERESA VAR ANBHBENCEBEETOT—
RERANET, FIVIRICCOZRGZRNITZATY 7Z2RTLEEE,. BENFNEZ>TLWEHES
D EYMT B O CESE/AIAVOIThhEATEREL TS EE L,

COFIVIICKY)FEEN RON2E8E. KAOEBERI—RAMREIhET,

« DUPLICATE_CLIENT_ID_ACROSS CONNECTIONS

COFITYVEBICK?2 TERENDERICIK, BEICERE i clientiD, 77U /N)L ID, YIRTE
BEEENET, RFORERIRAIC—ERREIAET,

EELER

IDABRETEDT/NA AR, $EL THRENCEBERE LD LD, XvE—I8FKkbhizy), FNA
ANBERTERLSBDARMEN BN KT,

chid, FNARARERTNA ADEABHIREEES LD, DDoS BN —HTHB & ZRLT
WBAREMAN BN ET, PHIOYRTTFNA AN ELKREE N TVAVAREMER, 7/V1 AN ER
FTROEOIC1 DH LY BEBERZEBHENCAREEH )T,

EIER*

AWS [oT TETFNAAZ—BOE/ELTERL, E/OEMZIZAT7NIDELTHEAL TE
BLET, T, MQTT ZNLTTNA RAZERIDEEIL, IF/4F72 M ID ELTUUID ZfE
RALET. BT U322 ERALT, UTZITS5EETERT,

¢« Amazon SNS XY E—C LR TR REE L THARAEZLL AR AR EEKTHIES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>z=EALET,

FHCOVWTR., "TBAT7 a2, 23R LTSEEL,

MQTT 2247 > N ID OFHE 84
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TINA AGEAEOBMHRAINET

TINAARABNRESNLZLE MERBRICHRINICES A, KREFBEICHRIAICE>TVE
¥, AIAZEOAMBRFIYIOLEWER, F7#I)LNME30 BT, 30 B (&) #5 3,652 B (&
K10 F) DETHRETEER T,

COFIY U, CLIHS KT API T DEVICE_CERTIFICATE_EXPIRING_CHECK &L THRRENE
EE

BEXE: #
3

COFTvoUERIE, TACTIVE.L £/ Ik "TPENDING _TRANSFER, IC&2TWVW3F/\ 41 AGIHAE
CERAEhET,

COFIYVIICLRUTEEDTNAALRENRON 2 BE. AOBEBAI—RABREIAET,

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EEREH
FINA AR EE, BHHBRAINESEALEVTIEEL,
FINA AABAEOEMNERF I Y VDERE

COREICKY, FNAART7T )= 2B TEVHERNAIETVWTWVWRIEBREEZTE XTI L, 75—
NEZETEET, HIxE. SEREOEZHES 30 BUARICA > LBRICBAZZ (THS B, X
DEIICFIVIRBRETEEXT,

"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true,
"configuration": {
"CERT_EXPIRATION_THRESHOLD_IN_DAYS": "30Q"

TINA AGLAEOEMHARAIIN KT 85
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}
}
}
}
{BIEH %

MEBRECODVTE., EF1UFAORANTZI9TARAZSBLTLKEETV, UTZ{TSENT
EFXY,
1. ILVWEERAZE 2 'O >a = J L., FNAAILTERYFLET,
2. 5iLVEERREN BT, FNA AN ELETHEOICTOIIHEEXFRATES L 2EALET,
3. UpdateCertificate ZfER L T, AWS loT THVWIEAEZ INACTIVE E LTNY—OV L &ET, BM7T
923 FERALT, UTEITDSEETEET,
- EEB/ER(C UPDATE_DEVICE_CERTIFICATE@MT7 V>3 #EBRALT, COZEEETVE
9,

« ADD_THINGS_TO_THING_GROUP #EMF7 V> a > #EAL T, 7923 &2R{TTED ) —
TICTFNA RAZEBMLET,

« AMazonSNS XY tE—J I ICHTRAIREE L THARAELL AR ABEETHIES
([&. PUBLISH_FINDINGS_TO SNS#EMF7 o> a>azEHALET,

HHICOVTEE, "TEBNT7 O3, BBRLTLKSEZV,
4. HOWARAEZTF/NA AN ST XY FLET, ( "DetachThingPrincipaly 2B L T EE V),

TINA AR EDZBREFIY D

COEETFIVITR, BELLBBULOHME, FNAAARAENTIOTATILB2ILEELCT
T—RARRENET, COFIVIICKY, ABDAT—RAZEICEEL., AHASTORMHR
AYINZDHHICERELS, EEMNCRALA)—BTIOIIVANARICRY, SIAZSOREN IR %
BRYDCETEFIUTAZMLEEERIANTEXT,

AAENORBREFIYIOLEWERK, F7#J)NME365 BT, 30 H (&) #'5 3,652 B (&K
10 F) DETRETE XTI,

COFITY IR, CLI& KT API T DEVICE_CERTIFICATE_AGE_CHECK E L TRTRENET.,
DFIYIRT7AILDTERMCE>TVET, EEE: K

TNAAGLAEORBEBFTTY U 86


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCertificate.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DetachThingPrincipal.html
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COFTYUEBIE., TACTIVE) £7IEk "PENDING_TRANSFER, (&2 TWAF/N1 AGEHE
L@ﬁéhi?o;0?1W7L$UT@A®TA4Z£%E#E?#OL &, ROERI—RA
BENFET,

+ CERTIFICATE_PAST_AGE_THRESHOLD

FINA AGFBBZEZ0RKXBEFBEFIY INDERTE

NDREICKY, FU—FOBEN_—XICELETIAIREOD—FT—>3a>T75— M2
%Té%f‘&b INTOFNAATEABZEF IV T A KHEZHETEET, COFIVYD
[&. UpdateAccountAuditConfiguration API ZEHAL TRETEET, HlAE, FEHEN 365
BUAETOT AT B2 BT NE2ZITHBBER,. AOLSICFIVIERETEERT,

"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_AGE_CHECK": {
"enabled": true,
"configuration": {
"CERT_AGE_THRESHOLD_IN_DAYS": "365"

BVBEENLETNA ARABN T IOTATDERERTY
B EE TN RAAREN T IT 4 TOEETT,

COFIY U, CLIS KT APl T REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK &
LTRRENKT,

BEXE: H

WYEENLETNA ARBEN T ITATOEETT 87
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B

FINA AGEHE, CAD SEHEXRNI) ARNIEENTVWETHN, AWSIloT TRELETITA 7K
£FEXTI,

cOFIvUEBE. TACTIVE), £7zl& "PENDING_TRANSFER, 2> TV F/VN1 AGLAE
CHEAZEIET,

COFIVIICKR)THEENROA 125G, AOEHRI—RABREIET,

+ CERTIFICATE_REVOKED_BY_ISSUER

BEELER

FINA AGEBAENEY) EHEh30DE, BERETNELEHTT, TT7—XREELOLESD. AWS loT
TEERYBEZATVEVAREEN M HVY)ET,

{EIERH %

FINA RAAAEFBEEATVEVCEEBRALET, BEChTVBESR. EF1UF1ORR
R7SOTF 4R TRREBRLET, ATFEFTSEHNTEET,

1. FNAAOFLVIHEE 7O I =25 LET,

2. 5LVEERAEN BT, FNA AN ELETHEOICTOIIHEXFERATES L 2B LET,
3. UpdateCertificate ZEA L T, AWS loT THUViEEAEZ REVOKED ELTNY—2Y L &ET., &MT
923 aRERALT, WTEITSZEETEERT,
o EEEERIC UPDATE_DEVICE_CERTIFICATE M7 V> 3a> &2 BERAL T, COEEZITVE
9,
« ADD_THINGS_TO_THING_GROUP ZEMF7 V> a > &#HEHAL T, 7023 &2ETTED ) —
TICTFNA RAZEBMLET,

e AMazonSNS X v t—J I ICHTRAIREE L THARAEALLAR ABERETDIES
(&. PUBLISH_FINDINGS_TO _SNS#EMT7 o> a>#=EBALET,

I OWTE, "TEBHMT O3, #SRLUTLKEZD,
4. HVEEHEZFNA AN ST RYFLET, ( "DetachThingPrincipal; 228 L T E&E ),

R EENLT /A AABEN T I A TDEETT —


https://en.wikipedia.org/wiki/Certificate_revocation_list
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCertificate.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DetachThingPrincipal.html
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OJRFNENTY

Amazon CloudWatch T AWS loT O A EMICBE>TVWER A, VI BLRT V2 OJTEBEOMAE =1
BLET,

COFIYUIFE, CLIB&KT API T LOGGING_DISABLED_CHECK &£ L TRRENET,
EXRE: K

EE i

COFIYVIICKRYFBEERNFROA2/2BE. AOERI—RARELET,

+ LOGGING_DISABLED

EEREH

CloudWatch @ AWS loT OJ Tlk, RIAD KK, FHLBVERPEHEE (TNAANFREEIT
WBEZRLTVBAEEMEN BV ET), AWS loT ATOEMEN DAV ERT,

EIEH %

CloudWatch TAWS loT O Z2EBMIZLET. TAWS loT Core FROY/N—HA R, ® TEZ&H)
e OJ%&E,) BSRBLTLKESTVY, BNT70>a>aERALT, UWTEATSEETEEXT,

o EEBFER(C ENABLE_IOT_LOGGING M7 V> a> & EBRALT, COEEETVET,

e« AMmazon SNS X v E—2 W TR RBEEL THAZRALL AR A ZERXKITDES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>a#BEHLE,

BACOLTR, TEMTIYE, BBRLTEEN,
EEIONVR
EERENER

THOVNODEEREZITSICIE. UpdateAccountAuditConfiguration ZEALE T, <D
7/ REFEATRHE, BEETHERAIZRCINSOFIVIEBZEMICTS, 73 0BHMERE
TOELAHAZBRETDENTEET,

DescribeAccountAuditConfiguration TChS DREZHERLFT,

OJRENENTY 89


https://docs.aws.amazon.com/iot/latest/developerguide/security-logging.html
https://docs.aws.amazon.com/iot/latest/developerguide/security-logging.html
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EEERTEZHIBRT 2 (Z(E. DeleteAccountAuditConfiguration ZFALET, ChiZky), 7
XNTOTF7 I NENFBERENET, IXTOFIVIEBEBHRERT7FIILNTEMCHZ>TVSE D,
EENESRLEEMCAYET,

UpdateAccountAuditConfiguration

DT> D Device Defender EEBREZREFTEIIBRELE T, REICIE., EEBHNIEE
TN ZEEENFEREMEEEF IV IVEBASENATVET,

=

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
b
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

cli-input-json 7 1 —JL R

=] il E7L:)]
roleArn string EEEZRTIREEIC, TN

A A, R —, ;EHE.

EBERENERE 90
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=L

auditNotificationTargetConf
igurations

targetArn

roleArn

pii]

RE - &K:2048 &/)M:20

map

string

string

RE - & K:2048 &/)M:20

boolean

S

HOEBICETRR|ICT
DEATBTIOEAFTZ
AWS loT IZf459250—-)L®
ARN,

EEBHNfEEENDZ—
7Y NMIBET2ER.

ETZBANEEENhD X —
YK~ (SNS REY D) D
ARN,

2—=TY NIBHZZERETD
TOEAFAZNETHO—
LD ARN,

2=y NAOBAN B
BEE trueo
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=L

auditCheckConfigurations

map

S

COTHIRTENBLY
BUWICBEDTVREEFIY
VEBNEEEhET, B
EEMCBE>TWVWARFIVY
BHEZEBLINTOF IV
VEBDUARNZRTTDIC
&, DescribeAccountAud
itConfiguration %f#H
LET,

BEOFIY VIEHZER
ICgd&, —HOF—2IX
ENFI<SICHABENET,
FIVONEMICEDE, T
OFIYvUVEBICEELTC
NETICWEENET—ZN
INTHIBRENE T,

ATS21=)ICKRBEREIC
KWERAENTVREHE,
FIVvUBEEEEMICTS
tETEFERBA, T, AT
T1-)ICLBEENSTFI
Y OIEBZHKRTDH. AT
T1-)ICLBDEEHKREZH
BRIBDUBENHYET,

UpdateAccountAudit
Configuration OO
FOHL TR, CO/NFX—
FRIBEATHY, 2BLEE
1 2O0BMBFIVIEBZ
BETAILENHYNET,

EEREOEE
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=L

B3

=1 —]

ax e

Output
L

I>—

InvalidRequestException

VOIANOABHENITY,
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

il

boolean

Y7

FHLBEWIS—HFEELERL L,

DescribeAccountAuditConfiguration

DT N> ND Device Defender E5&
FEEEMEFEEREMEEEF I Y VEENf EENTVET,

=

B

REDFEREZMBLERT,

S

CDTHIVRTCOESRE
FIVvOEBNFrBEMIEST
\/\6*’%%‘; true,.

(F7°>3>) CERT_AGE_
THRESHOLD_IN_DAYS

X> CERT_EXPIRATION_TH
RESHOLD_IN_DAYS & &,
BEOEEFIVIOHAR
LFRE, FIAEOZBRRE &
BVHRICOVWTTS—N%E
ZHBMARAZITREET
EET,

REICK, EEBANEEENS
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aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{
}
7
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
.
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

CLLHA7 14 —I)LR
) i | B AL

roleArn string EEERTIREEIL, TN
4R, R)>—, FERE,
R - BX:2048 B1:20 OEECET HERCT
DEATDTOLEAFTZ
AWS loT It 5ET50—-)L 0
ARN,

UpdateAccountAudit
Configuration ®OHRHD

EERTENER 94



AWS |oT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

=L

auditNotificationTargetConf
igurations

targetArn

roleArn

B

auditCheckConfigurations

=1 —]

AX &

map

string

string

RE - & K:2048 &/)M:20

boolean

map

boolean

Xv7

S

FOHL TR, CcONTX—
ZEHEATY,

EEBANEEEND DT
APV RNDE=TY NCET
CRE 8

ETZBANEEENhD X —
YK~ (SNS REY D) D
ARN,

2—=TY NIBHZZERETD
TOEAFAZNETHO—
LD ARN,

2=y NAOBAN B
BEE trueo

COTNINTHEHBRD
BHICKE>TVBREEFTIY
~1EE,

CODFTHIRTOESE
FIVOEBEBBNFEMICELT
W3IBS trueo

(A7 3>) BENESR
FIvIICREORERRM
LET. (Bl TREORAR
BEBBEYTS—hENU
H—F2EMBERETDBHK
B E)
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ThrottlingException

L—hAHIRZEZATVWET,

InternalFailureException

FHLBEVWIZ—ARELRL L,

DeleteAccountAuditConfiguration

DT A D Device Defender DEEDTF 7 # ) RXEZERXTLET, AHWLERETF—ENT
NTHIBgEh, IXTOEEFIVIEANr EMNICUEY hEhET,

B=E

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits | --no-delete-scheduled-audits] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{
"deleteScheduledAudits": "boolean"

}

cli-input-json 74 —JLR

Z 8l i) =X AR
deleteScheduledAudits boolean true MZE, AT a1—)LIC
KBDEBENITXNTHIEKRENE
T,
H
L
I5—
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InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

BEEEIhIZVY—-ARFELEEA
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—HAFRELRLL,

EEOATZ1-)

12U EOART D 1—)LICLBEEEZERTDICIE. CreateScheduledAudit ZEALET, =
NDIANV REFERATIE, EBEFICETIZDFIVIEBREEETEORTHEELZIEETCEEXT,

ListScheduledAudits & DescribeScheduledAudit ZFA L TAT D 1—I)LICLDEE%ZE
HLET,

UpdateScheduledAudit ZFEALTBREOARATD 1 - )IICRDEEZZEETS
. DeleteScheduledAudit ZfEAL THIBRL £,

CreateScheduledAudit
BESHNEERTETEND, ATP1—)LICLDEEZERLET,
BE

aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X
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k

"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
"Key": "string",
"Value": "string"
}
1,

"scheduledAuditName": "string"

cli-input-json 7 4 —JL R

A8l i)
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS$

B8

AT 1—=)ICRDEEN
THn38E, DALY, .
TWEEKLY. . "BIWEEKLY
1+ TMONTHLY, OWd'h
N ERBIRTEXRT, BEED
EROBRBREZIEE. AT A
ICRPTREENET,

Bl {8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1= IR BDEENTT
bhdBAOAMNF. "1 HS
31, . £klF TLAST, ZiE
RTEFET, cOT71—JLR
&, frequency NS X—4&
A" TMONTHLY. IZEREET h
TWRBEICHETT, 29 ~
31 B EEEhTVWT, 20
BIZEFOBRMGASWVEE, B

BEEORATI1-)
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=L

dayOfWeek

targetCheckNames

27

string

AN

X > )N—: AuditCheckName

AR
X2 )N—:Tag

java class: java.util.List

S

ERFTODADKE (LAST) I
Thhxd,

ATD1—=)ICRBDEEN
THndBEH, "SUN. .
"ON, . TTUE. .
"WEDs . "THU. .

"FRIJ . TSAT, oWThAh
ICERETEEXRT, DT 1—
JL R, frequency /NS
X—&H" "WEEKLY. £i&
TBIWEEKLY . [CEREENT
WBBEICHETT,

HlZ{8: SUN | MON | TUE |
WED | THU | FRI | SAT

AT 1—)LICLBEERIC
RiTEndFI v UIEH,
ThovhTFIv VIER
FERCE > TVBILEND
WEY, (BMWEFIVIE
BZEtLINXNTOFIVY
HEHOUARNZZRTSBIC
(& DescribeAccountAud
itConfiguration . A&
MZHEL>TVWBRFIYUERB
%1#IRF 3 (C1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATO1— NIk 2EEZE
HIDLEHILEATED XA
?_go

BEEORATI1-)
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=] it

F— string
& string
scheduledAuditName string

RE - &AK:128 &/M:1

pattern: [a-zA-Z0-9_-]+

5

{
"scheduledAuditArn": "string"

}

CLIFHA7 1 —I)LR

=L ic]
scheduledAuditArn string
I7—

InvalidRequestException

VOTANODABHEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—RELRL L,

LimitExceededException

FIRZEBLRL I,

e

2TOF—,

27 D&,
ATT1—=)ICkBEEICE
WET3EHE. (BK 128 X

=

F)

SHI:I

o

ATD1=)ICLDEED
ARN,

BEEORATI1-)
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ListScheduledAudits
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ATI1-IrBEEEZINT—ERRLET,
=

aws iot list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R

ZHl il ETL:]
nextToken string ROFEREZY ROR—=D 2,
maxResults integer —EBILRTHEROZEAE. T

7A) BN 25T,
EiF - &K 250 &/ 1

H
{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string"
}
1,

"nextToken": "string"
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}

CLLHA7 14— R
=T}

scheduledAudits

scheduledAuditName

scheduledAuditArn

frequency

dayOfMonth

dayOfWeek

i)

AR

X > )N—: Scheduled
AuditMetadata

java class: java.util.List
string

R& - & K128 &/
pattern: [a-zA-Z0-9_-]+

string

string

string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

string

B8

AT21=-)ICLBEEDY
Abo

ATD1=)ICLDEEDA
Blo

ATD1=)ICLDEED
ARN,

AT 1=)ICrDEENT
bh3HEE,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

ATZ1—-)IZLBDEER
FRITEhDA0BH
(frequency A" "TMONTHLY
1 DFE). 29 ~ 31 BN IE
EEhTVWT, TOAICED
BEAF VWSS, EEEZO
A®OKA (LAST) fFbhE
EP

AT 1= RBDEENRE

TE N8R (frequency
A TWEEKLY, E7i=&
FBIWEEKLYJ ®3%E4).

BEEORATI1-)

102



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

ZHl it =4 B

Bl|3E: SUN | MON | TUE |
WED | THU | FRI | SAT

nextToken string ROFEREY NORBICEA
TEBRN—D, Ell3ft
ICHEENZVESE null T
T,

Iz—
InvalidRequestException

VDOTANODABHEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—FRELERLL,

DescribeScheduledAudit
AT 1= )ICLDEBEICBEITEHREBELET,

B=

aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{

"scheduledAuditName": "string"

}
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cli-input-json 7 1 —JL R

B
scheduledAuditName
H A
{
"frequency": "string",

"dayOfMonth": "string",

"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

i)
string
RE - &K:128 &/

pattern: [a-zA-Z0-9_-]+

"scheduledAuditName": "string",
"scheduledAuditArn": "string"

CLLHA7 14— R
&8l

frequency

dayOfMonth

string

string

B8

BHREMBITHIATI 1)
ICRDEEDEH.

B

ATD1-)LICRBEEN
THNBHEE, "DAILY. .
"WEEKLY. . T"BIWEEKLY
1+ "MONTHLY, OWT'h
Bo BEEDERBORKEZ
. PATALAICRD TRESE
&7,

BI%4E: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1—=)ICRDEENT
bh38BAOBEN. "1 H5

BEEORATI1-)
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ZHl it =4 B
pattern: A([1-9]|[12][0-9]| r31, . £l TLAST, &
3[01])$|"LASTS RTEEXRT, 29 ~ 31 BN EE

EEhTVWT, TOAICZD
BRFEVEES., EERFEO
ADKAB (LAST) ICfThn=E
E

dayOfWeek string AT 1=K BEEN
THndBEH, "SUN. .
"ON, . TTUE. .
"TWED, . 'THU. .
"FRIJ . TSAT, oWTh
Mo

BI|3&: SUN | MON | TUE |
WED | THU | FRI | SAT

targetCheckNames A K AT 1—=)LICLBEERIC

RiITEhdFI v VIEH,
X > JN—: AuditCheckName FHYY RTFIYHIEE

FEMZBE>TLVRIHEND
WET, (BB FIvIE
BZELIXNTOFIVY
EHEOUANZZRIBIC
& DescribeAccountAud
itConfiguration . &
MCZEL>TVWABHFIY VIEE
%ZiBIRT S IZ1F UpdateAcc
ountAuditConfigura
tion ZFEALET).

scheduledAuditName string ATT1=)ILKDEENR
Blo

RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+
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=] it
scheduledAuditArn string
I7—

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

EEEhEVY—-ARFELEEA
ThrottlingException

L—hHHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—FRELRL L,

UpdateScheduledAudit

RITETNDFIV VEBRPEEN RTENBIBERZRE, ATV1I-IICRDEENEREIET,

=

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"frequency": "string",
"dayOfMonth": "string",

S

ATD1=)ICLDEED
ARN,

BEEORATI1-)
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"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

"scheduledAuditName": "string"

cli-input-json 7 4 —JL R

ZH it
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

dayOfWeek string

S

AT 1Lk DBEN
THhd8E. "DAILY. .
"WEEKLY. . TBIWEEKLY
1+ TMONTHLY, OWTh
PEBRTEET., REEOD
EROBKBAE. AT A
ko TREENET,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1= )ICRBDEENTT

bhdBAOHERMA., "1 A5
31, . £ilF TLAST, %=
RTEET, cOT71—JLR

(&, frequency N X—%&
A" TMONTHLY . [CEREE h

TVWBEBEICHETT, 29 ~
31 BFfEEEhTVT, 20D
ACZoBRMAAFZVES, B
EiFTOADKA (LAST) I

THhhET,

AT1—=NICRBDEEN
THhh3EH, "SUN. .
"ON, . TTUE. .
"WEDs . "THU. .

TFRI; . TSATL oLWThah
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=L

targetCheckNames

scheduledAuditName

5

{
"scheduledAuditArn":

}

AR

X > )N—: AuditCheckName

string
RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

"string"

S

ZERTEERT, cOT 11—
JLRE&, frequency /NS
X—&H" "WEEKLY., £i&
TBIWEEKLY . [CEREENT
WBBEICHETT,

HlZ{8: SUN | MON | TUE |
WED | THU | FRI | SAT

AT 1—=)IZLBDEERIC
RTEThdFIv V1EB,
FHORNTFIYUEE
FEMIBE D TVRIHLENH
WEY, (BUBFIYVIE
BZELIXTOFIVY
HEOUANZZRTSBIC
(& DescribeAccountAud
itConfiguration . A&
MIBE>TVWBFIYUIERB
Z1®IRT B (C1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATT1=)ICLDEEDR
. (BRK 128 XF)
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CLIHAZ7 1 —JLR

ZHl i) =¥ AR
scheduledAuditArn string ATZ1—)ICLBDEED
ARN,
I75—

InvalidRequestException

VOTANOABIEMNTT,

ResourceNotFoundException

BEEhLEVY-ARFEELREA
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZS—HFHEELERLL,

DeleteScheduledAudit
AT 1-)ICRPEEZHIKRLET,

=

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

{

"scheduledAuditName": "string"

}
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cli-input-json 7 1 —JL R
ZHl

scheduledAuditName

=)
L
17—

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

il
string
R<E - ;K128 &1

pattern: [a-zA-Z0-9_-]+

BEEhLEVY-ARFEELREA

ThrottlingException

L—hAHRZEXTVET,

InternalFailureException

FHLBEVWIS—HFEELERLL,

FUFIY REEDRET

ETITRFIVvIEBEEEL.
ZEALET,

StartOnDemandAuditTask
7> 7N > R® Device Defender

=

EBZHRHBLET,

HIBRT D AT 1—)LICLD
EEDER,

EEDETZISICHABITSICIE., StartOnDemandAuditTask

AU TR REEORT
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aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"targetCheckNames": [

"string"
]
}

cli-input-json 7 4 —JLR

=1 i)
targetCheckNames AR

X > )N—: AuditCheckName

5

{
"taskId": "string"

}

Sk

EERICEITENDTFIVY
HB, EEISAF IV UIEE
&, PHONTHEMICHKZS
TVRRENHYET, B
2TV ERWE, BIANF
HLET. (BB FIVD
BHEZBULINTOF IV
VEBDJANZZRITBIC
& DescribeAccountAud
itConfiguration . &
MCHEL>TVWARFIY VIEE
#iBRFBIC1F UpdateAcc
ountAuditConfigura
tion ZFEALET).

AU TR REEORT
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CLIHAZ7 1 —JLR

=L

taskld

I>—

InvalidRequestException

JDOTANOABHENTT,
ThrottlingException

L—hAHIRZEATVET,

InternalFailureException

il
string
RE - ®A:40 &/

pattern: [a-zA-Z0-9-]+

FHLBEVWIZ—HEELERL L,

LimitExceededException

HRZEHEBLEL .

EEAVAZVADEE

S

FRIL LF > TN REED
IDo

BENEES/ AR AICET2EHREIMEBTAICIE. DescribeAuditTask #FRALET, TT
ICETENTVWREE, BRICEERBLUEFIVIBEBBERILEFIVIER, SATLNTETT
ERNO2EFIVOER, EENEEETHOBERMEBRAOFIY VEENfrEENET,

BEOHRBRNICETENEEEEZFANSDICE., ListAuditTasks ZEHALE T,

ETPOEE%#EFIET5(CF, CancelAuditTask ZFAL T,

DescribeAuditTask

Device Defender DEEEICEE T2 1BEHREZMEL E T,

BEBE(AZANDERE
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BE

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"taskId": "string"

cli-input-json 7 4 —JLR

8l i) 1t BA
taskld string FHRZMBITHEED ID,

RE - &K:40 &1

pattern: [a-zA-Z0-9-]+

5

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",

"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
1,
"scheduledAuditName": "string",
"auditDetails": {
"string": {
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"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",

"message": "string"

CLIHAZ71—JLR

£l e
taskStatus string
taskType string
taskStartTime timestamp
taskStatistics TaskStatistics
totalChecks integer
inProgressChecks integer

Sk

EBEOAT—ZA:
"IN_PROGRESS, . "COM
PLETED, . TFAILED, . ©
CANCELED,; oWd'nh,

H%4E: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

EENAZ4M47: "TON_DEMAN
D_AUDIT_TASK, £k 'S
CHEDULED_AUDIT_TAS
K_l o

5l%5fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

EEDORKKZ,
EEICRT M ER.

COEEQOFIVIEABD
o

EITFOFIY VEE O,

BEBE(AZANDERE

114



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

=]
waitingForDataCollectionChe

cks

compliantChecks

nonCompliantChecks

failedChecks

canceledChecks

scheduledAuditName

auditDetails

il

integer

integer

integer

integer

integer

string
RE - &K:128 &1
pattern: [a-zA-Z0-9_-]+

map

S

TF—RNEEFHELTVS
FIvIEB DO,

BELTWBUY—ANRD
A2EFIYv OEEOHK,

THEEVY—ANEBEO2H 21
FIvOEBDOH,

FIvOEBDOH,

EENFYOEILENEED
_ETENBA2EFIVY
HEB O,

ATV IV LBEENS
H(BEARTY1-)LICLD
EBEDBEDHK).

COEERICRITENLES
FIvUEBICETBHME
o

BEBE(AZANDERE
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=L

checkRunStatus

checkCompliant

totalResourcesCount

nonCompliantResourcesCount

errorCode

string

boolean

long

long

string

S

COFIYVOUVEBORET
AT—2ARA: TIN_PROGR
ESS., . TWAITING_FOR_
DATA_COLLECTION, , T
CANCELED; ., "COMPLET
ED_COMPLIANT, , "COM
PLETED_NON_COMPLIA
NT, . TFAILED, LT h
Do

Bl {8: IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

FIVIONFETL, INXNTO
Y —ZANBELTWS L
Noh 2 EBEE true,

FIvyv OEENFRITENIEZY
\J—7\0)§5lo

FIYOTTEEN REE
7;: U \J—7\0)§5Io

COEERICZOFIY
VIEBHZRTIIRICRE
LEIZ—0—K, TIN
SUFFICIENT_PERMISS
IONS, F7# & "TAUDIT_CHE
CK_DISABLED

BEBE(AZANDERE
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ZHl il
Xy tE—2 string
RE - &K:2048
I7—

InvalidRequestException

VOTANDORABLEMNTT,

ResourceNotFoundException

BEEIhIZVY—-ARFELEEA
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—HEELERL L,

ListAuditTasks

S

CHEBERICCOFIVIE
BZERITITBIBRICKEL -

IZ—ICBEAENFSsShiXY
-,

BEETNEHEPICEITE 1z Device Defender DEEZ —EBERRLET,

=

aws iot 1list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

BEBE(AZANDERE
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{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R
ZHl

startTime

endTime

taskType

taskStatus

7

timestamp

timestamp

string

string

B

HEORK. EEBREES
ni-HEK (180 A) O KR

BHEhExrd, REEShdR

BLYEIICHBEEZY D

TAKRTSE, InvalidRe
questException A4EMR
EThET,

HAB DT .

BEENIEZATOEEL
HOZEHIRTZD7 1A

TON_DEMAND_AUDIT_T
ASK, &7:l& "SCHEDULED_
_AUDIT_TASK, ZZBRZ &N
TEXY,

5l%fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

BEEENETTAT—
RAEFEOEEICHS
ZHIRTDT 1A
"IN_PROGRESS, . "COM
PLETED, . TFAILEDs . T

BEBE(AZANDERE
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=] it
nextToken string
maxResults integer

EiF - &K 250 &/ 1

5

{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1,

"nextToken": "string"

CLIHA7 14— R

A8 i
tasks AR

X2 )N—: AuditTaskMetadata
java class: java.util.List
taskld string

RE - BK:40 &1

S

CANCELED, oW g h i &i#
RIBDENTEEXRT,

Bl {8: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

RDBEREY RO —=D 2,

_EL:E?%%W%j{ﬁO 7__“
7AIKE25TT,

B

EEEN-HEFRICETE N
TCE:E.EO

CDEED ID,

BEBE(AZANDERE
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=L

taskStatus

taskType

nextToken

I>—

InvalidRequestException

JOTANODABRHEMTY,

ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

il
pattern: [a-zA-Z0-9-]+

string

string

string

FHLBEVWIZ—HEELERL L,

S

CHEBEODAT—RA:
"IN_PROGRESS, . "COM
PLETED, . TFAILED, ., ©
CANCELED, oWd'hnh,

5% {8: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

COEEDRAT:
TON_DEMAND_AUDIT_T
ASKJ F7zl& "SCHEDULED_
AUDIT_TASK. »

5l=4fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

RXOFEREY NOBRSBIZEA
TEBDN—0>, £EEM
DEBENFZVHEWE null T
9,

BEBE(AZANDERE
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CancelAuditTask

EITHFOEEZFXF Y EILET, BEERF, ATP1-I)TBEEFFIVRICTRDEETE
£9, EBENFETHTEVEEE., InvalidRequestException "&EAELE T,

=

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"taskId": "string"

}

cli-input-json 7 1—JL R

ZHl i) =5 B
taskld string FrOELTREENID T
_ _ ¥. TIN_PROGRESS. ME
K& - &K:40 &b BOXF T ELTHEN
pattern: [a-zA-Z0-9-]+ TERT.
Py
L
I>—

ResourceNotFoundException

BEEThLEVY-ARFEELREA

InvalidRequestException

VOTANORBNEMTT,

EBENVAZRADER 121
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ThrottlingException
L—KhAFIREZBXZTVET,
InternalFailureException

FHLBEVWIZ—HFHEELERL L,

EEGRROFIVY

EE0HRERRTSICIE, ListAuditFindings Z2FEHALET, FI v VEEOERE, #HENOV
V—RA, FEREEORBICI > THRZ7AINZIV ISR ENTEET, COBHREMFEAL
T, BACHI-BEZRBITD_ENTEET,

BMT7 O3 zeERL, EEOBRICEATERY, FMICOVTR, "TBNT7OV>3>, %=
LTLEEW,

W

l\\i

ListAuditFindings

Device Defender DEEEFX L IFEBEE N HBEICKRITE N EEEOFERZ—EBERRLET, (BRE
180 HEREFEhET),

=

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

{
"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
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"cognitoIdentityPoolId": "string",

"clientId": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

iy

"roleAliasArn": "string",
"account": "string"
.
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json 7 4 —JL R

ZHl it =4 B
taskld string EBEENE IDZF O EEICHE

Rz#HIRITBD 7 1) Z, taskld
F o1& startTime & endTime
DELESHZIEETIHLEN
HYETHN, MAZEETD

RE - &RK:40 &)1

pattern: [a-zA-Z0-9-]+

CEFETEFXEA,
checkName string EEEnEEEFIY VIEH
DRERICEREZHRTD 7 1
L=,
resourceldentifier Resourceldentifier FHEEVY—AZRBBTSE
o
deviceCertificateld string DY—RAICTRY FEnI-AE
BHE 0 ID,
K& - RK:64 /.64
pattern: (Ox)?[a-fA-F0-9]+
caCertificateld string AEAEZAR TR EHICHEA

93 CARAED ID,
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=L

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

roleAliasArn

account

maxResults

nextToken

il
R<& - & K:64 £&/)M:64
pattern: (Ox)?[a-fA-FO-9]+

string

string

PolicyVersionldentifier

string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

string

& -HK12 &/M12
pattern: [0-9]+

integer

#E - HK: 250 &/ 1

string

S

Amazon Cognito ID 7’—J)L®
IDo

9Z74T>2 K ID,

DY —ACEENIFSATOV
%)71':') :/—0)/\‘_:/“3 yo

/-.I_:U :/_a)%ﬁﬁo

VY—ACHEMFShTV
BRIV—ON—23>0
IDo

BECHFBEENLET V>3
ZEFOO-ILIAIVTAD
ARN,

R<E - &AK: 2048 &/ 1

)Y —ANREENFShTL
D2THI7 N,

—ELRITEROERHK. T
Z#xILBE25TT,

RDBEREY RO —=D 2,

EEFROFIVY
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Al i) B
startTime timestamp EEEhERARICRE DN
ERERIIERZGHRTS 7 1
LR, startTime & endTime
Fhittaskid DEB S5 &S
ETH2HLENBYERIN. |
FEEETRERETEEE
Ao
endTime timestamp BEEESNERZEICR2A
ERRIIERZGHRTSD 7 1
LR, startTime & endTime
Fhittaskid DEBES5 A &IE
ETHALENHYETH. @
FEEBETD_EWRFTEEYE
Ao
H
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
iy
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"account": "string"
},
"additionalInfo": {
"string": "string"
}
},
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"iamRoleArn": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
1,
"account": "string"
1,
"roleAliasArn": "string",
"additionalInfo": {
"string": "string"
}
}
1,
"reasonForNonCompliance": "string",
"reasonForNonComplianceCode": "string"
}
1,
"nextToken": "string"

CLIEn71—JLR

=Ll

findings

AN

Sk
EENOHER.

EEFROFIVY
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=L

taskld

checkName

taskStartTime
findingTime

severity

nonCompliantResource

resourceType

resourceldentifier

il
X 27 )XN—: AuditFinding
string

R& - K40 &1
pattern: [a-zA-Z0-9-]+

string

timestamp
timestamp

string

NonCompliantResource

string

Resourceldentifier

S

COER (FIR) ZEXRL EE
&0 ID,

COBREERLIZER
FIv JEE,
EENOHRKRKZ,
BRAREE W R,
BROEEE,

Bl 34B: CRITICAL | HIGH |
MEDIUM | LOW

EEFIVIORR. BEL
TWEWZ EAHBAL 121
\J_Zo

;Fﬁé I) \J—7\0)g’f7°o

5l%{8: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

TEEVY—AZ#ET 2B
Ko

EEFROFIVY
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=L

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

account

additionallnfo

pii]

string

RE - & K64 &/):64

pattern: (Ox)?[a-fA-FO-9]+

string

RE - & K64 &/ :64

pattern: (Ox)?[a-fA-FO-9]+

string

string

PolicyVersionldentifier

string

RE - &K:128 &/
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string
RE -BKR12 &/M:12
pattern: [0-9]+

map

S

VY—ALLTRY FEnIEE
BAE D ID,

ALREZE TR HICHEMR
T CAGIAED ID,

Amazon Cognito ID 7’—J)L®
IDo

9Z24T 2K ID,

DY —ACEEMNITFSHhTVL
%)/T:U :/_0)/\‘_:/‘3 )o

7.RIJ :/_o)%ﬁﬁo

)Y —AICBEERNFShTL
BRIV—ON—23>20
IDo

)Y —ANREENFShTL
DTHIU N,

TEEVY-AIKHIZDZTON
D15

EEFROFIVY
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=L

relatedResources

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

iamRoleArn

pii]

AR

X > )N—: RelatedResource

string

Resourceldentifier

string

R&E - &RK:64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+
string

RE - ;K64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+

string

string

PolicyVersionldentifier

string

R& - &%K:2048 &/):20

S

BEUY—AD AR,

U \J—7\0)7'f7°o

Hl3¢{&: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

)Y —RA%z#AT B HER.

VY—AICTRY FENIE
BAE D ID,

AAEZ AT D EOICEA
T CAGLHED ID,

Amazon Cognito ID 7’—JL®
IDo

24T K ID,

VY—ACHEMFShTY
BRIV—ON—232,

BECHBELLETI>3Y
Z# 2 IAM O—J)L® ARN,

EEFROFIVY
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=L

policyName

policyVersionid

roleAliasArn

account

additionallnfo

reasonForNonCompliance

reasonForNonCompli

anceCode

nextToken

il
string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

R& - &K: 2048 &/ 1
string

RE -HBK12 &/M12
pattern: [0-9]+

map

string

string

string

S

R —DHEH,

)Y —AICREERNFS ATV
BRVZ—ON—=2320
IDo

BECHFRENLET V3>
ZEOO—-ILIAIVTAD
ARN,

)Y —ANBREENFShTL
BTHI2 N,

Y —AICEITBZTOHDIE
o

VY —ANTEELE 2 218
Ho

VY —ANTEEE > -EH
ZRII—R,

ROFEREY NOREICER
TEBDN—U2, KEEEM
DERNBEVWESE null T
EE

EEFROFIVY
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InvalidRequestException

JVOTANODABRHEMTY,

ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—HFHEELERLL,

EEOREOANE

EEEZERTIDE, IXNTOFTERVY—ADOHERABEEINET, 2FY ., BEELR-NIE.

BEOCEMCMVBEATVWE VY —ADHRE, TARPTNAADOKEBLRE, FHETHD N
HDEI2TVBRVY—ADFRRAEEINET, EETR. BREOEERTTTEENEETHDI Y —
ACEIZRNBIEHRELR—PENB 0, LR—NIAEZBHRAEME DML H VY E
¥, EEMRENBIZE, BEELLHE, VY-AFBEEIhZETOHE, FLETAMELL
FBEELLETFNAACEEFHFS VY —ALCRLT, BHRICAREIHELERATEEXT,

@ Note

MElENEEEBFRBICHL TR, BRT7 O3 EERATEERBA, BT O3 OFM
C2OWTR, BM70>3> #8BLTLSEEV,

EEMEOIME U A —20FFMIC DOWVWTIE., TAWS loT Device Defender DT> RiRA > N& D #+—
2, BEBBLTLEE,

EEFR OHH L8 &

TEEOVY —ARAICEEMROMBIZRKTIE, BEELR—NEBHOBENI EEYNET,

EBELR-NIE, LR—BMIBEETS, HHEhLZIXNTOFRRZ—EXRTIBDHLLWEI > 3
UNEENET, BEEFIVINBETHRINESH EFTMETZEE. HIFlEhEMREEZERENE
HA, ANV RZA2 4R —T T4 X (CLI) T describe-audit-task INX > REFHATI &, FEE
FIvooMEENE)Y—ABRERENET,
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EREATE. EBEFIVINBEETHINESH ZTMMITRES. HEHlchifmREEEEENE
BA., HEIENEDUY—AFIE. AWS loT Device Defender A" Amazon CloudWatch & & OF Amazon
Simple Notification Service (Amazon SNS) ICR1TT 5, FEEF IV IVBHICEEENET,

AV TEEMROMBIZERT 25 E

EELR-—KMPSOFMRZMETIICE

ROFIEF, AWS loT A2 Y- TEEMROIIH ZERT I HEZRLTVET,

1. AWS IoT IV Y —LOFESF—3 3> RA>2 T, [Defend] (B54) ZEBL . [Audit] (BEE).
[Results] ({5 R) OIEIZEIRL £,

2. WRIBEELFR-—MZBRLET,

3. BEEfLOFIVIIEIIIVO[FIVIA|IT, BUODHRIEEFIVIZERLET,

4. BEEFIVIOFHMEERT, KRRULEKBVARIHZIHERE. AMROBICHD AT 32 RER
VEBRUET. RIS, [77232] 28R, EERREHEGIDHBZRRLE T,

® Note

O>V—IlTlk, BEEFMEOMEOEMERE L T, [1 week] (118R),. [1 month] (1 A
A). [3 months] (3 A* A). [6 months] (6 »* A), F=&F [Indefinitely] (BHAR) Z#IRTE
T, BENEAMHREZRET2HEWE. CLIFLIF API TOXRETEET, BB
RoMElE. BEMHRICAADST, WOTEMYEITZEETEERT,

5. MHEOFMZREELTHL S, [ zEML] ZBRLET,

6. EEMROMHEZERTIE, EBERMROMHMERE N Z2BEBIDNT—HIRREILK
ERD

AV TEEMRONFZER IS HE 132
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MEIENMRZEELR—FTRTRIBICE

1. AWS loT AV Y —ILOFES—2 3> RA> T, [Defend] (B54) ZEBL . [Audit] (BEE).
[Results] ({5 R) OIEIZEIRL £,

2. HRIBDEELR-—PZBRLKT,
3. MFlehizER| >332 T, BRUELEELAR-PMNRACHHEHENEEBEZREZRRLEY,

EEMROMNFZIANMETDICE

e AWSIoT IV—=)OFES—>3 R4 2T, [Defend] (B5fH) ZEBIL . [Audit] (B5E).
[Finding suppressions] (FTR Ol OIEICEIRL ET,

EEFMRONGEZHRETHICE
1. AWS IoT IV Y—LOFES—2 32 RA 2T, [Defend] (F54) ZEBL. [Audif] (BEZ).
[Finding suppressions] (FTR Ol OIEICEIRL ET,

2. MEIIEEMRONFOEICHZD AT IAVAREEERLET, RIC, [Fo23V], R
K OEICERLET,

3. [BEERRONBNZRET D] V12 RIT, (MFIHE] ol A (A7>32) ZEETESR
ERD

4. BEZT215. RF] Z2BRLEY, REBEROMF)] V12 RUFREEXRT,

EBEFRFROMEIZHIBRT S ICE

1. AWSIoT IV Y—ILOFEHF—2 32 RA 2T, [Defend] (F540) ZEBL. [Audif] (BEZ).
[Finding suppressions] (Ff R O #1#l) O IEIZEIRL £,

2. MIBRTBEBEFMEOHMEHOEICHDAT LKL ERRL, [Actions] (FH3 3 ),
[Delete] (HIBR) DIEICEIRLET,
3. [Delete audit finding suppression] (B5E&EFF R OME DHIER) V1> ROT, TFARKRY JRAIC

delete EA N L THIBRZHFRL . [Delete] (HIBR) ZBIRLET, RELROME] V1> RY
FRAZEET,

AV TEEMRONFZER IS HE 133
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CLITOEEMROMEDERTTE

ROCLIORY RZFEAL T, EEFMROMBIZERBLVCEETERT,

create-audit-suppression

describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions

AN T B resource-identifier (&, ERZH&H| TS check-name ICK>TEBYWEXRT, XDOE
Tk, EF v IO MG EERSLIOPRETD-HICHER resource-identifier OFMAERL
TVWET,

(® Note

WEAR > RIFE, EBEZFTICTRDEDOTREHYYEBA. EEEFSIEHSE AWS loT /N4
ATEITENET, MEE,. EBEMREICOABEARAELET,

check-name

AUTHENTICATE_COGNITO_ROLE_O
VERLY_PERMISSIVE_CHECK

CA_CERT_APPROACHING_EXPIRAT
ION_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK
CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERT_APPROACHING_EXP
TRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

resource-identifier

cognitoIdentityPoolId

caCertificateld

caCertificateld
clientId

deviceCertificateld

deviceCertificateld

CLI TOEEMR OMEI O LA E
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AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

check-name resource-identifier
DEVICE_CERTIFICATE_SHARED_CHECK deviceCertificateId
IOT_POLICY_OVERLY_PERMISSIV policyVersionIdentifier
E_CHECK

IOT_ROLE_ALIAS_ALLOWS_ACCES roleAliasArn

S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALIAS_OVERLY_PERMI roleAliasAzrn
SSIVE_CHECK

LOGGING_DISABLED_CHECK account
REVOKED_CA_CERT_CHECK caCertificatelId
REVOKED_DEVICE_CERT_CHECK deviceCertificateId
UNAUTHENTICATED_COGNITO_ROL cognitolIdentityPoolId

E_OVERLY_PERMISSIVE_CHECK

EEMEOMEHEZERL THERAITSICE
RXDF)EIE, AWSCLI AV =) TEEMEOIHIZER TS HEZRLTVWET,

« create-audit-suppression AN RZFEAL T, EEMROMGIZERLET. XDOHIT
l&. [Logging disabled] (AT BN EMLENELL)DOFIVIICETVT, AWS 7 HY
> ~123456789012 DEEMBE O HI ZER L E T,

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

COONZROBAREHYKE A
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EEMmRE 0 API

RO AP Z#ERAL T, EEFMREOMNEZERDBLVEERTEET,

* CreateAuditSuppression

» DescribeAuditSuppression

» UpdateAuditSuppression

* DeleteAuditSuppression

* ListAuditSuppressions

BEDEEODMRZ74IINRZ) T T 3ICIE, ListAuditFindings APl 2R TE XY,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

‘i

AWS loT Device Defender Detect Z AT aE. FNA ADOEEZERTDZEICLY, BREETh
EFNARAZRT AN HP2EEBRHEZRETEXRT. VF7VRADXKNI T A (AWS loT A5
BE) EFNARABOANI TR (TFNAAICAVAN=ILEI-2I O M SHEE) 2ilhEa0E
THEATRE, RO zmREHTEERT,

° ?&ﬁ/\og_\/@ggo
s MAETATVBVIY RRAVMNFLEFRBEES N TVWAVWI RRSA I NEBEITZDT/NA Ao
s AVINDVYREKOFTINNIROFNAARNTTAVYINER—2DOEE,

FHENDZTFNA ABEOERNEEND X 21)FT47A7 71N EERL, 7U—FAOFT/NA
ADTIN—=TFEFEIXNTOTFT/NA AICEIV) HTET, AWS loT Device DefenderDetect l&, <5
NDEF1VF47O07 74V ZEALTEEZKRE L, Amazon CloudWatch X k1) 2 A& Amazon
Simple Notification Service BHIZ N L TTF7 S —LZREELET,

AWS loT Device Defender Detect &, iz hi=F/NA ATHEICRSh» 1 UF 1 LORBE
BBHTEZET,

- BENBEREOHD AN RBIVCOAYMNO-LF¥RILZRY, BHAOEEOHZ IP 7 RLA
RERFHFAEATVEVWIY RRAYRMOFNSAALSDRZT 1Y D,

« TNNA AN DDoS HEIZEAEL TWAZEZRT, PORNIVRRNTTAVYIDANA DI
E, BANBRNZ T4V,

c VE—RTTIVEATEDVE—REBA U ER—TIARER—NEFEIDTNA A,

c FTHAOVRNIERBEND XY E—DBOANAD (FEARF, XY E—HIY OBENBRICK
DAEMED D B IFRIAT/NA AN S).

dA—ART—A:
WEEGEZNETS

AWS loT Device Defender Detect ZEA T2 &, TNA AOKEBFHZAETEET, &
AZFE, XY OR=—VOBREBYY P TV —ERAR—RNZEEOIOFNA AZRBETEET
(R— K 23/2323 TRITE N B telnet T —E A, R—K 22 TEITEhd SSHH—E A, K—k
80/443/8080/8081 TRITE NS HTTP/IS H—ER); FNAATIhSOHY—ERAR—NZFEH
THRELHBEHNI HBBEEHYVETH, HEEXF YD TEEDO) RAVIZK > THEEHO—
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et K< #E)ET, AWS loT Device Defender Detect IC & 2 THEEEHO 7T — M ERKE 1
5, REEFHZH/PRICHNAZ D REAORY ND—OH—ERZBTEICKY), BN
NDFMEZETLTEFIVT A ORBUEZRETSD (EEARF, K<HB/NAD—R, F74)

RONAD—R, SOWNAD—RTERE Nz telnet B E) CENTEEXRT,

tF1VTAORFFERZEAL TN ABEORE DK

AWS loT Device Defender Detect ZFA T2 &, EFXF1UT A REZRITIREMEI D FHLA
WFENAABEX RNV OA (BAVWTVDR—KMO¥, EHEOK, FTHEIHVTVWSR—N F
HLBEWIP T RLAANDOER) ICODVWTOTT—LAZERTEERT, LEAE, TCP EHEOHKY
FHRI)ZL B2 EHE. T/INA AN DDoS HEBICFAETNTVWA CEZRLTVSAHEMENSD
WET, FHENDZR—RNUAOR—KRTIU YA LTVWR7OARK, VE—NEHHOLHIC
NY I RTHFFNAARAZAAN=INENTVDEZRLTVAOEMF HYET, AWS loT
Device Defender Detect ZfEF T2 &, FNA AT7V—FOEEMHZRAN, £*1)57 1 LOH]
REWRTEETFT (EEAE, R—BM23FEE 2323 TUY AL TVBRTF/NA AN BV &),

BHEE ML AR—ADEHBREZEMICLT, BENSERZEINICERBTEET,
EULLEBEENTVWEVWTIFNSA A ZRETS

FINAADNSTHINIEEENZIAYE—2OBFLFIHAAOANAIIF, ELLERES

NTVEBEVWFNARAZRLTVDAEMNI BV ET. TOIDIBTFNA AN HDE, XyvE—D

BUOBEN LREIR UM HYET. BRI, BALZ—0ZVTFNM AR, BRESH
RV —DNBECBDAEENBYET,

REFEOTNAADEEZEZRI>TTS
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LFIUFATOT7ALTR, FNAAOBEEERTDLHICBNL—LEFHTRRTS
BEN B ET.

alarm suppressions

EEBAZ on F£2F suppressed ICREL T, 75— AKRED Amazon SNS BRI ZEETE
£9, T7—LZzHFHLTE, Detect &7/ ABETMOETEZFELLEFE A, Detect FEE
BEERERTZS—LELTT7ZTFGLEFET, £EL, T NETZ—LAK Amazon SNS
BHRIOLESICEHEEENEEA. AWSIoT AV —ILELEE APIASTIVEATEERT,

Rules Detect

dimension

TAXAVZEERL T, BEOSHEEZABTEERT, LA, NEZ—2IC—BT S MQTT
REYOICBIEZBRATZDREY V7 AIINERTFARXIAVEERTEET, EF1VFT47
O77A)NTERATZTAX 3 EEETSICIE. TCreateDimensiony Z#2ZHBLTLKEE
Wo Rules Detect ICOHKBHENET,

criteria

TINA A metric CEULTERICBEL TVR A ES L Z XM 2 FRM,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateDimension.html
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® Note

AWS lIoT A2V =) T [F7Z— NZBEH] Z#EIRT S &, AWS loT Device Defender A" 7
NAADBREBEEZRBLAEZIC, Amazon SNS ZEBLU TEHZZ IR N TEF
¥,

comparisonOperator

BIERRDE/ (metric) Z25%H (value £ IE statisticalThreshold) (CBSE T3 5&E
",

Bz {ElE, "less-than", "less-than-equals", "greater-than". "greater-than-equals". "in-cidr-
set", "not-in-cidr-set", "in-port-set", "not-in-port-set" T, IXNTODEETFTZINTOXKN
DATHEATESDDITTREDYEEA, LEAEF., CDREY NRR—KNDEEFEK, Ths
EECANVUDATOXRMERATEET,

value

metric LB T BB, XNV IVAOEEICHLU T, count (fB), cidrs (CIDR DU A
M), ports ((R—=RDUAR) DVWThHAZEDHBDIHENHYET,

statisticalThreshold

BEERNREENDHEETHLEWME, COT71—)LRICIE, LTOERZEETES
statistic 74 —JLRAEENTVET, Tp0s . p0.1s. Tp0.01s. Tpla.
"p101 . "p501 . Tp90.s . Tp99s . Mp99.9, . Tp99.99; ., Ik "p100. »

C O statistic IN—EVRALNZRLET, BENOBEENREET D EICHERENE
T cOEFIVFTATO77AINICEERTSAEIXNTOHBET/NAM AL S, BEShE
i (durationSeconds) ICH W) 1B EX KN AN REEh, TOF—RIZEOTWVWT
N—toRAIIHNHEEhET, TOE., FNAAICKHLTHAENRESh, BUHBBICD L
WERENET, TOTNAADKHROEN, BEEhEN—EVEAMIILICEEFTFSATL
%{E (comparisonOperator) Z LEI> /zV), TE2 1V T3HFBE. T/N1 AKEEICER
LTVWBERBENET, TNUADEE, FNA AGBEDERICAVYET,

N—t>2ZA4)IE, BESFTSNEEZTES, ZREENEIXNTORAENEESEZRLET,
ERE, Tp90s 0 N—t2RA)) ICEEMRTSIIEN 123 THREBEE. INTOAE
ED 90% A" 123 KF\TT o

B
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durationSeconds

BT ¢4 X2 3> (NUM_MESSAGES_SENT & &) Z# DKM (O L TEMEN T lic © 5 KM
ZIEETDICE. chEFEHALET, statisticalThreshhold XKRU OV ADEERTIK,
Nk statisticalThreshold DEZRET R LEHICITXNTOT/NA ADBENREE 1,
LEBICEGREOEREDT > UV EEZET/INA AN RET S EHOOEETT,

ML #&H

ML Detect confidence

ML Detect &, High, Medium, Low &W2 7% 3 DOEBEEL XL EHK—KLET, High
NDEEER. EFBETMISTHIBRENME<., LELETZ—LDHN DL E

T, Medium OEEERFRHPEEOREZEKL. Low DEEERERETHY., 77 —LDOEN
ELBVYET,

ML #& H

(® Note
ML Detect i&. ATOV—32TRIFAVELETRR A

1

- 7

\

STINS T 495 (RL—3F)

ML Detect Tlk, FNAM ABBTF—XICETVWTEFILZEBENICER TR LT, BBEBZER
LTHREENBDTFNA AOEEZEB TR X174 70774L%ZERL., chsn7’077
ANEFINAADTIN—TELEE7V—FAOITXTOFT/NAAICEVYHTET, LT, AWSIoT
Device Defender F2&E Z#EBIL ML EFINZFERALTT7Z7—ALZN)H—-LET,

ML Detect DRIB A EDFMIC DWW TIE, ML Detect HA R ZZRL TS EE W,

COEICE, UTOEI>3aVHFEEhTVET,
« ML Detect D1 —RAT—X

« ML Detect M H#H &

- BNEH

- HIR

ML #& 151
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s T7—LTORBREZTOMHMOBIDPREDNOY—F2J

« YR—REhBXKNUIRA

« —ERI#—2X

« ML Detect CLI AN~ R

* ML Detect API

 MLDetect tXx1UFA7O7 7 M)\ Z2—RKELELEBHEIRTS

ML Detect D 1— AT —A

ML Detect ZfEA T2 &, BEETNBDTFNA ADBEZRET D LM RELBEIC, 7U—KFFN
A AZERTEERT, fIAEFE. IBOXRNV IR ZERTSIES, FAUEKLEVMEL ALZEhH
PENPETHEVEEN HYET, CDFES, MLDetect ZBRICL T, FNA AL SHBESNLEE
BF—XRICETVT, BEBYMARNIIRATF—RRA N ERBETEXT,

ML Detect €S 1 DOI1—AT— Ak, KEAORBEEEICBHNICELTEITNA RAOBEZER
$B_ETT, MLDetect ld. FNAANSOTF—EZNEZ—20OZLICETVT, BEETIhDENE
FINA ABEEEHNICEZLET, HlARF, FNAAXYE—D0EEER. FREBROBTE
{EL. ML Detect [ DEINBEIEZZBLET,

ML Detect M {14 &

ML Detect ZEA T2 &, 6 BADITTVRAX NI VAE THOTNAABXN) VATEAB &
CtEF1IVTADEREZRBRIZLHONBEZERTERT, IHEFILNL-Z2TJHER. ML
Detect l&. ##D 14 BEAOTF—RICETVWTETFLZBRAEHFLET, MLEFILTZhSOX K
VOADT—RRA RN EZERL, BENMREENDETS-LZRN)A-LET,

ML Detect l&, BEENBBENUTVEZ —BOTFNA A EFIVTA7A77AINETRYFT
PHEEIIRETY, AR, —HOTNAANBEEOEBETEAET A, TOMOTFT/NA AN EEFR
THERAENTVREE, FNA1AOBENZ—NF 2 O00TIN—TETRELEBDIHZENHYE
9. 7/V4 A% home-device DE./ DT )L—7 & office-device DE/ T IN—TI_CBEBTEET, B
EREBZHEUBEDETDLEHICE, BE/OTIN—T%@EEID ML Detect ¥ 21T 7077
AT RYFLET,

ML Detect "#JHAET I ZBEL TVWEE, ETFINZERTDICE. BED 14 BET, XKUIRA
Hizv) 14 BERE, 22D B<EE 25000 DTF—RRAY MABETT, TOR, HRPHOX L
VOARTF—BRAVKIBZETNZBEEHMLET, RNEAHIHLEShBEVEE, ML Detect &

ML Detect D1 —AT—A 152
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EFIIOERZZBICEATL, FHMAOLOOETIINOERZFILETDEIC, XD 30 BEEHEBHRT
LET,

RNEH

ML Detect DHEATEFILORNL —Z2 T EERD=HIZ. ML Detect XD F/NEHER/EZTHED
HYET,

BRNMNL—ZVTHE

MNHBETINOBECE 14 BANYERT, TOR, TFIINE 14 BEEOEFHEOX KN AT —
STBREHECIET,

T—RKRA 2 MOEF
MLEFINZBETIEOICKELET—XRSA U NORNMEE, BE14 BETXNIOAH Y
25,000 F—RRAKRTT, ETFIOMENBERNRL—Z_2TEEFHOLHIZ, ML Detect Tl
ERFRTNA AL SORNTF—ZFZRA M BETT, child, XOBREELEFEFEFETT,

« 60 BDT/NA AN AWS loT £T45 PERTEKEL 7 VT ET 1 ZR1T
« A0 BDFINA ALK B30 DB TORELE 21T

s 15 B0TNAARICLD10 TR TOELTE E1T

c TEDTNAARICEL D5 DRERTOELE 21T

TFNARTN—=TDOE2—=5v K
TF—REPRETBRICEF, EFXF1VFATO77ANCHETFRZR—TYRNOE/OTIL—TIZE/
FEENTVRHENFHYET,

MBETIAERE D E, MLETFILEEBEEFHS L, 14 BEHAORGEHBEICHEL EE 25000 O
T—RRA RNABEICENET,

il BR

RODOZIORAIODARNIDADT A X232 T ML Detect ZERATEET,

528 M % B (aws:num-authorization-failures)

« BEL XY tE—2 (aws:num-messages-received)

o EEETNEXYE—T (aws:num-messages-sent)

« XY t—IH% A X (aws:message-byte-size)

RNEH 153
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RDOXARNY DA, ML Detect TlHR—RENTLVEEA,

ML Detect THR—RE N TLVEVWITIRABIOXKN) T A:

« E{E 7T IP (aws:source-ip-address)

ML Detect THR—KREhTWVWEVWFNAZAAOX KNI I A:

« S5 IP (aws:destination-ip-addresses)

e YUY A% TCPR—N (aws:listening-tcp-ports)

s YUY A9 % UDP 7R— bk (aws:listening-udp-ports)

NARLANI DA, BESZATOHESR—NLET,
T7—LATORRETOMBORIPREDON—F2 7

FAEZBELU TMLDetect 7T —ALNBRETHDI L ZHERELEZSRE. T7—LAORKRIDIRER
False positive ICERETEE T, chik, I—H—&cI1—H—F—LN, BRETIVENZEVWTT—
LZBETDIDICKRIEET, LTS —LAZEIE, BMIE, FLEERAMELTIN—DVTBEET
EET,

AWS loT Device DefenderconsoleZz fEH 9 % A, PutVerificationStateoniZ R API 72> 3> = FEAL
T. Po—LEX—DITBDENTEET,

BR—BRENBDAXARNITRA

ML Detect Tlk, XD IZIRBIOXRN) VA ZFEATEEXT,

« F A M KB (aws:num-authorization-failures)

« BEFHIT (aws:num-connection-attempts)

4K (aws:num-disconnects)

o XY t—I% A X (aws:message-byte-size)

s EEENIXY E—T (aws:num-messages-sent)

« BELEXY+E—2 (aws:num-messages-received)

ML Detect Tk, RDTFNAABADX KNI VA ZFERATEERY,

TS—ATDBEBRETDMOBRIDRENDI—F > 154


https://docs.aws.amazon.com/iot/latest/developerguide/detect-HowToHowTo.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
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o HH/NA M (aws:all-bytes-out)

o ABINA M (aws:all-bytes-in)

s YAZ2Y TCP 7R— N¥{ (aws :num-listening-tcp-ports)

s YAZ>% UDP 7;R— h¥ (aws:num-listening-udp-ports)

« HANT Y N (aws:all-packets-out)

s ABANTY KN (aws:all-packets-in)

o HEME I/ TCP ##EHE (aws:num-established-tcp-connections)

Hb—ERAIA—X

ML Detect H—E AN T #—REFIPRICDODWVWTIE. TAWS IoT Device Defender DT> Rik4 U k&
DF—32, BSBLTLIEETL,

ML Detect CLI OANY > R

ATFOCLIOXRY RZFEAL T ML Detect ZHERB LVEERTEXT,

» create-security-profile

« attach-security-profile

* list-security-profiles

* describe-security-profile

» update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

* |ist-active-violations

* |ist-violation-events

ML Detect API

ML Detect EF¥ 21 UT A 7A77AIINDEREERICIE., XD APl Z2FHTEET,

» CreateSecurityProfile

» AttachSecurityProfile

BP—ERTA—& 155


https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/get-behavior-model-training-summaries.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-active-violations.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-violation-events.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_AttachSecurityProfile.html
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« ListSecurityProfiles

» DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

» ListActiveViolations

» ListViolationEvents

 PutVerificationStateoni& x

ML Detect EF¥ 21T 470774 )% —BEILEX=FHIBRTS

ML Detect EF+ 21V T4 7O7 7ML —BELELTF/NA ABEOERZ —BWICEFELEL &
V). MLDetect EFX21UF47O7 74 I ZHKRL TFNA ABEOERZREBFELEL Y TEE
9,

OV —=)L%&ZERALTMLDetect EX2 T 470774 & —BEEFILTD

OV —)L&2ERALTMLDetect X 21VFTA7A7 74N —BELETDICE. ETEOE/
DIN—THNYVETT, ZOE/OIIN—T2EKTBICIE. TAWS IoT Core FARO Y /N—FH
AR, O TE/OBBNITIN—71 Z25BLTLKEETV, ZOF/ OJIN—T2EKL EHE
ENE/DOII)—7%% MLDetect EFx2)FT47O77ANDEZ—5Y NELTERELET,

(® Note

EX1VTA7O77A4LNDOR—TY & 30 BRAILTNA R2HED>FNARATIN—T
CRTLOBRETIHLENfNHYVET, COREZTLEWVEE, EF1UT470774
L ZBEBMELTEREA,

OV —)L%&ERALTMLDetect EFXF2UF A4 7O7 7 AN %ZHIKRT S
TXIUFATOT77AINZHBRTDICE, ROFIEZETLET,

1. AWSIloT OV —=ILTHA4 RN—ICBEL. [Defend] (BHtH) 0> 3> ZBIRLET,

2. [Defend] (Bh#H) T. [Detect] (#H). [Security Profiles] (EF¥21UF 1470774 )L) DJEICE
RUET,

ML Detect E¥ 1 UF 4 7O7 7 AN E—BEILEEIHEBRTS 156


https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
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3. HIBRTS MLDetect ¥ 1T 470774 IILERBIRLET,
4. [Actions] (72> 32) Z&RL. #7232 H 5 [Delete] (HIRR) ZBRL E£7,

@® Note
ML Detect ¥ 21T 4 7O7 7ML ZHIBRTDE, EF21VFT47O7 7ML 2BER
METEBELKEVYET,

CLIZfEAA LT MLDetect EF¥ 2 VT4 7O7 74N E—BELTS

CLI Z#ALTMLDetect ¥ 1UF47O7 7)) Z2—RELTBICIE. detach-
security-security-profile AN RZFEALET,

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

(® Note
SOFATaE, AWSCLI TOXEATEET, I2V-ILOD—0 70— EK
2, EF2UFT47O774)OZ2—5Y & 30 BEAILTFNA A &2FE DT /NA R
LWN—TIRTRIOBRETIHEN HYVET, COREZTOLHEVES, EF21VF147
A774 N z2BEEWLTEEXRRA, EX21VFT47A7 74N ETFINARATIL—TICT
XY FFBICE, attach-security-profile N REFEHALET,

CLIZEALTMLDetect EX¥ 2T 14 7O7 74N EYIKRTS

AR ® delete-security-profile ANV RZETITSHET, EF1VF47O7 70\ %
HIlRTEE T,

delete-security-profile --security-profile-name SecurityProfileName

(® Note
ML Detect EF¥21UFT 1 7O77AIINEHIBRTDE, EF21UFT«7O7 74N E2BER
METELELSBZYET,

ML Detect E¥ 1 UF 4 7O7 7 AN E—BEILEEIHEBRTS 157


https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
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NAZLXNIDTRA

AWS loT Device Defender HARLX KNV D RAZFERATDE, Wi-Fi *'— RO T ICERENLEZFN
AADE, NYTVDORELRIL, AR—KNTZFTOERFAVINEBE, 7V—RKNPI1—ART—
ACEBDOARNIOREEZSRCE_ZVITEERT, DAZLAXNU O AOEBERK, €2V
TAZ7A77ANTEREENTVET, X1V F47O077A4ILTR,. FNAADTIL—T (E/
DITIN—T) DREENBDHEZIBELET, T2 —ALAZRETS LT, BEZERTEXT, 7
T—LZFERATRIE, FTNAAICEBEOBEZREL THISTEET,

COEICRK. ATotI23arvFraEhTtVLEd,
s AVV=NTDAARZLX NIV ADERTE
* CLINSDARZLX NI D ADEREE

¢ HAZLAXRNDZACLIOXVR

* WAZLXKND T A AP

A=AV TOHAZLXAND D ADERTGZE

Fi—-bUTIL

* AWS loT Device Defender Agent SDK (Python)

AABLXANV O RAZERL, EF21VTAT7O77AIICENTS
NABLXRND D ADFMZERTITS
NABLAXRNDOAZEFHTS

NAZRLXRND O AZHIBRT S

AWS loT Device Defender Agent SDK (Python)

FAZBHT SICIE. AWS loT Device Defender Agent SDK (Python) > )L I— T K&2X D
YO—RULET, I—-CREXNIUIRAZREL, LR—BFERITLET. FNLTADOX K
DORAERKITIDE, WEENBDXARNIITAZRRLT, PTO—LZRETDLEHOLE VMEZR
ETEET, FNAAI-IVMNOREFIEICOWVWTIE, TAWS loT Device Defender Agent SDK
(Python) Readme B L T &V, FMICOWTIE. TAWS loT Device Defender Agent SDK
(Python), 2B L TSEZEV,

NAZLXRNID A 158


https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
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NAABZLAXNIVDAZERL, EF21UT47O774LICEMNTS

ROFIEF, A2V —ILTHAZRLARN) DA ZEKTDHEERLTVERT,

1.

AWS loT AV —=)LOFES—> 3> R4 2T, [Defend] (B5) ZEBIL ., [Detect] ().
[Metrics] (X MU R) OIEICEIRL ET,

[Custom metrics] (D AR ALX N O R) R—T T, [Create] (EFR) ZiBIRL £ T,
[Create custom metric] (D AR LX RNV D AZER) R—T T, ROBEZITVET,

1. [Name] (B8I) T. DAZLAXRNVIADERZAILET, DAZLX NI TAZERL I
BIE, COBRMEZEETEXREA,

2. [Display name] (RRRB) (F7232) T, DAZLARNDIAODAYRFTVEBZANTE
9, BAIFE—ETHHAIMVERFLELS, ERRICEETDCENTEERT,

3. [Type] (R4 7) T, BERITBXNIVIADRATZBIRLE T, XKVIVADRATIC
(. string-list, ip-address-list, number-list, # & number "EFENET, X4 71k, EX
BICEFEITB_LWEETEFRE A,

(® Note
ML Detect Tld, BUER A 7D AKERTRET T,

4. [Tags] (ZJ) T, VDY—RAICEENITHRTZBIRTEEXT,

T LS, [Confirm] (FEER) Z8IRLET,

AABLARND O AZERT S E, [Custom metrics] (HAZLAXARND TRA) R=IHFRREN,
FULKERLEDARLAXRNI DA ZERTEERT,

RIZ, AABRLAXARNVORAZEF1VTATO77AINICEMTIHBEN HVET. AWS loT

AV —=)IlOFETF—a>RA42 T, [Defend] (B5fH) ZEB L. [Detect] (] H). [Security

profiles] (EF¥1VF470O774)) OJEICERLET,
NDAZLXRNDORAZEMTZD X1 UT147O07 74N %EBIRLET,
[Actions], [Edit] DJEIZIRIRL £,

[Additional Metrics to retain] ((REFITBDEBMDOX NI T R) ZBIRLTH S, DAZLXRNIIORA
£ERUET, [Confim] () R—IHFRRENDET. AOBEET [Next] (RA) R L =
T, [Save] (fR7F) & [Continue] (#51T) ZiBIRLF T, DAZRLXARNU VAN EEICEMEND
E,EFAVFATATT7AIILOFHEHR—DHFRRENE T,

OAVY=ILTOARRLXN) D AOEREE 159


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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® Note

N=—t2Z24I)FEFE. XNV ITRAEFEOBEOA RN VACHLTERATRI LR
TEEXB A

NAZRLXNDDADFMERTTS

ROFIETE, DAZLXRNIVAOFMZ Y —ITRRIDHFEERLET,

1. AWS loT AV —=)ILOFES—2 3> R4 2T, [Defend] (B5fH) ZEB L. [Detect] (& H).
[Metrics] (X MU R) OIEICEIRL ET,

2. HMERRIDHDARLANI Y AD [Metric name] (X MUV AR) ZBIRLE T,

NAZLXND) DRAEEHT S

ROFIEK, AV —=LTHARARLAAXRNVOAZEHFITBHEERLTVET,
1. AWS loT AV —=)OFES—> 3> RA4 2T, [Defend] (BFf) ZEBE L. [Detect] (FrH).
[Metrics] (X RJ T R) OIEICEIRL ET,

2. BEFMTDNARLANVIAOEIHZAT723AVREVEERLET, TOR, [Actions] (7
2>32) T, [Edit] (&) 2BRLEXT,

3. [Update custom metric] (HAZRLX KU D ADEFH) R—I T, XRRBZEMEL LY, 2T %H|
BRELZIFEML Y TEEXRT,

4. ETULES, [Update] (E#) ZiBIRL £, [Custom metrics] (HAZRLXRNIUIRA)R—=,

NAZRLXRNID O A%ZHIRT S

ROFIEF, A2V —=ILTHAZRLAARN) DA ZRRTDHEERLTVERT,

1. £, DAZLANVORZSBRO X 1VT4«7O7 7AIHSHBIBRLET, DARALX
NUDADOFEHR—DT, DAZRLARNVDANEENTVWSR X1V TA7O07 7ML ERTR
TZEFET, AWSIloT AV —=IIOFES— 3> R4 T, [Defend] (FhH) ZEBIL . [Detect]
(B H). [Metrics] (X RO R) DIEICERLET,

OAVY=ILTOARRLXN) D AOEREE 160


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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2. HIRTBDHDAZLXNIIOAZEBRLET. DARXRLXKND D AOFEMR— O [Security
Profiles] (¥ 1 UFT 4707 7A4)N)OTICVARENTVREF21D)F47O774ILASH
ARZLAXAND O AZHIBRLET,

3. AWSIloT V=)D FES—>3a>RA2T, [Defend] (BFfH) ZEB L. [Detect] (HrH).
[Metrics] (X MU R) OIEICEIRL ET,

4. BIBRIDDAZLANDOADBIIHZD AT a2 REEZBIRUET, TOR, [Actions] (7
23, 32) T, [Delete] (HIBR) ZiBIRL £,

5. [Are you sure you want to delete custom metric?] (A AR ALX N A ZHIBRLTEXRBL VT
ITH)EVWS XY =D HFRRENES, [Delete custom metric] (HARARXLX N ADHEIER)
ZERLET,

/A Warning

NABZLXNVDAZHIKRTRDE, TOXRNUTALCEERFSATVWEZITXNTOT—
AHNERONET, COBRERBRICRIZENTEREA,

CLIASDAAZLXND VADERTE

Fai-bUTIL

« AWS IloT Device Defender Agent SDK (Python)

c HAZLAXARNVORAZERL, EFXF21VT47O077A4)NICEMNTS
« AABZLARNVOADFHMERTTS

« HAZLXKNVOARAZE#IS

c DARLXRNVIAZHIBRTS

AWS loT Device Defender Agent SDK (Python)

FRAEBHT D(CIE. AWS loT Device Defender Agent SDK (Python) > )L I —2 T K&K
YAO—RULET, I-CIREXNUIRAZREL, LR—FERITLET,. TN ARIDOX K
DORZRKTLES, RETDIARNIVIAZRRLT, P2—LZBRETDLEHOOLEVEZRE
TEFXT, TNAARATI—2IMOREFIEICOWVWTIE., TAWS IoT Device Defender Agent SDK
(Python) Readme) Z#ZHBL TS &V, FHMICOWVWTIE., TAWS loT Device Defender Agent SDK
(Python)s ZZBL TS EZWV,
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NAABZLAXNIVDAZERL, EF21UT47O774LICEMNTS

ROFIETE, DAZLXRND A ZERL., CLIASEFIVF47OA77A4IICEMT S HZEC
DVWTEHBALET,

1. create-custom-metric AN RZFEAL T, DAZLXNUIOAZERLET, XOHIT
F. YNvFU—DEEZRAETEADHARLXN) A ZERLET,

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a0cl-35b181ed26b0" \

I
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. NARLXRNIUORABZERL =5, update-security-profile ZFERAL TEREEN 7O
TP7AINCHAZLAXRN) O RAZEBMNT S A, create-security-profile ZFEAL T
NDAZRLXRNDOAZEBMTRDEHICHFLVWEFIVFATOT7 7ML EERTEET,

C T, batteryUsage EWSHFLWEFI1UF47O7 74 EERL T, FLLV
batteryPercentage NAZRLXRNVOAZEBMLET, £/, cellularBandwidth &FEE
1% Rules Detect X NV AZEML ET,

aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":75},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":13}3},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]1" \
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
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--region us-east-1

o
{
"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"
}
® Note
N—t2R2AI)FEFRE. XMV IRAEBEBFEOBEOX N JACHLTHERATSERFTE
Tt A

NAZRLXND D ADFMERTTS

ROFEE, CLIASHARLARNI) D ADFHMZERRITDHEZRLTVET,
« list-custom-metrics ONV RZFEAL T, IXNTOAARZLXNIIOAZRRLET,

aws iot list-custom-metrics \
--region us-east-1

COOARROBAFUATORSICHKYET,

"metricNames": [
"batteryPercentage"

]

NAZBLARNDORAZE#HTS

RDFIEE, CLIASHAZRLAXN) DA ZEHITDHEZRLTVERT,
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https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
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« update-custom-metric ANV REFEHAL T, HARXRLAXKNVIOAZEHFLET, XOHIT
&, display-name ZE#H L EI,

aws iot update-custom-metric \
--metric-name batteryPercentage \
--display-name 'remaining battery percentage on device' \
--region us-east-1

COOANY ROBARRHUTOLSICBE)ET,

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"
}

NAZRLXRNID D AZHIRT S

RDOFIEF, CLIASHARLXNI Y AZHIBRTDHFEZRLTVET,

1. AARBLARNVORAZHEIBRTZICE, T, PEYFEOEFIUTATOTT7AILHISEDON
AZLXND O AZBIBRLET. BEDHAZLXRNV AN TRYFEATVWSD X1 )T 1
T7O774)NERERTBICIE, list-security-profiles AN RZEFEHALET,

2. EF21VTATATFALDSHARLXRNI D RAZHIBRT BICIE, update-security-
profiles AN REZFALET. RETDZIIXNTORHREADLET, LEL. HAZLX
NUDARBRALET,

aws iot update-security-profile \

--security-profile-name batteryUsage \

--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

COOXRVROBAOFUATORSICBEYET,
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"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":1283},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",
"lastModifiedDate": 2020-11-17T23:02:12.879000-09:00,
"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. DAZLXRNUIGANTFRYFEnS, delete-custom-metric AN REFEHALTHA
RLXN) DA RZHEIBRLET,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

COONYROBABRUTORSICEY KT,

HTTP 200

NDAZLXRNI)ZACLIONY R

LTOCLOXRY REFEALTHARLX NV VAZERBIVOERTEXT,

e create-custom-metric

» describe-custom-metric

 list-custom-metrics

» update-custom-metric

» delete-custom-metric

« list-security-profiles
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
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AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

NAZLXKND DA API

XD AP Z2ERAL T, DAZRLX NIV AZERBIOEETEXT,

* CreateCustomMetric

» DescribeCustomMetric

» ListCustomMetrics

» UpdateCustomMetric

* DeleteCustomMetric

« ListSecurityProfiles

TNAABMDOX KNI T A

X1UTF47OA77AINEERTDEZIC, 0T FNA ALK 2> TERENDX NI O ADOEEL
LEMEZRETDCET, 0T FNAADEEENZDHELZIRETEET., UTE. FN1MAAD
ANJORATYT, chlE, FNAAICAAN—=IILEI—2I 2 MASEBULEXND)DOATT,

H /84 N8t (aws:all-bytes-out)

—EHBERICESFEITNAALSDTINNTZ RINA M,

—EHERICTNA AN EEITIHBEN BT IRNNTIRINZ T4V VDBREEHRNE (N1 b
BUTRE) ZEETSICE. COXNIVIRAZFERALET,

REEB#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: BETHRVEH

BANA B

HiIfE: BTHEVER BW&ME. 300, 600, 900, 1800, 3600 ¥ T,

Example

{

"name": "TCP outbound traffic",
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCustomMetric.html
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"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p50"

1,

"durationSeconds": 900,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear":

+

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Qutbound traffic ML behavior",

"metric": "aws:all-bytes-out",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

I

"suppressAlerts": true

H /N4 MK (aws:all-bytes-out)
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}

ABINA M (aws:all-bytes-in)

—EHBERICEFETFINAANDA NI RN MG

—EHERICTNA AN ZETIVENHDA NIRRT TV IORREERNIE (INMRE

NUTHE) ZEBEITDICE. COXNIITRAZFERALET,
REBBMSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: BTHEVEH

BN S

HiE: 8T VER B ER. 300, 600, 900, 1800, 3600 ¥ TT,

Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
1
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold Z £ L /=4l

{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",

AJNA N (aws:all-bytes-in)
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"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

}

Example ML Detect % L 7=l

"name": "Inbound traffic ML behavior",

"metric": "aws:all-bytes-in",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel”: "HIGH"

}

.

"suppressAlerts": true

) AZ>%Y TCP ;R— M¥ (aws :num-1listening-tcp-poxrts)

TINA A DY AL TWS TCP R— N D #,

BETNAANERTILVEN HSD TCPR—NORABZEETSICE. COXNIIRAZFEALE

T

REE#MSH V) : Rules Detect | ML Detect
B IS5—

&
B: BETHRVER

BiTS5—

EE T less-than | less-than-equals | greater-than | greater-than-equals

HiE: 8T VER BB ER>. 300, 600, 900, 1800, 3600 #T7T,

JAZ>%Y TCP R— M#K (aws:num-listening-tcp-ports)
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Example
{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
3,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold %/ L 7=

{
"name": '"Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear":
I
"suppressAlerts": true
}

Example ML Detect %/ L 7=l

"name": "Max TCP Port ML behavior",

"metric": "aws:num-listening-tcp-ports",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,

JAZ>%Y TCP R— M#K (aws:num-listening-tcp-ports)
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"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

}

) AZ>%7 UDP ;R— ¥ (aws :num-listening-udp-ports)
TINA AN Y AL TWS UDP R— N DO ¥,

EFNA AN BRTDLEN 55 UDP K— hOBARERETSICE, COXRNUIREFEALE
T

REBBMESH V) Rules Detect | ML Detect

B IS5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: BETHEVEH

B IS5—

HiE: 8T VER BB ER>. 300, 600, 900, 1800, 3600 ¥ T7T,

Example
{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

1) AZ>% UDP 7R— h#K (aws:num-1listening-udp-ports) 171
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Example statisticalThreshold %/ L /=i

{
"name": '"Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
3,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
3,
"suppressAlerts": true
}

Example ML Detect % &/ L 7=l

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

H /N7 Y N (aws:all-packets-out)
—EHERCBTBFNAADSDTINNTY KT Y M.

—EHERICTNA AN EEIIBEN HBEHTINNTIV RIS TAVIORRELERNEERE
EIRICEF. COXMNITVAZEALERT,

REE#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals

HAH/NT Y N (aws:all-packets-out) 172
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E: BTEVEHR

B NTY B
HARS: BT LVER A% EE. 300, 600. 900, 1800, 3600 BT,

Example

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {

"comparisonOperator": "less-than-equals",

"value": {

"count": 100

I

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold % # /L /=i

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

Example ML Detect % L 7=l

HAH/NT Y N (aws:all-packets-out) 173
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"name": "Outbound sent ML behavior",
"metric": "aws:all-packets-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

AHANTY N (aws:all-packets-in)
—EHERICBTBT/NARANDA NI RINTY N,

—EHERICTNA AN ZEITILVENHDETFA NIRRT T4V IVDEBRELER/NEZEE
TR, COXNIVIRZEALET,

REBBMSH V) : Rule Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: ETHEVEH

B NTY S

HE: ATHAVER BB MER. 300, 600. 900, 1800, 3600 #T7T,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

ABNT Y N (aws:all-packets-in) 174
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}I

"suppressAlerts": true

Example

statisticalThreshold #H L =4l

"name": "TCP inbound traffic",
"metric": "aws:all-packets-in",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p90"

.

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example ML Detect % fEF L 7=l

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
1,

"suppressAlerts": true

IEfE 5 IP (aws:destination-ip-addresses)

IPEEEXEDEY N,

AfE% IP (aws:destination-ip-addresses)
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EBTINA AN AWS loT ICERTIHEN HD, FLEEFELEL TREESHEV, FFAlE iz Classless
Inter-Domain Routings (CIDR) @t Y ~ (BIEARTA RUARNIEREhLZELTVE) FEEGESR
ENEZCIDROEY N BB T ZY IV ARNIERENLELTVE) ZEETDICEK, ZOXB
DOAZFERALET,

REBH D V) Rules Detect
JEE T in-cidr-set | not-in-cidr-set
fE: CIDR®J A K~

B ZEAL

Example
{

"name": "Denied source IPs",

"metric": "aws:destination-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

I

"suppressAlerts": true

)Y A9 % TCP ;R— K (aws:listening-tcp-ports)
FTINA AN Y AL TWS TCP R— b,

BETNA AN ERTIVLEN HD, FEFEHELTEESHV, FUShETCPAR—rNDEY b
ABIERTA RVARNCERENLEELTVE) TEFKESTENETCPARA—b0EY b LT
SYDVANIBRERENLEELTVE) ZEETDICEK. COXNUIAZFEALET,

REEHMSH V) Rules Detect
JEE ¥ in-port-set | not-in-port-set
E:R—KMDUAKN

B ZHEBL
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Example

"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {

"comparisonOperator": "in-port-set",

"value": {

"ports": [ 443, 80 ]

}

},

"suppressAlerts": true

)Y A9 % UDP ;R— I (aws:listening-udp-ports)
FINA AN YUY A2 LTWS UDP R— R,

BETNA AN EHRTIHEN D, FLEEFEREL TEESHZV, FAchZUDPR—KDOEY ~
ARTEARDTA R ARNCERENLZELTVE) TEEIEBFENEZUDP R—rO+EY N (MBI T
FYOVANIBRERENLELTVE) ZEETSICEK., COXKNVIRAEFALET,

REE#MSH V) : Rules Detect
JEE ¥ in-port-set | not-in-port-set
B R—rDUAKN

B EZHEBL

Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]
}
}
}
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AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

WM& /- TCP ##£:% (aws :num-established-tcp-connections)

TINA AD TCP #H D,

ETFNAANBEETRDTIOT AT B TCP BERORAEFEHFPIBREEETSICE. COXKNY
DAZERLERT (TXTD TCP REE).

REE#MSH V) : Rules Detect | ML Detect

N1

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: B THRVER
B4 B

Example
{
"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
},

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
I
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

I E /- TCP ##8 (aws: num-established-tcp-connections) 178
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}I

"suppressAlerts": true

}

Example ML Detect %/ L 7=l

{
"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
},
"suppressAlerts": true
}
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XY ND—D8Et

RUVLER y CF R BMEXR WA
network_s  ns XRJUOA N
tats

bytes_in bi network_s N

tats

bytes_out bo network_s N

tats

packets_in  pi network_s N

tats

packets_o po network_s N

ut tats

Example

RO JSON BETE, RVEAFZEALET,

{
"header": {
"report_id": 1530304554,
"version": "1.0"
.

"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "etho",
"port": 24800
},
{
"interface": "etho",
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"port": 22
I
{
"interface": "etho",
"port": 53
}
1,
"total": 3
},
"listening_udp_ports": {
"ports": [
{
"interface": "eth@",
"port": 5353
},
{
"interface": "eth@",
"port": 67
}
1,
"total": 2
I

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,
"packets_in": 10013573555,
"packets_out": 11382615

.

"tcp_connections": {
"established_connections": {

"connections": [

{
"local_interface": "etho",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
"total": 2
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}
iy

"custom_metrics": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,

"MyMetricOfType_NumberList":

{
"number_list": [
1,
2,
3

}
]I

"MyMetricOfType_StringlList":

{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"

Example EV\ERIZERAL %> 7)L JSON #BE

{
"hed": {
"rid": 1530305228,
"v': "1.0"
1,
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"met": {

"tp": {
"pts": [
{
"if": "etho",
"pt": 24800
},
{
"if": "etho",
"pt": 22
},
{
"if": "etho",
"pt": 53
}
1,
"t": 3
I
"up": {
"pts": [
{
"if": "etho",
"pt": 5353
I
{
"if": "etho",
"pt": 67
}
1,
"t 2
},
"ns": {

"hi": 29359307173,
"bo": 26490711,

pi": 10014614051,

"po": 11387620

}I

Iltcll: {
Ilecll: {
IICSII: [

{

Illill: "eth@",
"lp": 80,

"rad": "192.168.0.1:8000"

FINAAXRN) T ARF IR MOH#R
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}I
{

HliH: "eth@",

"lp": 80,

"rad": "192.168.0.1:8000"
}

1,
"t": 2

}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3

}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"
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}

TINAADSDX N T ADIEE

AWS loT Device Defender Detect &, AWS lIoT F/NA ALK 2 TERENEX RN VATF—2%ZYR
£, 5. ERL., BEBHEZLTVWABATFNSAAZRBETEES, cOEII3a>TR, FNM1RA
A5 AWS loT Device Defender ICX N O ABREETDIHEICODVTHBALET,

TFNARABDOA RN DRAZRETBICEFE. AWS loT ARITTY RFNARAFREET/NA AT —b
JIAICAWSIoTSDKN—2 32 2 2R2BHFETT 7O/ TRILENH)ET, SDKDZELE
DANGECES5 2B EEW,

AWS loT Device Client I&, AWS loT Device Defender & AWS loT Device Management O %5 (C 17

EITDHEEZH/IN— 3‘6$ NDI—CIVRNZRBITZDZENS, XNV TAORITICHEATESE

3'0 chsOeElllE, a7, EFaT7 R XUDY, AWS IoT Device Defender X N 1J O A M H
TRENFHVET,

AWS loT Device Defender A"REH K VFHET B HIZ, FNAABOXKND Y U% AWS loT OF
HEXRRNEY DICRNHELET,

AWS 0T FINAROZAT RN EFERALEXRNU D AORT

AWS loT Device Client 24 > AR—)LFBIC&, Github ASHTO—RTEXRT, T/N1 AAID
TF—REPNETSDT/V1 AIZ AWS loT Device Client 24 VA R—=)LLES, FNAAADODXKNI D
A% AWS loT Device Defender ICIXET D LS ICHRETBIHENHVY) FF., AWS loT Device Client
HBEZT7AI D device-defender U2 3 TRONTA—BZNBREENTVD L ZBERLE
¥,

"device-defender": {
"enabled": true,
"interval-in-seconds": 300

}
/A Warning

ey, KEBRZE 300 WICREITILENHYET, KEBRZ 300 WREICKRET
&, ANVIARF=EAAOY NI TENDZENBYNET,
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MEZE#HL =S, AWS loT Device Defender AV —IITEF21UF 4 7A7 7 AL EBERER
LT, FNAANDVTIRIZRITTIDANIODRAZEZR) T TEEXET, AWS loT Core AV —
JLT. [Defend] (BFfl). [Detect] (). [Metrics] (X RUJ I R) DIEICBIRT D &T, BITEhi
XNUOAZHERTEEXT,

D77 REBIODANI DA

tFI1VFA4TA77AIINZERTDEZIL, 0T FNA ALK 2 TERETNBD ANV TAOEEL
LEWMEZRETDCET, IOTTFNSM ADBEENZEEZIETEET., LTI, AWS IloT O X
RVOARATHDIVOZTRAIODXNIDATTY,

XY tE—TH 4 X (aws:message-byte-size)

XYvtE—20NA M. FINAADS AWS 0T ICEBENDEX Y E—DOHART A XE/RNYA
A(NA NG ZEEETRICE. COXNIUIRZFEALET,

REEBE#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals

E: BETHEVWEH

B NA B
Example
{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 1024
.
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},
"suppressAlerts": true

}
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Example statisticalThreshold %/ L /=i

"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

3DNEHRITD5PEIC. COEFIVUTFATAT77AINOBEERETZHOIXNTOF/NAA
D 90% TRAEENERBBY M AKYERZVERBY M ADX Y E—2%%ETHE, FINAATT
T—LNFRELET,

EEET XY t—2 (aws:num-messages-sent)

—EHERICTNAAFEBLEXY -2 08
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—EHEIC AWS 10T EBTFNA ADRBTEBFTERI XY E—PDRABRERNBEEET D ICE.
COARNIIAZERLET,

REE#MSH V) Rules Detect | ML Detect

N-—F---3

B & 1 less-than | less-than-equals | greater-than | greater-than-equals
fE: B THERVER
B XyvE—

HifE: 8 THVER B&ER. 300, 600, 900, 1800, 3600 T,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
I

"durationSeconds": 300,
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"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

}

Example ML Detect % fEF L 7=l

"name": '"Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

ZELEXYtE—2 (aws:num-messages-received)
—EHERALCTNAANFZELEXY -2 08,

—EHREIIC AWS IoT EEFNA ADETEETEZI AV E—SOBRARER I REEETZICIE.
COXRNVOABFEALET,

REBHBMS V) : Rules Detect | ML Detect

JE & F: less-than | less-than-equals | greater-than | greater-than-equals
&: B THEVEHK

B XvEe—

Hif: ETHEVER BW&MER. 300, 600, 900. 1800, 3600 ¥ T,

Example
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"name": "In bound message count",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold %/ L /=4l

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
1
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML Detect % &/ L 7=l

{

"name": "Messages received ML behavior",

"metric": "aws:num-messages-received",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},
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"suppressAlerts": true

}

28 Al ) %k By (aws:num-authorization-failures)

—EHERICETNAALCHBRENZRAIS—ORABEZEETZICE. COXNIITRAZEAL
T, TNAAFTDIET IV RAFAZEFLEBZVREY JERITLELS ELEBERE, FNAAD

5 AWSIoTANDVIJITARNFHEBENDERAIZ—HFHLELET,
REB#MSH V) : Rules Detect | ML Detect

B IS5—

JE & F: less-than | less-than-equals | greater-than | greater-than-equals
E: BETHRVEH

HARS: BT VB A% EE. 300, 600. 900, 1800, 3600 BT,

Example
{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=4

{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",

2 O % B (aws:num-authorization-failures)
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"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p50"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

},

"suppressAlerts": true

}

Example ML Detect % L 7=l

"name": "Authorization failures ML behavior",

"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

i%{E 7T IP (aws:source-ip-address)

TINA AD AWS loTICER L e EDEET IP T RL A,

EZBTINA AN AWS loT ICEHRTHIHENf HD. FLREERLTEASKEV, FATE iz Classless
Inter-Domain Routings (CIDR) @t Y ~ (MBI ARTA RUARNIBREALZELTVWE) FEEES
ENECIDROEY N LETETSY I UANCBERENEELTVE) ZEETSICE. 20X BN

DORAzEALET,
REEHMSH V) : Rules Detect
JEE F: in-cidr-set | not-in-cidr-set

f&: CIDR DU AN

JE1E 7T IP (aws:source-ip-address)
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B ZEEL

Example
{

"name": "Denied source IPs",

"metric": "aws:source-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

},

"suppressAlerts": true

E# 51T (aws:num-connection-attempts)

—EHERICTNA AN EEZEITITSEH

BETNAADEGEZITAROBEAMERCEHR/MEZEETDICE. COXMNIIRAZFEALET, K

WLEBEERMUIEBEENIREIET,

REBBMS V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: B THRVER

By #HATER

HE: ATHAVER B MER. 300, 600. 900, 1800, 3600 #T7T,

Example
{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},

#4517 (aws:num-connection-attempts)
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"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold Z £ L /=4l

"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "plo"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect % fEF U 7=l

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b
"suppressAlerts": false
}

YT (aws:num-disconnects)

—EHERICT/NA AD AWS loT A S E 2 B,

YK (aws:num-disconnects) 197
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—EHERET/INA AN AWS [oT A SYIIENDEROFEREXTLEHR/MEZEETSICE. <O
ANV RAZERLET,

REE#MSH V) Rules Detect | ML Detect

N-—F---3

B & 1 less-than | less-than-equals | greater-than | greater-than-equals
E: ATHRVER

B A7 YT EIE

BB ATHVER B34, 300, 600, 900, 1800, 3600 ¥ T,

Example

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,
"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,

"suppressAlerts": true

Example statisticalThreshold % L /=4

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "pl@"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
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}I

"suppressAlerts": true

}

Example ML Detect %/ L 7=l

"name": "Disconnects ML behavior",

"metric": "aws:num-disconnects",
"criteria": {

"consecutiveDatapointsToAlarm": 1
"consecutiveDatapointsToClear":

"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

YITEFE (aws:disconnect-duration)

TINA ADELA AWS loT A STIME MR KRICED KR,

’

1,

COARNIUDAZERALT, AWS IoT 2 5 T/NA AQEHEATIME N ERRICBZIEREEZEE

LET,
REBMD V) Rules Detect
JEHE F: less-than | less-than-equals

E&: BETEVER (7 3814)

Example
{
"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",

"criteria": {

"comparisonOperator": "less-than-equals",
"value": {
"count": 5
}
},

YIHTES RS (aws:disconnect-duration)
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"suppressAlerts": true

}

Detect XRUODADODIT U AR—bB

XNVOADIVAR—REFERATIE, VFTRA., FNALARA, EFLEEHDAZLAXNIDOAZ
AWS loT Device Defender # 5 TU AR—KL, BELLZ MQTT REY JICRITTEERT, <D
BEEICKY), Detect XNV T ADO—TFEILIVAR—BMHIYR—RENET, ChiZkY, F—RDL
R—RNEDHHFDIREENDLETTHELS, JARNEBELXTHYET, MQTT REY U1k, AWS
T L= OEXRNBEYVIAK NEY VELTERTDCEE, MBDO MQTT REY U ZEKL T
BYITRIZA4T$BHE&ETEET, AWS loT Device Defender 1>V —JL, API, Filk CLI ZfF
BAULTXRNVIADIVAR—RNERELET., CDO#EEIE. AWS loT Device Defender Z R TE
£ AWS )—2 3 CHRIATEET T,

ROEE, XRVORBETIVAR—NT D80 AWS loT Device Defender DEREHEZRL TV
F9, HRUOREE, EXHNBEVIAKXREY VTARNIITAOIVAR—RNERETDHEZTRL
TVET, TOR, TVAR—BPNEREXRNIDTRAZ AWS 0T L= THR—KhEhTWBEE
TERBEGBEIN—TFTAITEET, 2HEBORE., MQTT REY VIZF—RZRITITHLHOD
AWS loT Device Defender 8 EHEZZTRLTWVWET, RIC, MQTT V9547 M, TOREY D
IZHTAUZ47LET, Amazon Elastic Container Service, Lambda, £ IEEL MQTT hEY
DICHTRAVZ47 9% AmazonEC2 A Y AZ VANV TFTMQIT VAT N ERITTEE
9o AWS loT Device Defender A T—2 & RTIT2LCIC, MQTT 9547 MNEF—2%Z2ZEL
THRELET, FMAICOVTE, "MQTTOKREY J, #SRBLTLSEEL,
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TXFIAVFATOT77AMINERETRDEER, TVAR—RNTBDXANIIAZBRL, MQTT b~
EYOZBELET, £k, RESNEMQTIT REYIICXY =D ZRITITBDEHICHELRT D
T AFFA & AWS loT Device Defender Detect IC453 % IAMO—J)LZFRELET, AWS loT JL—
JIOEKRREVYIAH MQTT REY V&R EL, TOVAR—RENEXKND O A% AWS loT JL—=ILA"H
R—NTBEFEERICEFTEET. AWSIOT L—ILOBREEBEOFIEICOWTIE., TAWS loT 7
RXOYN—=HAR, O "TAWS loT DI)IL—)L 1 ZZRBLTLEETL,

AWS loT Device Defender Detect &, BREENLEZEA RNV IADOX NI O RAEZ/NY FREL., 5%
EENEMQTT REY JICEHHICRITLET, XVvE—INA M A XEEFNA ML X &R
ZB,LU9TVRABOXRNIDARNY FREHEOXRN) VAEZEFTLUTEFENET, HDARAX
RDDABRETFNAABOX KNI D ARGETENELA, XVE—INA N HAXDBE, TIA

Detect XN AD I U AKR—K 200


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

R—MNEENY FLEHBORKD, &K, 85 /NN1 M A XTT, IHBEEOEES. TV AR—K
BRERIXNTOEHFENLETFNA ADYHBEZRENTRLEENDTT, ChiF1BEIEIC, &
o, BRANRNELEBUIMAR MBI EE, EREhET, B ETFNARAELFERS
RYKNDBE, BEIFEO0TT, VFTVRADXNITA, FNAARBOXRNIDTA, HARLXRKN
D ADOFMZDOWTIE, TAWS loT Device Defender RO Y /N—FHA Ry OUTOREY V2S8R
LT EEL,

« HAZLARNIDRA
« V9ZT7RAIOXKNITA
s FNAABDOXKNITA

NYFREENEXK) DA, AWS loT L= EZFERAL TEBDEEEICIVAR—RNTESR
o HR—RENTVBREGFEDVANIOVTR, "TAWSIoT IL—=IT7 0> 3>, #5RLTL
EEW, NV TFREBEENETIVAR—RMAYE—DROBLZOXRNI DA%, HAR—KREhTVBDE
BRICEETRICE. AWSIoT L—ILF o> 3> batchMode 7’2 a2 FEALET, FEITS
AWS loT JL—I)L DEE 5 IC batchMode H7R— M A VWiE S &, Lambda X Kinesis —X A K1) —
LABEQOHRBET O a2 EFERALT, NYFREThEXYE—DRTEYOXNIOREEETE
F7,

ARNDOGADIT I AR—KNAF—X

NYFRBENLEXNITADIVAR—RTF—RIZDOVWTRE, ROAF—IZSRLTILEE,

{

"version": "1.0",

"metrics": [

{

"name": "{metricNamel}",

"thing": "{thingName}",

"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric
# source-ip-address and destination-ip-address
"cidrs": ["string"],

# a single metric value for cloud/device metrics
"count": number,

# a single metric value for custom metric
"number": number,

# a list of numbers for custom metrics
"numbers": [number],
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# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

},

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionName}",
"operator": "{dimensionOperator}"
}

}

]

}

Detect XN DO ADI O AR—REE

BRELEMQTT FEYIVIZOTZTRAIDXRNI DA, FNAABOXRND IR, EFLEEHAAZLX
NUORERITLTE, TVAR—RNTOCVAOCOARATY T TRBSREEELEEA, EEL.
BITBERXANV O AZEEOEBEICGEETIUBROATY T TR, L=ILIVDVKREEXY —
SUURERTRCEICKY), BRULEEFECESVTIOANMBELET, AWS loT Device
Defender I&., BHROTFNAADX RNV IDATF—R2 %2581 D2OXYE—2E LTNY FBE hi-
XNUORA%Z MQTT REY VIZRITTR L, JARNEBIZKRIEEFET. HEOFMICOVTIE,
FTAWS RIEFTEY — L) Z2RL T EEL,

T Ot AFH

CNDtEY< 3> Tk, AWS loT Device Defender Detect XRU AN IOV AR—NEEETS /-
HICHEZRIAMO=IILERVS—ZEY RNTYTITRHEEICODVTHBELET, SFHICOVWT
. IAM 1—%—74 RESBLTLIEZTL,
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MQTT REY JICHULTXYE—22RITITH T IV 2AFTZ AWS loT Device
Defender Detect ICft 5L E

CreateSecurityProfile TXRNU T ADI IV AR—RNZBMIZTBHEE. 2 2ORI— (T O EAFH
AR —EEGRERV ) ZBFODIAMO-IILZEETHIHXEN HYVET, PIOLRAFARD S —
F. XRVIORAZECAYE—T% MQTT REY JICRITITRD T VA% AWS loT Device
Defender IZFELE T, FEAVI —&., YELO-INZEEZ TR TV AFT%Z AWS loT
Device Defender IC¥5L £ 9,

TORAFARD S —

EERIS—

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

Pass O—JLR) > —

FOEIC. IAMOTOELAFARI)S—% IAM 1—H—ICF7RYFLT, 1Y —HFO-IL%EE
BE3ELSICTHIHLEEHVY)ET, AWSH—FERICO—ILZEITT7OAGFaz21l—H—ICH5T
%, BBBLTLEEL,

JSON

"Version": "2012-10-17",

T O AFHA 203


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:role/Role_To_Pass"
}

AWS loT OV =)L TDetect XKV IDADIVAR—RNEERET S

AV =ILTARNIVIAOIVAR—RNZECH LW EF1UT A TO7 7ML ZEK. ®XFR. wE
LEXY,

BIiR SR

Detect XRU DT ADIVAR—RNZHBETHEIC, XOBEZRHEFT L TVD L ZERLE
9,

« IAMO—JL, IAM O—)LOERAZOFM-DOVTE. TIAM I—H¥—HA R, 0 "IAMO—)
ZHERTZ1 ZSRLTLEE L,
« ELWFZ U EAFT 2D AWS Identity and Access Management (IAM) 1—%—& L THA A

VTED AWS 7HU> N, AWS loT Device Defender Detect O 7 U AFAI DO FMAIC DV T,
TAWS IoT Core FROAY/N—HA R, O "7 OEAHFA, 25BLTLSEETL,

XNV AOIVAR—RNZzEgCHLLVEFIUTA7O77A4LNOER (VY —
)

ANV OABET—REZTIVAR—RNTRIE, FIAXARNITAOITIAR—NEZBCHOEF2
VT47077A)LNERELET, XROFIETWE, Detect XNV T ADIVAR—KZBTIL—I
R—ADEFIVTATATFANERETDHECODVWTHLLBHALET,
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AXRVIGADIIAR—RNZECHLWEF1UTATO7 7ML ZEKTDICE

1.

AWS loT OV - ZREXT, TES—>32N—=7T, [EF21UTFT /], [&&HE]. [EF2V
TAZ7O7 74 OIRICERALET,

[EF1UT47O7 74N EER] T, L—LICETVWEEERETO7 7 1)L 24EK] &R
LET,

tFAVTFAT7A77ALNOTONT A ZEETDICE, [EFIVTATOT77AIE]lZAD
L. [B—=T YN T, BEODE—T Y NIBBITNAADTIN—TZERLET, (F7>32)
AWS VY —RAILTRNZEFITRBHBAERTZBOET, [RN\] ZEBRLFT,

(XRUDRIT, FNAADBEZERT DX NI TVAZBRLET . TNAANBEHNOEIMEZ
MIEEBRVERCBEITREEOLEVMEZERTERT,

BEREODTZ—hEREFEITRICE, [T7—h2EFB XNV TAOBEZER) 2 &R

L. [BMEB] & R ZEELET. T7—MELTXRNIIRZREFEIDICE, [To5—h%Z
EELBEWVW (VT2 as AN IR)] ZBRLET, [RN] ZBRLET,
ARNVTGADTIVAR—NEZRETDICE, [XNVITADIVAR—NEFICTB] 2FRL
£ I

XRNUDAF—2% AWS loT Core ICRITTBH=HO MQTT hEY VEBZASILET, |IAM
AO—)LZEBRLT, RESAERNEYIIXY E—DZRITIBDT VAT TAWS
loT:Publishy Z AWS loT ILREL&E T TVAR—RNTBXRNUTAZEBRL., [RA\] ZiER
LEXT,

(® Note

MQTT REY OBZANTDIEEIL, ATV 1Z2FEALTHRERRZRLET, X
&, $AWS/rules/rule-name/,

TFINA AN, BESNEHEICERLEEEZEICAWS OV —=IIICT7S—MNEEETSIC
(&. Amazon SNS REY & IAMO— )L ZBRELBFERLET. [AN] ZEIRLET,
BREREL., (RN ZBRLET,

tF1UTFAT7O77AIIOFMORTERE (A>VY—))

tFIVTATO77MNOFMERTHITHEETDICE

1.

AWS loT OV Y- ZREXT, TES—>32N—7T, [EF21UTFT /], [&H]. [EF2V

FATO77AN] DECRBELET,
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2.

XRNVIGADTIVAR—RNEZEHRDEOIERLIcEF1 VT TO7 7ML ZERL, [TD
>3V T[wE] ZBRLET,

[R—T'Y N T, METDR—TY NTFNARATIN—TZERL, [R\] ZERLE T,
ARNVOADEBFEREZRETDICE, [77—RZHT (AN IADEEZESR) 2FIRL,
ANV OADEBEN BTN EEDRBEEZERLRT, [RN] ZBRLKT,

XRVODADIVAR—RNREZEATICTRICE, (XNVIADIVARAR—RNEFTILTD] %
BIRUET, [N ZBIRLFT,

FINAARY, BRESNEFEICERLEEZIZCAWS 0T OV —IICTS—RNE2EETHIELD
(Z Amazon SNS 258 E T3 ICIF. Amazon SNS REY & IAMO— )L ZBIREF - IFERL

T, [AN] &ZBIRLFE T,

REZEL . [N ZEBRLET,

ARNDOAOTIOAR—RNZ2BMCTREF21UT147O7 74 )ILOERK

create-security-profile ANV REFEALTEF2UFT47A7 74N ZERL. XKUY
ADTOAR—RNZBMICLET,

XRNVIDADIOAR—RNEZECEFIUTA7O7 7 AN EHEKTSICE

AXNUODAODTIOAR—RNEBMIZL T, Detect B, WMETBDAXARNIVIRAETIVAR—RKNTS
PDENFHDIHLEDH ZRTIZIE, Behavior & AdditionalMetricsToRetainV2 OMAE TE
exportMetric %& true ICEREL F 9,

MetricsExportConfig DEZEHET., chlk, XRNJVITADI YV AR—NIIHERZ MQTT
NEY 2 Amazon )Y —AZ—L (ARN) ZIEEELE T,

® Note

AWS loT Device Defender Detect I X Y £—T ZRITTEBD K SIC mqttTopic 28
HETFT, D=L ARN IZEFE MQTT XY -2 Z M ITH T IO EAFINF &Y. TDE
AWS loT Device Defender Detect A" F MW O—JLZ5|EZ ., 1—H—ICRH>TXVY
2% EHTEERT,

aws iot create-security-profile \

--security-profile-name CreateSecurityProfileWithMetricsExport \
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--security-profile-description "create security profile with metrics export
enabled" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

&0

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"

}

XNJVDADITVAR—RNEZBMCTDEOOEF1IVFT470774)
O EF (CLI)

update-security-profile AN RZFEALTBEOEXF1IVTA7O7 7ML EZEFHF L, X
ROODADIVAR—RNZBMIZLET,

tFIVTFATAO77ANEZEHFLTIXNITADIVAR— RN ZBMICTSICE

1. XRNVIOAOIIVAR—RNEBMIZLT, Detect ', MIETADAXARNIVIOAZTIVAR—RNTS
PVENFHZIHLESHZRTICIE, Behavior & AdditionalMetricsToRetainV2 M5 TE
exportMetric % true [CEREL £,

2. MetricsExportConfig DEZEHET. chlk, XMUIADI YV AR—NIIHER MQTT
NEY 2 Amazon JY —AZ—L (ARN) ZIEEELE T,

(® Note

AWS loT Device Defender Detect A" XY £—J 2 RITTE B K SIZ mqttTopic 28
HET. D=L ARNICIE MQTT XY =2 0BT TV EAFAN HY ., T0OR
AWS loT Device Defender Detect T O—J)LZ5|EF ., 1—F—ICRH>TXVY
- RNETEET,
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aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

H

"securityProfileName": "UpdateSecurityProfileWithMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to enable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:20:15.486000-08:00",
"metricsExportConfig": {

"mgttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:r0le/iot-test-role"
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}

EF1VUF47A77AINEEHFLTIXNIIDAODTIOAR—RNZEATIC
¥ (CLI)

update-security-profile AN RZFEALTRFEOELFIVTFTA7O7 7ML EEFHF L, X
R)DOADIIVAR—KZFTICLET,

tFXFAVTA7O77ANEEHFLIXNIIADIVAR— RN ZFT7ICTBICR

c EFAVFA«4TA7TFANZEFHFHL, XKNVITAOIVAR—MREZHIBRTSICE. OV R
--delete-metrics-export-config ZFEALET,

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}1" \

--delete-metrics-export-config \

--region us-east-1

H

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to disable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
},
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"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}
1,
"version": 2,
"creationDate": "2023-11-09T716:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T716:31:16.265000-08:00"

}
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» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile
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» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile
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TEET, BIOTA XAV ZHKRTZEHERE. COEIZIAVORTYTICHVET,

3. FAXYIIVEBRLTAS, [HIR] Z2ZZBRLET,

4., FAXYAVEZANLTHERL., [HIR] Z28RLET,

AWSCLI TFa4 X3 aERTDEZE
FAX AV EERLTEFIVTA7A7 74 OBEICERTZICIE

1. EF2VFT47O077ANICTRYFITBHIC, FEFTFAXa aERLE
9, CreateDimension AN RZFEALTTFA X223 ZERLET,
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aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

COOXRVROBAOFATORSICBEWET,

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

2. UpdateSecurityProfile ZFA L THEEFEOEF 1T T7O77AIIICTFA X232 ZEBMT S
A, CreateSecurityProfile ZEAL THLVWEF 2 UFTAT7AT77AINICTA X2 a2 ZEBM
LET, XDHITIE, TopicFilterForAuthMessages A XY £— 4 128 /N4 MKREH
ESHEFIVIL, FRAPMEY VILEBENBI AV E—DBERBITZIHLLEFI U T«
7774 2ERKLET,

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}}1"

COOXRVROBAGUATORSICBEET,

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",
"securityProfileName": "ProfileForConnectedDevice"
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}

REZEHNTZLED, NTX—FZAN RTAVNFX—REELTADTEIRDYIC, 77
AINASO—RIBDIEETEERT, FMIOVTRR, "T774)LHS5 AWSCLINTGX—2%
O—R92, Z2RLTKEET WV, RIZ, #5RE N iz JSON X D behavior /NT X —&X %R
LEXY,

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"value": {
"count": 128
}
3,
"metric": "aws:message-byte-size",
"metricDimension": {
"dimensionName:": "TopicFilterForAuthMessages"

iy

"name": "CellularBandwidth"

T, ROBOELSICMLTF1 X3z EAL T, CreateSecurityProfile Z A L &
ED

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\

--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \

--behaviors “[{\“name\”:\“test1\”,\”“metric\”:\”aws:message-byte-size\”,
\“metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\”“confidenceLevel\” :\“HIGH\"},
\“consecutiveDatapointsToAlarm\“:1,\”consecutiveDatapointsToClear\”“:1}}]1” \

--region us-west-2
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TAXDDAVHFTRYFENEEFIVTATOAT 7ML ERTTRICE

s BEOTAXIAVNTERYFENLEEFIVTATO77AINERTTSIC
l&. ListSecurityProfiles AN > RZFEALE T,

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages

COOXRVROBAOFUATORSICBEWET,

"securityProfileIdentifiers": [

{
"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

TAXDAVEEHITBICE

« UpdateDimension AXY > REZFRALTFA X232 2EBHMLET,

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

COOANY ROBARHUATORSICB)ET,

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [

"device/${iot:ClientId}/auth"

1,

"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",

"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"
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}

TAXTAVEHIKRTDICE

1. FAXIAVEBIRTSICEK, T, FAX2AUNFTRYFEATVWSEFIUT170
TT7ANDSTAXDIVETFRYTFLET, BEOTAXIIVNFTERYFEATVWEE
FADF47O7 74 ERRTBICIE, ListSecurityProfiles AN > RZEFEALE T,

2. EFIVFA4TATT7AINDST 4 X3 zHIBRT S ICIE., UpdateSecurityProfile X > R
ZERALE T, RETHDIXNTOBERZAILET, EELTAX a2V EFRALET,

aws iot update-security-profile \

--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

COONYROBABRKUTORSICEY KT,

"behaviors": [
{

"metric": "aws:message-byte-size",

"name": "CellularBandwidth",

"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 128

"metric": "aws:num-authorization-failures",
"name": "Authorization",
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"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 10

}

}

}
1,

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5
minutes or if cellular bandwidth exceeds 128",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/
ProfileForConnectedDevice",

"creationDate": 1585846909.127
}

3. TAXaAEFRAYFL R, DeleteDimension AN REFERAL TTF14 X2 3> ZHIR
LET,

aws iot delete-dimension \
--name TopicFilterForAuthMessages

T Ot ARFH

DOt > 3> Tk, AWS IoT Device Defender Detect 2B T2 = ICKELZ IAMO—J)LERD
=Y RNTYTITBIREICODVTHBLET, FFMICOVTR., IAMI—Y—H4 RESBL
TLEEL,

AWS loT Device Defender Detect I, SNS REY KL TT S —LEH
T9B3T7O0EAFTZRAELET,

CreateSecurityProfile T alertTargets N X—RZFERAT2HE. 2 DORV— (T O ARG
AR —EEGRERV ) ZFE D IAMO-ILZEETHIHXEN GVET, PIOERAFIRI S —
l&. SNS REY VICBHRZRITT ST VA% AWS loT Device Defender ICA5EL £, 55
R —, BDEZO-)NZ5EZT2 T U AFFA%Z AWS loT Device Defender IZIF5L E T,
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https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteDimension.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
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TOEAFAR) S —

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:us-east-1:111122223333:your-topic-name"
]
}
]
}

EERI—

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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AWS IoT Device Defender

Pass O—JLR) > —

AWS loT Device Defender RO Y /N—H 1 R

ZTOEANC. IAMOF 7 EAETRYS —% IAM I—HF—EFPRYFLT, I—F—FO-LEE
EBLSITIHBEEHYET, AWS H—ERALCO—LEEI TV LARTEI—Y—ICHE5T
B, BBRLTIIEEL,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xr0le/Role_To_Pass"
}
]
}

BREINY> R

ZOEU>3> D Detect AV RZEFEAL T, ML Detect £7-1F Rules Detect ¥ 21 F 1470
T7AINEEREL, FNAANBEECNECEEZRBLTVSAEMOH2EFBEBEZREDB LY
EEWRTEEXT,

DetectMitigation 7 2> 3> X > R
Detect RITZHRBH L VEETS

CancelDetectMitigationActionsTask

DescribeDetectMitigationActionsTask

ListDetectMitigationActionsTasks

StartDetectMitigationActionsTask
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AWS IoT Device Defender
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Detect E1TZHBRB LV EETS

ListDetectMitigationActionsExecutions

TAX2ATFTOIIVINTR
TAXDDVAVRTZRBHFLTEETS

CreateDimension

DescribeDimension

ListDimensions

DeleteDimension

UpdateDimension

CustomMetric 7 2>3a>AN > R
CustomMetric DETZRBESB LV EETD

CreateCustomMetric

UpdateCustomMetric

DescribeCustomMetric

ListCustomMetrics

DeleteCustomMetric

X2 )F«47O774NTFT O3 >AR R

tF1VFTATO77AIINORTERBROELTEERETS

CreateSecurityProfile

AttachSecurityProfile
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tFIVFTATO77AIINORTERROBLTEETS

DetachSecurityProfile

DeleteSecurityProfile

DescribeSecurityProfile

ListTargetsForSecurityProfile

UpdateSecurityProfile

ValidateSecurityProfileBehaviors

ListSecurityProfilesForTarget

1)

T2—LF79>32IXUR
To2—LER—TY NZEETS

ListActiveViolations

ListViolationEvents

PutVerificationStateon & &

ML Detect 7 2>3a >N R

MLEFILNL—Z2IF—2%Z—EXRTTD

GetBehaviorModelTrainingSummaries

AWS loT Device Defender Detect Z 3 % 5%

1. 9F5JRAIXKNYUORAEFIZ AWS loT Device Defender Detect Z R TE £ TH. F/N1 AT
LAR—RENEXNVORZERATEZFENEES. £ AWSIloT ICK > TEHKENETFNAA
FEEFNAAYT—RDIAIZ AWSIoTSDK 2F 7O B HENH VY ET, FHMICOVT

. "FNAAASDODARN)TADEEL 2ZRLTSEE L,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ValidateSecurityProfileBehaviors.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfilesForTarget.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
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2. BEEERLTCTZ—LZERTRHIC., FNAANERTEIXNIIVRAZRTTD L%
BRELTLKEEZV, AWS IoT Tk, FNA AN SHUEREZNET D ENTER D,
TFINAADITN—T, LB THIRNAOIXTOFNAAICHTIBEDOEERLER
ERBEZRNICEBNTDEN TEET, CreateSecurityProfile ZERA L EIH, BEHD
additionalMetricsToRetain W& IEEL TLKEE VN, ORI T behaviors ZIEEL
BWTLEEL,

TINAAD— BN ZEEZBKITZIANBZHEETDICE. AWSloT AV Y —I)LZEAL TTN
AAXNI) D RAZRLET,

3. EF2AUFA47A7FAINO—EOERERERLET. BEICE. FNAAODTIN—TFEF
THODRAOIXNTOFNA AOEEBBEZIBETADAXARNI VAN EENTVET, ik
FPEBIZODVTR, TOZVRADARIV IR LT "FNAABOX NI IR 258U
TLEEV, —EOEEZERL =5, ValidateSecurityProfileBehaviors Z A L TRIITE £
9,

4. BENFEFEND EFXF21VT47O07 74N ZERTSIE. CreateSecurityProfile 7 223>
ZEALET, FNAANBEICERLVEBEICTI—LZX—TY N (SNS hEY D) (T
592k, alertTargets N\TX—RZFEALET., SNSZFEALTTZ—LZIEEFET
BPHEE. CNSEFEAWSTHIURNDSNS REY IO A—RICHLTHI MNENDRITHE
BELTLKEESY, ERNMKIEICEMNTSE, SNS REY VI +A—22BIBIT D AREEN B )
£9, CloudWatch XMV VA ZFEAL TEREZRETDCEETEXRT, FMICOVWTE.

TAWS loT Core RO Y /N—FH 4 R1 @ "TAmazon CloudWatch Z L 7= AWS loT 75— A
EXRNVOADE_ZRIT  Z5RLUTLSEZV,

5. AttachSecurityProfile 7 223> ZERAL T, X 21VF«7A77ANZEZTNAADTIN—7
(B/OITIN=7) FHIRNADOBFEEHOIXNTOE/, REREOIXNTOE/, kiFT
RNTOFNAARICTEZYFLET, AWS loT Device DefenderDetect & EEBZEBENF IV I %
ML, ASHhOEBEERIREENEBERETI—LZEEGELET, L&A, THO MO
FE/LZARNVICEBEBENTOVEVENSALTFNARERYIY T2FEK, EF¥21)F71470
T7AINZRXBEODIRNTODET/ICTRYVFITRLE2HE]MOLET, ——AlICEHET, TN
AADTN—TZEILEBIHEEY NEERTEEXT,

TFNAARADTN=TICEF1VTATATT7ANETEYFIRICE, TOTFNAADTIN—T
FEENDE/DOJIN—T7TDOARN ZIEETRIXLENfHYVET, T/ OTIL—70 ARN OFEX
ZLLRICRUET,

arn:aws:iot:region:account-id:thinggroup/thing-group-name
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
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10.

tF21VFAT7O77A4INEAWS THI N ADBREHADINTODE/ICTRYTFIBIC
& (REREEDTE/ ZER), ROFEXNZEALU TARN ZEEETILEN HY KT,

arn:aws:iot:region:account-id:all/registered-things

tF1VFTATO7 7ML EREBEROE/ICTEYFIRICRE. ROEXZHEAL TARN 215
ETIHBENHYVET,

arn:aws:iot:region:account-id:all/unregistered-things

tFAVFTA7A77ANETNARACTERYFITRICEF, ROEXZFEALTARN 28EET
PUBENBVNET,

arn:aws:iot:region:account-id:all/things

ListActiveViolations 723> & ERALU TEREEBHFRITDCEETEXRT, ChiZky), BED

EFIVTATA77ANFIERER—TY RTFNAATHREENIZEREEBTEDLSICRY)
x5

BELULHERICREENCEREERTDHIC, ListViolationEvents 72> a > &#FHLE
T cNSOERE., EF2VUFA7O7F7ANEFELEETFNAAICEK2TT7AINEITTBC
ENTEET,

To—LDORKRIDREZY—IL., TORIDREDFHBZ AN

L. PutVerificationStateOOnViolationaction ZfE5E T, 7> —LANKRIE, EE, EEBEZT5E
N TEEXT,

FNAANEBECNEBEICERTZIEEN GTED, FERThEEREICESBEVEEE.
BEECREHWARITIHEN HVYET,
BRELEEFIVFTA7A77AIINEEBTROT/INA AZHERTDIC

(&, ListSecurityProfiles, ListSecurityProfilesForTarget, & &T' ListTargetsForSecurityProfile 7
V23 EFERALET,

EtF1VFT47O77A4IIICETRFEMZEE TSI, DescribeSecurityProfile 7 93> %
FALET,

EF21VF47OA77 AN EEFzTSICIE. UpdateSecurityProfile 722 a > & ERLET, 7
AIOVRNELEGEZ=TYRNOE/ OIIIL—THDS5EF1UTA7AT7AILNETRYFITBIC
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l&. DetachSecurityProfile 72> a> & FERLET, X1V FT47O7 74 IIL2HEEEIBRT S
(IZI&. DeleteSecurityProfile 7 2> 3a> & EALET,
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BT O3z

AWS |loT Device Defender ZEH L T, EBEME T/ & Detect 7o —ATREBENEREEZEMT
2EOOT O AV ERTTEET,

® Note

MBI EEEMRCHL TR, BMT IS 3IVRBETEhTEA, EEFMR OGO
C2WTE, "EE0MROIE, 22BLTSEEL,

BT o3 0ERE

AWS loT Device Defender Tld, S X EXREBEF IV IRICERNERTNET Va2 FRHEHE A
£9, ChosOF7o>a>EAMSTHIVNICHREL, —EORKRICEALET., ChoniER
FELLTOEHY)TT,

c EEASOIXRTOER, CcOAT> 3k, AWSIloTOAY—ILTEAWSCLI OFEAICK2T
ERMATEET,

s B2 DBERDIVARN, COATS 3, AWSCLI OFRICEK>TOAFIATEET,
c BEEASTAINRU T ENE—EDOHKR,

RKOREF, EEFIVIORATE, ThEATHR—RNERTVWAIENMT V2320 —ETT,

EEFIvIOLrSEMTOIa > ADIYEDY

EEFIvY HBR—KREhTVBEMT O3>

REVOKED_CA CERT_CHECK PUBLISH_FINDING_TO_SNS, UPDATE_CA
_CERTIFICATE

INTERMEDIATE_CA_REVOKED_FOR PUBLISH_FINDING_TO_SNS, UPDATE_DE

_ACTIVE_DEVICE_CERTIFICATES_CHECK VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP
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AWS |oT Device Defender
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EEFIVY

DEVICE_CERTIFICATE_SHARED_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

AUTHENTICATED_COGNITO_ROLE_
OVERLY_PERMISSIVE_CHECK

IOT_POLICY_OVERLY_PERMISSIVE_CHECK

IOT_POLICY_POTENTIAL_MISCON

FIGURATION_CHECK

CA_CERTIFICATE_EXPIRING_CHECK

CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERTIFICATE_EXPIRING_CHECK

REVOKED_DEVICE_CERTIFICATE_
STILL_ACTIVE_CHECK

LOGGING_DISABLED_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

YR—NEhTWBENT O3>

PUBLISH_FINDING_TO_SNS, UPDATE_DE
VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS, REPLACE_D
EFAULT_POLICY_VERSION

PUBLISH_FINDING_TO_SNS, REPLACE_D
EFAULT_POLICY_VERSION

PUBLISH_FINDING_TO_SNS, UPDATE_CA
_CERTIFICATE

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS, UPDATE_DE
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IXNTHOEEFI YU TIE, Amazon SNS \NDEERRORITHNIYR—NED L, BHIHL
THARARLT VAV ERTTEERT, BEXATOEEFIVIOTR, BMOEBNMT V>3 zYy
R—RNTEZET,
REVOKED_CA_CERT_CHECK

- MAEOREEZZEL T, AWSIoT TIT7ITA17ELTN—ILET,
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s FINAAMHEOREEZEL T, AWSIoT THF7IVT147ELTN—IULET,
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BMT7023>0EE 527



AWS loT Device Defender AWS IoT Device Defender RO Y /N\—H A R

DEVICE_CERT_APPROACHING_EXPIRATION_CHECK
s TFINAAEAEDREZZEL T, AWSIoT THT7IT17ELTIY—ULET,
- TOAAEZEAIZITNARAZE/OTIL—-TICEMLET,
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK
s TFINAAEABDREZZEEL T, AWSIoT THT7IT17ELTIY—ULET,
- TOAAEZEAIZITNARAZE/OTIN—-TICEMLET,
CA_CERTIFICATE_KEY_QUALITY_CHECK

- AEAEDREEZZEL T, AWSIoT TP IVT17ELTN—ILET,

REVOKED_DEVICE_CERT_CHECK

s TFINAAEAEBDREZZEEL T, AWSIoT THT7IT17ELTIY—ULET,
- TOANAEZEATEITNARZE/OJIL-TICEMLET,

LOGGING_DISABLED_CHECK
- OJERZBMLLET,
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EEDICEAEANRON 2 LLEENBETIVIIVERETDCET, ThSOBEIC—ELTHRBT
EXRT, CNSDEREFHOBBNT Va2 ZERATD L, BEZKI)RRICHERL, ABHNIAD
AREMER<SMMRADENTEET,

/A Important
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BMT O3V EERBIVERETIHE

AWS loT OV —ILE = AWSCLI ZFEAL T, AWST7HIOUN OEMT VAV EERZRB LY
BEETEET,
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ERIBDEERNTV>32E, BRAERESNETIZIAVERATETATNIBEBEONZA—2D
HAEDETT,

AWS loT OV =L Z2ERALTEMT Va0 2ERTDICIE

1. AWS loT 12V —)L O [Mitigation actions page] (M7 V> 3 ) R—DZHEXT,
2. [Mitigation actions] (JFT7 2> 32) R—2 T, [Create] (1ERK) ZEIRLE T,

3. [Create a new mitigation action] (iR DEMT 7> 3> OHERK) R—Z O [Action name] (T 7
avH) o, BT O a > O—ENRHEANLET,

4. [FO>3a2OEE| T, ERIDTI23I V04T Z2EELET,
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AWSCLI ZFEALTRMT Va2 Z2ERTDICE
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ListMitigationAction AN > RZFERAL T, M7 V>3 Z—EXRRLET. BTV 3%
EEXLIFHIBRTBESE. BAIZXELET,

AWS CLI Z2ERALTEMT Va2 2EHIDICE

BT O3> a2ZETSHICIE, UpdateMitigationAction X > REFERLE T,

AWS loT OV =) Z2EFRALTEMT I 3> zHIKBRTZICIE

1. AWS loT 12V —)L® [Mitigation actions page] BT Va2 ) R—ZSEZHREE T,
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TANLEZ—ZIBELTHRERVALZENTEET, FRAVDOHMBERTITDEEEF. ZAY
IDZXELTHEERT,
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UPDATE_DEVICE_CERT JSON
IFICATE

{
"Version"
:"2012-10-17",
"Statement":[

{

"Effect":
"Allow",

"Action":[
"iot:Upda
teCertificate"

1,

"Resource":[

we
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ToTavnESE TOEAHRARIS =TT
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UPDATE_CA_CERTIFICATE JSON

"Version"
:"2012-10-17",
"Statement": [
{

"Effect":
"Allow",

"Action":[
"iot:Upda
teCACertificate"

1,

"Resource":[

"N
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ToavoEs T OERAFARIVS —F2T
L—hk
ADD_THINGS_TO_THIN JSON
G_GROUP
{
"Vexsion"

:"2012-10-17",
"Statement": [
{

"Effect":
"Allow",

"Action":[
"jot:List
Principal

Things",

"iot:AddT
hingToThi
ngGroup"

1,

"Resource":[

we
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REPLACE_DEFAULT_PO JSON
LICY_VERSION
{
"Version"

:"2012-10-17",
"Statement": [
{

"Effect":
"Allow",

"Action":[
"iot:Crea
tePolicyVersion"

1,

"Resource":[

"N

ENABLE_IOT_LOGGING
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PUBLISH_FINDING_TO_SNS  JSON

"Version"
:"2012-10-17",
"Statement": [
{

"Effect":
"Allow",

"Action":[

"sns:Publish"

1,
"Resource":[

"arn:aws:sns: us-
east-1 :111122223
333 :example-t
opic "

]

IXNTOBEBMT 023224712, ROBERIS—FTOTL—hZ2ERALET,

JSON

{
"Version": "2012-10-17",

"Statement": [
{
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"Sid": llll,
"Effect": "Allow",
"Principal": {

"Sexvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:111122223333::*"
}I
"StringEquals": {
"aws:SourceAccount": "111122223333:"
}
}
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sTask nsTask
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Task
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Tasks
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ELET,
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Security Hub Tk, £F21UT 1 OEBEANBAERBREL TEHFEIETT, BROPICE, D AWS
DH—EARH—RN—FT 1 —REIMELU CBEICEXTZEOEHIET,

Security Hub ICl&, ChSTXTOYV—ANLSOERZEETHLEHOY—I)ILFAZEENTVET,
REBRO—EEZRTERVTT7MIINEZVITILT, REBROFHERTTEER T, FHICOVT
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RREEBHTBCEETEET HMIC DL TIE. AWS Security Hub I—H—H A RO TREER(IC
WNITBTOIAVDETI ZSRLUTLKEE L,

Security Hub @ 3 X TOFAEFER T, AWS Security Finding R, (ASFF) & H(EFn B 1ZX @D JSON

EXNFERAENET, ASFFICIE. BEDOY—R, FEEZZTDV YR, BLUOBREBRORE

NDAT—RAICETIHMIEENET T, FMICDOVTIE, AWS Security Hub 1—H—H 41 R®
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AWS loT Device Defender B & ld, REEXRAVOEEF IV IOHYI ) —ELEEFEROmAICOV
T, REZEROEFHZ Security Hub ICEFBLET, BEEFIVITRION 2 EIXNTOVY—AN
EHPLTVIHE, FEREEZRIFF Y IEhEE, BEE Security Hub OF T v U4
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Device Defender D HERIZIE, Types LTI RDEZIEETEET,
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AWS loT Device Defender Audit IC&k 2 THIL WERNMMEREhBD &, TOFERAD Security Hub Nk
BENET, LATUVI—RBEERRIVTERENBDBEROEICKR>TERY FT, Security Hub (&
BEARBUANICERZZTERYET,

AWS loT Device Defender Detect (&8 x D# H#E R % Security Hub NEELET, ERNF TS5 —A
WCA2 Y, PES—ALASHANEYNTDE (DFY, PI—ALANERFELRGHIBRE NEHE), XIET
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Security Hub A"ERTE AV EZIZBETTS

Security Hub A" TZ X W54, AWS loT Device Defender Audit & AWS loT Device Defender
Detect FBREFERNZETNDETTORREZBEESLETET,

Security Hub DBIFDEREEFH TS

AWS loT Device Defender Audit #& & A" Security Hub ICEfEEhd &, FIvoEchizUY—AID
EEBFIVIRATICK>THIUTERT, ALVY—AELEEFIVIDOEGOEERAUTH
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"SchemaVersion": "2018-10-08",
"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4f5”,

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.941Z",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",

"Normalized": 90

.

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_TIOT_DATA_PLANE_ACTIONS",

"Description": "IOT_POLICY policyexample:1 is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e9@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ResourceType": "IOT_POLICY",

"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

.
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"Resources": [

{
"Type": "AwsIotPolicy",
"Id": "policyexample",
"Partition": "aws",
"Region": "us-west-2",
"Details": {
"Other": {
"PolicyVersionId": "1"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
.
"Types": [
"Software and Configuration Check/Vulnerabilities"

ROFIE, EEFIYIOHIU—IZBETS Security Hub A S DERZERLTVE
9, ProductFields @ ReportType Ik CheckSummary T9,

{

"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",
"AwsAccountId": "123456789012",

AWS loT Device Defender #* 5 O — &K 75 i R 248



AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

"Types": [

"Software and Configuration Check/Vulnerabilities/CVE"

1,

"CreatedAt": "2022-10-18T14:20:13.933Z",

"UpdatedAt": "2022-10-18T14:20:13.933Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaab51 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"

},
"Resources": [
{
"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I
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"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
},
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"

RDOBIE,. AWS loT Device Defender # HiE R X9 % Security Hub A 5 0 — M B HERZ R
LTVET,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cb6ass3dclal"”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:00Z2",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40
.
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
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"ComparisonOperator": "less-than",

"BehaviorName": "MyBehavior",

"ViolationId": "e92a782593c6f5blfc7cb6a443dclal2”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",

"ConsecutiveDatapointsToAlarm": "1",
"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

"Count": "1",

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2",
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
I
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}
1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
.
"Types": [
"Unusual Behaviors"

AWS loT Device Defender #* 5 O — &K 75 i R 251



AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 4 R

]
}
}

AWS loT Device Defender A#& Hi#& R Z Security Hub ([CIXE T2 D Z =1L
K

Security Hub NDFERDEFEZFILET B ICIE, Security Hub A2V —)LEE APl ZEATEE
T,

FMIC DOV TIE, AWS Security Hub 1—H—744 R T#HErsoBREEREO 7O0—0EMLESR
b (A V=)l Tk THREN SOREFZERO 7 O— 0 &R (Security Hub API, AWS CLI)
ZESRLTLSEEL,

H—EABDRIL ZREORLE

BELULCRERBER, TV EZRTIBDHAZELBZVIDFTAT4H, KYEVEEZED
IVTATAIZEOTIAVORTEZRFTEZEVS EFIUTAEETT. AWS TlE, ¥—
EABTORZNFTELICL2T, BEALEREBENIr REIZIEENBYET, Y—EAFTOLKY)
FTRLE, 120 —ERA(BRTHLRY—ER) A, HOY—ERA (RTELHRY—ER) 28T

HIEEILRETDARMUAN DY ERT, FOHL Y —EANREETL, ThEBOT IV LAFTZ
FALT, ART IV EAFANNEE NI XNETRERBAVFETHOHLEY—ERAZN L THOES
DIVYV—ACHLTBEL TR ZENFHBYET. Cheh<htH, AWS TR, 7HIOKODY—
ANOT I AEFFEEhEY—ERATVINILT, IXTOY—EADTF—XZREITI1H
ICRUDY—ILZREHELTVERT,

tFIVTF A BEEORILICKYFEZZ(THHEMEDHD2HEEFEN S D AWS IoT Device Defender
TOEAK, BEEODET, EFXF21UF47O77AIIEROSNSEHNNIEE., BHNEENDETN3D
TT, cNSOETI>aIZDO2VWT, aws:SourceArn DERFXDORD THIHREN HVET :

« UpdateAccountAuditConfiguration API (RoleArn J& t£# & T NotificationTarget RoleArn J& f£) TIE
TNV —ADOEFE,. aws:SourceArn & arn:arnPartition:iot:region:accountId:
ZEALT, VDY—ARVI—QOARAODA—TZRVAATELBENFHYET,

- CreateMitigationAction APl (RoleArn Btt) TEEhi)Y—ANDFE. aws:SourceArn X

arn:arnPartition:iot:region:accountId:mitigationaction/mitigationActionName

ZEALT, VY—ARVZ—ORAOA—TZRVIAATHEBEN BN ET,
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« CreateSecurityProfile API (alertTargets %) TEE hizJY—ADIFS. aws:SourceArn &
arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

ZEALT, VY—RARVI—ORAOA—TZRVIAATHIBEN HYET,

BEAUVEREBELSSREITDLOOREMRNBAZERE, JY—ADTELE ARN ZFEEL
T aws:SourceArn JO—NILEZHEIDTHFARNF—ZFERITHETT, UY—ADES
7% ARN A FERZIZEEX, BHOUY—RAEZEETHHESE. aws:SourceArn JO—/V)L
AVTFAREHEF—ZFEAL T, ARN OKRABDZDTAIRA—R (*) TRLET, flX
¥, arn:aws:servicename:*:123456789012:* T,

ROBITIE, AWS IoT Device Defender T aws : SourceArn & & T aws:SourceAccount J 00—
NILEHEITHFAMNF—ZFAL T, BLLEREBEZERIZDHEZRLET,

JSON

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012:"
}
}
}
}
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html

AWS IloT Device Defender AWS loT Device Defender RO Y /N—H 4 R
TFNAAI—2I MO EFIVFTFARANT TS IOTA4A

R/NFIE

I-YIVR7OtACR. BEEEFTHEHCLABRBINROT I LAFTOAERELT
<EE,

EXNBXANZX A
« I—2J IV RE, root MADI—H—ELTRITIBDBENHYVET,
s I—=2IVhE, TOMBOTIIN—TTERAI Y- LTRITLTIEZL,

s A—H—/JIL—TIC&. XRNUIJADRELEBEIXERTHE)ERAT IV EAFATOHKY
Y—ATHELTLSEZ L,

e Bl O TII—2 T MO [proc /sys TOEHKENY ER,

« TORAFAZHRLTCETTZ7OLRZEEY N7 Y7 F2HEOHIZDWTIEE, Python H
DTN I—CIVRNCEENTVRDEY NTYTFIEESBLTLSEEL,

I—21I2h7O0CRZESICHIR/DBETREODORSHASHTVS Linux XHZALEZEH
WET,

BEZXNZXA

« CGroups
» SELinux

* Chroot
 Linux B HEIZE[E
EAOMES M

I-2x2h7AEACE, 729220 EYRER2IERTLEYLEVLSICFHRLEVEMET
Z—XFNALSOREANBETT, I—RE, fINZENICRETILEN BV, FHEREL
T, FHEFICRT LSS CATLAOBEBPF Y YFEARVWIABRED D) FBABHNIC
HEBIDLIICKRETCNTVILEN HYET,

RO DKEFEEEKR
I—IVRNE, TORETTEDRYDBVERERE (DFY, Y—RN—F1—054T 3

) EERTIHBENHYET. FRAIVNEMBLEDICSA TSI OERANEYSRES (Transport
Layer Security %% &), K<BEEBENIEHKFEBRROKLZFEAL. ThsZHEHOREICROXHT
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https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://en.wikipedia.org/wiki/Cgroups
https://en.wikipedia.org/wiki/Security-Enhanced_Linux
https://en.wikipedia.org/wiki/Chroot
https://en.wikipedia.org/wiki/Linux_namespaces
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ALZRILET, BMENEKEFERC, IT-2 2 NIRYERENT, F7A4IILNTTD
TATBBENFrEENTVREES (LA, BLUTVARR—N, RXCM2YTY RxE), O—
RTEMCTEDD, FATFVOBET7 7ML E2EAL TEMICLET,

Z7OtADDE

I-2x2h70BACE, FNAAX NI IAORELIEEORTICHEBHEOHEENT
WBRREANBYET. O RATLATOLAOLETOYTFELTETLEY, HOSEENT—
AT—ADBEZRRLIZ) TR ERTEFERRA, ESIC, IR TOEAR, RXA
DITYRRRY RND—=OH—EAR—RNBEDA VNV RBEZERLBEVLS ICTIHE
AHYVET, ERTRDE, O—HLNFERVE-—RNTOCANILEBICFSTEDLSICAY), B
BRETBIIHEN RSN HYET,

ATIL A

J7OtAI-2I2hOERIC, TOERNPEFIVUT A LOMfEZR T EF1 VT4, EZX
V2T, BEBEREDF—D—REFATRICERTEEEA. ARO—REBEXZVALND—E
DTFNAAZEDTOLABIHERENET, I-PI2hNONAFT I BEETEDTALIRNY
¥, TOEASIBOBFEENGTRETE, BURAICHSBENFHYVET,

ROROBHESE

TFNAARACTTAMENBD I NT—T 4777 NI, BHERIER. TNV ITHRY
TYRID=R, AVFA2OAXVRNELERRFIXVNT7PAILBEOHEEREZEDHD R
TEREBA, I-PIMRELEX NV VAT —N—RIOREBOFMP/NY VI R A
TACETZHMIBRAREIAET,

Transport Layer Security

T—REEAOTLS X 17 F vy RILZRITAICRF. T—I2 NTOCARRHEHEFI—>
RRXAVERABEDIZAT Y MIREEZ I NTT TV T—23 2 LRILT(F74ILKT

BRHCBEDTVWEWES) BRITIBENHYERT, €510, I—-TJI2NE, FHEENI-HE

ABENTVWT, RECIIAAERTRICBL TVRIAABHASETNTVEVIL—NERER
N7ZERATIHBENFHYNET,

Z27704

J—KO7 Y 1PEM, TONAFY, Y—RO—K, RET7 7 1)L (FHEE nr)l— IS
EE20) ZECURY MUBE, IRTOI-I IV hF7OMXNZXLE, HTEhTVY
BVI—RAYITIYaVPREAEH< DT IV L AABE N XEN B ET. 770
AXANZALHZRY NT—IBELEELTVSSE, BELHEERNAL TREFOT T T4
F—TA477 O NOBAMERBLET,
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AR

« AWS IoT Device Defender @115 1

«s AWSIoT EF 1 VTAEFINZEHETS

* Redhat: A Bite of Python

« Python EHEFR 100 — N EEFIVT(BABEEZThZRITAEE

s REDBVIHELRAA & BEZTIhAMRELZDOA?

» OWASP Embedded Security Top 10

*+ OWASP loT Project
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https://aws.amazon.com/blogs/iot/understanding-the-aws-iot-security-model/
https://access.redhat.com/blogs/766093/posts/2592591
https://hackernoon.com/10-common-security-gotchas-in-python-and-how-to-avoid-them-e19fbe265e03
https://www.beyondtrust.com/blog/entry/what-is-least-privilege
https://www.owasp.org/index.php/OWASP_Embedded_Application_Security#tab=Embedded_Top_10_Best_Practices
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project#tab=Main
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AWS loT Device Defender N7 )N 1 —F 142 0H4 R

© COREY IOBREICSHA<EE L
FHEVEDILTREDIABRIEERITILEEL

2h%
Q: AWS loT Device Defender ZfEA T2 O DRIRZHEH Y FITH?

ATINAATLR—RNENEXNIV O RAZERTDHEREFET. AWS loT ICEHRE N EETNA A
FLERTFNAAT—RNIIA LI NETFTOMTRHBENHVET, TINAAT, —E
LEVDZATRERFREFE/ DB ZEETDIHLENHY KT,

EE

QFIVIVHEBZBEMILRLLEY, EECREREE "E#TFH) EXRFENTVRT, BEIRE
LEDTIA? BRIEWVWDOHEETEXRTA?

AFIVOEBNEMILDE, FT—RRENFISICHBENET, LEL, AV MIWR
KI2T—INKREILHDES B, SIHAE. T/, RUZ—) &, BMILTHASLES<KDOE
FIVIDHERNMERENBVWENHYET,

B’

Q: AWS IoT Device Defender EF¥ 2 )T 4 7O7 7AIINOEETRETZ LEVERKES ThiED
MrYETH?

AZFET, LEVMEDODEKEVEFIVUFTF47O7740LBEZERL. IEITBDTFNA ALY NE2E
CE/OIIN—TICFnETRYFLET, AWS IoT Device Defender ZERL THEDX N
DAERRL, I—AT—AICEHLETTFNAADEEOLE VMELTARIDENTEEXT,

Q BEZERLELLEY,. FREINZBETEERNNIT—CchFLA. BRERZHYETAH?

AFNAAZERTIHIC, BEOFNAAOBHEEEEL T LTV, X, TCP R—h
8888 T1 DNHRY—N—ICOIKIFELHTDEFIVT A AXTHHDBE., tHOFELEETSC

EFHELERA. DXTHBOR—KNTERBRETOESEICTI—MZ2ERTDICEK, ATD
KSICEBEEERLET,
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https://docs.aws.amazon.com/forms/aws-doc-feedback?hidden_service_name=IoT%20Docs&topic_url=http://docs.aws.amazon.com/en_us/iot/latest/developerguide/device-defender-troubleshoot.html
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{

"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator":
"value": {
"ports": [ 8888 ]
}
}
}

"in-port-set",

AXZH TCPR— K 443 T TCP EFiZ21T 2 1256

 TNARABENDEREREY), TZ—RY
R)A—EhKT,

Q1 OREFEHROBHENERLTVET, ERZVITIBICEESTELVWTIH?

ARELEBETOT7PALTEREETATVBELSIC, FHENIBEICRDIETS—LEY
UFPENET, BETOT7ALE. FNAAOXRNYIAF—RESELLEE LT hE

To TNAAN2BEZBATANIVAZRITLBEVEGEE., BBNICERAAXRY M alarm-
invalidated ICEREEShE T,

QERUEEEZHIBRLELEDN, PTO—RNE2ELETRICEESTHREVVTITA?
A BMEZHIBRTDE, TOEDINTNDERE, TOFHEICHITZTS—IIELEENhET,
NBIOTS—RE, BRIXAAZALDSEICTEIHRENHYET, BIEZHEIRTZDE, THY
ANAOMOINTODERERBUHRE, TOEBEDERKEEN RIFENETT,
FINAAXND) DA

Q:HEICERLTVRCEN DD 2TVBXRNIVALR—RZREELTVETH, ERAND
H—EhELA, AFEELOTLLSH?

A BLTFO MQTT REYVIZHTRISA4T7 L, XRUDALR—RMFEREERTVDEE
FIvoLTLEZL,

$aws/things/THING_NAME/defender/metrics/FORMAT /rejected
$aws/things/THING_NAME/defender/metrics/FORMAT/accepted

CC T, THING_ NAME X RV IR ZHRELTVDE/DBEITHY) ., FORMATIFE/IC&LDT
BEEENBIARNIIALR—PMOERICHLUT Tjsony £i "cbory TY,
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HTROSA4T7 9L, BEENEXRNIIALR—-RIZEILZNSORNEY JICETEIAY
E—272FZ WY ET, rejected XvE—2R, XMUTALR—NOBFENICEEN B2
EZRLTVWET, I57—XVvE—2EF, XMNUVIVALAR—NTIT—ZBIETEDLSICTS
S, AVE—IRAMO—RIZCEEFNTVET, accepted XvtE—2lF, XKUY ALKR—bK
NMEPICETENEEZRLTVETD,

QXRNVIALR=RTEOXRNVIARAZEEBELIEBZERESBYETAH?

ALR—RFLERFIPTRLAODZOUARNIEIL, MSTEIBECERLTVRERZENE
T, MSIT2BENFERLTVWRIEE, ERFVUTENET,
Q:AWS [oT LZARNVIEBWFNAADXY =P HFFNAAX KRNI TALR—NIEEATVS
DEBEETITN?

120 E0EF2)FT47O77AIUNNIXRNTOE/FLEREREROINTOE/ICTRY FE
nTWBFES, AWS loT Device Defender ICIERBEDE/ASOX RNV VAN EENET, K
BEOT/NSANIIRZBRATEIHEER., IXNTOFNSA ATRELSBEREADITXNTOT
NAAZ7A7 74N ETRYFLET,

QtEFIUTATOA7T7TANERBROIXNTOTFNA AL LR IXNTOFNSAAICERALTE,
REED 1 DULEOTFNA AL SDXY E—IHARRENTLEA, ESTERBRTERIAN?

BR—RERTLBVThAOERZEAL T, BUSEXOX NI IALKR—KZEFELTVL

BPEEBAELTLSEZY, FHICOVWTR., "TIFNAAX NIV TARFIX hDHEER, 25

BLTLKEZV, RBEOTFNAAT—BELEIVZATRNARFREZFE/ OBRNFERAZ

TWBREZHALET., T/BCHEXFAEENTVIEE, EFLEE/ BN 128/ N1 b D

UTF-8 I>O— RXFLWERWEE, FNAALL > THREENEXAY E—DREBTEINET,
Q REEOTNAANLZARNIJICEMENTLZSE. FEEERBERAOTNA AN RBERICEZ S I
BREESBYERIN?

ALDARNVECTNA AN EMEEBHIRENEBEERORISICHEYNET,

- ERDAEREZS|EHRZLHATDE, FNAALCKHLT 2 DOERLDERNIRRENET (1
DREEFREAOE/OBFOT, €51 2FKXEEODIDOT) ZVIDICHTEITIT 17
BERIE 2 BRICERRENAGLSBZYETH, EROBEICERKX 14 BEARRTELET,

QFNAAXNIDALR—=BRMDOID74=)ILRIZCEEDEZRIBETDHEN HYETH?
AEQOBBTRENE, XRUIDALKR—RIEIC—BDEICTIHENFHVET, —BROEF
FELULTUNIXIRY DBRALARAZ J&2ERATEET,

Q: AWS loT Device Defender X KUV ADEH MQTT #EEZ/EKTIHERFH V) EFITH?

A: BIED MQTT EfEZEH VW EE A
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https://en.wikipedia.org/wiki/Unix_time
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QTFNAAX RNV VRAZRITIDLOICERTIEE, EOVTATUNID 2ERATIHLENHY)
xIN?

AWS 0T LZARNVIZHBTFNA A (E/) DBER., BREADE/ OB ZFEALE
To AWSIOTLZARUVIZBVWTFNA R (E/) DBEIKE, AWS loT IZEHTIEO—EL LD
EFEALET, COTSI9T1AE, T/ OBRFDERE—HEEIDICKRILEET,

QBRDIVZATNID ZHEIOTFNAADXN) DRAERITTERIN?

BOE/ICKRD2>TAXRNIIDAZRHBHTBDENTEET, TOLEHICEK, TDODF/NALTAD
AWS loT Device Defender FHREY JICX RNV D RAZRITLET, LEAE, Thing-1 EE0D

T/BM&, £ Thing-2 IZRH>T, XNV T RAZHWITBDELET, Thing-1 &, TOTE/
MEOXRN)OAZREL, MQTT REY I TRITLET,

$aws/things/Thing-1/defender/metrics/json

Thing-1 . Thing-2 ASNOXRUIZAEMEL, ThSOXRNUY A% MQTT hEY TR
FLET,

$aws/things/Thing-2/defender/metrics/json

QT7AINIRVWKD2OEFIVTATOAT7FAINEBEEZRETERIN?

A: AWS IoT Device Defender T RIRA > RO #—2%SBLTLSEEL,
Q77— E2—=5Y NOBRBWZEZA—TY NO=)ILEEDEISBEDTITN?

A: AWS loT Device Defender 75 —KhZ—4"Y K (SNS REY V) TTFPS—KNERTTED &
SICFHO0-ILICE, LTD 2 ONFURETT,

s EENiI>F 1454 &L Tiot.amazonaws.com EE T 2 EHEE %,

« BEETNLSNS REY U TRITTSD AWS loT POV EAFAZRETEITEY FEankR
:/_o ﬁu

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
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"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:111122223333:example-topic"

}

e PoO—RNZERITIDLEDICHEHAENS SNS NEY X ES{be N NEY O TH D5
. SNS REYVICRITIDLEOOTIVEAFAEEEIC, AWSIoTICESIC2 20707t
AFAZNESTHIHXENHYET, f:

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:sns:us-east-1:111122223333:example-topic"
}
]
}

QAAZLARND AR A7 number ZFEALEXRNVIALR—RNOREERIC, IZ7—Xvt—
< Malformed metrics report A RTENTERBMLET, AHNFBEEZOTL & S5H?

A: 247 number CABDELTE—-OXKNI I RED &K %ZEH) ET A, DeviceMetrics L R— b~
TARNUYDEZEXETDEER, B—0EZFOEINELTEIMBRENHYET, XNUTRA
EEEIELTEEBLTVWDRCEZHERALET,

RAO—RIZ—:

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":1183}}, "custom _metrics":
{"my_custom_metric":{"number":0}}}

\!

I5—Xvt—
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{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"},"timestamp":1635802047699}

IZ7—0BEWRAO—R:

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":[{"number":0}1}}

LARA:

{"thingName":"myThing", "12334567":1635800375, "status" :""ACCEPTED", "timestamp" :1635801636023}
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AWS loT Device Defender ®tF 11757«

AWS TOUZIREFIVTABREBESETT, AWSOI—H—lk, EF1VT A ZHREER
TRHEBOEHZRETLOICBREENET—Z LR XY RND—IOT7—FTIOFvZRATE
x9,

tFIVTAE, AWS EI—H—DEOEERETY, SEEHEETI TR, Chzel TV R0t
FLVTABIRPIZITRAOEFIUTAELTHALTVET,

c DT RODEFIVTA-AWS IE, AWS UTTJR TAWS DH—ERZRITITDA T TAR
SOFvERETHDETZRVET, £, AWSF, I—H—HNLRLILEATESDH—ERALE
BUET, AWSTIYTSA TV ATOYS AgUIAWSIY TS 4 72 AT AT S Llg11g10AWS
AT SATA7O9F ALIGIOO—REL T, Y—RN—FT1—OEENEHWICEFIV T«
NDENMEETAMNS RTRIEL TWET, AWS loT Device Defender ICEBR T2 A T5A4A T A
TO7ZLOFMIIOVWTR., "IVT7FAT7VATOTZLICLDRREBARD AWS O —E
A1 Tl 2z8BLTKEEV,

c VZUVRADEFIVT A4 -1 —0EFRE. FATS AWSOH—ERICWKUTERYET,

Rio, BEER., T—2OHENE, SEROHOEHN, BITEAT I ERESIVURFL,
ZTOMOERICODVWTEEEZAVET,

O RF 21X NE, AWS loT Device Defender ZEA T 5BICEFREEFIINZERA TS HEZE
BIBIOICKRILEET. UTOREYITR, EF1VFTABLCOAVTZAT U AOEBNZEEK
9B 71=%I(Z AWS IoT Device Defender Z5%E T D HEZRLUET, £/, AWS loT Device Defender
DY—AQEZZD) IR RBEIIK/ILD., TOMAWS H—EADFEAFEIC OV TEHHAL

¥o AWS IoT Core DtEF1UT 4 OFMIZ DOV TIE, TAWS IoT Core FAROAY /N—HA Ry Ot
F1VT4ICBETREEZSRLTIKEZV,

NeEY D

« AWS loT Device Defender IZ& 12 T — X R &

« AWS loT Device Defender DS D T AT/ TATABLVOT I EAERE
« AWS loT Device Defender D 1> 754 7 > AREE

« AWS IoT Device Defender DL 21U T2 A
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
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AWS loT Device Defender & T3 TF—21RE

AWS loT Device Defender I 32 TF—XREICIE., AWS EEHEEEFINFEHEIAhET, COFE
FILTHEAETATVDRSIC, AWS (F, AWS T TR OIXTEETITHIO0-NILAVTFAR
NZOFYZ2RBEIDERNIBIVET. BFKRE. COAMVTTANTIFFTRARNEATVWS
DTFUOVICKRTAEREHEBEITIEEN HYET, o, FRHITDZAWSOH—EAOEF1UT 4
BRELBEBARVEI—Y—0OEREBYET, F—2TFAN—0OFMAICODVWTR, F—2TZ
AN—DEL HREBMESRBLTLKEESVY, BMNTOF—XREOFMI-COVTIE, AWS £F2
74707 ICBRBENEAWS EEREETFILSRY GDPROTOJREEZSRL TS EE L\,

T—REREITDI-H, AWS THUV N FEEEHZHREL . AWS IAM Identity Center E 7=z l& AWS
Identity and Access Management (IAM) ZFERA L TEY D 1—H—%2EY NTYTS T2 2HESH
LEFT, COFEZEICEKY, TREIhODITZETIBLHICHEBEROAN G I —ICFEE
NET, T, XKOFAETT—RZRBIDEELHEHLET:

« BTNV NTSEZRFEL (MFA) 2ERALE T,

« SSLITLS ZHEALTAWS VY —REBELET, TLS12FHETHY TLS13FH#HSHTT,

« AWS CloudTrail TAPI £E1—Y—7O0F4EFT4OF 0%ty N7 Y7 LET, CloudTrail it
BeFEALTAWS 7IOTAETA2FY7FYy955EICOVTIE. TAWS CloudTrail 1—
H—HA Ry ® "CloudTrail SEFFOFERH ) 2B LTS EZT L,

c AWSOH—EARNDIXNTOF7FIIMEFIUTFAEREICMA, AWSESHKYV1->3>
ZEALET,

« Amazon Macie BENFERBZBIYZ— REF1VF4H—ERZFEALET, NSk, Amazon
SBICRBETNTVEIERT—ZORHEREBEEZIELET,

« ARV RSAUAVB—TIAARELIE API £EALT AWS 77 AT BB FIPS 140-3
EEHADOEETED 1 —I)LIDERIFEE. FIPSTV RRA N E2FERALET., FATEER FIPS
I RBRANOBMICOVTIE, MEIFIEHOERE (FIPS) 140-31 ESBLTLIEE L,

EEBERDEX—ILTRLABEDBME LFBRBTHRIE., 2T, FLEBI 71— REEDE
BHERXOTFFARN 74 —)ILRICBELAVCEZBLSBEOLET, Chik. AWS loT Device
Defender THEXT2HE. d>YV—JL. APl, AWSCLI, £/l AWSSDK 2 AL TV ZD
D AWS OH—E A THEEXTRIEFSELRAETT., BRICEATSIEHEROTFANTI 1=K
RRTIZAALETF—2E., REPBHOTICERAE MBI BEF VN ET. AFHT—/\—A0 URL
ZRMIDZDBER. TOH—N—AOVIIANERIETZLHORIEHRE URLICEDHHEVKS
ICR<BBOLET,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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AWS loT Device Defender O =D T A TFoT AT 1RO T O+
AEE

AWS Identity and Access Management (IAM) &, BEEEN AWS DY —AANDT VA ZRL(IZH]
HIDEHIC’RID AWS ODH—EATT, IAMEEZE(E. AWS loT Device Defender J Y — A D fE
AR (A1) L, BY (PO EAFTZED) TESHI1—HY—ZHHBELET, IAM &, B
BERALSLTHERATESD AWS DY —EATT,

(N =K

- WRE

« PATFUTFATAIZRBDEE

« R—%FFEALET O EAENERE

« AWS IoT Device Defender & IAM O E# 5%

« AWS loT Device Defender D F7 4 F T4 T4 R—ADKR) S —D 4l

« AWS loT Device Defender ID E7 9 E2AD KNS TN a—F145

XRE

AWS loT Device Defender TITS1EEIC K 2 TEAZ S AWS Identity and Access Management (IAM)
DEABZE,

H—ERI1—Y—-23a72RTTSLHIC AWS loT Device Defender t—ERZFEAT 254
&, EEENVERT IV LARTETABERZAZLE T, FEZRTITHLHICESICEZOD
AWS loT Device Defender #eEZFERATH EE, BMOT VEAFUNf REBICBEDBEEN N HYE

TOELANEBRLZEMIDE, EBEEHNSEIBHERZVIVIANTDIDICKRICIEE
9o AWS loT Device Defender D#EBEIC T V2 ATEBZWE S, TAWS loT Device Defender 1D
ETOVERADRZ TN 1—FT4200 1 BSRLTLIEEL,

H—EAEEE - 1A D AWS loT Device Defender Y —AZEBHL TLVRHEE. 8F5< AWS
loT Device Defender ND 7T VAN BHYNET, Y—EADI—HF—A"ED AWS loT Device
Defender #EEX VY —AILT VEATEHN ZRODOIEEENHETT, TNDHE. IAMBEE(IC
DOTARNZEELT, Y—ERI—H—DERZEETIHLEN BDVET, cOR—DOEHRER
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