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https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
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Fleet Hub for AWS loT Device Management (1 —%'—@] (¥)

Ot 3aIZE, Fleet Hub for AWS loT Device Management DT 7 77U —> 3> nl1—
H—mTOBEBIEENTWVWET, FleetHub 77V T —2 3V OERBRTET7UT—23 A0
I—H—0EBMOFMZOVWTIE, AWS loT EBERHTNAAEERA7V—rN\T 28RL T
EEWV,

REY D

- RBREE

c JINETAI)NER—

« Fleet Hub for AWS loT Device Management TO<37&<aJF 7 L—N0ER

e Alarms

« NZTNZa—F127

BRIR S A

Ot 3> Tk, Fleet Hub for AWS loT Device Management DT 7 77— 3> OMEED
FREZRBRITDHEICOVTHALED,

NeY D

s ROV TVEERTD

s RUOTF—LZERTS
s PNAADFHMBERT

SOV ITIZHERTS

COREYOTIE, 27 )L% Fleet Hub for AWS loT Device Management 2 ') Z4ER ¥ % FIE
ZHALET, VIVBBRRIIVI VRV OAZFERALTEEENATVET,

Bl R SR 4F

s FNARA(E/)ZETL AWS loT Core 7HD > MIBEM TS iz FleetHub 77U —< 3
~o
* FleetHub 77U —> a2 ERT2#ERZF EBROTHI N,

Eoppr S 11
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E#DFleetHub 7TV Z{EHR T B

BE#DFleetHub 2 T #EHK T 3

1. FleetHub 77U —>3a BB LET,
F7AILMOAYAR—REI—-IZIF., EENROBEENDAZLBEEZELIXNTOTF/NA
ADUARNNRRENET, BETL 71V IORZECEMRE. DAZLEMTT,

2. R—DOLEBBICHBDXZ1—7T, [Allfields] (TXTDT7 1—J)LR) A S [Connected] (EHtE) Z
BRLULET.,. ROVTEIAZI—OBEICHBDTFARNKRY VAL false EABLET,

test app Dashboard US East (N. Virginia) ¥
Dashboard
B Summary = Device list | C | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard
don't support filtering. don't support filtering

3. BMEERTITDICIE. [Search] (18FK) ZiBIRL FF, AWS IoT Core ICEHENTVWAEVTANT
DTFNAAD) AN RRENETT,

HTUBXEITUOHORBI VTR, FIUBYL, . TE/OITUOH, . BT TE/
OIN=TDITIDH S ZBBLTIEE L,

RADT 7 —LZEKTS

CORNEY OT, 227 )L Fleet Hub for AWS loT Device Management 7 5 —AZERK T2 F
JEZFHBLET,

Bl R SR A

s FINAA(E/) ZET AWS loT Core 7HJ > MCBER TSNz Fleet Hub 7 77U —> 3
Vo

* FleetHub 77U —> 3> aERI2EREZFEDEBROTHI N,

BUDOTZ—LEERTS 12


https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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BT Z—LDIERK

RO FleetHub 75 —LZEKT S

1.
2.

FleetHub 77U —2 3 ICBHLE T,

BEODTFNAADEY N 22— Y NZTDHEE. 9TVEERLET, 0 7INEOTY)
BERTDFIEICDOVWTIE., Tthe section called “FPIN I T #/EH TS, #2ZRBLTLIEE
We 2TVZRERLEBEWVEES, F2—ALAR7U—RFNAOIXTOTFNA RICBATAES,

F7AILRNDA Y 1 R—RR—=T T, [Create alarm] (F T —LNDERK) ZiBIRL E T,

[Build aggregation metric] (5f5t X N O ADBEE) R—2 T, Y I H [Target query] (Z—7T Y
ROID)DOTICRRENTVS & ZHFEL X T, [Configure fleet metric aggregation] (7
)—RNXRKNUORAEEZERTE) £U> 3> 0 [Choose field] (7 1 —J)L KRZEIR) X _Z1—T,
[Connected] (It E M) ZIBIRLET, COAWS BB T 1 —J)L Rk, F/N1AH AWS loT
Core ICEFEENTWVWAIAESHZRLET, [Choose field] (7 1 —J)L RZEIR) XZ1—I(C

k. AWSEBT7 1 —)LR&, BEEN AWSIoT 7U—RA2FY D RAERYT—ERATERL
FERNABRLT A=) RAIEENTVET,

[Choose aggregation type] (8512 4 7 Z&R) T, ROF 7> a>oVTFhhrZEIRLET,

« Maximum (R K) — &AL Z WMEZRELE T,

Count (A KR)— LEWMELELTHENDHI N ERELET,
- Sum (Eft) —GFtZLEVEE L TRELET,

e Minimum (&) — & DPLEVEEZRERELE T,

Average (F19) — FHLEVEZBRELF T,

[Choose period] (BABDIER) T, P75—ALAZRNJA—TBOX_1—TEEE hIREOH
BZERLET,

[Configure fleet metric aggregation] (7 J— KX MU ALK ZERE) OEREFIFROKXSICHEY)
9,

BUDOTZ—LEERTS 13
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Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.

Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
aggregation options.

Count v
Choose period
Choose the frequency on which this alarm will be based.

1 minute v

[Next] (RA) £y S LET,
7. [Setthreshold] (L & WME % E&TE) R—Z O [Trigger the alarm whenever..] (XDBEIE WO TE
To2—LERN)H—.)ED23>2T, ROFT7a>oVThhrzBRLET,
« Greater (KW REW) - KA RNV IARERATHEEEEBALEE LTI —LZRLE
CB

« Greater/Equal (&Y REWELV) - EKH ANV IRERATHFIBEBULIZESBEICT
E_Ai%bia-o

« Lower (KW /PhEWV) - EFHA RNV IRERATHEEEEZTESLEEILTI—LZRLE
EE

 Lower/Equal (KW /PNEWELWV) - FFA RNV IRERATHEEEUATICE2LEEILT
3_13\;4-:%[/*3-0

8. [Than] (KWE)TEFARNRY VAL, P5—LOLEWMELELTHEATREZEELET,

[Set threshold] (L & WMEZEXTE) DERXEFIF XD LS ICBEVYET,

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater © Greater/Equal
= threshold == threshold
Lower/Equal Lower

<= threshold < threshold

Than

Enter a threshold value.

BUOTZ—LEZERTS 14
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[Next] (RN\) 20UV OLET,

9. [Notify user] (1—%—IZB4%1) R—Z O [Notify -- optional] (Bl -- #7°>3a>) o> 3> T,
To—LNTIOTA7REEICBANEZZEITDHABAN I —2EL XU T IVANDEH
ZANLET, EX—ILTRLAOAVIEGVIARNZAALT, COUANZERLET,

10. [Alarm details] (F 27— LADFHM) 0> 32T, P2—LOBwZANL, BELCKUTTI—
LDHRBEZANDLET, [Next] ZBRLET,

11. [Review] (FEER) R—I T, BIOR—J TABD UL EERZHERLE T, [Submit] (X)) 20 UvY Y
LET. F7FILRMDOF Y IR—RICEWVET,

12. F7AILRDOEYDAR—RTR, P7—LT142ITY NI, ERLETXTOTZ—LDIE
BARTENET,

Total alarms monitored Total in alarm

3 1

Alarms 1

MyDisconnectAlarm violationCountAlarm
11
A In alarm @ nsufficient data

disconnectAlarm
0
@ ok

ERULETZ—LOFHBERTITBICE, EAOFETST—2 32 /NRIL T, [Fleet Hub alarms]
(FleetHub 75 —A) ZiBRL E 7,

Fleet Hub alarms

(P Show triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[:]‘n‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK November 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

TINA ADFMZE R

COREYITR, FNARTN—TELRETFNAAICETRFHMERTIDFIEEHBALET,

TINA ADFE R 15
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BIR SR

« TFINA X (E/) & AWS loT Core 7H D> NMCEEER TSNz Fleet Hub 777 7 —= 3
Vo

« FleetHub 77’V —>a > aERAIT2ERZF EHBRNOT LI N,

TINAARTIN—T

FleetHub VX7 777U —2aicQy4 9% &, EROFES—2 32 /)VRILIC [Device
groups] (/N1 AT —7") FRR"ENFE T, [Device groups] (/N1 AT I —7") R—Z 21k, Fleet
Hub DI 777 5—2a>A0IXRTOFNARTN—THF—BRREINET, NI AT I)—
TOFMZERTTBICIE, [Group name] (I —TR) IITHEDTFNA ATIN—TZ&RLET,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards q
Device groups
Device groups L &
Job: Group name Parent group Group type Query Group description Created at
obs
LightBulbs - _S__t_qg_c__g._rgga - - March 11, 2022 18:59 (UTC)
Fleet Hub alarms
MyDynamic ThingGroup1 - Dynamic group attributes.wattage:75 - October 17, 2021 22:15 (UTC)
MysStaticThingGroup - Static group - - March 11, 2022 18:49 (UTC)
MysStaticThingGroup2 LightBulbs Static group - - March 11, 2022 19:01 (UTC)

English (US)

Logout

TINA AT I —T O

[Device group details] (T/N1 AT I —7 D) R—2IC&k, BRUEFNARTIL—TICETZE
BAESENTVET, FNAMADFMERTTBICIE, [Devices in XXX] XXX DF/INA R) U< =3
> @ [Device name] (/N1 AR) SIA SHEDT/NA AZERLET,

TINA ADFE R 16
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test-0119 Device groups MyDynamicThingGroup1

MyDynam|CTh|ngGroup1 View on dashboard H Run jobs

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)

Q 1 &

Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

T INA ADFFA

[Device details] (7*/V1 ADFM) R—TIZE, BRULETFNSARACETRERISEATVET,

® Note

DT AT > RA AWS loT N$EH T D BEIC Thing Name LR EBXZ VT4 T NID #FERAL
TWBBAE. T/ OBBAT—RABTU—ROAYTY I RERICEI TSIV FY Y
AftEehErtA,

B2

[Details] () E0> a2 ICEk, FNAALCETRIUTOBRRIEENET,

TINA ADFE R 17
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s FNARABE —FNAARZRTE/DOVY—ADOEH, FHICOWTE, "L2ARNUZEFEALILE
T/ DEERE ZZRUTLEE L,

c EIDBRAT —FRAACEERFSNTVBE/ ORAT . T/ ORALTEERTBE, FL
T/ ORATERODIRNTOE/CEBIRERERBETEET, FMIOLTR., "TE/DRA
7. BBRLTILKEELD,

s BREEORALAZRY T — FNA AN REIC AWS 0T ICEHKELEEEDRALARZY T,

- HEMEEBETFT/INA AV —BRU 27/V14 AD [Device details] (/N1 AD M) R— %15
¥, HEAREEUV D,

« HIEOELHEAT—FA —AWS 0T NOTFNA ADEHRAT —F AR, TNA AN EHFEELTVSSE
&, ElF true, BHEichTVWEWIES., EIE false,

- UIMOER — 7/N4 AQERLTME hi-EH,

HEENT—X

[Reported data] (FrEEni=TF—R) o2 avIiclkk, FNAADLZARNIF—R, FNA AP ¥
RIOF—R, E/OTIL—TICHITZIBERNIEFENTVET,

s FNAARAT7A4—=ILR—AWSIoT 7U—KDAVFYIDRERICETEDTINAADA TV U AT
E714—=)LR, EHMICOWTIE, Managing fleetindexing, 2B L T &V,

s FNARD YR —FNAACBEEFMITSNATVWSES Y R, FINA A Y RIIZIE, BEiD
BWIOSIY O YROERRBINES Y RUODEFZEDDIENTEET, FMICOVTIRE,
CTAWS loT FNA A ¥ RO, #SBLTLSEETL,

s FNARTN—T —FNARCHERTSATVWEITFNARTIIN—T ' FNARTIN—=T R,
T/ OBNIIN-—TEBNIIN—TORFEEHDENTEET, FHICODVTR., "E/0E
MIIN—T71 &L TE/OBNTIN—7 1 2ZRLTSEZ L,

TINA ADFE R 18


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
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>aj

[Jobs] (Z37)Eo>a ik, FNAATERTENATVZIXRNTODITHFRREIhET, 23
T, =T Y RBLRUOSURALEREE, DP3aTICEITIMEBRNS RIS NBIFHHAR—DH
HV)ET, FHMICDOWVWTIE. TFleet Hub for AWS loT Device Management T3 & aJF>
7L—RhOFEAL . BLY T237, 28BLTLKEEL,

Defender X N1 U A

[Defender metrics] (Defender X MU R) 023k, REBRENTVWATFNAAICEETS
AWS loT Device Defender X R VAN RRENE T, RRENEXNIVIRAF—R2EZFERAL T,
BRUEEBBROFNAAOARL -3 ZREILTEEXT, FleetHUb 77U —>3 A s
Defender X R AN TF—R%EXRRTDICIE. £, Fleet Hub EEE AN, BIRL £F7/V 1 RAICEE
9% AWS IoT Device Defender X NV AZBETDLENf HVET., T/V14 AD AWS loT Device
Defender X MU O ADEREREFEZDFMICOVWTIR, "THARAZLAXNIO A, . "F)NA4 A4
DARVIRA; , BLE TIOZTRAODARNI A ZZRLUTLEZW,

Run jobs

oT Fleet Hul evices > MyLight8ull
MyLightBulb1

Shareable device link

‘‘‘‘‘‘

nnnnnnnnnnnnnnnnnn

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar29  marzs

[Behavior violations] (B1fFiER) £0> 32k, BEBREWTVWERTFNAAICHETRI ATV
2 A{F& AWS loT Device Defender DR HER T—RXZRTRENET, BEERT—XICE, 1B
RE#, RKREREE, BLROBRKRERXNJIAEZEDDENTEEXT, FleetHub 77°V)

TINA ADFE R 19


https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
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T—=2a hSEEERT—RX%ERTITDICE, FleetHub EBEN X2 UFT47O774)LIC
AWS loT Device Defender DB EiER Z:REL., 7U—bDA 7Y U AERHIZ AWS loT Device
Defender MIER ZRET D HLEN H V) FF, AWS loT Device Defender DtF 17470774
ITEEERZRETDHEDOFHMI-DOVWTIE., TAWS IoT Device Defender #& 1 #5BL T
& L\, AWS loT Device Defender MER DFREHEZDFMMIC OV T, FleetHub 77U —=3
DT )= DA VTV IDAERNERE ) BROF "TE/ DA TFTY VAERNOERE ) 25RBLTLKE
=L,

gTVETAI)NZ—

Fleet Hub for AWS loT Device Management 7 T ZERAL T, FNA A7V—KAOE/DUAS
ZERBRORRTEERT, 1 VTV IARFETF—BZY—ARAOITNTO AWSNEZR—TJ RT71—)L
R, DARLT1—)ILR, BRTEMHEK, VIV 4IILER—ELTHEATEEXRT, AWSIloT 71—
NA Ty U A¥ERKthe section called “Alarms”Z AL T, OKFEZEMITEIHARLT 1 =)L

REERTDEETEERT, JU—NUFYIRAEROFEMMIOVTR, "TJU—KAVFVYD
AMERY—EA, ZZRBLTLEE L,

(N =Ry
e AV AR—RERRTD
e 74N —%EHALTOIVEERTS

AV 1R—RERTTD

Fleet Hub for AWS loT Device Management DI 7 77U —>aicOv4>$%&, 7U—KR
DTFNAAICETD 2 2OF—RE1—ZRTTDH VI IR—RAIRRENET,

[BLE]

BEE1—CE. 7U—RADTRTOFNAACETBF— 20O LTy TEI—FETREhE
T ATOBHBERELET,
. FINA ZADHE
« AXUTY RFNAAOK
¢ FINA RBYME W EEEO YRR
TU—NALEBLEE/ ORATERRATDTNA ADH
c TU—RALERLEE/ OTL—TERT L—TADT/NA ZADK

JIVETAINE— 20


https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
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Dashboard
‘ B Summary | i= Device list | G | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm

40 -

2

1

Disconnect reasons

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

Alarms
test-alarming-alarm
40

A Inalarm

test-ok-alarm
40
® oK

Device types

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

Device groups

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

TINAAJVAN

FNAAVARNELI=IZE, ZU—RNADOTFNARAZE—BRTRIDT—TIHNERREhET, 2D
T—7NLICE, VARDEFNARAIZETDROBEERIRTENET,

- FINARE
- FINA ADBHERT — R
© FNAADBEDERDRA LARYT

s BREATVEVWTFNASAADBE, IEhi-EH

s FNAADE/DERAT
s FNAADE/DIN—-T

ZV=R ATV DRAERY—EATERLIENDAZLT 1 =)L R

AV 1R—RERRTS

21
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| B Summary | iZ Device list ‘ Create alarm

Devices (40) Export current page | ‘ Run jobs ‘

Name Thing type

waterSensor17 model-1

waterSensor11 model-1

waterSensar16 model-1 ground-sensors ® false

R=JICRTENDTFNAREZBECCSVI7AINEH I O—-RIBICE. FNAAVARNTRE
DR—DZITVAR—NEZBRLULET, VAR FEETATVRHEE, BEOR—ITRRE
NTVWBRTF—RDOANRXTVO—REh, BEOR—IJTRIIVO-—REABVWIEILFELTL
Z2EW,

DINVETANEZ—%FRALT, BIOEI—THMETF—X2 4R L. FNAAVARNIRREND
FNAADOBZERY) AL ENTEXRT, 7VU—MNROTFNA RAICE TSI LY EHENBIERZERET
BEOOOTVETAINEZ—OFERAOFEMIC DOV TIE, the section called “7 ') DER” #SBL T
<EEV,

7ANEZ—ZFERALTIVI) ZEKTS

O KEY U TIE, Fleet Hub for AWS loT Device Management 7 TUAED &S IZKEET DA & FH
BBL, 71 2—ZFEALTIOIVZERTRDEHICHEZFIRICOVTHALET,

JIVZFERALT, FY2AR—ROBELIVAREI-CRRENDTNAAOREEFZHET
EEXT, AWSYR—IRTA—IR, HARLTA1—)LR, BLTFTUJ—AWSIloT kA2 FV Y
AEBRASDAVTY DARETF—EY—ALSOBEMZEEALTIIVZTALEZI I LET,
ZV=RM TV DRAEROFBIIOVWTR, "T7U—RMAOFTYIRAER Y —ERAL ZFRLTL
ZEW,

JIVICF—D—RZEMIDEETERT, F—TJ— R, IXNTORRARZT 1 —J)LRIZE
AEhET, chslk, 12OV ITUTHERTEDIDDT7AIIUNER—DOFRICZAT RENET,

UTFOEo2avTlk, —BOEITUOERICHSESFIBICOVTHALET,
T O

LTOFIETE, — BB ITVZERTEIHECODVTHALET,

74N E—ZERALTIIVZERTS 22


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
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EIE=2es

- BBOTINAA(E/) ZET AWS loT Core 7HI > MZBEER TSNz FleetHub 77 7 —
>3z

* FleetHub 7775 —> 3> ZERATDOOT I EAHAZKTITHIV N

A2Y—=LTT7 4N E—ERL THAD FleetHub VL) Z24EKR T B

1. FleetHub 77U —>a BB LET,

2. TF7ALRNORAYZIR—RT, FINAAVARNET &, BER T AWS loT Core 7H > bR
DTFNARX(E/) DMBARTENTVR L ZHELET,

3. TF7AILMDOAYZ IKR—RT, [Devicelist] (F/NA1AVARN) ZT&BRLET, EBEEME
NARLBHZECINTOTNAADIARARTENTVWR L ZRABLET, DAZLE
MICEEHETL 74V DANBENRET,

4. R=IQOLHFT, JTIVICEHD2F—T—RZAHLET, F—TJ—RIIVBEIXNTOT 1 —
LRICEAZHNET,

5, R—=IJDOLET, [Fiter] (7 1ILEX—) ZBRLET,

6. [Filter] (7 4L &2—)E—XID[Field (71 —IR)T, 74ILX—ELTHERTZD 71—
R%ZBIRLET, [Operator] (EEF) T, 7> a2 &BIRLE T, HKRRIC, [Value] (&) T,
714N —THERATZ 71—l REZBERLET,

7ANEZ—E3IDETEMTERT, F—TV—RITVE, CORICHLTAHI RENZK
ER

7. JIVZERITIBICIE. [Applyfilters] (7 1L 2 —DEA) 2BRLKXT, mRICE., JTUIC—
BIR23INTOTFNAANRTRENETT,

Fleet Hub for AWS loT Device Management TO> 3 &< aJF
7 L—hDOEA

® Note
2a7JTFU7L—MBERTLEI—ROLED, BEEEIDAHENIr HVET,

Fleet Hub for AWS loT Device Management THO> 37 &3/ Fo7L—NDEA 23
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oaJlEk, AWS loT ICERENE 1 DULEOTFNA RAICEFENRITENDVE—NEETT, &
EAE, " BOFNAARAICKLT, PFUTr—>23 0T 7—ADITEHFOAIO—REAVA
N—JL, B, fEEOO0—FT—>3>, FEEVE—NNZIINZ21—F1420TARL—>3 Y
NRITEERITZDZCIATEERTEET, Fleet Hub for AWS loT Device Management DT 77 7 1)
F—2arhs, BERRERTANTIATERTTEET, HBOEEBEEG,. >3 7/707L— %
AWS loT OV =)L TERKL. FleetHub 1—H—NTDF> 7L —NEFERTEDKRSICTBHRY
—BTRYFULET, FleetHub 77V —23> T, D237 2RTI23FNAARAFEETFNAA
IJIN—TEZEBELET,

T, EBER., P75 —2a>TRATEDTFNARTIN—TEERLET, chsnTIIL—
TERRTDICIEFE. TES—>2 32 RA 2T [Device groups] (/N4 AT I —7) ZiBIRL E 7,
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« snapshot (RF Y 7>av hN):2a/R@G—ERTEhhET,
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1

2377 7L —NOERBSLRVCEBEOFMEICOVWTR, 237707 L—hESRLTKEZL,
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4= WAOE X5

Fleet Hub 7 7’ —2 3> OEHBOBAA ST ITHEERTTEEITN, UTORATY TREEICEL
T9,

1. B—=4YRNELTIN—TFLE 1 2ULLEOFNA AEBIRLET,

2. [Runjob] (37 nET) iBIRLET,

3. [Job target selection] (¥ 3 7 2 —%"Y N Mi#IR) T, [continuous] (#HKcHY) F =& [snapshot] (A
FTYv7Tavh)oVWTnAZBRLET,

4, 2aT7FUTL—RNEBIRLET, [Jobsummary] (I T HIV ) ICRRENTVWRTFAR
N, RTIB2IaTOEEERL VB L ERRELET,

5. REIZIHUT, a0 EADLET,
6. [Run] (£1T) #BRLET,
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« DATVARMR=D - ZOR=DIZIF, FU—RTETENTVRZIXNTOTITHFRRENE
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L. 7
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DAR—ROFERAETITUDOERIZ DOVWTIE, the sectioncalled VT ET 42— 8B TL
zEEW,

7 Z— Ak, Amazon CloudWatch (CloudWatch) X 8L O A% AWS lIoT 7 —k A2 FY U A
BY—EAOBRRTELZRT7 1 — )L REBEIEDETERAL, CloudWatch 75— AZERLET,
BIZE, ZUO—=—MAOFNAAODFEGNY F1)—LXRILA 50% Z TES7=IC. Amazon Simple
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MeEaEHAL T, 5157522 0TJLET, HlRE, DAZLABET7 1 —I)ILREZEHITZDT > —LA
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Fleet Hub 75 —L%Z/EKRTBICIE. Tthe sectioncalled “7 5 —ADER") #SBLTLEETL,

T Z—LDEK

D REY U TIE, Fleet Hub for AWS IoT Device Management 7 2 —AZER T B - H ICHEX
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ZEELET,
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nExd,
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[LEWMEZREIR—Z O ROBEICTZ—LZRNIA—1EI232T, AT Z2BRLE
Fo chlckly), FNYTU—LARIIENFEELLEZ TR LEEICTZ—ANNIH—E

7.
nEv,

8. [R&EWE]DFFARKYHRT, 50 EAHLET,
[Next] ZER L £,

9.

10.

11.

[Notify user] (1—H—I(Z@H) R— ® [Notify -- optional] (BH -- 77> 3>) 023> 7T,
ToO—LATOTA7REEICBANZZEITHIHABRAO LY —2ECX—UVTIVANDEH
ZEABLET, EX—ILTRLAOAVIXYNIARZAALT, COUANEERLET,
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LDFHAZANLET, [Next] ZBRLET,

[Review] (FERR) R—2 T, BHIOR—J TADLEBEHREBZELE T, [Submit) (EE) 20V Y D
LEFT, F7FIILRNOAYZIR—RICRYET,

12. F7ALROAY S 1IR—ROEDFES—SIURAL T, [FleetHub PS5 —A] ZRIRL &
T, ERLIETFS—LFARTRENTVAB L ERBLET,

NZTND1—FT42T
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TRRE, ZABIHBRRERLTVET,
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DIVICT71IILEZ—XHFE
EXEA.
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Fleet Hub for AWS loT Device Management D E_X 1) >4

TRV J, FleetHub 8RN AWS VU 1—> 3> OfEHEME, TAME. BRTN
TA—XVAZHF T L TEERIFD TT. AWS IZIE, Fleet Hub ZER L V), RABEAREL
EBEICHRELEY, BBLCRUTBB 7923 2RTLEYTREHICUATOEZRI TV —
INFABZEENTVETD,

« AWS CloudTrail Ik, AWS PAHTI NIZC&KY, EFLEZOTHINIRKD>TIThbhiz, API
I—ILBRUBEEANRNEZRBL, ELE AmazonSSNTY NMCOJ 774 ) 2BELE
T AWS ZHUOHL I —&T7HIN, BUOELTOIP T RLA, SRVOCBETHL O
HYHRFZEBETEET, FMICOVTIE, AWS CloudTrall I—H—HA4 RESBLTLSEZL,

N =R
« AWS CloudTrail ZfEf L /= Fleet Hub for AWS loT Device Management APl 11— )L ® O 528

AWS CloudTrail Z € H L 7= Fleet Hub for AWS loT Device
Management APl J1—)L OO &k

Fleet Hub for AWS loT Device Management I& AWS CloudTrail £Eff&&E N TWVWE T, CloudTrail
H—EAGF., I—%—, O—J., £LIE AWS O —E XN FleetHub TRITTH T U3 NDEHK
ZRMUET, CloudTrail ik, Fleet Hub ®FXTDH API FTHLEZA R NELTFYTFYLE
o FYTFrYEanMOHLICIK, FleetHub IV —=I)LASOHUHL &, Fleet Hub API A
L—>3 A00—RBEVHULFrEENET,

A EERTBBEE. FleetHub DA X N2 E, Amazon S3 /N7 Y RA® CloudTrail 1 X2 b
DN BEEEBNICITDENTEERT, AEFERELBEVEETE, CloudTral AV —IL®
[Event history (1 R NBE)] THRIDANR NERRTEXT,

CloudTrail N"YRET 2 1EFHEZFEAL T, FleetHub IR LTI NEVII AN, UOTARNTO IP
FRLA, UOIARNZT 1Y —CBHH, SRCFEMAZHBITEET,

CloudTrail ®EHAIZ DWW TIE. AWS CloudTrail 1—%—7H 4 RZSBLTLEEL,

CloudTrail T® Fleet Hub &%}

AWS CloudTrail l&, 7H V> MEKEFIZ AWS PHI NTHERICAKRVYET, Fleet Hub TP U7 1
ETAARETDE, TOT VT 1ET 11 [Event history] (1 X2 MNEE) AOMHO AWS O —E
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ADARYNEEEIZ CloudTraill IR MCRBBEENET, AWSTHIRNRTRIEOAXR NEXR
T~ BE, ADVO—RTEEXRT, FMHICOVTE, CloudTraill AR NBRETOAXRNDRRE
SBLTLEEL,

Fleet Hub DA R N5 E, AWS THI U ROARY NEBENICERTSEEE. SEHFZEK
LET, SEFFICK Y, CloudTrail 0% 7 7 14 )L %Z Amazon Simple Storage Service (Amazon S3)
NTY MCEBETEERT, 724N TR, AV TEHRZERTDEEIC, BHFENFTNXTO
AWS =2 3V ICEREhE T, BIflE. AWSN—FT 123203 XTO)—23ahs50/4/ Ry
NzOJICRR|EL., BELE Amazon SSNT Y NMCOJ 77 A4 2BWELET,

ZTOMD AWS O —EAZFZEL T, CloudTrail QY TREEhETF—XZ L YFMICOML., ¥

NICEIKHRZETSCEETEETT, FMIOVWTR., UATZSRLTSEEL,
"EFEERTREOOBE

« CloudTrail A HR—KrEhTWVWBRH—EREHKE

» CloudTrail ® Amazon SNS B D& E

- BEO—23 2250 CloudTrail O 771 OFE

- BEOTHVRASO CloudTrail O 771 OFE

CloudTrail &, §XT®D FleetHub 7 V> 3> ZE&RULET, chsldE, AWSIoTAPID 77 LY
ATHAENTVET, flRE, CreateApplication $ & UpdateApplication DET Y
arvzERUHTE, CloudTral A 77 AT NUFERENET,

BARRKEGOJIVANIUIECE, VIIAMNOEREICEIZEHRIBENE T, F—HERE
IXRDHIICRIEE T,

« UOTARNN, JL—K & AWS Identity and Access Management 1—H —8RIEHD &5 5 = A
TEFENLD

c DOTARD, O—NLETIFL—F4Y RI—F—DEESN—BMNEEF1) T (RLEHR%E
FRLTEESED

« DOTARA, BIO AWS OY—ERIZL > TEFENELES DY

M DV T, CloudTrail userldentity TL X R &SBL TS EE L,
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Fleet Hub for AWS loT Device Management Q7 7 7 A4 OIT> KJICD
WT

AL, BEEL 2 Amazon S3NT Y NIZAR N ZOAJ77AINELTEBEITD RS ICHRETEE
C

CloudTrail DOV 7 7 AI)ICE, BE—PEHOOTIVNIAFBYNET, IXVNEHSWDRY—A
PSOE—QUIIARNZERL, UOIARENETO>3>, TOo2a2>0RE, VOTANON
TA—BBEDBBRIEENET,

CloudTrail O 774 )&, N7UY U API O—LOEFRFHFSNERAZY U RL—ATRRAEVE
O, BEDIEFTERRENELEA,

Example

XD CloudTrail D I MUk, CreateApplication 7o 3a v ICBIT3EHRERLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53z"

}

iy
"eventTime": "2020-12-04T20:02:38Z7",
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"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",
"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
I
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
I
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Fleet Hub for AWS loT Device Management 7 7 7 A J)LOIT> KJIZDWVWT 34
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SBICRBETNTVEIERT—2ORHEREBEEIELET,

c ARVRZAVAVE—TIAARAFIZLE AWS ZN LT ICT7 VAT S EE(Z FIPS 140-3 BEDE
AOESILEDS 1 — I BEBIFEEFAPI, FIPSTY RRA N EFEALET. FATEEKFIPS
IV RERAY NOFEMIOVTIK, TEFFHRWEFELE FIPS) 140-31 2ZRL TEE L,

BEEDEX—)LTRLABEDBURIHERBRIE, 27, FLBEEM7 11— REENDHA
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SDKs, BHIICERA TR EHBARROTFARNT A= RPEXTICAHLEF—2E, REP2HHOT
ICERAEIhZBENFHYVET. URL ZAFT—N—CRETZHEEE. TOT—N—\OUIIR
NEZRIURLT B - ICFRIEHREZ CEHBVIEZRI<BBHLET,

TR RE 36


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS loT 7*/N1 AEE D Fleet Hub Fleet Hub for AWS loT Device Management 7j 1 K
== AL vl =
REROES

Fleet Hub [, H—/"N\N—fIOES{LIZLYREFOTF— 22 RELET, FMIZDOVWTIE., AWS loT
FROYN—HA RO AWS 0TTOT—REE{LESBL T EEV,

HRIEP DS

70—0YZ7J7RF7TOA Tk, Fleet Hub I& Transport Layer Security (TLS) 7O NI ZFEAL T
BEEFOT—2ERELET, HMICODVTIEE. AWS loT BIREHA RO AWS IoTO KT > AR—
htF1UTF14ZSRBLTLEZ,

D ID ETIVEADERE Fleet Hub for AWS loT Device
Management

AWS Identity and Access Management ( IAM) i&, BEEN AWS UY—ZAANDT IR ZZ£IC
I AWS O —ERX $35DICKILD T, IAMEEEE, FleetHub UY —ADERAZFEE (A
JAVYBRCER (T VAT TZED) TED1I—H—ZHEHLET, IAM &, EMBE&LT
AWS D —EARAERATES T,

N =R
- XK\
TFAT o TAT12FEAL LFE
« RU—ZFRALET IO LANERE
+ T Fleet Hub for AWS IoT Device Management M {t#H8 & 1AM
s DTATUTATAR—=ANR') 2 —0 4l Fleet Hub for AWS loT Device Management
* Fleet Hub for AWS loT Device ManagementID E 79 ADO KNS I a—FT425

XRE

AWS Identity and Access Management ( IAM) OfERAGEE. Fleet Hub TITSHEZEIZK > TERY)
£9,

H—ERARI1—H— -3 E2ETTBEHIC FleetHub Y—EREFATZEEE. EEENfNNREL
TOEAHFAERMBEREAELET, 5IC2Z< O Fleet Hub #eEZEAL THEEZTSHEE.

RERBOESL 37


https://docs.aws.amazon.com/iot/latest/developerguide/data-encryption.html
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

EMOFT IV EAFANDBEICRDCENBYET, TVLAOERF L2EBHId L. EEENS

BYBTIOEAFAZV IV IARNTEDICRICIEET, Fleet Hub DHEEEICT VA TERVEE
l&. Fleet Hub for AWS loT Device Management ID E 79 AD KT TN a1—F 1420 #S8HBL
TLEEL,

H—EAEEE - =A®D FleetHub VY —AZ#EHL TVWRIHFEE., BFE. Fleet Hb NDTILT D
EANBHYVET, Y—ERI—HF—HED Fleet Hub BES KOV Y —RIZT IV ERATEIHENSD

DHLERETDINDIEBENHETT, TOE, IAMBEEZEICUIIANEZREELT, Y—ERI1—
H—OT VL AFATZEETIHEN HVERT, CcOXR— /GJF'—’#E’EEE LT, OEXEZZEMR
LETIAM, FleetHub IAMT ZFRA T2 HZOFMIIOVTR, T, ZZRLUTLKEEVWTO Fleet
Hub for AWS loT Device Management M 1+ & 1AM,

IAM BEEE - IAMEEENZ S, FleetHub ND TV EAZEBITHIRI—OEREGZOFHTZ
H) 1= WVi5 /J‘ai")i@“o THEATED FleetHb PA FU T AT AR—ADRI) S —OFlERRT
BICKIAM, T, ZZRBLTILKEETVOTATF T ATAR=—ADR > — 04| Fleet Hub for AWS
loT Device Management,

TFATFT14T14%ERL -EREE

WA, PTATFUTATARIABEBRAWS 2FEALTICYA 129D H4ETT, £LT, IAMI—
H—EULTAWS PADY MO —RI—H—, FLRFIAMO—-)L25|EZ BT, R (ICY
41242 AWS) ThBZEN BN EXRT,

DY—RENULTREE W FEABEREFEALT, 7TFL—TFT1YRIDAWS &L T ICHA A
“/'C“?Eﬁ@“o AWS IAM Identity Center ( IAM Identity Center) 1—H%'—, @0 > JIIHA 2 F >

#2RE, Google E /=l Facebook MERFIEHKIE. 7TFL—FT1YRIDOHITI, 7IFL—T1Y
RIDELTHA (TR E, BEEERFUGICIAMO—-I)LZFEALTID 7IFL—3avztwY
R7YZ7LTVWELE, 7IFL—232 AWS Z2FRALTICTIVRATSE, BEMNICO-ILZ
BlEZFAEICBYET,

1—H%—0RA47IZIEU T, AWS Management Console £zl AWS 7O AR—ZRI)ICH A A
VTEET, ANOHA A VOFMICOVTIE AWS, AWSHA 4> I—H—HA RO " A0Y
AVAVHEEAWS THO b1 ZZRUTLSEZ L,

AWS Z7OUZATICT O RATREE, BYTZ7NVITHEREY N(SDK) EAX RTIA A1
2—7IAA(CL)AWS ZRHL . FABHREZEAL TV IIANIESIKLLTERLET. AWS
YVI)LEFEALBEWVESRE., BOTUIIANCEEITHDHEN HYET, HEEhDHEEEH
LTUIOITANIBEITRHEOFHMAICOVTE, IAMT I—H—HA R, O TUIOTANDER
AWS APl ZZBL TS &L\,

TATT4T1&ERL R 38


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

FRATARIAFEZBHLT, BEMEF1 VT EROREZVIIARNENZZEEEHNET, i
AF, TR, PHOOMNOEF1VT 1 Z2EHBDHICEZERFRE (MFA) 235 AWS C &%
BEOHLET, FHFMICOWVWTIEE, AWS IAM Identity Center " 1—H'—H4 R, ® "ZEZFRIEOAE
Bi18&O T I—HY—HAR, O "ZERFHFOFEH (MFA) AWS, Z25BL TSV, IAM

AWS 7AHIZ N I)I—KRI—H—

ZERTRDEZERFEAWS THIVN, FHIORAOITXRTO LT VY —AND AWS OH—E
AREBTIVECLAEZE D1 D2OHA 2142 IDASHOET, cOIDFAWS THO KN IIL—
NI1I—H—Ec®HEN, THORNOERICEALEEX=ILT7RLAENAD—RTHA A4

LTT7O9EALET, BENBRAIICEK, -1 —ZFALBV L ZE<BEHOHLE

T, I—NI1——OFRABEHREFREEL, I—FNI1—F—TULHIARITTEBVRAVERITITS L
BWFERALET, -1 —ELTHA A VTIREN HBDIRATVDOERERIJANIOVT
., IAM T A—H—HA R, O ")L—hI1—H—OFAEHRZVELETEIRAT ) Z5RLTLKE
=L\,

JIFL—TFTAYRTFATOTATA

RANTZO0T14RELT, TR, EBET VLA ZXEETRI—H—Z28CABAOI—H—
2, —KHBFRAERAWS O —ER Z2#ALTT7I7EATZEHICID 7ONAX—EDT T T
L—>3a>oERZERLET,

JIFL—F14YRIDRG, IVE—TSAX1—HY—FALIKNY, DITTFAFVTAT4T
O/N4 & —, AWS Directory Service, PA T TAT 42 EZ—FT4LIUKN), £LEFIDY—A
ZBU TRMEENLFERRFRAWS O —ER ZFERALTT7 IV LEATR1—%—T9, 7IFL—
TAYRIDAIZTIOEATDEAWS THU N, ThskO—-Lz5Eg2F. O—ILE—FN%
RALERERHELET,

TOtEAZ—TERBTDHESE. AWS IAM Identity Center2 T2 &2 HBHBHLFT, IAM
Identity Center T1—HY—&JIIL—T"%2ERKTSH. MEO IDV—AROI1I—H—TIL—T0
Y NCEGELUTEBL, IXTOAWS PHO N ETFTUT—2 a2 THEATEET, IAM

Identity Center ®FFHRIZ DWW TIE. AWS IAM Identity Center " I—%—7 4 R ®IAM "ldentity
Center £lF 1 ZZRL T EE L,

IAM 1—H—&5)L—7°

IAM 1—H—&&, 1 AODI—H—FLEET77)5—>3a 2 ICHUTEENDT VAT AWS 7
IO ZEHEDHDIDTY, AIEETHNIE, NAD—RPT7IVEAF—LZEORINEFIIEHR
EEDIAMI—Y—%2ERKTZ2RDLYIC, —BHERIEBRICKETZDEZ2HHOLET, £F

TATT4T1&ERL R 39


https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

L. AMI—¥—t ORBNERIERESBEL I BRENI—RAT—ANHBEERF. FIHEA

*—EO—F—Y32FTHEEHBOHLET. FHBCOLTE, IAM T I—H—HIK, 0 E

M BRI ERESBEL T DI AT —ANT VAT — S EHMHICO—T—3>F3, 288U
TLIEED,

IAM ZI)IL—7"l&, IAMA—%—0OL 9> 3> ZEEITSHIDTT, JIN—TELTHAA42TFB

CERTEFERA, JIN—T2FERALT, EROI—HF—ICHLT—EICERZIBETEET, 2
NI1—HY—TIN—TrH35E. JIN—T%2FERATE_ETHEROEEN BZICEVET, HlE,

EVWSBRBIOTIL—=7"2HVIAMAdmins, TDTIL—TICIAMDY —REBEBITDT IV AFAZN
BETzEzFxT,

A—¥—k, O—-JILEREBYET, I—F—RBF 1 ADAXEZZE 1 2OT77VTr—2a2>IC—&EKC
BENITONEIN, O-IETNELEETRIAEBEDOANSIEZFRLSCE>TVWET, I—
H—CRKEHNERBOFAFEBRA BV EXTH, O—-IITRE—KFALBFHRAIRHRE T T, FAEICO
WTE., IAIMI—Y—HA RO (O-ITREE)IAMIA—Y—ZEKITEIEAZITZZRLT
<EEL,

IAM O—JL

IAM O—)Li&. BEDT VELAFTAWS THIV N Z/HDOHDID TF, I—H—&LHUTVLE
THIAM, BEODAYWICKBEERITShTVEEA, IAMO—)L 241V X % AWS Management
Console C&T, TO—IZ—BHNICSIEZ TR ENTEET, FEE AWSAPI AXRL—2 3
Z AWSCLI FUO'HT A, DAZXALA ZFEALTO—II%Z25|EZFHENTEEFIURL, O—IL&FE
A325Z0FHMICOVWTEE, IAMIA—Y—HA RO "O0-)LZ5EZ125%, Z25RBLTLKE
=L,

IAM —BFRY S RERER R 21D O— LIk, A TORRTRIUEET,

s 7IFL—2301—Y—TIOA-7IFL—FT4YRIDICHITZEVHETAICEK, O
ZEHALTEOO-ILOFAZERLET.,. 7IFL—T1Y RIDHFFEAEhDE, TOID R
A—J)LICEEFRFSh, O—/LTERENTVBRFINf FEEThET, 7I1FL—>3>00—
OB OVTE, IAM1I—Y—HA RO "H—RN—F4—ID7ONAMFZ—0O—)LDE
Fiu 22U T EE WV, IAM Identity Center ZEA 3258, 7O RAHFATEY hZEEREL
F9, DARIAENERICTIOECATESDINERZHMET S -6, IAMIdentity Center &7 VA
Faty hE OO—J)LICEERFETIAM. PO EAFATEY FOFHEICOVWTE. TAWS IAM
Identity Center 1——HA Ry @ "7OLAFAT LY by ZZRLTLEEV,

« —HNZIAMA—Y =T 0 EAHFT - IAM A—Y—FREO-IE. BREDRXRAVICHLTERS
TOEAHAZ—KNICEIEZTAIAMO—LZ5| 2R RN TEEXT,

TAFT 14574 =ERL R )


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

« JAOR7T 7]'7/I\ A —IAMO—)LZFEALT, BIOTHOY NOHD (BETEDZ TV
SN FEBDOTHIVROIY—ALT VAT RCEZFHATEET, VARTHIVRNT
QtZEn‘F—I?éftxﬂ,ﬂi O—J)LZFERTDETT, LEL, —FD T AWS O —E
A, (ZOFTelLTO-LzEATEIRDYIC) VY—AI 1%7]")/ ETR2YTFTEXRY,
JAATAHAIRNTOEAOO—ILNEIY—AR—=ADORIZ—OEWCODVTE, IAM " 1—
W—HAR, O " OIOARATAIV NIV —AT 7 EAIAM) ZZRL TS EZT W,

s VOAY—EAT7 VA — 0 OME AWS O —ERX ZFEATDIENDEHY) FT AWS OH—
ER. HlzE, Y—EATHTHLZITSE, TOY—E AN Amazon TP 7V —2a> w3k
TEC2L %=V Amazon S3ICA 7 IO N EZRELEV T2ON —BN T, Y —EARATR., BT
HUTXZTUONILOFR, Y—EAO—), FEEY—ERAVU20-)&2EFERALThETS
BENFHYUET,

c BETOEAEYS Y (FAS) - IAM 1—¥—FERO—-LEFALT TPV 3y &R
THEAWS, TUINILERBENET, —BOH—ERZFERATIBIC, 7o a3z
RITITBCET, OY—ERADOBOT o a oA NIH—EnNdeNFHYET, FAS &,
BEROCHIT TV INILNOT OEAFTEZ AWS DH—E R, ZTO AN —LHY—E X AWS
DHYH—EAANDIVITANIIOTIANEHAEAEDETHEALE T, FASUOTARNGE, —E
ANMBO AWS O —ER FEEF VY—RAEDXRYVEVY ZRTIZIHBENHDIVIITANES
FTEL EBRICOKITOIET, COFE, BANT VAV ERTITDLODERIVET
T FASUOIARNEITOBOR) D —OFMIZOVWTR., "7OEAEYS I DA, %
SRLTLSEEL,

« H—ERO—)L - Y—ERO=LE, 1—HF—CRD>TFIL IV ERFTBEHICH—F
ANBIEZFAAMO—ILTY, IAMEERHEF, ALSTHT—EAO-ILZER. ZE. HIRT
ZFFETIAM, FHICOVTE, IAMT A—H—HA R, O " ICT7OEAFTZZEIZHO-)L
DIER AWS DY —E A, ZZRL T EE L,

s Y—EALCUZIEhEO-IL-—EACUZVchizO0-LE, VY IEhEy—ER
O—IO—8ETT AWS O —ER, ¥—EAR, I —CRHL>TT7IU>322XTT3
AO—)LZ5EZRFRZENTEET, Y—EALCU VN0 CRREN AWS 75
D8, Y—EARALL>THEEIAET, IAMEERERZ, Y—ERALCUYIEchizO0-ILDOT
VEAHRAZRTIDCERTERIN, METD LB TEXREA,

« Amazon TEITENTVWBR T UT5—23 > EC2-IAMO—=)LZ#EAL T, EC24 VARV ATE
TEh, AWSCLIEEIE AWSAPI UOTARNEZTOT 7V —23 0 0O—BHNARRIIEHREE
BTEET, chldk, EC2AVAZRVARILT IV ERAF—ZRETDRIVELEELWVWTT, AWS
O—J)LZEC2A VAR AILEIHET, TOIXNTOT IV —2a 0 THEATEDELSICTSIC
E, 1 VARVAILTRYFENTEA AR ATOA77AINEBERLET, 1 VAR ATO
774N O=IAFEEIRTEY, EC2ZA VARV ATRITENTWR 7O S LN —BFHNE

TATT4T1&ERL R 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS loT 7*/N1 AEE D Fleet Hub Fleet Hub for AWS loT Device Management 7j 1 K
RALERZMBTEDELSICLET, FHMAICOVTE, IAMT I—H—H4(4 R, OIAM "O—)L %
FALTAMazon EC2A VARV ATEITENTVWBR T I T =23V ICT7 9 AFAZRHET
21 ZZRBLTLKEE,

IAM O=)LEIAMA—Y—DEESZFERATRIHNICODVTRE. IWM T I—¥—HA Rk, 0 " (A—
H—TRBL)IAMO—LZERTEDEAS 2T Z25RLTSEEL,

RIS —ZERLET IV EADERE

TTPOEAZHEIBICE, RIS —AWS ZERL. AWSID FEREVY—-ARILTRYFLRK

T RUS—RFAWS |, PATFUTATARERVY—RAICEERTSNTVWREEILT I EAFHA
EERIDATZIVNTT, B Z7UDINL A—Y—, I—RI1—¥—, FLEO-/LtY
SAVYHFVIIARNEZITSEELL, CThoORUD—AWS ZFHEL T, R —TOERIC
&t), UITARNFHAAENBHPEBTENDIANRENET, BEAEDRD S —FISONRF 1
XVKMAWS ELT IERFENE T, JSSONRUZ—RFIAIXV NOBEEABTOFHMICOVT

&, IAM T I—%—FHA4 R, OIJSON "RUZ—DOHE, 2ZRLTEZ W,

EEEIRI)—ZFEALTAWS ISON, HENFMAICT I EATERNEZEETEERT, 2FV, &
DTVINALFED)Y—RACHLTEDRSBRUHTTT I IV EZRITTERDHEVWSZET
ER

T7F#ILBRTE, I—F—PO-LICHEREH Y ERA. BEZVY—RACHLTTI> a2 2RT
TRT7 IV EAHFAZI—H—ICHETHICE. AMEEERFIAMARS —ZERTEET, TOE,
EEEZFIAMARY > —ZO—-)ICEML, I—F—RBO-ILZ5EZHFRENTEEXT,

IAM RS —E, ARL =23V 0RFTICERITIFEICEREL, 7O 2070 AFA%

ER&LET, FIZIE. iam:GetRole7 V> 3V ZFATHRIS —DNHBDELET, TORIZ —
ZHOI1—H—IE. AWS Management Console, . AWS CLIEzl& AWS A 5 O—I)LEHZWMB T
EETAPL

TAFEYTAFAR—ADOK S —

IDR—=ADRI =, IAMI—H—, I—H—-0J)L—7, O-LBEDIDITERYFTES
JSONT7 VEAFHARIZ—RFIXIRNTY, ChESORUD—R, I—HF—EO-)ARITTE
27023y, V=R, 8LUOFHFZIMO-ILLET, IDR—ADRI S —ZEKT D FE
COVWTR, T IA—H—HA Ry OIAM "RV —0FR, Z2ZRBLTLEET V. IAM

TATUTATAR—ADORISD =, E8ICAVTAVRID—KERNR—I RRUD—ICHE
TEET, AVFAVRIVD—R, BE—0d1—Y—, JIL—7, EREO-LICEEEHAETATL

RUD—ZBRALET O EADER 42


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

T, NR—TIRARVZ—GF, AOEHOI—Y—, JI—7, O-IICTEYFTERARUR
TOYRIUZS—TFTAWS THIV ko EERUZ—IZIF AWS |, BEERV D —ENARZY—EER
)—HNEBENET, NR—IRRVI—FERAVTAVRID—ZBRIZDFECOVTE,
IAM A—H—HA RO "XZR—IRRIVI—ATAVRI—DER) 25RLTLKEEL,

Y —AR—ADR) > —

)Y —=AR—=ADRI I —F, VDIY—ARICTRYFFTBISONRI—RFIXIRNTT, VY—R
R—AQORDZ—0ple LT, IAMO—)LEFER)>— & Amazon S3NT Y MR — HFHY)
£F9, VY—AR—ANDRI > —"ZHYR—KNFTDH—EATRK, Y —ERABEBEGFER)—ZFERHAL
THEEDVY—AANOFTIEAZIAMNA—ILTEET, RUZ—HFTFTRYFEATVEIIY—AD
BE. BEShETUIONLNFEFO)Y—RICHUTERITTER T3 ERHFE, R —I(C
EOPTEEENET, VY—AR—ADORII =T, 77U NI ZEETEIHLEN HGYVET, 7
DO NIVICE., PADN, I—¥—, O-)l. 7TFL—F14Yy R1—Y— FLE Z2EHS
CENTEEXET ANS DHF—E XA,

JY—AR=ADRI D =&, ZOY—EANICHD AV TFA ORI —TF, VY—AR—ADRK
) —IAMTIE, 75 AWS EBRVS —2FEATHI LR TEXREA,

7oA O—=)ILJ AR (ACLs)

ToOEAOARO—)LJUAN (ACLs) &, EDTIVINIL(TAIY MNXYN—, A—H—, Ei
RO AVY—ALT I EARATRZT IV EAHFAZE DN ZHBELEXT, ACLs FJY—AXR—A
DRI —IZPTVERTH, JSONRDZ—RFIXY MNERXBEERAEhETL A,

Amazon S3, # & T Amazon VPClE AWS WAF, ZHR—KIT2H—EADH TFACLs, DFF
I DOWVWTIFACLs, "Amazon Simple Storage Service ROAY/N—HA R, O "7OEAI K~
O—J)LUABN (ACL) BiZ, ZZRLTLKEEL,

TOMDR)S—RAT

AWS &, EMOEEER)S —ZATZEHR—KLET, ChSORVZ—RA4T TR, &) —#&
MBR)S—RATTHEENLERROEREZRETEET,

s TOERLAHFITOER -TIOLAFADOERZE, TATFUTATAR—ADRIZ—HNIAMI> T 1
T4 (IAMI—HY—FLRO-I) ICHETERIREAT IV LA T ZRETISELMETT, T
JTATALT IV EAFTUDOERZRETEERT, BRELTESNBDERRE, I>FT1710
TATOTATAR=—AR) D —EFOT IV EAFAOERORBERSIC&VY ET, Principal
74— )LRTCI—F—FLEO-IINZEETEI VY —AR—ADRII—Tlk, TIOEAFANDE

RUD—ZBRALET O EADER 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

RRHRBRENEREA, chSORUZ—OVThHAZHARPICESL LBE. EREEMCEYE
T, TOCLAHFAOEROFMCOVWTEK, IAMT A—H—HA R, OIAM "TF4T714DF D
CAFANER ZZRL T EE L,

e H—EAOMO—J)LRJZ— (SCPs) —SCPs l&, OMEBELFEABEN OU) DEXT I
A ZIEE T BHISONKR L > —TF AWS Organizationso AWS Organizations (&, EZ X AN
FIET2EHO 2 —T7tLT—TRBEBIZDLEOOH—EAAWS THIU N TY, ABRD
IXNTCOMEEEMCTDE, Y—ERADNO—JIARIZ— (SCPs) 27 HI > hO—EE I
IRXTICHEATEERT, . FZEECXN—THIVNOIVTATADOT I AFASCP%
HIRLET AWS FHI> MO I)L—KI1—H—, Organizations & OFHMIZ DLV TIESCPs, AWS
Organizations " 1—%—HA4 R, O "H—EXAONO—ILRII—, 2ZRBLTLEEL,

c v a RII—-tEvIIaVRIVI—GF, O-ILELERE7IFL—232 11— —0—FWNE
vy arvETOSATHERTIBRICNTXA—RELTETEELRRII—TT, BRELT
Y2 aoERE, - —FEO-ILOTATFUTATAR—ARI =LY a2R
) —OHRBEDICENET, T, VIY—AR—ADRII—HSERFIRETIBEEHY E
T ChSORVZ—OVTNAZARWICIESL LIBES, #EREEMCAYET, FHICOVT
&, T1—HY—HAR, 0 v a RIS —, ZBRLTLESY, IAM

BRORIS—247

12OV IIANCEBRORATORV—FBRENDE, BRELTHERENDIEREZEHETS
DHFESICHLBYET, FMEBORIS—24THBEETRHERICVIIANEHTITZIHNES
A AWS ZRETDFELCOVTER, "I—H¥—HaA4 R, 0 "TRU—FHEOD Y 7, 25RLT
<EZV, IAM

T ® Fleet Hub for AWS loT Device Management @ 1148 IAM

IAM ZfERL T FleetHUb NOT7 UV AZEETHHIIC, Fleet Hub TEATE DIAMBEREICDWT
HALFT,

IAM T TZ& % #8E Fleet Hub for AWS loT Device Management

IAM H#ERE Fleet Hub ®H7R— bk
TATTATAR—ANDK) S — Hh)
)Y —AR—ADR!) 2 — L

T O Fleet Hub for AWS loT Device Management O {1#H d IAM 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS IoT Device Management 7 A R

IAM #5E Fleet Hub ®H7R— bk
R)=Fo>3> »HV)
RI—DY—=R Yes
RS —FHEF— G
ACLs el
ABAC (RS —D &Y ) aaE
— R B FREE IR »HV)
72 INLIERR »HV)
H—EAO-) »HV)
H—EXRU20-) A

Fleet Hub 8 KT Z DD AWS H—E AN IFEAEDIAMBREZ ED RS ICEIEE B A DOBEIC
2VWTE., IAMI—HY—HA4 ROAWS " AFHET S O —E RAIAML ZSBLTSEETL,

FleetHub ® 74 F>2T AT AR—ADR) > —
FAFYFAFAR—AORIS—OHR—K: V)

ID R—ADRD>—E, IAMA—H—, I—H—0JI)—7, O—=ILBEDIDICTRYFTED
JSONZ IV EAFAR) D —RFIAIXIRNTT, cnS5ORUD—F, I—HY—EO—IILHFRTTE
2F70>arv, DIY—R, BLUCEHFZINO—ILET, IDR—ADRI—RERT D HE
C2V\WT, IAM T I—H—Ha R, OIAM "RUS—0ER, 2BRBLTLSEZL,

IAMID R—ZADK U —Tld, FTEXEREFENLTITVIVEUY—R, BREFTITIUN
HAEEREBENDIRMEERETEET, TUVINLE. TAFFHEhTWRI—Y—%r
O—LICERENB LD, PAFUFATAR—ADKRIS—CRHEETEEE A, JSON KU —
THEATEDINTOERICOVTR, IAM T 1—H—H1 K1 ODIAMISON THUS—BEUT 7
LA, #BBLTLEE W,

Fleet Hub D7 A4 F> T4 T4 R—=ADKR S —D 4l

T O Fleet Hub for AWS loT Device Management O {1#H d IAM 45


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

Fleet Hub 7 A T T A T AR—ADRI L —DBlZERRTDICE. OTAToTATAR—ADR
1) 2 — 4l Fleet Hub for AWS loT Device Management ZZ 8B L TS &L\,

Fleet Hub D )Y —AXR—ADRI S —
)Y —AR—=ADRI) S —OHR—K: &L

)Y —=AR=ADRI) > —F, UY—RIZTEZYFIFTBISONRIS—RFIXRNTT, UY—R
R—ADORDZ—0ple LT, IAMO—)LEEFER)>— & Amazon S3NNT Y MRS — HFHY)
£F9, VY—AR—ANDRI > —"ZHYR—KNITDIH—EATRK, Y —ERXAEBEGFER)—%ZFERHAL
THREOVY—AANOTIEAZ I RNO—I)TEET, RUS—HFTRYFENTVWBIUY—AD
BE. BEShETUIONIANFEFOD)Y—RICHUTERITTERZ 703 ERHFE, R —I(C
EP2TEEENET, VY—AR—ADORII—TR, 77U NI ZEETEIHLEN HYVET, 7
DN, PHAOUN, I—%—, O=-)l, 7IFL—FT4Y RI1—Y—, L Z2EH
CENTEEXET AWS D —E A,

DOARTHIRTOERAZBRMICTSICE. VY—AR—AORIZ—O7TI) 2 )N)LELT, 5l
DTHIONOTHIONEERIAMI O TA T4 2k ZI8ETCEET, JY—AR—ADARIU S —
COORTAHIRNOTVO NI ZEBMLTE, EGEERE¥DPUABITABVRICEERLT

KEEW, ZUINILEVY—ANELBD CHDHBEEAWS THIU N, EEENETHIUN

DIAMBEREF, 77U NILIVTAT4 (A=Y —FEEO-I) ICVY—ANOT I EAZFTE
RETRIHENFHYVET, IAMEBBERE, FATFVTATAR—AORI =T OTATAICT

RYFFBD_ETHERENLGELET, £EL, VY—AR—=—ADRIS—T, ALTHDO DT
JINIANDOT ORI REEhTVEEEE, TATTATAR—ADR) Y —2E5ICHE
FTRIMBEBEEFEHY)EBA, FHICOVWTE, IAIMT A—H—HAR, O " OOVOATHO NI —

AT EAIAM) Z28BLTLEEL,

Fleet Hub 7RV > —F7 o< a>

(@ Note

FleetHub ® 7 7"V 4r—<,3 > (& AWSIoTFleetHubFederationAccess BRI —%&F
ALES, BECOLWTE. 222, EBRLTLIEE L,

RIS—=To2a>oHR—b &HY)

EEEFRIS—ZHEAL TAWS JSON, HNMMAICT IV EATER N ZEETERT., &Y, &
DTIVINLFED)Y—RACHULTEDRSBRUETTT I IAVERITTERHEVWSZET
9o

T O Fleet Hub for AWS loT Device Management O {1#H d IAM 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS IoT Device Management 7 A R

JSONRUZ—® ActionBX@E, RUS—HAO T IV AZHTETLRFIERTHLEHICFEATEST
923V RBRLET, RUP—TO2a>vEFBEE. BENSTShEZ AWSAPIARL—2 a2 EE
URBBITT. —BITBAPIZARL =23 HFBVWTIORAFAOXKOT O aviE, W 2H0OH)
ADFBYVET, T, RUD—ICEBROT O AN BERARL—232EHYET, CnS5DE
mr7o2oavik, E7IaERENRET,

COTO2aAVRF, BERTSNEARL—23AVEZRITIDLEHOT I EAFTZRETEIRY
S—THEAETIhET,

FleetHub 79> 320 UARNZHEET S I, "H—EARBREVTI7LUAL O " TEEShDT
27> 3 > Fleet Hub for AWS loT Device Management; ZZBRL T<E&E L\,

Fleet Hub DRV —TF o> a2, POV ORICUATOTL 71y O RAZEALET,
iotfleethub
BE—QAT—MXVRTEBOT IO 3IVEBEIDICE, 7O Z2NAVITRIOVET,
"Action": [

"iotfleethub:actionl",

"iotfleethub:action2"

]

FleetHub 74 F2 T AT AR—ADRI) S —DOHERTTBDICEK, OTFATUTATAR—ADR
1) 2 — D4l Fleet Hub for AWS loT Device Management ZZ 8B L TS &L\,

Fleet Hub @R > —1JY—2R
RS —D)Y—=AOHR—K: HY)

EEEIRI)—ZFEALTAWS ISON, HENFMAICT I EATERNEZEETEERT, 2FV, &
DTVINLFED)Y—RAICHLTEDRSBRHRHTTT I IV EZRITTERDHEVWSZET
ER

Resource JSSONRUS —BEE, PUV AV BRHEhZ AT I VRN EEELET, AT—h
X NIZIE. Resource £ & NotResource BEREESHDUENHVET, RANTFIVT1 A
&ELT. Amazon UY—AZF—L (ARN) ZFAL TV —AZEELET, chlk, VY—ALAX
LOFAEHENDZIBENDIY—RARALTZHR—KNTBZTIIVICRHUTERITTEERT,

T Fleet Hub for AWS loT Device Management O {H#8 & 1AM 47


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS IoT Device Management 7 A R

ARL—=2320VAMLBEE, DY—ALRNILOERZYR—KNLBEVT IS 32 0BEE. A
T—RMXDRFIXNTOVY—RACERAETD CEZRTEDIC, DAL RA—R M) ZFEALE
ER

"Resource": "*"

Fleet Hub VY —AZRA 70D OV ANZHETSICEARNs, "H—ERFREV77LVAL O
FTEZE N3 —2RA Fleet Hub for AWS loT Device Management, 2B L T EE L, &
V—AARND ZEETESD 70232V TR, " TEZE DT U 32 Fleet Hub for AWS

loT Device Management; ZZBL TS EE V),

Fleet Hub 7 A T T A TAR—ADRI D —DBlZRERTBDICE. OTFATTATAR—ADR
1)< — M Fleet Hub for AWS loT Device Management 228 L TS & WY,

Fleet Hub M7R1) > —& 4+ —
H—EABBOR) S —ZHFF—OHR—K: HV)

EEEER)S—Z2FEMLTAWS JSON, HEANMICTIELATER N ZHEETEERT, DXV,
OTUYVIL, EDUY—REHLTEDLS BEHETTT 7/3/E¥ﬁfééﬁtV5:t
7,

Condition % (¥ l& Condition 7OY V) ZEATR L., AT—MXY NI B EZGEEEE
TEET, Condition BERRBFAT2IVTT, A I-IIXKRERED ZHEEF 2FAL TEH
REERTDET, RUZ—DOFRBEVITIANADOEZ—HEERENTEET,

1 DNDAT—RMXY MNIEBO Condition ERZEBETHEHES. £/lE 1 D0 Condition BRI
BHEOF—%2EETIHE. AWS T AND REEEFZFEALTThSZFMLET, 1 DD%
HBF—ICEBNEZEETDE, FHREBORARL—3a U EFALTEHAWS £25HELET. A
TF—RXY NOERANEENBDHICIRNTOREN BEENBDBENFHYET,

FNEEEIDIRICTL—ARIA—ZEREFEATEXRT. PIAE. IWMA—Y—FTERIFHEh
TWRBRIEDHK, VY—RALCTIEATRIT IV ELAHAZIAMI—H—ICHETEXRT, FHMICO
WTE, "TI—%¥—Ha4 R OIAM "TRUS—ZEZ: BHERT ) 28RBLTKEZV, IAM

AWS &, JO0-—NILEHFF—EH—ERABEOERHEF—ZHR—KNLET, IXTHOAWS J 00—
NI FEF—2BEITDICE. I—HY—FHA4A ROAWS "JO0-NILEBEATFANTF—) SR
LTLEEV, 1AM

T O Fleet Hub for AWS loT Device Management O {1#H d IAM 48


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS IoT Device Management 7 A R

Fleet Hub ZF—DV AN ZHRITDICE, "H—EARIEVT77LUAL O T OFHF— Fleet
Hub for AWS loT Device Managementy; 2B L <&\, REF—2FHTERT7o>ael)
V—=AIC2WTR, " TEEENDT U 3 Fleet Hub for AWS loT Device Management; %2
BLTLSEZL,

Fleet Hub 7 A T T A TAR—ADRI D —DBlZRERTDICE, OTFAToTATAR—ADR
1)< — @ Fleet Hub for AWS loT Device Management 2B L TS & WY,

Fleet Hub ® 72X ~A—J)LUJ AN (ACLs )
ZHR—NACLs: &L

TOEAOARO—ILUAN (ACLs) &, EDTIVINIL(TAIY MNXYN—, A—H—, Fi
BA—L) VY -ARLTIEATRT IV EAFAZE DA ZHBL LT, ACLs B Y—AR—R
DRI —IZHUTVERTH, JSONRDZ—RFIXY MR ERAEhETLEA,

Fleet Hub ZEA L EBHR—AOT7 V€A MO—JL (ABAC )
#R— K ABAC (R —D&RT): iV

BUR—AOTI7tEAO>MO—J)L (ABAC) Ik, BHICESVWTT IV AHAZERT S FHALHEK
TY, TEAWS, ChsnEMEBERT tﬂﬂihﬁ‘d'o 2. IAMIT 474 (A——F &
O—)L)BLTFEZEKDAWS VY —RAILTEYTFTEET, IVTATAEDVIY—ADRITF T,
DEADATY T7TFABAC, RIZ, ZUZINILORTH, FTOEZALLSELTVBRUY—AD
2TE—HIBRHFERIC. ARL—23 2 ZFHTTDHABACRI Y —ZRFLET,

ABAC &, SEICHERLTVWARETRYS, RUS—EBNEACEIRRICRIEET,

RIICETVTT IO EAZEETSICIE. aws:ResourceTag/key-
name, aws:RequestTag/key-name., £k aws:TagKeys O&HF—ZFEAL T, RUZ—0
FHEZRTRITERERBELET,

H—EAFITRXTOVY—RAZALTIZH LTI DOFHFF—IXTEYR—NTBEE, TOH—
EADERHV) T, Y—EAN—HBOVY—-ARALTIHLTDH I DOFRBEF—DINTZY
R—KNT25HE, B "Hom. CEYET,

DFMIZDOVWTIFABAC, IAM1—H—HA RD " EFABAC, 2B LTLKEEV, ERETH
FEZECFI—MNUTIZRRITDIZEABAC, IAIMIA—H—HA RO "BER—ADT IV EA
O RO—)L%#ERATS (ABAC) 1 2BRBLTLEEL,

T O Fleet Hub for AWS loT Device Management O {1#H d IAM 49


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

Fleet Hub TO — B R ZREEIBE RO EH

— RN ZEIRLEHR DY R— K & V)

—ED AWS O —E A &, —BFNERIEREFRALTHA A THEHELETA. —RH
BEEHEHR AWS O —ERX 2FEATAAERENOFEMIZODVWTIE., IAM1I—%—H4 RO AWS
DH—E A ZFERATZHEAMEZESELTLSESTL,

I—H—BENAT—REHAD XYY R AWS Management Console ZFERHL T ICH A1 T3
BE. —HHNARIBEREFEALET. fIRE. 20> TG A42F2 (SSO) VU AWS =
FALTILTIEATRE, TOTORAICK > T—BHNERIMERI BBNICERENET, £
o, A=Y=l TAVY=INICHA 4L THASO—-IILZH)EBAZEEE., —RINARRRER
FEBWICERENET, O—JLOTYEXOFMAICODVTE, IAMM T I—%—HS4 KR, 0 "O—
IADOYTWEZ (OVY—I) 1 ZZRLTLEZV,

AWSCLI £k Z2FRAL T, —KNARIABREFHTHERTEETT AWS AP, TNDE, cns
O—RHBRAERZFERALTICTIVEATERT AWS, RENAGT IV EEAF—2FEATIADY
o, — RSB REHNICERAWS THEEHEOLET, FHMAICOVWTE., ", 0 T—8
WEtEF1)T 4 RAEBERIAM, 2SBLTLIEEL,

Fleet Hub ® 27O AY—E A7) /)NILEFR
BEEAT Aty arzdR—KN (FAS): EW

IAM I—Y—F@O-ZEALT TTI3I2VERTIBDEAWS, TUINILERBENE
T, —BOY—ERZERATIRIC, TIUIAVERTIBDZET, OY—EADROT V3
DHRNIVA—EhBENBYET, FASE., ZHRUTHITVZINILOT 7 AFHATZ AWS O
B—ERA, FOVAN)—LY—EZXAWS OY—EZAANOVITARNIIVIARNEEBEIEDET
FALET. FASUIJITANEK, H—EAN MO AWS O —ER Xzl UY—RAEDOXVELY) %
TTITRIVBENHDVIIARNEZTE O EBECOKITOINET, COFE, WAOTI>IV%E
RITITR-ODERNIVBETT, FASUTJIARNEZITSBORIS—OFMICIOVTR, 7o+
Aty aroiii, 2Z2RLTEEL,

Fleet Hub O —EAXO—)L
H—EAO—-ILOYR—K:HVY)

H—EAO—-)E., I—H—ICRH>TT702 a2V 2E2T92EHICH—EANBIEZFHFDIAMO—
ILTE, IAMEEEF, ALrSH—ERAO-ILZER. BE. HIRTEETTIAM, FHICOVT
. IAMTI—H—HA R, DT ICT7IOEAHFIZEZETHO-ILOER AWS DY —E A, 25
BLTLEEL,

T O Fleet Hub for AWS loT Device Management O {1#H d IAM 50


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

/A Warning

H—EFAO—J)OFAE2LEETHE, Fleet Hub DHEBENTHIET B A REMN H V) £F, Fleet
Hub AR 2B EUNE., T —ERAO—ILZHRELBEVTLIEE,

Fleet Hub O —EAIC) > Oshiz0O-—)l
HY—EBERICUVOEhEO-IIOYR—N: &L

H—EBRACUOEnEO0-I)LE, CUOcnz—EAO-ILO—ETT AWS OH—E R,
H—EAG., I——ICRO>TT7 02302 TITH5O0-INZEE|EZHBIENTEET, H—FE
A oEE0-ILE CRRENAWS THIVKN, Y—ERIZK>THEENET, IAME
BEE, Y —ERCV9ENEO-INOT IV EAHFATZRTIBDCERFTEERTYN, MEITD L
FTEEXREA,

H—EBRACUOEnNEO-I)OERTEEEEOFMICOVTIE, AWS T L EETEIH—E A

IAMy 2B LT EEV, ROFH S, [Service-linked role] (H—ERICU > V& hizO—)) i
Yes LRRBEENEH—ERAZRDHET, Y —EAVIO0-)IICBETR I RFIXhZ2Y—ER

TRRTDICEK, BWDUIZBRLET,

DTAToTATAR—=ADR > —DH Fleet Hub for AWS loT Device
Management

F7F)IRTR, I—F—BKTO—IICE, FleetHub VY —AZERFTEFEETSDT I+
AFAEHYEHEA, £=. . AWS Command Line Interface ( AWS CLI ) AWS Management
Console, £l #FEHALTERAVAERTIHEEF>TEETEA AWSAPI, BERZUY—ZICHL
TTFO23VaRTIBDTIVECAFITZLI—HF—ICHF5TBICE. IAMEERERFIAMAKRD > —2Z2EK
TEET, TOR, EBEEZFAMARU—ZO-)LIZEML, I—Y—EO-)Zz5EZTdeh
TEEY,

cNSORV—RFIAXVNFZFERAL TIAMID R—ANDISONRY > —ZERT D HEIC DL
T, IAM T OA—H—H4 R OIAM TRU>—0ERL 25RBLTSEZ L,

Fleet Hub TEZE N3 7923 EV)Y—AZALT, ARNsBRUTFEVY—RARXALT D OFERDEFH
MICOVWTE, TH—EARBIEVI7L>AI O "TOF70>3, VV—A, BLUOEHF— Fleet
Hub for AWS loT Device Management; 2B L T &L\,

NEY D

FAFYTATAR—ARIZ—0hl "


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html

AWS loT 7/ 1 ABEE A D Fleet Hub Fleet Hub for AWS loT Device Management 7j 1 K
c RUS—ORARNTZIOT1RA

« FleetHub OV —J)LDEA

- B OEROEXTZI—F—ICHATS

RIV—ORARNTZI9T14R

IDRX—ADRIZ—&, I—H—DOTHI> NTHAHAH FleetHub VY —RAZER, TUOEA, £

IEEHIBRTEDRESHERELET, CNSOT V>3 EERITIDE, AWSTHIVKNICHREN
RETDAAEMN BVET, PTATFUOTATAR—ARID—ZERLZUREL 12V) THRBRICIE.
LTOHARSAEHRBRERICH > T LEE L

« AWSYXZ—I RARUI—ZRBAKBL, ZRPEROTIVEAFITICBIT-1—Y—&D—o0—R
ANDT I EAFTONEZRBTZICE,. B<O—BUBI—AT—AOT IV EAHFN2RH5T
BPAWS YZ—Y RARUS—ZFEALET, chslik THEATEXRTAWS THIU K, 1—A
T—ACBEED AWS HARN—BBRI—ZERIBDCET, PUVLAFAEZESSICHST
EEBBOLET, FMICOVWTE, IAMT I—HY—FHA R, 0 " EBAWS KR — ) il
S THED BEAUS—ESBLTI LS, AWS

s RMERODT UV EAFAZEATS - IAMIRUS —TT VAT TERETSDHEE. RAVDELT
CHBRTIVLAFATOHKENFELET, chZETSICE. BEORHETTEENOD Y —RAIHL
TEITTEDTIVIIVEERLET, childk, RPBRFETIVEAFTFATEEFENRTVET, IAM
BERALTT7 VAT ZBRAITS AZEOFMICOVTRE, AMT I—Y—HA4 R, ® " OR
=T OEAFAIAMI #SBRLTLSEEL,

c IAZMARVS—ORHBEFERALTTIEAZESSIZHIRT S -RUS—IC&BGZEBMLT, 72
2AVEVIV—ANOT IV EAZFIRTEET, A, RU—FH{ZERLT, IXTOUY
TANZ ZFERALTEBIPIHVEN HBD L ZIBETEERISSL, T, BEORED 2BLUT
H—ERAT I avFEREATVRES AWS O —E R, &H#E2FERALTHY—ERT V3
ANDT I EAZHATSHEETEET AWS CloudFormation, EfHIC OV TR, T 1—H%—
74 Ry OIAMJSON "R —FZ=: X4, 28RBLTLKEETV, IAM
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HUOHENDIMFARA I T RERTDICE,. RUS—ICMFAZHEZEBIMLE T, FMICOVT
. IAM " A—H—HA4 R, OMFA "REAPI7 VO ADKTEL ZSRBLTLEETL,

DRARNTZOT4AADQFMBIIDVWTRIAM, "TI—H—HA R, O "OEFIVFTAORAKNT
ZO9T1AAIAM) Z2ZRLTSEE LV, IAM

Fleet Hub >V =)L O {EH

Fleet Hub for AWS loT Device Management AV —JLICT VAT 3ICE. HRIBROT UV 2AFFH
DYy NFYBRETT, cNSOTIEAFTICKY, HD FleetHub UV —ANFEHlZ —BXRRE
LVORRTEETAWS THIV Mo RPBYUEBZBHATLYEFRIBLVWTATFOTATAR—A
ORI —="ERKTDE, TORIV—ZBF DI VT4 74 (A—Y—FEEO-)) L <Tdy
V=IAEBERLEESYICHEELEEA,

AWSCLI £/l 0 EFUVHET I—Y—ICHL T, /IBROOAVY—ILTIOEAZTE2NETS
PEEFHELEA AWSAPL, KD WIC, 2TFLEDSELTVBAPIARL —> 3 ICc—HTDTY
2aAVORANDT I EAZHFALET,

I—H¥—&cO-INFEIEHKE FleetHub AV —I)LZFERATESDKSICTBICIE. Fleet Hub
ConsoleAccessF zlF ReadOnly AWS X RX—T RARUS—ZITVTATAICTRYFLET, 5
WMICOVWTR, "TA—HY—HAR, O "I—H—AOTFIEAFADENM, #25RBLTLEEV,
IAM

BODERDOKRRZI—Y—ICFAITS

COBITE, IMI—H—#F1—H— D LTRYFENTWBA LTI RIS —EXZ—T KK
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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NSTNa—F42Y 54



AWS loT 7/N 1 AEE A O Fleet Hub Fleet Hub for AWS loT Device Management 7 R

® Note

Fleet Hub ® 7 714 —<, 3> (& AWSIoTFleetHubFederationAccess BRI —%&F
ALES. BEICOLWTE. T222, EBBLTIEE L,

ROITZ—BlE, mateojacksonAMI—H—A AV —)LZFERL TERZEDmy-example-
widget DV —ADFEMZERTLELSELTE, £ZDiotfleethub:GetWidgetT U AFFAA
BVWEBESICRELETD,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetlWidget on resource: my-example-widget

—MiFE., Mateo [k, iotfleethub:GetWidget 79 a>&ERL T my-example-widget ')
V—AANDT IV EANFAETNDRSIC, BEEEFIZRV—OEHZHMBELET,

iam ZRITIDERN H') £HB A, PassRole

iam:PassRole 79U a 2RI TR ERIBVEVSTIS—HFRRENEEESE., RUS—%2E
¥iUT FleetHub ICO—)LZETENTEDELDICTHDHEN HYET,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE, Mary DRV —ZFH L TXF ) —IZ iam:PassRole 7I 3 NDERITEHFA T D44
ENfHVUET,
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ID IAM ([CAWSIoTFleetHubFederationAccessiR S —%2TF7RYFTEEXT,

MR —I&, Fleet Hub for AWS loT Device Management 7 T 7L —F 4 ¥ RI1—H%—I(Z, Fleet
Hub DI 777V —23a>h s AWS loT R 0D AWS H—ERATTF U3 a2ERTITHED
CHREBRT IV AHFAZNAFELET,

FleetHub 7T 7 77 UN—3 3V ADI—F—DBMOFMIZ OV TE, 222 EBRL T 1
We

CORVD—% AWS OV —I)ILTRRLET,

AT Al DA
CORDVI—ICE, UTOFANFr8EATVET,

« iot -AWS lIoT FNA ATF—ZZBBL., 7U—KLRILOT7223202RTLET,

« iotfleethub-FleetHub 7 77U —> 3> O XXF—XDE1E,

 cloudwatch - CloudWatch 75 —AF—REX RNV IO RAF—REMBLET., £/, Fleet Hub
To7—LANERRICHZT IOV OEREHBREFTILET,

« sns-fERL. FAEMY, BBk, YT RISA4T, YTRISATORBOARL—2 32 OET,
NS DARL—>3 2 (F FleetHub SNSREY V&ER/RELTVET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

jot:DescribeIndex",
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iot:DescribeThingGroup",
"iot:GetBucketsAggregation",

iot:GetCardinality",

iot:GetIndexingConfiguration",

jot:GetPercentiles",
"iot:GetStatistics",

jot:SearchIndex",
"iot:CreateFleetMetric",

jot:ListFleetMetrics",
"iot:DeleteFleetMetric",

jot:DescribeFleetMetric",
"iot:UpdateFleetMetric",

jot:DescribeCustomMetric",
"iot:ListCustomMetrics",

jot:ListDimensions",
"iot:ListMetricValues",

iot:ListThingGroups",

iot:ListThingsInThingGroup",

iot:ListJobTemplates",
"iot:DescribeJobTemplate",
"iot:ListJobs",

iot:Createlob",

jot:Cancellob",
"iot:Describelob",

jot:ListJobExecutionsForJob",

iot:ListJobExecutionsForThing",
"iot:DescribeJobExecution",
"iot:ListSecurityProfiles",

iot:DescribeSecurityProfile",
"iot:ListActiveViolations",
"iot:GetThingShadow",
"iot:ListNamedShadowsForThing",

jot:CancelJobExecution",
"iot:DescribeEndpoint",
"iotfleethub:DescribeApplication",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"sns:ListTopics"
1,
"Resource": "*"
I
{
"Effect": "Allow",
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"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListSubscriptionsByTopic",

sns:Subscribe",
"sns:Unsubscribe"

1,
"Resource": "arn:aws:sns:*:*:iotfleethub*"
},
{
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"
1,
"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotfleethub.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
b,
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"

H—EAEOREL ZREORIE 64


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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