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Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking

* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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LTWEEBA, EEL, EFI1VT A LOBBEAIRREENNEESBEL, T7ILVIIARNEELT
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® Note
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WHABZBEORILETLFFHEEALUIE "TRIROFF) TREEhET., $FHKIE. ADDF
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/CONTRIBUTING.md#security-issue-notifications
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/CONTRIBUTING.md#security-issue-notifications
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Autonomous Driving Data Framework (ADDF) (Zl&, S E®ETEABEF 1) T 1 HeEENfHARAENR TV
£9. BE., ChooMeERk, Z2B 7L —AD—VZBELT, HBrCEQTO—MHNEEF2
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« AWSCDK F7O04/0—ILDHARLDTK/NFHERD S —
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* Secrets Manager Z A LU FAHERAN L —
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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Infrastructure as Code

ADDF l&, 7L—A7D—2& LT, ADDF £ 1—)L% Infrastructure as Code (laC) &L TF 7’04
FTREIICEEENTVET, laC ik, FBHOF7O0470AZ24E< L. FHOTOLATEE®
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FTRLSICHRFAETATVET, CHICREUTABENRETHN., ChSICREEChFLRA,

* AWS Cloud Development Kit (AWS CDK)
* AWS CloudFormation

» Hashicorp Terraform

BBB1aCT7/L—LD—VZFERAITRERBDIED 1IN EERTEET, XIC. ADDF 2> T
ThszF7O0/MLET,

ADDF EZ1—/)THEAETNDT7#4)I D 1aC 7L —LT—T & AWS CDK T3, AWS CDK
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rRBDVAVEHEXRT,

laC O B&t*¥1UFa4FITVYD
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<EEV,
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AWS CDK IZ7—RNARSYTIRIHENHVYET, 5H#IC DWW TIE "Bootstrappings (AWS CDK
RFIXN)ZSBLTLSEZY,
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://github.com/cdklabs/cdk-nag/blob/main/README.md
https://github.com/cdklabs/cdk-nag/blob/main/RULES.md#awssolutions
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
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ARNSZYTULETHINTHERES NI AWSCDK F7O4/0—)LICEY)HTET, coO—)L
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W,
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T, VY—RETF7O4LFET, cOY—ERO—ILEHR/NEFEORRICH > TREREFEhTOVWET,
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D—BRERTICENBEILRYET, EAO IAMARI D —HFREICEDES 120 FUF

A, install, pre_build, build, post_build DV\WTFhADAT—IT T RIZ, LD AWS
NDH—ERAH—EZAANDOH AL U N AWS Command Line Interface (AWS CLI) FFE'HL 2 & &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html#bootstrapping-customizing
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DT 7 AFAZERALET,

T—2EESL
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https://seed-farmer.readthedocs.io/en/latest/module_development.html#modulestack
https://docs.aws.amazon.com/redshift/latest/gsg/getting-started.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://github.com/awslabs/seed-farmer
https://github.com/awslabs/aws-codeseeder

AWS HREHA AR Autonomous Driving Data Framework (ADDF) ¥ 1 1J 5 « téiﬂjﬁ

AO=ILOFT O EAFTOLRHBZHRELET. AMOFTIVEAFITOERE, X1 U714 F—
LD ADDF OABTHERTIUEN BV ET. IAMOT IV EAFAOERICEGFZRIS—07F
Y FAUKNE, ADDF F7O04MDNZT7 T ARNT7 7 A4 I)LTH% deployment.yaml TEMHEE L TF
TEShET, FMIZDOLVTIE., TPermissions boundary supports (SeedFarmer RFI1 X N) %
ZRLTLSEEL,

D—070—-RBRODEHBYTY,

1. EF1VFTAF—LNBHOEFIVFTABEHIZHE>TIAMOT7 IV EAFTOEREZERL, /£
BLET. IAMOT7 IV EAHFTNERE. FADDFAWS 7HT 2 N TEBICHERTIHEN H
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https://seed-farmer.readthedocs.io/en/latest/project_development.html?highlight=boundary#permissions-boundary-support
https://github.com/awslabs/autonomous-driving-data-framework/blob/d98e02f1a89d0029b35a56b93dd56c18c5cb2aa1/resources/sample-permissionboundary.yaml
https://seed-farmer.readthedocs.io/en/latest/manifests.html#deployment-manifest
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
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