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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Statistics-definitions.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.API.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
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MySQL [(none)]> SHOW variables LIKE 'version%';

version 8.0.28 |

version_comment Source distribution |

I
+
I I
| |
| version_compile_machine | aarch64 |
| |
I I
+

version_compile_os Linux |

version_compile_zlib 1.2.11

oo e e e

5 rows in set (0.00 sec)

T—ENR—ALBEBEBDIARL T A VIS ATLAORENBENT # =X AR, ZATLDY—
ADFERARICREKKTFLET., LEARF., CPURTF—ER—AVIRNIITOWmTERTL, fiy
DIATLIVYV—ARZEBTD SO, DATLAONT AR VALE>TEERZLIDVR—FKUKT

¥, CPUNBRICERAENTVWREHEE (DKRY ., BERADBA AR AILTAOED IV JEni:
BLWESZ<DOCPUNT—ZHBEELETRHSE). COBBRT—ER—A, CLWTRTTUT—23
YONT A —RALREMRICHBEERART,

T—BER—ATIVIOVRXEVDOEN) BT EMBRZEBNICITVET, RAM IZHREDEEZITSOIC
THABXTEIFBWEES, DATLARAXTIR—DEFARVLEOARADY TXETVICEZLLAHRETT,
TAATIESSDNVMe 77 /A2 —ZR—AICLTVWTE, XEVXRYERIHICEETHD 12
H, XEVZBRICEWVIHTDENTAXANFBETLET. XTUVEARFFVE, EMOXE
EGR—RFTBILEDIIR=DITI7ANDOH A ANKRELBD LD, F—EIR—ARBEDOFERHEN
B<BYET, XTFUEWHTHAKRETETRAMERDY S XEUEHOMAZFEVRELTLE
S&, F—ER—AY—EANEATELZELLZY, - IEROISBIT—HARRENDEND
V)& 9, [ERROR] mysqld: Out of memory (Needed xyz bytes),

MySQL & MariaDB O F— XX —ABEI AT AR, ANL—2HOTFA1 ATV THEREND AN

L—2HTORATLRFALES, AT ARIVBET TN, 41VFYIOR, N4F0OY, V)
BLOY, TICRIAY, —EEZRAANYTTI77A4INEBE, LENF>T, F—EXR—ARK, 2O
BEOVI7RNVITERRBHIE, RKEOTFAAIVTITAETAZERTIDIHENfHBVET, T—
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https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html

AWS HREHA AR Amazon RDS for MySQL & MariaDB OE_RU T ET
V=ILERARNTZ

S—ho
5742
IR—AZHKEICERATIICE. F1RAV IO DERARETAAVBREDEN) STEZERBLVORE
TRENEETT, FT—ER—ANTARINFNYR—RNTBHRAIOPS LG AIL—7Y SNOHIR
ICETDE, T—ER—AONT#—XVANEEBEZZTHARMIBYVET, LExEFE, 1207V
DAARAF N ICE 2T UVRLATOEANZEBITRE, 1 WEICKED VO BENFr REL., &RENIC
FEBELBDIANL—COHRICETZIAEMN BN ET, 7ILT—TIAF v T IOPS O LR
IELBWAELNERAN . AIBBLEYOXANA NENOTAL—T"Y NFRETDAEMEN D
WET, ROESBIZ—HFHDLD, FTARVBREDE)ETZERLTTZ—MNEEKTD

ENEETY, 0S error code 28: No space left on deviceTF—XR—ANFERATELL

BoleY, WERULEY IR AREMES B E T,

Amazon RDS &, DB A/ VARV AN ERTENTVRIARL —FT A VI RATLADARNIY Y
AEVTILZALTEMBLUET, AmazonRDS I 1Y RO OS X KNUY U REBBHICA
B L £ 9 CloudWatche cniSDOX KUY T AlF Amazon RDS 2V —IILTRERBE KT DHT
ZFET, CloudWatch®A Y > 17 R— R, BRTBRLEXNIYIICTS—LZBRETEERT
CloudWatch, ZDHIZATICRLET,

« CPUUtilization— CPU EAZXON—t>T—2,
« BinLogDiskUsage— N/ FUOJNEHBDT1 AVBEDE,

» FreeableMemory— FRAIBEBRS VAL TUEA XTUDE, chik, DfEZRLE
I MemAvailable® 7 4 —J)L R /proc/meminfo.

* ReadIOPS— 1 MBIV DT 4 AU FHKEY) 1/0 BIEDFHE,

e WriteThroughput— O—AILARNL—=20 1 BHEVICTARATICEZERATEFNDFEHNA K
.

« NetworkTransmitThroughput—DB /—REDEEFERY ND—I KT T4V D, F—ER—XRA
RZ74Yv9& AmazonRDS RS 74 Y VOMABEZEZRIJELTVT—>a 2V IZERALE
C

Amazon RDS A" 2L TWAIXTOX KNI Y DRADTELEBIV T 7LV AICOVWTE., UTZ2SR
LTLEEW, CloudWatch, 2B L T W7 YV > CloudWatchAmazon RDS D X KU v &
AAmazon RDS @ RF I XY NMIREHENTVERT,

RXOITZ 7., "oplzRLTWET, CloudWatchAmazon RDS 2V —J)LICERIRE 1d Amazon
RDSDOXRKNDUYORA,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
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Y—=)ERANTZI9T4A
Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 1 0.00 sessions MariaDB eu-west-3a
Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
CloudWatch (18) C [ Add Instance to compare | [ Monitoring ¥ Last Hour ¥
Legend: | database-3
Q 1 (o]
CPU Utilization (Percent) DB Connections (Count) Free Storage Space (MB)
100 20,000
600
75 15,000
s0 400 10,000
25 200 5,000
0 0 = - 0
RATFA 1/ 11/21 1 1/ 11/
12:30 13:00 12:30 13:00 12:30 13:00
Freeable Memory (MB) Write IOPS (Count/Second) Read IOPS (Count/Second)
6,000 400 40
4000 300 30
200 20
2,000 100 10
o 0 o A
12 1y 11/21 121 11421 1211
1230 13:00 12:30 13:00 12:30 13:00

CRRENZDEHEOIEEZRL TWETCloudWatch® v > 1 7R—

Ko
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A
—)Lt/\Z N7

I77-h0O
SOTF4R

CloudWatch

Dashboards
MariaDB-database-3 v

MariaDB-database-3

Explorer [4
@ All resources - ReadThroughput
Bytes/Secom d
14k
100,000
\
80,000

60,000 \
40,000

\

\

—~___

th  3h 12h 1d  3d  Iw  custom B || C

v |@ Actions ¥ |

All resources - ReadIOPS

Count/Secon o

/\
\

1-2111:25
11:00 1195 aneEn 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS
1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS i
Bytes/Second Count/Second
1.000M / 100.00 /
800,000 /" 80,00
600,000 60.00
400,000 / 40.00 /
200,000 / 20.00 /."
11:00 1115 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

E51D20D0SAKMNIYIRROFETREENEKT., EZZVT05{ILFIY > RDS . <

DY—I)ZERTBE,

& . MariaDB fl Amazon RDS & & T* MySQL DB i Amazon RDS 4 AR ADIREZ K V)

VTINEALDIATALAXRN) Y JRAE OS 7OAREHA RS NB Iz

FFHAEC

?E}F'C%i?'o HBINIEREZZV T ZBMNITEIDBA VAR AL THELRBEZRETS
YILWBARL =T AT ATLADX NI Y JRAETOLABHRERELET. ChSDER

Li\ ROBATRARE RN TEER T, J

TXYZRDS V=)L, ROBEHEICTITRDIC,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html

AWS REAA A A Amazon RDS for MySQL & MariaDB O E_ X!

JTETZ—RD
V=IVERARNTZOT4A
Enhanced monitoring | C | | Manage graphs | | Monitoring v 15 minutes ¥
11/21/2022 1 v |:|25 v
Q 1 O]
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
CPU Total frdsdbdata —_ Load Avg 1 min

WREZRV IV REBIZELBEBEICEIODEON» HYET,

¢ cpuUtilization.total— A+ D CPU OEFT/N—t>T—,

- cpuUtilization.user— 1—4%¥—- FJOJZANFFERALTVS CPU OEIE,

« memory.active— B HTSNEXTEUDE (FO/NM NEAL),

* memory.cached— 7 7A ). ZATL R—ADIOZF YV 192 LOICEATNDIXEY

NE,

-« loadAverageMinute.one— BEIE® 1 #EIC CPU HEZERL 27O AD K,

XRDYIQOEVARNIDVWTRE, Z2RLTKEEWV, HEREZZUITD OS XK Y
ZAmazon RDS @ RF I XY NIRBEENTVERT,

Amazon RDS OV —IJIL® OS Z7OEAJAKNIZIE, DBA VAR VATEFTETATVWSE7OLEA
DEMFrRRENET, VAMNIRD I 2O 3aICHANTVWET,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
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V=ILERANTZU9FT4 A

c OS7OtA-CntEI>aVIClE, IXTON—ZFINESATLTOELAOBMEN FLEHSNT
WET, BE, Cho7OCARTF—ER—AONTA—XAICEEAEFELEFEA.

« RDS7O0FARA—C0tU>a>Tlk, TOMEZERLET, AWSAmazonRDSDB 1 AR A
BHR—NTBDEHICHERTOEA, FEXIE, AmazonRDS BB I -1 N, EZXUY
THRUOPH7ORA, BLRCEEOTOCLANEENET,

s RDOSFY¥AIRZOLAR—-ZNDEI3> T, DBA AR A%ZHHR—NT % Amazon RDS
T7OLAOBEZRLET, COBAEMysqld7OEREFNDAL Y R, ¥ mysqldAL ¥ R
FHRALY ROTICFAMNENTERRENSmysqldZ’ O A,

ROEHEEIE., AmazonRDS IV —=)IL®O OS ZOEAV AR ERLTVWET,

Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags

Operating system process list (@] | Monitoring v |
Process List

Q 12 3 4 > @
NAME : VIRT : RES CPU% MEM%% : VMLIMIT

0S5 processes 1.41 GIB 106.72 MB

o

136

RDS processes 6.18 GIB 458.25 MB

=
o

5.84
mysqld [723] 7.59 GIB 1.8 GIB 23.51 unlimited
mysqld [733]
mysqld [734]
mysqld [735]
mysqld [736]
mysqld [737]

mysqld [738]

o o o o o o o o

mysqld [739]

Amazon RDS &, #LEREZR V2 IASBEERICA RN Y U AZE{E L £ 9 CloudWatchA %'
THD>2 Ko Amazon RDS AV —=J)LICRRENDEZR VI F—RF, hSEEBEIE

¥, CloudWatchOdY ., B IETEEIDB AV AZVADX NI Y ORAZOTAR)—LELT
592 H SCloudWatchdY, chsOX KUY Uik JSON ERTREENET., UTHSILKRE
—R2)>TMIJSON B hEFEHATEE T, CloudWatchiBIRLU EER AT AICOTA > LET,

TS 7%KRTBICIECloudWatchA Y 2 1 R—RZERL T, XMV Y INERZFHOL EVE
BBALBAICT I3 ERBRIBZDTo—LBRERTDICEK, KOBFATANIY O T 14)L2—
BERTDUENH ') E T CloudWatch?h* 5CloudWatchd% ., FMBEFIEICOVWTIE., 23HBL T

32


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html

AWS REAA A A Amazon RDS for MySQL & MariaDB DE_&U T ETZ—
V—=)LERANTZUT

<EEW, AWS URANEREZRV TR T 14 ILZ T TS FHEIC DV TCloudWatchAmazon
RDS DBEBHAZLXRNIYY VRAZERTZ OO0,

ROBIE, DAZLIEEZRLTWET, CPU.UserlCCustom/RDSERIZE,. CDHAZRLXKN
Dy, UWTET7AINRVTTBEICER>TERENET T, cpultilization.userh5®
TR TEZE D CloudWatchOd Y

CloudWatch X Cloudwatch Metrics
Untitled graph [ th  3h 120 1d  3d w Custom Line v Actions ¥ | ‘ @] | v |
Favorites and recents
Dashboards
Percent
¥ Alarms Ao @3 @1
9.07 3
In alarm : \///
51 H
All alarms 08
: 11-2115:10
14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05 [EN17) 15:15 15:20 15:25 15:30
¥ Logs ® cPuUser 2022-11-21 15:10 UTC
Log groups _ 1. @ CPU.User 9.16866666667
Logs Insights
Browse Query Graphed metrics (1) Options Source | Add math ¥ | ‘ Add query ¥ ‘
¥ Metrics
All metrics Metrics (3) info | Graph with SQL | | Graph search |
Explorer All Custom/RDS engine, instancelD Q 1
Streams
CPUUser [ @
¥ X-Ray traces
Service map -] engine 3/3 v instancelD A Metric name v
Traces ‘ MYSQL database-1 CPU.User
v Events L mMysoL database-2 CPUUser
Rules O MYSQL database-3 CPU.User
Event Buses

XKUY ONFRAAEEICE 2 =5 CloudWatch 7R K1), TRR, 9 T& £ 9 CloudWatchX ¥
DAR—RIZESICHERIVIVEREZBEAL, T2—ALAZRELTIOBEEOXRN) Y U ZER
L. BHENfNERBEAROTS—ALARZREE—HBULBEVBEEICTS—NEERLET,
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https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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N\

AR N, OF., EEH

EZRVIDBA VAR VAAXRND) DAFLTOS XKD OUA, EaZESHL, XNUYIOR%E
R=ATZAEELERL, ENfEEZFADLEVMEZBALEEICTS—RN2ERTDERFTAN
THETHY, AmazonRDSDB 4 VAR ADOEFEM, K. N7A4—X2A, $&¥0tEF2
T4 DEREHBFICRILIRANTZIOTAATEDYET, LEL, Z£HYJ1—-232T
&, MySQL & & MariaDB F—ZRXR—ADT—RIR—AARV KN, AT 7 74), EEIHEE
RIBDMENFHYVET,

to>ar

e« PXYZRDS AKX N
« T—EAXR—RAOY

o EEEFIHF

PNV RDS AKXV~

T>F~NXVJ>2 RDS 1R NAmMazon RDS RENDEEZRLTVET, LE&AIE. DBA AR
VADAT—RANRORSICENL 5 ERBICRIATEE, Amazon RDS A"/ X N ZERKL
F I RDS-EVENT-0088 The DB instance has been started. Amazon RDS 7NV IC
AR MBS UL EFEventBridgelEIE V7 I XA LT, AmazonRDS A2V —=I)LAS AR~
TP OEATEET, AWSCLIONY RAXR MDA, Fhld Amazon RDS APl AR L —2 3
~DescribeEvents, XOEERKE, AmazonRDS AV —J)LICRREND AR MNEOTZRLT
W&,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS BEHA A A Amazon RDS for MySQL & MariaDB DE_Z U T ETZ—KD
V=ILERARNTZU9FT 1A
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State v More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @
Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance
November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup
November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class
November 28, 2022, 1632 (UTC+01:00) DB instance shutdown
Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted
Logs (14)

Q { 1 2 3 &
Name A Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB
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AWS HREHA AR Amazon RDS for MySQL & MariaDB (D:E BR)TETZ—RD
—WLERANTZOT 1A

Amazon RDS &, DB A VARV AANR N, DBNTGX—=ZI)IN—T4AR>KN, DBEFIUT 4

IIN—TARXRVN, DBRFTY T3V ARV K, RDS7OF ARV N, BEOF7O0404X

VRBE, EERTEBBEOANRVNEREESEET, FRICFAXDEDOHNFEENET,

« Y=ABEYVY—ARAT, Hl:"Sourceldentifier": "database-1", "SourceType":
"db-instance"

« ARVNOBMFERZ, Hl:"Date": "2022-12-01T09:20:28.595000+00:00"

c AIRVNICEHETEXYE—, fl:"Message": "Finished updating DB parameter
group"

« ARYRNAFTIY, #Hl:"EventCategories": ["configuration change"]

VT TFLAICOVWTIR., #Z2BLTLKEEV, Amazon RDS AR M AFOAVEARY K
XY t—IAmazon RDS D RFIAX D NIERESNTVET,

Amazon RDS IRV N ZERTZEEBEBOLET, chSOARVYRNEDBA VAR ADT
AEDAT—RADEL, RENDEE, V—RLTUNOAT—ZRAOEE, N\vOTFTYvTEUAN
JDARYN, 7ZANF=N=T023>, BEARYN, EF2UTATIL—TOEE., TOf
Z<DBHERTLEOTT, LEARE, F—ER—AONTA—XALMAMZEH D HIC) —
RLZUDDBA VAR AZERELTVEHEER., ATO AmazonRDS /1R KNEEZXU> T
THEEBAOLET, V—RLTUADBA VARV AICEETEZ AR NATI), Zhid,
RDOESBEARY N RETIRDS-EVENT-0057 Replication on the read replica was
terminated ) —RLZ7UANFTZAXIDBA VAR ALRBLELBZ 222 EZRLET,
NDEDIBARYMBELECEEBYF—AICBATZCLET, BEEZXAL)—ICERTED
AIEEMEN BV E T, 7NV EventBridged KU T DD AWS H—E AAWS Lambda, Amazon <
7 )F1—H—E R (Amazon SQS), KT Amazon > 7 ILEEH Y —E A (Amazon SNS) (&,
TF—RAR—AOTAAEOEER VY —ADEBEBREDI AT LARY MAOBEZEBHILTEDDICEK
A5FY,

Amazon RDS AV —I)L Tk, BE24 BEOARNENBTEXT, FHTHIHEEAWS CLIE
2l Amazon RDS APl TAXR R ERRTDHEEF,. U TZ2FEALTBE14 BEOAXRY NEE
BTEET, AIRNOFHAIDY RIFUTOEY T,

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{

"Sourceldentifier": "database-1",
"SourceType": "db-instance",

FIXYVYRDS ARV KN 36


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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-
V—LERARNTSHF 4

A

"Message": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",

"EventCategories": [],

"Date": "2022-12-01T09:20:28.595000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

EEULLEEVHRET, FLEAGEHNICARY NZRBREL ZVWHBEE,. CloudWatch[d
JAmazon RDS IZ& 2 TERENEARY NCHETRIERERRLET, COVYJ1I—-232 %R
#3321k, AmazonSNS REY 2% FH L T Amazon RDS /1 X NEHZZ (THLVY), Lambda B8
BEFUOHELTAR N ZRELET, CloudWatch™d ',

1. IR NTHUOHE NS Lambda BB ZERL., A XV NDFHREZXDISICREEL F
¥, CloudWatchd%/', CloudWatchLogs Ik Lambda EHEEENTHY), UTFTEFEALTAIXR M
BREBHEICKRTEET. M7 7> 0> 3> Astdout,

2. Lambda B8 (set) NDH TRV U T3 kB SNS hEY JDEKRZ O M) (Lambda) (2%
BL, XOEKDICERELETRIABD AT Y T THERKL = Lambda BIF®D Amazon J Y —AX—
I (ARN) ICBEEL T,

3. Amazon RDS /1 R NEBEHZZETDLSIZSNS NREY IV ERELE T, SFHAFIEICOVWT
&, Z5BL T TV, AWSRe: itE% %9 HAmazon SNS RE Y 712 Amazon RDS &4
ESEETEDHEICOVTHBALTVET,

4. AmazonRDS AV =T, FILWAR N GT ROV T a>w2ERLET, Y RZ—5Y
NARN (CEBBIL, BBIICER LA SNS REY VZBIRLET, EYNY—ARRXATELTE
HBIZARYNATAVHBLEOBEHIZIEU T, FHICOVWTE, 23BLTLKES L, Amazon
RDS A X NBHOEFAmazonRDS D RF A X MNIREBHENTVWET,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
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T—ER—A0O7

MySQL & & U MariaDB F—ZRX—Rlk., EBEX NS TN 1—F1 2 JICERATEZ O 24K
LET. ThSsOOJREUTOESY T,

>~J\

s BEE—FA—FTAYRRNLALE, Y—N—DOTF7IVTAET A ZRHEIZLI-ROEY T,
D2AThEv>a>lell, ¥—N—-ECgHELEI—Y— A—Y—RBEKRAN), BTEThi
9TV, POERBARENET—TII., BRECEEENLEY—N—EHEZRLET,

« IZ2—— 2007 RY—N0 (mysqld) BEFBES v Y RATUEB, SRPT—/N—0E
BRESYY RETVE, BLRET—N—DORITHICRETEIIZS—, BE. XEZEODHIXY
-2,

« 2fF— ZOOJIERE, ROTITAETANFRBRENEImysqldehliliF, 94T NO#
T IOTAETAEYTIOTAETA, BLROPIVFZAT RN SZELESQL VIV EEN
9, MW IIVOTR, IZ—HFaEbh, 95472 NOREEAZERICAY ZVBEICHE
BIC®ILBEE T, mysqlds

« AO—2TV—CcoOflE, ETCEEIr A2 SQL VI ORFNTHRENET,

RANTZO9F14RELT, AmazonRDS A ST XV ICTF—EZR—A0O0J9%/N7 1) v 1
CloudWatchd ¥, &CloudWatchOJ Tk, OV F—2Z2V TN ZALTHHML. MAEOESVAS
L—2ILF—R%Z®REL, ROFETT—REEEBTEET, CloudWatchAJI— T h, TE
FITTF—ER—AOJICT VAL TEHRTSHAmazonRDS AV —=IH 5, ERATZEETE
F 9 CloudWatchLogs Insights TOAYJ F—R &2 A XTIV T 1 7 IZKRE, 7 TE F 9 CloudWatchd
TJo ROBIE, MEAZERDIZDEEOTOIIVEZRLTVET, CONNECTARY M, EfiE,
BHERXDIVZAT RN (IPT7RLA)AOTICRREINET, EEOTHSOKRBFPXDODKS(ZHKY)
=

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@, CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@, CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@, CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin, localhost,823,0,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,@,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT, ,,@,SOCKET

A4 >4 RNT)OFITR, O ENFDHVYNET, rdsadminh 5 F—ER—AICE
#tlocalhost XORIZRITEDIZ, 50BEIC, 5T 22EBTYT, ChSOBEREFE., FOT1ET«
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https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html

AWS BEHA A A Amazon RDS for MySQL & MariaDB DE_=-X )T &
V—=J)LERARNT

NEZRVISATFLBEZEDHZD Amazon RDS ZOEAASRELEZEEZRLT
9,

\IN

-

VX

CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

Jaws/rds/instance/database-1/audit X

fields @timestamp, @message

| filter @message like /(71)(CONMECT)/

| parse @message ',#,%,' as @instance,@user

| parse @message /(7<@ip=\d{1,3}\.\d{1,3M.\d{1,3M.d{1,3})/
| stats count() AS counter by @user, @ip

| sort by @user desc, @counter desc

| limit 5@

P R T R R TT R e

KT oo [ ][ |

Queries are allowed to run for up to 15 minutes.

Logs Visualization | Export results v | | Add to dashboard &

Showing 1 of 22 records matched @ Hide histogram

22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)

03:15 03:30 03:45 04 PM

# Buser &ip counter

v 1 rdsadmin 22
Field Value
@ip
Buser rdsadmin
counter 22
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AT 4R NI, MySQL X° MariaDBDB 4 > ARV AICBHETHREICEIZEER IS —

E. HIVRULEVWEERB XY E—DNEENDCEN KL HYET, &K, BENMrRKL
Za., IZ—HFREL. ROKSICIZ—OJ77A4ILICRFEENET, ERROR 1114 (HY000):
The table zip_codes is full, ChSOIVKNUZERL T, I5—0EMZELEL LVE
BHFBYVET, TEETHAZLERCloudWatch?7 1 LZ—%FH L = Amazon RDS OJ D X k
') v 2 ZAmazon RDS F—2ZRXR—AOJ0EHE_XV > JZ2TEICL, BEONOJTEEO/N
F—27ERL., FREhPHECERUVIEBECTI—LZERTEDLSICLET, HIZEFE,. O
GIN—=TDOANIY ORT 1)L Z%E/EM/aws/rds/instance/database-1/error T > —0O%
ZERLUTRRLETIBEEND/NZ—2, ZEERROR, ZFRET7 1 ILZ—/NZ—2IZERRORZL TX K
)Y JEICL, 7142 —l, TOF—J—REELIXNTOAYJLI—RZ®RELET, ERRORE
LT, TERROR.y ZETOAVARYKNIEILHI M1 TOEAET, 71 X—EEKRL
5, MySQL £/zl& MariaDB D TZ—OJ CI o7 —AREET N IEBEICBHMTET I —LEZRET
EET,

AO—2I0OJ7&IZ—AJ70ERICOVTEFEL I, CloudWatch® v > 1 R— R & A
CloudWatchAJ 1 > %4 N (FOVREEEZSR) 7 XV > OEKCloudWatchAmazon RDS &
Amazon Aurora MySQL ZEZZ V092 EHDE Y 1KR—R,

EERLHF

BB (FLREEOD)ICE, AWSTAHVRNAOARNCETR X1 T 1 EEORRS
RREFERENET, ChIlRF, F—ER—ARIVTIVRRREICREZEA L EDTIVT1ETA
DFEHL & 755 Amazon RDS DA R RAFEENET T, Amazon RDS for MySQL & 7z & MariaDB T
&, A—F1YRNLANZERATRICEATAMVETT,

s DBAVARVAEEOTDER

« TO Amazon RDS API #FO*HiL M EZ & 1) > J AWS CloudTrail

Amazon RDSDB 1 VARV ADNFE, EEOBENICKEEE. UTHFEFEFIhFET,

s LTOEEICHTZTHIREUT 1 OEML
s NDA—RFLBEFIVTARELCHLTIThhIZEE
s F—=ER—RAAF—XN., 7= ). FERTTETENZ T3>, FEEEE0IV TV
EEITBRTUIaY
- RARAMERAE
s RERTIVTAETAOREERAE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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- ERICEBI BEORKRE (LEAE, " BRI—TF—FLEREBEIH—ICLBDTIOEAENIA
BEITDED)

"))
14 A

T—ER—AF—FAY NRLALE, ROXSB—MOBEBICEALSELET, T—EX—
ARNDHET -2 2HEFRLEEELLORBRETIAN? CRBEWVWORI2EDOTIA? HEDI—
W—RBECHST—RIETIVEALRLEL? BEI-F—BEHRT7TIOEAEZERLELLEA?

MySQL & MariaDB [ &55 %, MariaDB BE&E 7S 4 & FERALTDB 4 > AR AN EEH
BEZRELTVET, cOTTFTA2E., F—ER—-RAICATFAVTH1—H—XF—EXR—AIC
MUTCERITENBD VT IVBEDTF—EIR—ATITAIETAZRBBLET, T—ER—ADTIT 4
ET4OLI—REOT77AMINICREFENET, BEEOTICTIVEATSRICE,. DBAAZVA
(& MARIADB_AUDIT_PLUGIN A7’ 3> &BELTCHARRALAAT > a VI )N —T%ERTIHLEN
HYET, FMICOVTIE, Z83RBLTLKEEW, MySQL A® MariaDB EE 75T 14 > DO R—
~Amazon RDS @ RF I XY NMIREBEIATVET, EEOJOLI—RE, 771 TERS
NTLVBHEOEXTREFENET, EEOTEXOFMIC OV T, MariaDB 4 —/N\—0D RF 1
XoTF—<32,

HOAWS V57 RBEHEAODA—T 1Y MNLAIAWST D> MMEAWS CloudTrailh—E

Ao CloudTrailAmazon RDS ® APl RFUFHLZA AR NELTF ¥ 7F ¥ LET, Amazon RDS M
IXNTOTFT I arFaJiciE8gEnEzd, CloudTrail1—H—, O—J, FLEOI—H—IC
K2 TEFTENE AmazonRDS D7 V> a3V ORFERHLUETAWSH—E R, ARV NCZE., T
RITENETIIAVNEENEITAWSEE I Y —)L, AWSCLI, 8 KTFAWSSDK & API,

Bl

— RO BEESFVATRE, HAEDEIREN HBEZEHN H V) EITAWS CloudTrailF—XRK—A
EEOJE AmazonRDS ARV N EZR UV T ZEVEH I ZE, Amazon RDSDB 1 > AR >
ADTF—BZR—=—ANTA—RZ2FEATEFT VAN HBDHLELNELA (LEXE., database-1)
HNEFEENLEOT, HAZBELED, ANEEENLED, VOBBEEShENERETDIENHELE
DHEETT,

RAVBERRERITIBDICE, ROFBEICRRVET,

1. T—=BR—=AA VARV AICEEL I Amazon RDS /1 R M —EXR/RL £Fdatabase-1%
LT, TOATAVICAR NFHBIHESHZHEL E T configuration changeZh(lld
XY t—IHHVY) EIFinished updating DB parameter group.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

I oy


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}
]
}

2DBAVABVANERALTVWBE DBNTAXA—R2TI)I—TZHBEL TKEEWL,

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'

[
[
"database-1",
"mariadb",
[
{
"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"
}
]
]
]

3. ZESAWS CLI#RZET B (Z[ECloudTrail4/ X N EF D g Tlkdatabase-1l&, ATFY 71T
FEEE Nz Amazon RDS /R NOEIEOHBEICTF 7O/, TOBMICEF7O0/EhE
F EventName=ModifyDBParameterGroup,

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {

Bl 42


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {

"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",

"userName": "Userl"
}
}
I
"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",

"userAgent":

"AWS Internal",

"requestParameters": {
"parameters": [

{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_log_buffer_size",
"parameterValue": '"8388612"
1,
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
},
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
1,
"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",

"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",

"eventType":

"AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",

B
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"sessionCredentialFromConsole": "true"

HFOCloudTrall A R NEENZBASHICLUEFTUserlA—/LfFERo1elASAWST HU >V ~
111122223333 A" DB NTX—R T )N —7%2ZEL FL ftmariadbl0-6-test, DB/ VAR A
THEAEhTVWEE NDdatabase-1742,2022-12-01 at 09:18:19 ho 2 DD/NTX—ZNEE
TN, ROEICEREEhEL =,

* innodb_log_buffer_size = 8388612

 innodb_write_io_threads = 8

[}& tn]CloudTrail € L T CloudWatch [ #&E

Bx9 BEICRELEEBERALEBXTEFIVFALODAVOFORNONT TN 2 —FT 42 TIC
k. ATESBLTKEET VY, ARV NERIZCloudTraild>V—Il, REHEZERL TENOY
TU#EEEFATSIZIE. AWS CloudTrailifle &AWS CloudTrailLake Tk, 41 R R F—R2E AN
URF—BRANTICERRT7T FEAREFETEXRT, €8I0, COY—EARFEMESQL VT &BHR—
RLTWBEY, BBEF—EREICKDEI—KYEHMATHAZIAXTAREBZAR NEI—H
RtehErd, 1RV MNER,

FT—TFT1YRNLAILEERL, T5—LZREL,. BEDTITAETANRELEEEICEBAZE
FHEBICIE, B LUEICloudTrailb L A4 J)LL 11— RDIEE5EiECloudWatchd Y. ML AJLL O—
RARDES ICRFE Niz#CloudWatchO X KUY U7 1 )LZ—%2E&L T, QAR NZFF
MLTHRE., 7L—X, FEREIC—HITDESICFMLAEY, XRUYOIRTAIILNEZ—ICARNDY
VDEZEV)HETEVYYTEET, 512, ERTBDENTEFICloudWatchEEL 7= L & WME L B/
LD TERENDT S —Le LEARF, HEF—LANBEYBT I IV ERTTEDRSIC, HY
F—ALILBHZEETRT7—LZRETEERT, T—ALANOWIET IV IVHNBBHNICETE
5&S5IC CloudWatch ZERETD EETEERT,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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TZ2—h&E ITA2VT7ZARNZOF v EITY—EAOEF2IVT 14, JAK. NT7F—-X2A, B8
HICHITIREEZERHERRENIOTY, MENEEFIVTAEBR. SATLFELE NTF->
ADEE, FLEEATLARZFZDVWTUTF—LALICEHML, BHALET,

BEHEMAVTSARNSIFYSA4T7SY (ITIL) ., BIITH—ERAEBRE (ITSM) 7’597 1 A,
ER, IRVINEE, BLEAVIFURNEEORANT ST A AOFLICEHB TS —NEREL
TVWET,

AOFORNTTI—he@, BERY-IUNTS5—NZ2ERKLT, ITREODEE, VAVOEWVWT Y
2ar, FEEEBEEICOVWT, F—AXBEY—I (BENICT VI VARBETATLR) ICBE
HITBDETT, ITPT—NE, ERBAVITFURNIDBNBDTEMEOH D AT ALAFEILEREEIC
WIBHHORABETT, DATLAZEHNICERL, DATAGLEXEREZEICEITSH TS —H
BERTRDET, ITF—ARF I B LZ&RDRICHA, TRICHSEELIANZHIBTEE
E

RANTZO9FTF4RELT, AWSBHICERFEhETL—AD—0TR, TEZ2U0%FERALT
To3—LR—ADBRZEERTD., BROTOAT7 VT 1 T BERET 5 — L4, FRACloudWatch® 1=
FEH—RN—=—FT1OERYT—ERAZFERALT, XMNUYIONFFREENB2EEEILTS—L%ZR
EITD_EETEET,

TZ2—hNEEROBNR, OF2YJ, 28, TUVVIVOERERE, BT, 12T NEDL
E1—EBZBLUT. ITEEQOARY MRS TN ERETZLHDOMRNTEENLENI-FIE
ZHITHETT,

+o<ar

+ CloudWatch O F7 2 —A
« EventBridge)l— )L
TOAVDEE, T7—LOBEMWEE &I

CloudWatch 72— A

Amazon RDSDB A/ VARV A%ZEBERATIHE., SEXITEFLEEBEEHEOXNIY IR, /RN, NL—
AZEEZRIVILTTFTS—NEERTIHLENHVYET, MySQL 8 &V MariaDB F—EZXR—2A
NHFE. EERBHRBEFIUATOESYYTT, DBAVAZVAARNITA, OSXRNDDA, AR
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
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TI1D2DOXRNIVIAZERTEERT,

RDBIE,

EEEGH, ZERAITRHIEEZHITTHLFEICloudWatch7 =

—ALBE

LEHREICDH

2

BERITEZITSI—LZRETSDHEZRLTVWETCPUUtilizationT XN T M Amazon

RDSDB A VAR ADXKNYY U A (CPU EAE)5 2EOFHEHBHRICVITINADDB 1A

~AD CPU EAEA 80% ZBALBRICTI—ANNI)H—EThDELSICRELET,
CloudWatch > Alarms » Create alarm
Step - . g
B Specify metric and conditions
conditions
Metric Edit
. ]
Graph
- This alarm w
=
Percen t Namespace
10.47 AWS/RDS
5t
Metric name
| 'l "I CPUULIlization
10.11 /\/\/ \ f\
| )
./. | | | | W Statistic
\I /\ \Ilhf V \/\ fj Q, Average x
\
253 fl Period
12:00 14:00
® cruutilization 5 minutes
Conditions
Threshold type
O Static Anomaly detection
Use thire bar thi
Whenever CPUURIlIzation Is.
O Greater Greater/Equal Lower/Equal Lower
= threshold i <= thres | <t h
than...
80
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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BDHAESHEBHRELTLKEEVY, 7T—A, ICER>TVWEITOKCPU OERAERNEHRE T 80% &
HBABDCEN DY), TOEBUOLZEWMEZ TE 2 EBEORETT, XNIJTZ7EF., CcoO>yo%
RLULTWVWET,
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CloudWatch7 Z—ALARXNUY O TS —LEBET S —LEZYR—NLET,

s BBIARNVYIOTS—LS>2T)N%ZRBSBCloudWatchX MUY O, XRMUYDIZRL THAEETT
TEET, XNUYOURTT—LALIE Amazon SNS XY t—J &REETEET, cOXYE—D
., BEOLEWVEICKTDIXRNIIADEICESIVT, SETEHBBICHE>2T1 28LED
TOAVERTTEERT,

s HBIEETT7—LIL—IRRICESTVTHY ., BEOTS—LOREZFTMEL T, ALARML—L
DINTORBNBLEENTVBIBEERICOZAAT—MNLTLKEEY, BETF—LREE., TEX
To2—RNOBZERBSTLEOICEASNET, LA, 7O Z2RTLBRVKSICEREENE
BEOXRNIYOTS—LEEOCERTS—LNH2GENHVET, EETT7—LK, EERD
B2DOXRNIY OTS—LNIXTITICFEELTVWRBEICTS—REEELET, ALARM
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CloudWatch7 T — AlFE5#3 O & CloudWatchigiE, IT5—, RAO—Y IV, FE—HKOJICEITW
TTZ7—LZ2ERTRERE. EHITIZENHV I CloudWatchOIT L SDX KUY IR, Th

IC2WTR, BIIROEBYICTSCENTEXRT, OSEZRUTJFELTAR b, OF, E&EST
Hteo>ar, 74NE2—2ERLTOTARY A S XN D AZER. BERIC, HEREZZU Y
TOARNIYZIZDWTTS—hEETICEK, TANIYIRTAINEZ—ZERTEIHLENf HYVET
CloudWatch#' 5 CloudWatch[d %/,

EventBridge)L—J)L

77XV RDS AR RNFIYVVICHEIEE E I EventBridge, &L THEHTE £ 9 EventBridge)l —
ILENSOERBICRSTRDLEHTT LEAEFE. RDKSICERTE X EventBridge/R O EIH IC R
FTEIIC, BENDDBA VARV AN 1 DBELEFLRFEBLAEBEICEBALTFT I3V E2ETT
3=,

Amazon X Amazon EventBridge Rules
EventBridge

Rules

¥ Developer resources
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

Replays Rules (2/17)

C | cresteute |

¥ Pipes

ripes (D Q, rds X | 2matches | Anystatus ¥ 1 .. > @
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 ® Enabled Standard

rds-startup-database-3 & Enabled Standard

¥ Schema registry

¥ 95 —I)LThe DB instance has been stoppedqd X2 NIZIE Amazon RDS £ X2 N ID
N ') EFIFRDS-EVENT-0087, T TRREL DN Event Pattern/L—)LO7ONT 1:

"source": ["aws.rds"],

EventBridge)L—JL 48


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}

cOIL—=ILEDB AV AR AZER L £Jdatabase-3M &k, TL TERL FIRDS-
EVENT-008714 X2 ko, WDEventBridgef X N ZREL, /XN ZE T, EFEND VY —AFE
FREIVRRABNIEBLETZ—T Y ho 22T, AmazonRDS 1 ARV AN EILEL EHE

ERTIBRTIVIAVEEBETEERT, SNS NEY Y, Amazon 227 )LF 1 —H—E R (Amazon
SQS) Fa1—BE, TERTEBER—TYNIARNEREETEET, AWS LambdatsE, AWS
Systems ManagerF—h X—> 3>, $ KT'AWS Batch® 37, Amazon AP| Gateway, 1 <5
Y RIZR—2 v —OXISEE, X OBEEAWS Systems Manager, TDMZH, & X IE, BHAX—
JLE SMS Zi%:E9% SNS REY UV ZIER L., TDSNS REY U EZRZ—TY RELTEIYHETS
CENTEET, EventBridge#Bl, Amazon RDSDB 1 > AR > AN FEdatabase-3FLE h
FL o Amazon RDS #"4 X> N%ZE{S L £ FRDS-EVENT-0087|_EventBridge, BHE h3 15
Fto EventBridge/XIC., SNS REY U THBDX—T Y RZ2BTHLET, SNS REY T i,

A=) (RORZESR) £ SMS ZIEFIT D RS ICRETNTVET,
. 11:54 wF
d;,l" AWS Notification Message - |
Message e < 9

RDS-Events-1> DB instance
stopped for db-instance
mariadb-3

AWS Notification Message

. + RDS-Events-1 <no-reply@sns.amazonaws.com>
To: r

{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance

RDS-Events-1>
{"version":"0""id":"65f0bafe-3
aec-cch8-
da98-710e2b35e0a0","detail-
type":"RDS DB Instance
Event""source":"aws.rds","acc
ount":"012345678912 " "time™:
"2022-12-03T00:45: 112" "regi
on":"eu-west-3""resources":
["arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3"],"detail":

non .

Event","source":"aws.rds","account":" M "ime":"2022-12-03T00:45:112", "region":"eu-
west-3", "resources ["arn:aws:rds:eu-west-3: :db:database-3"],"detail":
{"EventCategaories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west-
3: :db:database-3","Date™:"2022-12-03T00:45:11. 3832 ,"Message":"DB instance
stopped"' "Sourceldentifier": "database -3","Event|D":"RDS-EVENT- ODS?"}}]

If you wish to stop receiving notifications from this topic, please click or visit the link below to
unsubscribe:

'>https://sns.eu-west-3.amazonaws.com/unsubscribe.htm|?
SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-afl16-
8f14a68a8641&Endpoint=

Please do not reply directly to this email. If you have any questions or comments regarding this email,
please contact us at https://aws.amazon.com/support

{"EventCategories":
["notification"],"SourceType":"
DB_INSTANCE" "SourceArn™:"
arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3""Date":"2022-12-03
T00:45:11.3832" "Message":"
DB instance
stopped","Sourceldentifier":"d
atabase-3""EventID":"RDS-

EVENT-0087"}}
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