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Route 53 Resolver O RXA VU ARNZEHTDHEZRL TVWET, Lambda BIZA" CTI ® JSON
EXANOERZETIDE, 77—V 70— ZFK TS EventBridge 1 R MR H—EhFET,

AWS Step Functions workflow
O—QY (O)—@— (=)

Lambda function Lambda function
Get firewall data Update domain list
T I

&3

Route 53 Resolver
DNS Firewall

RRICRITABREUATOATY 7T,

1. CTINRXA L O—RIZESET B54E. EventBridge (& Step Functions 7—% 7 O—%BAL
9,

2. Lambda BA#E, 77 AT IOA—ILORXAVVARNTF—RZWMBLET, <D
Lambda BAEXDER D EEMIC DV TIE, AWS SDK for Python (Boto3) RF 1 X ~
M "get_firewall_domain_list; 2B L T EEV,

3. Lambda B%k, CTI EBBLETF—ZRZFEALTRXAMUARNZEFHFLET, <O Lambda
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SIVACTHANOXRBSZBELTSDHEICOVTHALET, chsOY—ERAOEAEOOT R
ERETD_LEBEOLET, AOVTF—REZE_RU UL, $FIRENLERXSVELEFIPTR
LA 7 7PATO#—)IBHATRZ 71V IR BLLSETHEESETAHREO NO—ILZER
TEEY,
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Firewall DOJR&E. AT—KNR7ZILIIL—=—INIZVIEETEIRT T4V IICRUTOKMERATE
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£
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
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AWS Security Hub &, OtF 1) 7 REZBEFNICEEBEAWS L, EF1VTF 1 ERBFEEERR
NS0T 4AICBSLTAWS REBEZFMI D DICKIBEFET, Security Hub Ik, ¥ 75711
hO-LICEERTSNEREFZERZERTEE T, Amazon GuardDuty & & AWS OH—E A,
o HSREEREZEITDEETEET, Security Hub ZFEAL T, &4, BLTHYR—KI&
NTVBRH—RN—FT A1 —HRHIPSOBERAWS THINAWS DY —ERETF—RE—TILTE
9, MEDFHMIC OV T, Security Hub RF 21 X h® "Security Hub D#EEICOV Ty Z5R
LTLEEL,

Security Hub ICl&, EF 17 1 BEOBEIEMNS T EBEICRIDEBLEEEEFThTVET,

FExE, BRLIL—IILEZFERALT. EF1UTFAFIVINARRLUEBSICEERRREZHBNIC
BEHTEE T, Amazon EventBridge E DS ZFEAL T, HENDRERBRNOBBNEZHEBETS

CEETEFRT, FMICDOWTIE. Security Hub RF 1 X b @ Security Hub O HERZ BEEH
ICZEELTUMETD, 22RBLTEEL,

Amazon GuardDuty Z R 9 2 5H 4. MR % Security Hub 123259 % & 5 IC GuardDuty % 5%
ETRHEEBEOHLET, Security Hub Tk, CO&LSBREZERZEF IV T A EFHODFICE
HBENTEET, FMICOVWTIE, GuardDuty RFIX RO T & DA AWS Security Hub
ZEZRBRLTLSEETL,

Network Firewall & Route 53 Resolver DNS Firewall DA ICD2W T, OJRE®RITHDRY ND—F
NZTAYINSHARLBEREREIERTEE T, Amazon Athena l&, EESQL ZFEAL T
Amazon S3 TTF— R ZEESIMIDOICKIALODMNFEROI IV H—EATYT, Amazon S3 OOY %
AFv> L, BEITZTF—REHMETSDII) % Athena TERTEE T, FIEIZ DOV T, Athena
REIXPNOBEBAEZEZSRLTLSEEV, RIZ, AWS Lambda ¥z FEAL CEHETHOY
F—2R % AWS Security Finding Format (ASFF) ICZ# L, #&%R % Security Hub ICIEETEE T, U
T &, Network Firewall A5 Security Hub O EFZRICOT F—X2 2 ZH# T % Lambda BEE O HIT
C

Import { SecurityHubClient, BatchImportFindingsCommand, GetFindingsCommand } from
"@aws-sdk/client-securityhub";

Export const handler = async(event) => {
const date = new Date().toISOString();

const config = {
Region: REGION
i
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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const input = {
Findings: [
{
SchemaVersion: '2018-10-08',
Id: ALERTLOGS3BUCKETID,
ProductArn: FIREWALLMANAGERARN,
GeneratorId: 'alertlogs-to-findings',
AwsAccountId: ACCOUNTID,
Types: 'Unusual Behaviours/Network Flow/Alert',
CreatedAt: date,
UpdatedAt: date,
Severity: {
Normalized: 80,
Product: 8
I
Confidence: 100,
Title: 'Alert Log to Findings',

Description: 'Network Firewall Alert Log into Finding - add

top level dynamic detail',
Resources: [

{
/*these are custom resources. Contain deeper details of your event
here*/
firewallName: 'Example Name',
event: 'Example details here'
}
]
}
]
};

const client = new SecurityHubClient(config);

const command = new BatchImportFindingsCommand(input);
const response = await client.send(command);

return { statusCode: 200, response };

i

Security Hub ICTEHRZHEL TEF IR LOONEZ—2 @, BLOEDZRAZ—XIC&>TEAY
9. EHNICT—RZEFITIXEN HB5EE. EventBridge ZFEAL TTOAZRKRTEE
T, BHROEBMFICTS—NEZETBHEHEEE. Amazon Simple Notification Service (Amazon SNS)

EEATEET. COF—FTIFVERS<OEEF BB, EVZAT—ANBLENDES

CEYICHEITRCENEETT,
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¥, Security Lake Tl&. Security Hub D#RHEFEREERTEDIHTRAITAN—% 1 ALLLEINTE
F9, FMICOVWTIE, Security Lake RFIX MO T &£ DS AWS Security Huby ZZ8BL T
<EZEL,
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Security Lake D& ZFEAL T CTI ZHETZHEICODVWTHBEALET,

CTI#EHEII1-F1&HETS

HAN—BRATIVDIVACT) ZEEITZIII_TAIEEE. CTIZZ T3 IZI1 574
ERUTY, EEL, HEEZEXIELETEFRT, AR, B/ N—tF1UF71E 52—
REREEIMEX— (ISACs) BE, ERTEIBRFE IR FEEEAETDI £ BIRTE

9, BER, ER0EBHISOBERZET—IILTHET, CTI ZRRICEELTRETZHLET

T BRAVTIDSIVATZYRNTA—LE, BEOT7 1 —REXETZ1-0HD API EEZEE

LET,
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AEh2FERICEBRTEETT, XIZ. CTIZ 71— R7ONAA—ICEEBELET,. BRAT)DT
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2. AWS Lambda B%ld Security Hub A* S HERERZEME L. JSON ¥ STIX K& DA TRERER
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