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https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.gitlab.com/ee/ci/index.html
https://docs.github.com/en/actions
https://www.jenkins.io/doc/book/
https://pipelines.devops.aws.dev/
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https://pipelines.devops.aws.dev/application-pipeline/index.html
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https://aquasecurity.github.io/tfsec/v1.28.4/
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://runterrascan.io/docs/
https://github.com/stelligent/cfn_nag
https://github.com/aws-cloudformation/cfn-lint
https://github.com/cdklabs/cdk-nag
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https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation
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https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/terraform-linters/tflint
https://github.com/aquasecurity/tfsec
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform/shared
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation/shared
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
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https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/terraform/entrypoint/terraform-infrastructure.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/cloudformation/entrypoint/config.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/cloudformation
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
https://console.aws.amazon.com/codesuite/codepipeline/home
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« SNSMailAddress - /N4 754> O AT—R AIZE T % Amazon Simple Notification Service
(Amazon SNS) BHIZZ (THS E X—)L7 KL A

FIEIZ DWW T, CloudFormation REFIX KD "AZY JOFER, 28BL T EEV,

4. AWS PHI Y NMZH A2 4> LET, CodePipeline AV —=LT, ILWINI TS A4 A ERE
NTVWBEzBRELET,

5. # L L\ CodePipeline N1 754 > FERE D&, AWS CodeBuild ®F L W IAM O—ILA BE

HICERENET, COEBNICERETAEZO-IILOBEIE TEHVY) £T-codebuild-role,
AVITIZARNSOFYOF7TOA ICMERT IO EAHFATCOO-INZEHFLET,

TIRNURAZBNISON 77A4I)LICDOWVT
Terraform T RUKRA T NTT7A)

ChRXLMVOBRET7AILTT, COTFALTR, AT—JZNAAEIAABICBEMLEE
FEMETEERT, AT—PZEMILTE, AT—DJRBNAT A HSHIBRELGHIBREhEE
ho ROYNIZ, SVBALPICRAT—IHFAFYTENET,

IVRURAZRNISON 77 AI)LIZDWT 12


https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/codesuite/codepipeline/home

AWS HREHA AR

AWS DevOps Pipeline Accelerator Z R L 7z 1aC /N1 754 > DIZ

#{L,

{

"build_stage_required" : "true",

"test_stage_required" "true",

"predeploy_stage_required": "true",

"deploy_stage_required": "true",

"postdeploy_stage_required": "true",

"destroy_stage_required": "true",

"bucket":"tf-state-dpa", # S3 bucket used for Terraform backend

"key":"terraform_test.tfstate", # S3 key to be used

"region":"us-east-1",

"dynamodb_table":"tf-state-dpa" # DynamoDB Table for Terraform backend
}

CloudFormation T NJURA > RNT 74

ChRAXLMVOBRET7AILTT, COTFALTR, AT—FJZAAEIAAL, BHERLZFED
CLET, AT—PZBEWILTE, AT—DRNATZA VD SHIRELZGHIBRENREEA. KD
W NATZA2VRIURALRICAT—IZAFYTLET,

"init_stage_required"
"test_stage_required" "true",

"createinfra_stage_required": "true",
"envType"

"true",

"cloudformation",
"stage_required"
"cft_s3_bucket" "pipeline-bucket",

account to keep CFT templates
"stack_name"

"true",
#S3 bucket from the destination

"aws-cft-poc", #CloudFormation stack name

"account" eI FILIIBIIIT #Destination AWS account to
deploy stack

"roleName" "codestack-poc-cross-account-role", #Cross-account IAM role name

"region" "us-east-1",

"destroy_stack" "false"
stack, set this value to "true"

#To destroy the provisioned

IVRURAZRNISON 77 AI)LIZDWT 13
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GitLab CI/CD Z=fEH L T Terraform. AWS CDK, CloudFormation
Fo7L—hNEF7O049%

DPA (Cl&, Terraform 27704 2O DERERE L THEAT S GitLab CI/ICD 77 L— b
AWS Cloud Development Kit (AWS CDK), & & T CloudFormation laC 1—RAEEFNTVET,
NDEVIDVTR, COI—AT—AICD2VWTUTIEDWTHALET,

s BENENENAT A BE

- BRAAgEERAT—>E2a7

s NATZA42@EIL—)

s EXFIVFAAF Y HAOKREY I

Bl FR SR

FOTATIEAWS THIY K
c aC T 7L—hEEALTVY—RZ7OED3aZVJ32T7 7 EAFA

« GitLab Cl/CD #gEZ HR— NI DEZENDRATDTA AT )—, J7LEIT7 A, £EEI>
R—=TZSAAXN—23>0 Gitkab PTHO U K

« $EE®D Docker f XA—2TVATHERITITBRDICHKEE N GitLab REBET > F—

V=l

e cdk nag k. W—INY D ZBHEDBTTTIVT—23AFRARNTZ 0T 4 AIZELL TV
BPHESHZEFIYVYI AWSCDK B A —T2Y—AY—=I)TT,

« AWS CloudFormation Linter (cfn-lint) (&, CloudFormation YAML £ 7=l& JSON 7> 7L — b
%AWS CloudFormation )Y —AHHEBE TS linter T, £, VY —ATONT 1 OERMK
EQHEBPRANTZ VT 41 ADEFRE, HOFITY VERITLET,

« cfn_nag k. /NZ—>&KRZEL T CloudFormation 7> 7L — N TERENBZEF 1T 1 HEEH
ETDAHA—T2Y—AY—=I)TT,

« Checkov &, laC DEF1VFA AT TA T ADEK
‘\/—)L-C“a'o

« Infrastructure as Code Secure (KICS) &, BE YA VIORVERETEFI )T« OMEMHE, O
TZ2AT 2V ADEBE, A VT7FARNTIVFYOREIRERETDIF—T2Y—AY—=ITT,

EIRAZFIVIUIIHNI—-ROM
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https://github.com/cdklabs/cdk-nag#readme
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/Checkmarx/kics
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 tfsec l&, Terraform J— R TCHREZADAEMEZF IV IITIENI—RIOWMY—ITT,

ER
1. gitlab-ci F4L OV MUZIOE—L, GitLtab BT IL—TIZKANLET,

2. F7US—3a> N DPAT7TL—RNEZEE GitLab BT I —TCT O EATESR & &S
LE9,

3.TF7VT—=23avillEk, ROKSIINATSAODPABRBOINIRA N EEHET,

* Terraform

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/terraform-infrastructure.yml

+ AWS CDK

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cdk-infrastructure.yml

* CloudFormation

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cf-infrastructure.yml

4. P74 —>, 3> Tlk, DEVB KU INTEGRATIONBETTF7OA4ZBMICTRLHIC. XADOE
hEEHELET,

AWS_REGION: us-east-2 # region where deployment should happen

DEV_AWS_ACCOUNT: 123456789012 # Dev environment AWS account number

DEV_ARN_ROLE: arn:aws:iam::123456789012:ro0le/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Dev

DEV_DEPLOY: "true" # true / false to enable deployment to DEV environment

DEV_ENV: "dev" # Dev environment name

INT_AWS_ACCOUNT: 123456789012 # Integration environment AWS account number

R 15


https://github.com/aquasecurity/tfsec
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#ie
INT_ARN_ROLE: arn:aws:iam::123456789012:role/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Integration
INT_DEPLOY: "true" # true / false to enable deployment to Integration environment
INT_ENV: "int" # Integration environment name

B 16
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https://docs.aws.amazon.com/prescriptive-guidance/latest/devops-pipeline-accelerator/devops-pipeline-accelerator.rss
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T7Ur—23a2R—=K720F
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PRET7VT—232 ICETHMFROERY, COBRE. R—b7FVADKREESHT

OtA OFEERTHY, BT, TEXFAX, BBUIZTTVIT—3avzBEL., BRIRL
ZRTRIDOICRIUEET,

AT HIEE (Al)

AE1—F420F70 /00 —%EAL, 8, BEOER, NX2—20ORBELE, BER
ABICBEED TS nARAMEOERTICR/HULAEAOVEI— YA IV A0S EH., HFHMICIOVWT
k. TAIHEE A) &@FEATIA? ZZRLTEEL,

Al XL —< 32 (AlOps)

MBS BEEFEEAL CERLOMEERAL. ERLOAVIF U READAAERS L,
Y—EAREEALEEB7OER, AWS BITHEETO Al0ps DEAAEICOVTE, I
L—> a3 iatiqk 88RLTIEZ,

SEXIFREE 5L

BSILAONT VY VF—BTAOTTAR—KNF—HSKD 1 HOF—ZEAL L. BSL
OFNIVXL. NTVY OF—RBESCEERENBVEHHBELTEBED ) EEAYN. 7
FAR—RNF—DOFAGELLFIRIZHBENHYVET,
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I5—. B8 TOROMEFRELLBATE, F—ER—AOF—SEHLLEALOEE
MZRIAITZ—EOVY I NIIFT7ONT 1,



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
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£ RELEE, F-REUBEEFREETHANT, EETEDF—ZY—AH SHOEFHIC
F—REIE—FBCENTEET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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