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Haofei Feng & Rus Kalakutskiy, Amazon Web Services (AWS )

2025 F 1 B (RF 1 X NEEF )

T7)r—2a st camAYg (HA) CREEZBRTS Lk, BEEONDEBEZEEIHER (RPO)
EBEREEIREE (RTO) ZEK TR EHICFAIXRTT, HBHF 77T — 3> % Kubernetes I:RIE(C
BITULTEAFTAXTBICONT, BRETRT—F7)NBY)1—2a2ICHT2FEFEML LG
TWE T, Amazon Elastic Kubernetes Service (Amazon EKS) 292 &, O TFFHbehik7T
TVTr—23 zKBBRICHRNICEETEET,

cOHA RTlE, AmazonEKS XA VO —EARAT7 7V Tr—>2 3 0 2B i8Rl EBTREHDA
<BEBENTVWIHBEHERANTZI9T1AOEY NMIOVWTHLLKBBALET, BEEERRE
KBEOF7OSICETVT, ChsOA YA NET—FTIORNPHEREBICE>TEEBRHAEIVA
EREBELET, ChSOHRBEEZREL T, Kubernetes R—ANDT 7V —23a>0O/NT7+—X
VA, EEM, AT—JEVUT1Z28, BEEARL—3VEEBELET,
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BEEHXETFILIE Kubernetes TR Y EMICEVYET, Amazon EKS O NO—/IL7L—>0 A%
EMFEZEMIE. Amazon Web Services () ICK 2 TEEBENETAWS, ABET—R 7L — %288
L. X490 —ERT7 77U —23>0ONT7 44— AETRAMICKELZEEEZDAEMEN S
VWVET,

Amazon EKS THRAMEEEIOFVT SV r—23a 285t 958680E. XOOVR—FX2NE

BRELTLSEZL,

s XA 0AY—ERT7 V=32 Ry REAVTF

« J—90—RF—X7L—2:Ingress Controller, 78Y R, Amazon Virtual Private Cloud (Amazon
VPC) Container Network Interface (CNI), " —EAXY 2 1494 RA—, kube-proxy BE D> AT
LAOQVR—F2 B

s D—J0—REELAY— A MA—F—, PREIv>3a2>AMA—-F—, XY NT—TRD
=TIV, BRUEINSOAVR—F Y NOKET—RANL—D

« Kubernetes 1> hO—=)L7L—>

s AVTTZARNTIUF Y. /—R, XRYKND—=D, XYRND—=DOTFTZATVA

Kubernetes 7 7 AZ—HATRITENBD AVAR—ZIX N 2Z2SRIBZDHEAND I DOEESHEHICOWT
. COHAMRTUTOREY ZIZOVWTHBALET,

« /J—RETFRAZEDTA=V—=2IC)—0V0—RZDEITS

- PDB 2EALTEERD—JO0—RZRETD

« ZO—TEANNARFIVIRBETS

« AT FZATHAVINTV VERETS

- RY RIEV I VKEZRET D

J—RETRAZET A=V =2ICT7—O0—RZHFTHTS

TRAZGEVT A=Y= /—RBEDEERXA VATV —IVO0—RZZHIDE, AVKR—F
oA BEL, KEFEICAT—F7WNBT7VT—23 2 OBENF RKET S AREENMEL
BYERY, LTFOEI23a>TR, /—RETFRAZEVTA—VU—=2ICD—J0—-RZFTHITDH
ECDOWTRHALRT,

J—20—ROATL YR 2


https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://cluster-api-aws.sigs.k8s.io/topics/failure-domains/
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ARY RMARODOARATLY REWEFERTS

Kubernetes 7R Y R M7ROD O 9 BHIFIIC K V). Kubernetes AT 2 1 —7 & ReplicaSet & 7= &
StatefulSet ICR > TEEBEhTVERY RZEBBIBERXA (TRAZEVTFA—=V—=2, /—
R, N—RIITDRA7)IZCHBETBDLSICERENET, RY RENAROZORTL Y RENZE
B9d2E, ROZENTEET,

c F7VT—2320BEHICISUT, SERETERBEERXAVICRY REFHELEIEFRSHEET,
EEARF, LZVIVADESHICKRY REEBL, RYKNIT—ONTF—XVADLHICKRY R%E
EHRETERENTEERT,

« FTRAZEUT A=V —2ETOSHPR/—RETOFTHEE, TRTXERAZHAEDER
ED

s RENBLEEhBVESE, BT V23 Z2EBELET,
« maxSkew & DA EHBwhenUnsatisfiable: DoNotScheduleT minDomainsZfER L
T. A921—S0/\—REH#ZERLET,

« whenUnsatisfiable: ScheduleAnyway ZfBL T Z#ES L 9 maxSkews

BEEYV-—NERATEBLSLBE2>ERE, TOYU—20ORY REFEFEICKEVYET, Kubernetes l&, T
THNERATL Y REVIZERL BHNSKRY REBARATD1-I)ILET,

RY RNROD O 8

ROA—RE, FRATZEVT A=V —2EELF /—REATRY RNROZ—ATL Y REIWERE
A3%6lERLTVWET,

spec:
selector:
matchLabels:
app: <your-app-label>
replicas: 3
template:
metadata:
labels: <your-app-label>
spec:
serviceAccountName: <ServiceAccountName>

topologySpreadConstraints:
- labelSelector:

RY RRNRODORATL Y REWEERT S 3


https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
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matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: topology.kubernetes.io/zone # <---spread those pods evenly over
all availability zones
whenUnsatisfiable: ScheduleAnyway
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: kubernetes.io/hostname # <---spread those pods evenly over all
nodes
whenUnsatisfiable: ScheduleAnyway

VZAZ—20NROZOT7 2 )L O 5 HFK

FT<ICHEHATE S Kubernetes IZlE, /—RETPRATSED) T4 =V —2"BTRY REDETHDED
ORROD—ATLY REKWOFT7AIbEY RAAZEENATVET,

defaultConstraints:
- maxSkew: 3
topologyKey: "kubernetes.io/hostname"
whenUnsatisfiable: ScheduleAnyway
- maxSkew: 5
topologyKey: "topology.kubernetes.io/zone"
whenUnsatisfiable: ScheduleAnyway

(@ Note

ERTEBEATONROADHNEREETRTTIT—232 &, 9FAZ—LARILOR
) —%Z LEETERY,

F7ALRNOHHNEEWVY 2RELET. niEmaxSkew, PEOARY REFOF IO/ IZRRIZIL
5Ft A, BEATIE, Amazon EKS Tlk KubeSchedulerConfiguration ZZETZ £t A,
o RROZATLY R$EOEY NE2BRAITZIHXEN HDHEEF. LTOEI>3a>oL5CE
BE7RIZv2a>OVNO—F—2EHAITREZRFLTILKEESV, RERT D1 —-F%2E1T7
3BEEF. F7AILNORNROPATLY REWNZFHBPIBDEETEET, EEL. DAZRLRYT
P1—TEEBIREEMENEL, VTAZ—OMEEHE HAICEZEITDAREENIHYET, C
NESBEANS, NROZOIBHENICOXMEBAT D 1—F2FAT I LEFHHOLEEA,

RY RRNRODORATL Y REWEERT S 4


https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#internal-default-constraints
https://github.com/aws/containers-roadmap/issues/1468
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RROZATLY REWOT —RF—/N—KV>—

RRODOZBHNEBERATSES 1 2OAT> 32k, Gatekeeper 7O TV NDRI S —%fE
AT2&ETT, ¥'—RF—N—RIV—BGT77IVT5—23 L RIINTEEENET,

ROI—RBIE, 704 ADGatekeeper OPARD S —DFERAERLTWVWET, HEICIS
LCTRVS—ZEBETEET, LA, EVSTIRILOFTOSICOKRIS—%ZBHATS
MHA=true, BIORV>—A> NO—F—Z2FALTAKORI > —ZRRLET,

CHHRADHIE, ConstraintTemplateTHEAEhD ZRLTVE
F k8stopologyspreadrequired_template.yml,

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: k8stopologyspreadrequired
spec:
crd:
spec:
names:
kind: K8sTopologySpreadRequired
validation:
openAPIV3Schema:
type: object
properties:
message:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8stopologyspreadrequired

get_message(parameters, _default) =3D msg {
not parameters.message
msg :=_default

}

get_message(parameters, _default) =3D msg {
msg := parameters.message

}

violation[{"msg": msg}] {

RY RRAROZORATLY REWEFERATS


https://open-policy-agent.github.io/gatekeeper/website/docs/
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input.review.kind.kind ="Deployment"

not input.review.object.spec.template.spec.topologySpreadConstraint
def_msg :"Pod Topology Spread Constraints are required for Deployments"
msg :get_message(input.parameters, def_msg)

RDOI—RIEF, YAML constraints N_7IAKN ZRLTUVE
F k8stopologyspreadrequired_constraint.yml,

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sTopologySpreadRequired
metadata:
name: require-topologyspread-for-deployments
spec:
match:
kinds:
- apiGroups: ["apps"]
kinds: ["Deployment"]
namespaces: ## Without theses two lines will apply to the whole cluster
- "example"

hRODATL Y RENZERATDIRAZ2T
UTOFUATE, MROD—ATL Y REHNOEAZRFL TILEE W,

» KFEBICRT—=FTNBTTIVT—23 2 (ATF—RLADITH—ERBE)

c FOTATITOTATERERTOTATINYST LT ) A%REODT T I r—23> (NoSQL F—
BR=ARF YV I1RBLE)

« AZVUNALTIHZFEODTTIVTr—23> (A hO-F—8BE)

KEAFBICAT—Z7ANBIFIFCERATER D ATLAOVR—ZIV MR, ROLSBEOND
WERY,

« Cluster Autoscaler & Karpenter ( replicaCount > 1& Zf#FMleader-elect = true)

« AWS Load Balancerd> NO—5—

* CoreDNS

Ky RRRODOATL Y REWEERT S 6


https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
https://karpenter.sh/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/latest/
https://coredns.io/
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RYRFPIAZTAETUOFFTIAZTA

BEICE 2T, BEDRATDORY RA'/—RTRITENBEVRSICTEIENERTT, LEX
F., BU/—RTEHOZY RD—V8FOBVARY REZATD1—-)LLAEVLSICTRICEK, X
) IngressE ek TP FT7 714714\ — ) ZEATEEINetwork-heavy, ZFEHTSEE
Fanti-affinity., ROBAEDLEEZFERTEIEETEET,

« XY ND—OREIL/—ROTA K

« XY RD—UE8R/OEVRY RTOXIETZHBEHH

c ZYRT—VEROBEVRY RARY RD—IBBEILA VARV AEFERATZESICTREHD
J—RTPITAZ_FTA4EEEF/ —REL IR

XY RND—=08R/FOEVRY RAFIELTERATAET, GPU, XEU, O—HILARNL—K
E, BN EBDIGENHYYET, TOMOFERBEREAT> I ICDOVTIE, Kubernetes R
FIAIARNESBLTLSEEZL,

Ry ROBFAE

cOto> 3> Tk, Kubermnetes VT AZ—HADRY RZ2BRBITHLEHO2 D07 7A—FICD
WTEHBAL ET, 1 D8I Descheduler for Kubernetes Z L &9, Descheduler &, RROP A
TLY REWNELETOFT 74T 14I—IIERTDRY REHIBRTSHEEZEHETH & T,
RY ROBZHBZTDIOICKRIEET, 2HFEBOT7O—F T, Karpenter e NV F2 0
BEEZFEALET, MERk. 7—70—RZ&YDEL, KUYMBHICNY VT / —RIZEET
LT, UY—AOFERARRZ#HENICFEMEL THRELLLET,

Karpenter ZEHA L TWEWVWIHES K, Descheduler 2 T2 & 2H#HLET, Karpenter
& Cluster Autoscaler Z —#&ICERAL TWSFE., /— RJI)IL—7(C Descheduler & Cluster
Autoscaler ZEHTZ X T,

ITN—=TLA/—=ROFATZ1—-75

RY RFBIRENTE NRODOFWA Bz hETIRIABH W EEA, LA, F7O/%
AT=LEO2FdE, RY ROBITEHEIC D AEMN BV ET, 720, Kubernetes & AT
J1-VDVITBRETOHKRKRY RERARODZODHFWEERATD LSO, RY REEFERXAVETFE
HOERRICKYET,

CDEOIBIFIUATNTAOENERY RFAANIELI—23 & FTHIC
l&. Descheduler for Kubernetes 2l TE £ 9, TATZ1—F k., RY ROBRAXEVHBERENM

RYRFPIAZFAETFFTIA_TA 7


https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://github.com/kubernetes-sigs/descheduler
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HIR (TTL) OERAR AT ZARNZIVFYOEAOHRERZRE, BHROBNICENEY—-ILTY, LD
VIVAEEARY HA) OBRAS, ROTATTI 1 —-THBEZERFLTILEE L,

« RemovePodsViolatingTopologySpreadConstraint

* RemovePodsViolatingInterPodAntiAffinity

« RemoveDuplicates

Karpenter ffa & E>/NY £ U #gE

Karpenter 29250 —V0— RTlE, MEMEELENYF O JHELZFERAL T Y —AERE
ZHREL, Kubernetes V77 AZ—NDIAARNZHIRETE X T, Karpenter ik, RY ROBEE / —
REARZHMENICTML, TeEThHhETD—IO—RZRYDEL, KYMRBPICNY IEhn
J—RIZBELELSELET, CO7OECATE., VW—ARAEH{ZSHL, RYRTFTT7T1ZT74)—
L EDHINZEZERBL, /—RETRY RZEBEBL TL£ENEITAZR—NEREZE LT E D AN
HYET,. ROD—REFEFIERLTVET,

apiVersion: karpenter.sh/vlbetal
kind: NodePool
metadata:
name: default
spec:
disruption:
consolidationPolicy: WhenUnderutilized
expireAfter: 720h

TldconsolidationPolicy, WhenUnderutilized& izl Z A T&E XFIWhenEmpty,

« consolidationPolicy A" ICEREE h TV B FEEWhenUnderutilized, Karpenter l&3~XT
ND/—REHREERBLET, Karpenter ' EFE LR+ oICERAEATVEVW/ —REBRETS
&, Karpenter @ AN ZHIBT RO/ —ROBIBRELERBEERAKAETT,

« consolidationPolicy A ICEREE hTWBHEWhenEmpty, Karpenter &0 —2 00— RKRY
REEEBVW/ —ROKAZRENRERBZLET,

Karpenter DIEENRERF, EZRIUITIY—IICRREND CPU XL XEVFERAEOHKICED
<EDTRBYELBA, KDVYIZ, Karpenter FARY RUY—AVITANEBENBIANRIEL
CEDVWT, KVEMBTIIVALZERALET., FMICOVWTIE, Kapenter DRFIX K%
SHBLTLSEETY,

RYRFPIAZTFAETFTIAZTA 8


https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatingtopologyspreadconstraint
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatinginterpodantiaffinity
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removeduplicates
https://karpenter.sh/docs/concepts/disruption/#consolidation
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PDB Z#EHL TEELRD—IJO—RZREIT D

RY RAAWTFE (PDB) &, V5 ARAXR—ROT7 7V —>3a> 050N Z#HETSIEOICFIXRE
BEET T, PDB Ik, BED XA TORY ROKRNITAKTHZIX—TY N A XEEBELET, D
T, BEORY REATOLTVHOBRPNBENEICRITENTVRUXEN HYVET, RITHOLT
DAOEDN Z—TY N A X% TESE, Kubernetes @ Z—45'Y R A XICETDETERYDOL Y
DIDNESBZPMZEBEELET, PDBsld, 7—IVO—RHFCNSDARNDOEEZZITHEVRS
ICL, FHIB<EITULHETDCENTEET, FEIFRET D &, Kubernetes i& PDB TiEEE iz
L7UNOBE#EZFLEN S, REEZHS /—RASKY REBEHIICHBRLESELET,

PDB Z#f#H L T. minAvailable& L 7'V HmaxUnavailableD#HEZEETEET, L& X,
T7UNOIAE—% 3 2 LEFERATEDKSICTRHEEE. XOBlODLS% PDB #EKL T,

apiVersion: policy/vlbetal
kind: PodDisruptionBudget
metadata:

name: my-svc-pdb
spec:

minAvailable: 3

selector:

matchLabels:
app: my-svc

T7U—>32ICPDBs ZIEELKRRETD & T, STEHNFELFHEADARY NFOFRZ &K
PRICHMAD CENTEXRS, PUFT714Z74I)—ILZEALT, BB /—RTF7O04140
RYRZEATZ1—)L, /J—ROTY7JIL—RPOPDBELEZEBETEET,

707 &EO0—RNSZUH—OALARFIVIZERETS

Kubernetes (Cld, O—RNSZH—OALAFIVIICMAT, F7VT—232OANLAFIY

VDERRITIDHENVKONPAZEENTVET, XD Kubernetes AKX 7 O—7 & O—RNZ >
H—OALAFIVvOZ, RYROIDVFFARMDODIR REL T, £2lF kubelet £ZEFEARAN IP
T RLAA® HTTP/TCP 7O—7 & LTRITTEET,

FSATRATO—T EEBRRTO—T &, BBRDIMIAULE (FERDPBLKEEEBDIRALTD
NMEZEED)BENHYET, 77UT5r—2avic—BHNEBEEN 256, EERAR7O0—-7&
BENBRENDETRY REEHFHELTI—ILET, livenss 7O—T DEREHNEL < HKWF
4. liveness 7O—7W@RY REKRTIDENHYVET,

Ry KT E 5



AWS REHA A A Amazon EKS 77U —> 3> M HA L THEZEM O - 0%
° \}
EE7O0—7

AR—r 7y 770-7Z2EALT, BETFAVIFIRVWT TV T—>32 Z2R7BLET, BB
O—7#EYTRET, OT7O-TRBEMCBEVET,

Kubernetes X7 7)o —2a> OS2 FH I 2 RABEEERETE XTI, RAREBEIrZBEL
TERY RFREZ7O—TICKBMUETE, 77UT—>3 K7L, FILLRY RAMYERENE
9,

T7Vr—2a>oRBREr FAFTEEREEE. BB®7O0-72€ALET, 77UTr—>3>

DEBICI10BAABDEN DA 2> TVSBEEE, initialDelaySecondsf{h WIZ T4 TXRA
TO—7F-EERRR7O-—T2FEALET,

Liveness 7’ O0—7

Liveness 7O—7%#FAL T, 77Uy —>3a> 0OREY., 7JOEANEAELELKETEATVS A
ESHEBRELET, SA7RAT7O—T . 7OCANEZTENEHETEIHFT7V5—23 080 B
LE<B3FY ROVIREERETEEXT, S/ 7XATO—T2EATRESE. XDEELET
WEd,

« AL TinitialDelaySecondsJZ N7/ O—7/ 2 BEEEET,

s FATZRATO-TEEFERAZ7O-T7ICRAUAZRERELBEVTLEE L,

« RY ROATMBICHDIER (TF—RER—ABE) ILKETDELIICTATZRAT7O-TZRELBEV
TLEE W,

c BED NDSATJZFATO—7%#BELETJIterminationGracePeriodSeconds, I DWW T
[kKubernetes RF LA N ESHBLTLSEZL,

RERRTO—7
EERR7O0—7#FALTUTZERHELE T,

c FTT7VT—=232KFRZT74V0ZFANBZERBITETVWRIAEDSH
- BoWBAAYL, P7VTr—23 3 —KWICEATERVEENfN HUETH. BEOARL—
SAVORTRIIBUVERLCEZ EFEENETT,

EpRR7O0—T &, F7IUT5—>3a>s NS 74V 0BMBTEDRSIC, P7UTr—>3a>vEeE
EHRTFEENEEX IS — B L TETETNTVRCEERRBTHOICH/IEET, 0. EiFERR

gE7O0—-7 10


https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/

AWS BEHA XA Amazon EKS 77U —> 3> M HA ETHREZEM O - O R
Z7O—7ORENFT+HEEE. EERA7O—THFELETIOEBEEREA. T—ER—ANDE
FREOABERICKETIERIO—TE,. IXTORY RATO-TICKKTHAEEN B E
To CORSBEBEN BRETDEFLEL, NVITI U RY—ERANS, BENfr RELERY REFEH
LEMOT—EANODAT— REENRETDAREENI BV ET,

Ingress UV —AEO—RNZH—OANILAFIVD

Application Load Balancer & Kubernetes ingressiCEAJIAF I Y JBEEN & V) £ T, Application
Load Balancer DAL AFIY UTRE, X—TY R R—RNENAZEBELET,

7 : Kubernetes MF&Eingress, BERMBBROL 1 7 —HFHEEL EFT, Application Load
Balancer D77 # )L ~N& 300 ¥ T9, EMRAE7O—TICEALEOERUEEZFERALT, 127
LAVY—RAFXLEFO—RNSFUH—ODALAFIVIRRET DL ZRFLTLSEEZ L,

NGINX GALAF IV IOERELET, FMICOVTE, NGINX RFIXV NESRLTSEE
o

Isto 1 T LAT—RNIDIAETTLAT—RIIAIZIE, NGINXASDO HTTP AL AFIY
DEREDANARAFIVIXAZALRBY)EEA, L, Istof —FY NTL—H—F
[FDestinationRuleAANEREZFER TR L. AIEOKEZRRTEET,

M DWW Tk, TEKS Best Practices — Load Balancing (Availability and Pod Lifecycle), ZZ 8L
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apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
containers:
- name: nginx
lifecycle:
# This "sleep" preStop hook delays the Pod shutdown until
# after the Ingress Controller removes the matching Endpoint or EndpointSlice
preStop:
exec:
command:
- /bin/sleep
- "20"
# This period should be turned to Ingress/Service Mesh update latency

FMICDOWVWTIE. Container hooks and EKS Best Practices — Load Balancing (Gracefully shut
applications)1 8B L TSE&E L\,
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https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/#container-hooks
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
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apiVersion: apps/vl
kind: Deployment
metadata:
name: busybox
namespace: default
spec:
replicas: 2
selector:
matchLabels:
app: busybox
template:
metadata:

labels:
app: busybox

spec:

tolerations:

- key: "node.kubernetes.io/unreachable"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 2

- key: "node.kubernetes.io/not-ready"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 2

containers:

- image: busybox
command:

- sleep

- "3600"

imagePullPolicy: IfNotPresent
name: busybox

restartPolicy: Always
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