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EX7E: CloudWatchEC2 /1 AR AE AT L T AH—
N—FHOI—>IBN
ZL DEBE. MENBEY—N—EREIZ D (VM) OEAFTI)—VO—RERTLET, BE. C

NSNID—U0—RE, XRUJAOF+T7F YT ERYIAKICEATIEEDA VAN —ILELTEBK
EHEFORZD 0S LTRITENET,

EC2AVARVAZMERAIZDCEZBRLIEER., 1 VAR AL OS DREZEVLARJLTHIHE

TEFXT, EEL, COFBVWILARILOHEHBERETRE., FVMNENZFERAZRAITZLEDIC, BK

ZBEZRVIBLVRABIDZENBYET, OF T TRV 0FEZREIL, OTEX
RIJDADF Y TFYERMYAKDIEHDFEENBAVARN—IIEBROT7O—FZ2ERITS L
T, BEAMREONLERRIENTERT,

IT £ EZBITE IFHLE T B OrganizationsAWS Y 7 RASER TE % CloudWatch Si&OF I &
KVCEZRVIVI)1—>23 0 %#FRBULET, CloudWatch Bl&ldk, BBIT2 X KNUOREOTIC
MU TEENICHEZXIS CEZERLET, AEOZEFEALT, A2 7LIRAY—N—00OY
EXNVDREFYTFYITBHEETEET, CloudWatch AmazonEC2 DI — I R4 A
N=l70OtA,

CloudWatch @4 AR —J)LEF7TOMZRKRT IR, ATLET7TUr—>3a>oOx>Jk
XRNVOAREEZXTHEL TS EEV, FATZ OSOF Y 7F v ICHXAEZFEOTEXRNUD

AZERBLTVAR L ZBRALET, JATLOTEXRNUDAR, OSIC& > TEKE N, Linux

& Windows TRERZZ 1, OF VIBLTEZRV IV I1-23 2 0EBEIVCFET

T Linux N=2 32 FREFTFAANIELI=232VICEEOX N ZAEOTT77A4ILICMA

T, Linux 4 ARNJELI—>3 20264 THRATEZEEZARNIVJREOQAT 7 7AAFH KT,

CHERF, 3% Windows N—2 3B TERELET,

E%7E: CloudWatch T—> T b

CloudWatch &, & OS ICEHB® CloudWatch T— T NET—J I RERET77A4) ZFEAL
T Amazon EC2 H—N—&EF VLI A —N—OX KNV OREOQTEF Y TFYLET, 1A
NR—=ILZRBITZIHIC, EBOEEXRNYIREOAVF Y T FVRELEEETHLEBHOHLE
9, CloudWatch 7HJ NADOKRBFEBZ I -T2 B,

EREHEIAADERENTEET, CloudWatch AR Y NEFERTZDEONOI -T2 MNMER
CloudWatch T—2 T2 RERE. HRENBT77O0—F0D 1 2. ZATALRILET 7V r—23
JILRILTOTEXRNIVAOBRZEEZL T TR ETT, RORIE, EBZEHICHTEE
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D CloudWatch SFRE7 7MW E2 A T %2 HEHE T, #BAE CloudWatch SREZ K T2 HEZERL
TVWET,

Application-specific application
level logs and metrics
CloudWatch configuration file

\
Application-specific systems
level logs and metrics
CloudWatch configuration file

Standard systems-level logs and
metrics CloudWatch
configuration file

ChSMOTEXRNI VAR, REDREPEHCEDETESICIBELTEBRTDCELEETER
T, A, BHETATVAEVHARRETRHEVBETOJEX NV IADMEBRYTY NEER
L, REEThEFERETRINBEOSVARETTELRBEY NEERTEXRT,

EC2A AR AOOTF YT Fv¥DERTE

F7AINTE, AmazonEC2 GO 77 AN EEZR IV IVELEEF vy T7FyLERA, KDV
2. A7 7A4LUFF+TFrEan, CBYIATFINET, CloudWatch IZ& 207 CloudWatch EC2
AVARVALCAZVAN=INEND T -T2 MY 7 NI TAWSAPI, ¥ EAWS Command
Line Interface(AWS CLI). ZFA T2 & Z2HESH L ET. CloudWatch AT 7 7 A )L ZEV) AT T —
< I N CloudWatch Amazon EC2 K UF > 7L T A —/N\—n O,

CloudWatch ®DOY 77 A IIASONZ—2 /)Ny FEBICESWT, O ERELTZAILEYY
TJUEY, XMUORZHELEY, BEMLZRTLEYTEET, CloudWatch l&, 7’L—>F
FAN, AR—=ARXYY, BLTISONFERXO 7 A I EBLRENE—BXATT a3 zEHR—K
L. JSSONEXOOTNBRERRICBYNET, 71NRVVTERHATI I 2EBRTICE, 7
L—2FFANTREL 72Xy hEnEOJ BN E2ERATEIHEN HVYYET,
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- CloudWatch T—> T2 M&., CloudWatch ICEETBDOTEX NV IV RAZERTHIREI 7M1
ZFERALET, CloudWatch RIC, EOJ 774N 207 ARN)—LZhsOOJARN)—L%log
groupe ChiIcdY ., —HIBNFHOREREE . EC2 A VARV AASOOTETARL— 3>
ZRITTEZERT,

F7F)INOOTARNI—ALABIFEC2AVAZRAIDERALUT, F7A)M0oOJTIL—75K
OJ774LONAERBLUTY, A AN —LADOEF K. CloudWatch A JI)IL—7, REFEAT
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JALDEBRI-CIREET T A,

ROEIE., CloudWatch O Z2F v+ 7SF vy 920N I—>I 0 RNEE. O TNk, Fv7
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IEI 1123456

"collect_list™: [

{

"file_path™: "/var/log/messages”,
"log_group_name"”: "system”,
"log_stream_name”: "{instance_id}"

}l
{

"file path": "/var/log/secure-*", Region
"log_group_name"”: "security”,
"log_stream_name”: "{instance_id}" CloudWatch Service

} ] [T e H
1 : ;

CloudWatch Logs Group: system

B AWS Cloud

123456

farllog/messages E CloudWatch Logs Group: security E
CloudWatch agent iF123456

Narflog/secure-20201001

Narllog/secure-20201002

OJJ7)L—71. ThsICBENDO7ANI—LOREHPB, &Y. £¥1U71, XKUITR
7102, BLUOBRREEZERLET, OJT77AMLNBLEILF7AILNOTI—TLEER.
THAOUREV=232VADECCAVAZRABTOT 774 NICEBDT—20OKRER., XKNJT
ADER., BROVTIT—LIIRUEET, OJJIL—TOMBIUHNBEL ESHEZTHITIHEN
HYWET, BIZE, THO R EROEDZZRAIZY MIL>THEE I, RB2EMMEEERL
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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aJJ /<Business unit>/<Project or application name>/<En
W—7% vironment>/<Log file name>
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) — LR
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OJJIL—7%4 /<Business unit>/<Project or
application name>/<Environment>/
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AJARN)—LF <Log file name>
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html

AWS HREHA AR Amazon ZERA L EOYRFET R OHRGTEERE
CloudWatch

ZEMEL T<EEV, SIAE, READV—I70—-ROFHEZRZVJZHMICL, FEAT—Y
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DAKNI)D A CloudWatch &, XKDV JABEEOUEDTFA X2 a>T—EILEESN, X
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(. AWS (BIZIE., AWS/EC2) THREDBBZEA BV, FFAWS X KNUT AR, HARLXKNDY
ALRBENET, TRELTF ¥y 7Fr 32 XNIIT A CloudWatch T— I NEITXTHAR
BLAXRNDOAERBENET, ERENEZEREOKE. CloudWatch QA N, EX KU IAHN TN
TOECCAVARVAETERGFE—HICOXMBAESH ZFHATHIHEN HYET, HlRIE, EEE
D—O0—ROXRNDIVAOELAB LY FZERL., FEAD—IVO—RICEZINASOXARNIIAD
NeEEYT Y NEFERTEET,

CWAgentlk, FRBETEIXRNV VAT 72 NOBRIZE[ZEBTY, CloudWatch T—> 1>
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RREBDELSICEAMNEBEZREETAIXEN HYVET, COT770—FR., EHOEBERLED—IO—
RABUTZHD N2ERTREEICENTT, £z, BRZBEOmABRAZ CloudWatch OT
L—7"nmEHE,

BEETAX23 V& >THAEh, —EOXRFICRLTOMITDOICKILSE, BAEN KRS
nBd70/NT14T9. AmazonEC2 ICIE EC2 1 VARV ARA®D ARINDX N U A # Instanceld
B KTPAutoScalingGroupName F4 X2 a>VTEENE T, £, FHATE-_ZFV I %2H
MICTBBE. Imageld BKY InstanceType T4 X AVTARNI O AZZ TR ET,

Bl ZF. Amazon EC2 l&., Instanceld 4 X a > HADEIND CPU ERAEXKNU OV AICINA

T. InstanceType T4 X232 CPUEARICETREIMEDOEC2A VAR AX NI DA ZR
HLET, ChICKY, BEODAVAZVAZRAT ODINTODEC2AVARVAICMAT, —ED
EC2AVARVAMD CPU FRHEEZDNTEET,

FAXAEEMTSE, oWEIEBELETH, 2N BEIANEEBMNLET, ChilE.,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
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CHFBFEEC2AZVARVADIFHLWX NI IATY, @BINFBTFOEC2A VAR AZRITLTY
BBE. CHCRYBTFOXRNVIAFREL, AR BB ET, JANZHHAS LT FRT
B ANVTADA—FT1FIT1E, REMEOEVTA X3V ERETIHLENHYE
T, PIAEE. EEEBTV—VO-RXNVIADTFA XT3V 0REBZREY NEERL., FEEXEDT—
JO—RTRINASOTFAXZIVONEBRTT2Y NEERTEEXT,

dappend_dimensions7ONT 4 AL T, TEBENE 1 2FLEEIXNTOXRNDY
DACTAAT 3 REBINT S CloudWatch DERE £, BNICEBMNTZLETESE

9, Imageld,Instanceld,InstanceType, 8 KT*AutoScalingGroupNameFAD TN TDHOX K1)
2 A CloudWatch MERE £ioldk. BEDA RNV AICEEZEOTFAX AR EEZEMTRD L
£ TEET, append_dimensionsEFO XKUY ODOZ7O/NT 4, CloudWatch l&, TEZEL = X
NUODRAFAXDIVICHET IR EETTDEETEEXT, aggregation_dimensions”’
aONT 1,

BlZE, InstanceType TA X AVICEAETNEXEV ZEFTERZDT, 1 VARV ARA
TZELTRTODEC2A VARV AN FEALTVBREIXE) ZRELET, t2.micro V—2 3
VTCRITENTVBRAN AR AZRERTDE, t2.micro V5 AZFEALTWVWET—I0— R
BTN EXTUZBEICFALTVWS, FLEEBNMALTVWSAZHMTEERT, FAROKT
. TEBXETVREZRF DEC2UVSAZFERHITADRTV—VO—ROKRTHBAREEN HYET,
XEREIC, BREIFEARGE, XTUFRZED AmazonEC2 VS A%ZEATZ2 T —IJO0—ROKIETHS
AREMN B ET,

RORKEF, YT I ERLTVWET, CloudWatch AR ALABZHZERE, BMehkFa4 X3
V. BrRUEHZEFERTAIX KNIV AR EInstanceTypes
E i-123456 (t2.micro)

AWS Cloud

CloudWatch Service - Metrics: /MyBusinessUnit/MyProject/Development Namespace

Instanceld, InstanceType

mem_used_percent (i-123456, t2 micro)

mem_used_percent (i-123456, t2.small)

mem_used_percent (i-456789, t2 small)

Aggregated by InstanceType

CloudWatch agent
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SATLLRILOOT DORE

SAFLLARIILOOTF, T LIZAFEE AWS Cloud LOBEOZHE RS TN 1—F 1>
JILRARTE, OJF vy T7F¥T77O-FICRE, OSICK 2 TERENEITRNTOI AT AOY
EEFIAIVFAOVREDIHBENHYNET, OSHAERTZIOT 774K, 0OSDODN—23IC
KOTEBDHFENHYET,

-CloudWatch T—2 T2 NE, AR MAJEZIBEL T Windows I X NATOEZRV T %
HR—KNLET, TEZZV>T TS Windows 1 R hOY (HlxE, System, Application, &
zlESecurity) ZBIRTEE T,

Linux > AT ANV AT AL, P7V5—>3a>y, 8rttEFa)F740O07, BE /var/log T4
LONVIZREENET, ROKE, EZRUVIITRXEN D —MBRNEF74)ILNOT 774
ZERZLTVETH, /etc/rsyslog.conf £il& /etc/syslog.conf 77 M) &2FEAL T, &
ATLOOT7 74 IILORBENDREZHBILET,

Fedora 71 ARUE1—->3> /var/log/boot.log* —7—K7v 7O

7
(Amazon Linux, CentOS, Red Hat Enterprise

Linux DHE) /var/log/dmesg — H—=)LOY
/var/log/secure -tF1T 1 EFER

/var/log/messages — —MMBEI AT A
mis)

2 AT LL AL CloudWatch 5%E 22


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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/var/log/cron* — Cron 0%
/var/log/cloud-init-output.log —
Userdata AZ—KNT7Y7ROVUT KA S5DH
i
Debian /var/log/syslog — 7—KF7v 705
(Ubuntu) /var/log/cloud-init-output.log —

Userdata AZ—KNT7Y7ROVUT KA S5DH

B

/var/log/auth.log —-tF¥21UF 1 &8

/var/log/kern.log — A—X%J)LOY

HEICE, EZR2UI93507 245K ITHAMOTI -2 MNKERFATAODVR—R IS
BPBEEHYVET, ChESDI—SIVRNEERTITIVT—23 2 ICk2TERETNZO9774
LNZEFEL TREL, 774N OBEFZEREL TERICEHDDIMEN HYET, L&XE. Systems
Manager & CloudWatch T— T2 REEREICOT A LET, ROKIC, Windows & & T Linux
DehsOI—>INOJOBRZRLET,

Windows

CloudWatch T—> 1> N

Systems Manager Agent

$Env:ProgramData\A
mazon\AmazonCloudW
atchAgent\Logs\ama
zon-cloudwatch-age
nt.log

%PROGRAMDATA%\Amaz
on\SSM\Logs\amazon-
ssm-agent.log

%PROGRAMDATA%\Amazon
\SSM\Logs\errors.log

%PROGRAMDATA%\Amaz
on\SSM\Logs\audits
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\amazon-ssm-agent-
audit-YYYY-MM-DD

Linux CloudWatch T—> T > b~ /opt/aws/amazon-cl
oudwatch-agent/log
s/amazon-cloudwatc
h-agent.log

Systems Manager Agent /var/log/amazon/ssm/
amazon-ssm-agent.log

/var/log/amazon/ssm/
errors.log

/var/log/amazon/ssm/
audits/amazon-ssm-
agent-audit-YYYY-MM-
DD

CloudWatch l&, OJ 77 AN ERENTVREHEE, OV 774 EE ELET, CloudWatch
T—IVRDOERETIN, ROV ERBA, Chik, FA4ANIJELI—23 2 Z BRI DB
T, Linux ANE—OOVEBRZHIZITRESICENTT, o, IT-IMNELEREY I A
DITTF7IT—2 3 ORTHIBARESAZETCOT 7 7AMUNEELBEVBEICERIEET,

SATLLRILDANI D AZFZRET S

XEVEFAAVBEBBOFERARIE, Amazon EC2 Bt T2 EBEX RNV IJRAIZREENELA. C
NSOARNVIORAEEDDIZIEFE. ZAVARN=ILTRETIHENHYET, CloudWatch EC2
AVARVAODI—2 T N, -CloudWatch T—2 T2 RERE 14 Y'— R Tl& CloudWatch T®OE%
EEBBFRARNVOAMBEBIZISUT, XNUORAZEMELIGFHIBRTEE T, BFIICERE LXK
DoAY NEBRL T, YEZRBEYELARILZREL TSEZ L,

IVRI-—Y—ED—0O0—-RAEERG. Y—N—FERFEC2AVAZVADBENDEHRICEIY
T, BIMODATLXRNVOAZLNATIUEN HVET, cNSODXRNIUYIERR. BIOT774
LWRE N—2a &R, BLOVRTIIDHXENHVYET, CloudWatch T— T REET 7 A
L. BRAEBELD IO ICHRDIFAT (Amazon S3 B &) THEEZNET,
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T705—=2a> O EXMNIDOAR, EFHROTTIVT—23 Ik 2TERE N, F7UT—
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D—O0—ROFABEER. IXTOEERLT TV T—2328LCOAVR—FKbOOTT7714)LE
XRNVOAZBELTERIDLENHY XTI,

T70or—23a>LR)ILoO7OEE

FT70r—=>arvRiodxF o Jdk, P7UT5—>a3a 0 @AM ESHICK>TERYET, off-
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/retrieve-ecs-optimized_AMI.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-metrics-ECS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
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{
"logs": {
"metrics_collected": {
"emf": { }
}
}
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_cw_emf_example
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_firelense_emf_example
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://prometheus.io/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
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https://kubernetes.io/docs/concepts/workloads/pods/
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https://aws.amazon.com/eks/sla/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs-FluentBit.html
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https://docs.aws.amazon.com/eks/latest/userguide/launch-templates.html
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com/eks/latest/userguide/worker.html
https://docs.aws.amazon.com/eks/latest/userguide/worker.html
https://docs.aws.amazon.com/eks/latest/userguide/launch-templates.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon_eks_managed_node_group_launch_config.yaml
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-update-behavior.html
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-update-behavior.html
https://aws.amazon.com/bottlerocket/
https://docs.aws.amazon.com/eks/latest/userguide/eks-compute.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
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"AutoScalingGroupName": "eks-e@bab7f4-fabc-64ba-dbd9-094aeebcfIba",
"CloudWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"
}

1,

"Dimensions": [

[

"PodName",

"Namespace",

"ClusterName"

]

1,

"Namespace": "ContainerInsights"

}

1,

"ClusterName": "eksdemo",
"InstanceId": "i-@3b21al6b854aa4ca",
"InstanceType": "t3.medium",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

1,

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "Q",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
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"pod_memory_failcnt": @,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
"pod_memory_reserved_capacity": 5.148439982463127,
"pod_memory_rss": 38481920,
"pod_memory_swap": O,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx_dropped": 0,
"pod_network_rx_errors": 0,
"pod_network_rx_packets": 3.3495665260575094,
"pod_network_total_bytes": 4283.442421354973,
"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": 0,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

EEL, #F¥YT7FYLEXNUIRZIIVILT, E5BBAUHANEBBIENTEET, flx
E. ROVIVZRTLT, XEBEIR—ZEZOHIEHD 20 RY RERRTEXT,

fields @timestamp, @message

| filter (pod_memory_pgfault > Q)
| sort @timestamp desc

| 1imit 20
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