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aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json
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 Secrets Manager A2V —J)LELZEAWS CLI (FIEZZR) 2FAL TERB RTIBE > —
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o

B

ASP.NET Core Web API (NET6) D> — I LY RYXR—TJ ¥ —HDS5—DLYNITIOEATDIC
(&:

1. NuGet ATMO/NY 4 —=% ASP.NET Core ®J T 7 API IZEBILET,

AWSSDK.SecretsManager.Caching
2. Program.cs77AIIC, LTOEEZMAE T,

» Amazon.SecretsManager®&RIZf (1) ZEBMLE£ 9,

using Amazon.SecretsManager;

- Y—ER(2) BERLET,

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new AmazonSecretsManagerClient({RegionEndpoint.EUWest2)
J;

builder.Services.AddHealthChecks();
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SICEELFT (fl:-ValuesController.cs)o

« AVARZIE— (1) ZEMLET,

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

+ GetSecretXVVvY R (2) ZEELEY,

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSjéqd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

CC T, 111122223333 X 7HO> N ID Z8ELE T,

[Route("api/[controller]")]
[ApiController]

public class SecretsController : ControllerBase

{
private readonly IAmazonSecretsManager _secretsManager;
public SecretsController(IAmazonSecretsManager secretsManager) o
{
_secretsManager = secretsManager;
}
[HttpGet]
public IActionResult GetSecret() 9
{
string secretName = "arn:aws:secretsmanager:eu-west-2:[ll :secret :dev/myapp/tenant-gSjéqd";
GetSecretValueRequest request = new GetSecret\u'alueﬂequest();
request.SecretId = secretName;
request.VersionStage = "AWSCURRENT";
Task<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);
return Ok(new { Secret = response.Result.SecretString });
]
}
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« AWS Command Line Interface(AWS CL) /N\—23 2> 2, 1V AKR=lEn, FIOELATESR LS
RETNhTVBAWS THIV N (FIEZSE)

« AWS Toolkit for Visual Studio, FREXH (FIEZZSH)
« Secrets Manager 122V — )L & 7zl& AWS CLI

£l
ASP.NET Core Web 77U —2 3> & EE APIONSXA—BRARNTHSEERETSICE:

1. NuGet ATO/NY 4 —>% ASP.NET Core DI 7 API ICEBMLET,

Amazon.Extensions.Configuration.SystemsManager
2. Program.cs77ANIC, ATOEEZMAET,

c usingAT—RX>UN(1) ZEMLET,
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https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
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using Amazon;
using Amazon.Extensions.NETCore.Setup;

+ AWS Systems Managers  EZEML £ (2)o

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

Region = RegionEndpoint.EUWest2
3);
using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;
var builder = WebApplication.CreateBuilder(args);
/{ Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunlLevel(LoglLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
: 2)
Region = RegionEndpoint.EUWest2
1;

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(® Note

/myapp/devRegionEndPoint &E/NT X —R I EWIZHOEHT A, REZE (Region
= RegionEndpoint.GetBySystemName("eu-west-2")) ASHUOHITHENHY)
F9, EBRERETCENASOEZ/N—RI—F12JLEVTLIEEL,

3. HILWIOSART77A4I%E/ERL, ParameterOptions.csBuZMNFET, 774 ZFL
T. U Tod—REZEBMLET,

public class ParameterOptions

{

public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;

Bl 13
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public string key2 { get; set; } = string.Empty;

4. Parameter Store A SEZBEBITHICEF. A NA—F—OIVFAT7T7AINICROEEZNAE
9 (&AW, ValuesController.cs).

c AVARZIR— (1) ZEMLET,

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)
{

_configuration = configuration;

s NTX=BARNT 2) HS5EZBBLET,

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

};

[Route("api/[controller]")]
[ApiController]

public class ParametersController : ControllerBase o

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)

{
—configuration = configuration;
}
// GET: api/<ParametersController>
[HttpGet])
public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
—configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

b
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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