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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-and-access-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-and-access-management.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-iam-root-user-activity.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/

AWS REH 15> A AWS CAF ¥ 1 UT A #EEe RETH - ODOHREEF 'J7_|:4 :I;/L
D_

ATEXRT, VJOAARTAIVRTORAZBRETDICEFE. XON=FHIY NI IAM O—)LZERK
L. OUBEBT7HVY R NDOIL—RI—HF—OHAZOO-LESIERTSNBDELSCRII—ZER
LET. FMAICOVTE, IAIM RFIXUMO "TFa2a—-—K~UTI:IAMO—)L AWS AT b ZfE
ALEBOT7OEANEE, 2R LTLEE L,

L—RI——FRERRBAICERDO MFATNA AZENCTRD L Z2HEHLET. FEOHEKE
DETHRA8AED MFATFNA AZ2ERTEXY,

AAICOVWTR, BMTOUY—-RZZRLTSEEL,

« IAM RFIXRND/N—RIITT TOTP =0 OERL

« IAM RFIXY N DREZEZRFRE (MFA) FNA AZEBMICTS

c IAMRFIAIXRNOFIDOtEFI1)FT1F—DEMIE

« IAM RFIXD MO "SERRF (MFA) ZEAL TR —0H 1A ZRET S

AMOEFIUFTAORARNT ST 1 AILHRED

IAM RFIAXNIZE, AWSTHIVN BLRT VY —AORBICEILDORARNTZSIT141 AN
ARDFEENTVET, ChiClk, RMFEQORAICH>TT I RAET VAT ZBRET S IZ
HOEREBENEENTVET, AIMEFIVF A1 ORANTSI9T1AOFELTR, DT ITF
L—>320ORE. MFAOER, —RNAFRIEBEROFRABEN B ET,

FHACOVTE, LTOVY—-RZZRLTEE L,

c IAMRFIXVRD NIAMIZHEFDEFIVTAIORANTZFIT 1A,
* IAM RFIXZ MDOAWS VY —ATO— KR FEELE RO £

BNEEOT VEAFAZNETS

RNEHEER, FAVORTICBBEBRT IV EAFANKZENETEIFETT, chZzeT5 LK. BE
DERHBETTHED VY —AICHLTRITTERFI3IVEERLET,

BUR—AOTI7tEAO2 R O—J) (ABAC) &, 2V BEDEBHICEIVWIT VAN TZERT S
WHEEETT, JIL—T, FTAFT1474, DY—ABMHZFEAL T, B201—H%—0T70tA
FHEERTDOTRHEL, KEBLATIVEAFTEZBHNICERTEET, HlAE. ABAC ZEAL
T, AREIINL—THF7OP IO NCBEERTSNERENDRITZZF DUV —ARICOKTIEATS
CEZFAUTEERT,

IAMRARNTZ T 4R 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html#ru-bp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-protected-resources.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-capabilities.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html?ref=wellarchitected
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-unencrypted-snapshot
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html

AWS REH A A2 A AWS CAF ¥ 1 UT A #EEe RETH - ODOHREEF Uj_l:éj;/l/

EENYOTYTLES, FRAFYTIVvRNE, AFYy72avyhzIE—LEY, ZTIHS
DBAVARVAZRERLEYTDEHICHETEEXT,

AFTv72avy haENTUYOELTHETRZHERR., AFTYT2ay NAOTF—EN T4 R—
RTEBMBETERVCEEZBRBLTILKEES VY, ATV T 2avy MINTUYOICHEEND L,
F—RILTIOEARATRDEODINTOAWNS THI KN TORAFIANFTEEIhET, chilk
V). Amazon RDS 4 VAR ARDF—2 N EREB T LHE D AESEN Y ET,

A OVTE, LTOVY—-RZZRLTSEE L,

« AmazonRDS RFIXKNTOHODBAFT Y723y hoHE
« AWS Config rdrds-snapshots-public-prohibited K¥F 1 X2/
« RDS AF v 723V & Security Hub RFIAXVRTTFAR—BNICTRIRBENHYET

Amazon RDS. Amazon Redshift, 8 KT AWS DMS JUY —AAD
NIy OoFoOARZ7OY 90T

Amazon RDS DB 4 > A&Z > A, Amazon Redshift 75 A& —, & &V AWS Database Migration

Service (AWSDMS) L7’V —>a> AV AR AENT VY DICTOEAMEEICERETEE

¥, publiclyAccessible 7 4 —JL REA DFEtrue. chsSOUY—RBNTUYIILT O+

ZT%??O NTVYOFOLAZHFATRE, FEHERNT 714y 0, BH, F—RI—UNFRET
AN BYVET, chSOUY—ANONT VY IOT IO AZFALBEVCEEZHEOLET,

Amazon RDSDB 4/ VAZ A, AWSDMS L7V —>3a A2V AR VA, £l Amazon
Redshift 75 ARX—NNT VY OT O ERAEZHFATEIHNESHERETDICIE. AWS Config JL—IL
F/z(F Security Hub I FA—ILZBMICTRD & Z2HE8MHLET,

® Note

L AWSDMS 77U —> 3> A VAR AONT VY OTFTOEARERE, 41 VAZVADT
O3> T %ICEETHERTETRA. NTVYITOEAREEZLZETDICIE
BEDA VAR AZHIBRLTHASBERLET. BERTDIEERKR, NTUYIICT 711
AAEEEATa v E2BRULAEVTLIEEV,

AICOVWTR, BMTOUY—-RZZRLTSEEL,

 Security Hub RF I X2 RTAWSDMS L7 VT =23 AV AR Az LAVWTEZEV

Amazon RDS. Amazon Redshift, & & AWSDMS UY—ZAADONTUY ITFTI+EA 23


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
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https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/redshift/latest/mgmt/managing-clusters-console.html#modify-cluster
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html#security-best-practices-prevent
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-1
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/opensearch-controls.html#opensearch-2
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html#deleting-keys-scheduling-key-deletion-console
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/determining-access.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-and-test-incident-response-plan.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_identify_personnel.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/what-to-create-playbooks-for.html
https://github.com/aws-samples/aws-incident-response-playbooks
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://aws.amazon.com/blogs/security/how-to-remediate-amazon-inspector-security-findings-automatically/
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cloudwatch-events.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/understand-aws-response-teams-and-support.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html

AWS REH A A2 A AWS CAF ¥ 1T HEEERETD LHOHEREF1 VT 4O

ko=
SE — °
IRDAT VYT
DTIRDY—Z—&HETITDEEEF. ChsoXEEshiE=O M NO=II, HAFZA, BLTE

BATaEBRIDCENEETT, chsOLOAXF—2avEFk, 929 ROEF21UFT4
HFHElZREL AWS V5T R, EFAWS HEEFITERENTLVS OEF1 T4 LOEREE
RETDICKIBET,

ROATYTTRR, ATZHEOHLET,

« RANT ST A AREREHA A ADEMZ DOV TIE, AWS Well-Architected 7L — A7 —
D6 ODREERREL T EEL,

- HBHFrERTS AWS OH—ER IZDOVWTIE, FATBESAWS Security Hub > ~MA—=JLD )R
NEBERL, RETNASOOMO—ILOVWTIAZEMNCIZIHEN HIHNESHZFHMEL F
£

« HEBIANFERATS AWS OH—ER ICD2WTIE., EAAEEZAWS Config VE—2 RIL—ILOUAK
ZHEL, RETIINSOL—ILOVTIAEZEMICITEIMBEN HEIHNESHETMELET,

32


https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/security-controls-by-caf-capability.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
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