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£, COT7O—FORAE. BEAETRTHERL IAMO—/L AWS DY —ER 2REE S
2, COF—ALNITICRNILRY DICBBUEMENI B LTI, BloAEELT, 7oA
FHNERZFBRALT, 97VRAVITZFARNTZIVFrOBRR, 7AN, B8, EBZITS>1—H—
DHIZIAM T IV ERZERETRHENBYVET. RUZ—0OFIICOVWTIEE. TExample Permission
Boundaries (GitHub) 2B L TS &L\,
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
https://github.com/aws-samples/example-permissions-boundary
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T72YRNTA—LF—LEETHIFNZERKER (DevOps) F—ATR., Z<DHE, BHOLHNEFK
F—LOEILT7H—EABREETTVT— 3V EROREMEDNT L AZMBBEN BV ET,
BECHT28EMH, BE. BNZERIZIOC>ZT7IINEZBTBLIET, F—LOEFR—
2AVEMLEERBIENTEXRT, IVZTR, HOAICERI A<, BEMIYULTHEZT
B2EZEATVETY, DevOps FT—ANEILT7H—EAVIV1-3 2 ZRETEIE, UEEFE
FTEIRICMLDT— LA DevOps F—AICHDIBEBERBEENET,

Aty NOER

DT IVEAFALY hEFERALTAWS THIO N TIORAZEBETEERT AWSIAM T A T T4
TAER—, FAEY NEW, IAMARD > —%& 1 2BE, BHOAWS PAHDONCF7O149%
CENTERTUTL—MDZETT, FAEYRNEAWS PTHDUUNIZEINHETRE, IMTPAT
TATAEYE—=NFIAMO=)LZELL. IAMARDS—2FOO-)ICTRYFLET, FMIC

2WTIk. TCreate and manage permission setsy (IAM 7 A Fo T4 T4 2 Z—ORFIXN)
ZSRLTLEZ,

AWS TlF, EDPZXANDEXREXBARIVFIINVETIRTIOEAFTRY hEERTHD &
ZHEBOHLET,

BIZE., ROFAEY NEHERTEET,

« BRICHFTRIFAEY b

- AREFTEY b

- AEBRBRFTEY b

ROT IO AFAtY ME, AWS CloudFormation 7> 7L —KMASDAZRY RTT, <O I—
RERABKELTHEAL, ESXRAILEDETHARAEII A AL TLEE W, CloudFormation 77
L—RNOFMIZDOVTIE, TLearn template basics, (CloudFormation RF¥ 1 X KN) #5HBL TL

ZEW,

ARICHTRFFAEY b

B #F — L& BillingAccessPermissionSet ZEA L T, £7 A2 h® AWS Biling IV =LA v
< 17R— R & AWS Cost Explorer # R RLE T,

BillingAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to Billing and Cost Explorer
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/Billing"
Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

HEREFITEY b

I>ZTF7)>2TF—LAIE. DeveloperAccessPermissionSet Z A L THEARBHEBR 7 HT > NC
TORATEET,

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",

"Condition": {
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"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
I
"Null": {
"cloudformation:ImportResourceTypes": true

}
}I

{
"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

},

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H
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AEBRBAFITEY b

I ZTF U9 F—Alk. ProductionPermissionSet ZFAL T, XEHFBRT7HONIT oL
ATEXRT, COFAEY MZEFIRF BHY), BEOHROTIVEAELLIHY)FHA,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"jam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

}

InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"

AEBRBRAFTEY b 20



AWS REFHAH A BEAOBITAWS THT2 K

ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

T IR AFAI DR DIEK

AAEYRNZFTO/MLES, PUVRAHFADEREZRELET, COTIVEAFANERER, ¥
TZORAVIZARNZUVF v 2RE. TAN BB, EELTVWRI—HY-0OHKICIAMTIER%E
ZEITRIANZALDOZETT, chsOI—H—iF, RUS—ETIEAFADERERATHAEAT
WBT023a>Dh%eERITTERT,

AWS CloudFormation 7> 7L — R TT7 V2 AHFANDHERZEEL . CloudFormation StackSets
EERALTT7TL—RNEEBOTHIONIF7OAMTEET, cnlckY), 1 BORETHE
BEEICEENMETNLERIS —ZRIUL THIFTEERT, FMICOVWTIEE, "Working with AWS
CloudFormation StackSets (CloudFormation RF 1 X M) ZZRBL TS EE L,

X @ CloudFormation 7> 7'L—hKi&k, IAIMO—=)LZ7’OE>3aZ>J0L, FOEAHFATOEREL
THEET D IAM AR —ZERLET, AZXVIEY NEFERATRE, COT7L—MNEHEBR
DIXRTOXN=T A NZF7TOA4TEERT,

CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS: :URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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RoleName:

CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"

Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary

PolicyDocument:
Version:

Resource:

"2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

na
na
"iam
na

iam:
iam:
:DeleteRolePolicy"
iam:
iam:
iam:

AttachRolePolicy"
CreateRole"

DetachRolePolicy"
PutRolePermissionsBoundary"
PutRolePolicy"

1Sub "arn:${AWS::Partition}

Condition:
ArnEquals:
PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow
Action:

Resource:

"iam:

lam

lam:
lam:
lam:
lam:

DeleteRole"

TagRole"

UntagRole"
UpdateAssumeRolePolicy"

:UpdateRole"
iam:

UpdateRoleDescription”
1Sub "arn:${AWS::Partition}

- Sid: OverlyPermissiveAllowedServices

Effect: Allow

Action:
"lambda:*"
"apigateway:*"
"events:*"
"s3:*"
"logs:*"

Resource:

"

tiam: : ${AWS

tiam: : ${AWS

::AccountId}:role/app/*"

::AccountId}:role/app/*"

T EAFADORADER
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CloudFormationRole O0—JL, PermissionsBoundary 7R ') > —, DeveloperAccess &F Atz Y N A" EHE
LTROERZNAFELET,

J1—%—I&. ReadOnlyAccess AWS EEBR) S —ZBLUTAWS OH—E R, BEAED NDFE
IV ERT O LAEZRFEET,

J—+4—I&. AWSSupportAccess AWS BRI —&BLU T, A—7TUHR—KNT—RAILTIL
ATEET,

1—4%—I&. AWSBIllingReadOnlyAccess AWS BER—%ZBLU T, AWSBIling >V =)L
Y2 1R—RICHEIDMVERTTIEATERT,

J—%—I&. AWSServiceCatalogEndUserFullAccess AWS EER1J —&BEL T, Service
Catalog " S®RZ7OES I "I TEET,

A12ZF42KR)D—IC& 2T, CloudFormation 7L —RODIARNZENTERIEL TRES
BENTEERT,

CloudFormationRole IAM O—JLZFEATH & T, 1—H—&, app/ THES CloudFormation
ARY JEER., B, HIBRTEEXT,

CloudFormation ZfEA L T, 1—H—f app/ THES IAM O—/LZER, FH. HIBRTEFE
¥, PermissionsBoundary IAM ARV —d, 1—H—HFERZFKITDEEMEET,

J—%—IF AWS Lambda, CloudFormation ZfEA L T®MD &, . Amazon EventBridge. Amazon
CloudWatch, Amazon Simple Storage Service (Amazon S3), & & T' Amazon API Gateway 'J
V—R&E7OE>3a_ T TEET,

ROEGEF, ARESEDERZF DI -, COHA RTHAZNTLWRFHFTEY b, 1AM
O—J)., PTO€AFADORRZFEALTXN=TAINCHLWIAMO-)LZEXT D HE%E
RLUTVWET,

1.

A—¥—RIAMTA 774741 X—TFALZ4T\\. DeveloperAccess IAM O— )L Z5| & %
FE7,

. 1—H%—h" cloudformation:CreateStack 72> 3> %3%E1TL . CloudFormationRole MIAM

O—)%z5&ZFXT,

. d1—H¥—2A"iam:CreateRole 793> %E1TL. CloudFormation ZfERAL THL L IAM O—

WZERLET,

. PermissionsBoundary ®IAM /RS —A#H L W IAM O—=J)LICERAEhET,
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] AWS Cloud
DS Management account Member account
v v
v v
*x x
DeveloperAccess AdministratorAccess
permission set managed policy
(1 l oi 3
oy (R A = A
User DeveloperAccess CloudFormationRole New 1AM role
1AM IAM role IAM role CloudFormation
Identity Center T
— O
v
PermissionsBoundary
|AM policy

CloudFormationRole ® O —)LIC l&AdministratorAccess BRI —ATFTRY FEan TV

£ 9/, PermissionsBoundary IAM 7R') > —I(Z &k ) CloudFormationRole @ O— )L DB 7%

FF AT l& PermissionsBoundary R > — &R UIC%Y) £, PermissionsBoundary 7R 1) > —

(&, iam:CreateRole 7V 32 OFHUKICBEFORIS —2ZBLET, ChiCkY, PFUVER
FHOERFERAEATVREZEICOAO—I)LZERNTEET,

BANDOT VL AFADER

oty N, TOLRAZFTNDIER, CloudFormationRole DIAM O— )L FEHTZ T, B4 D7
DO NIICEEZ) HTEDBENHBZITIOLAHFTOEZFHRTEEXET, ChiCklY), 2HOERE
IEDEBTTIOEAZEBEL, B/ MEEENETH I EVSEFIVFAIORANT ST 1 A% ER
TE&EET,

H—ERACVVENEO-LE2FERATRIEETEET, ChiF, I—Y—ICRb2TUY—-XA
Z270E>a”"J9%EBRZE AWS H—ERIZFETREOTT, IAMZ7UD )N (A—H—,
A—H—J)IL—7, O-II) TV EAERERETEIRDYIC, Y—EALCT IV EAERERNST
EET, LA, OoH—ERICU>V&EnO—)LAWS Service CatalogZfER T2 &, IAM S
DNV T O EAFTZE) HTRH AL, MEOT7L—K, UY—A, BREZ7OL
TAZVYITEET, HMEICOVTR., TIAM EEETDHAWS OH—E X KT TH—ER >
JO0=)OFEAS (IAM RFIX N ZZRBLTLSEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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BORARNTZSOT14 AR, BAOAWS IZIOXNAVY—=IATIOELATEZERFIR
IBH5IETT, AVV—INANDOT I EAZHIRYT S &T. AWS CloudFormation, HashiCorp
Terraform, Pulumi & & @ Infrastructure as Code (laC) #ffiz#EAL TV Y —A&27’OE>a - Y
FTRDEOBAILERT B ENTEET, aCICKDA U TTFANTIOFYOEETIE., BREOZB
ICHESUY—ADZ{LEEBHL, GitHUb D7 NIV ITARNBENEEZRARITDIAN_ALZEA
TE&ZEXT,

BANDT VAFATOER 25


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://www.terraform.io/
https://www.pulumi.com/
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VPC Mkt

%< O%E T, Amazon Virtual Private Cloud (Amazon VPC) @ VPC EF7 U U #ERAL T, AR
F VPC £ AEBBA VPC ICEHELTVWET, VPCET UV JEREFERATRE. 774X —KIP
TRLAZFEALT2DOOVPCEATRTI 74V I EIN—TFTAVITEXY, EHRVPCs Ik, EBD
AWS THIUN EEBD IZHBDENTEEXRTAWS V-3, FHICOVWTR, TVPCET
#EEL 3 (Amazon VPCRF 1 XV RN) 2BBLTLKEEV, 2¥AREL, VPC OHAER B (2
2T, IXNTOVPCREDET IV JEBRZHRBITDCEN AV TFAOEBICBD ZENHY)
£9, VPCHEYDVPCET UV ITEROBRABRICK > THRNIHZIHEEH ) ET, FHICOV
Tk, "VPCETD JEZEI #—21 (Amazon VPC RFIX KN Z2ZRBLTLKEE,

BEO ICEKEN > THAERB T —FERANTIEROBRRE, TAM , ATV 0REN B

BEEFEAWS T7HIUN, TNSOITANTO VPCsBEN S, REBRBIREANODTIVELAZHFTL AV
CEZHBEHLET, AWS Transit Gateway ZFERAL TERO T HV Y NMIEEN D VPC ZE%E
BTCEET, I—RNT—T N 208 ITD_LT, EFRIN—F—ELTHETDINZ DY NS —K
JIAENLUTHEA VPCHEEREA VPC LBETIDEMSCENTEXT, FHMAICOVT
&, T&EFRHE),—2—, (Transit Gateway RFIXV N) ZSBL T EEL,

Transit Gateway &. AWS PHIU K ¥ AWS U—J I VHFEBZENDEEH, OS>V N
TF—RIOITAEOET I TEHR—MLTWVWET Transit Gateway F 7 )X Z—2 REQOAHAMED
SVWH—ERATHD D, V=232l ell7OED a0 RBEBENHBNT DY N —h
TR DEWTS,

HMSLUVHMEZRY ND—OTF7—FFO9F v IZDO2\WTR., "TAT—S5T7I)ITL4Li&TILF VPC
AWS XY RD—DA VT ZARNZIOF v DEEL (AWS KIA "hR—N—) ZZRBL T LEEV,

T7U5—>3a> 0k

BURE (RABRREE) AORBD AWS THIV N OF 77U T—2 3V BTREZRILTIHE
FH3HEE. ROVWThAOFT IV EERATEET,

« VPC ET )T X AWS Transit Gateway l&, B8O IP 7 RLARKR—NIBLEKTI7EATS
BEIC, RYPMNID—ILRITELZRETEET,

« AWS PrivateLink &, VPC D7 ZAR—R B TZY NCIV RRAV MNEERL, ChsOIY
R7RA > N l& Amazon Route 53 Resolver CDNS T RUJELTEFREENET, DNS 2#FEFHTS
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-centralized-router.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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CElL&Y, FTVT—232 ik, VPCIZNATF—RIIARAVEZ—FY N —RNDI A &
BLETIC, IVRRAUVNEBRUTEREEZAOT—ERICELETEET,

« Amazon VPC Lattice &, BERODTHTI U NEVPCICEKENBDT7UTG—23a>BEOY—ER
ZHEENT, Y —EARYRND—DJIZFTEDHET, Y—ERARY ND—TVICEERITS Nz VPC
RNOIVZATRE, BUTAHIRNIBLTVRAESHICEEEL, Y—ERZXY ND—7
ICBETRMOINTOH—ERICVIITANZEFETEET, VPC Lattice I AWS Resource
Access Manager (AWS RAM) EHEENTWVWB S, OTHIURP 2BLUTUVY—RA%2HE
T&F 9 AWS Organizationss VPC l&, 1 DOH—ERAZRY RT—VICOAKBEER TR ENT
EBET, cOVYJI—23 TR VPCET T % AWS Transit Gateway ZFEALTF7HTU > b
BOBEEITO>VENfHYEE A,

XY ND—=DEBORANTZI0T14 A

e —TILENLERYND—TJ AWS THIVKN ICEATS ZERLET, COTHIU KNI
network-prod & WS ZEiZ 4+, AWS Transit Gateway & Amazon VPC IP Address Manager
(IPAM) ICERALET. COFTH D> N% Infrastructure_Prod OEBEMIZEBMLU £,

« AWS Resource Access Manager (AWS RAM) 2L T, NP Y RTF—KhUI A, VPC
Lattice ¥ —EAZY NT—7., IPAM 7= )L ZHBOMBDO X N—EHBELET, ChilkY),
BAWS THOVN ADIXNTO AFCNSOH—ERAERYERYTEDLSICBYET,

« IPAM 7'=)LZFERALTIPV4 & IPv6 DT RLAEYETE—EEBITSD LT, TV RI1I—Y—
A" AWS Service Catalog ZFALTVPC 2B T7AOES 32V JTERRSICRET, Ch
IC&kV), VPC OH A XZBYICHREL., IPT7RLAZEOEBER<S ZENTEET,

s AVB—XYRNANDORNTTAYVIICERIJILAO—RLT77O—FEFEHAL, 1 2F—FXY RIS
RIBICABD RN 7AVIICRAVILAOGEILT7O0—F2EALET, FMICOVTE, TT
TJLAD—7iby BRT T4 TLAODEILs Z2ZBRLTLEEV,

IJLAD—mit

—THBHAIF, 1 FZ—FXYREBTOINTORY RND—=IKTT74Y 1 DOHBEOI> b
JRAV RN eERIZRAUTT, COIVRNIKRA RN TREZREL., BEETNERXA2AD
RZ74Y00HKEHATEIHN, BEENLER—PNELEFZZTORILENLTOXRNT T 1Y U %FF
ATEXRT, &I, TTLAZ—TLTBCET, A1VF—FY MIFETDLHIZH VPC IZ NAT
T—RIIAZTTOMIRHBEN BLBDH, JAMIBICERIEET, ChiZkl), T
DITOIRRTROAVNAO-IN (C&C) AV T ZARZIOF v RE, ABHP ST UV EATBER
BEEOHBDVY—ANOBLHIFHREND S, EF1UTAOBIDLPSBEAVY RFHYUET,
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-service-network.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://aws.amazon.com/servicecatalog/
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—THBRHEDOFRET —FTOF v AT 20T, T4 2—FY MAO—THWEH D
(AWS K74 hR—/)N—) ZBBL T EE L,

AT—R7ILTYZ—= REORY ND—=DT77ATOx=)LTH'), BABHAEHLEOY—ER
T®H 3 AWS Network Firewall Z, IEERTZ 71V IO —btENIERERAINELTHERATER
To COTF7ATIA—=IE, EENT 714V VERD VPC TEREL £9, Network Firewall &,
A=Y RNTILAZRBEDRXAVICHRIDOICERATEDAT—N7ILIIL—ILEHR—K
LTWET, FMICOWTIE, Network Firewall RF 1 X KN® TDomain filteringy 228 L T K
=L,

Amazon Route 53 Resolver DNS 77 A 70 #—)LZERAL T, BED RXAVHENDEFERNT
714V 0%FRIBDEETEET, TBANRE, FT—2OFEREZH<SIETT, DNST7 A
TOA—=IIL—=ITERXAD)ARN (Route 53 RFIXVN) ZEAL TEELERXSAADT
VL AZHAUELRIERIZDCENTEET, EEOHBDTITAIETAIRTOMHOBENLER
ICBIEMNFIFSNTVBA RXAMVBEZEL AWS YZ— RRXAAMVUARNZFERATSDCEE, BA
BRLARXAV)ARNEBERTRDCEETEET, DNS 77 AT IFx—=)LI—=ILTIN—TZERL T
VPCICEBALET, PTORNTRDNSUIITARNFVPCOUYIN—ZRBHALTRXS/ B
fBRL, DNS 77470 #4—=)LIE VPC ICEAENIEL—ILITIL—TICETVTVIIARNET 1)L
BRI ULET, VIIN—ICESNDIERHNEDNS UOIARNI, RSUDYRNTF—RNIIAE
Network Firewall /NAZZHL £ A, Route 53 Resolver E DNS 77 A4 7O #—)LIE VPC A5 D
MYLULEITLANAERBIMBENHVYET,
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/sharing.html

AWS REFHAH A BEAOBITAWS THT2 K

NIWFTADRNTF—FTIOFYOEFIVTAA2DTY
APSITN

BHO CBITIDEEFAWS THIV N, #HBATRETDAEMOSHDEFI VT 1ARY
NOABEMEHIETIDENEETT, IDEEELTUEAHIM T, AWS Control Tower % £
LTSoF4200V—2%BYNTYTLELE, TORY NTYZ77OAHIC, EEF2
T4 ANS THI N Oi=HIZ AWS Control Tower ZiEELEL ., EFI1UF 1 H—EADERE
l&. security-tooling-prod 7> NCEETHDHENBYVET, COTHINEFRALTEF2
DF4—ERXAZ—REELET,

COHARTE, AWSTHIUN LilBeREIDLHICUTZERATE AWS O —ER 7%
COVWTHHALET,

» Amazon GuardDuty

« Amazon Macie

« AWS Security Hub CSPM

Amazon GuardDuty

Amazon GuardDuty &, AWS CloudTrail {1 X NOTBEDTF—RY —RA &2 #HENEE
FAVTAEZRIV I —EATT, YR—REhTLVBRF—EZY—AOVANID2VWTE, T&
BTF—2Y—A1 (GuardDuty RFIXVN) ZZRBLUTLKEEZY, EEOHBDIPTRLARXRXA
VOVARNBEDBHAVTIDIVAT A —RELCEHFZTEFEAL T, AWSRERNTOFH
LEV, BRUOEBENICKRFAITEZDOHS 79T 1ET128BALET,

T GuardDuty Z £ 9 %154 AWS Organizations, BN EBT7 NV NI, HBRNOEED

THD> N%Z GuardDuty DEFEBEICEETEET, ZTEThEEEENf TOU—2320
GuardDuty EEBET HJ > NIV EFET, GuardDuty 30 : TEBWICEMICEYVAWS V-3
V., BEREEBETHORNIE, FOV—23a HAOMBBROITXNTOFTHV 2 MO GuardDuty %
BB RVEEBEITDIEOOT IV EAFAN HYET, FHMICOVTIE, TAWS Organizations % i
AL 7z GuardDuty 71 MDOEME, (GuardDuty RFIXU N ZSRLTLSEE L,

GuardDuty =232 LARILOY—EATY, D&V, ERISK—232 T, GuardDuty &
BMCTRREN HYET,

Amazon GuardDuty 34


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
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