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FTEIRICMLDT— LA DevOps F—AICHDIBEBERBEENET,

Aty NOER

AWS IAM Identity Center D& aA+ Y N EHEALTAWS PHYIV N OFT 9 AEEBETBHENT
EET, FHEYMER, IAMARUS—% 1 DBE, BEOAWS TAHIUNICF7O/4/TB L
NTEBTUOTL—PDZETT, FALRLYREAWS TAVY KN LB HTRE, IAMTATFTY
TATAEZ—FIAMO—)ILZEKL, IAMARUS—ZFOO-IICTRYFLET, FHMICD
W&, TMCreate and manage permission setsy (IAM 7 A Fo T4 T4 2 X—DORFIXKN)
ZSRLTLEZ,

AWS TRERANDE REXRBAICHBITZHALY REERTBDCLZHBHLTVET,

BIZE., ROFAEY NEZERTEET,
« BRICHTRIFHALY b

- AREFATLY b

- AEBRBRAFTEY b

RDOFR Y ~ME. AWS CloudFormation 5 DIR#HL €D TT, COI—RZFABREL THEA
L, ES>RXRAICEDETHARII A AL TLEE L, CloudFormation 77’ L —RMNOFEMICOWVT
(&, TLearn template basicsy (CloudFormation RF 1 X K ZZBL TS EE L,

ERCNTBHTEY b

M#EF— L, BilingAccessPermissionSet ZfFHA L T, AWS Billing A2V —I& Y2 1R—R&
BT HI> MO AWS Cost Explorer 2 R RTEE T,

BillingAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
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- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/Billing"
Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

HAREFITEY N

I>2ZTF )T F—AlE. DeveloperAccessPermissionSet ZEH L THEABBZBR T HU MC
TOEATEET,

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"jam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

1,
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*",
"Condition": {

"ArnLike": {
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"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
},
"Null": {
"cloudformation:ImportResourceTypes": true

}
iy

{
"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*"

I

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

]I

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSProtonDeveloperAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H
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AEBRBAFITEY b

I ZTF U9 F—Alk. ProductionPermissionSet ZFAL T, XEHFBRT7HONIT oL
ATEXRT, COFAEY MZEFIRF BHY), BEOHROTIVEAELLIHY)FHA,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"jam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*",
"Condition": {
"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*"

}

InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
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ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

T IR AFAI DR DIEK

AAEYRNZFTO/MLES, PUVRAHFADEREZRELET, COTIVEAFANERER, ¥
TZORAVIZARNZUVF v 2RE. TAN BB, EELTVWRI—HY-0OHKICIAMTIER%E
ZEITRIANZALDOZETT, chsOI—H—iF, RUS—ETIEAFADERERATHAEAT
WBT023a>Dh%eERITTERT,

T O AT OERIE AWS CloudFormation 7> 7L — N TE&ZTE, CloudFormation StackSets
EERALTT7L—RNEEBOTHIONIF7O/4MLET, Chicky ., 1 BOBRETHB
SRICEENENLER)D —ZBIUL THIFTEERT, FHEICDOWVWTE., "Working with AWS
CloudFormation StackSets (CloudFormation RF 1 X M) ZZRBL TS EE L,

X @ CloudFormation 7> 7'L—hKi&k, IAIMO—=)LZ7’OE>3aZ>J0L, FOEAHFATOEREL
THEET D IAM AR —ZERLET, AZXVIEY NEFERATRE, COT7L—MNEHEBR
DIXRTOXN=T A NZF7TOA4TEERT,

CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS: :URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
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RoleName:

CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"

Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary

PolicyDocument:
Version:

Resource:

"2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

na
na
"iam
na

iam:
iam:
:DeleteRolePolicy"
iam:
iam:
iam:

AttachRolePolicy"
CreateRole"

DetachRolePolicy"
PutRolePermissionsBoundary"
PutRolePolicy"

1Sub "arn:${AWS::Partition}

Condition:
ArnEquals:
PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow
Action:

Resource:

"iam:

lam

lam:
lam:
lam:
lam:

DeleteRole"

TagRole"

UntagRole"
UpdateAssumeRolePolicy"

:UpdateRole"
iam:

UpdateRoleDescription”
1Sub "arn:${AWS::Partition}

- Sid: OverlyPermissiveAllowedServices

Effect: Allow

Action:
"lambda:*"
"apigateway:*"
"events:*"
"s3:*"
"logs:*"

Resource:

"

tiam: : ${AWS

tiam: : ${AWS

::AccountId}:role/app/*"

::AccountId}:role/app/*"
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CloudFormationRole O0—JL, PermissionsBoundary 7R ') > —, DeveloperAccess &F Atz Y N A" EHE
LTROERZNAFELET,

ReadOnlyAccess AWS BEERU S —IC& 2T, BEAED AWS DH—ERXA ANDOEAWYEART
DERAENF 1I—H—IZFEEhET,

AWSSupportAccess AWS BRI —IC& 2T, YR—KNT—AZRK T IO EAEN I —H—IC
TEEhFET,

AWSBIllingReadOnlyAccess AWS BIERIJS —IC& 2T, AWSBIiling >V —ILA Y 1R—R
NDOHRAMWERAT VAN I - —ICREETIhET,

AWSProtonDeveloperAccess AWS BRI —IC&k 2T, AWS Proton A 55 L WIRIEZ 7’'OE
oa”Zr ITEET,

AWSServiceCatalogEndUserFullAccess AWS &R 1)< —I(Z &k 2 T, Service Catalog »' 5 ® @ %
7O a - I TEET,

42542 1KR) I —IZKk 2T, CloudFormation 7 7’L—RDIARNEENTERIAL TREE
BENTEERT,

CloudFormationRole IAM O—)LZ A 3d2 & T, I—H—Ik, app/ THFE S CloudFormation
ARy D=ER., B, HIRTZEET,

CloudFormation ZEAL T, 1—H—(F app/ THES IAM O—I)LZER. EHF. HIBRTEX
¥, PermissionsBoundary IAM ARV —&, 1—H—FHERZFKRTDIEEZHEET,

Jd—%—(&. AWS Lambda, Amazon EventBridge, Amazon CloudWatch, Amazon Simple
Storage Service (Amazon S3), Amazon API Gateway ® ') Y — X % CloudFormation ® & Z A L
T70ESaZ>UTEET,

ROEGEF, ARESEDERZF DI -, COHA RTHAZNTLWRFHFTEY b, 1AM
O—J)., TO€CAFAORERZFEALTXN=TADNCHLWIAMO-)LZEXT D HE%E
RLTVWET,

1.

A—¥—RBIAMTATT4 741X —TFFALZ1T\\. DeveloperAccess IAM O— )L Z5|&
FE7,

. d1—H%—A" cloudformation:CreateStack 72> 3> %3%E17L. CloudFormationRole ®IAM

O—L%Z5lEXFEXT,

. d—%—7%"iam:CreateRole 727> 32 %#3X1TL. CloudFormation ZfEAL THL W IAM O—

WZERLET,

. PermissionsBoundary ®IAM /R > —A L VW IAM O—=J)LICEBAEhET,
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] AWS Cloud
DS Management account Member account
v v
v v
*x x
DeveloperAccess AdministratorAccess
permission set managed policy
(1 l oi 3
oy (R A = A
User DeveloperAccess CloudFormationRole New 1AM role
1AM IAM role IAM role CloudFormation
Identity Center T
— O
v
PermissionsBoundary
|AM policy

CloudFormationRole ® O —)LIC l&AdministratorAccess BRI —ATFTRY FEan TV

£ 9/, PermissionsBoundary IAM 7R') > —I(Z &k ) CloudFormationRole @ O— )L DB 7%

FF AT l& PermissionsBoundary R > — &R UIC%Y) £, PermissionsBoundary 7R 1) > —

(&, iam:CreateRole 7V 32 OFHUKICBEFORIS —2ZBLET, ChiCkY, PFUVER
FHOERFERAEATVREZEICOAO—I)LZERNTEET,

BANDOT VL AFADER

oty N, TOLRAZFTNDIER, CloudFormationRole DIAM O— )L FEHTZ T, B4 D7
DO NIICEEZ) HTEDBENHBZITIOLAHFTOEZFHRTEEXET, ChiCklY), 2HOERE
IEDEBTTIOEAZEBEL, B/ MEEENETH I EVSEFIVFAIORANT ST 1 A% ER
TE&EET,

H—EBERICUOEhEO—IZEATRIEETEXRT, chik, I—H—ICRb>TIUY—R
27023 ”"203%#RZE AWS Y—ERIZNHFETHEOTT, IAMZTUINL (A—H—,
A—H—J)IL—7, O-II) TV EAERERETEIRDYIC, Y—EALCT IV EAERERNST
EF T, HlAEE. AWS Proton, AWS Service Catalog DH—ERIZD > I&Eni-O—IL Tk, IAM
TOOINIWCT O AREREZENHETAH B, MEBOT7L—N VY—R, REZ70OL
DAZUJTEERT, FHHEICOVTR., TIAM EEETSE AWS OH—ER, KXY TH—EAD >
JO0—IOFERA (IAM REFIXV N ZSRLTLSEE L,
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BORANT ST 1Ak, BAD AWS Management Console N7V ATEZELEFIRT
BCETT, AVV—IANDT I EAZHR TS & T, AWS CloudFormation, HashiCorp
Terraform, Pulumi & & @ Infrastructure as Code (laC) #ffiz#EAL TV Y —A&27’OE>a - Y
FTRDEOBAILERT B ENTEET, aCICKDA U TTFANTIOFYOEETIE., BREOZB
ICHESUY—ADZ{LEEBHL, GitHUb D7 NIV ITARNBENEEZRARITDIAN_ALZEA
TE&ZEXT,
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RVFTFHRHIORNT—FTIOFrYORY ND—U 8Lk

VPC 0t

%< OE T, Amazon Virtual Private Cloud (Amazon VPC) @ VPC EF7 U > U #ERAL T, AR
B VPC EAEBBAH VPC ICEHELTVET, VPCETVIJEGEEFERTRE, 7T4RK—b
IP7RLAZFEALT2 2O VPCREATRS 71V 0 %BIN—FTF1ATTEET, EtVPCs &, B
BBDAWS THIUN EERD ICEBETEXRTAWS V=23, FHICOVWTIRE, TVPC E77#
BEE ) (Amazon VPCRF 1 XY R) #BBLTLEE W, REAREL. VPC DBAEZ 5102
NT, IXNTOVPCREOET IV IERZEHRIZETDCEN AV TFOAOEBEBIIBEZ ZENHYE
T, VPCHEVWDVPCET IV TEGDBRARBRICK > THIRNIHZIBEEHY ET, FHMICOVT
&, "TVPCETD J#EZEI#—31 (Amazon VPC RFIXU KN Z2ZRBL TS EEL,

BEO ICELEN > THEEEBRBT —XERANTIEROBERE., TAN, AT—J009REN$D
BEGAWS THIUR, ChEOIRTOVPCs BTRY NTJ—UEREREBELEN S, AEERE
REANNDTIVLAERREIETZRCEZHEHLET, AWS Transit Gateway ZFERL TEBO T HY
YNICEEND VPC 2EBIERTEE T, LI—NT—TIINEPBMITD T, EHE)—Z—LL
THETDIRNTIVDYRNT—RNIVIAZN LU THRA VPC FEAEZBHA VPC EBEITH D ZMH<
CENTEEY, FMICOVWTE., "HEHHE)—2Z—, (Transit Gateway RFI1I X2 N) ZZBL T
<EEL,

Transit Gateway &, AWS 7HDO N X AWS U= 3 U ABRBZEDEED, ORNSODY K
F—RNITAEOET I TEHYR—KLTVWET Transit Gateway & 7)Y FZ—2 REQ TR AMED
BVWH—EATHDESH, V=232 l&ll7O0EDa - 032 EBENf DNV NF—B
JIAIE 1 D2EGTT,

HMERYRND—OT7—FTOFFICO2VWTR., "TAT—F5 7)) TLREBIILF VPCAWS XV ~
D—DAVTZARTZIOF v OEEL (AWSKIA MR=N—) ZSRL TEE L,

T7ITr—>3> 0O

BURE (RABRREE) AORBD AWS THIV N OF 77U T—2 3V BTREZRILTIHE
FH3HEEF. ROVWThAOAFT IV EFERATEET,

« VPC ET )X AWS Transit Gateway l&, B8O IP 7 RLARKR—NIBLEKTI7EATS
BEIC, RYRMNIT—VLARITERZREHBTEET,
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« AWS PrivateLink I&, VPC D7 ZAR—KHTZY MIIV RKRA NEERL, Chs5OIY
R7R4 > Nk Amazon Route 53 Resolver ICDNS T R ELTEBENET, DNSZFEHATS
cEllkY, FTUT—232k, VPCIINAT S —RIIARA 2V ER—XY NS —RNII (&
BLHFIC, IVRRAVNEBRLTEFEZHOY—ERILERTEET,

« Amazon VPC Lattice &, BERODTHI U NEVPCICEKEN BTV —23a>BEODY—ER
ZEREMNT, Y—EARYRND—DICFKEHFET, Y— |:7\7J|\'7 JICHAERITSshiz VPC
ADIOZATRNE, BUT7HIRNCBLTWVWRAESHICBEELS, Y—ERAZXY ND—2
ICBIETAMDINTOH—EARICUIIANZIEETEEXT, VPC Lattice l& AWS Resource
Access Manager ( AWS RAM) EEEENTWVWBE®H, tOT7HONEeHBLEY, BEBUT
)Y —R&EHBL V) TEFEF AWS Organizations, VPC I&, 1 DOHY—EAZXY KD —2I1CD
HQBEEMNITADENTEERT, CcOVYJI1—23 2Tk VPC ET T % AWS Transit Gateway
ZEALTTHIVNEOBEETOMXEN B EEA,

XY ND—=DEBORANTZI0T14 A

« —TW{LAWS PTHIN EhERY ND—DICERTD ZERLET. COTHIU KNI
network-prod & WS 81 ZAF(+. AWS Transit Gateway & Amazon VPC IP Address Manager
(IPAM) ICEAALET, cOF AT N% Infrastructure_Prod DEMBEMIZEML F9,

« AWS Resource Access Manager (AWS RAM) 2L T, NP Y RTF—KhDI A, VPC
Lattice ¥ —EAZY NT—7, IPAM 7= )L ZHBOMBDO X N—EHBELET, ChilkY),
BAWS THOVN ADIXRTO AFCNSOH—ERAERYVERYTEDLSICBYET,

« IPAM 7=)LZFERALTIPV4 & IPv6 DT RLAEYETE—EEBITSD_ET, TV RI1I—Y—
A" AWS Service Catalog Z#EALTVPC ZBAT7AED a2 JTEDELSICRYET., Ch
ICkV), VPC OH A XZHEYICEREL., IPT7RLAZEOEEZH<SCENTEXT,

s AVE—XYRNADKRTTAVIICGIILAO—RLT77O—FEFERAL. 12X—KXY KNS
REICADRNZ 74V ILCRAVILAODBIT7O0—FEEALET, FHMEICODVWTEF, TT
TJLAD—7iby BRT T4 TLAODEILs 2ZBRLTLEEV,

IJLAD—mit

ITVLAO—gbeld, A2—FY MIAASTIRNTORY ND—URFT7 1Y JICHBRER
AVhZ2 1 D2ERATRIEVSRANDIETT., COBREBRSAVITE, BEDRXAADKT
JAVONHEHATRDEES, BELER—MNPZ7ORNILNZERITDINZ T4V IOHKEHTT
B2EETEERT, Ty, TTVLAZ— TR ET, /12— YBNIEETHIEHIZK VPC
ENAT =KD IAZ2TF7O4TRBENBLBD O, JAMIBICERIEET, ChiZk
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V., XLVDIF7OOAN RTROAVNO=IL(CEC) MV T TZARZOF YR E, ANHBHrEST IO

ATRBEREOHD VY —ANOBEHNFIREND 2O, EF1UT 1 OERIDPSEXVY A HY)
9, —THNBBEIOFRET—FT0FvA72a2C20TRE,. "1V E—FY hADO—THE
HA1 (AWS KD A MR=N—) ZZRBLTLEZL,

AT—R7ILTYZ—=I REORY ND—=DT77ATOx=)LTH'), BABHAEHLEOY—ER
T®H 3 AWS Network Firewall Z, IEERTZ 71V IO —btENIERERAINELTHERATER
To COTF7ATIA—=IE, EENT 714V VERHD VPC TEREL £9, Network Firewall &,
A=Y NTILAZRBEDRXAVICHRIZDOICERATEDAT—N7ILIIL—IILEHR—K
LTWET, FMICOWTIE, Network Firewall RF 1 X KN® TDomain filteringy 2B L T
=L,

Amazon Route 53 Resolver DNS 77 A 70 #—)LZERAL T, BED RXA 2V BENDEFERT
74V OZHRTIZDZEETEERT, EBRENRE, T—XOFEREEM<SZETT, DNST77 A
TOF=)IIL—=ITERXAIAN (Route 53 RFIAXV N ZHEALULTEELERXSADT
D ARHNELRIERTZICENTEXT, EENHDTITAETAXRTOMHOEBEENEER
ICBETD RXAVBEEOAWS YRX—IJ RRAAMVVARNEFERATEILE, DARLRXAY
JDARNEERTBDCEETEEXRT,. DNS 7 7A T F—)LIL—ILTI—T7%ZERL TVPC ICEAL
F9, PORNTIRDNS UVITARNIVPCOVYIN—ZBALTRXLBZHERL, DNS
TP7ATI#2=)LIE VPCIZHERAENEIL—LITIL—TICETVTIVIITANZET 4 ILRITL
T3, UVIN—-ICESIhBBRHNAEADNS UIVITARNE., RZ2UDY M =R I A & Network
Firewall NAZ#BH L £ A, Route 53 Resolver E DNS 77 A4 7 #—)LI& VPC A5 OIILL 7=
TILANAERBITREN HYET,

ROREF, TTLAO—RLZERIT G TILT—FTI0F v+ TT, XY ND—VBENfHEBRENZHE
[Z. DNS U2 T A KA Route 53 Resolver ICEfEE N, DNS 77 A 7= LA BEICFERAE IS
IP7RLADEBREHFARLBFESBTLET, 1 VEX—FXYNIANMDIRNT T4V IF, —ikEch
ERYRND=DFTHAIORORZ DY RN —RNDIAUIIN—FT12TENhET, NTFODY NTF—
RIIAIF, REDEDHICNT 7 1Y Y% Network Firewall ICEEEALET, 77 AT I+ —ILRY
—TEBRTZ T AV IONFFAENTVBIEE, NZFTAVYIRENAT S —RIIA, 4122 —FY
RTF—RIDIAZEHLT, 12—V MNIEFEENET, AL T AWS Firewall Manager .
INFTAIURNADTSARNTIF ¥ 24T DNS Firewall JL—JLY' )L—7" & Network Firewall 7R
) —%—nEBTEET,

ITJLAO—TiE 28


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-domain-lists.html

AWS REFH 15> A BEO ANOBITAWS TATU K

E AWS Cloud

Production account

Production VPC
i:E @ Egress VPC
EC2instance  DNS Firewall
o0 e

7 [ i NAT gateway Internet Internet
evelopment account Transit Gateway Network Firewall gateway

i |

Bl Networking account

Development VPC

L O .

EC2instance  DNS Firewall f @?

Test VPC Firewall
Manager

L B

EC2 instance DNS Firewall <

EERNSTAVIERREBETDLEODORANTZIO9T14A

s OJRHFHEATET—R (Route 53 RFIAIXN) THBRLET, EHBRNT T4V INEEZZTE
WoezmRBLES, 7JOYI9FE—RICEELET,

+ AWS Firewall Manager XY RO —O0F7 A A NA=)LVANDOR) > —F =k 2FERAL T,
A2 =Y MODNS RZ74vU%70OY 2 LET AWS Network Firewall, §XT® DNS
2 I (& Route 53 Resolver Z#2H T2 XEN BV ET, TR, Amazon GuardDuty ( BRHIC
BO2TWBIEBE) TEZRU YT L., Route 53 Resolver DNS Firewall (BEXICE 2> TV EE) T
TANZ)TTEET, FMICOVTR, "VPCERXRYRD—INOREIZH T2 DNS VT OfE
R (Route 53 KF 1 XY N) EBBL T L,

« DNS 7747 #—)L& Network Firewall ® AWS YZ—2 RRX A2 1) A~ (Route 53 K¥F 1
XN ZFERALEY,

. .info, top, xyz B E, URINFEL, HBEVEDNBVRKNY TLARILRXAX, —HOEI—
RRXSAETOVITREERFTLTLIEETL,

« R— B 1389, 4444, 3333, 445, 135, 139, 53 &, URIHFEL., HEYEDLDIABEWVWAR—K
270V VTR EZBRFILTLEEY,

BERSTAVIEREIDILODORARNT S VT4 29


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-actions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-network-acl.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-managed-domain-lists.html

AWS REFHAH A BHO NOBITAWS THT2 K

- FBRELT, AWSYZR—JRIL—INZECHEBRIVANZEFEATEERT, TOE, FAVARNE
FIORECHBZEDATTERVBEOCCENTEET, flIAF. FTVANCEL2BHRXIBD
BEBVANDKEEDZRKDVYIZ, *.examplecom BZEDTAILRA—REWVWS D2AEAL TL
EEW, £, BEITDIREMNRXAMNVOKEFAL, HOIXTORXAETOAVITDRL
ETEET, RIZ, BEAORBEEEIC, ChSERYIAKET,

- Route 53 Profiles (Route 53 RF 1 X ~) ZFEAL T, DNS B8E® Route 53 FREZZ< D
VPCst 27%% ICEALETAWS THIU K,

« CRESORANTZITAADBINZRETDTOLAZEREL KT,

AT LADOZEAL

AVITLADGBILER., A VR—RYRNASORNTTAYVIONFTHINOT—U0O—RIZEET
hEZE, BXOTHIVRLARILTERIDRAUADCETT, NIVFTFHAIRNT—FTIOF I
BVWT, 1 VTLAGBILORLD 1 2k, EFT7HIO T —O0—RIZEREBZRAVTLAY—
EAFREIEE Y —A (Application Load Balancer, Amazon API Gateway, Network Load Balancer 7
EYZEFERATEDZLETT,

AVITLANF DB ENATVWD E, BTHV N ZRABMICERTIHEN HVYEXTH. AWS Firewall
Manager S Z —THICERE, HIFTBH &N TEET, Firewall Manager l&. AWS WAF

X Amazon VPC F¥ 1) 74 ) —TBEDHREEHR—KNLTVWET, Application Load
Balancer ., Amazon . APl Gateway CloudFront, F7zld AWS WAF (CEIEF TR &N TEET
AWS AppSynce T LAVPC ERNTUDY NTF—RDIA(ZFEALTVREE., TJLAO—T
bt THETNTVWDELSIZ, BRAR—=V VPCIZRNT VY IHTRY NETTAR—NYT XY
NAEENET, ZEL. RSTAVIRRYRDT—IFTAIRNODIYJLAVPC 2 BHT D1
. NATH—RDIAZF7O01F2DBEBERED)EE A,

ROEGE, 122 —XY NCTIVEAAEED—JO—REZZLAWS THU > N B—0 VPC %
BOEADHZRLTVET, /1 VEF—FXYRDPSORZ T4V IR, A 2—FYRNF—KDI
AZBHALTVPCILT VAL, NTUYIHTRY RTRARNENTLWRERIBY—ERE
EFIVTFAH—ERICRELET, NTVYIHTRYNIR, 1 VF—KYRNT—RTITAAN
DTFT7ALRNIL—REFBVET), O—RNZUH—2NT VY O TZY MIF7O40L, AWS
WAF 72X hO—=)ILUJAKN (ACLsZYFL T, VJORBANAVUTTAVIBEDEED
HBBENTTAVINSRELET, PTUT—232ZRANTRT—VO—RETFAR—K Y7
FYNIFZ7OMLET, T7TAR—MYTRYRNE, AVR—FYNEEETIVERATRERT
EXEA,

A>T LAOGEIL 30


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS REFH 15> A BHO NOBITAWS THT2 K

E AWS Cloud
AWS account

&) VPC

i i -
Public subnet Private subnet

A
=0

&5 :
g I(
Application Load  Network Load

: @ Balancer Balancer Amazon EC2  Amazon E

Internet Internet T4
gateway { @ }
/\-....,..J\

Data

AWS WAF AWS Lambda stores

HBBICVPC I ZEHDEEE. EBEAOAWS THIRNERHRBOTHIVNIAVR—TIARA
VPCIVRRAUDN, FLEBTFAR—FNRANY—2ZERTBHET, —RWE AWS O —
EREZHETEERT, FAICOVTR, AV E—TIAAVPCIVRRAVNAWS OH—EA
ZERALTICTV12ATS (AWS PrivateLink RFIXKN ) 3 BRY "TTAXR=—FFRARNY—2
DfEAL (Route 53 RF I XU N) ZZRBL TS EEL,

ROEIE, HBEETHETED VY —AAMS THIVN ZRARNTS OFHlERLTVE

¥, VPCIVRAKRSAUNK, EFHVPC THERIZDEEHRDTHINTHETEEY, VPCIYV
RRA NEBERTDBES, 7732 T, TVRKRARODNS I MU %Z AWS ICEEEES
CENTEEFES, TVRRAVNEREITDICK, cOFT>a>aA7ICL, B0 Route 53 7°

FAR—KNKRKARNY—2 (PHZ) ICDNS T MU EBERLET, TNDHE, PHZ ZHBRAOITXNTO
VPC ICBEEF D&, VPCIVRKRA RO —TTH5 DNS SERZITS CENTEEXRT, £, b
FUDYRNF=RIIADII—RT=TIIZ, HEVPC AS5H#D VPCADII—KNFEENRTVD
CLEHRIDMVEN HYET, HHICOVTE., "1 EZ—TIAAVPCIT U RKRARNDE
FET7OEA, (AWSHKIDA MR—=/N—) ZSRBLTIEE,

A>T LAOGEIL 31


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints

AWS REFH 15> A BEO ANOBITAWS TATU K

E AWS Cloud

misll  Shared account

O iE8Y Shared VPC

Amazon Route 53

private hosted

£0Nes

@ VPC@@ON&

AWS Service

Catalog @

—
— AWS Client VPN

Private subnet

—

AWS Proton

HEAWS THIUNRBR—RNTAVFZKRANTDOIZEE AWS Service Catalog L TWE

T, R—KN72UARF, TOF7OCMCHATEZ ITH—EAOIL V23> THY) AWS, KR—
R7FVFIZEZTNSOY—ERADRERBIEENTVET, HETHV N TR—KT7 21
FERERL, BBERBEITDE, EAVN—TFTHIVNER—NT7A)AFZBEO) 2320
Service Catalog 1 VARV AICAVR—BNLET, FMICDOWTE., "TAWS Organizations& O
1 (Service Catalog RF 1 X K) ZZRL T EE L\,

BEIC. Tl AWS Proton, #E7 AWV N ZFEALTRET V7L —NEY—ERTTL—K
Z—nEBEL, BEBXN—TAIURNEDTHVY NERERETEERT, FHICOVTR., R
BT HD 2 NEE (AWS Proton RF XN ) 4 BBRBLTLSEE L,

A>T LAOGEIL 32


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/proton/latest/userguide/ag-env-account-connections.html
https://docs.aws.amazon.com/proton/latest/userguide/ag-env-account-connections.html

AWS REHA XA BHO NOBITAWS THT2 K

NIWNWFTPHAORNT—FTO0Fr+OEFIVTAA22TY
I 5 s

BEOICBITIDEZERFEAWS THIU N, HBATRETDAEMEOSHDEFIVT ARV
ZURITDENEETT, IDEBEET I EAHM T, AWS Control Tower ZERAL TF 7 4
IOV —=rEYNTYTUELE, TORY NTYZ7ORAFIC, EEF1UT1 AWS T H
>N O&HIZ AWS Control Tower ZI8ELEL L, EF 1T A H—ERAOEBET AU NIC
ZfEsecurity-tooling-prodL, COF AV N Z2FERAL TSSO —ERZ—REETILEN D
VET,

COHARTE, AWSTHIU N B AWS O —ERX 2REIDEHICUATZERATEIHE
ICOVWTHALET,

» Amazon GuardDuty

* Amazon Macie

» AWS Security Hub

Amazon GuardDuty

Amazon GuardDuty &, AWS CloudTrail {1 X NOTBEDTF—RY —RA &2 #HENEE

FAVFAEZRIVIH—ERATT, YR—RENTVBF—RY—ADELEBEIVANIDOWVWT

&. "Amazon A"7—&Y —RA GuardDuty Z 925 7% (GuardDuty RF 21XV N ) 1 25RL

TLKEEV, BEOHBIPTRLARRASVOVARNBGEDBRA VTV IVAT 1 —RBK
CHHMEZEZFERAL T, AWSIRERNTOFHLAV, BROEBENICKIFITEEZEOHDTIT A
ETsZHBLET,

GuardDuty T Z £ 9 % & AWS Organizations, BROEET HU 2 KNE, HBROEEDOT H
7> N%& GuardDuty ZFEEE ICIEETEFRT, EES hf.."é‘fi%‘li\ I)—<> 3> ® GuardDuty
EEWETHONIKEVYET, GuardDuty &, Z0 : TEBNICEMICAYVAWS V-2 3>, EF
ENLEEBETHO NI, TOV—23a>AAOBEBAOITNTOT AV N GuardDuty ([ZXF L
TEZBMMLBRVERITBDLOOT IV EAFANHYET, FHFMICOVWTE., T IZXKPD GuardDuty
7D hDOEE AWS Organizations (GuardDuty RF1IX2 KN ) 5 Z3RBL TS EEL,

GuardDuty k) —2a> LARILOY—ERTT, D&Y, EZEUVIT2E)—23>
GuardDuty T ZBXMICTIHEN HYFET,

Amazon GuardDuty 33


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html

AWS REFHAH A BHO NOBITAWS THT2 K

RANTZO0T74A

« HR—KRENTVWBTAXTO GuardDuty T ZBRICLEFT AWS V=232, E, TOT A
TJILFEAEATVWEVWI =232 TE, FEEEREEBRTITAETAILEITZHEREZER
GuardDuty TEE T, O & GuardDuty ., ZHENEARNOBICESIVTVWERT, T—
J0—RZEALTVWAVWD—232TE, Z2BUCTDE, BENICEEOHDTIOT1E
TAZEBEITHURNTIRANIEROFWREY —)L GuardDuty ([ZY) £F, ARARTRERD —
oA OFMIDOWVWTIE, "Amazon GuardDuty U —E AT RAKRA N ()1 Z5RBLTLSEEY
AWS 2D 77 LA, GuardDuty

« IXNTOU—23> T, HBOEEXNRsecurity-tooling-prod 7 177> b 2 Z1E GuardDuty L £
T BMICOVTR, GuardDuty "EEEEEQIEE GuardDuty RFIXT ) 4 EBBLT
<EZW,

« FILWAWS 7HJ> b GuardDuty AE#EICEME N2 EBHNICERENDELSIC ZREL
F9, FMICOVTEE, TICEBTHINOEE (RF 1 XK ) AWS Organizationsy @
TATYT 3-XUN—ELTOHLVEABT AV NOEMZBELT S, 2SR T
L. GuardDuty

Amazon Macie

Amazon Macie &, 7INZR— REOF—REF1VTABLETF—RTZANI—H—ERT
T MHEZENX—2IYF I ZFERAL T, Amazon Simple Storage Service (Amazon S3) A ®
BEmTF—szkt, TEZRUT, REITHOICEZILBEE T, Amazon Relational Database Service
(Amazon RDS) & Amazon DynamoDB (S3 /NT Y N) A5 F—R&Z TV AR—bKM L., Macie ZFEAL
CTF—REAFX VYU TEET,

T Macie Z £/ 9 %% & AWS Organizations, #HBOEET HV > N, HEBRNOEEDOT HD
> N%& Macie EBETHI N ICEETEET, BEBETHV NG, BBOXN—=THo>
N® Macie ZBMICLTEERBL LY., Amazon S3 A R NUF—=RIZTOVEALEY TS L
HFTEET, THOVMOMETFT—IREDITERTIDCEETEET, FMIICOVTIE,
"Managing accounts with AWS Organizationsy (Macie RF 1 X2 KN) ZZRL T EE L,

Macie ') —2 3 RIY—EATY, 2FV, ERTB K —23 2 T Macie ZEMNICTIHEN
H'), Macie BEBET NIV RNEREAU—>23>RHAOXN=THOUNDOHZEEELET,

RANTZIF4RA 34


https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao.html

AWS REFHAH A BHO NOBITAWS THT2 K

RANTZO0T74A

FConsiderations and recommendations for using Macie with AWS Organizations (Macie K% 1
XM ZEFLTLSEEV,

s IXNTOU—23 2T, O Macie ZEE T % security-tooling-prod 7 O N2 ZEFELET,
BEHO TMacie 7THO N E—nBEBITRIZIEAWS V-3 EBT N2 MHBIE Macie
ZEALTVS, £LEEFESE Macie ZFRTAE)—TazvicOdq4> L, Thsng)—>3
> T Macie EBETHIVNZEETAHLEN BV ET, RIC Macie EBET NI NE. £
NSOV —TaATHBERETEE T, FHICODVWTIE, TMintegrating and configuring an
organizationy (Macie RF 1 X h) ZZRBL TS IEZEV,

« Macie |Cl&, WZEF—2BREZ 370 AEERFARNHY) EF, Amazon S3 IZHEZET—XHF R

FENTVSARMEI H2BEE. BRAOERFAREO—EE LT Macie ZEAL TS3NT Y K
ZOMLTLSEEY, ERIARZEADE, THVY FOBEBETF—IREBENRELET,

AWS Security Hub

AWS Security Hub Tlk, OtEF 1V T REZIEMICIBEBETEEF T AWS, EF1UT 1 ¥R
NEBEERANTZIVTAAICBSLTEFEVDREZFIY I TEET, Security Hub &, X
Th ., HY—E X (GuardDuty 8K Macie 288 ) AWS THIU KN, BLRUTHR—KEhTWD
H—RN—TFT 1 —N—hrFT—HHRHIPSEFIVFTATF—RZRELET, Security Hub l&. =211
TADEAZESHL, BIECBEEOSVEFIVT BEEZBEITDOICRIBEET, Security Hub
ICEEERTFREEFIVFTABENHBEEIATEY, SAWSTAHIURNTCAVTSATUAFIY
VRREITTEET,

T Security Hub Z £ 9 %354 AWS Organizations, #ABOEBT7 AT Nk, HABROEED
T Ho K% Security Hub EEBETHV N ICEETEET, TDR, Security Hub EXEET 7
JURE, BBOMHOXN—THINEZBMILTERTEERT, FMICOVTIEF, "TAWS
Organizations ZFEALTTHI > hZ2EE TS, (Security Hub RFIXUN) ZZRBLUTLKEE
(A1

Security Hub ) —2 32 B —ERATY, D&V, 2 T5K!)—23 2 T Security Hub ZH%H
2L, Tk AWS Organizations, &)—2 3 OEFEBREZERTAIXLEN BYVET,

RANTZOT14 A

o THIRFMEHIREIE ) (Security Hub RFIXN) ZIESFLTLSEE L,

RANTZIF4RA 35


https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-notes.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/account-mgmt-costs-calculations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-setup-prereqs.html

AWS REHA XA BEO ANOBITAWS TATU K

s INXNTON—232 T, O Security Hub Z B ¥ % security-tooling-prod 7 A > N Z&EEL
T, FMICOVTIE, TSecurity Hub EEET AT NDIEE L (Security Hub RF I XN %
ZRLTLSEEY,

« HILWAWS 7HI N MEBICEME D EBENICEFE NS K5I Security Hub 25X EL
7,

« AWS Foundational Security Best Practices 2% (Security Hub RF 21 X M) ZB%ICL T, VU
Y—AHFEFIVFTFAORARNTSIOTFAANSEBELTVREEERELET,

. HOR— 3 EH (Security Hub KF 1 X M) EBMICLET, ChickY, 1 20— 3
> h5 Security Hub DBRHEBZEREIXNTERRELVEETEET,

RANTZIF4RA 36


https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html

AWS HEHA A A BEO AOBITAWS THUV N
RVFFHIVRT—FF9F v ONY 9T Y THE

SEWNBENY ITYTEEE, EF1VTAARVNIR > TERITDAEEOHDHSWBFE(IC
A, BEL, FEZBFITHLHIC, 2EOTF—XRBEFEICE>TRABEVEDTT, NV Y
TYT7TRID—, HBAOTHIYRNLET, VY—RONY IT Y TEREZFENLL, EXT

BOICKIABERT, VIY—AONYIOTYT7Z00OR[EETF7O/40&, NvOTFTYTRID—T

TO5CENTEFRT, HHICOVWTE., "NY U7 v 7R — 1 (AWS Organizations RF 1 X

N ZSBLTLEEV, FMICOVWTIE. "Top 10 security best practices for securing backups in
AWS | (AWS BEH A XV R) #BBLTEL,

37


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_backup.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html

AWS REFH 15> A BEO ANOBITAWS TATU K

RVFTFTHAIORNT—FTIOFYICRBITIBDEOT OO B
OF:-25)

BFEOTAIhZHBETS2 T, BFEOTHV RN ET—J0—R >Prod BEMICSMIT B LS
BELELLE, COTHIURE, BBO—HELTEEREELET,

£z, 7—20—R >NonProd @ EM(CHFH L W dev-nonprod 7HD > h&27OES3a_Z>JLE
Lk, chTF—ALX/)N—IE, AWS IAM Identity Center 2 5B BRT AT NTIOEATES
&S24 V) £F, AWS Identity and Access Management (IAM) D% O 1—H—TFhHho> hzF X
THIBRLE T,

CODHA ROHEREBICH > EHE, HBERAOLISBBEICEYET,

Management account

Q b AO (\)
Organizational root skPro oo @ﬁ
g + W&

AWS AWS Control AWS Resource |AM Identity
Organizations Tower Access Manager  Center

Root

:
E
T r—- Workloads r—.
5] [
g :
= Infrastructure_Prod Security_Prod
o8
]
Prod NonProd J
network-prod D(% DS security-tooling-prod log-archive-prod
w
c
3 o0—~o Preexisting dev-nonprod - H
Q 0
s} account Q ﬂ #
i @ {@? (invited into the M @ o
& organization) O
E
§ AWS Transit ~ AWS Firewall Amazon Amazon AWS Security AWS Config AWS
Gateway Manager GuardDuty Macie Hub CloudTrail

BEOTHDINATETHFOD—IVO—RIHDBEE. AI—EVIJOEEZTEET S THRE

LERECIRS2T, Chs0D—I0—REBILETHIVNIBITLET, IEXBZEFBRHOD—
20— RZ#H LV dev-nonprod B EMICBITL, RFBIREADOD—Y0O— R%Z network-prod 7 1

JURMIBITLET, —BAKXAWS UY—AOBITOFMBICOVTR., COHAMROXROEIS 3
v T)Y—=AB1T, ZSRBLTLEZL,

38



AWS REHA XA BHO NOBITAWS THT2 K

AWS 7HORNBTOUY —ANEREEFEET

B—TFHIOORT—FTIOFYASAWS THIVRNINFFTAIRT—FFTIOF¥ICBITLE
#E. BEOTHORNTEAED—VO—REFEAFEI—VO—REEITIDON —BIWTT, Ch
SOVY—AZERAOERERT AV NEKERBRTHI N, FEGBEBEMICBITIBHET,
chsOD—O0—RAOTIEAERY RND—VZEBLYXI<ABYET, —HREZAWS VY —
AZBD ICBITITZEOOATS IV ERICRLETAWS THTUV K,

cOtEV2aAVTRER., AWSTHI NEATTF— X ZERIIHERICERZITET, 7THUMNE
TAVELI—TFTA2T)YV—RAZ2BHITDIBVENfBVKRSIC, D—VO0—RBETEDETFTAT—KL
ACBBDRSICEHRIUENHYET, £, REZFNOAWS THOUNIBZOED 3 Z2JT
Z 3B K S5IC. Infrastructure as Code (1aC) SV Y —AZEBITH_EEHRTT,

cOtEY2a>TR, ATOF—2VY—RAEBTITRLOOFATIVICOVTHALET,
+ AWS AppConfig 5 E & IRiE

+ AWS Certificate Manager 5FEf &

* Amazon CloudFront 1 ANUE1—->3 2
« AWS CodeArtifact RXA > E DRI K

« Amazon DynamoDB T—7'JL

« Amazon EBS7R!) 1 — A

* Amazon EC24 2 AZ 2 AKzlF AMIs

« AmazonECR L2 AR

* Amazon EFS 77 A I AT L

» Amazon ElastiCache (Redis OSS) 7 5 A X —
« AWS Elastic Beanstalk 3R3%

 ElasticlP 7 RL A

« AWS Lambda L 1 ¥ —

» Amazon Lightsail 1 > AX > A

» Amazon Neptune 7 A X —

« Amazon OpenSearch Service R XA >/

« Amazon RDSRAF v 7> av hk

« Amazon Redshift 7 5 A& —

« Amazon Route 53 D RXA 2 ERARY —2

39



AWS $H8H 1 5 > R HHO AOBIT AWS FHI K
« Amazon S3 /N7 VY ~

« Amazon SageMaker £7)L

« AWS WAF 7 I 7 ACLs

AWS AppConfig 58 E & IRIE

AWS AppConfig Tlk, TOREZHID ICBEEIE—TBCERFTEEFLEAAWS THI U N,

EEL, REEZRANAWS 7HDU K LTWVWD & BIIC AWS AppConfig SRELIRIEZEET

BLENRANTZO9TAATT, FHMICOVTRE, " ZFEALEIOAT AT RERE AWS
AppConfigs (AWS 7OJ%E) 22BLTEE L,

AWS Certificate Manager SEER &

AAEDTTAR—MF—OES{LIZERAE NS AWS Certificate Manager ( ACM) ¥—I&, AWS
)—23> B8R THIRIEILL—ETHB 1, AWS Key Management Service ( AWS
KMS) SEFAEZH 2T HI KA SBIOT AV NIEBIVAR—RNTBIERTEEREA, £
ELU, BEROTHIORE)—232ICHBREAURXAVEOEROMREZRRICTOED 3 Z
VU TEEXRT, ACMIE, DNS (#HR) FF EX—ILZFEALLERXS D ORBEDKRIZ Y R—
NUET, DNSHIAZHEAL THLUVIIAZEZER T E, BAEAZEOIXNTORXAVIZ—E®D
CNAMEL J—RACMZARKLET, CNAME LO—RE@ET7HIU NI EIL—ETHY), AIAEZHE
PICHRIET B2k, 72 BEBBLAIC Amazon Route 53 FRA RN Y —2 A EDNS7'O/NA X —IZE N
TRIRBENFHYVET,

Amazon CloudFront 1 ANJUEI1—>3 >

Amazon CloudFront l&, % A SBEIOD AWS ZHIO N AOTFAARNIELI—23>0B1TZ2Y
R—RNLTVWEEBAAWS 7HDU K, =1L, CloudFront ik, EEFENZIRERXAH
N, BAT1ANIEI—32CNAMEA SBIOF 1 ARNIELI—23 oA A0OBITZYR—K
LTVWET, FHIIOVTR, "F1ARMNIELI—3 OCNAMETL AU T ARBRETDEEC
CNAMEAIlreadyExists T 7 — % f#R 9 % J53% CloudFront; (AWS 7L Y2+ &2—) #SBLTLKE
=L,

AWS CodeArtifact RXA > &EURI RN

1 DDEBHNEBRORXA D BERATHEETEEXTIN, NHENET—FTAT77ORNEINTE
100X BRAAEFRTZDCEEZHEBOHLET, ChiCky), BRF—LRKBEGSMET/NY

AWS AppConfig 40


https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error

AWS REHA XA BEO ANOBITAWS TATU K

T—27#B OO0 THETEET, RXAVZFBEAWS THO N % ., RXSAVICBEEFEHS
NIEVRDKNVZERBETDTHO U NERERBZEENHUERT, NVvTr—2RFURSNUETI
E—TZEIHN. ABURXAMIVIZBLTVWAZEN HYET, FHHICOVTE, "URZKNUET
NV r—2% A —9 % (CodeArtifact RFIXU KN ) 4 Z2BBLTLSEEZL,

Amazon DynamoDB &—7')L

Amazon DynamoDB 7—7)LZBIDO AWS FAD Y MIBITITRICE. ROV—EZROVWTFhH %
FRATEET,

+ AWS Backup

« Amazon S3 AN® DynamoDB 4 7/ R—KN&E IV AKR—K

« Amazon S3 & AWS Glue

« AWS Data Pipeline

+ Amazon EMR

MOV TIE, "Amazon DynamoDB T—7 I AWS 7HDI KN & 120D A SEID ICBITTS
B (AWS FL YTt R—) ) EBBELTEEL,

Amazon EBS7R) 1 — A

BE12 M Amazon Elastic Block Store (Amazon EBS) /R 1 —ADAF Y 7> 3a vy NEHEKL. TDA
FTYTIIAYRER—TYRNTHIRNERBLTAS, Z—4YRNTFTHIRNTRII—LNDT
E—ZERTEET, chICKY, RUI—LZHBDZTHIRDSEOTHIY NMIIRRNICBIT
LET, FHICOVTR., "EBStEhi- AmazonEBSAF Y7 a vy hNELEFERII—-—LAZFD
(FLYDE R EXBIBDHFEAWS THO M) Z25RBLTLKEEV, AWS

Amazon EC24 2 AR AEX =l AMIs

BE#E M Amazon Elastic Compute Cloud (Amazon EC2) 4 > AR > A K =ik Amazon X224 X—
T (AMIs) ZBID ICEEERETHCERTEERBAAWS THIV K, KDYIZ, YV=ATHTIU K
AMITHAR LZHERL, Z22—TYRNTHINAMIEREBL, 2—7Y RT7HO2 NAMITH
BENEPSHFHUVEC2ZA VAR AZEBEL T, £EF OBRZHBRTEXRTAMI, FHEICOWVWT
&, "TAmazon EC2A VAR VAELWE ZRIO (FLY DL Z—)AMICEIZET D 55 AWS THD
hi ZZRLTLEEV, AWS

Amazon DynamoDB 41


https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/share-ebs-volume
https://repost.aws/knowledge-center/share-ebs-volume
https://repost.aws/knowledge-center/account-transfer-ec2-instance
https://repost.aws/knowledge-center/account-transfer-ec2-instance

AWS REHA XA BEO ANOBITAWS TATU K

Amazon ECR L AR

Amazon Elastic Container Registry (Amazon ECR) &, JOA7 A NL U= 3> &o0A
=23 L7Us—>a>olmAzEdR—MNLTVET, YV—ALZANUTLIVT—23>%
BELT, 3—TYBRLZANUTLDPARNIDT VEAFARID —ZFRELET., FHICOVT
&, "OOATHOURNLTVT—23 2 0OFEL (Amazon ECRRFIXV N BKY "Y—ATH
DRI —RI—HF—CIXNTOVRIZNIDOLZTUT—b%ZFF0 9% (Amazon ECRRF 1 X

M ESRLTLSEZL,

Amazon EFS 77 A4 I AT A

Amazon Elastic File System (Amazon EFS) Tl&, AWS DataSync ZFRALTY—AT7 7ML AT
LDSHIDO ODEBET7FALNIATALILTF—RZIE—TEET AWS 7HJ > ~, DataSync T—
DIV, V—RTT7AILIATALAERUAWS V=232 8LV AWS THI N THERTS
DENFHYVET, FHIEODVWTE., "IV RTITFANATLANSHOIZIRITFAILNT AT
LNDT—RERiE, (DataSync RFIXDN) ZZRLTLKEE VY, 4% O 2 DO Amazon EFS
77ALNDATLABTIAE—T2FEIE AWS THU2 M, NFS (XfET) 1S EFS (E%) \DEx
KEFERATAHEZHBHLET, FHEFIELCOVWTE., "Amazon A5 F—RZEHETHRAY
DYER EFS (DataSync RF 1 XN ) 4, ZSRBLTLKEE L,

Amazon ElastiCache (Redis OSS) 7 5 A X —

Amazon ElastiCache (RedisOSS) F—ZX—AVFZAX—ONY OT v 7TZERALT, BOTHD
VMNCBITTEET, FHMIC OV T, ElastiCache " (Redis OSS) VT AR—&BITTHEHD
RARNTZO0T14AEFE ) (AWSFLYDHER—)ZSRLTLEEL,

AWS Elastic Beanstalk I:RiE

Tl AWS Elastic Beanstalk, R7F&E N /25X 7E (Elastic Beanstalk R¥F 1 X N) Z2FEAL T, RE%
RO ICBITTEET AWS THIU N, SFHMICDOWVWTIE, MElastic Beanstalk B AWS 7 HJ > k
Z120DNSHO ICBITIZEEANWS T7HI N (AWS FLYDEVR—) ) 28RBLTLKIEE
(A

ElasticIP 7 RL A

ElasticIP 7 RLAAWS PHUU N I, AU ICHD BTEHETEXRT AWS V-3, FHMlICD
WT &, TMTransfer Elastic IP addressess (Amazon VPCRF 1 X KN) ZSBL T EE L,

Amazon ECR 42


https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-examples.html#registry-settings-examples-crossaccount
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/datasync/latest/userguide/using-ec2-agent-in-region.html#efs-efs
https://docs.aws.amazon.com/datasync/latest/userguide/using-ec2-agent-in-region.html#efs-efs
https://docs.aws.amazon.com/datasync/latest/userguide/creating-task.html#task-efs-incloud-nfs
https://docs.aws.amazon.com/datasync/latest/userguide/creating-task.html#task-efs-incloud-nfs
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-savedconfig.html
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro

AWS REHA XA BHO NOBITAWS THT2 K

AWS Lambda L 1 ¥ —

T7A)INKNTE, FERL I AWS Lambda L4V — IERHLTTZA4RXR—KTFT AWS THI> K,
EEL, BEZUTLAY—Z2M0 EEXABAWS THO N LY, 2FALEZYTEERT, L
AV—%2dE—93ICF. IO THZ7OEZIZVJULETAWS THIV b, FHBICOVWTE,
"LAY—#RDERE) (Lambda RFIXZK) ZZRL TS EE W,

Amazon Lightsail 1 > AX > A

Amazon Lightsail 1 > AR ADAFTY 73y Nz2ERL, TOAFTY T3 Y K& Amazon
YA X—2 (AMI) & Amazon EBSARU 2 —ADBB{tEhiRAF Y723y NI AR—
RTEET, FEMICDOLVTIE. Amazon Lightsail A7 Y 7'~ 3 ¥ KM Amazon ND T U AKR— K
EC2, (Lightsail RF1XRN) ZSRBLTLKEEV, F7AIILRNTRER, AFY 723y E AWS
Key Management Service () TERE iz AWS Y Z—2 RF—THRESILENETAWS KMS, =72
L. 2ORATOKMSF—% BITHETRDERTERBAAWS TAHIY b, RDYIZ, B—
TFYRNTHAOIRNDSERATEDNAZIN—NZR—J RF—AMIZFEAL T, OOE—ZFHT
ESILLET, FMICOVWTR., "OT7HT MO —H—ICKMSF—DFEAEFT TS (AWS
KMS RFIXUKN) ) ZZRLTIKEEV, 20&, OE—LEZ 28 —7Y NAMIEHREB AWS 7
hovk L, OE—L & » S Lightsail DFTLWEC24 VAR AZRBETE X TAMI, FHAICOV
Tk, "HLVWA AR ARB VA —REFEALTA VAR AZEE TS 1 (Amazon EC2 R
FIAIXRN) ZZRLUTSEZL,

Amazon Neptune 7 5 A X —

Amazon Neptune *—ZXR—RAV T ARX—QOBEBRAFT Y723y NZR0O AWS PHDU > MZIOE—
TEET, FHMICOVTIE, MCopying a database (DB) cluster snapshoty (Neptune RF 1 X RK)
ZSRBRLTLSEETY,

FHAFTYTIIAYVRNEIRRK20 DAWS THOUN EHRBLT, TOAFTY T3y NHS DB
VDOAEZ—ZEEBERTADEELTEERT, FMICDOWTIE, "Sharing a DB Cluster Snapshot
(Neptune RFIX KN ZSRBLTSEEV,

Amazon OpenSearch Service R XA >/

Amazon OpenSearch Service RX A VB TTF—X2Z2IE—93IZF. Amazon S3 ZFRAL TY —
ARXAZVORFY T3y hNEERL, TORAFTYT2IAYRZERNO OZ—TY NRXL2VIZHE

AWS Lambda 43


https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-permissions
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-copy-snapshot.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-share-snapshot.html

AWS REHA XA BHO NOBITAWS THT2 K

TTULETAWS 7HUV b, FHICODVTR, "THlD (FL Y2t &—) O Amazon OpenSearch
Service RXA N ST—RZERTBDHEANS THU by 28RBLTLKEETV, AWS

BICRY RD—UEBENF HDBEEFE AWS THUU KN, Service DUV ZAR—REL 7 )r—3a >
(OpenSearch —E A R¥ 1 X ) OpenSearch e FHT D L ETEET,

Amazon RDSAF vy 7<3av i

Amazon Relational Database Service (Amazon RDS) Tk, DB A VARV AT LG IVTAZ—OF
BAFTYTVIVREHRR20 ERBETEETAWS TAHI VN, HERFTY TS 3 Y KA S DB A
VABRVAERLE DB IVTAR—EZBRATEET, FMICOVTR., "FH®O Amazon RDS DB A
FTv72av hNEREF AuroraDB VT AZ—AFT Y72 av hERHO (FLYDEZ—) EHET
B2HEAWNS THO b1 ZZRLUTLSEEL, AWS

AWS Database Migration Service (AWS DMS) Z AL T, EBB3THI U RNOF—ER—A(L >
AZ D ABOMENBZL 7T —>3 0 ZRETRDEETEET, EEL, chIZEFETVPCU
VORKNSUDYRNTF—RNIIABEDOTHINEORY NDO—V RGN BETT,

Amazon Redshift 75 A X —

Amazon Redshift 72 AZ—%FI0 ICBITITDICEAWS THI RN, YV=ATFHINTITA
B—OFPAFTY TV REEHRL, TORAFTYTIIvRhER—TY N EHBLTHS AWS
THIVR, AFVT2IaVYRDNSITAR—EEBRLET, FHHICDOWTIE. Amazon Redshift
T7OESa_-_ 0Enk0TAE—%2B0 ICOE—92H5EAWS THDU RN, (AWSFL YD
2 ZSBLTLSEEY,

Amazon Route 53 O RX A 2 ETRARNY —

Amazon Route 53 O RX AV F AWS PHO NETRBETE R T, fFlICOVTR., "E4AD
AWS FHIY RAD KX A2 OBE, (Route 53 KF1XY M) ESBL T LE L,

Route 53 RARNY =2 %BID ICBITITBDCELEETEXTTAWS PHI UK, ChFMRBENZEE
PUREZIBEOFMIIOVTE., "TAOAWS PHIUKNIHFRARNY—2%BET5, (Route 53 R
FIXUN ZSBLTILKEEW, RANY—2&2BITTRHE, Z—TYRMDAWS THOYMIC
RARNY—2ZBERLET, FIRICOVWTE., "TBIOAWS THIRANDKRARNY =2 DRIT
(Route 53 RFIXU KN ZZRL TS EE L,

Amazon RDS 44


https://repost.aws/knowledge-center/opensearch-restore-data
https://repost.aws/knowledge-center/opensearch-restore-data
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/replication.html
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/account-transfer-redshift
https://repost.aws/knowledge-center/account-transfer-redshift
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html#domain-transfer-between-aws-accounts-hosted-zone
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-migrating.html

AWS REHA XA BHO NOBITAWS THT2 K

Amazon S3 /N Y b

Amazon Simple Storage Service (Amazon S3) @——>3a>L7Us—>a>zERALT, BAU
AWSU—=23> RO SINTY NATAZ7 IV M2OE—TEET, FHICOVWTR., F7
JSIOROLT)T—232 5 (Amazon S3 RFIXN) ZZBLTLKEETV, XROKITEELT
<EZEV,

s L7VHOmEER, LT7VIT—RKNENTYRNERBAWS 7HO KN T3 ICEELET, FIE
C2o2WT, TLZUNMEENDZE,, (AmazonS3 RFIXUN) Z#SBLTLIEEV,

« B—TYRNNTYRDODAWS PHIOURNIDZRREBDELSICNTY NEERHZEHLET,
FEMICOWTEE, "TNT Y NFIEEZEICEDZNT Y NFAEEORESY ) (Amazon S3 RF 1 X~
D) ESBLTLEE W,

« 2023 F 4 ARTE, FHULLERENENT Y MZHULTNAT Y NFFEBRERENS BRICHE 2 TL
30, XY RNFOEADMO=ILUARN (ACLs) £EF 72 T 9 NACLSAEMICE > TUWE
T, HMICOWTIE, Amazon S3EF I UFAOZEEAFETVTVS, (AWS J7OJRE) 25
BLTLEE,

« SSNYFFTUT—232 (Amazon S3 RFAXVN) ZFRALTL VT =23 M EEET D
BICEELTCVEAT DI ONEL T VT —RNTEET,

Amazon SageMaker E7)L

SageMaker EFI)IE., NL—Z27 @I Amazon S3/NT Y NZREETIhET, X—TY NTHY
VRASSINTY MOTIVEARAZHFATEICET, V=—ATHIVRNIREFENATVREFI)ILE
A=Y KNTFAHIORNCF7OACATEET, FMICOVTIE, "Amazon SageMaker £7)L % Bl D
(FLYDE B ICFTOA4TDHEANS THO My Z5RLUTLSEEL, AWS

AWS WAF 7 T/ ACLs

AWSWAF DT 770+Ad> A—)IJAKN (JIT7 ACLs) l&. Amazon CloudFront 74 A K1)
E1—>32, Application Load Balancer., Amazon API GatewayAPIs, AWS AppSync GraphQL
REST & &, BEEMRGFSAhTVWRUY—RAERBUTHVNIBEETRIHENHVY ETAPIs, ZfF
AL T AWS Firewall Manager ., #H#<4& AWS Organizations ® AWSWAF VI 7 &2)—>3a>
T—BEACLsTEE T, FHMICDOVWTIE, TAWS Firewall ManagerAWS WAF 7R > — OB A
&1 (Firewall Manager RF1 X2 M) Z5RLTKEE L,

Amazon S3 45


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-change-owner.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html

AWS REFHAH A BHO NOBITAWS THT2 K

RVFTFHAOURNT—FTIOFFICBITIRDREOFERICET
DERSR

AWS Organizations® B\ DBITICERA TR BEEFEAWS THU U N, —FEFERHEEE (AWS
Organizations R¥F A X N) ZFHTEE T, COMBETIK., BROTHITNOBREEZFEHT
1 DDBEREILKEHTRRTEET,

BEOTHIRMOBITICETDIERORARNT ST A AEHRBEHRROELY T,

s BEOBRTF—RIIT IV EATIVEN HDH5EE. HBNOMAOBEFERAFEITSHIC, JAN
EFRARRDLAR— K (AWS Cost and Usage ReportX &) #ERKL T, 7HTU hDIBEDER
7*— A& % Amazon Simple Storage Service (Amazon S3) /N7 Y MICIT OV AR—KMLTLKEE L,
HBNOMADBEGZERFEITDE, TOTAVRNOBEOBERT—RIET I EATERLSERY)
9,

« BHXBENBET2 DNEBEHRETIVEN HZBEEE. 7HT2 NHEY —)L AWS
Organizations (AWSY U 1—>3> 5475 )) Z2FEAL TEEABOV Y —AR—ADRI > —%
AL, BENSEEZREELTHSHEETEET,

46


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/

AWS REFHAH A BHO NOBITAWS THT2 K

e

SUUNAWS THIOUK DESILFTAIY MAOBITR, EAEBIZThERIICERZE
TLESIHELNERA, JAFTAVNEBBZEATZET, SVTILAWSTHIV KN %
EAITZIEENEALTVIRDISIBZSDREICHLITDZEANTERT,

« AEBERT-2EHEREAT—XEHVYIEX D — AWS IAM Identity Center ZEA L T, AFEHKE
RAEFTEFBRAOEBENTERDT IV EAHT LY NEBRETHDIET, CERTEBIERCT
VEAERETEET, ABBREBAT —EIR—AILTIELATEZOREROEVI—HF—D&AkE
L. PO ARGHBERET., " O2EEEZTIXENHYET,

s AEBRARENOTFVOMNMMOEDSZRAERICHEZRET —BHROTHV Y NEERORE
EEATDIET, AT—IVRINE—2PBHTRDENTEET, HIAEEABZEBETHI N
NICERAOE—I)LATFEREZERL T, FEFfMMTHONTVWAVEZEICF7O/E) ) —A%ZFTHE
TEFET,

s FARDV—VO—ROTANFIZABREAD—VO—RONTF—XANRT TS — & AWS
THIOUKNICERY—ERAEZEBIDIMILEY—ERIA—ZFHVET, EROTHO U NE
FATAHZET, 1 2ORENIOREICERADZENVHEEZFHIRTEET,

- AEZFBAIAMEEHERIANZXB TS —ABo—EBFZR AV IF—TFT14Y REUVI) T
&, IXTOOARARNNAWS THIU KN LRILTEEHSND -, BHEF—LAK., BARRE,
TARNRE, FETREZEDIABRELLEEL T, ABBBAIAR ENRS S VWA ERERTS
CENTEERT, RTERTRUWRVD—2FERALT, PTHOMNNOIDANZDFHEETE
£7,

« MBRTF—IAOT I tA%ZHIRTS —IAM Identity Center Tld, BHEDTHUU MNCEETS
A—H4—IN—TIC@BRIOT VAR —2BETEET,

e JANEE —NINNFT7HIRT—FFTO0FvyTH—ERXDMNO—=I)RJZ— (SCP) ZERT
BCET, ABICESTEBVIAM BETHAREMEOHZIBFEND AWS DF—ERXANDT I+
AZBIETHENTEXT, SCPIRE. BEDH—EANOIXRTOT IV EAZIERLEY., #
X A 8E%% Amazon Elastic Compute Cloud (Amazon EC2) 1 VARV AN R A T2 &IRT B L,
H—EAOFEAZHENDRATICHRLEYTDENTEET,

47



AWS REFHAH A BHO NOBITAWS THT2 K

ThRAE

ARFIXVNOFRERRDESYTT,

TNV )1—=>3a>TF—FFTU KN, Justin Plock AWS ( 7"U > IN)LERRE )
« Emily Arnautovic, ZU > NILT7—FTO 8, AWS

« Jason DiDomenico, >_7YJ1—>3a>F—F7O M, AWS

c RATN V—=FT4, EF1UTAARIYDANIY DV 21=232TF—FFTI N, AWS
« Jesse Lepich, >Z7tEF1 VT A1 AR YDVARNY D 1—-232T7—F7TI 8, AWS
« Rodney Lester, 7°J NV 1—=23a>F—FTIK8, AWS

« AAZIN ARA EVTF7—/, YV1—=232F—FTT7 b, AWS

e 23— Ak, >ZF7VYVI—232T7—FTON, AWS
« AlexTorres, >_F7V)1—>3a>7—F7IU Kk, AWS
« Dave Walker, Z’U>N)ILYV1—=>23a>7—F7I 8, AWS

48



AWS REFH 15> A BEO ANOBITAWS TATU K

)J—=A

AWS REHA T A

* AWS Startup Security Baseline (AWS SSB)
* AWS Security Reference Architecture (AWS SRA)

* Top 10 security best practices for securing backups in AWS

AWS 7 OJ5=%

* How Setting Up IAM Users and IAM Roles Can Help Keep Your Startup Secure

* How to let builders create IAM resources while improving security and agility for your organization

AWS R A4 hR—/)N—

* Organizing Your AWS Environment Using Multiple Accounts
» Establishing Your Cloud Foundation on AWS
« A=Z7)LVTEF21T7HBIILNFVPCOHOAWS XY RND—DAVT AN OF Y DEE

AWS J—RH$>7)L

* Automate the setup of security services with AWS Control Tower (GitHub)

AWS BREHA XV A 49


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://aws.amazon.com/blogs/security/how-to-let-builders-create-iam-resources-while-improving-security-and-agility-for-your-organization/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://github.com/aws-samples/aws-control-tower-org-setup-sample

AWS REFHAH A

BHO NOBITAWS THT2 K

RE¥IXD NERE

UToXREF, ZHAROEEZZEERICOVT

3BEE. RSS 74— R B#2HTRIUSA4TTEEXT,

ZE

—THBEHEIORANT SO
TAA

HBORANTZI9T 1A

ERICEIZDEESEE

VA0, T7VT7—

< 3> OEH. Amazon VPC

Lattice

THI NEEEE ABAC

L)
AR 714y O RETS
EODRANT ST 14 A%
EFHLELE,

AWS Organizations T O 48 i
BICKHTRINRANTSOT4
AEEHMULEL L,

FEERICEAI2EREE, &
o>arvaEEMULEL

F /. TResource migration
& TTFTVT—=2320
B, oto>avEEML
Fllk, £k, HHLL AWS
DY —EATHS Amazon
Virtual Private Cloud (Amazon
VPC) Lattice ICB8 9 2 1HHRE
EmMLEL &,

"SOF409V—2 0
Bl o3 aEBETIL,
LWAWS 7HDU N OfF
AEREBRBLTIZTF1
TJIV—=2ICEMTESERD
ICTBFEICOVTOEHRE
EBiNL £ L &= AWS Control
Tower . £7=. TAdd initial
users; V>3 EHETL,
BHEER—ADOT Uz AHIH

HRPLLEEDTY, SEOEMICEHIZBHAZZ(TH

B

2024 £ 5 A6 H

2023 12 A48

2023 9 A 20 H

2023 4 A 27 H

20231 H6H

50


https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/transitioning-to-multiple-aws-accounts.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/billing-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html

AWS REFHAH A

BHO NOBITAWS THT2 K

TIOLARNZ 74V 0%V K

27—

IJLARNT 74950t
*1F 4

TOCAFADER

HRET

(ABAC) AL T, ALD
SAML X—A D |dP »*5 AWS
IAM Identity Center|Z Z2RIE S5 &
EEITHECOVTOERE
EmMULEL .

Amazon Route 53 Resolver
DNS Firewall ZEA L TH
ARTTAYVIERBEDRX
A2BICHRTBHEZELCDOV
TORHZEMTEDIZHIC,
FERBHN, V3%
WETLEL 1=,

MBest practices for securing

egress traffic; ZE&MULEL
oo

TOLAHITDEAOEEZ
HEL, "TUY—ARL &5
>avICZohEY VICET
DFMEBEROV >V ZEML
FL I,

2022 £10 A 13 H

2022 £ 10 A6 H

2022 9 H22H

2022 9 A6 H

51


https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/creating-a-permissions-boundary.html

AWS REFHAH A BHO NOBITAWS THT2 K

AWS BREMN A X AORAGZESE

LT, AWS RENHA T AN R I D, HA R, NEZ—2T—HRNICEASIZAET
o IVRNVZRETRICE, ABREORROT7 A —RNYIVORBI IV %ZFERALET,

#¥

7 Rs

T7Vr5—23> &80T RICBITIZDEOD 7 DO—BRHNEBITHE, Chs OBk, H—

RF—A" 2011 EICHBELESRS ICETVTHEESh, UTTERENTVET,

s U7 TORIVIIT—FTIOFYOBRGT — VT IVRZRATA7TRBERRRIEAL T,
REBHE, N7A—X2A, A—FEUT12@ALEE, PF7V5r—>azggstd, 7—
FTFUOFVYEZEELET, chlllEk, BE., IRL—TFTA1VIPATLETF—EIR—ADBIE
FEENET, Hl. 7> 7L X AD Oracle — X X— A% Amazon Aurora Postgre SQLE #: T
FA42aVICBITLED,

c UTTSYRTA—LWDTRNTURISIAT)-TFTTITr—23 20207 IRICBITL, V7
DREEZTERATILHICHIBREORENNZEALET, fl: 7> 7L I AD Oracle *—&
R—RA% O Oracle A Amazon Relational Database Service (Amazon RDS) IZ#1TL &9 AWS
977K,

- BEA(ROY 772U R2AVT)—BE, #ROZA VAN S SaaS EFILICBITLT, 7l
NDRRBICYPYEZET, H: BEEBERERE (CRM) > AT A% Salesforce.com ICEBITLET,

« URAN (W7 RFURITN— VT RBEZTRAITDLOOEEZMATIC, P77V T—
a2V TIRIZBITILET, fl: 7T L I AD Oracle F—ZRX—R% DEC2A VAR
AL®D Oracle ICBITLET AWS V5K,

« BRE (NAN—NAHF—LXRILODVITRTFTURITN-FLVWN—RIJITZBALLY,
T7Vr—>3a>z&EMary), BEOERAZEELEY TR LR, 1 2TFANTYD
FYERIVSIORICBITITEERT, Y—N—ZFVTLIARATSYRNTIA—LHISEALTTY K
T72—=LDUVZIRY—ERIZBITLUET, fI: Microsoft Hyper-VZ 7V or—> 3> & IZ8B1T
LET AWS,

s REFEBTIVER)—TFT7IVT—23 288 HK0OV—AREBETRELET, ChillF, £EX
D7 TF7O0RIVITRBBETRDTIVT—2a20%, BEENTOEEXEZZBERTEHL LV
T7U5—23>, BRUOETNSEBTIZDEOOESZXALOELHMNEVESD, BEES
RETBDLA—TTIT—23a BENBYIET,

 FRAELE —BFROY—ARBTREICE 2 ET77VS5—2a3a 2B EEEFHEIBRLET,

# 52



AWS REHA XA BHO NOBITAWS THT2 K

A

ABAC

"BUAR—AQOT7I7AOY ~O—), ZZBLTLKEZV,
MRLEhIZY—ER

TIZ—VRY—ER, EBBLTEE L,
ACID

"ThEIVvOM, —BM SEEME. WA ZZRLTIEE W,
TOT47 -TOT 17847

REEALZTVT—=232Y =) LR EEEAFBEEZFEALT) V—AT—ER—ARER—
TYRTF—ER—AZEHE L, BITHRCRFOT—ER—ANERT7IT—>32Hh50K
YOIV EMETEIT—EIR—ABITHE, COFETR, 1ERYOAHY hF—N—0
BEHFBELS, EBEEPREBNY FTBITEET, P7IOTATINY I TBITLRVERET
TH, LRSS DEXENIBETT,

TOT47 -NY278T

Y—RF—BR—RER—FY NF—AR—ZERBME BN S, F—EAR—FY hF—5
R—ZELTUT—REhTLBM, BELTVBT7UI—Y3aVASORIIF oY 3%
Y—RAF—BR—ADHTRETHF—AR—RBAOF %, BB, B—7Y hF—ER—2
FERZHO2a22ZRNETEREA

 HE
BOUN—TEREL, TN—TDE—ORVEEHET2SQLER, KHBROHE L TE,
SUM® B EN &) TTMAX

Al

"ATHEE: Z2RLTSEZL,
AlOps
"AIHEANRL—>3 2 Z2RBLTLKEZV,
E&1

T—2tY NADBABHREZLICHRIZ7OER, EBRBCLEBEADT S AN —REICRL
5&F. BRULETINET R, CRPEAT—FERREENILEA,




AWS REFHAH A BHO NOBITAWS THT2 K

ToFNE—2

BYBRLECSEEBEICHL THEICAVSIIBRET, TOBRRNEMRTH 1Y), MR
BFRA212Y, RERXRLVEMRFBASLVITBZED,

T7Ur—>3ardrsO-)
RLVIDITHASSATLZREITZDEOIC, BRBENLETTIVT—2320hEFERATED LS
932 tF1VF4T770—F,

T7Vr—232R—K7#)F
F7VTr—>3a>0RBFEHFBENAZIAN, BrETOEDXAMEZET, BBHNERT
PETTVT—232VICETRHMBBOERY, COBRE. R—h7FVADBREESHT

OtA OFEERTHY, BT, T AKX, BEHUIZTTVIT—3avE/BEL. BEIEL
ZRTRIDICRIUEERT,

A THNEE (Al)

AvE1—F420F70 /0> —%2FEAL, 8., BEOHR, NZ—20OFBE L, BER
ABICBEDS TS N3RBAMENERTICHBELLEOVEI—ZY A IV A0S EH, FMICOVWT
k. TAIZEE (A) R ATTA?) ZBRLTLKEEV,

AILHEEAFRL—> 32 (AlOps )

BRFZERNZEALTERLOBEZBERL., ERLOAFURNEADHTAZRS L,
Y—EAmBZOLEER7OERA, BITHEBETO AIOpsOERAFEOFMIC OV TE, AWS
PARL =23 VHENA R 25RLTLSEEL,

IERTREES L

EES{LAONT VY OF—EEESRADTSAR—RNF—HLSEBD 1EHOF—%FHL -, BEL
DTFNAVXLe NTVYOF—RFESICEERAEAZVEOHELTCEREEBEDL ) EEAN. 7
FGAR—RNF—OFRAFTELLHIRTIHLEN HVYET,

R, —Et, o, WA (ACID)

IS—. 8. TOMOBENRELEBETE, F—EAR—ADF—REMEL ER LOEHE
MERITD—EOYIRITITTONTA,

BHEAR—ZOTZ£AT> KO-/l (ABAC )
BB B, F—LABEE, I-H—OBMICESVTF I AL AEEHEA<BRETSH

o BRI DOV TIE, AWS Identity and Access Management (IAM) RF 21 X ~k® T ABACD
AWS ;| ZZBL TEE L,



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS REFHAH A BHO NOBITAWS THT2 K

EETEDZT—RY—-A

RUEEMOHIBTHREENDT—ROTTAIV—N—23a 2 2RETDEM. ER/IL. &
£ REBUEZE, T—REVNEBREEEEISENT, BETEDT—RY—AL SHDBRIC
T—REIE—FBENTEXRT,

TRAZEDFTA—=V—=2

HOTRAZEUT1—=V—20OEBEEHNS AWS V=23 REtch, @ALY—23aRomon
TFRAGEUT A=V —=2AOBEIANTRLATVO—OXY ND—VEGEZRETS ADF
DET.

AWS 2579 RKBA7L—LT—% (AWS CAF)

BBFOTIRICEREICBITAWS §2-OOMERNTHRAKFTEZITEDDICKILID, OF
ARSAVERANTZIOTAADTL—LD—UTF, AWSCAF &, EZXA, A#, AN
TR, TIZYRNT A=A, EFI1VT4, BRAEVS 6 DNERTHICHAZT A ZmMHALE
T, EDRA, AM, HNFUOADBRATER, EPS>XAAFIETOLARICEREZEEZ, 75V
R7#x—AL, EF1)FT4, ARL—23V0BRK[RBEMNERAFILETOLAICEREHTT
WET, fIZIE. AMOBKITIEE. AE (HR), AMREKE. BLUAMEBRZRSRAT—7
RILF—ZRRELTVWET, COBRNLS, AWSCAF K, VT REAZRDIESEZLHD
ABOEBIRIODAMBER., SL——2F, 212523 ICBI2HA A AERHEL
F9, FMICOVTIE, AWSCAFUIJH A NEAWS CAFRTA hAR—/\N\—%ZSBLTLKEE
Wo

AWS 7—4 00— RBE7L—LT—% (AWS WQF )

T—ER—ABTV—IV0O—REZHAEL., BITHBEHERL, FXREEVYEZRMHITZ Y-,
AWS WQF & AWS Schema Conversion Tool (AWS SCT) ICEEIhTVET, F—EXR—AR
F—XED—RATZION, P7U5r—>320—R, KEFER. 8RENT -T2 A% M
ZoMmL., FMELR— M ERHELET,

B

RIEBZRY b

BAPHEBICORILPREZEAD L ZANELERY b,
BCP

EEMGTEZSRL TS EE W,

B 55


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS REFHAH A

BEIZ7

BHO NOBITAWS THT2 K

VY —ADEEEA D RT O IVEBRNICRLE, —NBA RS 0T147
E 11—, Amazon Detective TEMET S 7 ZFEAL T, XML O FET. b L VAPIRY

HU, BLTEROT I3V EFARNDEN TEERT, FMIZ DOV TR, Detective RF 1 X
N ®Data in a behavior graphZZ B L T E&E V),

EYIIVFATUAT A

BREUNA N ZRNCBMTEZ AT L, IVTATRFAESRLUTSEZ L,
“EHSE

NAFTVERQCOOHAEBZRIZTADSEN1D) ZFATHTOEA. fIAE., SEZROEEE
BETFILT TCOEX—IBEANLTIDL, TREEANLATRESYREAN I BEDEEZTF
MTDURENHBPELNEEA, TEE TCORREELETTD,. ETIDL L BEOHEZT
HMT2BENFHIDLELNTEEA,

TIN—LT71)NE—

EZNFEYRNDODXN—THIDESHZETANTRLEOICFERAE D, BEHNTXEIRD
%L\?_g*ﬁiﬁo

JIN—=17V—=>F7704

2ONEBZIE-—DORBEEZERITZT7TOMEK, REOT7Vr—>3N=-232@F 120
RE (7)—) TEITL, HILLWTFPTUT—23 2 N=23 2R3 MORK (J)—2) TEITLE

T. COMKE, FRERIRCOLTRECO—LNY IF50LRIEET,
R N

A282—%Y NEHTRBRAVZRITL, ABOTITAETARAURT0232 %231
L=KNTBDVTRIDITFFPTIT—232, A=Y NEOBBRDA2TY D RAEEKT S
VI700-5—RBE, —BORY NGBERAFEEERTYT.,. BELARY N EHEIZHORY

NO®ICE, BACERICRILESAEY, BEESALYTHCEEBERLTVAEONHY
£7.

RY hxY b

NILTITICRBREL, RY ROANLE—FIZRERY RARL—2— LHEND, BE—BREOE
BFICHDRYNDORYRNT—T, RYKNE, RYNEZTORKEBEAT—ILIBDEODHRELL
MENhTVWBEXNZALTT,

56


https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS REHA XA BHO NOBITAWS THT2 K

7507

d—RURDRKNVICEENDEE. VRS KNIICBAICERTZTSOFE, X4V T50F¢E

WOWET, BEOTSFASHLWI SO FEERL. TOFLVWIT SO FTHEEZRREL -

W, NTEBELEYTEERT, BEEZBEITILDICERTZD TS OFIE. B, #ETS>

FEFRENTT, MEEE DV —RATDERBHN TELS, BETSOFEXAA VT SOFICHEL

£9, FMIICOVTR, "75UFICOVT (GitHub RFIXUKN) 4 #ZBRLTLSEEW,
TL—=O9I9SATOtA

BIA BRI ERENET7ORAZELT, YN EBET7 IV EAHFTZ2ELEZVAWS 7
NIOVNICTERLKTIEATEDELSICLET, FMICOVWTIE., Well-Architected 714 & >
AN "TL—=D0TAFIEOERE, A —2 AWS 2B LTS EEL,

72027 14—)L RE#

REOBRBEAVIZARNSOF Y, DATLT—FTIO0FYILTZIO0 71— )L REREEAT
258, BEOIATLEAVTIZARNZVFYOFNICESIVTT—FTOF v Z2EFTLE
T, BEOATSARNTOF v ZILRLTVWBDHER., 750071 —)LREBEET ) —>
71— REMEZRMET DI ZELEETEERT,

NYT77Fvyv>a

TOERABENFKREGVT—RAREFET LD XTHEEH,

B R AN
MEZEXAHITLEDICEDRANTS L (BR. DNARI—HY—ER, X\—TFT120K%E),
RAVOY—EADT—FTIOFYERREORER, EPRARANICL>THETERY, Fi

C2WTR, RIOABMR=N—AWSTOIVTFH TN ENAVOY—EADERT O EZ XA
ez PO ICHEBIL O3 2SR LTSEEL,

EXPHGTE (BCP)

RBEBITRE, PHEZFSI AR MNERICEAZEENSZEICTAL, EDRAZRIRIC
BRETEDLDICTBFE,

C

CAF

AWS "O9Z I RBAZL—LD—01 ZZRLTSEE,



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS REHA XA BHO NOBITAWS THT2 K

Canary 704

IV RI—H—AD/N—Y 32 OEREN DEHWEY Y-, BETELS, HLLUN-T 3D
Z#F7040L, BEON—>a s khaBERIET,
CCoE

TCloud Center of Excellence; Z#ZBL T &L\,
CDC

(F—SETTFrOLEE, EBRLTLEE W,
F—8%v7F ¥ OEE (CDC )

T—2Y =R (T—ER—AT—TIBE) NDEEZEHL. TOEEILEITDIXAZTF—2ZRR
TRT70O0ER, . AHZHFIDLEDHIC. F—T YR ATLAOEEZEERELTVT—
R¥23E, COCEREXBZENTHEATEEXT,

NAARIDZTIYT
EEPHENBZARNZERNIZBEALT, DATLAOMWEEMHZTAMLUET, AWS Fault
Injection Service (AWSFIS) Z#FRAL T, AWS D—J0O—RICERZD T, TOIE %A
TRERERITTEET,

Cl/CD

TN A > TIL - a2 BTN —, Z2SRLTLEE L,
Pk

FRZERIZDOILKRIDPETOLA, 2EHEOCEMEEETTILIE, BBEZTFALET,
BERERE. BICEWCKBIENE T, fIAE, ETFIFAMAXA-—DRIECEN BRI L ESH ZHET
PRENHDHEENHYERT,

74T MIOESIL

=TV RFTF—RAWS OH—ER Z2ZEITIHIC, O—ALTTF—REZBESILLET,
Cloud Center of Excellence (CCoE )

DSIRORARNT ST 1A ADER,. VI—ADOBE., BITORALTAOBIL, KFEERE
ERBELTHBZ ) —RIZIEE, HB2EOOT O REAOHYEX ZHETDIFENEF—
L, EHHICOVTIEE., AWSOTTRIVE—TS5A4 AEKE T OJCCoENERmESRBLTLKE
L AN



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/

AWS REFHAH A BHO NOBITAWS THT2 K

O9ZoRAVELI—TFTAY
VE—RF—RARL—=2& 10T FNA ABRBICBERATS D VZORTO /00—, 9757
RIAVEI—FT42JF, - ®ROCIV2OVEI—FTA2JF70 /00— CEH{EhTVLE
ER

7777 RERETIL

ITHEBIZSWVWT, 1 2UEOVTIRIREEZBE, RFE. KBTI LEHICERAETNZIERATT
o BFMIICOVWTEE, "OTORERTETFTIDEE, Z2SBLTLISEEL,

BADIZIORAT—T

B CBITTHEEICBEERITIR4DOT7I—XAWS VTR :

- 7OIVBM —BESRAEEBFZENELT, V77V RBEENC7OSI VM EVS DOHRENT
EK:

c B O OREAZLKRTDI-OOELANBERE (TFoT1 T V—20EK. OER
CCoE, ERETIOEILLE )

s BIT—B2OT77VTr—23> 0817

- BRE —HHRAELHY—EAOKRENL, V7TRTOAS/R—=23Y

CNSOAT—2, AWSUTORIVE—TSA4XEKIOJ/n7OJ78%F V5T KR

TJ7—AANDTY——_—, & "BEADAT—, T Stephen Orban ICK 2 TERENEL 1=,

BITHRBREEDRSICEELTVLAAICOVTE., AWS "B1TEENHA Ry Z22RBLTKEE

W

CMDB

"REEET—INR—A, ZZRLTEEL,
O—RURTI KU

V—AA—RXFOMOEE (RFIXU KN, YT, ROVTNEE) FREEN, N—23
VEBTOAZBUTCEHFE NS B, —MPBEIFTIRVARDNIICEK, GitHub £ A
EENET AWS CodeCommite I—ROD{N—23a BT SOFERENET, X400 —
EADEETE, FURZKNIEE 1 DOMEERATT, 1 DO CIICODNATS4 2 TEHED VR
DNV FEATEET,

d=I)LRFvv>21

ETHhD, T2k, HBYZEENHD, LB, FLVF—EPEBRRET—IIFEEATVS
NYT77FYY22, F=ER—AAVAZVARBAA DV XFBIRERT A AT D SHHIID &



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REHA XA BHO NOBITAWS THT2 K
ENHY, NVT7T7FrVIANSHEABBDR)EREIDAD IO, NTF—XAICEEL
S

d=)I RF—2Z

O21CT 7 EREhY, BERBENDTF—2TY, COBEOT—2Z27IVIZ5HE. BE
FEEZIVIVTEERESERA, COTF—FZBNTF—XATRMEEANL—JHBER
ERUVZACBETAE, JANZRIRIBDCEANTERT,

aOvE1-2ET 3 (CV)

BBEBZEFEALTTORINAX=—REFABREOED A TIILERD) StEHRES B L O HME
TBADOPH, fIAE., BAVTLIAOAXZZY NTJ—UIZCV ZEBNTST/V1 X AWS
Panorama Z 1t L. Amazon SageMaker (& CV O EGMET ) J) AL ZRHELET,

WERUT N

D—J0—RDBE, REFBELLERELNSEILET, ChICKY), D—o0O— RAFEEHR
ICBEBTEENHY), BEGEREND, DERNTEHYEFEA,
REEET—2NX—X (CMDB)

T—ER—AEZDITRE(N—RIITFTEVIRIITORMADIVR—FK NETDREZ
BU)CHITIBHERE. EEIBZVURINI, BE, BTOR—K7 A+ UAREE LT O
ERETCMDB OF— R ZEAL XTI,

A7 #—=X2VANY D

AT AT OARAFIVOEEFIVTAFIVIRBANAEINARTDEDICTETILTES
AWS Config L—ILEBET7 V> a>odlLv2ar, To7L—NeFEALT, AV 773—X
ANV EAWS THYIVKN B8LPU—23> 0B —ODIVTAT4ELTFTOC4TDE
t, BBEEICTFTO/4THEETEETITYAML, FMAICOVWTIX, AWS Config RF 2 X
N T T7#—XOANY D, BBBLTLIEETL,

MENA > TIL—2 3> N7 /N — (CI/ICD)

V7RI T7VD)=A7OEADY—RA, ELR, TAN, AT—I27, XBEOREAT %
BEtIS70O1R, CIICD BE—MHNICNA T4 EMEIhET, 7OCAOBERL., £EMH
OEmEt, AD—RmEO@MLE, BEOCIMELEAEICLET, FMIEODVTR, "T#EHNTUN
—0FR) 2Z2RLTLEE Y, CD F#t#HMT 7 O4 (Continuous Deployment) DEEFETE
HYVET, FHRICODVTE "THENTUND —EBENET704 1 2Z5RBLTEEL,

CcVv

vE1—2E232, 2Z2RLTSEEWY,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/

AWS REFHAH A BHO NOBITAWS THT2 K

D

REFDT—X

ANL=CRILHZDTF—R2ARE, BECEBHOXY ND—TJRICHEZT—X,
T—2NH

ZYRNID—OANT—22EEEC#BRMICEIVTHE., 2832 708A, F—XICELE

RESLCRBOIDY FO—LEZHUKTIBICRIUIDLED, HSWBHA/N—EF1UF1DO

ARUVEBHEBICSVTEELRERTY, F—2X0HlE. AWS Well-Architected 7L —AT—2 ®
TFIVFAOFEOIR—FNTT, HMHIICOVWTE, F—29EESBLTLIEETL,

F—2RYT N
EHEBF—REMLEFLORNL -V T ERAE N EF—REDBICAERERNELC LY,

ADNTF—EHFHEOBRBERICARICENMLEYTEIZETT, T—XRUTNE, MLEFI
TFRAOLENEME, BE., NAFHZET T2 AREMEA B KT,

TREhOF— R

XY RNID—=OR(RYRND—=OVY—-ABRE) ZEFRIBEIZDT—X,

F—BAYT 1
—TALENEEBEANTALKY), 2BEOSBETF— 2 MEEERHIZIT—FT7IF ¥
7'/_13\'7_70

T—2HR/ME
BECXEZRTF—20LZREL, EBTHEVSRE, TF—EH/MLZEKRAWS VTR
TBET, T7ZA4NY—URY, DAAN, ZHOHA—RKRYT7YRNTIVNZHRBTEET,

F—RER
AWS IRIBRD—EDOFHA—RL—), EETES IDOAKH, HIFEhDIXY ND—IHSE

BTEDVY—AILTIOEALTVWAR L ZBRETEERT, FMICOVTRE, " TOF—ZER
DEEAWS,) Z5BL TS EE L,

T— X DEE

raw F— R EHEHROBMETETI)I THECENMTEZIRACERIZ L, T—20F0E
k. BEDHRLRETZHERLT, RELTWVWS, FELTWS, REREETZEICHRT
DLEEERLERT,



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS REFHAH A BHO NOBITAWS THT2 K

57— W

T—RDERK, EE. REOFERE, F—RODFAT7HA4 VN 2562BLUTTF—XOHMERE
EzEHTSH7OERA,

T2 4R

F—REINE, RELTVWSEA,
F—RXIOITINTA
PHBEDEDSZRARAA VT ID IV RAZHR—NTBDTF—REBI AT L, T—2IIT/N\IRA
ICEBE., RKENDBRETF—INEENTHY) ., JIVXOWICEKL<FERAENET,
F—ER—AEEEE (DDL)
F—=BER—=ARNOT—TINRAT I ORNOBEZERET LR EETHILEONDAT—RMXAURNE
f:‘i:l?y I<o
T—IR—ABRESEE (DML )

T—ER—AADBEHREEE (FA, Ef. HER) 92 LODOAT—MXYMREFINT R,
DDL

(F—ANR—AESETE, #BBLTLEEL,
FA—TFIHUTI

FRAOEOICEBRORBRZEETINEEAEDED, FA—TT7oH 27N 2FERALT. KVIE
BETRAEZRELLY., TAOTHEMZHEL LY TEXRT,

TA—TZ-Z7

ATIZ1—JILRYRND—VDOEREZEAL T, ADT—RERROEZ—T Y NEBROBED
RYEVTZRBTIEMEBY T 7 1L R,

defense-in-depth

—EOEFIVFAXAZXLAED MO EOEI—RFY ND—O2EICBRICER
T XRYKNT—DEZORMICHBTF—XOMEM, BEM, TAHEZRETIBEHREF1V
TANDFE, COEREZE ICHEATDEE L AWS, AWS Organizations BENDEEDL 1 ¥ —IC
gHod1> s O-)zEMLT, VY—ADZELHEBRLET, HlZEF. defense-in-depth 7
Z7O—FTld. ZERFEE. XY KND—0EITXFT—23), BELEBAAEDEZENT
EFT,




AWS REFHAH A BHO NOBITAWS THT2 K

ZEEESE

'C‘Li AWS Organizations, B0 H B —E AN AWS X N—THoU > M EZEFL THB
THOURNZEEL, TOH—EAOT IV LAFHAZEETEET, COTHIVNE,
%@ﬂ EAOEZEFEBEEEFHVET, Fll. BLVOCEBRMEOHDHT—EAD—ERF., AWS
Organizations KF 1 X2 NMAWS Organizations THEATED Y —EAZSRBL TS EE L,

T7O4 X~

FFUT—Y Ay, Filte, J-KOBEER—7Y NORBETHATE 245K T57 0t
2o F7O4TE, I—KRR—ALZEEBLER, T7UT—2 a2 ORETETOD— KR—
AEMELTRITLET,

FRIRE

"RiE, ZZRLTLSEZ W,
BREEE

ARRNFRELEEEIC, BE, OVRE, & TO3LRSICEFEh X1 UFT4d0 K
A—)l. chsnd> hD—)HiEURE’JKF)':‘ﬁ?Eﬁ'C&U RITHFOFHHWI NO—ILZ2TY)
BRreteF1 )74 ARNEDI-Y—ICBELET, HMIC DOV TIEE. Implementing security
controls on AWS® Detective controlsZ S B L TS & L\,

FREAN—LIYYE>Y (DVSM)

VIRDITRRBZATHAVIOAE—RERBICEREZREIHNZHEL., BEIELE
2 HCFEAENDTOEA, DVSM I, £ U—UNZAT7O0FYIVTT735
TAARIEEFTFENENII-ARN)—LAIYEV I 7O AZIRLET, VI RNTITHERE
Z7OtAZBUTMHEZAEL, BATEOICXERATY TEF—LALERELETTVET,

TOZIINIA

BY. T8, EEME £ESAOAE. BEHROVATLAEFENCRALLEDTT, 7
SEALYATE, FARE, VE—NEZRUVY, £ERBELESR—NLET,

FaXIAVTF=TI)

AZR—AF—N Tk, 779 T—7IAOENT—RICBATEITF—2BHESC M BT—T
Lo FAXD2AVT—TIIEHRBEBE, TFARN 71— RELETEFANOISICEETS
HBBETT, ChoOBMHRE., JTVOHKN, 7Z14L2V2T, BREY NOSRILFFIZ—
BRECERENET,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS REHA XA BEO ANOBITAWS TATU K

TAHFAR

D—O0—RFLEBFZATLY, EAThTVRIEERZEMTOESRABEDEREH TS A
R Ko ChEDARYMNE, BREE, BRITHNES, RELEERULEVREIA®PIILIIT
REZEDABOTEHNERTHZBEN HYET,

TAFAR) AN (DR)
KELRDE IV BRALET—RBREHK/PRICHAZEHICEATIHEBETOERA, FHMHIC

D2V TIE, AWS Well-Architected 7L —AD—0 0O " TOD—OO0—ROF A4 HF AR AN
AWS: 95 RTOUANY) , #B5RBLTLSEETL,

DML

"ToANR-—ARESTE ESRLTLEZT W,
RX A2 BERENEERF

FAVR—FMRBHLTVERIZELEHZETSD RXAM, FEFRITESXRABEICIDVR—%
VRNEERELT, BEBYTRNIITATLAZBER IS T77O0—F. COB=EFE. TUY Y-
T 7> ANEE. Domain-Driven Design: Tackling Complexity in the Heart of Software ( K X

A VBBERFTFTVIIRNIITORLICE TR2EMEANORYIEKL) THEBNAEATVET (RAK:
Addison-Wesley Professional, 2003). strangler fig /N2 —> TR XA VEBBRZFEZFERATDIH
EICDWTR,  THERD Microsoft DEX F 4 X ESBL T & VWASP, NET (ASMX) >
7+ & Amazon APl Gateway 2R LTV I 7 H—ERZBRENICITS,

DR

"TTAHAZ)AN) L BZRUTLSEET W,
RU7 Mg

R—ATAVEREHNSOBRBEOEH, HlZIE. AWS CloudFormation ZEBRAL T AT L)Y —
AORY7NEBHLUEY, Z#EBL T AWS Control Tower H/N T ABHAQOEMIZZE %
BEX30EMEO0HZ2T T4 0V —"0EFERBELEY TEET,

DVSM

TAREARN)—LIVETT, ZZRLTLEZ,

E

EDA

"RENT 2541 2ZRLTLEE W,

E 64


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS REFHAH A BHO NOBITAWS THT2 K

IvavEai—F142Y
T XY RD—DODOIVIICHBIAN—NTFNA ADSTERE b ZESHDTo./00—, 957
ROVEI—FTa4 200 BT DE, Tv2>AEAI—FT4 20 BELAT—2EHEL.
DEFEZEMTEERT,

E51t

ABAZRAEY AR T L —2TFANT—RZBSNICERTZIAE1I—T 42770
Ao
ES{F—
ESETILIVXLNFER LI, ZURLLENEZEY MDA SBBEEXFS., F—ORETFR
F2TUHST, BF—RBFRATERBVELSIEC, —BIEBILSCRFIENTVET,
I>7F14F7>
AVEI=ZXFVICNA M EMENBIEF, EVITIOFA T ATATR, &EM/NA

NARIICHENENET, UNLIVFATUIATALATR, EMu/NA MABRAICHBNE L E
ER

I RRA K

H—EATIVRARA b ZBRLTLSEET W,
IV RERARF—ER

RETZAR—NIT IR (VPC) TRAMLTHDI—H—EHBETERZH—ER, ZFALT
I RRA MY —EREERL AWS PrivateLink , 10D AWS 7H > N £/zl& AWS Identity
and Access Management (IAM) 77U NNILICT V2 AFAZRETEERT, ChsOT7HhHD
JRFEETVIONILE, A VBR—TIAALY RRANEERTBDETVPC, TV KRR
AR —ERACTTAR—RNIEHRTEET, FMICDODVTEE., Amazon Virtual Private Cloud
(Amazon) RFIAX D "I RRA MY —EADERI Z5BLTLEEV, VPC

I>8—T7Z4X)YJ—A5E (ERP)

IR —=TSAXOEEBEREDXATAVA (THOT4>0, . ZOI VO RNEBRE) %28
BHILMESB LRV EEBTD AT Lo

IoRO-7HEEL
EEt¥—%, BlORESF—2FHAL TES{ITZ7O0R, FMICOWVWTIE, AWS Key

Management Service (AWSKMS) RFI1X hO "TTORO—TJHESL) 22RLTEE
(A1



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS REFHAH A BHO NOBITAWS THT2 K

R

RITHROTTVT—230DA VARV R, VDO RAVEI—FTA2VTILETED —BRNBRR

DEBRFUTOEHYTT,

s ARRE —T7UT—2320X DT RAZBEHIDATF—LOKNERATES, RIT
FOTTVT—2320A AR VA, ARRERGE., LUORREICEREEIEEEZTANT
BEEIFEALET, CORAMTORERF, TAMNRREFEINDIELEHYET,

o THRE —HELRPTANMIBRAENZIRELLE, P7VT—23 203N TORRER
5.

« FXERE —IVRI-—Y—HFTIOEATES, RITFOTTIVT—>3204A2 AR
Ao CICDNNA TS24 Tk, ABERRIBEOTTOMRRICBEYET,

« FURR —OATRERTF—LUAOI—H—ATIOEATEDZIXNTORE, chillE, &
RIE, ABARE, 1Y —ERTAMNRRZENEENET,

IEY

TOYAILNFERT, BEROEXOBRBEBEIBUMSFICRILO>BENLTIV, IEYIT

., EHERERRAVOBEICODVTNALARIILBHBZRELE T, HlZIE. AWS CAFt

FAVFTATIEY IR, DETIVEAOCER, O NO—IL, 1 2T7ZARNTIF¥E
F1UT1, F—R2RE, ATV INRISHFEENETT. AWS BITHEOIE Y 7 0FMAIC
DVWTR, ZOJZLEEHAR 25RBLTSEEL,

ERP

"I —TZA4AX)Y—A5EH, 25RLTLEEL,
WRENT— X204 (EDA)

T—2tEY R gL TEOELEHZERITZTOLRA. BFERE. F—XE2REXREERH
LTASs, N2—2 0k, REORE., SrUHRFHOTFIVIOZOOYBRAEEZRTL
RT. EDA R, YU —#itZftEL, T—2ORBENMEZERITZEICL 2 TRITETNET,

F

77ORT—=7)
AZ—AF—X OHRRT—T ), BEEEICHIZIEENT—XERELET. BE. 777K
T—7LCR. XY —2BCHEFA X2 AVT—TIIANOASBF—Z2ETIO 2 BEDT
FEENET,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS REFHAH A

JIANLNT7AN

BHO NOBITAWS THT2 K

RAREZATHA VI EERIDLOICHRETRENETANEZERATS
T7O0-FOEELHS T,

2
EEDRERR

= Fo

chEF7ry M)

TRHEAWS VTR, BEOEZEZFIRL AWSU—23>, D—J0—ROEEHZOLEEE

BTRAZEYTA—=V—=2, O NO-LT L=, F—E2TL—2BEDERTT, FMIC
VT, AWS TEEZEER, 25RLTEE W,
BTS2 F

72271 #BRLTLSEEL,
BHE

BEENFACERIZDANT R, fIAEF, REITFANTR, BHERREZ (A5
EHNICF Y TFYENRAA—DOTEREHY)ET,

RHEEEE

EFILOFRACHIZHHEOEEM., ChFEHE. Shapley Additive Explanations (SHAP) X 1§
DAFBE, ERTELFAEATHETERIREAIT7ELTRENET,

HMICHOVWTE, T#E
FEALULEEHFEETT )L OMIRAEEN : AWS, Z5BLTLSEETL,
BEE L i

EBMOY—ACLDTF—EOIIY T, EORT—V2T, BE—OF—Z274—)LRAS®D

BHOBEHREY hOHELZE, BEFBE7OLAOT—22HEBLTRE, ChlCkl), HH
ZFEETINET—ROBEZZIBDENTEEXT, HlRE,
r2021 %, ., ™5 A, . TAK,.,

r2021-05-27 00:15:371 DA%
5, LHMTBE, ¥FBFIIUILFEEE & BF—K]

VR—RVNCHETIRBICRBDI NV ELETHOIRISET,
FGAC

rEHMABTIoEAOA MO ZZRLTLSEEL,
EHMMABT VLA MO—JL (FGAC)

BHROFHEZERALTT7 IV EAERZFTRCFEETTD &,
72v231h8Y MBI

BRENET7O0-—F2HATRIOTREEL, BET—FF ¥ 7 F ¥ ICLBDMENET—XLT

T—23avEEALT, UELRYERBTT - ZBITI2T—EIR—ABITHE. BHNES
VR4 LEZPRICHIZZDCETT,

67


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS REFHAH A BHO NOBITAWS THT2 K

G

SATAVFIY

"B FIR ) Z2BLTIEETL,

WIBMFIR (ATOY £2Y)
Amazon Tl& CloudFront, #EOEMI1—Y—HA A>T YFA4ANIEI—=23a 2 IZTF7 oA
TERVWEKSIZLTRD A>3 T, POLAZHAITH 2ELELEITHEEE. FAJVANEERG

BFEFI)ARNZFE>TEELET, FHMICOWTIE, CloudFront RFIX RO TOFT2Y Dty
BHFA4AARNIELI—23 2 0FIBR) 282BLTLSEETV,

Gitflow 7—2 70—

TURBE LMREN, V—AO—RURSNUTENENELD /SO F2FERTSH
to Gitflow D—270—RLA—ERBEN, hTUIR—ANDT—UV7O0—RFEF > THR
éh677°|:|_7_-(“?0

JV)—=27 4 =)L REEE

HULLWRELCBRFEOA D IZARZIOFYAFRELBEVWCE, DATAT—FTIOFFICTU—
71— REREEATEIHEE. BFEOATSARNSIFY BIBT7Z0 71— R)ED
EfMOHNZZ TR <, $502HLVWTI /O —%2BRTEXT. BEOA2TZ
ARNZUOFvZILRLTVBIBEERF. 7700714 —)LREEET -2 T 14— )L REBERE
TEBREHLTEERT,

H—RL—=I

ABEN () 2EOVY—R, RUD—, AVTZAT UV ADERIZRILDKRENZIL—ILOUs,
FHA—RL—=IIE, AVTSAT O ABECL—HITEDELDICRVD—%2EELET, <h S
&, H—ERXRO>NO—IRIS—EIAMT IV LAFATNOERZFEAL TEEETINET, B
H—RL—=IE&E, RUI—ERPROAVTSATALOBEZKREL., BEOLEHOTS—K
ZRELET, chslk. AWS Config, . Amazon AWS Security Hub, GuardDuty, Amazon
Inspector AWS Trusted Advisor, 8 KRTH AR L AWS Lambda FI VYV I &RFEAL TEEEIE
ED

HA

"EUAM) ZZRLTSEEW,

G 68


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REFHAH A BHO NOBITAWS THT2 K

RERET—FZR—ADBIT

AMOTF—ER—ATIVSVEFERATEIE—TY R TF—ER—ANBEROEHHBET —EIR—ANR
17 (BIZ I, Oracle /S Amazon Aurora), ZBEBITEEE. 7—FT7I0F ¥ OBERFEED—
BTHY), AF—XOTHREIEMBRRAVICBEDTEEN B ET, AWS [F, AF—T DL
(C1&IID AWS SCTZR#HL E£7,

NTRASEUT A (HA)

FREPHLENFrRELLFZEC. TARLIED—J0—-REHEMNICERATEDZE, HAZ AT
LF, BN IAILAF—N—L, " BELTEREONT AV AZRMHL. NTF+—-X>
ANDHEBEHPRICHABZYF SERTREATOPEEZLETDLS ICHFAETNATVET,

EANUPYOERFAE—T 3>
BEEN - —X L& K< BRBLEDIC, ARL—23VFH JOT— (OT) VAT LEELF

AAXL, PY7TIL—RIBEHOT7O0-F. EARNITVR, THEADEXREETRZY —AH
57— R2PNELTREITZIEHICEAETNEZT—ER—AO—ETT,

AETF—ZR—ADHT
V—ATF—BR—RAR%Z, AUTF—EIR—ATIVIOVEHEIDR—T Y R TF—EIR—RAILBITT
% (Microsoft SQL Server /' 5 Amazon RDS for SQL Server % & ) , REBBTEE. BE. UK
ARNEEGVTZY RT3 —LILDEEO—EBTT. RATATF—ER—AI—TFT1)T1%
FALT, AF—NZBITTEET,

RrY NF—24&
DTV ILEALT—ZXRIEOBRT—2BE, HEIILTIVELAEThDTF—R, BE, COTF—23Z
CRHREERBEIVIVREZRETEIEHEBRANL—BEBERLEGFIVTANIVETT,
RYRNTA4Y IR
AERBEOEABBEZBETDEHICBRETEMAE WD T7OT5 L, BREKOLD, BE,
IElE—#%M 7% DevOps V) —AD—0 7O0—DATITDOIhET,
NAN—4 T HIRE
Hhy NA—=—N—EBE, BTLETTVT—23 280 F—ALN VO RTER, ERL THE

L g 28, BF. COBBRE1~4 BT, NAN—TTHEI M RTITDE, FTUT—
SAVIERTRIEREE—MRVICBITTF—LASIVTIRARL =23V F-LILBYET,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS REHA XA BHO NOBITAWS THT2 K

laC

Mnfrastructure as Codes B L T &L,
ID R—ADRIZ—

AWS VT RBERNOTIVELAHFAZERTD 1 DULEDIAMT I NIICTRY FEn
R —,
T4 RIVREOT S U5—3>

0 HEO Y FEHRECPUEXTEYFEHEN 5~20% OF7 7 Ur—>3>, B770°T9KT
. chsoTF77)o— /E/E%ﬁ?é#‘1/7b\ZLﬁ%¢6®ﬂ —RE T,

lloT
TEEE/ DA E2—Y b1 ZZRLTLEZL,
AZ1—BRTNAVTSANZOF+

BEOAVIZANZOFy2EH. NVFEA, FLEEETHIOTREL, £FED—70O—
RADHFLWAVT7ZARNSZVF Y ETFTOA4TDETI)ING AZS1—RTNBAVTZARNS D
Frik, ZENICZ21—RTINEBAVTZARTIOF v KYE—BEH, FEE. FAMEFrE<s
VET, FMICOVWTIEE, AWS Well-Architected 7L—AD—9® "4 221 —3T)A VT T A
NSOFvEFEALETZ7O041 ORARNTZ9T1AZSRBLTLKEEV,

ANITVR(AVTLRA)VPC

AWS INWNFTAIURNT—FFTOF ¥ TR, FT77VT5r—>3>0NABhrE6ZY ND—T%

mEZF AN, ®#EL, L—TFT12JVPCTBD . AW S EFI1UFTAUTT7LVAT—FT7

FITR, PTIT—2320 e RVEEBAVEZ—ZY NEAORFEA > RX—7 T4 AVPCs%
RETDLEDIC, AZVNTR, TONNIUR, RETRY NIT—OT NI RNERETSC
LaBEOLET,

B BT

T7)r—23a> & 1EATIRTHY RA—N—F20OTREEL, PMEVEERICHTTBITTS
HY NFA—=N—EE, A, FPAEPEONA 70 —ERFERFEI—F—0&EFLWI A
TALAILBITIDEEN HYET, IXNTHEEICHET DI LEZERETELS, BYDODN(1o0
H—EAR I —2BRENICBITL., LAZ—2ATAERLETEDLSICLET, COHE
L&V, RABEBITICHES VRAINFERENET,

| 70


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS REHA XA BHO NOBITAWS THT2 K

AHEARN)—4.0

B, VPILEALTF—2, BEML, 24/, AIML QEFEEL T, OEDSXATOEADESR
FAE—>30%ETEHIC 2016 FIZ Klaus Schwab IZ&k 2 TEAET h - AE,

{YTSARNSUF ¥

T7OTr—23>0RRBIEEFNDINTOUY—RETEY K,

Infrastructure as Code (1aC)

T7V5—23a> 0427 SARNTOF Y E—BEORE77AI)N2FERLT7O0Ea Y
L. BBI270O0tR, laC k. HLLVREEZBRUETEERNE<. —BHOHZEDICT
2D, IVT7FARNTIOFrE—THNICEEL, VY—RAZEENL, AT—I)LZRREICTA
BESICHRHENTVET,

EEE/OA22—%Y N (lloT)

i, IRILF—, BEE. ANLATT. F47HA4IVA BRBEDERIFICE TS A
YRRV NCERENEEY—TFNAAOER. FHlICOVWTR, "EXE/ 0422 —
FY R W) FIZIIRFUVATA—A—S I VHBOBE, 22BLTSEZL,

B®E VPC

AWSIYWFTHOURNT—FTO0F ¥ Tk, VPCs(RAIUELEERD RAWS U—>232 ),
AVE—FY N, AVTLIAFRY NT—JBOZRY ND)—OKT T4V VDBREVPCEZERET
P—mltenie TF, AWS X2 UFT A VT FLUVAT—FTO0F vk, F7Ur—>3>
ERVEEBEAVR—FY NEAONRFBA > E—T T A AVPCsZRETDLHIC, 1NNV
R, TORNDUR, RETRYRND)—IOTHI VRN ERETAIEZHEOLET,

loT

A2 =Y NELERO-—NDILBERY ND—JZN L THOTNA AR ATLEBRETS.
O —FERTOY YMMEARENEERBZINBEF T IORNORY ND—0, F##ICO
WTRE, TloT £lF Z2ZRLTSEE L,

FRIR TREME
BEZETTIINOBET, EFILOTFANTOANICEDRS ICHIFTZIHN ZABHNERTES

EEVERLET, FHICOVTE, T CL2EMFEET I OBERTEMEAWS) 258U T
<EEL,

loT

"E/DAEZ—FY b, ZZRLTLSEEW,



https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/

AWS REHA XA BHO NOBITAWS THT2 K

ITHHRZ47>") (ITIL)

ITH—ERZREL, ChoDY—ERZEDRXAEHICEDER OO —EORARNTZ Y
TAAR ITILIE, OEBERMEL FXIITSM,

IT 4—E REE (ITSM )
HBOITH—EADRGT. £, BB, BLRUCYR—NIEETIEEH, V7T RARL—T3
JEIMSMY —=ILOKEICOVTIEE, T ARL—2aFEEHA Ry BSRLTLSESL,

ITIL

"THEHZAT 7)1 22RLUTLKEEV,
ITSM

NTH—EAEE, ZZRLTEZ L,

L

SRIR—ADFH+EATY RA—JL (LBAC)

A—H—&eF—2BECETNThEFIVT A IRIVEAATRHICEIN I TSATVWIHRET Y
A2 MO-I)L (MAC) DRE, I—H—tF21VTFTAIRILETF—ZEFI VT A ITRILAR
ETRHAICKO2T, A—HF—ICRTENBDTEFANREVET,

SUFAUTY—:

SUTFAVIV=2, AT—=F 7 TRER, BYICEFENEIILFTAHI N AWS RiE
TY, chldk, BN EFIVTABRTCAVT7TANZIOFYRECBEZEFE >TY—o0—
REFFVT—2a>2RRICEBBLTTF7V7OMTEDIHERATT, SoTF1 00V -2 0HMA
C2WTR, Z2TARAT—Z7IWNBIINFTAINAWSREOEY N7V #25BLTLKE
=L\,

RBBEBBAT

300 B LD H—NDBIT,
LBAC

FORINR—ADTIEAOAVRNO—)L, Z2RLTSEZ W,

L 72


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS REFHAH A

BEO AOBTAWS 7THVUV K
R/DIFHE

BAVDRTICEBEREROERZNETZIEVWS, EFIVFAORANTZIT1 A,
MICOVWTE, IAMRF XD MO "HIVEEOTVEAFAZEATS ) 22RLTSES
W,

D7 RT2RTT7 N

S

'7Rs, ZZRLTLSEZ L,
DRNILVIVTFAT AT A

BT/ NERDHMT IS AT L, T
TR

\I
4!
A
N
\I
M

ESRLTLKEZL,

"RiE, ZZRLTLSEZ W,

M

HWZE (ML)

NE—URBRBEFBITILIVALEFRZEAIDATHEN—E, ML, E/ D12 2—
ZFY K (10T) T—2BEDRRE N T2 ML TEBL. NE—2VICEIKH/HETILZ
ERLERT, FEICOVTR., "#EZE, 22RLTEZL,
XAVTSUF

72 F1 #8RLTLSEZEL,
XILoxTTF

A1 —320tEF1VFTFAFKERTSAN—EBRBETDHIELDICEFTFEATVWRY T NDT
To XINOIT7R, AVEI—RATLAOHFR, #BRBFHROFTHR, FETIEAICDENDB
AT REME A

MABYET. TLIITORELTR. TALA, D=L, SUHATIF, ROCDK
B, ANMIIT, *—OH—BEFBYET.
Y-V RY—EZR

AWS DY —ERA N AT ZARZIOFYLAY—, ARL—FTAVIZATL, T7FY K
72—LAWS ZEEAL, I—¥—HFIVRKRAVNITIVEALTTF—RZREFESITESE
L £9., Amazon Simple Storage Service (Amazon S3) & Amazon DynamoDB &, YX—> R
H—EADOHITY, chsSEHMRILENLET—EREERENET,

73


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REFHAH A BHO NOBITAWS THT2 K

FRERTZ AT AL (MES)

SEVOEAZENR,. EZZV2Y, XELK, SBIDLONDYTRNVITIAT L, chilck
V. MImZzRE0OERRmICERLET,
MAP

"BIOTRETOTZ L) ZZRLTLSEET W,
XHZK L

V= )LZERL, VIOBAZHEL., FEOVLHICERZREID > ZELHRITOEA, X7H
“ XA, BERICENBAEBILLTHETEZI YA IILTT, FMIZDOVWTIE., AWS Well-
Architected 7L —ALTD—900 "XAZAXLDOEE, 2SRBLTLSEETL,

XOIN=TFAHI> K

DEBD—BTHRIERTHI N AWS THI 2 N ZFR< TXTOH AWS Organizations, 7 73
DU RPFBEBOXN—IZBBENTEDZDIE, —EIC1D20&TT,

MES
TRERITAT Ll ZZRLTLSEE L,
XV E—2F1—A2VTFLXARMNIRNTAR—K (MQTT)

Y —RAIZHHDOSH B loT FINAARBD, NTVY AT RAIVZATINE—2VICED<KRED
machine-to-machine (M2M) BE 7’01,
T4 UO%—ER

BREICERT NI LTEREAPISL, BEGNRETHEEREO T —LANBE TS MEETHY
LEY—ER, fIZE, RIRZATALICE, REPY—T T2 IBREODEDRAME. FLE
BE, BR. 2WBEOHTRXSVIIIVEYTFTRIA VO —ERANEENDHEN BV
I, NAMVOY—EAOFRCEF, R, RESRAT-V2T, BEETT70O4. BRAT
BEAO—R, EEIBENHYNET, FHIIOVTE, AWS "TH—N—LAY—ERXZFEAL
EXAVOY—EADHEE ZZRLTEE L,

RAVAY—ERAT7—FTIOF ¥

BEF7V)T5—>3>70REXA VO —ERELTRITIRMAULEOVR—F2 NEEA
LXTF77IT—232&8EI3T770—F, chsOXA 7O —ERAR, BER Z2FALT
REICERENEAE—TIAAZNLTERFBLEIAPIs, COT7—FTIOFYOEIA00O
B—ERAGE, P7UT—2 32 0REOHEBICHIZIEFEEZRLIISICEHR. 704, &
CART—V2ITTEXRT, FAICOVWTRE, "TTONAIOY—EANDEE AWS, 25RL T
<EZEW,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS REFHAH A BHO NOBITAWS THT2 K

Migration Acceleration Program (MAP )

AVHILT A2 THR—b, SL—Z27, Y—ERZRHL., BB VT TRAOBITOLS
DEEZEAEBREZBEL, BITOMHIANEZERIZOICRIUD AWS 70775 L. MAP I
k. REROBITZRENICEITIZLOOBITHERE, —RNEBIT>FIUAZEBELLTE
BILTRDEOD—EDOY—ILFEENTVET,

RBEEBAT

F7US—2aVR— R 7 A A OABAERLIC IS IRICBHEL, BIT—TTEYELD
T — 3 EBRIBBE S TOER, COBRBTE, UAOBEASEALERARNT
SHOFAREHINEFEALT, BEIFIRI—F—L, V=), 7OEAOSE, F—hX—
SAVETITANFUNI—LE>TT—0— ROBHFESELET., Chiz, AWS B
THEE OE3BETT.,

BETFIRNY—

BEtENRBEOHZDT7O—FIC&LY, D—J0—ROBITZEE(TSIIMEA &

F—Lhbo BIT77 O RNU—F—LICEK, BE, AIRL—232, ESRATFIANEHREE.
BITIOZTF, FRAYN—, A7V RNIEVYET DevOps A7 T v 3aFIIANEEA

9, IVE—TSARXT7VT5—232R—=KT7AVFD20~50% &, 77 OKNJ—0OF 7
A—FICE > THREILTEDIRENX—2TEREATVET, FHICOVWTRE, Cod>T

Yty NOBITT7 7O N —IZBIT % & Cloud Migration Factory 714 RESBL TS EE
(A

BIIXRT—&

BITEXTIRLEHICHBERTTIVT—230B8LTH—N—ICETRER. BITNZ—>2C2
El, BBD—EOBIAZT—AHNYBETYT., BIART—20OHICE,. 2—TY NFTRY
N EF21UTATIL—T. AWSTAIURNBENFBYET,

BITNR—>

BITHE., BT, BRCFERTIBIT7VT—230FLR3Y—EAZFRTS, RETHE
BBITRAY ., Bl Application Migration Service EC2% £/ L T Amazon AWS NN #1T% R A
RLET,

BITR—KN7 #) A5 (MPA )

ICBITIREHDEDSRAT—AZKRIATI-ODRRERBEIZD A FA2Y—IL AWS U5
7 Ro MPA &, FMIBAR—KN7 #JZATHE (F—/N—0OBEY Y 1 XRE. B&HRE, TCOL
B, BITOARNDN) £BTHE (TP7VT—230F—29MeT—2RE. T7UTr—>3>
TI—=T1., BOTOBEIENN T, VT—T 7S50 Z00) #2RH#MLET. MPAY —)L(OJ4



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS REHA XA BHO NOBITAWS THT2 K

CABE) . TRTOAWS IVHILRY REAPNS— R F—OVHILEY B TRIATE
£7,

BATEIRNFHE (MRA)

ZFEALT, B0V ROERBRRICETZDA YA NERBL, RAFEEFMEEEL.
BESNEF YV 2BOZLEOOT V2350 %BETSH 7O A AWS CAF, FH#ICD
WTE, BITERRIAA R 28BLTLKEELV, MRA ZAWS BITHE OFYNOD 7 T —AT
S

BITH

D—O0—RZ CBITIDLEOICEAETNDZT7TO-FAWS 7T TR, FHICOVWTR, D
RFEED "TRs IV MY, & "HEBZHEL TARESBITZNET S, ZZRLTLEEL,

ML

"EmFE ) Z2RBLTLEE,
EAFA4E—3>

FW (LAY —FKERE/VIY D) TTIT—2320EXDAVTZANTOFYEIT IR
NORBTHEIMOHZEARAESATAICERL T, JANZHIBL, MRZED, 1 /R—
2aAVEFALET, FBICOVWTR, " 0 "TTUT—23VEEEFTAXT RO DEHE
AWS V7T R, 25RLTLKEEL,

EXFTAE—2 3 2 E RN

HBBOT7VT—23a> 0 FA(E—2a 0 0EFERIEYIL, MR, VRY, izl EE
BEL, BB Zhso770Tr—23>0fKROREZEDEEEYICHR—NTEDINLZ
RETDOICKI D, FMEORERELT, Z—TYRNTFT—FFTIFvYOTINL—=TI2 K,
ERAFAE—2a>TOCAOEREBENAMIAN—=—22FRLEO—RIYY T, BEEHh
EXyYyFICHneR 0T 02arTIUNBsNhET, FHMICOVTE, Lo TV
T—=23DEFEAFTAE—2 3 D ERRTOFE AWS V5D KR, Z5BLTLSEEV,

T/ VDY OFTTIT—=23> (E/JR)

BRILEEINETOEARAZE X BE—OY—ERELTEAESNZD TS U5—>3>, /Y
VOFTTIVT—=23 VK IODDOR[INBYET 1 DOTTVT—23a eI U AR
DIVAOEBENZBIBZIEERE. 7T—FTI9F v 2B AT—V I ITBDRENFHYET, £
JVVOFTVTr—23a>0RBEENELERETD LK, I—RR—ANKELBZD L
BMIIBEYVET, cChSsOBBAICHATSICEKE, N4 VA —EAT7—FFTIO0F v ZFATESE
T, FMICOVWTR, E/VAEZNAVOY—EAICH#ETD Z25RBLTLEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS REHA XA BEO ANOBITAWS TATU K

MPA

"BOAR—bT7A VAT, Z25RLTIEE L,
MQTT

Message Queuing Telemetry Transporty 2B L T E&E V),
LOTADHE

BROUVZAOFAZERTH7OELA 2 2UELEOHERD 1 2ZFRALET), fIXE, #HF
BEFILY., TCoRHRRIEER. BBHE, EFOLVTATIAN?, ., "ZOBEKICES
THREELOHZPEROANTIAVRENTIN?, EAKAELITEEA,

ETEAREBA VT TANTIOF Y
KEID—OO—ROBREVDAVISANSTIF VY 2EFERVOEETDEF ). Well-Architected

AWS Framework Tk, —EM, E#EM%. FATEMZR LS EDEHIC, 1 Z1—3TI)LA>
T52ARNTZOFYOERERARNTZI9T1AAELTHELTVET,

O
OAC

AUSUTFOEAIYRO=)L, EBRLTLEEL,
OAI

"FIDSVTOEATAT T AT 11 25RLTLKEEL,
OCM

BT EERE, 22RLTSEEL,
F774 BT

BE7OEARICY—AT—Y0— REBLECBBITLE. COBEGH IV R LNESS
B, BEGEECHEAVMIMEAT YO RCEAENET,
Ol

FARL=>32E) ZBRLTLEE L,
OLA

TEALARILDZEN, ZZRLTLEETV,




AWS REHA XA BHO NOBITAWS THT2 K

T4 28T

V=AT=O0—REFTZAVICEFICE—TY N ATLIZOE—T2BTHE. 7—70
O—RICEHKEATVWRTTUIT—232@, BTHEBHELETR LN TERT, COFE
EHAIRALFEOLSHRPIRTECLEYD, BEREESAERFRENT—IJO—RICEA
ThET,

OPC-UA

"Open Process Communications - Unified Architecture s ZZ B L TS E& L\,

FA—=727OtREBE-HKRET—FT0F ¥ (OPC-UA)

EXAA— I\X—DEI‘/FHOD machine-to-machine (M2M) BE7'O0 )L, OPC-UA &k, T—&
DS, FREE. RAUAAF—AZfEALHEERAMEEZREHLET,

EALARILOZH (OLA)
H—EALRILTITIV=XN () EHR—RNTBLEHIC, EOMEEITTIIL—THFHEEICEHRT
BEEHRT DD ZHEEICT S EZLHSLA,

ERAERRRILE 11— (ORR)

AT URNPRBRENEEENEH, FPM. B, FEEEEOHENCRIODEBE TNICEE

FTRIRANTSIOTAAOFIYVIUAN, FHMIZDOWVWTIE, AWS Well-Architected 7 L — A
J—o0 NEAEFERALE1I— (ORR) 1 Z25HBLTLSEEL,

ERTY /02— (0T)

EXER, B8, (V7S5ANTIVF v EHEITALOICYBRELEETSZ/N—RIVITHEL
CVIRNITITIAT L, HETR., OT EB|MEMN (IT) AT LOKEEN, Industry 4.0 RZF >
A7 A—=A—=23VOFEERERTT,

FRL—3az#s (Ol
DFIDRTARL—=IAVEEAFTAARTH7OLAICE. EfgitE, F—rX—=>32, FE
FEENTT, FMAICOVTR, AXRL— /3/$uum774l\’&*ﬁﬁl/‘c<f"éb\

#B45 o SEBF

DEBAWS THOUBN ADQOINTO OIXNTOAR> N2 AWS CloudTrail ICFEEERT 5 (2
& 2 THERE N ZFEHF AWS Organizations, fE#fld, HBICEETNTVEIEAWS THI UM (I
EREh, BTHIOURNOTIOTAETAZEBHFLET, FMICODVWTR., RFaXT b0 T4
BOMHOIERL 2B LT EEV, CloudTrail



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html

AWS REFHAH A BHO NOBITAWS THT2 K

ABOTEEE (OCM)

AR, X, V= =29 TOBR/NL S, TEBHRNBEDSRAZLZEZEE IR HNOTL—
LTD—7T, OCM &, Z{LDBAZMEL, BTICHSEBICHAL., NS L CEBNEZE
LZHEITZDET, BBFrFLVATACEBOERBEBITEIXELRT, AWS BITHR
TR, 92O REATODIVNIHEBZRENXODAE—RAES, COTL—LD—JRBAMT Y
EIL—232 EHEIRET, FHICOVTEK, OCM ", HA RESRBLTSEZL,

FVDOFOEAOZ MO—-)L (OAC)

TI& CloudFront, Amazon Simple Storage Service (Amazon S3) A>TV 2 RETZDL-HDT
VL AZFHRITBDEODHRFTS 32 TT, OAC Ik, IXNTHO OINTH SI/NT Y M AWS
U—3>. AWS KMS (-SSEKMS) (2 & B9 —/S—BIDEEE{L. S3/NT Y NAOEIN PUTE &
O'DELETEV T ARZHR—KNLET,

FVDTIORATATT 14714 (OAl)
Tl& CloudFront, Amazon S3 ATV %2 RETDLEODT IV EAZHRITZD A>3 > T
T, ZEFATBDEOAL & Amazon S3HNFREETE S 1) > /N)L CloudFront Z/ER L £9 ., 7%
SEnNE=TUINILE., BED CloudFront ¥4 ARUE1—3 > & NLTO&K SINTY K

RO TUOVILTIOEATERT, T £SRLTLKEETV, ChICKVOAC, K1) FFMETHA
RENLTORAO MO—LAFREE KT,

ORR

TERERRRELELI— ZZRLTIEEL,
oT

NEARI . ZZRLTLEET W,
TIRNINDTZ R (H4)VPC

AWSXIWNFFTAHIYRNT—FFTOF YT, TTUT—3 VAN SHBENDRY ND—2
BEHRVPCZAETD , AWS X1 UTA VI FPLUYAT—FT0F ¥ TR, 77Ur—>3>
ERVNEEBEAVEZ—FY NEORBEA>2R—T T A AVPCsZRBEIDLHIC, 12NTY
R, PORNDTU R, RETRYRNDT—IT NIV RN ERETDEZHEOLET,

0] 79


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS REHA XA BEO ANOBITAWS TATU K

P

TOEAFADER

A—H—F R OB ICENTEDT I EAFTOLBRERET D EHICT U VIAMI /N
LEFRY FENBAMERARY S —, HEICOVTE, IAMRFIXZ RO (PO EAFTD
BR, BBRLTEE,

BAZBETEDIEH (PI)

EEREL LSS, FLRMEOBEET—FEBIEDEBLBEIC. BAOETZEENICHAT
PEHICERATESHER. FlELTPIGE, BT, /T, BEREBBEEN B KT,
Pl

BAZIBETCEDBRESBL TS L=V,
TLATY Y

OSYORTOATARL—> I UHMEORMALR Y, BITICEETHELEMYIAL, EHESSE

NE—EBORTY T, T7LATY O, RAOUTKN, BEZOTYD, EEBEZROEL A

AENEBEZERATA2EOICHESRTOELARFIEOENBZEORERZEDENTEXT,
PLC

707Z 40802y 20 NO—F—, Z5RLTLSEE,
PLM

"HmTZATHAONER, 2ZRLUTIEE L,
RIS —

TORAHADER (FATUTATAR—ANDRIS— 2SR ), TORAZKHEOEE (U —
AR=—ANR) D — 25R )., £ OEBROINTOT AV NIRTEIHEAT VEAF
A O EZH AWS Organizations ( Y —EAOY RO—LRUS— 25 R) FAEEFTZIIN,
SR O KM

TF—RT IO EANEZ—URFOMOBHICETVWT, N0 —ERADTF—RANL—DFTY
/O —Z@RISERLEY, XA VOY—EANFRUTF—RXANL—IF 0 /00 —%FEAL
TWREE, ERLOBENRELLEY, NTA—NXVAFBETIDAEENBYNET, X147
OY—ERAR, EFCREBEELET—FARNT2ERATRE, LUBRICRETE, NT74—
RVAEART—ZEVTAFmMELET, FMIEODVWTR, XAIJOF—EARATOT—ZKEMH
DAL ZZRLTEE L,

P 80


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html

AWS REFHAH A BHO NOBITAWS THT2 K

R— K7 %) A5l

BITEZFTE IR O, T7UT—232KR—K7#VFOKRE. 2. BRBELSTZEITST
OtR. FAICOVWTE, "BITERRILAAR 2ZZRLTIEZ W,

2l

m

true £ 2IRT VT UEY, falseBEIE WHEREAICH VY ET,
RE7Yv 130>

BEAIICOTIVART—RZ7ANRVITFTRT—ER—AVITUREBILFE, ChiZ&k),
JL—23FNTF—ER—ADSHELTRETILEN HE2T—XOENEIL, JTUON
T7#—=RVANHMELET,

FEHHI O

ARYNOREZB<S LS ICEFTEhEEF2I VT4 O—), 20O MA-ILE,

ZXYRD—IOANDRET IV EARHELLKBVEEZH<HBBROBETT, FHEICOWVWT

l&. Implementing security controls on AWS® Preventative controlsZZ B L TS & LY,
ZUTNL

TO23a>vaEETLAWS, VDIY—RICTIEATED DI TAT4, COITATAERE
E. . IAMO=J) AWS7AHD N FEF 1Y —0O)— N1—Y—TF, FMHMICOVWTIE.
IAMRFIXNO "O—)LOAZFEEZ, O "T7U2I N, #8BLTLKESL,

TZAN—=NATFHFA>

IZFVI070tA2@fZ2B LT AN —ZERBIZANESATLAIVZTIT
0)77‘,':'_?0

TTZAR—=RKARNY =2

Amazon Route 53 A" 1 DULED AO RX A EFDOH T RXAODNSTVIVICEDLSICRE
ZIHINCEIZEHEEZRETZ AT FVPCs, FHMHIZ DOV TIE. Route 53 RFI XKD
FPTSANR—RKRKARNY—20FER) 28BLTLEEV,

Z7Or o747 ~AO-)

FEMDODY —AOTF IO ZHLETEI RS ICHEFFENEEFIVTAIRO—)e 25D
> hO—=)k, 7O a2 J8IICUY—REAF Y LET, VDY—AN D> NO=)LIC
EWLTVWEWEE, 7O a - JchEtA. FMICOVWTIE., AWS Control Tower R
FAXRO " ARO=)INDT77LATAR BT T TOEFIVFTF«I R O—)LD
%, 0 "OF70T7F4«7 A A=) ESBLTLEEL, AWS

81


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REFHAH A BHO NOBITAWS THT2 K

HmZ4 794 VIIEE (PLM)

REt, B, RENSHREARATRT, BEmOT—RETORADZTA7H (VI E2HK DS
BB, BRrUFHREHIER.

RERE

"IRIFL ZZRLTLSEE L,

7O45 LTEEROY Y 40> NO—5— (PLC )
HETRE, N 2EZRUIJL, AR7OLRAZB8BLTS. RIS, BRHEOFL
j\/t‘,l_g-cﬂj-o

RE1L

T—2EY NADEABEFETL—ARILT —EILEEHRAZTOERA, RELCFBEADTS
AN —FREBELRIUEET, RECTNET -, MAELTEAT—REHBENET,

NT VY224 T AU 547 (publsub)
NA17O0Y—EABORBPEFZAEICLTAT—ZEUT1 Bt ERmLEES/NX—
Vo BlZIEFE, N4 VOY—EAXR—AD TEMES, XA 7O —ERGFMEOY A 703 —ERAN
BITRITGATTERDFVYIRIVICARRNAYE—DBRITTEET, VATLR., 2NEY—FE
AEZBECTICHLWI A OO —EREZEBNTEET,

Q

OIVTZY
SQLUL =23 FIINF—ER—AZATLAAOTF—RIZTIVEATRIEHICERAE D FIERE
GD_EGDX? v 7°o

OIVTZ>0UTLy>ay
T—BR—AY—EADFTTAIA Y=, F—ER—ARKIICBFEDEEN MZ SN BHIIC
BRENLET VLN EREROBVWT S Z2BRTB L, Chid, HET. HIREE, RER

B, VDIVNFGX=BONAVTA2VIDEE, BLTT—EIR—AIVIDVOEHZENRE
THDAREEN BN ET,

Q 82



AWS REHA XA BEO ANOBITAWS TATU K

R

RACIX NUY A

B, SASEE, MK, B (RAC) Z2ZRLTLEZL,
ZUOYLIIT

Thiz, BEEO®HDVYT7RNIIT,

RASCIN KUY DA

BE. SRESEE. K. BH(RACH) ESBLTLIEEL,
RCAC

MTESOT7 oA NO—-)Li ZZRLTLIEEL,
J—RLZTUZA

HAMWERAICERAE N TF—ER—ANIOE—, 9IURJU—RLFTUALCIL—F1TL
T. T7OARVF—EIR—ANDEREZEBHTEEXT,

BRE

7Rs; ZZBLTLSIEEL,
BEEZIERS (RPO)

BREODTF—RVANVRA D SOBRAFERETT., chilcky), ZRROEERIANSH—
EANFE N ECORICHRTERF—RBAORENREYET,
BEE AR (RTO)

B—EAOHMASEIRETORAFRELRE,
V7702)>27T
"7Rsy ZZRLTLSEE L,

V=32

WEHTUTADAWS UY—ANOIIL Y32, FAWS U—23 2 &, MESEHE., TEMH.
MESMZRETZILDHIC, O cBFoBEEh, BMILTVXRT, FMICOVTE, AWS U—
>3y "ZEATERTAD RN ZEETSD ) 2ZRLTSEZ L,

R 83


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS REHA XA BHO NOBITAWS THT2 K

=%

BEZTFATAIHMETTF £, fIRE. "CORBENRKSVOERTENDTLLSIM?) &
WOBEZERIZDLHIC, MEFETTILE., REABETIZEAL T, CORICETIE
HOBER(FF71—bBE)CETVTRORGEMEEFRATEET,

JRA B

7TR1 ZZRLTLSEEL,
)1J)—2A

F7OA470RAT, EEZABREICERESED &,
BEE

7R, ZZBLTLKEETL,
TS5YRNTH—LEE

'7Rs, ZZRLTLSEZ L,
BEA

'7Rs, ZZRLTLEZ L,
B8 1%

REICTRA A=Y, FMELSEELEVTRZTTUT—2 3 oM. TREMEZFETS
R, BAAMETAFAZRUANINF —BNEERBETT AWS 75T R, FHICOWT
&, AWS OZTR TLIUTVA, ZZRLTSEEL,

)Y —=AR—ADKR) > —

Amazon S3/NNT Y RN, IV RKRAU BN, BEAAF—BEDIVY—-RICTRYFEhizRII—,
CDEATDRIS—F, FOERANZFAEATWRD TN, YR—KREhTWB T
av, TOMOBLEINEXHEEZRELET,

BiE, BAEME. AKX BHRRACH)Y KUY IR

BITEBE VTV RERICEDZIINTORRENRELEFZERELENNIY IR, X
VY OADEFIE, NRUYIATERENTVIEEOEE,. 34h5&EE (R). HBPEE
(A) . 15 (C) . F®|WBM (I) CHRLEIT. Y R—K (S) 24 T7REAT>3>TY, Y R—h%Z
BHB &, THIFRASCIHTH ERIEN, BRIAT S EITRACIH| EFENE T,



https://aws.amazon.com/resilience/

AWS REFHAH A BHO NOBITAWS THT2 K

LAR>S7> ~O-)

BEERRXPEFIVTAR—ATAUNSORBICOVT, BRZRTLSICHRFTEhizEF2
7432 MNO—)L, F#MIC DWW T, Implementing security controls on AWS®Responsive
controlsZ2Z L T<IEE L,

REF

'7Rs) ZZRLTLSEZ L,
BELE

'7Rsy Z2BL TS IEE,

O—r—>3>

WEEANRBIABRICTIELATEREZRRHMICTHEHIC, >—IL Y NEEHNICEFRT
270tA,

FEBOF AT RO—JL (RCAC)
TOEAL—LIHFEEENTVBEANTEEASQLROEA. RCAC . FOTVEAHTE

FIRAVTHBRENE T,
RPO

"EREIHER) 2ZRLTSEEL,
RTO

FEEEIHEE, 25BLTLSEETL,
STV

BEDRAVZRTIDEHIIVERFHERLEEBLENE—EOFIE, Chs@FEE., I
T—ROFVREREPFIEZEENIDLOICEBEETIATVET,

S

SAML 2.0

Z<0ID 7ANAH— (IdPs) ’MEATIA—T VARV H— K, COBBEICKY, 7IFL—
FAYRIIIIY A F (SSO) FAEMICKES -8, 1—H—IE AWS Management Console
COZ 4> LY. AWS APHEBRO TR TOI—F—IAMIER LT T1—F— 5 ERLEY T
BIERL, ARL—VAVERCHTENTEET, 2SAMLOR—AD 7 IFL—S 3>



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS REHA XA BHO NOBITAWS THT2 K

DFMICOVTEE, IAMRFIXZ RSAMLO 20 XR—ADT7IFL—>3a 20T, 28R
LTL<EZL,

SCADA

BRI PO-LETF—ZRE ZZRLTLSEZL,
SCP

T—E A RO—I)LR)S— ) Z5BLTLSEEL,
>—JLvY kK

Tl& AWS Secrets Manager, BES{tENLEERATREEND/NAT—RP I —-FIHEHRE E
DEZBEBRELRIHRLGEER. >— VLY MEEZDOXAERTF—RTHERENET, 2—UL Y
NMER, NAF, B—OXFH, FLREEBOXFIICTEIENTEET, FHHICOVT
l&. Secrets Manager RF 1 X2 KM "Secrets Manager —2L Y NORRL 2SBLTLKE
=L,

t¥a1VF«28O-)L

BRT7IZA—I&LDEFIVUTABEOERAZRLE, BEY, BETZ2L00, HMTLEELEE
BEOA—RL—=IN, EF2UF«bO-)ICE., FBHH . BEHH . 2220ZHW . 70O7F7 72
TFAT DADODEBERATHFHYET,

tF1UT 1581(L

TRAYOH—TJIA RO THEAOMMUEZEHZ7OERA, COTORAICIEK, FEIZKE

)Y —ADHIR, BNMHEENETZDEFIVUTAORANTSI9T1AANDERE, RET7A4I

ADARERZMEBEDENL, EVW2LET o023 NFNEENTVET,
tFIYFAIBER/EARY NEE (SIEM) VAT A

tFI1UTABEREE (SIM) SATAEEFIUT A AR NEE (SEM) AT AEBHAED
BEY—)LEY—E R, SEMYATLE, Y—/N\—, XRYRNT—T. FNAR, TOHOY—
ARSF—REIE, B, HHLT. BEPEFIUT(EREREL., PS—RELERLE
¥,

tF1VFTALARAOBEBL

TFIVFTAARNCBBWICISEETELRFEETRDRSICERFTENE, BRIEES 7OV
ShEani7o>3a>, ChsOEBLEK, EF1VTAORARNTSIVTAAZRETDIOIC
B ORI E SR AWS EF1UF 4O NO—LE LTHELET, HEIL AR
ATFo02arofleLTE, VPCEF 1T ATIL—TNDEE. Amazon EC24 VARV AND
NY FEA, FAEHROO—FT—>3a> &ENFHVET,

S 86


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS REHA XA BHO NOBITAWS THT2 K

H—N—ROEES(t

REELECHDF—2D, ThEZTIND AWS OF—ER IC&BEE1L,
H—E R RO—LKUS— (SCP)

AWS Organizations®#EBAD, IXTOTHIRNOT IV EAHFATZ—TWICEETERY
2—. SCPs i—RL—IIZERTDH, EBEN I —FLEO-LICEFETEDTVT3
VOFIRZEFRELET. ZFATVARNELGFER)ARNSCPsE L THEAL T, FTERLEEL
ENB Y —ERAFLRTIIVEBETEET, FMEICOVTIEE. AWS Organizations R+ 1
XM "H—EAONO—=)LR)—, ZZRLTLIEEL,

H—EAIY RKRAV B

URLOIVKRURAZ RO AWS O —ER, 2—7'Y N—ERALCTOTZLATEETSDIC
F. IVRRANEFEALET, FHFHICOVTRE., AWSE2BOUT77LVAD TAWS OH —
EAIVRRA by ZZRLUTSEEL,

HB—EALRILTITI—X2 K (SLA)

B—EADTYTRALRNT #—XVABRE, TF—LHFBERCEHEIZDENRLEZEDZ
BRLEREE,

H—EALARILA YT —2 (SLI)
IS—%, TR, AL—TYR"EE, $—ERD/NNT7 #—I 2 AAENAE.
H—EZALAJLOEE (SLO)
H—EALALOA U IT—R CE>THEEND, Y—EADREERTZ—TYRARNYY
o
EAHBEETN

DZOROEFIVTAEAVTTATVAAWS IOV T HETHEFZHHATSET ),
AWS BIZTRDEFIVFTAZEILRITYN, 8FRRFIZIVROEFIVFT A ZHEIHLR
T FMAICOVTR, BEERAEETILZSRL TS EZ L,

SIEM

TEF1TFARBREARY NEBIAT L BBBLTLKEEL,
¥ —[EE S (SPOF )

SATLEFHEERARMOHZT TV T3 0E-—OEELIVR—X NOERE,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS REHA XA BEO ANOBITAWS TATU K

SLA

TH—EALRLTIT)=AT ) 25RBLTEEL,
SLI

TH—EALRILA T2, 2ZRLTEE L,
SLO

"THT—EALXRILDOEZE 25RLTEEL,
split-and-seed €7/L

EAFAE—Ya3VTAVIVRORT UV T EMEDEHDNE—>, Hlee T —
ANEEENDE, AT F—LRBRENTHLVERF—LEERLET. ChiCLY, &
EROEBOEILEY—ERADLR, FROYN—OEEHOELE, AFEES / R—=2320H
R—NCBIEET, HMACOVTR. L 0 "FTUT—2 3V EEL S A XTI DERE
M7 7O0—F AWS U5V K, #8RLTEEL,

SPOF

B_[EEQ 25BLTSEETV,

star AF¥—<
NSoOH DAV TF—RELRAET— R ERETZIEDHIC1I DOREBRTFIORNT—TIL &R
AL, F—32BHZRETZIEDHIC1 D2URLEONEBTFAX 2 aoT—TIIN2ERATZITF—X

R—ADHEBEE. COBER., T—FVIT/N\DAXRERESRAA TV I AOBMNT
ERITRRSICHFAETNTVERT,

strangler fig /& —>/

LA —2ATANREIEENDET, DATLAMEZERENICEERATEEBRADLICK
W, T/IOYVISATALAZESFARXTDT7O0—F. CONZ—2F, BEOEAL SR
ZHREREHE, BENICTOBEZEHAHK, BEILE > TRDLDZIZAFZIODDI2DEHATVE
T, TONER—2F, E/VIVIIATLAREZERADEZEDIVAVEREEBIDHEELT
Martin Fowler IC& WRREBEhELE, CONX—2ZHERATDFEOHFICOVTE. "H#EKD
Microsoft DEA + 4 X1 #SBL T & WASP, NET (ASMX) I 7H—EZ, JIVF+E
Amazon API| Gateway ZfF AL TERERNICITTVET,

H7ZxY N

ADIPT7RLADEHVPC, H7ZXY MK, 1 DOTRATEVTFA =YY=V ICEFEETIHEN
HYET,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS REFHAH A BHO NOBITAWS THT2 K

ERI>MO-)LET—XURE (SCADA)

HETE, N\—RIVITEVIRNIVITZERLTYETEY NEEEARL -3V ZETZAR
)2 TFB2 AT b

XFRE S 1L
T—RAOBSEESICALUF—E2AT RSO TIIU X A,

BRT AN
A—Y—A42220>32> 1L - ML TRENEBEZRELEY, N7 —X2VAZE

“RB)TULEVTRHFETIATLAZETARNLULET, Amazon CloudWatch Synthetics % £ F
LTZhSOTANEERTEET,

T
27

AWS VY —RAZBEIRIODAXARTF—RELTHETEIF—EEORT, 2T, VY—R
DE®E, &l BE, BRE, 71N RVTICRIEET, FMAICOVTE, TAWS DY —R
DEITST 2ZRLTLSEE W,

2—7Y NEW

EBCNBHZFETEETRN FRALISELTVSE, chid, BREBR OZELEELELET,
PIZIE, HERETE, 2—T7Y NEBANRMORMTHDARMEAN B KT,
RAVIJAN

STV OORTRAEZEHRTHLEHICERAETNDY—I. FRAVVANCIE, ZV7TY V0%
BELRTIDHBEDHD —MBABERATIDVAREBEATVET, BF—RHUBEZATICE, #
EFFERE. IEE. EHFRANISETNATLERT,

TANRE
"IRIE, ZZRLTLSEE L,

NL—Z=24

BEROBHZZETINCEEIZT—RZRHEIZ L, NL-Z2IJF—RICEELVWER
HFEFENTVWRARENHYET, ZETILIVALBAST—EEBHZEZ—TY N (BEEN T
ALEVWER) ICNYEYTIRDRNL—Z2IF—RONE—2ZELET, ChsoNE—

T 89


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS SEH 1 5> A ERO AOBIT AWS FHI b
VEFNYTTYIDEBERETIINEHALET, TLT, BERIEBREBET N ZEAL
T Z—TYRFDASBVHLVWTF—ETE—T Y NETRTERY,

NSV RNTF—hDIA

VPCs EAYTLEAOERY NI— Y EBBT A LHIEATESRY RT—I RS2 T
NN\, EMICOVWTIE, AWS Transit Gateway RFIX KD "RV NF—KDUIA L
F) ZZRLTLEETL,

hSYOR—AOT—H 70—

FROYIN—HIBEET S FTeEEO—NILICEI RULTTFARNL, TOEERXA TS
FILX—TF2T77O0—F. XAVTS0FRkT0E, RREE, ABRE, ABREBIZAD
HTIERBEENET,

EHEENETIOEA

I1—H—IZ81 2 T AWS Organizations BXTFZNDT AT NTHBA TR AV ZRTITRD LS
ICEETRDRH—EANOT7 IV EAFAZFELET, fEEALY—EARK,  —ERICVUY
TNEO-NEZRBEREECETHAINIEHRL, I—F—CROD>TEBERXRAVZERITLE
T FHMAICOWVWTIEE., RFIXZ MO " AWS Organizations Z D AWS DY —EATHEAT S
AWS Organizations 1 ZZBL T &\,

Fa1—=-49

HWREBIFLOBEER LT LDI, BERONN —ZVI7OLAOAALEET 5.

PG, BERFEEFBEFLENL -2 950, SALAFEY NEERL, FXI

EBMLET. ChESDRATYTE, REDRETHMERYEL T, TFNEREILLET,
Y—EHF—L

2 ODEYEBNDCENTED/NEE DevOps F—Lo V—EHYF—LOHRETE., Y7
DITHERCHBITZATRL—2aVIIRBREEBANBRENET,

U
THESR M

FARMEEETI)IOCEMZBESARUN HD, TER, T2, FLRFRAOEREZET
B, THREMICE, RD2 2024 THFHYET, RERNTEREMERE, Ronk, T2k
T—RIZLOTEIERBIEN, ABRNTHEERE L, T—FEBO /A AXET VAL EICELST
BlERBCENET, FMHICOVWTR, REFEATLALETATHEMDEEN H(A RESR
LTL<EZW,

u 90


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS REFHAH A BHO NOBITAWS THT2 K

RO RAY

ANE=DT7TFTa20EFEN, F7)5—23a > 0EREERICEMSEEN, T RI—Y%—
CEENGZMEZELZSESBA LY, BRELOBNYEZEESLEY LBEWVEETT., K21k
BRAAIVOHEL TR, FAZE. XOFTFVA, FYNTATSOTBENHYYET,

FVIRE

"R, ESRLTSEEL,

Vv
NE1—Z2Y

ANL—2ZBRALTINT AN AZMLEERZLEHIC, EPEHMRICOV-—2T YT ZT
ST—ER—ADAXTTF 2 ARk,
N—=>3>d> 0=

URDRNUARADY—AT—RAQOEERE, BEZEHITZTOEAEY -,
VPCET VY

TZAR—=RNIPP7RLAZFERALTINS 714 90%)—FT14>2JVPCsTZ 3 2 DNOEDEL,
HMICOVWTIE, Amazon VPCRF I X ROVPC "TET7 DT EE) 28RBLTLSEETL,

fle S5 1

SATLOEFIUTAZBAIVINIITEREF/N—RIITOXM,

W
JA—LFrva

BBEILT IV EAETNBEHOBETF—XRZS8CNY 77X vy 1, F—ER—AAVAZVA
BNYT7HFy+v221h8, XAVAFVREZTARAIASL)ERVEBETHRMKE 2175
CENTERY,

DF—LT—23R

TOEABEORVWT—F, COBEOTF—2Z2IVI) I35 BEREEILEVIIUTE
BEHY XA



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REFHAH A BHO NOBITAWS THT2 K

T4 ROBER

BREOLI—RICEEITZITOIIL-—TICHU TEHEZRTISZSQLEAK. V1> RTBEHE,
BEFIHIOFHERX, BEOTOMRNVYEBLCEI<SITOBADT IV EABEDZRY OME(ZHKT
5%&7,

7—70—R
ESXAMEZELSTIVY—ALOD—R @EEAFT7TITr—>32NY I R7OEA
3E) DHFR,

D—D0ANI—A
BENDZAVEY NeBHTRIBIT7OSIIONNOBETIL—T . 8ED—TJARNI—LRMYT
LTVWETH, JOPT7MAOMBOT—TARNI)—LZYR—KLTVET, LEREF, R—
R72VAD—=DAN)—LR, P7VT—23 2 0BEIEMMA ., VI —T5E. SLUBT
XBTF—2OREEBHLET, R—RT7AUFD—TJARN)—LR. ChEsOREEBITT—
DANJ—=LTRRAL, Y—N—&TF7VT—232BITLET,

WORM

rE8€¢iAk 10, Z22RL, Z<D ZHHI) ET,
WQF

AWS "J—J0O—RFEZL—LT—01 25RLTLEEL,
BEAK 1@, BikE)H (WORM)

F—5% 1 BEERAE, F—ROUBPEEEH AN —TEFIL. BRENEI—Y—,
BEREBEHF— R EHIMBEN TERTN, EETHLRTEERA, COF—FR
NL—J AV TSARSOFYRAS1I—2T )5 ERBENET,

Z

EOF4Io2AR704 b8

EOFAIE5EY 2RAT2HE, BERIILIVIT,
tO7 1M

KRB ATALE T RERORMELEIEE M. BRT7 IR, COLSEHEHEEZFA
LTSATLZREIZARMIBNET, ARER, F<HBOBERTHRIBEICKNERT,




AWS REFHAH A BHO NOBITAWS THT2 K

VoET7VTr—>3Yy

FHERAECPUEXTEUERAEN 5% REOT 7V r—>3>, BIT7O02I7KTR, hs
DTFTIVT—232ZRETDON—BRHTT,




AWS REFHAH A BHO NOBITAWS THT2 K

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

XCiv



	AWS 規範ガイダンス
	Table of Contents
	複数の への移行 AWS アカウント
	対象者

	マルチアカウントアーキテクチャへの移行で目標とするターゲットを絞ったビジネス成果
	シングルアカウントアーキテクチャの例

	マルチアカウントアーキテクチャに移行するための基本的なフレームワークとセキュリティの責任
	AWS Well-Architected フレームワーク
	AWS でのクラウド基盤

	マルチアカウントアーキテクチャへ移行するための ID 管理とアクセス制御
	組織を設定する
	ベストプラクティス

	ランディングゾーンを作成する
	ベストプラクティス

	組織単位を追加する
	ベストプラクティス

	初期ユーザーを追加する
	ベストプラクティス

	メンバーアカウントを管理する
	既存のアカウントを招待する
	AWS Control Tower の VPC 設定をカスタマイズする
	スコーピングの基準を定義する


	マルチアカウントアーキテクチャのアクセス許可とアクセスの管理
	エンジニアリング文化の考慮事項
	許可セットの作成
	請求に対する許可セット
	開発者許可セット
	本番稼働用許可セット

	アクセス許可の境界の作成
	個人へのアクセス許可の管理

	マルチアカウントアーキテクチャのネットワーク接続
	VPC の接続
	アプリケーションの接続
	ネットワーク接続のベストプラクティス
	エグレスの一元化
	送信トラフィックを保護するためのベストプラクティス

	イングレスの分散化

	マルチアカウントアーキテクチャのセキュリティインシデント対応
	Amazon GuardDuty
	ベストプラクティス

	Amazon Macie
	ベストプラクティス

	AWS Security Hub
	ベストプラクティス


	マルチアカウントアーキテクチャのバックアップ設定
	マルチアカウントアーキテクチャに移行する際のアカウントの移行
	AWS アカウント間でのリソースの複製または移行
	AWS AppConfig 設定と環境
	AWS Certificate Manager 証明書
	Amazon CloudFront ディストリビューション
	AWS CodeArtifact ドメインとリポジトリ
	Amazon DynamoDB テーブル
	Amazon EBSボリューム
	Amazon EC2インスタンスまたは AMIs
	Amazon ECR レジストリ
	Amazon EFS ファイルシステム
	Amazon ElastiCache (Redis OSS) クラスター
	AWS Elastic Beanstalk 環境
	Elastic IP アドレス
	AWS Lambda レイヤー
	Amazon Lightsail インスタンス
	Amazon Neptune クラスター
	Amazon OpenSearch Service ドメイン
	Amazon RDSスナップショット
	Amazon Redshift クラスター
	Amazon Route 53 のドメインとホストゾーン
	Amazon S3 バケット
	Amazon SageMaker モデル
	AWS WAF ウェブ ACLs

	マルチアカウントアーキテクチャに移行する際の請求に関する考慮事項
	結論
	寄稿者
	リソース
	AWS 規範ガイダンス
	AWS ブログ記事
	AWS ホワイトペーパー
	AWS コードサンプル

	ドキュメント履歴
	AWS 規範的ガイダンスの用語集
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

