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[TV RBRAV N -UE—REBEA&K URL & [T RBRA K- 2T URL ICERE AL URL

ZEEEBOET, ChSOURLIEF, COD—TAR—AIXARNIVIRAZ)E—RTEZIAL K

5(Z Prometheus H—/N—ZBHTHEEE, ThESOXRNVJAILITIVZRTITREEICH
BIZBERYET,

) — 2 ANR—AAND Prometheus X 1) 2 ADELY) JA &

XRNDORAZBVYIACFZED 12k, AR RFAO2O Prometheus T—J I N (I—2 I K
E—RTERITENTVS Prometheus 1 VARV RA) ZFALTITAZ—NDS ANV IO AZEE
L. Amazon Managed Service for Prometheus I8 AU TARNL =S EEZR U T ZTSZET
T cOtEU>3a>Tlk, Helm ZEAL T Prometheus T—2 I ROFLVWA AR A%EEY
N7Y7d3dZ&l&kV), Amazon EKS A5 Amazon Managed Service for Prometheus 7 —%2 &
R=AANDXARNI) T AOEY)AIRZFRETDHEICOVWTHALET,

D —0 AR—AND Prometheus X N 1J I ZADELY) IAH


https://console.aws.amazon.com/prometheus/home
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XNVORAZRETDHEPTHAENSVWX NIV RAZERT B HEKE,. Amazon Managed
Service for Prometheus IC 77— ZHVIATHDFEICODVWTIE, TDO—TOAR—AANDXA KNI TR
DEV)iAH ) ZSRLTLSEEL,

(@ Note

D=0 AR—ALWMYRAENLX NIV AR, F7#I) KT 150 BEREFE N, TOREH
MICHIBRENK T, CORSBFAEAEZIFT—X TY,

COtEITaOFIEICHEDS E,. Amazon Managed Service for Prometheus % R ICERE L TH
BEEDIENTEET, ZZTlk, Amazon EKS V5 AZ—IZ# L ) Prometheus H—/\—%
EYRNTYTLET, HILLB—N—F, 72 )L NREZMFEHL T Amazon Managed Service for
Prometheus ICX RNV AZZEETAII—CIVRELTERBLET. COFEICIEROBIREZSFN
HVET,

« #L L Prometheus H—/N\—HA X NU O A&ZYE TS Amazon EKS VS ARX—HNRHETT,
« Heim CLI 3.0 A\ ZEHTH2HENHVYET,
c UTOEI23a>OFIEZEFTTAICIE, Lnux ¥FEE macOS A E1— X E2FHTIXEND

VWWET,
ATY7T 1 HLWHem Fy—RURSNUZBNT S

RDIAR > RZAALT, HILWHem Fy¥y—RMURDRNUZBIMLET, chSOIOX > RO
IC2W T, "HelmRepos ZZHBL T &L,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

AT Y 7 2: Prometheus BHIZRZ/EKT B

ROAN RZAHDL T, Prometheus H—/N—&ZDOMOEZZVJAVKR—FK2 NAD
Prometheus BRIZEZ/ER L £ T, prometheus-agent-namespace l&. COBRBZEBICTITS
ZHICBEMAET,

kubectl create namespace prometheus-agent-namespace

AFY 7 1 HLUWHelm Fy—RURS N EBMNT S 9


https://helm.sh/docs/helm/helm_repo/

Amazon Managed Service for Prometheus 1—H—HA4 R
ATYT 3 H—EATHINOIAMA—IZERET S

COEV)IAKTTETIE, Prometheus T—2 T2 MABBL TLVWS Amazon EKS 95 A X —DH—
EAT7AORNOIAMO—IIZ2ERTI2HEN HV)ET,

H—ERAT7HADO RO IAMO—=)LZEHATDE, IAM O—)L% Kubernetes Y —E AT HT > NIC
BEMFDENTERT, cOY—ERATHIUNE, TEOH—ERATHVNZFERATSHHRY R
AOOAVTFHIZAWS TOEAHAZRH|TEET, FMIIOVTE., "H—ERAT7HTVV MO IAM
O—JL, #8BLTIEEL,

chsOO—)LZFXERELTVEWVWESIE., "TAmazon EKS V5 AZ—NAS X KNU O A%ZE)
ALY —EAO—)OFKRE) OFIEICH > TO—ILZKZELET, TOEIIAOFIET
&, eksctl Z2FERTIHEN HVET, FHMICDOVWTIE. TAmazon Elastic Kubernetes Service
DEIRSGE - eksctly ZZRLU TS EE L,

(® Note

EKS &fzld TRAS AWS, PFIOEARF—EI—IL Y NF—DhZFEAL T Amazon
Managed Service for Prometheus IC7 VA9 %154, EKS-IAM-ROLE X—A®M SigV4 %
FRIADERERTEEREA,

ATYV7 4 FHLVWY—N—Z2tY "RT7YTLTXRNI) T ADENY) IAH ZFH
YD

#FL W Prometheus T—2 I h& 42 AK—J)LL. Amazon Managed Service for Prometheus
V=D AR—ALZA NI DAZEETRICE. UTOFIEICHVET,

#FL W Prometheus T—2 I h&E 42 AK—J)LL. Amazon Managed Service for Prometheus
D= AR—=ALLA RNV I AZZEETRICR

1. THFANIF14R2ZMEAL T, my_prometheus_values_yaml EVWSBEID T 7 1 )L &EK
L. XORBEZERLET,

« IAM_PROXY_PROMETHEUS_ROLE_ARN &, T"Amazon EKS VT AZ—HAS XK T AZE)
ALY —EZAO—)LNOEEE 1 THEMK L = amp-iamproxy-ingest-role ® ARN I[CEZ %
£9,

« WORKSPACE_ID l&. Amazon Managed Service for Prometheus 7—J AR—AD ID ICEZE
BAET,

ATV B H—ERATHIRO IAMO—)LZ%RET S 10


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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« REGION l&. Amazon Managed Service for Prometheus ®')—2 a2V ICEEHBRA KT,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. ROOAX REAHDL T, Prometheus H—/N\—Z KL T,

« prometheus-chart-name &, Prometheus V) —ABICEEBRAET,
« prometheus-agent-namespace l&, Prometheus ZEIZEENBZFICBERIET,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

Prometheus X N AIZT DO T DELT

D—DAR—AILXRND DAV IAEND LSICBE 228, TENSOXNVVAICHLTOIV =
ERITTEET, XMNIVDTDRZITVITB—MNBEHE, Grafana BEDF—ERZFEALTXKNY
DAZVIT)TBDETT, cOEYZ 3T, Amazon Managed Grafana Z £/ L T Amazon
Managed Service for Prometheus DX KJ OV AZ VT ) T25HFEZ2FBLET,

Prometheus X NU P RAICKTB I I OEIT 11
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® Note

Amazon Managed Service for Prometheus D X N O A&V T ) 540D HEX. Amazon
Managed Service for Prometheus APl Z{EA 32 FEICDVWTIE, "Prometheus X kU &
ACHTRIVTIVDRERT, 28RLTLEEV,

2T MEITICIE., Prometheus DIEEV T ESETHS PromQL ZFEALET, PromQL & TN
XOFEFMIZDOVWTIE, Prometheus RF 1 X M® TQuerying Prometheusy 238 L TS E&E L,

Amazon Managed Grafana l&, F—7">Y—A® Grafana AN 7 I X Z—2 RY—E AT, #—7
JV=A, U—=RN=FT1—=D ISV, BLOPTF—RYV—AZABRBEICHEBIULE LN THLZHO
AWS H—EZANQEHRZEHREILLET,

Amazon Managed Service for Prometheus Tl&. Amazon Managed Grafana ZfRAL TO—7
AR—=AADARND DRIV RRTITD N PR—RENTWVWET, Amazon Managed
Grafana 1>V —JL T, BEfE® Amazon Managed Service for Prometheus 7H > K ZE#&HL

T. Amazon Managed Service for Prometheus 7—9 AR—AZF—XY—AE L TEMNTEE
9, Amazon Managed Grafana (&, Amazon Managed Service for Prometheus IC7 VA% =&
ICHELFTAMEROBREZEEL £9, Amazon Managed Grafana A* S Amazon Managed Service
for Prometheus N\ D#ZE{ZERK T B HEDOFMIC DWW T, TAmazon Managed Grafana User
Guides OFIEZSRL TSEEL,

Amazon Managed Service for Prometheus @ 7 2 — k Z Amazon Managed Grafana THRR 9 %
CEETEET, PT2—NEDREEREITSDFIEICOV TR, "7Z—b & Amazon Managed
Grafana £lol&F—7"2 Y —A® Grafana OffEE1 2B LTLKEEV,

® Note

Amazon Managed Grafana 7 —9 AR—AN T Z A RXR—KNVPC ZFEATD L SICEREL
TW3H &k, Amazon Managed Service for Prometheus ®J—2 AXR—A %@L VPC
BRIDVENHBYVET, FHIIOVTE, "7ZA4X—K VPC T®O Amazon Managed
Grafana N QO #Ef#i1 Z2ZRL T EEV,

Prometheus X NU P RAICKTB I I OEIT 12
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D— DD ANR—ADEE

D—O AR—AlE, Prometheus XNU DV ADRFEVIVICEAETNBDERAOREBEAR—ATT,
D—DOAR—ATlE, EFf. —BRR. B8R, HIER. XBUTAORYA&EVTURE, EERE
ZRATRLEHOEHHA VT IO LADAY NO—IAFYR—KEh&ET, 7HOMNAOU -3
CEWCTID2UEDD—DAR—AZFDICENTEEXRT,

Amazon Managed Service for Prometheus 7—9 AR—AZER L TEETRICK, cotI> 3
VOFIEEFEALET.,

N =

« D—DAR—ADER

« D—DAR—ADwE

s D—DANR—ADN ARN DO

« D= AR—ADHI

) — 9 AR—ADVERK

Amazon Managed Service for Prometheus 7— 0 AR—AZERTDIZE. ATOFIBEICHVE
9, F =l Amazon Managed Service for Prometheus 1>V —J)LZ A T&E X9 AWS CLI,

(® Note

Amazon EKS 75 A Z—%&FETL TWVW3FEIE. AWS Controllers for Kubernetes & £ L
THLWD—DOAR—ABERTDEETEET,

ZHEALTID—OAR—RAZEHRTSIZE AWS CLI

1. UTOONREAALT, D—OAR—AZERLET. COFITIE my-first-
workspace EVSHBI DT —IVAR—AZERLETHN, BELCRWUTHOIA VT AZRE
A33CEETEET, J—VAR—ATIA VT AR, D=0 AR—AOHBRIZEZILDDAY)
RFTVEETT, chF—ETEHELSTEBVEEA 2 D00V AR—AICAUIA VT A
EHHBEELTEERT, LEL, INTOT—UAR—AIZIF Amazon Managed Service for
Prometheus ICK 2 THERENE—EBNDT—TJAR—AIDAEWHTSNET,

D —0 AR—ADER, 13
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(A7232)MBEOKMS F—ZFALTI—IJAR—AIZRFENTVERTF— Xz
B3Ik, FHATD AWS KMS £—IZ kmsKeyArtn/N\TX—RZEHDENTEE

9, Amazon Managed Service for Prometheus I HARXN—YZ—2 RF—OFERICHL T
RELEBAN, OF—ICBHEIZIANRETEIESN HY) FTT AWS Key Management
Service, Amazon Managed Service for Prometheus IC& 20— AR—ARNDTF— X DEES
t, FLEFMBOHAAZI—NZ—IJ RF—OER, EE, FAFZEOFRICOVTR. "RE
FOES{ ZZRLTLSEZ L,

F([]) ADONFA—=REBEATS3a>THY, IV RICEFENZEOBEVTEE L,

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret, Team=My-Team]

COOANY RERDT—RZRLEXT,

« workspaceIldlF, CcODIV—TAR—AND—ZENDID TT, cOID ZEFEEBHTLIEEL,
carnlk, COIV—DVAR—AD ARN TT,

e status &, T—I9AR—ADBEDAT—RATT, J—JAR—ADERER
CREATING =2 A[gEMEN H V) £,

« kmsKeyArn l&, 7= AR—AF—ZOBESHIIEATNDIHAZIN—~NR—I RF—TT
FBEETNTVWREHE),

(® Note
NAZRI—XZR—TJ REF—TERENLETD—TAR—AR, BJAKAICAWS ¥
F—JRIOLIVE—%ZFEATIRLEFTEERLEA,
NDARI—XZR—TJRF—E AWSFIEF—DESSZEEICHEATAI L ZERLE
To NAZIN—XFR—I RF—TERENET—VAR—ARF., BT AWS FiE+—
EHERATAIRSICERTDCERTEEREA (FOEFELRERKTT ),

« tags k., D=V AR—ADRYT (HBDHE)DIJARNZERLET,

2. create-workspace Y RA CREATING AT—XAZRL EHEEK, BTANOINUR
BANTBDET, T—DAR—ADERNBES A ESH ZHFETEERT, Z. create-
workspace N> RA" (2R L = fEmy-workspace-idICBZ# X £ Fworkspaceld,

D=9 AR—ADER 14
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aws amp describe-workspace --workspace-id my-workspace-id

describe-workspace N> R#A'S status EUT ACTIVE FiREhiks, D—UAR—RA

EERATIEMITETLVET,

Amazon Managed Service for Prometheus A2V —J)LZ2FEAL TV AR—AZEXTDICIE

1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZFE £ 9,

2. [MER] ZEBIRLET,

3. [WorkSpace TA U T RA]IC, ILWIO—DAR—ADIA VT AZAALET,

V=D AR—ATIA VT AR, D=0 AR—ADBFIZRIL DDA YR TVEFTT, chld—
BETBELSTEBLVEREA 200DV AR—ALLAUIA VT AZRHFREETEERT. I

LU, IXNTOT—UAR—AIZIF Amazon Managed Service for Prometheus (Z & 2 THERE

Ne—B0TD—JAR—AIDANENHTSNFET,

4. (A723V)HMEOKMS F—ZFEAL TV —JAR—ALRFENATVWEITFT—RZHESILT
BICF. BEAREDHARINAX Z8RL, £ATS AWSKMS F—ZBRL KT (L&

FLLEF—ZERLET ), RAVTHXIZVUARDPSTHI O NOF—ZERTBDH, 7Ot
ATEBDEEDF—D ARN Z AN TEEXT, Amazon Managed Service for Prometheus (&7 A

BAI—NFZ—TRF—ODFEALCHLTRELELRAN, OF—CEHEITZITANKLETSIE

&N H ) F£F AWS Key Management Service.

Amazon Managed Service for Prometheus IC& 2TV —J AR—ARDTF—Z DB, BF
BRIMEOADAZIN—XZR— RF—DER, B, FAFZOFMICOVTR, "REFOES

by BBRLTLEEL,

(® Note

NABI—XIZR—D REF—TERENLET -V AR—AR, B)IAKABICAWS Y F—
PRIALIVZ—%Z#FHERATRIERTEXRE A,
DAY —XZ—I RF—E AWS FIEF—DELSZEEICHERATI LN ZERLE

o NABZY—NZX—I RF—ThRENLET—IVAR—AR., BT AWS FiIE+—%

BATHLSLBMIBDERTERLA (TORERAKTT ).

D=9 AR—ADER
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5. (A723aV)D—UAR—AIL12ULORTZEMTSICE, HLVWEITZEMN ZBRL &
T, [F]ICRTOBERZADLET, [fE] TR, FETRIICEZEMTEET,

BORTZEMTDICE, FHLWEITZEMN 2BEERLET,
6. [P—VAR—AZERTS] ZERLET,

D—DAR—ADFMR—IHRRENET, CZICF, COTV—TAR—ADAT—Z
A, ARN, T—JAR—A D, UE—LEZRAHXAEIVTVADIY RRAZ N URL BEDIE
BHARTENKT,

D=V AR—ADERHIBESET, AT—RAR MERF] ICRVET. AT—RAN [TOT 4
TICBBETHI>THS, XNVTAOEMYAKDREICEATEE L,

[TV RBAV N -UE—REBEA&K URL & [T KBRS K- 2T URL ICERE A URL
ZEEHEOET, ChSOURLIEF, COD—TAR—AIXARNIVIRAZ)E—RTEZIAL K
5(Z Prometheus H—/N—ZBHTHEEE, TRhESOXRNVIJAICITIVZRTITREEICH
BIZBERYET,

D= AR—=AICA RN O RAZRV)IACHFEICDOVWTE, TDO—0AXR—AAD Prometheus X k1)
DADHE)iIAHd ) ZSRLTLSEEV,

D— O AR—ADiRE

D—DAR—AZWMELTCITA VT AZEETEET., AWSCLIZFEALTIO—VAR—AIM)
TAZZETSICE, AKOIAX RZAALET,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

Amazon Managed Service for Prometheus A2V —J)LZ2FAL TV -V AR—AZHETDICIE

1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZHE £ T7,

2. R=OELBILHZIAZ1—T A %EIRL, [TXTO WorkSpaces] ZiBIRL £7,

3. METDV—VAR—ANDI—IJAR—RAID Z&#ERL . [wE] 2B RLET,

4, D—=DAR=ADHLOVWIA VT RAZAHL, [RF] ZBRLET,

D= AR—ADIRE 16
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—D0 AR—AD ARN DR

Amazon Managed Service for Prometheus 7 — 27 AR—A®M ARN &, OV —)LF =& AWS CLI
ZEALTHERETEET,

Amazon Managed Service for Prometheus A2V —J)LZERAL TIO—T7 AR—AD ARN ZFEFET

(&

1. Amazon Managed Service for Prometheus 122V — )L (https://console.aws.amazon.com/
prometheus/) ZB& £ J,

2. R—DOELRBICHDXZ1—TAd>ZERL, [TXTD WorkSpaces] ZEIRL £,
3. T—DAR—ANDT—DVAR—AID Z2ERLFT,

[ARN] D FIZ7—2 AX—A® ARN #RREhET,

ZHEALTI)—JANR—AARNAWS CLI Z#&ERIBICEF. ROON RZAHDLET,

aws amp describe-workspace --workspace-id my-workspace-id

BEREHLS arn DEZERELET,

) — 9 AR —AD Y&

D—OAR—AZHIKRTDE, T—0AR—ALCEVRAENLET—ENEIBRENET,

® Note
Amazon Managed Service for Prometheus 7— 9 AR—AZHIBRL TE, XKNUTRAZERYD
LAEYTULTI—IVAR—AIZEFLTVWS AWS X Z—2 ROL U2 —F M ICHIBR
ThEBA, FHIIOVTR, "TATLAN—0OKEHEHIBR) ZZRLTLSEZ L,

EFEALTOD—UAR—AZHIBRT 3 21 AWS CLI

LToIX>Y RZEFERALET,

aws amp delete-workspace --workspace-id my-workspace-id

D= AR—AD ARN DR 17
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Amazon Managed Service for Prometheus 12V —J)LZFEAL TO—O AR—AZHIBRT S &

1. Amazon Managed Service for Prometheus 12/ Y —JL (https://console.aws.amazon.com/
prometheus/) ZB&E £ 7,

2. R—DOELBIZHZX_1—TAA>ZBIRL, [TXTO WorkSpaces] ZEIRL £7,
HIBRT DD — I AR—ANT—IAR—AID %#&IRL . [HIRR] ZBIRLET,
4, FEEARY U AIZ delete EADL., [HIR] ZBIRLET,

D—9 AR—ADHIK
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V=D AR—=ANDX NI T ADHEY) A&

XRNVORABROVTIVEREFETZ—KMTBICIEE. Amazon Managed Service for Prometheus 7 —%9 A
R=AZARNVIRAZRMVIACRENF HVET, cOEI>IDTR. T—TJAR=ANDX KNI
ADEV)IAAKAZRETDHECODVWTHALET,

® Note

D=0 AR—ALWMYRAENIEX NI VAR, F7#I) KT 150 BEREFE N, TOERBEH
BICHIBRENE T, CORESEF, ABARBZIF—F LL2THBEENET,

Amazon Managed Service for Prometheus 7—J AR—AICX NV RAZEV)IATIZE, 2 2O FEE
FHYERY,

« AWS ¥YX—2 ROL U 2—0O A — Amazon Managed Service for Prometheus [&. Amazon
Elastic Kubernetes Service (Amazon EKS) V9 5 AR —HNS XNV O RAZBBNICAILATT
BPrEHDO, JMNIR—JREBOI—SIVNLARILAN—ZRHLET, AVLAEVY
l&. Prometheus T RAKRA 2V RASXNUVRZBBNIZTILLET,

c DAZRXY—XZ—YRIOALIVEZ—OFER —EOOL VX —ZEBITRLHOFAT IV EFEEH
HYET, FHTIHBE—MRUAIAL VX —0 2 Dk, Prometheus DB DA AR ADA >
A=, I—=2 12 NE—RTOET. £& AWS Distro for O£ T OpenTelemetry, <
NSM222VTRE, ROV 3> THLULKHBALETD,

L 2 2 —I& Amazon Managed Service for Prometheus |Z Prometheus @ 1) E— N E & A & #aE
ZEALTANUORZZEELET, MEOT 77U —> 32 KO Prometheus ) E— ~KEZEIA
HEMFEAL T, XN A% Amazon Managed Service for Prometheus (CE#EXETEEXT, U
E-—RNEERLHDEEEREVE-—NEELAKFREDOFMIOVTIE, "Prometheus RF 1 X
Nt @ Tremote_write; ZZBL T XV,

N =Ry
« AWSNYZ—I RIOLOVR—
« DAZIX—XZ—IJRIOLIVZ—



https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
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AWS N ZX—Y RIOL IV Z—

Amazon Managed Service for Prometheus @ — &7 1— A — A&, Amazon Elastic

Kubernetes Service (Amazon EKS) IC& > TEEE 1% Kubernetes V7 AR —ZEHR TS
Z&T9, Kubernetes 75 AR —X° Amazon EKS A TRITE N3 ZLOTF 75— 3>

l&. Prometheus BEEOD AV L AN—NTIVECLATEDRSICARNIVRAZEEBNICTIVAR—KNL
£9,

(® Note

Kubernetes IRIBETRITENDZL<OT YV /AT 7 VTr—> 3> &, Prometheus Bt
DARNVIAZRHLTVET, TPIEXEBENETNEIVAR—ZFZ—DUJANIDOVWTIRE,
"Prometheus RF 1 X2 b1 ® TExporters and integrations; ZZ8B L T EE L,

Amazon Managed Service for Prometheus [&, T2 XZX—J RBEOI - I NLARILA/N—
(AL OV &—) #RMH L. Prometheus EOX NV AZEHBNWICKRELTEREBLET, I—> 1
RPRAOLAN—ZER, 41 AR—I, NYTFEAR, FLERFIDZEEHV EFHEA. Amazon
Managed Service for Prometheus 1L 2 X —I& Amazon EKS 75 AX—HIC, EEMENEL., &
EMANHY ., JRAMFE<, BENICAT—V2JEhB XNV OAQOAL 723 v ZRBMLUE
9. Amazon Managed Service for Prometheus Y&—> ROL UV X—I&, EC2 ¥ Fargate & & D
Amazon EKS 7 Z AZ—TEHELE T,

Amazon Managed Service for Prometheus L VX —&. RV LA N—OEREICIEEE YT

%Y N &I Elastic Network Interface (ENI) Z#ERLET, ALV X—R SO ENI Zh L TX

NUORZRAOVLAE>T L, remote_write Z>T, VPC I RAKRA > ~MZFEAL T Amazon
Managed Service for Prometheus 7— 9V AR—AICTF—RZ27 Y21 0LET, AVLAEVTEh

ETF—=30, NTIYOAL2 83—V NLEBBTDEREHYERA,

UTFORMEY TR, Amazon EKS V5 A& —T Amazon Managed Service for Prometheus 1L &
2—Z2FERATRHEEE, WEEALEXNITALCODVTEHLLLBHBALET,

N =R

« AWSNX—JRIOLYVEZ—DEHA

« Prometheus E BN HDIX RNV TARAERFREDISBEDTT A,

AWS XR—T ROL V& — 20


https://prometheus.io/docs/instrumenting/exporters/

Amazon Managed Service for Prometheus J1—%—H4R

AWS Y Z—2J ROLVZ—DEHA

Amazon Managed Service for Prometheus L V2 —Z#EHA 3% (CEk. Amazon EKS V5 AZ—WK
DARN)IRAZBRELVUTERBIDRAIVLAN—ZERTIHBENF HYVET,

« Amazon EKS VS ARX—%ERKTDEEIL, AVOLAN—%ERKTEET. AL AN—0OERK
ZE®H, Amazon EKS V95 AX—DERIZETHFMC DV TIX. TAmazon EKS 1—H—H 4
Ry ® TAmazon EKS V5 AZ—M1ER 1 Z2SBL TS EEL,

s MEDAILAN—E., AWSAPI £k ZHEALT7OJZLTHERTEET AWS CLL,

(® Note

NABZN—ZF—2 RF¥F—THERE 1z Amazon Managed Service for Prometheus 7 —2 A
R—ATR, AW SYZR—J RIOLIVEZ—ZMVIAKIZERATAIERFTEEXREA,

Amazon Managed Service for Prometheus L 7 X —I&. Prometheus E BN HBD X NI I A%
AVLAEYTULET, Prometheus BEX M)V AOFMIZDOWTIE, "Prometheus & BIHED
HEANVDAEGFEDRSBEDTIN, 4 ZZRLTLIEETL,

UTOREY ITRE, ROLAN—%2EK, EE. BLTRETIHECODVTHALET,

N =R

« RUVLAN—DERR

« Amazon EKS 9 Z AR —DERE

« RVLAN—0OKE EHIRR

« AVLAN—FE

« RAVDLAN—BEORNZ TN a1—F127
« ROLAN—DOHIREE

AL AN—DOER

Amazon Managed Service for Prometheus L 2 Z—I&, Amazon EKS V75 AZ—HSXKNUT A
ZRELVLTINETZIRILAN—TERENTWVWET, Amazon Managed Service for Prometheus
TRRBEFRICRD>TRILAN—DEBEIhET, 1 VARXVA, I—2J1I8, AVLAN—%
CHETEBULALSTE, XEBAT—JEVUT/4, EF1UT1, FEMEZERATEET,

NZ—IYROLIVZ—OFER 21


https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html

Amazon Managed Service for Prometheus J1—%—AH4R

Amazon EKS T2V —JLA 5 Amazon EKS VAR —%ZERTH E, AVLAN—FBEWICER
TENET, EEL, RRICEK 2T, CEETARILAN—ZERLEVEEEHDTLLS, Hlx
£, AWS YZ—T ROL IV Z—%BFD Amazon EKS 75 AZ—ICEMT2HE%. BEOIOL
VR—DREELEETIHEERETT,

AWS APl £zl ZEALTRAILAN—ZEKTEET AWS CLl,
MEDAILAN—ZEXTBICE. WOHPORIRFGIHYET,

« Amazon EKS V9T AZR—NEBREZHXR THIBENH V) ET,

e AmazonEKS 75 A& —l&, 9SAZ—T 2V RRAKNTOAA NA—=IHFTSAR—=KT
DHEAZEUELSICEREETENTVRHRENBHNET, TTAR—RNENT VY OREDDENT
EFETH, TTAR—RNEEHIHVENHYVET,

® Note
VZAZ =k, Amazon VY —AR—AL (ARN) ICL 2 TAIVLAN-ICHEENITSIhET,
VZAZ—%ZHIRL, ABUBRIDOHLWISAR—2ERTDE, ARNBFHLWIZAZ—
ICBMAEhET. 2O, AVLAN-BHLVWIZAZ—DX KNI I ADREZR K
FFo RILAN=R., VFAXR—DHIBREFBICHIERL £

AWS API
AWS APl ZERLTARAILAN—2EKTBICE

CreateScraper APl AXRL —2 3> & ER LU TAWSAPI ZEC AV LA /N—Z2ERLE T,
ROBITIE, us-west-2 V=23 TCRILAN—ZERLET, AWSTHOU K, O—2
AR—A, EF¥1UT 4, AmazonEKS VS AZ—DEHRZIMED IDsICEEHBA, ATVL A

N—IERATIREZEETIHLENfHBYVET,

(® Note

PRELSEE2DULEDTFRASEITFA—YV—2ILHB2 2N LEOHTRY RNEEDHS
PVENFHYET,

scrapeConfiguration &, base64 TIL> J— R& f iz Prometheus s%E YAML 7 7 /)L T
9, GetDefaultScraperConfiguration APl ARL —> 3> CRAREEZEA IV O—RTE
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9, OERXOFMIDOVWTIE, scrapeConfiguration ") Z23BLTLKEETVWAIL 14 /V—

S
ax fE o

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",

"securityGrouplIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI
ZEALTARAILAN—ZHEKTSICIE AWS CLI

create-scraper N REFAHL T, TARAYULAN—ZERLET AWSCLl, XDHIT

&, us-west-2 V=232 TARAILAN—ZERLET, AWSTHIU N, D—TAR—
A, EF¥I1UFT 4, Amazon EKS V5 A X —DEHRZEMBED IDsICBEEHRZ, AUVLA/N—IZfE
A28 EREETIHLENHYET,
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® Note
DBELEE2DULEDTRASEVTA—=V—2ICHB 22U LOH TRV NEEDHD
BEANBHYET,

scrape-configuration l&, base64 TI > J— R& /= Prometheus 38E YAML 7 7 A J)LT
¥, get-default-scraper-configuration ON > RZFERL TRAREZAV>O—RT
EFET, OEXOFHFMIC OV TIE, scrape-configuration ") Z8BLTKEETWVWAILA

/\u_gﬁ}io

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LT, AWSAPI THERATEDARAIVLAN—FARL—232OREBVARNTT,

- CreateScraper APl AXRL —2 3> &ZFERALTRAILAN—ZEHRLET,
* ListScrapers API ZXRL =232 ZFEALTBRFEORAILAN—Z2—EBERRLFT,
« DeleteScraper API AR L —2 3 >R L TRV LA /N—ZHIBRLET,
- DescribeScraper APl AL —2 3> & FERALTAILAN—OFBZERBLET,

GetDefaultScraperConfiguration APl AL —2 3> ZFERALTARAILA/N—ORAZREZREBL
7,

® Note
AL AE>T 9% Amazon EKS 75 A& —I&, Amazon Managed Service for Prometheus
PAXRNVIDAZT IV EATERDELDICHREETSNTVBREN BV ET, XONEY ITE.
DSAZR—DFREFEICODVTHALET,
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ATLAN—EREO—RNEIZ—

HLODAILAN—ZBERLEIDETREEIIRETZIEE—RVEBERIIAOESY T,
« RERZAWS VY —AREFEELERA, BEEShEEFIVFTFATIL—T ., YTZXY KN, 8KV
Amazon EKS 95 AX—NBFELTLVBIRENfHYET,

c IP7RLAZEEHNFFR+9TT, CreateScraper API ICEBIH TRy RZ LI, 2AB<EE 1D
DIPFTRLANMBETT,

Amazon EKS 9 5 A X —MERE

Amazon EKS V2 A& —&, AVLAN—BARNIVALTIVEATED LS ICRETILEND
WET, COREICK 2 20FT23avrasp)ET,

« AmazonEKS 7O7tEAI > KU ZEAL T, Amazon Managed Service for Prometheus 1L ¥
B—ICOTAR—ANOT VA ZEBHNICRHLET,

e YRXZ—TRARNVDARILAEYHIC AmazonEKS VS AR —%FHTHRELE T,

LTOREY ITRR, chSsOFEBEBICOVTEHLLKHBALET,
TFOEAIRN)ZEFERALTAILAN—T 2 ARIZ Amazon EKS 25X E T %

Amazon EKS D7 VATV N ZFEAT S Z &lE. Amazon Managed Service for Prometheus (Z
DZAB—NDEANVIDRBRILAT TR EODT IV L AEZRETIREBERSLETT,

ARUOLAE>T TS Amazon EKS V5 AZ—(d, APIRREIZFFA T LS ICRET D&
BENXHYET, VSAX—RAT—RIEF. APIFELERF OVThHAICRETIHREN BV E
FAPI_AND_CONFIG_MAP, Chid. VT AZ—OFFMOT U AKER 7 O Amazon EKS O
V=) TRRTEET, FM-OVWTI, "Amazon EKS 1—H—7H 4 K, @ "Amazon EKS 75
AZ—O Kubernetes 77T O RMAOT VA% IAMO—)LFEEFEI—H—ICHFNTD, 25RL
TLEEL,

AOLAN—R, VFAZ—DEBRBEREEERRICERTERT,

« VSAZ—DERE - Amazon EKS 1V —=)LZ#EHAL T Amazon EKS VS AZ—%ZERT B &
BIZ(UTFARZ—DO—HBELTARILAN—ZERTDERICHST ), COTF IV LAZERETE
£F9. TORAIVNURDD—FEEBNICHERE N, Amazon Managed Service for Prometheus
COTZABZ—XANVIDANOT VAN HFAIEhET,
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s VSAZ—DERREIC ZIBINT S - Amazon EKS VS AR —NF I TICHEETIHEIE. REE—
K% APIE(F ICEREL £9. Amazon Managed Service for Prometheus AP| F 7= & CLI Z
L THEEL L 7ZAPI_AND_CONFIG_MAPRY L AN—IZlk, BEMWICELWFZ ORI MUK
S=HERENh, ROLAN—BGISAER—ICTIOEATEET,

TORAIVRNURDS—HFERERhEL I

AL A4 N—%#%ERL. Amazon Managed Service for Prometheus "7 VAT MJKRD S —
EERTEDELSICTDE, RORVS—DERENET, PTIORAINJOFEMICOVT

l&. TAmazon EKS 1—H—74 R, @ "IAM O—)LE7E1—H—IC Kubernetes N\OTF7 VA%
TR, ZSRBLTLSEEL,

{

"rules": [

"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [

"get",
"list",
"watch"

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
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"ingresses/status",
"ingresses"

1,

"verbs": [
Ilgetll’
Illistll’
"watch"

"effect": "allow",
"nonResourceURLs": [
"/metrics"

1,

"verbs": [
Ilgetll
]

AROLAN—T Ot AAIC Amazon EKS #FHTHRET

Z{EA L T kubernetes 7 5 AZ—ANDT Ut Aaws-auth ConfigMapZ#lfH T 3HET

£, Amazon Managed Service for Prometheus AL A /N—ICX NV D ANDT VL AZFFAITE
£9, XOFIETIE, Amazon Managed Service for Prometheus (= Amazon EKS 75 A X —H 5 X
NVORBRILATITRDEODOTIERAEEZRELET,

(® Note

ConfigMap BRTETFT VALY N OFFMIC OV T, "Amazon EKS 1—H—HA R,
N "IAM O—)LF il 1—H—IC Kubernetes N\OD T UV AZHA TS, 2SBLTLKEE
(AN

COFIETIE, kubectl&E AWSCLI ZFERALE T, kubectl A AKR—=)LOFFMICDOVTI,
FAmazon EKS 1—H—HA4 R, ® Tkubectl D4 A=), Z2SBLTLSEETL,

NEZ—TVRXNUGAARILAETAIZ AmazonEKS 95 AR —&2FHTHRETSICIE

1. clusterrole-binding.yml EVWSBEFNDT7 7 A I)LZERL. XROTHFANERRLET,
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", '"nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io

2. VTARXR—TROOANV RZEFTLET,
kubectl apply -f clusterrole-binding.yml

kY, 9FARZ—0O=INAFT AT ELN=INFERENET, COBITIEE, aps-
collector-role ZO—JL®&., aps-collector-user 21 —H—KELTHEALTVET,

3. ROIANV RIF, scraper-id VWS IDDARAIVLAN—ICEATIEHREZRBLET, hlik,
BOtEY>a 0N RaERALTHERLEAILAN—TT,

aws amp describe-scraper --scraper-id scraper-id

4. describe-scraper MFERN S roleArn 2L EFT, COERBRXOESIZEYET,
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arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS Tlk, Z® ARN ICBIOFEXABETT.,. ROATY T THEATRLEHIC, BEh
% ARN DFERZRBIZIBENBYNET, COFERCELETHREL TSV,

arn:aws:iam: :account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id
BlzE, 2D ARN DFE,

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

UTORSICERTZIBENHYNKT,

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. BIOATYTTEELE roleArn &, V95AZ—BBLVUP V-3 = FHALT, V95 RAZ—
ATUTOON REEZETLET,

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

hnlc&ky), RULA/N—I& clusterrole-binding.yml 7 7 A J)LICER L EO—)LE&E1—
H—ZFEALTITZAR—ICT IV RATEERY,

AT LA N—DOE & HIBR

AWS APl £i=ld #FHALTAWSCLI, FHORNAODRILAN—&E—BRRLEV), HIKRL L
WTEET,
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® Note
AWS CLI £/(& SDK DEFH/N—2 a2 2EALTVWBR & 2BBEL TS EE VY, &H/N—
2aAVTR, BFOKEREXF 1 VTATYT7TF—hERRBATEET, FLEFE, EIZ up-to-
date AN RSAVIVARIUI A%RMET S AWS Cloudshell ZHEBRIICFERAL £,

THAIPVRAOIXNTORILAN—Z2—BERRTBHICIE, ListScrapers APl AR L —2 3> 2 A
LET,

Tk, ZFEALTAWSCLIZHUTHLET,

aws amp list-scrapers

ListScrapers &, ZFHDVMADIXNTOARAILA/N—2ZRLET, fi

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
I
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcd1234ef567890",
"subnet-1234abcd5678ab90"
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},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

}

ATOLAN—%HIBRTBICIE, ListScrapersARL—>3a> AL THIBRT BscraperIdA?Y
LA4/N—o ZR D+, DeleteScraperARL—3a > =#EHAL THIBRLE T,

Tk, ZEALTAWSCLIZHUTHLET,

aws amp delete-scraper --scraper-id scraperId

ATLAN—KE

Prometheus B O AV L A N—RBREZFEAL T, RILAN—NDANIVIAZBRELTRETD S
EZEFHTEERT, fIREF. XMVIRED—VAR—AICEEITHEREZEETCEERT, BIXIL
FHzEAL T, XNV IJADOSRIINZHHNICEEMADEETEEFT, AVLAN—KERF. A
DLAN—DOEZEND—EBTHS YAML 77 AL TT,

FLWRILAN—%ERK LS, API 1—)L T base64 TL>1—R&Eni= YAML 77

AN ZRELTEREEZEEL £9, Amazon Managed Service for Prometheus API @
GetDefaultScraperConfiguration ARL —2 3> 28U ARARE7 7ML EA D> O—RT
2FXT,

ARILAN—DOBRELZZEETBICIE. ATLAN—ZHIKRL., HILLRETBHERLET,
BR—NEhTVWRIRE

AREREOFHMEAREZEECAILAN—RELRXOFMIC OV T, Prometheus RF 1 X K
N "FE) ZSRLUTILKEEVY, JO—NIBEEAT S 3> & <scrape_config> A7 3aic

. RE—MNCHBEBZFTT>IaVHARHEEIATOLET,

Amazon EKS EHR—KREhTVBHE—DOH—ERATHD L, YAR—REhTLVBIH—ERABKRH
FRIE (<*_sd_config>) [& Mk T3 <kubernetes_sd_config>,
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AFAEhBRELIZAVORERIAN

<global>

* <scrape_config>

» <static_config>

« <relabel_config>

* <metric_relabel_configs>

* <kubernetes_sd_config>

et a>HOFHEREBEEG, YOTINRET7MILDORIC—ERRENET,
BMETTAILOH
LT, 30 BOARILA7EEO YAMLERE7 7A4ILOY>7I)ILTT,

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
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authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?)(\\:\\d+)?
replacement: $1:10249

LTE, AWSNZX—Y RIOLVEZ—ICEBOHRTT.

« RAVLA7TER —AVLAN—RETIK, 30BEXFEORIVL A THREEETEEEA,
« X—%7'Y N —static_config ADEZ—T Y RNFIPFTRLAELTEETIHEN HYET,

o B —EAFIHNIMVEBVSESRFEBLET, BEICKELU T, RBiEE TEIThIER S FBearer.
774) ZEEIMBENHV) £T/var/run/secrets/kubernetes.io/serviceaccount/
token, D& Y., FHTR L, BEREIIVEFRDORDICKEYYET,

authorization:
type: Bearer
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credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: Bearer 772 NTHBH, BEBTEEXT,

AILAN—RBREORS TN 21—FT142Y

Amazon Managed Service for Prometheus JIL 72—k, X MU AOBRHEREZBBHICITV
£9, LAL, FRERLEXKNY AN Amazon Managed Service for Prometheus 77— AR—AIC
RRENBWEES, EORSIIRNT TN 1—FT 12T TEBTLLSD,

up X MUY RARXERIZY—)LTF, Amazon Managed Service for Prometheus L 7 2 —A"H&H L
EEIVRRAVNIDOWVWT, COXNUVAGBBNICEFENET, COXNUTAILE 3D
DREAN BV, ILIVZ—ATRELTVRIBEORN S I 21 —FT 12 JIIRIEET,

c up FFEELBV —IVRERAZRD up XMV IZAANFELBEWES, OLIXR—HFITY RRA
VhERHETERBA DI EZERLET,

TVRRAVMDBEETDCENBREBBERE,. RVLATREZRETHILEN HDUEMEND
WET, BHE®D relabel_config ORBANVELZFEEONE, REICEMAE NS role (CRIRE
FHEBUEEEHYET,

c up FEETZEDND, BILO—up FEETZIN0NHEE, ALIZ—RIV RERLAD NEKRE
TEETH. Prometheus EFEO XN VA ZRHTEET A,

cOBEEE, curl TV RRAVMIHUTEREIV REETLTHDEVVAELNEE

Ao FALTWVWAZ ORI (http £ https ). TV RKRAU N, R—RNEE, FHENE
LOWCEZRIATEERT, T2 RRA MBI 200L ARATHELTVWE L, BRT
Prometheus FER I TVWR L EBEIT B LEETEET, BRI, LARVADANEHRK
FRVAALNKRELKTRERFTEEFEEA, ( AWSYZR—J RIOLIVZ—OHIRICOWVWTIE,
ROEO>a>vaSBLTLKEEZLD, )

c Up A"FEEL, OKWKEVW —up A"FEEL, 20K KREEVES, XKUY AW Amazon
Managed Service for Prometheus [CEEENTVWET,

Amazon Managed Service for Prometheus (F 7= l& Amazon Managed Grafana s EQDREX v
JAR—R)TELWXRNVIAZBRELTVB CEZBRABLET, cul ZE5—EFEAL T, /
metrics TV RRAVNCFRERLETF—BZNBIDNESHERABETEXRT, £k, RAULAN—
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HEVOIY RRAVINBBE, HOFIRZEATVWEAVCEERAELTIKEEV, ZHFEALTX
NUODADEKZBRETBDCET, RVLAEVTENDUupX NIV TALY RIRA 2 MO ZTER
T&EJcount(up)o

A7LAN—DOHIREE

Amazon Managed Service for Prometheus A" R I 2 7YX F—I REBRAIL A N—IZE, LW<D
HOFRABYET,

e )—=23Y —EKS VTAEZ—, XZX—J RAYL A4/V—, Amazon Managed Service for
Prometheus 7— 2V AR—ARGITNTRU AWS U= a2V ICHBDDBENF HYVET,

« PHOUN—EKS VTAZ—, XZX—J RAYL A4/V—, Amazon Managed Service for
Prometheus 7—O AR—AFIXTRU AWS PHI U NIHBIBENHYET,

« ALVBR——1D)—=23201T7HIo B2V, &K 10 D Amazon Managed Service for
Prometheus AV L A /N—ZRETEE T,

(® Note
J9#—2DEELFZVITARNTRDZET, COLRZBIELEFRZENTERT,

c XNVDALARVA —FEED 120 /metrics TV RRAVRNIITIARASODLARY A
DARXIF 50 XHNA N (MB) ZBABCERFTEERR A

« ROLAN=—BEYVDIRRA N —AILA/N—EHK 30,000 ® /metrics T RKRA >
REXOLAETTEEXT,

c RAOLATER —AILAN—RETRK. I0WKRBOARAILATHREEETEREA,

Prometheus E B O HBIAXA RNV TJAERFEDEISBEDTT A,

Prometheus X NU D RAZT 7 IT—2 3R AT ZARTIOFYASAILAETLT
Amazon Managed Service for Prometheus TEA T % (Z(&k. Prometheus BE#:0 /metrics T2 R
RA 2 8D S Prometheus BEEDX NV D RABAVARNIAY NUTLRBETRIREN HVET, 4
BOXRNVOAZRETDENTEETHN, BATEHY FH A, Kubernetes (Amazon EKS &5
B)RMBOZLDTATFURHY—EAR., ChSOXRNVIRAZEBERELTLET,

Amazon EKS ® X N1) U A% Prometheus BT RAKRA VNI VAR—KNTDE, ThEOD
X N1 2 A% Amazon Managed Service for Prometheus L 7 2 —TBHEBWICAILAME T TS
CENTEFRT,
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FHICOVWTER, XROREY IZZRBLTSEEL,

« XNUY A% Prometheus XKRU DV AEULTIVARAR—KNTBIERBEOTA TSV EH—EADEF
I OWVWTIE, "Prometheus RF 1 X N, ® TExporters and integrationsy #5B L TS &
(A

« Prometheus EEX NV O AZMBOI—RASITIVAR—RNTBHEDOFMICOVTRE,

"Prometheus RF 1 X2 1 ® "Writing exporters; Z2Z8B L T IEE L,

« Amazon Managed Service for Prometheus L 7 X —%Z&XEL T Amazon EKS 75 AZ—H 5 X
NUOAZBEMNICAVLAETTBEEOFMICOVTE, TAWSYZ—J RILIEZ—0O
AL 2ZRLTLSEE L,

NDAZN—NFR—=TY RIOLIVZ—

cOtoU23a2IiZk, Prometheus JE—RNEEIAKZEHAL T Amazon Managed Service for
Prometheus ICX KUV AZEEITR2MEOIAL IV F—2RELTTF—XZRVIACHFEICETSE
WAEENTVET,

MBEOIL Y 2—%EHL T Amazon Managed Service for Prometheus ICX KUV RA&ZXET S5
. ARNVORAZREL, BYIAX7TOCANTAMEO Z—XZF/LLTVWR L Z2RRITHETE
BEEERICHYET,

BREAEDAHARN—XZ—IRIOLVE2—E. UTOYV—ILOVWThH ZEALET,

« AWS Distro for OpenTelemetry (ADOT) - ADOT &, ZE£ICHR—KEh, £ T, XEREIC
RELE OA—T Y —AF1ARNJE 11— 32 OpenTelemetry THY), IT—J I MAX
RUORAZRETEDRSICLET, ADOT ZFALTXRNU I AZREL. TS5 %Z Amazon
Managed Service for Prometheus 7 — 20 AR—AICIEETE X T, ADOT IL VX —OFMICD
WTIE., T AWS Distro for OpenTelemetryy 2B L T EE L,

« Prometheus T—> T2 N — A—7>2 Y —AD Prometheus H—/N\—DHBD A VAR A%
EYRNT7YTL, I—2I2RNELTERFTITBETXNI T AZYEL Amazon Managed
Service for Prometheus 7 — 9 AR —AICERET D ENTEET,

LTOREY ZE, ChomAOY—ILOFERABECOVTHAL, MBEOILIX—0OREICET
B BEBRESATLET,

NEY D

« XRUVADEVAHKDRE
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« Distro for AWS ZL 2 Z— OpenTelemetry E LTHERATS
e Prometheus 1 VAR AZIALVEZ—ELTHEATD

- SUAMT—R 0 H DO Amazon Managed Service for Prometheus M 5% E

XN T ADENY) A HDRE

Amazon Managed Service for Prometheus ICl&, XRNU O ZADOEY) AKX ZREBEIT D EHOFENA
BEEThTLVET,

Amazon Managed Service for Prometheus AWS PrivateLink T O {EHA

Amazon Managed Service for Prometheus ICX KU O AZBVIALZRY NDO—OKNZ 7495

F. NTUYIOA4 2 B—FY NIV RRANZENLT, ELEE ENALTVPC IV RRA U BMIC
& 2 TEITTEET AWS PrivateLinko AWS PrivateLink ZEfH 32 &, VPCHASNDERY NDJ—
IORNSTAVIRBNTIYIOAL 23—y NEBHET, AWSDOXRY ND—JRTREENE
9. Amazon Managed Service for Prometheus @ AWS PrivateLink VPC I RARA > N &ER T
BICF. T EZSBLTIKEEVWSA U Z—TITAAVPC LY RARA > MT®OH Amazon Managed
Service for Prometheus MO {E A,

Aol & FaA

AWS Identity and Access Management (IAM) [&. AWS UV —AADT IV AZZ£IZHHITZH0
CRIDVITH—ERTY, IAMZFEAL T, #HERAE (1> 1>) L., #HICVY—-ROEH
ZRUTE (TUOEAFTZ2F5T%) A &HIMHL F£I. Amazon Managed Service for Prometheus
& IAM EFfEENTVD S, T—RERZREICROZENTE XTI, Amazon Managed Service for
Prometheus 2t Y K7 Y 795 & & &, Prometheus H—/N—HASXRKNJ IO AZRVIADD LS
9% IAM O—JL&. Amazon Managed Service for Prometheus 7 —9 AR—AICRBEENIEX KN
DAICKL T Grafana H—/N—HA SV TV ZRTTEDRSICTBH IAMO—IILEERTIHEND
WET, IAM ORI OVTR, TIAM EFL ZBRLTLEEL,

Amazon Managed Service for Prometheus O+ Y K7 Y 7IZ&ID2ES 1 20O AWS X1 T 4
AL, AWS BEN—2 32 4 DBER7OEA (AWS SigVd) TF. BE/N—T 3> 4 iE, HTTP
ICKI2TERFEND AWS UV TANCRIMERZEMTZ7OLATYT, X1 UT1 LOEHAD
5, \OBEAEDVIIANGK, FTUOEBARF—IDEI—VLYRNTIOEAF—TEBRENDT Y
EAF—TEBEBAWS TRUENfHYVET, chsO220F—k, —MPICEF 1T 1 FRRHER
EMENET, Sigv4 OFMIC DWW TIE, TSignature Version4 NEZ 7O A 25BLTLKEE
(A
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Distro for AWS &1L U &% — OpenTelemetry EL TEAT S

LToREY 2Tk, Distro for AWS OpenTelemetry ZX NV ANDIL VX —ELTRET S
FETERBEFEICOVTEHBALED,

(N =R/

« Amazon Elastic Kubernetes Service AWS 9 Z A X —T Distro for Open Telemetry ZAL TX b
DOADEY)IAKEERET D

« Distro for Open Telemetry AWS Z{EH L T Amazon ECS A S DX KD VANV IAXZEERET S
c VDE—PFEZRAKEFALE AmazonEC2 AV ABVANSDX NI O ADEY) AHKDERE

Amazon Elastic Kubernetes Service AWS 7 Z A X —T Distro for Open Telemetry %
FALULTARNI DD ADRVYIALZRET S

cDto> 3> Tk, Distro for OpenTelemetry (ADOT) Collector AWS %Z &% L T Prometheus

TERIENET 7V T5r—23a>h85ARULA47 0L, XKUY A% Amazon Managed Service for
Prometheus IZEEF2FEICOVWTRHALET, ADOT IL V2 —OFFMICOVW TR, " AWS
Distro for OpenTelemetry; ZZBRL T EE V),

ADOT T Prometheus X M) U AZUR&ETF B (ClE. Prometheus L >—/Y—., Prometheus Remote
Write Exporter, Sigv4 Authentication Extension ® 3 D ® OpenTelemetry 1> /R—F > NA"BET
E

BE1Z M Prometheus M EXE % £ L T Prometheus Receiver Z#RE L T, T—EARHE X
DOADAILAE> T &ZR{TTEET, Prometheus Receiver I&, X ~1J 2 A% Prometheus
PNAFERXTAILAETLET, RILAEVIRKROT TV Tr—23a> I RRAU K

l&. Prometheus VA7 RTFATZ ) THBRTBIHLENHY EFT. Prometheus Receiver

(&. Prometheus R¥F 1 X2 h® TConfigurationy TEEAE N T3 Prometheus DAL A1E> T
EBIRIMMFHOREEZINTHR—RLTVWET, ChSOREZERE ADOT L VX —0KE
LB [RGB ENTEET,

Prometheus Remote Write Exporter l&, remote_write I/ I*‘?J*"f‘/ NE#FRLT, AO9LA1EY
TENEAXANIOAZEBR—BZINT—VAR—AIZEBLET, F—RXZ2LVAR—KTS HTTP
1) TANIE, AWS SigV4 Authentication Extension Z#R L T, Z£&FRMN AWS ZOKNJLT
H3 Sigv4 TEEENET, FMIZ OV T, TSignature Version4 NEZ 7Ot A, 25BL T
<EZEL,
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L2 Z—I&. Amazon EKS E® Prometheus XN AT RRA > NEBEMNICHKRE
L. <kubernetes_sd_config> ICHZREZFEAL £,

LT 7 EIE. Amazon Elastic Kubernetes Service £zl B2 EE A Kubernetes 2E1T7LTW% Y
FSAZ—TO_DOREDHZRLTVET, ChSOATYTERITTDICEK. 77 NOFEREE
HBFI—OFENBEAT2AaooVTFnAH SO AWS SRIAFERFBETT AWS . FHMICOWT
l&. AWS " SDK for Go Mi&E) ZSRBLTLKEEV, COTFETRK. 7OLRADKEETANICE
RBEndY > FINTFVRERLES, OB FTILTTVIE, Prometheus V54T NTATZ
JDKRSIZ, /metrics TV RARAVNTARNVORZLRBEALETD,

Bl RS

LTOMVAKAREFIEZREKIBEIC. Y—EATATY MO IAMO—I)LEFER) S —ZRE
TRILEBENHYET,

B—EATAI RO IAMO—)LEGERIS —ZRETDICE

1. TAmazon EKS V5 AZ—NDSXKNVIOAZWMY) AT OO —EAO—ILDERE, OFIEIC
#-oT, Y—EAT7AHIMOIAMO—-)ILZERKLET,

ADOT L 78—, XNUIJRZARAIVLAEVIJULTIVAR—RNTREECZOO-I)%E
ERALET,

2. RIZ, BERVD—ZHmELET, IAM OV —)L (https://console.aws.amazon.com/iam/) % 8
EET,

3. EfloFES—arRq4TcO-INZERL., AT Y 7 1 Tamp-iamproxy-ingest-rolefE& L
LZRO0ET,
4. [FEBR 27Z2BRL. FEBEROGE]) 2RIRLET,

5. {SHEBFHARIJ>—0 JSON T, aws-amp % adot-col ICBEBMA T [EEARIV—OEH] &
BRLET. KRB RIS—RBFROKSIZBEYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
.
"Action": "sts:AssumeRoleWithWebIdentity",
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"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"
}
}
}
]
}

6. [FTOEAFW 2T ZERL, ROTIVLAHFAARIVS—HFO-LICTRYFEAhTVWSRILE
ALK,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}

Prometheus X M) 7 ADOURED B ZH1L

(@ Note

Amazon EKS THREIZERZ/ER TS &, alertmanager &/ —RIVAR—Z—EFT7 %
INTEMCE>TVET,

Amazon EKS & 7= (& Kubernetes 2 5 A X —T Prometheus DREZEMICT S IC &

1. QRS RNIUAGSYHTFINT7V5—23a> w7 #x—o2LTo0O—>2 L FEFaws-otel-
community,
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R, WFOORY RZERITLET,

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. ZMDAX—2% AmazonECR® BEDL P ARNVIZT Y S 1L FET DockerHub,

3. RO&LSICZ Kubernetes i EZ IE—LTHEAL, YO 7IWNT7VRIVZAZ—ICF7O/4LF
9, prometheus-sample-app.yaml 7 7 A4 J)LA® {{PUBLIC_SAMPLE_APP_IMAGE}} i&.
KFETYIALEAXA—DICBERAET,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

4. ROOAIVRZAHALT, BTN TF7IUNFEREBL I ZBRBLET. AN ROESD
T. NAME %l(C prometheus-sample-app "&RRENET,

kubectl get all -n aoc-prometheus-pipeline-demo

5. ADOTOLI9&Z—0OF7#IRKNDAVAZAZREBLET, TOLEHIZE, £FXx0ITV
RZEADLT, ADOT L 2 Z—® Kubernetes 53R EZ2BWEBL £,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

R, TUTL—R774)LZ2#wEL T, YOUR_ENDPOINT Z Amazon Managed Service for
Prometheus 7 —%2 AXR—A® remote_write T2 R7R4 > MZ, YOUR_REGION ZfERF D) —
DAVICBEBRAETT, VTV AR—ADFMEHEFL 1= & EIZ Amazon Managed Service for
Prometheus 1>V —JLIZ&R R E 1D remote_write T RARA 2 N EFEAL TS EE L,

F /. Kubernetes sRENDH—E AT HI> M9 32 YOUR_ACCOUNT_IDM % AWS 7 H™
NIDICEETHDHENHYET,

COBITIE, ADOT IL IR —DERETER (scrape=true) ZFEAL T, RILAE>T TS
B—FYRNIVRRAVRNEBELTVWET, ADOTILIVZ—&F. ChIZ&>THTILT
TUDIY RRAUNEITAZ—AD kube-system T RIRA 2V MASKBITEET, 5D
YOTIWNTTVERRIVLAETTBBEER., ChZzBIRILFTOREDN SHIRTEET,
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6. ROIAXVRZAHLT, ADOT AL V&—%ZF7O/4LET,

kubectl apply -f prometheus-daemonset.yaml

7. ROIANRZAHDLT, ADOT AL VX —NREEL & xR L £I, NAMESPACE %IT
adot-col ZHEL T EE L,

kubectl get pods -n adot-col

8. OVIVAR—Z—%EBALT, NMTSAHFHEEIDEEZH/IELET, Y2 TILTUT
L—RRERICOJIVAR—RZ—EHMEETNTVET, ROOX RZAHLET,

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

BOTANTTIRSAILAEYTENEARNIVAO—BIE. ROBIOLSICEY)ET,

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus X X KU D RAZZITH2 A ESHAZTANTBIC
(&, awscurl ZFEALET, cOVY—I)IZFERATHE, AWSSigv4 FafZFEAL TIAN R
FAUHDS HTTP U T ANZIEETE S 2%, Amazon Managed Service for Prometheus 7
SUOTVZETIBDEHODOELVWT IV EAFFAZHD AWS FRAIEREZO—NILICERET I HE
FHYVET, O AN FIBEICOVWTFawscurl, Tawscurly ZZBL T EEV,
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RXOAX > RO AMP_REGION & AMP_ENDPOINT Ik, Amazon Managed Service for
Prometheus 7— 7 AR—ADBERICBEERZIE T,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"1}1}}

LARAELTXRNUORAZZTERAEE, NATSA2OFRENKRHL, YT ILT7IH
5 Amazon Managed Service for Prometheus ICX R VAN EEICEHME N EZEKRLE
ED

D)—=2T Y7

COTEZRVIV—"FYTIBICR. ROOAXREZANLET,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

B3 ERE

Eln}
2

Prometheus Receiver l&, Prometheus R¥ 1 X2 K ® TConfigurationy THAETHTWVS
Prometheus DAV L AE T EBIRIMFTOREEZINTHR—NLTVET, ChSDEREE
EiZ ADOT ALV Z—DREICEHYYFHRDIENTEXT,

Prometheus Receiver DFREICIE, H—EABH, ROLAEVTRE. BIRILEREN 8FIF
T, L—N—DORERFRODESICEVYET,

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

BETFANOBEATICRLET,

receivers:
prometheus:
config:
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global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:

- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:

- role: endpoints
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

BE1F D Prometheus BREN H B HE S, ENRBERTEZMASNBVELSIZ, $XFZE S ICE
EMADIMENHYET, *T ik, relabel_configurations M replacement DETHICEET T, i
ZIE. XD &K S relabel_configurations "% 2 &L ET,

relabel_configs:
- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,_ _meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23${3}
target_label: _ param_target

CHEFRDEDICEELET,

relabel_configs:
- source_labels:
[_ _meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${13}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter & Sigv4 Authentication Extension

Prometheus Remote Write Exporter & Sigv4 Authentication Extension M F%E (&, Prometheus
Receiver KV EETT, NAT7ZAVDOZOBRBETE, BECX RNV AR IATFATVT, C
M7 — AR % Amazon Managed Service for Prometheus IC TV AR— N T D EBFHF TETVET, X
M llk. Amazon Managed Service for Prometheus L BIE T2 O DB BRENHR/NEHZRL
TVET,
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extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

CDEREE, F7A4I NOFRIAEHR AWS FI—20 AWS REEHRZFEA L T AWS SigV4 IC&k 2
TERENLHTTPS UVIARNEEFBLE T, FMIC DOV TR, [Configuring the AWS SDK for
Gos ZZBLTLKEEV, Y—E ALK aps ZIEETIHENHYET,

7704 FECEKRE<S, ADOTOL 78— F7 4 M0O AWS FBIEEHRFI—ICUARE N
TWBAT2a>oVThHICTIOEATEDHLREN HY) i?'o Sigv4 Authentication Extension &
IC#&FL AWS SDKforGo, ThZFEAL CRIMERZIMEBL TRIALEFT. Chs DORIHER
([Z. Amazon Managed Service for Prometheus @ ') €— I\%% ART VEAFANHBD & 2T
THRIRENHBYET,

Distro for Open Telemetry AWS Z{#EHA L T Amazon ECS A5 DX KN AMELV)IA
hERET D

cDto 3> Tk, Distro for Open Telemetry (ADOT) %Z £ L T Amazon AWS Elastic
Container Service (Amazon ECS) # 5 X MU AZ X&KL . Amazon Managed Service for
Prometheus IZERV) AT HEIC DWTEHBALE T, £/, Amazon Managed Grafana TX M) U A%
BEATEIHEICOVWTEHBALETD,

Bl SR

/A Important

BT 2HIIC. AWS Fargate 75 AZ—LEDOF 7 # )L NERED Amazon ECS RiE

& . Amazon Managed Service for Prometheus 7 — 9 AR —A# & U Amazon Managed
Grafana D —J AR—ANBETT, 1—H -2 FF+-0OT7—20—RK, Amazon
Managed Service for Prometheus, Amazon Managed Grafana IC}gBL TWa & &RIIRE
LTVWERT,

FHCOVTR, LTOVY9Z253RLTLSEEL,
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« Fargate 75 AR—ICF 7 # )L FERET Amazon ECS BEBZER T B HEIC DWW Tk, TAmazon
ECS FROYN—HA R, O "OZAZ—DERL Z2BRBLTIEEL,
« Amazon Managed Service for Prometheus 7 — 9 AR—AZER T B FZEIC DOV T, "TAmazon

Managed Service for Prometheus 1—%'—HA Ky O "D =D AR—ADERHRL ZZRLTLKE
L,

« Amazon Managed Grafana 7 —7 AR—AZER T D FEIC DWW T, "TAmazon Managed
Grafana User Guide, @ "Creating a workspaces 2B L T E&E Y,

AAZLADOT AL V=AYV TFAXA—DDER

UTORET77A4INET7L—hELTHERALT, MBOADOT L VA—A0TFAX—=2%
E&EULET, my-remote-URL & my-region &, AP D endpoint & region DEIZEE X
£9, FREZ adot-config.yaml EVS T 7 A IICRELE T,

(® Note

CDFRETIE, sigvsauth HLR#EEE% £ L T Amazon Managed Service for Prometheus
ANOHVOPHLUERIMLET. OREDOFHMIC OV TIFsigvsauth, @ "Authenticator -
Sigvdy ZZRL T &L GitHub.

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:

ADOT LV &— 46


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-create-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-create-workspace.html
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension/sigv4authextension
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension/sigv4authextension

Amazon Managed Service for Prometheus

Q—H—H1 K

- ecs.task.memory.utilized

- ecs.task.memory.reserved

- ecs.task.cpu.utilized

- ecs.task.cpu.reserved

- ecs.task.network.rate.rx

- ecs.task.network.rate.tx

- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes

exporters:

prometheusremotewrite:
endpoint: my-remote-URL

auth:

authenticator: sigv4auth

logging:

loglevel: info

extensions:
health_check:
pprof:

endpoint: :1888

zpages:

endpoint: :55679

sigv4auth:

region: my-region

service: aps
service:

extensions: [pprof, zpages, health_check, sigv4auth]

pipelines:
metrics:
receivers:
exporters:
metrics/ecs:
receivers:
pProcessors:
exporters:

Amazon ECR YR NUA®O ADOT AL 22— FTFAX—>207vS 1

[prometheus]
[logging, prometheusremotewrite]

[awsecscontainermetrics]
[filter]
[logging, prometheusremotewrite]

Dockerfile ZA L T, > 7T F 4 X—2 &KL T Amazon Elastic Container Registry (ECR) ') 7R
DRDIZTYZILET,

1. Dockerfile ZEJ)LRLT, A>T FA X—2%&IE—L T OTEL Docker 41 X—< (2B L E

ED
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FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECR VR NUZERLET,

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. AVTFAX—TZERLET,

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note
AVFTFOEILRE, TOAVTFHFHFERTEIDIRELELURETITS CLzaiEe L
TWET, ES5THRVES, 1 X—20E) REFC --platform /NTX—ZDOEAN
MBIZBEDZENBYET,

4. AmazonECRURZ KNUICHA A2 LET, my-region &, EHAFD region DEICEE
BAET,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. AVTFAX—2%2T7v>21L%FT,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

Amazon Managed Service for Prometheus Z AV L 1 E> 9% Amazon ECS R RV E&ZDERK

Amazon Managed Service for Prometheus 2 AV L 1 E> 2 9% Amazon ECS R AV E& & EK
LET, RARAVEREICIE, adot-collector EVWSBEINDIITF &, prometheus &EWD ZH]
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NDAVTTEEDDIRVENHVYET, prometheus XN I AZ4EKL, adot-collector &
prometheus ZAVLAETILET,

® Note

Amazon Managed Service for Prometheus @ —EAXE LU TETEN, AVTFHAS XKD
DAZPRELET, cOBEOITFIE, Prometheus 2T — I MNE—RTO—AI
TRITL. O—AHILDX K2 A% Amazon Managed Service for Prometheus (23215 L &
9,

fl: R RV EE

LTOFlE, BAOVEBNIEDRSBEONZRLTVWET, CcOflzT>7L—KRELTHER
LT, MEBODRRAIVEZZERTEE T, adot-collector ® image DER., VKR KNUD
URL &4 X—2&% ($COLLECTOR_REPOSITORY:ecs) ICEZE# A E T, adot-collector &
prometheus @ region MfElk. FEAHRD region NEICEEMEIET,

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs"
"awslogs-create-group": "True"

’

"name": "prometheus",

"image": "prom/prometheus:main",

"logConfiguration": {
"logDriver": "awslogs",
"options": {
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"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

RATHE® IAM O—=)LAD AWS Y Z—2 R7R1J < — AmazonPrometheusRemoteWriteAccess
DT RYF

AL TENX M) 2 A% Amazon Managed Service for Prometheus (X592 (I

(&. Amazon ECS ZAVIZ AWSAPI ARL —2 32 Z2FTHITLEODELVT VAT TN BET
T RAVA® IAMO—)L&ZERL. TOO—)LIZ AmazonPrometheusRemoteWriteAccess 7R
)o—BTERYFIRIRBENHYVET,. COO—-LNZERLTRIS—ETERYFITBHEOFHMIC
2VWTE., "TRAVHA®D IAMO—I)LERI S —DERL BSBRLTLSEETL,

IAM O0—)L(Z AmazonPrometheusRemoteWriteAccess ZF7 X2 Y FL., ZOO—-INERATIZE
ALEs, RO9LAEYTEhiEX KN 2 A% Amazon ECS (Z &k 2 T Amazon Managed Service for
Prometheus ICEETZE T,

Amazon Managed Grafana TOX KN ANREAL

/A Important
B9 D EIIC. Amazon ECS 2 AV EZICKL T Fargate R AV ERTITIHLEN HV F
9, 5LV E, Amazon Managed Service for Prometheus TXRND VA ZFERIT B &
FTEEEA,

1. Amazon Managed Grafana 7 —J AR—ADFTES—2aRA2T, AWSTAAVDOTIC
HdT—Z2YV—AZBRLET,

2. [F—RY—RA] 270 [Y—ERA] T. [Amazon Managed Service for Prometheus] ZiZRL . [F
7LD —=23 2 ZBIRUET,
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3. [F—RY—ARZEMT D] 2ERT S,
4. ecs BRV prometheus 7L 714V VRAZFEAL T, XRMVIJADVI) ERTEFTVET,

JE—REZAHEFHALE AMazonEC2 1 VAR AN S DX NI I ADELY) A H
DERTE

Dt 3> Tlk., Amazon Elastic Compute Cloud (Amazon EC2) 1 > AR A LT, UE—h

EZiAXZMEAT S Prometheus H—/N—ZRTITBHFEICOVTEHBALET, Go TERAREnLF
ET7TVT—=23n8XRN)OAZPREL, Ths % Amazon Managed Service for Prometheus

D—DAR—AICEBEITBDHEICODVTHALE T,

Bl R SR

/A Important

FIR T DHEIC. Prometheus v2.26 BAEZ AV AR—)LLUTHLKBENFHYET, 1—H—5
Prometheus, Amazon EC2, Amazon Managed Service for Prometheus ICEBL TW3 Z &
ZHIRELTVWET, Prometheus DA~ AN—)LHEEICDWTIE, Prometheus VT 7H 4
N® TGetting started; ZZ8L T EZ L,

Amazon EC2 & /=& Amazon Managed Service for Prometheus ICENTVWEWVWEEIE., ETUTD
O AVEFROLEEBEOHLET,

« Amazon Elastic Compute Cloud & (&

« Amazon Managed Service for Prometheus & (&

Amazon EC2 A ® IAM O— )L O ¥R

XNUDRAZANI—=Z20F2ICF, EFAWSIYZ—IRRV—ZFEALTIAMO—)L %
ERL T 2 HEN B ') £ 3 AmazonPrometheusRemoteWriteAccess, ZN#E, TOO—I)IZ2&FED>1 >
AR A%Z#EE L., Amazon Managed Service for Prometheus 7—7 AR—AILX N I AZ A~
)—Z2JTEEY,

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZBE £,
2. FTEF—arRq4T[A-IN] ZBRL, [A—I)LZEKX] ZBIRLET,
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3. BHENEICTATAOEREELTAWS O —ER]ZEBRLET, I—AT—RARELT
[EC2] ZBIRL KT, RN TV EAFAN ZBRLKXT,

4. [Search] /N\—I(Z "AmazonPrometheusRemoteWriteAccessy EA DL E T, RS —F T Zi&
R L AmazonPrometheusRemoteWriteAccess, R > — 27 XY F ZBIRL E T, [AN\: XT]
ZIBIRLZET,

5. (A7232)IAMO—JLIC IAM BT 2B L ET, (RN #3B] 28RLET,
6. O—ILDBEZADLET, [RUZ—ZEK] 2BRLKT,

Amazon EC2 1 AR AMiEE

Amazon EC2 /1 VARV AZEE T SICE. "Amazon Elastic Compute Cloud Linux 1 > AZ > A
RA1—Y—HA4R, O TAAZADEEE ) OFIEICHVET,

TFET7VT—>32 ORI

IAMO—J)LZEKL. TOO—-IIZEALTECCA VAR AZRBBLES, TFET7TUT—
VERTUTEHFZRIETERY,

3

\'l

FETITVT—232ETAMNXRNIORARERTIBRICE
1. UTFTOFU7L—RhZ2EALT, main.go EVWSBHID Go 77 ML EHERLET,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
}

2. ROONY RZRTLT, BUSKERRZA AN —ILLET,

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp
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3. FETTVIT—23 ERITLET,

go run main.go

FETTVT—232ER—bN 8000 TEITEN, DT TVWSDFTANTO Prometheus X 1)
DABRRLET, chSOXNUIDADHIZRLTICRLUET,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge

promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} @

Amazon Managed Service for Prometheus 7 — 2 AR—ADYERK

Amazon Managed Service for Prometheus 7 —9 AR—AZEK TSIk, "Create a workspace
DOFIBEICHVET,

Prometheus % —/N\— MO E1T

1. LWFOYAML 7 7A4IL0HlEFT>7TL—REeULTHEAL T, prometheus.yaml £WS ZHi
DHFELVWI7AINEERLET. DFBurl, my-region 8= 3 EICBEBRZ., my-
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workspace-id%& Amazon Managed Service for Prometheus A" 4R L =T —T AXR—XA ID
BEMAFET, region lCDVWTIE, my-region ZEAFRO) -3 OEICEERIET,

Bl: YAML 7 7 1)L

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. Prometheus ¥—/N\—ZXTL T, FET77UT—>3>20OX KU A% Amazon Managed
Service for Prometheus 77— AR—AIZEFELE T,

prometheus --config.file=prometheus.yaml

—N T, Prometheus Y —N—IC&>TFET7VIT—23 20O X KN D AN Amazon Managed
Service for Prometheus 77— AR—AICEBFENET,

Prometheus 1 VAR AL V22— LTHEATS

LTFTORNEYOTE, I— I N E—RTEITENATVWS Prometheus 1 VAR AZEXRND O A
DAL IVRA—ELTERETDIEERTERFEICODVTHBEALET,
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/A Warning

tF1)T A #EEEBMIZT D& T, Prometheus Scrape T RARA > MANT VY U4«
VR =Y NIRRT NBD L ZEBBTEERT,

BUXNUVOAEY NEEZZD T T2EHD Prometheus 1 VAR AZEEY RTY 7L, Th
5% 1 DM Amazon Managed Service for Prometheus 7— 9 AR—AICEEFEL TCETAEZRET
P56k, EEHRERETILENf BYVET, ERFRERETHFIRICHEDELVIES. Amazon
Managed Service for Prometheus IZIEEE B ITXTOTF—2 Y2 TN, EEYOTILEEDT
FRERRICEVET, EEFHBRORESREICOWVWTIE, TAmazon Managed Service for Prometheus
ICEEENZ25TAMA NI O ZAOEEHR) 28RBLTSEETL,

hEY D

« Helm Z AL =% L L\ Prometheus Y —/\—A' 5 OELV) A d D ERTE

« EC2 E® Kubernetes A |- & % BEF® Prometheus H—/N\—A' 5 OEY) A& DERFE
- Fargate £ @ Kubernetes Z & % BEF D Prometheus H—/N\—»' S OBV A G DERTE

Helm Z AL =% L L) Prometheus ' —/N\—H S OELV) IAAK DERE

cOtEIa>OFIEIZHES E,. Amazon Managed Service for Prometheus % R ICERE L TH&
BEEDZENTEET, Tk, Amazon EKS 75 AZ—IZ# L L Prometheus H—/\—%
EYRNTYTLET, HILLE—N—F, F7 )L MREZMFEHL T Amazon Managed Service for
Prometheus ICX MUV AZEFELET. COFEICEROEREZHENI HYET,

« #1L ) Prometheus H—/N—HF" X NU O ZAZRET S Amazon EKS VS AZ—NFUETT,

« Helm CLI 3.0 AR ZFERTH2HLEN HVET,

c LT3 0FIEZETITAICE., Linux £l macOS A E1—22FRTIHVEND
VET,

ATFYT 1. HLVWHeim Fr¥r—RNURS NYZRBINT S

RODINV RZAALT, HILLWHeMmFy¥—RKURDRNUZEBMLET, ChSsOIONT RO
IZ2WTIF. THelm Repos ZZRL TS &L,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts

Prometheus JL U X — 55


https://prometheus.io/docs/prometheus/latest/configuration/https/
https://helm.sh/docs/helm/helm_repo/

Amazon Managed Service for Prometheus J1—%—H4R

helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

AT Y 7 2: Prometheus ZBRIZREZERKT S

ROIAX > RZAHDL T, Prometheus H—/N—&EZDMOEZXRI T AVR—FNAD
Prometheus BRI ZEEZER L £9 . prometheus-namespace l&., COZBZEMICHFFZBEIICE
EMAET,

kubectl create namespace prometheus-namespace

ATYT 3 HY—EATHINOIAMO—)LZRET S

CCTHRBATDIAAR—F 12T F%ETE. Prometheus —/N—A"E17E L TL S Amazon EKS
DSAR—TH—ERAT7HONOIAMO—- )L 2EFRTH2HRENFHVET,

H—ERAT7HTOMOIAMO—-I)LZ2FEATSE. IAM O—)L% Kubernetes Y —E A7 H > NIC
BEERTRDCENTEET, cOY—EATAHINE, TOH—ERATHINEFERATHRY R
AOAVTFHFICAWS PO A ZRHETEET, FMHICODVTR, " —ERAT7AHT 0D IAM
O—JL 28BLTLEE L,

ChsOO—)LE2EERELTVWAWESIE, "TAmazon EKS VT AR —AS X KN U A %H)
ACEHOY—EAO—)LNERE, OFIEICK > TO—ILEZRELET. TOEIZIAVOFIET
&, eksctl ZFEATIHXENHYFT, FMICOVTIEE., TAmazon Elastic Kubernetes Service
DBEEAE - eksctly ZZRLU TS EEZ L,

(@ Note

EKS &zld TRAS AWS, PIOEARF—EI—IL Y NF—DAhZFEAL T Amazon
Managed Service for Prometheus IC7 VA3 %354, EKS-IAM-ROLE X—A® SigV4 %
FRIZDERERTEEREA,

ATYVT 4 FHLVH—N—ZEYRTYTLULTXNUOADOEY)IAKZFHBT S

Amazon Managed Service for Prometheus 7— 9 AR—AICX KD D AZEFETHEHLV
Prometheus H—/N\—Z A2 A=) TBICk, ATOFIBEICHWVWET,
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Amazon Managed Service for Prometheus 7— 9V AR—AIICX KD D AZEFETHEHLV
Prometheus Y —/N—&Z A 2 AN—=)LTBICE

1. TFARNIF14R2%ZEAL T, my_prometheus_values_yaml EVSEBD T 7 1)L EHER
L. RORBZRERLET,

« TIAM_PROXY_PROMETHEUS_ROLE_ARN &, TR L /= ® ARN (C & & #t X amp-iamproxy-
ingest-role X ¥Amazon EKS VZAZ—ASX KNV JAZERY)IACEHOH—EAO—)LDEE
Eo

« WORKSPACE_ID (&, Amazon Managed Service for Prometheus 7—J AR—AD ID I[CEZ&E
BAET,

« REGION l&. Amazon Managed Service for Prometheus ®')—2 3V ICEEHBRA KT,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. ROOX REAHDL T, Prometheus H—/N\—Z KL £,

« %& Prometheus 'J ') —RA&prometheus-chart-namelCBEMAET,

« prometheus-namespace &, Prometheus BEIEBENDBHICEEMRAET,
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helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

@ Note

helm install N REEEFTEBRFETHAEINAARTEE T, FHMICOVTIE,
THelm RF I XNy @ THelminstally ZBLTLEE W,

EC2 L ® Kubernetes HIZ & % BE1F D Prometheus H—/N—H S OELV) A& DERTE

Amazon Managed Service for Prometheus [&. Amazon EKS ZE{TLTWA I T AX—B KT
Amazon EC2 L TEIET 5 B2 EE A Kubernetes 77 AX—MA M Prometheus —/\—A 5 M X
NOOAOEV) AR ZEHR—KNLTVWET, cOtEIZ a2 0FEMAEFIEK. Amazon EKS V5 A
X —MA® Prometheus —/N—ZX{HKEL TWET, Amazon EC2 L0 B2 EEE Kubernetes 775
AZ—DOBEEFIERKEELU TTH, Kubernetes VT AX—TH—EAT7HT> ~h® OIDC 7’A/NA
A—EIAMO—)ZFEHTHRETILEN BD2INBREBVVET,

COEIa>OFIETIE. Kubernetes NV T —I X Z—2 v —&E LT Heim Z2EHALET,

New o
c ATV 1. HY—EAT7AHIRNOIAMO—I)Z2ZETS
e AF Y7 2:Helm ZFHAL TEEFED Prometheus Y—/N\—%TF7 Y7L —RT3

ATYT L H—EATATVNOIAMO—ILZRETS

CCTHBETRAR—FT 1T FETIE., Prometheus H—/N—HEITE 1 TL % Amazon EKS
DSAZ—TH—EARAT7HOMODIAMO—-)LZ2ERAITILENf HYET, chsoO—I)LiEH—
EAO-I)IEEFHENET,

H—EAO—-)Z2FERATZE. IAMO—I)L% Kubernetes Y—EAT7 AT NCBEN TR ZENT
EET, CcOY—ERTHIUNE, TOH—ERATHINEERATZIEZEORY ROOVTFHIC
TOEAAWS FAIZRETEERT, FMICODVTR., "H—EAT7HV M0 IAMO—), &%

BLTLSEZL,
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ChSsOO—-I)LZELERELTVWEWEEE., "TAmazon EKS VT AX—A S X KU T AZEIA
CEOOY—EAO-IIDFRE) OFIBEICH>TO—ILZZELET,

ATY 7 2:Helm ZEA L TBEEFED Prometheus Y—/N\—&TF7 v 7IJL—RT3

cOtEIa>OFIEICE., VE—RNEZIAHKE sigv4 Z5EE L T, Amazon Managed Service for
Prometheus 7—J AR—AANDJE—RNEZIAAZITAD K SIC Prometheus B —/N—ZFZREH &
ORATEIHEENEENET,

Prometheus /N\—> 3> 2260 LAEZFEAL TVW3IEE

IN—=3> 2.26.0 LA D Prometheus —/N\—A X—J T Helm Fy— R Z2FEAL TVRBEE.
LTOFIEICRVWET,

Helm ¥ ¥ — K %Z#H L T Prometheus H—/N\—A S5O E—KREZIAKRERETDICIE
1. HemBEE77ANICFHLVWUE—REEZAKEI IV EERLET,

« %, Tamp-iamproxy-ingest-rolefE& L 7= @ ARN
${IAM_PROXY_PROMETHEUS_ROLE_ARNMCEEMAETATY T 1L H—EATHV VKD
IAM O—)LZ5Ed %, O—JL® ARN |& arn:aws:iam: :your account ID:role/amp-
iamproxy-ingest-role EWSERICAKAVY E T,

« ${WORKSPACE_ID} I&. Amazon Managed Service for Prometheus ® 0 —2J AR—A ID I[Ci&
EMRAET,

« ${REGION} |&., Amazon Managed Service for Prometheus 7—J AR—AD)—>3 >
(us-west-2 B E) ICBEMAE T,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:

Prometheus JL U X — 59



Amazon Managed Service for Prometheus J1—%—AH4R

- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. Helm ZFEAL TEEIFE® Prometheus H—/N—DERZEFHFL £,

« prometheus-chart-name I&, Prometheus ) —ARICBEMAET,

« prometheus-namespace l&. Prometheus ¥ —/N\—A"1 2> AN —)LE N TL % Kubernetes
ZHIZBICEEMRAET,

- my_prometheus_values_yaml &, Heim&EE7 7 A IILONAICBEEBRAE T,

« current_helm_chart_version l&. Prometheus 4 —/\—® Helm ¥ ¥ — KM DBRED/\—
TDAVICBEEBRAEFET, BEOFr—bON—>23 2, heimlist DN RZFERAL THERT
XTI,

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

LB D /N—=> 3> D Prometheus 5

2.26.0 KV BEIDO/N—2 3> D Prometheus ZFEAL TVWBIFEE., UTOFIEICHWVET., U0
IN\—= 3> @ Prometheus I& AWS EZ/N—2 32 4 DBZ 7O RA (AWS SigvV4) 2XA4 T4 7IC
HR—KNLTVEVED, ChSOARATY T TCRYAM RA—T77O0—F&2EALET,

CNSDOFIETIE., Prometheus DF 7' OA - Helm Z AL TVDEDEREL X T,
Prometheus H—/N\—HD S5O E—REZAAZHRTETDICIE

1. Prometheus #—/N\—T, FILWUE—NBEAKFREZERLET, £T. ILLEFHFT77 A
ILEERLET, COT7A4INOEBE%Z amp_ingest_override_values.yaml. ELE T,

COYAML 77 A4 RDEZEBIMLET,
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serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
--name

- aps

- --region

- ${REGION}

- --host

- aps-workspaces.${REGION}.amazonaws.com
- --port

: 8005

ports:

- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:

- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION} l&. Amazon Managed Service for Prometheus 7—J AR—AD ) —J a2V ICEE
BAET,

%, Tamp-iamproxy-ingest-rolefEf L 7= ® ARN

${SERVICE_ACCOUNT_IAM_INGEST_ROLE _ARN}-EBZEMZETIT ATV 1:H—EATHY
RO IAMO—)LZET D, O—J)L®D ARN [& arn:aws:iam: :your account ID:role/
amp-iamproxy-ingest-role EWSERXICAKVY ET,

${WORKSPACE_ID} l&, D—UVAR—AID ICEZEMAET,

2. Prometheus Helim ¥ v —KZ7 Y79 L—RULET, £9. LTOIOY R%ZAHL T Helm
FYy—RBZHALET, OOV ROENLT, BEIIC prometheus EVWSXFIZED
Fy—NZRLET,
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helm 1s --all-namespaces
RIZ, LAY RZAHDLET,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

Z., BION > RTIRE Iz Prometheus helm F ¥ — N D& Biprometheus-helm-chart-
namel\_BEMAE T, prometheus-namespace &, BEIEBOZRICBEEBRIET,

Helm F¥—hkO&A D> 0O—R

Helm F+—KRZEXEZO—DINICEAVO0—-—RLTVAEWVWESRE., XROON REFERALTE VY
E]__H-Eégquo

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

Fargate £ ® Kubernetes |Z & % BEE® Prometheus H—/\—5A' S OELY) A& DERTE

Amazon Managed Service for Prometheus &, Fargate t TE{ET 2 B2 EE R Kubernetes &
ZAZ—KO Prometheus H—/N—ASDOX KNI ADEVY) A& ZHR—KNLTVWET, Fargate
ETEH%HET S Amazon EKS 5 AX—MR® Prometheus H—/N\—AS X NUJ O AZEVIATIC
(&. amp_ingest_override_values.yaml EWSBRID 77 AN DT T AL NEBEZRDKSIZFH—
=54 KLET,

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
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persistentVolume:
enabled: false

remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/

${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

RNDAX > RZEERITLT, —N—F 4 RZEHL T Prometheus Z4 > AM—=)ILLFET,

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

COHemFY¥—RDERETWEK., /—RIVAR—ZFZ—ETS—RMNIZ—v—2EEMCL., c5I1C
Prometheus H—/N\—OF 7’014 ORTEZEZHIZLTVET,

RODTARNITVDFERITIDE, A VAN—IIZEZHEITEET,

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?

query=prometheus_api_remote_read_queries"
{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"

[1648461236.419,"0"]1}]1}3}21

)

SO AMT—20H O Amazon Managed Service for Prometheus M £&E

Amazon Managed Service for Prometheus ICTF—X ZXET2 &, TOF—RFU—23a 2RO
AWS FRAZEVTA—V—2ETEBNICL7US—rEh, A7—ZEUFT14, A%, &
FLIVTAZREIDRARNDIZAZ—NSRMEIET, FEOREIC L >TR., TSICATAM
ZRaOd7IMIIt—THEZEMITDCENERTLVEENBYET. RECETAXE—TFT 1
ZEMID—MNBEFEF 2 2HYVET,

c AUTF—RZHOBBOOAVTFREBA VARV AN BB HEE. TOT—X % Amazon
Managed Service for Prometheus ICIAfEL . F— X NERHBRZBBNICTOEI LN TER
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¥, chld. 7—2% Amazon Managed Service for Prometheus 7 — 9 AR—AICHRERICEET
DIEHICRIUEERT,

SUAMT—XOEEHBROFEMICOWVWTIE. "Amazon Managed Service for Prometheus (— 3%
Ech250AMXN) O ANEEHR, 25RBLTLIEEL,

s AWS U—2a U NFRATERVBETET—RILTIRATEDLSICTEEHEEE. FlOU—
TAVO22HDTV—OAR—AICARNI O AZEXETEET,

ANV OATF—REBBO D=V AR—ALEFIBHEOFHMCOLWTR, TJORA) =23
TOAMAM, EBRLTIKEE,

NEY D
+ Amazon Managed Service for Prometheus ICIEEE N2 S TAMEX N UV AOEEH KR

» Prometheus |- & % Amazon Managed Service for Prometheus \ND S A AMET—X DIEE

+ Prometheus Operator | & % Amazon Managed Service for Prometheus N D& W AT — X MDA

5

« Distro for Open Telemetry Z & L T Amazon Managed Service for Prometheus AWS (& 0] A
T—REEETD

» Prometheus 1= 1 —5 4 Helm F ¥ — K~ I_C & % Amazon Managed Service for Prometheus \ D &
AT —XDIEE

s K< HHDEM: STHHEOER
e VOA)—23a>TOAM

Amazon Managed Service for Prometheus IZAEE N2 HAMEX N VAN EEH
BR

BHO Prometheus T—2 I N (I—2 I M E—RTEITENTVS Prometheus 1 > AR >
A) A5, Amazon Managed Service for Prometheus 7 —J AR—AICTF—RZEETEET,
CNESDA VARV AOVK IANRUX RNV RAZREEL TEFELTVSREFEE, F—X0OEH
AMABRENET (VWThADI - M TF—R20EFEZFELEL TE, Amazon Managed
Service for Prometheus 7— 9V AR—RARGBID A VAR AN SE|EHRET—REZZELET). &k
72 L. Amazon Managed Service for Prometheus 7—2J AXR—A Tk, XNV OV AOEENf BB
ICHEBRENDESICTDENEEFNET, CchiZkY, XRNUITANEBHERRIENDDEE,
T—RAVIIANEARNL—DICH U TEBREREN RETD L ZRBTERT,
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Amazon Managed Service for Prometheus THEZ® Prometheus T— I MASOF—X2ZBE
MICERHRTBICE, EET—RZEBLTIVWAI—CIMOEYNCE-—DITAEZ—F%E
BET, BAVAZALLLTVABEZEVETET, VFARXR—RBICKY, ChSOA VAR
ANFREF—RZHEIEOELTRBENET, LTUARICKY . Amazon Managed Service for
Prometheus TEX RV ANDY —REZRBITDCENTREICEY ET, BERHICREENADI XN
DACRIZAZR—FRIHFEENETTN, LT7VABREENBVLESD, XNUIJRARBRE—-ODY—A
AESMBENTWVWAKRSICRAET,

® Note

Kubernetes DB EN/N— 3> (1.28 BK 1.29) Tk, clusterTRILFGFEDIHEH
DAXRNVOANHDENBFZENHYET, ChiZKV), Amazon Managed Service for
Prometheus D EERHRICETIBBEANRETDAEMEANI BN E T, FMICODVTR, 7
AMICETRL<HDERZESZRLTLEZ L,

LLFRORNEY 2Tk, Amazon Managed Service for Prometheus /¥ 7— X 2 BB ICEEHERTE
LD, F—REEEL. clusterB &KUY __replica_ FRILEZEDHDIHEERLET,

/A Important

EEBRZERELBZVEE. Amazon Managed Service for Prometheus IZEEE D 3XT
NDT—BHY DV TIIHABRERRICBENET, ChsOF—RYTI)ICEK, EEITDH T
FEENFET,

Prometheus | & % Amazon Managed Service for Prometheus NO S AT —X D
15

Prometheus TE U AMREZ LY NTY 7921, STAMITIL—TOIXTOA AR
ACAHS X)L ZBEAL T, Amazon Managed Service for Prometheus TZ NS 2B BITE 3 &
SICTEIHRENHVYET, Prometheus 1 VAR AOI—C I N ZEadA®I I —7T0—8E
LTHEAITAICE. cluster SRILEZFALET, JIL—THOEL 7V HZ@RICEB TSI
(&, __replica_ FRINZFEALET, EEHRZHMEEEESICF. __replica__ & cluster
DEFEDIRINZERTILENHYET,

BARET—X 65



Amazon Managed Service for Prometheus J1—%—AH4R

® Note
_replica__ IR IE, replica EVSEENFIRIC2 DOFT VA —AATRESNIMMTVE
EXTY,

Fl: I—RAZRY ~

ROI—RAZARY NTlE, cluster IAXJLIE Prometheus 1 > AR ANDI—2 I N prom-
teaml ZFBIL . _replica_ FARINIEL 7 JH replical & replica2 Z&BILE T,

cluster: prom-teaml
__replica__: replical

cluster: prom-teaml
__replica__: replica2

Amazon Managed Service for Prometheus [, Chs OISR\ ZFO>ETHAMEL VAL S5O T —
AYTNERETIHES, YOTINEZTANDEEIZ replica FRILERVYBREET, OF
W, LZ7VAZELD ) =AM REEND2OTREEL, BEO)—-XICRLT11 O )—AX Y
EIFMERENET, cluster FRILFEREFENET,

® Note

Kubernetes DB END/N— 3> (1.28 BK 1.29) Tk, clusterTRILFGFEDILEH
DARNVDANEDENDFZEN HYET, <hll&kV), Amazon Managed Service for
Prometheus D EEEFRICE T2 BB/ RET D AU BN E T, FHICODVTR, 57
AICETRL<HDERZEZRLTLEZ L,

Prometheus Operator I~ & % Amazon Managed Service for Prometheus N\ ® &7 At
T—RDIAF

Prometheus Operator TEHHRAMREZ LY N7 Y7 92ICE. STA®IIL—TDINT

DA VARV AICATEZ X)L ZEA L T, Amazon Managed Service for Prometheus TE 1
SZEBETEDRSICTRIHUEN HVYET, &5I(C. Prometheus Operator Helm F ¥ — KT
replicaExternalLabelName & & U externallLabels B ZRETIHEEH V) FT,

fBl: YAML A Y S —
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RO YAML AY A —TIl&, externallLabel (2 cluster A"J&N&E 1, Prometheus 1 > AZ > AD
TI—2I2hzgaAMIIL—T7T0—EBELTHLET, iz, replicaExternallabels &7
IL—=TRHOELTI)HZZANLET,

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note

Kubernetes D4 END/N— 3> (1.28 BK 1.29) Tk, clusterIARILFFE DILEH
DARNVDANEDENBDZEN HYET, <hll&kV), Amazon Managed Service for
Prometheus DEBEHRICETHBEANRLEIT S ARMEI BUET, FMICOVWTR, 57
AHICETR LX< HDERZSRLTEZ L,

Distro for Open Telemetry %Z £ L T Amazon Managed Service for Prometheus AWS
CETRANT—2Z2IAETD

AWS Distro for Open Telemetry (ADOT) &, OpenTelemetry 7O IV NNDZETABFREICKE
LETF4ARNIELI—232TYE, ADOT Ik, P7UT—23>EZRUTRAOSBNL—AL
XNUODRAEZMETED LS, YV—AAPI, S475), I—-2120 haRHLET. ADOT OFf
M DOWTIEE, AWS T Distro for Open Telemetry ICDW T, ZZR LTSS,

SO AMERET ADOT ZFRETSICE. ADOT AL IVX—A0TFAX=T%ZBEL. AHBIXRI
cluster& _ replica__%& AWS Prometheus JE—REBZIAK TV AR—Z—ICEATHIHLEN
HBYVET, COIVAR—R—F, RILAETENIEXRN) A% remote_write T R7R
1 > MEH T Amazon Managed Service for Prometheus 77— AR—RAIZEFELET, chs0 T
A )L & Remote Write Exporter ICERET D&, TRL 7V HORTHICERTDX NI VAN REFE
N 0EHESENTEET, AWS Prometheus JE—RBEIAZ TV AR—X—OFMICOWVWT
(&. Amazon Managed Service for Prometheus ® Prometheus ') E—RNEEIAK T I AR—F—
DEREEEI 2SRLTLSEE L,

@ Note

Kubernetes DB END/N— 3> (1.28 BK 1.29) Tk, clusterTRILFFEDILEH
DARNVDANEDENDZEN HYET, <nlZ&kV), Amazon Managed Service for
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https://aws-otel.github.io/docs/getting-started/prometheus-remote-write-exporter

Amazon Managed Service for Prometheus J1—%—AH4R

Prometheus D EEHRICE T H BB RETHAREMES BV ET, FMHICOVTR., 57
AMICETRR<HRDERBZEZRL TSEET,

Prometheus 13X 1 =5 4 Helm F ¥ — K2 &% Amazon Managed Service for
Prometheus ND & A AT — X DIA(FE

Prometheus JX1Z"7 4 Helm Fv— N CETAMREZEY N7V 733IC., STRAETIL—
TOITRXTDAVAZAICHTEIARIL ZEH L T, Amazon Managed Service for Prometheus T
TNSEZRATEDLSICTBIHRENHYET, AT, Prometheus IX1”"F 1 Helm F¥—hk
A5 Prometheus ® 1 DDA 2 AR AIZ external_labels ZEBMT2HEDOHEZRLTVWE
CP

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1

® Note

BEROLZUNWNFBERZEER., BB L7VAEZFEALTFy—hN2BHEF70O04 7
SDUBENHVY)ET, Prometheus 1 -7 4 Helm F¥—hr Tk, A O—F—J)L—
THhSEELTVAOEZEXTEE, LTVNEZBNICERETAHEN TERVLEHT
9, replica FRIINZBHERET S I-(E. Prometheus Operator Helm F ¥ — RN ZFHL &
ED

(® Note

Kubernetes D4 END/N— 3> (1.28 BK 1.29) Tk, clusterTIRILFFE DILEH
DARNVDANEIHENBDZEN HYET, <nlZ&kV), Amazon Managed Service for
Prometheus D EEHERRICBI T HEBEN RET D AR B E T, FHEICODVTR, 57
AECHETIZE<HPEEMESRLTSEZ,
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FL< HZEM[: SATHEDBE

BOTLNRAD NZEBHTBICE. fE _replica_ ZRIOTRIVICEDBDHBENFHYWETH?

= 0 AMERE Tk, Amazon Managed Service for Prometheus l& Prometheus 1 2 AZ > ANV S
AZ—PDB8)—RF—%BHITD T, F—EYUTIHFEELLHEVKRSICLET, V—F—L TV
WA S5OF—2YH 2 TII0EEN 30 BEFELEL =3B 4. Amazon Managed Service for Prometheus
&k BEHICEID Prometheus 1 VAR A2 —SA—L7VAICEREL, RELEF—RZEHT
TF—REFHFHLVW)—F—DSWWIAKETT, LEN2T, FAEF "TLWLWA, THY, HBEEEZhFE
hoe CNEMTOLEEBE. ROXSBEENf RETD AN HYET,

« PromQL T count DOV IVAERFTTDE, HLLVWU—F—0BHEBBEHIC, BELY)ESVMEN
BRENBDZENHYET,

e FILWU— A —BHEBFICEFD!) —F —H active series limits B &, active
series OHAEMLE T, FMHICODVTEK, TAMP DU #—%, ZSBLTLSEEL,

Kubernetes IZIZIHB DI SABZ—SRINIBHDEDICEZ., XNUORAZEEHRLTVEE A,
ESTIhRECORBBEEBHBRTEETH,

Kubernetes 1.28 Tlk, clusterZARILFEDHFLVWX KNI IANEAE
fapiserver_storage_size_bytesE L . chlZ&kt), clusterFARIICHKTET S Amazon
Managed Service for Prometheus D ERHROBEN KET D AREMEN H V) £, Kubernetes 1.3
TlE. FRILOBFE CEFENET storage-cluster_id (1.28 B8R 1.29 OLED/VY
FTERANEEENET ) VFAZ—HNZOXRNIIA%E clusterFRILTHALTWSH
4. Amazon Managed Service for Prometheus (& BE T 2RI ZEEHBRTEEFEA, <O
FEEE TS HIC. Kubernetes V7 AZ—Z/N\NY FAERESNERHON—23 TV T
L—RETBEE2BEMOLEFT, F/-l&k. Amazon Managed Service for Prometheus (CER V) IAT B
[Capiserver_storage_size_bytes, XKNU T ADclusterFRINZBIRINFTITEIEET
EET,

@ Note

Kubernetes NDZEEDEFMIZ DV Tk, Kubernetes 7O T ~ ® "rename Label cluster
to storage_cluster_id for apiserver_storage_size_bytes metric; ZZBL T &,
GitHub
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JOAY—arTcoaAkd

JOARA—=2a>uAlET—RICEMTSICIE, AWS U —2 3V BEITERODD—I AR—AICX
NJORABEEFETEEXT, Prometheus TlE, BEOZAXA—EVOR)—23 > THEZEIALDRT
FHFYR—RENTVET,

LTFopHlE, Heim 2 AL TI—> 1T N E— RTEET S Prometheus H—/N\—Z Y KT v
LT, BBBU—2320200V—0AR—AICARND IV AZXETZHEETRLTVET,

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

kubernetes_sd_configs:

- role: node

relabel_configs:

- action: labelmap
regex: __meta_kubernetes_node_label_(.+)

- target_label: _ address__
replacement: kubernetes.default.svc.cluster.local:443

- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigv4auth
prometheusremotewrite/two:
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endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_id/api/vl/remote_write"

auth:

authenticator: sigvé4auth

service:

extensions: [sigv4auth]

pipelines:

metrics/one:
receivers:
exporters:
metrics/two:
receivers:
exporters:

[prometheus]
[prometheusremotewrite/one]

[prometheus]
[prometheusremotewrite/two]
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Prometheus X N DRI TD I I DELT

D= AR=AICA RNV DANBY)IAEND KSICHE 2258, ThSOXRNIJAICHLTOIV %
RITTEET, Grafana BEDH—ERAZFEALTARNIVAILIIT I ERERITTSDEEH, Amazon
Managed Service for Prometheus APl ZEA T2 & E£TEEXRT,

TV DEITICIE, Prometheus DIFEEI T ESETHS PromQL ZFEALET, PromQL & ZNDHE
X OFMIZ DOV T, Prometheus RF 1 X M® "Querying Prometheusy ZZRBL T E&E L,

(N =R/
s XRKDVOAOT) DIRE

« Amazon Managed Service for Prometheus THEH ¥ % 7= % O Amazon Managed Grafana O+ ¥ b
TY7T

« Amazon Managed Service for Prometheus TEH 9 % Grafana #—7"> YV —AE I Grafana
Enterprise DtY N7 v 7

* Amazon EKS V7 5 AX—TEIfET S Grafana ZFEAL =0T )
» Prometheus Bt APl Z{FER LI T
e TV APILARARD Y T EKEHER

XNUDOAOT) ORE

Amazon Managed Service for Prometheus ICl&, XRUJADIITV)DRITZ2REITD-ODOFE
FAEEhTVET,

Amazon Managed Service for Prometheus AWS PrivateLink T® £

Amazon Managed Service for Prometheus TX KUV RAZ VTV T2 LODRY NT—DU KT
A4V, NTVYIAVB—FY NIV RRA R ZENLT, EFERE ZALTVPC IV RAR
A2 MMCK 2 TRITTEET AWS PrivateLink,. ZFEH T % & AWS PrivateLink, VPCs 5 DX Y
RO—=OKRZST714v 0 NTVYIA422—%Y NEeBAETIC AWS XY RD—OATREE
fNLE 9, Amazon Managed Service for Prometheus @ AWS PrivateLink VPC I RRA > N &IERK
ITBICE., "1 ZSRBLTIKEEVWAZ—TIAAVPC L RKRA 2 NTOH Amazon Managed
Service for Prometheus O fF

XNUDAOT) ORE 72
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oAl & 7o A

AWS Identity and Access Management I&, UY—AANDOT IV tA AWS ZZ2(ICHEBTDDICEK
UDVI7H—ERTY, IAMZFEALT, #HERIAE (H1>1>) L, #HIZVY—-RAOFERAER
A93 (FUORAHFAZF59%) M &FHEL E9. Amazon Managed Service for Prometheus (I
IAM EEEENTVWBD S, F—REZLICRDENTEET, Amazon Managed Service for
Prometheus 2t Y N7 Y 7°9 % & & &, Amazon Managed Service for Prometheus 77— AXR—XA
ICRFEALEXRM)DRAIZHL T Grafana H—/N—HS TV TVZRTTEDLSICTS IAMO—)L
ZERTIHLENHYET, IAMOFMICOVTE, TIAM EFL ZSRL TS EEL,

Amazon Managed Service for Prometheus Dt Y 7Y 7 IC&ID2ES5 1 2O AWS 2+ 1) F 41
MAelk, AWS BE/N—2 3> 4 DBETOEA (AWS Sigvd) TF, BEN—T 3> 4 &, HTTP
ICR>TEBFEND AWS UV TANCHAERZEMTSD7OLATT, X171 LOEHRD
5, \QOREAEDVIVIARNK, TOEBAF—IDES—DILYRNTIOELAXF—THEBREIDTY
EAXF—TEBEREAWS THRUENBYVET, ChsD220F—F. —MWICEF 1T 1 RAER
EFFENET, Sigv4 OFMICDOWTIE, TSignature Version4 NEZ 7Ot A 25RBLTLKESE
(A

Amazon Managed Service for Prometheus THEHA T2 =60
Amazon Managed Grafana Y N7 Y 7

Amazon Managed Grafana l&, ZF—7">Y—A® Grafana @I N 7 )X Z—2 RY—ERT, F—
ToOV=ADHY—RN—=FT 14— ISV, BROPTF—RYV—RAZAHREICRBILE LN TEHLHD
AWS H—EZANDOEHRZEHRILLET,

Amazon Managed Service for Prometheus Tl&. Amazon Managed Grafana ZfERL TO—7
AR—=AADARND DRIV RRTTD N PR—RENTWVWET, Amazon Managed
Grafana 1>V — LT, BEE® Amazon Managed Service for Prometheus 7H > N ZE#&RHEL

T. Amazon Managed Service for Prometheus 7—9 AR—AZF—XY—AE L TEMNTEE
9, Amazon Managed Grafana (&, Amazon Managed Service for Prometheus IC7 VA% =&
ICHERFRIABEHROFREZEE L £, Amazon Managed Grafana 'S Amazon Managed Service
for Prometheus N\ DFEHRZER T B HEDOFMIC DOV TIEE., "TAmazon Managed Grafana User
Guides MFEZZRBLTSEEV,

Amazon Managed Service for Prometheus @ 7 Z — ~ Z Amazon Managed Grafana TRR Y %
CEETEEXRT, P72 MEDRELZRETAFIRICOVWTR., "7F—h & Amazon Managed
Grafana £izlE7#—7> Y —A®D Grafana DS 2SBLTLIEE L,
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7" 4 X— K VPC T® Amazon Managed Grafana "\ 0 1Z#:

Amazon Managed Service for Prometheus l&. Amazon Managed Grafana # XK AR T 55—k~
NDUVITVZERTITREEIERIBDT—ERAIRRA M ZRBLTVET,

Amazon Managed Grafana l&, 724 X—K VPC Z2FH T2 LS ICEKTE £ T (Grafana T’
SAR—KNVPCZtEY NTY 7 I2HEDOFHMOWVWTIE, "Amazon Managed Grafana User
Guides ® "Connecting to Amazon VPC, ZZBL T EEV), BREICL 2T, COVPC A S
Amazon Managed Service for Prometheus DH—E AT RRA 2V NCT IV EZATERVEEN S
WETD,

BENDTZAR—KNVPC Z2FERHTH LS ICERE N TS Amazon Managed Grafana 7—2 &
AR—ZAIZ, Amazon Managed Service for Prometheus 27— Y —XA &L TEMTSIZEF, £7
VPC I RRA > MNZEERL T, Amazon Managed Service for Prometheus ZE LU VPC (Z§E#: 9
DREHNFBHVYVET, VPC IV RRA 2 NOERDEFMIC OWVWTIE, "TAmazon Managed Service for
Prometheus DA 2 —T7 I AAVPC T RAKRAV NOERL Z2SRBLTLKEEV,

Amazon Managed Service for Prometheus T{£/H 9 % Grafana
F—7">Y —AFE & Grafana Enterprise Dty K7 v

Amazon Managed Service for Prometheus Tl&, Grafana /N\—2 3> 7.35 BRZFERALTO—Y A
R=AADXRND DAV ITVZRERTITDENYR—RENTVET, N—232 7.35 BEIC
. AWS BE/N\—T 3 4 (SigVs) BEEOHR— M SEATVET,

targz ¥z zip 77 M) Z2FEALTARX RFAO O Grafana Z&Y N7 Y 733 FIEICOV
Tk, Grafana RF 21 X N® Tinstall Grafanay 2B LT EE WV, ILWARAR> RF7OY
Grafana 24 > ARN=)ITd &, I—HF—BENAD—ROANZROSNET, F7FILKE
admin/admin T3, FIEHOOT A%, NAT—RZZEETDIRSICROSNET, FHICOVWT
(k. Grafana RF 21 X M ® TGetting started with Grafana, 2B L T E&E L\,

Grafana OD/N\—2 3> #HEREITAICIE. ROOAIXRZEAHLET,

grafana_install_directory/bin/grafana-server -v

Amazon Managed Service for Prometheus & E# 9 % & 5 IC Grafana
ZERETBDIZIE. AmazonPrometheusQueryAccess R —F (&
aps:QueryMetrics, . aps:GetMetricMetadata, aps:GetSeriesB U 7Vt

754 R— K VPC T® Amazon Managed Grafana "\ Mt 74


https://docs.aws.amazon.com/grafana/latest/userguide/AMG-configure-vpc.html
https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/getting-started/getting-started/
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Aaps:GetLabelsFFAIZH DT AV NIOT AV ITRIHBENHYYERT, FMICOVTIE, TIAM
DT I EAHFAER) Y — ) ZZRLUTEEL,

AWS SigV4 NOERE

Amazon Managed Service for Prometheus l& AWS Identity and Access Management (IAM) & &

# L T. Prometheus APIsTREL £, 77 # ) MTIEk, Grafana ® Prometheus 7—% Y —A
(&. Prometheus A"FRALZHLEELBEVEDEREL £, Grafana T Amazon Managed Service
for Prometheus DFREEH KRBT MAEZRIFTESD K SICTBICIE. Grafana F—2X Y —A T Sigv4
WA R—RNZBMCTRIHENHYET.,. BCEEBEO Grafana 7—7 2V —AHF—N—F &k
Grafana Enterprise ¥ —/N—ZFAL TVBF SR, COR—DOFIBICH > TKEE L, Amazon
Managed Grafana Zf£A L TV %354, Sigv4 iR £ ICBELE E I, Amazon Managed
Grafana OFMIZ DWW TIE, TAmazon Managed Grafana & &1 B LTS EE L,

Grafana T SigV4 ZBMIZ TS ICIE, AWS_SDK_LOAD_CONFIG 8 &K T
GF_AUTH_SIGV4_AUTH_ENABLED IREBEZ¥ % true ICFREL T Grafana ZREL &

T GF_AUTH_SIGV4_AUTH_ENABLED RIEZHIE, Grafana DTF 7 # )L REEZF—/N—F 14 KL
T SigV4 U R—KhZBMICLET, FHICDOVWTE. Grafana RF 1 X h® MConfiguration %
SHBLTLSEETL,

Linux

Linux ED AR > RF7OY Grafana % —/\—T Sigv4 ZBRICTBICEFE. KON REAHDLE
ED

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

Windows ED A& > RO Grafana T SigV4 ZBMIC TSIk, Windows X R7’AO> 7
REFEALT, XOOYREAHNLET,

AWS SigV4 DEE 75


https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://grafana.com/docs/grafana/latest/administration/configuration/
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set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

\bin\grafana-server.exe

Grafana T ® Prometheus &F—4&2 Y —AMNEHN

UTOFIETIE. Grafana T Prometheus F—X Y —AZFE L T. Amazon Managed Service for
Prometheus X NRU DV AICHTB VT ARETIRDHEZHALET,

Grafana H—/\—IZ Prometheus ¥—2 Y —AZBMT 3 (C &

1. Grafana 2V —)IZRHEXT,

2. [RE]T. [TF—2YV—R]ZERLZET,
3. [F—EBY—AZEM ZBRLET,

4. [Prometheus] Zi&IRL £7,
5

HTTP URL & L T, Amazon Managed Service for Prometheus Y =)D —J AR—AD
HHER—DIZRTEND [T RRAN-IJI) URL] ZEELET,

6. $EELEHTTPURL A5, URL ICEBMEATWS /api/vl/query & WS XEFEHIBRL £
¥, ik, Prometheus F—2Y —AICK > TEHEWICEMNMENZ-HTT,

IEL W URL (&, https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k178I19 D K S [C7x V) T,

7. [EREE] T. [SigV4 I O R IILEBRUTEDICLES,

8. SigV4 PRk, Grafana TREIFRAIERZEFEEETH A, 72/ b07ANAM A —F 11—
ZEALTEHTEET, REFRIIBEHRZEZEEITDHFINISICHBTESD LD, UTTRE
- FOFIEZFHBL £9, Amazon Managed Service for Prometheus T Grafana Z 83 %
CEICBNTELES, F7ALNOTONAR—FI—22FERTZCEZEHOLET, Ch
L&Y, XBHEEELFIVTAABALELET, F7A2LNOTONAMET—FI—2ZBRETDH
EOFMICDOVWTIE, Specifying Credentialsy 2B L T &Y,

- RUGIIEHZEEFEATIICRK. UATZRITLET,

Grafana T® Prometheus —2 Y —AME 76


https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials

Amazon Managed Service for Prometheus J1—%—AH4R

a.

[SigV4 FRREDFM] T, [RRAL7AONA A -] LT [TIORRES—TL Y hF—] &i#
RUET,

[7OEAF—ID]IZ. AWS TV EAF—IDZASBLET,
[—OLYRNTOEAF-]IC, AWSZ—JLYRTIOEBAF—ZANLZFT,
[BIEZFO—)L®OARN] & A& ID] 7 1 —)LREZHDERRICLET,

[Z*7#)BMDIJ—232] T, Amazon Managed Service for Prometheus 7 — 7 AR —
AD)—=2a & BRULET, COU—232E@F, ATY 75 THRELLEURLICESE
NTWBD—23a E—HIRIBLENfHNVET,

REFELTTAN Z2EBRRLET,
"Data source is workings EWS XY 2—IHFRTEIET,

RORTU—>v 39 Mg, TOEAF—ES—HL Y NE—£E Sigv4 RIEOFH
MREZRLTVWET,

Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- ROYEFT7ALRNOTONAA—FI—2E2FERTHICE (RBRRICHR), UTZET
LEXY,

a.

[SigV4 BRI D 4] T, FREE7O/NAH—] &L T[AWS SDK BF 7 # )L N] ZZIRL
x£¥9,

GlEZHFO—ILDOARN] & [AAEBID] 74— REZADEKRICLET,

[*7#)I D) —>32] T, Amazon Managed Service for Prometheus 7 — 29 AR —
AD)—=23 #BRUET, cOV—23avlF, ATYT5TEELEURLICESR
NTVWBRN =232 EE—HIBBENHBYVET,

[RELTTAN ZERLET,

Grafana T® Prometheus —2 Y —AME 7
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"Data source is workings EWS XY 2—IHFRTEIET,

RDAD)—>23 Y MNE, SDKDOF 7 # )LD SigV4 RN FHMREERLTVE
£

Sigv4 Auth Details

Authentication Provider () AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2

9. HLLWF—RY—-RAICHLTPromQL VTV %ZTARNLET,

a. [AE]ZEBRLEXY,
b. ROESBH>TI) PromQL VTV ZEERTLET,

prometheus_tsdb_head_series

RELVLTT AN AEELBEVEEORNT TN 1 —FT12T

BOFIET [RELTTAN ZBRULEEZLCIT—HNFERTENDBER., UTZEIEL T EE
W,

HTTP I —: ROAQ W EHEA

URLIZCEENTVED—VAR—ADHFELVZ EZHAELTSEEL,

HTTP IS — BiEZhTVERT

COIT—, FABHBN BN THICEZERLET., ATZFT Y ILTLSEEL:

c [F7AILMOD) =23V ICEBELE) 23 ELVWCEZBRLETD,
s RAERICEHREN BV EEZHEIELET,

- AL TVWAERELERIC AmazonPrometheusQueryAccess’ RS —H"H 3 C & ZHRAL T EE
Wo BEHICOVWTR., TIAMOT O EAFAERD > —1 ZZRBLTLEEL,

RELTTARNFBELEVEEORT TN 1—F142 T 78
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« AL TVWAERIERIC. < D Amazon Managed Service for Prometheus 77— AR—AAD T
DA’ HDEZHERLET,
HTTP I5—: FE&F—RIIA

COIZ—DORTZTIN1I—FT 402 {T5IC, Grafana H—/N—0OJ 2B LE T, FHMICO
WT Ik, Grafana RF¥ 1 X ~® Troubleshootings ZZ8BL T EE L\,

NFRREN/-HESError http: proxy error: NoCredentialProviders: no valid
providers in chain, 7 # )L NORIBEHR7ONA T —F I —2 &k, FATHEE AWS &
AHMERER DD CENTERBATL L, TSpecifying Credentialsy (ZfE 2 TRIAMEHRAREE
NTVWB L Z2BRALTKEETY, HEREZFEATSHEEIE. AWS_SDK_LOAD_CONFIG FREA
true ICEREENTVDR & ZBERLTLSEZL,

Amazon EKS V9 5 AX—TEET S Grafana ZEAL O

Amazon Managed Service for Prometheus Tl&. Grafana /N\—> 3> 7.3.5 A& %Z#EH L T Amazon
Managed Service for Prometheus 7— 9V AR—ARDA RN IJ DALV TV ZRTT D ENYR—
NERTOET. N— 3> 735 BBICE. AWS BE/N— 3> 4 (Sigvd) REOH K— M S
FNTVET,

Amazon Managed Service for Prometheus £ E# 9 % & 5 (C Grafana

ZERETSDIZIE. AmazonPrometheusQueryAccess RS —F (&

aps:QueryMetrics, . aps:GetMetricMetadata, aps:GetSeriesH U 77Ut

Aaps:GetLabelsFFAIZFEI2TAVNIOAT AV TRIXENHYET, FMICOVWTR., TIAM
TOERAFAERDVD —) 22RBRLTLKEEV,

AWS SigV4 1Y RT Y7 $3

Grafana l&, AWS &/N—2 32 4 (SigV4) Rl ZHR— NI 5z BML EL 1=, FMICO

WTIk, TSignature Version4 WEZ7OtLA, 28RBLTLKEE VY, Grafana ¥—/N\—Tlk, 2D
BEFET7FIILNTEMIE>TVELA, Tk, Kubernetes 75 AZ—A® Grafana D77
OA41C Heim ZFEALTVWAHEQOEREL T, COMEZEMICISZFIEZHALE T,

Grafana 7.3.5 LA\BRDH—/\—T Sigv4 2BIC TS ICIE

1. Grafana OREZA—/N—T4 RTDHLLVEHMT7 7 1L 2R
L. amp_query_override_values.yaml EWSBZFZNFITET,

Amazon EKS TE)¥ET % Grafana DEXE 79


https://grafana.com/docs/grafana/latest/troubleshooting/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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2. UTORBZT7AINICADL, 774N %EREFLET, account-id &, Grafana H—/\—
HFETENTVWBAWS THIRNIDICEERZIET,

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

—® YAML 7 7 4 )LA® amp-iamproxy-query-role &, X®O "H—EAT7HT KD IAM
O—)LOFRE, V3V THEHRTZIO-IILOBETT, T—TJAR—ALLKMLTII Z2E1T
TREHOO0-LFBRCERENTVEHEER. 774)AOO-)LZMEOO-/LEICEEH
AB_ENTEET,

CDTF7AINIE, D THelm ZFEHL 1= Grafana Y—/N—OTF7 v I L — R, TERALET,

B—EATHI2 MO IAM O—ILDOERE

Amazon EKS 7 5 AR —T Grafana Y —/N\—&Z AL TW3HEEF. 7OERAFBICH—ERTH

DOMOIAMO—=)L (H—ERAO—IEEREINED) ZFEATHILZHEOLET, CchZzR1T
L TIAM O—JL% Kubernetes Y —ERXAT7HU 2V NCBEFN G E, Y—EATHDV MNEEOHY—
EAT7HI N2FERTREEORY ROOAVTFIZTIVEAAWS FFAIZ2FE5ETEXT, FHMICO
WTk, TH—ERT7ATVFDIAMO—)) 25BLTLEE,

ChSOIVIVRAOY—EAO-ILZRERELTVWEVEER., "XKNJVJADITVZETTS
EODH—EATAIV RO IAMO—I)LDFEE) OFIRICH 2 TO-ILZREL KT,

TD%, EHEBEABROEZME Grafana Y —EAT7HI N Z2BMTIHEN HVYET,
EHEBREOEMLIC Grafana Y —EAT A R ZEBMNTS I

1. B—ZFIND142RINS, Grafana U —N—OEHZEREEY—ERATHO N EEBERELE
T, HlxE., ROON RZFEHTEEXT,

kubectl get serviceaccounts -n grafana_namespace

H—EATHV MO IAM O—ILORE 80


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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2. AmazonEKS OV —I) T, EKSUVZAZ—ICHEEMRITOENTWVWARHY—EATHT> MO IAM
O—I)ZzREET,

3. [EHERDOEE] ZERLET,

4. Conditon ZEFHL T, ATY 71 OIN RHADTHEFEL /= Grafana BEIZE & Grafana ¥ —
EAT7HIRNEBZEDET, XICHlZERLET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {

"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

]

}
}
}

5. [BEARVZ—OEH] Z2BRLET,

Helm Z A L /= Grafana Y —/\—0O7 v 7oL —R

COARATY T TR, BIOEYZ 32T amp_query_override_values.yaml 7 7 4 JLIZEML /=
IKNDZFERTSDKRSIC Grafana H—N—&F7YTIL—RLET,

LTOOAXYY RERITLUET, Grafana AD Helm F ¥ — KOFFMICOWTIE., MGrafana
Community Kubernetes Helm Charts; 228 L T & L\,

helm repo add grafana https://grafana.github.io/helm-charts

Helm ZfEfA L = Grafana ¥ —/\—0O7 v 7J L —R o


https://grafana.github.io/helm-charts
https://grafana.github.io/helm-charts
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helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana T® Prometheus ¥—4& Y — A D& N

UTOFIETIE, Grafana T Prometheus F—X Y —AZ5&E L T, Amazon Managed Service for
Prometheus X R VALK TH IO TV Z2ETITHHEEHALET,

Grafana % —/\—IC Prometheus F—&2 Y —AZEBMT3ICIF

1. Grafana >V —)IZRHE XY,

2. [RE]| T, [F—2R2Y—RA]ZERLZET,
3. [F—&Y—RzEMm Z2BRLET,
4. [Prometheus] Zi&RL £7,
5

HTTP URL & L T, Amazon Managed Service for Prometheus A2V =)DV — 0 AR—AD
FHHER—DIZRTREND [T RRAN-IJIJ URL] ZHELET,

6. ELELHTTPURL A5, URLICEMENTWS /api/vl/query EWS XFFHIZHIBRL &
¥, <. Prometheus 7—9‘J ALK >TEHBWICEMEND ZHTT,

7. [39EL] T. [SigV4 B ORI ZBRL TEMICLET,
[BIEZHFO—ILDARN] & A& ID] 7 1 —)LREFZHDERICLE T, RIC, [T7FILMD

I)—<) 321 T, Amazon Managed Service for Prometheus 7—J AR—ADH D) —>23a 2%
EBRULET,

8. MRELTTAN ZERLZET,

MData source is workings EWS XY 2—IHFRRENET,
9. MLLVF—ZRY—AICHLTPromQL VIV ZTANLET,

a. [AE]ZEBRLZEXY,
b. ROXSBH>TI) PromQL VTV ZEXRTLET,

prometheus_tsdb_head_series

Grafana T® Prometheus —2 Y —AME 82
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Prometheus H#t APl ZRL =2 T

XRNDOAORRED T Z1TSIZIE Amazon Managed Grafana B EDY =)L 2 ERA T2 HEN &
£EETTH. Amazon Managed Service for Prometheus Tk, XNV ZAOOVTVICERTE S
Prometheus E#t APl £ WK DAHR—KRENTVET, FATTRES TN TD Prometheus Hift API
DEMIZDOVTIE, "Prometheus Bt APl 2B L T IEEW,

ChsDAPIs2E VT $3HE, 'JU I AN Signature Version 4 AWS DEBZ7OEATERT
BDURENHV)ET, AWS Signature Version4 Y N7y 732 E, BETOLAZERILTESE
To FFMICOVWTIE, Taws-sigvd-proxys 2B LTS EE L,

AWS SigV4 7OF 2N L BRI, ZFEAL TEITTEETawscurl, XOKEY 2 Tawscurl
ZEA L 7= Prometheus Bt API OV T '), Tlk, awscurl ZFHL TAWSSigV4 Y N7 Y
TERHEICOVWTHBALET,

awscurl Z{#E A U = Prometheus E#t APl O~ 1)

Amazon Managed Service for Prometheus @ API U 2T AN, SigV4 TERITHIHVENHY &
¥, awscurl ZFEATRE, VIVO7OAZERIELTEET,

awscurl 24V AR—=ILTBICE, Python3 & pip NV T—IIZ—v—DNA 2V ARN=)LEhT
WBHRENFHYET,

LInux R—ADA AR ATR, XOIAY RTawscurl 242 ARM—=J)LLET,

$ pip3 install awscurl

macOS Y>> Tk, XOAN> RT awscurl 24 A= LET,

$ brew install awscurl

ROBIE, B> 7 Nawscurl VT T, ##### . Workspace-id, &KV QUERY AX%&EI1—A
T—AICHEUEEICEERAET,

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

Prometheus i APl Z#FR L 2TV 83


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/awslabs/aws-sigv4-proxy
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
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# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

(@ Note
JIVXFHFEURLIO-RENTVWIHLENHYET,

D&ES5BZ VT TlEquery=up, KDL BHERNESNET,

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

.

"value": [
1652452637.636,
nqn

]

},
]
}
}

BELEVUOIIARNIZ awscurl TER TSI, BIERABHREUTOVTIAA DS ETET A
ENfNHYET,

s IAMO—ILOFTI7EAF—IDEI—VLY NF—ZEETD. A—ILOT I EAF—EI—7D
L ¥ M¥F—I&. https://console.aws.amazon.com/iam/ TR TEE T,

£i):

awscurl Z A U 7= Prometheus E#t API OO T 84


https://console.aws.amazon.com/iam/
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« .aws/credentials 8K /aws/config 77 A LICRTFEENTVWEIRET 7ML ESRT
%, FRATA7O077MIDOBRZIBETHEETEEXET, BELBWES, default 77
A1IHFERENET, Hi:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

s EC2AVABZVAILBEEMRITONTWVWR A VAR ATO7 74N %2ERAT S,

awscurl A>T+ 2 FERALEIITVVOITANDET

BON—=23 20 Python A4V AR=—ILEaNTVWT, BEITHIEEBEREB LT ENTELRVE
Gk, O>FTFEFEAL T awscurl 77U —2a> 20 EBRRENY T—J{TEET, X
DI TlE Docker T2 A4 L%ZFEAL T awscurl 27704 L ETH, OCl EROEZENDT > ZA
LEAX—DFERATEET,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

I API LARAAD I T HHHER

STUOHEE. EAEhEIIUAS 1A ABCAES I TUHY 7L OAHKIIES T
HEENET, query £LIE queryRange API DV T UL ARV ALK, mBEhEIIT VY

T API LARYAR® Y T HHER 85


https://aws.amazon.com/prometheus/pricing/
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TIWICBEITRHMEAT—INEENETT, JIVIANT stats=all JTUNFAXA—ZNEEFEEhD
&, stats A7 2T U NAIZ samples AT TV M ERE N, D stats T—EHFL ARV A
TRENET,

samples Z7 IV NEUTOBRHETEBRENET,

£ 1t BA

totalQueryableSamples MBENEOTIVHTIILOEFHR. ChHNBERICER
ENBBEHRTT.

totalQueryableSamp BATYTTREBEENEIIVY O TILOE, <hnlk,

lesPerStep IRYIEBALARTE, TEOREODATY 7TO—
RENLEHDTILOBA SKRAIEIIDOEIIE L TERE
x7,

HOZ7LOVIITARE, stats BHREBCL AR ADOHFIZUATICRLET,
query DO

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

LARYA
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
I
"value": [
1652382537,

Illll
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]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
I
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1
]
]
}
}

queryRange Ml

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

LARA
{
"status": '"success",
"data": {
"resultType": "matrix",
"result": [

{
"metric": {3,
"values": [

L

ZIUAPI LARS WO S I #eat B8
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1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}
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ARFIL—ILETZ—RIL—

Amazon Managed Service for Prometheus &, EHMICFHEE hd 2 BEOIIL—IILZHR—KL T
WET,

c BEL—IILTRE., BREICAXBLCIEZIXPHEEFOSVRZEGICFHEL., TOBERZHML VB
RIEYRELTRETEET, Z<DFE. BACHECNEBRIWMLTIIVERTISA
F TORELEFICBERITIDRIEFDINICEETT,

« 75—RIL=)ITE, PromQLELEWMEICESVWTT7S—MNEBEERBTEET, IL—IIC&L»
TLEWMENNUH—EhdE, T—MIZ—Dv—ICBHNEEENET, T5—MVER—
v —I&, TDOEH % Amazon Simple Notification Service BE DA T AN —LDOL > —/N—
ICEIELET,

Amazon Managed Service for Prometheus TIL—ILZFERATSICE, L—ILZEETS 1 DU
E®DYAMLIIL—=IL7 7 A4 %ZERLETF, Amazon Managed Service for Prometheus ®JL—JL
T77A4ILOERE, AZ> RF7O2 O Prometheus DIL—IL7 7AIIEBLUTT, FHMICOVT
(&. Prometheus R¥F 1 X> h® TDefining Recording ruless & TAlerting rules; 228 L T< K&
(A

D—DAR—AILREBOIN—INTT7TANEEDDENTEET, TNTNOIL—ILT7AIIE.
B2 DBRMZEBICEMENETT, L-LT7 7ML ZERICTIE. BEIFED Prometheus L—IL7 7 A
NEZELEYRALEYTEIHRELRLS, TOFREFT—DJVAR—AILAVR—KNTEXT, T, B
BALN—ILNITN—TEBZBICE., BE2RTEF{TRENTEEXRT,

L= DJEF

LW=LT77A4NLATE, L=ILEIL=LITIL—T R/ MENET, L-ILT774ILD120)L—)

TIL=7A0IL—)ILE, BELLELASTIEIEECTHMENET, LENF>T, BRIL-ILTRE., 3L
BIL-LOBREZ, BUL—ILITIL—TICEENATVREOERIL-INOHERTZ—NIL—ILTHE
ATEXT, LEL, HYDIL—ILT77TAILDORTIEFREETEZVED, HIERIL—IILOHBR
ZEALTHRIOL—NIN—TELEREROIL—IILT7FAILADIL—ILEZHAETEERETEERLEA,

N =R

« BEXZIAM T I AFFA

c L=IT774)IDEK

« Amazon Managed Service for Prometheus N —)LERE77AILOF Y 7O—R
c L—ILBREZ77AIILOMmRE
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c L=F—OrZFTINZa1—TF127

VB IAM 7O A

J1—%—IC. Amazon Managed Service for Prometheus TIL— )L ZFERA T2 -HDO T IV AFTZ
NETIBENHYET. XROT T AFFAZH D AWS Identity and Access Management (IAM) 7R
)—%ZERL, TORID—I—H— JII—7, FLEO-LICEYVETET,

® Note

IAM OFFHIC DWW T, "Amazon Managed Service for Prometheus @ Identity and Access
Management; ZZ8BL T EE L\,

W= eERIZIODT I LAEZRETEIRI S —

RORIVD =G, W= 2Z2FERATREOOTILAEEZ, THATVRAOINTOUY—-ALL/EL
x9,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",

1,

"Resource": "*"

1 DODBEEBICOKAT IV EAEEZNETZDR)S —

BEORV—ICOKT IV ELAEZRFETDIRV —ZERTDEETEET, ROV IR
2 —&, EBEE /- RuleGroupNamespace ICD& T IV AEEZFTELET. cORU—%FEH
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I B3I, <account>, <region>, <workspace-id>, <namespace-name> %, FHI2 KNIC
WU EBYIBEICEERAET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"
P
"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-
id>/<namespace-name>"

]

W=7 74N DIEK

Amazon Managed Service for Prometheus TIL—ILZFERATSICE. L—ILZEETBDIL—IILT7
1)L EKL £F, Amazon Managed Service for Prometheus DIL—IL7 7 1 JLDOFERIE, AR
>~ R7O2® Prometheus DIL—ILT7 7AIINERUTY, FMICDWTI, "Defining Recording
rulesy & TAlerting rules; 2B L T EE L,

W=7 7ANOEENEFZLTICRLET,

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
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- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > 0
for: 2m

F—RNIL=ILOFOMOHIZDOWVWTIE, TAlerting rule examples; 2B L T EE L,

(® Note

IL=ILEET7 74 )Z2O—HILTHER L T Amazon Managed Service for Prometheus (7 ¥
70— R332 &%, Amazon Managed Service for Prometheus 1>V — LA TEEEE %
ERR. fRE. TY7O—RIBEETEFT, VThOFEE, [ U7 #—XY NL=)
FEAETIhET, 77407 Y 7O-REBEDOFHMICODVTR., T ZZRBLTILEE
LW Amazon Managed Service for Prometheus NDJL—)LERE7 7 AN OT7 Y 70— K,

Amazon Managed Service for Prometheus \NDJL—JLERET7 7 A
ILOF7y70—R

IW=INEET77AINICMADZEEN DA 25, AV—IATHRETSA., AV —ILFEE %
FERALTREZ7 7427y 70— hréia“Awscuo

(@ Note

Amazon EKS V5 AZ—%#ETLTVW3FHEIE. AWS Controllers for Kubernetes Z{#EH L
TIN—INEBET7T7AINETYT7O—RTBEETEET,

Amazon Managed Service for Prometheus IV —)LZFEAL TI—IIBREZRET LFEEH
A, BAZEZERTDICE

1. Amazon Managed Service for Prometheus 122 Y — )L (https://console.aws.amazon.com/
prometheus/) ZB& X J,

2. R=POELBILHZIAZ1—TAIA%EIRL, [TXTO WorkSpaces] ZiBIRL £7,
3. D—UAR—ANDIT—IVAR—AID ZEIRL, JL-IILBEEB) 2T & BRLET,
4. [BRAIZEZEMN ZBIRLET,

Amazon Managed Service for Prometheus NDJIL—ILEREZ7 74 IIOTF Y 7O—R 92
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5. [774)N&RR] Z2FRL, I-ILERT7 7ML EBRLET,

Tk, RENDESZ %8R T. Amazon Managed Service for Prometheus 1> Y —JLTJ)L—
LNEET7AINEERERBLVRETDICLEETEET, ChiZky), 7Yy 7O—RETICIRE
TR TINOFTAILNERT 7AUNFERENET,

6. (A7>3a)BEEBMICKRITZEBMTSICE. FHLLWEITREM £28RLET.
[F—] IR T DBEZEADLET, [{E] T, FETRJICEZEMTEET,

BORTZEMTDICE, FLWEITZEM 2BRLET,

7. [#:17] Z18IRL £9, Amazon Managed Service for Prometheus &, #IRUZIL—ILT7 7 1)L
BUBRTHLVEMZEZERLET,

ZERALTTZ—MR=—TJv—REZFHLLVERNZEFHO D -V AR—AAWSCLI L7 v 7 A—R
TR

1. Po2—KNIZ—2v—TF7A4I)DOAR% base64 TLT>1—RULET, Linux Tlk., x0T
REFHTEEXT,

baseb4 input-file output-file

macOS Tk, XOIAX > REFHATZEET,

openssl base64 input-file output-file
2. UTOVWFhADOIAN RZAHNLT, BHZEOERETTAILOTY 70— REZTVET,

AWSCLIN—=232 2 TR, RDKSICABLET,

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWSCLIN—=232 1 TR, RDKSICABLET,

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. P72—RMNIF—TY—DORENBVNCBZETHUNANET, AT—FAZMEITSICF. X
DN REAALET,

Amazon Managed Service for Prometheus NDJIL—ILEREZ7 74 IIOTF Y 7O—R 93
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aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status A" ACTIVE THNIE, =7 7AILDFEMCE>TVWET,

IW=IERET 714N DimE

FLWIL=ILT774) 2Ty 70— RULTBRFEOREZEEHRAZDH, VY- I TREDREZE
BERETEET, BEIRBLUT, REODTF7AILZEDO—RL, TFARIFARXTHREL T,
HLWN—=232ZT7Y7O—RTEET,

Amazon Managed Service for Prometheus 1>V —J)LZ AL TI—IILBRELZRET S ICE

1. Amazon Managed Service for Prometheus 12/ — )L (https://console.aws.amazon.com/
prometheus/) ZBE £7,

R=DDELRBIZHBDAZ1—T A ZEIRL . [TNTD WorkSpaces] ZEIRL ET,
V=D AR—ADNIT—JAR—A D Z8RL ., - EE] 2T &ERLET,
WMETDIL—IINBRET7TAIINOBREZRIRLET,

(A7 23 REDIL—IIRET7AINEFIO-RIZBERE. FOVO0-RELED
E—Z2&#RLET,

6. EEZBRLT, AVY-IATREZEERELET. TTLESKREZERLET,

o M w0 b

Tk, RENDEEMAZBRLT, HILLRET7 7ML ZEZTYTO—RITBDEELETEERT,
TDHEERE. ILLWIL—IERT7 7ML Z2ERL, HT2ERLTT7Y7O—-RLET,

ZEALTIL—LREZ77AI) AWS CLI Z2imET DI

1. IL=IL77A4IINDKHRE%E base64 TLT>I1—RLET, Linux Tk, XOON RZFEHATEE
ER

baseb4 input-file output-file

macOS Tlk, XNIAX > REFEHTEET,

openssl baseb64 input-file output-file
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2. LTOVWTFhAOIORYRZAHDLT, HILLWIT7AILZTY7TO—-RLET,

AWS CLI/N—232 2 TlE, ROKSICABLERT,

aws amp put-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWSCLI/N—23> 1 TR, ROKSICABLERT,

aws amp put-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. L=L77ANNBMIBDZRTHYL AN ET, AT—FAZHREITDICE., ROIN R%E
AALZET,

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status A" ACTIVE THNIE, L—=ILT77AINDFEMCE2TVWET, TNETE., DI —
W7 7ANDOUBION—=23a o FERBRERICRYET,

N—=——ORNZTIN1—F1a2YT
CloudWatch 07 #fEHdT2 &, 7
FAVTHETSENTEET,
EY O EENTVET,

Z—MIZ—Dv—E)-F—CEITRREONTTI> 21—
NtEoTAVIIR. L—-F—BEORNZTLZ1—-TFT142T

OJCRDIL—F—KBIZ—HNEENTVRESE

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name__ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",
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"level": "ERROR",

"name": "failure",
"group": "canary_long_running_vl_namespace",
"namespace": "canary_long_running_vl_namespace"
},
"component": "ruler"

[a

ChiE, L=ILORTHEMASADIZ—ARELIECEZRLET,
RITIBITIIY
I

Z—XVtE—IFEALT. L-LOETORSTINI1—-FT 1V TE2TVET,
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7—hMR—=T ¥ —

Amazon Managed Service for Prometheus A"E1T3 27— M-I AREBTD &, EFEEILT
Z—RNET7I—RMIZ—Dv—IZ&>TREBENET, 7T Z—Dv—R&. 75— hOEEH
BR, JIL—71t., FOARNI—=LDOLY—N—ADIIL—FT 10T %2TVET, Amazon Managed
Service for Prometheus &, L 2 —/Y—& L T Amazon Simple Notification Service M & & H7R— ~
L. BU7HD> RO Amazon SNS REY VXY =D& I\N—FT 42T TEERT, 77—KMX
ZF—Tv—ZFEALT, PT7— M EEFICLEYELELEY TR EETEERT,

T Z—RKXZ—2 ¥ —I&. Prometheus @ Alertmanager & B DBEEZIREL £ T,
T72—RMIZR—DFY—ORETTAINEFERTDE, ROBEZBHTEXT,

c JUN—TU-BUIRZTZ—he1 DOBHICEFEDET, ChERIC. ZHROATLICERKIC
EENFREL, KEOTZ7— M EARKICRETDIARMEOH D ABRELZATLAFLERICRIUEER
T, BIAEE. ZRYRD—UVBELCLY, Z<O/—RICAKICEEIr RELELELET, chs5D
BATOTZ—RFTIN=TEnhTVWDE, PT—RMZX—DFy—HFEEITREHMF 1 2ICK
WERT,

TZ2—ROIN—=TUETIN—TIENEBHAORAIV T, PZ—MNIFR—JF¥—RETT7A
LWON—=FT A2 TIV—=ICE>TERENET, FHICODVWTE, M<route>; Z2FRL TS
W

s B -OBEOTS—RFBRICRBL TWREHEEIC, BEOTS—MOBAZMFILET, Hlx
E., 9AZ—ICEETEBRVEVSTS—MREBLTVRHBEIC. TOUVSAZ—ICET S
NDIXNTODTI—REZI1—RTBDRSICTIT—MNIZ—Iv—EBRTEEFT, Chlcky), £
BROBBERFEROBVTI—RREBILRETDIOZHS ENTEET, BiEIL—I)LORRA
EOFEMIZOVTIE, T<inhibit_rule>; ZSBLTLEEV,

s YALVA- XD TFFVAOKEFTRE, BELEKRELEFT7Z—h2I1—-MLET. FELE
TZ2—RNIRULT, POTA7BHALADIRNTOEMA L PR ERKRI Y Fr—E&—HT
BDRESHDFIYVINTOIAET, —BLIEHE, TOTF—NIBEIZBHAEEFENEE
Ao

HALAZERT S, PutAlertManagerSilences APl ZFHALE T, FHMAICOVWTIE.
FPutAlertManagerSilencesy S B L TS EE V),

Prometheus 7> 7'L— Kk
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AR RF7O2O Prometheus Tk, BRIOT>7L—RT7 74N 2ERALET 7L —MEA Y
R—MEhET, TU7L—MTR., FEOFER. F—FDT7#—X Y NE, SETELLEEITS
ENTEET,

Amazon Managed Service for Prometheus Tl&, 7 7L —KNZ2T75—KNIZX—Dv—RE &E
U7Z2—RMZ—IY—FBET7AINICEHRELET,

NEY D

s XEXIAM TV tEAFFH

« PS—RIZ—v—RET7AIINDER
« 772—HNL—NN—0DFRE

« Amazon Managed Service for Prometheus N\OF Z— KN X—TJ ¥ —BE77AILOT Y 70—

I<
« 7Z—b & Amazon Managed Grafana £z l& F—7"> YV —A® Grafana DS
« T2—KIZX=—J%—OrF7NZa1—-F12Y

VB NAM 7 U2 AFFA

J—4—IZ. Amazon Managed Service for Prometheus TIL—I)LZER TR -HDT UV AFA %
ETDHENHVET., ROT I AZFT 2D AWS Identity and Access Management (IAM) 7R
VS —ZERL, TORVD—21—Y—, J)L—7, REBO-IILCEYHTET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
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aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"

1,

"Resource": "*"

T7—RIZR—v—BET7 71 DEK

Amazon Managed Service for Prometheus TP 27— KN RX—2 v —&T07L—NZ2EATSIC
F. 72— MYZ—2J v —0OFRE YAML 77 1 )LZ4EKL £F, Amazon Managed Service for
Prometheus 72— RN ZX—2 v —T77AI)ICE. RO2ODOFERZREIIAVHFHYVET,

- template_files: ([ClF. LY—N—2ASEFENLXYE—JIZERENDTTL—MFE
FNET, FHICDOVTE. Prometheus RF 1 X2 M@ "Template References & TTemplate
Exampless ZZBLT<EEV,

« alertmanager_config: ICl&, 72— MY JR—J v —ORENEENET, chlllE, RAZ
R70O> @ Prometheus D7 7 —KIZX—J ¥V —BRETF7AIINERUBEN ERAENET, FMIC
VT, Alertmanager RF 1 X2 M@ MConfigurationy ZZBL T EE L,

(® Note

Amazon Managed Service for Prometheus Tl&. L£FE® Prometheus R¥ 1 X2 N TFHEA
ENTVD repeat_interval FREICEMNOFIRA B ET, FRThDHRAEERFS5H

BTd, SHRWAREWMEICERELTE S5 ABELTHRDON, 5 HEAOHENERBTS &

BANBAEEILET,

® Note

Amazon Managed Service for Prometheus 1>V =)L TRET7 7 A\ ZEERET S
EETEFETN, ZZ'C?E;"E"L/T"%EEL’E"B%E#&Uiﬂ'o RETTFAIINOT Y 7O—
RELFRBEOFHMICOVTIE., "1 228 L T E & LWAmazon Managed Service for
Prometheus NAOT7 S — KX JR—J Y —BEZ7AILOT7Y7O—K,

TS5 —hZ—S v —%E 7 7 AL OER N
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Amazon Managed Service for Prometheus D 7 52— KX RX—2J ¥ —BE7 7 AL Tk, YAML 7 7

AILDI—BMICH B alertmanager_config F—DHIZ, P5—RIZX—TJ T —ODREABTZIAN
TEDRIRVENFBYVET,

LT, P2—RMNIFZ—2v—KRET77MINOEXNEHTT,

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
region: us-east-2
attributes:
key: keyl
value: valuel

BEYR—RNEhTWVWBL—/V—I&. Amazon Simple Notification Service (Amazon SNS) %+ T
To REICHOBEOL S —N—DEEENTVRES, TOREFESTEINET,

LTREBDTZ—RIZ—F—RET77A4ILOHIT, template_files 7OV V&
alertmanager_config 7OY V7 O@EEEZFERAL TVET,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}

{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |

urlquery }3}{{ end }}
alertmanager_config: |

global:
templates:

- 'default_template'
route:

receiver: default
receivers:

- name: 'default'

sns_configs:

- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic

To72—RIZ—=Dv—RET7AINOER o
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sigv4:
region: us-east-2
attributes:
key: severity
value: SEV2

F7#)LN® Amazon SNS 77 L—KN70OY Y

77 # )L N ® Amazon SNS OFRETIE., ARNICA—/N—F4 RLEWRY ., ATOF>7L—h
AERENET,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join

" 13
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

TZ2—hL>—N—0DOFE

I Amazon Managed Service for Prometheus THR—REnTWB L > —/V—I&,. Amazon
Simple Notification Service (Amazon SNS) 27 T3, FMIC DV T, "TAmazon SNS &l &5
BLTLSEZL,

NEY D
s (723 LW Amazon SNS hEY U DERK

« Amazon SNS REY JICXY E—DRIZEETREHOT V2 AFFAT M Amazon Managed Service
for Prometheus N\ D5

e PT2—HMIFR—TJ ¥ —BREZ7 7 AL TD Amazon SNS REY VY DIEE

s (723 2)Amazon SNS [ JSON ZH N TR EONDT S —KIZR—2 v — DB
« (#7233 2) Amazon SNS A 5D 3 A DIEE

s SNSLY—N—0DOXvE—JREEETIVETIL—I

N

Z—hL>—N—0ORE 101
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(A7 a>)F LW Amazon SNS REY J DER

BEF D Amazon SNS REY VZFERATHICEE, ILLREY VZERTEICEETEERT, (B
E)RATORNEY VO ZFERITZILE2HHOLET, CORAT TR, REYIHNSE X—
L. SMS, HTTP IC7 S5 —NZEIATEEXT,

T72—RIZX=2%—OL>—N—ELTHEATEHL LW Amazon SNS hEY JZ2ERT B I,
"ATY7 1. hEY IVZERTZ) OFBICHRVET, REYIORATELT, 47 [FEE] 28
RLUTLSEZ W,

F®0O Amazon SNS REY VICXA Y E—IHREEBEENBZIEPICEX—IIZ2ZETBICE. "ATv S
2: NEYOICHTRIH T A0 a >z ERTE) OFIBEICHVET,

Amazon SNS REY VXY -2 ZEETDIEOOT IV AFAD
Amazon Managed Service for Prometheus N D {3 &

Amazon SNS REY V1L XY £—2 #EE 521k, Amazon Managed Service for Prometheus
T O EAFAZRETRIZLENf HBVET, UTORIZ—AT—M X BNIE, TRBELE
RE, OEF1VT4 LOBEEBF<SLEHIZHRILD Condition AF—KR XV RHFEENTVE

¥, Condition AF—K X NE, Amazon SNS REY VADT IV AZHIRL, COBEDT A
7> ~ & Amazon Managed Service for Prometheus 7 —9 AR—AN SOARL —> 3> DO H%&EFF
ALET, BELLEREICEIABEBOFMICOVTR., "H—EABTOR DBl RELED
1) Z2RLTSEEL,

Amazon SNS REY JICXY =D EET RO DOT VA %Z Amazon Managed Service for
Prometheus (Z¥59 % Z (&

1. Amazon SNS 1>V —)JL (https://console.aws.amazon.com/sns/v3/home) ZB&E £ T,

2. FETF—23RALAUT, [FEY V] ZBRRLET,

3. Amazon Managed Service for Prometheus TEAL TVWS REY VOZFEZBIRLE T,

4. [RE) ZBRLET,

5. [TOEARI>—]Z&BRL., XORV—AT—MXVNZBRFEORIZ—ICEBMLET,

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
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"Service": "aps.amazonaws.com"
I
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
I
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
I
"Resource": "arn:aws:sns:region:account_id:topic_name"

(F7>32)SNS REY IV TH—ERAIOEES{L (SSE) FEMIZE>TVRHEE
&, "Action" JOY O TKMS F—RUS—ICROT IV EAHFAZEMTDHBEN HVET,
I OWTIE, TSNS hEY VIZHTHAWS KMS POV A, #SBL T EE L,

kms:GenerateDataKey
kms:Decrypt

6. [EEZRF] ZERLET,

(® Note

F7 4 )L N Tk, Amazon SNS I AWS:SourceOwner ICRGEZR/RELET VAR S —
BERLULET, FMICOVWTIEE, "SNST7OHEARI — ) ZSBLTLSEETL,

@ Note

IAM &, REFIBROBELVARVS—ZBETBDI—ILICHVET, SNS REYVIC, RF2
X NMEENnf Amazon SNS ARUS—7OY O &Y EFHROEBEL VARV —T70OY O84S
38BE. NEVY IRV —OT7 IV EAFTREFEEhEFEA. RUS—ZFHE L TRAAFFA
ENTVWBHAZBRTDICEK., "TRU—OFHI@RE) Z25RL T EE L,
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
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H—EABTOR D Bl REBELEORLE

BELUEREEEE, 702322732007 0AFIZELBEVWITA4T 140, &)
BEOHDIVTATAILTIOIVORTEARFHTETCLESHRICELS, EF21VT1LD
BRETY, TlEAWS, H—ERABORYFTELICKY), BELLEREBENRET DAL HY)
F9, Y—EABTOBRYIRLE, 1 2O —ER (FUOHLtH—ERX) A, Ao —EX (FV
HURKRY—ER) ZHCETEEZICRETHDAEEN B ET, FOHLTY—ERRK., &ki&5
TOVATRENFAEThBIRNETRHBVAFETEOHFAZFEALT, JOBEEDOUY —AICK
THOIMNBERITITDEDICBEENZDGZENBYVET, ChEBHSEDHIC, . 7HORADY
V=AANDT VAN FAENTWAH—ERT IV INILEZF DIXNTOHY—EADT—2 2 RE
ITBDICKIDY—) AWS ZRHL F T,

)Y — AR —T aws:SourceArn KT aws:SourceAccount YO—/NILEBEITHF AN
F—%#EHL T, Amazon Managed Service for Prometheus A" Amazon SNS ICff5T 2 1) Y —AA
DTV EAFAZFIRIZDCEZHEOLET, MAOITO-NILEHATFANF—ZRALUKRY
S—AT—KMAXUNTERATSHAE. aws:SourceAccount fEE, aws:SourceArn fEICEF N
BDTHIOURY, BUT7HINIDZRLTVRHENf HDYET,

aws :SourceArn MO fElEL., Amazon Managed Service for Prometheus 7 —%2 AR—A M ARN T
nEBYELA,

BEAUVEREBELSRETDEOORKREMRNBHZERE, JY—ADTELE ARN ZFEEL
T aws:SourceArn JO—NIL&HEAVTHFANF—ZFEATRZETT, VDY—ADES
7% ARN A FBZZEX, BHOUY—-RAZEETHHEEE. aws:SourceArn JO—/V)L
OAVTFAMEHF—Z2FEAL T, ARN OKRABHDZ TSI RA—R (*) TRLET, flx
&, arn:aws:servicename: :123456789012:* D& SICEELET,

TAmazon SNS REY JICXY E—D RIEEFET DD T VA M Amazon Managed Service
for Prometheus NDF 5 ICEREBE N TVB KRS —IE, Amazon Managed Service for Prometheus
T aws:SourceArn 8 KT aws:SourceAccount JO—NILEZGEATHFAMNF—EFERHL T,
BILUECREBEZLETZFEZERLTVET,

To5—RNIZ—v—BET77A4)LTOH Amazon SNS REY VDIEE

RIZ, TO—RIFZ =¥ —OFKEIC AmazonSNS DL —/N—ZEMLET, TDLHIC
(&. Amazon SNS REY UM Amazon )Y —AX—LA (ARN) ZEH > TVWBRENFHYVET,

Amazon SNS O L > —/N—5REDFMIC DL TIE. Prometheus DIBRICBEETD RFIX D
M<sns_configs>; 2SR L T EE L,

N
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HR—NEhaxW7O/NT 1

Amazon Managed Service for Prometheus Tl&, 72— RO L > —/Y—& L T Amazon SNS A"
R—RENTVET, L, Y—ERADOHWICEKY), AmazonSNS L > —/N\—0OIFNXTH 7O
NTANFR—REhBDIHTEHYEREA, LTFTOZ7O/NFT 1 I&,. Amazon Managed Service for
Prometheus D7 2 — KNI ZX—D Y —RE77AILTREATEXRLEA,

« api_url: - api_url & Amazon Managed Service for Prometheus IC&k 2 TEBHWICEREE 1D
S, Co7ONTAXERTEXEE A,

« Http_config- 2O7ONT 1k, ABTOFZZRETEDRSICTHENDTT, Amazon
Managed Service for Prometheus Tld, CO#EERFREYR—KrEhTLVEREA,

Fh, SgVAREICRV—2a>T7TONTAZEDBIMENHYET, V—2a > ONT 1 &2IBE
LEWEE, BRIV IVIANETS EH DO+ 55EHA Amazon Managed Service for Prometheus
CRME IR A,

Amazon SNS hEY UV ZL>—N—ELTTI—MNIZX—D 7 —ZBRTBICE

1. BEOFS—RIZ—IY—BRET7ALEEALTVSBAR, TFARIFARTINT 7
(LEREET,

2. receivers 7OY ZIZ Amazon SNS ADBREDL —N—IHDBEE. ThsSZH|
BRLET, DO AmazonSNS REY %L >—NN—ELTERTSICEK. EhEY O %
receivers 7OY VR DMOEBIN sns_config 7OY JICEMULE T,

3. receivers U 3aVIZRO YAML 7OV YV ZEMLET,

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

subject ZEELRBWEE., T7FIBKTR, FRIWBELEZERATZT7AILNTTL—KD
SHENERETNEITY, COERSNSICERIEDAERMEI B RT, HBICEREIhD T

TZ2—KIZR—TJ7—RE7 7 AI)LTH Amazon SNS hEY VT DIEE 105
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TL—REZETBICE, COHARD "(A7°23>) Amazon SNS |Z JSON ZH T2 =D T
TR Z=T7—0OERHL ZZRLTLSEZ L,

&K, T2—KNIZ—2 ¥ —5RET 7 4 )L % Amazon Managed Service for Prometheus (Z 7 ¥
T7O—RIDMBENHYET, HMICOVWTIEE., "Amazon Managed Service for Prometheus "\ 0)
TPo—RIZ—v—RETT7AINOTY 7TO—R; BSRBLTLSEETL,

(F7'23>)Amazon SNS IC JSON Z2H HT 2D TS —KMIZ—
v —DEK

JSON ER TP Z—REEFEITBDRSICTI—MNIZ—Iv—%Z5REL T, AWS Lambda £z
FOIT 7Y OZELY RRANT Amazon SNS DA TV AN —ATTF S —NE2REBETEE
9, Amazon Managed Service for Prometheus D7 25— KNI JZ— ¥ —(CAEEhTVWBRF7 4
ROTFUTL—RTR, XVE—IRAMO—RAFITFANIAMERXTHIETAET TS, Chid#E
MLEKWVWBENBWET, F7HILMNOTUTL—NE2FEATZIRDYIC, XVvE—2DHRBZ
JSON THAOTBDHARARLT VT L—hEEERTDE, XTVVANI—LBEBTORBTIBZICKY)
9,

7’3 RYZ—2 % —HS Amazon SNS IC JSON FEXTAY =22 AT DI, 75 —KY
FZ—TY—NREEEHL T, template_files L—hEIZIVRHRICAOI—REEHET,

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.value }}"{{ end }}
{{ "3 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3}{{ if gt (len .CommonLabels) @ -1}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}I{{-
end }}{{ if gt (len .CommonAnnotations) @ -}},"commonAnnotations": {{ "{" }}{{ range
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.CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
"} 3M{- end }3}{{ "}" }3}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

$index, $commonAnnotations :=

(@ Note

CDTFUTL—KiE., BEHFEF—E2HS JSON ZERLET. F—RICEKEIXENEENT
WBIEEE., COTUTL—RE2FERATRICETENSZTI 00— RLTLKSEEL,

COTVTL—RMEEEHNTHERAENADIELSICTDICIE, ROKXSIZ alertmanager_config 7
Ay oTTo7L—hESBLET,

alertmanager_config: |
global:
templates:

- 'default_template'

@ Note

COTUTL—RNE, XV E—DENLHKZ IJSONELTHITREDTT, cOTVT
L—=RIE&Y, XV IR AN LEEETNET, CORBEDTVITL—NEFERATS
BE. XV PR EF-N—TFTARIBIERFTEEEBA, FBHTIT2A—/N—F4
RiF, T27L—hrUEBEEIET,

FECOVTER., UTZZRLTSEZL,

« TI2—RIZ=—IF—RETT7ANCOVWTR, 77— KIZX—Iv—RETT7AI)DEK. %&
ZRLTEEL,

c BRET77AIOTY7O—RICOVTIE., TAmazon Managed Service for Prometheus N\ 7
T—MIZ—Iv—BET7ALNOTY7T7O—R, 28BLTLKEEV,
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(F7°> 3>) Amazon SNS A S DB XA DIEE

ITE. Amazon Managed Service for Prometheus T7 27— RN X Y £—D ZBEEEETED LR
Amazon SNS 727 T9, Amazon SNS ZFREL T, ChS8DXYE—J R E X—=)L, DI 7V
2. Slack, B EDMDIELICZIEETEFT OpsGenies

Email(X—)L)

EX=)ICXYE—2%2HATDEKDI2 AmazonSNS REY BRI IZIE. YT AU TS 3
VEEBLET. Amazon SNS AV =T, [HTROVT> a2 a7z BRLT, [HWTAVY

TOAVIVARMR=DERERS, (W7 RAIUT2a > 0ER] Z8RL., [EX—)L] ZBIRLE

To Amazon SNS A5, BBELEEX—=)IT7 RLAILERX—IFEEEhET, BREZT AN
2, YTRI9SA47ULEREY OH S Amazon SNS BHIZ E X—)ILELTZETEE T, FHMIC
D2WTIE., TAmazon SNS REY UABTRUVS47 3%, 28RBLTLKEEV,

DITTVY

DITT7YIOIVRRAVNIXY =2 HNTBHESIC Amazon SNS REY IV ZBRT B I
. Y 7ROV T>a> w2 ERLET. AmazonSNS AV =T, [WT7ROIUT>ar]) a7
ZBBRLT, [WTRIVTDaVNVARMR=DEREES, (TR VTT a2 0ER] &iER
L. [HTTP/HTTPS] 2 BRL & T, Y7 AOUT> 3> Z#ERL S, BBFIEILCH>THTA
VT3V BERTITATICTRIRENHYET, POT147ICB8BE, HTTP IV RAKRA UK

T Amazon SNS BAINZEEhET, FMIZOVTIE, "Amazon SNS hEY UAHT A0S
1792, B5RBLTLKEEV, Slack VI7 7Y V0 FERALTEETFERBEICAYE—D%
RITTDHEOFHMIOVWTRK, ™7 7vU%MEHL T Amazon SNS X ¥ £— % Amazon
Chime, Slack, F7= & Microsoft Teams ICRIT TR ICF ESTNIFIVTITA?) Z5RBLTLKKEE
Wo

Slack

Slack XY =& HHTBDERSIC Amazon SNS REY VZBRTBICIE, 2 DDAEENHYE
T, Slack "EX—=)LXYt—2%#FZEL T Slack F ¥ RIICEETE K529 S Slack email-to-
channel DS EMETS &€, Lambda BB ZFEH L T Amazon SNS B %Z Slack ICEE A
BCEETEEXRT, EX—I)L%Z Slack F ¥ RIICEIET D FEOFMIC DWW TR, "Slack Webhook
D AWS SNS hEY OB TRV VT2 3> OMEBL 23RL T EEV, Lambda BEBZEERL T
Amazon SNS X ¥ 2—> % Slack ICE# T2 FEOFMIC ODWTE. MHow to integrate Amazon
Managed Service for Prometheus with Slacky ZZBL T EE L,
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OpsGenie

XY tE—2%ZHNTBDESIC Amazon SNS REY J&ERET D HEICODVWTIEE
OpsGenie. "Opsgenie &S Amazon SNS LA T2, BSBL TS EE L,

SNS L>—N—0O XY —J#iEEYIVETIL-I

SNS LY==, ATOIL—ILICETWVWT, BEICHSUTSNS XY E—D0KREE. YIWERT, &
BFzTVWEY,

« XY tE—JICUTF MADXFEANBEATVRIES,
« XY t—2& TError - not a valid UTF-8 encoded string.s ICEZE#ASNET,
« ¥—7" Ttruncateds TEH Ttrues OXY E—CBHN 1 DEBMENET,

« ¥—74" "modified, T{EH" "Message: Error - not a valid UTF-8 encoded string.; ® XY =—2
BEEA 1 2EMENET,

XY =N EDIFE,
« XY t—2F TError - Message should not be empty.; ICEZRZSNhET,

« £—4" "modified, T{EA "Message: Error - Message should not be empty.; O XY E—2 8
HA 1 DEMENET,

XY= RTsnEBE,
s XvtE—2RYIYERTSNEOTOVICEYET,
o ¥—7 Ttruncated, TED Ttrues DX Y E—BHN 1 DEBMENET,

« ¥—74" "modified; T{EAN "Message: Error - Message has been truncated from X KB, because
it exceeds the 256 KB size limit.; O XY £—BHN 1 DBMENE T,

HEH ASCIl TIHEWEE,
« #&(& "Error - contains non printable ASCII characters.; ICBZX ST,

« ¥—7" "modifieds TEA" "Subject: Error - contains non-printable ASCII characters.; @ X ¥
E—UBMEN 1 DEBMENET,

HBE2NFYVETSNIZEE,

s HHRRFYIVEBR TSN EO T UOVICBYET,

« ¥—74A" "modified; T{EA "Subject: Error - Subject has been truncated from X characters,
because it exceeds the 100 character size limit.; O XY E—UBHA 1 DEBEMENE T,

XYV tE—CBHOF—/ENFEBIZEE,
« BHBEXY E—DBHRBHBRENET,
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« ¥—7" "modifieds . fEA MessageAttribute ": Error - X of the message attributes have been
removed becasue of invalid MessageAttributeKey or ;1 O XY E—JBMEN 1 DIEMEhET
MessageAttributeValue,

s XV E—UBRUNFTVEBTSNEIGEE
« ROBXY E—UBMEHIBRENET,
« ¥—7" "modifieds T{EN MessageAttribute ": Error - X of the message attributes have been
removed, because it exceeds the 256KB size limit.; DX Y E—UBHA 1 DEBMENE T,
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T72—hMIZ=—DF¥—RET77ANCMAZEENDH 2125, OAVVY—-IIATHERETS A, OV
V—LXEE 2FERAL TREY *f)LE_"y?I:I—I\'C?Ei? AWS CLlI,

(@ Note

Amazon EKS 72 AZ—%&FE{TL TWVW3FEEIE. AWS Controllers for Kubernetes & £ L
TCTPo5—RNIZ—Y—RET7ANETYTO—RIBDEETEET,

Amazon Managed Service for Prometheus A2V =)L ZFEALTT7 57— RX—2 ¥ —DREZMR
EFXLREEBRABDICE

1. Amazon Managed Service for Prometheus 122V — )L (https://console.aws.amazon.com/
prometheus/) ZB& £ J,

2. R—DOELRBICHDXZ1—TAd>ZERL, [TXTD WorkSpaces] ZEIRL £,
. D= AR—=ADIT—IAR—AID Z8RL, [TZ—MIZ—Dv—]RTEBRLET,
4, D—DAR—AILFEETS—RMNIZ—Jvy—OESEHNBVESR, [EEEEM 2 BIRLET,

(® Note
D—D0AR—ALLEBRIZDTZ—MNIZX—J 7 —ERIHZHRRF. KDVICEEZERE
RLET,

o

(774N %EER] 2BRL, T7— MR- Fv—ER7 7ML ZBRL T, K17 2BRF
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® Note

Rk, EROERATSI2VZERLT, #iLLWI7 7SI Z2ERL., OVY—-ITE
BRETDCLEETERT, ChllklY, TYTO-RAICHEET DI TILTFT7 4
NERENERENET,

BEFEALTT7S5—RMNIZ—DV—BREETD—IVAR—AZFOTAWSCLI 7Y 7O—RTBICIE

1. Po5—KNIZ—2¥—TF7A4I)DOAR% base64 TLT>>1—RULET, Linux Tk, x0T
REGFHTEEXT,

baseb4 input-file output-file

macOS Tk, ROOAN RZFERATEET,
openssl base64 input-file output-file

2. UTOVFhAOIONREALALT, 774 E2TF7Y7O0—RLET,
AWSCLIN—23 2 2 Tlk, XOKXSIZABLET,

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

AWSCLIN—=232 1 TR, RDKSICABLET,

aws amp create-alert-manager-definition --data fileb://path_to_base_64_output_file
--workspace-id my-workspace-id --region region

3. T772—RMNIFX—TY—DORENBVNCBZETHUNAVET, AT—FAZMEITSICEF. X
ODOAN RZAHDLET,

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

status A" ACTIVE THNIE, FILLW P S—RKNI XY —DERNSBRICE2>TVET,
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BEEALTI—O9AR—ADTT—RMNIZ—2vy—BEZFLVEREAWSCLI ICBEZHZ D ICE

1. Po—KNIZ—2¥v—TF7A4I)DOAR% base64 TLT>>1—RULET, Linux Tlk., xOIX>
REFHTEEXT,

base64 input-file output-file

macOS Tld, XNIANY RZFEATEET.

openssl baseb64 input-file output-file
2. LWTFOVFIADIORRZAHNLT, 774027y 7O0—RLET,

AWSCLI/N—232 2 TlE, ROKSICABLERT,

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

AWSCLIN=232 1 TR, RDKSICABLET,

aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

3. HILLWIPZ—RMIZR—r¥—ORENFBVNCBDIETHRDLIAVET, AT —XRAZHETSHIC
k., XX RZAHLET,

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

status A" ACTIVE THhhIE, FILLW P S—KIZ—JVv—DERIEMCE>TVWET, T
NETE, LBIOT7S—RMNIZ—2J Y —DORENBIBEERICHKYET,
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Grafana O#%EE
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l&. Amazon Managed Grafana X° Grafana ICERE U TRRTBDCENTEEXRT, chicky, 7
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L= EERENETS—RNERRTEET,
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REBNFBLEATVBRXENF HVET,

« BE1FD AWS 7HJ > b &, Amazon Managed Service for Prometheus & & O° IAM O—J)L% 7O
TJSLATERTSZH0 IAM REEBHRABETT,

AWS 7HO NE IAM BBEEBEHROERDFM-CODVWTEK., "By Ty 7, #83RBLTLKES
Wo

« Amazon Managed Service for Prometheus 77— AR—AHNH V), FIIZT—ZHFR)IAENT
WBMEANHYNET, FILLWI—DOAR—AZEY NTYTITBICIE. TO—DAR—ADER
ZSBLTLKEEV, £, Alertmanager )L —Z—7 £ ® Prometheus DS ZEHEL TH<
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+ aps:DeleteAlertManagerSilence

Amazon Managed Grafana Dt Y K7 Y 7

BEIZ Amazon Managed Service for Prometheus 1 > ARV ATI—ILETZ—RHFBEE N TVD
1% & . Amazon Managed Grafana ZFNhSDTF7 S5 —hDHA Y 1IR—RELTHERAT R EH DB
l&. 9 X T Amazon Managed Grafana I TR&EL £9,

Amazon Managed Grafana Z 72— KDA Y 1 R—RELTEHTSICE

1. D—DAR—AOD Grafana AV —I)L&HEE T,
2. [(RE]T. [T—RY—A]ZERLFET,

3. Prometheus F—2Y —AZERTBHLBHEET, £/ Prometheus T—RY—AZFKXEL TV
TVIBE., HMIC DOV TIE TGrafana T® Prometheus —2Y —AMEN, 2SRBLTLKEE
(AN

Prometheus —2& Y —A T, [Alertmanager Ul ZEAL TT7>— N2 BB 2 BRLE T,
[F—2Y =R A1V E—TIARIRYET,

#F L LV Alertmanager —2X Y —AZERL T T,

Alertmanager —X Y —ADERER—T T, ROFREZEMLET,

N o o A

« [E3%] & Prometheus ICEREL £ 9,

Amazon Managed Grafana Ot Y K7 v 7’ 114



https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html

Amazon Managed Service for Prometheus J1—%—H4R

« [URL] BRZEICI&. Prometheus 7—9J AR—AM URL ZFERAL., D—JAR—A ID LABE®D
XFEEITXNTHIBRL T, RREIZ /alertmanager ZBMULE T, HIXIE. https://aps-
workspaces.us-eastl.amazonaws.com/workspaces/ws-example-1234-5678-
abcd-xyz00000001/alertmanager N&SIZIEEL X7,

. [EB5[] T. [SigV4Auth] EAICLET, Chickl), UITARNC AWS RII&FEATS &
5|2 Grafana IC#8RLUE T,
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"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"

iy

"component": "alertmanager"
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EEKLET,
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JEASCI XFICETHES

OJICRDBENEENTVRES

{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
3,
"component": "alertmanager"
}
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"ws-efdc5b42-b051-11ec-b123-4567ac120002",

1 {

"workspaceId":
"message":
"log": "MessageAttributes has been removed because of invalid key/value,

numberOfRemovedAttributes=1"

"level": "WARN"

},
"component": "alertmanager"

}
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"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567ac120002",

{
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},
"component": "alertmanager"
}
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"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

}I

"component": "alertmanager"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
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"logs:DeletelLogDelivery",
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"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
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--log-group-arn my-log-group-arn
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« 77— hEROBREL —TZ7—hIIVZBENITZIEEELED 1 2@, BBHEFHFERER<
FBRLETT 1 PCEILITIVERITIBDT IR HBH, 5 2T EICLHABEBRVERE,
BEEFEREzR<IDE, TOT7Z—ROIVIVIANZ2 5 BHHTEXRT,

s FBRBINYIONYOERERTD — VT UDINYINYIIDA 2V RIDERELTDE, BIBE D
F—RNEZBEH, JTUOIARMEBMLET, PomQL VITUDIILY VXY I 4>2 R
&, P2—RNTR2HBEBEOHDT—RICBLETAATHRDEZHRLTLKEEY, &AW, K
DIL—=ILTE, KIC10DDILYINYDT4 RINFEENATVET,

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[1l0m])) > @
for: 2m
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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exprZzlCEE IS &, avg(rate(container_cpu_usage_seconds_total[5m])) > 0V L
DOIARNZHEIRTEET,

—MRICE, PZ—RNIL—ILZRT, Y—EACREZARNIIATTZ—hZHLTWA Lz
L TLKEEV, BUXRNIYTICRHULTEEISZR T —hZERL LY, BURBRERHTIER
NDT7Z7—he2ERLENIZDOREETY, HIC, RAOKBEELEIITZ—NEENTRHEESR
BESTT, BEROTZ— M RARKICRETEICENZVBEER., IXTOTI—KZ2EHBOTE
B, T2—hNZ2BREBELTBDENTEXRT,

ChSOREGIDAMEIBICRIEET, ZREHNICKEK., SATLOREZRETZD-OOEET
Z—htEYy heERITREE, JANODNZVAZRBLENHY)ET,

Prometheus | Amazon YN &x— RY—EADTS—NICBETHFFMICOVTR., 23R LTLKEE
Wo 7o—R{Z—T v —

AARDEZZRDV TG EDORSBANI O AZFERATERT
h?
Amazon IngestionRate TEZ XT3 hid CloudWatch , BIVIAGAANZEBHFTEE T,

® Amazon X x— RY—E ZA® Prometheus X RO ADEZR) I OFHMIOVWTIR, 25
BLTL#EEV, CloudWatch CloudWatch X ~1J 2 A

AREFEVOTEREIETETRIAN?

AWS Cost and Usage Report AWS 1 —H—OERRRZEHL ., BREBROT LT NZEE
THROHERREZRRLET, MOV TR, TAWSOANEFEARRLA—NEF) Z2SRL
TLEEVW, TAWS OARNEFARRLARA—NOI—H—HAKRa @

A OB RENFNARIVEGVORZEETTA?

Amazon Managed Service for Prometheus Tl&, BV IAKEIZISU ZREEBE OMEETILA KA
ENTVBR S, AIHOFERAEOIANOAENF BVERERYET, FAEN LM OEY) AKX
BIZETSICONT, QAR TAVET, VAKX BEEZESTHESOFMIC DV T, Amazon
Managed Service for Prometheus DRBER— 0 "R E, Z2ZRLTEE L,
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing
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® Note

- BEEHBRNTOEAZENELTHY, HBEATOFERAZENELEEOTEHY EE
he BOUL—FZEFERATDICEK, V=232 AOERENf ROLRIVIETIHENF HY)
x£¥79,

- QBT AWS Organizations, 71 FTERABR 7 AV M ETRBLSZIVT AT
REEWEFENET (ZRLVTHINEECHEHBOERT NI NTT), HBROT
XNTOTAHAIRD (V=23a>A0) BMYAENEBEZEOSHNIAOEEICEZETDE,
XNTOTHIVRNIEBEVWEOL—MREETNET,

Prometheus H Amazon Y& —2 RY—E ANV —DOAR—A%ZT
NTHIBRLEL LD, EEFEEhTVBRELDTT, fANRETY
BOTL&EOSN?

CDBZED 1 DOOTEEMRE., AWSHIBRUED—OAR—AICARND VAZEEFEITBZILDICERES 1

TWBANZ—TDRADLAN—DEEFEELTVWEDCETT, OFERICHE > TLSEETVW, AVL A4
IN—D & & IR

Prometheus Al Amazon ¥ &x—2 *l{

N EANT—IAR—RAZEITNTHIBRLEL A, EEFEESNIT 131
WB&LS5TT, ANRBETVWENDT SH?
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) AWS O —E AL DFEE

Amazon Managed Service for Prometheus l&, 0 AWS O —EREHREENET, OIS
>~ Tl&. Amazon Elastic Kubernetes Service (Amazon EKS) JAKNEZ& ) 2% (Kubecost %Z {#
) EOmEHEXR, Terraform 2 1—)LZFEAL TEKS 7702 £ 7 MAIZ AWS Observability
Accelerator IC&BDRLBATH—NEVFT V) 1-23 0 2ERTDAEICODVTHALET,

N =R

« Amazon EKS JARNEZ RV J L DOfHEE

« AWS Observability Accelerator O &

« AWS Controllers for Kubernetes & D&

« CloudWatch X N 1J 2 A & Firehose D#HEE

Amazon EKS JAREZ R T EDOHE

Amazon Managed Service for Prometheus & Amazon Elastic Kubernetes Service (Amazon EKS) @
JARNEZZRD Y (Kubecost ZEA) e h, JANED Z5TE L. Kubernetes 75 A X —
NEBILICBETE A P4 NERMFELFF, Amazon Managed Service for Prometheus % Kubecost
ERIZFERATRE, FEMOSVAEETIANEZRUTZAT—ILLT, KW KBEELZITA
B—ZHYR—NTEET,

Kubecost £ DIEEICKY) . Amazon EKS V5 AX—OJA RN HALKTRILEhEST, IFTFL
RIUADESVTAR—LARI, ESIZEILFIZAZ—LARILET, Kubernetes A TFARDK
BATIAANZEFTTEET, BBEOOAVTITRITAZ—ICEENBDLA—MZERLT, >3 —
NYOEERFF—NYOOEBENTIOANEZERTEET,

B—OS2A3—FERINFIOSAZ—NDZF') 7T Kubecost EIRETBDFIEZLTICRLET .

c B—OF2AZ—HRE -AmazonEKS JANEZRV VT RBE—DITAR—ELHEETDHE
IC2WTIk, AWS 7OJ5E® Mntegrating Kubecost with Amazon Managed Service for
Prometheusy ZZBL T &V,

« INFOSAR—HE -Amazon EKS JAREFEZR VT 2EBHBD IS AR —EHRAETDHEIC
2V\WTI, AWS 7OJ5E M "Multi-cluster cost monitoring for Amazon EKS using Kubecost and
Amazon Managed Service for Prometheusy 2B L T E& L\,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
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® Note

Kubecost DERAFEDFMIC OV TIE, "TAmazon EKS 1—H'—HA Ry o TOAKNEZ
2T, BSRBRBLTLSEETL,

AWS Observability Accelerator @ {3

AWS (Z &, Amazon Elastic Kubernetes Service (Amazon EKS) 7’0 TV K@ Fic, EZ&U >
J. ARk, TI7—8 ZYI1R—REBEEOFTHF-—NEUTAY=IIIFAEELTVET,

< nlZlE. Amazon Managed Service for Prometheus, Amazon Managed Grafana, AWS Distro for
OpenTelemetry, MDY —)LFEENET. ChSOY—J)IDEHEZLZETHLHIC. AWS T
. chsOHY—EATHTH—NEUT 1 ZBKT S =% D AWS Observability Accelerator & Ff

Fhd Terraform T2 1 —)LZEHLTVET,

AWS Observability Accelerator IZld, 41 7 ZARNZIOFYOEZZI YT, NGINX OF7O1,
ZTOMHOF VA AT LEEFANAEEATVET, COEI> 32T, AmazonEKS 75 A& —
DAVIZANTZOFvy2EZR)T T3 ERLET,

Terraform 7> 7L — DM EEMBFIEIC DV Tk, AWS Observability Accelerator for Terraform @
GitHub R— &S B L T & W, AWS Observability Accelerator DERICEETZ 7 OJEEEH:
LEETEET,

Bl FR SR

AWS Observability Accelerator ZEA T S IC1d. BEFED Amazon EKS V5 AR —&, LT OREIES
HHFBETT,

« AWSCLI-AWS O#EZ N RSA A SHUOHTEHICHERAETNET,
« kubectl - ANV RSA DS EKS VTAR—Z#IHTHEHICERAETIhET,

« Terraform-2OY ) 1—2320V YV —ADERZBELT B EHICERAENET, AWS THY
>~ N T Amazon Managed Service for Prometheus., Amazon Managed Grafana, IAM O{ERK &
BEETSTVRAEZFE D IAMO—/LZFEALT,. AWS 7ONA A —% Y N7 Y T THHE
HFHYET, Terraform D AWS Z’ONA Z—ZBR T D5 EOFEMIC DOV TIE, Terraform R
FIAX MO "TAWS Provider; 2B LT EE V),
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https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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AT ZANZOFFEZRIIOG U TILOER

AWS Observability Accelerator (Z ik, {fE® Terraform €2 1 —)LZ#EHAL T, Amazon EKS 735
AR—QATHF—NEVTAOEY NTYTEBRETSITTILNT VT L—RMFAEEhTVLE
T, OBk, AWS Observability Accelerator ZFERALTA 7 ZARNTZIFYOEZRD T 25
EFTRHEERLTVWET, cOTVTL—MNOFEREZEE, TO7L—NIEENTVS BN
BEDFFMIZ DWW TIE, GitHub @ TExisting Cluster with the AWS Observability Accelerator base and
Infrastructure monitoringy R—JEZSBL T EE L,

AVTSARNTZOF¥YEZRI IO Terraform B2 21— )L &2 FERAT3 I

1.

Z7OPIOMZERTR7ANE -5, ROOANV REFEALTYRDS N ZIO-2LE
ER

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

ROAX > REZETL T Terraform Z#H{LL £,

cd examples/existing-cluster-with-base-and-infra

terraform init

#FL W terraform.tfvars 774 &ZERL. LTOHZFEERL FF, Amazon EKS 75 R
R—NODAWS =23 EDTRAZ—ID Z#FEAL T EEL,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

£/ 9 % Amazon Managed Grafana 7 —9 AR—AN B WEHERERLET. FILLD—T R
R—AZERTBDFEICDOWVWTE., TAmazon Managed Grafana User Guides ® "Create your
first workspaces ZZBL TS EE V),

ARV RSATHROIR Y REEITL T, Terraform T Grafana 7—J AR—AZEHA T2 1=
HICHER 2 DOBHEER L ET, grafana-workspace-id &, Grafana 7—9 AR—2RA
DIDICEERRAET,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id
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https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --
workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. (F7°>3a>)BiE®D Amazon Managed Service for Prometheus 7—9 AXR—A%ZFEHT 3
ICIE, ROBIOXSIZ terraform.tfvars 774 J)LIZ ID ZEEBMUE T, prometheus-
workspace-id & Prometheus 7—OJ ANR—A D ICEEZ#MAET, BFNDV—TJAR—A %
ELBEWVWEBEIE, #L L Prometheus 7—J AR—ANBEWIZERENET,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ROV RZEALTYV1I—2322F70/4LFT,

terraform apply -var-file=terraform.tfvars

ChIZRY, AWSTHIRNIZUTOVY AN ERENET,

 $7L LY Amazon Managed Service for Prometheus 7—27 AR —RA (BREND T —I AR—AZFERHT
2EEZR<),

« Prometheus 7—J AR—AHNDT T —KMIZX—TJ ¥ —DRE. 77—k, L=,

« Amazon Managed Grafana OBREDT— IV AR—AADHFLVWF—FY - A YT 1R—R,
F—RY —Alk aws-observability-accelerator EVWSBHICEY ET, v 1R—RiIE
[Observability Accelerator &Y 2 17 R—R] D TFIC—EBXRTRENET,

- BT h/z Amazon EKS VT AX—AICEY N T v 7& tilz AWS Distro for OpenTelemetry AR

L —4&—, Amazon Managed Service for Prometheus 7—J7 AR—RAIZX NV I AZREET DI
HIZFEAEhET,

FLWA Y 1R—RERRTSICIE., Amazon Managed Grafana 7 —J AR—ATENA v 1
R—RZBZE XT, Amazon Managed Grafana OFERAGFZEDOFMIZ DOV T, "Amazon Managed
Grafana User Guides ® "Working in your Grafana workspaces ZZ8 L T & L\,

AWS Controllers for Kubernetes & O k4

Amazon Managed Service for Prometheus &, AWS Controllers for Kubernetes (ACK) & & &
. AmazonEKS DI —V AR—A, P73— M ZX—Dv—, I—F—DVV—-RAOEBZHR—K
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
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LE¥., AWS Controllers for Kubernetes I AR L)Y —AEZE (CRDs& XA T 1 7 Kubernetes 7
TO2IORNE, VFAZ—AODVY—-RAEZERLBELSTEFERATEET,

cOto>3a>Tlk., BEF® Amazon EKS 77 A& —T AWS Controllers for Kubernetes &
Amazon Managed Service for Prometheus 2t Y N7 Y 7 F 2 HFEICOVWTRHBALET,

Controllers AWS for Kubernetes Z#71L . Amazon Managed Service for Prometheus ® ACK 1>/
NO—Z—Z8NI27O7RBEBEBHTALEETL,

Bl RR SR A

AWS Controllers for Kubernetes & Amazon Managed Service for Prometheus Z Amazon EKS 75
AZ—ERETRHIC, RONRZFHGZBLLIXLEN HYVET,

+ Amazon Managed Service for Prometheus AWS 7 AU kN X IAM O—=)LZ 7' 07 5 LA TH
RIDICE, BED BRE TIOELAHFANBETT,

+ OpenlID Connect (OIDC) ZBMIC L BE7F D Amazon EKS V ZAX—HNRHETT,

OIDC A"EMTHEWES., XROOAIX REZFALTEMCTRHENTEE
T YOUR_CLUSTER_NAME & AWS_REGION &, ZAHDO > MU EHBEYBEICEERITLSE
=L,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

Amazon EKS T OIDC 2R T2 FEDFHMIC OV TIE., "TAmazon EKS 1—H'—FHA4 R, D
TOIDC PAF>oTA4T1470O0NAF—F85E, & TIAMOIDC 7’ONA X —DERK L #5BL TL
EEW,

« Amazon EKS 75 A& —IC Amazon EBS CSI RTA/N—NDN A2 AR—=ILENhTVBIHLENf HVY E
EIS

* AWSCLIAMZAR=ILENTVRHENF HWEXT, AWSCLI k., IR RZA2H 5 AWS H#
RREZNUEHITLEHICEATIAET,

« Kubernetes D/\N\Y 5 —IXZ—2 v —THD Hem DN A2 AR —=ILENTVWBDLENFHVET,

« Amazon EKS 75 AZ—T. Prometheus DA RO—=IL7L— ARV IOAN Y NTYTEN
TVWBUENFHYET,
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https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
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s FILWIO—DOAR—AN ST T — NZIEEFET S %D Amazon Simple Notification Service (Amazon
SNS) REY UNFBETT, REVIICXYE—D2EFITRDLHOT UV EAFFTH Amazon
Managed Service for Prometheus [ 5EEhTWBD & ZHRBL TS EZ L,

Amazon EKS V5 AZ—NELLKEBEE NS, kubectl get --raw /metrics ZHUHL
T. Prometheus AIC7 #—X Y RENIEX NV IO AZBETEET, <N T, AWS Controllers for
Kubernetes Y —E A NO—F—Z A4 2 AM—JLL. ThZFEHL T Amazon Managed Service
for Prometheus U Y —RZ 7704 T2 ERIBVEL I,

AWS Controllers for Kubernetes Z2 AL D —O AR—AOF 704

# L LY Amazon Managed Service for Prometheus 7—9 AR—AZF7O4 332k, AWS
Controllers for Kubernetes Controller 24 > AR—J)LL, ThZFEAL TV -0 AR—AZEKL &
CP

AWS Controllers for Kubernetes Z £ H L TH L L\ Amazon Managed Service for Prometheus 7 — %
AR—RAZET7O14T 31

1. UTnION> RZZEITL T, Helm Z#EH L T Amazon Managed Service for Prometheus H—
EAONO—ZF—ZA AR —ILET, FHMICOVWTIE., O Controllers for Kubernetes
R*+ 1 X2 ~h® Tinstall an ACK AWS Controllers; 228 L T & W GitHub, region (Z
&, us-east-14E, DATALAILELEV—23>aFEALTSEEL,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

LES<TRE, BUZERTRDESIBL AR AN RTENET,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
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https://docs.aws.amazon.com/sns/
https://docs.aws.amazon.com/sns/
https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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The controller is configured to manage AWS resources in region: "us-east-1"

F77>3>T. XOOAX REMFEHAL T Controllers for Kubernetes AWS Controller A" IEE 2 1
VAR=IIENECEERRETEET,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

chiZ&kty), O MO—F— ack-prometheusservice-controller ([CBIT S 1FHAIRE
N, status: deployed EWSAT—RAZHERTEERT,

2. workspace.yaml EVSHEFDO T 7 AN ZEHRKL. ROTFARNERRLET. <hild. X
TRIV—DAR—ADFREELTHEAENET,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. ROOANVRZRITLTIV—VAR—AZERLET (COONY RTR, ATYT 1 THREL
Y AT AEBAERENET),

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

LIEs<TdE, 7HTY MZ my-amp-workspace EWSHLWI—IAR—AHN RREh
9,

ROIAXY RERFTLT, T—IAR—AIDBEDT—IAR—ADFHME AT —Z AEHER
LE9, £hE. Amazon Managed Service for Prometheus 12V —)LTHL VWD —0 AR —
AZBRITDEETERT,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE
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https://console.aws.amazon.com/prometheus
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® Note

HLWI—OAR—AZERTEIRDYIC, BFEOT— I AR—AZHEATEIEET
EFXT,

4. Rulegroups MFREELT220FH L Wyaml 77 1)L EERKL ., ROBREZMEAL TXRIC
AlertManager fEE L £ 9,

IXRDEFRXE%Z rulegroup.yaml & UL THRFELET, WORKSPACE-ID &, BIDATY 7 THEZRL
EO—OAR—AIDICBE®RZIET,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
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https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

IXDFEEZ alertmanager.yaml & U THREL E T, WORKSPACE-ID &, BIO AT Y 7 THE
BLEJD—OANR—AIDICBEHZET, TOPIC-ARN FEHM%Z%(/59 S Amazon SNS REY
0O ARN ICEZ# X, REGION FFEALTVS ICEZEMZ AWS U—23 > £9, Amazon

Managed Service for Prometheus ([, Amazon SNS REY JADT VL AGFAANUETH D
EEThBVWTLSEE,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition

metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:

- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(@ Note

CNSDRET7AINOEAOFEMIZDOWVWTIE, "RuleGroupsNamespaceDatay & &
* TAlertManagerDefinitionDatay ZZ8BL T &L\,

5., ROONY RZRITLT, L—INIIN—TETPS—MNIRZ—Y—OREZERLET (D]
NV RTR, ATYT 1 TCRELVESATLERBNERAEhET),

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE
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7’ResourceTypel_ BE# X £ FRuleGroupNamespace, ZHIBRTD VY —ANDE
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kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE
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Amazon Managed Service for Prometheus 7— I AR—AICEZEIAL-®
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serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigv4:

region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
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helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion
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cd cdk
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AMP :

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
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region: us-east-2
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cd cdk
cdk destroy

2. Amazon Managed Service for Prometheus 70— AXR—RA & HIBRL £ 7,

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
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AR —ANZ—V RF—IZL 2T B ENLEITINTOTF—RICTIECATELRLEY, D—U A
R=ACEEEINEFLOVTF—REREITDICEETELRLLBYET, ChickY, TOTF—RITK
BEIRIARL—2aAUNREEZTET, VIV AR—RAILEBENEFHFLVTF—RIZETIVEAT
BRIV, KAILKODNDAEMEN BV KT,

/A Warning

s F—EEMICTDH, ¥—7KRI > —T Amazon Managed Service for Prometheus NDO 7 &
TRAZHIBRTDE, D—DAR—ATF—ZRILET IO ELATERBLSBYET, DJ—JAR—
ACEFBENDHFLVWTF—RICET IV EATELRLSAZY, KAILKRDIhS IEMENHY) E
C

Amazon Managed Service for Prometheus DF¥F —ANDT7 IV AZEBEXTTSD & T, 7—7
AR—ATF—RIZTIEATEDRSICRY, ILLWF—RXOZEFEZBHATEET,

- FAZEEMVYETE, BERTACERTET, J—VAR—ARODTF—RIFKAICKDA
£9,

ATYT 1 AARI—IFZ—I RF—ZEKT S

RHRAARZY—NZ—2 R¥F—ZEKT S IZ1E AWS Management Console, ., . Fi ik AWS KMS
APIsZERALET, UTICHBATEIRSIC, RUZ—ZBUTELVWT IV EREZRHELTVWSIR
V). F—I& Amazon Managed Service for Prometheus 7—9J AR—AERU T AV NI H D HE
FHYWEEA,

HMAAZI—XZ—IJ RF—ZERTBICE

AWS Key Management Service RO Y /N—HA RIZHDHHBHAZIN—NZR—T REF—DEKA
TYTEEITLET,

F—Ry—
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F—RVI—l, HRAEII—NZR—IRF—ADTIVEREHBLET, IXNTOHARAEII—IXR—
DRF-LZEF, F—RUI—DNM1D2EGHBETT, CORVI—ICR, TOF—Z2FATED 11—
H—CeXTOFEAFLEERETDIAT IR BENRTVET, DARYN—NXZR—I R*—%k
RITBIBRIC, F—RV—ZEETDENTEET, FMAMICOVTIE, AWS Key Management
Service FROYN—HA R O THAZRI—XZ—IRF—AOTIELANEE, 28RBL T
(A

Amazon Managed Service for Prometheus THARXY—NZX—J RF¥F—ZFEHTDICEFE. F—HKRD
S—THROAPI ANRL—2 3> #HFATHHENHYET,

« kms:CreateGrant - DARN—NXZX—I REF—ICHFTZEMLET, BEE L KMS F—AD
TORARZFELET, <hlZ&kV) . Amazon Managed Service for Prometheus A" % E & § % FF
AARL =23 AOT O EAZFALET., FMIC DV TR, TAWS Key Management Service
FROYN—=HA R, O "TFAOFEA) 25RLTSEZ,

—hiZ& V), Amazon Managed Service for Prometheus IELA T ZEITTEDLSICKY FT,

« GenerateDataKey ZHUHL T, BELEehETF—RXF—2ERXLTRELET, T—X
F—RESHIIISICEREAETABZEVWANASTT,

« Decrypt ZHUOHL T, REENTLWAIBESILTF—FF—Z2FAL TESLtEnTF—2CT
DEALET,

« kms:DescribeKey — HAZN—NZX—2 RF¥F—DFMZIEEL. Amazon Managed Service for
Prometheus A" ¥ —Z1REATEDLIICLET,

Amazon Managed Service for Prometheus ICIEMTE DRV —AT—M X MOFIEUATIZTRL
£,

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
},
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
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1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
I
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

iy

<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

c RU—TOHFITNIEEICETIFHFEM-COWVWTIE., TAWS Key Management Service X0 Y
N—FA4 R, Z22BLTEETV,

s F—TOERAORNZTNZ21—FTAVTICETHHMIOVWTIEF. TAWS Key Management
Service FROY/N—HA4 Ry ZZRBL T EZ L,

AT Y 7 2: Amazon Managed Service for Prometheus D A AZX Y —Y Z—2 R¥—%
EE9%
D—D AR—AZERT S & EE, Amazon Managed Service for Prometheus "7 —9 AXR—A I

REEIATVWERT—RZBSHLITDLHICHEATS KMS F—ARN ZA DL T, HWARN - XR—
JRF-ZBETEXRT,
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AT Y 7 3: Amazon Managed Grafana BE DO DY —EAASODTF—RICT IO+
ATD

COARTYTWEAT>a>rTd, BlOY—E AN S Amazon Managed Service for Prometheus 7 —
RICT VAT EUENHIBEICOKXMETT,

BeteniT—RICE., AWSKMS F—ZFERATRLHOT IV EAERNEVRY ., D 00—
EANSTILATBERFRTEEREA, HlZIE. Amazon Managed Grafana ZfEA L TF—XIC
WUTREY D IAR—RELEFETT—NEERT SHESE. Amazon Managed Grafana I F—A0O7
VERAEENFETIHLENHYET,

Amazon Managed Grafana ICHARXN—NRX—J RF—ADT IV LAZFATHICE

1. Amazon Managed Grafana 7 —2J ANX—A®D ') A~ T, Amazon Managed Service for
Prometheus NOT7 V2 AZHATE T — U AR—ADEFE ZEIRL £¥F. Amazon Managed
Grafana 7 — V7 AR—AICETHIMEFTBRI KR TEINET,

2. D—DAR—ATHEAEND IAMO-IIOEFHZEEEDHET, Ballk OFKXT
9 AmazonGrafanaServiceRole-<unique-id>, >V —=J)LICl&E, O—)ILDOZE£7% ARN A"
RTENET, COFFIK., BORTYZ7TOAVY—IILTEELET AWSKMS ,

3. AWSKMS HAZNY—NZR—TJ RF—1)AK T, Amazon Managed Service for Prometheus
D=0 AR—ADERFICEAL DAY —NZ—J RF—ZBRLE T, F—FREOFM
R=IHNHAEXT,

4. F—1—F— OBIIHDEMRZZEBIRLET,

5. BEIOUARNDYS, EEE® Amazon Managed Grafana IAM O—J)LZ&RLF£F, RRELX T
THLEHIC, BRI TRETDEETEET,

6. & ZEBRLT, IAMO—-J)ZF—I1—HY—DUANIEMLET,

Amazon Managed Grafana 7 —%2 AXR—A A5 Amazon Managed Service for Prometheus 7 —72 A
R=ADTF—BIZTIEATERRSICBYELE, BOI1—H¥—FEO-ILZzF—1—H—ICE
mLT, o OH—EAND—DAR—AILTIVEATESRELSICLET,

Amazon Managed Service for Prometheus St TF A B

eI TFANE, FT—RICEIT2EMOIATFANEBFEENEF—N)I—RTOFXT
>3a>otwy NTY,

AWS KMS &, iEle]@man:T SELTHSAITFANEZHEAL T, REAEhZES{L 29
R—hLET, FT—REBESHKIBDVIIANCESHKIOCTFANEZEDD L, BFESHKITT
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FARNZESHKENET—RIZAWSKMS NA2 RLET, TF—RZ2ESLTRICRE. TOVIT
ARNC (BESLEE) BUBS{LIYTFARNZEOERT,

Amazon Managed Service for Prometheus EE5{L 1> FF A K

Amazon Managed Service for Prometheus [&. IXTORBSLARL —> 32 TELU AWS KMS B
B TFFANEFEALET, ¥—I& aws:amp:arnT, ElET7—TAR—AD Amazon )V —
AZ—/I (ARN) T,

Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}

TRV IJCBESHITHFANEZERATS

RHAARZN—NZ—D RF—ZFALTIT—IAR—ATFT—RZBELLTIHEEE,. BEELI—R
EOJTHEBSHCIVTFARNEFERAL T, HARIY—NZX—I REF—NEDLSICEAETATVSH
ERETDEEHETEERT, BSLITFANE, AWS CloudTrail &zl Amazon CloudWatch
Logs ICER 2 TERENLEOTICERTENET,

BESLITHEFARNEZEALTHARYN XX RF—AOTIEAZHHETS

WHRADRARI—NFZ—TI RF— (CMK) NOT IR Z2HHITS7=HD conditions &L T, F—7R
)—E IAMARU S —HAOBESLIVTHFANEFEATDIENTEET, TE5ITBIHRIC, BESL
AVTFANOHEHNEFERATDEETEERT,

Amazon Managed Service for Prometheus l&. FFAICTES{LITFANGFKNEEAL T, 7AHY
VRFEERV—23aVHAOHAAEIN—XZ—TI RF—AOTIVEAZHHLET, EROFNTE,
HRICE > THAENDIARL—2 AV TEEENEBSHCIAVTFANEFEFATIMLEN HYE
9,

Example

RZ, BEOBESHKIAVTFARDAARIN—~NR—I RF—ADT I EAEZNETEIF—RI>—
AT—RMXVROPZRLET. CORVZ—AT—M XD NOZHTRE, ERICESHKITFA
NeEETDESLI TFANINALBETT,

{

REPDOEESL 157


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Amazon Managed Service for Prometheus J1—%—AH4R

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
},
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}

Amazon Managed Service for Prometheus DS+ —%& B4R

Amazon Managed Service for Prometheus 77— AR—AT AWS KMS HAZN—YX—2 RF¥—
ZERATSHE. AWS CloudTrailE £ Ik Amazon CloudWatch Logs %M L T, Amazon Managed
Service for Prometheus A" ICIAfE T2 UV T AN ZEHTEEXRT AWS KMS,

RO Bl CreateGrant, Amazon Managed Service for Prometheus f HAZXN—XZ—2 R
F—TCHRSEENETF—RIITIVEATRDEHICHPET KMS ARL =232 &2EZX Y
“DescribeKey 3 % /=% M GenerateDataKeyDecrypt, . . KT ® AWS CloudTrail 1 X~
NTT,

CreateGrant

AWS KMS HAZN—NZX—I RF—ZFEALTIV—VAR—AZES{LTSH L, Amazon
Managed Service for Prometheus &, #8EL L KMS F—IC7 VA TBHIC, 1—H—
2 >T 3 DMCreateGrantJ VT ANZIEFEL £T. Amazon Managed Service for
Prometheus "ER T B FF A lE. AWSKMS HAZN—NZXR—I RF—(CHEFFsShEZUY—
ACEBBEOENDTTY,
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LTOARY MITlE CreateGrant ARL —23a &L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

1,
"invokedBy": "aps.amazonaws.com"
1,
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"
I

"responseElements": {
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"grantId":
"Qab0ac0dobo00f00eaddccPaleddfcO0bcedd0c000f0000000cObc0a®d@@aaafSAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

D= AR—AD AWSKMS HAZN—XZX—2 R¥F—ZHBMIC TS &. Amazon Managed
Service for Prometheus IC&R 2 T—EDF—HFEREnET, JY—AD AWS KMSHARN —
NEZ—2Y RF¥— AWS KMS ZIEE T D GenerateDatakey D VT ARNZE [CIEELE T,

LTRDOA R MNITIE GenerateDatakKey ARL —2 3> &L TVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

BEEILENED—DAR—ATIV TN ERENSD &, Amazon Managed Service for

Prometheus |& Decrypt ARL —> 3 ZHUOHL., RETAhTVEIBES{tEhEZF—2F—%

FERALTHESKENLET—RITIVEALET,

UTOARY MITEE Decrypt ARL—2 32 ZEELTVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
.
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

REPOESL

161



Amazon Managed Service for Prometheus

Q—H—H1 K

"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"

1,
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

1,

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID":

"ffO00af-00eb-00ce-0e00-ea@00fb@fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus [&. DescribeKey AL —>3>&FERAL T, T—
DAR—AICHER TS TVS AWSKMS AARY —XFR—I RF—ATHIV hEU—2 3
JICFERETIHDESHEBRBLET,

LTOARY MNITIE, DescribeKey ARL—2 3> &R L TVWET,

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",
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"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
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"recipientAccountId": "111122223333"

55
ROVUY =R, REBOTF—EBSLICOVTOFMERALTLVET,

« BMIZ DOV T, TAWS Key Management Service RO Y /N\—7F 4 K1 ® TAWS Key
Management Service D#iE1 ZZRL TS EE L,

s DEFIVFADRARNTTUVT 1A AQFEMIDOVWTIE, " AWS Key Management ServiceAWS
Key Management Service RO Y /N—HA Ry #SBLTLEEL,

Amazon Managed Service for Prometheus @ Identity and Access
Management

AWS Identity and Access Management (IAM) &, BEEN AWS DY —ANDOT VA ERL(IZH

HAWS DY—ERX T2DICKILD TT, IAMEEERG, #ZRIAL (F1>142) L. 7#IZ Amazon
Managed Service for Prometheus VY —ANFERZRATD (T IV EAFTZ2F57%) HrZz&HL
£F9, IAMIE, BEMBEBELTAWS OY—E R FEHTES T,

N =

- WRE

s PATUTATA%ERL LFREE

c RUS—%ZFERALETVELADEE

« Amazon Managed Service for Prometheus & IAM M E#

« Amazon Managed Service for Prometheus D7 A T T A T AR—ADR) Z — D4l
« AWS Amazon Managed Service for Prometheus ® Yx—2 RRD) > —

« Amazon Managed Service for Prometheus D7 A T TATAET IV EAILETZ ST
Sa1-—F427

XIRE

AWS Identity and Access Management (IAM) O fEA 75 %lE. Amazon Managed Service for
Prometheus TITSHEEICK>TERYET,
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H#—E A1 —4— - Amazon Managed Service for Prometheus H—E A ZFRAL T3 T2 ERTT
256, YELERIMERET IV LAFIZ2EEENAELE T, &512%< O Amazon Managed
Service for Prometheus #$gEZ A L THEXZ TS *%Ati EMOT O EAHFANBEICEZD L
HFHVEST, TVELAOEBFEZ2BHBLTHE, BUIBTILAFTZEEEICUIIARNT
55 A TH/’IB5E T, Amazon Managed Service for Prometheus DBEEIC T VLA TE R WEE
l&. TAmazon Managed Service for Prometheus D7 A T T AT A ET I LAICEIBDZRNTTIL
>1—T420, #BRLTLEEL,

H—EAEEE - 4RO Amazon Managed Service for Prometheus J Y —AZ#8BYE L TV 254
l&. BE. Amazon Managed Service for Prometheus NOD 7T VANt EEhET, H—F
A1 —%—7»" Amazon Managed Service for Prometheus @ £ DBBER )Y —RIZT VAT D %
ENHINERETDDOE, H—EABEEBENLETT, TOR, AMEBEEZICVIIANEE
BLT, Y—ERDI—HY—OF7 IV EAHFAZEEITIHBENf HBVET, cOR—TZOEHRZ[/KRL
T. IAM OEABSZEHEL T LEEV, 24T Amazon Managed Service for Prometheus & 1AM
EHBITRAEOEMIIOVTIE, "Amazon Managed Service for Prometheus & IAM DE# | %&
SRLTLSEEL,

IAM EEE - IAM EE &L, Amazon Managed Service for Prometheus NOT7 VA ZEET
PRIV —DERFEEHLULLKBRIDCENDVEICKDEEN HYYET, IAMTHEATED
Amazon Managed Service for Prometheus 74 F> T A TARXR—ADORIZ — Dl ZHZET S
l&. TAmazon Managed Service for Prometheus D7 A T T A TAR—ANDRI S —0Hl, %S
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BER)S—F. Z<L<O—BUBEI—-AT—AICT7 9 EAFTEFETHELSICHFchTWVWS 1=
O, A—H%—, JI—7. O—=IICT7 IV EAHFTOE) Y TZRAKTEET,

AWS EERUZ —F, IXTOAWS BERANEATED O, HEDI—AT—ALHL THEND
BEOT VAR AZAFELBAVEENf B ECEBRLTKEEY, —AT—ARBIICHAEZN—
NZE—JRRVI—ZERBLT, NX—IRRUD—ZRVIATCEZHEHHLET,

AWS EERV S —TERENTVWAR TV LAFAREETEREA. NNAWS EERVS —TESR
ENETIOEAHTAWS ZEFHITHE, RUZ—HATRYFEATVWRIINTOT U2 /NI ID
(A—%—. JIL—=7. O-l) NEHFEIhET, . HLLAWS O —ERX FEBEhiE &,
RERGBRFEOY—EATHLWAPIAWS AXRL =2 a2 M EATEICE 2 EEIC, AWS EER
) —2EMITRARMIREE<BZNET,

FHECOVTE, "TIAMI—Y—HA R, O TAWSNZR—I RARUZ—) 2ZRLTKEEL,

AmazonPrometheusFullAccess

AmazonPrometheusFullAccess RUZ— IAMID IZ7 R Y FTEET,
T Ot AFFA O FFAE

CORDD—=IZR, ATFTOT7 IV EAHFANFreEhTVET,

« aps — Amazon Managed Service for Prometheus NO 7 )7 O AZFUILET

+ eks — Amazon Managed Service for Prometheus A" Amazon EKS 7 5 A X —ICB 9 2158 & i
BN3&L5CLET, chld, VF7AZR—AONZ—RAVLAN—DEREXN) 7 ADKE
ZOBEICTILEHICHETT,
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+ ec2 — Amazon Managed Service for Prometheus A" Amazon EC2 XY RO —2 (LT 2 1BHE 5
AENBDRSICLET, cnld. AmazonEKS XKMU TV AT IV EATEDRNZR—J RAILA

N—ZEHTERLSICTRIEHICHETT,

« 1am-NR—=I RXKNVITRARILAN—OH—ERADV > I7O-IOERZTI) 2 NILIZFFAL

£

D W AAmazonPrometheusFullAccessldIXD EH VY T,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllPrometheusActions",

"Effect": "Allow",

"Action": [

"aps:*"

1,

"Resource": "*"
.
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"aps.amazonaws.com"

]
}
},
"Resource": "*"
},
{
"Sid": "CreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
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"Condition": {
"StringEquals": {
"iam:AWSServiceName": "scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess
AmazonPrometheusConsoleFullAccess RUZ—E IAMID 7R Y FTEET,
T Ot AFFA O

CORID—IZE, ATOTIEARFANEERATVET,

« aps — Amazon Managed Service for Prometheus NO 7 )L 7 VA ZFFALET

« tag— 7" > /)NILA" Amazon Managed Service for Prometheus 1>V — LT X J D&% % R

TEBRSICLET,

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"

]I
"Resource": "*"
}I
{
"Sid": "PrometheusConsoleActions",

"Effect": "Allow",

"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
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aps:
"aps:
"aps
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:

"aps:
1,
"Resou
}
]
}

AmazonPrometheusRemoteWriteAccess

M A AmazonPrometheusRemoteWriteAccessld XD EH V) T,

{
"Vers
"Stat
{
}

]

}

AmazonP

M A A AmazonPrometheusQueryAccessld XD EH V) TT,

ListWorkspaces",

DescribeAlertManagerDefinition",
:DescribeRuleGroupsNamespace",

CreateAlertManagerDefinition",
CreateRuleGroupsNamespace",
DeleteAlertManagerDefinition",
DeleteRuleGroupsNamespace",
ListRuleGroupsNamespaces",
PutAlertManagerDefinition",
PutRuleGroupsNamespace",
TagResource",

UntagResource",

:CreatelLoggingConfiguration",
:UpdatelLoggingConfiguration",
:DeleteloggingConfiguration",

DescribeloggingConfiguration"

Icell: nmen

ion": "2012-10-17",
ement": [
"Action": [
"aps:RemoteWrite"
A,
"Effect": "Allow",
"Resource": "*"
rometheusQueryAccess
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{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"

1,

"Effect": "Allow",

"Resource": "*"

AWS Y x—2 KRR > — : AmazonPrometheusScraperServiceRolePolicy

IAM 27 4 7 14 AmazonPrometheusScraperServiceRolePolicy Ic ZF7 XY F3d_E&@FTEXEE
ho CORUZ—F, 1—H—ICK1 2 T Amazon Managed Service for Prometheus "7 2> 3>
ERITIBDEZFATD, Y—EAVZIVO-LETERYFEhET, FMCOVWTRE, TEKS
DNEXRNVORZAOLAETS2EOO0—-ILOFERA) Z25RBL TS EE L,

DR —I&, Amazon EKS VT AR —H 5 D&k ELY) & Amazon Managed Service for
Prometheus 7—J AR—ANDEEZIAK ZFF AT I HERZFREICAELET,

(® Note

COI—YH—HARE, BEIZER>2>TIORIVD—EFEFERTVEL I,
AmazonPrometheusScraperServicelLinkedRolePolicy

T U AT A O
CORDD—ICE, LTOT IV EAFANFEENATVET,

« aps — H—EAX7 1> )N)LA Amazon Managed Service for Prometheus 7 —%9 AXR—2Z (Z X
N)ORAZEZEALCEZHFALETD,

cec2 —H—ERTUINIHFZRY ND—ORELEHHE>TEEL, AmazonEKS 75 A X —
BECRYND—VILERTEDLSICLET,
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e eks —H—ERTUNNILA Amazon EKS 9T AR —IZT7 9 EATEDLSIZLET, Ch
. XRDORAZBEWNICAILA T TERDEDICTRIEDICHETT, £, RALAN—1H
BRenhfeEZ7)2NILD AmazonEKS DY —R & D) —2TF VT TEDRSICLET,

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps

AWSServiceRoleForAmazonPrometheusScraper*"
I
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

.
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
3,
{

"Sid": "TagManagement",
"Effect": "Allow",

.amazonaws.com/
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"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
I
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},
{

"Sid": "ENIUpdating",

"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},
{

"Sid": "EKSAccess",

"Effect": "Allow",

"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

}I

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
I
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"

}
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}
.
{

"Sid": "APSWriting",

"Effect": "Allow",

"Action":

"aps:RemoteWrite"

’

"Resource": "arn:aws:aps:*:*:workspace/*",

"Condition": {
"StringEquals": {

"aws:PrincipalAccount": "${aws:ResourceAccount}"
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LT O1E#HRIE. Amazon Managed Service for Prometheus & IAM OERABICHKET D AEEMDH S
— BN EEEODMEBEICRILEET,

NeEY

« Amazon Managed Service for Prometheus TF7 0> 3 2 &R E1T T BDERN KL

« iam ZRITIRHERN H ' FE A, PassRole

« AWS 7 H 2 MEASA® 1 —4—I_ Amazon Managed Service for Prometheus 'J YV —AANNDT Ut
AZFFALEV

Amazon Managed Service for Prometheus TF7 V> 3> #E{T3 2RI &V

| am not authorized to perform an action in Amazon Bedrocky E WS IS —NFRRENHEE, T
DTV IAVERITTEDLDICRV—ZEHIBDHEN HYET,

ROITZ—PlE, mateojackson IAM 1—H—HFO2YV—)ILZFEAL T, % my-example-
widget VY —AICBHTIHMBBERRLEIDELECLEEZREL T, TORICHKE
Zaps:GetWidget 7OV AFAZEF > TVWAVERICRETHENDTY,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

NSTNa—F42Y 194



Amazon Managed Service for Prometheus J1—%—AH4R

CDIF/BE. aps:GetWidget T3 EAL Tmy-example-widget' )V —ANDT VA%
FHTBHKLSIC, mateojackson I—H—DRUS—ZEHITHIHENF HYVET,

BR—MBEZFERE. AWS EERZFICHEBVELESEEV, Y1421 FRIEHRERAL 128
HENEEETT,

iam ZRITIDERN H') £ A, PassRole
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"
1,
"Resource": "*"
}
]
}
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» CreateAlertManagerAlerts

» CreateAlertManagerDefinition

» CreateRuleGroupsNamespace

» CreateWorkspace

+ DeleteAlertManagerDefinition

* DeleteAlertManagerSilence

» DeleteWorkspace

» DeleteRuleGroupsNamespace

» DescribeAlertManagerDefinition
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f5] : CreateWorkspace

ROFIE, 72> 3> %7 CloudTrail CreateWorkspace A T R ZRLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",
"userName": "Admin"

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
I
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
I
"requestID": "890b8639-e51f-11e7-b0®38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

$5l . CreateAlertManagerDefinition
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RDOPBIE, CreateAlertManagerDefinition 7 2> 32 %& /R 9 CloudTral A T MU ZRLTVE
ED

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

.

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
.
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Jwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

1,

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

5l . CreateRuleGroupsNamespace

-~

RDOPBIE, CreateRuleGroupsNamespace 77> 3% 7RY CloudTral O T MU ZRLTVE
CP

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {

I,

"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

H—EAT7HT2 b0 IAM O-IIDORE
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B—EATHAI RO IAMO—LIE, Y—EAO-ILEEFENRKT,

Amazon Managed Service for Prometheus TH—EAO— /)L Z{#EA 9% &. Amazon Managed
Service for Prometheus, Prometheus % —/\—. Grafana % —/N\—E TOFRFEERTICLEZO—)L
ZRBITRLEHICK’IBEET,

Bl SR

COR=IJDFETIE. AWSCLI £ EKSCTL AN RZA VAV E—TIAANM 2V AR—=IIEh
TVRZEBEANDNET,

Amazon EKS 9 AZX—NDS XNV IJAZEY)IACLESOY—EAO—)
DE&E

H—EAO—)LZ&EL T, Amazon Managed Service for Prometheus T Amazon EKS 75 A &Z —
M ® Prometheus H—/N\—AS XNV T AZEYIADBDELSICTBICE, ROTIEAFAZHFE DT
HoVNIATATRIRBENBYET,

« iam:CreateRole

« iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

« iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus NOEIAK D oD —EAO—I)ZZET S IC &

1. createIRSA-AMPIngest.sh EWSBE D77 A I ZEKL. KOAR
ZEARLET, <my_amazon_eks_clustername> &V 5 AZX—0DEHEI
[Z. <my_prometheus_namespace> & Prometheus BRIZEICEZEHRA FT T,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role

SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
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#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"
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EOF

..F

#
#
#
S

i
t

e

unction getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then

echo ""
else
>&2 echo $OUTPUT
return 1
fi
Create the IAM Role for ingest with the above trust policy
ERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
hen
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \

--policy-document file://PermissionPolicyIngest.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role created above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
1se
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2

3

echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already

exists"

fi

echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the

0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

KOOIV RZANLT, AVUTNCHBEBEREZENELET,

chmod +x createIRSA-AMPIngest.sh

AVUTREERTLET,

XNVITADIVT) 2RTIBDLOOY—EATHI MO IAMO-IL®

)

AX AE

H—EATAHD MO IAMO-—J)L (F—EAXO—JL) Z5%E L T. Amazon Managed Service for
Prometheus D—J AR—ANS XNV IAD VT ZR{TTEDRDICTRICEFE. ROT IR
AZFEODTAHDNIOATAVTRIRBENF HYVET,

iam:CreateRole
iam:CreatePolicy
iam:GetRole
iam:AttachRolePolicy

iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus X NU VANV T ZRT IR OO —EAO—)%Z
RETHICE
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#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

.

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE} : ${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{

"Version": "2012-10-17",

"Statement": [

{"Effect": "Allow",
"Action": [
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"aps:QueryMetrics",

"aps:GetSeries",

"aps:GetLabels",

"aps:GetMetricMetadata"
1,

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $0OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

ARNVIAODI IV ZRTIRDEHOT—EATHIY MO IAM O—)LOFRE

217



Amazon Managed Service for Prometheus J1—%—AH4R

--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. RAOONVRZAALT, RVUTRNCRHEBIEREZRNELET,

chmod +x createIRSA-AMPQuery.sh
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [

"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",

"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"

ROBIE, BELEZVPC ADEELEIP T RLADSHEFBENLEVIIARNOANRITEELES
ICFATITBRV—ERLTVET, O IPT7RLAASOUITANIKRBLET,

{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
b
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"

Amazon Managed Service for Prometheus AD A > 2 —7 I 4 AVPC I RRA > NDOERK 221



Amazon Managed Service for Prometheus J1—%—H4R

}

Amazon Managed Service for Prometheus DA > X —7 T4 A VPC T RAKRA > NDERK 222



Amazon Managed Service for Prometheus J1—%—H4R

NZTNoa—TF1429

Amazon Managed Service for Prometheus IZB8$2BBEO NS /I 1—FT 4T &8T5, N
TOEI>IUHARIBEET,

NEY D

© 429 FERHREBIZ—

s HOTANEELTWVD

s YO TNWBALAR T ICEIDRIT—NHNRREND

c FIRICBETAIT— XYV tE—IHNRREND

« O—AJL Prometheus HY—/\N—DH I N FIRZEZ TV S

s FRO—PHARTRE BV

429 FIZBEHIRBBIT S —

ROBIDOKRSHE 429 T —HNRRENDFEE. VT ILAKMSD Amazon Managed Service for
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ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

ROBIDKXS7 429 TZ—ARRENDFEE. VU ITAKNH Amazon Managed Service for
Prometheus D) —J AR—ABEWDT ITATBEXRNVIABO IV F—2ZBATVET,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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ROBPIDKS75 400 TS —NRRENLEFE, VIVIANIT VT 14 775X %0 Amazon
Managed Service for Prometheus 7 # —2ZBATVET, 7IT 1 7 BBRINIA—2O0ES
EOFMIIOVTR., "1 Z23BLIKEECVWTITATHBIIV-ZABOF 74K,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
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{
"tags": {
"Status": "Secret",
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}
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J7L2A1 ZZRLUTLKEZL,

AWS SDK T® Amazon Managed Service for Prometheus M &

AWS Software Development Kit (SDKsl&, Z< O—HPE7OTZ I ERBTHERTEE T,
ZFSDKIZE, FROYN—DHFBLETEZIEBETCAWS 77— a  aERBICEBETEDLSICT
% API, J—RHl, BLOPRFIXIRMFAZRENTVET, S8BAIO SDKs " FROY/N—E>
X—, O " TEEITDY—)LAWSAWS ;| ZZRBL TEEL,

® SDK p/N\— 3>

ZJ7OIONTHERTS AWS SDK XX Z 01 SDKsOHFEFOE )L RZFEHRL . SDKs &
HOREIZEODZEEZHHOLET, AWSSDK I, ZFOEBEEHEEICIMA., ¥V
FATYTTF—REEENATVWET,
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Prometheus H #t API

Amazon Managed Service for Prometheus Tl&, BT ® Prometheus Bt APl A HR—Kk&EhTL
9,

Prometheus BE#t APIs ", #Z8BL T<L & LWPrometheus BE#: APl ZFEAL I,

NEY D

* CreateAlertManagerAlerts

+ DeleteAlertManagerSilence
* GetAlertManagerStatus

+ GetAlertManagerSilence
» GetlLabels
* GetMetricMetadata

» GetSeries
» ListAlerts
» ListAlertManagerAlerts

+ ListAlertManagerAlertGroups

» ListAlertManagerReceivers

+ ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts
CreateAlertManagerAlerts ARL—23 2@, 7=V AR—AILTZ—rhZERLET,
Bhis HTTP Bi:

POST
B%h7% URI:

/workspaces/workspaceId/alertmanager/api/v2/alerts
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URL VTUNZX—A:

alerts A7 TV NOBES, EFTPTIONE 12075 —h2RkLET, P5—KTD1D
NOBIZATICRARLET,

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.995Z",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
1,
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
3,
"generatorURL": "string"
}
]
O T ARG

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
.
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"generatorURL": "https://www.amazon.com/"
}
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]

L AR A5l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence &, 1 27 Z—rH ALV AZHIBRLET,
B HTTP B3

DELETE
B75 URI:

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URLVIUNTGX—Z: 5L

VO TITANBI

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive
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Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

GetAlertManagerStatus

GetAlertManagerStatus &, 72— KM ZX—J v —DAT—RAICBEITZBEHRZWMEBLET,
B HTTP A

GET
BR7% URI:

/workspaces/workspaceId/alertmanager/api/v2/status
URL VTUNTX—=&: %L

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AB

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
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"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilence &, 1 2OT7Z—hM ALV ACEITZEHRZRBLET,
B HTTP B54:

GET
B3R5 URI:

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URLVTUNTX—=&: %L

VO ITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive
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Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

{

"id": "d29d9df3-9125-4441-912c-70b0@5f86f973",

"status": {
"state": "active"
.
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

15
"startsAt": "2021-10-22T19:32:11.763Z"

GetlLabels

GetLabels ARL—2 a2k, BRIICBEESHFShTVWAIRILZEBLET,

BRI HTTP BFa:

GET, POST

B URI;

/workspaces/workspacelId/api/v1l/labels

/workspaces/workspacelId/api/vl/label/label-name/values < ® URI & GET U

TANDAKEYR—KRLET,

URL VTUNZX—A:

match[]=<series_selector> SRINBEHFHA DU —X%2BRTD, >UV—XELIVZ—

DEVVELZBUEIE, #7232,

GetlLabels
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start=<rfc3339 | unix_timestamp> BB REALRR>V T, A7 3,

end=<rfc3339 | unix_timestamp> & TRALARR>V T 7232 TY,

/workspaces/workspaceld/api/vl/labels OH > 7))LV O T AN

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceIld/api/vl/labels OH > 7 )LIG%&

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": [
" _name__",
"access_mode",
"address",
"alertname",
"alertstate",
"apiservice",
"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",
"branch",
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"broadcast",
"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/values OH > 7 )L IO T AN

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: @,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/values O 4> 7' )LIE%&

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata ARL—23a2 ik, REZ—T YKL SAILAETEhTVWAEXKNUS
ACBEIRIXAEZTF—REZWMBLET, F—7'Y MEBREBREHEESAFELB A

VIVHBROTF—EE02a2RBATZIVRNTBRENE T, BATDITIRMOF—RBXANIIR
BERL, BEICRE, TOXNVIAETLORENATVREEOXETF—RA TR, IXTO
B—=TYNIDEBVARNELTEENET,
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BRI HTTP BhFa:

GET
BE75 URI:

/workspaces/workspacelId/api/vl/metadata
URL JTVUNTX—A:

limit=<number> B8 T2 X KU T ADERKRE,

metric=<string> XX F—RZT7ANEZVVITBDXNIIAB, ZOEFRICTDE, INT
DXRNJIAXRF—IFBMBENET,

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",
"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

]I
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GetSeries
GetSeries ARL —>aiFk, BEOIRILEY NC—HTH2ERINIOVANERMEBLET,
B HTTP Bh3d:

GET, POST
B URI:

/workspaces/workspaceld/api/vl/series
URL JTUNTX—A:

match[]=<series_selector> B892 ) —A%ZBRTD, )—AELIZ—DFEVIRL
BEUEI . PBL<EE 1 DD match[] I EZIBETHIHEN HYET,

start=<rfc3339 | unix_timestamp> BB RE A LARZR>V T 7232 TY,

end=<rfc3339 | unix_timestamp> & TRALARR>V T, #7232 TY,

VO ITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400"
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

L AR AB

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip
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"data":

"status": "success",

[

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"

},

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal"”,
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"

I

GetSeries
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ListAlerts

ListAlerts ARL —>32 Gk, D—O9AR—ATHETITA 7B TS—RNE2BBLET,
B HTTP BhE):

GET
BR7% URI:

/workspaces/workspaceld/api/vl/alerts

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

L AR A

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": {
"alerts": [
{

"labels": {
"alertname": "test-1.alert",
"severity": "none"

},

"annotations": {
"message": "message"

ListAlerts 262



Amazon Managed Service for Prometheus J1—%—AH4R

},
"state": "firing",
"activeAt": "2020-12-01T19:37:25.429565909Z2",
"value": "le+00"
}
]

},

"errorType": "",

"error": ""

}
ListAlertManagerAlerts

ListAlertManagerAlerts &, 7— UV AR—ADTZ—KMNIZX—TJ v —THRERELTVWST
Z—HMIEITZIBREMBLET,

BRI HTTP BFa:

GET
B7% URI:

/workspaces/workspaceld/alertmanager/api/v2/alerts

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

ListAlertManagerAlerts 263



Amazon Managed Service for Prometheus

Q—H—H1 K

vary: Origin

L

"annotations": {

"summary": "this is a test alert used for demo purposes"”

+
"endsAt": "2021-10-21T722:07:31.5012",

"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}

1,
"startsAt": "2021-10-21T722:02:31.501Z2",

"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "active"
.
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

ListAlertManagerAlertGroups ARL—> a2, T—O0AR—ADTS—KIZX—I+v—T
BREATVWBRTS—RNIL—TOVAREZRBLET,

Bi7% HTTP B3

B75 URI;

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups

URL VTUNZX—A:

active 7—I)LfE, true DBE. BEND VAN T ITFATBTS—MNEENET, 7
73 KNEtrue TS, #7232 TY,

ListAlertManagerAlertGroups
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silenced 7—J)L{E, true DHBE. BENBDVANIRFESZOTS—MEENET, F77)
N& true T, #7732 T9,

inhibited 7 —JL{&, true MFE. BENBDVANIRFBLEENETS—MNEENET, 7
7AI) BN true T, 73T,

filter XFHOEF, TS—RET7A LRIV IEBIVFr—OUAN, AT 3T,

receiver XF5, P2—KZE7 1RV ITTBDLY—N—C—HBIDERKR, #7723~
T9,

O TAKNB

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{
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"name": "sns-0"
}
1,
"startsAt": "2021-10-21T22:02:31.501Z2",
"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "unprocessed"
},
"updatedAt": "2021-10-21T22:02:31.5012",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3},

"receiver": {
"name": "sns-0"

ListAlertManagerReceivers

ListAlertManagerReceivers AR L —>32ik, 77— KNI R—IJ ¥ —THEHREIhTVWBL
=N—ICETREREMEBLET,

BRI HTTP BhFa:

GET
B URI:

/workspaces/workspaceld/alertmanager/api/v2/receivers
URL JTUNT X=X 5L

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1
Content-Length: 0,
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

L AR AH

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences

ListAlertManagerSilences &, 7—JAR—ALBHENTVEITZ—MFALAICETS
BHZERELET.

Bi7% HTTP B3
GET
B URL:

/workspaces/workspacelId/alertmanager/api/v2/silences

O TAKNB

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0
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L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",

"status": {
"state": "active"

+

"updatedAt": "2021-10-22T719:32:11.763Z2",

"comment": "hello-world",
"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",

"matchers": [
{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,

"startsAt": "2021-10-22T19:32:11.763Z"

ListRules

ListRules &, DT—JAR—ALERENTWVWRIIL—IILICETRIRBEIEL T,

B HTTP BhEd:

GET
B URI:

/workspaces/workspaceId/api/vl/rules

ListRules
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JOITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AH

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[10m:1m]))",
"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.4295659097",
"evaluationTime": 0.001005399
}
1,

"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
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}I

"errorType": "",

Ilerrorll: mnn

PutAlertManagerSilences

PutAlertManagerSilences ARL—2 32k, #ILW P S —Rh YA LV ADERELEERED
T5—RNGALADEFHZITVET,

B HTTP Bh3d:

POST
B7% URI:

/workspaces/workspacelId/alertmanager/api/v2/silences
URLVIUNTZX—A:

silence YA LVREZRITATZ I VRN, BRERIZRLE T,

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
) O TANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1
Content-Length: 281,
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

"matchers":[

{
"name":"job",
"value":"up",
"isRegex":false,

"isEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

L AR A6

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics ARL—>a ik, BEOBRICHSVT, FEE—EBPBICOLE>TIAZV N

JIVZEFHELET,
B HTTP B5:

GET, POST

QueryMetrics
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B URI:

/workspaces/workspaceld/api/vl/query <® URI &, BENBI TSI AZ NI
ZEMELET,

/workspaces/workspaceId/api/vl/query_range —® URI &, —EHREICHDE>TL >
AZRNIOTUZFELET,

URLVIUNTX—A:

query=<string> Prometheus XMV L) XF%l, query & query_range DA THEAET L
79,

time=<rfc3339 | unix_timestamp> (F 7232 )query ZFERAL THENHERTI VAR
YROIVZFMTBEE. FHMEO XA LARVT,

timeout=<duration> (F 7> 3 V) DXL AT Ve F7 A4 ) NE -query.timeout 7
SYUDET, COENERIZEY ET, query & query_range DEATHERHENET,

start=<rfc3339 | unix_timestamp> query_range ZFERA L T—EHBICHEZ>TOI
ZFMti T 2BE. BHRIALRZ T,

end=<rfc3339 | unix_timestamp> query_range ZFALT—EHBICHE>TIIV%E
TR BEE. RTRALARVT,

step=<duration | float> VLU DOMRATY 7'I& (duration EXEI&E float O
). query_range ZFEAL T—EHBICHOE>TOIVEFMAEITDEEIC, TOUVITUTHE
EENBBEICOKMBALET,

duration

Prometheus BE#t APl @ duration (Zi&, BEICHETTUTOEMNOVTNAZEELET,

ms U

s®

m 4

h B

d B (1 BEEIC 24h %)
wid (1 EBREEIC 7d £8E)
y £ (1 E£FEIZ 365d £RE)
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AHI

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
""252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite AR L —> 3. Prometheus H—/N\—HS1JFE—KN URLICX NU O A &ZBEL
TENEFRRATEEIARETT, BE, COARL—>3 2 ZFUHTICIE. Prometheus H—/N—% &
DEREEDIZAT > NEaERLET,

RemoteWrite 273
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BRI HTTP BhFa:

POST
B75 URI:

/workspaces/workspaceId/api/vl/remote_write
URL VTUNT X—24&:

L

RemoteWrite TOHEV)IAHKL — NI& 70,000 #> 7 IL/R, BUWIAK/N—A K4 X 1,000,000 H
7T,

VO TITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(@ Note

DO TANEXOEXIZDWVWTIE, https://github.com/prometheus/prometheus/blob/
1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64 ® 7' K )L
NYTT7TOEEEZESRBLTILEEL,

L AR A6

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
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Content-Type: application/json
Server: amazon
vary: Origin
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