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NDARLRXA D RERKT D (FA723a2)

A—Y—T7LYRU—BEURL ZEDICE,. BRONAZLARXAVZFERTIZIEZHEBHLE
Fo NABLARXAVZEEBEL, #7232 TARAEZEETEX T,

ABIV—ARAEZY VL, BELEAAZLARXAVOIAREZERTZ7OLAN HVET, R
XAVHSBY, ABIY—AARRY VDORAELERBEZEATZIEEE. CCTATYTZARFY
TTEEY,

T, UTOFIEICH > T Amazon Route 53 ZFERA L TRXAM 2 ZEEL, ZFEALTRXLY
DIEAEZ 1 > 7R— B L ETF AWS Certificate Manager,

1. BRICHE2T, Routeb3 ICRXAA 2B LET, BRAX—II’EEEXT,
2. RXAOERANY—2ZBEBLET, Child Routeb3 ICK > THEBHNICERENET,

a. Routes3 IV —I)lZ2BHEEXT,
b. ERIOFES—>3UHhSKARNI—2ZERLET,
c. RXAVBRICERENERARNI—22RE, RANY—2IDZIE—LKRT,

3. ZMB& AWS Certificate Manager ., A TOFEICHE > TRXAVEFAEZV I ITANLET, V
)1—232 &F7O/4TDFEO)—23aICVB e z2BELET,

4. FET—aTpsiREE—ERTEZERL, SABEVIIARNZREODHERT, VIITAME
REFTHILENFHYET,

5. AAEID ZEBRLTUIIANZRHEERT,

6. RXA2t0>3>H5, Routeb3 TLOA—RZEXTZZ2BRLET, VITANDREC
100D ET,

7. AEASEANRITENLES,

AABODAT—RAEI3IVASARN ZIE—-LET,

RXA > O¥ERK (GovCloud D )

AWS GovCloud CRE#ESP) J—a > IcF 704 L TWT, Research and Engineering Studio ® 7
ABLRXAVEFERALTVREEE. ChSORIRZHOARATYTERETIHHLEN HYET,

1. NTVYIORANRXA U HFERENEBAN—T 123> AWS AT NMIEEEE AWS
CloudFormation AZ Y 2 %#F7O4 L&,

2. Certificate CloudFormation H A6, & ZEDlfCertificateARNTXELE
JPrivateKeySecretARN,

NABLRXA 2V #ERT D (FT23aY) 24


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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3. GovCloud/ N\—F4>3>FHIKNT, CertificateARNH I DEZFE D> —VL Y NE
ERLET, N"—OLY MEIZTIVEATESDEKSIC, :ILW>—OL Y N ARN ZXE
Lvdc-gateway, ¥>—2L Y RNIZ2D00DRTZEBMLET,

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [environment name] (res-demo D AIREMEA " H V) £ T )

4. GovCloud /N—7 4> 3> FAhHJ>VNT, PrivateKeySecretArntH D EEFE > —IL v
NEERLET, FO—ILYMELCTIEATERRSIC, FILLWZ—JL Y NARN ZXE
Lvdc-gateway, ¥—2JL Y RNIZ2D20DXTZEMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (res-demo D EJEEMEA H V) £ T )

ARV Y —AZRMT S

@ Research and Engineering Studio Tl&, F7’' 04 KICXOAIIY —ANBEETD & & AWS
BELTVWET,

« KYRNT—=F2J (VPC, NTVYIOHTZRYN, TTA4R—=KNGFTZYN)
C ZTlk., RES IR, Active Directory (AD), £BEARL - ORANCEAEND EC212A
BUAERITLET,

« AL —2 (Amazon EFS)
ARL=—2RVI=-ALICE., REFRIONYTAVTZARNTOF v (VD) ICHEBHRTFAILE
T—ANFEERTVET,

« T4 LU KUY —ERA (AWS Directory Service for Microsoft Active Directory)

TALORNIY—EAG, RESREICHLTI——ZFALET,
s F—ELEORT (A—HY—FB, NAT—R) &L TT7#—X Y N& N Active Directory —E AT
NoOVROI—H—RFENAD—REZELS—IL YK

Research and Engineering Studio l&, Z#EAL T, Y—ERXAT7HINONAD—REE, BE
LE>—OL Y BIZT7 VAL FTRTFTAWS Secrets Manager,

HAEIY—AERMET S 25


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning

BIHI T % 3 X T D Active Directory (AD) 1—H'—ICH U THEMB EX—I T RLAZEET
DREBEHNFHYVET,

® Tip

TFERBEZTF7O4/LTVT, ChSsOAEIY—ANFABATEZVEEE., AWS NA N\
74— VAAVEI—FAVILIEEFERLTHBUY —REERTEET. THIY
NMCUY—REFTOCTBICEABUY —RAEERTS. ROEIT3I> T, #BBLT
<EEL,

AWS GovCloud CKEES) U—> 3> TOFEF7TOMTR. T OFHEKHERTYTEE
TERHBENSYET RXA DR (GovCloud D& ) o

IRIET LDAPS ZFRET S (F 723> )

IRETLDAPS BEZFEAT2EE. UTOFIEEZRETL T, fAHAEZERL T AWS Managed
Microsoft AD (AD) RXA > NO—F—IZF7X2YFL, AD £ RESENBEZREHITIMLEND
WET,

1.

F oY —/)N\—{@l0 LDAPS Z&%HIC 9 % 5 7E AWS Managed Microsoft AD, ICEEEEhTWD
ATYZICRVWET, LDAPS ZERICEMICLTVRHEEIE., COATYTEAFY S TEE
ED
AD T LDAPS "RREETNTVWAH & Z2MAL S5, ADFIAEZIVAR—RNLET,

Active Directory H—/N—IZBEBL £ T,

EIEE L LT PowerShell 2BE £7,

certmgr.msc ZE{TU TAIAE U AN ZHEE T,
BAICEEE NI —NRAIMEZRE, RICAHEZRFEVT, AHEBVANEHEET,
AD H—N—CtRIUBHDAHELERAL (FLERFEIVUYI)L, IXTORAIZEERL
THASIVAR—KNLET,

Base-64 TL1—R&h/ X509 (CER) Zi#IRL., RAZBIRLET,
TF4LORN)ZBIRL, RNZEBRLET,

>—2L v bR AWS Secrets Manager :

® o 6 T o

1 Q@ —h

1

BT IDAPS £RET (A 73 26


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

Research and Engineering Studio 1—H—HA R
—ULYRNIZ—I¥—TI—ILY NEERTBBAER. [Z—IL Y ORAT]T[ZD
feD>—UL Y N Z&RL, [FL—2FTFAN 74— RICPEM I 0— ROGEAEZH
WNWTERT,

4. {EHREN/-ARN ZEZZZHT. O DomainTLSCertificateSecretARN/NT X—RELTA
HUEITATYT 1. BREiREHT D,

Microsoft Active Directory Dy —E AT HDV > NZRET S

RES ® ID ¥ —A & L T Microsoft Active Directory (AD) ZiBRU =354, AD IC7OTTAILEKDT
DL AZFATRIY—EATHIRMNHVET, RESOA VAR =IO—RELT, Y—ERT
WOV RNOFEABEREZFEAL T —ILY NEBEIRBENfHBVET, Y—ERATHIY MEROHEEE
EHEYELET,

«c ADASI1—H—%EH3%5 . RESIEFAD AS51—H—%AFHLT, I—Y—H»FDI17TR—%I
COJA>TEREDICTRIHENHYET, BH7OARF., Y —EAT7HIOMNZ2FEHALT
LDAP (% 0]) #FALTAD 20T UL, FRAAREAI - —CII—TE2RELET,

« AD RXAICEBMTB: chidk, 41 2AZAN AD RXAIZESMT % Linux REBET R D
NYTEAVTZARZIOFYRANDATSIVARL—232TE, RES TR, chiF
DisableADJoin/N\TX—ZTHIfIEnhE T, CcONTXA—REFEFTT7 7))L N T False ICRREE NI F
o DFVY, Linux REFAIRNY TR T T I REETAD RXAICSMLKRSELFET,

« AD ICER T Linux RETFARAINYTEAVTTARNTIVFYRANE., AD RXAIZE
U 7% W54 (DisableADJoin = True), AD RXA VICEHKELET, CcOBEEFERATSIC
&, H—ERAT7HDVY KT UsersOUB LY O1—HY—ETIN—TOHmII T IV ELRAEMSET
9 GroupsOu,

H—EATHORNIR, ROTIVEAFANDBETT,

e 1—H—%BEHL TAD ICEHTDICIE > UsersOUB KT O I1—H— T I —TO5HEN) T D
2 AGroupsOU.

« AD RXA ST B2k > TComputerA 72 T MEHERL £ 9 ComputersOU,

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 @AV V7 NG, BYIBY—ERTHIO U NOT O EAFTZ2FE5TEHED
BlERLTWET, MBEOAD ICETVWTEETEET,

Microsoft Active Directory D —E AT AT ~ 27


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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7Z7AR—NVPC ZRETD (F7>32)

Research and Engineering Studio Z 08fE iz VPC ICF7 O/ 92 &, B0 TSA4T AL
ANFTUOABHRZBLILOOEF IV T4 F@btEhET, £LEL, BEORES F7O4 &k, &
FEAEODA AN —=INICA 2 EZ—Y RTIOELAILHKELTVET, 75A4RX—KNVPCIZCRES %
AVARN=ILTBICRE., ROBRFHEEBLLIDENFHYVET,

N =R

« Amazon XA X—2 (AMIsZ #1893 %

- VPC IV RARAV NDORE

e VPCIVRARARDIBEWNY—ERAICELHTS

« 75AR—=BVPCF7OMNFX—RZERETS

Amazon X4 X—2 (AMIsZ {59 %

1. #®iFEFREFVO—-RLET, Btz VPCIZF7O/492ICF. RESA2VT7FARNT D
FYTNTIYIAE—FY RT O RABL THREFEREZFATEDILREN B ET,

2. Amazon S3 AV ERT IV LAEEETES ID & AmazonEC2 £ LTHE D IAMO—)L %4
BLULET,

a. |AM 32V —)L (https://console.aws.amazon.com/iam/) ZF& £ 9,
b. A=) A5, O—IOER ZBRLET,
c. fBEENEIVTATAEZBRIR—ZTUTZITVET,

s EEENEITATAR47T, ZBIRLET AWS OH—E A,
e TH—VFR, FhF "1—RT—RJ MEC2) #iBIRL. "XxAJ ZBRLET,
d. 7OtLAHFUZEMTS T, XOTVELAFUR) D —%BIRL, INZBRLET,

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore
+ EC2InstanceProfileForlmageBuilder
e. O—J)LBEHBAZEML, O—IILDEREZBIRLET,
3. EC2Image Builder I R—%> N ZHERLFET,

a. T EC2Image Builder 32 —)L%& R & & ¥ https://console.aws.amazon.com/
imagebuilder,

TZAR—KNVPC ZRBRETD (F7>3) 28


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder
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b. "REENEVY—AL T, "TOVR-—FT b, ZEBRL, "OAVKR-—DMOHEKL Z2&
RLFET,

c. AVAR—FXVBNOERR—IT, XOFMEANLET,

« AVR=—FVKEA4T T, EILR ZEBRLET,
s AVR—ZVNOFMBICOVTE, ATZERLET,

INTAX—& d1—%—TIT> K1
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or

Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. JVR—FKVKNOERR—IT, RFIXRNIVFTVVYOEREZBRLET,

. EERFIXDNOABRZANTIHEIC, targz 774D T 7A4) URI N RBET
¥, RESHE#HTS targz 771 J)L% Amazon S3 /N7y N7y 7O—RL, I\
TYRNZONTAHNST7A4IIDOURI ZIE—LEF T,

i. RDEDICAHLET,

(® Note

AddEnvironmentVariables A 723> ThHVY ., 1V TFARNTIF ¥R
ANCHARZLRBEHN VDEBEWVSESIHIBRTEE T,

http_proxy & &KV https_proxyRBEZEBERETSHEE. 1V AXVA
F7OF>ZFEAL Tlocalhost, 1 VARV AXZT—RIP T RLA, &
CVPCIVRARANEYR—NTDIH—EREITIJLBEVKSIZTDIC
&, no_proxy/N\TX—2NFUETT,

TZAR—KNVPC ZRBRETD (F7>3) 29
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

TS5AR—NVPCEZRETS (F73) 30
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- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.

com,sts.

com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

[OAVR—F2 MK Z8RLET,

TZAR—KVPC ZHRETS (723>
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4. Image Builder 1 X—2 L EZERLET,

a. LZEOERR—IT, ROKSICAHDLET,

+o>a>

L= E5¥4E

BEEXD A X2

A
\I
N
%)
\I
N
Ry
it

NS A—5
Bl

N—o a3
Sk

£ A= DER
(OR)

BE8N—>aZ>od47
>3z

e AN

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure N1 7542 DETHE
ICSSMI—> I hZH|
B} 9 % is not selected.

TZAR—KVPC ZHRETS (723>
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to>ar NTX—2Z dA—H%—=T> K

EEFALIORNINA EETFALIOBRNIUNA /root/bootstrap/re
s_dependencies

dAVR—F2 b OAVKR—F2 NDBE UTzmEL TERLE
9o

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 > R—
x2bho 74—=J)LRIC
AWS 7hHO2KID &&
OAWS U—23 %
ABLET,

TARIAVKR=FT K~ ZRBELTERLE T,

« Amazon Yx— R:
simple-boot-test-linux

b. [L>EZEKTD] Z2EBRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,
a. REBHRIVYVY—AT, (I VT7TFANTZIVFrREZERLET,
b. 4127FARNTIVFY—BROER 2 8RLET,
c. AV7ZARNTZIUFVYREDERR—IT, ROXSIZABLET,

o3 NTAX—& d1—¥—-—IT> KU
% ZHl Enter an appropriate name

such as res-infra-linux-x86.

TS5AR—NVPCEZRETS (F73) 33
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+o>a>

AWS A2 T7ZARNTIF
-v

NFA—=5

SHI:I

o

IAM O—)L

AVABYAZAT

VPC, H¥7%vYy N, %2
UF4 )=

d. A1VT75ARNZIVFY—BEOER Z28RLET,
6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

1—H—TI KV

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /N7 Y A D
A2B2—XYNTIOEA
ET OV EAZFATEDH
72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EFET,

« VPC: A2 T7ZANTY
FrEREICEREATY
2N ERL VPC ZEIR
LET, <® VPC ICF
A=Y NTIOLA
FHBETY,

c A2NTVRIL=I
-« %47 SSH
* [Source]: Custom
- CIDR7AY 7:

0.0.0.0/0

a. Image pipelines [CBEB)L . Create image pipeline Zi#RL £ 7,

TZAR—KVPC ZHRETS (723>
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b.

g.

NATZA2VDFMEIEER—TI T, ADELSIZADL, RANZBRLET,

s WATZA2REFT> I DOFHA

s EILRATD 31T, ATP1-)ZRETSDH, AMIR—F2TTOLAZFHT
IR T 255 FBHZERLET,

LEOBRR—IT, BEOLIEZERAZZERL, AICERLELEBZADLE

T, [RN\] ZBIRL X7,

B&7OLAODERR—IT, F7FILMOT—070—%BRL, RNEZBRLET,
"A2VT7ZARNTIOFYREDESRL R—IT, "BBFEOAVTIZARNZIVFYREZEH

T2, ZBRL. UBTICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN\] 2

BRLEXT,

TAANIELI -3 VRENERR—IT, BRECODVTRORZEELTSEE L,
* RESHECASAVTTZARNTZIFYRAMNAA VAR AZBHICEETESD LS I,
HAOAX=DRBF7O4ENZRESREERLUV 23 VICHEETIVEN HYVET,

H—EAOF 74 NEEHATSE, EC2Image Builder —EANERAEhTWSD ) —
DAVICHAAX=DHNERENE T,

- RES Z##¥HN)—2a IcF7O49%58k. HILLWF1ANIELI—-2 3 RESE
ERL, TZICU—>23a > zBMTEET,

BIRABRZHEBL. NMTFAVOEREERLET,

7. EC2Image Builder N1 754> ZERTLET,

a.

b.

AX=DNATZAUDS, BELIENATZA42 2RO TERLET,
To2aveaEBBRL, NMMTT7A4VORTEBRLET,

INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEAMI O AMIID ZEZ8E%. O InfrastructureHostAMI NTX—Z DA HE L THEA
L & dthe sectioncalled “ATY 7 1: RR%zEETD,

VPC I RIRA > N DERE

RES #F7O4 L TREFAIRNY TZEBHTBICE, T7SAR—KNFTZY NADTIEAAWS
DH—EADNMRETT, VERBTIELAZERBHTEZIELSICVPCI RRANEERETIDHEND
WET, T, IVRRAVRZEILChSORATY TR BYBRTIHBENHVYET,

TZAR—KVPC ZHRETS (723>
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1. IVRARAZBIHFBUAIICREE N TVEWEERE.

"A2V8—7IAAVPCIY RRAU K

AWS DY —ER ZFEALTICTI7EAT2, CRETATVAFIRICHK > TEZL,

2.

AWS OB —ER

T 7 ) —< 3> 0 Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

IZATAYO20—RNZZ2T

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

2DNTRASEVFA—V—2DEFNEFNT 12T SAR—RNYTZY RNEBIRLET,

H—ERH
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region.dynamodb ('— NI A L2
RIRA NARE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 (RES TF7 # )L N THERE
NBT—RIIATIY RRANFBETT ),

TS5A4R—KNVPC #RETS (F723)
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
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4. TA—LIZUTOBEHRZADLET,

a. SAML ZERL ET,
b. Z7ONAHA—RIC, DAY TVWERZANLET,
Enter metadata document endpoint URL Zi1#iRL £ 7,
FIZCOE—LU & URL Z A8 L ETIAM Identity Center TOTF ') r—23a> 0ty K7V
7
e. Provider email BH#IC "emails EAHLET,
f.  [Submit] ZiERL T EE L,
5 R=DZEHL., AT—ZANBMERTEND L Z2HIELET,

o o

SUUNYA2 A (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio &, £Z® SAML2.0ID 7’ONA/ A —&HEEL T, RESKR—AJL
ANDI—Y—TOEAZRIALET, cNSODATY T T, @ﬁb?’" SAML2.0ID Z7’ANA & —
ERETHFIEZETRLET, IAM Identity Center ZFERT2HEER. "1 Z8RLUTKEEVIAM

Identity Center TDZ I )4 2 A2 (SSO) DERFE

(® Note
d—4%—0E X—)Li&, IDP SAML 7#H—2, 32 & Active Directory T—H T2 HLEN H V)
F79, ID 7O/V1 5 —%& Active Directory IZ#E# L, EHNIC1I—H—ZREBITIXLEND
WET,
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(N =Ry

ID Z7ONA X —%ZRET S

- DZ7ONAE—%FEATDELSICRES ZRETS
- FEAXFRETOID Z7ONAE—DEE
« SAML IdP OEEDT/\NY T

ID 7ONA X —ZRET S

Ot Y 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITHDFIEICOVWTHALET,

1.

RES . RESAR—ZRIILETADP IV RMOT IV LA FTENTVWS 1—H—ID 2D AD

(AWS YZ— RAD £ EIL 77O 3aZ T AD) BB E2FIRBELTVET, AD %

D H—ERX7ONAZ—ICEHKEL, 1—F— D ZEHLET, AD 2L, 1—H—ID 2[E

HgHHZECO2VTRE., D7ANMA—DORFIX M ESBLTLEEZV, flREFE, " AWS

IAM Identity Center 21— —#4 Ry ® "ID YV —A& L T® Active Directory DR ZZ8BL T

<fEEEV,

ID 7A/NAA— (IdP) TRES ® SAML20 P74 —> 3> aBELET. COBREICE. XD

NTA—ZHNFRBETT,

« SAML UXALY2KNURL—IdP A"SAML 2.0 LAR RAZEH—EA7ONAZ—IZEETD I
OICERAT S URL,

(® Note
AP IC& 2Tk, SAMLUR AL I KNURL OBRINERBZEENHYET,
F7 )4 —23> URL
« TH—23>r21—I—H%—E X (ACS) URL
« ACSPOST /N1 >F 4 >% URL

URL ZEIE T3 (CI&

1. BEHZEEWE clusteradmin ELTRESICHA 14 LET,
2. REEE - —EE->D7ONAMEZ—ICBBLET,

3. SAMLUAAL YK URL ZZRLFET,
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« SAMLA—F 4 I AURI —H—ERZ7AONAE—flO SAML A—F A T AI T AT A

hH—=0 ID,
@® Note
IdP IZ&k 2 Tlk, SAMLA—F 1 I AURI OBEINBERXRDIEENHV)ET,
» ClientlD

« P74 —232 SAML WRE

« SPI>FT47 41D

ANERODERTEELEY,
urn:amazon:cognito:sp:user-pool-id

SAML #—F 4 L2 AURI Z#&ERTDICIE

1. BEEZFELW clusteradmin ELTRES ICH A1 LET,
2. RETE S —ERE>ID7ONAE—ICBBLET,
3. 1—Y%—7"—)LID&#&RLET,
3.RESICERBEEND SAML 7H—>3 > ICE, ROT71—=)LR/IOL—LHNFI1—HF—DE X—=I)T
RLAICERETENTVWBRHXENHVYYET,
« SAML Subject F =& NamelD
« SAMLE X—)L
4. 1dP [k, SFREICESVWTSAML 7H =23 IC71—=)LR/OL—LZEBHMLET, RESICIECh
SNT7A—=)LRAIVBETT, BEAEOT7ONART =, F7AILRTIhhEsOT1—I)LR%ZRH
BPICADLET, RETHDVEN HBIHEEEF. ROT1—I)LRADEEZSBLTLSEEZ,

- =

« AudienceRestriction — & ([CFZE L £ Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%'—7"—)L®O ID ICBEZEM|AFET,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
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</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL ¥ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RXA 2 BICEE
BZET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

- SubjectConfirmationData — Recipient 1—#'—7"—)lLsaml2/idpresponseL > RRA >~
ETTD SAML U2 T AN ID InResponseTollFRELE T,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — I XD LS IC ZRELF T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5, SAML 77U —>3a>icOJ7J7RNURL71—=I)LRIF®HBDEEEF. ([CRELFEFT <domain-
url>/saml2/logout,
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RXA> URL ZEI8 93 I

1. BEEEZELW clusteradmin ELTRES ICHA 14> LET,
2. REEE S —REBEEID7ONAEZ—IZBHLET,

3. RAAURLZEIRLET,

6. IdP A" Amazon Cognito &£ DIEHEAZHIU T B HICEZIHAEEZT ITANDBEAE. Amazon

Cognito EFFEAEZA V> O—RL, AP IZF7Y7O—RLET,

ELHABEHBIZICE

1. OB A EDAmMazon Cognito 2 Y — )L % H < AWS Management Console
2. 1—Y—T7—)ZBRLET, I—H—T—)LE THRIRXENHYE
9 res-<environment name>-user-pool,

3. HAVAVIVARVIVART 2 BRLET,

4. 7IFL—TFT4YRIDZ7AONARE—DOH A2 42 E02 32T, ELAAZTORTEERL

x5

CDFFBAEZFEAL T, Active Directory IDP 2y N7Y 7L, %iBMlLrelying party

trust, COIAEFAZFECHL TSAML U R—NEFMICTEEXT,

® Note
—hld Keycloak & IDC ICIFBERAEhEE A,

5. P7UT—2arv0RYRFYTHAETLES, SAML20 77U — 3 X 8F—4

XML £/ URL ZFV>O—RLET, XOEIZ IV THEALET,

ID7ONA A —%ZFERHTHELSIC RES #RET S
RESDIVINY AU AV BEERTTRICR

1. BEEZELWE clusteradmin ELTRESICHA>1>LET,
2. RIEEE S —REE>ID7ONAE—IZBEBLET,
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3. Single Sign-On T, AT—RAA VT —ZDEICHDmET A4 1> %3&IR L T Single Sign-On
Configuration R—2 ZHEE T,

a. IDZ7ONAH—T, SAML ZERL £ T,
7ONAZ—FICE, D7ONAA—DO—EDOERHZADLET,

o

® Note
RDBEREERATEEEA,

» Cognito
* IdentityCenter

C. XBF—ZRFIXVKNY—AT, BYUBATZIVZEERL, XZF—2 XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

d 7ONAMEZ—EX—IEHIC. TFANMEEZALLEFTemail,
e. [Submit] ZERL TEEV,
4. RERER—TJZBO—RLET, RENELVEE, TN YAFFBMCEY KT,

FARFRRETO ID 7ONAMF —DRE

RBEEhEAR) Y -2 Z2EAL THAFERKEO RES REZEML . |IAM Identity Center %Z ID 7
ONAX—ELTREL BB, Okta BEDRID ID TANA T —ZREIT DL ZHEHLE
¥. RESSSO A7 # — LAk, 3 DDRENTXA—REZERLET,

1. 7ONA X —F —EETEFLEA

2. XBTF—ZRFIAIX MKz URL — EE AR

3. 7ANAF—EX—I)LEM — BET#E

XBF—BRFIARNETOANA T —EXA—I)IEHZZEETSICEK. ROFIEEZEITLETD,
1. Amazon Cognito AV —=)LIZBEBL T,

2. FEX—>arprs, 1—H—T—IZEERLET,

3. 1—Y—7—)Iz2BRITDEL, 1—H—T—ILOBENRRENET,
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4, BAVAVIVARYIVAZTHS, 7TFL—TFT4Y RIDZ7ONAA—DOH A1 2ICH
BL, RSN ID7AONAME—ZHEET,

5. BE, X&7—22ZBL, BENYEVIJZZELABVETTEAET, BENVYE T ZE
2R, MEZEBRLET, XET—EXRFIAIXVRNZEHITBICE. XXTF—RDEE
A ZBRLET,

6. BHEYYE T ZwEL B A, DynamoDB T<environment name>.cluster-
settingsT—7 L EEFHITBILENF HYET,
a. DynamoDB A V—J)LZ@E., FES—>3arhs7—7IEERLET,

b. <environment name>.cluster-settings T—7 ) ZBREL TERL, 7oV a X
“1—-H5HEHBERZREZERLET,

c. AFVYUFRERIVIVERT, 74ILEZ—CBEBL. RONTAXA—-FZAHNLZET,

- BHER —key
« {8 — identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (£17) Z#IRLET,

7. BREh-EB TXFIZtkFKidentity-
provider.cognito.sso_idp_provider_email_attributel . #R&E &iBIRL
T. Amazon Cognito DEEE —HTALSICXFIZEZEELET,

SAML IdP OEEDF/NY J

SAML RL—%— —Chrome 7 2 YT DILRMAEZFRAL T SAML VI T ANEZEBH
L. SAML 7H—> 3 {EARERTEET, FHMIZDOVTIE. Chrome JI7ARNT® TSAML ~
L—H—, #28RBLTLEETL,

SAML BER#&E*Y —J)L — Onelogin IZl&, SAML T J—R&hizfEZz7I—RKRUL. SAML 7H—
JAVORBATA—IREFIVIIRILOICEATEDY —IINAEETIATVET, FHlIEOVT
l&. OnelLogin 7T 7H A ~N® "Base 64 Decode + Inflate; ZZBL T &V,

Amazon CloudWatch Logs — CloudWatch Logs T RES AV OIS —XBLEE2HRETEET, O
E. VWSRO TIIN—TICHV) ETres-environment-name/cluster-manager,
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Research and Engineering Studio I—%—HA KR

Amazon Cognito R¥F 1 X2 b — Amazon Cognito & ® SAML HE DO FHMIC DWW TIE., TAmazon
Amazon Cognito ZROY /N—HA Ry ® "I1—H—7—)LA®O SAMLID Z7ONAZ—0EM, %=
ZRLTLSEEY,

A—Y—O/NAT— ROKE

1. AWS Directory Service AV =LA 5, ERLEARAZRY IOTFA LI NJZBRLUET,
2. TU23arXZa1—-7T, A—Y—-NAD—ROVEY h2BRLEXT,

3. I—H¥—%=&RL, ILLNAD—RZAHLET,

4. NAD—RoUtYy NZBRLET,

U7 RXA2 DR

NDABLRXAVEZGEALTVWRHER,. R—RIL0OUI7EH2E VDIBHEHR—RTHLSIC
BT RXANVERETIBENHY)ET,

@ Note

AWS GovCloud CRE#EHE) U—2 32 ICF7O4F3BERE. RXAUNTUY IRAK
V—2%KRANTRDEAN—TA2AVTAIVRTOITTTIT—>32 £ VDI HT R
XA ZRELET,

Route 53 2V — )l ZR&EX T,
ERLIZRXAZ2BREL, LO—ROERZERLET,
LO—RZELT "weby EABLET,
LO—R&A47ELTCNAME ZBIRLET,

Value ICIE, RFDE X—ILICRELEU 9 ZANLET,
[LO—RZ4EK] Z2ZBRLET,
"OLO—RZEXTHICE. NLB 7 RLAZEELET,

N o g A~ DN~

a. AWS CloudFormation AV —JLZBEET,

b. <environment-name>-vdc ZERL TEEV,

)Y —A%Z&IRL. ZBE EI<environmentname>-vdc-external-nlb,
d NLBASDNS#ZIAE—LZFET,

o
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8. Route53 2 V—-I)IZRHEXT,

9. RXAZH®RL, LO—ROERZBRLET,

10. LO—RRIC T, EABLFETvde,

1. [LO—RXA7TT. [CNAME] ZZRL £,

12. NLB @354k, DNS ZAHL FT,

13. [Create record] (L. J— R&ZERK) ZiBIRLE T,

ACM REFRE Z R T 2

F7 A NTE, RES & RXA > amazonaws.com ZERALTCTF7 U —>3a>O— RS H—
TIITR—=BRINZERAMLET, MBORXA D ZFRTIICE., I -2 RETSE, L&
AWS Certificate Manager (ACM) A5 UV T ARNEni/NT U Y U SSLTLS ffHERRET DI HE
HFHYVET, ACMEFEATZIHRRF. 94T RETITH—ERRANED SSL/TLS F ¥ X
LNZERESHTRDEODNTA—BRELTEETHIHLEN D AWS VY —ABZZITEYET,

® Tip
ABUY—RAFENYT—VEFTOCT2HBAR. CABIY—RREY V2770
4 PortalDomainName T2 & ZEI(Z, BIRUERXA D E CADTEIHENHVY) ETHIED
\J_Zéyﬁﬁﬁ?éo

NABLRXA DAREZEKTDICE

1. A>Y—=I)LH 5 AWS Certificate Manager Z#B#&, N7V Y VFIAEZ ) ITARNLET,
AWS GovCloud CREIBESS) (C77°'0414 3 5F & . GovCloud /N—F 123> FHU2 NIEEH
EzERLET,

2. "NTUvOIMREREVIIANTS, BERL., "RAL BEBRLET,

3. RXAHZT., *.PortalDomainName& MOEANIAEZ VI ANLE
3 PortalDomainName,

4. RREEXY Y RT, DNS il ZzBIRLE T,

5. [UVIARN ZERLET,

6. Certificates JARND S, UOTARShI-IHAEEZHRHEET T, FALAEOAT—RAF. BiL
REBPICHEYET,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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k

® Note
AAENRTENBVEERE. VANEEHRLETD,

7. ROWThHAZITVWET :
- BRTF7OA
JOTARESNI-BABAESOLAENFEMA S, Route 53 TLIO—RE/ER TS ZiEIRL
9, AEOAT—RARRITEAXICEDYET,
«  GovCloud 7’01 :

AWS GovCloud CKERZ) TF7 04 95F5lE. CNAME ¥—&fEZ2dE—LET, &
RAN—T71423a>T7ho s, BEERALTNT VY ORANY—=2ICHLVWL O—
RZEERLET, SEAZEOAT—RARRITEXICEDYET,

8. #MULVEIBAE ARN ZIE—L T, ONFX—ZFELTASBLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A ~—JLHI(Z CloudWatch I X0 OT ) —7Z4EKL
F9. F7FLROREFICOVTRE, ROKRZSBRLTLEEZL,

CloudWatch Log ' )L —7 Retention

/aws/lambda/ <installation-stack- BEMHEREL
name>-cluster-endpoints

/aws/lambda/ <installation-stack- BMHEREL
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BXHRE L

name>-cluster-settings

/aws/lambda/ <installation-stack- BEMHREL
name>-oauth-credentials

Amazon CloudWatch Logs
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CloudWatch Log ' )L —7° Retention

/aws/lambda/ <installation-stack- BRHEREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BXMHEREL
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- BXHRAL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BXHIRE L

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3INAE
cluster-manager

/<installation-stack-name> /vdc/ 3N AE
controller
/<installation-stack-name> /vdc/ 3N AME

dcv-broker

/<installation-stack-name> /vdc/ 3INAE
dcv-connection-gateway

A7 —70F7 2 ) NOREEZZETSEHESE. CloudWatch 12V —)LICHEE
L. CloudWatch Logs DOJ F—2REFEZLZETRERICH > T LEEV,

NAZRLT VEAFA DR DEHRE

2024 F 4 ABRE, DARLT OV EAFTOEREZTRAYFIHET, A7V TRESICK?
THERENLEO-—NEZEETEET, NARXRLT OV EAFAORRE., 7O RAFADRRD ARN
% IAMPermissionBoundary /NZ X—2 0O —EE& L TEET S < & T, RES AWS CloudFormation @
AVARMN—=ILO—FELTERTEEXT, CONTXA—RZZOEXRICLEBEE, RESO—-ILICE

TOEAHFTOERIFREENETEA, AT, RESO—IANEETHILHICHKXELTII2D
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JARNTT, FRITZFEDT VEAFADRAT, XOT Y
ZHELET,

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",

~

>az

AEARHICEFTEATVWS L

NABLT 7 AFADORRAORE
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"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*"
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb: *",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fox:i*",

||geo:*||’

NABLT 7 AFADORRAORE
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"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",

NABLT 7 AFADORRAORE
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"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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RES Xfit> AMIs Z5XE ¥ %

RES XfJ> Amazon N> >4 X—2 (AMIs) ZEAT3 &, RETAIRNY TA2 AR A (VDIs)
N RES IFRHREZNAZLAMIS ICTVAARN=)TEET, RESHSAMIs Z2FEATH &,
BHIICRSAVENTAX—DRFEALE VDA AR AORHFEANEHENET, EC2Image
Builder 235 &, AMIs ZBEL THLWIY T RIITARYVELTERTEET, Image
Builder ®E¥#HIC DWW TIk, Mmage Builder 1—%—H4 R, #8BLTLEZV,

R ITDEIC, ZM/N—23ORES ZTF7O1TRRENHYET,

N =R

« RESRIBICTIVERATREHO IAMO—LZE2ETS
« EC2Image Builder A R—F 2 N EERT D

« EC2Image Builder L E&Z %9 3

« EC2Image Builder 1 7 2ARNTUVF Y ZRET D

+ Image Builder f X—=SNA T 54V %ERET D

* Image Builder f X=SNA T4 ZR1TTB

*« RESICHLWIYTZRIVITARY VBRI

RESIRIEBICT IV LATZLEHO IAMO-IILZEHET S

EC2 Image Builder * 5 RES IREH—ERAICT IV L2AT ST, RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— L2 ERF LR EETIHEN HY) F

¥, Image Builder TEAT S IAM O—J)LOFREIC DOV T, Image Builder 1—H—7H 4 KD AWS
Identity and Access Management (IAM) 2S8R L T E&E L\,

O—)LICREATABETT,

« Amazon EC2 H—ERAZ UL FEEET hBE&,

« AmazonSSMManagedInstanceCore & & U EC2InstanceProfileForlmageBuilder 7R 1J < —,

« F70O4 & hiz RES BEA D DynamoDB $ & T Amazon S3 7V AN GIRENEHAR A
RES 7ﬁ U :/_o

(CORVD—F, DAZI—EBRV—RFIXVNELERADARAEI—A2F42RID—R
FAXZROWTIAILLEYET ),
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1. 9. O-NLECT7EYFEIBHFLWRIU > —ZERL £7: IAM -> Policies -> Create policy
2. RUZ—IF142H5 JSON ZERLZET,

3. CCIlRTARU—%2OE—LTITF1RICBEY)FF, us-east-1 BEED AWS U—>23 >
(2. 111122223333 % AWS 7HJ> NIDIZ, {RES-EnvironmentName} ZXEIZIGUT
RES EnvironmentName ICEZ# X £ 9,

RES 7R —:

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "RESDynamoDBAccess",

"Effect": "Allow",

"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-

EnvironmentName} .cluster-settings",
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/xes-xready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/
host_modules/*"

1
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1

}

Next Z3BIRL, BRIEA T IV OHRBEZADL TR —OERETTLET,
O—I)LZERTBICE. £7 IAM -> Roles -> Create role ICBEL £,
BEENEIVTATARATT, AWS "TH—ER, ZBRLET,
H—EAFRLERI-ART—AORAY TRV TEC2 ZEIRLET,
I—AT—AE9>3>T, EC2ZEIRL. XANZEBRLZET,

ZREL, UEIICHERL RIS —OBFZERLET,

10. RN ZBIRL, BREeAT>a20HBAZADLTO-ILOERZETLET,
M. FLLVO—-)LZBRL, EHEERIUTEHBID L Z2BALET,

© © N o 0o &

BESINEBERI T AT1

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

EC2 Image Builder > R—% > NEEKT S

MImage Builder 1—%—74 R ® TImage Builder AV —J)LZFERAL T AR—Z> M EERT
21 DERICHVET,

OAVRKR—ZF NOFBZEANLET,

1. Type T. Build Z®RLFT,
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2. AX=TDARL—FT AT ATA(0S) DHBAK, Linux £i(d Windows ZBIRL £,

3. OdAVAR—F2VRNRBICE., BEDODDOAYXTVWREEZANDL FEITresearch-and-
engineering-studio-vdi-<operating-system>,

4., AVER—ZFRON—23a B FEANL, A7 3> THBEZEMLET,

5, EERFIXVNIGE, ROEET7AINEAADLET, I5—HFRELEESE, YAMLT7 74
LNEAR—AIZHBTHY), REAEMEOSVEREETT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
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steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
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'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
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- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. A7IORTEERL, AVR—F NOEREERLET,
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EC2 Image Builder L E % %59 %

EC2 Image Builder L>ET, ILVWAX—2ZERTHEHOBRBRELTERATEIR—AS
X=DE, AX=DBAAZIIAALTINTHBGEBY)ICEHETD L EHRITHLHICEMT
P2—EOIAVR—XUNZERBLET, LVEZERETLFEELT, $EZRESY7RMNVITO
HEEREEODZ—TYNAMI ZBEITBIVLEN HYVET, LVEOFEMICOVTE, "LIED
BE, £BBLTIEE,

RES &, ROAX=DARL—FTA VI ATLZYR—NLTVET,

« Amazon Linux 2 (x86 & & ' ARM64)
« Ubuntu 22.04.3 (x86)

« RHEL 8 (x86). & & T 9 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

Create a new recipe

T EC2 Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
RTEBHRIVY—AT, A X=DJLIEZBRLET,

[MX—=L2EDOER] ZBIRLET,

—ZENZMEN—2a EBSEADLET,

RES THR—RENATVWBIR—AAM X ZBRLET,

AVABRVARET, SSMI— I M TUAVAR=LERATOBVEERE A AR—
MET, I—F—FTF—RXBLVCETOMOMER IS —F—REBREADLET,

© g bk~ 0w DN =

(@ Note
SSMI—YIVRZEAVAR—IILTRIFELCOVTR., UTZZELTSEZL,

e LINux AEC2 AV ARVAICSSMI—2INEFHTAARN—ILET,

» Windows Server D EC2 /1 VARV AICSSMI— I NEFEHTA AN
BRCTFTUAAN=)ILZET,

7. Linux R—ADOL>EDZEWE. Amazon NEEFDaws-cli-version-2-1linuxEJL R
OdAAR—ZFMNZ2LIEICEMULET, RESA VAN =LAV NE AWSCLI ZEAL
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10.

T. DynamoDB 7 5 AR —REDHREMEAD VDI TV AZRMHL E£F, Windows TlE.
COOAVR—FXVNEREHYEFHRA

Linux & 7= I& Windows IRER ICER & 1 /= EC2 Image Builder I R—% >

ZEML, BDEBNTA—REBZANLET, KONTX—REFBEANTTY:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux IRE Tlk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERET, ChsOOVR—ZFXNEZEMTIHRENF HV)ET,

( #3) Amazon N EEF Bsimple-boot-test-<linux-or-windows>7 A KNI R—
ZXURNZEMLT, AMI ZEBTER L ZHALET, chERIROKERSETT., E
HEBLIMOTANIVR— NEBIRTEXT,

BBEIIHUTAT>a>0ow02322%ETL, MOXERDVR—FX hZEMLT, L
SEOERERBRLET,

Modify a recipe

BE7F M EC2 Image Builder L EN® 3B EE., ROAVR—X NEEMULTHERATEET,

1.

Linux R—ADO L ENFEF. Amazon FEE T Daws-cli-version-2-linuxEJL KR
OAVR—F2RNZLIEICEMULET. RESAVARN=ILATUTNE ZFERAL TAWS
CLI, DynamoDB Y AR —BREDREMEAD VDI TV AZRMHL £, Windows T
F. COOVR—FNEBXEHYEEA

Linux & 7z I& Windows IRER ICEK E 1 /= EC2 Image Builder 1 R—% > K
ZzEML, DEBNTA—REZANLET,. KONTX—REFHBEANTTY:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux BRIZE Tlk, aws-cli-version-2-1linuxEJL ROVR—F2 N EFHIZED
LERET, ChenAVR—FMNEZEMTIHBENFHVYET,
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3. BELIWLTATZ3a>otI23a>ExETL, HOLERIVR—XNEEMLT, L
SEDEREBIRLET,

EC2 Image Builder 1 > 7 2 ANV F ¥ ZFRET D

AT AN OF ¥ EREZMEAL T, Image Builder & Image Builder 1 X—2 OBEETANIC
AT AmazonEC2 AV 7 ANV F Y ZIEETEE T, RESTHEATAICE. HiLLWA2 7
FARNZUOFI+REEZERTED., BFEOA VT TARNTIVF I REERFEATIN ZRBIRTEET,

s HLWAVTZARNZOFYRELZERTBDICEK. "1V T7FZARNZIF YREDERL 22U
TLEE L,

s BFOA T ZARNTOFYREZFERATRIICGE, 17 ZARNZIOTFvREZEMLET,

Image Builder 1 > 72 ARV F Y ZRETHICE :

1. IAMO—=)LICE, TUEICRELEO—I)LZADLEIRESRIRICT I EATRI-HD IAM
O—-I)Zz%EI 3.
2. AVABVARAT TR, PBLEEACGBOXEVERF >ZA7Z2BIRL, BRUEXR—-Z

AMI 7—FFTOF ¥ ZHR—NLET, AmazonEC2 1 VARV ABZA T 1 #8RBLTLKIEE
(A

3. VPC., ¥7XRY K, BRTEFI1VFTAITIN—T0OFBE. VINIITNY T—280Y
A—RIBEDICAVE—RY NT I EARAZHAATILBEN HV)EXT. RESIRIED cluster-
settings DynamoDB 7—7 L& Amazon S3 V5 AR —NT Y RADT IV EAEFT T S &%
BENHYET,

Image Builder f X—NA T 54 ZRET D

Image Builder £ X—=SNA T SA4 k. R—=AAX—=2, BEETANAOIDVR—FUN 42
72ARNTIOFYRE, TAANIELI—2aVREZHAKAILTET, RES X AMIs AIC A X—

INATSA 2 BRBETDICE,. ILWNATSAO2ERTEH, BFEONATSA=2ERATS
AEBRTEET, SEICOLVTIE. Image Builder I—H—# 4 RO TAMI A X— N4 TS5 4>
DEREEH . ZSRL T EE L,

Create a new Image Builder pipeline

1. T Image Builder 1>V —JL Z B & & 9 https://console.aws.amazon.com/imagebuilder,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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2. FETF=23URAUDS, AX=—DNATZ4 2V ZERLET,

3. TAX=NATZ4 > DEK ZEIRLET,

4., —EBEOBE., A7V OHBP, AT7P1—), HEZAHILT, NMMTF4 0 0FMzE
ELET,

5. TLE%ZERTS, T, "BBFOLEZFEATS) Z&RL, ") TERLELIE
ZBIRU FIEC2 Image Builder LV EZE{ET 2, LYEDFHAAELVWC L ZHELE
9,

6. A X—HERZ7OLAZERTS Tk, I—AT—ARICBUTF7FI)IND—070—F
EAHRRLD—070—%1BRLET, FEAEDHE, TF7FIILNOD—070—T+%
T9, FMICDOWVWTIE, EC2Image Builder NA 754 DAX—D)—0 70— %BET
%1 ZSBLTLSEZV,

7. "MVTZARNTUOFYRENDER,) T, "BIFEOA VT TARNTIVFrEREDEIR, Z2&
RU, ") TERULEAVTSARNSOF v ERERZIBIRL EIEC2 Image Builder 1 7 5
ANTGOF v ZHRET D AV TARNTIVFYOFMENANELVWC EZBRLET,

8. FA4ANIEI—2aVREEERTS T, H—ERAOTFT7FILNEFEALTTF1 AN
E1—a RERERTS 2 BRLET, O X—2F, RESREAWS V-3
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEFEHATS L, Image Builder A
FRENZ)—23aICAXA=DMEREhET,

9. NATZA42DFMERIEL, NAM T4 DEHEZERLET,

Modify an existing Image Builder pipeline
1. BEONATIARERTHICE. THRENELIEEBATILSCHMELEEL
JEC2 Image Builder L EZ %19 %,
2. [Save changes] (BEEORE)ZI7JYILET,

Image Builder f X—NA 7542 %#ETTD

REENLHAAMA—DZERTRICR., AIX—INATZA2ZRBRTIVENFHYVET, 1 X—
DLIVEOOAVR—RVMRCI>TR, BETOLACEXR 1 KEAL P DEENFHIET,

AX=DNAT A ZRITITRICE

1. AX=DNATZ4UPh5, TERENEZNAT T4 %ZBIRL £ Image Builder 41 X—T)
AT7F7AEBRET D,
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2. To2arvhs, NMMTZ42V0ORTEERLET,

RESIZCHILWY T RNDVITARY VEZEHRTD
1. "1 OERICHKE> Tthe sectioncalled “V 7RI I T AZY T (AMIs)’, Y7 NDJDITARY I %&
ERUET,

2. AMIID IZlX, ICBEENEHIDAX—20 AMIID Z A0 UL E 9 Image Builder 41 X—2 /N4
FAEETT B,
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BEEHAR

CHEBEESHA RTIE, AWS &R D Research and Engineering Studio Z2& SICHAZI A AL T
METHHEICHIZEMOFIEZ, HMHNERNRECEHBLET,

N =R

« >—JLYHhDER

« JANOEZ RV T EHIH
« JARGHA Y IR—R
- Vv aERE

. IRIEEE

=LY RNDER

Research and Engineering Studio &, Zf#RAL TRXOZ—UL v NZ#iEL £9 AWS Secrets
Manager. RES &, REDERFRIC—IL Y NZ2BBWICERLETT. REOERPICEEREN
ABLED—=DLY NENTX—ZRELTADEIET,

—OLYRNER E)z] £ E i RES ANEThEERE
<envname> -SSO- REBAODVTILY v
client-secret A4 >27F> OAuth2 75
AT RN—=DOL Y
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXLADECESR v
vdc-gateway- FAEERE T T A R— b
certificate-pr F—

ivate-key

=LYy NDER 94



Research and Engineering Studio

Q—H—H1 K

—OLYbRhE

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE

—ULYNDER
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(@ Note

Research and Engineering Studio A T U k& (CEEES 1% AWS Budgets &k, T
FEHR—NEhTLERA AWS GovCloud (US).

Cost AWS Cost ExplorerZ L TTFEZER L., JANZEEIZCZHEHOLERT, MBLEE
BEhB2ENHYET, HHBICOVTR., §F OREVIIR—JZSBL T & Lthe section
called “AWS COHEEO H—ER",

JANBHEXET B, RES 7OV T M ERBTHRS M FHCEENTR S e T
£9 AWS Budgets, £¥. BRIRNES RN TRERTET VT 1 T T2 BEN B ET.

1. (2% 424> AWS Management Console L, https://console.aws.amazon.com/
costmanagement/ T AWS Billing and Cost Management 12V —J)LZEE £ 9,

2. JANEDRTZBRLET,

3. XU & res:EnvironmentName X7 Z#%Fres:ProjectLU TERLET,

4. [FOT1471] ZBIRLET,

@ Note
RES # A TF7 O/ RBICRTRENBDETICRKR1 BRI BEN B ET,

RESUY—ADFEERERTSDICIE :

1. ERIAVY—-Ihrs., FTEZERLET,

FEOEREZBRLET,

[Budget setup] (FE M ERE) T. [Customize (advanced)] (HAZXIY A X (BE)) ZBIRL XY,
Budget types T, Cost budget - Recommended Zi#iRL £ 7,

DRN] Z2BIRUE T,

o M 0D
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6. M I, FTEOEWRNDHS Budget BEZ2A DL T, PTHIVNOHOFEEXBILET, flA
l&. <EnvironmentName>-<ProjectName>-<BudgetName>,

7. "FEEZEREIRLIC. TOPIIONOFERZAHNLET,

8. Budget scope T. Filter specific AWS cost dimensions ZZEIRL £ 9,
9. [Addfilter] (7 4 LR —%&&M) ZBIRLET,

10. T4 X>>3> T, 87 Z2BRLZET,

11. 2T, res:Project Zi#IRL £7,

(@ Note

ST EENFERAARICEZIETICRR2 BANDBEN HYET. 7O IV RNENE
RAAREICBE 25, FEZERTEEXT,

12. T, ZOP IO MNBZBIRLET,
13. 714\ 2—%EA Z8BRL T, JOPIIVRNTAIINEZ—%2FEICTRYFLET,
14. [IN] &EIRLE T,

15. (A7¥3>) PS—RLEWVEEEBMLET,
16. [AN] ZBIRL £ T,

17. (A7232 ) PI—RFBEENTVRIFEER. PRYFF7IV>avaERALT, 75—k
THHOT V>3 aHR/ELET,

18. [AN] ZBIRL F T,
19. FERTEZHEEL. BMOFENTXA—ZRTELVWERINEBEESNhTVWDREZERBLET,
20. [FEEER]ZI)VYILET,

FENMERE S, 7O IO NOFEZENCTEERS, 7O IV NOFTFEEZEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled VO I VN 2iwmETD, FEEBAD L., RETF
AVRNYZORBATOYVENET, FRAINYTORBFICFELZBALEE. TAVNY 7B
BlEHmERELET,

FEEZLZEITILEN HDEEEFE. IV —IICR > TCFEHEEZRELEIT, RESHTZEENEW
ICBBETICEBRI5DDODBEEN HYET, £, 7O I VN EHFEELTFEEZEMNICTS
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-

role-us-east-1}"

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload",
"s3:PutObject"”,
"s3:PutObjectAcl”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Bool": {
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
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"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
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},

"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"
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/A Important

« JOIVRESINTY NMIBERNTZE, TO7O IV NOBREORETRY
NYTAUTZARZIOF ¥ (VD) AV ARAICNT Y RHFNIREhFRA,
NTY N, Ny "y Eo7O2 0 NMCEERGFshEZICOK, 7O T K
TEBENEZVDIEYS>IVICXI I RENET,

« SANTYRASTODTIYUNOBEERMITEBERLTE, SSNTY NAOTF—XICIE
SELFCAN., FRAIMNY T A—H—BEFOF—RITIOELATERLIRYET,

4. NTY RREORE Z2BRLKXT,

Amazon S3 /N7 Y N&ZHIKRT S

1. SSNTYRJUARTSINTY hEBIRLET,
2. TU2a3rvXZi—n5, HIREZERLET,
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/A Important

« FT. NTYRASIXNTOTOP I NOBEERTZHIRTDIBENFHYET,

o HIRANRL =232k, SANTY MNAOTF—RICEFELEFEA. SS/NTY RE
RES OBEEMNTO AN BIBRENhET,

TV RNEMBTAE, TOLYY I OREBBOEMEE (19 1 BH) . BEO
VDI Y2 azrAEoONTY NOAVTUOIVIET IV EATERLBEYN XY,

F— K5

RESICSINTY hZEMIRE, NTYNAOTF—RZR/RENTOPIINEI Y —ICOBET
BAT2AVHFBYET. NTY NOBNMR—I T, HHAIYEA (R) FLEFHARY EEEAHK
(RW) DE—RZBIRTEXT,

A HLY) B A

Read Only (R) ZZEIRL I=BE. /X7 Y N ARN (Amazon UV —AZX—L)DTL 71 v DRI
BEJVTF— 0B ERAEIhET, LealF. EEEN ARN ZEALTRES ICNT Y hZE
flarn:aws:s3:::bucket-name/example-data/L. CONTY hE7OSIINA ETO
SIVNBICHENI® E, OPIONAETOPIYVNBRAS VDIs ZREITH 1 —H—
. /NA @ bucket-name IZHBDT—EDHhEFHHIND ZENTEERT /example-data. TD/N
AADTF—RIZETIOEATEETEA. NTYRNARNICTLT74Y VAN BMENTUVEWVES,
NTY NEENFTNICEESFSA 7O IO NTRATREICEYET,

DA ELY) EEERAHK

Read and Write (R/W) ZZFBRLU EBETE, LREOKSIC. NTYRNARNDTL 74V TR

CETVWTF— 7B BAEChET, COT—RIZE, EBEEN SSNTY MIEBR—ADTL
TAVIORERBTEDLSICTRIEMA S>> FHY)ET, Read and Write (R/W) ZiER
T2E, DRARLATLT7 AV ORI AVFFATAREICKY, ROFTarvegeRAOYTEY
IAZI1—NFRERENET,

« DAZRLTLT714YORAIBL
* /%p
* /%p/%u
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NAZLT—278BEL

HARLTLT74Y2AIC No custom prefixZBRTZDE, NTY NEHARZRLAT—2 0B
BLTEMENET, ChiZky), NTY NCEEMITONLEITRNTO7O T NMIHAELL)
BRVBZEIAKT VAN FITENET, HIAE. EEENarn:aws:s3:: :bucket-nameNo
custom prefixiERUL 7= ARN ZFALTRES ICNT Y hZEML, CcONTY hNZE7O>T
ONAETOPIVRNBICEERMRITAE, ZOPIIMNAEZ7OPIVNBANS VDIs &8
B9321—9—&. NTYRMOEFROFZANBRVOEEAART VAN ALK ET,

ZOZPIORLRILZEDT—RTH

NDAZRLTLT7AY ORI /%pZ8IRTBDE, NTY NAODTF—REZTNICEEMR TS hERE
O7O0CTIIRNIEICTBENT T, SpEHRRF 7O IO I—REZRLET, HIZEF, BE
FENarn:aws:s3:::bucket-name/%piBIR L = & /bucket DX T N RA > M EFERHLT

RESIZNTY hzEML, CONTY hZ27OPIONAETOP IV NBICEERTS L,

TOIORNADI—H— AW /bucket ICTT7AINEEEALZENTEETT, 7OV
ANI1—H¥—BF, 1—%— AN /bucket TEZEIAALE T 7AINERRIBDEETEET,
EEL, -Y¥—BA7OPIUNBTVD ZREL., /bucket ZBRETH &, F—2H 70O
DSIVNIK>THEHEID D, I—F—ANERLET77AMIDNRTIENERA, 1—HF—
ANEBEAAETZPAIINGE, LT7AYOADSINTY NMIHY) ET/ProjectAd, 1—H—
BII7OPIVKNBAS VDIs AT S /ProjectBEERICOKT I EATEET,

7O oKZE, -0 TF—2 08

NDAZRLTLT714Y DRI /%p/5uBiBRTBDE, NTY RROF—RIEFE, TO7OITINIC
EERTSNAERENTOS IV NEI—H—ICoBichET, sp ZEHEF 7O TV NI—R%E
£LU, I—HY—RB%uERLET, Leall, BBE>E/%p/%u. BIRL I & /bucket DI I
NRA > Marn:aws:s3:::bucket-nameZ#H D ARN ZEHALTRES ICNNTY RZEBML F
T cONTYRR7OPIVOMNAEZ7OPIVMBICEHAERTSNTVET, ZOPI VKA
NDI1—H— AW /bucket \CTFTANEBEZRALENTEET, sp 7HOAOUTOFUF
ERERY, COBENDI—HY—BIZIK, /bucket D7OPIVNATEZRAENLET7A)
FRRENELA, ChiF, F—E2A7OPIIONEI Y —OFEFICI > THBHEIZLEHT
To 1I—HF—ANEZERAALETT7ANGE TLT7TAYTADSINTY MZHV)ET/Projectr/
UserAd", 1—H%—BE7O IO KNATVDIs AT % /ProjectA/UserBBEICD &K IZT
DEATEET,
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DOATHIONNTY NTO€RA

RES . ChsONTY NIBEYBRT IV EAHAN HDEE. O AWS FTHIV RASNTY K
EXVURTEET, ROTFUATRE, PHIVNADORESBENATAHIVRNBICS3INT Y b
EXTDURNLEVEEZTVET,

ATY 7 LRESATF7O4ENTVWRTAHI NI IAMO—-LZEBLET (hBETHIU B
AERENET ),

1. SSNTYNTAHIVNANDT IV ERAEZLBETDRESTHIZ RO AWS IXRI X K
A=A A4 LET,
2. IAMO2V—=I)ZHEEFT,

a. IAMRYZ1R—RIZBEILET,
b. FET—>3RA2T, RUZ— ZBRLTSEE L,
3. RKUI—ZEKTS :

a. [Create policy] (RS —DERK) ZiBIRL ET,
b. [JSON]®7&EBRLET.

c. ROISONRVL—ZBYRWTET (ZT7HVBIZHBD S3INTY MOBBIamzn-s3-
demo-bucket\ICBEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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}

d. [RN] ZEBRLZET,
4. KU —Z®ELTHERLET,

a. RUI—0OBEZEEL ET (H: "S3AccessPolicy").
b. RUS—OBENZHRATHA7 I 0HBZEMLET,
c. RUZ—ZHREL. RUZ—OEHEZERLET,

5. IAMO2YY—)LZREXT,

a. IAMAYZ1R—RICBEILET,
b. TE#—23>ARA42TRoles(O—J)l) ZBIRL TKEEL,
6. O—ILZERTS :

a. [A—LoERKR] 2BRLTEZL,
b. BEENEIVTATADRATELTHARLBERIS—ZERLET,

c. MRDJISONRVL —%BEVRFTET (1111222233332 T HIVNADEBOTHI>
N ID. ENVIRONMENT_NAME% RES F7'O4 MIRERZ, % RESHAF7OA4Ehn3 AWS
)= 3 us-east-1ICBEBRAETT ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"
},

"Action": "sts:AssumeRole"
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}

d. [RN]ZZBRLZEY,
7. TORAHAARIS—2TEYFIS .

a. HICHERLLERUS—ZREBLTERLET,
b. [RAN] ZERLZET,
8. O—IDRTFF, w#E. FX:

a. O—JL% (S3AccessRoles &) ZANLET,
b. ATV 3T, ZTDEM ZBIRL, ROF—EEZADLET,

« ¥—:res:Resource
- {B: s3-bucket-iam-role
c. O—J)Lz®EL. O—-IILDEREZBIRLET,
9. RESTIAMO—/)ZFERALET,

a. EEFELEIAMO—J)LARN Z0E—L &9,
b. RESO>VY—)icOJ4>L%7,
c. EAlOFES—23a RAT, SSNTY NEEBIRLET,

d N7y OEMZZRL, 74—LICIOOATAI D SINTY M ARN ZAHNLE
EE

e. HMRE-A7a>oROVYTAIVEBIRLET,
f. IAMO—JLARN 7 4—J)LRIZO—JI ARNZABDLET,
g. N7y ROBEMEBRLET.

ATV 2:FHIRNBTNTYRRIS—2ZTETS

1. PAODVRBOAWS XXX NI —=NLICHA A4 LET,
2. S3AVVU—-I)ZHEXRT,

a. S3AVIAIR—RIEBELET,
b. TOEAZHAAITINTY hZEBERLET,
3. NTYBRRUI—ZwmELET,
a. FUEAFASTZ#RL, NT7Y RRUZ—ZBRLET,
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b. RORVI—ZEMLT, FHIRNAOQOIAMO—=I)LIZNTY MAOT IV AZFALE
9 (111122223333 2T WO NADOEBOTHI N IDICEEHA. amzn-s3-demo-

bucket Z S3NNT Y ROBHICEZEBRAET ),

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
}I
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}

c. [RE ZEBRLZET,

7Z4AXR—KVPC TOF—ZREHDEHLE

A—Y—HNREBESINTYRASTAHAINAOHBD SSNTY MIF—RERELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4RX—K VPC ZRELE T, ROFIERK. 77
TRAD SINTY MDT I EAZYR—KRTB S3H—EAOVPC IV RRANE, 0O
ATADYRNNTY NEFOBMDT AT NEERTDHEERLTVET,

1. Amazon VPC OV —J)LZEHE £,

a. AWSNRIXZRNIADVY=NIEHA2A42LET,

Amazon S3 /NT Y ~ 136



Research and Engineering Studio I—%—HA KR

b.

https://console.aws.amazon.com/vpc/ T Amazon VPC >V —J)LZRE & T,

2. S3OVPCIVRRANEERTS :

a.
b.

C.

e.

EOFES—2a>rRAVT[IVRRA N ZERLTLSEEY,
[Create Endpoint] (L KRR A > MNOERK) ZBIRLET,

[Service category] (F—EAATI)) T, [AWS services] (AWS OH—E X)) HFBIRE N T
WBZEZMAELET,

H—ERZE7 14— RIZ, T2 EABTBH com.amazonaws.<region>.s3 (AWS !J—
T aAr<region>ICBEMAD )., S3, 2BRELET,

JARNDS S3H—ERZZBRLET,

3. IVRRAVNREDERK :

a.

b.

VPC DFERE. TV RRAUNEEKTSD VPC ZiBRLET,

H7ZY RTR., F7O/BICVDIHTZY NCBEAThDTSAR—N YT XY RO
FEBERLET,

DNS ZZEBMICTD T, A7 NFAICHEL>TVWBREEZERLET, chlky),
TZ5AR—KNDNS KRARBEZI Y RRAVRNZRY ND—DOA4 R =TI AILERTEE
9,

4, TOERRZFIBRIDRSIC RIS —ZRELET,

Policy T, Custom Zi#RL £,

RVS—TIFART, THAORNELERBEOTHIVNAOIY—ANDOT A& IR
BRI —ZADLET, RUZ—0OHlZRICTRUET (amzn-s3-demo-bucket Z S3
NTY NBICBEMA, 111122223333 & 444455556666 & T VA9 DE%E AWS
THINIDSICBEBRAET ),

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

}
5. IVRRAVNEERLET,

a. Eﬁiéﬁﬁﬁbijo
b. [TV RAKRANDER] ZBIRLET,
6. ITVRKRANEWRIETS :

a. IVRRAVRIHAERENZS, VPCOAVY—ILDIY RRA I3V ICBEILE
EE
b. MULKERLEIY RRAMZBRLET,

c. MEANEHARTHDZLZMIELET,

CHAESDATYTIR2T, PHIVREEREEEAETATINIDAOY Y —AIZHRE iz
S3T7UEAZHATSH VPC IV RRA NEEELET,

NSTINa—F14>20
INTY R VDIANDY I NCKBUENESH ZERIBIT D HE

NTY RN VDIANDRIY I NCKRBUERE, I5—&2FI VI TERDHMAVKI2AHYET,
LTORATY TICRVET,

1. VDOV z®#EBLET,

a. AWSNEXIXZYRIOAVY—=)ICATA2LET,
b. EC2OAYVY—I)ZRE, 1 AZVALCBELET,
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c. BELEVDIAAZAZERLET,
d. Session Manager Z/*L T VDI IZEHEL £,
e. HUTOIONREERITLET,

sudo su
cd ~/bootstrap/logs

CCTR, 7—RNARNSYTOJT BB TEE T, BENFMIF configure.log.
{time} 774N ICHVNET,

ETSIC, FMIC OV T /etc/messageO T 2R L TS EE V),
2. HAZASRIEHR 7 O—H—0 Lambda CloudWatch Logs #5895 :

a. AWSXRIXNIY—=)ICAOTAVLET,
b. CloudWatch IV —J)LZzRH&, OJJIL—TICBBHLET,

c. OJJIN—7 ##ELET/aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

d. RANICEAARZOTIIIN-T2H/N, OJAOIZ—ZRO20£T, ChsoOJ (i
&, SSNTYREXNDIURNIREOD—RNBENAR LR RZRME T ZEENSEE
CBIT2FMABTENET T,

3. HNARLFRIEHRT O—H— API Gateway CloudWatch Logs ZHEFRL £,

a. AWSNERIXZYRIOAVY—=)ICATA2LET,
b. CloudWatch >V —J)LZzH&, OJJIL—TICBBHLET,

c. OJIJIL—7 #BELET<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

d. RANICEAARZOTIIIN-T2H/N, OJAOIZ—ZRO20FT, CchsoOJ(iC
. SSNTY MDYV NCHBEBNDAR LFEEEHRD APl Gateway N\OD U VT AKNEL
ARVACEIDHMANFEENET,

FUR=FTATRBINTY MO IAMO—ILREZRET D HE

1. AWS DynamoDB OV —=)LICHA4 242 LET,
2. T—7ILEERLET,

a. EOFTESF—>3>RAVT, [T—7N]ZBIRLET,
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b. ZBREL TEIRL £9<stack-name>.cluster-settings,
3. T—T7INEARFYULET,

a. [T=7INTATLOEE] ZBIRLET,
b. AF VY UNBRENTVWBEZHERELET,
4. TAI)NZX—ZEMTS :

a. ZAINE—ZEBRLTT7AIINE—IONVEIZAVZHEFRT,
b. F—E&—HBIBLSLTIINE—%Z2FRELEXT,

- B F—ZADLET,
« Rff: T THED, ZERLET,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> BB B IBUEN BB T TAINATLAOEICEZERAETT,

5, AF V¥ Z#RITLEXT,

Run 2 BIRL T, 71 I E2—%2FEHALTAF Y Z2E2TLET,
6. EZMWIBLET,

ITONUNBEETZEEE. B IAMO—)L ARN TENAELKEREEThTVD C E&HERR
x99,

IVRUARELEVES

a. [HBZER] ZBRLET,
b. HEDOFMEZEALLEXT,
- key BHICIF., &AHBULFETshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,
« ELVWIAMO—JL ARN ZEML £7,
c. REZFBRLTHEBZEMLEXT,
7. WDIAM2VAZAZBREBLET,

AVARAZBREHLT, B2 IAMO—J/LARN OXE%X (12 VDIs Y BEX V> hEh
BLDICLET,
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CloudTrail ® %Mt

CloudTrail AV —I)LZ B L TF7 AT KT CloudTrail ZBMIZTSICIE, "CloudTrail AWS
J—4%—4 4 R CloudTraily ®CloudTrail AV —)L&FEAL ZEEFHOER, ICRERBENhTWSFIE
CfE>2TLEEW, CloudTrail &, SSNNTY NCTFOEALZIAMO—I)ZE&FITSH & T, S3
NTY MAOT IV EAZRBLET, chlk, 7O TV NELEEI—HY -V I9ENEAV AR
JAIDICUOTEERTY,
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HmZzERTD

coto>arTlR, REFAINYTZEAL THOI—F—EATRL—232F2H0HA
AU AZI—F—ICRHELET,

NeEY D

« SSH7V+ERA

c REBEFAIBRYT
« HEFARAIKYT
« J7ANTZ0Y

SSH77tA

SSH ZEAL THABRANITIEATRICE :

1. RESXZ1—h5, SSHT7 UV EARAZERLZET,
2. TOEALCSSH XIZE PUTTY ZHEATHICE,. BEHOERICEVET,

REFRAIONY S

REFAONYTABR—TIAAND)ED1—-)E2FERTSDE, 1—H—IF T Windows Fi= &
Linux f(REF AV RNY T2 ERBRVOEBTEEFT AWS, 1—H—F. BRICAYOY—=ILETTS
DT—23 T VAL ARN—ILELOCBEENIRET Amazon EC2 A1 VAR AERETE X
T,

HBR—RNENZDFARL—F AT AT A

RES RHRE, ROARL—FT A VI ATLZEALIERBTFAINY T7ORBZYR—KL TV
£9,

« Amazon Linux 2 (x86 & & T* ARM64)

« Ubuntu 22.04.03 (x86)

« RHEL 8 (x86), # & T 9 (x86)

» Windows Server 2019, 2022 (x86)
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* Windows 10, 11 (x86)

NeY

c ILLWFAIKNY T ZEHTS

s FRUNYTIZTUOERTS

s FRUMNYTOREZFHHT S

c RERTFRIVNYTEZEETS

s Y aEHRERETS

s RERFARAINYTZATZ1-)TB

s REFRIVKNYTAUER—T7IAAOBEEEL

HLLWFRAIONY T2 RETS
1. XZa—ns, FREFRAINY T ZBIRLET,
2. HILWMREFAIVNY T2 EHZBIRLET,

3. FILLWFRAINYTOHEMZEADLET,
4. [Submit] EEIRL T &L,

TFAORNYTRBEZECHLVWA—RAFISIERREN, FRAIKNY T 10~15 ZHRICEATE
LB ERT, BEKBIE, BRUEAX—JICL>TERZYET, RESIFE GPU M1 AR
AZREL, BETDRFAN—ZAZAR=ILZFET,

TAINYTIZTORATS

REFAINYTICTIEATBICE, FRAINYTOA—RZEIRL, DI 7EEEDCV V54
ToRNEFERALTELELET,

Web connection
DITTSOHDASTFARAINY S ICT IO EATHIONREBEREHRSETT,

« Connect Z2iBIRT DN, YAZRAIINZBIRLTTSIHHLSERTFARAINY TICTIEAL
x99,
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DCV connection

DCVIOSATURENLTTFRINYTIZTORARTDE, BEODN T #A—XVANBSIEF
¥, DCVEBHTICT7IVEATSICE :

1. DCVtEYv>ar774 ) Ee@ERLT.dev7 74N EXIO—RLET, DCVIZAT >
R ATALALCAZVAR=ILENTVWRIZENHYET,

2. AVARN=LFIRCOVTE, ? P4V ZERLET,

FRINY TOREEZSHT S
FAYNY T OREEHEBT DI

1. [79232]2&8RLET,

2. Virtual Desktop State ZiBIRL ET., XD 4 DOREHN SEIRTEEXT,

. 1k
FLELEEYSIDTRTF—ENFNRDOINBIEREBL, FLELEEYSZIVEWVWOTEERT
EET,

- BER

REOtEY>a>ZBREBLET,
- KT

Y2 avEREICKRTLET, I7IXTILANL—JZFEALTVREE, v 3z
RTIITZRET—ENKDOND AU HVET. RTIBHEIZ. T—REZREST7AILTRA
TLINYOTYTSRRENHYNET,

« KIE

TAIVRNYTOREBEXEVCREFEAET, TAVNY T Z2BRBIDE, 77UT—23
YRERBETAIEIN, UE-MERARDICDIARMEN BN ET. INTOA AR AHK
LEZEHR—FLTVWRIDEFTRAEL, FT2AVRBA VA AOERBICERICE > TV

BGEICDHAEATEERT, A VARV ANZOREBETR—NLTVWRHAESHERTETS
ik, "RIEDEIREA) ZZRLTEE W,
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RIETFAIRNYTZEETS

BRETFAINYTON—RIITZEHIZDD, BV EE2LETEXRT,

1.

AVAB VA A AR EEETDHEIC, Y2 A2 ZFELEITIHBENfBYET,

a. [7o2ar]zBRLET,

b. Virtual Desktop State Z3ZIRL £7,
c. [BlE]ZEBIRLET,

® Note
KIELEEYSIVOTFAIRNYTH A AXBEHTERE A,

TFAIRNYTHFELELECEZBRELLES, TUO2AVEERL, Y23 0EHZERLE
9o

Y2 avEREETRN, BEBTFRAINY THAXZERLET,

[Submit] ZiBIRL T E&E L\,

AVABVANEHENhES, FAUNY T Z2BEBHLET,

a. [7U>3av]z&RLET,
b. Virtual Desktop State Zi&IRL £7,
c. [FR ZBIRLET,

Yy aERERETS

1.

2.

(70232 Z28RULET,

BHOKRTREERLET,

BRETFAINYTZ#ATZ1-)9%

T7F#ILBRTE, RETFAINYTRELEBEHBACEBNICFELETRZLSICATD1—-)LEh
TVET, HYDTFAIRNYTORTZ 21—, ROEIZIAVICRIISIC, BLOTFAIKY
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TOT023XZ1—h8FI7EAITRIATZ1-NTV4 2V RIVZFEALTHETEET, FHC
DWTR, "1 EI2aVEE2ATOTIANNODAT D1 -)IOFREZSRLTSLEEZV, FA
Jhy 7. JANZHIB TR EHICT A RIVREOEEICEFELTDEETEET, VDI Autostop
DFHMIIODVTRBETAIRNYTAVE—TIAAQHBEILE, "1 ZZBLTEEL,

(N =Ry
s BLYDTFAIORNYTATD1—)LDERE
s RESETOTFT7AINRNODARAT D 1—)LDERE

BeDTFAONYTATI 1 - ORE
1. [TO2aV]2BRUET,
2. [ATT1-)]2BRLET,

. BHORTD1-)LEBRELET,
4. [RIEF] ZBRLET,

REBSHETOTF7AININOARATD 1 —=)LDERE
F7F#INBNDOARTS 1—)LiE DynamoDB TEH TEE T,

1. REDIVSAZ—RET—7ILEBRRELET: <env-name>.cluster-settings,
2. Explore Items Zi&RL E£7,
3. TANEZ—ICRD2DOODT71IINE—2Z2ANLET,

ZA4NLZ—1

- BMRE =key
« %4 = Contains
- %47 =String

+ {8 = vdc.dcv_session.schedule

TAINE—2

- BHER = key
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- % = Contains
- %47 =String
 f& = type

CNZRY, 724—L OZBEOTT7ALNOART D 1—\VEATZEZRT 7 O2OL NINFKRT
ENhFEFvdc.dcv_session.schedule.<day>.type., BHMBERFULTOESY T,
* NO_SCHEDULE
« STOP_ALL_DAY
 START_ALL_DAY
* WORKING_HOURS
* CUSTOM_SCHEDULE
4. AREETNTWVWBIHECUSTOM_SCHEDULER:, NAZN A XE h-RBERLEFLERZZEEY
PRBENFHBYVET, ChZTSCR. VZAR—RET—TLTROT 1L EZ—%2FEALET,
- BHER = key
« % = Contains
« %47 =String
« { = vdc.dcv_session.schedule

5. NABLARTZ1—)EZBETITNRETILD
Hvdc.dcv_session.schedule.<day>.shut_down_timelZ D\ T,
vdc.dcv_session.schedule.<day>.start_up_timeB X OFEXNEEZHRELET,
HRAANT, ROKSIENUI IV MU ZHIRRL, XFHITIRNDICEEBRRAET,

- EH®A =value
« {E = <The time>
- %47 =String

BFREMERE. 24 FEHIZFEAL T XX XX OERICTEIHEN HVYET, LEXE. Fa19 BN
09:00, F#& S5 BN 17:00 L&V FET, AHNBZEEIC, RESERENTF7O/ETVWSD AWS
)= 3> OBEMEZICHELET,

REFRAOVNYTZATS1-)9% 147
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RETFAINYTAVR—TIAAOBEEFL

EEERE., 74 RIIRED VDIs ZFELTRLERFERTTEDILSICREZBRIDENTEXRT, &
EARERRER 4 2BV ET,

1. 7ARILEZALT I CPUEARALEWMEZTE>TVWDCORET A RIVREDEY > 3
JREEALTIRNLET,

2.CPUBERERLEWMB: 4122502328 E<, COLEWMEZTEZEY> 3274 RILK
RERBEIAET., ChZ0ICHRETDE, Y23 ETARIREBERIRBEAEEA,

. BITRE: TARILZALTIRE, BV IVEIORBICBITLERY FLEIREEKRT ),

4. AT21-)ZBRYIZ: BRRIDE, 74 RIVREBOLHICEFELENEEY S IV ZBROAT
J1—-)TBRTEZET,

ChosORER, H—N—"ZFTOFAIVIRNYTRER—DIZHYET, BEHICH>TEREZEHLLE
5, B EEVVYIULTHREZREFELET,. HiLLWEYS IO TR, BEFEhERENEAEhET
AN, BFEOEYSa> TR, EEBRICERAL TVERENSIZEHEFRASNDCEICEFELTLES
Wo

Y IAUNBRALALTIRNTDE, YAV REHREICEIVTHKRT TSN, STOPPED_IDLEIREE
CBITLET., 1—%—(F Ul A SSTOPPED_IDLEE Y 3> AHBTEET,

HETFARAIONYT

HEFRINYT TR, REThTVBRFRINY T EZHERETEET, TRAIMNYTICERTSIC
. BEEELEIMEEBETREVRERY., Y2 a mEELERENTVSIHENf HVYET,

Y IaORERIC, HEAEEBEOT IV LAFUTZRETEERT, LealE, AFRL—>3>L
TWBF—ALXANIRAMWERT7VEAEERETEET,

=R

« FRAUONY T ZHETS

s XFFAIUIKNYTIZTOEARTS
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TAOVNYTZ2HETS

1. FRAINY Ty arps, 7oa>rzBRLET,

2. Y2 aloOT7IoEAFAZERLEXT,
3. A—YH—ETUVEAFALRILZBRLET.,. BVWHREREITZIEETERT,
4. [RTF] Z2BIRLEXT,

TOEAHFAOFEMZDOVTI., ") 288U TS EE Lthe section called “7 7 AFFA[7R 1)
:/_”o

HEFRAONYTIETOEARTS

HETFRAIONYTHS, HEETHTVWBRTFAINYTZRRL, 1 VARV AICEHTEXT, JI
7750 ELEDCV TEMTEEXT, BHETDICE., "1 OBRICHEVEITFTAINY SICTY
A9 %,

J77ANT Z0%

T7ANT SO EERTRE, JITR—FIDASTO-NILEBEFS 77 AN ATALILT Y
TATEET, BEBELBD T T7TAIINSATALANOT VL AF A 2Z OERATEZRINTOTI 7 (I %
BETEET, Chik, LhnxFEFRAIRNY T THEENhTVWRIQOERU 7 7ML ATATT,
BRFRIONYTEOT7AINOEFIR, Z—IFINEERTVITR—-AOT7AIINTZIHENL
E77A4)LOEHERLUTT,

NEY D

« 77ANOT Y7 O— R #ERT)
77 A OHIBR (EEA)
BRICAWZEEETS

774\ %ZwETS
77 A DOEIE
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J74LNOT Yy 7O— R (EHT)

1. 774007y 7O0—RZERLET,

2. 77ANEBBRTBS, FYTO-—KTBTI7ALESBLET,
3. 7Yy7O—KM) 77/LEBRLET,

7714 OHIER (BT )

1. MBI 277 (EBT) BERLET,

2. [7TO>3a2])z&8RLEY,
3. 77ALDHKRERRLET,

TR, EEOTVFANEKERG7ANEZEIIYIL, 774 DHIKRZERTIZDEETESR
ER

BERICAYEZEERTS
BEBT77A4INRT7 AN ZEETSICIE. BRICAYICEMLET,
1. T77ANFEEE7ANAZBIRLET,

2. BRICAY 2BRLET,

TR, EEOTVFANEERT7ANEZEIIYILT, BRICAY ZEBRIBZDEETES
ER

® Note

BRICANBO—DLT SO CRFEAET, 75U EELEY, Fyvy>a1%IY)
TLEWTZHER., BKRICAVZBEVEOIIHBENHY KT,
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774N ZwRET S

DIJR=BIAOTFARNR—ADT7AINOAV TV 2imETEET,

1. BEFIRT77ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,

2. EFETV. REZERLET,

7 7 4 I D¥RE
7PANEREERALT, ABT7FANERT TV -2 a2 EALTI 7L EEALET. K
DT 7UTr—2arvhSBRU. BEDERCH > TI 7L EERTEXT,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

7T AN ERET B =
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NN a—F7420

CNEUaA>TR, DATLAREZRI) TR HEE, RETHOUEMOHI B EOBENRNS
TN aA—FAVTHEICODVWTHEBALET,

[N =R/

. —RNBTFNVITEEZRI YT

» RunBooks ) EEE

- BRHEIDORE

AHMERNE

s —WNEBTNVYITEEZ_RI T
s ERBEOIBLTARY NERY—A
- RIBZHROGA
s IR¥E Amazon EC2 A VAR AOAT 774
+ CloudFormation A& Y ¥
c BEICLDIATAEELE Amazon EC2 Auto Scaling FIN—7"F7OT1ET A4 ICLD R
« —f#&H% Amazon EC2 OV =)L OHE
c AVIZARNTIOFYERAD
s AVIZARNTIOFYRANERBTFRINY S
s BRTREBOKRAD
« SBRIZEF% Active Directory (AD) BSED Y > R
« Windows DCV #/\v &
« Amazon DCV N\—2 3 U BEHROKBEK
» RunBooks 0 &
c AVAM—IIOEE
s RESZAVAR—IULERBIEHARLRXAVZEY RTYTLEWV
« AWS CloudFormation A X ¥ 7 [dWaitCondition received failed message; £ WS XY +=—2
T ZHERTEFE A, T T —:States.TaskFailed"
o ARV ONIEEICERE R IC AWS CloudFormation E X—)LBHIAZEET hi
s AVABRAY A U I)LFE LI vde-controller A"k BUR &
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« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S
- REQERFICCIDRIOY INFX—RTIZ—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

c BZ®O AWS PAHDU Y RUADOI—H—IC VY —AD AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%¢, 3<KKKATAR=DIERNET,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

+ Active Directory [CIBMIE hzA", RES (/& 1—4—

s BV AVOERBICEATERVI—H—

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
* [Storage (A KL —2)]

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZBUTZTANIATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVWEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aY bR TTNEAVR-—PTEBN 2 LECLEZTIOTELEICERAESIE
A,

c AVTZANTOF ¥

s EBBAVAZVAFBVO—RNG ==Y NTIL—=TF
s RERTFAIRNYTOEE

« Windows Virtual Desktop DO A T AV " EBEICREENTVET
Sh&B1) V) — X CertificateRenewalNode Z A3 25E. SIAEOEMNHRIINET
UENCEBEL TVERETFAINY THAERICESR TEALSZYELE
5 DNRETFAIMYTUAREBTEAD 153
T ATV N Y7 Windows D#E#HATIE "#ERESBAUShELLE, RFVAR—KIZ—"
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« VDIsZ7OEZaZVJRETAZRY VTS
o EE)RIC VDISK TS —IREIZKD
c REFRUVNYTOAVR—FU B
« Amazon EC2 A Y ABZ VAN AV I THRTZRYVIRLERTE

e AD ANDSINICKBL 1= vdc-controller 1 ARV AN YA I LTWVWET /eVDl E
SA—)AKRBUEAPIALNAFIY URRR

« 7ZO02T0hE, VIR IVITARY VEmELTEMIBREEILTINIVVICRTELEE
A

+ cluster-manager Amazon CloudWatch O/ (Zl&, [<user-home-init> 7D NEELEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

« OJA2EITRO Windows FAIKY ZIC TPHAID MHFEMICE>TVET, EEELCH
BULWEhE<EE W,

o« HE/BEED ADFREICE TS DHCP #7723 > OiErE
* Firefox T2 — MOZILLA_PKIX_ ERROR_REQUIRED _TLS FEATURE_MISSING
. Env HI

« res-xxx-cluster A& Y 2 A" TDELETE_FAILED, JR2T. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE
VDI OJo&>>O0—R
Linux EC2 A VREV AL 5007080 O—R
Windows EC2 f ARV AASOOJ 0V O—KR
+ WaitCondition TZ—® ECS 07 M YRE&E
- FERE
s DZ7ONAE—ADORIAMV I T AN ZLRETRELEEOTFEREOTA IS —
s TEARZYODOFXF—OO—UHF#eEL W
- BEHIDRERE 2024.x
- BEHI D RERE 2024 .x
« (2024.12 & & UF 2024.12.01) L L\ Cognito I—H—%2 BRI I2BOERKRBOKRK

+ (2024.12.01 BARD) ARBRALRXAVEFALT VDI ICERTDEEICENETESMHAETL
T—HHETS 154
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(2024.12 # & T 2024.12.01) Active Directory 1—H — @& AR AR IZ SSH TEEHA
(2024.10) BBt & 1 /= VPCs

(2024.10 LA#T) Graphic #3814~ ARV AR 470 VDI OEBICEAKLELLE

(

(

2024 F8 AYA VT ZARNTZUOF ¥ AMI EE D %1E

2024.08) RETF AV KRNY THIN—KNTY NARN ENRZLTL 714V ORBREALT
Amazon S3 /N7 Y NDFAHEV) /EEIAKEN T RNTERV

(2024.06) AD =T BICAR—ANEBEFIRTIVDR EAFT Y723y hOERNKKT S
(2024.06 LABI) AD BHiFIC RES ICEHIEh TWAEVWIT I =T X /)N—

(2024.06 BAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T Ubuntu VDIs DtF 1) F 1
fle 55 1%

(2024.04-2024.04.02) VDI 1 VAR AQO—NLICT 2 Y FEATVE W IAM 7 7 £ AFFHA
ERAFRERHEThELLE

(2024.04.02 LAHI) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR > AN BB - KK
3%

(2024.04 & & TF 2024.04.01) GovCloud T®H RES ¥k ) 5%k B

(2024.04 - 2024.04.02) Linux RA8F A Y kv 73 BEBEIC "TRESUMING: AT—2ADE
FICBDIEMNDYVET

(2024.04.02 LLET) SAMAccountName BHC AXFE LR BHIFEFEENTLVD AD 1—
H—ORHEICEKBLUEL =

(2024.04.02 BT BAIAAKRARNCT I ERTREHDTSAR—hF—HENTT

—mNBETFNYTEEZRIY

COEVS3DTRE, RESHDBHRIECILHZIAICOVTHALET,

s BRIBZOTHELTARY NERY —A

- RIEEBDSAR

o IR¥E AMmazon EC2 A VAR AOOT 77 4)

» CloudFormation A& Y 2

s BMBICKDI AT AEELEL Amazon EC2 Auto Scaling FIN—7"F7 V0T 1 ET 14 IZ& D RR

o« —HREY7E Amazon EC2 OV — )LD HE

AR AR R AT

S — -\'1__I_
77N

- 1
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« AVIFARNTZUOFYRANEARBTAIONY S
- RTREOKRAN
« SBIZER/ Active Directory (AD) BSE D IT > R

- Windows DCV F*/\¥ &

« Amazon DCV N—2 3V igHRoOKE

EMNZOTRBITA R MERY—A

REFEENIBHROEETETELZY AR, NSTILND1—TFTAVIPEZRIVVIORRTSRTESR
EE

RIEER DG
F7ALRNTR, Y2 IVHEEOI—Y—EBEORRERE. ROBAICHYET,

e Linux: /etc/environment

* Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json

IRIE Amazon EC2 A AR A0O7774)

O7774)Fk, RES THERAENTLS AmazonEC2 1V AZ > AICFEELET, SSM Y>3
IRF—TY—%ZFERALT, CchSsDT77ANERARNDEDICAVAZAANDODEY > 3> ERHLC
ENTEET,

cluster-manager X° vdc-controller BEDA VT TZARNZIVF YAV ARVATR, P7Ur—>3
UXREFQMHOOTERDFICHY)ET,

+ /opt/idea/app/logs/application.log

* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/

 /var/log/messages

* /var/log/user-data.log

+ /var/log/cloud-init.log

BERBEOTVBRTARY MEHRY —A 156
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+ /var/log/cloud-init-output.log

Linux (REFAI Y 7 TR, ATCRERMBEOT77MILAEERTVERT,

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows IR FRAIKNY TA AR >AOO7IZ2V\V TR, T #BLTLEEL,

» PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tl&, —ZOTF7 77U —>a> 000 BKERXODBFRICHY)ET,

» PS C:\Program Files\NICE\DCV\Server\bin

Windows Tld&. NICEDCVRERE7 7ML TIEH Y FT,

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A% Z')L—7

Amazon EC2 & AWS Lambda J>E1—F 1 > 1)Y—AlF. Amazon CloudWatch Log Groups
ICEHEOJICRFLET. OJ I MNVAOOT IV NG, BENSBEONS /I 21 —F4

IR RN BEBRICRIDIFRERHEL KT,
CNSDTIL—TOERMFRDODEHY T,

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
 vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host

BERBEOTVBRTARY MEHRY —A

157



Research and Engineering Studio I—%—HA KR

* dcv-session/ - desktop session related

OJJN—72ZRARXBEER, ROKSIBAXFENMNFOXFIHEERLTT7 LRI TTDE
BERTY, ChiCKRY, XETNEXFIZEZECAYE-—J0HAHIEIET,

?"ERROR" ?"error"

BMEEETE-_RVIJTDES51D20F% ., IROF—RERRTDV12IY NEEE Amazon
CloudWatch Dashboards Z{ET5 & T,

EARF, XFHIZ—& ERRORDEEZNTIINTDTA4IIY hEERL, RELTI ST
LLET, COFEICEKY), NE—2EENRELECEZRTRENCRBEPEQOOHR Z/EHIC
BREHTEXRY,

AT ZANTIOFY¥RAND OHIERRICRLET, chaERATRICEK, JITUTEZERL,
<envname> S KV <region> BHZBEVXEICEEMRAET,

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |

SOURCE '/<envname>/cluster-manager' |

SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|

sort @timestamp desc|

stats count() by bin(30s)",

"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",

"stacked": false
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}

XY 1 R—RO[IZERICRLET,

CloudFormation A& Y 2

BIEODEREICERE 1= CloudFormation AR Y ZICIk, BEOREICEETDZIIY—A, /1R
N, BOBBAEENET,

ARV EIL, ARV, DY—RA, HHRT2SBLTARY VBT ZEHREWBTEET,
RES A& v 7 .

« <envhame>-bootstrap

« <envname>-cluster

* <envhame>-metrics

+ <envname>-directoryservice
+ <envname>-identity-provider
« <envhame>-shared-storage
+ <envname>-cluster-manager
* <envname>-vdc

« <envname>-BHRBRAN

FEREAZY Y (FEREEFTOMLTVT, ThSOABY Y —RERATEEVEER,
AWS NANT7#—X2AOAVE1I—TA4VJLIEZERALTTFERREOV Y —RZERKTER
9 )o

« <envname>

+ <envname>-Networking

+ <envname>-DirectoryService

+ <envname>-Storage

+ <envname>-WindowsManagementHost
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BREIC KD AT LBEEE Amazon EC2 Auto Scaling I —7TFI9F1ET 11L&
= BR

RESUls A" —N—I5—2RLTVWRHE. RRRT77UT—>32VT7RTITRZOMOME
BTHAIHRMEANDY XT,

AT ZARNTIOF v D AmazonEC2 1 VARV ADBEART—) 2T T ) —7 (ASGs) IZ I,
AVARABRVADAT— VI T IOTAETAZRETDDOICKIDTITAETARTHFEEATY
F9, UR—DIZIZ—HNHDEE. LT IVEATERZVWESEFE. AmazonEC2 IV —JT
BEOBRTUEAVARAZFI VYL, BETS ASG O Auto Scaling JIL—7TTOT71ET«
RTEFIVILT, AMmazonEC2 A VARV ANBIRL TVRI A ESH ZBERLET,

FTOBEE, 1 VAZADBEET S Amazon CloudWatch AV JIIN—7%#FERAL T, BMEOER%
TIAEMOHDITIS—HNFOJICRBBEREATVILAESH ZEEELET, SSM Yy 3>y —
ILEFERALT, TORATOETHODA AR AANDEY AV ERHE, A VAZVANREL
N—VENTASGICEK2>TRTENDHEIC, 1 VAZAOOAT 774N ZRBXNTERZREET S
CEETEEXY,

CORMBEARELLBE, ASC IV Y—LILRADESBTIFAEF A FRTENDENBY)
7.

— %897 Amazon EC2 Y — )L D&

COtEIIIAVICR, EERETEBZRETHEL VBRI RATLORI) =223y RFEERTLVE
9o

AT AN OFYRAD
Amazon EC2 OV =) Tk, FAIRKNY THARTENATVEVEES, BE. XOKSICHEYE

To RRENDA VARV AE, RESAVTFZANTIF ¥ O Amazon EC2 RARNTT, 1 AR
VABDTLT714YIOARAFERESRERZTT,

AT ZARNTOFYRAMNERBTFRAINY T

Amazon EC2 V=T, REFAIRNY THFRITENTVDRE, ROKSICRRENET,
CODBE., RETFAINYTREFTERRENET, 1 VAZVABOY T4V ORAFE, FAIKNY

— B9 7% Amazon EC2 >V — )L D& 160
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TERERLVLEI—Y—TT, FROBZ[ARFREBFICREENCEY I ETHY ., T7FILEKND
TMyDesktop il I1—H—HAREL BB TT,

KRTREDKRAN

Amazon EC2 Y =) T ULEA AR AN ERREND E, BEFRKRTLETFAIRNY 7R
ARNCBHRYEST, OV ILICKRTLEREBOA >V TSARNTIFYRARNNEENTVSIES,
CEIULZA7 0O N ERHZDBEERE. EITFOATLAOREEZRLTVDAEEN BV ET,

RORG, BTULETFRINYTAVARAZRLTVWET,

SR I(Z @ X% Active Directory (AD) BEEN Y > R

LTk, AD RERERBRERTIBDEOICAVTTARNTIFYRANIADTE S Idap BED
ONYROBITT, FATE RXLUPZOHONTX—RIZE, RIBOERKFICADE NS
X—BERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &
Windows A Ny 7Tk, UTZFERAL THETS Y a2 —E8RRTEET,

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Amazon DCV N—2 3 U BEHOBRE

Amazon DCV K REF AV NY TEy 2 avICERAENET, AWS Amazon DCV, ROFlK, 1>
ARN=)ILENTWBDCVYTIRNIDITON—->23a =R ITdAEEERLTVWET,

Windows DCV F/\ ¥ & 161
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VFY TR

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks MR

RKOEI>3aVIE, RETHARMEOHIEE,. BwHSGZE, BEOBRFECHAIIRENEFEN
TWET,
c AAM—IDOERE

s RESZAVARN—IULERBIEHARLRXAZEY RTYTLEWV

« AWS CloudFormation A& ¥ 7 (& WaitCondition received failed message; E WS XY +—T T

ZHERTE FE A, T 5 —:States.TaskFailed"

o ARV ONEEICERES =B AWS CloudFormation E X—)LBEIAN ZEE iz

s AVARYAY A VI FIE vde-controller %k BRiR &

 IRIE CloudFormation AR Y INMKEAT I IORIS—ICKVEBIRICKKTS

s REOERFICCIDRZOY INFX—RTIS—ARELELL

« RIBERF D CloudFormation AR v JER D kK

+ AdDomainAdminNode CREATE_FAILED THAIU Y —RA (TE) RAXY VT DERN KKT S

RunBooks @ & 162
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- ID EEDEE
« iam:PassRole ZE T3 2RI BV EHA

B0 AWS PAHDU Y MAADOI—H—IC )Y —AD AWS Research and Engineering Studio
ANDTOEAZFALEV

REICOVJA95E, I<ICATAR—JIZRYET,
s OJAVEITHEO "J—Y%—HNRO2AVEEAL IT5—
+ Active Directory (CIBIE /A, RES [CEWI1—H—
Yy a oERBICERATEAVI—H—
 CloudWatch 9 5 ARX—IXZ—2v—OJ 0 A XHIREBIS—
* [Storage (A KL —20)]
c RESZFALTIZANSATLEERLELLEN, VDIFRARICNVREhELRA
c RESZBUTTIZPANIATLEAR—RLUEAN, VDIFRARECND hEhBZWV
« VDIKRARDSEHEAEETERL
s POLAFAREOI—ART—ADH
+ RES A5 Amazon FSx for NetApp ONTAP Z/ER L EL oA, RXAICSMLTVWELEA
« AFVT7Eavh
« AF VTSIV NOAT—RAN Failed THD

« AF V7T avhE, T—TINEAVR—RNTERD>ECEERIOTELEICERAELEL
Ao

s AVIZANTZIOTF ¥
s EEBAVAZVAFBVO—RNSG =25y TIL—7
s REFRINYTOEE
« Windows Virtual Desktop DO A T AV " EBEICREENTVET
« S\#B1) Y —X CertificateRenewalNode ZfEH 3 2355, SIHEQE MRS/ NET
s UBICEELTVERBTFRIV MY THAERICERTERSBEYELE
« 5DONRBFARAVRNYTULARBRETERW
« AUV KNY 7 Windows OE#HHTIE "#ERABALShELE, RS AR—KIZ—"
« VDIs7OBES I Z_ JRETAZY VTS
o EE)RIC VDISK TS —IREIZKD
s RBFRAYVRNYTAVR—F KN
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e AD ANDSINICKBL =78 vde-controller 1 ARV AN YA I LTWVWET /eVDl E
SA—)AKRBUEAPIALNAFIY UERR

« 70T 0KME, VIR IVITARY VEmELTEMIBEEICTINEVVICRTENTLRA

» cluster-manager Amazon CloudWatch O lZ &, [<user-home-init> 7 HO > NEELEFETE
FRA, Y —0ORPZFE2TVET) ERRENET (FAHINEFI—HY—ETY ),

« OJA42VETED Windows FAIKY T TTPAD NFEMCBE2DTVET, EEEICHH
WEDELSEZ,

o SE/BEED AD FREICEE TS DHCP A 7°> 3> ORERE
 Firefox TS5 — MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING
Env BIlEr

« res-xxx-cluster A XY 24" "TDELETE_FAILED, JR&T. TRoleis invalid or cannot be
assumed) T —O=OFETHIBRTE K

OJ nURE

vDlAOJoAo>O0—R

Linux EC2 A VAR AL 50O 0A D> O—R

Windows EC2 1 Y AZ VAN SOV 0D O—R

+ WaitCondition TZ—@ ECS OJ O YR EE

TERE

s DZONAE—AORAVITIANEZNEITRZEZOTEREOVA IS —
s TEARZYODOFXF—OO— UL\

12 A=) OERE

(N =Ry

RES ZA VAR —IUEBICHAZLRXAVEEY R T YT LEW

AWS CloudFormation A& ¥ 7 [dWaitCondition received failed message; EVWD XY £&—I T %
ERTE EE A, I T —:States.TaskFailed"

ARY O EEICERE niEEIC AWS CloudFormation E X—)LBRINZEE i)

A VAR AY A )L F = F vde-controller "k BURE

IRIE CloudFormation AR Y INFKEAT I ORNIS—ICRWHIRICKKTS
RIBEOERPICCIDRZOY INFGA—RTIZ—ARELELL

RIFER B D CloudFormation A& ¥ JER D KB
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« AdDomainAdminNode CREATE_FAILED THAZE) Y —R (TF) AZY VDERDN LK T D

RESZA VAN =IULERBIZHAARZLRXA 2 ZEY NTYTLEW

® Note
BR&FH: ChSOATY 7T ZRTITHAIC., FLAE L PrivateKey @12 T2 %Z Secrets
Manager >—2JL Y NMCRETIHLENf HYVET,

DITVSAT Y NCAIREZEBMT S
1. external-alb O—RNSZH—OUARAFT—ICTRYFENLAAEEEHFLET,
a. ECEC2 Load Balancing > Load Balancer ® T® AWS 1>V —)L T RES AFO— R/NZ >
ﬂ_t:a:gijl/ij-o
b. MBRA ICHSO—RNZUH—2BRELET<env-name>-external-alb,
c. O—RNZUH—=ICT7RYFENRTVWBR AT —%2ERLET,

d #FHUVIRAZEOFMATRY FEnF 74N SSLTLS SEFAEZR DU AT —Z2EH
LEY,

e. BEENBZREFLET,
2. DSARAZ—RBRET—7ILT, ROBEETVLET,
a. DynamoDB -> Tables -> TU T AR—RET—7 I ERDFE T <env-name>.cluster-

settings,

b. BETHEBEEZERRLT7AILRIIT TS -B8 "keys . XA 7 Tstrings .
Fcontains, . {8 Mexternal_alby IZBEILE T,

c. True cluster.load_balancers.external_alb.certificates.providedICE&EL

£9,

d OEZEHLE
Fcluster.load_balancers.external_alb.certificates.custom_dns_name,
chFVI7 1Y —AVE—TIAADHARLRXLA VBT,

e. DEZEHLE
Fcluster.load_balancers.external_alb.certificates.acm_certificate_arn,

AVAN—IILDOREE 165



Research and Engineering Studio I—%—HA KR

—hldk. Amazon Certificate Manager (ACM) ICRTFEE N TV B XIS T B FEAE D Amazon
)Y —AZ—LA (ARN) TF,

3. DIJUOSATURNBICERLEXSETS Route53 U7 RXALO—RZEHL T, HEB
Alb O—R/NZ>H%— O DNS E%Z3#EEL £9<env-name>-external-alb,

4. SSOABREBICEICHBEENTVDEEAR. RESTIJRA—ZIOREEESIDEE>> Y
WBADFY > AT—RA>wWERZVHDSBRUICEALEEDERUALNT SSO ZHHREL
9,

VDIs (CFEAEZEMNT S

1. =LY BNIXRORTZEMLT, —2L Y MIXL T GetSecret AR L —> 3> %2 E1T

92

TORAFAZ REST7UTr—>3a>Il5LET,

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. VIAZ—BRET—7ILT, ROBEZTVET,

a.

DynamoDB -> Tables -> TY AR —{/ET—7/ I Z R D £ d <env-name>.cluster-
settings,

BUYTEEEZEHRRELTZ74NEV TS - B "keyy . A7 Tstrings . &4
Ccontainsy . f "dcv_connection_gateway BBEIL £T,

True vdc.dcv_connection_gateway.certificate.providedIiZZg®EL E T,

DEZEFHL X
JFvdc.dcv_connection_gateway.certificate.custom_dns_name. ZhiF VDI 7
DEADNARLRXAVEZTT,

NEZEHLE
Fvdc.dcv_connection_gateway.certificate.certificate_secret_arn, <t

. FEAEODABRERIFETS>—JLYBNDARN TT,

NDEZEFHMLE
JFvdc.dcv_connection_gateway.certificate.private_key_secret_arn, <t
&, 77AR— F—DARBZRFETSZ—ILYHNDARN TT,

3. T—KRIVIAAVARVALLERENZDRBTOTL—FEEHLET,

a.

EC2 > Auto Scaling > Auto Scaling Groups @ F® AWS 1>Y — )L T Auto Scaling 7' )L —
TEHEEET,
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b. RESREICHITEDT—RITAOBBRAT—VVITTIN—T%ZBRLET., BHE@SE
#FA [CfWE T <env-name>-vdc-gateway-asg.

c. FHMtIIaTTRETVIL—NERDHTHELT,

d. F#>T7023>2>TUT7L—hOEE FHLWN-2320EK) ZBRLET,
e. FICAZO-)ILTHMEZERRLET,

f. —BNOI-Y—F—FFXTAIVO-ILEY,

9. CERTIFICATE_SECRET_ARN & DEFEZERL K IPRIVATE_KEY_SECRET_ARN, Zh5®
B%, AT (RATYT 2c 2SR BRETFZAR—"F— (ATY 7 2d Z2ZR) DAR
ZRFBIDI—VL Y NMIEEESNIZ ARNs TEFHFLERT,

h. Auto Scaling 7' )L—7"#", (Auto Scaling FIL—7R—TH 5) RIEEKL BT 7L —
RON—2 a2 aFEATRIRSICREENATVWS L ZBRALET,

4. REFRAINYTRIZERL =XIETS Route53 7 RXA L O—RZEHL T, A nlb
O—RNS>H—ODNS B%ZHTKDICLET<env-name>-external-nlb,

5. BEfEM dcv-gateway 4 > AR A& T <env-name>-vdc-gatewayL, FILLWAAZV A
FARAETYTI50EHFEFET,

AWS CloudFormation A& ¥ 7 & WaitCondition received failed message; £\ 5 XV
t—2T ZERTEEFH A, T 5 —:States. TaskFailed"

BEEEFETDICE. £VWSBETO Amazon CloudWatch OJ J I —7# N E I <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [
CRRIoOJIIIN—7THEEH D546, RANCERATEAOJTIIL—T2BFd, OJAOT
T=XYVvtE—TCR. BECEIIFHFHBERI RTENET,

(® Note
NTA—BEICAR—AF BV EZ#FELET,
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ARV ONEBEICERE T =%IC AWS CloudFormation E X—J)LBHNZEET i)

AWS CloudFormation AZ Y N EEBICERENEZRICEX—IIOBEEZZELEN > LBEE.
LUTzm®mELET,

1. EX=LTFRLANGX=ZHNELKABEThZZ2#FELET,

EX—ILTRLANELLBEVWDA, FUOEATEZWEEE, Research and Engineering Studio
REZHRLTBFZ7O0/4/LFT,

2. AVAZAOHTAOI)OFHIZ DOWVWTIE, Amazon EC2 OV =)L 2L T EE L,

<envname> 7L 7 4 Y AN O Amazon EC2 1 VARV AN TEXAELTERREN, FL
WAVABRVAICBEBRASNDHE., XY NJ—U K& Active Directory DERE IZBEEN &
BAEEENHYET,

3. High AWS Performance Compute L EZ2F 704 L TARI Y —A2ERL 254
&, VPC, 7SAR—=—KNHGTRYRNENTVYIOHTZY N, BLOCTOMDIBIRL /ND
X—=BZPNARY JIZE>THERENEC L ZBRBLET,
NFGAXA=BZOVWThHMNELLBEVESIE. RESIREZHIRLTET 7O/ T2XLEN HD5
EFHYNET, FHICOVTR., "B2ROTVAVAR=I, ZBBLTIEEL,

4. WMBEOATHIY—RZ2FEALTHREZTF7O/4LEBEERE. XY NDJ—2 & Active Directory #°
FHRENDIBREE—BLTVD L EERLET,

AVTTZARNTIOF ¥ A4 AR AN Active Directory ICIEEICS ML EZBRBTH LN
BEETYT, ODATY S %&&the section called “4 > AR > A4 2 )L FE I=I& vdc-controller A R BL
REE L CRABEEMBRLET,

A2VARAY A )L FIE vde-controller A" 5k BUIR BE

COBMBEOREAREOEVERRER. VY —X (M) A" Active Directory IC#EHE S MTE R
W ETY,

BEZRIETDICIE :

1. X RZA4 A5, vdc-controller DETHDA 2 ARZXVATSSMENEY > aZRAKLE
9,

2. sudo su - ZETLET,
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3. systemctl status sssd ZE{TLET,

AT—BANKTIT 47, kB, ELBOAVICIT—HNFRRENDBEE, 412 AZ AR Active
Directory ICSMTEEXREBATL I,

SSMIZ—A7J
BREZHERTBICE

« RBUONXRZAVAVARANS, cat /root/bootstrap/logs/userdata.log &£
TLTOJZR/ELET,

COBBEICE, 3O2OBREKEROVTIhANEZEZSNET,
BAFRR 1: AAET N ldap BEOFFMAEL <7

AOJZREBELET., UTHEKER)IRENDIBEES. 42 A2 Ak Active Directory ICSINTE &
BATL L,

local AD_AUTHORIZATION_ENTRY=

(L -z " 11

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

+ + + o+ o+

1. RESAZRY IDHERPICUTONTA—ZEAELADEhEEZBELET,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base
« directoryservice.users.ou

« directoryservice.groups.ou
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« directoryservice.sudoers.ou
+ directoryservice.computers.ou

« directoryservice.name

2. DynamoDB F— 7 DB HEEZEHLET. 7—7 )Lk, T—7 IO T D DynamoDB
AV NLICHNET, T—TILBE THEIBEN HV) £F<stack name>.cluster-
settings,

3. T—T7ILEEHFLES, BEREA VAR AZRTL TWS cluster-manager & vdc-
controller ZHIBR L £ 9, Auto Scaling [&. DynamoDB T—7 LD BFHFOEZFERAL THL VA
VAR A'BBLET,

BARFERA 2: ServiceAccount I—H—FAELLK A DT TLAEW

OJ A £ R 9EHSInsufficient permissions to modify computer account, AZXY I ®
ERBFIC A U = ServiceAccount EAIEL < I VHATREMEA B V) £ T,

1. AWS 02V —)LH S Secrets Manager ZFE £,
2. directoryserviceServiceAccountUsername ZELET, >— LY NI THRIHE

NHV) ¥9<stack name>-directoryservice-ServiceAccountUsername,

3. —ULYPZERVWTHEER—ZZXRRLET, >—IJLYNET, >—JL Y NMEOEIE 2
BRRL, 7L—2TFAN ZERLET,

4, ENFEFEILESEE. REOBRERTHO cluster-manager 1 > A X > A & vdc-controller A

VAR AZHBIBRLE T, BEAT—1 Tk, Secrets Manager DH{FDEZFERAL THL L
AVAZRVAZRBBHLET,

BARFRE 3: ServiceAccount /NAT—RAELL ABDE TV

OJC ERRENDBAInvalid credentials, AZ Y U DEKEIZ AN L = ServiceAccount
NAT—RAELLBEVATREMEANHY) ET,

1. AWS 2V —J)LH S Secrets Manager ZBZ £,

2. directoryserviceServiceAccountPassword ZBRELET. >—IL Y NE THRIHE

A&V EJ<stack name>-directoryservice-ServiceAccountPassword,
3. —ULYPZERVWTHEHER—ZZXRRLET, >—IJLYNET, >—JL Y NMEDOEE 2
BIRL, 7L—>2TF AN ZBRULET,
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4. NAT—RZSNIhEBE, FEEAIDLENAT—RFELVAESHDASKHWVEES
(&, Active Directory & Secrets Manager T/NAT—R&ZUEY NTEEXT,

a. TNAT—R#ZEUEY KT5IZIF AWS Managed Microsoft AD :

. AWS O V-—J)LzBEE, IZBEL £9 AWS Directory Service,
i. RESTALIOMNUODF4LIRNYIDZERL, 7V 202BBRULET,
i. I—Y—NAT7—RoUtY hZBRLET,
iv. ServiceAccount 1—H—FZANLET,
v. ILWANARAD—RZAHL, NAT—ROUEY hZBRLET,
b. Secrets Manager T/NAT—RzZUEY NFTBICE :

i. AWS 1>V —JL%BZE, Secrets Manager ICBEL £,

i. directoryserviceServiceAccountPassword Z#&&EL&EYT, >—7
LY N THRIURENHVY) £F<stack name>-directoryservice-
ServiceAccountPassword,

i. =LY 2RVTEHEHER—ZXTRLET, >—IJLYMET, >—JL Y NE
OB Z2FBRL, 7L—>2TFAN ZBRLET,

iv. [fRE] ZEBRLET,

v. ServiceAccount I—H—0FHLWNAT—REZREL. REZERLET,

5. BEE#HL EBEE. REORERERTH O cluster-manager 4 > AR > A & vdec-controller 1 >

AR AZHIBRL E 9, Auto Scaling l&. RFTOEEZFERALTHLWA AR AZHABRLE
E

IR1E CloudFormation AR Y INKEAT I IORIT—IZKVHEIRICKKTS

BEDKEAT TV NIS—HFERRET <env-name>-vdc CloudFormation 23X ¥ 2 O IR A"k B
L =% &vdcdevhostsecuritygroup, AV —)L&ERAL TAWS RES AMERL V7 XY ~
FEREF21VT4 I ICREBE N Amazon EC2 1 VARV AN RETH D AIREMN H V) X
9o

COREZMBRIDIZE., COFETEBESNIEINTO AMazonEC2 /1 AZ VA% KREL THK
TLET, TN, REOHIKRZBERTEET,
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BEOERFPICCIDR7OYINTXA—FTIT—HNRELELE

REBEEZEKTIE, LARVARAT—RAN [FAILED]® CIDR 70OY VNTX—RIZTT—HN KR
ThET,

ITS5—nfH -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREZBRIDEDHICEET D ERIE x.x.x.0/24 £k F xxx.0/32 T,

RIBERF D CloudFormation AX Y JERK D KB

REOERICEK. —EODY—AERXARL -3 NEENET, — O -3 TR, BED
BEANREL ., CloudFormation A XY U DERN KK T D UEEN BV ET,

CDFE, RIRZHKRL., EREBATLET, £, AlOU—23 2 THEREBHATIRZED
TZEET,

AdDomainAdminNode CREATE_FAILED THE) Y —RA (TFE) ARXY I DERN %k
2 )

TFTERBAZY VOERNROIS—TRBLEBE, A VAZXAORBEOIOES I Z Y H
I Amazon EC2 /Ny FHERAN FHE FREL LaEdENrHYET,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

AMORREZHETDICE :

1. SSMAT—KYZ—=2v—T, N\YFEAIFrRETNTLVRIHLESH, BRFIRXNTOAIUA
BUACKRHULTREENTVRIAESHZHIABLET,
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2.  SSM RunCommand/Automation D ETEET, /NY FEHBEED SSM RF I X2 NOETH
AVAZRADREBE—HTILESHERRELET,

3. IRIED AmazonEC2 A VARV AOOT 7 7ANT, O—AINA VAR AOOT L& =R
LT, 7O aZVJHRICA VARV AN BEBLIEN ESHZHIELET,

NY FEANrFEETEEBEN RELEBEE. EFHSPBLLEE155EICRES AV AZAD
NY FERZESEBET,

EE OB

> ’7)L*T4/Z’/(SSO)&:ID BEEOREALENREER, REZANRRATRELET, SSO K

.—-—.

EOHRECO2VTR, UTZSRL TEE L,

gll

+ the section called “lAM Identity Center T®H SSO D&Y K7V 77
« the section called “SSO AA® ID Z’ONA Z —DERE"

IDBERBICBEHETZZTOMOBAEBEEZ NSNS 1—FT 1420093k, LTORNZTINZ1—F1>
JREYOESBLTLSEZTL,

(N =R/

+ iam:PassRole ZE 1T 2ERNF HV FHEA

B0 AWS PHO 2 NAADOI—H—IC 1)V — A0 AWS Research and Engineering Studio \
TOEAZFALEW

s REICOJA423%E, 3<KKKATAR=DICRNET,

s OJAHETEO "I —HFRIO2AVEEAI ITF7—

« Active Directory IZEBIE /A, RES [CEWI1—4—

s YA oERRICERATESRVI—H—

 CloudWatch 75 AZ—XXZ—2v—OJ0H A XHIREBIS—
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iam:PassRole 21T I3 #ERI BV EHA

iam:PassRole 790> 3> &2 T3HERNMNBVEVSIS—HNFRRENEBEE. RUS—Z2FH
LTRESICO—IZETENTEDELDICTHIHENHYET,

—#D AWS H—EATR., FILVWH—EAO-LTERY—EARLCV Y VEhizO-I)ZEXKTS
KOYIZ, ZOHY—EACBRFEOO-IINZEIENTERT, TOLHICKEK, Y—EALCO-)I%Z
EIHERAIBETT,

ROBIOITZ—IE, marymajor EVSEEIO IAM 1—H—AFI V=) ZFEALTRES TF7 V<3
VERFTULESETRERELET, L, COT7023a aY—EANRITITRICE, T—EA
O—IIASNEENEERAIBETT, XTU—IZE, O-ILE2H—FERICETHANI B EEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ZDFE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7U> A DRITEHNTIHE
FHYVET, YR—IHIVELZBEEEF. AWSEEREICSBLVEDLE<EEV, Y121 ERER
ZRHELULLELENIEEETT,

B0 AWS 7AHD Y NSO I —H—IZ )Y —AD AWS Research and
Engineering Studio NOF7 V7 AZFFAL 1z

OTHI NOI—F—PEBAOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-LDEEZFZEERXIDI Y —ZEETEXRT, VY—AR—ADRIZ—FKE
B77€AOMO—ILJADN (ACL) ZHR—KIBH—EADHE, ThS5ORU—ZFERAL
T DIY—ANDT I EARERETEEXT,

AICOVWTR, UTZZRL TS EE W

c FIBELTWA AWS 7HI KRBT Y —AANOT7 IV AZRHTZAFEICIOVTIEE, IAM 11—
H—HARDO "TFIELTVWBEIO AWS 7HDO RO IAM 11— —ADT7 IV A%ZRETD, #
SBLTLEEL,

« H—RN—F 14— AWS 7HIVKNIZIUY—RAANOT 9 AZEBHITZAZEICODVTE. IAM 1—
HY—HARD "H—RN—=F 1 —DFRETD2AWS T7THIRMOT7 IO AZEHTE, #25HL
TLEEL,

c D7IFL—23a &BUTTIOERZRHIZFZEICOVTE., IAMI—%—HA4 RO "HE
Tale N1 —Y— (ID 7IFL—23 N AOT7 IV AZREHTD 2SBLTLSEETL,
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« VOAARAT AV RNTFTOEAIZO—NLNEVY—AR—ADOR) > —Z2FRATDHEDEWZOWVT
F. AMI—H—HA RO "TAMO—J)LEDVY—AR—ADRIZ—0DEV, ZZRL T
(A

REBICOJA>95dE, I<ICAOTAM R=DICEYET,

CHREEF, SSOMENKREN ME>TVIHEICRELET, BEEBETSICEK,. I ~O—
S—AVARVAOQTEZFIVIOL, I5—NBVHREEZERLET,

OJ &R IT3ICE

1. CloudWatch AV —)lZzFBRA&E £ 9,

2. OJTIN—7hs., EVWSBREOITIN—T%2BDFFF/<environment-name>/cluster-
manager,

3. OYJIN—7%#REWVWT, OJARNI—LDIT—ZH®ELET,

RERERITSICE :

1. DynamoDB 1V — )L &R <

2. T=7Ihs5., EVWSEHOT—TIERDITET<environment-name>.cluster-
settings,

. F—7I)%&BIE. Explore table items ZZIRL £,
4. TANR—t02avzEEL., ROEBERZADLET,

- BEE-F—
- X -%ET
. fE -sso
5. [Run] (E17) Z#IRL £,

6. BRENENFHT, SSOBREEHAELVWCEZERELET, ELLHZVIBEF. sso_enabled
F—NfE% False ICZEEL X,

7. RESI—H—A2E—T7 I AICRY, SSO ZBHREL T,
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AJ42ETRO T1——FR2hVEEAL IT5—

A—YH—HNFRESAVE—TIAAICOTALEDELEEEIC TI—HY—NFEO2NVYELBA, &
WS IZ—HNRREH, TOI1—H—AH Active Directory IZFEET D HE :

« I—H—A"RESICHFEEY. BIEAD [C1—H—ZEML ZES

I—H—NELERES ICAHENTVEVWAREMENF HVET, RESE 1 FEACEICEAST
%, XRORPERICI—H—HNENEhEILZFHL TRBITIVENf HD5EFH
WET, 3<ICAHMTAICEK. "1 OFIBEICH > T ZE WActive Directory IZIBNE hfz
A, RES I[CEW\WI1—H—,

« I—H—# RESICTFETHEE .

1. BHEIXYEVIHNELKBREENTVWR L ZBRALET. FMIEOVWTR., T2 JIL54
A (SSO)A® ID Z7ONA X —DRE) 2FRLTLSEEL,

2. SAML#HBE SAMLE X—J)LOWANI—H—DEX—)ILTRLALIVEZTEZhTWVS
CEEBFELET,

Active Directory ([CIEIE hizA", RES [C&WVWI1—H—

(® Note

COtET>32F RES 202410 LETICERE MK T, RES 2024.12 LAEICOW TR, T,
Z2ZRUTLKESVEBZFHTRITISHE (V) —R 2024.12 § LT 2024.12.01), RES
2025.03 ARRICDOWVW TR, T 2ZBLIKETVEHZFHTHRAEFELEFFELTDHFE (U
|)—A 2025 3 AEARE ) o

1 —%—7% Active Directory ICIBIIL TE RES ILBEVBAK, ADEHZ NV H—F 24BN HE
9, ADEHAIE, ADIT>MNU% RESIREIZAR—NT S Lambda BEICK > T 1 BB EICE
TENFET, HLLWI—Y—FLEIIN—TZEML &, ROFBH7OLANFRTENDETICE
ENAEUBD N HY) ET, Amazon Simple Queue Service N SFEI TR ZHBTEE T,

RM7OtAZFETHRHBELET,

1. Amazon SQS AV —)l ZHZE XY,
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2. F¥a1—Hms5, &BIRL EFI<environment-name>-cluster-manager-tasks.fifo.
3. XvtE—CnEFEEREF] ZBRLET,
4. XVE—IAXXIZE, ROXSICABDLET,

{ "name": "adsync.sync-from-ad", "payload": {} }
5. XvtE—2U)L—7IDICE. ROKSICABLET, adsync.sync-from-ad

6. XVtE—TJEEHRID IR, FUFLBRBFXNFIEASILET, COIVRJE, BES
DUALTONEINTOFPHULEREBDBENHYET, T5L8VE, UIOTANIE
RENFT,

Yy a oERKICERATERVWI—H—

Y2 avEERTHIEEREN. Y32 OERKIC Active Directory IZEL TWA 1—H—A"fF
BATERVWZELICRAFVESE, I— RO TOTA U TRIMENHZEENBYET, &Y
2AVRTITAT BRI —ICHULTORMERTEE T, POT A7 I1I—H—Fk, PB<EE1
EREICOTATIHENHYET,

CloudWatch 9 S AR —IY Z—>+v—O9 0 4 X&IRBBIS —

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch V7 AZ—YZ—vy—OJICCOIT—NERRENLES, dap RENRL 21—
H—L I—RNIZITEZTAEMENHYVET, CORBZIEETSICIE. IDP O ldap BERER D &R
5| EFET,

[Storage (A K L —0)]

(N =Ry
« RESZHERALTCTZ7ANATLARERLELED, VDITRARNIIND RENELA
c RESZBUTTI7ANATALAZRFR—RLUEDN, VDIFKANIN D MEhiE)
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« VDIRARD SFHRAEETERL
« RES #'5 Amazon FSx for NetApp ONTAP ZHER L EL A, RXAIZSZMLTVWEERA

RES ZHERALTI7ANIATLEZERLEL LD, VDIRARNINTY hEhEE
A

T77ANATLRE, VDIRARTY DT NSD0IIC AR RETHI2BEN HYERT, LT
DATYTIR2T, 77ANSATLANBARETHS L ZHEBLET,

Amazon EFS

1. Amazon EFS OV —)LICBBHLE T,
2. 77 AN AT LAOREN EHAURETH D 2B LET,
3. 774N AT LORENEATRETHEWVESE. VDIKRANEZREITIHICFLSET,

Amazon FSx ONTAP

1. Amazon FSx >V —)LICBEHL £ T,
2. AT—BRANEHAEETHBD _EEZHIBELET,
3. Status N"ERAARETHEVESWE. VDIFAARNZREIZDETEHEESET,

RES ZBLU TV 7ANDATLEFIR—RULEN, VDIRARNCIYTY hEnBHW

RESICAZVIR—RENDTT7ANZATALILRE, VDIRARFTT7FANATLEITRNTESD
KO, BEBEFIVTATIL—TIL—IIHFBEENATVIBENHVET, Ch5OT7AILY
AT LI RES OABTHEREND /-2, RESEREIZ EF1 VT4 TIIL—TI—IZ2EELFE
Ao

AVR=—RENLETFANDATALACBEG TSN EEFIVTATIL—TB. ROANDVRE
TZT7AVIVEHATDILENHYET,

. Linux"RARASDONFS RS57 14 v 4 (R— ~: 2049)
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. Windows " RARASD SMB RS 7 1 v 4 (R— K: 445)

VDI RAKRD SFHEABETERZL

ONTAP (&, R 21 —A® UNIX, NTFS, MIXED EF¥21 VT 1 AZA )\ Z2HR—KMLTVET, &
=\=IL T4 AZA)IE, ONTAP A F—RTF VLA ZHHIZ1-HICERATEIT IV EAHFAORAT
NSO T IV EARFAZEETCEDRIVZAT U NEATEZRELET,

EEAE, RUI—ALNFUNIXEF2IUT 1 ARSI EZFERLTVWSRBEETE, ONTAP ONXILFY
ARIJLFHEICKY, SMBIZA T NEEIEHRETF—RICTIVELATEET (L, BYICER
ABRVRBAETHET ), £EL, ONTAPIIUNIX YSA T RN ZTAT4TY—ILEFERHL
TEETEDUNX TV AFAZFEALET,

TOAHAMEOI—ART—ADOHI
Linux 7—20—RT®O UNIX AZAII DR 1 —LOFEA

TOEAFTE, EOI1—H—0 sudoer TRRETEXRT, L&A, XDOHITIE. /<project-
name> F 4 LU MJICH T B <group-ID>TEBHAMY/BZERAKT IV EAFTOITXNTOX Y
N—=IZRELET,

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & T Windows 7—2J0—RT®O NTFS AZAIINDOR) 1—LOERA

HETOELAFA G, BEO7AIINFORE7ONT A 2#EALTRETEXRT, Leal@F, 1—
H—user_01& 7 # LA HHBFEmyfolder, Full Control. . ChangeX ik OTF UV AFF
AReadZ AllowE fzlF ICERETZE £ I Deny,

Linux 72547~ N& Windows 9547 NOEETR) 1 —LA%ZFERATHHEE. Linux 1—%—
Z%Z B LU I1—H%—=RI(Z domain\username @ NetBIOS RX 4 VZEERICEER TR BRI Y E Y
#SVMICERETRDHENHYET, Chik, Linux I—H—& Windows I—H—NDETE#RT S 1=
HIZKETT, UTZ7PLVAICDOVWTIEE, "Amazon FSx for NetApp ONTAP (&2 Y )LF 7O K
ILO—00—ROBEML) Z8RBLTLEEW,
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RES A*'5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXAIZSmL TL
FtA

I|{E, RES O Y —JLA S Amazon FSx for NetApp ONTAP Z4ER T2 L., 77 AN AT LRSS
O3 Z>JchETH. RXAICESMULER A FERL 7= ONTAP 7 7 4L AT L SVM
BERAXAAICEETSDICIE. "Microsoft Active Directory SVMs ND#ES 1 258 L T, Amazon FSx
V= OFIBICH > TLKEEV, BEBT IEAFFAAN AD ® Amazon FSx U —EARAT T
NCEFEAhTVWBRCEZRERLET, SUMA RXAVICEEICSMLES, SVWMBIE>T VR

RAN>SMBDNS BICBEIL, BTHEICKEDLEHODNSEZIE—LFT,

RXSVICEALES, 9T AR —RE DynamoDB 7—7 )L M SMBDNS SREF —#MmEL T,

-

. Amazon DynamoDB 1>V —)LICBEL £,
. T—7 ) &BIRL, %EIRLFI<stack-name>-cluster-settings,
TExplore table itemsy T, 74 ) Z—ZRBHEL. ROT71IINEZ—&ZAHLET,
- BMA - F—
- ZHE-ICELV
* {g - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
JRENEZEBERRL, RIETOI23Y, REEBZBERLET,
BN OE—LU /- SMBDNS B CEZEHLE T,
.MRELTHALS]) Z&RLET,

w N

(o2 TN ) I S

ESIC, F77ANDATALICBER TS SN2 UT 1 TI—T7H, Amazon VPC IC&B T 74
WOAT AT OEAA RO—)LTHREATVWAERS 71 0ZFTLTVWAR CEEZERLET,
T7ANDATLZERATBIHLWVDIRARNE, RXA2ICSMLTVWSE SVMET7AILD AT
LBITRNTEDLSICRYELE,

F/zl&. RES Onboard File System #8EZ AL TRXAS 2V ICBEICSMLU TVWABEFOT7 74 A
TLAEFAVR—RIBDEETEEFT, REBENST7PALNIATAL, AVR—RITIFPAILZART
LZBIRLET,

AFv7oayv N

(N =Xy
« AFYV 723V RDAT—RAN Falled THD
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c AFVTTIaVvhRE, TN EAVR-—RNTERD O LCEZRTOTELEICEAEhEY

ATV 723y NOAT—RAN Failed TH B

RES AF Y723y AR=IT, RF Y723V NORAT—R AN Failed DHE, T5—HHEL
IR, VAR —XZ—2 ¥ —0 Amazon CloudWatch OJ 7L —7CBEB T & TREAZSE
TEERT,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFYvT2av R, TN EAVR—RNTERDDLCEEZRTOTEEEICE
RAEhFTEA,

LEI®D env A SEBLERFY 723y MAFLV env ICERAEAEBEWVESE, V95AZ—TX—
4% —O® CloudWatch OV AN THEEZBELE T, BRERT—TIITIRFAR—REhE
WCENBEBETERENTVWRBEEF., ATV 723y M EVBERETHZ L 2HERLET.

1. metadata.json 77 /)L &A D> O—RL, EEETEET—T )LD ExportStatus D A7—R AH
COMPLETED TH3 L #MELET., T EXETEAHTFT—7I)LIZ ExportManifest 7 4 —JL RA
BREENTVBZEE2BIALET, LROTA—ILRARESATVAWVWERE, A7y 7oay
NZEMSRETHY, AFv72ay NOBRABETKFERATEEEA,

2. AFv72ay NOERERKBLAES, RESTARAFTY 723y NOAT—X AN COMPLETED
ICB2TVWBEZBRELET, ATV 723y NOERZ7TORRICEKEKRS5~10 92 H W E
T AFTY723ay NEBR—DEBO-RFLEFEBT7VEALT, AFv 723y MHFEEIC
ERENLECEZBRLET., ChilkY, EERENERAFTY T2 3y MY BMBREICAYE
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12T TANZIF Y

NeEY S
« EBBAVAZRANEVWAO—RNSG O —2—45"YyY NTI)I—7

EBBAVARANFBZVWO—RNZ =25y NTI—=7

B—N—IF7— XV E—IBEOHEN Ul ICRTENDFEE, FLERETAINYTEY S a2
MTERBRVEE, 1V7ZANZIOF YD AmazonEC2 A VARV AICEEN H B AEMEA BV £
9o

BEOREREHETDHEE., £9 AmazonEC2 AV —ILT, #YVERLETL, ILLA AR
VAICBEBRISNTVREEDND AMazonEC2 A1 VARV AN B WA ZHRTHETT, T
NFE . Amazon CloudWatch logsZF I VvV L T RRAZHBETEE T,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLAICEHEN 5T
M HBDCEZRIOE,. AmazonEC2 OV Y =)L TROP 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWEETT,

BEOABOHZUTICARLET,

Healthy T NUN 0 DF/E, VIOILIANEZLETESD AmazonEC2 1 VARV AN BWZ EZ R
LET,

Unhealthy T KU A 0 AA DB EIE, Amazon EC2 1 VARV AN BIRL TV B AlgeEN H V) F
o chlF, 1A=L ENTVWBRTIVT—23 VT RIDITHAANLAFIVIICEKBL T
BOWCENRERTHDAEMEN B ET,

Healthy T> N'J & Unhealthy T R OEEN 0 DHBE., XYM T—IJDOREIANAREEERL
T, EEAFE. NTVYIHTRYRNETTAR—KNYTRY NI, FHIET2D AZs F'5VBEES
FHVET, CORGENRELIEBE, XY RNIT—IOREBNIFEETRIEERTEMOTF AN
V= IICRRENDCENHYYET,
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N =R

« Windows Virtual Desktop DA A 7 AV M EBEICBREENTVET

« S\#B1) Y —X CertificateRenewalNode ZEH 3 2355, SIAEOEMHRI/INET
s URICHELTVWEREBTFRAINY THAERBICERTERSAYELE

c 5ONRBTFARAIRNY TUARBETE L

« TAYZ MY 7 Windows Q#EFAITIE TBEABLUShELE, hFVAR—KRIT—"
« VDIsZ7OEZaZVJRETAZRY VTS

o EBRIC VDISK TS —IREIZKD

Windows Virtual Desktop ®AJ A4 7 Ho 2 R EBEICEREEATVET

RES 7 I 77R—2%)L T Windows Virtual Desktop Z B TE 24", EHERICOJA O THI MNE
BEICREENTVWSEHEE, Windows VDI A Active Directory ICIEEICS L TV VAREMEA B Y)
F9,

BT BICIE, Amazon EC2 >V —IJLA S Windows 4 ARV AICEHEL, OT—RNARNTY
707 &ML ETC:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\. THEDIF—XY+t—=[Join AD] authorization failed:l&, 1> AZXA
HFADICSIMTERBA 2 IECEZRLET, BEEOFHMICOVWTE., OJYI)L—7E T CloudWatch
@ Cluster Manager 0% <res-environment-name>/cluster-managerZfzm L T & L\,

* Insufficient permissions to modify computer account
s COIZ—EF, —EATAHVNIADICOVEI—XRZEMNTDENET IV EAFIN &
WZ &ZRUET, Microsoft Active Directory D —E AT WO KNZEEETD 1 O3>
T, Y—EAT7HIVNCBEBT IV EAFATZHRBL TLEEL,
* Invalid Credentials

« AD DY —ERAT7HI2 NOFELEFEBROBVHARAIINTVE D, B2 EFABHI EEENT
WET, Y —EATHI NORIMEREBRBRELEEH T B IZ(E. Secrets Manager I Y —
WICNAD—RERFETD—ILYNITIVEALET, RES RED Identity Management
R —Z M Active Directory Domain @ Service Account Credentials Secret ARN 7 1 —J)L RT,
ND—OLYRNDARNAELWVWZ EZBERLET,
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https://console.aws.amazon.com/secretsmanager/listsecrets
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S\ER1) Y — R CertificateRenewalNode Z A T 2154, EASEOEMHRATINET

NEIY—ALTEZFTTOA L, Linux VDIs AD#EH"The connection has been closed.
Transport error"HIZ EVSITS—ARELEHES. KREUEMEOSWVWERERE. Linux TO pip
AVARN=INANFELLKBVEHICEBNICEHRE NMBVHRINOERETT, SHAEOF M
BRI 3NATT,

Amazon CloudWatch O 7 I)L—7" &, ROKSHBXY - TEFGRTIZS—207 ICRRT
% <envname>/vdc/dcv-connection-gatewayZ &N H Y £I,

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

BREZHERTSICE

1. AWSTAHIUKRT, EC2IEBEBLET. EVSBERODA VARV AN H D5 -
CertificateRenewalNode-*, /1 AR AZKRTLET,

2. Lambda ICBEBLET, EVSHEEO Lambda A RTRENE T, Lambda I— RIZRODKS
BEOHNBZEVWA*-CertificateRenewalLambda-*®EEL T EE L,

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
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4.

AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

BHOAEIIY—RA Certs AZYIOT7L—RICDOV\WTW, 25525 BLTLEEV, T
7'L—NBNT Lambda J—RZRBDIFET: VY —XR - CertificateRenewalLambda - 7’0/\ 7
—>:|_I\“o ;5'&0)3'\57&150)75‘“5")333—0

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
cd certificates
VERSION=3.1.0

%

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -

0 acme-$VERSION.tar.gz
tar -xvf acme-$VERSION.tar.gz
cd acme.sh-$VERSION

*_CertificateRenewallLambda-* Lambda A OATY 720 €0 3a>uz2ATY 73
ND1—RICEBEVRAET, T7O4%ZBIRL, I—REENEVICHERDIETEHEEET,

Lambda B2 FHTRNIH—TBICE. TARNZTILBEL, TANZERLET, BD

ATBFBEHV)ELA, <hIZKV), Secret Manager T Certificate >~—2 L ¥ b & PrivateKey

=LY NEEHMIBAAEEC2A VAR ANERENET,
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6. BIF® dcv-gateway 1 VAR A% T % <env-name>-vdc-gateway & &, BBIAT —
DT IN—=THFHFLVA AR AZBENICT7O/T20DZEFEFT,

BETCEEL TV ERBTAINY T ERBICEETERSAZYRLE

FRIONY TEENABEALUS IV, BETERLSBZ2Y) T2, EREMXLD AmazonEC2 41 A
RUANKETDH., AmazonEC2 41 VARV AN RES RENA TR TELERFELEEThECENER
THDUEMEN HYNET, BEEUI ODAT—FAR, BT TIREZ5|EHRERTIZDHEENHY)
TN, BHEOHETEEXRBLET,

Amazon EC2 AV —I&ZFEAL T, A1V ARV ANKTEREFELEENLEAESH ZHMT D&
ENHYVET, FILELEBERE., £5—ERHALTHTLSEETL, RENFrRTLESESE., BloFA
INYTRERTIDVENHYET, 1 —0OFR—LTFALINIIIRFENLET—RE, LY
AVABZADOREFICS|IEHREFRTEE T,

BEICKRBUIEA VAR AN ERE U ICEERTENTVWRHEE., EEE VI ZHEALTRT
TRDVENBIEENHYET,

52NREFAINYTUARBEBITER

A—H—HNEHTERRB/TFRAINYTOBROTT7AILNOFIRE S5 TF, Chik, KOKSICE
BEU ZEALTEEENEETEET,

s FTAVRNYTRELCBBLET,

- [ 2T EBRLET,

 J7OPIVRNIEQD—H—BE)OTT7 A NOFTEN Y IVOERICHZIHEET (4
VEBERL, EEZLEZHLUWMECEELET,

. [Submif] ZBRL T &V,
s R=TDZEHLT, FILLRENREENTVWABEEZERLET,
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FAUNY 7 Windows D#EFRTIE T#EENMBEALUShELE, RS AR—KI
5_"

Windows AT Ny 7#HEA U IS5 — T#GEFBALUShELLZ. NSV AKR—KNI
Z—1 o Windows 1 VAR ATHIIAEDERICEET S DCV H—N—VY T KNIV ITOBEN R
RTHhHAEMlHYET,

Amazon CloudWatch O 7 I)L—7" &, ROKSHB XY - TEHFERTIS—207 ICRRT
%<envname>/vdc/dcv-connection-gateway B e H YW E T,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9ESC4DE7194B37687DC4D2COF5E94AFQDD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

CN/E. SSMtEYSaUINR—v—ZFEAL T Windows €1 AR ANDELGEZRE, XD 2
DOIIAEME TV 7AIABIBRTACENBREND ARSI BV ET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICEERE N, ThUBROBEGFEITHIRN IS ARMEL BT,
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COFETEBEZBAL., Windows TRV MY 7OFHULVWEBTRAUIZ—FRELEESRE. V
TRIITAZY VDOER BBEFERAL T, BERESNEIBRETV 7ML Z2ECEEA VARV A
OF LW Windows V7 RIVITARY VRERLET, ChiCkY), EESEBEERKICEATE
% Windows V7 RV ITARY UHFERENET,

VDIsZ’OESaZ JRETAZY VT3

TFARAIVNYTEBNAEEE U O7OED I ZVITREODFETH 25, VS OHOEHNIEX
5NET,

EREEBETDICEK, TRAVNYTAVAZAOOQT 774 ) 2HBNX, BEORREZ>TWVWSH
RREOHDIZ—ZHRLET, CORFIXUNIK, OY 77 4)LE Amazon CloudWatch O49 &
=T DODUARNNEENTSEY ., BABKOATBERTFARYMERY —REVSTIRILHFFVERSD
AVICHEBRRIrEENTVETD,

COBENDEZASNBFERRPRDOELTT,

« FEAHENTWVWS AMIID & software-stack & U TEBFEENTVWETAH, RES TlEFHR—KEThTV
ETFH A,

Amazon XA A= (AMD) ICAEBRREFTLEEY I %WEY, 7—NAKNZY 77O
DAZVIARAVIVTRNERTTERLRBATLUL, LNux I VARV ARBE, 412V AR A/root/
bootstrap/logs/OOT 77 AI)ICIE. ChICEIZEALBLBHRAISEEFATVEIEEN HYE
9. AWS Marketplace ' SEEL = AMIsID I&, RES FAUKNYTA VAR ATIE#eEL s
BENBHYVET, YRR TVRIHLESHERRTDICIE. TANNBETT,

« A—H—F—RAV VT NE, Windows RIEFRAIRNY TA AR AN NARL AMI A SEE
ENEEEICRTEhEEAS

F7AILRTR, =Y —F—RFAV U7 MNE Amazon EC2 1 VARV ANDREHEFIC 1 BRTE
nNFET, BFORBTFAINYTA VAR AL S AMI ZHERL, TEOAMIICYT7RVITA
XY VERBERFLT, COVIRNIITARY ITRHOREBTFAINY T7Z2RBELELSETRE,
1—HY—F—RAVVTNEFULWMREFAIRNY A VAR ATRETEAEE A,

CORBEEMBRTDICE. AMIDERICEALETOREFAINY TAVARZXATEEELE
L T PowerShell AN R4 RIERE, XOOX > REEITLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule
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RIS, AVAZVADSHLVLDAMI ZERKLET, HILLWAMI ZEFERALTYTIRNIDITAZY D
ZEBL, BTHLWREFRAIOKNY TZEBBTEET, 7O I _VJREDEFEOAN AR
VATEAUON REZEITL, 1 VAR AZEBEBHL TRETFRAINY 7Y 3V Z2EETS
CEETEFETHN, REZAOHSD AMI A SHEIOEERFRAINY T2 ETHTHE, ALUBENE
ERETDEICERLTLSEZL,

HEEI&IC VDIsSH TS —IREEICHK S

EZZASNBBE1R—LT7TFANIATALIL, BBD POSIX TV AFTZH L>I—F—0F1L
TNDFHYIET,

chik, ROFUANETRFEZEEICERITSRABETHDAEMENI BV KT,

1. 704 &N RES/N—2 3 1% 2024.01 LA T,

2. RES AR Y VDOF7OA4FIZ, O BHN (CF&EEnableLdapIDMapping&e iE L £=True,

3. RESARZYIVDOTF7O/MBICEBEENLER—LT 74N AT AR, RES 2024.01 &V ETD
N—23a>TERE D, % EnableLdapIDMappinglcfREL TUBIORETHERA ST L E
L /zFalse,

BAFIE: 77 AN ATLAOLI—F—FT14 LI KNJZHIBRLET,

1. DT ARX—NZ—T ¥ —RARMAND SSM,

2. cd /home.

3. 1s- &, adminl, admin2. BEDI—HF—BIC—HITBFALINIBZFEIDTFALIKNY
E—EBERTIDVENHYET,

4. F4 LUK ZHIBRLUETsudo m -r 'dir_name', ssm-user 74 LU K1) & ec2-user
TALI RN ZHIBRLEBEVTSEE L,

5. I—H—ABRICH LV env ICABIENTVWEHER., 1——0DDBF—7 LA S5I—H—
N ZHIBRL £ (clusteradmin ZBR< )

6. AD BIHIDBE - VT AX—NF—2 ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adT=E{TL&ET,

7. RESTITJR—=INHNS ErrorREED VDI A VAR AZBEBHLET, VDIHH 20 5T
ReadyREICBITID L 2BERELE T,
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BREFAVRNY7TAVR—F N

(N =Ry
e AMmazonEC2 AV AZV AN AV =)L TR T =& IBRL KR

e AD ANDOSINICKBL =78 I(C vdc-controller £ VARV AN YA I LTWVWET /eVDl ED 21—
LKL = APIAIARAF I Y V%R

« 7ZO02T0KNB, VIR IVITARY VEmELTEMIBEEILTINEVVICRTENELRA

« cluster-manager Amazon CloudWatch O (Cl&. <user-home-init> 7HV 2 NEEREFATEE
A, I—Y—0OEBAZHF > TVETL EXRFEAETT (TAHOMEFI—HY—FETT ),

« OJA42VETKO Windows FAIKNY TIZ TPAT NAEHEE>TVWET, EEELCHHL
EhE<{EEV,

- S\EB/EEE D AD FREICBIT S DHCP # 7> 3> ORE&E
» Firefox TZ— MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 A VAR VAN AV =)L TR T Z2#&VIRL R

AT ZARNTIOF XAV ARY AN Amazon EC2 2 Y — )L TR T ERVIBELRTENBDIHESE,
RRREZOREICHEL TVWAARENBY . I VTFARNZIFYA VAR ARATIZE2TE
BYNET, UTIC, FEZBEIZHEZRLET,

Amazon EC2 12V —JL T vdc-controller 1 > AR AN TIREZRVIRTHESRE., >—IL Y bH
BONELLBVIREMEN B ET, RESICK 2 THiFEhd—UL v NI, 4/777\ N2
DF ¥ D Amazon EC2 A VARV AICTRYFENLEIAM T O AA M O—=I)LRUS —O—E &
LTERAENBZINHY)ET, vde-controller A*H 4 2)LLTWVWT, CloudWatch OF 7 I)IL—7°12R
NIT—HNRRENEHE, >— VLY RMELLRIFHFEATVEVAIEEN B ET, >—7
LY NI, RORTZFGBIUEN D EICEBLTLEZY,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

DI Z—® Amazon CloudWatch O XYy —2 &k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue
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operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5WI9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

AmazonEC2 A VAR AN RTZFIVIOL, TSN LEREBDVANE—BRTEHIEZHERLE

AD ADSMICKBL =78 vdc-controller f ARV AN YA )L TVWET /
eVDI EZ 12— I)LAKRBUE APIANARAF IV O ERTR

eVDI EZ A —ILIANILAF IV IICKBLIEGE, REAT XAV VICUTHFIRRENE
9,

COFE. TNYTO—RHEBENARK, 7FARX—YR—T v—0 CloudWatch OV Z2F/ANXB & T
T, (£EVSEEOOT T I —TZH L £9 <env-name>/cluster-manager, )

EZASNDHEE :

s OJICTFANNFEENTVSBEFSEInsufficient permissions, res AX Y U ODEREFIC
FBEE iz ServiceAccount I—H—FDARIIHAEL W L EBERL TS EEL,

0717046

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

- SecretsManager 1Y —J)LA S, RES #7041 HIZ#EMHE B ServiceAccount T—H—HIZ
TOtEATEEXT, Secrets Manager TRHTSD—IL Y NZEREL, 7L—2FTFANDOE
BeBERLET, I —BNFELLBVEER. MEZERLT—JLY MEZEFHLE
9, WIED cluster-manager 1 > AZX > A& vde-controller f VARV A=K TLET, FLL
ARV ARRELUICREICEY FT,

REFATNY 7o R—%2 N —


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets
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s BEENENALIY —AAZY VICK2THEREhED)Y—AZFEALTVWREES, 1—Y—=R
l& "ServiceAccount; THEUENH'ET., RES ODF 7 OA FIZ DisableADIJoin/NT X —
XN False ICEREETNTWVWBIHEE., ServiceAccounty 1—H—IZ AD TAVE1—&2ATS 1Y
NEERTDITIVELAFAN D x2BRELET,

s FRALAEI-HY—BNAELVLY, OJICTFANNFEENTVWSEHEASInvalid credentials,
ABUENAD—RAEE->TWVWSD A, BMHEBENA YN TV AIEMELNH V) FT,

0717086

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', 'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

s REBOERFICADLE/NAT—RIE, Secrets Manager 1YV —JLIC/NAT—R
EREFETDV—IVLYRNITIVEALTHRIMBD CENTEXRT, 2—ILYBM (&
E<env_name>directoryserviceServiceAccountPassword) Z&ERL, 7L—2FF A
NOEESZERLET,

« =LY RMODNAD—RAELLBWVWEER., MEZERLT—ILY NOEZEHLE
9, JWIED cluster-manager 4 > AX > A& vdc-controller 1 VARV AZETLET, HILL
AVARVAREFHENEENAT—RZFEAL, RELVLLEREIERYET,

« NAD—RHNELWVEHEIE, Effic i Active Directory T/NAT— ROBEMHFRI T TWVS
AIEEMAN H V) TT, HZIC Active Directory TINATD—RZUEY NLTHS, —JL Y K%E
EHMITBIHMEN BV ET, Directory Service 122 — )L A S Active Directory TI1—H—nD/VA
J—RZUEY RTEZET,

1. BYIBF4L UM ID ZEIRT S

2.70>3ary, A—¥—NAD—ROUtY hZ2BRL., 1—H—=F (ServiceAccounts % &)
EFLWNRAD—RZTA—LICAHDLET,

B HFHULKBELENAD—RFUBIONAD—RERBDFEEF, X
J59 % Secret Manager >— VLY RONAD—RZEFHLET (Hi:

<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 4 > AR > A& vdc-controller 1 > AR A&ELTLET, HILLA
VARV AREZELEREICEYET,
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J7ASIIORNE, VIRIITARY JZmELTEMIBZEEICTINE TV ICRT
ThEEA

COBER, 1——TFHIONEAD OFBICEETZRXOMEICEEL TVSAEENHY)
9., COBMBHIRELILBER. VFAX—YF—T ¥ —0O Amazon CloudWatch A7 7 )L—7°
TI 7 —<user-home-init> account not available yet. waiting for user to be
synced ") Z2FTv VLT, FERAANRUABEELTVWA L ZHBLET,

cluster-manager Amazon CloudWatch O (CI&, T<user-home-init> 7HD > NE &
ERMRATEEREA, I—F—0ORAPHZFOTVET ) ERRENET (FHIVNE
J_—"f—%_@? ) o

SQS H 7RIV TZAN—, I——TFTHINITIEATERVED, EDS—RETERIL—7

CHE>TVWERT, COO—RE, I—Y—0RBHCI—H—DFR—LTT7TAILATLEZERL &
SelLlEECRNIA—ETIET,

A—Y—=TAHIRNCTIOEATERZRVERE, AP AD ICHULUTRES A'IELL
BREShTVWEVWAEEMA BV ET, =& X, BIRESREDERKFICERAE N
ServiceAccountCredentialsSecretArn/N\ZX—RXDENELLBZVABEEN BV ET,

O 4 2 &ETRO Windows FTAIRNY IZ TPHIRDFEMICHE>TVWET, B
BELCHSBALVEHLELSEETL,

A—Y—AOvIVSchizBERICOJATERZWVEES, SSORATEREICY A F L&, RES
RICREENLAD TI—H—ANEMLETATLEIAREEF B XTI,

AD TA—H—THIOV MNFEHZHZ>TVSRHE, SSOOTAVIFEBMLET,

NEREEZE D AD SREICBI TS DHCP #7'2 3> OERE

J% B @ Active Directory "The connection has been closed. Transport error" T RES
ZEATDEEIC Windows RETFAIRNY T T EVSIS—HAREL EHEE. dev-connection-
gateway Amazon CloudWatch OJ I XD KRS BEDHF BEVHAERL TS EE L,
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MB®OVPC ® DHCP A7 3>ICAD RXA A hO—Z—2FEALTVRHEEF, UTZTS
BEANBHVNET,

1. AmazonProvidedDNS Z 2 DD R XA > NO—5— IPs,
2. RXA &% ec.internal ICERELE T,

LTRICHZERLET, CORENBWVWES. RES/DCV i ip-10-0-x-xx.ec2.internal KA RN B EZRET
7%, Windows FAVRNYZERNTVAR—NIS— Z2ERLET,

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox VI 7 75OH2EAT3 L, RETFAIVNYTILEHELELSETS
& . MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING EWS IS —XvE—IHK
REhdZENFHYET,

BRI, RES U I 7/H—/V—# TLS + StaplingOn Tty N7 Y 7EhTWB A, Stapling
Validation TIHZ&L TWEWZ & T (https://support.mozilla.org/en-US/questions/1372483,

PAY]

—hlE, https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M IERIZHE 2
TBETEET,

Env Hil &
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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+ res-xxx-cluster A2 Y A" "DELETE_FAILED, JREET., TRole is invalid or cannot be assumed
I5—DEOFHTHIBRTE &LV

- OJDOIRE

- VDIOY oAy O—K

« LIuxEC2AVAZVAAS0OJ7OHVO—R

« Windows EC2 A VAR AA S5O 0A U O—R
- WaitCondition TZ—® ECS OJ DU

res-xxx-cluster AX Y 2 TDELETE_FAILED, JR8€7T. [Role is invalid or cannot
be assumedy; IS5—NEHFETHIBRTE W

Mres-xxx-cluster; AZ Y A" TDELETE_FAILED, JREET., FEHTHIBRTE AR VEBEE. XROFIE
ZETLUTHIBRTEEXT,

AZY N TDELETE_FAILED, REICH DT, FTAXY IV EFEHTHIBRL THTLSEETL,
AZYUVDYIREBBITZIAATOATNRRENDBEN HYET, [HIBR] ZBIRLE T,

BBEBEAZRY V)Y —AZINTHIBRLTE, REIIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHERE., "REITZIVY—-ZA, &LTIXNTOVY—ARZRRL, THIR, =
BRRULZET,

ROESBIS—HNRRENDEENFNHVYET, Role: arn:aws:iam::... is Invalid or
cannot be assumed

chix, AZY VQHIRICHERZO—-IDY, RAZYIORIICEAICHIBREhECEEZERKLET,
NZEETAICE. O—JIoBaZzdE—ULET, IAMOAY—LICBEL, RICRTELSICNT
X—RZFERALT, TOZIOO—IILEZERLET,

s BEECINEIVTATARATTAWS H—ERAZBIRLE T,

« 1—A—A T, Use cases for other AWS services#%i#RL £9dCloudFormation,
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DR\ ZERLE T, A—J)LIC T,

&EAWSCloudFormationFullAccessAdministratorAccess Ty OF7 V7 AHFAIEFE5L T K
TV LEI—R=DBFROKIIZBYET,

XUz, CloudFormation >V —IJLICRY, ARY UV %ZHIBRLET, chT, O—I)LEZERLERT
HIBRTEBDRDICHKRYET, FEIKC. IAMOV—=I)ICBEBL., ERLAEEO—)LZHEIBRRLET,

mEJORVES
EC2OYY—IAHSEC2AVARVAILATIA TS

* LINUXEC2 AV ARZVAICOTA>FBICE, AOFIEICHVET,

o« Windows EC2 A AR AICOTA>FBICIE. ROFIEICHWET, XIZ. Windows
PowerShell 2BV TN REEITLET,

AVT7ZANTZOFYRANOTORE

1. Cluster-manager: XDZFFAA SV ZARX—XZ—Jv—OOTJZWEBL, FTYNITRYFL
£9,
a. CloudWatch OJ 7 IIL—7" A5 O IFNXTHOY <env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 1 > AX > A®M /root/bootstrap/logs 4L U
RIIZHDIXNTOAOY, cOEIVZIAVOBTRICHBDEC2AVY—IDLSEC2AV AR
AOTA2F32, PSS VD IENEFIRICK ST, A ARACOTAVLET,

2. Vdc-controller: X DIZFFA S vde-controller DOJ ZBEB L. FTYMITEYFLET,
a. CloudWatch O J I —7" A5 DI NXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 1 > AX > AM /root/bootstrap/logs 1L I K
DIZHBINTOOT, cOEIZIVOBHRICHDEC2AVY—INISEC2A VARV A
WCOJA2F%1 PSS ICVIOENEFIBIZH ST, A VAZAICOTA2LET,

OJZf@EICEREITDHED 1 2. LnXxEC2A VARV AASOOJOE I O0—REI> 3
VOETRICRSCETT, EDZ1-NLNBRAAZVABICBYEXRT,

VDI O nUx g
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X592 Amazon EC2 A VAR AZBET S

d1—Y—Hrtv>a>g TVDl 2L EFEEVDI1, AmazonEC2 AV —IILDA VAR A
ORI T BEHNIE (CHV) £FF<env-name>-VDI1l-<user name>,

Linux VDI O O YRE

CcOEITIAVOBEBRIZHDAmMazon EC2 AV —IHASEC2AVARVAICOATA2 TS
DI ENEFIBICHE> T, Amazon EC2 OV — LA SXf 59 % Amazon EC2 1 >
AZAZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs® LT
/var/log/dcv/ FAL I RKNIJILHZINTOOTZBBLET,

OJZWEBIT2HEN1 2@, OV % s3ICF7Y7O—RL, TIHABSEIVO—RTBET

T TOEDICKK., ROATYTILH2T12OF(ALINIASTRXTOOTEMBL, TV

7°I:|_I<L/$a-o

1. /root/bootstrap/logs 4LV RNUDTIC dev OJZAE—FBICE. ROFIEICHL
7,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.8, Koo ay T, ICEREENTVWAFBEICHE>TVDIOVOAD > O—ROT %X
A—RKRULET,
Windows VDI O% M URE

cOtEIa>OBRAICHDAMazon EC2 AV —ILAS EC2AVARVAICOATA>T
.0 "IV IOENEFIBICH ST, Amazon EC2 02V —ILA SX T % Amazon
EC2AVAZAICOAT A2 LET, VDIEC2 1 AR AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ 41 LI NUTINXNTOHOOTZBBLET,

OJZWMEBI2HEEN 12, O &2 SIICFYZT7O—RL, TIASADO—RTBLET
T, CcNETSICE., "AOEI>3Y T, CRESNATVBRATY ZICRHVEIVDIOTDOA
>D_I<o
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VDl O oA > >O—KR

1.

2
3.
4

o

VDIEC2 A2 ABZVAD IAMO—/LZEHL TSI T I EAZHALEY,
EC2O2Y—)ICBEL, VWDIA VAR AZERLET,
FALTWA IAMO—)ILZERLET,

FOERAFAOEBMROY A O AXZ1—OF IV AFA RIS —E9>3> T, RUS—0O
T2y F&IEBIRL. AmazonS3FullAccess R —&BIRLET,

TOEAFAZEM ZBRLT, TORV—2T7E2YFLET,

ZTO®R. VDI ZATIZESVTUTOFRICH >TOJ 2T O0—RLET, ED1-I)ILBERG
A2VAZVABILBYERT,

a. LInuxEC2AZVAZRVAASOOJOAT>O— K Linux A,

b. Windows EC2 4 VARV AASOOT DA O— R for Windows,

R#%&IC. O—I)LZ#mEL TAmazonS3FullAccess R —&HIBRL £,

® Note

IANXTHOVDIs, EAUIAMO—I)IL%ZEHALET, <env-name>-vdc-host-role-
<region>

LIhux EC2 A 2 AZAAs0oOJnA o> O—KR

072K 02O0—RIBDEC2AVARAICOTA L, ROOAX Y RZRITLTINTOOT %
SSNTY NZTYZ7O—RULET,

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap
tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite
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aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —)LICEE)<environment_name>-cluster-<region>-
<aws_account_number>L., BHIA ONT Y N&IEIRL, UEICcF7Y7O—RL
f=<module_name>_logs.tar.gz7 74N ZEX D O—RL&ET,

Windows EC2 1 AR AA 5007 0A D> O—R

OO O0—RIBDEC2AVAZVAICOTA L, KOOANY REZETFTLTIXNTOOT %
SANNTYRNCF7YZ7O—RULETY,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

0%, S3 AV —)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BEiA O/ Y N&EIRL, UEIcF7Yy7O—RL
fz=<module_name>_logs.zip7 7A )N &ZX VD O—RL&ET,

WaitCondition TZ—® ECS O OYRE

1. TFTOA4ENLEARY VICBEL, VY—ARRTZBRLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer -~ LogGroup ZEB L., OJJ ) —7"%Zi#IRL T CloudWatch AT 2 & &
9,

3. coOJdIIIN—ThsmFOOTEBBLET,
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FERSE

(N =Xy
s DZ7ONAA—ADORMVITANZNEITZEEOTEREOASTA IS —
s FEAZYOOF—OO—IONBREL Z V)

ID 7AONA X —ADORAV I TANZLBIZEEEOTFERROATA IS —
8

OJ4>L&5&ELT, ID7ONAE—ADORIAV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEEES, NAD—ROBVWHRAYINTVDAEENHYET, chidk, OTJ1L
&5 LTVWBRI1—H—0/NAT— RFELIF Active Directory H—E AT HI MOVTIhH T,

BAE

1. Directory Y —EA DYV =)l T1—H—EH—ERATHIDNONAD—RZUEY NLE
CP

2. Secrets Manager D —EAT7HIRONAT—R%Z, LERBTAILEFHFLOWNAD—RE—
HIDELSICEFHFLET,

« Keycloak A& Y U O : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

- for RES: res-ServiceAccountPassword-... with #BA: Active Directory F—E A7 HT7 > D/
ADJ—R
3. EC2OVVY—-ILIEBEL, VFAR—XR—IF¥—A2VARAZHTLET, Auto Scaling
L=ILE, FILLAAZAOF 7O/ 288NNV A—-LET,

TEAZY IOOF—UO—-TH#ELZWV

Ll
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
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F—oO—OH—N=NH0Zv21L, Y—N—ZBEBLELEECAVAZAD IPFEEEH
2%E. F—OO0—ONFRNEAREF BN ET, RESHR—RILOOTAR—=IJHFO—RIZEKHK
T2H, O—RRETARAEY UL, BREIhELEA,

B

Keycloak ZIEEBREICETTBICE. BEOATTARNSTUF v ZHIBRL . Keycloak AR Y ¥
ZETF7O/MTBRBENF HVET. UTOFIRICH > T EE L,

1. Cloudformation BB LET, TIC 2 20F—VJO0—VBEEARXRY INFRTENET,

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (A& Y ¥
2)

2. Stackl! ZHIFRLE T, RARENIEZARY JZHIRTDLSICROSNES, BLEEBERLT
RARNENLERARY VZEIRLET,

ARY IONZELICHIBREATVWR ZE&2ERELET,
3. ZZTRESSSOKeycloak AZYUF>7L—rhEX D O—-RLET,

4. HIBRENLERARY VEF2EKBAUNTA—REZFEALT, CORRYVZFHTF7O
A1LET AZYVIDER ->FHLWUY—R (BE) ->BFOTVTL—KDER -T2
L—=KR774IL0OF7Yy7O—RIZBEL T, CloudFormation AV —=)IASF7O4LET,
HIRENERAZY VERBUADEEAL T, REBNFXA—RZAILET, ChS5OASN
(&, CloudFormation AV —ITT7 1) RX—%ZEL, Parameters X7 ICBEH TR & T, Hl
BRENEAZY VTHERTEET, REB, F—R7.,. BLUTZTOMHMONTX—ZFZHFTOAZRY
INTFA—=RE—HLTVBR L ZBRELET,

5. ARV IONFTOMEnde, REZBEFR I ERNIBVET, ApplicationUrl i&, 770
1ENEAZRYIOOBARTICHYET,
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. (2024.12.01 BB HARALARXLI >V #FEALT VD CEHETR LS CEMERFERTHET
S—HNRETD

. (2024.12 & & T 2024.12.01) Active Directory 1—H'—FB& ARARIC SSH TEEHA
+ (2024.10) B8t E h i VPCs

« (2024.10 LA#) Graphic #i3E1 ARV AR A4 7D VDI OEBICARLELE

c 2024 £ 8 B)AVTSANSIF ¥ AMI BE Q%A

s (2024.08) RETAIVKRY THIN—KNTY NARN EDRZLTL T4 OREREALT
Amazon S3 /N Y NDFAHEY) /EEIAKEN T RNTERV

. (2024.06) AD ) —FBICAR—ANEENRTVRERFT YT I Y NOBANFAKTD

+ (2024.06 LAET) AD RHAFIC RES ICEAIHIE N TVWIEWIIL—T X2 /)N\—

. (2024.06 LA#) CVE-2024-6387, RegreSSHion. RHEL9 # & ¥ Ubuntu VDIs Ot F 1 U F 1
551

« (2024.04-2024.04.02) VDI 41 Y AB YV AQO—LICT Y FEhTLVEW IAM 72 AHFTE
BFREEhELLE

+ (2024.04.02 LAi) ap-southeast-2 (2 R Z—) ® Windows NVIDIA 4 > AR AN EEICKAKT
2

. (2024.04 # & T¥ 2024.04.01) GovCloud T®H RES BB M %k B

. (2024.04 - 2024.04.02) Linux R8T A Y N ¥ 7E BREBEIC "TRESUMING, AT—RADEE
ICEBAEEMN B ET

. (2024.04.02 LLET) SAMAccountName B Ic AN FE R EBHNFHAEEN TS AD 1—H—
DEBICKBLELE

* (2024.04.02 LAET) BABRANCITIVERATRDEODTTAR—RNF—NEWNTT

XA 2024 x

(2024.12 H KT 2024.12.01) F L LV Cognito 1—H—2BZE R T IO ERKRED LYK

INT DA

BED T, ZECEX—ILTL714vUA%EEDAWS Cognito I—H—% T I TR—ZIIERT
BBLULS T B E<firstname>. <lastname>@<company>.com, Cognito 1—H—ZN E&EE

NETFREBRNR -V —HLBWC - HERITS—ARLELET
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COIZ—R, A—F—DOEX—ILTLT7 1Y IANS RES BRIERI—Y—BNRETREL &
¥, L. ".VDIs TRAMBI-—H—TREHIELEA, COBEICKY, I—F—BOERFIC
EX—=IL7TL74YTAD "VDIs TA—H—FNEMIBNET,

=4

o —

ZRFAIN—32

RES /N—2 32 2024.12 $ & U 2024.12.01

B

1.

2.

RNDIAX Y REERFTLT, /N—232 2024.12 cognito_sign_up_email_fix.patch®ig&
l& patch.py& . /N\—232 2024.12.01 cognito_sign_up_email_fix.patch®iH&F &
AO—RUET, <output-directory>Z/NYFRIUVVUTRNENYFTI7AINERX DI
A—R¥B2F4LIKMNVIC, & RESIRIEDREFI<environment-name>ICBEEBAE T,

a. /\Y Fi& RES 2024.12 $ & U 2024.12.01 ICEAET XY,
b. NYFARU T NIZIE, AWS CLIv2, Python 3.9.16 LAB&, & &T Boto3 HFHBETT,

c. RESAWS A" F7’O04&EnhTVWBTHIRNE)—232(CCLI ZFREL. RESIC&K>THE
BENZNTY NCEBERAU S3 TV EAFAN BB 2BFELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

NYFROVFTNENYFITIFPAUNFEOO—RENLETFALINIICBBLET. AD/NY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch
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3. IREO Cluster Manager 1 VAR AZBRRE L E T, Amazon EC2 YR X NIV =)L
NEAVAB VAR TIBDEETEET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BB TWHES Auto Scaling FIN—T"OTF7 UV FTF14ET1%ZF T Y VLT, Cluster Manager 1
ARV ADAT—RA%ZERR L £ T <RES-EnvironmentName>-cluster-manager-asgo ¥t
LWAARV AN ERBICEBENDETHEEET,

(2024.12.01 BABI) DARLRX A2 %2 ERL T VDI ICERTD & EICEMBETNEREL
RELIS—NRETD
INT DFREA

NDARLR—=RIILRXA 2 BREALTHEDY —ALEE RES ZF7O49 5
& . CertificateRenewalNode (& VDI ##: 0 TLS SIBAZSOERICKBL., TROIS—HFHRELZE
9 /var/log/user-data.log,

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

TOHR, RESTVITR—ZITVDIs IC#EHETSDE, net::ERR_CERT_DATE_INVALID
(Chrome) £ 7=k Error code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox) E WS TS —AHLEL
x£9,

EEERFAIN—T3a

2024.12.01 B8l
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B

1. EC2OVYV—LIZBBLET, EVSBHDOA VAR AN HDHE
[kCertificateRenewalNode-, 1V AZXVAZKTLET,

2. Lambda AV —=I)ICBEILET., EVWS AN Lambda IOV —A1—RZHEFT -
CertificateRenewallLambda-. TRO®HTWVW3S1TZ4EL ./acme.sh --issue --dns

dns_aws --ocsp-must-staple --keylength 4096, 5l--ocsp-must-staple®k % HlEx
LET,.

3. F7TOA4ZEBRL, O—REBENFBMICBDIETHFLEET,

4. Lambda BABZFBHTRUA—TBICR. TARRTCBBHL., AN ZERLET, BNO
ADRYBEHYEEA., ChlZ&KV), Secret Manager T Certificate >—%2 L ¥ k & PrivateKey
S—UOLYRNEEFHITBAAZBEC2 A VARV ANERENET, >— UL Y M EHFEhD
ELVAVARARBENICKTLEY,

5. BEfF® dcv-gateway 1 AR A% T ¥ %: <env-name>-vdc-gateway& &, BEIAT —
DT IN—=THFHFLVA AR AZBENICT7O/T2DZEFEFT,

IZ— D54

Let's Encrypt I& 2025 F(Z OCSP H/R— KM Z#H&TULE T, 2025 F 1 A 30 HEAE, OCSP Must-
Staple VOIAKNEK, UIOIARNTOT AU NH OCSP Must Staple LR EEZE S O IAIAE = LA
BICRTLUTVEVRYKBLUET, SFHMIC DLW T, https:/letsencrypt.org/2024/12/05/ending-
ocspl EBBL T & W,

(2024.12 # K T* 2024.12.01) Active Directory 1—'—F A BRANIZ SSH TEE
BA

NY OB

Active Directory 1—H'—I&, RES VI 7 R—RIIDIBRIZHE > THEIKEBRANIERETDE, 7O
T AFTEEBIS—ZZTERYET,

ERABRARTRERITENS Python 777U T —> 32, BREBN BVIZSH, SSSD H—EARZ#
BTEERLEA. TORBER. ADI—H—RBARL—FTAVIZATLICHULTAATHY, OT1>
TEEXE A

EEERFAIN—T3
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2024 ¥ 12 A 2024.12.01

AR

1. EC2OAVY—IDSBEERBRANA ARV AICEKELET,

2. |IDEA_CLUSTER_NAME T#r&/etc/environment U T#H L WiTenvironment_name=<res-
environment-name>& L TEBMLE T,

3. AVAZVATROIONY RZEERITLET,

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4, RESTVITJR—ZIDETRICH>T, BAEKRANIBEERL THTEETL,

(2024.10) F@REE 1L /= VPCs

INT DA

202410RES U —ATId, —EHET7 4 RJLIREED VDI [Z VDIs BEIFLEAEMENEL L, &
DEER. TAINYTRE > H—N—> Y23V TRETEET,

VDI BEIfFIEERE, DBEE iz VPCs ICF7O4E NIz RESIRETRYR—rENRTLVEREA,
EEEZTBIN—>3Y

2024 £ 10 B

RAR

BE, SEOV)—RAEENZBEICRVBATVWET, L., Rz VPCsVDIs Z2F &
TELTBHCEBTRTT.

(2024.10 LAHY) Graphic #i5kA VAR AR A7 O VDl OREICKERLEL 1=

INT DA
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Amazon Linux 2 - x86_64, RHEL 8 - x86_64. F/zl& RHEL 9x86 64 VDI A"JZ7 14 Y JHskA >
ABVAZRAT (g4, g5) TRBEhD &, A VARVARTOED I ZVURETAEY ILE
Fo DRV, AVARVAN THEBRET I REBIERY), BEEARICEDZCEEHYTEA,

chlk, XServer "4 VAR ATEBYICA VAR ALENBVEDICRELET, CONYF

BBERAULES, 9574V IAVARVADI T NIITARZRY IO —KR) 1—LY A4 X% 50
GBIZEBXL T, IXTOKEERZA AN —ITEILEODTOBAR—AZBRITD_EEEEF
HLET,

FEEZTBIN—>3Y
IANXTO RES /N—2 32 2024.10 BAHT,

B

1. ZENYFRIOVTNENYFI7A4ILNZEAIAO—RTBF1L U M<output-
directory>ICEBZ#x, ZLTNOIIY RTRESREMEH <environment-name>IZEE
X T, patch.py & graphic_enhanced_instance_types_fix.patch 2> O—RL &9,

a. /\Y FiE RES2024.10 ICO & BREhET,
b. NYFARVUTNIIE, AWS CLIv2, Python 3.9.16 LAf&, H KU Boto3 N"HETT,

c. RESAWS A" F7’O4&EnhTVWBTHI RN =23 2ICCLI ZREL. RESIC&K>THE
BENZNTY NCEBERAU S3 TV EAFAN BB 2BFELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. NYFROVFNENYFITIFPAUNTIO—RERETFALINICBBHLET, RO/NY
FIORXV REZETLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch
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3. IRIE® Virtual Desktop Controller (vdc-controller) 1 Y ARV A &K T Ik, XROINV R%E
ETL, KRENTVB RESRENDBRHZBEZEMAET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BHEITHREDX—Y NI II—THNIEE<RES-EnvironmentName>-vdc-extICE 2725,
LWAARERAZBBLET, JZTAVIA VARV AICEFITZDHLVWYITIRNIITA
RYICE, DBLEEBSGBNDARNL—IHHB2ex2bB8MOLET,

(2024 F 8 AY MV T7ZARNTUF ¥ AMI EE D %1E
INY DA

BREFHFRFIXD MNIRBEAETNTVSERICH > T EC2 Image Builder ZFEHA L T AMIs Z %15
&, BETOVANKRBL, ROIZ—XYE—IHFRRENET,

CmdExecution: [ERROR] Command execution has resulted in an error

chldk, RFIXDRTRHEATVBIKRFEETI7TAILOIZ—HNREETT,
EEeZTBAN—3ay

2024 £ 8 A

BA%K

#L W EC2 Image Builder VY —AZERL E T,

(RES AV AZVARAIC AMIs ZEBL - e BVEBERK., UTOFIBICHWVWET )

1. EFEhiz res-infra-dependencies.tar.gz 77 /I &Z O O—RLULET,
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2. AMls) DEfE?22, ICRBEhTVWART Y TICRVET,

LAET @ EC2 Image Builder Y —XOBRIA :
(RES M VARV ARIC AMIs ZEfEL TVWRHEIE, UTOFIEICHVET )

1. BEHFEhiz res-infra-dependencies.tar.gz 77 A &2X D O—RL&E T,

2. EC2Image Builder - J1>7/R—%> N - RES AMIs Q¥R ICERE AV R—F 2 NED
DYy OL&ET,

3. Content - DownloadRESInstallScripts A7 ¥ 7° - input - source I A RME N TWVS S3 OBFT
ZEEEBYHET,

4. LEFEE®D S3DHICKE., RBICERAEShEMERRTI7AIIFEENTVERT, COT 7ML %
BAOATYTTHIO—RLET7AIILICEEBRAET,

(2024.08) RETFATIRNY THIL—KNTYNARN ENARZRLTL 71V O A%ZFER
LT Amazon S3/NT Y NOFGHEV) /EEIAKEN T NTEEL

N DB

Research and Engineering Studio 2024.08 i&, JL—R/X7Y N ARN (D&Y, ) ENARLTL
74V ORA(ZAPIVRNEBEFLER 7O I OB EI—H—F) 2FEATREE, RETAINY
T4V TSANTUF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VAR ANDFRAKEY) /EE
AR SINTY RON T NMZKRBLET,

COBMBOFEEZZTEVNTY FRERXRDESY T,

- RAWMUERNT Y N

« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHAZLAZTL74vO0R (AP TV RNEFEE7O2 I IORNBEI—H—R)D—FHeLTT
L74YOREZFEDIDNTY NOGHELY) /EEAHK

« L=KNTYNARN ZFDOH, DAZLTLTAYIAFBVWNTY NOFRIKEY) /EEAH

VDI A VARV AETOES 3= Lk, TOS3NT Y NCEEEREY IV RF ALY N
VIR Y RAIIY RERERA. VDIOIIYRFALIRNUBEELETH, FALIK
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DEFZICHEY), Ny MNOBEDIVTUOVRREEFhFER A, F—ZFIIEZFERALTFALINY
774 %2E&IATE., T —Permission denied, unable to write a fileA"AO—<&
h, 774 ILOARABRERIETSE SINTY NMCTY7O—REhFER A,

EEERFAIN—T3a
2024 F 8 A
RAK

1. NYFROVUTRNENYFT7A) (patch.py BKRT
s3_mount_custom_prefix_fix.patch) Z& V> AO—RTBICEF. ROV RZETL,
ENYFROVFIRNENYFT77A4) AT O—RTB<output-directory>F1 LI KNV
ICBEZEMA,. % RESKREMOBRI<environment-name>IZEEMAET,

a. /NYFIERES2024.08 ICHOKBERAENET,
b. NYFAIVZT NI, AWS CLIv2, Python 3.9.16 JAf&, & &V Boto3 N HETT,

c. RESAF7O04ENTVWBT7HIRNEY—23 20 AWSCLI Z#258EL. RESICK2T
ERENENTY MZCEZEIABESO Amazon S3 7V AHF AN B #BELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. WYFROVFNENYFIFAUNTIO-—REABTFTALINICBBHLET, RO/NY
FIAN RZERITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
s3_mount_custom_prefix_fix.patch

3. IRE® Virtual Desktop Controller (vdc-controller) 1 > ARV AT ITBICIE, ROIXR
ZRITLET, (HRIDATY 7 TENVIRONMENT_NAMEZ$Z RES IREDBFIICFREZ &K T
T)o
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(@ Note
TZAR—=KNVPC Y RT7YTDHE, £ET>TVEWEEREF. <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaBd%kiC &
BIAWS_STS_REGIONAL_ENDPOINTS & fEA" Environment variable® ZiEMML T<
& VWregional, FMICO2VWTR "To@E iz VPC F7' 04 O Amazon S3 /N T Y b
DHEIRESFHE) 22RLTSEZL,

4. BEITHEDZ—TY NTI—THNEE<RES-EnvironmentName>-vdc-extlZ 2755,
I—KMNTYRNARN EDARAZRLT LT AV IANELLKNI NENETAEY) /EEIAAL S3
NTY NEEDHLVW VDIs 2B THIHEN HVYET,

(2024.06) AD T IIL—TBICAR—ANEENTVDR ERFTY T3y NOBERANF KK
CES)

il

AD I —TICBBICAR—ANBEENTWSEHEE, RES 2024.06 BT ON—23 DR FTY S
2av NEBEATEEREA,

VT AR—IFZ— ¥ —0 CloudWatch % (<environment-name>/cluster-managerd%¥' %
L—70TF) ik, AD BBHRICANDIS—AEEhET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

IZ—&. UTOEHRZRBLTIIN—TEDH%E RESHFZITANDENRETT,
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« NXFERXFEDASCIXZF, BF, Fv21 (), EVUAR (), PE—ARA7 () DhEED

BENTEFXRT,

c AV () RBRBEVOXFELTIHEATEREA
« AR—AZEHDERFETEXLRA,

=4

ZRFAIN—32

7=
2024 F£ 6 A

AR

1. NYFRIVVTFTNENYFT74A)L (patch.py KT groupname_regex.patch) &4 >

3.

A—R¥BICE. ROOAX RZEFTL, 2774\ ZERETSHT 1L U ~<output-
directory>lZ., %Z RES REMDFEHI<environment-name>IZEEWMEE T,

a. /VYFIE RES2024.06 ICHOXBEBRAENET
b. NYFRIUT ML, AWS CLIv2, Python 3.9.16 L&, &KV Boto3 N"HURETT,

c. RESAWSAF7O4ENTVWBTHIRNED) =320 CLIZRREL, RESICLDT
FERENEENTY NCBERAC S3 TV EAHAN B EZHRBLET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

NYFROVFTNENYFIFPAUNNFETO-—RENDTFALINIICBBLET. AD/NY
FOAN RZRITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

IRIE D Cluster Manager 1 VAR AZzBEBTHICE, XOIN RZEITLET, Amazon
EC2YNRXIAVRIAVYI=INDSEA VARV AZRTITDEETEFXT,

INSTANCE_ID=$(aws ec2 describe-instances \
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--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(@ Note
CONYFTRE, ADTIL—TRICNPXFERXFD ASCII XF, HF, Fv>1 (), EV
RO, PUE—=AOT (). BLTEFARN1~30 DAR—AZZODENTEEXT,

(2024.06 LA8T) AD BRI IC RES A hTWEWI)L—T X > /5—
INT DFHEA
GroupOU A" UserOU E BB 2H/BE, JI—T AV N—F RESICELLBE#HENhELA, UserOU

RES &, AD VI —7HAs1—H—2@HLES5& TS L, Idapsearch 7 1)L Z—%ZERLE T,
WEDT7 1 I)LZ—E, GroupOU NTF X—RDOHRD V) IZ UserOU GroupOU NT X —R &R > THEH
LET, TORR, RRFII—H—2BRIENTEFEA. ZDEER UsersOU & GroupOU A
BRBDPAVAZVATORFEELET,

HEEZFTBIN-T 3

FNTO RES /N—= 3> 2024.06 LAH]
AR

BEZHRIBDICE. AOFIBEICHVET,

1. patch.py A2 )7~ & group_member_sync_bug_fix.patch 77 A J)L&2X D O— RT3
F. XX REEITL, Z2774LZHO2O0—-RTBO0—HILF1L U K~<output-
directory>ICEZEMR., Z/\YFZHEA TS RES O/N—> 3 <res_version>IlBEH:Z
F7,
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® Note

e NYFRAIVUTMCZIE, AWS CLI v2, Python 3.9.16 BAf&, &V Boto3 FHET
T,

« RESAWS A"F7’O/4EhTWVWBFTHI R -3 20 CLI #FREL. RES I
KO2TERESNENT Y NZCEBZEBIAU SIS TV EAHFANHBD L &2HRB LET,

« NYFIE RES/N—2 32 2024.04.02 &£ 2024.06 DHEHR—KLTVE
T, 2024.04 £/l 2024.04.01 ZFEAL TVWBERIE. T, ICERBEhTVWSFEIC
2T AFT—N—23a>0FH, NV FEEBERITHEIICETIRIERZ 2024.04.02 (Z
EMTEET,

« RES /N\—2232/: RES 2024.04.02

INYFEAI>O0—RU>2: 2024.04.02_group_member_sync_bug_fix.patch
« RES/N—=32/: RES 2024.06

INYFRAI>O0—RU>2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. NYFROVVFRNENYFI7ANDN RO O0—RENDTFALINIICBELET, XD/N\NY
FIAX > RZEFEITL., %Z RESEEMRHI<environment-name>llBEZ X T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>
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python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. IRIED cluster-manager 1 VAR AZBEBTSICEFE, XKOOX RZEFTLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 & & U* Ubuntu VDIs Ot
Fa1UTAHeHEM

INT DA

regreSSHion &M (EN 3 CVE-2024-6387 Ik, OpenSSH H—/N—T&EBIEhTVWET, CDiEHEM
&Y, VE—RNORIAEATWAVKEZERZGZ—TY NF—/N—THEEOI—RZETITD N
T&E, Z2BBEEIC OpenSSH 2R AT B ATALAICERBV ARV ZE S5 LET,

RES DS, BERTEREAAERANZREAL, REFRAIVKMYTIZSSHENET, BEihA
RANSZDEBHEOEFEEZZ(TEFBA. EEL, IXTO RES/N—2 32 TRHELY KT
Ubuntu2024 VDIs ({RIEFAIRNY TA VT ZARNTZOF +) ICRET B 77 4 )L kD AMI (Amazon
NOAX=2D) @, EF21VT 1 OBRICH L THESS’ OpenSSH N—2 a2 ZFEALET,

2%V, BEE®DO RHELY & & T Ubuntu2024 VDIs W ERAET ND AREMN BV ETTH . HEE B K
BRARNNDT OEANFBEICBEIET,

BEOHMICOVTE., C55Z2RLTSEZL,
EEEZFAIN—T3
ITANTD RES /N—2 32 2024.06 BAHI,

BAE
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RHEL9 & Ubuntu kE5E55%, X1 T 1 DEHEMEZEETS OpenSSH AONY F=2UU—R
LELE. chslE, 72YRT7A—LDENTNAONY T—IXZ—IJv—ZEALTTITESE
EE

BE#7 O RHELY %7z (& Ubuntu VDIsA % %35 & . LT ® PATCH EXISTING VDIs O FEICHES &
EEZHHOLET. SEDVDIs ICNY FZEATSICIE,. PATCH FUTURE VDIsOFIREICHES Z &
ZHEOLET. UTOFETRE, RVVTRZRTLTITIYRNTF—LDOEH%Z VDIs IZEAT
BHAEICODVTEHBALET,

BEF M VDIs
1. BEEOTANXTO Ubuntu B R RHEL9 VDIs IZ/NY FZ2EATHXOION RERITLET,

a. NYFRUVT KNI AWS CLI V2 FRETT,

b. RESATF7O/4ENTWVWATHIRNE)—23 22 AWSCLI ZEXEL., AWS Systems
Manager Run Command & JX{E 9 % /=% 0 Systems Manager 7V CAHF I H 2 & &
RlLET,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT NN EEBILRTENEEEZERTEEXET, OV RBEA2T
ZOUYOL, BHOONRID ZiBIRL, IXTOA 2 AZ>AIDs IZ SUCCESS X v tz—
INBBEEZEBLET,

kD VDIsNY FZERAT

1. NYFRIVVTRNENYFT 74 (patch.py & update_openssh.patch) 2X 70— RT3
IZi&, 27740220 0—R3B5F 1LY KMU<output-directory>lZ, %Z RESIRE®D
ZHi<environment-name>IZEBEEMZ T, XAOIN REERITLET,

(® Note

« VY FIE RES2024.06 ICOKBEAENE T,
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e NYFRVUTNICIE, AWS CLIV2 ), Python 3.9.16 A%, &K Boto3 N"HET
CB

s RESATF7A4EnTVWBRTHIRNEY =23 2(C AWSCLI OOE—ZRE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H D C & =R
LET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIRY RZRITLETD,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
update_openssh.patch

3. XOOAXRZFEAL T, TRED "Controller f VAR AZBRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

SR D VDIs AD/SY FilA ., RES /N— 3> 2024.06 UETHHYR—REhTVE
T, 2024.06 &V EID/S— 3> 0 RES BEOFRO VDIs ([2/Ny FEERATBICF, &
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T OFIEZFEHAL TRESRER 2024.06 7Y TIL—RULEITADY—\N—T3NDE
o

(2024.04-2024.04.02) VDI A > AZ 2 AOO—)ICT 2y FENTVWEVWIAM 7 I &
AFFARESNREEThELL
]

REFAONY T2 3aVHF 7O IV NOT VAT IOERBREZBE D ICHEAL TLWEL,
tE, IAMPermissionBoundary /N X—R TERBENLET IV LAFAOERYN, To7O020I 0K
DERFICTOS IV NIEBIICEYHTSATWEVWEDTT,

FEEZTIN—>3Y
2024 F 4 R - 2024.04.02
AR

VDIs A 7O T IO NCEWETSNET VAT IDORERZENICHRETEDLSICTRICEF, R
DFIBICHVET,

1. NYFROVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBDICIE, ROOAN RZEZRITL,
Z77A4I)N2RETSO—NILFT 1L U KU<output-directory>ICEZERAET,

a. /\Y Fi& RES 2024.04.02 IZOKBRENET, /N\— 3> 2024.04 F£=l& 2024.04.01 & fF
BALTWABER, XA4F—N—23a > 0FEHICODVWTINTUYIRFIAXNIEEHES L
TWABFIEICH > T, REZ 2024.04.02 ICEFTEET,

b. NYFAUUT NI, AWS CLIv2, Python 3.9.16 LAf&, & KT Boto3 A"BETT,

c. RESAWS A*'F*7O4EcnTVWBTFTAHIREU—23 20O CLI Z5REL., RESICK 2 THE
MENTENTY MCBEIAL STV RAFAN BB & Z2HRBLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. NYFARIVVIFRNENYFTI7ANDNETIO0—RENZDTFALINIICBEHLET., XND/\NY
FIAX > RZEFETL., %Z RESEREMZHI<environment-name>IlBE®RZX X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESIREMZFI<environment-name>ICBEMA T, COION RZRITLTRERND
cluster-manager 1 Y AR AZBRBLET, Amazon EC2Y R AV NIV =LA S51 >
ARV ABRTETDELETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AZR > AN &
KRBT D

il

Amazon XA X—2 (AMIs) Ik, BEDNRET RES THRETAIVKNY T (VDIs) ZAE> T YT
TRIEHICFERAEThET, SAMIICEK, V=232 ZEICEBS IDABEEFSITSNTVWET, RES
T ap-southeast-2 (> R Z—) T Windows Nvidia 1 VAR AZRETD LS ICEREE iz AMIID
FIREELLSHYFEBA,

CDRATDA VAR AFKEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
ICRR2TUARENTVET, KDV IC AMIID ami-027cf6e7le2es42f4 ZHERTIHBENH V)
Y,
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F7 ) NDO AMI ami-0e190f8939a996caf TA VAR AZBEBL LD ETDE, KNI T—
FERELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

REV7AINOBZEEL. NT2BRIZDFIE .

- ap-southeast-2 J—2 a3 IC RES Z7F7O4L&E T,

- Windows-NVIDIA DF 7 #)LRY T RIIFTARXY Y AMIID) ZERALTA VARV AEREL
F 9 ami-0e190f8939a996caf.

EEEZTBRN—3a
FAXTOHORES/N—>32 2024.04.02 BN EER®ZTET
BRE

LTOBMEE RES /N—> 32 2024.01.01 TTFARENTVWET,

c ROBETHLWIYTIRNIITARY VZBRTS
* AMI ID: ami-027cf6e71le2e442f4
« ARL—TFT 42T AT L Windows
« GPU #i&Jjt: NVIDIA
« BN ANL—24H 4 X (GB): 30
- &’ RAM (GB): 4
c COVYTIRNIITARY V% FEAL T Windows-NVIDIA 1 AR AZEET S

(2024.04 & & T 2024.04.01) GovCloud T® RES HlE® kB
BE:

RES HlIBr7—%2 70—, UnprotectCognitoUserPoollLambda (&% THIBRE h 3
Cognito 1—H—7— LD HIBRRBEZEMICLE T, Lambda DEITRE, ICL>THEARETIE
9 InstallerStateMachine.
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BA)—23>& GovCloud V—23>TF7AIND AWSCLIN—2a o NFERD I
&%, Lambda Oupdate_user_poolMU'H L & GovCloud U—> 3> TREMLET,

GovCloud V—2 3> T RES ZHIBRL LS ETDE, ROIZ—HNRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT=BHRIZFIE:

« GovCloud V—> 3 IC RES #F 70495
« RES AR Y U %HIKRT S

FEEZTAIN—3
RES /N—2 32 2024.04 # & U 2024.04.01
BAE

RES /N—232 2024.04 Tk, ROBEBMERNFTARENTVWET,

« UnprotectCognitoUserPool Lambda & <
« B MBI <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« TURALRE >WRE > T FA L ->RFPython 3.11 ZiBIRLE T,
« CloudFormation ZHZ &9,
- RES A& Y U OHIER -> Retain Installer Resource UNCHECKED -> Delete D EXICLE T,

(2024.04 - 2024.04.02) Linux IR F AV N v 73 BEBEIC "RESUMING, AT—

ADERRICBB AN B KRT

il

=
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Linux (REFAIRY 7R, FRRELEGATZ1-)IEnEFLEEICBERH IS L.
TRESUMING) AT—ZADERIIBDZENHBYUET,

AAZRAEBREL =%, AWS Systems Manager EFH LW DCV &Y > a> zERT S
EHDOUE—RNIN REERITET, KOOT XY tE— 5 vde-controller CloudWatch 4
(<environment-name>/vdc/controllerCloudWatch A7) —7"OTF) ICH V) T A,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

HEEZTAIN—>3Y
2024 F 4 R - 2024.04.02
BAME
"RESUMING, RETAEZY L TWARRBTFAIKNY 7Z2EIRBTSICE
1. EC2OVY—IASEEA AR AIZ SSH #HL T,

2. AVAZVATROONY REERITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBEBIDIDZFEXRT,

FLWMRETFRAIRNY 7HAELUBEICHRSBEVRSICTDICE :

1. WYFROVTRNENYF 774 (patch.py & KT vdi_stuck_in_resuming_status.patch) & &
JO0—-RTBICE. ROOX RZEFTL., 2774\ EBRETSHT 1L U KM<output-
directory>lICBE#AET,

(® Note

« JNY FI& RES 2024.04.02 IZOABERENET,

e NYFRVUTNIZIE, AWS CLI v2, Python 3.9.16 LABg, & KT Boto3 A" HET
CB
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- RESAWS A" F7O04&EnhTVWBTHIhEU—23 20O CLI ZFREL. RES IC
KOTHERENENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. NYFRIVFRNENYFTI7ZPANNFTDO0—REBDTFALINJICBBILET, XDO/\NY
FOATY > R%EEITL. % RESEEMHBi<environment-name>l_B&E#Z. % RESHFFT
O/4EhTWVWBIJ— 3 <aws-region>ICBEBRAET,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BIE®"Controller /1 VAR AZBEETAICIE. XOONREEITL., ZRESEENE
Bi<environment-name>ICBE#Z E T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024.04.02 LABT) SAMAccountName BHEIC AN FREFBFHRXFNF eEhTVS
AD 1—H%—ORFHBIZEBLEL -

Bl

SSONDBLLSEEL2KEM 2 >OAD BHYI VL)Y N7y 7TEhsd &, RESIE AD 1—H—
ORBICEKBLET, VFTARX—IZX— ¥ —0 CloudWatch Od% (<environment-name>/
cluster-managexdJJI—70OTF) Ik, AD BHIRICKOIS—HFEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%$)
(. D ror[_ 1{2})[a-20-9. _J+(?<![_.1)$

I5—k. UTOEH%ZFEET SAMAccount 1—H—BNDdkh%E RESHAZHFAND ENRRTT,

« PXFOASCIXF, BF, EVFR(), PUYE—RAOAT () DHEEHDENTEERT,
s EUFRFLERTUVHA—RAOAT7R., BNFERLRERONFELTHEATEREA,
c 2DDEFHUEEVAREFLERTUA—AOAT (v . . _BE)ZEHDIERTEREA,

FEEZTBIN—>3Y
2024.04.02 LAHY

B

1. WNYFROVVTNENYFT 7 A)L (patch.py & samaccountname_regex.patch) ZX >/
A—RIBICE. XOONXN REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>ICBE#AET,

(® Note

« JNY FI& RES 2024.04.02 IZOXBERENET,

e NYFRIVUTNIZIE, AWS CLI v2, Python 3.9.16 LAB&, & KT Boto3 A" HET
CB

- RESAWS A"F7’O04&EnhTVWBTHIheEU—23 20O CLI ZFREL. RES (IC
KOTHERENIENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFRIVFRNENYFITIPAINNFTOO0—RENBDTFALINJICBEILET, XDO/\Y
FOAXY > REZEITL. & RESEEOSHZRI<environment-name>lICBE]Z E T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIKO Cluster Manager 1 VAR AZBREEBTSICE. ROONY RZETL. Z RESKRIE
M EZHi<environment-name>ICBEMZI E T, Amazon EC2 XXX ROV =LA EA4 >
ARV AR TITDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAg]) A BRANCT IVEATRD OO TTAR—NE—HNFBEITT
R 8

I—HY—HATSAR— R F—EAIVO—RLT RES DI 7 R—RILHSBIAARANIT 7R
THL, F—ORRNEL<BYELA. EBROTHF 1TELTEAIVO—RENB LD, F—1H
WA ET, XOVO—RUEF—EFEALTHAARANCTIEALESETHE, ROT
S—HEFENET,

Load key "<downloaded-ssh-key-path>": error in libcrypto
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<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

FEEZTBIN—T3
2024.04.02 LAH)
REAR

COTTIOHRIEELEZTREVED, Chrome ZFRALTHF—%2A T O—RITBELZHEHLE
9,

FhE., OBICHFLWTZEKRL., DERIIC----- BEGIN PRIVATE KEY----- AOITZEERL
T. F—T7A4)INEB7#—XYRNTBDEETEXRT----- END PRIVATE KEY----- o
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- =z

S

N4/
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