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I—H—7L2RU—ZURLZEDICE. BREODAZLARXAVEFEATIEEZHHBOLE
¥, Amazon Route 53 ¥ @O 7ONA X —ZFEALTRXSM 2 ZEE L., ZFEALTRXSAY
NDIAER AV R—NTDHLENH V) £F AWS Certificate Manager. /N7 U Y I RX A LEIRE
FERICHBDEERF. CORTYTEAFYTTEFT,

—

FBRICE2 T, RouteB3 ICRXAA V= EFULET, BRX—INBEET,
2. RAAORARNY—2ERBLET, Chid Route53 ICK > TEHEWICERENET,

a. Routeb3 A2V —I)ZREFT,
b. ERIOFETS—>3UASKANY—2EBIRLET,
c. RAAVHRALCZHERENIZRANY—2ZRE, RANY—2IDZOE—-LET,

3. %ZR<& AWS Certificate Manager . ATOFEICHE > TRAXAVFAAEZEZVIVITANLET, V
)1—23 &F7O/4TDFEN)—2a 2 ICVBd e &2BRLET,

4. FTET—>3aVHhSAHEEZ—ERTZERL., SHAEVIIARNZERDUHET, UIVIANE
REBPTHIUENHYET,
AEEAE ID ZEBIRLTU VI AN EZEHEERT,
RXA>+E923h5, Routeb3 TLO—RZEK TR ZRRLET, VITANOAMEIC
F5 10 2 A AN ET,

7. REAENRITENES, IAZOAT—R2AEV23 A5 ARN ZOE—LET,

RXA > O¥ERK (GovCloud D )

AWS GovCloud CKEFEE) U—23 2 ICF7° 04 L TWT, Research and Engineering Studio @ 7
AZLRXAVEFEALTVREER., CchSORREZGOATY T EZRTITBIHEN BYVET,

1. WNTUYORARNRXAVHNERENEERAN—T 14232 AWS 7HJ > KNZ Certificate
AWS CloudFormation AZ Y 2 %#F 704 LET,

2. Certificate CloudFormation HAOA S, & ZBE Dl CertificateARNTXELF
3FPrivateKeySecretARN,

3. GovCloud/ N\—714>3a>FhHDIKNT, CertificateARNH I DEZEFE D —IL Y NE
ERLET, F'—OLYMNEICTIOEATEDELSIZ, ILW>—OIL Y N ARN ZXE
Lvdc-gateway, >—2JL Y KNIZ2D00RTZEMLET,

a. res:ModuleName = virtual-desktop-controller
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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b. res:EnvironmentName = [environment name] (Z 11l& res-demo TH D AJEEMEN H V) F
9 )o

4. GovCloud /N—F7 423> FAhHD>NT, PrivateKeySecretArntH HDEZF D> —IL v
NEZERLET, '—TLYRNEICTIEATESDRSIC, HILLWZ—IL Y KNARN ZXE
Lvdc-gateway, ¥>—2L Y KNIZ2D00DRTZEBMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (Z 11ld res-demo TH D AIREMA H V) F
T )o

ARV Y —RAZRKT S

@ Research and Engineering Studio Tl&, 704 BICXOARL Y —ANFETD &% AWS
BELTVET,

« XY KNT—=U (VPC, NTVYIOHTZRY KN, T7SAR—NGFTZYR)
C Tk, RES IR, Active Directory (AD), £BARNL—POFRAMIEAEHND EC2A2A
2AZETLET,

« ANL—2 (Amazon EFS)
ANL=2RVI—-LLCRK, REFRAINYTAVTZARNZIF ¥ (VD) CREBTT7AIE
T—RNEEFNTVET,

« T4 LU KUY —ER (AWS Directory Service for Microsoft Active Directory)

TALORNIY—ERAR, RESREICHL TI—Y—ZFEELET.
s F—EEORT (A—HY—A., NAT—R) ELTT7 4=~ Y MN&E Nz Active Directory H—E A7
HIOVRNOI—Y—BENADT—REELS—UL YN

Research and Engineering Studio &, Z#AL T, Y—ERXAT7HI NONAD—REE, B8E
LEZ—DLY RET V1AL ETFTAWS Secrets Manager,

® Tip
FEREZT7O/4LTVT, ChsOAZ) Y —ANFATEZVWEEE. AWS /N1 /N
T74A—X2AAE1I—TFT12T0LERZFERALTAR)Y —AZERTEET, 7HOY

HAEIY—AERMET S 25


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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NEVY—RZF7O/4FBDICRABIVY —AZERTD. Rotwo>3a> T 288U T
<iEEEV,

AWS GovCloud CKEBEZ) U—> 3> TOFEFTOC4TR. 1 OHEREKBATY TER
TIBHBEHFBNET KX A2 OUHER (GovCloud D& )

BRIE T LDAPS 2RETS (A 723 )

IRETLDAPS BEZFEAT2EE. UTOFIEEZRETL T, fAAFEZERL T AWS Managed
Microsoft AD (AD) RXA > NO—F—IZF7XYFL, AD £ RESENBEZRETIMLEND
WET,

1. T oOH—=/\—fl0 LDAPS ZBMIC 3 % J7E AWS Managed Microsoft ADy IZEEEEhTWVWS
ATYZICRVET, LDAPS ZERICEMICLTVRHEEIE., CORATYTEAFY S TEE
ED

2. AD TLDAPS #'REENhTVR L ZHWFEL =S5, ADIIAEZIIAR—KNLET,

a. Active Directory H—/\N—IZBBL £,

b. BEEEL T PowerShell ZBZ £ 9,

c. certmgr.msc ZE{TUTHHEVANZHEEXT,

d. RCEEE L)L —NRAMEZRE, RICAHREEZRV T, EABVANZEREET,

e. ADY—N—CtRELUZBEOIAEERFL (XEFAIVY )L, TIXTORATEBEIRL
THASITIVAR—KNLET,

Base-64 TI>— R&ff- X509 (CER) #&IRL. WAZBIRLET,

—h

g TALIRNUBERZBRL, RANZERRLET,
3. —ULvY MO AWS Secrets Manager :

S—OLYRIZ—Sv—TY—ULY NEERTDBERR. [—IJLYRDERALT]|T[TD
o> —oL vy N &EBIRL, [FL—FTFAN 74— RIZPEM I — ROFIHAEER
VR,

4. ¥EFRENI-ARN ZEZZHEHHT. O DomainTLSCertificateSecretARN/NTX—XELTA
HBULETATYS 1. RRzEET 5,

BT IDAPS £RET (A 73 26


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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7Z7AR—NVPC ZRETD (F7>32)

Research and Engineering Studio Z 08fE iz VPC ICF7 O/ 92 &, B0 TSA4T AL
ANFTUOABHRZBLILOOEF IV T4 F@btEhET, £LEL, BEORES F7O4 &k, &
FEAEODA AN —=INICA 2 EZ—Y RTIOELAILHKELTVET, 75A4RX—KNVPCIZCRES %
AVARN=ILTBICRE., ROBRFHEEBLLIDENFHYVET,

N =R

« Amazon XA X—2 (AMIsZ #1893 %

- VPC IV RARAV NDORE

« VPCIVRARARNDBEWH—ERICERTS

« 75AR—=BVPCF7OMNFX—RZERETS

Amazon X4 X—2 (AMIsZ {59 %

1. #®iFEFREFVO—-RLET, Btz VPCIZF7O/492ICF. RESA2VT7FARNT D
FYTNTIYIAE—FY RT O RABL THREFEREZFATEDILREN B ET,

2. Amazon S3 AV ERT IV LAEEETES ID & AmazonEC2 £ LTHE D IAMO—)L %4
BLULET,

a. |AM 32V —)L (https://console.aws.amazon.com/iam/) ZF& £ 9,
b. A=) A5, O—IOER ZBRLET,
c. fBEENEIVTATAEZBRIR—ZTUTZITVET,

s EEENEITATAR47T, ZBIRLET AWS OH—E A,
e TH—VFR, FhF "1—RT—RJ MEC2) #iBIRL. "XxAJ ZBRLET,
d. 7OtLAHFUTDEMT, XOTVELAFUR) D —%BIRL, INZRBRLET,

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore
+ EC2InstanceProfileForlmageBuilder
e. O—J)LBEHBAZEML, O—IILDEREZBIRLET,
3. EC2Image Builder I R—%> N ZHERLFET,

a. T EC2Image Builder 32 —)L%& R & & ¥ https://console.aws.amazon.com/
imagebuilder,

TZAR—KNVPC ZRBRETD (F7>3) 27


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder
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b. "REENEVY—AL T, "TOVR-—FT b, ZEBRL, "OAVKR-—DMOHEKL Z2&
RLFET,

c. AVAR—FXVBNOERR—IT, XOFMEANLET,

« AVR=—FVKEA4T T, EILR ZEBRLET,
s AVR—ZVNOFMBICOVTE, ATZERLET,

NFX—& d1—H¥—-T>KU

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2, RHELS, or RHEL9
Component name Enter a name such as: <research-

and-engineering-studio-inf

rastructure>
Component version We recommend starting with 1.0.0.
Description Optional user entry.

d. JVR—FKVRNOERR—IT, RFIXRNIVFTVVYDOEREZBRLET,

. EERFIXDNOABRZANTIHEIC, targz 774D T 7A4) URI N RBET
¥, RESHE#HTS targz 774 J)L% Amazon S3 /N7y NMCF7Yy7O—RL, I\
TYRNZTOANTAHNST7A4IIDOURI ZIE—LEF T,

i. RDEDICAHLET,

(® Note

AddEnvironmentVariables A 723> ThHVY ., 1V TFARNTIF ¥R
ANCHARZLRBEHN VDEBEWVSESIHIBRTEE T,

http_proxy & KU https_proxyRBEZEBERETDHEE. 1V AXVA
F7OF>ZFEAL Tlocalhost, 1 VARV AXZT—RIP T RLA, &
CVPCIVRARANEYR—NTDIH—EREITIJLBEVKSIZTDIC
&, no_proxy/N\TX—2NFUETT,

TZAR—KNVPC ZRBRETD (F7>3) 28
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

TZAR—KNVPC ZRBRETD (F7>3) 29
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- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.

com,sts.

com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

[OAVR—F2 MK Z8RLET,

TZAR—KVPC ZHRETS (723>
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4. Image Builder 1 X—2 L EZERLET,

a. LZEOERR—IT, ROKSICAHDLET,

+o>a>

L= E5¥4E

BEEXD A X2

A
\I
N
%)
\I
N
Ry
it

NS A—5
Bl

N—o a3
Sk

£ A= DER
(OR)

BE8N—>aZ>od47
>3z

e AN

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure N1 7542 DETHE
ICSSMI—> I hZH|
B} 9 % is not selected.

TZAR—KVPC ZHRETS (723>
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to>ar NTX—2Z dA—H%—=T> K

EEFALIORNINA EETFALIOBRNIUNA /root/bootstrap/re
s_dependencies

dAVR—F2 b OAVKR—F2 NDBE UTzmEL TERLE
9o

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 > R—
x2bho 74—=J)LRIC
AWS 7hHO2KID &&
OAWS U—23 %
ABLET,

TARIAVKR=FT K~ ZRBELTERLE T,

« Amazon Yx— R:
simple-boot-test-linux

b. [L>EZEKTD] Z2EBRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,
a. REBHRIVYVY—AT, (I VT7TFANTZIVFrREZERLET,
b. 4127FARNTIVFY—BROER 2 8RLET,
c. AV7ZARNTZIUFVYREDERR—IT, ROXSIZABLET,

o3 NTAX—& d1—¥—-—IT> KU
% ZHl Enter an appropriate name

such as res-infra-linux-x86.

TZAR—KNVPC ZRBRETD (F7>3) 32
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+o>a>

AWS A2 T7ZARNTIF
-v

NFA—=5

SHI:I

o

IAM O—)L

AVABYAZAT

VPC, H¥7%vYy N, %2
UF4 )=

d. A1VT75ARNZIVFY—BEOER Z28RLET,
6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

1—H—TI KV

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /N7 Y A D
A2B2—XYNTIOEA
ET OV EAZFATEDH
72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EFET,

« VPC: A2 T7ZANTY
FrEREICEREATY
2N ERL VPC ZEIR
LET, <® VPC ICF
A=Y NTIOLA
FHBETY,

c A2NTVRIL=I
-« %47 SSH
* [Source]: Custom
- CIDR7AY 7:

0.0.0.0/0

a. Image pipelines [CBEB)L . Create image pipeline Zi#RL £ 7,

TZAR—KVPC ZHRETS (723>
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b.

g.

NATZA2VDFMEIEER—TI T, ADELSIZADL, RANZBRLET,

s WATZA2REFT> I DOFHA

s EILRATD 31T, ATP1-)ZRETSDH, AMIR—F2TTOLAZFHT
IR T 255 FBHZERLET,

LEOBRR—IT, BEOLIEZERAZZERL, AICERLELEBZADLE

T, [RN\] ZBIRL X7,

B&7OLAODERR—IT, F7FILMOT—070—%BRL, RNEZBRLET,
"A2VT7ZARNTIOFYREDESRL R—IT, "BBFEOAVTIZARNZIVFYREZEH

T2, ZBRL. UBTICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN\] 2

BRLEXT,

TAANIELI -3 VRENERR—IT, BRECODVTRORZEELTSEE L,
* RESHECASAVTTZARNTZIFYRAMNAA VAR AZBHICEETESD LS I,
HAOAX=DRBF7O4ENZRESREERLUV 23 VICHEETIVEN HYVET,

H—EAOF 74 NEEHATSE, EC2Image Builder —EANERAEhTWSD ) —
DAVICHAAX=DHNERENE T,

- RES Z##¥HN)—2a IcF7O49%58k. HILLWF1ANIELI—-2 3 RESE
ERL, TZICU—>23a > zBMTEET,

BIRABRZHEBL. NMTFAVOEREERLET,

7. EC2Image Builder N1 754> ZERTLET,

a.

b.

AX=DNATZAUDS, BELIENATZA42 2RO TERLET,
To>ay Z2BRL, NMTZ420ERT Z2EBRLET,

INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEAMI O AMIID ZEZ8E%. O InfrastructureHostAMI NTX—Z DA HE L THEA
L & dthe sectioncalled “ATY 7 1: RR%zEETD,

VPC I RIRA > N DERE

RES #F7O4 L TREFAIRNY TZEBHTBICE, T7SAR—KNFTZY NADTIEAAWS
DH—EADNMRETT, VERBTIELAZERBHTEZIELSICVPCI RRANEERETIDHEND
WET, T, IVRRAVRZEILChSORATY TR BYBRTIHBENHVYET,

TZAR—KVPC ZHRETS (723>
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1. IVRARAZBIHFBUAIICREE N TVEWEERE.

"A2V8—7IAAVPCIY RRAU K

AWS DY —ER ZFEALTICTI7EAT2, CRETATVAFIRICHK > TEZL,

2.

AWS OB —ER

T 7 ) —< 3> 0 Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

IZATAYO20—RNZZ2T

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

2DNTRASEVFA—V—2DEFNEFNT 12T SAR—RNYTZY RNEBIRLET,

H—ERH
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region.dynamodb ('— NI A L2
RIRA NARE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 (RES TF7 # )L N THERE
NBT—RIIATIY RRANFBETT ),

TS5A4R—KNVPC #RETS (F723)
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
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AWS O —EA

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

H—ERH

PEEEALERETCNTY NZ2JOANTINTBICE.

EBMMO Amazon S3 A R —T7 I A ALY RKRA 2 NHF
HETT, Amazon Simple Storage Service 1 > X —
TJTIAARTI RIRAVKNANDOT VLA Z5BLTLE
=L\,

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp (XD T RA FE
T4 =V —2TRYR—BFENTVEHA: use-1-az2
. usel-az3, usel1-az5, usw1l-az2, usw2-az4, apne2-
az4. cacl1-az3, cacl1-az4)

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC IV RARAVNOBVWH—ERICERTS

VPC I RRAVRNEHR—RNLTVWEVWH—ERERETRICE. VPCONT VY IHT XY
NMCZ7’AFH—N—%RETEET, ID7O/NA X —& L T AWS Identity Center ZfER L
T. Research and Engineering Studio 7' 04 ICS BB HK/NROT IV AEEZF >7OF> 9 —
N—ZERTDICE. ROFIEICHVET,

1. RESF7OA4ICERATEVPCONTUYOHTZY NTLNnUX A VAR AZRBEBLET,

e Linux 7 7 = 1)— — Amazon Linux 2 £ #=l& Amazon Linux 3

s 7—FTUF ¥ —x86

TZAR—KVPC ZHRETS (723>
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
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507 1A—IRABETT, BEALEDTONAE -, TF7FILRTIhEDT71—I)LRZH
BHNICANLET, REIIHBENHIHERE. ROT7A—ILRADEEZSRL TEEL,

"

* AudienceRestriction — & ICERE L £ Jurn:amazon:cognito:sp:user-pool-id, user-
pool-id %& Amazon Cognito 1—H¥—7—)L® ID ICEZEMZE T,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« LARVA —InResponseTo% IZEREL FIhttps://user-pool-domain/saml2/
idpresponse, user-pool-domain %& Amazon Cognito 1—%—7"—ILO RXA 2 BICEE
BAET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — Recipient 1—%'—7"—)lLsaml2/idpresponseL> RRA >~
ETLD SAML U2 T AN ID InResponseTol_f&ELE T,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — XD K SIZ ZRELE T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>
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<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 77U —23a IO 7I9RNURL 71 —JLRA®HZDEESE. ([CBELET <domain-
url>/saml2/logout,

RXA> URL ZEUE T2 I

1. EEHEEE clusteradmin ELTRESICHA >4 LET,
2. RIEEE S —REE>ID7ONAME—IZBEBLET,
3. RXA2URL &#&IRLZET,

6. IdP A" Amazon Cognito E DEEEZMIUY TH=HICERIAAEEZ T ANDBEEE. Amazon
Cognito BRIHEZA V> O—RKRL, IdPIC7YZ7’O—KRLET,

ELAAZTZNEISICE

1. ORI EDAmMazon Cognito 12 Y — )L & < AWS Management Console |

2. 1—Y—T7—)ZBRLET, I—H—T—)LiE THRIRLENHYE
9 res-<environment name>-user-pool,

3. BVAVAVIVARVIVARTEBRLET,

4. 7IFL—T4yRID7ONAE—DH A2 A2 +=0>32 T, BRAAEORRZERL
S

COIEAEZFAL T, Active Directory IDP Z#+Y R7Y 7L, %#iEilLrelying party
trust, COIAEFAEICHLTSAML Y R—RNEEBMICTEEXT,

(@ Note
i Keycloak & IDC ICIFBAEhEHA,
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5. T7UT—Yav0uy NPYTHARETLES, SAML20 77 UT—Y 3V X857 —4
XML ®7zi& URL 28 9> O— RUET. ROEIY 3V THEALET,

ID7’ONA R —%=FERTHLDIC RES 258 ET D
RES DI VI NB AV AVEEERTTDICE

1. BEEZELW clusteradmin ELTRES ICH L4141 LET,
2. REEE S —RRE->D7ONAME—ICBEBLET,

3. Single Sign-On T, AT—RAA T —2DHEICHDWET 4 1> ZFIRL T Single Sign-On
Configuration R—2J ZHEE T,

a. IDZ7ONAH—T, SAML Z:&RL £,
b. Z7ONAX—KIZE. D7ONAME—O—BEDOHBBZADLET,

(® Note
ROBBIFERATEEREA,

+ Cognito
* IdentityCenter

c. XBAF—ZRFIAIXIKNY—AT, BYBEATI2EBIRL, XXF—X XML RF 21 X
hNET7YZ7O0—RTBAH, ID7ONAE—HS5 URL #IEEELEXT,

d. Z7ONAMA—EX—)IEHICE., TFAME ZASLETemail,
e. [Submit] ZBIRL TEZE L,
4, RIBRER—TZZBO-RLET, REFELWBE, ZVTLUFAFONFBRCBYNET,

FARFRETO ID 7ONAH—DERE
REEAEALIY —AEEHL TIELRFRED RES IREZER L. 1AM Identity Center % ID 7°

ONAH—ELTRELEBEE, Okta ZEDHD ID 7ONA A —ZRET D EEZHEOLE
¥, RESSSO BEMLT7 #—Llk, 3 D2OBRENTXA—RZERLET,
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1. 7ONA 8 —8 —ZETERELA
2. ABTF—ZRFIAIAXDVNKIZIE URL — ZEETRE
3. 7AONAA—E X—)LEM — ZEETRE

XBF—=BRFIXVNETONAT—EX—IIEMZZEETRICRK. AOFIEZRITLET,

1.

2
3.
4

Amazon Cognito AV —JLICBELE T,
FTEF—avhs, I—H—T—I)LEBRLZET,
A—H4—7—)zBRIgDE, 1T —I)LOBENFrRRTEINET,

BAVADIVARVIVART NS, 7TFL—FT4Y RID7AONAME—DF A1V IC%
BL, REENLID7ONAFA—ZHEXRT,
BE. X2T7—2ZZLEL, BENYECJZZEBELBVETTERAET, BENYECJZE

MBI, MEZBERLET, XET—ZRFIAVNEZEFHIDICE, XXTF—FOEEH
AZEBRLET,

BHEIYYE T Z2iwmEL 1-5B 4. DynamoDB T<environment name>.cluster-
settingsT—7 L EEFHITBILENF HYUET,
a. DynamoDB AV —J)LZHE., FES—>3arhs7—7IEERLET,

b. <environment name>.cluster-settings T—7 ) ZBREL TERL, 7oV a2 X
“1—H5HEHBEREREZERLET,

c. AFVYUFRERIVIVERT, 74ILEZ—CBEBL. RONTAXA—-FZAHNLZET,

- BHER —key
« {8 — identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (£1T) ZEIRLET,

BENn-EHB TXFIZtwFKidentity-
provider.cognito.sso_idp_provider_email_attributel . #R&E &iBIRL
T. Amazon Cognito DEEE —HTA LS ICXFIZEELET,
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SAML IdP OREED T /Ny T

SAML L —%— — Chrome 75 O% T OiiskieE=FRAL T SAML U U T AN & B
L. SAML7H—> 3 {EZEETEEXT, FHMICDOVWTIE, Chrome JTI7ART7® "SAML ~
L—H—, 2B LTLSEETL,

SAML BE%#&*Y —J)L — Onelogin lZl&, SAML T J—R&chikEZFI—RL., SAML 7H—

SAVOBETA—IINREFIVITRILEDICHEATERY —IIAARTATVERT, FMICOWVWT

l&. Onelogin 7T 7H# 4 KM "Base 64 Decode + Inflate; ZZBL T &Y,

Amazon CloudWatch Logs — CloudWatch Logs T RES OJ WIS —XEEA2MRETEET, OV
., cWSEEOOTII—TICHY) £Fres-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 M — Amazon Cognito & ® SAML HE DO FHMIC DWW TIE., TAmazon
Amazon Cognito XA Y /N—HA Ry @ "I1—H—7—)LA® SAMLID Z7ANAH—DEN, &
ZRLTLSEEY,

A—%—0O/)NAT—ROFE

1. AWS Directory Service AV =LA S, ERLEAZY OOT4L O RN ZBIRLET,
2. FU2asAZ1—7T, I—H—-NAD—ROUEY NZEBRLET,

3. A—H¥—%Z&RL. HFLLNAD—RZAHLET,

4. NAD—ROUtEY hEZBRLUET,

BT RXA 2 DOERK

NAABLRXAVEGEALTVWRBER. R—RIIOVIT7H2E VDI MR ETR—RTBLSIC
BT RXAVERETIHVENHYET,

(® Note

AWS GovCloud CRE#EB) U—avIcF7O4 9256, RXANTUYOKRAN
V—2%KRANTDEHAN—FT A3 FAIORNTOIT T IS—>3a> e VDY TR
XA ZBRELET,

1. Route 53 AV —)LZHEEXT,

I—H—ONAD— ROBERE
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Q—H—H1 K

2
3
4
5.
6
7

10.
11.
12.
13.

FERLIERXAMVZ®EL, LO—-ROEREERLET,
LO—RZBELT "weby EABLET,
LO—R&ZA47ELUTCNAME ZEIRLE T,

Value ICI&, BHIDEX—)LICREFELIEUVZANLET,
[LO— RZEK] ZFRLET,
"OLO-RZERTDICE. NLB 7 RLAZEELET,

a. AWS CloudFormation AV — )l ZH&E X9,
b. <environment-name>-vdc ZEIRL T &,

c. VY—A%&EIRL. ZHE £T<environmentname>-vdc-external-nlb,

d. NLBASDNS®&ZIE—L %7,
Route 53 1>V — )L ZBHE XY,

RXA&BREL, LO—ROEHZBRLET,
LO—RZIIC T, EAALETvde,
[LO—K&A7]T. [CNAME] ERLET,
NLB ®35&E. DNS ZABL KT,

[Create record] (L J— R&Z/ERK) ZBIRLE T,

ACM SEFHEZEK T B

F7#)LNTIE. RES I RX A > amazonaws.com ZFRAL 77U sr—>a3a>O0— RN H—
TIITR—=BIINERANLET, MEORXAVEHERATSZICK, I——HREITS, L&
AWS Certificate Manager (ACM) A 51 ) O TARNENZ/NT 1) Y U SSLITLS sIREZRET D HLE
FHYET, ACMEFERTZHBE. 94T RNEDITH—ERRARNED SSL/TLS F¥ X)L
EESILTBRLEODONTA—RELTEETIVLEN D AWS VY —RABZ2Z TV FT,

® Tip
ABUY—RFENYT—TEFTOCTBBER. CHABUY—RARRY V77O
A PortalDomainNameT 3 & E(Z, BIRULERXA D Z CADTEIHREN HYETHED

\J_XE'T/EEEjbo

ACM LA EZER T B
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NAZRLRXAZ DIEAEZERTDICE

1. Y —I)LH S AWS Certificate Manager Z#B&., N7 VY ViBAEE)IITARNLET,
AWS GovCloud CKE#ESP) (CF7°' 04 3 5Fa . GovCloud /N—F 123> FHU2 NIEEH
EZERLET,

2. "NT7UvOFRAEEZVIVIARNTS, ZBIRL., "RAL ZERLET,

3. RAXA>ET. *.PortalDomainName& MDA DIIEAEAERJU I ITANLE
F PortalDomainName,

4. HRAEXY Y RT, DNS il 2 ZBRL X7,
5. [VOITAR ZZBRLET,

6. Certificates JARA S, VOTARENEIHEZRHEET, SAPEODRAT—F A, BiE
REBPICEYET,

® Note
AAEARFENBEVERE, VARNZEHMLET,

7. ROVWThAZITVWET :
- BERTF7OA4
DOTARESNERIPEDOAHEDFMA S, Route 53 TLO— RZER TS ZiBIRL
353-0 EIEEHEGDZ?_QZU:%?Tiﬁa%L:Eb Ugsj-o
«  GovCloud #7°0 :
AWS GovCloud CKE ) 77’04 92548k, CNAME ¥—¢& g2 IE—L X9, &

AN—T423>F7HOU A5, EZFERLTINT VY ORARNY—=2ICHLWLIO-
REERL KT, IATNDAT—RARFRITEXRICEDXRT,

8. FULVEIHAEARN ZIE—L T, ONTFAXA—ZFELTABLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A ~R—JLHIZ CloudWatch I X0 O T —7ZEKL
F9. F7FLRNOREFICOVTRE, ROKXZSRBLTLEEZL,
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CloudWatch Log ' )L —7° Retention
/aws/lambda/ <installation-stack- BRHEREL
name>-cluster-endpoints

/aws/lambda/ <installation-stack- BRMHEREL
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BRHEABRA L

name>-cluster-settings

/aws/lambda/ <installation-stack- BXHRE L
name>-oauth-credentials

/aws/lambda/ <installation-stack- BRHREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BREREL
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- BEMHEREL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BRHEABRA L

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ INAE
cluster-manager

/<installation-stack-name> /vdc/ 3INAE
controller
/<installation-stack-name> /vdc/ 3N AM™M

dcv-broker
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CloudWatch Log ' )L —7° Retention

/<installation-stack-name> /vdc/ INAE
dcv-connection-gateway

AJ0IN—70F7F7# ) NOREFZEETHHEEE. CloudWatch IV —)LICEBH
L. CloudWatch Logs DOJF— 2 REFZZETRHERICH > T LEEV,

NAZLT 7 EAFADRRADKE

2024 F 4 ABRE, DARLT OV EAHTOERETRYFIBHIET, A7V TRESICK?

THERENEO—NEZEETEXRT, DARLAT IV EAHFTOERGE, 7OLAFATDOERD ARN
% |AMPermissionBoundary N X—Z2 O —# & L TEET S Z & T, RES AWS CloudFormation @
AVAR=)IO—BELTERTEETT, CONTA—RZZOFRFRICLEHES. RESO—/LICE

TOEAFTOERIREENEEA, UTE. RESO—INEHETEILHICHXELZT VI 2D

JARNTY, FATRTFEOTVEAFAOERT, ROT IV AVNFBARHNICHFITEhTVSD L
ZHERLET,

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
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"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
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"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",

NAZRLT €A

A ORADRE
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"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES Xfit> AMIs Z5XE T %

RES %/ Amazon X224 X—2 (AMIs) ZEAT2 &, RETAIRNY TA AR A (VDIs)
M RES IKFBAREHNARLAMIs ICT VAV AR—I)LTEEXFT, RESXDAMIs Z2FEATH &,
EHIRAIENEAAXA—DEFERATS VDI A VAR AOREBHA GHE hET, EC2 Image
Builder 2 3% &, AMIs ZBE L THLWIY I RNIITARY VELTERBETEET, Image
Builder ®F4HIC DWW Tk, Tmage Builder 1—H'—H 4 R, 2B L T EE L,

FBITHaIC, ZM/N—23ORES ZF7O1TRRENHYVET,

N =R

s RESIREICTIVEATDLEHDO IAMO—)Z% (BT 5
+ EC2Image Builder AV R—F > NEERT S

+ EC2 Image Builder L E&%#{E9

« EC2Image Builder 1 > 72 ATV F ¥ ZRETD

+ Image Builder f X—=SNA 754V %RET D

+ Image Builder f X=SNA 754V ZRXTTB

c RESIKHLWYTIRIITAEY VEEETD

RESIRIBICT VAT LHOO IAMO— )L Z2%EHET S

EC2 Image Builder * 5 RESIREV—ERAICT VAT ST, RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— L2 ERF LR EETIHEN HY) F
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9, Image Builder TEAT 2 IAM O—J)LDFREIC DWW T, Image Builder 1—H%—H 1 RdD AWS
Identity and Access Management (IAM) ZZBRL T<E&E L\,

A—=LICREA A RETT,

« EHEENEBERICE, Amazon EC2 H—EANEENET,
« AmazonSSMManagedInstanceCore & & U EC2InstanceProfileForlmageBuilder 7R 1J < —,

« F7OA4 &N RES BIEA D DynamoDB & & T Amazon S3 7V AN FIRE NI H AR A
RES 7RU :/_o

(ZORVD—F, DARI—BEBRVI—RFIXINELERAREI—AFA4 KRV —R
FAXNOVTNAICEYET ),
EENEBRERI>T1T 41 :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

RES R —:

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-
EnvironmentName} .cluster-settings",
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/host_modules/

EC2 Image Builder > R—% > N ZEKT S

Image Builder 1—%—2 4 R® "lmage Builder IV —=)L&FEALTOVAR—FX NEERT D
DIERICHVET,

OAVKR—ZF NOFHZEANLET,

1. Type T. Build Z#RLF7,
2. AX=TDARL—TFT AT ATA(0S) DHFAK, Linux £k Windows ZBIRL £,

3. AVAR—FVBMRIZE, BEODLAVYXTVWERZANL EJresearch-and-
engineering-studio-vdi-<operating-system>,
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4. AVKR—FBMON—232FBSZAHL., 77232 THAZEMLET,

5. EBERFIXNIEF, ROEET77ANEADLET, TT—DFRELEBEES, YAML7 74
LWEAR—AICHBTHY), RETEHEOSVWRERTT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage

action: S3Download

onFailure: Abort

maxAttempts: 3

inputs:

- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript

action: ExecuteBash

onFailure: Abort

maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
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maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not

use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software

dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string

description: RES Environment AWS Account ID

- RESEnvName:

type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region

- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
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maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. A723ORTEERL, AVR—F NOEREERLET,

EC2 Image Builder L EZ %59 %

EC2 Image Builder L>E T, ILWAX—2ERT B EHORBREL THERTEIR—AA
X=2b, AX=—DBAARIAALTIXNTHHBFESY) ICBET S 2HRITSHHICEMT
P—EOAVR—FURNZEBLET, LVEZERFLERFEEL T, YEBZRESY7RNRIJITO
KEFEBRERODZ—TY N AMI ZBETILENf HYVET. LIEOFHRICODVWTR, "LYE®D
B, ESBLTIEE,

EC2 Image Builder L EZ %55 2 86


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html

Research and Engineering Studio I—H—H4A KR

RES &, ROAX=DARL =T A VI AT LEZYR—RNLTVLERT,

« Amazon Linux 2 (x86 & & T* ARM64)

- Ubuntu 22.04.3 (x86)
- RHEL 8 (x86), #&TF 9 (x86)
- Windows 2019, 2022 (x86)

Create a new recipe

1.

2

T EC2 Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
REBFHRVY—AT, A XA=DLEZEBRLET,

[MX=JLIEDER] 22BIRL XTI,

— BB EN—2a BESEANLET,

RES THR—KRENTVBIR—RAAM X—DZBIRLET,

AVARVARET, SSMI—JIVRAFTIVAZAR=LEATVEVEEREA VA N—
M ET, - —F—EBLCZOHOMBEZR I —FT—RIIBEREADLET,

® Note
SSMI—CIVRZEAVARN=ILTRFECODVTR, UTZSRLTSEZL,

e Linux BEC2AVABVAILSSMI—JI VR EFHTAAR—ILET,

« Windows Server D EC2 /1 VARV AL SSMI—2 I N EFEHTAAN—)
BROCTUAVAN—=ILLET,

Linux R—ADO L ENFEF. Amazon FEE T Daws-cli-version-2-linuxEJL R
AVR—ZF2h2LIEICEMULET, RESAIVAR—)LAY U7 MNE AWS CLI ZERAL
T. DynamoDB V9 5 AR —RENHREMBAD VDI 7O AZRM L £F, Windows Tlk,
COOAVR—FXVNEREHY)FRA.

Linux & 7z & Windows IRER ICEK & 1 /= EC2 Image Builder 1> R—% >
ZEML, BEBNTAXA—REEZANLET, RONTFX—ZQFHBAANTT:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,
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/A Important

Linux IRE Tk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERET, ChsOOVR—ZFXNEZEMTZIHBENF HV)ET,

9. (#%)Amazon NEE T Ssimple-boot-test-<linux-or-windows>7TA KNI R—
2V RNEBILT, AVl RBTES L ERBALET. ChBBRIBOKESETY, B
HEBLITHOTANIVR—F NEBIRTEET,

10. REICWUTHZT>a>0E09>a zZxETL, OMSEBELEIVR—X hZ2EMLT, L
SEDERERIRLET,

Modify a recipe
BEF M EC2 Image Builder L ENF® %356, X0V R—X NZEMLTEATEET,

1. Linux R—ADLTEDMHEK., Amazon N"EE T Daws-cli-version-2-linuxEJL R
OAVAR—ZF2RMNZLIEICEBMULET, RESAVARN=ILATUTNE ZFERHL T AWS
CLI ., DynamoDB 7 5 AZ—REDKEEAND VDI 7V AZRM L FF, Windows T
F, COOAVR—FXVNIBEHYFHA,

2. Linux F7=& Windows REA ICEK E 1z EC2 Image Builder 2 7AR—% > b
ZEML, BDEBNTAXA—REBZANLET,. KONTX—REFBEANTT:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux BB Tlk. aws-cli-version-2-linuxEJ) ROAVAR—F2 N Z&EHIZE
LERRET, ChsndVAR—FXNEEBMTBIHEN HYET,

3. BELIWLTAT 3> ntv23arvERTL, HOKELAIVR—NEEML, LY
EDEKEERLET,

EC2 Image Builder 1 > 7 2 ARNZ UV F ¥ ZHET D

AT AN OF ¥ ERERZMEAL T, Image Builder & Image Builder 1 X—2 OBEETANIC
AT AmazonEC2 A V7S ARNZUVF v ZEETEET, RES TEATSICE. HFILLWI2 T
FARNTZUOFrREZERTEIN., BEOREEZFEATIHNEZRIRTEET,
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s HLWAVTZARNZOFYRELZERTBDICEK. "1V T7FZARNZIF YREDERL 228U
TLEE L,

s BFEOAT7ZARNTZOFYREZFEATRIICGE, 17 FARNZ VT v REZEHMLET,

Image Builder 1 > 72 ARNZ VO F Y Z2RETDICE :

1. IAMO—=J)LIClE, TURICERELEO—)ILEZEANLEIRESIEREIZTIVEATDIEHD IAM
O—I)lz%#{®9 %,

2. AVARVARAT TR, 4GBUREOXFEVEZFORA T EBIRL, BIRLIEXR—RA AMI 7 —
FFOFvEYR—NLET, Amazon EC2 A VARV AZAT 1 #SBL T,

3. VPC, H¥7XY b, BRTEF21VTAIIN—TOHE. VINIITNY T30
A—RIBDEDICAVE—FRYNT IO LAZFAITIHLEN HYET, RESRED cluster-
settings DynamoDB F—7 /L& Amazon S3 VT AZ—N\T Y RADT UV AEHT T 2 &%
ENFHYET,

Image Builder f X—=NA T 54 ZRET D

Image Builder 1 X—SNA 7420k, R—AAX—=2, BEETAMNBAOIDVR—FUM 42
T72ARTIOFFEE, FTAANIELI—IVBREZEAKILTET, RES XS AMIs AIC A X—

SNAT AV ERETBICRE. FLWNATSA7ERTED. BEONA T4 2ERTS
HEBIRTEET, FMICOVWTIE, Image Builder I—H'—HA RO TAMI A X—NA T 54>
DIEREEFH L ZZRLTLEE,

Create a new Image Builder pipeline

1. T Image Builder 1>V — )L %Z B & & 9 https://console.aws.amazon.com/imagebuilder,

2. FTETF=23RAUDS, AX—DNATZA2ZBRLET,

3. TAX=NATZ4 > DERK ZBIRLET,

4. —EBEORE, A72IVOBA, AT7T01-), BEZAALT, NMM T4 0OFMZE
ELET,

5. TLEZERTS, T, "BEIFEOLEZFERATSL ZFERL., ") THEKLELIE
ZIEB IR U FTEC2 Image Builder LY EZ%#ET D, LOEOFMNAEL VW EZRIABLE
EP

6. A A—JERTOLREEHETS TR, I—AT—RICKUTF 74N NI—970—%E
BHARARLT—V7O—%BRLET., BEALDESE. F7ALMNOT—270-T+%
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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T, HMICDOWTIE, EC2Image Builder N A 7 ZA 2 DAAXA—DD—0 7 O—%HRET
%1 ZSZRBLTLSEEV,

7. "MVT7ZARTZUOFYRENDERZ, T, "BIFEOAVT7FARNTIVFvREDER, &8
RU, ") TERLULEAVTISARNZOF v EREZEIRL XFTEC2 Image Builder 175
ARNTZUOFYEBET D AVITZANTIVFYOFHMNIELVC EZBRLET,

8. TAANIELI—3aVREEEETD T, Y—ERAODF7 A NEFALTTFA1 AN
E1—2a BREZERTS ZEBRLET, HHAMX—DR@F. RESREAWS V-3
ERAU ICEETRIHVENHYET, Y—EAOFT7FI)LNZEEHATS L, Image Builder A
FRENZ)—23aVICA A= EREhET,

9. NATZA4DFMERIEL, NAM T4 DEHEERLET,

Modify an existing Image Builder pipeline

1. BBEONATSA402FERATRICE. TERENELIEZERATA LS ICHBZZEELE
JEC2 Image Builder L EZ %193,

2. [Save changes] (EEORE)ZIVYILET,

Image Builder f X—NA 7542 %ERTTD

REENIEHAA XD ZERTII G, AX—DNAT A EHRBIDVENHVET, 41 X—
SLVEOIAVR—ZFMRICKI 2T, BETOLALEX 1 KEAL D EENF BV KT,

AX=DNAT A0 ZRITIDICE

1. AX=SNATZ420h5, TERENENAT 42 %8RL £ FImage Builder 41 X—2)/\
174V ERET D,
2. To2arvhs, NMTF7A4VORTEEBRLET,

RESICHILWY 7 RIITAZY J%BHRTS

1. "1 OERICHE> Tthe sectioncalled “V 7 RV I T AZY T (AMIs)’, Y7 NDJDITARY U %&
B2HBLUEY,

2. AMIID IZIF, ([CBEENINEHEIAX—20 AMIID Z A8 L F 9 Image Builder 41 X—2 )N
ZAERTT B,
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BEEEHAR

CHEBESHA RTIE., AWS ®F N Research and Engineering Studio 2& S ICHAZN A AL T
METZIHELCEIDIENDOFIEZ, RMHNERNRECREHALIT,

Ky

« J—UOLYLDEE

s JARDEZRV T EHIH

s BV avERE

- IRIEEHE

=LY NOER

Research and Engineering Studio l&, Zf#RAL TRO>—UL v NZ#iEL £9 AWS Secrets

Manager. RES &, REDERFRIC—IL Y NZ2BBWICERLET., REOERPICEREN

ABLEZ—=TLY RENTGX—RELTABETIEKT,

—0OLYBMNER & BR Y E N RES ADNEThEERE
<envname> -ssoO- REBRODTILY V4
client-secret A4>2F> OAuth2 75
AT R—=DL VY
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXSADOEZER v
vdc-gateway- FAEEAE T T A R— b
certificate-pr +—

ivate-key

—ULYNDER
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—OLYbRhE

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE

—ULYNDER
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(@ Note

Research and Engineering Studio A T U k& (CEEES 1% AWS Budgets &k, T
FEHR—NEhTLERA AWS GovCloud (US).

Cost AWS Cost ExplorerZ L TTFEZER L., JANZEEIZCZHEHOLERT, MBLEE
BEhB2ENHYET, HHBICOVTR., §F OREVIIR—JZSBL T & Lthe section
called “AWS COHEEO H—ER",

JANBHEXET B, RES 7OV T M ERBTHRS M FHCEENTR S e T
£9 AWS Budgets, £¥. BRIRNES RN TRERTET VT 1 T T2 BEN B ET.

1. (2% 424> AWS Management Console L, https://console.aws.amazon.com/
costmanagement/ T AWS Billing and Cost Management 12V —J)LZEE £ 9,

2. JANEDRTZBRLET,

3. XU & res:EnvironmentName X7 Z#%Fres:ProjectLU TERLET,

4. [FOT1471] ZBIRLET,

@ Note
RES # A TF7 O/ RBICRTRENBDETICRKR1 BRI BEN B ET,

RESUY—ADFEERERTSDICIE :

1. ERIAVY—-Ihrs., FTEZERLET,

FEOEREZBRLET,

[Budget setup] (FE M ERE) T. [Customize (advanced)] (HAZXIY A X (BE)) ZBIRL XY,
Budget types T, Cost budget - Recommended Zi#iRL £ 7,

DRN] Z2BIRUE T,

o M 0D
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6. M I, FTEOEWRNDHS Budget BEZ2A DL T, PTHIVNOHOFEEXBILET, flA
l&. <EnvironmentName>-<ProjectName>-<BudgetName>,

7. "FEEZEREIRLIC. TOPIIONOFERZAHNLET,

8. Budget scope T. Filter specific AWS cost dimensions ZZEIRL £ 9,
9. [Addfilter] (7 4 LR —%&&M) ZBIRLET,

10. T4 X>>3> T, 87 Z2BRLZET,

11. 2T, res:Project Zi#IRL £7,

(@ Note

ST EENFERAARICEZIETICRR2 BANDBEN HYET. 7O IV RNENE
RAAREICBE 25, FEZERTEEXT,

12. T, ZOP IO MNBZBIRLET,
13. 714\ 2—%EA Z8BRL T, JOPIIVRNTAIINEZ—%2FEICTRYFLET,
14. [IN] &EIRLE T,

15. (A7¥3>) PS—RLEWVEEEBMLET,
16. [AN] ZBIRL £ T,

17. (A7232 ) PI—RFBEENTVRIFEER. PRYFF7IV>avaERALT, 75—k
THHOT V>3 aHR/ELET,

18. [AN] ZBIRL F T,
19. FERTEZHEEL. BMOFENTXA—ZRTELVWERINEBEESNhTVWDREZERBLET,
20. [FEEER]ZI)VYILET,

FENMERE S, 7O IO NOFEZENCTEERS, 7O IV NOFTFEEZEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled VO I VN 2iwmETD, FEEBAD L., RETF
AVRNYZORBATOYVENET, FRAINYTORBFICFELZBALEE. TAVNY 7B
BlEHmERELET,

FEEZLZEITILEN HDEEEFE. IV —IICR > TCFEHEEZRELEIT, RESHTZEENEW
ICBBETICEBRI5DDODBEEN HYET, £, 7O I VN EHFEELTFEEZEMNICTS
CEETEET,
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v aER

YA vERBR, BV AV ERRBRETANTDEOORERTAURTIT A7 BRRERZREY
LET, BEBI—Y—ELT, JOP IV NREBRNTA RS 9T47 v 2 a skl rUOEE
TH 71— —ICHUATEEXRT,

N =

« FVvZaAR=R

- Y>3 Y

« Y7RDVITAZY D (AMIs)
- FN\vY

« FARAUNYTEERE

Ay a1R—R

Yy a EBAYIAR—-RE, BEBECUTICEITR Vv oI —Z2RMHLET,

1AVAZADRAT
2. v aroiRE

3. X—AOS

4. 702U~

5. TRAZEVTA—=V—2
6. JINDITAZY Y

TSIC, BEEEQPROZENTEERT,

7.3V 1R—RZEHFLTERZEHFLET,
8. v a oRREBERLTEYSZIVIIBEBLET,

TvYy>ar

v <32 ICik, Research and Engineering Studio R TEKE NEITXNTOREF AT NY THE
RENET, Y2 IaoR=IHhS, €Y VBEHRETAINZVTJULTERRLEY, #ILLEY
2avaERLIEYTEERTD,

Ly IV ER 96
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1. XZ1—ZEALT, BELEHERNICEREZEEHREN LY a2 THREREZ7 LRV
JLET,

2. Ev2arvEBIRL, 7O23aXZ1—2FERALTUTZITVETD,
a.tv>arzBERETS (EHT)
b. Fl/MRIEEY S 3> (BHT)
c. MAEIEL/MRIEEY S a3 (BHT)
d EY2a> o7 (EHT)
e. LY a3 OEHEKT (EHA)
f. Ev>ar (BEA) OAJILA
9. V7RI ITARY 7DOEK
v avoER ZBRLTHLLWEY S IV EZERLET,
4. ZEiTEY>arveakERL, REBEARL—FAVIZATALATTIANRIITLET,
5. v arRBZBRIBDE, FHNIRREIhET,

Y>3 EERTS

1. Y23 oEREERLET, ILWRETFAINY TORBBE-FILFHEXT.
2. FLLWEY>a>oFlZEANLET,

3. (FA7<3> ) Show Advanced Options ZF/ICLT, H¥7ZXY NIDX® DCVEY>a>raA
TREQDEMDFMEZEELET,

4. [Submit] Z&IRL T &L,

v ar ot

Y2V DARDYS, Y AVHEEBERLTEY S IV OFMAZRRLET,
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Y7 RIDITAZY D (AMIs)

® Note

TREZINTVS CentSO7 V7RI ITARY UV %RITTSICIE AWS GovCloud (US), U
VOENEEET AT N AWS Marketplace ZFERAL T ADO AMI ICHTROSA4 T334
ENFopVEY,

VIRDITAZY IOR—=IH S, Amazon XA X—2 (AMIs) ZFREL 1=V, BIFDA X—2
ZEEBULEYTEET,

1. BEEDOVIRNIITARY VERETBICIE, ARL—TFT A VI ATLAOROY XD &E
ALTOST74INEUTLET,

2. Y7 RIITAEZY VDOEMEBERL T, ARY VOFMERTLET,

B YTIRIITARYVEBRLIES, TOYIUXZ1—%2FRALTARY VzimEL. AZY
V#7OCIONIEVETET,

4 VITRNIITAZRY VDEERI2FERATIE, HLLWARY VZEERTERT,
1. YV7RDITAEZY VOBEREERLET,

2. HILWITRDITARY VOFMEADLET,
3. [Submit] ZZRL T IZE L\,

JOPIONIVIRIITARY D& HTS

FLWIYTRIITRARY VRERTRIEER, RV VETOPIVNCENSTHIENTES
To YIEMERBICARY VO IVNCEMTZHEN HDH5EE. XOBELZITVET,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHETBHENTE
£
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1. Y7RIITARYIR=IJHPSTOADIINIEMTZIMBEN ®DVYTNIITARY V%E
RUET,

(70232 #8RLET,

[fmEE]) 2 BIRL XY,

Z7OZIOoMRAOY 7RIV ZFERALT7OI VN EZERLET,

[Submit] ZZIRL TL L& L\,

o ~ w0 D

AZYVDFMR—DHASVTNIVITAZY VERETDEETERY,

V7RDITARY VDFMERTTS

VIRDITARYDVARDS, YIRNDITAZY VEZERL THBZRRLET ., FHlR—
NS, WEEBRULTYIRNIITARY VERETDIEETERT,

TNy T

FNYINZIICZE, FRERFAIRNY TICEERTSNEXYE—S KT TA Y IONRRENET,
CONZILEFERALT, RARNBOTFI9TAETA2ERTEET, VD RARNRTICERA VAR
ABEOTIVTAETANRREN, VDY IV RTILRETHOEY S IVTITFAETFAH
RRENET,

TAUVNYTERE

TAIRNYTRER—DZFEAL T, RETFAINYTIIBEFTSNIZVY —RAZRETESE
T H—N—RT TR, ROLSBERELTIELATEET,

DCV Y32 F7ARILZLALT I

DCV Y2 avABRBNICYIMENDETORE, chiZkl), FAIKNYTEY S a>ORE
FEEENT, DCVITATURELERVITTIZU0HNSs0& Y I VABAUShET,
TARILEALTINDES
TARINBENFVZAT NIRHEND I TORRE,
CPU fERE DL & \ME

TARILERBZZEND CPU EAZX,
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HYVET, NTYRMNOERICOVWTIEE., "TNT Y hZ2ERTSD ) 25RBLTLESV, NTYND
N=23a-_2TEH—N—TIOCAOOJRERZEZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,

(® Note

D Amazon SSNTY RDZAT7HA40IIIEFE,. ERATEEEhELEA, IV—ILHLS
NTYRNDTZATHAOINEEBTHILENHVYET,

NTY NCTOEAFAZEMTSICE :

1. NTYRVARDSERLENTY NEBIRLKT,
(7O AH#A 2T 2BRLET,
INTY RRUZ—] T [fmEE] ZBRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEMATSLEE
W,

w0 N

e 111122223333 ->AWS 7HO>KID
« {RES_ENVIRONMENT_NAME} -> RES IRIER
e Us-east-1->AWS U—>3 >

« amzn-s3-demo-bucket ->S3/N\NT Y RNF

/A Important

THR—RETATVWBREN—23IOXZEHANHY) ET AWS,
MMICDOWVWTIE, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly 2B L TS E&E LY,
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JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"
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}

AFv7oay NaERTDICE

1. [RFYv 723y NOERK] ZBRLET,

2. tERLE Amazon S3NNT Y NOBETZANLET,

3. NTYRNAILAFTYT2Iav hz2RETBINAZAILET, HlZE. october2023/23,
4. [Submit] ZERL T EEL,

5. 5~10 0%, AFYv 723y NR—ITEHEZBRULTAT—RAZERELET, ATV
2av NE, AF—XR AN IN. PROGRESS »* 5 COMPLETED ICZEH 2 ETEMTRERH Y EE
Ao

AFv7av i NEEATS

RIEOAFTY T3y heERLES, TEOAFTY 723 vy hZHLVRRICEAL TF—2 2817
TEET,. RENMFATYTOIVREFRABNDLSIC, NTYNIHLVWRUS —ZEMTDHE
FHWET,

ATy 7oay hzERTd L, 1Y —TFTUOEAFA., 7O02IIK, YVIRNITITARY

. TORAFA7OAT7 74N, 77AILNSATLBEDT—ZNFFHLWVREICEEMR TSN
TAE—&hFET, 1—HY—tv>a lELTUT—rEhFELA, RFVYT7T2av  NHFE
AEhade, FEVY—ALODA—ROEXRBERZFIVILT, BIICFETIHLESH 2R

F9, LI—RHAFEBELTVRES, AFTYT2IYNEFHLLVRETOD Y —ADERZE A
FYTLET, BAIRF—EHEITDIHE, LS5 LO—RT, TOMHMOERNEIY —
ABHAIELDHEE, RORAZFEAL T, EEEhELBaEF—ZHF O>HLVLL O— RAME
& NE 7: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
DApplySnapshotIDRSIZRABD LS, AFT Y723V RNZHEALISETRLETICHAEIE
9.

ATV 723y NPT T—=232f, APy 723y MUY —AOTRMEZEFIYILET. #
LWRETHEATERVWIY —AREREhERA, KEVY—RZHEODVY—ADFE, ATV
>3V NIEKEVY—ADOAAKZTFIVILET, KEVY-ANERATERZVES, KEUY—
ABLTXA )Y —ANERENET,

FLLRENMFMEEERS Y ICBVEEXXRRTEHEEE. OJTIL—7ICH% Cloudwatch AT T/
res-<env-name>/cluster-managersMlZHERTE X T, FOJIZ(3F [apply snapshot] 2T A" H

AFv7TTav NOEE 117



Research and Engineering Studio I—H—H4A KR

WET, AFv72av NaBALES., thesectioncalled “AF Y 7’3y NKOBEER—IHASE
NDAT—RAAEHERETEEXT,

NTY NCTOEAFAZEMNTSICE

1. NTYRDARDSERLENTY NEBIRLET,
2. [POERAHH] X7 ZBRLET,

3. INTYRKRUD—]1T [MmE] ZBIRLET,

4

NTYRRID—CRDAT—M XV RNZEMLET, UTOEZEDOEICEEMATSLEE
W,

e 111122223333->AWS 7Ho>NID
« {RES_ENVIRONMENT_NAME} -> RES IRIER
e us-east-1->AWS —3 >

« amzn-s3-demo-bucket ->S3/NT Y RF

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

AFv7ay NeERTDICE
1. AFvyv72avyhoER Z28RLET,

2. AFVY7TIavhEEL AmazonSINT Y NOEZHIZEANLET,

3. NTYRNAORFTY T3y AOT7AINNAZEAILET,

4. [Submit] ZiBIRL T EE L,

5. 5~10%0%. ATy 723y NEER—ITEHZBIRLTAT—RXAZHEFELET,

Amazon S3 /N T VY b

Research and Engineering Studio (RES) |&. Linux Virtual Desktop Infrastructure (VDI) 4 > AZ 2 A
AN Amazon S3/NNT Y RDONIV RN ZEHR—KNLTVWET, RESEEEE., REEEDO SINTY
RE7T, SSNTYRERESICAVAR—RLEY, 7O T IVRNITRYFLEY ., REEZMRE
LW, XTY MZHIBRL VW TEEXRT,

SSNTYREYZDAR=RIZIE, RAARBEFVR—RSINTY hOUARNFRRENET, S3
NTYREYZAR—RLS, ROZENTEET,

1.NTY hOEBEMZERALT, SSNTYRZRESICHAVR—RLET,
2.S3NTYREBRL, 723U XZ1—%2FALTROBREZTVLERT,
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s NTYRNERETS
« NTY NEHIRRT S

3 RETA—I)ILRZFEALTINTY NRBETREL, FR—RENLESINTY NZRELET,

AToto23a>Tlk, RESZ7OPIVNT AmazonS3NT Y NeBEBIHHEICODVTHAL
£

N =R/

- PBEE iz VPC F7'04 ® Amazon S3 /N Y MO RETREH
« Amazon S3 /N7 Y NZEMT S

Amazon S3/NNT Y hERETD

Amazon S3 /N7 v NEHIBRT D

T— 258

s JOARTHIORNNTYRTOERA

« 75AR—KVPC TOT—ZRHDBHIE
NZTNZa—F12T

CloudTrail ® &1k

SEtE i VPC F7'04 O Amazon S3 /N7 Y NOBIREY

Research and Engineering Studio Z 2B iz VPC ICF7O4 9254, UTOFIEICHK> T,
AWS 7HDO MZRES #7704 L 2RI Lambda BRE/NTX—ZZEFLET,

1. Research and Engineering Studio A"F7’ A4 hTWVW% AWS 7H D> M® Lambda >V —

Lcogd4> L&Y,

2. EVSEEO Lambda BBz B DT TBE L £ 9 <RES-EnvironmentName>-vdc-custom-
credential-broker-lambda,

3. BIBORERTEEBRLET,

4. EfIT,. REZHZRBRLTZOEIZ a2 ERFLET,
5. WEZZERL., XOFLVRRERZEHRICEMLRT,

« F—: AWS_STS_REGIONAL_ENDPOINTS
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- {8: regional
6. [REF ZBIRLET,

Amazon S3 /N Y NZEBMMT S
RESIRIEICSINTY NZEMTDICIE :

1. [Add bucket (/N7 Y h@IEM)] ZFEIRLET,
2. NTYBRE, ARN, XU RRAVRNBEONTY NOFHEADLET,

/A Important
« BEENENTYMARN, XTUVKRRAN, E—RE, ERBICEEIZDCLRBT
EFXtEA

« NTYNARNICIE, FVR—RENESINTYREZTDOTLTAYIRAICHBETS
TL7AYIREEDDZENTEET,

3. NTYREBHAVR—RIBE-—RZERLET,

/A Important

c BEDE—RICKRZT—ESBMOFMICOVTR, T—298 ", 28RL T
W

4., AT AT TR, VORTAIDURNTOEARCNTY NEXDRTD 60 IAM O—
JJARN 2 EETEEX T, OFIEICE>TIVOARATAHIRNTY ST OEA, JOARATHDIY
R7OEACHERZIAMO—-ILZERLET,

5. (A72aUyNTry he7OVz0MNCHEENIERT, TOP IV NERTEETERT,. &£
EU, STy 270 I7MNOBREOVDI Y 3aVIINIRNTRERETEERRA,
7O ORANTY NCHERNTShERICEBENEEY A2 OHNINTY NEITT B
LEXT,

6. [Submif] BBIRL T &L\,
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Amazon S3/\T Y NZiRET S

1. SANTYRNDVARNTSINTY N &EEBIRLET,
2. FToOTasXZa1—hHs5, wE ZBIRLET,
3. EFEANLET,

/A Important

s J7OTORESINTY NIEEN TR E, ZTOTAOS IV NOBREORETRY
NYTAVTSANTIOF % (VD) A VAR AILNT Y KRR MEhFER A,
NTYy RE, Ny 20707 MNCBEMTSAhERIC, 7O T NTE
BEhizVDIEY>avIiCO&NIRENET,

« SANTYRASTODTIYVNOBEERMNITERERLTE, SSNTY NAOTF—ZXICIE
SELFCAN., FRAIMNY T A—H—RBEFOF—RILTIOELATERLIRYET,

4. NTY RREORE Z2BRLEXT,

Amazon S3 /N7 Y N&ZHIKRT S

1. SSNTYRJUARTSINTY hEBIRLET,
2. TU2arvXZi—n5, HIREZERLET,

/A Important

c T, NTYRPSTRTOTOSIY NOEERNTEEBRTILEN HYET,

- BIBARL—T 3V, ST Y NOF—RICRFELER A, S3/NT Y hE RES
DEHEMR T DO XN HIBRENET,

- NTY REHBRTRE, TOEY I I D OREROGNER (1 BH) . BEO
VDI £y avAEONTY NORBICT IV EATERLIBYET,

Amazon S3 /NT Y ~
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F— R

RESIZCS3INTY hEZEMTDE, NTY  MNAOTF—R2EZHBEOC7OAD IV NI —Y—ICo8T
BATAVFBYET, NTY ROBIIR—D T, 5exBWUER R) FLEHEALEY) EEZIAK
(RW) DE— REBRTEET,

Stz 3: ) R="8

Read Only (R) Z&RL =BE. /N7 Y N ARN (Amazon VY —AZXR—L)DT7L 71 v T AIC
BEJVWTF— 20BN EAEIhET, LealF. EEENARN ZEALTRES ICZNT Y hZzE
flarn:aws:s3:::bucket-name/example-data/L. cONTY hE7OIOVNAETO
SIVNBICHEMNIRE, OPIONAETOPIIVNBRAS VDIs ZREITH 1 —H—
l&. /NA @ bucket-name IZHBDTF—EDHhZFHmHIND ZENTEERT /example-data. TD/N
AADTF—RIZETIOEATEEEA. NTYNARNIZTL 74 Y AN MME TV ERVES,
NTY NEENFRICEEMA TSN EIXRTO7O T NTHRATBEICZYET,

FHEL) EEEAH

Read and Write (R/W) ZBIRUL EBETE, LERBOELSIC. NMTYRNARNDTL T4 Y IR

CEODVTTF—Z29BAfBAThET, COT—RICE, EBENSINT Y NMIEBR—ADTL
TAVIORERBTEDRSICTREMAT>I2HNHV)ET, Read and Write (R/W) ZiFER
T5E, DARLTL 74V ORI AVHFRATEEICKY), ROFTavereat ROVYITED
IXZ1—HNFRRENET,

« NAZRLTL T 1Y IR L
* /%p
* /%p/%u

NAZRLT—2 78

HDARLTLT74Y2AIZ No custom prefixZiBIRTZE, NTY NEHAREZLATF—R 08
ZUTEMENRET, ChickY, NTY NCBEEMTSNEITXRTOZ7O> T MNMIFAEY)
BRUOBZIAXRT VAN FAEIhET, Hl2EF, EEENarn:aws:s3:: :bucket-nameNo
custom prefixiRLU & ARN Z2FHLTRES /N7y hEEMNL, CONTY NZETODT
JRNAETOPIONBICEERTRE, JOPIVMNAETOPIONBANS VDIs 28
B9 1—H—E&. NTY MOEFROFZANY BLVOPEERALT IV EAEEZREEET,
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Z7ODIJRNARILEDT—2 08

NDABRLTL 714V ORI /5pZBIRTDE, NTY NADOTF—RRBETNICEEMR TS hEEE
7O IV RNIEIPHHEENET, Sp BHEFE 70TV NI—RZ2XRLET, flAEF, EE
ENarn:aws:s3:::bucket-name/%piBIRL Iz & /bucket DY RKRA 2 NEFERAL T
ARN Z#EHALTRES ICNT Y hZEMNL, CcONTYNEZZTOPIIONALETOPIINBIC

EEMNEDE, 7OPIONAOI—YH— AW /bucket ICT7ANZEEEALENTEE
I, ZOPIIVMNAOI—Y—B Ik, I—%— AP /bucket TEZRAALETTAINERERTS
CEETEES, EFEL, I—¥—BA7OTYVKNBTVDI ZREL., /bucket ZHETS
&, F=ENTAPIIVRNIE>TREEND D, I—HF—APERLET7AILDNRRE N
FHA. I—"HY—ANFEERAALETTAINRE., 7LT7AYITADTOSINTY NMIHYET/
ProjectAd'. 1—%—B 7O TV KB A’ S VDIs ZFEAT S /ProjectBERICOAT VL
ATEET,

TOVIYRZE, I-H—CEDF—R 58

NDAZRLTLT74Y ORI /%p/5uZiBRTBDE, NTY NAOTF—RIE, TO7O0IV K
ICEERTSNEREN 7O IIONEI—HY—ICoBEhET, sp EHREFE 70TV N I—
RexRL, I—H—BuEXRLET, exE, EBEWEF/%p/%u, BRLE & /bucket DX
7> NRA > Narn:aws:s3:::bucket-name% %> ARN ZFEH L T RES /N Y NZBMN
LET. cONTYRNEZ7OPTIIVMNAETOPIIRNBICEEMTSNTVET, 7O>T
IONADI—HY— AR /bucket ICT7PAINEEBEIALENTEXRT, Sp DHOIKDLE D
SFVAERERY, COBAEODI—Y—BIZE., /bucket 7O IV NATEERAENSE
T7AIMNFRRENEEA, chlE, 27O TN I—F—0OEAICE>THEE
BEHTT, I—H—ANEBEIAALETTAIILE., T7L7AVYIADSINTY MZCHYET/
ProjectA/UserA#f, 1—H¥—B 7O IY N A T VDIs Z#H 9% /ProjectA/UserBif
BICOXRTUVELATEET,

DOATHIONNTY NTO€®A

RES k. CchSONTY MBS TV EAFANHDEE, thd AWS THI RASNT Y K
EXDVURTEET, ROTFUATRE, PHIVNAORESBENATAHIVRNBICS3INT Y b
EXTURULEVEERTVET,

ATY 7 LRESAF7O4ENTVWRTAHI NI IAMO—LZEBLET (hBETHIUB
AERIENET ),

1. S3INTYN(THIVRNAADTIEAEMSEETD RESFTHIY RO AWS IZHI XN
VY=Lt HA4> 14> LET,
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2. IAMO2Y - Z2HEEXRT,

a. IAMAYZ1R—RICBEILET,

b. TEZ#—23asR42T, RUI— ZBRLTLKEZV,
3. RU—ZEHKTS :

a. [Create policy] ([RUZ—DER) Z&IRLET,

b. [JSON] 27 %&IRL %I,

c. RDJISONRDD—ZBYRTERIT(ZT7HINBIZHD S3NTY NOFEBIamzn-s3-
demo-bucketlCBERAET ),

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}

d. [N &ZEBIRLFET,
4. R —=Z#HFELUTERLET,
a. RUI—0BEZEEL ET (HI: "S3AccessPolicy").
b. RU—OEWNEHRBEITEIAS I OHREEEBMLET,
c. RU—%®RAL, RU—DEREBIRLET,
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5. AMOYVY—-I)zRHEEXRT,

a. IAMAYZ1R—RICBBILETD,
b. FEY—23a>ARA2TRoles (d—J)l) &&RL TKEEL,
6. O—I)ZERTS :

a. [A—LoEK] 2FRLTLEEL,
b. BEENEIVTATADRATELTAHARLBERIS—ZBERLET,

c. RMOJISONRU —%BEYRFIFET (1111222233338 T HINADERBOTHI N
ID. <ENVIRONMENT_NAME>% RES 7’04 MIRER., % RESHATF7O4End AWS
)= 3 us-east-1ICBEBRAET ).

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

1,

"Action": "sts:AssumeRole"

}

d. [RN]ZBRLEY,

7. TORAHAARIVS—ZTEYFIS :
a. HICHERLLERUS—ZRBLTERLET,
b. [RAN]ZERLET,

8. O—IoRTFT, R, FEX:

a. O—J)L% (S3AccessRoley &) ZANLET,
b. ATV 3T, ZTDEMZERL, ROF—EEZAHNLET,
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C.

« ¥—: res:Resource
« {B: s3-bucket-iam-role
O—)Lz#3EL. O—J)LOEKREZERLET,

9. RESTIAMO—/IZEALET,

a
b.

C.

ER L= IAMO—J)L ARN Z2E—L £,
RESO>V—=)LicO4 L%,
EAOFET—>3aRA4T, SSNTY N EEBIRLET,

NTY hOEMZZERL, 74—LICTVOATHIMDOSINTY NARNZAHDLR
ER

HHRE-AT7> a3 o ROV TEIEERLET,
IAM O—JL ARN 7 4 —J)LRIZO—J) ARN ZAHLET,
NTY hDEM ZBRLEXT,

ATV 2. FTHIRNBTNTYRRIS—BZEETS

1. PAODVRNBOAWS XXX RO —=NLICHA A2 LET,
2. S3VY—-I)IZHEXT,

a.

b.

S3AYIAR—RICBEILET,
TORAZHFAT2NTY N&2BIRLET,

3. NTYRRUS—ZmELEXT,

a.

b.

TOEAHFTRTZBRL, NTYRRUS—&BIRLET,

RDRV—ZEBMLT, THAIRNADPSNTY RAOT UV EAEZ IAMO—=I)LICHE
UET (111122223333 2T NHIONADOERBOFTHONIDICEE#RA, amzn-s3-
demo-bucket & S3/NNTY NOBHICBEETRIET ),

JSON

"Vexrsion": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"AWS": "arn:aws:iam::111122223333:xo0le/S3AccessRole"

},

"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

c. [RfF]ZBRLEXY,

7Z4X—KVPC TOF—ZRHEDEHLE

A—Y—HFEELBESINTYRLSTHINAOGHBD S3NTY MNCF—RZRHELBEVWLSI(IC
TR, VPCIVRRARNETEYFLTTZA4R—KNVPC Z2RELET, ROFIERE. 77
DVRNADSINTY MAOTIVEAZYR—FTD S3H—EAOVPCIY RRAhE, 20O
ATAORNTY NEEDEBEMOTHIY NEEKT B HFEZRLTVET,

1. AmazonVPC AV —)ZHZ XY,

a. AWSXERIXRIAVY—=NIZCHAL4 2142 LET,
b. https://console.aws.amazon.com/vpc/ T Amazon VPC >V — )L ZzBHEE T,
2. SSOVPCIVRARANZEKTS :

a. EQOFES =23 RAT[IVRARA BN ZBIRLTLSEEL,
b. [Create Endpoint] (L RARA > NDERK) Zi#IRL £,

c. [Service category] (HM—EAAFTI) T, [AWS services] (AWS OH—E R) A"&IR&EnT
WBZEZRAELET,

d H—ERABT7A4—=I)RIC ", EANTSBH com.amazonaws.<region>.s3 (AWS L) —
A r<region>ICEEMAD )., S3, 2BRELET,
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e.

JARDS S3H—ERAZZRLET,

3. IVRRAVINREDER :

a.

b.

VPC OBEE., IV RRA U NEEHRTS VPC 2 BIRLET,

H7ZxY NOFER, F7OCMFIC VDI HTRY MIFERAENZTSAR— TRV N

OHlmBEERLET,

DNSEBZB®MICTD T, A3 FIVIEThhTVDREEZHBIAELET, Chilk

W, 72ARXR—KNDNSFRARBEZIVRRAVRNZRY ND—=DA R —T I A AIZERT
EFEY,

4, TOERRZFIRIBDLSIC ARV —ZRELET,

Policy T, Custom ZiZRL £,

RUVS—TIFART, THOREERBEOTHIVNADOIY—ANDT 7 A& IR
BRI —ZADLET, RUZ—0OHIZRICKRLUET (amzn-s3-demo-bucket & S3
INTY NBICBEMA, 111122223333 & 444455556666 &# T VA ZHF T3 5EE %
AWS 7HI NIDsICEZEHBRAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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1

}
5. IVRKRAVNZERLET,

a. REZWIELET,
b. [T RKRAZNDOEK] ZBRLET,
6. IVRARANZERILTS :
a. IVRRAVIIERENEZS, VPCAVY—ILDOIV RRA NI IVIIBEBLE
Jo
b. LKERLLEIY RKRANZEIRLET,
c. MRENEATRETHIEEZRIALET,

CNSDATYTIR>T, THIVNKEREEENETHAINIDAOUY —AICHIRE NI
S3T7UtAZHATSBVPC IV RRANEERLET,

NSTINa—F14>20
NTY RDVDIANDOY I NCKBUENESH ZERIBIT D HE
NTY RN VDIANDRY I NCKRBMUEBRE, I5—&2FI VI TERIHMAVKI2AHYET,
LTORATYTICRVET,
1. VDIOJ=®ERELET,
a. AWSXY XX NOVY—=)icOd4>LET,
b. EC2AV—I)I%&HE, 1AZXAICBHLET,
c. EBELEVDIIAARAZERLET,

d. Session Manager Z/*L T VDI IZEHEL £,
e. MUTOIONREERITLET,

sudo su
cd ~/bootstrap/logs

TR, 7—NARNSYTOTZHRTEET, BEEDFHMIE configure.log.
{time} 774 NICHYVFET,

Amazon S3 /NT Y ~ 130
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TSIC, FMIZ OV T /etc/messaged T #ERL T EEL,

2. NARALFRIEHRZ O—H—O Lambda CloudWatch Logs ZFEFRT S :

a.

b.

C.

AWS X RI X ROV —=)ICATA 2 LET,
CloudWatch OV —J)LZzBR&. QOJIIL—TICBBLET,

OJ7)—7 %##%L £ 9 /aws/lambda/<stack-name>-vdc-custom-credential -
broker-lambda,

BROCERUTgAOJT N —7208X, QOVANIS—%2RB20HEd, chsnoOddic
&, SSNTYREXYIURNTBDEOO—BFNBHARALRIIEHREZREITSIEENSBEE
CET3HMANrEENET,

3. HAZRLFFERT O—H— APl Gateway CloudWatch Logs Z 52 L £ 3

AWS Y ZROX NIV —=)LicOTd4>LET,
CloudWatch >V —J)L&RE., QOJJIL—7ICBEBLET,

OJJI—7 ##EU E 9 <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
BNICEATEEOTIIIL—T7Z2#AX, OJAOIZ—%2820F3., chsnOdic

&, SSNTY RONTY NMIBEBHARLFRIEHRD API Gateway NOU T T ARNEL
ARVAICEITBDHMIrEENET,

FUOR=FATRBINTY NOIAMO—IREEZRETDHE

1. AWS DynamoDB A2V —=J)LICH 12142 LET,

2. T—
a.
b.
3. T—
a.

b.

TILZEBRLET,

EQOFES—23 RAUT, [T—7 N 2BRLET,
ZBREL TRIRL £9 <stack-name>.cluster-settings,
TILEAFYLET,

[T—7NTATLOHRR] 2BRLET,
AFYHABRENTVD & 2HBFELET,

4. TAI)NZX—ZEMTS :

a.
b.

7ANE— ZBRLTTZAINE—IRNIEIZIAVERERT,
F—E—HIRILICTMIIER—ZRELEXT,

Amazon S3 /NT Y ~ 131


https://console.aws.amazon.com/dynamodbv2/home
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- B F-—ZAHLET,
o Kt T THERDL ZEBRLET.

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> ZEBETEIUENHDI T 7AINATLOEICEERAET,
5. AFvY2&2EITLET,

Run ZBRL T, 74 )L 2—ZEALTAF Y ZRITLET,
6. EZELET,

INUNBEETDHESE. BY1& IAMO—)L ARN TEHNAELLKEREETIhTVWD L &2RER
x99,

IVRUABFEELEVES

a. [HBEZEX] ZBRLET,
b. HEOFHMZEANLKT,

- key BHICIE., &EAHULFEFshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« ELWIAM O—JL ARN ZBML &7,
c. REZFRLUTHEEZEMLET,
7. VWDIA2AZAZBEHLEY,

AVARAZBEHLT, B2 IAMO—/LARN OEZE%X (7% VDIs Y BENV> hEh
BKRIICLET,

CloudTrail ® &%t

CloudTrail >V —J)L&ERL TF7 AT KT CloudTrail ZE%1l-9 % I(CIEk.  "CloudTrail AWS
J1—%—74 4 R CloudTraily ®CloudTrail A2V —)L&EAL IZAEFFOER L ICRRBE N TVSFIE
CE2TLEETV, CloudTrail &, SSNTY NICTOEALEZIAMO—)L%&EHEITH_E T, S3
NTY RAOTIOERAZRBELET, chik, 70TV MNELEREI—Y -V IENEA AR
AIDICVUOTEERTY,

Amazon S3 /NT Y ~ 132


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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HmZzERTD

coto>arTlR, REFAINYTZEAL THOI—F—EATRL—232F2H0HA
AU AZI—F—ICRHELET,

NeEY D

« SSH7V+ERA

c REBEFAIBRYT
« HEFARAIKYT
« J7ANTZ0Y

SSH77tA

SSH ZEAL THABRANITIEATRICE :

1. RESXZ1—h5, SSHT7 UV EARAZERLZET,
2. TOEALCSSH XIZE PUTTY ZHEATHICE,. BEHOERICEVET,

REFRAIONY S

REFAONYTABR—TIAAND)ED1—-)E2FERTSDE, 1—H—IF T Windows Fi= &
Linux f(REF AV RNY T2 ERBRVOEBTEEFT AWS, 1—H—F. BRICAYOY—=ILETTS
DT—23 T VAL ARN—ILELOCBEENIRET Amazon EC2 A1 VAR AERETE X
T,

HBR—RNENZDFARL—F AT AT A

RES RHRE, ROARL—FT A VI ATLZEALIERBTFAINY T7ORBZYR—KL TV
£9,

« Amazon Linux 2 (x86 & & T* ARM64)

. Ubuntu 22.04.03 (x86)

- RHEL 8 (x86), # & ¥ 9 (x86)

* Windows 2019, 2022 (x86)

SSH7VtA 133
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Nev o

s ILLWFRIKNY T ZEETS

« FRAONYTIETOERATS

s FRUNYTOREZFIHT S

s RETFAVNYTZEETD

s Y aVERENMBIS

s REFAINYTZATZ1-)ILTB

s REFAINYTAVE—TIAAQOEHEL

HLLWTFRAOKNY T ZEETS

1. XZ1—7H»5. My Virtual Desktops ZiEIRL £ 7,
2. MLWEREFRAINY 7Z2EBHEBIRLET,

3. HLLWFRIRNY TORMEANLET,
4. [Submit] BERL T &L,

TFRAINY TBHREECHFLVA—RIFFISICRREh, FAOMNY T @E 10~15 B ARICERTE
BEOICKYET, BEIRFEE, BIRULEAX—DICK>TERYET, RESIEFGPUAM AR
AL, BEITDIRTFAN—ZAAM—=ILET,

FRIONYTICTOERATS

BERFRAINYTIZTIOERATBICE, FTAONYTOHA—REERL, VI7FKEEDCV IS4
ToRZERALTERELET,

Web connection
DITTSOHNSTFRINY S ILT IV EATH2ON REB[ERERAETT,

« Connect Z2iBIRT 2N, YAZXAINZBIRLTTSIOYLSEETFAINYTICT VAL
x99,

FLOWFRAORNY T2RHTD 134
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DCV connection

DCVIOSATURENLTTFRINYTIZTORARTDE, BEODN T #A—XVANBSIEF
¥, DCVEBHTICT7IVEATSICE :

1. DCVtEYv>ar774 ) Ee@ERLT.dev7 74N EXIO—RLET, DCVIZAT >
R ATALALCAZVAR=ILENTVWRIZENHYET,

2. AVARN=LFIRCOVTE, ? P4V ZERLET,

FRINY TOREEZSHT S
FAYNY T OREEHEBT DI

1. [79232]2&8RLET,

2. Virtual Desktop State ZiBIRL ET., XD 4 DOREHN SEIRTEEXT,

. 1k
FLELEEYSIDTRTF—ENFNRDOINBIEREBL, FLELEEYSZIVEWVWOTEERT
EET,

- BER

REOtEY>a>ZBREBLET,
- KT

Y2 avEREICKRTLET, I7IXTILANL—JZFEALTVREE, v 3z
RTIITZRET—ENKDOND AU HVET. RTIBHEIZ. T—REZREST7AILTRA
TLINYOTYTSRRENHYNET,

« KIE

TAIVRNYTOREBEXEVCREFEAET, TAVNY T Z2BRBIDE, 77UT—23
YRERBETAIEIN, UE-MERARDICDIARMEN BN ET. INTOA AR AHK
LEZEHR—FLTVWRIDEFTRAEL, FT2AVRBA VA AOERBICERICE > TV

BGEICDHAEATEERT, A VARV ANZOREBETR—NLTVWRHAESHERTETS
ik, "RIEDEIREA) ZZRLTEE W,

FRAUNY T OREEZHETS 135


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html
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RIETFAIRNYTZEETS

BRETFAINYTON—RIITZEHIZDD, BV EE2LETEXRT,

1.

AVAB VA A AR EEETDHEIC, Y2 A2 ZFELEITIHBENfBYET,

a. [7o2ar]zBRLET,

b. Virtual Desktop State Z3ZIRL £7,
c. [BlE]ZEBIRLET,

® Note
KIELIeEY S 3VOTFRAINY THAXZEHITBER>TERE A

TFAIRNYTHFELELECEZBRELLES, TUO2AVEERL, Y23 0EHZERLE
9o

Y2 avEREETRN, BEBTFRAINY THAXZERLET,

[Submit] ZiBIRL T E&E L\,

AVABVANEHENhES, FAUNY T Z2BEBHLET,

a. [7U>3av]z&RLET,
b. Virtual Desktop State Zi&IRL £7,
c. [FR ZBIRLET,

Yy aERERETS

1.

2.

(70232 Z28RULET,

BHOKRTREERLET,

BRETFAINYTZ#ATZ1-)9%

T7AILRTRE, RERTFAIRNYTIZRBATD1-ABL, Y23 E2BLEELERBRTIBDET
TOTATOERILBYET, FRAUVKMY T, B TELELBVKRSICT A RIVRETEFLELE

REFRONY T HEETS 136
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T, TARIVIRERE, 7OT17B3EREN <, CPUBERARNDPELEE 15 9B 15% RETHS
CELRPTRENET, FRAVMNY T ZRABNCERBHIPEFLETDILSICATI 1)L EZRET
EFXT,

1. [79232]2&8RLET,

2. [AT721-)) ZZBRLET,
3. BHOATD1—-)IZRELEXT,
4. [RTF] Z2BIRLEXT,

RETFAINYTAVR—TIAAOBEEFL

EEERE, 74 RIIRED VDIs ZIFELTRLERFERTTEDILSICREZBRIDENTEXRT, &

EAREBRER 4 2BV ET,

1. 7ARILEZALT I CPUERARALEWMEZTE>TVWDCORBET A RIVREDOEY > 3
JREEALTIRNLET,

2.CPUBERERLEWMB: /122502328 E<, COLEWMEZTEZEY> 3274 RILK
REABENEXRT, ChZO0ICHRETDE, Y2 a2R@BT7A4 RIVREBERBZENTRA,

. BITRE: TARILZALTIRE, EYIEIORE (FLERLEFKET) ICBITLET,

4. AT721-) BRI BRRIDE, 74 RIVREBOLHICEFELENEEY SV ZBROAT
J1—-)LTBRTEZET,

ChosDRER, H—N—"ZFTOFAIVIRNYTRER—DIZHYET, BEHICH>TEREZEHLE
5, B EEVVYIULTHREZREFELET.,. HiLLWEYS IO TR, BEFENERENEAEThET
AN, BFEOEYSa> TR, EEBRICERAL TVERENSIZEHKEFRASNDEICEFELTLES
Wo

RALTIRNTRDE, Y23 R@ERBEICEIVTKRTITSA, STOPPED_IDLEREEICEBITLE
T, 1—H—IF Ul A SSTOPPED_IDLEtE Y 3> #BIETEET,

VDI BEfZLE 137
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HEFAOKNYT

HEFAOKNY T TR, REThTVWBRTARAIVNY TZHEBTEETT, TRIVNY TICERTSIC
EREEFELEAEETEVRY, EYv2a mBELERENATVBIREN HYET,

v aleafBETReEll, HREXZFOT IV EAHFAZRETEET, Leald, OFKRL—
>3 L TVWBF—LXA M:ETL&HRUEFE VEAEEZNETEEXT,

New o
s FRAONY 7 ZHETS
HEFAIONYTIZTORATS

FRAONY 2HLEF5TS
1. FRIONY Ty arps, 7Uoa uEBRLET,
v a o7 IOEABFTEERLET,

. A=Y T IO EAHALRILEZERLET, BMPREREITDCELEETEXRT,
4. [RTF] 2BRLKT,

TOEAFAOFEMIDOVTI, T, 288U TS EE Lthe section called “7 7 = AFFA[7R 1)
:/_”o

HEFAIONYTICTORATS

HETFRAIONYTHS, HEETNTLVWBRTFAINYTZRRL, 1 VARV AICESHTEXT, JI
T7S5OYEEIEDCV TEMTEET, BETAICE., T OBRICEVETTFAINY TICTY
+ A9 %,

FANT Z0%

T7ANT SO ERTRE, DITR=—FRIDSTFPAIINATALILT IV EATEETET, &
BEBDTTANATLANOT IV AFAZH OEAANRELEINTO I 7AIINZEBTEERT,
NYOILYRANL—2 (Amazon EFS) l&. $XT® Linux /—RTHEATEERT, Linux /—R&

HEFRINYTS 138
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Windows /— R Tk, FSxfor ONTAP ZERATE X T, (RETAINY T EOT7AIDOEFIE.
BR—=ZFINELEFITITIR=ADT7ANT SO ENLET7AIILNOEHRERLTT,

N =R

« 774ANOT Y 7TO— R (BT )
« 77 A OHIR (B )

- BRICANZEETD

c 77N ERETD

-« 774 DOEE

J77A4INOF7 Yy 70O—R ()

1. 774007y 7O0—RZERLET,

2. 774N ZHRTDIH, PYTO—RITZDT7AINESREBLET,
3. 7Y7Z7O—Rn) 774 &ERLET,

774 I)LDHEIBR (B )

1. BIRRIZ277A) (BHA) 2BRLE T,

2. [7TO>3a2])z&8RLEY,
3. 77ALDOHKRERRLET,

TR, EEOTVFANEKERG7ANEZEIIYIL, 774 DHIKRZEBRTIZDEETESR
ERD

BRICAWZEETD
BER77ANRTANLEEETBICR. HRICAYICEMLET,

1. 77ALFREE7 AN ZERLET,

2. BRICAY 2BRLET,

T7A4INOTY 7 O—R (EHRT ) 139
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TG, FEOTVFANEERT7ANEZEIIYILT, BRICAY ZEBRIBZDEETES
ER

® Note

BRICANBO—DLT SO CRFEAET, 75U EELEY, Fyvy>a1EIY
TLEWTZHER., BKRICAVZBEVEOITIHBENHY KT,

774N ZwmET S
VITR—BIHOTEARR—AD T 7 A LOOAV T Y ERETEET,

1. BEFIBRTV7ALNEEBRLET, E—HIFRE, 771ILORABHIRTENET,

2. EHFETV. REZERLET,

7 7 4 D¥RE
7P ANEREERALT, ABT7FANERT TV -3 aEALTI 7L EERALET. K
OTF7UT—2avHSBRL, BEOETCR>TI 7L ERATERT,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

T7ANERET S 140
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NSNS a—F7420

CDEDVIADTE, SATLAZEZRZRVTTDHEE, RETHDAEMOHIBEOEEORNS
TN aA—FATFELCODVWTHBALET,

KNeEY D

s —RMNBTFNVYITEEZRIYT

» RunBooks 0 R

- BEHORRE

B3 A

s —MRNBTNVITEEZ_RI Y
s ERBEOIBLTARY NERY—RA
« IR¥E Amazon EC2 A AR AQOT774)
+ CloudFormation A& Y &

c BEICLDIATLAEBENHLEL, Amazon EC2 Auto Scaling FIN—7"F7O9T1ETA4ICR
REhd

« —f#&KI % Amazon EC2 OV —)L D AE
s AVTZARTZIUFY¥ERAD
s AVIFZARTZUOFYRANEARBTAIONY S
« BRTREOKRAK
« S BRIZERF% Active Directory (AD) BSED Y > R

+ Windows DCV F/\v ¥

« Amazon DCV N\—2 3 U BEHROKBEK

» RunBooks 0 &

c AVAM—IORERE
* RESZAVARN—INULERBICHARAZBLRXAZEEY RTYTZTLEV
¢ AWS CloudFormation A& ¥ 7 (& WaitCondition received failed message; EWS XY +—2

THERICKB L EF, I —:States.TaskFailed"

s ARV IONEEICERE Nz IC AWS CloudFormation E X—)LIBHAZEET AV
s AVABRAY A U )LEIE vde-controller A"k BUR B8
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« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S
- REQERFICCIDRIOY INFX—RTIZ—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

c BZ®O AWS PAHDU Y RUADOI—H—IC VY —AD AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%¢, 3<KKKATAR=DIERNET,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

+ Active Directory [CIBMIE hzA", RES (/& 1—4—

s BV AVOERBICEATERVI—H—

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
* [Storage (A KL —2)]

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZBUTZTANIATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVWEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aY bR TTNEAVR-—PTEBN 2 LECLEZTIOTELEICERAESIE
A,

c AVIZANTIF ¥

s ERBAVAZV AN BVO—RNZ I —E—F Y NT)—7
« RIETFAIRNY T OHEH

c DETICEBELTVWERBTFAIRNY THAERCERTERS BN ELE

s 52ORETFARAIVNYTLARBTERD

« TAY K Y7 Windows DEFFEITIE "EEAFMLUShELLE, FFVAR—KIZ—"
VDIsZ7OEY I ZVTRETARAEZY IF 3 142
EBEIC VDISAATZREICED
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s RERFAIRNYTZTAVR—FU b

Amazon EC2 A VARV AN AV =)L TR T = FV)IBERLERRLTVD

AD NDSIIZ KL 7= =8I vde-controller 1 > AR AN YA I LTWVWET /eVDl £
SA—)AKRBUEAPIALNAFIY URRR

ZO02T08E, YV7hIVITARY VmEL TEMIBEEILTINEVVICRTENEE
A

cluster-manager Amazon CloudWatch A7 (IZ (&, "<user-home-init> 7 A MEEEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

O 4 2 ETR®O Windows TAIKRY I TFPHIO MRHFEDCE>TVWET, BEEICD
BUWEHELS<EEL,

HNEB/EE D AD FREICEE TS DHCP A 7> 3> ORE
Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster A2 ¥ 24" "TDELETE_FAILED, JREET. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE

VDI OJo&>>O0—R

Linux EC2 A VREV AL 50O 0H 0 O—R
Windows EC2 f ARV AAS0OJ 0V O—KR
WaitCondition TZ>—®M ECS O OUXNE

> ER

D Z7ONAE—OFAIVIVTIALZNEIRLENTEREOATA VI F—
TEAZYIOOF—OO0—JA LV

- BEAERE 2024.x

- BEAERE 2024.x

(2024.08) RET AV KN Y THIN—KNTY NARN ENARZLTL T4V ORBREALT
Amazon S3 /N Y NDFAHEV) /EEIAKZEN T RTERV

(2024.06) AD T )L — T ZICAR—ANEENTVREE, AF Y73y hOBEARAKT
%

(2024 .04-2024 04 02) VDI A V2R Z2QO0—)LICTRY FEN TR IAM P2+ ZFF0]

ERARMENELL "
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+ (2024.04.02 LLi) ap-southeast-2 (2 K Z—) ® Windows NVIDIA 4 > AR 2 AN B IC KK
3%
. (2024.04 & & TF 2024.04.01) GovCloud T M RES HIB 0 % B

« (2024.04 - 2024.04.02) Linux R8T A Y N ¥ ZiE BEBEIC "TRESUMING) AT—RADE
FICBEDAEEN HYET

. (2024.04.02 LL#T) SAMAccountName B IC AN FE B EBHRIFEHNEEN TS AD 1—
H—ORHEICEBLUEL =

. (2024.04.02 LABT) BAABRANCTIELRTAEDONDT T/ RK—NF—HEPTT

. (2024.06 L&) AD FHiHIC RES [CAMEhTWAEWY IIL—F X2 /N—

. (2024.06 LA#1) CVE-2024-6387, RegreSSHion. RHEL9 & & ¥ Ubuntu VDIs O+ 1 U F 4
R 55 1

— BN BTNV T EEZR) T
OtV 3a> Tk, RES HNEHBOBAICOVTHEALET,

s ERBEOTBLVTAXRY MEHRY —A
o IR¥E Amazon EC2 A VAR AQOOT 77 4)
+ CloudFormation AZ Y 9

e BABICKDATLEBENHE L, Amazon EC2 Auto Scaling I —7F7 VT 1 ET 14 IZ Rk
=N

« —f&E97% Amazon EC2 IV —)L O HER

s AVIZARNTZUF¥ERAD

s AVIZARNTIOFYRANEREBTFRINY S

« RTHREBOKRAK

« S BIZ{@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV 7/\v &
« Amazon DCV N—2 3V BHROKBRE

EMNZOTRB LTI R MERY—A

REFENIBHROEEETELZY AR, STV 1—TFTAVIPEZRIVVIORRTSRTESR
ED

— BTN T EEZRIDY 144
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IRIE Amazon EC2 A AR A0O7774)

OJ774)&k. RESHAERALTWS AmazonEC2 /1 VAR AICFEFELET, SSM v a3y
NEZ—v—%&EHALT, chsO 774N E2T ANDEDICA AR ANDODEYS 3 E2HLL L
NTEEXT,

cluster-manager X° vdc-controller BEDA VT ZARNZIVF YAV ARVATR, P7Ur—>3
UXREFQMHOOTERDFICHY) ET,

+ /opt/idea/app/logs/application.log

+ /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/

 /var/log/messages

+ /var/log/user-data.log

+ /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux (REFAI Y 7 TR, ATCRERMBEOT77MILAEERTVERT,

 /var/log/dcv/
« /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows IREFARAIKNY TA 2 AZAOOT7IZ2V\W T, "1 #BLTLSEETL,

* PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tk, —#OF7 77U —>3a> o070 8RR EROBMICHY) £T,

« PS C:\Program Files\NICE\DCV\Server\bin

Windows Tlk. NICEDCV iEBBET7 7 AL TICHY T,

FAEOTBRTARY MNMERY —A 145
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+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A% Z')L—7

Amazon EC2 & AWS Lambda > E1—F 4> J )Y —A0OJ 15K IE Amazon CloudWatch Log
Groups ICREREhET, OJ I MNVROOVIV NV, BENSBAEONS TN 21 —FT1>
TR —BNBEERICEILODOBFRERBELET,

CNSOITIL—TOERMFRODEHY T,

 /aws/lambda/<envname>-/ - lambda related
s /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

OUTN—7Z2RBX2DEER, ROXDIBANFENFOXFIHZEALTT7AIILEVTIDE
BRTI, ChICKY, XEETNEXFIEZECAY L0 HIEThET,

?"ERROR" ?"error"

BMEZE-_RXRVTJ92E51205% . BHWOTF—2%Z2XRRTHD T4 T Y NEED Amazon
CloudWatch Dashboards ZERX T2 & TT .

A, XFHIZ—E ERRORDEEZNIRNTZV4DITY MEERL, ThESZEITEL
TIZ7LET, COTELCLY), NE—2EENRELECEZRTEENZEEPEDO HER
ZREBRICRETERY,

AVT7ZARNTIOFYRAND OFIZRICRLUET. chzFATDICE. JTUTZEEREL.
<envname> & T <region> B ZEYI X EICEETRAET,

"widgets": [

FAEOTBRTARY MNMERY —A 146
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{
"type": "log",
"x": 0,
"y"': 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}

XY 1R—RO[IZERICRLET,

CloudFormation A XY %

RIEBOEREICERE 1= CloudFormation AR Y ZICIF, REOREICEETZIY—A, /1R
N, HOBBHAEENET,

ARYOZE, ARYEN, VDIY—R, HH2T723RBLTARAERY VICETRBEREEETEET,
RES A& Y Y :

* <envname>-bootstrap

« <envnhame>-cluster

+ <envhame>-metrics

+ <envname>-directoryservice

« <envname>-identity-provider
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» <envname>-shared-storage
« <envhame>-cluster-manager
+ <envhame>-vdc

« <envname>-FEH&BRA KN

TERBARY V (FEREZF7O0/LTVT, ChSOABUY—-RZMATEBRVRER.
AWSNANT7#—X2AOAVE1I—TA4VJLEZFERALTTFERREOV Y —RZERTER
9 )o

« <envname>

+ <envname>-Networking

» <envname>-DirectoryService

« <envhame>-Storage

+ <envname>-WindowsManagementHost

BREICL D AT LAEENKLEL., Amazon EC2 Auto Scaling I —7T7 071 E
TAICRBREND

RESUIs " —N—I5—%2RLTVWAEE, RRE7Z77UT—2a> VT RNIITREOMDORE
BETHAHUEHEN»HYET,

BAVTSANSIF ¥ O Amazon EC2 4 Y ARV ADEB AT — 75 )L—7 (ASGs) i,
AVABRVADART =) 0T IOTAET A Z2BRHETDDICEKIADTITAETARTHFEENTL
F9, UR=DICIZ—HNHDHE. FLERETIEATEBZVEEIE, AmazonEC2 IV =)L T
BEOBRTUEAVAR ARHERL, BETS ASG O Auto Scaling JIL—TTFOT1ET14R7
ZFIVILT, AMazonEC2 A VARV ANBIRL TVBR A ESH ZRALET,

TOBEFE, 1 VAZ ADEET S Amazon CloudWatch A J I —7%#FEAL T, BEOER%
RIAREMOHDIITS—HNFOTICRBBEEATVILNESH ERRELET, SSMEY> 3>y —
LEFERALT, TORATORTHEOA VARV AANOEY AV ERHE, AV ARXRVANEEL
N—PV&ENTASGIZK>TRTENDHIC, 1 VARAOOT 774N ERANTERZHEBET S
CELETEET,

COBBARELLSZE. ASGOAVY—LIRRORSBTIOTAETANRRENDENHY)
£9,
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— B9 % Amazon EC2 >V — )LD INER

oo avIiCE, EEEEBZRETHELTVDSATLORI =223V RFBEENTVLE
EE

A2T7ZARNTZIOFYRAL

Amazon EC2 OV —I Tk, FARAIKNY THRTENTVEVEE, BF. XOKSICEYFE
To RINENDAAZAF,. RESAVTTZARNTIF ¥ DO AmazonEC2 RARNTT, 1 VAR
VAEBDTL T4V OAIE RESBIEZTT,

AT ZARNTOFYRAMNERBTFAINY T

Amazon EC2 A2V =) Tk, REFRAIVRNY THFRITEIATVEE, ROXSICRRENET,
CDFE, BETFRAINYTRETRRENET, A VARXRVABOY T4V IR, TARAUNY
TRERLVLEI—Y—TT, FROBZ[ARREBFICHREE N CEY I ETHY ., 77D
TMyDesktop il I1—H—HAREL BB TT,

KRTREOKRAN

Amazon EC2 A2V —=)LICTULEAV AR AN ERREND E, BREREKTULETFAIRNY TR
ARNCHBYES, OVV—IICKTUEREBOA D TZARNTZIFYRARNNEENTVSRES., 45
CEUZA70O FEEHZEEE. ETPOATLAOBEZRLTVDAEEMEN BV ET,

RKORE, BTLETFRAIONYTAV AR AZRLTVET,

S BB (Z{EF) 7% Active Directory (AD) BBENO IV > R

LTk, AD RERERBRERTIBDEOICAVTZTARNTIFYRANCIADTE S Idap BED
ANV ROBITT, FATE RXLPZO/HONTX =R, RIBEOERKFICADENLZNT
X—BERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>
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ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &
Windows AV KNY 7Tk, UTZFERAL THETS Y>3 &2 —E8BRRTEET,

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Amazon DCV N—2 3 U BEHOBE

Amazon DCV K REF AV KNY FEy > avICERAENET, AWS Amazon DCV, ROFlK, 1>
ARN=ILENTWBDCVY I RNIDITON—->23 2RI AEEERLTVET,

DFry ORX

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl4852)

Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.
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RunBooks ) B RE

ROEI723VICE, RETZDURMEOHDEE, wHGE BEOERFECEIZIRRNEEN
TLERT,
* A2VAP=I) DERE

* RESZAVAR—ILEBICHARAZRLRXAVEZEYRNTYZTLEWV

« AWS CloudFormation A& ¥ ¥ [&WaitCondition received failed messages E WS XY - T
ERICRBRL £9, T —:States.TaskFailed"

s AZY IONEEICERE N2 IC AWS CloudFormation E X—/LIBHAZEET AV

s AVARZYAY A VI FEZIE vde-controller Ak BUIRBE

« IR¥E CloudFormation AR Y I FKEAT I ORIT—ICKVHIRICAKT S

- REQERFICCIDRFOY INTX—RTIS—HARELELL

« RIBERF D CloudFormation AR v JER D kK

+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN LK T S
- ID EENOEE

+ iam:PassRole ZE{T 3 2RI B FEEA

B20O AWS PAHD KNUADOI—H—IC 1)) —AM AWS Research and Engineering Studio
ATV EAZFTL LWV

REICOJA3sE, 3<IKATAUNR=JICRYET,

s OJAVETRO "I —HFEO2AVFELAIL ITF5—

« Active Directory [CIEEME hizAh', RES [CHAWVWI—H—

s BV Al oERBICERATERVI—H—

« CloudWatch VS ARX—XIZ—2+—OJ O A X4RBEBITS —
 [Storage (AR L —)]

« RESZHERALTITANIATLZERLELLEYN, VDIKAKIIXIDVREhEHA

c RESZBUTIZT7ANSATLEAVR—RLUEAN, VDIRAKCNYT hEhBHEW

*« VDIFRARASHEHEETERL

s POLAFARED I—AT—ADH

* RES A5 Amazon FSx for NetApp ONTAP ZERK L EL 2. RXALAICSMLULTVERA

« AFVT7Tavh

Rutodeh e VIV NWAT —X AN Failed TH D 151
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c AFVT2IVRNE, TTINEAVR-—RTERL 2 LECEZRTOTELELICEAEShEY
Ao

c AVIZARNTOF ¥
s EBBAVAZVAFBVO—RNG ==Y NTIL—TF
« REFAIRNY TOEH
s DRICHELTVERBTFRAIRNY THAERICERTERSBYELL
s 5ONRBTFRINYTLAERBTERV
« FAYUBNY 7 Windows OE#HHATE "EHFEAREAUShELE, RTAR—KIZ—"
« VDIs7AOEDaZ 2 JRETAERY VTS
s EERIC VDISHA TS —IREICKED
c REFAOIKNYZTOAVKR—FUb
« Amazon EC2 A VARV AN AV Y- TR TZ BVIBLERTRLTLVS

e AD ANDSINICKBL 1= vde-controller 1 ARV AN YA I LTWVWET /eVDl E
DA )AKRBUEAPIALNAFIY UERR

« Z7O02I0KB, VIRV ITAEY JmEL TEMIBEEICTILEIVICRRENEEA

« cluster-manager Amazon CloudWatch O (Cl&, "<user-home-init> 7 AU NG EREFIATE
FRA. I—Y—0ORHFZF > TVET EXRFENET (THINEFI—HY—-ETT ),

s O A4 RTED Windows TAIRY TIZ TPHIORDNEDCHEZ>TVET, EEEICSH
WEHhELSEET L,

o HE/BEED ADFREICE TS DHCP #7723 > ni§rE
* Firefox T2 — MOZILLA_PKIX_ ERROR_REQUIRED _TLS FEATURE_MISSING
. Env HI

* res-xxx-cluster A& Y 2 A" TDELETE_FAILED, JR2ET. TRole is invalid or cannot be
assumed) TS —O=HFETHIBRTE R

04 QURE

vDIlAJ oo O—KR

Linux EC2 A VRAE VAN S0OJ 07> O0—R
« Windows EC2 A VRAEZ VAN SO0V O—R
+ WaitCondition TZ—® ECS O O YXE

- TERS
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s TEARZRYIOQOF—JO0—JHA#EL L

12 AM=I)LDOERE

N =R

s RESZAVARN—IULERBIEHARLRXAZEY RTYTLEWV

+ AWS CloudFormation A& ¥ ¥ & WaitCondition received failed messages EWS XY +— THE
RICKB LU EFF, T 5 —:States.TaskFailed"

o ARV ONEEICERE iz (C AWS CloudFormation E X —LBEINZEE iz

s AVABRYAY A VI FIF vde-controller %k BRiR &8

« IR CloudFormation AR Y VNFMKEAT I VORIZ—ICKVEIRICKKTS

s REOERFICCIDRZOY INTX—RTIS—ARELELL

« RIBERFP D CloudFormation AR ¥ JER D KK

+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y JDERDN LK T D

RESZAVAN—)ILIERIEAARLRXAZY NTY 7LV

(® Note
BREFS: ChSOARATY 7T ZETIHAEIC. FEAE L PrivateKey @2 T2 %Z Secrets
Manager >—2L Y NICRTFETIHRENFHYET,

DITJOSATNCIAIAEZEMNT S
1. external-alb O— RNZH—OVAFT—ICTRY FEN/-ARAEZEHFLET,

a. ECEC2 Load Balancing > Load Balancer ® T® AWS 2V —)L T RES AA\FA— RNZ >
H—ICBBLET,

b. MABABA ICHSO—RNZ U H—%2BREL ET<env-name>-external-alb,

c. O—RNZUH—IZT7RYFENTVWBRIRFT—ZHIELET,

d. FUVBREQHMNTEYFENETF 7480 SSLTLSSIAEZ#F DU R FT—2FH
LED,
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e. EERAREREFLET,
2. VIABZ—RBET—7ILT, ROBEZTVET,

a. DynamoDB ->Tables -> TS AZ—RET—7 I ZER D E T <env-name>.cluster-
settings,

b. BETHBEZERRLTZAIILRIIT TS -AH "keyys . X4 7 Tstrings . &
Ccontains, . f& Texternal_alby [CBELET,

c. True cluster.load_balancers.external_alb.certificates.providedIZEZEL
£¥9,

d OEZEHLE
Fcluster.load_balancers.external_alb.certificates.custom_dns_name,
NI I AV EB—TIAADHAZLRXALA VBT,

e. DEZEHLE
Fcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
—hldk. Amazon Certificate Manager (ACM) ICRTFEE N TV B XIS T B FEAE D Amazon
)Y —A%—LAL (ARN) TT,

3. DIJUOSATURNBICERLEXSETS Route53 U7 RXALO—RZEHL T, HEB
Alb O—R/NZ>H%— O DNS B%Z3#EEL £9<env-name>-external-alb,

4. SSOHNBEBIZITILREETNTVSIBAIE., RESTITJTR—FIDEMKEZE >ID 7O/NA
R=>2 TN AFAD > AT—RFA>mWERZ NS, ROICEALEEOERUANLT
SSO #BREL XY,

VDIs (CFEAEZIEMNT S

1. —OLYyRMCROETZEMLT, >—YL Y MIXUL T GetSecret ARL —2 3 2 Z 1T
BT IORAFATE RES T 7Ur—>a Il 5LET,
 res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller
2. VSAZ—RBRET—TILT, ROBEZTVET,
a. DynamoDB -> Tables -> TU T AR—RET—7 I ER DI E T <env-name>.cluster-
settings,

b. BYETEBREZRBXNTIANEZV T TS -8 "keyys . XA 7 Tstrings . &4
Ccontainsy . f "dcv_connection_gateway CBBEIL £T,
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C.

d.

e.

f.

S

True vdc.dcv_connection_gateway.certificate.providedlCEREL £,

DEZEFHL X
JFvdc.dcv_connection_gateway.certificate.custom_dns_name. ZhiF VDI 7
DEADNARLRXAVEZTT,

NEZEHMLE
Fvdc.dcv_connection_gateway.certificate.certificate_secret_arn, <t

. FEAEODABRERIFETS>—YJLYBNDARN TT,

NDEZEFHMLE
JFvdc.dcv_connection_gateway.certificate.private_key_secret_arn, <t
&, 77AR— F—DARBZRFETSHZ—ILYHNDARN TT,

3. T—KRIIAAVARVALLERENZDBBTVTL—MEEHLET,

a.

®© o o

—h

h.

EC2 > Auto Scaling > Auto Scaling Groups @ F® AWS 112Y — )L T Auto Scaling 7' )L —
TEHEEET,

RESREICHB TR T —RNIIADEBART -V TIIN—T2BRLET., BT H
Al (CHWE T <env-name>-vdc-gateway-asge

FHteoa TeRBTVIL—NERDUHTHEET,
HM>TO>a3V>TUTL—ROEE FHLWN—23a 2 0EK) 2BRLET,
TICAZO0-)LTFHBZERTLET,
—EBEFOI—Y—F—RETAIVO-ILLET,

CERTIFICATE_SECRET_ARN & MOEFEZRIRL £IPRIVATE_KEY_SECRET_ARN, 5 ®
B%x, SIAE (RATVY 7 2c 23R BLVTFAR—KNF—(ATV T 2d 2SR) ODAR
ZREFETBH—IJL Y NIEEENI ARNs TEFHLET,

Auto Scaling 7' JL—7"#", (Auto Scaling I —7R—IH8) RIEERE BT
L—hON—T 3> e BRTHES CRESh TS EERRALET,

REFAIRNY THICERL TS Route53 H7 RXA L O—REEHL T, #ZBnlb

O—RNSH—ODNS BZIETKSICLET<env-name>-external-nlb,

5. BIfF® dcv-gateway 1 > AR A% T <env-name>-vdc-gatewaylL, FILVWA AR A
NFAEDTYTIT20ZEFEET,
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AWS CloudFormation A& ¥ 2 [&WaitCondition received failed message; &\ 5 X ¥
- TERICKBRL £, TS —:States.TaskFailed"

BEEZHETDICE. £VWSBEIO Amazon CloudWatch OJ V)L —7 %#FAXE 3 <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CRaIoOJ7 7N —7FEEH3E5EE. RAOICERTELZOITIIN—T7T28XET, OJHNOT
TZ=XvE—JICE, BECHEIZIHABHRNI RRENET,

® Note
INTFX=BZEILAR—AN BV E 2B LET,

ARV OIONERICERE ©h-%I(C AWS CloudFormation E X— LB ZEET i)

AWS CloudFormation AZY N EEBICERENERICEX—IIOBEEZELEN > EBEE.
LUT=HERELET,

1. EX=ILTRLANTA—=ZFELKADEThICEZB/FELET,

EX—ILTRLANELLBEVWD, PUVEATERZWESWE, Research and Engineering Studio
REZHBRLTEFTZ7O0/LET,

2. AVAZAOHYA I OIIZ DOWVWTIE, Amazon EC2 OV —I)LZREREL T EE L,

<envname> 7L 74 Y UAN ® Amazon EC2 A VARV AN KT EHRELTERREN, FL
WAVARDAIZBERZ SN BIEE, XY NI —UFIE Active Directory D E%E IC BEIREAN &
UM HYNET,

3. High AWS Performance Compute L E#F 704 L THAZI Y —RAEERL £5E
. VPC, 77SAR—KNYBTZRYRNENTUYIOHTZYRN, BROTOMDIBIRL =/NF
X—=BHFARY IR >THEREhEEZH\RELET,

NZAXA=ZRZOVThANELLBZWEER, RESRIREZHIBRLTETF7O/T2XENf 55
EBNFBYET, FHICOVTR, "#ROT7VAVAR—I)) Z2RLTEZL,

4. BEOARVY—RZEFALTERZTFT7O4LEHERE. XY NT—2 & Active Directory A
FRENDBEE—BHLTVBR I ZRHAELET,
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AT ZANTOF ¥4 AR AN Active Directory ICIEFEICSMU EC L ZBERTI N
BEETY, ODATY T %&Ethe section called “4 > AR > A4 2 )L FE I=1& vde-controller A R BL
REE"L CRABEZEMBRLE T,

A2AR AY A )L F =& vde-controller A" 5k BUIR &g

COBMEOREAREMOSVERREE., UY—RX (EEH) A" Active Directory IZIEREZFSMTE X
woETY,

BREZRIAL TS ICE :

1. XV RZA4 D5, vdc-controller DEITHDA VAR ATSSMEDEY S I EZBABRLE
9,

2. sudo su - ZETLET,
3. systemctl status sssd ZETLET,

AT—BRANFETIOT47, kB, FLEEOTICIZ—HFRRENDEE., 41 AZ 2 Al Active
Directory ICSMTEEXREATL I,

SSMIZ—0O%7

BREZBRTBICE :
BIUANY RSAVA VAR ADL S, cat /root/bootstrap/logs/userdata.log %
LTV 2R/AELET,

COBEICE, 32OREFFREOVIThANFrEZShET,

BRARRE 1: AbhEhi ldap BEHREOFEANFEL <L

AOJZREBELET., UTHEKER)IRENDIFES, 42 A2 Al Active Directory ICSINTE &
BATL L,

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]

AVAN—IILDOREE 157



Research and Engineering Studio I—%—HA KR

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RESAZYIDERBPIZCUTONTA—RENAELK A DTN ECEEZERLET,

directoryservice.ldap_connection_uri
directoryservice.ldap_base
directoryservice.users.ou
directoryservice.groups.ou
directoryservice.sudoers.ou
directoryservice.computers.ou

directoryservice.name

2. DynamoDB 7—7 /O EEZEFHLET. T—7 LIk, 7—7ILOT® DynamoDB
V=N HYNET, T—TIBE THEIBENHV) EF<stack name>.cluster-
settings,

3. T

—TILNEEFHLES, BEREA AR A%ZERETL TWS cluster-manager & vdc-

controller ZHlBk L £ ¥, Auto Scaling I&, DynamoDB 7—7 L D&FOEZFERHL THL WA
VARV AEREBULET,

BAJFERA 2: ServiceAccount I—H—FAELK A DT TLAEW

OJ A 2R 9HSInsufficient permissions to modify computer account, AZXY I ®
ERBFIC AU 1= ServiceAccount EATEEL K BVATREMN BV E T,

1. AWS 12V —JLA 5 Secrets Manager ZH & £ 9,
2. directoryserviceServiceAccountUsername ZREZLET., >— LY MNE THRIHE

A&,V EJ<stack name>-directoryservice-ServiceAccountUsername,
3. —ULYyhEBVTHEHER—DZXRRLET, >—IJLYMET, >—JL Y NMEDHE Z
BIRL, Z7L—2TF AN 2EBRLZET,
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4, ENFEFEILEBEE. REOBRERTHO cluster-manager 1 > A X > A & vdc-controller A
VAR AZHBIBRLET. BEAT—1 Tk, Secrets Manager DH{FDOEZFERAL THL L
AR AERBLET,

BAERE 3: A& hi= ServiceAccount /NAT— RAEL < &L

O7C ERRENDBEEInvalid credentials, AXY U DERREIC AN L = ServiceAccount
NAD—RAELLBZVAREEN BV ET,
1. AWS 2V —J)LH S Secrets Manager ZBZ £ 9,

2. directoryserviceServiceAccountPassword ZB®RELET, >—IL YN THIHE
A&V EJ<stack name>-directoryservice-ServiceAccountPassword,

3. —ULYbPERVWTHFER—SZRRLET, >—JLYNMET, >—JL Y MEOHE %
BRL, Z7L—2FTF AN 2BRLET,

4, NAT—RESNEBE, FEEAALENAT—RHFELWAES DA SHWVEE
(&, Active Directory & Secrets Manager T/NXATJ— Rz &Y NTEET,
a. TNAT—RzZUEY NT5IZIF AWS Managed Microsoft AD :

. AWS O V-—)ZzBEE, IZBEL F£T AWS Directory Service,
i. RESFALUNUODT«4LORNYIDZEBIRL, 702327 BRLET,
i. A—¥—NAT—ROUEY NEERLZET,
iv. ServiceAccount 1—H—FZZAHLET,
v. HILOUNAD—RZAHAL, NAD—ROUtLY NZ2BIRLET,
b. Secrets Manager T/NXAT—RZUEY NTDICE :

i. AWS 1>V —JL%ZBE&, Secrets Manager ICBEBL £,

ii. directoryserviceServiceAccountPassword Z#&EL&EYT, >—7
LY NE THRIRENHV) EF9<stack name>-directoryservice-
ServiceAccountPassword,

i. =LYy ERVTHEEAR—ZRRLET, >—JLYNET, >—JL Y NE
OEE ZiBIRL, 77L—TFAN Z2BIRLET,

iv. [#mEE] ZBIRLFET,
v. ServiceAccount I—H—0OFHL VWINAD—REZREL., REZBIRLET,
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5. BEEHL EBEE. REOBRERERTHO cluster-manager 4 > AR > A& vde-controller 1 >
AR AEHIBRLUET, Auto Scaling l&, RFOEZFERALTHLVWA AR AZBALE
CB

IR¥E CloudFormation AR Y INKEAT IO RNIT—ICKYHEIRICKKT S

BEQDKEAT DTV NIT—HFERT <env-name>-vdc CloudFormation AR ¥ 2 O HIBRA" %k B
L A vdcdcvhostsecuritygroup, AV —)L&ZFERL TAWSRES MERL BT X Y K~
FhEEF1VTATI—TICEBE NIz AmazonEC2 A VARV AN ERTH B AREMEN BV T
ED

COREZMBRITIDIZE., COFETEEBESNIEITINTO AMazonEC2 /1 AZ VA% KREL THK
TLET, TN, REOHIKRZBHRTEET,

RIEOEKFBICCIDR7AOYINTA—RTIT—HIFRELELLE

REZERTDIE, LARVARAT—RAN [FAILED] ® CIDR 7OY YNTX—RIZIT—H KR
ThET,

ITo5—n4H -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREEEZBRIDEDICEEETNBZIERAIE xx.x.0/24 £ IE xx.x.0/32 TT,

IRIBER B D CloudFormation AZ Y J4ERK D kB
BEBOERICEK. —EODY—-RERARL =23 NfEgENET, —BO)—>23 20T, BED
BEAREL, CloudFormation AR Y J DERA KK THAeEMN BV ET,

CDFE, BWEZHIKRL, EREZBHATLET., LR, HlOU—23 2 THEREZBHATIZZEE
TEET,
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AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y U DERN %k
BT B

TERBEARZY VDERFROIZ—TREMLUIEBE, (VAR AORBROTOED I _2JH
(= Amazon EC2 /Ny FEAN FHE IFREL ETREAN B XTI,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

KBMORERZHBETDICE :

1. SSMAT—KIYZ—=—Jv—T, NYFEANREEATVRIAESH, BLTIXNTODSIVA
BUACRUTREENTVRILESHZRELET,

2.  SSM RunCommand/Automation D ETEE T, /NY FEHBEED SSM RF 1 X2 NOETH
AVARADORBE—HITIHNESHERELET,

3. RO AmazonEC2 A VABAQOOT 774N T, O—AINA AR AOOTRB&R R
LT, 7O 3 Z20HICA VARV ANBREBLEAESH EHIBLET,

NY FEANMNERTEABENRELEESE., BBHNSPLBLSEE 150BICRESA VAR AD
NY FERZESEBET,
D EENORRE

SUINYAUFT (SSO) E IDEEDRBREALEDREER, REZIANRERTRELE T, SSO XK
EOREICOVWTR, UTZZRLTSEEL,

« the section called “IAM Identity Center T? SSO Ot Y K7 v
« the section called “SSO A® ID Z7O0/NA A —DF&E”

EEICHETHTOMOBEEZE NS TN 21—FT4200F3IC@}. L TFTORNS TN a—F14>
TJREY ORSBLTLSEEZL,
(=R
« iam:PassRole ZE 1T I D#ERENHV EFHA
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« BODAWS PHI NAADI—H—IC 1)V —A0D AWS Research and Engineering Studio \
DT AZHFALEV

- REICOJA429%¢E, I<ICATAR—DICRWVET,

s OJAVHEITEO 'I—Y - ARO2ANVEEAI I5—

- Active Directory ICIEIE hizA", RES ([CA&VI—H—

s VI IavoEERICEATERVI—H—

 CloudWatch 9 ZAZ—~XZX—2v—OJ70H A XFIREBIZ—

iam:PassRole ZR{T I3 ERNI BV ETHA

iam:PassRole 790> 3> 2RI T3HERIMNBVEVS IS —HARRENEBEE. RUS—Z2FH
LTRESICO—IINZETCENTEDLSICTRDHENHVET,

—%D AWS H—E ATk, FILLWH—EFERAO-IIEEREY—ERIZU 90— Z2ERTS
KHhWIZ, ZOH—FEFACBEEOO-IINEZETENTEET, TOLHICE, Y—EARICO-IL%
ETHERNIMVETT,

ROBDOIZ—IF, marymajor EWSERO IAM 1—H—HFAVYV—)LZFERALTRES TV V>3

VERBITLRDETRERELET, LEL, COTIV>A2EY—EANRITIZICRK., ¥—ER
A—LASNHEENLIERIBETT, XTU—-CRE, O-IIZY—EACEIFINHYEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COFE, Mary DRV —ZFFH L TXAF ) —IZ iam:PassRole 7 V> a2V DERTEHFATIHE
FHVET, YR—MNYBELZFERF. AWSEEBEZICSBALVADESEEV, Y41 ERER
ZRMLUCESENEEETT,

B5 0O AWS 7HD 2 NAADI—H—IZ )Y —AD AWS Research and
Engineering Studio NOF7 7 AZFFHAL 2\

DT HIY NOI—F—PEBAOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEFET. O-IDEIERTZERXIRI Y —ZHEETEXRT, VY—AR—ADRIZ—FKI:
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TOEAOMO—)LJAN (ACL) ZHR—KIBH—EANDBE, ThS5ORU—ZFEAL
T VDIY—ANDT I EAERETEXRT,

A OVTR, UTZZRL TS EE W

s FIBLTWA AWS 7AHTY RETUY—ANOT VA ZRHTBHFEICOVTR, IAM 11—
HW—HARD "MELTVRROAWS PAHI KD IAMIA—HY— QT I AZREITS, =&
ZRLTEEL,

« Y—RN=FA—AWS TAHIVNZVY—ANDOT VL AZRHTZHFECODVTR, IAM 11—
H—HARO "HU—RN—TFTA—DAETE2AWS THIOT IV AZRHETE, 22 RL
TLEE L,

*c D7IFL—232ZBUTITIERAZRHITZFECODVTRE, IAMI—¥—H4 RO "HE
THRAETNEI—HF— (D 7IFL—23 ) ANOT7 7 AZRETZ, 22RLTSEETL,

« VART AV RTORAZO—-ILNEVY—AR—ADRI D —ZFEATRIHEDEVICOVWT
FE. IAMI—HY—HA RO "IAMO—)ILEVY—AR—ADRIZ—DEV ) Z2BBLTEE
Wo

REBICOJA>95dE, 9<ICATAMUR=DJICEYNET,

COREEE., SSORMENHRENEME->TVWBRBEICRELET, BEBEEZBETDICE. O O—
S—AVARAOVEFIVIOL, I5—HFBVHREEEELET,

OJ%#®RI3IClE

1. CloudWatch AV — )l ZzBRA&E£9,

2. OJITI—=7hrs, EVWSBRIOTIN—TRBDFTET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#RWT, OJARNI—LDIZT—ZBRELET,

REERMBRBITDICE :

1. DynamoDB 1V —)LZR<

2. FT=TIhsE, EVWSEEOTF—TIN%ERDFTET <environment-name>.cluster-
settings,

3. F—7I)%BEE. Explore table items ZiBIR L £,
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4. TANR—EIV>3VZERAL, ROEHZANLET,

- BME-F—
- ZE-%BT
* {E -sso
5. [Run] (£17) ZEIRL E 7,

6. BRENENFHT, SSOREB/AELWVWCEEZBRELET., EL<L<EWIESIF. sso_enabled
F—OE%Z False “ZELET,

7. RESA—H—A2R2—T7IA4AILRY,. SSO ZBREL XTI,

AJ4ETRO T1——HFR2hVEEAL IT5—

A—HY—NHNFRESAVE—TIARAICOATA 2 LEDELEEZEICL TI—H—NFEODVYEEBAL &
WS IZ—HNERREh, TOI1—H—AH Active Directory IZFETET D HE :

« I-Y—ARESICHFEET. READ ICI—Y—ZEML LBE

e IA—H—NFFEERESICAHMEATVEVIAREMENHYET, RESE 1 REACEICRABT
8%, RORPRICI—F—HFEMENELE2FEL TRRIBITILEN HDH5END
WET, 3<ICE#BTSICEK. ") OFIEICH > TS EE WActive Directory ([CIEME hfz
A, RES ICEW\WI1—H—,

« I—H—H RESICTFETHEE .

1. BHEIXYEVIHNELKBREENTVWR L ZBRALET., FMIEOVTR., T2 JIL54
A (SSO)A® ID Z7ONA X —DRE) 2FRLTLSEEL,

2. SAML#HHBE SAMLE X—J)LOWAAI—HY—DEX—ITRLALIVEYTEhTVS
CEEMRBLET,
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Active Directory ICIBMNE N /=A", RES ICAVWI—H—

(® Note

COtET>32IF RES 202410 LETICERENE T, RES 2024.12 BAEICOW TR, T,
ESRUTKEESVERZFETRITIDE (V) —RA2024.12 BAf% ) 6

1 —4—% Active Directory [CIBIL TE RES ICBWEHEEIKE, ADRHE NV H—T2HENHYE
9, ADEHAIE., ADIT> MU %Z RESIREICAR—PNT S Lambda BEICK > T 1 KRB EICE
TEIhET, HILLI—HY—FLEZEIIL—TZEML &, RORB7OLANRTENDETICE
HENXELUDEN B ET, Amazon Simple Queue Service K S FEI TR EBBTEE T,

RB7OtAZFHTHHELET,

1. Amazon SQS >V —)l ZHZEE T,

2. ¥F1—H»s5., &BIRL EI<environment-name>-cluster-manager-tasks.fifo.
3. XvtE—CnEFEEREFE] ZBRLET,
4. XY E-IARXIZEFE, ROKSICABLET,

{ "name": "adsync.sync-from-ad", "payload": {3} }
XV tE—20)—=7IDICE, RDKSICAHLET, adsync.sync-from-ad

6. XVtE—TJEEHRIDICE. FUFLBREBFXNFIEANLET., COIVRJE, BXES
DURICTONEIXNTOFTHLERREBDIBENF ®VET. TS5LHVE, UIJITANZE
WENKXT,

Yy IV OERKICERATERVI—H—

v a EERTHIEEEN. v 32 OERKIC Active Directory IZEL TWD 1—H—A"F
ATEBRVIEICRFAVESEE, 1—Y—RUHOTAOTA VTR UENHDEEFHNET. &Y
2aAVRTITATRI—HF—ICRHLTORMERTEET, POTA7BI1I—H—F, PB<ELE 1
EREBICOJTAVTIHENFHYVET,
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CloudWatch 9 S AR —YZX—>v—O7 0 A4 X4IBREBBIS—

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch 7 5 AZ—IXZ— v —OJICCODIT—NRRENEHE, ldap BENIRL 21—
H—L A—RNFZIEZMEMN BV ET. COBMBEEEIETSICIE, IDP O ldap REALRO IR
Z#5|Z EITET,

[Storage (A B L —0)]

NeY D

« RESZFERALT77ANATLAZERLELEN, VDIKAKINTREhFERA

c RESZBUTTZ7ANIATLEAVR—RLUEN, VDIKAKNIEXYT hENAZL

« VDITRARD SFHRAEETERL

* RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL 2A'. RXALIZESMLTVEEA

RES ZHERALTI77ANIATLEZERLEL LN, VDIFRANIRTI hEAFE
A

T7ANATALIEFE, VDIRARNTNY D NTHIC "FRARE RETHIVENFN HVYVET, UT
DATYTICR®2T, 77ANAT LN BBERETHD L Z2BAELET,

Amazon EFS

1. Amazon EFS OV —)LICBBLE T,

2. 77 AN AT LAOREN FERATETHD D ZBIEBLET,

3. 77AN AT LOREN ERATETHEVESIE. VDIFRANEREHITIHICEFEEET,

Amazon FSx ONTAP

1. Amazon FSx AV —I)LICBEBL X,
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2. AT— B AN ERATRETHD e Z2HABLET,
3. Status A" EAARETHEVIBESE. VDIKRARNZREE TR ETHELEET,

RES ZBU TV 7ANATLEFIR—RULEN, VDIRARNCIYTY hEnBHW

RESICHAZVIR—RENDTT7ANZATALILRE, VDIRARFTT7FANATLEITRNTESD
KO, BEBEFIVTATIL—TIL—IIHFBEENATVIBENHBVET, ChsOT77AILY
AT LI RES OABTHEREND /-, RESEREIZEF1 VT4 TIIL—TI—IZ2EELFE
Ao

AVR=—RENLETFANDATALACHBEGT SN IEEFIVTATIL—TRB. ROANDVRE
74V D RHATILENHY)ET,

. Linux" RARASDONFS K57 1494 (R— K~:2049)
- Windows " RARAS®D SMB RS 7 14 ¥4 (K— I: 445)

VDI RARD SFABE TERZL

ONTAP &, 7R 1—A® UNIX, NTFS, MIXED ¥ 1UT 1 ARAI)NZHR—KNLTVET, &
FAVTAARAZAIE, ONTAP A F—R TVt AZHHIZI-HICERAIZT IV EAFAORAT
E,. CNSOT IV EAHAZEETER VAT UNRATZRELET,

EEAF, RUI—LAUNX EFI1VT 1AM ZEALTWVWRBEETE, ONTAP OXILFT
ORJLBEICEKY, SMBIZA T NEBIEHRET—RICTIVEATERY (L., BYICEE
ABRVBAETNET ), L, ONTAPE UNIX 9TA T NORNZRAT 147V —)LZ2ERL
TEETED UNX T EAHAZEALET,

TOEAHTREOI—RT—ADH
Linux 7—20—RTO UNIX ARAIILORY) 1 —LDERA

TOEAFAE, O1—H—0 sudoer TRRETEEXT, LA, XDOBITE., /<project-
name> FA LI MVIZHT B <group-ID>RTEBHAMY/BEERAAT IV EAFTOITXNTOX Y
N—ER/HELERT,
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sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & Windows 7—2 00— RT®O NTFS AZA I DR 1 —LDOFEH

HETVEAFTR., BEO 7 A INAORE7ONT 1 Z2FALTRETEET, L&AF, 1—
H—user_01& 7 #)E HFHBFEEmyfolder. Full Control, . ChangeE ik OF U A
A[ReadZ AllowE izl (ZERETE £9Deny,

Linux 75477~ N& Windows 9547 NOEETR) 1—LAZFERATHHEE. Linux 1—%—
Z%RB U 1—Y—%RIC domain\username @ NetBIOS RX A4 U BERICEEN TR BAINYEY
% SVMICERETDHENHYET, Chik, Linux I—H—& Windows I—H—NDOETE#RET S 1=
HICHETT, U7Z7LUAICDOVWTI, "Amazon FSx for NetApp ONTAP (C &2V JLF 70K
ILDO—O0—ROBML, 25RBLTLIEEL,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXAIZSmL TL
FtA

B/, RES OV —J)LA S Amazon FSx for NetApp ONTAP 2R T2 L, 774N ATALRT
OEZ3aZ J&EhETH, RXSAVICESMUER A, EBL L ONTAP 77 1)L AT L SVM
ERAAICHEAET B, "Microsoft Active Directory SVMs D#E4& 1 #Z 8L T, Amazon FSx
AV —=I)LOFIRICHE>TLEEVW, BRERT I AFFAA AD O Amazon FSx Y —E AT HD
NCZEEETATVDCEEBRELET, SUMA RXAICEEICSMLES, SYWMBIE> TR

R4 N>SMBDNS ZICBEIL, BTHEICEDLEHDNSBZIE—LET,

RXSICEALES, VT AR —RE DynamoDB 7—7 )L M SMBDNS SREF—%#MmEL £,

1. Amazon DynamoDB 1>V —)LICBEIL £ 9,
2. T—7 ) &BIRL, %ERL EFF<stack-name>-cluster-settings,
3. TExplore tableitems) T, 71 X—ZRBEL, XOT71ILEX—ZAHDLET,
- BEE-F—
- FH-ZELL
* {g - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEn-BHBZBRL, XIZTO>23>, REEBZERLET,
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5 UHICJIE—L 7%= SMBDNS B TEZEFHLE T,
6. (RELTHL %] ZEIRLET,

TSI, F77ANDATALAICEERFShEEFIVFTATIL—TH, Amazon VPC ICc&BD T 7 A
WOATALATOEAA RNO—)L THRENRTVWB RS 74V 02 LTVD L2 BELET,
T77ANMNATLZERATEHLV VDI RARNE, RXA2IZSMLTWD SVMET7AILD AT
LBZNTDVRNTEDBDRSICBEYEL =,

F/zl&. RES Onboard File System #8EZ AL TRXAS 2V IZBEICSML TVWABEFEOT7 74T R
TLAZRFVR—RITDBEETEERT, REBENSTT7ALSATAL, AVR—RITIFPAILDAT
LZBIRLET,

AFv7>avh

(N =Ry
« AFYVT723YNODAT—RAN Failed TH D
« AFVTTavhiG, T—TINEAR—KRTERA>EECEERIOTEEEICERAEThEE

AFTYv 723V NOART—RAN Failed THS

RES RF Y73 3Y hR—IT, AF Y7L 39 NOAF—RAN Failed DHE, TT—HREL
R, 95 AX—Z—> ¥ —0 Amazon CloudWatch O I —7 ICBE TR E TRRAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config
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AFTVv72av i, T—TNEAR—RTERBH D CEEZRTOTEERICE
AEhFrE A

BEi®O env A SEBLERFTY T3y RAHLWenv ICERAENABRVWESE, 95AF—TX—
24— CloudWatch OV #FAXTHEEZEBELE T, BREBRT—TINITIORFAMVR—RENE
WS ENBEBETERENTVWEREEEF., AFY 723y M EVBERETHZIE2HERLET,

1. metadata.json 77 /)L EA T O—RL, EFXETEET—T L0 ExportStatus D AT —R AN
COMPLETED TH3 L ZMRBLET, S FTEEAHT—7I)LIZ ExportManifest7 4 —JL RA
REENTVBEEBRLET, LEROT7 A=) RABRESATVEVEES, RAFv 723y
NEEMBRETHY, ATy 72ay NOERABETEERATEEE A

2. AFv72ay NoERERKBLES, RESTARAFTY 723y NOAT—X AN COMPLETED
ICB2TVWBEZBRELET, ATV 723y NOEX7TORRICEEKRS5~10 00 H W E
To AFTYVT2ay NEEBR—DEBO—REFLEFBET7Z7IVEALT, ATy 72ay "NFEEIC
ERENECEZBRLUET, ChiCkY, ERENERAFTY T2 ay MBI RREICEY F
E

12T7Z2ANZOF ¥

NEY D
« EBBAVAZ VAN BVO—RNZ Y —2—F Yy T)I—7

EEBAVAZANBVAO— RN Y —2—TY N7

B—N—IZ7— XY t—IBEOHEN Ul CRTENDBEE, FEETARAINY TV a2 A%
BTEBWVWRE, A V7TARNZIF¥D AmazonEC2 1 VARV AICEEN H D ATREMN BV E
ER

BEOREREBETDHEF. £9 AmazonEC2 AV —ILT, #&YERLETL, ILLAV AR
VAILBEEBRASATVWRERDNDS AMazonEC2 A VARV AN B VWA ZHRBITSHETT, T
NiFE k. Amazon CloudWatch logsZF I vV L TRRAZHEBETEE T,
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E£E23120FZFER., DATARNOO—RNZ Y —ZHEITEIETT, YATLAILEEN BB A
RN HBDEZRTOE, AmazonEC2 OV =) TRON>1O—RNZH—IC. BRETh
FEEBBAVAR ANKRTRENBVEETT,

BEOABOHZUATICRLET,

Healthy T RUN 0 DF/E, VIOIANEMETESD AmazonEC2 1 VARV AN BWZ EZ R
LET,

Unhealthy T> KA 0 AADFEE. AmazonEC2 1 VARV AN RBRL TWBD AEEMN H V) F
T, chld, 12AR=INEATVWBRTTVT—=232 YT RIITHANILAFIYV ZICEKLTY
BOWCENRERTHD AN BYET,

Healthy T> N & Unhealthy T NUOEEDN 0 DHFE, XY RD—IDREZADAREEMZRL
F9, LEAE. NTVYIHTRYRNETSAR=—RNGTRY NI, RETD AZs I BEVEE

FHYNVET, COFRBENFRELEZE, XY RNID—OREBFIFEETDELEZRTEMOTF AN
DVY=IILRRENDENBYET,

REFAINY TORE

Ky

« EIICEEL TVWERETFRAIRNY A ERICERTERSEYELE

« 5O2NFRBTFAIRNYTUARETE R

« AU MY 7 Windows QE#HHITIE "ERABALUShELE, NTFUOAR—KRIZ—"
- VDIsZ7OEZaZVJRETAZRY VTS

- BERIC VDIsSH TZ—REICKD

BETCBEL TV ERBTFRAIRNY T ERBCERTEASBZYELE

FRIORNY TEENBHALUS KV, BETERBRLSE2Y)TdE, EBERBED AmazonEC2 1A
RUANKBTDH, AmazonEC2 1 VARV AN RESREBA TR TELEBLEENEZENREERE
THHIUEMNHYNET, BEEEUI OAT—RAR., EEETREEZS|IZEHERTITZIESNHY
FIH. BROBTEXRBLET,
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Amazon EC2 AV —IZFEAL T, A1 VARV ANFKTEREFELEEALEAESH ZHMTT D&
ENHYVET, FILELEBERE., £5—EHALTHTLSEETL, RENFrRTLESESE., BIoFA
INYTRERTDVLENHYET, 1 —0OFR—LTFTALINIIIRFENLET—RE, LY
AVABRADOREEICS|EHKREFATEET,

BEICKRBUIEA VAR AN ERBE U ICEERTENTVRHER., EBE U ZFEALTRT
TRRENBRIEERNIHET,

5 DDRBTAINY FUAREBTEEL

I-¥—HBETEZREFAI Y TOROT T AL NOHBRE 5 TT, Shid, ROKSICE
BEU ZEALTEERENEETEET,

C FAUNY TRECBBLET,

c B—N—RTEBRLET.

¢ DOV £Y¥avARLT, ARORET AV EIUY ILET,

c I—H—BLYOHFTEhE by 3> 0Ez, BEEHLVECEELET,

. [Submif] ZZIRL T &V,

¢« R=TEBHLT, HLLVREFREShTVB L ERBLET,

FAUNY 7 Windows D#EFRTIE T#EENMBHALUShELE, RS AR—KT
5_"

Windows AV b Y 7N Ul TS5 — "#EAArBUshELE, RSVAR—KNI
5—1 o Windows 1 Y ARV ATOIERAEDERICEET S DCV —/\—Y 7 KNI T 7 OBEN R
ATHBDUEEN DY ET,

Amazon CloudWatch AJ )L —7 &, KOKXSBXY =D TERRTIS—2OJICREET
%<envname>/vdc/dcv-connection-gatewayZahN H ) E 7,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
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session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-1f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

ZMBE. SSMtEY>arIEx—2vy—%FEHAL T Windows € AR ANDIELGZRE, XD 2
DOIIAEBE TV 7AI)NZHIBRTDENBRENDABEENI HYET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774N GEEBHNICEERE N, ThUROEGRRTAIKDTIAEES B KT,

COFETHEERBAL., Windows TRV KMY 7OFHLVWEBTCEAUIZ—FRELEHEEE. VY
TFROITAZY OOER BEEFERAL T, BERENEIARETV7AILEECEEAIVAZVA
DOFL WV Windows V7 RIVITARY VEERLET, chiCkY, EEGEBEERICFERATE
% Windows V7 RV ITARY UNFERENET,

VDIsZ7’OESaZ JRETARY VT3

TAVNYTEBFrEBEEZEVIO7OED I ZVTREOEETHZH5EE. WO2HPOERANER
5h&EY,
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EREEBETDICK, FRVNYTAVAZAOOQT 774 28X, BEORREBZ>TVWSH
REMOHDIIS—%2FLET, CORFIXIRNIWE, OY 77 4)LE Amazon CloudWatch O %
W= DIUARFEENTSY, BABOATBRTARY MNERY —AREVWSSRIIFFVEED
AVICHERRIrEENTVET,

COBEORENZRREROELTT,

« FEAHENTUVWS AMIID & software-stack & L TEFEENTVWETAH, RES TlEHR—KEThTV
Tt A,

Amazon YA X—2 (AMD) ICABAREFT LY = EVWESD, 7—NANZY 77O
SAZVIAIVT RN ERTTCEEFHATLE, LNnuXx A VARV ARE, 1 VARV A/Toot/
bootstrap/logs/OOJ 7 7A4)ICIE, ChICEITZ2EABBHRISEENATVIHEEN HYE
T, AWS Marketplace #* SEEL = AMIsID I&, RES FAUKNY TA VAR ATIE#MeEL &)
BENHYVET, YAR—RENTVIHLESHERERTRICE., TARDIBETT,

« A—Y—F—RATVUT M, Windows RIETFAIRNY TA VARV AN AARL AMI S EE
TNLEELETENEEA,

TF7A2)LRTR, I—H—F—RAIV VT & Amazon EC2 41 2 AR ADRERFIC 1 BIETE
&Y, BEOREBTAINYTA VARV AL S AMI ZERL., TOAMIIZY 7 RTITA

2V 0BRLT, COVIRNITITAEY ITRHORBTFAINY TZEBLELSETRE,

A—H—F—2RA7VTREFHLWMRETFAIRNY TA VARV ATRETEhE A,

CORBEEMBRTDICIE. AMI DERICERALUETOREBTFRAINY TA AR ATEREL
L T PowerShell DN R4 ROZERE, ROIN REEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIZ, AVABZRVADSHLVDAMI ZERLET, HILWAMI ZFERALTY T RNIITAZY D
ZEFL, BTHLWMRETFRAIONY T ZEBEHTEE T, 7OEDa Z_VJREOEFFDA 2 AX
YATRUIAN REZEZEFTL, A VAZAZBEBL TREFAINY T2V a2V 2EETS
CEETEFRTHN, REZAOHS AMI A SHIOEEFRAINY T72ETHTHE., AUBENE
ERETDEIEELTLIEEL,
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HEEI&IC VDIsSH TS —IREEICHK S

ZASNBEE 1 KR—LT7TANTATLIL, EBD POSX TV EAH#AZFE >I-—H—DFT1L
TRNUFHYUET,

ChiE, ROZFVANFETRERIBEEAITAEAETHDAREEN BV ET,
1. #7704 & iz RES /N—2 32 (& 2024.01 LA TT,

2.RES AZYOOF7O4FIC, O BHN (CFEEnableLdapIDMappingE NE L =True,

3. RES ARV VDOTF7OAHICEEENLEFR—LT 74N AT ALK, RES 2024.01 &V ETD
N—=23a > TERENEN, & EnableLdapIDMappinglcfREL TURIDRBETHEAE N E
L ZzFalse,

BARFIE: 77 AN ATLAOI—HF—F 1L I N ZHIBRLET,
1. DT AR—~NZX—T ¥ —RARAND SSM,
2. cd /home.

3.1s-l&, . . BEQI—H—-BIC—HIBDTLINIBZEDTAL U KN Jadminl% —
RRTDIYVENH V) XFadmin2,

4. F4LUKNY) ZHIBRLETsudo rm -1 'dir_name', ssm-user ¥4 LU KN & ec2-user
FALORNUZHBRLBEVWTSEEL,

5. I—H—NHLWenv ICEEICEABEhTVWRHEE., I——0DDBT—7IIAS5I1—H—
N ZHIBRL £ (clusteradmin ZBR< )

6. AD RIHADBEE - VS AZX—XX— ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adT=E{TLET,

7. RESTITJR—HS ErroriRED VDI AV AR AZBRELET, VDI A 20 2
ReadyREICBITID L ERIALET,

REFAORNYTOAVR—F B
[N =R

e Amazon EC2 A VARV AN AV =)L TR T &#EVIBRLERRLTWS

« AD ANDSHIZKRBL =78 - vdc-controller 1 AR AN AL TWET /eVDl T2 21—
ILARBIL = APIANINAFIY D&ERR
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« 70T KRG, VIRNVITAEY VERELTEMIDEEZILTIIIVVICRTENEHA

« cluster-manager Amazon CloudWatch O (C ik, T<user-home-init> 7HV > MEFEREFATEE
A, —Y—0OEBZF > TVETL ERREAFTT (TAHOMEFI—H—FTT ),

« O 4 ETE® Windows TAIRKNY I TPHDO MRFEMCE>TVET, BEEEICHBEAV
EhE<EET VY,

« HEB/EEFED AD REICE TS DHCP A7~ 3> DEE
 Firefox TS5 — MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 A VARV AN AV =)L TR T ZEVVIELERRLTWVS

AT TZARNTOF YA AR AN Amazon EC2 AV =)L TR TEHKELTRYIELERRE N
2548, FERETOREICEEL TVWAAEEN B, 1V TFARNTIFYA AR AZATIZ
KO2TEBVYWET, UTIC, ERZHBETS HEZERLET,

Amazon EC2 11>V —JL T vdc-controller 1 > AR AN K TIREZ®RVIRTHESREK, >—IL Y bH
RINELLBEOVWHEREMN B ET, RESICEK > THBFTEINEZ S —ILY KNI, 1>T7FANS
DF¥O AmMazonEC2 A VARV AT RYFENL IAMT 22X NA=ILRUS—0—F &
LTEREND RTINS ET, vde-controller A4 2 J)LLTWT, CloudWatch OF JIIL—7 12K
NIT—HNRRENEBE, >— VLY R ELLKRIFFEATOVEVAIESEN B ET, >—7
LY NI, RORTENFFIHBENF HBDEITFELTLSEETLY,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

Z DI Z—® Amazon CloudWatch O XY —2 &k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action
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AmazonEC2 A VAR AR T ZFIVYIL, TSN LEREBODVANE—BRTEHIEZHERL

AD NDSNIC KB L 1= (Z vdc-controller £ VAR AN AL TVET /
eVDI B 21— I)LAKRBLE APIANLAFITY U EKRR

eVDI ED 12— AL AFIY VIZKRLIEBE, BRAT—ZA I3V ICUATHARRERE
EE

CD/BE. TFNYITO—HNBNAGE, V9FAZ—XZX—2¥—0 CloudWatch QT 2R/AXB & T
o (EWSBRIOOTIIN—7%2EHL F9<env-name>/cluster-manager, )

%715 h%ﬁ:ﬁ% .

s OJICTFAN FEENTWVWSRHE AR Insufficient permissions, res AZ Y I OEKEFIC
BEE iz ServiceAccount I—H—FDARIIHAEL W EZBERL TS EETV,

0747046

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1V —J)LA S, RES 7' 04 FIZIRMHE 1B ServiceAccount 1—H—F(C
TOtATEET, Secrets Manager TRETZD—IL Y NEREL, 7L—FTFANDOE
BZERLET, I —BHFELLBVEER., MEZERLTO—IJLY MEZEFHLE
9, JWIED cluster-manager 1 > AR > A& vdc-controller 1 ARV AZKTLET, HILL
AVARVARRELEREICHEYET,

s BUETILEAT VY —AARY JICK > TEREhLZUY—AZFEALTVBRIFEE, 1—9—%F
(& "ServiceAccounty THAULEN HV)ET, RES OF 7 O4 HIZ DisableADIoin/NT X —
AN False ICEREE N TWVWB B A, ServiceAccount; 1—H'—IZ AD T Computer 7719
NEERTDT IV EAFAN B Z2BRBLET,

s FRALEI—HY—BNELVLY, OJICTFANNFEENTVWSHAInvalid credentials,
ABUENATD—RAEE->TWVWSD D, BIRTNICKE> TUVSAIEMELAHY) FT,

REFATNY 7o R—%2 N —


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets
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0747046

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« RIBEOERFICADLIZ/NADT—RIE, Secrets Manager A2V —JLIZ/NAT—R
EREFIR—IVLYNITIVEALTHEIMB ENTEET, >—JL YN (K
E<env_name>directoryserviceServiceAccountPassword) Z&ERL., 7L—2FTF A
NOEEZERLET,

« —OJLYBRONAT—RAELLBEVEER, MEZERLTO—ILYMNDEZEHRLE
9. IRED cluster-manager 1 > AR > A& vde-controller f VAR AZETLET, HLL
A2VAZVAREFHENEZNATD—RZFEAL, RELLEREBIEBZRYET,

« NAD—RHNELWVHEIE, EfiE ni- Active Directory T/NAT— ROBEMHFRAI T TVS
AREMEA B V) TT, &AIC Active Directory TNAT—RZUEY NLTHS, >—JL Y NZE
EMITBIHMEN BV ET, Directory Service 122 — )L A S Active Directory TIL1—H—nD/VA
J—RZUEY RTEZET,

1. BYIBTA4LIKNJID Z&IRT B

2. 7023y, A——NAD—ROoUtYy hZEIRL, 1—H—%H (ServiceAccount % &)
EFLWNAD—RETA—LICABLET,

JHUKBREULENAT—RAUBONAD—RERBDFERF. X
J59 % Secret Manager > —2J LY RO/NATD—REEFHLET (Hi:
<env_name>directoryserviceServiceAccountPassword,

4. IED cluster-manager 1 > AR > A& vdc-controller 1 > ARV AZRKTLET, HiLLWA
VARV AREZELUEREIZEYET,

7OIO0RE, V7RI ITARY VZ2mELTEMIBEEICTILETVICERT
ThEEA

COBER, 1——TFHIONEAD OFBICEETZRXOBEICEEL TVSAEENHY)
9. COBMBHIRELILBER. VF7AX—YF—T ¥ —0O Amazon CloudWatch A7 7 )L—7°
TI 7 —<user-home-init> account not available yet. waiting for user to be
synced ") ZF T v oL T, RAANRAUABEEL TVWA L ZHEHLET,
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cluster-manager Amazon CloudWatch O IC(&. T<user-home-init> 7> MNE&E
ERMATEREA, I—F—ORAPZFOTVET ) EXRREAET (THIUNE

1—'&‘—%_(“3' ) o

SQS YT RUZAN—., I—H¥—THIVRNITIEATERVLLS, EZS—RETERIL—7

CHE>TVWET, COO—RE, I—Y—0RBHPCI—H—DR—LT 7ML ATLEZERL &
SelLiEECRNIA—ETIET,

A—Y—THIONITOEATERZRVERIE, EHPO AD [CXL TRES AAIELL
HMEETNATVWEVTAREMENHYYET, -EXIE, BIRESIREDERBICERAE N
ServiceAccountCredentialsSecretArn/NSX—ZDENELLZVAEMEN BV ET,

OJ 4 >2ETEEO Windows TFARAIKNY T TFHID M EMCHEDTVET, B
BELCHBEALVELELSEET L,

I—H—AOvoEsnit-BEICOTA Y TERVES, SSOBHRTERICHM A L%, RES
RICEREENEZ AD T1—H—HFEBMLEA TV AREEN B E T,

AD T1—HY—T7HI MNFEMCE>TVWRHEE, SSOOTAMVIREBLET,

SNER/EEED AD R EICEA TS DHCP A7~ 3> OEE

J% B ® Active Directory "The connection has been closed. Transport error" T RES
ZEATBEEIZ Windows REFAIRNY T T EVSTIS—HAREL EHEEE. dev-connection-
gateway Amazon CloudWatch AT IZ XD RS BEDHABZVAERL TS EE L,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known
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Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

JWMBE®OVPC O DHCP #7°>3>ICAD RXA/>OA M NO—5—2FALTVREESEK. UTETS
PENFHVYET,

1. AmazonProvidedDNS Z 2 DD R XA > NO—F— IPs,
2. RXA &% ec.internal IZERELET,

LTRICHAZERLET, CcORENBTWVWE, RES/DCV A ip-10-0-x-xx.ec2.internal hostname 8 &9
B1z®%. Windows TRV KNYTTRIVAR—RNIT— FRRENET,

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox VI7 7204 2EAIR L, RETAVRNYTICEBELEISETS
& . MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING £ WS I —X Y =T F%k
RENBENBYVET,

BRI, RES U I 7/H—/\—# TLS + StaplingOn Tt Y N7 Y 7EhTWB A", Stapling
Validation TIHZ&L TWEWZ & T (https://support.mozilla.org/en-US/questions/1372483,

Zhi. https:/really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing Mg 7RI 2
TIEETEET,

Env Hil &

NEY

* res-xxx-Cluster A& Y 4" "DELETE_FAILED, REET. "Role is invalid or cannot be assumed
IZ—OEHFETHRTERZL

s OJDYNE

- VDIAOYOAoA—R

* LIuxEC2A VARV AASOOTDATO—R

e Windows EC2 4 VAR AAS0OJ DAV O—R
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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« WaitCondition TZ>—® ECS O MU E

res-xxx-cluster AX Y 2 TDELETE_FAILED, JR87T. T[Role is invalid or cannot
be assumed; TS—DH-HFETHIBRTE &)

Mres-xxx-clustery; AR Y A TDELETE_FAILED, REET. FETHIRTZEHVWESIE. XOFIE
ZETLUTHIRTEE T,

ARV N TDELETE_FAILED, REICHZDHBEE. TETAZY IV EFETHIBRL THATSEETL,
A2V DDHIBREERETEIAATOATINRRENDFEN BV ET, [HIER] Z2FBIRLET,

BBEBEARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZXYE-—IHFRFEND
CENBYNET, TOHERE., "REIBVY—RA, &LTIXNTOVY—ARZZBRL, THIRR, Z
BRLEXT,

ROESIBIS—HNRRENDEENFHVYET, Role: arn:aws:iam::... is Invalid or
cannot be assumed

chid, AZY VOHIRICLEZO-ILY, AZYIVORICKRDICHBRENECEZERLET,
hzOET2ICE, O-LOBMZIE—LET, IAMOY—ILIEBEL, RICRTISICNT
X—RZFEALT, TOEFOO-ILZEKLET,

s EHEENEICTATARATTAWS H—EAZBIRLE T,
o« 1—A4—A T, Use cases for other AWS services#iERL £FCloudFormation,

RAN] ZBIRLUET, O—J)LIC T,
& AWSCloudFormationFullAccessAdministratorAccess My OF7 OV AHFAE2F5LTLE
e, LEI—R=DJEFROLSIZBEVET,

XIZ. CloudFormation >V —J)LICRY), ARV UZHIBRLET, T, O—ILZERLERT
HIBRTEDRDICHEYET, FEIC, IAMOY=)LIZBEHL, ERLEO-ILZHKRLET,
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O7 OURE

EC2OVY—IAS EC2CAVARVAILOTA>TS

e LINUXEC2 A VARV AICOTA>FBICIE, XOFIEICHWVWET,

¢ Windows EC2 /1 VAR AICOTA>T3ICIF. "OFIEICHVNET, XIZ. Windows
PowerShell 2BV TN REZEITLET,

A7 ZANTZOFYRANOTORE

1. Cluster-manager: XDIBFAA STV TARX—NZ—JFv—OAJZWMEL, FTYRNITEYFL
£9,
a. CloudWatch Q7 JI)L—7" A5 DI X T MO <env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 1 > AX > A®M /root/bootstrap/logs 1L ¥
RNJICHBDIXTOOY, COEIVZAVOBRICHDEC2 AV —INISEC2A VAR
AOTA2TD DAS IV IOENEFEICH 2T, AVAZAICOTALET,

2. Vdc-controller: X DIZFFA S vdec-controller DOF ZBEL . FTY NCTRYFLET,

a. CloudWatch Q7 JI)L—7" A5 DI X T OO <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AX > AM /root/bootstrap/logs 1L I b
DIZHBDITNTOOT, CcOEIZIVOBTHEICHDEC2AVY—INSEC2CA VARV A
COJA4>2>9%1 S ICVIOENEFIBICR 2T, /1 VAZAICOTA2LET,

OJZBRICEETRHED 1 D2, LNXEC2AVARVAASOOTDE D O—RkEo> 3
VOERICHSICETT, EDI-NBRAAZVARICEYN XD,

VDI OJ OUE
X592 Amazon EC2 A VAR AZBET S

dA—Y%—HFtv>3a>& TVDl ZREL =HEEVDI1, AmazonEC2 AV —=ILOA VARV A
OXIETBEHIE 24V £F<env-name>-VDI1l-<user name>,

Linux VDI O O Y&

cOtEIIVOBEBRIZHBDAMazon EC2 IV Y —IHASEC2AVARVAICOATA2 TS
DI IENEFIEICE>T, Amazon EC2 OV =)L 5x59 % Amazon EC2 1 >
AZAICOY14>LET, VDIAmazon EC2 1 > AR AD /root/bootstrap/logs#H KT
/var/log/dcv/ FALIKNVICHZIXNTOOTZMBLET,
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OJ&WMBT2HZEN0 12k, OJ &3 ICFYZTO—RL, TIASEIO—RTBET

T TOEDHICE, ROATYFILHE2T120F4L I KNIASIXNTOOTEREBL, 7V

Z7O—RLET,

1. /root/bootstrap/logs T4 LI KNUDTICdovOT 2 IE—T B I, ROFIEICHEV
F7,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2R, Roteo>ay T CREENTVWARFIRICHE>TVDIOJ0A D O—ROJ &S
\/D_I{bi?o

Windows VDI O% M URE

cOEITIAVOBERIZHBDAMazon EC2 IV —IAS EC2ZAVARVAICATA>T
2,0 T CUOENEFIBIZHEST, Amazon EC2 O Y —I)LA 5K T 3 Amazon
EC2AVARAICOY A LET, VDIEC2 41 AR AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ 1 LI NUTIXTOHOOJVEBRBLET,

O ZWMEBT3ALEN0 12, OYZ2S3ICFPYZ7O—RL, TCASHAIO—RTBET
T CchEITSICE, ROtV 3> T, CRBEATVWRATY ZICRVEIVDIOTOA

\/D_I\“o

vDlOJ oA >o>O—R

1
2
3.
4

VDIEC2AVAZRVAQ IAMO—ILZEHF LTSI T IVEAZFALET,
EC22YV—IICBEIL, VDIA AR AZERLET,

FALTVWA IAMO—)LZBIRLET,
FOERAFTOEMROY 7RO AZ1—OF VAFARIS —w92 3> T, RUSD—0
T2y F&EZEIRL, AmazonS3FullAccess RS —&BIRLET,

TOEAFTZEM ZERLT, TORV—ZTFTRYFLET,

TDE, VDI ZRAZICESVWTUTOFIEICH >TOJZAVO0—-—RLET, EZ1—-ILER
A2VAZDABILRBYET,

a. LINUXEC2 A VAZVAALS50O7 DA >0O— R Linux A,
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b. Windows EC2 4 VAZ VAN SOOI DA 7> O— R for Windows.,
7. B#%IC., O—)L%Z#mEL TAmazonS3FullAccess R > —ZHIBLET,

(® Note

INXTO VDIs, £EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

Linux EC2 A AR AA500O070A 7> O—R

O7#%0O0—RIBDEC2ZAVARAICOTAV L, ROOAX Y RZRITFLTINTOOT %
sSSNTYRNIZTY7O—RLET,

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

TN#%, S3 AV —)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&ERL, UHIIcF7Yy7O—RL
fz=<module_name>_logs.tar.gz7 7/ &2X V> O—RL&ET,

Windows EC2 1 ARV AL 50O 0A D >O—KR

OJ28 02 0—RIBDEC2ZAVARVAICOTAL, ROOAXY REZXFTLTINTOOT %
SANTYNZFTYZTO—RULET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
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$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Tn#., S3 1Y —I)LICBEB<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, et 7y 70O—RL
f=<module_name>_logs.zip7 74N &EX D> O—RLET,

WaitCondition TZ>—® ECS O OYXE

1. F7OMENERAZY 2ICBBL, VY-ARTZ2EBRLET,
2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —

CreateContainer -~ LogGroup ZER L. OJ T )L —7"%ZiEIRL T CloudWatch O 2 & &
9,

3. coOJdIIIN—ThsmFmOOJEBELET,

(N =Ry
s D7ONAA—ADORMIITANENEBITZDEEOTEREONTSTA IS —
s FEAZYOOF—OO—UONBREL ZV

ID 7ONA X —ADORAV IV TANZLBIZEEEOTFERREOATA IS —

[ 8
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OJ4>L&5&ELT, ID7ONAE—ADORIAEV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEFEES, NAD—ROBVWHRAYINTVDAEENAHYET, chidk, ATJ1>0L
&5 LTVWBRI1—H—0/NAT— RFLIF Active Directory H—EAFT BT MOVT AT,

BEAE
1. Directory Y —EA AV =)l TA—H—EEH—ERATHIRNONADT—RZVEY NLE
9.

2. Secrets Manager DY —EAT7 ATV MONAD—R%ZE, LETAALEHRLOWNRAD—RE—
BIDELDICEHFLET,

« Keycloak A& ¥ U M : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

« for RES: res-ServiceAccountPassword-... with §E88: Active Directory H—E AT HJ > kDN
ADJ—R
3. EC2OVVY-IILIEBEL, VZAZ—IXR—TFY—A2V ARV AZKRTLET, Auto Scaling
L=ILE, FILLWAAZAOF7O/ 288NN A—-LET,

TEARY VOF—O0O— DU F#EEL &L
[

F—oO—0H—N=—H0Zv2a1L, Y—N—ZBREBLILEECAIZVAZAD IPAEEEH
EHEE, F—OO0—ONBNLEARMEA S XY, RESKR—ZILOOT A R=IAO—RICEKHK
TBH, O—RRETAEY UL, BREIhFEA,

AR

Keycloak Z EEBIRREBICETTBICE., BEOATTARNTIF v ZHIBRL . Keycloak AZ Y U
ZETF7OMTBIRBENFHVET. UTOFIRICH > T EE L,

1. Cloudformation ICBELET, TIIC 2 DOF—IO—TJEERRY INRRENET,
» <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (A& Y ¥
2)

N
I_H
i
L]
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https://console.aws.amazon.com/directoryservicev2
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2.

Stack1 ZHIBRL £ T RARENIEZARY JZHIBRT B LS ICROSNES, BLEBRLT
RARNENEARY VZEIRLET,

AZY ONEEICHIBRENATVD L ZHERLET,
Z T RES SSOKeycloak AZY V577 L—hZEADO—RLET,

HIBRENTEARY DEFE2EKAUNTX—ZEZFERALT, COAZYVZFHTT7OA
L &9, CloudFormation AV —ILASF7O/4 T2k, AZYIDOER - FLLWDY—R
(B%E) 2FEA-BREFEOT V7L — EBRIZ - T07L—NT7 74 ETY7O—RLE
T, HIRENLEARARY VERUANZFERAL T, BDEBNFX—RZANLET, CchS5OASD
l&. CloudFormation IV —=I)T7 4 ) Z—%RZEL, Parameters X 7 ICBETD & T, Hl
MRENEAZY VTHERTEERT, REB, F—R7., BLUTZTOMONTXA—FZHFTOAZRY
INTFA—=RE—HLTVWBR L Z2ERELET,

ABYONFTF7TO4chade, REZBERAIZERIBVE T, ApplicationUrl &, 770
AENLEAZYIDHARTICHYET,

BEA 0 R

- BRA D ERE 2024.x

(2024.08) IRET A KNY THIL—KNTY KN ARN EDRRLATL 714V O RAEFERALT
Amazon S3/NT Y RDFHEY) /EEIAKZX TV KR TERZN

(2024.06) AD F I —TBICAR—ANEENTVDRHEE, ATV 72ay NOBEREELARTD

(2024.04-2024.04.02) VDI A AR AOO—IIETEY FEATVWAEW IAM 7 7 2 AFF AR
RARBENELE

(2024.04.02 LA#I) ap-southeast-2 (2 K Z—) ® Windows NVIDIA 4 > AR AN REICKKT
)

(2024.04 & & T 2024.04.01) GovCloud T® RES BB 0 %k B

(2024.04 - 2024.04.02) Linux {RF8F A kv 7 E BB EIC "RESUMING) AT—RADESE
ICEDAEEMN B ET

(2024.04.02 JA8I) SAMAccountName BHIC AN FE LR BFHRXFN ST TVS AD 1—H%—
ORBICKBLUEL L

(2024.04.02 LAFI) BIABKRANCT I ELATREODTTAR—RNF—HNENTT
(2024.06 LABT) AD BEIHIC RES [CRAHEhTWEWITIL—T X /N —
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

Research and Engineering Studio I—%—HA KR

* (2024.06 LABI) CVE-2024-6387. RegreSSHion, RHEL9 & KT Ubuntu VDIs ®tEF 1 U T 1 fe
551k

XA 0O &8 2024 .x

(2024.08) (REFAY N Y THIL—KRNTY N ARN EHRZLTLT 1Y 9 RAEEH
LT Amazon S3/NT Y ROFGAEY) /EEIAKEN T N TERL

INT DA

Research and Engineering Studio 2024.08 i&, JL—R/NX7Y N ARN (D&FEVY, ) EHARLTL
74V ORA(ZAPIVRNEBERLERTODI OB EDI—H—R) 2FEATREE. RETAINY
T4V TSANTUF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VAR ANDFGHKEY) /EE
AR SINTY RONTU NMZKREBLET,

COBBEOREEZTEVNTY RERERXRDELBY T,

« mAMYWERANTY B

« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHARARLTL 740X (AP IV NEBFELER7O0 IO MNBEI—H—B)n—HPeL T
L74YOR&HEINTY NOFTAHEY) IEERAHK

« L—KNTYNARN 252N, DARAZLTLT7AY DAFBEVWNT Y NOFTAHAEY) /EEAHK

VDIA ARV AZR7OED a2 0L E#E, TOSINTY NMIEEENEYDNTALIM
DIC@ENTY RN RENTEBA, VDIONIRFALIRNIEFEELETN, F1LIK
DIEzZ=IC&Y), NMTY ROBEOIVTUOVRREEFNEFRA, X—ZFI)IZ2EALTF(ALIKNY
774 %2EZALE., IT5—Permission denied, unable to write a fileA"AO—&
n, 774N ORBERETS SINTY NMITY7T7O—RENFER A,

EEEZTBIN—>3Y
2024 F 8 A
AR

1. WYFROVUTZRNENYFT7A) (patch.py BT
s3_mount_custom_prefix_fix.patch) 2D O—R¥3ICEF, XOIY REE
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TL. ENVYTFROVVTRNENYFI7A4MN AV O0—-—RTBT14L Y ~<output-
directory>lZ. %Z RESIREODOHAH<environment-name>ICBEWAET,

a. /NYFIERES2024.08 ICHOXBEBRAENET,
b. NYFRAIUT NI, AWS CLIv2, Python 3.9.16 L&, H XU Boto3 N"HURETT,

c. RESHAF7O0/4ENTVWBRTAHIRNED—2320 AWSCLI 258EL., RESIC&DT
ERENENT Y NCEZALEZSHD Amazon S3 7 VAT AN BB & ZHRELET .,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. NYFROVFNENYFIFPAUNTIO-—RENBZTFTALINICBBHLET, RONY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IRE®D Virtual Desktop Controller (vdc-controller) 4 > AR AL TIIE, XROIXU R
ZRITLET, (HRPIDATY T TENVIRONMENT_NAMEZ#Z RES IREDBHIICFREZ &K T
T )o

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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® Note
T7ZAR=KNVPC &Y RT7YTDHE. FET>TLVWEWESIE. <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaBa%ii_&
BIAWS_STS_REGIONAL_ENDPOINTS &fEA" Environment variable® ZiEfIL T<L
& Wregional, SMICOWTE "ABE iz VPC F7' 04 ® Amazon S3 /AT ¥ K
NDEIREZH) ZZRBLTEEL,

4. BEITHEDRX—TY NTI—THNIEE<RES-EnvironmentName>-vdc-extIC&E 275,
IW=—KNTYRNARN EARZLT LT AV OANFELKNY D NENEFRAHEY) /EEIAH S3
NTY REEDHLWVDIs ZEETHIUEN HYET,

(2024.06) AD TI)L—TBICAR—ANEFTNTVDRHEE, AFv 723y hoOERE
)

Gl

AD I —TICBBICAR—ANBEENTWSEE, RES 2024.06 BT ON—23 DR FTY S
av hOBERAICKBLETD,

VZ5AR—NF—2 ¥ —O CloudWatch O% (<environment-name>/cluster-managerd%' %

L=70OT) Lk, AD BHFICXDIZ—AEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

IZ—&. UTOEHRZRBLTIIN—TEDH%E RESHFZITANDENRETT,

« MNXFERXFOASCINF, BF. Av21 (), EUFR (), PYA—ARAT7 () Dk %EED
BDLENTEEXT,

c AV () RBUONFELTERATESEA

« AR—RAEEHDERTEE A

EEEZFAIN—T3
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2024 £ 6 A
BRE
1. NYFROUTRNENYFT7A)L (patch.py & KT groupname_regex.patch) &5 0>
A—RIBICE. XKOOAX REERTL, 27 7ML ZBRETST 1L U ~<output-
directory>lZ. %Z RESIREMHAH<environment-name>ICBEWAET,
a. /NYFIERES2024.06 iCcOABEHENET
b. NYFRAIUT NI, AWS CLIv2, Python 3.9.16 LAf&, H XU Boto3 N"HURETT,
c. RESAWSAF7O4chTWVWBT7AHIRNE)—2320OCLI ZREL, RESIC&K2T
ERENIENTY MCEERAU STV EAFAN BB 2B|RABLET,
OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch
2. NYFROVTNENYTFTITANNFAIA—RENBDTFALIONIIZBEILET, XO/NY
FAN Y RZEITLET,
python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch
3. IRIEOD Cluster Manager 1 VAR AZBEBITAHICE. KOOV RZEITLET. Amazon

EC2RZIZAV ROV =D SAV ARV AZKT IR EETEXRT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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® Note
cO/NNYFTlE, ADTIL—TRICPXFERXFND ASCI XF, ¥F. Fv21 (), EV
ARG, PYE—AAT (). BRUEFHEN 1~30 DAR—RAZEDDENTEET,

(2024.04-2024.04.02) VDI 1  AZ 2 ADQA—ICT EZY FEATLVWEVWIAMT 7+
AFFAERNRHEENELL

il

REFRONY T2y 23 7T7OP IO NOT IV EAFTOERREZEICHEL TVEY, C
tE, IAMPermissionBoundary /N X—R TERBENLET IV LAFAOERY, To7O020 10K
OERFICTOS I NIEBIICEYHTSAhTWEVWEDTT,

FEEZTBIN—>3Y
2024 F 4 A - 2024.04.02
REAR

VDIs A 7O T O NCEWETSNET IV EAFIDORERZENICHETEDLSICTRICEF, R
DFIBICHVNET,

1. NYFROUVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBICIE, ROOANY RZEZRITL,
Z#77ANEBRETSHO—NILFT4L U N)<output-directory>ICEZE#AFT,

a. /\Y Fl& RES 2024.04.02 ICOKABEBRAETNE T, /N—232 2024.04 F=l& 2024.04.01 ZfE
ALTWBHER, XAFT—N—23V0FEHMO2VWTNTUY I RFIXVNIREHE L
TVBFIEICH 2T, RIEZ 2024.04.02 ICEHTEFR T,

b. /NYFRU U NIk, AWS CLI v2, Python 3.9.16 LAf&, #$ &1 Boto3 A" H%ETT,

c. RESAWS A"F 7 O4EhTWBTHIOREY)—3 20O CLI 25REL., RESICK>TH
BRENENTY NMCEZIAC S3I T IV EAFAN BB ZHIELET,

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. NYFARIVIFRNENYFTI7ANDNETIO0—RENZDFALINIICBEHLET., XD/\NY
FIAXR > RZEFETL., %Z RESEREMZHI<environment-name>IlBERZX X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESIREMABEI<environment-name>ICBEMA T, COION RZRITLTRERND
cluster-manager 1 Y AR AZBRBLET, Amazon EC2YRI AV NIV —=IA 51>
ABRVABRRTTDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR > AN &
CXHT S

il

Amazon Y24 X— (AMIs) . BEDRET RES THREF AT RY 7 (WDIs) EAEVF Y
IRLEHICEAETNET, FAMIIZEK, V=23V ZEICERD IDABEERITSNTVWET, RES
T ap-southeast-2 (> R Z—) T Windows Nvidia 1 VAR RAZREBTH RS ICEREE iz AMIID
FIREELLDHYFEBA
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CDRATDA VAR AFZEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
ICR>TUARNERTVET, KD VIC AMIID ami-027cfbe7le2es42f4 ZEATIHEN B V)
S

77 # )L N ® AMI ami-0e190f8939a996caf TA VARV AZEBEILLDETHE, ANDIT—
FRELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

REZ7AN0ObZEC. NTZ2BRIZFIE:

« ap-southeast-2 J— 3 ICRES #7704 LE T,
- Windows-NVIDIA DF 7 #)LRY 7 RITFARZY Y (AMIID) #EALTA VAR AEREL

FFami-0e1901f8939a996caf,
SFEEZTAIN—>3a3y
FTANTOHORES /N—232 2024.04.02 ABINZEZZ(TET
BEAE
RES /N\—2 32 2024.01.01 Tlk, XOEMEN TARENTVET,

c ROBETHLWIYTIRIITARY V2BETD
* AMI ID: ami-027cf6e71le2e442f4
« ARL—TFT 4 2T AT L Windows
« GPU &i&jt: NVIDIA
« &M ANL—2% 414X (GB): 30
- &’ RAM (GB): 4
« COYTRNIITARY V%EMAL T Windows-NVIDIA 1 AR AZRET S

(2024.04 & & T¥ 2024.04.01) GovCloud T® RES HiBk M % Bk

Bl
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RES Bl —%2 70—, UnprotectCognitoUserPoollLambda (&% THIBRE N
Cognito 1—H—7—)L DEIBRREEENICLET, Lambda DETIF., IC&>THBEIE
JInstallerStateMachine,

BmAU—>32& GovCloud V—23>TF7AIND AWSCLIN—2 a2 FERD I
& . Lambda Oupdate_user_poolMT'H L IE GovCloud V—2 3> TRELET,

GovCloud V—2 3> T RES ZHIBRL &S ETDE, ROIZ—HNRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NTZBRIDATY T :

« GovCloud V—> 3> ICRES #F7O49 3
« RESAZY U ZHIKTS

FEEZTAIN—3
RES /N\—2 32 2024.04 $ & U 2024.04.01
AR

RES /N\—232 2024.04 Tk, ROBBMNRFTARENTVWET,

* UnprotectCognitoUserPool Lambda Z <
« B MBI <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s ZUBRALEE > RE > T34 L ->{RT7F Python 3.11 ZF#RLET,
« CloudFormation ZHZ £ 9,
* Delete RES stack -> leave Retain Installer Resource UNCHECKED -> Delete,
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(2024.04 - 2024.04.02) Linux {REF AT b v 7 (3 BEBEIC "RESUMING, AT—X
ADEFRICED AN HYET

il

Linux RBTFAI Ry 7, FRRLEATI1-LICLBEFLRICBRBID L,
"RESUMING) AT—RANKRICBDENBWET,

AAZRAEBREL =%, AWS Systems Manager EFH LW DCV &Y > a> z2ERT S
EHDOUE—RNIN REEITET, KOOT XY tE— 5 vde-controller CloudWatch 4
(<environment-name>/vdc/controllerCloudWatch Q7 )L —7"OTF) ICXZEL TVWET,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

HEEZTAIN—>3Y
2024 F 4 A - 2024.04.02
BAME
"RESUMING, RETAEZY L TWARRBTFAIKNY7Z2EIRBTSICE :
1. EC2OAVY—IASEEA AR AIZ SSH #HiL T,

2. AVAZVATROON REERITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBEBIDIDZEFEXRT,

FLWMRETFRAIRNY 7HAELUBEICHRSBEVRSICTDICE :

1. WYFROVFTRNENYF 774 (patch.py & KT vdi_stuck_in_resuming_status.patch) & &
JO0-RTBICE. ROOX RZEFTL., 2774V EBRETSDT 1L U M<output-
directory>lICBE#AET,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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® Note

« /NY FI& RES 2024.04.02 IZOABERENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHIhE)—23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEERAU SIS TV ELAHAN HD L Z2HWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch

2. NYFROVFTNENYFI7ANDNRTDO0—RENDTFALINIICBEILET, AD/NY
FOAN R%EFETL. % RESEEOHHI<environment-name>lZ, % RES A F7 O/ &h
TWB ) —23ar<aws-region>ICEEMAE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IRIED® "Controller f VAR AZBREETAICIE. XOONREETL., Z RESEENE
Bl<environment-name>ICBEWZXE T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHT) SAMAccountName BH#IC AN FERERFFRXFNFEEN TV
AD 1—HY—0ORBICKBLUEL

Ll

SSONDBLKEEL2KE 2 >OAD BHYA VL)Y N7y 7Ehsd &, RESIE AD 1—H—
ODRBICEBLET, VFTARX—IZX— ¥ —0 CloudWatch d% (<environment-name>/
cluster-managexdJJII—70OTF) Ik, AD BHIRICKOIS—HFEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
(H_.D@rx[_ 1{2)[a-20-9. _1+(?<![_.1)$

CNIZT—IF. LTOEH%ZHi-T SAMAccount 1—H'—E DA% RESHAZITAND ZENRERET
9,

« NXFDASCIXF, BF, EVUFR (), PUYH—AOAT7 () DA ZEEHDENTEET,
s EUFRFERTUVA—AOAT7R., BNFRLERRRONFELTHEATERE A,
c 2DDEHELUIEEVFRKERTVE—AOAT (v . . _BE)ZBHDI LR TEXEA,

HEEZTAIN—>3Y
2024.04.02 L8y
BAE

1. WYFRVVTNENYFT7A) (patch.py & samaccountname_regex.patch) ZX >/
A—RIBICE. XOON REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>ICBE#AET,

® Note

« /NY FIE RES 2024.04.02 IZOABERAENET,

« NYFRAUUT KNIk, AWS CLI v2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,
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- RESAWS A" F7O04&EnhTVWBTHIhEU—23 20O CLI ZFREL. RES IC
KOTHERENENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFRIVFRNENYFTI7ZPANNFTDO0—REBDTFALINJICBBILET, XDO/\NY
FOAXY > REZEITL. & RESEIEOSHZRI<environment-name>ICBE]Z E T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIZO Cluster Manager 1 VAR AZBREEBTSICE. ROONY RZETL. Z RESRIE
D& Fi<environment-name>lICBEEAE T, AmazonEC2 YRI X ROV =LA 54>
AR ABKRTIBDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LARD) AR BRANCT IV EATREODTTAR—KF—HFENTT
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A—H—HNTZ4ARXR—rhF—2FdV2O—RLTRESVITR—FIIHSEIABRANITIEA
TRE, F—OEANELLHBYEEBA, BHOTHF1TELTEIO-—RENDLH, F—5H

BYHCRNET, FOVO-RLEF—ZHEALTHEIEBRANITIEALLSETRE, AOT
T—ARRENKT,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

FEEZTBIN—T3
2024.04.02 LAH)
BAE

COTSOHREEEEZZITEVEYD, Chrome Z2FAL THF—2ATO—RITBELE2HEBHOHLE
9,

Fh@E. F—T77AINEE7A—IXYRITBICE. ORIEFHL VIT----- BEGIN PRIVATE
KEY----- ZERL. OEBICHOTEERLET ----- END PRIVATE KEY----- o

(2024.06 LABT) AD BRI IC RES LR hTVWAEWTIL—T X /)N—

NT D

SHI:I

B
GroupOU A" UserOU L BB 2 HE,. JIL—T X N—F RESICELLKEHEhEL A, UserOU

RES k. AD VI —7As1—H—2RHBLEIXS>E TS L, Idapsearch 71 )L EZ—ZERLE T,
BREDT7 1 )ILZ—IE, GroupOU /NZ X—ZDHKH V) IZ UserOU GroupOU NT X —RZFE > THEHA
LET, TORR, RRFI—HY—2RIENTEEFLA. ZDENMEE UsersOU & GroupOU #f
BEBDAVARVATOAFEELET,

EEEZ|TBR/N—Ta
COEEF. TXTOHORES/N—2 3> 2024.06 UBIICEELE T,
BANE

BREZHERTBICE. ROFIBEICHVET,
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1. patch.py A2 U7 N & group_member_sync_bug_fix.patch 77 AL ZX D> O—RFTBIC
., ROOXVRZRITL., 27742 DO O0—RTBA—HILTF1L Y K <output-
directory>ICEZMR., Z/\YFZERA TS RES O/N—> 3 <res_version>IlBEEH;Z
£9,

® Note

« NYFARIUTNIZIE, AWS CLIv2, Python 3.9.16 LAf&, & KT Boto3 N"HET
9o

- RESAWS A F7O/4&EhTVWBTHINE)—23>2 0O CLI ZFREL. RES IC
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

« NYFIE RES/N\—2 3> 2024.04.02 &£ 2024.06 DHEHR—RNLTUVE
T, 2024.04 F£7-lF 2024.04.01 ZFEAL TVWRHEEEF., T BB TV FIEIC
MOTXAFT—NN—=23 2 0FH, NV FEBAITIENCEITIREZE 2024.04.02 I
EHTEEXRT,

« RES /N\—232: RES 2024.04.02

NYFEAI>O0—RD>%2: 2024.04.02_group_member_sync_bug_fix.patch
« RES/N\—>>3>/: RES 2024.06

NYFRAI>0O0—RD>%2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. NYFARIVTRENYFTI7Z7AIINEOO0—RENBDFALINJICBEILET, XD/\NY
FOAX > RZFEITL. & RESIREMAZHI<environment-name>l_ EZEMZI X T,

cd ${OUTPUT_DIRECTORY}
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ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. IRIED cluster-manager 1 VAR AZBEBITSICE, XKOOX RZEFTLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 & & U* Ubuntu VDIs Ot
Fa1UTAHeHEM

INT DA

regreSSHion & HE N % CVE-2024-6387 k. OpenSSH H—/N—THAEThTVET, COfE
SFHEICKRY, UE—PFOFRAEEATWEVREEZZ—TY N —/N—TEEOI— REET
L. OpenSSH Z2EAL TR BBEZITIZATALERB VARV ZEIZS5LET,

RES M4, BERTERIRAARANERZAL., RETFRAIKNMNYTICSSHENET, BihE
RANSZDEBHEOEFEEZZ(TEFBA. EEL, IXTO RES/N—2 32 TRHELY KT
Ubuntu2024 VDIs ({RIEFAIRNY TA VT ZARNTZOF +) ICRET B 77 # )L D AMI (Amazon
NOAX=D) @, EF21VT A OBRICH L THESS’ OpenSSH N—2a > ZFEALET,

2%V, BEEDO RHELY & & T Ubuntu2024 VDIs EERAET ND AEMN BV ETTH . HEE B K
BRARNNDT OEANFBEICBEIET,

BEOHMICOVTE., C55Z2RLTSEZL,
EEEZFAIN—T3

CORBER. IXTOHORES/N—232 2024.06 A ICHELET,
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B

RHEL9 & Ubuntu @A A OpenSSH O/NY FZ U —AL, X1 UT 1 OfEHFHEZEELEL
e TholE, 7SYRTA—LDETNTRONYT—IIZ—2v—%FEALTTILTEET,

BEF ® RHEL9 %7z (& Ubuntu VDIsA & %15& (&, AT M PATCH EXISTING VDIs O FJEICHES C
EEHEOHLET. SEO VDIS/NY FZEATSICIE. PATCHFUTURE VDISOFBICES C &%
HEHLET, ATOFETR., RVUTRNERTLTITZYRNTA—LOEFHZ VDIs ICEATS
FECODVTHBALET,

Bt VDIs
1. BFEOIANXTO Ubuntu BV RHELO VDIs IC/NY FZ BRI XOON RZETLET,

a. NYFROVTBNICE AWS CLIV2 A"RETT,

b. RESHF7O/4EhTWATHINED)—=232 0O AWSCLI Z5&8EL . AWS Systems
Manager Run Command %A1 9 % =& 0 Systems Manager 7 7 L AHF AN &2 & &
A LUET,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}"'

2. Run Command R—J TRV T M EEICERTENE L 2WRETEET, OV RBEXT
HZOUYOL, BHEOONRID ZiEIRL, IXTOAAZ>AIDs IZ SUCCESS X v tz—
OHNHBEEERLET,

ko VDIs/NY FERT

1. WYFROVTRNENYFT7A) (patch.py & update_openssh.patch) ZZ > O— RT3 I(C
&, 2774 E2XDO0—RTBF1L YU KN<output-directory>lC. %Z RESRENH
HI<environment-name>(lBZEMA T, XKOIN RZEFTLET,

(® Note

« VY FIE RES2024.06 ICOKBEAENE T,
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e NYFRVUTNIZIE, AWS CLI v2, Python 3.9.16 LAB&, KT Boto3 A" HET
CB

s RESATF7A4EnTVWBRTHIRNEY =23 2(C AWSCLI OOE—ZRE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H D C & =R
LET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIRY RZRITLETD,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
update_openssh.patch

3. XOOAXRZFEAL T, TRED "Controller f VAR AZBRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

SR D VDIs AD/SY FilA ., RES /N— 3> 2024.06 UETHHYR—REhTVE
T, 2024.06 &V EID/S— 3> 0 RES BEOFRO VDIs ([2/Ny FEERATBICF, &
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o
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- =z

S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)
Y—ER)SAEVANRFBLTVET, COBERE. chsnSA Y RAEEEEZIC7OEY 3
VUTBOICRIUBEET, Z2FATRIEETEEXRT, ChIZKVWAWS Systems Manager Session
Manager, RDP ZEHEFIC. ROP S/ 2 AZHEE R FIC AmazonEC2 A1 VARV A
E—rhTOJATEET, BMOVE—RFRINYTH—ERTA VAN DVELZZERE, U
E—K~FAY MY 71— — CALs%Z Microsoft & /=& Microsoft 4 2> AV EZ—HSEBATS
VENBYNVES, PITATRITINDITTIIAT IV AEEODVE—RNFRAINY S 1—H—
CALs L ZA VY AFEVTAORRINFHY), 74N (HB) THIRBEICHBITAWS TEF
T VINDITTFIAT VAT A EVAETEVTAOXD)Y RELTTAM 2 AZHFBIA
CHEICOVTE, FAQOZOto>avz#S5RBLTLSEEL,

BEREG, FECRF N TV2EHREZMEICTHMMIZEEZESIENDELET, CORFIX
K (@) BFEBREHOKAZHENELTVET, b)) BREVRBORMET S VT AERLET
AWS , FELBLICEEEChDAEMNI BN ET, BRT (). AWS B LRV ZNEELHENSD
SYRMXYPMNKERRIEZERLEFREA. 7T 4V —F =& licensors. AWS products & 1= (&
H—EA, RIAELT "HREE) TRMHSKET, KRR, FLEHSWI2EEOEH. HRW
PERTRHANCAADST, BEICKNTS AWS BEFEEMERF AWS ZHICL > TEEEIhET, 0
RFIXNE O—HTEHYELA, EEEEThEEA,. AWS ETOBETEDEDOEN,

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DRBEICEIVW TS/ AENET,
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FHMICOVTE, GitHub VR RJ® CHANGELOG.md 77 M) ZSRL TKEE L,

A £E
2024 F 12 A « V)—=ZAN—=23 2024.12
EmEhlizto>a> —

« Active Directory ® [EHA.

s FRAONY T T VAU DRE.
« 727ANTZIOHT O ADEE.
SSH 7Vt ADKE.

« Amazon Cognito 1—H—0tY N7 Y 7.

EEEhktEO23Y —

- REDER.

« 7’72AR—KNVPC ZRETD (A7 3
>).

2024 £ 10 A « DU—RAN—=232 2024.10: DHR—K%

B —
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s FAONYTHEFT7O774).

s RETFAIRNYTAVE—TIAAQOEHS
FIE.

2024 £8 A e DY—=A/N—232 2024.08: DY R—KN%&
B —
« Amazon S3 /N7 ¥ N %& Linux Virtual
Desktop Infrastructure (VDI) 4 > AR >
ACNDMT B, "Amazon S3 /N7 vV
i ZZRLTLSEZ,
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