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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAOTY7TFIEO-RELT, BEFOCHLZZTEY, EFF—/\Y RTHRIEOI—RZAD
TEDRSICRHBSNET,

CHAVTYTIREAWS THIV N, AWSTAHIY MNOIL—KRI—F—HERKEIET,
LN—=RI—H—=LCR, FHAIRODIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EFIUTAORARNTZITARELT, A —CEBT IV EAZEHT, IL—
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

Research and Engineering Studio I—%—HA KR

b. res:EnvironmentName = [[RIER] (BT EDOAIEMEN BV ET )

4. GovCloud /N—F7 423> FAhHD>NT, PrivateKeySecretArntH HDEZF D> —IL v
NEERLET, FZ—ILYNEILTIOERATERKSIC, HILLWZ—UL Y KNARN ZEE
BHT, —2L Y NI 2vdc-gateway D2OX T ZEBMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [RIER] (BT EDOAIgEMEN BV ET )

AR Y —ADRHE

Research and Engineering Studio % IC7 704 %548 AWS, SHELHRATHERE B4
V—ANHYET, RESE, FTOMBIIIhSOVY—ANBEETZEZE/ELTVET,

« XY KND—=Y (VPC, NTVY Y, T7SAR—KNYTEZYRN)
C Z Tk, IRIE., Active Directory (AD), XEARL—CORANCEAETNBD EC2A ARV A
ZEITLET,

« ANL—% (Amazon EFS)

ANL—URUI—LR’, REFRIRYTAYTSARSIF+ (VDI) CHBEET 7 A&
F—AAEERTVET,

« 4L U KUY —ER (AWS Directory Service for Microsoft Active Directory )

TALIVRNUH—ERAR, BRER—JICHLTI—Y—2FALEXT,

® Tip
TFTEREZTF7O/LTVT, chSOAFIY—ANFATELZWVEERE. AWS N1/
73—XVAAVE1I—FT142J L EZFERLTTFEREOV Y —AZERTEERT, 7
HIVRNCUY—RETFTOC4TDICIE,. XD 32 the section called “TERE & ER
T3 T, EBBLTLIEE,
AWS GovCloud ( KEEZ) V—23a > TOTFEF7O/4TIR. ") ORRBRRGEATY 7%
TTTRDHENHYET RXA 2 DIERK (GovCloud D )

AED Y — AR 16



Research and Engineering Studio I—%—HA KR

IRIET LDAPS ZERET D (#7232 )

IRIET LDAPS BE 2R T2 HBAR. ChsOATY S &E2RITLT, AASEMERL TAWS
Managed Microsoft AD (AD) RXA A NA—F—IZF7 XY FL., AD &£ RESENBEEFEZRMHT
BPRENBDYVET,

1. F Y —/)N\—@l0) LDAPS ZBMICTDHEL ICEBBENTVWBIATY TICHVET AWS
Managed Microsoft AD, LDAPS ZBEICERICLTVWRHBEIE, CORTYTZAFY S TESE
CB

2. LDAPS A" AD ICREEhTVWA L ZHWFEL =S, ADIIAEZIIAR—KNLET,

Active Directory 4 —/N\—IZBBL £7,
E1EE PowerShell ELT ZHZEE T,
certmgr.msc ZX{TLUTCAIAEVANZHEET,
BUICEEE NI — NRAIMEZMAE, RICHEHEZHAVT, SEHAEVANEREET,
AD H—N—ERUBHDIAELZBRELCREF (FLFEIVYI)L, TRXNTOEA
VrBRL, ZITOAR—KNLFET,
Base-64 TI>1— K& hf= X509 (CER) ZEIRL. KA EERLET,

g TALIOKNUZEBIRL, XN ZERLET,
3. TY—UL Y hMEERLET AWS Secrets Manager,

® o o T o

—h

=LY RNIZR—Dv—T—ULY N2ERTBEER. Z—ILYRNDRALT]|T[ED
o> —oL vy N ZERL, [TL—2FTFAN 74—/ RICPEM I O—ROFEHAEZR
WFEFET,

4. ERENf- ARN ZXTEL. O DomainTLSCertificateSecretARN/NZX—XR&LTABL
F Jthe section called “ATY 7 1: RRmZEEH TS,

T77AXR—KNVPC ZFRETS (A7>32)

Research and Engineering Studio Z 08 /= VPC ICF7O4 32 &, B0 TS5A4 T AL
HANFT U ABHRZR/BRLETEOOEXF I )T AN EILEhET, LEL, BEORES #7014 F. &
BFBHRREOAVARN=NICAVE—Y RTORAIZKBELTVET, T4 X—K VPCIZ RES %
AVAN=ILTBICE., ROERHZEIHXENF HYVET,

N =R
« Amazon XA X—2 (AMIsZ#1f8T %

BT IDAPS £RET (A 73 17


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-infra-dependencies-2024.04.02.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder
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9o RESHEMT S targz 77 4% Amazon S3 /N7 Y M7y 7O—RL, N\
TYRNZ7ANTAHST7A4ILO URI 2IE—LEF T,

RDESICAHNLET,

® Note

AddEnvironmentVariables A 723> THVY) ., 1V T7FARNTIF ¥R
ANCHARAZLAREZBN BERZVEESIFHIBRTEERT,

http_proxy 8 kT https_proxyREZHERETSEHEE. 1VAZXVA
AF7’OF &AL Tlocalhost, 1 VARV AXRTF—RIPFPRLA, &
CVPCIVRRAVRNEYR—RNITZIH—ERZIVTIVULEBEVELSIZTSIC

&, no_proxy/ NS X—ZNFHETT,

# Copyright Amazon.com, Inc.
#

or its affiliates. All Rights Reserved.

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance
# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

TZAR—KVPC ZHRETS (723>
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# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

TZAR—KVPC ZHRETS (723>

20



Research and Engineering Studio

Q—H—H1 K

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}
1}
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.local, {{ AwWSRegion }}.vpce.amazonaws.com,
.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.
com, secretsmanager.
com, sqs.

.com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.

com,api.ecr.
com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}.
1}.
1}.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.

com,sts.

com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

e. [AVAKR—FVNZER] ZERLET,
4. Image Builder 1 X—2 L EZERLET,

a. LZEOERR—IT, ROKSICAHDLET,

754R—KNVPC %

BETD (A7)
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EXT1 LI RNIUNA

e AN

res-recipe-linux-x86 % & M
BB ZANLET,

N—=232%AHLET,
BEEF1.0025HBLE
ER

F7TaroHfzEEMmL
x93,

YE—T KA X—TEER
L%,

Amazon Linux

949V 0 ARX— K (Amazon
NZ—TR)

Amazon Linux 2 x86

MATERZ&RH D OS /N—
DavEFERALERT,

IXTZ2TF7FIRRED
EFERIIL, NMMTZ1420
RIFBREATLEVER
IZSSMI—> 1> hZHl
BRLTLKEEL,

[root/bootstrap/re
s_dependencies
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o3 NFA—=5 d1—%¥—-T> KV
OAVR—F2 b EJLRIVAR=-FT K UTZiRLTRRLE
ER

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 > R—
2 bho 74—=J)LRIC
AWS 7HO2KNID ER
EOAWS U—23ar %

ABLERT,
TARIAVKR=FT K~ UTZiRLTRRLE
ER

« Amazon YX— R :
simple-boot-test-linux

b. [L>EZEKTD] Z2EBRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,
a. "REENLEUVY—RAL T, "MVT7ZANTIOFvREL 2BRLET,
b. 4127FARNTIVFY¥—BROER 2 8RLET,
c. TAVIZARTZUOFVYEREDERLI R—IT, ROKSICAHLET,

o3y INTAX—24Z Jd1—H%—=I> K8V
=% A8 res-infra-linux-x86 % & 0 i
P5BgaEADLET,
ST A7 a>oHAEEBRML
9,
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6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

a. TAX=INATZ42,1 ICBBL,

1—H—TI KV

BICHERL 2 1AM O—)L
ZBERLET,

t3.medium ZERL £,

Amazon S3 /NTY A D
A2B2—XYNTIOEA

ET OV EAZFATEDH

72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
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EFET,

« VPC: A2 T7ZANTY
FYRECEHEIATO
2N ERL VPC ZEIR
LET, <® VPCIZIF
A=Y NTIOEA
FHBETY,

s A2INTRIL=I:

« X4 7:SSH

* [Source]: Custom

- CIDR70Ov J:
0.0.0.0/0

"AX=DNAT A4 O ZBRLET,
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TZAR—KVPC ZHRETS (723>

24



Research and Engineering Studio I—%—HA R

s ELILRATD1—) TATD1-I)IERETDH. AMIR—F T 7O AZFETH
MRIBDHERTFE Z2ERLET,

c. "LYEMER, R—IT "BIFEOLEZMERH) Z&IRL., AIICERLELERZAS
LET, (RN Z2TUYILET,

d BEHEZ7OLAOERR—IT, F7AILN0OD—070—%FRL, XN Z2BRLET,
e. "MVTTARNTIUFYRENESRI R—TT "BBFEOAVTIFANZIOFYREEFERAT
%1 ZERL, UEICHERLEAVTISARNZIOFYREOBHNZEANLET, [AN\] &2

Uy ILET,
. TFAANUEI—YIVBEOER, A—IT, BREODVWIROAEEML T
W

c RESHAEIASAVITITZANTIUF Y RANA VAR AZBYICREBTEDLDIC,
HAAX—PRF7TO/MENERESRELFALUV -2 VICERITIHEN HYET,
H—EAOTF 74 NEEATSE, EC2Image Builder —EANERAEhTWSD ) —
TAVICHAAX=DHNERENE T,

« BBDU—23VICRES 277043555, HILLFAANIELI—3VEBEE
L., TZICU—23 > EBMTEERT,

g BRAUBRZEEDRL. NMTF510EK 2 BRLET,
7. EC2Image Builder /N1 754> ZERTLET,

a. AX=INATZ4> »5, BELIENAT 42RO TERLET,
b. 7o>3ar #2&RL. NMTZA42DRT 2BRLET,
INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHY ET,

8. EENLEAMI O AMIID ZXTEL., O InfrastructureHostAMI NS X—2ODADELTHEAL
FE Jthe section called “AT Y7 1: HR&ERET D,

VPCIVRRANEREYNTYTTSD

RES #F7O4 L TREFAIRNY TZEBHTSICE, T7SAR—KNFTZRY NADTIEAAWS

DH—EADNMVRETT, VERBTIVELALZERBHITEZIELSICVPCI RRA U NERETIDHEND

WET, £, IVRRAVRZEILChSORATY T & BYBRTIHBENHVET,

1. IVRKRAVRIHFUBICHREENATVEVESRE, 102 —T7I4AVPCIY RRA K~
AWS DH—FE R ZFRALTICTIEATS, ICBBENTVBFIEICH > TS EEL,

2. 2DODTFRASEUTFA—=V—"2DFNTNT1 20T TAR—MNYTZYRNEBIRLET,
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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1—H—1

k

AWS OB —ER

Application Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

"Amazon EC2,

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

Amazon S3

AWS Secrets Manager

Amazon SES

H—ER%H
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region .dynamodb (5'— KT I AL
RIRA NARE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams

com.amazonaws.region .s3 (RES T77 #JL N THER
ENBDT—RNIVIALIRRAVIDIDBETT ),

com.amazonaws.region.secretsmanager

com.amazonaws.region .email-smtp CX®DF X
A1ZEVTA4—=V—2TRYR—FEhTLEE

Ao use-1-az2, usel-az3, usel-az5, usw1l-az2. usw2-
az4, apne2-az4, cacl-az3, & cacl-az4)

TSAR—KVPC ZRETS (A7)
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
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Q—H—H1 K

AWS OH—E A H—ERX&

AWS Security Token Service com.amazonaws.region.sts

Amazon SNS com.amazonaws.region.sns

Amazon SQS com.amazonaws.region.sqs

AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPCIVRARANBE LT H—ERICELETS

VPC I RRAVNEHR—NLTVWEVWH—ERERETRICE. VPCONT VY IHT XY
NMC7OFSH—N—%BRETEET, AWS Identity Center Z ID Z’ONA X —E L THEAL

T. Research and Engineering Studio O F 7 O4 ICAEZR/NROT IVt AEZF>7OF > H—
N—ZERTDICE. ROFIEICHVET,

1. RESF7OAICEATD VPCONT VY IOHTZY NTLnux A VAR AZRBELET,

* Linux 7 7 Z1J— - Amazon Linux 2 &7zl& Amazon Linux 3

« T—FTUF v -x86

c AVARVAZRAT —t2.micro A E

« E¥21UFT4J)L—7-0.0.0.0/0 H5DKR—k 3128 ® TCP
2. AVARVALEELTTOF S H—N—Z2RELET,

a. http EHERHEEXT,
b. BAETZIITNTOHTXYRNDLSKDORXLAIADEGEEZHFTLET,

.amazonaws.com (AL AWS H—E XA )
.amazoncognito.com (Amazon Cognito f )
.awsapps.com (Identity Center A )

.signin.aws (Identity Center A )

« amazonaws-us-gov..com (Gov 75 RH )

TZAR—KVPC ZHRETS (723>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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c. fOINTOERZHERLET,
d. Z7OFH-—N—%F7IT17{LLTEBLET,
e. ZOFIH-—N-HUVYRXT%PORT ZEEEOET.
3. 7AFIH—N-—AOTIEAZHAITDLICII—IT—TLEZRELET,

a. VPCOAVY—=IILBEL, 1> T7TARNTIOFY¥RANE VDIFRANICERATZ T XY
ROIL—RT—TIILEHEELET,
b. I—=KF—7IILEHEL T, BIOATY T TERLE7OFH—N—AAZAANDT
NTCOZEEHZHFITLET,
c. chlF, 1V7FARTZIFYNDIsICERATRZIXRNTOYTRYNAVE—KYNTY
TABL)DIL—KRTF—=TIIZHLTITVET,
4. 7OFH—N—EC2AVAZRADOEF1)FT4TI)—7=2ZEL, 7O0FH5—=/N\—H
JYy AL TWD PORT TLA /N RTCP EHZENFAENhTVWAD L 2EELET,

7ZAR=NVPC F7OMNTA—BZRETS

Tldthe section called “AT Y 7' 1: Mm% L& T 5", AWS CloudFormation 7> 7'L —NIZEED
INTOX—BZANTBDENBEFENET, RELETSAR—NVPCILEEICF7O493IC
. KONTXA—REXTEELTLSEET,

NFX—& AR

InfrastructureHostAMI THERBRLIEAVTSANTSOF ¥ AMIID &
FA LU & 9the section called “Amazon X< A
X—2 (AMIsZEX#{HT 37,

IsLoadBalancerinternetFacing false ICEREL & T,

LoadBalancerSubnets A=Y NCTIEATEBRVWTTARKR—
RY7xy NEBIRLET,

InfrastructureHostSubnets A=Y NCTIEATEBRVWTTAR—
RY7xy NEBIRLET,

VdiSubnets A=Y NCTIEATEBRVWTTAR—
RY7xy NEBIRLET,

TZAR—KNVPC ZRBRETD (F7>3) 28
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NFZX—& AT

ClientlP VPC CIDR ZZRL T, IXTDO VPCIP 7 R
LANDT O EAZHATERT,

FEBRBEERTS

FABREBIZFZ7O/LTVWT, ABIY—AHFFATEZVWES K. HPC recipes AR Y VDT
O4ASHEBTEET, ABREICT7O/LTVT, ABUY—ANFATELEEZESE. "1 ICA
Fvw S TEETthe sectioncalled “ATY 7 1: HREEHT S,

ABIY—RZF7O40L1E#E, 777232 7T T OFIIEICHE > Tthe section called “3RIE T LDAPS
EERETD (A7 3 ), TERET Secure Lightweight Directory Access Protocol (LDAPS) &E1{S
ETANTEERT,

ATV —AZERT S

Z O CloudFormation AR Y 7k, XY RD—9, ANL—2, FOFA4T7F4LIKNY, RXA4Y
AEBAE (PortalDomainName AIEEET M TVBIHEE) ZERLET. BEETF7O/4T3ICE. <h
SONE)Y —ANFERAURETHIHLEN HY KT,

F7’OA B0l recipes T 7 L—hEX D O—RTEET,

T7OA4 BB #40~90 %

1. (%4 >4 > AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE £ Y,

(® Note
EBETNIORNIVB L ZEFELET,

2. AVI=LTTUTL—hZRBLET,

AWS GovCloud ( KEFEEP) V—>2avIcF#7O49255HE. GovCloud / N\—F71>3a>TFhH
DURNTTUTL—REREBLET,

3. TUTL—RMNGA=RZANLET,
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

Research and Engineering Studio
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NTA—5

DomainName

SubDomain ( GovCloud @
)

T7#I) b

corp.res.com

[Description] (% 8R)

TFOTFATFA4LIORNUILE
HAEhdRXA2, TT7#
ILNER., 7—RNAKNTY
7T1—Y—%ERET S LDIF
77A4INTEEENET, T
7A#)NNI1——ZFEATS
BEk, BEZF7AILNOE
FILLTHEFET, BEEE
B3Ik, ZE#HL TH
DOLDIF77A )L ZIBELF
T, chlk, 70714774
LOKNVICERAEhD RXA
DE—HBIIMLEBEEHYEY
Ao

CcONTFX—REEA) —
oarTRAFATarTT
A, GovCloud V—>3> T
FHETY,

%#3¥8E 9 3 & SubDomain,
INT X—A& & DomainNam
elBEENEOTL 714V
DANFFHsnET, BEE
N 7z Active Directory R X A
VBB YT RXAICEYE
9,

AV —RAZERT S
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NTA—5

AdminPassword

ServiceAccountPassword

T7#I) b

[Description] (% 8R)

TOTATTFTALIORNIE
BEONAD—R (A—%—
Z Admin) o COI1—H—
. ZRIOT—RARS YT
TJI—AOFOT4TF4L
IRVICEREN, TDEE
FAHEhELE A,

S COI—F—0/NRT—
kid, POF47F4LY

KU ONAT— ROEME

DEHERBELTVDREN
HYETS,

Y—EATHV> NOER
ICEAEHhD/NAT—R
(ReadOnlyUser )., <®
THONERBICEAE N
9,

o cOd1—HY—0/NA
T—R@E. POT14TF4L
KD ONAD—RDOEH
ENERZ/IZLTVWEIHLE
FHYVERT,

SSHOZ4 7> NeERL
TEBA AR AzEEL
£

7E: AWS Systems Manager
Session Manager &1 > A
BOANDERICEERTE
£9,

AV —RAZERT S
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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NTA—5

LDIFS3Path

ClientlpCidr

ClientPrefixList

T7#I) b

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

[Description] (% 8R)

TFOTATTF4LIORNUEY
R7YTDT—KNARTY
77 I—XHIZAVKR—K
ENELDIF 774D
Amazon S3 /YA, FHHICD
WTE., TLDIF H7R—bk
ZESRLTLKEESV, T
X=RIZW&E, POT147T 74
LOKNDICZHOI—Y—%
ERTDT77AIDNERICA
HENTVET,

774N ERTTDICE.
THRIATRBEL res.Idif 7 7
AL ESRLTLEZL
GitHub,

PBARNITIOEATBIPT
RLR, BIZIEFE, IPTRL
AZ#ERL, [IPADDRES

S1/32 ZEALTHRARND
SOT IV ANHKEHFATE
9. COFTOSMRICERH
TEEY,

L7 4 Y ORAUARNEAS
LT, POF47F4LIRN
UBE / — RADT VL A%
BULET, YR—IRTL
749 9AUANDERIZD
VT, THRARY—TZR—
SRILTAYIAURRD
B, EBBLTIEEL,
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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)NS5 X—A 74 )L~ [Description] (Ft88)
EnvironmentName res-[environment PortalDomainName #"#§
name ] EEhTWBBE., COND

X—2EFERALTERE I
E—OLY NIRRT %ZEB
U, RENTHEATED X
SICLET, chlk, RES
AZY UDERKICERT
% EnvironmentName /N3
X—BE—HIBILENHY)
T9, THIVYMNIEBOR
BEF7O/49%8BE.
F—ETHIVLENHYET

o

PortalDomainName GovCloud #7°'01 OHE
. CONTX—ZZAHN
LBEWTL &, FIAE
E—UL Y N, BIREH
L TFBHTERENEL
=
T 2> ~® Amazon Route
53D RXAMVE, Chzlg
ETDE, NTVY UHAE
EXF—TT7AINFERE N

7Yy 7O—REIhET
AWS Secrets Manager, It
BORXASEHEN B
BEF., CONTAXA—2 &

ZEHOEEICEnvironme
ntName T2 ENTER
9,

4. BEOIXNTOFIVIRY VAZHEL., AZY TDEK 2ERLKT,
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ATV 1. HmEEEIS

cDtEUZ 3 step-by-step DERICH>T, BREFELTTHVMNIF7ACLET,

F7OA KB #9605

COHRBO CloudFormation 77 L—KiE, F7O04FDEIICA O O0—RTEEXT,

AWS GovCloud ( KEEZP) (CT7O4 258k, COT7L—K 2FHLET,

res-stack- COT 7 L—hZ2EALT, ERBLUOBEETZIINTOOAVAR—Z N 2RBEBLE
T F7ANNBETWE, RESAAVARYOERI., 7JZOVKRIVR, NYOIRUY—AN
F7O/4/EhET,

(® Note

AWS CloudFormation 'J ¥ — A& AWS Cloud Development Kit (AWS CDK) ( AWS CDK) 1
VARTZUORDSERENET,

AWS CloudFormation 7> 7'L—KIl&, ® AWS IZ Research and Engineering Studio 7 7°'004 L
FTAWSUVTTR, ARV U ZRETRHIC, SIRFXUHEZR/-ILEN BYVET,

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE XY,

2. TV7L—h ZBBLET,

AWS GovCloud ( KEFEI) ICF7O4 T2k, COT7L—h 28BLET,

3. TU7L—RNEF7AILNTRERBN—ZFH) V—a>Tc8BLET, Bl TY
Di1—>32zEHIDICEAWS V-3, OAV=-IILFrETS—>3> o NN—o)—23ar+
LOZ—=zERALET,

® Note

c D& mlE Amazon Cognito T—EAZFEAL TVWETH, BEINTO THHATES
bUTEHWEREAAWS V-3, ZORMmIF. Amazon Cognito AWS J—23 >
NFRAATEES TREBIDHVENHVET, V-3 ilOKRHOTAKICOVTE, ©
AWS =23 H—ERAV AR Z8ZRBLTLEE,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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1—H—H4

k

4. NTX—R T, COH

ABVY—RZFT7040 =%

WERT,

NTA—5

EnvironmentName

AdministratorEmail

InfrastructureHostAMI

SSHKeyPair

ClientIP

T7#I) b

#res-demo >

ami-##A###HRH#H#H

X.X.x 024 Fll&F x.x.x
.0/32

7TL—hONFX—2%#BL. BECKHUTEELEY, B
CNESDNFA—ZBIATBIVY—ZARRZY VOENRTIZH

s —

[Description] (% 8R)

res- CTHREY ., 11 XFUT
D RESREICEZAS NS —
EDRH,

HEOEYNTYTZ2RT
ITH5I1—H—DOEX—ILT
RLAR, &5, cD1—
H'—I(&. Active Directory ®
SUINTA A UREICE
ENRLEL LB EIC, Break
Glass 1—H—& U TH#eE
£9,

(FA7>a>) IXTOA
DT ZARTZIOFYRANEC
FERATEIHAZL AMIID %
EETEXY., BEYR—
REhTWBAR—ZOS &
Amazon Linux 2 T9, i
IC2DWTIE, Tthe section
called “RES X5 AMIs D&%
1 ZZRULTSEZL,

AT ZARNTIOFYERAL
NOERICEATNDF—AX
7o
SATLNOERZFIRT S
IP7RLAZ7A4INE—s T

7°04 ClientlpCidr & (- &

BEHTEERT,

ATV 1. BRERHTD
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INTA—2 F7 AL [Description] (% 8R)

ClientPrefixList (A7>a>) 97 Ul
BEET7IVEAL, BABEKRA
NIC SSH#E#HTE 3 IPs O
NZ—RTLT714vORA
ARNEEELET,

IAMPermissionBoundary (F7°>3> ) RES THERK
ENEIXNTOO-IIICT Y
EAFAORRELTT R Y
FENBEER) S — ARN
ZIBETEERT, FHMICD
WTIE. Tthe section called
“NARLT VEAFADE
ROFE #BRUTLE

=V,

Vpcld AVAR AN REITS
VPC @ 1P,

IsLoadBalancerlnternetFacin AZ2—%y NalFAO— RN

g ZoY—=2F7O0143BICE
true ZBIRLFET (O— RN
SO —ICENT VY OHT
XY RNNFBETT ), FHIRE
NAEZ—RYNTIOEAR
EXRBETHT7TO/4DEE
(. false Z&IRLFE T,
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NTA—5 T7#I) b

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

[Description] (% 8R)

A—RNZH—HEETS
EBBIZTRAZEUT 14—

V—27T, <822

DHTZY NEBIRLET,
HIRENIEA 2 R—FKYNT
VEAEMELETZTF7OA4
Tk, 774R— YT xRV
NZZERLET, 13—

XY NTORANBERTT
A4 0BEEE. NTVY oY
7Y NEBIRLET, S8
XYRNID—=DAZY DICK™
T3 2UEERENEBE

&, ERE T XTO %

BIRLET,

AT ZANTOFYERARN
FEBTIELEDTRSAIE
D54 —=Y—27T, i<

EE2DDTTAR—(Y

Ty NERBIRLET, S8
XYRND—=DAZY DICK™
T3 DULEERENLEEE

k., EERENLEITXNTO &
BIRLET,

VDI A AR AN BET S
BRZ3TRAZE) T 14—
V=T, 2B<<E&EE2D
DT SAR—KNGFTZY &
BIRLET, AZPRY ND—
DARYIIC&2T 3D
EERE N EBEE., X
ENEINTO ZERLE
ER

ATY7T 1. BRERETS
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Q—H—H1 K

NTA—5

ActiveDirectoryName

ADShortName

LDAP X—A

LDAPConnectionURI

ServiceAccountUserName

ServiceAccountPassword

UsersOU

GroupsOU

T7#I) b

corp.res.com

corp

DC=corp,DC=res,DC=
com

ServiceAccount

[Description] (% 8R)

TOTATF4ALIRNIDR
XA2o R=BIRXLDH
E—HIBILERFHYFE
Ao

FOTATF4ALIONIDE
fMEE. ZhiE NetBIOS £ &
EFENK T,

LDAP [EBR DR —AAND
LDAP /YA,

TOTATF4LIKN)DK
ARG —N—HA5TIOEAT
EZE—Idap:// N AR T
7#)NDAD RXA>TH
e niABIY—R%E
F7’04 LEHEE. Idap://
corp.res.com ZfEHATE &
T,

AD \DEHICEAET LD
H—EAT7HOMOI1—
Y-, COTHIUKIC
l&. ComputersOU I
E1—XZEKTREHOT
DEAEN VETT,

BAICERENE/NAD—R
ServiceAccountUserName,

FE#THI—%—0 AD IO
R A R

RTHTIL—70AD AD
AR,

ATY7T 1. BRERETS
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Q—H—H1 K

NTA—5

SudoersOU

SudoersGroupName

ComputersOU

DomainTLSCertificateSecret
ARN

EnableLdaplDMapping

DisableADJoin

T7#I) b

RESAdministrators

False

[Description] (% 8R)

4'0—/\)L sudoers @ AD
AOBEBEN,

AVAN=IBCA AR
AT sudoer PVt AZHD
INXNTODI1—H—ERES T
EBETORARAEZEBCT I —
AR

A2ARAN ST S AD
R DR EA,

(#A#7>3>) ADAD
TLS BEZBMICTB KX
4> TLSEEAE>—UL Y
NARN ZEEL & T,

UID B & GID S
SSSD IC& > TEREND
A, AD IC& > TiRfite h
PESEFRHID LN ZRE
LEdT, SSSD F4ERKL 7=
UID & GID 2 AT 2 ICIE
True. AD A"12ft9% UID &
GID Z#f#EH9 % (_& False
ICERELE T,

Linux RARFTF14 LI KU
RXANZSMLEVWRSIC
IBICE, & True ICEEL
9. ThUUADEER., T
77 )L RNERTED False DEF
ICLET,

ATY7T 1. BRERETS
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Q—H—H1 K

NTA—5

ServiceAccountUserDN

SharedHomeFilesystemID

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

ACMCertificateARNf
orWebApp

T7#I) b

[Description] (% 8R)

Directory DY —E AT A7
> NI1I—HY—0FEEIAE (DN)
ZEELE T,

Linux VDI R A RO HEBHR—
LAT7T7ANDATALICERT
% EFS ID,

(A7>3> ) DATLD
VITBIND) D ERM
ITREHICTVITR—RILT
EREhD YT RXS,

(A7232) YATFLD
VDI oD o zRET
BEBHICTITR—RITE
AEnhad87T RXS,

(FA7>a>r) F7xILK
REEFEATEIES. HEA
& R XA >, amazonaws.com
TOITTF7VT—2av%E
RARLET, RXA2T
HEY—EAZKRANTE
£9, HERIAHIY—RZT
Z7OA4LEEE. ChiEEH
BICERE N, B res-bi
AZYIOEAIHYET,
DIJT7IVTr—>3 > 0it
HEZENTILEN H D5
&k, "1 ZsBLTLES
WEBREHA R,

ATY7T 1. BRERETS
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INTA—2 F7 AL [Description] (% 8R)

CertificateSecretARNforVDI (F7>3>) 2O ARN
S—=OLY RN, DITR—
ZIWONT VY JARAED
NTVY DIIREZREFELE
9, BEIAIBI Y —AICKR—
BILRXLABZRETS
&, res-bi ARYIDOHEDR
T OEFRRENET,

PrivateKeySecretARNforVDI (F7>3>) 2O ARN
=LY RN, DITR—
ZILDIEAREDT Z A RK—
NE—ZREFELET. BB
Y —RAICKR—=FRILRXA
VBEBRETHE, res-bi A
BYODOHARTIZZOEN
KRRENET,

5. [Create stack] (AZ Y Y DER) ZiBIRL TAZY UV 2F70O040LF T,

ARV INDAT—R A, AWS CloudFormation AV =IO AT—RAHTRRTEET, &
60 %% CREATE_COMPLETE AT — R AN RRENET,

ATVT 22O THA242F3

HRARY OAFTAINCTFTOMENhB e, BABRICRENELEX—IIFEEERT. URL
EEALTT7HIRNIHAA42L, HODA—H—DTV—JAR—AZREL T,

ATV 2: MOTHA 14T 41
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
gk (=2l - i
IS Ignore m E éJ: <éJ: :% [5] Meeting T4 ssana > To Manager EJ/ =1 Rules (%Iv_l EE 5% S Find A}) C)\
B Team Email ~ Done Onehate I Related ~
,%Junkv Delete Archive Reply Reply Forward g Mare ~ ) -% = Move — Mark Categorize Follow | Translate Read Zoom
Al | Reply & Delete Create New +  [& Actions ~ Unread - Up~ - [% Select~ Aloud
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
e - B Repl: “ Reply Al — F d wen
no-reply@verificationemail.com O Reply © Reply orer
7o | Man 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

DHTHAS AV LES, SSOTONAF—CERT I LHOREE VI T RA— KL TRETE S
¥, FTO/BOREBRICOVTE., "1 23RBLTILKETVRENA K,

ATV 2OHTHA2AUTSB 42
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HmeEHITS

Research and Engineering Studio (RES) (Cl&, N—2 I3V EHMHIFXD ¥ —AXAFT—HICK>2TE
BR2O0DBHMBENBYNET,

RES B AR—ADON—23 T AF—LAZFEALET, XOv—UD—-—ATRFEANEA
Th, NAF—V)—ATRBEICKUTS—TABESFEMENET, fIZE. N—>23a3>
2024.01 EX vy —DD)—RAELT2024 F1 AICVU—AR&En, N—232 2024.01.01 EEFD
N=232>OIAF—V)—AEFHTL I,

NEY D

« XY —N—2aADEH

s YAFT—=N=23OFEH

X% —N—2320OFH

Research and Engineering Studio &, A+ Y723y ha2FEAL T, REBREZLAS &AL, MU
HID RESIREN SEHOREANOBITEYR—KNLET, cO7OREFALT, 1—Y—%F
VR—FA VI TRRICREOEHETARNSITRIAT D EETEET,

REBEZEEH/N—23AORES TEHITHICE :
1. BEOREBEOAFTY S>3y NaEERLET, thesectioncalled “AF Y7 3ay NaERTS”

ZZRBLTLKEZL,

2. HLWN—232TRES ZBEF7O4LEFT, thesectioncalled “ATY 7 1: RRmZiiLE T 2"
ZSRLTLEZL,

3. RF YT TaAVRNZEEHENEREICHEALUET, the section called “AF Y 7> 3y hDEA"
ZSRLTLEZL,

4, FRTOF—EAFLVBEICERICBITENECEEEEALET,

NAFT—N=23>OFEHMm

RESOXRAFT—N—2a> EFHFOBE, FILLWAVARN=ILBEHBEHVEFEA, TVTL—NEE
HMIBET, BEED RES AR Y UV REH TEFF AWS CloudFormation » EFZF 7 O4 AWS
CloudFormation 9% 8Ilc, THREM RESHREON—2aaBRAELTKEETW, N—2arEF
FTF>7L—hNOEHEICHY)ET,

X v —=N—=232 OEH 43
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f5l : "Description": "RES_2024.1"

IA4F—N—2avaEFRTDICE

1. E¥® AWS CloudFormation 7> 7'L—h%& (CA D> O— R LU E Jthe section called “AFT Y 7

1. REzEHTSD
2. https://console.aws.amazon.com/cloudformation T AWS CloudFormation 1>V —)LZH& £
EP

3. REYIU NS, T7TAXVARY VERELTEBRLET, £ L TRRENhE T <stack-

name>.

[E#H] 2BRLE T,

RBEOTV7L—hZzEEZHAD 2EBRLET,

[T7L—KY—A]I T, [TV7L—R774LOT7Y7O0—R] ZEBRLET,
774IL0OERZEERL, FUO0—-RLETVTL—hET7Y7O—RLET,
ARYIDFHMZIEETS T, N ZBRLET, NTA—RXZ2EHI2HERFHYEEA,
ABYIATZAVOERE T, RN 2EBRLET,

10. T<stack-name>DFEFE, T, TEfFEL ZBRULET,

© © N o 0o &

RAFT—N=23 > OEH
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Hpa2T A2V ARN=ILTB

AWS @ E 0 Research and Engineering Studio (&, AWS Management Console £zl Z AL
TTF A4 >2ARN=)LT&FF AWS Command Line Interface, < DEFIZ & 2 TERE Iz Amazon
Simple Storage Service (Amazon S3) /N7 Y NZF B THIRT B2 LENf BV ET. RETEIT—X%
R1EL TWBIBATE, shared-storage-security-group < DG Tlk < EnvironmentName >-4" B 8
HICHIBREhD LY EEA,

Z={E/H 9% AWS Management Console

1. AWS CloudFormation AV =)L ICHA A4 LET,
2. Stacks R—2 T, COHBOA VAR =INAZY UV RBIRLET,
3. [HIRRIZOUYOLET,

AT AWS Command Line Interface

AWS Command Line Interface (AWS CLI) A" EADREZETHERATED L ESH EHRBLET, 1>
AR=IFIEIZOVWTE., TAWSCLI 1—%—H 4 Ra ® AWS Command Line Interface "What Is
they Z2RLTLKEE VY, AWSCLIREAF7O/4&Enz)—2a > 0OEBET IV NTHE
AAETHY) ., RESATVWD L Z2BFELLS, ROOAN REEFTLET,

$ aws cloudformation delete-stack --stack-name
<RES-stack-name>

ZHIBRL £9, shared-storage-security-group

/A Warning

BERLBWTF—2BREH<SLEY, BRRB IOV 7ML ATLEZT7 AL NTRELE
T EFXFIVTATIN—TEEEITRDTTAINATLZHIBRTRE, ThESDIATLRA
ICRFENTVRTF—RBIXNTERICHIBRENE T, T—RENYITYTIBH, #HL
WEFIUT AT T2 Z2BENHTIRDCELZRBOLET,

% £ 9% AWS Management Console 45


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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1.  AWS Management Console (2t 4 224 22 L, https://console.aws.amazon.com/efs/ (& %
Amazon EFS OV —J)LZRE X T,

2. <RES-stack-name>-shared-storage-security-group \CEEET 2 INTD T 7 A1) AT L& HIBR
LET. V. ChSOT7 7ML ATLEZROEFIVTATIL—TICBEIYHETLT
F—REEBITD_ELETEFXT,

3.  AWS Management Console [CH 4 224 22 L, https://console.aws.amazon.com/ec2/ (Z& %
Amazon EC2 OV —J)LZRE XTI,

4. <RES-stack-name>-% Hl| ¥ U & ¥ shared-storage-security-group.

Amazon S3 /N7 Y K& HIBRT S

COHEFF. AWS CloudFormation BRIETF—RIBREMSLOHICAZY VZHIBRTSBHBET

&, HEHFERL 2 Amazon SSNTY N (AT A2 ) =232 TOF7O/4/H) Z2ZRETHELSIC
BEENTVET, ERETVAVAN—ILER, T—RZREBITHIHLENBZVESE., <D S3
NTY NeFBHTHRTEET, Amazon S3NT Y RZHIBRTBICIKE, XROFIEICRHVET,

1.  AWS Management Console (24 >4 > L, https://console.aws.amazon.com/s3/ \Z & %
Amazon S3 A2V —)LZHE XY,

2. FTETF—23aURAVAS[NTY N ZEBIRLET,

3. stack-nameS3 NNT VY RZHRLET,

4. Amazon S3NT Y RZFTNTFNIBIRL, [ZBICTBR] ZBRLET. SNTYRNEEICTIHLE
FHYVET,

5. S3NT VY ~ZEIRL, [Delete] ZBIRL ET,

ZHEALTSINTY NZHIBRTSIZIE AWSCLL, U TOONY REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

® Note
--forceCOIONY RENTY NORBZZICLET,

Amazon S3 /N7y N EHIBRT S 46
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SREHA K
AX rE

COREHA RTIE., AWS & F T Research and Engineering Studio 2& S ICH AR YA AL TH
BYTRFECEIZDTFTOMEOFIEZ, FHELEICRHELETD,

[N =R

s A—H—EJIL—T0ERE
« YT RXA 2 DR

« ACMFIFAEZERT S

* Amazon CloudWatch Logs
s WARLT VEAFHADRERDERE
« RES /& AMIs MERE

A—H%—&JdI—TDEE

Research and Engineering Studio l&. SAML 2.0 2OEE® ID 7’ONA X —Z2FRATEEX T, 4
)Y —AZFERALTRES 27704 L25E, £/2IE IAM Identity Center ZEA T2 FEN &%
BAE. "1 #88BL TL & Lthe section called “IAM Identity Center T SSO #:%E 32", JhH
M SAML 2.0 280> ID 7ONA A —H"HDFEEF. "1 2SR T & Lthe section called “2 >
TN A2 742 (SSO) AM ID 7’O0/N4 A —DE’RTE",

REY D

+ |IAM Identity Center T SSO %#3XET 2

« DIV BAU AL (SSO) A ID 7ONAE—DEERE
« I—H—0ONAT—ROEE

IAM Identity Center T SSO Z5&ET

NEZ=IRTFPIFATFALIRNIIIERGLTVWRTATFUOTATAER—DFEEZVEEE.
NSt ETthe section called “FA T TATA B Z—%2YNTFYT D, XX—IJRTY
TATTFALIRNICERENLETATUOTATAEE—NFBRLCHBEEE. P SHROETthe
section called “FAF > TAT A X—ICEHKETS,

1—H¥—EJIL—TnER 47
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® Note

AWS GovCloud ( KEBEZP) V—>23avIZF 7 O4 F%FEEE. Research and Engineering
Studio £57°0 4 L #= AWS GovCloud (US) /S—F 123> FHMY M SSO £#HEL &
¥,

ATYT 1 TFATFUOTFATAEZ—ERETD

ID £ X —0OFERE

1. %4242 AWS Management Console L., https://console.aws.amazon.com/iam/ T IAM
V=N EeREEFT,

Identity Center ZF & £9,

[Enable ( Bt )] ZBIRL £,

T ZAB%ICF S AWS OrganizationsZiZIRL £ 9,

[Continue] ZIBIRL £,

o & w0 DN

(® Note
RNEZ—IRFITATFALIORNINGBDOERL)—232VICVBEZRERELET,

DEVER—BIZ—SRTPIOFATFALIORNIICERTS
DERZ—2BMLES, ULTOHREYNTYSFIBEZZETLET,
1. FEF—>3a>hs, BRE ZBRLET,

IDY—A T, 72>3> %#&RL.,. DY—RADEE ZBIRLET,
BEOFALIKN) T, F4LORNUEEBRLET,

(RN Z0VYOLE Y,
TERMBREL, BEEARY AL ACCEPT EANLET,

[Change identity source] (ID VY —ANZEE) Zi#IRLET,

2

IAM Identity Center T SSO 2R ET % 48
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A—Y—EeTN=TOFAToTATAEZ—OEH

ZHthe sectioncalled “ID 2> 2 — &N ZX— RTPIOTATTFALIORNIILERTZINITTTDE,
BEONF—DNERRENET,

1.

2
3
4.
5
6
7

WIANFT—T, HAREFEELY NTYTORE 2BIRLET,
BYEIYEIDORE IS, AN ZERLET,
A—%—+0>3>7T, BHTZ2I—HY—2ZAHLET,
B ZBIRLET,

[Next (RN\)] ZBIRLE T,

EEEREL, REORE BERLET,

BHM7O0EACRBEILLRDBENBVET, I—F—FEBLTVEVEVSEBEXY D
ARRENLEBER, BBZER 2BRLET,

A—Y¥—nFL

1.
2.
3.

XZai—ps5, 14— ZBRLET,
TOEAZBMCTRH I — (BEEHA) 2BRLFT,
A—Y—T O ARZBMICTS 2BRLET,

ATYVT 22 TATOTATA R E—ICEETS

Identity Center TOTF7 7)o —>a>owey N7y S

1.

© N o g K~ W D

(4 >4 > AWS Management Console L. https://console.aws.amazon.com/singlesignon/ T
IAM Identity Center ZBHE £ 9,

[Applications] (7 7’ —>3>) #28RULE T,
(770r—>3a>oEm 2&RLET,

Y RNTYTERE T, ZREITATIVIT—>23a 5% &8RLET,
[F7UT—>3> 847 T. [SAML 2.0] Z8RL %7,

(RN Z0VYOLE Y,

FERATAIRTBEHRAZADILET,

IAM Identity Center X X7 —2 T, IAM Identity Center SAML XX F—X 774D U %]
E—ULET, chidk, RESAR—ZI TSSO ZH_RETRDEEICHEICKYNET,

IAM Identity Center T SSO 2R ET % 49
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9.

T70r—>3a>70N74 2, P7VT5—>3a BB URLZADLET, FlZREF. <your-
portal-domain>/sso % €T ¥,

10. Application ACSURL IZ, RESAR—ZIIASOIA AL INURLEZEADLET, chEED

11.

)l =

a. RIREE T, 2MH{E 2BRLFET,
[Identity provider] # 7 Z &R L £ 7,
Single Sign-On ® T2, SAML U AL U N URL A" RTR"ENET,

T7)r—23> SAML ®&%&E (Z. Amazon Cognito URN ZA DL FE T, URL ZERT B I(C
(& :

o

o

a. RESHR—RIHS, £MREE ZMAEET,
b. D7ONA A —ZTHFRREhES, I——7—J)LIDZEZRDTET,
c. A—H—7—)LIDEZOXFEHIZEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. [EE] ZEBRLE T,

1.

N o o M~ b

®

T7VTr—>3a>oRMIYES T ORKRE

Identity Center 5, ERXLET 75— 3> OFBEBEEXT,
To2ar zBRL, BENYETORE ZERLE T,

#H2& (Z ${useremail} EAHDLET,

7#—X Y N T, emailAddress ZiERL £7,
FREMYYE> T DEM ZEBRLET,
T7Ur—23a>ol—Y—BHIZ, EX—ILZAALET,

IAM Identity Center O C DX FHEEF I —H—BHICNY Y T T, ${useremail} EABDLFK
CB

7#—XYNT, REEZADILZEY,
(ZEEZRTF] ZBRLET,

IAM Identity Center T SSO 2R ET % 50
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Identity Center TOTF 7°Ur—>3 A0 11— —0iEM

1. Identity Center 5, ERL T 7V =23 Q&8I ETEX 1Y —%2/E, 1—F—0FE|
WET ZERLET,

2. P7VTr—23> 7 O0tARAZE)ETHI1I—F—2BRLET,

3. [A—H—n&HYIET] Z2BRLET,

RES IRIEANTD SSO NDFRE

1. Research and Engineering Studio IREHN S, TREEE, O "—MRREL Z2HE X,
2. D7ONAE—2TZREXT,

3. Single Sign-On T, AT—X A DHEICHIDHEERZ > ZEIRLET,

4. THA—LICROBEHRZADLET,

a. SAML ZZERULZET,
b. ZONAA—RIZ. DAVURPTVEBZEADLET,
XBRF—RRFIXRNIVRRANURLZAD ZBRLET,
dE—UL7#Z URL ZAHBNLET, the section called “Identity Center TOF 7' )4 —<3a > ®
'Y NTY

e. Z7ONAX—EX—)IBEHICEX—)IZADLET,

f. [EEIZEBRLET,
5, R=JZEHL, AT—RANBHELTRREND EZHALEXT,

o o

SUUNYA2 A (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio l&, £&Z® SAML2.0ID 7’ONAZ—&HEAL T, RESAKR—Z)L
ANQI—HF—TOAERIALET, ChSORTYT TR, BRLL SAML2 0ID 7ONA KX —

EMRETAHFIEZHAL EXT. IAM Identity Center ZFEA T BHEF. "1 2SRL T IZE Wihe
section called “IAM Identity Center T SSO Z&&ET D",

(® Note
d—4%—0E X—)Li&, IDP SAML 7#H—2, 32 & Active Directory T—H T2 HLEN H V)
F79, ID 7O/V1 5 —%& Active Directory IZ#E# L, 1—F—Z2EHNICAHITIXLEND
WET,

ST A FT (SSO) AM ID 7ONA X —DFRE 51
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(N =Ry

ID Z7ONA X —%ZRET S

- DZ7ONAE—%FEATDELSICRES ZRETS
- FEAXFRETOID Z7ONAE—DEE
« SAML IdP OEEDT/\NY T

ID 7ONA X —ZRET S

Ot Y 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITHDFIEICOVWTHALET,

1.

RES Ik, RESAR—ZILETOAZ TV NADOT IV EANFAIENTWSI—HY—ID Z#FD AD

(AWS YZ— RAD £ EIL 77O 3aZ T AD) BB E2FIRBELTVET, AD %

IDH—EAZ7’ONAF—IC#HiL, I—— D Z2EBPLET, AD Z#EHL, I—— D Z2E

H92AZICOVTE, D7ONAME—ORFIXMNESBLTLKEEZV, fIREF, 1—H—

B4 RD "ID Y —RAE L T® Active Directory O FJAWS IAM Identity Center ; 258 L T

=L,

ID 7’O/NA A — (IdP) TRES D SAML20 77U —>a aRELET, COREICE. X

DNTA—ZHNRBETT,

« SAMLUA ALY KNURL—IdP #"SAML 2.0 LARY AZH—ERATOANA A —ICEETE -
HIZHEAT S URL.

(® Note
AP IC& 2Tk, SAMLUR AL I KNURL OBRINERBZEENHYET,
F7 )4 —23> URL
« TH—23>r21—I—H%—E X (ACS) URL
« ACSPOST /N1 >F 4 >% URL

URL ZEIE T3 (CI&

1. BEHZEEWE clusteradmin ELTRESICHAS A4 LET,
2. TIREEE, T—MER<E, "D7ONAME—, ICBEBLET,
3. SAMLUAAL YK URL ZZRLFET,

ST A FT (SSO) AM ID 7ONA X —DFRE 52
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« SAMLA—F 4 I AURI —H—ERZ7AONAE—flO SAML A—F A T AI T AT A

hH—=0 ID,
@® Note
IdP IZ&k 2 Tlk, SAMLA—F 1 I AURI OBEINBERXRDIEENHV)ET,
» ClientlD

« P74 —232 SAML WRE

« SPI>FT47 41D

ABNERODERTADLET,
urn:amazon:cognito:sp:user-pool-id

SAML #—F 4 L2 AURI Z#&ERTDICIE

1. BEEELWE clusteradmin ELTRES ICHA 212 LET,
2. TIREBEE, "—®HREL2 "DFONAET—L ICBBLETD,
3. A—4—7—)IDZERLZET,
3.RES ICEB/END SAML 7H—>3 2l KOT7 1 —=)LR/OL—LAFI—F—DE X—ILT
RLAICEREENTVWRHBENHYET,
« SAML #7219 N&/zlk NamelD
« SAMLE X—JL

4. 1dP &, BREICETVTSAML 7H—23a Il 7 14 =)L R/VL—ALAZEBMLET, RESICIEC
NSOT A= RABETT, FEALED7ONAZ R, F7FILRNTINSDT1—I)LR%E
BENICADLET, RETIXENfN HB5EE. ROTA—)LROAHEEEZSRLTLSEE
Wo
« AudienceRestriction — & ([CERE L £Jurn:amazon:cognito:sp:user-pool-id, %&

Amazon Cognito 1—%—7"—)L® ID user-pool-idICEZEMAET,

<saml:AudienceRestriction>

ST A FT (SSO) AM ID 7ONA X —DFRE 53
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<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« LAKRVA — InResponseTollf&EL £Thttps://user-pool-domain/saml2/
idpresponse, & Amazon Cognito 1—H—7—)L®O RX A > Buser-pool-domainlZEZE
BAET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — 1 —%'—7"—)Lsaml2/idpresponse L RiRA >
NRecipientiZ &, 7t® SAML J U T A ID InResponseTol_fEEL £,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — XD K SIZ ZXELE£ T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 777U —23a>ICOJF7JRNURL 71— )LRAHBHFEEE. IZEREL E I <domain-
url>/saml2/logout,
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RXA2 URL Z2EUE T2 I

1. EEHEEE clusteradmin ELTRESICHAS 14> LET,
2. TIRIBEE, T—MERE, "D7ONAME—, LBEBLET,
3. RXA2URL #i&IRLET,

6. IdP A" Amazon Cognito E DIEEEZMIU TR HICBERIAAEEZ T ANDBEEE. Amazon
Cognito BRIAEEZRX V> O—RLTIAP IC7Y7O—RUL&E T,

ERMABEHEIDICE

1. APIH 4 R® Amazon Cognito A2V —)LZHE £F, AWS Management Console

2. A—4—T7—)Z2BRLET, I—F—T7T—I)LF THIVENHYE
9 res-<environment name>-user-pool,

3. [Sign-in experience] (BA VAV I OVARDVIVA) R T & BRLET,

4, 7IFL—TFT4Yy RID7ONAE—DOH A2 4202320 T, BEIAABORT ZER
LET,

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago

CDFIFEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party
trust, COIAEFRAZEICHL TSAML HR—NEBMICTEET,

(@ Note
—hld Keycloak & IDC ICIFBAEhEB A,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
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5. P7VT—>3>0ty NTFYTHARTLES, SAML20 77U Tr—23> X857—4
XML &£/ URLZFVO—RLET, XOEIZ IV THEALET,

ID 7ONA R —%ERATHLSIZ RES 25X ET S

RESDIVINH A AVREZRTIDICIEF

1.
2.

"RIEEE, T-RE&E.

Environment Settings

mana vironment settings.

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

EWEEFE-IF clusteradmin ELTRES ICH A1 LET,
"D 77’ANA A —, ICBBLET,

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
u 1_reuFsmgs

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
r |uster-us-eas

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

Single Sign-On T, AT—RAA T —2ODEICHDmET A4 1> Z#EIRL ., Single Sign-On
BRER—DEZHEXT,
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA— T, SAML Zi8IRL £,
b. Z7ONAAX—F (CE. D7AONAE—O—ZDOEHEZANLET,
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® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

C. XBF—ZRFIAIXVRNY—ART, BYBAT>3a2ZEBRL, XXF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

d Z7AONAFT—EX—)ILEBEH CE., TFANE ZADLEFTemail,
e. [EE]ZERLZET,
RERER—JZBEO—RLET, BRENELVEE, 0TI YAFFBMCEY KT,

FARFRRETO ID 7ONAF—DRE

RBEENEALVY —A&2EHL TIELRAFRED RES REZERL ., 1AM Identity Center % ID 7°
ANA A —ELTHRELEBESWE. Okta BEDRID ID 7ANA A —ZRETHD L EZHEOLE
¥, RESSSO BEMLT7 #—ATlE, KD 3 DDRENTXA—ZEZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XBF—=BZRFIXRETONAEZ—DEX—I)IEBHZEETSHICE,. ROFIEEZERITLET,

1.

2
3.
4

Amazon Cognito AV —JLICBELE T,
FTeEF—>3arhs, A—H—7—)I 2BRLET,
A—4¥—7—)LzBRTDE, I—H—T—IILOBENFfRTENINET,

BAVADIVARVIVART NS, 7TFL—FT4Y RID7ONAME—DF A1V IC%
BL. RELED7ONM A —Z2REX T,
BE, XET7—2Z2XEL., BEIYYEVJZZBELBRVETTERET. BEIYYEDT %

E#HIRICE, WE ZEBRLET, XEZF—FRFIAVHN ZEHMIBDICE, AXZTF—X DE
Mz Z2BRLFET,
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https://console.aws.amazon.com/cognito/home
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB M<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
“1—-ASHEHBZERRZERLET,

c. AFTYUFREFIIVER T, 74ILE2— CBEBL., RONTX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [ET]ZEBRLET,

7. TRENET AT Lidentity-
provider.cognito.sso_idp_provider_email_attribute, TXZF5Z®REL. i
£, ZEIRL T, Amazon Cognito DEEE —HITBDRSICXFIZZEELET,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP OREED T /XY J

SAML NL —H— — C iR EE%# Chrome 75 THERAL T, SAML UV T A KNZBEH
L. SAML 7H—> 3 EABRTEET, FMC-COVTE., Chrome JI7ARNT® "SAML ~
L—H—, 28BLTLEEL,

SAML #ROY/N—Y—)L —SAML T>— R&hzfZ2FI— KL, SAML7H—> 3> 0%
B7A4—)IREZFIVIITHDLEOHICHEATESY —)L Onelogin ZRHLET, FHHICDODVWTIE,
OnelLogin 7T 7H 4 M® "Base 64 Decode + Inflate; 2B L T &V,

ST ONYA AL (SSO) AD ID 7ONA Z—D& 60


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon CloudWatch Logs — RES % l& CloudWatch , QY TI o —XB&LEZ2MAETEET, O
&, EWSBaioOJIIN—FIH') £ res-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 N — Amazon Amazon Cognito RO Y /N—HA Ry @ "1—H—7"—
ILAND SAMLID Z7ONA A —miEmM, Z22RL T<EZ&E L, Amazon Cognito

A—Y—O/NAT— ROFRE

1. AWS Directory Service AV =LA 5, ERLEARAZRY IOTFA LIV NJZBRLULET,
2. Fo2arsAZi1—7, I—HY—NAD—RoUtY h ZBRLET,

3. A—H%—Z&RL, ILLNAT—RZAHLET,

4 PTNATD—RDUtEY ) ZBRLET,

H7 RXA 2 OERK

NAABLRXAVEZGEALTVWRHER. R—RIL0OUI7EH2E VDIBOEYR—RTHLSIC
BT RXANVERETIHREN B ET,

(® Note

AWS GovCloud (KRE®BEZ) V—2avIcF7AO4 3356, RXAUNTUYIKRAR
V—2%KRANTDEAN—TAZIVTAIRNTIOITIFTIT—232 & VDI HT R
XA ZBRELET,

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/route53/ T
Route 53 OV — )l Z2HE X T,

FERLIERXAVZREL, LO—ROER 2RRLET,
LO—RBELTVITEZAALET,
LO—R&ZA47ELUTCNAME ZEIRLE T,

B, BYIOEX—I)ITRHIWM2 12U TZANLET,
[LO—RZER] ZBRLET,
OLO—RZERTDICE. NNBT7 RLAZEBLET,

N o o bk~ Db

a. ZY A4 4> AWS Management Console L. https://console.aws.amazon.com/
cloudformation © AWS CloudFormation 1>V —J)LZHZE £ T,

I—H—ONAD— ROBERE 61


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
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b. [<environment-name>-vdc] ZiBRL ET,
c. DY—ARAZERL., ZBE X J<environmentname>-vdc-external-nlb,
d NLBASDNSEZIE—LZFT,

8. Y4242 AWS Management Console L, https://console.aws.amazon.com/route53/ T
Route 53 >V — )l Z2H&E X T,

9. RXA2E®KREL, LO—ROER 2BRLET,
10. LO—RHB IC EABLETvdc,

11. [LO—RZA 7] T. [CNAME] £BRL £ 7,

12. NLB @354k, DNS ZAHL FT,

13. [Create record] (L. J— RZ4ERK) ZiBIRL £,

ACM StEHEZERK T %

F7#) N TE, RES I& RXA > amazonaws.com 2B LT, Z77Usr—>3a>O0—RNZ>
H—TIOI7R—FINERANLET, MEORXAEFERTDICE. 1—H—NFrEHEITD, £k
l& AWS Certificate Manager (ACM) A S UV TARENK/NT )Y U SSUTLS SIFAERRET B 44
ENfHYVET, ACMEFERTZHEE, VAT NEDITH—ERARANED SSL/TLS F ¥ X
NZRESILTRDEOONTA—RELTEETIHLEN D AWS VY —RABEZTEY T,

® Tip
ABVY—RAFENYT—22F7O43 256, KARBVY—RARY V%2770
4 PortalDomainNameT 2 & E L, BIRULERXAVZ CADTEIHEN HV) ETthe
section called “AAE8) Y —AZERT "

NAAZLRXAZ DIAAEZEKT D ICEF

1. >V =LA S AWS Certificate Manager2 &, /N7 U Y JSBEEEDVIVIARNLET,
AWS GovCloud (KEREZ) ICT7O4F35FEE. GovCloud N\—T 123> TFHUY NI
BHEZERLET,

2. "NTUOUYOBAEOVITI AR ZBIRL, "TKAL ZBIRLET,

3. RXA4>#& T, *.PortalDomainName& OWEADEIAEEZJUIITANLZE
F PortalDomainName,

ACM fEBAE Z{ERR T % 62


https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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4. 1RFEARE T, DNS &AL 2 BIRLFE T,
5. [UVIAR ZBRLZET.

6. EWBURNHS, UIIRANEhilHEEHEST. SHEREORT—2 AR, BIRE
BB ET,

(® Note
ALAZSARRENBEVERRE, VANZEHLET,

7. XOWThAZITVET,
- BAFZOA4: UOIANENERABPEOANHEDHMEA S, Route 53 TLI—R%Z4E
KITDZBIRLET, SEPEDAT—RARRITER ICEDYET,

GovCloud *7°'04 : AWS GovCloud ( KE#&EZ) ICT7' 04 F35F5E. CNAME £—¢&
B2 IE—LET, MAN—FT123a>T7HoMNs, EEEALTNTVY OKRAR
V=2IZHLWLO—REERLET, SIABORT—RARRITEAR CEDYET,

8. FUULVAIBAE ARN ZIOE—L T, ONTFX—ZRELTAHNLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio (&, 4 > A K—)JL CloudWatch RICATOOT T IL—7% (ZHER
LET, F7FZIILMORFIZOVTR., ROKZSRL T EE L,

CloudWatch AJ I —7° Retention

/aws/lambda/<installation-stack-name>-cluster- BZhEIE%A& L
endpoints

/aws/lambda/<installation-stack-name>-cluster- BXMHEESZ L
manager-scheduled-ad-sync

Jaws/lambda/<installation-stack-name>-cluster- BZhEIE4& L
settings

/aws/lambda/<installation-stack-name>-oauth-c =~ BXHIELZ L
redentials

Amazon CloudWatch Logs 63
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CloudWatch A J I —7° Retention

/aws/lambda/<installation-stack-name>-self-si BMHREL
gned-certificate

/aws/lambda/<installation-stack-name>-update- ~BXHRZL
cluster-prefix-list

/aws/lambda/<installation-stack-name>-vdc-sch BHE&Z L
eduled-event-transformer

/aws/lambda/<installation-stack-name>-vdc-upd BxIHIRE L
ate-cluster-manager-client-scope

/<installation-stack-name>/cluster-manager INAME
[<installation-stack-name>/vdc/d> NO—Z5— 3 A AE
/<installation-stack-name>/vdc/dcv-broker INAME

/<installation-stack-name>/vdc/dcv-connection- 3 A B[S
gateway

AJIIL—70F7# ) NORBFHPEZEZE T SHE S, hitps:/console.aws.amazon.com/
cloudwatch/ ® CloudWatch >V —J)LICBE L. CloudWatch "O4Y OOY F— 2 REHE =L E
T2 DERICE>TSEZL,

NAZRLT VEAFADRRDERE

2024 £ 4 ARE, NARLTVEAHADERETEYFITHET, AT IVTRESICELD
THERENEO—LNZZEETEXRT, NARXLT 7 EAFITOERE. IAM PermissionBoundary /\
FA—=BZO—ZELTTIVEAHFTDERD ARN £21EE TS - & T, RES AWS CloudFormation 4
VAR =LO—HBELTERTEERT, cONTX—ZREZEOXRFRICLEEZE, EORESO—-IIC
ETVEAFUTOERFIBREENETEEA, UTE, RESO—IINFBETHILEHICHELRT I3

DIVARNTY, FRATAZFEOTIVLAFADRERT, UTOT7 IV aVHFARNICHFAEATVS
CEZBRLTLLEEL,
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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{

"Effect": "Allow",
"Resource": "*",

"Sid": "ResRequiredActions",
"Action": [

"access-analyzer:*",

"account:GetAccountInformation",

"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",

"codestar-notifications:*",

NABLT 7 AFADORRAORE
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"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"CUI:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

ufis:*u’

nfms:*n’

"forecast:*",

"fSX:*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",
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"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
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"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES Xt AMIs D ERTE

RES X{i5 AMIsE RT3 &, REFRINY 71 ART R (VDIs) ® RES kZEEHE HAX
LAMIS IZTVA2VARN=)TEET, RESHIC AMIs ZEATH &, BRIICRS V& hlA
X=2%ZFEATA VDAV AZ D ADRERENERE NE T, EC2 Image Builder ZEHA TS

RES Xfi> AMIs DE&E 68
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E.AMIs ZFHILWY 7R IJITARY JE L THEL TERTEE T, Image Builder DFFHHIC DL
Tk, Tlmage Builder 1—H%'—74 Ry Z8BL TS EE L,

FRIBHEIC. /NI ORES ZT7O1TRIRENHYET,

ReEY D

s RESIREICTVELATDLHN IAMO—=)LZ%ET S
+ EC2 Image Builder AV R—F > NEERT S

« EC2Image Builder L E%Z %3 3

« EC2Image Builder 1 72 ARNZ IV F ¥ ZHRET D

» Image Builder f X—NA 754 %5RET D

» Image Builder f X—=NA 754 %2ETTD

« RESICHILWY I RIVITARAEY VEBRTD

RESIREBICTIVLEATHE00 IAMO—I)Z2%{ETS

EC2 Image Builder #*5 RES REH—EAICT VAT IC1F. RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— )L &2 ERFE L FEEETIHEN HV E

¥, Image Builder TEA TS IAM O— L OEEICDOWVWTIF. Image Builder 1—%'—7 14 KOAWS
Identity and Access Management " (IAM); Z5BL T &V,

A—=LICRKLRARETT,

o SHEBEKICIE Amazon EC2 H—ERANEENET

« AmazonSSMManagedinstanceCore & & U* EC2InstanceProfileForimageBuilder 7R 1) 2 —

« F70O4 & hiz RES BEA D DynamoDB $ & T Amazon S3 7V AN GIRENEHAR A
RES RIS —
(SORVD—@F, HAEN—BERV—RFIXVNEERAARAERI—A2ZA2VRIZ—R
FAIXROVTIAICHEYET ),

EHEBRI>TAT4 ;

"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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"Effect": "Allow",
"Principal": {

"Service": "ec2.amazonaws.com"
}

"Action": "sts:AssumeRole"

RES R —:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:{AWS-Region}:{AWS-Account-ID}:table/{RES-
EnvironmentName}.cluster-settings",
"Condition": {
"ForAllValues:StringlLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

]
}

}
1,
{

"Sid": "RESS3Access",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-

Account-ID}/idea/vdc/res-ready-install-script-packages/*"

}

EC2 Image Builder > R—%> NEEKT S

Image Builder 1—%—7i 4 R® "lmage Builder IV —)L&ZFERALTIVAR—F NEERT S
DERICHE>TEZL,

EC2 Image Builder IV R—%> NZEERT S 70


https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html

Research and Engineering Studio I—%—HA KR

OAVR—F NOFEMEANLET,

1. B47 T, EJLR ZBRUET,
2. AX=TUARL—TFT 42T AT LA (0OS) T, Linux £/ Windows ZiBIRL E£7,

3. AVAKR—FVBRBR LR, BEODLHLYXRTVEFHZANL £Fresearch-and-
engineering-studio-vdi-<operating-system>,

4, AVKR—FKVKNON—232VFSZANL, 723> THAZEBMULET,

5. BEBERFIXVNIZRE, ROBRI7AINEADLET, IZ—HFRELLHFE. YAML T 7
ANBEAR-ALLHRTHY), KRETEEOEVWRERTT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name
RESEnvRegion:

type: string
description: RES Environment Region
RESEnvReleaseVersion:

type: string

EC2 Image Builder A R—% > N EEKT S 4l
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description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'

- name: FirstReboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

- name: RunInstallPostRebootScript

action: ExecuteBash

onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'

- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:

delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
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description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. A723ORITEERL, AVR—2 NOER ZBIRLET,
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EC2 Image Builder L E % %59 %

EC2 Image Builder L E T, FILWAX—DZER TR EOOHRBRELTHERATEIR—AA
X=2E, AX=—DBAAZIIAALTINTHPEFESY ICEMET R L ZHRITHEHICEMT
P—EOIVR—FXVNEEELET, LVEZERETLERFEELT, BB RESY7RNVITO
KEERER>R— Y N AMI ZBETZREFHUET, LYEORMICOLVTE, LIED
BE, £BBLTILEE,

RES &, ROAX=DARL =T A VI AT LEZYR—RNLTVET,

« Amazon Linux 2 (x86 & & T* ARM64)

. CentOS 7 (x86 & & ¥ ARM64)

- RHEL 7 (x86). 8 (x86). & &I 9 (x86)
- Windows 2019, 2022 (x86)

Create a new recipe

1. T EC2Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
REBFAVY—A T, A X=JLIFKE ZBRLET,

[MX=JLEDER] 22IRL XTI,

— BB EN—2a BESEANLET,

RES THR—KRENTVBIR—AAM X—DZBIRLET,

AVARVARE T, SSMI—S IR TUVAVARN=ILENRTOVEVERRK, 1A
R=ILET, I ¥—F—RBIVPZTOMHDAEZR I Y —F—RIIBHREAHDLETT,

2

® Note
SSMI—CIVRZEAVARN=ILTRIHFELCODVTR, UTZSRLTSEZL,

e LNux BEC2AVARVAICSSMI—>INZ2FEHTAAN—ILTS

« Windows Server O EC2 1 VARV AICSSMI—2 I NEFHTA U AMN—
ILWBXROT A AR=ITB

7. Linux R—ADOL>EDZER. Amazon NEE T Daws-cli-version-2-1linuxtJL RO
VIR—FZRMNELIEICEMULET, RESAVAN—=IAYUTNEAWSCLI, ZFERHL
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T. DynamoDB 7 5 AR —REDEREAD VDI TV AZRHL E£T, Windows Tld.
COOAVR—FXVNEREHYEFHRA

8. Linux £k Windows IREA ICEKE Nz EC2 Image Builder I 7/R—X > NZEML .,
BEBENTXA—REEZADLET, KO/NTX—RIFHBEANTT: AWSAccountlD, RES
EnvName. RES EnvRegion, & &' RES EnvReleaseVersion,

/A Important
Linux IRE Tlk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERRET, ChesDVR—FXNEEMTEIHENHYET,

9. (#3)Amazon N'EE I Ssimple-boot-test-<linux-or-windows>7 AN R—
XM ZEMLT, AMI ZEETEDCLEZBRALET, ChER/NEROEREETY, E
BEBLIMOTARNIVR—FX MNEBIRTEET,

10. BBEIC/HLUTAT>a>neo>3a2 =T, OXEZLTIR—FMNEEBMLT, L
SEOER ZBRLET,

Modify a recipe
BE7F M EC2 Image Builder L EN® 3B EE., ROAVR—X NEEMULTHERATEET,

1. Linux R—ADOLENOZEEF. Amazon FEE T Daws-cli-version-2-linuxE)JL R
VIR—ZRRNELVEICEMULET, RESA VAR —ILATUTNEAWSCLI, ZFEAL
T. DynamoDB 7 5 A X —FXEDEREAD VDI 7V A ZRMHML ET, Windows Tl.
COAVR—ZFV NIBEHY)EB A,

2. Linux £k Windows IREH ICERK E 1= EC2 Image Builder I 7/R—X > NZEBML .,
BEBNTAXA—REEADLET, XRONTX—RFSBEANTT: AWSAccountlD, RES
EnvName. RES EnvRegion, & &U' RES EnvReleaseVersion,

/A Important
Linux BRIZE Tlk, aws-cli-version-2-1linuxEJL ROVR—F2 N EFHIZED
LERET, ChenAVR—FRNEZEMTIHBENFHVYET,

3. BELIWLTATZ3a>otv23a>VERTL, TOROMKEZIDR—F NEBML
T, LYEOER 2BRLET,
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EC2 Image Builder 1 > 72 ARNTZ UV F ¥ ZFRET D

AT AN OF v EREZMEAL T, Image Builder & Image Builder 1 X—2 OBERETANIC
AT AmazonEC2 AV 7 ZARNZUVF Y ZEETEE T, RESTHEATAICE. HILLWA2 T
FARNZUOF+REEZERTED., BFEOA VT TARNTIVF I REEZFEATIN ZRBIRTEET,

s HLWAVTIZARNZOFYREZERTBDICE. "1V T7FARZIF YREDERL 22U
TLEEV,

s BFEOA T ZARNTVFYREZFEATRIICGE, 1VT7F7ARNTZIOTFVRE Z2EHLET,

Image Builder 1 > 72 ARNZUVF Y ZRETHICE :

1. IAMO—=)L ([C&, TLUEICEREL 20O—J)L%& A B L E Jthe section called “‘RES IREICT 7+
ATHEHO IAMO-I)Z2%5{ET S,

2. AVABVARAT Tk, 4GBULEDXEV ZFHEO>RA 7T ZBIRL, BIRLZR—A AMI
T—FTO0FvZHR—NLET, AmazonEC2 A VARV AZAT 1 2B LT IEE L,

3. VPC, H7XRY KN, 8LCEF21VTATIN-T 0BE YINIITNYT—2F I
O—RIBDIEHBDAVE—RY RNT O ELAZHATIXLEN HV)ET, RESIRED cluster-
settings DynamoDB 7—7 L& Amazon S3 V5 AR—NT Y RADT IV LAEHFT T S &%
ENFHYET,

Image Builder £ X—NA 754 2 ET S

Image Builder 1 X—SNA 742k, R—AAX—=2, BEETAMNAOIVR—FUBM 42
T2ARTSIOFFRE, BLUOETF1ANIELI—23a V& EEZTE7ILET, RES FiS AMIs
RAILAX=—DNATSAVZRETDICE. FILWNATSA 2 RERT B D, BEONATZ4>
EERTINEBIRTEE T, FMIZ OV T, Image Builder 1—%—H A4 KD "AMI 4 X—2)\
A7 A DEREEH ) 2SRLTLEE L,

Create a new Image Builder pipeline

1. T Image Builder 1>V —JL Z B & & 9 https://console.aws.amazon.com/imagebuilder,

2. FTETF=232HS, AX=INATZ42 2BRLET,

3. TAX=INATSA42>DOERL ZBRLET,

4. —EORE., A7320OBHA,. AT 1—), HEZAILT, NMTZ4 > OFM=E
ELET,

EC2 Image Builder 1 > 75 ARNZ UV F ¥ ZRET S 7
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https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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5. LEDER T, BBFOLEZFER 2 8RL. TEREhEZLIEZERL £Tthe
section called “EC2 Image Builder L EZ %9 %", LEQOFMANEL V\C & 2R
£9,

6. A XA=HERZ7OELANERE TR, 1—AT—AICWLUTF 72 ND—070—F k&
HAZLD—070—-%BRLET, FEALEDEHE, F7FIILMNOD—070—T+%
T, HMICDOWTIE, EC2Image Builder N A 7 ZA 2 DAAXA—DD—0 7 O—%RET
21 ZZRLTLEZL,

7. "MVTZARNTUOFYRENDERL T, "BIFEOA VT TARNTIVFrEREDEIR, &
RU., ") TERLEAVTSZARNSOF vEREZIERL £ Fthe section called “EC2 Image
Builder f > 7 Z2ARTZIVF ¥ ZHRETD"e AVTTZARNTIVFYOFMHAELWVWC L&
A ULET,

8. TAANIELI—3IVEENDER T, Y—EAOF7AI)IN ZFEALTTF1 AN
Ei1—2a>BREeERTS 2BRLET, HOAMX—DBF, RESREAWS U—23>
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEEHATS L, Image Builder A
FRENTVWAU =23 ICA A= ERENET,

9. NATZADFMEREL., NAT 542 DR Z2BRLET,

Modify an existing Image Builder pipeline

1. BBEONATSA0ZFERATRICE. TERENELIEZERATALSICHBZEELE
Jthe section called “EC2 Image Builder L > EZ%1{& 3 %7,

2. EEZRE] ZBRLET,

Image Builder f X—NA 7542 %ERTTD

REENIEHAAN XD ZERTRII G, AX—ZNAT A2 EHRBIDVENFGVET, 41 X—
SLVEOIAVR—ZFRYMRICKI 2T, BETOLALEX 1 KEAL D EENF BRI,

AX=DNAT AV ZRITIDICE

1. AX=DNAT 4 H5, TERENENAT T4 %8R U & Fthe section called “Image
Builder {1 X=SNA T4V ZBRET S
2. Toarvhrs, NMMTTA40RT 2ERLET,
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RESICHILWY 7 RIJITAZY J%BHRTS

1. "1 OERICHE> Tthe sectioncalled “V 7RIV I T AZY T (AMIs)’, Y7 NDITARY I %&
ERUET,

2. AMIID Ik, TEBEIhEHEIAX—20 AMIID Z A8 L E Jthe section called “Image
Builder f X=SNA T4 #RITT B
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BEEHAR

CHEBESHA RTIE., AWS G T Research and Engineering Studio & S ICHAZN A AL T
MEI2FECEIZEBMNOFIEZ, KM SEEECHALET,

[N =R

s Vv aER

- RAEEE

« —JLYbhDERE

« JANDEZRV T LI

Ty aER

Y VERBE, EVYAVERRBROTANTDLODRRTA U RTIUT 1 7 BRB2RMH
LET, BBI—Y—&LT, 7OPIIVMNREANTA RS IVTA7 Y2 a2 ERBRUER
IR —HY—ICHFATEXRT,

Nevy o

« AV AR—R

e VI3

« Y7 RDITARY Y (AMIs)

s POEAFKHZO774)

s FNvY

e FAUNYTEERE
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1——H4 K

XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R
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Yy a EBEAYIR-—RTR, EEERUATZTECSHETEERT,

1L AVAEVADRAT
Yy a ik

R—2A 0S

702106
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE LY a>THEREZ7 LRV
JLEY,

2. v a EBEIRL, 7923 XZ1—%2FEALTROBREZTVET,
a.tyv>arzBlETS (E\HT)
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b. Y2 aZoFELRIE (BT )
c. MEIFIEMRIEEY >3 (EHKT)
d. EY>3a>EERTITS (BT )
e. BV AVERFNKT TS (BEA)
f. 22 a>oEEME (EHT)
9. Y7 RNTITARY T DERK
3. v a okl 2BRLT, HILLEY S IV EERLET,
4. FEITEY>arvERERL, REBEARL—FAVIZATALATTIANRIITULET,
5. v arRBZBRIBDE, FHNIRREIhET,

Y>3 EERTS

1. Ev2a>oeR 2BRUET. HILWREBTAIRNY TORBE-XILIHEXT,
2. FLLWEY>a>oFlZEANLET,

3. (ATTaAVBFHMAATIIVERFEAICLT, YT7XYRNIDXDCVEYSaVRATE
EQEBMOFMERHELET,

4. [EE] ZBIRLET,

vy ar 83
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r Y
Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

o

Virtual Desktop Size
Select a virtual desktop instance type

L2 )

PEP 84

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

”~ =
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vy ar ot

v av)ARMSEYIAVEEBERLT, v a o lERRLED,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

V7RI ITFTARY T (AMIs)

V7RDITARY IR—=IHS, Amazon I A4 X—2 (AMIsZREL, BIFED AMIs ZEET
XTI,

® Note
TRHEZNTVS CentSO7 V7RIV ITARY V%#RETTSICIE AWS GovCloud (US), U

VOENEEET AT N AWS Marketplace ZEA LT A AMI ZH T R054 7534
ENfHYEY,

VI7RNIDITAZY T (AMIs) 85


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
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RES Virtual Desktops

Software Stacks (AMIs)

Software Stacks (9)

aManage your Virtual Desktop Software Stacks

Q Search

All Operating Systems ¥

Name Description AMI ID Base OS Root Volume Size Min RA... GPU Manufactui

2 : O Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64 ami-04ed2b27d86c17f09 Amazon Linux 2 10GB 4GB N/A
7 O CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffadb CentOS 7 10GB 4GB N/A

O  CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8c5 CentOS 7 10GB 4GB N/A

O Windows - NVIDIA Windows - NVIDIA ami-0ac825a0cfb844c65 Windows 30GB 4GB NVIDIA

(@] RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449c2217cb9b0 RedHat Enterprise Linux 7 10GB 4GB N/A

(@) RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A

O Windows - x86_64 Windows - x86_64 ami-0d8ebcdbdb1b96378 Windows 30GB 4GB N/A

O Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-0ee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A

O Windows - AMD Windows - AMD ami-00f5db175bcde7485 Windows 30GB 4GB AMD

1. BEOYINIITARY 9 EBRELET, OST7AINRUTTBIZE., ARL—F 129>
ATLOROY A #ERALET,

2. Y7 RNIITAZY VDEBMZBERLT, ARY VOFMERTLET,

BVYTRNIITARY VBRI ZEQEF., 7923 XZ1—%FEALTARY V%EEL. A
XY OEJ7OSIIRNIEIV)YTET,

4. VT RIDITAZRYODEF ZFRL T, ILLWARY VZERLET,

U7RNIDITARY VBRI D

1. "YI7RIITARYVORE, 2BRLKT,
2. HILWIYTRIITARY JDOFMEANLET,
3. DEfE]l ZBRLET,

VI7RNIDITAZY T (AMIs) 86
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v

Register new Software Stack

Name

Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description

Enter a user friendly description for the software stack

[

AMI Id
Enter the AMI Id

[

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(e

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

7~

10

N/

J7

)

L2 2 A2y 2 (ANAL
7 \ UL

Projects

Select applicable projects for the software stack

Sy

87
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JOPIONIVIRIITARY D& HTS

MLWYTRIITREY VRERTDEEIC, AZYIVETODIVNIEYLTHIENTES
T BRYIOERBICARY V27O IV NCEMTZHEN HDH5EE. XOFIEEZEITLET,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHE TR ENTE
£

—

"V7RDITARY O, R=JHS5, TJODTIRNIEMTIHREN BBV TIRNITITARY
VEBBRLET,

[70>3aY] Z8RLET,

[fmEE] 2 BIRLE T,
JOSTONROYTE I ZERLTITOD IO MNEERLE T,
5fE] ZBIRLE T,

o & w0 DN

AZYVDFMR—IHABYTRIITARY VERETDIEETERT,

VI7RNIDITAZY T (AMIs) 88
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

VIRDVITAEZY VDFHERTTS

YIRDITARYDVARNAS VYT RIITARY VEZERL THAZRTLEY, R
NS, WEZBRULTYTIRNIITARY VERETDIEETERT,

TORAFAZ7O774)

TOEAHAATO7 7ML EERALT, POCAFTOBRRATRESLTO7 7ML EZERB ITER
LEY,

TORAHFATO7 74 89
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- Research and Engineering Studio P & demoadmind v

= RES Virtual Desktops Permission Profiles e @

Permission Profiles @ G ) (I

Manage your Virtual Desktop Permission Profiles

c Q Search

Profile ID Title Description Created On
. 2 ) [ o observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 10/3/2023, 2:27:32 PM ]
(@) admin_profile Admin Profile This profile grants the same access as the Admin on the DCV Session 10/3/2023, 2:27:32 PM
O collaborator_profile Collaboration Profile This profile grants certain access on the DCV Session. Can see screen, control mouse and keyboard. 10/3/2023, 2:27:32 PM
(@) owner_profile Owner Profile This profile grants the same access as the Session Owner on the DCV Session 10/3/2023, 2:27:32 PM

1

1. POEAHAZ7O7 7ML ZRELET,

HMERTIRICE,. 7O77/4)LID ZERLET,

ZO774MNEBRLES, PO2AXZT1—2EALTTO7 7ML EwRELET,
TORAFAZ7O77ALNOHER ZBRLT, ILLW 7OV 7ML EZERLET,

I

TORAFA7O7 74N EERTS

1. POERAFAZ7O77A4ILOER 2BIRLET,

2. HLLWIZO77A4)N0OFMBZEANL, POEAFAOYYERAZEALT7O77/ILOT7 I+
AFFAIZBRLEXT,

3. DEfEl ZEBRLET,

TORAHAZ7O774) 90
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r 3
Register new Permission Profile X
Profile ID Title Description
Enter a Unique Profile ID for the Permission  Enter a user friendly Title for the Enter a user friendly description for the
Profile Permission Profile Permission Profile
Built In Display Pointer
All features Receive visual data from the NICE DCV View NICE DCV server mouse position
C) server events and pointer shapes
Mouse Keyboard Audio In
Input from the client mouse to the NICE Input from the client keyboard to the NICE Send audio from the client to the NICE DCV
DCV server DCV server server
Audio Out Clipboard Copy Clipboard Paste
Receive audio from the NICE DCV server to Copy data from the NICE DCV server to the Copy data to the NICE DCV server from the
the client client clipboard client clipboard
File Upload File Download usB
Upload files to the session storage Download files from the session storage Use USB devices from the client
Printer Smartcard Stylus
Create PDFs or XPS files from the NICE DCV Read the smart card from the client Input from specialized USB devices, such as
server to the client o 3D pointing devices or graphic tablets
Keyboard SAS Web Camera Touch
Use the secure attention sequence Use the Web Camera connected to a client Use native touch events from the client
(CTRL+AIlt+Del). Note: Requires Keyboard device in a session device
permissions as well O O
Screenshot Gamepad Unsupervised Access
Save a screenshot of the remote desktop Use gamepads connected to a client Allow a user to connect to session without
O computer in a session supervision

A 4
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TOERAHATOT77AINEZmRETS

1. "PORAHFATO77ANI R—IDSHETILEN HDTIOLAHFTTOT 7 1)L 2#R
LEXY,

[70>32] Z8RLET,
TOEAHAATO7 7ML ORE 2B RLET,
J7O77 A ZmELET,

EfE] ZBIRLE T,

o b~ 0N

TOERAHFAAZTO77AINOFRAERTTS

7"7'|Z7\§‘F_I7°IZ|774)L DARAS, #ilieRTRIZ7TO774) 1D ZBRLUKXT, FHAR—:
N5, WEZBRLTT '7'|Z7\n‘F_I7D774)Lféﬁ%7!‘%u_t4:‘;'(€$@'o

TINY T

FINYINZILIZE, REFRAIRNY FICEER TSN EXYE—D NS T4 Y IONFRRENET,
cONRINZFEALT, RANEOT '77-4I:7-47EE’:#E'C€$?0 VD RARRTIZEA AR
ABEOTOTAETAHARREN, VDY IV EJTICRETHFOEYS I TFTIOFAETAH
RRENET,

ssions registered with NICE DCV Broker

v Home

Virtual Desktops
Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" : "10.3.157.194"
Dashboard

"hostname" : "ip-10-3-157-194.corp.res.com

"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMls) " "

port" : NUEE
Permission Profiles

©"endpoints" : [ 4 items
Debug ©0: { 3 items
Settings "port" : 8443

TFAUVNYTERE

TAIRNYTRER—DZHEAL T, RETFAINYTICHEERTSNIEVY —RAEZRETEET,
B—N—B2T T, ROXSBEREILTIELATEET,

e DCVtEYZa>TARILEALT I

FNYY 92
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s TARILEALTINDES

- CPUERZEDL & \ME

s I—Y-HLYOFAEhEEY>Z I

v Home . Module Name Module ID Version

Virtual Desktops virtual-desktop-controller vdc 2023.10b1

Shared Desktops

File Browser
SSH Access General Notifications Server Controller Broker Connection Gateway Backup CloudWatch Logs
ADMIN ZONE General
v eVDI Quic eVDI Subnets
© Disabled . subnet-0706342f7d6fa0082
Dashboard
. subnet-023f50062d2b46030
Sessions
Software Stacks (AMIs) Subnet AutoRetry Randomize Subnets
@® Enabled © Disabled
Permission Profiles
Debug
Settings OpenAPI Specification oz
v Envir Manag VDI API Spec
Projects https://res-bicfn1-external-alb-995822094.us-east-1.elb.amazonaws.com/vdc/api/v1/openapiyml [
Users Swagger Editor
Groups https://editor.swagger.io/?url=https://res-bicfn1-external-alb-995822094.us-east-1.elb.amazonaws.com/vdc/api/v1/openapiyml| [4
’ File System

RIEEE

RES O "RIEBEE, o> arhs, EBI—HY—EWRSIOCI 770 T 9 NA
DB ENEREBEZERBRLIVOBEETEEXT, chSsOREICE, A1 —FT12T0JY—R,
ANL—2, ZOMOMER DV IR—FX NI XN TELLBREBERNICEZTND BN HGVYET, 1—
H—F, 7O IV RNDEENESZRETEIOICChSDREZRES IV HAZISNATESI-
., OO I IORNPREBIIFHEEZEZSCERL, Y)1—>3a 0ER, TAMN, RENES
[l 7 - 3x- 1

[N =R

e 7702TUNK

. [j_—-lj“—]

JIN—=7

TJ7AINAT A

REAT—HA

AFv7ay NER

RIREE 93
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- RIBRE

7AarI ok

A2, RETFAINY T, F—L, FTEORAZEKLET. 7OV IV REERT DL
EFk. BH. B, RERESLEOREZERZLEY. 7OVIJNCRER, AVE1-FT127
VI)=ADRATEHAX, Y7 NTITAEY D, XY ND—URERE, 7OVITROBED
EHERIETRIICAARIAATEDS 1 DU LORBEAEETINET,

N =

- ZAY IV MERTID

- ZAP IV EERTD

- ZAY IV ERETD

» ZAP IV RN ORYT DEBINE 1 HIER

« ZOPIOBNCBEENTSMET7ANSATLZRTTS

- BBT7L—bZEMT S

JOI O NERRTD

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - ¢ IDEAUsers 10/3/2023, 7:04:18 PM ]

FOVIORE Y Y 1R—RICE, AAAEETOSIY RNOURRFRRENET, 7OVIY N
Y AR—RHES, RO ENTEET,
1. RET7TA—I)ILRZFEALTTOD IO RNERETEET,
2. 7O2IVRNEEBIRTBDE, PUO23 U AZ1—%2FALTROENTEXT,
a. 7O IV NERETS
b. 7O TV NOEMLE L IF BRI

AR ErN N 94
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c. 7O IV KRBT DER
3. 70TV MNDEREERLT, ILW O IINEERTEET,

JOTI O NEERTS

1. [77O2 TV MEEK] ZBRLET,
2. ZOIVRNOFEMEEANLET,
e 70T IDI,. TOANERSPZEHRITZDEHICFERATED VY —AXTTF AWS Cost

Explorer Service, #fllcO2W Tk, "I—H—EZOIAANBSRZIOTIT171b, &5
BLTLSEZL,

/A Important
ERZBRICZOIONIDZEETR LR TEXEE A,

« AT aT OFMICOVTE, T ZZRLU T EE Wihe section called “EET > 7
I/_ I\Ejﬁﬂujé”o

3. (AZ72aV)7ASIVNOTFEZEMCLET., FEOFHMIIOVTEK, T #283BLTL
& LWthe section called “JARNDEZZ T L&,

4. [EE] ZBIRLET,

7O ok 95


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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RES Virtual Desktop Projects

Create new Project

Project Definition

Title
Enter a user friendly project title

[ )

Project ID
Enter a project-id

[ )

Project ID can only use lowercase alphabets, numbers, and hyphens (-). Must be between 3 and 18 characters long.

Description
Enter the project description

Enter Description ...

Do you want to enable budgets for this project?

©

Resource Configurations

Add file systems
Select applicable file systems for the Project

{ ) ©

» Advanced Options

Team Configurations

Groups
Select applicable Idap groups for the Project

[ ) ©

Users
Select applicable users for the Project

{ ] ©

TOSIVNZRmETS

1. Z7OITO2RNJARNTO IO RNEBIRLET,
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k

2. To2arXZai—ps5, TAOPIVMNORE 2BRLET,

3. BEFEANLET, FEZEMICITSHESE. thesectioncalled “TARNDEZR T EH|
" T TRHEMERELTSEZY, F#lEA7232 oFMC O LWTR, ") Z23RLTKEE
L\the section called “RET> 7L —KN&ZBINT S,

4, [EfE] ZBRLEY,

PARPZE S AN
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RES Virtual Desktop Projects

Edit Project

Project Definition

Title
Enter a user friendly project title

[ res-integ-testgw? ]

Project ID
Enter a project-id

Project ID can only use lowercase alphabets, numbers, and hyphens (-). Must be between 3 and 18 characters long.

Description
Enter the project description

RES integ test project

Do you want to enable budgets for this project?

©

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

[ ) ©

Add Security Groups
Select applicable security groups for the Project

[ ) ©

» Linux

» Windows

Team Configurations

Groups
Select applicable Idap groups for the Project

[ ) ©

[ RESAdministrators (615601149) X] [ group_2 (615601151) X] [ group_1 (615601150) X]

Users
Select applicable users for the Project

[ ) ©

7O ok 98
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77O MNDORT OEMNE K IEHIBR

T7ODIOREZTE, TOTOPIIORMNTERENEIRNTOSA VARV AICZTZEV)YHTET,
1. 70T O2RNVARNT7O IO NEBIRLET,

2. ToO23aoXZai—Hhs, ZT0OEH BERLET,

3. XTDEMZIBRL, ¥F— DEXEANLET,

4. RITZHIBRTDICIE. HIBRTZDEZITOEICHZEIBREBIRLET,

J7ODIORNCHERGSNIETTAIINATLZRTRTD

7OV ZBRITBZE, BEAOTHICHZ VT T7AINIATLARAVZREALT, 7O I
BENITOSNET 7ML ATLAERRTERT,

Projects @ G- CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BBT7L—rZENTS

J7OPI VRN ZERTLRIFETSEER. 7O IV MNRENOHMA TS a2 2EAL TEEHT
7L—hZEMTERYT, BTV L—NE, EF21UFTATIL—7, IAMKRUZ — EBBA
JU7KREENDEMREZZ7OSIIVRNADINTO VDI A ARV AIZRELET,

7O 9k 99
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R —OIEM

IAMARD) S —ZEBMLT, AP IIVRMOTICTF7AMENEITRTDA AR ADVDI 771
AZFHTEET, RI—FR—RTBICE., RU—ICROF—EEORTZ2RTFHLE
9,

res:Resource/vdi-host-policy

IAM O—=JLOFBICOVWTE, TIAM ORI —ET I AFHA ) 22RBLTSEEL,

tFI1UTATII—TDOEM

EFIUFAIIN—TEEMLT, 7ASIIMAOIRNTO VDI A VARV ADHEITF—REA
HF—B%ZHHTEEST, EXF1VFATIN—T%2FR—RTBIZEFK, EF2UF14TIL—-TITK
DF—EEORTERIFHFLET,

res:Resource/vdi-security-group

LFIVFA4TIN—TOFHMCOVTIE., "TAmazon VPC 1—H—HA R, © TF1)F144
IN—T7%"FERALTAWS VDY —AANDKRT 71V O%&IHTE ) 2SBLTSEETL,

BEATVUTNDOEN

Z7OIJRNAOINTO VDI Y IV THHETDRBAIVUT N ZEMTEET, RES IF
Linux $ & Windows DAV V7 NEHRZSR—KMLTVET, ATVTRNZRHBTDICE. RO
WIFhhZBRTEET,

VDI OBRBEICAI U N Z2RITTS

COAT Ak, RESEHEFEFRAAN—IZEERTTRHEIC, VDIAAZADKETA
)7 NERBLET,
VDI ASREENTVBRBERICAVV TN ERTITS

COATSIVF, RESREANATTLERICATVTNZRBLET,

AVVTNE, ROFAT2 a2 #HR—MLTVET,

AVVT RRE Bl

S3 URI s3://bucketname/script.sh

702Uk 100


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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AV VT RNRE B
HTTPS URL https://sample.samplecontent.com/sample

A—AL774) file:///user/scripts/example.sh

SIM I, AR TRYSh -5 HEEELET,

v Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©O

Script  Info Arguments - optional  Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 ]
[ https://sample.samplecontent.com/sample) [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ] [ 1,2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

¥ Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[s3://sample-res-scripts/sample‘sh ’ ) [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh J { 1,2 ]
Add Scripts

7020 MREDH
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[2—4—]

TOF47F4LONIASERPAENEIRTOI—HY—AI1—H—-R-—JICRRENET, 1—
H—k, HBEOEBREDIZ cluster-admin I—H—IC k> TEPAETNET, FHZEOFMICOVT
X, T, Z#8RBLTILKETVEREHS R,

® Note

ERBERF, FITATRI—HY—DEYIIAVOHKBEERTEET, F7FILRTRE, TN
TOL1—H—RBERRECHA VA VITRETHET VT A TRECKYET, I—H—7H
K(TFTOT4TDBER. YAV EERTIHICHA AU THRS I —ICKELE
B

- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management Users (6]
Users (©) (ctions 2 ) 02}
Environment user management Set as Admin User

c Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

A=Y —R=IH5, ROZENTEXT,
1. A—Y—ZKRELKXT,
2. A—¥Y¥—HKZ2B8RLES, 7U23a2AXAZ1—%2EALTROBEZITVLET,

a. BEEBEI-H—-ELTEETS
b. 1—H¥—Z&MWITS

[I—H—] 102
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TIN—=7

TFOTATTFALIORNIASABRENLEIRNTOTIIN—TE, FIN—TR=DILRRENET, ¥
W=7 ORELEEOFMIOVTR, ") 2ZRLTKEETVERESNA R,

- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management Gr @
Groups @ Actions & ) 9
Environment user group management Disable Group
1 JEX 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
(@) AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
* DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins

TIN=TR=IH5, ROZENTELRT,

1. I—Y—JIL—T%ZRELET,

2. A—Y—TJIN—TZ28RLES, TOZAAZ1—2ERALTIN—TZ2EPELBFEHICL
£9,

3. 1—Y—YIL—T7EERTBE, BEAOTHLHZI—F—RIVERBELT. JL—THO
1-—H—ERRTEET.
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774N AT A

RES Environment Management File System o o

v 8
.
Fl Ie Systems @ Actions A Onboard File System Create File System
Create and manage file systems for Virtual Desktops Add File System to Project
o Q Search Remove File System from Project 1
Title Name File System ID Scope Provider
[ (o] FSx ONTAP for Linux fsx_01_linux fs-0d2a998473da4bf80 project fsx_netapp_ontap ]

T7P7ANDATLAR=IDAES, ROZENTEEXRT,

1. 77A4LSATLEZRRLET,

2. T7ANSATLZEBRLES, TOAUAZ1—2EALTROBREZITVET,
a. J7ANDATLZETODIIRNIEMTS
b. ZAPIVKNNST7FANIATLZHIBRTS

3. HMLVWIPALNSATLZFYR—RLET,

4. TF7ANSATLZERLET,

5. 77ANATLZERTDE, BHOTHICHIRAZVZEZRRALT, 774N AT LDOFM
ERRJITEXRT,

T77ANDATLZEKTS

1. [P77ANATLDER] ZBRLET,
2. FILLWIZ7ALNSATLOFMEADLET,

3. VPCHB8HT7ZYNIDsZIBELET, IDslE, REBE>HRE>ZXYNID—IXTICHVY)F
9,

4. [PEE] ZBRULET,

774N AT A 104
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r ~
Create new File System X

Title
Enter a user friendly file system title

[ )

Eg. EFS 01

Name
Enter a file system name

[ )

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

(s )

Projects
Select applicable project

[ v
©

Subnet ID 1
Enter subnet id to create mount target

[ )

Subnet ID 2

Enter second subnet to create mount target

[ )

Subnet ID 1 and Subnet ID 2 should be in two different AZs
77 AN AT A 105

Mount Directory
Enter directory to mount the file system

V. -
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774N ATLADAZR—R

1. TF7PANDATLOFR—R ZBIRLET,

2. RAVY TR IUNST7ANDATLZEBRLET, T—FINLEEh, BMOFHEI N
FRRENET,

r 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]
fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. T7ANIATLDOHMEAALET,
4. [EE] ZEBRLET,

T7ANAT A 106
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©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A

RIRAT—ZA

r 3
Onboard New File System X
Onboard File System
Select applicable file system to onboard
[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

REBAT—RAR—JIZE., ERACTF7O/ENEVTIRNIITERARNNERRENETT, ChiC

. V7RI F7N=232, EZ1-IE, TOHOIATLBHREEDVERIEENETT,

T
i
N
NI
[
W
N
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. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

AFv7oay NER

AFv7Tay NEBR, BEETOF—20RELBAO7OLAEME(LL, —EiL FRts
BRLET. AFvY723y NEERATHE, REOREEREL. AUREOHL VRECT— 42
EBITTEET.

AFrv7Tav NEE 108
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

[ Q, Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q  Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23Y NEBR—INS, ADENTEET,

1. ERENEIXNTORFTY TSIV RNEFTOART—RAERRLET,

2. AFT Y73 vREERLET, AFVY 723y N2ERTDHEIC, BYAT VA ZED
INTY NEERTHAHLENHVY)ET,

3. BRATAEIRNTORFT Y TVAaYRNEFOART—RAEERZRLET,
4. AFv7avy NaEEBRALET,

AFv7ay NEERTS

AFTYv72ay NEERTDHEIC, DEZETIVEAFTZ Amazon S3 /AT Y NCRHETEIHEN
HYVET, NTYPROERIZCOVWTE., "Ny haERTD) 25BLTLSEEV, N\TY D
N=23a-_2TEH—N—TIOCAOOJRERZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,
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® Note

D AmMazon SANTY RDZA 79140 EF. ERATEEEhELA. NTYRDTA
THA40)IEAYV—IIHDSERBTHIHENHVYET,

NTY NCTOEAFAZENTSICE

1. NTYRNUARDSERLENTY R EBRLET,
[7OAH#A 2T 2BRLET,
[INTY RRUS—] T [{mE] Z:B8RL KT,

N7y RRUS—IDROAF— AV REBMLET. UTOEEZESOEICBERI TS
We

H w0 D

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

THR—REBREN—2I 2 OXFINHY)ET AWS, FiH
ICD2WT, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly ZZRL TS E&E L\,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -
cluster-manager-role-{AWS_REGION}}"
1,

"Action": [
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"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
I
"Principal": "*"

AFTVv72avNEERTEICE

-

A w0 DN

ATy 723y hOER] 2BRLET,

ERR L %= Amazon S3 /NI Y NODBHTZANLET,

NTY RNRIZRAFTY T2y NeRETDINAZADLET,
EfE] ZIBIRLE T,

5l z IE october2023/23 TT,

AFv7Tav hER
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r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I A

5. 5~1070%, AFv 723y NR—ITEHEZBRLTAT—RAZERLET, AFv TS
av NE, AF—X AN IN_PROGRESS #*5 COMPLETED CZEh D ETEMICHZVYEL
Ao

AFv7ay NoEHR

BEOATY7>ayvhz2ERLES, TOAFTY72av R Z2HULVREBCEALTF—X2281T
TEET, BEAATYTVIAY REZHENDIESIZ. VY RNIFHFLWRUS —ZENTBHE
NFHY)ET,

AFv72avhz@RYIdE, I—Y—TOEAFA, 70T I9K YT RNIITARY
. PORAFAZOAT77AL., 77ANLNDATLABREDT—2FHFLVWRRICIE—Eh&E
T, I—H—tv2 a2 @GLTUVT—hEhELBA, ATV T3y N EREhDE, &Y
V—ALO—ROEFBHRETFIVILT, TORFTYTIIYMNBRICFEETIHNESHE
BELET. LIO—RHFEBELTVBRIEFEE, AT YT IV REFHFLLVRETOVY —ADE
BMEZAFYTLET, BRIPF—2HETRIRE, L5 LO—-ROFE. tHOEEN K
DY —ABHREERETXTIY, RORAUZEALTENEF—2ZEELLHLVLIO-RY
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fER & " E 9: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
D ApplySnapshotID&SICRZX 2k, AF v 723y NOBREREAD ECICEBBEhET,

ATV 723y RNF7IT—=232f, APy 723y MUY —AOATRMZEZFIYILET. #
LWRIRTEATERVIU Y —RRBEREhERA, KEVY—RZHODVY—-ADFE, ATV
>3V NIEKEVY—AOAAKZTFIVILET, KEVY-ANERATERZVESE, KEJY—
ABLTXA )Y —ANERENET,

FLUVWREABEES Y ICBVA, KMUKEHESE, CloudWatch OJJIIN—7"TRo2A>1=07/
res-<env-name>/cluster-managerDFMZMERTEE T, O T ICIE [apply snapshot] T A
HYEFT, RAFYTTIAVIRNEBALES, R=IDSFOAT—RFAZHERTE £ Jthe section
called “AFv 73y NEHE

NTY NCTOEAFAZEMTSICE :

1. NTYRVARDSERLENTY FEEIRLET,
2. [TPUORAFH] 272 BRLET,

3. NTYRRUD—]THmE Z2EBRLET,

4

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEBATSLEE
W

« AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -
cluster-manager-role-{AWS_REGION}}"
.
"Action": [
"s3:GetObject",
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"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
.
"Principal": "*"

AFv7ayv NeERATDICE

-

AFv7iayvhazEA 2 8RLET,

2. AFTY7avREEL AmazonSINTY NOEZHIZADLET,
3. NTYRNAOARFTY T3y AOT7AINNAEADLET,
4. [EE] ZBIRLET,

AFv7Tav hER
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~100%. AFT v 723y NEEBR—ITEFREBIRLTCAT—RIAEEELET,

REREICE. ROFSBHBREVFHMEIRRIEAKT,
- 2%

REE7O0ESa = 0 LE1—YY—0BEEI—H—FBPEX—IIBEOERERRLET,
DITR—BILNDEZANILEEEETFANERETEET,

- ID7ONAHF—

Single Sign-On AT —Z ABENEHRZEZRRLET,
« XY KND—7

TOEARADOVPCID, 7L74YORJANIDsERRLET,

» Directory Service
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A—H—BENARDT—ROTITATFALINIREES—ERATHIV RN —IL Y NI ZR—
¥ —ARN ZRRLET,

- Research and Engineering Studio PaN & demoadmind v

RES Environment Management (6]

Environment Settings

View and manage environment settings.

Environment Name AWS Region S3 Bucket
res-demo2 us-east-2 res-demo2-cluster-us-east-2-930513735672 [4
General Network Identity Provider Directory Service Analytics Metrics CloudWatch Logs SES EC2 Bi >

General Settings

Administrator Username Administrator Email Home Directory

clusteradmin /internal/res-demo2

Locale Timezone Default Encoding

en_US America/New_York utf-8

Web Portal @

Title Subtitle Copyright Text

Research and Engineering Studio - Copyright {year} Amazon Inc. or its affiliates. All Rights
Reserved.

OpenAPI Specification i

Environment Manager APl Spec

https://res.demo.ingenio.hpc.aws.dev/cluster-manager/api/v1/openapi.yml [

Swagger Editor
https://editor.swagger.io/?url=https://res.demo.ingenio.hpc.aws.dev/cluster-manager/api/v1/openapi.yml [4

=LY NOER

Research and Engineering Studio l&, ZFERALTUTOI—IL Y h&ERIFL ETT AWS Secrets
Manager. RES &, REOERBEIC—IL Y N2EBBNICERLET,. REOERBICEREY
ABLES—=OLY RE, NTA—=RELTADENET,
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>—OLvY KRR B £ E iz RES ADEh-EEE
<envname>-sso-clie IRE A @ Single Sign- v
nt-secret On OAuth2 924 7F

>h—=ULvY b

<envname>-vdc-clie
nt-secret

VDC ClientSecret

<envname>-vdc-clie VDC Clientld
nt-id
<envname>-vdc-gate = RXA 2 NOHEHZDER

way-certificate-pr

ALAET ZAR—K

ivate-key +—
<envname>-vdc-gate = RXA 2 NOHDER
way-certificate-ce FEERE

rtificate

<envname>-cluster-

manager-client-secret

<envname>-cluster-
manager-client-id

<envname>-external-
private-key

JSAR—Z—D
¥ — ClientSecret

HSAR—IZ—T
¥ — Clientld

RXAODEEES
AAETZAR—K
;\:_

<envname>-external- RXADBECESR
certificate SERRE
<envname>-internal- RXADBEZESR

private-key

<envname>-internal-
certificate

ALAET Z A R—h
:\:_

RXA > OEERE
THE

—ULYNDER
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B £ME Nz RES ABEn-EEE

SHI:I

—OLYbRhE

<envname>-director v
yservice-ServiceAc
countUsername

<envname>-director v
yservice-ServiceAc
countPassword

RN —2L Y N ARN fEl&, DynamoDB @ <envname>-cluster-settings 7— 7 JLICEEN TV E
T

F— Y—2

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certificate.certificate_secret_arn ARV Y
vdc.dcv_connection_gateway.certificate.private_key_secret_arn ARV Y
cluster.load_balancers.internal_alb.certificates.private_key_se ARV Y
cret_arn

directoryservice.root_username_secret_arn

vdc.client_secret ARV
cluster.load_balancers.external_alb.certificates.certificate_se ARV
cret_arn
cluster.load_balancers.internal_alb.certificates.certificate_se ARV
cret_arn

directoryservice.root_password_secret_arn

cluster.secretsmanager.kms_key_id
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*— Y—2
cluster.load_balancers.external_alb.certificates.private_key_se ARV Y
cret_arn

cluster-manager.client_secret

dAARNDEZRY 2T EFIH

(® Note

Research and Engineering Studio 7O T U k& ICBE{I 1% Z & 1& AWS Budgets . T
BFHR—KREhTVEHEA AWS GovCloud (US),

AWS Cost Explorer Z#AL TFEZERL ., JARNZEEIZCLZHEHHLET, MBREEES
NBZENBHYVET, HHICOVTE., & OBEEVITR-IJESEBL TL & Lithe section called
‘AWS COERED H—ER",

OANEBHZXETSLHIC, RESTOPIINE ATERESAEFEICHERTDCEANTESR
¥ AWS Budgets, £9', BRIANBDRITATREZIET VT AT ULTIDHVENHYVET,

1. (%4 24> AWS Management Console L. https://console.aws.amazon.com/billing/ T AWS
Biling A2V —)lZ2REE T,

2. AANEDRYT Z2BRLET,

3. &V res:EnvironmentName XU Z#FKres:Project L TERL ET,

4. [TOT1471]) ZBRLET,
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Billing

Home

v Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports

Cost categories

Costallocation tags (19
<@

Free tier

Billing Conducter [2

L]

Cost Management
Cost explorer [4
Budgets

Budgets reports

Savings Plans [4

L]

Preferences

Billing preferences
Payment preferences
Consolidated billing [4

Tax settings

¥ Permissions

Aébnrsnd naticins FA

® Note

Cost allocation tags .«

Cost allocation tags activated: 3

User-defined cost allocation tags AWS generated cost allocation tags

User-defined cost allocation tags (2/47) info

¥ Download CSV

4
&

‘ Q Find cost allocation tags 11 matches

i)
-] Tag key Y Status v Last updated date Last used month v
(] res:BackupPlan ® Inactive November 2023

O res:ClusterName ® Inactive November 2023

a res:DCVSessionUUID ® Inactive November 2023

[} res:EndpointName @® Inactive November 2023

res:EnvironmentName \3/ ® Inactive November 2023

O res:Moduleld @® Inactive November 2023

O res:ModuleName ® Inactive November 2023

[} res:ModuleVersion @® Inactive November 2023

[m} res:NodeType ® Inactive November 2023

res:Project ® Inactive November 2023

RES 2UNTF7OM4RICKRRENDETICHRAR 1 AL LB EENFHYVET,

RES VY —ADFEZEKTDICE :

1. BRIAVY-IALS, FE 22RLET,

o & b

FEOER Z2BRLET,
[Budget setup] (FE M EXE) T. [Customize (advanced)] (HAZIY A1 X (BE)) ZBIRLET,
FEEA7 T, JANFE-#E 2 BRLET,
[RN]ZOVYOLET,

JARDEZRV T & HI4H
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10.
11.

‘vji‘\
FEED

Billing %

Home

Billing

Bills

Payments

Credits

Purchase orders
Cost & usage reports
Cost categories

Cost allocation tags
Free tier

Billing Conductor [

Cost Management
Cost explorer [4
Budgets | 1 )
-
Budgets reports

Savings Plans [4

Preferences

Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

Permissions

Affected policies [

® Note

Step 1
Choose budget type ChOOSE bUdQEt type Info
e Budget setup
Set your budget 3
L 4
Step 3 ) Use a template (simplified) © Customize (advanced)
Cnnﬁgure alerts Use the recommended configuratiens. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \&/

member accounts.

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon 53.

Manitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

\Ff/ |

Next

HME T, TEODAYP TV Budget BZADL T, THIOVNOMOFEEXFILET, HlX
(EnvironmentName]-[ProjectName]-[] & £BudgetName T 9,

BRE T, 7APIIVNIFEENEEEZANLET,
FEHE T, 7IIEZ—EEO AWS JARNTFA X223y #&RLULET,
[Add filter] (7 1 L 2 —%&3B0) ZBRLET,
TAX>3a> T, 2T #2EBRLET,
2% T, res:Project Z:&RL £,

BT EENERATRICZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RERICBE 2125, TEZERTEERT,

12. T, Z7OPTORNEBZBIRLET,

13. 7140 2—%@ER 28RL T, 7OVI IR T AINE—2FEILTEYFLET,

JARDOEZRVZ T EHIH

121



Research and Engineering Studio I—H—H4A KR

14. [RN\1Z0VYOL& T,
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

JARDOEZRVZ T EHIH 123
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15. (A7°23a)FPZ—hOLEWVMEZEMLET,

16. [AN\1 =20 UYOLZET,

17. (F723V)TPI—MIBRESHTVBEBER., TRYFTFOIavEERALT, P5—KNTH
WOTo>a>rzRELET,

18. [AN\1 20UV OLZET,

19. TEREEZBREL, "BHNOFENTX—Z, TELVRITHFBEETATVD L ZHERLE
9,

20. [FTEZEHX)Z0 VY ILET,

FENMMERE S, 7O IV NOFEEEMCTERT, 7OCI IV NOFEEZEMICTSIC
k. "1 Z3BLTLKEE Whesectioncalled “ VO IV N EwRETD, FTEEBAD L, RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHIZFELERBALES. TAINY T I&
SlEHmEIELET,

RES Environment Management

Projects

ent Project Ma

Title Project Code Status Budgets Groups Updated On

* DemoUsers

Actual Spend for budget: RES1-F t1-Budget1
project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Fo

Forecasted: 394534 USD * ProductUsers

FHZZETRIHXEN HBHERR. IVV-IILICR>TFEEZHRELET. RES ATEENEFY
CBDETICFRKRI5DHADNBDBENHBYVET, ik, 7O I VN EZRELTCTFEEZEMNIITS
CEETEXRT,
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HmZERTD

coto>arTlR, REFAINYTZEAL THOI—F—EATRL—232F2LH0HA
AOAZI—F—ICRHELET,

NeY

c REFAIRYT
- HEFRIOKYT
« 77ANTZO0YH
« SSHT7VtA

REFAIONY T

FRFAINYTAVB—TIA A (D) EZ1—-)L2EATHE, 1—H—IF T Windows £k IE
Linux REFAIVRNY T2 ERBLVCEBTEEXT AWS, 1—H—F, UL VAN =B LVEE
EENEBRICAYOY—=)INETTI)r—>3>2TAmazonEC2 4 VAR ARRBETEEXT,

RES Home

Virtual Desktops

windows-session MyDesktop2-linux I Connect

@ Initializing Windows t3.medium @ No Schedule ©Ready Amazonlinux2 t3.medium @ No Schedule

Your session is initializing ...

( Actions v ) ( DCV Session File )

33

MyDesktop3-windows 2 Connect

©Ready Windows t3.medium @ No Schedule

REFRONY T 125
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HLLWTFRAOKNY T ZEETS

1. XZ1—H»5. My Virtual Desktops ZiEIRL £ 7,
2. HFLWMRETFRAIKNY TORE Z2BRLET,

3. HMLLWFRIONYTOFMEADLET,

4. [EfE] ZBRULET,

TFRAINY TBHREECHFLVA—RIFISICRREh, FAOMNY T E 10~15 B ARNICERTE
BEOICHEYET, BERFEE, BIRULEAX—DICK>2>TERYET, RESIEFGPUAM AR
AzeHL, BEITDIRZFAN—%ZAAMN—=ILET,

FRIONYTICTOERATS

BRERFAIONYTIZTOERATDICE., FRAONYTOH—REERL, VDI7 0947 NEER
DCVIZAT>hefERAL TEKELET,

Web connection
DITTSIOYNSTFRINY FILT IV EATH2ONREB[ERERAETT,

Connect ZBIRT2H., YAZXAMINEZBIRLTTSIOHLSEETFAINYTICT VAL
x99,

FLOWFRIKNY T Z2BBTS 126
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MyDesktop3-windows (2 Connect

-------

C & DCV Session File )( (7 ) ) ( Acis v )

DCV connection

DCVIOTATURNBRRATTFARAINYTIZTOERATSDE, ZFEON T —XANBSIE
¥, DCVEBHTICT7IVEATSICE :

1. DCVEY> 32774 ) &BRLT, dev 774N X O2O0—-RLET, DCVIZAT
PN ATLALAVARN=IILENTVIZRENHYET,

2. AVAR=LFEICOVTE, ? TAOVZERLEXT,

FRINYTILTOERTS 127
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

L zIp & MslI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAVNY TOREEZHET S

FAUNY T OREEHET B

1. [FUYav] &BRULET,

2. REBFAUKNYTORE EBRLET, K04 20OMH SBRTEET,
* [Stop] (f1E)

FLELEEYZADTRTF—ENERDONBDEREBL, FLELEEYSZIVEVWOTEERT
XY,

- BED

REOtEY>a>ZBEREBLET,
- RT

FAINY T OREZHET S 128
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Y2 avERSICKRTLET, I7IXTILANL—JZFEALTVSREE, By 3z
RTIFTRET—ENKDODNDAREMEN BV ET. RTIBHEIZ, T—REZREST7AILTRA
TLINY OTYTSRRENHYNET,

« {KiE

TAIVRNYTOREBEXEVCREEAET, TAIVNY T Z2BRBIDE, 77U T—23
VREBRAEATIN, VE—MERSRDIADAREMI HYET. IXTOA AR AN
LEZHR—RLTVWRIDFTRAELS, AT2AVRBA VA AOERBFICEDICEZ>TY

PHEEILOAFEATEET, VARV ANZOREBETR—NLTVWBRHLESH EERTS
k. TIRIEDRETRSRA ) 25R LT EE L,

RETFAIRNY TOEE
REFAINYTON—KIITEEHITDH, £V IVEEBETEET,
1. AVABRYAYAXEBETRHIC, Y YAV EBLTBBENBUET,

a. [FPo>av]zB#RLET,
b. REFAINYTOIRE BRBIRLET,
c. [Stop] (L) ZZEIRLFT,

® Note
KIELEEYZAVOTFAINY THAAEEHRTEE A,

2. TFAINYTHEBLELECLZ#RELES, 7232y 2R, Y232 0EH 2RRL
x9,

3. EYIIVHREEETIN, BEBTAINYTHAXZEBERLET,

4, [EfE] ZBRLEY,

5. AVARVANE#ENLES, FRAUKNY T Z2BREBLET,

a. [70>3a2]z&RLEY,
b. RETFAIKNYTOIRE Z:BRLET,
c. [BAR] ZEBRLZET,

REFRAIRNY TOEE 129
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Yy alEReENMBITS

1. [79232]2&8RLET,
2. BHRERT ZBRLET,

BREFAINYTZATZ1-)9%

F7AILRTE., REFRAINYFILEAT D 1= B, Y23 aGELErEKRTITRET
TOTATODERIIBRYET, £, FRAINYTRETA RIVIREIZAZ EFLEL, B>THELEL

BUOUEKSICLET, 74 RIVIREX, TOT 17 BEHEN 3L, CPUBEARNIDELLEE 15 0H

15% RBTHBDCEICLK P TREFYET, TRAIMNY 7 Z2HEHNICEBS LVOELETEIEDICAT

1= )ERETEET,

1. [7o>3av]zBRLET,

2. [ART21—)]Z&8RLET,

3. BZEICATD21—-)L&&ZRELET,

4. [REF) ZBRLFT,

YT IaVEREMETS 130
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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HETFAONYT

HETFAOKNY T TR, HEThTVWAFRAINY T ZHABTEELT, TAVNY T ICERETSDIC
. EBERLEEABETEVRY, Y2 a2 MBELERECNATVILEN BV XD,

&

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect 4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

Y2 atEaRETREEl,. HRAEXEZEOT IV EAFAZRETEET, flAEF. OAZKRL—>3
YLTVBRTF—AXA NCHRABMWERT IV EAEEZNETEXT,

FAONY T%2HEE5TS

1. FRONY TRy arhs, 7o9>32 #8RLET,

v a T oOEAHA 2ERLET,
A—H—ETORAHFALARILEBIRLET, BEMHRERETDEETEXT,
[R1F] ZBIRLE T,

> w0 D

HEFRAINYT 132
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

{Q demoadmin1 X] [ Owner Profile a ] [2023/10/22 ] [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the Vv
Session Owner on the DCV Session

DEAHFATOFMCOVWTE., T #28BL TLFE Whe section called “7 2 AHFRA7O7 7
L7

AN

HEFAIONYTSIZTOERATS

HEFARAIKNYTHS, HEETNTVWBRTFAINYTZRRL, 1 VARV AILERTEXRT, UI
T775OHEEEDCV TEMTEEXT, BHITHICE., "1 OIERICHE2 TL & Whe section
called “TFAIKNY FICTOEAT S,

TJ7ANT o0

T77ANT SOV FERTRE, JITR—BIDSTPAINATLICT I EATEET, B
BEBBDTTANATALETCT O LAF A ZE OERATRELAINTO I 7AMIEZEBRTEET,
NYOITYRANL—2 (Amazon EFS) &, §XTO Linux /—RTHEATEET, Linux BRY
Windows /— RTl&, FSxfor ONTAP ZEATEEX T, RETFAINYTLEOT7 7ML OESHFHIE,
—ZFIINEERVITIR—-ADT7PANT SO ENLET7AILOEHREFILUTT,

REFRINYTIZTOLATS 133
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouser 1

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

J77A4INOF Yy 70O—R ()

1. [774)0V2T7y70—-R]ZBRLEY,
2. 77ANEHKRTDHA, PTYTO—RIBTIT7AINESZRBLET,
3. 7y70O—R(n) 774 ZERLET,

77 AN ZRIKRT D (EHT )

1. HIBRTB 7 74) (BEA) 2FBRLET,
2. [FO>av]=&RLET,
3. 77A4INOHIK EERLET,

Rk, FEOTVT7ANFLERT7ANEZH7IYIL, 77A4LDRIKR 2BRIBDEETER
ER

BRIAWEEETD

BEERT7AIX 7 AN ZBEETDICIE. ThozdBRICAYICEMLET,

1. 77ALNEERT7AIILTZERLET,
2. BRICAY ZEBRLKT,

774LOT Y 7O—R (BT ) 134
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TG, FEOTVFANEERT7ANEZEIIYILT, BRICAY ZEBRIBZDEETES
ER

® Note

BRICANBO—DLT SO CRFEAET, TV EELEY, Fyv> 1D
TLEWTRHEER., BKRICAVZBEVEOIIHBENHY KT,

7714 OimEE

DIJR=BIAOTFARNR—ADT7AINOAV TV 2mETEET,

1. BEFIBRT77ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,
2. B#EITV., ’RTFE 2BRLEXT,

7 7 A4 D¥RE
7PANEREEALT, ABT7FANERT TV —2 a2 EALTI 7ML EERALET. K
OTF7UT—2avHSBRL, BEOETCR>TI 7L ERATERT,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

774 DiRE 135
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

SSHT77tA

SSH ZEAL THRABRANCTIVEATSICE :

1. RESXZ21—HAS5SSHT7ItRA ZBRLET,
2. TOERAICSSHREFPUTTY ZHEATDICE, BEHOERICHE > TIEEZL,

SSH7VtA 136
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NZTNDa1—F127

CORFIAIXVNIR, ATLZEZRVUIRFEE, RETDAREMEOHIR/HEDHED K
Z7ND1—FAVTHFECETREBNIEENATVET, BEOERENF R O2ASBVEEE,
TEMDORZ TN 1—TFT 42T REY Y GitHUbA ROH 2 BEN HY ET,

(N =Ry
s AARN—=I)IDOEE
- IDEEDMEE

12 A=) DERE

(N =Xy

» AWS CloudFormation A& ¥ 7 EWaitCondition "kELEXvtE—2%2ZELERLE, EVWS
XV E—IT BERTEERA, TT5— : AT—2X ATaskFailed, "

« AWS CloudFormation AZ Y I EEICERE NIZRICE X—IBAFZEZTLELV

s AVABVADHAVINELR vdc O hO—F —AFKEBUREE

s REAT DTV BNIF—ICKWIRE CloudFormation AR Y U QHIBRICKEKT S

- REQERPRICCIDRFOY INTX—RTIS—HARELELL

+ CloudFormation JRIBERF D AZ Y JERD KK

« KEBUY—Z (FF) AR Y Y OHERA AdDomainAdminNode CREATE_FAILED T4 T

AWS CloudFormation A& ¥ 2 [dWaitCondition "k L XY E—%F
FBLELEL EVWSXAYE—IT ZIERTEFTEA, I57—: AT—XA
TaskFailed, "

BEEZEETSICE. &£LVWSRETO Amazon CloudWatch OJ J ) —7 #FAXE §<stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [
UCBBIOOTJIN—71ERHDEEE. RNICEATEZOTITIL—T28XET, OJHROT
T=XYvtE—TCR. BEICEIIFHBENI RTENET,

AVAN—IILDOREE 137
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® Note
NTA—BREIZAR—ANF BV EZBRELET,

AWS CloudFormation AZY N EBEICERENERICE X—)LBHANZ
g~ 48

A IEEIZ AWS CloudFormation FERRE NmBICE X—)LOBEESELLEN > 1BEIE. UT A
wmlLET,

1. EX=LTRLANGX=ZHNELKABEThZZ#FELET,

EX—=ILT7RLANELLBEVWDA, PUOEATEZWE S, Research and Engineering Studio
REZHIBRLTEF7O0/LET,

2. AmazonEC2 AV —=ILTHAIOINA AR AN ZHEZELET,

<envname> 7L 74 Y VA NV Amazon EC2 1 VARV AN T EHRE L TRRE N,
FLLVA ARV AICBEBRA SNEBE. XY NDJO—2UF12iF Active Directory M E%7E IZ EIRE
NFHDAREENFrHYET,

3. High Performance Compute AWS L 2 E%2 77 O4 L TARBIY—RAEERT D 5HE
. VPC, 7SAR—KNYTRYRNENTUYIOHTZY RN, BLROZTOMDIBRL =/NF
X—=BHARY DICE>THERENECLEEZBRELET,

NZA=ZOVWThANELLBZWEER, RESIRIREZHIBRLTETF7O/MT2LENf 25
BFBYNET, FRICOVWTR, "#mET7A2ARN—ILFET, 1 ZBRLTSEZL,

4. MEOAFRVY—AZFEALTRREZTF7O4LESBEEFE. XY NDJ—2 & Active Directory #°
HMEETNEREE—HBLTVBR L ZHRELET,

AVTTARNTOF ¥ A2 AR AN Active Directory ICIEEICSMUL L 2RBRBITRH L
NEETT, DATY T %Hthe sectioncalled “41 VAR ADY A V) ElE vde I hO—
TN RBUREE'L TRBZHRRL T EEV,

A2VARADY AN ERIE vde O MO—F — A" K BUREE

COBMBOREMEMOEVERIIE, VY —AN Active Directory ICIEtE L ESMTE RV LT
CB

AWS CloudFormation AR Y VN EEICERENLERICE X—ILBANFZESnEV 138
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BREZRAL TS ICE

1. X RZA4 A5, vdc-controller DRITHDA ARV ATSSMENEY > a > ZRAKLE
9,

2. sudo su - ZR{TLET,
3. systemctl status sssd ZETLET,

ATF—=BANETIVT 47, k¥, FLROTICIZ—HNRRENDEHEE, 12 AZ 2 A Active
Directory ICSMTEEXEHEATL I,

[root@ip-. 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step .
15:42:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step 1 | IJNisee errors
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step highlighted in
15:42:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step RED here
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

SSMIZ—0O7

BEZFHRTDICE :

« RBUOXRZAVAVARVANS, cat /root/bootstrap/logs/userdata.logZzs:
LA ZR/AELET,

COBER, ZAS5ND 3 20REFEROVTIATHD AN B ET,

BRARE 1: FIEK Idap EHROFMANIADETAEL L

OJZ2RELET. UTHERER)IBRENDIFEE. 12 A2 AlF Active Directory ICSIITE E
BATL

+ local AD_AUTHORIZATION_ENTRY=

AVABRADY A JIEREF vde > NO—F—H KBUREE 139
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+ o+ o+ o+

(L -z ' 1]

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’
+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

retrying in 34 seconds ...

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RESAZY IDERFIC, ATONFX—REAELKADENEZEZHELET,

directoryservice.ldap_connection_uri
directoryservice.ldap_base
directoryservice.users.ou
directoryservice.groups.ou
directoryservice.sudoers.ou
directoryservice.computers.ou

directoryservice.name

2. DynamoDB 7—7 ) DE- EZEHLET. 7—7 Ik, DynamoDB AV —=)LDOT—T7 )
CHYNET, T—7ILEEF THRIYBEHNHV) FJ [stack name].cluster-settings,

3. 7T

—TIWNEEFHFLES, BEREA AR A%ERITL TWS cluster-manager & vdc-

controller ZHlIBk L E ¥, Auto Scaling I&, DynamoDB 7—7 L D &FOEZFERAL THL WA
VARV AZEBBLULET,

BAERE 2: ABH&E hi= ServiceAccount 1—H—FZAEL &L

OJ N #IR9EHSInsufficient permissions to modify computer account, AZXY I ®
ERBFIC A B U 7= ServiceAccount BRIATEEL < B VATBEMA" BV F T,

1. AWS 12V —JLA 5 Secrets Manager ZHZ £ 9,
2. directoryserviceServiceAccountUsername ZRZELET, >—JL Y NE THHIHLE

A& EJ[stack name]-directoryservice-ServiceAccountUsername,
3. —ULYPZERVWTHEER—ZZRRLET, >—IJLYRNET, 2—JL Y NMEOEIE 7
BIRL, ZL—FTF AN 2BRULET,

AVABRADY A JIEREF vde > NO—F—H KBUREE 140
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4, ENFEFEILEHEE. BEETHORED cluster-manager 1 > A X > A & vdc-controller A
VAR A%HIBRL £9, Auto Scaling Ik, Secrets Manager DERFTDEZFEHL THL WA >
A AZRBEBULET,

BAERE 3: A& hi= ServiceAccount /NAT— RAEL < &L

O71C ERRENTVWABIEESInvalid credentials, AZY IDOEREICADL =
ServiceAccount /XA — RAELLSBZVATREMAN B V) £ T,
1. AWS 2V —J)LH S Secrets Manager ZBZ £ 9,

2. directoryserviceServiceAccountPassword ZB®RELET, >—IL YN THIHE
A&V EFd[stack name]-directoryservice-ServiceAccountPassword,

3. —ULYbPERVWTHFER—SZRRLET, >—JLYNMET, >—JL Y MEOHE %
BRL, Z7L—2FTF AN 2BRLET,

4, NAT—RESNEBE, FEEAALENAT—RHFELWAES DA SHWVEE
(&, Active Directory & Secrets Manager T/NXATJ— Rz &Y NTEET,
a. TNAT—RzZUEY NT5IZIF AWS Managed Microsoft AD :

. AWS O V-—)ZzBEE, IZBEL F£T AWS Directory Service,
i. RESFALUNUDTALIKRNUIDZERL, 70232 2BRLET,
ji. [Resetuser password] (1—H—/NAT—RzZUEY hTD) ZEIRLET,
iv. ServiceAccount 1—H—FZZAHLET,
v. FILWINAD—RZEAAL, NAT—ROUEY N 2BIRLET,

b. Secrets Manager T/NXAT—RZUEY NTDICE :

i. AWS 1>V —JL%ZBE&, Secrets Manager ICBEBL £,

ii. directoryserviceServiceAccountPassword Z#&EL&EYT, >—7
LYy MNE THBIYVENSHV) FJ [stack name]-directoryservice-
ServiceAccountPassword,

i. =LYy ERVTHEEAR—ZRRLET, >—JLYNET, >—JL Y NE
OEE ZiBIRL, 77L—TFAN Z2BIRLET,

iv. [#mEE] ZBIRLFET,
v. ServiceAccount I—H—OFHL VWNAD—REZREL., REF 21BIRLET,

AVABRADY A JIEREF vde > NO—F—H KBUREE 141
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5. EAEHEhESER., BRERTHOIRED cluster-manager 4 > AX > A & vde-controller
VAR AZHIBRL E T, Auto Scaling i&, RFOEZFEALTHLWVWA AR AZEEHLE
CB

EAT T O NIT—IC&V)IRIE CloudFormation A XY 7 O HIERIZ kBL
T3

BEQKEFEATS IO NIS—HEET[env-name] -vdc CloudFormation A& ¥ 2 O BIRA KB L
=% &vdedevhostsecuritygroup, AV =)L &AL TAWSRES MERL BT XY NEE
FEF1UF14TI)N—TICEBE N AmazonEC2 f VAR AN RRATH B AREMN H ) ET,

COREZBRITDIZE. COFETEBESNIEITINTO AMazonEC2 /1 AZ VA% KREL THR
TLEYT, TNE, REOHIBRZBHETEET,

REOERPICCIDR 7OY INFA—FTIT—HFRELELLE

BEZERTDIE, LARVAAT—ZAN [FAILED] @ CIDR 70OY INTX—RICIZ—H KR
EhFET,

IS5—0H -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COEBZBRITDIEHICEEENDERIFE xxx.0/24 £7=F x.x.x.0/32 T,

CloudFormation IRIBERF D A XY VERD KK

REODERICE., —BEOVY—AERARL =23 UfEFENET, V=23 20K 2TRE, FvN
TF 1A DOBENFKLEL., CloudFormation AR Y JDERNF KERTDENFHYET,

COHEE, BWEZHKRL, EREZBEHATLTIKEZV, &, BOV—23a> TERZBRITITS
CEETEXRT,

KEATS T RIS —IZ&V)IEBIE CloudFormation A% Y 7 DHEIKRICKKT 142



Research and Engineering Studio I—H—H4A KR

AEIY =R (TE) AR Y U OEKAD AdDomainAdminNode
CREATE_FAILED T&%H 9%

TERBEAZY VOERNIROIS—TRBLUEBE, A VAZXAORBEZEOIOES I Z Y H
(2 Amazon EC2 O/NY FEAN FHEITRELECEN ERTH S AN HYYET,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

RBDERZRHETSICE :
1. SSMAT—KIZ—=—Jv—T, NYFEANREETNATVIAESH, BLTIXNTOAVA
BUACRUTREENTVRLESH ZHAELET,

2. SSM RunCommand/ZFF—hX—=2 3> ORTEET, NV FEHABED SSM RFI X KNDE
THA VAR ADOREE—HTILESHERRELET,

3. IRIED AmazonEC2 A VARV AOOT 7 7AINT, O—ANAV AR AOOT L& &R
LT, Z7OEZ3aZVIJHRIECA VARV AN BREBENIENESHZHIELET,

NY FEANrFEETEEBENrRELEBEE. EFHLSPBLSEE 15 5EICRES AV AZAD
NY FERZESEBET,

ID EEDREE

SUTNY A F (SSO) £ IDBEOEEALDHER, REIANEETRELET, SSO B
EOBRECOVTR, UTESBLTEE L,

« the section called “IAM Identity Center T SSO ZXET D"
« the section called “> > ')A > 74> (8SO) A® ID 7’O0/NA4 X — N ERTE"

IDEBICEHETZETOMOBEORNST TN 2 —FT 42 TIZ20VTRE, ATORZ TN 1—F4
YIREY OZZRLTLSEE W,

NEY D

s RBICOJA429%E, 3IKEATAUR=JIERVETD,

s OJALESELEEZEL TO—H—HARIOPVFEEAL EVWSTIFT—HERREND

AU Y —R (FF) AR Y U DR A AdDomainAdminNode CREATE_FAILED TXAE ¥ % 143
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o 1—%%—74" Active Directory ICIEMENEL A, RESIC FHYUEEA

s YAV OERBICI—F—HFERATELZL

 CloudWatch 75 AZ—XZ—2v—OJ0H A XHIREBIS—

REBICOJA>92E, I<ICAOTAIR—DICEYET,

COEEK, SSOMENHRENHE->TVARBEICRELET, BMEZBEITHICE. O ~O—
Z— 4/7\9/7\0”]7725&%\ 'n"_'_'_CI7 — A BVWHAERLET,

OJ =BT 3ICE

-_—

https://console.aws.amazon.com/cloudwatch/ T CloudWatch >V —)LZHE £ T,

2. OJTIN—=7Hhs5, EVSBREOIIN—T%2BDFFET/<environment-name>/cluster-
manager,

3. OVIJIN—7%#RVWT, OJARNI—LHADODIZ—Z®ELET,

REZHEEITDICE

1. DynamoDB 12V —)JL (https://console.aws.amazon.com/dynamodb/) ZB& £,

2. T AHhs5, EVWSEBHOT—TINERDITET<environment-name>.cluster-
settings,

3. —7LERE. T—7IINEEORREBRLET,
4. TANR—tITITVEREL, UTOERZANLET,

- BME-F—
- Xk -%2ET
*+ {E -sso
5. [%?f]&ig?ﬂbﬁﬂ'o
6. ENLEXFHT, SSOBREMAELVEZBRELET, ELLAKVBERE, sso_enabled

=\= DfE% False ICZEL X9,

RECOJA4>92E, 3<ICATAUOR=ZJIZRVET, 144
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Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
Y
[ value ] O True © False

7. RESA—H—A2R2—T7I/4AICRY, SSO ZBHREL XY,

O 4 L&SELEEEIL TI—H—AEO2AYERAL EWSTS—
HFRREND

RESA VA —T7IAAICOTA>FBEEIZ "Usernotfounds EVWSIT—HNRRENDBE, T
01— —I& Active Directory ICEEL ETAH, RESICREELEE A, RIEAD ICI1—H—%EN
LEBE, TO1—Y—IE RES LRAMENBVAIEMENHYET, RESF 1 FEACEICEAHTS
S, RORBMARICI-—Y—IPEMENEEZFHL THRIDVLEN BDEEIHYET, 7<
CRBTZICE. T OARATY T IR W E Tthe section called “1—H'—2A" Active Directory (ZIBIIE
nELEDN, RESICABHYEEA,

d1—H%—A RES ICEETDES :
1. BMYYEVINELLKBEENATVDCEEBBELET, FHEMMIC DLV T, Tthe section
called “> )4 >2A2 (SSO) AD ID Z7ONAZ—NERE") ZZRLUTLSEEL,

2. SAML#HHE SAMLE X—=)LOEAAI—HY—DE X—)TRLACIYYETEhTWSC
EETERLET,

11— —7 Active Directory ICIEMMENEL A, RESIC A"HYEEA

1 —1%—7% Active Directory IZBIIL 7=4A", RES I WiEE, ADRESZRNUA—TI2HEHNFHVY E
9, ADEHAIE, ADI>RMUZ RESIREICAVAR—RNTBHLHIC Lambda BEEIC K > T 1 BRI
EILETENET, JBEICE>TR, HILLVI—HF—FLBIIL—TZzEML RICXORBZ7 O
ANRITENDETICEENFr ELUBD N H V) ET. Amazon Simple Queue Service A S FETE
HZRBRTEERT,

A2V ULESELEEEIL TI—HY—HARODPUEEAL EVWSTIT—HFERFEND 145
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RM7OtAZFETHHBELET,

Amazon SQS >V —JL (https://console.aws.amazon.com/sqs/) ZB & £,

1

2. F1—H58, ZERLFI<environment-name>-cluster-manager-tasks.fifoo
3. XvtE—CnEEEREFE] ZBRLET,

4. XV tE—IJAERXICEE, ROLSICAALET,

{ "name": "adsync.sync-from-ad", "payload": {} }
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