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End of support announcement: http://aws.amazon.com/blogs/developer/announcing-the-end-of-
support-for-the-aws-sdk-for-net-version-2/.

This documentation is for version 2.0 of the AWS SDK for .NET. For current content, see the latest
version of the AWS SDK for .NET developer guide instead.
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AWS SDK for .NET Developer Guide

Warning

This documentation has been deprecated.

This documentation is for version 2.0 of the AWS SDK for .NET. For current content, see the
latest version of the AWS SDK for .NET developer guide instead.

Version 2 content (see announcemeq{"@ge) @»

The AWS SDK for .NET makes it easier for Windows developers to b pplication into

the cost-effective, scalable, and reliable AWS services such as A @ ple Storag rv Amazon
S3) and Amazon Elastic Compute Cloud (Amazon EC2). The the supports develo on any
platform that supports the .NET Framework 3.5 or later, and 1 eveloRap icati with the SDK

/

The AWS SDK for .NET includes the following: QK
.NET.

using Visual Studio 2010 or later.

+ The current version of the AWS SDK for .NET. @
« All previous major versions of the AWS ¢

« Sample code that demonstrates how to @ he AWS SDK f with several AWS services.

To simplify installation, AWS provi AWS Tools f ows, which is a Windows installation

package that includes: \

« The AWS SDK for .NET.
« The AWS Tools for Windo owerShell. Fc@information about the AWS Tools for Windows

PowerShell, see t Tools for Pow ser Guide.
o The AWS Toaolkit ual Studio. & nformation about the AWS Toolkit for Visual Studio, see
f S

the AWS Too sual Studi& uide.
As an to installi Tools for Windows, you can use NuGet to download the AWSSDK
assemb a specific application project. For more information, see Install AWS Assemblies with

We reco, img Visual Studio Professional 2010 or higher to implement your applications.
Itis p&%e Visual Studio Express to implement applications with the the SDK, including

9D
&Q\ installing the,Toolkit for Visual Studio. However, the installation includes only the AWS project

templatestand the Standalone Deployment Tool. In particular, Toolkit for Visual Studio on Visual
Express does not support AWS Explorer.

to Use This Guide

e AWS SDK for .NET Developer Guide describes how to implement applications for AWS using the the
DK, and includes the following:

Getting Started with the AWS SDK for .NET (p. 3)

How to install and configure the the SDK. If you have not used the the SDK before or are having
trouble with its configuration, you should start here.



https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/
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Supported Services and Revision History

Programming with the AWS SDK for .NET (p. 8)

The basics of how to implement applications with the the SDK that applies to all AWS services. This
chapter also includes information about how to migrate code to the latest version of the the SDK,
and describes the differences between the last version and this one.

Programming AWS Services with the AWS SDK for .NET (p. 42)

A set of tutorials, walkthroughs, and examples of how to use the the SDK to create applications for
particular AWS services.

Additional Resources (p. 121)

Additional resources outside of this guide that provide more information a S and the
SDK. @
Note \

namespace and class.

A related document, AWS SDK for .NET API Reference, pro @ diled descru%&ch
Supported Services and Rev H|story\Q

The AWS SDK for .NET supports most AWS mfrast ducts nd ularly release updates to
the the SDK to support new services and new ures To 56 anged with a given release,

see the the SDK README file.

To see what changed in a given release, s e SDK chang

About Amazon W erwce%
Amazon Web Services is a ectlo f digital inf ucturé'services that developers can leverage

when developing their applic s. The serw computing, storage, database, and application
synchronization (mess queuing).

AWS uses a pay-as ervice mo @re charged only for the services that you—or your
appllcatlons—K 0 make A u as a platform for prototyping and experimentation, AWS
offers a free r, in which e free below a certain level of usage. For more information
about AWS'cests ‘and the free sa go to Using the AWS Free Tier.

To oEt@AWS account@ e AWS home page and click Sign Up Now.



https://docs.aws.amazon.com/sdkfornet/latest/apidocs/
https://github.com/aws/aws-sdk-net/blob/master/README.md
https://github.com/aws/aws-sdk-net/blob/master/SDK.CHANGELOG.md
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-free-tier.html
https://portal.aws.amazon.com/gp/aws/developer/registration/index.html
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Getting Started with the AWS SDK
for NET

Version 2 content (see announcement alyQve)

To get started with the AWS SDK for .NET, complete the following tasks: @

2
£

Create an AWS Account rede @

To access AWS, you need an AWS account.

To sign up for an AWS account

1. Open https://aws.amazon.cﬁn/%hen choose C @ AWS Account.

2. Follow the instructions. Part o\ n-up pr volves receiving a phone call and entering a
PIN using the phone keypad.

ion email afte Q p process is complete. At any time, you can view

ivity and ma { uraccount by going to https://aws.amazon.com/ and

Topics

o Create an AWS Account and Credentials (p. 3) ®
o Install the .NET Development Environment (p. 3)
« Install the AWS SDK for .NET (p. 4) C)

« Start a New Project (p. 4) ¢

AWS sends you a co

your current accou
clicking My Ac& .
To use the K, must have a
key. Th are used to si

reques s from an authori ource. You can obtain a set of account credentials when you create
mend that you do not use these credentials with the SDK. Instead,
credte one or more@sers, and use those credentials. For applications that run on EC2 instances, you

&valld AWS credentials, which consist of an access key and a secret

an use IAM roles t de temporary credentials.

e preferre ch for handling credentials is to create a profile for each set of credentials in the
SDK Store. create and manage profiles with the AWS Toolkit for Visual Studio, PowerShell
cmdlets or programmatically with the SDK. These credentials are encrypted and stored separately from
any t You then reference the profile by name in your application, and the credentials are inserted
atb e. This approach ensures that your credentials are not unintentionally exposed with your

a public site. For more information, see Setting Up the AWS Toolkit for Visual Studio and
iguring AWS Credentials (p. 9).

r more information about managing your credentials, see Best Practices for Managing AWS Access
Keys.

Install the .NET Development Environment

To use the SDK, you must have the following installed.



https://aws.amazon.com/
https://aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/WorkingWithRoles.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/getting-set-up.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
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Requirements

 (Required) Microsoft .NET Framework 3.5 or later
 (Required) Microsoft Visual Studio 2010 or later
 (Required) The SDK

« (Recommended) AWS Toolkit for Visual Studio, a plugin that provides a user interface for managing
your AWS resources from Visual Studio, and includes the SDK. For more information, see AWS Toolkit
for Visual Studio.

Note
We recommend using Visual Studio Professional 2010 or higher to |mp ur apphcati@

Install the AWS SDK for .NET \@
s@%\s whlch

The following procedure describes how to install the AWS Tool ains the AWS

SDK for .NET. @

To install the SDK

1. Go to AWS SDK for .NET. Click the Download b t e upp rlg®7er of the page. Your
browser will prompt you to save the |nstall 26

Note

The AWS SDK for .NET is also availab 1 GltHub
2. To begin the install process, open the sa install file the on-screen instructions. Version 2
of the SDK can be found in the %releases fol SDK installation directory.
Note

By default, the AW mdows i M‘d inthe Program Files directory,
[¢) the AWS Tools for Windows as a non-

which requires a or perllege 5
administrator, s different installation directory.
3. (Optional) You extension K, which include a session state provider and a trace
listener. For mation, s< S Assemblies with NuGet (p. 39).

u h ve installed the Toolkit for Visual Studio on Visual Studio Professional, it includes C# project
s for a varij f AWS services, including the following basic templates:

%\l onso
Q\ con&& ication that makes basic requests to Amazon S3, Amazon SimpleDB, and Amazon EC2.

oject

ole application that does not include any code.
eb Project

An ASP.NET application that makes basic requests to Amazon S3, Amazon SimpleDB, and Amazon
EC2.

You can also base your application on one of the standard Visual Studio project templates. Just add a
reference to the AWS .NET library (AWwSSDK.d11), which is located in the past-releases folder of the
SDK installation directory.



https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/welcome.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/welcome.html
https://aws.amazon.com/sdk-for-net/
https://github.com/aws/aws-sdk-net
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Start a New Project

The following procedure gets you started by creating and running a new AWS Console project for
Visual Studio 2012; the process is similar for other project types and Visual Studio versions. For

more information on how to configure an AWS application, see Configuring Your AWS SDK for .NET
Application (p. 8).

To start a new project

1. In Visual Studio, on the File menu, select New, and then click Project to open the New Project dialog

box.
2. Select AWS from the list of installed templates and select the AWS Console ject project templat
Enter a project name, and then click OK.
[ New Project
b Recent JNET Framework 4.5 = Sort by: Default - 5= Search Installed Templates (Ctrl+
4 Installed
t— | g WS Console Project Visual C# Type: Visual C#
plates Bootstraps your development of AWS C#
fisual C# . Applications. Please ensure that the
”u\:‘_ o = ST == nETERE AWSSDK.dll is installed on your machine
(ndows a5 it is referenced by the project created
Web O AWS Web Project Visual C# from this template.
b Office "
.
App Services
Compute and Networking
Database
Deployment and Management
Storage and Content Delivery
Cloud
L] ]
¥ Online
Mame: AwsConsolelppd
Location: C\Code_Projects MET - Browse... |
Solution: Create new solution -
Solution name: AwsConsoleApp2

[ Create directory for solution
[] Add to source control

e

3. Use the Aw@entials d(&*o configure your application.

« Specify v@count profile y de should use to access AWS. To use an existing profile, click Use
isting ile and sele rofile from the list. To add a new profile, click Use a new profile and
% edentials infermation. For more information about profiles, see Configuring Your AWS SDK

« Specify a default egion.
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i B’
AWS Access Credentials E

Please specify your access credentials and a default region, these will be
added to the App or Web.config file. Your credentials are available at:

http:/faws.amazon.com/security-credentials

@ lse existing profile

development - ]

() Use a new profile
Display Mame® \@

Access Key ID?
Secret Access Key® ’\Qb

Account number

This is an AWS GovCloud (US) Account v
Default region: | US East (Virginia) [us-east-1] -
[ Skip |
L v "
1. Click OK to accept t uratlon w ens the project. Examine the project’s App . config file,
which will contai hing like the
<configurati
<appSetti
d y—"AWSPr le " value="development"/>
key—"Aws alue="us-west-2"/>
ettings>
guration>

/

al/Studio puts the values you specified in the AWS Access Credentials dialog box
lue pairs in appSettings.

The Tool it fo

\ into th

Not

ough using the appSettings element is still supported, we recommend that you move
ing the aws element instead, for example:

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK"/>
</configSections>
<aws region="us-west-2" profileName="development"/>
</configuration>

For more information on use of the aws element, see Configuration Files Reference for AWS
SDK for .NET (p. 18).
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2. Click F5 to compile and run the application, which prints the number of EC2 instances, Amazon
SimpleDB tables, and Amazon S3 buckets in your account.

For more information about configuring an AWS application, see Configuring Your AWS SDK for .NET
Application (p. 8).
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Programming with the AWS SDK
for .NET

Version 2 content (see announcement a )

This section provides general information for developing software wit e@DK for .N @
s

For information about developing software with the AWS SDK for .NET,
Programming AWS Services with the AWS SDK for .NET (p. 42). 0

ecific AWS i ee
I \Q

Topics @
« Configuring Your AWS SDK for .NET Application (p. 8&

» Amazon Web Services Asynchronous APIs for .NE @
 Retries and Timeouts (p. 32)
« Migrating Your Code to the Version 2 of DK'for .N

» Platform Differences in the AWS SDK f p. 38)
« Install AWS Assemblies with NuGetg{p. 39

Configuring You Slg&or .NET Application

Version 2 ¢ (see @ncement above)

You can configure r AWS SDK for.N pplication to specify AWS credentials, logging options,

endpoints, Or sighature versioq rt with Amazon S3.
The re nded way to(confi an application is to use the <aws> element in the project's
App.con¥ig or Web.con e. The following example specifies the AWSRegion (p. 16) and

A ogging (p. 15)@meters.
* .

onfigura >

<confi ns
<sectil n ="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSe ons>

<a ion="us-west-2">
gging logTo="Log4Net"/>

@iguration>

nother way to configure an application is to edit the <appSettings> element in the project’s
App.config or Web.config file. The following example specifies the AWSRegion (p. 16) and
AWSLogging (p. 15) parameters.

<configuration>
<appSettings>




AWS SDK for .NET (version 2, deprecated) Developer Guide
Configuring AWS Credentials

<add key="AWSRegion" value="us-west-2"/>

<add key="AWSLogging" value="log4net"/>
</appSettings>
</configuration>

These settings take effect only after the application has been rebuilt.

Although you can configure an AWS SDK for .NET application programmatically by setting property
values in the AWSConfigs class, we recommend you use the aws element instead. The following example
specifies the AWSRegion (p. 16) and AWSLogging (p. 15) parameters:

AWSConfigs.AWSRegion = "us-west-2";
AWSConfigs.Logging = LoggingOptions.Log4Net;

Programmatically defined parameters override any values that were
Web.config file. Some programmatically defined parameter values't ffect imme
take effect only after you create a new client object. For more i , see Confi

Credentials (p. 9).
Topics \Q

« Configuring AWS Credentials (p. 9)

o AWS Region Selection (p. 13) @

« Configuring Other Application Parame ers 6
ET (p. 18)

« Configuration Files Reference for AWS

Configuring AWS dentlal

w

ation’'s AWS credentials. It assumes you have created
tials, as described in Create an AWS Account and
r credentials securely and avoid practices that could

ur crederﬂ blicly. In particular:
count's ror@ ials to access your AWS resources. These credentials provide
a e

Version 2 content (segan kmceme

This topic describes how to cenfigure your
an AWS account a % ccess to your
0

Credentials (p. ortant to
unintentionall

e Don't use
difficult to revoke.

unre ccount acc
. iteral access @your application, including the project's App.config or Web.config
ing so cre ris accidentally exposing your credentials if, for example, you upload the
t

a
toa publ@sﬂory,

users and use the credentials for the IAM users instead of your account's root credentials
e account access. IAM user credentials are easier to revoke if they are compromised. You can

\%ome gen@nes for securely managing credentials include:

each IAM user a policy that restricts the user to a specified set of resources and actions.

preferred approach for managing credentials during application development is to put a profile
each set of IAM user credentials in the SDK Store. You can also use a credentials file to store
profiles that contain credentials. You can then reference a particular profile programmatically or in
your application’s App.config or Web.config file instead of storing the credentials in your project
files. To limit the risk of unintentionally exposing credentials, the SDK Store or credentials file should
be stored separately from your project files.

« Use IAM roles for applications that are running on Amazon EC2 instances.
« Use temporary credentials for applications that are available to users outside your organization.



https://docs.aws.amazon.com/sdkfornet/latest/apidocs/TAWSConfigsNET45.html
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The following topics describe how to manage credentials for an AWS SDK for .NET application. For a
general discussion of how to securely manage AWS credentials, see Best Practices for Managing AWS
Access Keys.

Topics
» Using the SDK Store (p. 10)
« Using a Credentials File (p. 10)
« Using Credentials in an Application (p. 11)

Using the SDK Store

During development of your AWS SDK for .NET application, you should ad e to the SDK r
each set of credentials you want to use in your application. This will pre ccidental e@ o)

your AWS credentials while developing your application. The SDK St es the fol efits:
%s

« The SDK Store can contain multiple profiles from any number

« The credentials in the SDK Store are encrypted, and the S eS|des |n me directory,
which limits the risk of accidentally exposing your crede

« You reference the profile by name in your appllcatlo ssoaated credentials are incorporated
at build time. Your source files never contain the
o If you include a profile named default, th or NET proﬁle by default.

« The SDK Store also provides credentials ls fogPo @ Ll User Guide.

SDK Store profiles are specific to a particu erona part@st They cannot be copied to other
hosts or other users. For this reaso K Store profiles ganpo used in production applications. For

more information, see Using C x n an Applicati
et

There are several ways to r& profiles in& fore.
« The Toolkit for Visu includes a i ser interface for managing profiles. For more

information abou credentlals Store with the graphical user interface, see

Specifying Cge in'the AWS T for Visual Studio User Guide.
« You can man proﬁles fr command line by using the AWS Tools for Windows

—

PowerSh re inform , sing AWS Credentials in the AWS Tools for Windows
Power se Gwde

« You nage your p grammatically using the Amazon.Util.ProfileManager class. The
fo xample uses glsterProﬁle method to add a new profile to the SDK Store.

Manager .RegisterProfile({profileName}, {accessKey}, {secretKey})

Amazon.Util.Pro e

The RegisterProfile method is used to register a new profile. Your application will normally call
this metho y once for each profile.

edentials File

n also store profiles in a credentials file, which can be used by the other AWS SDKs, the AWS

I, and Tools for Windows PowerShell. To reduce the risk of accidentally exposing credentials, the
redentials file should be stored separately from any project files, usually in the user’'s home folder. Be
aware that the profiles in a credentials files are stored in plaintext.

You use a text editor to manage the profiles in a credentials file. The file is named credentials, and
the default location is under your user's home folder. For example, if your user name is awsuser, the
credentials file would be ¢: \users\awsuser\.aws\credentials.

10


https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/powershell/latest/userguide/specifying-your-aws-credentials.html
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Each profile has the following format:

[{profile_name}]
aws_access_key_id = {accessKey}
aws_secret_access_key = {secretKey}

A profile can optionally include a session token. For more information, see Best Practices for Managing
AWS Access Keys.

If federated account information is used for access, the credential file must include,the session token.

[{profile name}]

aws_access_key_id = {accessKey}
aws_secret_access_key = {secretKey}
aws_session_token = {sessionToken}

Note
If you include a profile named default, the AWS S&T will use #@by default if

it cannot find the specified profile.
You can store profiles in a credentials file in a locat choose, h
\aws_service_credentials\credential n explicitl i e file path in the
profilesLocation attribute in your projeet’ config of e fig file. For more information,
see Specifying a Profile (p. 11). 0
Using Credentials in an Applicat%

L 2

The AWS SDK for .NET searches N entials ir&fcl ng order and uses the first available set for

the current application.

1. Access key and secrettke ues that are stored in the application’s App.config or Web.config file.
We strongly reco using proﬁles@ an storing literal credentials in your project files.

2. If a profileii e &
a. The sp &)ﬁle in the & .
b. The @proﬁle in the cr tials file.
| @e is speciﬁed.Q
A profile name fault in the SDK Store.
b. A profile nam@ault in the credentials file.
¢ % Creden 'a@in the AWS_ACCESS_KEY_IDand AWS_SECRET_KEY environment variables.
Q\ 4. For appN running on an Amazon EC2 instance, credentials stored in an instance profile.

elprofiles are specific to a particular user on a particular host. They cannot be copied to other
her users. For this reason, SDK Store profiles cannot be used in production applications. If
plication is running on an Amazon EC2 instance, you should use an IAM role as described in Using
oles for EC2 Instances with the AWS SDK for .NET (p. 102). Otherwise, you should store your
edentials in a credentials file on the server your web application has access to.

Specifying a Profile

Profiles are the preferred way to use credentials in an AWS SDK for .NET application. You don't have
to specify where the profile is stored; you only reference the profile by name. The AWS SDK for .NET
retrieves the corresponding credentials, as described in the previous section.

11
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The recommended way to specify a profile is to define an <aws> element in your application’s
App.config or Web.config file. The associated credentials are incorporated into the application
during the build process.

The following example specifies a profile named development.

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSections>
<aws profileName="development"/>
</configuration>

Note
The <configSections> element must be the first child of the <c@ltion> ele

application during the build process.
</configuration> \:

Another way to specify a profile is to define an AWSProfileName v he appse ction of
your application’s App.config or Web.config file. The associate ntials are i ated into the
The following example specifies a profile named devel
<configuration>

<appSettings>

<add key="AWSProfileName" value=", ev

</appSettings>
This example assumes the pro le n the SDK Stor entials file in the default location.
If your profiles are stored in a cr file in anothe n, specify the location by adding
aprofilesLocation att bute \% o the <a elem he following example specifies
C.aws_serv1ce_creden lscredential redenﬂaEfﬂebyuangtherecon"nended<aws>

element.
<conflguratlon>
<conflgSec
<sectio s“ type=" AWSSectlon, AWSSDK" />
</conf1
<aws eN e-"devel rofilesLocation="C:\aws_service_credentials\credentials"/
</co ion>

credentlals file is with the <appsettings> element.

SProfileName" value="development"/>
key="AWSProfilesLocation" value="C:\aws_service_credentials\credentials"/>

ugh you can reference a profile programmatically using the

azon.Runtime.StoredProfileAWSCredentials class, we recommend that you use the aws element
instead. The following example demonstrates how to create an AmazonS3Client object that uses the
credentials for a specific profile.

var credentials = new StoredProfileAWSCredentials(profileName);
var s3Client = new AmazonS3Client(credentials, RegionEndpoint.USWest2);

12



https://docs.aws.amazon.com/sdkfornet/latest/apidocs/TRuntimeStoredProfileAWSCredentialsNET45.html

AWS SDK for .NET (version 2, deprecated) Developer Guide
AWS Region Selection

Note
If you want to use the default profile, omit the AWSCredentials object, and the AWS SDK
for .NET will automatically use your default credentials to create the client object.

Specifying Roles or Temporary Credentials

For applications that run on Amazon EC2 instances, the most secure way to manage credentials is to use
IAM roles, as described in Using IAM Roles for EC2 Instances with the AWS SDK for .NET (p. 102).

For application scenarios in which the software executable will be available to users outside your
organization, we recommend you design the software to use temporary security crédentials. In additio
to providing restricted access to AWS resources, these credentials have the benef;

piring afte
specified period of time. For more information about temporary security cr® go to: @

» Using Security Tokens to Grant Temporary Access to Your AWS Resou

« Authenticating Users of AWS Mobile Applications with a Token Vi d chme \@

Although the title of the second article refers specifically to pllcatlons contalns
information that is useful for any AWS application depl ide of your atl n.

Using Proxy Credentials
If your software communlcates with AWS thro Q, you can Qdentlals for the proxy using

e. For example, for Amazon S3,
my password} are the proxy user

AmazonS3Config config = new”
config.ProxyCredentials = ne e sername", "my-password");

.&l(‘
Earlier versions of the S &ronyser ProxyPassword, but these properties have been

deprecated.
AWS Reyk@Se q@
Versio ntent (see ment above)

allow you to @AWS services that reside physically in a specific geographic region. This

ca eful both forredundancy and to keep your data and applications running close to where you
and r users will them. To select a particular region, configure the AWS client object with an
, dpomt th t s to that region.

For examp

n.Runtime. StoredProflleAWSCredent1als("proflle _name");
nECZCllent ec2 = new AmazonEC2Client(credentials, config);

Amaz onflg config = new AmazonEC2Config();
viceURL = "https://us-west-2.amazonaws.com";
untlme AWSCredentials credentials = new

You can also specify the region using the RegionEndpoint class. Here is an example that instantiates an
Amazon EC2 client using AWSClientFactory and specifies the region:

Amazon.Runtime.AWSCredentials credentials = new
Amazon.Runtime.StoredProfileAWSCredentials("profile_name");
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N\

AmazonEC2Client ec2 = AWSClientFactory.CreateAmazonEC2Client(
credentials, RegionEndpoint.USEastl );

* dpoints.
\ dpoin

Regions are isolated from each other. For example, you can't access US East resources when using the EU
West region. If your code needs access to multiple AWS regions, we recommend that you create a client
specific to each region.

Regions are logically isolated from each other; you can't access another region’s resources when
communicating with the China (Beijing) Region endpoint.

Go to Regions and Endpoints in the Amazon Web Services General Reference to the current list
regions and corresponding endpoints for each of the services offered by AWS.
Configuring Other Application Para @

Version 2 content (see announcement above) @' a\'

In addition to configuring credentials (p. 9), you can config er of o;he@

parameters:

Topics K
« AWSEndpointDefinition (p. 14) Q @
o AWSLogging (p. 15) @ 6
o AWSLogMetrics (p. 15) \

o AWSRegion (p. 16) 0
o AWSResponselLogging (p. 16)
o AWS.DynamoDBContext.TabteNa refix (p.,17)

o AWS.S3. UseSngnature ion4 \

These parameters ca on ured int t|on s App.config or Web.config file. Although
you can also confi W|th the for .NET API, we recommend you use the application’s
.config ﬁle aches ar

For more i ion about use <aws> element as described later in this topic, see Configuration
Files R for AWS SDK (p. 18).

A n ntDeﬁnitlo

Configures whethe DK should use a custom configuration file that defines the regions and
point definition file in the .config file, we recommend setting the
n attribute value in the <aws> element.

<aws e ointDefinition="c:\config\endpoints.xml" />
@zly, you can set the AWSEndpointDefinition key in the <appSettings> section:

dd key="AWSEndpointDefinition" value="c:\config\endpoints.xml"/>

Alternatively, to set the endpoint definition file with the AWS SDK for .NET API, set the
AWSConfigs.EndpointDefinition property:

AWSConfigs.EndpointDefinition = @"c:\config\endpoints.xml";
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If no file name is provided, then a custom configuration file will not be used. Changes to this setting take
effect only for new AWS client instances.

AWSLogging

Configures how the SDK should log events, if at all. For example, the recommended approach is to use
the <logging> element, which is a child element of the <aws> element:

<aws>
<logging logTo="Log4Net"/>
</aws>

Alternatively:

<add key="AWSLogging" value="log4net"/>

The possible values are: 0
None @ ’\Q
Turn off event logging. This is the default. K
log4net Q @
@ ’\6

Log using log4net.
SystemDiagnostics 0
Log using the System.Di%gn%s class.

You can set multiple valuesifor thgTo attribu eparated by commas. The following example sets
both 1log4net and System.Diagnostics | inthe .config file:

WS SDK for .NET API, combine the values of the LoggingOptions enumeration
Aogging property:

= LoggingOptions.Log4Net | LoggingOptions.SystemDiagnostics;

Q Chan this setting take effect only for new AWS client instances.
etrics
ies whether or not the SDK should log performance metrics. To set the metrics logging
nfiguration in the . config file, set the logMetrics attribute value in the <logging> element,
which is a child element of the <aws> element:

<aws>
<logging logMetrics="true"/>
</aws>
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*

&

Alternatively, set the AWSLogMetrics key in the <appSettings> section:

<add key="AWSLogMetrics" value="true">

Alternatively, to set metrics logging with the AWS SDK for .NET API, set the AWSConfigs.LogMetrics
property:

AWSConfigs.LogMetrics = true;

This setting configures the default LogMetrics property for all clients/conﬁgs es to this setti
take effect only for new AWS client instances. @
AWSRegion @
Configures the default AWS region for clients that have not expliatl ed a region & e region
in the . config file, the recommended approach is to set the r element:

<aws region="us-west-2"/>

AWSConfigs.AWSRegion = "us-Ses

For more information abo tlng an AWS specific region, see AWS Region
Selection (p. 13). Chan setting tak nly for new AWS client instances.
AWSResponseLo
Configures w n K should l&&e responses.
The po lues are:
r log serV| onses. This is the default.
ways
Alway@e responses.
OnError

@g service responses when an error occurs.

@the service logging configuration in the . config file, the recommended approach is to set the
gResponses attribute value in the <logging> element, which is a child element of the <aws>
element:

<aws>
<logging logResponses="OnError"/>
</aws>
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Alternatively, set the AWSResponseLogging key in the <appSettings> section:

<add key="AWSResponseLogging" value="OnError"/>

Alternatively, to set service logging with the AWS SDK for .NET API, set the
AWSConfigs.ResponseLogging property to one of the values of the ResponseLoggingOption
enumeration:

AWSConfigs.ResponseLogging = ResponseLoggingOption.OnError;
Changes to this setting take effect immediately. 6 @
Configures the default TableNamePrefix the DynamoDBContext Willuse if not manu&@

configured. To set the table name prefix in the .config file, th o nded appr% set the
d

AWS .DynamoDBContext.TableNamePrefix

i,

tableNamePrefix attribute value in the <dynamoDBContext> elefment, which i lement of the
<dynamoDB> element, which itself is a child element of th ement:,&

<dynamoDBContext tableNamePrefix="Test-"/>

Alternatively, set the AWS . DynamoDBContext 4T& i a <appSettings> section:

Changes to this setting willtake effect only in onstructed instances of

DynamoDBContextCon a ynamoDBCaon

AWS.S3.UseSig Version4

Configures wh& ot the Am client should use signature version 4 signing with requests.

To set signa@et n 4 signin mazon S3 in the . config file, the recommended approach is to
ien4

set the useSignaturevVers ute of the <s3> element, which is a child element of the <aws>

tively, to set signature version 4 signing with the AWS SDK for .NET AP, set the
onfigs.S3UseSignatureVersion4 property to true:

AWSConfigs.S3UseSignatureVersion4 = true;

By default, this setting is false, but signature version 4 may be used by default in some cases or with
some regions. When the setting is true, signature version 4 will be used for all requests. Changes to this
setting take effect only for new Amazon S3 client instances.
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Configuration Files Reference for AWS SDK for .NET

Version 2 content (see announcement above)

You can use a .NET project’s App.config or Web.config file to specify certain AWS settings such as
AWS credentials, logging options, AWS service endopoints, and AWS regions, as well as certain settings
for AWS services such as Amazon DynamoDB, Amazon EC2, and Amazon S3. The following information
describes how to properly format an App.config or Web.config file to specify these types of settings.

Note
Although you can continue to use the <appSettings> element in an App.

Web.config file to specify AWS settings, we recommend that you use the gSectio
and <aws> elements as described later in this topic. (For more information‘abott the w

<appSettings> element, see the <appSettings> element exa 46 figuring Y,
SDK for .NET Application (p. 8).)
l

Although you can continue to use the following AWSConfigs class ertiesin a co&
specify AWS settings, the following properties are deprecat n y not be supp

future releases:
. L 4
 DynamoDBContextTableNamePrefix K \

» EC2UseSignatureVersion4

e LoggingOptions @
e LogMetrics
* ResponseLoggingOption ¢
+ S3UseSignatureVersion4 0\
In general, we recommend% a%ad of using A igs class properties in a code file
to specify AWS settings, you use the figS€éctions> and <aws> elementsin an
App.configorWweb. fig
more information a
Configuring Your AWS o icati
Topics

« Declaring ttings Section

« Allowed'Elements (p. 19)

. Ele@ ference (p.

fore you c using the <aws> element, you must create a <section> element (which is a child
element o onfigSections> element) and set its name attribute to aws and its type attribute to
Amazon.AWSSeetion, AWSSDK, as shown in the following example:

<?xm egsion="1.0"?>
ation>
O

nfigSections>

<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSections>
<aws>

<!-- Add your desired AWS settings declarations here. -->
</aws>

Deelaring an AWS Settings Section
* %u specify AW in an App.config or Web.config file from within the <aws> element.
e
e

</configuration>
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Note that the Visual Studio Editor does not provide automatic code completion (IntelliSense) for either
the <aws> element or its child elements.

To assist you in creating a correctly-formatted version of the <aws> element, call the
Amazon.AWSConfigs.GenerateConfigTemplate method. This outputs a canonical version of the
<aws> element as a pretty-printed string, which you can adapt to your needs. The following sections
describe the <aws> element’s attributes and child elements.

Allowed Elements

The following is a list of the logical relationships among the allowed elements i

AWS settings section. You can generate the latest version of this list by calling t
Amazon.AWSConfigs.GenerateConfigTemplate method, which outpu ical versionfof
<aws> element as a string that you can adapt to your needs.

<aws
endpointDefinition="string value" 0
region="string value"
profileName="string value" ¢
profilesLocation="string value"> \

<logging K
logTo="None, Log4Net, SystemDiagnostics",
logResponses="Never | OnError | Always!
logMetrics="true | false" *

&

logMetricsFormat="Standard | JSON

logMetricsCustomFormatter="NameS ass, Asse
<dynamoDB
conversionSchema="V1l | V2">
<dynamoDBContext ¢
tableNamePrefix="strin ue' >

<alias \
fromTable="stri value
toTable="stri v "o/>
<map
type="Nam .Class, Asse
targetTa tring value!
<prop
n ="%string value"
ute="string N
="true | false
ion="true
nverter="NameSpace.Class, Assembly" />
namoDBCon >
</dynamoDB>
<s3
useSign re sion4="true | false" />
<ec2
useSign Version4="true | false" />
string value"
1234"

sername="string value"
assword="string value" />

Elements Reference

The following is a list of the elements that are allowed in an AWS settings section. For each element, its
allowed attributes and parent-child elements are listed.
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Topics
« alias (p. 20)
« aws (p. 20)
o dynamoDB (p. 21)
» dynamoDBContext (p. 22)
o ec2 (p.22)
« logging (p. 22)
e map (p. 24)

« property (p. 24)

o proxy (p. 25) @ @
e s3(p. 26) \ \®

alias 0%

The <alias> element represents a single item in a collecti ne or moréf (@E
to to-table mappings that specifies a different table thafn o tis conﬁgura& type.
(This element maps to an instance of the Amazon.Utdl . BableAlias ¢ from'the
Amazon.AWSConfigs.DynamoDBConfig.Conte eAliases y in the AWS SDK
for .NET.) Remapping is done before applying e prefix. T, t can include the following
attributes: *
fromTable \

The from-table portion of‘he omstable to to-tab g. (This attribute maps to the

omTable propert WS SDK for .NET.)

Amazon.Util. TableAlia\

toTable \
The to-table porti@e rom-table tc@e mapping. (This attribute maps to the

Amazon. Util@ lias.ToTa rty in the AWS SDK for .NET.)

lement contai o ¢child elements.

The <ald

The parent&lap elemeé <dynamoDBContext> (p. 22) element.

f the <alias> element in use:

aws> element represents the top-most element in an AWS settings section. This element can
clude the following attributes:

endpointDefinition

The absolute path to a custom configuration file that defines the desired AWS regions and endpoints
to use. (This attribute maps to the Amazon.AWSConfigs.EndpointDefinition property in the
AWS SDK for .NET.)

20



AWS SDK for .NET (version 2, deprecated) Developer Guide
Configuration Files Reference for AWS SDK for .NET

&

profileName

The desired profile name for stored AWS credentials that will be used to make service calls. (This
attribute maps to the Amazon.AWSConfigs.AWSProfileName property in the AWS SDK for .NET.)

profilesLocation

The absolute path to the location of the credentials file shared with other AWS SDKs. By default, the
credentials file is stored in the . aws directory in the current user’'s home directory. (This attribute
maps to the Amazon.AWSConfigs.AWSProfilesLocation property in the AWS SDK for .NET.)

region
The default AWS region ID for clients that have not explicitly specified is attribu
to the Amazon.AWSConfigs.AWSRegion property in the AWS SD@)
The <aws> element has no parent element. ® \Q
O~

The <aws> element can include the following child elements: 6

* <ec2> K
e <logging> @
» <proxy> @ . 6

¢ <dynamoDB>

e <83>

The following is an example of’the&s» elementinu
r~ 4

<aws \
endpointDefinition= C igs\endpoints. !
region="us-west-2"
nt"
\Configs"> K

profileName="de

profilesLocati
</aws> E\

amoDB> t represents a collection of settings for Amazon DynamoDB. This element
n include the convérsionSchema attribute, which represents the version to use for converting
¢ tween .N moDB objects. Allowed values include V1 and V2. (This attribute maps to the
mazon.D Bv2.DynamoDBEntryConversion class in the AWS SDK for .NET.) For more information,
see Dynamo ries - Conversion Schemas.

The @of the <dynamoDB> element is the element.

ynamoDB> element can include the child element.
%e following is an example of the <dynamoDB> element in use:

<dynamoDB
conversionSchema="v2">

</dynamoDB>
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dynamoDBContext

The <dynamoDBContext> element represents a collection of Amazon DynamoDB context-specific
settings. This element can include the tableNamePrefix attribute, which represents the default table
name prefix that the DynamoDB context will use if it is not manually configured. (This attribute
maps to the Amazon.Util.DynamoDBContextConfig.TableNamePrefix property from the
Amazon.AWSConfigs.DynamoDBConfig.Context.TableNamePrefix property in the AWS SDK
for .NET.) For more information, see Enhancements to the DynamoDB SDK.

The parent of the <dynamoDBContext> element is the element. %

The <dynamoDBContext> element can include the following child ele

« <alias> (one or more instances) \@

« <map> (one or more instances) %

The following is an example of the <dynamoDBContext @t in use: \Q

<dynamoDBContext @
tableNamePrefix="Test-"> @ o

</dynamoDBContext>

ec2 A g 6

The <ec2> element repres ctlon of Anﬁicz tings. This element can include the
useSignatureVersion4 at h|ch specifi r Signature Version 4 signing will be used for
all requests (true) or wi th ignature Versiom4 signing will not be used for all requests (false, the
default). (This attr| s to the Ama t 1.EC2Config.UseSignatureVersion4 property
from the Amaz n igs. Ecz seslgnatureVer51on4 property in the AWS SDK

for .NET.) &
The parent th ec2> element element.
The ement conta@)c ild elements.
Q awmg is an@)le of the <ec2> element in use:
Q useSlgn rs:.on4—“true" />

logging> element represents a collection of settings for response logging and performance
etrics logging. This element can include the following attributes:

logMetrics

Whether performance metrics will be logged for all clients and configurations (true); otherwise,
false. (This attribute maps to the Amazon.Util.LoggingConfig.LogMetrics property from the
Amazon.AWSConfigs.LoggingConfig.LogMetrics property in the AWS SDK for .NET.)
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. ) Log to log@
e

logMetricsCustomFormatter

The data type and assembly name of a custom formatter for logging metrics. (This attribute maps
to the Amazon.Util.LoggingConfig.LogMetricsCustomFormatter property from the
Amazon.AWSConfigs.LoggingConfig.LogMetricsCustomFormatter property in the AWS
SDK for .NET.)

logMetricsFormat

The format in which the logging metrics are presented. (This attribute maps to
the Amazon.Util.LoggingConfig.LogMetricsFormat property from t
Amazon.AWSConfigs.LoggingConfig.LogMetricsFormat property in WS SDK for .NE

Allowed values include
JSON @ @.

Use JSON format. \ @
Standard ® \
Use the default format. C) %

logResponses Q
When to log service responses. (This attribute maps \
Amazon.Util.LoggingConfig. LogRespo@o rty from t

Amazon.AWSConfigs.LoggingConfig. nses prop AWS SDK for .NET.)
Allowed values include: @

the
*
Always \
Always log service responses. 0
Never 2 %
Never log service onA \
OnError K Q
Log service ses only wher@ errors.

logTo
Where \(This attrib aps'to the A:code:mazon.Util.LoggingConfig.LogTo property from
the Amazon . AWSConfigs.L gConfig.LogTo property in the AWS SDK for .NET.)

llalues includ()
Log4Net

y disable logging.

Wmagnostics
@ g to System.Diagnostics.

e parent of the <logging> element is the element.
The <logging> element contains no child elements.

The following is an example of the <logging> element in use:

23



AWS SDK for .NET (version 2, deprecated) Developer Guide
Configuration Files Reference for AWS SDK for .NET

™

<logging
logTo="SystemDiagnostics"
logResponses="OnError"
logMetrics="true"
logMetricsFormat="JSON"
logMetricsCustomFormatter="MyLib.Util.MyMetricsFormatter, MyLib" />

map

The <map> element represents a single item in a collection of type-to-table mappings from .NET type
to DynamoDB tables. (This element maps to an instance of the Amazon.Util.Typ ing class from

the Amazon.AWSConfigs.DynamoDBConfig.Context.TypeMappings p the AWS S
for .NET.) For more information, see Enhancements to the DynamoDB SDK. lement can incl
following attributes:

The DynamoDB table to which the mapping applies. (This a%e maps tot

Amazon.Util.TypeMapping.TargetTable proper SSDWor ET

type
The type and assembly name to which the ma lies. (This a e maps to the
Amazon.Util.TypeMapping.Type prop AWS SDK .

The parent of the <map> element is the e
The <map> element can include ong;re instances e element

The following is an example of t

elemeﬂus

- Q
type="SampleApp ovie, Samp 9
targetTable="M ‘

</map> \ K

C}pert;» e@t represents a DynamoDB property. (This element maps to an instance of

the Amazon.Util.Pr Config class from the Amazon.Util. TypeMapping.AddProperty method in the
S SDK f ore information, see Enhancements to the DynamoDB SDK and DynamoDB
tributes le nt can include the following attributes:

attrlbute

e of an attribute for the property, such as the name of a range key. (This attribute maps to
Q' azon.Util.PropertyConfig.Attribute property in the AWS SDK for .NET.)
ter

The type of converter that should be used for this property. (This attribute maps to the
Amazon.Util.PropertyConfig.Converter property in the AWS SDK for .NET.)

ignore

Whether the associated property should be ignored (true); otherwise, false. (This attribute maps to
the Amazon.Util.PropertyConfig.Ignore property in the AWS SDK for .NET.)
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name

The name of the property. (This attribute maps to the Amazon.Util.PropertyConfig.Name
property in the AWS SDK for .NET.)

version
Whether this property should store the item version number ( true ); otherwise, false. (This

attribute maps to the Amazon.Util.PropertyConfig.Version property in the AWS SDK
for .NET.)

The parent of the <property> element is the element.

The <property> element contains no child elements.

<property

The following is an example of the <property> element in use: 2\ g @
’ Q

name="Rating"
converter="SampleApp.Models.RatingConverter, S L /> \

proxy

*
The <proxy> element represents settingsé@uring apr the SDK to use. This element

can include the following attributes:

host c E ;
The host name or IP a dress% roxy se . (”'I tributes maps to the

Amazon.Util.ProxyConfig.Host property fro Amazon.AWSConfigs.ProxyConfig.Host
property in the AW NET.)

password

The passwi @venticate wi t@(y server. (This attributes
a

maps to n.Util.PxoxyConfig.Password property from the
Amazopnl. AWSConfigs.ProXyConfig.Password property in the AWS SDK for .NET.)

port
Qnumber of t roxy. (This attributes maps to the Amazon.Util.ProxyConfig.Port
roperty from @azon .AWSConfigs.ProxyConfig.Port property in the AWS SDK for .NET.)

username
)
\ The u e to authenticate with the proxy server. (This attributes
maps €Amazon.Util.ProxyConfig.Username property from the

Q mazon.AWSConfigs.ProxyConfig.Username property in the AWS SDK for .NET.)

% of the <proxy> element is the element.
proxy> element contains no child elements.

he following is an example of the <proxy> element in use:

<proxy

host="192.0.2.0"
port="1234"
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username="My-Username-Here"
password="My-Password-Here" />

s3

The <s3> element represents a collection of Amazon S3 settings. This element can include the
useSignatureVersion4 attribute, which specifies whether Signature Version 4 signing will be used
for all requests (true) or whether Signature Version 4 signing will not be used for all requests (false,
the default). (This attribute maps to the Amazon.AWSConfigs.S3Config.UseSignatureVersion
property in the AWS SDK for .NET.)

The parent of the <s3> element is the element. @
The <s3> element contains no child elements. \

The following is an example of the <s3> element in use:

Q-

Amazon Web Services hron APIs for .NET

Version 2 content (se nounce ove)

> XY
ef,\Qc.a

<s3
useSignatureVersion4="true" />

Topics x
» Asynchronous API for, 4.5, Windows Windows Phone 8 (p. 26)
« Asynchronous API . 3.5 (p. 26)

Asynchrono\@or .NE %mdows Store, and Windows Phone 8
The AWS S ET uses the ne t k-based asynchronous pattern for .NET 4.5, Windows Store, and
Wlndo 8 You can sync and await keywords to perform and manage asynchronous

op all AWS productsiwithout blocking.
more abo task-based asynchronous pattern, see Task-based Asynchronous Pattern (TAP)
on MSDN

) 2
Y synchr@ﬂ for .NET 3.5
Q DK for

The AWS S NET supports asynchronous (async) versions of most of the method calls exposed by
the @ent classes. The async methods enable you to call AWS services without having your code

e response from the service. For example, you could make a request to write data to Amazon

ynamoDB and then have your code continue to do other work while AWS processes the requests.

ntax of Async Request Methods

There are two phases to making an asynchronous request to an AWS service. The first is to call the
Begin method for the request. This method initiates the asynchronous operation. Then, after some
period of time, you would call the corresponding End method. This method retrieves the response from
the service and also provides an opportunity to handle exceptions that might have occurred during the
operation.
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&

Note
It is not required that you call the End method. Assuming that no errors are encountered, the
asynchronous operation will complete whether or not you call End.

Begin Method Syntax

In addition to taking a request object parameter, such as PutltemRequest, the async Begin methods
take two additional parameters: a callback function, and a state object. Instead of returning a service
response object, the Begin methods return a result of type IAsyncResult. For the definition of this

type, go to the MSDN documentation.
Synchronous Method
PutItemResponse PutItem(
PutItemRequest putItemRequest @

)

Asynchronous Method 0
y 2

IAsyncResult BeginPutItem( GetSessionTokenReques e ssionTokenReq {AsyncCallback
callback}, {Object state}

&l

The callback function is called when the nous operati pletes. When the function is called,
it receives a single parameter of type IAsyn ult. The callback fuinction has the following signature.

&

A\ 4
void Callback(IAsyncResult a

%is topic %

Object state \

The third paramete , is a user-de bject that is made available to the callback function as
the AsyncState y of the asy& parameter, that is, asyncResult.AsyncState.

a/state object.
t passing null for the state object.
ack function and the state object.

Calling Pat
« Passipga ack functi
g allback function,

. i
. @ null for bo:E the ¢

ample of each of these patterns.
Examples

Allo llowing examples assume the following initialization code.

static void TestPutObjectAsync() {
reate a client
AmazonS3Client client = new AmazonS3Client();
PutObjectResponse response;
IAsyncResult asyncResult;

//
// Create a PutObject request

1/

// You will need to use your own bucket name below in order
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// to run this sample code.

//
PutObjectRequest request = new PutObjectRequest { BucketName = "{PUT YOUR OWN EXISTING

BUCKET NAME HERE}",
Key = "Item",
ContentBody = "This is sample content..."

}i
//

// additional example code

//

Using IAsyncResult.AsyncWaitHandle

In some circumstances, the code that calls the Begin method m|ght ne le ano her@o
that it calls to wait on the completion of the asynchronous operatio SItuatlon

the method the waitHandle returned by the IAsyncResult. Handle p f the
IAsyncResult return value. The method can then wait for the sy nous opera complete by
calling waitOne on this WaitHandle.

No Callback Specified

The following example code calls BeginPutObje orms so n calls EndPutObject
to retrieve the service response. The call to En ctis enclo | y block to catch any

exceptions that might have been thrown peration.®
asyncResult = client. BeglnPutObJect( t, null,
while ( ! asyncResult. IsComple

//

// Do some work here

//

try {

response = client.EndP bject(asyn t)5
}
catch (Amazo 3E o sBExcep

// CodeQ s exceptlénﬁ

Simple ack

This example assu t the following callback function has been defined.

SimpleCallback(IAsyncResult asyncResult)

ublic st
{

Console.WriteLine("Finished PutObject operation with simple callback");
¥

@llowing line of code calls BeginPutObject and specifies the above callback function. When
tObject operation completes, the callback function is called. The call to BeginPutObject
ecifies null for the state parameter because the simple callback function does not access the
syncState property of the asyncResult parameter. Neither the calling code or the callback function
call EndputoObject. Therefore, the service response is effectively discarded and any exceptions that
occur during the operation are ignored.

asyncResult = client.BeginPutObject(request, SimpleCallback, null);
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Callback with Client

This example assumes that the following callback function has been defined.

public static void CallbackWithClient(IAsyncResult asyncResult)
{
try {
AmazonS3Client s3Client = (AmazonS3Client) asyncResult.AsyncState;
PutObjectResponse response = s3Client.EndPutObject(asyncResult);
Console.WriteLine("Finished PutObject operation with client callback");
¥
catch (AmazonS3Exception s3Exception) {
//
// Code to process exception
//
¥
}

The following line of code calls BeginPutObject and specifiesithe preceding cal unction.

When the PutObject operation completes, the callback f alled. I this ex e, the call

to BeginPutObject specifies the Amazon S3 client obj e state parx . The callback
function uses the client to call the EndPutObject met to retrieve the servertesponse. Because any

d when th@ack calls EndPutobject,

exceptions that occurred during the operation will
this call is placed within a try block.

asyncResult = client.BeginPutObject(

{
2 get { t
‘Q\N‘ set {

& , client);

Callback with State Object

*
This example assumes that the fx' class a allb ction have been defined.
class ClientState

{
AmazonS3Client i ;
DateTime start ;

public n ient Client

{

get urn client; ¥

se iént = valuo
IQ DateTime@t

—

Time; }

S tT1 = value; }
¥
¥
'%atic void CallbackWithState(IAsyncResult asyncResult)

{
ClientState state = asyncResult.AsyncState as ClientState;

AmazonS3Client s3Client = (AmazonS3Client)state.Client;

PutObjectResponse response = state.Client.EndPutObject(asyncResult);

Console.WriteLine("Finished PutObject. Elapsed time: {0}",
(DateTime.Now - state.Start).ToString());

}
catch (AmazonS3Exception s3Exception) {

//
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// Code to process exception
//
}
}

The following line of code calls BeginPutObject and specifies the above callback function. When
the PutObject operation completes, the callback function is called. In this example, the call to
BeginPutObject specifies, for the state parameter, an instance of the ClientState class defined
previously. This class embeds the Amazon S3 client as well as the time at which BeginPutObject is
called. The callback function uses the Amazon S3 client object to call the EndPutObject method to
retrieve the server response. The callback also extracts the start time for the operation and uses it to
print the time it took for the asynchronous operation to complete.

As in the previous examples, because exceptions that occur during the r@sre received
EndPutObject is called, this call is placed within a try block. K

asyncResult = client.BeginPutObject(
request, CallbackWithState, new ClientState { Client

Complete Sample &‘
The following code sample demonstrates the vario

asynchronous request methods.

using System;

using System.Collections.Generic; \
using System.Diagnostics;
using System.IO;
using System.Text; <
using System.Threading; \
using Amazon;
using Amazon.Runtime
using Amazon.S3;
using Amazon.S3. @
namespace asy\ K
{ Q
class ientState
Bnag)®
@ nS3Client ¢
D

me startTl

lelc Amaz@llent Client
client; }

\ client = value;

}
@.ic DateTime Start

get { return startTime; }

set { startTime = value; }

}

}

class Program

{
public static void Main(string[] args)
{
TestPutObjectAsync();
}
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A

&
<&

public static void SimpleCallback(IAsyncResult asyncResult)

{
Console.WriteLine("Finished PutObject operation with simple callback");
Console.Write("\n\n");

}

public static void CallbackWithClient(IAsyncResult asyncResult)
{
try {
AmazonS3Client s3Client = (AmazonS3Client) asyncResult.AsyncState;
PutObjectResponse response = s3Client.EndPutObject(asyncRe t);

Console.WriteLine("Finished PutObject operation with clie lback");
Console.WriteLine("Service Response:");
Console.WriteLine("--———————————————— "y;

Console.WriteLine(response); @
Console.Write("\n\n");
}
catch (AmazonS3Exception s3Exception) {
// < l

// Code to process exception
//

*
}
}
public static void CallbackWithState( esult as CR@
{
try { *
ClientState state = asyn yncState tState;

AmazonS3Client s3Client onS3Client) Client;
PutObjectResponse respon tate.Client.En tObject(asyncResult);
Console.WriteLine(
"Finished Pu%0b peration wi e callback that started at {0}",
(DateTime.Now s .Start).ToSt )l + state.Start);

Console.Wri ine( rvice Res
Console .Wri%( M
Console.W; L (response)
Console.Write@' \n\n");

} &

cat ( ofiS3Exceptio 3 tion) {
D A,

to proce ception

N

leic static void stPutObjectAsync()

// Crea ient
t client = new AmazonS3Client();

b tResponse response;
IAs Result asyncResult;

/
@// Create a PutObject request

//
// You will need to change the BucketName below in order to run this
// sample code.

//

PutObjectRequest request = new PutObjectRequest

{
BucketName = "PUT-YOUR-OWN-EXISTING-BUCKET-NAME-HERE",
Key = "Item",
ContentBody = "This is sample content..."

Y
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response = client.PutObject(request);

Console.WriteLine("Finished PutObject operation for {0}.", request.Key);
Console.WriteLine("Service Response:");
Console.WriteLine("--———————————————— "y;

Console.WriteLine("{0}", response);
Console.Write("\n\n");

request.Key = "Iteml";
asyncResult = client.BeginPutObject(request, null, null);

while ( ! asyncResult.IsCompleted ) {
//

// Do some work here

//
}
try {
response = client.EndPutObject(asyncResult);

}
catch (AmazonS3Exception s3Exception) {

//

// Code to process exception 0 6
//
} \
{

Console.WriteLine("Finished Async P j operation 0}.", request.Key );
Console.WriteLine("Service Response
Console.WriteLine("----—-—-——-————- "
Console.WriteLine(response); @ *
Console.Write("\n\n"); \
request.Key = "Item2";
asyncResult = client. inPutObject(req impleCallback, null);
L 2

request.Key
asyncResult

"Item3Y;
@inl’utobje%ues allbackWithClient, client);

request.Key t
asyncResult c nt.BeginP t(request, CallbackWithState,
new tState { Clien ient, Start = DateTime.Now } );

Thre& TimeSpa{&Seconds(s) );
}
}
O
Se@ 0

» Getting Started the AWS SDK for .NET (p. 3)
%Progra w e AWS SDK for .NET (p. 8)

\(;\
&R tries@hd Timeouts

@!ion 2 content (see announcement above)

he AWS SDK for .NET allows you to configure the number of retries and the timeout values for HTTP
requests to AWS services. If the default values for retries and timeouts are not appropriate for your
application, you can adjust them for your specific requirements, but it is important to understand how
doing so will affect the behavior of your application.

To determine which values to use for retries and timeouts, consider the following:
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« How should the SDK and your application respond when network connectivity degrades or an AWS
service is unreachable? Do you want the call to fail fast, or is it appropriate for the call to keep retrying
on your behalf?

« Is your application a user-facing application or website that must be responsive, or is it a background
processing job that has more tolerance for increased latencies?

« Is the application deployed on a reliable network with low latency, or it is deployed at a remote
location with unreliable connectivity?

Topics
 Retries (p. 33)

« Timeouts (p. 33)
o Example (p. 34) @ @
Retries @’ \'

The SDK will retry requests that fail due to server-side thr opped (o] ou can
use the MaxErrorRetry property of the ClientConfig cl cify the nu f r trles at the
service client level. The SDK will retry the operation th& number of t|m efore failing
and throwing an exception. By default, the MaxErrg

property is o0 4, except for the
AmazonDynamoDBConfig class, which defaults to 10 es. When urs, it increases the latency
of your request. You should configure your retr@ ed on your a imits for total request

latency and error rates.

Timeouts 0

The SDK allows you to configufe @est timeout a ite ti i
client level. These values are spec he Ti t and ReadWriteTimeout properties of the
ClientConfig class, respectl These values ar ed on as the Timeout and ReadWriteTimeout

properties of the HttpW t objects cr e AWS service client object. By default, the
Timeout value is 100 and the Re iteTimeout value is 300 seconds.

When your ne stigh latency, itions exist that cause an operation to be retried, using long
timeout values number ies can cause some SDK operations to seem unresponsive.

Note
e che SDK tths the portable class library (PCL) uses the HttpClient class
|nf the HttpW@ t class, and supports the Timeout property only.

. %ﬂt and ReadWriteTimeout are set to the maximum values if the method being
ca uploads a @ such as AmazonS3Client.PutObject(), AmazonS3Client.UploadPart(),

ploadArchive(), and so on.

* 6Amazon6 cignQli
\ The ver the¥SDK that targets the .NET Framework 4.5 sets Timeout and ReadWriteTimeout to
the maxi lues for all AmazonS3Client and AmazonGlacierClient objects.
|

« Th ion of the SDK that targets the portable class library (PCL) sets Timeout to the maximum
va@ all AmazonS3Client and AmazonGlacierClient objects.

@llowing are the exceptions to the default timeout values. These values are overridden

hen you explicitly set the timeout values. Timeout and ReadWriteTimeout are set to the

aximum values if the method being called uploads a stream, such as AmazonS3Client.PutObject(),
AmazonS3Client.UploadPart(), AmazonGlacierClient.UploadArchive(), and so on. The version of the SDK
that targets the .NET Framework 4.5 sets Timeout and ReadWriteTimeout to the maximum values for
all AmazonS3Client and AmazonGlacierClient objects. The version of the SDK that targets the portable
class library (PCL) sets Timeout to the maximum value for all AmazonS3Client and AmazonGlacierClient
objects.
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Example

The following example shows how to specify a maximum of 2 retries, a timeout of 10 seconds, and a
read/write timeout of 10 seconds for an AmazonS3Client object.

var client = new AmazonS3Client(
new AmazonS3Config
{
Timeout = TimeSpan.FromSeconds(10), // Default value is 100 seconds
ReadWriteTimeout = TimeSpan.FromSeconds(10), // Default value isy 300 seconds
MaxErrorRetry = 2 // Default value is
)i

Migrating Your Code to the Versior@, theﬁ&
SDK for .NET

Version 2 content (see announcem@bove) \Q
This guide describes changes in the version 2 of and how L@;rate your code to this
version of the SDK. é

Topics
« Introduction (p. 34)

o What's New (p. 34) 6
o What's Different (p. 34) \ \
Introduction Q\' Q
The AWS SDK for @ eleased i&@er 2009 and was originally designed for .NET Framework

2.0. Since then, improved N .0 and .NET 4.5. Since .NET 2.0, .NET has also added new
target platfopms: T and Win &

ne 8.
ET version 2 has,been updated to take advantage of the new features of the .NET
platfo @ to target Wi indows Phone 8.

t's New
0 Suppor Qd asynchronous API

Suppor s Store apps
o Support fo dows Phone 8

o Abij configure service region via App.config or Web.config
Response and Result classes

@ated names for classes and properties to follow .NET conventions

hat's Different

Architecture

The AWS SDK for .NET uses a common runtime library to make AWS service requests. In version 1 of the
SDK, this “common” runtime was added after the initial release, and several of the older AWS services
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did not use it. As a result, there was a higher degree of variability among services in the functionality
provided by the AWS SDK for .NET version 1.

In version 2 of the SDK, all services now use the common runtime, so future changes to the core runtime
will propagate to all services, increasing their uniformity and easing demands on developers who want to
target multiple services.

However, separate runtimes are provided for .NET 3.5 and .NET 4.5:

« The version 2 runtime for .NET 3.5 is similar to the existing version 1 runtime, which is based on the
System.Net.HttpWebRequest class and uses the Begin and End pattern for asynchronous methods

o The version 2 runtime for .NET 4.5 is based on the new System.Net.Http.Http lass and us
Tasks for asynchronous methods, which enables users to use the new a dawait keyv@

C#5.0. \

The WinRT and Windows Phone 8 versions of the SDK reuse the r é or .NET 4.5, &
exception that they support asynchronous methods only. WindoWws e 8 doesn't nati support

C portaRle i mentation of
Removal of the “With" Methods . 6 E

System.Net.Http.HttpClient, so the SDK depends on Mi
The “With" methods have been removed @ ersion 2 of @or the following reasons:

HttpClient, which is hosted on NuGet at the following
« http://nuget.org/packages/Microsoft.Net.Http/2.
« In.NET 3.0, constructor initializer. re added, making

ith” methods redundant.
« The "With” methods added s?q\ overhead to the APl 'design and worked poorly in cases of

inheritance. \
For example, in versio (¢} SDK, you Q'Withl, methods to set up a
TransferUtilit Request:

ityUploadRequest uQ quest = new TransferUtilityUploadRequest()

e("my-bucket

h("c:\tes Q
ionMethod(ServerSideEncryptionMethod.AES256);

he SDK, use constructor initializers instead:

adRequest uploadRequest = new TransferUtilityUploadRequest() {
BucketN y-bucket", Key = "test", FilePath = "c:\test.txt",
ServerSide ryptionMethod = ServerSideEncryptionMethod.AES256

}i

@val of SecureString

e use of System.Security.SecureString was removed in version 2 of the SDK because it is not
vailable on the WinRT and Windows Phone 8 platforms.

Breaking Changes

Many classes and properties were changed to either meet .NET naming conventions or more closely
follow service documentation. Amazon Simple Storage Service (Amazon S3) and Amazon Elastic
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Compute Cloud (Amazon EC2) were the most affected by this because they are the oldest services in the
SDK and were moved to the new common runtime. Below are the most visible changes.

« All client interfaces have been renamed to follow the .NET convention of starting with the letter “I".
For example, the AmazonEC2 class is now |IAmazonEC2.
« Properties for collections have been properly pluralized.

+ AWSClientFactory.CreateAmazonSNSClient has been renamed
CreateAmazonSimpleNotificationServiceClient.

e AWSClientFactory.CreateAmazonIdentityManagementClient has been renamed
CreateAmazonldentityManagementServiceClient.

Amazon DynamoDB %

« The amazon.dynamodb namespace has been removed; only the a namodbv @
remains.

« Service-response collections that were set to null in version 1 set to an lectlon For
example, QueryResult.LastEvaluatedKey and ScanRespo uated Key. il to empty
collections when there are no more items to query/s code depe LastEvaluatedKey
to be null, it now has to check the collection’s Coun avoid a p055|bl nite loop.

Amazon EC2 Q b@

*+ Amazon.EC2.Model.RunningInsta en rename \ .

Additionally, the GroupName and Group roperties ningInstance have been combined into
the SecurityGroups propertyyvh%es a Grouplde object, in Instance.

e Amazon.EC2.Model. IpPerm& Specificatio s/been renamed IpPermission.

e Amazon.EC2.Model.V e.Status has n med State.
. AuthorizeSecurityGr@e Request re edfoot properties for ToPort and FromPort in favor of

always using IpP @
This was don @the root p ere silently ignored when set for an instance running in a
VPC. gv

. The xceptlon c@ based on AmazonServiceException instead of

ption.

su t, many of thee t|on properties have changed; the XML property is no longer provided,
mple

\%mazon r@
&Q o The ClusterVersion.Name property has been renamed ClusterVersion.Version.

g 3
azonS3Config.CommunicationProtocol was removed to be consistent with other services
where ServiceURL contains the protocol.

o The PutACLRequest.ACL property has been renamed AccessControlList to make it consistent with
GetACLResponse.

o GetNotificationConfigurationRequest/Response and
SetNotificationConfigurationRequest/Response have been renamed
GetBucketNotificationRequest/ Response and PutBucketNotificationRequest/ Response, respectively.
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« EnableBucketLoggingRequest/Response and DisableBucketLoggingRequest/Response
were consolidated into PutBucketLoggingRequest/ Response.

+ The GenerateMD5 property has been removed from PutObjectRequest and UploadPartRequest
because this is now automatically computed as the object is being written to Amazon S3 and
compared against the MD5 returned in the response from Amazon S3.

« The PutBucketTagging.TagSets collection is now PutBucketTagging.TagSet, and now takes a list of
Tag objects.

« The AmazonS3Util utility methods DoesS3BucketExist, SetObjectStorageClass,
SetServerSideEncryption, SetWebsiteRedirectLocation, and DeleteS3BucketWithObjects were chan
to take IAmazonS3 as the first parameter to be consistent with other high-level’APIs in the SDK.

« Only responses that return a Stream like GetObjectResponse are IDisposab
responses were IDisposable.

o The BucketName property has been removed from Amazon.S3. Mod

Amazon Simple Workflow Service ® %\
« The DomainInfos.Name property has been renamed Do@ Infos Q

Configuring the AWS Region

Regions can be set in the App.config or Web es (depen 7 @ur project type). The
recommended approach is to use the aws lt gh using @ ppSettings element is still
supported.

For example, the following specification co res all cli @on't explicitly set the region to point
to us-west-2 through use of thga ent.

configSections> <aws pr eName="{profi " region="us-west-2"/>
</configuration>

AI
<configuration> <conf1g§eit10n <section e="aws % pe="Amazon.AWSSection, AWSSDK"/> </

Alternatively, you i ment.

ey="AWSProfileName" value="{profile_name}"/>
west-2"/>

* % simplify
ject hav& collapsed. For example, the code to get an Amazon SQS queue URL previously looked
like this:

1Response response = SQSClient.GetQueueUrl(request);
iteLine(response.CreateQueueResult.Queuelrl);

an now get the queue URL simply by referring to the QueueUrl member of the
eateQueueResponse returned by the AmazonSQSClient.CreateQueue method:

Console.WriteLine(response.QueueUrl);

The CreateQueueResult property still exists, but has been marked as deprecated, and may be removed
in a future version of the SDK. Use the QueueUr1l member instead.
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Additionally, all of the service response values are based on a common response class,
AmazonWebServiceResponse, instead of individual response classes per service. For example, the
PutBucketResponse class in Amazon S3 is now based on this common class instead of S3Response in
version 1. As a result, the methods and properties available for PutBucketResponse have changed.

Refer to the return value type of the Create* method for the service client that you're using to see what
values are returned. These are all listed in the AWS SDK for .NET Reference.

Platform Differences in the AWS SDK foaR,.NET

Version 2 content (see announcement above) ( b
The AWS SDK for .NET provides four distinct assemblies for developers @jlﬁerent P
However, not all SDK functionality is available on each of these plat toplc de

differences in support for each platform.

AWS SDK for .NET Framework 3.5 C) . Q@
d against .NET

This version of the the SDK is the one most similar to v hIS version, ¢
Framework 3.5, supports the same set of services a 1 It also use same pattern for making
asynchronous calls (p. 26). ®
Note “N
This version contains a number of cha reak as designed for version 1.
For more information, see the Migratij € (p 34

AWS SDK for .NET Framew

<
The version of the the SDK com |nst .NET. Fram .5 supports the same set of services as
version 1 of the SDK. How g |t uses a dlfferent tern f ynchronous calls. Instead of the Begin/
End pattern it uses the ta ed pattern, w developers to use the new async and await
keywords introduced in,C#

AWS SDK f r@ s RT
The version DK comp lﬁ inRT supports only asynchronous method calls using async

and await

This ve @ does not pro he functionality for Amazon S3 and DynamoDB that was available in
he SDK. The lo ng Amazon S3 functionality is currently unavailable in the Windows RT

ve@f SDK. E

Transfer Utili
|o Nam %
&Q TheD\@ s RT version of the SDK does not support decryption of the Windows password using the

Get edPassword method.
SDK for Windows Phone 8

e version of the the SDK compiled for Windows Phone 8 has a programming model similar to

indows RT. As with the Windows RT version, it supports only asynchronous method calls using async
and await. Also, because Windows Phone 8 doesn't natively support System.Net.Http.HttpClient,
the SDK depends on Microsoft's portable class implementation of HttpClient, which is hosted on
nuget at the following URL:

 http://nuget.org/packages/Microsoft.Net.Http/2.1.10
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This version of the AWS SDK for .NET supports the same set of services supported in the AWS Mobile
SDK for Android and the AWS Mobile SDK for iOS:

e Amazon EC2

« Elastic Load Balancing
« Auto Scaling

« Amazon S3

« Amazon SNS

« Amazon SQS

« Amazon SES

« DynamoDB

« Amazon SimpleDB @
« CloudWatch \
« AWS STS %

This version does not provide all of the functionality for A
1 of the SDK. The following Amazon S3 functionality i5{ L

nd DynameDB able in version
navailable i\ indows Phone 8

%,
;\5

yption of the Windows password

version of SDK.
« Transfer Utility
» 10 Namespace @

Also, the Windows Phone 8 version of the oes not su

using the GetDecryptedPassword n@i.
*

Install AWS Ass }es w&Nu et
Version 2 cc@ (see @ cement above)

&

assembly TraceListener a sionProvider extensions to your application without first

NuGetis ap &anagement :&;Kor the .NET platform. With NuGet, you can add the AWSSDK
t
K

previous versions. NuGet is aware of dependencies between assemblies and installs required assemblies

installi .
Nm s has the mos@xt versions of the AWS .NET assemblies, and also enables you to install

automatically. Ass that are installed with NuGet are stored with your solution rather than in a

%l/‘ltral locatio rogram Files. This enables you to install assembly versions specific to a

en app% out creating compatibility issues for other applications.

For more info ion about NuGet, go to the NuGet documentation.

Topi@
@ ation (p. 39)
Get from Solution Explorer (p. 40)
o NuGet Package Manager Console (p. 40)

Installation

To use NuGet, install it from the Visual Studio Gallery on MSDN. If you are using Visual Studio 2010 or
later, NuGet is installed automatically.
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\

You can use NuGet either from Solution Explorer or from the Package Manager Console.
NuGet from Solution Explorer

To use NuGet from Solution Explorer, right-click on your project and select Manage NuGet Packages...
from the context menu.

From the Manage NuGet Packages dialog box, select Online in the left pane. You can then search for the
package that you want to install using the search box in the upper right corner. The screenshot shows the
AWS .Extensions assembly package. Notice that NuGet is aware that this package has a dependency

on the AWSSDK assembly package; NuGet will therefore install the AWSSDK packadge if it is not already
installed. ; S

s
ECZ_Basic - Manage NuGet Packages

P Installed packages Stable Onby * Sortby: Relevance - aws extensions
“ Galine AWS SDK for NET: SessionProvider exten... Created by: Amazon Web Services
SessionProvider extensions for the AWS SDK Id: AWS.S Provider
Al for NET. This contains a session state provid... FAessenTenas
nuget.org Version: 2.0.15.1
Microsoft and .NET ~- AWS SDK for .NET: Tracelistener extensions L BRI
Search Results . ' Tracelistener extensions for the AWS SDK for .NET, This Downloads: 6123
contains a Tracelistener using Amazon DynamoDEB. License
bt View License
~— AWS SDK for .NET Project Information
. . Build applications that tap into the cost-effective, scalable, and Report Abuse
reliable AWS cloud. Get started in minutes using AWS infrastr... Description:

SessionProvider extensions for the AWS 50K

Rm &tm - _M'“‘_‘li’"q o . for .MET. This contains a session state
Reactive Extensions Main Library combining the intefaces, provider using Amazon DynamaDB,
core, LINGQ, and platform services libraries.
Tags: AWS Amazon cloud
. Directus.Metrics. AWS Dependencies:
a Tools te measure your application using AWS as a data store AWSSDK (z 20.15.1)
Each item above may have sub-
. dependencies subject to odditional license
My useful extensions pack agreements.
e Extensions, sorted by namespaces
o tAppender.AWS
Each package is licensed to you by its . logdnet Appenders that work with AWS Services
owner. Microsoft is not responsible
for, nor does it grant any licenses to, hd
third-party packages. 12 3 4 5 )
Sethlngs Close
kage Man@:nsole
uGet from ckage Manager Console within Visual Studio:
«/'Visual Studie 2070, - From the Tools menu, select Library Package Manager, and click Package
Manage le.

« Visual Studio®2012 - From the Tools menu, select Nuget Package Manager, and click Package
M Console.

m/the console, you can install the AWS assemblies using the Install-Package command. For example,
stall the AWS SDK for .NET assembly, use the following command line:

PM> Install-Package AWSSDK

To install an earlier version of a package, use the -Version option and specify the desired package
version. For example, to install version 1.5.1.0 of the AWS SDK for .NET assembly, use the following
command line:
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PM> Install-Package AWSSDK -Version 1.5.1.0

The NuGet website provides a page for every package that is available through NuGet such as the
AWSSDK and AWS . Extensions assemblies. The page for each package includes a sample command line
for installing the package using the console. Each page also includes a list of the previous versions of the
package that are available through NuGet.

For more information on Package Manager Console commands, see Package Manager Console
Commands (v1.3).

41


http://nuget.org/packages/AWSSDK
http://nuget.org/packages/AWS.Extensions
http://nuget.codeplex.com/wikipage?title=Package%20Manager%20Console%20Command%20Reference%20%28v1.3%29
http://nuget.codeplex.com/wikipage?title=Package%20Manager%20Console%20Command%20Reference%20%28v1.3%29

AWS SDK for .NET (version 2, deprecated) Developer Guide
Version 2 content (see announcement above)

Programming AWS Services with the
AWS SDK for .NET

Version 2 content (see announcement a )

The following concepts, tutorials, and examples demonstrate how to u ?‘@ SDK for .N @

with individual Amazon Web Services.

Before you begin, be sure that you have set up the AWS SDK for @and that w%hxeviewed
).

the material in the Programming with the AWS SDK for .NET (p

%@ O

« Programming with the AWS Resource APIs for .N
. &‘ or .NET (PW

o AWS CloudFormation Programming with the

« Amazon DynamoDB Programming with ¢he K&or .NEJ (p @

» Amazon Elastic Compute Cloud Progra the AWS "NET (p. 67)

« Amazon S3 Glacier Programming with t S SDK for .NET 4)

» AWS Identity and Access Ma@g%:’rogramming he"AWS SDK for .NET (p. 88)

» Amazon Route 53 Programmi i e AWS SDK fo p. 106)

« Amazon Simple Storage@grammin the AWS SDK for .NET (p. 110)

« Amazon Simple Notifj n Sérvice Programing, with the AWS SDK for .NET (p. 111)

« Amazon Simple ervice Progra ith the AWS SDK for .NET (p. 113)
%he AWS SDK for .NET (p. 120)

. Programmin& offal AWS Ser{(

Progra g wi e AWS Resource APIs for .NET

Vgﬂ)n 2 ¢ nt (see announcement above)

* e AWS S rovides the AWS Resource APIs for .NET. These resource APIs provide a resource-

\ evel prog g model that enables you to write code to work more directly with resources that are
managed by ervices. A resource is a logical object that is exposed by an AWS service's APIs. For
exam@ws Identity and Access Management (IAM) exposes users and groups as resources that can be

prog tically accessed more directly by these resource APIs than by other means.

S Resource APIs for .NET are currently provided as a preview. This means that these resource
ay frequently change in response to customer feedback, and these changes may happen without
vance notice. Until these resource APIs exit the preview stage, please be cautious about writing and
istributing production-quality code that relies on them.
Using the AWS Resource APIs for .NET provide these benefits:

« The resource APIs in the the SDK are easier to understand conceptually than their low-level API
counterparts. The low-level APIs in the the SDK typically consist of sets of matching request-and-
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response objects that correspond to HTTP-based API calls focusing on somewhat isolated AWS service
constructs. In contrast, these resource APIs represent logical relationships among resources within AWS
services and intuitively use familiar .NET programming constructs.

Code that you write with the resource APIs is easier for you and others to comprehend when compared
to their low-level API equivalents. Instead of writing somewhat complex request-and-response

style code with the low-level APIs to access resources, you can get directly to resources with the
resource APIs. If you're working with a team of developers in the same code base, it's typically easier to
understand what has already been coded and to start contributing quickly to existing code.

You will typically write less code with the resource APIs than with equivalent low-level API code.
Request-and-response style code with the low-level APIs can sometimes be quite long. Equivalent
resource APIs code is typically much shorter, more compact, and easer to deb

Here's a brief example of using C# and the AWS Resource APIs for .NET c@ new IAM @t:

// using Amazon.IdentityManagement.Resources;

// using Amazon.IdentityManagement.Model; O
var iam = new IdentityManagementService(); @ . Q

try

var user = iam.CreateUser("DemoUser"); @
Console.WriteLine("User Name = '{0}', @' e, * 6

user.Name, user.Arn);

catch (EntityAlreadyExistsException) 0

Console.WriteLine("User '@em ! already exi ;

a x—level APIs:

Compare this to an equiv. & mple of usi@
// using Amazon.I IT¥yManagement;

// using Amazon. tdtyManagement. e

var client &azonldentit nagementServiceClient();
var reque = uest

w CreateUser
User DemoUser"O

Yi
try
{
var respams ient.CreateUser(request);
Console& ine("User Name = '{0}', ARN = '{1}'",

response er.UserName, response.User.Arn);

¥
catc ityAlreadyExistsException)

ole.WriteLine("User 'DemoUser' already exists.");

ven with this brief code example, you'll see that the resource APIs code is a bit easier to comprehend
than the low-level code, and the resource APIs code is a bit shorter and more compact than its low-level
counterpart.

There are a few limitations to note when using the resource APIs as compared to the low-level APIs in the
the SDK:
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« Not all of the AWS services currently have resource APIs (although this number is growing). Currently,
the following AWS services have resource APIs in the the SDK:

« AWS CloudFormation

« Amazon S3 Glacier

o AWS Identity and Access Management (IAM)

« Amazon Simple Notification Service (Amazon SNS)
« Amazon Simple Queue Service (Amazon SQS)

« The resource APIs are currently provided as a preview. Please be cautious aboutwriting and
distributing production-quality code that relies on these resource APIs, especialtyas the resource APIs
may undergo frequent changes during the preview stage.

The following information describes how to download and reference theresotifce APIs. Link§ tofcede
examples and related programming concepts for supported AWS sepVices aré also provided.

Download and Reference the AWS Resource APIsffor fNET

1. If you have an existing project in Visual Studio that you waft to use the reseurce APIs with, and
that project is already referencing the AWS .NET libraky fileAwWSSDK.d11), yowmust remove this
reference. This reference is set by default if you haVeéthe)AWS Toolkit ferVisual Studio installed and
you have created a project based upon one of the)AWS project templatés (for example, the Visual C#
AWS Console Project template). Or, you mayfhave, previously set@referéfice to the library explicitly,
which the the SDK typically installs to driveg\Program Filkes) (x86)\AWS SDK for .NET\bin.
To remove the reference for example infSolution Explorer inVisual Studio, in the References folder,
right-click AWSSDK and then click Remoye,

2. Download the AWS Resource APJS for,.NET library fileffrom the resourceAPI-preview branch of the
aws-sdk-net GitHub repositery"onto your development/machine. To do this, in the binaries folder at
that location, download,and then,unzip the fileydamed daistet35.zip (for projects that rely on the .NET
Framework 3.5) or dotnet45.zip (for projectshatigely on the .NET Framework 4.5). Note that because
these zip files contains’a¥file‘that is also named AWSSDK . d11, make sure to unzip the file to a location
other than where younAWS.NET librarysfile is\already installed. For example, unzip the file to any
location other than drive:\Program|\FEilés (x86)\AWS SDK for .NET\bin.The unzipped
contents containdoth.NET Framework 3¥57and 4.5 versions of the AWS Resource APIs for .NET library
file (AwssDK. d21), which you can set'a reference to from your projects.

Note that after unzipping, there Will be three files: AWSSDK.d11, AWSSDK. pdb, and AWSSDK. xm1.
To enablerobust debugding and’help within Visual Studio, make sure that these three files remain
tégethemin the same folder.

3. From'the project imVisual Studio that you want to use the resource APIs with, set a reference to the
AWS Resource APIlsffof .NET library file that you just unzipped. To do this for example in Solution
Explorer i, Vistal Sttdio, right-click the References folder; click Add Reference; click Browse; browse
to and selectithe AwssDK.d11 file that you just unzipped; click Add and then click OK.

4. Import the'specific resource APIs in the AWS Resource APIs for .NET that you want to use in your
projeet's code. These APIs typically take the format Amazon.ServiceName.Resources, where
{SeryiceName} is typically some recognizable phrase that corresponds to the specific service. For
example for the AWS Identity and Access Management resource APlIs, in C# you would include the
following using directive at the top of a class file:

using Amazon.IdentityManagement.Resources;

5. As needed, import any corresponding low-level APIs that the specific resource APIs rely upon.
These APIs typically take the format Amazon. ServiceName.Model and sometimes also
Amazon.ServiceName, where {ServiceName} is typically some recognizable phrase that corresponds
to the specific service. For example for the AWS Identity and Access Management low-level APIs, in C#
you would include the following using directives at the top of a class file:
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using Amazon.IdentityManagement.Model;
// Possibly also the following, depending on which of the resource APIs that you use:
using Amazon.IdentityManagement

6. Because the resource APIs are currently provided as a preview, you should be cautious about writing
production-quality code that relies on them, especially as the resource APIs may undergo frequent
changes during the preview stage. However, if you choose to distribute the project anyway, make sure
to include a copy of the AWS Resource APIs for .NET library file. To do this for example in Solution
Explorer in Visual Studio, within the References folder, click AWSSDK; in the Properties window, next
to Copy Local, select True if it is not already selected.

Note

If you distribute a project that has a copy of the resource APIs l|brar ed, and th
the resource library APIs change, the only way for your project t e new cha

to redistribute your project with an updated resource APIs librar d loca

Code Examples for Resource APIs

The following links provide code examples for AWS servi @upport resg @APB in the the
SDK. \

o CloudFormation (p. 46) @

« Amazon Glacier (p. 86) @ 6

o AWS Identity and Access Management (|4

« Amazon Simple Notification Service (Amazop SNS) (p. 110
« Amazon Simple Queue Serwge ( n SQS) (p. 114,

AWS CloudForr@an Pr@\‘nmmg with the AWS

SDK for NET

Versio nt S nouncement above)

for .NET su S CloudFormation, which creates and provision AWS infrastructure
s predlctably a eatedly. For more information, see AWS CloudFormation Getting

\%e following,i n introduces you to the AWS CloudFormation programming models in the the

&Q Pro Xg Models

K provides two programming models for working with AWS CloudFormation. These
mming models are known as the low-level and resource models. The following information
ibes these models, how to use them, and why you would want to use them.

ow-Level APIs
The the SDK provides low-level APIs for programming with AWS CloudFormation. These low-level APIs

typically consist of sets of matching request-and-response objects that correspond to HTTP-based API
calls focusing on their corresponding service-level constructs.
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The following example shows how to use the low-level APIs to list accessible resources in AWS
CloudFormation:

// using Amazon.CloudFormation;
// using Amazon.CloudFormation.Model;

var client = new AmazonCloudFormationClient();
var request = new DescribeStacksRequest();

var response = client.DescribeStacks(request);

foreach (var stack in response.Stacks)

{
Console.WriteLine("Stack: {0}", stack.StackName);
Console.WriteLine(" Status: {0}", stack.StackStatus);
Console.WriteLine(" Created: {0}", stack.CreationTime); \
var ps = stack.Parameters; %
if (ps.Any()) <:

{

Console.WriteLine(" Parameters:");

foreach (var p in ps)

{ K
Console.WriteLine(" {0} = {1},
p.ParameterKey, p.ParameterValue)
} \

}
< ‘ b
For related API reference i ormm, see Amazo lou ation and
Amazon.CloudFormatio odel in the AW .NET API reference.
Resource APIs Q Q
i AWS Reso % r .NET for programming with AWS CloudFormation.
ce-

el programming model that enables you to write code to work
S CloudFofmatien resources as compared to their low-level API counterparts. (For

more i ion about the urce APIs for .NET, including how to download and reference these

resourd @ the AWS Resource APIs for .NET (p. 42).)

Th@wing exam
AW udFormati

/ using K udFormation.Resources;
var cf = new oudFormation();

fore@ar stack in cf.GetStacks())
@ole.WriteLine("Stack: {0}", stack.Name);
sole.WriteLine(" Status: {0}", stack.StackStatus);

Console.WriteLine(" Created: {0}", stack.CreationTime);

(1)
[}
o
=
(]
«Q
=

5 )]

Qo

3

ow to use the AWS Resource APIs for .NET to list accessible resources in

var ps = stack.Parameters;

if (ps.Any())
{

Console.WriteLine(" Parameters:");
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foreach (var p in ps)
{
Console.WriteLine(" {0} = {1},
p.ParameterKey, p.ParameterValue);

For related API reference information, see Amazon.CloudFormation.Resources.

Amazon DynamoDB Programming V\a@he A
SDK for .NET > S

Version 2 content (see announceme e) o Q

The AWS SDK for .NET supports Amazon DynamoD &is a fast No?bdatab se service offered by
AWS.

The following information introduces you ¢o t DB pregr models and their APIs. There
are also links to additional DynamoDB pr ing resources \& the AWS SDK for .NET.

Programming Models

programming models incl the low-level model;'the document model, and the object persistence

model. The following info% describes th
to use them. Q
Topics @ @

+ Low-Level % K

o Documght

\
)

Low-Level

* e low-level p @\g model wraps direct calls to the DynamoDB service. You access this model
\ rough t %DynamoDBvZ namespace.

Of the three els, the low-level model requires you to write the most code. For example, you must
conv@T data types to their equivalents in DynamoDB. However, this model gives you access to the
t

&
The the SDK provides three diffe rammi% ommunicating with DynamoDB. These

ls, how to use them, and when you might want

mos es.

@llowing example shows how to use the low-level model to create a table in DynamoDB:

/ using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;

var client = new AmazonDynamoDBClient();

var request = new CreateTableRequest

{
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TableName = "AnimalsInventory",
AttributeDefinitions = new List<AttributeDefinition>
{
new AttributeDefinition
{
AttributeName = "I4d",
// "S" = string, "N" = number, and so on.
AttributeType = "N"
I
new AttributeDefinition
{
AttributeName "Type",
AttributeType = "S"

¥
I

KeySchema = new List<KeySchemaElement> @
{

new KeySchemaElement
{

AttributeName = "I4d", <

// "HASH" = hash key, "RANGE" = range key.

KeyType = "HASH" TS
Iy
new KeySchemaElement K

{

AttributeName = "Type",
KeyType = "RANGE"
}, O~ -
}, \

ProvisionedThroughput = new Provis @ roughput
{

ReadCapacityUnits = 10,

WriteCapacityUnits = 5 @

T

’ \a \
var response = client a ble(requeQ
Console.WriteLin b created wi@u st ID: " +

response.R etadata.Requ Id).;
mple, the table iSicreated through the AmazonDynamoDBClient class's

method. The ateTable method uses an instance of the CreateTableRequest class
aracteristics @ quired item attribute names, primary key definition, and throughput

In the precedin
CreateZab

ke

Bef ou begin ing a table, you should make sure that the table is ready. The following example
-level model to verify that a table in DynamoDB is ready:

CreateTable method returns an instance of the CreateTableResponse class.

var new AmazonDynamoDBClient();

= nn.
S = i

// Wait 5 seconds before checking (again).
System.Threading.Thread.Sleep(TimeSpan.FromSeconds(5));

try
{

var response = client.DescribeTable(new DescribeTableRequest

{
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TableName =

)i

"AnimalsInventory"

Console.WriteLine("Table = {0}, Status = {1}",
response.Table.TableName,
response.Table.TableStatus);

status = response.Table.TableStatus;

}

catch (ResourceNotFoundException)

{

// DescribeTable is eventually consistent.
// get resource not found.

So you might
}

} while (status != TableStatus.ACTIVE);

x &

e Amazon
ue of the t a

Client
leStatus

In the preceding example, the target table to check is referenced th
class's DescribeTable method. Every 5 seconds, the code chegks't
property. When the status is set to ACTIVE, then the table is

// using Amazon.DynamoDBv2;

// using Amazon.DynamoDBv2.Model;

N\

ta be modifie
L 2
The following example shows how to use the low-level insert two ite\ a tablein
DynamoDB:
var client = new AmazonDynamoDBClien
var requestl = new PutItem%Equ
{
TableName = "AnimalsInventN
Item = new Dictionary ring, YAttributeVv >
{

{ "Id", new Attri

{ "Type", new Attani S

{ "Name", ne r "R
} \
w PutItemReq &

var request2 =

{
Tabl @: = "AnimalsInvengory",
e sw Dictionary<st g, AttributevValue>

}i

Id", new utevValue { N = "2" }},
. { "Type", ibutevalue { S = "Cat" }},
{ "Nam n ributevalue { S = "Patches" }}
}

}i

clie Item(requestl);
clie Item(request2);

preceding example, each item is inserted through the AmazonDynamoDBClient class's
tItem method, using an instance of the PutItemRequest class. Each of the two instances of the
utItemRequest class takes the name of the table to be inserted into, along with a series of item
attribute values.

For more information and examples, see:

« Working with Tables Using the AWS SDK for .NET Low-Level API
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« Working with Items Using the AWS SDK for .NET Low-Level API

« Querying Tables Using the AWS SDK for .NET Low-Level API

« Scanning Tables Using the AWS SDK for .NET Low-Level API

« Working with Local Secondary Indexes Using the AWS SDK for .NET Low-Level API
» Working with Global Secondary Indexes Using the AWS SDK for .NET Low-Level API

Document

The document programming model provides an easier way to work with data in®D v amoDB. This mo

is specifically intended for accessing tables and items in tables. You access rough th
Amazon.DynamoDBv2.DocumentModel namespace. @

Of the three models, the document model is easier to code agalns D data co @
low-level programming model. For example, you don't have to con any .NET o their
{c;;@ he low-

level programming model. For example, you can use this model nd delete

ate, retriev
items in tables. However, to create tables, you must use the modelsFinally, model requires
you to write more code to store, load, and query .NET OK pared to the t persistence model.

@ m into a table in

equivalents in DynamoDB. However, this model doesn't prowde@ as many fe
y

The following example shows how to use the docun eltoi

DynamoDB:

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.DocumentMc

\'
var client = new AmazonDyna oD. t(); 0
var table = Table. LoadTable "AnimalsInve % ;
var item = new Document(); \
item["Id"] =
item[ "Type"] "Hor
item[ "Name" ] @

1} II(.O

" sh
table.PutlIte @
serted into the table through the Table class's PutItem

In the prec@(ample the ite
metho tItem me an instance of the Document class; the Document class is simply

a co f initialized attributes. To determine the table to insert the item into, the Table class's
LogdTable method is call ecifying an instance of the AmazonDynamoDBClient class and the

na the target@n DynamoDB
0\%e followi ows how to use the document model to get an item from a table in DynamoDB:

L8

// using Ama .DynamoDBv2;
// u Amazon.DynamoDBv2.DocumentModel;

i = new AmazonDynamoDBClient();
ble = Table.LoadTable(client, "AnimalsInventory");

em = table.GetItem(3, "Horse");

onsole.WriteLine("Id = " + item["Id"]);
Console.WriteLine("Type " + item["Type"]);
Console.WriteLine("Name " + item["Name"]);

In the preceding example, the item is retrieved through the Table class's Get Item method. To
determine the item to get, in this example, the GetItem method uses the hash-and-range primary key
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of the target item. To determine the table to get the item from, the Table class's LoadTable method
uses an instance of the AmazonDynamoDBClient class and the name of the target table in DynamoDB.

The preceding example implicitly converts the attribute values for 1d, Type, Name to strings for the
WriteLine method. You can do explicit conversions by using the various AsType methods of the
DynamoDBEntry class. For example, you could explicitly convert the attribute value for 1d from a
Primitive data type to an integer through the AsInt method:

int id = item["Id"].AsInt();

Or, you could simply perform an explicit cast here by using (int):

int id = (int)item["Id"];

For more information about data type conversions with Dynamo
DynamoDBEntry.

For more information and examples about the Dynam {@ent model, S\roument Model.

Object Persistence
The object persistence programming model is designed
loading, and querying .NET objects in Dynam u access t

Amazon.DynamoDBv2.DataModel names 3

Of the three models, the object persistence model is easi€
loading, or querying DynamoDS example, yo @

However, this model provides acc to operations that'store, load, and query .NET objects in
DynamoDB. For example, can u this mode%te, etrieve, update and delete items in tables.

However, you must first r tables us -level model, and then you can use this model to
map your .NET classes G

The following ows how to ET class that represents an item in a table in DynamoDB:

vith DynamoDB data types directly.

DynamoDBv

("Anlmal ")]

{
oDBHashK
t§ set; }

e { get; set; }
Name { get; set; }

| ding example, the DynamoDBTable attribute specifies the table name, while the
oDBHashKey and DynamoDBRangeKey attributes model the table's hash-and-range primary key.

e following example shows how to use an instance of this .NET class to insert an item into a table in
ynamoDB:

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.DataModel;

var client = new AmazonDynamoDBClient();
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,Q(\

var context = new DynamoDBContext(client);
var item = new Item

{
Id = 4,
Type = "Fish",
Name = "Goldie"
Y

context.Save(item);

In the preceding example, the item is inserted through the DynamoDBContext c
which takes an initialized instance of the .NET class that represents the item. (The
DynamoDBContext class is initialized with an instance of the AmazonDynamoDB

ss's Save method,

The following example shows how to use an instance of this .NET objec ge
DynamoDB:

// using Amazon.DynamoDBv2;

// using Amazon.DynamoDBv2.DataModel;
*
var client = new AmazonDynamoDBClient(); @ \

var context = new DynamoDBContext(client);

var item = context.Load<Item>(4, "Fish"); @
Console.WriteLine("Id = {0}", item.Id);
Console.WriteLine("Type = {0}", item. A

Console.WriteLine("Name = {0}", item

In the preceding example, the |te rieved through oDBContext class's Load method,
which takes a partially- |n|t|al|z of the .NET ¢ t represents the hash-and-range primary
key of the item to be retri [x re, the in ce o ynamoDBContext class is initialized with
an instance of the AmazonDynamoDBClient

For more information ples see ject Persistence Model.

Additional @

For additio matlon anc@ s of programming DynamoDB with the the SDK, see:
APIs

. Q DB Series K|ck0
oDB Serne@ument Model
Dynamo nversion Schemas
. Dynamo&ﬁ’es - Object Persistence Model
« DynamoDB Séfies - Expressions
ynamoDB Programming with Expressions by Using the AWS SDK for .NET (p. 53)

upport in Amazon DynamoDB with the AWS SDK for .NET (p. 62)
. aging ASP.NET Session State with Amazon DynamoDB (p. 64)

Topics
« Amazon DynamoDB Programming with Expressions by Using the AWS SDK for .NET (p. 53)
« JSON Support in Amazon DynamoDB with the AWS SDK for .NET (p. 62)
« Managing ASP.NET Session State with Amazon DynamoDB (p. 64)
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s "0~ Blc@
.
\ "Descr

Amazon DynamoDB Programming with Expressions
by Using the AWS SDK for .NET

Version 2 content (see announcement above)

The following code examples demonstrate how to use the the SDK to program DynamoDB with
expressions. Expressions denote the attributes that you want to read from an item in a DynamoDB table.
You also use expressions when writing an item, to indicate any conditions that t be met (also kno
as a conditional update) and to indicate how the attributes are to be updated S pdate examples(@
replacing the attribute with a new value, or adding new data to a list oram e mforma
Reading and Writing Items Using Expressions.

Topics
« Sample Data (p. 53)
» Get a Single Item by Using Expressions and the Item's Primdfy K

» Get Multiple Items by Using Expressions and the Table ey (p 56)
« Get Multiple Items by Using Expressions and Other utes (p. 57)

 Print an Item (p. 58)
« Create or Replace an Item by Using Expressi @
» Update an Item by Using Expressions @ \

» Delete an Item by Using Expressions (6
« Additional Resources (p. 62)

Sample Data \ x/
The code examples in t Q: ly on the f@ o0 example items in a DynamoDB table named
t
e

ProductCatalog. Th describe i ion about product entries in a fictitious bicycle store
catalog. These ite d on the ex that is provided in Case Study: A ProductCatalog Item.
The data type such as BO , NS, s, and Ss correspond to those in the JSON Data
Format.

llIdll

ngn, cription"”

uB eType":
Hybrld"
" "Brand Company C"

}l

"Price": {
"N": "50Q"

}l

"Gender": {
ngn. wgm

}l

"Color": {
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I

I

I

I

I

¥
Iy
{

I

llssll H [
llRedll ,
"Black"

]

"ProductCategory": {

ngn. llBike "

"InStock": {

"BOOL": true

"QuantityOnHand": {

nNme omqw

"RelatedItems": {

"NS": [
"341",

"Pictures": {

IILII: [
{

IIMII: {
"FrontView": {
"S": "http://example/product t. Jpg"

}
¥

IIMII: {
"RearView":
nS: "http: //exax ducts/%

Q 0

{

//examp ducts/205 left_side.jpg"
}Q

ctRev1ews": {

~

]

"Flvestar"

llent! Can't recommend it highly enough! Buy it!",
rself a favor and buy this."
]

svi [

@ "Terrible product! Do not buy this."
]

}

nTdn: {

nNT: m3Q1"

] 0

é@‘b
Q
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N\

0\% %'

"Title": {
"S": "18-Bicycle 301"
Iy
"Description": {
"S": "301 description"
Iy
"BicycleType": {
llsll H llRoad"
Iy
"Brand": {
"S": "Brand-Company C"
Iy
"Price": {
nNUs miggw
Iy

"Gender": { @
ngu. wgm
}' @
"Color": {
nssv: [ 0

"Blue",

"Silver" <
]
T
"ProductCategory": {
vttt @
T
"InStock": { ®

"BOOL": true

Iy
"QuantityOnHand": {
nyns wgm
Iy L 2
"RelatedItems": { \

"NS": [
"801", \
"822",
"979"
——

} K
"Pictures":
EAEIRA
{ 0‘

"

rontView":
"S": "http:%/example/products/301_front.jpg"
O
%,
‘,“i' iew": {
: "http://example/products/301_rear.jpg"

}
)

a
&
"M {

"Sideview": {
"S": "http://example/products/301_left_side.jpg"
}
}
}
]
Iy

"ProductReviews": {
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llMll H {
"FiveStar": {
llss" H [

"My daughter really enjoyed this bike!"

1
I
"ThreeStar": {
"ss": [
"This bike was okay, but I would have preferred it in my color.",
"Fun to ride."

]

}
}
}
}
Get a Single Item by Using Expressions and the Item'’s Primary \
The following example features the Amazon.DynamoDBv2 . AmaZzon moDBClie Item
method and a set of expressions to get and then print the it san Idof the following
attributes of the item are returned: 14, Title, Descripti lor Rela? emspPictures, and
ProductReviews.

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model; @ b
var client = new AmazonDynamoDBClien
var request = new GetItemRequest
{
TableName = "ProductCatalog"
ProjectionExpression = "1a % Descrlptlong #ri, Pictures, #pr",
4 c

ExpressionAttributeNames = tionary<string ing>
{

{ "#pr", "ProductRe ‘ },

{ "#ri", "Relate

}!

Key = new Dict tring, Att lue>

{
{ "Id-, n& uteValue& "205" } o}
var re Qllent @uest),
// () is a cusgvnctlon.

PrintI m(response tem);

¢ athe precedi , the ProjectionExpression property specifies the attributes to be
turned smnAttrlbuteNames property specifies the placeholder #pr to represent the
ProductR ttrlbute and the placeholder #ri to represent the RelatedItems attribute. The call

N

to Pri Item fers to a custom function as described in Print an Item (p. 58).
iple Iltems by Using Expressions and the Table's Primary Key

llowing example features the Amazon.DynamoDBv2 . AmazonDynamoDBClient.Query method
d a set of expressions to get and then print the item that has an 1d of 301, but only if the value of
rice is greater than 150. Only the following attributes of the item are returned: 1d, Title, and all of
the ThreeStar attributes in ProductReviews.

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;
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&

var client = new AmazonDynamoDBClient();
var request = new QueryRequest
{
TableName = "ProductCatalog",
KeyConditions = new Dictionary<string,Condition>
{
{ "Id", new Condition()
{
ComparisonOperator ComparisonOperator.EQ,
AttributeValueList = new List<AttributevValue>

{

new Attributevalue { N = "301" }
}
}
}

}' @
ProjectionExpression = "Id, Title, #pr.ThreeStar",
ExpressionAttributeNames = new Dictionary<string, string>
{

{ "#pr", "ProductReviews" },

{ ll#pll' "Price" }
T *
ExpressionAttributeValues = new Dictionary<str'{ t buteValue>\

{
{ ":val", new AttributevValue { N = "150"
T
FilterExpression = "#p > :val"
}i ¢
var response = client.Query(request); \
foreach (var item in response.Items)
{
// Write out the first page item's attril % eys and values.
// PrintItem() is a customV n.

PrintItem(item);
Console.WriteLine("== ");

e Projecti ression property specifies the attributes to be

In the precedi e@,

returned. The& onAttrib ames property specifies the placeholder #pr to represent the

ProductRe A ribute and thejplaceholder #p to represent the Price attribute. #pr.ThreeStar
r

specifies tofteturmonly the ThreeStay attribute. The ExpressionAttributevalues property
specifi aceholder : resent the value 150. The FilterExpression property specifies
that # e) must be great an :val (150). The call to PrintItem refers to a custom function as

Print an Item

%Ge:t Multiple Item@sing Expressions and Other Item Attributes

e follo ample features the Amazon.DynamoDBv2.AmazonDynamoDBClient .Scan method
and a set o ressions to get and then print all items that have a ProductCategory of Bike. Only the
following attributes of the item are returned: 1d, Title, and all of the attributes in ProductReviews.

azon.DynamoDBvV2;
ng Amazon.DynamoDBv2.Model;

r client = new AmazonDynamoDBClient();
ar request = new ScanRequest

{
TableName = "ProductCatalog",
ProjectionExpression = "Id, Title, #pr",
ExpressionAttributeValues = new Dictionary<string,AttributevValue>
{

{ ":catg", new Attributevalue { S = "Bike" } }
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I

ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#pr", "ProductReviews" },
{ "#pc", "ProductCategory" }
Iy
FilterExpression = "#pc = :catg",
Y

var response = client.Scan(request);

foreach (var item in response.Items)

{

// Write out the first page/scan of an item's attribute keys and va

// PrintItem() is a custom function.
PrintItem(item);
Console.WriteLine("=====");

}

In the preceding example, the ProjectionExpression prope s the attrr

returned. The ExpressionAttributeNames property specrﬁe he laceholder resent the
ProductReviews attribute and the placeholder #pc to re e Product@ategery attribute. The
ExpressionAttributeValues property specifies th - er catg to ent the value Bike.
The FilterExpression property specifies that #pc ductCateg ust equal to :catg
(Bike). The call to PrintItem refers to a custom s described int an Item (p. 58).

Print an Item

The following example shows how to pri @ em'’s attribute a ues. This example is used in the
preceding examples that show how to Get @Sifigle Item b in pressions and the Item’s Primary
Key (p. 56), Get Multiple Items by xpressions and 's Primary Key (p. 56), and Get
Multiple Items by Using Expres L%)ther ltem At Les, (p. 57).

ublic static vo r
\ // Bin ribute value.

// using Amazon.DynamoD%de

// Writes out an itemls attribute ke values.
public static voi intItem(Dictio tring, AttributevValue> attrs)
{

foreach (Ke\ r<str1n ibutevalue> kvp in attrs)

Conso (kvp. Key + "
(kvp Value
} 0
i)
// s out ju@:ttribute's value.

tvalue(Attributevalue value)

t
1f (vai@ll)
le.Write("Binary data");
}
y set attribute value.
if (value.BS.Count > 0)

foreach (var bvValue in value.BS)
{
Console.Write("\n Binary data");
}
}
// List attribute value.
else if (value.L.Count > 0)

{
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foreach (Attributevalue attr in value.L)
{

PrintValue(attr);
}

}
// Map attribute value.

else if (value.M.Count > 0)
{
Console.Write("\n");
PrintItem(value.M);

}
// Number attribute value.
else if (value.N != null)

{

Console.Write(value.N);

}

// Number set attribute value.
else if (value.NS.Count > 0)

{
Console.Write("{0}", string.Join("\n", value.NS.ToAfray H 6

}
// Null attribute value. <
else if (value.NULL)
{
Console.Write("Null");
}
// String attribute value.
else if (value.S != null) <

{ Console.Write(value.S);

}/ String set attribute valu 0

else if (value.SS.Count *O)g

{ Console.Write("{O}" tr%oin("\n",%.ss rray()));
}/ Otherwise, boole &. Q

else

{

Console. 't@e.BOOL); @

} \
Console @'\n"); 0

}

In @ eding example, ttribute value has several data-type-specific properties that can be

eva d to deter he correct format to print the attribute. These properties include properties

such as B, BOOL, B%, NS, NULL, S, and ss, which correspond to those in the JSON Data Format. For
¢ perties s , NULL, and s, if the corresponding property is not null, then the attribute is of

\ e corres non-null data type. For properties such as BS, L, M, NS, and Ss, if Count is greater
than zero, th attribute is of the corresponding non-zero-value data type. If all of the attribute’s
data@pecn ic properties are either null or the Count equals zero, then the attribute corresponds

to th data type.

@ or Replace an Item by Using Expressions

e following example features the Amazon.DynamoDBv2 .AmazonDynamoDBClient.PutItem
ethod and a set of expressions to update the item that has a Title of 18-Bicycle 301. If the item
doesn't already exist, a new item is added.

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model;
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var client = new AmazonDynamoDBClient();
var request = new PutItemRequest

{
TableName = "ProductCatalog",
ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#title", "Title" }
Iy
ExpressionAttributeValues = new Dictionary<string, Attributevalue>
{
{ ":product", new AttributevValue { S = "18-Bicycle 301" } }
Iy
ConditionExpression = "#title = :product",
// CreateItemData() is a custom function.
Item = CreateItemData()
Y
client.PutItem(request);
In the preceding example, the ExpressionAttributeNames ecifies the er
#title to represent the Title attribute. The ExpressionAt eValues ecifies

the placeholder :product to represent the value 18-Bic
property specifies that #title (Title) must be equal
CreateItemData refers to the following custom functi

. The ConditionExpression

ct (18—Bic& 01). The call to

{ new Attr
* { i i
\ oducts/

// using Amazon.DynamoDBv2.Model;

*

o a table.
Value> Creat &ata()
var itemData = new Dictionar ring, Attribut u
{ 2

"Id", new Attributeval { = "301"

"Title", new Attr teva {s=m"1 i ike" } },
"BicycleType", ne%\j;buteValue ad" } },
"Brand" , new ib alue { S d-Company C" } },

"Color", new A w List<string>{ "Blue", "Silver" } } },

ributevValue { =
"Descripti n AttributeV = "301 description" } },
.-Gende!& A tributeVal‘& ShEn y oy,

// Provides a sample item that can be
public static Dictionary<string, Att

{

e e e )

{
"InStoc ttributeV; { BOOL = true } },
lued {

"Pic " ew Attribut L = new List<AttributeValue>{
{n Attgibutevalue {
" ntView", new Att
produc ront.jpg" }

= w Dictionary<string,AttributeValue>{
_ T

uteValue { S = "http://example/
Q AttributeValue M = new Dictionary<string,AttributeValue>{
pro

"RearView", ne tributevalue {S = "http://example/
Py

lue { M = new Dictionary<string,AttributeValue>{
new AttributevValue { S = "http://example/

“de ide.jpg" } } } } }
Y Y M
{ "Price new Attributevalue { N = "185" } },

oductCategory", new AttributevValue { S "Bike" } 1},
ductReviews", new AttributevValue { M = new Dictionary<string,AttributevValue>{

@ iveStar", new AttributeValue { SS = new List<string>{
{

/301_rea

"My daughter really enjoyed this bike!"™ } } },

"OneStar", new Attributevalue { SS = new List<string>{

"Fun to ride.",

"This bike was okay, but I would have preferred it in my color." } } }

Y
{ "QuantityOnHand", new AttributevValue { N = "3" } },

{ "RelatedItems", new AttributeValue { NS = new List<string>{ "979", "822", "801" } } }

}i

return itemData;
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}

In the preceding example, an example item with sample data is returned to the caller. A series of
attributes and corresponding values are constructed, using data types such as BOOL, L, M, N, NS, S, and
ss, which correspond to those in the JSON Data Format.

Update an Item by Using Expressions
The following example features the Amazon.DynamoDBv2 . AmazonDynamoDBClient.UpdateItem

method and a set of expressions to change the Title to 18" Girl's Bike fo
301.

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.Model; \
var client = new AmazonDynamoDBClient();
var request = new UpdateIltemRequest
{
TableName = "ProductCatalog",
Key = new Dictionary<string,Attributevalue> ¢
{ \
{ "Id", new Attributevalue { N = "301" }
T
ExpressionAttributeNames = new Dictionary< , string
{
{ "#title", "Title" } *
XteValue>

s Bike" } }

g:}'cpressionAttributeValues = new @ y<string,
{ { ":newproduct", new At.tri%lue {s=m"1 i
[}IédateExpression = "SET #t& :newpro t"
giient.UpdateItem(req &

the placehol roduct to represent the value 18" Girl's Bike. The UpdateExpression
property spécifies to change #ti: itle) to :newproduct (18" Girl's Bike).
ression

Delete@ by Using@ s
Th@wing example feat the Amazon.DynamoDBv2.AmazonDynamoDBClient.DeleteIltem

met and a set o essions to delete the item with 1d of 301, but only if the item's Title is 18-
icycle 301.

In the preceding e e, the Expres '@ErlbuteNames property specifies the placeholder
#title torep Title attribute. xpressionAttributeValues property specifies

// using
// using Ama

ynamoDBvV2 ;
.DynamoDBv2.Model;

var = new AmazonDynamoDBClient();

st = new DeleteItemRequest
eName = "ProductCatalog",

Key = new Dictionary<string,Attributevalue>

{
{ "I1d", new Attributevalue { N = "301" } }
Iy
ExpressionAttributeNames = new Dictionary<string, string>
{
{ "#title", "Title" }
Iy
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ExpressionAttributeValues = new Dictionary<string, Attributevalue>
{
{ ":product", new AttributevValue { S = "18-Bicycle 301" } }
Iy
ConditionExpression = "#title = :product"
Y
client.DeleteItem(request);

In the preceding example, the ExpressionAttributeNames property specifies the placeholder
#title to represent the Title attribute. The ExpressionAttributeValues property specifies th
placeholder :product to represent the value 18-Bicycle 301.The ConditionExpression prop
specifies that #title (Title) must equal :product (18-Bicycle 301).

» DynamoDB Series - Expressions

Additional Resources @
For additonal information and code examples, see: %\ \@
« Using Placeholders for Attribute Names and Values

o Accessing Item Attributes with Projection Expressions @

« Specifying Conditions with Condition Expressions
« Modifying Items and Attributes with Update Exp @

« Working with Items Using the AWS SDK for @) 7S

o Querying Tables Using the AWS SDK for, ~Level API \

» Scanning Tables Using the AWS SDK fo ow-Level %

« Working with Local Seconda? In sing the AW ET Low-Level API

esU
» Working with Global Secondar\@s Using the\A or .NET Low-Level API

JSON Supp sSq'AmazQOynamoDB with the AWS

SDK for .
&&ment above)

Version éﬁt (see a
The A r .NET sup N data when working with Amazon DynamoDB. This enables you to
mcb et JSON-forr@ data from, and insert JSON documents into, DynamoDB tables.

To
. 6 Get Data fr @moDB Table in JSON Format (p. 62)
e Insert Forfmat Data into a DynamoDB Table (p. 63)

Q\ » Dynamo a Type Conversions to JSON (p. 63)
. A@nal Resources (p. 64)

ta from a DynamoDB Table in JSON Format

e following example shows how to get data from a DynamoDB table in JSON format:

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2.DocumentModel;

var client = new AmazonDynamoDBClient();
var table = Table.LoadTable(client, "AnimalsInventory");
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S

var item = table.GetItem(3, "Horse");

var jsonText = item.ToJdson();
Console.Write(jsonText);

// Output:
// {"Name" :"Shadow", "Type":"Horse","Id":3}

var jsonPrettyText = item.ToJdsonPretty();
Console.WriteLine(jsonPrettyText);

// Output:

// {

// "Name" : "Shadow",
// "Type" : "Horse",
// "Igan : 3

// }

In the preceding example, the Document class's ToJson metho
JSON-formatted string. The item is retrieved through the Tabl
the item to get, in this example, the GetItem method use
target item. To determine the table to get the item fror&
m

n an item fr leinto a
lass's GetItem o determine
-and-rangeprimagy key of the

t
le class's Lo le method uses an
instance of the AmazonDynamoDBClient class and e of the target table‘in DynamoDB.
Insert JSON Format Data into a DynamoDB

<
The following example shows how to use J at to insert into a DynamoDB table:

// using Amazon.DynamoDBv2;
// using Amazon.DynamoDBv2 .eoc e odel;

var client = new Amazon ynam%‘ nt();
var table = Table.LoadT e(clienht, "Animal ventory");

var jsonText = "{\"Id\X%:6, pe\":\"Bir \ " e\":\"Tweety\"}";
jsonText);

table.PutItem(it

var item = Document.

In the prece e ple, the Dogument ‘¢tlass's FromJIson method converts a JSON-formatted string

into an ite he'item is inserted i e table through the Table class's PutItem method, which uses

the instanceyofithe Docum at contains the item. To determine the table to insert the item into,
] ass's LoadTable method is called, specifying an instance of the AmazonDynamoDBClient

e name of the t table in DynamoDB.

% namoDB Data e Lonversions to JSON
henever Il the Document class's ToTson method, and then on the resulting JSON data you

call the Fro method to convert the JSON data back into an instance of a Document class, some
Dyna@dat types will not convert as expected. Specifically:

B sets (the ss, NS, and Bs types) will be converted to JSON arrays.

@moDB binary scalars and sets (the B and BS types) will be converted to base64-encoded JSON
ngs or lists of strings.

In this scenario, you must call the Document class's DecodeBase64Attributes method to replace the
base64-encoded JSON data with the correct binary representation. The following example replaces a
base64-encoded binary scalar item attribute in an instance of a Document class, named Picture, with
the correct binary representation. This example also does the same for a base64-encoded binary set item
attribute in the same instance of the Document class, named RelatedPictures:
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item.DecodeBase64Attributes("Picture", "RelatedPictures");

Additional Resources
For additional information and examples of programming JSON with DynamoDB with the the SDK, see:

o DynamoDB JSON Support
o Amazon DynamoDB Update - JSON, Expanded Free Tier, Flexible Scaling, Larger Items

Managing ASP.NET Session State W|th
DynamoDB

Version 2 content (see announcement above)

ASP.NET applications often store session-state data in me ver, this a esn 't scale
well. After the application grows beyond a single web se session stat be shared between
servers. A common solution is to set up a dedicated sess e server with Mickosoft SQL Server. But

this approach also has drawbacks: you must administefianether machin session-state server is a
single point of failure, and the session-state server its an beco ormance bottleneck.

Amazon DynamoDB, a NoSQL database st S, prowa 3 2ctive solution for sharing
session state across web servers without i ing any of thes & s.

Note

Regardless of the solutlongou e, be aware th n DynamoDB enforces limits on

the size of an item. None of ds you store i oDB can exceed this limit. For more

information, see L|m|t oDB in the %ﬂ D oDB Developer Guide.
The AWS SDK for .NET i S Sessio ider.dll, which contains an ASP.NET session state
provider. It also include azonDy ss:onProv:derSample sample, which demonstrates how
to use Amazon Dy sa se55|o p vider.

about usin State with ASP.NET applications, go to the MSDN

CreatS NET_ Ses ons, Table

W@ur applicatiomystarts, it looks for an Amazon DynamoDB table named, by default,
:.ASP Sessio . We recommend you create this table before you run your application for the

To create &T_Sessionsmte table

1. C Create Table. The Create Table wizard opens.

ble name text box, enter ASP.NET_SessionState.
e Primary key field, enter SessionId and set the type to String.
hen all your options are entered as you want them, choose Create.

The ASP.NET_ SessionState table is ready for use when its status changes from CREATING to ACTIVE.

Note
If you decide not to create the table beforehand, the session state provider will create the table
during its initialization. See the web . config options below for a list of attributes that act as
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configuration parameters for the session state table. If the provider creates the table, it will use
these parameters.

Configure the Session State Provider

To configure an ASP.NET application to use DynamoDB as the session state server
1. Add references to both AWSSDK.d11 and AWS.SessionProvider.dl1l to your Visual Studio

ASP.NET project. These assemblies are available by installing the AWS SDK for .NET (p. 4). You can also
install them by using NuGet (p. 39).

In earlier versions of the SDK, the functionality for the session state provider

contained in AWS . Extension.d11. To improve usability, the functionali moved to
AWS.SessionProvider.d1ll. For more information, see the blog ;& .Bxtension g.
e existi

sessionState element with the following XML fragment:

<sessionState timeout="20" 0 b
mode="Custom"
customProvider="DynamoDBSessionStoreProvidex™> \

<providers>
<add
name="DynamoDBSessionStoreProvide
type="Amazon.SessionProvider. le) essionSt o
AWSProfileName="{profile_ : e .
Region="us-west-2" /> \
</providers>
</sessionState>

Y b

*
The profile represents the AW@tials used to co cate with DynamoDB to store and
retrieve the session stat you using the SDK féF .NET and are specifying a profile in the
appSettings section r.application’s fig file, you do not need to specify a profile in
the providers sectign; S .NET client,code will discover it at run time. For more information,
see Configuring S SDK for .NE ication (p. 8).

2. Edit your application’s Web.config file. In the system.web elemer@

If the web s r ning on a %on EC2 instance that is configured to use IAM roles for EC2
instances do not ne specify any credentials in the web . config file. In this case, the
AWS .N lient will use the IAMyroles’ credentials. For more information, see Tutorial: Grant Access

Usin@ Role and t@ K for .NET (p. 102) and Security Considerations (p. 66).

Web.config Optio

* u can use Q configuration attributes in the providers section of your web.config file:
Q\ AWSAcces&

key ID to use. This can be set either in the providers or appSettings section. We
end not using this setting. Instead, specify credentials by using AWSProfileName to specify

il
ecretKey

(v}

Secret key to use. This can be set either in the providers or appSettings section. We recommend
not using this setting. Instead, specify credentials by using AWSProfileName to specify a profile.

AWSProfileName

The profile name associated with the credentials you want to use. For more information, see
Configuring Your AWS SDK for .NET Application (p. 8).
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Region

Required string attribute. The AWS region in which to use Amazon DynamoDB. For a list of AWS
regions, see Regions and Endpoints: DynamoDB.
Application

Optional string attribute. The value of the Application attribute is used to partition the session
data in the table so that the table can be used for more than one application.

Table
Optional string attribute. The name of the table used to store session da default is
ASP.NET_SessionState.

ReadCapacityUnits @

Optional int attribute. The read capacity units to use if the prc%r ates the tat& fault is
QY. o
L 2

Optional int attribute. The write capacity units to e@provider crea\ table. The default

o o

CreatelfNotExist
@ ols whether the provider will

Optional boolean attribute. The Cre @x:. t attfibu
auto-create the table if it doesn't exi ault is trué' g is set to false and the table

WriteCapacityUnits

doesn't exist, an exception will be thr

*
Security Considerations \6
After the DynamoDB table%ted and the &n is configured, sessions can be used as with any
other session provider.

As a security best p @ e, We recom @run your applications with the credentials of an IAM user.
You can use eit| e AWS Manag % sole or the AWS Toolkit for Visual Studio to create IAM

users and defi s policies
The sess e provider ii to be able to call the Deleteltem, DescribeTable, Getltem, Putltem, and

Updat bperations forthe e that stores the session data. The sample policy below can be used
i e operations needed by the provider for an instance of DynamoDB

running nus-west-z
%"Version' " 2-10-17",
\ "Statem\ [
{
"Sid" : i,
ect" : "Allow",
Action" : [
dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem" ],
"Resource" : "arn:aws:dynamodb:us-west-2{<YOUR-AWS-ACCOUNT-ID>}:table/
ASP.NET_SessionState"
}
]
}
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Amazon Elastic Compute Cloud Programming with
the AWS SDK for .NET

A

’\%Create a

Version 2 content (see announcement above)

The AWS SDK for .NET supports Amazon Elastic Compute Cloud (Amazon EC2), which is a web service
that provides resizable computing capacity—Iliterally, servers in Amazon's data centers—that you use
build and host your software systems.

Topics

« Tutorial: Creating Amazon EC2 Instances with the AWS SDK for .NE @

 Tutorial: Amazon EC2 Spot Instances (p. 77) @& \@
Tutorial: Creating Amazon EC2 nces (’@he
AWS SDK for .NET K \

S SDI?K or example, you can create,

)

Version 2 content (see announcement 3

You can access the features of Amazon EC ing the A
start, and terminate EC2 instances.

The sample code in this tutorial is wsitten in C#, but you c
compatible language. The AWSISD ET installs a se
start this project is to open VisualiStudio,

select New Pro
Empty Project. \

Prerequisites Q Q
Before you begin, at you hav an AWS account and that you have set up your AWS
credentials. Fo&' rmation, s et Started with the AWS SDK for .NET (p. 3).

Tasks @Q

e AWS SDK for .NET with any
# project templates, so the simplest way to
rom the File menu, and then select AWS

The fo tasks demonsStra w to manage EC2 instances using the AWS SDK for .NET.

. @an Amazon EC2 Cli Using the the SDK (p. 67)
Create a Security Using the the SDK (p. 68)

Launch & nstance Using the the SDK (p. 72)
« Terminate amuEC2 Instance Using the the SDK (p. 77)
@@Amazon EC2 Client Using the the SDK
e

an Amazon EC2 client to manage your EC2 resources, such as instances and security groups. This
ient is represented by an AmazonEC2Client object, which you can create as follows:

var ec2Client = new AmazonEC2Client();

The permissions for the client object are determined by the policy that is attached to the profile that
you specified in the App . config file. By default, we use the region specified in App.config. To use a
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different region, pass the appropriate RegionEndpoint value to the constructor. For more information,
see Regions and Endpoints in the Amazon Web Services General Reference.

Create a Security Group Using the the SDK

Create a security group, which acts as a virtual firewall that controls the network traffic for one or more
EC2 instances. By default, Amazon EC2 associates your instances with a security group that allows no
inbound traffic. You can create a security group that allows your EC2 instances to accept certain traffic.
For example, if you need to connect to an EC2 Windows instance, you must configure the security group
to allow RDP traffic. You can create a security group using the Amazon EC2 console or the the SDK.

You create a security group for use in either EC2-Classic or EC2-VPC. For more i
Classic and EC2-VPC, see Supported Platforms in the Amazon EC2 User Guide ndows Insta%
e

Alternatively, you can create a security group using the Amazon EC2 co l '

ore infor
Amazon EC2 Security Groups in the Amazon EC2 User Guide for Win nces. @
Enumerating Your Security Groups % a\
You can enumerate your security groups and check whethe Qar secqltyo ts
To enumerate your security groups for EC2-Classic

ecurit th no parameters. The
ther lts n sample—sg.

Get the complete list of your security groups using
following example checks each security group

string secGroupName = "my-sample-sg"
SecurityGroup mySG = null;

var dsgRequest = new Descr ityGroupsReque

var dsgResponse = ecZCllent SecurityGrou SOR
List<SecurityGroup> mySGs %, onse.Se 1tyGr o

foreach (SecurityGroup in SGs)

{
Console. WriteLi isting securit roup: " + item.GroupId);
if (item.Grou secGroupN
{

mySG

To en @ eyoursecu@ s fora VPC

@erate the s ity groups for a particular VPC, use DescribeSecurityGroups with a filter. The
follo g example
"my-sample-sg-vpc";

each security group for a security group with the name my-sample-sg-vpc.
ring s -
SecurityG B
string vpcID "vpc-£1663d98";

= null
Fllt@Fllter = new Filter
@ me = "vpc-id",
alues = new List<string>() {vpcID}

ar dsgRequest = new DescribeSecurityGroupsRequest();
dsgRequest.Filters.Add(vpcFilter);
var dsgResponse = ec2Client.DescribeSecurityGroups(dsgRequest);
List<SecurityGroup> mySGs = dsgResponse.SecurityGroups;

foreach (SecurityGroup item in mySGs)

{

Console.WriteLine("Existing security group: " + item.GroupId);
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if (item.GroupName == secGroupName)

{
mySG = item;

}

Creating a Security Group

The examples in this section follow from the examples in the previous section. If the security group
doesn't already exist, create it. Note that if you were to specify the same name as an existing security
group, CreateSecurityGroup throws an exception.

To create a security group for EC2-Classic

Create and initialize a CreateSecurityGroupRequest object. Assign a nar@cription to@

GroupName and Description properties, respectively. @

The CreateSecurityGroup method returns a CreateSecurityGrougRes object. Yo et'the ID of
the new security group from the response and then use Describ&SecurityGroups t curity group

ID to get the SecurityGroup object for the security grou *

’\%e new securit

if (mySG == null)

{
var newSGRequest = new CreateSecurity, est()
{ .
GroupName = secGroupName,
Description = "My sample sec % group for E C sic"
n

};

var csgResponse = ec2Client eateSecurityGro
Console.WriteLine(); ®

Console.WriteLine("New sﬁ' group: ," + c nse.Groupld);
List<string> Groups ew List<strin &ngesponse.GroupId ¥

var newSgRequest U cribeSec upsRequest() { GroupIds = Groups };
Client.Des ecurityGroups(newSgRequest);

equest);

To create

ity group fg
Create t lize a CreaCe) ity GroupRequest object. Assign values to the GroupName, Description,

anQ properties.
The teSecurity p, method returns a CreateSecurityGroupResponse object. You can get the ID of
rodp from the response and then use DescribeSecurityGroups with the security group

i tyGroup object for the security group.

{
wSGRequest = new CreateSecurityGroupRequest()

@ GroupName = secGroupName,
Description = "My sample security group for EC2-VPC",

VpcId = vpcID
Y
var csgResponse = ec2Client.CreateSecurityGroup(newSGRequest);
Console.WriteLine();
Console.WriteLine("New security group: " + csgResponse.GroupId);

List<string> Groups = new List<string>() { csgResponse.GroupId };

var newSgRequest = new DescribeSecurityGroupsRequest() { GroupIds = Groups };

69


https://docs.aws.amazon.com/sdkfornet/latest/apidocs/TEC2CreateSecurityGroupRequestNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/PEC2CreateSecurityGroupRequestGroupNameNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/PEC2CreateSecurityGroupRequestDescriptionNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/MEC2EC2CreateSecurityGroupCreateSecurityGroupRequestNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/TEC2CreateSecurityGroupRequestNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/MEC2EC2DescribeSecurityGroupsNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/TEC2CreateSecurityGroupRequestNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/PEC2CreateSecurityGroupRequestGroupNameNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/PEC2CreateSecurityGroupRequestDescriptionNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/PEC2CreateSecurityGroupRequestVpcIdNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/MEC2EC2CreateSecurityGroupCreateSecurityGroupRequestNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/TEC2CreateSecurityGroupRequestNET45.html
https://docs.aws.amazon.com/sdkfornet/latest/apidocs/MEC2EC2DescribeSecurityGroupsNET45.html

AWS SDK for .NET (version 2, deprecated) Developer Guide
Tutorial: Creating Amazon EC2
Instances with the AWS SDK for .NET

var newSgResponse = ec2Client.DescribeSecurityGroups(newSgRequest);
mySG = newSgResponse.SecurityGroups[0];

Adding Rules to Your Security Group

Use the following procedure to add a rule to allow inbound traffic on TCP port 3389 (RDP). This enables
you to connect to a Windows instance. If you're launching a Linux instance, use TCP port 22 (SSH)
instead.

Note

You can get the public IP address of your local computer using a service. Fo ple, we

provide the following service: http://checkip.amazonaws.com/. To locate a ervice tha
provides your IP address, use the search phrase “what is my IP address" e connectln%
through an ISP or from behind your firewall without a static IP ad eed to ﬁn&@

range of IP addresses used by client computers.
The examples in this section follow from the examples in the p %ons They at mySG
is an existing security group. t)
To add a rule to a security group
1. Create and initialize an IpPermission object.
string ipRange = "0.0.0.0/0";
List<string> ranges = new List<str Ra ge},
var ipPermission = new IpPermissi \
{
IpProtocol = "tcp",
FromPort = 3389, ¢
ToPort = 3389, \ \
}’ s\

IpRanges = range
IpProtocol @
The IP p@

FromPor
€ nlng and port range. This example specifies a single port, 3389, which is used
% municate WI Windows over RDP.
Rarfiges

The IP addr%lr address ranges, in CIDR notation. For convenience, this example uses
authorizes network traffic from all IP addresses. This is acceptable for a short

est nvironment, but it's unsafe in a production environment.
Q 2. Create andtinitialize an AuthorizeSecurityGrouplngressRequest object.
va ngressRequest = new AuthorizeSecurityGroupIngressRequest();

Request.GroupId = mySG.Groupld;
ngressRequest.IpPermissions.Add(ipPermission);

Groupld

The ID of the security group.
IpPermissions

The IpPermission object from step 1.
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3. (Optional) You can add additional rules to the IpPermissions collection before going to the next
step.

4. Pass the request object to the AuthorizeSecurityGrouplngress method, which returns an
AuthorizeSecurityGrouplngressResponse object.

var ingressResponse = ec2Client.AuthorizeSecurityGroupIngress(ingressRequest);
Console.WriteLine("New RDP rule for: " + ipRange);

Create a Key Pair Using the the SDK
You must specify a key pair when you launch an EC2 instance and specify th ey of the k
when you connect to the instance. You can create a key pair or use an existi pair that you’

when launching other instances. For more information, see Amazon EC2ZKe in the Am

User Guide for Windows Instances. \
Enumerating Your Key Pairs ® 6
You can enumerate your key pairs and check whether a par@ pair ewtsQ
To enumerate your key pairs K \

Get the complete list of your key pairs using Descri @ Pairs with qo ters. The following
example checks each key pair to see whether i s my -samp e
L 2

string keyPairName = "my-sample-key" \
KeyPairInfo myKeyPair = null; 0
var dkpRequest = new Descr:i@eK PairsRequest();
var dkpResponse = ec2Client. ibeKeyPairs(dkp est);
List<KeyPairInfo> myKey: airsx esponse%ir 7
foreach (KeyPairInfo i &vyKeyPairsQ

xisting key@ + item.KeyName);

{
Console.WriteLine
if (item.ZXKey =="keyPairNal
{
= 1ltem; K

the Private Key

The example in thi n follows from the example in the previous section. If the key pair doesn’t
* eady exist, cr sure to save the private key now, because you can't retrieve it later.

\ o create N ir and save the private key
Q Creat d initialize a CreateKeyPairRequest object. Set the KeyName property to the name of the key

pair. @

e request object to the CreateKeyPair method, which returns a CreateKeyPairResponse object.

e response object includes a CreateKeyPairResult property that contains the new key’s KeyPair object.

e KeyPair object's KeyMaterial property contains the unencrypted private key for the key pair. Save
the private key as a . pem file in a safe location. You'll need this file when you connect to your instance.
This example saves the private key in the current directory, using the name of the key pair as the base
file name of the . pen file.

if (myKeyPair == null)
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{
var newKeyRequest = new CreateKeyPairRequest()
{
KeyName = keyPairName
Y

var ckpResponse = ec2Client.CreateKeyPair(newKeyRequest);
Console.WriteLine();
Console.WriteLine("New key: " + keyPairName);

// Save the private key in a .pem file
using (FileStream s = new FileStream(keyPairName + ".pem", FileMode.Create))
using (StreamWriter writer = new StreamWriter(s))

{

writer.WriteLine(ckpResponse.KeyPair.KeyMaterial);

}

: \'
Topics ® \
« Launch an EC2 Instance Using the the SDK (p. 72) 0 6
« Terminate an EC2 Instance Using the the SDK (p. 77) . Q
Launch an EC2 Instance Using ':Q&e SDK @
N O
Use the following procedure to launch on

ore identically Nured EC2 instances from the same
Amazon Machine Image (AMI). After you ¢ your EC2 i nces;, you can check their status. After your

EC2 instances are running, you’can ect to them.

Topics \
« Launching an EC2 Insta&p. 7
r

o Checking the State stance (p. 70
» Connecting to ning Instanc)
Launching&stance 6

You la'i instance in ei C2-Classic or in a VPC. For more information about EC2-Classic and

Version 2 content (see announcement ¢

Supported Platfo in the Amazon EC2 User Guide for Windows Instances.

Create a uninstancesRequest object. Make sure that the AMI, key pair, and security
\ group tha cify exist in the region that you specified when you created the client object.

To@h an EC2 ime in EC2-Classic

= "ami-el189¢c8d1";
st eyPairName = "my-sample-key";

t<string> groups = new List<string>() { mySG.GroupId };
launchRequest = new RunInstancesRequest()

ImageId = amilID,

InstanceType = "tl.micro",
MinCount = 1,
MaxCount = 1,

KeyName = keyPairName,
SecurityGroupIds = groups
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. (Optional) To launch the |nsta an IAM role (p!
RunInstancesReques% &
nch an inst

ImageId

The ID of the AMI. For a list of public AMIs provided by Amazon, see Amazon Machine Images.
InstanceType
An instance type that is compatible with the specified AMI. For more information, see Instance
Types in the Amazon EC2 User Guide for Windows Instances.
MinCount
The minimum number of EC2 instances to launch. If this is more instance n Amazon EC2 ¢
launch in the target Availability Zone, Amazon EC2 launches no instance
MaxCount @
The maximum number of EC2 instances to launch. If this is m ces than %
can launch in the target Availability Zone, Amazon EC2 launc% argest possi er of

instances above MinCount. You can launch between 1 a@ imum nu tances

you're allowed for the instance type. For more informati How many 4 canlrunin
Amazon EC2 in the Amazon EC2 General FAQ. 0
KeyName
The name of the EC2 key pair. If you launch ance wit @mg a key pair, you can't
connect to it. For more information, se ey Palr e SDK (p. 71).
SecurityGrouplIds
The identifiers of one or more secu oups. For rmatlon see Create a Security Group

Using the the SDK (p. 68)
, specify an IAM instance profile in the

Note that an IAM us h an 1AM role without the permissions granted by
the following poli

"Versi 2-10-17", K
"Stat [{
!i "Allow“

n"'
PassRole“

0 "iam:ListInstanceProfiles",

F ample, the following snippet instantiates and configures an laminstanceProfileSpecification
or an IAM role named winapp-instance-role-1.

var instanceProfile
instanceProfile.Id
instanceProfile.Arn
instance-role-1";

new IamInstanceProfile();
"winapp-instance-role-1";
"arn:aws:iam:: |ExampleAWSAccountNo2H| :instance-profile/winapp-

To specify this instance profile in the RunInstancesRequest object, add the following line.

launchRequest.IamInstanceProfile = instanceProfile;
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3. Launch the instance by passing the request object to the Runinstances method. Save the ID of the
instances, as you need it to manage the instance.

Use the returned RuninstancesResponse object to get the instance IDs for the new instances. The
Reservation.Instances property contains a list of Instance objects, one for each EC2 instance
that you successfully launched. You can retrieve the ID for each instance from the Instance object's
InstanceId property.

var launchResponse = ec2Client.RunInstances(launchRequest);
var instances = launchResponse.Reservation.Instances;

var instancelds = new List<string>();

foreach (Instance item in instances)

{
instanceIds.Add(item.InstanceId);
Console.WriteLine();
Console.WriteLine("New instance: " + item.InstancelId) \

Console.WriteLine("Instance state: " + item.State.Na

S D
To launch an EC2 instance in a VPC @ \

1. Create and initialize a network interface.
string subnetID = "subnet-cbé663da2 4
List<string> groups = new List<st @ { mySG.G%\'
)

var eni = new InstanceNetworkInterfae€Specifica
{
DeviceIndex = O, ¢
SubnetId = subnetID, \
Groups = groups,
AssociatePublicl ess = true
Y
List<InstanceNetwo nterfaceSpeci t2on> enis = new

List<Instance rkInterfacesS tion>() {eni};

Devicel

m of the de@instance for the network interface attachment.
Q—re ID of th@et to launch the instance into.

 Z gGroupId
Q\ One security groups. For more information, see Create a Security Group Using the the
K (p. 68).

tePublicIpAddress

A
@ Indicates whether to auto-assign a public IP address to an instance in a VPC.

Create and initialize a RuninstancesRequest object. Make sure that the AMI, key pair, and security
group that you specify exist in the region that you specified when you created the client object.

string amiID = "ami-el89c8dl";
string keyPairName = "my-sample-key";

var launchRequest = new RunInstancesRequest()

{
ImageId = amilID,
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3.

>
S

InstanceType = "tl.micro",
MinCount = 1,

MaxCount = 1,

KeyName = keyPairName,
NetworkInterfaces = enis

}i

ImageId

The ID of the AMI. For a list of public AMIs provided by Amazon, see Amazon Machine Images.

on, see Inst@
The minimum number of EC2 instances to launch. If this is m stances tha& EC2 can
launch in the target Availability Zone, Amazon EC2 la instances.
MaxCount \
1 &lhis is more

i nces than Amazon EC2
%Qest possible number of
paximum number of instances

Ow many instances can | run in

InstanceType

An instance type that is compatible with the specified AMI. For mor
Types in the Amazon EC2 User Guide for Windows Instances.

MinCount

The maximum number of EC2 instances to |

KeyName

ithout specifying a key pair, you can't
ir Using the the SDK (p. 71).

ulaunch ani

ion, see Cw Ke
NetworkInterface Q
One or mor Q\terfaces. %
h

L 2
The name of the EC2 key .
connect to it. For mere informa

e instance role (p. 102), specify an IAM instance profile in the

(Optional) Ti
RunInst e
Note th IAM user can’
the 'n policy. Q

-flo-17",

uest object:

unch an instance with an IAM role without the permissions granted by

"Version": "

"State

"E

"Ac n [
" ssRole",
"iam:ListInstanceProfiles",
Yec2:x"

low",

"Resource": "*"

For example, the following snippet instantiates and configures an laminstanceProfileSpecification
object for an IAM role named winapp-instance-role-1.

var instanceProfile
instanceProfile.Id

new IamInstanceProfile();
"winapp-instance-role-1";
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instanceProfile.Arn = "arn:aws:iam::|ExampleAWSAccountNo2H|:instance-profile/winapp-
instance-role-1";

To specify this instance profile in the RunInstancesRequest object, add the following line.

InstanceProfile = instanceProfile

4. Launch the instances by passing the request object to the Runinstances method. Save the IDs of the
instances, as you need them to manage the instances.

Use the returned RuninstancesResponse object to get a list of instance IDs for new instances. T
Reservation.Instances property contains a list of Instance objects, one f 1
that you successfully launched. You can retrieve the ID for each instance @
InstanceId property.

RunInstancesResponse launchResponse = ec2Client.RunlInsta unchRequest);
List<String> instanceIds = new List<string>(); Q
foreach (Instance instance in launchResponse.Rese i nstanqes)
{
Console.WriteLine(instance.InstancelId); \
instanceIds.Add(instance.Instanceld);
}
L 2
Checking the State of Your Instance \
Use the following procedure to get current state of yo! tance. Initially, your instance is in the
pending state. You can conneet t instance after

s the running state.
To check the state of you@

1. Create and configure InstancesReque ject and assign your instance’s instance ID to
the InstancelIds erty. You can a e Filter property to limit the request to certain
instances, such es wi afuser-specified tag.

nstancesRequest();
instanc w List<string>();
inst uest.Instanc . (instancelId);

2. 2 client’s Desgribelnstances method, and pass it the request object from step 1. The
ethod returns a DescribelnstancesResponse object that contains information about the instance.

var resp ient.DescribeInstances(instanceRequest);

. The Des nstancesResponse.Reservations property contains a list of reservations. In this
case, there iss0nly one reservation. Each reservation contains a list of Instance objects. Again, in this

ca ’ere is only one instance. You can get the instance’s status from the State property.
ole.WriteLine(response.Reservations[0].Instances[0].State.Name);

onnecting to Your Running Instance

After an instance is running, you can remotely connect to it using an RDP client on your computer.
Before connecting to your instance, you must ensure that the instance’s RDP port is open to traffic. To
connect, you need the instance ID and the private key for instance’s key pair. For more information, see
Connecting to Your Windows Instance Using RDP in the Amazon EC2 User Guide for Windows Instances.
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When you have finished with your EC2 instance, see Terminate an EC2 Instance Using the the
SDK (p. 77).

Terminate an EC2 Instance Using the the SDK

Version 2 content (see announcement above)
When you no longer need one or more of your EC2 instances, you can terminate them.

To terminate an EC2 instance

to a list of one
ou launche

<

Create and initialize a TerminatelnstancesRequest object. Set the Instancelds pr
or more instance IDs. In this example, instanceIds is the list that you savedsw/

instances '
Pass the request object to the client object’'s Terminatelnstances me \

var deleteRequest = new TerminateInstancesRequest()

{

InstanceIds = instanceIds
}i
var deleteResponse = ec2Client. TermlnateInstanc eRequest);

foreach (InstanceStateChange item in deleteR ermlnatln ances)
{
Console.WriteLine();
' +

Console.WriteLine("Terminated in n em. Iﬁst.‘
Console.WriteLine("Instance stat em Curren ‘

To list the terminated instances

You can use the response qbject a ows to list'the termi d instances.

List<InstanceStateCh g terminatedIns
termResponse.Termin ancesRes inatingInstance;
foreach( Instance ge item

atedInstances)
{
Termlnate ance: " + item.InstancelId);

Console. er

,Q(\

t@l Ama(ﬁcz Spot Instances

n2 cont ee announcement above)
erV|ew
Spot Insta& ble you to bid on unused Amazon EC2 capacity and run any instances that you acquire

fora as your bid exceeds the current Spot Price. Amazon EC2 changes the Spot Price periodically
base@pply and demand, and customers whose bids meet or exceed it gain access to the available
ces. Like On-Demand Instances and Reserved Instances, Spot Instances provide another
@ for obtaining more compute capacity
ot Instances can significantly lower your Amazon EC2 costs for applications such as batch processing,
cientific research, image processing, video encoding, data and web crawling, financial analysis, and

testing. Additionally, Spot Instances are an excellent option when you need large amounts of computing
capacity but the need for that capacity is not urgent.

To use Spot Instances, place a Spot Instance request specifying the maximum price you are willing to pay
per instance hour; this is your bid. If your bid exceeds the current Spot Price, your request is fulfilled and
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your instances will run until either you choose to terminate them or the Spot Price increases above your
bid (whichever is sooner). You can terminate a Spot Instance programmatically as shown this tutorial or
by using the AWS Console or by using the AWS Toolkit for Visual Studio.

It's important to note two points:

1. You will often pay less per hour than your bid. Amazon EC2 adjusts the Spot Price periodically as
requests come in and available supply changes. Everyone pays the same Spot Price for that period
regardless of whether their bid was higher. Therefore, you might pay less than your bid, but you will
never pay more than your bid.

2. If you're running Spot Instances and your bid no longer meets or exceeds the cukrent Spot Price, your
instances will be terminated. This means that you will want to make sure thatyourworkloads and
applications are flexible enough to take advantage of this opportunistic—=but peténtially transient=-
capacity.

Spot Instances perform exactly like other Amazon EC2 instances whilefrunning, and likesother Amazon
EC2 instances, Spot Instances can be terminated when you no lahger,neéd them. If yautéfminate

your instance, you pay for any partial hour used (as you would,fo,On-Demand orgRéserved Instances).
However, if your instance is terminated by Amazon EC2 bedause the Spot Price goes above your bid, you
will not be charged for any partial hour of usage.

This tutorial provides an overview of how to use the/.NET, programming/envitonment to do the following.

« Submit a Spot Request

« Determine when the Spot Request becomes, fulfilled
« Cancel the Spot Request

« Terminate associated instances

Prerequisites

This tutorial assumes that you have signed upifor AWS, set up your .NET development environment, and
installed the AWS SDK for .NET. If you usesth®Microsoft Visual Studio development environment, we
recommend that you alse install the AWST6olkit for Visual Studio. For instructions on setting up your
environment, se€ Getting Started wighihe AWS SDK for .NET (p. 3).

Step 1: SettingWp Your Credential§

To begin using this code safmple, you need to populate the App.config file with your AWS credentials,
whietridentify you to Amazon Web Services. You specify your credentials in the files appSettings
element, The preferred way to handle credentials is to create a profile in the SDK Store, which encrypts
your cfedentials and stores them separately from any project. You can then specify the profile by name
in the App . confrig filegand the credentials are automatically incorporated into the application. For
more infoymation, see Configuring Your AWS SDK for .NET Application (p. 8).

Now that youthave configured your settings, you can get started using the code in the example.
SteplR#Setting Up a Security Group

A sécdrity group acts as a firewall that controls the traffic allowed in and out of a group of instances. By
defatlt, an instance is started without any security group, which means that all incoming IP traffic, on
any TCP port will be denied. So, before submitting your Spot Request, you will set up a security group
that allows the necessary network traffic. For the purposes of this tutorial, we will create a new security
group called “GettingStarted” that allows connection using the Windows Remote Desktop Protocol (RDP)
from the IP address of the local computer, that is, the computer where you are running the application.

To set up a new security group, you need to include or run the following code sample that sets up the
security group programmatically. You only need to run this code once to create the new security group.
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However, the code is designed so that it is safe to run even if the security group already exists. In this
case, the code catches and ignores the “InvalidGroup.Duplicate” exception.

In the code below, we first use AWSClientFactoryClass to create an AmazonEC2 client object. We then
create a CreateSecurityGroupRequest object with the name, “GettingStarted” and a description for
the security group. Finally, we call the ec2.createSecurityGroup API to create the group.

AmazonEC2 ec2 = AWSClientFactory.CreateAmazonEC2Client();
try
{

CreateSecurityGroupRequest securityGroupRequest = new CreateSecur upRequest();
securityGroupRequest.GroupName = "GettingStartedGroup";
securityGroupRequest.GroupDescription = "Getting Started ecu@roup";
ec2.CreateSecurityGroup(securityGroupRequest); @
}
catch (AmazonEC2Exception ae)
{

if (string.Equals(ae.ErrorCode, "InvalidGroup.Dupli el
StringComparison.InvariantCulture))

{

Console.WriteLine(ae.Message);

} \
TR

}
}
N
To enable access to the group, W %an ipPermiss bject with the IP address set to the CIDR
representation of the IP address% 2" suffix on the IP address indicates
ce

cal computer.
that the security group sh ac traffic only&he [6¢€al computer. We also configure the
ipPermission object wi CP protocol ort*3389 (RDP). You will need to fill in the IP address
of the local computer. If youlconnection to thelnternet is mediated by a firewall or some other type of

proxy, you will nee rmine the ex ddress that the proxy uses. One technique is to query
a search engine s string: "what is my IP address”.

// Topo - cha
String ipS

e code be use your external IP address.
ce'= "XXX.XX X

ipRanges new@List<String>();
d(ipSource);

List<IpPermissio ification> ipPermissions = new List<IpPermissionSpecification>();
Permissions i ion ipPermission = new IpPermissionSpecification();
Permissio pProtocol = "tcp";

mPort = 3389;

ort = 3389;

sion.IpRanges = ipRanges;

al stepisto call ec2.authorizeSecurityGroupIngress with the name of our security group
e ipPermission object.

try {
// Authorize the ports to be used.

AuthorizeSecurityGroupIngressRequest ingressRequest = new
AuthorizeSecurityGroupIngressRequest();

ingressRequest.IpPermissions = ipPermissions;

ingressRequest.GroupName = "GettingStartedGroup";
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ec2.AuthorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonEC2Exception ae) {

if (String.Equals(ae.ErrorCode, "InvalidPermission.Duplicate",
StringComparison.InvariantCulture))

{
Console.WriteLine(ae.Message);
}
else
{
throw;
}

You can also create the security group using the AWS Toolkit for Visual StudienGorte’the AWS Toglkiffor
Visual Studio User Guide for more information.

Step 3: Submitting Your Spot Request

To submit a Spot Request, you first need to determine the instapce typefthe Amazon(Machine Image
(AMI), and the maximum bid price you want to use. You must alse include the security group we
configured previously, so that you can log into the instancefif you want to.

There are several instance types to choose from; go to Afgazon EC2 Instance Typ@s for a complete list.
For this tutorial, we will use t1 .micro. You'll also wantito'get the ID of @& cirrent Windows AMI. For
more information, see Finding an AMI in the AmazomEC2 User GuideforiWindows Instances.

There are many ways to approach bidding for Spot instances. Toget,a broad overview of the various
approaches, you should view the Bidding for Spot Instances video:However, to get started, we'll describe
three common strategies: bid to ensure cost,isdess than on-demand pricing; bid based on the value of
the resulting computation; bid so asste acquire computingeapacity as quickly as possible.

« Reduce Cost Below On-Demand, Youwthave a batch processing job that will take a number of hours
or days to run. However, §ou are flexible with respect to When it starts and when it completes. You
want to see if you can complete it for less co§t'thanwvith On-Demand Instances. You examine the Spot
Price history for instance types using either the AWS Management Console or the Amazon EC2 API. For
more informationgge te,Viewing Spot Price’History. After you've analyzed the price history for your
desired instance type€ in a given Availability Zone, you have two alternative approaches for your bid:

« You could bid\atthe upper end(of the range of Spot Prices (which are still below the On-Demand
price), ahticipating that yourt@nestime Spot Rrequest would most likely be fulfilled and run for
enough“eonsecutive compute time to complete the job.

« Onyou'could bid at thé lowerend of the price range, and plan to combine many instances launched
overtime through a parsistent request. The instances would run long enough, in aggregate, to
complete the job.at an even lower total cost. (We will explain how to automate this task later in this
tutorial.)

«)Pay No Moresthanthe Value of the Result You have a data processing job to run. You understand the
value ofithe‘job's results well enough to know how much they are worth in terms of computing costs.
After you've, analyzed the Spot Price history for your instance type, you choose a bid price at which the
cost of the computing time is no more than the value of the job's results. You create a persistent bid
and allow it to run intermittently as the Spot Price fluctuates at or below your bid.

«Acquire Computing Capacity Quickly You have an unanticipated, short-term need for additional
€apacity that is not available through On-Demand Instances. After you've analyzed the Spot Price
history for your instance type, you bid above the highest historical price to provide a high likelihood
that your request will be fulfilled quickly and continue computing until it completes.

After you choose your bid price, you are ready to request a Spot Instance. For the purposes of this
tutorial, we will set our bid price equal to the On-Demand price ($0.03) to maximize the chances that the
bid will be fulfilled. You can determine the types of available instances and the On-Demand prices for
instances by going to Amazon EC2 Instance Types .
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To request a Spot Instance, you simply need to build your request with the parameters we have specified
so far. We start by creating a RequestSpotInstanceRequest object. The request object requires the
number of instances you want to start (2) and the bid price ($0.03). Additionally, you need to set the
LaunchSpecification for the request, which includes the instance type, AMI ID, and security group
you want to use. Once the request is populated, you call the requestSpotInstances method on the
AmazonEC2Client object. An example of how to request a Spot Instance is shown below.

RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

requestRequest.SpotPrice = "0.03";
requestRequest.InstanceCount = 2;
LaunchSpecification launchSpecification = new LaunchSpecification

launchSpecification.ImageId = "ami-fbf93092"; // latest Windows s of this wril
launchSpecification.InstanceType = "tl.micro";

launchSpecification.SecurityGroup.Add("GettingStartedGroup '® \@

requestRequest.LaunchSpecification = launchSpecification;

RequestSpotInstancesResponse requestResult = ec2.Re potInstan@b tRequest);
There are other options you can use to configure yo equests. T more, see
RequestSpotinstances in the AWS SDK for NET

Running this code will launch a new Spot

Note
You will be charged for any Spot Insta hat are act@nched so make sure that you
cancel any requests and terml ny instances yo, reduce any associated fees.

Step 4: Determining the tate\ r Spot ﬁu
Next, we want to create code ait until th est reaches the “active” state before proceeding

to the last step. To det the state of ;E ot Request, we poll the describeSpotinstanceRequests

method for the sta Spot Reques nt to monitor.

The request ID Step 2 is & in the result of our requestSpotInstances request. The
following e e gathe K s from the requestSpotInstances result and uses them

rs
to populat otInstanceR tId member of a describeRequest object. We will use this
object t part of t

//(Call$ the RequestSpotI nce API.
Req potInstavﬁsponse requestResult = ec2.RequestSpotInstances(requestRequest);
Request object with all of the request ids

* Create j
\ to mo (e that we started).

DescribesS anceRequestsRequest describeRequest = new
DescrlbeSpo stanceRequestsRequest();

fore SpotInstanceRequest spotInstanceRequest in
req sult.RequestSpotInstancesResult.SpotInstanceRequest)

scribeRequest.SpotInstanceRequestId.Add(spotInstanceRequest.SpotInstanceRequestId);

// Create a variable that will track whether there are any
// requests still in the open state.
bool anyOpen;

// Create a list to store any instances that were activated.
List<String> instancelIds = new List<String>();
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A

do

// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

instanceIds.Clear();

try
{

// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResponse describeResponse =
ec2.DescribeSpotInstanceRequests(describeRequest);

// the active state.
foreach (SpotInstanceRequest spotInstanceRequest in
describeResponse.DescribeSpotInstanceRequestsResult.Spotl e uest) \

{
// If the state is open, it hasn't changed nc attempted%

// to request it. There is the potential fox)it Jto transiti
// almost immediately to closed or canc ) we compar

// against open instead of active.
if (spotInstanceRequest.State.Equals(op A

StringComparison.InvariantCulture))
{
anyOpen = true;
break;

// Look through each request and determine if they are al@

}
else if (spotInstanceReq @ tate.Equals(
StringComparison.InvariantCulture))

{
// Add the €éns id to the 1lil will
// eventuall e ate.
instanc s.Ad potInstan equest stanceld);
: Ko
}
}
catch (Amazo tion e) @
{
// If @an excep ensure we don't break out of
. This prev s e scenario where there was
i n the wire.
true;
Qole.WriteLi@«essage);

if (anyOpen) @
¢ {
\ /! t the requests to go active.

C 1 riteLine("Requests still in open state, will retry in 60 seconds.");
Thre Sleep((int)TimeSpan.FromMinutes(1l).TotalMilliseconds);

} wh (anyOpen);

| just ran the code up to this point, your Spot Instance Request would complete—or possibly fail
ith an error. For the purposes of this tutorial, we'll add some code that cleans up the requests after all
f them have transitioned out of the open state.

Step 5: Cleaning up Your Spot Requests and Instances

The final step is to clean up our requests and instances. It is important to both cancel any outstanding
requests and terminate any instances. Just canceling your requests will not terminate your instances,
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which means that you will continue to pay for them. If you terminate your instances, your Spot Requests
may be canceled, but there are some scenarios—such as if you use persistent bids—where terminating
your instances is not sufficient to stop your request from being re-fulfilled. Therefore, it is a best practice
to both cancel any active bids and terminate any running instances.

The following code demonstrates how to cancel your requests.

try
{

// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest = new
CancelSpotInstanceRequestsRequest();

foreach (SpotInstanceRequest spotInstanceRequest in
requestResult.RequestSpotInstancesResult.SpotInstanceRequest)

: \
cancelRequest.SpotInstanceRequestId.Add(spotInstan st.SpotInstal R estId);
} 9
ec2.CancelSpotInstanceRequests(cancelRequest); .
}
catch (AmazonEC2Exception e) \

{
// Write out any exceptions that may havge arred.
Console.WriteLine("Error cancelling i )
Console.WriteLine("Caught Exception: . ;
Console.WriteLine("Reponse Status € .
Console.WriteLine("Error Code:
Console.WriteLine("Request ID:

}

} .

r~ 4
To terminate any outstand in%es, we use instancelds array, which we populated with the
instance IDs of those ins e t transitio active state. We terminate these instances by
assigning this array to IngtanceId member of 3 TerminateInstancesRequest object, then
1)

stances API.

if (instanc S

{
try
{
rminateInstancesR8quest terminateRequest = new TerminateInstancesRequest();
0 erminateReques tanceId = instancelds;

ec2. Term%wtances (terminateRequest);
* }
\ catchy ( Z0 2Exception e)
{

Con WriteLine("Error terminating instances");
onsole.WriteLine("Caught Exception: " + e.Message);
nsole.WriteLine("Reponse Status Code: " + e.StatusCode);

nsole.WriteLine("Error Code: " + e.ErrorCode);
@ Console.WriteLine("Request ID: " + e.RequestId);

Conclusion

Congratulations! You have just completed the getting started tutorial for developing Spot Instance
software with the AWS SDK for .NET.
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Amazon S3 Glacier Programming with the AWS
SDK for .NET

Version 2 content (see announcement above)

The AWS SDK for .NET supports Amazon S3 Glacier, which is a storage service optimized for infrequently
used data, or “cold data.” The service provides durable and extremely low-cost storage with security
features for data archiving and backup. For more information, see S3 Glacier.

The following information introduces you to the S3 Glacier programming n@ e the SDK%

Programming Models @

The the SDK provides three programming models for working wi ier. These &ﬂng
ollowir@%on describes

models are known as the low-level, high-level, and resource mo
ow-level APls map closely
eration, the low-level

7

these models, why you would want to use them, and how t
Low-Level APIs @

The the SDK provides low-level APIs for program 3 Glacj

the underlying REST API supported by S3 Glac S3 Glaci
APIs provide a corresponding method, a re youdo g e request information, and a
response object for you to process the S3 ponse Th APIs are the most complete

implementation of the underlying S3 Gla e rations.

The following example shows Ipw the low-level (o) accessible vaults in S3 Glacier:

// using Amazon. Glacier

// using Amazon.Glacier.

var client = new Ama 1erC11ent Q
var request = ne ultsRequest

var response t LlstVaults

foreach (v 1n respon e 1st)
Cons eLlne(“Vault 0} vault.VaultName);
Cons iteLine(" date: {0}", vault.CreationDate);
iteLine(" ' in bytes: {0}", vault.SizeInBytes);
%e WriteLine(" er of archives: {0}", vault.NumberOfArchives);
try
¢ %{
\ var r tNotifications = new GetVaultNotificationsRequest
Q { K
VaultN = vault.VaultName

@sponseNotlflcatlons =
@ ent.GetVaultNotifications(requestNotifications);

onsole.WriteLine(" Notifications:");
Console.WriteLine(" Topic: {O0}",
responseNotifications.VaultNotificationConfig.SNSTopic);

var events = responseNotifications.VaultNotificationConfig.Events;
if (events.Any())

{

Console.WriteLine(" Events:");
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foreach (var e in events)

{

Console.WriteLine("{0}", e);
}
}

else

{
Console.WriteLine(" No events set.");

¥
¥

catch (ResourceNotFoundException)

{
Console.WriteLine(" No notifications set.");

) \@
var requestJobs = new ListJobsRequest{

VaultName = vault.VaultName
Y < l

var responseJobs = client.ListJobs(requestJobs);
var jobs = responseJobs.JobList;

if (jobs.Any())
{
Console.WriteLine(" Jobs:"); Q @
foreach (var job in jobs) @ 'S 6
{
Console.WriteLine(" For job @ o}", \
job.JobId);
Console.WriteLine("Archi D: {O}",
job.ArchivelId);
Console.WriteLine("Arc e e in bytes:
job.ArchiveSize ytes. BoString());
Console.WriteLine%leted: {o}"
job.Completedy;
Console.WriteLine("Completion f{0}",
job.Comp nDate);
Consol ifle("Creatio ate: fo}",
job.C t te);
Cons Line("Inv y ze in bytes: {0}",
3j In torySizeInBy
e WriteLine(" deseription: {0}",
JobDescrip on);

e.WriteLine(\"Status code: {0}",

e);

job.StatusCode.V.
&nsole.Wré@:("status message: {0}",

job.Stat ssage);
‘\ ' Q

%e.WriteLine(" No jobs.");

For additional examples, see:

» Using the AWS SDK for .NET
» Creating a Vault
« Retrieving Vault Metadata
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« Downloading a Vault Inventory

« Configuring Vault Notifications

« Deleting a Vault

« Uploading an Archive in a Single Operation
» Uploading Large Archives in Parts

» Downloading an Archive

o Deleting an Archive

For related API reference information, see Amazon.Glacier and Amazon.Gla odel in the A
SDK for .NET API Reference.
High-Level APIs

The the SDK provides high-level APIs for programming with S3 Gla urther sim ation
development, these high-level APIs offer a higher-level abstracti me of the o] , including
uploading an archive and downloading an archive or vault i |nv

For examples, see: K \
« Using the AWS SDK for .NET

« Creating a Vault

» Deleting a Vault @

» Upload an Archive to a Vault

» Uploading an Archive 0
» Uploading Large Archives in Rar@

» Download an Archive from a V& \

« Downloading an Archlvex
« Delete an Archive fro Q
« Deleting an Arch@ @

For related ce inform t& Amazon.Glacier.Transfer in the AWS SDK for .NET API
reference

Resou @ Is

Th DK provid e AW; Resource APIs for .NET for programming with S3 Glacier. These resource
APIs prowde areso -level programming model that enables you to write code to work more directly
as compared to their low-level and high-level API counterparts. (For more

L 2 th S3 Glaci
\ formatl AWS Resource APIs for .NET, including how to download and reference these
Q resource A rogramming with the AWS Resource APIs for .NET (p. 42).)

The f ing example shows how to use the AWS Resource APIs for .NET to list accessible vaults in S3

ing Amazon.Glacier.Resources;
using Amazon.Runtime.Resources;

var g = new Glacier();

foreach (var vault in g.GetVaults())

{
Console.WriteLine("Vault: {0}", vault.Name);
Console.WriteLine(" Creation date: {0}", vault.CreationDate);
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Console.Wr
2 jo
\ Co

Console.WriteLine(" Size in bytes: {0}", vault.SizeInBytes);
Console.WriteLine(" Number of archives: {0}", vault.NumberOfArchives);

try
{

var n = vault.GetNotification();

Console.WriteLine(" Notifications:");
Console.WriteLine(" Topic: {0}", n.SNSTopic);

var events = n.Events;

if (events.Any())

{
Console.WriteLine(" Events:"); @
foreach (var e in events) \
{
Console.WriteLine("{0}", e);
}
}
else

L 2

{

Console.WriteLine(" No events set.");

| %,
}
catch (ResourceLoadException) ®
{ \
}

var jobs = vault.GetJobs(Q;\%

Console.WriteLine(" No notifi @ set.");
if (jobs.Any())

¢ Console.WriteLine xz ") \
foreach (var gs) @
¢ Console@e(" F ID: {o}",
e. ;'teLine("Arch &D: {o}",

ArchiveId);
e.WriteLin r e size in bytes: {0}",
.ArchiveSizeTnBytes.ToString());
Gnsole.WriteLine pleted: {0}",
job.Comp Y);

("Completion date: {0}",
Date);
Line("Creation date: {0}",

3j r
Co&riteLina("Inventory size in bytes: {0}",

tionDate);
job.InventorySizeInBytes);
ole.WriteLine("Job description: {0}",

ob.JobDescription);
Console.WriteLine("Status code: {0}",
job.StatusCode.Value);

Console.WriteLine("Status message: {0}",
job.StatusMessage);

}

else

{

Console.WriteLine(" No jobs.");
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For related API reference information, see Amazon.Glacier.Resources.

AWS Identity and Access Management
Programming with the AWS SDK for .NEb

Version 2 content (see announcement abov @ @
The AWS SDK for .NET supports AWS Identity and Access Managem , which is a\ e that
enables Amazon Web Services customers to manage users and u sions in AWS!

The following information introduces you to the IAM progr odels in th . There are also
links to additional IAM programming resources within th @( ¢

Programming Models
The the SDK provides two programming mode ing with | programming models are
i

known as the low-level model and the reso e@l. e followi mation describes these models
and how to use them. 0

Low-Level APIs

g
The the SDK provides low-level

S rogramming . These low-level APIs typically consist
of sets of matching reque d-response objectsithat correspond to HTTP-based API calls focusing on
their corresponding service*level constructs.

The following example@wow to use level APIs to list accessible user accounts in IAM. For
each user account, i cies, and access key IDs are also listed:

// using . ntityManage ;

// using ZO dentityManagement.Model;

var cl @ new Amazo n anagementServiceClient();

va que sers = new ListUsersRequest();

var responseUsers = client.ListUsers(requestUsers);

foreach (var use!@esponseUsers.Users)
L 2

Consol eLine("For user {0}:", user.UserName);
Console Wgitehine(" In groups:");

& va uestGroups = new ListGroupsForUserRequest
{

ame = user.UserName
14
responseGroups = client.ListGroupsForUser(requestGroups);

foreach (var group in responseGroups.Groups)

{

Console.WriteLine(" {0}", group.GroupName);

}

Console.WriteLine(" Policies:");
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var requestPolicies = new ListUserPoliciesRequest

{

UserName = user.UserName
}i

var responsePolicies = client.ListUserPolicies(requestPolicies);

foreach (var policy in responsePolicies.PolicyNames)

{
Console.WriteLine(" {0}", policy);
}
var requestAccessKeys = new ListAccessKeysRequest
{
UserName = user.UserName
Y
var responseAccessKeys = client. LlstAccessKeys(requestAcces

Console.WriteLine(" Access keys:"); (Aa \@
foreach (var accessKey in responseAccessKeys.AccessKe
{
Console.WriteLine(" {0}", accessKey.AccessKe
}
}

For additional examples, see Tutorial: Grant Acc ing’an 1AM Ro AWS SDK
for .NET (p. 102).

For related API reference information, se n. Identlty nt and
Amazon.ldentityManagement.Model.

Resource APIs * 6

The the SDK provides the ce APIs for ramming with IAM. These resource APIs
provide a resource-level %mmg mode es you to write code to work more directly with
IAM resources as comp their low- level%nterparts (For more information about the AWS
Resource APIs for . uding how to and reference these resource APIs, see Programming

with the AWS eso@FJ for . NETK
The AWS Re C Is for .NET ﬁ tly provided as a preview. This means that these resource

APIs may frequently change in re to customer feedback, and these changes may happen without
advancesfiatice, Until these Pls exit the preview stage, please be cautious about writing and
distrib @ roduction-quali

e that relies on them.
hows how to use the AWS Resource APIs for .NET to list accessible user accounts
unt, its associated groups, policies, and access key IDs are also listed:

. K ntityManagement.Resources;
var iam = ne dentityManagementService();
= iam.GetUsers();

var iam. ;
@ ar user in users)
sole.WriteLine("For user {0}:", user.Name);

Console.WriteLine(" 1In groups:");

foreach (var group in user.GetGroups())

{

Console.WriteLine(" {0}", group.Name);

}

Console.WriteLine(" Policies:");
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0

>

foreach (var policy in user.GetPolicies())

{
Console.WriteLine(" {0}", policy.Name);

}

Console.WriteLine(" Access keys:");

foreach (var accessKey in user.GetAccessKeys())

{

Console.WriteLine(" {0}", accessKey.Id);

¥
¥

For additional examples, see AWS Identity and Access Management Co @s with the
Resource APIs for .NET (p. 90).

For related API reference information, see Amazon.ldentityMana \
Topics
« AWS Identity and Access Management Code Exampl e AWS Res3 PI or .NET (p. 90)
 Tutorial: Grant Access Using an IAM Role and the A r .NET (p. 10\

AWS ldentity and Acces ager@g{iode

Examples with the A esou@\ s for .NET

Version 2 content (see ann ment abo

The following code examp \trate how t%ra ¢ith 1AM by using the AWS Resource APIs
for .NET.

The AWS Resource T prowde level programming model that enables you to write
code to work more |th resour; re managed by AWS services. For more information
cl

about the AWS PIs for.N g how to download and reference these resource APIs, see

Programmi AWS Res for NET (p. 42).
The AW, ce APIs for .

APIs m uently change i onse to customer feedback, and these changes may happen without
ad nc ice. Until thes rce APlIs exit the preview stage, please be cautious about writing and

dis ng producti quallty code that relies on them.

rrently provided as a preview. This means that these resource

p|cs

- Get U Informat|on (p. 97)

« Get Grou rmation (p. 92)

le Information (p. 93)

User Account (p. 94)

Cfleate a Group (p. 94)

reate a Role (p. 94)

o Add a User Account to a Group (p. 96)

« Add a Policy to a User Account, Group, or Role (p. 96)
« Create an Access Key for a User Account (p. 100)

» Create a Login Profile for a User Account (p. 101)
« Create an Instance Profile (p. 101)
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« Attach an Instance Profile to a Role (p. 102)

Get User Account Information

The following example displays information about an existing user account, including its associated
groups, policies, and access key IDs:

// using Amazon.IdentityManagement.Resources;
// using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService();
try
{

var user = iam.GetUserByName("DemoUser");

Console.WriteLine("For user {0}:", user.Name); 0%

Console.WriteLine(" 1In groups:");

foreach (var group in user.GetGroups()) 4
: K N\

Console.WriteLine(" {0}", group.Name);
} <:E:’
Console.WriteLine(" Policies:");

*

foreach (var policy in user.GetPolj
{

Console.WriteLine(" {0}", poli ame);
}

Console.WriteLine(" Acces% D H
foreach (var accesskK &ser.GetAcce

{

Console.WriteLine(! {0}", acc d);
}
}
it ception)

catch (NoSuch

}

{ &K
Console.Write 'ne(-.User®s ' does not exist.");

The following example disp a list of all accessible user accounts. For each user account, its associated
groups, policies, an s key IDs are also displayed:

. K ntityManagement.Resources;
var iam = ne dentityManagementService();

var = iam.GetUsers();

@ ar user in users)
sole.WriteLine("For user {0}:", user.Name);

Console.WriteLine(" 1In groups:");

foreach (var group in user.GetGroups())

{

Console.WriteLine(" {0}", group.Name);

}

Console.WriteLine(" Policies:");
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foreach (var policy in user.GetPolicies())

{

Console.WriteLine(" {0}", policy.Name);

}
Console.WriteLine(" Access keys:");

foreach (var accessKey in user.GetAccessKeys())

{

Console.WriteLine(" {0}", accessKey.Id);
}
}

Get Group Information

The following example displays information about an existing grou u its assoc@es and

// using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService();

{ .
var group = iam.GetGroupByName("Dem " \
Console.WriteLine("For group {0}:" .Name);
Console.WriteLine(" Policies:!);

user accounts: :.
// using Amazon.IdentityManagement.Resources; @6 * Q

foreach (var policy in group. licies())

{ Console.WriteLine(" {0}", policy.Name
}

Console.WriteLi "JUsers:"); @
foreach (va in group.Ge rs

{ Console.W eLine(" { ser .Name);
}

}
cat \ hEntityExceptiof)
{

'Group 'DemoGroup' does not exist.");

// u azon.IdentityManagement.Resources;

ifam = new IdentityManagementService();
roups = iam.GetGroups();

oreach (var group in groups)

{
Console.WriteLine("For group {0}:", group.Name);
Console.WriteLine(" Policies:");

foreach (var policy in group.GetPolicies())

{

92




AWS SDK for .NET (version 2, deprecated) Developer Guide
AWS Identity and Access Management Code
Examples with the AWS Resource APIs for .NET

Console.WriteLine(" {0}", policy.Name);
}

Console.WriteLine(" Users:");

foreach (var user in group.GetUsers())
{
Console.WriteLine(" {0}", user.Name);
}
}

Get Role Information

The following example displays information about an existing role, includi a iated policiés
instance profiles:

// using Amazon.IdentityManagement.Resources;
// using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService();
try \
{
var role = iam.GetRoleByName("DemoEC2"); @
Console.WriteLine("For role {0}:"
Console.WriteLine(" Policies:"); \
foreach (var policy in role. GetPol
{

Console.WriteLine(" 1cy Name) ;

¥

Console.WriteLine(" nce roflles "

foreach (var inst ile in role anceProfiles())
{
Console.Writ " {o}", i rofile.Name);

¥

}

catch (No h ityException K
{
Cons eLlne("R ' does not exist.");

}

The owmg exa i plays a list of all accessible roles. For each role, its associated policies and
i displayed:

// using dentityManagement.Resources;

var i new IdentityManagementService();
var = jiam.GetRoles();

h (var role in roles)

Console.WriteLine("For role {0}:", role.Name);
Console.WriteLine(" Policies:");

foreach (var policy in role.GetPolicies())

{
Console.WriteLine(" {0}", policy.Name);

}
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Console.WriteLine(" InstanceProfiles:");

foreach (var instanceProfile in role.GetInstanceProfiles())
{
Console.WriteLine(" {0}", instanceProfile.Name);
}
}

Create a User Account

The following example creates a new user account and then displays some information about it:

// using Amazon.IdentityManagement.Resources;
// using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService(); \ \@

try
{

var user = iam.CreateUser("DemoUser");
Console.WriteLine("User Name = '{0}', ARN = ' @
user .Name, user.Arn);

}

}

catch (EntityAlreadyExistsException) @
{
Console.WriteLine("User ‘DemoUser'E s.")®

Create a Group
The following example creates a@up and then co hether the group was successfully

// using Amazon. Ide agement.Reso
// using Amazon. Management o)
var iam = new Managemen,
try
{

var — iam. Creat emoGroup");

created:
3!‘&5;

nsode. WIlteLlne(grou me + " was created.");
atch (EntltyAlr@istsException)
Console W el ("Group 'DemoGroup' already exists.");

Q Crea ole

ing example creates a new role and then confirms whether the group was successfully created.

u51ng Amazon.IdentityManagement.Resources;
using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService();
// GenerateAssumeRolePolicy() is a custom method.

string assumeRole = GenerateAssumeRolePolicy();

ry
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{
var role = iam.CreateRole(new CreateRoleRequest
{
RoleName = "DemoEC2",
AssumeRolePolicyDocument = assumeRole
i
Console.WriteLine(role.Name + " was created.");
}
catch (EntityAlreadyExistsException)

{
Console.WriteLine("Role 'DemoEC2' already exists.");
}
The preceding example relies on the following example to create the n [@
ource APIs @don't
or complete&

The following example doesn't use the AWS Resource APIs for .NET, @
support creating a policy document. However, this example is pr

var principal W
¢ {
\ Provil "Service"
Q }i

public static string GenerateAssumeRolePolicy()

{
// using Amazon.Auth.AccessControlPolicy; K
// Create a policy that looks like this:
/*

"Version": "2012-10-17",
"Id": "DemoEC2Trust",

O

"Statement": [

"sid": "DemoEC2TruskSt t",
"Effect": "Allow",
"Principal": {

"Service": "e mazonaws .com"
Iy

"Action": "s¥s:A meRole"
}

]
}
*/
Qew ActionI tifier("sts:AssumeRole");

ns = new Lis@ dentifier>();
@S.Add(action);

rincipal("ec2.amazonaws.com")

var princi s = new List<Principal>();

pr 1s.Add(principal);
@ statement = new Statement(Statement.StatementEffect.Allow)
Actions = actions,
Id = "DemoEC2TrustStatement",
Principals = principals
Y

var statements = new List<Statement>();

statements.Add(statement);
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var policy = new Policy

{
Id = "DemoEC2Trust",
Version = "2012-10-17",
Statements = statements

}i

return policy.Todson();

Add a User Account to a Group

The following example adds an existing user account to an existing group and t lays a list
group's associated user accounts:

// using Amazon.IdentityManagement.Resources;
// using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService(); 0
try * “::-
{ \

var group = iam.GetGroupByName("DemoGroup");
group.AddUser ("DemoUser"); Q @
Console.WriteLine("Users in group :@up. ame),’
foreach (var user in group.GetUser \
{
Console.WriteLine(" {qg", sex.Name);
} \
i \
catch (NoSuchEntityEx t
{
Console.WriteLine("Gxoup 'DemoGro r +
"user 'DemoU o not exist.'J;
}
Add a Poligy toaUser Acco% p, or Role
Add a to a User A@
Thefollowing exam
disp

creates a new policy, adds the new policy to an existing user account, and then
rgaccount’s associated policies:

i . ntityManagement.Resources;
o dentityManagement.Model;
var i new IdentityManagementService();

@user = iam.GetUserByName( "DemoUser");

// GenerateUserPolicyDocument() is a custom method.
string policyDoc = GenerateUserPolicyDocument();

user.CreatePolicy(policyDoc, "ListDeploymentsPolicy");

Console.WriteLine("Policies for user {0}:", user.Name);

foreach (var policyItem in user.GetPolicies())

96



AWS SDK for .NET (version 2, deprecated) Developer Guide
AWS Identity and Access Management Code
Examples with the AWS Resource APIs for .NET

{
Console.WriteLine(" {0}", policyItem.Name);

}
}
catch (NoSuchEntityException)
{

Console.WriteLine("User 'DemoUser' does not exist.");
}

The preceding example relies on the following example to create the new policy:

public static string GenerateUserPolicyDocument()
{
// using Amazon.Auth.AccessControlPolicy;
// Create a policy that looks like this: 0
/*
{ K \

"Version" : "2012-10-17",
"Id" : "ListDeploymentsPolicy",
"Statement" : [
{
"sid" : "ListDeploymentsState @ *
"Effect" : "Allow", \
"Action" : "codedeploy:ListD ents"
"Resource" : "*"
}
] "9
: \ \
*/
var action = new Acgti tifier("co eploy:ListDeployments");
var actions = new t<ActionIdentd ;

S

’

rae>();

actions .Ad@

w Resource("
new ListsRe

var reso
var resouxc

es
reso Add(resourc@
@

atement = Statement(Statement.StatementEffect.Allow)
{

* Actions = t10n
Id =" DeploymentsStatement",
\ Resou resources
Q Y
var statements = new List<Statement>();

st ments.Add(statement);
ay /' policy = new Policy

Id = "ListDeploymentsPolicy",
Version = "2012-10-17",
Statements = statements

}i

return policy.Todson();

}
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Add a Policy to a Group

The following example creates a new policy, adds the new policy to an existing group, and then displays
a list of the group’s associated policies:

// using Amazon.IdentityManagement.Resources;
// using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService();
try
{

var group = iam.GetGroupByName("DemoGroup");
// GenerateGroupPolicyDocument() is a custom method.

string policyDoc = GenerateGroupPolicyDocument(); \@

group.CreatePolicy(policyDoc, "ListDeploymentConfigsPolic
Console.WriteLine("Policies for group {0}:", group.Na@

foreach (var policyItem in group.GetPolicies()) ®
{
Console.WriteLine(" {0}", policyItem.Name);
}
¥
catch (NoSuchEntityException) *

{

Console.WriteLine("Group 'DemoGrou

}

The preceding example relies oh i te the new policy.

The following example doesi’t use the AWS Reso APIs for .NET, as the resource APIs currently don't
support creating a policy.doc nt. However, ple is presented for completeness:

public static st erateGroupP ument ()

{
// using Am& .AccessC Policy;

// Crea a icy that loo e this:

/-k
{
"o "2012-10-174,

"Id": "ListDeploymen figsPolicy",

tement"

eploymentConfigsStatement",
"Allow",
"codedeploy:ListDeploymentConfigs",

ngn

var action = new ActionIdentifier("codedeploy:ListDeploymentConfigs");
var actions = new List<ActionIdentifier>();

actions.Add(action);

var resource = new Resource("*");
var resources = new List<Resource>();
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resources.Add(resource);

var statement = new Statement(Statement.StatementEffect.Allow)

{

Actions = actions,
Id = "ListDeploymentConfigsStatement",
Resources = resources

}i

var statements = new List<Statement>();
statements.Add(statement);

var policy = new Policy

{
Id = "ListDeploymentConfigsPolicy",
Version = "2012-10-17",
Statements = statements

}i
return policy.Todson(); 0
} E e
Add a Policy to a Role \h

The following example creates a new policy and ts e new. oli@

The following example doesn't use the A R@ s for {NET
support adding a policy to a role. Howeve i ple is pre

// using Amazon.IdentityManagement;
// using Amazon.IdentityManége odel;

var client = new Amazon dentN agements iceC )
// GenerateRolePolicyDo ent() is a cust thod.
string policyDoc = Ge a ePolicyDo )

var request = new QlicyReqn

{

RoleName = c2r,
PolicyNam emoEC2Permissdons

PolicyD m = policyDoc
Yi

=0 O
{
ient .PutRolePodiiigy(request);
}
tch (NoSuch i eption)

ine
EC2' or policy 'DemoEC2Permissions' does not exist.");

¢
\ Console i
&Q ("Role

}
%ding example relies on the following example to create the new policy.

ollowing example doesn’t use the AWS Resource APIs for .NET, as the resource APIs currently don't
pport creating a policy document. However, this example is presented for completeness:

public static string GenerateRolePolicyDocument()

{

// using Amazon.Auth.AccessControlPolicy;

// Create a policy that looks like this:
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/*
{
"Version" : "2012-10-17",
"Id" : "DemoEC2Permissions",
"Statement" : [
{
"Sid" : "DemoEC2PermissionsStatement",
"Effect" : "Allow",
"Action" : [
"s3:Get*",
"s3:List*"
1,
"Resource" : "*"
}
1

X
*/
var actionGet = new ActionIdentifier("s3:Get*"); % \

var actionList = new ActionIdentifier("s3:List*");
var actions = new List<ActionIdentifier>();

*
actions.Add(actionGet); @
actions.Add(actionList);

var resource = new Resource("*");
var resources = new List<Resource>();
resources.Add(resource); \
var statement = new Statement(State Statement%& low)
{
Actions = actions,
Id = "DemoECZPermlss:.ons\

Resources = resourc
}i

var statements = atement>(

statements.Add nt);

var policy
{

Id

moBEg2Permissions" K
"2012-10-17";
= state

policy. T@(),

Create an& Key for a User Account

The f ing example creates an access key for a user account and then displays the access key's ID and
secrety@ccess key:

ing Amazon.IdentityManagement.Resources;
using Amazon.IdentityManagement.Model;

var iam = new IdentityManagementService();

try

{
var user = iam.GetUserByName("DemoUser");
var accessKey = user.CreateAccessKey();
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Console.WriteLine("For user {0}:", user.Name);

Console.WriteLine(" Access key = {0}", accessKey.Id);

// This is the only time that the secret access key will be displayed.
Console.WriteLine(" Secret access key = {0}", accessKey.SecretAccessKey);

}
catch (NoSuchEntityException)
{
Console.WriteLine("User 'DemoUser' does not exist.");
}
catch (LimitExceededException)
{
Console.WriteLine("You can have only 2 access keys per user.");
}

Create a Login Profile for a User Account \@ @
The following example creates a login profile for a user account. \

T, rently don't

or completeness:

The following example doesn't use the AWS Resource APIs for .
support creating a login profile for a user account. Howeve

// using Amazon.IdentityManagement;
// using Amazon.IdentityManagement.Model;

var client = new AmazonIdentityManagemen ?’« lient‘); @
var request = new CreateLoginProfileRE

{

UserName = "DemoUser",
Password = "ksdD9JHm",

PasswordResetRequired = Q‘ue
}i \
{ \

try
client.CreateLogi o e(request);

}
catch (NoSuchEnti eption)
{
Console.Writelidne("User 'De se doesn't exist.");
}

Create@stance Profi 3

Thefollowing example creates an instance profile.

. e following e esn't use the AWS Resource APIs for .NET, as the resource APIs currently don't
\ instance profile. However, this example is presented for completeness:
// using Ama .IdentityManagement;
// u Amazon.IdentityManagement.Model;

= new AmazonIdentityManagementServiceClient();
quest = new CreatelInstanceProfileRequest

InstanceProfileName = "DemoEC2-InstanceProfile"
try
{

client.CreateInstanceProfile(request);
}

catch (EntityAlreadyExistsException)
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{

Console.WriteLine(
"The instance profile 'DemoEC2-InstanceProfile' already exists.");

Attach an Instance Profile to a Role
The following example attaches an instance profile to a role.

The following example doesn't use the AWS Resource APIs for .NET, as the resource APIs currently do
support attaching an instance profile to a role. However, this example is presentedyfor completeness:

// using Amazon.IdentityManagement;
// using Amazon.IdentityManagement.Model;

var client = new AmazonIdentityManagementServiceClient(); \ @
var request = new AddRoleToInstanceProfileRequest

¢ RoleName = "DemoEC2", O
InstanceProfileName = "DemoEC2-InstanceProfile"
Y @ Q
:Q N
{
client.AddRoleToInstanceProfile(request);

}
catch (NoSuchEntityException)

{
Console.WriteLine(
"The role 'DemoEC2' or the tance profile "
" 'DemoEC2- InstanceProfj&e' i

not exist.")

}
catch (LimitExceededExc ptlo%
{

Console.WriteLine(" & 'DemoECZ'&has "o+

"an instance pr le“attached.");

Tutori nt A Q Using an IAM Role and the AWS
ET

content (S(Qmouncement above)

q L requests to AW be cryptographically signed using credentials issued by AWS. Therefore, you

ed a strat aging credentials for software that runs on Amazon EC2 instances. You must

Q\ istribute, %rotate these credentials in a way that keeps them secure but also accessible to the
& software

d IAM roles so that you can effectively manage AWS credentials for software running on EC2
ou create an IAM role and configure it with the permissions that the software requires. For
formation about the benefits of this approach, see IAM Roles for Amazon EC2 in the Amazon EC2
uide for Windows Instances and Roles (Delegation and Federation) in the IAM User Guide.

o use the permissions, the software constructs a client object for the AWS service. The constructor
searches the credentials provider chain for credentials. For .NET, the credentials provider chain is as
follows:

o The App.config file
» The instance metadata associated with the IAM role for the EC2 instance
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If the client does not find credentials in App . config, it retrieves temporary credentials that have the
same permissions as those associated with the IAM role. The credentials are retrieved from instance
metadata. The credentials are stored by the constructor on behalf of the customer software and are used
to make calls to AWS from that client object. Although the credentials are temporary and eventually
expire, the SDK client periodically refreshes them so that they continue to enable access. This periodic
refresh is completely transparent to the application software.

The following walkthrough uses a sample program that retrieves an object from Amazon S3 using the
AWS credentials that you've configured. Next, we create an IAM role to provide the AWS credentials.
Finally, we launch an instance with an IAM role that provides the AWS credentials,to the sample progr
running on the instance.

Topics

» Create a Sample that Retrieves an Object from Amazon S3 (p. 103) @
« Create an IAM Role (p. 104)
o Launch an EC2 Instance and Specify the IAM Role (p. 105) ®

« Run the Sample Program on the EC2 Instance (p. 105)

O\Q
i @; ext file in an Amazon
g apR,Amazon S3 bucket and
guires AWS credentials
mation, see Configuring AWS

Create a Sample that Retrieves an Object from Amﬁ
S3.1tr

The following sample code retrieves an object fro
S3 bucket that you have access to. For more inf, bout creatil
uploading an object, see the Amazon S3 ti tedGuidedlt g
that provide you with access to the Amaz et. For more'ip
Credentials (p. 9).

using System.IO;

using Amazon; \

using Amazon.S3;

using Amazon.S3 % @
namespace s3 & m.docsam etrieveobject

using System; L 2
using System.Collections. Spe&' ; \

{
class S P
{
pul Q static void <a1:n! ing[] args)
0ads3File( "bucket— e", "s3-file-name", "output-file-name");

Console.er@e(“Press enter to continue");
< Cons e();
\ } X
public s ic void ReadS3File(

ing bucketName,

ng keyName,

@ ing filename)

string responseBody = "";

try
{

using (var s3Client = new AmazonS3Client())

{

Console.WriteLine("Retrieving (GET) an object");
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var request = new GetObjectRequest()
{

BucketName = bucketName,

Key = keyName
i

using (var response = s3Client.GetObject(request))
using (var responseStream = response.ResponseStream)
using (var reader = new StreamReader(responseStream))

{
responseBody = reader.ReadToEnd();
}
}
using (var s = new FileStream(filename, FileMode.Create))
using (var writer = new StreamWriter(s))

{

writer.Write(responseBody); %\ \@
}
} @) &)

catch (AmazonS3Exception s3Exception)

{

*
Console.WriteLine(s3Exception.Message, s3 @an.lnnerExc ion);
}
}
} <
}

To test the sample code
1. Open Visual Studio and create a Console proje

S
. Replace the code in the Pro&@ile with the sa de.
i e

Replace bucket-name th me of your Amazon S cket and folder/file-name. txt with
the name of a text file in bucket.

. Compile and run theggsample program. If h@am succeeds, it displays the following output and
creates a file na bject.txt cal drive that contains the text it retrieved from the

text file in A%

Retrieving an object;

If @ ram fails, ensure that'you are using credentials that provide you with access to the bucket.

5. (Optional) Transfer the s e program to a running Windows instance on which you haven't set up
C tials. Run rogram and verify that it fails because it can't locate credentials.

2
\ reate anxol
Q Createz IAM role that has the appropriate permissions to access Amazon S3.

T e IAM role
%n the IAM console.

In the navigation pane, click Roles, and then click Create New Role.

woN

N

&

W

. Enter a name for the role, and then click Next Step. Remember this name, as you'll need it when you
launch your EC2 instance.

. Under AWS Service Roles, select Amazon EC2. Under Select Policy Template, select Amazon S3 Read
Only Access. Review the policy and then click Next Step.

N

. Review the role information and then click Create Role.

(O3}
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&N

Launch an EC2 Instance and Specify the IAM Role
You can launch an EC2 instance with an IAM role using the Amazon EC2 console or the the SDK.

« To launch an EC2 instance using the console, follow the directions in Launching a Windows Instance
in the Amazon EC2 User Guide for Windows Instances. When you reach the Review Instance Launch
page, click Edit instance details. In IAM role, specify the IAM role that you created previously.
Complete the procedure as directed. Notice that you'll need to create or use an existing security group
and key pair in order to connect to the instance.

+ To launch an EC2 instance with an IAM role using the the SDK, see Launch an EC2 Instance Using th
the SDK (p. 72).

Note that an IAM user can't launch an instance with an IAM role witho h@issions gran @

following policy.

"iam:PassRole",

"iam:ListInstanceProfiles",

"ec2:*"

]I

"Resource": "*" @ *
] \

) \

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow", ¢
"Action": [ K \

Run the Sample Program onﬂ:he%nstance
To transfer the sample program to your EC2 inst&)nn to the instance using the AWS

Management Console as desckibed in the follo edure.
Note

Alternatively, sing the Toolkitsfor Visual Studio (as described in Connecting to an
{o

Amazon E in the AW itsfor Visual Studio User Guide) and then copy the files

from your,lo e to the instanceéyThe Remote Desktop session is automatically configured
so thatyyou drives are available to the instance.

To run@ le prograg C2 instance

1. geat e Amazon EC2 ¢ e.

2. e passwor our EC2 instance as follows:

. In the navigation pane, click Instances. Select the instance, and then click Connect.
2. In the Con o Your Instance dialog box, click Get Password. (It will take a few minutes after the

in is launched before the password is available.)
L wse and navigate to the private key file you created when you launched the instance. Select
e

and click Open to copy the entire contents of the file into contents box.

3. E

. Decrypt Password. The console displays the default administrator password for the instance in
the Connect To Your Instance dialog box, replacing the link to Get Password shown previously with
the actual password.

5. Record the default administrator password, or copy it to the clipboard. You need this password to
connect to the instance.

1. Connect to your EC2 instance as follows:
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1. Click Download Remote Desktop File. When your browser prompts you to do so, save the . rdp file.
When you have finished, you can click Close to dismiss the Connect To Your Instance dialog box.

2. Navigate to your downloads directory, right-click the . rdp file, and then select Edit. On the Local
Resources tab, under Local devices and resources, click More. Select Drives to make your local drives
available to your instance, and then click OK.

3. Click Connect to connect to your instance. You may get a warning that the publisher of the remote
connection is unknown.

4. Log in to the instance as prompted, using the default Administrator account and the default
administrator password that you recorded or copied previously.

Sometimes copying and pasting content can corrupt data. If you encounter a % ord Failed” err

when you log in, try typing in the password manually. For more information, see Connecting t
Windows Instance Using RDP and Troubleshooting Windows Instances i azon EC2 Use
for Windows Instances. & @
1. Copy both the program and the AWS assembly (AWSSDK.d1 % local driv, xrstance.
2. Run the program and verify that it succeeds because it us entlals p@ he IAM role.

Amazon Route 53 Prog ﬁ .@&-ue AWS SDK

for .NET
Version 2 content @@nou ce bove)

The AWS SDK for .NET sup Amazon Rout ich is a Domain Name System (DNS) web service
that provides secure an outing to y structure that uses AWS products, such as Amazon
Elastic Compute Cloud n EC2), Ela Balancing, or Amazon Simple Storage Service
(Amazon S3). You o'uise Route 5 e users to your infrastructure outside of AWS. This topic

describes how AWS SDK create an Route 53hosted zone and add a new resource
record set t (

the AWS SD ET. For more information on Route 53, see the Amazon Route 53
per Guide. For in ation on how to install the AWS SDK for .NET, see Getting Started

the AWS s@r NET (p. 3).
* e basic p follows.
Q\ To create zone and update its record sets

Note
sumes th@lready familiar with how to use Route 53 and have already
o

1. Cr hosted zone.
change batch that contains one or more record sets, and instructions on what action to take
ach set.

mit a change request to the hosted zone that contains the change batch.
. Monitor the change to verify that it is complete.

The example is a simple console application that shows how to use the the SDK to implement this
procedure for a basic record set.

To run this example
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1. In the Visual Studio File menu, click New and then click Project.

. Select the AWS Empty Project template and specify the project’s name and location.
. Specify the application’s default credentials profile and AWS region, which are added to the project’s

App.config file. This example assumes that the region is set to US East (Northern Virginia) and the
profile is set to default. For more information on profiles, see Configuring AWS Credentials (p. 9).

. Open program. cs and replace the using declarations and the code in Main with the corresponding

code from the following example. If you are using your default credentials profile and region, you can
compile and run the application as-is. Otherwise, you must provide an appropriate profile and region,

us
us
us

us

us
us

{

namespace Route53_RecordSet

{
@ ResourceRecordSet = recordSet,

ing System.Threading;

ing Amazon; %
ing Amazon.Route53; <

ing Amazon.Route53.Model;

as discussed in the notes that follow the example. E
ing System;
ing System.Collections.Generic; \

//Create a hosted zone and add a basic reco &to it

class recordset

{
public static void Main(string[] g <
{ &

string domainName = "www.examp
//[1] Create an Amazon R 53 client obje
var route53Client = rew Route53Clie @
//[2] Create a ho d A
var zoneRequest = CreateHosted R st()
{

Name = domainName

CallerRe cey= "my_chan t"
; {A
var e nse = rou e&i t.CreateHostedZone(zoneRequest);
/43 eate a resouree ord set change batch
@ ecordSet = v@ ceRecordSet()
OName = domainName’,

TTL = 60,
Type = R eLA,
Re e s = new List<ResourceRecord>
4Q
ourceRecord { Value = "192.0.2.235" }

}

@changel = new Change()

Action = ChangeAction.CREATE

Y
var changeBatch = new ChangeBatch()
{
Changes = new List<Change> { changel }
Y
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//[4] Update the zone's resource record sets
var recordsetRequest = new ChangeResourceRecordSetsRequest()

{
HostedZoneId = zoneResponse.HostedZone.Id,
ChangeBatch = changeBatch

Y
var recordsetResponse = route53Client.ChangeResourceRecordSets(recordsetRequest);
//[5] Monitor the change status

var changeRequest = new GetChangeRequest()

{

Id = recordsetResponse.ChangeInfo.Id

}i
while (ChangeStatus.PENDING == @
route53Client.GetChange(changeRequest).ChangeInfo.Stat

{

Console.WriteLine("Change is pending."); ®
Thread.Sleep(15000);
}
Console.WriteLine("Change is complete."); @
Console.ReadKey(); K

[1] Create a Client Object

[/
The numbers in the following sections are ® e preceding example.

The AmazonRouteSSCllent orts a set of p thods that you use to invoke
Amazon Route 53 acti ou‘ereate the cli object nstantiating a new instance of the
AmazonRoute53c1ie&ass There are onstructors. The object must have the following
information:
An AWS regio @
When I@cllent me th derlying HTTP request is sent to this endpoint.
A cred flle
le must g 55|ons for the actions that you intend to use—the Route 53 actions
|s case. Atte l actions that lack permissions will fail. For more information, see
Bnfiguring AWS tials (p. 9).
e example u default constructor to create the object, which implicitly specifies the
6 application# proﬁle and region. Other constructors allow you to override either or both

\ defau es.
Q [2] Create S zone
d zone serves the same purpose as a traditional DNS zone file. It represents a collection of
e record sets that are managed together under a single domain name.

create a hosted zone

1. Create a CreateHostedZoneRequest object and specify following request parameters. There are
also two optional parameters that aren't used by this example.

Name

(Required) The domain name that you want to register, www . example.com for this example.
This domain name is intended only for examples and can’t be registered with a domain name
registrar for an actual site, but you can use it to create a hosted zone for learning purposes.
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CallerReference

(Required) An arbitrary user-defined string that serves as a request ID and can be used
to retry failed requests. If you run this application multiple times, you must change the
CallerReference value.

2. Pass the CreateHostedZoneRequest object to the client object’s CreateHostedZone method.
The method returns a CreateHostedZoneResponse object that contains a variety of information
about the request, including the HostedZone.ld property that identifies zone.

[3] Create a resource record set change batch

A hosted zone can have multiple resource record sets. Each set specifies howsasubset the domain/s
traffic, such as email requests, should be routed. You can update a zone's resourcérecord sets with

a single request. The first step is to package all the updates in a ChanggBafeh'ebject. This example
specifies only one update, adding a basic resource record set to thelzenefbut a ChangeBateh (©bject
can contain updates for multiple resource record sets.

To create a ChangeBatch object

1. Create a ResourceRecordSet object for each resource recard sét that you want t6 update.
The group of properties that you specify depends onsthe type of resource,recokd set. For a
complete description of the properties used by the different resource réecord,sets, see Values
that You Specify When You Create or Edit AmazoRRoUute 53 Resource Rec@gd Sets. The example
ResourceRecordSet object represents a baSic fesource record $6t,7and specifies the following
required properties.

Name

The domain or subdomain name, www . example . com fox this example.
TTL

The amount of time'in se€onds that the DNS\recursive resolvers should cache information
about this resource record Set, 60 seconds for this example.

Type
The DNS record type, A for thisexample. For a complete list, see Supported DNS Resource
Record J¥pes.

ResourcéRecords

A'listiof one or more ResowrceRecord objects, each of which contains a DNS record value that
depends on the DNS recogd type. For an A record type, the record value is an IPv4 address,
which for this eXamplesis set to a standard example address, 192.0.2.235.

2. Create a Change object for each for each resource record set, and set the following properties.

ResourceRe€oxdSet

TheRegourceRecordSet object that you created in the previous step.
Action

The"action to be taken for this resource record set: CREATE, DELETE, or UPSERT. For more
information on these actions, see Elements. This example creates a new resource record set in
the hosted zone, so Action is set to CREATE.

30 Create a ChangeBatch object and set its Changes property to a list of the Change objects that
you created in the previous step.

[4] Update the zone's resource record sets
To update the resource record sets, pass the changeBatch object to the hosted zone, as follows.

To update a hosted zone's resource record sets
1. Create a ChangeResourceRecordSetsRequest object with the following property settings.
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HostedZonelId

The hosted zone's ID, which the example sets to the ID that was returned in the
CreateHostedZoneResponse object. To get the ID of an existing hosted zone, call
ListHostedZones.

ChangeBatch

A ChangeBatch object that contains the updates.

2. Pass the ChangeResourceRecordSetsRequest object to the client object’s
ChangeResourceRecordSets method. It returns a ChangeResourceRecordSetsResponse object,
which contains a request ID that you can use to monitor the request’s pro,

[5] Monitor the update status
Resource record set updates typically take a minute or so to propa h the syst %

monitor the update’s progress and verify that it has completed a

To monitor update status

1. Create a GetChangeRequest object and set its Id proper e reques returned by
ChangeResourceRecordSets.

2. Use a wait loop to periodically call the client obj etChange metho Change returns
PENDING while the update is in progress and C after the update is plete. You can use
the same GetChangeRequest object for a

ethod alls@

Amazon Simple Storag vice § ramming
with the AWS SDK f T

Version2conterv;§x nnou me above)

The AWS SDK for .NET sup mazon Sim t age Service (Amazon S3), which is storage for the
Internet. It is design ake web- scal ing easier for developers. For more information, see

Amazon Simple St ervice.
The followin &ovide exam & ogramming Amazon S3 with the the SDK:
the S SDK for .NE r azon S3 Programming
aguests Using @ unt or IAM User Credentials
equests Using | ser Temporary Credentials
. iflg Requests Federated User Temporary Credentials
Managm

Creatin ket

\ » Upload an t
. M t Upload with the High-Level API

Upload with the Low-Level API
g Objects
ing Keys

Get an Object
Copy an Object
» Copy an Object with the Multipart Upload API
Deleting an Object
» Deleting Multiple Objects
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« Restore an Object

« Configure a Bucket for Notifications

« Manage an Object’s Lifecycle

« Generate a Pre-signed Object URL

« Managing Websites

« Enabling Cross-Origin Resource Sharing (CORS)

« Specifying Server-Side Encryption

« Specifying Server-Side Encryption with Customer-Provided Encryption Keys

Amazon Simple Notification Service P mm”@»

with the AWS SDK for .NET (5\

x<

Version 2 content (see dannouncemen 6

The AWS SDK for .NET supports Amazon Simple Notlﬁ ice (Amazon hich is a web
service that enables applications, end-users, and devi mstantly sen d receive notifications from
the cloud. For more information, see Amazon SNS.

The following information introduces you @ SNS Wong models in the the SDK.

are known as the low-level and r cesnodels. The fo information describes these models, how

to use them, and why you would 0 use the
Low-Level APIs & Q
The SDK provid Is for pro ng with Amazon SNS. These low-level APIs typically

es |
consist of sets ing request-a e objects that correspond to HTTP-based API calls
focusing on the ondlng s vel constructs.

Programming Models Q
The SDK provides two programm r@‘els for workin azon SNS. These programming models

// Amazon.Sim le lcationService.Model;
var client = new @nsimpleNotificationServiceClient();
0\ r reques% TopicsRequest();

The fOllOWI ple shows@ e the low-level APIs to list accessible topics in Amazon SNS:

// zon.Slmple ationService;

r resp

re@ = client.ListTopics(request);
@ach (var topic in response.Topics)

Console.WriteLine("Topic: {0}", topic.TopicArn);

ListTopicsResponse();

var subs = client.ListSubscriptionsByTopic(
new ListSubscriptionsByTopicRequest
{
TopicArn = topic.TopicArn

)i
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*

L&

var ss = subs.Subscriptions;

if (ss.Any())

{
Console.WriteLine(" Subscriptions:");
foreach (var sub in ss)

{

Console.WriteLine(" {0}", sub.SubscriptionArn);

¥
¥

var attrs = client.GetTopicAttributes(
new GetTopicAttributesRequest

{
TopicArn = topic.TopicArn

}).Attributes; \
if (attrs.Any()) ®
{
Console.WriteLine(" Attributes:");
*
foreach (var attr in attrs)
{

Console.WriteLine(" {0} = {1}, & attr.Valu@
}
} %)
*
Console.WriteLine(); b \
} O

request.NextToken = response tToken;
*
} while (!string.IsNullOrEmp r nse.NextToke

O

For related API referencesinfo ion, see o impleNotificationService,
Amazon.SimpleNotifica nServic@ 1, and Amazon.SimpleNotificationService.Util

in the AWS SDK for@ | Reference,

Resource APIs \K

The SDK providesthe AWS Resour Is for .NET for programming with Amazon SNS. These resource

APIs pr, source—leg} ming model that enables you to write code to work more directly
a

SNS resources as Compared to their low-level APl counterparts. (For more information
AWS Resource A r .NET, including how to download and reference these resource APIs, see
ming with S Resource APIs for .NET (p. 42).)

e followi a hows how to use the AWS Resource APIs for .NET to list accessible topics in
mazon SNS:

// u Amazon.SimpleNotificationService.Resources;

new SimpleNotificationService();
pics = sns.GetTopics();

(topics.Any())
Console.WriteLine("Topics:");
foreach (var topic in topics)

{
Console.WriteLine(" Topic ARN: {0}", topic.Arn);

112



https://docs.aws.amazon.com/sdkfornet/latest/apidocs/

AWS SDK for .NET (version 2, deprecated) Developer Guide
Amazon Simple Queue Service
Programming with the AWS SDK for .NET

if (topic.Attributes.Count > 0)
{

Console.WriteLine(" Attributes:");

foreach (var attr in topic.Attributes)

{
Console.WriteLine("{0} = {1}", attr.Key, attr.Value);

}

}

var subs = sns.GetSubscriptions(); \@
if (subs.Any())

{

Console.WriteLine("Subscriptions:"); <
foreach (var sub in subs) ¢
{

Console.WriteLine(" Subscription ARN: {O}",%. ;

var attrs = sub.Attributes; @

if (attrs.Any()) <

{

Console.WriteLine(" Attribu @ ;
foreach (var attr in att
{ 2
Console.WriteLine("{N ", attx.Key, .Value);
}
}

nce informati ee Amazon.SNS.Resources.

For related@e

Amaz mple &Jeue Service Programming with
th SDK@r .NET

Q\ Versio ntent (see announcement above)
The

K for .NET supports Amazon Simple Queue Service (Amazon SQS), which is a messaging
ice that handles message or workflows between other components in a system. For more
rimation, see the SQS Getting Started Guide.

e following information introduces you to the Amazon SQS programming models in the SDK.

Programming Models

The SDK provides two programming models for working with Amazon SQS. These programming models
are known as the low-level and resource models. The following information describes these models, how
to use them, and why you would want to use them.
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Low-Level APIs

The SDK provides low-level APIs for programming with Amazon SQS. These APIs typically consist of sets
of matching request-and-response objects that correspond to HTTP-based API calls focusing on their
corresponding service-level constructs.

The following example shows how to use the APIs to list accessible queues in Amazon SQS:

// using Amazon.SQS;
// using Amazon.SQS.Model;

var client = new AmazonSQSClient();

// List all queues that start with "aws".

var request = new ListQueuesRequest @
{

QueueNamePrefix = "aws"
O

var response = client.ListQueues(request);
var urls = response.QueueUrls; @ 0\

if (urls.Any())
{
Console.WriteLine("Queue URLs:"); Q @
foreach (var url in urls) @ *
{
Console.WriteLine(" " + url); 0\
}
¥
else ¢ %
{ \
Console.WriteLine("No@s. ;
¥
For additional exan@ the followin@
Createan A Client (p &
o Createa o SQS Queue4p. WH6)

« Send on SQS Me 17)
e R essage from(@n Amazon SQS Queue (p. 118)

. let@ a Message from an azon SQS Queue (p. 119)

. %r related ARI @information, see Amazon.SQS, Amazon.SQS.Model, and Amazon.SQS.Util
\ the AW&or NET Reference.
Q Resource API
TE@K provides the AWS Resource APIs for .NET for programming with Amazon SQS. These

e APIs provide a resource-level programming model that enables you to write code to work
irectly with Amazon SQS resources as compared to their low-level API counterparts. (For more
formation about the AWS Resource APIs for .NET, including how to download and reference these
esource APIs, see Programming with the AWS Resource APIs for .NET (p. 42).)

The following example shows how to use the AWS Resource APIs for .NET to list accessible queues in
Amazon SQS

// using Amazon.SQS.Resources;

114


https://docs.aws.amazon.com/sdkfornet/latest/apidocs/

AWS SDK for .NET (version 2, deprecated) Developer Guide
Creating and Using an Amazon SQS
Queue with the AWS SDK for .NET

var sgs = new SQS();

// List all queues that start with "aws".
var queues = sgs.GetQueues("aws");

if (queues.Any())
{

Console.WriteLine("Queue URLs:");

foreach (var queue in queues)
{
Console.WriteLine(" " + queue.Url);
}
}
else
{
Console.WriteLine("No queues."); \

} 9
For related API reference information, see Amazon.SQS.Re@ . Q

Topics

+ Creating and Using an Amazon SQS Queue wit@ SDK for.r\@ﬂs)

Creating and Using a gézon @ueue with the
AWS SDK for .NET

.
Version 2 content (see an@emen%
This topic demonstrates Nse the Awsv

The sample code in thi icis written i you can use the AWS SDK for .NET with any language
that is compatible € Microsoft . ramework.

Topics \

o Create @zon SQsS CIQ 5)

. ite aby azon SQ e .116)
a SQS Queue Uw 117)
1 an Amazo Message (p. 117)
e Receivea M @m an Amazon SQS Queue (p. 118)
6 Delet @from an Amazon SQS Queue (p. 119)
. Relat:& ces (p. 119)

an Amazon SQS Client

n 2 content (see announcement above)

ET to create and use an Amazon SQS queue.

ou will need an Amazon SQS client in order to create and use an Amazon SQS queue. Before
configuring your client, you should create an App . Config file to specify your AWS credentials.

You specify your credentials by referencing the appropriate profile in the appSettings section of the file.
The following example specifies a profile named {my_profile}. For more information on credentials and
profiles, see Configuring Your AWS SDK for .NET Application (p. 8).
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<?xml version="1.0"?>
<configuration>
<startup>
<supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.0"/>
</startup>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK"/>
</configSections> <aws profileName="{my_profile}"/>
</configuration>

After you create this file, you are ready to create and initialize your Amazon SQS client.

To create and initialize an Amazon SQS client

1. Create and initialize an AmazonSQSConfig instance, and set the Ser@operty wit?-®®

protocol and service endpoint, as follows:

AmazonSQSConfig amazonSQSConfig = new AmazonSQSConfig();

amazonSQSConfig.ServiceURL = "http://sgs.us-west

AmazonSQSConfig amazonSQSConfig = new Ama

amazonSQSConfig.ServiceURL = "http://s

The AWS SDK for .NET uses US East (N. i i default region if you do not specify
a region in your code. However, the AWS'Ma ses US West (Oregon) Region as its
default. Therefore, when usi ng S Manageme in conjunction with your development,
be sure to specify the same re\n oth your code e console.
Go to Regions and Endpaiiits for the current li regions and corresponding endpoints for each of
the services offered b
2. Use the AmazonsQs instance t and initialize an AmazonSQSClient instance, as follows:
amazonSQSC1l w Amazon i amazonSQSConfig);
You ca the clle n Amazon SQS queue. For information about creating a queue, see
Cre % azon SQS Q 16

C eanA on SQS Queue

I’SIOI‘I 2.c en ee announcement above)

You can us& S SDK for .NET to programmatically create an Amazon SQS queue. Creating an
Ama QS Queue is an administrative task. You can create a queue by using the AWS Management

Cons tead of creating a queue programmatically.

@te an Amazon SQS queue

Create and initialize a CreateQueueRequest instance. Provide the name of your queue and specify a
visibility timeout for your queue messages, as follows:

CreateQueueRequest createQueueRequest =
new CreateQueueRequest();

createQueueRequest.QueueName = "MySQSQueue";
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createQueueRequest.DefaultVisibilityTimeout = 10;

Your queue name must only be composed of alphanumeric characters, hyphens, and underscores.

Any message in the queue remains in the queue unless the specified visibility timeout is exceeded. The
default visibility timeout for a queue is 30 seconds. For more information about visibility timeouts,

go to Visibility Timeout. For more information about different queue attributes you can set, go to
SetQueueAttributes.

2. After you create the request, pass it as a parameter to the CreateQueue method. The method retur

a CreateQueueResponse object, as follows: E

For information about how queues work in Amazon SQS, go to ueues Wor@\
For information about your queue URL, see Amazon SQS Q@ (p. 117’). Q
Amazon SQS Queue URLs \

Version 2 content (see announcement abov Q t @
&

CreateQueueResponse createQueueResponse =
amazonSQSClient.CreateQueue(createQueueRequest);

You require the queue URL to send, receive e queue m queue URL is constructed in
the following format:
https://{REGION_ENDPOINT} /%eu@-domaim /{Y0 COUNT_NUMBER}/{YOUR_QUEUE_NAME}

r~ 4
For information on sendin mesXe toa queu%en Amazon SQS Message (p. 117).

For information about @ essages fro@ue, see Receive a Message from an Amazon SQS

Queue (p. 118). @
For informatio@leting mei& a queue, see Delete a Message from an Amazon SQS

Queue (p. 1

Sen@ mazo essage
Ve@z content (see an ncement above)

N ou can use the VT@DK for .NET to send a message to an Amazon SQS queue.
‘(\\ R

Due to ributed nature of the queue, Amazon SQS cannot guarantee you will receive
messages i the exact order they are sent. If you require that message order be preserved, place
cing information in each message so you can reorder the messages upon receipt.

@ message to an Amazon SQS queue
reate and initialize a SendMessageRequest instance. Specify the queue name and the message you
want to send, as follows:

sendMessageRequest.QueueUrl = myQueueURL; sendMessageRequest.MessageBody =
"{YOUR_QUEUE_MESSAGE}";

For more information about your queue URL, see Amazon SQS Queue URLs (p. 117).
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Each queue message must be composed of only Unicode characters, and can be up to 64 kB in size.
For more information about queue messages, go to SendMessage in the Amazon SQS service API
reference.

2. After you create the request, pass it as a parameter to the SendMessage method. The method returns
a SendMessageResponse object, as follows:

SendMessageResponse sendMessageResponse =
amazonSQSClient.SendMessage(sendMessageRequest);

The sent message will stay in your queue until the visibility timeout is exceededyor until it is delete
from the queue. For more information about visibility timeouts, go to Visibili out.

For information on deleting messages from your queue, see Delete a ag€ frodm an Ama

Queue (p. 119).
For information on receiving messages from your queue, see Recei %sage from n SQS
Queue (p. 118).

Receive a Message from an Amazo{@ﬁ Queué\Q

Version 2 content (see announcement above)
You can use the Amazon SDK for .NET to r cei@ es fron’1 ar@ QS queue.
To receive a message from an Amazon Sé \
@the queue URL to receive a message

1. Create and initialize a ReceiveMessageRedqtiest instanc

from, as follows: *

ReceiveMessageReques

receiveMessageRequ

For more infor , see Your Amazon SQS Queue URL (p. 117).
2. Pass the re & t I to the ReceiveMessage method, as follows:

ethod retquece|veMessageResponse instance, containing the list of messages the queue
ains.

ntains a ReceiveMessageResult member. This member includes a Messages list.

 Z %The resp j
Q\ Iterate %h this list to find a specific message, and use the Body property to determine if the list

contains ecified message, as follows:

if lt.Message.Count != 0)

r (int i = 0; 1 < result.Message.Count; i++)

if (result.Message[i].Body == messageBody)
{

receiptHandle = result.Message[i].ReceiptHandle;
¥

¥
¥
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Once the message is found in the list, use the ReceiptHandle property to obtain a receipt handle
for the message. You can use this receipt handle to change message visibility timeout or to delete
the message from the queue. For more information about how to change the visibility timeout for a
message, go to ChangeMessageVisibility.

For information about sending a message to your queue, see Send an Amazon SQS Message (p. 117).

For more information about deleting a message from the queue, see Delete a Message from an Amazon
SQS Queue (p. 119).

Delete a Message from an Amazon SQS Queue

Version 2 content (see announcement above) @ E @

You can use the Amazon SDK for .NET to receive messages from an S queue\

To delete a message from an Amazon SQS queue Q
1. Create and initialize a DeleteMessageRequest instance. Amazon S@e to delete a

message from and the receipt handle of the message a , as follows:

DeleteMessageRequest deleteMessageRequest D

| v leteMe sast(),
deleteMessageRequest. RecelptHandle Handle, b

deleteMessageRequest.QueueUrl =

2. Pass the request object as a parameter DeleteMessage od. The method returns a
DeleteMessageResponse object c. ollows:
DeleteMessageResponse resp

amazonSQSClient.Del Messa e(deleteMe eRequest);

onditiona ves the message from the queue, regardless of the
For more i n about visibility timeouts, go to Visibility Timeout.

Calling DeleteMess
visibility timeou

For |nf0rm¢& sending a & to a queue, see Sending an Amazon SQS Message (p. 117).
For |nf® bout recec) ages from a queue, see Receiving a Message from an Amazon SQS

ed Res

%rsmn 2 c ee announcement above)

,Q(\

The follown e lists related resources that you'll find useful when using Amazon SQS with the AWS

Resource Description

>

indows & .NET Developer Center Provides sample code, documentation, tools, and
additional resources to help you build applications
on Amazon Web Services.

AWS SDK for .NET Documentation Provides documentation for the AWS SDK
for .NET.
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Resource Description

Amazon Simple Queue Service (SQS)
Documentation

Provides documentation for the Amazon SQS
service.

Programming Additional AWS Services with the
AWS SDK for .NET

Version 2 content (see announcement above) @

The AWS SDK for .NET supports programming AWS services in addltl ones tha

previously in this chapter. For information about programming spe ices with t e the

AWS SDK for .NET API Reference.

In addition to the namespaces for individual AWS services, also NOQ ollowing APIs:

Area Description Resources

AWS Support Program to AWS azon.AWSSupport and
Suppo c sted’ azon.AWSSupport.Model.
Advis,

General lper sses and See Amazon and Amazon.Util.

eratlons

Other general programmi ormation for t |ncludes the following:
« Overriding End oi the’AWS SDK fi
« NET Object
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Additional Resources

Version 2 content (see announcement above)
Home Page for AWS SDK for .NET

For more information about the AWS SDK for .NET, go to the home page for :?Q AWS SD%

for .NET.

SDK Reference Documentation \ @
The SDK reference documentation includes the ability to brows @: across al uded with

the SDK. It provides thorough documentation, usage examples, @and éven the ability to"browse method
source. For more information, see the AWS SDK for .NET AP. e. .

AWS Forums K

Visit the AWS forums to ask questions or provide fé % about AWS. @ngineers monitor the
forums and respond to questions, feedback, ar@ ou can als ibe to RSS feeds for any of

the forums. L 2
AWS Toolkit for Visual Studio

If you use the Microsoft Visual Stu , you should c e Toolkit for Visual Studio and the
accompanying AWS Toolkit for dio User Guid
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Document History

The following table describes the important changes since the last release of the AWS SDK for .NET
Developer Guide.

Last documentation update: July 28th, 2015

Change Description Release Date

for .NET released. For more
information, see the AWS SDK
for .NET Developer Guide.

%ruary 5, 2%

New SDK version Version 3 of the AWS SDK July 28t® @

New topic A new topic was added abo
additional options for addi
settings to App.Confi

Web.Config files:
Files Reference for AWS

New topic

ed January 8, 2015

New topics
\ about pro i i
the new @source APIs
for. CloudFormation
Pr ng with the AWS
&) "NET (p. 45), Amazon
3 Glacier Programming with
tAe AWS SDK for .NET (p. 84),
O d Amazon Simple Notification

Service Programming with the
AWS SDK for .NET (p. 111).

Ne;opics @ Two new topics were added January 8, 2015

TS about programming with the the
\ SDK: Amazon Simple Storage
\ Service Programming with the
AWS SDK for .NET (p. 110) and
Programming Additional AWS
Services with the AWS SDK

for .NET (p. 120).

ised topic An existing topic was revised January 8, 2015
to add information about
programming with the new
AWS Resource APIs for .NET:
Amazon Simple Queue Service
Programming with the AWS SDK
for .NET (p. 113).
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Change

Description

Release Date

New topics

Two new topics were added
about programming with

the new AWS Resource APIs

for .NET: Programming

with the AWS Resource APIs

for .NET (p. 42) and AWS
Identity and Access Management
Code Examples with the AWS
Resource APIs for .NET (p. 90).

December 16, 2014

Reorganized Table of Contents

*

The Programming AWS
Services with the AWS SDK
for .NET (p. 42) section of

the Table of Contents was ®\

reorganized to group topics
by service. As a result, four 0

new topics were added:

AWS Identity and A @
Management Prog% with
the AWS SDK fq . 88),
Amazon Elasti % ute

IRg with the

Cloud ro
T(p.

AWS S

67),
Ama ple Queue Se %
Progr g with th S

Dec@ , 2014

o
&
<

New topics

X
\Q’Q

SDK forﬁ(p.
Two new e added

about programming with
Ama moDB: Amazon
D Programming with
WS SDK for .NET (p. 47)
d JSON Support in Amazon
amoDB with the AWS SDK
or .NET (p. 62).

December 3, 2014

Rena opic 6

Support f

%,

The Examples and Tutorials topic
was renamed to Programming
AWS Services with the AWS SDK
for .NET (p. 42).

December 3, 2014

DK version 2

This guide has been modified to
support the latest version of the
AWS SDK for .NET.

November 8, 2013

o

This topic tracks recent changes
to the AWS SDK for .NET
Developer Guide. It is intended
as a companion to the release
notes.

September 9, 2013
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