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Summary ifo

Summary
Controls ‘ Choose a filter set v | | Q Filter data
Security standards
[ Workflow status = NEW | X] [ Workflow status = NOTIFIED | )(] [ Record state = ACTIVE | X] ( Clear filters
Insights
Findings v Introducing the new AWS Security Hub - public preview

Integrations The new Security Hub is your unified cloud security solution that prioritizes critical issues and helps you respond

Try Security Hub [%

¥ Management
Automations

Custom actions

# Security standards info

¥ Settings Track your cloud security posture with a summary security score and standard security scores. This widget
General always shows complete, unfiltered data.
Reglons Security score N
Configuration New 550/
Usage o

288 of 524 controls passed
Standard Passed Failed Score A
What's new L7

Security Hub 12 Public preview CIS AWS Foundations Benchmark v3.0.0 13 23 35%
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Integrations

Accept findings from other AWS services or from third-party integrations. You can also send findings from Security Hub CSPM to some integrations.

| Q wiz X | 1match

wIZ

Wiz Security: Wiz Security

Description

Wiz continuously analyzes configurations, vulnerabilities, networks, 1AM,
secrets, and more across accounts, users, and workloads to discover the
critical issues that represent the actual risk.

Type of integration
Sends findings to Security Hub CSPM

Categories

Cloud Security Posture Management, Third-Party Risk Assessment, Multi-
Cloud Management

How to activate this integration

1. Purchase a subscription to this product: Purchase [2
2. Follow the integration's configuration instructions: Configure [4

3. Choose Accept findings

Status

(© Not accepting findings Accept findings

® Note

THORELEEHTRAOUTa B@HROANERbSh, ETTDE, EFaUT144
OITU R —RN—T A —OREBRZERVIAKET, Y — RN—FT 1 —OREE
ROEVYIAZDE £, Security Hub CSPM OEER—JICH Y ET,

EFIUFAAVIFY MNRBOFTOA ERE

1. EEBTAIORIVY=IUASEFIVTAAVIFUINREBIET I EATS
2.[YA4>T7 v 7)1 28RLET,
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AWS Security Incident Response Get started with AWS Security
Security incident response and recovery s sy

* Automatic monitering and triaging of

for your accounts and workloads =

« Sareamling secunity incdent esponme

» Get 2477 AW'S security suppssrt and togls

Sign up
Pricing (USD)
How it works Tiar e
S7.000
Automated monitoring and triaging of security findings Streamline incident response
Allow 1 i Seaila ar poese withi e 5007
o 5 espanse with service westigation taal
:Hi‘:;::": ind respond with Srd nd ;I.:-’:‘:N“I §250% - 3500
24/7 Incident response support Manitor, track, and improve :'_:';‘ {Nest $500% 150R%
Service provices: round-the-clock sooess to the AWS Customes inddent ] O e e dashbosed allows you to treck kl’! secunty incident 3
Aesponse Team {CIRT) Y. It prowiees 3 central Tier & =) 0504
i SROLEITY i bdints nd refeence
= 74 ~ \ W = — \\y 74 ~ M
3. BETHAIVRASERERBELELTEFIUTAV—INTAHI N EERLET,
—_ - ~ -7 __ —_
c EFXFIVFAVTIFPLIAT—FTIOFY
= » ~
- ZREEEEORFIXT B
(®) Set up central membership Set up central membership account
account
v What is the purpose of the central membership account?
e
____ e
Y
D
Centralized account location Manage membership
reate, manage, and acess aclive and nesolved security (ases Madily and change membership tonfigurations induding permissions, contacts, and mare.
Central membership account
s recarnmended that you align youw AWS Security Incident Resporse centeal scoount (o the same administrator you have enabled for services soch as Amacon GuardDuoty and AWS Security Hul

O Use delpgatad Adminstiator 3000t - Saommandad

Delegated administrator i

Azcaant 1D

l-.ll! AIT Y- TOOLING ACCOLNT. NUMBER ]
() Bex st b 12 dige

" TR T, 1

[ Delegate
| Delegate _)

4. RESNEEBEOTHDNCOTAY
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Step 1

® setupcenval membersnipacont. DEfine membership details e

Step 2
@ Define membership details Membership region nfo
Your membership and cases will all be stored in this region. The region cannot be changed after signup.
Step 3
Permissions for proactive response Region selection
Selecting a different ragion in the dropdown will refresh page and take you to sign up in that region.

| Us East (N Virginia) v

Step
Review service permissions

Step 5

Review and sign up
Associate accounts e
Associated accounts will receive comprehensive security coverage, including proactive response and AWS-managed incident response. Account associations automatically sync with your AWS Organization
as accounts are added to or removed from your organization or organizational units (OUs). You can modify association settings at any time after signup.

Associate part of your AWS Organization

elect OUs after completing signup

O Assomatc cntlrcAWSGrqanlzauom
All accounts from your AWS Organization

Membership name
Give your membership a name for easier reference and management.

Name

| Demo Security Incident Response

Membership contacts i
These contacts are required to create your membership and will automatically be included as part of your Incident Response Team. They will be added to any case by default and receive notifications as
cases are updated. These contacts will also receive a monthly report (PDF) for important service metrics.

Primary contact

Mame

| Kyle Shields |

Job title
| sOC Commander |

Email

| ksg@amazon com |
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JAVERTIBDERARIBDFELODVWTHALET, JOTFIVTATRBEZRI T EHU
RASBTOIIVEREEVWDS 2DODEBRZIRAHREZAMICIIZCENTERY, ChsDOHEERM

ULTHY, EFIVTABHCESTVTEBICEMC TR EN TEEXT,

TOTATRBERNCT

TOTATHRBICKY, EF1VFAA420OF Y MRBE, BB£4E0 Amazon GuardDuty &
AWS Security Hub RGN SERENET Z— R 2T RV VB RVAETEE T, BMZTS
E.EFIVFAAIOFUINRBE. T—EABELZFEAL TEEEORVWTZ—rERN) T —
DL, FLANREEELBMEICERTEDLSICLET,

FOR=FAIRICTAT 9T A TRIEZEMCTBICE

1. EF21VTFA442F MRV =T, AR=F1429D0—070—-BBLET,
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2. EF1VTAA2ITY NRISHEBRAOIXNTORKTHIVNETIOT AT BRHYR—REh
TWS AWS V=322 h0REBRET RV ITEDRSICTBY—EARAT VEAFA
ZHELET,

B [HA2T Y7 &BRL THEZEMCLET,

Step 1

@ Set up central membership account Review service permissions

Step 2
@ Define membership details Enable Security Incident Response
0 The following permissions are enabled by default when you sign up for AWS Security Incident Response.
Step

@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:

Step 4 » Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the organizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.

V5 o View permission details

Review and sign up = Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for

incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTraill events.

-

/% Configuration settings for data sources

Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
congoles or APls.

Step 1

@ Setup central membership account Review and sign up

Step 2

5 e
Step 1: Set up central membership account ( Edit )
@ Define membership details P P P h -
step 3
@ Permissions for proactive response Central membership account
Step 4 Account type Delegated administrator
@ Review service permissions Use delegated administrator account
Step 5
(®) Review and sign up . i B - -
Step 2: Define membership details ( Edit )
Membership details
Region Name
US East (N. Virginia) Demao Security Incident Response

Associated accounts

Accounts
Associate entire AWS Organization

Membership contacts

Name v Jub title v Email v
Matt Meck Incident Response Lead mm@amazon.com
Kyle Shields S0C Commander ks@amazon.com
Membership tags
1 &
Key v Value i
No tags

COBBEICKY), AWSHBHROIXTORRAN—=THIONIHY—ERAICU 20—
AEENICERENET, = L. AWS CloudFormation AXY oty NEFEALT, BEBT7HD>
NCH—ERICD O EO—I)LEZFETERTILEN HVET,
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RODATY T 2F1UT 442> F > MR E Amazon GuardDuty & & OF AWS Security Hub 0)3E
BEOFEICOVTE., TAWS EF1UF A AV FY RSI—Y—HA Ry O TREBESH, %
ZRLTEEV,

HURASDT I3 DHRELZEERT D

HURASLTO>3a2iC&l), EF1UTAA2IFURAREE, BEFETNERANDOSBPEEER
DEHFBE, POTATBEFIVTFAAVIFYMRICRARBRISKERITTEET, chs5D7T
7232, REAOEFIVTAAVIFURNOREETER<SERIZDDNICRIEET,

/A Important

Security Incident Response Tl&, 7 # )L N THUIADHERFEMICHE Y EFEA, HUAD
REZEMEALT, HUADT V2 a2\ RNICERTILEN HYET,

EFIVTAADIFUOINERIDZTA I - LR >THURAHT Va2 2RTIDL
ZHEGIDICE, BEREETAIVRMLARILOBUAHOREZERTDIHBEN BV XTI, FTHOY
RLRILDERER, HBLARXILOBEL) EBEENET,

BIRRZM AWS HAR—RNT—RAZERTBICRF. TV EAHFAAHNIBETT,

HUAHF7Tar:
C HURBTIYIVAEL (FTALR) -2FIUFA AT RERIYI-TiR. 1—H—

KRHO>THLUIADT O3> 2RTTdEEHYEBA,

« FRICIDHPURAH -EFI1VTAAVFUOMRNRIVIZTR, HURADT I3 2RTT
PEICI—Y—0OEFEZVIIANLET,

s BEHELCIAD -EF1VUFAA42FORMNRBIVSZTWR, FOTFATRBAIF MNRICER
DEZEZLUICHUAD T3 23<ICETTEET,

HUAHREZERTDICE
1. 2F1UTAAFUMRBOHUIADT IV IVEREEZVIITANTS [AWS HR—KT—
Al 2L ET,
2. Y R—KNT—AT, UTEEBELET:
s HUIADT VAV EERIIHVENHD AWS B ID FLRFEBEDOTHVHNID
- HFETRHLURASDAT I (HURADEL, FRICLDHUASH, FLEEBHHUIAD)
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AWS Security Incident Response 1—H%'—7# 4 R
c ARRBRITBDHLADTIAVORAT (EC2AVARAO D E, RAMBHROEFH. =+
TATIN—TOEERL)
3. AWS HAR—RKNEGFI1I—H—CE#HEL T, HUALOREZTVET, YELXIAMO—-I)LZEKT
3 O ICHE AWS CloudFormation StackSet 277’ 04 $ 24BN H VY E T, AWSHR—K
. YEBCRKUTXZEEZRHTEET,

REFRTIRE, EFAVFTAAVITFURNIRRE, PIOTATBREFIVT A4 F2 R
ARENEHURAHT I3V %ZRTLT, REZRBEIDDEXETERT,

RORTY 7 HUROREREF LS, BFIUTAAVIFYRHBIAYY—LTAIIFY R
MICRFENEHURO T IS 3V EEIRUSITEET,

tFIVTFAAOTFUINRBOFTOCE

AWS &, BBEDOA TR T L—LD—VZBEBMAZADYIC, ThERELET,

1. ERREREZRIEL T, BEOTZ7T 1 AZBLL TS EE L,

2.0U LRILDOXYN=2Y THR—KNDOFE, EventBridge DFEA., B STCIC Jira-ITSM & D#FEE
ERELT, SYBENEEFIVFGERAEZRBLTKEEL,

AT MNRRTF—LZEFHITS

1. 97 A95470L. LROAFYTEETLTVWA L ERRBLET,
2. ERIDFES—2a VA SAUITY NIBF—L%ERTS

3. F—AIBMTRF—AXA NEBRLET,

e AWS Security Incident Response > Incident Response Team [c]
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
Cases
¥ Configure notifications and Teammates (10/10)

permissions

You can specify up to 10 members in your Incident Response Team. Additional members can be added for individual cases.
Incident Response Team

. Name 4 | Jobtitle v | Email v
¥ Manage membership

Proactive response Brian Boyd Network Analyst Lead brianb@anycompany.com
Accounts Chris Beck Blue Team Lead chrisb@anycompany.com
Settings

David Buckendorf Incident Response Manager davidb@anycompany.com

John Bheuler SOC Commander johnb@anycompany.com
Documentation &4 I @anycompany.
Amazon GuardDuty [ Jordan Schroff SOC Operations Manager jordans@anycompany.com
AWS Security Hub [7

Kyle Prime Detection Lead wearekyle@anycompany.com
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® Note
F—LICRK, BBV —F—v 7, EEEBERE, MDRNX—K+—, 9TIORIVIZITE
ENEENET, RER10ADXN—ZEMNMTEET, EXV/N—OFH, XA, E
X=)LT7RLADAKZEHET,

AWS HR—RhZhTWBT—A

AWS EF21VFT A4 FU MR, BB EF1VT A A FURRRBIVIZT EEEY
WEY T2 TRIOVT2aVR-ADT—AEBR—RNERHBLET, 15290 SLO ZEAL
T EFAVTFARBETIVTATBAVIT VRN EXEBLET, EENBT—ALHREHY)
Ao AWS BHIR— M RRT —ADERD RFIXY N ESRL TS EE Y,

AET—LDREHMR

T—AEBR—ZI)EZBUT, EREEIAMARUS—ZEBMTDET, T—ADOAEM Z /N EE
RELINETERT, Chs0FT7>a>lE, N—hF— EBF—L, FLEERKRIBFOIFA
N—HMCERLEY,

DFYFY—"T—AICEMTSICE:

1. EFIVTAAITFURRBT—AR—RIIASEEOT—AZHL<

AWS Security Incident < Cases (19) Create case
Response
1 2]
Dashboard
] Last updated Resolver  Title Type Status Created at
Cases
23 hours ago Self CIRT - Proactive Case - Possible threat actor on a malicious Known Domain Security Incident 3 days ago
¥ Configure notifications and
permissions 0512611769 5 days ago self Jira Test Case - SHOWCASE INTEGRATION - On-Going Security Incident 2 months ago
Incident Respanse Team
5191116623  Zmonthsago  Self Active Incident [2025-7-15] Test Case - Jira Security Incident 2 months ago
¥ Manage membership
0928191969  2monthsago  Self CIRT - Proactive Case - Customer Servers Compromised (CrowdStrike Finding) Security Incident 2 months ago

2 months ago self Active Incident [2025-7-14] - Integration Test with Jira Security Incident 2 months ago

2 months ago Self Active Incident {2025-7-14] - TEST EVENTBRIGE INTEGRATION WITH SNSJIRA Security Incident 2 months ago

2 months ago Self Active Incident (2025-7-14] - TEST TO EVENTBRIDGE INTEGRATION Security Incident

AWS Security Hub [3 6026929273 2 months ago Self CIRT - Reactive Case - Customer Website Compromised Seeurity Ineident

83356434 2monthsage  Self CIRT - Proactive Case - Customer Access Keys compromised Security Incident

2. [TOEAHA 27 Z2RRLET,
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AWS Security Incident ¢ 0928191969 C \' Actions w \'_‘ I Getheip from AWS )
Response

Dashboard ¥ Overview

Cases Resolver am Start dats Status  Info

Self T5) arnaws:security-irus-east-1:854725506385:as 2025-07-15
¥ Configure notifications and £/0928191969
permissions Name Incident start date (actual) Actions
i CIRT - Proactive Case - Customer Servers Compromised Created at - -
: wRonae e (CrowdStrike Finding) 2025-D7-14T11:08:03-07:00
» Manage membership ‘;’:n‘:‘f::;;
Proactive response Security Incident
Accounts
Settings
Details Communications Permissions Attachments Tags Case activities
Documentation [3 = 2
Watchers (3/30) e Remove ) ( Add )

Amazon GuardDuty [3

WS Security Hub 2 Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications

Q Search ] 1
Name v Job title v Email -~
Jon “Application® Doe Lead Application Architect applicationSME@anycompany.com
Legal Tesm Corparate Lawyer legalteam@znycompany.com
Dur MSSP Vendor MSSP Vendor msspiendor@mssp.com

» Incident response team (10) f_ Go to Incident Response Team |

Al members of your it Response Team will also receive notifications for this case.

3. DEmN] Z:BIRL T,

Details Communications Permissions Attachments Tags Case acti

Watchers (3/30) info Remove (i Add :J
Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.
\' Q Search ~| 1
Name v Job title v Email A
Jon "Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
Qur MSSP Vendor MSSP Vendor msspVendor@mssp.com

» Incident response team (10) Go to Incident Response Team ZJ

All members of your Incident Response Team will also receive notifications for this case.

Template case permission policy (12 Gotoram ) (1D copytoclipboard )

Use this sample policy in IAM to define permissions for this case.

{
"Version": "2012-10-17",
"Statement”: [
{
"sid": “SecurityIncidentResponseCaseReadAccess”,
"Effect™: "Allow”,
"Action": [
"security-ir:GetCase”,
"security-ir:GetCaseAttachmentDownloadurl”,
"security-ir:ListComments",
"security-ir:ListCaseEdits”,
"security-ir:ListTagsForResource”

@ Note
BT—ALR, HET—AQOKICT IV EAZHATIEMREZAD IAMKR) S —HEF
hTHY, RPMERORAUNERENETT, ORI —%, ¥—R/N—FT 1D MDR /¥—
RF—PHREDHAEF—LNEBMTEDLSIC, AMO—-LFLRFI-—Y-CEEIE—-&
R—ARNLTLEE W,
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GuardDuty O i#ER &HHIL—IL

AWS X1 UF 142> F 2 Mk, CrowdStrike, FortinetCNAPP (Lacework), Trend Micro 7'
s 3"\10) GuardDuty #& Hi#E R & Security Hub CSPM *ﬁﬂjﬁ‘*i’&'%ﬁiﬂﬁt_ BVYiAdk, NUT—=2

IBELET, HHE0BBNV 7T /00—, IBI2HEGZHRLET, COYP—ER
(.i GuardDuty & Security Hub (., ,\\\ntﬁtﬂﬁ"*i@ﬂﬂ%ﬂ)b WEBBT—hA47IN—ILZERL
£9, GuardDuty A2V =)0 "#HRHEHER) TThoDOL—IILZ2RRELFEELET,

BR7% GuardDuty &I —I)ILZ2 T IERP<HERT B (C &

1. GuardDuty AV —ILIZT7 9 tATS
2. mHEBEREER

GuardDuty X GuardDuty > Findings
Summary F|nd|r|gs (198) e Create suppression rule
Findings
Saved rules. Status Threat type
EC2 malware scans [Apu!y;mf(‘ rules a ‘ ‘Q Filter findings ‘ [Curren[ v [Au findings w
Exfiltration_Findings a
| Severity v | Findingtype v Resource v Count
w Protection plans
53 Protection @ Execution:Runtime/MaliciousFileE EC2 Instance: i~ 103
xecuted 0e2581191dazaBse
EKS Protection Demo-malware-scan
i Execution:Runtime/SuspiciousToo EC2 Instance: i-
Extended Threat Detection New .
| Medi 87
..... Malware-Findings ) L) 1 0e25811f91da2as8e
Runtime Monitoring filter for all malware findings
Malware Protection for EC2 Port-Scanner-Findings Is commonly used in z Discovery:l/AMUser/AnomalousBeh Access Key: %
ow
" avior ASIA40AMZFAIQAHJB2EB
Malware Protection for 53 VPC_Flow_Based_findings @
RDS Protection Suppression rules 2.1 on EC2 instance i- Phioh ) ExecutionEC2/MaliciousFile EC2 Instance: i- X
Lambea Protect ; 022581191 daza88e
ambda Protection CIRT-Create-Suppression-Rule-DEMO3
This: ; created by the CIRT 2= part of the aciedemoeventsgenerator- l Policy:S3/BucketBlockPublicAcces Access Key: 04
ng e
Z sDisabled ASIAXNCE6ZROALEUTFTET
Accounts CIRT-Create- Suppressmn Rule-DEMO2
Usage is e was created by the CIRT as part of the AWS Security aciedemoeventsgenerator- N Policy:53/BucketBlockPublicAcces Access Key: 55
- s sDisabled ASIAZQJHLGGVA3XG46W)
Settings CIRT-Create- Suppress\on -Rule-DEMO
Lists New T 9 Y»;uw rule was created by the CIRT as part of the AWS Security Is commonly used in T Discovery:IAMUser/AnomalousBeh Access Key: 93
o avior ASIAAOAMZFAIXLQFYDIF
TestPortProbe
.1 on EC2 instance i- EC2 Instance: i-
What's New Suppression_Test EionEeaistance - o Execution:EC2/MaliciousFile oezsmﬁlgmlahsae 1
Testing
Partners [2 S arandon T
uppress_Bran ’3"7 est &1 on EC2 instance i- EC2 Instance: i-
Security Hub [ New Testing a suppress action in GD to soa f the data goes into Detective [ vigh ] Execution:EC2/MaliciousFile 002581191 dazagse 1
Test_Amazon VPN
ppression rule based on IP address from corp VPN, Thisis atestand you [ Is commonly used in i Discovery:lAMUser/AnomalousBeh Access Key: 150
nytime, - s avine ASIAXNCR7ROAVACCZWNM

3. TRENZEFERL, HHEIL—ILOBERAUTEIBELTEEL,

® Note

SIEMFTo./O0>—%#FEAL TVSHEMTIE. GuardDuty DRERERENFEOKZBELE
ICRIBICRADL, EF1VFTA 422 F Y MRS —ERAE SIEM $1EOmMANFELELE
CB
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Amazon EventBridge

Amazon EventBridge l&. ¥ 21 UFT A A2V FURRBOARY NBRBRT—FTOF v 2B
L. T—ATIOTAETAHFRTVARNI—LY—ER (SNS, Lambda. SQS. Step-Functions) &
& AFY — )L (Jira, ServiceNow, Teams, Slack, PagerDuty) Z N H—T&3KLS3ICLET,

EventBridge JL— )L ZFRET B ICI&:

1. Amazon EventBridge IC7 VA9 %
2. NAROYFHAIUNSI—=I%ZEIRTS

e Amazon EventBridge > Rules [eJC]
=
Amazon EventBridge < Rules
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with the rule. A rule can be associated with one or more targets.

Dashboard
¥ Developer resources Select event bus

L

e Event bus
Sandbox

Select or enter event bus name
Quick starts

| default v
¥ Buses
Event buses Updated
Rules
Rules on default event bus (166) @ Delete Enable Edit CloudFormation Template ¥ Create rule
Global endpoints
Archives | Q Find rules | | Anystatus v | 12 3 4> @&
Replays —
[ Name a | status v | Type % | Eventbus v | ARN v | Description v |

3. [Create Rule] (JL—ILDERK) ZBIRL £ T,
4. L= DOFMZEADTS
5. RN\] ZiBIRL&E T,

e Amazon EventBridge > Rules » Create rule [c]

Amazon EventBridge <

Define rule detail

Dashboard
¥ Developer resources Rule detail

Learn Name

Sandbax

SecuritylncidentResponse-DemoRule
Quick starts
pper

¥ Buses

Event buses Updated

Rules

Global endpoints

Archives dekialt =

Replays
@D Enable the rule on the selected event bus
¥ Pipes
P Rule type Info
Pipes
© Rule with an event pattern Schedule

¥ Scheduler A rule that runs when an event i t £ tothe A il

Schedules

Schedule groups
¥ Integration Cancel Next

6. AWSH—ERETAVO—-IIEADI> L, ROVIFAI U ZEBHLET,
7.AWStEFXF 1T A4 F MRS EIBIRLET,
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Event pattern info

Creation method

") Use schema © Use pattern form ) Custom pattern (JSON editor)
Use an Amazon EventBridge schema to generate the event Use a template provided by EventBridge to create an event Write an event pattern in JSON.
pattern pattern.
[ Q, security X ]
Amazon Security Lake Event pattern
Event pattern, or filter to match the events
[ AWS Security Incident Response ] )
Security Hub AWS Security Incident Response ‘
Security Token Service (STS)
| Select a service provider 'y |

8. ARYRNEATOROYTHIYZBRT B

9. NE—2EERTDANRMRIEFAPI O-I)LZBRLET,
1IONE—2ZFHTHREL T, BROARVNEEDBRENTEERT,
MIRN] Z2BRLUET,

Event pattern info

Creation method

) Use schema 0 use pattern form () Custom pattern (JSON editor)
Use an Amazon EventBridge schema to generate the event pattern. Use a template provided by EventBridge to create an event pattern. Write an event pattern in JSON
Event source Event pattern
AWS service or EventBridge partner as source Event pattern, or filter to match the events
AWS services v | 1 { A
L J "source™: ["aws.security-ir®],

"detail-type™: ["Case Created”]

AWS service 43

The name of the AWS service as the event source

| AWS Security Incident Response v |

Event type
The type of events as the source of the matching pattern

| case Created v

[: [0 Copy :] {8} Test pattern [: ¢ Edit pattern :]

Cancel (/ Previous \] Next
\. J

(® Note

ARED 1D EDZ—"Y N (SNS, Lambda, SSM R¥F 1 X2 N, Step-Function) &
BRULET, BEICWKUT, JARTHIVRNE—TY NERELET,

EventBridge #& X Z 1 —® Partner Event Sources T/\— KN F—#&E&/NZ—>
ZWHRETEET, FATEEA/N—K~F—IZ(F. Atlassian (Jira), DataDog. New
Relic, PagerDuty, Symantec. Zendesk & EN H V) T,
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e Amazon EventBridge > Partner event sources @ [c]

al
Amazon EventBridge < Partner event sources

Dashboard (
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.

¥ Developer resources

Learn

Sandbox Amazon EventBridge partners (60)
Quick starts | Q. Search partners
¥ Buses
Event buses Updated
Rules =2 . =2
Global endpoints "‘ Ad [o] be st ripe @ vs.g lf:-f:gg:ipnﬂow
Archives
Replays
Adobe is changing the world through digital experiences. Our Stripe s a finandial infrastructure platform for businesses. Stream salesforce events directly to Amazon EventBridge. Amazon AppFlow enables streaming of Salesforce events

¥ Pipes game-changing innovations are redefining the possibilities of Millions of es—from the world's largest enterprises to Analyse events originating from Salesforce instance, with directly to Amazon EventBridge. The connector will allow

Pines digital experiences. We connect content and data and introduce the most ambitious startups—use Stripe to accept payments, targets such as Amazon Lambda, Amazon SQS, Amazon SNS, developers and teams to route, process, and analyze events
i ) . ) :
P new technologies that democratise creativity, shape the next... grow their revenue, and accelerate new business opportunities. and others. eriginating from their Salesforce instance, with targets such ...
¥ Scheduler
Schedules Learn more ( setup ) Learn more ( setup ) Learn more ( setup ) Learn more ( setup )

Schedule groups

¥ Integration

Partn

Apptrail atlan %o Autho

A

¥ Schema registry Security teams on AWS use Apptrail to build realtime Built by a data team for data teams, Atlan is the active AuthO, the identity platform for application builders, provides Consume authentication and authorization events emitted by
Schemas detections-as-code using Python, correlate across events & metadata platform for modem data teams. Atlan creates a developers and enterprises with the building blocks they need Authress to trigger custom actions or integrate with your
alerts, and hunt threats by quickly narrowing on I0Cs at single source of truth by acting as a cellaborative workspace for to secure their applications. exsting and Event
petabyte scale. data teams and bringing context back into the tools where. .. system.

HmEeEeENBY—=ILD—0 70—
AWS JIRA E£7=(& ServiceNow ZEF 1V T4/ F O MRS EHRETHY ) 1—->3 >

Jira 8 KT ServiceNow EDONAFRHKED=HIZ, BELICHRE AV VI —2302F7O40LF
T, CNESDOHEAICKRY, AWSEFIVFTFAAIFURNRIBT—AEITSM 7 Z5Y N7 #— AR
ONFEBENAFREICKEY), T—AOEHERIET S Jira FAZICEBNICRBRENET,

MEDFR

AWS X1 UFAAVIFURNRABEREFED ITSM 7TV N7 —ALHKEETDE, 1T FUN
NDEFERMKIT—o 70— —nlteh, EF1 VT BAFNNRILEIhET, ChSOBEBEEZHAD
V1—=23VIck), DAZRLBARNFFTEILAZY, EF1VTAF—LBAWS XA T17ELTY
B—TSAREEOEEDA VT RNEBATATARMZHIFTERT, IXRVNERBEDOA
Bt ® =& ([ Amazon EventBridge Z5EF 92 & T, 7Y RT3 —LABTUTILRA LTS —A
LACEHFOZ7O0-HF1Tbh, X1 VTF142>F O NORESHICBRE<S —ELTENHTED
EDIBYET, cOMET7O0—FIC&Y, EF1VFATFFIANOIAVTFANIVEZNE
BEN, MRFESEHEN, 1T MNEARTAT7THA4 VI EETEENEERIHTNfEETHE A
9,

EventBridge JL—IJLZFRKET 5 IC1&:

1. Amazon EventBridge IC7 VA9 %
2. NARAYFTEI A=) ZBIRT S
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AY—-ILT—o70—

EFIVT AT MRS, BROTETHABY —ILPN—KF—REETIET,

- SEM#&: £¥1UFAAVIFYREBIV I TR, AWS A HR— N T BT —RERETS
LB, FoAERTLTCNSOREBRENNBLCRBETZOEXELET, N\MTUYK
BEETNLFISYRBEBOMBEFEREL, 7ONF—BOBRT 72— 08 %A ]—
TEBOILRIBET,

s BFEOEFIVFT A ARL—2 32 &L KD GuardDuty L AR AT —0 70— &) R
MTHSBELARAETFIICEEZEBRAET., BE. Z<OEBRET—ABEEZBELU THRED—Y
70— SEM 79 /O —2EALTVWET. COF—ERK, %I GuardDuty (8 & T —#0
Security Hub) DR EBERICH L TEBILE N EREFRERBLET, coVV1—->32@EF,
SEGEBBNVT—FTO/O—CE ANERZERALT, R—2)WIC7ATF7 0717 5—AR%4E
LU, BECRHOSTF—LAICEBAL, RABEENLEBEFEOLOICHEHOEFI VT4 FUN
ST T EEEEEET,

s Y—RN—FT A —OBEF—L: BHOEFIVFTAAFUOINIBIVIOZT R, N—hF—
 MDR 7ONA X — L EEEHELE T, IRV TOLRZEIYL, YTRAIVT2 a2 0XA
“ALERETREHOT TNy TEBERELTVET,

138 A: BiE %

XBTF—RE2BHICEFIVTAAVIFUIRBIVOZT7ICRHEVLEELSZET, 7O7714)
EREFEZEMRL . MHRESSHHORNV T —ORMOEEEZA LTI LN TEXRT, ch
ICkt), BROREBERZE)IAKHED, SFEDO "BEAORLZIRE 2BEIIRICKEET LS
NHARBEORRAZEEMSTENTERT,
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IR & &V SOC HHEELZ L IFHR

A IR 7 o £ B ¥ DNS VPN B — EDR IDP
h soc S 6,  F. 3 H— |V =7 % |AV| |8
HY 1 BE BE ) AWS N— F— 7’1 iy EdaE =3
/& yil yl 9 J— O N7 T— T ch
=R 1) ) ) > >3a IP 7t >3 (& 7Y
K I CIDR CIDR 7 D 7 AY V& 73 551
=R A #i & KR KR Ji— |7H W 8
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"Version": "2012-10-17",
"Statement": [

]

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Deploy containment roles as managed StackSet to all organization
accounts'
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Resources:
ContainmentRolesStackSet:
Type: AWS::CloudFormation::StackSet
Properties:
StackSetName: SecurityIRContainmentRoles
Description: Deploy security incident response containment roles across
organization
PermissionModel: SERVICE_MANAGED
AutoDeployment:
Enabled: true
RetainStacksOnAccountRemoval: false
Capabilities:
- CAPABILITY_NAMED_IAM
OperationPreferences:
RegionConcurrencyType: PARALLEL
MaxConcurrentPercentage: 100
FailureTolerancePercentage: 10
TemplateBody: |
AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-
ir.amazonaws.com' 1},
'Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } },
I
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-
ir.amazonaws.com' 1},
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'"Action': 'sts:TagSession',
I
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow',
'"Action': ['ssm:StartAutomationExecution'],
'Resource':
[
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-
definition/AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-
definition/AWSSupport-ContainS3Resource:$DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-
definition/AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
I
{
'Effect': 'Allow’,
'Action':
['ssm:DescribeInstanceInformation',
'ssm:GetAutomationExecution', 'ssm:ListCommandInvocations'],
'Resource': '*',
},

{
'Effect': 'Allow',

'Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },

},
1,
}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
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RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service':
'ssm.amazonaws.com' }, 'Action': 'sts:AssumeRole' }],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
iam:AttachUserPolicy',
jam:DeactivateMFADevice',
'iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
iam:DeleteUserPolicy',
iam:GetLoginProfile',
iam:GetPolicy',
iam:GetRole',
'iam:GetRolePolicy',
iam:GetUser',
iam:GetUserPolicy',
iam:ListAccessKeys',
'iam:ListAttachedRolePolicies'’,
jam:ListAttachedUserPolicies’',
iam:ListMfaDevices',
jam:ListPolicies’',
'iam:ListRolePolicies’,
jam:ListUserPolicies’,
iam:ListVirtualMFADevices',
iam:PutRolePolicy’,
'iam:PutUserPolicy',
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iam:TagMFADevice',
iam:TagPolicy',
iam:TagRole"',
iam:TagUser',
iam:UntagMFADevice',
'iam:UntagPolicy’,
'iam:UntagRole’,
iam:UntagUser',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

1,

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’',

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’',
'Action':
[
'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
'sso:DeleteInlinePolicyFromPermissionSet"’,
'sso:GetInlinePolicyForPermissionSet',
'sso:ListAccountAssignments’',
'sso:ListInstances’,
'sso:ListPermissionSets’,
'sso:ListPermissionSetsProvisionedToAccount',
'sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
'sso:UntagResource’,
1,
'Resource': '*',

}I
{
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directory:DescribeUser'],

'Sid':
'Effect':
'Action':

'AllowSSORead’',
'Allow’,

'Resource': '*',

'Sid': 'AllowS3Read',

'Effect': 'Allow',

'Action':

[

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

GetAccountPublicAccessBlock',
GetBucketAcl',
GetBucketLocation',
GetBucketOwnershipControls',
GetBucketPolicy',
GetBucketPolicyStatus',
GetBucketPublicAccessBlock',
GetBucketTagging',
GetEncryptionConfiguration',
GetObject',
GetObjectAcl',
GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy',
1,
Vo

'Resource': ,

'Sid':
'Effect':
'Action':
[
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Write',
'Allow’,

CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock'’,
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',
PutBucketVersioning',

['sso-directory:SearchUsers',

'sso-
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's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow',
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',
1,

'Resource': '*',

'Sid': 'AllowEC2Containment',

'Effect': 'Allow’',

'Action':

[

'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:CreateImage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribeImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
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'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',
'Effect': 'Allow’',
'Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',
},
1,

StackSetDeploymentOperation:
Type: AWS::CloudFormation::StackInstances

Properties:
StackSetName: !Ref ContainmentRolesStackSet
DeploymentTargets:

OrganizationalUnitIds:
- r-xxxx # Replace with your root OU ID
Regions:
- us-east-1
OperationPreferences:
RegionConcurrencyType: PARALLEL
MaxConcurrentPercentage: 100
FailureTolerancePercentage: 10

Outputs:
StackSetId:
Description: ID of the created StackSet
Value: !Ref ContainmentRolesStackSet
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StackSetArn:
Description: ARN of the created StackSet
Value: !GetAtt ContainmentRolesStackSet.StackSetId
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CloudTrail &, AWS 7HOU NEERTDE, TORTEMICAKY £T, Security Incident
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DERESBLTIEE,
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CloudTrail EEHK
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M EERTDE, ETFOERARY NOOIE—% 1 DERIT CloudTrail 25 Amazon S3 /%

TYRNIBRETEERITAHN., Amazon S3 ARL—JICEBENF DAV ET, CloudTrail DR E DG
MIZOVWTIE, TAWS CloudTrail D&, 28R L T &V, Amazon S3 DEEICBET 55

MIZOWTIE, "TAmazon S3 OElE, ZSRBL TS EE L,

CloudTrail Lake 1 R R F—RAKNT

[CloudTrail Lake] 2R T2 &, /XML TSQALAR—ANDI IV ARERITTESE

¥, CloudTrail Lake &, 1TRX—A® JSON FEXDBEFED A X2 N %Z Apache ORC FEX ICZEH#L
£F9, ORClE, T2 Z25ERICHBIZDEHICEBILENEREEZEANL—ERXTT, AR
Nk, IRYRNF—ZARNTICEHWENET, IRVRNTF—RARNTR, BEBARKNELY
BEBEATDIEILL>TERIDEHICEIVE, IRVMODAZ21—&27 )L V>3
T, EDARYNNFEHL, JIVILERATEZ N, IXRVNF—RARNTICERTZ 2L
V2K HEELET, CloudTrail Lake DEFMIC DWW TIX, TAWS CloudTrail 1—%—7#4 R, @
"TAWS CloudTrail Lake DA 1 2FRL T EE L,

CloudTrail Lake DA XY N F—RARNTFTEVTVICEIAARAAYET, ARV KF—FA

N7 ZERTBERIC, IXRVNTF—RARNTICEATRIREAT IV EZEBRLET, BeF

723Uk 2T, AIRVNOBYWIAZEREICADDEE, BRTF, TOAMARKNTF—RAD
TOT7 A BNERRORFHBAREY ET, CloudTrail DBEOFMICODVWTIRF., TAWS

CloudTrail D¥l&, ZZRBL T EE W,

g N T Security Incident Response 7 7> 3 2 i& CloudTrail IZ& > TOJ ICRE&E

t., TAWS Security Incident Response AP| Reference, ICEBEEhTWET, Hlx

&, CreateMembership. CreateCase. UpdateCase O&EF7 V< a>z®H U9 &, CloudTrail
A7 7ANMCI NUNFERENET,

BARNEEZFOTIONJICE, #H#AVIOIARNEZEERLEDAEVSEBRISENET, 7147
T4 TA4BHIEE., UTZHUBTA2DICKRIEET:

« DOTARNY, )L—REREEIEER E AWS Identity and Access Management (IAM) 1 —4 —8REE1E R
NDEESZFERL TEFENLED,

s DOTARYO-LFLER7IFL—>232d—Y—0T2RZVUBEF1I)T 1 FEIEREEA
LTITbhirESH,

« UOIARYBIOAWS H—ERIZK2TIThhilzprESH,

MOV TIE, TCloudTrail userldentity TL Xk ZSBLTLEEV,
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Security Incident Response A 7 7 A ) IT RJIZDWT

CRLAIL E, BELE Amazon S3ANT Y NCAXR N ZOT77A4ILELTERETZLDICE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNVZERET, IRV NFEE
V—ANSOBE—-JIOTITARNZERL, VDOIANENETOAY, PO2Aa2>0B®K, UVIAR
NTX—=BBEDEREERET, CloudTrail AT 7 7 A I)LIE. NT VY U API FUO'H L O IEF 1+
SNEARYIRNL—ATREBEVED, BEDIEFTRERRENEEA,

X DBIE, CreateCase 70> 3> %79 CloudTral DI KU ZRLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x®*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
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1,

"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "HEx*",
"name'": "***",
"jobTitle": "x#*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"

I
"responseElements": {
"caseIld": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",

:case/*"
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"eventCategory": '"Management"
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EEETEET, cOTF7U>3aIC&kt), AWS Security Incident Response & AWS Organizations
TREETEDH—ERELTEMIABYNET, ChSOFANFNEENDHEICOVTE., Using
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LT0+Eo2 3> Tk, &1 Security Incident Response BB ETH I RE UL TRITTERETHRLE

FHAAVICOVTHALET,
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c AWST7HIVNEE OEEENLET IV EADEML
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FRIDEOOEREBEELIOAXTF—23

LTOZEBEEEHEBEIEIE, ZF Security Incident Response BE&E T H > MA" AWS Security
Incident Response TED KD IZHEET DA ZEBITAIDICRILBET,

Z4T Security Incident Response BB EF7H I KEU—2 3 EBITY,

Z{F Security Incident Response BEET W NEXTYN—FHD> M&E. AWS Organizations
FELUTERMNTZIHSENF HY)ET,
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AWS Security Incident Response DZEEBEET T KN,

1 DD X I)N—TF HJ> N%ZE{E Security Incident Response BEET7 AT NELTEETE
T, BIRWEE, ## (#aapat) TXIN—=THI2 N 111122223333 ZIEET D HE ., #44 (#
#) TRIDOX>)N—F NI N 555555555555 ZIEET D W TERHA, tHOITXNTO —
< 32 TZ&E Security Incident Response EEET HINERUTHV Y N aERATRIHEN
HV)ET,

HBOEEBT N> N%EZE{E Security Incident Response EBET AW RMNELTRETD L
BEhFErt i,

HEBOEEBT N N&. ZEE Security Incident Response BIEET HI > NCBRDZENTE
£9, EEL, AWWSOEFIVFTFA1ORANTSIVT A ARRNMSEORAIZH>THY, Z
DRERFHEREEINTVEE A,
SATHT AU )T a2 h SELE Security Incident Response BIEET AT N2HIBRT 2 &,
TAOVT7Ta>vEESICF Y EILEhET,

Z1F Security Incident Response BEEET7 WV N ZHIBRT S &, AWS Security Incident
Response & Z M ZE Security Incident Response EBET7 AV NMCBEENS TSN TWEIAXT
DAVIN=T NI NZHIBRL £9, AWS Security Incident Response &, N5 DI XT DX
IN=THONTEMELENELLZYET,

AWS PHOVNER OERBEIhET IV EADEMEL

AWS Security Incident Response DEREENET IV ERAZEMICTRE, EBT OV MNOEEEE
#l&. AWS Organizations DEX Y /N—T ATV MIEBBEOBREXZTF—X (FEEREPREBE
BADFHMBE) ZRETEDRSICARYET,

BN D AWS Security Incident Response DEEENIZT IV EAZEMITRICE., ROFIEZE
ALEY,

© BT O ERAHT
CNSORAVERTTBHICR. UFOBHEBLIXENBYET,

c ChiF, HBOEEBETHAIRDSOHKAETTEXRT,
« BT, IXNTOBENENCBE > TVIRENBYET,
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Console

AWS Security Incident Response DEEE N7 VL AZEB/MICTBICE

1. AWS Organizations AV —=J)LIZH A4 LET, HBOEBTHIUNT, IAM 1—
H—eLTHA 42T H, IAIMO—-)LZE|EZFEH, I—RNI—F—-ELTHIUA
TR (HBENELBA) BENHYET,

2. FTES—23URA2T, [Services] (H—ER) ZBIRLFT,
3. H—EA®N!)ANT[AWS Security Incident Response] ZiEIRL £7,
4. [Enable trusted access (EEENET IV EAZEMICTS)] ZBIRLET,
5. [AWS Security Incident Response DEHEE NET VA ZEBMICTR| XA T7OTRY I A
T, [BRCTBR]EANDLTHEL, (BEEINETIELAZEMICITS]) ZBRLET,
API/CLI

AWS PHOV NEE OEEESNET IV EAZEMICTSICR

RNDIAR > ROFTERIC, HBOEBETHI MNORIEHRZFEHAL T, --accountId /NS
X—RZFERATEITHIRNEEBAPI ARL—2 3> 2FUOHL, BBROXN—=THI> K
BSBITDITENTEET,

 AWS CLI: enable-aws-service-access

ROFITIEE, FEELBRIT7THD> SNOMBEBEA D AWS Security Incident Response A IS5 & h
ETPOEAZBMCILET,

$ aws organizations enable-aws-service-access \

--service-principal security-
ir.amazonaws.com

CHOOXR RERIFICHIZERLEE A,

EEEhETIEA Version February 4, 2026 83


https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/organizations/latest/userguide/enable-aws-service-access.html

AWS Security Incident Response 1—%'—# 4 K

Z 1 Security Incident Response EEBET7 D> NOIBEICHER
T Ot AT
AWS Organizations DZEEEEZFEAL T. AWS Security Incident Response X /N\—> v 7%

RETDEETEETT, ChsOHFANNEETNDFEICOVWTIEE. TUsing AWS Organizations
with other AWS services; 5B L TS\,

(® Note

AWS Security Incident Response &, >V —J)LZFEALTEY N7 Y TR ERBZTS L
Z (2, AWS Organizations EEBEHRZBEHNICBEMICLET, CLI/SDK 2R T35S
l&. EnableAWSServiceAccess APl ZffA L T security-ir.amazonaws.com Z{E5# Y
BPIET, CheFBHTHRMCIZZENHYET,

AWS Organizations N &x—2 ¥ —& L T, ## D ZEE Security Incident Response &

BT HI NEIEETSHEIIC. AWS Security Incident Response 793 3> security-
ir:CreateMembership & security-ir:UpdateMembership 2T TED L EHWRELF
T CNS5DOT U 3aIZ&t), AWS Security Incident Response % i L TH#E& D ZE1E Security
Incident Response BEXEET WV NEEETEXT, £, HABICEIZIBHRENMEBIBHDICKIL
D AWS Organizations 7 7> 32 ORIANFAES N TVAR L EHRBIDILENHYET,

chhSsDFRAZEEZRSICE. THU2 NOAWS Identity and Access Management(IAM)7R 1) = —IZ BA
TOAT—RAVRNZEDS .

{
"Sid": "PermissionsForSIRAdmin",
"Effect": "Allow",
"Action": [

"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
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]I

"Resource": "*"

AWS Organizations B 7 7177 > N % Z{E Security Incident Response BEBEF7 HJ > N& L THEE
I2HE, THIOUKNCIWEEIAM 79232 CreateServiceLinkedRole £ XETY, 7O AFH
AOEMICEDEIZ, "TAWS Organizations Z F L\ T AWS Security Incident Response Z ¥ %
EHODNERBEEL XA F—232 ) ZHRABLTLIEZL,

AWS Organizations B 7 777> N DZEE Security Incident Response EBET7 AU RhELTO
EEZBMITITBICE, UTOAT—MXYNEIAMARD S —(ZBIML, 111122223333 % AWS
Organizations EBT7HI RO AWS PHO N IDICEEBRAE T,

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

AWS Security Incident Response DEFEEERZIEET S

cOtU> 3> Tk, AWS Security Incident Response BN ZEEFEBEZEEIT D FIEICOVTEH
BALET,

AWS DN x—> ¥ —& L T, & Security Incident Response EBET7 WV NDEAFE
T2 TEEZFHELOAXTF—23 ) 2XTHEHRALSLEETV, HITTHA0IC. EF Security
Incident Response EBET NV NDEEICHBRET VAT I 2 2B L T EEL,
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FEEOT O EAFE%ERIRL T, BB DO ZEE Security Incident Response BIEET HI > N EEEL
£9, EBT7HIVRNOAN COFIEERITTEET,

Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response Y — )L ZFH &
3]

Y4242 FBICE. AWS Organizations #BENEBE T HU > NOFIHERZFEALET,

2. R=DOHLRBICHB AWS U—23a2 L OX—%ZFEAL T, BB O ZEE Security
Incident Response EXEET7 WV NEIEETH) -3 ZBRLET,

3. EYRNTPYTIAH—RIZH2T, EACEBEBTHIVRNESOAYN—Y T EERLE
9,

API/CLI

- HBOBEEBTHIURNOAWS TAHO N OREEHR%Z AL T CreateMembership & 21T
bi?’o

- H»3WIE. AWS Command Line Interface ZFRAL TN EERTTHEETEET,
XD AWS CLI Y > R, ZE Security Incident Response BEET7 HT > h&iEEL
T, XNV TOREICEATEDNEINATIVEFEUATOESY T,

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
3,

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
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]
iy

"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [

{
"featureName": "RuleForwarding",
"isEnabled": true
}
]
}

Z 1T Security Incident Response BEEET7 HV > MO =& 2 AWS Security Incident
Response " BMICBE2>TVEWVEE, WAKDZTIIIaVERTTEELA. EETOL
SIELTVWEWVEERE. #LSIEEE N=ZE Security Incident Response EEET HD >
N @ 7= 8 12 AWS Security Incident Response Z 43 BRICL TS & L,

AWS Security Incident Response DB EALL (OU) ICKBD X /N—
YT OER

AWS Security Incident Response &, % OMEBEL (OU) DX N—2vTHANLY D EFR—K
LTVERT, XON=29 T3, BEDODOU ZAN—TFBLSICVDODTEEHTEEFT, FOUT
CHDTHIOREED, BRULEOURDIXNTOTHIV MDA UN=2YTORREBYE
CB

XN=2VT7OBERTEEFITZEES, EFRFE—EICKRRS5 DO O0OU ICEATEEY, 5 DML
OOUICEEEZMADESE. SOUNNYFIEICEHERNTOEEEZEREL., INTOEHFAET
TARDETNZTVWET,
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Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response >V —)LZH&
3]

42429 BICIE. AWS Organizations B O EET HV > NOFIAEREFEALET,
(XON=2v T 2ERB]|>[THIRNICBBHTS

[EENTZEHR 20V ILET

[Organizational Unit (OU) %i&3iR] Z:#IR T3

[OU ZBM] £7/=(& [OU ZHIR] £iBIRT S

BEHTD0UZRAS DBRLET, OU ZRIFICEMBE RVHIBRTD LR TEEE A,

I

(® Note
BRLEOUDINTOTAINEF OUABENITSNET,

7. RENIZEMZIVYILET

(@ Note

52 LD OU ICEEEZMABIEEE. TXTOOU FBEENITOSNDETATY S
5&£6%Z#&VVIRLET,

HFEL D AWS Organization T OU OZEEDOFMIC DWW TIE, "Managing organizational units
(OUs) with AWS Organizationsy ZZBL T EE V),

AWS Security Incident Response NM X > /N\—® B 0

AWS Organizations & AWS Security Incident Response X /N\—> v 7 IZI 1 X 1 OBE&EN BV
¥, Organizations EIFEBEN (OU) ASTHIY NFEM (FLEBHIR) EhdEe, ChsnZ
¥ (& AWS Security Incident Response X /N\—=2 Y Z7ORKT HI MIRBRENETT,

XON=2YFICTHD NZEMTSICE, "TManaging accounts in an organization with AWS
Organizationsy OF 7> 3a>OVFRNICRVET,

T, XON=297ICVWDOTE OU ZEMTE EFT - "Managing membership with organizational
units (OUs)y ZZRL TS EZ L\,
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AWS Security Incident Response A*'S O X >/ /X—® HIBR

XIN=29THRETAIUNEZHRTBICE, BEBASXUN=-THIOY N2HIRTDH, ERL
ZEOUASTAHIYRNZBEBTEN., XUN—2YTHS5 0U ZHIRRLET,

XON=29THASTHIY NZHIBRTSICIE. "TRemoving a member account from an
organizationy OFIEICHVET,

OUASTHIRNZBEHTSICIE. "Moving accounts to an organizational unit (OU) or between
the root and OUs with AWS Organizationss O FJEICEVE T,

XUN=297h 5 0U ZHIBRT BICIE., "Managing membership with organizational units
(OUs)1 OFJEICHE> T IEE L,
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Amazon EventBridge

Amazon EventBridge Z £ 9% &, AWS Security Incident Response 7—AE X N—2 v 7
ICBEHETRD AR NI, EZRIUY, A—TANL—2320TEERT, chSOAXRUB
&, Rules (77T IRFIADBERE 1 D2RLEDR—5Y N) £(& Pipes (7 1ILRVY,
TIVDYFXUN, BRMEERILLERA O NY—RAMNREDBE) ZNLTNL—FT12TT
EFET,

Security Incident Response &% — R/N—F 1 =Y —LOHEEEERL =V, £ A P ZFOMOD
AWS Y —)LZFERLTTF—REEHNLTOMLEYTEET, HlAE. Security Incident Response
Nr—RAE7OF7 V714 7IERT BHE. EventBridge A— M X—2 3> & FERAL T AT A
ZNUA—L, AT—VFRIA—ICBHTEEXRT, 51, BHROAWSREZEETDES

l&. Amazon EventBridge #& % £ L T AWS Security Incident Response X /N—2 v 7 %#F &
)20, IXTORENMBHIBEXF IV T HHZHIFIL VS L ZRFETEERT,

FHMICOVTIE, "Whatis Amazon EventBridge?; ZHRTEET

® Note
ITSM #& % & Amazon EventBridge & AWS Security Incident Response O#&IZEET 2
BRHOEFHICOVTIE., TAWS &FEHRI R—20 "AWS F 1) F71 42272 MRS
NMITSMHEEEYR—RNITDESICHAYELE) BSRLTLSEZL,

NE
- Amazon EventBridge Z{£ U 7= Security Incident Response 4/ X2 N D EE
« AWS Security Incident Response 1 X2 K DA

« F1—NK1TF)L: Membership Updated 4 X2 MC B89 B Amazon Simple Notification Service 7
S—KNZEXEETD

Amazon EventBridge & £/ L = Security Incident Response 1 X
v hNDOERE
Amazon EventBridge &, /1R NZFEALTT7 7V =232 AVR—FX D NATZERT D —

N—=LAH—ERATT, chilkl), AT—F 7LV BARRNBEET SV T—> a2 2HEICEE
TEXRT, IRVREBBERT7T—FTIFYER, AIRVRANORBERELL>TEETD, BRESD
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VIRNDITIATLERBETDARAINTT, ARXVNER, VDY—AXERRETRELLEE
ZHELET,

WIBO RN

%< M AWS H—E R EFHRIZ, Security Incident Response & EventBridge D77 # LN DA X
RNACARNZERLUTEBLET. (F7FLMDARNNARK, AWSTHIO NTEBHH
C77O0E23Z>2>JEhnET). AIRVIMNNAR, ARV ZZEFLT, EOERLEDEEE (2—
TYRNCBETIINI-—ZX—TT, AIXRVIEFEhDE, Y —HFAIRNNALCKLUTEE
LiEL—IEL>TFEEINET, FL—ILE. ARVEFL=LDARNNE=2IC—FTBDH
ESNPZEFIVILET, —BITBDEE. IXRVIMNNABRZEDARY NEZBEENEZ—TY MIE
BLEY,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

A NS N " '@- Amazon Web Services
mazon - even
"O -1 - iy rule @—
z - - pattem 3

Web Service ‘I T '@- Event buses
event
event i
rule pattern @ '@' HTTPS endpoints

EventBridge JL—JLZ £ L 7= Security Incident Response 1 X2 N O EL{E

EventBridge @77 # JL N4 X2 KN/VAT Security Incident Response 1 X & X —4"Y NIiE
BEEICE, L-ILZERTIBENFHGVET. BL—LCEARYINER=HAEENTS
V). EventBridge A XY MNATEFELEZSARINEBELET, AIRVNTF—ENEBELIEA
RYRNNE=2IC—8TBE, EventBridge &, L—ILOZ—TY NZEFOARNEEFLET,

AR NNAL=I OFFABERSGEICDOWVWTIE, "TAmazon EventBridge 1—%'—74 R, @
Creating rules that react to events; ZZBRL T EE V),

Security Incident Response 1 X MZI—HFTD AR NINZ—2 OERK
FBARYRNNEZ—2F ISONFEROAT DT VRNT, UTHFEERTVET,

c AIRVNEEETIH—ERAZEE TS source B, Security Incident Response 41 X kD15
&, Y—AW "aws.security-ir" T9,
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c (AT AV)BETRIANRINEZATOEIZED detail-type B,
c (AT2IAY) BERNREBDEFOMODARY NF—RZET detail B,

BlIZE, ATOARYRNNEZ—=2F, BESHIEZEAWS THIV N ®FXTO Case Updated by
AWS Security Incident Response Service IR KNE—HLET,

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1)
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}
}

AR NNZ—=2ORBROFMI-CDOWVWTIE, TEventBridge 1—H'—74 R1 @ TEvent patterns |
ZSRLTLSEEL,

Security Incident Response 1 X NOFMI T 7L A

AWS H—EADITXNTOARYNZE, /1 RVNDY—ATHD AWS H—E A, 1RV MNE
RENEBRZD, AXRRFRBELETHDRNEHELZE, /IXRVKNIETEIXEZTF—2%ZED

HBO7 1 —ILREY RFBVET, chSO—BHBT 41— I)LROERICOVWTIE., "TAmazon
EventBridge 1—H%'—HA KRy O TAXMBEVI 7L AL ZZRLUTLKEZ L,

TESIIC, BARVPNIR, TOBEDARYNIBEEOT—RZET detail 71— J/LRFHYE
T LTFOUT7LATIR, & F& X% Security Incident Response 1 X NDFFMT7 1 —IL R%&
EEZLTVET,

EventBridge % £ L T Security Incident Response 1 X NDBIREBEEBZTSHBE. UTORIC
BEITH>ONEATY,
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« Security Incident Response * 5D FXT DA X2 MO source 7 1 —J)L RlF "aws.security-
ir" EREEThERT,
« detail-type 71— REFARNEALTZIEBELET,

iz \E, "Case Updated",
« detail 74 —J)LRIZEF. TOHEDARY NIEBOTF—ENEENET,

Security Incident Response 1 R MZ—HTB2KSICIL—ILZBEMELT D AR NNZ—2 DERK
FEICDVWTIE., TAmazon EventBridge 1—H—7i4 R, ® "Event patterns; 2R L <&
(A

AR NE KT EventBridge MR N 2B TS HEOFHEMIZ OV T, "Amazon EventBridge
I—H¥—7H4 R, ® TEventBridge 1 X by ZZRLTLEEV,

HEBET 1 —)L R: XTDH AWS Security Incident Response 1 X2 NIk, Zh s DIZEXE Amazon
EventBridge 7 1 — /L RFFEENE T,

- version: EventBridge 1 X RERX/N—2 3>

c id: IR NO—EDOBAIF

« detail-type: 1 R KRR A7 O ANEHFFHEN S FHEA

« source: Security Incident Response 1 X2 NDIFEIEEIC Taws.security-iry
« account: IR MARELEAWS 7HUKID

o time: IR RARELEZEZD ISO8601 XA LARVT

* region: VY —ANBTEETS AWS U—23 >

- resources: HEZZ T2V —AD ARN ZE2TES|

M7 4 —JL R:detail # 72 T U Mk, Security Incident Response B EDEHAEENTVE
+

- caseld: T—AD—EDFHEBF (T—AA R NDH)

« membershipld: X N—=2 Y TO—BOBEF (XN=2YTARNDH)
 updatedBy: EFZRITLAEI—H— (T—AEOX NDEFHARY MO k)

- createdBy: T 74 74 ZER L E1—— (F—RAEDAX NOERAXRD NDHK)

T U 2—f@: updatedBy KU createdBy 71 —)LRICEHDENTEXRT
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« AWS Responder: AWS X1 UF 1 LARI A —NRITLET V3

« security-ir.amazonaws.com: T —ERAICL > TEHENICERTE LT V>3
« Account ID: BFRICK > TRITENLET o> 3> (6 "111122223333")

1)y — A ARN {&: AWS Security Incident Response VY —AlE NS5O ARN EXZFERALET

» Cases: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

* Memberships: arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

T—AARZY N

AWS L AR H—ICR>THERENIZT—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

H—ERACL>TERENET—A

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T00:00:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caselId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICEK > TERENET—RA

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS L AR E—ICR>TEHFEhZT—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",
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"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}

AWS BERICE>TEFHENET—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E AICK > TEHE =T —A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

oO0—XEnkEo5—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890"

T—AAXY MR B

AWS L AR E—ICk > THERENI-T—AOX T N

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

T—AOAXY MR b
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"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

BERICE>TERENET—AOXT b

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS Security Incident Response H—E AICK > TERENET—ATIX 2 K

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICKI>TEHESALET—AOXT B

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E ALK > TEFHE Nz —AOX>2 b

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

AWS L ARV E—ICL > TERENZTr—AOXV b

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

XIUN=2YTARY KN

ERENIZXN—2Y T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-01T10:00:00Z",

XN=29TARY N
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

BHENIXIN=2YT

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-15T16:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

FroblEhiEEXIN—29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:597",

"region": "us-west-2",

XN=29TARY N
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

BTUIEXN=29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-123456s7890abcdef"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

AWS Security Incident Response 4 X2 N O

EventBridge L—ILZ#ERL T, ChoDAR hZ2REL, BET7I232Z NN —TEEXT,
A—AT—ADFIZLTICRLET,

g N T DO AWS Security Incident Response 4 X2 ~Z—2:

"source": ["aws.security-ir"]
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T=AARY MO IIZ—B

"source": ["aws.security-ir"],
"detail-type": [

"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",

"Case Comment Updated"

AWS L ARV E—ICL > TEMENZT—AIL -

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

BEDT—ADARY MI—3

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}
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F1—K1T)L: Membexrship Updated 1 R NICEET D
Amazon Simple Notification Service 72— N &Iix{59 %

COFI—RNUTIILTR, TRV VTS 32N Membership Updated AT —RAICBITLEA
RYKNDH%EF ¥ 7 F+¥ 9% Amazon EventBridge 1 X MNL—ILERELE T,

B2 SR A

COFI—KNUTILTRE, XON=2VFICBRMBHYTAOVT>3a > eETFIOT4TEAWS THD
VRN BHBEZBRELTVET,
RNeEY D
« F1—KUTJ):Amazon SNS REY UV BRERLTIHTRISL4T7 93
e FA-—RNUTIL AXRVBNIL—-ILEBRTS
« FA-—BNUTFI:IL—ILETARTD
« %)L —)L: Security Incident Response Case O E 3

F1—KUTI:Amazon SNS REY VZERLTHTRAIZ479%

COFI—KRITILTRE, FILLARYNIL=ILDARYRNEZ—=7Y &L THERTS Amazon
SNS hEY UV ZRELEXT,

Amazon SNS REY 9 2R TS ICIE

1. Amazon SNS 12V —)JL (https://console.aws.amazon.com/sns/v3/home) ZB&E £ T,
2. REYY, NEY I OER OIEICERLET,

3. [Type] (&4 7)) T. [Standard] (B#) %#iBIRL £ T,

4. FBa& L T MembershipUpdated ZAHL. NEY U ZER ZiBIRLFT,

5. [MembershipUpdated] BIEI T, [H7 AT V72 a2 0ER] Z2&8RLET,
6
7

[Protocol (Z’O K JL)] &L T [Email (E X—)L)] Z#IRL E 7,

IVRRAVN TR, RETIVEATERX—IIT RLAZASOL, YTROVT>a> ok
B ZBRRUET,

8. X=ITHIOUKRZRREL, TRV UT2aVOBBEX—IXAYE—HFE<DEFZEET,
BB X—I)LAF BV S, [Confirm subscription] (W7 A0 U 723> OmER) £iBRLET,
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FI-—RNUTI: AR NIL—IIZ2BFETS

RIZ, Membership Updated IR KDAZEFYTFY¥TIDARINIL—ILEBERLET,

EventBridge L — /)L 2B & T 3 ICIF

1.

2
3.
4

© © N o

10.

Amazon EventBridge 2/ Y —JL (https://console.aws.amazon.com/events/) ZHE £,
FTETF—23sRATN—L] ZBRLET,

L=l D] 2 BIRLET,

L=IOEBREHRBEZADLET,

(® Note
L=ILICRELV—23a2ABITRACAAR NNALOBDIIL—ILEBUERZ T
DEETEFREA,

[MRYRNR] T, SOL—ILICBHERTRDARMNAZERLET, COIL—ILETHI>
RASHOARYRNE—HEEBICE, AWSDTFT7AILRNDARY NNAZBRLET, THY
RO AWS H—EAN AR RNERITIDE, BCTAIVRNOTF7AILRDARY NINAIL
BBHLEXT,

® Note

k., AWS Security Incident Response X > /N\—2 Y 7 &4EK L 1= AWS
Organizations £ EFXFEEET NIV N TRETDIHEN HET,

IW=INEALT]T, [MIRVINE—22FE 2] ZBRL TS EEL,
AN ZBIRLET,

AR RNY =R TR, [TOMf] ZFRLET,

ARYKNNE—=2 T, HARL/INZR—2 (JSON I71 2—) ZBRLET,
ROANRYNNE—2TFARNTIUTICEYRTET,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}
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CcOOA—REF, Y—EAXN—2 Y THAEFHELEEEENLAARNI—BTS
EventBridge L—I)LZE&ZLET. 1R MNEZ—2OFMIC DWW Tk, Amazon EventBridge
A—H—HARDANRKNEARNNEZ—2BSBLTLSEETL,

M. KIN&DVYIOLZET,
12. [B—=TY RRAT| Tk, [AWS H—EX] Z&IRLET,

13. [2—7"Y hZEIR] ICIE [SNS REY 71 ZFBIRL., [MEY 9] IZF [MembershipUpdated] % i
RUET,

14. (A7>32) BMERETE., ATZETLET,

a. BAARY NEMEME C. 1% (00:01) A5 24 B/ (24:00) DEOEEAHDLET,

b. BET T, 0~185 DHEZADLET,
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