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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":103}3}]1"' \

--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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{

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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Console
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- Security Lake A" T TIZBMICHE > TWBBER., RER—I TEEE hizSecurity Lake®
BEZEELET,
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DITHEXEZEFERALTVET,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZEEBEEFE. HFLVWHEBT7 DI ROAWS OJEARNTF—ROPREZBELTD L
ETEERT, CORETR., THU RN OEBICIEME D &, Security Lake AF#TL W T
DOV NTEEBNICEMIC/AKY) £F AWS Organizations, ZEEEE . Security Lake APl ®
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
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THRREXFEFERALTVET,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"},{"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"
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N @ Security Lake " EMIZE V) £,

Security Lake A2V =) Z2FAL TERFET N EEBREZEETFTLREIRTDCERFTEXREA,
NSORAVG7TOTSALATORETTEERT,
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ARL—2 3 2HPEHIXENf HYVET, 2FALTVEHEEE AWSCLI, ABEETHI>
A5 deregister-data-lake-delegated-administrator AN > R&ZRITLE T,

BlZIE, RO AWS CLI X > RIFEFEE I iz Security Lake BEEEZHIBRLE T,

F{E&E h /= Security Lake BEEEZHIRT 2, 24


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
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$ aws securitylake deregister-data-lake-delegated-administratoxr

BEEECIEEBEOEEREFLODDHLLXN—THONOBBHREZZEETSIC

l&. Security Lake APl @ DeleteDatalLakeOrganizationConfigurationZA XL —> 3> ZFERAT 3,
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AZvy2a () DITHEXFEFRALTVET,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}13}]1"'
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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Console
) =232 OAT—RARERITDICE

1. Security Lake 2V — )Lhttps://console.aws.amazon.com/securitylake/ZFH & £ 7,
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API
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T Security Lake ABREENTVRIXNTOT AV NOOTRERT—RANFEENET,
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$ aws securitylake get-data-lake-sources \
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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--accounts "123456789012" "111122223333"

AWSCLIXOOAXR > RIF, BELED =23 2003 XNTOTHINEBENRY—-AOOTUNE
AT—RAZ—EBRRLULET, ZOHE Linux, macOS, £LE Unix AIC7#—XYY kEnT
BY), AR TEZ@METEDILEHIINVYIAT Y1 () DITHGEXFEERALTVET,

$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--query 'datalLakeSources[].[account,sourceName]'
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V), AR TEEQLEEILEHICNYIAT YD1 () DITHEXFEFEALTVERT,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"
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4. <)=232>OINXNTDTAIVRDI—RAZLBEETRFIVI RYIVAREZFICLT,
CCTOERNCOV—2a>OR0BREA—N—FARIDZEZHIELET,

5. [ANL=20ZRAZBR|TIMNZ> 23 zEMm 28R, F—2AOHFLVWANL—
SUOTAEEBMLET,

6. [RI1ICE, BEBIZRUTV =232 02T ZE8)ETEYRELEYLET, TR, &
END)—23a>0F—RLAIRERE, AWSAWS THIVRNBEDZATDIY—2A
ICERLTEIVETARIENTEDTIRILTT, FHIZOVWTEE., TAmazon Security Lake
DY—=ADRTFF1 22RBLTLEE,

7. V=23 zO-)F7vy7 V=23 vIZEETSICEK., TETY—ar RqrT@A-NL
Ty 7 V=23V (BBRE]OTF) ZBIRLUET, [Modify 1BIE) ZBRLET, "O—ILTV
T)=23a>mER, o arT, "TO-IILF7y7U—=23a> zEM Z&RLET, B
BRTB1)—23 2 &BIRL, Security Lake ICEBD ) —2 a3V ICF—2%Z2ERTHERZA
L&Y, FTLES, [Save] ZEIRL T, EEZREFLE T,

API

T—RLAOD)—23VEEETOTTALATEHRT S, Security Lake UpdateDatalakeAPI
DARL—23a>aEALET. Z2FEALTVSRESIFE AWSCLI, ONXN RZEITLE

¥, update-data-lakeregion NTX—&2—(ClF., REZEETD—>2a>o)—>3a> J—
REEELET, LexlE, KERHB(N—2ZT4EB) V—23 > 0BE us-east-1 T,
)—=23a>—ROUARMIDOVTE, AWS 2D 7 7L > AD "Amazon Security Lake T
VRRAU B, ZBRLUTLKEZN,

EBNONZXA—22FALT, EEITIRECEICHLWMEZERELEX T, LealE, BE1L

F — (encryptionConfiguration) X RFFRE (lifecycleConfiguration) T9,
FEZIEF, AWSCLlus-east-LXOIAN RIFV =23 0F—28MBREARNL—D0F
ADBITHRELZEHLET., COHlE Linux, macOS, £iE Unix AIC7#—X Y RENTH
V), AR TEEQLEEDLEHICNYIAT Y1 () DITHEXFEFEALTVET,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"
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O—IN7Yy7U—23a>OERE

O—LF7y7)—=232@F, 1 20EOFEE)—23>0F—22R&ELET. O—-ILTYTU—
JAVEEETRE, VDAV OOAVTTAT U AERHICERLPIBYET,

O—L7y7)—23>&BMTSHEIC. £9 AWS Identity and Access Management (IAM) T 2 D
NEBZZIO-NZEKTIBENBVET,

e F—RLZ7US—>3a o lAMO—)
« AWSGlue N\—7 123> %#&&%9% IAMO—)L

(® Note

Security Lake AV —)LZEATH &, 1—H—IZ1 > T Security Lake A" 5D IAM
O—I)ZERTDH. BEOO—IILEFERLET, =L, Security Lake APl £/=ldZEHA
FHEER., ChsoO—-I)IZzERKTILENHV)ET AWS CLl,

TF—2L7Ur—>3>o IAM O—)L

COIAMO—-E, YV—AOJEARYNZEBO)—232ICLT VT — T 5H#ER%Z Amazon
S3ICHELERT,

ChoDTIOEAERENETSICIE. 7L 714 Y U RASecuritylLake THES IAMO—I)L%
ERL, ATOHTILRIS—2FTRYFULET, Security Lake TO—=ILTFY T U—30
ZERTBHES. O—I)IL D Amazon VY —AR—L (ARN) FREIZBYNET, ORI —T
l&. sourceRegions &FEE!—> 3>, destinationRegions EO—I)LF7Y 7 )—23> T
T

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AllowReadS3ReplicationSetting",
"Action": [
"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
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"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

}
}I

{
"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

ROEERI—ZO-ILICTRYFLT, Amazon S3 AFO—I)LZ5|EZFAZFALET,

F—2LTU—>3a o IAMO-)L
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}

AWS Key Management Service (AWS KMS) D HAX X —EEF—ZF A L T Security Lake T— X
LA U ZBESILTDEERE. F—FL7TVIT—232 RIS —0O#ERICMATROT V2 AERZN
5334 HYNET,

{
"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

]

}

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]

1,
{
"Action": [
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"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
},

"Resource": [
"{destinationRegionKmsKeyArn}"

]

LZ7Ur—23a>0—)LoFEEIC DWW Tk, Amazon Simple Storage Service 1—H'—7# 4 RD "7
JEAERDOERES 2SRLTEE L,

AWS Glue N—71>3>z&&935 IAMO—)

COIAMO=I)IE, o) -3 hrsERENESIATSIIONON—F 123> aBBRTS
7= ®IZ Security Lake AWS Lambda AWS Glue " ER T2 /N—T 1> 3V EMBEDOERZNSL E
T, COO-NLEERLEVE, HTRISAN—BETNSOATZSIORNISODARNESTY
TEFEREA

s DERZNETSICIE,. AmazonSecuritylakeMetaStoreManager (Security Lake N0 %
FEICCOO—LNZITICERLTVREENHYET) EVSHEBTOO—-IILEZERLET, 27
LRI =786, COO—-LOFMIIO2VWTRE, "TATY 7 LIAMO—)LZHEKTS1 25RL
TLEEL,

F /=, Lake Formation A2V —J)L T, XOFIREICH>TTF—XL A VEEED
AmazonSecuritylLakeMetaStoreManager #RZ 5T I RENf HY ET,

1. Lake Formation 2/ —JL (https://console.aws.amazon.com/lakeformation/) ZB& £,

2. BEI—YHY—-&LTHI210TB

3. [Lake Formaton N&S ZEF] V1V RUNFKRRENLES, ATY 71 TEREFLFBRL L
dA—4—%&RL, [FAHITD] ZERLET.
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4.

[Lake Formation NKS ZF] T4 2 RUNFKRTENBWVIEERF. UTOFIEZEITL T Lake
Formation EEHEZREL X,

1. TET—23RA20 [FFH]| T [BEO-NLEZAV] ZERLET, D2V —-IR=D0

[T—2LAVEEBE V23> T, [EEEZER ZERLET,

2. F—RLAVEBEOERAA(TOAJRY VAD IAM 1—H—&0O—)LT, ERL I

AmazonSecurityLakeMetaStoreManagerlAM O — )L Z3&R L., [R7EF] ZBIRL £ T,

F—RLAUVEBEDERZEOFMIZ ODOWVWTIE., TAWS Lake Formation RO Y /N—HA R, @
r'F—Z2 LA OEBEDER) 25RBLTSEETL,

O—)IL7Y7U—=>3>niEM

BEFHOT I AR EZERL, XROFBICE>TAO—ILTY T3 ZEBMLET,

(® Note

120)—232VR3EROO-IILTY T3V T2 2RHTEELT, £EL, 5
O—LA7y7)—=232z2plo0—-)LTF7Yy7)—232>0F5)—232IC9a2ERETE
Ft A

Console

> w0

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZHE £,
FTETF—23URAVOEE] T, [A—LTYy7)—232] 2BRULET,

[ZE] ZRBRL, [O—-ILTy7U—>2320EM 2BRLET,
O—IT7y7)—23>eHFHEY-IJ3aVEEELEY. #BOO-LT7YTI—-232 %
BINT3BEF. CORTYTERYELET,

AO—LF7y7)—=232z 0 TEMTDEEEK.,. Y—EATIVEZAAICHFLVL IAMO-)L
ZERTEH, BHEOV—23 2 ICF—R%ZL 7TV —KNT SR % Security Lake ICff 5
ITHRREOIAMO—)LZFERALTSEEL,

TTLES, RE 28RLET,

Security Lake ND AV R—FT A VO RICO—INT YTV —23 0 ZEBMTREETEXRT, 7
#IZDOWTIE, TAmazon Security Lake DBt AEL 2SRBL TS EE L,
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/
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API

A—LF7y7)—=23>2z77075LWICENT S IZE, Security Lake API UpdateDatalLake ®
BEZFEALET, Z2ZFEALTVSHEEEF AWSCLI, ON Y REETULET, update-data-
lake W O TARTWR, region7 1 —)LRZFEAL T, O—-ILT7vy7V—23a2CTF—2%ZR MY
3)—23a>aELET, regionsreplicationConfiguration/N\Z X—XOEIIT, &
O—-LT7y7)—23>0)—23>]—REEELET, U—232O—-ROVAKIDOWVWT
. TAWS €& U7 7L > A1 ® "Amazon Security Lake T RIRA >~ Z#SBLTLKE
L,

EZRWE, ap-northeast-2RO AN REO—ILTF7Y 7V -3 ELTREREENE T, us-
east-lap-northeast-2—23a> @GV —2avIlF—Xz2RMLET., £, COHIT

. F—RLAVICEBMENEATS IV NOEMERZ 365 BICRELTVWET, coflik
Linux, macOS, £k Unix AIC7 A=Y Y RENTHEY, SihPIEZ@MEEEDHIC/NY

DAZY21 () OTHEXF2ERALTVERT,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":3653}}}1"

Security Lake NO AV R—F A VO RICO—INTY T -3 ZEBMTRDEETEXRT, T
D=, CreateDataLakeARL —2 3> (FhEFEFEATZIHESEFINVR) ZFEALET,

AWS ClLlcreate-data-lakeZA >V R—F 4 OO —ILTF Y 7 ) =23 OFREDFHMICOWVWT
&, 288 L T &, Amazon Security Lake M BIA 5%

O—=IL7Y7)—=23>OEHEIFHIBR

BHEFOTIEAFTEERIRL, ROFIEICHE> T Security Lake DO—I)LF7 Y 71— 3 > ZFH
FLEEHIBRLET,

Console
1. Security Lake >V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,
2. FTEF—2IAURALAVOREE|T, [A-LTYy T3V 2BRLET,
3. EE|ZERLET,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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4. O—IL7y7FU—=2a>oldoNI)Ea1—>3a>)—o3araZESTICE,. O—-IILT7Y S

=23 o lEREnLEINIELI—232)—I3 0 ZEELRT,

5. O—=IF7y7)—2a>%HBRd2ICIEk,. O—IILT7y7)—23> 07T [HIR] 28RL &

ER

6. BTLES, &RTF 2BRLFET,

API

O—LFy7U—=2322707F5LWICERET S I, Security Lake API UpdateDatalLake ®
ARL—23 2 #FEALTKEEY, ZBEALTVSEEE AWSCLI, OX RZEFTLE
¥, update-data-lake ) VTARN TR, UR—RENTVWBINFX—RZFEALTO-ILT YT
REZEELE T,

« FEY)— a3 EBMNTSICE, region7 1 =L REFALTEMNTD -3 >0 —
2arv]—REEBELET, replicationConfiguration# 7> I KMregions7L A
T, FTRERBIZEO-IINTy7)—23>0)—23 - REEELET, U—23
A—ROUARNCIOVWTRE., TAWS £f50 17 7L > A4 ® "Amazon Security Lake T~/
RRA by ZZRBRLTEEL,

« -3 ZHBRITBICE. region 71 =)L REZFEAL THIRTAD—>a>ol)—
2arv]1—REEELET, replicationConfiguration NTX—RIZIFEZEELHEV
TLEZL,

fEAE, us-east-lus-east-2XNIONV REE&EZONIEI—>32)—=23260L T

MELET, ap-northeast-3&E550)—2a>&EO0-I)ILF7y 7 )= ICF—XERH#L
£9., <OflEF Linux, macOS, FEF Unix AIC7#—XY REhTHY ., iAXTETZ@ML

TEBEHIINY VRS YD1 () OTHEXFZFERALTVWET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleAxrn":"arn:aws:iam: :123456789012:role/service-role/
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AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"

O—LT7Yy7V—23Y OEHELEHIR

36



Amazon Security Lake d1—H¥—HA R

Amazon Security Lake TODY —AEE

V=R, =729 A4N—tF1 VT 1 AF—~NTL—LT—7 (OCSFHIRAF—XDRFED A X
VROTGARE—BTB1 DO ATLLSERENDOT EAR2 NTT, Amazon Security Lake
F. RATATICHR—BFENTVBY—ARY—RN—FT A OHARLY—ABZE, AWS O —
EAECRETXRLBZY—AASOATRANRNZERETEERT,

Security Lake (&, £OYV—AF—ZRIZKL THE, ., O—R (ETL) a7 ZXTL, F—25
Apache Parquet FEXX & OCSF AF—TICEH|L T, WEHE, Security Lake &, TF—XHNEHKE
Nz AWS V=32 O AWS 7HJ 2 N WO Amazon Simple Storage Service (Amazon S3) /\
TYRIYV—ARAF—2E2RELET, Security Lake &, H—EREEBMICTR -3 &
27% Amazon S3NTY R ZERLET, BEY—ARR SINTY MCHEBIOTL 74 v VA ZEE
L. Security Lake &Y —AD S DOF—R % Bl%Z ODAWS Lake FormationT—7 )Lty NCEBEBL &
ED

N =Ry
« AWS H—EAASDOTF—RINE
« HAZLY—ADLS5DTF—RINE

AWS #—EADL S DTF—Z2IRE

Amazon Security Lake Tld, AWS OH—ERZRA T4 JICHR—REhTVWRAS5AOTEAMRY
NZIRETEXT,

« AWS CloudTrail EBA X NEF—R A X~ (S3, Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) EE& O

 Amazon Route 53 Resolver 2 T A%

« AWS Security Hub A& R

* Amazon Virtual Private Cloud (Amazon VPC) Flow Logs

Security Lake &, COF—2% A—T A N\N—tFI1)F1AF—XTL—L"D—% (OCSF) &
& U Apache Parquet XX ICEBIMNICEBRLET,
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® Tip
BIIRD 1 DL EDH—E A% Security Lake DAY Y —AE L TEMTSICIE, CloudTrail
BEBANRRNZRVT, ChsoY—EROOF > JZ@BIICRETIHLERFHY FH A,
cNSOY—EATOF I Z2HRELTVWSEEEE. OJREZZEL T Security Lake @
OJY—RELTEMTZDHSERFH ' T A, Security Lake &, I AR NARM)—AL
BEBARVNAN)—ATTF—RZEERBLET,

BIiR : 7O AT

Security Lake AWS ODH—E A DYV —AELTZEMTDICIE, BEBHERIYETT, V—AD
EBMCERATZHZO-IICTRY FEhTLSD AWS Identity and Access Management (IAM) 7R 1) > —
. MTFOTF U230 aRITITRERNI BB EEZRABELET,

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelinkedRole
* s3:GetObject

* s3:PutObject

A—JLICIE, s3:PutObject B RTHERICETAIUTORGEV Y —ARO—THFHBDeNHER
EThEJS3:getObject,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
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1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]
}
chso7o2azvic&t), AWSOHY—ERXANASOTEARNEREL, AWS Glue IEL WV

= AR—RAET—TIICREETEERT,

Y

AWS KMS F—ZL A VDY —N—QIESICF—ZFERATIEEE. OERESLET
9, kms:DescribeKey

CloudTrail /1 XR> ~kOY

AWS CloudTrail, AWS SDK, AN RZA42VY—=), AWSBLTEBENOHT—EAZFEAL T
Thhiz- APIHUHLEZEESE, FHO MO APl BFOUELOBEARRENET, AWS AWS
Management Console CloudTrail £/=, AWS 47 R—KNLTWBH—EAD APl ZFHL 21—
H—T7HI> BN CloudTrail, FOHLTOY—AIP 7 RLA, BTHULAVOREL LA ERE
TEET, FHMICOVWTIE., TAWS CloudTrail I—%—7H4 Ry 2B L TS EEL,

Security Lake (& S3 & Lambda CloudTrail CloudTrail DEBEA XY NETF—RAR NIBEETS
AOJZETEET, CloudTrail EEAAXRV N, S3TF—FAXRY BN, $RV Lambda TF—X A X
~ MIE. Security Lake ® 3 DD L 1Y —ATT, TOHFER. ChsoLVFThAhAZEYAKOY
V—AEULTEMTSE, sourceName DENRAVYET, EEBAARN (O NO=LTL—24
RUMNEEFHEFEND) F, HROUY—AICH L TETENDEERECEHIZDIRZRMLET,
AWS 7HJ > b CloudTrail F—ZR AR NEF—R 7L —VBBEEEFFN, AODY—AIZHL
T, FERVY—ARNTETENLEVY —AREEZRLETAWS THUV K, ChSOBRER. %
<OBE, BRVI—LOTITAETATT,

Security Lake CloudTrail DEE A X K ZRETFTSI(CIE. CloudTrail CloudTrail Ftd B V) /& & JA &
EBEARNZRETBIVNILFI—2a BB L AU DBELSEE 1 D2BETT, MLA)loO
FUOONBMIBDTVBRENHYET, HOT—EATOF U JZR/ELTVRIEERE, OF >
JREERZEL T Security Lake DOV —AELTEMTZIHEFH V) £ A, Security Lake (&,
MIAARYNARN)—LEEEAIRYNARN)—ATTF—RZEEREBLET,
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NILFU—=23 2 N, BH o) —2 325 5 E—0 Amazon Simple Storage Service (Amazon
SHYYNTY NZATT77PAINEAAWS FHIRDOD)—2 a3 TEIELET. CloudTrail d>
V=ILELEREASIILFI—23a > oRRze I TICEEL TWSHEEIE AWS Control Tower, Th
LEOBREEHBEHYEBA,

e RLANLAIL—DEREEEBIZDOWTEL L IE CloudTrail, TAWS CloudTrail I—%'—H 4
Ra @ THEBAOIAFROIER) 25BLTLKEEV,

e RLANAIL—DOEREEEEIZ DV TIE AWS Control Tower, TAWS Control Tower 1—H—#
4 Rag AWS CloudTrail® "TAWS Control Tower AF¥F >0 703> #5RBLTLSEEV,

CloudTrail f X R &Y —AELTIEMT S &, Security Lake CloudTrail FESICA X MOT DY
E£Z2BRKLET, CloudTrail EBARY NEF—R AR ME, CloudTrail Mz L 7=EEL 24X
YRARNU—LLSEENEENET,

Security Lake CloudTrail &4 X N ZEEL 1zV), CloudTrail BFEOREICEEZEA LY TS
EFHVERA. CloudTraill IRV NDTILAEREFEEEEETSICE, CloudTrail H—E A
OAVV—LELEEAPI ZERATILEN HYVET, FHEICODVWTE. TAWS CloudTrail 1—H—7
14 Ry @ " CloudTrail AR NEBREICEDARNDRR) ZSRBLTLSESTL,

L@ AR, Security Lake CloudTrail A4 X2 k% OCSF GitHub ICIEERIL T2 H5EICEET S
RvEYTVITFZPLYAANQIRS NI R RLTVWET,

GitHub OCSF 4 X2 ML 7R k1) — CloudTrail

« Y—AN—=232 1 (v1.0.0-rc.2)
e Y—ZAN—=T3> 2 (v1.1.0)

Amazon EKS EE&E[Q 4

Amazon EKS BEEOJ %#Y—AE L TEMTSE, EF 27T 4L AU Elastic Kubernetes H—
ER (EKS) V5 AR—TRITENhTWS Kubernetes VY —ATRITENAhTWBITITI1ETAIC

BT3B HRONEZMBLET, EKS BEEO T IE. Amazon Elastic Kubernetes Service M
EKS VS AZR—TRETHARMOHIEDLLVWTFITIAET A ERETDIDICKRIEET,

Security Lake &, MM UL EEEITHEEOT AN —LALAZBELU T, Amazon EKS O hO—=J)7
L—>OF e S EKSEEONTAR NZEEHEHELET, COTOLEATIE., BMOKRE
EFRET, BIFD Amazon EKS O MOA—IIL7L—20O7FRE (FETER) CEEEHY FE
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Ao SEMIICDOVWTIE, Amazon EKS 1—H'—H A4 R® Amazon EKS V9 5 AZ—1> hO—=I)L 7L —
OO 'SBLTLSEETL,

Security Lake A" EKS EEO YU A R M %& OCSF IZIERILT B AEICDVWTIE, GitHub OCSF 7R
T RD)ICHBD Amazon EKS EEOT AR KDY YEVTUT7PLUOAZSRLTLSEEL,

Route 53 Resolver 7 L) O%

Route 53 UV J)L/N—2 IO &, Amazon Virtual Private Cloud (Amazon VPC) A® ') Y —AIC
KIOTRTENLDNS VITVEBHLET, ChiZ&kVY, PTUT—>3a>0BERREIEEL.
EFI1VTILOBRZRKRSZENTEET,

Route 53 U YV L/N—2 T 1) O% % Security Lake @Y —A & L TEIT S &, Security Lake &9 <
C, MIUEEEBLEARNARNI)—LAZBLUTRoute 53 A5 EEDVILN—2TVOT ZUNE
LBRHET,

Security Lake (& Route 53 OJ 2 BB L 1zV), BFEOVVIN—OTVOFXFVIVREIREZEA -
WIdedbWEBA, VDYIN—C2TIVOTZEETSHICEF. Route 53 H—EATI Y —)L %
FERITIVENHYET, FMICOWVWTIEE., Amazon Route 53 RO Y /N—HA RD "V )L/N—
DIVAOJERENEE ), Z2RLTEEL,

LTOVARNE, 1T 1L 4975 Route 53 DO % OCSF GitHub ICIERILT D FEICET
BDIYVEVTUTFLZAANDIRS NIV RFLTVERT,

GitHub Route 53 OJ A® OCSF VR KU

- Y—AN—2 3> 1 (v1.0.0-rc.2)
e Y—ZAN—T32 2 (v1.1.0)

Security Hub O H#ER

Security Hub OFAEBERE. REOEF 1 VT hHZ2EBITZOICKILSE, EXF1VT1ERD
BEPRARNTSIOTAACBSLTEREATFIVITHENTEET, AWS Security Hub (&,
AWS OH—ERAMEOH—RN—T 1 ®R & OHFEEX Security Hub OFIHICHTHIF IV IRE,
TERETERBY AN SHERZIRELF T, Security Hub Ik, AWS EF 1 UF 1 HERT7+—I Y b
(ASFF) EFEN 2 BEXL X THREZVELE T,

Security Hub O #ER % Security Lake @Y — A& L TEMT S &, Security Lake &3 < (2, JHiz
LEEELEARYNARNY—L%ZBUT Security Hub M S BEERAEERENELHBOET, F
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7=. Security LakeldFAERRZ ASFF A5 7—T7 A NN—tF1 VT 1 AF—~NXTL—LD—7
(OCSF) (OCSF) ICE# L E T,

Security Lake (&Security Hub #&RZ B L /=V). Security Hub DREICEEZEA YL EE

Ao Security Hub #ERZEE T 32k, Security Hub H—E A Y —)L, APl, LG EEHATS
DENHVY)ET AWS CLI, FMIC DOV TIE, AWS Security Hub 1—%— 74 R® TAWS Security
HubDORAERZ R 2ZRL T EEV,

BLF® ) AN, Security Lake A" Security Hub M #558 % OCSF GitHub ICIER{L T2 FEICETS
RvEYTVTFZPLYAANDQIRS NI OB RLTVWET,

GitHub Security Hub FAZERRA® OCSF URI K1)

« Y—A/N—=232 1 (v1.0.0-rc.2)
« Y—ZAN—=T32 2 (v1.1.0)

VPC Flow Logs

Amazon VPC @ VPC Flow Logs#gElE., RERDEXY RT—I AV RX—TIA ALEDETEZEFEE
hdIPRZ74YJICRTREREFYTFYLET,

Security Lake @Y —A & L T VPC Flow LogsZi&Nd % &, Security Lakeld 9 <'(Z VPC Flow Logs
DIREZHKLUET, FlowLogsDIMI L IEE AN —LZELU T, Amazon VPC » 5 VPC Flow
LogsZ EEEEL T,

Security Lakeld VPC Flow LogsZE# L fzV), Amazon VPC OFEICEEZEA YL FHE
Ao Flow LogsZBE TS I(CIE,. Amazon VPC H—EAAV V- ZFERTHIHEN BV ET. il
IC2WTIE., Amazon VPC FARAY /N—HA4 R @ "Flow LogsDE{EL ZZRL T EE W,

XD ARNE, Security Lake A VPC 7O —0O% % OCSF GitHub ICIE#{t 92 5EICETAIVE
JOVTTFLYAANDVRSN) U OZRLTVET,

GitHub VPC 7O—OJ A® OCSF URT KU

« Y—A/N—232 1(v1.0.0-rc.2)
« Y—ZAN—=T32 2 (v1.1.0)
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AWS DH—ERX &2V —A& L TEN

AWS OH—ER #Y—AELTEMTSE, Security Lake EZFCASEFIUFTFAOTEAMRY
NOPREZBBNICHABALET. UTOFIETE, X4 T 147 ICHR—KRENTWVWSE D% Security
Lake AWS DH—EZXA OV —ARAELTEMTDHEEZHBLET, DAZLAY—RAZEMTSFIE
WC2VWTR, HAZLY—ADS5OT—2WNEZSZRBLTEEL,

Console

1. Security Lake 112V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,

2. FETF—23URAVT[V—A]ZERLET,

3. AWSOH—ERF—RZRELLEZVEDZEIRIRL, [Configure] Z3&IRL £7,

4. [V—AFEE]|I>3>T, V—RZ2BMIL, F—2BVIAKIZEATEZTF—RXV—AD
N—=23a2ZBRULET, F7FINTR., F—R2YV—AOFEM/N—2 3 2 A Security Lake
CEVIAENET,

/A Important

AWS EEELEU—>2a>THLWAN—>3a> o000V —AZ2E8MCTHIOICHELR
O—)L#ERA = VWE S &, Security Lake BEEEICEAVEDLE TS EE N, FHMICD
WTlk., "TO—JLEROEFH I 2SRBLTEEV,

HYTRAIOZAN—NFBRLEN—2320F—RYV—AZRYVIACICE, YTRIS5A
N—BEELEEHITIMLENHYVET, YT RITAN—OREFEZOFMC DOV T,
FfAmazon Security Lake DY 7 AV T4 N—EE, 28RBLTIEEL,

A7232T, BFN-2320HER) AR, T—2RY)AKICERALTVWENETOY —
AN=232#INTEMCIZDEELTERT,

5. V=23>+923>7T, V-ADTF—RZREL VWU -3 ZBIRUE T, Security
Lake l&, BIRL D —2320INTOTHIRIDSY—ALSTF—RZRELET,
6. [Enable (B%ft )] ZBIRLET,

API

AWS OH—ER Z2Y—RELTFTOTZATEMT I, Security Lake
CreateAwsLogSourceAPl DAL —> 3> & FEALET. AWS Command Line Interface (AWS
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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CL) ZERALTW3HEEE. ONY RERTLULET, create-aws-log-sourcesourceName & & ¥
regions NTX—ZNFYBETT, #7232 T, accountsV —ANEHEERBEDED X IF4
ENDEDICRETD & ETEFETsourceVersion,

/A Important
OXR Y RENTFA—B—ZEELBEVIES, Security Lake BRFEL TVWBNTX—Z—
FEy h2@FZELTVWRERELET, L&A, accounts/NTX—RZIEELEKL
BE, ANV RFEBROTHO MY h2&ICEAENETD,

ROBITIE, BEEhETHIORE)—23200Y—AELTVPC 7O0—0O7%EMLE
T, COPFIE Linux, macOS., £hEF Unix AIC7F—X Y RENTHY, i ITEcE@MLEE
B3EHICNYIAT YD () DITHEXFZFEALTVET,

(@ Note

Security Lake ZEMICL TV WD =23V IZZOU IV IANZERTS &, I
TF—HNERRENET, COIT—Ek, TN —> 3> T Security Lake ZEXICT S

». regions/NTX—X%ZFERAL T Security Lake ZBMIC LAV -3 DA EEET
DLETHRTERT,

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],souxrceVexrsion="1.0"

O—)L#EFR O EFT

Console

HAIN—TIAVOTF—R) AN ST—REM)IACHICHAEZO—ILIERA BT VEE
[&. AmazonSecuritylLakeMetaStoreManagerV2V —AASNDTF—RZNETDHOO—
IEREEFITDIHEN HVYET,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html

Amazon Security Lake d1—H¥—HA R

API

FIEICfE>TO—JLERZEHL. AWSEELEY—>23oFLWAN—>3> o0V —A
AS5DTF—RENEBLET, #EREfuture F—RY—AV U —AICEBNWICERAE NS,
NF1ERY DTS 3a>Td,

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,

FEE hiz Security Lake EEEOFRIIEHREZFEALTH A4 LET,
2. FTES—2 32 ~RA 2T [Settings] O [General] Zi#IRL £7,
3. [A—I)LERDEH] 2BRLE T,
4. [Y—ERTIVEA 923> T, ROVThAERTLET,
s FLWH—EAO—)LZERL THEMAT S — Security Lake ICk 2 TERE T iz
AmazonSecurityLakeMetaStoreManagerV2 O— )L ZERTE X7,

- BFEOY—EAO-LZ2ERATE —Y—EAO-LBUAN SEEFOY—EAO-I
ZRRTEFXT,

5. [BA] Z&8RLZET.

HBIN—T3AVDTF—RV—APSTF—REZRY)ACLEHICXEZO—ILERSFBVES

l&. AmazonSecuritylLakeMetaStoreManagerV2VY —AASDTF—XZ0EBITH-HDOO—
NERZEFIDILEN HVYET, #EREfuture F—RY—AVU—-AICEBWICEARAET NS -
., ChEF1ERYOT7TO>3>TT,

N—2Zv2a>a7O7SLATE#HTBICIE,. Security Lake UpdateDatalLakeAPl @ 7R
L—>32zEALET. 2EAL THERZEHISICE AWSCLI, ANV RZRTLE
9, update-data-lake

O—)LDERZEH T 21k, AmazonSecurityL akeMetastoreManager’R'J) > —Z2O—)LIZT
BYFIRIRENHYET,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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AmazonSecurityLakeMetaStoreManager O—JLZ HIBR T %,

/A Important

O—)LD#ER%Z ICEFH L = 5AmazonSecuritylakeMetaStoreManagerV2, ¥ —ZXL 4
IONFEULKHBETD & 2L TH S, AmazonSecuritylakeMetaStoreManagerd L
O—)LZHIBRLT<EEW, O—ILZHIBRTDEIC4KEAUALEFOZLEZHEITITHLET,

O—/L%HIRT 3B Ak, AmazonSecuritylLakeMetaStoreManager AWS Lake FormationE
ASO—IIZHIBRTEIHLEN HYWET,

Lake Formation AmazonSecuritylLakeMetaStoreManager 1>V —J)LASO—I/LZHIBRT S
. XOFEICHRVET,

1. Y4242 L AWS Management Console, https://console.aws.amazon.com/lakeformation/ (2
& % Lake Formation @2V —)LZRE XY,

2. Lake Formation AV —=IOFES—2a>rRA2 T, [EBEORIEZAV] ZBIRLE
¥,

3. AmazonSecuritylLakeMetaStoreManager&!J—2 3> SHIBRLE T,

AWS OH—E R #Y—A& L THIR

TOEAFZZRBIRL, ATOFEIZHE > T Security Lake AWS OH—EA V—RAELTERATA
TIZHR—RENTVWBREDOZHIBRLET, 1 2REDU—23 00V —RAEZHIBRTEET, V—RA
ZHIBRT B &, Security Lake RIEEE NV =23 ETHIRTEOY—ALST—RENE
Li<%&Y, MABGRY—ADLPSHLVF—RZFEATELRLLLZYET, £EL. FAEEE Security
Lake NHIBRAIICY — AN SNEL EF— X 25| EHREFATEET, ChSOFIEEF. AWS D
H—ERAZXATATICHR—RENTVDRY—ARELTHIRTZIBEICOAMATEET, HAX
LY —ADHIRIZDOWTIE, DAZRLY—ANS5OTF—RPEZSBLTLIEEL,

Console
1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ZB & £ 9,
2. FTETF—23aURAVT[V-A] ZEBRLET,
3. V—RZEZERL, B 2BRLET,
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4. ZOV—ANSOT—RNEZFUELLVMIEZ 1 DRLFEHBEIRL FT, Security Lake
., BRLEV—232OIXTOTHIVRASEDY—ARSOTF—RREZFLLE
ER

API

AWS OH—ER 2Y—RELT7OJZALTHIBRY B2k, Security Lake API
DeleteAwsLogSourceMAARL —> 3> ZFAL TLEE L, AWS Command Line Interface
(AWS CLI) Z2FAL TVWBFEE, OV RZETULET, delete-aws-log-sourcesourceName

BELY regions NFX—ZNFYBETT, 77232 T, accountsHIBRDEEZIFEE -4
EIZHIFRTZ £JsourceVersion,

/A Important

OXR Y RENTFA—B—ZEELBEVES, Security Lake GRFEL TVWBNTX—Z—
FEy h2@FZELTVWRERELET, L&A, accounts/NTX—RZIEELEKL
BE, ANV RFEBROTHO MY h2&EICEAENETD,

ROBITE, BEENLETHOREV—2320Y—ARELTVPC 7O0—0O7 ZHIBRL &
ED

$ aws securitylake delete-aws-log-source \

--sources sourceName=VPC_FLOW,accounts="'["123456789012",

"111122223333"] "' ,regions="'["us-east-1", "us-east-2"]',sourceVersion="1.0"

ROBITE, BEENLETHORED)—=232 DY —AEL T Route 53 ZHIBRLE T,

$ aws securitylake delete-aws-log-source \

--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="'["us-east-1",

"us_
east-2"]"',sourceVersion="1.0"

FEOHIE Linux, macOS., £EFE Unix@ATFICT7F—X Y RENTHEY, ZZAXITL<THLED
CNYOAZY2 1 () DITHEXFEFEALTVET,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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V—AAL 92232 OAT—RAZHBLTVET,

TOEAFEZBRL, FRICH>T, REOV—232TOJRENBHCBE>TVBETATU N
EV—ADARAFTY T3y hzBBLET,

Console
BEQC)—2a> o0l RERRZHEBTHICE

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,
2. FTES—232ARA2T[Accounts] ZiBIRLET,

3. Sources FIDBEEBICH—VIE2EHEDE, BIRLETHDORNTEOOINFNEMICEST
WBLHDDHhAVYET,

API

REOV—23a> o007 RERREHIRT B ICIE. Security Lake API GetDataLakeSources M #
ERFERALTLKESV, 2FALTWVWSHE A AWS CLI, get-data-lake-sources 1N > R&EE
TUET, accounts/ NFX—RIZE, 1 2BLEDAWS 7HIRNIDZEJARNELTEET
EEXT, UVIANNFRIIT B &, Security Lake FBED -3 OTFHIVRODARFTY S
23y NEERULET, Chillk, Security Lake AWS A TF—ZREZRNEL TVWDRY—AXEY—R
DAT—BRANEBENE T, accounts/ NTIXA—RZEHBVEE, BRBICEREO) -3
T Security Lake AMRREENTVWBRITXRTOT AT NOOTREAT—RANEETFNET,

FEZE, AWSCLI XROOX Y RiF, BEOD—Ja>voigEesni7hHo NoOJRER
F—RAERBLET, COFIE Linux, macOS, £k Unix BIC7#—IY RENTHY),
AT EZEEEERDLEHICNYIRT YT (\) DITHEXFZFEALTVET,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

NAZLY—ANS5DOTF—2INE

Amazon Security Lake [ — RN—FT 1 OHAZLY—ANSOTEARNERETEE
9, Security Lake EHNAZLY —AZEIZUTZRLELXT,

« Amazon SANT Y ROV —ARIC—EBTL 71 Y VAN THshET,

V=L V23V OAT—RAZEBELTVET, 48
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« AWS Identity and Access Management H AR LY —ANFTF—RL A VICTF—RZEEIAC L=
FATAH0—-)%& (IAM) IZERLET. cOO—-JLDO#ERERIE. AWS EVWSEERD > —IC
KO TREENET, AmazonSecuritylakePermissionsBoundary

« Y —AMN Security Lake AWS Lake Formation ICEZIAOLA TSIV NZBEBITZ-H0T—T I
ZERLET,

« AWS Glue V—ATF—2&DET2IV0-F—2RELET, 7O0-F—RBECT—7IERELE

¥, AWS Glue Data Catalog £z, #ILVWY—AF—XZHBNICKREL, AF—NEXZHE
LET,

Security Lake ICHAR LY —RAZEBMTSICE, ROBEHZELELTVWASEN HYET,

1. BB —NDAZLY =AW, V—AILEWHETSNETLTAYIRADTICSIATZIORND
Y N LTF—2% Security Lake ICEZALZENTEDXENHYVET, EFoOoHTIUD
TF—REECY—ADEFERK. ThENEHED Open Cybersecurity Schema Framework (OCSF)
ANRNDSAZBRIOYV —AELTEBETDHEN BV ET, Security Lake &, DARLY —
AN SINTY NADEEENIEEZMICETIATL I EZFAITS IAMO—)LZERLET,

(® Note

OCSF #%ifY —I)LZERAL T, HDAZLAY —ANEBBEUN HEIHNLESIH ZHRELF
¥, OCSF Schema 1.1

2. 7F—XY N —HARLY—ANSWEENEE S3 AT T KNE, Apache Parquet 77 1)L
ELTT7A—XRYRNTRIRENHYNET,

3. AF—Y —[EU OCSF AR NUS A% Parquet ERXOA 7TV MNADOZL I—RICERT
PRENBYERT,

NAZLY—ADBV)IAZDRANTZ 0T 14X

MEWBTF—RWBEVTIEBRICTEHIC, Security Lake ICHARLY —AZBNTRLEE
FUTORARNTSIOTAAICRS EEBEOHLET,
N=FT4>3>

F72IORNFY—ADFFH, . AWSU—23a> AWS PHOUV N, BLUBRNTHET

PRENHYVET, N—FT 123> F—FNAREVWSEKXTT, bucket-name/source-
location/region=region/accountId=accountID/eventDay=YYYYMMDD
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HOTINN—FT1232FTT, aws-security-data-lake-us-west-2-lake-
uid/source-location/region=us-west-2/accountId=123456789012/
eventDay=20230428/

* bucket-name— 2F*1VTA LA VN NARLY —AT—RZRFTS Amazon S3/NT Y
NOER: TS

« source-location—S3NT Y ROHAZRLY—ADTL 714V T A, Security Lake &, 4F
EDY—ADIXNTDSIATSIIVRNEZDTLTAYIAOTICEMLET, TLT71Y
DARBEDY—AICEABEOENDTT,

« region— AWS U—23 Y F—RHNEZIAEN D5,

« accountld— V—AN—TFT 423 2AOLOA—RAETD AWS 7HT2 N ID,

« eventDay— 8 XENXFEH () YYYYMMDD & LT 74— Y h&hi, /RN HEELER
o

72T ORNOH A XEL—K

Security Lake ICEBZIAFENLEAT DI ONE, LO—RZSZEANY I 7V TSR ENHY)
£, NV I 7HEICEENEDZTF—ENZITETCHRPICIIVTEBRVWEE, 771IILOFE
HAAXN 256 MB RFTHNIEE, DAZLAY—RARF 5 7BOT 1 RUICEHOL I—Rz2EE
ABCENTEERT, AN—"TYRDODEBEVAHAZALAY—RAR, 5 7EOEY)IAKIGFEREZH#F
TREHICs5HIEINERAT DI oM EEERALZENTE, LO—RZRBEANY 77V
VUITEET,

Parquet® & &

£F1UF (L A2 Parquet D/N\—T 3> 1x & 2x EHR—RLET, F—ER—TDHA
it 1 MB (FEEM) CHET3BENBYET, 7L —7OH 1 Xk 256 MB (EM) LT T
FNREBRYEE A, Parquet 77T T4 NAOEMIC I, BEFEEE hET,

Y—bh

Parquet ERXDEAT IO RNATRR, F—Z2ZOOITVIANZIANEEIB TSI =HIC, L
O— RZEBIEICEXRDHRELNFH V) ET,

NAZLY —RAZENYT S - DERFHSF

DAZRLY—A%ZEBINT S E, Security Lake &, YV—ANFTF—XL A IJADEL WG
FRICTF—RZEETACEEZHFATS IAMO—I)LEERLET, regiondO—ILDBH]
[kAmazonSecuritylake-Provider-{name of the custom source}-{region},
DALY —AZEMTREEDOERICHVNET, AWS IJ—03 2 Security Lake .
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TF—BLAINOT OV ERAZHFATRIR)—Z2O-)LICTREYFLET, AWS KMS
T—BLAVENAZI—XZR—Y RF—THESILL 123FE. Security Lake kms :Decrypt
kms:GenerateDataKey FH#RZECRIV I —2O—-)ICTEYFLET, CcOO—LDOERER
l&. AWS AmazonSecuritylakePermissionsBoundary&E WS EEBRI S —ICK 2 TERESh
X7,

[N =Xy
o« TOHAFFT DM

 Security Lake N7 Y ROAT =23 AQEERAKT IV LAZHATS IAM O—I)LZERT S (AP
NHDOAT Y 7) AWS CLI

T Ot AFFA DR

NAZLY—ARZEMTDHEIC, ROTI2AVERTIBDTIVEAFTAN HD 2R L TLKE
=L,

ERZMETAICE. IMIMZFEALTIAMID KRFEATVS IAM RS —Z#HEL T EEL,
RIZ, ShSORVD—OFEHRE, NARLYV—AZEMTRLEOICRTEHATIHEN HDR
DT7I7>3a>OIVANEHBRLET,

* glue:CreateCrawler

* glue:StopCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* glue:StopCrawlerSchedule

* iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

+ lakeformation:RegisterResource

« lakeformation:GrantPermissions

e s3:ListBucket

s3:PutObject
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NSO TOAUICKRY, AARRLY—AArsO07EEAMRNZPREL, AWS Glue EL WVF—
BAR—AET—TIICEEFEL T, Amazon S3 ICREETE X T,

AWS KMS F*—Z L 1 VO —N—BIOBESIcF—2FEATIEE
(&, . kms:CreateGrantkms:DescribeKey, M7V RAEREMLET
9, kms:GenerateDataKey

/A Important

Security Lake AV =)L ZFEALTHTRAIVSAN—2EBMITE2FEN HBDHEEE. XOF
JBEZAFY 7L T HARLY —ADEN ICEL &N TEEXRT, Security Lake 1YV —JL

Tk, RELZIXNTOIAMO—-/ILZERL LY, I—HY—ICRb>THRFEOO—-IILEZFEAL
EYTED RS, FLBRHIEHOTOCANERILENRTVET,

Security Lake APl 2 A T2 FEN HBHEE. AWSCLI FEEHTRITAN—%2EMT

BDFENHBDEHEE. ROATY T, Security Lake /Ny ROAT—>3a U ADEEIA
ATV EAZHFATS IAMO—-LZERLFT,

Security Lake /N7y RO —> 3 AQOEERAKT IV EAZHFATS IAMO-IL %
ER T2 (APl D& D AT Y 7) AWS CLI

Security Lake APIAWS CLI ZEA L TVBBERHARALY —AZEMTBEEE. <O IAM O—
ILZEMLT, HARLY—AF—R%Z70—)L, AWSGlue *—ZHRDO/N\—FT 123> &H5

TRERENFELET, chsON—TFT1>avik, F—R2%EEEL, DataCatalog HOT—7 )L

ZERBRUOEH TSI LHICHETT,

COIAMO-I)ILEZEERLES, HDAZLAY—AZEBMTDEHICO—)L® Amazon )Y —AXR—LA
(ARN) A BEIZBRYET,

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS EEBRUZ —%T
RYFITRIMBENHYVET,

PEBERZNFETDICE. DARLAY—ANSOTF—RT 714 0OFEHKEV) & Data Catalog AWS
Glue 70—5— AWS Glue DT —7 I OER/EFZHATDRDA T4 RIS —%ERL T
O—)ICEBHIADBHKREEHV)ET,

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "S3WriteRead",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::{{bucketName}}/*"

ROBERVS—ZTRYFLT, AWSTAD KN ABID ICEIVWTO-ILZ5EZFA L%
AFALET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}

NAZLY—R%ZEMTD)—232 0 SBNTY RADARI—IXZ—I RTHESILEATVS
HEE AWSKMS key, RORVZ—ZO—I)LE KMS F—RUI—ICETRYFITRIRBENHYE
EED

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"

1,

"Condition": {
"StringlLike": {
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"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}

’
"Resource": [

"{{ARN of customer managed key}}"

HAZLY —ADIBM

AWS Glue 7O0—Z—Z&8H 35 IAMO—J)LZERL 1S5, A TOFIEIZHE > T Security Lake (277
ALY —AZEMLET,

Console

1.
2.

API

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZF& £,

AWS ) =23 R—DODHFELBIZHD L IVZ—Z2FEALT, HAZRLAY—REZERTS
)—2a > &BRULET,

FTETF—=23ORADT[AARARLY =R ZBIRLTDL S, [HAZLY—ADEK] &R
LET,

"HABLY—ADOFM 02322, WAZLY—AOTO-NILIC—EDOBRZAN
LET, RIC., BDARARALY—AN Security Lake IZEE T2 TF—XDEEZFHHE TS OCSF
ARNIDZAZBIRLET,

T—EDEEAKMEREHF ODAWS THIV N OFE. T—RLA2ICOTEARVNEE
ERAECNARLY—ADAWS THIKNID EAZID ZADLET,

H—ERAT7IEAOHEE. HILWH—EZXA O-IZERL TEATS D, Security Lake
IZ AWS GlueZH O HIT 7 IVt AF AT ZNETHREO Y —EA O—-I)IZ2FEALET,

[ERX] ZBIRLE T,

NARLY—ARZE7OT7ZALATEMT S, Security Lake API CreateCustomLogSource M #
ZEALET, AWS U—232 ARARLY—REERLVEVWERTARL—>3 2> ZFEALT
<K&V, AWS Command Line Interface (AWS CLI) ZfEA L TW3HE &k, create-custom-log-
source AN RZEITLET,

HAAZRLY—ADIED 54
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JOITARTR, YR—PEATVWAINTX—RZFEALTHARLY —ADBEREEZEEL
£

« sourceName— YV —ADNRHEZEELE T, BHIEHIHB—ETHILEN HVYET,

« eventClasses— Y —AN Security Lake ICEETRDTF—RNDRA T %2ERTS 1 2LED
OCSF ARV NUTAEBELE T, Security Lake DY —AELTHR—KENTLVWS OCSF
ARYNDSADD)ANIOVWTR, AT oHAN—"tEFI1VF1AF—~NTL—LD—
% (OCSF); #BRLTLEE W,

« sourceVersion— A7 23> T, OJREZHFEON—TAVOHARLY —AT—RIZH|
RIBDEZEELET,

« crawlerConfiguration— VO0—5—ZFUOHTLHICHERL = IAM O—)L O Amazon !
Y—ZZ—1 (ARN) £3ELET. AWS Glue IAM O— L& fEF § 2 Sl FIEIC DLW\ T
&, "THARLAYV—AZEMITDLEHOERESRE, Z2ZSRBLTSEET,

- providerIdentity— AWS V—RAANOATEARV NEF—BRLAVICEZEATCLEHIZFERAT
2IDEATBIDZBELET,

ROFITE., EEESh )23 0ESKEOT7ONAE—THIU NI, HAZLY —
AZOJYV—AELTEMLET., COHIEF Linux, macOS, £l Unix BIC7#—<X Y &
nNTHY), AR ITETZ@METSEDILEHICNYIAT YT () DITHREXFEZERALTVET,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName'"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

NAZRLY) —AT—2ZBICHEHOREICAREEXRT. AWS Glue

EFIVFALATDEAARZLY —RAZEMTDE, AWSGlue EF1UFALA OB OVO—-F—
ZERLET. VO—F—RBHAZLY-ALLERL, T—XBEEZREL. AWSGlue T—527H
2O7CT7—7INEAALET,

NAZRLY —AARAF—NZHHMOREICRS, Athena R ZOMO I IV H—EAO I I #eez i
BI21HIC, VJO-Z—ZFHTRIITREEZHBHOLET, HIZ, NARLY—-ADADT—
2EY NIUATOVWTFNADEEANEULBEER., VO—F—2RTI2HBENFHBUET,
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https://schema.ocsf.io/classes?extensions
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s COT—RtEYNIE, 1 2ULEOFHLVKRLEMNIAFSHYET,
e F—RtY MIE, structF—XEBOFIZ 1 DREOHLWVWT A —ILRABYET,

IJO0—F—ORTHZECOVTRE., THAREHARI O "OO0—F—0OAT21—)Li&E, 25RL
TLEEV, AWS Glue AWS Glue

Security Lake Tl&k, Z7HI YV MNAOBRFEO IV O—F—ZHIRELEEHTI L ETEEREA.
AZLY—RAZHIBRL 28548, future BUBBINDHARALY —REZERTEDFEN HBESE. BEE
ITHIO0-F—ZHIKRTBD_Ez2EHHLET,

DALY —ADHIER
NDARLY—AZHIBRL T, VY —AN S Security Lake N\ODF—REEFEEFIELET,
Console

1. Security Lake J1>Y —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,
2. AWS U—23Y R—=JDELBIHZDELIVZ—2FERALT, DAZLY—AZHIBKRL -
W—23 2 zZ&RULET,
. FTEH =232 RA4 2T, [Customsource] (HARXRALY—R) ZIBIRLET,
4. HIRTD HARLY—RA ZEBRLET,
5. [MAZLY—ADERMHR] ZBRL, HIRR] ZBRLTTIIVZEZRELET,

API

NARLY—AR%ZE7TAOTZ ALATHIBRYT S, Security Lake API DeleteCustomLogSource M #&4E
ZFEALET, AWS Command Line Interface (AWS CLI) ZEAL TW2BEEE, OIX > REE
TUE T, delete-custom-log-source NAR L V—AZHIBRTD AWS U—2 3> AOBREZE
ALEY,

)OO TANTIE, sourceName/NTX—RZFEAL THIBRT D HARLAY —ADZHIZIBEL F
T Tk, DAZLY —ADOZRIZIEEL., sourceVersion/N\TX—&2—%FEHL THIKR®
HEEZEDAZLY—ADEFEON—23a20TF—2OKICHIERELET,

ROFITIE, Security Lake A S HARLOYY —AZHIBRLE T,

Z OPBlE Linux, macOS., £HE Unix BIC7 =YY RENTHEY), XX ITETE@LEEED
EHIENYIATYDa () DITHEXFZFEALTVET,
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$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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Amazon Security Lake [C&B T2 H T AT T4 N—EE

Amazon X 1VFT A LA IOHTAOTAN—&, EF1VFALAOH50OTEARY NESE
ALET, JANZEMZR, RDERTIELADRARNT ST 1 AZIBFITDEHIC, YTAIS
AN—ICV—AZELTF—ENOTIEAZFFALET, sources DFMIZDOVWTIE., TAmazon
Security Lake TOY —AEE | Z2ZRBL TEE L\,

Security Lake l&, 2 BEOH T AIVZAN—%Z2HR—KFLTVET,

« F=RFTOEA—FTD T RNN Security Lake T—RL A VICEEAEThBE, Y—ADHFHL
WAmazon S3 A7 IV NI YT RITAN—ICBHENE T, YT AU F4/V—I&. Amazon
Simple Queue Service (Amazon SQS) ¥ 1 —%KR—1)>TJFBET, S3ATD TV NIEET
AL, FILWAT DI VORNOBEHNEZTMB CENTEEXRT, COYTRAIVTa>rEzA7
l& CreateSubscriberAPI S3 accessTypes D/NTSX—RX TEBIENET,

« DIUTOEA—HYTAUS54/)N—IF. Amazon Athena BEDH—E A% FEHL T S3 AWS
Lake Formation N7 Y NADT—TIASY—AF—2Z0ITJULET, COYTRIVT> 3
>~ R4 7°l& CreateSubscriberAPl LAKEFORMATION accessTypes D/NTX—X THRBIEhET,

BTRAROZAN—&, YTRAIOZAN—ZERLEEECBRLEDY —ATF—RIZOKTIEA
TEET, AWSU—23Y HTRIVZAN—DNEBDO)—23>0F—RITIEATESD LS
LT3, YTRIVZAN—ZERLEEV—232 207y 7)—232ELTEEL, O
=23V ITF—RERBLTESSZENTEERT, O—-LT7Y T3 cEERIU—2320
FHECOVTR, V=23 nEBEZZRLTSEEL,

/A Important

Security Lake A" T RIS AN—1 AHEVIZEMTES Y —AOKEAREF 10 T,
AWS V—RAEHNAZRLY —ADBAZEDLDETELETVEL A,

NEY D
 Security Lake Y 7RIV SAN—DOTF—RT IV EANER
« Security Lake Y 7RIV ZAN—DQIOIVTFT IV EANER
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Security Lake Y 7 AV A N—OF—RXT7 O ADEE

Amazon Security Lake DY —ATF—ZANDT—R T I RAEEZF OV TRAISAN—-IC&F, T7—2&
HSINTYRMIEZAEFNDE, V-ADHLVWAT DI IR BHNEIhET, T74ILNTR,
BITROZAN—. BRHIDHTTIPS IV RRAVRZBLUTHLWAT DT I NIV TEAE
hEJ, £/, Amazon Simple Queue Service (Amazon SQS) ¥ 1 —%R—U>JF5 2T, ¥
TROZAN=ICHLOWATD IO NMIDVWTEAEZZTHD CEETEET,

T—RICT O RATER YT RAIVZAN—ZERT D - DRIREZH

Security Lake TTF—RICT IV EATEDHTAITAN—%2EKTHHIC. XROVEZHZERBLET
RENFHV)ET,

NeY
o PO LA DOHER
« YTRIVZAN—OAFID ZBBLET,
- EventBridge API A fEAZFH VO H T IAMO—)LZERKTS APIBLTF AWSCLIOHDATY )

T 7 ARF A ORERE

ERZHIETSICE. IAMZFEALTIAMID KRfEhTVWD IAMARD 2 —Z2@BFEL TSEEL,
RIS, TNSORVD—0OE#RE, T—RLAVIZHLVWF—INEEAETENLEE YT RITA
N—ICBHRITILBENHDRD ER) 70320V ANEHRLET,

LTOT7023a>0RTICEFANFBETT,

« iam:CreateRole

« iam:DeleteRolePolicy

+ iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

« lakeformation:RevokePermissions
* ram:GetResourceShareAssociations

 ram:GetResourceShares
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« ram:UpdateResourceShare

LRROUVANCMAT, UWTFOT7 0232 2RTIBHAELLETT,

events:
events:

events:

events

events:
events:

events:

CreateApiDestination
CreateConnection

DescribeRule

:ListApiDestinations

ListConnections
PutRule
PutTargets

s3:GetBucketNotification

s3:PutBucketNotification

sqs:CreateQueue

sqs:DeleteQueue

sqs:GetQueueAttributes

sqs:GetQueuelrl

sqgs:SetQueueAttributes

HTA9SAN—ONAEID ZEBLET,

BITRAOSAN—BERTBIZE, YTRAITZAN—DOAWS 7HIKNID EFEBIC, A& ID £H
BIZBENHYNET, ABID K, YTRAIVTAN—HNREIZIEEFDOHESF T, Security Lake
&, ERLEHTAI9ZAN—IAMO=)LIZAZ ID 28U ET, A ID (&, Security Lake I

V=), AP, £z X AWSCLIZBERALTHTRITANZEKITDEECHEALET,

AR IDs IAMA—H—HAR, O "TAWS VDY —RANDT VLA ZE=ZFICHETD & EICHER
IDZEAI2 5% 25RLTSEEL,

/A Important
Security Lake AV —I)LEFERALTHTRISAN—EEMTDFEN HDEEE. XD

FIEZAFYTLT F—RILT IV EATERHTRITAN—% KT %,

CEBZ N

TZFET, Security Lake AV =) T, XEZITXNTOIAMO—-)LZzERL Y, 1—

F—RILTIVRATERYTRAITAN—%2 KT B O ORIREMS

60


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

Amazon Security Lake d1—H¥—HA R

H—IIRD>THREOO-IIEFERLEYTESD LD, FLHEHZEHOTOEANEEEL
EhTVWET,

Security Lake APl Z2fEfA 2 h, YT AUV Z4/N\—AWSCLI ZEMIBFEN HBDHE
&, ROATY 7IZHH, EventBridge API AEAZFTEHT IAMO—-I)LZERLET,

EventBridge API X E k2 H T IAM O— )L Z4EK T B (APl & KTV AWS CLID &
DATYT)

APl £7-1& &#BU T Security Lake ZfH L TW3H4EE AWS CLI, AWS Identity and Access
Management (IAM) T API X fELAZHUOHL, AT IO RNBHAZEL VWHTTPS T RARA NI
EE 27 V1A EventBridge 8F W & Amazon ICff5320—I)L&2ERKL £,

COIAMO=)LOERFETLES, YTRIVSAN—%2ERTDEHICETOO—ILO Amazon

)Y —RAF—AL (ARN ) A"REBIZEYET, T AU 54/V—5H" Amazon Simple Queue Service
(Amazon SQS) ¥ 1 —HAS5F—X%ZR—1U 2T F3HE. £iE AWS Lake Formation ' 5 F—=X
ZEEIVIVIADHE, COIAMO—IILESEDYELA, COBOTF—RTIOEAFTE(TIVEA
RAT7) OFMCOWTIE, TSecurity Lake YT A ZAN—DOOT )T IO ANERE, #S5BLT
<EEL,

ROR)Y—Z IAMO—IIZHFRENTEERT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}
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ROEER)—%Z IAMO—JLICTRYFL T, EventBridge fO—/)LZ5|EZ (IR & ZFTL
S

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}

Security Lake l&, Y7 RAISA NN TF—ZFL A INST—R2EHIMBDEZFT TS IAM
A—-)ILZBEBNICERNLET (T, HREThDIBHSETHNIEFE AmazonSQS F1—H 54
RYRNZER=DVTEB), cOO—IEE, EVWDS AWSTYZR—I RRUI—TREBEEhTLE
F AmazonSecuritylakePermissionsBoundary,

F—RILTIEATEBYTRIS A N—EERT B,

ROWTNADOT I LEAFEEZBIRLT, BRED OF—RICTFTILATERDHTRISAN—%k
RLUETAWS U—3 2,

Console

1. Security Hub 12/ — )Lhttps://console.aws.amazon.com/securitylake/ ZB & £ §,

2. R=JOELERBIIHBAWS U—23> 2L IE—%FEALT, YTRAITAN—ZERT
=23 EBRLET,

3. EOFES—3 > RAT [Subscribers] (W7 AIT4/1N—) #BIRLET,
4., "HITROVSAN—, R=DT, "BTRITAN—%ERK ZBRLET,
5. WTRAI9ZAN—OFHMBIE, YTRIZSAN—BEATS AV THPAZADLET,

BEBRENATVWD LT3 VAEBENICANENhAWS V=23 | BETRZL
FTEFERLEA,

F—RIITIVEATERY TRV TAN—%ERT S, 62
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6.

10.

11.

API

AT EARYRNY =R TR, YT RISAN—DERZHFAENATVWDY —RAZBIRLE
¥,

[TF—RTOEAFE] Tk, S3ZBRULTYTRIZAN—DOF—RTIEAZRELE
9,
BTRIOTAN—OFARER IC&E. YTRAIZAN—DOAWS THDU> N ID £E5EF ID %38
ELET,

(A7°23>) BHOFMT, Security Lake THTRITAN—NHNATZ T o NEHA%
R—D)2JT&ESB Amazon SQS F 1 —ZEXET B ZVEEE, SQSF1—ZBIRLF

¥, Security Lake EventBridge 'S HTTPS I RARA U MNMCBHZXETZHBEE. 7
AOVT72a>vIVRERAN ZBIRULET,

[(B7RAOVT2aVIV RRAV N ZEBRUEBER. UTERITLTLKEZ,

a. BTROVT2a>IVRRANEADLET, MBI RERA2 MEROHIIC
(&. http://example.comN' HV)ET, F7> 3> THTTPS ¥F—FK & HTTPS F¥—
BEEETDEETEERT,

b. H—ERAT7V7tA Tk, FTLLWIAMO—-/ILEZERKTH. APl ZEXEZFVOHELTHT
SIVRNBHZELVIY RRAVNIEEFETD TV EAFTZ (45 EventBridge T
PEBEEOIAMO—-)LZFERALET,

FLUWIAM O—ILOERIZDOWVWTIE, EventBridge "API#EE% £FUH T IAM O—
IDERK T ZBSRBLTLEEL,

(A723an) (BT, YTRIZAN—ICEIN E TR T Z 50 BETADLET,

BITE. BEDZRATDOAWS VY —AZEEBLTCEHTBENTEDIRILTT, &
BTG, BEBRIF—EATIAaVORTETEREENTVET, 2T, cFRETELA
ETUY—RA%&HBA., 28, BLRUOCBEEITINDICRIEET, FMIICOVWTIE, TAmazon
Security Lake VY —=AD X TF 71 2SR LTLEEL,

[ERX] ZBIRLE T,

TOUSLTTF—3T IO CARER OV T AV A N—%2EKTBIZ1F. Security Lake API O
CreateSubscriberA R L —>3a > ZFEALEI, AWS Command Line Interface ( AWS CLI) &

FRALTWBBEIE. create-subscriber Y REZEFTLET,

JOTIARTE, ChSsONFX—2Z2FEALTHTRITAN—CROBRELZEELET,

F—=RIZT IV EATEDHTRAIVTAN—%ERT D, 63


subscriber-data-access.html#subscriber-external-id
subscriber-data-access.html#iam-role-subscriber
subscriber-data-access.html#iam-role-subscriber
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
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« sourcesTlk, YT AUVSAN—ICTIOEARETEEVWY —AZZFThThIEELET,

 |ZlFsubscriberIdentity, Y 7RI ZAN—HV—AF—ZANOFT IV 2AILEHTS AWS
TAHOKNIDEASID ZEELET,

 IZlEsubscriber-name, Y7 AV S A N—DEHEZEELE T,
« accessTypes MIFE, S3 ZHWELET,

B 1

ROBITE, Y—ADEEENLTTAITA/N—IDAWS OHRED AWS U—2 32 DF—4&
CTFOEATERYTRIZAN—ZERLET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, sourceVersion: 1.03}}] \
--subscriber-name subscriber name \

--access-types S3

B 2

ROBITE, DAZLY—ADEEENEYTRAI9SA4N—IDORED AWS V-3 OF—
RICTIOCATERDYTRIVTAN—&2ERLET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{customLogSource: {sourceName: custom-source-name, sourceVersion: 1.0}}]
\

--subscribexr-name subscriber name

--access-types S3

BIRDOFIE Linux, macOS., £EEE Unix AIC7 A=Y Y REhTHY), ZAX TS E@mLEESE
BEHICNYIAZYZ 1 () DITEZENFEFERALTVET,

(FAF723aVHTROZA4N—=ERKL 5, CreateSubscriberNotificationZARL—> 3> %
FRALT, YT RISAN—IZTIVEAEELEVW —ADTF—EZLATICHFLVWTF—INEE
AENLEEEICHTRISAN—ICBNTZFEEEELET. AWS Command Line Interface
(AWS CLl) ZEHL TW31HBAE, create-subscriber-notification ¥ > RZR{ITLET,

s F7FAINOBHAE HTTPS T RARAVN) ZF—/N—F4 RLT Amazon SQS ¥1—%
ER T B CIE, sqsNotificationConfiguration/N\TX—XDEZEELET,

F—RIITIVEATERY TRV TAN—%ERT S, 64
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber-notification.html

Amazon Security Lake I—H%—Ha4 K
« HTTPS IV RARA VNI LD BN ZHFLETIEHE
(&. httpsNotificationConfiguration/ N\ZX—ZDEZEELET,

« targetRoleArn 7 4 —JL RIZ(&, EventBridge API AfE&XZF T H T L IC/ERKL = IAM
A—JL® ARN ZiEEL T,

$ aws securitylake create-subscriber-notification \
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--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
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"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::example-bucket"
1,
"detail": {
"bucket": {
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"name": "example-bucket"
1,
"object": {

"key": "example-key",

"size": 5,

"etag": "b57f9512698f4b09e608f4f2a65852e5"
1,
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"

}
}
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« iam:CreateRole

« iam:DeleteRolePolicy

* iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

« lakeformation:RevokePermissions

+ ram:GetResourceShareAssociations

« ram:GetResourceShares

« ram:UpdateResourceShare
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6.

MAEFRELLFHLU VAR ID ZA8L, [Save] ZBIRL KT,

FLUWASEID ZRETHE. HEIO AWSRAM UY —ZAHENBBNICEIREh, 47
A9TAN—OFLWDY —AHBENfERENET,

BYTROZAN—R., JORATHOT—TIHEELYNT YT BT ARIZ4)N—
ATY)DFIEAICH LD THLWIY R ITEZZEFTANBBENFHVET, YT A
DA N—DOFMICKRTE NS Amazon 1Y —AZ— L (ARN) A" Lake Formation 12>/
V=ILERUTHBEZBMRBLTILKEEV, RET—TILANOVY—=RAV 2 IBFEFDOE
FRZ S, YTAITAN—RBHFLWIDY AV O RERTIHEEHEEA,

ZTIZ N (AWS THT 2 N ID) ZiRET DI

1.

Security Hub 12/ — )L https://console.aws.amazon.com/securitylake/ZFH & £,

EREEBETHIORNIHAA42LET,

R—TOELBIHD AWS U= 3> LI Z—&EALT, Y7 RIS1N—0FF
MERETDU—T 3 EBRLET,

EDFES— 3> R4 T [Subscribers] (W TRV T4 N—) ZBRLET,

BITRITGAN—R=DT, SOFAREZZFRALTUHRETHDHTRAITA/N—%ERL
£9, BIRULEYT RIS ANODTF—RT UVt AFZEE LAKEFORMATION T& i hiE
TV EEA,

[fmEE] Z:BIRL X7,
BTRIOZAN—OFHFLWAWS PHOU N IDZABL, [Save] ZBIRLET,

FLOWTZADINID ZRETDE, LEIO AWSRAM VY —ZAHEN BB IZHEIBRE h
0, LEIOZ7U O NILROATY—REARNY—AZEATE LR A, Security
Lake EFLWD Y —AHRBEERLET,

HBTR9Z4N—&k, HFLL U NIIORERZFRAL T, FILLWDY—AHE%E
ZHAN, HRET—TIANOVY =RV 2V EERTIVEN HVET, chlikY),
LUTUSSNLEREYY—REFP I ERATEET, AFY7COUTR, 202
THIRNT—=TINEEEY NTFY T (BTAITZAN—ATY )1 OATY T1E &LV
2ZBBLTLKEEVW, YT RITAN—DOFMICEKRE NS ARN A" Lake Formation 1
V=NICRTREND ARN ERIUTHD & 2R LTLSEEL,
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OJY—RAREARYNY—AZwRETDICE

1.

API

Security Hub 12 — )L https://console.aws.amazon.com/securitylake/ZFH & £,

EREEBETHIONIHAA42LET,

R—VDELBIEHS AWS U—Y 3> ELIX—2BALT. YT RI T4 N—0FF
MERETZU—TUa L EBRLET,

EDOFES—> 32 R4 T [Subscribers] (W7 AUS4/1N—) #&RLET,

BT RAOTAN—R=—IT, SOAREZVEFERALTURETZIHTRAITA/N—%EIRL
£9., BIRUEYTRIZANDF—RT U tAREE LAKEFORMATION TH T hid
TVVEEA,

[(#mEE] Z:BIRL X7,

BEDY —AZBIRERTSH, BMNTHIY—AZBRLET, V—RAEBIRMRT S
E. BIOT O3> BEHYELBA, V—AZEMNTSD & ZBRL EHS. FiL
WY —ZAREBEANOBFRIERENEL A, L., Security Lake &, BilEhizy —
ACETWTHALake Formation T—7 L2 EHLET, YT RITAN—Ek, V—R
F—REIVIVTEDZRSIC, EFchERET—TILANOVY—-RAV O BERT D2
ENBHYVET, ATVSICOVWTR, "VOARATHO U ST—TIEEEY NT YT (Y
TAODTAN=—ATY ) ODATY T 2%SBLTLSEEL,

[REF] ZBIRLE T,

DIVFTOLAERZEFE O T RVSAN—_T7OT S LATHwRET BIZI1F. Security Lake API @
UpdateSubscriberARL—>3a>Z#EALET. AWS Command Line Interface ( AWS CLI) Z

FRALTWSBEE, update-subscriber AN REERITLET, VITARMTR., Y R—KEh
TVWANTIA—2&2FEFRALT, YTRITAN—DORDEBEEEX—IIT RLAZEELET,

« subscriberNamelllk, FILWHTRUVSAN—FBZIEELET,
« subscriberDescriptioniCik, LW EIEEL X,

« |[ZlksubscriberIdentity, Y 7RI ZAN—HNYV—AF—ROIOITVIZFERTZ T I
JNIL(AWS PHD> N ID) EAZRID #IEELET. 7UZINILID EAEID OEEEERE
TRIMBENFHYVET, chSOEOVTIAZBALURRICLTEZLVEEGR., BENEZE
LTLEZL,

c NEBIDDHDEFH — COFT I IAVIELEO AWS RAM UY —AHEZHIRL, Y7 A

I9ZA4AN—RAOFHFLVWIY —ARBL2ERLET, YTRITAN—R&, JORTHI K
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T—TINEEEY RNTYT (B TAIOTAN—ATY TYDATY T 1IZHE2>TH LLWD Y —
AVITERZFANDBENHYVET, RET—TIANOVY—-RAV IV TOEERD -
b, YTRIZAN—EFHLWIUY—RAV O BERTIHERFHY)EB A,

c TVINIOKEDEFH -OT oAk, RIo7U I NILAOQTY—REAM R K
V—AZHBTERWVWRSIC, LLETO AWSRAM VY —AHEZHIBRL £9, Security Lake
BFHFLLWOY—ZAHBEERLET. YT AT N—E., LV VTN OREER
ZEALT, HFLWDY—RAHEBEZZF AN, HRET—TILANOVY—=-A) U &ERT
DRENBHYVET, ChilCkY), FLLWITUINILEREBIY—-RIZTIVEATEEXT,
ATYZICOVWTR., "TPORT7HI U ST=TUHREEYNTYT HTRITAN—=A
TY) 1 DATYT1E2ZZRLTLKEZV,

ABIDETVIONLEEFHITRICE, JORATHIORNT—TILHEEYNTY T (BT A
DFZAN—ATY T VDFIE1 £ 2 I[CH2>TLEEV,

- sourceslClE, BIEOYV—AZHIKRTSH, EMTDYV—ARAZEELET, V—AZHIKRT
B5E. BMOT O3 REZEHYNERA, V—AZEMLTE, HILLUY—AHEAA
DBEFRFERENEL A, L, Security Lake Ik, BilehiY—AICEITVWTHELake
Formation T—7 )L EEFHLET. YTRAITAN—lk, V—ARF—REIVIIVTEDLS
2. EFENERET—TIAOVY—RAV 2V BERTIVENHYVET, ATYTIZOV
TRk, "JORTHIVRT—TIHBEYNT YT (BTRIZAN—ATY )1 ODATY
T2%7SBLTLSEEL,

DIVT O EAERFEOYTRAIZAN—DimE 78
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Security Lake 2 1)

Security Lake A" AWS Lake Formation F—ZR—RAET—TIWICRETZTF—XEVTITEE
¥, Security Lake 1Y —JL, APl, £&IE AWSCLITH—RN—=FT 1 OHTAIT 4 N—%ERK
TBHEETEET, Y—RN—TF1OHBTRIZA4N—F. EEL LY —AH S Lake Formation
TF—REVITVITB_EETEERT,

Lake Formation *—Z L 4 VBB EEK, F—X%Z0ITJITSIAMID IC, BETZIF—IR—AL
T—7 LI TBSELECTHRZRFETIHENf HYVET, £, F—RX%Z VT T SHIIC Security
Lake e T AOSAN—BRIERTIHBENHYVET, VIV FORREE DY T RAITANEER
ITRHEEDOFEMIOVTIE, TSecurity Lake Y T AV SAN—O VTV T IO ANER,, 258U
TLEEL,

N =R
« Y—A/N—232 10 Security Lake 7 T)
« Y—A/N—232 2 0) Security Lake 7 T')

V—A/N—232 1 ® Security Lake 2 T 1)

KDL a> Tk, Security Lake A SDF—RXD I ITVICETIHARAARE, FAT14TICH
R—=KREhTVBEAWNSY—ADITTVHZWVWKIARLET, chsDIITVEF, BED OF—
REBMBITDELSICHFEATVETAWS U—2 3>, ThSDOHITIE us-east-1 CKEREB (/N—
DZTAE)) EEALTVET, E5IC, YO TN ITVTRERER 258FOL I—RZRTLIMIT
5NTGA—BZ2FALTVET, CONTAXA—Z—RFEBITD_ELE, HHRIZDUTHAEITS L
ETEET, TOMOHFICOVWTIE, "Amazon Security Lake OCSF 2 TV GitHub 4 LU K1) 4
ZSRLTLSEEZL,

OJY—A7—7)L

Security Lake —X%Z VT2 L& F, T—XN1FET S Lake Formation T—7 )L DEF ZE®H
BDRENFHYVET,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

OJY—ART—7 L O—BHBEICEXDISIBEDNHYET,

e cloud_trail_mgmt_1_0 - AWS CloudTrail EEBA X2 ~

« lambda_execution_1_@ Lambda ®F—2A CloudTrail 1 X2

« s3_data_l 0-S3CloudTrail DF—X A4 X K~

« route53_1_0 - Amazon Route 53 Resolver 7T U074

« sh_findings_1_0 - AWS Security Hub #& H#& 58

« vpc_flow_1_0 - Amazon Virtual Private Cloud (Amazon VPC) 7O—0O%

fil:us-east-1 V—>3 > OF—7 )Lsh_findings_1_0R M 9 X T D Security Hub #E 52

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

F—BR—RAY—=aY

Security Lake —X2 & VIV TR EER. T—ROIITVROT—EIR—AV—23a 0 0ORE2E
HBIUENHV)ET, Security Lake N BREFA AL TF—EIR—AV =23 202 ARNID2WT
(&. TAmazon Security Lake T RARA >~y ZSBL T EE,

Bl: ) —Z 1P A5 M AWS CloudTrail 7971 EF 1 O—ERR

ROBITIE,. 20230301 (2023 F£3 A1 B) UBRICRERBENEY—RAIP192.0.2.1 h5NDFTXT
® CloudTrail 7O T 1 ET 4%, #### 1 DT—7 ) cloud_trail_mgmt_1_0 IZ—EXRRLE
9 DB_Region,

T—ER—AV—=T3> 80
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

N—F14> 3> HM

F—REN—TFT4232FBET, EIVTVICK > TARAF Y EhBDTF—X2DEZHIR
TEBDERSICBBEH, NTA—XANFELEL, JARNBIEENET, Security Lake
l[FeventDay., region, accountid/N\ZX—2ZBLU T, N\—FT414>3_-_2J%KELET,
eventDay/N\—7 423> TIREYYYYMMDDER ZEAL £9,

_tlfeventDay/N\—T 1> a2 & E2LIOTIDOHITT,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDay® — MBI XDEY) TT,
BEAFBICRELEARV D

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'S%Y%m%d%H') as
varchar)

BEADAACRELEARY B

> cast(date_format(current_timestamp - INTERVAL '1l' month, '%Y%m%d%H')
as varchar)

BE30 BBEICRELEARY K

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)
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BE12EBEICRELEARD K

Q—H—H1 K

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

BES TBEICRELIEAXRY B

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7~ 14 BEIICHREL ARV B

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, 'S%Y

%$H') as varchar) and cast(date_format(current_timestamp - INTERVAL
day, '%Y%m%d%H') as varchar)

BEOQDBNURBRICHRETDARY N

>= '20230301"'

51: 2023 £ 3 A 1192.0.2.1BUBOY—AIPASOITANTO CloudTrail 7OV T1ETA DA
N cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: T—7 I ND192.0.2.11BE 30 HREADY—AIPAS5DITXTO CloudTrail 7P7TF1ET 14D
1) AN cloud_trail_mgmt_1_0

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day,
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

0 0 0
%Y%m%d
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ORDER BY time desc
LIMIT 25

CloudTrail —&2® 2 T Al

AWS CloudTrail l&, TOI1—HY—FIOT4ET4 & APIOFERARRZEHFLET AWS O —E
Ao YT AU Z4/N—& CloudTrall F—2%Z V7T L T, RORXATOEREFETEET,

CloudTrail =X OV T OHlEXIZRLET,

BET7 BHEDO AWS O —ER ICXT B2 FEZHHM

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.1 BE7 HEOY—XIPASDOTXTO CloudTrail 72T 1ETA4D) AR

SELECT
api.request.uid,
time,
api.service.name,

CloudTrail —2® 2 T ')l 83
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api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1.'
ORDER BY time desc
LIMIT 25

BE7 HAEOIXNTOIAMTIOTAETADUAR

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFRFEBHAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 HEIWC KL = CloudTrail L—ROU A K

CloudTrail —2® 2 T ')l 84
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SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 Resolver 7T U O Mo T4l

Amazon Route 53 UV I)ILNN—O 2T ) OY &, Amazon VPC MDY —AIZ&k 2 TiTHh = DNS
JTVEBHLET., FIAERE Route 53 DY IIN—OoIT IO IITILT, XOBEOE#R%E
HETEEXT,

Route 53 Resolver 7T O 0l N DAZEITFET,

CloudTrail i8B% 7 HE® # SO DNS JITUDJ A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

B%x 7 BREICs3.amazonaws.com&E—HLAEDNS VTUDOU AN

SELECT
time,

Route 53 Resolver 7T OY 0 T 1)l 85
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src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BE7 BECHBAESNBASDEZDNS VITUDJAL

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '
cast(date_format(current_timestamp - INTERVAL 'Q' day, '
LIMIT 25

o\°

Y%m%d%H') as varchar) and
Y%m%d%H') as varchar)

o\°
o\°

BX7 HEIC192.0.2. 1ICERENAZDNS VTUD I A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0

Route 53 Resolver 7T OY 0 T 1)l 86
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CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub DR HERICEATS IO T

Security Hub Tl&, OtEF1)F 1 REZBFENICHEEAWS L, EF1 VT 1 EREEB LV
RARNTSU9TFARACBS L TREZFIVIITDDICKRIEET, Security Hub lEEF 2117«
FIVIOROBERZERL., Y—RN—FT 1O —EANSHEREZZTRYUET,

Security Hub AEZRD I TV OHIFRODESB Y TT,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREBEFER

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 HENDERIT2RHEER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

Security Hub O HERICETA O T 87



Amazon Security Lake d1—H¥—HA R

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d

%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)

GROUP BY finding.uid

LIMIT 25

BE7 BEOFEREEUADIXNTORERR

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

)Y —AN Amazon S3/NT Y R THZBE DR (BEFIRZL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A 1 (RRE&IRAL) A LOBEHER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

— iR e 551 & F& i (CVE)CVE-0000-0000 |[“% =9 &R (BFEGIRZL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 BEIZSecurity Hub A" SR ZEFE L EHRB O

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 HEOERIIEEFNDUY—AZATOH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 HEOREERL SBSNERSEE/NY T2

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 BBEICEEENLEHAERER
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SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC 7O—0O5 02 T4l

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADRY RD—D 412X —T I A AEDET
EZEEChD PN 714V OICBIRFHMERHELET,

Amazon VPC 70O0—0O7 00T VUDBIIOEHY) TT,

BE7 BEORED AWS U—23> ORNZF 74V

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOREETIP192.0.2.1 EREEXTR—R220T7I9TAETFADIARN,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 BEO@ERDIEE IP T RLADEK

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE7 BEIZ 198.51.100.0/24 A SHRELIZNZ 71V D

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'.
2)="'51"
LIMIT 25

, 1)="198'AND split_part(src_endpoint.ip,'."',

BE7 AEBOIXTOHTTPS NZ 719D

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
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dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

B 7 AEOR—Na43TOEGO/NT Y MR

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7HED®IP192.0.2.1 £ 192.0.2.2 D INTDORZ T4V D

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1"'
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AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

BE7 AERAOIXTODAINDRRNZ T4V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7HEOIXNTOTIRNTRINZTAYD

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BEX7 BEICHERENEIRNTORNT 74V

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25
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V—AN—232 2 O Security Lake 2 T 1)

Security Lake A" AWS Lake Formation ¥ — 2R —AET—TIIICRETZITF—X2EIITITEZE
9, Security Lake IV —JL, APl, £k AWSCLITH—RN—=F 1 OHTRIVTAN—%ER
ITREETERT, Y—RN—FT1OHTRIZ4N—F, EEL Y —RAH S Lake Formation
TF—REVIT)ITB_EETEERT,

Lake Formation *—X L A VEBEF, F—X&Z VT JTSHIAMIDIC, BETEITF—EIXR—RAL
T—7 KT BSELECTHERZNFETRIHEN HVET, £, F—2E VT T BHIIC Security
Lake ICH T RAOTAN—ZERTRIHVENHYVET, VI TIORREZE DY T A4 NEHER
ITRHEEOFEMICOVTIE, TSecurity Lake YT RAVZAN—OQOVITI)T IO ANER, 258U
TLEEV,

RDED> 3> Tk, Security Lake A SDTF—RD VT VICETIHAAVAE, JAT4TICYH
R—REhTVBEAWS V—RADIT B ZEWVKDOARLET, CchsOII VK, BED OF—
REWMBIDELSICHRIFTENTVETAWS V=232, ZhSDOHFITIE us-east-1 CKERER (/N —
SZTAE) ZEEALTVWET, &8I, YOOIV TRER 25540OL I— RZRILIMIT
5NTA=—BZ2FALTVET, CONTX—X—REFEBITDEE, HFHRICWUTHRETD L
ETEET, TOMOHFIZOWVWTIE, "Amazon Security Lake OCSF 2 L) GitHub 4 L Z K1) |
ZZRLTLEZY,

OJY—A7—7)L

Security Lake —2&Z VT $2 L&, T—E2NBEET S Lake Formation T—7 )L OBFZE®
PRENBYET,

SELECT *
FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

OJY—ART—7ILO—BHBEICEXDISIBEDNHYET,

« cloud_trail_mgmt_2_0 - AWS CloudTrail EEB A X2 ~

« lambda_execution_2_ @ Lambda ®F—2A CloudTrail 1 X2
« s3_data_2_0-S3CloudTrail DF—X A4 X~

« route53_2_0 - Amazon Route 53 Resolver 7T U047
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« sh_findings_2_0 - AWS Security Hub # iR
« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) 7 O—0O%'

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) EE& QY

fl:us-east-1 U —>3 > OF—7 )Lsh_findings_2_0R M 9 X T D Security Hub #E 52

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

F—RR—AY—Tay

Security Lake —2&Z VIV TR EER. T—ROIVITVROT—ER—A)—2a>0OR6%ZE
HBIRBENHVY)ET, Security Lake N REFAAELZT—IR—A V=320 ARNIDWVWT
l&. TAmazon Security Lake T RARA 2~y ZBRBL T EEL,

Bl: ) — A IP A5 Amazon Virtual Private Cloud 7251 ET 1% —&XRRT

ROBITIE, 20230301 (2023 F£3 A1 B) UREICREBRENLY—AIP192.0.2.1 5DF
XTD Amazon VPC 7O T4 ET 1 &, #### 2 DT—7 ) vpc_flow 2 0 \C—ERRLFE
9 DB_Region,

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

N—F1> 3> HM

F—REN—TFT4232FBET, BIVTVILK > TARAF Y EhBDTF—Z2NDEZFHRTESD X
SICBDES, NT7#—XANFEMEL, JARNNFHIBE NET, Security Lake 2.0 Tlk. Security
Lake 1.0 EN—FT 423 OEENBETEMS V) ET, Security Lake l&. time_dt, . regionH &
Cz2zFEALTIN—TFTA1423 00 %ZRKTDELSICHKVYEL fzaccountid, —F . Security Lake
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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1.0 Tldkregion, eventDay., . 8K accountid/ N\FX—RZFEALTN—FT 123 _ T %E
ELTVET,

DT RETITDE time_ dt S3ASBNEN—F 1> aUHABEBNICERKE N, Athena DEE DR
BR—ADT7 1 —J)LREBFKICIT ZRITTEET,

hiE, 2023 FE3 A1 BABICN—FT423>ZFALT time_dtOJ 22T VT2 0T Dl
T9,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt D —iRMBEIEXDBEY T,
BEA1FEBICRELEAR B

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l1l' YEAR
BEA1DABICRELEART B

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
BE 30 BECRELEZARY B

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
BE12BFEICRELIZAXR B

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
BES DEICRELIZAXRY B

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7~ 14 BREICRELLZAXRV B

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

BEOBNUBRICRETDIAR b

WHERE time_dt >= TIMESTAMP '2023-03-01'
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f51: 2023 £ 3 H1192.0.2.1BLLBOY—RAIPASOITNTO CloudTrail FOFA1EF1 DI A
N cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: =7 I HND192.0.2.18BX 30 HEDY—RAIPASDITNTH CloudTrail 77T A ET 14D
IJ AN cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake A7/ —NXEUF1 0O T

A7H—INE)T 1 &, Security Lake 2.0 TRIAAREICK 2 HMEET T, AT H—NEVFT1F7
SIHORG. ARV NADS<DBFTEH > LEEEHRESLEAY NEETT, #7F—/\E
VT1420T)3sE, A——RBF—2ty h2@PSELRILOEFIVFTAAH A KN25|&E
HYENTEFRT,

FATH—NEVTFI HOBENEZEZIIN TR ET, F—E2EY NEREOI—Y—K., UY—
A UIDs, IPs, TDOt® IOC 24 7 DIEHREBEEICHETEET,

Chid, #7H—NEUF 1 ESZERL T, VPC 7O—& IP & M172.01.02.031 Z& Route53
T—7IILETOJE ISR IVIVOHTT,

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail #—&2® 2 I Al

AWS CloudTrail I&. TOI1—H—TFOF1EFT1E API OFERRREEHLET AWS OH—E
Ao YT AU T4 /)N\—I& CloudTrail F—2Z 0 TJ)LT, XOZATOEREFBETEET,

CloudTrail =202 T OFlZERICRLET,

AWS DH—ERXABE7 BE® ICXNTEIFELHAK

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.1BE7 BEOY—AIPASOINTO CloudTraill 77T 1ETADJAL

SELECT

api.request.uid,

time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1.'
ORDER BY time desc
LIMIT 25

BE7BEOIXTOIAMTITAETADOUAN

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFREEEHRAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uid_alt,
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actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

Bx 7 BEIC KL = CloudTrail LO—RO U A K

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 Resolver 7O Mo T4l

Amazon Route 53 UV I)ILIN\—o 2T ) OY k. Amazon VPC DY —RIZ&K > TTH Nz DNS
JIVEBHLET, FAHE Route 53 UV IN—OoIUOTEZITIVLT, XOBEOERE
BIRTEET,

CloudTrail B 7 HE® SO DNS VITUMDU AN

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25
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B% 7 BREICs3.amazonaws.com&E—HLULAEDNS VTUDU AN

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BE7 BEICHERENBZHASDIZDNS JTUDU A K

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

BE7 HEIC192.0.2. 1ICRENIZDNS VITUDU A K

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1"'

AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

Security Hub DR HEFERICEATS IO T

Security Hub Tk, OtF1UTFREZBENICEEAWS L, X1 VT 1 ERBEERS LT
RARTZOTFAAZRBSLTREZTFIVITBDICKILEET, Security Hub [+ 115 1
FIVIRAOKEREZERL, Y—RN—FT1OH—EANSHEREZZTEY T,

Security Hub AEZERD I TV OHIRERXODESY TT,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREBEFER

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 BENDER TS RHER

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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GROUP BY finding_info.uid
LIMIT 25

BE7 BAOBREMUADIXNTORERER

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

)Y —AN Amazon S3NT Y R THBHEENHRER (FEFIREL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A" 1 (REHIRAEL) M LK EHER

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

— kMR RESSME & B H (CVE)CVE-0000-0000 (C3%4 2R EFER (BFRESIRAZL)
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SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

iB% 7 HEIZSecurity Hub A SERZEE L EHRBOK

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 BEOERIIEEFND VY —AZATOH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

BE7 BEOREERLY SBSNERSEE/NY T2

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 BBEICEEENLEHAERER
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SELECT
status,
finding_info.title,
finding_info.created_time_dt,
finding_info,
finding_info.uid,
finding_info.first_seen_time_dt,
finding_info.last_seen_time_dt,
finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

Amazon VPC 7O—0O7J 02 I )4l

Amazon Virtual Private Cloud (Amazon VPC) [&, VPCAD XY ND—DJ A2 X —T7IAAEDOET
EZEENDIPRZ 714V 0ICEITRHMEERELET,

Amazon VPC 70—0O07 00T UDHIE RO ESY) TT,

BE7BEORED AWS U—232 ORNZ 74V D

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')

LIMIT 25

BE7 BEOKEFETIP192.0.2.1 EXEFERAR—R220F7 7T 1ETA1DUARN,

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 BEO@EBDEEIPT7 RLADEK

Amazon VPC 7O—0O5 0o 1)l

105



Amazon Security Lake d1—H¥—HA R

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BE7 BEIZ 198.51.100.0/24 A SHRELIERNZT714v D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

B%7 BEOIXTOHTTPS k57145

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BXE7 HEOR—BNL3TETOEZGEDO/NT Y NEUE

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BX7 HE® IP192.0.2.1 £ 192.0.2.2BNDIXNTORNT T4

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip = '192.0.2.2"')
OR (

src_endpoint.ip = '192.0.2.2'

AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time_dt ASC
LIMIT 25

BE7 BEOIXNTOANDRNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BET7HEOIXNTOFTIRNDIRINZTAYD
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SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'QOutbound'

LIMIT 25

BE7 BECERENLEIXNTORNZ 71V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied’

LIMIT 25

Amazon EKS @2 L) 45l

Amazon EKS Logs &, A NA—IL7L—20OF7 V9T 1 ET 4 ZEHL., Amazon EKS J2 hO—
LNTL—2h8 THONO OJICEEEEOY &2 CloudWatch OV ZRHLET, chso
OJIC&Y), VSAZ—DOREERTHNBRRICBYET, YTRAISAN—REKSOVZIVIJL
T, RDRATOERZEETEET,

EKSOJOOITUHZRICALET,

BE7 HEOEBED URLAOUOIITARN

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"'
LIMIT 25

BE7 BHEOD 710.097.1671 PSVITARNZEHTS
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SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

B% 7 HE® 'Y —ZAkube-controller-manager " ICBEEFMITSNEVIIARNEL AR A

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25
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Security LakeD Z A4 734 V) EE

Security Lake ZHARXI A AL T, AWS U—23> FLEITIBBETTF—XZRETEET, T
A7HAONERBEGE, SETEBAVT AT ABEHANOERIZEKIEET,

RIGEE

T—REJARN MBI RETEDLIDICERBITRICKK, T—RXOREFREZITVE T, Security
Lake & T—2X%Z A7 T ~&L T Amazon Simple Storage Service (Amazon S3) /N Y N ZRTE
T, REERERK Amazon S T4/ 7H A VIIBREICHISLET. ChSOREETS LT,
FLETD Amazon S3 ANL—TUFSRE, SSATDIVRMNBIOANL—O0FRAICBITELE
BEWHRAVNDEICEDARNL—D VT AICEEDHEEEETEET, Amazon S3 T4 7H A
VI EREDFMIC DLW T, Amazon Simple Storage Service 1—%—HA RO "AKL—2547
HAOILDOEE, 25RBL T EEL,

Security Lake Tk, U—2 3V LRI THREZREZEELE T, LEAF, AWSU—232 BE
NDIRTDSIFATSIIVRNETF—RLAVICEEAENTHAS 30 HEICSIEEIAARNL—22
SALBITITDRDIEBIRTEEXT, 74 MO Amazon S3 ANL—2 U5 Al S3 Standard T
9,

/A Important
Security Lake (& Amazon S3 Object Lock ZHR—KLTVWEEB A, T—ZLAIONT Y K
MFERE B E, S30bject Lock T 7 F I NTEMICBEYERT, F7AIILNREE—RT

S3ATDIVORNOAY I ZBMICTRE, F—RLAIANOERILE O F—ROBED
RHiENE T,

Security Lake ZBMIC T 2B ORERELZITVET,

Security Lake ICA >V R—FT 12T FBEEL, UTOFEICH>T1 2REQOU—23a2 OKRE
REEITVET, REREZTHLABWVIEE, Security Lake & Amazon S3 54 7H A VILEREDT
7ALBREZFEALET, D2FV., S3StandardANL—2 VT RAZFEALTTF— X ZEHRICK
FLET,

Console

1. Security Lake 1127V — JLhttps://console.aws.amazon.com/securitylake/ ZB & £ 9,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://console.aws.amazon.com/securitylake/
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2. "ATVT 2 AVR—F4TD—-—0OT70—0OHEHEEESZ, ICRELES, TANL—DS
ZADREIR, T TBITEREM BBRULET, RIC. S3ATP IV MEHITTS Amazon
S3ARNL—COTARAZEBIRLET, (JARENTVWEBEVFTIAIILNOANL—2 95 A
S3StandardT9, ) E o, TOANL—DO0FRAOREHE (B ZEELE T, ThUR
AT DT ORNERBIOARNL—20FRAICHITT B2, [Add transition] ZIBIRL, XD A
NL—2O0ZAEREHBEOREZADLET,

3. S3ATCIVNOEMBREIETSICIE. [Add transition] ZIBIRL F£9, KIZ, [AB
L—20Z A2 [HIREYIN] Z28RUET . REHEICEK, 772209 MNEREhTH
5, FEODARNL—S9SA%FEALT Amazon S3 AT IO N ERETZE5TBH%E
AALET, COHBNIrKRTIDE, AT TV NEHRTINIZEY, Amazon S3 FThs
ZHIBRLE T,

4. BTULES. RN ZERLET,

TEE, UBIOAR—FT 42T AT Y 7T Security Lake ZEMICLEIXNTO)—T3 I
BARAEZIhERT,
API

Security Lake NDOFA U R—F 14 VT RICRBFREZ7OT S LTHERT B ICIE, Security Lake
API CreateDataLake DBREZFEAL TKEE VW, ZFEALTVWSEEEFE AWSCLI, ANV K%
ETULET, create-data-lakelifecycleConfiguration%ERZRREREZUTOKRSIC/INT
X—=RICEELET,

- transitionsiZi&, BE® Amazon S3 ANL—2 YT A (storageClass ) IZS3A7ox
UNZERTFISEETEE (days) ZEELE T,

- expirationiClk, A7 IV NN ERENTHAS, FEODANL—TUFRAEFEALT
Amazon S3ICA T DIV N ZRETHDEHARZEEELET. CcOHBENIrRTIDE, 77
TSI NIHRTINICAY), Amazon S3 kTN S ZHIBRL F 9,

Security Lake l&. configurations# 72 I Y h®Dregion7 1 —)LRTEELLV—232I(C
REZHERALET,

FEREF, us-east-1ATOON REV—23a>oeF21 )T LA 0Z2BRICLET,
CO)—=23a>TR, A7 TV NE 365 BRICHRINIZKY, #7219 Nk 60 BEIC
ONEZONE_IAS3 ARL—2O9FRAICHBITLET. < DHlIF Linux, macOS, Fi=IF Unix AIZ
73— Y RENTEY, B TEEMEE I EDICNAYIRS Y1 () OFRELTEME
BALTWETD,

Security Lake ZEMICTRBROREREZITVET, 111


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

RIFERE D EF

Security Lake ZB#ICL =S, UTOFIREICHE>T1 2REOV—2a>oREFREZEHL TL
EEW,

Console

1. Security Lake 11>V —JLhttps://console.aws.amazon.com/securitylake/ZFA & £ .

2. FEF—23URA2T, V=232V Z2BRLET,

3. V—23arvzERL, wE] 2BRLET,

4, [ANL—=20ZADER| 20232 T, BEBREZANLET, ANL—DOUFA
T, S3ATP IV NEEETDAMazon SSAKNL—TU 9T AEEBIRLET, (JARENT
WEWFT7Z2I)ILMNDARNL—2 95 A S3 Standard T, ) RIFHPEICIK, TOAKNL—
SOTFACKRMIDBREADLET.,. BRORNZ D23V ZEETERY,
S3ATDIVRZEVWOHRTUNIZTIAEERETSICE. ANL—T0FR0 HRTIN]
ZEBRLULET, X, REHEICE. 7729 MERENTHLS, FEOARNL—
ZAZFEALTAMazon S3IZAT IV N ERBETDEFTEBEADLET, COHBEN
RTIDE, ATDT O NIBREYINICAY), Amazon S3 TN S ZHIBRLE T,

5, BTILES, RE 2BRLET,

API

REFEZTOAT T LTEFH T 5I(Z1F Security Lake API UpdateDataLake Dig{EZ £
L., ZFEALTVWAHEIEEINV REETLET, AWS CLlupdate-data-lake' ) J TAKNT
l&. lifecycleConfiguration/NZX—2ZFERAL THLWREZEELE T,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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- BITREZZETDICIE, transitions/ N\SX—Z&ZFEAL T, HED Amazon S3 AMNL —
29 Z A (storageClass ) ICS3 AT IO NEZRETZIHL VERZ B (days) BT
BELET,

s 2EROREHEEZETDICE., expiration/N\TX—2ZFEAL T, A7 TV M ERE
nThrs, FENVANL—CU9SRZFEALTSI AT I VN EZRETIAFAREEEL
F9., CcORBHBEANIKRTITRE, AT I I NIHRTINICAY) ., Amazon S3 EEh S & H
BRLE T,

Security Lake l&. configurations# 72 IV KNMregion7 1 —)LRTEEL LV =23 IC
REZHERALET,

EZIE., AWSCLlus-east-1J XOOX Y REFEU—=2a3a 2 0F—2BEREEE AN L —
DBAREEEHLES, CcOU—232 TR, 77TV NI 500 BRICHRINIZE

V. A7 IO K& 30 B&IC ONEZONE_IAS3 ARNL—2O9ZAILBITLET, bl
Linux, macOS, FklFE Unix AIC7#—X Y REIhTHEY, R ITETEQ LTI EHIC/NY
VATV () DITHEXFZEEALTVWET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration™:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

O—=IIL7y7U—3>
O—IL7y7U—>3>Ek, 1 20E0F5) 23> 0F—2&8KaLET, Chid, wisoF—
BRAVTSAT O ABHICENTDIDICEZILIEETT,

O—L7Y7)—=2320REFECODVTR, 22RLTKEEY, O-ILT7YTU—-23 20K
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A= AN—"tF21 )T 1 AF—XTL—LD—7
(OCSF)

OCSFE [FfATT A

Open Cybersecurity Schema Framework (OCSF) Ik, A N—tF1 VT 1 ERD AWS KLV EE
BN—RNFT—ICXBDHEFOF—T VYV —-AOEVHEATT, OCSF l&. —BAEEFIVF 14X
VROBEAF—NERMHL, AF—NXOENZBRBICTAIN-DIEBREEZERL, ¥V
TAOAVDERELFNAEEZNRELEBCEBRYOERAZBHRIAATVET, OCSFO/NT U Y
I9V—AOd—RIE TRARENATVWETGitHub,

Security Lake (&, XA T A 7ICHR—RENTVWD ASEEBLEOTEARY N AWS O —E
A % OCSF AF—YNICHEMNICEBRLET, OCSF [CEH#L 1=, Security Lake I&E7—X% % O
Amazon Simple Storage Service (Amazon S3) NTY N (Z &1 DONTY MNAWS U—232)
ICRTFELETAWS THI U Re HDARLAY—ADNSEFIVFALAVICEZIATFNZO7EMX
>~ MiE. OCSF AF¥—< & Apache Parquet TERICERL TVWBDURENFHYWET, YT AISA/N\N—
&, O EARNZERBA® Parquet L—RELTIRS ZEE, OCSF AF—XDARINIS
AZBEALTLO—RICEEN2BEHRERY EBICBIRIZEETEET,

OCSF /1 XNV T A

FED Security Lake YV —AASOOT EA RV MNE. OCSF TERZBENEHBEDAARNIT AL
—BULET, OCSFOANRKNITZ AL, DNST7OF1ETA4, SSH7POVT1ET 1, REEBE
FHNVET, BEOY—ANEDARINITAE—HTBIHEZBETEEXT,

OCSFY —AM# 5l

OCSF &, EEETEFLBTA—IIRZFALT, BEOOATRARNORERTZRETHOICEKIL
5%7, cns5ld, SecurityLake DY—RELTRATATICHR—KRENATVS AWS OH—E
ADEETA—I)LRDIETT,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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https://schema.ocsf.io/classes?extensions=

Amazon Security Lake

Q—H—H1 K

=R

CloudTrail

Lambda &—

RANRD N

CloudTrail &

BAXYD

CloudTrail S3
T—RANKY

k

Route 53

Security Hub

VPC Flow
Logs

The OCSF source identification for AWS log sources (Version 2) are listed

metadata.

product.name

CloudTrai
1

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

in the following table.

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

AWS

metadata.
product.f
eature.name

Data

Managemen
t

Data

Resolver
Query Logs

Security Hub
ProductNa
me fEE —H
LET

Flowlogs

class_name

API
Activity

API
Activity,
Authentic

ation , ¥

(& Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

metadata.
version

1.0.0-rc.

=

'_I

'_I

|_\

'_\

.0.0-1xcC.

.0.0-xcC.

.0.0-xcC.

.0.0-xcC.

.0.0-1cC.
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Amazon Security Lake

Q—H—H1 K

=R

CloudTrail
Lambda &—
RANRD N

CloudTrail &
BARN

CloudTrail S3
T—RANKY
N

Route 53

Security Hub

VPC Flow
Logs

metadata. metadata.

product.name  product.v
endor_name

CloudTrai AWS

1

CloudTrai AWS

1

CloudTrai AWS

1

Route 53 AWS

AWS Security AWS Security

Finding 2 Finding ¥

= (ASFF) = (ASFF)

ProductNa CompanyNa

me DEE— me OEE—

BLET BLET

Amazon VPC AWS

metadata.
product.f
eature.name

Data

Managemen
t

Data

Resolver
Query Logs

ASFF
featureNa
me e
E—H
ProductFi
elds

Flowlogs

class_name

API
Activity

API
Activity,
Authentic
ation , ¥k
(& Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

metadata.

version

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0
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V—A metadata. metadata. metadata. class_name metadata.
product.name product.v product.f version
endor_name eature.name

EKS EE&O Amazon EKS AWS Elastic API 1.1.0
J Kubernete Activity
s Service
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Security Lake & O#HE

Amazon ¥ 1T AL AV, AWS OH—EX tORBPH—RN—T 1 HBLEHKEETE
£, HETEE., Y—AE&L T Security Lake ICTF—REZZEELEY, YTRAIZA4/N—EL T
Security Lake DTF—XZFAL Y TEET, UTOREY VTR, EOH—RN—FT1HEN
Security Lake AWS OH—E R EFEEENB A EHBLET,

N =R

- AWS DH—ERtEF1UTFALATEDHKE

« Security Lake EQH—R/N—FT 1 —#E

AWS DH—EA EF1UFALATEDKE

Amazon AWS OH—EREF1UFA LA VRO EDEHEEETNATVET, H—ERARF., V—A
e, YT RAI9SAN—%E., FEFZTOMAELTEETZIHEEN HYET,

V—ZARELCRATO7ONT A HFHY)ET,

« Security Lakelc 7*—XZHEELE T,
« F—A & Apache Parquet ERXCTEEET
s F—RNAF—NICEBLET, A—T7HA/N\N—tF21)T74AF—Y 7L —AL"D—7" (OCSF)

BTRITAN—BRECERUTOZONT A BV ET,

« HTTPS T2 RiRA > M E =l Amazon Simple Queue Service (Amazon SQS) F 1 — T Security
Lake 'S5 Y —ATF—REFZAIMBDH, SOV —RF—RZEEIT L THEAR)ET., AWS
Lake Formation

« Apache Parquet ER O F— X &5 A5 Z EANTE S (Security Hub X TDH DI A T 1 74
R—KNY—ATIlE, Security Lake A" hZ BEIHNICREL FT)
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"Version": "2012-10-17",
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"Effect": "Deny",
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"Action": "s3:*",
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"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}
I
{

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

I

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"
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"Condition": {

"StringEquals": {
"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
}
}
}
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* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

* lakeformation:RegisterResource

* lakeformation:GrantPermissions

* s3:ListBucket

* s3:PutObject
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"Version": "2012-10-17",
"Statement": [

{
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"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

PIAABEET NI MIEEETNEEEDOEE L HIBRZEFTTA

ZOPITIE. AWS Organizations EE T H V> MO 1—H—HFEBEOEEE iz Security Lake B
EEEBELTCHIRTZCEEZFTTDRIS—2EKTDHEERLET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

]I
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"Resource": "arn:aws:securitylake:*:*:*"

P2 JICESVWTI—¥Y—HFBaEELE1I—JF20ZFATITD

ID RX—ANDKRIZ—TlF, ZHEEFEHL T, RTIZESWT Security Lake VY —AANDT IR
ZHETEERT, COBITIE. Security Lake IV — )L F 1=lF Security Lake APl ZEAL T, 1—
YT AISAN—EBRITDEEHFUTTIRI—2ERTDHEERLET, L, 7
DEAFARK, YTRIZANOAA RTOENF I —D1—H—BTHIEEICOIfIEENE
CB

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
.
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}
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20T, TIAM 1—#—74 K1 ® TIAMJSON 7R > —0DEZK: Conditiony Z2ZBL T EE
W, Security Lake VY —ZADO R JFFOFEMIZ DV TIE, Amazon Security Lake )Y — AN X J 4
b EBBLTEEL,

AWS Amazon Security Lake ® Y &Z—2 RARU S —

AWS BEEERD S —F, ICK > THERBIVPEEETNDAZRT7ORIUS—TT AWS, AWS
BEER)—F, ZLO—MOI1—AT—RILT7 7 AHFNEFETELSICHFTFEAhTVD D,
A—H—, JI—7. O—=IICTF I EAHFTOE) HTE2HHBTEET,

AWS BERYS—, $XTOAWS SEENFEATED LD, BENVI—ZAT—RICHL TR
BEOT VAR TENETEDHTRHAVIEIEELTKEEY, I—RAT—RBICHRZT—
YE—IRRUS—ZERTHIET, PURAFAEBYRALZEZBEBHLET,

AWS BERYS —TEBTNTVB TP I LATTRIEETEE A, H AWS BEARYS —TES
ENTVWABTIEALTTAWS 2FFHT2E, TOEHFRIRUS—HFFRYFERTVRIRTOS
DI NID (A—H—, FI—7, O—J)L) CEEBLET. AWS E, HLLAWS OH—ER
BEEhieE, £REBREOY—ERATHLWAPI AXRL— 3 AERTREICE > REE I,
AWS BIER)S —2EHI DTN RES<SZYET,

FHCEOVTE, TIAMA—Y—HA R, O TAWS XF—I RARU D —; ZZRL T EEL,

AWS Y x—2 RR1) 2 — . AmazonSecurityLakeMetastoreManager

Amazon Security Lake (&, AWS Lambda ¥ ZFERAL TF—ZL A1 VRO AXARTF—22EEL &

T, cOBBEFERATSH LT, Security Lake &, F—REF—R T 7 4 )LZ2E T Amazon Simple
Storage Service (Amazon S3) /N\—F 4 < 3 > % AWS Glue Data Catalog T—7)LIA4 > F v I A%
HMTEEXRT, cOBEBRI—IZWE, Lambda BEA SSN—F 1232 &F—R2T74)L%Z AWS

Glue T—7 WAV TFYIRTRLEODINTOT IV EAFANEETATVET,

AT Al D FFHA
CORDVD—IZE, UTOFAFrE8ENATVET,

« logs — 7)< /N)LA" Lambda B3 M H 1 & Amazon CloudWatch Logs ICOJ R TED LS
ICLUET,
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e glue-7"U>Z/N)LH AWS Glue Data Catalog T— 7 ILICH L THENDEZ ATV a v ax
TTEDELSICLET, kY, AWSGlue VO—F—RBTF—XAON—T 1> 3> %HE
THLETEXT,

« sqs— 7 U NN)LA Amazon SQS F 1 —ICH UL THEDHIIY B RPEZAKLT VA%
KITL, F—ELAITAT IO EBMELREEHFENEEE AR MNEANZEAETED X
SICLET,

e sS3—TUINIIHFTF—REEL Amazon S NT Y MW U THREDTHEY B XTEEIAHK
TO2aA 0 "RRITTEDRSICLET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",
"Effect": "Allow",
"Action": [
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"
1,
"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
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"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

1,

"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS Y Z—T RARUZ —

164



Amazon Security Lake d1—H¥—HA R

}

AWS Y X&x—2 RR1) 2 — . AmazonSecurityLakePermissionsBoundary

Amazon Security Lake I&, B —RN—FT 1 DHAZLY —ANFTF—RLAVICTF—R2EEIAT
HBOENDE, H—RN=—TFT A DAARLYTRAIZAN—NDNTF—RLAINST—3EEHETHILO
O IAMO=)LEERL, ChsOO—LZERTDEEICCORID—EFEAL THEROERZE
ZLET, CORVI—ZFEATRILEDHIC. BEENETIIRENf HBTI2IEHYEREA.
F—=BLAINFHDAZI—YZ— R AWSKMS F—THEB{LENTVWSHBA, kms:Decryptd
& 72Ut Akms:GenerateDataKeysF A A BINIE hE T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sqgs:ListQueues"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
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"s3:
"s3:

"kms:
"kms:
sgs:
"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:
sgs:

1,
"Resou
I
{
"Effec
"Actio
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

15
"NotRe

"arn:aws:s3:::aws-security-data-lake*"

]

I

{
"Effec
"Actio

"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:

]I

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

}I

{
"Effec

"Actio

PutObject",
GetBucketlLocation",
Decrypt",
GenerateDataKey",
ReceiveMessage",
ChangeMessageVisibility",
DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"

rce': "xnu

t": "Deny",

n": [

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation"

source": [

t": "Deny",

n": [

ReceiveMessage",
ChangeMessageVisibility",
DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"

t": HDenyH’
n": [
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"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

]
}
}
},
{
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
I
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}
},
{

"Effect": "Deny",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
1,

"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
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"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

AWS Y x— RR1J < — : AmazonSecurityLakeAdministrator

THI>2 MOz (2 Amazon Security Lake ZBMIC T2 EIIC, 7V N
(CAmazonSecuritylLakeAdministratoriRUS—ZTFRYFTEERT, CORUZ—ICKY, T
)22 IN)LY Security Lake DEXTDFT I AVICREEICT IV EATR e FIE D, EBE
FarfiseshsExd, TRk, 7UINILEEFIVFTALAOICHAVR—FT12TL, £F2)
TALAOTY—REYTRIVSAN—%2BRETEET,

DR —IZl&E, Security Lake B & A" Security Lake ZBLU TH O AWS H—E RICX L TETT
TEBDTUVIAVHFEENTLVET,

Z MAmazonSecuritylLakeAdministrator/R) > —k. Amazon S3 VOAR)—3 > L7
T=23a nEER, TOHFLLWF—ZN—FT123>20&EFEAWS Glue, DARXLY—AILEME
NEEF—RICNTS Glue VO—FORT, FLEEHLLVF—FO HTTPS T RKRA 2 N YT R
SAN—ADOBEHD =8 IZ Security Lake HHRBETRDI—T A VTAO—IOEREHR—KNLT
WEBA, chsOO—)LIk. Amazon Security Lake DB A ETHEAT N TWVWD K S ICER/IICHE
MTEET,

Security Lake ICl&, AmazonSecuritylLakeAdministrator8®ERU>—ICMA T, F>
R—F AT EREREEND-H ND1akeformation: PutDatalLakeSettingst&ERN HET

9., PutDatalLakeSettingslk. Z7HIO2 MARADOIXTDI—>3 2 D Lake Formation )
V—ADBEBEZBELTIAMTZ U N ZRETEERT, <cOO—)LIC(Fiam:CreateRole
permission& AmazonSecuritylLakeAdministrator®RU S —HFREAE A TVBIHEN HVF
T,

Lake Formation B & & Lake Formation AV —I)LAD 7 I T VA EZHS. BT —XE
BETUVEAERZFHMHTE T, Security Lake Ik, Security Lake ZEMICTZ 7TV NI

& AmazonSecuritylLakeMetaStoreManagerO—)L (¥R ZFDMHDIEEE hizO—)l) Z Lake
Formation BEBEE L TEHTET, chicky), BEBEIFT—TILOER. T—7ILAF—XD
FH, FLWAN—FT1230FF, T—7ILICHTREBORELRTSO CENTEEXT, Security
Lake EBEZEI—HY—FEREO—-IIDORI—IZFE, KOT O AHFAZEDIHLENHYET,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutlLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
T O AFFAI D4R

CORIVD—IZE, ATOT I EAFANEENTVET,

- securitylake - §XT D Security Lake 7 V2 I VADTEEBT IV AZT I NILICEFAIL
£9,

« organizations — 7" > < /X)L AWS Organizations A S#EBRND T H U MCBET 2158 %E
MEBTEDELSICLET, PTHIURFEBICELTVWSRESE, NS OFFAIE. Security Lake
A= DNTHIRNBETHI VN ESZERRITDEEFALET,

e iam— 7' /N)LA" Security Lake, . AWS Lake Formationd KT OH—E AIC
D2 0&EnO—)LZERTEDELSICLET, < hlk Amazon EventBridge. < h 5
NH—ERZBMCTRDEEOMRERATY T TY, £k, YTRUZ4/N—0O-)&
HAZLY—AO—LORIS—ZERBLRETEET T, chsOO—)LDOHER
l&. AmazonSecuritylLakePermissionsBoundary’RUZ—THAIENTVWREDICRESE h
£,

e ram— 7' )NILA" Security Lake Y —AANDHY T AT 5 4 )N—IZ & B Lake Formation XK — &
NDOTIVTIOEARERETEDELSICLET,

« s3— 72 N)LA Security Lake N Y R EERB RVEEL, TNSONTY NORABRZER:
B _EZFALET,
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lambda —AWS V—RBEEVOARD =232 LT r—>23 g ICF—TIAN—F1>3 %
B¥ 95 Lambda AWS Glue = I FEHE 12 OBEBZ 7V NILICHFRALE T,

glue— 7"V N)LH Security Lake DTF—ZER—AET—T I EZERB RV BEBTED &SI
LET,

lakeformation — Security Lake T—7 )L ® Lake Formation 7V AH A2 BRI R &7
D NILICEFRILE T,

events— 7°U > NILH Security Lake VY —ARDOFH L VWF—RZH TRV SAN—ICBHNTS
EHODOIIL—IEEBTEDLSICLET,

sqs — U NILA", Security Lake YV —ADF L WF—REZH T RAIVSAN—ICBHTZ LD
ICfEA TS Amazon SQS F 1 —ZHERB RV EBTEDLSICLET,

kms— 7" > N)L# Security Lake ICBEBEEBEFXF—Z2FALTTF—REZEZALCLEHOTIER
EENETERZ&LSICLET,

secretsmanager— 7'U > /N)LIk, HTTPS I RARA > MEH T Security Lake Y — AR D F
LOWF—REZHTRAIVSAN—ICBHTHDEHICERENZ—IL Y NEEBTEET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"
1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",
"Effect": "Allow",
"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
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"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

"Sid": "AllowManagingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

]I

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

com

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",
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"Effect": "Allow",

"Action": [
"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",

"Effect": "Allow",

"Action": [

"lambda:AddPermission"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
1,
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"

"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
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"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",

"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [

"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/AmazonSecuritylLake*",
"arn:aws:events:*:*:rule/SecuritylLake*",
"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
"arn:aws:events:*:*:connection/AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [
"sqs:CreateQueue",
"sqs:SetQueueAttributes"”,
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"sqs:GetQueueURL",
"sqs:AddPermission",
"sqgs:GetQueueAttributes",
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqs:*:*:AmazonSecuritylake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

}

},

{
"Sid": "AllowKmsCmkGrantForSecuritylLake",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
3,

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

}
I
{
"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

]I

"Resource": "*",
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"Condition": {
"StringlLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringQueryBasedSubscribers",

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:GetResourceShares",

"ram:DisassociateResourceShare",

ram:DeleteResourceShare"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"ram:ResourceShareName": "LakeFormation*"

},

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"

1,

"Resource'": "arn:aws:secretsmanager:*:*:secret:events!connection/

AmazonSecuritylLake-*",

"Condition": {

"ForAnyValue:StringEquals": {

AWS Y Z—T RARUZ — 175



Amazon Security Lake

d—H—H1 K

iy

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

1
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

}
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{

"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",

"Condition": {
"StringEquals": {

"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
I
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"
},
"StringlLike": {

"jiam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
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.
{
"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForSubscriberNotificationSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringLike": {
"jiam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",

"Condition": {

"StringEquals": {

"iam:PassedToService": "events.amazonaws.com"
.
"StringLike": {

"iam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
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1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
I
{
"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AwWSServiceRoleForAmazonEventBridgeApiDestinations™"
1,
"Condition": {
"StringLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylLakePermissionsBoundary"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [

"iam:PutRolePolicy",

"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",

"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",

"Action": [
"s3:Get*",
"s3:List*"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake-*"
},
{

"Sid": "S3ReadAccessToSecuritylLakeMetastoreObject",
"Effect": "Allow",
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"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"
1,
{

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

}
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« AWS Organizations7 7> 3> Z AL T, BEIBZTHINCETZREHREREITS

« Amazon Elastic Compute Cloud (Amazon EC2) Zff L T, Amazon VPC 7O—0O7ICET 315
WEZRMBLET

« AWS CloudTrail7 223>z ERAL T, Y—ERAUIO0-I)ICBEIT3EHRZMETS

TOO—-)LI,

"Version
"Stateme

{

lake/*"

RDT I EAHFARIS —TRETILENHYNET,

": "2012-10-17",
nt": [

"Sid": "OrganizationsPolicies",

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeOrganization

1,

"Resource": [

g n

"Sid": "DescribeOrgAccounts",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

]I

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-
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},
{
"Sid": "AllowlListServicelLinkedChannel",
"Effect": "Allow",
"Action": [
"cloudtrail:ListServicelLinkedChannels"
1,
"Resource": "*"
},
{
"Sid": "DescribeAnyVpc",
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs"
1,
"Resource": "*"
},
{
"Sid": "ListDelegatedAdmins",
"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "securitylake.amazonaws.com"
}
}
}
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"}
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"

]I

"Resource": "*"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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c BEHDI)—23 NS CloudTrail A 7 7AW ZZ T2 BERCEHRO T HI> NH S CloudTrail
OJ774)%&Z 1%

Amazon Translate D ¥ XTOF V< 32 & CloudTrail IC&k 2 TOH

JICEREE N, APl Lake API D7 7L AICRREHEIhET, flx

l&. UpdateDatalake, ListLogSources, CreateSubscriber &7 V>3 ZHUTHT
&, CloudTral A 77 A IIC I NUNFERENET,

BARMNEFELEZFOTIORIICEK, VDOIAMODERBICEITAEBNI€ENETT. B— BRI

IROYIMFIC’RIALBEET,

« DOTARNN, JL—K & AWS Identity and Access Management 1—4%'—8REIE#HO &£ 5 5 = A
LTEEEhizh,

e DOTIZARMO-LFELER7IFL—>a>1—H¥—0—RKlNEtX1) T RIEREEAL T
ThhnihESH,

« UUTARNBIOAWS H—ERIZK > TIThhinh,

M DOVWTIE, TCloudTrail userldentity 2%& , 28 BL T EE L,

Security Lake DO 774 I I RJICDWVT

CloudTrail DOJ 77 A )k, B—AEHOOTJIVNIFHNET, IRVNEHSHDY—R
PSOE—QUIIARNZERL, UOIARENETO>3>, TO2a2>0REE, UOTANON
FX—BBEOBHBRIEENET, CloudTrail AT 77 Ak, NTVY U API I—LOEFRFHS
NEAZYORL—ATRBEVESD, BEDIEFTERTENEE A,

ROFIE. GetSubscriber72<3a>® CloudTrail O IR ERLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
iy
"webIdFederationData": {
iy

"attributes": {
"creationDate": "2023-05-30T13:27:192",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f0f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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Amazon Security Lake )Y —AD X T F

2Tk, BEDZ AT D Amazon Security Lake AWS UY =A% E, UY—RAZEHLTEVWHT
BENTEDATIOIRILTYT, 2TE. BHW., FiEE. RE, TOMOEELRE, XY
FRAFETIY—RAZHE. 28, EEIDDOICRUEET, Leald, 2T2FEALT, RUZ—
OEA, VY—AORXE, BEQIAV T AT AEHRD—0 70— &Y R—KTBDVY—ADH
BEITSZENTEET,

Security Lake YUY —AIZlE, YT RAISAN—ERBLZDAWS THIVKN O OF—RL A IHRED
RTZENV)HETHBENTEETAWS V-3,

N

- RTFHTOEK

« IAMARUS —TRITZFERTS

« Amazon EF1UTALA VY —ANDEZT DEM

« Amazon Security Lake JY—ADOXJ DL E1—

« Amazon Security Lake UV —ANR T ZiwET S

« Amazon Security Lake ')V —AH S5 O R J D HIER

2T OEK

JY—AIZRE, BRSOBEDRTZEHDENTEERT, RTRFTIAETIh, 1 DOMBERTF—&
A72320D1 2ORTETEBEENATEY), ESS5EHBFRANFERBLET, 2TF—R. &)

EHNBRTEOATIVEL THETE —BNBEIRILTT, ZTER. 2TF—0RRBRFELT
BWEEL XY,

e, SETFEBRE (VI RF—RAEAVTLIAF—RAOHYTRIZAN—1tY M)
DEFIVTATF—REPMIDHTRAISAN—EEBMITBEHEER, ThSOHTRAISA4/N—
(CEnvironment X I F—%&ZE|V)HTBENTEEXRT, BEITDZIXTEEF. "S5OTF—XZ0HT
2T AUV T4 /N—CloudDBAE AWS DH—E A, TOMHDRXTEON-PremisesDBAIE TH
BEENFHYET,

Amazon Security Lake VYV —RICZTZEEL TEIHTHE, UTORICEELTSEEL,

« BUVY—AKER, ZFER0ENRTZHRETEERT,
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c DY—RZEE, BRIV F—RB—ETHIVEN DY, ZTER 1 DEFHEOIZENTEET,

c BTDF—CETR., ANFEPMFARXBENAET, RANTFIT1RELT, BT ZARX
FILT2HMBEERL., TOHEKE )Y - A2ART-—EBLTERIDCLEZHHHLET,

« RTF—([FHK 128 XF (UTF-8) TF, XTEICIFHZR K 256 XFD UTF-8 XFEEHDENT
BET, XFICRK, XF, BF, AR—A, FLERRORSEZFERHATETRT:. _, /=+-@

caws: FL714V IR, HEATERELSICTFHNEIATVET AWS, ERLEEDRTF—%
BICEFEATEERA, ESIC, COTLT7AYVIREFERAT DRI —F-REEZLEEELE
HIBRT DLW TEEFEBA COTLTAVIREFERATEZRIGE, VI—ABLEYDRITHD
9 —X GO E) ICEHTVRERTFEA,

« BWETERTRE, AWSTATIY N BLVEIVHTEAWS V=232 TOXKMEATEERT,

- Security Lake ZFEAL TV YV —AICE T ZEIV)HT3HE. 2TEZRIEITDAWS U—>23>
@M Security Lake ICEERFENTVAUY—-RICOKBEBAHAENET, chs5ld. Security Lake
DO AWS OH—E R THER., R, FLE#FTH, BETIHR—KN VY—-RIZEER
EhERA, LEARE., F—RLAOIEETZEN)ETIEBE, RIJBEEEhLZU—23 20
Security Lake AN T—RXL A VREICOABERAEIAET, OT R AR M TF—RHFREFEA TV
% Amazon Simple Storage Service (Amazon S3) N7 Y NMZIFERAEhEFE A, BENFTS I
Y —AICERT #E) HTBIZIE. AWS Resource Groups £k Y —A AWS O —E R
ERETD 2FEHTEET, HlRE. SAmazon S3S3 K ETT, BETZ VY —RAICXT =E)
LETCdE, F—EBLAVZYR—RNTBDVY—AZHRELR®I<AKYVET,

« DY—RAZHIKRIRDE, TOUY—ALLENHTSATVRRTEHIRENET,

TOMOFR, N, RANTSI9FTA4RAZD2VTRK, "TAWS VY —ZA0Z2TFT1——HA
Ry DAWS T DY—A0ORTFH1 #SRBLTLSEETL,

/A Important

MEF— 2P ZOBOBETF—RERTCRELEVTEE Y, R E AWS DH—E
A, BEUZL DO HMS5T UV EATEET AWS Billing and Cost Management, Zh 5 kw7
R ERTHCEEENELTOER A,

Security Lake VY —AND R T ZEBME RTEE T BICIE. Security Lake 1Y — )L E f= & Security
Lake APl ZEATE XY,
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IAMARU > —TRIT%2FERATD

DY—AQORTHFHZRBLER, RIR—ADIYV—ALRILOTFT U tAFFA%Z AWS Identity and
Access Management (IAM) R —TERTEEXR T, cOFETRIZFEATHE, AOENDT—
H—eO—LUHFVY—ADERERTFTHOT O CAFTAWS PHOV N 2#2FSE, £01—H—
EO—IAKY —MBICETZENM. RE. BIRIZDT IV EAFAZE N ZEHMAKHBETEE
T, RTICESVTT IV EARZHHTZICE,. IAMAKRUS —DOEBEEETERIBEEOREF—%E
ATEET,

EEAE, UY—A® Owner X TA—H—FNEEEThTVEHEES, 1—F—CITXTO
Amazon Security Lake JY —AAND 7N T 7t AZ2FATH RIS —2EHTEET,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

BTENR—AICLTVY—ALRILTT IV EAFAZEEZLLBE. TOT 7 EAFATREEICR
MEhET, 2FY, VY—AFEREhDEISICVY-AORLHANEL, HILLUY—-RICX
TOERAZI<SICEBETERRSICANET, UY—ALRNILOT 7 AFAZEAL T, LWL
V—RAREBREOVY-AL, EQRTF—CEZRERNTINZHEIDLETERT, FMICD
WTE., "IAMIA—HY—HA R, O "2TZFERALIEAWS VY —ZAANDOT 7 ADFIH, 228RL
TLEEV,

Amazon EF 1V FTAL AT JY—=ANDZRT DIEBN

Amazon EF 1T A LAV VY—AICRTZEMTSICIE, EF1VF4LA0AV=IEERE
EX¥1U)F4L AU API BFEATEEXT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys
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/A Important
DY —RAICRTZEMTRDE, VDIY—ANDT IV EAILEEEZEAD UMl HYET, U
V—AILRTZEMTBEIC, 2TZEALTIY—ANOT I AZHETAHAELEDSH
% AWS Identity and Access Management (IAM) 7R > — &R L TS EE V),

Console

? Security Lake ZBMICTD AWS V=232 ', YT RIVSAN—%EKT S &, Security
Lake IV =)k, V=23 Fh@EHTRIZAN—DOF—RLAIVBREREDZRT &)
V—AICEBMTREHOFTaINRRENAET, VY—AZERLES, VYV —ILDOETR
LTIV —RICRTZEMLET,

Security Lake AV =)L ZFEAL T, BFEOVY—RAIZ1 2UREOZTZEMTBHICE. AT
ATYTIZRVET,

VY —AICRTZEMNT S

1. Security Hub 2V —)L https://console.aws.amazon.com/securitylake/ ZH& £,
2. RTZEMTBDVY—ADZATICHRLUT, ROVThAZEITLET,

C F_ALAIBREOBEE. FEF—SIURAVT(I—T AL EBRLET. K.
r)y—a>r, F—=7ITTU=23a3>r, 2 8RLET,

s YT RIOZAN—DOFEE., TETF—2aRADT[HTRAITAN—] ZBRLET,
RIZ, "My subscribers; T—7ILTHT AT A N—2BIRLET,

BTROZAN—NT—TILCRRENBVERRF. R—ZOHLEEBO AWS V-3
tLOVZ—#FEALT, YTRIZAN—ZERLEEV—23 2V ZBRUET, RICE,
REQV—23aVIIEALTOKOBEFEOH T AITAN—DENRRENET,

3. [WmE] ZEBRLET,

4. ROV E0232ZREALET, cOEIZIAVIZE, VDY—ARICHEEYHTShTVLS
IRXTCORITHF—BERRENET,

5. Inthe Tags section, choose Add new tag.

6. Key RYIRIZ, VY—ARICEMTBDRTDRTF*F—2AHLET, RIZ. "EIARYIRA
2. FETF—ORTEZAHDLET,

DY—=RIZ BT ZEBMTS 205
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BRTFXF—ILERRK 128 XFEEHDENTEET, XTERIBRK256 XFEZZEHD N
TEET, XFICF, XZF, BF. AR—A, FLERRORBEZFEATEET: _, /=+-
@

7. DY—=RICHNRTZEBIMTSICIE, [Add new tag] ZiBIRL ., BIOATY T &EVIEL F
T 120UV —AILIE, ZRRS0BEORTZEN) HTBENTEET,
8. RXTMEMZZET LS, [Save (IRTF)] ZiBIRL F T,

API

DY—REERLT12ULEDRTZ2TOTSALATEMTSICIE, ERTRDIVY—ADRATIC

WL CreateBEZFEALE T,

« F—ARL A UKE - CreateDataLakeARL —>3a> & EHATSH. AWS Command Line
Interface ( AWS CLI) ZFAL TWVW3B Ak, create-data-lake AN REETLE T,

« Y7 A5 4 )\— - CreateSubscriberANL—> 3> #EHT5H. 2#2FEALTVRESE
create-subscriber ¥ > R AWS CLIZZETLE T,

DOTARNTR, tagsN\ZX—RZFEAL T, VDY—ARICEMTRERTIDERTF— (key) &F
7’23 nRYIE (value) ZELET, tags NTX—RE, A7 IO NOEIEZEELE
T BATPIONIEZTF—ETNIHEETRZIRITEEZEELET,

BFEOVY—AIL 12U E0RT =BT SIZIE. Security Lake APl O TagResource AR
L—>3a>zEAY%H. Z2FALTVSHEER tagresource Y > R AWS CLIZZE4TL
£9, UVITARNTR., 2IZEMTSH)Y—AD Amazon )Y —AF—LA (ARN) ZiEEL
£, tags/N\FXA—RZFEAL T, EMTEIERIDRTF— (key) EFT>a>nRIE
(value) ZHELF T, CreateRER IV ROBELEKIC, tags/N\TX—REFEATZ T
RO, DEWERZITF—ETNICEETDZIRIBICADOAFATDIIORNEEELEY,

BIZIE, XD AWSCLI OX > RiF, BEENEYTAITA4/N—ICEnvironment X JEZ D
Cloud 27 F—%ZEBMLET, ZOHE Linux, macOS, £LE Unix AIC7+#—X Y hEnT
1), BAPTEERLEEBEHICNYIRTYS 1 () OFREXTEERALTUVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud
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O—ROFEARATOESY) T,

- resource-arnXJZBMITEZ YT AUT4/N\—D ARN ZIEEL £,
« EnvironmentY 7 AUV TAN—ICEBMTBRIDEITF—TT,
e Cloud &, BEEN=RY F— (Environment) DR ITETT,

ROBITE, AR REYTRIZAN—ICEBOZT2EMLET,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

tagsBIADBE AT T U N, keyvalueE DEIBOMEAN BETT, L. valued]
BOEBREREOXFINETDENTEERT, XTEZRXRTF—ICEEMRTEVES. values]
BOEZBELBEVWTSEEV, LEAEFE., UTFTOONY RE, BEFGFSsShEZTEEZEETR
WownerXJF+—ZEMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

BTG ARL =23 HNEEICKRITENLBEEWR Security Lake IEZE M HTTP 200 L AR A
ZIRULET, ThUADEE, Security Lake I& HTTP 4xx EEEARL =2 3a VA KBLU B H
ZRYT 500 LARAZIRLET,

Amazon Security Lake VY —ANDZT DL E1—

Amazon Security Lake J Y —AD XY (RTF—E X JEDOMA) &, Security Lake IV —ILE L
(& Security Lake APl ZfEA L THRFETEEXT,

Console

Security Lake AV —)LZFEALTVY—ADOR T ZHRETSICE. ROFIBEICHVET,
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JY—ADRTZ2HEBIBHICE

1. Security Hub 102V —JL https://console.aws.amazon.com/securitylake/Z R & £ 7,
2. BRUZEHMBIBDVIY—ADRATICHLUT, ROVTFhADU U ZETLET,

s F=RLAUVRBREDEZEE., TES—2a3aRAOD[V—=2a V] BBRULET, U—
TarvF—=7IIT)—=23a &EBIRL, RE)ZBRLET, RIZ, (21923 %E
BEALET,

« YT RAIOSAN—DOBEE., TES—23a RAVT[HTRIZAN—] 2 BRLET,
RIZ, "My subscribersy T—7 LT, YT7RAIZAN—DOBFZBRLET,

HITROSAN—HBT—TINICRRENBVERRE. R—0/HLEEBOAWS V-3
ELOR—%FEHALT, Y7 RAI9SAN—%ERLEUV—>23 02 BRUET, RICE.
WEND—>3aVICELTORDOBEEOY T AVSAN—QORENRRENET,

Tags o> avillEk, BEVY-AICEWHTSNATVRIXNTORIN —EBERRENET,
API
BEOVY—AORT 27O ZLTEEL THRZET S, Security Lake APl O

ListTagsForResource AR L —> a2 AL ET, VI T ARNT, resourceArn/\T X—X %
FALT, DY—AD® Amazon JY—AX—LA (ARN) ZIEELFT,

AWS Command Line Interface ( AWS CLI) ZfEA L TW335&(F. list-tags-for-resource AN >
RZEITL., resource-arn/NZX—ZZFEALTUVY—AD ARN ZIEELET, fi:

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

HOBITIE, arn: aws: Security Lake: us-east-1:1289012:
subscriber/12abcd-12ab-34ab-34ab-34ab-34cd-56eb-12ab-34cd-56ablEBkEn %7
AO9Z4/N—D ARN TT,

ARL—2 3 UHNEEICERITE hEHE K Security Lake (dtagsE I ERLET, BEIRNOEA
TOTORE, BEVY—RICEYHETSNTWRERYT (RIF—EXJTEOMEE) 2EELE
j-o ﬁu

utagsu: [
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{
"key": "Environment",
"value": "Cloud"

.

{
"key": "CostCenter",
"value": "12345"

.

{
"key": "Owner",
"value": ""

}

< C TEnvironment, CostCenter, Ownerld, DY —ARICEIV)HTs5hBDRT

F—T9, Cloudlk, Environment X F¥—ICEENF TSN TVWRRXIETT,

12345(%, CostCenterZ U F—ICHENFITSNTVWARIETT, OwnerX T F¥—ICI&, BEE
ITRRTEEHY)ERA,

Amazon Security Lake VY —AND R T ZiwmET

Amazon Security Lake Y —RADRYT (RTF—FL@E X JE) Z2fwmETHICEFE. EFaVF7aL 4
21>V =)L FE =& Security Lake APl ZfEATE £ 9,

/A Important
JDY—ADRTZ2mETDE, VDI—ANOT IV EACEZETDHUEENIHYET, VY —
ADBTF—F R EZHFETDEIC. 2T Z2FEALTIY—AANOTFT IR ZHETHA
BEME D & D AWS Identity and Access Management (IAM) /R 2 — &L TS EE V),

Console

Security Lake AV =)L ZFEAL TV Y —ADR T ZHmETSICEFE. UTORTY FICRVE
9,

VY—ADRTZ2mETSICIE

1. Security Hub 12/ Y — )L https://console.aws.amazon.com/securitylake/ ZB & £ 7,
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2. BUZEREITRDVI-AOZATIIHUT, ROVThAOBREZITVLET,

C F_ALAIBREOBEE. FEF—SIURAID[U—T IV EBRLET. K.
r)y—ar, F—=7ITTU=23a3>r, 2 8RLET,

s YT RIOZAN—DOFEE., TETF—2aRADT[HTRAITAN—] ZBRLET,
RIZ, "My subscribers; T—7ILTHT AT A N—2BIRLET,

BTRIOZAN—HNT—TILCRRENBVERRF. R—ZOHLEEBO AWS V-3
tLOR—ZBEALT. YTRITAN—ZHEELEV—23 2V ZBRLET, RICE.
REQV—2a>VICEALTOKOBEFEOH T AITAN—DENRRENET,

3. [MmE] ZEBRLZFET.

4. [BT1E€02aVEREALET, Tags 7232 IClk, BEVY—RICEVUIHTSNTVS
IRXNTORIN —BERRENET,

5. ROVWThHZRITLET,
c BFEORTF—ICRTEZEMTRICEK,. RTF—DHEICHD Value RY JAICEZAD
LET,

c BREORTF—ZZEITRHICRE.,. ZTOEICHS [HIR] ZBIRLUET, R, FLLA
TJZEMZIIYILET, RREABDF—RY TR, MILLEITF—ZAHNLE
T, BRY VAL, BELCKUTHEETZRIEZANLET,

« BFORJVEZZEEIRICE, EZ220 "E) RY VAT X ZBRLE T, RIC, [Value]
RY DACHLWRITEZANLET,

- BFEORJEZHIBRIZICE, TOEZEC E) RYTAT "Xy Z2BRLET,

c BEORT (BUF—L2TEOME) ZRIKRTSICE. ZTDHEICHS [HIBR] ZRIRL K
ER

DY —ZIZE, BRSO EDETEEDBENTEET, FTF—ICHIEKX 128 NF%EE
HBENTEET, FTERIBEKAK26 XFZEHDDENTEXT, XFICKK, XF, I
F,AR—A, FERRORBSZFERATEXRT: _, (/=+-@

6. XTDBWMENTETLIES, [RIF] ZBIRLET,

API

VIY—ADRT 27077 LTHRETDE, BFOXTINFHLWMETLEEEEAET, LA
T, BV ERETHIHRELRFZERG., RIF—FLRRJTEZHRETION, FLETORAEZHRE
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EIDDONICEL2TERBYNEY, RUVF—Z2HmEIZICE. BEOEITZHKRLT, HILLWET
ZEMLET,

RTF—ICHEERMTSNTVERTEOK ERETIFHIBRT B2, Security Lake API

O TagResource ARL —> 3> ZEAL TBRTFOEZ EEELE I, AWS Command Line
Interface (AWS CLI) Z#EA L TW3HE. tag-resource AN RZEITLET, UVIAN
T, RTEZREFTZEHIBRTSD )Y —AD Amazon VY —AZ—LA (ARN) 28 ELE T,

SRTEZRETDICE, tagsNTX—REZFALT, RTEZZEELEVRTF—ZEELE
T F—OHLLVRITEEEELET, fIRE, RO AWSCLI OX Y RiF, BEEhEYTA
DTAN—IZE) ¥ TE5NhEEZ YT F—0n-Premises®Environment X J €% Cloudh 5 IZ &
BELET, COHlE Linux, macOS, £ Unix AIC7 A=Y Y RENTHY, s ITEE
BEEEZLEHICNYIATYS 1 () DITHEXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

O—ROFEAFRATOESY T,

« resource-arnlk, Y7 A5 4/XD ARN ZIEEL X7,
« Environmentld, ZE TR X JTEICEEM ITONTVWRRITF—TT,
* On-Premisesld, ¥EL XY F*— (Environment) \ZERAITZHLVWEITETT,

BRTX—NSRTEZHIBRTDICIE, tags/NTA—X—DF—Dvalues|BHDEZEELHZWVT
<EEV, fi:

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

FARL =23 UNEEICRTENEBEE,. Security Lake [EZ= M HTTP 200 L AR A%RL
£9, ThEUUNDIBE S, Security Lake (& HTTP 4xx £l ARL =23 FAKBUEERERT
500 LARAZBRLET,
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FtEF21)T4LA0API ZERTEET,

/A Important
JY—AN SR TZHIBRTDE, VY—AANDT IV EAILEKEEEZ 0NN B ET,
RTEHIBRTDHIC, RTEFERALTIYV—ANOT VA% HHT S UEEDH S AWS
Identity and Access Management (IAM) 7R & —ZHEERL TS E&E L\,

Console

Security Lake A2V —J)LZFEAL T, VDY—AAS 1 2REDORTZHIBRTBICE. UTOR
TYTICRHVWET,

VY —ANS5RTZ2HIKRT S

1. Security Hub J12/Y — )L https://console.aws.amazon.com/securitylake/Z B & £ 7,
2. RUTEBBRITIDVY—ADZATIZIEUT, ROVWThHLERITLET,

s F=RLAURBREDEEIE., TES—2aRAOT[V—2aV ] ZBRULET, RIC,

r)—a>r, F—=7IT "TU—=23r, 28RUET,

« YT RAIOSAN—DOBEE., TES—23aRAVT[HTRITZTAN—-] ZBRLET,
RIZ, "My subscribersy T—7INTHTAITAN—%2BRLET,
HTRAOZAN=—HFT—TILICRRENBEVEEE. R—P0HLBOAWS V-3
vLOZ—%FERALT, YT AISAN—"ERLEV—2a 2 BIRUET, RICIE,
BEQU—2aVICBLTOROBRBEOY T RAITAN—DOIZNRRENET,

. [MRE] ZBRLET,
4. [BRONVEV232ZRBALET, Tags I a2VICkEk, BEVY-AKLHUIHTSATVS
INTORITNF—BERRENET,
5. ROVWThHZRITLET,

c RTDRTEOHKZHIRTDICE, HIRIZEZESE ] RAY VAT X ZBRLET,

c BTDRITF—ERTEOMEZ (RTT)HIRIZICE. BIRTDRITDEICHS [HIER]
ZBRLET,
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6. DY—ANSEMORTZHKRTSICE, BIRIZDXTZEMT B ECICEOFIEZZEY IR
LEXrT,
7. RTOHIBRERTLES, [Save (R7F)] ZERLFT,

API

Z7OUZLTYY—ANS 1 2EDORTZHIBRT B IZIE. Security Lake API @
UntagResource AR L —2 32> ZFERALET, VI I ARNT, resourceArn/NFX—X—%Z1f&E
ALT, 2T ZHIBRT DY —AD Amazon VY —AZR—LA (ARN) ZEEL E£T, tagKeys/\
TX—ZZFERALT, HIRTRZRITDZITX—ZEELET. BEHOXTZHIKRTBICE.
HIBRT B &R T Dtagkeys NTXA—X—E5|8ETVINH 2R (&) TRY>TEMLET
(ffl:tagKeys=keyl&tagKeys=key2)e UV —ADLSHEDRTE (ZTF—TEEV) D& ZH|
BRIBICIE, RTZHBRTBDIRDYICZTZRERELE T,

AWS Command Line Interface ( AWS CLI) ZfEA L TV % F &k, untag-resource Y > R
ZREITLT, VDY—ADNLS 1 2REDORTZHIBRLE T, resource-arn/N\ZX—&RICIF, X
JEHIBRTD VY —AND ARN ZIEELET, tag-keys/\TAXA—RZFEAL T, HIBETDZR
TDRITF—%IBELET, LEAE, KOOAXURE, BELEYTRITAN—H5RY
(EnvironmentRJ*¥—E X JEOMEE) ZHIBRLE T,

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

CC T, resource-arn RRJTZHIBRT B BT AU 5 4/XD ARN ZI5EL ., HIRTZ 2T DR
7‘ q=__cﬂj-o

DY —ANSEEORT ZHIBRTZICIE, BMOZERT ¥—% tag-keys NTX—Z—D5|H
cELTEMLET, Hi:

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

ARL =23 N EEICRITENEF S, Security Lake (20 HTTP 200 L AR A%ZRL
F9, ThEUUNDIEZEE, Security Lake (& HTTP 4xx £ ARL =2 a o AFRBUEEBHEZERT
500 LARAZRLET,
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Amazon Security Lake D NZ T IIN 1 —F 1Y

Security Lake OFERIC#E > TRENMNRELEHERE. UTOREY IESBLTLSEEL,

T—RLAVDAT—BAODRNZTIIN>a1—FT142Y

Security Lake A2V —)LOBBER—J I, =2 LA VICEEZEA TV 2REOBREN KRS
nEJ, HIAE. D CloudTrail FEFFZER L TWRWEE. Security Lake & AWS CloudTrail
BEEBEANRNOOVREZEMITREN TEREA, BER—DICE, BE14 BEICKEL 2
BENSRTENET, SREOHPLERENIBEEFIEZERTEET,

BEOBMEICTOTZATT VAT SICIE. Security Lake APl @ ListDatalLakeExceptions /R
L—>a>zERATEET, 2FEALTVWSBEHAEIE AWS CLI, list-data-lake-exceptions AY > KR
ZRITLET, regions NFX—2 T, KERE (/N\—2ZFdtus-east-18) V—23 > &
ELA2EQU—2320—REZEELT, TN —2aVIIHETHREZRRETESE
¥, regions NTX—RZEHHVEBE, INTOU—2aVICFEITIBMENf BREhFET, U—
2aVIA—ROUVANIDOVTIEE, AWS £f5D1J 7 7L > A® "Amazon Security Lake T R7R A
Vhi ZBBRBLTLSEZW,

BIZIE, RO AWS CLI O RiE, us-east-18KT eu-west-3U—>avicgEarE52TVY
PEEE—ERRLET, COHIE Linux, macOS., £ Unix AIC 7A=Y R&ahTHY)., 5
ARTEEMLERBEDICNYHIRT YL () OFRELZEEALTOVET,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

Security Lake 1—HY—(CEEX LR IT>—ZBHA T SI(CF. Security Lake APl @
CreateDatalakeExceptionSubscriptionFAR L —> 3> ZERALE T, 1——lFk. E X—

JL. Amazon Simple Queue Service (Amazon SQS) ¥ 1 —ADEE. AWS Lambda BEHA O E.
FLERYR—RENTVBBOZ7ORINZELUTCBHAEZZ TR ENTEEXRT,

BIZE, RO AWSCLI OX > RiF, EEEENETHI2 NI SMS BEIC & 2 T Security Lake 54k
NDEHANMEEEFELET, COHIE Linux, macOS, £EE Unix BICT7#—X Y REhTHY), FmhYP
TEZE@METEZEHICNYIRAT YD 1 () OTHEXFZEFRALTVWETD,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \
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--subscription-protocol "sms"

BIAGT AoV T>a> 0 lERRTSICIE, GetDatalLakeExceptionSubscription 7
RL—=2a>VEFERTEET, IS TRAOVT2 a2 2EHITDICE.
UpdateDatalakeExceptionSubscription AR L —> 3> #EATEET, fINT T ROV T a %
HIBRL TEHNZEIETBICIE,. DeleteDatalakeExceptionSubscripton AR L —> 3> #FEHATE
ED

Lake Formation BRED NS TN 1 —F142 9

R OERH L, Security Lake & AWS Lake Formation F— 2R —AF R T—7IILOFERABICRET

DAREMN B D — RN EEEOBHIRIEBEICRISE T, Lake Formaton D "RZ T I> a1 —F 1>

JICETRZTOMORNEY JIZD2VWTIE. TAWS Lake Formation FROY/N—HA R, O ThTT
Noa—57420, 023> asBLTLSEETL,

FT—=7IHNEI2h5EL

BTRIVTAN—%ZHEBLESETRE, COIT—HRRENDENFBYUET,

COIT—ZRRTBICEF., V=23 ICV—AZBICEMLTWS & Z2EFBLE T, Security
Lake H—EADQ7LEI—DV)—ABICY—RAZEMLEHEEE. YTRAISAN—%2ERTSH
Y —RAZBEEMTZIHENHYET, V—ADEBMICOVWTOFEME. "Amazon Security Lake
THJ—AEE, 2ZZRLTLEEL,

400 AccessDenied

HNAZLY—A%ENML T CreateCustomLogSource API 2R HT E, COIT—HRREN
BENBYERT,

COIT—ZMARTBICIE, Lake Formation DERZMHFEL T<EE W, API ZHUOHY IAM O—
JLICIE, Security Lake F—Z X —A M Create table #ERABETT, FHMICODVWTIE, TAWS
Lake Formation BAR& 44 R, ® TLake Formation AV —)LERBIFE )Y —A XYV Y REFEHR
LETF—ER—ATIVEAFIOFE, 28R LTEZV,

SYNTAX_ERROR: 1:8 ;TR: WZ LD VWU L—> 32 A 50 SELECT * &
AaEshTVEREA
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COIT—ZRRIBICE, CHA AV LEEEZEIZFEALTVA IAMO-LICT V1
ASELECTHHZRELET AWS PHTI U M, SELECTHRZFETZHZEICOVTIEF. TAWS
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LieT—7IHERONE, 28RBLTLSEEV,

Security Lakeld, MOPHELTOT U /NILARNZL A O T3 —X—>3
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BIZE, BRIRXPEFEELEVEMB T NILFEENTVDAEEN D
WET,

COIT—I&, Security Lake ZEMICTHEE, £BF ZOJYV—-AAWS OHF—ER &L TEM
FTRELEEILRRENDENBYET,

CHOIZ—ZBRIDICE, LATOFIEZETLET,

1. Lake Formation 2V —JL (https://console.aws.amazon.com/lakeformation/) ZB& £,

2. BBI—Y—-&LTH1214209%

3. FTEF— 32 RA 20 [Permissions] (1) T [Administrative Roles and tasks] (BEXEO—)L &
BARD) ZERLET,

4. [Data lake administrators] (T*—X L 4 V¥ %) £ 3> T, [Choose administrators] (B & &
ZER) 2 BRLET,

5. TIAMTROASHBV, EVWSTIRILOFVETUINILZEZSDVT L, [R7E] ZBIRLET,
6. Security Lakei@EZ €5 —ERL T<EE L,

Lake Formation CreateSubscriber Z{£f L = Security Lake A", £t Ah
2 LUVWRAM VY —AHREHREFEERLEHL O I

Security Lake T Lake Formation Y 7 A9V 54 N—%&ER T S HIIZ, Lake Formation /N\—= 3> 2 &
EEN=—2323000AT7 AR TF—EHBTIY—RZHEBLTVEEE, COIT—HF%
TENDCENBHYET, hld, Lake Formation / N—>3a> 2 EN—23 2 3OOVOATHI Y
NEBDN, EBROIVOART AT NFAORERZ 1 D20 AWSRAM VY —ARFICIYEL T T3
c&ET, AWSRAM DY —ZAHEO ¥ ZHREILTSD-HTT,

DY —AHRBEN YT RAIOTAN—OERBICEELLEAZID THY ., VY —AHE ARN
A'CreateSubscriber/S%&®M ARN &£ —HTD & &2BELTLSEEL,
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Amazon Athena TOOIUO KNS TN 1—Fa42T

ROEHEMFEAL T, Security Lake S3/NT Y NZBREETNTWVWE AT T N% Athena ZEFH
LTOIVITBBRICRETDARMENDH D BN EBEEZZHL TEELE T, AthenaD ST

NWoA—FT42TICBTR2EOMORNEY JIZDWVWTIE, "Amazon Athena 1—H'—HA R,
FAthena TORZ TN 1—F420T1 20232 28RBLTLIEEL,

DIVERTLTE, FT—ELAI7AOFHLVWAT DIV NIRENEY

Ao

Security Lake D S3/NNT Y NZEFNSOATZ IV RMNFEENTVWTE, Athena VIV F—XL
AVADFHLVWAT DI VRN EREBVEEN HYET, Chik. Security Lake ZEMIZL TH S

BEAMCLEBESILRETDCENHYET. TORR., AWSGlue N—F 423 HFHLLVA
T7OTIO0RNEELKBHRTEBVARESEI HYET,

CHIS—%MBRITDIZE. UATOFIEZEITLET,

1. https://console.aws.amazon.com/lambda/ T AWS Lambda >V —J)ILZRAE &7,

2. FETF—232N—0)—=23a> L VX T, Security Lake A"BRICE > TWB DI Athena
DIVNBEREZREBEVWI—2a 2 ZBRLET,

3. FEF—arRA42T, B ®ER
L. SecurityLake_Glue_Partition_Updater_Lambda_#region> BE¥ & &R L £ 7,

4. [BREIR7T T, [MNUA-]ZBRLET,

. BBOBEIHBZ AT EBIRL., RE) 2BRLET,

6. [MUF—zBML ZEIRL, (RE]|ZEBRLET, ChiZKV), BEQREDN [BRICEDY)

9,

AWS Glue T—7 NI T OEATE KV
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2. FTEF—2I3AURALUT, [F—RAXOT] E(HEOTEE] 2ERLET,

3. DWY—RAR—ZADRII—EFEHALTAWSGlue T—7INICT IV LRATRHAEYTRAIT4
N—=ICHFELET, VY—AR—=ADORI I —OERICDOVTIE, AWS Glue RO Y /N—HA
KD "TAWS Glue DY —AXR—ADR)—0fl, ZSBL T EE,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetlWidget on resource: my-example-widget

C /A, Mateo l&, Securitylake:GetSubscriber 790232 &ML T subscriber &%
ANDT I EAFHFETENDRSIC, EEEICRIUS—OEHFEKBELET,

iam ZETISERN H') £ A, PassRole
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