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T RNBEOREBRIEENET,

s FHAOYRNHEBOXN—TAHIVRNKIEGARY RTAYTADY RTHIHE, T—RICE
TADYNOEROKNBENRET,

RANTZIO9T4RELT, REENIETALER—EY N, DAZLTADIY R, 2T O
DEEIZEHBAFERADTFARNT A —ILRIC, BERBHR, #ERBR, FLREAZEETEZHER
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BEXY D AR—ROITEITATRTERNIT =87 T, EFREEBRVA4TTY NERETE
£¥9., IT7EIOT14727 k. BH, BR. VY—-ADERATF—RERRIZIIIIYRE, &
REXBEFLIVTARBELCDLEDTHAIRNOANL YD ZEBHTEIDOICKRIDEFI VT AN
LYZ D421y MABERTVET, Triage X7 ICE. BH, BH. VY—AOBEEZRTITS
TVATIY RFBENTVET, L£EL, BEDRTTI42TY NOEM, 12Ty NDOHIR,
BIVADIY NONUENERZT>T, TVARVIVAZHAZNAATEET,

Trends V14T VY M

RDT42TY MK, BH, BE. VY -AQERT-ZFRRFEND IS, KEAOREBELEI(IC
DMTEEXRT,

Trends IZED 12T v K

i Trends overview

aaaaaaa

Exposure Resources. All findings
41 4% MoM 425 +302% MoM 91 2.3'( +120458% MoM

CDIADITY KNI, ROBEICHETAH2EH. ER. VY-, REEROBENr RRENET,

« Month-over-monthi&., &% 2 period-over-period¥Z KRB L TVWE T,
« Week-over-week, B period-over-periodtt D#Z R L TVWET,
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N—toT—20BICHZEUERF, BE0Fperiod-over-periodZ XKLL TVWET, COES%Z R
Rede, AVV—IIOMIETRIA Y IR—RIZBEBLET, HRTF—FEZXRRITIIIOZY
JAR—RICBETRE, AV IR—RICEFBEEXZW BEOERF—ZOHANRRENET, £

&, PHONC30 AREBEBLEBRP VY —ANBEATVEVEER, RESHBOKN R
RENKT,

® Note
CNIADIYRTTF—RZZEITHICE. ROEF1VFTAH—ERZEMCTHIHEN
HYET,

« AWS Security Hub CSPM - BHICBIT 2 T— X2 ZETHICE
« Amazon Inspector - BHICBI T2 TF— X2 ZETDICIE
- GuardDuty - BEICBETAT—RZZEFETBICE
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:: Exposure finding trends

Maonitor the severity of your exposure findings over time. The visualization displays

the average counts of your exposure findings over the selected time period.
[ Sdays | 30days |@ELNKCECE| 6 months | 1year |

| Filter by severity v |

Maximum Minimum

104 17

Finding count

100

L —
50 Sep 22 - Sep 29
—— 0 Fatal 4 =
0 Critical 12
Aug 4 - Aug 11 Aug 25 - 5ep 1 Sep 15 - Sep 22 . ritica
Date (UTC) B High 9
] Medium 8
[(JFatal [0 Critical [JHigh [J]Medium [J]Low [ Low 71
104

View current exposure findings

CDTATITY NI, ROBBICEST2BRHOKREFEROEEEN RRENET,

. 50
30 HE
90 HE
65 A
Y-
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REATE, BRULHABOBERO BN RRENINET,

BEEETAIILE—

TZ7EHITBDICE, ROEEETAINE—ZEHDHERALET,

- M

- BEEERE]

. B

« [Medium] (%)
- 1K

- FHREMH

- TOf

. RER

BRAEHhEEEE7 A LEZ—G, RELCOTHICESRERERY VALRRENETT, BELICH—
Vilgahbtde, REORRIIHSTE2REBROFHREHATERT, BRATNEREEET 1
WE—IC—HI2REBEROTFPEHRZHBIBZEELTERT,

REOBERHBEREZINTRRZERL T, BEEAYZ1R—RIFETERY, T7FILKT

k. BHA Y 1R-RICEIBE 90 BEOERTF—ROANRRENKT. 7HI M 30 BA
ERBULARBRIEEATVEVES, Y2 1R—RIERESHBEICESVTHERDTF—25
RRENKT,

® Note

CNIA4DITY NTTF—R%EZETSIZIE. Amazon Inspector & Security Hub CSPM %8
MCTRDHRENFHYVET,
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:: Threat finding trends

Monitor the severity of your threat findings over time. The visualization displays the
average counts of your threat findings over the selected time period.

, Sdays | 30days |@EDGEVSE' 6 months | 1year I:f'

Filter by severity v

Maximum Minimum
441 13
Finding count
400 —
200 Sep 29 - Oct 6
| [ Fatal 0
o o
Aug 4 - Aug 11 Aug 25 - Sep 1 Sep 15 - Sep 22 ( W Critical 36
Date {(UTC) [ High 4
] Medium 1895
[ Fatal [@Critical [JHigh [JMedium [JLow B Low o6
391

View current threat findings

™

CDT42TY NI, ROBBICH T2 EROREBROEEENRTRENET,

- 5 A
30 A
90 A
6 HA
18

FERAgEED42IY ~ 52



AWS Security Hub I1—H—HA K

REATE, BRULHABOBERO BN RRENINET,

BEEE7A4IE2—

TZ7EHITBDICE, ROEEETAINE—ZEHDHERALET,

- M

- BEEERE]

e 5\

« [Medium] (%)
i

- FHREMH

- TOf

. RER

BRAEHhEEEE7 A LEZ—G, RELCOTHICESRERERY VALRRENETT, BELICH—
Vilgahbtde, REORRIIHSTE2REBROFHREHATERT, BRATNEREEET 1
WE—IC—HI2REBEROTFPEHRZHBIBZEELTERT,

RENEROBREBREINTRRIEZBRL T, TVAR—Iv—H Y2 1R—RIZFETEEXT,
T72)RTR, BRY Y 1R—RICEBEI BABAOERTF—ZOINKRRENET, THIV
NC 30 BULEEBEBL EBHOREBRIBEEATVEWVES, AV 1R—RICERESHBICE
JVWTHEETF—RFRTENET,

® Note
CDITATDIYRNTTF—RE2ZETSICE, GuardDuty ZEMICTEIHBEN B ET,
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Resource trends

Monitor your inventory of resources over time. The trend displays an average count
of resources.

5 days 30 days 90 days 6 months 1 year

Maximum Minimum

424 0

Resource count

400
300
200 Sep29-0ct6
== All resources 400

100

___.—-——-_-_-_-_-_-_-_-_-_-_

0 \\
Aug 11 - Aug 18 Sep1-5epB Sep 22 - Sep 29 Oct 13 - Oct 20
Date (UTC)
= All resources
View current resources .

COT4TTY NIRE, ROHEDOIVY—ADA R NIARRENETT,

- 5 A
30 A
90 A
6" A
15
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BEATE, BRUECHBICETZD2 VY —AOFHPANRRENET, RELICH-VILZEDES
& BEDKRICETZ VY -—AD PR EHEIETEXRT,

BEQDVY—RE2XRREZERLT, VDY—ARF YD AR—RICEETEXRT, F74ILNTR, U

YA YT 1R— RICEBE 90 BEOERF—R0&NRFEAET, AN 30 BHE
BBLEVUY—ZFEEATVEVES, ¥ v 1f— KERBEABHCESVTERTF— 24 %
RENFET,

CcDTA4TDITY NI, ROBEBOVY—ADA R NIFRRENET,

. 50

- 30 HE

- 90 HE

- 6N A

Y-

&m0 7 — XREF

Security Hub (&, Security Hub A"BICBE>TVWAWS Z7HDI N 2FXTO OERT—X%Z 1 F
BREFLET. LY RF—2H1 FRRFEEn B &, Security Hub A SHIBRE N E T,

EEERETNAINEAR RTAYTAI MO KLY RF—RIF, Security Hub A" EXIZ7x 2
e, FERTHI MR TULERBICHBRENET,

Security Hub "BMICBE2>TVB X N—=THD 2 h® Trends F—2REFO U F 1) 7

« XUN=THI D EBEHNTBEETE, Security Hub 7 HU Y NFEBEBRNICBERET
OE@ETF—2% 1 FERELET,

« X2 NN—=T AT NT Security Hub A"ERICE>TWVWRIFE, THIY MBERCB D LEHRE
TOE[T—2E 1 FRAREEIAET,

s XUN=THIRNKRTIBDE, SLURF—BRRBETULETHV Y MY SEERITHFRERE h
(# T Ui accountiD ARV ST&EnBHE ), BYUOKNLY RF—REFE 1 FERBFEIET,

BEIV142TY N

RDT42TY MK, BH, BREL. VY -AOBENRTENETT,
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Exposure summary

An exposure finding is a correlation of multiple security findings, resource
relationships and configurations. The exposure findings with the greatest severity
and most findings are listed below.

Ccrial Chigh.

Medium Low

39 110

Exposure Severity Count

@ Potential Unauthorized Access: IAM user has
administrative access policy, unused credentials, weak 3
password policies, and MFA disabled

@ Potential Data Destruction: 53 bucket with m 102

versioning, Object Lock, and MFA delete disabled (=] More

(@ Potential Credential Stealing: Container has

vulnerable container image with known exploit that can m 2

be exploited with no user interaction with clear text

access key in environment variables

[D Potential Data Destruction: 53 bucket with

omm e v S mn R L e B s el BATA el e ol b ] m =
View all exposure findings A

D4 ITYRNIE, EEERICEEHARTENET, L. Security Hub X Amazon
Inspector ZEDMD AWS EF 1T A H—EANSOBEREFHOIMICEITVTVET, <D
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T4TIYNOBEOUANG, EEEFBRLEV S OOBHIHRENTVET, EEEOAL
B, BUCUANCRIENET, 2 LU LOBHOEBENAUSBE, UANBEUREOE

HOBRICHZBEHZEHBNICTIL-—TIULET, INTOBELEZRTIZDZERTD L, BHAY
SAR—RIZBBLET,

® Note

NI4T Y NTTF—R%EZETSIZIE. Amazon Inspector & Security Hub CSPM %8
MCTRDHRENFHYVET,
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:: Threat summary

A threat finding is an event with the potential to adversely impact operations, assets,
or individuals. Top severity detections are listed below.

ctical Chigh-

163

173 165

& Potential Kubernetes cluster compromise of eks-demo-cluster

Critical
indicated by a sequence of actions.

& Potential credential compromise of IAMUser/john_doe indicated by

, Critical
d sequence of actions.

@2 A resource of type Instance has executed suspicious tool.

@ A Kubernetes APl commonly used in Impact tactics invoked by the

View all threats A

COI4T0TY NIRE, BRAEEERICRTIEIhE T, BREE, REOEFIUT12RETS
AN HZIEBEEOHDTITAETAREEEDLWTFITAETAZELET, COD1DTY
ROBEVAKNE, EXEFREGV LN DOBRICREENATVET, EEEOSVERE.
BNICVANIRRENET, 2 O2ULOBROZFEEENRALUSEE. VANILURENDEROER
CHPBHZABNICINL—THLET, IXTOEBHERTIZZERTIE, BRI Y 1KR—
RICBBILERT,
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® Note
CDVADIYRNTT—REZEFETBHICE. GuardDuty ZEMICTRIRBENHYET,

VY—ABET4DTY K~

:: Resource summary O\ 1 filter not applied &

View resources prioritized by exposures and attack sequences.

Resource Resource type Findings

2 exposure findings
i-0a276277d0104f998 AWS:EC2:Instance 0 attack sequence findings
4724 other findings

2 exposure findings
i-0f3c1d0199cdd96f4 AWS:EC2:Instance 0 attack sequence findings
32 other findings

2 exposure findings
i-062f63d9a6f716002 AWS:EC2:Instance 0 attack sequence findings
14 other findings

2 exposure findings
i-0987f8e3a022a6bc1 AWS:EC2:Instance 0 attack sequence findings

AA mdlsmw dS e Al e -

View all resources y

COIATIYNIE, VY—ADRATE, VDY—RICHEER TS hEREZERBICD Y —AH%K
RENET, BHRREFES —TALKUTVY—ACBRIELZ DT TRRLET, IXTO
JY—RERTIDEERTIE, VY—AFXYZ1R—RIEBEBLET,
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it Security coverage & 1 filter not applied

Track the status of AWS security capabilities across your environment. Coverage data
can take up to a day to be reflected after you have updated your capabilities.

Security capability Account coverage Actions
Vulnerability management (Y
By Amazon Inspector 9% covered. Vulnerability management from Amazon Inspector X
B ¥ Covered 91%
E Threat detection - r EC2 scanning 100%
¥ ] 7o COVEre
By Amazon GuanrdDuty ik Erec ECR scanning '|'|:IU':‘.-"L_\
- . Lambda code scanning 50%
Sensitive data discovery [ | .
o Lambda standard scanning 100%
By Amazon Macie 100% covered
Not covered 9%
D rosture management =

. Percentages are rounded to the nearest whole number.
By AWS Security Hub CSPM 100% covered g

B Covered Mot covered <- View coverage findings ) : Configure

ATV NI, ROEFIVTABEDOT AV RANLY D OBENRTENET,

Amazon Inspector IZ & 2 it EE
Amazon GuardDuty (= & 2 Z i H
Amazon Macie |2 & 3 %7 — X & H
AWS Security Hub CSPM 2 & 2 Z# &1

THOURANLYZHON—ET—T ., AWS U—2 3> Security Hub A"BRIC& 2TV
AWS 7HIORNBRO OEF1 VT A BECEICERFTLERETERICEEANLYDFI VD
NDHERLET, EF1VTAEOEDODHNLYZDF IV INERELFIFRERIZE 2N EZHER
ITBICEFE. N—to7—27BRUET, [ . AINLYDFIVIORBRN G TH Lz
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RUET. [FEHI . ANLYSFIY IRRIFERTH 2 LIEERLET. ARBLTTE
BOANLYZF IV IOBOEAESZHRITDES, IROFEHGRE., EF1VT 1 HEOTRE S
BPANLY SREEROBAZRLET. BALL2TRE, NNLYDFIVIOHARRLEVE
BICmBEAENET,

WEIENEANLY D OREZR

Security Hub DA/SL Y SEBOWF A FMEE M TVBBE, 94D Ty NCRANL Y SHFR
AENECEERTAY E—SHFERENET,

EFIVTABEOANLY DR, BHENEANLY POREBERICE > THRAETATVET,

ANL Y ORBERDEMICIDOVTIE, Security Hub @ "TANL Y OBREER, 25BLTLKE
=W\,

FEHAEE 7 1)L 2 —

7ANLEZ—0EMN—ZFEALT, EF1VFTAV4PITYNCTMIILNR—2ZBATELRT,

74—, ROATIAVICSEEhET,

s HBTAINE—-FIXTOEFIVTAT4DTY NCEREIAET
s REBR7 ML E—-RUEBRT—RERFIZDEF1IVT1042T Y MNIER
s DY—RT7ANE—-VI—ATF—REZRRFITDELFIVT1742TY MNIEH

TNERT,
TNET

71U E—EY NEERTRIICE., BLP/FLRF BEFEZEALT7 I x—2EEL. ROYT
BITHLOLWTALEZ—EY NORFZBRLET,

BHREBROBEOV DIy NeBEREBROMERDV 2T Y NIBRAET LS
74N Z—

BE, chsOJAPIYRTHR—RENTVR 7ML EZ—RROEHBY T,

« PAD2KID
- REBRIZ AR

EAAREE A LR— &
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AWS Security Hub J1—%—AH4R
- BMRRAT

- HmB

e V=32

« AT—RA

JUY—=AKNLYRT42IY MCEREhD 742 —

BE, COVADIYRTHR-—REATVBTMLE—BROEBY T,
« PHAIYKNID

- V=23

« VY—RHFIV

c VY—RBAT

DAY NMCBEBREhBEWT 1 )LE—
;i:_'-,_'l__f’_.EE_I_I_'lf-E applied?  Filters mot applied

This widget does nat support:

4 ) . ™
i (9 Diagnose with Amazon Q y »  Company name

DATIY RMFTANEZ—ZHR-—NLTVBEWVWES, 7ML EZ—RBU42TY NCEREhEE
Ao COFER, TA4DITYNIR, BRENABA2ETILNEZ—OHEHSEIBEXY E—DHK
REN, YR—FEATVWEVWTAIILER—OBEIF—BERREINET,

Security Hub TO U Y —AQOFMOERT

[VDY—=AIR=DE, PTHOURNEHEBTEI<SFERAETND VY —AZEHL FI, Security Hub
V=IO [VY=AIR=DICTIEARATBICE, TETS—2a3aRAVD[VY—A] ZBRLFE
T [VY—RAIR=DEF, EF21VFTAEKFHOETEZZVT, VDIY—AOEE, JY—AQOFHMEOE
RICRIUBEET, VY—ARZATZERTBDE, TOVY—ARAZATICHERFSATWSBIXNT
DY —ARZHEETEET, FEODVYV—ACHEHENFTSNTVIREBREWIETEERT, VY —
AR=DTHERATED VY —AZATIZIE., Security Hub ICHRHEFERZIRMTD AWS EF2UFT 1
H—EAORREBDTHIRDIY—ANEEFNET,
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® Note

ZEEBER. XON—THINIHERTSATVWRIXNTOVY —RAZHETER
T R—LZRELIEBEEEAWS V=232 U2VIEhiZAWS V=232 pS5KR—LA
ADIXTOVY—RAZRRFITEXETAWS V- 32,

BEODDY—RAZBIRTDE, TOVY—ADOFMZEHERTEET, R-ENBFHFMAICEK, VY—-A
. ID, ARN, A7, ATDdUVNEENET, TOVY—RAICHEFFSNETHINID, U

V—AFERENEBE (RA1LAZYT), BLOVY—AFERENEBRHR (AWS U—232) &
WETEET, VDYV—AICBEITHPEMNMOREFMEZHAETDCLEETEERT, S OFME. O

E—&R—ARNABELK JSON RZARY NZKRRENET,

BE) 27h s REGR) XTIV EZXZE, TOVY—RAICHEFTSh TV 2REEREZER
TEFET, (REFR]XT7ICE., SREERORH. REERDZA7. REZROERENKRTE
nNET. REBRZEBD 74— RBIICTIL=TILLEY, $DVRET71I)ILE2—2FEAL THRE

RREBRRIDENTEFET, BEOREFRZRBRIZD LT, TOREEROBEZERT

EET, chlllE, AT AT AICET3EHE, REBRICHETH>HENBERENEE

hET, B X2TICE, TOUY—RAICODVWTHERENEZEBEN RRENAET, TOUVY—AD
BEEREFEROERICESEL LEHERIRETEE T, £, IVTFAMNHERRTEXT, Ch
k., ZOVY ROV THERENELABEREZERCEEEZEFSL TV AVEEEX1 )T 11EE
T9, VDY—AILR%BER, [VYV—AZHLK]|ZBRITSD LT, TOVY—RZA4 7m0
V=IATNY —REWRBTEET, LA, VDIY—=AZATHNIAM VY —ADOFHE, IAM 1>
V=TIV —R2H<< ENTEET,

JY—AR=DICR, VY —AZBEBLVPRETDECRETBEAFENIABZEETATVET, VY—R
FRATRNCTN—TUHTEET, LEREFE. THOUNID, REBEREZA7, VY—ZAHF7IV

AWS V=232 DY—RE, VY—ARRLTTIIY—=REZTIN—TITEET, J4v 07 1)
22—, ATV, THIV b, BERBREATHIC)Y —AZBBIZDDICRIUEET.

Security Hub & Open Cybersecurity Findings #3\ (OCSF)
OCSF O =E

Security Hub O#BHEREE, 7—7 VYV —RT7OP I VKR THS OCSF ZFALTT7A—X Y hE

N, ROA—=IZHEEFELAVIT7EFIVTAAF—TNEELEIC, AF—NZHRITZ-HDOHLRATEE
BIL—LD—0ZBHLET, ROF—XFTOMHOF—27OF1—H—R@F. COAF—TEREE
DRXAVICEALVEWIRLEYTEXRS, F—27O0F1—HY—R&F., TETEFLAF—NEIY

BHERER: OCSF 63
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EJLT, EFAVTAF—LATF—20RY) A EERILEBRILL, T—EFA I T4 AR
ETFIVARNBROBREEBEDLLHICHBSEFEZRETESZLSICLET, TOAER. BIFD
EFIVTABERPTOLRAZ/BELEAN S, HSWRIRKR, 77UTr—>3>, Y)i1—->3>7T
RRAEhBD AT OBEZRHETZ LT,

7L—LD—0l&, —EOF—XE, BEMTF1023F), 2ETERENET, SA4/N\—tF21
TARXARARNIBREENERAN, 7L—LD7—V0OBOOERRFFAN—EFI1)FT1
ARRNDAF—NTY, OCSF k. ARL—2FK, F—XUXE., Extract-Transform-Load (ETL)
ZT7AEAIHKBELERA, FAN—EFIVFTAARMNOODATAF NI, ERICKFLEVZ L
ZEHRELTVET, AF—NXTL—LTV—IVERTTAILNEFROBEEAF—NEF ISON ELT
HiRENET,

Security Hub (B E, OCSF AF¥—IY/N—23> 16 DBRHEZERZHR—KNLTVET,
EEDVY—A
OCSF £ ZDEREDFHMICOVWTR., KOV Y—RZSZBLTLEEV,

« N7UY U OCSF RF¥FaAXUB

« OCSF #iR#EeENEAICBE TS RFa1 X b
« OCSF Core AF—NXU77L>A

« OCSF #isR#REL AN

AWS OCSF 0 #ii5RHsE

OCSF AF¥—XIk, HLLWEM., A7 xoKN, AFIV, 7O7 740, ARV KNIZA%ZEN
THETHIRTEER T, AF—VR, J7AF—XIVT AT 1 EHRBEDENTT,

OCSF OILRICK V), BEDRVA—FFEERE. RXAVEABOHAAEINA XA ZREL, 7F—
SOMEEEAMtZRLEE, EFIVT A OMOKYEFMALSLOTFANZEMTS T, BBFEOD
Xz\——_?EﬁgﬁTéi?o

AWS Extension for Open Cybersecurity Schema Framework (OCSF) &, OCSF A1 X NAD U T
ROYV—ANEMEREZRMLET. COMNRBETR., SENEITIVREEO) Y —ABHZRE
AL TEXEM OCSF resource_details #72 TV M &#5R TS #H L L cloud_resources”7’'O
T7ANNFBAEhELLE, ChIZKY, EF1VTFAF—LR, V7V RRELZETUHRNEER
DREEFABECARATRBVY —ARE., BENLREME. EELXRXT—RIIBETEIL)RVA Y
A1 NZBDENTEERT,
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fi.;iRresource_details#A 7> T U N

AWS HLeREEBEEX. ATOBMU 7 7L AOVARNCREETATVS2EMZFERAL
Tresource_detailsA 7 IV RNEHRLET, CchSDEMICKY), BEETNEARIKNT
L—AD—VAQETEKETXZTONAZ—RBTIOZTORIVY—AOBY BB EDENF RIS E
9,

AWS OCSF B 7 7 L > AN YR AE

EXEMEIaEVY—ABEEOAT T O ME93 3> TlE, resource_details N® OCSF
AWS LR —THZEZBEHDOHERLET,

EBMEEEICE. NTUY Y OCSF AF—TELNBRENEFZEDMELETRT OCSF AT —ZANEE
nTWET,

« 17 COEMIE T TIZELED OCSF resource_details IC&H V), AWS HLEREEEED —ZBIC V) EL
o

. ¥R B OCSF D —ZTlEBEL, AWS TLiREREND —ZPE L TEAENEL L, 7 OCSF
AF—NICEEELEEA.

« resource_details (CIBMN: BiElk OCSF TEEZEE NE TN, resource_details D—ZPTlEH V) EH
Ao

EXNZREM

chslk, VY—ADOREE., B, EXNEBARTF—RIEAET N2 EELNEEMETT. XF5, &
ALARYT, BIBEDS DTN BTF—RBTHERENET,

DFIORN—FT14>3>
)Y —ANEETDIVZTIRN—FT1>32,
=4

HR
247

String
OCSF AT—&2 XA

Bz
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Bl

{
"resources": [
{
"cloud_partition": "aws"
}
]
}

FREETHO2KNID
VY—ANBI B 12 IOT NI MERIF-
B2

HER
24T

String
OCSF AT7—% A

BF
il
{
"resources": [
{
"owner": {
"account": {
"uid": "123456789012"
}
}
}
]
}
)Y —RAZRAT

BEOY—EREDUY—A%HEB TS AWS CloudFormation VY —AX A7,
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EH

WA

247
String

EX

AWS CloudFormation J Y — AR A 7OwmBRANHS BENFHVET,
AWS: :<Service>::<ResourceType>

OCSF AT—Z A

Bif7

Bl

{

"resources": [

{
"type'": "AWS::EC2::Instance"

X
]
X

)Y — ABEBF
9 IRDVY—AO—EDOHRF (fl: -1234567890abcdef0).
24

R
247

String
i

BBV —ABRFTHIHLEN SV EXT. HRIRIEF1TT. ZFARE 768 TT,
OCSF AT—& A

Bif7
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Bl

{
"resources": [
{
"uid": "i-1234567890abcdef0"
}
]
}

RED Y —AREBF
9ZT7RVY—AO—EDOHEF. BEWE Amazon )Y —AX—LA (ARN),
=

HE
24T

String
ERX

B AWSARN THRIBENFHYWET. —BRUBNEZ—2RBFROEHTT,
« "arn:partition:service:region:account-id:resource-id"
« "arn:partition:service:region:account-id:resource-type/resource-id"
« "arn:partition:service:region:account-id:resource-type:resource-id"
E:SIBED—FOH—E AT, arn:aws:s3:::bucket-name (region E =& account-id %% L) &
EONDI—>a>eEFERALET,

OCSF AT7—&2 XA

BE1E
il
{
"resources": [
{
"uid_alt": "arn:aws:ec2:us-east-1:123456789012:instance/i-1234567890abcdef0"
}
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]
}

Il{
"resources": [

{

"uid_alt": "arn:aws:s3:::my-bucket-name"

}
]
}Il

)Y —AE
T2 RIVY—AD—EDHEH,
B

HER
2AT

String
ER
BEAREICKEFET D I —ERO B,
OCSF AT7—% A

BE1E
B
{
"resources": [
{
"name": "My-Server-1"
}
]
}

7 U
DY —ZANBEENTVD AWS U—2 32,
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EH

R
2A7

String
i

B OZIR)—23a 2 #BF (us-east-1, eu-west-1, ap-southeast-2 7% &)
OCSF AT7—& A

Bt 17

Bl

{

"resources": [

{
"region": "us-west-2"
}
]
}

)Y — AER R
)Y —=ANERE NI
B

HR
247

BALARYT
R

IRYIASOIIREMD Unix A LAR>T7 (1970 £ 1 A 1 B 00:00:00 UTC)
OCSF AT—ZX A

Bz
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£
{
"resources": [
{
"created_time": 1762019193000
}
]
}
2T

Y —AX R TF—2EBBOF—EEORT
B

HR
2A7T

key:value 77 T U NDOEF|
ER

NFE—EEORTZERTEDRSICTRINRAFTT OO,
OCSF A7 —& A

e
il
{
"resources": [
{
"tags": [
{
"name": "Environment",
"value": "Production"
},
{
"name": "Owner",
"value": "SecurityTeam"
}
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]
}
]
}

IP 7 RLA
IPv4 £/ IPv6 FER DA AR AICEEM TSN IP 7 RL A,
=24
F723>T9,
AT
String
R
BMEIPVAEREEIPVG 7PRLA
OCSF AF—% A

BEi7

Bl

{

"resources": [

{
"ip": "10.0.1.25"

}
]
}

IP7RLA

FNARCEERTShEIP 7 RLA (IPv4 £1-1d IPv6) OESl, chiclk. NTUYZIPTRL
AETTZAR—=NIPZRLAOEENEENDHZENHYET,

EH

A7>3a>Td,
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247

IP7 RLADESF
OCSF AT—Z A

#
B
{
"resources": [
{
"ip_addresses": ["10.0.1.25",
}
]
}
VPC UID

VY —ATFBEEEHTWS VPC ID,

=4
F73>T9,
A7

String
EX

VPC &5+ (l: vpc-12345678900)
OCSF AT7—& A

(C ZJiBN resource_details

Bl

{

"resources": [

{

"52.12.34.56"]

"vpc_uid": "vpc-0alb2c3dse5f6g7h8"

}
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]
}

EAXABMERODVY—AFATZ TV N0

{
"resources": [
{
"cloud_partition": "aws",
"owner": {
"account": {
"uid": "123456789012"
}
I
"region": "us-east-1",

"type": "AWS::EC2::NetworkInterface",

"uid": "eni-03e6c892dd45e836¢",
"uid_alt": "arn:aws:ec2:us-east-1:123456789012:network-interface/

eni-03e6c892dd45e836¢",
"zone": "us-east-1f",
"vpc_uid": "vpc-0ef6045717b0362f6"

}
]
}

VY—ZABEOATZ LTI K

NS, BEOUY—RRATEF—EROFBERERMBTSEEBIANENEAT I T L
TY, BEATIIINCE. Y—ERBBOREEAZF—REECEADO T —LREYT AT
SIS RFBERTLET,

TINAA

B, A X—88. A VAZVATO774), BBREALE, JE1—-FT12 TV
U—ADIVZIRAAZ AR ZRILLEL I,

=2
F73a>Td,
A

FTSTUK
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OCSF AT—Z A

Z ([CEBMMUEL resource_details, "OCSF Device object definitiony £ L TS &

W

AWS HLREEBEIE, COATDTORNCROBEMEZEMLET,

- encryption_details - Y —ADEESF{L O

- image - 1 X—2 1R

* instance_profile- 4/ VARV AICBEENTZ IAM AV ARXA7O774)
« launch_time - 1 VAR AN BB E h - FZ

e uid_alt-JY—A® Amazon VY —Ax— L (ARN)

il
{
"device": {
"image": {
"uid": "ami-99999999",
"name": "LoadTestAMI-Current"
.
"instance_profile": {
"uid": "LoadTestingInstanceProfileId",

"uid_alt": "arn:aws:iam::012345678999:instance-profile/generated"

iy
"launch_time": 1762019193000,
"launch_time_dt": "2025-08-02T02:05:06Z",

"model": "m3.xlarge",
"network_interfaces": [
{

"ip": "198.51.100.0",
"security_groups": [

{
"name": "LoadTestingSecurityGroupName",
"uid": "LoadTestingSecurityId"
}
1,
"uid": "eni-abcdef12"
}
1,
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"type": "Virtual",
"type_id": 6,
"uid": "i-99999999"

RXRYNID)=DA422—TI4 A
AMRTZ7ANREFIVTATN—TZECRYNT—DA42E—T I A ADFHFMERE,
=4

F7>3>TY,
247

VAR AN
OCSF AT7—&X A

Z ICEBMUEL kEresource_detailss TOCSF XY RND—OU A BZ—TIAAFATZITIR
E&E, ESBLTLSEETL,

AWS HLsR#EBEIE, COATSITORNCROBEMEZEBMLET,

« attachments - XY RD—DV AV E—TIAATEYFXAYNIBETRER
« security_groups-tEF1UTATI—TO—E0OEEFDEZ
e uid_alt- JUY—A®M Amazon JY—AZX—L (ARN)

Bl

{
"network_interface": {
"uid": "eni-0@alb2c3d4e5f6g7h8",
"uid_alt": "arn:aws:ec2:us-east-1:123456789012:network-interface/
eni-0Qalb2c3d4e5f6g7h8",

"name": "prod-web-server-eni",
"attachments": [
{

"uid": "eni-attach-0abcd1234efgh5678",
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"instance_uid": "i-0123456789abcdef0",
"name": "/dev/eth@",

"state": "attached",

"attach_time": 1762019193000

}
1,
"security_groups": [
{
"uid": "sg-0alb2c3d4e5f6g7h8",
"name": "web-server-sg"
1,
{
"uid": "sg-9i8h7g6f5e4d3c2bl",
"name": "ssh-access-sg"
}
]

ARL—TF/NA R

WET7T7AN, BE, RFY T3y NEREECANL—2F /N1 ADFHH,

B

F7>3>T9,
AT

v AR AN
OCSF A7—&2 A

#

ARL=2FNARAATZIORCRE, ROBENEELET,

 name- ANL—2FNA ADREH
e uid- ANL—=2FNA AO—EDORBIF
« attachments - ANL—=—2FNAADTERYFAXA B

- encryption_details - ANL—F /N4 ADOBES{LF—
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« is_encrypted- ANL = FNA ANBESILE N TVWR A ES H (BEA)

« snapshot_id- ANL—FNAAODARFTY 723y NEBIF

e uid_alt-JY—A® Amazon JY —AFR—L (ARN)

il
{
"storage_device": {
"is_encrypted": false,
"name": "LocalVolumeDeviceNamel",
"snapshot_id": "snap-12345678901234567",
"uid": "vol-09d5050dea915943d",
"uid_alt": "arn:aws:ec2:us-west-2:123456789000:volume/vol-09d5050dea915943d"
}
}
F—RR—2R
IO0347, TVRKRAU M, I—HF—RBHREEDT—EIR—AL VAR AB &,
2H
F73a>Td,
AT
AT7STORN

OCSF AT—Z A

Z (CEBMUEL resource_details, TOCSF F—AZR—AFA T IVRNESE) #SHBL T
<EEL,

AWS HLRMEEE, COATDIVRNCROERZEMLET,

« cluster_uid - F—ZXR—A T ZAX—#HAlF

- db_endpoint - F—ZX—ALY RRASA K~

« encryption_details - F—ZX—ABS{L OFH
« engine - F—AEXR—AIT T2 F (Hl: mysql)
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« is_encrypted - F—AXR—ANFBSHLENTVWBRAHESH

« is_iam_authentication - IAM RN BMICHE>TVWBRAESH

« is_public- F—ER—=ANNT VY DTV ATEHLES H

¢ port - F—RZR—AR—KEF

« security_groups - F—ERXR—RAA VARV AICHERFShIZVPCEF 21 UT1TIL—TD
B 5l

« snapshot_details - F—&2XR—RARAFT Y 7> av NOFHM

« status - F—EXR—ADAT—XR A (fl: EHTTEE)

 subnet_group - F—ZR—AHBT XY NTI—T1&, VPCRHOY7ZY hOIL Y32 T
C

« uid_alt- JY—A®D Amazon ')V —AZX—L (ARN)

« user - F—EXR—AI1—H—

e version- F—&XR—A/N—>3 >

Bl

{
"database": {
"cluster_uid": "SampleDBClusterId",
"engine": "mysql",
"is_iam_authentication": true,
"is_public": false,
"type": "Relational",
"type_id": 1,
"uid": "SampleDBId",
"version": "13.6"

F—AR—RAITAR—
IYIVRAT . IVRRA Y b, I—H—BREEDTF —IR—A1 VAR AB .
20

F73>T9,
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247

ATITUN

OCSF AT—ZX A

#

F—ER—AFTDI IR, ROBHENEENET,

Bl

uid - F—ER—AVZAZ—O—E DO BB T

uid_alt - UY—A® Amazon Y —AZX—LA (ARN)

name - 7 —AXR—RAV T AZ—DEH

status - F—ER—ATVTFAZ—DAT—ZA

engine- V7 AZ—ICHENTSATVWAI DY

version- F—EZR—AIVZAZ—ON—>32

cluster_members - V5 AZ—D—HTHBIZT—EIR—AANVAZAD) AN
security_groups - V7 AX—ICHEN TS hlzEF1UT 1 TIL—TDESI
is_encrypted - F—EZR—AVTAZ—HFBELEIhTVEIHLESH
is_iam_authentication - IAM BN EMICE>TWVWB AL ESH
encryption_details - F—ZX—RAIV S AZ—DOES{LOFH
subnet_group - V7 AZ—ICEENF TS hi Y TxYy NTIL—T

port - F—AR—AVTAR—DR— R ES

zones - FRAZEUTA—=VU—=2DUADB

db_endpoint - F—ZR—RAVTARX—TV RKRALU

snapshot_details - *—ZXR—RAAF Y 73y NOFM

{

"db_cluster": {
"uid": "production-aurora-cluster",

"uid_alt": "arn:aws:rds:us-east-1:123456789012:cluster:production-aurora-cluster"

"name": "production-aurora-cluster",

’
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"status": "available",
"engine": "aurora-mysql",
"version": "8.0.mysql_aurora.3.04.0",

"cluster_members": [
"instance-1",
"instance-2"

1,
"security_groups": [
{
"uid": "sg-0alb2c3d4e5f6g7h8",
"name": "db-security-group"
}
1,

"is_encrypted": true,
"is_iam_authentication": true,
"encryption_details": {
"key_uid": "arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"
},
"subnet_group": {
"uid": "production-db-subnet-group"
.
"port": 3306,
"zones": [
"us-east-1la",
"us-east-1b",
"us-east-1c"
1,
"db_endpoint": {
"name": "production-aurora-cluster.cluster-abcl23xyz.us-
east-1.rds.amazonaws.com",
"port": 3306

NRZ—, LAY—, FVRALREBREDY—N—LABBDOI TV REHEK,

A7>3a>Td,
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247

FTITUN

OCSF AT—X A

#

VZORBEBATZIVRNIE. ROBENEENET,

Bl

name - 727 REBO B |

uid- 727 REHEO—E0RBIF

uid_alt - UY—A® Amazon JY —AX—LA (ARN)

encryption_details - 757 REHOBES{LOFFH

handler - f R N ZNEFZHEHI—ROXY Y R

layers - @REI—RFLEFF—REZECITVREHBLAVY—DU AN
runtime - V77 REHROSHEBORE

security_groups - 777 RBEHKICEEN TS hiczF1 )T 1 JIL—TDES!
subnet_info_list- 727 RERICEERFShIZYTZY NOFHA

user - cloud_function (2 H—EAANDT IV ELAFAZNETD IAM I T 47 4 (BT 254
version- 777 RBHON—>3 2

vpc_uid - 257 RBEA VPC AICHBHED VPC D—EDHEIF

{

"cloud_function": {
"name": "my-lambda-function",
"uid": "my-lambda-function",
"uid_alt": "arn:aws:lambda:us-east-1:123456789012:function:my-lambda-function",
"handler": "index.handler",
"runtime": "python3.11",
"version": "$LATEST",

"layers": [
{
"name": "my-layer",
"uid_alt": "arn:aws:lambda:us-east-1:123456789012:layer:my-layer:1",
"version": "1"
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}
1,
"security_groups": [
{
"name": "lambda-security-group",
"uid": "sg-0123456789abcdef0"
}
1,
"subnet_info_list": [
{
"uid": "subnet-0alb2c3d4e5f6g7h8"
}
1,

"vpc_uid": "vpc-0ef6045717b0362f6"

Databucket
SSNTY RELERFTF—RANL—DEH,
=4
F7>3>T9,
XA
ATTUN
OCSF AT7—& A

Z (CEBMUEL Zresource_details, TOCSF Databucket A7 TV NEEH L #SHBL TL

2EW,

EZOATDITURNE., AWS HER#EEEELC & O T resource_details ICIBiIENET, 07 OCSF

Databucket 7 7 TV KN, BMOBEMEL TEAEHET,

£l

{
"databucket": {
Iltypell: "53"’
"type_id": 1,
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k

"uid": "my-bucket-name"
}
}

Image
TSYRTA—LRFEARROHMAEE, IVE1I—FT 12 TVY—ADA X—J1ER,
24

F7>3>7T9d,
AT

ATITUN
OCSF AT—X A

Z (CEBMUEL Zresource_details, TOCSF A AXA—T AT IORNERZ) #SBLTLKE

=L,

AWS HLR¥EBEIE, COAT DI ONCROBEMEZEMLET,

« platform- A X—SOARL—F A VIS ATLATZY N T+ —LA
e in_use_count - DA X—EFERATHIY—ADOH

il
{
"image": {
"uid": "ami-@abcdef1234567890",
"uid_alt": "arn:aws:ec2:us-east-1:123456789012:image/ami-0abcdef1234567890",
"name": "my-custom-ami'",
"platform": "AMAZON_LINUX_2",
"in_use_count": 2
}
}

H7ZY NER
)Y —ZAABMBE A TVWRD YT XY NCET 554,
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EH

F7>3>7T9d,
AT

FTITHN
OCSF AT7—& A

#

B7ZRY MNEBATZI VNI, ROBENFEENET,

c uid-HT7RY hO—EDOREEF

e uid_alt-JY—A® Amazon VY —AFX— L (ARN)

« name - ¥ 7 XY NOEH

« zone- FRAZEUTA—=V—="2

« ip_count-H7XYNHADIP 7 RLADOHK

« cidr_block-#7X%Y h® CIDR7OY Y

« is_default- ChAF7 I RS TRY RHAESH

« is_public-HT7XYMINT VY DIZTIVRATAGELESH
- state-HY7 XY NDIREE

« vpc_uid-H 7Ry NHFBEEhTWS VPCID

Bl

{
"subnet_info": {

"uid": "subnet-@alb2c3d4e5f6g7h8",
"uid_alt": "arn:aws:ec2:us-east-1:123456789012:subnet/subnet-0alb2c3d4e5f6g7h8",
"name": "production-web-subnet-1a",
"zone": "us-east-1a",
"ip_count": 251,
"cidr_block": "10.0.1.0/24",
"is_default": false,
"is_public": true,
"state": "available",
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"vpc_uid": "vpc-0123456789abcdefd"
}
}

1—4—
AYABYATOAT7ANERYS—EEE IAM 1—F— B,
BH

F7>3a>T9d,
A

VAR AN
OCSF AT7—& A

Z (ZEBMLUEL resource_details, "OCSF 1—H—AT7J IOV RNEH) #SBLTLE
=L,

A—H—FATITIONIRE. ROBHENFEENET,

- instance_profiles- 95T RAVARVAILTRYFENTEA VAR >AZ7O774I)LDV
AN

« policies-1—%—, JIL—7", A=), DY—ARICT 7 AFAZE)HTBR) —

Bl

{
"user": {
"type_id": 1,
"uid": "AIDACKCEVSQ6C2EXAMPLE",
"uid_alt": "arn:aws:iam::123456789012:user/developers/john.doe",

"name": "john.doe",
"type": "User",
"groups": [
{
"name": "Developers"
.
{
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"name": "ReadOnlyAccess"
}
1,
"policies": [
{
"name": "AmazonS3ReadOnlyAccess"
1,
{
"name": "AmazonEC2ReadOnlyAccess"
}
]
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BHOBRBERDEX

Security Hub &, BEVTZILRZAALATLAZERZERLET, HILLEFIU T BREERAEYIA
Fh, BEORBERNIEFE D L, Security Hub R IEEV 7R A ATLRBERBEREZEERE L
FEFHLET, SecurityHub &, VY —AIDZ &I 1 DOLNBERREZERLET,

DY —AICEHBFUENFBVEE, FLEEEFEFTT2485FS. Security Hub FZDDY—AIZDOWVT
EHOREZEREERLEE A, Security Hub &, BHOKREZERTHR—FEhTW VDY —
AZATOBEHOBRERZRZRITLEREA, VY —AICZHOBHEREOEIEDEN H D5

4. Security Hub FEHDOKREBREZEKLET, FHOREHEAEDLEBICRL 2T, EHOKRERZR
NEEELRILEREFYET,

BHOKREEROY T

AWS Security Hub &, Open Cybersecurity Schema Framework (OCSF) O ~FfERZ ERILL F
ED

BHOBREEROY> T

ROEHBREEROY D TIL T, related_events NTX—RIZ, 5T 2REERGE, BH
REZRCEBOHMENIr€FEIhET, FEI 2 REFLRER., BEHOREFERICHETZHMHES Y
FILTT, 1 2NEETIHRERZERICE. 1 DULOBEZEEHDENTEET, observables

NTA=ZF, 5T 2RELRCEEFTFSNEVY—RZEBALET, chik, EHBREERIC
BEEMNGFSNEDY —AEHBAIT S resources NTX—REREBDIBEN BV ET,

{
"activity_id": 1,
"activity_name": "Create",
"category_name": "Findings",
"category_uid": 2,
"class_name": "Detection Finding",
"class_uid": 2004,
"cloud": {
"account": {
"uid": "123456789012",
"name": "production-application”
I
"cloud_partition": "aws",
"provider": "AWS",
"region": "us-east-1"
I

"finding_info": {
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"analytic": {

"name": "Exposure",
"type": "Rule",
"type_id": 1,
"uid": "0.0.1"
I
"created_time_dt": "2024-11-15T21:39:26.337224100Z",
"desc": "Publicly invocable Lambda function executed outside of VPC has

vulnerability with known exploit that can be exploited from remote network",
"finding.info.modified_time_dt": "2024-11-15T21:39:26.337224100Z",
"related_events_count": 3,
"related_events": [

{
"tags": [
{
"name": "Vulnerability",
"values": [
"Attack Vector Network",
"EPSS Level >= High",
"EPSS Level >= Medium",
"Exploit Available",
"No Privileges Required",
"No User Interaction Required",
"Vulnerable"
]
}
1,
"product": {
"uid": "arn:aws:securityhub:us-east-1::productv2/aws/inspector"
I
"observables": [
{
"type": "Resource UID",
"type_id": 10,
"value": "arn:aws:lambda:us-east-1:123456789012:application-
function"
}
1,
"type": "Finding",
"title": "CVE-2023-33246 - org.apache.rocketmq:rocketmg-controller",
"uid": "arn:aws:inspector2:us-
east-1:123456789012:finding/1234567890abcdef0"
},
{
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"tagS": [

"name": "Reachability",
"values": [
"Publicly Invocable"

]
}
1,
"product": {
"uid": "arn:aws:securityhub:us-east-1::productv2/aws/securityhub"
},
"observables": [
{
"type": "Resource UID",
"type_id": 10,
"value": "arn:aws:lambda:us-east-1:123456789012:application-
function"
}
1,
"type": "Finding",
"title": '"Lambda function policies should prohibit public access",

"uid": "arn:aws:securityhub:us-east-1:123456789012:security-control/
Lambda.l/finding/alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa"
I
{
"tags": [
{
"name": "Misconfiguration",
"values": [
"Deployed outside VPC"

]
}
1,
"product": {
"uid": "arn:aws:securityhub:us-east-1::productv2/aws/securityhub"
I
"observables": [
{
"type": "Resource UID",
"type_id": 10,
"value": "arn:aws:lambda:us-east-1:123456789012:application-
function"
}
1,
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"type": "Finding",
"title": "Lambda functions should be in a VPC",
"uid": "arn:aws:securityhub:us-east-1:123456789012:security-control/

Lambda.3/finding/alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
1,
"title": "Publicly invocable Lambda function executed outside of VPC has
vulnerability with known exploit that can be exploited from remote network",
"types": [
"Exposure/Potential Impact/Resource Hijacking"
1,
"uid": "arn:aws:securityhub:us-
east-1:123456789012:risk:1234f781c7ae7507f01e2fb460f15ca8fe7f9c95e257698a092cb74a4ea84a42"
I
"metadata": {
"product": {
"name": "Security Hub Exposure Analysis",
"uid": "arn:aws:securityhub:us-east-1::productv2/aws/securityhub-risk",
"vendor_name": "Amazon"
I
"processed_time_dt": "2024-11-15T21:39:58.819Z2",
"profiles": [
"cloud",
"datetime"
1,
"version": "1.4.0-dev"
},
"resources": [
{
"cloud_partition": "aws",
"region": "us-east-1",
"tags": [
{
"name": "aws:cloudformation:stack-name",
"value": "LambdaProdStack"
I
{

"name": "aws:cloudformation:stack-id",
"value": "arn:aws:cloudformation:us-east-1:123456789012:stack/

LambdaProdStack/alb2c3d4-5678-90ab-cdef-EXAMPLE22222"

}I
{

"name": "aws:cloudformation:logical-id",
"value": "lambdar3function94D10D40Q"

BHOBREBBERDER 99



AWS Security Hub I1—H—HA K

}
1,
"type": "AwsLambdaFunction",
"uid": "arn:aws:lambda:us-east-1:123456789012:application-function"
}
1,
"severity": "Critical",
"severity_id": 5,
"status": "New",
"status_id": 1,
"time": 1731706766337,
"time_dt": "2024-11-15T21:39:26.337224100Z",
"type_name": "Detection Finding: Create",
"type_uid": 200401,
"vendor_attributes": {
"severity_id": 5,
"severity": "Critical"
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aws securityhub get-findings-v2 \

--max-results '10' \

--filter '{"CompositeFilters": [{"StringFilters":
[{"FieldName":"metadata.product.feature.uid","Filter": {"Value":"security-hub/

Exposure", "Comparison":"EQUALS"}} 131}’

BENBHRENRT S 7 2EAL = Security Hub TOEHDOXRR

BENBHRBENATZ7E., BENSREEN BHORBNERICEETD VY -ALTIEALTH
HWIDHEEERT A EZIVTATRBENATT, COTFTICE. Security Hub A2V —)L& (&
HIR—TZHASDETIEATEEY, BHRUEBROFHERTTZE, BB 27 CREBENL
WEBNAEREND I IVHFEENET,
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BET, A—LAMVTAAVER—LTIRNTAA2EALT, RENATZT7OREREGICER
EEDERENTEET, 2EEXRRTIAAVEZFERALT, £tEAXRRE—ROAATHENAT
Z7EBRHATEER T, B, 754X UDY—R, BEVY—RA, E535FHHKZzEFICTI—R
L, RENRTZ7ICBEATIVEBEORERRTLET, VY—ANFMERTTDICK, U
V—ARAZERL, [VY—ADOFHHlZERTR] ZBRLET, VY—RICHEERTFSIhEIDE AWS T
WOV ESZEIE—TBEEHETEXRT, FETREMBIRZE > ELHOREERTR. NTUY
DAVR—FY NEWWIELEENRLERY ND—IONANBRENATZTICRRENET, COFHEE
REATDICE, Y EEENEZYNTD—ONA/—RZBIRLET,

BHORBBERDIZE

cOEIVIVORNEY TR, TETER ICLEHIELHREFEROBEFIECOVTEHBALET
AWS (D'U'—lf.'7\o

OCSF 2= ® Remediation 7 4 —J)L RIZI&., remediation & references®2 2O 7 1 —)L R
FEENET,

"Remediation": {
"Recommendation": {
"remediation":{"desc":"String",
"references":["string array"]}

+
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NYOTY TS0 ERTDHEIC. T—ROBYRENY OTY THEEREFHBEZRELET,
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DynamoDB 7—7 L D HIBR R BN EMICHE > TVS

HIRRRZEIC K V), DynamoDB 7—7 LA R > THIBRE ND D EHEE T, HIRRBEEZEMIZ TS
&, DynamoDB F—7 )G VY—=IFo>3a>, APIJ-=)L, CLIONV R, £EEEH O
ALRBDERUBEVHIBRICHL THRBICANET, chiCkY), AWSREICT IV EATESERD
BOWIVTATANEBERNICT—7ILEHIBRL, Y—EZXAOFEPKENET—RBXRICDEN DT
BEMN BB, AWSIREN T—RBRICESENDARMENI HVET, T—FREBEORARNTZ
T4 AIZH#E2T, DynamoDB T—7 LD F— X REEZBNICTDLE2HBHOLET,

HIBRMRE DB

BROT—7I2EBITRERE. 2FALTF—7)70O/VF 1 CloudFormation %
—RETEHIBDEZRFLTLSEEV, CloudFormation 77 L—KZZEL T
DeletionProtectionEnabled7’ONTF 1 8V, ARV IEEHLEYTEET, EEN T
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Security Hub AV =)L Tk, BEHOREFZRICESLEEC2 AV ARAZ AL TOEBAEHRYS, B
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»
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(IMDS) &, 1 VAZVALENDDA—RICKI2T, 1 VARVAXBRTF—RIZLZEILTVEATSEH
L:ﬁﬁﬁéhé*f?lfl)ltd):l“/?ﬁ X2 KTY, IMDS A EEICRBE A TVAVEGES, —KH

B RPZTOMOBBRRET —RICT IV EATESD LD, BENBHERY NLICAZATEEMD
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AdministratorAccessE Ik Z##RL £FIAMFullAccess, TNUADBEK, RUS—RF21
X2 NT, "Effect": "Allow", "Action": "*" & "Resource": "*" ZELAT—hH
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Identity and Access Management 1—H'—HA4 R, O "HAABT7 I LAEREAOT I LAICET
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TWBMBOT )T —2a  ICREEEABVKRIILTREETEET, CcOTFIATR, #
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(MFA) Z 4B T2, ZSRLTLEZL,
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cloud.provider

cloud.region

comment

complianc
e.assessm
ents.category

complianc
e.assessm
ents.name

aA2I—=L7 1413
—fE

Cloud provider

Region

Comment

Assessment

category

Assessment name

71N —EBETF

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
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String

String

String

String

String
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complianc
e.control

complianc
e.standards

complianc
e.status

finding_i
nfo.desc

finding_i
nfo.relat
ed_events
.product.uid

aA2I—=L7 1413
—fE

Security control
ID

Applicable
standards

Compliance
status

Finding
description

Related findings
product ID

71N —EBETF

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
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String

String

String

String

String
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finding_i
nfo.relat
ed_events
.title

finding_i
nfo.relat
ed_events.uid

finding_i
nfo.src_url

finding_i
nfo.types

finding_i
nfo.uid

aA2I—=L7 1413
—fE

Related findings
title

Related findings

ID

Source URL

Finding type

Provider ID

71N —EBETF

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
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String

String

String
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OCSF 714 —JL R A= 714IL R T1IINR—EEF TA=ILRERAT
—1{&

metadata. Generator ID EQUALS, PREFIX, String
product.f NOT_CONTA
eature.uid INS, NOT_EQUAL

S, PREFIX_NO

T_EQUALS
metadata. Product name EQUALS, PREFIX, String
product.name NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO

T_EQUALS
metadata. Product ARN EQUALS, PREFIX, String
product.uid NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO

T_EQUALS
metadata. Company name EQUALS, PREFIX, String
product.v NOT_CONTA
endor_name INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
metadata.uid Finding ID EQUALS, PREFIX, String
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
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OCSF 714 —JL R A= 714IL R T1IINR—EEF 714—=ILRERAT
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remediati Recommendation EQUALS, PREFIX, String

on.desc text NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO

T_EQUALS
remediati Recommendation EQUALS, PREFIX, String
on.references URL NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO

T_EQUALS
resources Resource EQUALS, PREFIX, String
.cloud_pa partition NOT_CONTA
rtition INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
resources.name Resource name EQUALS, PREFIX, String
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO

T_EQUALS
resources Resource region EQUALS, PREFIX, String
.region NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS
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resources.type

resources.uid

severity

status

vulnerabi
lities.fi
X_coverage

finding_i
nfo.first
_seen_time_dt

aA2I—=L7 1413
—fE

Resource type

Resource ID

Severity

Status

Software
vulnerabilities
coverage

First observed
at

71N —EBETF

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

EQUALS, PREFIX,
NOT_CONTA

INS, NOT_EQUAL
S, PREFIX_NO
T_EQUALS

Start, End,
DateRange

74—l REAT

String

String

String

String

String

Date (formatte
d as 2022-12-0
1T21:47:3
9.2697)
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finding_i
nfo.last_
seen_time_dt

finding_i
nfo.modif
ied_time_dt

complianc
e.assessm
ents.meet
s_criteria

vulnerabi
lities.is
_exploit_
available

vulnerabi
lities.is
_fix_available

activity_id

aA2I—=L7 1413

—1E

Last observed at

Updated at

Compliance
assessment
meets criteria

Software

vulnerabilities

with exploit
available

Software
vulnerabi

lities with fix

available

Activity ID

T1IINR—EEF
Start, End,

DateRange

Start, End,
DateRange

True, False

True, False

True, False

Eq (equal-to),
Gte (greater-
than-equal),

Lte (less-than-

equal)

74—l REAT

Date (formatte
d as 2022-12-0
1T21:47:3
9.2697)

Date (formatte
d as 2022-12-0
1T21:47:3
9.2692)

Boolean

Boolean

Boolean

Number
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OCSF 71 —JL R aAV=IL714)ILZ 71N —EEF 7A4—=)LRRAT
—{E

complianc Compliance Eq (equal-to), Number

e.status_id status ID Gte (greater-

than-equal),
Lte (less-than-

equal)
confidenc Confidence Eq (equal-to), Number
e_score Gte (greater-

than-equal),
Lte (less-than-
equal)

severity_id Severity ID Eq (equal-to), Number
Gte (greater-
than-equal),
Lte (less-than-
equal)

status_id Status ID Eq (equal-to), Number
Gte (greater-
than-equal),
Lte (less-than-

equal)
finding_i Related findings Eq (equal-to), Number
nfo.relat count Gte (greater-
ed_events than-equal),
_count Lte (less-than-
equal)
resources.tags Resource tags EQUALS Map
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EZOHIRICDOVWTIE., TSecurity Hub API )7 7L A1 @ "OcsfFindingFilters; 23R L T E&
(A

FHTED OCSF 71—J)LR
LT, BEMELIL—IILZERLTEHRTES OCSF 71 —ILRTT,

* Comment
* Severityld
e StatusId

BEMLIL - A REERZFTE T 2 5%

BELIL—ILiE, IL—ILDEREIC Security Hub AMERFE LRIV IADL, FRBRTEFE LR
HERZFTMMEL £,

BELIL—ILE, 7ONAMX—HFREEITZDnorBEERZFMMLET. 7ONMF—

l&. Security Hub E DEEZBLU T, HLLVREBRZRML . BFOREZERZEH TEE

¥, BatchUpdateFindingsV2 ARL—232ZBUTIL—LZERL LRICREZR 71— R
ZEHLTE, LI MNVH—EhFELA. BELIL—IILZERL. BUREER7 1 —ILRICE
€9 % BatchUpdateFindingsV2 BfiZ21T5 &, REDEMICEL>TENDT 1 — )L ROEZRE
LET, XOBIZRTHEEL &5,

BatchUpdateFindingsV2 ZEAL T, #®EBER®O Status 74 —J)L R%Z New A5 In Process
ICEHFLET, GetFindingsV2 2 TH T &, Status 714 —JL ROEN In Process IV E
Lk, MBAERD Status 714 —J)L R%& New A5 Suppressed ICZET2BELIL—ILZERL
F 7 (BatchUpdateFindingsV2 TIThNEEHEZZR TSI —IILZ2BVEHL T EETW), Rt
B7ONA A —IREBEREFHRL., Status 71 —J)LR%E New ICEEL £ T, GetFindingsV2
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HERZFMLETH. A0V —ILTLEI—E GetFindingsV2 APl ARL —23a ADL AR
VAOEYN, L=LTOTIAVRETOMOEFIREFZRICEAE N ER) ICRREND LD, &
HBREOREBRERMLET,

BEMLIL—IL DIEFS T 7%

FBRBIL-INICRIL—IIEFLFE) HTShET, ZhiC&kV, Security Hub 2" HEMLIL—ILZE
RIBIEFAREY ., BROI—LFBUREERFELEREBR7  —ILRICBETZIHEICER
ICBE2TEXRT,

BHEROIN-NT O a2 FRAUVBREBRELERERZR7 1 —ILRICEETZHE, L—LIEFOHK
EFZREREVIL-IIANFRRICEAESHh, BRNEBEREBZVET,

Security Hub AV =TI —)LZ4EK T B &. Security Hub L= L DERIBEFICESVWT, JL—
LDOEFZBEWICEIY ETET, RUVICERTIIIL—LOIL—LIEFRE1ICEY)ET, EBO
IL=IDEFEETIHEE. BTEREIDZIL-INICE, EREhEIERICKE > TRICEWVWIL—ILIERF
ENE)HTESNET,

CreateAutomationRuleV2 API £lk ZFEAL TI—ILZEK TS & AWS CLI, Security Hub
([FRuleOrderKAICKREBMUVBIEDIIL—IILZERALET, TOR., REDI—IIZRIETEALE
T, EHORBERNEL RuleOrder 2> TW3H4E, Security Hub (& UpdatedAt 7 4 —JL R
LK) EWMEZE>TVRIL—IIEZRMICEALET (DFVY., REREICHERESNEIL—IIIRE
WCHEAENET),

L=ILDEFEVWDIDTEEETEXRT,
=L IERF O BI:
IL—IL A (L—ILIEFE 1):

« L= ADEE
* ProductName = Security Hub CSPM
* Resources.Type & S3 Bucket
« Compliance.Status = FAILED
* RecordState & NEW
* Workflow.Status = ACTIVE
s L=ILADTO>3a
« Confidence & 95 |[CE#
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- Severity & CRITICAL |[CE#
« Comment %Z This needs attention [CEH

L= B(L—IDEFE 2):

- L= BOE%E
* AwsAccountId =123456789012
s J=IBOTO>a
- Severity Z INFORMATIONAL (ZE#

IW=ILADOToZazvik, L= ADOEEIZ—HTS Security Hub DBREFBRICEAICEAE L E
o RIC,IIL=ILBOFTIIAaUNIBEENLETHI N ID O Security Hub O AR ICEAE
NET, COPITE, L= BIARRBICEAEND LD, BETIhETHIONIDASOBEHER
& (1% Severity ME#&MEIE INFORMATIONAL TG, L—ILADOTUZaVICEI<E, —HL
EREERD Confidence DHFIXEIK 95 T,

H—RN—FT 1 —&KE

BE{tIL—)LZ AL T, Jira Cloud # KU ServiceNow ITSM EDHEEDFT Y NEHERTE S
T FHMICDOWVWTIE, TCreating a rule for a third-party integrationy Z2Z8BL T &L\,

HEMLL—LAEEL TV U A
T, BBL—LI#ELEVSTUATT,

« ARV RTAVTAIURY, EREEEZF BEBOXN-ICED
- HBEBT AV MEXEEEEZHIRL., FILLVEXEBEZRET

c UoEATWEVWY =232 ) oEnlz)—232lkdE, EREEETHORNRLER
ABZVRTFAYTADODYRNOT IV T —2RENEEENET,

NSO FI)ATER, BEBOX/N—F, AWSCLI E£ilF APIs U AN, S, BIRAXRL —
aveEFRALTEELIL - EERBTEEXT,

V2 0ZnTVWBEVW) =232 0&Enz)—23a2IlBde, EREEBEETNHIOVRNELERA
AVRTOAYTAHIYME, VAN, BE, HIRFARL—>32Z2FEALT, U2 o&EhizU—>3
YDV —AZEETEXRT,
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CERTERRA, EEARE, L—=ILAM). L=ILB@2). L= CE@). L—=I D@ D4>o0DH
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NDHRERERZERTHIRET, Security Hub DIREFZEROVEBICHEEZSEA DMl BYET, C
NIZKY ., FTry NOERFENDAEEN DY, REBROENfFEILCZVIFUFTE, —BO
BREERN JraFTy MCE2EKLBEMBEVEEN Y ET, MEERKHEILTSIZIE. Security
Hub @ Automation L—=JLICT7 1 )L Z—%FEEKL T, Ei%EE’&*ﬁﬁ%*%@?‘ﬁ'/ NREITZEBEL.
EEEAY—-IILZFEAL TJiraAPI OFEARRZEZRXITL, JraZ1 2 ABBORED
L—REIRICEDVTD—0 70— %251THT2EEZRFTLTLKEET Y, EDSRRAIUT 1 AILKBE
HICOVWTW, Jira BEZEIGERLULTL—MEIROEN) HTEEBELTLSEEL,

Jira APl L— N&IBROEMICOWVW T, TAtlassian FROYN—HA R, 974D TL—K
BERFIX h EBBLTEEL,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-test-ticket-integration.html
http://developer.atlassian.com/cloud/jira/platform/rate-limiting/
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atEtEF1 T4

Jira API 38EE Tk, T2 BT VAN EHICEYE OAuth 2.0 SRENMBRETT, P UTr—3a>
A, API#EABICEET S Atlassian DEF I UF A ORARNTSIOT A AICH>TVB L ZERALE
9,

)Y—=A:

» Jira Rest APi v3: https://developer.atlassian.com/cloud/jira/platform/rest/v3/intro/

» OAuth 2.0 (3LO): https://developer.atlassian.com/cloud/oauth/getting-started/implementing-
oauth-3lo/

« Jira Cloud 7 7°\) O & https://support.atlassian.com/jira-cloud-administration/resources/

s Jira 7Ot AHFUZEELE T, https:/support.atlassian.com/jira-cloud-administration/docs/
manage-project-permissions/

Jira Cloud S\ DF 4o v NDER

JiraCloud £ DIEEZEKL =S5, REBROFTIY NZERTEET,

® Note

BREFERE, SAT7HA40IL2ETEIC1ID2D0FTY MCBEFITSNET, ZRADERIA
BRICZOREFRIZODVTITOLIBZIXNTOEHE, ABUFTY NMIEFEhET., BEIML
IL=ILICEEMNFSNEORIEANEEThDE, EFEOORIRGE., II—IILEEC—F
TRIDHHRBLOZEOREZERICOKXEHEIAET,

REBZBRICWTZFTIY heERT2ICE

1. FREMEHmEFEALTAWS 7HUY MIH A 14> L, https://console.aws.amazon.com/
securityhub/v2/home?region=us-east-1 T Security Hub 1>V —J)LZHE T,

2. FTESF—=23aRAOD[ARNJ] T, BREZR]) ZBIRLET,

3. RUEBRZEBRLET, REBRT. [F7Y bOER] ZEIRLET,

4. [HREB]T. ROVIFRAIIXZ_1—%HE, PEZHKEEZERLET, COFEAWE. Jira Cloud
TOPIVRERELEEEICERLEFKETT, REERZEET2HEEBEBRLET,

5. [MERK] Z2BIRLKXY,
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Jira Cloud B8 D F 4o Y NORR

BREZROFTY NEERLES, JiraCloud 1 VARV ATFIY N2BLK ZENTEEXT,
JiraCloud 1 VAZ A THRHEFERZXRTITBICIE

1. FREMEHmEFEALTAWS 7HUY MIH A 142 L, hitps://console.aws.amazon.com/
securityhub/v2/nome?region=us-east-1 T Security Hub AV —J)LZBHE £ 7,

2. TETF=23URAVD[AIRRNI]T, [REBR] ZERLET,
FTY hEERL CREBEREZBRLET,

BRT, FyYMIDEBIRLU T JiraCloud 1 VARV ATFTY NERRTDH, [JSON DX
] EBRLET,

ServiceNow D#HEES

ZOREY I T, Security Hub 1Y —JLICF7 2+t AL T ServiceNow ITSM DA %R E
ITRHEICODVWTHBALET, HEOEMDEDIZCORNEY VOWVWTNADOFIEEZRET T

BHIZ. ServiceNow ITSM DU TRV VT3> 2aBATIHEN HYET, FMHICOVT
l&. ServiceNow DI 7H A D TAKEER—T ) Z28BLTLKEEV,

HBAOTHIORTR, ZEXREBEOANREZERETEERT. ZEEEBERF. XON=-ThHV>
NOKREBRICWLUTFRTTF T Y NMEBMEEZFEATEER T, T5I1C, EAEBRERGEELIL—
LEFEALT, XON=TFTHIVNIEERTSNIEREBRINTZFTIY N2EBTHEREE
BEETEET, BALIL—ILEERTHHE. EAREBERINTOXIN=THIVREL
BREBEDOXN—THIV RN ZECHRHERETEET. ZAEEFOREIC DOV T, MSetting a
delegated administrator account in Security Huby ZZBR L T<E&E L\,

HBOTHIORTHEVTHINDOEE., COBEDIXNTORAIEZFERATEE,
B3RS - ServiceNow IRIBEZERET S

ServiceNow ITSM DEEZRETDICIE, UTOFREFEEFBLIMBEN BV ET, SIRFHER
=LTWAEWE, ServiceNow ITSM & Security Hub D#EA IE#EEL £ A,

1. 1T H—E RAEE (ITSM) [@ 1+ Security Hub BHEERKEED AV AR—)L
ROFIETIE, Security Hub 7’5 A& A VAR =TI HZEICOVWTHALET,

1. ServiceNow ITSM A VARV AY A AL, P77V r—>3a> S —2—%2@BEEXT,
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2. [ServiceNow ART7]ICBBILET,

3. ITH—EAER (ITSM) @+ Security Hub R ERERDOEEZREL, BB ZBIRLTT 7V
F—23ararAVAN=ILET,

® Note

Security Hub 7 77U —> 3 > OFKET, #L L Security Hub Ok %5 R A" ServiceNow
ITSMIREBICEFBEShELEICETISZ TV EBRLET, ([AELEV], [122FY
NZERT D], [BEZEKRT D). MAZENTD (12T MEE)] OVWThh ZER
LET,

2.AVNTROAUh UOTARNDIZ AT NBAIEBRNE R 1 7T ORE

A2VINTDROAUth UVIANIE, CONERATZRETILENf HYVET, FHICOLV
Tk, ServiceNow H7R— KD T 7AR—2® "Client Credentials grant type for Inbound OAuth is
supporteds ZZRL T EE L,

3.0Auth 77’4 —> 3> OERK

OAuth 777U —2 3> 2EREZADBEERF. CORREZUHZEAFY T TEEXT, OAuth 771
T=23 OERIZCDOVWTIE, TSetting up OAuthy 2B LT EE L,

BIIRSM - E%XE AWS Secrets Manager

Security Hub & ServiceNow D& ZFEH T3 ICIE. ServiceNow OAuth 77U —2 3> MR
ff1E#R % Secrets Manager ICRET D HEN H V) F9, Secrets Manager (- FREE f‘%ﬁ’&ﬁ’f??%

& . Security Hub A" SRREE# Z £ L T ServiceNow 1 VARV ALHKATEDLDIZLENS
WAIEBOEAZHHEE KO AR{LTE E T, Secrets Manager ICFRIIBERZERTFTDICIE, 7]7\
BAI—NZ—TY RAWSKMS ¥F—%2FAL T —IL Y NEREITIHVENHYVET, <O AWS
KMS ¥—%ZfEATd &, REFIC—IL Y hZREL, 2—JLYRZREBELTVWSRF—ICT Y
TATRLEOOT UV EAHA & Security Hub I ET 2RI —F—ICTRYFTEEXRT,

ROFIEZFEAL T, ServiceNow FREETEERD Secrets Manager Z5XEL £ T,
ATY 7T 1:AWSKMS ¥F—ICARU—BTRYFTS

ServiceNow FEEZ IEEICFRET S IZIE. £ Secrets Manager ® ServiceNow 2 aETE R (- BEE (T 1+
5hTV\D AWSKMS F—Z AT BT VA A %Z Security Hub ICRETBXENf HYET,
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AWS Security Hub

Q—H—H1 K

Security Hub 7" ServiceNow FREEBERICT VAT B D AWSKMS F—RUS—ZZEETSIC

(&

1. https://console.aws.amazon.com/kms T AWS KMS >V —)LZBHE XTI,

2. AWS =232 ZZEIBRICE. R—POALBICHZD VT3> L IZ—%2#RALET,

3. BEEDAWSKMS F—%BRTSHA. AWSKMS FAOY/S—H1 ROFHLWF—EERT
BATYTEEFLET,

4. [Key policy] (F—RUZ—) 023> T, [Edit] #RE) ZBIRLE T,

5. RUP—EI1—ICHYNEBANRTENLESRE., F—RUI—Z2RTIHLHICERL., wEZ
BRLET,

6. ROKUS—TOYH%EANS KMS F—KUS—COE—L T. Security Hub - ¥ —%EA T
BT EAFTZRELET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::your-account-id:root"
3,
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Allow Security Hub connector service to decrypt secrets",

"Effect": "Allow",
"Principal": {

"Service": "connector.securityhub.amazonaws.com"
1,
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "secretsmanager.your-region.amazonaws.com"

},

"StringLike": {

"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:your-

region:your-account-id:secret:ServiceNow*"
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https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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7. RUZ—OPITROEZEERRAT, RUD—ZHmELET,

« your-account-id ZB7 D AWS PHO KN IDICBEBRAET,
« your-regionZ AWS B D —>3 (Bl ) ICEEM|RA FFus-east-1o

8. BMEODAT—RMXVRDOEICRII—AT—RMXVNZEMLEBERE., COAT—MXUNE
EBMTRHEIICAINEZEMLET, AWSKMS F—RUZ—0 JSON BXABUNTHA L%
BIELET,

9. [RTEFE]|ZEIRLET,
10. (A7’'>32)F—ARN ZXERICIE—L T, BORATY T THEALET,

AT Y 7 2: Secrets Manager T>—JL Y N&EEKTS

ServiceNow REIEHREZRET D> —U L Y M % Secrets Manager IZ#EF L £9, Security Hub
l&. ServiceNow IRIEBEZBRETDIEZICCDI—ILYNITIEALET,

AWS Secrets Manager " 1—%—H A4 R, OFIEICH>T—IL Y bZERLET, >—TL Y
NZERL =5, Security Hub ARV X DERBICHAEIZED D, 2—JL Y NARN Z2IE—L
7,

=LY hEERTIEERF, UTZRELTSLEEL,
=LY RNRAT

oBEEOD—IL Y N
F—EEORT (TL—FTFARNER)

"ClientId": "your-servicenow-client-id",
"ClientSecret": "your-servicenow-client-secret"

}
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® Note

714—=)LRBEFERIC ClientIdB KT ClientSecret (AXFENMXFEZXR) THD
DENHVYET, Security Hub Tk, FREIEHRZEB I A LHICC S OERBE BRI &4

2T9Y,

Ee{F—
ATY7T 1 TRELEAWSKMS ¥—Z AT
)Y —ARD S —

LTOVY—ARIS—%2FERLET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "connector.securityhub.amazonaws.com"
3,
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:your-region:your-account-

id:secret:ServiceNow*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id",
"aws:SourceArn": "arn:aws:securityhub:your-region:your-account-id:*"

}

ChTI—OL Y RMHEREE N, CreateConnectorV2 APl E£7#=1d AWS OV —I)LZFEAL T
Security Hub IRV R EERTEET T, U TEEETIHENf HYVET,

« InstanceName: ServiceNow 1 > A& > A URL (fl: your-instance.service-now.com)

« SecretArn: COFIETERL =2—UL Y h® ARN

ServiceNow
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ServiceNow ITSM O #FEES DEEE

Security Hub &, ServiceNow ITSM RICA > 27T NELGEAEZBBHNICERL T,

ServiceNow ITSM DS ZRET S ICIE

1.

o & w0 DN

RAEHRZFEALTAWS PHU Y NIH A2 4L, https://console.aws.amazon.com/
securityhub/v2/home?region=us-east-1 T Security Hub A2V —JLZBEE £ 7,

TESF—=23aRADT, [BE] HRE]DIEIZERLET,

ServiceNow ITSM T, [fEEDEM] ZBIRLET,

[FfHl] T, MEDBHZAAL, MEICODVTOEEORBPZANTEIHNESHZBIRLET,
E51t Tl&. Security Hub I CHREFRIIERZBSILIT B HEZERLE T,

- AWSFRIEX—%&FERHTS - cOATS> 3> Tk, Security Hub FIEDH—ERF—%ZFEAL
T. Security Hub A DR EFRERT— 2 Z2BSLLET,

« Bl KMS ¥—%iBIRT D FHll) - cOA 723> Tlk AWS KMS key . Security Hub R D #f
ERIERT—XOBESLICERATS, ERLE ZBIRLET, AWSKMS F—0EKEZE
C2VWT., T FROYN—=HA R O AWSKMS "F—0EHK1 2RBLTLEEV,
AWS Key Management Service B D ¥ —Z A T 5F Sk, Security Hub IZF—ADT o
EAEHFATEIRIS—AT—MA R ZEKMS F—ICEMTRHBENf HYVET, BEBZAWS
KMS RS —DFEMIC DWW TIE, Security Hub F7 Y MEEDF—RI—%SHBLTLKE
=L,

(® Note
RET TR, ChSOREZEETD LB TERLLBYET, LEL, [HARIA
AENEF—] ZBRUEBE, DARINAAXENEF—ORIZ—RBVWDOTEHET
EFXT,

SRELERIC 1. BIIRRHBEY > 3> T URL ServiceNow ITSM & &£ & = AWS Secrets
Manager >~>—%2L Y RO ARN ZAHDLET,

[RT] Tl HMEICAT2a>0RTZERLTEMTEIAESHZBIRLET,
[Add integration] (& DBM) ZBIRLET, REFTTLES., [REBFA KA X TATERE
ENEHREEWEBTERT,
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ServiceNow EDEEZREL 125, #EHEZTAKL T, ServiceNow IR & Security Hub TFXT
NFEULKRBREENATVWBR L ZBRBELET, FMICOVWTRE, "BESAEFTIY RBITHEEDT A
by EBELTLEEL,

ServiceNow ITSM #EE DO F T v N DIERK

ServiceNow ITSM &£ DEEZER LS, RHEBEROFTY NE2ERTEET,

(® Note

BREBRE., ZA4794 02K TECAI DOFTY NCBHERTSNET. HPTOER
BICZTORBERCOVTITOLIZIXNTOEHE, AULFTY MIEFEThET. BB
L=ILICBEEFTSNEOARIZNEEEND E, EMROORIRE, L—ILEELC -
TEIMBABIOCZEOREBRICOKXMERAENET,

BREBRICNIZFTIY M EEKRTDICE

1. REEHEFEALTAWS 7HI MY A4 42U, https://console.aws.amazon.com/
securityhub/v2/home?region=us-east-1 T Security Hub A2V —J)LZFRAE ¥ 7,
FTET—23RAVD[ARRN)] T, [BREBER] 2BRLET,
BREBRZBRLET, REBRT. [F7Y bOEK] Z2BRLET,

Al T, ROVIFHAIX_1—%HE, DELKEEZRRLET,

MERK] ZBIRLET,

o & 0N

ServiceNow ITSM #EEDF T v KNDERR

BHEEROF Y NEERL =S, ServiceNow ITSM AV AZVATFTY R ZRALS ZENTEE
9,

ServiceNow ITSM A VAR A THRBFEREZRTITDICE

1. FREIBEHMZEFERAULTAWS PHI Y NMIH A4 L, hitps://console.aws.amazon.com/
securityhub/v2/home?region=us-east-1 T Security Hub IV —J)LZHEE T,

2. FTEF—23aURAVD[AURIRNI] T, BREFZER] 2 BRLET,

3. FUryNZEERLEREERZRBIRLET,
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4. #HRT, FT7YBNID %#EIRL T ServiceNow ITSM A VARV ATFTY NERRT D
A, [JSON MFRR] ZiBIRLF T,

Security Hub 77 ¥ MEE D KMS £—7R1J > —

Security Hub F7 Y NRETHARNY—NZ—TI RKMS ¥—2Z2 AT B35S, Security Hub #°
F—EXRRY TERERSICTRICE. KMSF—ICRU—ZEMTEIHENHYET, 5
(2. Security Hub X I RICF—ZEBMITBD TV I NILNF—ICT O EATEDELDIZTHKRY
—ZEMTIHBEN HYET,

Security Hub 7 7 £ AFFAIR) > —

IRDR) S —I&, Security Hub 7" Jira 3 & TF ServiceNow X7 ZIZEEM TS TV KMS
F—ICT7 VAL TERTRLOICXERT IV EAFTOBMEZRLTVET, cORID—
(&, Security Hub ARV RICEENFHFSNTVWAEKMS F—ICEBMITBISENF HYVET,

RID—ICRE, ROT I EAFANFEENATVET,

« ¥F—ZMEAL T, Security Hub A" F 7Y RRITHRELODBEICEAThDI -V 2RE,. —HT
JER, ERBEFTEBLSICLET, TUEARTE, Y—XARN ERELIVFHANE
FIVvOITHREHETOYIICEKY), BED Security Hub ARV RICBEET B ARL — 3> ICHl
[REh&Erd,

« DescribeKey ARL —2 32 ZFFA 9% C & T, Security Hub A" KMS F—ICB§ T2 XX T—2X&
ZonAhMBD e ZFALET, COT T EAFFAR. Security Hub A F—DAT—RALREER
IR EHICHETT, PIVEAK, Y—AARN RHIZK VY HEBED Security Hub X X IZHIFR
ENET,

"Sid": "Allow Security Hub access to the customer managed key",
"Effect": "Allow",
"Principal": {
"Service": "connector.securityhub.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
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"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:securityhub:Region:AccountId:connectorv2/*"
1,
"StringLike": {
"kms:EncryptionContext:aws:securityhub:connectorV2Arn":
"arn:aws:securityhub:Region:AccountId:connectorv2/*",

"kms:EncryptionContext:aws:securityhub:providerName": "CloudProviderName"
}
}
1,
{
"Sid": "Allow Security Hub read access to the customer managed key",
"Effect": "Allow",
"Principal": {
"Service": "connector.securityhub.amazonaws.com"
1,
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:securityhub:Region:AccountId:connectorv2/*"
}
}
}

RIS —DBITROEZEEMA T, RUS—ZwRELET,

» CloudProviderName % JIRA_CLOUDEi=IF (CEZ#: X% SERVICENOW
« AccountId % Security Hub IRV X ZERTHTHINID ICBEZEMAET,
* Region &# AWS BA D) —2avICBEMAETT (Pl us-east-1),

Security Hub ZRL—>3a> o IAM 77U NILTF O A
Security Hub IRV RICHAZI—NZ— RKMS F—%ZZ|)HTH 77U INILICK, ORI &

CEMTZD2F—DF—FAXRL—232 (TAVTADOHRHA, £K, 5. BESL, —EXTR) 22X
TIBTOAHFANrMVETT, ChiE, CreateConnectorV2& KU CreateTicketV2 APIslZ
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateConnectorV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateTicketV2.html
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BARAENET, AORVZ—AT—RXTVRNE, ChSOAPIs EXRVERYTETUINILORY
S—D—HELTEDRIHBENHYNET,

{
"Sid": "Allow permissions to access key through Security Hub",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountId:role/RoleName"
I
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"securityhub.Region.amazonaws.com"
]
I
"StringlLike": {
"kms:EncryptionContext:aws:securityhub:providerName": "CloudProviderName"
}
}
},
{
"Sid": "Allow read permissions to access key through Security Hub",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountId:role/RoleName"
},
"Action": [

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"securityhub.Region.amazonaws.com"
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}

RIZ—DHTROEZBERA T, RUZ—ZwRELET,

« RoleName %, Security Hub ZE'HT IAMO—)ILOBEICEEHBAET,

* CloudProviderName %& JIRA_CLOUDZK /= (& (CE & #:2 & F SERVICENOW,

« AccountId %& Security Hub ARV X ZERT BT HINID ICBERAET,
« Region Z AWS BN —3a VI ICBEMRAET (B us-east-1),

REENEFTY MNRITHEDT AN

REZ KD Jira & ServiceNow DS TlEk, EHEZTABML T, Security Hub & Jira £z &
ServiceNow RED T X TORENTTLTVRD L Z2BRELE T,

TANFTY MEEE., ZARNILY OF T Y NEERLUFXTITESTING Test CreateTicketV2
Findinge TARFT Y NIk, TARNNRITENET A NOT A MNIDEY—=23 0, H
DTNV —ADOFM,. YT AWSHERISON BEDH U TIF—ENANENET,

A=) Z2FERLEHKEDT AR
BEETANTDIZE, XOFIEIZHVWET,

1. Security Hub FES*—>a U NNXRI T, HEEZBIRLET,

2. Configured integrations 2 7 T, TANTBDHMEEREIRLET,

3. MEOBMER—IT, TANFTYNDEREZBIRLET,

4., TARNFEINTRDE, BMXYVE—DETANTFTYRMANDOUIONFRRENET, TARNHK
WUBA2BER. TARODIZ—HNFERTRENET, TT7— XV E—JICEITVT, Security
Hub F 7= (& Jira F7=1& Service Now IRENDREBBEICHLLET,

(® Note
FARNFT Y FgEE, FTLVEGOEY N7 Y TR EOEGEOEERICTIRY—TIT
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FM1—H—AOFIANEN, 22RLTEEL,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "securityhub:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "securityhub.amazonaws.com"
}
}
}
]
}
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FFE AWSCLI £zl AWSAPI ZHEALT7TOJZATIOT VAV EETTRT UV AFHA
FEEIATLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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FEZERLET,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReviewFindings",
"Effect": "Allow",
"Action": [
"securityhub:GetFindingsVv2"
1,
"Resource": "*"
}
]
}
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H—ICABUIL—IIORTOAEZFATITSHICIE. EE. B, HIBROT IV EAFAZHIBRTEXT,

"Version":"2012-10-17",
"Statement": [

{
"Sid": "CreateAndUpdateAutomationRules",
"Effect": "Allow",
"Action": [

"securityhub:CreateAutomationRuleV2",

1,
"Resource": "*"

},

{
"Sid": "ViewAutomationRules",

"Effect": "Allow",
"Action": [
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"securityhub:ListAutomationRulesV2",
"securityhub:GetAutomationRuleV2"

1,
"Resource": "*"
},
{
"Sid": "DeleteAutomationRules",
"Effect": "Allow",
"Action": [
"securityhub:DeleteAutomationRuleV2"
1,
"Resource": "*"
}

AWS Security Hub O —EAICU >V hizO—)

AWS Security Hub . & WS &BIM AWS Identity and Access Management (IAM) H—E A (2 1)
voENfO0—)L&FERA L ETAWSServiceRoleForSecurityHubV2, COH—ERAU o 0O—
JLIE. Security Hub ICE#U > 7&NhTWS IAMO—=I)LTY, Zhid Security Hub (Z& 2 TEH]
EEENTHY, Security Hub A 1—H—(CRbH>THO ZHUEHL AWS OHF—E R TAWS
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Security Hub @Y —E AV 70— OHIRE. TOO-LFBMCE>TVEZIXNTOU—TaY
T Security Hub ZEMICLEBTORITS CENTEERT, chiCkY, PORARICHELRFITE
MOTHIBRLTULES 2 &A%<V, Security Hub U Y — AR REENET,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "securityhub:*",
"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "securityhub.amazonaws.com"

}
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