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EFET,
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https://console.aws.amazon.com/iot
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AWS X RZA Y=

AWS OX 2V RZA2Y—=)Z2EALT, PATAOIOR > RZATOAN RZRITT

% & T, Systems Manager 8 KU ED AWS ZAVERTTEEXT, CchsDY—)Li
Linux, macOS. & & Windows THR—RMENTLWE T, AWS Command Line Interface
(AWS CLI) ZFERAL AN, AV ZERATHLNEERTENTT, AN RZA Y —
Wik, AWS DRAVZRTIBDARAVITNZ2ERTREEICERNTT,

AWS (&, AWS Command Line Interface & AWS Tools for Windows PowerShell €W\ 5 2 &Y
ROOANXY RSAVY—=IFAZEENTVET, AWSCLIODA AN —ILERVOERDAEEIC
2WTIk, TAWS Command Line Interface 1—%—H4 R, SR L T EE W, Tools for
Windows PowerShell D4 > AR —=)LB L EADFEICDWVWTIE. AWS Tools for PowerShell
1—H—FHARZSRLTLEZ L,

® Note

Windows Server € > AR AT, BHED SSM RF¥ 1 X~ (fl: L H>— Windows
PowerShell 3.0 RF¥F 1 X N) Z2RTF 321k, AWS-ApplyPatchBaseline LAREA &%
ETY, Windows Server 1 > A X > AN Windows Management Framework 3.0 bAf& %
RITPFTHD L Z2HRLET, COT7L—LT—2IZE., Windows PowerShell A& &
nEY,

AWS SDK

AWS I, cXRETEBTOJSIVISEBRVOTIYRT A —LA

(Java, Python, Ruby, .NET, iOS, Android, XV BEYDFA 7 ZVEH YT IA—RT
BRENLZY 7NV ITHEREEY N (SDK) AFAEENTVWET, SDK (. Systems Manager N\
DT I EAEEZTOVSALICL > THATEIDICKRIEET, XTVVO—RPAARN—IILEE
NFHFEEEL AWS SDK OFFMIC DOV TIE, MTools for Amazon Web Services s (Amazon Web
Services ADY =)L) ZZRBL T EE L,

Systems Manager % —E A B EE

AWS Systems Manager (Systems Manager) ® S B D & #5lE "Amazon Simple Systems Manager
(SSM)1s B &Y TAmazon EC2 Systems Manager (SSM), TL k., Y —EADTOEESR

FSSMy &, OV D2ADH—EROV YV —ILZECETETERAWS VDY —RICEKERBRENT
L\ijo 15“
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https://aws.amazon.com/cli/
https://aws.amazon.com/powershell/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/mobile/resources/
https://aws.amazon.com/tools/#sdk
https://aws.amazon.com/tools/#sdk
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» Systems Manager Agent: SSM Agent

« Systems Manager /N7 X—%& : SSM /AT X—24&

« Systems Manager Y —E AN I RRA 2 N: ssm.region.amazonaws.com

« AWS CloudFormation J Y —A & A 71 AWS: : SSM: : Document

- AWS Config JL—JL5%BIF: EC2_INSTANCE_MANAGED_BY_SSM

« AWS Command Line Interface (AWS CLI) Y > R: aws ssm describe-patch-baselines
« AWS Identity and Access Management (IAM) BE7R!) > —%: AmazonSSMReadOnlyAccess

« Systems Manager 'JY —A ARN: arn:aws:ssm:region:account-id:patchbaseline/
pb-07d8884178EXAMPLE

BR—BRENTVBIARL —FT AT ATLERD DV RAT
Systems Manager £ @A T BHIC. AXL—F 1 VIS AF L (0S), 08 A=V 3>, BLEFIY

VEBATHIIZR—TDR/—RELTHR—RENTVR I EZBRBLTLSEETL,

Ky
« System Manager THR—KRENTVBARL —FT 1T AT A
s NAT VY RBRUOIILFIZIVRRBREBTHR—RNENDZIIZ AT

System Manager THR—KRENTWVWBARL—FT 1T AT A

RDEDZ 3> Tk, Systems Manager " P R—K 92 0S & OSON—>2 a2 aRkR~LULET,

(® Note

Systems Manager T AWS loT Greengrass A7 7/N1 AZBBERETDEHEE. ThSOT
INA AlE AWS IoT Greengrass DEHZ@ LT HENHVYE T, FMIC OV T, AWS loT
Greengrass Version 2 RO Y /N\—7 4 R® "TAWS loT Greengrass A7 7 /N1 ADELTE 4
ZESRLTLSEE L,

AWS loT EIEAWS TY D FNA RAZEBEBERETSIHEE. TNhSOT/NA AR ZICER
EhTVBEHZEEZL, Systems Manager DA 7L I ANZR—I R/ —RELUTEREE
NTLVBRUENFHYFET, FMICOVWTE, Systems Manager ZFIBAL =T Y 2 F/NA4 A
OEE, EBBLTIEE L,

HR—RENTVWBARL —FA VI VRFALAEIIVRAT 6


https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
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/A Important
Systems Manager @Y —J)L® 1 D T&H % Patch Manager l&. c O REY ZICEEBE=h TV
B2IXTOOSN—=>2a>rEHR—NLTVWEVEENH Y T, Patch Manager THR—
RENTVWBRN—23a 205 AB ) ANIDOWVWTI, Patch Manager M HEIIESH ., 258
LTLEEL,

ARL—=TA VI ATLRAT

« VFvOR

« macOS (Amazon EC2 1 AR AMD k)
- Raspberry Pi OS (IH#r Raspbian)

 Windows Server

0S 7Y N7 4—LEEBRIDE, YR—RERTWBAT v—N\—Va> eI F—N\—Ta>
FRRENET,

VY ORA

AlmaLinux
N—>32 x86 x86_64 ARM64
8.3~8.10 v v
9.x v v

Amazon Linux 1

IN—>3 > x86 x86_64 ARM6G4
2012.03~2018.03 v v
(® Note
JN—= 3> 2015.03 A& TIE. Amazon Linux 1 &, x86 64 /N\—>3a>THOHII)—AEh
TVWET,

System Manager THR—RENTVWBARL—FT 1 VI RAT A 7
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Amazon Linux 1 (&, 2020 £ 12 A 31 BIZEEHR—IAKTL., 2023 F 12 A 31 AL
BlEhErlLl, ChiE, TAWS Z1—R707 1 ® "Amazon Linux AMI BELEICBIT S
TY7TTF—h) TBHSELTVWET, AWS TR, COARL—FT 1T ATLRITD
Amazon Machine Images (AMIs) D#E#ZHLTLEL I, L. AWS Systems Manager
Tk, BEF® Amazon Linux 1 1 VAR ARBIEHMEFR—NLET,

Amazon Linux 2

N—>3> x86 x86_64 ARMG64
20 BRUVLBOITAN v v
TON—T 3y

Amazon Linux 2023

N—>32 x86 x86_64 ARMG64

2023.0.20230315.0 v v
UBEOITXNTO/N—
>ar

Bottlerocket

N—=—>3> x86_64 ARMG64

1.00 MEOIXTON—23 v v

~

S

CentOS

N—>3> x86 x86_64 ARMG64
6.x" v v

718KV 7.x LLED v v
S—oa>
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https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/

AWS Systems Manager d1—H¥—HA R

N—=—>32 x86 x86_64 ARMG64

8.x v v

TChsON—23a EFERATBICE., 3.0x/N\—>3 20O SSMAgent ZFERITAHLEN HVET,
ERTEEARETD 3.0x /N\—J 320 SSMAgent EEATD L EHEHLET, ThLED SSM
Agent /N\—> 32 (3.1 ) EHR—REhTLWEEA,

CentOS Stream

N—>32 x86 x86_64 ARM64

8 v v

9 v v
Debian #—/\—

N—>32 x86 x86_64 ARM64

Jessie (8) v

Stretch (9) v v

Buster (10) v v

Bullseye (11) v v

Bookworm (12) v v
Oracle Linux

N—>32 x86 x86_64 ARM64

7.5~7.8 v

8.x v

9.x v

System Manager THR—RENTVWBARL—FT 1 VI AT A 9
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Red Hat Enterprise Linux (RHEL)

N—=—>32 x86 x86_64 ARMG64
6.x v v

7.0~75 v

7.6 ~8.x v v

9.x v v

10.x v v

TChsON—2a>aFEATSICE, 3.0x/N—23 20 SSMAgent ZFEATIHLEN HYET,
FERATRERRHTD 3.0x/N\—>23 >0 SSMAgent ZFEA TR L E2HBHOLET, ThUUED SSM
Agent N\—232 31 BB) BHR—KhEhTLWEEA,

Rocky Linux
N—>32 x86 x86_64 ARM64
8.x v v
9.x v v

SUSE Linux Enterprise Server (SLES)

N—=—>32 x86 x86_64 ARMG64
12 B R 12.x LAFED v

N—>3>

15.x v v

System Manager THR—RENTVWBARL—FT 1 VI AT A 10
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Ubuntu Server

N—>32 x86 x86_64 ARMG64
12.04 LTS B LV v v

14.04 LTS

16.04 LTS B LV v v
18.04 LTS

20.04 LTS &LV} v v
20.10 STR

22.04 LTS v v
23.04, 23.10 v v
24.04 LTS v v
24.10 v v
25.04 v v

macOS (Amazon EC2 4 2 AR AD &)

N—>3> x86 x86_64 Mac with Apple silicon
10.14.x (Mojave) v

10.15.x (Catalina) v

11.x (Big Sur) v v

12.x (Monterey) v v

13.x (Ventura) v v

14.x (Sonoma) v v

15.x (Sequoia) v v

System Manager THR—RENTVWBARL—FT 1 VI AT A 11
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® Note

FARXTHOAWS =232 I2B8VWT macOS EHAR—KRENTVWEH A, macOS 12D\
T® Amazon EC2 OHR—NOFEMIZC DWW T, TAmazon EC2 1—H'—HA R, @
FTAmazon EC2 Mac 1 AR A #SBLTLSEEL,

Raspberry Pi OS (IH#: Raspbian)

N—>3> ARM32

8 (Jessie) v

9 (Stretch) v
AEARTE ¥R

« AWS Systems Manager Z £/ L /= Raspberry Pi 7*/\1 ADEE

Windows Server

SSM Agent Tld., Windows Server 1 2> AX > ATHED AWS Systems Manager RF 1 X2/

N (SSM RF 1 X N)(L7>— AWS-ApplyPatchBaseline RFIX N3 &E) ZETT
%354 . Windows PowerShell 3.0 SAREA" %X ET T, Windows Server 4 > A% > AA" Windows
Management Framework 3.0 A Z2R{THTHBI e Z2HRALET, COT7L—LD—T(C

(&. Windows PowerShell "&F&hE T, FMICODWTIE. "Windows Management Framework
3.0, EBELTEZ L,

N—>32 x86 x86_64 ARMG64
2008’ v v
2008 R2' v
2012 B LV 2012 R2? v
2016 v
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html
https://aws.amazon.com/blogs/mt/manage-raspberry-pi-devices-using-aws-systems-manager/
https://www.microsoft.com/en-us/download/details.aspx?id=34595&751be11f-ede8-5a0c-058c-2ee190a24fa6=True
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N D x86 x86_64 ARM64
2019 v
2022 v
2025 4

" Windows Server 2008 & & T* 2008 R2 H7R— ~: 2020 £ 1 A 14 BLAR., Windows Server 2008

(& Microsoft D¥EEEF 7VOT S LAFR LR EF I VUTAEFHF7ATSALATHR—rEhiEEYEL
f=o Windows Server 2008 & & T 2008 R2 M L #j= — Amazon Machine Images (AMIs) (CI&, KR
ELTN=232 20 SSMAgent "7 A 2V AR=)LENTVWETH, Systems Manager l& 2008
N=2a BERICHR—KNLUELEY, chs50/N\—2 320 Windows Server DIT—J I K&
EFHLALSBVYELE, 512, SSMAgent ®/N—2 32 3 (&, Windows Server 2008 & & T* 2008
RROVTNDOARL -3 EEEBRMEN BT WVEENH VY ET . Windows Server 2008 /N—2 3>
TERICHR—INENTVSIHED SSM Agent D/N—r 32/ (F 2.3.1644.0 TT,

2 Windows Server 2012 & & U 2012 R2 H7R— : Windows Server 2012 & & T 2012 R2 (& 2023
£10 B 10 BICHR—RMAERTULELE, Ch50/N\—J 32T SSM Agent 2ERA T 515

4. Microsoft DILREF IV T A EH7OT S A (ESU) ZFEATI L E2HBE#OLET, FHMICO
Wk, Microsoft 7T 7H 4 R® "Windows Server 2012 & T 2012 R2 DHR— KT, 2SR
LTLEZL,

NATVY RELKVRILFISIRBETHR—REhBINI 2 R47

Systems Manager &, YRX—2Y R/ —RELTEHXREFTLAINI U RATEYR—NLTVET, Y
F—TY R/—R&F, Systems Manager LIRET B LS ICHRESNEEREDONI D ETY,

RKI—HY—HARTRE. NATVY RBREINFITIOREVSHEEZ, UTOXI V247 0FE
BEDHEAEDLEZECREZEILOICHEALTVET,

« Amazon Elastic Compute Cloud (Amazon EC2) 1 > AR > A

BHBEY—N— (A TLIAY—/N—)

AWS loT Greengrass A7 7/\N1 A

AWS lIoT B LV IEAWS TV D F/N1 A

DU ZT RBREAND VM Z2E5L{RET > (VM)

NATVY RBLOEINFIZIRBRTHR—RE DI RAT 13


https://learn.microsoft.com/en-us/lifecycle/announcements/windows-server-2012-r2-end-of-support
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NATVY RELOINFISIREED AWS HR—KIZDOVWTIEE., TAWS N4 7 Uy RBLV
NIWFOZOROY)1—>32 ;) #5BLTLSEETL,

medry—-Illelk

Systems Manager DAYV =L}, SFREFERY I ZHAEDEBEREIIARVIVA
T&H'), AWS Organizations BRDERD AWS FHOREAWS U—23 2T, FEEGEE—D
THOORNED =23 Zz#ELTHBITS / —RERVZERITTEEXRT, /—RIZE. YILFOZ
DRIRETRITENDEC2AVAREVA, NMT VY RY—=—N—, H—N—HBVET, COFEE
dAVY—=ITR, /J—RIZBEITZHMBA A NEBRIENTERT, /—ROLKR—MZER
L 7=v), Systems Manager BB T I HBENDKSIC/—RABETZDZEZ2HFTVD — MRS

B EREOBELRLE) ZEMULTBELEY TR ENTEXT, /—ROBELCHMR., V7 KhVI

TAURRNURNY FERAOAT—RARBRE, /—RIZCEIIHBENHFMAEZHMETEEXT,

Review node insights
Review insights about managed nodes across your organization. Hover over a graphic to access links to more detailed data.
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https://aws.amazon.com/hybrid-multicloud/
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by
| None w |
o Y
Nodes (56) Advanced instances [\G/] {\ & Report /]
| Q, Find nodes | 1 . > @
. Operating
Node ID ‘ Agent type ‘ Age'.“ ‘ Node status ‘ Operating system name ‘ Operating ‘ system ‘ Node type ‘ Ac
version system type i
version
N amazon- . .
i-00133d4e1c15e843b 3.3.1230.0 Active Ubuntu Linux 20.04 ECZInstance
- ssm—agent
i-00bag9a313b84a821 amazon- 3.3.1230.0 Active gl Ll Windows 10.0.20348 EC2Instance
- ssm-agent 2022 Datacenter
N amazon- . . .
i-010e038ef4f248dbd 3.3.1230.0 Active Amazon Linux Linux 2 EC2Instance
- ssm—agent
- Mi ft Wind S
i-013d9f572f5e5b6b3 amazon 3.3.1230.0 Active crosolt WIncows Server Windows 10.0.14393 EC2Instance
— ssm-agent 2016 Datacenter
i-018515ec864b6b34d amazon- 3.3.987.0 Active Ubuntu Linux 24.04 EC2Instance
_— ssm-agent
amazon-
i-0207b54c36e64ffac 3.3.1230.0 Active Amazon Linux Linux 2 ECZInstance
—_— ssm-agent
- Mi ft Wind S
i-02384ada61f4a07a8 amazon 3.3.1230.0 Active (crosoft WINCOWS SeVer — \windows 10017763 _  EC2Instance
p—v— = - v WY 55’!‘-39;&1- N o ) - ’7-019_[?§lacey*‘f-- — i — F F SN

HBAOEBOTHIONE)—=23 I/ —RFIFHBEHEETE, BE—OT7HO D=3 00
J—RABBIHBETE, HEAVYV I E2FERITDI L EHEH L ET, Systems Manager &, ##
EOVV-ILDESIZZLND/—REARVZRTIHLHICHEHNICHEZEML TVET, RE.
BEOAVY =) EEALTERITTED /—REATIZOVWTIE., TAWS Systems Manager %Z £ L
E/—REBIRAVDREIT) 2SR LTLEE,

ROKNEY UI(Z# Ak, Systems Manager N"'EETS./— RERELET, Systems Manager ® ./ —
ROREFZEICOWTIE, TAWS Systems Manager DY Z— R/ — ROty N7 v, #SBRL
TLEEV, /—RZERETSE, Systems Manager EHREDV YV —IILEZRETEDLDICKYE
9, Systems Manager OFREDFMIC OV TIE, TAWS Systems Manager Z5%E9 %1 BSHRL
TLEEL,

mEIVY—ILER 15
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AWS Systems Manager DN ZX—J R/ —ROD+EY N7V S

COtEIa>ORAU%ETET LT, AWS Systems Manager ¥V —J)LBEICO—I)L, 1—%—TF7Ho>
N, 5FA, YIEBIVY—REEY RTYTHBRUVRBRELET, cOEIZIAVTHATEIRAVE,
BE,. AWST7HIUV N BRI ATALABBEICE > TETENET, CNSOATYIHAETLE
5, MR D1 —H—I& Systems Manager ZFAL TYXR— R/ —RERE. BB, 7UVEAL
F9, NEX—I R/ =R, AT VY RBLRETILF VT RIRERND Systems Manager A IZ 5%
EEhiHswadNI>TY,

(@ Note

Amazon EC2 A VARV AEMBENIAVEI—FT AT VY —AOEEZ/NAT )Y RH&
ONINFOZORRETHERATDEAK,. Systems Manager ZFHL = EC2 41 VAR A
DEE DAFYTICRVET, TOREY G, EC2 A VARV ABLTIEEC2 XS VR
0 Systems Manager Y N7 Y 72T I2 LS OKRBELIEFTATY 7ZHBALET,

D AWS OH—ERX ZBRICEALTVRHERE. ChSOFIEO—FHEZTTLTWVWET,
2L, #OFIEF Systems Manager ICBEIETY. TN, COEI> I 2EEEED
t. Systems Manager DI X TOY =) ZFEATEDRETHD L ZRAELET,

N =R

 Systems Manager ZFIAAL I EC2 1 VAR ANEE

- Systems Manager ZRALE/NA7 VY RREBLUONILFIVSTVRRETO /—ROEE
« Systems Manager ZRIALEITY OF N/ ADEE

« Systems Manager f§ ® AWS Organizations ZEEE W = EEEDERK

« AWS Systems Manager D —ffZ Y N7 v S

Systems Manager ZRA L EC2 /1 AR ADERE

COEUa>ORAYVZTT LT, AWS Systems Manager BICO—J)L, #d, #1HVY—R%
BELET, cOEIIAVTHATDIRAIE., BE, AWSTHUUKN BLOPATLEEEIC
KODTETENET, ChSODATYTHRET TS E, #BABADOI—H—Ik Systems Manager % i

AL T. Amazon Elastic Compute Cloud (Amazon EC2) 4/ ARV A%/ E, B, PV EATE
£9,

Systems Manager ZF|F L EC2 /1 VAR ANER
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® Note

Systems Manager ZFEAL THAY 7L I AN DV 2EBELVORETHHEE. Systems
Manager ZRALENAT7 VY REEBLOIXLFIVSVRRETO/—ROEE, oY
R7YZTFIBICHVET, AmazonEC2 A VARV AEHFEC2A VARV ADHEAEZE/\1
TVYRBRONINFIZVRRETHEATIHERE. ETCORTYTILRVET, 20
923> Tk, Systems Manager AR L —> 3> ¢EATSHO-)., 1—H%—, 7OEX
FFH., MDY —RAZHRENDIEFTRET D LEHOFIEZHALET,

D AWS OH—ERX ZBICEAL TWSEER., ChSsOFIEO—HFREETLTVET,
REL. BOFER Systems Manager ICEIETY, TN, CcOEIZ IV LEEZHEED
. Systems Manager DINXTDY — )| Z2FATEDIRETHD L Z2BFELET,

AE

- Systems Manager ICREBBA VAR ADT VLA I ERET S

- Systems Manager DI VPC TV RRAVNEFALTEC2AVAEVADEFIUT 1%
it g%

Systems Manager ICRHEBZ A VAR ADT VL AFAZRET S

T 7 A )L NTIE, AWS Systems Manager IClE A4 VARV ATT O3 ZRITITHHERI Y ELE
hoe AVARVADT VAT K, AWS Identity and Access Management (IAM) O—JLZ#ERAL
TCTHIRRILTRETED, EEEAVAZATA7 74V ZERALTA AR ALRIL
THRHETZENTEET, AETHNIE, F7AFILNOFRARNERBREZFALTT AT MLA
LT IOERZRNETD e z268OLET,

® Note
COARATYTZAFY7LT, AV —-Ilzty N7 Y795 &ZEIC Systems Manager
NEBWNICKRERT IV AT EA VAR AICBATEIRSICTRHCEETERT, il
IC2WTIk, TAWS Systems Manager #58E 921 #ZBL T &\,

Systems Manager IZS BB A VAR ADT VL AFAZERET S 17
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EC2AVARVADT VAT OHERTE

F7 ) NDKRANEERRETIE, Systems Manager A" Amazon EC2 1 V AZ > A BEIMICE
BIDCENTEXRT, COREZF/ICTHE, SSMAgent /N—> 32 3.2.582.0 AN A4 A
R=ILEnhTVBRAWS V=232 8LV AWS THIVKN T, AVARVAXZF—RF—ER
N—3> 2 (IMDSV2) EEALTLWBIRTDA YRRV AN, BEBHIIIZ—Y RAVAZY A
ICBYNET, FT7FILRNORANEEBRERER., 1 VARV AXEF—RF—EAN—2ar1zYy
R—KRLTVWEREBA, IMDSV2 ADOBITOFEMICIOVTIE. "TAmazon EC2 I—H#'—HA K, O T4
VABRVAABTF =BG —EAN=23 0 2 DFEANDOEITLI ESBRLULTLKEEV, /1 VAZVA
A VAR=)ILEhTWS SSMAgent D/N—2 3> 2RI D HEICOVWTIEE, "SSM Agent /N —
DAVESDERL ESRLTLKEEV, SSMAgent DEFHFEICOVWTIK, "SSM Agent D E &)
B, ZZRLTKEEV, XX RAVAZVALR, ROLSBRRINHYVET,

- Session Manager ZFAL TRLICA VARV AICERT %,

- Patch Manager ZfEF L TBEB/NY FAF ¥ 2ETT 5,

- Systems Manager 1 VR NUBRFERAL T, 1 VARV AICBET2FMEREZERTT S,
* Fleet Manager Z AL TA >V AZ AZEH, EETS,

SSM Agent & BBV ([C RFTDIREICR D,

Fleet Manager. Inventory, Patch Manager. Session Manager & AWS Systems Manager ®* —)L
T,

TF7A)INDRANEERBRETIE., 1 VARVAT7A7 7ML EERETICA VAR AEERT
&, Systems Manager IC =232 ETHIRMADIRNTDA VAR AZEBITBRT VARG
AN EEhTVWA L ZRATEERET, FEENET VAT TN I—AT—AIC 5 TEVIE
B, F7AIMOERANERBRETERENLETF7AILMO IAMO—=ILIZARIS —ZEMT S C
EETEEXRT, o F74ILMOIAMO—/LTREE VD IXNTOMED—BIZHLTOKT Y
L RAFANBELZZEEF., MEOHAZLAO-ILER) D —2ERTEET, T7FILRDKRAN
EEZECERLLELIAMO-LICMASHERZRER, V=23 2ET7HIVMOITRXNTONER—D
K Amazon EC2 1 VARV AILERAENE T, 72 NOKRANERRETHEATZI RIS —0
FHMICOVTIE, TAWS Y Zx— RAR 1S —: AmazonSSMManagedEC2InstanceDefaultPolicy
ZZRLULTILKEEV, F7FI)IBNORANEEREDFHFMICOVWTIE, "Default Host Management
Configuration ZFALEL EC2A VAR ANOEHBHERE ) 22RLTEEL,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-metadata-transition-to-version-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-metadata-transition-to-version-2.html

AWS Systems Manager d1—H¥—HA R

/A Important

T7AILNODRARNEBREZFEAL TERENLA AR AR, BREHRE /1ib/
amazon/ssm £zl C:\ProgramData\Amazon 4 L NUAO—AILICREFLET,
NSOTFALIRNIRT7AI2HIBRTDE, A VARV ART 72 NOFRANERRE
%A L T Systems Manager |[C$#E# T2 O ICHELRIBEREZMETEHRLLBZYET,
CORSBFERF, AVAZVATA7 74N ZEALTA VAR AILBERT VA
AZNETEIN, 1 VARV AZBERTIHSEN HYET,

® Note

COFIEZRITTEDNDRF, EBEOATYT, 1I—HF—EBANFT7 2 NOKRANEER
ZE EiT‘HQET%?é&DL_?é%ALI RPMEET O AT ZRE L/'C<7"‘c’_‘\,\ 7
72 NORANEEREREE. AmazonEC2 1 VAR AZEHEMICEELLEZVWAWS 1) —
23A0 THAUICTIDRLENHYET,

T72)LNOKRANERBREZEMCTSICE

F7AINNDKRARNEERE, Fleet Manager AV —=IASHICTEEFT, AWS
Management Console £/ EENPIN > R4 Y =)l Z2FALTIOFIEZERICET TSI
&. APl AR L —< 32 (GetServiceSetting, ResetServiceSetting, UpdateServiceSetting) D7 7 &
AFAINDBETT, 512, AWSSystemsManagerDefaultEC2InstanceManagementRole IAM
A—J)L® iam:PassRole PV AFHAZNETRERNIYETT, UTE. RU>—0fFITT,
Banpnpnnnnsitite - —BEOBRICEEBA TS,

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm:GetServiceSetting",
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,
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"Resource": "arn:aws:ssm:us-east-1:111122223333:servicesetting/ssm/
managed-instance/default-ec2-instance-management-role"
},
{

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::111122223333:role/service-role/
AWSSystemsManagerDefaultEC2InstanceManagementRole",
"Condition": {
"StringEquals": {
"jam:PassedToService": [
""'ssm.amazonaws.com"

1

MBI HHEIC. AmazonEC2 A VARV AILA VARV ATAT7 7AIINFRIEATVREES

[&. ssm:UpdateInstanceInformation AL — 3 24 A T2#EBRZ I NTHIRL T
<rEEW, SSMAgentlEk, 74 NDOKRANEBREDT IV EAHFAZEATSEIC. 1
VARVATOATFANOT VAT ZERALEISELET, 1 VARXVATAOT7AIILT
ssm:UpdateInstanceInformation ARL—> 32 &ZFA TR E, A1 VARV ARTF7AILND
RANEBEREOT VEAFAZFEALEE A,

1.  AWS Systems Manager 1>V — )L (https://console.aws.amazon.com/systems-manager/) % 8
2ET,

FTES =232 RA2 T, [Fleet Manager] Zi#IRL £ 7,

(7HORNEB) ROYTEIO—BT[TF7ALNODKRANERRE]| Z2VVYILET,
[TF7 2L NDRANEBREZBEMCTR]| ZFICLET,

A2 AR AD Systems Manager ¥V —I)LZEMCTR-HICFEATS IAMO—)LZERL &
To T7FILNDRANEERETCRBENDTF7AILNOO-INZEATEIEEZHEOLE
o cOO—)LICIF. Systems Manager ZEA L T AmazonEC2 1 VAR AZEBTH Y
ICHBEBDIRPIBOTIVELAFITOEY REENRTVET, DAXAO-IILZEATIES
&, O—J)LD{E3ER')> —T Systems Manager ZEFTED LT AT A ELTHUTIHE
FHYVERT,

o & 0N

Systems Manager IZS BB A VAR ADT VL AFAZERET S 20


https://console.aws.amazon.com/systems-manager/

AWS Systems Manager d1—H¥—HA R

6. [RE]ZVUYILT, EYRNTYTERETLET,

TF7AINNODKRARNEEBREREZAICLER, BRRUEO-IIWNORIEBHRESA AR ANEHATE
BDEIICBDIETICIOOHIMDBZDEENHYVET, T7FIILNOFRANEERER. Amazon EC2 1
VAR AEEBNICEELEVE) =23 TEMICTIHEN HYET,

EC2AVARVADT IV EAFATOREBRE

AWS Identity and Access Management (IAM) f AR A7O7 7ML EERTS L, TUO A
AZ@EIDA VARV ALRILTHETEIENTEERT, I VAZATOA77AM4I)IE., BB
(2 IAM O—/)L15% % Amazon Elastic Compute Cloud (Amazon EC2) 1 > AR AICEST I T+ T
¥, Systems Manager D4 VARV ATA7 7 AN ZERTSICE. BDEBT IV EAFTEZEERT
2120EDIAMARYS—%, HILLVAOA—LA, ERBEHOO-LICTRYFLET,

(® Note

AWS Systems Manager ®*Y — )L T& % Quick Setup ZFEATHE, AWSTHIV MDD
SWBRAARVATA VARV ATAO7 74N ZTIERSRETEE T, Quick Setup
Tk, IAIMP—EAO—) (FLEO—ILOM#E) ZERLET., ChiZkV), Systems
Manager & 1—H—ICRD > TA VARV ATREICINY REEITTEEF T, Quick
Setup ZEATDE, COARATYT (ATYT I ERTY T4 ZAXY T TEERT, FIC
2WTE. TAWS Systems Manager Quick Setupy ZZBL T &L,

IAM A2 ARV A7O77AIIOERICETRDRXOFMBRICEEL TEE L,

« Systems Manager D/\1 7)Y RELTIILFITIRRETIHFEC2 ZRETIHE., 1 VAX
VAZTAT7FANZERTBIHERERHY)EEA, KDY, IIMBP—EAXAO-IILZFERATELS
lCH—N—&E VM EZRELET., FH#MICOVTR., "NATVYRBIRETILFITTURIRET
Systems Manager [ A E7% IAM H—EZAO—I)LZERKTD 1 BSBLTILEEL,

c IAMA VARV ATOAT77ANZEELESE. 1 VAZAORMBHRNIEHENDIETICH

BADDBENHNET, EFENBDET, SSMAgent BUVIT AN ZREBLERA. BF T
OtAZEEILTSICIE. SSMAgent ZBEETEH, 1 VAR AZBEBLEY,

AVAZVATA77ANLEHFLVWO-LZERTZ L. BBFEOO-LNICKELT VA ZEN
TRIAELUT, ATOVThADOFIEZETLET,

Systems Manager IZS BB A VAR ADT VL AFAZERET S 21



AWS Systems Manager d1—H¥—HA R

Systems Manager NZ2—2Y RA VARV ADA VAR ATA7 7A N EZERTSICE (VY —
)

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZFEE £ J,

2. TEF—>3arRq4TcO-L ZERLTALS, O-IILZEKTS ZBRLET,

3. [Trusted entity type] (ERTEBD LT 1T 1 XA47) T, [AWS OH—ERX] Z&IRL FT,
4. [Usecase] (1—AT—A) T[EC2] ZiBIRL ., [Next] (XN) ZBIRLET,

5. [PV RAFATZEM R—T T, UTZERITLET,

* [Search] (&%) 7 1 —)L RZ£EMA L T, [AmazonSSMManagedinstanceCore] /R > — %K E
LET. RORICRTKDIC, BRIOBICHDFIVIRYIREFVICLET,

Filter policies v Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
V) » AmazonSSMManagedInstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...

RN I e oy A i BN S RN

DRI —ZRRLTE, OAVY I TRERNBFIRETNET,

c LBIOFIR (A723)SBNTY MANDT I EADHARLR) S —ZHEKTD THARA
O SINTY RRV—ZEBLIZBER. ThZERZELTZTOEINOBEICHZIFIY IRY
DARAEFVIZLET,

« AWS Directory Service IZ& 2 TEEBE T3 Active Directory I/ VARV AZEE TS5
& &, [AmazonSSMDirectoryServiceAccess] ZHEL, TORZADEICHDIFI Y IRY D
AZFXIZLET,

- EventBridge & 7z|& CloudWatch Logs ZEAL T, 1 VAR AZEBELFEZXRUY
9 5F A, [CloudWatchAgentServerPolicy] Z8%&E L., TORBDEICHEDFI Y IRY Y
AZFXIWCLET,

6. [RN\]ZEBRLZET,

7. [Role name] (A= &) I, HILVWA AR A7 O7 74 I)LOEH (SSMInstanceProfile
BEYZAHBLET,
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® Note

A-)IE5Z2EEEHET, COO—J)LEF. Systems Manager ZFEAL TEETD 1~
AR AZHUSERTIBRICERLET,

8. (F7°> a>)[Description] (FiBA) lcdHD, CHA VARV ATOT77AIINOHBEZEFHFLET,

9. (A7 3V)[Tags] (BY) T. 1 DULEDRIF—ELBORTEEBMNL., COO—LOFIER
ZEIE B, ML T, [Createrole] (O—JLDOERK) ZBIRLET, O—IR—IHNBEXRR
EhFET,

Systems Manager DA AR A7O7 7ALNOT 0 AFAZREZOO—)LIZEMTSICE (O
J—=I)
1. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB & £ 7,

2. FTETF—23rRA42T, [A—J)] ZFIRL T, Systems Manager ARL —> 3> DHICA
VARDATO77FANICHERGTAIRFOO-ILEZERLET,

3. [Permissions] (7 2 A T) X 7 T, [Add permissions, Attach policies] (7 7 . AFFT D&,
RIVS—OTFRYF)ZIVYILET,

4. [Attach Policy ] ((RUS—DOTRY F)R—I T, XOBREEERITLET,

« [Search] (#8%E) 7 1 —J)L RZ#EHL T, [AmazonSSMManagedinstanceCore] /R) > — %R &K
LET. BEIOBICHZTFIVIRY VRAZERLET,

c NAZLDSINTY RRUD—ZERLIZERRE. TORMOEICHDIFIVIRY IR
BAVICLET A VAZVATATTAINDOHAARAZLSINT Y RRUS—IZD2VWTE,
"FT723NSINTY SANOTIEADHAZLR) > — KT 25RBLTLKEE
W

« AWS Directory Service IZ& 2 TEEE LT\ % Active Directory ICA VAR AZEET 315
&1&. [AmazonSSMDirectoryServiceAccess] Z#REL ., TOHBDEICHDF IV IRY Y
AZFICULET,

« EventBridge & 7zl& CloudWatch Logs ZEAL T, 1 VAR AZEBEREFEZRU Y
I 3545k, [CloudWatchAgentServerPolicy] 218 &L, TORFDOEICHDF I Y IRY D
ARZFICLET,

5. [RUZ—0T72YF]ZERLET,
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BHETEDIVTATAZBELIL, FLRBESETIVELARZFRIZDLSICO-IINEZEFHITSH

ECOVWTR, IAMI—H—HA RO "O-/LDEIE, Z2ZRLTIEZ L,
(A7232)SBNTY MOTIELADARAZRLR) S —ZERT S

Amazon S3 7O AADHAZRLR)S —F, VPCIVRARANEFEHALTVWRIEES., &

Systems Manager 7R L —> 3V I(CMBO S3SNT Y N EFEAL TVRBEICOKERT I HEN

HYVET, CcORVI—R, F7FILNOKRANERRETHERE A ET7 MO 1AM O—)L,
FERAHOFIETHERLIEA VARV ATOAT AT EYFTEERT,

LTRSS —TTFIOEAZRFETS AWS YZ—J RO S3NT Y NOFFEMICOVWTIEE., "SSM
Agent £« AWS YZ—J RS3NNT Y REDBIE) 2BRLTLSEEL,

1. https://console.aws.amazon.com/iam/ T IAM >0V =)l ZBEHE X T,
2. FEF—23URAVTRID—ZEBRLTHS RU—DERZERLET,
3. [JSON]ZR7%#&RL, F7FILRNODTHFARNERICBERZAET,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::aws-ssm-us-east-2/*",
"arn:aws:s3:::aws-windows-downloads-us-east-2/*",
"arn:aws:s3:::amazon-ssm-us-east-2/*",
"arn:aws:s3:::amazon-ssm-packages-us-east-2/*",
"arn:aws:s3:::us-east-2-birdwatcher-prod/*",
"arn:aws:s3:::aws-ssm-distributor-file-us-east-2/*",
"arn:aws:s3:::aws-ssm-document-attachments-us-east-2/*",
"arn:aws:s3:::patch-baseline-snapshot-us-east-2/*"
]
},
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"”,
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"s3:PutObjectAcl”,
"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucket"

"BAID Statement TL XY K&, VPC IV RRA Y N E2FAIT BRI OAMETT,

22 #B M Statement TL X &, Systems Manager AR L — 3> THEAT B EHICHER
LESINTY NZ2ERATRERICOKMETT,

3putObjectAcl 7HEARAY RO—LUAKNE., HOTHIZRTSINTY NMAOYORT
NIRRT IEABHR— RN TDBEEICOHMBETT,

YSINTY MIEBLEERTALSICRETATNDS
4. GetEncryptionConfiguration TL X2 NAHETT,

PSINTY MABEEBUEEATHILSICHEETNATVSEE, S3NATY hOIL—K (fi:
arn:aws:s3:::amzn-s3-demo-bucket) A" [VV—Al VI VICRTRENTVRILEND
WET, 1—H—, JII—7, @A=L, L—=MNTY MOT UV EAZBRETIHEN
HYET,

4. ANRL—>32VTVPCIVRRAVNZFEATRIHEER. UTOREZITVLET,

BY®O Statement TL X2 NT, region DETL—AKRILT—%&, CORVI—HNFEAETH
B2AWS V=232 OFBNFICBEMRAETT, HIZE, RKERB(FA/NAF) V-3 056
(&, us-east-2 Z2FALET, Y R—KREhTWD region fEO—EICDOVTIE., "Amazon
Web Services D) 77 L > A4 ® "Systems Manager Y —E ATV RRA 2~y IZH D
Region 51ZZ R L TS\,

/A Important
CORVD—OBEFED)—2a20RRDYICDAIRA—RXF *) ZFERALEVC
EEBESHLET, EXIE, arn:aws:s3:::aws-ssm-us-east-2/* ZFERAL
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6.

T. arn:aws:s3:::aws-ssm-*/* FEALBVTSEE VY, DM RA—RZFEH
THE, TOERARENETDSINTY NMAOT IO EAREN FEENBDHEENFHYE
To BED—23aVTAVARVATOA7 74N EERTRHEEE,. E)—>23 20
&¥OD Statement TL XV N ZRVIRT L ZHEMOLET,

-FREE-

FARL—232TVPCIVRRA M EFRALBEVEEE, O Statement TL X K&
HIBgT B ENTEET,

Systems Manager 7R L —> 3> THBDM® S3/NNT Y NZFEAT258. UTO®RERZTV
X7,

2 D86 ® Statement TL X2 NT, amzn-s3-demo-bucket ZF NI NAD S3/NT Y

NOBFIICBEEMAET, cONNT Y K&, Systems Manager DARL—2 3 VICEALE
T NTYRDATSITONITORAFAZNGFELET, OB, "arn:aws:s3:::my-

bucket-name/*" ZUY—AELTHERALET. NTY N, FERNTYRNOATZI O
ICEFAZFET B HEEICDOWVWTIEE. Amazon Simple Storage Service 1—H'—H 4 RO KNEY
2 TAmazon S3 70> 3> BXRTAWS 7OVRE "IAM ARV —ENTY RARUD—&

ACL!, ZZBL T &\, Oh, My! (Controlling Access to S3 Resources)o

(® Note

BRONTY NeFEATRHEE. ThTEROARN ZAHLET. NTYRNDODT IO
AHFAIZD2VTE, ROBIZSBLTSEZL,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl/*",
"arn:aws:s3:::amzn-s3-demo-bucket2/*"

]

-3/l

Systems Manager AR L —>3a>THED SSNT Y M ZEFAL TV EVEEIK, 2 260
Statement TL X NEHIBRTE XY,

[Next: Tags] (RN\: &) ZiBIRL £ T,
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7. (A7 32)[Addtag] (#TJ =M Z2BRLTETZEML, RUZ—DODBEZTEZANLE
ER

8. AN LE1—-]ZERLZET,

9. [Name] (BEN IC., ORI —EBBNTHHNDEE (SSMInstanceProfileS3Policy &
EYZAALET,

10. [Create policy] (R —DERK) ZiBIRL T,

NR=—DRAZVARVADRI S —ICEIT 2T DMODERESEEH

cOtU2a>TlR, F7ALMORANEERETERE N LT 72O IAM O, £z
AWS Systems Manager D4 VAR A7O77AIICEMTED R —ICOVWTHBALET, 1
VAR A& Systems Manager API BICH T2 BEOHIZNFETREE. PATADZ—XEt
FAIVTAERZRBMULEDARLRIS —ZERTE L Z2HHOLET, ARL—232TFY
ICK2TEE, D1 DFELERBEHRORIS —ICRECNATVBR T IV EAFANf VEICKDZIBEEND
WETD,

7R1) < —: AmazonSSMDirectoryServiceAccess

Windows Server ® Amazon EC2 4 > A X > A% Microsoft AD ¥4 LI NUICEETHBEEICD
HBETT,

AWS BEBRDV D —TlE, NRX—JRAVARVAILELD RALMDOFES) VD TANIRL

T. SSM Agent |Z & % AWS Directory Service N\OF7 V7t AEHEHEORD VY IZHFTLET, ¥
I DOWVWTIE, AWS Directory Service ¥4 RMD "Windows EC2 1 VARV AL — AL
AlCZmMdTd1 Z2RLTLKEZ L,

7R1) 2 —: CloudWatchAgentServerPolicy

AXNUDOABZRZTHEY), AVAZAICTF—200O7 &5 L T Amazon CloudWatch IC& & A
CEHIC, 12AR A CloudWatch 24V AR—=)LUTEITITZHERICOKMETT, Ch
5, AWS UY—ANBEREERZT 2T, 7. BLTCBRICHBTDIDICKIEE
9,

Z MR —I&, Amazon EventBridge X Amazon CloudWatch Logs %% & D¥EEZ FEH T 215
BILOH, FTFILRNDRARNEBREXA VARV ATO77ANTHERENEFTT7ZILND
IAMO—)LTRHEICEYET, (HlAE. BE®D CloudWatch Logs AT AR —AANDEEIAH
TOLAZHRTS, KYFROBLVRVS —ZERITBZIEETEERT),
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® Note

EventBridge & & U* CloudWatch Logs #EEDERIE A 7> a>Td, L, EHTS
C&IZLF &k, Systems Manager DERE7 O ADKRAICENS ZERETHLZE
BEHLET, FHMIZDOVWTIE., Amazon EventBridge 1—%—7 4 R$ KT Amazon
CloudWatch Logs 1—H—7H4 RZSRL TS E&E L\,

JBIN® Systems Manager YV —)ILOFT IV AFAZEC IAM R > —ZERTDICE. ROV
V—ARZ2ZRLTLEEL,

« IAM7R') 2 —7% R L T Parameter Store /NTX—ZA\DT UVt A%ZHIBRT S
s A=K X=2320OE
« AT Y 7 2: Session Manager DA VARV ADT UV AEROHEEE IFIEM

14> AR AIZ Systems Manager 1 VARV AZ7A77A4LERMITS (A2 YV —=))

RDFEE, Amazon EC2 OV —I)LZFERAL T, IMM A2 AZX>A7O7 7 4 )% Amazon EC2
AVAR VAT RYF TR HEERLET,

1.

o & w0 DN

AWS Management Console (%4 >4 2L, Amazon EC2 12/ —)JL (https:/
console.aws.amazon.com/ec?/) ZBHE £,

FTES =3R4 2T, [Instances] D FIZ&H S [Instances] ZiBIRL £,
JDARDS EC2A VAR AICEBEL TERLET,
(7923 I XZ1—7T, [EF¥21UFT4]. [AMO—-J)ILOZEE] OIEIZERLET,

IAMO—=)L] T, EC2AVARVADT 7L AFAOKERE OFIEICHE > TERLIZA A
BOATO77ANEERLET,

[Update IAM role] (IAM O—)L D EFH) Z8RL £,

AVAZRVAADQ IAMO=IOT Y FOFMIOVTE, BRUEARL—T AT ATLD
AT T, ROVWThAZBERL TS EZ L,

TAmazon EC2 1—H—HA R, O "IAMO—IIZA AR AICTEAY FI%,
TAmazon EC2 1—H—HA R, O "IAMO—IIZA ARV AICTZY FI%,

Systems Manager IZHEBRA VAR ADT I LAF U ERET S 28


https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role

AWS Systems Manager d1—H¥—HA R

FSystems Manager Di=HIZVPC IV RARA VN ZEFEALTECCA VAR ADEFIUT 1%
b gD ICHERET,

Systems Manager D7z IZ VPC I RRA 2 M EFEALTEC2 1 AR
VAQOEFI)T 1 ZETD

Amazon Virtual Private Cloud (Amazon VPC) TA 2 —7 I A AVPC IV RARA 2V NZ2ERATS
& 5|2 AWS Systems Manager 288 E T2 & T, NX—I R/ =R (N\A17 VY RELVONILTF
D77 RREQIEC2NI VEZBL)DEF 1T 1 hflzmLE BB N TEERT, 102 —
TJ7IAAVPCIVRRAINAVE—TIAALY RRAUN) 2EA TS E. AWS PrivateLink
LK > TRMENDH—EAICERLTEEXT, AWS PrivateLink &, 7S A RX—KNIP 7 RLAZE
FA L T Amazon Elastic Compute Cloud (Amazon EC2) & & T* Systems Manager APl IZ7°5 4 XR— |k
TOEATEDLSICTDTV/O>2—TT,

AWS PrivateLink [&, YZ— R4 AR A, Systems Manager, & &k Amazon EC2 DTN
TORY RND—OKRZT74Y 9% Amazon XY RDO—JIZHIRLET, D&Y, NX—IJRAVA
BUARAVE—RY NIT I RATEEE A, £z AWS PrivateLink Z AT 2HEE, 125 —
XY RNTF—KRDIA, NATFNA R, RETZAR—RNTF—RNIVIARBBEBERERH)ERA,

AWS PrivateLink OFRERFEHTREH V) EFBAN, HESTNET, AWS PrivateLink & VPC T
VRIRANOFMIZOWVWTIE., TAWS PrivateLink & VPC T RARA U My Z5BLTLKEE
(AN

® Note
VPC IV RARAVNEFRATEIRDYIZ, XRXR—FRAVAZVATTINNIROAY
B—RYRNTOEARAZHALET, COFE. NX—TIRAVARVAR, UTFTOIY KRR
A RO HTTPS ((R—KN 443) TORND RIS 74V OEHATRILEN HYVET,
* ssm.region.amazonaws.com

* ssmmessages.region.amazonaws.com

* ec2messages.region.amazonaws.com

SSM Agent ik, 57 RA® Systems Manager  —EANDIXNTOEZEZFEBLET,
M=%, Systems Manager DA VARV ANDAVINT RRTZ T AV VZFATEELD
7 FPAT IO\ ZBRETIHXERFHYELEA,
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CNSOIY RRARMANOBEPEHLOFMICOVWTE, "TUT77LVA:
ec2messages., ssmmessages B RPFDMD APl AXRL —2 32, ZZRLTLSEZL,

Amazon VPC [CD W T

Amazon Virtual Private Cloud (Amazon VPC) Zff g2 &, AWS V5T R HOREMNICHBHE
NEMBOEEBICRETTAR—KNITIR (VPC) EHIENBREXY ND—VZERTESR

To AWSDUY—R (A VARV AKE) % VPC AETRETEE T, VPC Ik, BEEEEOT—
BB RZA—TERAETNTVBIRRORZY RNT—VILELKBUTVETHY, ORT—FTINBA4>27
FARZVF VY 2FERATEREVSXUY M B ETAWS BEED VPC EHBEHRNBRETEE
T, IPPRLALVZOER, 7Y NOER, L—hT—T I, XY RND—DOF—KTJIA,
EFXFIVTADRENTEET, VPCOA VARV AZA VR —XY NIEHRTEEXT, VPC Z2H
HOTF—REX—ICEHEL, AWS VT VR ZF—2 2 Z—0IGRBAIE L THERATEET, &
B7ZRYRTOVY—AORBILR. €F1UT4TI)N—7", FYRND—=OTF7 oA vO—-ILV
ARBE, BEOEFI1VFTALAV—%2FEATEERT, FMICOVWTE., Amazon VPC 1—4%—
HAKEBBLTLEE L,

Ny

« VPC I RARA > N DFIF & HiBR

- Systems Manager M) VPC T RARA > NZEERT S
« AVB—T7IAAVPC IV RRAYNRYZ—DER

VPC I RRA > N D& & HIPR
Systems Manager ® VPC T RARA 2V R EBRETHEIIC, U TOFWEHPRICERL T LEE L,
VPC E7 ) > T ##xk

VPCAVR—TIAADIV RARAVKNIRE, V=23 20RERT)—2 3B VPC ET7EHEOM
FENULTTIERATEEY, VPCA UV R—TIA ATV RRA MO VPCETE RV IIAND
FEMIC DV T, Amazon Virtual Private Cloud 1—Y%'—234 R® "VPC ET7#EK (V4 —2)) &S
BLTLSEZL,

VPCT—KRDJIAITY RRA NOEHRZ, VPCOAIERTD LG TEEREA, VPCHAD
VPCET#EHEORMADOYY —ARF, '—RNIIAIVRRANEFERBLTT—RNIIA(IUR
KAV —EARAOVY —ALBEITDIERFTEXREA VPCT—RNIILIVRRAVND

Sbystems Manager D 7= (Z VPC T RRA VN EFERALTEC2 AV AEZYADEF 1T 1 8L T 30


https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering

AWS Systems Manager d1—H¥—HA R

VPC ET7##&") V TARNOFEMIC DV TIE, Amazon Virtual Private Cloud 1—%—24 4 R® TVPC
TORRAN (D A—R)) ZSBLTLEEL,

A&

VPC IV RRAVNITERYTFENLEFIVTATIN—T TR, NRX—TZRAVAEZVADTZ
AR=RNGTRYRAS, R—N 443 TERGELREHFAITIVEN BV ET, BEERNFIEH
TWEWES, NR—IJRAVARVARRSSMB LT EC2 I RRAV MNMIEHRTEERE A,

DNS f#R

HARLDNS H—N\N—%FEHTZEEE. amazonaws.com RXAADTXNTDI I O
ET7AD)—HS—% VPC ® Amazon DNS H—/N—IZBIMT B HRENHYET,

SINTY K

VPC IV RIKRA KRR —F, DB EE SSMAgent & AWS YER— R S3 /N Y hEDBE
CDARENTVS Amazon S3NNT Y RADT VLA ZFATIHEN HVET,

(® Note

ATLIZAOT7ATIO#—)LZFERAL TVWT Patch Manager 29255k, T
T7ATIDF—=ITNYFR=—ASA VDI RRA MOBEYBTIOCAZHFTT D2
BEEHYET,

Amazon CloudWatch Logs

AVABVANA DV BZ—Y NZTOVRATBZEEZFALEVEE, CloudWatch Logs =

OJ #%ET2MeeEFERATSICIE. CloudWatch Logs ® VPC I RiARA > M EERL &

¥, CloudWatch Logs DT> RRA > N OERDFMIC DLW TR, Amazon CloudWatch Logs 11—
H—H A4 R® "CloudWatch Logs A VPC T RARA4 2 NDERK I Z2SBLTSEEV,

NAT VY RBREIINFVZ0 REREED DNS

NAT V)Y RELOCTILFUTD REET AWS PrivateLink T R7RA4 > NEE#HT S &S (C DNS
BREITDHZEICOVWTE., "AmazonVPC I—H—HA R D T4 RZ—T T A AT RKRA >
RDTZAX—KDNS, ZZBRLTLKEE, MBEOD DNS ZFEFATSHHEEICIE. Route 53 DVl
N—%FEATEET, FMICOVWTIE., TAmazon Route 53 FAROY/N—HA Ry ® TVPC &%V
RO—2JBODNS VT DfFR #SBLTIEEL,
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Systems Manager D VPC T RIRA > MR TS

LToE#REFEHAL T, AWS Systems Manager ® VPC 4 2 —7 I A AL RRA 2 NEERL
£F9 ZOMEY U, Amazon VPC 1—H—HA ROFIEICU VL TVWET,

(@ Note

region &, KERI (FA/N\AF) J—232 0 us-east-2 D&KSIC. AWS Systems
Manager THR—KRENTVWB AWS U—23> OBEIFERLET, HR—KhEhTWD
region fEO—EIZDW T, TAmazon Web Services &0 ') 7 7L > A1 @ "Systems
Manager Y —E AT R7RA 2~ IC&H D Region F|ZSBL T EE V),

"AVE—TIART RRAVNDESRL OFIBEICHE>T, ATOAR—TIA ALY RKRA >
NEERLET,

« com.amazonaws.region.ssm — Systems Manager Y —E AN I RKRA > K,

« com.amazonaws.region.ec2messages — Systems Manager &, DI RKRA > NZEH
L T SSM Agent 'S Systems Manager Y —EANOHETHL Z1TWVE T, SSM Agent O/N—
32 3.3.40.0 LARE, Systems Manager &, FEATREZIFSICIE ec2messages:* T RRA
> I (Amazon Message Delivery Service) DX V) IC ssmmessages:* T2 R7FR4 > b (Amazon
Message Gateway Service) ZFEATD XS ICKEV) EL 1=,

« com.amazonaws.region.ec2 — Systems Manager ZHA L T VSS WD AF v 7> av K
ZERTBIEER., EC2H—EANDODIVRRAVNNFHBDEZBRLET, EC2 T RKRA
VRHFEZENTWEWEE, 7RYFLE AmazonEBS R 1 —A%FIHEFTDHEHL IF KK
L. Systems Manager X > RAFKBLE T,

« com.amazonaws.region.s3 - Systems Manager l&., DI RAKRA > NEFEAL T SSM
Agent ZEH L E T, . Systems Manager i&, NT Y MZRBEEATVBR RV UT K4t
D77A4)N2BBLEY, 102N TFy NCTFYy7O—RLEVTR 72— —DFT
AVTERULEFEICE, COIVRRAIVNEFERALET, 1 VAR AICEER TSI
EFIVFATIN—TTTIORNNIRRNZ T4V OFHEHRENTVSIFEE. Amazon S3 07
L7AYIOR—BEANORNZ 74V IZTEICTDIN—INZEMTIHENHYET, FHICOVT
l&. AWS PrivateLink 4 R®D TEF1UFT 4 JIL—TOEE, 22RBLTKEEV,

- com.amazonaws.region.ssmmessages — c D T R/R4 > M, Run Command ® 7=
HIZ, BKY Session Manager ZFEAL TEF1T7BTF—EF Y XIBHTIVAZVA
ICEH L TLBIFZEIC. SSM Agent A" Systems Manager H—E AL BETSH L THET
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T, FHMICDOWVWTIE, TAWS Systems Manager Session Managery &k TU 7 7L 2 A:
ec2messages., ssmmessages B RP T DD APl AXRL —2 32, ZSRLUTLSEZY,

« (F7°>32) com.amazonaws .region.kms — Session Manager & 7= I& Parameter Store /N5
X—R D=2 AWS Key Management Service (AWS KMS) &L ZEHA T 258k, DI
RRANZHERLET,

« (F7°>32) com.amazonaws.region.logs — Session Manager, Run Command, &7 (& SSM
Agent O @ 1= & | Amazon CloudWatch Logs (CloudWatch Logs) R 92 H &k, DI
RRANZEERLET,

SSMAgent 7V ATERDHEN HD AWSXR—IJ RSINT Y MZI2WTIE, TSSM Agent
EAWSNYZ—IRSINTYNEDERF) 28R L TEE V), Systems Manager DAL —2 3
VTCRETTAR—=RNITIR(VPC) IV RRA 2V NEFERALTWVWSHEE K. Systems Manager ®
EC2AVAREAVATOAT7 74N, LB NAT VY REBROTIILFITTRREDIEEC2 /—RD
H—EAO—LT, ARNEHFIZRETIHENf HYVET,

AB—TIAAVPCIY RRANKRUZ—DERK

AWS Systems Manager ICl& VPC A VB —T7 IA ALV RRA 2V KNORIS —ZERKTDENT
BET, CORVD—TlF., ATORBZEETEET,

s TOAVERFTTEDTIVINL

- RITHREART VA

« BRICHLTT Va2 ZRITTELIVY—R

BEMICOWTIE., Amazon VPC 1—H—HA R®O "VPC IV RARA NI LD —EANODT U+
AN RO—=)L, Z2Z5BLTLEETL,

Systems Manager ZFBALENAT U Y RREBXTEIILF IS
TRIRETO ./ —RODEE

AWS Systems Manager % £ L T, Amazon Elastic Compute Cloud (EC2) 1 ~ AR AEZH®D
FEC2ZNIVRATOAEEEETEERS, cOEI>aAVTR, NMTVYRBIEIILFIZ
7 RIRIET Systems Manager ZFEALTHEC2YI UV EZBETBRLOIC, THIVRBLTTR
TLABEBENRITITIREZAVICOVWTHBLET, chSOATYTIHNRETLES, AWSTH
VN EBENSHANMTEE N1 —Y—F. Systems Manager Z A L THBDIE EC2 H—
N—ZHREELEETEET,
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Systems Manager TERA TR LS ICRRETNEN IV EINT, XRX—I R/ —REFBEIhFET,

(@ Note

« FEC2VNVERUNAT VY R7OTAR—=2aVFIEERFERALT, TYOTFNAR%E
NEX—IR/—RELTERTEET, ChSOIVIFNAADRATIZE, AWS loT
TINAAE AWS loT FNNA ABADTINA ADBEBEAEENETT, chsSOIY DTN
AADRATZRETRICE. COEIZIAVTHRASNATVARFIEZRITLET,

Systems Manager & AWS loT Greengrass A7V 7 KNI IT7&2FEATHIIY OF/INA
AEHR—KNLET, AWS loT Greengrass A7 TF/\N1 ADRETOELAB RTEH
&, AWSIoT B LRV AWS TY D FNA ARADITY O TFNA ADEDERFEBZVY &
9, Systems Manager TEA I % AWS loT Greengrass /N1 ADQEFRICDOV T,
FSystems Manager ZRIALEI YO FNAANDER ) ZSRLTSEE L,

« 3E EC2 macOS Y= ik, Systems Manager ®/\1 7Y REXKTIILFITD RIRET
BFHR—RENhTVEREA,

Systems Manager %Z £ | L T Amazon Elastic Compute Cloud (Amazon EC2) 1 AR A%ZEET
ZHEE. T2k AmazonEC2 1 VARV AL EC2RIVOBHEENAT VY REXTIILF IS
I RBETHERATZHAIE. &HIC Systems Manager ZFB L= EC2 4 VAR ANEE OF|E

CRRVWET,

Systems Manager BFIC/NA 7 VY REXVPNILF IS RBEERETZIEUTOZEETSC
ENTEFRT,

c BUY—=LURRVVTRNEEALTIAMASNAT VY REKOPIILFOZVROD—o0O—
REVE—RNTEEBETED—BLEEFITHEENMERENET,

« AWS Identity and Access Management (IAM) Z > TX I VI ICRITTEDTFTO>I>OTFT oA
HlEZE—TILLET,

« AWS CloudTrail ICRBBEEhTVWB APIOT V9T A1 ETAZHRITSD_ET, NP TRITEND
ARL—230Z—aiICEETEET,

CloudTrail Zf£ A L T Systems Manager D F7 9232 #E_RZV 209D HFEICODVWTRE.,
TAWS Systems Manager = & % AWS CloudTrail APl d—)LOOJ &, 25BL TS EE L,

s EZRVITZE—TALTRICR., T—ERARITORYICETRIEHMZIEET S LSIC Amazon
EventBridge & Amazon Simple Notification Service (Amazon SNS) Z5&EL £,
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EventBridge Z A L T Systems Manager f X N EE_ZX V2T T B FEICOVTRE,
" Amazon EventBridge % f#f L T Systems Manager A1 X R E2E_R) 9 9%, #SRLT
<EzEL,

NEZ—R/—RICDWVWT

cDtEO>a>THBEL TWS Systems Manager ANIEEC2 YTV DEREETTLES, N7
)Yy RPOT4R—232N >k AWS Management Console ICV AREATNR—I R/ —RE
LTERRENET, AV TR., NATVYRTFIFAR=232UIFT—IR/—R0OID &,
"mi-; OTL 714V DARIZKY) AmazonEC2 1 VARV AEXBIENET, AmazonEC2 1 VA&
YADWR, L7414V ORX -y #FEALET,

NEx—2 R/—RERE, Systems Manager AICEREE N zHSWBINI DI ETT, BATE,
NE=—IR/—REIXNTINZ—TDRAVARVAEFFNTVE L, BE, 1 VARVALR
EC2AVARADK%EIEL E T, deregister-managed-instance X > Ri&k, CORAEBLZEDHIIZ
wRENELL,

A OVTR, "NF—IR/—BROER) Z22RLTSEZL,

AVAZADEEIZOWT

Systems Manager /N1 7)Y REXTIILFITIRRENNDIEEC2 VEZ—Y R/—RAICAR
A—RAVABVABET RN AN VARV ABZRHLE T, AZVA—RAVAZVA
BICk!), AWSTHIURZE, AWS =232 TEICRA 1,000 D\NATVY RFPOF4R—
JAUNIVEBBRTERT 1 2OF WO RE)—=232(121,000 ZBADIEEC2N VZ2E
BRIDVENHBDBEEF. TRNCAMM VARV ABZFEALET. PRNAVANA VARV A
l&. AWS Systems Manager Session Manager Z#ERA L TIEEC2 X VI ICERIT D EEAREICL
F£ 9, Session Manager X RX— R/ —RICAVESITATIINTIOEARAZRBLET,

FHCOVTR, T4 ARABORE) 22RLTSEEZL,

NEY D

e NAT )Y REXVNIF VS RERET Systems Manager ICHAER IAM H—E ZAO— )L EHER
3%

s NAT VY RTOTAR=23%#ERL T, Systems Manager I /— REEETD

« N4 7)Y RLinux /—RTSSMAgent #4 AR—ILF B

« N4 7)Y R Windows Server /— RI(Z SSM Agent 24V AR—=)LF 5
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NAT VY REXTTILF VT RIRET Systems Manager (C 4 E 7% 1AM
H—EAO—-I)ZERTS

NAT )Y REXKTIILF U Z 7 RIREDIE EC2 (Amazon Elastic Compute Cloud) Y>> T

(&. AWS Systems Manager Y —E A & BEE T % 1= (C AWS Identity and Access Management
(IAM) 5 —EAO—I)ABETY, O—JLIFk. Systems Manager Y —E A I AWS Security Token
Service (AWS STS) AssumeRole DEEENFELET, AWSTAHIU KN ZEICNAT VY RB&K
OCRYLFOSORRERICY—ERAO—NE—EOXKMERITIMVENHYVET, EEL, NA1TUY
RELKILFIZVRRBEOND VICERDHFANVELREE, BRDNATVY RTFITAR—
2AVICRUTEBOY—EAO—ILZERTBDEETEEXRT,

LR OFIEE, Systems Manager A2V —)LFELEESHFAOIN Y RTA Y =)L Z2FERAL T, &
ERY—EAO-LZERTRHEEZHRALET,

AWS Management Console % £ L T Systems Manager /\1 7)Y RT7 O F 4 R—
avAO IAMY—EAO—-ILZHEKTS

NATVYRFOTAR=232OH—EAO—LZERTIEHIC, LTOFIEICLEAVET,
ZDOFJETIE., Systems Manager O EE#EET AmazonSSMManagedInstanceCore RS —%
FALET, I—ART—AIL& 2T, VT LIAIZ N D Systems Manager ¥V —I)L & 1= (&
AWS DH—ERICTVEATEDLSICTSD D, H—EAO—INICRI—ZEBMNTEIHLENSH
BDEHEENHYYET, HlAE., HEKX AWS YXx—2 RE Amazon Simple Storage Service (Amazon
SHNTY NMCTOEAN BT NIE, Patch Manager /NY FIEBRAARL —>3a KRB LET,

H—EAO—LZERTSICE AV —I)

1. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB& £ 7,

2. FEF—arrRq4rTcO-)l 2BRLTAHAS, O—ILZEKTD ZERLET,
3. [Select trusted entity] (EfETERD LT 17 1 Zi&IR) T, XOKSIEIRLET,

1. BETEDRITATARAT T, AWSOH—ER ZBIRLE T,
2. [TDOMD AWS O —E A ©O1—A—A] T. [Systems Manager] Zi#IRL £7,
3. [Systems Manager] ZiZRL £9,

ROEBIE, Systems Manager 7723 DFMERLTVET,
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4.
5.

6.

Service or use case

Systems Manager v

Choose a use case for the specified service.

Use case

© Systems Manager

Allows 55M to call AWS services on your behalf

(C) Systems Manager - Inventory and Maintenance Windows
Allow AWS Systems Manager to call AWS resources on your behalf.

DRA] Z38RL E T,
[7OEAHAIZEM R—2T, LTZERITLET,

+ [Search] (#8%&) 7 4 —J)L RZHEHL T, [AmazonSSMManagedinstanceCore] Rl) > — %R &

LET. RORIZTRTRDIZ, BHIOEICHDFIVIRYIREAFAIZLET,

Filter policies Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name Used as Description
\ZI » AmazonSSMManagedIinstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...

@ Note
DRI —ZRELTE, AV L TRBRABHIREEILET,

s FIBE(AZ723V)SSNTYRANDT I EADAAZLR) S —%ERTD THARLD S3

NTY MRS —BERLEBAR, ThERRLTITOETORLSDFIY IRY Y%
AVELET,

« AWS Directory Service IC& 2 TEEE h T\ % Active Directory |2, EC2 MADN > > =#E

49558k, AmazonSSMDirectoryServiceAccess ZBREL ., TORZHNEICHZDFI VY
RYDRAEFAIZLET,

EventBridge & 7z l& CloudWatch Logs Z#AL T, YNX—2Y R/ —RZBEEBELFEZXY
> 9354, [CloudWatchAgentServerPolicy] Z8&E L., TORBNEICHZDFI VY
RYDRAEFAIZLET,

PRAN] ZBIRLE T,
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7. [A—J)LH] T. SSMServerRole ZEDFHL W IAM H—N—O—-)ILOBEZADLET,

(® Note

A—I)EZZEEEBHET, COO—JLAEE., Systems Manager ZFAL TEETBHN>
VEHULSEBERIDIBRISERLETD,

8. (#7732 a>)[Description] (iBA) T. <D IAM H—N—O—)LOHRBEEHFLET,

9. (7> 3a)[Tags] (RI)T. BT EXF—DOEORTE A DELFEEHEMLT, 2oO—-)L®
TOEAZEE, BHF, ELEHEBLET,

10. [Create role] (A—ILDERK) ZIBIRLET, O—IR—IDHFBERRENET,

AWS CLI ZfEF L T Systems Manager /N4 7Y R7OF4R—= 32 HO IAM
H—EAO—IILZERTS

NATVY RFOTFAR=23 2O —ERAO—LEERTBHIC. LTOFIEICLEFAVET,
ZDOFJETIE., Systems Manager O EE#EET AmazonSSMManagedInstanceCore R —%fF
ALET, I—AT—RICE2TR, NA1T7 VY RBLUONILFITTRRED EC2 AADT >
O —EAO—LIZRID—ZES(CEMLT, OV =L AWS DH—ERAICTIVEATES L
SILTIRENHIHENHYET,

S3NTY NORIZ—DEH

ROVTNADOT—RAICHTRHEDBER. COFIEZRETTSHIC Amazon Simple Storage
Service (Amazon S3) N7 Y RADAHARLIAM TV AFAR) S —ZERTIHEN HY)F
CB

« ¥ —A1—VPCIVRARANZFEALT, YR—RETIhTWVWS AWS ODH—EF R, BKLT
AWS PrivateLink Z# &L VPC IV RRA MY —ERICVPC 27 T4/ R—NEHELTWVS,

« 7 —2RA 2—Run Command 1Y > KX> Session Manager v a>0OHh% S3 /N7 Y MCRE
I2RE, EKT S Amazon S3 /AT Y N %& Systems Manager AR L —> 3> N—RE L THER
T2, HICEDHIIC, "M ARAZVATOT7AINEAODARL SINT Y RR)S —&IERT
21 OFBIZHVET, TOREY IO SINTY MRS —ICBET2EHE. H—ERO—-)LIC
LEATIhET,
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AWS CLI
NATVY RBEKEIIINFITTREREICIAMH—ERAO—ILEERT S (AWS CLI)

1. &7 AWS Command Line Interface (AWS CLI) 24 > AR—=)LL TEREL TV EVBE K,
AAM=IULTERELZET,

FHHICOVWTE, "TAWSCLIOEHIN—232ZA VAR —ILFEELFREHLET. 1+ 2R
LTL<EZL,

2. O—AAXIZTUTOEERIS—ZFEMAL T, SSMService-Trust.json DK S &R
ACTFARNT7ANZERLET. 77 MIREEIC, BT T 7AIILERF (.json) &
FHEF NAMTVY RTFIFAR=232ZERLEBEO ARN AO AWS THIU N &
AWS V=232 ZRFTEELTLKEE VY, FHAURNIDEU—23 2D placeholder
values Z1—H—DERICEEBRAET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"",
"Effect":"Allow",
"Principal":{
"Service":"ssm.amazonaws.com"
}I
"Action":"sts:AssumeRole",
"Condition":{
"StringEquals":{
"aws :SourceAccount'":"123456789012"
}I
"ArnEquals":{
"aws:SourceArn":"arn:aws:ssm:us-east-2:123456789012:*"

NAT VY RELKVNIF U T REET Systems Manager (C 4B IAM H—EAO—)LEERT 39


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS Systems Manager d1—H¥—HA R

3. AWSCLI ZB&., JSON 77A4 )\ &EERLE=T 1L I ) T create-role X > R&EEITL
TH—ERAO—)ILZERLET, COHITIE, SSMServiceRole E WS ERIOO—I)LH %
RENET, BIOBEZBIRTDEETEEXT,

Linux & macOS

aws iam create-role \
--role-name SSMServiceRole \
--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~
--role-name SSMServiceRole #
--assume-role-policy-document file://SSMService-Trust.json

4. BLATFOKSIC attach-role-policy ZE1TL T, EFREEKL LF—EAO—-)TEY> 3>
N—O2 ZERTEDRSICLET, Y>3 ~h—U2IF. Systems Manager ZfEAL T
OXRVRZERITIDEHOOT IV EAFTZNR—TJ R/ —RIZ/AELET,

® Note
NATVY REXREIILFIVSIVRBREONZ—I R/ —ROY—ER7O774)L
\CIENT H7R1 S —IF., Amazon Elastic Compute Cloud (Amazon EC2) 4 > A&~
ADA VARV ATA7 7AILNDOERICERAENDEOERIUTT, ATOONYV R
THERATS AWS RUZ—0OFMIZ DOV TR, "Systems Manager ICSAEZ A A
BUADT IV EAFAZRETD1 2SRLTSEEL,

(BHE)ROAXV RZEFEAL T, YX—T R/ —RT AWS Systems Manager ' —E AN =x
EMEEZEFEATEDLSICLET,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore
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Windows

aws iam attach-role-policy ~
--role-name SSMServiceRole ~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

H—EAO—ILOAHAZRALASINTY NRUD—ZERL EBEREK., ROONY REERTL
T, RUD—THEL /N7 Y M AWS Systems Manager Agent (SSM Agent) 7 7t A
TEBDEKSIZLET, account-id & amzn-s3-demo-bucket &, BFEVD AWS 7HJ
RIDENTY NBICEEBRATLSEZY,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account-id:policy/amzn-s3-demo-bucket

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole ~
--policy-arn arn:aws:iam::account-id:policy/amzn-s3-demo-bucket

(A723a) KOOIV RERFITLT, NRX—FJ R/ —RIZEDRASMADHEEVIVIA
NI L T, SSM Agent A" 1—H'—0 /b V) I AWS Directory Service IZ7 IV 2ATES &
S5CLET, /—R%Z Microsoft AD 1 LV MU ICRETRHEENDHK, Y—EAO—ILIZC
DR —HABETT,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

Windows

aws iam attach-role-policy #
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k

--role-name SSMServiceRole A~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(A7>3a)ROIN REETLT, CloudWatch T— T2 MA'NYEZR—I R/ —R
TETTEDELDICLET, COONREFEHTDE, / —ROBHREFZHAAT
CloudWatch ICEZIAKEITOCENTEET, H—EAZ7O7 74 I)LICIE. Amazon

EventBridge X*> Amazon CloudWatch Logs B EDH—ERZFIATEBEEICD K, DR

S—HRETT,

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell

NAT VY REXROIILFOUZTRREIC IAM H—EAO—)LZERKT S IZ1F (AWS Tools for
Windows PowerShell)

1. AWS Tools for PowerShell (Tools for Windows PowerShell) Z24 > AR—J)LLTERELE T
(FEAZVARM=ILLTOWEWESR),

SHICOWTIE. TAWS Tools for PowerShell D4 AR —)L1 #ZBLTLSEE,

2. O—AIXZUTUTOEEAR)>—ZEML T, SSMService-Trust.json D&KS B H
BCTFARNT7PAIILNEERLET. 77MIILREFHIC. BT T 7 A I)LILERTF (.json) &
RFFET NATVYRTITAR=2 3V EERLEBRO ARN IO AWS THIV K &
AWS =232 ZZFEELTLSEEL,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Ssid": "v,
"Effect": "Allow",
"Principal": {
"Sexrvice": "ssm.amazonaws.com"

3
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnEquals": {
"aws:SourceArn'": "arn:aws:ssm:us-
east-1:123456789012:*"

}
}

}

3. PowerShell ZEEE— RTHE, JSON 774N EZHERLEFALIRNITUTOLSIC
New-IAMRole ZTL TH—EAO—I)ILZERLET, COHITIE, SSMServiceRole &
WSBBIOO—IINFERENET, FIOBEEEBIRTZDEETEET,

New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

4. HUTOKSIZ, Register-IAMRolePolicy ZAL T, fER L —EAO—-ILTEY> 3>
N—O2ZERTEET, Ev>3a>h—U 2k, Systems Manager ZFAL TN R%Z
RITITRDEOOT IV EAFATZNR—T R/ —RIZ/ABELET,

(® Note
NATVY REEKETILFITIRBREONZ—S R/ —ROY—ERZ7O774)
ICEBMTERIS—F, EC2AVARVADA VAR AZTOT7 7 A4\ OERICHE
AEhBENOERUTT, UTOON RTHEATS AWS RUD—OFHEICOVT
l&. TSystems Manager ICHEBBA VARV ADT VAT T ZHRETS 1 25 R
LTLKEEL,

(HE)ROAN RZEFEAL T, XX—T R/ —RT AWS Systems Manager H—E AN E
EREEFEATEDLSICLET,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
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-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

H—EAO—NLNOAARLSINTY NRUD—ZERL LFERE., AOOAXY RERERT
L, RUS—TEELENTY MZSSMAgent " PO EATEDELSICLET, account-
id 8KV my-bucket-policy-name 2 AWS 7HINIDBRUNTY MRICBEEHRZ
£7,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::account-id:policy/my-bucket-policy-name

(A723a)ROIAN REEFTLT, NRX—TY R/ —RICEKDRXASADBKEEVIIA
NICXL T, SSM Agent A" 1—H—0 /b V) IZ AWS Directory Service 7V E2ATESD &
SELET, /—R%Z Microsoft AD 1 LYV KNV ILHRETRHZENDHK, H—/N—O—JLICZ
DRI —HNFYBETT,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(A7232)ROIAN REEITL T, CloudWatch IT—J T M YR—I R/—R
TRITTEDELSICLET, COONVRZFERATRE, /—ROBHRZEFZHIAAT
CloudWatch IZEBEIAKETS CENTEEFET, Y—EARA7O7 7 A I)LICIE., Amazon
EventBridge X*> Amazon CloudWatch Logs B EDH—E A ZFHATRIEHEICOHK, DR
S—HNMBETT,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

"INAT V)Y RFOTAR—=23 2 %EKL T, Systems Manager ( /— REZFET D, [CtEAE
9,
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NATVY RFOFT4R—=>32&4EKL T, Systems Manager I/ — R
=2B2EITD

Amazon Elastic Compute Cloud (EC2) 1 ARV AUNDIZ D &ENAT )Y RELKTIILF IS
DRBEONR—I R/ —RELTEYRNTYTITRICRE. NATVY RTIOTAR=232=ER
LTHERALET, PIOTAR—2AVHERBICETITDE, AVV—IIR=—DOLEEICTIOT 4 R—
23— RETFIVTAR=23AVIDHFEEBICRTRENET, NATUY REBLTFIILFITIR
IRBETIEEC2 ¥ >/ IC AWS Systems Manager SSM Agent 24 > AR—I)LFZKEIC, COI—RE
ID DEAEDLEEIBELE T, cOI—REIDEFHITSDET, YX—TY R/—RHS Systems
Manager Y —EAIZLZEICTIVEATEXRT,

/A Important

TOTAR—=232OERFZEICKHLU T, Systems Manager k9 <ICT7 T4 R—=23 >
O—REDZEIVYV-ILNEERFIOIRTARIICRLET, COBHFEIE—-L T,

ZEBBAICRELET, AV —IIhSEENEY, ONRIJA4RIZRALEY TS

E. COBRIBEDNDARMUEA DY ET, MARLEBERE, HILLWTFITIR—>32%
ERTBDRBENHYET,

TFOTAR—=23a2OBRERICOVT

TOTAR=23AOBMERE., 27 LZADOTS > % Systems Manager TERBRTE 2 BT
T, POTAR—2 3V ORMERAINTE, Systems Manager (CHIE 2 TRERL 124 —/¥—
EE VM CHBRS Y ERA, TUTAR—YAVFERINCEDE, TOREOTHT 4
R—>3a2vzFERALT, BBOY—/N—FF VM Z Systems Manager ICEERTDEFTEXRE
he ILLWEDZERTIHEN HBIETTT,

ME>TRBRLEIXRTOFVTLIAY—N—BLP VM, BTRNICEREZBRTDE

T, Systems Manager DN Z— R/ —RELVLTERENLTRICEYET, EC2HUADYR—D
R/ —ROBEREUTOFETHERTEERT,

« Systems Manager 1>Y —JL® Fleet Manager TYX— R/ —REJT#ERAT S

« AWS CLI O~ > R deregister-managed-instance 232179 %

« APl 722 3> DeregisterManagedinstance Z B9 %

AHACOVWTR, UTORREY 7ZSRLUTSEEL,
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e YER—D R/ —ROBFHBEEBER (Linux)
-« XX—TY R/—ROBFMBREBEE (Windows Server)

NR—=IR/—=RICDOWVWT

NZ—2 R/ —RiE AWS Systems Manager FIICEREE N EITNTON U ZELEFT, AWS
Systems Manager l&. Amazon Elastic Compute Cloud (Amazon EC2) 41  AZ VA, TV FNA
A, AVTLIAY—N—, FEEVMHfEOIZIRREICHD VM ZEL) ZHR—BMLTVE
T Ualld, NR—I R/ —RBRIXNTINFR—IRAVAZVAEFENTVELE, BRE, 1A
RUAEREC2A VAR AN K EELET, deregister-managed-instance X > Rik, Z DA
ZEOBICWBEENEL I,

TOTAR=232RTIIO2LWT

AWS Command Line Interface (AWS CLI) & 7z (& AWS Tools for Windows PowerShell Z#ERL T7
DTAR—2IAVEERTDEER., RTVZEETEETT, 2T, VY—RICEYHETBHT> 3
VOXRTF—RTY, XU FERTRIE, BN, FMEE. REBEQDEXRSEBRFETIYV—RZESD
BTEERT, TR, RERF (F/N\NA1F) 0oO—HL Linux XU TERITTSH, A723>0R

JZEUCAWSCLI B> 7IILAX Y REZRLET,

aws ssm create-activation \
--default-instance-name MyWebServers \
--description "Activation for Finance department webservers" \
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \
--region us-east-2 \
--tags "Key=Department,Value=Finance"

FOFAR— AT OERBIERTEEETBE, ThSDRIRT VT 1 T LT HRICEBNICT
X—TR/—RICEYHTShET,

BEOTITAR—>32IC2TzEMLEY, BEOTITAR—23 20 S52TZHIKRL 2V
TREWRTEERRA, TOTAR—2AVZFERALTAVTLIAY—N—E VM ICBEBNHICZX
TJ7EN)ETHRWVEER., BTRIZEMTEET, EANICE, VT LIAF—N—& VM H
# & T Systems Manager IC#EH L ERICZTZR/ITDENTEERT, #ERITDE, YRX—IR
J—RIDAFEVYHTS N, %HEIC "mi-g IV ID T Systems Manager AV —J)LIZKRREh
7,
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® Note

Systems Manager AV —)LZERALTTFIOTAR—23ZERLIEBE, TOTA
R=2IAVICETZEN) Y TR EFETEEFEA. AWS CLI £ & Tools for Windows
PowerShell DWIFhAZFEALTT VT AR—2IADEERITIMEN HYET,

Systems Manager AL TA 7L I AH—N—PFREIZ 2 (VM) 2 EBTIHEN KL E
EEAR., BRERTERT, MO VTR, "NATUYRBIONILFITUVREETOX
F—TU R/ —ROEFEHER 2SRBRLTILEEL,

(N =Ry

» AWS Management Console ZfEH L T, Systems Manager TNX— R/ —REBFIDLEHOD
TOTAR=23A0FERLUET,

« NV RZA4 %A L T, Systems Manager TYX—J R/ —REZERIDEHOOTIT 4
R=>3 > zERTS

AWS Management Console Z{#fH L T, Systems Manager TN X—Y R/ —RZ &

BRIBDEHOTITANR—>3 2 EERLET,

NEZ—DR/—ROTITAR=23V2ERTDICE

1.  AWS Systems Manager 122V — )L (https://console.aws.amazon.com/systems-manager/) & B
XTI,

2. FESF—=23aURLITINATIYRTIOFAR—23V] 2BIRLET,

3. [Create activation] Z3&IRL £7,

-FREE-

BED AWS 1) —= 3> T [Hybrid Activations] (/N1 7V Y RFITA4R—=232) IZHHTT
AL TWVWBHEIE, [Create an Activation] (F 7T 1 R—2 3> OER) 2iBIRLE T,

4. (F 7> 32)[Activation description] (F VT A RXR—2 32 OFA) 71— RIZ, COFTIT4
R=2IAVDHEPZASILET, ZEOT—/N— VM 283t T25E. SRBAEANTS
CcEZBEBHLET,

5. [Instance limit] (1 VARV AHIR) T, cOFTIVT4R—=232>O—RELTAWS IZBERTS
J—ROEGHBZEBELET.,. T7FILNER 1AV AZATY,
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6. [IAM role name] IAM O—JL) T, —/\—% VM &7 577 R D AWS Systems Manager & 0
BEZUEICTSDT—ERAO-ILAT> 3> E2&RLET,

« A7 A3V 1 AWS ARETHIO—-ILEEBRUS—ZFERAT S, [Use the default role
created by the system] (> AT ALK > THEXKE A LEF7FIIMOO-IIZFERATS) ZER
LET,

ATV 2BICHERLEAT I DOAARZLAO-INZERATSICE. [Select an existing
custom IAM role that has the required permissions] (X B&FAI ZF D2BEEFENOH AR L 1AM
O—)%&8IRT>) ZBIRLET, COO—JLICE, "Service": "ssm.amazonaws.com"
ZEETIEEBRRRV—HIYBETT, IAIMO-IILFEEBRRRVS—TZORAZEE
LBEWESE, ROIS—HFRELET,

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole

COO—IOERICETIZHMIOVTRE, "NATVY RBIENILTFITIREIRT
Systems Manager c % E7x IAM H—EZO—)LZERKTD 1 BSBLTLIEEL,
7. [Activation expiry date] (7 VT A R— I3V OBMHERE) T, 7IOT14RXR—=>3a 2 0BFMHR
HEEELET. BMHBRIEFROBMNT, 30 BURTHFIERY ERBA, T7 4 MER
24 BFE T,

(® Note

BEMHRBARINRZR—I R/ —RZENTERIBDICE, ILLWFITR—=—232%
ERTIVENHYET, BHHRARB. BREATEITHPOAAZAILEEEL
Tt A

8. (F7> 3a>)[Defaultinstance name] (F7FIL KDLV ARZAR) 74— RT, ZOTFTY
TAR=DIAVICHERFHTSNTVRINTONR—I R/ —RIZRRTHDBABDEZEEL
£7,

9. [Create activation] Z3&IRLU £9, Systems Manager l&, I<ICF7IT1R—=a>J—REID
22V —)LICIRLET,
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ON> RSA&EHAL T, Systems Manager TNEX—J R/ —REZEEITHEHD
TOTAR=2aV&EKTD

RDOFIETIE. AWS Command Line Interface (AWS CLI) (Linux & 7= l& Windows Server ®35&4&) &
7=l& AWS Tools for PowerShell 2L T, NX—J R/ —ROTFIOTAR—=3 0 &ERTDH
EICDWTEHBLETD,
FHOFAR—3>VEERTDICIE
1. E£7# AWS CLI £ IF AWS Tools for PowerShell 24 > AR —)LLTEREL TV EWVWESEK., 1
AR=ILULTEELET,
HMICOVWTIER., TAWSCLI OEHN—23 a4 AN —ILEEREHFLET, 1 BRY
TAWS Tools for PowerShell D4 A K—)L, Z25BL T EEV,
2. TUOTAR=2IVEERTZICE, XOOAX REZEFTLET,

® Note

s ROOX > RT, [Region] (V—23ar)z2l1—H—BEOBRICBEERAET, I
R—RENTVDB region fEO—EICDLW Tk, TAmazon Web Services £f&D 1)
77L>2AS @ "Systems Manager Y —E AT RRA 2 ~ 3 IZ&H % Region 5|Z2%
BLTLSEZL,

« iam-role NFX—RIZEETAHO—I)LICE. "Service":
"ssm.amazonaws.com" ZEETHEEERRI > —HFYBETT, AWS Identity and
Access Management (IAM) O— LA EEBERRIV S —TZORAZEEL ZWEE,
ROLS—HFRELET,

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole

COO—IOERICETIHMCOWVWTER., "TNATVY RBLRONILFITTRE
¥ T Systems Manager - B IAM Y —ERAO—)L&ZERKTD, 2SBLTLKEE
(AN

- --expiration-date MFE, FIUVTAR—232A— ROBUHRANITIND &
O BF%E, "2021-07-07T00:00:00" B EDRA LAARZR VT TEELET, H

NATVY RFPOF4R—23 > %ERL T, Systems Manager I/ — REZ§ET 49


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region

AWS Systems Manager d1—H¥—HA R

$1& 30 BZ LRICERICEETE X, AVHRZEELBEVEE, 7IOT1R—
32— RE 24 GEEATHEMARIMINE T,

Linux & macOS

aws ssm create-activation \
--default-instance-name name \
--iam-role iam-service-role-name \
--registration-limit number-of-managed-instances \
--region region \
--expiration-date "timestamp" \\
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

Windows

aws ssm create-activation A
--default-instance-name name *
--iam-role iam-service-role-name "
--registration-limit number-of-managed-instances "
--region region "
--expiration-date "timestamp" A
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

PowerShell

New-SSMActivation -DefaultInstanceName name

-IamRole iam-service-role-name

-RegistrationLimit number-of-managed-instances

-Region region °

-ExpirationDate "timestamp"

-Tag @{"Key"="key-name-1";"Value"="key-value-1"},@{"Key"="key-
name-2";"Value"="key-value-2"}

UTREZEOHTTY,

Linux & macOS

aws ssm create-activation \
--default-instance-name MyWebServers \
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--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \

--region us-east-2 \

--expiration-date "2021-07-07T00:00:00" \

--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

Windows

aws ssm create-activation #
--default-instance-name MyWebServers »
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances *
--registration-limit 10 A
--region us-east-2 A
--expiration-date "2021-07-07T00:00:00" A
--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

PowerShell

New-SSMActivation -DefaultInstanceName MyWebServers °
-IamRole service-role/AmazonEC2RunCommandRoleForManagedInstances °
-RegistrationLimit 10 °
-Region us-east-2 °
-ExpirationDate "2021-07-07T00:00:00"
-Tag
@{"Key"="Environment";"Value"="Production"},@{"Key"="Department";"Value"="Finance"}

TOTAR=2IAVNERBICTETITRETLSIZ, DATALADLSTIOTAR—=>32—RETD
FAR—232IDHNRYET,

NA 7)Y R Linux /—RTSSMAgent #4 > ARN—=)LT 3

COREYITR. N1T7 VY RELTNILF UV F RIRETIE EC2 (Amazon Elastic Compute
Cloud) Linux ¥ < 2/ IZ AWS Systems Manager SSM Agent 24 > AR =L T3 HFEICOVTEHBEL
F9, LINnux DEC2 A VARV AAND SSMAgent DA AR—)LOFFMICOWTIE, MLinux A
EC2A2ARAIL SSMAgent ZFETA VAR =B RETUAVAN—ILTBR, 25RBLTL
EELV,

NA 7Y R Linux /—RTSSMAgent 24 > AKR—JLT 3 51
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MBI Hac. "NATUY RFIOFAR=3 & ERL T, Systems Manager 2/ — RZEER
T2 ORBICR2T, NMTVYRFIFAR—23VTOBARCERENETITAR—2 3
YA—RETIVTAR—=232IDZERODHET, COOA—REIDZXOFIETEELET,

NATVY RELKETILFITIRBENDIEEC2YVIZSSMAgent 24 VARN=I)ILTBICIE

1. NATVY REBIENILFIZIVRBROG—N—FLR VM ICOJF2LET,

2. HTTPEEWEHTTPS VOF> 2RI 258k, BEN I)INtEYZ 3T http_proxy &
7zl& https_proxy OIRBEERZRETHIHLEN HYVET, 7O0FE2FEALTVWEVES
k. COFIEZEBETEET,

HTTP 7’O0F>H—N—0F4k. OYRSATROOAIREADLET,

export http_proxy=http://hostname:port
export https_proxy=http://hostname:port

HTTPS 7’OF>H—NN0HERK. ONRSATRAOON REZEADLET,

export http_proxy=http://hostname:port
export https_proxy=https://hostname:port

3. SSHICUTOIOXY>R7OvVEIE—T >V RR—AMLET, FL—AKRILZ—EZ, /\
ATVYRTFIFAR=2AVTAOCARICERENETITAR=23—RETITA
R—232 ID, 8LV SSMAgent DFTJA— RO AWS U—2 32 OFBAIFICEERR
T. Enter 2L £ 9,

/A Important
ROBERZFHFMBIIBELTLSEEZV,
« EC2 A DA ARN—)LIC ssm-setup-cli ZfEH T3 &, Systems Manager M A
VAR—LEREDOEFIVTAZRERILTEET,
« root I—H—NIFEWE sudo FRBEHYEE A,
s NAT VY RTOFTAR=2AVEERLEOERLU AWS V=232 A5 ssm-
setup-cli ZXVO—RULET,

« ssm-setup-cli T, I—2 I hOAVO—RTZ¥M TS manifest-url 7
ToarvhYR—REhELE, CEBOHEBTHRELEENTVWSEESERE, O
F72aVICREEEELBZEVWTSEEL,
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s AVARVABREBHRIDEEWF, ssm-setup-cli AELTEESE A EA T O—R
) ONkhEFERALET, ssm-setup-cli Z25SEOFEADOLEHIZEBICHREL EV
TLEEL,

s CCIRBBENTVWRARAIUT N ZFEAL T, ssm-setup-cli DFEZRIATEE
EE

region &, KERZ (F/N\NAF) V=232 0 us-east-2 DK SIZ, AWS Systems Manager
THR—REATVWR AWS V=232 OFBAIFERLET, YR—KNETWDB region &
ND—EIZDVWTIE, TAmazon Web Services 8D 'J 7 7L > A1 @ "Systems Manager #—
EAT RARA N, IZHD Region 5l ESHBL TS EEL,

ESIZ, ssm-setup-cli ICERDA T aUpNFEENRET,

« version- BB EE latest H KV stable T,

- downgrade - SSM Agent ZUBIO/N—2 3 ICA I L —RIBEEFALET, IT—
SIVRNOUBION—D3DEAARN=INTBDED true ZEELET,

« skip-signature-validation-IT—2J IR ZA VD O—RBRTA AR —ILTEED
EERIAZAFYTLET,

RHEL, 6.x, & & CentOS 6.x

mkdir /tmp/ssm

curl https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/3.0.1479.0/1inux_amd64/

amazon-ssm-agent.rpm -o /tmp/ssm/amazon-ssm-agent.rpm

sudo yum install -y /tmp/ssm/amazon-ssm-agent.rpm

sudo stop amazon-ssm-agent

sudo -E amazon-ssm-agent -register -code "activation-code" -id "activation-id" -region
"region"

sudo start amazon-ssm-agent

Amazon Linux 1

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli
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sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -id
"activation-id" -region "region"

Amazon Linux 2, RHEL 7.x, Oracle Linux, CentOS 7.x, & & T SLES

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

RHEL 8.x # & T CentOS 8.x

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Debian Server

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_amd64/ssm-setup-
cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Raspberry Pi OS (I[H#: Raspbian)

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_arm/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Ubuntu Server

« deb N\vT—C%ERA
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mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_amd64/ssm-setup-
cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-
id "activation-id" -region "region"

« AFVYTNYT—2 %R

A O—ROURL ZEETIHERHY EH A, snap ANV RTRE, I—2 T2 M Snap
7 7°') A KT https://snapcraftio A S BEWICATO—RENET,

Ubuntu Server 20.10 STR & & T* 20.04, 18.04, 16.04 LTS MiFSE, SSMAgent 1 VA K—
774N (I—2ITRMNAFTIRERET7TAIEE) & /snap/amazon-ssm-agent/
current/ FAL IV KNJIZREFENET, COFALINUTRERET7AINICEEZMA -5
G, chsO77A4)L% /snap TALOIRNUMDS Jetc/amazon/ssm/ T4 LV KNJICIE—T
PRENHYVET, A7 7ALNBLESATIVITITAINRBEEENTVELRA (/var/lib/
amazon/ssm, /var/log/amazon/ssm),

sudo snap install amazon-ssm-agent --classic

sudo systemctl stop snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo /snap/amazon-ssm-agent/current/amazon-ssm-agent -register -code "activation-
code" -id "activation-id" -region "region"

sudo systemctl start snap.amazon-ssm-agent.amazon-ssm-agent.service

/A Important

Snap ARTORBREF ¥ RIICE, ZEELEF Y XRITREEL, SSM Agent D &R HT
N=2AUNEBENTVET, RE@EF ¥ R0 SSMAgent N\—2 3 U I5HRZEBHT S
&EIE. Ubuntu Server 18.04 KT 16.04LTS64 EY RYXZ—J R/ —RTXROOXR >
RZEERITLET,

sudo snap switch --channel=candidate amazon-ssm-agent
SOOIV RTE, NMTVY RBLEILFIZIRREODNATIY RFOTAR—23UX

2IZSSMAgent ZX U O—RUTA VAN =L ULET, IV RiE, SSMAgent ZFLLEL TH
5, Y% Systems Manager Y —EAICERLET, T, YOVRENF—IJR/—RIZEY
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£ L %z, Systems Manager AICEREE N TWVS AmazonEC2 1 VARV AE, NFXF—TIU R/ —RT
¥, i=# L. Systems Manager 1>V —=I)LTlk, NATVY RF7UOF4R=>3>/—RiE, 7L
7AYIRX "Tmi-; VTV S Amazon EC2 1 VARV AERXBIENET,

")\NA 7 1) v R Windows Server /— RIZ SSMAgent #4 VAR—=)LF 2, ICEATLIEEL,

T7IAR—NF—OHBO-T—Y3AVERETD

EFIVFARAFYZRBILTDICE. NATVY REIRCVILFISITRBEO TS SAR—MF—
ZEHENICO—FT—>3>F5&S5IZ AWS Systems Manager T—> T >~ (SSM Agent) 25X ET

Z%F, SSMAgent /S— 3> 3.0.1031.0 U EFERTDE, COMECTIEATEET, RO

FIBICHED T OHREZRMICLET,

NATVY REBERONILFISITRRED T ZAR—KNF—2O—7T—>32F5K5IC SSM
Agent ZEXET B ICIF

1. Linux Y>> Tl /etc/amazon/ssm/, Windows ¥ > Tl& C:\Program Files\Amazon
\SSM IZBEL ET,

2. amazon-ssm-agent.json.template WA %Z amazon-ssm-agent.json EVWSHBD
M77A4)NICIAE—ULUE T, amazon-ssm-agent.json.template ERIUF/4 LI MNUIC
amazon-ssm-agent.json Z®REFELE T,

3. Profile, KeyAutoRotateDays Z# T 7ZA/ R—rF—OEHO—FT—3IEROB%HZ
ABLET,

4. SSMAgent ZBEBL XY,

REELETHLEVIC, SSMAgent 2BEFBLET,

EBUFIEZERAL T, SSMAgent DEDHEEZHARIN A ATEELT, EATRBREZTONT 1
EZFOTFT7AINNMEOREFH) AMIDOWVWTIE, TConfig Property Definitions (RREZ'O/NT 1 DE
&) Z2SRLTKEEL,

NEZ—Y R/ —ROEEREREBEE (Linux)

NATVYRTOTAR=23AUIFT—I R/ —ROBRERKRTDI(CIE. AWS CLI F/=1& Tools
for Windows PowerShell ® M3’ 1A' A S DeregisterManagedinstance APl AR L —> 3 > 2O H
LET, AFICCLION ROFlZRLET,

aws ssm deregister-managed-instance --instance-id "mi-1234567890"
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https://github.com/aws/amazon-ssm-agent#config-property-definitions
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterManagedInstance.html
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I—-IRNORY)OEFRBEHREZHEBRTSICIE,. amazon-ssm-agent.json 77 A1 ILA®D
IdentityConsumptionOrder ¥ —ZHIBRLET, 1 2 AR=ILORATIZHLUT, ROVThH
NNV RZEITLET,

Snap Ny —2 % FEAL T SSM Agent /1 > A N—)L& 17z Ubuntu Server / — RDFE:

sudo /snap/amazon-ssm-agent/current/amazon-ssm-agent -register -clear

FNUAD Linux 1 > AR—ILDIBE:

amazon-ssm-agent -register -clear

FEEC2LINUX NV TNZR—D /—REZBEETDICIE

R, BRERULERICBBERTEE T, LEL, N2 VZ2BERIDLEHICUFIFEALLZEDL
FEZD, TOTAR=232V—RETITAR=—32 D EERITILENBYIET,

1. NIUNERLET,

2. UTOORVREEFLTLKEEV, BFTL—AKRILZT—EORDYIZ, YXF—JR/—R
DT ITAR=2AVOERBICERENETIOTAR—23AA—RETIVTFAR—=23Y
ID. B8R SSMAgent DA IO—RTO)—=23a> 0B FEAILET,

echo "yes" | sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-
code" -activation-id "activation-id" -region "region

JEEC2Linux N> TMH SSMAgent DA ARN—=)LICBBTD SN 1—F1>
o

ROEHRIE, NATVY RBREIILFIOTORBETNATIY RFIOFTFAR—=232 Linux XY
~IZSSMAgent ZA4 AN —ILTBBOBBEONS TN 1—FT 4 JILKRIEET,

DeliveryTimedOut TS — O 4

BE: HDAWS THIVN ORI VEBODAWS FTHOU N OXF—ID R/ —RELUTERE
LTWBEIC, 2—5YRNIYPUICSSMAgent 24 ARN—=)L35IY > REETL EEIC
DeliveryTimedOut A" RTJENET,

fRRJTE: DeliveryTimedOut AC D FUATFRENBZIKEI—RTT, 2—T Y N /—RIC
SSMAgent 24 2ARN—J)LFBOANVRIZKD2T, V—A/—RO/—RIDHFEEENET, /—

NA 7Y R Linux /—RTSSMAgent 24 > AKR—JLT 3 57
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RIDAZEEhELSD, V—A/—RIF, EAFRICOIRFRBLECE, BETLECE, 1
ERALTORNLECEEREZ—YTY N/ —RIZIRETEFXB A,

J—ROBEERFZO—-RTERZL
B A ARN—J)LONY RZRITLIEZER, SSMAgent TZ—OJICRODIZ—ARRENET,

Unable to load instance associations, unable to retrieve
associations unable to retrieve associations error occurred in
RequestManagedInstanceRoleToken: MachineFingerprintDoesNotMatch:
Fingerprint doesn't match

COIZ—F, BEBRIIN Y DAFRLEVGEESIIRTENET,

AR E COBBZBARIBZICE, ROONVV REZXTLET, COONY RIF, BEBBREIS
> ID ZRFINICRFLERT,

umount /etc/machine-id
systemd-machine-id-setup

N4 7)Y R Windows Server ./ — RIZ SSMAgent 21 AR—IL9F 3

COREYITRER, NAT VY RBELTIILF I RIRIED® Windows Server X2 (2 AWS
Systems Manager SSM Agent Z4 AR =)L B HFEICDODVWTEHBAL ET, Windows Server M
EC2 A2 ARASSMAgent NDA 2 ARM—)LOFMICOVWTIE, "Windows Server M EC2 A
VAR VAL SSMAgent EFEBTA VAR =B RETFTUAVARN=)IT2, 25RBLTLKKEE
(AN

MBI 2ailic., "NATVY RFPIOTA4R—=23 2 %#ERL T, Systems Manager (Z / — REEF
T2 ORBEMST. NMTUY RFIFAR— 3 7O ARCERENETIF A K—2 3
YA—RETIOTAR—232IDZRO20ET, COO—REIDZXDFIETEELET,

NAT VY RERUTILFUSD REEDIE EC2 Windows Server Y>>/ SSM Agent & 1 > A
R—=IL3F B

1. NTVYRBEIONILFISIVRREOY—N—FERE VM ICOVFLET,
2. HTTP £ HTTPS 7OF > 2FATSEAE. BEN I)EYS 32T http_proxy &

7zl& https_proxy OREZHZRETIHLENHYVET, 7OFZFALTLVEVES
&, COFIEZEBTEEXT,

HTTP Z’OF > H—N—0FEk. XROEHEHRELET,
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http_proxy=http://hostname:port
https_proxy=http://hostname:port

HTTPS 7OF > H—N—0DFERk. KOEHRERELKT,

http_proxy=http://hostname:port
https_proxy=https://hostname:port

3. BT hi (BE#E) T— RT Windows PowerShell ZB& £3,

4. Windows PowerShell ICEATOOR Y R7OY V&G ET, Sausnnnsnnptissa 1—
H—BEOBRICBEMAET, fIREF. \ATUVYROFTITAR—IOERBICERE
NETOTAR=23D—RETIVTAR—=232 D, BKRY SSM Agent DFA I O—RT
DO AWS V=23 OEBIFTY,

/A Important
RDBEBFHICERL TSLEEL,

« EC2UHADA 2 ARN—=)LIC ssm-setup-cli ZfFEHA TS &, Systems Manager M A
VARN=IILEREOEFIVTAZHRRILTEET,

« ssm-setup-cli T, I—2 I hOADVO—RTZ¥M TS manifest-url 7
ToarvhYR—REhELE, CEBOHEBTURELEENTVWSEEERE, O
F72aVICREEEELBZEVWTSEEL,

c CCICRBENTVRIRIUTNEFEMAL T, ssm-setup-cli DEBZRIAETESE
EE

s AVARVABBHRITDEEF, ssm-setup-cli AELTEEShAEX T O—R
) ONkhEFEALET, ssm-setup-cli Z25SEOEADLEHIZAEBICREL EV
TLEE,

region &, KERZ (F/N\AF) V=232 0 us-east-2 DK SIZ, AWS Systems Manager
THR—RENATVWBDAWS V-3 OFBFERLET, YR—BNENTVD region &
D—EIZDOVWTIE., "TAmazon Web Services £f8D ') 7 7 L > A1 ® "Systems Manager # —
PAT> KAALY h, I25 Region FIESRL T £E L,

ETSIZ, ssm-setup-cli ICEARDA T aUpNEENRET,
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https://github.com/aws/amazon-ssm-agent/blob/mainline/Tools/src/setupcli_data_integrity_windows.ps1
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« version- BMEEIE latest H &KV stable T,
« downgrade-I—2 I hNZHEION—J3VICRULET,

« skip-signature-validation-IT—2J I KNZZVVO—REXTFA AN —IILTHED
BEERIAEZEAFYTLET,

64-bit

[System.Net.ServicePointManager]::SecurityProtocol = 'TLS12'

$code = "activation-code"
$id = "activation-id"
$region = "us-east-1"

$dir = $env:TEMP + "\ssm"

New-Item -ItemType directory -Path $dir -Force

cd $dir

(New-Object System.Net.WebClient).DownloadFile("https://amazon-ssm-$region.s3.
$region.amazonaws.com/latest/windows_amd64/ssm-setup-cli.exe", $dir + "\ssm-
setup-cli.exe")

./ssm-setup-cli.exe -register -activation-code="$code" -activation-id="$id" -
region="$region"

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

32-bit

"[System.Net.ServicePointManager]::SecurityProtocol = 'TLS12'"

$code = "activation-code"
$id = "activation-id"
$region = "us-east-1"

$dir = $env:TEMP + "\ssm"

New-Item -ItemType directory -Path $dir -Force

cd $dir

(New-Object System.Net.WebClient).DownloadFile("https://amazon-ssm-$region.s3.
$region.amazonaws.com/latest/windows_386/ssm-setup-cli.exe", $dir + "\ssm-setup-
cli.exe")

./ssm-setup-cli.exe -register -activation-code="$code" -activation-id="$id" -
region="$region"

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

5. Enter ¥—%#LE9,
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® Note

OX > RAKRBEL =384 1&k. AWS Tools for PowerShell D&#H/N—>3 > &#RITLTVWB
EEBEHELET,

OXY RAUTOREZITVET,

« SSMAgent ZX>ICHA I O—RULTA AN =ILLZET,
« Y3 % Systems Manager Y —E AICEFLE T,
e DOTANMIHLTARDESBEL AR RAZERLET,

Directory: C:\Users\ADMINI~1\AppData\Local\Temp\2

Mode LastWriteTime Length Name

d----- 07/07/2018 8:07 PM ssm
{"ManagedInstanceID":"mi-008d36be46EXAMPLE", "Region":"us-east-2"}

Status : Running
Name : AmazonSSMAgent
DisplayName : Amazon SSM Agent

CNT, NOVRBNFZF—D R/ —RIZBYELE, CNS5ONZ— R/ —RE, "mi-; &V
STLT7A4YIOATERINENET, Fleet Manager O [NEZ—I R/ —RIR=DIC¥ZR—T R
J—RERRTBIZIE. AWS CLI OY > R describe-instance-information, &7k API <> R
Describelnstancelnformation Z A L £ 9,

T7Z7AR—NF—OBEBO—T—>32ERETD

EFI1VFTARAF ¥ &258{LTS(CIk. AWS Systems Manager T—< T2 N (SSM Agent) %& 5% 7E
LT, NAMT VY REERIIILFISIVRREAO T ZAR—NF—2EBBNICO—FT—>3a 0t
£9, SSMAgent/N\—>32 3.01031.0 LARRZFEATIE. COBEICTIELATEELET, XOF
JEICH>TCOEREZEMICLET,
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https://docs.aws.amazon.com/cli/latest/reference/ssm/describe-instance-information.html
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NATVY REBEONILFISITRRED T ZAR—KNF—2O—7T—>32F5K5IC SSM
Agent ZEXRET B ICIF

1. Linux Y2 Tl& /etc/amazon/ssm/. Windows Server Y= Tl& C:\Program Files
\Amazon\SSM ICBEIL £7,

2. amazon-ssm-agent.json.template MHWA % amazon-ssm-agent.json EVWSZFD
M77A4)NICIE—LUE T, amazon-ssm-agent.json.template ERFLUFAL I NUIC
amazon-ssm-agent.json Z®REFLE T,

3. Profile, KeyAutoRotateDays ZfY 7ZAR—rhF—OBEHO—FT—3EROBESHZ
ABLET,

4. SSMAgent ZBEEBL X,
REELETDHLEVIC, SSMAgent 2BEEHLET,
EUFIEZFERAL T, SSMAgent DIDOBEZ D AZRN A ATEET, FATEARE ONT 1

EXTDTT A NMEDERF) AMIDOWTIE, "Config Property Definitions (REZ'Q/NT 1 OE
&)1 ZSRLTKEEL,

NEZ—2 R/ —ROEE#EREBER (Windows Server)

NEZ—I R/ —ROBFZEHEBRTSIZE. AWS CLI F =& Tools for Windows PowerShell ® L\ 3 h
A H S DeregisterManagedinstance APl AR L —> 32 ZFOHULET, HUTIC CLIOX > ROHF
ZRLET,

aws ssm deregister-managed-instance --instance-id "mi-1234567890"

Iz hNOEY OERBERZHIBRT S IZ(E. amazon-ssm-agent.json 77 4 )LD
IdentityConsumptionOrder ¥ —ZHIBRLE T, RIZ. UTOON RZEFTLET,

amazon-ssm-agent -register -clear
Windows Server /A1 7Y RYS U TIZR—Y R/ —REBERITBICE

R, BRERULERBICBBERTEE T, LEL, N2 VZ2BERIDLEHICUFIFEALLZEDL
FEZD, TOTAR=232V—RETITAR=—32 D EERTILENBYIET,

1. YIANEHLET,
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https://github.com/aws/amazon-ssm-agent#config-property-definitions
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterManagedInstance.html
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2. UTOOARYREEZEFTLTIKEEV, BFTL—AKRILET—EORDYIZ, NATVYROTY
TAR=IVOEBRBICERENET VT AR—>32]—RETITAR=232 1D, &
KU SSMAgent DA IVAO—RITODI—23a > OBBNFEADLET,

'yes' | & Start-Process ./ssm-setup-cli.exe -ArgumentlList @("-register", "-
activation-code=$code", "-activation-id=$id", "-region=$region") -Wait
Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

Systems Manager ZRAL I Y O F/NA1 ANDERE

cOtEo>a>Tlr, THIOUNEBEBEED AT LEEEN AWS loT Greengrass A7 F/N1 AD
RELEBEAMCTILEDICERTIDRERZRAVICOVWTHALET, CNSNDRRVERTTS
E.AWS THIU N BEECL > TERNANEE iz 1—%—F AWS Systems Manager Zf£> T
D AWS loT Greengrass A7 TNA A EBRELBEBITD_ENTEET,

@ Note

« AWS loT Greengrass Fi® SSM Agent I macOS & Windows 10 [CHR—hEhTWEE
Ao Systems Manager DY —)LZERAL T, ChSOARL—TFTA VI ATLAZERT
BIVITFNAANDEREREEZTOIERTEFREA,

« Systems Manager l&. AWS loT Greengrass A7 7/NA AELTHREEATVWEVWI YD
FINAREYR—KLTWET, Systems Manager ZEHAL TAWS loT A7 F/NA1 AH
FVFAWS TYDFNAAEZERTZEHEE, NMTIVYRTFITAR=>32EFEAL
TRETIVENHYET, FMICOVWTIEE, Systems Manager ZFIBEL =/\A1 T v
RIRBEBLONILFISUVRRETO / —ROEE, 23BLTLKEETL,

- Session Manager & Microsoft 7 7’U o —>3a> Ny FEIVISFNAAREFERATSE
. TRNVAN VARV ABZBEMC TR HLENHYVET, FHICOVTE, "7 R
INSARA VAR ARBZEMICTSDICIE ) ZSRBLTLSEEL,

(BRI D HEIC]

IYVSTFNA AN UTOEHEZR/ILTVD L ZRRBLET,

Systems Manager ZFIAL I Y 2 F/NA ADEE 63
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« TY2FINA A% AWS loT Greengrass A7 F/INA AL LTRETHHEE. EFZwmZLTVS
DENFBHYET, FHHICOWVWTIEE. AWS loT Greengrass Version 2 RO Y /N\—H A4 KD TAWS
loT Greengrass A7 T/N1 ADEE Z#SRBLTLEEL,

« TYv2F/INA4 A& AWS Systems Manager T—= T N (SSM Agent) E BN T nE V) £
BA. FHHICOWTE. MSystem Manager THR—KRENTVRIARL —TFTAVIATLL &
SRLTLSEETY,

s TYFNA ARV ZJ RHND Systems Manager H—ERAEBETEDIHENHVE
9, Systems Manager EHIMiE NI Y SFNA RAEHR—RNLTVWEEA,

ITYSFENAAOEY NTYTICDOWT

Systems Manager A lZ AWS loT Greengrass /N1 ADREICEATOZ7OCANEENET,

(® Note

TYSFNLANSD SSMAgent DT A4 2 ARN=)LOFMIZ OV T, AWS loT
Greengrass Version 2 AXO Y /N\—7 4 R® TUninstall the AWS Systems Manager Agent
ZSRLTLSEEL,

Iyv2FNAAA® IAM H—EAO—)LZ ¥R

AWS loT Greengrass 17 7/\ 4 Al& AWS Systems Manager &@E 9% =%, AWS Identity and
Access Management (IAM) —EAO— )L Z%EBE &Y ERT, O—JLIK, Systems Manager H—E
AlZ AWS Security Token Service (AWS STS) AssumeRole DE#EZNEL £, H—EAO—)L
DERIE AWS FHIV N CEIL—EQOHRTOMBENHVYET, AWS loT Greengrass 7/V1 Al
SSMAgent DAVR—F N ZREERBATIEE. COO—)LIE RegistrationRole M/NZ X —
RIEELET. NAMTVYRBEIUONILTFITURRERICIEEC2 /—REEYRNTYTITDE
ZELZ0O-LZBRICAERLTVWRIEERE,. COFIEZAFYTTEEXRT,

@ Note

T v 2F7)\4 AT Systems Manager Z#RAE = FEBATHEMA TS 1 —H—I&. Systems
Manager APl Z R H T I(IC IAM THAENETIHEN BV ET,

SSNTY RDRIUZ—DEH

IYvSFNAARADIAM Y —ERAO—)LZERK 64


https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/uninstall-systems-manager-agent.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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KOWTNADT—RAICHTREZBAK. COFIEEEITI SHIIC Amazon Simple Storage
Service (Amazon S3) N7 Y RADAHARLIAM T I AFAR) S —ZERTIHEN HV)E
T

« FT—A1T:VPCIVRARANZFEAL T, YR—KrEhTWD AWS OH—E A, LT AWS
PrivateLink 288 L= VPC I RRA > MY —EAICVPC 27 TAXR— N EHLTVWET,

« 4 —X 2: Systems Manager XL —> 3> O —RELVLTERL = SINTY hEFERALET (4
Run Command Y > RE #=lk., Session Manager v > 3a> ol h%&E S3NT Y NMIRE). %
WCEBRNIC, "TAAZVATO77AILNAOHARLSINT Y RIS —%ZERTS1 OFIE
CRWET, TOREY IO SINTY NARUD—ICBET2HEHIE, Y —EAO-IICEERAES
-

® Note

FINAAK T 7 AT I #—)LTREES L, H D Patch Manager 2B T38HBE., 774
TIOAd—=)LENYFR—=—ATA2DOIY RKRA 2N arn:aws:s3:::patch-baseline-

snapshot-region/* NF OV AZFATRIULENHYET,

region &, KERZ (F/NAF) V=232 0 us-east-2 DKRSIZ, AWS Systems

Manager THR—KhEhTWD AWS V=232 ORBBIFERLET, HR—KhEhT
W% region fEO—EICDOWVW Tk, "Amazon Web Services £f&0 )7 7L A1 @
MSystems Manager Y —E AT RARA 2~y ICHB Region F|Z2SHBL T EE V),

AWS CLI
AWS loT Greengrass IR¥EH (AWS CLI) IZ IABM B —ERAO—I)L&2ERT B H%

1.  F7# AWS Command Line Interface (AWS CLI) #4 ~ AR—=)LL TEREL TWAEWEE I,
A2AMN—=)ILTEELET,

FHHICOWTE, TAWSCLI OEMIN—2 3 ZA VAN —IILEFLEFEHLET. 1 258K
LTLSEEL,

2. O—ALAXIZTUTOFEERIS—Z2FEMAL T, SSMService-Trust.json DK S & H
HCTFARNT7ANEBERLET, 77AMIIRERIC, T 77 AIIERF (.json) &2
TET,
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I—H—HA K
@® Note
BRI ZEXELET., SSMAgent Z AWS loT Greengrass A7 7/N1 AIZEBF T 2
ICEhZEELET,
JSON
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
1},
"Action": "sts:AssumeRole"
}
}

3. AWSCLI ZBR&. JSON 774 )L &EERL =T 1L 2 KN T create-role A > R&ZEITL

TH—ERAO—IZERLETT ., Soaptnpssssnititze 11— —BEOBRICBEE|AE
9,

Linux & macOS

aws iam create-role \

--role-name SSMServiceRole \

--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~

--role-name SSMServiceRole *

--assume-role-policy-document file://SSMService-Trust.json

4.

AR D& SI(C attach-role-policy ZE1TL T, EREEKL - —ERAO-ITEY> 3>
N—U2 ZERTERDRSICLET, Y>3 ~h—U (&, Systems Manager ZFEAL T
ANV RZR[TITDES, TYVOFNAACHFATZAFELERT,

IYvSFNAARADIAM Y —ERAO—)LZERK
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® Note

TYvSFNAALCKRLTH—ERZO77AI)LBICEMT SR —IE, Amazon
Elastic Compute Cloud (Amazon EC2) 1 VARV ADA VAR A7O7 74D
ERICERAEThZEDERURIS—TY, ROINY RTEAITS IAM RS —
DFMMIC OV TIE, Systems Manager Ic%BREA AR ADT D AR %%
ETDH, ABBLTIEE,

(A UTOOINY REEFTLT, Iy 2F/N14 AN AWS Systems Manager H—E AN E
EREEEFRATEDLSICLET,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole ~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

H—EAO—ILDOAHARAZLSINTY NRDD—ZEKL ZFER, ROON RZETL

T, RUS—TEEL E/NT Y MMZ AWS Systems Manager Agent (SSM Agent) 7 2t &
TEDELRSICLET, account_ID & my_bucket_policy name Z1—H¥—® AWS 71
JNIDENTY RNBICEEMAET,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account_ID:policy/my_bucket_policy_name

Windows

aws iam attach-role-policy #
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--role-name SSMServiceRole *

--policy-arn arn:aws:iam::account_id:policy/my_bucket_policy_name

EBIRA) ULTOON Y REEFTLT, TYSTFNAADPS RXSAVOHEETBDVIIARND
&, 1—H—ICfK1 > T SSM Agent A" AWS Directory Service IC7 V2 ATESDLSICL
F£¥9, TYPF/N1A%Z Microsoft AD 1 LUV NVICHRETHEENH, Y—EAO-ILIE
CORV—HNFYBETT,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \

--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole *

--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(BRA) LTOON> RZEITL T, CloudWatch T—2 T2 "IV O F/NA ADRKITT
EDLS5ICLET, COONY REFT/NAADEREFHHAIAA TCloudWatch ICEEIAT C
EZTEICLET, T—EAO—JLIE. Amazon EventBridge X* Amazon CloudWatch Logs
BEOH—ERZFNAITIHEEICOHK, CORIS—HNFVETT,

aws iam attach-role-policy \

--role-name SSMServiceRole \

--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell

AWS loT Greengrass ¥=R#%EH (AWS Tools for Windows PowerShell) (2 IAM H—E AO— )L ZERK
TBH%

1.  AWS Tools for PowerShell (Tools for Windows PowerShell) #4 >> AM—)LUTERELET
(FEAVARM=ILLTWEWESR),

HMIICDOVWTIE., TAWS Tools for PowerShell D4 A KR—)L 1 #ZBLTLEEL,
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2. O—ALAXIZTUTOEERIS—ZEMAL T, SSMService-Trust.json DR SEH
ACTFARNT7TAINZERLET. 77 MIREFEEIC. BT 77 MIILKRTF (.json) 24

TET,
® Note
BEZEXELET, SSM Agent Z AWS loT Greengrass A7 7/N1 AICEHR T B
ICEhZEELET,
JSON
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
}

3. PowerShell 2BEEE— RTHZE, JSSON 77AMILEERLETFALIRNITUTOLSIC
New-IAMRole 27U TH—EAO—-)ILZERKL £,

New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

4. HUTOKSIZ, Register-IAMRolePolicy ZAL T, L —EAO—-/LTEY >3
N—=O2%ERTEEXRT, EY>arh—U2lk, Systems Manager ZfAL TIN> R%&
RITTHEH, TYVOSFNAAICHTZHFELET,

® Note

AWS loT Greengrass IREATIY OFNA ALK L TH—ERO—-LAICEMT S
RV —@F, EC2AVARVADA VARV AZTOA77AIINOERICERENSE
NDERURIS—TT, LTFTOON RTHEATS AWS RS —OFMICOVT
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l&. TSystems Manager ICKRBBRA VARV AOT VAT ZERETS ) 25K
LTLKEEL,

(BB LLTOOR Y RERITLT, TY2F/INA AN AWS Systems Manager H—E AN E
EMEEFERATEDELSICLET,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

H—EAO—=IILOAAZRALASINTY NRUD—ZERL EHEREK., XROONV R
ZEITL, RUD—TEELENTY MC SSMAgent "7 UV EATESELSICLE

9, account_ID & my_bucket_policy _name Z1—%¥—®0O AWS PHIK~NID &N
TYRNBICEEMAET,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::account_ID:policy/my_bucket_policy_name

ERA) UTOONY REZEFTLT, TVSTFNAADS RXLOEETHIVIIARND
2, 1—H¥—I(Cf1 > T SSM Agent #* AWS Directory Service ICF7 7V ZATEDLSICL
£F9. TYZF/NA A% Microsoft AD 1 LUV NVICHEETBHBEN&, Y—ERO—ILIE
ORI —HNBETT,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(BIRT) LTFOIN RZERTLT, CloudWatch T—2 T M T Y FINA ADRTT
ZEDELDICLET, COOANY REFNAADEHRZFHMIAA TCloudWatch ICEZEAT
EZAEICLET, Y—ERO—JLIE. Amazon EventBridge X*> Amazon CloudWatch Logs
BEOH—ERZFNATRIEEICOHK, CcORIS—HNFHETT,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
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AWS loT Greengrass D= ICTY ZFNA AZRET S

TIv>27 /N1 A% AWS loT Greengrass A7 N1 AELTEYRNTY T LET, Y RNTY S
Z7O0tAR., YR—RENLEARL—TA VI ATLEATLEHORERE, XTICT/INA R
EIZ AWS IoT Greengrass A7 VY7 R IJITDA 2V AR=IERENEENE T, FHHEICOVT
(&. AWS loT Greengrass Version 2 7RO Y /N—7 4 R® TAWS loT Greengrass A7 7 /N4 AD
BEI BSRLTLSEZ L,

AWS loT Greengrass h— 27 > XR#O—)LZEHL T SSMAgent 2T v >
TFNAARZA AN —=ILLET,

Systems Managerfi ® AWS loT Greengrass A7 F/INA AD Y RT YT EREICE TIHREA
T Y 7°TlE. AWS loT Greengrass AWS Identity and Access Management (IAM) 7*/N 1 A% —E
AO—) (=2 >x#0O—)L) & AWS Systems Manager T—= I > ~ (SSM Agent) Z AWS loT
Greengrass N1 AICTF7OA4 TR HBEN HUET, chSsO7OLAQFHMICOVTIE, AWS
loT Greengrass Version 2 RO Y /N\—H 4 KM "TAWS Systems Manager T—2 I DA A
h—=JL, ZZBLTEEV,

T /N4 AIZ SSM Agent Z BB L 725, AWS loT Greengrass &7 /Y11 A% B&#(C Systems
Manager ICE®RLUET, EMBRELEHV) £ A, Systems Manager DY —)LZE>T, AWS
loT Greengrass /N4 ANDT VAR TNERE, REZRTOIENTEEXT,

® Note

TYSFNA AR5 RAD Systems Manager Y —E AL BIETEDIHEN HV) E
9, Systems Manager EIMiENAET Y OFNA RAEHR—RKLTVWEEA,

Systems Manager Fi® AWS Organizations 2 h iz EEB & DE
FX

AWS Organizations CHBZ Y N7 Y 7TBBRICE., IXTOAWS OH—ERX IZHLTIN
TNEBERAVEZRTIDEBT AV NEEVETET, BET7HV NI1—%—(F. Systems
Manager #* Change Manager. Explorer, # &0 OpsCenter DEBRX AV ZXTT 2 -HDEFE
BEEBTHIMNOAKAZEN)ETBDENTEEXRT, AWS Organizations . #HEZERL. Ch
SOAWS THOUN 2—nEBIZLHICEITHLOICEATERTHV I MNEEBY—ER
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T9 . AWS Organizations ®FFMIZ DWTIE., TAWS Organizations 1—H'—H 4 K, ® "TAWS
Organizationsy ZZRL TS &Y,

AWS Systems Manager @ — )L T& % Change Manager, Explorer, & & U OpsCenter Z

AWS Organizations £EE#EET BT, HBOINTOXN=THIVNTRAVZERTTESE

9, Systems Manager DX TOY —)LIZHL T, ZEXREEEZ 1 ALTEVHE TR ENTESR
T, ZEEEBETHV NG, EIHEODHEBOXN—THIVENHYET,

N =R

« Change Manager TOZFEE N EEBEEDEH

« Explorer TOEFEEEBEDEH

« OpsCenter TOEFE N EEBEEDOFEA

« Quick Setup TOEEFENEBEDFEH

Change Manager TOZEFE h-EBEEOFEH

Change Manager &, 777U —2 3> ORERA VI TZANSIVFYICRIZERALOEEEZE
R, B, EE, LR—MMEKTZ LSOOI X—TSA AEEEBTL—LD—UTT,

A =1K5T Change Manager 2 T% 86, EEEBET NV M EZVYHTT, IXTOX

DIN=THIOURDEETVTL—b, AR, BRTFLA—FEEELE T, Quick Setup DEAIC
&V, HHBTOEMADBITIC Change Manager 212 Y N7 Y 7 UTEEFEhEBEEBET AU M EE

TH_ENTEET, Change Manager ZE—D AWS 7HO N DX THEATZHE. ZEEE

BT NI RNEBEHY) EEB A,

77 # )L NTlE, Change Manager ICIEZEFEBET AV RODIXNTOEEBREZRAIVNRRE
NET, ABD Change Manager 2ty N7 Y 73 3RICEFEBEZREIT S FIRICOVWTIE,
ME#E D Change Manager OEE (BEET7 AWV b)) 28R LTLKEEV,

/A Important

@ =45 T Change Manager 292581}, BFILEEFEBET NI RN SEEETS
CEEBEOHLET, HABROMOT IO MDY SEEZITSCERFRTEERITN, Thso
EEF, ZEEBETHIVINTHREEINT, RRITBEETEFREA,
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Explorer TOEEE N -EEEDFEH

Explorer @ HARXY A AHAEEBZARL =23 AV IR—RTHY, AWS U—23 > 240
AWS 7HOV N OARL—2 3> F—2A (OpsData) DEHNE1—%2LAR—MLET,

Systems Manager DZEEEET LV M ZFREL T, AWS Organizations ED Y —AF—&
EHZEFERAL T, BHOV -3 ETNI DS Explorer F—22&HNTEET, ZEEEE
(&. AWS Management Console, AWS Command Line Interface (AWS CLI), &7z (l& AWS Tools for
Windows PowerShell Zf£H L Explorer ¥—&&Z&&, 71N E2VVT, BLUOENTEET,

Explorer BICEEEBET NIV NEERAIZDEE, FAWSTAHIV KN ANILFTAIRE K
*V—=2320VYV—AF—ROEPEERELRHBRTEZERENREFHRLET,

Explorer ZfEAT 2 &CkY), HBROIXNTOAWS PHI N BTARL—23a>F—2%
B TEE T, Explorer » SEFEEBEEZEI)HTHHFZEICODVWTE., TExplorer DIz DEFEE 1
FEBEORE) ZSRLUTLSEEL,

OpsCenter TOXFE N -EBEDOFEH

OpsCenter &, ARL—23a>IVSZ7XIT7071Tv 23 FI)IEAWS DY —RIZEET SIE

A LEDEXIER (Opsltems) D&XRR, FBAE. BRE—TEETEE T, OpsCenter ZFERA L TEHD
T HJ> NET Opsltems Z— BB T %H Sk, AWS Organizations Tz Y N7 v 73544
ENFHUET,

OpsCenter @ Quick Setup ZFRA T2 E, ZEEECNEEEBETHV > M&E) HT, Opsltems & —
TTEEBITSHKRDIC OpsCenter ZFRETE X T, FHMICOVWTE. "(F 7> 32) Quick Setup Z1#
ALT, BBOTHU NET Opsltems ZEE TS LS| OpsCenter Z5&E 1 BSRL TS
Wo

Quick Setup THOEFEh -EBEEDFEH

Quick Setup & Systems Manager DY —I)LTH'), HEBEThBRARNTZ VT 1 ALK >T, &<
AT AWS U —ERAEHEEZ T IERSRETEERT, Quick Setup AICEEEBETHV U NE
HRETSHET, AWS Organizations ZFERALTT AV NE =23 v&EkIlbl>TREEZTS
O4ABLVEETEET, Quick Setup DEEEEEIE, HBORENZR—v—UY—ARERK.
B, RR. BLCHBRTEET, Systems Manager &, HEIAVY—ILIIARVIVADEY
R7YZ770ANO—TREL T Quick Setup DEFEEEZERLET, FMAICOVTE., THEER
? Systems Manager 21V —=IL0OtY hT7 Y71 28BLTLSEEV,

Explorer TOZEEFEN-EEEDOFEH 3
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AWS Systems Manager ® — &Y NF7 v 7

REEBLTVEWMEERE, AWSTAHIUN CHAV 7Y 7T LTERBEI Y —2ERLET,

AWS T7HIRNANODHYATYT
AWS 7HIOU N HNBVWEERK. ATOATYTEZEZTLULTHERLET,
AWS 7HINIZHAOTYTITBICIE

1. https://portal.aws.amazon.com/billing/signup ZF& £ 9,
2. FAUTSAVOFIEICHWVWET,

BAVTYTFIEO-—RELT, BRFFRLEBTFANXY E—DZZHEY), EFF—/NNYRT
BEEO—RZADLET,

AWSTPHIVKNIZHAOTYTTRE, AWSTHIYRDII—RNI—H— HFERENET,
IW—=KRI—HY—=CEFE, FHIRODITXTOAWS DY —EREVY—ANDT IR IENHY)
F9, EFAIVFA1ORANTSIVT4RELT, I —ICBEBT IV EAZE)HT, IL—bH
1——0qZERALTIIL—NI—HF—TIOCANBEZRZRAVZEZRTLTLIEZL,

AT Y TREBAETIDE, AWS A8 1—H—ICHERX— ﬂﬁLﬁéﬂﬁ?oﬂ@W
aws.amazon.com/ D [NATFHDO N 20 )y oLT, WOTETHIRNODREOTVT1E
TABRRL, THIOO RN EBEBITDENTEEXT,

BEBTOEAZE > I—Y—%ERT S

ANS THIOUNIZHAVTYTLES, AWSTHIYNOI—RNI1—H—ZEF1)7T 1 TRE
L. AWS IAM Identity Center Eﬁxﬂkb'ﬁ EEBI—Y—ZEKLET. chllklY), BENEXR
AN —RI1—H—ZFEALBVLSICLET,

AWS THIOURDOIN—KRI—H—ZEF1UT1TREITS

1. —RI—H¥—]1Z&8RL, AWSTHIURN OX—=)LTRLAZAALT, PHOV N NEE
& LT AWS Management Console IZH A4 A2 LET, KOR—JTNAT—RZAHDLE
EP

LW=—RI1—H¥—ZFRALTHA A2 FTBHFECODVTR, AWSHA (4> I—HY—%A
ROIN—KRI—H—-LTHA A1 FT2ZZRLTLEEL,
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2. L—PhI1—Y—DOZEZRFEL (MFA) ZBMICLET,

FIEZOWTR, "IAMIA—%—HA R, TAWS 7HT hDI)I— b I—HF—0D{RHE MFA 7
NARZBMCTDHE (A Y —)) #2HBEL T LEE L,

BT Ot AZHE > 1—H—2Z2EKTS
1. AMPAFTATAEZ—ZBMILET,

FIEZD2W T, TAWS IAM Identity Center 1—%'—7# 4 K1 @ TAWS IAM Identity Center ®
Bt ZZ2RLUTSEZ L,

2. AMTATFUTATAER-T, - —-ICEBT7 IV ERAZNELET,

IAM 7 AFoTATARE—TFTALIN) ZBTATFTAT14)—ARELTHERATDF1—
RUTZIICDOVWTE, TAWS IAM Identity Center 1—H—2 4 R1 @ " Configure user access
with the default IAM P A F*2 T AT AL Z—F 1L I K, ZBRLTEEL,

ERTIVEAEZF DI Y- LTHI212TF2B

IAMT7ATFTATAEZ—ODI——LTHA 42T BICR. IAMTA T T4T4
O E—01——0OERBICEX—ITRLACEFEENEY A2 /42 URL ZEALET,

IAM 7 AFoTAT428—1—F—ZFRALTHA A2V FTBFELCODVTE, TAWS #
1 >4 > User Guides ® "Signing in to the AWS access portal; ZZ8BL T<E&E ),

EBMOI—Y—ICT7OAEZE)HTS

1. AIMPATFUTATAEYE—T, RPEFEOT IV LAHAZEATZIEVWSRANT ST
TARRES =T I EAHFAEY NEERLET,

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

2. =T A—Y—%BVET, TOIN—TLCDINB AV AT IO AEZE)ETE
ER

FIEIZCDOWTIE, TAWS IAM Identity Center I—H'—HA R, ® "TJIIL—T0EE, 258U
TLEEL,

EBTVEAZHOA—HY—2hHKTS 75
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AWS Systems Manager Z:XE T %

LTFORNEY 2Tk, AWS Organizations A E &> T AWS THI U RO EHICHE—Eh i
AWS Systems Manager >V —IIL%&ZtY NF7Y T ITBHEICOVTBHBALET,

hEY D

- Systems Manager AV —=ILFTI9EAQEY NT VS

- ##F D Systems Manager FF& V=IOt Y k7 V7

« B—T7HOURNED) =232 O Systems Manager i8>V —=ILO+EY KTV S

« Systems Manager &1V — )L DEMDL

Systems Manager AV —I)LT7 92ROty NT7 Y

AWS Management Console © AWS Systems Manager Z RT3 (Cik, BT VL AFTHNRE
ThTLVRRENFHYET,

AWS Identity and Access Management R > —Z KL TIAMID ICT7 &Y F9 2 HEDOFMICD
Wik, TIAM 1—H¥—HA R, ® Create IAM policies; ZZBL T EE L\,

Systems Manager > R—F 1 2 J R —

UTOBIICRTESBKIAM AR —ZERL T, IAIMID ICT7RYFTEXRT, ORI —
l&. Systems Manager 24> R—F 1 VI B RPRETREODTIINT UV EAZHTLET,

T O AR OFFHA
CORYD—=IZE., UTOT I EAFANFrEEATVET,
« ssm-quicksetup-7"U>NILAFTXT D AWS Systems Manager Quick Setup 792> 3 I

TOELATREZFHFALET,

« ssm—-7"U>Z V)L Systems Manager Automation & Resource Explorer IC7 VAT d &%
FALET,

« organizations - 71> /N)LA" AWS Organizations THBOBEZFTAKEY) ., HBE LT
Systems Manager IC AV R—F A TR L EICEAEBEEZEEID L EHFTILET,

« cloudformation-7"U> < /N)LA" Quick Setup AR Y VBB ITZEZHALET,

Systems Manager AV —=)LT7 9 EAQOEY NTYv 76


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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« iam- 7122 /V)LA Systems Manager DAV R—F 4 VT ICHEBERZIAMO—J)LERI S —%2E

BYDLZFALET,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "QuickSetupActions",
"Effect": "Allow",
"Action": [
"ssm-quicksetup:*"

1,
"Resource": "*"

},

"Sid": "SsmReadOnly",

"Effect": "Allow",

"Action": [
"ssm:DescribeAutomationExecutions"”,
"ssm:GetAutomationExecution",
"ssm:ListAssociations",
"ssm:DescribeAssociation",
"ssm:ListDocuments"”,
"ssm:ListResourceDataSync",
"ssm:DescribePatchBaselines",
"ssm:GetPatchBaseline",
"ssm:DescribeMaintenanceWindows",
"ssm:DescribeMaintenanceWindowTasks"

1,

"Resource": "*"

"Sid": "SsmDocument",

"Effect": "Allow",

"Action": [
"ssm:GetDocument",
"ssm:DescribeDocument"

1,

"Resource": [

Systems Manager > R—F 4 TR —
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"arn:aws:ssm:*:*:document/AWSQuickSetupType-*",
"arn:aws:ssm:*:*:document/AWS-EnableExplorer"

"Sid": "SsmEnableExplorexr",
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",

"Resource": "arn:aws:ssm:*:*:automation-definition/AWS-EnableExplorer:

"Sid": "SsmExplorerRds",

"Effect": "Allow",

"Action": [
"ssm:GetOpsSummary",
"ssm:CreateResourceDataSync",
"ssm:UpdateResourceDataSync"

1,

"Resource": "arn:aws:ssm:*:*:resource-data-sync/AWS-QuickSetup-*"

"Sid": "OrgsReadOnly",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsFoxParent"”,
"organizations:DescribeOrganizationalUnit",
"organizations:ListAWSServiceAccessForOxrganization"

1,
"Resource": "*"
"Sid": "OrgsAdministration",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

Systems Manager > R—F 4 TR —
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"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"'ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"member.org.stacksets.cloudformation.amazonaws.com",
"resource-explorer-2.amazonaws.com"

"Sid": "CfnReadOnly",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"cloudformation:ListStackSets",
"cloudformation:DescribeOrganizationsAccess"

1,

"Resource": "*"

"Sid": "OrgCfnAccess",

"Effect": "Allow",

"Action": [
"cloudformation:ActivateOrganizationsAccess"

1,

"Resource": "*"

"Sid": "CfnStackActions",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResouxces",
"cloudformation:DescribeStackEvents",
"cloudformation:GetTemplate"”,
"cloudformation:RollbackStack",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateStack"

1,
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"Resource": [
"arn:aws:cloudformation:*:*:stack/StackSet-AWS-QuickSetup-*",
"arn:aws:cloudformation: *:*:stack/AWS-QuickSetup-*",
"arn:aws:cloudformation:*:*:type/resource/*"

]

}I
{

"Sid": "CfnStackSetActions",

"Effect": "Allow",

"Action": [

"cloudformation:CreateStackInstances",
"cloudformation:CreateStackSet",
"cloudformation:DeleteStackInstances",
"cloudformation:DeleteStackSet",
"cloudformation:DescribeStackInstance",
"cloudformation:DetectStackSetDxift",
"cloudformation:ListStackInstanceResourceDrifts",
"cloudformation:DescribeStackSet",
"cloudformation:DescribeStackSetOperation",
"cloudformation:ListStackInstances",
"cloudformation:ListStackSetOperations",
"cloudformation:ListStackSetOperationResults"”,
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateStackSet"

]I

"Resource": [
"arn:aws:cloudformation:*:*:stackset/AWS-QuickSetup-*",
"arn:aws:cloudformation:*:*:type/resouxce/*",
"arn:aws:cloudformation:*:*:stackset-target/AWS-QuickSetup-*:*"

]
}I
{
"Sid": "ValidationReadonlyActions",
"Effect": "Allow",
"Action": [
"iam:ListRoles",
"iam:GetRole"
1,
"Resource": "*"
},
{

"Sid": "IamRolesMgmt",
"Effect": "Allow",
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"Action": [
"iam:CreateRole",
"iam:DeleteRole",
"iam:GetRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:GetRolePolicy",
"iam:ListRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/sexvice-role/AWS-QuickSetup-*"

"Sid": "IamPassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/sexvice-role/AWS-QuickSetup-*"
]I
"Condition": {
"StringEquals": {
"jam:PassedToService": [
"'ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"cloudformation.amazonaws.com"

"Sid": "IamRolesPoliciesMgmt",
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:DetachRolePolicy"
1,
"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/sexvice-role/AWS-QuickSetup-*"

Systems Manager > R—F 4 TR —

81



AWS Systems Manager d1—H¥—HA R

1,
"Condition": {
"ArnEquals": {
"iam:PolicyARN": [
"arn:aws:iam::aws:policy/
AWSSystemsManagexEnableExplorerExecutionPolicy",
"arn:aws:iam: :aws:policy/AWSQuickSetupSSMDeploymentRolePolicy"

}

},

{
"sid": "CfnStackSetsSLR",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"

1,
"Resource": [

"arn:aws:iam::*:role/aws-service-role/
stacksets.cloudformation.amazonaws.com/
AWSServiceRoleFoxCloudFormationStackSetsOrgAdmin",

"arn:aws:iam::*:role/aws-sexvice-role/ssm.amazonaws.com/
AWSServiceRoleForAmazonSSM",

"arn:aws:iam::*:role/aws-sexvice-role/
accountdiscovery.ssm.amazonaws.com/AWSServiceRoleForAmazonSSM_AccountDiscovery",

"arn:aws:iam::*:role/aws-service-role/ssm-quicksetup.amazonaws.com/
AWSSexrviceRoleFoxrSSMQuickSetup",

"arn:aws:iam::*:role/aws-service-role/resource-explorer-2.amazonaws.com/
AWSSerxrviceRoleForResourceExplorexr"

1
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CORDVI—=IZE, LTOT IV EAFANFr@8ENATVET,

ssm—7U>2NILHFTXTD Systems Manager APl IC T VAT HZEZHFILET,
ssm-quicksetup - 7> /NILA"BH ® Quick Setup BREZEE TR ZFHFALET,

ec2-BMIB2>TWB AWS V=232 & AMazonEC2 A VARV AN AT —R A= YT 3
— & % Systems Manager ICFFRAIL £ 9,
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O—)LEHREMEITD L EZHFALET,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ssm:*",
"ssm-quicksetup:*"
]I
"Resource": "*"
}I
{

"Sid": "AllowEC2DescribeActions",

"Effect": "Allow",

"Action": [
"ec2:DescribeInstanceStatus"”,
"ec2:DescribeInstances"”,
"ec2:DescribeRegions"

1,

"Resource": "*"
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},
{

"sid": "CfnAccess",
"Effect": "Allow",
"Action": [
"cloudformation:ListStacks",
"cloudformation:ListStackSets",
"cloudformation:ListStackInstances",
"cloudformation:ListStackSetOperations",
"cloudformation:ListStackSetOperationResults"”,
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackSet",
"cloudformation:DescribeStackSetOperation",
"cloudformation:DescribeOrganizationsAccess",
"cloudformation:DescribeStackInstance",
"cloudformation:DetectStackSetDxift",
"cloudformation:ListStackInstanceResourceDrifts"
]I
"Resource": "*"
}I
{
"Sid": "OrgsReadOnly",
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsFoxParent"”,
"organizations:DescribeOrganizationalUnit",
"organizations:ListAWSServiceAccessForOxrganization"
1,
"Resource": "*"
},

{
"Sid": "AllowKMSOperations",

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
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"StringEquals": {
"aws :ResourceTag/SystemsManagerManaged": "true"

},
"ArnLike": {

"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::do-not-delete-ssm-
diagnosis-*"

},
"StringlLike": {
"kms:ViaSexrvice": "s3.*.amazonaws.com"
}I
"Bool": {
"aws:ViaAWSService": "true"

"Sid": "AllowReadS3BucketFromOrganization",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws:ResourceOrgId": "${aws:PrincipalOrgId}"

"Sid": "AllowReadS3BucketFromSingleAccount",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws :ResourceAccount": "${aws:PrincipalAccount}"
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AWS-SSM-DiagnosisAdminRole*",
:xrole/AWS-SSM-DiagnosisExecutionRole*",
:role/AWS-SSM-RemediationAdminRole*",

:role/AWS-SSM-RemediationExecutionRole*"

*
"arn:aws:iam::*
"arn:aws:iam::*
"arn:aws:iam::*
1,

"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "ssm.amazonaws.com"

}
}I
{

"Sid": "IamReadOnly",

"Effect": "Allow",

"Action": "iam:GetRole",

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/sexvice-role/AWS-QuickSetup-*"

]

}
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« organizations - 77U NILA B E L T Systems Manager ICA > R—F 1 T2 EEIC
AWS Organizations THEBOBEZRAMD & ZFTLET,

« s3-7 12 /NILA Systems Manager 74> R—F 1 > J 77O AR E Iz Amazon S3
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T U AT A O
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ssm-quicksetup:List*",
"ssm-quicksetup:Get*",
"cloudformation:Describe*",
"cloudformation:Get*",
"cloudformation:List*",
"jiam:GetRole",
"ec2:DescribeRegions",
"organizations:Describe*",
"organizations:List*"
]I
"Resource": "*"
}I
{
"Sid": "AllowKMSOperations",
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I

"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
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"aws:ResourceTag/SystemsManagerManaged": "true"

},
"ArnLike": {

"kms :EncryptionContext:aws:s3:arn": "arn:aws:s3:::do-not-delete-ssm-

diagnosis-*"
}I
"StringLike": {
"kms:ViaService": "s3.*.amazonaws.com"
},
"Bool": {
"aws:ViaAWSService": "true"

}
3

{
"Effect": "Allow",

"Action": [

"s3:GetObject",

"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws:ResourceOrgId": "${aws:PrincipalOrgId}"

}
},
{
"Effect": "Allow",

"Action": [

"s3:GetObject",

"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws :ResourceAccount": "${aws:PrincipalAccount}"
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VATV NEBRETRZET, [/—RAVHLANOBEFBIR—ZOLATIRNENARIIALAXT

XY,
[/—RAH A NOBTBI|R—ITI1421TY hNZ2BRETSFIE

1.  AWS Systems Manager 122V — )| (https://console.aws.amazon.com/systems-manager/) % B

EFXT,
2. FTEF—=23 RADT, [/—RAH A NORER] ZBIRLET,
3. DASIVYRDLATINEARRIIARTDICIE, BETS

D4 ITYNEBRLET, JAP2IYRNODRTIYINRI

(EE

BOVYOULEEE, ILLWEBMETRSIYILET,
4, BEEBEITD V4TIV RIEIZZO7OCAZEYYIELET,

HLLLATIORARICASBVWEERE., [T7FILRLATIONIUEY N ZBRTB L&,

NDIATLTY NFTTDBRICRYET .

INT

42TV NOBERE
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J—RORE

Systems Manager T [/ — RORF|R—DZEATRIE, 7N EX—ICHEEL RG> THEE
FEETHIVMAOIYZ—D R/ —ROFMZERIBTEET, £, AWSERAIY)1—23
> T&» % Amazon Q Developer (Amazon Q) & Systems Manager E DFEAIC LY, TFANT OV
ThEeFERALTRETDEETERT,

(R T2 EIC]

[/—RORK) Wee 2 FERHITDICE, FTEBELETHDU M%E Systems Manager DFES >
V=IWZHAVR—=—FTATTRIHRENHYET, FHICOVTR, THEIAD Systems Manager ##
EOAVV=IOEY NTVY T #8BRLTLKEEV,

FUR—F414>2%, Systems Manager AV —)LZFE, [/—ROHERK] 2 BRLET,

(® Note

R—AL)—23a EFRESD1)—2 322 Resource Explorer BOT7 J )T —R—A 2 FY
O A'ERL 2B E &, Systems Manager IR WBEDA > FY VANBEELET. TO
#%. Systems Manager ICK V) KR—ALAD) =232 RAOO—ANADTY DAFFHLOWT I
JF—=—B—AFIVIDAELTEBLET, TRhETOE, "R—ALU—2320/—RO&N
RRENET, COTORANETIRDETRAR 24 BEAIMNDIEENHYET,

N R

e AV-ILZ74I)2—%ZFALE/ —ROEEK

« Amazon Q TTFANZOV b EHERALE/— ROEER

s 2D/ —ROFHMORTE I /—RICRTD TV I DET
e XR=IY R/—=RLAR=BMOAVVO—RFLFIJVAR—b

e /J—RLA—BNOAVTUVENBOERE

AV =L74IL2—%ERAL L/ — RORR

Systems Manager 1>V =) Tk, A TFOEI—IZH>TXFR—IS R/ —RETI—TILTESE
ED

/—RO®EER 105


https://console.aws.amazon.com/systems-manager/

AWS Systems Manager d1—H¥—HA R

All nodes (No filter)

HBEREZETHIMNAOINTONFR—I R/ —RZVANLET,

Explore nodes (56)
Explore details about managed nodes in your organization.
Group by
| None w |
e
Nodes (56) ©) (& Report )
| Q@ Find nodes | 1 . > | B
. Operating
Node ID ‘ Agent type ‘ Age'.“ ‘ Node status ‘ Operating system name ‘ Operating ‘ system ‘ Node type ‘ Ac
version system type .
version
i-00133d4e1c15e843b amazon- 3.3.1230.0 Active Ubuntu Linux 20.04 EC2Instance
— ssm-agent
i-00ba99a313b84a821 Sty 3.3.1230.0 Active Microsoft Windows Server Windows 10.0.20348 ECZInstance
e — ssm-agent 2022 Datacenter
i-010e038ef4f248dbd amazon- 33.1230.0 Active Amazon Linux Linux 2 EC2Instance
B — ssm-agent
= Mi ft Wind =t
i-013d9f5725e5b6b3 amazon 33.1230.0 Active crosott Windows Server Windows 10.0.14393 EC2Instance
—_ ssm-agent 2016 Datacenter
amazon-
i-018515ec864b6b34d 3.3.987.0 Active Ubuntu Linux 24.04 EC2Instance
- ssmfagent
i-0207b54c36e64ffac amazon- 3312300 Active Amazon Linux Linux 2 EC2Instance
- ssm-agent
i-02384ada61f4a07a8 amazon- 3.3.1230.0 Active _ Microsoft Windows Server ____Windows 10.017763  _  EC2Instance
IV aprr— o ssLn—ag;Ll;_ L . ) P rZO‘I_QDj_Lace'r}er_ R i st g r F T |
Node types

Amazon Elastic Compute Cloud (Amazon EC2) 1 VARV AEFDMOI IV BRA T OF—2H
BTGP NTRRENET, CHLEND VRATICRBEBEY—N—(FV T LI AY—
JX—). AWS IoT Greengrass A7 7/NA4 A, AWS loT N1 A, IEAWS TYZF/)NA A, D
VO RREO VM EEHLREID Y (VM) BENFHYET,
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by
MNode types ¥

Managed EC2 instances

56

Filter Operating systems

|.. Filter data v |

Amazon Linux 17 nodes

Ubuntu 15 nodes

Microsoft Windows Server 2016 Datacenter 12 nodes

Microsoft Windows Server 2019 Datacenter 10 nodes

Microsoft Windows Server 2022 Datacenter 2 nodes

Nodes (56) ©
|. Q, Find nodes | 1 > 1]
Agent Operatin Operating
Node ID Agent type 9 Mode status Operating system name pe 9 system Node type Account ID Region
version system type
version
N amazon- N N
i=00133d4e1c15e8430 . 3.3.12300 Active Ubuntu Linux 20.04 EC2Instance
g
: Microsoft Windows Se
{-00b299a313b84a821 amazon 3312300 Active crosot Wincows Server Windows 10.0.20348 EC2Instance
g 2022 Datacenter
1-010e038ef4f248dbd amazan- 33.1230.0 Active Amazon Linux Linux 2 EC2Instance

S ruu....:.‘- ™ PIPN S SPSVRTRVSRP N P it 7™

Operating systems

Amazon Linux X Microsoft Windows Server 2022 Datacenter & &', #BE-ET7HONAD
ARL—FA VI ATLARATZEILRTHRRENET, 27 Tk, Amazon Linux 2 ¥
Amazon Linux 2023 B EBEND/N—2a 2 DARL—F A I ATFLAOXEEBIRL T, 51

DARNZT7AIINEIITTEERT,

A2Y=L7 1)L E—%ZFERLI/— RORRK
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by

Operating systems W

Amazon Linux Ubuntu Microsoft Windows Server 2016 Datacenter Microsoft Windows Server 2019 Datacenter Microsoft Windows Server 2022 Datacenter

17 15 12 10 2

Filter Operating system versions c

| Filter data v |

2 17 nodes

Nodes (17) ©

[ @ Find nodes | 1 S
. Operating
Agent . Operating
Node ID ‘ Agent type ‘ version MNode status Operating system name system type system Node type Ac
version
. amazon- . . .
i-0102038ef4f248dbd 3.3.12300 Active Amazon Linux Linux 2 EC2Instance
—_ ssm-agent
i-0207b54c36e64ffac amazon- 3.3.1230.0 Active Amazon Linux Linux 2 ECZInstance
—_— ssm-agent
. amazon- . . .
i-03b5c28d6e10a42al 3.3.1230.0 Active Amazon Linux Linux 2 ECZ2Instance
—_— ssm-agent
. amazon- . . o
i-03b985ae75¢76das6 3.3.1230.0 Active Amazon Linux Linux 2 EC2Instance
B E— ssm-agent

o Pon oo gng, i AR08, IPT e WP o N Ty B e Y _ SN o P

SSM Agent versions

T7U—RADOIYZR— R/ —=RIZAVAR=)IENTLS SSMAgent D/N— 3> &icix7y
NARRENET, 27 TIlE. Amazon Linux X Amazon Windows Server 2022 Datacenter & &
BEDARL—TFTAVIATLDODRKZREIRLT, cS5ICUVANZETAINRIITTEEXT,

A2Y=L7 1)L E—%ZFERLI/— RORRK 108
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by
SSM Agent versions ¥

3.3.1230.0 3.3.987.0

48 8

Filter Operating systems c

|. Filter data v |

Amazon Linux 17 nodes

Microsoft Windows Server 2016 Datacenter 12 nodes

Microsoft Windows Server 2019 Datacenter 10 nodes

Ubuntu 7 nodes

Microsoft Windows Server 2022 Datacenter 2 nodes

Nodes (48) ©

|. Q, Find nodes | 1 il
. Operating
Mode ID ‘ Agent type ‘ ‘“9"'_”' Node status ‘ Operating system name ‘ Operating ‘ system Node type Account 1D Region
version system type N
version
-00133d4e1c15e843b amazan- 3.3.1230.0 Active Ubuntu Linux 2004 EC2Instance
—_— SS\“‘agent
. Microsoft Windows Se
1-00bag9a313b84a821 amazon 3.3.1230.0 Active crosoft Windows server Windows 10.0.20348 EC2Instance
gent 2022 Datacenter
1-010e03g0f4f248dbd amazan- 3.3.12300 Active Amazon Linux  Linux EC2Instance

2
N A b, SEMR0ENE el N S ———a A Y Y N T S

FhIhsOE1—-8IC, /J—RAT—RA, AWST7AHTUKNID, #ABEMV ID BEHBENT O
NTFAD/)—ROABERTTDLSICBIRTDET, LR—KRENB /—ROUARNEESIZKY
AL ENTEET,

FRTREET—R2INSEENE [/ —ROBBIR—DJICKRRITIHNEBIRTZ LT, LAR—
RRREDAZINAARATEET, £, CSVERELRF ISONFERXTLAR—NZ2X D O0—-—RLE
W, LR—FNZ CSVERXT Amazon S3ICT IV AR—KNLEWTBDEETEET,

(N =X

C RR—TR/—ROBEDOT 1 LR—E 1—0ER
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NEZF—JR/—ROBEDT 1 )LZ—E1—0DER

Systems Manager O [/ — ROHER| R—D Tk, FAAREREERETERL7I)ILEX—E1-ICKEL
T. 7U—NIHTRENT—REZRRTEEXT,

NEX=—JR/—ROBEO 7 1)\ R2—E1—%ZBIRIDFIE

1.  AWS Systems Manager 122V — )L (https://console.aws.amazon.com/systems-manager/) % B
2FT,

2. FETF=23URADT, [/—ROKRRK] ZFRL KT,
3. [Z4LE—E1-]T, WFhADT I E—FT 32 BRL, BEICIHSUTLR—hZEE
S5ICBYVIAKRETT,

¢ [NZ—P R/—R]-8&%K
(Q
RYOAT, 70NT1 XYY ESZRIRTEEXT (Node type = Managed EC2
instances & &),

c [ARL—TFAVIIRATALI-[ARL—TFTAVIIATLN—-D3 %
ZANRIIIJVARNT, OSN—2a BEFTEBIRTEEF T, BRE
(A
RYDAT, 7ONT1 EXYYXFZBIRTEEXT (Node type = Managed EC2
instances & &),

« [SSMAgent DIN—2 A -[FARL—TFTAVIATLETAINRIIIIVARNT, OS A
ZERTEXT, AR
(Q
RYOAT, 7ONT 1 XYY XFE%ZBIRTEET (Node type = Managed EC2
instances & &),

c [/—REAT|-[ARL—FTAVIRATLETAIINZEIVIIVARNT, OS BEIBIRTZE
£9. BRE
(A
RYDAT, 7O0NT 1 EXYYXFZBIRTE LT (Node type = Managed EC2
instances & &),

FA723aVTUARNETANRDVYT L%, [/—RIDISITID Z2ERIZET, REODNR—
SR/I-ROFWERTTEXRT, TOFME LIS, /—RICHLTEREXLT I3V ER
TTEEXT,
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Amazon Q TTFFARMNOV M E2FERALE/—ROIFER

Amazon Q Developer & Systems Manager £ DIEEIC&Y), TFANTOVFNEFEHALT, X
Z—TUR/—=RICDODVWTERK AI NMERL EEHZERRTEXT,

Amazon Q Developer &, AWS 7 7°U—2 a2 0EfE, HBE, ik, ERZXEITIER Al EH
NEFEHRTIARRNTT, AWS TOBEEZMETZLHIC, BFREN B, RANTSEIZLS
BZENFrERENDELD, AmazonQ 22X A EFILEZERED AWS 7Y Tt L TVWERT,
FHIC OV TR, "Amazon Q Developer 1—H%—744 K3 ® "What is Amazon Q Developer? %
SRBLTLSEETLY,

Systems Manager & Amazon Q E DIEEICKY) . BEDO AWS PhHO heU—=23a>£4lb
EoOTABRERSBREZTEXSARLL THBETEET, BRASEIIVZEZEAL T/ —RF—
RAEFTEP<KKREL, BEEZFEL TRRICHREB LD ENTEXT,

A—Y—HFIZR—IJR/—RIFLERBIZ—IJRAVARDALLODVWTEASTETERTS

&. Amazon Q | Systems Manager ListNodes 77> 3>z AL, 1——HFADLETFA
NCEDSWTT7 1)L 2—Z2ERLTRHRREZMBLET,

BlAE, Amazon Q IZAATO7OY 7N EERXZELET,
List my managed nodes running Red Hat Enterprise Linux 9.2

AmazonQ ik, UITANIEHRZ 71 EZ—ZHHL T, ATOLSBITVZRITLET,

aws ssm list-nodes \
--filters Key=PlatformName,Values='Red Hat Enterprise Linux', Type=Equal
Key=PlatformVersion,Values=9.2, Type=Equal

RIZ. Amazon Q [ 7 777> RA® Red Hat Enterprise Linux 1 > AZ > AICBIT 2L R—NELER
LT, AVARADE, TOIDE)—2a> BENERZEJARNLET,

T, BA1VARADOFHMZ JSON EROY I —TRRTEDIEH, Systems Manager O
[/—ROBR|R—DICEC2A VAR VAFLERNZR—S R/ —ROVARNEEKERTTDEHD
VOB CENTERT, [/—RORR LK, TJAOVTRCBOLETALE—FHI-—HTD
BRIRRENET, ThZEEIL, "/—ROKRF) THALTWRELSICUITARND T 1I)ILE—
ZEELEYRYVIAAIEVTEET,

N =Ry
e Amazon Q IC7 ) —RKICDOWTEThDMWEL7O7 NOEREE
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« Amazon Q ZFEAL ENYZX— R/ —ROBEER

Amazon Q IC7 UV —KIED2VWTETRBPNEETOC T NOERSE
Amazon Q ICEZ2ER (7O N OEZ LFhiF, Boh3EROEEHMLELET,
oTU7O0>7hkOE> N

Amazon Q IC7J—KIZD2VWTOITUTBHZEEE. UATOEVMIBELTSEZL,

1. BROBEZSHICEK,. ZOVFRNTRICT /=R M 2ARVRA ) 2#ERATH2OTREE
K TRE=DR/—=R; X "XE—IRAVARVA,; EVSEAZFERALET,

2. AWS Organizations ICEREENTVBLSIC, HBICEFTNBEROTHI N ERRICERZ
DIVTBICE, BEENER—LV—2a 0EFEEBETHIMNMIOTAVTIHENS
WETD,

. ZEREEETHIITR. BB2ECHES / —REAVAZVALZDVWTETFRTVSRZE
Z Amazon Q ' EETEDHFEZFEALE T, B, THEBRT, % T123456789012 £ WS 7
NIRRT, EVL ERABEERIZEMRNTY,

N =R
« Amazon Q\DHY T I NEMH
e« POV RTHR—RENTVBARL—FA VIS RATFADETEN—D I

Amazon Q \NOH > 7’ )L DO E R

UTORCHTIOERZZET T, Amazon Q TRV LVHERZBZI OO I T OEREEZE T
LEY,

ListNodes X > ROETEIZ Amazon Q X BAITZ 71 IILEX—0HlERLET, chsld, 7’0
ThNOHRBHLSERETNET,

HBASEI LD YT I OERM Amazon Q A ERALET7 1L X —

Show me my Windows managed nodes. PlatformType = Windows

List my managed instances in
account 123456789012.

AccountId = 123456789012
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BARASELCLDTTILOER

Show me all managed nodes running
Amazon Linux 1 across my organizat
ion.

Show me all managed instances
running Microsoft Windows Server
2019 Datacenter in my organizat
ion.

Can you show me all managed nodes
with SSM Agent version 3.3.1142.0?

List all Amazon Linux 2 managed
instances in account 123456789
012 that have SSM Agent version
3.3.1230.0.

What Microsoft Windows Sexrver 2008
R2 Enterprise managed nodes are
running in the eu-central-1 region
across my entire organization?

Show me all managed instances
running CentOS Linux 7 in ou-d6ty-g
xdma6vm.

What Ubuntu managed instances are
in account 1234567890122

List my Linux managed instances.

Amazon Q Y ERALET7 1L Z—

PlatformName = Amazon Linux

PlatformVersion = 1

PlatformName = Microsoft Windows
Server 2019 Datacenter

AgentType = amazon-ssm-agent
AgentVersion = 3.3.1142.0
PlatformName = Amazon Linux

PlatformVersion = 2
AccountId = 123456789012
AgentType = amazon-ssm-agent
AgentVersion = 3.3.1230.0

PlatformName = Microsoft Windows
Server 2008 R2 Enterprise
Region = eu-central-1

PlatformName = CentOS Linux
PlatformVersion = 7

OrganizationalUnitId = ou-d6ty-g
xdmabvm
PlatformName = Ubuntu

AccountId = 123456789012

PlatformType = Linux

Amazon Q CTFAN OV 7 NEFERALE/— ROREK
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HARSEICLDYTIOER Amazon Q A BRLET7 12—

Find my macOS managed nodes.

PlatformType mac0S

Show me all Amazon Linux managed
nodes in my oxg.

PlatformName = Amazon Linux

List managed nodes running Amazon e = e L

Linux 2 . PlatformVersion = 2

List the managed nodes with Ubuntu Ao = Uy
16.04 in account 123456789012. Tl oiereden = A6 .6/
AccountId = 123456789012

Find all managed nodes that have n _

gentType = amazon-ssm-agent
an SSM Agent version that is not AgentVersion != 3.3.987.0
3.3.987.0.

List all managed instances that
are not running a Linux operating
system.

PlatformType != Linux

Z7O7RTHR—RENTVBARL—FT A VI RATLAOBREN—D3I

Amazon Q IC7 ATV RADIZ—I R/ —RIZDVTETRDIEERK, ARL—TFT1VITTR

T LADHZH % Systems Manager TOTRILDEB Y ICIEETIEMRNTT, £, N—23>
HESZEEL URHRZESICRVIAT ZEETEET, flAE. UTORICRTELSIC, mac0S
14.5. Microsoft Windows Server 2019 Datacenter, AlmaLinux 9.2 through 9.4 &
WO BRI ZEANICET TRREROD CENTEXRT,

LTOVANSHEBNBZENOTRALS, SIELTEFTVWAICTERE A,

Amazon Q TTFFARNZOV7 NE2FEALE/— ROFEER 114
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macOS

7Y RNTH—LF N—=>32 &S
macOS 11.6.7. 11.7.10, 12.6.6. 12.7.6. 13.2, 13

4, 13.7, 141, 145, 14.6.1, 15.0

Windows
Jy—2 N—23a> &S
Microsoft Windows Server 2008 Enterprise 6.0.6003

Microsoft Windows Server 2008 R2 Datacenter  6.1.7601
Microsoft Windows Server 2008 R2 Enterprise 6.1.7601
Microsoft Windows Server 2008 R2 Standard 6.1.7601
Microsoft Windows Server 2012 R2 Datacenter  6.3.9600

Microsoft Windows Server 2012 R2 Standard 6.3.9600

Microsoft Windows Server 2012 Standard 6.2.9200
Microsoft Windows Server 2016 Datacenter Z313 L
Microsoft Windows Server 2016 Standard 10.0.14393
Microsoft Windows Server 2019 Datacenter ZEBL
Microsoft Windows Server 2019 Standard ZE1B L
Microsoft Windows Server 2022 Datacenter ZE1BL
Microsoft Windows Server 2022 Standard 10.0.20348

Amazon Q TTFFARNZOV7 NE2FEALE/— ROFEER 115
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Linux
T2V RNTH—L%
AlmaLinux
Amazon Linux 2
Amazon Linux 2023

Amazon Linux

Bottlerocket

CentOS

CentOS Linux

CentOS Stream
Debian GNU/Linux
Oracle Linux Server

Red Hat Enterprise Linux

Red Hat Enterprise Linux #—/\—

Rocky Linux

SLES

N—>a EE

\!

8.10, 9.2, 9.3, 94
2.0 LARE
2,023.0.20230315.0 LARE

2015.03, 2015.09, 2016.03, 2016.09, 2017
.03, 2017.09, 2018.03

1.14.3, 1.16.1, 1.18.0, 1.19.1, 1.19.2, 1
19.5, 1.20.0, 1.20.1, 1.20.2, 1.20.3, 1.
20.5, 1.21.1, 1.23.0, 1.24.0, 1.241, 1.2
5.0, 1.26.1.

6.7, 6.8, 6.9 (Final), 6.10, 6.10 (Final)

7. 7.2.1511, 7.2.1511 (Core). 7.3.1611, 7.
3.1611 (Core). 7.4.1708. 7.5.1804. 7.5.1804
(Core), 7.6.1810, 7.7.1908. 7.8.2003. 7.

9.2009. 7.9.2009 (Core). 8.2.2004, 8.5.2111

8. 9
8~12
7.8, 8.2, 8.3, 8.8, 89, 810, 94

8.2, 8.3, 84, 85, 8.6, 8.7, 8.8, 8.9, 8.10
« 9.2, 93, 94

6.9 (Santiago). 6.10 (Santiago). 7.3, 7.6
. 77,78, 79

8.6, 8.7, 8.8, 8.9, 8.10, 9.1, 9.2, 9.3, 94

12.4, 15, 151, 156.2, 153, 154, 15.5

Amazon Q CTFAN OV 7 NEFERALE/— ROREK
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T2V RNTF—LF N—23a2 &S
Ubuntu 14.04, 16.04, 18.04, 20.04, 22.04, 24.04

Amazon Q ZFERALENZ— R/ —ROBEE

Systems Manager & Amazon Q Developer DEEIC L), Amazon Q 1 > X —7 T A4 AN ERAAIBE
7% AWS Management ConsoleDEEDFZFHAAS, 7U—RNHAOYR—J R/ —RICODVWTEHRBETE
£,

Amazon Q OREFZDOFEMIZ DOV T, "Amazon Q Developer 1—H'—74 R4 ® "Chatting
with Amazon Q Developer about AWS ; ZZBL T &L\,

Amazon Q 2 AL TNZXR—Y R/ —RERERIT D FIE

1. AWS Management Console DEEDSZFA S, AmazonQ 74 >
(@
ZERLET,

2. Amazon QRAVOTHBICHZD7TOVTNTA—=I)ILRT, FHIOVNEEREBRAOIZ—D R
J—RIZDVTERBLET,

® Tip
MBEHNETO T NOERAZICETAE NE, TAmazon Q IZ7U—KIZDWVWTH
TRHI2NEETOCTNOERGZ) OFEHRESHBLTSEETL,

3. BEN/—RICEITZEHREFAETSH. [AWS Systems Manager 1>V —I)LZFH<] Zi&RL
THRRZEHEITLET,

Bec®D/—ROFHMORRELY /—RICXHTDT I3 DRT

Systems Manager O [/ — ROER|R—TZOVARNDPSBLXDO/—REZBRLT, Y VICHT
SREABFHEMZRTLUEY, /—RICHULTEREELAET IO IVERTLEYTERT, FHlR—
DO [ R=TICE., /—RICHIZDEBENEBERIRRENET,

Be0/—ROFHORRBKRY /—RIZFTZT I IAVDORT 117
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B2/ —ROFMAZRRL, /—RICHLTT O3> %#R1TISFIR

1.

6.

AWS Systems Manager J12 Y — )L (https://console.aws.amazon.com/systems-manager/) % B
EFET,

FTEF—=23a2RADT, [/—ROKREK] ZFRLET,

(F7232)'RZ=JR/—ROBEO7 A Z—EI1—0ER, OFIEICHE>T, BEXE:
BT7AIRNCRRENDBIZ—IR/—ROUVARNERAHET,

[/—RIDI%IT, /J—ROVT&EhizID ZERLET,

/—ROFHERTIDICE., EAlOoFES—23a>o0 [7ONT 1] VART, FlERTT
270/N7F 14 &EBIRLET,

« [BT1-/—RICEAENTVRERTODVARZRTLET, T ZEMELIFHIBRTB L
ETEET,

s [AURYRNUI-AURY NJR AT (JAWS:Application] X [AWS:Network] % &) Zi#IR L
T, /—ROAURN)DFHBERTLET,

o [BEEMNF] - /—RICEBAE TS ITXTO State Manager BSE T ICEI T 25 (AT —
BAXHEEMSITSNTLVSD SSM RFAX MERE) ZRRLET,

c INYF]-/—RONYFENYTFARART—RAILBEITIMERHRZRRLET,

s [REDAVTZAT VA —/—ROOAVTSAT 2 AOEM (A TSAT 2V AAT—RAX®
AT AT ABBEOEEERE) BRI LET,

J—RIZMLTTO23VERTIDICE. [/—RFPOVDIVIXZ1—TROFT>a>zE

ALEY,

@® Note
chsnT7oavik, BEEZELTVBRAWS PHI U RBRT =230 0T R—
SR/—RIZFVMUTOKMEATEERT, tOTHIRELRI—2320OXER—2D
R/—ROBEE., TO/—RICHTEIT7IVEAEZFE >TLVAE, KbYIC[Z’AON
TAVVANCTIOECATEERT,

- [Ef., R—ZFIINtvarERBRT D] — AWS Systems Manager Session Manager % {#
ALT/—RICEHELET,

c Y-l
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C[7FAANYATARERR] - /—ROFALINUBBEOIYTOVESELET, F1L
SNUEEBM, BHEE. HKRLET. 774 LEPYRY/OE—LTEYNTET,
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"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::s3-bucket-name/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "account-id"

}
3,

{
"Effect": "Allow",

"Action": [
"s3:GetBucketAcl",
"s3:ListBucket",
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration"
]I
"Resource": "arn:aws:s3:::s3-bucket-name",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "account-id"

}
},
{
"Effect": "Allow",

"Action": [
"ssm:ListNodes"

1,

"Resource": "*"
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"Version":

{

"2012-10-17",
"Statement":

[

"Sid": "QuickSetupConfigurationManagers",
"Effect": "Allow",
"Action": [

1,

"ssm-quicksetup:CreateConfigurationManagex",
"ssm-quicksetup:DeleteConfigurationManager",
"ssm-quicksetup:GetConfiguration"”,
"ssm-quicksetup:GetConfigurationManager",
"ssm-quicksetup:GetServiceSettings",
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:ListConfigurations"”,
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:ListTagsForResource",
"ssm-quicksetup:TagResource",
"ssm-quicksetup:UntagResource",
"ssm-quicksetup:UpdateConfigurationDefinition",
"ssm-quicksetup:UpdateConfigurationManagex",
"ssm-quicksetup:UpdateServiceSettings"

"Resource": "*"

"Sid": "QuickSetupDeployments",
"Effect": "Allow",
"Action": [

"cloudformation:DescribeStackSetOperation"”,
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackResouxces",
"cloudformation:ListStackSetOperations”,
"cloudformation:ListStackInstances",
"cloudformation:DescribeStackSet",
"cloudformation:ListStackSets",
"cloudformation:DescribeStackInstance",
"cloudformation:DescribeOrganizationsAccess",
"cloudformation:ActivateOrganizationsAccess",
"cloudformation:GetTemplate"”,
"cloudformation:ListStackSetOperationResults"”,
"cloudformation:DescribeStackEvents",
"cloudformation:UntagResource",
"ssm:DescribeAutomationExecutions"”,
"ssm:GetAutomationExecution",
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"ssm:ListAssociations",
"ssm:DescribeAssociation",

"ssm:GetDocument",

"ssm:ListDocuments",

"ssm:DescribeDocument"”,

"ssm:GetOpsSummary",
"organizations:DeregisterDelegatedAdministrator",
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"”,
"organizations:ListDelegatedAdministrators"”,
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsForParent",
"organizations:DescribeOrganizationalUnit",
"organizations:ListAWSServiceAccessForOxganization",
"iam:ListRoles",

"iam:ListRolePolicies",

"iam:GetRole",

"iam:CreatePolicy",

"cloudformation:TagResource"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"cloudformation:RollbackStack",
"cloudformation:CreateStack",
"cloudformation:UpdateStack"”,
"cloudformation:DeleteStack"
1,
"Resource": [
"arn:aws:cloudformation:*:*:stack/StackSet-AWS-QuickSetup-
JITNA*",
"arn:aws:cloudformation: *:*:stack/AWS-QuickSetup-*",
"arn:aws:cloudformation:*:*:type/resource/*",
"arn:aws:cloudformation:*:*:stack/StackSet-SSMQuickSetup"
]
},
{

"Sid": "StackSetOperations",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStackSet",
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JITNA*:*"

"cloudformation:UpdateStackSet",
"cloudformation:DeleteStackSet",
"cloudformation:DeleteStackInstances",
"cloudformation:CreateStackInstances",
"cloudformation:StopStackSetOperation"

]I

"Resource": [
"arn:aws:cloudformation:*:*:stackset/AWS-QuickSetup-JITNA*",
"arn:aws:cloudformation:*:*:type/resouxce/*",
"arn:aws:cloudformation:*:*:stackset-target/AWS-QuickSetup-

"Sid": "IamRolesMgmt",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DeleteRole",
"iam:GetRole",
"iam:AttachRolePolicy",
"iam:PutRolePolicy",
"iam:DetachRolePolicy",
"iam:GetRolePolicy",
"iam:ListRolePolicies"
]I
"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-JITNA*",
"arn:aws:iam::*:role/sexvice-role/AWS-QuickSetup-JITNA*"

"Sid": "IamPassRole",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-JITNA*",
"arn:aws:iam::*:role/sexvice-role/AWS-QuickSetup-JITNA*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToSexvice": [
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"'ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"cloudformation.amazonaws.com"

]
}
}
},
{

"Sid": "SSMAutomationExecution",

"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",

"Resource": "arn:aws:ssm:us-east-1:111122223333:automation-

definition/AWS-EnableExplorer:*"
}I
{

"Sid": "SSMAssociationPermissions",

"Effect": "Allow",

"Action": [
"ssm:DeleteAssociation",
"ssm:CreateAssociation”,
"ssm:StartAssociationsOnce"

]I

"Resource": "arn:aws:ssm:us-east-1:111122223333:association/*"

}I
{

"Sid": "SSMResourceDataSync",

"Effect": "Allow",

"Action": [
"ssm:CreateResourceDataSync",
"ssm:UpdateResourceDataSync"

1,

"Resource": "arn:aws:ssm:us-east-1:111122223333:xresource-data-sync/

AWS-QuickSetup-*"
}I
{

"Sid": "ListResourceDataSync",

"Effect": "Allow",

"Action": [
"ssm:ListResourceDataSync"

]I

"Resource": "*"

}I
{
"Sid": "CreateServicelLinkedRoles",
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"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Condition": {
"StringEquals": {

"jam:AWSServiceName": [
"accountdiscovery.ssm.amazonaws.com",
"'ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"stacksets.cloudformation.amazonaws.com"

3,

"Resource": "*"

"Sid": "CreateStackSetsServicelLinkedRole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::*:role/aws-
sexrvice-role/stacksets.cloudformation.amazonaws.com/
AWSServiceRoleFoxCloudFormationStackSetsOrgAdmin"
}I
{
"Sid": "AllowSsmJitnaPoliciesCrudOperations",
"Effect": "Allow",
"Action": [
"ssm:CreateDocument”,
"ssm:UpdateDocument",
"ssm:UpdateDocumentDefaultVersion",
"ssm:GetDocument",
"ssm:DescribeDocument"”,
"ssm:DeleteDocument"
1,
"Resource": [
"arn:aws:ssm:us-east-1:111122223333:document/SSM-
JustInTimeAccessDenyAccessOrgPolicy"
1,
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
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"AutoApprovalPolicy"
]
}
}
},
{
"Sid": "AllowAccessRequestOpsItemOperations”,
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:DescribeOpsItems"”,
"ssm:GetOpsSummary",
"ssm:DeleteOpsItem"”,
"ssm:ListOpsItemEvents"
1,
"Resource": "*"
},
{
"Sid": "IdentityCenterPermissions",
"Effect": "Allow",
"Action": [
"sso:DescribeRegisteredRegions”,
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroupMembershipsForMembex"
]I
"Resource": "*"
}
]
}
DYANVBRAL/—RT IO CAEZHRETRDEHD IAM RIS —
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSsmJitnaPoliciesCrudOperations"”,
Systems Manager T Y ARA VY RA LTI ER%ZRY NT YT T3 133



AWS Systems Manager d1—H¥—HA R

"Effect": "Allow",

"Action": [
"ssm:CreateDocument”,
"ssm:UpdateDocument",
"ssm:UpdateDocumentDefaultVersion",
"ssm:GetDocument",
"ssm:DescribeDocument"”,
"ssm:DeleteDocument"

1,

"Resource": [
"arn:aws:ssm:us-east-1:111122223333:document/*"

]I

"Condition": {
"StringEquals": {

"ssm:DocumentType": [
"ManualApprovalPolicy",

"AutoApprovalPolicy"
]
}
}
},
{
"Sid": "AllowSsmJitnaPolicieslListOperations"”,
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVersions"
]I
"Resource": "*"
}I
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::111122223333:xole/SSM-
JustInTimeAccessTokenRole",

"Condition": {

"StringEquals": {
"iam:PassedToSexvice": [
"justintimeaccess.ssm.amazonaws.com"
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"Sid": "AllowAccessRequestOpsItemOperations”,
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:DescribeOpsItems"”,
"ssm:GetOpsSummary",
"ssm:DeleteOpsItem"”,
"ssm:ListOpsItemEvents"

1,
"Resource": "*"
"Sid": "AllowSessionManagerPreferencesOperation"”,

"Effect": "Allow",

"Action": [
"ssm:CreateDocument”,
"ssm:GetDocument",
"ssm:DescribeDocument",
"ssm:UpdateDocument"”,
"ssm:DeleteDocument"

1,

"Resource": "arn:aws:ssm:us-east-1:111122223333:document/SSM-

SessionManagerRunShell"”,

"Condition": {
"StringEquals": {
"ssm:DocumentType": "Session"

"Sid": "AllowSessionManagerOperations",

"Effect": "Allow",

"Action": [
"ssm:DescribeSessions",
"ssm:GetConnectionStatus",
"ssm:TerminateSession"

1,

"Resource": "*"

"Sid": "AllowRDPConnectionRecordingOperations",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:UpdateConnectionRecordingPreferences",
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"true"

"ssm-guiconnect:GetConnectionRecordingPreferences",
"ssm-guiconnect:DeleteConnectionRecordingPreferences"

1,
"Resource": "*"
"Sid": "AllowRDPConnectionRecordingKmsOperation",

"Effect": "Allow",
"Action": [
"kms :CreateGrant"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/SystemsManagerJustInTimeNodeAccessManaged":

},
"StringlLike": {
"kms:ViaService": '"ssm-guiconnect.*.amazonaws.com"
}I
"Bool": {
"aws:ViaAWSService": "true"
}

"Sid": "AllowFleetManagerOperations",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:GetConnection",
"ssm-guiconnect:ListConnections"

1,

"Resource": "*"

"Sid": "SNSTopicManagement",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:SetTopicAttributes"

1,

"Resource": [
"arn:aws:sns:us-east-1:111122223333:SSM-JITNA*"
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"Sid": "SNSListTopics",

"Effect": "Allow",

"Action": [
"sns:ListTopics"

1,

"Resource": "*"

"Sid": "EventBridgeRuleManagement",

"Effect": "Allow",

"Action": [
"events:PutRule",
"events:PutTargets"

]I

"Resource": [
"arn:aws:events:us-east-1::xule/SSM-JITNA*"

"Sid": "ChatbotSlackManagement",

"Effect": "Allow",

"Action": [
"chatbot:CreateSlackChannelConfiguration”,
"chatbot:UpdateSlackChannelConfiguration”,
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:DescribeSlackWorkspaces",
"chatbot:DeleteSlackChannelConfiguration”,
"chatbot:RedeemSlackOauthCode",
"chatbot:DeleteSlackWorkspaceAuthorization"”,
"chatbot:GetSlackOauthParameters"

1,

"Resource": "*"

"Sid": "ChatbotTeamsManagement",

"Effect": "Allow",

"Action": [
"chatbot:ListMicrosoftTeamsChannelConfigurations",
"chatbot:CreateMicrosoftTeamsChannelConfiguration"”,
"chatbot:UpdateMicrosoftTeamsChannelConfiguration"”,
"chatbot:ListMicrosoftTeamsConfiguredTeams",
"chatbot:DeleteMicrosoftTeamsChannelConfiguration"”,
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"chatbot:RedeemMicrosoftTeamsOauthCode",
"chatbot:DeleteMicrosoftTeamsConfiguredTeam",
"chatbot:GetMicrosoftTeamsOauthParameters",
"chatbot:TagResource"

1,

"Resource": "*"

"Sid": "SSMEmailSettings",
"Effect": "Allow",
"Action": [
"ssm:UpdateServiceSetting",
"ssm:GetServiceSetting"
]I
"Resource": [
"arn:aws:ssm:us-east-1:111122223333:servicesetting/ssm/access-
request/email-role-mapping",
"arn:aws:ssm:us-east-1:111122223333:servicesetting/ssm/access-
request/enabled-email-notifications"
]
},

{
"Sid": "AllowViewingJitnaCloudWatchMetrics",

"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetxics"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/SSM/JustInTimeAccess"

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:ListConfigurationManagexs",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:GetConfiguration",
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"ssm-quicksetup:GetConfigurationManagex"

1,

"Resource": "*"

"Sid": "QuickSetupDeployments",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"organizations:DescribeOrganization"”,
"organizations:ListDelegatedAdministratoxrs"

1,

"Resource": "*"

"Sid": "ManualPolicy",

"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions”,
"ssm:GetServiceSetting",
"iam:ListRoles"

1,
"Resource": "*"
"Sid": "SessionPreference",

"Effect": "Allow",
"Action": [

"s3:ListAllMyBuckets"
1,

"Resource": "*"

"Sid": "AllowIamListFoxrKMS",
"Effect": "Allow",
"Action": [

"iam:ListUsers"

1,
"Resource": "arn:aws:iam::111122223333:usexr/*"
"Sid": "KMSPermission",

"Effect": "Allow",
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"true"

"Action": [
"kms : TagResource",
"kms:ListAliases",
"kms :CreateAlias"

1,

"Resource": "*"

"Sid": "KMSCreateKey",
"Effect": "Allow",
"Action": [

"kms :CreateKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws :RequestTag/SystemsManagerJustInTimeNodeAccessManaged":

},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"SystemsManagerJustInTimeNodeAccessManaged"

"Sid": "AllowIamRoleForChatbotAction",
"Effect": "Allow",
"Action": [

"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:role/role name",
"Condition": {

"StringEquals": {

"iam:PassedToSexvice": [
"chatbot.amazonaws.com"

"Sid": "AllowIamServiceRoleForChat",
"Effect": "Allow",
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"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:xrole/aws-service-role/
management.chatbot.amazonaws.com/AWSServiceRoleForAWSChatbot"
}I
{
"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"
]I
"Resource": "arn:aws:logs:*:111122223333:1og-group::log-stream:"

"Sid": "IdentityStorePermissions",

"Effect": "Allow",

"Action": [
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"identitystore:DescribeGroup",
"identitystore:DescribeUser"

1,

"Resource": "*"

TOEAVIITARNERERD IAM KRS —

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAccessRequestDescriptions",
"Effect": "Allow",
"Action": [
"ssm:DescribeOpsItems"”,
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"true"

"ssm:GetOpsSummary",
"ssm:ListOpsItemEvents"

1,

"Resource": "*"

"Sid": "AllowGetSpecificAccessRequest",
"Effect": "Allow",
"Action": [

"ssm:GetOpsItem"

1,

"Resource": "arn:aws:ssm:us-east-1:111122223333:opsitem/*"

"Sid": "AllowApprovalRejectionSignal",
"Effect": "Allow",
"Action": [
"ssm:SendAutomationSignal"
1,
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/SystemsManagerJustInTimeNodeAccessManaged":

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:GetConfigurationManager",
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:GetConfiguration"

1,

"Resource": "*"

"Sid": "QuickSetupDeployments",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
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"cloudformation:DescribeStacks",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministratoxrs"

1,
"Resource": "*"
"Sid": "AllowSsmJitnaPoliciesCrudOperations",

"Effect": "Allow",
"Action": [
"ssm:GetDocument",
"ssm:DescribeDocument"”
1,
"Resource": [
"arn:aws:ssm:us-east-1:111122223333:document/*"
]I
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
"ManualApprovalPolicy",
"AutoApprovalPolicy"

"Sid": "AllowSsmJitnaPolicieslListOperations"”,
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVersions"

1,
"Resource": "*"
"Sid": "IDCPermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroupMembershipsForMembex"
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1,

"Resource": "*"

SYANATDEBAL/—RTOEAI—H—AD IAM R > —

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowJITNAOperations",
"Effect": "Allow",
"Action": [
"ssm:StartAccessRequest",
"ssm:GetAccessToken"

1,

"Resource": "*"

"Sid": "AllowOpsItemCreationAndRetrieval",
"Effect": "Allow",
"Action": [

"ssm:CreateOpsItem",

"ssm:GetOpsItem"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"

"Sid": "AllowListAccessRequests",

"Effect": "Allow",

"Action": [
"ssm:DescribeOpsItems"”,
"ssm:GetOpsSummary",
"ssm:ListOpsItemEvents",
"ssm:DescribeSessions"

1,

"Resource": "*"

},
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"true"

"Sid": "RequestManualApprovals",

"Action": "ssm:StartAutomationExecution",
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:document/*",

"Condition": {
"StringEquals": {
"ssm:DocumentType": "ManualApprovalPolicy"

"Sid": "StartManualApprovalsAutomationExecution"”,
"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",
"Resource'": "arn:aws:ssm:*:*:automation-execution/*"

"Sid": "AllowManualApprovalAutomationExecutionTagging",
"Effect": "Allow",
"Action": [

"ssm:AddTagsToResource"
1,
"Resource": [

"arn:aws:ssm:*:*:automation-execution/*"
]I
"Condition": {

"StringEquals": {

"aws :RequestTag/SystemsManagerJustInTimeNodeAccessManaged":

},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"SystemsManagerJustInTimeNodeAccessManaged"

]
}
}
"Sid": "CancelAccessRequestManualApproval"”,
"Effect": "Allow",
"Action": "ssm:StopAutomationExecution",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",

"Condition": {
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"StringEquals": {
"aws :ResourceTag/SystemsManagerJustInTimeNodeAccessManaged":
lltruell

"Sid": "DescribeEC2Instances",

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances",
"ec2:DescribeTags",
"ec2:GetPasswordData"

1,

"Resource": "*"

"Sid": "AllowListSSMManagedNodesAndTags",

"Effect": "Allow",

"Action": [
"ssm:DescribeInstanceInformation”,
"ssm:ListTagsForResource"

1,

"Resource": "*"

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:GetConfigurationManager",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:GetConfiguration"

1,

"Resource": "*"

"Sid": "AllowSessionManagerOperations",
"Effect": "Allow",
"Action": [
"ssm:DescribeSessions",
"ssm:GetConnectionStatus"

1,
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"Resource": "*"

"Sid": "AllowRDPOperations",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:ListConnections",
"ssm:GetConnectionStatus"

1,

"Resource": "*"

"Sid": "QuickSetupDeployments",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministratoxrs"

1,

"Resource": "*"

"Sid": "AllowSsmJitnaPoliciesReadOnly",
"Effect": "Allow",
"Action": [
"ssm:GetDocument",
"ssm:DescribeDocument"
1,
"Resource": [
"arn:aws:ssm:*:111122223333:document/*"
]I
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
"ManualApprovalPolicy",
"AutoApprovalPolicy"

"Sid": "AllowSsmJitnaPolicieslListOperations"”,
"Effect": "Allow",

Systems Manager T Y ARA VY RA LTI ER%ZRY NT YT T3

147



AWS Systems Manager

Q—H—H1 K

"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVexrsions"

1,

"Resource": "*"

"Sid": "ExploreNodes",

"Effect": "Allow",

"Action": [
"ssm:ListNodesSummary",
"ssm:ListNodes",
"ssm:DescribeInstanceProperties"

1,

"Resource": "*"

"Sid": "IdentityStorePermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"identitystore:DescribeUser",
"identitystore:DescribeGroup"

1,

"Resource": "*"

(@ Note

BARRVD—&ER. BFH. FLEHIBRTS APIARL—232A0OT7 VA ZHIRT
%(Zl&,. AutoApprovalPolicy & ManualApprovalPolicy D RFIX KEA
ZCX L T ssm:DocumentType RHF—%FEHL £9, StartAccessRequest &
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» aws:ViaAwsService

e aws:MultiFactorAuthPresent
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» aws:SourceVpce

» aws:UserAgent
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BETERV/ —RZERLET, CcORIUI—F, HBOZEEBEET NI M SERBLVUH
BEnET, TORRERRVD—, IXTOEBERRI—KYEBEEThET, B &I
12OT IV EAEBRIS—QOHREF OIENTEEXRT,

BEFAEFIR S —Tk, Cedar RV —FFZFEAL T, FHERELTHEES AL/ —RICAH
MICERTER 1Y —2ZERLET. HENICAREWBT7IOEAVIIANOT 7 AHERG 1
KETYT, COEREETELRRA, 7HOREY—232ZELC1 DOBHAEARBRIZ—DH
BREOCENTERT,

FEARRI—TR, POELAHE, DEBERLARILE, LRIV EICHEZERBEOR, O+
ANADVBRALT VLAV DI ARNERRTED /—REBELET, FEHARRKV—0OT7 IOt
AHEE 1~336 HETHIUENHYET, BERORRBLARILEZEELESES. 7TOVEAUVIIRA
F@ﬁ%TH—EE1DbeNﬂﬁmﬁéﬂﬁ?oOﬁU\ﬁw7DtZﬁéﬁ®bAﬂL@ﬁ
THHIC, 1 DOLARVICHEBEIXNTOERBIRBENDIMBENHYET, FHARBRIS —THE
BORTZEELEBE. and AT— M X2V RNTRA&<L or AT— hX)htLTﬁﬁéhi?o%
ZE,. 27 Application, Web, &Y Test 28O FEARR) S —FERL 15 Zhsm
F—OWITNATRIFHFEhEIXNTO/—RICRI D — ﬂﬁméh$¢o3D?NT®$—T9
JRFEhiE /—RICOKRDD—DNHERAENZDDIITEHYEEA,

FEHRIV—EHBEARRIS —ZHAEDLETFEALT, FYEELBT—2NHD/ —RZEREL
s, EEEORV / —RICI—H—HIPNABLTERETEDIRIILTD_EZHEOLET, Hl
ZE, TF—=ER—=—RA/—=RAOTIVEAVIVIANIREFHAERZZE I T, XKENTEVWTLEY
F—avED/—RAOEYIIVIIEBEARLET,
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RDFIETRE, SYARAVEAL/—RTIELARBODERRI)S —ZERTDHELCOVTHAL
£

NeEY D

c YAV EBAL/—RTVPIVELRAAOFEARR) S —ZERTD

- BBARRVS—ETIOEAEBRIS—DAT—MAXVNOBEEEIL NI EEF
c DYAMUVEBAL/—RTVPIVELRAOBEEARR) S —2ERKTD

c DYARIVEBAL/—RTVPIVEARAOT VEAEBTRIS —ZERTS

« Amazon Q ZHEAL TS Y ANV EAL/ —RTPIVEADERBRI —ZHERT S

FYANAVEBAL/— R IEAROFRHERRIS —ZERT S

LTOFIETE., FEERRV—ZERTDFEICODVTHBAL £F, Systems Manager T
&, AWS 7HIRNEAWS V=23  ZEICFBHARBRIS —EHFAS50 BEKRKTEET,

FEAEAFRIS —2ERTBHICE

1.  AWS Systems Manager 1>V —)L (https://console.aws.amazon.com/systems-manager/) % B
EFT,

2. FTETF—23URAVT, [/—RT7IVERAZEE] ZERLE T,

3. [FEEARRV—OER] ATYTO RV —0FH M o3> T, ARRV—OBEEH
BHEANLET,

4. [TO7EAHE OEZADLET, chiF. PTOERAVIIAMOEARRICI—TF—HF/—RA
Nty a azMKBRTEDIRAKETT, 1~336 DETKEZIEEITDIHLENf GVET,

5. [/J=—RE=5Y RN +tU>3>T, RU—%2HERATS /—RICBEFGShERXTF—LED
RT7ZANLET, RUI—IZHBETATVEZI0LVTNE / —RICEEFITS N TVWERWE
&, RUI—EF /—RICEAEZhEL A,

6. [PTOVERAVIVIARNEREZE I3 >T, RUZ—RHAO/—RE—TYRANOTIOEAVIL
ARNEERTEDLSILTD 1Y —FLERBIN—TZANLET, PTUVEAUIVITARNER
& IAMTAFUTATAEE=D——J)I—7, FELEIAMO-/LZEETH L
HFABETT, LRINZEILCERRS ADEREE, RRS LARIINOEARBEZIEETEET,

7. [FEARRV—0OER] Z2BRLET,

BEARRV—ETIVERRAEBRV—OAT—M X NOBEEEIIL N VEEF
RORF, BEERRIS —ET IV EAERRIS —OBEEZRLTLRT,
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i D St S B
effect permit | forbid
scope (principal, action, resource)
&H4a when {
principal or resource has attribute
name
b5

RS —ORRER
HBERRKS—FLRTIEREERUS—CR, RODV K- RFEENET,

s MR -TUOEAD permit (F9) £/ & forbid (ER),

« AOA—7 -REZERIZDTIINIL, To2ar, VJ—R,. BEOTIVIN
W, To2ar, VDI—AZEELEVTELE, Cedar DATI—TZRERZNDEE
ICTBENTEERT, COB/E. RUZ—RBGIXTOTUINIL, To2a,

DY —AICHAENET, DYARNVEAL/—RTIVEADEFE, action FEIC
AWS: :SSM: :Action::"getTokenForInstanceAccess" T9,

o ZMH-MRAEAEHNZD I TEAN,

X b

RID—ICOAXV R EBHBRENTETRT, OXVNE, // THEVRITXFETEDLBZTELT
ERENET,

UToflk, RUS—AOIXRERLTVWET,

// Allows users in the Engineering group from the Platform org to automatically connect
to nodes tagged with Engineering and Production keys.

permit (
principal in AWS::IdentityStore::Group::"d4q81745-r081-7079-d789-14dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)

when {
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principal has organization && resource.hasTag("Engineering") &&
resource.hasTag("Production") && principal.organization == "Platform"

i
BH0a
RBEFZFERATDE, 1 DORV—AT—M XV NCEBRORBAEEDDENTEET,

// Allow access if node has tag where the tag key is Environment
// & tag value is Development

permit(principal, action == AWS::SSM::getTokenForInstanceAccess, resource)
when {
resource.hasTag("Environment") &&
resource.getTag("Environment") == "Development"
I
FHIXF

ROBIE, IVTHFARNOTAONT A TR —FFOFHNXFTHS : (EXTIOV) HFEAEH
TWRFEEDRYD —DRERFEEZRLTVET,

permit (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has employeeNumber && principal.employeeNumber like "E-1*" &&
resource.hasTag("Purpose") && resource.getTag("Purpose") == "Testing"
}

ZOMOBIZOVTE, TRUZ—AT—K XV OBl 2ZZRLTSEE,

FH¥YANADBRALS/ = RTIEADAF—X

LT, ¥ ANARAL/—RTOEARAD Cedar AF—NTT,

namespace AWS::EC2 {
entity Instance tags String;
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namespace AWS::IdentityStore {
entity Group;

entity User in [Group] {
employeeNumber?: String,
costCenter?: String,
organization?: String,
division?: String,

i

namespace AWS::IAM {
entity Role;

type AuthorizationContext = {
principalTags: PrincipalTags,

};

entity PrincipalTags tags String;

namespace AWS::SSM {
entity ManagedInstance tags String;

action "getTokenForInstanceAccess" appliesTo {
principal: [AWS::IdentityStore::User],
resource: [AWS::EC2::Instance, AWS::SSM::ManagedInstance],
context: {
"iam": AWS::IAM::AuthorizationContext

}
i

EILNA2EEF

TETFEBFZHEZFEALTEABERRY D —FKERT IV ERAEBTRID—OAVTHFANZERT S
BZEE. RBEEFZHEALTENRGZEETERT., RV —RHEICETSICRBDZEMAD 2D
ICEATEZELN VEEFRHEICESHHYET. ZRAICINTOEIL N VEEFZTRIC
RLET,
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Q—H—H1 K

BET
!

&&

.exists()

has

RATEF—=N—O—R
Boolean — Boolean

any - any

any - any

(long, long) -~ Boolean

(long, long) -~ Boolean

(long, long) -~ Boolean

(long, long) -~ Boolean

(entity, entity) —» Boolean

(entity, set(entity)) — Boolean

(Boolean, Boolean) - Boolean
(Boolean, Boolean) -~ Boolean
entity -~ Boolean

(entity, attribute) -~ Boolean

%I:I

o

3

HERE,.

o RAT7H—BLELT
& WIFhArDORATDO5IH
THRELET, EB22M47
DEAEVICEFELLLZSDZL
FEHWEEA,

&M, FMOERX (LS
B)o

Long integer less-than.

Long integer less-than-or-
equal-to.

Long integer greater-than.

Long integer greater-than-or-
equal-to.

BEXN—2vT (BIRK
ADAREICKIIL—),

EX>/IN—2v7 : (Aand
B)|| (Ain C) || T&hiE Ain
B.C J&K9)L— £k
IZ non-entity XEFhTW2
BEARIZ—ICBYET,

Logical and (short-circuiting).
Logical or (short-circuiting).
Entity existence.

FEEEF, e has fL
dA—RFLEEIFaAT74(C
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Q—H—H1 K

BET

like

.hasTag()

.getTag()

.contains()

.containsAll()

.containsAny()

247 EEF—N—0O—R

(string, string) — Boolean

(entity, string) - Boolean

(entity, string) » Boolean

(set, any) - Boolean

(set, set) - Boolean

(set, set) - Boolean

S

eBEFANODNAFTa42T
NFHEINPESHETAMLE
o e FFELABVAD, e
FELTEEME f 240
BElk false ZEBRLET., B
MEEBAFEERIXES T
FILELTRATEZERT,

FEEET, t like pTF
ANtANER—2 p E—HT
PHESHZRALET, N\
A=k, 0OfAREDXFE
EHIBVAMIRA—RX
FrHFEENDEENHYE
T tDUTTINAR—XF
E—HEEBICIE. p THEHK
BIART—TXFI—T2VRA
\* ZEATEET,

I TFa4T4ICBEEThER
I ERENhTVWRAES D
EHEIBLET,

BEENLEZTF—DEZR
LET,

XN=29v T BHFADE
ENESH) ZRELET,

YRNAICEZEY NRBOIANT
DEENEFENTVEINLES
PZETANLET,

LYNAICEYNBOEED
WTFnADNEENRTVWE ALY
SHZETANLET,
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RIS —=AT =KX NOH

RIZ—AT— M XV NOBIEUATICRLET,

// Users assuming IAM roles with a principal tag of "Elevated" can automatically access
nodes tagged with the "Environment" key when the value equals "prod"

permit(principal, action == AWS::SSM::getTokenForInstanceAccess, resource)
when {
// Verify IAM role principal tag
context.iam.principalTags.getTag("AccessLevel") == "Elevated" &&

// Verify the node has a tag with "Environment" tag key and a tag value of "prod"
resource.hasTag("Environment") &&
resource.getTag("Environment") == "prod"

};

// Identity Center users in the "Contractor" division can automatically access nodes
tagged with the "Environment" key when the value equals "dev"

permit(principal, action == AWS::SSM::getTokenForInstanceAccess, resource)
when {
// Verify that the user is part of the "Contractor" division
principal.division == "Contractor" &&

// Verify the node has a tag with "Environment" tag key and a tag value of "dev"
resource.hasTag("Environment") &&
resource.getTag("Environment") == "dev"

};

// Identity Center users in a specified group can automatically access nodes tagged
with the "Environment" key when the value equals "Production"
permit(principal in AWS::IdentityStore::Group::"d4q81745-1r081-7079-d789-14dalEXAMPLE",
action == AWS::SSM::getTokenForInstanceAccess,
resource)
when {
resource.hasTag("Environment") &&
resource.getTag("Environment") == "Production"

I
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SYANADEBAL/—RTOELAOBBHEARR)S —Z2HERTS

BEIARRIS—TR, Cedar RUS—FFZ2FAL T, EQOI—HY—NEEETIhE/—RICFH
ABRBLUTHBNICERTEDNZERLET. BEAFERIS>—ICE. principal & resource
ZEET S permit AT— R XV RFVLKDIAEENTVET, FRAT M XU NI, BEEAR
NEBEEET D when ANBHYET,

RIZ, BEERRIS —0FleRLET,

permit (
principal in AWS::IdentityStore::Group::"e8cl17310-e011-7089-d989-10dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)

when {

principal has costCenter && resource.hasTag("CostCenter") && principal.costCenter
== resource.getTag("CostCenter")

};
permit (
principal in AWS::IdentityStore::Group::"d4q81745-r081-7079-d789-14dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has organization && resource.hasTag("Engineering") &&
resource.hasTag("Production") && principal.organization == "Platform"
};
permit (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has employeeNumber && principal.employeeNumber like "E-1*" &&
resource.hasTag("Purpose") && resource.getTag("Purpose") == "Testing"
};

UTOFETE, SYANERAL/—RTIVEARCEHBEFRR)S —ZERTDHEICDOL
THALET. BBNICEARE MWD T IO LAV IVIANOT O EAHERE 1 KETY. COERE
BETEEEA. AWSTHIUREAWS U—=2a> ZLICBBERBRID —Z 1 DOXARETESR
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Fo RUS—AT—MXVRNZERTEDHFEOFHMICOVTRE, "TBFERRV—ETIERAER
RIY—DAT—h AV ROBEEEILNAVBEEF) 2SR L TS EE L,

BEARR)S —ZERTHICE

1.  AWS Systems Manager 12/ Y — )L (https://console.aws.amazon.com/systems-manager/) % B
EFET,

2. FET—23URAVT, [/—RT7IVEAZEE]) 2F#RLET,

3. [ERARVI—1277T, [BEBARRI>—2ER] 2BIRLET,

4. [RIUZ—=AT—BMXU RN I3 VICABERRIS—BAORIS—AT—MXV NEASL
T, HOHPLHABETATVR [HUTILAT—RMAU N Z2EATRE. RUS—ZHELC
ERTEET,

5. [BEIEFERY—ZEK] 2BRLET,

FSYANADVEBAL/—RTIEAROT I EAEERIS —%ERTS

TOERERRIS—TW, Cedar RUS—FFEZFEALT, I—Y—HFFHERELTED/—K
ICHENICEERTERVHIZERLET, P7UVEAERRIZ—IZE., principal & resource
ZEETS forbid AT—KR XV MV DIAEBERTVET, EAT—MXU NI, BEER
ZHTRHNICHERTIDRHEZERT D when AN BV ET,

R, TORAEBRIS —0FlE2RLET,

forbid (
principal in AWS::IdentityStore::Group::"e8cl7310-e011-7089-d989-10dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
resource.hasTag("Environment") && resource.getTag("Environment") == "Production"
};
forbid (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
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principal has division && principal.division != "Finance" &&
resource.hasTag("DataClassification") && resource.getTag("DataClassification") ==
"Financial"
};
forbid (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has employeeNumber && principal.employeeNumber like "TEMP-*" &&
resource.hasTag("Criticality") && resource.getTag("Criticality") == "High"
};

LTOFIETE, SYANERAL/—RTIVEARBCT IV CAEBR) S —2ERTDHEICD
WTHBLET, RUS—AT— XY RN EERTZDHFEOFMICOVWTE, TEEAFRIS —&
TOERAEBRIZ—DAT—MXVEOBELEIN N VEEF I Z2ZZRL TSV,

@ Note
LToBEHIEELTSEEL,

s PUORAEBRI —%ERTDICIE,. AWSEBTHINFEREEERBETHDY
NMCOJALTVBRRBENBH ET, AWS Organizations Ak, 77 E2AERRD
J—Z 1 DODIKFRETEET,

s SYANAURA L/ —RTUEAIF AWS Resource Access Manager (AWS RAM) % &£
ALT, EB8T7I0ARI D —2BBRAOXN—THO O NEERBELET, EET70E
ARV —ZHBAODXN=THIONERETREHEEE. HBOEETHIRNDS
DY —AHRBEZEMICTRIHXENF HYET, FHEICOVTE., TAWSRAM 1—H—F4
Ky @ TAWS Organizations AT YV —AHREBZERMICT S, 2B L TS EE,

TORAEBRIS —Z2EKTZICE

1.  AWS Systems Manager 21>V — )L (https://console.aws.amazon.com/systems-manager/) %
2FT,.

2. FETF—23URADT, [/—RTIVEAZEE] 2BRLET,
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3. [ERBARVI—]RTT, [TUOERREBR) D —&EK] 2 BIRLET,

4. [RVI—RAT—RMAXU RN EI2IVIZTIORAEBRIVS—HAORIS—AT—RXVRNZEA
HLET, HBSHAUHAZEENTVD (WO TILAT—MXU N Z2EATRE, KU —%H
BIZERTEET,

5. [TOERAREBRIS —ZEK] ZERLE T,

Amazon Q ZEAL T Y ANV BAL/— RT I EADOERR) S —2HEKT S

OX > RZ 42 A® Amazon Q Developer 2R3 &, V7RV ITHREODESESTELZAETH
ABAEYR—NFRBHEENET, DYAN D ERAL/—RTIVEADHE. Amazon Q &, R
)—OA—ROERBRTEFR, RU—AT—MXMNOOWBEICKY), ABRD > —&4E
RTBBRICKRILEET, UTOBEHKIE, AN RSAHAD Amazon Q AL THERRRI S —%
ERTBDHEZRLTVET,

A—ART—ADEE

ARR)—ZHERTEIHRDDODATY SIF., I—AT—RAZHBICERT DL TT, HlAEF. Bl
T Environment:Testing 2T &H D2/ —RAOT VAV I IANZEEBNICERETEET, £
=, ¥B DN TEMP THESHEAIZ. Environment:Production 29 %2/ — RAD HEE
REPARPICIERTDCEETEET, Tier:Database XT&EFE D /—RIZDVWT, 220LAXI
DFEHERZVEETDEETEERT,

BEDFTIAT, B3RV —FLERFHGERIORI Y —KERRUEL)EBRETEXRT, TOL
O, A—AT—AEREBILHFEBAT MU RN ERETIEHICHEZRI S —OBEZAEICE
RIDIEZHBHOLET,

ARREZEY NTY 7T

ARRV—ZERTDINRSAHAD AmazonQZ2 A4 AN—=ILET, ANV RSAVH
M Amazon Q DA AR —=)LIZ2WTIE, TAmazon Q Developer 2—%—7#4 R4 @ Tinstalling
Amazon Q for command liney ZZBL T EE L,

T, AWS RFAXVRNOMCPH—N—ZA AR =—IILTBEz2H8MHOLET, <D MCP
H—N—E, AXRTAHAD Amazon Q Z&H O RFIX MY —RAICEKELET, O
RSAHD Amazon Q £M MCP OEADEFMIC DWW TIE, TAmazon Q Developer 1—H'—H 4
K1 @ TUsing MCP with Amazon Q Developery 2B L T &V,

AWS RFI XN MCP H—/N—0OFFMICDOWTIE, TAWS Documentation MCP Servery &3
LTLEETW,

Systems Manager T Y ARA VY RA LTI ER%ZRY NT YT T3 162


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-installing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-installing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp.html
https://awslabs.github.io/mcp/servers/aws-documentation-mcp-server/

AWS Systems Manager d1—H¥—HA R

FEAWSCLI Z4 AR —=)LLTRHRELTVAEWVWEEIE., 1AM —J)LLTERELET, FHMICO
WTlE., TAWSCLI OFHF/N—23a >0 AM=I)LEEEEH, 28BLTLEETL,

ARRIV—OANBZRKTS

A—AT—AZRELTREZEYRNTYTLES, RUS—ORABEHRRTEET, £ICI1—RA
T—AEREICK>T, FRAITZIERBRI—ERAT MV RNORATHFRENET,

BEODRIY—OBEAFENTABEEY. RUZ—OAF—ICHITIFHMBHRIVEREEE.
"/ —ROERBRV—ZEHTE1 BLTLUBORNEY VZZRLTIKEEY, ChsohEY S
T, RUS—OFESEZFHL<HAL, RANBAT—MXZRMOHIZRLTVET,

LTOFERE, O RZAZHAD Amazon Q 2R L TERBRV S —ZERTDHEZRL TV
£9,

® Note

Amazon Q Developer lF 4K Al ZFERALET. LAR AORKRIANVEBICKDFZEEN HYE
T TAWSEEHD AR — ZSRBLTLSEEV,

AN RSA2HO Amazon Q 2R L TERRU S —ZERTBICIE

1. —ZFI)EHE. AmazonQ &NtV 3 EZRBLET,

$ g chat

2. 7O7RhZABL, ETEIRVS—AT—MXVNOBEZRRLET, flRF. AEFERY
—OEIROTFIAEFERAL T, AOTOY T NEANTEET,

Create a Cedar policy statement that allows a principal to use the
“getTokenForInstanceAccess" action for a resource

that has a tag key “Environment” and tag value of “Testing”. Use the following
example statement for reference to verify the syntax.

permit (
principal in AWS::IdentityStore::Group::"e8cl17310-e011-7089-d989-10dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)

when {

Systems Manager T Y ARA VY RA LTI ER%ZRY NT YT T3 163


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/ai/responsible-ai/policy/

AWS Systems Manager d1—H¥—HA R

principal has organization && resource.hasTag("Engineering") &&
resource.hasTag("Production") && principal.organization == "Platform"

i

The Cedar policy statement you create must be valid. Validate the Cedar statement
using the AWS documentation provided for just-in-time node access policy statement
structure and make sure you abide by the schema.

3. Z2o7AOV7NElzALTRE, ROKSIZHAENET,

Based on the AWS documentation for Cedar policy statements and the examples
provided, I'll create a valid Cedar policy

statement that allows a principal to use the "getTokenForInstanceAccess" action for
resources with the tag key "Environment" and tag value "Testing".

Here's the Cedar policy statement:

permit (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)

when {
resource.hasTag("Environment") &&
resource.getTag("Environment") == "Testing"

};

This policy statement:
1. Uses the permit effect to allow access

2. Applies to any principal (since no specific principal is defined)

3. Specifically targets the "getTokenForInstanceAccess" action

4. Applies to resources that have a tag with key "Environment" and value "Testing"
5. Uses the proper syntax for the condition clause with the hasTag() and getTag()
operators

The statement follows the Cedar policy language structure as documented in the AWS
Systems Manager documentation for just-in-time node access policies.

4. R —AF—KMXNEFLW Cedar 77 AILICBEYF T T, BXERKRIELET, Cedar 7
LATZO REFEALVLTAT—MXNERIETDCEETEET,

5. AT—RMXUNZERIELES, Cedar 77 M I E2RELET,
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6. —IFIASROAWS CLI ON RZRITLT, RUS—OARZFEAL TSSM R+ 1
XN EHERLET. ZBRETERRIS—Z2FATRHIC. AWSTHTY R KT AWS
)—23>OID&E/—ROYTEY NeERALTEBRIS—Z2TANLET,

® Note

BEERBRIS—0FE, RFIXD MEE SSM-
JustInTimeAccessAutoApprovalPolicy THAHLENHV)ET, AWS
TFHIURBELTAWS U—23 > Z8IC1 DOBEBARERI) S —0k
FEETEET, PTUVLAEBRIV—0FE. RFI1X MBI SSM-
JustInTimeAccessDenyAccessOrgPolicy TH3XEN HY EFT, AWS
Organizations B &I 1 DOT VEREERIS — QAN FETEEXET, DRV
> —I&, Systems Manager DEFEEBEET NI NTERTIZLEN BV ET, FEIHE
RBRVD—OWBRICETIHENEE. 8D SSM RFIXNERUTY, FHMICOVT
l&. TCreateDocument; ZZ8BL TS E&E L\,

Linux & macOS

aws ssm create-document \
--content file://path/to/file/policyContent.cedar \
--name "SSM-JustInTimeAccessAutoApprovalPolicy" \
--document-type "AutoApproval"

Windows

aws ssm create-document A
--content file://C:\path\to\file\policyContent.cedar ~
--name "SSM-JustInTimeAccessAutoApprovalPolicy" »
--document-type "AutoApproval"

PowerShell

$cedar = Get-Content -Path "C:\path\to\file\policyContent.cedar" | Out-String
New-SSMDocument °

-Content $cedar °

-Name "SSM-JustInTimeAccessAutoApprovalPolicy"

-DocumentType "AutoApproval"
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T, BV A UREO—BEMERDCENTEEFERT, EYIIAVRERERFIXNDODAF—TICOV
TR, "™y 2a RFIXKNAF—N, ZSRLTLKEEL,

OJ &0 MAEICE. Amazon CloudWatch Logs TARNU =X I A7 3> ZFERATHEES
EHLET, COMEICKY, Ev>arF—2O070EHARN—L%Z CloudWatch Logs IZIEE
TEES, Y2 IVF—ROANI—Z2DTICE, I—Y—»rtEv>a>TETLEON VR,
OXR > REZEAFLEI—Y—0 D, Y>3 2F—%H CloudWatch Logs ICARNU—Z 2 TJ&Enik-
BRORALARTBE, EERFMBRNISENE T, V> a0F—REANV—Z2T9%5
&, OJ@FE JSONFERT, BEFOOTY U123 EOREICRIEET,
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he BREYAVHBEREETARILEY IV ELAATINEREICEZRETDIONIRANTS
ITAATY, ChSOREZFEATRIE, I—Y—HFTP7IVERAVIVIANTERENCKERKRY
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J—=RT7OEADEY A VEBREZEHITADAEICOVTHALET,
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TSYARNA U RA L/ —RT U HEAD Session Manager lE51{t & RDP iEe&RICHER T3
AWS KMS F—IZ&# ' F— SystemsManagerJustInTimeNodeAccessManaged & X J &
true TRIUMFHITBIHENHYET,

KMS F—0 X T F T OFMICDOWTIE., TAWS Key Management Service RO Y /N—7j
4 Ry ® "Tagsin AWS KMS, B L TS &V,

YD IAVREEEHMITSICKE

1.  AWS Systems Manager 1>V — )L (https://console.aws.amazon.com/systems-manager/) % B
2FT,

FTET—=23RA20 [BRE] 2BRLET,

[DYARUBRAL/—RTOEA]| 2T ZBIRLET,

[EY>arEEI V23 VT, RE] 2ERLET,
DEIZISUTEMNERELCOTEROREZEML. [RF] ZBRLET,

o & @b
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EET, BHAILREVIIARNEELETOEAUIOIANODEH, A WS THV M, AWS U—
2av, VDOTANDARAT—RA, =T YR/—ROIDHFEEATVET, RE. FrY T
1)4r—=<,3 /12 Amazon Q Developer #"fiG& & h /o & T, Systems Manager & Slack 25 « 7’>
N & Microsoft Teams 724 7 R E2HR—KNLTVET, FYYNIZATNTEBHZFERATS
EEL, TUORBAVIOIARNEAREBERT VLAV IVIANEEERNTETEETERT, O, 7TI/EA
DOTANZBRETZDEHIZADY-ILICATA 2V TRIXENf BBV ET,

(R T2 EIC]

SVYANAVEBRAL/—RTOEABHAICIFYYNIZATRNERETRHIC. ROBHICEE
LTLEEL,

. EETI: IAMO—)LZEALTTADNAOCI—Y—ID Z2EELTVWRHEEE., BROREERER
ERERLBVIIAZOEX—IITRLA%Z, BERNTSNLEO-IICFBTEENT 4
E?’J‘“&Uiio Z5LB0VE, EX—/ITENOZREECBATEXRE A,

UTOFETE, SYANERAL/—RTIVERAVITIANMIBEIZBHERETDHEICDOL
THALET,

FSHYARNADEBEAL/—RTIVEAOBHZZITRNAD LS CFYYRNITZATURERETDICE
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2FT,

FTETF—=23RA20 [BRE] 2BRLET,

[YARNAUBRAL/—RTIOEA] X7 ZEIRLET,

[Frvy 923> T, MLLWITATUNERE] ZEBRLET,

(VAT RNRAT72BR] ROV TA I T, BETRDFYYRNITATURNDORATZER

L. DRN] ZERRLE T,

6. F¥YKNFTUr—<,3> M Amazon Q Developer A 8F ¥ Y NI TA T RADTIOEAR%E
FATDRSICROSNET, (FA ZERLET,

7. [FYRILEBE]| I3V T, FYYRIZGATORNFFRIICETRREZADL, ZITE
PBHORATZRBRLET,

o & w0 DN
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8. Slack BHIZRETDHEEF. BANREENTWVWSBITNTO Slack F ¥ XJLIZ "@Amazon
Qi Z2HBHELET,

9. [FrRIZRE] ZERLET,

(® Note
Slack F¥ XIASEET VLAV IV IANZEARETLREETEDRSICTSICE. Slack
F ¥ X THREES L IAM O—)LIZ ssm:SendAutomationSignal 7V AFAN HY),
FrYRRY RZECEERVD —HNHBDEEBRBLTLKEE,

{
"Effect": "Allow",
"Principal": {
"Service": "chatbot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

SYARNADEZAL/—RTIVEADBHAZZITHND RS ICE X—IBHZRET D ICIE

—

AWS Systems Manager -12 Y —JL (https://console.aws.amazon.com/systems-manager/) & &
2FT,

FTETF—>3aRA20 [FE] ZBIRLET,
[D¥ARNAVRAL/—RTOERA] 2T 2ERLET,

[EX=)]to>3>7T, [mE] 2BRLKXT,

[EX—)LDEM ZBRL, EX—ILTRLAZFHTHERTS IAMO—-)LZZBRLET,

[EX=ILT7RLA]7A—=ILRICEX=ILTRLAZADLEY, BEELELIAMO-ILICLD
ARNBEBTOEAVIVIANERENZ O, TOO-LICEEFTFLZE X—ILTR
LACBHNBEET,

7. EX=ILT7RLADEM Z2FRLET,

o 0o K~ w0 N

RDP ## #5095

VANV BRA L/ —RFTIEAICIE, Windows Server ./ — RA®M RDP ###i % 508k T D HEAE
FHYET, RDP #ZEHiZILRTBICIE. S3/NT Y MB KT AWS Key Management Service (AWS
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KMS) HARNY—XYZ—2 RF—HNHETT, AWSKMS key i, BERROTF—IFERENT
Systems Manager VYV —AICRFENDBRIC—KHICESLT D LEOICERAENET, hAXY—
NEX—DRF—F, BHLLESEETHAEETAIRHF—ChThEEYEEA, HET1 OO0
RVNFIV—230F—2FATREETENE, DYANBAL/ —RTIVERAZEMICILE
)—=23>ZEICHABY—XZ—I RF—ZERLBThEBS BV EEHYET,

SRRERETSD S3/NT Y RTKMS BEREEMCLTVSBAR. /N7y NEERICEAE NS
NDARI—IZ—Y RE¥F—ADT V1A% ssm-guiconnect H—ERAT VI NILICIRMEITIHE
AFHYNVET, CONARIN—NZR—IRF—F, BBRETEELLELDEREBRHENHYE
T, chiZlk, EREMI TR LHICHER kms:CreateGrant 7V EAHAZEH D HEN HY)
£9,

RDP E2&H® S3 /N Y NES{LNDERE
EficiRiE, ROPRERZEMICTIEZICEELE SINT Y MZRTEESNET,

S3INTY N (SSE-KMS) DF 7 AN MNDBEALAN_ALELTKMS F—%2FEAT3HE

l&. ssm-guiconnect H—E A7V /NILICF—ICHT S kms:GenerateDatakey 79> 3>
NDTIVLARAZHFTITBIHENHYET, S3/NT Y NT SSE-KMS BESLZFERATHEBEEE. HA
AI—NZX—DRXF—ZFERATHEZ2EHOLET, BEOHITHEHE., DAXI—IF—IR
F—OBEENFSNEF—RIV—ZEHTEDLHTIT, AWSYFR—IJRF—DF—KRU>—%
EHIBD_ERETEEREA,

/A Important

TSYARNA U RA L/ —RTF U HEAD Session Manager i 5{t & RDP ie&RICFER T3
AWS KMS F—(Z & *— SystemsManagerJustInTimeNodeAccessManaged & X J {E
true TRUINHTITRIHBENHYET,

KMS ¥F—D X I IFOFMICDOWTIE, TAWS Key Management Service RO Y /N—7j
4 Ky @ TTagsin AWS KMS, Z8BL T &,

RDAARI—XXZ—I RF—RU—ZFERAL T, SSAKNL—20O KMS £F—A0 ssm-
guiconnect Hy—EAT7VEAZHALET, NAZXN—NXRX—TJ RF—OEHFHICOVWTIE,

"AWS Key Management Service ROAY/N—HA R, O "F—FKRV—DEE, 22RLTLKE
=0,

& example resource placeholder Z1—H—BHEOBRICBEBRAET,

« account-id &, EHEEZHBRIDAWS THIRDIDZRLET,
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« regionld. S3ANTY NNFNUETD AWS V-3 ERkLET, (NTY NFEHOV—-23 >
hPoNBEEZZETZHE, * ZFEATEET, Hl: s3.*.amazonaws.com, )

® Note

T HD> KB AWS Organizations QEBICE L TWSHEE. aws:SourceAccount DD
VIZARD) S —® aws:SourceOrgID ZEATEE T,

"Sid": "Allow the GUI Connect service principal to access S3",
"Effect": "Allow",
"Principal": {

"Service": "ssm-guiconnect.amazonaws.com"

},
"Action": [
"kms:GenerateDataKey*"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"

},
"StringLike": {
"kms:ViaService": "s3.region.amazonaws.com"

}

RDP #ERZEREITADLSICIAM T IV EAFAZRET S
FYANADVEBAL/—RTIVEAZIAMT VEAFANBEICZDZED, RITIIBENHD X
AVICEDVWT, FATAI—H—PO-LCHLTUTOT IV EAFTENETIHREN B E
EE

BEHRZRBRIDLDICHRETDLODOT I EAFA

RDP ##i 2RI AR DICKETRICE. UTOT IV EAFANLETT,

* ssm-guiconnect:UpdateConnectionRecordingPreferences
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* ssm-guiconnect:GetConnectionRecordingPreferences
* ssm-guiconnect:DeleteConnectionRecordingPreferences

* kms:CreateGrant

BEZRBITDLHOOT IV EAFH

SYANATDEAL/—RTOEAED RDP E#iZHUITBICE, UTOT IV EAHFANLET
EE

* ssm-guiconnect:CancelConnection

* ssm-guiconnect:GetConnection

* ssm-guiconnect:StartConnection

* kms:CreateGrant

(R T2 EIC]

BEBHEORBEEZREFEITDICE. EFTSINTYREERL, LTONTY RARUS—ZBINTEDHEN
HV)ET, Srannnnnnnitintea 1—F—HEBOBRICBEMRZAET,

N7y RRDD—0EBMAEDOFEMICOVWTIE., "Amazon Simple Storage Service 1—H—7 4
Ry ® "Amazon S3 AV —=)LZFERALENTY ARV —0EMN) Z28RBLTIEEV, )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConnectionRecording",
"Effect": "Allow",
"Principal": {
"Service": [
"ssm-guiconnect.amazonaws.com"
]

},
"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::",
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"arn:aws:s3:::/*"

]I

"Condition":{

"StringEquals": {
"aws :SourceAccount'":"111122223333"
}

RDP i DB ML ERE

LTOFIETE, ROP EHOLEREBEMICLTRETDHECODVTHALET,

RDP #GiR R ZBMLB L VRET S ICIEF
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Y2 I EROTYITO—REELED SINTY MNEBIRLETD,

REFROT—INERE NT Systems Manager VY —AICREFEENDIBIC, F—F20O—BEH
BESKICERATINAZIN—NFZF—IRF—ZBRLET, (ChE. NTY NOBESILICHE
HAT2EDEREBDIHAZIN—ANR—IRF—ICTRENTEEXRT, )

[RE] ZBIRLE T,

RDP ##t DR\ AT — X AfE

RPD G ED BN B AT —RABRROEL TT,

« Recording - #E#tFREER T,
« Processing - /KR T LER, BESfREBEATVET,
* Finished - EELGKR TRE: ERF|FEOHENf EEICLEBE O, BESHENTYNITYS

A—REhFXL L,

* Failed- RBL LB TRE, ERFEBICERENILEATLL,
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« ProcessingError - BIEMEFIZ 1 DU LOHREEE/ IZ—HARELELL, EASNBDERE
ICE, BERORFEAICEETENLSSNTY NOREIARAILLDT—EAGEEROBERT /&
AFTDOFEBENDYVET, RN COREBICHZEES, T EARREZHATLETET,

(® Note
ProcessingError &, EHROBIMEICSINTY NCATDIORNETYTO—RTS
T O AFFAHN ssm-qguiconnect Y —ERAT UV I NILIZHFEEATOEVTIESEN B
£9, £E©E51D2DEZASNBDEREIE, SSNT Y NESILICERAENS KMS F—IZ6T S
KMS 7 7 EAFFAABZ VNI ETT,

R=TYNEEETS

SHYARNAVBRAL/—RTIVEARAERETDEEIL, DYVARN UV EAL/ —RTIOEAZEY
K7y 78282 —4y NERBIRLET, 2—4 Y ME. AWS Organizations & E v (OU) & AWS
)= 3> TERENTVET, 77 7L NTRE, Systems Manager &1V —IlLztY K
TY7TTREEILBRULEDERU =T Y MDY ANV BAL/—RTIVERAIZEERE
NET, DYAMN U ERAL/—RTIVEAR, BUINTOR—TYNCEYRNTYTTBR L
£, Systems Manager FE 1>V —I)Z2tY N7 Y TIBEEICHBELLEZ—TY NOYTEY K
CEY RTFYTTDEETEEXT, Systems Manager REI V=Nt Y RTY TR EEIC
BRENBASDLEZ—TY NEHECEMTIHEF T R—REhTVEREA, DYAN XM A
J—RT7OERZEY NTYTUERTERLEZ—TYRNEEZEETEET,

UTOFIETE, S¥ARAYRAL/—RTIEADZ—4Y NEBETBHECDVTHALE
3.

=TV RNEEETDICE
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[YARNAVBRAL/—RTIOEA] 2T Z2BRLET,
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LET,
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[RTF] Z:BRLE T,

I
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LET,
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Manager 7 7 A (Bl Z(F ssm:StartSession) ZHIBRT D MBEN HET, TS5L%E
W&, /—RICERTDEEICI—H—EE|IEHE Session Manager ZFERAL E T,

A2V =L Z2ERALTOYAN D RAL/—RTIVEATEY IV ERBIBICE

1. AWS Systems Manager 12 — )L (https://console.aws.amazon.com/systems-manager/) &
EFET,

2. FETF—23URADT[/—REFLSRB]ZERLET,
3. EEIBH/—RZEBRLET,
4. [T2>3a2] ROYTHEIUT, K] 2BRLET,

BEBOFERRI)S—A/— RNOBEBBEEZHFTL TVEVEERE., TVEAVIIARNZERFTS
FSICROSNET, BEBHZANLTT I AV ITARNZEFL, BEZIXNTOEENBES
nics, /—RADOEYSZIVERBTEDRSICBYERT,

AWS CLI Z2ERALTIYARNA 2 BZA L/ —RTIVEATEY IV ZHRBIBICE

1. ROONVREEZFLT, PIORAVIVIAND—270—2RHBLET, #raettldBO 0
BRICEEBRATLIEETL,

aws ssm start-access-request \
--targets Key=Instancelds,Values=i-02573cafcfEXAMPLE
--reason "Troubleshooting networking performance issue"

BEBOERRID—ICBUT, /—RICEBHCERES LD, FHAR7OLANFRKBEIE
¥ UIOTANCFRERAIVERZBERE. LARZATRENETIVEAVIIANDID %
BEHEOET,

2. BEBIXNTOEFNIBEONDIERTEHEHLET,

3. BERINTOEBHNIBSNES, UTFOOYY RERITLT—BHARIBEBRNSENTVS
TFOELAN—=O EWMBULET, #oanttnsre, 1—F—BBOBERICBEEMRAET,

aws ssm get-access-token \
--access-request-id oi-12345abcdef

LARVATRENET VAN —DVZEEEHET,
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4. RXROIONV RZETLT, AWSCLI T—BHNBRIIEREERA L £ 9, #rareest B OB
WCBEEMZTLEE,

export AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of session token>

5. XROOXRZZEFTLT, /J—RAOEYSIVEZRIBULET., #eeese##E B OBHRICEE
Bx T EETY,

aws ssm start-session \
--target i-02573cafcfEXAMPLE

SVYARNDBRALTORAVIVIANZEETS

HEBEEIIOE>TORMEZEH S =HIC, Systems Manager FEBHAOEEEBET AT M
TFORAVDOIARNZLTVT—KNLET, AVTFA T AEHOETFZZETH -, Systems
Manager I NXTOT7 VAV IVIANZ 1 FARBFELET. UTOREY ITR, D2¥YANSY
BRAL/—RTOEAVIVIARNZERBTDIHELCODVTHBLET, CcOBHRE. 7oAV
TAREREBERNRELTVET, EEEHRODEIIC, IMMARUS—ZLE1—L, DS¥ANA>
BRAL/—RT7IVEAZEBIDLEHIMEBRT IV EAFININMEET R TVWR L ZBRELTHEL
EEBEOLET, FHMICOVWTIE, TSystems Manager TV YARA 2V RALT I EA%EEY K
TYv73%, #BBLTLEEL,
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LNEFERALT, SYARNVBRAL/—RTPIOEAVIVIANZEARELFERTEET., COBER
&, PORCAVDIVITARNEREBEZRRELTVWET, PIORAVIVITANZARELEFERTHLEH
ICRAEBERTIVEAFANBWVEGR., EEECHSBAVELESLEEZV., ROFIETRE., ¥ AR
BAL/—RTIECAV IV IANEZRARELRFEBRITDHEICOVTHBEALET,

A2V =N ZERALTOYAN D RAL/—RTIVEAVIVTARNEARTLBFERTZICE
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2. TET—23URALAUT, [/—RT7IVEAZEE] Z2ERLET,
[7OEAVOIAN 27 &28RLET,

[BADEHDOVITARN RTIILZERLET,
ERELLRETIZDTIVERAVIIANDBEICHZFIVIRY DAZFVIZLET,

AR £1zld R Z2BRLEXT,

2

TOEVAVOITANZARLULERIC, BYWEL] ZEBRLT, WOTEEARZRY BT _ENTESR
ER

ARV RZA 2 2FERALTIYANN D ZAL/—RTIVEAVIVTIARNEARTLRFEETTRICE

1. BHIOTIOEAVIOIANIDZEZEEBOET, HIRIE, 0i-12345abcdef B ETT,

2. ROOANVRZERFTLT, PORBAVIIANOERD—IV 70— #lERL &
9, placeholder values ZEHDHBERICBEE|MATVWAD L Z2RFAELET,

aws ssm get-ops-item \
--ops-item-id oi-12345abcdef

OperationalData ® /aws/accessrequest 7 41 —J)L R® automationExecutionld fE%
EZBOHET, HlIAE, 9231944F-61c6-40be-8bce-8ee2bEXAMPLE R ETT,

3. ROIANVRAEREFTLT, PUVRBAVIIARNEZERELIFERLE T, Approve >
TFHFINR2AT2ERALTVIIANEZATEL, Deny ZFHAL TV IIARNEESLE
9, placeholder values ZEHDERICBEE|MATVWAD CZ2RALET,

aws ssm send-automation-signal \
--automation-execution-id 9231944f-61c6-40be-8bce-8ee2bEXAMPLE \
--signal-type "Approve"
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DIVYV—AEEZMAD_ERFHYVEREA, TOLD, BFOREBEICEINIEUD Z@F L,
A—H—GFERR)—ZERURKRIEL TVBREETESIERELY AV EZHBTEDLSICAKY)
£FY. BRRV—ZTANTRER/ITERLS, SYARNUEAL/—RTIVEANOBITZER
TTEDELSICBETFEDIAMARU S —Z2ZREFTBIUENHYVET, HIZAE. I DANDZYARSZRA
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"Version": "2012-10-17",
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"Action": [
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"ssm:ResumeSession",
"ssm:TerminateSession"
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{
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"Resource": "*"
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BZZ2EELEVEE,. DHAF ¥ FAIBFICRITENET, Systems Manager &, & D
AF v EBRERAICKRTENDRSICATD1-I)ILET. KAZIBETS &, Systems
Manager FIEEENEBFAETHE O THSBHAFTF ¥ Z2ETLET,

6. [RTF] ZBIRLET,

7. AF Y UNRETLES, EAOFES—2 3> T BB RTEE] 28RL THBERRLE
9,

[RUWid L CMEE] MEEDREMIC OV TR, "2MCBE, 22BLTIEEL,
S3NT Y NES{LDERH

Systems Manager 2 4> R—F 1 > §% &, AWS Organizations Y N7 Y RO EFEEET
717> B2 Quick Setup (2 & 2 T Amazon Simple Storage Service (Amazon S3) /N7 Y M AMERK
NET, UL THIVRNEYRNTYTOBRE. NTYRBEYRTYTENRDTAIY MR
BFENET, cONTYNE, BIAF Y OAHICERESNEXEZT—RE2REFETRIEHICERAENNE
E

Systems Manager OS>V —ILOtEY N7V THZEIZOWTE., TAWS Systems Manager %
BETDHL ZSRLTLSEZ,

F7AILRTR, NTY RAOTF—RIEAWS HFI1—HF—IZRD>TFHAEB LVOEET S AWS Key
Management Service (AWS KMS) ¥—% AL THES{tEhET,

cn&ERFRIDO AWSKMS F—Z /N7 Y NOBESILICERATEHEETEFTT, flRRF, HAZN—
T%—2 R¥— (CMK) £ L T. AWS KMS keyslZ & 34 —/\—BIOREE{L (SSE-KMS) %
FTREVSHFENHYET, FHMICOVTIEE, "Systems Manager T® Amazon S3 /AT Y k& /N
TYRRI—OFERA 2Z5BLTEEL,

SANTY NOESILIZEI O AWSKMS F—ZFERAT 3

1.  AWS Systems Manager 21>V — )L (https://console.aws.amazon.com/systems-manager/) % B
2FT,

2. FET=3URAUT, RE] [FHSITEE] 2T OIEICERLET,
3. [S3NNTY NOBESLOER] HET, [WE] 2RRLKT,
4. [BEEUREDHAZIIAX (BE) FIVIRY JRAZERLET,
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5. [AWS KMS £—0iZiR] TET D+ —0 Amazon J Y —AZ—L (ARN) Z#BRELFASDLE
T,

® Tip
FLOF—ZEKTDICIE, [AWSKMS F—ZERK] £iBIRLET,

6. [REF ZEBRLZET,

Systems Manager T® Amazon S3/XT Y RENTY RRU > —DERA

AWS Systems Manager O 7 >~ R—F 1 7 7Ot AKIZ, Quick Setup ([C& > THBEY 7Y
FA\Z Amazon Simple Storage Service (Amazon S3) /N7 Y RA'ZEFEBET AU MIERENE
To ZVINTHADREY RTYTOHEE., NTYRNGEYRTYTENBTHIMIREESQ
7,

Systems Manager ZEAL T7U—RTREMARL -3 2RTITHET, F7O/MFKRBKL

HRENFRUTRNUERRZBETEE T, Systems Manager Tlk, FREDREED =& (Z Systems
Manager FTHAHIRPHEBOEC2 A VAR AZEBTERVWT—AERETEE T, SLE
PHARL —2 3> 0OFERIE. O Amazon S3NT Y MZRES h, BS{LHEEE ST Y KR
U/ DEAFTHREEINET, CONTY NIF—REHEHTEIEHARL—232ICO20VTRE,
roMEgE) 22RLTEEL,

INTY NESUIEEDEE

T7 )BT, S3NNT Y ME Amazon S3 Y R—T RE—ICKBDH—/N—fIDOEES1L (SSE-S3) %
FRALET,

F'S3NYV—AZRBSILTRDIEHD AWSKMS HARIY—NZX—I RF—ANDEE, THALT
WBKSIZ, Amazon S3 YN Z— RF—DORDYICHARN—YZ—T RF¥F— (CMK) AL
T. AWS KMS keys (SSE-KMS) TH—N—EIOBE{EERTDLETEET,

NTY RRIZ—DOAR

Ny NRUS—%ERTHE, BBRAOXSN—FHDY NEVCRINT D EEB<IEN
TEET, NTYNIRTBHRIYBRPEZIAKFTFA . Systems Manager I L THERE 1
EEMBRCEEOD—ILICOKIFAEINET, COLESRATLAERORI D —OARABRIZOVWTIE,
MSystems Manager BEE V=IO SSNTY hARDI—, ZBRBLTLILEEV,
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/A Warning

T7AZILRNONTY RV —2ZBEITRE, HBROXN—THOMFHABELCERL
2V, OTAITRNDA AR ADBIH N ZFTHI2 2V TEBD LS IC S AR
HYVET, CORVI—ZEETRIHEEE. HODIEEZISIEZHEHHLET,

N =R
e S3NY—RAZBEFILTDLHD AWS KMS HARZRN—NFZ—I RF—ADZEE
- Systems Manager &>V —JI DO SSINTY hKRD S —

SIYY—REESITRDEHND AWSKMS HARXNYN—TYZ—I RF—ADEE

Systems Manager OV —ILOF 2 R—F 14 2T 7O AHIC. Quick Setup FZEFEEE
7 177> ~Z Amazon Simple Storage Service (Amazon S3) N7 Y RZHERLET, cONT Y K~
&, BEZ VTV IVORTHICERENLZHENT R E2REITDILOICERAEThET, F74)
hTlk. SONT Y M Amazon S3 Yx—T REFE—IC&BH—/N—EIDOES 1L (SSE-S3) AL
£9,

ORIV —OIATVICDOVWTIE, TSystems Manager f#it& 1>V —J)L® S3 /N7 v KR
)2 —, ZZRBLTLKEE,

L. AWS KMS keyO RO VW ICHARY—NZF—T RF— (CMK) ZFERHL T, AWS KMS keys
IC & BH—N—RIOREE(L (SSEKMS) ZEATB L TEET,

CMK ZfEf ¥ % & S I|C Systems Manager Z5&ET D ICIE. UTORRAVZRITLET,
RAD 1. BB EZOCMK 2T ZEBNT S

AWS Systems Manager l&, XOF—EBORT TRIFHFENRTVWRIHBEICOHK CMK ZFEAL F
9,

« F—:SystemsManagerManaged

- {E: true

ROFIEZFEAL T, CMKTS3INT Y N EBESILIRDLHODOT I EAEZRFELET,
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BED CMK IR T ZEMNT 2 FIE

1. AWS KMS 12V —JL (https://console.aws.amazon.com/kms) ZB& £ T,
EQOFET—232T, [AAEN—NXZ—I RF—]ZBRLEXT,

AWS Systems Manager TEA T2 AWS KMS keyZiEBIRL £9,
(27127 Z28RL. RIC [fmE] 2BIRLET,

[T %zEm ZZ#IRLET,

UTOHREZERITLETD,

o g kA w0 DD

a. [Tagkey (®%7#F—)]|C. SystemsManagerManaged E AZLE T,
b. [ZJE]IC true EABLET,
7. R EEBIRLET,

BAV 2 BEOCMKF—RU—2ZETS

ROFIEZMEAL T, AWS Systems Manager ®O— )L 1—H—ORH V) IC S3NT Y NEESIL
TEDELSIC, CMKOKMS ¥F—R)>—ZEFHLET,

D CMK ¥—RU>—%2ZEITBFIE

1. AWS KMS 12V —JL (https://console.aws.amazon.com/kms) ZBI& £ 9,
2. EQOFET—230T, [AAEZI—NZR—IRF-]ZERLZEXT,

3. AWS Systems Manager TEMRA T % AWS KMS keyZiEIRL £7,

4. TORARDI— BT TiRE 2BRLET,
5

RD JSON ATF— KX N%E Statement 7 4 —JL RIZIBIIL . ##sssssssZimBOBRICE
EP|RAET,

AWS Systems Manager ICHA >V R—F 1 T ENTVRHEBAOITXNTOHO AWS FHU N ID
%, Principal 74 —=J)LRICEMITIUEN BV ET,

Amazon S3 A2V —)TELWNTY REZRDFBICRE,. ZEXREEETHIMT. do-
not-delete-ssm-operational-account-id-home-region-disambiguator M D
NTY hZIRLET,

"Sid": "EncryptionForSystemsManagerS3Bucket",
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"Effect": "Allow",
"Principal": {
"AWS": [
"account-id-1",
"account-id-2",

]
}I
"Action": ["kms:Decrypt", "kms:GenerateDataKey"],
"Resource": "*",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-bucket"
.
"StringlLike": {
"kms:ViaService": "s3.*.amazonaws.com"
},
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::*:role/AWS-SSM-*"
}
}
}
® Tip

F 2k, aws:PrincipalOrglD Z#F¥—%ZFRAL T CMK F—RU—Z2EFHITHEICK
V). AWS Systems Manager I CMK AD T IVt AZHATDEETEEXT,

X A% 3: Systems Manager 52 E T CMK Z18ET %

FERO2D2ODRAVZRETLES, ROFIEZFEALTSINTY NOBESILZZEELET., COE
FiC&kV), BBEMRTS N Quick Setup R E 7 O AT, Systems Manager ¥ CMK 22 (7 AN
EOOTIEAFAZEMTEDLSICBYET,

1.  AWS Systems Manager 21>V — )L (https://console.aws.amazon.com/systems-manager/) % B
2FT,

2. TET—>23URAUT[RE] Z2ZEBRLET,
(BB LTBE]I 27O [S3NTY NOBSLOEH o232 7T, @wWE] 2BRLET,
4. [BEAREDHAZIIAX (BE)NFIVIRY VAZBRRLET,
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5. B%

(Q

RYDAT, BEOF—0 ID 2B RTZH, BEOF—0O ARN 28 FHET,
6. [R7EF] ZERLET,

Systems Manager SFi& 1>V =)L ® S3 /N7 v KRR —

COREYOTIE, HBELEE—THT> N% Systems Manager EEA Y =LA R—F 4
> 79 BRRIC Systems Manager IC& 2 THERE N D Amazon S3/NT Y MRV —IZDVWTEHAL
F7,

/A Warning

T7ZILRNONTY RRUSD—2ZBEITRE, HBROXN—THIOMFHABELCERL
2V, OTHAIRNDA VAR ADEHE N ZEFTAIM2 12V TE S LS ICEDAREMED
HYVET, CORVI—ZEETEIHEEE. HODIEZISEZHEHHLET,

D Amazon S3 /N Y RRUS —

ZWINT Y N&, #8#%Z Systems Manager ICHA > R—F 1 TFTBBIC, ROFTxILENONTY
RRD>—ZERAL TERENET,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyHTTPRequests",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
1,
"Condition": {
"Bool": {
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"aws:SecureTransport": "false"

"Sid": "DenyNonSigV4Requests",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringNotEquals": {
"s3:SignatureVexrsion": "AWS4-HMAC-SHA256"

"Sid": "AllowAccesslLog",
"Effect": "Allow",
"Principal": {
"Sexvice": "logging.s3.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/access-logs/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "operational-account-id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:s3:::amzn-s3-demo-bucket"

"Sid": "AllowCrossAccountRead",

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/actions/*/

${aws:PrincipalAccount}/*",

"Condition": {
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"StringEquals": {

"aws :PrincipalOxgID": "organization-id"
}
}
},
{
"Sid": "AllowCrossAccountWrite",
"Effect": "Allow",
"Principal": "*",

"Action": [
"s3:PutObject",
"s3:DeleteObject"
1,
"Resource": "arn:aws:s3:::bucket-name/actions/*/
${aws:PrincipalAccount}/*",
"Condition": {
"StringEquals": {
"aws :PrincipalOxgID": "organization-id"
},
"ArnLike": {
"aws:PrincipalAxn": [
"arn:aws:iam::*:role/AWS-SSM-
DiagnosisExecutionRole-operational-account-id-home-region",
"arn:aws:iam::*:role/AWS-SSM-
DiagnosisAdminRole-operational-account-id-home-region",
"arn:aws:iam::*:role/AWS-SSM-
RemediationExecutionRole-operational-account-id-home-region",
"arn:aws:iam::*:role/AWS-SSM-
RemediationAdminRole-operational-account-id-home-region"

]
}
}
},
{
"sid": "AllowCrossAccountListUnderAccountOwnPrefix",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",

"Condition": {
"StringEquals": {
"aws :PrincipalOxgID": "organization-id"
},
"StringlLike": {
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"s3:prefix": "*/${aws:PrincipalAccount}/*"

}
}
}I
{
"Sid": "AllowCrossAccountGetConfigWithinOrganization",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetEncryptionConfiguration"”,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": "organization-id"
}
}
}

B—F7HI> KD Amazon S3/N\T Y RS —

PWNT Y N&, BE—FHJ> ~N%& Systems Manager AV R—F 1 T FBEIC, AOFT7 =)
NONTY RRUD—ZFERAL TEREIhET,

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyHTTPRequests",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
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}
}I
{

"Sid": "DenyNonSigV4Requests",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringNotEquals": {
"s3:SignatureVexrsion": "AWS4-HMAC-SHA256"

Systems Manager T® Amazon S3 /N7 Y RENT Y RRU T —DERA 214



AWS Systems Manager d1—H¥—HA R

AWS Systems Manager Y — )L O ER A £

Systems Manager @Y —JLIZIETO 4 DOAFTIVNFHYVET. UTORFIXD NTlIE, AWS
Systems Manager D& £ EBY—I)ILE, TOEY NTFYTHRCFERAAEICOVWTHALET,
FBATIVORT &IV ITRE, BY—IIOFENIrRRENET,

J—=RY—=)

RNE=DR/—REGF, NAT VY REXUIILF I T RIRET Systems Manager THEA T3 &
SICREENEEENONT VT,

Compliance

NEZF—R/—ROT7V—RNEAFYL, NVFOAVTSAT U AERENDEAEMERET
32k, Compliance ZERALET. BRODAWS 7HIOU KN EAWS D=3 A5F—4%
INEEL TEETL, TRICERLTVEBEVEBEOUY—AICRUILA DIV FTBDENTEET, T
7AINKNT, REI> T T4 T > Ak Patch Manager ®/\NY FERA, # &V State Manager 0 B
EBNFICBEIRIRENAVTSATUVAT—RERRILET, Y —EREDAZIAL AL, ITF
FRESZXAOEHIZESV BNV TSAT UV ARA T2 ERK TR EETEET,

TAANIELI—Z—

Distributor IC& V), F7O4NY T—J R L TIYZR—I R/ —RIZEBRL %Y, Distributor
T, BAOVIRNDITZNYT—FLEEAWS ZREEHITZ I -2 NYTRNDITNNY
T—=< (AmazonCloudWatchAgent 7% &) Z#R L T Systems Manager DN X— R/ —RICA >
ARN=LTBDENTEET, OTNYT—2&A4A2ARN=)LU =&, Distributor ZFEAL T
FLWNYT—=N=2320F A2 ARN—ILEBAVARN=ILTED., HILLELEBGEES
NET7T7PANEEMTRATL—AEHMERTTEEXT, Distributor FY 7RI ITT/NY 7—
TIEEM) Y —A% Systems Manager DY X— R/ —RICKITLET,

Fleet Manager

Fleet Manager &, ffe@Echk1—H—A2X—TIAAU)ITITARDVIVATHY, /—R
BUE—RDSEBEEBIDEIC’RESET, FleetManager T1 201V —=)ILAST7U—KrE
BOEEHENTA—XVAARAT—RAEBRTEET, BAOTFNAAREA VARV ANLS
TF—RERELT, AVV—ILrS—BOBERNTTILII—FTAVIEEBRAVERITTARC
EETEEXRT, cnlllE, FALIMNVETT7TAILORBDKRR, Windows L ANVUEE, 7
RL=TFAVIIRATLAOI—H—BBBENEENET,
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Hybrid Activations

NATVY REREILFITIRBENDIFEC2YI VEIFR—TI R/ —RELTEY RNT Y
TRk, NATVYRTFIOFTAR=23BERLET, POTAR—2IAUNETLE
5, POTAR—=232O—REIDZZFERYET, COO—RE ID DEKEDEIE Amazon
Elastic Compute Cloud (Amazon EC2) D7 VA ID £2—JL Y KN F—DOKSICHEEL, Y
Z—U RA VARV AN S Systems Manager Y —EANDZEBT UV EAZAREICKY ET,

Systems Manager ZEA LTIV FNA A ZEBITRHE. TVZTFNAARAAOTIOT 4 R—
AVEERTDIEETEERT,

Inventory

AYRYRJE, RZ—VR/—RABOYTRITITAIRY NUORETOEAEEBILL
£F, AVRYNUTTZUT—23>, 7740, AvE—FV R, Ny FRECHETDAL
F—RERETEET,

Patch Manager

Patch Manager ZfERAL T, X1 VT BEEEZOMHOT Y T7F—ROBATNR—I R/ —
RICNY FERTS7O0AZEE{LLET, Patch Manager 2R T3 &, ARL—FT 1>
DOATLAET 7V r—>23 2 0@AICNY F2ERTAENTEERT, (Windows Server T
&, 770 =23 >o8R—KNE&E, Microsoft XV U—ALEFT7VTr—>a > OEFICHREE
nNTVERY),

COY=)REIZ—R/—REZAFYLTRENY FEERL, X ZFEAL TEBIEE
BNYNRZR—D R/ —RORIIN—=TICXEZNYFRBERAITSDEZEZEHRLET, Patch Manager
FENYFR—AZA & FERAL, V)—APSEBURICNY FEBBEARTDIL—IL &, &R
BEEBBFRNYFOUVARNEEFNRTWVWET, Systems Manager DX TF AT 42 R
BRAVELTNYFERTITDELODIATT1-)Td Ll EFaVF14NYFaEH
WICAVAR=ITE, FLEEFVOTEFFIVRTIZR—DD R/ —RINYFEBEATESE
¥,

Linux ZRL —FT 4 T AT LDEE, NYFR=AZA0—B LT, NYFEHAR

L—>3a IlERATRALARDNIZERETEER T, chilkl), YNRXR—IJ R/ —RTRES I
LARDNDERGBREL, BECAELRSNUDISOKEFHRIOTSLNAAN=ILEaND
CEERIELET, Linux DFE, ARL—FT A VI ATLOEFIVTAEHFELTHES
NTVWBREDETTEL, XX R/ —RTEDESIBNYT—TEEFHITHIHEN DY) EF
T FEDSINT Y MIEBENBDNYFLA—NEERTEDEETEET, 1 DOV ER—
SRI—ROBE, LA—MNINDVICERATSNEITXNTONY FHENfrEENET, IXNTO
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NEX—IR/—RIZETDILAR—BITR, RFTLWAINYTFOHRICOVTOBEDHARAEH
£

Run Command

Run Command 232 &, NEX—J R/ —ROBREE., ZLICVE—NTAREBEICEET
BCENTEET, RunCommand ZFAL T, B+ FEEBEEEDODNZR—T R/ —ROZ—
Fy Rty RNMIRULT, PFUT—232>0FH, £k Linux 2 TI)LAT U7 NE Windows
PowerShell AN ROETEVLEEEEZ A FI RTITVET,

£y aYRR—Tr—

Session Manager IC& V), A VRSOV TATRT SO R=ADIT OV O T)EEE
AWS CLI Z#5t LT, I Y2 F7/V4 A& Amazon Elastic Compute Cloud (Amazon EC2) 4 > A&
VAZEBTEET, Session Manager l&, 12 /NV RIR—RNZHWVWEY, BABRANZH
BLEY, SSHFXF—ZBBLEYTEIHRENEL, ZE2TEETELIVISFNAAEAN VAR
VANEBEERBRLET, FERIC Session Manager Tlk, TYZFNAREA VAR AN
WEnizF7 oA, BEBEFIVFATSI9TA4AR, TYVYDFNAREAVARRANDT D
EAHMBEESC TS ICEEAEAOJT EMXBLEIDLER) D —OEFEAEICLODD, IR
I——ICRL TR, TYDPFNAAREEC2AVAZRVAANDI VOV Y VICKBEEEIOR
T5YRNTA—LAT IO EAZRMBLUET, Session Manager ZERATBEBE. 7RNAVAN Y
AR VABEEMCTEIMBEN HYET, 5FMICOVWTEE, "TPRNCAN AR AEZR
MCTBICEL ZZRLUTLSEZ L,

AT—HMR=T¥—

NEZ—IR/—REEBENLEREBIIHERFIZLOOTOCLAZBEBLTSICE, State
Manager Zf£fA L £9, State Manager ZEAL TNR—J R/ —RAFAXR—KT Y TRHICHE
NDYT7RITITFTTT—RNARNTYTEHN, Windows RXA > (Windows Server ./ — RD &) IZ#5
BTN, FLEEBEODVYIRNIITEHFTNYFHABEATIhDEEZRIALET,

TEEEY—)L
Automation

XOTFFAREFTO/MTO— BN BERRAVZBEBLTSICE. - X—3 0 ZFEALE
To A—NX—2 3> &FEHTSE. Amazon Machine Images (AMIs) DEREEFH, RS A
N—=EI-CIVNOEFH7OTZLDOEM, Windows Server 1 VAR ATHO/NAT—R®D
Y M LNux 1 2AZVATHOSSHF—OUEY N, OSNYFEEGTIUT5—23vE
7O S LAOBANTEEICEY)ET,
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Change Calendar

Change Calendar Tl&, (Systems Manager Automation 5> 7Y OB ET)IBELEFT V> 3
VEAMNS TAHIUN TRITTED, FLEETTERVHRFOHEBEZRETE XY, Change
Calendar Tld, chsDEEZ AR NEFTET, Change Calendar T KN ZER T S
&. ChangeCalendar &4 7'M Systems Manager RF 1 X KA ERENFEF, Change
Calendar Tl&, RF¥ 1 X2 KNIZiCalendar2.0 F—A2NF 7L —2TFAMERXTRES 1

£ 9, Change Calendar T R UJICEBMU AR ME, RFIXNO—FICHYE

9, Change Calendar 1 VX —T7 I A ATAR NZFETEMLEY), .ics 774N %FER
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S

Change Manager

Change Manager &, 77U —> 3> OBRERA VI TZARNTZIVFYICHTRIERLNOE
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)—232 OO AWS THIVKN ICEENBPEEZEEBTEERT, k. O—AHILTHY
VhEFEALT, BE—OAWS 7HIU N OEBEZBETEET, AWSUY—REFVTLIA
DY —2A0WEBICHTZEEZEE T SHEIC Change Manager Z AL £ 9,

Documents

Systems Manager RF I X2 K (SSM RF 1 X N) [, Systems Manager H"E£179 2 &%
EEELET, SSM RF 21X MR AT IZIE, State Manager & Run Command TERAE 3
Command R¥F 1 X K%, Systems Manager Automation TR & 1% Automation 5> 7 v &
BENHYET, Systems Manager IClk, RITHFICNTAXA—2 % L‘CEFH‘C?_?%%WJFWE
BEADORFIX M BTHHEETNATVET, RFIXD NI ISON X YAML TR ZENT
& A HEETBNSA—ZBLVATY THEENET,

XVTFVAITARY

Maintenance Windows Z#AL T, EZJXATUTFT A AINBARL =230 ZHFMTd e
<. NYFXREFTOTSLDA VAN EBENBEBRIRAIVEEFTITDELDIC. YX—T RA
VAR AOEHNBAT 1 —-)L K ELE T,

Quick Setup
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W&E T, AppConfig l&. Amazon EC2 41 > AR A, AWS Lambda A7+, ENAILT TV
Jg—>3a>, TYSFNAARATRARNENTWVWR 7 U T5—>3a>TERTEES, 7705 —
AVHRENTTOAMBOIS—&H <, AppConfig IZIENUF—RZAEENATVET, N\
)F—REBLFIVIOFLERFEITAVIOFIVORZERLT, T7O4TBRENERL
EEBYICBETRZ L EEIELET, AppConfig RERENTF 7O/ F, F7Usr—>3av%zE
“RUIULTTFTOAMNERICERENECEZERELET, DATATIS—NIERELES
B, FERTF7OSMNCK2TTS—LNFFBUOHE N ZHEES, AppConfig FEEZO—I)L/NY UL
T F770r—>2a 11— —-A\OFEEH/PRICHAET,

Application Manager

Application Manager (&, DevOps TS ZFHA T 7V —23a > EV9FAX—OATF AN
TAWS VY —ANEEZRES L TMEETBHRICEZILSEE T, Application Manager Tl&k, 7
V=23 @1y NELTEMETD AWS VY —RAOWMEBIIN—T"TF, cOREBI I —
T, T7VT—23>0EEREFRBN—232, ARL—X—OFBH#HOER, 7ROV /N\—
REBERRT ENTEET, Application Manager & Amazon Elastic Kubernetes Service
(Amazon EKS) ¥ 7 A& —& Amazon Elastic Container Service (Amazon ECS) 7 2 A X — O WA
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CloudWatch Dashboards
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DTHY), IV 1R—REFEAITNE, BBV —2a3aICFKEN>2TVWBEIY—ATE, 1
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AETRENTEET, BEEOSVREEZIFEL 125, Systems Manager DY —)LTH B
OpsCenter Z A L T Automation 5> 7Y 9% R{TL, BEEZMATEET,
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STV VERBLTVET, RRAEBHARZLT—R% Opsltem CEICIEETRENTE
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BELTEFT,

Systems Manager ZfEAL 7=/ — RX ATV DREIT

cOFI1—KRUTIICKY), AWS Systems Manager DERZFAKBTE £I, Systems Manager (C
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1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBEE £ F,

2. EC22VY—=IAYv<1R—RKRAS, [Launchinstance] (1 VAR AZRETD)RY VR
KT [Launch instance] (f VARV AZRENT D) 2B, RRENDF 73> H 5 [Launch
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4. [/—RTF7O23V|XZ21—-7T, [Z—ZXFI)tv>a>orKk] 2BRLET,
5. [Connect] (###t) ZZBIRLE T,
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COFI—RNITILACERLIERXZ—DRAVARVADBRENTTLES, BTLET, 1A
BUAEKRTIRDE, AVARVARRENICHIBRENET,

AVAZRVAZRTITBRICE

1. Amazon EC2 2/ —)L (https://console.aws.amazon.com/ec2/) ZBEE £,
2. FEF—23URAVT, M VARVAIZBRLET, 1 VARVAD—ET, /1 VARXVA
ZERLTLEZ L,

3. [Instance state (£ > A X > ADIREE)]. [Terminate instance (1 > AZ > AN T)] OIEIZEIRL
TLEZL,
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Hub Tld. BBEEOEFIVFATFS—NEAVTTAT O ARRZBRENICHERETEEXRT,
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LAD—0THY), ABIFGAEND 7 O7 7 1)L % GitHub % 7=l& Amazon Simple Storage Service
(Amazon S3) THERTEET, TND#E, Systems Manager 2R L TCAV T SA T AAF Y
ZRITL, BUEEFFEROIR—T R/ —RERRTEFET, FMOVTIE, MSystems
Manager Compliance T Chef InSpec 7O 7 74N ZFEA TS 1 ZSRLU TS EE L,

BEIVTTAT AR, BRREELTREENTUET, SEER. FALEAWS UY—RK
HUTOHBEERINET,

AEN

s BEAVTZAT AOFEABKEZE

« Compliance O U L AFFAI DERE
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ETLTVWBCEZHERELET,
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NYFOAVTSATAZEZRITTS
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BRELET, REAVTFATATNYFO
AT ZAT VAT —RERRTBICE. TO
AIlC Patch Manager ZfEA L T/VY FERER
EZRITLTHLKBENF HYVET,

EEMNGOIATIAT O AZEZRI TS
%154k, State Manager M BIEF (T ZER L
Elez®RBLET, BEIAVTSAT VAT
EEMNGOIAV T AT AT —RERTTS
ICIE., TORICEEMTZERL TEKHBEN
HVET,

(A723) AT AT ABEBE LCEE
DEFAFRRENDEIIICATLEZREL X
ER

(A723V)AARRLADAVTZATVAREAT
ZERLET,

(A723a2)DVY—AF—2EHEERL T,
X —%7"Y N ® Amazon Simple Storage Service
(Amazon S3) N7 Y RADOINTOIAV TS A
TOAT—2 &5 LET,

AR

Compliance D7 7 L AFF A DEE

AWS Systems Manager Patch Manager

AWS Systems Manager State Manager

VITFAT UV ANDKREBEEZE DB DFK
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Compliance 7 U AFF A DFXE

EFIVFTAORANTZO9T14ARELT, XR—J R/—RTHEHAE 15D AWS Identity and
Access Management (IAM) O—J)LZUTOT7 JEAFATEHL T, /— RA" PutComplianceltems
API 702 a> sl T2MEEEHIRTDICEEZHHNOLET, COAPIFTU> a2k, Amazon
EC2AVARVARNZ—I R/ —REBE, BEENEVY—RIZAVT ATV AZATRED
MO TSA T ADFMZRZHRLET,

J—RH AmazonEC2 A VARV ADFER., 1 VARV ATHAEND IAM A2 AR AT O
T77ANEROT IV EAFATEMTILEN HV)ET. Systems Manager ICL > TEERETID
EC2AVARVADAVAZRVATO77AILOFEMIZDOWTEE, "Systems Manager ICAEEZ A
VABVADT VAU ZRETD ) ZSRLTIKEEV, fIORXATOIZ—I R/ —RTE.
/J—RTEAETIAD IAMO—)LEZROT IV AHFATEHRLET, FHAICODVWTE. TIAM 11—
H—HA R, O TO-LICHITBT IV LAHFATZEH TS, 28RBLTKEEV,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:PutComplianceIltems"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:SourceInstanceARN": "${ec2:SourceInstanceARN}"
}
}
}I
{

"Effect": "Allow",
"Action": [

"ssm:PutComplianceIltems"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"ssm:SourceInstanceARN": "${ssm:SourceInstanceARN}"
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TZET, Compliance D1z D )Y —AF—XREHDORER. 1 EHRRY OBRIETT,

IXROFIEIZHE> T, AWS Management Console Z £/ L T Compliance 7= D 1J Y —AF—2[E
HOERZITVET,

VY —ATF—2ORHAIC SINTY heERLTHRETZICK (A2 V—I)

1. Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZF& £ 9,

2. KFHENLEOADT AT UOAT—RZ2REFITDINTY NEERLET, FHICOVT
l&. Amazon Simple Storage Service 1—H'—H4 RO "N Y hOER, Z25RBL T EE
Wo NTYRBEFTNZERLEZAWS =232 ZEZBHET,

3. N7 v NEBHE, [Permissions (7 V£ AFFH)] &7, [Bucket Policy (/A7 Y RR > —)] DJEIC
BIRLET,

4. RONTY RRDD—2IE—L, RUI—ITF 4 RIZBEY ST E T, amzn-s3-demo-bucket
& Account-ID &, EXLISINTY NOBBIERBME AWS PHU N IDICBEHRAE
¥, EE T, Bucket-Prefix % AmazonS3 7L 74 Y OA(HT7F4LIUKN))ICBEHRR
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "SSMBucketPermissionsCheck",
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"

}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"

"Sid": " SSMBucketDelivery",
"Effect": "Allow",
"Principal": {

"Sexvice": "ssm.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": ["arn:aws:s3:::amzn-s3-demo-bucket/Bucket-Prefix/*/

accountid=Account_ID_number/*"],

"Condition": {

"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control"

}

)Y —ATF—2OEBEEKTDICE

1.

AWS Systems Manager J122 Y — )L (https://console.aws.amazon.com/systems-manager/) % B
EFET,

FTET—232RA2T, [Fleet Manager] ZiZIRL £,

[7AHTY RNEE] [VY—AT—20OEH] OMEICERL, [VY—ATF—20ORBOEK] 28
RLFET,

[Syncname] 7 41 —J)L RIC, EHARENC B ZADLET,

[Bucketname] 7 1 —JL RIZ, COFIEORZH TERL 1= Amazon SS/NTY NOBEBIZADL
X7,
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6. (F7°>3)[Bucketprefix] 71 —ILRIC, SSNTYRDTLTAVYIR(BTTFA4LIRN)
DBEBMZEABDLET,

7. EERLESINTY RPBREDAWS V=232 ICHBDBEE. [INTYy N NU—=2320]1T714—=)L
RT[COU—23a ) ZBRUET, NTY MO AWS U—2 3> ICHB5EE. [Another
region(BID 1) — 3] 2BIRLT, V=23 0RFEAALET,

® Note

BAHERZ—YNSINTY NNERD -3 ICHD5E . T—FEEEEN K
£ FTRBEENHYET, FMICOVWTIE, Amazon S3 DEE 2B T EFE L,

8. [Create] (fERX) Z:#IRL £ T,
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AWS Systems Manager ®*Y — )L T& % Compliance l&. Patch Manager /\Y FEAD AT—X

A& State Manager QBIEMN FICEATETF—2ZREL THEL £F, (Patch Manager & State
Manager £ AWS Systems Manager ®*Y — )L T3, ) Compliance Tld, YR—J R/ —RIEXL T
BEVEAAZRLADAVTSATVAZRATIZOVWTELR—NLET, OBV a>TR, £V
TS5ATAZRATIZEET BB KU Systems Manager DAV T SA TV AT—RE2RRTDH
ECOVWTEHHALETS, coto>a>Tlk, VT IFA4 T ABBSLVOCEEDEN ZRRTDH
ECDODWTEHRBALET,

(® Note

Systems Manager l&, ChefInSpec EEELET, InSpecld. A—7T2V—ADT>&A
LAT7L—LD—=0THY ., ABNFFTHIENSDTO7 714 )L% GitHub & 7= l& Amazon Simple
Storage Service (Amazon S3) TERTEE T, TN, Systems Manager ZFEAL T
TIZAT 2V AARAFT Y 2RTL., BERFLEFFERDOAN AR AZRRTEER T, FMIC
2W Tk, TSystems Manager Compliance T ChefInSpec 7OA7 7AW %2 ERT 2.1 25
BLTLSEZL,

NYFAVTZATVAICDVT

Patch Manager 2L TA VARV AILNY FEA AN =ILTBDE, OVY—ILTE, AWS
Command Line Interface (AWS CLI) AN > RE = IE XIS % Systems Manager APl AR L —2 3>
ANDLARVATE, AT FATVAARAT— 2 ABBEISICRRTEDRSICRYET,
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NYFOAVTZAT 2V ARAT—RAEILOVWTR, "NYFAVT AT AREDE, 22RL
TL<EEW,

State Manager BE[M OV TSA T AILDOWT

State Manager MBIE T Z 1 DERERFEHEX TS, I>VY—I)LTE, AWSCLIOXZ R
F@FX ST S Systems Manager APl ARL —2 3 ADOLARATE, AV TTAT VAR
T—RABRZIT<SICRRTEDELSICBYET, BEMFICOVTR, BEIAV T AT VAN
Compliant &7zl Non-compliant D AT—R A, 8KV Critical ¥k Medium & & D EE
FHICBNETSNEERELRILZRRLET,

State Manager A’ NEX—2 R/ —RTCHEMTERITITSDE, TO/—RIZHBDITXNTOFEERT
NDAVTFATVAARAT—RAZEH TS, AT AT AENTOCAN N H—&EhET,
A7 ZA T2 ALR—NO ExecutionTime fEiF, BIENTFANR—I R/ —RTETE N
BZTRAEL, AV T TA T AARAT—R AN Systems Manager IZ&k 2 TH ¥ 7F ¥ & hi-85Zl
ZRLUTVET, 2FY ., EHOBENSTIC. TNSHNBRLIRAICETENTVLEESTE, B
U ExecutionTime fEARREND CENHYVET, ERICEENFTFI RTENLERFANERETS
21k, AWS CLI < > R describe-association-execution-targets ZfEHA T2 A, ETOFHMETI>
V=)IZRRLT, BERTORTEEZSRBLET,

AABLAVTZATALDOVT

RNE=—IR/—=RICAVTFAT VAR EZTF—RZEV TR ENTEEXRT, COXEZTF—RIEF,
RICAVT AT AOREDENT, O TSAT AT —REEMTEERT, AR,
ESZXATYTRIITXO/IN—232 20, 3.0, BLRVP40ZNF—IR/—RTEITLTWVWS
ELET, 2EN—232 40 TEENMLEVEZATVET, DFVY, N—>23220& 3.0
ERITLTVWDA AR ARIEEH T, PutComplianceltems API AR L —>a> &AL T,
FWN—=23 V7R IIT7XEEALTVWANR— R/ —REARWICERTEE T, AWS
CLI, AWS Tools for Windows PowerShell, £ Ik SDK D& &ZFRAL T, IVT ATV ADXR
T—REEVHTBRENTEERT, ROCLIHFIIAN REF, XRXR—J RA VARV AIILT
VTTATUVAARTFT—REEN) HT, BELFR Custom: TAVTSAT UV ARARAT=ZEBELE
T, Baapnnpnpnnsptre - —BEOBRICEEBRAET,

Linux & macOS

aws ssm put-compliance-items \
--resource-id i-1234567890abcdefd \
--resource-type ManagedInstance \
--compliance-type Custom:SoftwareXCheck \
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--execution-summary ExecutionTime=AnyStringToDenoteTimeOrDate \
--items
Id=Version2.0,Title=SoftwareXVersion,Severity=CRITICAL,Status=NON_COMPLIANT

Windows

aws ssm put-compliance-items A
--resource-id i-1234567890abcdefo *
--resource-type ManagedInstance *
--compliance-type Custom:SoftwareXCheck *
--execution-summary ExecutionTime=AnyStringToDenoteTimeOrDate *
--items
Id=Version2.0,Title=SoftwareXVersion,Severity=CRITICAL,Status=NON_COMPLIANT

(@ Note

ResourceType /\Z X—2A & ManagedInstance D& ZHR—MLTVET, VXR—
< R AWS IoT Greengrass A7 7FINA AICHAR LDV TSA T AZEMT 356
l&. ManagedInstance @ ResourceType ZEETHAHLEN BV ET,

R, AT ZATVARIZR =D v — &, ERLTVBNR—I R/ —REFEHLL TVBEVWIR—D
R/—RICETZIHMEZRTIZD. LR—RNEERTERT, NRX—TIR/—RICEFK10ED
RBDNABLAVT ZAT U ARATZEIETDZENTERT,

HDABLAVTSATUVARATOERE, AV T ATV AT—EZORTOHIZDOWVWTIE,
FAWS CLI ZFRAULUTCHARAZLAV T SAT O AXZT—R%2E) Y TS, 25BLTLIEEL,

REQGIAVTZAT 2V AT—2DOERTR

cOtU> 3> Tk, Systems Manager IV —)ILB L AWSCLI ZFEAL TV TZA4TFT A
F—RERRIDFECODVTHBALES, NV FBRCBEENTOATSA T ABBRERVUE
BFEOEBHERRTBDAHECODVTR, "TIVT AT ANBREBERELZEDEHFOERT ZSRL
TLEEL,

(N =Ry
e WMEQOIOA T4
e BENOI T4

‘—awﬁﬁcjyv—»)
— 2 MFRR (AWS CLI)

‘d‘d
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BREQIAVTZATATF—EORR (A Y—))

Systems Manager AV =) TAV T SAT UV ATF—RZRTTDICEFE. LTOFIEICHWVET,
Systems Manager A2V =) TCHRENVDIAV T ZA TV ALR—RNZERTRTBICE

1.  AWS Systems Manager 12/ Y — )L (https://console.aws.amazon.com/systems-manager/) % B
EET,

2. FESF—=23aURADT, [AVTFAT A ZERLET,

3. [Compliance dashboard filtering] (A 7’ ZA TV AZ Y AR—ROT 1IN RI Ty o> 3
VT, AVT AT AT 7 1IN RIVITB2F7 a2 %RBIRLET, [Compliance
resources summary] (A7 AT AVY—AOBE) o2 avil, BRRUETZ7AIILZICE
DLKAVTFAT VAT —BOBHFRRENET,

4, DVY—=RICRVIIZID L TEHEM%ZERRTSIZIE, [Details overview for resources] (1) Y —AD
HESME)TVTZEOUYOL, NEX—UR/—ROID ZBRLET,

5. [Instance ID] (4 > AR > A ID) £7=I& [Name] (B &) DR —= T [Configuration compliance]
BEIAVTZATARA)RTZBRL, XX—D R/ —ROFMEFREI T AT ALR—
Re&XkTRLET,

® Note

AT ZAT 2 AOREOEBEIZI DWTIE., TEventBridge ZF#EALTAV T4 T AM
BZBEID Z5RLTSEZTL,

BENDIAVTSA TV AF—RZOFRR (AWS CLI)

RO AWS CLIOXR > RZEZEAL T, Ny FER, BENST., BLCHARALADAVT ATV ARA
ZJ7OAVTZAT 2 AT—2OBEZ AWS CLI LRRTEXRT,

list-compliance-summaries

BELE7AILNRICHEST, ERLULTVBINYFRAT—RAEERL TVEVWNY FRAT—XA
NDEFNV > NZERULE T, (API: ListComplianceSummaries)
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list-resource-compliance-summaries

DY—ALRILOEFHNV N ZRLULET, BIEICEK., BELLET7AILZEEICHS T, EHRL
TVWBRRAT—RAEEHULTWEVWRAT—RA, BRIV T AT AEBEOEREOND Y
NCBET BN EENE T, (API: ListResourceComplianceSummaries)

RO AWS CLIOXR > RZEATRE, NYFEARICHITZEBMOOAY T SA TV AT—RERRT
XY,

describe-patch-group-state

NYFIN—TOEFENLNYFAVT AT AREOBEZRLE T, (AP
DescribePatchGroupState)

describe-instance-patch-states-for-patch-group

BEVLENYFIN—TOAAEZVACETZDNY FREOBEZIRLET., (AP
DescribelnstancePatchStatesForPatchGroup)

(® Note
AWSCLI Z2FERALTNY FEAZREITDHEBLRCNYFIADTSA T AQOFHMERT
THHRELCOVTEE, ™Fa—KNUFII:AWSCLI ZFEALTH—-—/N—BEBIZ/NYFZEH
I5, EBRLTLEEL,

AT ATV ADREBBEZEEDEH DR

Systems Manager Compliance Tl&, YRZ—J R/ —RIEXTRIREONY FERAEEENSTICET
BAVTTAT UV AT—ENRRENET, AWS Config ZFERAL T, Ny FERACBEESFOOY
TSAT O ABBRELEENDEHERRTEET, AWS Configldk, A WS T7HI N O AWS UY —
ADBREDFHMHBERTZREMLET, ChiZE, VY—ABOEREERZEDEENBEND D, B
BORBEHICHRELERNEDLS ICEDIHN ZHRTEXRT, NYFEABSKITEER TOI>
To2AT VO ABRBLVOCEENEHERRTSICIE. AWS Config TAATOU Y —AZEMICLTH
SRENFHYET,

* SSM:PatchCompliance

* SSM:AssociationCompliance
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AWS Config TCNSDREN YUY —RAZBRBLFRET B HEIC OV TIE. AWS Config A
Ov/S—74 koD TAWS ConfigTRETZ )Y —ANER, ZZRL T LEE L,

® Note
AWS Config O B£(IC2V\WTk, "®l&, 28RBLTKEEV,

Compliance D=6 D )Y —RAF— X EHI O HI Bk

AWS Systems Manager A 7 SA TPV AZEALTCAV T AT VAT — R Z2RTTBIHLEN KL
BORFBER., AV T FAT U ATF—2RKICEATRI VY —ATF— 2R EHIBRITZDZEEHED
LEY,

AT AT AVY—ATF— XA ZHIKRT S ICE

1. AWS Systems Manager 112 Y — )L (https://console.aws.amazon.com/systems-manager/) &
EFET,

2. FTES—>32RA2 T, [Fleet Manager] ZiEIRL £,

3. [Account management (7 717> NE#)] T [Resource data sync (IJ VY —AT—ZEH)] &R
LET,

VANTEBZRRLEXT,

B

/A Important
MEAVTSAT O ATHERT DR ZERL TS EE VY, Systems Manager Tld, #
BOY—IIZHTBIIY—AF—REAPFrHR—REhTVET, BiE> RHZER
9% &, Systems Manager Explorer, &7 (& Systems Manager Inventory ® 7— X £#
NI AREMNS BV ET,

5. [HIRR] ZBIRLET,

6. T—ARHNREESNTLS Amazon Simple Storage Service (Amazon S3) /N7 Y N ZHIBRL £
. SSNTY NZHIBRTDHEDFHFMICOVWTIE, "N Y NOHIBR, 25RBLTSEEL,

EventBridge Z#RAL TV 7SA T ARBEZEETS

AWS Systems Manager ®YY —JLT& % Run Command 232 &, NYFBLUOBEENSITOT
VTTAT O ADEBEERDRICEETERT, 1 AR AFKFE AWS loT Greengrass 17 7/\
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AADERLERFERIDEESHZZ—TY MCEREL T, AWS-RunPatchBaseline RF I X NE
fzl& AWS-RefreshAssociation RFIX RNZRTTEET, EERNTOEHELE/NY FR—
ATZAVOBRITT, AT AT ADEBEEBRTERVESE., BEMSH, NYFR—-AFA
V. FEBAVAZRAREZFAEL T, Run Command ARL —2 3 TRBENBRLED > LB
REEETISHEN BV ET,

INY FBEROEMIC OVWTIE, TAWS Systems Manager Patch Managery &0 "/NY FEAD 1=
HOSSM IV RRF I XA N AWS-RunPatchBaseline, 2B L T IEEL,

BEEAT (FDEFEMIZ DWW T, "Systems Manager ®EHEN TOFERA 1 25BL TS EE L,

XY ROFTOFM-OV T, "TAWS Systems Manager Run Commandy 2SR L TS &
(A

EventBridge 1 R KD RX—7Y REULTREAV T SA T AZEBETS

Systems Manager Compliance D4 X NI UTT 9232 %2179 % &S Amazon EventBridge
ERETDEETEFRT, A, 1 DULEOYZR—DI R/ —RY, BEEBNYFEHOA >
ARN=NFEEEGTOFIANAVIRNIITZAV AN —ITHEERITOERTICEAKRT S5

4. Compliance 1 R RAREL L& ZIZ, AWS-RunPatchBaseline RF 1 X MNElF AWS-
RefreshAssocation RF 1 X N&ERITTSKS EventBridge ZERETE X T,

LTOFEEZFEAL T, REI T T4 T A% EventBridge 1 X RDE—7Y NELTHRELE
9,

REIAVT T4 T A% EventBridge 1 X RDA—7'Y NELTERETS (A Y —I)
1. Amazon EventBridge 12/ Y — )L (https://console.aws.amazon.com/events/) ZB & £,
2. FTETF—23aURAUTIL—IN] ZERLET,

3. =IO 2FRLET,

4. L=IOBREHFHBZANLET,

L=, ALAWS U—2 3> IBKOALARY RNRALOBIOIL—LERLUEREH
HdZedTEE A,

5. [MRYRNRR]T. COL—ILICEERNTBARY RSAEBRLET, COIL—LEFERAL
T. BAOAWS PHIV K O—BTBARY NCHETBEAR. [defaull] (F7 AL N) %
BIRUET, PHIZRD AWS OH—ERTRELEARY NE, BIETHIVROFT AL
ROARYRNRCBBLET,

6. UL—=IBATIT, [MIRYINEZ—2ZHDIIL—IL] ZERLTLEEWL,
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10.
11.
12.
13.
14.
15.
16.
17.

18.

19.
20.

21.
22.

[Next] ZERL £,

[Event source] (4 X2 MY —X) T, [AWS events or EventBridge partner events] ( 1 X2 k&
fzl& EventBridge /N\— R F—A X2 M) ZBIRL TS EE LY,

[Event pattern] (f X2 N/NZ—2) 92 32 T [Event pattern form] (A R NNZ—2 T #—
L) ZERLET,

[MRVRNY—A] T, [AWS OH—ERX] ZERL TS EE,

[AWS MO —E R] T, [Systems Manager] Zi#RL £,

[ARYRNEALT)T, [REAVTZA4T VA ZERLE T,
BEOHMEA7T)|TREREIAVTFAT UV ADAT—2ANEE] ZBIRLET,

[Next] #:8RLET,

[B—TY RERALT] T, [AWS O —ER] ZBIRLET,

[Select a target] (X —%° Y ~ Zi&IR) T [Systems ManagerRun Command] Zi#RL £ 3,

[RFIXRNUARNT, 23—y M BUOHE & EIZEITT S Systems Manager K
FIAIXUNESSM RFIXURN) ZBIRLET, HIZEF, EERONY FAXR NDOEE
(& AWS-RunPatchBaseline ZiERT2H ., FEEROBEENTA XY NDIFER AWS-
RefreshAssociation Z&RL £ 9,

BUIVDT A= RENTGX—ZDBEHREEELET,

(® Note
AT A= RENFGXA=ZIZE, BROELCTARVAY () FFVTVERT, X—
TYRZERTRIICE, BYRANFAXA—REER 71— ROEZEETIZLEN BV
FY, BELBEVE, DATLRIL—LZERLETN, L—ILEERTEhFLEA,

[Next] Zi#IRL 7,

(F72aNIL=IIC1 2LEDRTZALLET, FMICDOVWTI., Amazon EventBridge
J1—H¥—74 R®O "Amazon EventBridge VY —AQZ T, 2B L TV,

[Next] Z2#IRLET,
=L DM %ETESEL ., [Create rule] JL—ILDERK) ZiBIRL £,

AWSCLI ZFERALTHARAZLAOAV T ZAT O AXZTF—2%2E|V) 1T

LLTFOFIETIE, AWS Systems Manager PutComplianceltems APl AR L —2 3> ZRTHT =&
([Z AWS Command Line Interface (AWS CLI CLI) ZERL T, UY—RICHARRALAAV TZA4T >
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AXEBTF—BZE)ETRTOEACODVTHALET, £, COAPIARL—>32ZFEAL
T ROFI—RMITILERT LS CFBHTNY FREENGTIAV T ATV AXRTF—2EIR—
FR/—RICHWVEHTBZCEETEXRT, NARLAVTZATVAOFHMIIOVTRK, "THAZRLAL
AT ZAT A2V T, Z82RBLTLKEZL,

RNEX=IRAVARVALLAARBLDAY T ZA TV AXEZT— 22 &) HTAIZIE (AWS CLI)

1. &7 AWS Command Line Interface (AWS CLI) 24 A R—=)LLTREL TV EVEEK, 1
VAN —=ILTERELET,

FHHEICOVTE, TAWSCLIOEFHN—23 224V AN —IILELEEFHFLET, 1+ Z5RL
TLEE L,

2. UWTFOORYREEFTLT, NR—TVR/—=RIZHARLOAVTSAT 2V AXZTF—2 &Y
TET, Baunnptnnninptte I—F—BEOBEHRICEEMAE T, ResourceType /NT X—
2 —(&. ManagedInstance MEM&ZHR—KNLET, YE—2 K AWS IoT Greengrass ]
TTENARCHARBRALAAV T ATV AXRTF—RZEI) HTHBETH>TE, COEZEE
LET,

Linux & macOS

aws ssm put-compliance-items \

--resource-id instance_ID \

--resource-type ManagedInstance \

--compliance-type Custom:user-defined_string \

--execution-summary ExecutionTime=user-defined_time_and/or_date_value \

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

Windows

aws ssm put-compliance-items 2

--resource-id instance_ID "

--resource-type ManagedInstance *

--compliance-type Custom:user-defined_string *

--execution-summary ExecutionTime=user-defined_time_and/or_date_value ~

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

L
\/
\
\
A
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3. BIMATYTZTZEVELT, BMOARRLADY T ATV AXETF—8% 1 2BED/—R
ZEIVETEY, ROOXRV RZFEAL T, NR—JR/—RECNYFREGBESTIC TS
AT VAXRTF—RZFHTERVIETRIZELEETERT,

BENTIAVTTZAT UV AXET—&

Linux & macOS

aws ssm put-compliance-items \

--resource-id instance_ID \

--resource-type ManagedInstance \

--compliance-type Association \

--execution-summary ExecutionTime=user-defined_time_and/or_date_value \

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

Windows

aws ssm put-compliance-items ~

--resource-id instance_ID A

--resource-type ManagedInstance *

--compliance-type Association ~

--execution-summary ExecutionTime=user-defined_time_and/or_date_value *

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

NYFAVT AT AXET—4

Linux & macOS

aws ssm put-compliance-items \

--resource-id instance_ID \

--resource-type ManagedInstance \

--compliance-type Patch \

--execution-summary ExecutionTime=user-defined_time_and/
or_date_value,ExecutionIld=user-defined_ID,ExecutionType=Command \

--items Id=for_example, KB12345,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL,
MAJOR, MINOR,INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or
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NON_COMPLIANT,Details="{PatchGroup=name_of_group,PatchSeverity=the_patch_severity,
for example, CRITICAL}"

Windows

aws ssm put-compliance-items ~

--resource-id instance_ID "

--resource-type ManagedInstance *

--compliance-type Patch #

--execution-summary ExecutionTime=user-defined_time_and/
or_date_value,ExecutionIld=user-defined_ID,ExecutionType=Command A~

--items Id=for_example, KB12345,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL,
MAJOR, MINOR,INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or
NON_COMPLIANT,Details="{PatchGroup=name_of_group,PatchSeverity=the_patch_severity,
for example, CRITICAL}"

4. DWTOONYRZEZRITLT, BREOYZX—IR/—ROIAVTFAT U AHEBZ-ERRLE
¥, 74NN R—ZFEALT, BEQAVTZATAT—RICRVILEIVLET,

Linux & macOS

aws ssm list-compliance-items \
--resource-ids instance_ID \
--resource-types ManagedInstance \
--filters one_or_more_filters

Windows

aws ssm list-compliance-items A
--resource-ids instance_ID *
--resource-types ManagedInstance #
--filters one_or_more_filters

ROBITE, COOXVREZTAIINREEEIIERTEIHFEZRLTVET,

Linux & macOS

aws ssm list-compliance-items \
--resource-ids i-02573cafcfEXAMPLE \
--resource-type ManagedInstance \

L
\/
\
\
A
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--filters Key=DocumentName,Values=AWS-RunPowerShellScript
Key=Status,Values=NON_COMPLIANT, Type=NotEqual
Key=Id,Values=cee20ae7-6388-488e-8bel-a88ccEXAMPLE
Key=Severity,Values=UNSPECIFIED

Windows

aws ssm list-compliance-items #

--resource-ids i-02573cafcfEXAMPLE A

--resource-type ManagedInstance ~

--filters Key=DocumentName,Values=AWS-RunPowerShellScript
Key=Status,Values=NON_COMPLIANT, Type=NotEqual
Key=Id,Values=cee20ae7-6388-488e-8bel-a88ccEXAMPLE
Key=Severity,Values=UNSPECIFIED

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Windows

aws ssm list-resource-compliance-summaries *
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Key=ComplianceType,Values=Association Key=Instanceld,Values=i-02573cafcfEXAMPLE

Windows

aws ssm list-resource-compliance-summaries *
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Key=ComplianceType,Values=Association Key=Instanceld,Values=i-02573cafcfEXAMPLE

5. AVTTATVAART—RAOBEZRTTIAICE. KONV RZEFTLET, 712 —%

FALT, BEQOIAVTFATUVAT—RICRVILEIVLET,
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aws ssm list-resource-compliance-summaries --filters One or more filters.

ROBITE, COOAXVREZTAINREEEIIERTEIHFEZRLTVET,

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=ExecutionType,Values=Command

Windows

aws ssm list-resource-compliance-summaries #
--filters Key=ExecutionType,Values=Command

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=0OverallSeverity,Values=CRITICAL

Windows

aws ssm list-resource-compliance-summaries #
--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=OverallSeverity,Values=CRITICAL

6. AVTTATVAZATOERLLTVBR VY —REERLTVWEWIY—ADHT NOBEZE
RTATBICE, ROON REERTLET, 712 —2FALT, BEOIAVTZATUA
T—RICRUILATLET,

aws ssm list-compliance-summaries --filters One or more filters.

ROBITE, COOAXVRETAIINREEEIIERATEIHEEZRLTVET,

Linux & macOS

aws ssm list-compliance-summaries \
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--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=PatchGroup,Values=TestGroup

Windows

aws ssm list-compliance-summaries A~
--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=PatchGroup,Values=TestGroup

Linux & macOS

aws ssm list-compliance-summaries \
--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
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AL AL 1GB TT, YR—RENDTSYRTF—LAQOFHMIOVWTIE, "HHR—KEhTLD
NYT—=2DTZY RN T A—LET—FTO0F v BBRBRLTLKEEV,

NV T—2%ERTRE, DATLRHFLWSSM RFIXVKNEERLET, CORFIXDRT
. YR=2JR/—=RENYT—2ZFTOMATDENTEERT,

FEEROY > TIINY r— ExamplePackage.zip 2 DI 7 H A KASHEIVO—RTEET,
DTNV T—=2DICE, ERULEZJSONN_ZT7 T ANE, PowerShell v7.00 DA ARN—F %8
320 Zip 77AUDNEFEFRATVET, 1 VAN —ILBLROETUAVARN=ILNARAVITNIEEY
BOR Y RAEENTVEE A, [Advanced (Z RN AN)] D=2 70—TNY =% ERT S
WLk, AVAN=LABEBEYTINIITERIVIVTNE zp 77ANICERBITIHLEN HYUET
A, [Simple ()] 7— 27 70—TRRA AN —ILAIELETEY FEEBLABEVTLEZV,

N =Ry
« TN D)—=070—%FRALTNYT—D%ERT S
s BERD—070—%FFALTNYT—D%ERT S

SUTND—=070-FERALTINY T ERT S

Dt > 3>k, Distributor 1Y —)L T [Simple] /NY T —ZERD—0 7 O0—%3&IRL

T. Distributor TNY T —2 ZERT D HEICOWVWTERBEL F T, Distributor l& AWS Systems
Manager DY =TT, NYT—FERT DI, ARL—FTAVISARTLAT YN T A—A
e, AVAMN=LTEELTEY NEERBLET. NV T—DZERTRICE. PB<EE1D
D7 F7ANNBETT, [Simple] NV T—HERTOLATR., 1 2ARN—ILATVTRBELOT >
AYARN=LATUT R, 7PALONYS 1, JSSONEROY-7IANEERLET, [Simple
(EH))7—070—Tlk, 1 VAN=IIAEBRT7AIEZTY T7O—RBEKTEMRBL., FLW/NY
T—&, BETB[SSM RFIXV N ZENTH7OCLAZRELET, YR—KEhDT5Y
R7A—LOFEMIZIOVWTIE, "™HR—KRENTVINYT—DDTTZY N TFd—LET—FTD
Fr, EBBLTIEE,

Simple XV Y REFERALTNY T—2 4K T S &, Distributor ICK 2T install H KV
uninstall AV U7 RMERENE T, LEL, 1T L—RAEHFRAONY T—2DERKTSEE
l&. [Update script (A7 U7 NOEF)] 27 THE®D update AV V7ROV TV EEBET D4
ENfHYET, update AU NICAHIIR > RZEEBINT S &, Distributor DAY U7 NHE
BRI2 zip/N\vT—2IC, install B& T uninstall ZC DAV VT REELEICEDET,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/samples/ExamplePackage.zip

AWS Systems Manager d1—H¥—HA R

%

1.

® Note

In-place EFAT IV OFERAT, BERGTSNETTIVT—2320&8FT753420I129%
B, BBFEONY T4 ARN=LIEFHLULVWI PAILNKEEREFESAZT7 7ML Z2E
mTEXY,

ZUO—=070-#ERALTINY T2 ERTRICR

AWS Systems Manager _1> Y —JL (https://console.aws.amazon.com/systems-manager/) % &
XTI,

FTES—>2 3> R4 2T, [Distributor] Z3&RL E£7,
Distributor 7k— AR —= T [Create package (/Y 77— MD4ERK)]. [Simple] DIEIZIEIRL £,

[Create package (/NY T—2 DER) R—JIZ, NV T—D0BEZAILET. N\vT—DF
L. XF. 8F. EUFR, Av2a1, PUSA—AOTEZEHRENTEET, COHEH
. 