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https://aws.amazon.com/blogs/storage/customize-file-delivery-notifications-using-aws-transfer-family-managed-workflows/
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https://aws.amazon.com/blogs/storage//enabling-user-self-service-key-management-with-aws-transfer-family-and-aws-lambda/
https://aws.amazon.com/blogs/storage//enabling-user-self-service-key-management-with-aws-transfer-family-and-aws-lambda/
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https://aws.amazon.com/blogs/networking-and-content-delivery/improve-data-delivery-throughput-for-internet-facing-file-transfer-workloads-using-aws-global-accelerator-and-aws-transfer-family-services/
https://aws.amazon.com/blogs/networking-and-content-delivery/improve-data-delivery-throughput-for-internet-facing-file-transfer-workloads-using-aws-global-accelerator-and-aws-transfer-family-services/
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https://aws.amazon.com/blogs/storage/update-your-aws-transfer-family-server-endpoint-type-from-vpc_endpoint-to-vpc/
https://aws.amazon.com/blogs/storage/update-your-aws-transfer-family-server-endpoint-type-from-vpc_endpoint-to-vpc/
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https://aws.amazon.com/blogs/aws/new-aws-transfer-family-support-for-amazon-elastic-file-system/
https://aws.amazon.com/blogs/aws/new-aws-transfer-family-support-for-amazon-elastic-file-system/
https://aws.amazon.com/blogs/storage/enable-password-authentication-for-aws-transfer-family-using-aws-secrets-manager-updated/
https://aws.amazon.com/blogs/storage/enable-password-authentication-for-aws-transfer-family-using-aws-secrets-manager-updated/
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https://aws.amazon.com/blogs/storage//lift-and-shift-migration-of-sftp-servers-to-aws/
https://aws.amazon.com/blogs/storage/simplify-your-aws-sftp-structure-with-chroot-and-logical-directories/
https://aws.amazon.com/blogs/storage/simplify-your-aws-sftp-structure-with-chroot-and-logical-directories/
https://aws.amazon.com/blogs/storage/using-okta-as-an-identity-provider-with-aws-transfer-for-sftp/
https://aws.amazon.com/blogs/storage/using-okta-as-an-identity-provider-with-aws-transfer-for-sftp/
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THEIL, REREOEREZT77AILBELTRV, BUTL 714V OREFED77AILEZRLUNAR
DTIETN—=THTBDET, 1L I KMJ/NA%ZE AWS Transfer Family JEL &9, mkdir izl
Amazon S3 V=) ZFEALTZEZOTFA LI NV ZERTDE, 72X —0ONNAz2&XRTEO/N
ARNDATSIIORMERENET, ChSOATSIIRNDF—BFRENDAT Y 1TRDY &
T, chsOEONAI MOATZ T RNIDOWVWTE, Amazon S3 I—H—HA RO "7 )4 —%
FALKE Amazon S3 AV =) TOAT IV NOEE | THRHATATVET,

1s AN RZEZERTL, —BOHERD Amazon S3 DEONA MATDITIORN (ChsoAToT
INIRBRRTZYDINFTEDZF—NHYET) THBHEE, Transfer Family i hsnF7
DIV KNI EIZHeadObject UV T AN ZRITLUET GFHEICDWTE. "Amazon Simple Storage

Amazon S3 /N7 Y N&ERET S 10
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Service API'J 7 7 L > AHeadObjects ® "1 ZZRLTLKEEW ), ZhiZ&KV), Transfer Family
T Amazon S3 ZARL—JELTHERATZHE. AOBENfr RETIUWEMN HYET,

77ANDEERAREVANDHKDIERZNELET,

BEICE2TIE, Amazon S3 AT IV RMDEEAXRT IV LANKZRBITDEETEET,
BlIZE. NTYRNAOAT DIV NEEZEAR (FERTY7O-R)BRE—EBERRTHHN, #
TOITORMOFAEY) (A0 O0—R)EHFALBEVSENSVET, 77MIINEBEISATUNE
FALT1sB&LY mkdir OX¥ > RERITTSIZIE, Amazon S3 ListObjects& PutObject 7
DEAHFANBETT, =L, Transfer Family X7 7 A I ODEZIAXFLEEF—EBERXRROLVThH
%ZHeadObjectHFUHIMEN H BB, COFTHULICEK FORRER EVWSIT—HNFRETD
E. COFVEHLUICE PO EAGetObjectfFAINRELRL-S, MOHLEFEXBLET,

(® Note

Transfer Family ¥ —/N—ZERELEEHFR IS E, AmazonS3FA LI KNV D/NT #—X
VAZRETES 2%, HeadObject MU' H UL ALY ET,

ZDEE, AT Y1 AWS Identity and Access Management ( IAM) THEH2 AT I IKNCD
AGetObject 7 VA HZEMTS () RIS —RHZEMTED LT, TOEAFT=ZNHET
BET /o cOFRMHEF. 774 ADGetObjectPHL FEHAENBEVELSIZ) ZHIELETH,
A——HDT73)NEFE2—EBERRLTIRSIN—ATEDLRSICLET, RORIZ—HITIE, Amazon
SANTY MDEZRAXABRIOPVARNT IV ELAOKERBLET, CORUS—ZFERATBHICE,
ZINTY NOBBIDOC-EXAMPLE-BUCKETICEZ# X E T,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowListing",

"Effect": "Allow",

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET"
.
{

"Sid": "AllowReadWrite",

"Effect": "Allow",

"Action": [
"s3:PutObject",

Amazon S3 /N7 Y N&ERET S 11


https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
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"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"

]
},
{
"Sid": "DenyIfNotFolder",
"Effect": "Deny",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,
"NotResource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET/*/"
]
}
]
}
(® Note

CORVD—TR, I——HFT77AILNZEMTDERFTEERA, D2FV, CORY
=HFENETShTVWRI1—H¥—G, 774 )lz@E\WTca>ToYzEMLEY, 774
LNZZELEYTBERTEEREA, 512, HeadObject 774N ET7Y7O—RTB
BIICHOEHUANABEZRI—AT—ATR., CORU—FHELEEA,

AREOEONA MA T O RN BEOBBEZS|IERLET,

Amazon S3 /N7 Y NMZZhsOEANA N AT DT O M SEEENTWVWBHE, Transfer Family
HeadObject I ARENHVPHL ZHITL, RENEBEIT S AEMENF BV ET,

CORBBICHNTRIEZASNDHBRED 1 2, EONAMRNOATD I VRN EINTHIBRTZET
T ROKRITEELTLSEZ WL,

c ZOFALIONVRBFEELBELBYNET, FALINIEG, TOFFNFTZIIORDOF—IZEE
NTLVBRHEICOATFELET,

« HENH mkdir ZHOPHL T, YEZAEELRICZH<SIELERTEREA. T1LINUDE
KZRIETRDRIS—ZERTEIET, ChEBRTEXRT,

Amazon S3 /N7 Y N&ERET S 12
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s —WOIFVATR, ChSOONAMNOATD TV RNFERAETNET, HIZE, [/inboxes/
customer1000] DX S BHEEN HY) ., ZEMLA FALINVREBRIV—2TYTENET,

EZZS5NDES 1 DOFRER., RUS—RH$EBUTRREND AT I IONOBZEFHIRL T,
FEELOEERS T ETT, HeadObject CNERTHREAMARE TR LEHICEK., IXTOYH
TF4LIRNVORSNEEY NUARRTEBVIREMN HDEEZZFANDIBEN HYET,

Amazon EFS 77 AN AT LZERET S

AWS Transfer Family & Amazon Elastic File System (Amazon EFS) (L7 VAL T, 1—%—0&x
BEVOIARNZREBELET, TOLH, EFS77ANEEZT7ORNILKRY—N—0OEY N7 Y TD
—IRELT Amazon 77 AN ATLZREITDIXVENHVET. BBIEO T 7ML AT LZFER
T2h, FEBHLVWI AN ATLZERTEERT,

RORUTFEELTLSEE L,
« Transfer Family —/Y\—& Amazon EFS 77 AL AT LAZERTZHBE. Y—N—&T774)
JATLRREU CHBDBENFHYETAWS V-3,

s Y—N—ET77ANATLEEUT AV NIBLSTELTRVREBA, Y—N—ETT7AILZA
TANBLUTADMIBLTVWEWERE, 774N ATALARYS —TI1—F—O—)LICBAREH
BTV EAFAZNETIHLENHY)ET,

BEOTHONERETDHEICOVTIE, AWS Organizations " 1—H%—H4 R, @ "
NDAWS PHORDEE, ZZRLTLEZV,

e I—H—%REITHEER, E1—F—IZIAMO—)LZ2EYYHTET, cOO—/LIE. Amazon
EFS 77 AN ATANDT AL RILZRELET,

« AmazonEFS 77 AN AT LADY D MOFMIZDOVWTIR, "Amazon EFS 77 A I AT A
DNI R~ BSRBLTLSEZTL,

AWS Transfer Family & Amazon OEFSIE#E T NFEMIZ DV T, "Amazon Amazon Elastic File
System 1—H%—HA R, O " #FEHAL T Amazon EFS 77 A )L AT LD T 7 4 )L, AWS Transfer
Family IC7 V9 E2AT%, #SRBLTLEEL,

Amazon EFS 7 7 4 )L OFE1E

Amazon EFSIE, R—RTINARL —FT A VIS ATLL 2V R—TIAA(POSIX) 77AILT It
AHFTEFIILEFALT, 774 OFEHEEZERLET,

Amazon EFS 77 A I AT LERRET S 13


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
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https://docs.aws.amazon.com/efs/latest/ug/using-aws-transfer-integration.html
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TIEPOSIX, YATALARANI—HY—F 3 DDELBBZTIVELAFAIVSAILEEIhET, EFEAHL
T AMazonEFS 77 AL AT ALICRTFENTVWBR 7 7AIINANOT O AZ1—H—ICHANT 55
&& AWS Transfer Family, 1—%—ICPOSIX " 7077 A4 )1 ZE|) HTHBHBEBEAHYET,
O7O7 74L&, AmazonEFS 77 AN AT LAD T TANETFALIRNIANOT IEAER
ETALEOICFERAETIET,

« User(u: 7Z7ANFLEETALINIOREE, BE, 774LFTLETALINIOERER
FIBETEHYET,

. Group (g): RETB 77 A LBLBFALINUAOR—OF VL AEEBEETHI—HF—0
Yy K,

+ Other (0): FIAEB & T T N—T XY N—BATSAFAND T I L ABERBOTNTOI—
H—ey COTIVEAFAIZ A "Publics EEFIENET,

TOtEAPOSIXFHETFILTR, SXTOTT7ANZATALAFATZSION(TZ7a4L, F4LIB
), SRV DU, BREIFLENAT, VYITY N ARIRO 3 DOT7 IV AFAEY MNMCEER
FoNET, AmazonEFS A7 T U NI, Unix AZAILDE—RABEEN TS TVET,
NDE—RERK, TOATSIIONIHLTTISIVERTIBZDTIOEAHFAEZERLET,

TSI, UNX AZMIDATATR, I—H—&JIL—T"1&. Amazon "7 74 I OFiEHEZ X
TOICEFSERAT2HERBFICIYETENET, Amazon DIFEEFS, A7 T IV NIE—
NFABEEE—DITIN—TICK2THBEENET, Amazon EFSIE, XYY E> I EnHEIDs%Z fF
BALT, A=Y —HNT77ANARTALAFATDIIORNCTIEALEDETRET IV RAFAEZF I Y
IJLET,

Transfer Family ® Amazon EFS 1—HY—%8&ET 3
Amazon EFS 1—H'—ZBETDHIIC, KOVWIThHAZRTTEXT,

« 1—H—%&EKL. Amazon THER—AT7 A )X ERETEETTEFS, FMIZ OV T, "Amazon
T Transfer Family 1—H'—%5E 9% EFS, Z2ZRL T EZ L\,

e JI—NI1—H—0EMNICEAENf SWVESE, BMTHENTEEFT Amazon EFS)L— K1 —
H—ZERT D,

(® Note

Transfer Family #—/\—I(&, 72 2 APOSIXFF A &£ 5% E ¥ % Amazon EFS 7 7 £ AR
4> hZ2FR—NLTWVWER A, Transfer Family 1—H%—®OPOSIXZ'O7 7 1)L (81D

Amazon EFS 77 A I AT LERRET S 14



AWS Transfer Family I—H%—Ha4 K
032 THB) TR, POSIXT UV EAHFAZRETEETRT. cNSOT I EAFHFA
&, . . UDGIDBRTEHVHY ICETVT, EOMABT IV EADLEHICI—H—LAX
JLTEREE E T GIDs,

Amazon T Transfer Family 1—%—%&E 3% EFS

Transfer Family (&, J1—%—%& (CUID/GID and directories you specify. If the UID/GID/directories &

EFEELBEVICIYEYLET, RIZEFS, Transfer C1—H—I(CE|V) HTHRICERTIHE
HFHY)ET, Amazon EFS 1—H—DEROFEMIZ DV Tk, Amazon Elastic File System 1—4—
HARL O "XYRND=DT7AINATANES) LRIWTOI—Y—, FIL—7. 7OEAHFA

DigfEL 28BLTLEEV,

Transfer Family T Amazon EFS 1—%'— % E9J 2 F)E
1. PosixProfile 74 —J)L RZEHL T, Transfer Family TI1—%¥—® EFSUIDE 22X v E>Y
GIDL %9,

2. OJAVRICBEND7AIIENSs1—H—%2REHITHHEESE., HomeDirectory7 41 —J)LRT
EFSTFALIRNUZEETEET,

CloudWatch JL—J)L & Lambda B2 FEAL T, 7OLAZBH;LTEE T, EXVEYY TS
Lambda B8O HIZ D VW TIKEFS, "™ —/N—L A7 74 —< 3> T®O Amazon EFS AWS
Lambda ® OERH ) 22RBL TS EETL,

& 52, Transfer Family 1—%—0O®mEBFA LIV RNJEZBHTEET, FHMEIC OV T, Amazon
DWBTALION)ZRETD EFSHMETALIKN)ZFEAL T Transfer Family T4 L 7 N 1@1&
ZfERILTD REYIOEIAVESRLTLSEEZ L,

Amazon EFS)L— RN 1—%—% /KT S

BB 1—Y—DREDLHIZ SFTPFTPS BHATI—NI1I—Y—T O AZEMICTEZHEE.
UDB&T 0 (L—RI1—H—)GID DI—F—FERL. TOIL—KRI—F—EFEALTT 4 ILA
ZERL., BYDOI—H—0O POSIXID FIEEZEIVHETET, cOF7/>a>oRKIE. Amazon
EFS77ANATALAZIY I NTBDRENf BV ETT,

Amazon EFSH—E AV Z— RI—H—0EMN THEAT N TWBFIEZETL, 1—Y—ID &Y
I—=7"IDOmAFIZ0o(EO) ZEAILET,

Amazon EFS 77 A\ AT LERBRET S 15


https://docs.aws.amazon.com/efs/latest/ug/accessing-fs-nfs-permissions.html
https://docs.aws.amazon.com/efs/latest/ug/accessing-fs-nfs-permissions.html
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HR—RN&ENTWS Amazon EFS Y > R

Amazon EFS for Tld, XOIOX Y RAGR—BNEhTVWET AWS Transfer Family,

* cd

+ 1ls/dir
* pwd

* put

* get

* rename

« chown:root (D&Y uid=0 D1—HF—) DN TT7AINETFALINIOMBEET VAFATZ

« chmod: 77 ANEFALIORNUDOHRBEET VLAFAZEETESD DI root DX TT,

« chgrp:root ELFE 77 A INOMEBEEN., 774NOTN—T2800HXVITIL—-T0 12
ICEETEDHBEICOAKTR—NENET,

* 1In -s/symlink

* mkdir

« rm/delete

 rmdir

e chmtime

IAMO—=J)LERVS —ZEKT S

CHOREY DT, TERATEDRUS—EO-IILOZATIZD2VWTHBEL AWS Transfer
Family, 1—%—O—LOER7OLAZIEEZE> THALE T, &, Y32 RUI—HE
DL ICHETIAICOVWTEHBEL, I—Y—0O—-I)L0OFlERLET,

AWS Transfer Family I&, X044 700—)LZERALET,

e A—%—0O—-)L - Y—EANYZR— RI—Y—A"HEX Transfer Family JJ —AIZT VAT
EBLDICLET, &, Transfer Family 1—%'— @2 FFANTZOO—)L%& AWS Transfer
Family 5| & (T &¥3ARN,

« "7O2AO—),) —EEHRD AmazonS3 77 A IILDEAOT IV AZREBLET, 12/\D
>V RAS2ELIEDZE, 7O EAO—IET I 1) —X>2 ~MZ Amazon )Y —AZ—LA (ARN) Z#EH
LET. PTORNNTY RAS2ERZEDZEE, 77 AO—IEEIRIVXARNIZ Z2FERALET,

IAMO—=)LERVS—ZERT S 16
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- FHBLO—)N -H—N—0OHAZRALID 7O/N1 & —& L T Amazon API Gateway TR L &
9, Transfer Family l&, Transfer Family H—/N\— O FFARNTCOO—-I)Z251EZHFET
ARN,

- OJE&O—I) -Amazon AOIL> M) OOJEFRIZFEAE NET CloudWatch, Transfer Family
FZoO—)ZFEALT, RBWEXRMOFMZ 7 7TAINEAICETRIBERECEICERLE
9, Transfer Family l&, Transfer Family H—/N\— O FFARTCOO—I)Z251EZHFET
ARN., 7 RND2 RAS2EEDZE, OJREFO—IILNGEIZRIR Z2FEALETARN,
FRTO—) 1 — Transfer Family 1—H%'—A"D0—2070—ZRCHEL TEBTEDLSICLE
9, Transfer Family (&, Transfer Family 7—2 70— O TFARNTZOO—- )5 €T E
I ARN,

cnsoO—J)LICmAT, Ev>ary RUS—EZFRTDICEETEXRT, Ev>arRUI—
&, BDEICISUTT IV EARAEZGHRIZDEHICERAENETT, cNSORIVI—EFAXRT7OVTH
BEIFELTLKEZEW, 2&FY, hsnRDV>—2O-ICEMTREETEEREA, KD
Wi, Y>3 RS> —% Transfer Family 1—%—ICEEEML £,

(® Note

H—EATEEE NS Transfer Family 1—Y—Z#ERTIHE, [K—4L 7A)ILA—IC
BEIJVWTRU>—ZzBB4EK] 2 BRTEEXT, chldk, 1—F—0OT7I0AZBHZD 7 #
LE—ICHIRTBZBEICEFNESI—NAYNTT, T, Y232 RUS—DOFME
Bl Ly a RS —OHEK TRETEXRT, EY>avRUI—0OFHMBEICOVWT
. IAM T I—H—HA R, O "y aR)—, Z5RBLTSEEL,

N =R

« 1—H—0O—JLDOER

« Y2 IR —OHEHK
« RAEETIVLARIUS—0Ff

JA—%—0O-—) DR

A—H—%ERTIRICE, I—H—TFTIRRAICODVTREIXRECEN VK 2EHYET, chs
DRECIE, I—HF—DTFTIOELATES Amazon S3/NT Y NELIE AmazonEFS 77 1L AT
L, BHAMazon SANTY RO EDTBRBETTANDATLAADED T FAIIZT IEZATED D,
BROEI—HY—DEIDT7IEAHFA (PUTELR BE) NEENEIGET,

I—H%—0O—)LOER 17
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TOERAZBRETDICEK., TOT IV LEABHZRME TS ID X—AD AWS Identity and Access
Management (IAM) RUS—eO—)LZERLET. COTOLAD—RELT, 77A4ILAR
L—>3> o=y hN&ELEFY—ATHSD Amazon S3/NT Y KEE Amazon 7 7 1 )LEFS> A
TLANOTIOEAZ1—HF—IIRELET, CZITSICRUATORSBFIEZERITLET., FIEIC
D2VTR., BTHLULVHBF &YVET,

I—H4—0O—JILOEK
1. DIAMAR ) > —&ERK L £ AWS Transfer Family, < nICDOWTIE, TOIAMARD) > —Z/ERT
% & AWS Transfer Familyy THBEL TWET,

2. IAMO—)LZ#EKL. HLWAMKRUS —ZTR2YFLET. HICDO2VWTRE,
R —0hleZRLTSEEL,

3. AWS Transfer Family EIAMO—)LOEICEFEBEREEILET. ChIIOVWTR., TEHEERzZ
HIZT5ICE THALTVET,

clt

KQBETIERA

)

=1111]

ROFIETE., IAMARUS—&O—)LZERTBHEICODVWTEHALET,
DIAMAR) 2 —ZER T B (ZIE AWS Transfer Family

1. TIAMO2 Y — )l &R & £ 7 https://console.aws.amazon.com/iam/,

2. FEF—23a RAVTRID—ZBRLTHS RU—DERZERLET,
3. RUZ—DERR—T T, JSONRTZERLET,
4

RRENDIFART, ITFA2ORBZIAMO—IIETRY FIBIAMRD D —ICEEMRE
ER

HABETIVLAEZNFETDH, EFLEREI—TF—ZKR—LTFALINJICHIRTEERT, il
IC2WTR., TRASET VARV —0fl, 28RBLTEETV,

5. [Review policy] (RS —DO#ERR) ZBIRL TRUS—OBBIEFHBAZ AL L., [Create policy] (7R
) —DER) ZBIRLET,

RIZ, IAMO—=)LZERKL., FLWAMARD > —&2FTRYFLET,
DIAMO—)LZERK T B (Zl& AWS Transfer Family

1. FTEZ—>32RA2T[Roles] (O—JL) Zi&IRL TH S [Create role] (O—ILDERK) ZiBIRL
S

1—4—O0-L O 18


https://console.aws.amazon.com/iam/
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[Create role] (O—J)L D¥ERK) R— T [AWS service] (HT—ER) MNBRRENTVD Z & Z2HERRL
£,

2. B—ERAUANADS [Transfer] (BziE) Zi&IRL TH S [Next: Permissions] (R\: 7 0 AFFH)
ZBIRLET, Chickt), AWS Transfer Family & OEEBEFEN I NhET AWS,

3. [Attach permissions policies] (7 7 EAFARI S —ZTRYFIB) 0> 3> T, ZlFEEEK
L RS —%IBIRL T [Next: Tags] (XN\: X)) #BRLET,

4, (A7>3a2)ZI0F—E&fERANL T [Next: Review] (XN: LE1—) Z8RLET,

5 [Review] (LEZ—)R=THLVWO—IIOBEEHBAZADL TH S [Create role] (A—IL D
ERR) ZIBIRLE T,

RIZ. AWS Transfer Family & OB ICEHEBERZEIL £ AWS,

EEEREZRIIDICE

(@ Note

cOBITIE, ArnLike & ArnEquals OEAZFEAL TVET, ch S EENICERU K
DT, RU—ZERTDRICEEESZHERALTEAETVWEE A, Transfer Family RF 1
XURTR, RECTAILRA—RIXFNEENDHEEEF ArnLikeZFEAL., T2 —HOXK
HxRIHEIE ArnEquals ZEALTVET,

1. IAMO2Y—=)T, FRLEO-LZERLET,

2. [Summary] (BEE) R—= T [Trust relationships] ({538 E8&) ZiZIR L TAH S [Edit trust
relationship] (EHEBERORE) ZiBIRL £,

3. [Edit Trust Relationship] ({E¥EBERDREE) T7T1 X TH—EAN
"transfer.amazonaws.com" THBD L ZRLET, PIVEARII—RFRDKSICERR
EhETd,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "transfer.amazonaws.com"

1—4—O0-L O 19
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I
"Action": "sts:AssumeRole"

}
]
}

Confused Deputy Problem (BELLU =EEIOEE) A S B ZEF51E®
(C. aws:SourceAccount B &V aws:SourceArn DRBGF—E2FRHITZ L E2HEHLE

T Y—ATHIORNEY—N—OFmEBEEZETHY) ., V—AARNREI——DOARNFIEETT,
51

"Condition": {

"StringEquals": {

"aws:SourceAccount": "account_id"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:transfer:region:account_id:user/*"
}

A—Y—ThHIVMAOY—N—TRESFEDOH—/N—IZHIRL WEEE. ArnLike &H&
ZHERAIREETEET, fi:

"Condition": {
"ArnLike": {

"aws:SourceArn": "arn:aws:transfer:region:account-id:user/server-id/*"

}

® Note

LROBITIE, & ZEBEMXE T, user input placeholder ¥ B D15,

BEALUVEREBABBEOFHEZTO/ROFICODVWTEF, Y—EABORIL EREDHIE 2281
LTLSEEL,

4. [Update Trust Policy] RS —OEH) 2BRULTT I EARIS —Z2EHLET,

1—4—O0-L O 20
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ZhT, AF1—H#—ICRH>TAWS H—E X% AWS Transfer Family FEO* i FIAMO — )L A ¥ER
ENELE, I—HY—ICT7 IO REZHFT TR EHICERLZIAMARD > —2O—)LICTRYFLEL
f=o TAWS Transfer Family 4 —/\—T > RIRA > NOBEKRSEE 023>, ZoO—J)LER
D= A AREOI—Y—ICEIVETET,

LTOERESRLTSEE L,

« IAMO—)OFMICOVWTE., IAM T I—H—HA Ry OAWS "H—ERAICT I AFAZZEE
IR0 DEK 25RLTEEL,

« Amazon S3NT Y NCBETBTATUTATAR—ADORI > —OFMIC OVWTIEE. Amazon
Simple Storage Service 1—%'—H 4 R® "Amazon S3 T® Identity and Access Management
ZSRLTLEZ,

« Amazon EFSUY—ADTAFUTATAR—=ADKRIZ—OFEFMIZ DWW TIE, Amazon Elastic
File System 1—H'—HA R, O " ZFEALTCTIFPAINATALAT—RT I AIAMZE TS |
ESBLTLISESTV,

vy a iR —0OLEHK

EEENO-ILZERTIHEE. TOO-LCRK., BROI—AT—ARF—LXYN—&H/NN—
TRLEBERIBENDEN KL HBYET, EEEN IV URLZRETHE, Y3
YRV — ZFEALT, BROEYZIVOTIVEAHAAZESTEN TEET, flIREF. FH
BW/EEAXTIELA TO-IINZERKTZDEE. - DT IV ERAZR—LTFALINIDOHKIC
FIFRURLT 2 ZRETEER T,

v a RUI—RG, O—LFELERI—HY—0—KtYy>Ia2eE7OJSLTERTIRICND
X—RELTETEERRI—TY, v a2 RUI—R, I—H—2OY I FTBDICEFRT,
ATO2TORNOTLT AV ORI —BFEENDNTYVO—BLEFCTIOEATERLSICL
29, XORE, Y232 RUZ—0FAN, £v>3a2RII—EUY—AR—=ARIZ—DOX
ER, BrROPEYIIVRIVI—EDR—ARIVI—DORERTHDEZRLTVET,

v avRII—04EHK 21
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:"Resc-urce-hased Identity-based

policy policy
. ) Effective
ession permissions
policy

HMICHOVWTR, T1—HY—HARL, O T2y>arR)>—) Z28RBLTLKEEV, 1AM

Tl AWS Transfer Family, Y2 32K —& Amazon S3 E DETEIETBHBEICOHKTR—
ReEhET, UTFTOHTILRID—F, I—HF—0DF7 I t2RA%Z home FALIKNJDKICBRET S
Y2 a RIS —TF, ROKITEFEL TS EEL,

* GetObjectACLE KV PutObjectACLAT— KXY N, JORTHI NT I RAZEMIC
TEIMENHIBEAICOKMBETT, DX, Transfer Family 4—/N—&, BIOFTHT> MDO/N
TYRNITIOEATRIHBEN HYET,

s Y2 IVRIVI—OBRARE 2048 XFTT, FMICODVTE, APIVTZFZLAD T
CreateUser7 90> 3> ORIV —)OTARNNTX—2, ZZRBLTLEET,

« Amazon S3 /N7 Y KA AWS Key Management Service ( AWS KMS) ZfEfA L THES{LE h
TVWBHEEE. RUS—ICEMOT VAR AZIEETIHEN HVET, FHEICOVTE.

FAmazon S3 TOTF—RES{1 ZZRL T EE L,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowListingOfUserFolder",
"Action": [
"s3:ListBucket"
1,

v avRII—04EHK 22
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https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateUser.html#API_CreateUser_RequestSyntax

AWS Transfer Family I1—H—HA K

"Effect": "Allow",
"Resource": [
"arn:aws:s3:::${transfer:HomeBucket}"
1,
"Condition": {
"StringLike": {
"s3:prefix": [
"${transfer:HomeFolder}/*",
"${transfer:HomeFolder}"

]
}
}
},
{
"Sid": "HomeDirObjectAccess",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObjectVersion",
"s3:GetObjectACL",
"s3:PutObjectACL"
1,
"Resource": "arn:aws:s3:::${transfer:HomeDirectoryl}/*"
}
]
}
(@ Note

BRDOR) S —0HITRE, I—F—OR—LTFALININFFALINITHBDEETR
FTEHIC, REODATZYD1IZECRSICHREETNTVACEZRRELTVET, — 5,
1—%—® HomeDirectory D REICAT Y 1ZFHEVEE. ThaR)P—0—F&
LTEHLRIUENHDYET,

BNR) S —FI T, transfer:HomeFolder, transfer:HomeBucket, &&
Utransfer:HomeDirectory RS —NSX—ROFEAICEBLTLKEEV, chsONTX—
A&, HomeDirectoryd & T TRiBAHomeDirectoryE hTWAKSIC, I—H—RICEREES hi-

v avRII—04EHK 23
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ICEREENETAPI Gateway XV Y ROEE, chSONTAXA—RIZE, KORSBERNIHYE
ER

« transfer:HomeBucket /\Z X—#& (& HomeDirectory ® 1 DENDIVR—F U NCEEHRD
WET,

+ transfer:HomeFolder /N\T X—#% I HomeDirectory /NTX—X DY) BoICBEE#!bDY) F
£

« transfer:HomeDirectory /NT X—2&IZ(&F, Resource AT—KM X2 N® S3 Amazon VY —A
Z—L (/) D—HPELTHEATEDLSIZ, KBOAT Y 1 (ARN) FEIBRE nEL L,

(@ Note

WEFALIONVEFEATSES (DFY, 1—H—0 homeDirectoryType A" LOGICAL
THDEE ). cns50ORIJZ—/VT X—2A& (HomeBucket, HomeDirectory, & &
HomeFolder ) EHAR—KEhEL A,

e A, Transfer Family 1—%—RICEREE 1 /z HomeDirectory /N X—4& (& /home/bob/
amazon/stuff/ T9,

+ transfer:HomeBucket & /home ICEREET N E T,
+ transfer:HomeFolder & /bob/amazon/stuff/ ICEREShET,
« transfer:HomeDirectory (& home/bob/amazon/stuff/ IC%&V) &Y,

1 2B ® "Sid" &. /home/bob/amazon/stuff/ N SHEEZHDIXNTOTFALINID— RE
—H—ICHFILET,

2 2B® "Sid" &, 1—Y—0O put & get DT IV EAEZZFDRILU/NATHS /home/bob/
amazon/stuff/ (CBRELE T,

mARBEE T IEARD > —0H
Amazon S3/NT Y R DFRABET IV AENRE

XD Amazon S3NTY NROFAT DTV MNADOFRKE) /EEIAHKT VA AWS Transfer Family
EHATRRI—0H,

RORIEELTLSEZ W,

MAEBETIEARIZ—0H 24
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o B2 DOC-EXAMPLE-BUCKET Amazon S3 /AN Y KD & i,

* GetObjectACLB LVU'PutObjectACLAT—R XU N, JAARAT AT NTFTOEAZEBMIC
TEIMENHZBEAICOKMBETT, DX, Transfer Family 4—/N—&, BIOFTHT> KD/N
TYRNITOEATRDBEN HYET,

« GetObjectVersion 8 KT DeleteObjectVersion AF—KR X K&k, Z7VEAEhTWS
Amazon S3/NNTY RTN—=23Z2V I FBHMIB>TVRBEICOAKMBETT,

(® Note
NTYRON=23a 0728l el HBHEEIE. Amazon S3 TN—>a_—_2d
BEEILETBIETT, BRICATICTBZERFTEBRVESD, CNS5OT7 IV EAFUNINVE
TY, FMICOWVWTE, "Unversioneds . "N=23a_—_Jdxw, . "N=>23”=—2J
HELEENENTY by ZBRBLTLSEZD,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowListingOfUserFolder",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET"

"Sid": "HomeDirObjectAccess",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObjectVersion",
"s3:GetObjectACL",
"s3:PutObjectACL"
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1,
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

Amazon 77 AN ATLAD T FANNDT VEARAZEFST 7T AN AT LICHATS

(® Note

R —ICMAT, POSIX7Z7AINT VO LAFAN B LTIV AFTZ2RAELTWA L
ZHBIDIMHEN BV ET, FHMIC DOVWTIE. Amazon Elastic File System File System 11—
H—7 4 K1 ® "Network File System (NFS) LRI TOI—H—, JI—7, TUOLAFH
DEE, EBELTLIEZ L,

RORUS—FITE, Amazon 77 A LY AT LRAD T 7 A LADIL—NEFSTF A LY AT LT Y
L RAEHFTLET,

(® Note

ROBITE, BEEMRRAET, region BN —23 2T, account-id 77 A1ILNE
IBTFTHIN, BRY file-system-id Amazon Elastic File System (Amazon EFS) @
IDo

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RootFileSystemAccess",

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/file-

system-id"
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}

ROR)D—BITE, Amazon 77 AN ATLAD T FAINANDOT IR 21— —EFST7 7 ()

SATALICFHFALEY,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "UserFileSystemAccess",
"Effect": "Allow",
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id"
}

RABETIVEARIZ—0H

T
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Transfer Family F1—K U7 )L

AWS Transfer Family 1—H%—#4 KTk, WK 2ADI—AT—AQOFEMABEFI—N)TIZRH
LET,

« AWS Transfer Family Y —/N\—T2 RKRA NORABFE: cOF1—NUTILT
l&. SFTPTransfer Family H—/N—&H—EANZR—D RI—H—DERZIEZE > THBAL, U
AT RNZFERALT77AINZEETDHEEZRLET,

« SFTP RV 2Dt Y N7 Y TEFERA: COF1—RNUTILTRE, SFTPORVRZEY RNTY T
L. Amazon S3 ARL—J &ESFTPH—N—BTI7 7ML ZEETDHECODVTHALET,

« Amazon APl Gateway XV Y RZHAZALID Z7ONARX—ELTERETD . cOF1—KUTIL
Tl&, Amazon APl Gateway XV Y RZEY NPy 7L, ThEAHAXALAID 7ANA X —ELT
AL T AWS Transfer Family Y—/N—IC7 7427 Y 70— RI2H5ZEZHALET,

s JT7ANEETIBDLEHONZF—RI)—J7O0—NFE: cOFI1—KJTITRE, E5LA
TYTEEONZR— ROV TJO—%2RETIHEE, BEB{ENET 7 A4)L% Amazon S3 /N
TYRNITYZTO—RLTESILTI7AINERRITDHFEICOVTHBALETD,

« AS2 FREMNERE: COF1—KNUTITIE, AS2Transfer Family H—/N\—DREICHER ATV S
ICDOVWTHBALET, SIAEOAVAR—F, ZAT77ANETITIV—XVNDER, 7232 T
AS2OXRVBZDER, REDTANOFIENHET,

N =R

« AWS Transfer Family 4 —/N\—T 2 RR A 2 N QBB %

774N EESITRLOOIZ—I RT—VTO—DOFRE

SFTP XV R0ty NT YT EMEA

Amazon APl Gateway XV Y RZHAZALID ZONAA—ELTEETS

AS2 FREDERE

AWS Transfer Family —/N\—I > RRA4 > N DB EE

COF1—KNUTIEFEBAL T, AWS Transfer Family (Transfer Family) OB ZHHE L &

¥o Amazon S3 ANL—2ZBERHLTNT VY DICT O ATRERIY RKRA > N&EED SFTPH
WY —N—%ERL, Y—EAIXZ— RFPIETI—H—%EML., Cyberduck T7 7 1 )L & Ezi%
ITR2HEEFVET,

H—N—TIVRRAVNOERZRBTS 28
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NeEY D

- BIRZFMH

o« AT Y7 1: AWS Transfer Family AV —=)LIcY A4 42§ %

« ATV 7 2. SFTPR WY —N—ZHEHKT S

« ATV 3 H—EAXR—IJ RI—HY—ZEMTS

c ATYVT7 4 OFAT VRN EHALTI 74N ZExETD

Al R SR

BT HaIlC, AIREZT OB ZBLELTVWR L ZBRLTILKEETVN, CORED—
& L T, Amazon Simple Storage Service (Amazon S3) /N ¥ b & AWS ldentity and Access
Management ( IAM) 1—%—0O—J)LZ#ERLET,

AWS Transfer Family AV =& FR T2 LEHICHBBRZRT I LAFAN ), Transfer Family
A EF 9% Amazon Simple Storage Service, Amazon Elastic File System AWS Certificate
Manager, Amazon Route 53 R E DD AWS H—E ANREICHERT IV AFAH
HY)ET, HlRE, Transfer Family AWS ZEAL TT7 7 M)\ 2EZETH1I—H—0D5

4. AmazonS3FullAccess & Amazon S3 /N7 Y REBRELTHERTA 7O/ EAFTE2NELE
T, Amazon S3NT Y REERTBICEK., CORV—OFT IV EAFTO—ZBHAMBETT,

Transfer Family A2V —)LZ RT3 ICIE. ATHABETT,

« AWSTransferConsoleFullAccess Transfer Family JY —AZERT BT V2 AF T ZSFTP1—
-U“_L:‘FJ-E l/ 353-0

* IAMFullAccess (R4 ICIAMO— )L OEKZFFA T DR > —) [&. Transfer Family A Amazon
CloudWatch Logs TH—N—nOJR&O0—IILZBBNICERKTS A, Y —N—-ICOT1> T3
A—HY—01—%—0O—-ILz2hkRTIEEIODHHBETT,

« VPCH—N—ZATZERBLVEIRT S IZE, RS —IC ec2:CreateVpcEndpoint & & O
ec2:DeleteVpcEndpoints 7 7> 3> & & bﬂﬂ'%%gb‘ HYVET,

(® Note
AmazonS3FullAccess &IAMFullAccessiR) > —B#&klE, O—MBAPBFEAICKXESH Y FH
A AWS Transfer Familyo, < Z Tld, BB IXNTOEBRFIBAEThTVWSR L ZHRETS
LFOOEEBFEELTHBNALTVWET, 51, Chs5iE AWS EEBARUS—THY), 7

BIRSRAF 29
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XNTO AWS BEENFBATESIEERIS—TT, chSORUI—ICEENZEL DIE
BREHZEL T, BMNICHELRR/NROEREY NERETEET,

AT Y 7 1. AWS Transfer Family AV —=J)LICH A4 9%

Transfer Family IZH 4242321

—

(¥4 > 4> AWS Management Console L, T AWS Transfer Family A2Y —)LZR& &
9 https://console.aws.amazon.com/transfer/,

"PHONID&EEGE IAVTALICE. BAOAWS PHIROIDZAALET,
IAM 1—%'—% (Z1&. Transfer Family BICERL E1—H—O—-)LOBZADLET,
NAD—RIIZE, AWSTHIRODNATD—RZAALET,

[Signin] (14> 142) ZBIRLET,

o &~ 0N

ATY 7 2: SFTPREY—/NN—%EKT S

Secure Shell (SSH) File Transfer Protocol (SFTP) l&, 41 2 —%X Y R EZN L ETF—ROEREBERE
ICEAENDRY ND—07ORILTT, ZORIE. OEF1UT 1 ERFMEZTNTY
R—RULTVETISSH, £RT—ER, BE, NG, LERE, SERTELEROEDXA/N—K
TREOBBBEREESC T —RXERBIBEOICLESFEAETIATVET,

SFTPXISH —/N—ZER TSI

1. [Servers] (H—/\—) FES'—> 3> RA 2 H 5 [Create server] (F—/N\—DER) ZiBIRL F
E

2. Z7ORJLDOER T, ZBIRULSFTP, RN ZBIRL KT,

3. [Choose an identity provider] (ID 7°'0/\ 4 X —Di#&IR) T[Service managed] (N &—> RH¥—E
A) 2R L TI—H— ID &F—% Transfer Family (38R L TH S [Next] (RA) ZBIRL F
C

4. [Choose an endpoint] (L R7RA > MDER) TROXSICHRELET,

a. [Endpointtype] (L RRA > NZ A7) &L T [Publicly accessible] (/N7 VY ZICTF VA
ARER) IV RRA M EATZBIRLET,

b. [Custom hostname] (I AR LKRAKNE) T [None] (L) ZEIRLET,

c. [Next] (RN) ZZBIRLET,

dA2I=NEHA2A42FD 30
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5.
6.

[Choose a domain] (R X A > Mi#ER) T Amazon S3 ZEIRL £7,
[Configure additional details] (Z DAL DFEMDER) TROKRS ICBRIELE T,
a. CloudWatch ZO7 & T2ICE. HLOVWO—IILZEKT 2B ET IV LAFAN H SR

V). Transfer Family AXIAMO— )L Z BEBIWIZERTE D RSIZTHFHLVO—ILZERTS
ZERLET, EENBIAMO-I)IE EHENhFEFTAWSTransferLoggingAccess,

b. [Cryptographic algorithm options] (St 7 I IV AXLAT3) LT, H—N—TFEH
TEAESHT7IIVALZECEFIVT ARV —2BRLUET, 774 bEFa2 )
T 4R —& TransferSecurityPolicy-2020-06 T9,

c. [Next((RAN)] ZEIRLET,

[Review and create] (FEF2 & #ERK) T [Create server] (P —/N\—DER) ZiBIRL £, [Servers]
(H—N—=)R=IHFRRENET,

LW —N—DOAT—RAN [Online] (A2 ZA V) CEDBZETICBINNDZENBYNET, ¥
DERT, Y=—N—TT7T7ANARL =23V ZRTTEXIN, TV —ZERTILEND
WERY,

ATY 7 3 Y—EANZR—I RI—Y—ZEMTS

SFTPR Y —/N—IC1—HY—%2BMT3ICIF

1.

[Servers] (—/N—)R—=IT, I—HF—0EMELCZDZY—N—DF IV IRY IRAEFIC
LET,

[Add user] (1—%'—%&EM) ZiBIRLET,

[A—Y—RE] EI>320[A—Y—FB| L1 —FZAHNLET, COI—HF—BEFHE3
XF, &8 100 XFTHILVENFHYWET, Y —BILEATEDIXFE., az, A-Z, 09,
FOR—=ARAT T . N7 "0\ EUFR T, | $RTEFTYHINY—7 "T@1 T, 11—
Y—B2R@FNAT7>2, EUFR, PYRNI—UTHHDIERFTEREA,

TOEA TR, Amazon S3/NNTY RADT VERAZRHMT S, LETICHERKL ZIAMO—)L 238
RLET,

COIAMO—=ILIE, OFEEZFEALTERLELLEIAMO—ILER) > —ZERT D, < DIAM
O—JLIZE, Amazon S3NNT Y RADT IV EAZREITBIAMRI D —AFEENTVET, &
=, BIOIAMAR Y > —TEZE TS AWS Transfer Family Y —E AL OEEBRESENE
CB

HB—EAIXZ—I RI—Y—2EMTS 31
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® Note

HY—EANZ— RI——OIAMO=)LICIE. BMONTY NICTORATDEHD
TOEAHFANEENTVIHBENHYET, BRONTY NCTIOEATETIOEA
Zrafld. S3FullAccess DY —RAICBBELARINOT IV EAHFAZNETS S3 TH/N—
ehFET,

5. [Policy] (R') < —) T [None] (% L) ZE#IRL £,

6. R—ALFALIKN) Tk, AmazonS3NT Y REBIRL T, 2FEALTEEXITZTF— 22 RE
L &9 AWS Transfer Family, 1—%—A#"SFTP V547> hEFERALTOJA 2 LEEEICT
9tATB home FALIORNJDODNAZAALET,

CONTA—BEZZEHOEEICLEEES. Amazon S3/NT Y R®D root T4 LU NUNERE

NET, COBEE. IAMO=)LAZODrootFALIRNIAOTI9LAZHFTLTWVWBR L EHE
BELTLEEL,

(® Note

by avRUY—ENENCEATES LS. I—Y—01—H—BE BLTAL
SRNUNAEBRTBCEEBBOLET. Y32 KUS—E, Amazon S3 /N5 Y
RTOI—H—FotA%home F4LYRNJICHBRLET,

7. [Restricted] (HIBR) F I Y ORY VRAZAICTRDE, I—H—DNEFOTFILZOAICHIED
7Ot ALEY, AmazonS3NNT Y RBXR 72 )NFABERRLEVY) TERLSRVY)ET,

(@ Note

A—H—CA—LFALIRNUEEYETT, I—F—EZOR—LFT (LI NJICH
REBBE. BELEZALIAOI—F—OF I LAEOY 4TIV TBIRINT
+HBRTTT. €SIV NO—LE2BATIBEN HBHE, By asKUI—
EEALET,

8. SSHN7UYOF—IClF., SSHF—ARTDO/NT Y USSH¥F—H2EZAHNLET,

LWI—Y—ZEBMTREIC, Y—ERALI > TF—HARIAEETNET,

HB—EAIXZ—I RI—Y—2EMTS 32
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/A Important
SSHNT VY UF*—nFERIE TFssh-rsa <string>. SSH F—RTZERT>DH
EICDO2WTER, T ZZRLUTKEEVH—EANZR—I RI—H—DSSHF¥F—Z 4K
3%,

9. (FA7T3ar)[Key] (F¥—) & [Value] (fB) IcF—ND21—ARTELT12UEDORTZAHALT
[Add tag] (ZJ MIEM) ZFBIRLE T,

10. [Add] (&fn) ZBIRL T, BRLUEY—N—-CHLLVWI Y —ZEBMLEXT,

[Server details] (HF—/N\— D) R— D [Users] (11— —) o2 a>IlHLVWI—H—H1%K
RENFET,

ATVT 4 DZAT U RNEERLTTI7AINEEET D

DSAT U NTEEARL -3 ZBEL T, AWS Transfer Family Y —ERABHTT7 7ML %
ERELET, FEBRODIT AT N AWS Transfer Family ZHR—KLTVWET, FHICOWT
&, "0Z4T7 b 2FEALTH—N—"TLT O RRANERATI7AI)NZEETH Z2SRBLTLKE
=L,

Ot 3> Tk, Cyberduck & Open ZfERA TS FIEIC DLV TFHEBL FISSH,

NeEY
« Cyberduck ZfEHA 3%
« Open Zf#H 9 %SSH

Cyberduck Z{FEH 9 %
Cyberduck AWS Transfer Family 2R L T7 7 ()L & EHTEHIATS I

1. Cyberduck 724 7> haeHEXT.,

2. [Open connection] (E#t 2B <) ZFEIRLET,

3. Open Connection &4 74 7R Y 2 AT ( SFTP File Transfer Protocol) %Zi#3R L £ 9 SSH,

4. [Servers] (H—N—=)ICH—N—DOIVRKRARZEAILET, Y—NI2V RERAV N
[Server details] (F—/N—OFM) R—ZICHVWET, 'SFTP, FTPS, LT FTPHY—/\—0
HlZERTID) ZSRLUTLSEZ,

DZAT N eEALTT77MIINEGRETS 33
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©

R—KNES OBEE. 2212 ZAHLETSFTP,

[Username] (1—H'—&) IC Y—N—TITV RRA QI —DEE TERLEI-—F—DF
BZABDLET,

SSH 7' ZAR—KhF— OFE., SSHTZAR—hF— ZBRKLEEADLET,

[Connect] (##t) Z#IRLE T,

77 ANEEERTLET,

77ALOFBHRICKELUT, ROVThADOBREZLET,

s O—ALTFA4LIRN) #ERT) TEHEEALEVWT 74 %28RL T AmazonS3 F1 LI KN
EEEX)ICRZYITTFTRROYFLET,

« AmazonS3 FA4 LUK (EiETT) TEHEEALEVWI 74 E&RLTO—ALF4L IR
EEX)ICRZYITTFTRROYFLETD,

Open Z{#H 9 %SSH

Open ZEALTONY RTA DS T7AINEEETDICE., UTOFIREICHLVETSSH,

(® Note

CDIZATNE, SFTPABMB Y —N—TOHXEELET,

OpenSSH X > RS A4 > 1—F 1 'JFT 14 AWS Transfer Family Z AL T7 7 /)L & ZHATEZX
T3

1.
2.

Linux £ & Macintosh D&, N REX—ZFI)IZ2HEET,

ZAY7MNT, ROOR > REAHALET: % sftp -i transfer-key
sftp_user@service_endpoint

BOIN> RTE, sftp_user FI1—H¥—F T, transfer-keyldSSH7'ZA4 RXR—KF—T
o CCTIE, BIRL Y —/V—D AWS Transfer Family 1Y —=)LICRRENDH—/\—D
T2 RARA> Mservice_endpointZ/RLULET,

stftp ZAYV 7 RARTENET,
(A72a) 1—HY—OKR—LTFALIRNIZRTTDICEK, sftp 7OV 7N TROIX VR
ZANDLET: sftp> pwd

94T NERALTTI7AI)NEEETD 34
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4. RDITT, XKOTFANZAHDLEFT: sftp> cd /mybucket/home/sftp_user

CO TEARK) BB T, 20O Amazon S3NT Y M T 7 A INEEELETT,
5. RDTT, ROAXV RZEAHDLET: sftp> put filename.txt

put ON> RIE7 74 )% Amazon S3/NT Y MZERIELE T,

RDESBXY =D RREN, T7AIINGEENETHRTHIH, KRLBETLECEZRL
x5

Uploading filename.txt to /my-bucket/home/sftp_user/filename.txt

some-file.txt 100% 127 0.1KB/s 00:00

FANZES IR EHONZR—IJ RO—TUJTO—DFRE

CHDF1I—KRUTILTR., ESLATY T %Z2E8LEBE)— V70— %8R ETHHEERLET, CD
F1-KNUTILTR.,. BELENET74I)% AmazonS3 /Ny M7y Z7O—RL, EBUNT Y
RADEFTENET7AINERRIDAEERLTVET,

(® Note

AWS AL =270, 774N 0OBELEES. 774IIOBESLEESLE
PGP & T AWS Transfer FamilyT 5 B2 ZFHBAT 2R\ BV E T,

REY D

c ATV 71 RITO-NZERETS

c ATV 2. XZX—IRD—=0U70—%ERTS

s ATV 3 H—N—-ICD—070—ZEMLTI—HY—ZERTS

« ATY T 4. PGPF—RTZHERTS

« ATV T 5:PGP7'ZAR—RF—% IZR7F T B AWS Secrets Manager
c ATVT 6. 774N EESITD

c ATV 7. D=0 70— %2KALTHERERTITD

BED—070—%ZERT S 35
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ATY71: RITO-LZEZRET S

Transfer Family A" —2 70— 0O RE) ICFEH TE % AWS Identity and Access Management ( IAM)
RTO-LZERLET, RITO-LEERTZ7OCAICOVTE, IAMT—270—0 R
S—THHALTVET,

(® Note

EITO-IIZERT K., EEERZEIITAICIETHBES A TWVWSEESIC, E2T0O0-)LE
Transfer Family O BICEHEBERERILL T EE L,

UTFoRFTAO-LRUS—ICE, COFI—RNITZILTERTZDT—I 70— ZEEICRKRTITS
EOHILMEBERINTOERIEENTVET, CORVI—OFIERITITBICIE, user input
placeholders #1—HY—BEOEHRICEZMA T T, DOC-EXAMPLE-BUCKETZIESLT7 7 AL
#7Y 70— RTBAmazon SINNT Y RBILBEBRZET,

(® Note

IRTOD—070—IC, COBICRBET A TVZIXNTOERI BERZDITTRHY FE
he BEDD—V7O0—DATY7OEBEICESTVWTHERZFIRTEE T, EBFHDOEZA
TYTRATICRHERERICOVTE, BRERENEATY S Z2FEHAITAHZTHRALTVLE
To NAZLRATY TICHEBERICOVWTR, IAMM ARAZRALARTY T OT VA TH
BLTVWET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "WorkflowsS3Permissions",
"Effect": "Allow",
"Action": [

"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObject",
"s3:PutObjectTagging",
"s3:ListBucket",
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"s3:PutObjectTagging",
"s3:PutObjectVersionTagging",
"s3:DeleteObjectVersion”,
"s3:DeleteObject"
1,
"Resource": ["arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET"]
"Condition": {
"StringEquals": {
"s3:RequestObjectTag/Archive": "yes"

}
}
},
{
"Sid": "DecryptSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:region:account-id:secret:aws/transfer/
xn
}

ATYT7 2. XZ—JRDO—U70—%2ERTS

R, BECATY 7T 2B — V70— 2B TB2HBENfFHVET,

B ATYTZECT—070—Z2EHTRICE

1. T AWS Transfer Family 2% — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. EQOFET—2aRA2T "D—=070—1 ZBRL, "DO—070—0FERK) 2BIRLE
Jo

3. ROFMEEHREADLET,

- Decrypt workflow example’xENFHBAZAHLLET,

c [/EFILATY 'O VT[ATY 7 ZEM Z2ERLET,
4, [ATYTERATZER| T[77A4)INZES] ZBRL., [R\] ZERLET,
5. INDX—ZRDOBE|XATOJRY VAT, UTZEELET,

AFYT 2 RER—I RD—JO—%ERT S 37
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« decrypt-stepB &, PAWXRTVATYTREEANLET, ATYTRICEAR—AERE
ATEEXHA,

« [BEENET77AIDORE%] IZIE. Amazon S3 #ZIRL £ T,
« REENTYRE T, ATY T 1 THERL EZIAMR S —DOC-EXAMPLE-BUCKETT &L T
BELEZOERBU Amazon S3 /Ny R&EEIRLE T,

s [BEF—TLT714 VA, EELET7AINERETDITLIAVIORA(T7HILE ) DA
Bz, REENTY MCABULET (6 : decxypted-files/ ),

(® Note
TL7A4YOAORBICEYBT AT Y2 (/) 2ZBMLTSEE WL,

c COFI-—KUTILTR, BIFZLEEIRETTORRICLTHEERT, COREZIVTT
2L, BBFO77AIIERLUEBRINDT7 7ML ZBESLELSELTE, D070 RERFFL
L. LW 7ML EEZREE A

RN ZBRLUT, ROBEEICBELET,
6. ATY7OFMERIELET, IXNTHELVEER. [RTY TZEMH] 2EBRLE T,

7. D—070-IXEBESHCATY TR 1 2EHBEOT, BMORATY TZ2RETHIHERD
WEBA. [P—0770—0FRK] 2BRLTHLVWDO -2 70—ZEKLET,

FLLWO—070-—07—270—IDZEEBHET, CODRROATY T THREERYE
To cOFI1—RUTFITIR, w-1234abcd5678efghi 27— 70— ID OHlE LTHERALE
T,

ATY 7 3 H—=—N—ICD0—070—2EMLTA—Y—ZHERTD

BEILATY7TZECD—0U70—NFTELOT, TOD—270—% Transfer Family ¥ —/Y—I(C
EEMNTAMUENF HYVET, cOFI—RNUTITRE. 7—270—%BFDTransfer Family H—
N—IZERETDALEERLET, £EF, D—I70—TEFERAIZIHLLVIT—N—ZERTEI_LE
TE&ZET,

D—070—%&Y—N—IZTF7EYFLES., Y—/N—SFTPIC Z2EATERD 1Y —%=EKL. T—
V70— DRTERNIH—FRILENBYNET,

ATV 3 H—N—ICT—070—2E@MLTI—F—%ERT> 38
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Transfer Family Y —/N—ZFRELTO—0 70— 2XTIT5ICIE

1. T AWS Transfer Family 32/ — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. EFET—23RADT, [N ZERL, VARDSH—NZBRLET, cOF—/N—
ASFTPZ7ORINZHR—RNLTVWB L ZRFELET,

3. H—N—0FMAR—TTICA2O—)LL T [Additional details] (Z DD FEM) 0> 3> T
[Edit] (fR£E) ZBIRLE T,

4. [FHOBMEI|R—D O [XNZ—PRDO—070-10>3>7T, D—o70—2FRL., KT
PETO-)ZBRLET,

c [77PANETYTO—RTZDV—0 70T, ATV 2. XZR—TJRDO—0U70—%4
Y2 THERL ED—2 70— (fl:w-1234abcd5678efghi) ZiBIRL £ 9,
« NEX—YRD—=U70—-FRT0O-)L T, TERLEIAMO—-)LZBRLETATY T 1: £
TO—ILZHRET D,
5. R=JOKETHWETRAYO-ILLT, "®REI 2BRLTEEZREFELET,

FALTWAY—N—DIDE#EEZBZHET, PGP F—DR7FIZFEH TS AWS Secrets Manager
=LY hOBFEIE, Y—N—IDIC—HESVWTLVET,

D—070—%KVA—TERI1—H—2EMTSICEF

1. T AWS Transfer Family 2% — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. EFET—>23RA2T, [W—N—]ZERL, E5V—070-CEALTVE Y —/N—%
BRRLZET,

3. H—N—0OFHR—D7T, "I1—Y—, &0>3a>&ETRIO0-IAIL, TI—H—0k
jJﬂJ &igﬁl/ia-o

4. FLWVWI—H—IC, XOFEMBEHREADLET,

* [Username] (1—H—%—A) IC. decrypt-usexr EASDLFT,
« [A=NI] T, Y —N—IZT7 OV EATER 1O ZEIRLET,

o [(R—ALFa4L ORI, BABTIZEERA LU = Amazon S3 /N Y N (H1:D0C-EXAMPLE -
BUCKET) Z&IRL £ 9,

« SSHN7VYOFx—DBE. FIBELTVWB T SAR—RNEF—ICHIBETBNT VY UF—I(CBE
At HET, FHCcO2VWTE, ™H—FEAVEZR— RI—Y—OSSHF¥F—%Z24EK TS, 25
BLTLSEEL,
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5. [t ZBRL THLLWI-—HY—2RELEXT,

DY —/\—0 Transfer Family 1—H—NEFZEEBHFET, >—IL Yy hO—HBREFI1I—HY—0
BEIICETVTVET, DAYRILKTREHIC, COFI1—KNI)TILTREY—N—DEDI—H—
EFEATEDT7ALNO—OL Y NEFERALTVET,

ATY T 4: PGPF—RT ZEKT S

HR—KRENTVWBEPGPUZAT7 RN 1 2%ZFEAL T, PGPF—ART7ZERLET, OOt
AZDVWTIE, PGP F—D4ER ICHBAETNATVET,

PGP £F—ART7ZEMTDICIE

1. ZOF1—HMUTILTEE., gpg (GnuPG) /N\—232 2022054 F7> heEALT., ZES
FILAVAXLRSAL L THEATBIPGPF—RTEERTEE T, COVTATURTR., UTF
NDINVRZEFTULTEX—LTRLAENRATL—XEZEELET. FEOBHEEX—
L7 RLAZERATERY, FATRERF. FI—RMUTIOBETANTILEN HB1-H.
BENBEVWRSICLTLSEEL,

gpg --gen-key

(® Note

GnuPG /N\—> 3> 23.0 AEZFEAL TVWBEEE. gpg --full-gen-key ZR1{T
TRIUENHYVET, ERTBDF—DRATOANEROS NS, RSAFLE Zi&
RUETECC, L, ZBIRULLEBEIKECC, AT RXOVThHAZBIRL TLKEE
W NIST F 7z & BrainPool {5 4%, ZERL &) Curve 25519.

2. ROOAXVRZERITLT, T7FAR—FF—EITVAR—BNLET, user@example.comld,
F—E2ERLEEEICFEALEX—IITRLAICBERAET,

gpg --output workflow-tutorial-key.pgp --armor --export-secret-key user@example.com

CNIX Y RiEWZEE Zworkflow-tutorial-key.pgp7 Z A IICI O AR—KNLET,
HAT77ANICREEEDBRAZR TR ENTEERT, T7TAR—NF—=T7A)IE. AWS
Secrets ManagerlCIBIL =& THIBRI D ZEETEET,

ATV 4: PGPF—RT ZERKT S 40
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ATYT 5. PGPS A4 R—KNF+—% |[CIRTET S AWS Secrets Manager

D—070—NTY7O—RENET7AILNICHLTESATY 72X TLEEEICD—o 70—
WEBERBERDODITDCENTEDLDIC, WERZIEICHKREFETSecrets ManagerlZR1E T % 2%
ENFHYET,

® Note

Secrets Manager [C>—2JL Y hERTFTDE., AWSTHIV N ICHENRELET., &
EICDOWTIE., TAWS Secrets Manager &€& #8BL T EEL,

Secrets Manager ICPGP7' Z A XR—KNF—ZREFETBHICE

1. 2% 4 >4 > AWS Management Console L., T AWS Secrets Manager A2V — /)L Z2HE &
9 https://console.aws.amazon.com/secretsmanager/

2. EfOFET—23aURAT[H—N—]1ZERLET,

3. =LY RNR=TT, FiLL>—ILY NORFIZERLET,

4, [Z—=OLYREBATOERIR—DOZ—ILY REAT|TXOHUDI—IL Y NEAT] %
BIRULET,

5. [F—MEOART|®Y>3>7T, [¥F—ME| X7 ZERLET,

« ¥— — PGPPrivateKey& A KWL F T,
&, —MERBOTFANEZMET7 1 —IILRICBEEYRFTET,
6. [fTZEM ZBRL., [F—MEORT]| O3> T[F—/fE) ZTZ2BRLET,

« ¥— — PGPPassphrase&E AL F T,

« value - PGPF—ART7EERLEEEZEIZFEALENATL—XZ CAHDLETATY T 4:
PGPF¥—ART7 ZERKT D,
7. [Next (RN\)] ZZBIRLFT,
8. [¥—ULYRDREIR—TT, Y—ILY NOBHERMAEANLET, ZOF1—KV
FILTE, IXTOI—Y—NEATEZDZTF7FIN—ILY NEERTEET, Y —
N— DN THBDERETD s-11112222333344445, —9IL v NMZBHIZF T ETaws/

transfer/s-11112222333344445/@pgp-default, s-11112222333344445% Transfer
Family ¥ —/N\—®O ID ICEEHAET, >— LY NOBRHAZANILET,

ATY T 5 PGP Z 4 R—KNF¥—% IZ{R1E T % AWS Secrets Manager 41
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® Note
BCERLEI—Y—FRO—UL Y NEEKTDICK, >—2L Y baws/
transfer/s-11112222333344445/decrypt-useriCEBIZFITET,

9. [AN]ZEBRL., [O—TFT—2320OREI|R—ZOTFT7AILRNEZFTANETT, RWVWT, [[RN\]
ZERLET,
10. [LEZ—-]R=JT[ARTP]ZBRL, >—JL Y h2ERXLTREFELET,

Secrets Manager ICPGP7'Z A X—KF—ZBMNIT D HFEZOFMIOVTIE, "F—0HEFAWS
Secrets Manager |9 2PGP, 2B L TS EE L\,

ATV 6 774N 2ES{LTS

gpg7’ A7 S LZEALT, V-V 70—THEATR 7 7AIILEBSHLET. LTOIN REE
TLT774Z2ESILT S :

gpg -e -r marymajor@example.com --openpgp testfile.txt
COOXVRZRITITDEIC. ATOZEILEFETS .
« -rBIBICOVTIE. ZPGPEF—ART7OERKICERALEZE X—ITRL

Amarymajor@example.comcBEMAE T,

« --openpgp 777R@A73a>TY, COT7TTR. BESLENnLT 7 A% OpenPGP
RFC4880 BE(CEME BT,

« ZOIONY RIF, testfile.txt&RIUBTICtestfile.txt.gpgE WS BRF DT 7 A I ZERK
LET,

ATV 7. D=0 70— ZXTLTHERZEZRTTS
D—070—%XTITDICE, ATV 3 THERLEI—H—2FERAL T Transfer Family #—/\—

CERLEXT. TLT, "TATY 725 ®REENFA-ZX—0ORE, THEEL /zAmazon S3/\T ¥
NT, BEEEChIET77AINERBDCENTERT,

BED—070—%2RTIBICE

1. OAXZVREA=—ZFINZHEFT,

25976 J7ALEBENTS 42


https://www.rfc-editor.org/rfc/rfc4880
https://www.rfc-editor.org/rfc/rfc4880

AWS Transfer Family I1—H—HA K

2. ROIOXY RZZETL, your-endpointZEBOIY RRAV NI, Z1——DSSHTZ
AR—KNF—transfer-keylCBEEBRAET,

sftp -i transfer-key decrypt-user@your-endpoint

BIZIE, WBREN~/.ssh/decrypt-userlZREEIATVT, IV RKRAU B
MN's-11112222333344445 . server.transfer.us-east-2.amazonaws.com®DiFE. O~
VRIFIROELDIZHEYET,

sftp -i ~/.ssh/decrypt-user decrypt-user@s-11112222333344445 . server.transfer.us-
east-2.amazonaws.com

3. pwd AR RZRITLET. MHIRE&, COOAXY REFETZET :

Remote working directory: /DOC-EXAMPLE-BUCKET/decrypt-user

TALIRMNUIZE, Amazon S3NT Y ROBRINRBRENE T,

4, ROOANVREZERTLTI7Z7ANEZTY7O—RL, D—07O0—&XTITBDLSICNUAH—L
£9,

put testfile.txt.gpg

5, BSEhE774ILORERELT, D—070—%Z KL & E(Cdecrypted-files/7 #
INE—ZEBEELELLE, CNT, TOT7AILE—ICBBLTHRNEZ—ERRTEERT,

cd ../decrypted-files/
1s

BUWIdE, 1sOV Y RiFtestfile txt 77 AN ZE—EBEXRRLET, COTT7AINEX T
A—RLT. ABIICESHELERD 7 7AILERUAESH ZHATEXT,

SFTP OO0ty N7y T EEH

X220 BHE. A WS AKNL—2EN—RF—OSFTPH—N—C OBEZEBI TS LT
T Amazon S3 A SN—KNF—NFAETEDNAEOBEICT 7AIN ZIEETEEXTT, SFTP IXI R
BFEALT, N— RN FT—OSFTPH—N—AST77AI)NEZWMEBETREETEET,

SFTP XV 2D EMK & A 43
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COF1I—RDYFITE, SFTPOZRI2%Z+EY N7 Y7L, Amazon S3 AL —2 ESFTPH —
N—RBTT77AINZEETDIHECODVTHALET,

SFTP XU R & H SSFTPRALEHR Z S L AWS Secrets Manager ., 'J E— RNSFTPH—/Y—I(Z&3
AL TERZBILET, ORI, VE—RMNF—N—LCT7 7ML EZEFEELEEWBL. Amazon
S3ICT774NE®RELET, IAMO—)LIE. Amazon S3 /N7 ¥ K & Secrets Manager IZ®RFEE N
TVBRIMEBNOT IV ERZHAITHLEHICEAENE T, . Amazon ICOTJA TRl Ed
T& £ 9 CloudWatch,

AWS Cloud .
(Q

Amazon CloudWatch

N

Publish logs
Remote SFTP server
AWS Transfer Family
. _ Get/Put
Retrieve Files S Ir éi _ S3O0bjects @
i SFTP
(_ Send Files Amazon S3
SFTP connector

Assume |IAM role T T Read SFTP credentials

2 {8}

Role AWS Secrets Manager

NEY D

c ATV 1L REBYR—KNIYV—RZHERTS

« ATVZ 2.SFTP ARV B EERLTTAKTS

« ATYTZ 3 SFTP ARV R ZFEALTI7TANZEERLVMETS

o UE—RY—/\—& LU TR TS Transfer Family SFTPHY—/\—% %K T2 FIE

SFTP OX Y 2D EREER 44



AWS Transfer Family I1—H—HA R

ATV 11 BEBYR—NIY—-RAZEKTS

SFTP XV X %ZHL T, Amazon S3 £EEEN ) E—NSFTPH—N—BT7 7/ )2 1E—TE
£, COF1—KUTITE., JTE—I AWS Transfer Family —/N\—& U TSFTPH—/NN—%fF
ALTVWET, XKOVY—RAZERLTRETILEN HYVET,

« Amazon S3 /N7 Y REERKL T, AWSEREICT7 7ML Z®REL, UE—RSFTPH—N—1H5
T7AINEEEBLVEEBLET, Amazon S3 /N7 Y NZE/ERKT S

 Secrets Manager T Amazon S3 AL —2 &2 —DL Y NCT I 12AT S 28D AWS Identity
and Access Management A—J)LZER L E T, BELT IV ELAFTZED2AMO—-ILZERT S

« SFTP 7O KN ZEA T % Transfer Family 4 —/N\—&, SFTPOR VX ZFERAL TSFTPHY —
N—EDBTTI7AINEEETIH—EANZR—I RI—HY—&ERLET., Transfer Family
SFTPH—N—¢t1—H—%ERTD

« SFTP ARV ZNVJE—RSFTPH—N—ICOTA TR LHICEATRIRABRZRET S AWS
Secrets Manager >— 7L Y hZERLET, —TL Y hZHERL THRFT S AWS Secrets
Manager

Amazon S3 /N7 Y NEERT S
Amazon S3 /NI Y KREERT B ICIE

1. T AWS Transfer Family 22V —J)LIZH 4 2 4 >/ L & T hitps://console.aws.amazon.com/s3/,
2. V=23avaEERL, BRZADLET,

COFI—RNUTILTR, X7y MK ICHVUS East (N. Virginia) us-east-1, BHETlE
Tdsftp-server-storage-east,

3. TFI7FILRNERTAN, NTYRNOER ZERLET,

Amazon S3 /N7 Y N DERDOFEMIC DWW TIE., "Amazon Simple Storage Service 1—H—7 4
Ry OSINTY NOEREZEL ZSBLTLSEEL,

BBEBT 7 EAFAZEDIAMO—ILZEKT S
TORAO-LICE, ROT I AHFAZE ORI —2ERLET,

ROBITIE, T IEARATBDEDICMBERT IO EAHFTZHFE5LET, DOC-EXAMPLE-BUCKET
Amazon S3, # & U Secrets Manager ICRFENTVBEEEnEZ—IL Y K,

AFY T 1 BBEYR—NJY—AEERT S 45
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I—¥—%( K

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowListingOfUserFolder",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET"

"Sid": "HomeDirObjectAccess",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObjectVersion",
"s3:GetObjectACL",
"s3:PutObjectACL"

1,
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

"Sid": "GetConnectorSecretValue",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,
"Resource": "arn:aws:secretsmanager:region:account-id:secret:aws/
transfer/SecretName-6RandomCharacters"

}

RDESICEHEZBEERAET,

* [DOC-EXAMPLE-BUCKET, F¥1—KUTI)TlF ZEAL £9s3-storage-east,

ATY T 1 MEBREYR—KNIY—RZERT D

46
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« [region, F1—KNUTILTIF ZFEAL EJus-east-1,
* [account-id, ID ZFERALETAWS THIV K,

* [SecretName-6RandomCharacters, HHlusing sftp-connectorlld T3 (—UL VY KIC
FHMBEDE6 DDTURAALABRXFANBHYET ),

i, coO—LE, I—Y—0EEVIVIARNEZRMEBIZELEICIARIZNVY AT IEAT
ERLSICTHFEMARIBENTVR L ZHFIIILEN BV ET., FHEBROBIOFMICO
WT, GEERZEITIZICE ZZRLTSEZL,

® Note
F1-—MIUTILTEALTVRO0-LOFMAICOVTR, " 282RLTKEEWI-—H—
O-)LET7O0EAO-LDHEHEDE,

=LY NEEKL TRET S AWS Secrets Manager

SFTP ARV XD 1—H—FRAERZRET HICIE. Secrets Manager IC—J LY N2RET D&
ENFHVET, NAT—R, SSHTZAR—KF—, FLRETOEAZFEATEET, F1—HKV
TILTR, 7AR—KF—ZFEHALTVET,

(® Note

Secrets Manager [C>—2JL Y hERTFTDE. AWSTHIU KN ICHENRELET, &
£ICDOWTIE, TAWS Secrets Manager Bl& &, #5BL T EEL,

=LY NEREFETDFIEERBIDAEIC, T7FAR—NEF—ZMBLTTIA—NXYNLET, 7
FAR—FMF—&, UE—RFSFTPH—N—LOI—H—RAICEREENENT VY IF—ICHIETS
PBENFHYVEST, F1I—KNUTILTRE, 7ZA4R—=—rF—F, VE—FY—N—ELTHEALTVLS
Transfer Family SFTPH—N—ICT AR I—H—RAICRBEENTVBINT VY IF—CRETEIHE
FHVERY,

ChEITSICE, KOO REEFTLET,

jg -sR . path-to-private-key-file
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BlzE, T7SAR—KNF—TF7AUN ICHBHEE~/.ssh/sftp-testuser-privatekey, AN
VRERODESICHEY)ET,

jg -sR . ~/.ssh/sftp-testuser-privatekey

chiZkl), F—AELLVER (BUTXFEOATNTVDS) TREHDICHAEIhETT, ZOT
FANE, ROFIE(RATY 7 6) THUMGTIBENF &Z L, ECHICIE—-LET,

SFTP %% X M Secrets Manager | 1—H'—RiEHRZRET D ICIE

1. 2% A4 242 AWS Management Console L, T AWS Secrets Manager >V —J)L&ZRAE &
9 https://console.aws.amazon.com/secretsmanager/.

2. EROFETF—23sRAT[H—N—]1ZBRLET,

3. [—ULYBRR=DT, #HLLW—ILY NORFIZEBRLET,

4. [—OLYRERATOERIR—ZO[>Z—ILY NRAT|T[2OMD—ILY NRAT] &
BRLET,

5. [F—1MEORTI O3> T, [F—MHE| X7 %Z&RLET,

« ¥— —Username& AL ET,
e value- 1—H—0OBFZ AN L £Tsftp-testuser,
6. F—ZEANTBICWKE., T7L—FTFFARNRT2ERTREBHHLET,

a. 1TOEM ZF#RL. ZAHDLFEFIPrivateKey,

b. [7L—FTFARNEZTEBIRLET, 71—I)LRICE. XOTFARNEETNDLDICK
VEL L,

{"Username":"sftp-testuser","PrivateKey":""}
c. ZOZHEIAH(L)DOBITTAR—NF— BHICHRE) OTFARNEEYFITET,

BHRERXDESICENET (F—F—RRBIL—RRENET ),
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Key/value pairs info

Key/value Plaintext
I"Username": "sftp-testuser”,"Privatekey":"----- BEGIN RSA PRIVATE KEY

+t
+]
+t
L
+£
+E
+_'
Ih
/E
+5
L DTN R o ] | MRV AL ASAUIULILU EamY T LA ARV sy X

Text Line 1, Column 3337 @ Errors: 0 A Warnings: &

7. [Next OxN)] ZBIRLET,

8. —ULYRMDOERER—DT, O—UJLYNDOBEZADLET, cOFI—KNUTITRE,
>—29L Y N ICBEIZS T E Taws/transfer/sftp-connectorl,

9. RN]ZZRL, [A—FT—2320OREIR—TZOTFTFIINREZZFANEKTT, RVWT, [RN]
ZBERLET,

10. [LE2I-]R—JT[ART]ZBRL, =LY NEERLTRELET.
ATY 7 2.SFTP ARV B ZHERLTTARNTS

cOtI>arTR, BCERLEIXNTOVY —RA%Z2FERATAHSFTPIRI 2 ZEXL T, il
IC2WVWTEk, TSFTP ORIV ZMEE, 2FRLTEZ L,

SFTP XV 2 Z KT BICIE

1. T AWS Transfer Family 32>/ — )L %Z B & & 9 https://console.aws.amazon.com/transfer/,
2. EROFET—23RADT, ARV Z] ZERL, ARV XOEK] Z2BIRLET,
3. SFTP ARV ARZAT%BEIRLTSFTIPOXRI R ZHERL. R’ ZBIRLET,
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https://console.aws.amazon.com/transfer/
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Transfer Family Connectors Create connector

Create connector s

Create a connector that will be used to connect to your trading partner's server

Choose the connector type

Choose the protocol of the remote server to create a connector

O SFTP AS2
Create a connector to connect to remote SFTP server Create a connector to connect to your trading partner's
AS2 server

Cancel Mext

4. [OXVAER] £I232T. ROBHEEANLET.

« ICURL, URLUE—KRSFTPH—N—0D ZAILET, cOFI1—KNUTILTE. VE—bH
H—N—& L THERAL TWS URL Transfer Family SFTPH—/N\—®O ZAHLE T,

sftp://s-1111aaaa2222bbbb3.server.transfer.us-east-1.amazonaws.com

Bt 1111aaaa2222bbbb3 Transfer Family H—/N\— ID Z#FRAL £ 9,
« 7OEAO- I, BICERLZO—) ZA L EJsftp-connector-role,
- OJR&O—)L T, %ZBIRL £JTAWSTransferLoggingAccess.,

® Note
AWSTransferLoggingAccess & AWS Y &x—2 RARUS—TF, DR
S—OFMEICOVWTRE., ") ZSZBLULTKEETVAWS VER—I RARDD—:
AWSTransferLoggingAccess.
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Connector configuration

URL
Specify the URL of remote server

sftpe//fs-11112aaa222 2bbbb3 server.transfer.us-east-1.amazonaws.com

Access role
1AM Role for Amazon 53 access and AWS Secrets Manager access

sftp-connector-role v

Logging role - optional Info
1AM role for the connector to push events to youwr CloudWatch logs

AWSTransferLoggingAccess v

5. SFTPRE €032 T, ROBHREEELET,

+ Connector FEEEIR Tldk. SFTPERALEHRZ & T Secrets Manager VY —ADEF ZEIRL £
I, F1—MUTITR., ZERL EFJaws/transfer/sftp-connectoril,

s EEENERANE— OBE. RARNF—ONT VY IBLICEYFHTET. COF—%H
B893ICIk. SFTP H—/V—ssh-keyscanT ZRTLE T, EETEDHRAMNF—ET F—
NYRNLTRETRHFZELCODVWTE., "1 ZZRLTLKEE, SfipConnectorConfig 7— &
BRFIXUK,

SFTP configuration infe

Connector credentials
Select the username and password / 55H private key that will be used to connect to the remote server from AWS Secret Manager

) | | Store a new secret [

awsftransfer/sftp-connector v

Trusted host keys
Comnector connects to the remote server only if the S5H public key matches one of the below

ssh-rsa AAL Remowve

| Add trusted host key |

6. INTOREZWAL LS, ARV XOEREZERL TSFTPOARI R ZERLET,
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https://docs.aws.amazon.com/transfer/latest/userguide/API_SftpConnectorConfig.html
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SFTP XV B ZEML LS, HFLLWIARIRZHEALTI77AIINZRETIHIC, ThETANT
BPLEEBEOLET,

Test a connector using the console
SFTP ARV R%ZETANTBICKE

1. T AWS Transfer Family 32/ — )L % B & & 9 https://console.aws.amazon.com/transfer/,
2. ERlOFET—>32 D42 ROT, [AXRV R ZF#E RL, ARV XZERLET,
3. [FO2aVIAZ1—NhS[TAMNEL] ZBIRLET,

AWS Transfer Family X
@ Introducing SFTP connectors X

Use SFTP connector to connect to a remote SFTP server and transfer files to or from Amazon S3
Servers
About connectors | Documentation [4 | Pricing [
Connectors

P AS2 Trading Partners

Delete
—_— 1
2 Connector ID a Type URL v
What's New [F - AS2 http://s- .server.transfer.us-east-2.amazonaws.com:5080
Documentation [4
c- J SFTP sftp://s-! .server.transfer.us-east-2.amazonaws.com

SATLRTARDERLEDLESHERTIAYE—DZRLET, TANCKKLEHZE, &
ATLRAMOBRICEIVEIS—XvE—2#RHLET,

Test connection X

® Connection succeeded

Connection with connector ID c- to the remote SFTP server was
successful

2F Y7 2:SFTP d% V7 X ERLTFARNTS 52


https://console.aws.amazon.com/transfer/
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Test connection X

(®) Unable to assume the configured access role

Connection with connector ID ¢4 to the remote SFTP server was
unsuccessful

Test a connector using the CLI

EEAL TR 2% TANTBIZIE AWS Command Line Interface, X RO 7 NTIR
NDIANV RERFTLET (BEHRA S connector-id BBEO ARV X ID £EH):

aws transfer test-connection --connector-id c-connector-id

TARNYEBTDE, ROTHFBRENET,

"Status": "OK",
"StatusMessage": "Connection succeeded"

TARDYRBUIEBERE, ROKISBHENBIZT— XY E—IHRRENET,

"Status": "ERROR",
"StatusMessage": "Unable to assume the configured access role"

ATY 7 3:SFTP ARV R ZFERALTT7AIINEZEEBRVEETS

BRIZTRLEHIC. Amazon S3ANTY NZTT7AILHFTTIEHD L ZRRELTVET,
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AWS Transfer Family I1—H—HA K

® Note
COFI—RNUTILTE, EEREEEEOAADANL—2O47—2 322 Amazon S3
NTY NEFERALTVWET, SFTP H—/V—75" Amazon S3 ANL—2ZFEALBVIEE.
RDOAN > Rsftp-server-storage-east TRRENDBATHNIE, /NAZSFTPH —
N=—DSTIOEATERT7AINDFAANONAICEEWMADCENTEET,

« Amazon S3 A NL —<SEND-t0o-SERVER.txtHh 5 EWVWSBRID 7 7 A4 )L ZSFTPH—/N—I(2i%
ELET,

« SFTP +—/Y—RETRIEVE-t0-S3.txtA' 5 Amazon S3 ARL =21 EVWSERID 7 7 A )L = EH
BLEY,

(® Note
ROOAX > RT, Z#BEMWMZET, connector-id AXVXID Z#FEALET,

£Y. Amazon S3NT Y KA SUE—KRSFTPH—N—CT7 7ML ZEELET, AN R7OVT
RAS, XOOAXY REERTLET,

aws transfer start-file-transfer --connector-id c-connector-id --send-file-paths "/s3-
storage-east/SEND-to-SERVER.txt" /
--remote-directory-path "/sftp-server-storage-east/incoming"

T, sftp-server-storage-east/\7 Y NEFRXDKSICBEWET,
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Amazon 53 » Buckets » sftp-server-storage-east » incoming/

incoming/

Objects Properties

Objects (1) nfo

Objects are the fundamental entities stored in Amazon 53. You can use Amaz
need to explicitly grant them permissions. Learn more [
¥ Upload

| Q, Find objects by prefix |

[] MName A | Type

txt

[) SEND-to-SERVER.txt

Copy 53 URI

on 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll
Actions | ‘ Create folder
1 @
Last modified v Size v Storage class v
December 18,
2023, 10:36:40 4.1 KB Standard

(UTC-05:00)

T7AINEEBYICRRENEVESE. CloudWatch OJ Z#EFRL T EE W,

CloudWatch O7 Z®R T (C &
1.
2
3.
4
5. RFoOJINUZRBBELETD,

B3 adE, OJIVRMVRRRDODKISICE

"operation": "SEND",
"timestamp":
"connector-id":
"transfer-id":

"file-transfer-id":

"connector-id",
"transfer-id",

T Amazon CloudWatch AV —)LZHE &7,
EROFTES—>arXZ1—hrsO07T7IL—T%2BRULET,
BREN—IZOAXIRXIDZALNLT, OJZBRELET,
BRENSRBRENDZOTAN)—LZERLET,

https://console.aws.amazon.com/cloudwatch/

WERY,

"2023-12-18T15:26:57.3462837",

"transfer-id/file-transfer-id",

"url": "sftp://server-id.server.transfer.us-east-1.amazonaws.com",
"file-path": "/s3-storage-east/SEND-to-SERVER.txt",

ATY 7 3 SFTP ARV REZFALTT 7 4L 2 R ES L VOEE
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"status-code": "COMPLETED",

"start-time": "2023-12-18T15:26:56.915864Z2",

"end-time": "2023-12-18T15:26:57.29812272",

"account-id": "500655546075",

"connector-arn": "arn:aws:transfer:us-east-1:500655546075:connector/connector-id",
"remote-directory-path": "/sftp-server-storage-east/incoming"

77 ANBENRKL2BE, OJIVNIICRBEZEEIR L7 — XY -8 8&EN&ET, T
Z—O—RNERRAE, IAMT7 I EAFATORBEER 27741 ILNATT,

RIZ, SFTPH—/N—HS Amazon SSNTY N7 74N ZBELE T, AN R7OVT KD
5, ROAN RZEITLET,
aws transfer start-file-transfer --connector-id c-connector-id --retrieve-file-paths "/

sftp-server-storage-east/RETRIEVE-t0-S3.txt" --local-directory-path "/s3-storage-east/
incoming"

BEAEITDE, Amazon S3NTY MR, CCERILSICEETNET7AINBENE
ERD

Amazon 53 » Buckets » s3-storage-east » incoming/

incoming/ Copy S3 URI

Objects Properties

Objects (1) infe

Objects are the fundamental entities stored in Amazon 53. You can use Amazon S3 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll
need to explicitly grant them permissions. Learn more [
Actions w ‘ ‘ Create folder
M Upload
‘ Q, Find objects by prefix ‘ 1 &
Name 'y | Type v Last modified v Size v Storage class v

) [3 RETRIEVE-to-S3.txt txt December 18, 2023, 41KB  Standard
10:26:58 (UTC-05:00)

BH3adeE, OJIVMNVRBRRDEISICBYERT,
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{

"operation": "RETRIEVE",

"timestamp": "2023-12-18T15:36:40.017800Z2",

"connector-id": "c-connector-id",

"transfer-id": "transfer-id",

"file-transfer-id": "transfer-id/file-transfer-id",

"url": "sftp://s-server-id.server.transfer.us-east-1.amazonaws.com",

"file-path": "/sftp-server-storage-east/RETRIEVE-to-S3.txt",

"status-code": "COMPLETED",

"start-time": "2023-12-18T15:36:39.727626Z",

"end-time": "2023-12-18T15:36:39.895726Z7",

"account-id": "500655546075",

"connector-arn": "arn:aws:transfer:us-east-1:500655546075:connector/c-connector-
id",

"local-directory-path": "/s3-storage-east/incoming"

}

)E— R —/N\—& L THERAT S Transfer Family SFTPH—/N\—%/ER T
% FIE

AR, 2OFI—KMITILOVE—RNF—/N\—& LU THEET B Transfer Family SFTPH—/\—%
ERTAFIEOMEZRLET, KORITEELTLEE L,

« Transfer Family Y —/N—Z AL TV E—RSFTPH—/N—ZKRL FT, —BWASFTPORI X
I—H%—IZ&, MBOUE—RNSFTPH—/N—A"HVETF, Transfer Family SFTPH—/\—&
I——%ZERT21 ZZRLTEZL,

* Transfer Family ¥ —/N\—Z AL TWS &, Y—EANR—2 RSFTPA—H—EHALTVE
o T, BRICTHLEHIC, ZOI—H— Transfer Family Y —/N—ICT7 IR T B HIC&4
BRT7OEAHAE, ARV EERATIEOICBEBERT IV EAFTEHELIEDEEL L. &YIR
LIZBYETH, BEAEDSFTPORI RXI1—AT—RAIZ&. Transfer Family —/N—I(C B3E (S
FshTOVWBVWEIOSFTPI—H—AH 'V ET, Transfer Family SFTPH—/N—&1—H—%&4E
BED, #BBLTIEEL,

« FA1—KNUTILTRE, VE—BFSFTPH—/\—IZ Amazon S3 ANL—2ZFEALTVWS 1S, &
BNTYRDSBIONTY NCT77A N Z28EIETESDKSICs3-storage-east, 2EFEBO/NT Y
N ZERTIHENF HYVET,
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Transfer Family SFTPH—/N—& 1—H%—%&ERK TS

FEeAEDI—Y—i, BICI—Y—%2EFOSFTPH—N—NHdY, COHY—N—%2FALTT7A
INEEZETE S, Transfer Family SFTPH—/N—&1—HY—ZERTIHLEBEH Y FEA,
EL, 2OF21—RMUTITRE, BRIZFTSESHIC, Transfer Family H—/N—%ZFHALTUE—bH
SFTPH—/N—& L THEEL F T,

THATNTVBFIELCH > TH—/N—SFTPRB Y —N—ZERT 2 E2EKL. I—H—ATYV 7
JIH—EANZ—I RI—Y—-ZEMIZZEMLEXRT, Fi—NUTPITEALTVRI—H—
DFMEFRDODEHTT,

s Y—EANZR—T RI—%— ZEHRL FIsftp-testuser,
c R—LTFA4LIORN)Z ICERET S /sftp-server-storage-east/sftp-testuser
s I—HY—BERTDEER. NTVYIOF—BFRELET, TN, Secrets Manager T —7
LY NZERTRDEER, WBITBDTTAR—RNF—ZIEETHIHLENf HYET,

« O—JL: sftp-connector-role. F1—KUTI TR, SFTP1I—H—ESFTPOXRIXDOMEA
ICRIVCIAMO—)LZEALTVET, AB0IXRV2Z2ERTSEE. 1—HF—0O-ILETIOEA
A=A EThETFhELEDZBEENFHYET,

s H—N—RARNF— ARV ZEZERKTDEERF. T—N—FKRANFT—Z2FATIXLENf BV E
T, COF—EMEBITSICIE, H—/V—ssh-keyscanT Z2ERITLET, HlZE, —/N\—ID
Ts-1111aaaa2222bbbb3, T RAKRA 2 KK DFGus-east-1, XOIX > RiFH—/V—7K
ARF—ZEBLET,

ssh-keyscan s-1111aaaa2222bbbb3.server.transfer.us-east-1.amazonaws.com

ATY T 2:SFTP ARV 2% ERLTTARNTS 7O v ICBHYNG2HREBEN D0, C
DTHFANEECHICOE—LZET,

A—Y¥—0O—-)LETIVEAO-ILDOEAEDE

Fi-—KNIUTILTE, BE—0ERO-ILZEALTVEY, COO—/LE, SFTPI—¥—&%7
BANDTI7EAOHEBIZERAENET, ROFITE, F1—RUTILORRAVZRITIZDHEEIHER
T, COO-)OFlZRLET,

ROBITIE, AmazonS3 D 2 DDNT Y NCTIOEARATREHICHBRBT IO AFTE, Secrets
Manager \ZfRfFaws/transfer/sftp-connectorld NTW3 EVWSFZHNDT—IL v hEftE
LEF, cOFI1—RMNUTILTIEE, COO—DORZFE TIsftp-connector-role,
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"Version": "2012-10-17",
"Statement": [

{

}

"Sid": "AllowListingOfUserFolder",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::sftp-server-storage-east",
"arn:aws:s3:::s3-storage-east"

"Sid": "HomeDirObjectAccess",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObjectVersion",
"s3:GetObjectACL",
"s3:PutObjectACL"

1,

"Resource": [
"arn:aws:s3:::sftp-server-storage-east/*",
"arn:aws:s3:::s3-storage-east/*"

"Sid": "GetConnectorSecretValue",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:us-east-1:500655546075:secret:aws/
transfer/sftp-connectorl-6RandomCharacters"

JE—RY—/N\—& L THERT S Transfer Family SFTPH—/N\—%ER T2 FIE
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Transfer Family O O—J)LOEROFRIC OV TR, ") THAT ATV AR FIEICK>TO—IILI—
H—O—LDERZEERLET,

Amazon APl Gateway XV Y RZHAZALID 7ONAMF—&L T
RETD

CDF1—KNUTI Tk, Amazon APl Gateway XV VY REEY KT7Y 7L, ThZEHAZALID Y
ANA A —& LU THEMRL T AWS Transfer Family B —N—IC7 74 &TF7 Y 7O0—RTBHEICD
WTBBHLET, cOF1—KUTILTR, "EEXZAZYITUTL—bh1 X®TOMOERKZH#
BED K EHFE L THY) LIFET,

NEY D

- AIREH

« AT Y 7 1:CloudFormation A& Y VKT S

o ATV 7 2: H—/)\—® APl Gateway XV Y REREZHRT D
o AT Y 7 3: Transfer Family Y —/\—QlE R =T >

c ATV 7 4 A—H—HAY-—N—ICELETER_LZHRID
« ATV T 5 SFTPEHKE 7 7TANEEETANTD

« ATFYVT 6 NTY RADT IV EA%REIBRT S

« Amazon ZEAL TW3IFEF Lambda ZE# 9% EFS

Bl RR SR AF

T Transfer Family ') Y — A& 4EK T S HIIC AWS CloudFormation, ANL—2&1—H—0O—)L%
ERLET,

ANL—2ZEBELTA—Y—0OREZEXKTS
1. EALTLVRARL—2ERUT, RORFIXY RN EZSRLTSEEL,

» Amazon S3 /N7 Y N &E/EK T B2k, Amazon Simple Storage Service 1—%—H 4 R®
FS3INT Y RZERTBICIE?1 BSRLUTLSEEL,
*« AmazonEFS 77 A )\ AT ALAZERTBDICIE. "1 23BLTLKEEVWAmazon EFS 7 7
AN ATLZEET D,
2. 1—4¥—0O-)IzZzEKTHICE, AMO—=)LER)—ZERTD ZSRBL T EEV

NAAZLID 7ONAF—2ERATS 60


https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-basic-apig.template.yml
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-bucket-overview.html

AWS Transfer Family I1—H—HA K

AWS CloudFormation XDt 9> 3> T ARXY VERERTBIHEIC, ANL—2E1—HF—0®EID
HMEANLET,

AT Y 7 1: CloudFormation AZ Y 7 #ERT %
Riteniz7>7L—KH S AWS CloudFormation AR Y U ZERT S 21
1.  AWS CloudFormation 12V —JL % https://console.aws.amazon.com/cloudformation TR & &

ER

2. [Create stack] (AR Y U MERK) Zi#IR L, [With new resources (standard)] (FiL WU Y —RA %
A (E%) 2 BRLET,

3. [Prerequisite - Prepare template] (Ffi$e&# - 7> 7L — N2 %59 %) R4 > T [Template is
ready] (77 L—hOEfERET) ZBRLET,

4. DV, R=2IVORAEZYOFT7L—k 2dE—L. Amazon S3URL7 4 —)L RIZBYY)
FHET,

5. [Next] (CRN) £2UY I LET,
6. ARV IUDBRAEEOTINTA—REZRBELET, BFLUTOEZLTLIEEL,

« UserName & OF7 7 # )L ME%Z E Z #: 2 K 9 UserPassword,

« (Zl&UserHomeDirectory, BABIICER L =AML —2 (Amazon S3 /N7 Y M & izl& Amazon
EFS 77 AN AT L) OFf#lZEAANLET,

« F7FI)INE, BEICERL 21— —0O—)LUserRoleAmICEZ A FET, AWS Identity
and Access Management ( IAM) O— LI BT VEAFANFSETT, IAMO—)LEN
TYRRIUD—OFIICDVWTR, T ZZBLTIKEEVATYT 6 NTY RANDTIEA
ZHRT S,

s NATD—ROKRDYIZNT DY Ox—%ERAL CERALT S5 EE. UserPublickeyl 7 4 —JL
RIZNTVYOF—ZAALET., ZHEALTH—N—ICHHTERT D EEESFTP, VA
T—RORDYIZTZFAR—KRF—ZEELET,

7. [Next] GRA\) Zi#IR L TAH S [Configure stack options] (AR Y VAT 3V NDERE) R—TTE

5 —E [Next] (RN\) 20y L&D,

8. ERMLELSETRRARY UVDOFHMZEHEZEL TH S [Create stack] (AR Y U DIER) ZBIRL &
¥,
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https://console.aws.amazon.com/cloudformation/
https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-basic-apig.template.yml
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® Note

NR—DTERD #EE T, A AWS CloudFormation IAMY) Y — A Z4ERK T 2 A REMEA" &
BDEEBBEITHIMNEN HYET,

ATY T 2: —/N\—0 APl Gateway XV ¥V RERXEZHERT

® Note

tX1VT12ALEEEDEDIC, DITTFTVT—23 0T 74T 04— &2RETE
£9., AWS WAF I&. Amazon API Gateway (CEzizE 11D HTTPE R HTTPSU VI A
EEZRVITERZDITTIVT—2320T7F7ATIA—=ILTE, FMICOVTI,
)T T77)T—23 07 F7ATIOA—)LEEMTS ) BSBLTIEEL,

H—/N\—® APl Gateway XV VY REBEEZRZELTF7O1T3IC1F

1.
T API Gateway 1Y — )L & B & & 9 hitps://console.aws.amazon.com/apigateway/

2. T7L—BMHNERL & Transfer Custom Identity Provider ® E4API AWS CloudFormation 7
V7L—hZEERLET,

3. UY—ARA T, ZERULGET, XYY RUIJIAK ZBIRLET,
4, TF0>ar T, F70O4 APIZIRIRL £, [Deplyment stage] (F7°'04 A7T—) T [prod] %
BIRL TH S [Deploy] (F7O41) ZBIRLET,

APl Gateway XV Y RAEEICTF7OME NS, AT—JITF142E0>3>TeEoN
T —RVAERRLET,

® Note
R=TDLEBIZRTENDFTHLURLZ RLAZOE—LET, ROATY T THE
L) ET,
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https://console.aws.amazon.com/apigateway/
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AT Y 7" 3: Transfer Family 4 —/N\— Ol R ~T S

T>7L—hKhZFEAL T AWS CloudFormation A& Y U Z4EK T % & . Transfer Family #—/\—25"

BENICERENET,

Transfer Family 4 —/"\N—OFHERTTDICE

1.  AWS CloudFormation 12V —JL % https://console.aws.amazon.com/cloudformation TR & &

ER
2. ERLEARARY VZBRLET,
3. [WY—R]&TZBRLET,

Resources (18)

| Q, Search resources

Logical ID & Physical ID Type v
ApiCloudWatchLogsRole =ApiCloudWatchLogsRole- A AWS:IAM:Role
ApiDeployment202008 AWS:-ApiGateway:Deployment
ApilLoggingAccount AWS::ApiGateway:-Account
ApiStage prod AWS::ApiGateway:Stage
CloudWatchLoggingRole -CloudWatchLoggingRoled A AWS:IAM:Role
CustomidentityProviderApi A AWS:ApiGateway:RestApi
GetlserConfiglambda -GetUserConfiglambdad A AWS:Lambda::Function
GetUserConfigLambdaPermission GetUserConfiglambdaPermission: AWS:Lambda::Permission
GetUserConfigReguest AWS:ApiGateway:Method
GetUserConfigResource AWS::ApiGateway:Resource
GetlserConfigResponseModel UserConfigResponseModel AWS - ApiGateway-Model
LambdaExecutionRole LambdaExecutionRole- A AWS:IAM:Role
ServerldResource AWS:-ApiGateway:Resource
ServersResource AWS:ApiGateway:Resource
TransferldentityProviderRole -TransferldentityProviderRole- A AWS:IAM:-Role

Eamfchcrvcr arm:aws:transfer:us-east-2: Server)s- AWS:Transfer:Server :I
UsarMNameResource AWS:ApiGateway:Resource
UsersResource AWSApiGateway - Resource

AT Y 7 3: Transfer Family # —/\N— Ol Z R RIS
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#—/Y—ARNIE. TransferServerfTO¥E ID FIICRRENET, H—/N\—1ID
&, s-11112222333344445 I EARN, ICEENTLVET,

T AWS Transfer Family 12V — )L % B & https://console.aws.amazon.com/transfer/, H—
N—=AR=DTHLWG—N—ZBIRLET,

H—/N\—ID [&. ®TransferServer )Y —AICKRREND ID &E—HLFT AWS
CloudFormation,

ATY7 41— —HFH—N—ICERTED L ZHRTD

Transfer Family AV —)LZFERAL T, 1—H¥—HFH—N—ICERTEIHLESHETARNTSIC

(&

1.
2.

T AWS Transfer Family 2V — )L &R & & 9 hitps://console.aws.amazon.com/transfer/,

[Servers] (F—/N—) R=JTHLWH—/N—ZZFIRL ., [Actions] (70> 32) ZERLTHS
[Test] (TAN) ZBIRLET,

BA A ERBROTFANE[DI—H—RB] 71 —ILRENAT—R] 74— RICAHLFE
T, 5k, AWS CloudFormation A2 Y V%7704 LEEEIZRELEETT,

H—N—7'O0R3) T #BIRLSFTP, V—RAIPT &EADNLET127.0.0.1,
[TAN ZRBIRLET,

A—H—FIAHNFRINTHE, TARMEStatusCode: 200HTMLL AR A&, I—H—nO—
WETOEAFAOFMEESLISONA T IO RNERLET, i

{
"Response": "{\"Role\": \"arn:aws:iam::123456789012:ro0le/my-user-role\",

\"HomeDirectory\": \"/${transfer:HomeBucket}/\"}",

"StatusCode": 200,

"Message": "",

"Url": "https://la2b3c4d5e.execute-api.us-east-2.amazonaws.com/prod/servers/
s-1234abcd5678efgh0/users/myuser/config"
}

FARNAFKRBLUEBEEEF., AP —RD I 4 AWS BEBERUS—D1 2%, ICEALTVWAO—
JLIZEEBMMUL £9API,

ATFY T 4 - =D —N—ICERTED L EERTS 64
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ATY T 5. SFTPEBKE 7 7TAINEEZETANT S

SFTP ##iZ2 T AR T2

1. Linux £k macOS NFE, ANV REX—ZFI)IZHEET,

2. BEAECNAD—REFERFF—ARTOEES5ZFEHIAICIELT, KOVWThAOIOR > REAS
LET,
« NAD—RZFEHAITZDHEES., COONRZAHLET,

sftp -o PubkeyAuthentication=no myuser@server-
ID.server.transfer.region-code.amazonaws.com

J7AY7TRARRENIES, NAT—RZAHILET,
s FARTZHEATZHEE. COOAXNREZAHNLET,

sftp -i private-key-file myuser@server-ID.server.transfer.region-
code.amazonaws.com

(® Note

chs® sftp AN RIZE, Transfer Family H—/N—HFEA N TWVWD AWS ) —> 3
Y OOA—REZBALET, L&A, U—N—FXKERB(FANIF) CHDBSEF
"us-east-2, ZAHNLET,

3. sftp>7OV7 KT, FALIRNVET7ZAI) (pwd & 1s) ZF Y 70— R (put), ¥o>0O—
K (get), BLRURRTEDEEERALET,

ATFYT6:NTY RAOTIEARSIBRTS

BED Amazon S3NNT Y NICT O ATED 11— —%&HIRTEET, XOHIE.
CloudFormation AZY VB XV I1—H—HICERL RV —THEATIREZERLTVET,
COHITIE., AWS CloudFormation AR Y FIZRONTA—2 %K ELE T,

* CreateServer: true

« UserHomeDirectory: /myuser-bucket

* UserName: myuser
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» UserPassword: MySuperSecretPassword

/A Important
CHEFENAT—ROBITT, APl Gateway XV Y REBRET D EEF, HTENB/NA
D—RZAADLTLSEZV,

» UserPublicKey1: your-public-key

» UserRoleArn: arn:aws:iam::role-id:role/myuser-api-gateway-role

UserPublicKey1 &, N7 VY DIT7SAR—RF—RTO—ZELTERLENT VY UF—TT,

role-id &, ERTB1—H—O—J)LICEB TY, myuser-api-gateway-role IZ7 XY F&Eh

BRV—RBROEHVTT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::myuser-bucket"

"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObjectAcl",
"s3:GetObject",
"s3:DeleteObjectVersion",
"s3:DeleteObject",
"s3:PutObjectAcl",
"s3:GetObjectVersion"
1,

"Resource": "arn:aws:s3:::myuser-bucket/*"

ATYT 6 NTY RADT It A%Z&IRTS
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ZEALTH—N—CEHEITRICESFTP, Z7O7 MIXOVTFIAADOIYY REZADLET,

« NAT—RTRREATZ2HEE. ROV RZRITLET,

sftp -o PubkeyAuthentication=no myuser@transfer-server-
ID.server.transfer.region-id.amazonaws.com

TOVT MEBRRENLES, NAT—READLET,
« F—RTTEATHHA, ANOIYY REZFTLET,

sftp -i private-key-file myuser@transfer-server-
ID.server.transfer.region-id.amazonaws.com

(@ Note

chsOsftpAN > RIZIE, Transfer Family 4 —/N\— AWS U—23a> "% O ID &
ALET, LEAE., U—N—DXKERB (FA/NAF) ICHBDB5F "us-east-2, ZFEH
LET,

sftp 7OV 7 RT, R—LFALIRNVICEEEh, pwd DNV REZRITITBEICR2TENE
RIRCTEET, fi:

sftp> pwd
Remote working directory: /myuser-bucket

A—H—R., R—LTFALINVKRNELNOTFALINIEZRRTETEA. fi:

sftp> pwd

Remote working directory: /myuser-bucket
sftp> cd ..

sftp> 1s

Couldn't read directory: Permission denied

Amazon ZERL TW3F Sk Lambda ZE#H 95 EFS

Transfer Family Y —/N—OAKNL —2F 7> 3 2EFSE LT Amazon ZERLU 2B Gk, AZY D
M Lambda B ZwmETILEN HV XTI,

Amazon ZfEAL TV 3B A Ik Lambda ZE#H 32 EFS 67
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Lambda B#I- Posix Z7O7 7 A\ Z2EMNT S ICIE

1. T Lambda 2V —)LZR& & 9 https://console.aws.amazon.com/lambda/,

2. FEFEEHL = Lambda BB ZEIRL £F, Lambda BEHOFERXIE TT, stack-name-
GetUserConfigLambda-lambda-identifier, Z Z T stack-name I& CloudFormation A& v
JAT, lambda-identifier FEADOEBIFTI,

3. [Code] (A—R) 27 T index.js ZiBIRL THHOI—RERRLET,
4. response T Policy & HomeDirectory ORI DITEEBMLET,

PosixProfile: {"Uid": uid-value, "Gid": gid-value},

ZC T, uid-value £z, gid-value &, ThE¥EIhI1—H—IDEJIL—TIDEXRT 0L
NEHTT,

FEAEE, Posix 7O7 7ML ZEMTDE, LARZATA—I)LRFRDELSICRYET,

response = {
Role: 'arn:aws:iam::123456789012:role/api-gateway-transfer-efs-role', // The
user will be authenticated if and only if the Role field is not blank
Policy: '', // Optional JSON blob to further restrict this user's permissions
PosixProfile: {"Gid": 65534, "Uid": 65534},
HomeDirectory: '/fs-fab2c234' // Not required, defaults to '/'
};

AS2 ERE D EXE

COF1—KNUTI T, T Applicability Statement 2 (AS2) BREZRET D HEICOVTHHAL F
¥ AWS Transfer Family, CC TRBATHATY 7 Z2RETITHE, YO TILBEIN—KF—H50

AS2X Y =D BB T ANDER/HN TE L AS2RBY—N—NERLET, £, YO 7TILEEI%
ICAS2AY =P % RXETREHICFERATER ARIRXEHYET,

® Note

7)Y NTY70O—ETIE., AWS Command Line Interface () ZEH L £ 3AWS
CLlo ZFEAARN=ILTVWEVEEIE AWS CLI, AWS Command Line Interface

F1—Y—HA R, O T OFFHN—2320A4AAN—)LELEFEFHF AWS CLI, #5BL
TLEEL,

AS2 REEZEYRNTYTED 68
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1. BPRACBGIHEFRAOAEZERLET. EATEIREOMAEI 6255, 0oty
SAVEAFVTTERT,
CO7AOERRE. "TATYT 1. OFREZERT S AS2, THRHATHTLET,

2. AS2 ORI %=EHTS AWS Transfer Family Y —/N—%&ERLET., 723> T, #—
INN—IC ElasticIP 7 RLAZEMLTA 2V RX—FY NCEETEDRDSICTRIIEETERT,

cO70tAK, "TATY 7 2.AS27’O0J)LEFEH T S Transfer Family —/N\—%&ERT
%1 TRHEATVET,

® Note
Transfer Family 4 —/N—&., 41 > /NJ 2 REGEEERICERTILENf HYVET, 7Ib

INTY REEDKZETSHEE, Transfer Family Y —N—R@FHEH V) EH A,
3. ATYT 1 THERUEIHAEZAVR—BNLET,

cO7’OtAEK., "ATY 7 3 flBHE % Transfer Family SEBED) YV —RELTAVAR—KT
%1 TRHAEATVET,

4. BEIHFEREITSICE. O—ANL7A77AINEN—FT—7A77AILZERLET,

COZ7O0tRR, "ATY7 4 BREHEIMEFOTO7 41 —I)LZERTS1 THRATATLE
ER

5. BOEHEIHEFEOETERYZERL TSEEL,

CO7O0tAR., "ATYv 75 BHoEN—KhF—E OB TEZNZERTS, THPETATLE
9,

® Note

ZNEERTIVENHDOEA NV REEDFEENDHTT, 7 RNV REIA
NHZETSHERF. ZHEHLEHYXEA,

6. BRDEHEIMEFEOBTIARIZZERL TSEEL,

CO7O0tARE., "ATYv 76 BoEN—RF—EOBETOAZRI R ZERT D) THAENT
WEd,

AS2 REEEY NTY TSI 69
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® Note

ARV RETIORNDY REEERICERTZIZBENHYNET, 12/NTV2 REEDH
ZII5BAR. IRV RBIBEBYEFEEA,

7. AS27 7AINRBETANLET,

CO7OvAE, "TATY 7 7: Transfer Family Z AL T7 7 A )L X#FPAS2ZTANT S, T
TMBPEENTVET,

COATYTEZRTLES, UTEXRTTEEXRT,

* Transfer Family start-file-transfer AWS Command Line Interface ( AWS CLI) N> R%&
FEALT, VE—RMAS2TEMBN—RNF——N—-ICT7 7ML ZEEBLET,

c (RETSAR—KRIFIK(VPC) I KRRV RENL T, R— K 5080 O JE— NAS2HI /N —
NF—H—N—D5T7714ILZZELET,

ATY 7 1: OAAEZERT S AS2

AS2 RN EESNDHEBEICE XS0 AAEN BETT, ChSDIAAEFHFERFTETHERTE
£F9., cORNEYITR, OAXVRZA4 DS OpenSSL ZEAL TI—NEEAEZER L. THEE
AEICEEIZAELCOVTHALET, BEFERZTNTNhMEOARABIZERNTILENHY R
EE

(® Note
AS2 SIREBDF —Rik, PB<EL2048EY N, BA 406 EY NTHIRENHYE
ER

N—RFT—ET77AINREETEIHEERE. ROKUEBELTEEW,

 SFAZERZO77AILNICRMITEES, SEHEICRENT IV IOF—FHRTSTAR—KF—HEE
hEd,

- MEIEFANT VY OF—%FEY, BHONT VY IF—ZRSICEVET,

ATYT 1 OMBHEEERT D AS2 70
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« BEIMFRINT VY OF—TXYvE—IZB{EIL, T/ R—NF—TEHALET, BIC. N—
RF—ONT VY OF—TXY - ZBSHL, BIDT A R—KF—TEALET,

(@ Note
TXF—2BETHHEAEEFGCUI. Portecle ik, EATES 120472 3>TY,

ALAEDHEERT D ICIE

/A Important

N=RF—=ICTFAR=—RNF—ZEZESBVTLEE, COFITREF, —FNHEEAICAS
BENTVYOF—ETSAR—KMF—DEY N EERLET. TANBWTHEADOESG|
FELTTBTAREER. ChSOFIEZRYYERLT, BEIMHEFIEIC1 2T D, G522
DF—EY NEERTEEXRT, CcODFE, 2 D2DIL—IEREER () ZERTILEGEHY FE
A CAs,

1. ROONVRZERERTLT, 2048EY NROEZ1ITAZHE DORSAT ZAR—NF—ZERL &
EE

/usr/bin/openssl genrsa -out root-ca-key.pem 2048

2. RXOIONY RER{TLT, root-ca-key.pem 77/ ) Z2FERAL TECEBRIAAEEZERL F
£

/usr/bin/openssl req \

-x509 -new -nodes -sha256 \

-days 1825 \

-subj "/C=US/ST=MA/L=Boston/0O=TransferFamilyCustomer/OU=IT-dept/CN=ROOTCA" \
-key root-ca-key.pem \

-out root-ca.pem

-subj 5l#IE, XDETEHENET,

ATYT 1 OMBHEEERT D AS2 4l
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B S ER
C EJ—R BB ETEIEZRT 2
I?@:l_ I\“o
ST M, i, FEEBEFE HBI-NFETHEBORT

EHWOMNELGFER, (ZDF
. U—>3 i AWS U —
TavESBLEEA. )

L h X ET Y HBI-NPETREBMOME
1 O i1 X H] 4 o

0 [Organization name] (#8##&) LLC, Corp BEDH T 1 v
DAZECHBOERE,

ou R COIAEZERS HBRN O
F9o

CN HBEFXLEELEBH XA ZOT—ATR. JL—KNiE

~% (FQDN) BHEEZEKTHDT, EF

ROOTCA T9, cnSDOHIT
k. CNZfERAL TEERED
B ZHBALTVWET,

3. O—AL7O0774ILHAOEBREF—LBSILF—Z2ERLET,

/usr/bin/openssl genrsa -out signing-key.pem 2048
/usr/bin/openssl genrsa -out encryption-key.pem 2048

(® Note

Open X ED —FBD AS2XIIEH —/N—TIEAS2, BREBSILOMAICEUARAEZE
RI2BENBYVET, COBFE, MEDENTRALUTZAR—NF—EAHAEES >
R—KTEXRT, ZTOLEHICE, AIO2 20N ROKHDYISROINY REXRTL
£9,

AFY T 1 QIAEEERT S AS2 72
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/usr/bin/openssl genrsa -out signing-and-encryption-key.pem 2048

4. ROOAXY REEFTLT, BRI S/ —bF—0 Certificate Signing Requests (CSRs) Z1ER L
7,

/usr/bin/openssl req -new -key signing-key.pem -subj \
"/C=US/ST=MA/L=Boston/0=TransferFamilyCustomer/0U=IT-dept/CN=Signer" -out signing-
key-csr.pem

/usr/bin/openssl req -new -key encryption-key.pem -subj \
"/C=US/ST=MA/L=Boston/0=TransferFamilyCustomer/OU=IT-dept/CN=Encrypter" -out
encryption-key-csr.pem

5. JRIZ, signing-cert.conf 77 /)L & encryption-cert.conf 77 ML ZERT D HE
FHIETD,

c TFANIF1R2EFEHAL T, signing-cert.conf 77 A/ J)LZERL. XOABEEARL
7,

authorityKeyIdentifier=keyid, issuer
keyUsage = digitalSignature, nonRepudiation

- TFANIF 4 2%Z2FERAL T, encryption-cert.conf 77 AL &EERL. KOABRZE
RUET,

authorityKeyIdentifier=keyid, issuer
keyUsage = dataEncipherment

6. RRIC. LTOONY RZRTLULTEBNESAHAIZERLET,

/usr/bin/openssl x509 -req -sha256 -CAcreateserial -days 1825 -in signing-key-
csr.pem -out signing-cert.pem -CA \
root-ca.pem -CAkey root-ca-key.pem -extfile signing-cert.conf

/usr/bin/openssl x509 -req -sha256 -CAcreateserial -days 1825 -in encryption-key-
csr.pem -out encryption-cert.pem \

-CA root-ca.pem -CAkey root-ca-key.pem -extfile encryption-cert.conf

ATYT 1 OMBHEEERT D AS2 73
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ATY 7 2:AS27° O ZERAT S Transfer Family B—/N\—&4EK T
2

COFIETIE, Transfer Family ZEHA L T AS2K S H —/N—ZEKTHHEICOVWTHBALET
AWS CLI,

® Note
HOTLNATYTDOZEL G, 77A4UDSNTX—E22HmARAECIN Y RE2EALTVE
T 774N EFERALVLTINTA—RZZHRIACHFELCODVWTEHFLLE, T774ILHS5NT
X—2%O—RI¥BH%E 2BBLTILKEE,

KRbYICOAVYV—=I)2ERT3BEE. Transfer Family >V —)LZFEH L TAS2H —/N\—% 1k
HT21 Z25RLTLEEL,

SFTP & fzl& FTPS AWS Transfer Family % —/N\—Z{EK 32 HE L BRI, create-server
AWS CLI N> R® --protocols AS2/NTX—XZFERAL T A2 —/N—ZEKXLET, A
f£. Transfer Family &dVPC, T2 RARA 2 RZAL 7 & Amazon S3 AL —2 D& ZAS27’O08)L
THR—RMLTVET,

create-server N> RZfERA L T Transfer Family B® AS2xisH—/N\—%EK TS &, VPCT
VRIRAVIFBEWICERENET,. COIVRRAUBME, AS2XYE—DEZFAND LN
TEBHEDICTCPAR—K 5080 Z0BLF T,

VPCIVRIKRARNEAZ—ZY NIABETBHEEE. ElasticIP 7 RLAZVPCI RIRA B
CEENTRENTEET,
CHIETEZFERATIICE. XNFURETT,

« @ ID VPC (vpc-abcdef01 & & ) o

« VPCH7 XY NDs® ( HlZIE, subnet-abcdef01, subnet-subnet-abcdef01, subnet-021345ab
TE),

- WEIHFASDTCPR—K 5080 TOZENT 74V IOEFNTE1 2L LEDIDsEFI )T 14T
IL—7" (f: sg-1234567890abcdef0 & & UF sg-abcdef01234567890 ) o

(F7>32)VPCLY RKRA 2 NMIBES TS ElasticIP 7 RL A,

ATV 7 2. AS27°' O NI Z AT % Transfer Family H—/N\—%/ERT S 74
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« HBI%EN VPCREHAT ICEHKENTOVWEVEEEVPN, 12 —XY NS —KRIDIAHNBETT,
FHMICOVWTIEE., "TAmazon VPCA—H—HARI D "4 Z—FXY NTF—KhJIAZEHALTA
R —=ZY NIEHRTD, Z2SRBLTLSEZTL,

AS2R IS —IN—ZHERT B

1. UTOONY RERITULET, user input placeholder &, 1—H—BHEDERICEE
AET,

aws transfer create-server --endpoint-type VPC \
--endpoint-details VpcId=vpc-abcdef@l,Subnetlds=subnet-abcdef0l,subnet-

abcdef@l,subnet-
021345ab,SecurityGrouplds=sg-abcdef01234567890,sg-1234567890abcdef® --protocols AS2

\
--protocol-details As2Transports=HTTP

2. (A>3 V)VPCLIY RRA NELHATEET, ElasticIP 7 RL Alk, update-server
ARL—232&BL TOH Transfer Family b —/N—ICT72YFTEET, UTOOX> RIF
H—/N—%{FILEL, ElasticlP 7P RLATEHLTHSHEFHLET,

aws transfer stop-server --server-id your-server-id

aws transfer update-server --server-id your-server-id --endpoint-details \
AddressAllocationIds=eipalloc-abcdef01234567890,eipalloc-
1234567890abcdef0,eipalloc-abcd@12345ccccccc

aws transfer start-server --server-id your-server-id

CMstart-server AN Rk, Y—N—ONTUY O IP 7 RLAZEUCDNSL I—REZHE
HICERLET, BBIMAFICH—N—ADTILAZHFATSICE., XOBHRERHELET, <
NiFE. your-regionld AWS U—2a> 0 &xELET,

s-your-server-id.server.transfer.your-region.amazonaws.com
ESIMHFURLICEHRTS Ok, XDEHYTY,

http://s-your-server-id.server.transfer.your-region.amazonaws.com:5080

ATY 7 2:AS27°O NIV Z R T B Transfer Family 4 —/N—ZEKT S 75
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3.

4.

AS2HA BB Y —N—ICT IV EATERNESHETANTSICE, ROON REFEALE
T VPCIVRRANDTTAR—=KDNST RLAELEEFENT VYOI RKRA 2 N (Elastic
IP7RLRAZIY RRAVNCBEERIRDEE) DS —N—ICTIEATEDLEEZHERLT
<EEL,

H—N—DNELKBRETIATVIE, BRERILET, LEL. BUBAS2XY £—D &IEE
LTWEWiEsS, HTTPAT—2A1— KR 400 (Bad Request) L AR A& Z ITEY) £,

« NTVYOITURRAUN (BIOATY T TElasticlP 7 RL AZBEEN T EBE) TIE, H—
N—ID&eEV—2a>rE#RALTUTOONY REEZTLET,

curl -vv -X POST http://s-your-server-id.transfer.your-region.amazonaws.com:5080

- NTELHTDHEEEFVPC, XNOIAX > REETLTVPCIY RARA > NDTZ 4 RX—KDNS
BERELET,

aws transfer describe-server --server-id s-your-server-id

Z®Mdescribe-server N> Ri&, VpcEndpointId/NZ X—XTVPCIY RARA4> N ID
ZRULET, AOANREZERTIDICEK., COEZFEALET,

aws ec2 describe-vpc-endpoints --vpc-endpoint-ids vpce-your-vpc-endpoint-id

describe-vpc-endpoints N> Ri&k, #E® DnsName /NT X —ZX & ET DNSEntries
B EBRLUET, ROOAN RTU—32DNSE (FRATZEV T4 =V —22EEFHEVE
) ZEALET,

curl -vv -X POST http://vpce-your-vpce.vpce-svc-your-vpce-svc.your-
region.vpce.amazonaws.com:5080

BIZE, ROOANY RTR, BIOONY ROTL—AKRILE—OY D TIIENFRRENET,

curl -vv -X POST http://vpce-0123456789abcdefg-fghijl123.vpce-
svc-11111aaaa2222bbbb.us-east-1.vpce.amazonaws.com:5080

(A72a ) Ox>JO0—-IL%EZERELET, Transfer Family &, #BiELE hAJSONERTEZ
BEehkXYytE—20AT—2 A% Amazon CloudWatch O (CF28 L £ 9, Transfer Family
IZF7H2>2 MO CloudWatch OJADT VL AZFATAHICE. H—/N—TAOJR&O—I) Z:%
ETRIHLENFHYNET,

ATV 7 2. AS27°' O NI Z AT % Transfer Family H—/N\—%/ERT S 76
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#1589 3 AWS Identity and Access Management ( IAM) O—J)L & &K
Ltransfer.amazonaws.com, AWSTransferLoggingAccess XEZX— RARKUI—%T
BYFULET, FMHICOVWTE, "TIAMO—J)LERVS —ZERT D, 2SRBLTLIEZL,
ER L ZIAMO—)L® Amazon U Y —A%Z—LA (ARN) ZEZ & &, X NOupdate-serverIY
VREETLTHY—N—ICEERTET,

aws transfer update-server --server-id your-server-id --logging-role
arn:aws:iam::your-account-id:role/logging-role-name

(@ Note
AJREFA—INEAT2a2TIHN, XVvE—20RAT—XRAZHRLEY, RELD
BEZRNS TN 1—FTAVIULEYTERRSICEET DL EZRSBEADLET,

AT Y 7 3 itBAE % Transfer Family SEFHED) Y —RAELTA 2V AR—KNT
2
COFIETEE., AWSCLIZERAL TRIAZEZA 2V R— I FEICODVTHBAL KT, KDY

Transfer Family >V —)L 2R 9 %1543, the section called “AS2 fFFAEZ A1 VR—KT2" %
SBLTLEE,

ATYT 1 THERLUEERAMAS LB S(LAAEZA VR—~IBICE, RO import-
certificate AN REZEZITLET, BSLEEZICELUMAEZAFEAL TVWDESE. BELU
Ex2EBAR—KNLULET (1 BB SIGNING . £5 1 EIk ENCRYPTION A),

EII_I;

B

aws transfer import-certificate --usage SIGNING --certificate file://signing-cert.pem \
--private-key file://signing-key.pem --certificate-chain file://root-ca.pem

COIOXY REFEEBEED Certificateld ZIRLET. XOEIU> 3> TR, COIAEID & my-
signing-cert-id EMUV'E T,

aws transfer import-certificate --usage ENCRYPTION --certificate file://encryption-

cert.pem \
--private-key file://encryption-key.pem --certificate-chain file://root-
ca.pem
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AN RIFEESIL Certificateld ZIRLE T, XROEIVZ I Tk, COIEHAE ID & my-
encrypt-cert-id ERUV'ET,

RIZ, XROOARY RERTLT, N—hNF—OBES{LIAELEEAAHEZIVR—NLET,

aws transfer import-certificate --usage ENCRYPTION --certificate file://partner-
encryption-cert.pem \
--certificate-chain file://partner-root-ca.pem

CcOIANY REFEN—NFT—DORESIL CertificateIld Z RLE T, ROEO 3> Tk, ZDIEHA
£ ID Z partner-encrypt-cert-id ERTET,

aws transfer import-certificate --usage SIGNING --certificate file://partner-signing-
cert.pem \
--certificate-chain file://partner-root-ca.pem

IR REN—KRF—0NDER Certificateld ZBIRLET., XOEYV> a2 Tk, COHAE
ID & partner-signing-cert-id EHUVOE T,

ATY7 4 B EREIHFOTO7 1 —I)LZ2EKTS

COFIETE, Z2FEALTAS27O7 74N ZERTEHECODVTHEALET AWSCLL, Kb)
\Z Transfer Family >V — )L 2B T 3B A&, the section called “AS2 7O 7 7 A )L DIERK” &5
BLTLSEEZL,

ROOARY RERFTLT, O—HILAS27O7 74N EERLET, OO REFE, NTUY D
F—ETTAR—KF—Z2BCAREEZSRBLET,

aws transfer create-profile --as2-id MYCORP --profile-type LOCAL --certificate-ids \
my-signing-cert-id my-encrypt-cert-id

CcOOXRREZ7O774ILIDZRLET, XROEI>3I>TRE, COID %Z my-profile-id &
FOET,

RDIAR > RZZITLT, N—hF—7O7 74N ZERLET, O RIE, N—k
FT—ONT VY OF—FIRENHKEFALET, COONV REFHTDICE. user input
placeholdersZ/N\— R+ —AS2OBZRFINIHE K&, MEOERICEZEMRZ FIIDs,

aws transfer create-profile --as2-id PARTNER-COMPANY --profile-type PARTNER --
certificate-ids \
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partner-signing-cert-id partner-encrypt-cert-id

CcOOXR Y REN—RF+—07O774I)IDZERLET, XROEIZIVTRE, COID%E
partner-profile-id EHUO'E T,

(® Note
BN RT, MYCORP ##BD&EH]. & KT PARTNER-COMPANY EEBIFF DHEBD A
Blo

ATYV7 5 BREN—RNF—EDETENEZHEKTS

COFIETE, ZFEALTAS 27TV XV NZERTBHFEICODVTHALET AWSCLL, Kb
v) IZ Transfer Family 1>V —)LZ#EA T 5B S &, the section called “AS2 79 1) —X > N DIER
ESBLTLIEEL,

TIU=XDRIR, 220707740 (A—ALEN—KF—). TOARE, LT 220H
BEBOANIY RAS2EEZH AT I —N—RENFREHSNTVET, ROINY RZEEST
¥HE, HEZ—EBERRTEFRT,

aws transfer list-profiles --profile-type LOCAL
aws transfer list-profiles --profile-type PARTNER
aws transfer list-servers

COARATY TR, NTY NEDBETHRABY/BERAKRT VAN TEESR Amazon S3/NTY hE
IAMO—)LARETY, cOO—ILZEKTSFIEIFSFTP, Transfer Family , . &KV FTPS7'O
RJLDOBEERUTHYFTP, THATERIIAMO—IILERD S —&EERT B,

ZNEERTBICE, ROTATLFBETT,

« Amazon S3/N\NT Y KRB BBEENTVWBRIBER AT IIRNTLT7 1Y IRE)
c NTYRNCZTOEATESIAMO—/LARND ,

« Transfer Family ¥ —/Y— ID

- 7O7 74N IDEN—F—O7O774)LID

RODIXY RERITLTENZERLE T,
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aws transfer create-agreement --description "ExampleAgreementName" --server-id your-
server-id \

--local-profile-id your-profile-id --partner-profile-id your-partner-profile-id --base-
directory /DOC-EXAMPLE-DESTINATION-BUCKET/AS2-inbox \

--access-role arn:aws:iam::111111111111:role/TransferAS2AccessRole

RIBLEBE, COON REZHUOID ZRLET, TOE, ROV REFRAL TELEOFEA
BRRCEET,

aws transfer describe-agreement --agreement-id agreement-id --server-id your-server-id
ATY7 6 BREN—RNRFF—EORBTOARIZZERTS
COFIETE, ZFEALTAS2ORIVRZERTDHEICODVWTHALET AWSCLL, KhWIC

Transfer Family >V — )L 2R3 %15 &1d. the section called “AS2 JIXV X DERE" 2SR L T
<EZEV,

StartFileTransfer API AXRL —>a>zZERAL T, XV X%ZFEAL T Amazon S3 ICREFEE
NTWB 774N EBBI.EDAS2T RRANIEETEET, KOOV REEFTTRE, %£EF
EEERLEZ7O77ANERDGRENTEEXT,

aws transfer list-profiles

OV ZERTDEER. N—NF—DAS2H—/N— ZEETIHLEN HVYETURL, XD TF
AN% testAS2Config.json EVWSBRND 7 7AI)ICIE—LF T,

{

"Compression": "ZLIB",
"EncryptionAlgorithm": "AES256_CBC",
"LocalProfileId": "your-profile-id",
"MdnResponse": "SYNC",
"MdnSigningAlgorithm": "DEFAULT",

"MessageSubject": "Your Message Subject",
"PartnerProfileld": "partner-profile-id",
"SigningAlgorithm": "SHA256"

}
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@® Note
TlkEncryptionAlgorithm, 7)) XA VEES{LDES_EDE3_CBCZ IOV XAT
HDH, TNEMVBEETRILHY—IVTAT U RNEYR—NTEIULEN HBDEEZERE,
FILTdVXLZBELBWVWTSEEL,

ZTO®, ARV RZRITLTIARIZZERLET,

aws transfer create-connector --url "http://partner-as2-server-url" \
--access-role your-IAM-role-for-bucket-access \
--logging-role arn:aws:iam::your-account-id:role/service-role/AWSTransferLoggingAccess

\
--as2-config file:///path/to/testAS2Config. json

AT Y 7 7T:Transfer Family ZFAL T7 7 AL REEAS2ZTANT D
BEIHFLAST7AINZEZZTRYET

N7V Y D Elastic P 7 RLAZVPCLIY RARA > MIBEEN TS &, Transfer Family & /871 v
JIPT7RLAZECDNSEGZBENICHERLET, 7 RXA & AWS Transfer Family , H—
/N— ID () T9s-1234567890abcdef0, XOFX T, BWEIHFURLIZH—N—ZRHEL F
9,

http://s-1234567890abcdef@.server.transfer.us-east-1.amazonaws.com:5080

N7V Y 9 ElasticlP 7 RLAZVPCIY RARA 2 NMIBEEMFTOVWAWEEE, 7R— B 5080 OEY
Bl EHTTPPOSTA S MA2A Y —2BZ (T AND CEN TEBVPCI RIRANDRARNE R
BMELET, VPCIVRARANOFMENBITSDICEK., ROON REFEHALET,

aws transfer describe-server --server-id s-1234567890abcdef@

FIZIE, BIOIAN RAVPCI RARANID £#IRF & LEFvpce-1234abcd5678efghis &
IZ, ROON> RzZFERALU TDNSERIZBBLET,

aws ec2 describe-vpc-endpoints --vpc-endpoint-ids vpce-1234abcd5678efghi

COOXRVRE, ROOXV RZETIDEHICHEBZVPCIY RRA MO INTOFHZIRL
£9,
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DNS Z#llEDnsEntriesBHlICc—ERRENET, VPCIV RRA U NZT VAT BICIEVPC,
BB HFN RICHDBENHV) ET (AWS PrivateLink ik B EVPN ) o VPC I RAERA b
URLZXDERT/N—MF—ICEHLET,

http://vpce-your-vpce-id.vpce-svc-your-vpce-svc-id.your-region.vpce.amazonaws.com:5080

BlzE, BTN ROTL—AFRILE—OH > 7 I)LEZKXURLICRLET,

http://vpce-0123456789abcdefg-fghijl23.vpce-svc-11111aaaa2222bbbb.us-
east-1l.vpce.amazonaws.com:5080

COBITIRE, RIBLEEEERF, ATV T 5 BHEN— R F—EORETENZERTS TEE

L 7%= base-directory NI XA—Z TEEESNEBMICREENAET, myfilel.txt BKY
myfile2.txt EVSBRBDTI7AINZEEILZRETDE, 77M4I)&E /path-defined-in-the-
agreement/processed/original_filename.messageld.original_extension &L T
REENEST, CTlE, 774JLIE /DOC-EXAMPLE-DESTINATION-BUCKET/AS2-inbox/
processed/myfilel.messageld.txt & /DOC-EXAMPLE-DESTINATION-BUCKET/AS2-
inbox/processed/myfile2.messageld.txt ELTREENET,

Transfer Family 4 —/N\—OERKICOJREO—ILZ2REL I23F&E. CloudWatch 02 TAS2
XV E—DNDAT—BAZBIIBDELETEXRT,

BEIHFICT7AINEEELET

Transfer Family ZEA L TAS2X Y £—2J ZEFET BT, XD start-file-transfer AWS
Command Line Interface (AWS CLI) N> RICRTKSIC, ARIZRIDET7AINDODNAZS
BLET,

aws transfer start-file-transfer --connector-id c-1234567890abcdefd \
--send-file-paths "/DOC-EXAMPLE-SOURCE-BUCKET/myfilel.txt" "/DOC-EXAMPLE-SOURCE-BUCKET/
myfile2.txt"

XV ZAOFMBHRENBIAICE, ROON REEITLTS
aws transfer list-connectors

list-connectors N> RiIF, ORIV ZNOIXTU R IDs, URLs, KT Amazon )Y —RAZX—A
(ARNs) #BL £ 7,
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BENQDIXIZ2O7ONTAZ2RBIICEK, FAISZIDZEELTUTOONY REZRTLET,

aws transfer describe-connector --connector-id your-connector-id

describe-connector AN Rk, . O—J)L. ZZO7 74 J)LURL, Xvt—0BEEA
(MDNs ), &Y, EZRZUIARNIORARE, IRV EZOIXRTOTONT 1 2BLET,

N=RFT—DEBILTT7AINZZTE 2 ZBRITDICIE., JSONBXT MDN 77 1)L Z &R
LET, chsOT77A4IICE. 77A4ILNBESAH THRASNTVBHRAICHE > TR FHFSH

F9, ARV XDERBICOJTRB|O—IILZREL £5HEIE. CloudWatch OYICAS2X Y £—2 0
AT—BRAZHRITDEETEFET,
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SFTP. FTPS., FEEFTPH—/N—I2 RKRA 2 NDRE

COREY TR, SFTP, . SRV FTPZORIND 1 DE- R EBZEFEA TS AWS Transfer
Family H—/N\—TI > RARA > NOERFTPSEFERICBE T2 FMIC OV THALE T,

N =R

- IDZANAE AT 3

« AWS Transfer Family T RARA 2V REZATINDVY O A

« SFTP, FTPS, FERGFTPY—N—TI2 RKRA > NDOEE

« DIAT R EBFRALTH NIV RRAVNRETI7AILEEZETS

« H—N—"I2VRRANOI—H—DERE

« REBTFALIKNYEFERAL T Transfer Family 4 LYV N BEEEENL TS

ID 7’ ONA A —F7>3a>

AWS Transfer Family (Cl&, 1—%—ZRAB LV EBITILEOOVK DDA DHEENHYVET, XD
(X, Transfer Family TEATE2 ID 7ONAM X 2B LEEDTT,

To>az AWS Transfer AWS Managed Amazon API AWS Lambda
Family H —E A Microsoft AD Gateway
NEZ—IR

HR—KhEND SFTP SFTP, FTPS, SFTP, FTPS, SFTP, FTPS,

Z7OR3)L FTP FTP FTP

SAML X—A D Al BE WLz (& W Alse

£1s

INAD— RFBE A (&L (&L Alge

AWS Identity &) (& L) (& L) Alge

and Access

Managemen

t (IAM) &

POSIX
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Toay AWS Transfer AWS Managed Amazon API AWS Lambda
Family % —E A  Microsoft AD Gateway
NEx—IR
WEBR—LT A »H') (&L (& W Al
LYKV
INT X—=21L &) (&L (& W Al
EnNLET Ot
A(1—Y—%
N—A)
T RIKYOTFD Alge WOz (&L (&L
t A&
AWS WAF AAY-4 WOz (&L A
JEEC:

IAM (FAmazon S3NYF T ARNL—2AOT A ZHHT21-HICPOSIXERAE
. Amazon [CEAE hETEFS,

TREYDER, RABFCI—Y—TO7 7ML EEETIHENCETT, LerlF, I—H—
BEERELTEIZET, I ¥—Z2K—LT1LINJIIERETERT,

DFM-CODVTIEE AWSWAF, T #8BLTIKEEVNI I T7 7V 5—23 7744704 —
ILZEBENT S,

Lambda B8%t%& Microsoft Azure AD &#& L TTransfer Family O 7 A4 77474 7ANA X —
ELTHERATRHEICODVTHBLAETOJREN BV ET, FHEMICOVTIEE., "Azure Active
Directory AWS Transfer Family Z R L = NDOFREE, SR AWS Lambda ", #8RBL T KEE
W

HARALID 7ONA F—%FEHT S Transfer Family H—/N—Z FEX L F7O/4 T2 NDICE&KIL
2 AWS CloudFormation 7> 7L —R A VK D2ABAZEET N TVWET, FMIC OV TR, MLambda
BHOT 7 L—h) BSBLTLSESL,

ROFIETE, SFTPHBHY—/N—, FTPSHEH —/N—, FTPRIEH —/N—, K& AS2X 4 —
N—ZERTELT,
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RODATYT

« SFTPRISHY—N—%ZEKT

« FTIPSRIEH—N—%EKT

s FIPXRHY—N—%ZEKTS

« MiXTE AS2

AWS Transfer Family T RIRA 2 REATI RNV Y IR

Transfer Family 4 —/N—ZERTBBRICEK., FATDIIVRRAIVNOZATZERLET, AT

DRIF. BIVRRAVKRZATOREZBALTVET,

IVRERAVREATINIY DR

B
YR—bhEhd
Zak3dl

TotA

BHIP7RLA

Public

SFTP

12—V N
BHT, cOT
Y RIRAVBA
17Tk,

BRI ERE

PBEHV)EEA
VPC,

BHWIP7RLA
BTRYFITD
CEFTEFRE
ho . BEZ
N3AEEHEDOD
IP7RLA

AWS ZRH#L E
ER

VPC-A42 32—
XY K

SFTP, FTPS,
AS2

12—
NEH. AWS
Direct Connect
T EHOF
VT LEATFT—
Xt R—BE
. VPCHB XU
VPCHEIRIEN
A 5VPN,

ElasticIP 7 KL
AL RKRA
v hICERTE
£9. AWSFT
EDOIPT7RL
AFRLE("mE
DIPT7RLA

(Bring your own

VPC - R &f

SFTP, FTP,
FTPS, AS2

AWS Direct
Connect & = [&
BAEOATL
IATF—Z2EY
X—7E, VPC
B&LT VPCIZHE
ENLRERA
A 5VPN,

IVRERA B
CEHREh TV
274 R—hN
IP7 RLARE
BExhEtA,

VPC_Endpoint
(GEHER )

SFTP

AWS Direct
Connect & = [&
BHEOATL
IATF—Z2EY
X—7E, VPC
B&LT VPCIZHE
ENLRERA
A 5VPN,

IVRERAB
ICEHREATY
374K —bN
IP7 RLAERGZE
ExhFEtA,
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1 Public VPC-A42&%—  VPC-HZB VPC_Endpoint
=w K (GEHER )
IP address) % fif
ATEET )
IVRARAB
ICEHE T
% Elastic IP 7
RLAKZEEZ
hEtA,

H—/N—IC R
TNTWBSS
ANR—KNIPTR
LAEZEEEh
Ft A,
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ez

EETIP
Ab

Ay

Public

DI RRA
N RATE,
BETIPTRL
AlCKRBEFEAD
ARZEHR—K
LEEA,

IVRERAD
FNTUY I
TOEATE,
R—K 22 &M
DRNZT49vD
ZI)YAVULE
E

(® Note

VPCR
ARE
hizxT>
RARA >
NOF ]

&, SFTPTre

nsfer
Family
H—IX—
FR—
N 22 (7
7 %)
N &1
ER— b
2222 T

VPC-A 23—
XY b

V—AIPF7RL
AlCKBDT O+
AZFATHIC
&, —N—1I
Y RERARNIC
TRYFEnik
X174 Y
=&, I
RIRA NATE
EIdHTXRY
NICACLsT7 & v
FEhizxY K
D—O%FEAT
EET,

VPC - R &h

V—AIPF7RL
AlCKBDT O+
AZFATHIC
&, —N—1I
Y RERA NI
TRYFEnik
X174 Y
=&, I
RRA > MATE
EgBdH TRV
NCTRYF&
niExy hD—
OFO+vA>
NO—JILUAK
(RY ND—2

ACLs) ZfER T
EET,

VPC_Endpoint
(GEHER )

V—AIPF7RL
AlCKDT O+
AZFATHIC
&, —N—1I
Y RERA NI
TRYFEnik
X174 Y
=&, I
RIRA > NATE
EIBdHTXRY
NCACLsT7 & v
FEhizxY K
D—O%FEAT
EET,
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ez

94T 2K
TJ7ATI#*—
IWOFFRTIAR

@ Note

Public

BiETE
EJC R

H#—/Y—DNS
DEBMEFFAT
PDHBNHYR
EE

IP7 RLAGZE
EEThdmgk

Fodih, 7
ZATNTT
AT IO4—=)LD
BRI ) ARNICIP
7 RLAZFER
9B & T
TLEEL,

VPC-A 23—
XY b

% —/N—DNS®
BREERY—
N—=IZTF2YF
& N /- Elastic IP
7 RL AZEFHA
TEEXRT,

VPC - R &h

T5AR—KNIP
T RLAFRER
IVRERAV B
DNS® & 8l Z §F
ATEEXT,

VPC_Endpoint
(GEHER )

T5AR—KNIP
T RLAFRER
IVRERAV B
DNS® & 8l Z §F
ATEEXT,

DI RARA N VPC_ENDPOINT A 7RRBREFHEREB>THY ., HILLIF—N—0O
ERICEERATEEREA, ZFEATHNRD I ICEndpointType=VPC_ENDPOINT, #L L
VPCI> RRA > N2 A7 (EndpointType=VPC) ZFAL £, COEAT &, BIOKRT
FBPALEESIC, ABERLEFAEZ—XY MRS ELTHERATERT, FFMAICOVTIR,
"'VPC_ R %F1EtTHENDPOINT, 2#Z8HBL T EZ L,

AWS Transfer Family 4 —/N\—®OtF 1) 7 1 #Hl 28T B (C 1,

=L

ROATZ A2 LT E

« AT O EA%ZFEDVPCIY RIRA NEFERAL T, Y—/V—4 AWS Direct Connect £ & &
HTHATLIATF— R RX—RBED VPCEEEF VPCELREBERNDISATUNIOKRT O
ATEDELDSICLETVPN,
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c DZAT RN AVE—FXYMBATIVRRANITIEAL, Y—N—2RETBIZ(F,
A=Y NAWTIVEAOVPCLIY RRA > N E2FERLET, RIZ, VPCOEFIVFT 1Y
N—TZZBELT, I—Y—OIVFATRNERANTBDHEDIPTRLAASORNT 71Y Y
DHEFALET,

e NAD—RAXR—AOFBIAHNYET, Y—N—THARAZALAID 7ONAM A —%ZFERAL TVBHEE.
NAD—R R —TI—H—DNBFBVNAT—REZERTEBZVRSICL, O HTORK
EHZFRTDENRAN TSZI9FT1ATT,

« AWS Transfer Family @YX ZX—2 RY—ERATH DS, DIILTIOEARRHEhEE
Ao Transfer Family SFTPH—/N\—T OS XA/ T4 7NV REXR[TITS LI, BBEBZH—
N—ICBEETIEATEZEETEERE A,

- Network Load Balancer &, W7V AEZFOVPCIY RRA > MOBIICFEALET, O—R
NZoH—DUVAFT—R—RZR—BN2HPSBDOR—KNIEELET, ChiZkV), R—hK 22
FAF Y UICRE—RPICERAEND O, R—F AF v+ F—RY NP —N—%ZRETS)
AVREBBEAETHY, HBrEhdbiITRHYELA, HHICOVWTE, 7OJ58FE "Network
Load Balancer A 2F* 1T 14 JI—T ZHR—KhITBDLSICBYELL) ZSBLTILEZL,

® Note

Network Load Balancer Zf#H 9 %3S, AWS Transfer Family CloudWatch 0% (C (& 2B}
NDIFZATRNIPT7RLATEBZELINLB, DIP 7 RLANRRENET,

SFTP. FTPS., REEFTPY—/N—I2 RKRA 2 NDOEE

AWS Transfer Family Y —ERAZFERALTT7 7 A NEGEEYS—/N—ZEKXTEET, XDT7 7 A I)LEix
ORI EZFERATEERT,

« Secure Shell (SSH) File Transfer Protocol (SFTP) - £ L7 7 4 JLEASSH, FFMIC DWW T
l&. Tthe section called “SFTPX G H —/N\—Z{ER T2 2SR L T EETV,

(® Note

SFTP Transfer Family 4 —/\—%#EK 32 AWSCDK flZRLET., COFITIE, =4
AL TypeScript, GitHub — c TAFTEET,

s J77ANEEZ7ORNINEF1T (FTPS)-TLSEERLICK D 7 7 A )LEix, FHMAIC OV TIE,
Cthe section called “FTPSXnH —/N\—%4ERK T 571 ZSBLTLEE L,
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« 77ANEEZTORNINL (FTP) - BESENTVEWT 7 4 )LEi%k, FHMICODVWTE., Tthe
section called “FTPX 5 —/N\—%&ER T2, ZSBL TS EE L,

- BAMAT—RMX2 KN 2(AS2) - #iE1L business-to-business T — X ZEIX T B LONDT 7 ()i
‘. FHMICDOWTIE, Tthe section called “5%7E AS2"y SR L TLKEE VY, TIEAS2, FEBH
T AWS CloudFormation AZY V2 FREXR<ERTEET, COFIERE, "T7L—bhEFEH
L TFE Transfer Family AS2AZ Y JZERT B THBETNTVET,

BHRO7ORNINEROY—N—ZEHTEET,

® Note

BUH—NIZRRABNIHLTEROZ7ORN DL ZEMICLTEY ., EFo708]
LTEALI—YEZ2EALTT7 I/ ERAZRHLZVES,. 7O NIILICEE OFREE#®RAID
T7ONAZIZEREENTVBRY, E5F2EHNTEET., TEFTP. SFTPH LT &i&
BIOFEEREMIG I D EZHBHHLERIFTPS, Chlk, SFTPX® &(FEAVFTPS,
HNRAEBEREV VT THFANTFTPAET R EHTY, FTP RillEHRZ SFTPELZE 15
DBET D ETFTPS, FIPREIEHRARBI LRI LREhIZBE, Z2€ATZV—o0—
R, SFTPXLIF FLZEFTPSIZEN T,

B—N—ZERTRDEER., TOH—N—CEVHTSNEDI—Y—DOTF7AIARL—>32 VY
TARNAWS V=232 ZRTIBHED Z2BRLET, Y—N—C1 20 Lo7ONILZEY)
HTBREEEL, ROVThAOID7ONA A —DRATEEN)HTET,

+ SSHF¥— £EALTERE MDY —ER, BMALOVTR, H—EAXR—IYKI-—¥—0f
B, EBBLTEE,

« AWS Directory Service for Microsoft Active Directory ( AWS Managed Microsoft AD ) o — D&
Tl&. Microsoft Active Directory ' )L—7"&#& L T, Transfer Family H—/N\—AOF7 VA%
HTEET, FHM-OWTIEE. TAWS Directory Service ID ZONA A —DOFER, #8BLTLE
=L,

« NARLXYY Ry HAAZALID 7ONAHA—XY Y RiE AWS Lambda % 7z l& Amazon API
Gateway ZFAL., FA1LIRMNVH—ERZHREL I —2Z2RABRVERBTEDLSIC
LET, Y —ERAE, Y —N—Z—E(CERITH2BAFZEBHHIICEY) HTERT, FHAICOW
TR, "THARAZRLID 7Z7ONAZ—0OFEAL 288 L T EE V), Transfer Family (C & AWS
CloudFormation , AAZALID Z7ANA X —Z2FERATRIH—/N—Z TR FTOC/TRDHICHE
ATEDT7L—RNFAEEhTVET,
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o SRELFA ™ Lambda 8% Tlk. FREEIC Lambda BI$ % 9 % CloudFormation 7> 7L — KN IC
DVWTEHHALET,

« APl Gateway XV v RZ AL 12585F Tl& CloudFormation, Amazon APl Gateway XV v R%
FEALTRETSDT 7L —NIO2WTEHALET,

T, F7ALRMOY—N—TITURRA NZFERATSHH. Amazon Route 53 Y —ERZFEHAT S
N, EFEORXAVFR—LVATALA()VY—EREEALT, Y—N—ICIRRANEALT (INT
)Y OF O ATRERZIEVPCHRARNDNS) ERARNBRZEVYEHTERT, H—N—OKRANBR, E
HEhiZAWS V=232 T—ETHHAIBENHYET,

& 512, Amazon CloudWatch OZ5&2& O —)L & &) T T CloudWatch OJICAXR> N&E Y S 1
L., Y —N—THEATEEABSLLTIIVALZECEFI VT AR —%BRL, F—EEMX
TTHDIRTODERTARTFT—R2 %Y —/\—ICEMNMTEXT,

/A Important

BElE, 1A ALENESFTP H—/NN—EF—RERIEICDODVTHEEL ET, Transfer

Family OFEAIANDOREY) AWS BIE€REYN Y —I)L ZBEITRHIC & ZEATIRE
DFEMIZ DOV TIE, AWS Transfer Family " O£, 25BL TS EE L,

SFTPR IS —/N—ZEKRT S

Secure Shell (SSH) File Transfer Protocol (SFTP) &, 41 V2 —X%XY REN L ETF—R O RL B EKIE
ICEAENDZRY ND—27O0RJ)LTYT, Z7ORI)EE. OLF1)T7 1 ERFAMEZTNTY
R—BMULTWETISSH, €@ty —ERA, BE, NG, LEBRESETFTELRERT, EDSRAN—bH
T—EOBBEBREST T —AXBICLESFELIATVET,

(® Note

SFTP Transfer Family ® H—/N—dR— M 22 BHTEHELET, VPCRARE IV R
RA > NDFE, SFTPTransfer Family —/N—&7/R— N 2222 BHTEETD L E£TE
£9, FMICOVWTIE., "Virtual Private Cloud TH—/\—%#R32, 2SBL TS EE
(A1

LTOERESRLTSEEL,
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« SFTP Transfer Family 4 —/N\—% K32 AWSCDK flZRLET, cOBFITIE 2#FEHL
TypeScript, GitHub — Z T TRIATEE Y,

« Transfer Family ¥ —/N\—%& RIZF7O4 32 FIBICOVWTEFVPC, "IPFFAIUARNZEFEALT
AWS Transfer Family ' —/\—%Z®E 35, ZZRBL T EE L\,

SFTPRISH —N—ZERT B ICE

1. T AWS Transfer Family 11>V — )L %Z B & https://console.aws.amazon.com/transfer/, 3 E 7" —
aAURA VNS —N—ZBRL, Y—N—0OEK ZERLET,

2. Z7ORJLDOER T, ZBIRULSFTP, RN ZBRL KT,

Choose protocols

Select the protocols you want to enable info

Choose one or more file transfer protocols over which clients can connect to your server's endpoint

SFTP (SSH File Transfer Protacol) - file transfer over Secure Shell

AS2 (Applicability Statement 2) - messaging protocol for exchanging business-te-business
data Info

FTPS (File Transfer Protocol Secure) - file transfer protocol with TLS encryption

FTP (File Transfer Protocol) - unencrypted file transfer protocol

Cancel Next

3. [Choose an identity provider] (ID Z7A/NA X —0DER) T, 1—F—TIOEAOERIZFERAL L
WIDZ7aONAZ—ZBRLET, ROFAT>aVHFHYET,

s H—EANZR—D R-1—%—ID &£F—& IZREE NhET AWS Transfer Family,
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https://aws.amazon.com/blogs/storage/use-ip-allow-list-to-secure-your-aws-transfer-for-sftp-servers/
https://console.aws.amazon.com/transfer/
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Choose an identity provider

Identity provider

Identity provider type
An identity provider manages user access for authentication and authorization
© Service managed AWS Directory Custom Identity
Create and manage Service Info

Provider Info
Manage users by
integrating an identity
provider of your choice

1sers within the service , ™
= hin the sery Enable users in AWS

Managed AD or use
your own self-managed
AD in your on-premises

environment or in AWS

Cancel Previous m

» AWS Directory Service for Microsoft Active Directory - T RIRA > NCTF VRTS8
@ AWS Directory Service 1 LV M) ZIEELET., T5F S & T, Active Directory I
REENATVRIRIABERZFEAL TI—H—ZFATEDLSICHEYET, AWS Managed
Microsoft AD ID Z’O/NA X —QBREOFHMICOVTRE., "1 Z3RL T EETVWAWS
Directory Service ID Z7O0/N1 X — D EMA,

(® Note

« VARTHIUBRTFALIORNIVERBEFALINIGE, TRRYR—REATVEE
A AWS Managed Microsoft AD,

+ Directory Service Z ID 7ONA X —E L TH—N—ZERETDICIE. W<2HD
AWS Directory Service 7V EAFFAZEMT A XEN BV ET, FHICOVTE,
o E %9 281l AWS Directory Service for Microsoft Active Directory %5
BLTLSEZL,
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Choose an identity provider

Identity provider

Identity provider type

An identity provider manages user access for authentication and authorization
Service managed O AWS Directory Custom Identity
Create and manage Service Info Provider iInfo
users within the service Enable users in AWS

A e Manage users by

your own self-managed I‘-t_:.i'ﬁta-:-‘_q .:!” C:T_ t
AD in your on-premises provider of your choice
environment or in AWS
Directory
TATER3 v &

Cancel Previous m

« Custom Identity Providers — A TOVWThAIOFT> 3> %EIRTS .

« AWS Lambda ZFEHL T ID 7ONA X —%&#E#H T — Lambda BEEIC/NY 9T v 7T n i
BEEFEOID 7ONA A — % FERATEEXT, Lambda BHO LRI ZEELE T, FHICOVT
l&. TAWS Lambda ZFEHALTID 7ONAM A —%2HEET21 25BLTLSEEL,

« Amazon API| Gateway Zf# AL T ID 7’O/N/ & — & #E# T 5 - Lambda B T/\ Y
9T v 7EN APl Gateway XV Y RZERL T, ID 7ONAH—ELTHEATE
£ 9., Amazon APl Gateway URLEFT'HLO—I)LZEELET. FMAIC OV TR,
TAmazon API Gateway ZEFAL TID J7ONA A —%2HET 251 2SRLTLKEEV,

EE5MFT7>3a>TE, BAFEEZEEITDEELTERT,

s NAD—RFEBFF—-A—HY—-RBNATD-—RKXLEBEFF—ZFEALTFEATETT. _h
. 7 NETT,

« NAT—RONLY - A—H—RBEHEIDLODICNAT—REZEETIHZEN B ET,

« F—ONLY-I1—H¥—RBEHRIDLEDICTFAIR—NF—ZEETILENBVET,

« NAT—RANDF—-8#I2ICEF. I——RBT A/ RXR—KrF—ENAT—ROWH %
EETIHBENBYVET. Y—N—RBEIDICF—Z#HFEL., TN BFIEEEE/NAD—R
DANERHET, RFENLETFTAR—RF—HFREFENENT VY VF—E—HL &L

e, moallE KBLET,
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Choose an identity provider

Identity Provider for SFTP, FTPS, or FTP

Identity provider type

An identity provider manages user access for authentication and authorization

Service managed AWS Directory Q Custom Identity
Create and manage Service Info Provider Info
users within the service Enable users in AWS Manage users by

ng an d-;-nlil-;

provider of your choice

AD in your on-premises
emvironment or in AWS

0 Use AWS Lambda to connect your identity provider Infe

woke an AWS Lambda function to call your identity provider's API for user authentication and authorization
Use Amazon APl Gateway to connect your identity provider Info

Use a RESTful APl method to call your identity provider’s AP for user authentication and authorization

AWS Lambda function
v

Authentication methods

Choose which authentication methods are required for users to connect to your server
0 Password OR public key

Password OMNLY

Public Key OMNLY

Password AMD public key

(@) Either a valid password or valid private key will be required during user authentication

Cancel Previous MNext

4. [Next (RN &BIRLET,
5. [Choose an endpoint] (L RRA > KNDEIR) TROKXSICEELE T,
a. [Endpointtype] (L RARA > M &4 7°) &L T [Publicly accessible] (/N7 VY ZIZT V=R

ABER) I RRAVNEATEBIRLET, VPCRARNENLEI RRANIOVT
&, "1 #ZBL TL & L\Wirtual Private Cloud TH—/N\—%& /KT %,

b. (F7< 3Z)[Custom hostname] (D AR LKRAKNE) T [None] (L) ZBIRLET,

CE>TRBEENDH—/N—KRANFZEEL £ AWS Transfer Family, ¥ —/N—HKA K
BDOFRIE serverId.server.transfer.regionId.amazonaws.com T9,
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NAZLRARNBICE, U—NN—TI2ORRANOAARZLIAVTA%ZIEELET., hA
RLRARNBOFEAOEFEMIC OVWTIE., "THAZLARARNBZOFER) 22BLTLSEETV,

c. (FAZF>3V)FIPSEM OFE, FIPSEMIV RRA VI NFIVIORYIDAZEFIZL
T. IV RRA N EPBBEROIBELE () ICEHL TWVWBZEZBEBLEITFIPS,

® Note

FIPSAEMBEIY RRA MK, BKAWS V=23 TORMERTEE T,
Aagex)—23a> il 2\WTk, TAWS £ 7 7L A, ® TAWS Transfer
Family T RRARED =2, ZZRLUTLKEETV, OFMAICOVTE
FIPS, EIPIEHMUMEZZEE (FIPS) 140-2 2B L TS &L\,

d. [Next (RN\)] ZZEIRLFT,

Choose an endpoint

Endpoint configuration info

Endpoint type

Select whether the endpoint will be publicly accessible or hosted inside your VPC
© Publicly accessible VPC hosted Info
Accessible over the internet Access controlled using Security Groups

Custom hostname
Specify a custom alias for your server endpoint.

None v

FIPS Enabled
Select whether the endpoint should comply with Federal Information Processing Standards (FIPS)

FIPS Enabled endpoint

6. RXADVOEBERR—IT, BRUEZTOMNILENLTTF—REZRESIOFT I ERATRZHIC
EHTDAWS ARL—JH—ERAZERLET,

« Amazon S3 ZiERT B &, BRULZORNINBHTIZ7ANEFT T O NELTREFL
TTFTIEATERXRTY,

« Amazon EFS ZiZiRL T, BIRLA=7ORJNZNL T AmazonEFS 77 AL AT AIC
T7AINERELTCTIOEALET,
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[Next GRN\)] ZZBIRLE T,
7. [Configure additional details] (¥ DD FHDERK) TROKXSICRIELE T,
a. OJ0F/E, BBFEoOJ JIL—7Z2EEETHH. ILLWOT JIL—TZ2ERLET (T
ZAIN AT 3,
Transfer Family Servers Create server
R Configure additional details
Step 2 Logging infe
Choose an identity
provider
S i o o iyt vt e ol 1 3 troctinecd 50 Forme
a:;;*‘:m e R O Create a new log group Choose an existing log group
:.I:;:\m.‘ domain
b oot s s st oy o
En;:lhgure additional
details
Step & @ Logging role is only required when selecting a workflow in the Managed workflows
section below.
BEOOJVIN-—T2EBRIZHEE. CHEFFShTVWAOJTIL-TZERTZIH
ENFHVETAWS THIU K,
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Transfer Fzmily Servers Create server
Step 1 = H H
el Configure additional details
Step2 Logging o
Choose an identity
provider
Loggroup Info
S Choose the CloudWatch log group where your events will be delivered in astroectuwed 150N format
=ep s

Choose an endpaint Crecte a new log group | © Choose an existing log group |

Siend

- . e e fio v = A |

Choose a domain faws ftransfer/ | &) | | Create log group 4
Logging rele nfo

A Chonse the M role that will be used to deliver events to your CloudWatch logs

SEeps

Configure additional

details

Stepb @ Logging role is cnly required when selecting a workflow in the Managed warkflows

section below.

AJJIN—70EK 2&#IRTS &, CloudWatch IV —)L (https:/

console.aws.amazon.com/cloudwatch/) AOT T I —7T DEBRR— ZHE XY,
WTIE, CloudWatch "Logs TOJJIN—T7ZEK T ZSRBLTLSEE,

EE3 i)

b. (A>3 IXZXR—IJRDID—U 70— Tk, 7—270—0OFETEIC Transfer Family A
5IEZF3T7—0 70— IDs (BLTWBTHO-)) ZBRLET, T£BT Y TO— RE
ICETT2D—o70—¢&, BOPWETYTO—REBICETISIDV—IV 70— &BIRTER
T, NEX—TYROD=O70—%2FALE77AI)OREBOFMIZOVTIEE, AWS Transfer

Family XZ—2 RO—070—ZZRBLTLEE L,

Managed workflows infe

Workflow for complete file uploads
Select the workflow that AWS Transfer Family should run on all files that are uploaded in full via this server

w- v C |

Create a new Workflow [A |

Warkflow for partial file uploads
Select the workflow that Transfer Family should run on all files that are only partially uploaded via this server

w- I v | C || createanewworkflow [2 |
Managed workflows execution role  Info
Select the role that AWS Transfer Family should assume when executing a workflow
I v

c. [Cryptographic algorithm options] (BES{L 7 LIV XLFAT>32) T, Y—N—THERATE

PESETIIVALEZBCEFIVT AR —ZBRLET,
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d.

® Note
T7A)IBTRE, RICKRDSIEBEYEXT,

« FIPSBMIY RAKRA 2 MAFBRENATVEVE
4. TransferSecurityPolicy-2020-06tF 1) F 1R —HFH—/N\—I(C
TRYFENET,

« FIPSBE#RMI>Y RKRAV MNFBRENTVWSHES, TransferSecurityPolicy-
FIPS-2020-06tEF 1 VT A RIS —HFH—N—CT7RYFENET,

TFIVFARI—OFBICOVTRE., "TO+F 1157 147K — AWS Transfer
Family, 228 L T<EEL,

Cryptographic algorithm options info

Security Policy
Choose a seour Ly pO licy that contains the Ty ptographic .-.|'._|-ZZ-I' thms enabled for use by YOUr serer

’

lransferSecurityPolicy-2023-05
(A7 23Uy H—N—FKRARF—ZE&, 94T BEHTH-—N—ICERKITHDEE

CH—N—ZRBITH-OICEAET NS RSA, ED25519, EIZIFECDSAT T A R—KF—
ZEANUEISFTP, BHOKRANF—ZXB TR -ODOHAZEMIZD_EELETERT,

B—N—ZERL &, BMOKRAN F—Z2EMTEXT, BROKRANF—ZHFHE O L
k., F—Z20-TFT—2329F25BEX, F—XF—LRE, EBLBDRXATORSAF—Z#HD
BZRICERTIECDSA,

(® Note
Server HostKey 22> 3>k, BEED SFTPRBH—/N—HAS81—H—%8B1TTS
BEICOXRERAETNET,

SFTPREH —/N—%ERT B
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Server Host Key info

Private key - optional

Upload an RSA, ECDSA, or ED25519 private key that will be used to identify your SFTP server when clients connect to it. Additional keys can be
added once the server is created.

Description - optional
Add a description to differentiate between multiple private keys

(@) You can ignore this section unless you are migrating users from an existing SFTP
server.

e. (F7>3a)[Tags] () D [Key] (F—) & [Value] (fB) ICF—/N)21—RT7ELT1 DU
FO&RTEANLT [Ad tag] (22 DEM) ZBRLET,

f. [Next GRA)] ZZIRL £ 7,

Tags

Key Value

Add tag

g. AmazonS3FALIRNUDNT 41—V RAZRBETEET, FIRE. K—LF(LY
NUKCBBL. 10000 BOHTFALIRNUABBELET, 2FW, S3/NTY Mol
10,000 BO 7 A LA A BN ET, O FUATE, Ls(list) IX RERFTHE, UR
NARL—332IC6~89HAWET. £EL, FALINUERBLTBE, COANR
L—2 a3 Ehh aBERDTABYTT,
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Optimized Directories Info

Your logical directories can now support mappings up to 2.1MB for both Amazon S3 and EF5S

Select this option to improve performance of the listing of your folders in your 53 bucket

X Enable

h. (AZ72aV) BRI —PFABRNBEDHAZRIAMARENEAY -T2 RI1—
H—ICRRT DK AWS Transfer Family ¥ —/N—ZREL X T, [FR7/NT—] O [FREE
BRANT—ITFANRY VAL, I——HFREATBHICKRTITDTFAN XYy £—
SrEANDLET,

Display banners

Pre-authentication display banner - optional
Emter the message you want displayed before the dient connects to YOur server

&

Message size cannot exceed 4096 characters. This message will be visible to all users who connect to your server.

. (F7TaAV)ROEMATS A ZEHTEERET,

- SetStat A7/'>3a> . COFTT AV EBMCTDE, VT4 T MY Amazon S3 /N
TYRMITY7AO—RTBDTT7AISETSTATTHERALEIS ELEEZIZEREND T
T—EBETEERT, FMIOVTE, "1 DSetStatOptionRFIXV NESRLT
< £ & LWProtocolDetailso

c TLSEY2avER: CoA7>avik, CoY—N—070OR3LDO1DFTPSELT
ZEMCLTVREEICOXAERATEERT,

s NPT IP:2OATIavE, 2OH—N—07OKRILO 1 DFTPELTFTPS &
R ZBEMILTVRBEICOKMERATEEXT,
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Additional configuration

SetStat option - optional Info
Select whether you want this server to ignore SetStat command

Enable

TLS session resumption - optional Info
Choose how you want your server to process TLS session resumption requests

(@ To enable TLS session resumption, enable FTPS as one of the protocols selected in
Step 1

Passive IP - optional Info
Provide passive IP (PASV) that file transfer clients can use to connect this server

(@ To enable Passive IP, enable FTP or FTPS as one of the protocols selected in Step 1

8. [Review and create] (FERRE1ERR) TRIRNABEERLET,

s WFhPZRETDICE. ATYTOBICH S [Edit] (W) 2BRLET,

(® Note
MEZBALATYTORIC, BATV T ZRETHEN B ET,

« ZENBZVIBE, [Create server] (—/N\—DEK) £BIRL TH—N—FERLET,
[Servers] (H—/N—) R—=DICFEEh, RICRTELSICHLLVF—N—D—EBNfRREhZE
EP

#LWSFTP #—N—DAT—ZAH [Online] (A>T 4 2) CEDBETICHIAHNBHENSH )
FI, TOKRT, Y —N—RBI1-F—0EDICTTAINARL -3V EZRTTERT,
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FTPSXIS Y —/N—Z KT %

SSL(FTPS) BHEM 7 7 AI)NEE7ORNIILIEE. OHRMEEETIFTP, Transport Layer Security
(TLS) & Secure Sockets Layer (SSL) OE=S{L7ON N ZFERALTRNT 71V U ZBESHLLE
T, FTPS TR, #lIHF v R EBERETF—EFrRIILEROBM S ZRABE LI ERICES{LTESE
CB

FTPSRIGH —N—ZERT B ICIE

1. T AWS Transfer Family 32/ — )| % B & https://console.aws.amazon.com/transfer/, 7 E7 —
2AURA VNS —N—ZEBRL, Y—N—0OFK ZERLET,
2. Z7ORJLOER T, ZBIRUEIFTPS,

H—/N\—3IBAE Tlk. AWS Certificate Manager ( ACM) ICREE N TV SEIAEEBIRL £
T COIAEZBRFTPS, 94T MY —N—ICERTIEEICH—N—ZBRTHILEHIC
FRENET, RICRAN ZBIRLET,

MLWNT Uy OitREZ) VT ANTBIZIE, AWS Certificate Manager 1—H'—H4 KD
CTN7 V)Y OFERERVVIARNT D, BSRBLTLKEEV,

BEOIAEZ (42 KR—NTBIZIFACM, AWS Certificate Manager " 1—H#'—744 K, O
FICEFAEZA R—RMACMT %, Z22RBL TS EE L,

TZ5AR—RNIPT7RLAFTPSBHATT A R—NIRELZFRAITZIESICUIIARNTSIC
l&. AWS Certificate Manager 1—H#'—HA RO "I'SAXR—KNEHENDIV VI AN, 258U
TLEZL,

LTOBSATILIIVALEF—H A AXOAAEN Y R—REhTLET,

. 2048 E'Y k RSA (RSA_2048)
. 4096 E'Y k RSA (RSA_4096)
- FEMAEEMAIR 256 £ Y N (EC_Prime256v1)

- IEMAEHMIR 384 E'Y N (EC_secp384R1)
FTPSXSH —/N\—% KT 2 104
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- FEAEMKMIE 521 E'Y N (EC_secp521R1)

® Note

ALBAE(F,. FQDNRLEZF IP7RLAZEEL, RTECHIZEHZSCHMS SSL/
TLS X509 /N— 32 3FAIAE THILENHY T,

Choose protocols

Select the protocols you want to enable info

Choose one or more file transfer protocols over which clients can connect to your server’s endpoaint

SFTP (S5H File Transfer Protocol) - file transfer over Secure Shell

ASZ (Applicability Statement 2) - messaging protocol for exchanging business-to-business
data Info

FTPS (File Transfer Protocol Secure) - file transfer protocol with TLS encryption

FTP (File Transfer Protocol) - unencryptad file transfer protocol

AWS Certificate Manager (ACM) certificate info

Server certificate

Choose a certificate stored in ACM which will be used to identify your server when clients connect to it over FTPS

’

Cancel Mext

3. [Choose an identity provider] (ID 7’O/NA/ X —0&R) ¢, 1—H—T IO EAOERICFERAL 2
WIDZ7ONAZ—ZBRLET, XROFAT>a>vHFHYIET,

« AWS Directory Service for Microsoft Active Directory - T RARA 2V NCT VAT B EH
@ AWS Directory Service 1 L NJZIEBELET, €593 & T, Active Directory (C
REENTVRIRIAEREZFEALTCI—Y—2RATED&LSICAHAYET, AWS Managed
Microsoft AD ID Z’O0/NA A —DOBREDGFHEMIZIOVTR, "1 Z8BL T EEVAWS
Directory Service ID ZONA1 X —DFEA,
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® Note

c VARTHIUBRTFALIORNVEREFALINIGE, TRYR—REhTVEE
A AWS Managed Microsoft AD,

» Directory Service Z ID 7ONAZ—&ELTH—N—ZFRETRICEE, W<D2HD
AWS Directory Service 77 ZAFFAIZEMTDYLENf HYET, FMAICOVTE,
o fE R &R 9 S HIlC AWS Directory Service for Microsoft Active Directory; %%
BLTLSEEL,

Choose an identity provider

Identity provider

Identity provider type

An identity provider manages user access for authentication and authorization
Service managed O AWS Directory Custom Identity
Create and manage Service Infa Provider Info
users within the service

D SIS Manage users by

integrating an identity
provider of your choice

Managed AD or use

your own self-managed
AD in your on-premises
environment or in AWS

Directory

TATER3 v &

Cancel Previous m

« Custom Identity Providers — A TOVWThAOFT> 3> %EIRTS .

« AWS Lambda ZFEHL T ID 7ONA X —%&#E#H TS — Lambda BEBIC/NY 9T v 7T n i
BEOID 7ONA A —%FERATEET, Lambda BEBO BRI ZIEELE T, HMHICOVT
l&. TAWS Lambda ZFEHALTID 7ONAM A —%2HEET21 25BLTLSEEL,

« Amazon API| Gateway Zf# AL T ID 7’O/N/ & —Z#E# T 5 - Lambda B T/\ Y
T v 7EN APl Gateway XV Y RZERL T, ID 7ONAH—ELTHEATE
%£ 9., Amazon API Gateway URLEFO'HULAO—/)LZEELET, FHICDOWVWTE,
TAmazon API Gateway ZEFAL TID J7ONA A —%2HEET251 2SRLTLKEEV,
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Choose an identity provider

Identity Provider for SFTP, FTPS, or FTP

Identity provider type
An identity provider manages user acoess for authentication and authorization

Service managed AWS Directory 0O Custom Identity

Create and manage Service Info Provider Info

LSS uithin the service Enable users in AWS Manage users by
Managed AD or use ntegrating an identity
your own self-managed provider of your choice

AD in your on-premises
emvironment or in AWS

0 Use AWS Lambda to connect your identity provider Info
nvoke an AWS Lambda function to call your identity provider's API for user authentication and authorization

Use Amazon APl Gateway to connect your identity provider Info
Use a RESTful APl method to call your identity provider's API for user authentication and authorization

AWS Lambda function
v

Authentication methods
Choose which authentication methods are required for users to connect to your server

(@ To choose an authentication method, enable SFTP as one of the protocols selected in Step 1

-

4. [Next (xN\)] ZBIRLET,
5. [Choose an endpoint] (L KR4 > NDIER) T, KOESICEBRELET,

(® Note

FTPS Transfer Family ® #—/N—&. R—hK 21 (A2 hO—-IILF ¥ X)) &R— ~EE
8192~ 8200 (F—&F + X)L) THEL £,
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a. IVRRAURNEALAT TlE, RANVPCENLEI RIRAVNRATEIEIRL T, H—
N—DIVRRANERANLET, VPCRARENETI RIRAMNDEREICOVT
. "1 #88BL T & L\Wirtual Private Cloud TH—/N\—%& KT %,

® Note
INT VY DIZTORATRERIY RRA >V NEHR—NEhER A,

b. (F723V)FIPSEM OFE. FIPSEXMI RRAKNFIVIRYVRAEFICL
T. IV RRA M EPBEROUEBEE () ICERL TVWD L ZERLEIFIPS,

® Note

FIPSHAEMBEIY RRA MK, BKAWS V=23 TOXRMERATEETT,
BAageRx)—23a> il 2\WTk, TAWS £ 77 LA, ® TAWS Transfer
Family T RRAREDA—2, ZZRLUTLKEETV, OFMAICOVTE
FIPS, EIPIEHMUMEZZEE (FIPS) 140-2 2B L TS &L\,

c. [Next ((RN\)] ZZEIRLEFT,
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6.

Choose an endpoint

Endpoint configuration info

Endpoint type

Select whether the endpoint will be publicly accessible or hosted inside your VPC

Publicly accessible © VPC hosted Info

Accessible over the internet Access controlled using Security Groups
Access Info
O Internal

Internet Facing

VPC
Select a VPC ID

v | G || Create a VPC [

FIPS Enabled

Select whether the endpoint should comply with Federal Information Processing Standards (FIPS)

FIPS Enabled endpoint

Cancel Previous m

RXAVOBRR—DT, BRULEZORINZNALTTF—RZ2REBLIETIERATREHIC
EHTDAWS ARL—JH—ERAZERLET,

* Amazon S3 ZiBIRF2 &, BIRLAEZTORNIILBHTIZ7AIN AT T ORMNELTREL
TCTF7OEATEZERY,

« Amazon EFS ZiZRL T, BIRLAZ7ORIJNZNL T AmazonEFS 77 A4 I\ AT AIC
TJ77A4NERELTTIEALET,

[Next GRN\)] ZZBIRLE T,
[Configure additional details] (F DD MO ERK) TROKRSICEBRELE T,
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1——H4 K

a.

OJ0%&e, BFoOJ JI—72EET5H,. HiLLWOJ JIL—TZ2ERLET (T°
7F#INATZa),

BEFEOOJIIN—TZ2 BRI ZDHEE.
BABYVETAWS THIZ K,

Transfer Family Servers Create server

Step 1
Choose protocols

Configure additional details

Step 2 Logging nfe
Choose an identity
provider
Log group  Infa
Step 3 Choose the CloudWatch log group where your events will be delivered in a struchured 150N format
Choose an endpoint O Create a new log group Choose an existing log group

Step 4
Choose a domain
Logging role infe

Choose the 1AM rele that will be used to deliver events to your CloudWatch logs

Step 5

Configure additional

details

Step & @ Logging role is only required when selecting a workflow in the Managed workflows
Review and create section below.

Transfer Family Servers Create server

Step
Choose protocols

Configure additional details

Step2 Logging fe
Choose an identity
provider
Loggroup Info
Steps Chonse the CloudWatch log group where your events will be delivered in astnectwed 150N format
Choose an endpaint Crezte a new log group | © Choose zn existing log group |
trend -
Saws ftransferf v | Z | | Create log group 4

Choose a domain

Logging rcle info

Chonse the M role that will be used to deliver evants o your CloudWatch logs

StEpS

Configure additional

details

Stepb @ Logging role is cnly required when selecting a workflow in the Managed workflows
Review and create section below.

ICBEM s hTWAOJ TN -T2 BRI
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OJJ7IN—70#%K 2#IRTS &, CloudWatch I2Y — )L (https:/
console.aws.amazon.com/cloudwatch/) AOT T IL—7TDERR—D 2HAE T T, FMICD
WTIE, CloudWatch " Logs TOJJIIN—7%ZERTS 1 2ZRL T EE L,

b. (A7>3a)XXR—IRD—U 70— Tk, 7—2070—0OETEIC Transfer Family A
Bl 320 —0 70— IDs (BRI HO—)) ZBRLET, T2BT7Y7TO—RE
ICETITDD—o70—¢&, BoWETYTO—REBICETIIDDV—VT7O0—&BIRTESE
To NEX—TYRO—=V70—%2FRALET77AIILOREBOFMIC OVTIE, AWS Transfer
Family NX—2 RO—=070—ZZRBLTEE,

Managed workflows info

Warkflow for complete file uploads

Select the workflow that AWS Transfer Family should run on all files that are uploaded in full via this server

w- v | O | Create a new Workflow [A |
Warkflow for partial file uploads
Select the workflow that Transfer Family should run on all files that are only partially uploaded via this server

w- I v | c | | Create a new Workflow [2 |
Managed workflows execution role Info
Select the role that AWS Transfer Family should assume when executing a workflow

I v

c. [Cryptographic algorithm options] (B St 7 I IV AXLAFA T3 ) T, Y—N—THERATE
PESHETZIAVALEZECEFIVTARIS—EBIRLET,

(® Note
T7AILBTRE, RIZKSICHEY KT,

* FIPSBEMI> RRA2 M BRENATVEWE
4. TransferSecurityPolicy-2020-06tF 21T 4RI —HFH—/N\—IC
TRYFENET,

* FIPS BRI RKRAV MNBIRENTWSBIHES, TransferSecurityPolicy-
FIPS-2020-06EF1UT A RIS —AHY—N—CTEYFENET,

TFIVFARV—OFBIZOVTRE., "TO+F11)F 147K — AWS Transfer
Familys 228 L T<EEL,
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Cryptographic algorithm options info

Security Policy
Choose a secur Oy [_'-:-.':" that contamns the ryprog raphic .-:lgc:-r thms enabled for wuse by WOUr Server

TransferSecurityPolicy-2023-05 v

d "H—N—RKARMF—, FZEHOFTRICLTHERT,

(® Note
Server HostKey 20> 3>k, BEFED SFTPHISH—N—HIS51—H—%8B1TTS
BEICOXRMERAETNET,

Server Host Key info

Private key - optional

Upload an RSA, ECDSA, or ED25519 private key that will be used to identify your SFTP server when clients connect to it. Additional keys can be
added once the server is created.

Description - optional
Add a description to differentiate between multiple private keys

(& You can ignore this section unless you are migrating users from an existing SFTP
server.

e. (A7 3a)[Tags] (ZY) D [Key] (F—) & [Value] (fB) ICF—/NVI1—RFTELT1 2K
FORTEADLT [Add tag] (B2 DEM) EERLET,
f. AmazonS3 TFALIRKNUDNT #—X U AZHKBILTEERT, fIAEF. K—LF1L T

RUICBEIL., 10,000 BOHYTFALIRNINFHDELET, 2FV, S3INTY NI
10,000 D7 #INENHYNET, COFUAFATE, 1s(list)y AN REETITDE, UR
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RARL—232IC6~88HMHNET, LEL, FALUVNVZRELTDE, COFNR
L—>3>iErr2EEEHLTABMTT,

Optimized Directories Info

Your logical directories can now support mappings up to 2.1MB for both Amazon S3 and EF5S

Select this option to improve performance of the listing of your folders in your 53 bucket

X Enable

g. [Next((RN)] ZZERLET,

Tags
Key Value

h. (#7°23>)AWS Transfer Family —/N\—%ZREL T, ABOR) S —PRARNEL
DAABIIARENTAYE—DZT Y RI—HY—ICRRITDENTEET, ALK
LEI—Y—IZ, BARI A X&E iz Message of the Day (MOTD) 2R RTD_EETE
F7,

[T4AATLA NF=10FE, [TURBEATARATLA NF=1TFANRKY TR, D—
H—ARALTRIENCRRLIEVTFAN Xv =272 A 0L, RARBIAETF1ATLA N
FT—TFANRYDRALR, I —FFEECHBILERICRRLEVWTFANZANDL
TLEE L,

FTPSXISH —/N—%Z KT S 113



AWS Transfer Family I1—H—HA R

Display banners

Pre-authentication display banner - opticnal

Enter the mes=age you want displayed before the dient connects to your server

e
Message size cannot exceed 4096 characters. This message will be visible to all users who connect to your server.
Post-authentication display banner - optional
Enter the mes=age you want displayed after the client has connected to your server

e
Message size cannot exceed 4096 characters. This message will be visible to all users who connect to your server.

@' SFTP clients will only be able to see the pre-authentication message. FTPS
and FTP clients will be able to see both pre-authentication and post-
authentication messages.

. (ATTAV)ROEBMATS I EEBHTEERT,

s SetStat # 7> 3> . COFTI AV EBMITRE, VT4 T M Amazon S3 /N
TYRMITY7AO—RTBDTT7AISETSTATTHEALEIS ELEEZIZERE NS T
S—RERTEET, FMIZOVTIE, ProtocolDetails NEY U MSetStatOption R
FIAXRNZESRBLTLSEZ,

« TLStEY>ar BER FTPStY>arodr NO—-IIeF—2EROBTXRII—H
ThES— VLY NEF—Z2BRFLBRABEIDIXANZALZEMLUET, FHMAICOWVWT
l&. ProtocolDetails MEY 2 MTlsSessionResumptionMode RFI1IX N ESHRL T
<EEV,

« NV T IP:FTPE FTPSZORILNDONY ST E—REZRLET, 774704 —)L
IPv4, L—2—, O—RNZH—ONTVY O IPFTRLAKE, BE—OT RLAZA
HAUET, FMICOWVWTIE, ProtocolDetails NEY J MPassivelpRFIX NESH
LTLEEL,
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Additional configuration

SetStat option - optional Info
Select whether you want this server to ignore SetStat command

Enable

TLS session resumption - optional Info
Choose how you want your server to process TLS session resumption requests

O Enforce
Enable
Disable

Passive IP - optional Info
Provide passive IP (PASV) that file transfer clients can use to connect this server

8. [Review and create] (FERREERR) TRIRNABEERLET,

s WIhAZRETHICE. AT Y TOBICH S [Edit] (RE) ZBRLEX T,

@ Note
MEZBALATYTORIC, BATVTZRETHEN B ET,

« ZENZVIBE, [Create server] (F—/N\—DER) BIRL TH—N—FERLET,
[Servers] (T—/N—) R—=DICFEEEh, RICRTELSICHLLVT—N—D—EBNfRREhZE
CP

#LWSFTP 4 —/N—DAT—ZAH [Online] (A2 T4 2) CEDBIETICHIAHNBHEENSH )
FI, TOKRT, Y—N—RBI1-F—0EDICT7TAIARL -3V EZRTTELRT,

1

Hostname A Server ID v State v users v Endpoint type v Domain v

@ Starting ANo Users Public Amazon 53

RDATYT : ROARATY T TR, AAZLID ZONAE—OFEA CEATI—F—ZRELE
ER
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FTPXSH —/N—ZEKT S

Q—H—H1 K

77ANEEZ7ORNIIL (FTP) . F—20OEAICERAEND XY NDO—27ONJLTT, FTP
&, #HETF—RERICRHOFrRIILZFEALET, #HEAFYRILE, BRTITIPIETIT14TT
BALTINCEBZETHVTVET, F—RF vy, BEEPBICTIOT 1 7B ET, FTP
FOVF7THFANEFBERAL, RST71v00OBELEHR—NLTVEEA,

® Note

EEMZITBEEZEFFTP, VPCTRARENEI RKRAVNORRBT O AAT>a > &i&
RIBDBENHYNET, Y—N—DNTVYIOZRXYND— O %F—EHENTIXNEN HD
BEE. SFTP BENLZLBE7ORNINEERATIHEN HV) ETFTPS,

FTPXSH —/N—Z KT B IC I
1. T AWS Transfer Family 12>Y —JL % B & https://console.aws.amazon.com/transfer/, FE%J" —

AURAUASY—N—%ERL, Y—N—0%K Z2ERLFT,
2. Z7ORJLOER T, ZBIRULFTP, RN\ ZERL KT,

Choose protocols

Select the protocols you want to enable info

Choose one or more file transfer protocols over which clients can connect to your server’s endpoint
SFTP (SSH File Transfer Protocol) - file transfer over Secure Shell

AS2 (Applicability Statement 2) - messaging protocol for exchanging business-to-business
data Info

FTPS (File Transfer Protocol Secure) - file transfer protocol with TLS encryption

FTP (File Transfer Protocel) - unencrypted file transfer protocol

Cancel Next

3. [Choose an identity provider] (ID Z’A/NA X —DiER) T, 1—HF—T IO EAOERIZFEAL L
WIDZ7ONAZ—ZBIRLET, XROFT>a>rHFHY)ET,

« AWS Directory Service for Microsoft Active Directory - T2 RIRA 2V NZT VAT B H
@ AWS Directory Service 1 LV NJZEELET, €595 & T, Active Directory (C
REENTVIRIAERZFEALTCI—HY—2RATED&LSICHAYET, AWS Managed
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Microsoft AD ID 7’O/N A X —DREOFHMII OV T, "1 283RBL T EEVAWS
Directory Service ID 7’0\ 1 X — DO E A,

® Note

c VARTHIURTFALIORNVEREFALINIGE, TRYR—REhTVEE
A AWS Managed Microsoft AD,

» Directory Service Z ID 7ONAZ—&ELTH—N—ZFRETRICE, W<D2HD
AWS Directory Service 77 ZAFFAIZEMTDYLENf HVET, FMAICOVTE,
T fE R &R 9 a1l AWS Directory Service for Microsoft Active Directory; %%
BLTLSEZL,

Choose an identity provider

Identity provider

Identity provider type

An identity provider manages user access for authentication and authorization
Service managed O AWS Directory Custom Identity
Create and manage Service Infa Provider Info
users within the service

D SIS Manage users by

integrating an identity
provider of your choice

Managed AD or use

your own self-managed
AD in your on-premises
environment or in AWS

Directory

TATER3 v &

Cancel Previous m

« Custom Identity Providers — A TOVWThAOFT> 3> %EIRTS .

« AWS Lambda ZFEHAL TID 7ONA X —%&#E#H TS5 — Lambda BIFUIC/NY 9T v 7 h
EEBEEOID 7ONAE —%FEHTEE T, Lambda EHBO BRI ZEELET., FMHICDOW
Tk, TAWS Lambda ZFEHAL TID 7ONAM A —%2#HET21 25BLTLIEETL,

« Amazon API| Gateway Zf# AL T ID 7’O/N/ & — & #E# T % - Lambda B T/\ Y
T v 7EN APl Gateway XV Y RZERL T, ID 7ONAH—ELTHEATE
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F 9, Amazon APl Gateway URLEFTHLAO—I)LZIEEL T, FMICOVTE,
FAmazon APl Gateway ZfFFHAL TID JONAZ—%HEaT D1 #SBLTLIEE L,

Choose an identity provider

Identity Provider for SFTP, FTPS, or FTP

Identity provider type
An identity provider manages user acoess for authentication and authorization

Service managed AWS Directory 0O Custom Identity

Create and manage Service Info Provider Info

LSS uithin the service Enable users in AWS Manage users by
Managed AD or use ntegrating an identity
your own self-managed provider of your choice

AD in your on-premises
emvironment or in AWS

0 Use AWS Lambda to connect your identity provider Info
nvoke an AWS Lambda function to call your identity provider's API for user authentication and authorization

Use Amazon APl Gateway to connect your identity provider Info
Use a RESTful APl method to call your identity provider's API for user authentication and authorization

AWS Lambda function
v

Authentication methods
Choose which authentication methods are required for users to connect to your server

(@ To choose an authentication method, enable SFTP as one of the protocols selected in Step 1

-

4. [Next (xN\)] ZBIRLET,
5. [Choose an endpoint] (L KR4 > NDIER) T, KOESICEBRELET,

(® Note

FTP Transfer Family ® #—/N\—&. R—k 21 (A FO—ILF v X)) £R—NEHE
8192~8200 (F—&F v XJL) THEL =T,
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a. IVRERARNEAT Tk, VPCTRARNEBIRLTH—N—OI RIRA NEFRA
RULET, VPCHRARENEIY RRANDREICOVTI., T, 285RBLTLKES
L\WVirtual Private Cloud TH—/\—%/ER T %,

® Note
INT VY DIZTORATRERIY RRA >V NEHR—NEhER A,

b. FIPSEX OBE. FIPSEXMIV RRKAVNFIVIRY VARG FATOERICLET,

® Note
FIPSABMB I RKRA 2 NEFTPH—/N—TRHR—REhTLVEEA,

c. [Next ((RN)] ZZEIRLEFT,
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6.

Choose an endpoint

Endpoint configuration info

Endpoint type

Select whether the endpoint will be publicly accessible or hosted inside your VPC

Publicly accessible © VPC hosted Info

Accessible over the internet Access controlled using Security Groups
Access Info
O Internal

Internet Facing

VPC
Select a VPC ID

v | G || Create a VPC [

FIPS Enabled

Select whether the endpoint should comply with Federal Information Processing Standards (FIPS)

FIPS Enabled endpoint

Cancel Previous m

RXAVOBRR—DT, BRULEZORINZNALTTF—RZ2REBLIETIERATREHIC
EHTDAWS ARL—JH—ERAZERLET,

* Amazon S3 ZiBIRF2 &, BIRLAEZTORNIILBHTIZ7AIN AT T ORMNELTREL
TCTF7OEATEZERY,

« Amazon EFS ZiZRL T, BIRLAZ7ORIJNZNL T AmazonEFS 77 A4 I\ AT AIC
TJ77A4NERELTTIEALET,

[Next GRN\)] ZZBIRLE T,
[Configure additional details] (F DD MO ERK) TROKRSICEBRELE T,
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1——H4 K

a.

OJ0%&e, BFoOJ JI—72EET5H,. HiLLWOJ JIL—TZ2ERLET (T°
7F#INATZa),

BEFEOOJIIN—TZ2 BRI ZDHEE.
BABYVETAWS THIZ K,

Transfer Family Servers Create server

Step 1
Choose protocols

Configure additional details

Step 2 Logging nfe
Choose an identity
provider
Log group  Infa
Step 3 Choose the CloudWatch log group where your events will be delivered in a struchured 150N format
Choose an endpoint O Create a new log group Choose an existing log group

Step 4
Choose a domain
Logging role infe

Choose the 1AM rele that will be used to deliver events to your CloudWatch logs

Step 5

Configure additional

details

Step & @ Logging role is only required when selecting a workflow in the Managed workflows
Review and create section below.

Transfer Family Servers Create server

Step
Choose protocols

Configure additional details

Step2 Logging fe
Choose an identity
provider
Loggroup Info
Steps Chonse the CloudWatch log group where your events will be delivered in astnectwed 150N format
Choose an endpaint Crezte a new log group | © Choose zn existing log group |
trend -
Saws ftransferf v | Z | | Create log group 4

Choose a domain

Logging rcle info

Chonse the M role that will be used to deliver evants o your CloudWatch logs

StEpS

Configure additional

details

Stepb @ Logging role is cnly required when selecting a workflow in the Managed workflows
Review and create section below.

ICBEM s hTWAOJ TN -T2 BRI
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OJJ7IN—70#%K 2#IRTS &, CloudWatch I2Y — )L (https:/
console.aws.amazon.com/cloudwatch/) AOT T IL—7TDERR—D 2HAE T T, FMICD
WTIE, CloudWatch " Logs TOJJIIN—7%ZERTS 1 2ZRL T EE L,

b. (F7>3aV)IXF—TJRI—0U70— T, 7—270—0XRTEIC Transfer Family A
Bl 320 —0 70— IDs (BRI HO—)) ZBRLET, T2BT7Y7TO—RE
ICEFTTHD—o70—¢&, BrWETYTO—RFICETIZRD—UT7O0—%RBIRTEFE
T NX—TURO—=U7O0—%FEALET77AIOREBOFEEMICDOVTIE, AWS Transfer
Family NZ—2 RDO—070—2ZRBLTLEEL,

Managed workflows info

Warkflow for complete file uploads

Select the workflow that AWS Transfer Family should run on all files that are uploaded in full via this server

w- v | O | Create a new Workflow [A |
Warkflow for partial file uploads
Select the workflow that Transfer Family should run on all files that are only partially uploaded via this server

w- I v | c | | Create a new Workflow [2 |

Managed workflows execution role Info

Select the role that AWS Transfer Family should assume when executing a workflow

I v

c. [Cryptographic algorithm options] (B St 7 I IV AXLAFA T3 ) T, Y—N—THERATE
PESHETZIAVALEZECEFIVTARIS—EBIRLET,

(® Note

Transfer Family I&, &FOEF 1 VFT AR —ZFTPH—N—ICEIVWHTET,
LU, FTPZ7ORIJLNEESLEFEALEVES, FTPY—N—EEF2 VT«
RUS—=FINdVAXLZFEALERA, Y—/N—#H FTPSEIF SFTPZ7O KL
EEALEVRY, X2 UT1 RV —RBEAEShELA,
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Cryptographic algorithm options info

Security Policy
Choose a secur Oy [_'-:-.':" that contamns the ryprog raphic .-:lgc:-r thms enabled for wuse by WOUr Server

TransferSecurityPolicy-2023-05 v

d "H—N—RKARMF—, FZEHOFTRICLTHERT,

(® Note
Server HostKey 20> 3>k, BEFED SFTPHISH—N—HIS51—H—%8B1TTS
BEICOXRMERAETNET,

Server Host Key info

Private key - optional
Upload an RSA, ECDSA, or ED25519 private key that will be used to identify your SFTP server when clients connect to it. Additional keys can be
added once the server is created.

Description - optional
Add a description to differentiate between multiple private keys

(& You can ignore this section unless you are migrating users from an existing SFTP
server.

e. (A7 3a)[Tags] (ZY) D [Key] (F—) & [Value] (fB) ICF—/NVI1—RFTELT1 2K
FORTEADLT [Add tag] (B2 DEM) EERLET,
f. AmazonS3 TFALIRKNUDNT #—X U AZHKBILTEERT, fIAEF. K—LF1L T

RUICBEIL., 10,000 BOHYTFALIRNINFHDELET, 2FV, S3INTY NI
10,000 D7 #INENHYNET, COFUAFATE, 1s(list)y AN REETITDE, UR
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RARL—232IC6~88HMHNET, LEL, FALUVNVZRELTDE, COFNR
L—>3>iErr2EEEHLTABMTT,

Optimized Directories Info

Your logical directories can now support mappings up to 2.1MB for both Amazon S3 and EF5S

Select this option to improve performance of the listing of your folders in your 53 bucket

X Enable

g. [Next((RN)] ZZERLET,

Tags
Key Value

h. (#7°23>)AWS Transfer Family —/N\—%ZREL T, ABOR) S —PRARNEL
DAABIIARENTAYE—DZT Y RI—HY—ICRRITDENTEET, ALK
LEI—Y—IZ, BARI A X&E iz Message of the Day (MOTD) 2R RTD_EETE
F7,

[T4AATLA NF=10FE, [TURBEATARATLA NF=1TFANRKY TR, D—
H—ARALTRIENCRRLIEVTFAN Xv =272 A 0L, RARBIAETF1ATLA N
FT—TFANRYDRALR, I —FFEECHBILERICRRLEVWTFANZANDL
TLEE L,

FTPXIS T —/N—Z KT 3 124



AWS Transfer Family I1—H—HA R

Display banners

Pre-authentication display banner - opticnal

Enter the mes=age you want displayed before the dient connects to your server

e
Message size cannot exceed 4096 characters. This message will be visible to all users who connect to your server.
Post-authentication display banner - optional
Enter the mes=age you want displayed after the client has connected to your server

e
Message size cannot exceed 4096 characters. This message will be visible to all users who connect to your server.

@' SFTP clients will only be able to see the pre-authentication message. FTPS
and FTP clients will be able to see both pre-authentication and post-
authentication messages.

. (ATTAV)ROEBMATS I EEBHTEERT,

s SetStat # 7> 3> . COFTI AV EBMITRE, VT4 T M Amazon S3 /N
TYRMITY7AO—RTBDTT7AISETSTATTHEALEIS ELEEZIZERE NS T
S—RERTEET, FMIZOVTIE, ProtocolDetails NEY U MSetStatOption R
FIAXRNZESRBLTLSEZ,

« TLStEY>ar BER FTPStY>arodr NO—-IIeF—2EROBTXRII—H
ThES— VLY NEF—Z2BRFLBRABEIDIXANZALZEMLUET, FHMAICOWVWT
l&. ProtocolDetails NE'Y J MT1lsSessionResumptionMode RFIX K ESHRL T
<EZEL,

s NV T IP:FTPBLTFTPSZ7ORNRIINDONY S TE—REBRLET, 774 T T4 —
LiPva, L—2—, O—RNSH—ONTVY I IPFPRLABE, E—OF RLA%
ABLET, FMICDOVTIE, ProtocolDetails NEY 7 MPassivelpRFIX N%ES
BLTLSEZL,
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Additional configuration

SetStat option - optional Info
Select whether you want this server to ignore SetStat command

Enable

TLS session resumption - optional Info
Choose how you want your server to process TLS session resumption requests

O Enforce
Enable
Disable

Passive IP - optional Info
Provide passive IP (PASV) that file transfer clients can use to connect this server

8. [Review and create] (FERREERR) TRIRNABEERLET,

s WIhAZRETHICE. AT Y TOBICH S [Edit] (RE) ZBRLEX T,

@ Note
MEZBALATYTORIC, BATVTZRETHEN B ET,

« ZENZVIBE, [Create server] (F—/N\—DER) BIRL TH—N—FERLET,
[Servers] (T—/N—) R—=DICFEEEh, RICRTELSICHLLVT—N—D—EBNfRREhZE
CP

#LWSFTP 4 —/N—DAT—ZAH [Online] (A2 T4 2) CEDBIETICHIAHNBHEENSH )
FI, TOKRT, Y—N—RBI1-F—0EDICT7TAIARL -3V EZRTTELRT,

1

Hostname A Server ID v State v users v Endpoint type v Domain v

@ Starting ANo Users Public Amazon 53

ROATY T —ROATY7TELT, THRZALAID 7ONAZ—OFER L ICHEATI—HY—%5%
ELET,
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Virtual Private Cloud TH—/N\—% KT

H—N—DOIT RRARNERETSAR=KNIZIR(VPC) RIZARARNLT, NTUY D42
R—ZY NERBATD LR Amazon S3 /N Y NEEIE AmazonEFS 77 A I AT ALENDR
TTF—RZEHATEET,

@ Note

2021 £5 B 19 HEAM®, AWS 2021 F£5 B 19 BRFIC T AU NT ZFEHAL TH—/N—
ZERLTVWEWVEE, 277V MEndpointType=VPC_ENDPOINTTIER T2 & &
TEEH A, 2021 F£2 A 21 BEBIIZ AWS AT~ MEndpointType=VPC_ENDPOINTT
ZEALTH—N—ZBRICERLTVWRIEE. FEZZTEEA, COBRFZBELS
EndpointType=VPC 2R L £9, FHMICDWTIE, Tthe section called “VPC_ N {E %
B 1E g BHENDPOINT" ;) ZZBL TS &L,

Amazon Virtual Private Cloud (Amazon VPC) Z#EHAL T AWS UY—RZKRANTBHFEWEF. VPC
EY—N—OBICTZAR—NEREBWITEES, cOY—N—ZFERATHE, NTUYTIP
TRLAZFERALEY, 13—V RN —RNVIA ZREETDEBL, 94T MNERT
Amazon S3/NNTY NEDBTTF—REEIETEET,

Amazon ZfEHA T3 EVPC, NARLREBRY NT—UTAWS DY —AZRBETEEXT, Z2FAL
T, IP7RLAREH, 7Y N, L—rT—7I, RYKND—IOF—RNIITABEDEY NT—
VEREEVPCHBEATEER T, OFMIZDOVWTIEVPCs, "Amazon I1—H¥—HA4 R, ® "Amazon &
[FVPC, 5B L TLKEEW, VPC

XDt a>rTlk, ZERLTVPCH—N—ICEREIZFIRICOVTHALET, FIEOHE
. ATOERYTERT,

1.VPC IV RRA U NEFERALTH—N—ZEYNTYTLET,

2.VPC IV RARAVNPCEZENLT AICHBDIVTAT U N2EALTH—N—IZEHRELET., Ch
[Z&k V), AWS Transfer FamilyZH L T Amazon S3 \T Y NIRBEENETF—REVSA T
NBETEETEET, XKYRND—INMNT IV I Z—ZY MY SEIHENATWVWTE, <0
BRIXZERTTEET,

3.&EB8IE, H—N—OIVRRARNEAEZ—FY NAFIZLKXS & T BIFE., ElasticIP 7 RL
AZTIVRRAVNCHEEBENF TR CENTEERT, chllkY, BAOIZA T M —N—
VPCICEHRTERLSICAYET, VPCEFIVFAUI—TZFEALT, VDIOITARMFITE
NETRLAODAD SEFBENLEFRIAEA L —F—\NOT7 IV EAZHBTEET,
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N

s ITOXTIUVEATERD Y —N—"IVRRA NEERTS VPC

H—N—RADAVE—Y NAFIY RKRA NEEKTS
SFTPH—N—DIVRRKAVKNEATDEE

VPC_ O A ZF 1E 9 HENDPOINT

AWS Transfer Family 4 —/N\—T > RiRA4 > N XA 7% VPC_ENDPOINT A5 I[CE#H T2 VPC

ATOHTIEATEDH—N—IL2 RKA>2 N2ERT S VPC
ROFETE. ADUY—RIZOKTFTIEATERY—/N\—I> KRSV hEERLETVPC,
MICH—N—I> KRSV NEERT B ICIE VPC

1. T AWS Transfer Family 2% — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. FTETS—23URA2T, [Servers] (H—/V\—) &iBIRL TH S [Create server] (F—/N\—D1E
R) ZZIRLET,

3. [Choose protocols] ('O R JJLMEIR) T1 2R EOZTORNIILERIRL TH S [Next] (RA) %
BRLET,. 7ORJLOFHEICOVTR, "TATY 7 2. SFTPHRRY—N—%EHT S, 25
BLTLSEZL,

4. D7ONAZF—%BIRTSD T, Y—EAVZF—I REZBRLTI—Y— D &F—% ICREFEL
AWS Transfer Family, JXIZXN Z#IRLET,

(® Note

COFIETR, Y—EANZR—RAT2aV2FERALET,. hAZL ZEIRLUIZE
&, Amazon APl Gateway T RARA U &, IV RRAVNITIERTZ1HD
AWS Identity and Access Management (IAM) O—J)L&ZELET, T5FB LT,
TFALIRNIY—EREZRELTSFTP 11— —ORAELRAZRTTEET., HA
ALAID7ONAF—OFERICETRIFHMIOVTE., "THAZAID Z7ONAF—0OfE
B 2BBLTIEEL,

5. [Choose an endpoint] (L RRA4 > MDEIR) T, KOKRSIZEELET,
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® Note

FTP Transfer Family ® & & FTPSH—/N\—I&k, R—bh 21 (A MO—=IF ¥ XJ) &
R— NEE 8192-8200 (7*— & F ¥ XJL) TEMEL £ T,

a. IVRERAVRNEAT TRE, RARNVPCENIEIY RRAVNEATZERL TH—/N—
DIV RRANERANLET,

b. [Access] (7Yt R) T [Internal] (#tH) §5&, IVRRARNDTSAR—KNIPT7RLA
ZERALTVRISATUORNOIN I RRANITIOEATEDRDICEYET,

(@ Note
Internet Facing (1 > &2 —% Y @) 77> a>oF#IC2WTE., "H—N—HF
DAVE—XYNEAFIVRRANEERNTDL 2SRLTLKEEV, AT Y
TADKVPCOEHIC THERENLEY—/N—F, DARLARARNEZHYR—KNLT
WEE A,

c. TWEVPC, BEF®D VPCID Z&RI 2 A, VPCOER ZZRL THL LV ZEKLET
VPC.,

d. [Availability Zones] (FRAZEV T4 —V—=2)10>32>T, RRID2OFRATED
TA—V—2EEBY T XY NEBIRULET,

e. Security Groups 290> 3a> 7T, BIFEOEX*1UT1JI)—7 D Z&RTBIDsH. F21
D74 )= DEREERLTHLVWEFIUTATIIL—T2ERLET, ¥V
TAJIN—7OFMIZ DOV T, Amazon Virtual Private Cloud I—%'—H4 R, ® " @
tFX¥1UTATI—TVPC, BSBLTLKEE Y, EF2VF1TIN—T2ERTSIC
l&. Amazon Virtual Private Cloud 1—H#—/4 RO "X 1 VT4 JIL—T 0Dk, 25
BLTLSEZL,

@® Note
&k, F7FILM0EF2UT 4TI —VPCHBHMWICHBELTVWET, HF—
N—DEFHFCAHADEFIVFTAIIN—T%2BELEWVES., 74 DEF2
JF A4 TN —=—THHY—N—I_BEEMITSNET,
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EFIVFTATIN=TOA2NTYRIL=ILTRE, R—h 22, 2222, 1@ ZOWHZE
AI3&LS5ICSSHRTZ 7M1V UV ZRETEER T, R—M 2B TF7FILBNTRETNTVE
¥ R—bh 2222 ZEAIRICRE, EF2UTATIN—TLCANTVRIL=IZEML K
Fo BAT THARLTCPEERL, R—NEHE 2222I1Z ZAHL., Y—RA TSSHR—K
22 )L—)LEBUCIDREEZ AN LET,

VBC ) Security Groups > sq default > Editinbound rules

Edit inbound rules ww

f. (A7232)FIPSER OFE. FIPSEXMIVRRA U RNFIVIRYIRAZFICL
T, TURKRAY M EPEROEBEZEE () ICERL TVDR L Z2BRELEIFIPS,

(® Note

FIPSAEMBEIY RRA MNE, dERAWS U= 3> TOKERATEET, #
BAaglx)—3a> i o2\WTik, TAWS 2o 77 L AL ® TAWS Transfer
Family T RARA e 3—2, ZZRLTLKEEV, OFHICOVTE
FIPS, EIBIEMUWIEBELE (FIPS) 140-2 2SR L T EZ L\,

g. [Next (RN)] ZEIRL FT,
6. [Configure additional details] (Z DD FFHDEHK) TROXSICRIELET,

a. CloudWatch OJR&E T, xOoLWTFhAh&ZBIRLT, I—HY—TFT 9T 1ET 1O Amazon
CloudWatch OJ i&8& &2 B3ICLET,

« Transfer Family A O—)ILZ BEMNICHERTESD LS ICTHIHLLVO—ILZERLET,
EEL, HLLWO-ILZERTREOOBENET VAR AN HBEEICERYET,
IAMIER E hBIAMO =)L EFEFENFEFTAWSTransferLoggingAccess,
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- BF0oO—-)LZBRLT, 7HOV N SEBEEFEOIAMO—)LZEIRL £9, [Logging role]
(AJEFO—)) TO—ILEZRBRLET, COIAMO—ILICEKE, H—EAN ([CERESH
TVWBEEARVS —%2E8H2HLENHY) £ transfer.amazonaws. coms

CloudWatch OJREEOFMICOV TR, ) 2B T L&V CloudWatch 07 58
O—I)%58RET .

(® Note
- OJRH#O—I)LZEE CloudWatch LEWHEE, TIY RI-—H¥—TFTUT1E
TAZRRIBDERFTEREA,

« CloudWatch OJ & O—)ztYy N7y 7 LEWVWESE. BEIFEOO—)L Zi#R
ZRIBIRUETAH, OVRBEO—IILEFBRLEL A,

b. [Cryptographic algorithm options] (St 7 LIV AXLAT 3 ) T, Y—N—THEHATE
PEFSHKTIIVALZECEF I VT ARV —EBIRLET,

(@ Note

77 #)LNTl, TransferSecurityPolicy-2020-06 E¥1JF 1K) —
&, BIORUS—ZBRUAWVWRY, B —N—ICEEFTFSNhET,

TFIVFARV—OFFBICOVTRE., "TO+F 1157 147K — AWS Transfer
Familys 228 L T<EE L\,

c. (A72aNHY—N—FRANF—IC&k, 94T BEHTH-N—ICERITHDEE
CH—N—%BNTHLHICEHE NS RSA, ED25519, F£IZIFECDSAT T/ R—KNF—

ZAHNLETSFTP,
(® Note
DtV a>TR, BED SFTPREY—N—D81—H—%2BITITIHEEICD
HEALET,

d. (F7>3)[Tags] (ZY) B [Key] (F—) & [Value] (fB) ICF—/N)I1—RFTELT1 2K
FORTEAALT [Add tag] (R DEM) £ERLET,
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e. [Next (RN\)] ZZEIRLET,
7. [Review and create] (R EERK) TRERIRNBZRELET., #7232

s WFNAZRETDICE, RATY T OBICH S [Edit] (W) Z2BRLET,

® Note
METDATYTORIC, BATY T ZHRRBIDLENBHUET,

s ZEDOHEN BTN, [Create server] (F—/N\—DERK) ZBRL TH—N—ZERLET,
RICRTEBY, FILLF—N—HF—BRTEThTVS, [Servers] (H—/N\—) R—=TIZHBF
LET,

$L L\ SFTP 4 —/\—DORAF— K A [Online] (A2 51 >) LEDBETIBIN N BBAN B )
£F. TOBAT, Y—/N—RBI-H—OLHL I 7 ALARL—S IV ERTTEET,

B—N—RAOA22—%Y NEAFTIY RKRA2 NEEKTS

ATOFBICHE>T, Y=N—IY RRAVREERLET, ZOTY RKRA2 MNE, VPCOT
7AELROEFIVFAIIN—TTIY—AIP PRLANFTENRTVEDISA T ROIZN (>
=Y NEHTFTIEATEET, &5I2, Elastic P 7RLAZFEALTIVRRA U NESAY
2—XYNAFIZTRET, 947> N ElasticP 7 RLAZERALTIZ7ATI4—)ILAD
IVRRAYRADT IV EAEHFATEET,

(® Note
4282 —%Y NEFVPCHRARIY RARA2 NTHEATEDDFTPSIE SFTPE D& T,

A28—%FY NATIY RKRA NEERTBICE

1. T AWS Transfer Family 2V —)L & B & & 9 https://console.aws.amazon.com/transfer/,

2. FTET—232URA2T, [Servers] (—/V—) 2 #IRL TH S [Create server] (F—/N\—D1E
K) ZBIRLET,

3. [Choose protocols] ('O R JJILMEIR) T1 2R EDZTORNIILERIRL TH S [Next] (RA) %
BRUET, Z7ORIJILOFRICOVTR, "TATY T 2. SFTPRISY—N—%Z2EKT 2, 25
BLTLSEZL,
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4. D7AONAZ—7ZERTS T, Y —EANZF—TJ RZERLTI—Y—De&Fx—% ICREL
AWS Transfer Family, X\ Z&IRL £7,

® Note

COFETEH, Y—EAIZ—SRAT>a>w2EALET. DAXL ZBIRL -5
&1, Amazon APl Gateway T RRA > hE, TV RRAVRNCTIOERTZEHD
AWS Identity and Access Management ( IAM) O—J)LZEELET, T5TB LT,
FALONIY—EAZHKRELTSFTP 1—H— R LRBAERITTEET, HA
ALAIDZ7ONAA—OFERICETZHMIOVTIEK, "THARAZXALAID Z7ONAFZ—0OfE
B 2SBLTLEEW,

5. [Choose an endpoint] (L RARA > NDIER) T, KOKSICEELET,

a. IVRERAVRNEAT TRE, RARNVPCENIIY RRAV NEATZERL TH—/N—
DIV RRANERANLET,

b. [Access] (7 ¥ A) T [Internet Facing] (1 X —%Y N@F) 20Uy oL T, 41 5%—
XY RBRHTIOZFATUORDSTIVRRAVNITIOEATESDERSICLET,

® Note

[Internet Facing] (1 > Z—% v hNE ) 2 BRI D&, FHTZY NADOE

D ElasticIP 7 RLAZBIRTEEX T, £lzl&k, VPCOAZ VY —JL (https://
console.aws.amazon.com/vpc/) ICBEL T, 1 DL EDOFHL W ElasticIP 7 KL A
ZEV)ETRIEETEET, cnSOTFRLAR, I—H—AWS £EF1—
H—NETEXRT, BEICERAETNTVS ElasticIP 7 RLAZIY RAKRA > MIC
BEEMFDERETEERE A,

c. (F723a>)[Custom hostname (HARALFRARNRZ) TUTOVWThADATS 3> &iBIR
LET,

® Note

AWS GovCloud (US) #ELHEF#IE, ElasticIP 7 RL ARHATEEERTS
A, ZIEIRARNELI— R%Z Commercial Route 53 NICHER TR HEN H V)
EFFTEIP, GovCloud T RRA > MNZ Route 53 A T2 HZEZDFEMAICOVT
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&, AWS GovCloud (US) Fr1—Y—744 R, ®AWS GovCloud (US) TNy —AT
Amazon Route 53 Z5XET 21 ZSHRL TS,

« Amazon Route 53 DNS T/ U7 A —fERAT5HRANEN Route 53 ICEFRENTVS5
B, TDE, RANBZADLZET,

c TOMDNS-FEHTHRARNENBIODNS7ONAE —ICEFENATVRIES, TN
#. RANBEADLET,

« None (BEL)-H—N—0DIVRRANEFEHAL, HDARALKR
ARBREALBEVES, Y —N—FKRARNBOERIE server-

id.server.transfer.region.amazonaws.com CT3d,

(@ Note
DB EZDFE AWS GovCloud (US), None ZiBIRL TE, COFERTHRARNSE
FEREhFHA,

NAZLRANEBOFEARAICEIZFMCIOVWTE, "THAZLKRANEOER, 22RLT
<EZEW,

d. TEVPC, BEFED VPC ID 2RI 2 H. VPCOER ZZRL THLLV ZEKLET
VPCo,

e. [Availability Zones] (FRAZEVT4—=V—=2)+E923>T, HFRKID2OTRAFE
V74—V —2VEBEEHTZY REBRULET, IPMTRLA TR, 7Ry hZ &
ElasticIP 7 RLAZBIRLE T, chik, IFATRNFT7ATIA—I)LADIY RKR
AR OT IV EREZHFATDLEOICERATED IP7RLATY,

f.  Security Groups 29> 3> T, BBFEOEF21UFT14J)—7 1D 2 BIRTBIDsH., £F2
DF 4TI —T7DEREZBRLTHLOWEFIVFT AT —T2ERLET, F2 1)
T4 JIN—7OFMIZDOWTIE. Amazon Virtual Private Cloud 1—H#'—H4 Kk, @ " @
tF1)T40)—7VPC, ZBBRBLTLKEETVY, vF1VUFTATIN—TRERTSIC
l&. Amazon Virtual Private Cloud 1—H¥'—# 4 RO "X 1 VT4 JIL—T 0K, 25
BLTLSEZL,
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® Note

ik, F7FILM0EF2UT 4TI —VPCHBHMICHBELTVWET, F—
N—DEFFCAHADEFIVFTAIIN—T%2BELEVEES., 74 DEF2
JF A4 TN—=THHY—N—I_BEEMITSNET,

EFIVFTATIN=TOA2NTYRIL=ILTRE, R—h 22, 2222, 1@ ZOWHZEE
AI3LS5ICSSHRTZ 7M1V UV ZRETEER T, R—M 2B TF7FIL RN TRETNTVE
¥ R—h 2222 ZEAIRICRE, EF2UTATIN—TLCANTVRIL=ILZEML K
To RAT CHARL TCPZERL, R— NEEH 222212 ZAHL, VY —AIZSSHAR— b
22 )L—)LEBUCIDREEZ AN LET,

VBC > Security Groups > sg default > Editinbound rules

Edit inbound rules ww
Inbound rules control the incoming traffic th,

g (F7>3I2V)FIPSEM OFE, FIPSEMIVRRA VI NFIVIORYIDAZEFIZL
T, TURKRAY M EPBBEROEBEZEE () ICERL TVD & Z2BRELUEIFIPS,

(® Note

FIPSAEMBEIY RARA M, ERAWS U= 3> TOKERATEET, #
BAagelx)—23a> i o2\WTik, TAWS 2o 77 L AL ® TAWS Transfer
Family T RARA e 3—2, ZZRLTLKEEV, OFHICOVTE
FIPS, EIBIEMUWIEBELE (FIPS) 140-2 £SHBL T EE L\,

h. [Next (XA\)] ZZIRLE T,
6. [Configure additional details] (Z DD FHDEHK) TROXSICRIELET,
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a.

b.

CloudWatch OJ & Tk, XoWTFhnhZBRL T, I—H—T7 U7 1EFT 1O Amazon
CloudWatch OJ & ZEBMICLET,

« Transfer Family A O— L Z BBMNICERTEDLSICTAIHMLLVO—-ILZERKLET,
EEL, #LWO—ILZERITZEOOBYNET IV EAFAN HE2EEICRYET,
IAMIERE hBIAMO—)LId EFEFENEFTAWSTransferLoggingAccess,

- BIEOO-IILZBIRLT, 7HU A SEEEDIAMO—)LZEIRL £9, [Logging role]
(OJEFO—)) cO—ILZRBRLET, COIAMO—=ILICEK, H—EARAN [CEREETH
TVREEARVS —%28H2HLENHY) FItransfer.amazonaws. coms

CloudWatch OJ R OFMICOWVWTE, ") Z25RL TL<EE W CloudWatch 007 50
O—I)LZRET D,

® Note

- OYJRKO—I)LZIERE CloudWatch LBEWHEE, TIY RI-—HY-—TIF7/E
TAERTIDLRBTET A,

« CloudWatch OJRE&O—I)ILZtY N7y 7L EWVWEER. BiIFOO—)LZER
ZRRLEIHN, OJVREO-NEEBRLIEA

[Cryptographic algorithm options] (&L 7 I IV AXLAT>a>) T, Y—/N—THEHATE
PESCTIIVALZECEFIVT ARV —ZBIRLET,

(® Note

77 #)LNT, TransferSecurityPolicy-2020-06 EF¥1 714K —
F. BIORVD—Z2ZBRUBVRY, Y—N—ICEERTShET,

ETXFIUFARI—OFMBIZOVTIE., "TOEF211)F 147K — AWS Transfer
Familys 228 L T<EE L\,

(A723aNHB—N—FRAMNF—CEk, 94T M BRHTH-N—ICEHIZEE
CH—N—%BAT2EHICFEAET NS RSA, ED25519, £ IFECDSAT' A/ R—KNF—
ZAHNULEISFTP,
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@® Note
cDtEUIa>TR., BBEDO SFTPHBEY—/N—HI581—H—2BTITHEEICO
HEALET,

d. (F7'>3a)[Tags] (FY) B [Key] (¥—) & [Value] (fB) IcF—/N)21—RF7ELT1 28
LtD&T%AHNLT[Add tag] (BT DEM) Z2FBRLET,

e. [Next (RAN)] ZEIRLET,

f. (F723aV)¥XFx—TIRDO=270— TRk, 7—270—0ORTHIZ Transfer Family A°
5lEZ W30 —U 70— IDs (BRUEFETHO—I) Z2BRLET, T2BTYTO—RE
ICETTDD—o70—¢&, BoWETYITO—REBICETISDDV—VT7O0—&BIRTEE
T NEX—TYRO—=V70—%2FRALET77AIIOREBOFMIC DOVTIE, AWS Transfer
Family NZ—2 RDO—070—2ZRBLTLEEL,

Managed workflows info

Warkflow for complete file uploads

Select the workflow that AWS Transfer Family should run on all files that are uploaded in full via this server

w- v | O | Create a new Workflow [A |
Warkflow for partial file uploads
Select the workflow that Transfer Family should run on all files that are only partially uploaded via this server

w- I v | c | | Create a new Workflow [2 |

Managed workflows execution role Info

Select the role that AWS Transfer Family should assume when executing a workflow
] v

7. [Review and create] (BERREERK) THEIRNBZRELEXT., #7232

- WIENAZRETRICE. AT Y TOBICH S [Edit] (L) £BRLET,

(® Note
METIATYTDEIC, BAT YT 2BERIIVLENHYET,

s ZEDOHEN BTN, [Create server] (F—/N\—DERK) ZBIRL TH—N—ZERLET,
RICRTEBY, HFILLF—N—HF—BRTEThTVS, [Servers] (T—/N\—) R—=TIZHBF
LET,
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H—N—IDZBRLT, ERLIES—N—OFT7AI)IINREERIETEET, SINT VY UIPv4T
RLAXFANENBD E, BEL L Elastic IP 7 RLAAY—/N—OI> RRA 2 MMIIEECBEE
5nh&ET,

(® Note

DY —N—VPCH AU SA > DEE. HTZXYNOIKEZEETE, UpdateServer 2L T
NDHEETELETAPl, H—/N\—I>RKRA>NDElasticlP 7 RLAZEBMEL-RFEETS
Wik, Y —N—%ZELITD2HENFrHVYVET,

SFTPH—N—OI2 RIKRAKNEALATOEE

AVE—%Y NERTT IV EATERRFOY—N— (D&EW, NTUYIIVRRAUNELT)
FHBHEERE. TOLYRRAZKNZEVPCIY RRAV NCEETEXRT,

® Note

IZ ELTVPCRRENBDBREFEOH —/N—HHBHEIEVPC_ENDPOINT, L VWVPCI>
RRAVRNEATICEETDEEZHHAOLET, COFLVWIVRRARNERATT
l&. Network Load Balancer (NLB) Zff L T ElasticIP 7 RL AZH—/\—D I RK
AV NCBEERGRIHBEN BB ET, £k, VPCEF2UT A TIN—T2FERAL T,
H—N—DOIRRAMOT I EAZFRITBDEETEXT, EEL, BEICRLUT
VPC_ENDPOINT IV RARA 2V NRA T B EHEFEATEE T,

ROFETE., REONT VYOIV RRAVNEATEREEEHEW VPC_ENDPOINT I RIRA4 > K
BATOVWT A ZFEHATAIH—/NN—HNHBDZEZREBICLTVET,

B—N—DIVRRAVNEATEZEETBICIE

1.
2.
3.

T AWS Transfer Family 2V — )L %Z B & & 9 https://console.aws.amazon.com/transfer/,
FTES—2 3 RA2 T [Servers] (B—/V—) ZIBRL E£ 7,
IVRRAVKNEBATZEELEVWVY—N—DOFIVIRYVREFVICLET,

/A Important
IVRRAVNZEEITDICE, TORIICH—N—ZFELEIZIBENFHY)ET,
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4. [Actions] (79> 3>) T [Stop] ({F1k) &&IRL £,

5. RRENDWRAATOIRY VAT [Stop] (fFLk) ZBRL T, ¥—N—Z&FLELEVWCEZE
HmIELET,

(® Note
RDATY ZIZED I, [Endpoint details] (T R7R A > M OFE#) TH—/N\—D
[Status] (AT —R R) A" [Offline] (A7 ZA) ICEDLDDZDOZFEERTHN., ChiZEES
MABDBENBVET,. AT—RFADEEZRSICE., [Servers] (H—/N\—) R—T T
[Refresh] (B#7) OBIRABEICEDIBENF HYET,
H—/N—H [Offline] (A7 FA ) ICBBDETHRELGFTEETEEA,

6. [Endpoint details] (L2 R7RA > M O F#H) T [Edit] (#RfE) 2 BIRL £,
7. [Edit endpoint configuration] (L RRA > FEREDHRE) TROELSICEELET,

a. LIVRRAUNERATOMWmE T, VPCRAMEn ZiBRLET,
b. [Access] (FIERA)ICODVWTUTOWThAZRBIRLET,

* [Internal] (#+A) 2RI B &, TVRRANODTFAR—=KNIPFTRLAZFEAL TV
BUVTGATURNDOIRN LY RRAVNITIVRATEDLSICBYET,

« [Internet Facing] (4 > X —% v NA}) 2 BRI D&, NIV IO 22—V NEHT
DFAT RN I RIRAVNCITOEBATEDRSICEYET,

® Note

[Internet Facing] (1 > Z—% Y hNE ) 2 BRI D&, FHTZY NADOE
D ElasticIP 7 RLAZBIRTEEX T, £zl&k, VPCOAZ VY —JL (https://
console.aws.amazon.com/vpc/) IZBEIL T, 1 DL EDOFHL W Elastic IP 7 RL
AZEV)ETRIEETEERT, cNSOTFRLAR., 1—H— AWS £EEE
I—HY—HFMBETEET, BRICEAENTVS ElasticlP 7 RLAZIY RKRA
VRICBEMTACEEFETEEREA,

c. AVE—FXYKNBFTIEADZEDIKDFA T 32)[Custom hostname] (AR LKA
RB) T, ATOWTIADOFTa>zBIRLET,

« Amazon Route 53 DNS TA U7 A —fERATHHRANEN Route 53 ICEFRENTVS5
G, TNDHE, RANBZAHDLET,
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c ZNMDNS-FEHATBHRARNENBODNSTONAE—ICBEBFETNTVDIEES, TO
#B. RANBZAHOLZET,

« None (& L)-H—N—0DOIVRRANEFEHL, DAX
LRANBREEALBEVEE, Y—/N—FKRANBOER K

serverId.server.transfer.regionId.amazonaws.com T49,

NAZRLKRANEOEACEITZFHMBIOVTRE, "THAZLKANEDOFER) 258U
TLEELV,

d. TEVPC, BEEDO VPC ID Z:&RI%H. VPCOER ZZRL THLLV ZEKLET
VPC.,

e. [Availability Zones] (FRAZEV T4 —V—=2)10>3>T, FRRID2OTFRATED
FA—=V—2EBEEYTRY NERBIRUET, [Internet Facing] (4 > Z—% Y Ma ) A&
RENTVWBBE, Y7ZY RZEI Elastic P 7 RLAZEBIRLE T,

(® Note
BRK3IDDTRATSEDTA—=V—UNREEN, +9BEEHNEVEHEEE. VPC
>V =)l () TER L F T https://console.aws.amazon.com/vpc/o
BT %Y R&ELEE Elastic P 7 RLAZZEEL 2358, T—/N—0OEHICHDH Y
WET, U—/NN—DOEMHNTTIRET, EENRERFIDCERFTEXRLEA,

f. [Save] (R¥F) ZBIRL£T,

8. [Actions] (7 V3 3>) T [Start] (BAtR) ZBIRL TH—N—OAT—Z AN [Online] (>4 2)
ICBD2DEFEETH., ChILBEBIIHIDEENHYET,

(® Note
NTVYOLIYRRAVNBALTZVPCIY RRAV RNRATICEBLIEBE, Y—
N=—DIVRRLAVRNEATH CEEENTVWBZEIFEL TKEZLVVPC,

TF7ALRNOEFIVTATIN—THIVRRANCTRYFENET, EF2UT1TI—T%
BEFRLEFHLEMTDICE, "EF1VTATILN—TDERL 2BZRLTSEE L,
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VPC_ O fEMA%ZH1- 3 HENDPOINT

AWS Transfer Family (&, EndpointType=VPC_ENDPOINT# LW AWS 7HDO > kD TH—/\—
ZERTHIHEZFLELTVET, 2021 F5 819 BRE, IV RKRAREATH O AWS
Transfer Family H—/N\—ZFBL TV W AWS 7H > RVPC_ENDPOINTIE, T#HLWVWH—/N—
ZERTE EHE AEndpointType=VPC_ENDPOINT, VPC_ENDPOINT I RRA >V KNRA T % EH
TR —N—ZBRICAELTVWRIHEE. TEDRYERIZ EndpointType=VPC OERAZRIKRT S
CEEBEOHLET, FMICDOVWTIE, AWS Transfer Family "9 —/N—T 2 RKRKA > REZA T %
VPC_ENDPOINT 75 ICEHIVPCT %, Z2SRLTLSEETL,

2020 FICHLWVPC I RRA VI NEATZRERWIELEL ., FHHICOVWTIE, AWS Transfer
Family ", @ " GVPCEF*¥ 1) T4 J)—7& ElasticlP 7 RLASFTPEHR—KLET, <D
HULWIRRSAME, BEEEBETIOARNMEN S, PrivateLink RIE£EA DY EB A, FFMIC
DV TIE, AWS PrivateLink " O£, 25BL TS EE L,

COIVRRAVNEATE, BABIOTI > RIRA 2 MR A7 (VPC_ENDPOINT) L BENICEFT
¥, ElasticlP 7RLAZIY RRAVNIEBETEYFLT, 12—V bh@EFICL, EER
P74NRVTICEF1IVT AN —T2FEATEET, FMICOVWTE, "IPOEAFTIA
N, 258 L T AWS Transfer Family . for SFTP Server D 7 AOJREZSRBL T EE V),

COIVRRANEHRBVPCRETRANTDZEETEET, FHMICOVWTIE. "1 TAWS
Transfer Family REH—EAVPCIRIE A" R—hEhB LSV ELE,

IChNZ TSFTP, VPC EndpointType ZfFHL T FTPSE ZBMICTEEIFTP, ch S DigEL
FTPS/FTP #7/R— Kk Z [CEMT B FEEH V) FH AEndpointType=VPC_ENDPOINT, ¥/,
V=B SCODIVRRAIRNEALAT®#ATS 3> ELTHIBRLEL = AWS Transfer Family o

Transfer Family 1>V —)J)L, AWSCLI, API, £kl& ZFHL TSDKs, H—/"N—0DI> RKA >
NZATZZETEET AWS CloudFormation, H—/N—DITY RRA 2V NEATZEETBICIF.
TAWS Transfer Family —/N\—T. 2 RRA 2 K24 7% VPC_ENDPOINT A5 IZEH 35 VPC,
ZSRLTLSEEL,

BRNF®H256E. AWSHR—KN FLEAWS THIY R F—LALCHBVEDELLEZWL,

(® Note

s DHEEFTPSX®FTPH/R— N % EndpointType=VPC_ ICEINT 2 FEREHV ELEA
ENDPOINT, AWS Transfer Family A2V —=J)LOFA7> a2 e L TREEhB<BYEL
/oS
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https://aws.amazon.com/about-aws/whats-new/2020/11/aws-transfer-family-now-supports-shared-services-vpc-environments/

AWS Transfer Family I1—H—HA R

TOMOIEBIE., AWS HR—K @ PHIY M F—LLHBBHVEDESEZ L,

AWS Transfer Family 4 —/N\—1I1 > RRA4 > h &4 7% VPC_ENDPOINT A 5 ([CEH
93 VPC

AWS Management Console, AWS CloudFormation, &7 I& Transfer Family ZfEAL T, ¥ —/\—
@ API%Z EndpointType#h* S VPC_ENDPOINTICEFH TEEXRIVPC, UTDEI 32 TR, Ch
SOAVY REFEALTH—N—TIURRAIVRNERATZ2EFH IR LOOFHEMEFIEEAHIC DU
THALET, BROAWS D23 EBEBOAWS THIY NI —N—HFHBBEEE. AT
DEIZAVTRBENTVB G TILAIVT N NE, EEEZMATHEALT, EMNTRILEND
BVPC_ENDPOINTR A 7' Z AL TH—N—ZRBITEXRT,

N =R

« VPC_ENDPOINT TV RIRA UV NRAT7TZFEAL I —/N\—DH

« ZBERALLEY—N—"T2 RERA NEATOEFH AWS Management Console
« ZHEALEY—N—I2 KRS NEALT OEF AWS CloudFormation
 EndpointType Z#ERA L I Y —/\— O FE# API

VPC_ENDPOINT I RARA U NERA T ERAL Y —/N—DFE 5

AWS Management ConsoleZ 925 & T, £€NHY—/N—T VPC_ENDPOINT ZFEAL TV A
ERETEET,

VPC_ENDPOINT T RARA U NEA T2 FEATDH—/N—%2 1Y —)LTEBTBICIE

1. T AWS Transfer Family 32>/ — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. FTET—>3rRA20 [Servers] (V—/NN—) T, TOU—2320FHIOMAOH—/N\—D
—EZRRLET,

3. [Endpointtype] (LY RAKRA NZA ) ZFERALTH—N—DOUVANZIXNEZS
&, VPC_ENDPOINT ZEAL TINTOY—N—ZRBDENTEXT,

BHOAWS )—23>2 EF AU NVPC_ENDPOINTT AL TH—/N—%&BIT5ICF

BEOAWS D=3 EBBO AWS FTHIY NMZH—N—DHBEEE. RO TILAD
U7 RNZ2ZELTHEMAL T, VPC_ENDPOINTIY RRA 2 NRATZERAL TH—/N—%=E 5!

TEET, cOBITIE. Amazon EC2DescribeRegions & Transfer Family M ListServersAPIFETF
HLZEFEALT, 2FEATHIIXNTOH—N—0OH—N—IDs&V—2a>0VARNEZERBLE

TH—N—%=4ERTS VPC 142


https://console.aws.amazon.com/transfer/
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FVPC_ENDPOINT, AWS 7AHT > N ZEH D EEE. D7ONA A —AOtY>3a>7rO77
AN EZFERALTERIELETHEE,. AN EAOEET7 IV EAZE 2IAMO—-)ILE2EALTTHI K
BIN—TAIN—TEET,

1. UTICEEEHZERLET,

import boto3

profile = input("Enter the name of the AWS account you'll be working in: ")
session = boto3.Session(profile_name=profile)

ec2 = session.client("ec2")
regions = ec2.describe_regions()

for region in regions['Regions']:
region_name = region['RegionName']
if region_name=='ap-northeast-3': #https://github.com/boto/boto3/issues/1943
continue

transfer = session.client("transfer", region_name=region_name)
servers = transfer.list_servers()
for server in servers['Servers']:

if server['EndpointType']=="'VPC_ENDPOINT"':

print(server['ServerId'], region_name)

2. EMITBRDH—N—QOUARNTELS, ATOEI>a>THATEIHEZOVT L ZEFE
T. EndpointType Z VPC ICEF T D ENTEET,

ZERALLEY—N—T2 RKRA 2 NRATOEFH AWS Management Console

1. T AWS Transfer Family 2V — )L % B & & ¥ https://console.aws.amazon.com/transfer/o
2. FTES—232RA2T[Servers] (H—/\—) ZiBIRLE T,
3. IVRRAVKNEATEZEELIEWH—N—DOFIVIRYIRZFVIZLET,

/A Important
IVRRAVRNZEETDICE,. ZORIICY—N—ZFLITIHBENHVET,

4. [Actions] (79> 3>) T [Stop] ({F1k) &#IRL £,
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5. RRENDWRAATOIRY VAT [Stop] (fFLk) ZBRL T, ¥—N—Z&FLELEVWCEZE
HmIELET,

@ Note

ROATY FICEBHIC. H—/S— [Status] (RF— K R) A [Offline] (A 754 ) I
ELB20EEGEERITN, ChILEBoHIDBIEEN BVET, AT—ZFANDEEERD
(2, [Servers] (—/V\—) R— T [Refresh] (B#) DB BEBICHEDBEN HY)F
9,

6. RF—RAN TATSAY, LEDOLS, H—N—ZBRL TH—/N\—ORMR—TEHERL
9,

7. TIVRARANDOFEM 023> T, TwEL Z8RLET,
TITVRRANEAT OVPCRARNEZBIRLET,
[Save] (R7F) ZBIRLF T,

10. [Actions] (7 23 2/) T [Start] (BitR) ZBIRL TH—N—DAT—X AN [Online] (> F 4 2)
ICBBDDZEFERTHN.,. CchCBBIALHIBEEN HYVET,

BERALEY—N—TI2 RERA NRA T DOEH AWS CloudFormation

cOEY> 32Tk, AWS CloudFormation ZEA L TH—/N\—® %Z EndpointTypellEF T35
EICOVWTEHBALETVPC, 2FAL TF 7 OA L £ Transfer Family H—/N—Tlk, COFIEZE
AL %9 AWS CloudFormation, < @I Tl&, Transfer Family H—/N—0OF 7O/ ICFERAE 13T
@ AWS CloudFormation 7> 7L — R ZRXRODKSICRLTVET,

AWS TemplateFormatVersion: '2010-09-09'
Description: 'Create AWS Transfer Server with VPC_ENDPOINT endpoint type'
Parameters:
SecurityGroupId:
Type: AWS::EC2::SecurityGroup::Id
SubnetIds:
Type: List<AWS::EC2::Subnet::Id>
VpcId:
Type: AWS::EC2::VPC::Id
Resources:
TransferServer:
Type: AWS::Transfer::Server
Properties:
Domain: S3
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EndpointDetails:

VpcEndpointId: !Ref VPCEndpoint
EndpointType: VPC_ENDPOINT
IdentityProviderType: SERVICE_MANAGED
Protocols:

- SFTP

VPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: com.amazonaws.us-east-1l.transfer.server
SecurityGroupIds:

- IRef SecurityGroupId
SubnetIds:

- 1Select [0, 'Ref SubnetIds]

- !Select [1, !'Ref SubnetIds]

- 1Select [2, !'Ref SubnetIds]
VpcEndpointType: Interface
VpcId: !Ref VpclId

TUTL—RRUTOEEICL > TEHENET,

« EndpointType & VPC ICEEEhEL I,
AWS: :EC2::VPCEndpoint UV —RIIFHIBRENE T,

« SecurityGroupId, SubnetIds, $ KX VpcId Z AWS: :Transfer
EndpointDetails €92 avIZBEBLEL =,

« EndpointDetails ® VpcEndpointId 7’ONT 1 FHIBRE hFEL £,

BHEhiT7L—NREROKRSICBYET,

AWS TemplateFormatVersion: '2010-09-09'
Description: 'Create AWS Transfer Server with VPC endpoint type'
Parameters:
SecurityGroupId:
Type: AWS::EC2::SecurityGroup::Id
SubnetIds:
Type: List<AWS::EC2::Subnet::Id>
VpcId:
Type: AWS::EC2::VPC::Id
Resources:
TransferServer:
Type: AWS::Transfer::Server

::Server UY—A®D
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Properties:
Domain: S3
EndpointDetails:
SecurityGroupIds:
- IRef SecurityGroupId
SubnetIds:
- !Select [@, !'Ref SubnetIds]
- 1Select [1, !'Ref SubnetIds]
- !Select [2, !'Ref SubnetIds]
VpcId: !Ref VpcId
EndpointType: VPC
IdentityProviderType: SERVICE_MANAGED
Protocols:
- SFTP

ZERALTTF7'O4 & 1k Transfer Family Y —N—0O I RKRA U NEZA T ZEFHFHT D ICIE AWS
CloudFormation

1. ROFECH>T, EFHLLEVY-—N—2FLLFT,

a. T AWS Transfer Family 2% — )L %& R & & ¥ https://console.aws.amazon.com/transfer/o
b. TEZS—2 3> R4 2T [Servers] (H—/V\—) ZBRLE T,
c. IVRRAVKNEATEZEELIEVWH—N—DOFIVIRYIRZFVIZLET,

/A Important
IVRRAVNZEEITDICE, TORICH—/N—ZEFELEITIBENFHY)ET,

d. [Actions] (72 3>) T [Stop] (fF1k) ZiBIRL £,

e. RRENDERAATOTRY VAT [Stop] (fFLk) ZBRL T, Hy—N—ZFLLEV
EETRLET,

(@ Note
RDOATY ZICEGEIC, Y —/V—0 [Status] (AT —2R R) A" [Offline] (754
NICEDZOEZFEETHN,. ChICEBDIHIB2BENHYVET. AT—XAD
ETEZR3ICIE, [Servers] (F—/\—) R—Z T [Refresh] (E#) DBIRAMKREIZ4
BPEHEENFBYVET,

2. CloudFormation A2 Y V= E#HT 3
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a. AWS CloudFormation 11>V —JL%& https://console.aws.amazon.com/cloudformation TH&

£

b. Transfer Family 57—/ N—OERICERATEIAZY VZBERLET,

c. [Update] (E#7) ZBIRL E T,

d. [Replace current template] BREDT 7L —hZE#H) ZBIRLET,

e. MiLLWF7L—rhE2T7YZ7O—RULET, CloudFormation ZEtY Nk, 7L —b
DEENRITHFOVY —AILEDLS ICHETIN ZEBLTHSERTDNDICRIULER
o cOBITEE. Transfer —/N\—D Y —AHNZEE h, VPCEndpoint!) VY — AN HIRE n
F9, VPCIVRARA U KRERATH—N—RF., 1I—H—ICRHL>TVPCIY RRSA %
ER L. JTOVPCENdpoint VY —AZBEBRIET,

FLLWTFOTL—KET7Y7O0—-RTDE, BEEY MEUTORSIZBYET,

Change set preview

Changes (2)

Q

Action

Logical ID

TransferServer

VPCEndpoint

Physical ID

arn:aws:transfer:us-

east-
1:364810874344:s
erver,s-
6a7d04e12d494ec
98

vpce-
04e685f87028495
734

Resource type

AWS:: Transfer:Server

AWS:EC2:VPCEndpoint

Replacement

Conditional

f. REZVIVZBEHMLET,

3. ARRYIUDNDEHHNFTETLES, O Transfer Family B> Y —)LIZBE L & T https:/
console.aws.amazon.com/transfer/,

4. H—N—BRERBLET, TEHLEH—/V\—&IEIRL AWS CloudFormation, 79> 3> X

“1-HASHERERRLET,

EndpointType ZRA L =Y —/N\— O FE#H API

describe-server AWS CLI N > RE =& UpdateServer APl X > RZEFHATEE T, XODAT )
7' MBITEE, Transfer Family #—/N—%Z{1LL. %Z&FE# EndpointTypel . VPC_ %Z HIBRENDPOINT
LTH—N—%=ZEFHLET,
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import boto3
import time

profile = input("Enter the name of the AWS account you'll be working in: ")
region_name = input("Enter the AWS Region you're working in: ")
server_id = input("Enter the AWS Transfer Server Id: ")

session = boto3.Session(profile_name=profile)

ec2 = session.client("ec2", region_name=region_name)
transfer = session.client("transfer", region_name=region_name)

group_ids=[]

transfer_description = transfer.describe_server(ServerId=server_id)
if transfer_description['Server']['EndpointType']=="'VPC_ENDPOINT"':
transfer_vpc_endpoint = transfer_description['Server']['EndpointDetails']
['VpcEndpointId']
transfer_vpc_endpoint_descriptions =
ec2.describe_vpc_endpoints(VpcEndpointIds=[transfer_vpc_endpoint])
for transfer_vpc_endpoint_description in
transfer_vpc_endpoint_descriptions['VpcEndpoints']:
subnet_ids=transfer_vpc_endpoint_description['SubnetIds']
group_id_list=transfer_vpc_endpoint_description['Groups']
vpc_id=transfer_vpc_endpoint_description['VpcId']
for group_id in group_id_list:
group_ids.append(group_id['GroupId'])
if transfer_description['Server']['State']=='ONLINE':
transfer_stop = transfer.stop_server(ServerId=server_id)
print(transfer_stop)
time.sleep(300) #safe
transfer_update =
transfer.update_server(ServerId=server_id,EndpointType="'VPC',EndpointDetails={"'SecurityGroupIc
print(transfer_update)
time.sleep(10)
transfer_start = transfer.start_server(ServerId=server_id)
print(transfer_start)
delete_vpc_endpoint =
ec2.delete_vpc_endpoints(VpcEndpointIds=[transfer_vpc_endpoint])
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NAZLRANBDOEH

H—N—FKRANEGRF, - —N—CERIDEELCITZATNIADTEIRANETT,
OFEARIC., Y —N—FRARNBICBRULENDARLRXA 2 ZFERATEEXTT AWS Transfer Family,
&AW, mysftpserver.mysubdomain.domain.com EV 2 HARLDKRARNBEZEALE
CP

BRENLEDARLRXA DS —N—T O RRANIRNS T4V IZIAALINTBIC
l&. Amazon Route 53 R EED RX AV X—ALZ AT LA (DNS) Z7ONA A —=ZFERHTEE
¥, Route 53 l&. AWS Transfer Family X4 71 7 THR—R EhBDNSH—ERTT,

N =

« Amazon Route 53 ZDNS7ONAZ—E LTHERATS
- fHODNSZ7ONAZ—%FERTS

o« AVV=IUATHERLEY—N—"DOHARLKANA

AVY—=LT, ROVFThADAT 32 &BIRL, DARLKRARNEZRELET,

« Amazon Route 53 DNS TA 7 A —FERATHHRARNEN Route 53 IZEZRENTLVBHEE, TOD
#. RANBEADLET,

- TOMDNS-FERATBHRANENBODNSTONAF—ICBBRENTVSRIHEE, TOR, AN
BEZABLEY,

* None (BL)-H—N—0DOIV RKRSAhEEAL, DAZLKRANBREALBEVEE,

COATIIVE, HLOH—N—EERTIRELEBEEOY —/N—OREERETHRIIBREL
£F. LW —N—OERSEOFHAIDWTE, TATY 7 2: SFTPREY —/N—% RT3
ESBLTLKEEY, BEOY—/N—REOREFZOBMBICOVTE, "H—N—0HAEEET
B, EBRLTLIEEL,

H—N—OFRARNBICHEO RX A Z2FERATSHEE. # Route 53 AWS Transfer Family % &£
FTRFEOFMIIOVWTR., UTOEI>3a>EaSRLUTLKEZL,

Amazon Route 53 ZDNS7'ONA A —& L THERATS

H—N—%ERTDEZIE. Amazon Route 53 ZDNS7ONA A —& L THERATE £9 ., Route 53
TRAXADEFEHAITDHEIC, RXAEEZERLUET, FMIC DOV TIE., Amazon Route 53 &*ARO Y
IN—=FHARD "TRAAVEFOHLEHK ) Z2SBLTLIEETL,

HARLKRANBDOER 149


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/welcome-domain-registration.html

AWS Transfer Family I1—H—HA K

Route 53 ZAL TH—/N—ICDNSIL—FT 1 VI ZRMTBHBE. F. ABDLEARRLKRAN
# AWS Transfer Family Z AL THRARNY —2ZMELE T FRARNY—2% AWS Transfer
Family itE 92 &, XD 3 DO ENRETDABEUN BV ET,

1. Route 53 Z#]H TEAL TVWT, RARY—=2ABVEEE. FHLWERKANY—2ECNAMEL
11— R AWS Transfer Family ZEiMUEd. O CNAME L J—ROER, —/N\—OI > RRA
Y RERARBZTT, CNAME ERERAXA VB TT,

2. Route 53 ICARARNY =A% > T CNAME L J— RA 7% VB4, AWS Transfer Family l&, K&
NY—2IZCNAME LO—RZBMLET,

3.RARNY—=2ICCNAME LO—RABBCENT—ERICI>TREENIZIHES. CNAME L O—
RATTILEELTVWARCEZRIIT—HANRRENET, TOHE., CNAME L I—RDE%E
B—N—ORANBICEELERT,

(® Note
CORFYTE, H—/N—RERTBI— TO—ORTRALLBE, F—N—HEH
ICHERE N, DARLKRARNEAD [None] (BL) ICREENET,

Route 53 MRARNY —>2 OFMIC DWW TIE., Amazon Route 53 FROAY/N—HA R®D "T7RAKNY —
DOER BSBLTLSEETL,

fLODNS7ONAFE—%2FEHTS

H—N—%ERTDEEIE. Amazon Route 53 AADDNS7ONA X —ZFERATREETEE
T, REDNS7ONAF—%2FEHAITIHEEE. RXAUAEORNT T4y IO —/N—IT> RRA
VRNCEEEATVWD L ZBELET,

TOEOICE, RXMEHY—N—DOIY RRAVRRAREBLCRELET, AVY—ICE, AT
DERSIBIY RRAV NRARBARRENET,

serverid.server.transfer.region.amazonaws.com

(® Note

HBH—N—ICVPCIY RRAV A HBHE. RAMNBOFEARZ LEOFEALFERZYR
¥, VPCIVRRAVNEZRETSICE, VPCH—N—OFMR—> T ZFIRL., VPC
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XY AR—RTVPCIVRARANIDZBIRLET, TV RKRANE, VDARESNAT
WBENDDNSHOERI T,

AV = ILBATHERL e —N—DHARLRARNE

AWS Cloud Development Kit (AWS CDK), AWS CloudFormation, &kl& Z#EAL TH—/\—%
ERTBDEEICCLL, TOY—N—ICHARLKRKANBEZFTRBEER., ZTZEMTRILENHY)
£9, AV —)LZzEAL TTransfer Family ¥ —/N\—ZERKTRD &, XTI EEBNICETLE
EP

(® Note
T, RXAUASH—N—TIRKRANINT T4y 0%)AAL O KNTBDNSL I—
REERTIHENHVY)ET, FMICDOVTIEE., "Amazon Route 53 RO Y /N—HA R
O "LI—ROEBE, BSBLTLSEETL,

NAZLRARNBICEROF—2FEALET,

- transfer:customHostname ZEMT 2 &, AVYV—I)IICHARZL RARBHFIRRENETT,

« Route 53 ZDNS7'ONA A —E L THERALTWVWREEE. ZEBMLE
Jtransfer:route53HostedZoneld, cDRTE, DARXRALFRANZ & Route 53 FRAKN Y —
~IDICUOLET,

NAZLRARNBZEMTDICE, ROCLIORY RZREITLERT,

aws transfer tag-resource --arn arn:aws:transfer:region:AWS #####:server/server-ID --
tags Key=transfer:customHostname,Value="custom-host-name"

£i):

aws transfer tag-resource --arn arn:aws:transfer:us-east-1:111122223333:server/
s-1234567890abcdef® --tags Key=transfer:customHostname,Value="abc.example.com"

Route 53 ZEHA L TW2HBEIEFE., XOOX RZETLT, DAZXALKRAME%Z Route 53 KA M
V—>IDICUOLET,
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aws transfer tag-resource --arn server-ARN:server/server-ID --tags
Key=transfer:route53HostedZoneld,Value=HOSTED-ZONE-ID

IR

aws transfer tag-resource --arn arn:aws:transfer:us-east-1:111122223333:server/
s-1234567890abcdef® --tags Key=transfer:route53HostedZoneld,Value=ABCDE1111222233334444

BOINY RO TIIEZREL T, ROINY RZRFTLTEITZRRLET,

aws transfer list-tags-for-resource --arn arn:aws:transfer:us-
east-1:111122223333:server/s-1234567890abcdef0

"Tags": [
{

"Key": "transfer:route53HostedZoneId",
"Value": "/hostedzone/ABCDE1111222233334444"

"Key": "transfer:customHostname",
"Value": "abc.example.com"

(® Note

NTVY o=, RARNY—2, BRTENS DY —2IDslk, Amazon Route 53 THI
TEEXT,

\ZH A > 4> AWS Management Console L. T Route 53 1>V — )L %2 & £ T https://
console.aws.amazon.com/route53/,

D247 RNEFERALTY—N—IV RKRSANEHTT7 7ML %
Brix 9 2

DSAT U NTEEARL -3 ZBEL T, AWS Transfer Family Y —ERABHRT7 7ML %
BELET, &, XDIFA4F > N AWS Transfer Family 2 R—KLTVWET,
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« SFTPZ7ORIJNON—=232 3 ZHR—KMLTVET,
« OpenSSH (macOS & Linux)

® Note

ZDUZAT> NiE, Secure Shell (SSH) 7 7 A )EE7ORNIIL () FERICE>TWVS
H—N—TOHEEL XTSFTP,

« WinSCP (Microsoft Windows @ )
« Cyberduck (Windows, macOS, & & Linux)
- FileZilla (Windows, macOS# & T¥ Linux)

ERIVZATNCEUTORRBRFIERAENET,

SO, ZE., SFTPEY>3aOF A 10 T,

« Amazon S3 & Amazon EFS (NFSv4Z7' ORI D =) Tk, 774 E%& UTF-8 T I—RIZ
TRIMBENfHYVET, EBDIA—T12072FATdE, FTHLAWERICED ZENHYF
¥ Amazon S3 ICDO2W T, "TAT DI VRF—0O@mEBEHARTA2 1 BSRLTLSEZ L,

« SSL(FTPS) BAD 7 7AI)NEEZTORNILTR, BRHNE—ROKAYR—KFEAhTVET, B
BRE—RBEYR—REhFRLEA,

« 77ANEEZTORNIIL (FTP) & TREFTPS, NY 2T E—ROKAPR—KREATVET,
« FTP &Y TEFTPS, STREAM E— RO &N HR—RENhTVWET,
« FTP 8& U TIFTPS, Image/Binary E— RO A HYR—KREhTVET,

- FTP B & T OBEAFTPS. F— RIEETLSDH PROT TLSC (REBE M TLAW AFT AL RTT
. 77O KM3JJ)LTIE AWS Transfer Family FTPS C PROT HR—RENTVEB A, TOLED,
TRFTPS, F—ZARL =23V E2ZITANDLEHIZPROTP 2RTTIHLEN HVET,

e H—N—OARNL—2IC Amazon S3 ZFEAL TVT, 1 BOEAICEROEREFER TS AT
2AUNDTATURNIEENATVRHEERE, XTEFOATIVEHEMICLTLSEETL, 5
LaWe, RBETZ77AILOT7Y 70— RAIKBRLUTFAAORRICED AN BYET. Ab
L—2NYy 9T REFSEL T Amazon ZRA L TVWSEE, EFS IF 1 BQEEATEROER%E
HR—KNLET,

URE., FTPE TEATESIN ROV ANTIFTPS,
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ABOR
AUTH
CDUP
CWD
DELE

EPSV

@ Note

FEAT

LANG

LIST

MDTM

MFMT

MLSD

FEATESIONR

MLST

MKD

MODE

NLST

NOOP

OPTS

APPE BHR—KRENTLEREA,

PASS

PASV

PBSZ

PROT

PWD

QUIT

RETR

RMD

RNFR

RNTO

SIZE

STAT

STOR

STOU

STRU

SYST

TYPE

USER

TIESFTP, Amazon Elastic File System (Amazon ) 2R L TWaH—/\N—TWEBHR—LT 1L D
RUZFERALTWAI1—HF—ICRL T, BEROARL—3EHR—RENTVERAEFS,

SSH_FXP_R
EADLINK

HR—REATVWEVSFTPON > R

SSH_FXP_SYMLINK

SSHUUTITAKZE
N7 7ANH>
ROV IDG

4. FXP_STAT

NTVYOF—ETSARKR—RNF—ORTEERT S

SSHUJUIANE
Nz /N AIZ symlink
OAVR—FR2RHE
FhTVBEE, _
FXP_REALPATH

77ANREETRRIC, NTVYIF—ETFAR—NF—OF—RT2ABTIHVENfHYE

Fo UBICF—RPEERL TOVEVES,
B, EBEBLTLIEEL,

NEY D

TH—EAYZ—Y R1—H—OSSH¥ —%4MKT

H—N—IYRRAVNEHTTI7AINEEETS
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- EATBEASFTP/FTPS/FTPON > R

« Amazon VPCI Y RRA >V N ZEHRETD
- setstatTL>—ZEHT S

« Open Z{#H 9 »SSH

« Win Zf£H 9 5SCP

+ Cyberduck ZfEH ¥ 3

s ZERT S FileZilla

c Perl VZAT7 2 NZ2ERTS

s 7v7O—REONE

FER AL SFTP/FTPS/FTPIN > R

RDOKE., . AWS Transfer Family, FTPSE &K SFTPFTPZ’O N THEATEER IV RER
LTWET,

(@ Note

CORICKEKE. NTYRNEFATDIIONDOHZEYR—KNTS AmazonS3 D "77 1), &
FFALORN)) FRBEShTVET, BBEEHYYEBA. EEL, ATZIIVRE—F
7L 714vORZE>THEEZRLEY, 7FIINAOISICTF—RZBEBLLEY TR L
FTEET, COBEMEICDOVWTIE., TAmazon Simple Storage Service 1—H'—H4 R, @
FPATSIORART—ZONIE, THATIATVET,

SFTP/FTPS/FTP X > R

Command Amazon S3 Amazon EFS

cd HR—bK HR—bK

chgrp HR—REhTLEREA Xt ( root Eldk owner @
)

chmod HR—RENTLVELEA HR—K (rootDdk)

chmtime HR— KA HR—b
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Command Amazon S3 Amazon EFS
chown HR—REhTLWEEA HHR— KN (rootD &)
get HR—b HR—NESVRUYDIUDD

DFEREZD)
1n -s HR—KNA HR— MR
ls/dir HR— MR HR— MR
mkdir HR— MR HR—BPHR
put HR— MR HR— MR
pwd HR— MR HR—b
rename J77A4ILTOHRYR—K HR—b

(@ Note

BEO7714ILPTF
1LOKNVZLEE

TREOIBBREE
HR—KREhTVEE
Ao
m HR—bN HR—bN
rmdir HR—KN(ZEOFALIRKNUD HR—K
&)
version HR—FMRR HR—b

Amazon VPCIY RRA 2 N ERETS

Transfer Family Y —/N\—O I RARA N ZATH ODFBEVPC, 774N OEEIZFERATSH IR
RAVRNZBETHCLRBETEHYERA. CODFE, ROFIEZERL T Amazon VPCI Y
RRANEBRELET,

Amazon VPCIY RARA U N ERBRETS 156
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Amazon VPCI Y RRA UV NZBRET S

1.
2.

3. AmazonVPC A Y < 1R—RT, VPCIV RARANID ZBRLE T,

4. DNSEBRIOUAKRTR, Y—N—IV RKRAV MBIV ARENFT,

I 8 1))

Endpoint details

Status
(@ Online

Endpoint type

H—N—OFER—JICBEBLET,
FMARA T, ZBBRULKXIVPC,

VPCvpce- INEEE—— ) |

VPC
vpc- I

FIPS Enabled
Mo

Custom hostname

Endpoint

Access Info

Internal

VPC Endpoints

VPCID
vpc-£ 4% 345« (no-name-specified)

DNS record IP type
ipvd

VDCEJ_--—_z_:E::: !

Status

© Available

Status

IP add
ipvd

message

ress type

Creation time
Monday, April 4, 2022 at 10:51:31
EDT

Service name
Com.amazonaws.us-east-

2.transfer.server.c-0002

DNS names

I . 5-cast-

Endpoint type

Interface

Private DNS names enabled
No

Amazon VPCILY RRA > NE2BRETS
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setstatTo—%Z[EIHT 3

—HDSFTP7 7PANEEISAT U NE, 774N 0OT Y 70— RSETSTATRAZENIN > R%E
FRALT, ZM1LARAZTRTORAFTLRE, UE—RR77A4IOBHZEELXISELET, &k
EL, ChsOAXY RIEF Amazon S3 B ENDAT IV RNARNL—S AT LALERENF V) EE
ho COFEMUNFRRT, ChSODIFZATUORNDST7AINETY7O—RIBDEEIC, 774
NEBECTY7O—RENEBETEIT—NHNRETHDUEEN BV ET,

« CreateServer £/ (& SetStatOptionZ MU' 3 & Z (kUpdateServerAPI,
ProtocolDetailsFA 7’2 a>ZFERALT, 94T RN SSNTY NZTYTO—RTBT7
AILSETSTATTHEAL LS ELEEZICEREND IS —ZEEALFT,

* Transfer Family ¥ —/N\—A"SETSTATINY > RZHIZENABLE_NO_OPT B LS IC [EZ ICFRE
L. SFTPUSA T RNCEEEZMADCEBLTI7PANETY7TO—-RLET,

« SetStatOption ENABLE_NO_OP BRETR I —kE R ENEITAH. CloudWatch O7(COY
TIORNUNFEREND D, 9FAT 2 MDA SETSTATOW ODHUTHLZIT2TVBAZRETESE
¥,

COATIAVAPIOFMICOVTE., "1 #38BLU TL & LProtocolDetails,

Open Z{£H 9 % SSH
Open #EALTIARY RSAUAST7A N EEET S, UTOFIEICRLETSSH,

® Note
CDIZAT NE, SFTPAREMBEY—N—TOHEELET,

OpenSSH X > RT 4> 1—F 4 ')F 14 AWS Transfer Family 2L T7 7 1)L % EHRATEE
THIC

1.  Linux, macOS, Windows Tl&, AN REA—=ZFI)IZHEEXT,
2. 7Z7O7RNT, ROONRZAHDLET,

sftp -i transfer-key sftp_user@service_endpoint

setstatTo—ZE#ET 3 158
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NN RTlE, sftp_user @1—H—H T, transfer-keyldSSH7'Z A R—KF—T
o CCTlk, BIRL Y —/V—D AWS Transfer Family IV —=J)LICRRENDH—/N—0
T RRA > Nservice_endpointZRLET,

® Note

CODIOXNYRE, 77 ) Kssh_config7 7AIICHRDBREEZFEALET, cDT7
ANZUBIICHREL ZEZBRE, FAR—N22SFTPEFERALET., XOKXSIC, O
NVRIZ-P7ZTZEMLT, BIOR—b (2222 5 &) ZIBETEE T,

sftp -P 2222 -i transfer-key sftp_user@service_endpoint

Tk, BICR—h 2222 2FERAT2HFEE. ssh_config7 7AILADTT %)Lk
R—RNZEFHTEET,

sftp 7OV 7 RARRENET,

3. (A7 2aV)A1—H—OKR—LTALINIEZRTTRICE, sftp 7OV7RTAROIONT K
ZANLET,

pwd

4. ZHEADT 7 AN AT LN S Transfer Family B—N—IC7 7 AN ETY7O—RTBIC
., put ANV RZFEALET, L&A, hello.txt Z7Y7O—RIBICE (77 ALY
T77ANDATLEOALY RN FALIRNIEHBERELT), sftp 7OV 7 M TAROAX
Y RERFTLET,

put hello.txt
77 ANEBENETHARTLIECEEZRTRDERIBXY E—IHFRRENET,
Uploading hello.txt to /my-bucket/home/sftp_user/hello.txt

hello.txt 100% 127 0.1KB/s 00:00

Open Zf#E A9 3SSH 159
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® Note

B—N—DERE, —/NN—IT2 RRAZVNODFRANBEIFRIEAND DNSH—ERIC&L > TH
RENDETICBODI DD ZENBYIERT,

Win % f£f 9 SCP

Win Z@ALTONY RZAVASTFAIINZEETHICE. UATOFIEICHWVETSCP,

(@ Note
WIinSCP 519 ZEAL TW3EBEk. AWS RiIE#HRZFEH L T Amazon S3 IZ EiZER
L. 7274027y 70—R/IZIJO—RTEET, FMAICOVWTIE. TAmazon S3 H—
EAICEGHGTD) BSRBLTLSEEZV,

Win AWS Transfer Family 2R L T7 7/ )% BHTEZE TS (CIESCP

1. WIinSCP 9547 hNaREEXT,

2. OJAVEATATRY VAO 774)0L7083)L T, Z7ORIJ)L SFTPEIF ZFBIRL F
IFTP,

E5{LFTPT ZE8RL BB, ROVWThAZBRLET,

- DEESILAL FTP
« TLS/SSL ORI S FTPS

3. [Hostname] ((RAKRRB) ICH—N—TIT2VRRAZNZADLET, Y—N—TIT2 REKRAV NG,
[Server details] (F—/N\—OFM) R—JICHVVET . FHICODVWTE., TSFTP, FTPS, &
O FTPY—N—0OFllZRTTD1 ZZRLTLSEZ L,

(® Note

H—N—HVPCI RRANEFEALTVWRHEEE., T, 2RBLTLKEE
WAmazon VPCI Y RIRA 2 N &ERET S,

4. [Port number] ((R—hES) ICXDEZADLET,

« SFTPICET S 22

Win Zf£f 9 %SCP 160
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« 21 FTP/ HFTPS
5, [A—¥—FBICR. BEO D Z7ONAX—RACERL I —DOBFHEZADLET,

(® Note
1—H—%E. ID7ONAE— A ERELBBEL 21— —0 1 2 THALEN B
WET, &, RO ID 7’O/NA X — AWS Transfer Family Z2# L £9,
C H—ERAYEF—T RI1—Y— DA
« AWS Directory Service ID Z7’0/N14 X — D EH
« HAZLID ZONAE—DOFEH

6. [Advanced] (7 R/N A R) &ZiZIR L T, [Advanced Site Settings] (11 RO T RN A NRTE)
AATOATRY VA%ZHAEET, SSHEVZa> T, R ZERLET,

7. T7ZAR—=KF=TF7ANIZOVTR., 7ML ATALANSSSHT ZAR—KF—=T74)L
ZZRUTERLET,

(® Note
WIinSCP A"'SSH7'Z 4/ R— hF—% PPKERICEM I B L ZRETZHEF. OKZ
BRRLET,

8. [OK] ZiZERL T [Login) (AT A ) XA TATRY JAICRY) . [Save] (RF) ZBIRLET,

9. [Savesessionassite] (EY> a2 E YA NELTRE) ZFATOTRY JAT[OK] ZiBIRL T
BHEEYRNTYTZEZRTLET,

10. [Login] (AT A4 ) A4 F7OJRY U AT [Tools] (Y —IL) &iBIRL T A S[Preferences] (RXE) %
BIRLET,

11. [Preferences] (FRE) X4 7O R Y 2 A® [Transfer] (#&3i£) T [Endurance] (TF A ) ZiBIR L =
9,

[Enable transfer resume/transfer to temporary filename for] 7 7°< 3 > (2 2\ T [Disable] (&
ICT3) ZBIRLET,
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® Note
COATIAVEBMCLEFRICTSE, PYZ7O—RIANEML, 7y 7O—
RONTA—X AN KBICETLET, KBET77ANOT Y TO—RAFKKTSH
BEMEHVYET,

12. [Transfer] (¥zi%) T [Background] (/NY 29572 R) ZiERL . [Use multiple connections for
single transfer] (B — DA ICEBOERZFERATD) FIVIRY I RAZFTICLET,

(@ Note
CcOFATAVEBRUEEFRICTDE, RBETV77AIILOT7Y7O—RAIKRBLTF
BIAORRICEZDAREEN BV ET, LEXE, MAVIILFN—RT Y 7O— RHFER
ETNT Amazon S3 DRIENRET D AREMEN BYET.,. YLV NTF—FHEBENf KL
TRDCEEHYET,

13. 774 )NEIEZRITLET,

XYy REfFEAL T drag-and-drop, 2—T'Y RVA 2 RIJEV—ATA 2V RIVBTI7AIL%ZE
AE—T&ET, V—IN—TAOA 2FEALT, WinRO7 7)o 7ONT1 &7 Y 70—
R, &720O—R, HIR, fRE. FLRFEETEELISCP,

(® Note

COEE, Amazon ZARNL—YEFSICERAT2HEICEBRAEShEL A
BALARTZECVE—RN77A4IOBEEZZEEL LS ETFTHON RIF Amazon S3
BEDATSIOVRNARNL—IATALALEBREN HY) EEA, LA 2T, Amazon S3
BARNL—2ICEATIHEE., 77AINEEZETIBHAIIC, WINSCP R4 LAARAZRVTRRE
EEMICTD (Folk THEASetStatOptionENTWVWBKSIC BEA T Dsetstat TT—
ZEET D) BB HYET, chZEITDICIE, WINSCP Transfer SBREX A FOJTRY VA
T, PTOLRAFUAOTYTO—RBEEAT I VERANLARZRTORBREF S>3 %
|MICLET,

Cyberduck Zf#fH 3 %

IROFNEICHE> T, Cyberduck ZFEALTOANY RSA NS T7PAIINEEELET,

Cyberduck ZfEA ¥ % 162
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Cyberduck AWS Transfer Family 2L T7 7 (/)L % BHTEETSICE

1.
2.
3.

Cyberduck 7747~ N 2REXT,
[Open connection] (FE#izfM<) ZFEIRLET,

Open Connection 4 7OJ AR Y Y AT, Z’OK31JL SFTP (SSH File Transfer Protocol), FTP-
SSL (Explicit AUTH TLS ) . E /= l& FTP (File Transfer Protocol) Zi&#iRL £ 9,

[Servers] (F—N—) ICH—N—DOITV RRA 2 RNZADLET, Y—N—IT2 RKRAS N,
[Server details] (—/N\—OFM) R—ZJICHVWET . FHFHICODVWTE., TSFTP, FTPS, &
U FTPY—N—0OFllZRTTD1 ZSRLTSEZ L,

(® Note

H—N—AVPCIY RARA N ZFERALTVWRESREK., T 23HBLTILKES
WAmazon VPCI RIRA > N &2BET S,

[Port number] ((R— h&ES) ICXDEZADLET,

- SFTPICET % 22
« 21 FTP/ HHFTPS

[Username] (1—H'—F) IC Y—N—TI Y RRA KOOI —H—0EE TERLEI-HY—0DF
AZEAALET,

SFTP Zi&IRL =B Ak, SSHI A XR—KF— TTTAR—KSSHF¥— ZBIRTBHNMPADL
x99,

[Connect] (¥#%) ZBIRLE T,
T7ANEEZERITLET,

T77A4ILDOEMICHLUT, XOVThHIDOBREZLET,

s O—ALTFA4LIRN) #ERT) TEEALEVT 74 %28KRL T AmazonS3 T4 LI KN
FEEX) ICRZYITRRAOYTLETD,

« Amazon S3 A L O KN (EIET) TEHELEVWTI 7AIILZERLTO—AHAILFTAL IRV
% %) CRSY S FPYRROYTLET,

ZFERT % FileZilla

ZEALTI77ALNEEETDICE. ATOFIEICZWVWET FileZila,

ZEAT S FileZilla 163
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7 7 4 )L¥xix FileZilla AIC ZRET B ICE

1. FileZila V247> N zHEEET,

2. [File] (774 )L) &#IRL TH S [Site Manager] Zi#IRL £,

3. [Site Manager] ¥4 7O R Y U AT [Newsite] (FTLWH A K) ZIBIRLET,
4. 7ORJ) o227 T, 7O SFTPELEE ZBIRULEIFTP,

S FTPT Z2BRL LBER. XROVWThAZBIRLET,

« L= FTP(Z2THEV) OAEMFEHRATSD - HFTP
« FATEERTLSESE FTP ZBARMNICERA TS - A FTPS

5. [Hostname] ((RAKRR) ICK, FATAH7O0RINZALL, TORICH—N—TIT> RKAL>
NE#HEHFET, T—/N—IT > RKRA 2 N, [Server details] (F—/N\— D) XR—ZICHV) E

T o FMICOVWTIE, TSFTP, FTPS, 8LV FTPH—N—DFZRTID 1 2FRBL T
ZE W,

(® Note

H—N—AVPCI> RIRA N ZFERALTVWRESEFK., T #23HBLTILKES
WAmazon VPCI > RAKRA 2 KN EZBRET S,

« EEALTVREEEFSFTP, XOKSIZADLET., sftp://hostname
« BEALTVBREAEFTPS, XO&LSICABDLET, ftps://hostname

NY ZBEBRR T EE W hostname EBOHY—N—IT2 RRANZFEALET,
6. [Port number] ((R—Kh&HS) ICXDEZADLET,

« SFTP (CE8 93 22
« 21 FTP/ AAFTPS
7. SFTP Z&IRUL 8BS, OF A EZAT7 THEF—T774) 2iBIRLE T,

F—T7F74) T, SSH7ZA4AR—hF— Z2BRITDHAAHDLET,

8. [Usemame] (A—H—F)IZ, Y —N—TIVRRAVrOI—H—0EE THERLEI—H—0
ZHEANDLET,

9. [Connect] (k) ZBIRLE T,
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10. 77 AI)EIEZRITLET,

@ Note

HETHROT 7ML EEZEFRITDHSIE. Amazon SSNT Y NMCEO2HWBEAT IO
ZEEIAT AWS Transfer Family C &N TEE T, 7Y 7O— RZFHTBIHS. HlT

TBHZ Amazon SSNTY RO T F AN A ANV —-AAT 2T ONOT7AILY A
AE—HIBEZBRBLTLEEY,

Perl V2 AT hNEERAT

perl 754 T NaEFAT3HEE NET:SFTP::Foreign. queue_size% ICERETHIHEN HVY E
g1, P

my $sftp = Net::SFTP::Foreign->new('user@s-12345.server.transfer.us-
east-2.amazonaws.com', queue_size => 1);

(® Note
COEERE, 1.92.02 LLETD Net: :SFTP::Foreign DU EZ a2V IZKETT,

Ty 7O—REOWRE

Amazon S3 A7 IV RDARTF—EXR AR NEBHARZE, Yy 7O—REBOMBERERRTE
£9,

N =Ry

« Amazon S3 AT IV NXRF—A

« Amazon S3 /1 R NEH

Amazon S3 A7 IV M XEZF—4&

ATSIIVRDARTF—E2O—PE LT, BN AWSTransfer TH> x-amz-meta-user-agent
EMEAN" username@server-id T#H % x-amz-meta-user-agent-id EVWSF—HFRAE
9o, username &7 7 A ZT7 Y 7O— KLU Transfer Family 1—%—. server-id &7 v 7’ O—
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RICEALEY—N—TF, COERIEF. Lambda BEHAD S3 #F72 T N® HeadObject7A AR
L—>3a>aERALTTIOEATEET,

4 Add Metadata (i ]

Key Value
() content-Type text/plain
' x-amz-meta-user-agent AWSTransfer
x-amz-meta-user-agent-id sftp_user@s-

Cancel m

Amazon S3 /1 X NEH

Transfer Family 2L TCAT7 I VRN EZ SANTY NCTFYZTO—RTDE, SSARVKE
FN#IE T RoleSessionName A" [Requester] (VI A&R) 7 1 —)L RIZ [AWS:Role Unique
Identifier]/username.sessionide@server-id ELTEFIhET, LEAEF., RICRTDE
SSNTY NMZIOAE—&h 7740 S3T7UEAOAT A S5EY > 7 ) [Requester] (VU LT AR)
ZA4—=J)LROAFTVYTT,

arn:aws:sts: :AWS-Account-ID:assumed-role/IamRoleName/
username.sessionid@server-id

FROUVIIRZT 4= RIZIE, EVSIAMO—=IARRENFTIIamRoleName, S3 1R
NEBHZRET S HEDFMIZC DOV T, Amazon Simple Storage Service RO Y /N—FH A R®D
TAmazon S3 AR NBHINDFERE, Z25HBL T &L, AWS Identity and Access Management
(IAM) O—)LO—E 0B FOFEMIZ DV TIE, AWS Identity and Access Management " 11—

H—HA R, O "T—EO#EFI 2SRLTLEZL,

B—N—TI2RRANOI—HY—DEE

UT0+E92 32Tk, AWS Transfer Family, . AWS Directory Service for Microsoft Active
Directory £/ HAZXALAID 7ONAM A —2FEALTI—Y—2EMT B HEICEITIEHRERLE
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectHEAD.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/notification-content-structure.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/notification-content-structure.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html#identifiers-unique-ids
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H—EAEBA D RA7TZEATREEE. 774N EE7O0R DRSO —N—C1—F—%
EBMLET, TOBE, F1—F—BEY—N—T—ETHI2BENHBVET,

F1—H¥—07ONT1O—L LT, TOI1—H—0 Secure Shell (SSH) N7V Y UF—£RE
LET, CcOFIETEATSE, F—RXR—ADORFTE., TOITIRENHYVET, T/ R—~F—
k. I—¥—0drE1—RICO—HDIIREFENETT, I—H—DNIOFAT7N2ERLTY—
N—ICRRFVIVIANZEETDE, H—N—EGEF, I —HNBEEFTSNESSHT T/ RK—
RF—ICTIVEATEDLZBRALET, TOR, T —N—RBFI1—H—ZERBICFHELET,
ESIC, A" Y—DKR—LFALINIVELEGZOF142IdF14LONIZEEL, 1—HY—I(C
AWS Identity and Access Management (IAM) O—)LZEIV HETET, HLEICRHLUT, EYZ 3R
) —2RBELTIA—H—TF U tER%Z Amazon S3NNTY ROER—LTALIRNIDOKICRRETESE
£

/A Important

AWS Transfer Family l&. SFTPH—N—AORILHA S 1 XFELE 2 NFOREODI1—
H—Z27OYILET, €512, root I—¥—FETOYIEhET,
chiF, NAD—RAX Y FILLDBEOHZOAT A VEHAITOREREN RERTY,

Amazon EFS & Amazon S3
ZEANL—=2F7 a2 0.

s PTOLEAZHRTBICIE: Amazon S3 lFEv >3 RUZ—ZHR—KNLET, Amazon [EPOSIX
I—4—. JN—7. HhYHAUTL—TEFSEHR—RNLET. IDs

« WFhENTUY IF—/TSAR—RF—EHR—rT2

C VFNER—ATFALIRNYEHE—RTS

s WFhEREFILINUEYR—KTS

(® Note

Amazon S3 NFE., WEBETFILIRNIDOHBR—KNDIFEALEIFE AP/ BHTICLI, O
Y —)L® [Restricted] (FIfR) FT Y VRY VRAZ2FERATH L., 11— —&K—LT(1L Y
NUICOY ORI TEXRTN, REFALINVBEZIEBETERXTEA.

wWETALIRNY

1—-9—0nEE 167
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A—Y—ICHLTRETFALIVNVEZEETZHE. FRATAINIA-FEI - —0R( 7K
BLEY,

s H—EREEB]—Y—0FE. RETIL UM DfEZ HomeDirectoryMappings IZEEEL
TLEZL,

« ARZLID Z7ONAE—1—HF—DiFEF. THWETFLINJEZEELE
JHomeDirectoryDetails,

REY D

s Y —EAXZ—TI RI—Y—0fFH

+ AWS Directory Service ID 7’0/N1 X — D E
« ARZLID Z7ONAZ—DFEH

H—EAYER—Y RI—F—DER

H—N—0ORXAEREICIHU T, Amazon S3 £ (& Amazon EFSOH—FEAYZR— R1—H—
BH—N—ICEBMTEET, FMAICOVWTWE., TSFTP. FTPS., £LEEFFTPHY—/N—TIT > RKA
NDFEEL 2ZBLTLEEV,

H—EANZR—I RA—Y—27OJZLTEMTSICIE, CreateUser DHIZSRL T IZE L
API,

® Note

H—EAIZ—J RI—F—NFE, REFALINJINUIEK 2,000 4ic4REhE
T, MEFALINVOFERAICOVTE, "1 Z22RBLTIKECVHRETALIN)ZEH
L T Transfer Family 4 LV M) BEZEERILT S,

N s

« Amazon S3 Y —EANX—J RI—H—0NIE

« Amazon EFSH—EAXYX—J RI—H¥—QIEM
s Y—EANR—I RI—Y—0NEE
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https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateUser.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateUser.html#API_CreateUser_Examples
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Amazon S3 H—EAYX— RI—%—0IE

(@ Note

JOATAIT N Amazon S3NT Y NEZBRETBHERF. CcOFLYIERX—0DORKLET
AT TWVWBRATYTICRVET, Bl AWS 7HD > MMZH S Amazon Simple Storage
Service N7V R &FERA T3 K5 IZ AWS Transfer Family H—/N\—%ZRETDICIEESTh
FEERVNTTAH?

Amazon S3 H—E AN Z—Y RI—H¥—=H—-/N—ICEMTSICF

1.

T AWS Transfer Family 12 Y — )L %& B & https://console.aws.amazon.com/transfer/, FE %7 —
2AURA NS —N—ZEBRLET,

[Servers] (F—N—)R—TT, I—H—OEMEICBZDZT—N—OFIVIRY IVRZFIC
LET,

[Add user] (1—%'—ZEM) Z2FRLET,

[A—Y—8&E />3 o[l——-RK 1 Y—RBZAHLET, COI—F—RBEFHES3I
XF, & 100 XFTHILVENfHYVET, I—F—RICEATEDIXFEF. a-z. A-Z, 0-9,
FoR—=AAT7 " 4 . N7 T\ EUFAR T, | BRTTPYIN—Y T@1 T, 11—
H—BENAT72 T EVUFRT | PTYRI—T T@1 THODZDERFTEXREA
TOtEA Tk, Amazon S3/NT Y MADT UV AZRMT S, UETICEKL ZIAMO—)L &i#
RUET,

COIAMO—=ILIE., OFEEZFEALTERLELEIAMO—ILER) > —%ERKT D, < DIAM
A—JLICIE. Amazon S3/NNT Y RADT IV AZRMITBIAMARI S —HFEENTVET, F
=, BIOIAMAR Y S —TEZE TS AWS Transfer Family H—E AL OEEBREESENE
o 1—H—ICRULTEOHA BT IV LADY NO—INFBERFEE., "TICLD2T—ET D
23> hO—)L D@1t AWS Transfer Family 1 & &U'Amazon S37OJREL 25RBL TL

FEEW,
(#7232 ) TPolicys T, LMFOVT A ZERTS

« None (& L)
« Existing policy (BEED R > —)

« PERVY—ZBRIAMBEEOEY S 3 VRUS—ZBRTERT, RREBRL T, RV
S—DFEMEECISONAT DT O RNERRLET,
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https://aws.amazon.com/premiumsupport/knowledge-center/sftp-cross-account-s3-bucket/
https://aws.amazon.com/premiumsupport/knowledge-center/sftp-cross-account-s3-bucket/
https://aws.amazon.com/premiumsupport/knowledge-center/sftp-cross-account-s3-bucket/
https://console.aws.amazon.com/transfer/
https://aws.amazon.com/blogs/storage/enhance-data-access-control-with-aws-transfer-family-and-amazon-s3-access-points/
https://aws.amazon.com/blogs/storage/enhance-data-access-control-with-aws-transfer-family-and-amazon-s3-access-points/
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c R—AT7ANE—CESVTRYS—EEBER LY IR —BERLET, RTRE
BRLT, RUS—ORMEESLISONA T IO RERRLET,

® Note

[R—L7#NHA—CEITVWTRUS —ZBBERK] 2ERL LBER. [COI—F—
XL THIRMAE] ZBRLBEVWTSEZ L,

v a R —OFMIHOVTE., "TIAMO—)LERD S —%ERTZ, 25RBLTLKE
TV, BV a R —OERGZEOFEMICOVTIE., "TAmazon S3NT Y hDtEYZ 3>
R —OER) 285BLTLSEETVL,

7. R—LFALIKN) Tk, AmazonS3 /Ny NEBIRL T, Z2FALTEETI TF—XE2RE

L &9 AWS Transfer Family, 1—%—A#"SFTP V547> hEFERALTOTA 2 LEEEICT
9tATB home FALIORNJDODNAZAALET,

CONTA—BZZZANDEEICLEBE. Amazon S3/NT Y R® root T4 LI NUNERE
nET, COBE. IAIMO—=ILAFZDrootFALINIADOT I EAZHALTWVWD L&
mlT<LEEL,

(® Note
Y2 aVRII—ZRBICFEATED LRSI, I—HF—01—HF—FBHFEEND
TALVNINAZERTDEZHBMOLET, EYv> 32 KRUZ—E, Amazon S3
NTY NTOIA—Y—FUtRA% home 1LV KNJIZHRL XTI,

8. (F7>3a)[Restricted] (FIfR) FIYIRYVARZFICTRDE, I—HF—RBFEFOTAILID
AZICHBDEDICTIEALEY), Amazon S3NT Y RBR 7)) EAEBERRLEY TELL
TYVET,

(@ Note
A—H—ICKR—LTFALINIZEINET, TOR—LTFALININOT VA%
RINhE, BESALETANEIANOTIERAZOY I8 IVT2DOIC+HBET T,
ESICOAYMO-LOBRANZERBE, Y a2RUS—Z2ERALET,
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COI—H—ICHL T [HRNE] ZBRLULFE, A—L 74N —BHIRSGETI—
H—CH L TERENALETRBEVED, [R—A 7AINF—ICESTVWTIRUI—%H
BEK] 2RIRTEXEA,

9. SSHN7UYHFx—IZlF, SSHF—ARTDO/NT Y HISSHEXE—H2ZEANLET,

HFLWI—H—ZEBMNMTSEC, Y—ERICK>THF—HIRIEEIhET,

(® Note

SSH¥—RTEEMTBHELCOVTH, ) EBBLTIKEETVH—EATR—I K
1—Y%—OSSH¥—%4£KT 5.

10. (A7 3>) [Key] (F—) & [Value] (f) ICF—/SUI—RFELT1DULEDZTEASALT
[Add tag] (X T miEM) ZBIRLE T,

11. [Add] (G&10) ZBRL T, BRUEH—N—CHLLWI—H—EBMLET.
[Server details] (—/N\—®D ) R—> O [Users] (1—H—) o a>IcHLVWI—H—HK
RENFT,

RDATYT—ROATYTIZDOVWTRE., "O05A4F7 o haERLTH—/NN—T RIRA4 > MNMER
TI7A)NZEGIETS ) ICHEAET,

Amazon EFSH—E AN Z—2 RI1—H—0EM

Amazon EFSId, R—RTILARL —FT A VIS ATLL 2V R—TIAA(POSIX) 77AILT Ut
AHFTEFIIEFRALT, 774 OFEHEEZERLET,

« Amazon EFS7 7 AL OFMBEHEDOFFMIC DWW T, "Amazon EFS 77 A )L DFrEH#E, ZSHBL
TLEEEL,

« EFS1—%—0OFA LI RNJDOHREDCFHM-COVTIEE, ") 238 L TLE & WTransfer Family
® Amazon EFS 1—H%'— % ET 3,

Amazon EFSH—EANZR—Y RI—H—ZH—/N—IZEMTSICE&E

1. T AWS Transfer Family 11>V — )L %Z B & https://console.aws.amazon.com/transfer/, +E 47" —
2AURA NS —N—ZEBRLET,

2. Y—N—AR=I7T, I—H¥—%EMNT S Amazon EFSH—N—ZERL £,

P—EARR—D R1—F— 171


https://console.aws.amazon.com/transfer/
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3. [Add user] (1—%—®niEm) ZiBIR L T [Add user] (1—HF—DEBM) R—TZRRLET,
4. [User configuration] (1—H%—&&E) £9>3> T, ROKSICHRELET,

a. [A—9Y—Blk. BN3IXF. BER10XFICTIHBENF S EXT, IV -—RICHEAT
EBXNFR, az. AZ,. 09, PUE—RARO7 "4 . N7 T EUFR T, B&
OT7YBM—7 T@1 TY, A—Y—BZNAT7> T-, . EUFR T, PYRI—7
"@1 THHBZEBFTEFREA,

b. 1—H%—IDBKRVCTIL—T7IDICD2VWTE, ATORICEZLTLSEETL,
s FYICERTAI—Y—ICF. FI—TDEeEI1——IDOEAICODEZANTSZC
EEBEBMHLET, ChiZkl), Amazon D1 —H —BEEEERNFI FTEET NI TEFS,

c BiIOI1—HY—0BEK, I—H—0OPOSIXI—H—IDEJIL—TIDEAILET,
hnskiDs, 1—H—HNER1T9 S I XTD Amazon Elastic File System AL — 3>
ICERAEThET,

« [User ID] (1—%—ID) & [Group ID] (F)IL—7"ID) ICl&, £BICEOZFERALEVTLE
TV, EExE, 12345 FFEBRESNETH 012345 FFBFThEL A,

c. (AF72aL)ytwhHFVII—7IDsllE, I—H—IDsZ &2 1 DB EDEMDOPOSIX

IN—THZRANTEXYP>TAILET,

d. Access Tlk., XOIAMO—)L%Z#IRLE T,
e A—HY—HFTFTOtEATSD AmazonEFSUY—RA (7 7AINZATL) ODXKICTIOEATE
3&3ICLET,

¢ A—Y—HRATED T T ANV AT LAREERTTERV T P AAY AT LAY AT LA
RL—2 3V EEBLET,

ROVKNTOERABERUHEHEN) /EEAKRT V2 AFFAIZ5 D AmazonEFS 7714 A
TLADRBRIZE., AMO—I)ILZ2EHAITZI_EZ2BHOLET, HlIRE. D2 D20 AWS E
BRUS—OEKZEDEE., ARYFIShETHN., FI1I—Y—ICBEZTIVELAFA%E

FT5LET,

» AmazonElasticFileSystemClientFullAccess

 AWSTransferConsoleFullAccess

Mk, 7O 5%%E TAmazon Elastic File System®AWS Transfer Family X5, 38 L
TLEZL,
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https://aws.amazon.com/blogs/aws/new-aws-transfer-family-support-for-amazon-elastic-file-system/
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e. [Home directory] ((R—AFALIKNNIZDVWT, ROXSICBRELET,
s EFEALTEGEETDTFT—2ORBFICEATS AmazonEFS 77 ML AT LZBIRL F
9 AWS Transfer Family,

s R—LFALIVRNVZFIRIZDHNESHZRODET, K—LT 1L U K% [Restricted]
(HIBR) ICERETDERDHMBEN BV ET,

« Amazon EFSI1—H¥—&k, TOT7#INAANDT 7 AR TFTALIONVICTORATESE

BA,
« Amazon EFS1—H—I& Amazon WEFS7 7 4 )L AT LB (fs-xxxxxxx ) ZHRRTE
FtA,
® Note
FIRMAEAT 32 &BIRT D L, Amazon EFS1—H—0T 2RIV O
VEFRRENFEE A,

c (AT AUV)A—H-HUTZAThELTAOTA Y LIEEEDKR—LTFALINUDON
AZABLET,

KR—LFALIRNUEEBELEZEWVIES., AmazonEFS 77 AN ATLDIL—RNF 1L
JNUNERAThET, COHBE. IAMO=IUNFZOIL—KRFALINIADTIEAR%E
HFALTVWARZEEZBIELTLSEETY,

5. SSHNN7DYoF%x—IZlF, SSHF—ARTDO/NT Y HSSHEXE—H2ZEANLET,
FLLWI—H—%2EBMTSHEIIC, H—EAICLK>THF—HNRIAEENET,

® Note

SSH¥—RTEEMTBHECOVTR, ) 2BBLTIKEETVWH—EATR—I K
1—Y—OSSHE¥—Z4£RT .

6. (F7>3al)1—Y—-ICEBEODRTZANLET, [Key] (F—) & [Value] (fE) IZF—/¥J 21—
RTPELTID2UEDETZ A DL T [Add tag] (RT DiED) Z#IRL FT,

7. [Add] GBfn) Z#IRL T, BRUEG—N—-IZHFLV I —ZEMLET,

[Server details] (—/N\—®DF#) R—2 O [Users] (1—H—) o a>IcHLVWI—HF—HK
RENET,
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Transfer Family 5 —/N—SFTPIZ#HIO TT7 VAL LEEIIRET D IREMD H D REE .

« sTtp ANV RZRFTLEBEIETOYTRMARRENT, ROXY E—IHFRRENDZEHND

WVET,
Couldn't canonicalize: Permission denied
Need cwd

COHE, A—Y—0O-ILORIS—FAZBERPIBENHN KT, BED AWS YF—T RAR
)2 —%BINTEFEJTAmazonElasticFileSystemClientFullAccess,

« sftp 7O 7 hpwdT ZA DL TA—H—OR—LTALINIZRTTDE, ROXY -

HFRIRENET, USER-HOME-DIRECTORY @GESFTPA—H'—DKR—LT 1L IKNITT,
remote readdir("/USER-HOME-DIRECTORY"): No such file or directory

COBE, BF4LIN) (cd .)EVUYOL, I—H—OFKR—LF 4L I (mkdir
username) KL £,

RODATY T—ROATYTIZ2WTR, "9Z4T7 b 2FALTHY—/N—T2 RRA > MMER

T.-

J7ANZEIETD ) ICEHET,

Y—PAYZ—T R1—F—OEE

coto>arTlR, I—Y—OUANERRIDHE I —OFMERmET DA, SSHN
Ty OFX—=2BMIRHELCOVTHALET,

I—Y4—DVANERTTD

1Y —0FHZERTETLRIREETS
1—H—%HIKRTD
SSHN7 VY OF—%EMTS
SSHINT DY OFx—%HIBRT S

A—Y—DUARNZERRTSICIE

1.
2

T AWS Transfer Family 2V — )L Z B & & 9 https://console.aws.amazon.com/transfer/,

FTET =232 RA2T [Servers] (H—/V—) ZF#IRL T [Servers] (H—N—)R—JERRLE
ER
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3. [Server ID] (H¥—/N—ID) 5T ID %#3&IR ¥ B & . [Server Configuration] (—/N\—DER) XR—
FRRIENET,

4. [Users] (A—H—)OTFICI—HY—DJARNFRRENET,

A—Y—0FlzEzRTIELERETSICE

1. T AWS Transfer Family 2% — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. FEZ—232RA2T[Servers] (H—/V—) Z&IRL T [Servers] (T —/N—)R—TZRRLE
CB

3. [Server ID] (¥—/N—ID) 5T ID %#3&IR ¥ 3 & . [Server Configuration] (—/\—DER) XR—
FRTIENET,

4, [A—¥—-]TA—H¥—FZERL, A—F—OFHR—TZ2RET,

CONR—T T [Edit] (fR5E) 2 8RITB &, 1—H—07ONT1Z2EETEEXT,
5. [User details] (1 —%'— 0§ #l) R—> T [User configuration] (1 —H—5%7E) OB 3 2 [Edit]
(WmEE) ZBIRLE T,

Edit configuration

User configuration

Access Info
User's 1AM role for Amazon 53 access

Admin v

Policy Info
Scope down policy to apply to the user

O None

Select a policy from IAM

Home directory
User's login directory

Info

6. BREDRENR—Z0O TOEA T, Amazon S3INT Y NADOT O A%ZEBMTS, HURIICHERL
FIAMO—)LZ&IRLE T,
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COIAMO—=)LIE., OFEEZFERALUTERLELEIAMO—I)LER) S —%ZERT D, < DIAM
A—J)LIZE. Amazon S3NT Y MADT VL AZRETBIAMARI S —HFEENTVET, &£
=, BIOIAMARY > —TEZE N TS AWS Transfer Family H—E A& OEHEBREEENE
¥,

7. (72 32)[Policy] (RUZ—) T, XROWTFhAZBIRLET,

« None (xL)
« Existing policy (BEFDR > —)

« ABRUTS—IAMERBRL T, BEORUI—EBRUET., BREERLT, KUS—0F
HESCISONAT ST NERRLET,

Y>3 RUS—OFMICOVWTE., TIAMO—I)LERYS —%ERKTH BSRBLTLE
TV, BV a R —OERGZEOFEMICOVTIE., "TAmazon S3NT Y hDtEYZ 3>
R —OER 285BLTLSEETVL,

8. KR—ALFALIND Tk, AmazonS3I/NT v NEBIRL T, Z2FALTEETITF—XE2RE

L &9 AWS Transfer Family, 1—%—A"SFTP V547> hEFERALTOJA 2 LEEEICT
9tATB home FALIORNJDODNAZAALET,

CONTA—BZZZANOEEXICLEBE. Amazon S3/NT Y R® root FA4 LI NUNERE
nET, COBE. IAIMO=ILNFZDrootFALINIADT I EAZHALTWVWD L&
LT EEL,

(® Note
Y2 aAVRII—ZRBICFEATED LRSI, I—HF—01—HF—FBHNFEEND
TALVNINAZERTZDCEZH#MMOLET, EYv> 32 KRUZ—E, Amazon S3
NTY RTOIA—Y—FUtRA% home 1LV KNJIZHRL XTI,

9. (F7>3a)[Restricted] (FIfR) FIYIRYVARZFICTDE, I—HF—RBFEOTAILID
AZFICHBDEDICTIEALEY), Amazon S3NT Y RBR 7)) EAEBERRLEY TELL
BVET,

(@ Note

A—H—CA—LFALIRNUEEYETT, I—F—EZOR—LFT (LI NJICH
REBBE. EELEZALIAOI—F—OF I LAEOY 4TIV TBIRINT
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THBEFTT, 582 NO-ILOBEBRANBERSEE, LY a2 RIS —Z&E
RALET,

\ll

10. [Save] (RTF) ZBIRL TEERNBEZRELE T,

I—%—%HIBRTBICIE

1. T AWS Transfer Family 2V —)| % B & & 9 https://console.aws.amazon.com/transfer/,

2. FEH =3R4 T [Servers] (H—/\—) ZiBIRL T [Servers] (T —/N—)R—TEXRRLE
CB

3. [Server ID] (4—/\—ID) 31T ID %##IR9 % &, [Server Configuration] (}—/N\—DEK) R—
FRRENET,

4., [A—¥Y—-]TA—Y—BZERL, [1-Y—0FMHIR—TZRET,
5, [A—Y—0FM]R—2T, I-Y—-B0AILCHB[HIER] ZERL KT,

6. RNENBDERAATOTRY VAT, Tdelete; EWVWSFEZEANL TH S [Delete] (HIBR) &
BIRLTI—Y—Z2HBRLTIVWCEEZBRELET,

[Users] (1—H—) UARNAS I—H—NHIBREhET,
I1—H—OSSHNT VY OF—%ZEBMTSICE

1. T AWS Transfer Family 32V — )L % B & % ¥ https://console.aws.amazon.com/transfer/,
2. FEX—23arRA2UT, [Servers] (H—/\—) Z&RLE T,

3. [Server ID] (}—/\—ID) 31T ID &R % &, [Server Configuration] (}—/N\—DEK) R—>
FRRENET,

4, [1—¥—]T1—HY—F&BRL, [I—F—OFHIR—ZREFET,
5. SSHN7 Vv oFx—mEaMm #8RL T, HILWSSHNT Vv oFx—2I1—H—IZEBMLET,

(® Note

SSH F—I&. Secure Shell (SSH) 77 A J)LEA7 ORI () ABMICHE > TWBDH—
N—TOHMFEHETNEISFTP, SSHF—RTEERTDHEICOVWTE., T, 258
LTLKETVWH—EANZR— RI—H—NOSSHF¥F—EEKT D,

6. SSHNT7TUYHOF*x—IClE, F—RTNOSSHINT Y USSHF¥F—HoEZANLET,
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HFLWI—H—%ZEBMNMTDEC, Y—ERICK2>THF—IRIEENET, SSHF—OFKEFE T
¥ssh-rsa string, SSH ¥ —RTFZERTDICIE. "1 2SBLTIKEETVY—EAYZ—
D RI—Y—DSSHF¥F—ZEKT B,

7. [Add key] (F—DiEH) #BRLET,

A—%—OSSHN T U Y OF—%HIBRTBICIE

-

T AWS Transfer Family 2% — )L &R & & 7 hitps://console.aws.amazon.com/transfer/s

2. FEX—23arRA2T, [Servers] (H—/\—) Z&IRLF T,

3. [Server ID] (}—/\—ID) 31T ID %#i#IR9F % &, [Server Configuration] (}—/N\—DEK) R—>
FRRENET,

4, [A—H¥—-]T1—H—FBEZERL, [1—HY—0FHHEIR—ZEZREET,

5. NTVYOF—%HKRTBICE, SSHEOF—F IV IRY VRAZBIRL., THIER, &ERL

£9,

AWS Directory Service ID 7’0/ A4 X — DO fEH

cORNEY VT, T AWS Directory Service ID ZOAONA X —&FERA TR HEICOVTHALET
AWS Transfer Family,

NEY

- OfEA AWS Directory Service for Microsoft Active Directory

« AWS Directory Service for Azure Active Directory RX A4 2 H—E AN EA

M £ AWS Directory Service for Microsoft Active Directory

AWS Transfer Family ZFAL T, 77 A I)EEITY RI1——ZFREETE ¥ 9 AWS Directory
Service for Microsoft Active Directory, 532 & T, IV RI—Y¥—ORABEBRELEL Y.,
NABLFA—=V A —"MBBEETIZ, Active Directory 3REEICIKTFET R 77 A INEED—U 7
A—%&>—ALAICBITTELTD,

Z A 9% & AWS Managed Microsoft AD, Amazon Simple Storage Service (Amazon S3) & 1=
& Amazon Elastic File System (Amazon ) ICRFEE N TWVWAF—XFTPICX L TSFTP, |, FTPS,
BRI T BT VA% AWS Directory Service 1—H—&J I —TICR2EICRHETEET
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EFS. Active Directory ZAL TI1—H—ORIAERZREFEITIHE. Chs01—H—HFhFE
TEYWEBFEICTT7TAINEETERDRSICHEYELE,

Active Directory JxX V2 Z2FEAL T, 7L AREF E AWS 75 K AWS Managed
Microsoft AD I @ Active Directory FIL—7TANOFT V2 AZRETEXRT, V5T RAWS £2i&
FAVTLIAZRY NT—20OWFhh T Microsoft Windows IREBETEEICEREEhTWA 1 —H—I(C,
T AT T 47T 14 AWS Managed Microsoft AD IC ZfEH 3 % AWS Transfer Family —/\—A\ D7
VEARZHFATEET,

(® Note

« AWS Transfer Family 2> 7° )L AD ICERIB L TE Y EE A,

« Transfer Family &2 O A1) —< 3> 0 Active Directory R Z HR— KL TLVEE
Ao Transfer Family —/N\—&RU ) —2 3> (& % Active Directory fia M & & 7R —
RLUTWVWET,

« Transfer Family {&. AWS Managed Microsoft AD & 7=l& AD Connector Z{£A L TBEFE®D
RADIUSA—ADMFAA > 7S ARSI F v DS EERI (MFA) 2B%ICTB Lk T
FtA

« AWS Transfer Family [& Managed Active Directory DL 7’U o —k&hiz)—>2a> %z
R—KRLTWEHA,

ZEH T % I(C1F AWS Managed Microsoft AD, XD FIEEERITITIHENHYET,
1. AWS Directory Service AV —)LZ AL T 1 2L E® AWS Managed Microsoft AD 51 L U
NUZERLET,

2. Transfer Family >V —J)L&#FBL T, % ID 7’0O/\4 & — AWS Managed Microsoft AD & L
TEATH P —N—ZERLET,

3. 1 D2BALE® AWS Directory Service FIL—THAS5ODTF UV EAZEMLET,
4. PATREBYERRBAN, I—TF—TIOELAOTANERIAZHEOHLET,

NEY D

- OEAZFEKRT S EIIC AWS Directory Service for Microsoft Active Directory
« Active DirectoryL JL AT D EZ

- ID 7’0/\4 &' — AWS Managed Microsoft AD & L T MiEIR
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c JIN=—"TF\OT IV AEDHE

e 1—H—0DTAb

IIN="TOH—N="T O ADHIK

( SSHSecure Shell) ZFERAL TH—/N—IC#EHTS

7ALANEEEZEFERAL L)L 7Y X—2 R Active Directory AWS Transfer Family N\ O $Z#:

DO fEFA ZB%R 9 % A1l AWS Directory Service for Microsoft Active Directory
AD JIN—T7ICEE OB FZERML T LEEL,

% EH 9 % HIlC AWS Managed Microsoft AD, Microsoft AD 4 LI KNUADTIL—FEIC—ED
BRTEEETIHENf HBYVET, chZTSICE, JIL—FZ&llEF21 )T 18EF (SID) 24
BATEET, BEMRTFDTIIN—T0I1—H—&F. AWS Transfer Family ZEHA L TEMAS 7O KN
JLZ S L T Amazon S3 £k Amazon EFSU Y —RAICF IV EATEET,

X @ Windows PowerShell AX > RZFEAL T, JIL—70 #WMEBL., ZEEBRAET
SID. YourGroupName FI—7" D&,

Get-ADGroup -Filter {samAccountName -like "YourGroupName*"} -Properties * | Select
SamAccountName, ObjectSid

® Note

ID 7’A/\ 4 &' — AWS Directory Service £ LT Zf#H L., userPrincipalName &
ND{ESamAccountName N BB 2 HE. Ik OfE AWS Transfer Family 2% [F AN F

9 SamAccountName., Transfer Family Tl userPrincipalName THEL LEEZ (+4:
FtA,

O—=)ILAN®D7T 2+t A AWS Directory Service FFRAI ZENT %

£/, %D 7'O/N4F— AWS Directory Service ELTHERATET7 IV EAFTEMSETT AWS
Directory Service APl, A TON—ZV 2 a oA BEBEELFHEREND

« ds:DescribeDirectories Transfer Family 74 L O KN ZHREITDL-HICHETT
« ds:AuthorizeApplication Transfer Family OFERZEMT D HENf HVET
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* ds:UnauthorizeApplication ¥—N—ER7OCARICEAENf RELLBEICHEA T, BE
WICERE NI Y —RAZHIRIDEEZHEBHLET,

Transfer Family 4 —/N—0OERICERAL TWBO-)LICChSO#EREZEMLET, chsOF D
T AT OFMIC DLW TIE, AWS Directory Service APl TP O AR 7o>3a>, VDIY—A, &
FUOEHL V77L A2 RLTLSEE L,

Active DirectoryL JL AT D

Active Directory AWS Transfer Family 1—H'—ICH—/N—ICT7 VAT 2 FEERETHEE

&, I—H—OLILLAEFOTINL—TDOLILAICEELTLSEEV, BEANICE, I—Y—dL I
LEFDTINL—TDOLILLNF—BLUTVWRIAENfHYET, 2FY, I—H—EJIL—T0@ENT
72N LILLARICHZDD, MALEEEENLELILARNICHYET TS5 THEVEE, 1—-H—&F
Transfer Family IC&k 2 TERREE NEB A,

A—Y—%Z2TANLT, BRAFAELVWC EZRRETERT, FHICOVTR, "I—H—0DFTAb,
ZZRBLUTILKEEZV, - —/J)—T7 LILCEENF $2HER. 1—F—0JIIL—7ICEEN
FoNETORANFRIAVEREBALEVWSIZ—HNRRENET,

ID 7°'0/N 4 & — AWS Managed Microsoft AD & L T DiEiR

cOtEV>3a>Tlk, B—/¥— AWS Directory Service for Microsoft Active Directory T Z{ER T %
FECODWTHBALET,

Transfer Family AWS Managed Microsoft AD TER 3 % (IC &

1. 2% 4 >4 > AWS Management Console L., T AWS Directory Service A2V —/)lZ2HE &
9 https://console.aws.amazon.com/directoryservicev2/,

AWS Directory Service AV —J)LZFERAL T, 1 DULEODNZR—RFALINJVZRERELE
T FHMICOWVWTIE, AWS Directory Service EEBEH A RM AWS Managed Microsoft AD &5
BLTLSEZL,
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2.

T AWS Transfer Family 12V — )L % B & https://console.aws.amazon.com/transfer/, H#—/\—
DER 2 BRLET,

[Choose protocols] (ZARJILOBR) R—ZOUARMYS 120 EO7OR I ZBRL
CB

® Note
ZBIRL B A IEFTPS, REBEZIEE AWS Certificate Manager 2 %EAN H V) £,

[Choose an identity provider] (ID 7’"0O0/Y 4 X — % &R 3 %) T[AWS Directory Service] ZiER L
X7,

Choose an identity provider

Identity provider

Identity provider type

An identity provider manages user access for authentication and authorization
Service managed 0O AWS Directory Custom Identity
Create and manage M .
Jte and ma ”Jm Service Info Provider Info
users within the service Enable users in AWS
e - Manage users by
n s T integrating an identity
your own self-managed ! e _? o
AD in your on-premises provider of your choice
environment or in AWS
Directory
TATER3 v (3

Cancel Previous m

[Directory] (T4 LI RV) UARKNIZIEK, RELEIXRTONZR—RFALINIUFEENTE
T VANDSFA4L I M) ZZERL, [Next] (RN) ZBIRLE T,

(® Note
« VARTHIVRTFALIORNVERBEFALIRNIRE, TRRYR—FEhTLVEEA
AWS Managed Microsoft AD,

+ Directory Service Z ID 7ONA X —& L TH—N—%RETDICIE. W<2HD
AWS Directory Service 7 7 L AFFAIZEMT D HBENF HVET, FHAICODVTE,
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"o E % F% 9 S A1l AWS Directory Service for Microsoft Active Directory 1 &2 8
LTLSEZL,

6. T—N—0OEREKRTITRIIE. ATOVThAOFIBEICHWVET,

« SFTPRISHY—N—%ZEKT
« FTIPSRISHY—N—%ZHEKT 2
o FIPXRHY—N—ZEXKTS

ChSOFIETE., ID7ONAE—ZBRIDATY TICEHKET,

/A Important

Transfer Family ¥ —/X—T Microsoft AD 74 L 2 N) ZfE A L 7= AWS Directory Service &
&. T Microsoft AD 4 LI NUZRHIRTZD LR TEEEA, EFH—/N—ZHIBKRL T
PS5, FALIORNUZHIRTDHEN BV ET,

TIN=T DT 7 tAEOFE

H—N—ZERLES, FALINVAOEDTIL—7H., Z2FEALTEME7ONILRHT
77A40LN%ET7Y7TO-—RBLVCAIO—RIDTIVCAEEZZFE DN EBIRTZIMEN HYET
AWS Transfer Family, TDE®HIZIE, FOEREEZERLET,

® Note

1—Y—@BT7I0tvAE2GFE5chETIIL—TICEEBL TV A ITAERY FEA, EEX
&, Bob &WVWS5 11— —7# GroupA ICE L. GroupA B#&A GroupB ICEEN TV ELE
ED

* GroupANDT V2 AERFETD L, Bob IR T IV EAENIMFTEENET,

« GroupB IC7 0t A#EZRFETS (FL T GroupA L%EW) &, Bob ICET I EAENHY)
FtA,
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TN—=T\NOF I AEZRETSHICR

1. T AWS Transfer Family 32/ — )L % B & & 9 https://console.aws.amazon.com/transfer/,

2. H—N—0OFMER—DIBHLET,

3. [7ORARIEI23>T, [FTVEADEN 2FBRLKXT,

4. ZOHY—N—ICT U tEAT% AWS Managed Microsoft AD 4 LI NUSIDD ZAHZLE T,

® Note

TIN—T70 ZHETDHZEICOVWTIEE, SID "1 288U T £ & Lthe section called
‘O %R 9 % 8Ilc AWS Directory Service for Microsoft Active Directory”s

5. 7OEA T, JIL—7 0 AWS Identity and Access Management ( IAM) O—J)LZ&#RL &
T,

6. [Policy] ((RUZ—)to>a>TRUS—ZBRLET., 77 #J) MRER [None] (EL) T,

7. [Home directory] ((R—ALTF ALK T, FIL—TOKR—LFALIRNJICHIETS SI /N
TV hEBIRULET,

® Note
v a R —FERLT, I—H—ILRRENDNTY NOBL ZRETEE
T, EeZE, 1——% /filetest FALIVRNVUDTHRICHZEZED 7 A IAICIR
ETDICE, 71—ILRICKAODTHFARNZADLET,

/filetest/${transfer:UserName}

Y2 avRID—OERGEOFHMCIOVWTE. "Amazon S3INTY hOEY S 3>
RIS —DER 2ZRLTSIEEZ VL,

8. [Add] (Bin) ZV UYL TEERITEERLET,
9. H—N—%ZERLET,
10. "FPOEADEM) BBIRLET,

TJIN—70SIDEASILET,
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® Note

ZRETDHECOVTESID, "1 2B L TS & Lithe section called “O £/
% FAtR 9 S 8IlC AWS Directory Service for Microsoft Active Directory”s

M. "7OERADEM, ZFRLET,

[Accesses] (P V7 ER) O 3 VICH—NT O EAEN —BERRENET,

Endpoint configuration

Availability Zone Subnet ID Private IPvd Address

us-east=-1a subnet 1[5 172.31.80.36

Accesses Actions ¥ |
.

Q 1
External Id v Home directory v Role v
5 /padbucket3 ADGuy_53_And_EFS [4
Additional details Edit
L agging role Info CoCur ity Polic ¥ infg
(D) Server activity not logged to Amazon CloudWatch TransferSecurityPolicy-2018-11
Servier host key  Info Damain
Amazon 53
A—%—0OTFAK

1—%—A"—/X\—®0O AWS Managed Microsoft AD 1 L O KNUJIZT VO ATERINESHZETA
RTEET,

(® Note

J1—4H—I&, [Endpoint configuration] (L KRR A > RERE) R—2 D [Access] (TP V7 ERX) &
923aVOVANMIHEZVWThAOTIL—7 (AEBID) ICELTVWBIRENHYET, 1—
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H—HFITIL—TICBELTVWEVEE, FEEEROIIL—-TICELTVWRHE, TOI1—
H—IZ@E TV ERENfN FTEEhEEA,

BEOI—H—ATIOERAEZF >TVWRIHESHETARNTBRICE

1. B—=N—0OFMR—2 T [Actions] (70> 32) ZBIRLTH S [Test] (TARM) ZBIRLET,

2. ID7ONAEDTAN IR, PTOEAEEZEDIL—TD12CBLTWAI— F—DH 1
A VRIEEREADLES

3. [Test](TAK) ZBIRLET,
BRUEI—Y—ICH—N—AOTIVEANfFITENTVWBREZRT, D7AONAMEF—OTAK
FRERILEL

Identity provider testing

User configuration Info [2

Username Password

transferuser1 L ssssesessees

Response

{
"Response”; *

Tvhareeleecia Y padbache V) varee reciacyleta By i L Ssarvel aeciary T 4 PRTH ) CpasodPye b i,
“red Vpubd cEes! e N roked ™ Care e @ v T9EEEE 1S NI Raoke WD Saw_53_Argd_EF S Vpelicy 2l asevia
v U e ey 14" vdert ity oo i e Tee, "ol ' uaerLa v Mg " 2 4 [,

"StatusCode™: 200,

"Message™; ™
}

A—H—HFF I EAEOHPEBOTL—TICELTVBBE, ROL ARV AFRRENET,

"Response":"",
"StatusCode":200,

FALYV NI —EAQI—Y— 186



AWS Transfer Family I1—H—HA K

"Message":"More than one associated access found for user's groups."

TN—=TOH—N—=T 7 ADHIK
TN—=T O —N—T IO tAZHIKRITSICE

1. H—=—N—0OFMR—> T [Actions] (7 V>3 2) ZFIRL TH S [Delete Access] (7 7 ZADHI
BR) ZBIRL XY,

2. BATOATRY VAT, COIN—TOT7 I EAZEKRLEZVWC EZBIELET,
H—N—OFHHER—DICRDE, COTIN—TOT IV EAENVARDSHALEN N DAVET,
( SSHSecure Shell) ZERAL TH—/N—IC#EHKTS

B—N—cd1-—H—%RELES, ZEALTY—N—ICEEEHKSSHL, 7O EAEZ2HF O I —
NDELBHI - —BEZEHTELXT,

sftp user@active-directory-domain@vpc-endpoint

$l: transferuserexample@mycompany.com@vpce-0123456abcdef-789xyz.vpc-
svc-987654zyxabc.us-east-1.vpce.amazonaws.come

COFERE, BEMICKFEL Active Directory DIREZREL, 7IFL—23a 0BRRZER[RE
LET,

@ Note

B l—HY—LZ2EEITRIENTEET, L, COFE. Active Directory 1— Ri&
7IFL—23ROINTOFALINIZBRRIDMBEN BDVET, TS5ITBDERERN
BREEh, I——ICT7 IV AN B> TERANARITHAEEN B ET,

Wik, 1—Y—&, I—Y—0RERICEEETAERA—LATFALINIARIZVET,
T7ALANEEEEFERAL )L 7Y X—2 R Active Directory AWS Transfer Family N\ 0 1Z#:

)L 7XZ—2 R Active Directory (AD) ® 1—H—I&, AWS 7HU > N &KV Transfer Family
H—N—ADIITINH A AT 21X AWS IAM Identity Center |- ZFEATDELETEET,
ZTDRHIZ, AWS Directory Service XD A7 3 #FERTEET,
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s —FHM7#LANERE (F> 7L A Active Directory MiE21E) & AWS Managed Microsoft
D. L—RRXALSTOKMELET,

« FRXLMDOBE, ATOVThAZFEATEXT:
« AWS Managed Microsoft AD & 7> 7°L = A Active Directory BIO X FEEEZERAT S
s BFRAAMVIERMLT—FAOABEREEALET,

BRETEDIRXAMVEFEALTH-N—ICERTRES, 1V —RBEETEDIRXANZEETS
PBENFHV)ET (Bl: transferuserexample@mycompany.com).

AWS Directory Service for Azure Active Directory RX A > —EADFEHA

+ BEF® Active Directory 7 # L A N % SFTP Transfer ® Z—XIZ5ER T % 121, Active Directory
Connector ZFERATE XY,

« 7ILNZ—2 R H#—E AT Active Directory EBATAMO XU Y REZEZ L EVEEIE,. AWS
Directory Service for Microsoft Active DirectoryZ fEFI TE X7, FHMIC OV Tk, TAWS
Directory Service ID Z7ONA A —O A Z8RBL T EE W,

<O RNEY DT, Active Directory Connector & Azure Active Directory Domain Services (Azure
ADDS ) ZfEfH L T, Azure Active Directory T SFTP Transfer 1—H'—Z 8RBT 5 HEIC DOV TEH
BALET,

NEY D

+ AWS Directory Service for Azure Active Directory RXA > H—EANEREBHB TS HIIC
« AT Y 7" 1: Azure Active Directory RXA > H—EA&EBMT S

c ATV T 2. H—ERATHI > bOERK

« AT Y 7 3:AD Connector ZFALTAWS ALKV ZRETS

« AT Y 7 4: AWS Transfer Family H—/N\—0O+t Y N7V

c ATVTS5 JIN—"T\OT7 IV AEDOHE

c ATV 6. 1—Y—0OTAN

AWS Directory Service for Azure Active Directory RX 4 > H—EZADOFERZRKT 2 HIIC
DH/E AWS, LTI RETT,

+ Transfer Family H—/\—%&Z AL TV AWS U—2 3> ORETSAR—KNI5J R (VPC)
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AWS Transfer Family d—H¥—HAR
s ADDBLEE2DDTFAR—KFTZY N VPC
c CRRAR—FY NEBRVPCHRETT

« Microsoft Azure VPNIZ1Z&: T % 1= % D site-to-site DARXY—S— RN DI A ERETSAR—N
JF—KoITA

Microsoft Azure DIBEIE., ROEDHNBETT

« Azure Active Directory & & T Active Directory K X A > —E A (Azure ADDS )
« Azure VY —R J)I—=7

« Azure RIEZXY ND—7

- VPN Amazon VPC& Azure UV — AT )L — 7B O #E#

® Note
chid, AT ATIPSECRVRINELEFE VPN T T SATARENLTITD LN TE
£9, cOREY U TR, Azure Virtual Network Gateway EO—HIL XY NDO—0 5 —
ROIARBDIPSECRRILZFEALET, b RILEE, Azure ADDST Y RARA U K&
ERMIDYTXYNEORNS 74V IV ERFATDRDICRETIHLEN HYET AWS
VPC,

« Microsoft Azure VPNIZ1Z#: T % 1= % D site-to-site HARXY—S— RN DI A ERETSAR—N
JF—KoITA

RKORE, FRT2EIICHAEEBRERLTVET,

FALINUY—EAOI—— 189



AWS Transfer Family I1—H—HA R

. Azure ADDS and AWS Transfer Architecture
AWS VPC Azure Virtual Network
pa—
B %[\b% >O Virtual Network
AD Connector @ T Gateway Subnet
D ' Internet gateway Internet ]
. Subnet 1 Virtual Network
atewa
AD Connector £ v
WAN connection over Internet ‘ B
. Site to site VPN over ‘ . I
Virtual Private Internet for private and eYele
gateway secure connection \ AN
O Azure Active Directory
AWS Directory g’:t:w:vmork /éync
E Senvice Customer L@ L
;, o gateway AWS Directory Service connectivity Azure AD Domain
o] Al Connector with Azure AD Domain Service via Senvice Subnet
Subnet 2 connector ol

AT Y 7" 1: Azure Active Directory RX A > H—ERXZEMT S

Azure AD &, F7FIIBNTRERXSAVSMA AR AZYR—NLERFA. RXSM2USNBED
To2avaERFLEY, JI—T7"RUS—BEOY—=)IZFERALEYTDICE,. EEEIE Azure

Active Directory RX A > H—ERAZBMICTIHLENHYET, Azure ADDS ZFEEML TWi
WA, £EEBEFEOEEAN SFTP Transfer Server THEA T3 RX A VICEER TS TWAWE

Bk, FLWA AR AZEMTEDHLENHYET,

Azure Active Directory RX 4 > —E R (Azure ADDS) ZEBMICT D HFEICOWTIE, "Fi—k
1) 77 )L: Azure Active Directory RX A U H—EAIXZ— RRXA D OERERTE) 25RBLTLKE
=L\,

@ Note

Azure ZEIZ T3 & Z (XADDS. SFTPTransfer Server &2 VY —ATI—T¢&
Azure AD RXA 2V AICEREETENTVWA EZBIELET,
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https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-directory-ds-getting-started
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bob.us b

Azure AD Domain Services

|/O Search (Cmd+/) « () Refresh Til] Delete

© Overview A Configuration issues for your managed domain were detected. Run configuration diagnostics -

Activity log

%3\ Access control (IAM)

@ Tags h bob.us @ Running
>

View health
Settings

ATYT2: Y—ERATHI>Y NOER

Azure AD (&, Azure DEBITIN—TO—HTHBH—EATHV M1 DRBETTADDS, <
DT 777> MME AWS Active Directory ARV X THERAENE T, COT ATV A Azure EFHIL
TWVWBZEZMHFE L EXTADDS,

Home > Default Directory > Users > bobatusa

® bobatusal]| Profile

User

« / Edit ﬁ Reset password ® Revoke sessions ]ﬁ[ Delete O Refresh R'_vl Got feedback?

# Diagnose and solve problems

bobatusa

Manage
bobsmith@xyz.com

44 Profile

&, Assigned roles User Sign-ins Group memberships

30 2

/& Administrative units 20

&5 Groups 3 10 o

£ Applications 5

| Oct10  Oct17  Oct24 Oct 31

4 Licenses
Creation time

Devi
8 Devicss 10/6/2021, 1:32:27 AM
Azure role assignments

@ Authentication methods Identity

Activity Name First name Last name
bobatusa Bob Smith

3 Sign-in logs
User Principal Name User type

Audit logs bobsmith@xyz.com Member
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® Tip
Azure Active Directory @ ZERFRAEE. SFTPZ7'O KNI ZER T % Transfer Family H—
N—TREHR—RENTVWER A, Transfer Family H—/N\—I&, 1—H—»" #585L =%
ICMFAR—O > ZRHTERBASFTP, EHRZHKXDMFARIIC, 4T ZEIMICL TS EE
(A

multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

View: Sign-in allowed users v /O Multi-Factor Auth status:  Any ~ I bulk update

MULTI-FACTOR AUTH

[J DISPLAY NAME ~ USER NAME STATUS
[ cChristopher admin@christopher .com Disabled

Select a user
[ Robert test@christopherhe Lcom Disabled

AT Y 7 3: AD Connector 2L TAWS F4 LI KN)ERETS

Azure Z5%E LADDS. & Azure Virtual Network @O RJIZIPSECVPN AWS VPC KR > )L = E>H—
EAT7HT> NEERLES, &0 AWSEC24 AR AN S Azure ADDSDNS IP 7 RL A
ping ZAEL TEKETA I\'C?-E =9,

BENTIOTATTHBIEZERLES, UTICELZENTEET,
AD Connector 2L TAWS FA4 LI KNUEBRETDICIE

1. [FALOK) H—EROAVVY—-ILZHE. [FALIMNJ]ZEBRLET,
[Setup directory] (F/ LU MU EEY NT YT 93) ZRBIRLET,
F4LIRNIRATIZIE, [AD Connector] ZiZIRL £9,
FALIORMNIS A XZBIRL, RN ZIBRL, VPCEHTXRY NEBRLET,
[Next] ZiBIRL., XOEKSICT A= RICADLET,

o & w0 DN

e« F4L Y KNDNSE : Azure ICEEAALTWVWA RXAL>EZ%Z AL ETADDS,
*« DNSIP7RLA:Azure ADDSIP 7RLAZAHDLET,
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https://console.aws.amazon.com/directoryservicev2/
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s [P—N=TAIrOI—H—FBI[ENARD—RLEATYT 22 —ERATHI NEEKT
BTHERLEY—ERATATYNOFBZEADLET,

6. BEHIAILTTFALINI Y—ERZERLEXT

cNT, FALINURTF—RAWETOT 17 2%V, SFTPTransfer Y —/N\—THERATEB LS IC
ZVET,

Directory Service Directories

@ Did you know? X
You can deploy an AWS Managed Microsoft AD (Enterprise Edition) directory across AWS Regions. Once configured, AWS automatically replicates
your directory data in multiple Regions so everything stays in sync. Learn more [

Directories (1) info ‘ C H Actions V¥ ‘ Set up directory
W
1 &

Q

Directory ID Directory name Type Size Multi-Region Status Launch date v

d-906752c0d7 S— AD Connector Small Not applicable © Active Nov 3, 2021

AT Y 7 4: AWS Transfer Family Y —/\—O+Y K7 Y S

SFTP 7O RJJL. & &V AWS Directory Service ® ID 7ONA X —2 A 7= AL T Transfer
Family H—/N\—%4EK L £, Directory ROY 7HI21)ARNAS, AD Connector ZEAL TA
T v 7" 3: Setup AWS Directory TEML T4 LV NJZRBIRLE T,

(@ Note
Transfer Family #—/\—T Microsoft AD 4 L2 NUZERL =B&. AWS Fa4 LI K
H—E AT Microsoft AD 74 LY N ZHIBRT D LR TEERRA, ETH—/N—ZHIBRL
ThS5, FTALUVRNVZHIBRTBUEN BV ET,

ATV TIN—T DTV AENFE

H—N—%ERLES, FALONVROEDT IS, ZERALTENE7ONILEZHRT
T7ANET7Y7O—RBRVCFIVO—RIBDTIVLRIEEZRTR DN EBIRTDIVLEN HVYET
AWS Transfer Family, TDHICE, 7O AEZERLET,
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® Note

A—Y—@GT7I0vAZFE5chEIdIIL—TICEEBL TV AR ITAERY FRA, EEX
&, Bob &WVWS 11— —7# GroupA ICE L. GroupA B#&A GroupB ICEENTWVWBH ELE
ED

e GroupANDT IV AERFETSD L, Bob IZ@ET IV EAENIMTEENET,

« GroupB IC7 O A#EZRFE5TS (FL T GroupA L%EW) &, Bob ICET I EAENHY)
TFtA,

TOEAZFHATBICE, SDTIL—T0 ZREIZIBENHYNET,

X @ Windows PowerShell AX > RZEFEAL T, JIL—70 #WMEBL., ZEEMAET
SID. YourGroupName T IL—7 DO &Hi,

Get-ADGroup -Filter {samAccountName -like "YourGroupName*"} -Properties * | Select
SamAccountName,ObjectSid

LN Windows PowerShell

dows PowerShe
opyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users)\ bobatusa> Get-ADGroup - {samAccountName
mAccountName,0ObjectSid

SamAccountName ObjectSid

AAD DC Administrators 5-1-5-21-375932292-1747164136-3628472596-1104

TIN—=TANOT I AZHATTS

% B & & 9 https://console.aws.amazon.com/transfer/,

H—N—OFER—J BB, [TORAI I3 VT[T IORAOEM ZERLET,
HOFIEOEAASSIDEZFER>= ZANLET,

TOtA Tk, JIL—7 AWS Identity and Access Management N 1&E&1&IRL £9,
[Policy] ((RU>—) 2923 TRV —ZBRLET. 74 NMER [EL]TT,

[Home directory] ((R—ATF A LI M) T, FIL—TOKR—LF1LINJICHIETS S3 /N
TV REEBRLET,

I
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https://console.aws.amazon.com/transfer/
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7. [Add](GBmn) 20D Y L THENSTZERLET,

Transfer H—/N\—OF#lE, ROKSICRABDNETT:

Protocols Edit Identity provider Edit
Protocols over which clients can connect to your server's endpoint Identity provider type
o SFTP AWS Directory Service
DirectT,ry ID
d-123456789a
Q 1
External Id Home directory Role
S-1-5-21 -3759322&2-1 747164136-3628472596-1104 Jadgvidbinihaiit sftp-user-role [4

ATY7 61— —DOTAK

I1—H% =" —/)\—® AWS Managed Microsoft AD F14 LI KNVICT UV EATEINESHZETA

N(I=—HY—0DTAK)TEEXT, 1—H—I&. [Endpoint configuration] (L RRA > NERIE) R—
I [Access] (FIER) EIYIVODURARNIHEBVTNADTIL—T 8B ID) CELTVBHRE
FHYVET, I—HF—HFIIL—TCBLTVWEVEES, FLEEHOITIL—TICELTVEEE, ¥
NDI1—HF—ICRT IV ERENfFEEhFEEA,

AAZLID7ONAM X —DOFERA

11—y —%zFAT5ICk,. TBEHFEO ID 7ONAF —=ZFEHATE £F AWS Transfer Family, ID 7
O/N1 X —I&. Amazon S3 F 7zl& Amazon Elastic File System (Amazon ) NOT7 V2 AZ RS &
O TS AWS Lambda BBz FEAL THREL ETEFS, FHMICOV T, TAWS Lambda Zf#
ALTID 7ONA R —%EEaTD 1 BSBLTLKEE LV, AWS Transfer Family XX X NV
V=)L TEEENLETTAIINBERNARBBEDX NI DADTZ T7IZT VA CloudWatch 9%
EETEERT, ChiZKY, —nEBEhER Y 1R—RZEFEALT7 7AMI)I\NEEZ2TE-Z2) 7
T2 1 2OBEENMREEIET,

F/ld. E—00 Amazon APl Gateway XV Y RTRESTiulM VX —7 I A AZRHITDEETE
£ 9, Transfer Family l&, cOXVY Y RZFEFEHLTID 7ANA X —ICEHRZLET, ID 77O/NA
S —I&, Amazon S3 £zl Amazon ND T VA& 11— —ICREES L VHFITLUEXRTEFS, 714 F
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UTATATAONA R — & HRETDRESTUIAPIE= S IZ NFBERIFE, £k AWSWAF Z2FHL T
SHATOAVFUIERLEGFL—RNIBUVIIANCZOREZEZRATEIHAEF. COAFT>a>zFER
LET, FMIZOVWTIE., "Amazon APl Gateway ZFEAL TID JONA A —%2#E T2, 25 R
LT EEL,

WFhDFBEE. AWS Transfer Family AV —)LE ik Z2FEAL THL W —N—ZERTESE
9, CreateServer APl AR L —> 32,

(® Note

ZEMTER V-3V TZRELTVET, cOD—9>3 v 7 TR, 774 )EEY
)1-232ZBETERT., COYV1—-23a2lE, YRX—I RSFTPFTPS I RiRA
> I & Amazon Cognito & DynamoDB AWS Transfer Family & 1—H%—&BIZSERAL T,
COT—02IaVTOFMICIOVTR., "S55, #ZBEET,

AWS Transfer Family ICl&, DAZALID 7ONA X —ZRETRDLEHOROF T a2V NFHAEEH
TVWET,

« AWS Lambda ZHAL TID 7ONA X —%& #4925 — Lambda BEIC/NY O T Y 7 hi-B&E
OID7ONAE—FERATEET, Lambda BHOBRIZIEELET T, FMICO>VWTIEE., TAWS
Lambda ZFRALTID J7ONAE %6351 2SRBLTLEEL,

« Amazon APl Gateway 2 AL T ID 7ONA X —%#E# T % - Lambda BTNV O T7 v 7
E iz APl Gateway XV Y RZEKL T, ID 7ANAEZ—ELTHERATEE T, Amazon API
Gateway URLEFOHULO—ILZEELET, FHlICDODVWTE. FAmazon API Gateway % & F
LTID7ONAE—%ZHadd1 22RBLTKEE L,

E550A72a0TE, RS EERRETHEETERT,

e NAD—RERLEF— - 1Y —@FNRT— RELFF—2FEALTRITEET. S, 7
7A L NMETT,

« NAT—RONLY - I—H—REHET B O /NAT— REEETIBEN B ET,

¢ F—ONLY - 1—H—REHT IO TSIR— N F—ZEETIREFHYET,

« NZAT—RANDF— - EHETHICH. 1—H—RBTSAR—RF—E/NAT— ROTEHERET
BRENBYET, Y—N—RBBOCF—ERRAL., F—HFEVEBAB/IRT—ROANERS

F9. RERENETSARK—RNF—HFREFENENT VY OF——HULEVEE, BRI KREL
£ I
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https://console.aws.amazon.com/transfer/
https://catalog.workshops.aws/transfer-family-sftp/en-US
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BHRORAFEZ2FERALTHAZALAID Z7ONA A —TRIAT S

Transfer Family 4 —/N—(&. BHOFAAZZFEATHIFSANDICOD Y VZ2HIHL £
9, Transfer Family l&, chZAHAZALAID Z7AONAZ—AD 2 D2O@BIO VIV ITARNELTHRVE
T, LEL, TOMRBEEAXAEDENET,

MEDVIVIARNE, RENDETEHFUIITSDIELVL AR ATEEICRENZIMLEN HVY)E

T, Transfer Family Tl&, 2 DOL ARV AZRTITRIHEN HYET, DXV, BEBZIXNXNTO
EX (AmazonEFS ZARNL—2ICEATSEE. O—I), "—ALFa4L I KD, RUZ—, POSIX
A7 7AI)) FEENET, Transfer Family Tlk, NAT—RLARVAINT VY OF—%ED
BVWRSICTBDEEMLETT,

NTIYOF—DOTANIE, D7ONAME—ERBIOL AR AN BETT, NADT—REL:
FF—FLEENAT—RANDF— Z2HATRHEE. TOBERRIEEEhEHEA,

SSH/SFTP 7O Rk, BMICNT VY OF—RBETYIRNIITISAT U NIFYLOD
L. RICNAD—RFTEEDVIIANLET, COARL—232 TR, 11— IR z2TTIT>
B, AN TAEEZEZBENTTVWET,
=X
« AWS Lambda Z2FRALTID 7ONA X —%#HET
« Amazon APl Gateway ZFAL TID Z7ONAMZ—Z#HET

AWS Lambda ZFEALTID Z7ONAM X —%%KE4T 5

HDARALID 7Z7ONA F—I23EH T D AWS Lambda Ba¥iZER L £9, Okta, Secrets Manager, .
RAODY VZEOHARLT—RARNTRE Onelogin, FENDHAZALID 7ONA X —%FEH
TE&ZET,

(® Note

Lambda %Z ID 7’O/NA X —& L THEH T S Transfer Family —/N\—Z KT 2 F1lC, B
EERTIVENHYET, Y7 )LD Lambda BEIC OV TIE, TLambda EHOH|, %=
ZRLTILKEEY, FE., OLVThAZFERATS CloudFormation AR Y V27704 T
ZFEJLambda BEBNDT 7L —h, £, Lambda B8EA" Transfer Family & {S3EBERICH
BVY—AR—=—ADARI I —ZFALTVBCEZERELTLKEZVL, RUZ—DHICDOV
Tk, TLambda VY —AXR—ANRI)>—; BSRLTLSEE,
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1. AWS Transfer Family 1>V —)LZBAE &7,

2. [Create server] (F—/N\—D1ER) %#i8IR T S & [Create server] (T—/N—DER) R—HFHAEE

¥, [Choose an identity provider] (ID 7’0/ 4 & —®3i&1R) T [Custom Identity Provider] (1 A%
LAID7ONMA—) ZBIRLUET (ROBEEBIZSR),

Choose an identity provider

Identity Provider for SFTP, FTPS, or FTP

Identity provider type

An identity provider manages usor access for authentication and authorization

Service managed AWS Directory © Custom Identity
Create and manage Service Info Provider Info

sers within the servies ors i AWS Manage users by

AD or use ntegrating an identity
self-managed provider of your choice
AD in your on=-premises

yaur

emvironment or in AWS

©Q Use AWS Lambda to connect your identity provider Info
nvoke an AWS Lambda function to call your identity provider's AP for user authentication and authorization
Use Amazon APl Gateway to connect your identity provider Infe

Use a RESTful APl method to call your identity provider's APl for user authentication and authorization

AWS Lambda function

’

Authentication methods
Choose which authentication methods are required for users to connect to your server
© Password OR public key

Password ONLY

Public Key ONLY

Password AND public key

(@) Either a valid password or valid private key will be required during user authentication

Cancel Previous Mext

(@ Note

SEE S EDIRR K, Transfer Family —/N\—®OZ7’OKNJJ)L® 1 DSFTPE L T ZH%IC
ITRIHEEICOAFEATEET,
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https://console.aws.amazon.com/transfer/

AWS Transfer Family I—H%—Ha4 K
3. F7#J)NE AWS Lambda ZFEAL TID 7AONA X — 2EHELE T,
4. TAWS Lambda B%, Tk, Lambda EBOEF ZBIRLE T,

5. BYDT14—)LRICEZADL TAHS [Create server] (F—/N\—DER) ZBIRLFET, H—
N—BERTDEOOERYYOFIEOFM-OVWTIEE, TSFTP, FTPS, FLIE@FFTPHY—/N\—T >
RRANDERES Z2ZRBLTLSEE,

Lambda Y —AXR—ADRIZ —

Transfer Family #—/Y\—& Lambda 2R3 R —HFYUETTARNs, & ZxEF, ID7ONA
A —\Z$EH TS Lambda BABTRDORI > —2FRATEET, RUZ—RFXFIISONELTIRA
F—7EnET,

"Policy":
"{
"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Sid": "AllowTransferInvocation",
"Effect": "Allow",
"Principal": {

"Service": "transfer.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:transfer:region:account-id:function:my-lambda-auth-

function",
"Condition": {
"ArnLike": {
"AWS:SourceArn": "arn:aws:transfer:region:account-id:server/server-id"
}
}
}
]
3n

(® Note
LERORVD—HIT, & BEEMRAE T, user input placeholder 3B DIER.
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Q—H—H1 K

AR XY E—DOBE

NABZLDFA—YZ 4% — Lambda BEIZIEFEENBSFTPH—/N—DSDARY M XY E—TiE

IDPIEIXDEHY) T,
{
'username’': 'value',
'password': 'value',

'protocol': 'SFTP',
'serverlId': 's-abcd123456',
'sourcelp': '192.168.0.100'

C T, username &k ¥PpasswordiEF H—/N—IZEFEhd 124

BIZE, LSTOON REZADL TEKETS ¢

sftp bobusa@server_hostname

ZDE, NAT—ROANZROSNS :

Enter password:
mysecretpassword

VRALEHRNIET T,

Lambda AL SEBENEAAR NEHITBHZET, Lambda BN S ChEHBERTEE T, 2

TOTHFANTOVIDERSICRABRTTT,

{
'username': 'bobusa’,
'password': 'mysecretpassword',
'protocol': 'SFTP',
'serverId': 's-abcd123456',
'sourcelp': '192.168.0.100'

}

AR MNMEEWR FTPE TEUTWVWETIFTPS, B—DEVEF., ChsDEN TR protocol/NZ

XA—RIZEAENDETITSFTP,

HAZLID 7ONA A —1—H—
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SREEA M Lambda B9%k

SRS EXLSFAEWEEEETSDICIE, Lambda BB ERELE T, 77U 5—>3a>n0_-_—X%&
w9 HIC, CloudFormation AR Y V% F 704 TEE T, Lambda OFFEMIC DOV TIE, AWS
Lambda ZAROY /N—H 4 RELEIE "Node.js IZ& 2 Lambda BEHDIEE, 25BL T T,

NeEY

- Lambda B8O T>7L—b
- B3/ Lambda &
 Lambda B8% D 4l

s REZETARTS

Lambda B80T 7L —hk

SREEIC Lambda B8%kZ A 9% AWS CloudFormation AX Y U %#F7OA4ATEET, OJ 1 R

BHREFEAL I —2RABLVORBATETTL MV DAAZENATVET, Chs5D
Fo7L—REEEFEAWS Lambda d—RZZEL T, 11— —TFT IR EESICHAZIISMATE
x£9,

(® Note
T7L—KTFIPSRHBEOEF 1T 1R —%Z$EE AWS CloudFormation % C &
T. FIPS%Z@EL T & AWS Transfer Family Y —/N—%Z#ERTEE T, FHTRESEF2
DF 4RI —CO2VWTEE, OEF211)FT 147K — AWS Transfer Family TREBAL TV &E
9,

SREE(CfEFH 9% AWS CloudFormation AR Y U #4EKT B (C1F

1.  AWS CloudFormation J1>Y —JL % https://console.aws.amazon.com/cloudformation TR & &
E

2. T I1—%—#4 R, ® AWS CloudFormation "TARXY V77 L—hDER, O "BEEOT>
J7L—hPS5REZYOZTF7O/4TDFIRICHVET, AWS CloudFormation

3. UToF>7L—hoWTFnhZFEHL T, Transfer Family TEREE- £ 9 % Lambda B¥i %
ERLET,

« 253 Y % (Amazon Cognito) AZY 9577 L—h
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-nodejs.html
https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-basic-lambda-cognito-s3.template.yml

AWS Transfer Family I1—H—HA K

THARZALID 7ONA A —ELTHERT S AWS Lambda ZER T2 O DEERNET> S
L — K~ AWS Transfer Family, Amazon Cognito ICx U T/NAD— RR—AQOFREZTLV, /N
TV OXF—R—-AOFBANERENTVBBEE, NT VY IF—F Amazon S3/NT Y K
SRENET, T7OAC&IC Lambda BB I — RZZETNIE EBDVEZETTEET,

« AWS Secrets Manager A% Y 957> 7L —h

% AWS Transfer Family H—/\— AWS Lambda THER T2 EAXN AT 7L —K

T. Secrets Manager Z ID 7ONA A —&LTHELE T, XD AWS Secrets Manager

DI RNJICKHL TR NhETaws/transfer/server-id/username, €5\, ¥—72
L v Ni&, Transfer Family ICIRENZ ITXTOI—HF—7ONT 1 OF—/N) 1 —RT %R
BIBRBENFHYET. F7OC4RIC Lambda BB IA— RZZETERLDNEBEZRTT
EET,

« Okta AZRY U707 L—Nhk % AWS Transfer Family % —/Y— AWS Lambda &R L T

Okta ZHAZLID 7ONAEZ—E L THETDEXRNEZTTL—bN,

« Okta-mfa AZY 57> 7L—NhK : % AWS Transfer Family %+ —/\— AWS Lambda THER T3

ERXFOT7L—RNT, DAZALID 7O/N14 A —& L T Okta & MultiFactor Authentication &
BELET,

« Azure Active Directory T 7' L—K : CORARY VOFMICOVWTIE, 7OJEE "Azure

Active Directory & AWS Transfer Family i &k % DFREE AWS Lambday TEHBEhTUVE
9o

ARYONFTO/4E NS, CloudFormation AV —ILOHEHIRT TARY U QOFMERT
TEFY,

CNSOAZRYIOVNThAZTFTOATREN, HAZALID 7O/NA4 X —%Transfer
Family 7—2 70— ICHETESATHREBERBRAETT,

E%7x Lambda {E

ROKREF., DARALAID 7ONAF—ICFEHE % Lambda BEIC 2L\ T Transfer Family A" [+ A
NBEOFHMICOVTOHATT,

& B I
Role Amazon S3/NNXT Y MK WA

& Amazon EFS 774 )L
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https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-secrets-manager-lambda.template.yml
https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-okta-lambda.template.yml
https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-okta-mfa-lambda.template.yml
https://s3.amazonaws.com/aws-transfer-resources/custom-idp-templates/aws-transfer-custom-idp-basic-lambda-azure-ad.template.yml
https://aws.amazon.com/blogs/storage/authenticating-to-aws-transfer-family-with-azure-active-directory-and-aws-lambda/
https://aws.amazon.com/blogs/storage/authenticating-to-aws-transfer-family-with-azure-active-directory-and-aws-lambda/

AWS Transfer Family

Q—H—H1 K

(]

PosixProfile

ST
SATLANDI—Y—DOT
VtEAZHHTHIAMO—
JL® Amazon )Y —AxX—
L (ARN) ZiEELE T,
Amazon S3 < OO—JLIC
TRYFENLERID —&

. Amazon S3 ¥ /= l& Amazon
EFS 774N ATLED
BT7 7ML EERET S
C1—Y—ICRHITZT It
ALRILZERELET. IAM
O—=J)LICkk, 1—Y—nixiX
DOTANENETDEEIC
B—N—HDDVV-RIZT Ot
ATEDRSILTHEHEER
EEHBIHBENBYET,

EHEEFE O QI DL
Tk, EEBRERITRL
@ ESBLTLIEE,

1—4—IDUid)., FIlL—
7°ID (Gid ) . & &KV Amazon
EFS 77 AN AT LAND
1—H—0OT7 0 tAZHHT
PEEOEAAVIIN—T
IDs (SecondaryGids ) &
XL POSIXID, 774
SATLAADT7AINETA
Lo MDICEREE 1 zPOSIX
TOEAHFTIZKY), Amazon
EFS 77ALNATLED
BT7 7N 2EETIEIC
1—H—HNBB2TIVEALAX
WHFREVET,

WA

Amazon EFS NY > T AN
L—ICSETT

NAZLID 7ONAF—1—H—
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Q—H—H1 K

(]

PublicKeys

Policy

HomeDirectoryType

S

COI1—Y—ICHRXSSH
NTVYOF—EOVAN,
ZOUANFIAAEHZO
TA2TRBEVCEZTRLE
To INAD— RFBAFICIEL
TREYERE A

BHEOI1I——TRUIAM
A—I)ZFERATED LRSI,
d1—4H¥—nty>arRy
S— ORI —, 11—
Y—T OV AODAI—T%
Amazon S3 /N7 Y M —FIC
BYVIAKZRETT,

1—H—HH—N—cOv 4
SFBEER—LTALY
NIETBSYTFATTT A1
LYK (7#LA) DA
7

- I[CERET B EPATH, 1—
H—GE774)&E7O
ANTZAT > NIHEX
Amazon S3 N7 Y NF LI
Amazon EFS/NAZENDE
ERTRLET,

- ILRETREBE
(&LOGICAL, HomeDirec
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FTRIRENHYVET,
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Q—H—H1 K

(]

HomeDirectoryDetails

HomeDirectory

(® Note

S

A—H—ICRREES
Amazon S3 E 7zl Amazon
EFSINAEF—&, RTRFA
EERIEETIWRETALY
NUXYE>Y, Entry &
TargetR7 ZBET D HE
FHWET, BNASED
ESICRTENDNEntryZ
A~LU. Target FEE®D
Amazon S3 E =zl Amazon
EFS/NATT,

A—Y—=HIVZ4T> ~NefE
ALTHY-—N—-COJ1>
gHEED, I—HF—-—DF>
TAVTTFALI RN,

WA

HomeDirectoryType [
LOGICAL DEAN S B ZE IC &
A

FA73a>T9,

HomeDirectoryDetails EX Y 7 OXFHRR TTISON, chik, EEENDISONY Y7
F7 TV NTHYPosixProfile, XFHNISONELFIPublicKeysTH 2 & IFHBHIT
o SRREAOFHMICOVWTE., O—RflZzZRLTEEL,

Lambda B8 ® 5l

cOtU> 3> Tk, NodedS & Python DI F TEAE % Lambda BHOHIZ VWS DABHLE

EE

(® Note

ChsOfITE, 1—%—, O—J, POSIXZO77 A, NAT—K, K—AF1LIK
UORENTRTHTH Y, EROBICESRIDAEF B ET,
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Logical home directory, NodeJS

LR ® NodedS 2 7L BHIE, "@WEAR—LTALIKN) ) Z2H 21— —0FMZRHAL
ED

// GetUserConfig Lambda

exports.handler = (event, context, callback) => {
console.log("Username:", event.username, "ServerId: ", event.serverld);

var response;
// Check if the username presented for authentication is correct. This doesn't
check the value of the server ID, only that it is provided.

if (event.serverId !== "" && event.username == 'example-user') {
var homeDirectoryDetails = [
{
Entry: "/",
Target: "/fs-faalal23"
}
1;

response = {
Role: 'arn:aws:iam::123456789012:role/transfer-access-role', // The user is
authenticated if and only if the Role field is not blank
PosixProfile: {"Gid": 65534, "Uid": 65534}, // Required for EFS access, but
not needed for S3
HomeDirectoryDetails: JSON.stringify(homeDirectoryDetails),
HomeDirectoryType: "LOGICAL",

i

// Check if password is provided
if (levent.password) {
// If no password provided, return the user's SSH public key
response[ 'PublicKeys'] = [ "ssh-
rsa abcdef0123456789abcdef0123456789abcdef0123456789abcdef0123456789" ];
// Check if password is correct
} else if (event.password !== 'Passwordl234') {
// Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {};
}
} else {
// Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {};

HAZLID 7ONA A —1—H— 206


https://docs.aws.amazon.com/transfer/latest/userguide/logical-dir-mappings.html

AWS Transfer Family I1—H—HA R

}

callback(null, response);

i

Path-based home directory, NodedJS

LT ® NodedS 2 7IILE#IE, NARK—ADKR—L TFALI NI ZFE DIV —0FEZR
HLFET,

// GetUserConfig Lambda

exports.handler = (event, context, callback) => {
console.log("Username:", event.username, "Serverld:

, event.serverId);

var response;
// Check if the username presented for authentication is correct. This doesn't
check the value of the server ID, only that it is provided.
// There is also event.protocol (one of "FTP", "FTPS", "SFTP") and event.sourcelp
(e.g., "127.0.0.1") to further restrict logins.
if (event.serverId !== "" && event.username == 'example-user') {
response = {
Role: 'arn:aws:iam::123456789012:role/transfer-access-role', // The user is
authenticated if and only if the Role field is not blank
Policy: '', // Optional, JSON stringified blob to further restrict this user's
permissions
HomeDirectory: '/fs-faalal23' // Not required, defaults to '/'
};

// Check if password is provided
if (levent.password) {
// If no password provided, return the user's SSH public key
response[ 'PublicKeys'] = [ "ssh-
rsa abcdef0123456789abcdef0123456789abcdef0123456789abcdef0123456789" 1];
// Check if password is correct
} else if (event.password !== 'Passwordi234') {
// Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {};
}
} else {
// Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {};
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}

callback(null, response);

i

Logical home directory, Python

LT O Python 2 7IILBBIE, "REAR—LTALIKN), ZHOI—Y—OHMEZRMHL X
ER

# GetUserConfig Python Lambda with LOGICAL HomeDirectoryDetails
import json

def lambda_handler(event, context):
print("Username: {3}, ServerId: {}".format(event['username'], event['serverId']))

response = {}

# Check if the username presented for authentication is correct. This doesn't
check the value of the server ID, only that it is provided.

if event['serverId'] != '' and event['username'] == 'example-user':
homeDirectoryDetails = [
{
'"Entxy': '/',
'Target': '/fs-faalal23'
}
]
response = {
'Role': 'arn:aws:iam::123456789012:ro0le/transfer-access-role', # The user will

be authenticated if and only if the Role field is not blank
'PosixProfile': {"Gid": 65534, "Uid": 65534}, # Required for EFS access, but
not needed for S3
'"HomeDirectoryDetails': json.dumps(homeDirectoryDetails),
'HomeDirectoryType': "LOGICAL"

# Check if password is provided
if event.get('password', '') == '':
# If no password provided, return the user's SSH public key
response[ 'PublicKeys'] = [ "ssh-
rsa abcdef0123456789abcdef?123456789abcdef0123456789abcdef0123456789" 1]
# Check if password is correct
elif event['password'] != 'Passwordl234':
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# Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {}
else:
# Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {}

return response

Path-based home directory, Python

LT O Python 2 7IILBHIE, NAR—ADFKR—LTFAL I N ZHE I —0FMZzRME
LERT,

# GetUserConfig Python Lambda with PATH HomeDirectory

def lambda_handler(event, context):
print("Username: {3}, ServerId: {}".format(event['username'], event['serverId']))

response = {}

# Check if the username presented for authentication is correct. This doesn't
check the value of the server ID, only that it is provided.
# There is also event.protocol (one of "FTP", "FTPS", "SFTP") and event.sourcelp
(e.g., "127.0.0.1") to further restrict logins.
if event['serverId'] != '' and event['username'] == 'example-user':
response = {

'Role': 'arn:aws:iam::123456789012:r0le/transfer-access-role', # The user will
be authenticated if and only if the Role field is not blank

'Policy': '', # Optional, JSON stringified blob to further restrict this
user's permissions

'HomeDirectory': '/fs-fs-faalal23',

'"HomeDirectoryType': "PATH" # Not strictly required, defaults to PATH

# Check if password is provided
if event.get('password', '') == '':
# If no password provided, return the user's SSH public key
response[ 'PublicKeys'] = [ "ssh-
rsa abcdef0123456789abcdef0123456789abcdef0123456789abcdef0123456789" ]
# Check if password is correct

elif event['password'] != 'Passwordl234':
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# Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {}
else:
# Return HTTP status 200 but with no role in the response to indicate
authentication failure
response = {}

return response

HEZTANTD
AAZLID Z7ONA T —2EBLIZS, BREETANTDHBEN HVET,
Console

AWS Transfer Family A2V =)l ZEAL TREZTANTBICE

1. AWS Transfer Family 1>V — )L ZHAZ £ 9,

2. [Servers] (H—N—)R—=THLVWH—/N—%2EIRL. [Actions] (7 V> 3>) zERLTH
S [Test] (TARN) Z&IRLET,

3. AWS CloudFormation AR Y V9 #F7O4 L EEEICKRELEI—HY—RBENAT—RD

FFARNEANLET, F7ALRNOATIIVOEELFE, I—Y—FE myuser, /NA
J— Ri& MySuperSecretPassword &%V 3,

4. AWS CloudFormation AZY 02 F7OA4 T2 EEILRETDEHEEE. Y—/N—70OK81
ILZEZBIRL, YV—AIPOIPF7RLAZADLET,

CLI
ZFERALTREZTANTSICE AWS CLI

1. test-identity-provider AN RZEITLET, UMBOATY T THRHHATEILSIC, ThELOD
user input placeholder ZIMBNBEHRICBEBRZIE T,

aws transfer test-identity-provider --server-id s-1234abcd5678efgh --user-
name myuser --user-password MySuperSecretPassword --server-protocol FTP --
source-ip 127.0.0.1

2. Y—N—IDZAHBLFET,
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3. AWS CloudFormation A& Y V& F7O4 LEEEICRELEI—TF—RENAT—R%Z
AALET, F7FILMOFTIa>oFrFELEE, I—H—FlE myuser, NAT—RE
MySuperSecretPassword &%V E T,

4. AWS CloudFormation A2 Y V%2 F7TOA4 T2 EEILRKRETHHAE. Y—/N—7O~3)L
EV—AIPF7RLAZABDLET,

JI—H—FREENRINTDE, TANEStatusCode: 200HTTPL ARV A, ZNDXFF Message:
" (ENUADOBERARBMOEHZEL ). $KU Response 71 —I)LRZRLET,

(® Note

LTOL AR ABITIE, Response 71 —JLRIE "XF5L, (FOJSLRNTHEATE
5779 NJSONXZEHICER) ENIJSONATZ T IO RNTHY), I—H—0O—-ILETH
T AFTOFHEN EENTVET,

{

"Response":"{\"Policy\" :\"{\\\"Version\\\":\\\"2012-10-17\\\",\\\"Statement\\\":
CONNN"SLid\\\":\\\"ReadAndListAl1Buckets\\\", \\\"Effect\\\" :\\\"ALLow\\\", \\\"Action\\
\":[\\\"s3:ListAl1lMybuckets\\\",\\\"s3:GetBucketLocation\\\",\\\"s3:ListBucket\\\",\\

\"s3:GetObjectVersion\\\",\\\"s3:GetObjectVersion\\\"]1,\\\"Resource\\\" :\\\"*\\\"}1\",
\"Role\":\"arn:aws:iam: :000000000000:role/MyUserS3AccessRole\",\"HomeDirectory\":\"/
\II}II ,

"StatusCode": 200,

"Message":

Amazon AP| Gateway ZfEAL T ID Z7ONA X —%Z2HKET S

cORNEY U TIE., AWS Lambda BB#Z AL T APl Gateway XV Y RENY O T YT T2 FE
COWTHBALET. ID 7ONAH —%FKEETDRESTUAPIZ O I AFHERBE, £k AWS
WAF ZERAL T A7OYF O JELEFL—NEBRUIVIANMNIZOMEEZTRAITREERE., 20
F7avaEERALET,

AP| Gateway ZFAL T ID 7ONA Z—ZHRETHHEEDOHIR

s COBRBEAAZLRXAZZHR—RNLTLVEEA,
« CORERTZAR—KAPIT—RD T4 ZHR—-—MLTVWEEAURL,
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CNSOVWTNANBELZEEIE., AP —RNJI(Z2FEHEBF(C. Lambda Z ID 7ONAMF—¢&
LTCEATEET, SFMICOVWTIE., TAWSLambda ZEAHALTID 7JONAME —%HEET 5, &S
BLTLEEZL,

AP| Gateway XV v RZfER U 1=7%GE
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I3E, IVRKRAVNEERL T, HTTPSTXRTOBEEAPII=IFEF21 )T 1 2L L TEE
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Ky EBBLTIEE W,

APl Gateway l&, EVWSBEIORRASEERBHELET ., ChICKVAWS_IAM, AAEB AWS BIICE
9% AWS Identity and Access Management ( IAM) ICE D<K R RURIAN R hET, T

AL ZBMICT D EAWS_IAM, ZHUHIATRHBERZEFEDOREEOHKY . TO APIOAPIY — K
JIAXYY RIZEEAPITEET,

Transfer Family D h AR AL ID 7’O/NAF—& L T APl Gateway XV Y REFERA TSI
l&. APIGateway XV ¥ RIAM®D ZBMICLET, cOT7OLAD—IRE L T, Transfer Family A"
F—RIIA 2FERTHIEOOT IV EAFTZIAMO—-)LICRAELET,

(® Note

EXIVFTA4ZALEERILEDIC, VITTFTVT—2320TFPATIA—)ERETE
£9. AWS WAF [&, Amazon APl Gateway IC#zixE 11 d HTTPE K HTTPSU T A K
BEZRVITEDIDITTTIT—232T7F7ATI4—)ILTT, FHMBICOVWTIE,
Fr)I7TF7VT—23 07 F7ATOA—)EEMNTS1 ZSRBLTLEEV,

Transfer Family TOAH AR LAFREEIC APl Gateway XV Y RZFERAT 3 ICIE

1.  AWS CloudFormation AZY VR LET. cNhERTTDICIE:

® Note

AZYOF 7L —REBASEG4, T —RENENAD—REFEATEDELSICEHR
ThELE, FRICOVTE, T, #253HBL T E&LVAWS CloudFormation 7> 7
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a.

AWS CloudFormation J1>Y —JL % https://console.aws.amazon.com/cloudformation TR &
9,

FP1—H—HAR, O "ARZYIOTUTL—MNOER, O "BRFOT>7L—
N AWS CloudFormation A5 A& Y V& F7 0433 FIRICHVWET., https:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-

stack-template.html AWS CloudFormation

Transfer Family THAX AL ID 7’O/NAF—& L TR T3 AWS Lambda-backed API
Gateway XV VY REERTBICE, ROVWThHAOEERTFTTL—NZFERALET,

« EXRAEYITVTL—h

T7 ) NTE, APIGateway XV Y RIFAAZALAID 7ONAMA—ELTHEAE M,
N—RI—R&n/ SSH (Secure Shell) F—FLFE/NAD—RZFEHALT, E—0H—
N—HROE—OI1—H—2ZFALET, F7O4&IC Lambda B IA—RZZEThiE
EBRDNBZERITTEERT,

« AWS Secrets Manager AR Y 957> 7L —h

77 # )L NTE, APIGateway XV ¥ K&, Secrets Manager ® FEX O I K1JIC

U TERREL £ 9 aws/transfer/server-id/username, €52, —2JL Y ~
l&. Transfer Family 2 RE B IXTOI—H—7ONT 1 OF—/N) 1 —RT7 2RE
TRIMBENFHYVET, F7OMRIC Lambda BB I— RZZETEREDNEBEZRT
TZEFET, FHMICOVWTIEE, 7OJ58%E " AWS Transfer Family 2 A 32 -HD/VA
7 — REVEEE BRI TS AWS Secrets Manager; 2B L T &V,

Okta AZY T 7L—h

API Gateway XV ¥ Ri&, Transfer Family ® AAX AL ID 7O/NAF—& L T Okta &£#f
GENET, HFMICOVTIE, 7OUFE TAWS Transfer Family T Okta % ID 7°0/\ A
A—eLTES Z5RLTLSEE,

CNSODARARYIOVThAZETFTOCTEEN. HAXALID 770/NA & —%&Transfer
Family D— 2 70— ICHMETES5ATHREBMELAETT, FAXY U Lambda B¥Z EH
LT, APIS—RDJIAICESI<KAPIXVYY RZEHR—KNLET, TDO&E, Transfer Family ®
DARLID 7ONAF—ELTAPIXYY REFEATEXRT, 77 4L NTIE. Lambda B8
ik, myuser EVWSE—N1—4—% MySuperSecretPassword ®/NAD— RTEIL £
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T. FTOC%E, ShSORIEBHREMET 5 Lambda A — KEEH T hERE DL
BERFTEET,
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T7FZLROI—HY—ENAD—RFBIABHERET DL EZHBHOLET,

ARV IONFFTOA4ENES, CloudFormation AV —)ILOHEIRTTARY VOFMERT
TEET, CNSOFMIE, ARXY IO Amazon VY —AZ—LAL (ARN) ., AZY IHNFERL
IAMO—JLARN® . iLWS—RKRJIAURLDO FEENET,

® Note
AAZRLD Z7ONAE—F7> 32 #EALTA—HF—0O/NAT— RR—ADFRiZ
BMIZL. APIGateway NM'IRMIBD VIV ITANEL AR AOOTREEEZEMICTS
&. APIGateway & 1—H—®0/V AT — K% Amazon CloudWatch Logs (528 L £ 9,
ARERETCCOOTZFERATAIEEREREThELEA, FHICOVWTE, AP TS —
ROIATFROYN=HAR, ® "F—KDI A TDH CloudWatch APIO T EEFR D&
i ESBLTLIEEL, AP

2. Y—/\—0 API Gateway XV Y REBEZHRALET, ChZERITTBICE:

a. T APl Gateway 112V —)LZB & & ¥ https://console.aws.amazon.com/apigateway/.

b. 77 L—RMA4ERKL Iz Transfer Custom Identity Provider @ EZAAPI AWS
CloudFormation 7> 7L — K ZEBRLET, ¥'—MNIIAZRRTDICEF., V-3 %
BRTDVENHYVET,
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Method request settings
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AWS_|AM
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Request paths (0)
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URL query string parameters (2)
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HTTP request headers (1)
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PasswordBase4

Request body (0)

Content type

« Integration response
Integration response Method respanse Test
APl key required
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Generated based on method and path

v Caching

No request paths.

No request paths defined

v Required v Caching
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v Required v Caching
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¥  Name

No request body

No request bady defined

CORRT, APIT'—RNDIA( 277014 T2 EBNIEBEVET,

3. FUar T, #7704 APIZEIRLFT, [Deplyment stage] (7' 04 AT—=0) T [prod] &
BIRL TH S [Deploy] (7°04) ZBIRLET,

Gateway APIX YV Y RAERBICTF7OMENES, RDAT V=223 Y NMCRTRSIE, 0
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APl Gateway » APls » Transfer Custom Identity Provider basic template AP .| > Stages

Stage actions ¥ Create stage

Stages
prod Stage details info Edit
Stage name Rate Info ACL
prod 10000
API cache Burst Info Client certificate
© Inactive 5000
.execute-api.us-east-1.amazonaws.com/prod I
Active deployment
tBaqrm on December 12, 2023, 10:49 (UTC-05:00)
Logs and tracing info Edit
1
CloudWatch logs Detailed metrics X-Ray tracing
Error and info log; @ Inactive © Inact
Custom access logging
© Inact
Stage variables Deployment history Documentation history Canary Tags
Stage variables (0/0) Edit
Q Find resources 1
Name . Value v

No variables

No variables associated with the stage.

Manage variables

T AWS Transfer Family 2V — )L %Z B & & 7 https://console.aws.amazon.com/transfer/,

ARY U OERKIC, Transfer Family MERE TV BRTTT, TS5 THEWVWESE, ADR
7y 7 EEALTY—N—ERELET,

[Create server] (H—/N\—DERR) %8RI % & [Create server] (H—/N\—DER) R—2 H'FF
EEXY, ID7ANAZ—ZBRT S Tk, KOAIV—223Y NIRTRSIZ, hAR
L ZERL ., Amazon API Gateway ZEAL T ID Z7ONM A — IZEHKELET,

a.
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Choose an identity provider

Identity provider

Identity provider type

An identity provider manages user access for authentication and authorizatio
Service managed AWS Directory [ =]
Create and manage Corvice Info

users within the servics Enable users im AWS
Managed Al oF Lise

your cwn self-managed
A IN your on-premises

environment or in AWS

Custorm ldentity
Provider Info
Manage users by
Integrating am hoentity
provider of your cholce

Use AWS Lambda to connect your identity provider  infa

Imvoke an AWS Lambda function to call your identity provider's AP for user aw

© Use Amazon APl Gateway to connect your identity provider info

Use a RESTful APl method to call your identity provider's AP for user authentic

Provide an Amazon API Gatewsay URL

Role

1M role for the service to invoke your Amazon API Gateway URL

EFXT,

thentication and author

athon and authonzatio

v

Zalidn

Cancel Previous m

b. Amazon APl Gateway URLZRHITBDTHFARNKY VRAIL, COFIEOARATY 7 3 THEK
L 7= APl Gateway T RARA 2 NOEFHLUURLTY RLAZEBEYWHTFET,

c. O—JL Tk, AWS CloudFormation 7> 7L —KMIZ&k 2 THERE hiZIAMO— )L ZERL
£9, coOO—JLICKV), Transfer Family GAPIF—RJI A XYY REFFHTZEHNT

HoHELO—IICE., ATY 7 1 THERL = AWS CloudFormation AR ¥ 2 BIZiEIR
LEARZRYOBNEENET, XKOKSIBFENXTI: CloudFormation-stack-name-
TransferIdentityProviderRole-ABC123DEF456GHI

d BRYUDT714—=)LRIZ{EZADL THS [Create server] (F—/N\—DER) ZBIRLE T,

B—N—ZERTD-HDFEY OFIROFMIC DO WVWTIE,

N=TIT2VRRAVPDEES 25RLTILEE,

"SFTP. FTPS. £/ @FTPY—
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AP| Gateway XV v ROER

Transfer Family DA AR L ID Z7ONAH —ZEH T BICIE, APIGateway XV Y RTUY—2R
INAD DE—DXYVY REEETIMBENHV) FT /servers/serverId/users/username/
configo serverId & & usernamefBFRESTUI) Y —ANANSEBENET, Tk, XOK
CRTEDIC, XYY RUIVITARN IZ sourcelpe ZURLY T XFEH/NT X—~Aprotocol& L

TEMLERT,

Resources

Create resource

[E] f{serverld}
[ fusers
[E /{username}
[E /eonfig

GET

(® Note

fservers/{serverld}/users/{username}/config - GET - Method execution

RN Res elD
arn:aws:e) te-api ast awail
1 ¥*/GET/servers/{serverld}/users/{username}/config
- Met! ) - Int tion t
—=
Client
— Metl P — t
Method request Integration request Integration response Method response Test

Method request settings
Authorization
AWS_IAM

Request validator

Mone

Request paths (0)

Name

URL query string parameters (2)

Name v Requir
protocol alse
sourcelp False

APl key required

SDK operation name

Generated based on methed and path

v Caching
No request paths

No request paths defined

v Caching
@ Inactive
@ Inactive

AP| actions ¥ Deploy API
‘ Update documentation || Delete |

A—H—FE, BDP3XFE, BR100 XFICTEIHENHYET, I—F—RBICERATE
BXFR, az. AZ, 09, PYA—ARAT (_). N7V (-). EUFR(..). Yk
I—7 (@) TFo EEL, I—H—RBRNAT7> (-). EUFR(..). PYKRI—Y
(@) THHBERTEER A,
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Transfer Family A" 1—H— IR > T/NAD—RFBEEZFAA D &, F—E AN Password: AV
A—T714—=)L RERHLFET, Password: AV X —HANBFEELBZEVEE, Transfer Family &/N71) v
OF—RWATI—H—2RALEISERAZET,

IV RI—Y—ORAERAICID 7AONA I —2FERATHEHEE, T2 RI—Y—NFERTD IS4
PoRODIPFPRLACEDIVWTTZ VAV VI AN EZHAERLFESRTEERT, COMEZFERT
&, SANTY NELEF AmazonEFS 77 AL AT ALAILREENET—XIC, FEEAELT
BELEIPT7RLANSODGK, YR—REATVWR7ORNILBHTT IV EATEDLSICEYE
To COBBEEBMICTBICE, sourcelpZ VT UXEHICEDDIHLENHYET,

H—N—T"EHBOZ7ORILZEMCLTSY, EBHo7ONILTRAL I —REZFERALTT Y
ERERHELAEWVEES, 70N JLICEEORIERY ID 7ONA X —ICREE N TWBRY .
FS5TBENTEXT, COMBEEAMICTSICIE, RESTUl Y —R/NAIZ protocol B E®
PRENHVYET,

AP| Gateway XV Y RFEICHTTPAT—RAO—R ZRIBEN H') £T200. TO/HDOHTTPA
T—RAO—RE, NOF7 IV EARICIZT—HFHELKXL EAPL

Amazon S3 O L AR AN Al

LARAEXZOHIE, Amazon S3 DXDFERDISONRFIXNTT,

"Role": "IAM role with configured S3 permissions",
"PublicKeys": [

"ssh-rsa public-keyl",

"ssh-rsa public-key2"

1,
"Policy": "STS Assume role session policy",
"HomeDirectory": "/bucketName/path/to/home/directory"
}
® Note

R —RBXFIISONELTIART—TENnET, Hi:

"Policy":
Il{
\"Version\": \"2012-10-17\",
\"Statement\":
[
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{\"Condition\":
{\"StringLike\":
{\"s3:prefix\":

[\"user/*\", \"user/\"1}},
\"Resource\": \"arn:aws:s3:::bucket\",
\"Action\": \"s3:ListBucket\",
\"Effect\": \"Allow\",

\"Sid\": \"ListHomeDir\"},

{\"Resource\": \"arn:aws:s3:::*\",
\"Action\": [\"s3:PutObject\",
\"s3:GetObject\",
\"s3:DeleteObjectVersion\",
\"s3:DeleteObject\",
\"s3:GetObjectVersion\",
\"s3:GetObjectACL\",
\"s3:PutObjectACL\"],

\"Effect\": \"Allow\",

\"Sid\": \"HomeDirObjectAccess\"}]

}Il

ROLARYADBIE, WEBR—LTALINIRATZEIRZI—F—2RLTVET,

{
"Role": "arn:aws:iam::123456789012:role/transfer-access-role-s3",
"HomeDirectoryType":"LOGICAL",
"HomeDirectoryDetails":"[{\"Entry\":\"/\",\"Target\":\"/MY-HOME-BUCKET\"}1",
"PublicKeys":[""]

}

Amazon ® L AR AEFSH

L AR AR DOHIE, Amazon DIXDFEXDISONRF 1 X NTTEFS,

{

"Role": "IAM role with configured EFS permissions",
"PublicKeys": [
"ssh-rsa public-keyl",
"ssh-rsa public-key2"
1,
"PosixProfile": {
"Uid": "POSIX user ID",

HAZLID 7ONA A —1—H—
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"Gid": "POSIX group ID",
"SecondaryGids": [Optional list of secondary Group IDs],

},
"HomeDirectory": "/fs-id/path/to/home/directory"

}

Role 74 —J)L RIFRRREICHRIIL & ZRLE T, NAT—RPBIAZERTISEE

(Password: AY A —#IEETDHBE ). SSHNT VY OF—%2BEHITIMBBEH ) EBA, 1—
H—ARIATEBRWVWEES (EEAE, NAD—RHFELLBWVWEES), XYY RiE Role ZREETIC
LARYRAZBRTHBENHVET. COKDIBLARADHIE, ZOISONATZIVRNTT,

ROLARYADBIE, WEBR—LTFALINIRATZFEDDA—F—ZRLTVET,

{
"Role": "arn:aws:iam::123456789012:role/transfer-access-role-efs",
"HomeDirectoryType": "LOGICAL",
"HomeDirectoryDetails":"[{\"Entry\":\"/\",\"Target\":\"/faalali23\"}]",
"PublicKeys":[""],
"PosixProfile":{"Uid":65534,"Gid" :65534}

}

Lambda BIEKIC k. JSONEROI—H—RU—ZEHBENTEEXT, Transfer Family TO
I—H—RI—ORBREOFHICOVTE., "7I0LAORO-IIOEE, Z2Z8RLTLEEV,

77 # )L N® Lambda E8%K

RBDRAEZERKETBICE., Y— NI/ TEATS Lambda BHRZRELET, 77V T—
2AVOI—REFRETLHIC, Node.js ATXOD Lambda B Ol ZFEHTEE T, Lambda OF¥
MICOWVWTIE, AWS Lambda RO Y /N—HA REE "Node.js IZ& % Lambda BIZDESE, =
ZRLTLSEEY,

LR ® Lambda B0 HITEH, I1—H—F, NAT—R (NAD—RBIAZT>TVRHE).,
H—N—ID, ZOR3JN, 94T 2NIP7RLAZZITEH>TVET, chsOALZHBAEED
BTHEATRE, I D7ONAMET—2BRREL, QA EZFUITIHNESHEHMTEET,

(® Note

B—N—TERO7ORILZEHICLTHY, EHO7ORNIITRALI - —BZEH
LTV ARZRHLZVESE. Z7ORINCEEORERE®RY ID 7ONMF—ICREE
NTVWBRY, T5TFBDENTEFRT,
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77 A4I)EX7 ORI (FTP) Tlk, Secure Shell (SSH) 77 A4 )LExE7ORII () &
77ANEEZ7ORNII (SFTP) SSL L @ RID R EREHFITDLEZHHHLET
FTPS, SFTP & Lk E4 V), FERIMEHRZ7L—2TFANTFTPEFBFTPT 212
FTPS, ICREBIDRIIMEREZMIETHCLEZHEOLET, SFTP £k » SFTPERELE
WEDBT D ETFTPS, FIPRAIBEBMARBEE LR LBEEhLIGEE, 2FATHIV—7
O— R, SFTPELE FZEFTPSICHEY) £,

COBEBOHIF, O—ILERBR—LTALIN)OFEH. 2oV (ARBRAEZRITIZDHEIL
F)NTVY OF—2RLET,

H—EABERRI—Y—2EHTDEER., TOI1—H—DKR—LFALINIZRETALIN
DEREFYMEBTFALIRNJICHKRELET, BRI, BROI—Y—ICYEBENELERENSETAL D
NUBEZIEADIZIE. Lambda BROBRENYVETT, RETD/NTX—REE, OEICK>TE
ZV) &£ 9, HomeDirectoryType 7 1 —J)L K,

« HomeDirectoryType |ZE%E — PATHHomeDirectory7 4 —J)L RiF, I—H—ICKRTE B HEx
Amazon S3NTY R TL 74 Y U AEIE Amazon EFS #EX/NATHBDLENF HV)ET,

==

« HomeDirectoryTypeA'LOGICALICEREE 11D 3F S — HomeDirectory7 4 —J)LRZERKE "L
WTy <EEV, ADYIZ, THRASIATLREEFKIC, BHOINJ/Z—=TY NIYEY
J%ZRM TS HomeDirectoryDetails 7 1 —J)L RZFREL £9, HomeDirectoryDetails H—E
ANZ—D RI—H—0O NTAX—X,

B O fFllELambda B OHIICREE N TVWET,

TEMAT S Lambda BI¥ AWS Secrets Manager

ID 7’0/ 4 &' — AWS Secrets Manager £ LT 2R3 %21k, H#>7° )L AWS CloudFormation 7
> 7'L—HK® Lambda BB FEAL £F, Lambda B%kid. SREEE#R % FH L T Secrets Manager
H—ERIZOVIVEETL, RUWITHEREEENES—IL Y NERLET, Secrets Manager D&f
MIZDWTIE, AWS Secrets Manager 1—H'—H4 RESBL TS EEL,

— ) Lambda B FEHA T2 H > 7 )L AWS CloudFormation 7> 7'L—K&2X D> O—RT3IC
(k. PRI S Amazon S3 /N Y N AWS Transfer FamilylCBEIL £9,

AWS CloudFormation > 7L —NOXE

AP| Gateway 1 2 —7 T4 AN, 208 CloudFormatonE hi=FT > 7L —NIZHEBEEhELE, T
7 L—KTE, APIS —RNJI A TBASEGAT Y A—RENENAT—REFERATEZIRSICHYE
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L. BFEOTF7O/ . ORIl TolEHREMELTTHY. EXMNAZ USASCINFEY
NAADXFZDNADT—REFAEAhETEA,

COBEZEMCITZDTVITL—MNOEERAXODESY TT,

» GetUserConfigRequest AWS::ApiGateway::Method UV —RICFC
MRequestTemplates I— RAMETY (RHMEDTTREHETNIZITTY )

RequestTemplates:
application/json: |
{
"username": "$util.urlDecode($input.params('username'))",
"password":
"$util.escapeJavaScript($util.base64Decode($input.params('PasswordBase64'))).replaceAll("\

\I" "'")"
’ ’

"protocol": "$input.params('protocol')",
"serverId": "$input.params('serverId')",
"sourceIp": "$input.params('sourceIp')"

}

« PasswordBase64 AY A —%FEHATBIZIE, GetUserConfigl) Y —ARequestParameters®
EEEITRIHENHYNET (RHMEOITREHENIZITTT ),

RequestParameters:
method. request.header.PasswordBase64: false
method.request.querystring.protocol: false
method.request.querystring.sourceIp: false

ARV ODTUTL—RIBHLESHZHITITSICE

1. AWS CloudFormation 222V —JL % https://console.aws.amazon.com/cloudformation TH&E &
ED

2. RABZYITDVARNDES, ARV UZERLET,

3. FMNRILIPLS, TUTL—RERTEEBRLET,

4., LUTZHRALET,

- Z¥FELRequestTemplates, RDITHFHBD & ZHBRBLET,
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"password":
"$util.escapeJavaScript($util.base64Decode($input.params('PasswordBase64'))).replaceAll(
\lll’lllll)ll’

« ZE LURequestParameters. XD{THFHD BB LET,

method.request.header.PasswordBase64: false

BHENETNIRRENBVEERE., A2V IUZRELET, AWS CloudFormation AR Y V% &
MITBHEDOEMICDOVWTIE, AWS CloudFormation " 1—%—HA R, O TARZYOF 7L —b
NDEE | 2SRBRLTLSEEL,

WEFALYMN)ZMERAL T Transfer Family /4 LV MU igE %
LEX RS

AWS Transfer Family H—/N\—7 4 L O NUBEZEGRILTSICE. RETFALINVZFERATESE
I, MEBEFILINVZEFERTRE, 1—Y—4H Amazon S3 /N7 Y MNE=l& Amazon EFS 7 7 4
LN ATALAILERTDEEZICTETS—RTB2DALYXRTVERZEATRIRETFALINVBEZE
LTEET, WETILINVZERATRES. T LI RNINA, Amazon S3/NT Y K&,
BRUEFST77AINSATARZLIY RI—Y—ICHARIDCERBIBZZENTEET,

® Note

Y2 avRUD—RZTOMONTBEGOEAICL>TERZYERTY, BE, I—¥—I1'E
RUET77ALDRKIZTIVEATEDRRSICTREOIC, Y a2RUS—emBF AL
TJRUVDOMAERBEBYEEA, METFALINIERETRERR. Y32 RIS —
EERLBVTSEEZY, AN HDE, POV EAHANEREThZI I A RETD AR
HABYET,

WEFALINVEFERATDE, chroot ARL —2 3 ERENDENDEETTHET, AN
L—>EERNOBNOEFRICI—Y—OIL—NFALIN)AEBRETEET, COE—RTRE., 1—
H—HFBELER—LTFALINVEEGIL—NTFALINVDODARICHZDTALIRNIICEBEHT
EEBA
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ez FE, Amazon S3 1—H—GEF7 UV EAERA /mybucket/home/${transfer:UserName} (CA
OA—TZI00&ENTVEITN, —ZBOIZAF TR, I—H—HFT7F )X % /mybucket/home
CRSN=ARATYTTEET, COHE. 1—H—I&. Transfer Family —/N—Hs5OJF7IKL
THUYOJA > LEBTOH, ZRKOF—LFALIRNJICEYET, chroot ARL—> 3> % E
T92E, CORRIRETDIOEHILETEERT,

NTYRETLTZAYIOATHEDTALINIBEZERTERT, COMBERE. NTYRTL
TA4ORENLTLTVT—RTEBRWHEDTALINVBEZRELLD—0 70— NFH35EE
ICEFMTY, £, Amazon S3 ADEHRDIEERZIBRICV>IVIBEETE, ChiFT1L Y
NONABFTFANSATLADRDZEFRZESRT S Linuxk 77 ALV ATLRICSVRDY Z) >
VEERTIOELATVET,

® WETFILINUFILEXYE>Y
HomeDirectoryMapEntry F—XEI(Z Type/N\TX—ZNEEFNDLSICBEYELE, C
DINTX—BZNFETDHEIIC, Z—TYRNDY T7A4ILNTHIHMEBETALINIIVEDT
ZERTERLRFTTY, UAIICChSsOBEOREBETALINIUNYETZERL EHE
&, BTRWIC TypeZ ICERETDMENHYET, BRELBVEFILE, chsoXvE>Y
FSRELSHMELEEA,
CNnZETS 1 D20FER., UpdateUser ZHUH ULAPI, BEFONYYEJFILED Type
ZICBRETDCETT,

REFALYNUEEATIROL—IL

RETFALIVNINVYEVTZBETDHIIC, ATOILN—IIZEBBRIZIBENFHVET,

- Entry & "/" OFE, EBNARFITEIhEVOT, RETERDIYEVTE120&TY,

- WEBEFALINIE, BRK21MBOXYYE T ZYR—KNLET (P—EANF—I RI—H—
DBE. COHRE 2000 T RITT ), 2EV, YYEVTESETF—RBEORAY A X
E21MBTY, YYEYINEZWERRE, ROLSIIIVYEDTOH A XZHETEERT,

1. MBI YE> T2 FRATEEHLET, CZT{"Entry":"/entry-
path","Target":"/target-path"}. entry-path& target-path I EERT2EEDE
T,

2. TDOXFHIOXFEATIML, 1 (1) ZEMLET,

3. XTI, T—N—RACE > TLWBAINYEYIJOHBEBLTOREHITET,

WETALINVZERATIBEDOIL—I 225



AWS Transfer Family I—H—H4a4K
ATY7 3 THELLEBN 21 MB REDHBE. NYEVTRFHRHRRNTT,

s WTYRNEREE T T7ANZATLAONAN I —RBICEIVWTNTIX—=R{LEhTVRES.
2—4w N& ${transfer:UserName} EHEFEHTE X T,

s B—=TY NFEBBINTYRNKERT7T7ALNATLONAICTDCENTEXRTHN, YXvEVY
& /= AWS Identity and Access Management ( IAM) O—JL (L AR A® Role/NT X—2Z) A
chsONTYRNKLERFT77ALNSATLANDT VL AZREITEDI L ZRBIDHEN HYE
EIS

« HomeDirectory NS X—XNEZFEAL TVWBHEE,. COEFEntryTargetR7IC& 2 THH
WICEREND S, LOGICALHomeDirectoryType/ NTX—ZREBELBVWTIEE L,

« B—UYREATYI L (/) NFTHREDVENHVETHN, ZEETIEER, REDATY
21 (/) ZFEALEVTLEE WTarget, #HlZF. /DOC-EXAMPLE-BUCKET/imagesld&gfaE
NETAH. DOC-EXAMPLE-BUCKET/images & /DOC-EXAMPLE-BUCKET/images/ ZHFAE h
T A

« Amazon S3EA 7TV RNARNTTY, 2FY ., 7HNAFREBETHY ., EBOFAL D
NUBBE®YEBA, PT7VT—23 08 0FAT MDY SstatARL—>3 > &2RHITLUE
HBE, ANL—2I12 Amazon S3 AL TVRBE., IXNTHT7AILELTHEENET,
ZOEEICDWVWTIE, Amazon Simple Storage Service I—H'—HA RO " 7# ) A= FERAL &
Amazon S3 AV —IOAT IV NDOEE ) TREThTVET, 77U T5r—>3a>THT7
AU THINEDstatZ ERICKRRTDHLEN H BB S, Transfer Family Y —/N—DA KL —
<772 a> & L T Amazon Elastic File System (Amazon EFS) ZfERT&E £ 9,

1Y —CREFLONUEREETIEE. BATH/NTA—ZRI-—F— 0K TEE>T
BBVWET,
s H—EREBR ] —H—0FE,. REBT LI KNJNDOE%E HomeDirectoryMappings ([CIEE
LT<<EEL,

« AAZRLID 7ONAZ -1 —H—0FHERF. CWETFALINJEZEELE
JHomeDirectoryDetails,

/A Important
Amazon S3 FA LI RNVUDNT 2 —X O AZ2HE N TDEZBRULAEVREY (—
N—ZERELREHITDEE ), I—NTFALINIFEBRICFETIXEN BV E
T Amazon S3 NIFE. IL—KRT7FIINRXZERTBHICE, ATV 1 (/) TRHLZEONA
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RATZIORNEBRICERL TVWRIRENHVWET, COBBEZERT S LFE. Amazon
S3ONT7#—XRANKBILZRFNTIEHRTY,

WEFILINJE ODFEZE chroot
WEFALYIRNYE chroot EEZFEATAICE, UTOZEEZTHIUEN HYVET,

A—F—CEOHMBFALIVNIZAVICLET, TOLHICE, I—F—ZEREFLEEHRTHE
Z |Z HomeDirectoryType /N\T X—2& % LOGICAL ICEREL E T,

"HomeDirectoryType": "LOGICAL"

chroot

chroot DFE, 1—H—&EICEBE—® Entry & Target DRT7ERE DT AL IV NUBEZER
LEFT, L—NT7FIILAE Entry R4 NTHY), Target XY TEICKDNTY NELRET 7
AN ATLADBRTT,

Example for Amazon S3
[{"Entxy": "/", "Target": "/mybucket/jane"}]
Example for Amazon EFS

[{"Entxy": "/", "Target": "/fs-faalal23/jane"}]

HOBIDRSIZERINAZFESCEETEDL, XOFOKSICI—H—F%E
${transfer:UserName} TR A F+ IV JI_BBRTEEXT,

[{IIEntryII: II/II’ IITargetII:
"/mybucket/${transfer:UserName}"}]

HOBITE, I——R@IL—bFALINIICOYIEN, BEOLUICEBETERE A,
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RET1 LU KEE

REFALIRNIBETE, 1——0IAMO—I)LIYYEJICENSICT IO EATED T IV AFHFA
NFHBBRY, BRONTY NKERBEFST77ANSATLAZEC SSNTY REKLEFT 7ML AT
LADEZEOBFAICEZ—TY NEFE OEROEntryTarget R7 U T ZERTEEXT,

ROEEBEEOHTE, 1—H—H (COJ1>9F5& AWS SFTP, /pics., . /doc, /
reporting® Y7 F4L O KNV EEDIL—KNFALIRNVICHY) ET /anotherpath/subpath/

financials,

@ Note
Amazon S3FAL IO RNVDODNT #—X > RAZKHELTDEZRBIRULAVRY (W—N—%
ERELREEHFITDEE ), I——FLERFBEEENf TILININFEELEVESRRER
TRIVENDYVET, CORBEEZEEREITSDCEE, AmazonS3 D/N T #—X 2 ADHFiE{L &

BNIHERTY,
Amazon DFAEFS, EREFREIYEVIELR / FALINIEERTILEN B
£7,

[

{"Entry": "/pics", "Target": "/bucketl/pics"},

{"Entry": "/doc", "Target": "/bucketl/anotherpath/docs"},

{"Entry": "/reporting", "Target": "/reportingbucket/Q1"},

{"Entry": "/anotherpath/subpath/financials", "Target": "/reportingbucket/financials"}]

(@ Note

T7740ME. XVTUERBED7 A INAIZOKTY T7O—RTEET, D2FY, BIOHT
l&. /anotherpath &7 I(& anotherpath/subpath 4 LI KNJUIZE@ETF7Y7O—RTE
9. anotherpath/subpath/financials O&AN AEETT, £, EETDH/NARGFHFTE
N\, ChsONACEENYTTHERFTEEREA,

EAE, ROXYEVTZERTDELET,

"Entry": "/pics",
"Target": "/mybucket/pics"
.
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{
"Entry": "/doc",
"Target": "/mybucket/mydocs"
1,
{
"Entry": "/temp",
"Target": "/mybucket"
}

774G, ThSONTY ROKICTYTO—RTEET, sftp ZBL THHTESLT
2, L—KhFALIKNY () ODBBETESET. TOTALINVICTTAINETYT
O—RL&5ETRE, PYTO—-RBIEELET, AOOXY RIF, =T A0HE TR
LTWET,

sftp> pwd

Remote working directory: /

sftp> put file

Uploading file to /file

remote open("/file"): No such file or directory

£E 0 directory/sub-directory (7Y 7HO—R3FBIClk. /VA% sub-directory
ICHARNICYY TITR2HXENfHYVET,

A9 O—RUTHERATE S AWS CloudFormation 77 L— k& ¥, BEBF4LOIRNJE 11—
H'—chrootDEEEDNFMIC OV T, AWS AKL—2705® Tchroot ERETF A4 LU KN THEE
ZfEE{LT D AWSSFTP, 2SBL T IEFE L,

WET AL TN OBAH

COBITE, I—H—ZERL. 2 20RBFALIVNIEENHETET, ROV RIF, w#E
T4 LU KNpics&docZERAL THL VWI—H— (BEFEDTTransfer Family ilyt—/N—f) Z4ERK
LEI,

aws transfer create-user --user-name marymajor-logical --server-id s-11112222333344445
--role arn:aws:iam::1234abcd5678:role/marymajor-role --home-directory-type LOGICAL \
--home-directory-mappings "[{\"Entry\":\"/pics\", \"Target\":\"/DOC-EXAMPLE-BUCKET1/

pics\"}, {\"Entry\":\"/doc\", \"Target\":\"/DOC-EXAMPLE-BUCKET2/test/mydocs\"}]1" \
--ssh-public-key-body file://~/.ssh/id_rsa.pub
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marymajorA"BEFNDI1—H—T, R—AFALIRNJDORATHFPATHOIZE, Bi0O1—F— @
NDIAX > REFE>TINELOGICALICEETEET,

aws transfer update-user --user-name marymajor-logical \

--server-id s-11112222333344445 --role arn:aws:iam::1234abcd5678:role/marymajor-role \
--home-directory-type LOGICAL --home-directory-mappings "[{\"Entry\":\"/pics\",
\"Target\":\"/DOC-EXAMPLE-BUCKET1/pics\"}, \

{\"Entry\":\"/doc\", \"Target\":\"/DOC-EXAMPLE-BUCKET2/test/mydocs\"}]"

RORUTFEELTLSEE L,

« F4L U K/DOC-EXAMPLE-BUCKET1/pics& /DOC-EXAMPLE-BUCKET2/test/mydocs#' &
EREELBEVESR, 1Y (FLEEEBEE) NN TILINIZERTBIHBEN BYVET,

« marymajorZH—/N\—IC#EHL Tls -1INV REETIDE, ADELDICKRTRENET,

drwxr--r-- 1 - - ® Mar 17 15:42 doc
drwxr--r-- 1 - - @ Mar 17 16:04 pics

« marymajorlE CDLARILTRTZ7AIUNRTALINIBRERTEEEA, LEL., picsB &K
OdocHIClE, Y7 FALINVUZBMNTEET,

o LN pics&doclC BMLEZT77AIE, FENhEFNAmazon S3 /N A/DOC-EXAMPLE-BUCKET1/
pics& /DOC-EXAMPLE-BUCKET2/test/mydocs ICENEFhEBMENET,

« COBITIE, TOAREMZHRAIDLEHIC2 DOEBINTY NEEELTVET, £EL,
A—Y—CEELEEBTLEINTORETFALINICRAUNT Y NEERATERT,

Amazon OREBTFA LI KN) Z5RETS EFS

Transfer Family ¥ —/\—#" Amazon Z# AL TW3BEEFS, 1—H—HFWEBER—LTFTI1L UKV
THEITDHEIC, I—F—DOKR—LTFALINIERIBY B RVEERAKRT IV EATERT DX
ENfHVUET, I—F—REED2ORBAR—LTALIRNIICKH TS mkdir ORI B WVEH, 0
TALORNVZBDTHERTD LR TEXRE A,

A—H—0OR—LTFALIRNINEERET, I—H—H»1s ANV REETITDE, DATLRAD
ESICIELET,

sftp> 1s
remote readdir ("/"): No such file or directory

Amazon OFRETF AL U N ZFRET S EFS 230



AWS Transfer Family I1—H—HA K

BMTALINIANOERT7 IV EAEZFI>I—Y -, I—F—0OmBR—LTALIN)ZEKT
PRENBHNET,

HAZR L AWS Lambda L A7R> A

WREFALINIE, DAZLID 7ONA S —IZH#T S Lambda BB THEATE
£9, TOEHIZIE, Lambda BIEk THomeDirectoryTypeZLOGICALE U TIEE
L. HomeDirectoryDetails/N\J X—&IZEntry&TargetD{EZEML £, Hi:

HomeDirectoryType: "LOGICAL"

HomeDirectoryDetails: "[{\"Entzry\": \"/\", \"Target\": \"/DOC-EXAMPLE-BUCKET/
theRealFolder"}]"

LTOO—RE, HAKL Lambda FBEEI—ILA S DRIL AR ADHITT,

aws transfer test-identity-provider --server-id s-123456789@abcdef® --user-name myuser
{

"Url": "https://alb2c3d4e5.execute-api.us-east-2.amazonaws.com/prod/servers/
s-1234567890abcdef@/users/myuser/config",

IIMessagell: mnn

4

"Response": "{\"Role\": \"arn:aws:iam::123456789012:r0le/bob-usa-role\",
\"HomeDirectoryType\": \"LOGICAL\",\"HomeDirectoryDetails\": \"[{\\\"Entry\\\":\\\"/
myhome\\\", \\\"Target\\\" :\\\"/DOC-EXAMPLE-BUCKET/theRealFolder\\\"}]J\",\"PublicKeys\":

\"[ssh-rsa myrsapubkey]\"}",

"StatusCode": 200

}

® Note
"Url": Tk, DAZALAID Z7ONAA—ELTAPIGateway XV Y REFEALTVRES
DHBENET,
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AWS Transfer Family SFTP X% X

AWS Transfer Family SFTP 1%V &k, SFTPZ7ORMNJJL AL T Amazon A ML —2 £ EB
N=RFT—EDETTI7FANEXYE—DZRETHILHOERERIULET., Amazon S3 A5
N—=RF—HFRBETEINABOTBEICT 7AINZEZEFETEEXRT, SFTP IRV RZFEAL T, N\—h
FT—OSFTPH—N—HAS5TF7AIEBMBITBEETEET,

® Note

BE, SFTPARI R, 12—V NIT OV EAAGEEIY RRAU N ERMHTD
E—RSFTPH—N—A\DEHRICOKRERATEET,

Transfer Family AWS Transfer Family SFTP X7 ZOBMEIZ DV TEKSFTP, XTI X ZZHRL T
<FEEL,

NeEY

« SFTP XV R DEE

« SFTP ARV R ZFEALTI7TAILNEEEBRVREBTS
« SFTP IRV 2 DEE

SFTP XU X DFEE

COREYOTRE, SFTPARV 22K IT D 5%, ARV RICEEFTSsShizF2UFT47)Ld
UL, BEERERFTSS—ILY NERETIHE. TIMR—RF—DT74—3 Y hOFF
M, XV 2ETARNTDFIBEICOVTHBALET,

Nevy o

« SFTP IRV R ZERT D

SFTP ARV ATV XA

SFTP IRV X THERTD—IJLYRNERETS

SFTP ARV R TZAR—RNF—ZERLTTA—IYRTD

SFTP OXV2%ETAKT 2
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https://www.youtube.com/watch?v=Gm-FMGrVpAg

AWS Transfer Family

SFTP ARV R ZERT S

Q—H—H1 K

COFIETIE., AWS Transfer Family 1>V =)L klE ZFEAL TSFTPOAXR IV X Z2ERKT B HFEIC
DWVWTEHBALET AWS CLl,

Console
SFTP XV X ZERT B IZ I

1. T AWS Transfer Family 3>/ — )L %Z B & & 9 https://console.aws.amazon.com/transfer/,
2. EflOFET—23URADT, [AXRIV R ZERL, ORI XDOEKR] Z2BRLULET,
3. ARV RBATSFTPZERL TSFTPOAXRI R ZHEHRL, RN ZBIRLET,

Transfer Family Connectors Create connector

Create connector

Create a connector that will be used to connect to your trading partner's server

Choose the connector type

Choose the protocol of the remote server to create a connector

O SFTP AS2
Create a connector to connect to remnote SFTP server Create a connector to connect to your trading partner's
AS2 server

Cancel MNext

4. [ARVEZBR]| I3 T, ROBHEADLET,

* [CEURL, URLUE—RSFTPH—NN—®D ZANDLET, chldsftp://partner-

SFTP-server-url, BRED &LTT7#—~XY NURLTBDHUEN BV EIsftp://
AnyCompany . com,
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https://console.aws.amazon.com/transfer/

AWS Transfer Family I1—H—HA K

® Note
MBEBIZISUT, ICR—IEFEZEBETEEFITURL, X sftp://partner-
SFTP-server-url:port-number T3, 7 # ) MDR—KNES ((R—H1E
EEhTWEWES) BR—K 22 TT,

« POEAO—IL T, AT (ARN) O—JL® Amazon ') Y —AZ—.L AWS Identity and
Access Management ( IAM) Z3&RL £,

« StartFileTransfer U T ANTEAT D 7 74)LO7—>3>08TFT1 LI KN
LU T, COO—IASRHEY) EEZEAHDT IV LA ZREIZDEEZHERLET,

- secretsmanager:GetSecretValue COO—I)LA>—IL Y RADOT IV EAFA%Z
RELTVB e ZzRmFAELTLEEL,

(@ Note
RUZ—TR, —JL Y NARND ZEEITIHBENHYET, ICBEZ—D
LY REARNABEENTVERTY, BRIIC6 DDTUHALABEBFZEML X
¥ >—2YL Y MARND IZIF, ROFERAN BV ET,

arn:aws:secretsmanager:region:account-id:secret:aws/
transfer/SecretName-6RandomCharacters

- TCOO-)ICEEERNIEENTVR L ZBAETS, T, I—F—0EEER
ICXRISTRIRIC, ARITENFVIY AT IVEATEREB A, EHEEBROEILOFMIC
DVWTR, GEERZEIIZICE ZZRLTSEZWL,

ROBITE, T IVERATRIEHIIBERT I EAFTZNFELET, DOC-EXAMPLE -
BUCKET Amazon S3 T, EBEEhiz>—U L Y MNA" Secrets Manager IcRFE TV,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowListingOfUserFolder",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

SFTP XV X ZEKT B 234



AWS Transfer Family
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"Effect": "Allow",
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET"

"Sid": "HomeDirObjectAccess",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObjectVersion",
"s3:GetObjectACL",
"s3:PutObjectACL"

1,
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

"Sid": "GetConnectorSecretValue",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "arn:aws:secretsmanager:region:account-id:secret

transfer/SecretName-6RandomCharacters"

}

(@ Note

raws/

FOEAO-ILDOBEE, COFTEID2O—ILY NMOTUVEAEHFTLE
T, EEL, DAL RA—RXFZFERATEETT, EHOI1I—HY—-E>—IL Y N
ICRIVIAMO—/ILZBRAT2EEE. FEZZRETEET, flAE,. XOoUY—
AAT—RKXATRNE, aws/transfer THED BRI EF ODOIXNTOI—IL Y ~
ICHTBDT IO EAFITZFELET,

"Resource'": "arn:aws:secretsmanager:region:account-id:secret:aws/
transfer/*"

SFTP IRV 2% ERT S
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SFTPRGHEHZEL—IL YN ERID ICRBETDEETEEXRT AWS THY
Ve VAARTHIURI—ULY RNTOEAOBMLOFMIIOVTE., "0
THO>NOI—H—O AWS Secrets Manager > —2J LY RADOT I A
ZZRLTLSEETY,

« (A7 aryOvEEO—I) T, CloudWatch AT ICAR RN ET Y12 EHICE
A2 0FXVZDIAMO—ILZBIRLET, KORI—FITE, SFTPARIZRDARY
NE2OJICRBRETDILEOICHERT IV EAFAIZ—ERTLET,

"Version": "2012-10-17",
"Statement": [{

"Sid": "SFTPConnectorPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/transfer/*"

]

1]
}

5. SFTPRE €932 T, ROBHREEELXT,

« Connector BEEER OFE. ROAVIZHXIVUARND S, SFTPI—H—DT7Z4 R—K
F—FE/NAT— R AWS Secrets Manager 288 O —JL Y hOBRIZBIRL &
T, >—VULYREERL, BEOFETRETIHZLENHYET, FMICOVTE,

FSFTP ARV AZATHEATEZ—IL Y N ZREFTD1 ZSRBLTLKEEY,

c [BETEDRRANFE—]—HABY—N—0DOBIICERAENDRANF—OLETD ZLY)
FHET, EETEDIRANTF—ZEM ZERLTF—ZEMITS LT, BHOF—
ZEBMTEET, SFTP H—/N—ICX L T ssh-keyscan AN REFEAL T, HEX
F—ZHBTEE T, Transfer Family AP R—NTBFEEEhLRAMNF—OEXERS
TOEMCIOVTE, T 28BLTLKEEV, SFTPConnectorConfig.

6. (A7>3)[Tags] V3> D[Key] &[Value] I, 1 DR EDRTEF—LEDODRT E
LTABLET,
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https://docs.aws.amazon.com/transfer/latest/userguide/API_SftpConnectorConfig.html

AWS Transfer Family I1—H—HA R

7. INTOREEZHELLES, ORI ZOEREERL TSFTPOAR I 2 Z2ERL KT, IX
TEANFERBICHEREND L, BIWHTSNEBNIPTRLAODVARNEEEDTARNREY
ZECEENIRTREAET, REVEEALT, HILLIRIXOREZTANLET,

Connector created successfully! X

You can use the Test connection action below to check connectivity to the remote server
and ensure your connector is properly configured:

Test connection

Below are the service managed static IP addresses of this connector. You can use these
IP addresses to allow-list connections from this connector on remote server firewall.

521
3,
54

Connectors R—I A RREN, HLWSFTPOXRIZDO DAV AKNICEMNENET, IXIZD
HWERTRITBICE, SFTP ARV ZNHMERTR TS 25BLTLSEETL,

CLI

l&. create-connector XV X &ZERTSHIAN R, COOX > REFERALTSFTPOXR I3 %
ERTBDICIE., ROBEREZREITIVEN HYET,

« URL UE—HRSFTPH—NN—0 , < hldsftp://partner-SFTP-server-url, BE®D &
LT7#—XY NURLTDHBENH'V) XFsftp://AnyCompany.com,

« 7O+EAO—I) FAT% (ARN) O—J)L® Amazon ') Y —Ax— ., AWS Identity and Access
Management ( IAM) Z5&RL £,

« StartFileTransfer VI ARNTHERAEhZ 774)O5—>3>0BF« Lo NJICH
LT, COO-IAFHGHIM) EEZAKOT I LA ZRHIZDE2HELET,

- secretsmanager:GetSecretValue cOO—IIAT—TL Y NMADOT VAT ZRMH
LTVWBZEZBRELTLEEZL,
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https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateConnector.html
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@® Note
RIS —TE, —2L Y NARND ZEETIHBEN HVET, ICE—IL Y b
ZARNAEENRTVETH., BHIIC6 DOS A LLBERFEEMNLEST, >—2
LY NARN®D IZIE, ROERXN BV ET,

arn:aws:secretsmanager:region:account-id:secret:aws/
transfer/SecretName-6RandomCharacters

e TZOO—-)ICEEERNINEENTVAREEEETSD, & T, 1—F—DEEERIC
IETRDEIC, ARIENVY—AICTIVEATETFLA. EEEROBIOFEMICIOVWT
., EHEBEAZEILTAICIFE Z2SBLTSEZTY,

ROBITE, TV ERATRDEHIIBERT I EAFATZNELET, DOC-EXAMPLE -
BUCKET Amazon S3 T, EEEhiz>—U L Y MNA" Secrets Manager ICRFE TV,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowlListingOfUserFolder",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET"
]
},
{
"Sid": "HomeDirObjectAccess",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObjectVersion",
"s3:GetObjectACL",
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"s3:PutObjectACL"

1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"
1,
{
"Sid": "GetConnectorSecretValue",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:region:account-id:secret:aws/
transfer/SecretName-6RandomCharacters"
}
]
}
(@ Note

TFOEAO-ILDOHE, COHTIE1D2O—ILY MNOTIEAZHFTLET,

EEL, DAL RA—RNFZZFEATEET, EHOI—HF—>—IL Y MNCEALU

IAMO—/)LZBFATZHEE. FEEZRFTEET, fIZE. ROUY—R RAT—
RX> NE&, aws/transfer THREDBHEZEF O2DINTOI—IL Y NIRTB T
EAFATZRELET,

"Resource": "arn:aws:secretsmanager:region:account-id:secret:aws/transfer/
* N

SFTP RAIEHRZELI— VLY NZRD ICRETDEETEETAWS THIY
No VARTHI R —=OLY NTFOERAOEMELOFHMICOVWTE., "Blo7hHD
~ N I1—H—® AWS Secrets Manager > —2J L Y RADOT UV AFTL 258BL T
<fEEEL,

« (A723a2)CloudWatch AT ICAXRY NET Y2 1D EHICEATE IR XODIAMO—
ILEBIRLET, RORV—FITRE, SFTPOARIZOAR N &2OJICREERTDLEHICH4
ERTOEAFAZ—EXRRLET,

"Version": "2012-10-17",
"Statement": [{
"Sid": "SFTPConnectorPermissions",
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"Effect":
"Action":

"logs:
"logs:
"logs:
"logs:

]I

"Resource'

"Allow",

[

CreatelLogStream",
DescribelLogStreams",
CreatelLogGroup",
PutLogEvents"

|:[

"arn:aws:logs:*:*:log-group:/aws/transfer/*"

]
}

« ROSFTPERERHREADILET,
« SFTP1—H%—07 T4 R—KF—FF/VAT— R AWS Secrets Manager & ARN®D

=LY bk,

« A —N—%ZRBBITZLOICEATNDIRANF—OLERD. BELCIKEUT, BROE
BTEDRANF—ZEETEET,

SFTP EHMZRMIBPBE[MERFER. ThETTAIIRETZETT,. Hlx
(&, testSFTPConfig.json ROV TILTHFARZEVWSHEBO T 7AILIZAE—LE

ER

// Listing for testSFTPConfig.json

{

"UserSecretId":

"arn:aws::secretsmanager:us-east-2:123456789012:secret:aws/

transfer/example-username-key",
"TrustedHostKeys": [
"sftp.example.com ssh-rsa AAAAbbbb...EEEE="

]

(® Note

SecretId &, >—2YL Y NEMHEARNE - BBl (example-username-key BIM ') A

B)o

TOE, KOOI RZFRITLTARIZZERL KT,

SFTP IRV 2% ERT S
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aws transfer create-connector --url "sftp://partner-SFTP-server-url" \
--access-role your-IAM-role-for-bucket-access \

--logging-role arn:aws:iam::your-account-id:role/service-role/
AWSTransferLoggingAccess \

--sftp-config file:///path/to/testSFTPConfig. json

SFTP IRV &TFTIJVX LA

SFTP ARV RZERTHE, KOEF1VFATLNIdVXALNF ARV RIZTRYFENET,

2A47 FZILdVX A
SSH & aes256-gcm@openssh.com

aes128-gcm@openssh.com

aes256-ctr
aes192-ctr
SSH F—XX#557% (KEX ) curve25519-sha256

curve25519-sha256@libssh.org
diffie-hellman-group16-sha512
diffie-hellman-group18-sha512
diffie-hellman-group-exchange-sha256
SSH MAC hmac-sha2-512-etm@openssh.com
hmac-sha2-256-etm@openssh.com
hmac-sha2-512
hmac-sha2-256
SSHRANF— ecdsa-sha2-nistp256

ecdsa-sha2-nistp384
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247 T3V XA
ecdsa-sha2-nistp521

rsa-sha2-512

rsa-sha2-256

SFTP ARV RXTHEATS>—IL Y heREFTS

Secrets Manager Z#AL T, SFTPOXRV 2O 1——FiEHRERFTCEXT, >— LY hZ
ERTREER, I—V—BEZEBETIHLEN BYET, BMT, NAT—R, 77TA4R—=—KrF—,
FLERTOMAZRHMTEERT, FMICOVTR, TSFIPIRIVEZNIA—2, 28RBLTLKEE
(A

® Note

Secrets Manager [C>—2JL Y hERTFTHDE., AWSTHIV N ICHENRELET., B
£ D2V Tk, TAWS Secrets Manager &€& 1 #8BL TS &\,

SFTP %% X M Secrets Manager (- 1—H—RiIERERET B ICIE

1. WY 424> AWS Management Console L, T AWS Secrets Manager 2V — )L ZHE &
9 https://console.aws.amazon.com/secretsmanager/.

2. EROoFETS—232RADT[H—N—]ZBRLEXT,

3. [Z—=OLYRR=DT, FHLL>—JLY NORF]ZEBRLET,

4, [Z—=OLYREBATOERIR—DDO[Z—ILY REAT]|TXOHDI—IL Y hEALT] %
BRLULET,

5. [F—MEOART| 292 3>T, [¥—/1E] 27 28RLET,

« ¥— _Username&E AN L ET,
s 8] —/N—RhF—OH—N—ADELHZHFTENTVWARI—HF—DBAZAILET,

6. NAT—RZADTZHER. [1TZEMN ZFBRL., [F—MEDORT] D> 32T [Key/Value]
27 &EBERLET,

[Tz 2#RL., [F—MEORT]| I3 T[F—/ME]| XRTZBIRLET,
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https://aws.amazon.com/secrets-manager/pricing
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« ¥— —Password& AL ET,
c [fB] — 1—H—ONAT—RZADLET,

7. 75AR—RNF—FEBHLEVEAE, SFTP IRV ETTAR—KF—FERLTT#—TV
K92 #BRBLT, 75AR—MF—DTF—ZODANFEEHRALTVET,

(® Note

ABTRTTAR—F—F—REF, COI—HF—RICUE—KISFTPH—N—IZRT#EF
ENTVBNT VY IF—ICRRTIBENHYET,

8. [Next (X)) ZiBIRLET,

9. [—VLYRMDOREREIR—DT, 2—VLYROBREHPZADLET, BHIICIE aws/
transfer/ L WS L7141V IV RAEZHERATZI L Z2BHHLET, HlAE, >—IL VY RZE
aws/transfer/connector-1 £ & T2 ENTEET,

10. (RN ZERL, [A—TFT—23V0REIR—DZOF7ALREZFANET, RVWT, DRN]
ZERLET,

1. [LEI—-]IR=DT[ARTP]IZERL, >—JL Y NEHEHRLTREFELET,

SFTP ARV AT ZANR—RNF—ZERLTTF—IYRNTD

NTVYDITZAR—RNF—RTEZERTDLEOOZTEHAFMAMCOVTE., T #3HBLTLKES
LWmacOS . Linux, E£7# & Unix TOSSHF¥—DERK.

BlzlF, SFTP ORIV R THERATEI TS TAR—NF—ZBERTDICE, ROV FIIINX RTEL
WRATDF—ZERLET (BEBRZXD key_name F—RTDEBO T 7AILEZED):

ssh-keygen -t rsa -b 4096 -m PEM -f key_name -N ""

(® Note

SFTP ARV ATHEATAIF—RTZERTDEER, NATL—XEFALBVTLEE
Wo SFTPRENEL<KHETBICE, ZONATL—AHNFBETT,

COONY RIF, RSAF—H AL AN 408 EY ROF—RT7EZERLET, F—FL H>—PEMF
RNTEHENET, Chid, SFTPORI R —UL Y NTHEAT S I Transfer Family A" % E
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EFTBDENTT, ¥—k, BEDOTFALIKNID key_name (7'Z4 RXR—KF—) & key_name.pub
NTVYOFE)ICREENET, DFV), ssh-keygen ANV RERTITZFALIKNITT,

® Note

Transfer Family I&, SFTPOX IV ZIZFEAE NS F—O OpenSSH X (----- BEGIN
OPENSSH PRIVATE KEY----- )ZHR—RMLTVWEEA, F—ELHZ—PEMER
(----- BEGIN RSA PRIVATE KEY----- FhE)----- BEGIN EC PRIVATE KEY-----
THIVENHYYET, IV RERTITZEEICL -m PEM AT 3 2EETD L, ssh-
keygen YV —J)LZFERAL TF—Z2 LM TEEXT,

F—EERLES, T7AR—NF—HFEHRAKBITNF ( "\n1 ) TT7F—XY REhTWB L
ZHEITDIHLENHY) FTFTISON,

OV REFERALT, BEOT7SAR—NF—ZELVERICERLET, HRISONRBITIXEN
BHAENTWET, TR, jg& Powershell DflERLET, 7SAR—NF—ERITXEN
BHIAFNLISONERICERIZDEEOY —IINEFLFEIN REFRATEET,

jq command

COFITE, jqaANVRZEFEALET., ONY RIF, Download jg ASHVVO—RTEZE
T

jg -sR . path-to-private-key-file

PIZE, TZAR=—KRF=—T 7MUY CHBHE~/ . ssh/my_private_key, N RIFRD
KDICRVYNET,

jq -sR . ~/.ssh/my_private_key

ChiZkY), F—AELLVERX (BUTXFIEOIATNTVDS) TREHDICHIEIKT,

PowerShell

Windows ZEH L TW3 548k, PowerShell Zf AL THF—ZELWERICTBRTEE T, X
@ Powershell Y Rk, 7SAR—KF—ZELVWERICEHRLET,

Get-Content -Raw path-to-private-key-file | ConvertTo-Json
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https://jqlang.github.io/jq/download/
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SFTP ARV ATHEATZ T TAR—NF—F—RZ>—JL Y MIEMTSICE

1. Secrets Manager >V —I T, [EOMDEATO—UL Y NZE|RETDEEE. [FL—2

THEANRTZBRLET, TFANIZETHY) . EHFMEARFM OHAEEATVS
BEFHYNET,

2. A1—Y—FR, T77A4R—FF—F—&, BIP/EFLRENAD—RZUTOEX TR FIFTL
EEW, T72AR=—KNF—F—RIIOVWTR, ATYTITERITLEON ROBLOZEVY S
TLEE L,

{"Username" :"SFTP-USER", "Password":"SFTP-USER-PASSWORD" ,"PrivateKey":"PASTE-
PRIVATE-KEY-DATA-HERE"}

Key/value pairs info
Key/value Plaintext

1 "Username”:"SFTP-USER", "Password™: "SFTP-USER-PASSWORD", "PrivateKey™: "PASTE-PRIVATE-KEY
-DATA-HERE"}

Text  Line 1, Column 1 )

T7AR—NF—F—RZELLBYRTLES, [F-/NVI1-] 2T Z2BRIDEUTHE
RENET, TTAR—MF—F—2F, TFANOEREXFFEL TTEEL line-by-line,
ELTRRENDCEILEFBLTLSEE,
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Secret value info
Retrieve and view the secret value.

Key fvalue Plaintext
Secret key Secret value
Username [P SFTP-USER
Password a SFTP-USER-PASSWORD
a -----BEGIM RSA PRIVATE KEY-----
Privatekey

3. BIEMHESFIP ARV ERTEATZ—JLYNERIFID OFIESDFIRZFRRETIT2T
<EZW,

SFTP XV ZX&TAKNTD

SFTP Ox VR Z#EKL IS, LWIRIVZZHALTI 7ML ZEETHHIC, ThETART
BDLLEBBOLERT,

SFTP ARV R %ZTANTDICIE

1. T AWS Transfer Family 32/ — )L % B & ¥ 9 https://console.aws.amazon.com/transfer/,
2. EOFET—>32 D42 ROT, ARV R ZERL, ORIV ZEZEBRLET,
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https://console.aws.amazon.com/transfer/

AWS Transfer Family I—H%—Ha4 K
3. [FO2aVIAZ1—NhS[TAMNEL] ZBIRLET,
AWS Transfer Family X
X

Servers
Connectors

P AS2 Trading Partners

@ Introducing SFTP connectors

Use SFTP connector to connect to a remote SFTP server and transfer files to or from Amazon S3

About connectors | Documentation [4 | Pricing [4

Workflows Connectors Info Create connector
Delete 1
Feature Spotlight o |I
-] Connector ID a Type URL v
What's New [4 - AS2 http://s- .server.transfer.us-east-2.amazonaws.com:5080
Documentation [A
[< J SFTP sftp://s-I server.transfer.us-east-2.amazonaws.com
~ — — " . B —_— ~n . — — - 1B ~ —
SATLARTARNFERLUELNESHERIXYE—D2BRLET, TAMIKRBULEBE, AT

LFEBOEBRICEIVEIS—XvE—%EHLUET,

Test connection

(® Connection succeeded

Connection with connector ID c-

successful

to the remote SFTP server was

Test connection

(®) Unable to assume the configured access role

Connection with connector ID ¢

unsuccessful

to the remote SFTP server was

SFTP ARV R ZTARNT D
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® Note
ZFEALTIORVZAPIZTARNTSICEK, T, Z25BLTLKEEV, TestConnection API
REIXKN,

SFTP Ox V&AL T I 7AINEEEBLVINETS

SFTP ARV R, VT REFAVTLIZAOWEA T E— MY —/N\—EBEE AWS Transfer Family
T2 OMEERILRLET, VE—NY—ATERBRTRFENET—R%ZE, 9. ESXATY
Dgy—2a>, LR—KN, BEEOLEHICAWS RARNENETF—RIVIT/NIRAERKRETEET, U
F—KRSFTPH—N—AADOT7 7 A\ EEEFEKRITZICE, ZEALET, StartFileTransfer APl AR
L—>3>, UV X%ZFEAL TEESFTPZETLE T, HStartFileTransferJ VT ANICE
1V ENEBDINAZEDDENTEET,

H—N—OJ WA ITSDET, 77MIINEEZERTEERT, AXIXTITIET A&, aws/
transfer/c-1234567890abcdef® & &M aws/transfer/connector-id XX OOT AN —
LAIZRBENET, IXRVZOOTNFRRENBEVESREK, JIXRIXOELWVERZF>OFX Y
O—)lLZEBELTVWAEZBRELTLSEETL,

ARV Z2—OERICOVTE, SFTP IRV ZDRE 2ZRL TS EEL,

SFTP XV R ZFEALTI7AINEEEBRVCEMETSICIE, start-file-transfer AWS
Command Line Interface (AWS CLI) ON> RZFERALET, 77 A1ILOEE (7 NNT 2 REGIX)
D, T77A4INDOZE(ANDY REZE)DPICK 2T, RONFXA—2EZEELET,
« TOKNINDY RERiA
« send-file-paths IZl&. N—KNF—ODOSFTPH—N—ICEETBD T 7AILDOY—AT7AILN
AF1~10HEENRTVET,

- remote-directory-path l&, 8FKROSFTPH—N—LDO ICT7 7ML ZEETHVE—KN
ATT,

B ZAWNAN 3
« retrieve-file-pathslZlF 1 &L S 10 KOV E—KRNANFEEINET, ENARK, N—h
F—OSFTPH—/\—A' S Transfer Family 3 —/N—IZ 7 7 M) Z&EE T2 HBFRZEEELE T,

« local-directory-pathld, 77 1 IHFRIFEN TS Amazon S3 DIFFT (NTY heFT
>a> nTLTAYIR) T,
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774N %EEETRICIE, send-file-paths&remote-directory-path/N\ZX—XZEE
LET, send-file-paths NZXA—ZIZBHEXK10BOT7 7ML ZIBETEET, ROOAN>
R4 T & /DOC-EXAMPLE-SOURCE-BUCKET/file2.txt, Amazon S3 AL — &% /DOC-
EXAMPLE-SOURCE-BUCKET/filel.txt& EVWSHBMD 7 7 AN Z2/N\— N F—OSFTPH—/\—
tD/tmpFA LI RNJICEELET, COFOIAN RZEFESICWE. DOC-EXAMPLE-SOURCE -
BUCKET ZB7ONTYICBEEBRAE T,

aws transfer start-file-transfer --send-file-paths /DOC-EXAMPLE-SOURCE-BUCKET/
filel.txt /DOC-EXAMPLE-SOURCE-BUCKET/file2.txt \
--remote-directory-path /tmp --connector-id c-1111AAAA2222BBBB3 --region us-east-2

T7A4IN%EZETBICIE, retrieve-file-paths&local-directory-path/AZX—2 %
BELET, XOHFITIE, N—KF—OSFTPH—/N\—/my/remote/filel.txt/my/remote/
file2.txtE® 77 4)L& ZEEL. Amazon S3 DIEFAT / ICEREL £9. DOC-EXAMPLE-
BUCKET/prefix, —® X REIZEFERATSICIE., user input placeholdersZifBE NDEIHRIC
BEBMAET,

aws transfer start-file-transfer --retrieve-file-paths /my/remote/filel.txt /my/
remote/file2.txt \
--local-directory-path /DOC-EXAMPLE-BUCKET/prefix --connector-id c-2222BBBB3333CCCC4
--region us-east-2

B OFITIE, SFTPH—N—LOMEN/NAZEELET, ANF/NA, DXYSFTPI—H—0
R—LTALIN)ZBELETDINAZFERAITDEETEET, HIAE. SFTPI—H—74"
marymajor T, SFTPH—N—LOKR—LFT4L I NUN DOFE/users/marymajor/,. RMOIAX
>~ Ri& % (ZIE{E/DOC-EXAMPLE-SOURCE-BUCKET/filel.txtL¥ ¥, /users/marymajor/
test-connectors/filel.txt

aws transfer start-file-transfer --send-file-paths /DOC-EXAMPLE-SOURCE-BUCKET/filel.txt

\
--remote-directory-path test-connectors --connector-id c-2222BBBB3333CCCC4 --
region us-east-2

SFTP ARV XNDEE

COREY TR, SFTP ORIV ZZRTABLVEHIZHEZHAL ., SFTPOIRIVZICEHETS
I#—2%—BRRLET,
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N =R

« SFTP ORIV X DEH

« SFTP XV X DFMERTITS

« SFTP JXRXIENDI #—&

SFTP XU X DEH

ARV ZOBREEONTXA—REEZZEETSICIE, update-connector AN RZERTLET, LT
DN RiE, region-idH Ssecret-ARND) —23a2RNOIARYD X —connector-idD>—7
LYRNEZICEFHLET, COOANY ROBIZERERITIBICE, user input placeholders &1—
H—BENBERICBEEMAET,

aws transfer update-connector --sftp-config '{"UserSecretId":"secret-ARN"}' \
--connector-id connector-id --region region-id

SFTP ORIV ZDOFMZRTITS

SFTP XV XMFME7ONT 1 DV ARNKE, AWS Transfer Family 1>V — )L THRRETEXT,
ARV XDOFMERTTDICE

1. T AWS Transfer Family 32/ Y — )L % B & & T https://console.aws.amazon.com/transfer/,
2. EAOFES—2 32 RA2T, [Connectors (XTI R)] Z&RLET,
3. [AXVZRIDIDHEFFEBRIZE, BRULLORIVZOFMR—HIRRENET,

OAF92070ONT A ZZEETHICIE. SFTPARI XA NFHMEAR— TlREEZBIRLET,
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Transfer Family » Connectors » -

C-_ : Delete

Connector configuration info

URL Access role Logging role
sftp:/ i transfer-s3 [A role [A

SFTP configuration

Connector credentials Trusted host keys

arn:aws:secretsmanager:us-i &z 1. 5HA256

Egress IP details info

Service managed static IP addresses of this connector

527
3.
54

Q 1

Key v Value v

(® Note

X @ AWS Command Line Interface (AWS CLI) AN RZRTTDE, COEHRD
ZLE2ROERXNTEETEEXT, COIAN ROFIZERITITBICIE, user input
placeholders 21— —BHOEHRICEZHAET,

aws transfer describe-connector --connector-id your-connector-id

HMICOVWTIE., T, #3BL T< & WDescribeConnector APIZSBL TS &L,

SFTP XV ZDFHMERTRT S 251
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SFTP ARV XDV #—2

Q—H—H1 K

SFTP ARV RIZERD I #—BHFHYVET, AS2 ARV ROV F#—2ICD2VWTEK., "1 288U
TLKEEVAS2 VA =8 IR, ABARKIA—ZOBEZVIVIANTBICE., AWS 28D 1)
TJ77LYADAWS DH—EA DI #—2] 2ZRBLTSIEEL,

SFTP ARV RV #—2&

A8 F7xIb 5l & LFmIaE

1BHEYOTANERND 1 TFTHIORNZDEGH 1V = )

YOS a v OHRKRE (TPS) O9IAB

B K StartFileTransfer 1 ThHORNC>EGH 3 A gE

TPS 9IAB

REBFDOT7AINEEDHRK 1,000 3]

Fi1—H4X

BR77A4ILHA4RX 50 ¥E/V1 k (GiB) )

1774 H 1Y) OFRKXEE 6 RS PN

A

1 774N HEYVOHERY D 6 RS = )

T AN FHEFRS

B{KAccessRole F£1- 60 & =l

[kLoggingRole v >3 >

RS

BARERT 714 ILEER 1RV Z—H Y D1EIOE )
7 7 A4 )LEiE

THOURBEY ., 1¥HE 3 Al RE

WVORK77AINEED VT

AR

TFHORGEYOOARI A 100 AT RE

DERE (COEICIE SFTP

SFTP ARV ZDI #—2
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B8l T7FILB 51& £ HBE

EAS2 ARV ZOMANEFE
LET)

THODRSEYOIARIZ 50 MBps )
DOHEKRFHE (SFTPE AS2

ARV Z2OWAEN CDIEICEH

5EL&E9)

SFTP OV R ORIEHZRF T B IC1F. & Secrets Manager >— VL v MMIBEMN TS Oz
DA—BFHYET, AUS—IULY NEFERALTERORA7OX—2R1FT25E,. BHOEN
TINSDIF—BNFRETDENHYUET,

c B—>—UL VY hOEFE: 12,000 XF

+ Password XFHDH{EAEK: 1024 XF

« PrivateKey XFINDHEAK: 8,192 XF

* Username XFJNDH{FAEK: 100 XF
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AWS Transfer Family @ AS2

BAMAT—RIX N 2(AS2) F, BAOBXY E—PRBEERAXANZALZEL RFCEREZHD
77 ANEERERTT, AS27O0RLE, 7ORDNICHARAENET—XRBEEFIVT A
BRI KFEIZD AT ZAT U AERZH O>TV—I7O0—-ICES2TEETY,

® Note
AS2 Transfer Family @ (& Drummond 2 E T3,

NT, TATHALVA, B, €Y —ER, I—TFT1VTABREQEROBER., 754
FI—>, WK, XIVDT—2T7O—AS2(C3E3 AWS Transfer Family AS2 T RARA > NEEMA
LT, ESRAN—RNF—EZLRL2IIEME|ITEET, RSP aveEenic7—2., LB, 2.
BHZEE AWS OLEOIC TRATATITIVERATEERS, cOTF—RE, TEFTEhDIVE—
TZ2ARXVI—=ATZ22207 (ERP) B LRV EEHRERE (CRM) ATALDREICERATEE
T AWS, ZHEATDEAS2, BEOESZXAN—NFT—OFEEAVTSAT O AEHEBELENS
AWS . business-to-business (B2B) RS> %U< 3> KBEBICEITTEET,

Transfer Family O B FHD . AS2A BB —N—ZRELTVWBIN—RNFT—ET 7ML ERRT
%E. EY NTYTCRBSIALC 1 DONT VY DITZAR—NF—RTZERL, N—h
F=ENT VY IOF—ICBRELTIXBTZLEOD 1 DONT VY DITSAR—RNE—RTZERL
S

BERDAS2RAO— RZRBT BRI, BE, BEALXY E—IJEX(CMS) ZFEAL. —HKREIC
EELETORINBEZHEALTTF —XRBEETHAZRHULE T, BENEXY E-—20EEA
(MDN) LARZARAO—REE, XV E-—I8FFEETh, ERICESET L 2K (BR%EL)
LET,

NS DCMSARAO—REMDNL AR ADEIERG BEATITHNETHTTP,

® Note

HTTPS AS2 #—/N\—I Y RRA VY REREYR—FEhTVEREA, TLSEE, BTES
BEROBEREEBYET,

254


https://aws.amazon.com/about-aws/whats-new/2023/06/aws-transfer-family-drummond-group-as2-certification/

AWS Transfer Family I1—H—HA R

EATEMAT—RX N 2(AS2) BREDREDFHMEFI—NIUTIICDOWTIE., step-by-step
Fi1—RNUTIL T, Z28RBLTLKEEVAS2 HEDEE,

REY D

« AS2 1—RART—2A

« DFRE AS2

« AS2 RV BDFERE

c AS2 N—hF+—%ZEETD

s AS2 XY E—DDREEE

« AS2 FERRROEZRVUY

AS2 1—AT—A

AS2 H—N—NBEENEN—RNF—ET 7ML ERIET S AWS Transfer Family BEE DB S
Y RNTYTOREEMBIRDICIE., BELLAIC1 DONT VY DITSAR—RNF—RTZER
L., €51 20N VY OF—ICBBELTIN—RNF—EXBLET,

g &

Signing certificate Encryption certificate

¢ !
9 A > A . i
@ Partner admin Transfer Family
. s phda customer Encryption
Encryption c::t‘::g:"e 'e‘ 'e' Configure private key
private key P . Transfer Family
profile
customer ?
? Signing Encryption:
@ certificate certificate
— Signing
Signing a private key
private key -

Transfer Family

Partner AS2 server A52
server configuration

AWS Transfer Family Z THEATDICE, RONUVI—->32z2zFERBL TLSEEVWAS2,

(® Note
W5k, TON—hF—70O7 74 I)LICHERTSAhTVWR/N—KF—TT,
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RDRMDND DINTDEREE, BEME ZrlRE L TLWEXRIMDNs,

AS2 1—AT—A
AN ROADI—AT—A
« BEILENEAS2X Y £—T ZHE| %A S Transfer Family H—/N—ICEiX L £ 95

COBE., ROBEZITVETD,

1. W5l R BABEEO7O7 74 E2ERLET,

. AS2 77O R % EH T % Transfer Family —/N\—Z#ERL £,

CENEZERLTY—/N—ICEMLET,

TTAR—NF—EFEALTHBEEZAR—NL, Z7O77A4I)ICEMLTAS, NT
Dy oF—=2N—~hF—7O77A4NICAR—KNLTHEFTILLET,

5. CNSNIEBHZAFLES, SIAZEO LHBZERGIEFICEFLET,

O I\ )

T, N—h F—REEEBEN XY E—DREETEDRDICKY), I—H—REFThs %
EE5L T Amazon S3/NNT Y NICRETEET,

« BE{tENiEAS2X Y £— #HIBI %A S Transfer Family 4 —/N\—IC8iEL, BEZEMLE
E

COTFIATR, FEZEEEOKAET>TVERITHN, SERN—NF—HFEETEIXY
E—JICBRALTESVEVEEATVET, COBE. BEIHEFOEBENTUY IOFXF—%4
YIR—BMLET (N—HFFT—07O7 74 ILICEMENLEZBEAHAEELT),

- BE{tEniAS2X Y £—2 #HIBI %A S Transfer Family —/N—IZ8iA L, BEEMDNL A
ROADEEEEMLET,

COFIVATRE, AZNIVREEDHERTLTVETY, RERFEENER/O—RZ
FMAETTELS, BEIHFREEENEMDNL AR AZZTRA EZ2HFLELTVET,

1. PHEERIUWEZEREZ FRAABLLT7OT7FALL) A VR—KLET,
2. NABEF—ZHBEIRCERBLET,

TIONNDYROIDI—AT—A

« Transfer Family 4 —/N\—A SEE| K ICESLENLAS2X Y E—D ZEKIELE T,
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COT—ARF, AT RERAEEOD I —AT—AICLUTVWET, £EL. AS2H—/N—IC
BHWEEMIZDRDYICARIZEERTEIRNFERBYET, COBE. B5IXEONTVY Y
F—27O07F7A4NICAVKR—BMLET,

« Transfer Family % —/N\—A SEIB| EICEESLE NIEAS2X Y E—T %A L, BRZEML X
9,

EETIRNNYY REEOAERFLTVETH, MEIANSEELEX Y E—JLBEER
HoniEeElATT,
1. (7A77A4LICEBMENEY A VRAEELT) YA VAT ZA4R—NF—2 12 KR—b
LEET,
2. BEIFINT VY OF—2EELET,
o Transfer Family % —/N\—A SEIB| £ ICEESLE NIEAS2X Y E—T ZEiEL, BRZEML T
MDNL AR AZIEELE T,

RETIONNTY REBEEOHZRITLTLERTY, BENERAO—ROEFICME T, BB
MFEASBENEMDNL AR AZZTMACENTERLSICRYEL L,

1. BEIMEFELASNT VY IOBEF—HFEEENET,

2. BEIFONTIYIOF—ZA2R—NLET (N—KF—T7O771)LICEMEN-BE
AEAEELT ),
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ANV RETINNIROI—AT—A
* Transfer Family #—/N—& B EB T, BESLEhEAS2XY -2 ZNFEICEELET,

CDHE. ROBREZTVET,

BB EEBPEEO7O7 7ML EZERLET,

.AS2 7O KN %ZERT % Transfer Family —/N—Z KL £,
CBENEZEERLTH—N—ICEMLET,

ARV 2 ZERLET,

T TAR—NF—EFERALTIABEERA > R—NL, Z7O77qJ)ICEBMLTAS, N7
Dy oF—w2)N—hF+—7O077A4NICAR—NLTHEBILLET,

6. MBIEASNT VY OFXF—2ZHEY, BSLOLHIC7O77AILICEMLET,
7.CNhSOEBZAFLES, AAZSOLRBEZIEIAFICERFLET,

a b~ WO N -

CNT, BBEEREIMHEFERERS{LENEXAYE—22XRTE, MALERES{LERBRT
EET, FELEXYE—2WF Amazon S3ANT Y NCRETE, N—MF—RFEELEXY
t—HEESLTRETEEXT,

« Transfer Family ' —/N\—&EBE|I/N— N F—BTHES{LE N ZAS2X Y E—TJ 2R B EICEEL
. BREEZEMLERT,

SNT, BREEN—NF—FBENEOX Y E—JERDET,

A(ZA7TANCENENLEYAVAREELT ) YA VAT AR RF—ZAR—bK
LET,

2. BBIFIENT VY OF—=EEBELET,
3. BBIEDBEANT VY UF—%A2VKR—KL., 7O77AILICEMLET,

« Transfer Family —/N\—EBEIHFE OB TRS{EENLEAS2X Y E—2 2N A EICEEL
ELZEMUTMDNL AR AZEEFELERT,

RIZ, BENERAMO—RZXML, BDEMEIHFOMAIMDNL AR AZRHET,

1. BEIMEFASNTVY UBEF—HREBELET,

2. BEIMFONTIYIOF—ZA2R—NLET (N—NFT—T7O77MILOFBERIAEHAELL
T)o

3. WRF—ZHBEIXCERFLET,
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DELE AS2

ASZRIEH —N—ZERTDICE. ROODAVKR—FXVNEEETILENHYVET,

o T — —EEWRGIEZN (N FT—29 N, XvE—2 (774)) 2R 2 —EEFOBEEK
EERELET, TIU—XRNEERXTDEHIC, Transfer Family &4 —/N, O—A)L70O77
A, N=rhF+=7O774), itHEBEHRZEAEDLEET, Transfer Family AS2- 1 > /XD~
R7OEARENZERALET,

« SERAE -NT U Y OF— (X500 ;EHERF. XY E—CORBLERIEDIEHICAS2EEICERE
nNET, SIAEFEIARIZIVRRAVNIEFERENET,

s O—ALZ7A77ANEN—NFT—=7O7 74N -A—HL7A7 74, O—HI (AS2E
%07 Transfer Family 4 —/N\—) f88F =& "N—F 1, 2ERLET, BAHKIC, N—hF—7O
7 7 A I)LI&, Transfer Family DA ICH DV E—RN—hF—BEEXZLFT,

INXTOAS2H BB Y —N—THRETREHYEREAN, POV REEXZFIRIZ FHE
TYo ARVERE, PORMNDY REGEONFXA—FZRMBLET. IRXRIRE. SEFRONBOFE
AWS H—N—ICT7 7TANEEETDLHICHBETT,

RORE, ANV RTZOCARET IV RT7OCAICEETDAS2A 7TV NOBEKRETR

LTLWET,
Transfer
Family
server

=

%

old/current certificates

%

new certificates

old/current certificates

Partner profile Local profile

new certificates
Connector

Outbound

AS2 FREBIZDOWVW T, end-to-end ", ZFHL TS IEE VAS2 FREDFRE,
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ReEY D

* Transfer Family >V =)l ZEAL TAS2Y —/N\—ZEKT D

s 77 L—KEMBAL TTE Transfer Family AS2AR Y UV ZERT S

« AS2 RTE & R

« AS2 HiaE & HaE

Transfer Family 3>V — )L ZEA L TAS2Y —/N—ZEKT S

CDOFIETIE, Transfer Family IV —)LZEAL TAS2HIEH —N—ZERTHDHFEICOWVWT
FHBALET, AWSCLIRDWIC 2FERATREEE. "1 28R L TS & LMthe section called “A
Tv 7 2:AS27° O N )L ZEFA 3 % Transfer Family Y —/\—Z RT3

AS2X S —/N—ZEK T B IC I

1. T AWS Transfer Family 3>/ — )L % B & & 9 https://console.aws.amazon.com/transfer/,
2. EQOFES—23aURAT "H—N—, ZBRL., "H—N—0OFEH ZBRLET,
3. ZORIJLDOEBERR—TT AS2EHAMAT—RXT K~ 2) ZBIRL, RN ZBRLET,
Choose protocols

Select the protocols you want to enable info

Choose one or more file transter protocols owver which clients can connect to your server’s endpoint

SFTP (S5SH File Transfer Protocol) - file transfer over Secure Shell

AS2 (Applicability Statement 2) - messaging protocol for exchanging business-to-business
data Info

FTPS (File Transfer Protocol Secure) - file transfer protocol with TLS encryption

FTP (File Transfer Protocol) - unencrypted file transfer protocol

4. [ID 7ONAZF—DRBIR)R—D T, [R\] &ZBRLFET,

Transfer Family >V —)LZERAL TAS2H —N\N—%ZEKT S 260
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® Note

TEAS2, EARFTANAS2ZORNILTHR—RERATLWEVWES, D7ONM K —%
BRTEEEA, KDDYWL, RETZAX—KIFTR(VPC) X1 VT1JII—T%
NUTT IO EARZHEBLET,

5. TIVRRAVRNDOER, R—=DT, ROLSICTS :

Choose an endpoint

Endpoint configuration info

Endpoint type

Select whether the endpoint will be publicly accessible or hosted inside your VPC

Publicly accessible © VPC hosted Info

Accessible over the internet Access controlled using Security Groups
Access Info
O Internal

Internet Facing

VPC
Select a VPC ID

v | G || Create a VPC [

FIPS Enabled

Select whether the endpoint should comply with Federal Information Processing Standards (FIPS)

FIPS Enabled endpoint

Cancel Previous m

a. IVRERARNEALT Tk, VPCIRARNZBIRLTH—N—OI>V RKRA NEFRARNL
£F9, RARENEIRKRANDEHREIZOVWTIE, VPC Ty #5BL T & LWirtual
Private Cloud TH—/\—%& KT S,
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® Note

NTVYDIZTOEATGEBEIY RARA U ME, AS2Z7ORINTREYR—REh
TVERBA, 12—V MEHTVPCIY RRAVNCTIVEATEDLSICT
I, FOEBATAUOR—FRYNTIA U RIBIRL, ElasticlP 7 RL A%
EELET,

b. TP7UOtA, OFERE. ATOFT7>3a>oVTFhhZzRIRTS :

s I -C0AT>arwBIRTDE, FF B2HT AWS Direct Connect A 7L A
TF—R B 2—BE, VPCEBLV VPCELKLENERENNASTIELATEDLSICKY)
£ IVPN,

c AUVR—ZXYRNERMEED-COATIVEBIRTZE, 12—V NEAT,
AWS Direct Connect £l BHO AV T LI AF—2E2—KE, VPCBEKLU VPC
BREhErREANSTIVEATEETVPN,

[M1>&2—%vy hNalF] 28RBS, Z7OV7 M RRENEZS ElasticIP 7 RL A
BEABDLET,

c. TIEVPC, BEFD Z&BIRTBVPCH., ERVPCZEIRL THL WV ZHEKL FIVPC,

d. FIPSEXM OBE. FIPSEXMNIV RRAVNFIVIRYIDAGFTOERICLET,

® Note
FIPSABMBIY RRAME, AS2 7ORILTRYR—FEAhTVERE A,

e. [Next (RN\)] ZZEIRLEFT,

6. [RXAZDEBER]R—TT "Amazon S31 ZFRL . ERLEZ7ORNILZEALTI7AI)%Z
F7PIOVRNELTREBRFTIEALET,

[Next GRN\)] ZZBIRLUE T,
7. [BMEFEMAORE|R—I T, DEZREZBRLET,

® Note

EEBICMOTORNIINEZRETDIHFEFEAS2, INTOEMOFMBENBERAENE
T, 2L, AS27O0KRL TR, BAENBEERCloudWatch OJRZREXT 5
SAVDRENDHKATY,
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CloudWatch OJR&O—IILOFRER AT AV THTHN, XVE—SODAT—RXAZR
wml, RECHEIDEEORNS /NI —TFTAVINTEDRII, RETAHLZR
<HEHLET,

8. [LEI-EHFERIR—IT, BRABRNELWC 2L TSEEL,

- REZRMEITZDHER. EETRIATVTORICHD [RE] ZBRLET,

® Note
ATV ZRETRHEER. MEORRELTERLULERATY TOERTEATY IO
BEEZHEOLET,

« ZENZVEE, [Create server] (H—/N\—DEK) £iBIRL TH—N—ZERLET,
[Servers] (F—N—) R=TDICFEBEh, RICRTRSICHLWH—N—DO—EHNFfRRENE
£

< 1

Hostname A Server ID State Service managed users Endpoint type Domain

@ Starting - VPC Amazon S3

LW —N—ORAT—RAN THZA42 ) ICEDBET, BOIHPREFHIET, T
DERT, Y—N—RBI1—H—DLEHIZTTFAINFRL -3V ERTTEXRY,

T 7 L—bhZERL TFE Transfer Family AS2AR Y V #ERT S

HFAS2E % Transfer Family —/N—Z TEP<ER TR -HIC, BESTHEEHD AWS
CloudFormation 7> 7L — K ZRHLET. 77 L—KE. N7 U YD Amazon VPCI Y RRA
VN, FERE, O—AL7O774ILEN—NF=7O07 74, BN, DXV 2Z2FERAL TH—
N—ZBELET,

COTTL—RNEFERATREIC. ROKUTFEFEL TS EZL,
COTVTL—RASARY VZERLIEEE, FALEZAWS VY —RAICHIIRENRELR

ERD

s TUTL—MREBOIAEZERL . REIZRTF AWS Secrets Manager 571212 ICEEL &
To cOY—ERAOFEAICEBENDD DS, ChSOIAEFHEICISU T Secrets Manager
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N SHIBRTE X T, Secrets Manager T NS DIFBAEZHIBRL TE ., Transfer Family H—/Y—
NSRHIBREhEBA, LEN2T, FEAZY VOMBEICEFELEREA, £EL. KERE
AS2RAY—N—THERATHIAHEIC DWW TIE, Secrets Manager 2L T, REEShIIHER
EERSLVOCEHNICO—T—>329BEETEERT,
TUOTL—RER—RELTOAKFERAL, FICFEVANL—23a0BENTHEATDIENHR
ENET, COTEARY IV EARERETCHEATSZHEAE. T07L—KOYAMLO—REZZEL
T, FYBEBARY VZER TR EZHEHOLET, fIAE, XEZBL R OFEHSE ZHEK
L, XERETHEHATE S AWS Lambda BB EER L £7,

CloudFormation 7> 7L — kA 5 AS2X IS ® Transfer Family H—/N\—ZER T 3 (C1&

1.

w

N o o &

AWS CloudFormation 11> — )L %& https://console.aws.amazon.com/cloudformation THE &
9o

ENDFET—23>RA2T[Stacks] (ARY )20 UV OLET,

[AZ Y IDOERK] ZiZIRL . [With new resources (standard) 3L WU Y —R & FH (%)) %8
RUFET,

[FIREH - T 7 L— N 2EETR) 2023V T[TUOTL—MOERBET] ZBRLUET,
DI, AS2TFET7L—hK ZOE—L, Amazon S3URL7 1 —JL RICBAY FHE T,
[Next OXN\)] Z#IRLE T,

[ARY VOEHMZERE| R—D T, AZYVICRAZ[RT. RONTX—RZEBELET,

« OTFICAS2, O—AHI AS2ID £E/N—RF—AS2ID DEZALTEIH, TNRNEFNTI7FILBN
local& ZZF AhZEIpartner,

« XYRND=U T, EF2VFTATIL—TDOEACIDRIP DEZANTEH. T7FILND %Z
FITANET0.0.0.0/0,

(® Note

CDEWE., CIDREXT., AS2H—N—ADZFERNZ T4V IICHEATENDIPTRL
AEREBELET, T7AIIMNMED 0.0.0.0/0 TlE, IXTOIP 7 RLAZHFALE
9,

c [£fX] T, [FL7A4Y IR DEREANTDD, T7FI MO transfer-as2 2ZFANE
T COTLTAYVIRRE, AZYVIICKIDTHEREND VY —RAEOHICENANET, HI
ZE, TF7AILRNOTLT7 1Y ORAZFERATHEHEEE. Amazon S3 /N7 Y NI transfer-
as2-TransferS3BucketName E VWS BHINRFIFTShET,
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8. [Next (RN ZBIRLET, [RRYIFATIIAVOEREIR—T T, [RN] ZBRLET,
9. #ERLELSETRRARY VDOFHMEERLTHS [ARY VDOER] Zi&RLFT,

® Note

R—=DTED #eE T, A" AWS Ildentity and Access Management ( IAM) Y —2R %
YER T % AWS CloudFormation AJEEMAN" H B C L ZHFE T I LENf BV E T,

ARy U %ERL S, AWS Command Line Interface () AL T, N\—~hF—H—N—H 50—
7L Transfer Family 4 —/\N—IZ T ARAS2X Y =P BRETEEFTAWSCLI, FARXY =

ZIEEITHEHOH T AWSCLI OX Y RiF, AZYITAOMOINTOIUY—REEEITER
ThET,

COHYTILAI REFERTDICIE. AZY IO Outputs X 7 (I E

L. TransferExampleAs2Command ZdE—L&¥, TD&., AWSCLIZFEAL TIN > R&ERT
TEET, ZREAVARN=ILLTVEVESF AWS CLI. AWS Command Line Interface " 1—
HF—HAR, O " OFEFN—=—23 DA AN—)LELIFEFHF AWSCLI, ZSRLTLEZL,

COYVTIILANY ROERRIROEHTT,

aws s3api put-object --bucket TransferS3BucketName --key test.txt && aws transfer
start-file-transfer --region aws-region --connector-id TransferConnectorId --send-
file-paths /TransferS3BucketName/test.txt

@ Note

COOAXRRON—23a 2k, AZY ORO TransferS3BucketName & kT
TransferConnectorId VYV —ANDEBOEN EENTVET,

COYYTIIIANY RE, R XFIZFEAL TEZENZ2 DOONY RTHBEAETNTLERT,

BAOINY RE, NTYRNICHLWZEDOTFARNTI 7ML ZERLET,

aws s3api put-object --bucket TransferS3BucketName --key test.txt
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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R, 2B BN REORVEZEZFERALT, N—hF—7'O7 74 h50O0—A)L7O774)
774 EREELET, Transfer Family H—/N—IZl&k, O—AIL7O7 74K N—F—7O
T7ANMDSOXYE—22Z2 (T ANDEZHFAITHIENNRESTIATVET,

aws transfer start-file-transfer --region aws-region --connector-id TransferConnectorId
--send-file-paths /TransferS3BucketName/test.txt

N> REETLES, Amazon S3 /N7 Y N (TransferS3BucketName) ICBEL THEREZRRT
EET, ANV RABRUBLEBEE, NTYRMIRROATS IO RMNERRENET,

« processed/- N7 FNAICE, EEENEISONT 7 AL EMDNL AR A ERERTZD 774
INFEENTVERT,

« processing/- N7 ANFICE, WEBAOT7 7 AN —BHICRTFEIAETTHS. BEENETT
L, COT7ANHARFEICEDEFETTT,

« server-id/-Z®7 #)Z &, Transfer Family H—/N— ID ICESWVWTRANMFIFShTVE
T chiZlk from-partner (CO7 # ) AGE/N—KF—0O AS2 ID ICESWVWTEMICERIA T
ShET)NFEEN, ThEMIZ failed/. processed/. B&KY processing/7 FIILENEE
NETF, /server-id/from-partner/processed/ 7 # LRIk, BEEhETFANT 74
IoIE—&, WETS IJSONB R MDN 77 IIHFEENET,

« test.txt-ZOATT IV NIEEEIE (ZED) 77A4ILTT,

AS2 FXTE & HlFR

COREYITR, RBENEESERXAMDPIANEZEL, BATUEEAT—RKX2 N 2(AS2) 7’0
NINZFERAITBIEETHR—RNENTVIRE, e, BRUOBBEICODVWTHBALET, c0tD
23T, AS2EEDFIFREBEAMOBEIC OVWTERBLET,

KNew o

e AS2 HR—KNENTVBERE

e AS2 U #—AR L HIR

AS2 I R—REhTVWBERE
FH. BES{L. E#. MDN

AVNIYRETIRNNDIY ROEESOERTE, UTOBEARAERLEATS 3> TT,
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« S - 2B HTTPREYR—RENTVRIHE-—DORNZVAR—KREETHD NV AR—b
A). BStehTVWEWXY — &, Application Load Balancer (ALB) X* X-Forwarded-
Proto: httpsAYHA—BEDTLSK T 7OFVICR 2 TEHETNLEBEICOLZIHTFANSHE
ED

« BRE-FAT73aY
s B -ATa BEYR—RMENRTVWREBT7ILIAVXALRK OKTIZLIB)
« XV tE—JIE@EH (MDN) - 4723 >

B

Jjo

AVNIDYREEETINNTY REBEOHE T, ROBEFYR—RELATVET,

- AES128_CBC
- AES192_CBC
- AES256_CBC
. 3DES (FluE#HED & )

FA4TITAN
LTORADTARZEYR—FLTVET,

« £\ REBHZE MDN - SHA1, SHA256, SHA384, SHA512
e 7OKN/ND> R2% & MDN - SHA1, SHA256, SHA384, SHA512

MDN
MDN L ARV ATk, RDRSIBREDRA THAHR—RENTVET,

o 42 INJ2 REgiA - EE & IEREHA
« TORNDY REE - BHO &
« Simple Mail Transfer Protocol (SMTP) (E X—JLMDN ) - HR—KhZEhTVWEEA

NZ2AR—K

s ANV REE - BEYR-—FEATVIH—DEEHTTPTH Y, ARHNICEETILENH
WERY,
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® Note

ANV REGAHTTPSIC ZFEA T2 X EN HSHESE. Application Load Balancer & 7z
l& Network Load Balancer TLST#K T TEE T, CcnICOVWTE., TH#HTAS2XAY 7—
DRZETD HTTPS) TRHEALTVWET,

« PORNNDY REE - #IBETSESIFHTTPURL, BSLTZIILIdVALEEBETIHREN HY)E
T, ZERETSHHEIEHTTPSURL, BE{LF7I OV XLNONEIC ZIEETZDAS>arrdHy) %
9,

AS2 U #—3 L IR
COtEI>a>TR, OOFA—REFRICOVWTHBALET., AS2

NeY O

« AS2 U #—2&

« —JLYHhDAEIF—X
- BAOHIREE

AS2 7 #—2

AS2 77 AI)EEIZIE, KOO —ZNBEENTVET, AEUEZRIA—XDOEBEFEEZ)IVIA
hNE2ICIE, AWS @D UTFPLYAD [AWS DH—E R 0V 4 —2] #BBLTLEEL,

AS2 UV #—~&
&80 F7FIb 5|& EIFATBE
HB—N—BEYDALANND 18¥&H V) 25 =)
RAS2U T A K
Y—N—&HEY)VOA /NI 100 N |
RAS2U O T ANDOETH
T7ANEE)ODITIARNS 1= 10 PN
WOBRKR77AILE
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=11 T7FILB 51& £ HBE
ARV RZEICHEITHROT D 100 AH]

NNXD2 RAS2U VT A B

BRXK77AINY A X (EfE= 50 MiB AT RE

(& IEE#R)

¥TOFATRALTIN 350 ¥ A

ThHoOURBE)DIN—B 1000 (N\—K+—7"O07 74 ] BE

F—=7O0774IOFEKK I EIZEX 10 EOILRAE:
FELRM)

ThHoOURHEVY) QOIRAED 1,000 ] BE

BRAH

THOORBEY, 1¥8&H = 3 T] BE

WOBKR77AINEE) DT

AN

THORBEYOOARI R 100 ] BE

DEAB (COHICIE SFTP
EAS2 ARV BDEAEN TS
LEY)

FHODRBEYOARIZ 50 MBps )
DR AR (SFTPE AS2

ARV ROWAN Z OEICEHF

5L%Y)

H—N—HL)OEHWOHEKR 100 A e
£
=LY NDREBIF—Z

AWS Transfer Family &, EARFREEZFEA L TV SAS2EEE AWS Secrets Manager Icfih 2 T %
CHUET, &5I2, Secrets Manager l& ZHUO'H L £9 AWS KMS,
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® Note

chsDU #—2A&(&, Transfer Family > —2L Y NOFERICEBEOEDTIEARLS, AWS
THIRAOTXKTOY—EATHBEENET,

Secrets Manager M5 &GetSecretValue, BAE N3 U #—XI&, AWS Secrets Manager 9 # —
2 THETNTWBKSIZ, DescribeSecret & & T GetSecretValue API UV TANDEEL— b
T9o,

Secrets Manager GetSecretValue

AT & Bk

DescribeSecret & GetSecret HR—REThTVWEE)— DescribeSecret & & T

Value API U T ANDOESR <3>:10,000/% GetSecretValue APIJ 2 T A
L—bk ROEST1#BEYORXREN

o033,

NDIZE AWSKMS, ROV #—2 N ICEAE EIDecrypt, sFMICDOVTEE, & AWS KMS
APIZRL —23200#—30) I TAb, Z2Z8RBLTLEEV,

AWS KMS Decrypt

VA —2%F T7AZILNMEABBEZYDIITIARN)

BELARL =232 (&8 VIOTARML— choOHBEIA—REF, AWS -3 &

N KV ITANTHEAENSD AWS KMS F—
DRATICE>TEBYET, B4 —RE
AICFHEENET,

- 5,500 (#7A)
« LTFOU—232 T 10,000 (AH):
« KERZ (F/\1 7). us-east-2
« POTINDT A4V (2HKR=I), ap-
southeast-1
« PTOTNT4Y D (> RI—), ap-
southeast-2
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_limits.html#quotas
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https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html#rps-table
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html#rps-table
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Q—H—H1 K

71 —2%

NAZLF—ARNTDODVIIARNI A —2

(® Note

CDIF—RFE, ABF—ARNT Z2fE
ALTLVRBEICOHBEBRAEIET,

BE X O PR TH

T7ALNEARBLEYOIVIIAR)
« POTIN>T 4V (BRR), ap-norteast-1

- 3—AY/N(7F207I)B). eu-centr
al-1

- A—0AOv /N (AY RY), eu-west-2
s LLFD)—2 3> TIE 50,000 (XB):
« RKERIZ (/N— ZFJbE). us-east-1
« XKETZ (FL ). us-west-2
- I3—AOY/NN(TAILF> R), eu-west-1

NAZLF—ARNTFTOIIIANI # =2,
NABLF—ARTZEICHBICHEEZNE
ER

» AWS CloudHSM F—ZA N7 Z & 12 1,800 (3%
A)
« AEBF—ARNT LI 1,800 (3£H)

« H—/N\—@l®D TCP keep-alive @B R—KRENTVWELRA, V94T NFF=TTSATNTY
NEZFEEFELEVRY, 350 WEAMEBRELEVEERREZALTIMLET,

s Y—ERNTOT 1T B2BH%ZZ T AN, Amazon CloudWatch OJ ICKRRE DI, Xvt—
TICEMBAS2AY A —HFEFEFNRTVRIRENHYET,

s for A XY E—2&ZETHIH—/N—F, RFC6211 TEEENTWVWBRESIC, XvE—JFR
ERITDEHOESEXY E—J X (CMS) 7LV XALAREREMZ HR— KN AWS Transfer
Family AS2L TWBRXEHNFHYET, cOBEMR. —FOHL IBM Sterling BRATREHR—ME

nTLEREA,

s XV E—IHNEBIDsTRIE, DEFKER: RFIXVIMXYE-—IJHFEELXT,
« AS2FEABNF—ORE, DB EL 2048 EY h, K 4096 EY NTHIBENFHYET,

« XY tE—JAS2F L IFIERBIMDNs ZEIG| EDHTTPSIT Y RARA 2V MMIRETIHBE. Xvt—
F/lE MDNs (&, N7 U Y DICEEENAESSLERR (CA) ICK 2 TBREE N BV AIHEEEFE
RAI3XENHYET, BCEBRIAPERFRE. Y R—FEhTLEEA,
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https://datatracker.ietf.org/doc/html/rfc6211
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« IVRARAV KN, TLSN—=2 3 1277A83LE, EF1UT AR —THFAEATVS
EEALTINIVXLZYR—NLTVBHBENFHYET (THHA) OEF1UT 1R — AWS
Transfer Family,

« HETLS (mTLS) FBREHR—FEhTLVEREA,

c AS2 N—=2 3212 DBEBOTRY FAYNEFRAERMX Y -T2 T (CEM) RBREYR—K
ENTLVEXREA,

« Basic WAL HRE, PTORNTYRXYE—DTORYR—REAhTVET,

AS2 Hige & Beae
RORIZ, ZEFERHTS Transfer Family U Y —ATHERATE BB #EEZ RL FTAS2,
AS2 HEEE

Transfer Family Tl&, ([CIXROBENAEZEET N TVWERTAS2,

Hae THHR— BN AWS Transfer Family
Drummond 3% AJ&E

AWS CloudFormation ®H#7R— K AJ&E

Amazon CloudWatch X N J 9 X AJ&E

SHA-2 BS{tT7IdV XA LI

Amazon S3 O HR— K AJ&E

Amazon O R— N EFS |

ATTI1=)NENEAY - W[

AWS Transfer Family X Z—2 RDO—0 70— A7
Certificate Exchange Messaging (CEM ) Wl

HE TLS (M TLS ) R
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https://aws.amazon.com/about-aws/whats-new/2023/06/aws-transfer-family-drummond-group-as2-certification/
https://docs.aws.amazon.com/transfer/latest/userguide/as2-cfn-demo-template.html
https://docs.aws.amazon.com/transfer/latest/userguide/as2-monitoring.html
https://docs.aws.amazon.com/transfer/latest/userguide/security-policies.html#cryptographic-algorithms
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1. Amazon Z A L T AWS Lambda Bd%kzE AT~ 1—)L EventBridge9 2 C & TRIATEELZT U &
NIV RATD A=) EHZXY -2

AS2 X Z{EHaE

RDRIZ, EZEHEED) ANZRLET AWS Transfer Family AS2,

Hae AVNIY R H—=N—C&D TIRNNIYR ARV R%E
S5 AU e

TLS BEE{tEnt RS A UM G+

R—K (HTTPS)

FTLSRS Y AR— K G FIRNE

(HTTP)

EH MDN Hh) AlgE

XYt — &) G+

JEREI%H MDN G =8|

BHIPF7RLA &) G+

MEOIP 7 KL AOESE G+ =8|

EEOT7AINTRYFXY  FA L

N

HASE N G+

AS2 B2 H ZALEW =8|

XYE—THBEYODARRL ZHLAEL =8|

HE

1. Network Load Balancer TLS THRIATEER A > /NT > REEFILNS > AR— K (NLB)

2.7 IRNDVRIERNTSVAR—N -TLS BB BHICE>TVIBEICOMKERTTRE
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-run-lambda-schedule.html
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AS2 xR U X MEEE

OV XOBEKIE, Transfer Family H—/N\—A SAIBON—RNF—FIBEDIFEEIZAS2T 7 1 )L &

BIBDTIMNNVY REEOEEIN—NF—BOBREEILTSZCETT, AXIXICE. O—AL
N—=TF41, VDE=—KRN—=KF—, BLTZThSOEHEZ (O—HIL7O7 74 EN—rF—=70
T77A4NZERLO)BELET, IXIVRZZRELLS, BEIHFICERELETEERT,

(® Note

BEIMFENZETHIXAYE—H AL XE, AmazonS3DATS T O YA XE—HLFE
ho COFR—BE, EERIICAS2XAY =N T 7AINETIORO-TICSYVTITDLEHH
SLET, TOLED, 774N ZERMLUTEBLTE, 774N H A AXANFKREL KD AEE

FHVET, TOLED, BESIHMFORKT7FAINGAXN, BEITZT7A4ILOH A X&)
EREVCEEBRBLTLSEZ,

BRAMAT—RXTN2(AS2) ORI RE. TORNDY REEOEMEIN—NF—BEOBERZRIL
T AS2 ARV EOFMICOVTR, ") Z282RUTKEETVWAS2 IR T X DRTE,

AS2 ORIV RZEKT

COFIETE. AWS Transfer Family A2V —J)LZFEAL TAS2OAXR IV R Z2ER TS HEICDOVWT
HBALET, AWSCLIKDWIC Z2FERATZHEEE. "1 Z25BL T & Lithe section called “A
FYv7 6 HoEN—RNF—EORBTIORIREERT S,

AS2 IRV R EERTDICE

1. T AWS Transfer Family 32V — )L % B & & ¥ https://console.aws.amazon.com/transfer/,
2. EQOFET—23URADTARIV R ZERL, ARV XOER]ZBRLET,
3. ARV EBE| V>3V T, UTOBEHREEELEY,

* URL-T7IRNTY REHRURLO ZAHNLET,

« 7OtAO—-) - AT (ARN) O—J)L® Amazon )Y —AFx—/, AWS Identity and
Access Management ( IAM) Zi®#IRU £ 9, StartFileTransfer VO T ARNTHEAETNS
77407 —=>23a>0BRTFALORMIICRULT, COO—IAFTRHEY) EEZIAKDT D
TAERMIBDEEBWRBLET, €5, StartFileTransfer TEEFEITZ771ILDOH
FALIORNIIZHTBHRAMY/BEIAKZT VELAZRHL VB EZBRELTLSEZL,
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(@ Note

ARV RIC Basic BALZEAL TWRHE, TVERAO-NICRES—ILY ~D

secretsmanager:GetSecretValue #ERANBETT, >—IL Y MA"AWS Y

Z—=TIRF—0O ORDYICHAZII—NZ—I RF—EZFEHALTHES{LEATVS

B4 AWS Secrets Manager, O—JLICIEETDF—DOkms:Decrypt7 I L AFFAE &4

BETY, O—ULYNITLT 1Y YR aws/transfer/ 24T EBRZRF TR L,
F>—OLY NZERTRERDHL CRTEDIC, DM RA—RXF (*) 2
LTHEBERZEMTEXT,

- OJREGO—I (7> 3>2)—CloudWatch OJICARY N ET Y2192 EHICERTS
OV 20IAMO—)L Z&IRL £,
4. AS2FEREEVZaIVT, O—AL7A77A4NLEN—NFT—7A774). BSETIIVX
LEBETINIAVAXL, BEEhLEBEBREEMI DN ESHZBRLET, ROKICERELTL
EEWV,

e BEALTILOAVAXLTIH., BRERBRLHS—I9TAT > NaeYR—NTIHRENH D5
4DES_EDE3_CBCZKBRWVWT, ZEBRLAHEVWTLSEEV, ChiFFVESHKTIIVAXLT
9,

s R, ORIV ZTREEETNDAS2AY E—T TsubjectHTTPAY A —BHEE L THEAET 1
£7,

EESLTIINAVAXALABRLTARI R ZERT5EE. #27ORIJJHTTPSELTEET S
PENFHVYET,

5. MDNREEY>3>T, ROBHEEEL XTI,
« JOTANMDN-ZBHATXY E—IHFEEICZEETNIMDNE, BEIHFIC OREFEZER
TRAT AV HY)ETAS2,

« B2 %% MDN-MDNsBRZEXRTBA72a by ET, coOF7arvik, UOIAR
N MDNZZBIRL =580 AFEATEET,

6. [BEAXRE) £V 3a>T, LToOBEHREEELE T,
s HAUAVRIEBREREAY -2 —BICEETRICE, [BEXARIEZEMCTS] 28R

LET. EEXY - TRIABREEBLESBVEER., [(EXTALZEMCTR] 22X
DERFICLET,

- DAZFEALTWRFER., >—IL Y NEERIBHNERLTSEEL,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_examples.html#auth-and-access_examples_wildcard
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s LV —ILY RNZERTDICE, LV —TL Y hEER] 28RL. 1Y —FKL
NAD—RZABDLET. ChSOFARRE., N—hF—DOI2 RKRA NIERTS
A—H—&E—HIIBENFHYNET,

Basic authentication info

Enable Basic authentication - optional
Select this option to authenticate with your trading partner's host using username and password credentlals.

Basic authentication credentials Info
Choose the username and password credentials that will be used to authenticate with your trading partner's host.

O Create a new secret

Choose an existing secret

Username

Password

(@) Update the access role associated with your connector to provide AWS Transfer Family with permission to read
the secret containing your Basic authentication credentials.

s BFO—ULy hZEEATAICE. "BIFE—JL Y hOER, 2FBRL., ROYTHD
IAXAZ1—hn52—UL Y NEEIRLULE T, Secrets Manager TIELLK 7#—X Y h&Ehi:
=LY RNEERTRIHFEICODVTIEE, AS2 ARV RQOERFIHDZEMICTS 25RL
TLEEL,
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