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I—¥—%( K

5. HEREROshI=S,

"deletes & ABL. [HIBR] ZiBIRL FT,

Verified Access T RiRA > N D HIEk
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ER7ONAM A —DSORNZARNT—&

RSARF—RIE, EE7'O/N14F—H S5AWS Verified Access ICEEENBF—R2TT, T1—
H—OL—Ls X "TRZARIVTFHFAN EHERZEEHYET, F—RIFEE, 1—Y—
FERFNAACBEIZDBHAIEENET, EET—R2OHIICEK, I—F—0EFX—IIL, JI—7
XON=29T, FNAARADARL—FT AT ATLON=232, FNAAOEF 1) T 1R
BENFHYVET, EEENDBEBREIEETONAA—ICL>TELDLEH, NRTFARMT—ROEELND
DEFOVANIDOVWTR, EEZ7ONAEZT—ORFIXNZSBLTLSEE,

=7 L. Verified Access DOV REEFMEEFERAITIE, EE7ONAA—PDSEDKSHRNT AN
TF—ANEBEENTVINERRBIDELETEXRT, chlE, 77U —23a>A0OT7 I A%HF
AFRERFIERITZRRV—Z2EBITAIRICEEICRISEET, OJICNFANIVTFANEZED S
FEIZLDODVWTE, NZARIAVTFARZEDDESRLTLSEE L,

cDEY>a>TR, RUS—ERZBRBIBDLEOORNTARNT—2OH > TIEHlZRLET, C
CICRREENTVRERE. fIRZENETRENT, EXBL77Z7LATREHYEEA,

BIR

« Verified Access 7 Z LRI TFAD

s AWSIAMT7AFTATA 32—

s Y —RN—F10EE7ONAEZ—

« A=Y —OL—LDO5|EELEELDRIL

Verified Access 7 A ) I TF A B

AWSVerified Access ICld. BREENTVREE7ONA A —ICBEEEL, TXTO Cedar FHEIC T
7AILRTREOHTTP UIVIARNCIBETBIVK DADEENEENET, RU—HFHAEch>

& . Verified Access FBRED HTTP U T ANICE TS F—2 % context.http_request key

DOTFD Cedar AVTFANCEDET, BEBILWUT, F—RICH UL TFHMAEETSIRI D —&ERK

TEEXT, XD JSON AF—X &, FHMEICEENZT—Z2RLTVET,

"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {

"user_agent": {
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"type": "string",

"description": "The value of the User-Agent request header"
},
"x_forwarded_for": {

"type": "string",

"description": "The value of the X-Forwarded-For request header"
},
"http_method": {

"type": "string",

"description": "The HTTP Method provided (e.g. GET or POST)"
},
"hostname": {

"type": "string",

"description": "The value of the Host request header"
1,
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
1,

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

LT, HTTP U IARTF—RICR/ L THEZITS R —0HITY,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

1Y

AWSIAM 7A T2 T4 T4 32—

RV —HFFEE NhBDERIC, AWS IAM Identity CenterZ2 B8 7ONA A —E L TEERT D E, AWS
Verified Access l&, EREZAONA A —RBET "RU—LT77LVARI ELTEETSDF—DOT
M Cedar AVTHFARADKRSARNRTF—REEHET, BEICHEUT, NTFAMNTF—ZICHL TFF
MITBRI—ZERTEERT,

AWSIAM P AT TAT A R— 39
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(@ Note
BEZ7ONAX—0OATFANF—EF. BEZ7ANA X —OERKICEEL R —L
T7LVABASEBENET, LEAE, RUS—LT77L2A% Tidp1231 EREL L
ma. AVTFARNF—IE Tcontext.idp123, & WET, RUS—ZERTDIEIE, EL
WIAVTFARF—ZEFEALTVWR L ZBERLTLSEE L,

XD JSON AF—YNR, FMEICEENDT—ZERLTVET,

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
.
"user_name": {
"type": "string",

"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
1,
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"
}
}
}
}
1,
"groups": {

"type": "object",
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"description": "A list of groups the user is a member of",
"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{123$": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"

= =

LT, AWSIAMP7A T TAT 42 8— ARBEITDRNTARNT—RICHL TFHMEZITSRY
:/_0)1&]-(“3-0

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513c107"

};

® Note
TIL—TEBEETED LD, IWMTATFUTATAEYEZ—RBTIL—7IDZERLTY
LW=T7%ZRLET, ChiCkW, JIL-—TOEANZEEITDIRICRIZ—AT—K X2 b
FBESNDDEHR<SEANTERT,

B—RN—FT1OEE7ONAME—

Nt a>TR, Y—RN—F1—0EE7O/N1 X —H"AWS Verified Access ICIRET D NS
ARNF—RIZOVWTEHBALET,

H—RN—T 1 OEE7ONAH — 41
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(@ Note
BEZ7ONAX—0OATFANF—EF. BEZ7ANA X —OERKICEEL R —L
T7LVABASEBENET, LEAE, RUS—LT77L2A% Tidp1231 EREL L
ma. AVTFARNF—IE Tcontext.idp123, & WET, RUS—ZERTDIEIE, EL
WIAVTFARF—ZEFEALTVWR L ZBERLTLSEE L,

=P
. 7SR

o Jamf

» CrowdStrike
* JumpCloud

7 Z YR

TFNAAORZARIVTFARNET VARV —ICHHKRAEFEDIHZEEE. AWS Verified
Access 7 T IHHLRIBER L IEBION— N F—0 T SOHHRMEEAN R EIC/K V) £, Verified
Access l&. BT Google Chrome & Mozilla Firefox 7 5O H & HR—KNLTVWET,

BT, Jamf (macOS F7/N4 A% H7R—K), CrowdStrike (Windows 11 7/\4 A & Windows 10 7/\
A4 A% HR—KN), &K JumpCloud (Windows & MacOS DEAFZHR—KN) D 3 2DF/NA AE
B7ONABZ—ZYR—RNLTVET,

e R —TJdamf NSARNF—2ZFEALTVWSEBEE, 1—HY—F Chrome DI 7 ARNT £i&
Firefox 7 RA >4 4 K A 5 AWS Verified Access 7 T L Rk#eEZ A O O— RLTFNA A
CAVAN=INTBDHRENFHVET,

« RIS —T CrowdStrike NZARF—RZFEAL TWBIHEEE., I 1—H— AWSVerified
Access Native Messaging Host (FA LI RA O O—RU D) BA 2V ARN=ILTBIRENHVYE
T cOAVR—FV N, I—H—OF/NA ATRITEN TV CrowdStrike T— T A S
RSANTF—REZMBIBDLEHICHETT, R, COAVR—ZMNEAAMN=ILLEE.
J—4%—& Chrome DI JAKNT E& Firefox 7 RA>H 4 NAWS A S Verified Access 757
HHRBEZ T NA AICA VAN =ITEIHENHVYET,

« JumpCloud ZEAL TW3HE, 1—H—0OF /N1 RICE Chrome U T 7 A K7 & & Firefox
T RAH A4 N® JumpCloud 7 T I HILIRMEEEN 41 VA R—=ILE N T VR HBENFHYET,
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k

Jamf

Jamf GH—RN—FT 1 —GEE7ONA A —TT, RUZ—HFFEAE B BIC, Jamf Z2EE7O/NA

A—EULTEET S L, Verified Access &, ERE7ONAA—FRET "RU—LT77LVARA,
ELTEETADF—OTOCedar AVTFARNDRSTARNT—RZEHET, HEICISUT, b
SANTF—RIZHLU AT DRI —BERTEET, XD JSON AF—Y &, FHMAICEENS
F—&RLTVET,

AWS Veriried Access T Jamf ZFRA T2 FZEDOFEMIC DV T, Jamf 7T 754 kD TAWS
Verified Access & Jamf /N4 A ID OffEE1 #2SBLTLSEEV,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
1,
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
I
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
1,
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
I
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
},
"risk": {

Jamf

43


https://json-schema.org/
https://docs.jamf.com/technical-papers/jamf-security/aws-verified-access/index.html
https://docs.jamf.com/technical-papers/jamf-security/aws-verified-access/index.html

AWS Verified Access I1—H—HA K

Iltypell: "String",

"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
I
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

}

LT, Jamf ARHIBRNTARNT—RICH L TFHMEZTS RIS —0HITT,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};

Cedar (CIE, Jamf OV AV AT B EQHEB ZFERH T HBRICEKI DERL .contains() #EED
HYET,

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
};

CrowdStrike

CrowdStrike [ H— RN—F7 1 —FBE7ONAM X —TT, RUZ—HFFlE hBEEIC. CrowdStrike
EERE7ONAA—ELTEET DL, Verified Access &, EE7ONAA—RET "RU>—L
TJ77LVABI ELTEETSDF—DOTD Cedar AVTHFANNDNSANT—RESHET, &
BIISUT, FSARNTF—RIZHLTIHMET DR —ZERTEET, XD JSON AF—V I,
AICEENDT—ZRLTVET,
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AWS Verified Access T CrowdStrike ZfEA T2 HENOFMIC DOV T, GitHub 9T 7H A KD
FCrowdStrike & AWS Verified Access Ik DT TAR—KNT7Ur—>3a> OREL #22HBL T
<fZE L\,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
I
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
1,
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

.
"version": {
"type": "string",

"description": "The version of the scoring algorithm being used"
}

}
I
"cid": {

"type": "string",

"description": "Customer ID (CID) unique to the customer's environemnt"
I
"exp": {

"type": "integer",

"description": "unixtime, The expiration time of the token"
I
"jat": {

"type": "integer",
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"description": "unixtime, The issued time of the token"
.
"jwk_url": {

"type": "string",

"description": "URL that details the IWT signing"
.
"platform": {

"type": "string",

"enum": ["Windows 10", "Windows 11", "macO0S"],

"description": "Operating system of the endpoint"
},

"serial number": {
Iltypell: "St]fing",

"description": "The serial number of the device derived by unique system
information"
.
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
.
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this JIWT media. Client MUST reject any other
type"
}

LT &, CrowdStrike "2t T2 RS ARNTF—RICKL TFEZITSIRIS —DHITT,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

I

JumpCloud

JumpCloud EH—RN—F 1 —GBE7ONAMA—TT, RU—HFFliE hBEEIC. JumpCloud %
EE7ONAA—ELTE&ETDE, Verified Access Ik, ER7ONA A —KRET "RUZ—L
TJ7LVAB ELTEETSDF—OTO Cedar AVTFARNHDODRNSARTF—REEDET, &
BIZISUT, FSFARNTF—ZIZRLTRHMET SR —ZERTEET, XD JSON AF—T &,
FACEENDT—ERLTVET,
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AWS Verified Access T JumpCloud 232 H5EICDOVTEFHL <&, JumpCloud VI 7HA KD
FJumpCloud 7 T 7# 4 KT JumpCloud & AWS Verified Access Z#a 321 #SRBLTLKEE
(A

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {
"type": "object",
"description": "Properties of the device",
"properties": {
"is_managed": {
"type": "boolean",
"description": "Boolean to indicate if the device is under management"

}
1,
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
3,
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."

3,
"iss": {

"type": "string",

"description": "Issuer. This will be 'go.jumpcloud.com
3,
"org_id": {

"type": "string",

"description": "The JumpCloud Organization ID"
3,
"sub": {

"type": "string",

"description": "Subject. The managed JumpCloud user ID on the device."

iy
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"system": {
"type": "string",
"description": "The JumpCloud system ID"
}
}
}

AR E, JumpCloud "R ITBRNTARIVTFANIRULTFHMEZITS R —0HITT,

permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier'

iy

A—%—OL—LDO5IEEL LEBERDKAL

AWSVerified Access 1 VARV AN 1—H—OFRRICHKINTH E, AP ASZBTES £1—%—0
L — LA Verified Access T RARA 2V NMIEFEhET, I—H—IL—ALICREBENf FHsNnT
WBESH, PTFUT—2a FBEORIEB LY, TOU L —LALN Verified Access N SEFEE -
ENTHDIEDRIETOICENTEET, COREBHRIC, LTFOHTTPAY A —NBIMEhE
C

X-amzn-ava-user-context

COAYHA—IZIE, JSON Web Token (JWT) EX D 1—H—OL—LANFEENRET, JIWT ERIC

BFAYA— RAO—R, 8KV Baseb4 URL TI > I— RENEBENEETNTWVWET, Verified
Access |& ES384 (SHA-384 \Y > 1 T7IJVAXL%ZFEHTS ECDSABEZT7ILIVXL) #EAL
TIWTEBZERLET,

T7VTr5r—>232R@ns0oL—Lz2zN—VFF4APEOMOI—HF—BEEOIIARIIVA
ICERATEET, 77075—>3a>rFROvY/N—&., EAHIC ID 7AONM AL sRE HE DK
L—L0—BHERIDLARILEODVTHDCEBL TH<BEF BV ET, —MRIC, sub IL—
L, BEOI—Y—ZHINTHIHEEDEETT,

EPN

« $l:0IDCI1—H—VL—LADERFE JWT

c Bl IAMTATOTATA R ER—OIA——OL—LAZBENFE JWT

- NTUYUF—

o Bl IWT OEEEEFI—R

1—%—JL—L0O5EEL 48
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5l :OIDC I—H— YL —LBAOBENE JIWT

UToOHIE, OIDC 1—H—9L—LDOAYR—ERALAO—RFIWTERTEDLSICERREND
AZRLTVWET,

Q—H—H1 K

ANYFZ—DH :

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "OIDC Issuer URL"

"exp": "expiration" (120 secs)
}
RAO—RDOH :
{
"sub": "xyzsubject",
"email": "xxx@amazon.com",

"email_verified": true,
"groups": [
"Engineering",
"finance"

]

Bl IAMTPAFoTATA4E22—O1—HY— UL —LBHBEZNAE JWT

UToflE, IAIMTATFTAT482—0—HF—IJL—LDOAYHE—ERAO—RAIWT X
TEDELDICRREND DL ZRLTVET,

(® Note
IAMT7 AT TAT4222— 20T, I—H—HFROKN VL —LICEENET,

ANY X —nH -

OoIbC A—%—JL—LA®D JWT 49
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"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",

exp": "expiration" (120 secs)
}
RAO—KRDH :
{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {
"address": "test@amazon.com",
"verified": false
}
}
}

INT DY O*x—

Verified Access 1 VARV ATRRI—HF—O L —LNBESILENE VWIS, Verified Access T R
RAVKD HTTPS ZFEAT AR SICRET D2 BESOLET, Verified Access T RiRA >
NA"HTTP 2R TR XS ICRETHEHEE. IVRRAMORNT Ty o&EFIVFT4T
N—T%FEATBDRST T4V IDOKICEHIRLTLSEEL,

T, VL—AICESVWTRIAEZTOHIC, BREERIATH L 2H5HOLET, NTUYIF—
ERBITRICE., WTAYA—AS5F—IDEREBL, ThEFERALTROIY RRSAMHS/N
TV OF—2RBRELET, TRTNAOAWS U—232 OBE, IV RKRANEARDESY T
s
https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

$l: IWT OEBEFI—KR

RXDOI—RE, Python 3.9 THF—ID, 2ZFAF—. BLERAO—-RZREIZHEZRLTVE
ER

NTUY HF— 50



AWS Verified Access d1—H¥—HA R

import jwt
import requests
import baseb4
import json

# Step 1: Get the key id from JIWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid"']

# Step 2: Get the public key from Regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])
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Verified Access 7R ') < —

AWS Verified Access R —ICk V), AWS IZIRARENTWAB T 7 T—2a 2 ICT7Oo12ARTS
EODIN—IEERTEEXRT, AWSKUI—FETH S Cedar TRABENTVWET, Cedar ZEH
9% &, Verified Access THERATARSICERETS ID TR T/NA AR—AOEEZ7ONAM A —H
SEEFEENERNSARNIVTFFANCEIVTITMAET BRI —%ERTEET,

Cedar RS —EZBOFMICOVTIE., Cedar V7 7L VAHA R, #CELIEE,

CDtEUS 3Tk, Verified Access RS —DEIE, RB. EEFHEICOVTHBAL, Hlxzn<
2ARLET,

=P

« Verified Access 7R J > — D A

« RUS—AT—KM XU NDEBE

« RUZ—OFHME

s ELNNAVEEF

« RUZ—=XUbH

- RV —OPYIODTI—KHY—FVY i
« RUZ—0H

« Verified Access RUZ—TFT A&V K

Verified Access R > — D {EH

Verified Access I —7" % 4ER T DK, F/IE Verified Access T RIRA > NEERT B, #7
23> &L T Verified Access R > —ZEZRTE X T, Verified Access RS —ZE&RL B TE
IN—TFLEEIVRRAVNZERTEXRTHN, RUP—ZERITDETCINTOT IV ERAERE
7Ovo&EnEd,

e % (CBE1E D Verified Access I —TEHE I RIRAVNIRUS —REBNELRZEET S5
&, Verified Access I —7 RS —DZEE £/l Verified Access T RIRA > KRRV —DE
EACECEE,

RUZ—0FEMA 52
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RIS —AT—R X NOBE

cDtU2 3> Tk, AWS Verified Access RS —AT— MX NEFOFAAEICOVWTEHEL
£9, 0& D0 Verified Access R —ICEBDAT—RM X N ERETEE T, Verified Access
R —DOBEE, UTOROEY T,

effect permit

[ principal,
scope action,
resource |

when {
condition context.device. location =="US" &&

clause context.authn == “MFA”

RUD—ICE, ROBONFEENET,

c MR —KRUVP—AF—HFM X MY permit (Allow) A forbid (Deny) A ZEEL £,

s WREH —VRZBAISZDTVUINIL, 7o>ary, VDY—Rz2EELET. HBEOTU D
NIL, Tooary, fEEVY—REBELAEVIET, Cedar DRREFEZREZNEEICLT
B ENTEEFRT BIOHESR), CcOBE. RUZ—RBIXTOTVINIL, To23a,
)Y —AICHERAEThET,

s ZUGH — HRNFBEHAENDZIATFANEEELET,

/A Important

Verified Access Tld, ZRUFICEFENDNFANIAVTHFANEZSRBIDETRI D —
FEECKRBEhTRT, RUI—ONREHRK, BICRAKEZOFERICLTHELUENf BV E
T, TDE, REFBCEFENEZ D EFNAAORNTARNIITHFANZERALTTIOEA
ZIEETEZET,

EHEERD)S—DBH

permit(principal,action, resource)

when{
context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

i
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BOHTE, EEFZFALTI1 2ORUS—AT—M XY NIERORXRUGEZ2FRATED L
ICTHESLSEETV, Cedar DR —EBZFESE, DARLTEDHIBILERICH=DKR)S —
AT—MAVRNZERTEIRBEBINESNET, TOMOFICOVWTIEE., THRUS—0Hl, #S5BL
TLEEL,

RS —OFHE

RUD—RFIAIXDNEAIDULEDRID—AT—KR XD (permit £zl& forbid AF—K X
M DOtEY RTT, RU—K, &4E (when AT—K X2 K A true THRBEICEAETNET,
RIV—RFIAIXKNNFTOERREFATDICE, RFIXINAODBELEE 1 DOFAIARD
—NERAEhTVWRIZENHY, BIERVD—2BATRIERFTEREA, FARU—IHER
ENBEVEER, 1 DREOBIERVD—FERAEhTVIES, RUS—RFIXINETIEAR
#IEBLE T, Verified Access J')L—7"& Verified Access T RARA > NOEAICERE iR
—RFIAIXKNNBZIHEE, MAORFIXRNNTIOELREHFATIHEN B ET, Verified
Access TV RRAVENDRIVD—RFIXNZEBELTVEVESR. TIOERREHFAUTIHE
&3 DIk Verified Access TIL—T RIS —DHKTT,

(® Note

AWS R S —ER B (C Verified Access B ZRIEL T TH, REBHBICADLEF—RE
BRIELEBA,

EILNA2ERF

RDI—AT—BM X DOEE THRALERDIZ, ETXRETETLFZHZEAL T AWS Verified Access
RUS—OOAVTHFANZERTRIHFE. RIBEEFEFAL TEMZGZMADENTEET,
RS —ZHBILESICRBAZMABD EHICERATEDEIL NS EETFRMBICEZTHHYYET, S
BAICIXNTOEILN VEEFZTRICRLET,

EET RATEF—=N—O—R Bk
! Boolean — Boolean WEAE.
== any - any i, XA 7HF—HLEBLT

., WFhADRLAT D5
THELEXT, EB22/47
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k

BET

&&

.exists()

247 EEF—N—0O—R

any — any

(long, long) -~ Boolean

(long, long) -~ Boolean

(long, long) -~ Boolean

(long, long) -~ Boolean

(entity, entity) —» Boolean

(entity, set(entity)) — Boolean

(Boolean, Boolean) - Boolean
(Boolean, Boolean) - Boolean

entity -~ Boolean

S

DEAEVICELLBZD L
EHELA,

&M, FMOERX (LFES
).

Long integer less-than.

Long integer less-than-or-
equal-to.

Long integer greater-than.

Long integer greater-than-or-
equal-to.

BEEXN—2v 7 (BRE
ADAREICKYIL—)

EX>/N—>vY 7 (Aand
B) || (Ain C) || T& i Alin
B.C .JERY)L—. €YK~
IZ non-entity AE2FhTW2
BARIZ—ICBYET,

Logical and (short-circuiting).
Logical or (short-circuiting).

Entity existence.

ELNAEET
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BET

like

.contains()

.containsAll()

.containsAny()

247 EEF—N—0O—R

(entity, attribute) -~ Boolean

(string, string) - Boolean

(set, any) - Boolean

(set, set) > Boolean

(set, set) > Boolean

S

hEEHETF, e has f L

dA—RFERI>FTAT4IC
eBEFANONAFTa42T
NHBINEDIHZTANLE
T e FFELABVA, e
BELTEEMf Z2H LBV
BEWE false Z RLET, B
MBI FEERIXESTD T
FILELTRATEET,

REEET, t like pTF
ANt ANER—2p &E—FT
PHLESHZERIELET. N\
2—2ICEk, OBULEOXF
E—HIBVAMILRA—RX
F*HFEENBZHEENHYE
T, tOVTTINAZ—XF
E—HEEBICIE. p T
BIAT—TXFI—T VA
\* ZFEATEEXT,

AYN—Y T BHFADE
ENESH) ZRELET,

TYRNAICEZEYRNB®DOITAXNT
NDEENEFEFNATVEIHLES
PETARNLETD,

tYRNAILEYRNRBOEZED
WIFhhANFEEATVWR ALY
SN ETANLET,

ELNAEET
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RID—AX K~

AWS Verified Access R —IC XV RAT—RM XV RNEEHDENTEET, IX N, //
THREVHITTERDLDIITELTERENET,

ROBIE, RIZ—HAOOAXY RAT—RMXYRNERLTVWET,

// this policy grants access to users in a given domain with trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)
};

A —0O2vona—kg—Fv K

BEDIVTFANIEETS, FLEFELAVWF—2EZFE T % AWS Verified Access 7R

) —BERTZIBENBYNET, FELBEVIVTFAMNAOTF—R2Z2SRBID L, EFIC
BEE<, Cedar @G IZ—Z/ERL. RUI—TT I ELANfEBTENDLSHMELET, Hlx

l¥., fake_provider & bogus_key FCOOAVTFARNTREELBVED, HERNICIESE
£,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

CHDEOBRRZERTSICIE, has BEETFEZFALTEF—NHNBEETIHLNESIHL EHRELET, has
HEF N false ®IRTE, BEHAT—MXMNDESHZHMIEFELL. Cedar GEFEELZVER®
SHBERADCEICLRDIT—2ERLEFEA,

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

};
chik, 2 0NERLBZ EEIONAA—4ESRIDR)—2EEITIEESICREEATY,

permit(principal, action, resource) when {
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// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
N
(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)
)
};

RS —0 bl

Bl IAMTATFUTATAEE—OR) S — DR

® Note
TIL—TERBEETED LD, IWIMTATFUTATAEYZ—RBTIL—7IDZERLTY
LW=T7%ZRLET, ChiCkW, JIL-—TOEANZEEITDIRICRIZ—AT—K X2 b
NEESNBDZH<SENTEERT,

LTRSS —FITE, 1—%—» finance JIL—7"(JI—7"1D &
€242c5b0-6081-1845-6Ta8-6e0d9513c107) ICBL . RIEFEAX—ILT RLAZEFE >TVWS5
BILOKRT IO AZBFALET,

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true

};

Bl1b  IAM T AT TATAEE—DR)—AT— R XAVNIESICHERHZEMT S
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LToRYD—FlTlE, I—H—AH finance JIL—7 (JIL—71D &
c242c5b0-6081-1845-6Ta8-6e0d9513c107) ICEBL . BRIEZEA X —IL T RLAZF > TV
T Jamf FINA AV A AATH LOWDBEICO AT IV AEHFALET,

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

Bl2: 4—RN—FT 1 OIDC 7ANA T —ZRREL LRI —EFURD S —

LTORISD—BITE, I—H—74 Tfinances FJIL—TICBL., BRIDEHAX—ILT RLAZHF 2T
WT, Jamf FINA ADQ VAT AOATH LOW OFBEICOHKT I AZFALET,

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

};

51 3: CrowdStrike @& A

ROR)D—BITE, £EFMOAITH 50 ZBAZET IV EANFATENET,

permit(principal, action, resource)
when {
context.crwd.assessment.overall > 50

};

Bl 4 BHRXFOEH

ROBITE, AVTHFANTONTAARID—FFOFHNXFTHS : (EIO0OY) ZHALT
WBBEDRIS—DRRGEERLTVET,

permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")
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i

Bl5: BEDIPT RLADFH

LT, BEDIP7RLADKZFHATEIRI—DOHITT,

permit(principal, action, resource)
when {

context.http_request.client_ip == "192.0.2.1"
};

fl5a: HEOIPT7RLAOGTOY Y

LT, HEQOIPTRLAZTOYITRRIS—0HFITT,

forbid(principal, action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
i

Verified Access R —TF 2 AR N

Verified Access R —T AR NE, RV —OTANERRICHERTE S Verified Access
V=N EENDY=INTT, IVRRAVNRIDD—, TI—TRIV>—, BLENFZANIY
THEAMNN1DOOBEEHICKRREN, TTRIUD—ZFTAMNLEYRELEYTEET,

RSARIVTFFANOERRIEBEONAA - EICREKY), Verified Access BEHIFIEENES
M7ONAZ—OFEATIERBEEREMNSBVEEN BV ET, TOLEH, TARNPHEOEN
T, BEOVTFANETIN—TRI—ETIVRRARNRIS—OEER 1 AFATHERTES
EFEBILERTT,

LToto>3a>TR, RUS—IF12—%ZHERAIZSATOELAEEEZHALET,
RARY

c ATV7 1L VV—RZEETS

c ATV7 2RV —ZTARNBLVIRET S

« ATV 3 EEZERALTERATS
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ATYVT 1 UY—RAZERETS

RIVI—=TIRAR NOBRAIOR—T T, EHT S Verified Access T RRA 2 NEREELE T,
Fh, I—Y—(EX=)TRLATEHRN) £2EEL, #7203 Tl1—H—0RABRT/EFLET
NAAIDEEELET, 74 KTR, B8EL EI1—Y—0 Verified Access O A S REFT DR
REFMEETNET, 77232 T, BHFOFTELRFIEETOREZEMANICERTEE T,
BEIC, NZARNIOVTHFAN, BIRE, IVRRAVRNRUS—, BROETIN—TRI—H"7
NTROBEEICRRENE T,

RID—=TIARAEY R 2RVTVY—RAZEETDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,

2. FEZ—232RA2T [Verified Access 1 VAR A] 2 BIRL, BETDAVAZVAD
[Verified Access 1 AR AID)Z 2 JYOUOLET,

3. [RUS—TIARU hZ2RE Z2:E8RLET,
4. [A—Y—DEX—)TRLA]IT, A—H—DOX=)ILTRLAZAHLZET,

5. [Verified Access T RIRA 2 R Tk, RU—ZmMELTTARNTE I RARA 2 MEERL
7,

6. (A7 al) (&I, I—F—DBFMZANLET,
7. (AT23aV)[FNARBRFIIC, —BOTNAARBBFEZEELERT,

8. (A7 23V FAKERI TR, EAITIEMOFTABEROBEEZERLET., 774 NTE,
R OBAFERAIERAET KT,

9. [RN]ZEBRLZFT.

ATYVT 2R —ZTARNELVIRET
SOR—VIZF, RTEETIEHOERFRFENET,

s EE7ONAA—NI—H—E (AT VT)HAOATY T TEELETFNAADEHIZERFL
ENZANITFARN,

c BIOATY 7T TIEEE N 1= Verified Access T RIRA > KD Cedar R —,

« T RRA> NNET S Verified Access ' )L—7° D Cedar R > —,
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Verified Access T RIRA > RNETI—7 D Cedar RIS — I COR—J THRETEEZITHN ., NS
ARITHFANEIBNTT, COR—DZFEAL T, Cedar RUT—E—BIZNZARNIVTFHFA
RERRTEDEISICHEVYYEL

[RUSD—Z2T AN REDZERLT, NZARITFANIHL, RUS—ZTARNTRE, &
ARRAEEICKRRENET, BELCKHUTCOTOLAZRYIETZET, RUS—Z2HEELTE
BFZ2BTARNTEERT,

RS —OEBICBEF B TIE. DRA] EEBRLTRYS—FY ALY NOROBEECERET,
ATV 3 BELEHEIEL CGERATS

RIS—TIAEZYRNOBEOR—I TR, RUS—ICMAEEZEENBRFARTESh, BREICEFETE
I, T, EERARZHRRICHEREL., EEZBR]) 2EBRLTEEZRETEERT,

Tz, [AIN] ZEBRUTHOR—DIZRD D, [FrY2EIL]ZEBRLTRIS—TI AR Nexs
ICF Y EILTBEETERT,
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AWS Verfied Access Dtz 1 )57«

AWS TH., 95T REF1UF( REABAELTOET, AWS O1—H—i, EF1UF <
ERLERTIEBMOERER LTS BEENETF— 2L A—LRY RDI—IF—FFUF 1
ERATEET.

tFIVTAE, AWS EI—H—DEOEEHRETY, EEHEETIL TR, ChZEIF7TR 0
EFIVFTFABRTITVRAO EF21UTFA1ELTHALTLET,

« VJZTRDEFIVFTA -AWS &, AWS UTTJR TAWS ODH—ERZRITITRDATFTAK
SOF v+ ZRETHEEEBVET, £, AWS KK, I—H—HNL2IFEATERZH—EALE
MLET, AWS AV T SATUATOTZ L O—RELT, Y—RN—FT 1 —OEENEHNIC
EFIVT 1 OEMMETANBRTRIEL TVWET, AWS Verified Access ICBAT2 75
ATAZTOTZLQOFEMRCOVTE, IV TSATATOTZALICEKDHREHRRND AWS O
H—ERAZISRIEEL,

c VZUORADEFIVT A -1 —0EFE. FATS AWSOH—ERICKHUTERYET,
FEHBERRE., T—2OHBERM, CEEH BRAZSLAHBEOTOMOERICHL TEETZ
BHVWET,

CORFIXNE, Verified Access ZFRTRRICEETRETTINEZBR TS5 E22EBTDD

CRIBET, UTOREYITR, EF1VTABLRCAVTSAT o AOBNEERTD D

\Z Verified Access 258 E T2 HE%ZRLE T, Verified Access JY—ANDEZZD > T XtF21)
T ABRICEIOMD AWS OH—EADOFERAAEICODWTEFFLET,

EPA

« AWS Verified Access THTF— X FE

» AWS Verified Access O Identity and Access Management
« AWS Verified Access W 1275 A 7 2 AWEE
« AWS Verified Access = & |12 TREZE 4

AWS Verified Access TN TF— R {RE

AWS EFHEETFI)LIE. AWS Verified Access ICHB TR TF—XREBEICEATNWET, COEFILT
HMBAETNTVWBRELSIC, AWS I, AWSUTIR OINXNTEETIDTO0-NINATZANTD
FrERETDNHVET, BEKE. COAMVTTFANTIFYTRANEATVWR ATV

TR RE 63
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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ICNITRIEBRZHIBIDEINI GVET, £, FATD AWS O —EAOEFIVTFIHRELE
BRAVEI—HY—0EFERVET, T—RTFANI—OFHICOVTE, "TF—27Z4/N\
—NDEL<HDER) Z2SRLTLKEEV, BMNTOF—XFRBOFMICOVTRE, "TAWS &+ 21
74707, ICEREhk TAWS EEREETFTIH LT GDPRy 07 OJRREEZSRL TS
Wo

T—RERBEITRDLEH, AWSTHUV N OFRIFEHRZREZEEL . AWS IAM Identity Center E 7z (&
AWS Identity and Access Management (IAM) ZFERA L TEYOI1—H—ZEY NPV TR L %
BEAOLET, COFEICKRY, ThEAODITEERTIDLHICKELEROAKZEI—H—I(C
NETEET, T, AOFETT— R ZRBEIDELEZHEITIHLET,

« BT NIV NTSHEZRFEL (MFA) 2L X T,

« SSL/TLS ZFRALTAWS UY—RAEBELET, TLS12HAMBETT, TLS1.3NHEEhZE
9,

« AWS CloudTrail TAPI £E1—H¥—F O FT4ET4OF T2 EYNTYTLET,

c AWS OH—EARNTT7FIIRTHD, IXTOEFIVTAEBEEICINZT. AWS OREE{LY
Ji—>a>&FERLET,

« Amazon Macie BENDFEBNZ— REF1UF 4 H—ERZFEALET, cns5lk. Amazon
SIICREFEENTVEIHERT—XORBRBEREZZELEYT,

c ARV RSAUAVR—TIARERE APl Ik AWS L7 21 RT B E =2 FIPS 140-2 #&E
EABEES 1— LA BERBEE. FIPS TV KRSV NEERALET, FATLEL FIPS T
Y RARAT RNOBMICOVTIR, TEBEHOEER (FIPS) 1402, EBBLTIEE L,

BEBRODEX=I)ITRLABEOEBBRYX 2T 1 78Ik, IR [BE 71 —I)LRE&E
GDQEEI%‘W)74—)LHL:@EELKL\Z_tEﬁﬁ<BEJ&bb§3‘O ohnlk, O>VY—JL, API, AWS
. F7=lF AWS SDK ZEH L T Veriied Access Xt AWS O —ERAZBRETSIHEESEREKT
3‘ %ﬁukﬁﬁﬁ?éﬁEEHEL@T=\=7xl\7'f—)LI\’P'}'l'jL)UJth RlE, FX2EWOTICE
AEh35E0rHYNET, ABH—/N—NURL ZREHITZHEEE. TOH—N—\OVIITANE
BMICTRHICERAIERZ URL ICEOBVW L EEL<BHOHLET,

BRER DS

Verified Access Tl&. Transport Layer Security (TLS) 1.2 AZFRAL T/ 2—% Y MNERATI
RI—H—H S Verified Access T RARA 2 MIEEFOTF—RZIXNTESILLET,
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XYRND—=OBRNZ 714900774 —

VPC ADEED )Y —AANDT VA% HIBR T 5 &S IZ Verified Access ZRETEE T, 1—H—
R—ADREIADEZEE, TVRRAVNITIVERTEZI—H—TI—TICETVWT, XY KNT—7
D—BANOT IV LAZFHRIBDEETEET, iFMICOVWTIE, MVerified Access R > — &
SHBLTLSEETL,

AWS Verified Access DRERFOT—RES{L

AWS Verified Access &, 7 2 KT, AWS HFiIET S KMS F—Z AL TREFOTF— X ZHE
SILET, F72I)ILNTRERPOT—XZ2BESKTDE, BET—XORBICHSERLOF—
IN—AY RPEMEZBFHTEERT., AR, BSHLOOAD T4 T AEREHOBREEEHERE
Y, BeRBT7TVT—23 2BREITDIEETEXRT, U0V 3> Tk, Verified Access
FREFOF—FESHICKMS F—ZFEATEDHEICODVTEHFLULLFHBALET,

S, =~

D e

- Verified Access & KMS F—

- BAZHETEDER

« AWS KMS (2 & (3% AWS Verified Access DT 5> NMERF &

- Verified Access THARXN—NZX—TJ RF—ZFHATS

- Verified Access JY—ANDHAZIY—XZX—I RF—ZEETS
« AWS Verified Access B St 1 TF A K

« AWS Verified Access NDEEFILF—DE_X) T

Verified Access & KMS F—
AWS FrE¥—

Verified Access Tld, KMS ¥—Z AL T, BAZHBETESEHR PI) ZBBHVICESLLE

T, ChEF7AIRNTREL, AWSHAFIETRDF—DEAZHS TERR. B, #H. TLEE
BEIDERTEFRRA, LEL, T RZBESLITEDF—2REBEIHLOOTHR IO L %R
ELEYZEBELEYTHDHEREHY)EEA, FMAICOVTIE., TAWS Key Management Service 7

ROYN=HA4 KR, O TAWSFIEF—, Z8RBLTLEEV,

COBEBHLAV—2EEMLEY, BOBEB{EZATZ2BIRLEY TR ERFTEEEA
A", Verified Access U Y —AZERTBIBRICHAZIN—NZ—I RF—EBIRTD LT, BBED
AWS FTEREB{ILF—IC 2 BEORBESILLAV—%2EBNTEET,
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NAZI—IR—T RF—

Verified Access Tlk, BEFRIMERL TEEITAIRMAAZII—~NZR—I RF—ZHAL T, B
DF7 AL BNOESHKIZ 2 BEOBSILLAV—ZEBMTDENTEERT, COBSLAV—
FI1I—HY—HZELICHETED LD, ROKDIBRATVERTTEEXRT,
« F—RUI—DOEELMHRE
s IAMRUZ =TSV NOEREEHE
- F—RUI—OBEMEEML
ES{tEMOO—T—23>
- T DEM
s F—TAVTADERK
« F—HIBROARAT D 1—I)LEE

MOV TR, TAWS Key Management Service ROV /N—HA R, ® "THAZI—NZ—
RF¥F—1 ZZRLTLEE,

® Note

Verified Access Tld, BAZBETEDT— X EZB/BTREITDLHIC. AWSFTIEF—%E
AULTREFOESILEEBNICEMICLET,

EEL, DARNY—XZ— RF—OFEAICIE AWSKMS BN BAEhET, DEnsFA
IC2WTIk., TAWS Key Management Service D&, 2ZBL TS EE W,

BAZHETESER

IXRDEK T, Verified Access A ERATREAZBETEDBRR(PI) &, TOESILEEZEEHLE
9,

T—22A7 AWS FTE D *—HE 51t NAZRI—XZ—I RF¥F—0
e (F7°>3a)

Trust provider (user- % a%

type)
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F—=RRAT AWS FrE O+ —EE51t

A—H%—2470FEE70)N
A A—ICk, Pl EREEh
% AuthorizationEndpoint,
UserlnfoEndpoint Clientld,
ClientSecretZx £ ® OIDC # 7
SAVHNEFNATVETD,

Trust provider %
(device-type)

FNAARZA7OEEO/N
A4 & —I\Z & Tenantld, PIl &
BREh? FgEnTLE
9,

Group policy '

Verified Access ' IL—7" D
RELFEERICEMEEhE
T PO LRLAERZERTS
EHOIIL=INEENTVE
T, I—H—FBXX—=IILT R
LABED PII NFEENDE
BNBYET,

Endpoint policy 5%

Verified Access T RiRA >/
NOEREZFEEEICIRM
EhET, TUOLAERZER
RITBDLEHDI—IHNEEN
TVWET, 1—H—FPX—
LT RLABED PII FEE
N 3ZENHYVET,

NAZI—XZ—T RE¥—0
e (F7°>3a)
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AWS KMS I8 (T AWS Verified Access DT 5> NMER B E

Verified Access Tld, DARXN—NZX—I RF*F—ZFEATILEODT S MHBETT,

DAZRN—IXZ—2 RF—THEFILE 1 iz Verified Access )Y —A%ZEK T B &, Verified Access
(& (ZCreateGrant) V TARNZEETSDCET, I—HF—ICRD>TEHAZERL FTAWS

KMS, AWS KMST®NOY S N&ERAL T, Verified Access ICF7HI RADHAZII—IZ—
RE—ADTILAEEEZET,

Verified Access Tlk, U TORAIBARL —> 3 THAEII—NXZ—I RF—ZFRAITZDEHICY
SUNIBETT,

EElENETF—XF—Z2ESLT, TNhESOF—ICRDT—RE2EBHTEDLSICTSIC
(&, Decrypt JUITAKR%ZE AWSKMS IZIEELET,

« 952 N%ZHIBRT BRetireGrant') VTAN%Z IZEASEAWS KMSL £ T,

EFEOZAZIUT, FAIICKRIBDTIORAEZRY)ELEY, DAZN—XZ—IRF—IIWHT
H—EANSOT IV LAEZHIBRLIZY TEEXRT, ChZEfT5 &, Verified Access kT AZN—X
Z—IVRF—CR>THESHAENLEIXNTOF—RICTIEATELELLRY), TOF—RIHKEFLT
WBARL—23HNTEEZTET,

Verified Access THARAN—NZ— R¥—%EHTS

WHRDARY—NF—T RF—%ERT S IZIFE. AWS Management Console & 1z l& AWS KMS API
ZEALET, "AWS Key Management Service RXOAY /N—HA Ry IZHD "HMHDAXI—X
F—Y RF—DEHI ATYTZERITLET,

F—RT—

F—RVI—l, DAEII—NZ—IRF—AOTIVERZHBLET, IXNTOHARARII—TR—
TRFEF-LZCEF, F—RVI—DN1D2EGHBETT, CORVI—ICR., TOF—2Z2FATED 11—

H—CZOFEALEERETDIAT—RMAVRINEENTVET, DAZYN—NXR—IRF¥—%4E

RITBIBIC, F—ARVI—ZEEITDENTEET, FHMAICOVWTIEE., TAWS Key Management
Service FROY/N—HA R, O "THAZI—XZ—IJRF—ADTILANDER, 28RBLTLKE
=L,

NARIY—NZ— RF—% Verified Access VY —ATEATSICIEE., F—RUZ—TXKXD APl 7
RL=23>%ZHFATIHENHYET,
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« kms:CreateGrant - DARY—YZ—TI RE¥F—ICHFTEZEMLET, IS5 MNEFEEL £ KMS
F—AOTIVERAZHBLET, chiZ&kV), BEZ FAOFEARL—23 VICH L Verified
Access "7 VAN TEDLSICHBYET, . FMHIZOVWTE, TAWS Key Management
Service FRAY/N—HA R, O "JZ2hOFEA) Z22RLUTLKEEL,

_hnlZ&kV), Verified Access "L T EERITTEDRLSICKYET,

. GenerateDataKeyW1thoutPla1nText ERCHLTIBB{tEhETF—2F—Z24£ER L TRE
LET, T RXF—RBBESLICISICEERAEhBZWVWASTT,

e Decrypt ZHUHL T, RECATVIBELT—2F—2FEAL THESLENET—RICT
TJEALET,

« BLETRTIUINILEREL T, Y—E AN RetireGrantZRITTEDLSICLET,

« kms:DescribeKey — HAZN—NZR—2 R¥F—DOFMZRM L. Verified Access ' F—ZREE
TEBDLSICLET,

« kms:GenerateDataKey — Verified Access ¥ —ZFAL TF— X Z2RBSILTEDLRSICLE
C

« kms:Decrypt — Verified Access A'lES{LENETF—REZEBSTEDLRSICLET,

AR &, Verified Access THERATESDF—RU>—0OHITT,

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use Verified Access",
"Effect" : "Allow",
"Principal" : {
"AWS'" o M
},
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
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{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource" : "*"

RV —TOHFAINEEICETHFHMCOVTIE, TAWS Key Management Service XA Y /N—
AR, ZZRBLTLKEEV,

F—TIOEAORZTIL>2—FT 4T OFMIC OV T, TAWS Key Management Service X
AY/N—HA4 Ry ZZRLUTLEZ L,

Verified Access Y —ANDHAZIN—NZF— RF¥—%ZIBEET S
HAZN—NZ—TIRF—ZEELT, A TOVUY—-RIC2FEBORES{LL AV 2RHETEEXT,

« Verified Access Z)\L—7
« Verified Access T RiRA4 > K
« Verified Access 5870/ 1 & —
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AWS Management ConsoleZfEA L T nhsD) Y —AZERTDEHE. TEMOBSK - A7
232, vV IVTHABRN—NZ—IRF—ZEETEXRT, ERFPIC [BS1LE E@ﬁx'}??
AXFEMEFTYvIRY DAZEIRL, AATBHDAWSKMSF—ID ZADLET, cniFBEFD
V—AZZETHHEX. AWSCLI ZFEALTITSZEETEET,

(® Note
EROVY—AOVTIDICESILEEMTEIEHICERATIHAZIN—IR—I RF¥—
FERONEBE, VY—ADOREBIZT IV EATELRLLEYET, 2L, VY—AK,
AWS Management ConsoleF =l Z2FAL THLWHARI—YZ—IJ R¥F—%ZFHL
AWS CLI, FREEZ VLY NTDETEETEET,

AWS Verified Access BBt TF A

5OV TFANER, F—RICEITZEMOITFFANERESCLOIC, ERTS (47

2aAVD)F—EEORTOEY NTT, AWSKMS k. BEALIVTFANEZEMORIEE & T —
FELTHEAL., BSILOFTHLEYR—NLET, T—XOBS{LUIITARNC %1l$:|>7‘-=\=7\I\
ZHAMIATE, AWSKMS BES{HKIVTHFANZESLEOT—RIINARLET, TF—22E&
FITBICEFE, TOUVIIANC (BESILFE)BAUES{EITHFAREEDET,

AWS Verifed Access BES5{t1>TF AN

Verified Access . AWS KMS TORBS{LAENOIANTT, BIULBSITFANEZFEALE
T COBF—IC(E aws:verified-access:arn &, EHIZIEJUY—AD Amazon )Y —AZ— LA
(ARN) Z#EEL &9, Verified Access J Y —ADBEE{LIVTFANIRXDOERY TY,

Verified Access 87 0/ 1 & —

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Verified Access Z )L —7°

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"
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Verified Access T RiRA4 > N

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

T8 VRERUS—ANOBESILITFANMEAOFMIZOVWTIEE., TAWS Key
Management Service RO Y /N—HA Ry O "BSLIVTFAN 23RBLTLSEETV,

AWS Verified Access DRES{LF—NDEZ-XU> T

AWS Verified Access Y —ATHAZI—IZ—I RKMS F—=EHAITSHEE. AWS
CloudTrailZ B L T, Verified Access 2" AWSKMS IZIXET2 U0 ITANEEBHTEET,

RDPBIE CreateGrant, RetireGrant, Decrypt., DescribeKey # & Tf GenerateDataKey
@ AWS CloudTraill f R RTHY, DAZN—XZ—Y RKMS F—THES{tENLETF—RICT Y
AT % oI Verified Access AU HT KMS AXRL =23 AN EZZD TS hET,

CreateGrant

HAZI—XZ— RF—ZFHALTUY—RAEESILT S &, Verified Access 1 —H%—IC
KRHO2TAWS 7HINAOF—ICT VAT S CreateGrant EXRZIXEL £, Verified
Access M"MERT BT T MNE, WAZIY—NZ—I RF—ICEHEFFSNhTVWAUY—-AICEE
NDENTT,

BLTFOARY Mk, CreateGrant ARL—> 3> &8 LEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
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"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:27:12Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T16:41:427",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",

"constraints": {
"encryptionContextSubset": {

"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f58le2e5c97a2"
}
I
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
},
"responseElements": {
"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaaddbd4ad6dldfO7df6048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
1,
"requestID": "@faa837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos",
"readOnly": false,
"resources": [
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"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant

Verified Access Tld, DY —A%ZHIBrT B EZ(C, RetireGrant ARL— 3 #FALTY
S NEHIBRLUET,

LTFOANRY MllE, RetireGrant ARL—>3a &R LEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:42:33Z7",
"mfaAuthenticated": "false"

iy

"invokedBy": "verified-access.amazonaws.com"

.
"eventTime": "2023-09-11T16:47:537",
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"eventSource": "kms.amazonaws.com",

"eventName": "RetireGrant",

"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"

1,
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61babf434d8c5¢c7632fF"
1,

"requestID": "7d4a31c2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

Verified Access l&. RFEENTVBIESILT—XF—Z2FAL TBSLENLET—RITIEA
I5EHIC Decrypt ARL =23 EFTHELET,

LTOARY Mk, Decrypt ARL—2 30 ZRBLEENDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T17:47:05Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODuBYhyZ3h1MuYYJz9x7CwQWZw=="
}
},
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee3ld",
"readOnly": true,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access l& DescribeKey AR L —>a>&FEAL T, UY—AICHER TS NTWVWSE N
ARI—IX—T RE—HFTHIY NS LBU—T 3V CBETBAESHERBLET .

LTROARY Mk, DescribeKey AXRL—> 3> &REBELEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T17:46:48Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
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"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
},

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

UTOAXRY MMllE, GenerateDatakKey ARL —2 a2 ZE&LEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw=="
I
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
I
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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AWS Verified Access @ Identity and Access Management

AWS Identity and Access Management (IAM) &, BEEEA AWS UV —ANOT IV AZZ£(THl
#AWS DY —FER $20IC/ULD TT. IAMBEEEG, &R (F1> 1) L, #IC Verified
Access VYV —ADERZ FFA 32 (T EAH#AZEFLES) 220 MO LET, IAM &,
BiMEe&LTAWS O —EAX FEHTES T,

N =R

. NRE

s PATUTATAZMERAL RS

e RU—ZFERALET IV ELADER

« AWS Verified Access & IAM DE#E T %

« AWS Verified Access D7 A T T AT AR—ADRI Z — D4l

« AWS Verified Access DT ATV TATAETIORAORNS TN a—F1427

- Verified Access DH—ERICU > VEhiO-ILZFEHATS

» AWS Verified Access DAWS Y x—2 RARJ S —

XRE

AWS Identity and Access Management (IAM) O R 773%&, Verified Access TITOEHEICR > TE
BTYERT,

H—E A1 —H— - Verified Access T —ERZFERAL T a7 2R1TIT2H48. VLEERIER
ET VAT ZEBRBENf RHLET., EEEZRITITBRLHICE SIZZE < O Verified Access DHERE
ZEATREE, EMOFANVEBEICEDZBEENHYVET, TIVLANEBHEZZERL TH L,
EEEICEHYSHFTREVITIARNTESATRILEET, Veriied Access DEEEICT VA TEHZV
BEF. TAWS Verified Access DTF A TFUTATAETIVERADRNZ TN 1 —FT142T, 288
LTLEEL,

H—ERAEEE - LD Verified Access VY —AZHEHHEL TVWBHEEE., BE. Verified Access (C
LT IERTRZCENTEET, Y—EADI—H—HE D Verified Access #aER 1) Y — A
T OERATRINZRODODIEEEREENHETT, TOR, AMEEBEICVIIANZEFEL T,
H—ERAI—HY—DHEREZEEITILEN HUET. COR—DZOEHRERIKRL T, IAM O EARE
SEBEMLUTLEE Y, BT Verified Access T IAM ZER T2 HEOFMICOVTIRE. TAWS
Verified Access & IAM MEEFE ) 2SR EE L,
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IAM BEE - IAM BEE(E. Verified Access \OTF7 IVt AZBEITDR)—OERSGEZOEMIC
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ec2
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"Action": [

"ec2:actionl",
"ec2:action2"
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HFr—ICEBROEZIEETDE, FREBORARL—aVEFEALTERHFAWS 2FHMELET. A
T—M X NDERIFTEENDHNICITINTOREN BTN MLENHYET,

FMEEEITDIRICTL—ARILA —BEREFEATETT, AL IAM I—H—I(C, IAM D1—%—
BFRTHHENTVRHEEOHR Y —AILT IV EATEDHEREMNETDEN TEET, FHML
20WTE., IAMA—H—HA ROIAM AR —DER: ZHB LV R T 2SRLTKEE,
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Verified Access DY —EAIC) 9 nEO—I)OERELFEBOFEMCOVWTIEE, Verified
Access DH—EAIC) e hiO— ) ZEAT2) 25BLTIEEL,
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Console, £/=ld AWSAPI ZHEALTRAVZRITIDERTEREA, IAMEEERZ, VY —
ATRERTIIAVERTIZDEHOOERZ I —ICAETD IAMAR IS —ZERTEET,
T, BEBEFO-IICIAMARD > —Z2EML, 1—HY—RGO—-IZ5EZFHENTESR
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FEOEMIZOWVWTE, IAMI—H—HA ROIAM TOR) S —ET O AHFTEZSRBLTLE
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c IAMARDS—TH&HBZ2FEALTT IV EAZESICHIRTS - RO —IC&HFZEMLT, U232
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ARZSSLEZFEALTEETILDICEETEET, XHZFEALT, BEOHED Z2NLT
H—ERAT V2 a v FERENDBEICAWS O —E A, Y—ERAT7 923 A0OT7 0 A%H
A 92 EETEXRT AWS CloudFormation, FFMAIC OV TR, TIAM I—%—% 4 K1 @ [IAM
JSON policy elements: Condition] (IAM JSON 7R > —ER:&4) 2B L T EE L,

1AM Access Analyzer ZEAL TIAM AR 2 —ZHRFIL . 2 THEENBIERZERTS - IAM
Access Analyzer I&, FIRE RVBEFORI—ZRIEL T, RUSZ—H IAM RS —SFE
(JSON) BLY IAM DRRARTSHF 4 ACENTHESICLET, IAMTIERTFS 4 H—iF
100 ZBABDRV—FIVIOERANSHREREZRML, KL THRENBRYS —OEREY
R—KNLET., FHICOVTRE., IAM 11— —7H 4 RDIAM Access Analyzer R ) > — D&l 2 S
BLTLSEZL,

« ZEZRFRF (MFA) Z2ERTD -TIAMA—Y—FLRII—NI1—HF—2ZRXEBETRFTIVIND
PHEEFAWS THIUR, EF2UT 1 %58{LTHHIC MFAZBRICLET . API AXRL —
SAVHHOHENZ EEIC MFA ZHXEAICTSICE, RIS —IC MFA&BZEBML T, 3
Z2VWTE, IAM 11— —HA ROMFAREBAPI PO ELADEREEZSRL TS EE L,

IAM TORARNTZOT 1A ADQFEMICOVTE, IAMI—F—HA ROIAM TOEFI )T 1 OX
ARNTZ0T1AZSRLTLSEE L,
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Verifid Access DA AR ABRERTDICE. IAMZT U NG IAM AR S —ICZOEBMAT—
RXRZBINTDHUENFHYET,

FAFYTATAR—ARIZ—0hl N


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Verified Access I1—H—HA K

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}

@ Note

verified-access:AllowVerifiedAccess @722 3> 0Ok N{RIE API T

T, VY—RA, &Y, FERERHEF—XR—ADFIAMRFHR—KrEThTLEL

Ao, ec2:CreateVerifiedAccessInstance API 79> 3> Tk, VDY—RA, &J. &1
F&RUEF—RX—ADRIAEZEALET,

Verified Access 1 VAR AZERT B EHDORI)S—OFl, COFHITIE., 123456789012(F
AWS 7HO> hNES., us-east-1lFAWS U—23>T9,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"
I
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}

BODEROKRRZEI—Y—ICFHFAITS

BT, A—Y—TATFoTATALTEYFENLAVTAVERONR—I RRUZ—DF
REIAM A—H—CHFAFTRIR)S—OERGEERLET, ORIV —CF, I2Y—-IT,
T AWSCLI £l AWSAPI ZEALTTOJZATIOT VAV EETTRDT IV EAFHA
FEENTVET,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

:usernamel}"]
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o jam BERTITHHERNI H') EH A, PassRole
« B0 LA DI—H—IZ Verified Access JY—AAWS PHIOU KN ANOTOEAZFIL LV

Verified Access TF7 V<32 2 ERITTHHERN L

| am not authorized to perform an action in Amazon Bedrocky EWS IS —NFRRENHE, T
DTV IAVERITTEDLSICRV—ZEHIBDHEN HYET,

ROILZ—PHlE, mateojackson IAM 1—H—A" 1Y —=)LZFERAL T, % my-example-
widget VYV —AICETHFHMBERZRTLEISELECEZEELT, TORICHKE
ec2:GetWidget 77 EAFAZEF > TVWAVWEEICRETHENDTY,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

CDIFE, ec2:GetWidget 7O a>&FEAL T my-example-widget' )V —ANDT VA%
FATBDRSIC, mateojackson I—HF—DRVS —ZEHIDXENf HYET,
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ToEAOTnBEME

Verified Access O 2 BMICTDICIE

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
2. FTEZF—232RA2T, [Verified Access 1 VARV A] Zi&IRL E T,

3. Verified Access 1 AR AZEIRLET,
4

[Verified Access 1 > AR AOAOF 2 JRE] 7 T, [Verified Access 1 > AR AOOF >
JRENEE] ZBRLET,

5. (A7 2aV)EBEIAONAA—DSEFTEhDIRNTARNT—REZOTICEDDICIEFE, KOBREE
TVERT,

a. "AIN—23>oEH, ROVYTH I AR S ocsf-1.0.0-rc.2 ZIBRL E T,
b. [FNZANIVTFANZEHB]ZRBIRLET,
6. XROVThHLZITVET,
«  Amazon CloudWatch Logs NOEREZBMICLET. EEXOQATITIN—TZERLET,

« [Amazon S3 ICEE] ZAVICLET, EFEENTY NOEH, FIEE. 7L71Y I R%E
AHALET,

« Firehose N\DEE ZFICLET, EELEOEEAN)—LZBIRLET,
7. [Verified Access 1 VAR ADOF VIR ENEE] 2iBIRLE T,

ZfEFA L T Verified Access O =& %1l- 93 -k AWS CLI

modify-verified-access-instance-logging-configuration AN > RZFEHAL £ 9,

TotAO7 OEIML

Verified Access 1 VAR ADOT7AOTR., WOTEEMLTEET, 7OoEAOT Z2&EMIC
L&k, BIRT2ETCOITF—2RBOTEBEICEYET,

Verified Access O Z &ERHIC T3 IC1&
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4. [Verified Access 1 AR AOOF > JERE] X7 T, [Verified Access 1 VAR AOOF >
TRENDEE] ZBIRLET,

5. OJEBEZA7ICLET,
6. [ Verified Access 1 VAR AOOFXF VJRENDEE] ZBIRLET,
ZfEA L T Verified Access O & #&&HIZ 35 121k AWS CLI

modify-verified-access-instance-logging-configuration AN > RZFEAL £,

RZARIDAVTHEFARNEZED S

BRE7AONAZ—DSEFEND NFANIVTHFARNE. F7°2 32 T Verified Access AT ICE&

HBENTEET, chid, FTUT—2a3a A0T7 V0 A2HFNEERFESTZIRIS—2ES
TRERICIBEICRIEET, AMCTDE, RZANITFFANIOID data 71 —=I)ILROTFIC
RRENET, BUCTHE, data 71— )L RE null ICEREENET, RTFARNIVTFARNE

AJICE®H 3K SIC Verified Access ZERET B ICIE, UTOFIEICHWVET,
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Verified Access AJICRZARIAVTHEFARNZEHDICRK., &RFOOFIN—230
0csf-1.0.0-1c. 2 ICFYTIL—RIBDLENHYET, UTOFIERF. OF >IN I T
CBBEBSDTVARIEZFRELTVET, TS5 THRWES, FIEOFHMIIOWTRF 72
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4. [Verified Access 1 AR AOOF > JERE] X7 T, [Verified Access 1 VAR AOOF >
TRENDEE] ZBIRLET,

5. "TOJN—2a3a>oEH, ROV FTEIOJARND S [ocsf-1.0.0-rc.2] ZiBIRL E T,
6. [FNZARIVTFARNEZEEDB]|EFICLET,
7. [Verified Access 1 VAR AOOF VIR ENEE] ZBIRLE T,

% fEMA L T Verified Access AV ICEEITF AR ZEHSICIFE AWS CLI

modify-verified-access-instance-logging-configuration AN > RZFEAL £,

RSARIDTHFANEZEMIZCTS
RSARIOTFFAMNAOOIHFFRBIZBZ > EBEE. UTOFIETHIBRTEE T,
OV =)L &FERAL T Verified Access A AS RZARNRIAVTFHFARNZHIBRTZICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FTEZF—232RA2T, [Verified Access 1 VARV A] Zi&IRLE T,

3. @Y% Verified Access 1 Y AR A&ZBIRLET,
4

[Verified Access 1 2 AR AOAOF 2 JRE] X7 T, [Verified Access 1 > AR AOOF >
JRENEE] ZBRLET,

[INSGARIDAVTFARNEZEEDB]| ZEFTICLETD,
6. [ Verified Access 1 VAR ADOFVIRENEE] 2iBIRLE T,

o

%ZfEA L T Verified Access AN S5EEITF ANZHIBRT 3 (Z1E AWS CLI

modify-verified-access-instance-logging-configuration AN > RZFEAL £,

Verified Access O OO T MY 04l

LFIicOdJIMNUoflZERLET,
a7

« OCSF/N\—23a> 0.1 Ol
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OCSF /N\—2 3> 0.1 Ol

LTk, F72)h0OF Y OCSFN—2 3> 01 2#ERALEYZ7IILOT T,

il

« OIDC ICXB T Ut AFH

« OIDC & JAMF IZ& DTV AKH

« OIDC & TREE N3 T U tXA CrowdStrike
+ Cookie DXEICKDT IV EANIER

« R)I—IZKDTUVERER

- FHZOJI KV

OIDC IZ kBT VAT

coOgI>RN)OFITIE, Verified Access I OIDC 1—H RSARNZONAKX—TI RiRA >
RADOT7OEAZFALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
.
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
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},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

1,
"http_response": {
"code": 200

iy

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
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"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
.
"start_time": "1668580194340",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

OIDC & JAMF [CKkD T 7 AFHA

COOJI>YRJOEITIE, Verified Access & OIDC & JAMF OEA D7 /N1 AEE7O/NM X —
TIVRRARMANDTOELAZHALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": 0O,

"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
.
"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {

"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
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"scheme": "h2",
"text": "https://hello.app.example.com:443/"

iy
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},

"http_response": {
"code": 304

.

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
.
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
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"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

OIDC & TfRf5&E 37 U+t A CrowdStrike

coOgdI>RN)OHITIE, Verified Access & OIDC & CrowdStrike7 /N4 AOMADOEEO/NA

A—ZFALTIVRRAMANDOT I ELAZHALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.173.3",
"os": {

"name": "Windows 11",

"type": "Windows",

"type_id": 100
.
"type": "Unknown",
"type_id": O,
"uid": "122978434f65093aee5dfbdc@EXAMPLE",
"hw_info": {

"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"
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}

I

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
Ilpathll: II/II,
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

I
"http_response": {
"code": 304
},
"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
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"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-19T00:10:20.84229572",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706
.
"start_time": "1668816620814",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

Cookie DREICKDTIOELADIESR

COOJIVRN)DOHBITIE, FREE Cookie D IZEIZ &K V) Verified Access ' 7O AZEBFLE T,

"activity": "Access Denied",
"activity_id": "2",

"category_name": "Application Activity",
"category_uid": "8",

"class_name": "Access Logs",
"class_uid": "208001",

"device": null,

"duration": "0.0",

"end_time": "1668593568259",
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"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
.
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

},

"http_response": {
"code": 302

.

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-5cf1c832-a565309ce2@0cc7dafEXAMPLE",
"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T10:12:48.25976272",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

"ip": "10.7.178.16",

"port": "46246"
.
"start_time": "1668593568258",
"status_code": "200",
"status_details": "Authentication Denied",
"status_id": "2",
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"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",

"unmapped": null

RIS—ICRDTIOERAESR

COOJIVRNIOBITE, BNV ITIARNTIORARIS —THAEATVEVE

& . Verified Access EREES NV OITARNEZESRLET,

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},
"http_response": {
"code": 401

.

"identity": {
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"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "Qel281ad3580aEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"

}I

"start_time": "1668573630955",

"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null
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}

FRZOTI> RN

CcOOJI>RN)DOHITIE, Verified Access TlRIREEHBROT I N ZERTERVWES, T
OJIKNIUNAEAThET, ChickY), IXNTOVIIARNNTORAOTICRREND ZEN

RIALENE T,
{
"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",

"device": null,

"duration": "0.004",

"end_time": "1668580207898",

"time": "1668580207898",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"

iy
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

.
"identity": null,
"message": "",

"metadata": {

"uid": "Root=1-435eb955-6b5ald529343f5adaEXAMPLE",

"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
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}
I
"ref_time": "2022-11-16T06:30:07.8983447Z",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"
}I
"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "0Q",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

OCSF /N\—< 3> 1.0.0-rc.2 Ol

a7
« NZARIAVTFARNZECT 7 EAHA
« FZARIAVTFANZERLET VL AFFA

RZARIAVTFARNZECT 7 EAHA

"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
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1,
"idp": {

"name": "user",

"uid": "vatp-09bc4cbce2EXAMPLE"
},

"invoked_by": "",
"process": {},

"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {3}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
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"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

}I

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,
"middle_name": "Middle",
"given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,

"preferred_username": "johndoe-user@test.

"profile": "http://www.example.com",
"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com"

com",
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iy
"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",

"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
Ilportll: Il8®ll’
"hostname": "hostname.net"

NRZANIVTHFANEZEBLIET IV EAFA

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
}

1,

"idp": {

"name": "user",

"uid": "vatp-09bc4cbce2EXAMPLE"

b
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoeeexample.com",
"uuid": "@Ou6bwj481bxTAEXAMPLE"
b
"session": {}
b
"category_name": "Audit Activity",

"category_uid": "3",
"class_name": "Access Activity",
"class_uid": "3006",

AJI>kUopl 126



AWS Verified Access d1—H¥—HA R

"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0

},

"duration": "0.004",

"end_time": "1668580194344",

"time": "1668580194344",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

.

"http_response": {
"code": 200

},

"message": "",

"metadata": {

"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

ip": "172.24.57.68",
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"port": "48234"

iy
"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
"data": null
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RDOPIE, CreateVerifiedAccessInstance 723> ® CloudTral O I M) &ERLTL
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK4O0OINJWEXAMPLE: jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
.
"eventTime": "2022-11-18T20:44:0472",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

.
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
.
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791de@9"

},

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76118d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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