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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
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"Resource": "*"
}
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LET. VDY—ARATICEMENEEEZEHIRTSICE. BEOEIZH S [HIBR] ZiFIRL
S

"Fo2ay 74— RIC BELEVY—ARZATICRULTRIATRITIIVEAND
LET, VY—RRATILT O3V ZEMTDICE. "TFooaelim, 28R E
T VI—RRATICEBMENLT V232 ZHBRTBICRE. 7O23a20OEICHS [HIER]
ZBRLET,

PTOINLVBRATOER L 714—ILRIC, VY—RARATIBEENLET V232 %E
R327VINILOERZADLET,

[RN1Z2D01)Y ILET,
"TVNNEAT 1 D4 RIT, TUDINILEATOID Y —AZBRLET,

77U NILD ID EEM%E Verified Permissions 77U —23a A S EREHTZES
&, "THARAZL, ZBRULET, BHEEZEMNTZICE, [BHEZEM ZBRLET, 7V
IUNILOZEEHOEEEEAAL, E’l.&-.'}'l’fT’ElE?Rbﬁ?‘o Verified Permissions T
F. AF—TICHRLTRIS—ZRIETHDEEIC, EEThLEBEUHEEZERALET, 7V
DINNBRATICENENEBHEZHIBRTSICIKE,. BEOEICHS [HIER] Z2BIRLUET,

« Z7UINI® ID EEMA Amazon Cognito Ik 2 TEKE N ID FEFTIOEAN—
IO SREENBZFEEE. Cognito I—H—7—)LZBRLET, [1—H—T— )z
] ZBIRLUET. AWS U—2 3> &BEIRL, T S Amazon Cognito 1—H—7—
LNOI—H—T—)LIDEADLET, BEHEIZBRLET, FHMAICOWVWTIEE. Amazon
Cognito F*ARAY /N\—H 4 R® "Amazon Verified Permissions | &k 25881 2R L T<
EEL,

(RN1Z20VYOL&ET,

RIZ—OFMEEI>3IVIC, BYIO Cedar RUZ—ICEITRR—0OHBZEFT> 3>
TABILZET,

RUZ—ANT DERK 22
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13. "7V NILOER, 71—ILRT, RUZ—HS5HERENSEhD TN ZER
LET,

s BEDTUINLCRIVD—ZEATHICRE. "BEOTVIN)L, 2BRLULET,
"TOAVORTEFAITZ TN 74—=ILRTT U NIV EERL, 7'V
INILDIVTAT4IDEAILET,

c RUZ—ARTAHOIXRTOTIUINLCRDD—2HBRATSICE. "IXTOTIY
SN EBIRUKT,

14, [VY—AQEE ] 74— RT, BELETVIONWZT V>3 &2FATdIY—A

ZEBRLET,

s BEOVY—ALLRID—2EBRATRICEK. "™MEOVY—AL 2BRLET, "COR

) —HNBRAThBDBEN DY —A, 74—)LRTUY—A%&ERL, VY—ADTIT
TA4T4IDEAALET,

« RUZ—ARTAHADIXRNTOVY—ARICRIZ—2BATRICE., [TXTOVY—A] %
BRULET,

15. [FO2320&@ ]| 71— RT, BELETUINILNCRTEHFHATEZIT I3 V%E

BRRULET,

s BEOTV>3a2VICRIVD—2BATDICE. "BEOT7I>a>ty by 2BRULE
T, "CORV—NBEBRASHIDBENHBT70>23>2, J714—IIRT, 772320
CHBTFIYVIRY VAZBRLET,

s RUZ—ARTAHADIXNTOT I3RS —2BATRICE. [TXTOT I3
V] EBERLET,

16. RUZ—7LE1—t9>3>TRIUD—ZBEBLTIKEEZV, [RUZ—ARNTZ2HEK]Z
BRULET,

Sample policy store

BUTIWRIS—ANTREFEZEAL TRV —ARNTZ2ERTSICE

1. [BREFZE1EIZ3VT, [HTILRIVI—ARNT | &BBRLET,
2. ™oL OCIVON, O3> T, ERHTSY T IL0Verified Permissions 7 7°1)
T=23aNRATEERLET,

« PhotoFlash &, 1—H%'—N B4 ODEBEERTINLEZREZEEHETEDLDICTS, BE
oI T77IUr—>3a> oY 7T, I—Y—k. BOOEBEEOME, OX>

RUZ—ARNT OER 23
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N, BREZHEICHTIZIAICOVT, EHMLPVERERETEXRT, 7THI M F—
T—& REQOIIN—TZERLIEY, BEZTINLALCREDZYITBEETER
ER

- DigitalPetStore l&, #HTEERU TEBEICAD ENTERY O SINTIIV5—23>T
T, BERRFTITEIRY NOEM, RY NOBRRKR, EXZETSENTEXRT, RYKE
EMUESEERE. RYPMDAVEELTERENET, RY MOBRVER, RY NOF
MEEHFLLEY, RYMOBEGETYZ7O—RLEY, RYNJANZHIBRL VY TEE
T, ANULEERFIXFMEZEE L TRBENE T, IXAEEFREIXOFMEERREL
V), AXEFYEILLEYNTEET, RYKRIAVTONZR—D Y —ICIEEEEBERY
HV)ET,

(@ Note
DigitalPetStore > 7 )RV —ARNTICRERIS —FTOTL—KEEENRTVE
# A, PhotoFlash 8 KT TinyTodo > FIRV—ARTICEE, RUS—F>
T7L—RHFEENTVLET,

« TinyTodo &, A—H—HNRAVERATVANEEKTEDRLSICTR Y TILTTY
T—232>T9, JANMEBERVANZEESITHBLEY, VAN ZREFERZERE
ETER] Y -—Z#EELLYTEXT,

3. HUTLRUVI—ARTOARAF—XOHFZEBIE. BRUES IO IRMCETV

THBNICERENET,

4. [RUZ—ARNTZERZERLEKT,

RUD—ARNTR, BRUEH TRV —ARTHORIS —EAF—XZFEALT
ERENE T, YO TRV —ARNTRICERTES, To7L—RNZUOEnR
T —OFMIC OV T, Verified Permissions 4> Z)\ARD) S —ARNTROT7L—K)
DRV —DhlzsRLTEETV,

Empty policy store
FZQRIV—ARNT ) REFEEEALTRYS—ARNTZERTDICE

1. BEFRZEEI232T, "Z2ORI—ARNT L 2BRLET,
2. [RUS—ARTZER]ZBRLET,

RUZ—ANT DERK 24
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ZORIY—ARTR>RAF—NBLTERENET, D&V, RUZ—BRIAEhEEA, R

— ARNTOAF—XOEFOFMIZDOWVWTIE., "TAmazon Verified Permissions 7R 1) & — A

TAF—XN1 25RLTLKEET,

RUS—ARTORIS—OERICETHEEMIC DOV TIE. "Amazon Verified Permissions /Y

R)Z—0ERL & "TT7L—RNIU 7R —0ERL 2ZRBLTEEL,
AWS CLI

AWS CLIZFERLTZEDORIS—ARNTZERT B IZE,
RS —ARNTIE, create-policy-storeARL—>3a>#FEALTERTEXT,
(® Note

AWS CLIZERAL THERLIZRVS—ARTRRZETT,

e AF¥F—TEEBMTBICIE. Amazon Verified Permissions RS — AR T A¥F—T %23

BLTLSEEL,
e IRUS—%BITSICIFE, Amazon Verified Permissions E&#HIR 1> —DERESBL
TLEEL,

« RUS—=FTUT7L—hZEMTBICRE, TOTL—bDERESRL TEE,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{

"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T17:41:29.103459+00:00",

"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",

"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

CreatePolicyStoreAPl ZFEAL TRUZ—ARTZERTEE T, FMHICOVT
l&. CreatePolicyStore "Amazon Verified Permissions API U 7 7L AHA R, O T, #8581
TLEEL,

L

RIS —ARNT DR

25
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Verified Permissions RUS —ARNT7 OV & X

AWS Management Console
RUD—ARNTZYVEZDD, BEMOR)—ANTZERTBICE
1. Verified Permissions Z1> Y —JL https://console.aws.amazon.com/verifiedpermissions/ % B

EXY, RUZ—ARTZEBRLET,

2. ERAOFET—>3RA2T, [BREORIVZ—ARNT]IOREICHS [V EX] ZBRL X
ERD

3. BEFORVI—ARTZGUEZRILZY, BMORIVS—ARNTZERLIZWTEXRT,

c RU—ARNTEYYBERADIZEK, IVEBZXEODRI)S—ARNT ORI —ARNT ID &
BIRLET,

s FILWARUS—ARNTZERTDICE., FILWRUS—ARNTZER] ZBIRLULET,
MVerified Permissions 7R — AN T OERK 1 OFIBICHVET

AWS CLI
RID—ARNTZYYERZH, BMORVS—ARNTZERTDICE

AWSCLIF "7 ) hy ORVS—ARNT Z#EZELEFEA. KDYIC, BEAEDAWS CLIO
N> Ri&--policy-store-idZFALTEIANV RICEATEIRV—ARNTERIEELE T,

FLWRUS—ARNTZERTSIZIE, create-policy-store AN REFEALE T,

BADE HERAR ) > — A N7 O HIER
AWS Management Console
RV —ARNTZHIBRTSICE
1. Verified Permissions J1>/ Y — )L https://console.aws.amazon.com/verifiedpermissions/ & &
£, RU—ARNTZERLZET,
2. EflOFET—>32RA2T, [RE] 2BRLET,
3. [CORVI—ANTZHIR] Z2ZIRLET,
4. THFARNRY JAIZ delete EABDL T, [HIBRZBIRLET,

RUZ—ART O ER 26
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://console.aws.amazon.com/verifiedpermissions/
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AWS CLI
RUD—ARNTZHIBRT I

delete-policy-storeARL—>3 2 ZFEALTRIS—ARNT ZHIBRTEE T,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

COOXRY RAEBLIZHE, HAOREREhERA,

RIS —ZARNT DHEIER
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Amazon Verified Permissions K> —A N7 AF—X

AF—XNWEF, P7VT—232VTHR-RENTVWRI T AT RATOE\EE, 77UT—>3
UHNERBIVIVIANTRBETZIARMEOHZT7I>3 2 2EFLEEDTT,

HMICOWVWTIEE, Cedar RV —FZBIVT77LAHAR®D "Cedar AF—X R, 25RBLTLKE
=L,

® Note

Verified Permissions TOAF—YOFEARKEETTH. 7OX 0232V IRIJITTRRA
F—XOEAZRSBBAOLET, HLVRU—ZERT S &, Verified Permissionsid A
F—YXEFALTAI—TERBTSRENDIVTATAERHEERIITES LD, P&
TLAODBEZRIEEDIBRNOHDIRI—DADIARIAZH S ENTEET, R
S—RIEEBWMICTEIESEK, FLLVRUS —FIXNTAF—TICERL TVWEIRENH V)
E S

AWS Management Console
AF—XZERTDICE

1. https://console.aws.amazon.com/verifiedpermissions/ @ "Verified Permissions; 1>V —JL

ZREET. RUZ—ARNTZERLTSEZ L,
2. EROFET—232RA2T, [AF—X]Z2ERLET,
3. [AF—YDEK ZBRLET,

AWS CLI
HUWAF—YZREETDHN., AWSCLIZBEAL TBRENAF—YE2LEETD,
RUZ—ARNTEE., AWSCLIXDOBINRS AN RERITLTERTEERT,
RO Cedar AV T UV EELCAF—NEZEATHAEL &S,

"MySampleNamespace": {
"actions": {

28
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"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]

}
}
.
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

FTISONZ 1 TOXNFIICTAT—7L., TORICTDTFT—XRE : cedarIJsonDEF
ERRTDIHBENHYET, XROBITE, JSONAF—YOIRT—TN—23a>v%s
Eschema.json7 7AI)ILDXOABREZFEALTVET,

(® Note
COBITIE, HMAPTVRSICTZHRYVIELTVERT, INV RAZHFETREE, 77
TIIN2HEZ1ITEREDDIBEN BT,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"]1}}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"namespaces": [
"MySampleNamespace"

1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",

"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"

AWS SDKs

PutSchemaAPl ZFAL TRV —ARNTZERTEET T, FHMICDWVWTIE, Amazon BEEE &
TOEAHFAAPIUT7ZLATA ROESEL T EE LWPutSchema,

ES1F7ILE-—RTOAF—NDHEE

BEDEX T VAR V=) T[AF—X]| Z2B8RIBDE, EZITIE—RICGEAF—ZH
BMIBDLVTATARATETIIAVHFRRENET, CORLEUOELI—FLERITAT14D
LS, [AF—XDORE] ZBRLTAF—NXOEHMEZRBTERT, EZIATILE—RBE, XA
RENELI-RBED—HDODAF—IEATREEATEXRE A

ES1ITIAF—IXIFAE—EF. AF—XAOITATAEAOERERIT—EORNSHEYE
T, [BER]| Z2BRIBE, AF—NXOIVTAT1ORREFARICEBETEXT,

TFo2a EAFTIZ A

ToavRE1I—IZE&E, RUS—ARNTPTRELETVZNLOEAT, T7UINILNFRITT
EDT03a2, PUOIAVERITTED VY —ANRRENET, IOTATABHOKRE. 7V
SRUAVY—ALCHUTT I3V ERTTEDRIICTRIRIS—ZERTEDEEZRLT
WET, PO VRIE2D2O0IVTATABAOBERARENTVAEVESE., KU —THAE
EREBRTRHIC. 2200ITATABEOBREERIIDZENBYET, IVT 1T 1 2BRT
DETONTAOBENRTEN, RUINADVIBZEFMIRRENET, [7o>3> | VY-
AREATNTIINI BA4T|TT74LNRZ2ERIBDE, IVTATAHBEOEEOHERD
Ei1-CRREIET,

IoF14574 347K

IoFATAZATRE, Z7UININLEDY —ADBEBRICERZYHTTVET, AF—TRHOEM
BEANETNEBRBREEBRLEVEESE., CORZEERLTILKEEZV, IVF1T71Ch—=VI)%E
EhEdE, FOITATAOERBEOHFMAIRRENET,

AF—YORE-ETITIL 30
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BOTICK, AF—XROIVTATARATETIIAVOVANELI—NFHYNET. VAL
Ei1—& BEOTIZAVRITATARATOFMZI<ICERBLEVESICERNTT., £
NDIVT14T147BRTDE, FHINRTENET,

Verified Permissions AF—X%ZEZ 17 ) E—RTHEETDICIE

1. https://console.aws.amazon.com/verifiedpermissions/ (& % Verified Permissions 1Y — )L %
MEEXERT. RUZ—ARTZEBRLTLKEZV,

2. EROFET—232RA2T, [AF—X]|ZERLFT,

3. ES17I)E—REBRLES, IVT 1 T4 BEREEREL., AF—<ICMAE-VWEEEHE
LET, 732 T1 20T TATATTAINRERUILT, I T14T714EDHEL
DEGEFARNDENTEET,

[Edit schema] Z&IRL £,

MEfMl, 023, AF—NXORZEBEALLET,

"ToTAT4R47 023> T, "HiLLWIDTFAT1 247 z2EM Z&RLET,
ITATADEBMEANLET,

(FA7°>ar) "HEEM, Z2BRLT, HLLWIVTATANBIZDHRITAT71ZEBMLE
T IVTATAICEBMENEBRZHIRTZICIE, BORFOEICHS [HIBR]) ZiBIRLE T,

9. BHZEMTZICK., [BEHZEM Z2BRLET, IVTIA T/ OZELHOEMERBREALL, B
MRAT%BIRLET, Verified Permissions Tld, AF—VICRTRR) S —%RIETHE
IZ, BEEThEEHELZFEALET., SRUENIMBREHLESHEBIRLET, IToT 4T 1I2EM
ThEEMEHIBRTSDICEK., BHEOEICHS [HIBR] 28IRLFT,

10. [LTAT14 47 %EM 2&RLT, IoT1T71Z2AF—NICEMLET,

M. [7o223ar]wo>a>T FHLVWFPZOa>zEm Z2&8RULET,

12. 7023 >20B0%ZANLET,

13. (A7°>3a>2) TUY—RA%&EBM, ZBIRLT, POV aUNEREhD VY —AZA7ZEMNL
£9, PO avICBMENEVY —ARATZHIKRTBICIE, VDI—AZATEOHEICHD
[HIBR] ZBIRLE T,

14, (723 "T7OONILOEM, Z8IRLT, FOIAUNBEBRAETKBZTIIONLEAT
EEBMLET, 7o2avicEBmMEni=7T IO NLERATZEIBRTBICE. TUOINILEA
TOZBDEICHD [HIR] ZBIRLUET,

15. TEMZEMN, 28RIZE, RRVIIANAOT Va2 00 TFANCENTEDEHR
rEmEhEzdT, BERBZADL, BEHOBEMHR A 7 2I1BIRL £, Verified Permissions T
., AF—TNICHTRZRU—2RIATHDEZIC, EEEhEEMEZEALET. SEESf Y

©® N o o &
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BANESHZBRLET, 7O2a2VICEMENL-BHZHIRTZICE. BEOMEICH D [HIFR]
ZBERLET,

16. [FO>a>zEm 2BRLEXT,
17. IXRTOIVTATABRATET IV AVZEAF—NXICEMLIES, [EEZRTF] ZEBRLE

ER

JSON E— RTODAFXF—Y DimE

JSON E— R TVerified Permissions AF—Y Z{FET B I(CE

1.

https://console.aws.amazon.com/verifiedpermissions/ | & % Verified Permissions 1>V — )L %
E‘ﬁéijo 7.RU:/_X h?’éigﬁl/ijo

ERAOFET—>3URLUT, [AF—N]ZBRLEY,
JSON E— RZZBIRL, RIZ [AF—XZmE] 2 BRL X T,

JSON AF—X0AY72V% "A2F2Y, 714—ILRECANLET, BXIZT—Z2INTH
RIDET, EFNMHABTZAF—NIRFEITDERTEREA, JSSONZT7F—X VY N ZiERT
&, AF—X D IJSON B EZHRENDEREAN TR TTIA—XYRNTEXT,

ZEEORTF|ZVIYILET,

AF—X OHIBR

AWS Management Console

Verified Permissions AF¥—Y ZHIBRT 3 (C1F

1. hitps://console.aws.amazon.com/verifiedpermissions/ = & % Verified Permissions 1>V —JL
EBAEET, RU—ARNTEBRLTLSEE L,

2. EAOFES—23aRAUT, [AF—X]ZBRLEXT,

3. [RXAZHIR] Z8IRLET,

AWS CLI

Verified Permissions AF¥—Y ZHIBRT 3 (C1F

AF—T DO#mEE - JSSON 32
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AF—TZHIBRIAY Y RiEH V) EHE A, cedarIson7 1 — )L RIZEOAF—T ZIEBEL Tput-
schemadN Y RZE[TITDE, RUZ—ARNTHOAF—XZHIRTEET, ZOAF—X
&, A2 2 TRENFKT,

$ aws verifiedpermissions put-schema \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition cedarJson='{}'{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [],
"createdDate": "2023-06-14T21:55:27.3475817",
"lastUpdatedDate": "2023-06-19T17:55:04.9594472"

AF—T DO HIER
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Amazon Verified Permissions 7R ) &~ — O #&EFE— R

Verified Permissions TR > —RREIEE— RZHREL T, RV —OZEEZRVZ—ARNTHADA
F—NXEBAELTRIATEIHNESHEFIHTEET,

/A Important
RV —RBAZFNCTRDE, RUD—FERRIVZ—TUTL— N EERELREEHRL &
SEFTRIHAFEINT, RUS—ARNTHOARAF—XEREBENhTRIAETIET, REEICK
MUIBEE, RALBEXRT IV EAEREVIIARNZEEBLET,

AWS Management Console
RIZ—ART ORI —EIAT—RERETSICE

1. Verified Permissions J12/ Y — )L https://console.aws.amazon.com/verifiedpermissions/ % B
EET, RUZ—ARNTZBRLET,

2. [RE]ZBRLEXY,
3. TRUS—#®IAE—R, £YV>3a>7T, "EE, 2BRLET,
4, ROVWThHLZTVET:

c RUS—®REEZBEMILT, INTORVS—ZBEANAF—TICRS L TKRIAE D &LS
CTBICE, "B (R, SOFREZRBRLET,

s RUD—ZBEORV—KRIAZEWDCTRICRF. "7 FIFRZEZEBRLE
¥, confirmZ ABL T, RUZ—DEHHFAF—NLCHL TRIEET B BD L=
mlLET,

5. EEZRE|ZVIYILET,

AWS CLI
RIS —ARTORIAEE—RERETDICE

RUVS—ARNTORIEET—REZEETSICIE. UpdatePolicyStoreARL—> 3>z fFERAL.
ValidationSettings/N\Z X — X ICBIDEZIEEL 7.

$ aws verifiedpermissions update-policy-store \
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--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

FMICOVWTEE, Cedar RUZ—FFEIVT77LUAAARD TR —kil, 25RLTKEEL,

35
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Amazon Verified Permissions 78 1) < —

RUD—E, TUINIIHNVY—=RICRLTI D2 EOT O3 2R2T3d e
BEIBDRAT—HMXRNTT, FRVD—F, ORI —E @Gl TFHMliEhE T, Cedar R
S—OBEEFTMAEDFMCOVWTIE, "Cedar KU —FFEBUTIZ7LVAHA R, O TAF+—X
ICXi 9B Cedar AR —Di&dE, ZZRBL T EETL,

/A Important
ZTUDINI, VDI—=R, TO23>%22RT%B Cedar RUS—ZERTBHEES. TNLS5D
BERLCFEATND E0HBBFEERTEET.,. AKORAKN TTZIT1ALCRS & Z2E
<HEBHLZET,

s IRXTOTUINILBEBRIFEVY—ABBFICE., IZN—HIILI1Z—2&EIF (UUID)
BrEDEZEALTLSEEZL,

FEAE, I—H— jane e ZEBBL., BTHOI—Y—IC jane EVSERZFE
BEEEBE, TOHLVWI—Y—F, £ User::"jane" Z5BL TVWBKRU I —
LR I2ITHRHEENATVRZIXNTOEDOICHENICT IV EATEDLSIZKNET, Cedar
. HFLVWI—H—-—EHWI—H—2XBTEELA, chiFk, UL ID EV
V—AIDOEAICEAEAET, RUZ—ICHWIDAEEFNTVIZIEHICERET T
TAZHFATLTLES CENfBVELS, BIL—EMANRIIEN, BRAEEVERF%Z
FRALTLEZL,

IFT4T74ICUUID 2FEAT2HEEE. TORIC/ XA NEEFEIVTATAD
THOAYRT VN, BREIZENIDCEEZBHOHLET, ChIZKY, RUS—HFbAYXT
<7xV) ETF, HI: principal == User::"a1b2c3d4-e5f6-a1b2-c3d4-EXAMPLE11111", // alice
« DI, VY—RAOBEEHFO—ZIZ, BAZHETHER. BEHEOSVIER
BEOBVWTLEETV, 2ns5® DIk, AWSCloudTrall LA THBEET DO I
RJICEENET,

Amazon Verified Permissions D LT A 747 #—~NY N

Amazon Verified Permissions Tl&, Cedar R —EBZFEAL TR —ZERLET, HR—
RENBDRV—OBLET—RBE, Cedar RV—FEBVT77LVA HAR®D "Cedar TOHE
BRI —BE ) BRY TCedar THR—KhEN2F—2E , ORNEY ITHHEENATVWEIEX
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ETF—RBE-HLET, =L, Verified Permissions & Cedar Tlk, EEBUIVITARNEZTOIED
I>FA4T4NDT7 A=Y MNEVWVSFDBYET,

Verified Permissions DT>57 474 ® JSON 74— Y N, AFO AT Cedar EEBVE T,

» Verified Permissions Tld, JSSON Z7 2 IO RDIXTOF—EEBORTH, EVSEFIO
JSSONATZIURTIVTENTVRHRENHYET, Record

« Verified Permissions @ JSON U A K&, F¥—H N Set TIEAH Cedar DD JSON VARNTH S
JSON F—ELEORTTTYTITRIRLENHYET,

« String, Long. & XV Boolean X4 7B NIHFE, Cedar DEF—EEDART &, Verified
permissions M JSON A7 TV NCBEMASNET, A7 TV MNOBRFRTOF—
BZTT, JSSONATZIIRAICK, F—EBORTHF12HY), F—BREANT—E
(String. Long, &7 (FBoolean)DEHE T, fElF Cedar I T 1T 1 DETT,

« Cedar T>7 1 7 1 & Verified Permissions T 7T 471 D@EX 7 #—~X Y M, A TORTER
VET,

Cedar 7#—X VY b Verified Permissions 7 # —X Y ~
uid Identifier
type EntityType
id EntityId
attrs Attributes
parents Parents

ROBIE, VANADIT AT 4N Cedar 2FEALTT7F—NY RFBDHFEZRLTVERT,

"number": 1

"sentence": "Here is an example sentence"

{

"Question": false

IVF47474—X Yk 37
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k

}
]

RXOBIE, BI0D Cedar JARDHIERU I T 1T 4 % "Verified Permissionsy T7#—~XY T

2HEZERLTVET,
{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
I
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},
{
"Record": {
"question": {
"Boolean": false
}
}
}

LToflk, ZEBIVIIANAORYS —%

EERLTVWET,
[
{

"uid": {
"type": "PhotoApp::User",
"id": "alice"

},

"attrs": {
"age": 25,

MbET25-0ND Cedar T TATADT7A—XYRNA

IVFA47474—< Yk
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"name": "alice",
"userId": "123456789012"
},
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

"type": "PhotoApp::UserGroup",
"id": "AVTeam"

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto.jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"

iy

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

},

"attrs": {3},

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

1,

"attrs": {3},

IVF4T47F—=XY b 39
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"parents": []

RXDBIE, BID Cedar DHIERUI Y TAT 4D "TRIEZEAT VLA TEDKDICTA—X Y

hEhaPZRLTVET,

"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
b
"userId": {
"String": "123456789012"
}
b
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
1,
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
1,
{

"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
1,
"Attributes": {
"private": {
"Boolean": false

IVFA47474—< Yk
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1,
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"

}
}
1,
"Parents": []
1,
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
"Parents": []
},
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
1,
"Parents": []
}

Amazon Verified Permissions 880K < —DERK

Cedar RV —ZHERLT, ZUINUHFT7IT—23a20RKEO) Y —AILKHL TRHRED
TODAVERTIDCEZHAXIERERTEET,

AWS Management Console
BWRD —ZERTBICE
1. https://console.aws.amazon.com/verifiedpermissions/ @ "Verified Permissions; 12V —)L
ZHEET, RU—ARNTZERLTSEZL,
2. EROFET—23URALAUT, [RUD—]Z2EBRLET,
[RUS—&ER] ZFBIRL, RIC[EHRIS—ZER] ZBIRLET,

4. TRUDS—HR, €0232T, UIVIAM RV —C—HBULEZECRI—% TF
Ay A T ICTEIHEBRBIRLET,

BHARUS —DER 41


https://console.aws.amazon.com/verifiedpermissions/
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions d1—H¥—HA R

5. TZ7U02INILOERE, 74—I)LRT, RUZ—Z2BRIZTVINIOERZZRL E
ER

s BEOTUIUNNWCARUS—RBRTDICE., "BEOTVIUNIL, Z2BRLET,
RS —TIEESNET OV ERTId a2z EEEZLETZTVONILOT
OTATARATERBFEIEELE T,

s TUINNLNOITIN—=TICRUD—%ZHERATDICE. "TUOINILOTI—7 1 &i&IR
LET., "T7UINILOTN—=T1 74—=ILRIZTVNILOTIN—TEEADLE
9,

c RU—ARTAOIXRTOTIUININICARISD —2BRAITZICE., "IXTOTU>
N, EEBIRLET,

6. [UY—RAEE]74—LKT, RUS—EEATHUY—ROBAEBRLET,

s BEDVY—RAICRV—%ZHBEHAITDICIE., "BENVY—RA, ZBRLET, R —
BERATDZVV—ANDIVTATARATEBAINFEEELET,

«c [DY—=RTN—=T1%8RL T, RU—2VY—RITIL—TILEALET, "DWY—R
IN—=T"1 74=)ILRICVY=ARTIN—TEEADLET,

« RU—ARTFAOINTOVY—RICAKR)D—ZHEHRATBHICE, [TRXTOUY—A] %
BIRLET,

7. [ FOYAVOBE ] £IYIVT. RUS—EERTEY Y —ROBEEERLET,

s (BEOTOIIVEY N ZRBIRLT, RUS—2T7023a>ty NMIBERLET, 77
AVOBIIHBDFIVIRYIAEZBIRLT, RUT—2BALET,

« RUI—ARTHADOIXNTOT I3RS —%BRITDICE, [TXTOFTIS3
V] ZEBIRLE T,

8. [KAN]ZOUYILET,

9. TRUS—, +v9>3>T, Cedar RUL—&ERLET, 74— Y, Z8IRTS
E. RV —OBXEHERBRBEAVTURTTIF—IYRNTEET, FHICOVWTIE,
FCedar RUSZ—FBFEBUT7Z7LUVAHAR, @O "Cedar ICHEFHERR) S —1BE, 25 R
LTLEESW,

10. TEfMllL &> 3, RUS—OHBAEEETADLET,

1. RV —DER] ZBRLET.
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AWS CLI
BHRUS —ZEKRTDICR

CreatePolicy AR L —2 3> Z AL THNRV D —ZERTEET. ROHIK, BEHZEHR
) —&ERLET,

$ aws verifiedpermissions create-policy \
--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"permit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

\
--policy-store-id PSEXAMPLEabcdefgl111111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

Amazon Verified Permissions Q&R S —DiRE

RUS—ARNTHADOEEIZED Cedar BHIRD S —%mETEE T, BEEFEHF TEZH0EBHRIS —
EFITd, BRIV —DBENEEZOHKRELETEET,
« RV —HNSBTSaction,

« whenX®unless’x & D44,

BRRI—DOROERFEETEETE A,

« RVI—ZBHRI—DSTUTL—NIIIOENERIS—ILEET D,
« BIARD—OMRZpermitE ik forbidhSZEET S,

- BRIV —ICLK>TSRENBprincipals

« BIWARD—IZ&>2>TSRENBresource,

BHAR)S—DRE 43
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FUTL—RNCUYIENERUS—2BETBIE. RDYIETFYTL—NEEHTHREN BV
£, FHECOVTR, "KUS—FUTL—hOFEE EBBLTLIEEL,

AWS Management Console
BHRUS—ZHRETHICE
1. hitps://console.aws.amazon.com/verifiedpermissions/ = & % Verified Permissions 1>V —JL
ZHREET, RUZ—ARNTZERLTLKEZL,
2. EROFTET—>3 RAVT, [RUD—] Z2BRLET,
3. WMETHIBNRI—OBIHDTIOARRZERL T, [wE] ZEBRLET,

4. TRV —AKX, €932 T, B8RV —0 action £-ld FHEAZEHLET, KU
—0RD—R, principal. FlldresourceEEH TEEE AL

5. [RU—%=E# Z2BRLEXT,

@ Note

RIS —ARNTTRUS—RBRIAFEMIE2>TVWDHEE, BHNRUS—2EH TS
& . Verified Permissions @R —ARNTFTHADAF—YEREL TR S —ZHREE

LET, EMELEBHR)—FMRIECERLBEVES, BEFXRBL., EHRFR
FEhFEEA,

AWS CLI
BHRUSD —ZRmEITSICE

UpdatePolicyZRL —> 32 2 ERAL THBNRVS —ZmETERT., AOHTIF, BTN
RIS —ZwmELKRT,

CDHITIE, definition. txt7 7ML ZFEHAL TR —EEZHE ML TVWET,

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

}

BRI —DiRE 44
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}

LTOOXY REZEOT7 74N EZSRLET,

$ aws verifiedpermissions create-policy \

--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"principal": {

"entityId": "janeFriends",

"entityType": "UserGroup"
},
"resource": {

"entityId": "vacationFolder",

"entityType": "Album"

RS —DRTR

AWS Management Console

Verified Permissions 7R > — % XRRT D ICIE

1.

https://console.aws.amazon.com/verifiedpermissions/ ( & % Verified Permissions Z1>Y —JL

ZREERT. RU—ARTZERLET,
EAOFET—>3RA2T, [RUD—] ZBRULET, ERLERD S —HAIXTRR
TNERT,

"R TFAMNRY VRZERLT, RUZ—ZT VI NLEEGIY—-ATTMILAR
V2TLET,

RIS —DHEIHDTOFREZ2EBRTDE, RUS—OERK,. EFBR, RUZ—0OR
BArE, RID—ICHEIRIHMIRTIENET,

RUZ—DORTR 45
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5. RUI—ZHIKRTDICE, RUZ—DORICHZTIZAREZZRL, RIC [HIBR] 2FRL
T, [RU>—ZHIBR] ZBRL TRV —DHIBRZRELE T,

AWS CLI
RIS —ARNTTEAARZEINTORIS —Z—ERTIBDICE

GetPolicy AR L —2 32 ZEALTRIZ—DUARERRTEXR T, AOHITRE, FBHKRY
=TT L=RNIVYOENIERID —ZECVARNEZRBLET,

$ aws verifiedpermissions list-policies \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"Policies": [
{
"createdDate": "2023-05-17T18:38:31.359864+00:00",
"definition": {
"static": {
"Description": "Grant everyone of janeFriends UserGroup access
to the vacationFolder Album"
}
},
"lastUpdatedDate": "2023-05-18T16:15:04.366237+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"resource": {
"entityId": "publicFolder",
"entityType": "Album"
}
1,
{

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"definition": {
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

1,

"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",

"principal": {
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"entityId": "alice",
"entityType": "User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"

BRI —OFHERTTDICE

GetPolicy AR L —2 32 ZERAL TRUS —OFBZIMBETEXR T, AOHITRE. T>7TL—h

S OENLR)D—OFMBEZREBLET,

$ aws verifiedpermissions get-policy \
--policy-id TPEXAMPLEabcdefgl111111
--policy-store-id PSEXAMPLEabcdefgl11111

"arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/

TPEXAMPLEabcdefgl111111",
"createdDate": "2023-03-15T16:03:07.620867Z2",

"lastUpdatedDate": "2023-03-15T16:03:07.620867Z2",

"policyDefinition": {
"templatedPolicy": {

"policyTemplateId": "PTEXAMPLEabcdefgl11111",

"principal": {
"entityId": "alice",
"entityType": "User"

.

"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

1,
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {

"entityId": "alice",

RUZ—DORTR
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"entityType": "User"
},

"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

Amazon Verified Permissions

UTOBRIEEKERAR) > —0HllE, TCedar RU—FRBVI7LVAAARI O TAF—TD
By PhotoFlash 29> 3> THHAENTVWRERET U2 a3  AICERE M EAF—NICED
WTWET, Cedar RUZL—BXOFMICOVWTIEE, "Cedar RUZ—FFEU77LVAHA R O
MCedar ICETREAXRNGRI—BE, 22RBRLTSEETV,

R —0 bl

c HRDIVTATANOT IO EAZFILET,

s ITATADIN—="TNOTF O A%ZHEILET,
EQITATACET IV EAZHALET,
IT1474 (ABAC) DEMANDT IV EAZFAILET,
TOEAZERTS

BEBXOITATANDTIOELAZHFALET,

cPlTlE, 1—H— alice [CEE VacationPhoto94.jpg DR REFATHR) T —&EKT
2HEZERLET,

permit(

principal == User::"alice",

action == Action::"view",

resource == Photo::"VacationPhoto94. jpg"
);

ITATADTN—"TNOF LA ZFAILET,

cOPITIE., I —7 alice_friends RND# TEEHE VacationPhoto9%. jpg ZBETE 3 &
SICTDRI—ZEKTDHEZRLET,

RUZ—0fb 48
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permit(
principal in Group::"alice_friends",
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

COPBITIE, 1—H— alice A7 IN/NA alice_vacation HNBEZRRTEDLDICTERY
—BERTBIHEERLET,

permit(
principal == User::"alice",
action == Action::"view",

resource in Album::"alice_vacation"

);

COFTE, 1—Y—aliceNT7IN/NLalice vacationANDEBEEEZ R, mE. T/ (EHIKRTS
CEEFAITBRI)S—DERFEZZERLET,

permit(
principal == User::"alice",
action in [Action::"view", Action::"edit", Action::"delete"],
resource in Album::"alice_vacation"

);

COHBITIE, 7ILINA alice_vacation RO I1—H— alice I[CH#ERZHRTZHRIS —%ERT
2HE%ERLET, admin &, BEEXRT, fRE. HIRI2HEREEOCAF—IBEBTEREINE
7‘)11_7°T"3-o

permit(
principal == User::"alice",
action in PhotoflashRole::"admin",
resource in Album::"alice_vacation"

);

COBITIE, FIINLA alice_vacation AN I—H'— alice ICHERZFAIITD RIS —ZERT
3273%%FRLUET, viewer &, BEEZRRULTIAXNTIHERZECAF—YHBETERET 1
EIN—7T9, I—H—alicelclk, RUZ—ICUARENTVR 2BEBNT7 O3 IC&k2T
tLeditERFFEENET,

permit(

IVTFATADIN—=TNOTFT I RAEHFALET, 49
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principal == User::"alice",
action in [PhotoflashRole::"viewer", Action::"edit"],
resource in Album::"alice_vacation"

)

EDIVTATAICET IV EARAZFHFALERT,

BT, BEE =TI NILIZTIL/INLalice_vacationZRRTHEZFATHRY
—OERFEERLET,

permit(
principal,
action == Action::"view",
resource in Album::"alice_vacation"

);

COPITE, I—— alice & jane TATY NADIXTOFTINLZ —BERRL. ETILNA
RNNEREZ—EBERRL, THATVNANDEEZRRTEDRSICTIRIS—ZERTDHEERL
x5

permit(
principal == User::"alice",
action in [Action::"listAlbums", Action::"listPhotos", Action::"view"],
resource in Account::"jane"

);

COFITIE, 1—%—aliceAFT7I/NLjane_vactionRD U Y —RAICHLTEENT VI %
ERITTDCEZFTTIDRI—OEREEZERLET,

permit(
principal == User::"alice",
action,
resource in Album::"jane_vacation"

);

I>7T 474 (ABAC) DEMANDT IV EAZFALERT,

BMR—ZADOF YA NO—)L (ABAC) . BHICESVTHEEZEST 5RTHMKT
9, Verified PermissionsTlk, 77U N, 70232, DY—AICEBHZRMTEET, 75

EOTIVTATACETIEREHFALET, 50
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&, ChsoB®E., VIOIANOOTHFANEBRITZD TN, o3>y, UY—AD
BEMETFMTADRIT—0O when BKY unless AN TSR TEDLSICKYET,

LToOHITIE, TCedar RUST—FBFEBEUT7Z7LUATHA R O TAF—T Dl PhotoFlash 2%
AVTHBEENTVARREDT ST —23a > TERENTVSEMRZFERALTVET,

COFITIE, 237 LRI 5L LD HardwareEngineering SO T U NILIC, TILINA
device_prototypes HOEENRRE —BERREFA TR —ZEXTRDHEETRLET,

permit(
principal,
action in [Action::"listPhotos", Action::"view"],
resource in Album::"device_prototypes"

)

when {
principal.department == "HardwareEngineering" &&
principal.joblLevel >= 5

1Yy

COBITE, I—Y—aliceN 77 AN EATIPEGOEEN )Y —ADKTEZTDEZFHATS
RIS —DERTEZRLET,

permit(
principal == User::"alice",
action == Action::"view",
resource
)
when {
resource.fileType == "JPEG"
1

To2avICRAVTHFARNBEN BV ET, context CNSOBHRIARVIVTIANIEITHE
FHYVET, cOfllF, alicereadOnly I—H—NEFEBEOT VIV ERTTEDRSICTHIRY
—FERTEIHEERLTVET, appliesToAF—XDTFT 23> 07ONTAEZRETDC
EETEET, LXK, ViewPhotoPhotoFlash: :Photodl—H—H#ENEEN ) Y —RAICK
LTOAKIRAZERAD CENTEDRSICLEVWEEIC, VDY—RICBMBET I3 EBELE
ER

permit(

principal == PhotoFlash::User::"alice",
action,

I>F7 474 (ABAC) DEMAOT UL AZHTLET, 51
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resource

) when {
context has readOnly &&
context.readOnly == true

i

EEL, AF—XROT I3 >07ONT 1 Z2BRETHRWBYERAZERF., T2 a2 2H#EN
BFO2AVIN—TILEEHBETT, =EZWF, ReadOnlyPhotoAccess&E WS BEIDT &
> a>%EHRL., PhotoFlash: :Action: :"ViewPhoto"ReadOnlyPhotoAccess7 o> a4
W= DOAN—ICBDELDICERETEET, COBlE, Alice CFDTI—7THADOHZIKEYERT
D2AUNDT IV EAZHFATEIRI—ZERTEDHEEZRLTVET,

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
action in PhotoFlash::Action::"ReadOnlyPhotoAccess"

};

COPITRE, IXTOTIZI N ownertBHZF OV Y —AICKHLTREEDT V32 2EITT
BLEEFUTIRI—ZEKTBHEEZRLET,

permit(
principal,
action,
resource

)

when {
principal == resource.owner

i

cOBITRE, 7V /N)LDdepartment BN Y —ADdepartment B E —HTBBEEIC, 7
DS NIVICEZEDO)Y —AORREZF IRV —ZERKTBDHEZERLET,

(® Note
RS —ZBGICHEBESNEBMENF BVI T AT 1, ERRERICR) D —NFERESh,
FTOITATATREORI —OFFHENRBLET, &AL, departmentBHEZ
EBEWTUINILICE, CORIV—TREDIVY—AANDTIVEAEFTEhEL A,

I>F7 474 (ABAC) DEMAOT UL AZHTLET, 52
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permit(
principal,
action == Action::"view",
resource

)

when {
principal.department == resource.owner.department

I

coBITRE, TUINILA)Y—AD owner THBFE., TLEBTUZNILHFIVY—AD
admins JIL—70O—WTHBFEIC. T7UINILAVY—-ACRULTEREDT V32 ERTT
EDLRSICTRRI—ZEKITBDHEEZRLET,

permit(
principal,
action,
resource,
)
when {
principal == resource.owner |
resource.admins.contains(principal)
};
TOEAZERTD

RIZ—CRID—OMRICE TS forbid FEENTVEHE, TIO/EAHTZHFETEOTR
B, TUORAFAZHRLET,

/A Important

RWAHIC, permit RUS—& forbid RUS—OAANBAEhDHEEE. E55HEE
EhFET,

LLToHlTIE., TCedar R —FFEU 7
2AVTHBENTVWBRIREDT 7 U T —

1N

AHA Ry ® "TAF—T D) PhotoFlash =%
TERESNTVIEMHZFERALTVWET,

1

L>
>3z

COFITIE, 1—H%—alice VY —RICKL T readOnly ZBR IXTOT I AV ERTITS
CEEERTDRV—ZEERTDEEERLET,

TOEAZEERTS


https://docs.cedarpolicy.com/schema/schema.html#example-schema
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Q—H—H1 K

forbid (

principal == User::"alice",

action,
resource

)

unless {
action.readOnly

I

cOBITIE, TONILA)Y—AD owner BHEZFHE > TWARWRY ., private BEZEF DT

NTOVY—=ANDT I AZERIZDRID—ZERKT B HEZRLET,

forbid (
principal,
action,
resource

)

when {
resource.private

}

unless {

principal == resource.owner

};

TOEAZEERTS
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Amazon Verified Permissions R —F > 7L — K~

Verified Permissions T Cedar R > —F7> 7L —RNEZERL T, SATLAOT VO AFEIL—I
EERTEET, RUP— FU7L—NIE, principal. resource, FERFZTOEMENTL—A
RILA—=ZET Cedar RV —TF, RU—FTU7L—hEFEATDE,. RU—Z—EE&L
T, BEOTVINILRVY—RAICTRYFTEET, RU—FT27L—MOEFHEFE, TOT>
T7L—RhEFERATZIXNTOTIIONILEDVY—RAICRBRENET, FMICDOWVWTIE, Cedar R
S—BRBIVTFLYAAARD "Cedar R —F727L—hy ZBBBLTLSEZV,

RID—FTTL—hEEALT, T7UT—232024hTHETERRUS —2hHITDLE
BEOLET, LA, RUS—FUTL—NEERAITZTIINILEVY—RICHEARY) . &
£, IXVFOERENETZITAZ—AORI—TUTL—NEERTEERT,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

TODINLZ))—ADREECEETRDE, T7Ur—>32 (07> 7L —hEEAL TR
V=" A2ARAL, TV NIV Y —ADOFZEAEY), FE. IXNT O3V 2R
TR2HEREZEADENTEERT,

T7L—NDERK
AWS Management Console
RIVS—FTL—NE2ERTBDICIE
1. https://console.aws.amazon.com/verifiedpermissions/ (C & % Verified Permissions 1>V —JL
ZHEET, RU—ANTZERLET,
EROFTET—>3 RAT, [RUD—FT27TL—KN ZBRLET,
RUS—FT7L—bMZER] ZBIRLET,
TS, Eo>azvic, RUD—F27L—MNOBRBZEAALET,

RIVS—FTOTL—KNEKXEDV23>TR, 7L—AKRILAX—?principal & rTV?
resourceZFAL T, COTFTU7TL—RMICEIDVTHERENERID =N, (5T 2R

o & 0D
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BHABIIAATEDRSIZLET, 74—V b, Z28RIDE, RU—FT2TL—
NOBNEHREREA TR TTIF—NYRNTERT,

6. [RUZ—FTU7L—bMZEER] ZERLET,
AWS CLI
RUS—F2TL—RE2ERTBICE

CreatePolicyTemplate XL —2 3> &# AL TRYS -T2 T L —MEEHTEET. ROHI
T, ZUINILOTL—ARIA—Z2ECRI—T T L—NEERLET,

774) templatel.txt ICEXDEDHNFEETNTVET,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefg111111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111l"

}

To7L—RCUOENEZRI S —DOER

TUTL—=RNCUYOENZRDD—ZERLT, RUS—FT2TL—KIUOTEET, TV7
L=RECUOENERID -, RUS—FTOTL—RMCUYIENEERICBENET, RUS—
TU7L—RDORIY—AT—RMAVRZEETRE, TOTUTL—NCIUIENZTNTOR
)—iF., TORRSBOIXNTOERZDBREICHLTHLVWVAT MY NZEBNICEALET,

TFUTL=RNIUYIENLERIS —OER 56


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyTemplate.html
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AWS Management Console

RIS—=FOTL—REA2ARAULTT VT L—RNCUDOENizRUS—ZEKTSIC
=3

1. Verified Permissions 12/ Y — L https://console.aws.amazon.com/verifiedpermissions/ % B &
F9, RU—ARNTEEBIRLZET,

2. EROFET—232RADT, [RUD—]ZERLET,
3. [RUZ—%HERK] ZFRL., [TV7L—NIUDIENLRID—2ER] ZBRLET,
4. FERITZIRV—FTUTL—MNOBEIHDZOAREIEZERL T, [RN] ZERLET,
5. TU7L—RNCVIOENERIZ—DIOBEDA VARV ALERTEI TV INILE
JY—RAZANLET, BELEER "TRUZ—AT—MXVNOT7LELI—) 714=)LR
ICRRENET,
(® Note

TV NILEVY—ADER., BURIS—ERUERICTEIHEN

HYET, LeAEF, TV NI)LOAdminUsers T I —7RIEETSIC

l&. Group::"AdminUsers"&€ ANULET., ANTBEAdminUsers, BRIELT T —
FRRENET,

6. [TU7L—RCUYIENIERYD —OERK] ZBRLET,

TUTL—=RNCUZIENEHLVRDS—=A RIS —] O TFICRRENET,

AWS CLI

RIS—=FOTL—REeA2ARAULTT VT L—RNCUDOENZRI S —ZEKTSIC
=3

BFEORIS—T2TL—he3RBL, TO07L—RNTHEATNDZINTOTL—AKRILEDOE
ZEETAITUITL—NIV ORI —ZERTEET,

ROPITE, CCTRENDAT—IAV P ZEALTRENDAT MY N EEALTTY
T7L—RNCUZOENBRU—ZEBELTVET,

permit(
principal in ?principal,
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action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

Fh., XOdefinition.txt7 74 )& EHAL Tdefinition/ N\ X—2DEZEELET,

{
"templatelLinked": {
"policyTemplateId": "pt-4651be67-c128-4d22-8e67-9b068980c631",
"principal": {
"entityType": "User",
"entityId": "alice"
}
}
}

Ak, T>7L—RrASEBLEVY—RE, EBINTA—ZASEBLETIINILD
WMAENFRRENET,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111l

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"
}
}

TFUTL=RNIUYIENLERIS —OER 58
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RIS —FT2T7L—bOfRE

AWS Management Console

RIV—FTU7L—NemETBICE

1. Verified Permissions _127 Y — )L https://console.aws.amazon.com/verifiedpermissions/ % &
£, RU—ARNTZERLZET,

2. EROFES—23 RAVT, [RUVD—FTU7L—NZBRLET, O2V-IICE,
RBEDORIS—ARTTHERLEIXNTORIS —F T L—MNFRRENET,

3. RUI—FUTL—NOBIHDTIOARRZERTDE, RUS—FT2TL—MOE
K., BFBE, RUS—FU7L—MOABRLKE, RUI—FU7L—NIBETRFHMEIRK
TENET,

4. [MmE] ZBRULTRIS—FTOTL—MZEmELET. KEICRHUT RV —0OBHA] & R
) —ARX] ZBHL, RIZ, [RUS—FT27L—hZEH 2BRLET,

5. RUD—FTUTL—hOHEILHBFTIHREDZERL, HIKR] 28RIDE, RUS—T
>7L—hZHIBRTEET, [OK] ZBRL T, RUZ—FTUTL—hMOHIBRZEBELE T,

AWS CLI
RI—FTOTL—NEEFHITBICE

YR S —&, UpdatePolicyZRL —2 3V AL TERTE X T, ROBFITE, KU —
AXEZT77ANCERBENTVDHLWRDSD —CEEMAD LY, BEENLRDD —
TU7TL—hZEEHLET,

templatel.txt 771 IILODAR,

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

1Y

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \

RUZ—FUTL—hORE 59


https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html

Amazon Verified Permissions d1—H¥—HA R

--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}

Verified Permissions > 7 )L RV —ARNTRAODT>7L—RN)
ORI —0H

HOTINRIS—ANTHEEMERL T Verified Permissions TARUS—AKNTEEK TS &, EIR
LESZL7A2 T MOERERRIS—, RUI—F2TL—bM, BLUTARAF—TEZFEALT
RIS —ARTHERENET, LT D Verified Permissions 7 7L —KNICU > o2& nkR) D —
Blik, YTINRIV—ARTEFNENORI —, RU—F2TL—hk, BRTCAF—IXTHE
HATEZET,

PhotoFlash 7> 7'L—RKICU> o0& hi RS —fl

COBITE, RUZ—FT2TL—hEERAITZTUTL—RNIUYOENIERID —ZERTDFE
ZRLET, CORUD—TRE, B20I1—H—EBEREEDTTAR—MAAOHBEEEADT I+
AZHIRLET,

(@ Note

Cedar DRV —FREBTR, IoT14T71Z2inBHEHABELET, LN
T, principal in User::"Alice"lEprincipal == User::"Alice"&RZETY,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
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BT, RU—FU7L—hEERATRTTL—NIUYOENR)D —ZERTDFE
ZRLET, B201—H—ETINLEDTZAR—NEBUAOEBEEANOFIRFET VA%
ALERT,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action::"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

cOBlE, RIUS—F27L—rh2EALT, REJIN—TEEHAYOEELEDELHOEEEEAD
HIRNET IO EAZHFATET T L—RNI ORI —%ERTDHEERLTVWET,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action::"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

COBITE, RUZ—FTUTL—hZ2ERIZTTL—RNIUYOENLERIS —ZERTDFE
ERULET. REJN—TETINLEDELRFAORBEEANDOHRNET IV ELAZHAILET,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

BT, RUS—FOTL—r2EALT,. REIJIN—TEBYOBEELEDTSAR—RNEEL
NODBEADTIINT 9 A%ZFETDT7L—RKNI ORI —%ERTEDAEEERLET,

permit (

principal in PhotoFlash: :UserGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

COBITR, FTHON ORVS—FoFL—N7Ov 01— —%=2FERTZTFTL—NIUY
DENTERVD—BERKTDHEERLET,

PhotoFlash 7> 7L —RKICU > & NiRU S —n 4| 61



k

Amazon Verified Permissions d—%—HA
forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash: :Account::"Alice-account"
);
DigitalPetStore

DigitalPetStore 4> 7 )ILARVZ—ARNT Ik, RUZ—FO 7L —RMEEFhTVEE
A . DigitalPetStore 4> 7 IRV —ARNTZEHRL &R, EAOFES—2 3 R4 TR
D—ZBRITBDE, RUS—ARTICEFNTVRRI—ZRRTEERT,

TinyToDo 77 L—KICU> & ni=R) > —04H

COPlTR, B201——E2RAT7 VANCREET IV EAEZ5RX2RV—FT07L—NEE
A9%. T07L—NCVYOEhizR) > — 2RI B HEEERLET,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686F31|bob",
action in [TinyTodo::Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

COBE, B2OI1——ERATVANCREET VEAZHATDIRIS—FTL—MNeER

LT, TU7L—RCUIENIER)S —ZERTDHEERLTVRT,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);

DigitalPetStore
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ID 7°’O/Y14 & T®» Amazon Verified Permissions @ {£ A

Verified Permissions © OpenlD Connect (OIDC) ID 7’A/N4 & — (IdPs) Z A L T. Verified
Permissions R —T7 VI NILELTHERATR I —BHEEIENTEXT,

Amazon Cognito E 7 A FU T4 T4V —RAEDEE

IDY—RF, RUVZ—ARTAORIAV IV IANZEREILTDLHICID 7ONAEINSBTSD1—
H—BWNEXYTT, IDY—AZEHERL T, Verified Permissions 77’ U —>3a>n7 >
NILICBET3BERERETEET, AWS U—3>, Amazon Cognito 1—H'—7—)L ID, H&
OCTFAToTATAV=ADT IO NILEA T ZIBEETEE T, Verified Permissions [&E LU O
Amazon Cognito 1—H'—7"—)LTO X EEET D =HAWS F7HI U K, BIOFTHI KD IDY—RA
ZIEETR_EREFETEEREA,

1—H—7—)L JSONWeb h—%> (JWT) ZL—LlClk, I—H—BHFSEhET, DARLY
L—LZEML T, Verified Permissions A" T 3RIDREZBHNTEER T, Dh—U2 DIV L—AIC
l&cognito:username& cognito:groupsHFEFEhET, FMIC DV TIE., "Amazon Cognito 7*
ARAY/N—HA R ® "Amazon Cognito 1—H—7"—)L, Z#SBL T EE L\,

/A Important

Amazon Cognito M —2 > FEHARAINDEICEVY) EHTEN TEETH, IWT FEBS
EBMWMEBALBCERBEOAT—NLAVY—-AERBENET, JSSONTUIT =7
~ RFC7519 ICEMTR I H—ERARK, =P ZJE—PNTRIITDCENBEETIATSH

V), BITEICLDRIFBETIEDYEEA, DFV ., Verified Permissions Tl&, EUVH
Thich—=02, FEEI-Y—ICHLTRTEh, BTHREWEN—OVIZEIVTT
DLAZFATEDEVSCETT, COVRIVZBEBIRDEHIC, BNHPEZTED LT
B<LTRh—92%ERL, I—H—0tv>a> I 2ERZHIBRL ZVESEEHR
R—=O2 BV BT CLZHEMHLET,

I—Y—7—IICE, DAZLBHEZEMNTEET, DAZLBME, EXBHLEXBITS O
2. custom: 7L 714V OREMBEELET, L&A, 1—H¥—7—)L{Ccustom:joblevel B
MEBMTEET, FMIZ OV T, Amazon Cognito FROY/N—HA R, ® "THAZLEM, &
SRLTLSEEL,

Amazon Cognito E 7 A F*>F 4 T4 Y —AE DEH 63


https://openid.net/specs/openid-connect-core-1_0.html
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https://datatracker.ietf.org/doc/html/rfc7519
https://datatracker.ietf.org/doc/html/rfc7519
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
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Amazon Cognito : I—H—7—IL0O VL —LAELXFEECEMZ R L TVerified
Permissions T Cedar R1) > — %R T BF S, Cedar RV —DEXICENT S
IZl&, Cedar RU>—TOY (1) TRHREBELEVFR () ZFERALTENSEZSRT
PUENBYET, &AW, cognito:username&cognito:groupsZEh¥E
ficognito.username& cognito.groupsicEE TR HEN BV ET,

® Note

N—2 I cognito: FlEk custom: 7L 714V U AZEFE DUV L —LE cognitoXRizld
customV L—AHFEFNTVBEIHEE, ZETFI U T A MsAuthorizedWithTokenld Tk
MU EdValidationException,

COHITIE, TV NILICHET S Amazon Cognito 1—H—7"—ILOHARLAIL—LESRET
5, RUS—OEREEZRLET,

permit(
principal == ExampleCo::User::"us-east-1_example|4fe90f4a-ref8d9-4033-
a750-4c8622d62fb6",

action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
) when { principal.cognito.username == "alice" };

FMIC DV T, Amazon Cognito RO Y /N—H A R® "Amazon Verified Permissions = & % 52
T, ESELTLEE,

b ID 7’ONN14 X —DEH

f£E ® OpenlD Connect (OIDC) Z’O/NA & — (IdP) ® JSSON DI 7 h—9 > (JWT) ASI T4
TABEMZEHMEL., RIDEADERICHETTEET,

ZDOFITEE. OIDC ## () IDP A 5 Verified Permissions ZUOHE T HEZZ RLET, !

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);
var principalEntity = {

entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type

0 ID 7ONAF—0ER 64


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
var resourcekntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
var action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
var entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
var policyStorelId = "PSEXAMPLEabcdefgll11111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;

jti', 'iss'];

}
if (Array.isArray(value)) {

var attibutelItem = [];
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k

value.forEach((item) => {
attibuteItem.push({
string: item,
1)
1);
attributes[key] = {
set: attibuteltem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
}
I
return [entityItem];

}

1 ZO0—RAITIEE, OIDC B ICK > TERE NI IWTs ZRIET D £ OHIC aws-jwt-verify 5 1 7
SDZEFEALTVET IdPs,

0 ID 7ONAF—0ER
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https://github.com/awslabs/aws-jwt-verify
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Amazon Verified Permissions ID ¥ — A D ERK

IROFIETIE., Amazon Cognito ID V—AZRUZ—ARNFICEMLET,

(® Note
IDYV—AR, RUS—ARNT7Z2ERTDETREAMOFTES—>3ORAVICERRENTE
BA. T2 IDY—AR, BEORIZ—ARNTICEERITSNET,

TOOININIVT AT 432471k, AWS CLIFE k=& CreateldentitySource Verified Permissions
API create-identity-source © ZFRALTID V—AZER TR EEICBRATE RS, £FE

L. IVTATARATHAZEADOBERE. IoTATAXAT7H OIDY—ANERENE

FAWS: :Cognitoe cDIVTFATAREFRV—ARNTAF—XEEBRMENF BV ELE A Amazon
Cognito ID Z RV —ARFTAF—IEHREBTBICE, TUVINILIVFATARA4T2HR—K
ENTVWBRRUS—ARNTIVTFATAICRETDHXEN HYET,

AWS Management Console

Amazon Cognito 1—H%—7—)L ID V—AZEKT B IC&F

1. https://console.aws.amazon.com/verifiedpermissions/ (C & % Verified Permissions 122V —JL
ZHEET, RU—ANTZERLET,

2. EACHBDFTET—23RAUT, IDV—A] ZH#RLET,

3. [DY—RZZEE]|ZERLEXT,

4. Cognito I—H—7—)LOFMEI>3>T, AWSU—232%ZZRL, DY—ADI—
H—7—ILIDZEAHLET,

5 "7V NILOEM, 29232 T, IDY—AOTVINLEATEERUET, Ek
& 1 fz Amazon Cognito 1—H—7"—J)LO ID &, BRLETVONILEATICIYE T
EhET,

6. "OTATURNTTITr—>32 ke, €932, 94T NT7I)T5—>32 1D
ZRIATEIHNESHEZBRLET,

« DSATRNT7I)Tr—232 D #®@iLI2ICE. "OZATFTRNTFT7UTr—232 1D
F—HIDN—V20khERTAND ) ZEBRLET, REETDIZATRNTTIT—
>arvIDIElLFHLVWISATORNT7UTr—>3> D zEMm 28RLET, EML
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
https://console.aws.amazon.com/verifiedpermissions/
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EOZATRNT7TIr—232 1D Z2HIRTBICE. 94T RNT7)5r—>32 1D
NHEICH S [HIRR] ZBRLET,
« DSATRNTTVS—232 IDZRIAELELSBVEEE., "95A4AF7 N7 75—
2arvIDEKRIELAV, ZERLET,
7. IDY—ARZEKZERLET,

8. Cedar RUI—ADIDEXLERFRTIELARN—=V LA SHMEBLEEMESBTEDLSICTS
IClE, AF—XZEHLT, DY—ANMERTB TV NILOEE%Z Cedar ICFRBEE
DUBEHFHYVET, AF—TADEBMIZE, Cedar RV —TSHBULEVEBHEEHIHE
HFH')ET, Amazon Cognito h—U > DEM%Z Cedar D7V NILBHICIYE T T
BHEDOFMIZ DOWTIE, Amazon Cognito k— % > % Verified Permissions AF¥—< (Y Y
EJ92&25RLTLEEV,

AWS CLI
Amazon Cognito ID YV —AZERKT S IZ(E

CreateldentitySource AR L —2 32 ZFAL T, IDV—ARZERTEEXT., XOHIT
l&. Amazon Cognito 1—H'—7"—)LASEIAMENEZIDICTIVEATESD IDV—AZERLE
CB

LFR®config.txt7 7 A JLICI&, create-identity-source N> RD-FBE/NTAX—ZRT
FHE 1% Amazon Cognito 1—H—7"— )L DN EENTVET,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h819j0kalbmc"]
}

N> R

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
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"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Cedar RUZ—DID M=V FERTIVEZAN—OVASHELUEEMZSRBTEDLSICT
BICE, AF—XZEHLT, DY—RANERTED TV NI OEE%E Cedar ICRBEES
PDENFHYNET, AF—TAOBMICIE, Cedar RUS—TSRBLEVEHEESHDIHENH V)
%9, Amazon Cognito hk—2 > DEM%Z Cedar D7V NIILBHICIYE T T2 HEDH
#IZ DWW TIE, Amazon Cognito k—% > % Verified Permissions A& —~XICXYE T §2 %S5
BLTLSEZL,

FRELE Nz 11— —® Amazon Cognito 77 EARN =02 & ID h—O 2 ZFERAT B HEDOFMICD
WTIE. Amazon Cognito RO Y /N\—HA R® "Amazon Verified Permissions |- & 325, 25 R
LTLEEL,

Amazon Verified Permissions ID ¥V — A D#RE

AWS Management Console

Amazon Cognito 1—H'—7"—)LOID VY —AZEH T I

1.

o K~ @b

https://console.aws.amazon.com/verifiedpermissions/ (C & % Verified Permissions 2% —
LNEeREET, RU—ARNTZBRRLET,

ERICHBFES—>23aRA2UT, [IDY—R] ZBRLFET,

WEIBHIDY—ADID ZBRLET,

MmE)ZEBRLET,

Cognito 1—H—7—I)LOFEHEEI> 3> T, AWSU—23 0z BRL, IDY—AIC1—
H—7—IIDEAALET,

77U NIIVOF#H 023> Tk, IDY—AOT IO NILERATEZEHTERT,
E#HiE iz Amazon Cognito 21— —7"—)L® ID &, BRULETU O NILRATICIVE
VIENET,

"OSATORNT7IOT—2ar i, 923> T, 9547 KNT77)5—23> D
ERIAETIHNESHZRBIRLET,

« DSATRNT7VTr—232 1D #RITDICE. "OZATFTRNT7VTr—232 1D
AF—BIBN—U20HEZTAND ) ZBRLET, RAIDIZATRNTTVT—
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A IDZEILFHLVWIOSATUORT 7V r—>32 1D ZEM ZFBRLET, EBML
EOZATRNT7Ir—232 D ZBIRTBICE. 94T NT7)T5—23> D
DHEICH S [HIFR] ZBIRLET,

« DFATRNT7I5—232 D ZRIAELELS<BVEERE., "TO9FATNTTIVT—
2arvIDEKRIELAV, ZERLET,
8. [EEZRF|ZVVYILET,
9. DY—ADTIINILERATZEELEBER., EFEniT U NILRATHIELL
RRENDEIDICAF—NZENITIHVENFN HVVET,

IDY—AZHIBRTBICIE, IDY—ADEICHZITOAREZZZEIRL, RIC[ID V—AZHIR]
ZEBBRLET, TFAMRY JAICdeleteZANL, [IDYV—AZHIBR] ZBIRLTIDY—AD
HIBrEEELE T,

AWS CLI
Amazon Cognito 1—H'—7—J)LIDV—AZEHITSICE

UpdateldentitySource AL —2 32 ZFEALTIDYV—AZEHTEERT, XOHITE, EEL
7= ID Y —A%BI® Amazon Cognito 1—H—7"—)LZEATEHLSICEFHLET,

AR ®config.txt7 7 A JLICIE, create-identity-sourced~ > R®M--configuration /N7
X—ZTHEAE ND Amazon Cognito 1—H—7"—)LOFEHAN EENTVET,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"]
}

N> R

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
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"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

DY—ADTVIINNEAT2EEITDHE, BHENLTIINLERATZELKRRY
PDROICAF—NZEMITILENBYNEXT,

Amazon Cognito &k —% > % Verified Permissions AF—< (C Y Y
E>09%

Amazon Cognito ID k—% >/ IZ &, Verified Permissions AF—Y DEMNGBICHETZ 4 BEED
BN ®HY) ET, Amazon Cognito Z Verified Permissions IR —ARF7 DO ID YV —AE L THEA
L. =92 APIT702a>zERL TKRILE 115 Amazon Cognito isAuthorizedWith k—2 > D&
MEEAL TR —2EIRTSICIE,. Amazon Cognito BHEZ AF—NICEMTI2HLENHVY E
ED

« cognitoBRIZE7L 7 1Y AN W= Amazon Cognit EED U L — L
(cognito:username’ &),

® Note

cognito:groupsAmazon Cognit BEM Y L —Alk, ], Verified Permissions A+ —
RIZEIvyETENTVWER A, Amazon Cognito FIL—7"Tld, —ETHD MR
MENTHST, BRNATEDRINFZEATERT, RAREICChSZEDLDE, 7
ZTVr—23aiiEF1VTFALOVAIONFEUDAEREN B ET,

« customBEIZEDTL 7 1Y VANV IEARRLY L —A
(custom:employmentStoreCode’x &),

s FBEZEETL 74V IANVTVEVEES L —LA (email’x &),

- tenant, department, clearancex&, R—U2DHAZRINAAFRICEMEND —FHED
I./_Ao

FREE Nz 1—H—® Amazon Cognito 7V EARN—=02 & ID N—=U 2 & FERT B HEDFEMICD
W&, Amazon Cognito RO Y /N\—H 4 R® "Amazon Verified Permissions |C X 2 585f1 Z5 R
LTLEEL,
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ROIDM—=0>0FIZEF, 4 BEOBRMENF ThETNEENRTVET, nlZlE. Amazon Cognit
BB L —LAcognito:username, HAX LY L —/Acustom:employmentStoreCode, %%
L —Aemail, 8LV —KHEIL—AtenantHNEFENET,

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_wBEbEZKaX",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "52n97d5afhfiuXXX",
"event_id": "@ed5ad5c-7182-4ecf-XXX",
"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",
"exp": 1687889006,
"iat": 1687885407,
"tenant": "xl1llapp-tenant-1",
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

ID AT Z#ERKL T Amazon Cognito 1—H—7"—)LICEE[M TR &R, h—D >
HIsAuthorizedWithTokenfHMli)V VT ANICEE B EEIZ Cedar NERKTD TV NILEA
TEEBELET, TOR, RU—RBGZTOVIIANEZFHETSZI—IRELT, TOTVINILOE
METARTEET, TOTVINILEATE, Cedar RUS—HSSRBTERRSICTRIEME
ERTHIHXENHYVET,

LToflk, 4270 ID h—2 > OF % Verified Permissions AF—YICRB T2 HEZRLT
WET, AF—NYDHFEDFMCOVWTIE, TISONE—RTOARAF—YNIHRE, 25RBLTLKEE
Wo IDY—ABKTT U NILR AT CognitoUser M IBEENTWVWSRBERE. XOBFIOLSEE
NEEHT, TNSOEM%E Cedar THEATEDLSICTRENTEET,

"CognitoUser": {
"shape": {
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"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true,

.
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true,

}

}
.
"email": {

"type": "String"
},
"tenant": {

"type": "String",

"required": true
}

Amazon Cognito B ZRMTDRSIZAF—NEZEHLES, TOBUESRIDR S —ZER

TEEXT,

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

};
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Amazon Cognito 7 VA KR—=0>2OIvE>Y

Amazon Cognito 77 2ARN—=0IC&k, FRALICFERATED VL —LNBYVET,

e client_idik, 77V —>3>0 0547 MNIDEXRLET, COERF, YD IDEXRT
88 machine-to-machine >+ U A THEATE X7,

« scopeld OAuth2. 0 BEAI—7"T, N—OMBEDEREAAI—TE2RLET,

Amazon Cognito 7 7 A KN—% &, Verified Permissions ICEE N2 EATHFARNAT T
N YE TEhET, TOEAMN—=U 2 DEMEcontext.token.attribute_nameZERAL
TSBTEET, UTOT7IEARN=U>DOHIICIE, client_id&scopeZ L—LOEANEEN
TVWET,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1)
"iss "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_wBEbEZKaX",
"client_id": "52n97d5afhfiulc4dilk5m8f60",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "aws.cognito.signin.user.admin",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

ROBlIE, YOTINTOEAN—U > DEM%E Verified Permissions AF—VICRMRT B HEERL
TVWET, AF—VNORMEDFMIZOVWTIE., TISONE—RTOAF—YNDiHE) 2B LTLKE
=L,

"MyApplication": {
"actions": {
"Read": {
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"appliesTo": {

"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

}I

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "String"
.
"client_id": {
"type": "String"

1,
"type": "Record"

Amazon Cognito B ZRM T D RS ICAF—NZEHL LS, TOBUESRI DR —ZEK

TEET,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)

when {

context.token.client_id == "52n97d5afhfiulc4dilk5m8f60"

TOEAN—=O2VEIYEYTTS
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context.token.scope like "*aws.cognito.signin.user.admin*"

};

TOEAN—=O2VEIYEYTTS
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70— 320ORIAETTFINDEE

V7 RNIDITTFF 74— 3> AT Amazon Verified Permissions Y —E A& FH T2 %E%Z L TV
L, BUIDATYTELTRIVD—AT—RM AV RNEFISICERTEI2ONHEL WVGEN BV ET,
ChiE, P75 —23a>rhAzdXELZTLICRETDEIC. SQL AT— KM X2 ¥ API 14
ZRRLT, 77V T5—23a>ot0Br0RRERBIZDOELUTVET, KbYIC, 1—H%—T
DARDVIVANSHO T, ZF7V5—>232 Ul THERZEEBIZDIERICI RI1I—HY—ICRREH
IRNENRERARICEBIDMLENHYET, RIZ, TORBHSBELTRETO—FICLLLEY
BEEY,

COEXZEH TV E, ADKXSBEBZEIDELICBYET,

s MOVY—ARMATL&SA? ThSREVICERZF>TVERIN? L&A, 770G
7FILERNCHEELETH?

s TUINILBEEVY—ALRULTEDRSBT IV AVERITTERTN?
s TUINILBEDESIZLTCNSDERZRETZOTL & SH?

-I/Fl H—#» TAdminy . TOperatory . ReadOnly ") BENEHERE NET VAT
SERTDHD, PTREYIRIS—RAT—MXV NZERKTEDH, ThEEHEAE—HRTITH?

c MT7ANENSHEREMRETDITITAINBE, ERBEVY —ALEICHEENDINETIN?
c A—HY—TIOARVIVAZERRIDIEOICREDISBREBEDITINVBETIN? LAWK,
TN ZEOI—Y—OR—LR—DERTIDEDICT IV EATERZINTOV Y —A%E
RIBDUBENHBITLEIN?
s A—H—HFBRO2>TADOVY—AASOAYITIRENTLERSZER@HY)EEAN? ThZEOE
TRILBENBYEKRIN?

COEEDOBRERBRREIBEREFTILEFEFEN, Z7UINI, VY—=A, PUOIVEEEL, Th

SHEDLSICHEILBELTVWRIHEZEEELFTT, COEFILEEKTHDIC, Cedar ¥ Verified
Permissions H—EAICET2IMBOHAEBEXEH Y EL A, TORDY, HOEFILEFE, AKX
WEETI—HY—TIOARVIVADOHKTEETHY, 1 VF—TI—ADEYIT VT, RER,
ERARBATI—Y—ILRTRENDIABICEDKS ICHETINIC OV TOLEHNEHAZREDK
RBYELTHENDZCEN B ET, Cedar ik, Cedar DEREICEDETEFILZFTEBRICHTF=ES
NDTREL, HBEPETFITEHEFICHIRDTEDXZEMZRHADLSICEFTAEATVET, TOLD, &
B3 1—Y—GRENEICIRETD LN, RESETFILEZEEHIRENDHETT,

COEIIIADTI, RAEEANOREIRS, TEITNER., RIDEAERZSELSFEATZ D
DRARNTSI9T4RAICEATEZ—MBROBAHAT A ZRBLET,
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CCTHBNIDHAARTAICMAT, Cedar RUZ—FREVITLUVABA RDORANTZIT 4
AEEEBTHEERNBVTIEEL,

Nev o

« ERO "TELVL EFIILEHYEEA

« API ARL =232 TREL, VDY-RAKLERZEL
- BEREIRER

s IIVFTFUIO—ICHTREREE

- AEERIGEERE. RUS—RARO—TZAHNLET,

s IXNTOUY—ARIAVTFTAHIEHYET

c ZUINLEDVY—ARAVTFHL ST

s BHEACHEREZELIAFTFEVTIEZV

s EFILTHEHMABHERE, 1AV XTI —ATRENLELERZEELET
s RAEZBALVEDLEDIHOBHRHERFLTLSEEZV

EHREO "ELV EFILEHYEREA

WAL ETIINZHREFATEHEE, " BELELVEZFR 128HWEEBA, TTUT—320FRBA
E. REISBHETEREIBDATTINEMRNICEATERTN,. ChEFBEHYKREBA, &
AE, AVE1—2—0O77ALNZATLORBRICODVWTERE T, Unix ICBZARL—FT 127
JATLATI7PAIINEERLTE, B7FNEADPSEBENICT IV EAFANIr REEIhDERFHYE
BA, ChERFTBHIC, OB DARL—TFTAVIIATLREEAEDAZA T 74
BY—EATR., 774IIERT7 A I)VE—DERZMELET, EE550BREKE, 77U T5r—23
IHBRBLTIRRICHEUTEMNTY,

AL/ 1—23VDOELERENNBENTREH Y EEAN, BENIRODIIVARVIVAZE
DESICRETZA, KREBEHEEBSVICVY—RZRBEIDDESIHEVSBRINSERDILEND
WEY, RALETIN ChZeREATENE, APESABTL &S,

DO, ERLVI—HY-—TITIARVIVANSHAZRKI D &N, MRVBFEAEETILZ2E
KI3LETHRERIDARFHERYET,

APl ANRL —23>TRREL, VDY-ALERZEL

HEBERITOREAEDT T T—23> TR, RET 7V T—>3a Y R—h33UY—R%E
EFILECLTVET, LEARF, J7AIUWRHBTTIVT—2320 TR, EREZT7ALNEEE7 2
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WL TRITTERTIVAVELTRRAIZDBENBYET, Chldk, EREBDIRRENY D
I RAPIHEEZBRILLE, Bhlz, S2TILBEETFILTT,

CHERNBHIZ, MOBEOT 7V Tr—>32, BILUITH—EATRE, APIREAKE PO
(CHERZRRFTIT D EN RS HYWET, LEAE, Web B—E AN createThing() EVWS HEH]
DO APl ZRIETZEE. RUYTFILEXRDTBHER. £/l Cedar O createThing EVWS BB D
action ZERIT D AEMNI BV ET, ChEIFZ<OMRICHTIEERY), #ERZEBHELXISBZYE
¥, createThingAARL—> 32 ZHUOHTICE, createThing7 V2 I VERNFBETT,
BTL&S?

LAL, COAPIICEREZEYTET7O—FREBEERFIEATEA. AP IF, BENMKRHICREL
KHELTWVWRED, DFWVEBELEDZTF—RPUY—RAOKRBICTERVASTT, EHO AP
FEAUVY—AANDOT 7 EAZHHLTWRHEE, EEENTNSOVY—ANO/NAZHIIL, %
NIZISUTT O EAZEEBIDCEN MUK BDAEMENHY ET,

EEARE, HBOXN—Z2881—F—FALIRNIEERATHELLS, I—HY—RBTIL—-TC
FEHSNFETH, EF1UTILOBED 12, EROBVE=ZFILIDTIL—TXNN—0
RR2BIETZZETT, cOI—H—FALINIZERTEIH—ERAILLRK, XD 220 API 7
RL=23UHFHYNET,

* listMembersOfGroup

* listGroupMembershipsForUser

BEE., ChsoBREOVITIhAZERALTIIL—TXN=2Y TZEERTEET, TOLYD, E
FREEBEEEFIAMBEDRENDT IV LAZFABRITZCEETNBVRSICTRILEN HYET, XDLD
BEOI—AT—AICHE TR EDICENSHLWAPI ARL -3V EBMTR LIl 2125
G, ChiFEsICEMICARYET,

« isUserInGroups(A—H—HM1 2B LEOTIL—TICELTVRAESHZTRERLSTANTSIZ
HOFL ) API)

EFIVTAOERNSRIE, COAPIRTIN—TAUN=2VTZRRITRDHDID2EDA
EeRY), ERENGYICAEYN LT EERZHEIZDELRYRT,

APIOEXR > TAVAREBRL T, ERELDZT—EPVY—RA, LTS OBEEMITEREICE
FIBCEEZBITITOLET, CORZEZTIN—TAN—29vTOFICERATSE,. 3020 AP
RL=23aUNFFNFhSBLEFNEES BV S BviewGroupMembership, HRIEHERRIC
BOTULERVET,
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API & R

listMembersOfGroup ') —7\CviewGroupMembership #H#RABETT,
listGroupMembershi J1—4%—I(CviewGroupMembership #H#RABETT,
psForUser

isUserInGroups J1—%—I(CviewGroupMembership #HERABRETT,

CHO1DONHEREERTDCET, BEBERILN-—TAXAIN-2VTERETDIEOOT I A%
BESLVOKALERICHBTERT, NL—RATELT, EAPIRETHEICZDAEMEDDH
DEBOEREXENIZIBENHBVET, EBEFHERZERIZIBRICCORFIXV NEZSRTY
PDYENBYNVET, EFLIVT A ERERETEHICHXENHZHE. ChRBBEHMENL—RFTIC
BYET,

BE SioallE IESE

BEREER., T7IVT—2320AVE2—TI—AOREEIIY VIR REQE—OI—H—
TOTA tT’r—C\ TOTIOTAETANFAETNATVRAESH ZHM TS - ICERDO@EHIFER
DIVHNBEICBEZIBEICRELET, LEAR, 77AMLSATLAOHLVTFALIRNIICT 7 A
LE2BBTRHEE, V—ATILINIASTTAILZHIKRTZDHER, BREETALIKNIICTT7A
LZEBMTBHER, SRV 7AI)BAKERETIHR (T7VT—232 K2 TEBRYET) &
WS 3DDERBIIERIVEICBEDIZENHYET,

AL ET I DRGHCERTWE WSS, FRRLICE T2 INTORER 1 DDOFBEEY T THIRT AL
TRINEBSBEVWEERDHE bhit‘/» LAL., CATREFILNBEICEMRICEY, KR
AT AV RIEMRCBEZAEMI BN ET, RBICE, BEERAZ2EATI . &KV EHR
AL ET N ZERTEIDICRIUEER T, BUICKFAENLRAEETILDO 1 DOEER, H4DT7 D
2AVETHICOBINE., J7MINOBEBENEEREZTVITAJOERNBESHTRE
TEHIETT,

BERANRETDES 1 DORNKE. HRENEIZTOELACEROBRENBESIZHEET

o A—H—HITN—TOXN—IBBENTEREBTALINIZEATHEL&S, fHE
BIFEE, JIN—THA—F—ICHTEEBMTERHEREERZETT., LAL, EFI1-Y—CE
MCREBELTESVWEVWGEERESTNERVDOTL&S A, ChICKY), I—H—ETIL—7 0Ol
FAXN=2Y FICABLBTAEBESBVEVWSNY RIS VZEHFEAEIhET, ChEX
RIDEHIC, A—F—CNA RENLHOERZEAL T, I—¥—Z2EFEOTIIL—TICEMT

BAFT 80



Amazon Verified Permissions d1—H¥—HA R

20N, BEDTIL—TICEMTEDIOAZEETERT, FOHLANBTAN—=2TIL—T7
EEML$5t?6%Q\77U7—>3DHEEWENEﬁﬂ?é%EﬁéUﬁ?OOiU\WU
HUTRICREEENLETIL—T X N—2EBMTRERF BV, EMENZDEZOI—F—ICE
MIBERABHDEVSETT NTIA N RIIA VN BFETDES. A%W%%ﬁﬁﬁﬁ
TREHOICNEEGTAIVIVEZERIZDON —MRATT,

BEOVY—ANEL>TVWT, #ERZTEFIIITZDEEN THERFT LOREBICEEL TVWSE
&, BERAMFTIVAZFERALTVBIUEMN BN ET. CORSLHEEE. BREZEHROERIRE
FIVIILDBRIBDETHRRENRONDHAELNEEA,

RNFTFoo—IBT2EREHR

T7DT5—23> zRMAT3RERTFTNRE, BROBERNSERTDT7UT—23 2 z2HH
L. Amazon Verified Permissions EMET D CEETEXRT, ARTEFINZHRTDHEIIC. YILF

THRNEREEZRARL TKEETV, BEORVI—IF, 1 DORBRI—ANT TEEBITS L

£, TFRZEDORDVS—ARNT 2B HTBEETEET,

1.1 2ORBRV—ARNT
FRTODTFTFURNE1DORVD—ARNTERHBLET, P7UI5—23> @k, 9XTOREY
DIARNZHBERUS—ARNTIZEELET,

2. FF RS EDRIS—ARNT
ETFTFUNIRERAORIS—ARNTHIFSYET, 77V5—>3> @k, VDOTANETSTT
VRMNIZISUT, EEETEBRUS—ARNTICRATOREEZIITILET,

ES5NHIEE, AWSERICHEITDITMREMEOHILEBMAEDER ) IV ITIANEZERLET, T
., EOXDICT7O—FZEKETITNETTH ? Verified Permissions ¥ ILFTF > > —F05E RS (C
FEITHUREMOHD BN ERZHEERICRLET,

TFTYRRUS—DO5 8

TFHFORNTF—RZRETIICE., ETFORMORVS—%2MBOTF UMD SDBMITDENEE
T, BT FTNIHMBEORUS—ARNTHFHDEE. TATNIIHMBEORIS—EY NFHY)
x99,

RIVTFTFro—oks 81
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RoalL 7 01—

FERVIIANEITSTFVRE, WIOTARADORIS—ART IDETFIRIEDRY
S—ARNTPTHETERT, LARUZ—ARNT TR, INTOUIIARNFERURIZ—A N
7 IDZFERLET,

FUTL—hERF—TEE
KUY—=FVTL—heRUS—ARTRAF—T@, FRUZ—ARFLBRHEXDTFVAD
F—N—AY ROLRILEBMUET,

JO-NLRIS—ER

—MOITO—NILRIS—2IXTOTFNIERATEERY, JO-NILRIS—2EETS
F—=N=AY ROLRILEGE, HERVZ—ARTEFINETFRIEDRIZ—ARNTETFI
ICR2TEBWUERT,

FFYROFTAYR—F ALY

—HOTFRE, AF—IXZOT—ALEBEORIY —ICERZRHLET. 7T A
BTTOT17 TRV, TF—REHKRLEVWES, BELARLEHEOTF NEODREL X
WCKR2DTEBRYET,

H—EAVY =R +—24&
Verified Permissions IClk. NI FTF 2> —OREICEERZEZZDUEHEOHD )Y —AE) D

IARNL=BRDIA—=BHFBYNET, 7A—FOFROVTE, "VY—ADT#+—%, &%
BLTSEZL,

HERV—ARNTETTFRIEDRIS—ARNTOLEER

BERBBHEICE, HERUD—ARTETFILETFRIEDORIZ—ARTETILT, B OKRE
EVY—=AOAZY MY MNRETT,

EZREHE HERV—ARNTOTL FTFORTEDRID—ABN
7 —RKLARI TFOI7A—KLAX)L

FTFURNRUS—O 58 A, Mustinclude tenant {K. Isolation is default
identifiers in policies and behavior. Tenant-specific

authorization requests.

HERVZ—ARTETFURIEDRIS—ART OLR 82
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Amazon Verified Permissions

Q—H—H1 K

R 70—

TUTL—hEARF—NEE

JO-NILKRIS —ER

\’" M

FTUORNDATHR—F4
5

Y—EAVY—-RI*—=2&

BRI

YAFFFYRTTUT—2aVEThThREYET, F—FT0F ¥ LOREETS

{€. All queries target one
policy store.

{K., Must make one schema
work for all tenants.

{€. All policies are global and
can be centrally updated.

., Must identify and delete
only tenant-specific policies.

= Tenants share resource
quotas that affect policy stores
like schema size, policy size
per resource, and identity
sources per policy store.

NDT77O0-FETNEREHRZEEICLERLET,

policies are inaccessible to
other tenants.

., Must maintain mappings
between each tenant and their
policy store ID.

= Schemas and templates
might be less complex
individually, but changes
require more coordination and
complexity.

= You must add global
policies to each policy store in
onboarding. Replicate global
policy updates between many
policy stores.

{&. Delete the policy store.

{€. Each tenant has
dedicated resource quotas.

BIlC, 2D

F7VTr—232 LT NEBEORV S —HFRETEEL, E—DOIDY—-RA ZHEATZIHEE. T
NTDTFURIADOHRBRIS—ARNTAREMRNBEY V1 -232TT, Chllkl), &
70— 70-NILRID—FBHFK)DTINCBNET, 1 DORBRV—ANTZFEAL
CTFHFURNEBATAVR=F42TIdE, FT7VT—2308 T NEEORD S —ZHIBRT S
BEABWNS, FANBREINET,

BIRFGE 83
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EEL, P7VT—>23a>T2HOTHFRNEBEORD D —HFRERBEEY, BROIDV—A ZF
A3%88, 7FRZEDRIV—ARTHIREMENTHDAEMEI HYERT, EFRVI—R
NZICTFRNZEDTOEAFTZNETBIAMAR) > —2FRALT, TFRNRU—ADT Y
TAZHBETEERS, TFONDATFAVR—=F 12 TIZ@F, RU—ARNTOHIBRNIBETT,
shared-policy-store JRETIE. 7T NEBDRIS —ZBREL THIRTDHLEN B ET,

AEBZEERk. RU—AO—-—T7TZAHNLET,

RV —ADA—=TlF, Cedar RUZ—AT—KR X2 MDD permit £/zlF forbid F—TJ—RND&E L
HERINOBICHZBDTT,

permit (
principal == User::"e3527bb8-f74a-48da-818c-f7e6ef79bf7c",
action == Photo::"readFile",
resource in Album::"615e85bc-f03d-4915-b4eb-4c184b8da25d"”

)

when {
resource.private == false

5

AIBE/RPRY) . principal® &UresourceMEZANTRD L ZHEHLET, cnlck

V). Verified Permissions A7 RS —& A 2 FY D AULLTRYREHICMETED LS IC&Y, N
T7H—X2VANBELET, AULT7 IV EAERZZ<KODEBD TV I NILELERVY—-AICHET
BPRENHBDEER., RUD—FTL—bZ2EALTTIINILEVY—ADERTICHITS
CEEBEOHLET,

1 20whenBIZTVINILEDVY—ADOVARNZECRBEBZR)S—Z 12ERT B LR

FTEEW, 2592, AT—FEVUT A ORACPERLORBILA DA D AREN HY XTI,
ERE, RUZ—HAOREBVARM S 1 AOI—HF—ZEMERZEHIBRTDICK, RUZ—2

hEFZAEY), VANZHEL, HILWRUZ —Z2INTRERL., HHEEENHNOEBENEEZ
LEELEBEORBRITIZ—ZREBEIILENHYERT, IRV, SHMHLBERZSHER
ThiE, I—Y—Z2EMREGHKRIZORK, TOI—Y—ICBREIND 1 DORI—ZEMR

ERRIRTZDDERUSSVEETT,

RUD—BRICTF—REAILET, 84
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INTOUY—ARIATTRAIEHYXT

ARETINERFTTRIEZER, IXTOTI2AVEBEOVY —AICEENITIMEN BV E
To viewFileDKRS5B TV a2 Tk, ThEEATED VY —-ARERNTT, B<cO774)
TE, 77N EHROEBRDT7AINTELFEVEBA, EFL, createFileD &S BIRERKER
HTRHYEBA, 774N EERTHIEEZTTIVILTEHES, EQOVY—RIZERAEhETITH?
T77ANMNEEFERELTVEVLES, 77M4ILETOEOTH>TREYEEA,

CHEVY—RERICETZ2—BROBEBEO—HFITT, VY—AERET—NARNT Y TORBET
T, VDY—ANEFEFELBEWVWEETE, VY —REERTHIEREZMAN ICHETIHEN BET
T, BREE, IXTOVY—ARSTASHPOOAVTFRICEELEIThERS T, EBOT >
H—RAVRNERBRBDOROAVTTEHETHZDCEERBIBETT, FEAE, SATFALICT#
IWEANSTTICEETSDHEES., 77MIOERBEFEZTO 7 AIIAICKTIEREL TEFILTESE
T BEES, TOTALNZEFHLWIY—REA AR AT DO OERNI BERBHREDNS
T9,

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource == Folder::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

LAL., 72U —AFELBVEERESBRITLLOIN? Chik, VY—ANREFELEVT
TVT5r—23a>0&E2<HLLVBETHIVRPELAhEEA, COLSBRATE, "TBEER
ECTHLLWITAINEZHERTEDON ) EBRNFTERNICEBTEZ I TFAMMEEEST
WET, FUVFLBBEETAITVRNATI7TANEERTERVELSICLESBRBEVWTL&S, L
5, BRERODAVTHFAR BN ET, ThiE, BEEEOTAIVRNERTY, LIEAN 2T, 7HY
YRBEAVY—-REROOAYTFTTHY), ChZROBIODLSBR) S —THRNICETFILTE
F9,

// Grants permission to create files within an account,
// or within any sub-folder inside the account.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"
);

IRXTOVY—RZAVTFICAND, 85
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LAL., PHOVREFELBVEERES BRI TLLSN ? BEERD—V7O0—ZF/FTL T,
SATLALHLWT AV N EZERTREETEERT, TOHERF. 7OCATTAV NEE
KTER—BNDOEREZRMIZ AT IABELEYNETT, COIL—BFLRLOOVTFREZA
TLEEZERL, "2ATALIL—P) ORSBERMENITBDEETERT, LIEL. ThHABED
ESD., FLEDLSBHAZNTZIARK, FTVT—2320F—F7—0HMICERSINET,

LEAST, COYTAT7VT—>232 TR, BROOAVTTFRERADLSIZBEVET,

System Root

Account 1 Account 2

Folder 'D' ]

[
Z X /\[/\

c1e7) (Fies]

N

(File 1) (File 2) (Fite 3) (File 4] (File 5] {Fite 6]

[ roider'a’ | | Folder's' | [ Folder'c |
[

cE 1 2OB U TIIBETT, HOEDEBMNTT, BATHEINREZLR), VY—ADKERE
BICUY—ZAOAYFTFOOAVTFANATITONDEWNSZETT, SOV TFRETHIU N
DERDODISICHEENTHIEENHY, RELELNIBETT, BRRETFTINERFTIZDEER, s
NDEBRNBIRZHFEMVTEEZBZO T, AREFITCERICENMLTRATEDRXRSICLTLKESE
W

ZO2INNE)Y—AROAVTFHFHLS KBTS

)Y —ARBZRFI IR, BIHEEMTT 7V T—232 I Ili<H2EED 1 2. BEED
A—Y%—IDZBETHAIMAOVY—AQIAYTFELTEATEHZETT,

TVINILEVY — R DB 86
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4 Account

customer _id: "12345"
name: "Jane Doe"
emall "jane@example. com

/\

Folder 'A ] [ Folder 'B

T 7~
(riet) (Fiez) [rie3) [Fiea)

COEBET O FNE—2ELTRSCEZHBITIHLET., chiF, BN EELTTVT—>3
TR, PORRAZMOI—Y—CEEITZHEAFrBRLCHZH T, LA, OI1—Y—

ATAIOVRNIY—RZHBTES "77X)—1 THIVRNEEATRZ L ZRBRTEXRT, K
o, EEOBERR. BEROREBZTNHNIVAO—HMOEEECEELEVEE B ET. iz,
TADYNORBHEZRIOI—H—ICBLEY, BROTHIRDIVY-RAZHRELLEVITIHLE
HFEUBDHEREHY KT,

A—H4—IDZET7AIMOVY—AOAVTFELTEARATRE, LEIOSFUAZRATHIONH
LL<BYWET, ESLEBEBINERR, COFETHOI—H—ICTAI NI TFIANOTIEA
BANEENDE, DI—VOBEFX-IXOTAVFEARROEERLE, 1—%— 1D BBFZEE
TRLEODT IV EAEREZBR > THRHEEATLERS AN HBDETT,

TORS, AEZEEE. Z7UINILEVY—AOVTFASTYEL., "EEEER, ® "AE
B, BEOBSEERALTTVINLEDY—AOVTFASHEL, TV NI BO#EEET
FIMLT DDA K EEIDHZDT7O—FTTI,

TVINILEVY — R DB 87
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I—¥—%( K

User

id: "12345"
name: "lane Doe"
email: "jane@example.com"

User

id: "56789"
name: "Alice Jones"
email: "alice@example.com"

/f,-",-" Permission to perform an*,f_\‘l

// action within the account
permit |
principal == User::"12345",
action,
resource in Account::"98765" Account
I
\‘“ T "/ id: "98765"
"""""""""" bemssmmosseoooee=d payer: User::"12345"
_-=""| email: "admin-team@example.com"
Folder's' | { Folder'8' ]

L)
o o

:FHel][FHez] [FHE3][FHE4]

/;,-“ Read only permissions \'1

// within the account

permit (
principal == User::"56789",
action == Action::"viewFile",
resource in Account::"98765"

\ /

BEOT7VT—23a>TRIOESBYYHBENEEFINERRATELRVEEAE., ARREFINER
FFI2RICTEDRNETNZEMIZD L ZRFTITADEEZHBIITHLET, LEARF, 1—H—
ID. O A 2ERER. BRUCAETD VY —AZH7T LTS Customer EVSERID 1 D20
B2k GEE O 77U r—>a2ik, ch%E Customer Identity @ 1 DOWMEBIVT1T1 (A
B, EFX—IBERED) ZECRAETFTINICIYE T TEEXT, Customer Resources i
(& Customer Account ADBENREI>TAT 1k, ThESHFMETRINTOUY—ADH
J—REUTHEELET, MADIVT AT A REELU Id ZHBETEFRTHN, Type FEBYET,

TVINILEVY — R DB
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// Permission to perform any

// action on their own resources

permit

principal == Customerldentity::"12345",
action,

resource in CustomerResources::"12345'

Customerldentity i CustomerResources
id: "12345" E id: "12345"
name: "lane Doe"  [rommsssssssssmees bommmmmm oo
email: "jane @example.com” _‘},-*’
Customerldenti T
ty Folder'A' | { Folder'8' ]

name: "Alice Jones"

r
i

i

customerld: "56789" o i
email: "alice@example.com" i
1

LN LN\
[FHel][FHEZ] [F”E3][F"e4]

i

[ Read only permissions on another

[ customer's resources.

permit |
principal == Customerldentity::"567839",
action == Action::"viewFile",
resource in CustomerResources::"12345"

);

BERNICERZEHIARIVTIEZV

BHEAERREDADELTHERATDIONNRANTT, I—H—IC "PermittedFoldersy & WS &80
NDEMEESIDRELT, HEERZTOEOERITILHICBEHEEFRALEVTSEETL,

// ANTI-PATTERN: comingling permissions into user attributes
{

"id": "df82e4ad-949e-44cb-8acf-2dlacda71798",

"name": "alice",

"email": "alice@example.com",

"permittedFoldexs": [
"Folder::\"c943927f-d803-4f40-9a53-7740272cb969\"",
"Folder::\"661817a9-d478-4096-943d-4ef1le@82d19a\"",
"Folder: :\"b8eels40c-fa09-46c3-992e-099438930894\""

BECEERZEHAREVWTILEEL,

89
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TLT, TORICARVS—ATTORUZHEATS:

// ANTI-PATTERN

permit (
principal,
action == Action::"readFile",
resource

)

when {
resource in principal.permittedFolders

i

COTTO-F@. BEOTUSINLFBEOT AL CT I LATE B RABEBETILE, b
L— KA 7 EESBER—ADT 2 AHH (ABAC) EFILEZZET. TORL—KATD 12
. UY—RERTBERERN B TVB A ZTEP< UM T ZOFBL< BB ETT, BRO
BT, BEO7 AL —CHAT I EATESAEUMTHIEE, TOTHLA—FEADERE
UARENTVBAESHETRTOL—H —CRBLBRBTZLEFBYET, TOLDIE,
1= T UL AERER DBALT U EAEHA TR —F 5B L EBRBLELTH
SEENBUET,

COF7O0-FNDES120UARTE, #RA 1 DOUserLI—RIZEFEHSNATVBRHEEDA
T—UVIERTY, - —HNE<DEDICTIEATES &, UserLO—ROEBEE T 4 XA K
ESRY, F—REREFELTVRSATLAOLRICET D AREMELN HY) XTI,

KHYIZ, BROB@ROR)S—2FALTIOFUFZREAL, BURLZHPRICHAZ 1D
LRV —FUTL—hEBERAIRIEZHBIITOLET,

//BETTER PATTERN

permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"c943927f-d803-4f40-9a53-7740272cbh969"
);
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"661817a9-d478-4096-943d-4ef1e082d19a"
);
permit (

BECEERZEHAREVWTILEEL, 90
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principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",

action == Action::"readFile",

resource in Folder::"b8eel4@c-fa®9-46c3-992e-099438930894"
);

Verified Permissionsik, #ERFHMH ICZHOERDOEHMA VR S —2MWENICMEBTEEXT,
CDEDIBAHAETEFINTSDE, BRI ZEDIDICODONTEELXILSAEY), EELYXILSLEZYET,

EFITREDEHNSIEREZE, 1—F—A2—T I —ATREY
LitERZEBELET

FRETENRTRIBIDENZVEEO 1 D, Read ® Write BEDFEILLERT I I %
EURAEFTNERFL, BTRYFMBT I IAVHIBETHRIEIIRIKIETT, &MY
VWHBEOXLEMRG, K EHWAVTIEAHHEZRODIEENT A —RNY IICK>2T, TG
RPEROT IV LAFAZRMIZ AT FAT UV ABLCEFIUTABEELCKI>TREETNDT
REMABYERT,

ZHHDVERNFHSHAUOEREATVEVE, PTUT—2320—RPRUD—AT—KX
hEI—Y—ICRWEDHAP<KBREULLERICEETD-HIC., EMETMANEICKD AJREMES
HYVET, LEAEF, RAICO—AR—AOT I3 VICHUTERENET S U5—>3>]—R
#, BB TOAVEGERTIRSICEEITDIHLENDYET, €510, BITERBRTDLSICRK
) —BREFHITHILENHVYET,

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
// action == Action::"read", -- coarse-grained permission --

commented out

action in [ // -- finer grained permissions
Action::"listFolderContents",
Action::"viewFile"

1,
resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

COEOSBIANDODANZBITZEETDICE., BAICEHHHPVERZERZELZESHAKVTL &
S5, EEL, BTIVRI—YF—HIFZHOZEHHH) VIERZERETZ 2B B2 LEEE,. BICE
EAEDEENRead®Write B ENDZTHMABKFHICHREL TWBIFBE, ChlERL—RFTIED
BADUREEN HYVET, BAOARERARISEATSICEK, RU—F2UFL—K»T7o>3
DION=TBEODXA_XLEFEALT, EHMA VT I A% Read ¥ Write BEDERE

EOMA T 91
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BENLEIALI2aVICTIN-THTEERT., COT7O0—FZ2HATIE, BRICFI-AR—R
DERDAENRRENKT, LHL, BEETR, EOMABT I EAFTEZRNEOMAVT IS 3
VOEERELTETFIMETRZET, F7UT—23 2 ORKMEZBRLTVET, BERCEER
ADEESHNERTDE, EHMAVERNNHE B AREMEAHYYET,

Al ZzBVEDLEA 2 MMOERERFL TS LTV

BE, ARFIVIRI-—Y-—OUIIANEHEENTSAET, COFIVIRE, I—H—ICZD
VOTIARNERTIDHERNIHIHNESHEHMTDHEETT, LEL, REAETF—2ZEALTTT
Vr—23>0A0 =T I-—AORGHIREEEADCEETERT, LealE, IV RI-—Y—
FTFIOERATEDVY—ADHDIANERTTAIR—LABHZRRLEVEEFHVET, VY —
ADFEMERRTDEEIL, I —HTOVY-—ALCHLTRITTERIRELTZAZ—T1—
ACRRLEVWEENFHYET,

CHORSBRATR, BRETFIICNL—RATHNELUDAEEN» B ET, LeaAF,. BER—A
DT O EAHM (ABAC) RUS—ICKRELKFELTWDR E, THAAICTIEATEZON, EVD
BREICTER<KBADCENHULLLLBRTEMNIBDYVET, chiF, TOEBICEASDICEK. &—
LWEIXTOTIINILEDY—RAERSLEDETHAN, —BIT2EDONHBIHESHZHMT
DUENHBINSTT, TOLD, I—H—HDFTIEATED VY —ANDLE—EBRRITDLDICR
BHILTADHENHDERTE. O—IR—AOT 7 EAHME (RBAC) EFINZFEATIEENf BV E
9, RBACZFERATHE, 1—H—ICBIYHTSNTVWBRIXNTORUD —%EVIRLAEL TV
V—AT OV EAZRARETDONEEICEYET,

RAEBNEDED T OMOER 92



Amazon Verified Permissions d1—H¥—HA R

TARKDF

Verified Permissions 7 A MR > F Tk, Verified Permissions 7R > —I(CXR U TEREEV VT AN ZE R
T9%ET, TORVI—ETANL, RTINS —FA420TFBENTEERT, TARX

VFTR, BELENGA—2ZFRALT, RUZ—ARNTHAD Cedar RV —HFJITANZR

AIRIAESHZHHLET, BIAVIIANZTANTBRIC, EZ22FIIE—RE JSON E—

RZELIVERADCENTEEXRT, Cedar R —NEDLSICERE N, AT DA ICOVWTOF
ik, Cedar RUS—EBIVT7LVAHARD "Cedar B FHERKR) S —EE, #5BLTL
EEV,

® Note

Verified Permissions ZEA L TRV IV IARNEZTSHE, "TEBMOI>T147 141 &9
AVICVIOTIARNO—FELTTIIONILEDVY—AO)ARNERHBTEES, £

L. 7O 0#FMEEDDERFTEERERLA, AF—NTEETDIH, VDITANYS
HRITBIUENBVET, "BNMOITAT741 OB TIIIAVERETESE
A,

Visual mode

® Note

TAMRYFOEZATILE—RZEATRICE. RUS—ARTICAF—NHFEREh
TLRIBENDYET,

RV —EDITINE—RTTANTSICE

1. Verified Permissions Z12/ Y — )L https://console.aws.amazon.com/verifiedpermissions/ %z &
£, RU—ARNTEEBIRLET,

2. ERIOFES—23aRAVT, [TAMMIUF|ZBRLET,

3. ED1F7ILE—RZERLET,

4. TTVINILL £9232T, AF=ROTIVINLEATHS "7V NILICKD
T3y, ZBBRUET. TFANRY TRCTIIONILOBBFEADLET,

93
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5.

10.

11.

12.

13.

14.

15.

16.
17.

(F72ar) "THEEM BBRLT, BELETUIONILOBRI T4 T4 2EBMUE
T 77UV NIICEMENEZBZHIBRTZICE. BOZ0NMEICHS THIBR, 2BIRLE
£
BELEZTVONILOZEBHOBHEZEELE T, TANRYFE, >TaL—rEh
IV VIANTEEENELEMHEZFERALET,

FT)Y—R, 023> T, "F7OINIHFTOa>aEETLTVWREDY—R ) &&R
LET TFAMNRY TRV Y—ADOEBRFEZADLET,

(F72ar) "HrEM BEBRLT, BELEVY—AOBRI>T1T714ZEBMLULET,
DY —AICEMENRZEHBRTZICE, ROBAOEICHS [HIBR] ZBRLET,
BELLUY—AOEBMLK Attribute BZIEELF T TARRYFE, Y31l —heh
IV VIANTEEENLEHEZFERALET,

'Po>ar, vo>a>cec, BELEZIUIONILEVY—AICKHLTEM BT O3
DIVARDS, Z7UINIMAFETLTWVWE T O3V EBRULET,
BELETOAVOEERBHOBHEZEELE T, TAMRIYFE, YTa1Ll—k&Ehi
ALV TARNTEEENEHEZFEALET,

(FA7232) TEBMOITAT4, €023 T I T4 T 14%EM) 2FRL, B8
REZTFMIADI T4 T4 Z2EMLET,
KROYZHIVIARDSIVT AT A BT 2BRL, IVTATARBFEANLE
£

(FA72a>) THzEM Z2&RLT, BELEIVTATAOBRIVTAT42BMLE
To IVTATAICEBMENERZHIBRTZICE. BOBTOEICHS [HIFR] ZiBIRL £
£

BELEITATAOERHIC BHEEZEELE T, TANRIFIEF, >ZaL—hkEh
RV OITANTHEESN -BHEZFERALET,

BIEEBIRLT, TAMARFIZI VT4 T4 ZBMLET,

[BRREV VT ANZEET) ZBIRL T, RUZ—ARNTAD Cedar R —DORREEV VT A
Z#ZAL—MULET, TAMRIUFICE, VITANEHFATEINIEETIHNDREL,
WheENTVWBR) D —FEFERICRELEIS—ICHAT BRI RTRENET,
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JSON mode

JSON E—RTRUZ—Z2TARNTBICIE

1.

Verified Permissions 1> Y — JLhttps://console.aws.amazon.com/verifiedpermissions/ Z B &
£, RU—ARNTZERLET,

EROFET—>3 2 RAUT, [TAMIUF|ZERLET,

JSON E— RZZBRLF T,

"UOTARNOFEML £9232T, AF—XZERL TVRERRF. AF¥— 7®7U>>
NUNEBEATHES TTVINLVCRDTOI32 ) 2BRUET, TFARNRY VALY
PINLDOEBRIFEADLET,

AF—INERENATVEVEZERE., "TUZINIICKDTI232 ) TFARNRY TR
TVINLEAALET,

AF—INERENATVRERR. AF—NXAOVY—RZATHASVY—-RAZERL &
o TFAMNRY DALY —ADBBFZANLET,

AF—ANAEREIATLWEVWERRE, "VY—RA, TFANRYJALVY—-RAZAHLEK
ER

AF¥— Vb“'*%éhfb\éi%Ati BELEZTVIONILEVY—AOBHBET 2320
VARNDES TF7023a>2, ZBRLET,

AF—INEZENTVWEVWEEE., "T70232, 7®FANRYDRICTISa> &S
LET,

TAVFF AR 74— RIC, &
I VDOTIARNIAVTFANE, §
"ToFT4741 74—=)LRIC, FR&E
ZEANLET,

MEREE) VT ANZERIT) ZBRLT, RUS—ARNTH® Cedar RUZ—DOFRFEV VT A
RZEZZAL—KLET, TAMIFICE., EREZFUTIHNIEBTTRZIHNOREL, Fi
TATVBRRY—FERFFARICRELAEIS—ICEITIBERARTENET,

Ui

AL—KIBUIVIAMOOAYTHFARNZAALZE
DREICFEATEZIEME®RTT .

km@@tﬁﬁénél TATADEELETDOEN

II|I III

gy \

95
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Amazon Verified Permissions T D HEFL D KE

RUV—ARNT, RUD—, 77—k, AF—X, ZRETFTIEZHEEL 125, Amazon Verified
Permissions [CXI T2 U VT ANDERZHB T ERIEBEVNE T, Verified Perm|SS|ons AORL %
ERITBICEFE., ORVI—OREAWSET 7T —2a > AOREREAEDEIHLENHY)
£ 9, Verified Permissions 27 77U —> 3> EHETICIE. AWS SDK ZEHIL . Verified
Permissions APl ZEHE L, RUZ—ARNTICHU TRADREZERTEIXAY Y REZEERKLE
¥,

Verified Permissions IC& 2 AE, 77U —>3> O DCRTV7IVEAHFAE API 7O AHFAIC
‘’IBET,

OneDrive 7V AT

F7OTr—>3> TAKAQD—H—TOtAZHBLET, IV —HFT7IELATILENHD
ERBEX, K22, 571490, TOMOVY—ADAKERTRIDEZFATETT, Hl
ARF, I—H—HDHA2A42FBEEIL, "EEOEE REVHFTAIVRNIRRENDHE
SHAZHMTERT, I —HNRITTERTIV32ZFHIBCEELETERT, HlIAE. B
UNYFDTTF7IT, A—H—HFRIoH 023 0NTIdV%EETERINESH AT
BLENTERY,

API 7 O 2 AFFHA

F—BANQO1—Y—TIOARAERHHLET, P77VIT—>3 @98 ATLAO—THY, %
<DFE. HAEAPIsH SHEHREZEEBL ET, Verified Permissions A" TBEEE, REOXRTR

ZHEALENFITTIVOHITE, I—F—DBEZHRKRITDEEIC, &KVEMEERRE
EISHENHV) ET, Verified Permissions l&, EEEEXT HI 2 NE UL TEBBEEET HD >
hE—BRTRIDAPIVIITANEZERL, BEAXZMHOTAHAIONIT Y1920 ITAN
ZEGTEET,

DTV ERBRBITBHEE. YO TINARVD—ART ASEBEATVET, ChETDIC
A NRIE(C DigitalPetStore > )L AR U —ARNT ZHEK L £,

»
7__

& r

AL D APl AXRL —>3 >

Verified Permissions API (C &, ROFBIAARL =23 FHVET,

APl AR —> 3y 96
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IsAuthorized

IsAuthorized APl AR L —> 3 /&, Verified Permissions ZfEA LU L) VI ARNADTL
RURANTS, TUOINIL, O3y, DY=A, AVTFAN, IVOT4T714EX
BEEITDHENHVY) ET, Verified Permissions Ik, RU—ARNTAF—IIZHLTU I I

ANADIVTAT4EBRIALET, TNDHE, Verified Permissions &, VIOTIANADI> T4
TAICHERAEThDVIOIARNENERIVD—ARTAOIXNTORI D —ICRUTUIIANE
AMELET,

IsAuthorizedWithToken

IsAuthorizedwWithToken AL —2 32 (&, Amazon Cognito JSSON 7 I 7 h—%22 (JWTs)

NI1—Y—F—ZHP SRV IV IANEERKLEFT, Verified Permissions l&, RUZ—ARNT®

ID Y —A& L T Amazon Cognito & B#5E# L £, Verified Permissions (&, 1—%—® ID &
T OEAN=D2DOL—LDIPSUITANODTIIONILICEHZADLET,

BatchlsAuthorized

BatchIsAuthorized #RL —> 3>k, 1 DO APIV O ITARNTI 2O7 I NILEREE
DY —ACHL TEBORTREZVEBLET, COARL—232EF, 74— 20 FERAEZR
PRIZHAE, BEBRARNENET VIV ORBARAEZRTE—ONY FARL—>3 (2D
DIARNZIN—=TIHLET, 1 2OVY—AONY FRIEZFEATI L, I—HF—HVY—R
ICHUTRAITER T VI ETAINRIVITERST, 1207V INILONY FRRIL &
FRIDE, 1——HFT023a>aRTTERIY—RZTAIINRITTEET, Verified
Permissions l&., VIV TARZEICREZRLET,

wu\nIE:ET)La)TX I\

TV —2arEF7 04 3 3H0 Verified Permissions FRALRENMREZBE T D HIC, KRV
—DOBRREIC T AR FH KU Verified Permissions N® HTTPS REST APl DO TANZEFER
LTRIVD—ZFETEET, TAMIUFE, RUZ—ANTHOREIVIVIARNEL AR A%Z
&1 9 AWS Management Console/’=$6 ® ®©Y —J)L T,

Verified Permissions REST API i&, BN BEBBA ST 7 UT—>a URFHIICBITIZBRORDA
T Y 7°T9, Verified Permissions API (d:IsAuthorlzed, . IsAuthorizedWithToken, 8 & T &) —
SIAVH—ERIY RRA MADERZFE AWS API 1J 2 T A MBatchlsAuthorized& L TEZ T AN
F9, RAETETINETANTBICE, FEDODAPIVZATRNTIUIOITANZERL, RU—H
HEEBSYICRAREZRLTVWA L EERTEE T,

BlzE, XOFIEZFEALTH TR —ANFIsAuthorized CTARNTEET,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
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Test bench

1.

Verified Permissions 112V — )L https://console.aws.amazon.com/verifiedpermissions/
ZHREET, EVSHEBOYTINRIS—ARNTHASRKRIS—ARNTEZHERLE
9 DigitalPetStore,

2. HLOWARUS—ARNTTTAMIFZERLET,
3. Verified Permissions APl 1) 7 7 L 2 AlsAuthorized® A ST ARRKFUIIARNZAS
LET. ROFMTIE. DigitalPetStoreH > 7N 2SR T 501 4 OFHGZL T7UIT—KNLE
C
a. AliceZ27 VI NILELTRELET, 792320 &2ERTIBD TN T, =&
R TDhigitalPetStore::User AL EJFAlice,
b. Alice DO—/ILZBEEELTRELET, B 2EMZRIRL, #&BEIR
LDigitalPetStore::Role., "EEEJ EAHNLEFT,
c. VY—RA%Z "™234, DIEFICERELET, Z7UINILA TEHELTVWRUY—A
T. %Z#IRL TDhigitalPetStore::0rder ABK L EF 1234,
d. DigitalPetStore::0rder JY—RAIClF owner BMENFUETT, Alice ZEXDHE
BELULTHRELET, i#IRDigitalPetStore: :User& AN Alice
e. Alice "EXDRREVIIANLELE, ZUINADN ZEFTLTVWSBRTO>aY
T, ZERUFEIDigitalPetStore::Action::"GetOrder",
4, FBIAVIIANDETEBRLET, EETAhTVEBEVRUS—ARNT TR, COVIIA
N ALLOWREICER VW E T, REZRLE TEEEhLEZRUD —1 CEELTLSEZV,
5. EAloFETF—23a>N—»S [RUD—]ZBRLET, DAZY—O-I) - FXOEEL
WSEBHBADENAR) S —2BFELET,
6. ZUININABEEO-ILICHY., VDIY—AOMBEETH 2 =&, Verified Permissions A"
DOTANEHFALECEIFELTLSEETL,
REST API
1. Verified Permissions 1> Y — )L https://console.aws.amazon.com/verifiedpermissions/
ZHEET, EVSHRBMOYVTINRIS—ARNTHASKRIS—ARNTEZERL E
9 DigitalPetStore,
2. HILLWARUS—ARNRTFTORV—ARNT IDZEEEHET,
3. Verified Permissions APl 1) 7 7 L > AlsAuthorized® A5, DigitalPetStoret > 7’ )L £ S8R

I3l 4DV IOTARNRTA4ZIE—LKT,

APl TA b
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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4. APIOSATYRNEBE, RUS—ARFOU—I3H—ERIY KRS RAOUST
ANEERLET. Bl CRTESIC, AVA—BEANLET,

5. BTNV IOTARNRTAICHY)ST, OEZFICXELERVZ—ARNTID
policyStoreld ICZEELFT,

6. VOIARZEEL., BRE®WIRBLET, 77 #J)L hDDigitalPetStore7/R1) > —AKNF T
., COUIITARNEALLOWREZRLET,

TARREORISD — AF—X, VUIITARZEELT, BREZZEL. LUBEMBREZTSC
ENTEXT,

1. Verified Permissions " S REZZBETARDICVIITARNZZEBELET, HlAE. Alice pO—
L& (CZEEmployeeT 7, JEF 1234 QownerEME%Z ICZEEL £¥9Bob,

2. BRRDAREICHETDIHETRUS—%2ZELET, HlAE, BEO—I - ENZHET
BDEVSHBATRIS—ZZLELT, N OFFEEUser THIMEN HD VS EHZHI
BRResourcel . X XBobZERRTCEDLSICUITIANEZEELET,

B AF—NEEBELT, RUI—HNKRYEMBEREZITSEZFATLET, Alice "FLLWEH
EWRlETENTEDLDICVIIARNIVTATAZEHLET, HIAEF, AF—TZ2mEL
T. User% ActiveUsersEXZF OX/N—ICTEBKSICLETInactiveUsers, 7O T7 1
TRI—H—OZNBEBIDENERRTEDIRDICRI—ZEHFLET, Alice Y7IOT1TF
FRITOTATRI—Y—ICBBESICVITIANIVTFATAEZEFHLET,

T77Ur—<,3> % AWS SDKs& D #kEs

T 7\) % —3, 312 Amazon Verified Permissions 2E 92 (CIk, 77U —2a v ICBRATSR
) —ERAF—NEEBRTIHLENHYVET, ARETFIEZERXRELTTANLES, ROATY T IF
BABAAS APIVITIANDEREBRBIZDETT, ChETSICEK, I—¥—F—2%EE&E

LTREEVIIARNIANTRTTVTr—23a OV 0 ERETIHLEN HYET,

7 7 U N Verified Permissions TU YT ANEZERETDHE

1. RBEOI—Y—ICEIZIBERENELET, BE. IWTX®UITTEY> 3> Cookie % &, FBILE
ENLEYIAVOFBIC I —OFHENfrRRENET, COI—HF—F—REF, RUZ—R
K722 2 & niz Amazon Cognito ID ¥ — A, FzIEBI® OpenlD Connect (OIDC) 7' 0/ A
A—DSRETNDEFEEFHIVET,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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2. A—Y—IT7O0ELATBRVIY—-AICBIZEHRZRELEFT, BF., 1—F—IrHFLLT7EY ~
EO—RIBDEDICTTVERMBEBETIBREZTSE, P7UT5r—>23> B FUY—RAICET S5
HEZHTEYET,

3. A—Y—NERITIBT7V3aIERELET,

4. A—H—0HTEnEARL—=23 207 )N, 7oay, DIY—=R, IOTAT1%
5 L T, Verified Permissions (CFREE) VT AN Z4ER L £, Verified Permissions (&, 7K1
—ARNTRHRORI—IZRLTUIIANZTHMAEL, RAOREZIRLET,

5. 774 —> 3>l Verified Permissions ' S A £ FIEBFOL AR AZEFAEY), 1—
HF—OVIOITANCREZBRHALET,

Verified Permissions APl A~ L —=2 3 >/ AWS SDKs, Verified Permissions 2 7 ") —< 3>
cEHBICE., BIRULESEDODAWSSDK 277 ) 5—2a Ny 5= ICEEaLET,

&< AWS SDKs T MY — )L Amazon Web Servicesy ZZBL T &L,

BT, €FETXE AWS SDKs,

« AWS SDK for .NET

« AWS SDK for C++

+ AWS SDK for Go

« AWS SDK for Java

+ AWS SDK for JavaScript

« AWS SDK for PHP

« AWS SDK for Python (Boto)
» AWS SDK for Ruby

XD AWS SDK for JavaScript® f5l(d. Amazon Verified Permissions & Amazon Cognito Z A L 7=
ZEHHD BN ERIA SIsAuthorizedERENTWVWET,

const authResult = await avp.isAuthorized({
principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides

// those attributes
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
https://docs.aws.amazon.com/sdk-for-go/api/service/verifiedpermissions/#VerifiedPermissions
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/verifiedpermissions/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/

Amazon Verified Permissions I—H—H4A KR

entities: {
entitylList: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

},

"attributes": {
"location": {

"String": "USA"
}
}
}
]

FToMOFROYN—UY—X

« Amazon Verified Permissions 7—2>3v 7

« Amazon Verified Permissions - 1) Y — A

+ Amazon Verified Permissions Zf£f L T ASP.NET Core 77U QA AR LERARD =704
S—%EETD

« Amazon Verified Permissions ZffA L TCESRXAT U= a > A0ERERY —EXEBE
EAC)

« Amazon Verified Permissions & Amazon Cognito Z AL TE HMlN SR EEILT S
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https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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AT FANDIEN

OAVTFFANE, RUD—OREICEETIHERTITN. TV NIL, To>ary, &V
V=ADTATUOTATAO—EHBTREHELA, —BEOEFRTIP 7 RLALSDG, Fitlk1—
H—HFMFATHA A LEBEICOGK, FOAVEFATEES, 77UT5—>3 0
OAVTFARNEY 2 VF—RITIOEATEDZ D, RREVIIANIANTIHENHVF
9, Verified Permissions BBV VI ARNOD A THFARNTF—AXIE, contextMapEFR T JSON X
THIVENHYET,

cOAVTYVEBRATEIHIE, YIRS —ART ASEBEATVET, ChETDIC
l&. 7 A MRE(CDigitalPetStore > 7 )LAR) S — AN T ZER L E T,

ROAVTFARNAT DTV MNE, Y7 )DigitalPetStore R —ARNFICESIWT, F7UT—
23>M% Cedar F—2END 1 2ZEELET,

"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true

.
"AccountCodes": {
"set": [
{
"long": 111122223333
},
{
"long": 444455556666
.
{
"long": 123456789012
}
]
},

"UserAgent": {
"string": "My UserAgent 1.12"

1,

"RequestedOrderCount": {
"long": 4

I,

"NetworkInfo": {
"record": {
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"IPAddress": {
"string": "192.0.2.178"

1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}

}
1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"

}
}
}
}
RIS TFANOTF—RE
7—IL{E

INAFVtrueEizldfalsefE, COHITIE., true® OT7—I)LER. BEFfFTIXORTEUVIT
ARNTBHEIICZERZDRIMEEITL ZMfaAuthenticatedc & ZRLE T,

o

ax e

OFFARNEEZOIOL Y>3, BYRMXUN—F, SOHOEISICTRNTRALURATICTS
CEE, RARENIEEY N EECERDRATICTRHEETEET, CcOfITRE., BEEFS
DOEBBDTHONCHEERFSATVET,

X 75
NFTHENLE"XF., BF. FLEERESOI—T A, cOBITE., UserAgentXF35l &, B
ENEXORREVIIANTZDEHICEALET SO ERLET,

Long

B, cofiTld, &, COUVIITAMBENIBENDL ODOENEZRRTLISELERERTH
DNV FO—ETHBRequestedOrderCountZ &EZRLET,
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Ld—R

BHoILV>3ar, ChsOEMRE. VIVIARNIVTFANTETIDMLEN HYET, A
F—IEEFEODRVI—ARTICE., COIVTFATAEIVTFATAOEHEAF—TICEDS
PBENFHYVET, COHITIEE, NetworkInfolLA—RICEK, I—H—ORETIP, 954 T >
NCE2TREENDZD IP DUEBRER., BLCEXRFOBSLICETIZIBEHRBIEERTVE
CP

Entityldentifier

JOTARND entitiesBEEZTEEENEI T A T1EEBHEANDSE, COfiTR, 1—9%—
DEFREE [CK2 THEBEENEL =Bob,

H#> 7’ )L DigitalPetStore 7 77 )7 —2 3> T OB TN AV TEFANETANTBICE, VOIA
N entities. RV —ARNTAF—X. 8MAR') > —% Customer Role - Get Order & VS FHBAT
EFHITBRILENHYET,

w1 TF¥FANZZ T AND DigitalPetStore £S5 IC ZZE TS

&#ll&. DigitalPetStore [FFEEICEMBRI—ARNT TRV ERA. BRUEDVTFARNE
HR—KRTBDEHIC, BRIRESNERU—XOATFANBHRREEENRTVELA, OOV T
FANBEREEOCARBIVIVIANOHETHMMTDICIE, RUS—ARNTFTERERRBIUIIANIROEE
EMAET,

Schema

HFLLWIATHFANBHEZYR—RNTBEHIC, RUS—ARNTAF—TICROEFHFZHEAL F
T, actions XD KD GetOrderd ZFFHL £,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"UserAgent": {
"required": true,

HO7NAVTFANEFM T2 104



Amazon Verified Permissions

Q—H—H1 K

"type": "String"

.

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

},

"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
.

"RequestedOrderCount":

"type": "Long",
"required": true
I
"MfaAuthorized": {
"type": "Boolean",
"required": true

}
}I
"principalTypes": [
"User"

]

DOTARNITHFARMNetworkInfoT EVWSERirecordDF—XE %

{

TRICE, RDK

SICAF—IZ commonType AVARS I REERLFET, commonType AVARNT T NIk,

RBEBDIVTATAIEATERDRHEOHEBLEYNTT,

(® Note

Verified Permissions EZ A7) AF—NYIF 1 ZIFRE, commonType AT I~
EHR—RNLTOERA, AF—TCBMIDE, ED1FILE—RTAF—IERRT

ERLBYET,

"commonTypes": {

BTN AVTFANETHET S
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"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true

1,
"SSL": {
"required": true,
"type": "Boolean"
1,
"Country": {
"required": true,
"type": "String"
}
3,
"type": "Record"
}
}
Policy

RORIVD—F, BETNEZIAVTFARNERILL D TRETNILEN HDFHEREL X
T, BFEOBNRV—ICESVTEREE A, "THRAERN—O—)L-EXOERE £ WS HHAN
REET, CORID—TR, &AK. VITARNEZFTSTIINILHF I —ADHEETH

PRENBHBIETTT,

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.MfaAuthorized == true &&
context.UserAgent like "*My UserAgent*" &&
context.RequestedOrderCount <= 4 &&
context.AccountCodes.contains(111122223333) &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.SSL == true &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.approvedBy in DigitalPetStore::Role::"Employee"

};

BTN AVTFANETHET S
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CNT, AXNZHBIDVIOIARN, VDOTAMNCEMLEEBMOOTHFANEKHZRBLET

CERERLELL,

1. I——R@F MFATHA A2 LTVWBHENHVYYET,
2. =Y =0V I 77 ZIVHICEXFI AMEENT VW BUser-Agent BE N &H V) £I My

UserAgent,

3. A —R4HBUTOENERRTDELSIICUIIANLTVWRHEN HVET,

4. 1—H—OTF WO RI—RD 12k THDILENHV)FT111122223333,

5 - —0OIPT7RLARKEASHFE N, BStehltty2a2icsy), I——0IP
TRLAWRK THEDZLENHVET192.0.2.,

6. REBRINERAFDIILENHYVET, FRIJIIAND entitiesEXZTE, OO—
JLBobZ#HFDI1——2Z2EF L EJTEmployee,

Request body

BYBEAF—TERIV—ZFEALTRI—ARNTZRELES, CORILEVIIARNE
Verified Permissions APl AR L —2 3> I[CRRTE £ JIsAuthorized, entities I X NIC
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"principal": {
"entityType": "DigitalPetStore
"entityId": "Alice"
.
"action": {
"actionType": "DigitalPetStore
"actionId": "GetOrder"
.
"resource": {
"entityType": "DigitalPetStore
"entityId": "1234"
.
"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true
},
"UserAgent": {
"string": "My UserAgent 1.12"

::Usex",

::Action",

::0rder",
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iy
"RequestedOrderCount":{
"long": 4

iy

"AccountCodes": {
"set": [

{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]
},
"NetworkInfo": {
"record": {
"IPAddress": {"string": "192.0.2.178"},
"Country": {"string": "United States of America"},
"SSL": {"boolean": true}
}
.
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore: :User"
}
}
}
.
"entities": {
"entitylList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
},
"attributes": {
"memberId": {
"string": "801b87f2-1a5c-40b3-b580-eacad506d4e6"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
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1,
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
1,
"attributes": {
"memberId": {
"string": "49d9b81le-735d-429c-989d-93bec@bcfd8b"
}
1,
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
1,
{
"identifier": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
1,
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
1,
"parents": []
}
]
1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"

}

Verified Permissions A7 7 74 OI MJIZDOWVWT 136



Amazon Verified Permissions I—H—H4A KR

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

1,

"eventTime": "2023-11-20T23:02:33Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
.
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
.
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94.jpg"
}
},
{

"principal": {
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"entityType": "PhotoFlash::User",
"entityId": "annalisa"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "ALLOW"
},
{

"request": {

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"

},

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"

Verified Permissions A7 7 74 OI MJIZDOWVWT

138



Amazon Verified Permissions

d—H—H1 K

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

iy

"decision": "DENY"

I
"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
1,
"responseElements": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"arn":
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T07:43:33.962794Z2",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
1,
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"maxResults": 10
},

"arn:aws:verifiedpermissions::123456789012:policy-store/
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"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cfOba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:3272",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1)
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T12:58:57Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.513442Z",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "631fbfal-a959-4988-b9f8-flas3ff5dfad",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1)
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},

"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"222222222222",
"eventCategory": '"Management"

:policy-store/

Verified Permissions A7 7 74 OI MJIZDOWVWT

143



Amazon Verified Permissions

d—H—H1 K

CreatePolicyTemplate

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
1,
"eventTime": "2023-05-16T13:00:2472",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.444404Z",
"createdDate": "2023-05-16T13:00:23.4444047",
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
.
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
}
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DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole"
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-25T01:11:487",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

4

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
.
"responseElements": null,
"requestID": "5ff@f22e-6bbd-4b85-a400-4fb74aa05dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"222222222222",
"eventCategory": '"Management"

CreatePolicy

"eventVersion": "1.08",

:policy-store/

Verified Permissions A7 7 74 OI MJIZDOWVWT

145



Amazon Verified Permissions

d—H—H1 K

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T07:42:30Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
},
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
},
"lastUpdatedDate": "2023-05-22T0Q7:42:30.70852Z2",
"createdDate": "2023-05-22T07:42:30.70852Z"
I
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "3Qab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

GetPolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
3,
"eventTime": "2023-05-22T07:43:297",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "23022a9%e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

0",

arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
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CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
1,
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
1,
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
.
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z2",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/

PSEXAMPLEabcdefgl11111"
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}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:3172",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T20:05:32Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
arn
PSEXAMPLEabcdefgl11111"
}
1)
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

@Il’

"arn:aws:verifiedpermissions::333333333333:policy-store/
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DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
I
"eventTime": "2023-05-24T19:55:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",

arn":
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

"arn:aws:verifiedpermissions::333333333333:policy-store/
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